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1 AHHOTALUMUA

B HacToALLEM PYKOBOACTBE NPUBOANTCA CAeaytolan MHGOPMaLMS:

— noagkntouyeHue Kk Web nHtepoeiicy WEP-12ac;

— HacTpoiiKa ceTeBblx napameTtpos WEP-12ac;

— 0bHoBneHne nporpammHoro obecnevyernns WEP-12ac;

— HacTpoiika SNMP;

— HacTpoiKa 6ecnpoBogHbIX MHTepdEencoB (pexum paboTsl, Nonoca);

- HaCTpOﬁKa BUPTYa/IbHbIX TOYEK A0CTYNaQ,;

—  MOHMWTOPUHT OCHOBHbIX NapameTpos 6ecnpoBoAHON CeTH.

B pyKOBOACTBE OMWCLIBAETCA BapWMaHT HACTPOMKM TOYKM AocTyna 6e3 MCnonb3oBaHUsA cooT

KOHTpO/NEpa.

B KauecTBe npumepa byaeT pacCMOTpPeHa CAeayroLlas cxema, PUCyHoK 1:

2.4 [Ty 40MIy 5rry 80Mry
i SSID: FreeNetwork SSID: FreeNetwork
L be3 napona u wugposaHus be3 napona u wugposarua
I Touka goctyna
ocTeBas ((r WEP-12ac “\ locTeBas
cetb 1 192.168.100.3 ceTb 2
L FreeNetwork - 1IVLAN
Kk WorkNetwork - 100 VLAN
2,4y 40MTy ) Management VLAN - 10 VLAN SITU 80MIU
SSID: WorkNetwork POE switch SSID: WorkNetwork
WPA/WPA2 WPA/WPA2
e —
Pabouasn Pabouasn
cetb 1 cetb 2
PMCYHOK 1- anMep KOH(I)MI'ypaLI,MM cetTn
Ucnonb3oBaHue
V|CI10nb3VEMaﬂ MCHOHb3y€MbIﬁ LLIMd)pOBaHMﬂ/
Tun cetn
VLAN SSID aBTOpM3aLIMM NO
naponto
100 WorkNetwork WPA/WPA2

BHyTpeHHsA KoprnopaTuBHas becnpoBoaHas
CeTb, MCNO/b3YIOLW,AA AnanasoHbl 2.4 n 51w,
M3o0nnpoBaHa OT ApYyrmMx roctesbix ceTei. [na
noAKno4YeHus TpebyeTca aBTopu3aumns
nosb3osatena no naponto. CeTb CAYKUT AnA
6e3onacHOro obmeHa AaHHbIMU MeXKAaY
BHYTPEHHMM NEPCOHAIOM KOMMAHUW.
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locTeBan 6becnpoBoAHasn CeTb, UCNONb3YHOLLAA 1 (6e3 VLAN) FreeNetwork OTcyTcTByeT
AmanasoHbl 2,4 n 5 IMu, He Tpebyet wrdposaHue K
aBToOpuU3aumnm no naponto. CAyKut gna aBTopuU3aUuA

NoAK/toYeHMA NobbIX Nonb3oBaTenen co
CTaHZAPTHLIMKU BecnpoBOAHBIMU FagKeTamm
K 0bLelt ceTm, OTKY,4a MOKHO BbIITH,
Hanpumep, B UHTepHeT.

[Onsa BbINONHEHUA HAcTpoiKkK notpebyetca MK, umetowmin goctyn K yctponctsy no ethernet u
noboli ycTaHoBeHHbIN 6pay3ep (IE, FF, GH, O).

2 NOAKNIOYEHUE K WEB-UHTEP®ENCY

MoakntounTb MK K yCTPOMCTBY MOXKHO C/ieaytowmmm cnocobamu:

— Moaknountb ceTeBon Kabenb K PoE-nntepdeincy WEP-12ac un Kk PoE-
KOMMYTaTOpPY/MHKeKTopy. [lanee K MHKEKTOPY UM KOMMYTaTopy Nogxnounts MK,

—  WEP-12ac MOKHO BK/IIOYUTb MO NUTaHWUIO ¢ nomolLbio 220B/AC-12B/DC 6noKa nutaHus,
NOCTaB/IAEMOTO C YCTPOMCTBOM, Yepe3 COOTBETCTBYHOLWMNI pa3zbem nutaHna WEP-12ac u
noakatoumte MK Hanpamyto K ogHomy m3 Ethernet-nHtepdeitcos WEP-12ac.

Ana nogkntoyeHunn Kk Web-nHtepoelicy ycTpoicTBa B agpecHoi cTpoKe bpaysepa BBeguTe:
192.168.1.10.

Mpu ycnewHom nogkntodeHun byaeT oTobparkeHa CTpaHWuUa aBTopu3auMu. [ns aBTopM3aLMM
NCMONb3YyITE AaHHbIE:

— User Name: admin
— Password: password

Ecnun nocne eBepeHus IP-agpeca B 6paysepe He MNOABMTCA CTPaHWLLA aBTOPU3aL MK, HEOBXOAUMO
nposeputb IP-agpec Ha MK, HacTpoikn KommyTaTopa. Ecam Ha ycTpolicTeBe bbina M3meHeHa 3aBoACKan
KOHUrypaLmsa, TO HY)KHO COPOCUTb TEKyLME HACTPOMKKU. [lNA 3TOro HaXXKMUTE U yAeprKUBANTE KHOMKY
«F» Ha BOKOBOW MaHenu ycTpoicTea B TeueHue 20 cekyHA. JoxKaMUTecb, MOKa MHAMKATOP Ha BepxHeW
naHenn ycTpoMCTBAa Ha4YHET MUraTb, U TOJbKO MOC/AE 3TOro OTMycKaiTe KHonky F. LiBeT nHAMKaTopa
OONKEH CMEHUTLCA Ha KPACHbIV — 3TO 03HAYaET, YTO BbINOAHAETCA 3arpysKa.
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3 HACTPOMKA CETEBbIX MAPAMETPOB WEP-12ac

Ons  ypaneHHoro ynpasneHua WEP-12ac TpebyeTca yCcTaHOBUTb CeTeBble MapameTpbl
obopynoBaHMA B COOTBETCTBMW C CYLLECTBYIOLWMMM HACTpOMKamMu CceTu, B KOTopon Oyaet
ncnosb3oBaTbca 0bopyLoBaHMeE.

B meHto «Manage» oTKpoiTe BKnaaKy «Ethernet Settings» 1 BbinoNHMTE cneaytoLLMe HaCTPOMKMK:

Modify Ethernet (Wired) settings

Hostname WEP-12ac (Range : 1 - 63 characters)
Internal Interface Settings
MAC Address AS:F9:4B:B5:04:40
Management VLAN 1D 148 |(Range: 1 - 4094, Default: 1)
Untagged WLAN Enabled '® Disabled
Untagged WLAN ID 1 (Range: 1 - 4094, Default: 1)
Connection Type Static IP ¥
Static IP Address 192 |. (168 |.|40 . |20
Subnet Mask 255 |.|255 |.|255 |.|O
Default Gateway 192 |.[163 |.|40 1
DMNS Nameservers Dynamic Manual
172 |.[16 . |0 . |1
172 |.[16 . |0 K

Click "Update™ to save the new settings.
Update

— Management VLAN ID — ykaxkute Homep VLAN, KOTOpbIA Bbl »KefaeTe MCNosb3oBaTb ANA
ynpaBieHuAa TO4YKoln aoctyna. B saHHOM npumepe ucnonbayetcs - 10.

— Connection Type — BbibepuTe «Static IP» gna 3agaHma IP-agpeca Toukam AOCTyna B pyyHyto. B
none «Static IP Address» ykaxkute IP-agpec WEP-12ac, B Hawem caydae - 192.168.100.3. B none
«Default Gateway» nponuwute agpec wsmo3a: 192.168.100.1. CmeHa Macku cetu -—
onunoHanbHo. Ecnn Bbl XoTUTE paspasathb IP-agpeca ana Toyek gocryna no npotokonay DHCP, To
B none «Connection Type» ycTaHoBUTe 3HaYeHMe «DHCP» 1 Ha 3TOM HacTpoiiKa ceTeBOM YacTu
byneT 3aKOHYeHa.

Haxkmute KHonky «Update». Tenepb WEP-12ac 6ypetr goctyneH B 10 VLAN no agpecy
192.168.100.3.

’ Mepep, BHeCcEHMEM U3MEHEHMIT B ceTeBble HacTPOUKK T[ ybeautecb, YTo ynpaeBAAaoWMiA

H KomnbloTep 6yger MmeTb A0CTyN K Heil. B cnyyae owM60UYHbIX MU3MEHEHUIA, HAaCTPOMUKHU
MOXXHO OTKaTUTb, COPOCMB TOUKY K 3aBOACKMM HACTPOMKaM, AN 3TOro HaXKMuTe KHonky F
Ha NMLEBOI NaHeNUn U yAepKuBalTe HaxaToii B TeueHue 20 CeKyHA, MOKA He HauyHeT
MUraTb UHAUKATOP COCTOAHUA Ha BepXHeil NaHenun ycTpoicTea.
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4 OBbHOBJIEHUE MPOTPAMMHOIO OBECMNMEYEHNA WEP-12ac

Onsa KoppeKkTHol pabotbl WEP-12ac pekomeHayeTca BbINOAHUTL 06HOBAeHUe 0. AKTyaNbHOCTb
YCTAHOBNAEHHOM BEPCUM MOMKHO YTOYHUTD Y MPOU3BOANTENSA:

TenedoH: +7(383) 272-83-31
+7(383) 274-47-87
e-mail: techsupp@eltex.nsk.ru

Mocne nonyyeHun akTyanbHow Bepcun MO oTKpoiTe meHo «Maintenance», BknagKy «Upgrade»
1 BbINOJIHUTE C/ieaytoLme HaCTPOMKM:

Manage firmware

Model Eltex WEP-12ac:rev.B
Firmware Wersion
Primary Image: 1.9.0.262
Secondary Image:  1.9.0.261

Switch

Upload Method * HTTE TETE
Mew Firmware Image | Bubepute dain | ©aiin He swiBpaH

Upgrade

— Haxkmute KHoMKy «Switch», ecnin Bbl XoTUTE NepekntounTbCA Ha AnbTepHaTuBHbIA 0b6pas MO
(ykasaHHbIN B none «Secondary Image»).

— Upload Method — yctaHoBute dpnar «<HTTP».

— New Firmware Image — HakmuTe KHonky «0630p» 1 B OTKPbLIBLUEMCA OKHe MoucKa Bbib6epute
¢daiin MO c akTyanbHOM BEPCUEN, HAXKMUTE KHOMKY «OTKPbITbY.

— Haxkmute KHonky «Upgrade». Mpouecc 06HOBAEHMSA 3alMET HECKONIbKO MUHYT (0 ero Tekywem
cTaTyce b6yAeT yKa3aHo Ha CTpaHuMLe), Nocae Yero YCTPOMCTBO aBTOMATUYECKM Nepe3arpysunTcs.

' He oTKNlOYaliTe NUTAHWE YCTPOMUCTBA, He BbINO/IHANTE ero nepesarpysKky B npouecce
. obHoBneHua NO.

MocmoTpeTb TeKkyLyto Bepcuto MO MoXKHO B MmeHto «Basic Settings» (Firmware Version).

Provide basic settings

» Review Description of this Access Point ...

These fields show information specific to this access point.

IF Address: 192.168.40.20

MAC Address: AS:FI:4B:ET: D40
Firmware Yersion: 1.5.0.262

Uptime: 0 days, 1 hours, 27 minutes

b Device Information

Product Identifier: WLAN-EAP
Hardware Version: Z2v10

Serial Number : WP16001731
Device Name: Eltex AP

Device Description: WEP-1Zacirev.B
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5 HACTPOWKA CEPBUCA SNMP

Hactpoika cepsrca SNMP npounssoautca B meHto «Services», B pasgene «SNMP».

SNMP Configuration

SMMP (%) Enabled Disabled

Read-only community name (for permitted SMMP get operations)

Port number the SMNMP agent will listen to

Allow SHMP set requests

Read-write community name (for permitted SMNMP set operations)

Restrict the source of SHMP requests to only the designated hosts or subnets

Hostname, address, or subnet of Network Management System

IPvE hostname, address, or subnet of Network Management System

public

161

*' Enabled Disabled

private

Enabled '® Disabled

(Range: 1 - 256 characters)

(FRange: 1025 - 65535, Default: 161)

(Range: 1 - 256 characters)

(ooea00c00000dHostname max 255 Characters)

(P S O N X D i o Hostname maw 255 Characters)

Trap Destinations

Community name

Enabled Host Type SMWP version (Range: 1- 256 characters)

Hostname or IF or IFv6 Address

(00K 00K KK KO HO00I00K 0000 000K KK 000CK0orHostname max 255 Characters)

IPv4 ¥ snmpV 2 v

IPvd ¥ snmpy2 v

IPvd ¥ snmpy2 v
Debug Setiings

Debugging output tokens

Dump sent and received SNIMP packets Enabled ® Disabled
Logs to Don't log v
Logs to specifisd files tvarlloglsnmpd log
Logs priority level
Logs priority range

Transport < UDP

Click "Jpdate™ to save the new settings
Update

upps # 1P [l Teps

(Range: 0 - 256 characters, empty string for 'no debug', 'ALL, or traps,send' - any tokens without spaces)

(Range: 1- 256 characters, Default: ivarlloglsnmpd log)

Emergency ¥ |(for Standart output, Standart error and File logs output)

From | Emergency ¥ |to | Emergency ¥ |(only for Syslog output)

— Restrict the source of SNMP requests to only the designated hosts or subnets — yctaHoBuTe

¢dnar «Enabled».

— Hostname, address, or subnet of Network Management System — yKkaxuTte IP-aapec SNMP-

cepBepa, ¢ Kotoporo 6yayT otnpasnaTbca SNMP-KomaHAab!.

— Community name for traps — ykaxuTe «public».

— Enabled Host Type Hostname or IP or IPv6 Address — yctaHoBuTe ¢par Ha o4HOM U3 nonen ans

YKa3aHuA agpeca NpMemMHUWKa TPanoB M Nponuwnte B ZaHHOM none IP-agpec ycTpoWcTBa, Ha

Kotopoe WEP-12ac cmorKeT nocblnaTb Tpanol.

— Haxmute KHoNKy «Update».
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6 HACTPOMKA BECMPOBOAHbIX UHTEPDENCOB

Yctponcteso WEP-12ac umeeT 2 pagmounHTepdeiica, cnocobHbix paboTaTb ogHoBpeMeHHO —Radiol
1 Radio2. Kaxablit N3 HMX MoKeT paboTaTb B CBOEM AManasoHe 4acToT C MCNONb30BaHUEM Pa3INYHbIX
pexnmoB paboTbl 6ecnpoBOAHbIX CETEN.

[danee 6ypeT npvBeaeH npumep HACTPOMKM 6ecnpoBogHbIX MHTepdencoB co cneayowmmm
XapaKTePUCTUKAMMU:

Radiol:
— AmanasoH: 2,4Tw;
— cTtaHpaptbl: 802.11 b/g/n;
— WKpKHa nonocol: 40MTlwu.
Radio2:

— AmanasoH: 5MMu;
— craHpaptbl: 802.11 a/n/ac;
— WKpKHa nonocbl: 80MTIL.

B meHto «Manage» oTkpoiiTe BKnaaKy « Wireless Settings» 1 BbInonHWTE cneaytolme HacTPOMKM:

Modify wireless settings

Country Russia -
Transmit Power Control on =
TSPEC Violation Interval 300 (Sec, Range: 0 - 900, 0 Disables)

Global isclation

Radio Interface @ On Off

MAC Address AB:F9:4B:B4:53:A0
Mode IEEE 802.11b/g/n -
Channel Auto -

Airtime Fairness @ On off

Radio Interface 2 @ On Off

MAC Address AS:F9:4B:B4:53:B0
Mode IEEE 802.11a/n/ac -
Channel Auto -
Airtime Fairness @ On oOff

AeroScout™ Engine Protocol Support Disabled «

Click "Update” to save the new settings.

Update

— Country — BblbOp HacTpoek paauvounHTepdelica, COOTBETCTBYHOLIMX 3aKOHOAATENbCTBY
Bbl6paHHO cTpaHbl. Boibepute B cnucke «RU — Russia»

— Transmit Power Control — HacTpolika pexuma orpaHuMyeHus napamerpa Transmit Power Limit .
BbibepuTte B cnucke «Ony».

HacTpoika Radiol:

— Radio Interface — yctaHoBuUTe dnar «On».
— Mode - Bbi6epuTe 3HayeHne «IEEE 802.11b/g/n».

8 WEP-12ac, Knamkoe pykogodcmeo o Hacmpolike 6ecriposodHoli moyku docmyna
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HacTtpoika Radio2:

Radio Interface 2 — yctaHosuTe dpnar «On».

Mode — BbibepuTe 3HaueHue «IEEE 802.11a/n/ac»;

Harkmute KHonKy «Update».

B meHto «Manage» oTKpoiiTe BKNagKy «Radio» 1 BbinoaHUTE Cieaylolime HaCTPOMKMU:

Modify radio settings

Limit Channels

Radio |1 ¥
Status ® gop Off
Mode |IEEE 802.11b/g/n r
Channel Auto v
Channel Update Pericd Off A

Channel| 1 [2[3 |4 |5 |6 |7

i0[11)12|13|All

Use

Channel Bandwidth

Primary Channel

OBSS Ceoexistence

Short Guard Interval Supported
Multidomain Regulatory Mode
STEC Mode

Protection

Beacon Interval

DTIM Pericd

Fragmentaticn Thresheold

RTS Threshald

Maximum Stations

Transmit Powear Limit

DHCP Snooping Mode

WLAN list

20 MH=z ¥

Lower ¥

on ¥

Yes ¥

Enable ¥

off v

Aute T

100 |(Msec, Range: 20 - 2000)
2 (Range: 1-233)

2345| (Range: 256-2246, Even Numbers)
2347 | (Range: 0-65525)

200 | (Range: 0-200]

i0 (dBm, Range: 10 - 15)
Ignore ¥

Add || Remove Selected
(Range: 1-4034, 20 vlan-ids max)
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Fixed Multicast Rate Auto * | Mbps

Fixed Transmit Rate Auto v

Frame-burst Support Off * | [Boosts Downstream Throughput]
ARFP suppressicn on T

Legacy Rate Sets

Rate (Mbps) o448 |36(24|18|12|11/ 9 (6 (5.0 2 | 1
Supported AR ’

Basic

i o Rate Limit S0 (packets per second)
Broadcast/Multicast Rate Limiting o .
Rate Limit Burst|75 (packets per second)

TSPEC Mode Off *
TSPEC Voice ACM Mode Off *
TSPEC Voice ACM Limit 20 (Percent, Range: 0 - 90)
TSPEC Fbt WVoice ACM Limit 0 {Percent, Range: 0 - 80)
TSPEC Video ACM Mode Off *
TSPEC Video ACM Limit i35 (Percant, Range: 0 - 30)
TSPEC Fbt Video ACM Limit 0 {Percent, Range: 0 - 80)
TSPEC BE ACM Mode Off *
TSPEC BE ACM Limit 0 (Percant, Range: 0 - 30)
TSPEC BK ACM Mode Off *
TSPEC BK ACM Limit 0 (Percent, Range: 0 - 90)
TSPEC AP Inactivity Timeout 20 (Sec, Range: 0 - 120, 0 Disables)
TSPEC Station Inactivity Timeout 30 {Sec, Range: 0 - 120, 0 Disables)

TSPEC Legacy WMM Queus Map Mode |Off
WHT Features

Click "Update” to save the new settings.

Update

HacTtpoiika Radiol:

— Radio — BbibepuTe 3HaYeHME «1».
— Channel Bandwidth — yctaHoBUTe 3Ha4YeHne «40MGz».
— Haxmute kHonKy «Update».

HacTpoika Radio2:

— Radio — BbibepuTe 3HaUYEHUNE «2».
— Channel Bandwidth — yctaHoBUTe 3HaYeHne «80MGz».
— Haxmute kHonKy «Update».

MpumeuaHne! HactpamBaTb cocTaB MCNOAb3yembiX aHTEHH pAonyckaercA Tonbko ana WOP-12ac.
Ona WEP-12ac HacTpOMKU CKpPbITbI.

10 WEP-12ac, Knamkoe pykogodcmeo o Hacmpolike 6ecriposodHoli moyku docmyna
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7 HACTPOMKA BUPTYA/IbHbIX TOYEK AOCTYNA

Ha kaxkgom becnpoBogHOM MHTepdece MOKHO HACcTpOUTb A0 16 BUPTYasibHbIX TOYEK AOCTyna.

Kakaan 13 TakMX TOYEK A0CTyMNa MOMKET MMeTb MHOMBUAYaAbHOoe UMA BecnpoBoaHol cetu (SSID) n tmn

aBTopu3aummu/ayteHTudMKaumm. CornacHo cxeme ceTu, NPUBEAEHHOW Ha pucyHke 1, Heobxoaumo

HACTPOWUTb 2 BUPTyaNbHble TOYKM gocTyna Ha Radiol v Ha Radio2.

CneumanbHaa ¢yHKUMA TOYKM pocTtyna Band Steer nossonAeT ycTaHaBAMBaTb A5 K/MEHTOB,
MMeLWMX BO3MOXKHOCTb paboTaTtb B AnanasoHax 2.4 Tu n 5 Tu, npuoputeT noakntodeHma K 50T

BMPTYaNbHbIM TOYKAM A0CTYNa.

[ns pabotbl dyHKUMM Band Steer HeobxogMmo:

— HaCTpouTb pap,mommepd)eﬁcu B Pa3Hble YaCTOTHbIE AMANA30HbI;

— C034aTb Ha KaXk4oMm pagnonHTepdelice BUPTyanbHble Touku goctyna (VAP) c oanHakosbim SSID;

— Npn NCNON1Ib30BaHUN LIJM(prBaHMﬂ y6ep,MTbCﬂ, YTO NapPO/IN Ha obeunx TouKax coBnaaatoT,

— aKTMBMpPOBaTb NapameTp Band Steer Ha TouKax gocTyna.

B meHto «Manage» oTKpoiTe BKNaaky «VAP» 1 BbINOSHWUTE CAeaytolme HacTPONKM:

Modify Virtual Access Point settings

Global RADIUS server settings
RADIUS Domain:

RADIUS IP Address Type:
RADIUS IP Address:
RADIUS IP Address-1:
RADIUS IP Address-2:
RADIUS IP Address-3:
RADIUS i

RADIUS :
RADIUS Key-2:
RADIUS Key-3:

® 1Pvd
192.168.1.1

IPvE

sesasans

Enable RADIUS accounting

Radio |17

VAP Enabled WVLAN ID SSID Broadcast SSID VLAN trunk

0 v 148 Eltex-Local v

WPAVersions:

Key:
Broadcast Key Refresh Rate |0

Station Isclation

wl

# WPA-TKIP

Band Steer 802.1ik DSCP Priority VLAN Priority Security

o rd o WPA Personal ¥

WPAZ-RES

(Range:0-86400)

MAC Auth Type
Disabled ¥

)]

HacTtpouka Radiol:

VLAN ID — Homep VLAN:

Radio — BbibepuTe 3HaYeHMe «1».

Enabled — yctaHosute ¢pnarm gna VAP 0 n VAP1.

= anAa VAP O yctaHoBuTe 3HavyeHue «100»;

= nna VAP 1 yctaHoBuTe 3HayeHue «1».

SSID — nma 6ecnpoBogHOM ceTu:

= ana VAP 0 yctaHosuTe 3HadyeHne «Work Network»;

= ansa VAP 1 yctaHoBuTe 3HayeHue «Free Network».

YcTaHoBUTL dnar.

HACTpOoeHHbIV Ha 5ITL,. YcTaHoBUTb dnar.

Station Isolation — 3anpeT nepegaun NakeToB MeXa4y KAMeHTaMM TOYKM A0CTyna.

Band Steer— ycTaHOBKa npuopuTeTa NoAK/A0YEHMA Nosb3oBaTenel K SSID,

WEP-12ac, Knamkoe pykogodcmeo o Hacmpolike 6ecriposodHoli moyku docmyna
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— VLAN Priority — npmopuTeT 3ro ypoBHS, KOTOPbI ByaeT HazHa4YaTbCA Ha MaKeThl,
npoxoaALLme yepes AaHHbin VAP ¢ paano adpupa B CTOPOHY NPOBOAHOM CETH.

— Security — pexxum 6e3onacHoCTU ceTu:

= ana VAP 0 yctaHoBuTe 3HadyeHne « WPA Personal» 1 ykaxkute naponb ann

NoAKNOYEeHUA K AaHHOM ceTu B nosie «Key»;

= anAa VAP 1 yctaHosuTe 3HavyeHne «None».

— Haxmute KHonKy «Update».

HacTpoika Radio2 ocyuiectBnsieTca aHanormyHbim obpasom. B nyHkTe Radio Bbibepute 3HayeHne
«2», N BbINOJIHUTE HACTPOWNKK, NpMBeAEeHHble Bbiwe ana Radio 1. Maponb ana «Work Network» gonkeH

6bITb 0aNHaKoBbIM. Haxkmute KHonKy «Update».

V Mpu ucnonb3oBaHumn pexkuma WPA Enterprise aBTOopu3auma aboHeHTa NpPoOUCXO[UT C
ucnonbsosaHuem RADIUS-cepsepa. Mpu nogkntouyeHnn K SSID-knueHta Ha RADIUS-
cepsep OTNpaBAAeTCA 3anpoc Ha noakaideHue aboHeHTa. B Tabnuue Global RADIUS

server settings yKka3sbiBaetca:

— RADIUS IP Address — IP-agpec Bawero RADIUS-cepBepa;

— RADIUS Key — naponb ana gocryna K RADIUS-cepBepy.

Modify Virtual Access Point settings

Global RADIUS server settings
RADIUS Domain:
RADIUS IP Address Type: @ [pya IPVE
RADIUS IP Address: 192.168.1.1
RADIUS IP Address-1:
RADIUS IFP Address-2:
RADIUS IP Address-2:
RADIUS Key: LITTITTT
RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:

Enable RADIUS accounting

Radio |1 ¥
WAP Enabled VLAN ID SSID Broadcast SSID WLAN trunk Station Isolation Band Steer
o CT Eltex-Local 4 < "]

WPAVersions: ¥ wpaA-TKIP WPAZ-AES
¥ Enable pre-authentication
Use global RADIUS server settings
RADIUS Domain: enterprise.root

RADIUS IF Address Type: @ [pya IPVE

RADIUS IF Address: 172.16.0.22
RADIUS IF Address-1:

RADIUS IP Address-2:

RADIUS IP Address-3:

RADIUS Key: LTI

RADIUS Key-1:

RADIUS Key-2:

RADIUS Key-3:

¥ Enable RADIUS accounting
Active Server: RADIUS IP Address ¥
Broadcast Key Refresh Rate |0 (Range:0-86400)
Session Key Refresh Rate 0

802.11k

{Range:30-86400 ,0 Disables)

DSCP Priority WLAN Priority Security

|

WPA Enterprise ¥

MAC Auth Type
Disabled ¥

@
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8 MOHUTOPUHI OCHOBHbIX NMAPAMETPOB EECNPOBOAHOM CETU

CNMCOK NOAKNIOUYMBLLMXCA KNMEHTOB MOXKHO MPOCMOTPETb B MeHIo «Status», Bo Bknaake «Client

Association».
View list of currently associated client stations
Click "Refresh” button to refresh the page.
Refresh
Total Number of Associated Clients 16
Network Station Status
Authenticated Associated
wlang S8:1f:aa:44iabiad Yes Yes
wlano d0:92:9e:07:57:78 Yes Yes
wlan0 f4:f5:a35:83:70:fa  Yes fes
wlan0 00:1d:07:b1:8ciee Yes fes
wlang 70:72:0d:bd:da:d9 Yes Yes
wlano 40:b0:faic?icaiBe Yes Yes
wlan0 9c:3a:afid5ies:84 Yes fes
wlanOvapl 94:01:c2:c1:74:85 Yes Yes
wlanOvapl 38:0b:40:3f:eb:a2 Yes Yes
wlanOvapl 90:a4:de:5d:08:32 Yes Yes
wlanOvapl 0c:37:dc:d3:96:80 Yes Yes
wlan1 cd:6f:1d:60:cl:1le  Yes Yes
wlanl 40:b3:95:5a:82:f4 Yes Yes
wlanl 84:38:35:50:20:88 Yes Yes
wlanl 8c:29:37:db:14:64 Yes fes
wlanl ad:67:06:71:4f:80 Yes Yes

From Station To Station

Packets Bytes Drop Packets Drop Bytes TS Violate Pkts Packets Bytes Drop Packets
111 15140 a 0 102 45093 0 0
138 26734 a 0 110 31065 0 0
5448 528168 0 0] 15961 22143460 0O 1]
1481 191754 0 0] 1048 4154597 0] 1]
4476 488970 a 0 6605 8331873 0 0
7770 §g4486 a 0 5007 2161644 0 0
32926 2834373 0 0] 31354 4383820 0] 1]
14199 1458838 0 0 22150 29841569 0 0
590 103043 a 0 567 279733 0 0
52392 6056071 O 0] 36252 9425775 0] 1]
19323 2697781 0 0] 19262 21625325 0O 1]
732 115851 a 0 616 196821 0 0
507 115331 a 0 218 78406 0 0
76996 76374535 0O 0] 137346 111082212 0 1]
997 117292 0 0] 834 434022 0] 1]
16371 10027889 0 0 11946 3689300 0 0

Drop E

Cnuncok CTOPOHHUX

TO4YeK A0CTyna C YyKa3aHMeEM HOMepa 6eCI'IpOBOp,HOFO KaHazla U YypOBHA

CUrHana, Haxogawmxca B 30He suaumoctn WEP-12ac, moxHO nocmoTpeTb B meHio «Status», Bo
BknagKe «Rogue AP Detection».

Refresh

AP Detection for Radio 1
AP Detection for Radio 2

Update
Detected Rogue AP List

Delete Old
Action  MAC

Grant | 00:ac:ac:07:cc:00

Grant |a8:f9:4b:63:55:e3

Grant |a8:f9:4b:5a:bd:e3

Grant

Grant |28:f9:4b:5h:19:53

Grant |a8:f9:4b:5b:19:8b

Grant | 28:f9:4b:70:c7:df

Grant |a8:f9:4b:b0:03:80

Grant | a8:f3:4b:64:5e:df

Grant |a8:f9:4b:64:3a:ff

Grant |28:f9:4b:64:07:23

Grant |a8:f9:4b:c0:27:a1

Grant | 20:10:7a3:af:69:8a

Grant | 20:10:7a:c8:70:86

Radio
wlan0
wlan0

wlan0

ac:81:12:76:94:04 wlan0

wlano
wlan0
wlan0
wlan0
wland
wlano
wlan0
wlan0
wlan0

wlan0

View Rogue AP Detection

Click "Refresh™ button to refresh the page.

* Enabled
®' Enabled

Disabled
Disabled

Click "Update” to save the new settings.

Click "Delete old" to delete old entries from Detected Rogue AP List

Beacon Int. Type SSID

100 AP try

100 AP ELTEX-55E2
100 AP ELTEX-BDEZ2
100 AP ELTEX-2326
100 AP ELTEX-1852
100 AP ELTEX-198A
100 AP ELTEX-C7DE
100 AP Eltex-Local
100 AP ELTEX-SEDE
100 AP ELTEX-3AFE
100 AP ELTEX-07E2
100 AP ELTEX-2Z7AD
100 AP ELTEX-AC1S
100 AP ELTEX-7962

Privacy WPA Band Channel Rate Signal Beacons Last Beacon

On On 24 6 1 gl 110081 Mon Apr6 15:39:28 2015
on On 24 6 1 gl =0 Mon Mar 30 16:04:54 2015
an on 24 6 toall 10 Tue Mar 24 02:32:34 2015
on on 24 1 1 gl 28 Wed Apr 1 13:13:09 2015
on on 24 & 1ol 4 Mon Mar 23 14:35:38 2015
on On 24 1 1 gl 72 Thu Apr 2 02:04:20 2015
on on 24 1 1 gl 1300 wed Apr111:00:48 2015
on on 24 1 1 all 44 Mon Apr 6 11:41:01 2015
an on 24 1 1 oall 18 Fri Apr 3 03:4%:21 2015
on on 24 6 1 all 25 Thu Mar 26 00:40:53 2015
on On 24 & 1ol 12 Thu Mar 26 04:32:35 2015
on On 24 6 1ol 27 Fri Apr 3 07:34:57 2015
on on 24 11 ol e Mon Apr 6 11:51:03 2015
on on 24 11 1 gl 27 Mon Apr 6 07:26:21 2015

Rates

1,2,5.5,11,18,24,36,54,6,9,12,48
1,2,5.5,11,18,24,36,54,6,9,12,48
1,2,5.5,11,18,24,36,54,6,9,12,48
1,2,5.5,11,18,24,36,54,6,9,12,48
1,2,5.5,11,18,24,36,54,6,3,12,48
1,2,5.5,11,18,24,36,54,6,9,12,48
1,2,5.5,11,18,24,36,54,6,9,12,48
1,2,5.5,11,18,24,36,54,6,9,12,48
1,2,5.5,11,18,24,36,54,6,9,12,48
1,2,5.5,11,18,24,36,54,6,3,12,48
1,2,5.5,11,18,24,36,54,6,3,12,48
1,2,5.5,11,18,24,36,54,6,9,12,48
1,2,5.5,11,18,24,36,54,6,5,12 48
1,2,5.5,11,18,24,36,54,6,9,12,48
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Cnuncok cobbitnin WEP-12ac MmoXHO NOCMOTPETb B MeHI0 «Status», Bo BKnazke «Events».

View events generated by this access point

Options Relay Options

Persistence @ Enapled Disabled |RelayLlog @ Epabled Disabled
(00000000

5 1+ 7T
Severity ! Relay Host [172.16.0.22 RN RN NN RN N I
Denth 512 | (Range: 1 - 512) Hostname max 253 Characters)
Relay Port 514 (Range: 1 - 65535, Default: 514)
Click "Update” to save the new
settings. Click "Update” to save the new settings.
Update Update

Events

Click "Refresh” button to refresh the page.

Refresh

Time Settings (NTP) Type Service Description

Apr6 2015 16:22:14 info  cportald[1617] Captive Portal 90:a4:de:5d:08:32 =session is disconnected because of cp authentication timeout.
Apr 6 2015 16:21:38 debug hostapd[1667] station: 00:1d:07:bl:8c:ee deauthenticated

Apr 6 2015 16:21:38 info hostapd[1667] STA 00:1d:07:b1:8c:ee deauthed from BSSID a8:f9:4b:b0:05:40 reason 4: Disassociated due to inactivity
Apr 6 2015 16:17:14 info cportald[1617] Captive Portal 90:a4:de:5d:08:32 session is disconnected because of cp authentication timeout.
Apr6 2015 16:13:24 debug hostapd[1667] station: ec:f3:5b:87:94:8f deauthenticated

Apr6 2015 16:13:24 info  hostapd[1667] STA ec:f3:5b:87:94:8f disassociated from BSSID a8:f9:4b:b0:05:41 reason 1: Unspecified Reason
Apr6 2015 16:13:22 info  hostapd[1667] STA ec:f3:5b:87:94:8f associated with BSSID ag:f9:4b:b0:05:41

Apr 6 2015 16:13:22 info hostapd[1667] Assoc request from ec:f3:5b:87:94:8f BSSID a8:f9:4b:b0:05:41 S5ID Eltex-Guest

Apr 6 2015 16:13:18 info cportald[1617] Captive Portal 84:38:35:50:20:88 client logged out.

Apr 6 2015 16:12:13 info cportald[1617] Captive Portal 90:a4:de:5d:08:32 session is disconnected because of cp authentication timeout.
Apr6 2015 16:11:55 info  hostapd[1667] STA 58:1f:aa:44:ab:ad associated with BSSID a8:f9:4b:b0:05:40

Apr6 2015 16:11:55 info  hostapd[1667] Assoc request from 58:1f:aa:44:ab:ad BSSID a8:f9:4b:b0:05:40 S5ID Eltex-Local

Apr6 2015 16:11:55 err hostapd[1667] trying to deauthenticate to station 58:1f:aa:44:ab:ad, but not authenticated

Apr 6 2015 16:11:55 err hostapd[1667] trying to update accounting statistics, station 58:1f:aa:44:ab:ad not found

fme s I015 15:11.55 inf biectomdAli 671 STA S0 dfiaodd abead dasdbad feapn BO0TD 20 f0 dkb b0 OSe AN raccnn 30 OTA io r oo o EOO

Ona nonyyeHns 6onee noapobHon MHPOPMAUUM PEKOMEHAYETCS O3HAKOMUTLCS C MOJIHbIM
PYKOBOACTBOM NO 3KCMyaTauuu.
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9 PEXUM PABOTbI CLUSTER

9.1 OnucaHue

Pexknm paboTbl «Knactep» no3BonseT o4HOBPEMEHHO YNpPaBAATb YCTPOUCTBAMMU, BXOAALUMMU B
OAMH K/acTep, YTO MO3BOJIAET CYLLEeCTBEHHO MOBbICUTb 3GPEKTUBHOCTL PaAbOTbI C yCTpPOMCTBAMM NpU
pa3BepTbiBaHUM, HACTPOMKE M IKChAyaTaumMm 6ecnpoBOAHOM CceTu.

Mpu pabote B pexknme «Knactep» AOCTAaTOYHO BbIMNOAHUTL HACTPOMKY OAHOMO YCTPOMCTBA,
OCTa/ibHble YCTPOMCTBA AAHHOIO KaacTepa aBTOMATUYECKU CKOMUPYIOT KOHPUIypaLmMio HACTPOEHHOro
ycTpoicTea. Ecnm B KoHOMrypauuio ogHOro M3 YCTPOMCTB OyAyT BHECEHbl M3MEHEHWs, U3MEHEeHMUA
aBTOMATMYECKM MPUMEHATCA KO BCEM BXOAALLMM B K/1acTep ycTpoicTeam. [JaHHOe pelleHne AencTByeT 1
npu ob6HoBneHun T1O ycTpoiictB. Pabota B peume «Knactep» N0O3BOAAET  BbINOJHUTD
nocneaoBaTenbHoOe KOHTpoaMpyemoe obHoBneHue MO ycTponcTs.

Knactepom  HasblBaeTcA  rpynna  yCTPOMCTB, OObeAMHEHHbIX B pamMKax  OAHOro
LWMPOKOBELLATENbHOTO  AOMEHA, C CUHXPOHM3MPYEMOM  KOHurypaumehn M NpPOrpaMmHbIM
obecneuyeHnem. Mo ymonuaHuio pexnm «Knactep» BraouYeH. Onpeaensiowum napameTpom pexxuma
ABNAETCA UMA KaacTepa, MO KOTOPOMY NPOUCXOAUT UAEHTUOMKAUMA NPUHALNEKHOCTU YCTPOWCTBA K
AaHHOMY KnacTepy. Mo ymonuyaHuio Umsa Knactepa «default». Nocne 3arpy3ku WEP-12ac onpegaenser,
Haxo4ATCA M B CETM YCTPOMCTBA, BXOAALLME B KNACTEP C TEM KE MMEHEM, YTO U B €ro KoHdUrypaumu.
Ecnm ycTpolicTBa € 3aZaHHbIMW NapamMeTpamu He HalgeHbl, To WEP-12ac cumTaeT ceba «mactepom»
Knactepa. Ecnm npuHagnexawme K AaHHOMY KnacTtepy yCTpoicTBa HamgeHbl, To WEP-12ac HauuHaer
MpoLecc KoMMpoBaHMA KOHOUIypauum C macTepa AAHHOrO Khaactepa. Takum o6pasom, nepsoe
YCTPOWMCTBO, NOSIBUBLLEECA B CETU C BK/AIOYEHHBIM PeXMMOM «Knactep», CTaHOBUTCA MAcCTEPOM 3TOrO
Knacrtepa, a BCE YCTPOMCTBA, NMOABMBLUMECA B CETM MO3¥Ke, HO HAaCTPOEHHbIE Ha TO Ke MMA KaacTepa,
HauMHatoT ay6anposBaHMe KOHPUIypauum mactepa B CBOM HAcTPOMKM. OQHOBPEMEHHO B CETU MOXKET
NMPUCYTCTBOBATb HECKOJIbKO KAacTepoB C pPas/IMYHbIMM MMeHamu. OpaHa TouyKa A[O0CTyna MOXKeT
NPWHaANEKATb TONbKO K OAHOMY U3 KNacTepos.

WEP-12ac ob6bsBaser 0 CBOel NPUHALNEKHOCTM K Knactepy C MNOMOLLbIO CrheunanbHOro
npoTtokona. Ycrpoicteo nocbinaetr B LAN-ceTb wnpokoBewaTesnbHble UDP-nakeTbl ¢ yKasaHMem cBOE
NPUHASNENKHOCTM K OnNpefseneHHOMYy Knactepy. Takum obpasom, Bce TOYKM AOCTyna, BXoAslme B
Knactep, obmeHuBatotTca MHGoOpmaumen mexay coboi, y3HAOT O HA/MYMKM MacTepa B CETU M €ero
KoHdUrypaumm, a mactep, B CBOO oyepesb, NPOBOAUT MHBEHTAPM3ALMIO YCTPOMCTB U B KaXKAbIA MOMEHT
BPEMEHW KOHTPOJIMPYET KOIMYECTBO YCTPOMCTB, BXOAALLMX B KNacTep, U UX agpeca.

9.2 NHcTannauma

Mpu pa3BepTbiBaHUM CETU AOCTAaTOYHO HACTPOUTb OnpeaeseHHbIM 06pPa3somM TONbKO OAHY TOUKY
AocTyna. [na Toro 4tobbl YyCTPOMCTBA MOrIM 06MEHMBATLCA Mexay coboi nHbopmaumen, Heobxogumo
ycTaHoBWTb B ceTn DHCP-cepBep A pa3aaym ceTeBbiX aApecos.

MopAaJoK MHCTaNNALUM CeTH:

1. YcraHoska DHCP-cepsepa.
2. KoHdurypupoaHue 1 pusnyeckoe NoaKAOHEHNE OAHON TOUKM AOCTyNa.
3. ®usunyeckoe NogKAOYEHME OCTAIbHBIX TOYEK AOCTYNa.

Mocne ycTaHOBKWM B CETb MEPBOM TOYKM AOCTyNa KOHOUIypuMpoBaTb OCTa/ibHble YCTPOMCTBA He
HY)KHO, AO0CTaTOYHO TONbKO (PU3MYECKM BKAHOYUMTL MX B CETb. YCTPOWMCTBA MOJIyyaT ceTeBble agpeca,
onpeaensT B ceTM MacTepa Knactepa «default» n asTomaTmyeckm OyayT CKOHOUIypupoBaHbl Mo
noaobuo macrepa.
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9.3 HacTpoiika Cluster

YcTpoiicTBO MOXKeT paboTaTb B KjaacTepe, TONbKO ecnu otkawoudeHbl WDS (Wireless
Distribution System) u WGB (Work Group Bridge).

Dna pabotbl B Knacrepe Management Ethernet uHTepdeiic Bcex ToueK poKeH
HaXoAUTbCA BHYTPU OAHOI ceTu.

Pexxum pa60'rb| B K/NlacCTepe BK/ZII0YEH Ha YCTpOﬁCTBe no YMO/I4YaHUIO.

X X

B meHto «Cluster» oTkpoiiTe BKnaaky «Access Points» 1 BbinosHWUTE cnegytowme HaCTPOMKM:

Manage access points in the cluster

Clustaring: | Off T

Updlate

Clustering Options...

Enver the location of this AF.

Lescation Eex
Erser the name af the suster lor thig AF ta join
Ciister Hame default
Cugtering IP Viersion Pvé ® puy
Ciuster-Friorky: ] (Range: 0-255, Dataul: 0
Click “Update” to save the new settings.
Update

Single IP Management...

Cluster Management Address: 192 168,10, 10 2 20

Click "Updaie” to save the new sefings

Lipctate

Ona pepaktupoBaHus pasgena «Clustering Options» nepeseauTe pexum Knactepa B COCTOAHUE
«Off».

B paspgene «Clustering Options» BbINOAHWUTE CNeayoWwmMe HaCTPOMKK:

— Location — yKaxute dusmnyeckoe pacnonoxKeHne TOYKM [ocTyna. Mcnonbsyetca ana yaobcrea
aHanM3a 1 ynpaB/ieHnA CETbIO B PasiNYHbIX Tabnmuax MOHUTOPUHIA. B npumepe ncnonbsyetca
«Eltex»;

— Cluster Name — yKaxXuTe MMs Knactepa. Touka fgoctyna OyaeT NOAKAYaTbCA TOJIbKO K
Knacrepy, Mma KoToporo nponucaHo B «Cluster Name». B npumepe ncnonbsyetcs «default»;

— Clustering IP Version — Bblbepute uMCNonb3yemyio Bepcuio npoTtokona IP ana obmeHa
ynpasaawowen MHPopmaumenn Mexay YCTPONCTBamMM Knactepa. B npumepe ucnonbayetca
«IPv4».

— Cluster-Priority — yka>kuTe npuopuTeT yCTPOCTBA B KNacTepe. B npumepe ncnonbsyetcs «0».

HaxmuTe KHonKy «Update» ans coxpaHeHMA BHECEHHbIX U3MEHEHUIA.
B pasgene «Single IP Management» BbINo/HUTE C/ieAytoLMe HACTPOMKM:

— Cluster Management Address — ykakuTe agpec, No KOTopomy byaeT AOCTyNeH mactep
Knactepa. [lo/IKeH HaxoanTbCA B NOACETU KnacTepa. B npumepe ncnonbsyerca
«192.168.10.10».
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Haxmute KHonky «Update» ana coxpaHeHWUA BHECEHHbIX U3MEHEHUNA,

[Ona BKAOYEeHUs pexuma Knactepa B none «Clustering» sbibepute 3HauyeHne «On».

Manage access points in the cluster

Access Points...

Clustering: | On v

Location MAC Address IP Address Cluster-Priority Cluster-Controller
notset  ABF3:4B:B0:9AB0 192.165.10.12 0 no

notset  ABF34B.B044:80 192.168.10.15 0 yes

Update

Clustering Options...

Location: not set

Cluster Name: default

Clustering IP Version: IPvE Pyd

Cluster-Priority: ] (Range: 0-255, Default: 0)

Click "Updlate™ to save the new settings.
Update

Single IP Management...

Cluster Management Address: |192.165.10.10 (CXXX)

Click "Update” to save the new settings.
Update

[na BKAOYEHUA aBTOMATUYECKOro Bblbopa KaHasna TOYKOW A0CTyNa Ha OCHOBAHUM YCTaHOBAEHUA
HOMEpPOB KaHasoB, Ha KOTOpbIX paboTatoT apyrne 6aM3Nexkallme TOYKM JOCTYNA B 3TOM e KiacTepe, a
TaKXe CMeKTPaNbHOro aHanM3a 3allyMAeHHOCTU GOoHa CTOPOHHMMM TOYKAMW AOCTyna, npenauTe Ha
Bknaaky «Channel Management» 1 Haxkmute KHOMKy «Start».

Automatically manage channel assignments

Channels ...
Stop | automatically re-assigning channels

Current Channel Assignments

IP Address Fadio Band Channel Status Locked
192.168.10.12 AB:F9:4B:B0:94:90 AN/AC 1 down

182 168.10.12 ABF9:4B:BO9AEB0 BIGIN 1 down
192.166.10.13 ABF9:4B:E0:44:90 ANAC 132 up
192.166.10.13 AB:F9:4B:B0:44:80 BIGIN 4 up

Refresh || Apply

Proposed Channel Assignments ( 9 seconds ago )

P Address Radio Proposed Channel
192.168.10.13 AB:F9:4B:B0:44:80 4

182 168.10.13 ABF9:4B:B0:44:90 132
Advanced

Change channels if interference is reduced by af least | 75% ¥
Refresh when access point is added to the cluster | enable ¥
Determing if there is better set of channel settings every | 1 Day A
Click "Update™ to save the new settings.
Update

B pasgene «Advanced» BbiNnosHUTE CleaytoLLMe HAaCTPOMKK:

— Change channels if interference is reduced by at least — ycTtaHoBWTe nNpoueHT BbIUTpbIWa B

YMEHbLIEHNN YPOBHA LIYMa ANA MPUHATUA pelleHMA nepexoda Ha Apyroi KaHan. B npumepe

ncnonbsyetca «75%»;
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— Refresh when access point is added to the cluster — BkatounTe nepecuert obwen cnekTpanbHoM
CTPYKTYpbI cpeabl U BbIOOP ONTMMANbHOIO KaHafa A/A TouYeK AocTyna (3HavyeHue «enable),
€C/IM K KNacTepy NpucoeamHAeTCA HOBas TOYKa A0CTyNa;

— Determine if there is better set of channel settings every — yctaHoBuTEe MHTEpPBAN BpemeHw,
yepes KOTOpbli MPOUCXOAUT nepecyeT 06LLelt CNeKTpanbHOM CTPYKTypbl cpeabl M Bblbop
ONTMMaIbHOIO KaHana aAnda Todyek gocryna. B npumepe ncnonbsyerca «1Day».

HaxkmuTe KHonky «Update» gns coxpaHeHMA BHECEHHbIX U3MEHEHUN.
9.4 MOHUTOPUHT

[Ona npocmoTpa napamMeTpoB CECcCUA KIMEHTOB, NOAKMOYEHHbIX K TOYKam AOCTyna 3agaHHOro
Knactepa, nepenaute Ha BKAaaKy «Sessions».

Kaxkabit knneHT onpegensetca MAC-aapecom 1 TOYKOM A0CTyNa, K KOTOPOM OCYLLLECTB/IAETCA ero
TeKyllee NnogKatyeHue.

[Ona npocmotpa cratucTku B pasgene «Display» BbibepuTe Hy)KHOE 3HauYeHWe U HaKmuTe
KHOMKY «GO».

MpocMOTp CTAaTUCTUKKU AOCTYMEH MO CAeAYIOLWMM NapameTpam:

Manage sessions associated with the cluster

Sessions...

You may sort the following table by clicking on any of the column names.

Display | Al ¥ || Go

AF Location User MAC Idle Eate (Mbps) Signal Ex Total Tx Total Error Eate
not set CBODCIATBALS O 6500 0 15 3 333

— AP Location — mecTonosoxeHMe TOYKM [0CTyna. 3HAYeHMe MOJIyYeHO W3  OMnucaHuA
MEeCTOMOJI0XEHMUA, YKa3aHHOTO BO BKNaAKe «Basic Settings»;

— User MAC — MAC-agpec 6ecnpoBogHOro yCTPOMCTBA KANEHTA;

— lIdle — cpegHee Bpemsi, KOTOpPoe YCTPOMCTBO OblN1O B COCTOAHUM 6e34encTBUs — Korga
YCTPOMCTBO HE NPUHMMAET AN He NepesaeT AAHHbIE;

— Rate — ckopocTb nepegaun AaHHbIX MeXKAY TOYKOM AOCTyna M onpefesieHHbIM KJAWMEHTOM, B
Mbps;

— Signal — ypoBeHb curHana, NpMHMUMaeMmMblit OT TOYKM JOCTYNa;

— Rx Total — ob6uiee KonnyecTBo NAKETOB, NONYYEHHbIX KIMEHTOM B TeYEHME JAaHHON ceccuu;

— Transmit Total — obulee KOAMYECTBO NaKeTOB, NepeflaHHbIX OT KAMEeHTa B TeyeHue AaHHOM
ceccuu;

— Error Rate — o6u.|,ee KO/ZIN4eCcTBO MNAKeToB., OT6p0LU€‘HHbIX TOYKOM AOCTyna B Te4yeHue Ll,aHHOl\;I
ceccumn.

[nAa npocmoTpa COOTBETCTBUA TOUEK A40CTYNa, HAXOAALMXCA B KnacTepe, U 6ecnpoBOAHbIX CeTel,
LEeTeKTUPYeMbIX 3TUMM yCTpoMCcTBaMK, nepengute Ha Brknagky «Wireless Neighborhood». Ha Bknagxe
«Wireless Neighborhood» HaxoguTca Tabnuua, KoTopas AEMOHCTPUPYET, Kakne H6ecnpoBoaHble CeTu
AETEeKTUPYET KarKaan ToUKa LOCTyNa v KaKoM YPOBEHb CUTHaNa TOYKA AOCTYNa OT HUX MPUHUMAET.
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View neighboring access points

Wireless Neighborhood...

The Wireless Heighborhoo table shows al ac s wilhinrange of any AP i e cliser. Clster member e dso shownat thetop of Neightors ist and ideriifed by @ heawy bar abae the Hetwrk Name. The colored
bars and numbers to the right of each AP in mmghb 2 ISt indicate sicnd Suengih for Saeh neighbring AP This gam g\h delmdbyth cluster is at the top of the colum

Display Neighboring APs: " In cluster Notincluster ® Both

Cluster

192.168.10.13 192.168.10.13 192.168.10.12
N AB:F9:4B:B0:44:80 AS:FS:4B:80:44:30 AB:F9:4B:BO:9A:80
Neighbors (165) notset)

Ha ocHoBaHWM AaHHOM TabAMLLbl MOXHO NPOM3BECTM CNEKTPAIbHbIN aHANU3 BCEM CETU U OLEHUTD
BAMAHME MOMEX Ha KaKAyH TOYKY AOCTYNa. 3TO NO3BOJUT OLEHUTb NPaBUIbHOCTb PACMONOKEHMA TOYEK
AOCTyna no TeppuUTOPUMU MOKPbLITUA M YKAXKET HAa MecCTa, B KOTOPbIX YPOBEHb NMOMEX MpeBblaeT
O0NYCTUMbINA.

B BepxHel cTpoke Tabauubl oTobparkeHa MHOOPMALMA NO KaKAOMY paavouHTepdeicy Touek
[A0CTyNa 3a4aHHOro Knacrtepa.

B nesom cronbue Tabnuupl pacnosiodkeHa MHbopmaumsas No H6ecnpoBOAHbLIM CETAM, KOTOpble
BUAHbI YCTPOCTBAM B K/lacTepe.

YpoBeHb CUTHaMa OT KaXKaoin 6ecnpoBoAHOM CETU YKa3aH B NPABOI BEpXHEN AYeiikn Tabaumubl.

Tabnnua chopmmpoBaHa TaK, YTO B MEpPBbIX ee CTPOoKax oTobparkatoTcs HGecnpoBogHble CETH,
06pa3oBaHHbIE CAMMM KNacTePOM, Aanee UAYT UMeHa CTOPOHHUX CeTeM.

MpocmoTp TabamLbl AOCTYMNEH B TPEX PEXKMMAX:

— In cluster — npu yctaHoBneHHoM ¢nare B Tabauue byaeT oTobpaKaTbCa MHOOPMAUMA O
6ecnpoBoAHbIX CETAX, HAXOAALLMXCA TONbKO B KNacTepe;

— Not in cluster — npu yctaHoBneHHoM dnare B Tabnuue byaeT oTobpaxkaTbca MHbOPMALMA
TO/IbKO O CTOPOHHMX 6eCNPOBOAHbIX CETAX;

— Both — npu ycTaHoBneHHOM dnare B Tabanue byaet oTobpaxkaTbca MHPOPMaLMA O BCEX CETAX.

[na npocmoTpa TEKYLEro CAMCKa TOYeK AO0CTyna B KNacTepe U MX MapameTpoB nepenaute Ha
BKNaaKy «Channel Managment». B Tabnuue «Current Channel Assignments» npusogaTtcs cneayouime
napameTpbi:

— IP Address — IP-agpec Touku goctyna B Knactepe;

— Radio — MAC-agpec pagnonHTepdeinca TO4KN AOCTyNa B KNacTepe;

— Band — Habop cTaHAapTOB, NOAAEPKMBAEMbIX PaANOUHTEPPECOM TOUYKM OCTyNa B Kaactepe
Ha OAHHbIA MOMEHT;

— Channel — Homep KaHana, Ha KOTOPOM PaboTaeT TOYKa A0CTYNa;

— Status — cocTosHMe paboTbl paanonHTepdelica TOUKM AOCTyNa B KNacTepe;

— Locked — 6nokupoBKa cmeHbl KaHana. [Mpu ycraHoBneHHOmM ¢nare B MOMeEHT Bblbopa
ONTMMANIbHOIO KaHasa BCeMM TOMKaMM AOCTYNa AaHHbIN paguouHTepdeic byaeT ncnonb3osaTtb

NpPeXXHW KaHan npu Ntbom ncxoae Bbibopa ONTMMaNbHOMO KaHana.
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Haxmute KHOMNKY
Assignments».

«Refresh» pna ob6HoBNeHMA pJaHHbIX B Tabauue

Channels ...

Current Channel Assignments

Proposed Channel Assignments 2 seconds ago )

IP Address Radio Proposed Channel
192.168.10.12 ABFI:4B:B0:9A:80 2
192.168.10.13 AB:FI:4B:B0:44 .80 13
192.168.10.13 ABFI:4B:B0:44.50 36
Advanced

Click "Update™ to save the new settings.

Automatically manage channel assignments

Stop |automnatically re-assigning channels

IF Address Radio Band Channel Status Locked
192.168.10.12 ASF3:4B:B0O9A90 AMNIAC 1 down
192.168.10.12 ABF2:4EBOIAB0 BIGIN 2 up
192.168.10.13 ASF3:4B:B0:44.90 AMNAC 36 up
192.168.10.13 ABF3:4E:EB044B0 BIGIN 13 up

Refrash Apply

Change channels if interference is reduced by at least | 75% ¥
Refresh when access point is added to the cluster | enable ¥
Determine if there is better set of channel settings every | 1 Day v

Update

B Tabnuue «Proposed Channel Assignments»

«Current Channel

npmneoaunTCcAa MHd)OpMaLI,Mﬂ O BO3MOXHbIX

3HaYeHWAX KaHana, Ha KOTopbliA nepenger pagMouHTepdeinc TouKM AocTyna, ecan byaer 3anylieH

nepecyeT oNTMMasbHOCTU

BblbOpa KaHana:

— IP Address — IP-agpec TouKM AoCTyna B KNacTepe;

— Radio — MAC-agpec pagnonHTepdeica TOYKM 40OCTyNa B KNacTepe;

— Proposed Channel — Homep KaHana, Ha KOTOpbI NeperaeT paanouHTepdenc ToUKM A0CTyna,
ecnu byaet 3anyLeH nepecyeT ONTUMANIBHOCTU BbIGOpa KaHana.
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9.5 O6HOBNEHME NporpaMMHOro obecneueHus

Pabota B pexume «Knactep» Mno3BOAAET BbINO/AHATL aBTOMaTuyeckoe obHosneHue MO Bcex
YCTPOMCTB, BXOAALLMX B Knactep, 6€3 NpumeHeHMa BHELLHMUX CUCTEM YMPABAEHUA N KOHTPO/IEPOB.

O6HoBneHune MO MOXKHO BbIMO/IHUTb:

— yepes Web-uHtepodelic;
— uyepe3 DHCP Autoprovisioning (opt 66, opt 67).

9.5.1 O6HoBneHue MO yepes Web-nHrepdeiic

Onsa obHoBneHnsa MO Ha ycTpoWcTBax 3af4aHHOro Knactepa 4vepe3s Web-uHtepdelic oTkpoiite
BKkNaaKy «Cluster Firmware Upgrade» Touku goctyna.

Mpu obHoBneHuMM MO ycTpoMcTB Knactepa ¢ann NpoOWMBKM OyaeT 3arpy)KeH Ha Kaxkgoe
YCTPOMCTBO M YCTAaHOBAEH Ha no3uuuto «Primary Image». ABTOMaTUYECKN BbINOMHAETCA Nepes3arpyska
yCcTpoicTB ¢ 3arpy3koi MO, KoTopoe cooTBeTcTByeT HOBOMY 06pa3sy. YCTaHOB/eHHOe paHee Ha
ycTponcTteax Knactepa O 6ygeTr coxpaHeHO W nepemelleHo Ha nosuuuio «Secondary Image»
(pesepsHan Bepcus NO).

Bo Bknagke «Cluster Firmware Upgrade» Bbino/iIHUTE cneaytolime HacTPOMKU:

Upgrade Firmware in Cluster

Cluster Firmware Upgrade...

Members IP Address MAC Address Device Firmware Version Firmware-transfer-status
1 AB:F3:4B:B5:D4:40 WEP-12acirev.B 1.9.0.262 None
2 AB:F9:4B:65:04:00 WEP-12ac:rev.B 1.9.0.262 MNone
3 AS:F9:4B:B4:FD:20 WEP-12acirev.B 1.9.0.262 None
4 1 AB:F9:4B:B5:05:40 WEP-12acirev.B 1.9.0.262 None
Upload Method: & TR TFTR
New Firmware Image: BrifepuTe gaiin | ®alin He sriBpaH

COverall Upgrade Status: Mot Initialized

Start-Upgrade Stop

— Upload Method — Bbibepute meTtoz 3arpy3ku ¢aina MO Ha ycTpolictBa. B gaHHOM npumepe
Mcnonb3yeTca 3arpyska vyepes TFTP;
— New Filename Image — ykaxkute nma daiina MO, KoTopblit 6yAeT 3arpy*KeH B YCTPOMUCTBO;

Haxkmute «Start-Upgrade» ana Hayana o6HoBAEHMA.

B npouecce o6HOBMeHUA MO yCTPOWCTB He OTK/AOYAWTE NUTAHME YCTPOMCTB, a TaKkKe He
obHoBAANTE U HE MeHsAlTe Tekywwyto Web-cTpaHuuy ¢ nporpecc-6apom ob6HoBAEHUS.

9.5.2 O6HoBneHue MO yepe3s DHCP AUTOPROVISIONING

Ons obHoBneHusa MO noHamobutca TFTP-cepsep, a Takxke DHCP-cepBep ¢ onpeaeneHHo
KoHourypaumeit. Mpoueaypa o6HoBneHMA MO Touek AOCTyNa BbIFAAUT caeayrowmm obpasom:

1. Touka goctyna 3arpy»aetca u nonyyaet agpec no DHCP. B DHCP-ceccmmn TouKka goctyna
noJsiydaeT oT cepBepa B onuuaAx 2 napameTpa: tftp-server u filename, rae tftp-server — IP-
agpec TFTP-cepBsepa, a filename — nma daiina ¢ pacwmpeHnem .manifest, cogeprxawero
nHoopmaumto o MO.
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MacTep Knactepa Ha OCHOBE MPUHATLIX AAHHbIX Ka)Able HECKOJIbKO CeKyHZ HauuHaet
npounsBoAMTbL NONbITKY 3arpy3kn manifest ¢panna c TFTP-cepsepa. MNocne 3arpy3ku daiina
mactep cpaBHuBaeT Bepcuto MO, ykasaHHyio B ¢daline, co csoeir Bepcuenn MO. Ecam
Bepcua MO macTepa He aKkTyanbHa, TO macTep 3arpykaet ¢ann NO ¢ TFTP-cepsepa (Umn
daitna NO ykasbiBaeTca B manifest-daitne) n aBTomaTnyeckn obHosAAeTCA.

OcTanbHble yCTPOMCTBa B KnacTepe ONpenenatoT, YTO mMacTep He akKTUBeH. B Knactepe
npoucxoamTt BblbOpKa HOBOro mactepa. YCTPOMCTBO € HosbWMM 3HauYeHMem «uptime»
CTAaHOBUTCA MacTepom. HOBbIA MacTep TaK)Ke MOBTOPAET MYHKT 2: CKaymMBaeT manifest-
¢dain, cpaBHmBaeT Bepcumn MO, obHoBaseT MO.

LUuKkn nosTopsAeTcA, NMOKa BCe YCTPOMCTBA B KaacTepe He OOHOBATCA A0 aKTyasbHOM
BEPCUN NPOLUNBKW.

MopAagoK HacTPOKKK O6HOBAEHMUS:

a) Pasmectutb Ha TFTP-cepBepe dain “wepl2.manifest”, cogepKaliunii CTPOKY:

b)

VERSION= "1.9.0.X"” WEP-12ac-1.9.0.X.tar.gz,

roe

WEP-12ac-1.9.0.X.tar.gz — uma apxusa, cogepawero NO ana WEP-12ac;

1.9.0.X — Bepcua MO, coaeprKalLeroca B apxumse.

Bepcuio MO morkHO nocmoTpeTb B daiinie «version» B apxmse ¢ 0.

Pasmectutb Ha TFTP-cepsepe apxus ¢ N0 gna WEP-12ac.

B HacTpoikn DHCP-cepsepa (dhcpd.conf) BHecTu cneaytolme npaBKu:

option tftp-server-name “192.168.10.1";
option bootfile-name “wep12.manifest”;

rae

192.168.10.1 — agpec TFTP-cepsepa;
wepl2.manifest — uma manifest-daiina.
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TEXHUYECKAA NOAAEPHKA

[na nonyyeHma TeEXHUYECKOM KOHCYNbTaLMM NO BONPOCam 3KCnayaTauum obopyaosaHua
000 «Mpeanpuatme «/ITEKC» Bbl moxkeTe 06paTtuTbcA B CEPBUCHDBIN LEHTP KOMMNAHUU:

Poccuitckan deaepayusa, 630020, r. HoBocnbupck, yn. OKpyrKHas, gom 298.

TenedoH:

+7(383) 274-47-87

+7(383) 272-83-31

E-mail: techsupp@eltex.nsk.ru

Ha oduumanbHOM caiTe KOMNaHUM Bbl MOXKeTe HAaWTWU TEXHUYECKYIO AOKYMEHTALMIO U MporpammHoe
obecneyeHne pna npogykumnm OO0 «lMpeanpusatne «IJITEKC», obpatntbca K 6ase 3HaHUMN,
MPOKOHCY/IbTUPOBATLCA Y UHXKeHepoB CepBUCHOTrO LIeHTpa Ha TexHu4Yeckom dopyme.

OdunumanbHbIi cant komnaHuu: http://eltex.nsk.ru
TexHuueckuit popym: http://eltex.nsk.ru/forum

ba3a 3HaHu: http://eltex.nsk.ru/support/knowledge
LleHTp 3arpy3ok: http://eltex.nsk.ru/support/downloads
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