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1 BBEAEHUE

1.1 AHHOTauuUA

B HacToAWEeM NPUNOKEHUM K PYKOBOACTBY NO 3KCMayaTauuu npusedeHa MHoopmauusa o coctase Web -
uHTepdelica ycTpoicTBa, 06 OCHOBHbIX HaBblKax HaBUrauum no CTpaHUUaM uHTepdeiica, npasunax
KOHQUIYPUPOBAHUA, MOHUTOPWMHIA U CMEHE NPOrpammHOro obecneyeHunsa 6ecnpoBOfHOW TOYKM AocTyna (B
OaNbHENLEM MMEHYEeMOro YCTPOMCTBOM).

Web-uHTepdelic nossondet caenatb ynpaBieHUe YCTPOMCTBOM 6onee HarnagHbiM U KOMOpTHbIM. C

nomoubto Web-mHTepdeiica BbINoNHAETCA KOHPUIYPUPOBAHNE, MOHUTOPUHT, OTN1ALKA YCTPOWCTBA C YAa/IeHHOro
pabouero mecta, ncnonbsya Web-6paysep.

1.2 UeneBasa ayautopua
Web-nHtepdeitc npegHasHayeH ana TEXHUYECKOro NepCcoHasia, BbIMOHAIOWErO HAaCTPONKY U MOHUTOPUHT

ycTpoincTtea nocpeacteom Web-nHtepdeitca. Keanndpumkauma TexHMUYECKOro nepcoHana npeanosaraer 3HaHue
ocHoB paboTbl cTekos npoTokonos TCP/IP, UDP/IP, npMHUMNOB NOCTPOEHMA NPOBOAHbIX M 6ecnpoBOAHbIX CETEN.

1.3 YcnoBHble 0603HaueHuUA

O603Ha4yeHus OnucaHue
MonyXupHblit MonyXupHbIM WPUGTOM BblAENEHbl MPUMEYaAHUA M NpeaynpexiaeHua, Ha3BaHUe [/as,
wpunor 3aro/I0BKOB, 3aro/IOBKOB Tabunl,.
Kypcusom KypcmuBom yKasbiBaetca MHpopMaLma, Tpebyrollaa 0coboro BHUMaHMUA.

MpumeyvaHua 1 npegynpexaeHus

/  TpumeuaHua copepiKaTt BaXHYI0 MHGOPMaLMIO, COBETbI UM PEKOMEHAALUM NO UCNONb30BaHMIO
M HaCTPOIMKe ycTpoiicTBa.

MpeaynpexaeHna MHGOPMUPYIOT NONb30BaTeNA O CUMTYyaUMAX, KOTOpble MOFYT HaHecTu Bpea
nporpaMmmHoO-annapaTHOMY KOMNJ/EKCY, NPUBECTU K HEKOPPEKTHOM paboTe cuctembl amn notepe
BaHHDIX.

®
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2 ONUCAHMUE WEB-UHTEP®ENCA

2.1 Hayano pa6orbi
[Ons Havana paboTbl HYXKHO NOAKAOUUTLCA K yCTpocTBY Yepes Web-6paysep:

1. Otkpoiite Web-6pay3ep (nporpammy-npocmotpumnk Web -ctpaHuu), Hanpumep, Firefox, Opera,
Chrome.
2. BseauTe B agpecHol cTpoKke 6paysepa IP-agpec ycTpolicTea.

« 3aBopacKoii IP-agpec yctpoiictea: 192.168.1.10, macka nogcetu: 255.255.255.0

B aedonTHOIt KOHPUrypaLmum ycTpoiicTBO nonyyaet agpec no DHCP. [lo 3Toro oHO A0CTYNHO NO
3aBoacKkomy IP-agpecy.

Mpu ycnewHom NoaKAOYEHMM B OKHe Bpay3epa oTo6pasnTCa CTpaHMLa C 3anNpoCoOM MMEHW NoNb30BaTeNA
1 napons.

S ELTEX

User Name

Password

Logan

3. Beeaute umA nonb3osatens B cTpoke «User Name» M napoib B cTpoke «Password».

V 3aBoackue yctaHoBKu: User Name: admin, Password: password.

4. Haxmute KHOMKy «Logon». B oKkHe 6pay3epa OTKpoeTca HadvasbHasa cTpaHuua Web -KoHdurypatopa
yCTpOMCTBa.

2.2 CmeHa napons

Ons cmeHbl napona gns nogknodeHma kK Web -KoHdurypatopy yctponctsa B pasaene Basic Settings, NyHKT
«Provide Network Settings», 8 nonsax «New Password» v «Confirm new password» BBeaute HOBbIA Napob.

B Provide Network Settings ...

These settings apply to this access point.

New Password

Confirm new password
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2.3 dnemeHTbl WEB-KOHUrypaTopa

Ha pucyHke 1 npeactaBaeHbl 31eMeHTbl HaBuraumm Web -koHurypaTtopa.

HELTEX

sic Settings

Eltex Enterprise Wireless Access Point

-

| Provide basic settings

-
Interfaces

b Review Description of this Access Point ... '

&
I I

Transmit/Receive These fields show information specific to this access point.

Wireless Multicast Forwarding Statistid

IP Address: 192.168.40.20
MAC Address: AB:F9:4B:B5:D4:40
TSPEC Client Associations Firmware Version: 1.9.0.262
Rogue AF Detection Uptime: 0 days, 1 hours, 27 minutes

TSPEC Status and Statistics

TSPEC AP Statistics
Radio Statistics b Device Information

Email Alert Status -
Product Identifier: WLAN-EAP

Hardware Version: 2v10
WP16001731

Device Name: Eltex AP

Ethernet Settings Serial Number :
Management IPvE

Device Description: WEP-12ac:rev.B
IPv6 Tunnel

b Provide Network Settings ...
Scheduler
These =ettings apply to this access point.

Scheduler Association

New Password

s S g
5 3 H
— =]
o

%

VAP Minimal Signal
Fast Bss Transition

Wireless Multicast Forwarding

=]

=
[n]

MAC Authentication b Serial Settings ...

Baud Rate

Load Balancing

Authentication

Management ACL

%]
1]
2
o
b

B System Settings ...

Bonjour

E System Name  |WEP-20

-

@

ra

& !
L

na :
&

il

m

o

®

o

&

-

PucyHok 1 — 3nemeHTbl HaBurauym Web-KoHdurypartopa
OKHO No/ab30BaTeNbCKOTO MHTEPdENCAa MOKHO YCNOBHO Pas3aennTb Ha 3 YacTu:
1 Pasgenbl MEHIO HAaCTPOEK YCTPOMCTBA.

2 OCcHOBHOE OKHO HacTpoek BblibpaHHOro pasaena.
3 CnpasoyHaa nHdpopmaLma no BbIBpaHHOMY pa3aeny MeH!Ho.

Log Off

® Provide the

inimal
set of conﬁguratl&vj
information needad p set
up the access po nd
start wireless networking as
described in the numbered
=teps on this page.

Caution:

If you do not have a
DHCP server on the
network and do not plan to
use one, the first thing you
must do after bringing up
the access point is change
the Connection Type from
DHCP to Static IP.

To change the Connection
Type, go to the Ethernet
{wired) Settings tab.

More ...

Powered By Eltex Ltd
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3 MEHIO «BASIC SETTINGS»

B meHio «Basic Settings» oTobparkaeTca ocHOBHasa WMHpopmauuma ob YyCTPOMCTBE, CeTeBble HACTPOMKM,

BEpCUA MnporpammHoro obecnedyeHusa, cuctemHana MHbopmaumaA. BbinonHAeTCA cmeHa napona u

ckopoctu nopta Console.

Review Description of this Access Point — B gaHHOM
pasgene NpMBOAUTCA MHPOPMALMA O CETEBbLIX HACTPOMKax
ycTpoiictea u sepcuu M0O.

— IP Address — |IP-agpec ycTpOMUCTBa;

— MAC Address — MAC-agpec ycTponCTBa;

— Firmware Version — Bepcua NporpammHoOro
obecneyeHus;

— Uptime — Bpems paboTbl.

Device Information — ocHoBHaa uHpopmauma 06
ycTponcree.

— Product Identifier - wnaeHTUPUKaTOP
YCTPOICTBA;

— Hardware Version — Bepcusi annapaTHOro
obecneyeHus;

— Serial Number — cepuiiHbIN  HOMeEp
YCTPOICTBA;

— Device Name — cMcTeMHOE MMA YCTPOICTBA;
— Device Description — onucaHue ycTpomncTBa.

Provide Network Settings — B gaHHom pasgene
BbIMOJIHAETCA CMeHa napona ana goctyna kK Web/ CLI-
KOHUrypaTopy ycTpoicTea.

— New Password — HOBbI Napoib;
— Confirm new password — nopaTBepXAaeHue
HOBOrO MapoA.

Serial Settings — HacTponku uHTepdeltica Console.

— Baud Rate — ckopocCTb nepeaaym gaHHbIX No
uHtepodeiicy Console, 6ut/c, npuHUMaeT
3HaveHua: 9600; 19200; 38400; 57600;
115200.

System Settings — B pa3sgene MOMKHO BbINOAHUTH
CUCTEMHblE HAaCTPOIMKKN YCTPOMCTBA.

— System Name — cucTeMHOe MMA YCTPOMCTBa;

YCTaHOBKa

Provide basic settings

b Review Description of this Access Point ...
These fields show information specific to this access point.

IF Address:
MAC Address:

Firmware Version:

192.168.40.20
ABFS:4B:B5:D4:140
1.9.0.262

Uptime: 0 days. 1 hours, 27 minutes

B Device Information

Product Identifier: WLAN-EAP
Hardware Version: 2wild

Serial Mumber ! WP16001731
Device Name! Eltex AP

Cievice Description: WEP-12acirev.B

p Provide Network Settings ...

These settings apply to this access point.

Mew Password

Confirm new password

b Serial Settings ...

Baud Rate| 115200 v

D System Settings ...

System Mame WEP-20

System Contact |admins@eltex.loc
System Location [k.208

Click "Update” to save the new settings.
Update

—  System Contact — KOHTaKTHas MHGOPMaLMA ANS CBA3M C aAMUHUCTPATOPOM;
— System Location — nHdopMaLMA NO pasMeLLeHMUI0 YCTPOMCTBA.

[NnA coxpaHeHusa HacTpoeK U 06HoBAEHUS MHGOPMALMK HaxkMmMTe KHONKy «Update».
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4 MEHIO «STATUS»

B meHto «Status» npnBoauTca MHOOPMALMA O COCTOAHUN MHTEPdENCoB YCTPOICTBA, PErMCTPUPYEMbIX Ha
yCTpoicTBe CObbITUAX, PAAMOOKPYKEHUM U PAANOCTaTUCTUKE YCTPOMICTBA.

4.1 NogmeHio «Interfaces»

B paHHOM pasgesne MOXHO y3HaTb NOAPOOHYID MHOOPMALMIO O TEKYLLEM COCTOAHUM MPOBOAHbIX
MHTepdeNcoB N HacTpoiKax becnpoBoAHON ceTh. HacTpoiKa NpoBOAHbIX MHTEPhENCOB BbIMNOHAETCS B MEHHO
«Manage — Ethernet Settings». HacTpolika 6ecnpoBogHoro uHtepdeinca BbinonHserca B «Manage — Wireless
Settings». [1nAa nepexofa B MEHIO HAaCTPOEK MOXHO HaXKaTb cCbinky «Edit» B cooTBeTcTBYlOWEM pa3aene.

Wired Settings — npusoautca MHbopmauma o
TEKYLWEeM COCTOAHWUM NPOBOAHbIX MHTEPDENCOB:

— MAC Address — MAC-agpec ycTpoicTea
Ha nHTepdemcax Ethernet;

— VLAN ID — Homep VLAN pgna ynpasneHma
YCTPOICTBOM;

— IP Address -
YCTPOICTBOM;

— Subnet Mask -
ynpaBaeHus;

— Ipv6 Address — IPv6-agpec ynpaBneHus
YCTPOMCTBOM;

— Ipv6 Autoconfigured Global Addresses —
CMUCOK CKOHUIypMpPOBaHHbIX
aBToMaTmyecku IPvb-agpecos;

— Ipv6 Link Local Address — aBTomaTn4eCKM
CKOHOUTYpPMUpPOBaHHbIA NIOKaNbHbIA |IPV6-
appec;

— Ipv6-DNS-1 — apgpec nepBoro cepsepa
DNS B IPv6-ceTy;

— Ipv6-DNS-2 — appec BTOpOro cepsepa
DNS B IPv6-ceTy;

— DNS-1 — appec nepsoro cepsepa DNS B

IP-agpec ynpasneHua

macka  IPv4-cetn

IPv4-ceTu;

— DNS-2 — apgpec BTtoporo cepsepa DNS B
IPv4-ceTu;

— Default Gateway — W03 N0 YMOYAHUIO
B IPv4-cetu;

Refresh

Wired Settings
Internal Interface
MAC Address

WLAN ID

IP Address

Subnet Mask

IPv6 Address

IPvE Address Status

IPv6 Link Local Address
IPvG-DNS-1
IPvE-DNS-2

DNS-1

DNS-2

Default Gateway
Default IPvE Gateway

IPvE Autoconfigured Global Addresses

Click "Refresh” button to refresh the page.

View settings for network interfaces

(Edit)

AQiF9:48:B5:04:40
148

192.168.40.20
255,255.255.0

feB0::aaf9:4bff:feb5:d440/64

172.16.0.1
172.16.0.3

Wireless Settings

Radio One

Status

MAC Address

Mode

Channel

Operational bandwidth, MHz
Transmit Power Cutput, dBm

Radio Two

Status

MAC Address

Mode

Channel

Operational bandwidth, MHz
Transmit Fower Output, dBm

AeroScout™ Engine Communications Status

(_Edit )

down

Cn
ABFS:4B:B5:04:40
IEEE 802.11b/g/n

1 (2412 MHz)

20

10.00

Cn
AB:F9:4B:B5:D04:50
IEEE §02.11a/n/ac
48 (5240 MHz)

20

10.00

Wireless Settings — npuBoanTca MHGopmMmaLmMa O TEKYLLLEM COCTOSHUN BecnpoBOAHbIX MHTEPENCOB:

— Radio One — cocTonaHuMe paboTbl NepBoro pagnonHTepdelica;
— Radio Two — cocToAHWe paboTbl BTOPOro pagMonHTepdeica;
— MAC Address — MAC-agpec pagnonHTtepdeica;

— Mode — pexum paboTbl pagnounHTepdelica;

— Channel — Homep 6ecnpoBOAHOro KaHana corfacHo 802.11, Ha KoTopom paboTtaer
paanouHTtepdelic;
WEP-12ac, WOP-12ac, YnpasneHue ycmpolicmeom yepes WEB-koHgpuzypamop 9
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— Operational bandwidth — wnpnHa NoaoCbl, 3aHUMAEMON CNEKTPOM paanomnHTepdelica.

SFP Settings' - npu1BoAMTCA MHPOPMALIMA O TEKYLLLEM COCTOAHUM ONMTUYECKOrO MHTepdelica:

— Link Status - cocToaHMe paboTbl ONTUYECKOro NHTEepdeiica;

—  SFP-module Status - otobpaskaeT Hannumne/otcytcTene SFP-moayns;
— Temperature - TeKyw,aa Temnepartypa SFP-moayns;

— Transceiver Supply Voltage - HanpaxeHue nutaHua SFP-moayns;

— Laser Bias Current - TOK cmew,eHna nasepa SFP-moayns;

— Transmit Power - MOLWHOCTb U3y4YeHUA;

— Receive Power - MOLHOCTb Ha BXO4E NPUEMHMKA;

— Speed - cKOpOCTb Nepesayn AaHHbIX.

[na 06HOBAEHMA MHDOPMALMM Ha CTPAHULE HaXXMMUTe KHOMKy «Refresh».

4.2 NMoameHio «Events»

B pa3aene «Events» Bbl MOXKeTe NOCMOTPETL KypHaa COBbITUN, NPOUCXOAALMX C YCTPOMCTBOM, a TaKXKe
nepeHanpasuTb MHPOPMaLMIO O cObbITUAX Ha CTOPOHHMI SYSLOG-cepBep.

View events generated by this access point

Options Relay Options
Persistence Enabled ® Disabled  |Relay Log Enabled '® Disabled
Severity 7 (2 20 X 200K
Relay Host O O MO0 MO0 MO0 MO0 MO0 000
Depth 512 | (Range : 1 - 512) Hostname max 253 Characters)
Relay Port 514 (Range: 1 - 65535, Default: 514)
Click "Update™ to save the new
zettings. Click "Update” to =save the new =ettings.
Update Update
Events

Click "Refresh” button to refresh the page.
Refresh
Time Settings (NTP) Type Service Description
Jul 18 2016 11:21:15 info  clusterd[1624] [shared_config] their{192.168.15.5) key iz better than our{192.168.15.61) key, fetching their data
Jul 18 2016 11:19:54 info  clusterd[1624] Dropping membership : 192.168.15.63 is not active.
Jul 18 2016 11:18:51 debug hostapd[1567] station: e0:63:e5:57:8a:a% associated rssi -73
Jul 18 2016 11:18:51 info  hostapd[1567] STA e0:63:e5:57:8a:a9 aszociated with BSSID ag:f9:4b:b0:33:30
Jul 18 2016 11:18:51 info  hostapd[1567] Assoc request from e0:63:e5:57:8a:a% BS5ID a8:f9:4b:b0:33:30 551D Eltex VAP

Options — B pa3gene BbINOJHAETCA HAaCTPOWMKa NapaMeTpoB KypHasia COObLEeHUI: YypoBEHb BaXKHOCTU U
KOJIMYECTBO COOBLLEHMI, COXPAHAEMbIX B SHEPTOHE3aBMCUMOM NaMATU YCTPOMCTBA.

—  Persistence — Bblbop cnocoba coxpaHeHUs MHPOPMaLMOHHbIX COOBLLLEHUIA:
= FEnabled — npu yctaHoBKe faHHOro ¢nara cobbiTUA KypHana OyayT COXpPaHATbCA B
SHEeproHe3aBMCUMMOM NAMATH;
= Disabled — npu ycTtaHoBKe pgaHHoro ¢nara cobbiTs 6GyayT COXpaHATbCA B
3HeprosaBMcMmon namaTu. CoobLeHMA B SIHEPTO3aBUCMMON NamATK ByayT yaaneHbl npu
nepesarpysKke cucTembl.
— Severity — ypoBeHb BaXHOCTU COOBLLEHMA, KOTOPOE HYXKHO COXPaHUTb B 3HEProHe3aBUCHUMOW
namsATH, onucaHve npueeaeHo B Tabanue 4.1.

! onunoHanbHo Tonbko ana WOP-12ac ER SFP 1 WOP-12ac ER GPON

10 WEP-12ac, WOP-12ac, YnpasneHue ycmpolicmeom yepe3 WEB-KoHpuzypamop



s ELTEX

Tabnunua 4.1 — YpoBHM BaXKHOCTU COOBLLEHWNT

YposeHb Tun Ba*KHOCTU cO06LEHUNA OnucaHue
. B cucTeme npousolwna KpuTMYeckas OWMbBKa, cucTema MOXKeT paboTaTtb
0 YpesBblyaHble (emergency)
Henpasu/bHO.
1 CurHano! Tpesoru (alert) Heobxoanmo HemeaneHHoe BMeLIaTeIbCTBO B CUCTEMY.
2 KpuTtnueckue (critical) B cucTeme npounsoluna KpUTUYeckasn owmnbKa.
3 OwwnbouHble (error) B cucTeme npowusoluna owmnbKa.
4 MpeaynpexaeHna (warning) MpeaynpexaeHve, HeaBapuinHoe cooblueHme.
5 YBegomneHus (notice) YBegomieHNe CUCTeMbI, HeaBapuitHoe coobLieHue.
MHbOpMmaunoHHbIe
6 . bop ,U' NHdopMaLMOHHbIE COOBLLLEHUA CUCTEMBI.
(informational)
OTnagoyHble coobLeHMa NPesoCTaBAAOT MONAb30BaTeN0 MHPOPMALMUIO
7 OTtnagoyHble (debug) A . W N pea bopma,
AN17 KOPPEKTHOM HACTPOIKM CUCTEMBI.

Depth — mMaKCMManbHOE KOIMYeCTBO COOobLLIEeHWIA,

KOTOpoe MOXKeT 6bITb COXpaHeHO B

3HEepPro3aBMCMMOM MaMATKU, NO YMOAYaHUIO 40 512 coobueHni, NpuHMMaeT 3HadeHma 1-512. Mpu
NpeBbllIEeHUN JAHHOFO NOPOra NPOUCXOAMT Nepe3anmcb COOBLLEHNSA, KOTOPOE XPAHUTCA B CUCTEME

Aonblle BCEX, HOBbIM.

KHonka «Update» ncnonb3yeTtca Ana coXxpaHeHUA HACTPOEK.

Relay Options — B gjaHHOM pa3gzene BbINOAHAOTCA HACTPOMKM OTNPABKN MHOOPMALMNOHHBIX COOBLLEHNI
YCTPOWMCTBA Ha CTOPOHHMUIA cepBep.

Relay Log — BkAoYeHMe/BbIKAOUYEHME OTNPABKM MHOOPMALMOHHBLIX COOBLLEHMIN YCTPOMCTBA Ha

CTOPOHHUI cepBep:

=  Enabled — npu yctaHoBneHHOM diare oTNpaBKa BKIOYEHA;

= Disabled — npu yctaHoBAeHHOM daare oTrpaBKa OTKAKOYEHaA.
Relay Host — appec cepBepa, Ha KOTOPbI NepeHanpaBAATCA COOOLLEHUS;
Relay Port — Homep nopta (layer 4), Ha KoTopbli NepeHanpPaBAsOTCA COOOLWEHMA, NPUHUMAET
3Ha4yeHna 1-65535, no ymonyaHuio — 514,

KHonka «Update» ncnonbsyeTtcs A/18 COXpaHEHWA HACTPOEK.

Events — B AaHHOM pasgenie MOXKHO MPOCMOTPETb CMUCOK MHGOPMALMOHHBIX COOBLEHUI B peasibHOM
BPEMEHM U CieaytoLLyto MHGOPMaLUIO:

Time Setting (NTP) — Bpems, Koraa cobbiThe bbl10 creHepupoBaHo;
Type — ypoBeHb BaXKHOCTU cobbiTuA, Tabanua 4.1;

Service — ums npoLiecca, creHepupoBaBLLEro coobLeHME;
Description — onncaHue coobuieHus.

[na obHoBNEeHNA nHbOopMaLmMK B pasaene «Events» Haskmmute KHoMKy «Refresh».

Ons yoaneHus Bcex coobuieHnin HaxkmmTe KHonky «Clear All».

WEP-12ac, WOP-12ac, YnpasneHue ycmpolicmeom yepes WEB-koHgpuzypamop
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4.3 NMNoameHto «Transmit/Receive»

B pasaene «Transmit/Receive» oTobpakaerca CTaTUCTMKA O KO/M4YecTBe nepedaHHOro/nosyyeHHoro

Tpadwn(a C MOMEHTa BK/Tl0D4EHUA TOYKKN AO0CTynNa.

View transmit and receive statistics for this access point
Click "Refresh” button to refresh the page.

| Refresh |

Interface Status MAC Address VLAN ID Name (SSID)

LAN up ABIF9:4B:B0:04:80 148 -

izatap0 down - 148 -

wlan0:vap0 up AB:F9:4B:B0:04:80 148 Eftex-Local
wlan0:vapl up AB:F9:45:B0:04:81 149 Eltex-Guest
wlan:vap2 up ABIF94B:B0:04:82 148 ova

wlanl:vap3 down 1 Virtual Access Point 3
wlan0:vapd down 1 Virtual Access Point 4
wlan0:vap5 down 1 Vfirtual Access Point 5
wlanlivaps down 1 Virtual Access Point §
wlan0:vap7? down 1 Virtual Access Point 7
wland:vaps down 1 Virtual Access Point 8
wlan0:vap9 down 1 Virtual Access Point 9
wlanl:vapll down 1 Virtual Access Point 10
Transmit

Interface Total packets Total bytes Total drop packets Total drop bytes Errors
LAN 1278751 3838025011 0 0 0]
izatap0 0 0 0 0 0
wlan0:vap0 118389 21069001 0 0 0]
wlan0:vapl 913125 131557256 0 0 0
wlan0:vap2 1139956 1825849453 0 o] o]
wlan0:vap3 7960 1500294 0 0 0
wlan0:vapd 781331 100458046 0 o] o]
wlan0:vap5s 0 0 0 0 0
wlan0:vapg 0 0 0 0 0
wlan0:vap? 0 0 0 0 0
wlan0:vap8g 0 0 0 0 0
wlan0:vap9 0 0 0 0 0
wlan0:vapl0 © 0 0 0 0
wlan0:vapll 0 0 0 0 0
wlan0:vapl2 0 0 0 0 0
wlan0O:vapl3 0O 0 0 0 0
wlanO:vapid 0O 0 0 0 0
Receive
Interface Total packets Total bytes Total drop packets Total drop bytes Errors
LAN 2214503 598859069 16 0] 0]
izatap0 0 0 0 0 0
wlano:vapo 0 0 0 0 0
wlan0:vapi 68 11374 0 0 0
wlan0:vap2 475913 103039130 0 0] 0]
wlan0:vap3 3250 1123650 0 0 0
wlan0:vapd 3 405 0 0 0
wlan0:vap5s 0 0 0 0 0
wlan0:vapg 0 0 0 0 0
wlan0:vap7 0 0 0 0 0
wlan0:vaps 0 0 0 0 0
wlano:vap9 0 0 0 0 0
wlanOivapld 0 a a a 1
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— Interface — ums nHTepdelica;
—  Status — cocTtonHue nHTepdelica:
=  Up — nHTepdeinc BKAOYEH;
=  Down — nHTepdenc BbIKIOYEH.
— MAC Address — MAC-agpec nHtepdeica;
—  VLAN ID — vaeHTUdUMKaLMOHHbIN Homep VLAN;
— Name (SSID) — ums 6ecnpoBOAHON ceTu.

[na 06HOBNEHNA MHDOPMALMM HaKMUTe KHONKy «Refresh».
OnucaHue Tabanupl «Transmit»:

— Interface — ums nHTepdelica;

— Total packets — KONMYECTBO YCMELIHO OTNPaB/AEHHbIX MAKETOB;

— Total bytes — KonnM4ecTBo ycrneLwHo OTnpaBAeHHbIX 6alT;

— Total drop packets — KonnyecTBo OTOPOLLEHHbIX MPY OTNPaBKe MNAKETOB;
— Total drop bytes — KonnM4yecTBo OTOPOLLIEHHbIX NPW OTNpPaBKe 6aliT;

—  Errors — Konn4ecTso oWM6OK.

OnucaHue Tabanubl «Receive»:

— Interface — uma nHTepdeiica;

— Total packets — KONMYECTBO YCNELIHO NOMYYEHHbIX MAKETOB;

— Total bytes — KoNNMYeCTBO yCMELWHO NoNyYeHHbIX 6alT;

— Total drop packets — KonnyecTBo OTOPOLLIEHHbIX NPU NOJYYEHUN NAKETOB;
— Total drop bytes — konnyecTBo OTOPOLUEHHbIX NPW NOAYYEHUM OANAT;

—  Errors — KONM4ecTBo OLWNBOK.
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4.4 NopmeHio «Wireless Multicast Forwarding Statistic»

B paspene «Wireless Multicast Forwarding Statisticy oTobpakaeTtca cTaTucTMKa no pabote Wireless
Multicast Forwarding.

View WMF transmit and receive statistics for this access point

Click "Refresh” button to refresh the page.
Refresh

Transmit/Receive Statistics

Interface Mcast-Data-Frames Mcast-Data-Fwd Mcast-Data-Flooded Mcast-Data-Sentup Mcast-Data-Dropped
wlan0:vap0

wlan0:vapl

wlan0:vap2

wlan0ivap3

wlan0:vapd

wlan0:vaps

wlan0:vap6

wlan0:vap?

wlan0:vaps

wlan0:vaps

wlan0:vap10
wlanDivapil
wlan0:vap12
wlan0:vap13
wlan0:vap14
wlanDivapis
wlani:vap0

wlanl:vapl 149602 0 0 0 115795
wlan1:vap2

wlaniivap3

wlani:vapd

wlanl:vaps

wlanl:vap6

wlaniivap?

wlani:vaps

wlanl:vaps

wlanl:vap10

wlaniivapil

wlaniivapi2

wlanl:vap13

wlanl:vap1l4

wlaniivapis

IGMP Statistics
Interface Igmp-Frames Igmp-Frames-Fwd Igmp-Frames-Sentup Mfdb-Cache-Hits Mfdb-Cache-Misses
wlan0:vap0

wlan0:vapl

wlano

wlano:
wlano:
wlano:
wlano

wlan0:
wland:
wlano:
wlan0

wlano:
wlan0

wlano:
wlano:
wlano:
wlanl

wlan1:
wlanl

wlanl:
wlani:
wlani:
wlanl

wlan1:
wlani

wlanl:
wlani:
wlan1:
wlan1

wlan1:
wlanl;
wlanl:

vap2
vap3

vap4

vaps

vaps

vap7?

vap8

vap?

vapi0

vapil

vap12

vapi3

vapl4d

vapls

vap0

vapl @ g 0 0
vap2

143697

vap3
vap4
vap5
vaps
vap?
vap3
vap8
vapl0
vapil
vap12
vap13
vapl4
vapls

Multicast-Group
Interface Multicast-Group Stations Packets
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OnucaHue Tabanubl «Transmit/Receive Statistics»:

— Interface — umsa nHTepdelica.

— Mocast-Data-Frames — konndecTtBo multicast-kagpos, NonyyYeHHbIX TOYKOM AOCTYNa;
—  Mecast-Data-Fwd — konndectBo multicast-kagpoBs, NPUHATLIX KAMEHTaMMU;

— Mcast-Data-Flooded — KonnyectBo multicast-kaapoBs, oTnpaBAeHHbIX HA BCE MNOPThI;
— Mecast-Data-Sentup — KonnM4ecTBO OTNpaBAeHHbIX multicast-kaapos;

—  Mcast-Data-Dropped — KonmyectBo oTbpolueHHbIx multicast-kagpos.

OnwucaHue Tabanupbl «IGMP Statictics»:

— Interface — vima nHTepdeiica;

— Igmp-Frames — KonundyectBo IGMP-KaapoBs, Nosy4yeHHbIX TOYKOWN A0CTYyNa;

— Igmp-Frames-Fwd — konnyectso IGMP-KagpoB, NPUHATbIX KANEHTAMU;

— Igmp-Frames-Sentup — konndectso IGMP-kaapoBs, oTApas/ieHHbIX Ha BCe MOPTbI;

—  Mfdb-Cache-Hits — Konn4ecTBo NaKeToOB, OTNPaB/JEHHbIX HAa M3BECTHbIA Multicast-agpec;

—  Mfdb-Cache-Misses — KonM4yecTBO NAaKeTOB, OTMNPABAEHHbIX Ha HEM3BECTHbIN multicast-agpec.

Onucanue Tabamubl «Multicast-Group»:

— Interface — umsa nHTepdelica;

— Multicast-Group — IP-agpec multicast-rpynnbl;

— Stations —mac -agpec KaneHTa multicast-rpynnbi;

— Packets — KONMYECTBO NPUHATLIX MAKETOB KAMEHTOB multicast-rpynnbi.

WEP-12ac, WOP-12ac, YnpasneHue ycmpolicmeom yepes WEB-koHgpuzypamop
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4.5 NoameHio «Client Associations»

B pasgene «Client Associations» oTobparkaeTca MHPOPMaLUA O NOAKNHOUEHHbIX KMEHTAX K TOUKe JOCTyna

W CTaTUCTUKa NepeaaHHOro/nonydyeHHoro TpadurKka no KaxKaomy KANEHTY.

View list of currently associated client stations

Click "Refresh™ button to refresh the page.
Refresh

Total Number of Associated Clients 9

Network Station Hostname Status From Station To Station

Authorized Packets Bytes Drop Packets Drop Bytes TS Violate Pkts Packets Bytes Drop Packets Drop Bytes TS Violate Pkts
wlang 38:a4:ed:0d:78:29 Redmi35-Redmi Yes 1344 203105 0 o 5682 561653 0O o
' .1d:07:b1:80aa 2Ndroid- - -
wland 00:1d:07:b1:8c:ee 6d99d00327c870F7 Yes 2453 333227 0 o 8667 3452235 0 o
wlan0 2cicc:15:92:a0:e4 Windows-Phone Yes 1918 338433 0 0 9260 2168578 0 0
wlanl f4:31:c3:7f:b5:44  iPhone Yes 28 2231 0 0 28 9353 0 0
. P android- - -
wlanl al:b4:a5:65:04:81 29d4a3cf52554F70 Yes 10769 1305762 0 o 18200 23494368 0 o
wlani 7c:01:91:8f:10:a1 iPhone-Hurd Yes 583 70158 0 0 2034 335048 O 0
. e el android- .
wlani 9ci3aafidSied:g4 0235b135180c2664 Yes 1801 231530 0 1] 7803 913066 0 a
. SE A mfian.ea.7q android- -
wlani 2c:54:cfiea64:79 629bcdd20a2b7c90 Yes 2323 470854 0 o 5154 13024585 0 o
wlani  bi52i7e:7biges2a IN9T0IC Yes 524 143330 0 0 8565 726701 O 0

57e34ed2f5378db1

—  Network — nma 6ecnpoBoAHOro MHTepdeinca u UMs BUPTYaNbHOM TOYKM A0OCTyNa Ha UHTepdeiice, K
KOTOPOM NOAKAOYEH KAneHT. Hanpumep, 3anmcb wlanOvap2 o3HavaeT, 4To KAMEHT cBA3aH ¢ Radio
1 BupTyanbHOM Toukoh goctyna VAP2; 3anucbk wlanl o3HavaeT, yto KameHT cesAsaH ¢ VAPO Ha
Radio2;
— Station — MAC-agpec KNINeHTa;
— Hostname - ceTeBoe MMs YCTPOMCTBaA, 3a4aeTcA CTPOKa 1-63 cMMBONOB: NAaTUHCKUE 3ar/aBHble U
CTOYHble BYKBbI, LMdPbI, 3HAK Aeduc «-» (aeduc He MOXKeT BbITb NOCAEAHUM CUMBOIOM B UMEHMU);
— Status — cTaTyc aBTOpPM3aLUY;
= Authorized - aBTopusauma BbinosHeHa (yes)/ He BbinoaHeHa (no);
—  From Station — undopmaums o TpadurKe, KOTOpbIM NepeaaeTca oT 6ecnpPoBOAHOrO KAMEHTa K TOYKe
A0CTyna;
— To Station — oTobparkaetca MHGopmaLma o TpaduKke, KOTOPbIN NepesaeTca OT TOYKM [O0CTyna K
KANEHTY:
= Packets — KONNYECTBO NepesaHHbIX NaKeTOB;
= Bytes — KOANMYECTBO NepesaHHbIX 6anT;
=  Drop Packets — Konn4yecTBo OTOPOLLEHHbIX NAKETOB;
=  Drop Bytes — Konm4ecTBo oT6POLLEHHbIX HaltT.

[na 06HOBNEHMA MHDOPMALMM Ha CTPAHULE HaKMUTE KHOMKY «Refreshy.
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4.6 NoameHto «TSPEC Client Associations»

B paspene «TSPEC Client Associations» oTobparkaetca MHPOpMaUMA O KAMEHTCKUX AaHHbIX Tspec
nepesaHHbIX M NOAYYEHHbIX C MOMOLLbIO 3TOM TOYKKM AOCTyna.

View TSPEC Client Association Status and Statistics

Click "Refresh™ button to refresh the page.
| Refresh |

Status
Network Station TS Identifier Access Category Direction User Priority Medium Time Excess Usage Events VAP MAC Address SSID

Statistics
Metwork Station TS Identifier Access Category Direction From Station To Station

Packets Bytes Packets Bytes

—  Network — nma 6ecnpoBoAHOro MHTepdeinca u UMs BUPTYaNbHOM TOYKM A0OCTyNa Ha UHTepdeiice, K
KOTOPOM NOAKAOYEH KAneHT. Hanpumep, 3anmcb wlanOvap2 o3HavaeT, 4To KAMEHT cBA3aH ¢ Radio
1 BupTyanbHOM Toukolh goctyna VAP2; 3anucbk wlanl o3HavaeT, yto KameHT cBsAzaH ¢ VAPO Ha
Radio2;
— Station — MAC-agpec KINeHTa;
— TS Identifier - TSPEC naeHTudunKaTop notoka TpaduKka(range 0-7);
— Access Category - KaTeropua gocrtyna(voice nnu video);
— Direction - HanpasneHue Tpaduka(uplink/downlink;)
—  User Priority — npuopuTeT NoNb30BaTeNs;
— Medium Time - cpepHee BpemsA, KOTOPOe NOTOK TpadUKa 3aHUMAET cpeay nepesayu;
— Excess Usage Events - KonM4ecTBO BpeMeHU, KOraa KANEeHT NPeBbICUA CpeaHUn CPOK Nepesayuu;
— Vap — Homep BUPTYyasibHOM TOYKM A0CTYNa;
— Mac Address — mac-agpec ToO4Kun 4ocTyna;
—  SSID - nma 6ecnpoBogHOM ceTu;
—  From Station — nidopmauus o Tpaduke, KOTOPbIN NepesaeTca oT 6ecnPoBOLHOIO KANEHTA K TOUKe
[ocTyna;
— To Station — nHdopmaums o TpaduKe, KOTOPbIN NepesaeTca OT TOUKM JOCTYNA K KJNEHTY:
= Packets — KONMYECTBO NepesaHHbIX MaKeToB.;
=  Bytes — KOJIMYECTBO NepeaaHHbIX banT;
=  Drop Packets — KOANM4eCTBO OTOPOLLEHHbIX MAKETOB;
=  Drop Bytes — KONMYECTBO OTOPOLLEHHbIX balAT.

Ons o6HOBNAEHNA MHOOPMALMM HA CTPAHULLE HaXMUTe KHOMKY «Refreshy.
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4.7 NoameHio «Rogue AP Detection»

B gaHHOM noameHto oTobpakaeTca nHbopmauma ob6o Bcex HeCnpoBOAHbLIX TOYKAx AOCTyna, KOTopble

YCTPOMCTBO AETEeKTMpPYeT BOKPYr cebs.

View Rogue AP Detection

Click "Refresh” button to refresh the page.

Refresh
AP Detection for Radio 1 * Enabled Disabled
AP Detection for Radio 2 * Enabled Disabled

Click "Update” to save the new settings.
Update

Detected Rogue AP List
Click "Delete old” to delete old entries from Detected Rogue AF List

Save Known AP List to a file
Save

Import Known AP List from a file

* Replace Merge
Buifiepute dain | @ain He swibpax Import

Delete Old
Action MAC Radio Beacon Int. Type SSID Privacy WPA Band Channel Rate Signal Beacons Last Beacon Rates
Grant | a8:f9:4b:1f:fc:82  wlan0 100 AP :Iilég Off off 2.4 1 1l 222 Fri Dec 31 13:08:03 1999 1,2,5.5,11,18,24,36,54,6,9,12,48
Grant | a8:f9:4b:b0:33:82 wlan0 100 AP ﬁ:lm Off off 2.4 1 1 oal 2z Fri Dec 31 12:00:08 1999 1,2,5.5,11,18,24,36,54,5,9,12,48
Grant | a8:f9:4b:b0:24:40 wland 100 AP ;EST Off off 2.4 1 1 al 352 Fri Dec 31 13:08:06 1999 1,2,5.5,11,18,24,36,54,6,9,12,48
Grant | a8:f9:4b:b0:24:41 wlan0 100 AP ;"'PA on on 2.4 1 1 a1l 380 Fri Dec 31 13:08:06 1999 1,2,5.5,11,18,24,36,54,6,9,12,48
ELTE
Grant | e0:cb:de:a5:7e:3b wland 100 AP é—_ls_'g cn Cn 2.4 1 1 .|]|]|] 318 Sat Jan 1 02:56:18 2000 1,2,5.5,11,18,24,36,54,6,9,12,48
ST
MikR
Grant | aB:if9:4b:1f:fc:80  wland 100 AP adius On On 2.4 1 1 all 187 Fri Dec 31 13:08:03 1999 1,2,5.5,11,18,24,36,54,65,9,12,48
E
Grant | a8:f9:4b:1f:fc:81  wlan0 100 AP :Iilé?. Off off 2.4 1 1 qll 310 Fri Dec 31 13:08:02 1999 1,2,5.5,11,18,24,36,54,6,9,12,48
ELTE
Grant | a8:f9:4b:5b:19:23 wlan0 100 AP X-19 On Cn 2.4 6 1 aalll 7 Sat Jan 1 03:01:19 2000 1,2,5.5,11,18,24,36,54,6,9,12,48
22
Grant | a8:f9:4b:b0:33:80 wlan0 100 AP \EJEP;X Off off 2.4 1 1 .l 198790 SatJan 1 09:40:22 2000 1,2,5.5,11,18,24,36,54,6,9,12,48
VA
Known AP List
Action MAC Radio Beacon Int. Type SSID Privacy WPA Band Channel Rate Signal Beacons Last Beacon Rates

Ons 06HOBNAEHMA MHOOPMALMK HaXKMUTE KHOMKY «Refresh».

— AP Detection for Radio 1/ AP Detection for Radio 2 — BKAOYEHME OETEKTUPOBAHUA CTOPOHHUX
TouyeK goctyna B ¢oHe ansa Radiol u Radio2.

KHonka «Update» ncnonbsyeTtca aAna COXpaHEHWA HACTPOEK.

Detected Rogue AP List — B pa3aene npusoantca nHbopmaums o060 Bcex becnpoBoaHbIX TOYKaX AOCTYNa,
KOTOpbIE YCTPOWCTBO AETEKTUPYET BOKPYr cebs.

KHonka «Delete Old» wucnonb3yetca

PaANOOKPYHKEHUN.

ans

yAaneHmn

3anucet O HEaKTUBHbIX YCTPOMCTBaX

B

— Action — ecnun TouKka A0CTyna HaxoauTcA B CMUCKe O6Hapy)-KeHHbIX, TO Ha)XaTme KHonkum «Grant»
nepeHeceT ee B CNMMUCOK OOBEPEHHbIX TOYEK A0CTyna. Ecan TouKa AO0CTyna HaxoauTCA B CNUCKe
AOBEPEHHDbIX, TO HaXXaThe KHOMKKU «Delete» nepesegeTr e€e B CNUCOK 06Hapy>l'(EHHbIX TOYeK

AocCTyna,

—  MAC—-MAC-agpec TO4KM JoCTyna;

— Radio — vcnonb3syemblit pagmonHTepoeiic;
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— Beacon Int. — nHTepBan NOCbINKN Beacon-nakeTta TOYKOMN A0OCTyNa;
— Type — T1nN OBHApPYKEHHOTO YCTPOMCTBa:
= AP —TO4YKa A0CTyna;
=  Ad hoc — peugeHTpanmM3oBaHHOE KIMEHTCKOE YCTPOMCTBO;
—  SSID — nma 6ecnpoBogHOM CeTH;
—  Privacy — ctatyc paboTbl perkMma 6e30nacHOCTM TOYKM JOCTyna:
= On - pexnum 6e30MacHOCTU BbIKIHOYEH;
*  Off — pexnm 6e30NacHOCTM BK/IOYEH;
—  WPA — coctoaHue wudposaHua WPA: BbikatoueHo (off), BkntoueHo (on);
— Band —4acToTHbIN cnekTp paboTbl TOUYKkKM goctyna: 2,41 Ty, uam 5MTw;
— Channel — Homep KaHana, Ha KOTOPOM paboTaeT ToYKa AOCTyNa;
— Rate — pazmep KaHa/ibHOM cKopocTu B MBMT/C, KOTOPYIO TPAHCAMPYET AaHHaA TOYKa A0CTyNa;
— Signal — ypoBeHb curHana, NPUMHMMAEMbI OT TOYKM poctyna. [pu HaBeAeHUM yKasaTenA Ha
rpadpuyeckoe n3obpaxkeHne cMrHana BCNAbIBAtOT YAC/IEHHbIE NOKa3aTeM 3TOro CUTHaNa;
— Beacons — obuwee uucno Beacon-naketoB, MPUMHATbIX OT TOYKM JAOCTyNa C MOMEHTA ee
0bHapyXeHus;
— Last Beacon — pata v Bpems npuema nocnegHero Beacon-nakeTa oT TOUKM A0CTYNa;
— Rates — cnNCOK KaHabHbIX CKOPOCTEN, NoAAEePKMBAEMbIX 4AHHOM TOYKOW AOCTyna.

Known AP List — B Tabnuvue npuMBOAUTCS CMINCOK AOBEPEHHbIX TOYEK AOCTYNa.

Save Known AP List to a file — B sgaHHOM pasgene BbINOAHAETCA coxpaHeHue cnucka «Known AP List» B
dann. lna coxpaHeHUs HaXKMUTe KHOMKY «Savey.

Import Known AP List from a file — 8 sgaHHOM pa3gene BbinonHaAeTcA 3arpy3ka cnucka «Known AP List» u3
daiina.

— Replace — npu nmnopTe cNMcka AOBEPEHHbIX TOYEK AOCTyNna MMMOPTUPYEMbIA CIMCOK MOAHOCTbIO
3aMEHUT TEKYLUMIA CMUCOK A0BEPEHHbIX TOYEK A0CTYNa;

— Merge — npy MMMOPTE CMNUCKA AOBEPEHHbIX TOYEK A0CTyna AO0BEPEeHHble TOYKM AocTyna us
MMNOPTUPYEMOrOo CnncKa byayT 4obaBneHbl K TOYKam A0CTyMNa, HaXOAAWMMCA B UMNOPTUPYEMOM
CMUCKe B AaHHbIA MOMEHT BPEMEHM.

[na 3arpy3ku danina Haxkmute KHOMKY «Bblbepute dain», yKaxute ¢aiin, KOTOPbIN HYKHO 3arpy3uTb U
HaXXMUTe KHOMKy «Import».
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4.8 NoameHio «TSPEC Status and Statistics»

B aaHHOM nogmeHto oTobparkaeTca MHPopmauma o Tspec ceccusax Ha paamo nHTepdericax.

View TSPEC Status and Statistics

Click "Refresh™ button to refresh the page.

_ Refresh |

AP Status

Interface Access Category Status Active TS TS Clients Med. Time Admitted Med. Time Unallocated

wlani Best Effort down 0 0 0 0

wlano Background down o o 0 0

wlani Voice down 0 0 0 0

wlano Video down 0 0 0 0

wlanl Best Effort down 0 0 0 0

wlanl Background down 0 0 o o

wlanl Voice down 0 0 0 0

wlanl Video down 0 0 0 0

VAP Status

wlanD:vapld Best Effort down o o 0 0
Background down 1] v] 0 0
Voice down 0 0 0 0
Video down 0 0 0 0

wlan0:vapl Best Effort down 0 0 o o
Background down 0 0 o o
\oice down 0 0 0 0
Video down 0 0 0 0

wlan0:vap2 Best Effort down o] o] 0 0
Background down 0 0 0 0
\oice down 0 0 0 0
Video down 0 0 0 0

wlan0:vap3 Best Effort down o] v] 0 0
Background down 1] v] 0 0
\oice down 0 0 0 0

— Interface — ums nHTepdelica;

— Access Category - KaTeropua gocrtyna (voice, video, BE, BK);

— Status — cocToaHMe ceccuu;

— Active TS - KONMYECTBO TEKYLLMX aKTUBHbIX NOTOKOB TpaduKa;

— TS Clients - Konn4ecTBO KNUEHTOB;

— Medium Time Admitted — cpegHee Bpems, KOTopoe NOTOK TpadMKa 3aHMMAET cpeay Nnepesayuu;
— Medium Time Unallocated — Bpema npocTon Nosiocbl B 4aHHOM KaTeropum.
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4.9 NoameHio «TSPEC AP Statistics»

B pasgene «TSPEC AP Statistics» oTobpaaercs CTaTUCTUKA NO KOAMYecTBy nepeaaHHoro/noay4eHHoro
noTtokos TpaduKa (Voice, Video, BE, BK).

View TSPEC AP Statistics

Click "Refresh” button to refresh the page.

Refresh
TSPEC Statistics Summary for Voice ACM
Total Voice TS Accepted 0
Total Voice TS Rejected 0

TSPEC Statistics Summary for Video ACM

Total Video TS Accepted 0
Total Video TS Rejected 0
TSPEC Statistics Summary for Best Effort ACM

Total Best effort TS Accepted 0
Total Best effort TS Rejected 0
TSPEC Statistics Summary for Background ACM

Total Background TS Accepted 0
Total Backaground TS Rejected 0

— TSPEC Statistics Summary for Voice ACM — obliee KoNMYecTBO NPUHATbIX N OTKAOHEHHbIX MOTOKOB
TpaduKa KaTeropmm Voise;

—  TSPEC Statistics Summary for Video ACM - obLiee KONMYeCcTBO NPUHATLIX U OTKAOHEHHbIX MOTOKOB
TpaduKa KaTeropum Video;

— TSPEC Statistics Summary for Best effort ACM - obwee KOANYECTBO MPUHATLIX U OTKAOHEHHbIX
NOTOKOB TpaduKa KaTeropum BE;

— TSPEC Statistics Summary for Background ACM - obuiee KOAMYECTBO MPUHATBIX U OTKNOHEHHbIX
NoTOKOB TpadmKa KaTeropum BK.
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4.10 NoameHio «Radio Statistics»

B pasgene «Radio  Statistics»  oTobparkaetca  noapobHas  CTaTUCTMKA MO KOJWMYECTBY
nepegaHHoro/nonyyeHHoro Tpaduka, NakeTos, KaAPOB U APYroro AN KaxK4Oro pagnouHtepoeiica.

View Radio Statistics
Click "Refresh” button to refresh the page.

Refresh

Radio  ® madio 1 Radio 2

WLAN Packets Received: 2061 WLAN Bytes Received: 335727
WLAN Packets Transmitted: 10205 WLAN Bytes Transmitted: 3385531
WLAN Packets Receive Dropped: 0O WLAN Bytes Receive Dropped: O
WLAN Packets Transmit Dropped: 0 WLAN Bytes Transmit Dropped: 0
Fragments Received: 0 Fragments Transmitted: 0
Multicast Frames Received: 23 Multicast Frames Transmitted: 6138
Duplicate Frame Count: 13135 Failed Tran=mit Count: 313
Transmit Retry Count: 1066 Multiple Retry Count: 591
RTS Success Count: 1557 RTS Failure Count: 8782
ACK Failure Count: 4521 FCS Error Count: 31037
Transmitted Frame Count: 8055 WEP Undecryptable Count: 0

Ona obHoBNeHUA MHGOPMALMK HaxKMUTe KHOMKY «Refresh».

4.11 NopameHo «Email Alert Status»

B pasgene «Email Alert Status» oTobparkaetca uMHPopmauua o6 oTnpaBKe cooblieHMt o paboTe
YCTPOMCTBA Ha 3NEKTPOHHYIO NOYTY.

Email Alert Operational Status.

Click "Refresh” button to refresh the page.
Refresh

Email Alert Status 1 down
MNumber of Email Sent 1 0
MNumber of Email Failed 1 0

Time Since Last Email Sent  : not sent

—  Email Alert Status — ctatyc paboTbl ONOBELLEHNA MO 3/IEKTPOHHOM NoyTe 0 paboTe yCcTpPOCTBa:
=  Up - onoBeLlleHne BKIOYEHO;
= Down — onoBeLLeHNE BbIKNHOYEHO;
—  Number of Email Sent — KonnuyecTBo coobLieHnin, Kotopoe 66110 OTNPABAEHO;
—  Number of Email Failed — konnyecTBo NOTEPAHHbIX COOOLLEHWI;
— Time Since Last Email Sent — nepuos BpemeHM, KOTOpbIA Mnpolwen ¢ fnociegHen nepenayu
COOBLWEHNA Ha 3NEKTPOHHYIO NOYTY.

[Ons o6bHOBNAEHMA MHDOPMALMM HaxMUTe KHOMNKY «Refreshy.
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5 MEHIO « MANAGE»

B meHto «Manage» BbINOJIHAIOTCA CETeBble HAaCTPOMKMN YCTPOMCTBA.

5.1 NoameHto «Ethernet Settings»

B TEKYLWEM pa3aene BblINMNOMHAKTCA CEeTeBbIE HaCTpOVIKM YCTpOf/‘ICTBa.

Modify Ethernet (Wired) settings

Haostname WEP-12| (Range : 1 - 63 characters)

Internal Interface Settings

MAC Address ABiIF9:4B:B5:D4:40
Management VLAN ID 148 |[(Range: 1 - 4094, Default: 1)
Untagged VLAN Enabled ® Disabled
Untagged VLAN ID 1 (Range: 1 - 4094, Default: 1)
Connection Type Static IP ¥
Static IP Address 192 |.|168 |. |40 . |20
Subnet Mask 255 |.|255 |.|255 |. |0
Default Gateway 192 |.|168 |.|40 |[.[1
DMS Nameservers Dynamic Manual
172 |.|16 . |0 L1
172 |.|16 . |0 . |3

Click "Update” to save the new settings.
Update

—  Hostname — ceTeBOe UMA YCTPOMCTBA, 3343€TCA CTPOKA 1-63 CMMBOIOB: NAaTUHCKME 3arnaBHble U
CTOYHble BYKBbI, LMdPbI, 3HAK aeduc «-» (aedpuc He MoXKeT BbITb NOCNEAHUM CUMBOIOM B UMEHMU);

— MAC Address — MAC-agpec ycTpoictsa Ha UHTepdelicax Ethernet;

— Management VLAN ID — wngeHTudumkatop VLAN, ucnonbsyembli Ana [OCTyrna K YCTPOMCTBY,
npuHMMaeTt 3HavyeHunAa 1-4094, no ymonyanuo — 1;

— Untagged VLAN — nepeBectu LAN-nopTbl B access-pexnm, B KoTopom gobasnsetcs VLAN-Ter ans
BXOAALLErO HETEMMPOBAHHOTO TPadUKa U CHUMAETCA yCTaHOoBAeHHbIN VLAN-Ter ¢ ucxogawero:

®  Enabled — BKkntounTb access-perkmum LAN-nopToB;
= Disabled — BbIkntOUnTb access-pexkmm LAN-nopTos;

— Untagged VLAN ID — npentuduratop VLAN, KoTopblt OyaeT HasHauyeH HeTerMpoBaHHOMY TpaduKy,
MOCTYMAKLLEMY HA YCTPOMCTBO, U CHAT C Ucxoasalero TpaduKka. MpuHMmaeT 3HaveHusa 1-4094, no
YMOANYaHUO — 1;

— Connection Type — Bblbop cnocoba ycTtaHOBKM IP-agpeca Ha ynpasastowem wuHTepdeiice, no
KoTopomy OyaeT ocylecTBaATbCA noakntoyeHme WAN-uHTepdeiica ycTpolctBa K ceTu
npeaocTaBAeHUA yCayr npoBanaepa:

= DHCP — pexum paboTbl, npu Kotopom IP-agpec, macka noacetu, agpec DNS-cepsepa,
W03 NO YMONYAHUIO U Apyrue napameTpbl, Heobxogumble ana paboTtbl B cetn, byayT
noayyeHbl ot DHCP-cepBepa aBTomMmaTHUyeCKy;
= Static IP — pexum paboTbl, Npu KoTopom IP-agpec n Bce Heobxoaumble NapameTpbl Ha
WAN-uHTepdeiic HasHavatoTca cTatmdecku. [lpu  Bbibope Tumna  «Staticy  ans
pPenaKTMPOBAHMA CTAHYT AOCTYMHbI Cheayowme napameTpbl:
— Static IP Address — IP-agpec ycTpoiicTBa B ceTM NpoBaiaepa;
—  Subnet Mask — macKa BHeLIHel NoAceTy;
— Default Gateway — appec, Ha KOTOpblii OTNPaBAAETCA NAKeT, ecNu N8 Hero He
HalAeH MapLpyT B Tabaunue maplpyTusaumu;
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— DNS Nameservers — aapeca cepBepoB AOMEHHbIX MMEH (MCnonb3yloTca ana
onpeaeneHus IP-agpeca ycTpoiicTBa Nno ero 4OMeHHOMY MMeHM). Mpu ycTaHoBKe
dnara «Dynamic» 6yayTt ncnonb3zosaHbl DNS-cepBepa, nonyyeHHble no DHCP; npu
ycTaHoBKe ¢ara «Manual» Heobxoammo ykasaTe DNS-cepBepa BpyyHyio.

KHonka «Update» ncnonb3yeTtca 4na COXpaHEHUA HACTPOEK.

5.2 NogmeHio «Management IPv6»

B pasgene «Management IPv6» BbINo/AHAETCS HAcTpolKa KoHdurypaumm IPv6-agpeca gna goctyna K
YyNpaBAEHMUIO YCTPONCTBOM.

Modify Management IPv6

Management IPv6

IPvE Connection Type DHCPvE v

IPv6 Admin Mode Enabled ® Disabled
IPvE Auto Config Admin Mode Enabled '® Disabled

Static IPv6 Address = _
(300000 XK O00E KKK XOCKEXKKX L RHER TKKHK )

Static IPvE Address Prefix Length 0 (Range: 0 - 128, Default: 0)

Static IPve Address Status
IPvE Autoconfigured Global Addreszes
IPv6E Link Local Address

Default IPve Gateway = _
(3000 10K 0008 X000 X0K 00K XK TKXKX )

IPvE DNS Nameservers * Dynamic Manual

(XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:I

(XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:I

Click "Update” to save the new
settings.

Update

IPv6 Cinnection Type — Bbl6bop MCNO/b30BaHUA cTaTMYecKoro IPv6-agpeca ycrpolicta (Static IPv6)
unn anHamuyeckoro (DHCPv6);
IPv6 admin Mode — poctyn K yCcTpoMicTBY No NpoToKoay IPv6:

= Enable — pocTyn paspelleH;

= Disable — poctyn 3anpeLyeH;
IPv6 Auto Config Admin Mode — pexum aBToKoOHUrypuposaHua IPv6-agpeca:

=  Enable — ncnonbsyetcs;

= Disable — He ucnonbsyercs;
Static IPv6 Address — IPv6-agpec ycCTpOMCTBA MPW MCMOAb30BaHWKM cTaTuyeckoro IPv6. Touka
OOCTyna MOMET WMMEeTb YCTAHOB/EHHbIA CTaTuyeckuit IPv6-agpec u B cnyyae, ecan 6bin
cKoHuUrypuposaH agpec(a) yepes «Auto Config»;
Static IPv6 Address Prefix Length — npedwuKc ctatnyeckoro IPv6-aapeca, npuHMMmaeT 3HadyeHue 0-
128, no ymonyanuio —0;
Static IPv6 Address Status — npocMmoTp paboyero craTyca cTaTUYecKM cKoHdUrypupoBaHHoro IPv6-
agpeca, NPUHUMAET 3HAYEHUA:

= Operational — TeKyWMin AEACTBYIOLLUIA;

= Tentative — pe3epBHbIi.
IPv6 Autoconfigured global Addresses — cnucok geiicteytowmx IPv6-aapecoB Ha yCTPOCTBE;
IPv6 Link Local Address — noKanbHblit IPv6-agpec, ycTaHoBneHHbIM Ha LAN-uHTepdelice. [laHHbIN
agpec He KOHOUTYPUPYETCA M HAa3HAYaEeTCA aBTOMATUYECKH;
Default IPv6 Gateway — wnto3 no ymosyaHuto ans IPve;
IPV6 DNS Nameservers — aapeca CepBepoB AOMEHHbIX MMEH (MCNOoNb3yIOTCA ANa onpeaeneHus IP-
apeca YCTPOMCTBa MO ero AOMeHHOMYy umeHu). [pu yctaHoeke dnara «Dynamin» 6yayTt
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ncnono3oBaHbl DNS-cepsepa, nonyyeHHole no DHCPv6; npwu yctaHoBke dnara «Manual»
Heobxoanmo yKasatb DNS-cepsepa Bpy4Hyto.

KHonka «Update» ncnonb3yeTtca Ana coOXpaHeHUA HACTPOEK.

5.3 NogmeHto «IPv6 Tunnel»

B pasgene «IPv6 Tunnel» BbiNnoAHAETCA HAcTpolMKa TyHHenuposaHua |Pv6 BHyTpu IPv4. Wcnonb3yetcs
npotokon ISATAP (Intra-Site Automatic Tunnel Addressing Protocol — npoToKon BHyTpPUCAaMTOBOW aapecauuum
TyHHenel). Mo npotokony ISATAP BbiNosHseTcA MHKancyaauus IPv6-naketoB B IPv4-nakeTbl g4na nepegayn no c
IPvad-cetn. Nopaeprkka gaHHoro ¢yHKLMOHaNa NO3BOAAET YCTPOMUCTBY YCTaHaB/IMBATb CBA3b C yAaNeHHbIMK IPv6-
XOCTamu.

Modify IPv6 Tunnel Settings

IPv6 Tunnel

ISATAP Status Enabled ® Disabled

ISATAP Capable Host izatap (s / Hostname max 253 characters, Default: izatap)
ISATAP Query Interval 120 sec. (Range: 120-3600, Default: 120)

ISATAP Selicitation Interval 120 sec. (Range: 120-3600, Default: 120)

ISATAP IPv6 Link Local Address
ISATAF IPvE Global Address

Click "Update” to =ave the new settings.
Update

ISATAP Status — pexkum paboTbl npoTokona ISATAP:
=  Enabled — pa3peleHa paboTta no npotokoay ISATAP;
= Disabled —3anpeweHa paboTa no npotoKoay ISATAP.

— ISATAP Capable Host — IP-appec nanm ums xocCTa, 3ajaeTcs CTpoka Ao 253 cMmBOJIOB, MO
yMoJl4aHumio — isatap;

— ISATAP Query Interval — vHTepBan BpemeHn onpoca DNS, npuHumaeT 3HauveHus 120-3600, no
ymonyanuio — 120;

— ISATAP Solicitation Interval — wHTepBan BPeMEHU MeXay COoOobLeHUsMmM 3anpoca, NpUHUMaeT
3HayeHna 120-3600, no ymonyaHuto — 120;

— ISATAP IPv6 Link Local Address — nokanbHbil IPv6-agpec ycTpoincTBa;

— ISATAP IPv6 Global Address — rnobanbHbli IPv6-agpec ycTpoicTBa.

KHonka «Update» ncnonbsyeTtca A1 COXpaHEHUSA HACTPOEK.
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5.4 NMNoameHto «Wireless Settings»

B noameHto «Wireless Settings» BbinonHATCA HacTponkn 6ecnpoBoaHoi Wi-Fi cetn. Yctpoicrso nmeet 2
HEe3aBMCUMbIX GU3MYECKMX paJuonHTepdeiica, CnocobHbIX paboTaTb B CBOEM PeXMME M ApanasoHe Kawablii'. B
npeAcTaBNeHHOM pasgenie MeHI0 NPUBOANTCA Pa3fesibHas HACTPOMKa ANA KaXAoro uHTepodelica.

Modify wireless settings

Country Russia v
Transmit Power Control on ¥
TSPEC Violation Interval 300 (Sec, Range: 0 - 900, 0 Disables)

Global isolation

Radio Interface ® on off

MAC Address ASiF3:4B:B0:BS5:140
Mode IEEE 802.11b/g/n ¥
Channel Auto v
Airtime Fairness ® on Off

Radio Interface 2 ® on Off

MAC Address A8:F3:4B:B0:B5:50
Maode 1IEEE 802.11a/n/ac ¥
Channel Auto v
Airtime Fairness ® on oOff
AeroScout™ Engine Protocol Support Disabled ¥

Click "Update” to save the new settings.
Update

— Country — Ha3BaHMWe CTPaHbl, B KOTOPOI paboTaeT ToUKa A0CTyna. B 3aBMCMMOCTM OT yKasaHHOro
3HaYeHuA byayT NpMMEHEHbl OrpaHUMYEHMA K MOA0CE YacTOT M MOLLHOCTM nepeaaTtyuKa, Kotopble
OENCTBYIOT B AaHHOM cTpaHe. OT yCTaHOB/IEHHOW CTPaHbl 3aBUCUT CMIMCOK AOCTYMHbIX YaCTOTHbIX
KaHanoB W, ciefoBaTesibHO, 3TO B/AMAET Ha aBTOMaTUYeCcKMi Bbi6op KaHana B pexunme Channel =
Auto. Ecam ncnonbsyetca KNMeHTCKoe obopyaoBaHue, AULEH3UPOBAHHOE A/1A UCMO/b30BaHUA B
APYrOM pervoHe, BO3MOKHO, YCTAHOBUTb CBA3b C TOUYKOW A0CTyMNa B TAKOM C/lydae He yaacTca.

/ BblbOop HenpaBWUIILHOTO pPEerMoHa MOMKET NpuBecTM K npobiemam COBMECTMMOCTU C PasHbIMM
K/IMEHTCKUMU YCTPOICTBAMMU.

— Transmit Power Control — HacTpoiKa pernuma orpaHmyeHuma napametpa Transmit Power Limit:
= On -— MakcMmanbHoe 3HadyeHue OSUMNM  orpaHuumBaetTcAa B  COOTBETCTBUM C
3aKoHogaTenbcTBom PO 1 He npesbliwaet 100 mBT (16 Abm M3nyyaemon nepegaTynMKom
MOLLHOCTK ANA AManasoHa 2,4 ITu, 19 ogbm n3nyyaemon nepegatynkom MOLLHOCTU — ans 5
Mu).
*  Off — makcMmanbHoe 3HayeHne INUM orpaHuumBaeTca GU3NYECKMMM XapaKTEPUCTUKAMMU
nepegaTumka’.
— TSPEC Violation Interval — nHTepBan BpeMeHU, BblAENEHHbIM A1 TOYKM A0CTYNa, YTobbl CO0OWUTL
yepes cuctemy noruposaHna wuan SNMP 0 nNpucOeguMHEHHbIX KAUWEHTax, KoTopble He
noaAep»KmeatoT 06A3aTeNbHble NpoLeaypbl JOMNYCKa;

! Ona WOP-12ac ER opt.FOS, WEP-12ac:rev.C, WOP-12ac:rev.C 3aduKcuMpoBaHbl AManasoHbl: 2.4y ToNbKO Ha nepBom
paguonHtepdeiice, 5My ToNbKO Ha BTOPOM paanounHTepdelice.

2 Ona scex ycrpoitcts WOP/WEP-12ac, kpome WOP-12ac ER opt.FOS, makcumanbHoe 3HaudeHue 3NMUM ana oboux
AnanasoHos — 19abm. Ana WOP-12ac ER opt.FOS — 26 gbm.
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— Global Isolation — npn yctaHoBAeHHOM dnare BK/OYEHA U30AsSUMA TpadUKa Meray KANeHTamu
pa3sHbIx VAP u1 pa3Hbix pagmonHTepoeiicos;
— Radio Interface — cocToAHUe paguonHTepdeiica:
=  On—npu ycTaHoB/eHHOM dnare pagmonHTepdpenc akTMBeH;
*  Off — npu yctaHoBneHHOM diare pagmonHTepdenc BblkaYEH.
— MAC Address — MAC-agpec pagnouHTtepdeica;
— Mode — Bblbop pernma paboTbl 6ecnpoBoLHOro MHTEPdECa;
— Channel — Homep KaHana pgnsa paboTtbl 6ecnpoBogHoi ceTu. lMpu BbIbOpe 3HAYEHUsA «auto»
aBTOMaTUYECKM ONpeaenseTca KaHal C MeHbLIMM YPOBHEM NOMEX;
— Airtime fairness — yHKLMA 3PUPHOI PaaNOLOCTYNHOCTU:
= On — npu ycraHoBneHHOM ¢nare ¢GyHKUMA aKkTMBHA. JPuMpHOe BpemAa paBHOMEPHO
pacnpezenaerca mexay nonb30BaTeNAMu;
*  Off — byHKUMA BbIK/AOYEHA.
— AeroScout™ Engine Protocol Support — noggepKa npotokona AeroScout™ Engine:
= Disabled — npoToKkon nogaepxumBaercs;
=  Enabled — npoTOKON He NoaneprkMBaeTcs.

Haxmute kHonky «Update» ana coxpaHeHUA BHECEHHbIX U3MEHEHWIA.

5.5 NMogmeHto «Radio»

B nogmeHto «Radio» BbINOAHAIOTCA paclUMpeHHble HacTpoiKkm b6ecnpoBoaHoi Wi-Fi ceTn ana Kaxkaoro
paguounHTepdodeiica.

Modify radio settings

Radio |1 ¥

Status ® on Off

Mode |IEEE 80Z.11b/g/n v
Channel Auto v
Channel Update Pericd Off v

Limit Channels
Channell 1 [2 [3 |4 |5 |6 |7 |8 |3 10|11 [12[13[All
LUsa

Channel Bandwidth 20 MHz *

— Radio — Bblbop 6ecnposoaHoro Wi-Fi nHTepdelica;
—  Status — coctoaHue KoHourypupyemoro Wi-Fi nHtepdelica:
=  On-—npwu yctaHoBneHHom dnare Wi-Fi nHTepdeic BKaoYeH;
=  Off — npu yctaHoBneHHom dnare Wi-Fi HTepdeiic BbIKIOUYEH;
— Mode — Bblbop pexunma paboTbl pagmonHTepdeica:
» JEEE 802.11b/g — yacTOTHbIN AuManasoH 2.4 Tu, mMakcumanbHas CKOPOCTb nepegayn 54
M6éut/c;
» JEEE 802.11b/g/n — 4acToTHbIN AmanasoH 2.4 Tu, MakcMmanbHasa CKOpoCTb nepeaayn 450
M6éut/c;
= 2.4 Ghz IEEE 802.11n — 4acTOTHbIN AnanasoH 2.4 Ty, makcumanbHas CKOPOCTb Nepesayn
450 M6uT/c. BO3MOMHO NOAK/IOYEHME KIMEHTOB TOJ/IbKO C NoadepKon craHaapTa IEEE
802.11n;
= JEEE 802.11a — 4acToTHbIA AmanasoH 5 [Ty, MaKcMmanbHaa CKOpocTb nepegayun 54
MéuTt/c;
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/ KnueHtckue Wi-Fi ycTpoilcTBa MOryT He noageprusaTb HEKOTOPble YacCTOTHble KaHasbl.
PekomeHayeTcA HasHayaTb 4YacTOTHble KaHanbl 1-11 ana amanasoHa 2.4 Ty v 36-48 pna
AvanasoHa 5 Ty, ecan HeT MHPOpMaLUKM 0 KaHanax, NoAAEPKMBAEMbIX K/IMEHTaMMU.

Mpu ycTaHOBKe 4YaCTOTHOrO KaHana M3 AuanasoHa 52-144 BKawueHue uHtepdeiica Wi-Fi

= |EEE 802.11a/n/ac —4acToTHbIA Ananas3oH 5 M, makcumanbHaa ckopocTb nepeaaun 1300

Méut/c;

= |EEE 802.11n/ac — 4acTOTHbIA AnanasoH 5 MU, makcumanbHaa ckopocTb nepedaun 1300
M6uT/c. BO3MOMKHO MNOAKNOYEHUE KAMEHTOB TONbKO C noadep»KKon craHaapta |EEE

802.11n/ac;

Channel — Bbibop papgmokaHana gns pabotbl Wi-Fi uHtepdelica. Mpu Bbibope 3HavyeHua «Auto»
aBTOMATUYECKM OMNPenenseTca KaHal ¢ HAMMEHbLUMM KOJIMYeCcTBOM PaboTalolmx ToYeK 40CTyna

Ha AaHHOM KaHaJ/ie C y4eTOM 3a4aHHOIro pernmoHa,

Channel Update Period - nepwogs BpemeHW, yepes KOTOpbIA OyaeT nNpoucxoamTb aBTOBbIOGOpP

ONTUMA/IbHOIO KaHana;

npoucxoaut yepes 1 muHyry.

Erimary Channel

OBSS Coexistence

Short Guard Interval Supported
Multidomain Regulatory Mode
STBC Mode

FProtection

Beacon Interval

OTIM Period

Fragmentation Threshold

RTS Threshold

Maximum Stations

Transmit Power Limit
Transmit Chain

DHCP Snooping Mode

WLAN list

Fixed Multicast Rate
Fixed Transmit Rate
Frame-burst Support

ARP suppressicn

Enable *

off -

Auto T

100 |(Msec, Range: 20 - 2000)

z [Range: 1-255)

2346 (Range: 236-2346, Even Numbers)
2347 | (Range: 0-65535)

200 |(Range: 0-200)

10 (dBm, Range: 10 - 16)

Ignore ¥

Add Remove Selected
(Range: 1-4094, 20 vlan-ids max)

Auto ¥ | Mbps
Auto i
Off * | [Boosts Downstream Throughput]

Cn *
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Legacy Rate Sets

Rate (Mbps) S4|48[(36|24|18[12|11| 98 |6 (5.5 2 |1
Supported AR A A A A A AT
Basic L4 o | |+ | [

Broadcast/Multicast Rate Limiting nate _!Tl!t =2
Rate Limit Burst|75

TSPEC Made Off v
TSPEC Voice ACM Mode Off r
TSPEC Voice ACM Limit 20 (Parcent, Range: 0 - 90)
TSPEC Fbt Voice ACM Limit [a] (Percent, Range: 0 - 90)
TSPEC Video ACM Mode Off r
TSPEC Video ACM Limit i5 (Percent, Range: 0 - 30)
TSPEC Fbt Video ACM Limit [u] (Percent. Range: 0 - 30)
TSPEC BE ACM Mode Off v
TSPEC BE ACM Limit lu] (Percent. Range: 0 - 90)
TSPEC BK ACM Mode Off r
TSPEC BK ACM Limit 1a] (Percent, Range: 0 - 30)
TSPEC AP Inactivity Timeout =0 (Sec, Range: 0 - 120, 0 Disables)
TSPEC Station Inactivity Timeout 30 (Sec, Range: 0 - 120, 0 Disables)

TSPEC Legacy WMM Queue Map Mode [Off r
VHT Features

Click "Update” to save the new settings.
Update

—  Primary Channel — napameTp MOXeT bbiTb M3MEHEeH TO/NbKO MpU NPOMNYCKHOW CnocobHoCTU
CTaTUYeCKM 3aJaHHOro KaHana 40 Mlu. KaHan 40 MIlU MOMHO CuYMTaTb COCTOALMM M3 ABYX
KaHanos no 20 Mlu, KoTopble rpaHMYaT B YacToTHOM 06iacTu. 3Tu gBa KaHana 20 MIL, Ha3biBatoT
NePBMYHLIM M BTOPUYHbIM KaHanamu. MepBUYHbIM KaHa/N WMCNOb3YeTCs KAMEHTAMM, KoTopble
noAAepXKMBatoT TO/IbKO NOA0CY NPONYCKaHWA KaHana 20 MIu;

= Upper — nepBMYHbIM KaHanom byaet BepxHuit KaHan 20 MTy, B nonoce 40 MTy;
= [ower —nepBUYHbIM KaHanom ByaeT HUXKHMI KaHan 20 MIy, 8 nonoce 40 Mru,

— OBSS Coexistence — peXMm aBTOMATUYECKOM CMEHbI WMPUHbBI KaHana ¢ 40 MIy Ha 20 My npwm
3arpy*KeHHom pagunosdupe:

=  On—npw ycTaHOBNEHHOM diare pexnum BKIOYEH;
=  Off — npu ycTaHoBNEHHOM diare pexXuUm BbIK/OYEH;

— DFS Support — mexaH13M gMHaMn4YecKoro Bbibopa YactoTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPOMCTB
CKaHMpoBaTb paaMoadpup M msberaTb MCNONb30BAHMA KaHa/NOB, COBMaZalOLWMX C KaHanamu, Ha
KOTOPbIX paboTaloT pagnonoKaumMoHHble cuctembl B 5 T ananasoHe. MNone A0CTYMHO TO/IbKO ecnu
BblbpaH pexum paboTbl paanounHTepdeiica Ha Yyactote 5 Mu;:

=  On—npu ycTaHoB/AeHHOM daare noaaeprKka MexaHM3Ma BK/OYEH];
=  Off — npu ycTaHoBNeHHOM diare noaaep:KKa MexaHM3Ma BbIK/THOUYEHa;

— Short Guard Interval Supported — nogaepXKa YKOPOUYEHHOro 3alUTHOrO WHTepBana. To none
[OCTYMNHO, TO/IbKO eCN BblibpaHHbIN pexum paboTbl paanouHTepdelica BKAoYaeT B ceba 802.11n.
YMeHbLUeHUe 3alLMTHOro MHTEPBaANa yBe/IMUMBAET MPOMYCKHYH CNOCOBHOCTL:

" Yes — TOYKa AocCTyna nepegaeTt AaHHble, ucrnosb3ya 400 HC 3alWUTHLIA UHTEPBAA MNpwU
0BLWEHNM C KNIMEHTAMM, KOTOPbIE TAKXKe NOAAEPHKMBAIOT KOPOTKMI 3aLUTHbIA MHTEPBAN;
=  No —TouKa foCTyna nepeaaet AaHHble, ucnoabdya 800 HC 3aLlUTHBIA MHTEpPBaA;

— Multidomain Regulatory Mode — pexxum nepenaym ycTponcTtsom MHGOPMaLUN O BbICTaBAEHHOM
pervoHe B c/y»KebHbix cooblieHunax Beacon frame:

= Enable — pexXnm BKAIOYEH;
= Disable — pexXum BbIKNIOYEH;

— STBC Mode — meTtoa, nNpoCTaHCTBEHHO-BPEMEHHOTO 6/104HOr0 KOAMPOBAHWS, HaMpaBAEHHbIM Ha

NOBbILIEHWE HAAEXKHOCTU Mepefayn AaHHbIX. [lone A0CTynHO, TONbKO ecan BblGpaHHbIN perrum

paboTbl pagmounHTepdeica BKaoYaeT B cebsa 802.11n:
=  Yes—TOYKa [0CTyna nepesaeT O4MH NOTOK AAHHbIX Yepe3 HECKOIbKO aHTEHH;
=  No —TOo4YKa AOCTyna He nepegaeT OAUH U TOT e NOTOK AaHHbIX Yepe3 HECKOIbKO aHTEHH;

Protection — pexxum paboTbl NPeAoTBPALLEHNSA MEKCTAHLMOHHON NHTepbepeHLnn:
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= Auto — peXXum BK/OYEH;
= Off — peXXum BbIK/IIOYEH;

— Beacon Interval — nepuopn NOCbIKM MasyKoBbiX ¢peinmoB. Ppelimbl nepepatoTca  Ans
0b6HapyXeHMa TOYKM AocTyna B apupe, npuHMMmaeT 3HavyeHunsa 20-2000 mc, no ymondanuto - 100 mc;
— DTIM Period — BpemMeHHON MWHTEPBaJ, MO WCTEYEHUM KOTOPOro LIMPOKOBELLATE/IbHblE W

MY/IbTUKACTOBble MaKeTbl, NOMeLLeHHble B bydepe, byayT AocTaBneHbl 6€CnpoBOAHbIM KIMEHTaM.
Mpu BbICTaBNEHUM OGO/bLIETO 3HAYEHUA MNO3BOAAET HO/blle SKOHOMMUTb SHEPIUD MOBUABLHbBIX
KAWMEHTOB, OZHAKO MOBbIWAET 3a4epXKy ANA MyNbTUKAaCTOBOrOo ayavMo M Bugeo Tpaduka.
MpuHMMaeT 3HadyeHuAa 1-255 mc, no ymonyaHuio — 4 mc;

— Fragmentation Threshold — nopor ¢parmeHTaumn dpperima, B 6antax. MNpuHMMaeT 3HavyeHMa 256-
2346, no ymonyaHuto — 2346;

—  RTS Threshold — yka3bliBaeT yMcno 6aiiT, yepes KOTopoe NocblaeTca 3anpoc Ha nepegady (Request
to Send). YMeHblueHMEe JaHHOTO 3HAYEHWA MOXKET YAy4LUTb PaboTy TOUKM A0CTyna Npu 60bloM
KOJIMYecTBe NOAKAIOYEHHbIX KANEHTOB, O4HAKO 3TO YMEHbLUAeT 06LLYH NPONYCKHY CNOocOoBHOCTb
6ecnpoBogHol ceTu. MpUHUMaeT 3HaveHusa 0-2347, no ymonyaHuio — 2347,

—  Maximum stations — makCMManbHOE YNCAO NOAKAKOYEHHBIX KANEHTOB. MpuHMMaeT 3HavyeHuAa O-
200, no ymon4yaHuto — 200;

— Transmit Power Limit — MOLWHOCTb NepegaTunKka pagnonHtepdenca, 8 abm. Mpu Transmit Power
Control «Indoor» B gmnanasoHe 2,4 [Ty npuHUMaeT 3HadyeHus 10-16, no ymonuyaHuio — 16, B
AunanasoHe 5 Ty npuHMmaeT 3HayeHus 10-19, no ymonyanuto — 19. Mpu Transmit Power Control
«Outdoor» npuHMmaeTt 3HadeHusa 10-19, no ymonuyanuio — 19%;

— Transmit Chain® — bnarn aKkTMBHOCTM aHTeHH. MpWU YCTAaHOBNEHHOM ¢nare COOTBETCTBYHOLLAA
aHTeHHa BKAtodeHa (ana Radiol - Al, A2, A3; ana Radio2 - A4, A5, A6);

— DHCP Snooping Mode - ynpaBieHue NoanTukomn obpaboTtkm onumm 82:

= |gnore — Ha moyke docmyna omkKaveHa obpabomka onyuu 82;
=  Replase — mouka docmyna nodcmasnsem uau 3ameHsem 3HayeHue onyuu 82. Popmam
onyuu:

e Agent Circuit ID = [mac-adpec mouku ; SSID];
e Remote ID = [mac-adpec knueHmay.

=  Remove — T[] ydanaem 3Ha4yeHue onyuu 82.

— VLAN list — cnucok VLAN, paspelleHHbIX Ana nepegayv B adup (MCnonb3yeTcA COBMECTHO C
pexknmom VlanTrunk Ha VAP). Hactpoiika VLAN list ucnonbsyerca B TOm cay4ae, ecit B CTOPOHY
K/IMEHTCKOrO YCTPOMCTBO HYXHO nepeaatb He oamH VLAN, a HecKonbKo. HacTpolika akTyanbHa ans
pexxnma pabotbl VAP — VlanTrunk. Makcumym — 20;

— Fixed Multicast Rate — BbI6bop PUKCMPOBAHHON CKOPOCTM Nnepenayn MyabTUKACTOBOro TpaduKa,
npwv BbIboOpe 3HaUYEHUA «auto» BbIBOP CKOPOCTU BbIMNOAHAETCA aBTOMATUYECKM;

— Fixed Transmit Rate - KaHanbHaA CKOPOCTb MepeAayn - MakCMManbHasa CKOPOCTb becnpoBoaHOM
nepeaaqun AaHHbIX, onpeaensemasn cneundurkaumamm ctangapTos IEEE 802.11 n/ac;

— ARP suppression — mexaHu3m KoHBepTMpoBaHua ARP 3anpocoB 13 Broadcast B Unicast;

— Frame-burst Support — pexum, NO3BONAOWMIA YBEANUYUTb MNPOMYCKHYIO CNOCOBHOCTL AnA
HUCXOAALLLEro NOTOKa;

— Legacy Rate Sets — nopaepK1MBaemble U TPaHC/AMPYeMble TOYKOM A0CTyna Habopbl KaHa/bHbIX
cKopocTeu;

— Broadcast/Multicast Rate Limit — npu ycTaHOBAEHHOM @Jiare BbIMOAHAETCA OrpaHuyeHue
nepeayn LIMPOKOBeLLaTeNbHOro/MyAbTMKACcTOBOro TpaduKka no 6GecnposogHoi ceTtu. [na
pefakTMpoBaHMA byayT AOCTYMNHbI cregytowme noas:

! Ona WOP-12ac ER opt.FOS makcumanbHoe 3HavyeHne INUM ana oboux guanasoHos — 26 abm.
2 HacTpanBaTb COCTaB MCMNO/Ib3yEMbIX aHTEHH AOMNYCKaeTcas ToNbKo ansa yctponcts WOP-12ac. Ana WEP-12ac HacTpolika
CKpbITa.
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— Rate limit — nopor ana cCKOpocTK Nepeaayn AaHHbIX, Nakert/c;
— Rate limit Burst — makcMmanbHoe 3HauyeHne Bcnaecka TpaduKa, naker/c.
— Tspec Mode - perynupyet obuimit pexkum Tspec Ha ToUKe AoCTyna.
= On — To4yka pgoctyna obpabaTtbiBaeT Tspec 3anpocbl OT KAMeEHTOB. Mcnonb3yiTte a1y
HaCTPOIKy, ecin TouKa goctyna obpabaTbiBaeT TpaduK oT QOS-COBMECTUMbIX YCTPOWCTB,
TaKUX Kak cepTudnumpoBaHHbIit TenedoHbl Wi-Fi.
= Off- Touka focTyna urHopmpyetT Tspec 3anpocbl OT KAMEHTOB. MIcnoab3yiTe 3Ty HAaCTPOWKY,
€C/IM Bbl He XOTUTe Ucnoab3oBaTb Tspec ans Q0S-coBMeCTUMBbIX YCTPOMCTB.
— Tspec Voice ACM Mode- pernameHTupyeT 06s3aTenbHbI KOHTPOb gonycka (ACM) ansa kateropumn
ronocosoro Tpaduka(Voice).
=  On - KnMeHTy TpebyeTcA OTNpaBWUTb 3aMpPOC K TOYKe AOCTyMa nepej, OTNPaBKOW wuau
noJsiydeHMeM NoToKa rosocosoro Tpadumka Voice.
=  Off - KNMEeHT MOXKeT OTNPaBAATb W NoayyaTb ronocoBon TpaduK Voice, He Tpebys
Jonyckaemol Tspec; To4Ka AOCTyna UrHopupyeT 3anpockl Voice Tspec OT KNMEHTOB.
— Tspec Voice ACM Limit - onpeaensneT npeaen obbema Voice TpadpuKa.
— Tspec FBT Voice ACM Limit - onpeaensieT BepxHuit npegen ob6vema Voice Tpaduka Ana KAMEHTOB B
POYMMHIe Ha 3TOM TOYKe A0CTyna ¢ NoMOoLbto 6bicTporo nepexoaa BSS.
— Tspec Video ACM Mode - pernameHTUpyeT 0b6s3aTeNbHbI KOHTPOAb gonycka (ACM) gns Kateropuu
Video Tpaduka.
= On-kNveHTy TpebyeTcs OTNPaBWUTb 3aNpPoC K TOYKe A[0CTyna nepes OTMNPABKOW wau
nony4yeHuem notoka Video TpadukKa.
®  Off-KNMeHT MOKeT 0TNPaBAATb M Nony4yaTtb Video Tpaduk 6e3 HeobxoaAMMOCTH 3anpoca.
— Tspec Video ACM Limit — onpegenseT BepxHuit npeaen obbema Video Tpaduka
— Tspec FBT Video ACM Limit — onpegensaeT BepxHui npegen obvema Video Tpaduka ana KAMEHTOB
B POYMMHIE Ha 3TOW TOYKe AO0CTyna ¢ NomoLbto 6bicTporo nepexoaa BSS.
— Tspec BE ACM Mode - pernameHTMpyeT obA3aTenbHblA KOHTPOAb AO0MyCcKa Ans Kateropuu BE
TpaduKa.
=  On- KAveHTy TpebyeTcA OTNPaBMTb 3anpoc K TOYKe [A0CTyna nepes OTNPaBKOM Wau
noJsiydeHMeM NoToKa Tpaduka Kateropum BE.
= Off- KNINeHT MOXKeT OTNPaBAATb M Nnojay4dyaTb Tpaduk KaTeropum BE, 6e3 HeobxogmmocTm
3anpoca.
— Tspec BE ACM Limit - Onpegenset BepxHUit npegen obbema Tpadumka Kateropum BE ans KnneHtos
B POYMMHIE Ha 3TOW TOYKe AOCTyna ¢ NoMoLlbto 6bicTporo nepexoaa BSS.
— Tspec BK ACM Mode - PernameHTMpyeT 0bA3aTeNbHblli KOHTPO/Ab A0MNycKa Ana Kateropum BK
TpadukKa.
= On- KAneHTy TpebyeTca OTNPaBMTb 3anpoc K TOYKe A0CTyna nepes, OTNPaBKON wuau
nosy4yeHMem noToka Tpadumka Kateropum BK.
= Off- KAMEHT MOXKeT OTNPaBAATb M Noay4aTb Tpaduk KaTeropum BK 6e3 HeobxoammocTu
3anpoca.
— Tspec BK ACM Limit - onpeaensieT BepxHUii npegen obbema Tpaduka Kateropuun BK ans KnneHtos
B POYMMHIe Ha 3TOM TOYKe A0CTyna ¢ MOMOoLbto 6bicTporo nepexoaa BSS.
— Tspec AP Inactivity timeout —Bpemsi, N0 WUCTEYEHUIO KOTOPOro, ByaAyT yaanaTbCa He aKTUBHblE
K/NMEHTbI C TOUYKM gocTtyna (nposepsetca noTok downlink).
— Tspec Station inactivity timeout Bpems, N0 UCTEYEHUIO KOTOPOro, ByayT yOoanaTbCA HE aKTUBHble
KAMEHTbI C TOUYKKM gocTyna (nposepsaeTca notok uplink).
— Tspec Legacy WMM Queue Map Mode - Bbibepute BKs1, 4yTObbl BbICTABAANCA Pa3INYHbIN TPadUK Ha
ovepeasnx, pabotarowmx B AKM.
— VHT Features - dyHKUMA BKAOYEHUA/BbIKAOYeHNA Broadcom pacwumpenus 8 VHT. dyHkuma VHT
BKAOYaeT noaaepKy 256QAM,nogaepxumsaetca ana 802.11ac.

HaskmuTte KHoMKy «Update» ana coxpaHeHna BHECEHHbIX U3MEHEHMIA.
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5.6 MoameHto «Scheduler»

B nogmeHto «Scheduler» BbINONHAETCA HACTPOMKa MAaHWPOBLLMKA paboTbl Toyek goctyna. C NoMoLLbo
HaCTPOeK AaHHOIMO0 MEHID MOXHO CKOHGUrypupoBaTb Bpema paboTbl onpedeneHHOro paauvouHTepdeitca nam
BMPTYaNbHOM TOUYKK AOCTyna.

— Global Scheduler Mode - BKAtOYeHWUe/BbIKNIOYEHWE | Scheduler Configuration
nﬂaHV]pOBLU.MKa: Global Scheduler Mode: Enable ® Disable
" Enable - an yCTaHOBneHHOM d)nare Scheduler Operational Status
NNAHNPOBLUMK BK/IIOYEH; status: down
R Reason: | ConfigDown TimeNotSet
= Disable - npu  ycTaHoBnAeHHOM  dnare

Scheduler Profile (Range: 1 - 32 chars) | Add
NNAaHUPOBLUUNK BbIK/THOYEH;
Rule Configuration

Select Profile hd Remove

Scheduler Operational Status — B paspgene BbiNONHAETCA | Setschedie * Daily

Weekday

NPOCMOTP O COCTOAHNN pa6OTbI NnAaHUNpPOBLIKMKA: Weskend

On | Sunday A
Start Time |00 ¥ | : |00 ¥ |End Time |00 ¥ |: |00 ¥

—  Status — ctaTyc paboTbl NNaHNPOBLUNKS;
— Reason — pononHutenbHaa MHGOPMALMA O COCTOAHWUM

Add Rule

Profile Name Rule ID Day of the Week Start Time End Time

paboTbl NNAHMPOBLLMKA: Wodify Rule | [ Remove Ruls
= [sActive — B paboyem COCTOAHUY; Click "Update” to save the new settings.
* ConfigDown — NNAHUPOBLUMK  BbLIK/IOYEH, | ===

OTCYTCTBYHOT r106a1bHble HACTPOMKY;

= TimeNotSet — NNAaHMPOBLLMK BLIK/IOYEH, HAa YCTPOMCTBE HE YCTAHOB/IEHO CUCTEMHOE
BpEMS;

®*  ManagedMode — nnaHUPOBLUMK BbIK/AOYEH, YCTPOMCTBO B PEXKMME YNpPaBieHuUs;

=  Scheduler Profile — wma co3gaBaemoro npoduns NNaHUMpPOBLLMKa, 3agaetcA oT 1-32
CUMBOJIOB.

Ona nobasneHunsa npoduna B cuctemy ykaxkute ums B none «Scheduler Profile» n Haxkmnte KHonky «Add».

Rule Configuration — B paszene BbINO/NHAETCA HAaCTPOMKA NapaMeTpoB NPodpuUAA NAaHUPOBLLMKA:

Select Profile — wms cosgaHHoro npodwuns, Ans KoToporo 6yaeT BbINOAHATLCA HACTPOMKa
napameTpoB;
Set Schedule — npeHb Hegenwn paboTbl NI1AHNPOBLLNKA:
= Daily — exxegHeBHO;
=  Weekday — pabouune gHu;
=  Weekend — BbIxo4HblE AHU;
=  On - onpegeneHHbI AeHb, BbIGOP OCYLLECTBASETCA U3 BbiNaLatoLLero Crucka;
Start Time — Bpema BKAOYEHUA paanounHTepdelica, 3a4aeTca B BUAE YaCbl:MUHYTbI;
End Time — Bpemsa BbIKAIOYEHMA pagmMonHTepdeica, 3a4aeTcsa B BUAE YaCbl:MUHYTHI.

Onsa coxpaHeHuA HoBOro npasuia npoduaa Haxmute KHonky «Add Rule». [na ypaneHua npasuna
BblbepuTEe NPaBMIO B CMIMCKE U HAXKMUTE KHOMKY «Remove Rule». [1na n3ameHeHWs HacTpoeK npasuaa Bbibepute
npaBuo 1 Haxmute KHonky «Modify Rule».

HaxkmuTe KHomMKy «Update» Ans coXxpaHeHUs BHECEHHbIX U3MEHEHWUIA.
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5.7 NogmeHto «Scheduler Association»

B paspene «Scheduler Association» BbINOAHAETCA NpuWBA3Ka NpPaBWA MAAHUPOBLUMKA K BUPTYa/bHbIM
TOYKaM AO0CTyna Uam paguonHtTepdencam.

Scheduler Association Settings

Radio Scheduler Profile Operational Status

1 r down
2 r down
Radic |1 ¥

VAP Scheduler Profile Operational Status

0 r down
1 r down
2 r down
3 v down
4 r down
5 r down
6 r down
7 r down
8 v down
9 r down
10 r down
11 r down
12 r down
13 r down
14 r down
15 r down

Click "Update”™ to save the new settings.
Update

HaxkmuTe KHonKy «Update» Ans coxpaHeHUs BHECEHHbIX U3MEHEHUIA.
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5.8 NogmeHto «VAP»

B pasgmene «VAP» BbINOMHAETCA HACTPOMKA BMPTyasibHbIX ToyeK goctyna Ha Wi-Fi unHtepdeicax u

HacTponKa napametpoB RADIUS-cepsepa.
Wi-Fi uHtepdoelice.

MoeT 6bITb CKOHOUIYPMPOBaAHO A0 16 TOYEK AO0CTyNna Ha Kaxaom

Modify Virtual Access Point settings

Global RADIUS server settings

RADIUS Domain:

RADIUS IP Address Type: ® 1pya IPVE

RADIUS IP Address: 192.168.1.1

RADIUS IP Address-1:

RADIUS IP Address-2:

RADIUS IP Address-3:

RADIUS Key:

RADIUS Key-1:

RADIUS Key-2:

RADIUS Key-3:
Enable RADIUS accounting

erssann

Radic (1Y

VAP Enabled VLAN ID SSID

Broadcast S5ID  VLAN trunk Station Isolation Band Steer 802.11k DSCP Priority WLAN Priority Security MAC Auth Type

4 148 Eltex-Local td rd td td 0w WPA Personal ¥ || Disabled ¥ E]

WPAVersions: | WRA-THIP WPAZ-AES

Key:

Broadcast Key Refresh Rate [0 (Range:0-86400)

Global RADIUS server settings — B pasgene BbINo/HAKTCA rnobanbHble HACTPOMKM aBTOpPM3aUMKM NO

RADIUS-npoToKkony:

— RADIUS Domain — pomeH nonb3oBaTens;

— RADIUS IP address Type — Bbib6op npoTokona IPv4 nnn IPv6 gns poctyna Ha cepsep RADIUS;

— RADIUS IP Address — appec RADIUS-cepBepa. Mpu HegocTynHocTn ocHoBHoro RADIUS-cepBepa,
3anpocbl byayT OTNPABAATLCA HA Pe3epPBHbIE;

— RADIUS Key — naponb gna asTopmsaumm Ha RADIUS-cepBepe;

— Enable RADIUS accounting — npu ycTaHOBAeHHOM d¢nare 6yayT oOTNpaBAATbcA cooblieHuA
«Accounting» Ha RADIUS-cepsep.

HacTtpoiika Touek gocTtyna:

— Radio — BbIbOp HacTpanMBaeMoro pagmonHTepoeinca;

— VAP —nopagKoBblit HOMep BUPTYaibHOM TOYKM 4OCTYNa;

— Enabled — npwn yctaHoBneHHom dnare BUPTyasbHas TOYKA [OCTyNa BK/IOYEHa,
BbIK/IIOYEHa:

— VLAN ID — Homep VLAN, K KOTOpOMY NpuBA3aHa BUPTyabHAA TOYKA AOCTYNQ;

—  SSID — nms 6ecnpoBOAHON CeTH;

— Broadcast SSID — npw ycTaHOBAEHHOM dare BK/AOYEHO BellaHue B 3¢up umeHun SSID, nHave —
BbIK/IKOYEHO;

— VLAN trunk — npwn yctaHoBneHHOM ¢nare WCNONb3YeTCA TPAHKOBbIM MOPT ANA NOAKNOYEHMA
aboHeHTa;

— Station Isolation — npu ycTaHoBAEHHOM dnare BKAOYEHA M30MAUMA KAMEHTOB APYr OT Apyra B
npegenax ogHoro SSID;

— Band Steer — npun yctaHOBNEHHOM ¢are akTMUBHO NMPUOPUTETHOE MOAKAOYMEHME KaneHTa K 5 Ty,
ceti. Ana paboTbl 3TOM GYHKUUM HYXKHO HACTPOUTL PAANONHTEPdENCHI TOUYKM JOCTYNA Ha pasHble
yactoTbl 2,4y n 5 Ty, co3patb VAP ¢ oauHaKoBbiM SSID Ha KaxKOAom paauouHTepdeice, u
AKTMBMPOBATb Ha HWUX NapameTp «BandSteery;

—  DSCP Priority - npu ycTaHOBAeHHOM dnare UCTOYHUMKOM NMpUOpUTETa AN Bblbopa ovepean byayt
HaHHble DSCP, npu cHatom - 802.1p;

MHavye -—
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— VLAN Priority — npnoputeT 3ro ypoBHSA, KOTOpbIN ByAeT Ha3dHayaTbCA Ha NakeTbl, Mpoxoasaliue
yepes AaHHbIn VAP ¢ paauno adupa B CTOPOHY NPOBOAHON CeTH;
—  Security — pexxum 6e30nacHOCTM 40CTyna K 6ecnpoBoAHOM ceTu:
= None — He MCMNONb30BaTb WKPPOBaAHME ANA Mepefayn AaHHbiXx. TOYKa OTKpbITa ANs
poctyna ntoboro KAneHTa;
=  WPA Personal - wudppoBaHne WPA n WPA2, npu Bblibope aaHHOro cnocoba 6yayt
[OCTYNHbI CAeaytoLime HaCTPOMKK:

WPAVersions: 4 \Wpa-TKIP WPAZ-AES
Key:
Broadcast Key Refresh Rate |0 (Range:0-86400)

—  WPAVersions — Bepcua wndposaHma: WPA-TKIP, WPA2-AES;

—  Key — WPA-knto4. nvHa Kntoda coctasnaeT oT 8 Ao 63 cumsonos. Paspelwaerca
MCNO/Nb30BaTb TONILKO CUMBOJLL: a-z, A-Z, 0-9, ~1@#S%" &*()_-+=;:\\|/?.,<>""" nan
npoben. PekomeHayeTca UCNO/b30BaTb permmbl WndposaHmna WPA n WPA2,

— Broadcast Key Refresh Rate — wHTepBan OOHOB/EHMA LUMPOKOBELLATE/IbHOMO
Katoua. MpuHumaet 3HaveHnAa 0-86400, no ymonyaHuio — 3.

—  MFP — 3awumTa ynpasnstowmx Kagpos: Not Required — He ucnonbsosatb; Capable —
OonuUUOHanbHO; Required — cnNonb30BaTh;

=  WPA Enterprise — pexum cepTudmnKaumm ycTpoiicts 6ecnpoBogHOM CBA3M, NPU KOTOPOM
K/IMEHT aBTOpPU3YeTCA Ha LeHTpanmMsoBaHHom RADIUS-cepsepe. [ HAaCTPOMKK AaHHOrO
pexnma b6esonacHocTn TpebyercA yKasaTb napameTpbl RADIUS-cepsepa (BO3MOKHO
ncnonobsoBaHme a0 4 RADIUS-cepBepoB OAHOBPEMEHHO, HO C YKa3aHMEM OAHOro
aKTMBHOIO Ha AaHHbIM MOMeHT). TaKxke TpebyeTca yKasaTb AOMEH, BEPCUM MPOTOKOJIOB
pexknma 6esonacHoCcTM U Kaouu ans Kaxaoro RADIUS-cepsepa.

WPAVersions: ¥ wpa-TKIP WPAZ-AES
¥ Enable pre-authentication

Uze global RADIUS server settings

RADIUS Domain: enterprise.root
RADIUS IP Address Type: @ 1pydq IPvG
RADIUS IP Address: 172.16.0.22

-

RADIUS IP Address-1:

RADIUS IP Address-2:

[a5]

RADIUS IP Address-3:
RADIUS Key: ETTTTTTTY
RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:

¥ Enable RADIUS accounting

Active Server: RADIUS IP Address ¥
Broadcast Key Refresh Rate |0 (Range:0-86400)
Session Key Refresh Rate 1] (Range:30-86400 .0 Dizables)

—  MAC Auth Type — pexkum ayTeHTUdMKauma KaneHtos no MAC-agpecy:
= Disabled — He ncnonb3osaTtb ayTeHTUPUKaLMIo KnmeHToB no MAC-agpecy;
=  RADIUS — ncnonb3oBaTtb ayTeHTUOMKaLMo KaneHToB no MAC-agpecy ¢ nomouwbto RADIUS-
cepBsepa;
= local — wcnonb3oBaTb ayTeHTUPUKauUo KaneHToB no MAC-agpecy C MNOMOLLbIO
JNIOKANIbHOTO CMMCKa afapecos, cGOPMMPOBAHHONO Ha AaHHOM TOYKe JOCTyna.
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5.9 NoameHto «VAP Minimal Signal»

B paszenie BbINONHAETCA HACTPOMKA QYHKLMM OTKAOYEHUS KaneHTckoro Wi-Fi obopyfoBaHMA Npu HU3KOM
YpOBHe CUrHana, NPMHUMaeMoM OT Hero.

Modify Virtual Access Point minimal signal settings
Radio |1 ¥
VAP Minimal signal Enable Minimal signal (dBm, Range: -100 - -1} Check signal timeout (Sec, Range: 1 - 300)
0 & 75 10
1 -100 10
2 -100 10
3 -100 10
4 -100 10
5 -100 10
5] -100 10
7 -100 10
g -100 10
9 -100 10
10 -100 10
11 -100 10
12 -100 10
13 -100 10
14 -100 10
15 -100 10
Click "Update” to save the new settings.

Update

— Radio - BbI6GOp HacTpanMBaemoro paguonHTepdeinca;

— VAP — HOomep BMPTYa/ibHOM TOYKM 40CTYN3;

— Minimal signal Enabled — npwn yctaHoBneHHoM daare BkAoYeHa PpyHKUMAa Minimal Signal;

— Minimal signal, dBm — ypoBeHb curHana B ABM, HWXKe KOTOPOro MPOUCXOLUT OTKAOYEHUue
KNMEHTCKOro 060pya0BaHus;

— Check signal timeout, s — nepuoa, BpeMeHM, NO UCTEYEHUU KOTOPOro MpPUHMMAETCA pelleHne ob
OTK/IIOYEHUU KNNEHTCKOro 060pyA0BaHUA.

Haxkmute KHonKy «Update» ans coxpaHeHUs BHECEHHbIX U3MEHEHUIA.
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5.10 NogmeHto «Fast Bss Transition»

B nogmeHto «Fast Bss Transition» npousBoauTcs 3agaHMe MapameTpoB M HACcTpoiKa poymuHra 802.11r
mexay 6a30BbIMM CTAHUMAMM.

Fast Bss Transition Parameters

Radio |1 T

VAP |FTWVAPD ¥

Fast Transition Mode Oon ¥

FT aver DS COn ¥

Mobility Domain a (0 - 65535)

RO Key Holder Key0l (1 - 48 characters)
R1 Key Holder ABIFI 4B B0 2D (000 N0 KX )
Reassociation Deadline [1000 (1000 - 4294967295)

Click "Update” to save the new settings.

Update

NapameTpbl Fast Bss Transition:

— Radio - Bblbop paanouHTepdelica, Ha KoTopom byaeT HacTpoeH FBT;

— VAP — Homep BMpPTyasibHOM TOYKKM A0OCTYMa, Ha KoTopol byaeT HacTpoeH FBT;

— Fast Transition Mode — aktuBauma ¢yHKUMM BbICTpON nepedaun 6asoBoro Habopa cnyxb6 ana
YCKOpeHUs npoLlecca ayTeHTUdMKaL MM Ha TOYKe AoCTyna:

= On — GyHKLMA BKAIOYEHa;
®  Off — byHKUMA BbIK/OYEHa.

— FT over DS — BkAntouYeHMe mexaHW3ma obmeHa mexay 6a30BbIMU CTAaHUMAMM Yyepe3 NPOBOAHYHO
ceTb. KAneHT npn HeobxoAMMOCTM COBEPLUNTD POYMMHT OTNPABAAET HA TEKYLLYIO TOYKY AocTyna FT
Action Request frame ¢ Heob6xoAMMbIMKM aBTOPU3ALMOHHBIMU AaHHbIMU. TeKyLana To4Ka J0CTyna
WMHKaNCyAnpyeT AaHHbIA dpeim 1 nepeHanpaBaseT Ha Le/ieBYyo TOYKY AOCTyna Yepes NpoBOAHYIO
cetb. LeneBaa Touyka [ocTyna nOATBEPXKOAET BO3MOMKHOCTb ObICTPOW ayTeHTUdMKaLMM
WMHKaNCyMpPOBaHHbIM COObLLEHMEM TeKyLLel Toukn goctyna FT Action Response frame. Tekywian
TOYKa [OCTyna nepecbinaer 3To coobuweHune KaueHTy. locne OKOHYaHMA MNpouecca KAWUEHT
OTCbI/IAEeT Ha LeneByto TOUKY A0CTyna 3anpoc Reassociation. Mpu oTkAtoMeHHOW PyHKLMK FT-over-
DS pabotaet FT-over-AIR, B TaKOM C/lydyae aBTOpM3aLMA KAMEHTA Ha uenesol T npoucxoamT c
MCMNO/Ib30BaHNEM CTaHAAPTHbLIX GPENMOB ayTEHTUPUKALUK:

= On — GyHKLMA BKAIOYEHA;
= Off — byHKUMA BbIKAOYEHA.

—  Mobility Domain identifier (MDID) — Homep rpynnbl (0 - 65535), B pamKax KOTOpPOW MOMKeT bbiTb
coBepLUeH POYMUHT;

— RO Key Holder — kntou PMK-RO, no 48 cumBonoB. TakkKe MCNO/Ib3yeTca B KaYecTse naeHTuduKaTopa
NAS, KoTopblit byaeT oTnpaBaaTbea B coobuweHnm Radius Access Request;

— R1 Key Holder — kntou PMK-R1 B popmate MAC-agpeca XX:XX:XX:XX:XX:XX;

— Reassociation Deadline, ms — MaKCMManbHOE paspelleHHoe BpPemMa OXWAaHUA 3anpoca
"Reassociation" oT ctaHuuu. Mo ymonyaHuto ncnosb3yetca 3HayeHme 1000 mc.

HaskmuTe KHonKy «Update» ana coxpaHeHUa BHECEHHbIX U3MEHEHMIA,

Mocne yKasaHMA OCHOBHbIX NMapamMeTpoB HeobX04MMO HACTPOUTb B3aMMOALEWCTBME C TOYKamMM A40CTyna,
MeXay KOTopbIMK ByAeT OCyLLEecTBAATLCA POYMUMHT, 3a4a8 MAC-aapeca v Katouu.
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NASID RRB Key
MAC Address (1 - 48 characters) (16 characters)
ABIF9:4B:B0:45:70 ABIF9:4B:B0:2D:A0 1234567890123456 Add

Remate RO Key Holder Data [n3:F9:48:B0:44:80% key01**1234567890123456

Remove

Click "Update” to save the new settings.
Update

R1 Key Holder RRB Key

MAC Address (MAC Address) (16 characters)

Add

Remote R1 Key Holder Data [45:F9:45:50:44:80" " A8:F9:4B:B0:2D:A0** 12345678901 23456

Remove

Click "Update” to save the new settings.
Update

— MAC Address — MAC-aapec TOYKM 40CTyMa, y4acTBYIOLLEN B POYMUHTE;
— NAS ID —npeHtndunkatop NAS, npuHnmaeT 3HauyeHune, ykasaHHoe B RO Key Holder;
— RRB key — kntou ana wudposaHns RRM-coobueHnin annHon 16 cumeonos.

Ons pobasneHuna 3anncu B Tabanuy HaxkmuTe KHonKy «Add».

Ana yAaneHuna 3anmcum 13 Ta6IWILI,bI BblAENNTE CTPOKY U HAXKMUTE KHOMKY «Remove».

Haxkmute KHonKy «Update» ans coxpaHeHus BHECEHHbIX U3MEHEHUIA.
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5.11 NopgmeHto «Wireless Multicast Forwarding»

B paspgene «Wireless Multicast Forwarding» BblnonHseTca HacTpolika nepeHanpasBaeHua multicast-
NaKeTos.

Modify Wireless Multicast Forwarding settings

Radio [1 ¥

VAP Enabled WMF-Enable
o v v

1

2

3

10
11
12
13
14

15

Click "Update” to save the new settings.
Update

— Radio — Bblb6op pagnonHTepdeinca;

— VAP — HOMep BMpPTYanbHOM TOYKKN AOCTYNa;

— Enabled — npu yctaHoBneHHOM ¢nare BUMpTyasbHasA TOYKa A0CTyna byaer akTUBHa, MHaye — He
aKTUBHa;

—  WMF-Enable — npw yctaHoBneHHOM dniare ByaeT akTMBHA GyHKUMA nepeHanpaBaeHns multicast-
NMaKeToB Ha BUPTYaNbHOM TOYKe A0CTYMNa, MHavye — He aKTUBHa.

HaskmuTte KHoMKy «Update» ana coxpaHeHUa BHECEHHbIX U3MEHEHMA,
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5.12 NogmeHto « WDS»

B pasgene « WDS» BbINOHAETCA HAaCTPOMKA CBA3M MEXKAY TOYKaMM 40CTyna no 6ecnpoBoaHoOl ceTu.

Configure WDS bridges to other access points
Click "Refresh” button to refresh remote APs signal strength.
Refresh
Tunneling oOff v
Spanning Tree Mode Enabled ® Disabled
Radio iv
Local Address AB:F9:4B:B0:B5:40
Remote Address [
Encryption MNone (Plain-text) ¥
Radio iv
Local Address AB:FI:4B:B0:B5:40
Remote Address &
Encryption None (Flain-text) ¥
Radio iv
Local Address ABiFI:4B:B0:B5:40
Remote Address &
Encryption MNone (Plain-text) ¥
Radio iy
Local Address ABiF9:4B:B0:B5:40
Remaote Address -
Encryption MNone (Plain-text) ¥
Click "Update” to save the new settings.
Update

— Tunneling — onuna AocTynHa ToAbKO Npu ucnonbsosaHmMmn GRE:
=  Off — GRE He ucnonb3ayetcs, onuma Tunneling BbiKNOUYeHa;
=  Master — To4Ka noakatovaeTca B ceTb Yepes Ethernet-uHtepdoelic;
=  Slave — To4Ka nogkntodaetca K Master no pagnouHtepdeicy;
— Spanning tree mode — pexkum paboTbl npoTokona STP ana npefoTBpaLLeHns neTesb B CETU:

» Enabled — npu yctaHoBNeHHOM ¢nare npoTokon STP paspelweH Aas UCNO/Jb30BaHMA.

PekomeHAayeTcAa BKAOYUTL NpU ncnonbsosaHum WDS;

= Disable — npu yctaHoBAeHHOM ¢dnare npoTokon STP 3anpeLyeH;
— Radio — Bblbop pagnounHTepdelica;
— Local Address — npocmoTp MAC-agpeca TeKkyLero pagmonHtepoeica;
— Remote Address —appec TOUKM L0CTYNa, C KOTOPOW NpeAyCcMaTPUBAETCA COBMECTHAA paboTa;
— Connection Status — cTaTyc coeANHEHUA;
— Signal — ypoBeHb ¢ KOTOpPbIM BUAHA BCTpeyHasa TL;
—  Encryption — BbIbop pexxmma WwindpoBaHUs:

= None — He Ucnonb30BaTb WNPPOBAHME;

=  WPA (PSK) — wndpposaHme WPA n WPA2, npu Bbibope gaHHoOro cnocoba 6yayT AOCTYMNHbI

cneaytouwme HacTpomKu:
—  SSID — uma Wi-Fi ceTtu;

—  Key — WPA-knto4. nnHa Knwoda coctasnaeT oT 8 go 63 cumeonos. Paspelwaetca
MCNONb30BaTb TONbKO CUMBOAbI: a-z, A-Z, 0-9, ~1@#S%"&*()_-+=;:\\|/?.,<>""" nan

npoben. PekomeHayeTcs UCNONb30BaThb perKumbl wWndposaHna WPA n WPA2,

HaxkmuTe KHonKy «Update» ansa coxpaHeHMs BHECEHHbIX U3MEHEHUIA.
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5.13 NoameHto « MAC Authentication»

B pasgene «MAC Authentication» BbinosHAeTca HacTpoiKa 6enbix/yepHbix cnuckos MAC-aapecos
K/IMEHTOB, KOTOPbIM pa3peLleHo/3anpeLLeHo NOAKYATLCA K AaHHOW TOUYKe A0CTyna.

Configure MAC Authentication of client stations
Filter Allow only stations in list
® Block all stations in list

Stations List

Remove
Add

Click "Update” to save the new settings.
Update

—  Filter — Bblbop cnucka ¢mnbTpaunm MAC-aapecos npu ayTeHTUDUKALNK:

— Allow only stations in list — npu ycTaHoBneHHOM ¢nare 6yaet popmmpoBatbca 6enblit cnMcok
MAC-agpecos;

— Block all stations in list — npu yctaHoBneHHOM ¢nare byaet GopmmpoBaTbCcs YepHbIli cncok MAC-
ajpecos.

— Stations List — cnucok MAC-afpecoB KAMEHTOB, KOTOPbIM pa3peLleH/3anpeLLeH 4oCTyn;

Ons pobasneHna MAC-agpeca B pasgene «Filter» BbibepuTte cnucok ¢ounbtpaummn n seeante MAC-agpec,
KOTOPbIN HYXKHO A06aBUTb B CNMCOK. HaxmuTe KHOMKy «Add».

Ons ynaneHns MAC-agpeca B pasgene «Station List» BbibepuTe 3anmcb U HaxkmuTe KHOMKY «Removey.

Haxkmute KHonKy «Update» ans coxpaHeHUs BHECEHHbIX U3MEHEHUIA.

5.14 NogmeHto «Load Balancing»

B pa3gene «Load Balancing» BbinoaHAeTcA KOHOUIYpUPOBaHME OrpaHMYEHNA BO3MOMKHOCTU NMOAKNOYEHUA
K TOUYKe A0CTyna B 3aBUCMMOCTU OT YyTUAN3ALMM KaHana.

Modify load balancing settings

Load Balancing Enabled '® Disabled
Utilization for Mo Mew Assocaticns [u] (Percent, 0 disables)

Click "Update”™ to save the new settings.
Update

— Load Balancing — 6anaHCcMpOBKa Harpysku:
=  Enabled — 6anaHcMpoBKa Harpy3Kn BK/OYEHS;
= Disabled — 6anaHCcMpPOBKA Harpy3Ku BbIK/IOYEHaA.
— Utilization for No New Associations — ypoBeHb YTUAM3ALUKN NOAOCHI NPOMNYCKAHUA TOYKM 4OCTYNa,
Npv NPEBbILLIEHNUN KOTOPOM NMPOUCXOAMUT 3aMNpeT Ha NOAKIOYEHME HOBbIX KANEHTOB, 3agaeTca B %.
Mo ymonyanutio — 0.

HaxkmuTe KHonKy «Update» ans coxpaHeHMs BHECEHHbIX U3MEHEHUIA.
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5.15 NMNoameHo «Authentication»

B paspene «Authentication» npousBoaMTCA HAaCTPOMKA TOYKM AOCTYMa B PEXMM KAMEHTA NO NPOTOKOAY
802.1X gnsa NpoxoxAeHuA Npoueaypbl ayTeHTUGUKaLMM Ha BbllecToswem 060pyA0BaHNMN.

Modify 802.1X Supplicant Authentication settings

Click "Refresh™ button to refresh the page.
Refresh

Supplicant Configuration ...
802.1X Supplicant Enabled ® Disabled

EAF Method D5 ¥
Username (Range: 1 - 64 characters)
Password (Range: 1 - 64 charactars)

Click #Update® to save the new settings.
Update

Certificate File Status ...

Certificate File Present no

Certificate Expiration Date| Not Present

Certificate File Upload ...

Browse to the location where your certificate file is stored and click the "Upload" button.
To upload from 2 TFTP sarver, click the TFTP radic button and enter the TFTP sarver information.

Upload Methad ® yTTp TFTE
Filename Bwfepute thafin | Paan He exbpan

Upload

Supplicant Configuration — B pasgene BbINONHAETCA HAaCTPOMKA NapaMeTPoB ayTeEHTUPUKALNK:

802.1X Supplicant — BKMOYUTL/BbIKAOUYNTL PabOTy TOUYKM AOCTyMa B PeEXMME KAWEHTa Mo
npotokoay 802.1X:
= Fnabled — BKNOUYUTb;
= Disabled — BbIKNHOUUTD;
— EAP Method — anroputm wndpoBaHma npu ayteHTMGUKaLMM NONb30BaATENS;
— Username — nmsa nonb3oBaTens, 3a4aeTca cTpoka 1-64 cumsonos;
— Password — naponb, 3aaaetcs cTpoika 1-64 cumBooB.

Certificate File Status — B pasgene MOMKHO npocmoTpeTb MHPopmaumto o coctosHum HTTP SSL
cepTudmkara.

Certificate File Upload — B pa3aene BbinosHAeTcs 3arpy3Kka ¢aiina HTTP SSL Certificate.

— Upload Method — meTopg 3arpy3ku ¢paiina HTTP SSL ceptndmkara:
=  HTTP — 3arpy3Ka ceptudukaTta yepes HTTP. Mpu Bbibope 3TOro cnocoba HaxKMUTE KHOMKY
«BblbepuTte daiin», ykarkute dain, KOTOPbIN HYXKHO 3arpy3uTb B YCTPOICTBO;
= TFTP —3arpysKka ceptudukata yepes TFTP. MNpun yKazaHMM 3TOro cnocoba Hy*KHO 3aNOAHNUTb
cnepgylowme nona:
—  Filename — uma daiina ceptndukara;
— Server IP— IP-agpec cepsepa.

[na 3arpysku ceptudurKaTa HaxkmuTe KHonky «Upload».
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5.16 NoameHio «Management ACL»

B pasgene «Management ACL» BbINONHAETCA HACTPOMKA CMMCKOB AOCTyNa ynpaB/ieHMA YCTPOMCTBOM
Web, Telnet, SSH, SNMP.

Configure Management Access Control Parameters

Management ACL Mode Enabled ™ Disabled

IP Address 1 [ES Ry

IP Address 2 (20 0L 00000

IP Address (3 R R KK

IP Address 4 (20 0L 00000

IP Address (3 R R KK

IPvE Address 1 [P0 1 30T I B0 MO0 OGO 3000 MO0 200K )
IPvE Address s SR R | R | IR RO RO R
IPvE Address 2 [P0 1 30T I B0 MO0 OGO 3000 MO0 200K )
IPvE Address s SR R | R | IR RO RO R
IPvE Address 3 (20000 10000 000 X000 X000 000K XOOOL 000K
Click "Update” to save the new settings.

Update

— Management ACL Mode — ncnonb3oBaHWe CNMCKOB AOCTyMNa K yNpaB/ieHUI0 YCTPOICTBOM:
=  Enabled — ncnonb3oBaHWe paspeLleHo;
= Disabled — ncnonb3oBaHMe 3anpeLLEHO;

— IP Address — cnucok xoctoB IPv4, KoTopble MMEOT A0CTYN K YNPaBAE€HUIO YCTPONCTBOM;

— IPv6 Address - cnucok xoctoB IPv4, KoTopble MMEOT A0CTYN K YNPaBAEHUIO YCTPOMCTBOM.

[NnA npyMeHeHna U CoXpaHeHMsA HAaCTPOEK B SHEProHEe3aBUCMMYIO NaMATb HaxkmuTe «Update».
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6 MEHIO «SERVICES»

B meHto «Services» BbINOJIHAETCA HAaCTPOMKA BCTPOEHHBIX CYXK6 TOUKM AocTyna.

6.1 NMNoagmeHo «Bonjour»

B pasgene «Bonjour» BbIMOMHAETCA HACTPOWMKa ycayrM Bonjour, KoTopas nossosfeT 6ecnpoBodHbiM
TOYKaM [0CTyna M Mx cepsucam obHapyXuBaTb APYr Apyra BHYTPM /IOKa/NbHOM CETM, MUCMO/Mb3ys 3anucu B
multicast Domain Name System (mDNS).

Set Bonjour Status

Bonjour Status Enabled '® Disabled

Click "Update™ to save the new settings.
Update

— Bonjour Status — cocTtoAaHue ycnyrmn Bonjour:
=  Enabled — npu yctaHoBAEHHOM dnare yc/yra akTUBHa;
= Disabled — npu yctaHoB/NeHHOM daare ycnyra BblK/OYeHa.

HaxkmuTe KHonKy «Update» ans coxpaHeHUs BHECEHHbIX U3MEHEHUIA.

6.2 MNogmeHto «Web Server»

B pasgene «Web Serves» BbINOAHAKTCA HAaCTPOMKM AOCTYNa K TOYKe aoctyna yepes Web-uHtepodelic.

Configure Web Server Settings

HTTFS Server Status * Enabled Disabled

HTTP Server Status *' Enabled Disabled

HTTF Port a0 (Range: 1025-65535, Default: 80)
HTTFS Port 443 (Range: 1025-65535, Default: 443)
Maximum Sessions B (Range: 1 - 10, Default: 5)

Sezzion Timeout (minutes) 1440 (Range: 1 - 1440 minutes, Default: 5)

Click "Update” to save the new settings.
Update

Generate HTTP SSL Certificate ...

Click "Update” to generate a new HTTF S5L Certificate.

Update

HTTP SSL Certificate File Status ...

Certificate File Present: yes
Certficate Expiration Date: Dec 26 09:00:03 2019 GMT
Certificate Issuer Common Name: CN=132.168.1.10
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To Get the Current HTTP SSL Certificate ...

Click the "Download” button to save the current HTTP S50 Certificate as a backup file to your PC.
To save the Certificate to an external TFTP server, click the TFTP radic button and enter the TFTP server information.

Cownlead Method & HTTRE TFTE

Download

To upload a HTTP SSL Certificate from a PC or a TFTP Server ...

Browse to the location where your certificate file is stored and click the "Upload” button.
To upload from a TFTF server, click the TFTP radio button and enter the TFTP =erver information.

Upload Method ® HTTP TFTE
HTTE S5L Certificate File Buifiepute daiin | ®ain He swibpan

Upload

—  HTTPS Server Status — coctoaHue cepsepa HTTPS:
= Enabled — npu yctaHoBneHHom ¢nare nogkntoveHne Kk Web -uHTepdeiicy yctpoiictea
6yaeT no 3awmweHHomy npotokony HTTP (HTTPS);
= Disabled — npn yctaHoBneHHOM ¢dnare noakntodeHme K Web -uHtepdeiicy ycTpoictea He
AO0CTYNHO no npotokoay HTTPS;
—  HTTP Server Status — coctosiHue cepsepa HTTP, 3TOT napameTp He 3aBUCUT OT COCTOAHNA HACTPOEK
napametTpa «HTTPS Server Status»:
= Enabled — npwn yctaHoBneHHOM dnare noaknwudeHne Kk Web -uHTepdelicy ycTponcTea
byaeT paspelueHo no npotokony HTTP;
= Disabled — npn yctaHoBneHHOM ¢dnare noakntodeHme K Web -uHtepdeiicy ycTpoictea He
LOCTYNHO no npotokony HTTP;
— HTTP Port — Homep nopTa ana nepegaym HTTP-TpaduKa, npuHMmaeT 3HaveHma 1025-65535. Mo
YMOJT4aHMIO ycTaHoBeHO 80;
— HTTPS Port — Homep nopTa ana nepegaun HTTPS-TpaduKa, npuHMmaeT 3HayeHus 1025-65535. Mo
YMOJIHAHMUIO YCTAHOBNEHO 443;
— Maximum Sessions — konnyectBo Web -ceccuint, Bkatoyaa HTTP u HTTPs, KoTopble MoryT 6bITb
OZHOBPEMEHHO 3anyLLeHHbl, TPUHUMAET 3HavyeHus 1-10 ceccunit. Mo ymon4aHuio ycTaHOBAEHO 5;
— Session Timeout (minutes) — nepuoa BpemMeHu, N0 UCTEYEHUN KOTOPOrO CUCTEMA aBTOMATUUYECKM
BbiNOAHUT Bbixog, M3 Web -uHTepdeica, ecnn nonbsosatenb He 6bln akTMBEH. MpuUHUMaeT
3HauyeHus (1-1440). No ymonyaHuto 60 MUHYT.

HaxkmuTe KHonKy «Update» Ans coxpaHeHUs BHECEHHbIX U3MEHEHUIA.

Generate HTTP SSL Certificate — B gaHHOM pa3gene npu HaxaTuM Ha KHonky «Update» BbinosHAETCS
reHepauma Hosoro HTTP SSL ceptudumKata ana 6esonacHoro poctyna K Web-cepsepy. 3TO HYKHO BbIMNOJAHUTb
npv nonydyeHun IP-agpeca, 4tobbl MMs cepTUdmKaTa coBnagano c IP-agpecom ycTpoiictsa. MNpun co3gaHnm HOBOro
ceptudmnkata byaetr 3sanyweH Web-cepep 6e3onacHocTM. 3awMueHHOe coeauMHeHuMe He  bBypget
bYHKUMOHMPOBaATb, NOKA HOBbIN cepTUdUMKAT He ByaeT NnpumeHeH B bpaysepe.

HTTP SSL Certificate File Status — B faHHoM pa3saene npusoanTca uHdopmauusa o HTTP SSL cepTudukare:
— Certificate FilePresent — ykasbiBaeT, npucyTcTeyeT an ceptudumkat SSL HTTP;
— Certificate Expiration Date — pata, A0 KOTOPOI cepTUDUKAT LENCTBUTENEH;

— Certificate IssuerCommon Name — uma cepTuduKara.

To Get the Current HTTP SSL Certificate — B faHHOM pa3zene BbINOMHAETCA coxpaHeHue Tekywero HTTP
SSL cepTudmKaTa, KOTOPbI B AanbHenweM MOXKET BbITb MCNOb30BaH Kak backup-dann:

— Download Method — meTtog coxpaHeHmna HTTP SSL ceptudmKaTa:
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=  HTTP — ¢ain 6yaet coxpaHeH no HTTP Ha KomnbloTep;
=  TFTP — cepTudmKaT byaet coxpaHeH Ha TFTP-cepBepe, Npu yKazaHUM 3TOro cnocoba Hy»KHO
3aNONHUTb Chepytowme nona:
— HTTP SSL Certificate File — nma dalina ceptudukaTta, 3afaeTcs CTpoka Ao 256
CMMBOJIOB, MO YMONYaHUIO yCcTaHoBAeHO Mini_httpd.pem;
— Server IP — IPv4 nunn IPv6-agpec TFTP-cepBepa, KOTOpbIA ByAeT Mcnoab3oBaTbcA
ans 3arpysku daiin. Mo ymonyaHuto yctaHoeneHo 0.0.0.0.

Haxkmunte KHonky «Download» ans coxpaHeHua danna HTTP SSL ceptndmkara.

To upload a HTTP SSL Certificate from a PC or a TFTP Server — B pa3aene BbiNno/HAETCA 3arpy3ka daiina
HTTP SSL Certificate:

— Upload Method — meTtog, 3arpysku ¢aiina HTTP SSL cepTudmKaTa:
= HTTP — no HTTP, npu yKasaHWM 3TOro cnocoba HaxKmute KHOMKy «Bblbepute danny»,
yKaxkuTe $ain, KoToPbIN HYXKHO 3arpy3nTb B YCTPOMUCTBO U HaxkmuTe KHonRy «Upload»;
= TFTP — yepe3 TFTP-cepBep, Npu yKasaHUU 3TOro cnocoba Hy»KHO 3ano/IHUTb ceaytolme
nona: HTTP SSL Certificate File; Server IP 1 HaxaTb KHonKy «Upload». OnucaHue none
npvBeLeHo BbILLE.

6.3 NMNogmeHto «SSH»
B pasgene «SSH» BbINOMHAETCA HACTPOMKA A0CTYNa K YCTPOMCTBY MO NpoTokoay SSH.

SSH — 6e30nacHbIN NPOTOKOA YA4ANEHHOro ynpaBaeHus yctpoictBamu. B otanumne ot Telnet npotokon SSH
wnopyeT BeCb TPAadUK, BKAOYAA NepesaBaemble Naposu.

Set SS5H Status

S5H Status *' Enabled Dizabled

Click "Update™ to save the new settings.

Update

—  SSH Status — cocToAAHMe A0CTyna K YCTPOMCTBY NO NpoToKoay SSH:

=  Enabled — npu yctaHoBAeHHOM dnare AOCTYN pa3peLleH;
= Disabled — npu yctaHoB/NeHHOM daare A0CTyn 3anpeLLeH.

HaskmuTte KHonKy «Update» ana coxpaHeHUa BHECEHHbIX U3MEHEHMA.
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6.4 NoameHtio «Telnet»
B pasgene «Telnet» BbINOAHAETCA HAaCTPOMKA AOCTYNa K YCTPOMCTBY No npoTokoay Telnet.

Telnet — npoToKo/, NpeAHasHayeHHbI ANA OpPraHU3auMM ynpasaeHua no cetu. MNo3BonfeT yAaneHHo
NOAKAOYUTLCA K LUKO3Y C KOMMbIOTEPA A1 HACTPOMKM 1 yNpaBaeHuS.

Set Telnet Status

Telnet Status * Enabled Disabled

Click "Update™ to save the new settings.

Update

— Telnet Status — cocTosaHWe AOCTYNa K YCTPOMCTBY No npoTokoay Telnet:
=  Enabled — npu yctaHoBAeHHOM dnare AOCTYN pa3peLleH;
= Disabled — npu yctaHoB/NeHHOM daare A0CTynN 3anpeLLeH.

HaxkmuTe KHonKy «Update» ans coxpaHeHUs BHECEHHbIX U3MEHEHUIA.

6.5 NMNogmeHio «QoS»

B noameHto «QoS» HacTpaumBatoTca GyHKUMM obecrneyeHMa KadecTBa obcnyxusaHua (Quality of Service).
HacTpoika napameTpos QOS BbINONHAETCA 414 KAaXKAO0T0 pagmMonHTepdeica.

QoS ncnonb3lyerTca anAa obecnevyeHUss MUHMMASbHbIX 3a4€epXKeK B nepeaaye AaHHbIX TAKUX CEPBUCOB, KaK

nepenaya ronoca no IP (VolP), Buaeo B pexume peanbHOro BpeMeHU U APYrux CEPBUCOB, YYBCTBUTE/bHbLIX KO
BpemeHu nepeaayum AaHHbIX.

Modify QoS queue parameters
Radio |1 ¥

EDCA Template Custom T
Queue AIFS cwMin cwMax Max. Burst
E:fotiacg) t |3 vz v] s
Data 1 - = =

AP EDCA parameters (Video) E ! 15 3.0
Data 2 = =
(Best Effort) 3 15 0
Data 3 -
(Background) ! 15 Y|[1023 ¥ 0

Wi-Fi Multimedia (WMM) * Enabled Disabled
Queue AIFS cwMin cwMax TXOP Limit
Data 0 v | [= v -
(Voice) 2 3 ! 7
Data 1 - = =

Station EDCA parameters |(Video) 2 ! 15 E
Data 2
(Best Effort) 3 T l115 v 0
Data 3 -
(Background) ! 15 Y1023 ¥ 0

No Acknowledgement on ® off

APSD * on Off

Click "Update” to save the new settings.

Update

— Radio — pagnounHTepdeiic, ona KoToporo 6yayT BbINOAHATLCA HACTPOMKM NnapameTpos QoS;
— EDCA Template — wabnoH c npegonpeneneHHbimm napameTtpamu EDCA:
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=  Default — HaCTPONKM NO YMONYAHMUIO;

= Optimized for Voice — onTMmabHble HAaCTPOMKM ANA Nepeaaym ronaoca;

= Custom — NoNb30BaTENbCKME HACTPOMKM;
AP EDCA parameters — Tabnnua HacTpoeKk napamMeTpoB TOYKM Aoctyna (TpaduKk nepepaerca ot
TOYKM JOCTYNA K KANEHTY):

=  Queue — npeponpeaeneHHble odyepean ANA Pa3IMYHOIo poaa Tpaduka:

— Data 0 (Voice) — BbICOKONPUOPUTETHAA oyepenb, MUHMMAbHbIE 334EeP*KKKU. B
AaHHOM oyepenn aBTOMATUYECKM 06pabaTbiBatOTCA AaHHble, YYBCTBUTENIbHbIE K
BpemMeHMu, Takme Kak: VolP, noTokoBoe B1Ae0;

— Data 1 (Video) — BbicOKONpUOpUTETHAA ovyepenb, MUHUMAJIbHbIE 3a4epXKKu. B
AaHHOM oyepeau ABTOMATUYECKHU obpabatbiBatoTcA BMAEOLAHHbIE,
YyBCTBUTEJIbHbIE K BPEMEHMW;

— Data 2 (best effort) — cpegHenpuopuTeTHas odepeab, CpeaHAs MNPONyCcKHan
CNocobHOCTb W 3aaep:KKa. B AaHHyt0 ouepedb oOTnpaBnseTca 60AbLUIMHCTBO
TPAANUMOHHDIX IP-0aHHbIX;

— Data 3 (Background) — HUW3KoNpuoOpWUTETHAA ouyepenpb, BbICOKAs MPOMNYCKHasA
CNOCo6HOCTb.

= AIFS — Arbitration Inter-Frame Spacing, onpezensieT BpeMsa oxuaaHua Kagpos (dpelimos)
[OaHHbIX, U3BMEPAETCA B C0Tax, NPpUHMMaET 3HavyeHuA (1-15);
=  cwMin — HaYaNbHOE 3HAYEHWE BPEMEHM OXKMAAHMA Nepes NOBTOPHOM OTNPaBKOM Kagpa,
3a[aeTcA B MUIINCEKYHOAX, NPUHUMAeET 3HaveHuna 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMin He MOXKeT NPeBbIWATb 3HaYeHne cwMax;
= cwMax — MaKCMManbHOE 3HAaYeHME BPEMEHU OXWOAHWUA MNepes NMOBTOPHON OTNPaBKOM
Kagpa, 3ajaetca B MUAAUCEKYHAAX, NpUHUMaeT 3HaveHuna 1, 3, 7, 15, 31, 63, 127, 255, 511,
1023. 3HaueHre cwMax AoNXKHO bbiTb 60/blLe 3HaYeHUA cwMin;
=  Max. Burst Length — napameTp Mcnoab3yeTcA TONbKO ANA AaHHbIX, NepefaBaembiX OT
TOYKM AOCTyna A0 CTaHUMWM KAneHTa. MakcuMmanbHaa g/MHa MakeTa, paspelleHHasa ansa
oyepezeli B 6ecnpoBoOAHON CeTH, NPUHUMAET 3HayeHua 0-999;
Wi-Fi MultiMedia (WMM) — coctosinne pabotbl ¢yHKummM WiFi Multimedia, KoTopasa nossonser
ONTUMMU3NPOBATb Nepesavy MyabTUMeAnNHOro Tpaduka no becnpoBoaHOM cpese:
= Enable — pyHKUMNA BKAIOYEH];
= Disable — pyHKLMA BbIKNIOYEHS;
Station EDCA parameters — Tabnuua HacTpoOeK NapameTPoB CTaHLMM KNMeHTa (TpaduK nepeaaercs
OT CTaHUMM KAMEHTa A0 TOYKM AOCTyNa):
=  Onucanue napameTpos Queue, AIFS, cwMin, cwMax npuseneHoO BbillE;
= TXOP Limit — napameTp MCNONb3YyeTCA TONbKO ANA AaHHbLIX, NepeAaBaemMblX OT CTAHUUMK
KAMEeHTa [0 TOYKM p[ocCTyna. BO3MOXKHOCTb nepefjayM — MWHTEpBasl BpPemMeHu, B
MUWAANCEKYHAAX, Koraa KaneHTckaa WME-cTaHumMA nmeet npaBa MHUUMMPOBATL Nepegavy
[aHHbIX Mo 6ecnpoBOAHON cpese K TOYKe AO0CTyna, MaKCcMmanbHoe 3HavyeHue 65535
MWNNCEKYHA,;
No Acknowledgement — npu yctaHoBneHHOM ¢nare «On» TOUYKa AOCTyNa He AO0/XKHA NpM3HaBaTb
Kagpbl QosNoAck KaK 3HaueHMe Knacca obcnyKnMBaHus;
APSD — npu ycTaHoBneHHOM dnare «On» ByaeT BKAOYEH PEXXMUM 3KOHOMUW SHEPTUU [AOCTaBKM
APSD, KOTOpbIN ABAAETCA METOAOM YMNPaBAEHUA NUTAHUA. [laHHbIA peXUM PeKoOMEHAYEeTCA, ecu
ana VolP-tenedoHOB A0CTYN K ceTM NpeaoCcTaBAseTca Yepes TOUKY AOCTyna.

HaskmuTte KHonKy «Update» ana coxpaHeHUa BHECEHHbIX U3MEHEHMA.
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6.6 MNoameHto «Email Alert»

B pasgene «Email Alert» BbinonHAETCS HacTpPOMKa OTCbINIKU CEPBUCHON MHPOPMALMU MO 3EKTPOHHOM

noute (Email).

Emailalert

Username

Password

Emailalert

Email Alert Configuration.

Email Alert Global Configuration

Admin Mode : down ¥

From Address H (Range: 1 - 255 characters)

Log Duration H 30 minutes (Range: 30 - 1440, Default: 30)
Urgent Message Severity H Alert v

Mon Urgent Severity H Warning r

Mail Server Address H (oocoocoocood Hostname max 255 Characters)
Mail Server Security H Cpen T

Mail Server Port : |25 (Range: O - 65535, Default:25)

To Address 1 H (Range: 0 - 255 characters)
To Address 2 H (Range: 0 - 255 characters)
To Address 3 H (Range: O - 255 characters)

Email Subject H Log meszage from AF (Range: 1 - 255 characters)

MailServer Configuration

(Range: 1 - 64 characters)

(Range: 1 - 64 characters)

Message Configuration

Update Test Mail

B pasgene «Email Alert Global Configuration» 3agatotcs rnobanbHble HacTPOMKK ansa GYHKUUM OTNPABKK
Email-coobeHunii.

Admin Mode — coctosiHne ¢yHKUmnmM oTnpaBkn Email-coobuieHnii Ha Touke goctyna:

= Up — yHKLMA BKAIOYEHQ;

= Down — GYHKUNA OTKNIOYEHa;
From Address — nouyTtoBbIl agpec oTnpasuTens, Hanpumep, AP23@foo.com. 3agaeTca cTpoka Ao
255 cmmB0ONOB;
Log Duration — nHTepBanbl BpeMeHW OTNPABKM HEKPUTUYHBIX COOBLLEHUIA, NPUHUMAET 3HAYEHUSA
30-1440. Mo ymonyanuio — 30;
Urgent Message Severity — ypoBeHb BaX}XHOCTU coobLLeHMIA, KoTopble 6yayT oOTnpasaeHbl
HeMeaJIeHHO;
Non Urgent Severity — ypoBeHb Ba*KHOCTU coObLLEHMIA, KOTOPble ByayT onpaBfeHbl B MHTEPBaNaxX
«Log Duration.

B paspene «EmailAlert MailServer Configuration» BbinosHseTcA HacTpoMKa NapameTpoB MOYTOBOIO
cepBepa M KAMeHTa.

Mail Server Address — appec NnoYTOBOro cepsepa, 3a4aeTcsa CTPoKa Bnaa XXX XXX.XXX.XXX;

Mail Server Security — nNpoTOKoA ayTeHTUPMKauMM Ha no4ytoBom cepsepe: Open, TLSv1. Mo
ymonyaHuto — Open;

Mail Server Port — Homep noOpTa MNOYTOBOrO cepBepa, NpPUHUMaEeT 3HadeHus 0-65535. Mo
YMOJIYAHMUIO YCTaHOB/IEHO — 25;

Username — msa No4TOBOTrO K/IMEHTA, 33[4a€TCA CTPOKA A0 64 CMMBONOB;

Password — napo/ib NOYTOBOTO K/IMEHTA, 3a[aeTCA CTPOKa A0 64 CMMBOOB.

B pasgene «EmailAlert Message Configuration» BbINONHAETCA HACTPOMKa MapaMeTPOB aBapUIMHOro

coobueHus:
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— To Address 1 —aapec nepBoro noayyartens coobuweHui;
— To Address 2 — appec BTOPOro nosyyaTensa coobuieHunii;
— To Address 3 — azpec TpeTbero noay4yatens coobuieHui;
—  Email Subject — TeKCT B TemMe nucbma.
HaxmuTe KHonKy «Update» ana coxpaHeHUs BHECEHHbIX U3MEHEHWIA.

[na oTnNpaBKM TECTOBOro cOO6LLEHMA HAaXKMUTE KHOMKY «Test Mail».MoameHto «LLDP»

B pasaene «LLDP» BbinonHAeTCcA HacTpoiKa paboTbl npoTokona LLDP (Link Layer Discovery Protocol).

LLDP Configuration

LLDP Mode @ Enabled Disabled

T¥ Interval |30 (Range: 5 - 32768 sec, Default: 30 sec)

FOE Priority | Unknown ¥

Click "Update” to save the new settings.
Update

— LLDP Mode — coctosiHue paboTbl npoTokona LLDP:
=  Enabled — npu yctaHoBneHHom ¢dnare LLDP akTuBeH;
= Disabled — npu yctaHoBneHHOM dnare LLDP BbIKAtOYEH;
— TXInterval — nHTepBan nocbinkm LLDP-coobuweHnii, npuHMmaeT 3HavyeHua 5-32768. Mo ymonyaHuto
yctaHoBneHo — 30 cekyHA;
—  POE Priority — npuopwuTeT, nepecbliaembiii B nosie «Extended Power Information».

HaxkmuTte KHonKy «Update» ana coxpaHeHUa BHECEHHbIX U3MEHEHMA.

6.7 NogmeHto «SNMP»

B pasgene «<SNMP» BbINONHAETCA HAaCTPOWMKa ynpasBaeHus ycTponctsom no SNMP.

SNMP Configuration

SNMP @ Epabled Disabled

Read-only community name (for permitted SNMP get operations) public (Range: 1 - 256 characters)

Port number the SNMP agent will listen to 161 (Rangs: 1025 - 85535,
Default: 161)

Allow SNMP set requests ®* Enabled Disabled

Read-write community name (for permitted SNMP set operations) private (Range: 1 - 256 characters)

Restrict the source of SNMP reguests to only the designated hosts or subnets Enabled ® Disabled

/Hos
Hostname, address, or subnet of Network Management System Goocaoocoocxood/Hostname

max 255 Characters)

IPvE hostname, address, or subnet of Network Management System (XXX XXX HXAKEXKHK T KKK XKXX XXAX XX/ Hostname max 255
Characters)

Trap Destinations

Hostname or IP or IPvE Address
(3003030300300 3000 MK 0N T 0K DO LK DR L e/ Hostnamee
max 255 Characters)

Community name

Enabled Host Type SNMP version (Range: 1 - 256 characters)
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—  SNMP — BKAtoueHne/BbIKAOYEHME YnipaBaeHna ycTpoiicteom no SNMP:

=  Enabled — npn yctaHoBneHHoOM ¢nare SNMP aKTuBeH;
= Disabled — npu yctaHoBneHHOM ¢pnare SNMP BbiktOYEH;

— Read-only community name — naponb ana read-only 3anpocos, 3agaeTca cTpoKa 40 256 cMmBo10B;

—  Port number the SNMP agent will listen to — Homep nopTa npnema/otnpaskm SNMP-coobuieHui,
npuHMmaeTt 3HavyeHuna 1025-65535, no ymonuaHuio 161;

— Allow SNMP set requests — pa3peLlnTb/3anpeTuTb KOHPUrypupoBaHme ycTpoictea no SNMP:

®  Enabled — pa3pelwnTb KOHOUTYpUpoBaHMe ycTpolictea no SNMP;
= Disabled —3anpeTuTb KOHPUTYpUpoBaHMe ycTpoicTea no SNMP;

— Read-write community name — naponb pnsa read-write 3anpocoB, 3agaetcA CTpoka Ao 256
CMMBONOB;

— Restrict the source of SNMP requests to only the designated hosts or subnets — npyHumaTtoe SNMP
3anpocbl TOAbKO C YKasaHHbIX agpecos, 3agaetca IP-agpec B Bnge XXX XXX XXXXXX wan nma
XOCTa;

— Hostname, address, or subnet of Network Management System — umsa, agpec unmn noacetb IPv4, us
KOTOpOWM pa3pelweHo npuHMmaTb SNMP-3anpochi;

— IPv6 hostname, address, or subnet of Network Management System — ums, agpec UAn NoaceTb
IPv6, n3 KoTopoii pa3pelieHo npuHMmate SNMP-3anpocsi;

— Community name — CTPOKa, acCOLUMPOBAHHAA C NepeaaoLwmmmMca Tpanamu;

— Enabled Host Type SNMP version — conocTaBieHuMe agpecoB nonydatenen SNMP-Tpanos c
Bepcnamm SNMP-Tpanos, a Takxe Bepcuelt IP-npoToKkona.

HaxkmuTte KHonky «Update» gna coxpaHeHUa BHECEHHbIX U3MEHEHMIA.

B nogpasaene "Debug Settings" BbINONHAETCA HAaCTPOMKA OTNPaBKN OTNAA04HbIX COOBLWEHUNA.

Debug Settings

(Range: 0 - 256 characters, empty string for 'no debug', 'ALL', or
‘traps,send’ - any tokens without spaces)

Debugging output tokens

Dump sent and received SNMP packets Enabled ® Disabled
Logs to Don't log v

Logs to specified files fvar/log/snmpd.log (Range: 1 - 256 characters, Default: /var/log/snmpd.log)
Logs priority level Emergency ¥ | (for Standart output, Standart error and File logs output)

Logs priority range From | Emergency ¥ |to|Emergency Y |(only for Syslog output)

Transport # upp [ Juoes ¥ Tce [ TcPs

Click "Update”™ to save the new settings.
Update

— Debugging output tokens — naeHTUdUKATOP rPynnbl OTAAA04YHbIX COOBLLEHWNN;
— Dump sent and received SNMP packets — BbIBOZ B IOT COAEPHKMMOTO NPUHUMAEMBbIX U NepenaBaemMblxX
SNMP-coobuieHunis;
— Logs to —ykasaHue mecTa BbIBOAA /IOra:
= Don't log — He BbIBOAUTb /IOT;
= Standart error, standart output — BbIBOA, B KOHCO/Ib;
= File — BbiBOA B daiin;
= Syslog — Syslog-BbiBOS;
— Logs to specified files — ykasaHue daina ana sbiBoga /ora;
— Logs priority level — BbI6bop ypOBHA BbIBOAUMBIX /IOFOB, YKa3blBAaETCA NPWU BbIBOAE /IOFa B KOHCO/b UK
daiin;
— Logs priority range — yKkasaHue AMana3oHa ypoBHel noros ana Syslog-BbiBoAa;
— Transport — TPAHCNOPTHbIN NPOTOKOJ, UCMOAb3yeMbIN ana nepegadn SNMP-coobLieHuUIA.

Haxkmute KHonKy «Update» ans coxpaHeHUs BHECEHHbIX U3MEHEHUIA.
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6.8 MogmeHto «Time Settings (NTP)»

B pasgene «Time Settings (NTP)» BbiNnoNHSAETCA HAaCTPOMKa JIOKA/IbHOTO BpeMEHMU YCTPOMCTBa.

Modify how the access point discovers the time

System Time (24 HR) Mon Jul 18 2016 11:36:39 RFT

Set System Time Using Metwork Time Protocel (NTP)

® Manually

System Date July |18 ¥ || 2016 ¥
System Time (24 HR) 11¥|:/367
Time Zone Russia (Moscow) v

Adjust Time for Daylight Savings

Click "Update” to save the new =ettings.
Update

— System Time — TeKylee CUCTEMHOE BpeEMSA;
— Set System Time — Bbl6op cnocoba yCTaHOBKN BPEMEHMU:
= Using Network Time Protocol (NTP) — aBTomMaTuMyeckasa ycTaHOBKa C nomouibto NTP-
npotokona. Mpu BblbOpe paHHOro cnocoba ANA pefaKkTMPOBaHUA OyayT AOCTYMHbI
cnepgywowme nons:

—  NTP Server IPv4/IPv6 Address/Name — IPv4-agpec, IPv6-aapec unn mnms xocta NTP-
cepsepa. Ecnv He ykasatb cepsep — 6OyaeT MCNONb30BaTbCA MMA cepBepa
nony4eHHoro 8 onumn DHCP;

— Time Zone — BpemeHHas 30Ha, No yMoA4YaHUIo ycTaHoBaeHo - USA (Pacific);

— Adjust Time for Daylight Savings — npu ycTtaHoBneHHoOM ¢are BbINOJHAETCA
aBTOMATUYECKUIN nepexon Ha neTHee Bpems (DST), ans pefakTMpoBaHus 6yayTt
OOCTYMHbI CieaytoLLne nons:

*  Manually — pydyHaa vycTaHoBKa BpemeHW. [lpu Bblbope pJaHHOro crnocoba Ans
pefaKkTMpoBaHMA byayT AOCTYMNHbI cregytowme noas:

— System Date — ycTaHOBKa AaThbl;

— System Time — yCTaHOBKa BPEMEHMU.

HaxkmuTte KHonky «Update» gns coxpaHeHUs BHECEHHbIX U3MEHEHUIA.
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7 MEHKO «SNMPV3»

MeHio «SNMPv3» npegHasHayeHO AN KOHOUIYpMpOBaHWUA MpPaB B3aMMOAENCTBUS € GYHKLMOHA/NIOM

YCTpOIiCTBA Npu NnomoLm npoTtokoaa SNMPv3.

7.1 NogmeHio «<SNMPv3 Views»

B nogmeHto «<SNMPv3 Views» dopmupyetca onmcaHue gepesa unmn nogaepesa OID, a TaKKe BK/AOYEHUE

Unn NCKao4YyeHne nogaepesa ms 0630pa.

SNMPv3 Views Configuration.

View Name Type oD Mask
(1 -32 characters) ¥p (max 256 characters) (max 47 characters)

included v

SNMPV3 VIEWS |yigw-all----included----.1----
view-none----excluded----.1----

=

EmMove

Click "Update” to =save the new settings.
Update

Add

— View Name — vmsa gepesa naun nogaepesa MIB, 3agaetca cTpoKa 4o 32 CUMBOOB;

—  Type — BKNOUYUTb WU UCKIOUUTL Nnogaepeso MIB ns ob3opa:

=  jnclude — BKNOYUTD;
= excluded — ncknounTb;

— OID - cTtpoKa OID, onucbiBatowan NoAAepeBO, BK/AOYAEeMOe WKW UCKAoYaemoe u3 0630pa,

3a[a€eTcA CTPOKa A0 256 cMMBONOB;

— Mask — macKa, 3agaetca B popmaTe xx.XX.xX(.).. paamepom He 6osee 47 CUMBO/OB, UCNOJb3yeTCA

Ana GopMUpPOBaHUSA HEOBX0AMMOro NoALepeBa B paMKax yKasaHHoro OID;

—  SNMPv3 VIEWS — cnUCOK CyLLeCTBYOLWMX NPaBu.

Ona pobasneHna NpaBuaa HaXKMUTE KHOMKY «Add».

Ons ynaneHus npasuna B none «<SNMPv3 VIEWS» BbibepuTe 3anmch U HaxKmMUTe KHOMKY «Removey.

Haxkmute KHonKy «Update» ona npumMeHeHUs 1 CoOXpaHeHUs BHECEHHbIX U3MEHEHWH.
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7.2 NogmeHto «SNMPv3 Groups»

B noameHo «SNMPv3 Groups» BbINoAHAETCS ¢GOPMUPOBaAHME TPyMNn C  Pas/INYHbIMU  YPOBHAMM

6830I'IaCHOCTVI, NPUMEHEHHbBbIMU K NpaBuiam o63opa AepeBbeB U NOo4OEPEBLEB.

SNMPv3 Groups Configuration.

Name

(1 - 32 characters) Security Level Write Views Read Views
nofuthentication-noPrivacy T || view-all v || view-all ¥ || Add

SNMPY3 GROUPS [RQ--authPriv--view-none--view-all
RW--authPriv--view-all--view-all

Remowve

Click "Update” to save the new settings.
Update

Name — numa rpynnel, 3agaeTca CTpoKa A0 32 CUMBOIOB;
Sequrity Level — ypoBeHb 6e3onacHOCTU A8 rpynnbl:

= noAuthentication-noPrivacy — He ncnonb3syetca ayTeHTUOUKaLMA U WndpoBaHME AAHHDIX;
= Authentication-noPrivacy = — wucnonb3yetcAa ayTeHTUPUKAUMSA, HO He WCMOoJb3yeTcs
wudpoBaHne gaHHbIx. [Mpu  oTtnpaBke SNMP-coobuweHuin gna  ayTeHTUdMKaLUK

ncnonbsyetca MDS5 kntou 1 napons;

= Authentication-Privacy — ncnonb3yetcs ayTeHTUOMKauma u WwudpoBaHue AaHHbIX. Mpu
oTnpaske SNMP-coobuieHnn ansa ayTeHTMdUKaLmMmn ncnonbsyetca MD5 Kaod/naponb, ans

wndpoBaHNA AaHHbIX Mcnonb3yeTca DES Kntou/napons;

Write Views — Bbibop aepesa/noaaepesa OID, 4OCTYNHOro AN 3anucu:

= write-all — rpynna moxeT co3aaBaTb, U3MEHATb U yaanaTb 6asbl MIB;

= write-none — rpynne He pa3peLleHo co34aBaTb, U3MEHATb U yaanaTb 6a3bl MIB;
Read Views - Bbibop aepesa/noaaepesa OID, 4OCTYNHOrO ANA YTEHMA:

= write-all — rpynne paspelweH NpocmoTp 1 YTeHne scex MIB dainos;

= write-none — rpynne He pa3peLleH NPocMmoTp 1 uteHne MIB daiinos;
SNMPv3 GROUPS — CNMCOK CYLLLeCTBYIOLMX rpynn.

[na pobaBneHna rpynnbl HAXKMUTE KHOMKY «Add».

Ona yaanenua rpynnbl B none « SNMPv3 GROUPS» BbibepuTe 3anuch U HaxKMUTE KHOMKY «Removey.

HaxkmuTe KHonky «Update» ana npmeHeHMA 1 coxpaHeHUs BHECEHHbIX U3MEHEHWN.
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7.3 NopgmeHo «SNMPv3 Users»

B noameHto «SNMPv3 Users» npoucxoauTt co3gaHuWe Mnosb3oBaTesield M MapameTpoB WX A0CTyna,
paboTatoLmx ¢ yCTPocTBOM no npotokoay SNMPv3.

SNMPv3 User Configuration.

Name —_ Authentication Key Encryption Key
(1 - 32 characters) Group Authentication type (8 - 32 characters) 18 - 32 characters)

RO ¥ [|MD5 hd DES hd Add

Encryption Type

SNMPw3 USERS

Click "Update” to save the new settings.
Update

— Name — vumsa nonb3oBaTens, 3a4aeTcA CTPOKA A0 32 CMMBO/IOB;
— Group —rpynna, co3gaHHaa B noameHto «SNMPv3 Groups»;
— Authentication type — Tn ayTeHTUdMKauMmn ana ncnonbsosaHma SNMP-3anpocos:
= MD5 — TpeboBaTb NPOBEpPKY MOAJMHHOCTM Mno anroputmy MD5 ana SNMPv3-3anpocos

nosab3oBaTens;

= None — npu nepegaum SNMPv3-3anpocoB OT AaHHOro Mo/sib3oBaTensa He Tpebyetcs
ayTeHTUOUKauus;

— Authentication Key — Knod ayTeHTUPMKaUMM, 3aJaeTca CTpoka oT 8 go 32 CcMMBOJIOB.

Ncnonb3yetcs, ecam B none «Authentication type» BbibpaTb 3HaueHMe «MD5»;
—  Encryption Type — Tvn wndpoBaHua:
= DES - uncnonb3oBatb anroputm wudposaHus DES ana SNMPv3-3anpocos nonb3osartens;
=  None — npu nepegayn SNMPv3-3anpocoB OT AaHHOFO Nonb3oBaTensa WKUPpPoBaHUE He
TpebyerTcs;
Encryption Key — kntod wndpoBaHMA, 3a4aeTcA CTPOKa oT 8 Ao 32 cumBooB. Mcnonb3yeTca, ecnm B
none «Encryption Type» BblbpaTb 3HaueHne «DES».

Ona pobaBneHns Nonb3oBaTeNs HaXKmuTe KHonky «Add».
Ons yonaneHus nonbsoatens B none «SNMPv3 USERS» BbibepuTe 3annCh N HAaXKMUTE KHOMKY «Remove».

Haxkmute KHONKy «Update» Aana npumeHeHnA U CoxXpaHeHnA BHECEHHDbIX N3MEHEHUN.
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7.4 NogmeHio «SNMPv3 Targets»

B noameHto «SNMPv3 Targets» BbINOAHAETCA HACTPOMKA TPAMOB OT YCTPOMCTBA Ha onpegeneHHbln |IP-
agpec, nopt UDP n nonb3osatens.

SNMPv3 Targets Configuration.

IPvIPvE Addres s (., oo

Port (1 - 65535) Users
MO OO KKK KKK

Y || Add

SNMPv3 TARGETS

Remove

Click "Update” to =save the new settings.
Update

— IPv4/IPv6 Address — appec IPv4 unu IPv6, Ha KoTopbiid 6yayT oTnpasaeHbl Tpanbl;
—  Port—nopt UDP, Ha KOTOpbIV ByayT OTNpaBAeHbl TPaMbl, MPUHUMAET 3Ha4YeHna 1-65535;
— Users — uma nonb3osatesia, KOTopomy byayT oTnpasB/eHbl Tpanbl.

Ona pobaBneHusa Npasuaa OTNPABKM TPANOB HAXKMUTE KHOMKY «Add».

Ons ypaneHua npasuaa oTnpaBku TpanoB B none «SNMPv3 TARGETS» BbibepuTe 3anucb M HaxmuTe
KHOMKY «Remove».

HaxkmuTte KHoMKy «Update» ana npumeHeHns 1 cCoxpaHeHUA BHECEHHbIX U3MEHEHNI
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8 MEHIO « MAINTENANCE»

JaHHbI pasgen Web -uHTepdeiica npegHasHayeH ana obuwiero ynpasieHWs YCTPOMCTBOM: BbIrpy3Ka,

3arpysKa, YCTaHOBKa KOHQUrypaumm no ymonyaHuto, obHosneHve MO, nepesarpyska yCTPOMCTBA, a TaKke ANs
onepauuii otnagku: cHudoduHra TpadurKa, NPOXoAAWEro Yepes TOYKY AOCTYyMa M BbIrPy3Ka AMarHOCTUYECKoWn
nHdopMaLUUM No yCTPOICTBY.

8.1 NoameHto «Configuration»

cbpoc ycTpoicTBa K KOHGUIypauumn No yMoYaHUIO U Nepesarpyska ycTpoicTaa.

Manage this Access Point's Configuration

To Restore the Factory Default Configuration ...

Click "Reset" to load the factory defaults in place of the current configuration for this AP.

Reset

To Save the Current Configuration to a Backup File ...

Click the "Download™ button to save the current configuration as a backup file to your PC.

To save the configuration to an external TFTP server, click the TFTP radio button and enter the TFTP server information.

Download Methoed  ® {r7p TFTP

Download

To Restore the Configuration from a Previously Saved File ...

Browse to the location where yvour saved configuration file is stored and click the "Restore" button.
To restore from a TFTP server, click the TFTP radic button and enter the TFTF server information.

Upload Method * HTTE TFTP

Configuration File Buifiepute gain | fain He seibpaH

Restore

To Save the Startup Configuration to a Backup File or to Mirror file ...

To Save the Startup Configuration to a Backup File or to Mirror file

® Startup Configuration
Source File Name: Backup Configuration
Mirror Configuration
Startup Configuration

Destination File Name: : ’
®' Backup Configuration

Click "Update” to save the new settings.
Update

To Reboot the Access Point ...

Click the "Reboot” button.

Reboot

nepesarpysutca. 3To 3aiMeT HECKOIbKO MUHYT.

/

C6poc K 3aBOACKMM HAacTpoKam NpuBeaeT K yAaNeHUIo Bcelt KOHGUrypauum ycTpoicTea, B TOM
uuncne u IP-apgpeca gna pocrtyna K ycrpoictsy. Mocne BbINOJHEHUA [aHHOW onepaLyun BO3MOXKHaA
noTeps CBA3M C YCTPOMCTBOM.

B noameHio «Configuration» npousBoamuTcAa 3arpy3ka M BbIrpy3ka KOHOUIypauum yCTPOWCTBA, a TaKxke

Reset — cbpoc ycTpoicTBa K 3aBOACKMM HacTpoliKam. [ocne cbpoca yCTPOWCTBO aBTOMATUYECKM
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— Bbirpyska tekyueit koHpurypaumm B backup ¢aiin. Boirpyska KoHOUrypaumm ycTpoicTBa MoXKeT
OCYLLECTBAATLCA ABYMSA MeToAdaMu: Bbirpy3ska 4epe3 HTTP (Ha MK) m Bbirpy3ska vepes TFTP-
NpoToKon (Ha ctopoHHKit TFTP-cepBep);

= Bbirpy3ka uepe3 HTTP. YcraHosute ¢nar «Download Method» B 3HaueHue «HTTP».
HaxmuTte «Download» 1 B gManoroBom okHe BblbepuTe NyTb ANA COXpaHeEHUA ¢daina Ha
nK;

=  Bbirpy3ka yepes TFTP. YcraHoBuTe dpnar «Download Method» B 3HaueHue «TFTP». B none
«Configuration File» ykaxute mmsa daiina, B KoTopom OyaeT coxpaHeHa KoHourypauma
ycTpoiictBa. Uma daina ob6sa3aTesibHO AOMKHO cofeprkaTb pacwupeHue .xml. B none
«Server IP» yKaxuTte IP-agpec TFTP-cepBepa, Ha KoTopom byaet coxpaHeH backup-daiin.
Haxkmute «Download» gnsa Hayana Bbirpysku dainna.

— 3arpy3sKka coxpaHeHHOi KoHduUrypaumum B yCTPOMCTBO. 3arpyska KoHOUrypaumm B YCTPOMCTBO
MOXKET OCYLLEeCTBAATbCA ABYMSA MeTogamu: 3arpyska yepes HTTP (c MK) u 3arpyska yepes TFTP-
npoToKo (co cTopoHHero TFTP-cepsepa).

Mpu 3arpyske backup-daitna KoHpuUrypayum B ycTpoiictee npomMsongeTr npumeHeHMe BCex
napameTpos 13 ¢aiina, Bkaoyas Management VLAN u IP. B cayyae ecnu 6ypert 3arpyKeH ¢daiin
KOH}Urypauum gpyroro yCTpoicTea, TO BCaeACTBUE NPpUMeHeHUs vyxoro IP uam Management
VLAN moKeT nponacTtb CBA3b C YCTPOACTBOM.

.h

= 3arpysKka uyepe3 HTTP. YcraHoBute ¢pnar «Upload Method» B 3HaueHune HTTP. Haxkmute
«Bblbepute daiin» n B ANanoroBom oKHe BblbepuTe MyTb K coxpaHeHHomy dannay backup
Ha MK. HaxkmuTe «Restore» a5 Hayana 3arpysku aiiia KoHoUrypaumm B yCTPOMCTBO.

= 3arpy3ka uepe3 TFTP. YcraHosuTe ¢nar «Upload Method» ponxkeH 6biTb yCTaHOBNEH B
3HayeHne TFTP. B none «Filename» yKaxkute mma daiina, KoTopblit ByaeT 3arpyxeH B
ycTponcteo. Mma daiina obasatenbHO A0MKHO coaeprkaTb pacwupeHue .xml. B none
«Server IP» ykaxute IP-agpec TFTP-cepsepa, Ha KoTopom coxpaHeH backup-dann.
Haxkmute «Restore» ans Havana 3arpy3ku panna.

— Bbirpyska tekyuwieii KoHdurypauum B backup-daitn B sHeproHesaBucuMyto NamaATb YCTPOACTBA U
3arpy3Ka COXpaHeHHO KOHPUrypaLumn us sHeproHe3aBUCUMOI NamMATU YCTPOMCTBA.

= Source File Name — nma ¢aiina UCTOYHMKA KOHOUrypaumm (Startup nam Backup).

= Destination File Name - wuma d¢aitna, B KoTOpblit Oyaer 3anucaHa BblbpaHHas
KOHUrypauus.

Reboot — nporpammHasn nepesarpysKka ycTpoicTsa.
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8.2 NogmeHto «Upgrade»

B noameHto «Upgrade» BbinonHAaetcs obHoBneHne u cmeHa O ycTponctBa. B ¢dumsmnueckolt namatu
YCTPOMCTBA O4HOBPEMEHHO CoAepXUTCa ABa obpasa MO. Ecan oanH 13 06pa3oBs yCTPOICTBA Bbilen U3 CTPOS, TO
3arpysKka byaer BbinoaHeHa ¢ Apyroro obpasa M0. OgHOBPEMEHHO B YCTPOMCTBE MOXET BbiTb aKTUBEH TO/bKO

oAauvH obpas.

Manage firmware

Model Eltex WEP-1Zac:rev.B
Firmware Version
Primary Image: 1.9.0.262
Secondary Image: 1.9.0.261

Switch

Uplcad Method ® HTTRP TFTE

Mew Firmware Image | BuiepuTe daiin | ¢alin He seibpad

Upgrade

.‘

— Model — mogenb ycTpoiicTBa;

—  Primary Image — Bepcus MO akTMBHOro o6pasa (Tekywasn sepcus NO);

— Secondary Image — Bepcua MO pesepBHOro obpasa (He UCNoNb3yeTcA B AaHHbIA MOMEHT);
—  Switch — 3arpy3uTb O ycTpoiictBa ¢ pe3epBHOro obpasa. Mpu BbINOJHEHUN AAHHOW onepauun
aKTMBHbIM 06pa3 nepenaeT B pe3epBHOE COCTOSIHME, A PE3epPBHbIA — B aKTUBHOE. YCTPOWUCTBO

dBTOMATUYECKUN Nepe3arpy3snTtca M YCTAaHOBUT B Ka4eCTBe aKTUBHOTIO pe3epBHOE no.

O6HoBneHne MO ycrpoiictBa. lpu o6HoBAeHMM MO ycTpoictBa dain NPOWMBKM 3arpyKaetca Ha
YCTPOMCTBO M CTAaHOBUTCA aKTMBHbIM (Primary Image). Mpu 3Tom TeKywmin 06pa3 nepemeLLaeTcs Ha NO3ULMIO
«Secondary Image». ABTOMaTMYeCKM MPOUCXOOMT MNepesarpyska ycTpoiCcTBa M OHO 3arpysKaetcs ¢ MO, KoTopoe
COOTBETCTBYET 3arpy*KeHHoMy 06pasy.

3arpyska ¢anna MO Ha ycTPOMCTBO MOXKET npon3BoanTbes Yepes HTTP namn TFTP-npoToKkon.

— 3arpy3ka uepe3 HTTP. YcrtaHosute d¢nar «Upload Method» B 3HaueHue HTTP. Haxmute
«Bblbepute ¢aiin» M B AMANOroBomM OKHe BblbepuTe nytb K danny MO Ha K. Haxmute

«Upgrade» ansa Hayana 3arpy3ku BblbpaHHoro ¢anna MO B yCTPOIACTBO.

— 3arpy3ka uepe3 TFTP. YcraHosute ¢nar «Upload Method» B 3HaueHne TFTP. B none «Image
Filename» ykaxute uma daiina MO, KoTopbit OyaeT 3arpy)keH B ycTpoictBo. Mma daiina
o0b6A3aTeNnbHO JOMKHO cogepkaTb pacwmpeHue .tar. B none «Server IP» ykaxute IP-agpec TFTP-
cepBepa, Ha KoTopom coxpaHeH dainn MO. Haxkmute «Upgrade» ana Havana 3arpysku dpaina.

B npouecce o6HoBneHuA MO ycTpoiicTBa He OTKAIOYaANTe NUTaHUe YCTPOMUCTBA, a TaKKe He

ob6HoBAAITe M He meHsliTe Tekywylo Web -ctpanunuy ¢ nporpecc-6apom o6HoBAeHUSA.
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8.3 NoameHto «Packet Capture»

B noameHto «Packet Capture» peannsoBaHa BO3MOXKHOCTb GOPMMPOBAHMA U BbITPY3KM Aamna TpaduKa C
oAHoOro us uHtepdelicos ycrpoiictea B ¢ann c popmatom PCAP. Mocne BbibOpa napameTpoB 3anucu gamna
TpaduKa, CTapTa 3anMcu, OCTAHOBKM 3aMnCK U BbIrPy3KK dalina gamn MOXKHO NPOoaHaM3MpPoBaTh CNeLMabHbIMK
nporpammamu, Hanpumep, Wireshark.

Packet Capture Configuration and Settings

Click "Refresh” button to refresh the page.
Refresh

Packet Capture Status ...

Current Capture Status Remote capture in progress
Paclket Capture Time 00:54:51
Packet Capture File Size 0 KB

Stop Capture

Packet Capture Configuration ...

Enabled Dizahled

Capture Beacons .

Promiscucus Capture )

Client Filter Enable

Client Filter MAC Address WLAN client MAC
00:37:6d:fb:1f:5b address filtering

applies only to radiol
or radio2 interface.

Click "Update™ to save the new settings.

Update

Packet File Capture ...

Capture Interface radiol v
Capture Duration 300 Seconds (range 10 to 3600)
Max Capture File Size 64 KB (range 64 to 4096)

Click "Update™ to save the new settings.

Update

Start File Capture

Remote Packet Capture ...
Remote Capture Port (2002 (Range:1025-65530, Default: 2002)

Click "Update” to save the new settings.
Update

Start Remote Capture

Packet Capture File Download ...
¥ Use TFTP to download the capture file

TFTF Server Filename apcapture.pcap

Server [P 0.0.0.0

Download

Ana 06HOBNEHNA MHGOPMALMM Ha CTPAHMLE HAXKMUTE KHOMNKY «Refresh».

Packet Capture Status — B pasgenie BbINOJHAETCA NMPOCMOTP MHPOPMALUM M OCTAHOBKA 3anucu damna
TpaduKa.

— Current Capture Status — TeKywmi cTaTyc 3anucu  damna  TpaduKa  (3anuch
3anyuieHa/octaHoBAeHa);

— Packet Capture Time — Bpema 3an1cu gamna Tpaduka;

— Packet Capture File Size — pa3amep 3anncaHHoro gamna tpaduka.

[na oCTaHOBKM 3anuMcK gamna TpaduKa HaxkMmUTe KHoMKy «Stop Capture».
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Packet Capture Configuration — 8 pasaene BbiNnoNHAETCA HAacTPOIiKa NapamMeTpoB 3anucK gamna Tpaduka:

— Capture Beacons — ecnv yctaHoBneH ¢nar B nonoxeHue «Enabled» - 3anucbiBaTh B 4amn Beacon-
nakeTbl, eCN yCTaHOBAEH dnar B nonoxeHue «Disabled» - He 3anucbiBaTh;

— Promiscuous Capture — 3anucbiBaTb B Aamn BCE NPUHUMaemble PaanOUHTEPdENCOM NAKETHI,
BK/IOYaA NaKeTbl, HenpeaHasHa4YeHHble 419 AaHHOW TOUYKKM A0CTYNa;

— Client Filter Enable — 3anucbiBaTb B @M TOJIbKO T NaKeTbl, KOTOpble NPUXOAAT OT OnpeaeneHHOro
nosib3oBaTens;

— Client Filter MAC Address — MAC-agpec KnneHTa, TpapuK KOTOPOro A0/IKeH oTPUAbTPOBbLIBATHCS B
Aamn.

HaxkmuTe KHonKy «Update» ana coxpaHeHUa BHECEHHbIX U3MEHEHMA.
Packet File Capture — B pasaene BbINO/IHAETCA HAaCTPOMKa NapameTpoB 3aMycKa 3anucu gamna TpaduKa:

— Capture Interface — uma nHTepdeiica ycTPoncTea, ¢ KOToporo byaeT NPoM3BOAMTLCA 3aNUCh AaMna
Tpaduka (eth0 - GE1, ethl — GE2, wlanOvapl — BupTyanbHaa ceTb 1 Ha 6ecnpoBogHOM
uHTepoderice 0);

— Capture Duration — apnutenbHocTb 3anucy aamna (ot 10 cekyHa Ao 1 yaca);

— Max Capture File Size — makcumanbHbIA pasmep gamna (ot 64 o 4096KB);

— Update — npumeHeHVe NapaMeTpOB 3aMycKa 3anmcu TpaduKa;

—  Start File Capture — 3anycK 3anucu gamna Tpadumka ¢ yCTaHOB/IEHHbIMM NapameTpamu.

Remote Packet Capture — B pasaene BbINONHAETCA yAa/eHHas 3anucb gamna TpaduKa:

YcTpoictBo noaaep:kusaeTr npoTtokosn RPCAP, nossonsawowmii NpousBoAnTb 3anmcb gamna TpaduKka ¢
nHTepdelica yCTPoONCTBa Ha yAaNEeHHOM MallMHE B PEXMME OHaMH.

— Remote Capture Port — Homep nopta (oT 1025 ao 65530), KOTOPbIA CAYKUT ANA NOAKAKYEHUA
YAANeHHOW MalLUHbI.

Ons npumeHeHuns napameTpa «Remote Capture Port» HaxkmuTe KHonKky «Update».
Ons crapta RPCAP-cepBepa Ha ycTpolicTBe HaxkmmnTe KHonKy «Start Remote Capture».

Mocne ctapta RPCAP-cepBepa Ha yaaneHHOW MaluMHEe HYXHO NOAK/OYMUTLCA K TOYKE A0CTyna, UCNoNb3ya
Management IP Ha nopT Remote Capture Port, ucnono3ya RPCAP-npoToKon. Hanpumep, 3TO MO*KHO BbINOJIHUTL C
nomolbto nporpammsl Wireshark. 3atem, HeobxoAMMO MONYUYMTb CMMUCOK WMHTepdeicoB aAna cHudoduHra ot
YCTPOWMCTBA, BbIOPaTb O4MH U3 HUX U 3aNyCTUTb CHATUE Aamna C yaaneHHoro nHtepdeiica.

Packet Capture File Download — B pa3aene BbiNo/AHAETCA BbIrPy3Ka 3anMcaHHOro agamna Tpaduka:
Bbirpyska gamna moxxet nponssogmtbca yepes HTTP unm TFTP-npoTokon.

—  Boblepy3ka yepe3 HTTP. ®nar «Use TFTP to download the capture file» ponxeH 6biTb CHAT. HaxkmuTe
«Download» 1 B gManoroBom okHe BbibepuTe NyTb A1A cOXpaHeHUa gamna Ha [K;

—  Bolepyska yepe3 TFTP. ®aaz «Use TFTP to download the capture file» ponxeH 6bITb ycTaHOBNEH. B
none «TFTP Server Filename» yKaxute nma daina, B KOTOPom byaeT coxpaHeH aamn TpaduKa Ha
TFTP-cepBepe. Umsa dainna ob6s3aTenibHO AO/IKHO coAepyKaTb paclmpeHune .pcap. B none «Server
IP» ykaxuTe IP-agpec TFTP-cepBepa, Ha KoTopbln byaeT oTnpasneH gamn TpaduKka. Haxkmute
«Download» ana Havana BbIrpPy3KM damna.
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8.4 NogmeHto «Support Information»

B noameHto «Support Information» BbINONHAETCA BbIrPy3Ka M3 YCTPOWCTBA B BUAE TEKCTOBOro daiina Bceit
MHPOPMaLMKN O Hem (KOJIMYECTBO MamATH, 3aMyLLeHHble NPOLEecChbl, KOHOUTYpaLna) Ha TEKYLLMIA MOMEHT ANS
nociaesyoLLero aHaamsa coCToAHNA YCTPOMCTBA, AMArHOCTUKM, BbISiBNEHUA Npobaem.

Support Information

Tao download the diagnostic information for support, click "Download” button.
Crownload

— Download — Bbirpyska TekctoBoro ¢aina B RTF-bopmaTe 13 ycTpoictea no npoTtokoay HTTP Ha
KomnbtoTep. Mocne HaXKaTuA AaHHOM KHOMKM NOABAAETCA ANANOroBOe OKHO, B KOTOPOM TpebyeTca
yKasaTb NyTb Ha IOKa/IbHOM KOMMbtOTEPE A1A coOXpaHeHus daiina.
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9

KOHd)VII'ypaLI,VII-O 0,C|,HOI7I M3 TOYEK O0CTyNna 3T USMEHEHUA NPUMEHATCA ON1A BCEX TOYEK, HAaXOOAWMXCA B Knacrtepe.

Y
Y
Y

MEHIO «CLUSTER»

B meHo «CLUSTER» onucbiBaeTca paboTa M HaCTpoOMKa YCTPOMCTB B peXMMe Kaactepa. Pexkum Knacrepa
NMo3BO/IAET HAaCTpamMBaTb B CETU BCEro OAHY TOYKY AocTyna (macTtep). OcTanbHble TOUKM MpU BKAOYEHUU ByayT
Haxo4MTb B CETM MacTepa U KONMMpPOoBaTb C HEro KoHGUrypaumio. B nocneayrowem npu BHECEHUN U3MEHEHUI B

YcTpoiicTBo MmoxKeT paboTaTb B KaacTepe TO/NbKO ecau oTKAoueHbl WDS (Wireless Distribution

System) n WGB (Work Group Bridge).

Ona pa6otbl B Knactepe Management Ethernet uHTepdeiic Bcex Touek AOMKEH HaXxo4UTbCA

BHYTPU O4HOM ceTn.

Pexxum paGOTbI B K/1aCTepe BK/1l0YEH Ha YCTPOﬁCTBe no YMOJ14YaHUIO.

9.1 NoameHto «Access Points»

B noameHto «Access Points» BbinonHaeTca BKﬂIOLIEHMG/BbIKﬂIOLIeHVIe pexunma Knacrepa, MOHUTOPUHT
COCTOAHUA pexnma U COCTaBa TOYEK AO0CTyNna B K/1acTepe, KOHd)VII'prpOBaHME 6a30BbIX napamMeTpoB KacTtepa.

This access point is operating in stand-alone mode...

Clustering: | Off v

Update

Manage access points in the cluster

This access point is operating in stand-alone mode, and is not managed as part of a cluster. You can choose to manage this access
point as part of a cluster. To do this, press the "start clustering” button below.

Mot
Clustered

o
Access
Points

Clustering Options...

Enter the location of this AP.

Location: not set

Enter the name of the cluster for this AP to join.

Cluster Name: default

Clustering IF Version: IPvE ® Ipya

Cluster-Priority: o (Range: 0-255, Default: 0)

Click "Update™ to save the new settings.
Update

Single IP Management...

Cluster Management Address: |0.0.0.0

Click "Update™ to save the new settings.
Update

(H.%.X.%)

B nepBom 6/10Ke HACTPOWMKM BbINOJIHAETCA MPOCMOTP COCTOAHMA pPaboTbl B pekume KaacTepa W
3anycK/ocTaHoBKa paboTbl yCTPOMCTBA B pekMMe KaacTepa.

Clustering — pexkum paboTbl Knacrepa:
=  Off — KnacTep BbIK/OYEH;
®  On—KnacTep BKAKOYEH;

= SoftWLC — Knactep paboTaeT B pexkume coemectumoctu ¢ Soft WLC.
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HasxkmuTte KHonKy «Update» ana coxpaHeHUa BHECEHHbIX U3MEHEHMA.

Clustering Options — B pasaene BbINO/JHAETCA HacTpoliKa 6a30Bbix MapameTpoB KaacTepa.

Location — onucaHve ©U3MYECKOTO PACMO/IOKEHUA TOYKM AOCTyna. Mcnonb3yetca pgns
OoTObparkeHUA B PasNMYHbIX Tabanuax MOHUTOPUHIA ANA yA06CTBa aHanu3a M ynpasBiaeHUa CeTblo.
[aHHbIN NYHKT MEHI0 AOCTYNEH A1A U3MEHEHUA TONbKO NPU BbIK/IOYEHHOM PEXUME KNacTepa;
Cluster Name — nma knactepa. Touka goctyna byaeT NoAKAYATLCA TOIbKO K TOMY KnacTepy, Mmsa
KoToporo nponucaHo B e€ «Cluster Name». [aHHbI NMYHKT MEHI AOCTYNeH gas M3MeHeHUs
TOJIbKO MpPW BbIKIOYEHHOM pEXUME K1acTepa;

Clustering IP Version — wucnonb3yemana Bepcua npoTtokona IP ana obmeHa ynpasastolLei
MHPopMaLMen mexay YCTPOMCTBAMMN KnacTepa;

Cluster-Priority — npuvopuTeT TOYKM B KaacTepe, NpUHMMaET 3HadyeHua 0-255, no ymonyaHuio
YyCTaHOBNEHO 3HaueHue «0». MNoaaep:knuBaeTca ToAbKo Ana IPv4-cetein. Yem Bbilwe 3HaYeHUE, TeM
BblLLUe NpUOpUTET KNacrepa.

HaxkmuTe KHomKy «Update» ans coxpaHeHMs BHECEHHbIX U3MEHEHUIA.

Single IP Management — ycTaHaBAMBaeTCA AOMNOHUTENbHBIN aapec MacTepa B Knactepe.

MacTtep B KacTepe onpegenaeTcA KnacTepom MO BHYTPEHHeMy airoputmy, U BROCAeACTBUM bbiBaeT
TPyAHO onpenenuTb mactepa M NOAKNOUMTLCA. B cayyae yCTaHOBJIEHMA COeAMHEHUA MO AaHHOMY Single

Management

IP-agpecy, nonb3oBaTesib rAPaHTUPOBAHHO MOAK/IOYAETCA MMEHHO K TOMY YCTPOMCTBY, KOTOpoe

ABMAETCA MAacTePOM B Kacrtepe. B cnyyae cmeHbl mactepa B KiacTepe, Single Management Takxe nepexoamT Ha
HOBYIO TOYKY AOCTyna.

Cluster Management Address — agpec, Nno KoTopomy byaeT fOCTyneH macTep Kaactepa. [oskeH
HaxoAMTbCA B NOACETM KaacTepa.

HaskmuTe KHonKy «Update» ana coxpaHeHUa BHECEHHbIX U3MEHEHMA.

/ B paanbHelwem Bce NyHKTbl M3 meHio «Cluster» 6yayT onucbiBaTbCA ANA peXMMa BKAIOYEHHOro
Knacrepa.
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9.2 NMNoagmeHto «Sessions»

B nogmeHIo «Sessions» BbINOIHAETCA NPOCMOTP MNapaMeTPOB CECCUI KNMEHTOB, MOAKAOUYEHHbIX K TOYKaM
[0CTyna, Haxoaalmmca B Knactepe. Kaxablh Kanet onpegensetca MAC-aapecom 1 TOYKOWM AOCTyNa, K KOTOPOM
OCYLLLECTBAISIETCA €ro Tekyliee NoAKAoYeH e,

B Tabnuue noameHio «Session» MOMKeT ObiTb yKa3aHO MakcMmym 20 KAMEHTOB, MPOCMOTPETb BCeEX
K/MEHTOB, MOAKNOYEHHDbIX K AAHHOW TOYKe AOCTyna MOXKHO B MeHH «Status» -> «Client Associations». [ns
NPOCMOTPa CTaTUCTUKM B pasanene «Display» Bbibepute HyXKHOE 3HaYeHME U HAXKMUTE KHOMKY «Go».

Manage sessions associated with the cluster

Sessions...

You may sort the following table by clicking on any of the column names.

Display | all v Go

AP location User MAC Idle Rate (Mbps) Signal Rx Total Tx Total Error Rate
floor 1 00:EB:2D:71:FD:E7 3 135 74 175 10 0
floor 1 74:00:2B:4F:6F:53 0 6 87 906 1] 1]

You may restrict the number of columns displayed by selecting a field other than "all" in the choice box
above. By seleting a specific field, the table will show only "User”, "AP Location®, "User MAC™ and the
selected field for each session. Click the "Go" button to apply the new selection.

— AP Location — MmeCcTONONOMKEHME TOYKM A[0CTyna. 3HayeHMe nosAy4YeHO OT OnucaHuA
MeCTOMON0XKEeHUA, YKa3aHHOro Ha BKAagKe «Basic Settings»;

— User MAC— MAC-agpec 6ecnpoBoAHOro YCTPOUCTBA K/INEHTa;

— ldle — cpepsHee Bpems, KOTOpoe YCTPOMCTBO 6blI0 B COCTOAHMU 6e3aeiicTBuA, TO ecTb Koraa
YCTPOMCTBO HE NPUHMMAET MU He nepeaaeT AaHHble;

— Rate — ckopoCTb Nepefaun AaHHbIX MeXKAy TOYKON A0CTyna 1 onpeaeneHHbIM KameHTom, B Mbps;

— Signal — ypoBeHb curHana, NpMHUMAEMbI OT TOYKM A0CTYNa;

— Rx Total — obliee KONNMYECTBO NAKETOB, MOJIYYEHHbIX KTMEHTOM B TeUEHUE JaHHOM CeCcCuu;

— Tx Total — obuwee KOANMYECTBO NAKETOB, NepefaHHbIX OT KIMEHTa B TeYEeHMe AaHHOMN ceccuu.
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9.3 NoameHio «Radio Resource Management»
,EI,aHHoe nogmMeHo npeaHasHa4YeHo 4NAa ynpasBaeHnAa aBToOMaTtu4eCkum Bbl60p0M KaHa/10B TOYEK A0CTyna.

B pexume KnacTepa Kaxkgaa TOYKa AOCTyNa YCTAHAB/AMBaeT HOMEepa KaHa/loB, HAa KOTOpbIX paboTatoT
Apyrve 61u3nexkalimMe TOYKM AOCTYyNa B 3TOM Ke K/acTepe, a TaKXKe NpPOM3BOAMT CMeKTpasbHbIi aHanus
3allYM/IEHHOCTM (GOHA CTOPOHHMMM TOYKaMM AOCTyna. Yepes yCTaHOB/NEHHblE WMHTEPBasbl BPEMEHW TOYKU
AOCTyNa Npov3BOAAT nepecyeT obLiel CneKkTpasbHOW CTPYKTYpbl cpeabl M BbIBMPAOT KaHai Takum obpasom,
ytob6bl OH bbbl HaMMeHee 3alUYMAEHHbIM, @ TOYKM A0CTyna, 06/1acTU MOKPbITUA KOTOPbIX MepeceKaroTcs,
HaXo4MNNUCb Ha Pa3HbIX KaHanax.

B Tabaunue «Current Channel Assignments» nNpuBoOAMTCA TEKYLLMIA CMUCOK TOYEK AOCTYNA B KAacTepe u ux
napameTpbl:

— Start — PpYyY4HOW  3anyck | Automatically manage radio resource assignments
CNEeKTpanbHOro aHan3a
Channels ...
cpeapl " BblboOpa Clustered
Stop | automatically re-assigning channels
ONTMMaZIbHOINo KaHana AnAa
~ Current Channel Assignments 1
Kaxaou TOUKH AocTyna B IP Address Radio Band Channel Status Locked 'sgﬁis: m
Knacrepe, 192.168.15.89 AB:F9:4B:B0:65:50 A/NJAC 36 up
- IP Address — IP—ap,pec TOYKU 192.168.15.89 A8:F2:4B:B0:B5:40 B/G/N 6 up
AO0CTyna B KNacCTepe, Refresh || Apply
— Radio - MAC-agpec _ . o .
o Mo Mew channels proposed in the last iteration. Proposed Channel Assignments ( ago )
paguonHTepdeiica TOYKMU
IP Address Radio Proposed Channel
AO0CTyna B KNactepe,;
Adv d
— Band - wabop cTaHAapTos, vanee _
Change channels if interference is reduced by at least | 75% ¥
ﬂO,ﬂ.ﬂ,ep)KMBaeN\le Refresh when access point is added to the cluster | enable ¥
pa,EI,VIOVI HTepd)eVICOM TOUYKU Determine if there is better set of channel settings every | 1 Minutes ¥
Click "Update” to save the new settings.
JOoCTyna B Knactepe  Ha Dodate

[LAHHbBIA MOMEHT;
—  Status — cocTtosHMe paboTbl pagnounHTepdeiica TOUKM AOCTYNa B KNacTepe;
— Locked — 6nokmpoBKa cmeHbl KaHana. [pu yctaHoBneHHomM ¢iare B MOMEHT Bblbopa
ONTMMa/IbHOIO KaHa/jia BCEMM TOYKaMM AOCTyna AaHHblA pagnouHTepdeiic byaeTr Mcnoib3oBaTb
NpeXHWU KaHan npu 1lnbom ncxoae Bbibopa oNTMMabHOIO KaHana.

Haxkmute KHonKy «Apply» gns npumeHeHua nameHeHuit. Haxkmute KHonky «Refresh» ana obHoBneHus
AaHHbIX B Tabanue «Current Channel Assignments».

B Tabnunue «Proposed Channel Assignments» npnsoautca MHbOPMaLMA O BOSMOXKHbIX 3HAYEHMAX KaHana,
Ha KOTOpbIM nepenaeT pagmouHTepdenc ToYKM AOCTyna B C/lyyae 3anycka nepecyeta OnTMMAIbHOCTU Bbibopa
KaHana:

— IP Address — |IP-agpec TO4YKM AOCTyNa B KacTepe;

— Radio — MAC-agpec pagnouHtepdeinca TO4KN AOCTyNa B KNacTepe;

— Proposed Channel — Homep KaHana, Ha KOTOpbIN nNepenaeTt pagmonHTepdeinc ToukM AocTyna B
C/Nlyyae 3anycKa nepecyeta ONTUMAIbHOCTM BblbOpa KaHana.

Advanced — B pa3zene BbINONHAOTCA PaclUMPEHHbIE HACTPOMKU:
— Change channels if interference is reduced by at least — NPOLEHT BbIMTPbILLA B YMEHbLUEHUWN YPOBHSA

WwymMma Ans MPUHATUA pelueHus nepexofa Ha Apyroi KaHan. Ecav npu aHanmse cpegbl TOYKa
AOCTyrna O0b6Hapy»KMBaeT, YTo MpPU Nepexode Ha APYrol KaHan ypoBeHb Wyma CHU3UTCA Ha
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BE/IMUMHY, BONbLIYIO, YeM YKa3aHO B AaHHOM napameTtpe, TO Bblbop OyaeT caenaH B NoOAb3y
nepexoaa Ha Apyron KaHa. [lnanasoH HaCTPOMKKN BEANUMHBI: OT 5% 00 75%;

— Refresh when access point is added to the claster — npon3soauTb NepecyeT obLlel cnekTpanbHOM
CTPYKTYpbl cpeabl M BblbOp ONTMMANbHOTO KaHana Ag/1sa TO4YeK A[OCTyna, ecnm K Khaactepy
npucoeaMHAETCA HOBaA TOYKa AOCTYNa;

— Determine if there is better set of channel settings every — uHTepBan BPeMEHM, Yepes KoTopbIn
npoucxoamT nepecyet obLieint CNeKTpanbHOM CTPYKTYPbl cpeabl U BbIGOP ONTMMANbHOMO KaHana
ANA ToYeK gocTyna.

HaskmuTte KHoMKy «Update» gna coxpaHeHUa BHECEHHbIX U3MEHEHMIA.

B pasaene «Transmit Power Control» TouKM AoCTyna, cocToslMe B OAHOM Khactepe, 4epes
YCTaHOB/IEHHblE WHTEPBa/bl BPEMEHM MPOU3BOAAT CNEKTPa/bHbIM aHanvM3 adupa M NPOM3BOAAT MepepacyeT
MOLLHOCTEN BbICTaBNEHHbIX Ha TOYKAxX AOCTyNa B KaacTepe TakMm 06pasom, yTobbl OKasbiBaTb KaK MOMKHO
MeHblUEe BAUAHUA APYT Ha Apyra. [0 yMOAYaHUIO ONTUMMM3ALMA NPOBOANTCA NPU U3MEHEHUN COCTaBa KaacTepa.

Transmit Power Control ...

Stop | automatically re-assigning tx power

RS5I threshold 2.4 GH= (Range: -100...-30)
R55I threshold 5 GHz (Range: -100...-30)
Interval (Range: 1800...86400 or

Advanced

Minimal Tx Power (Range: 6...20)
Active Scan Mode
Debug Mode

Update

Monitoring

m
#
5 |
w
=
[w]

3tatistics available only at master's =side. [(Mas=ster is [(oull}]

— Start — py4HO 3anycK aBTONOACTPOIMKN MOLLHOCTM N5 KaxKA0M TOUYKM A0CTyNa B KNacTepe;

— Stop — 0CTaHOBKA aBTOMNOACTPONKN MOLLHOCTY;

— RSSI threshold 2.4 GHz — nopor ypoBHa RSSI B ananasoHe 2.4 ITu, npuHMmaeT 3HadyeHus -100..-30,
Nno YMOAYaHuIo -65;

— RSSI threshold 5 GHz — nopor yposHa RSSI B gnanasoHe 5 Ty, npuHnumaeT 3HaveHua -100..-30, no
YMOIYaHUIO -65;

— Interval — vHTepBan BpeMeHN MeXay LMKNamu ontTummsaumm. NMpuHnmaet 3HadeHma: 1800...86400
CeKyHA, no ymon4yaHuio 0 — onTMmu3auma MOLLHOCTM npoBoguTca 1 pas, 3atem TO/NbKO Mpu
M3MeHeHMM coCTaBa KnacTepa;

— Minimal Tx Power — MUHUMaNbHbIN BbIXOAHOM YPOBEHb MOLLHOCTM TOYKM AOCTyNa, NPUHUMAET
3HauyeHuA 6...30, no ymonyanuto 10;

— Active Scan Mode — npw ycTaHoBNeHHOM dare, UCNOAb3YeTCA AaKTUBHBIN PEXMM CKaHMPOBaHWA,
NpW BbIKNHOYEHHOM — NACCUBHbIN;

— Debug Mode - npu yctaHoBieHHOM ¢nare BKAOYAETCA OTNPaBKa OTNAA0YHbIX COOOLEHUN B
KOHCO/1b TOYEK [,0CTYNa;
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B okHe Monitoring nocne OKOHYaHMA ONTMMM3ALMM aBTOMOACTPOMKM MOLLHOCTM MOXKHO Habawoaatb
pe3ynbTaTbl CKaHMPOBAaHWA BCeX TOYEeK AOCTyna B KaacTepe, YpOBEHb BAWAHWMA APYyr Ha Apyra, a TaK e
N3MEHEHHY0 BbIXOAHYIO MOLLHOCTb TOYEK A0CTyna.

HaskmuTte KHonKy «Update» ana coxpaHeHUa BHECEHHbIX U3MEHEHMIA.

9.4 NopgmeHto «Wireless Neighborhood»

MNoameHto «Wireless Neighborhood» cogepXuT Tabanuy COOTBETCTBUA TOYEK AOCTYMa, HAXOASLIMXCS B
Knacrepe, n 6ecnpoBoAHbIX CeTel, AeTeKTUPYEeMbIX 3TUMM ycTpoincTBamu. [JaHHas Tabauua AeMOHCTPUPYET,
Kakne 6ecrnpoBofHble CeTM AeTEeKTUPYET KaKAas TOuKa A0CTyna M Kakon ypoBeHb CMrHana OHa OT HuUX
NPUHUMaEET.

Ha ocHOBaHMM AaHHOW TabnunLbl MOXKHO NPOM3BECTU CNEKTPA/IbHbIM aHAN3 BCEN CETU U OLLEHUTb BAUAHUE
NMOMEX Ha KakAyl TOYKY A0CTyna. 3TO MO3BOJIUT OLEHUTb MPaBMALHOCTb PACMO/IOKEHUA TOYEK AOCTyna Mo
TEPPUTOPUN MOKPLITUA U YKaXKeT Ha npobiemHble MecTa, B KOTOPbIX YPOBEHb MOMEX MOMEeT MOoMeLLaTb
KayecTBEHHOMY NPeAoCTaBAEHMIO YCAYT.

B BepxHel Tropu3OoHTaNbHOW CTPOKE TabaWMLbl | View neighboring access points

oTobparkeHa nHbopmauma no KQXKOOMY | wireless Neighborhood.. -
ustered
o The Wireless Neighborhood table shows all access points within range of any AP in the cluster. Cluster
paAMOV] HTep(beV] Cy TOo4yeK p‘OCTyna H aXOAﬂ L|_||MXCH B members who are alse "neighbors” are shown at the top of Neighbors list and identified by a heavy bar
’ above the Network Name. The colored bars and numbers to the right of each AP in the Neighbors list indicate | 5 <
signal strength for each neighboring AP. This signal strength is detected by the cluster member whose IP nccess Y
Knacrepe. ddress s at the top of the column. sl A

Display Neighboring APs: In cluster Notin cluster (@ Both

Cluster
192.166.18.111 192.168.18.111  192.168.18.57  192.168.18.57

B neBom BepTMKanbHOM cTONbBUE Tabauubl
pacnonoxeHa WHbopmauma no 6ecnpoBOAHbLIM CETAM,
KOTOpble BUAHbI YCTPOMCTBaM B KaacTepe.

(floor 2) (floor2)

Neighbors (45)

Eltex-Clustering-Test

FRS—— W_
YpoBeHb CUrHana OT Kax o 6ecnpoBOAHON ceTy | = ., |

yKasaH B NPaBOM BepPXHeM Yry A4eikn Tabamupl. ——

Default

Default

Tabnnua chopmmpoBaHa Tak, YTO B MepBbiX €e
CTPOKax oTobpakatoTcA b6ecnpoBoaHble ceTu,
06pa3oBaHHblE CaMMM KNacTepom, ganee MAyT MMeHa

CTOPOHHUX ceTte.

— In cluster — npu yctaHoBneHHom ¢nare B Tabnuue 6yaeT oTobpa)kaTbca MHboOpmaLMA O
6ecnpoBoAHbIX CETAX, HAXOAALLMXCA TONbKO B KNacTepe;
— Notin cluster — npu yctaHoBAeHHOM dnare B Tabanue byaet oTtobparkaTbcst MHGOPMALMA TOSIbKO O

CTOPOHHMX B6ecrnpoBOAHbIX CETAX;
— Both — npu ycraHoBneHHOM dnare B Tabnmue 6yaeTt oTobparkaTbca MHGOPMALUA O BCEX CETSX.
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9.5 NoameHto «Cluster Firmware Upgrade»

Ha BCeX yCTpOVICTBaX, BXOAALWNX B KNnactep.

B nogmeHto «Cluster Firmware Upgrade» MOKHO BbINO/IHUTL O6HOB/IEHWE MPOrPaMMHOro obecneyeHus

Mpn obHoBneHnn MO ycTpolcTB Knactepa ¢ain NpowmnBKM ByaeT 3arpy:KeH Ha KaxKgoe YyCTPOWCTBO U

yCTaHOB/EH Ha No3mumio «Primary Image». ABTOMaTMUYECKM BbIMOJ/IHAETCA Nepe3arpyska yCTPOMCTB C 3arpysKoi
MO, KoTopoe cooTBeTcTBYeT HOBOMY 06pa3sy. YCTaHOBNEHHOE paHee Ha YCTPOWCTBax Knactepa MO 6yaer
COXpaHeHO 1 NnepemMelLeHo Ha no3umumio «Secondary Image» (pesepsHan sepcua M0).

.‘

Upgrade Firmware in Cluster

Cluster Firmware Upgrade...

Cverall Upgrade Status: Mot Initialized

Start-Upgrade Stop

Members IP Address MAC Address Device Firmware Version Firmware-transfer-status
1 AS:F2:4B:B5:04:40 WEP-12acirev.B 1.9.0.262 Mone
2 AB:F9:4B:B65:D04:00 WEP-12ac:rev.B 1.9.0.262 MNone
3 AS:F9:4B:B4:FD:20 WEP-12acirev.B 1.9.0.262 None
4 1 AB:F9:4B:B5:05:40 WEP-12acirev.B 1.9.0.262 MNone
Upload Method: 2 TR TFTR
New Firmware Image: BribepuTe gain | ®alin He seiBpaH

— Upload Method — meTog, 3arpysku daiina MO Ha ycTpolicTsa:

= 302py3Kka 4Yepe3 HTTP. YcraHosute ¢nar «Upload Method» B 3HayeHne HTTP. Haxmute
«Bblbepute dan» M B AnManoroBom okHe Bblbepute nyTb K dpanay MO Ha MK. Haxkmute

«Upgrade» ana Hayana 3arpysku BblbpaHHoro ¢aina MNO B ycTponcTBeo;

=  302py3ka 4yepe3 TFTP. YctaHoBuTe dnar «Upload Method» B 3HaueHue TFTP. B none
«Image Filename» yKkaxute nma danna MO, KoTopbii ByAeT 3arpy*eH B ycTpoincTeo. Ums
daiina obAsatenbHO AONKHO coAepyKaTb pacwmnpeHme .tar. B none «Server IP» ykaxute IP-
aapec TFTP-cepBepa, Ha KOTopom coxpaHeH ¢ain MNO. Haxmute «Upgrade» ana Hayana

3arpy3sku ¢amnna;
— New Firmware Image — Bbi6op daiina, cogepkallero Hosyto Bepcuto MO;
— Start-Upgrade — Hayano obHoBEHMA.

B npouecce ob6HoBneHuAa MO ycTPOACTB He OTKAKOYANTE NUTaHUE YCTPOMCTB, a TaKXKe He

o6HoBAANTE U He meHAlTe TeKkywyto WEB-cTpaHuuy ¢ nporpecc-6apom o6HoBneHuUA.
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10 MEHIO «CAPTIVE PORTAL»

B MmeHio «Captive portal» BbinonHAETCA HacTpoWKa CrneumasbHOro MopTana, Ha  KOTopblid
nepeHanpaBAAOTCA KANEHTbI ANS NMPOXOXKAEHWUA aBTOPU3ALLMM NPU NOAK/IOYEHUM K ceTU MHTEepHeT.

Takum 06pasom MOKHO, Hanpumep, nepesectu Wi-Fi ceTb B OTKPbITbIA pexunm, cHAB WKdpoBaHME, HO

OrpaHUYMB JOCTYN K ceTeBbIM pecypcam. MoaxaoyeHne K ceTeBbiM pecypcam byaeT peannsosaHo yepes Web -
aBTOpPM3aLMIO.

10.1 NoameHio «Global Configuration»

B pasgene «Global Configuration» BbinonHAETCA HAcTpoiKa 06WMX NapameTPoB NOPTaNa U MOHUTOPUHT
TEKYLLEero KOJIMYeCcTBa CO34aHHbIX 0ObEKTOB.

Global Configuration Settings

Captive Portal Mode Enabled ® Disabled

Authentication Timeout 300 (80 - 600 sec, 300 = Default)

Roaming service URL (0 - 2048 characters)
Roaming no action timeout 720 {0 - 86400 min, 720 = Default)

Instance Count: 0

Click "Update” to save the new settings.
Update

— Captive Portal Mode — cocTtosaHue paboTbl nopTana:
=  Enabled — npu yctaHoBneHHOM diare nopTan UCNOb3YeTCs;
= Disabled — npu ycTaHoBNeHHOM dnare nopTan He NCNOJIb3YETCS.

— Authentication Timeout — nepnog, BpeMeHM B CEKYHAAX, B TEYEHME KOTOPOTO K/IMEHT MOXKET BBECTU
aBTOPM3aLMOHHbIE AaHHbIe Ha CTpaHMLe NopTana ANna NojayvyeHua goctyna K cetu. Ecam nHtepsan
npesbllleH, Heob6XxoAMMO 06HOBUTL CTPAHULY MO0 NOBTOPHO MOAKAOUYUTLCA K ceTW. MpuHUMmaeT
3HaueHwuA (60 - 600) ceKyHa,. Mo ymonyaHuto yctaHoBaeHo - 300 cekyHa;

— Roaming service URL — appec Service APB ana nogaepXKu poymuHra B pexume hotspot. 3agaerca
B popmare: "ws://host:port/path"”;

— Roaming no action timeout, min — BpemsaA, 4epe3 KOTOpPOe TOYKa [OCTyna yJanuT
ycTapeBLluMe/HeaKTUBHbIE 3aMnCK O KAMEHTAX B POYMMUHTE;

— Instance Count — Kosnu4ecmeo 5K3eMNAAPOB NOpTana, HAaCTPOEHHbIX Ha TOYKe AocTyna.Haxmurte
KHOMKy «Update» ana coxpaHeHUA BHECEHHbIX U3MeHeHUl.

Haxkmute KHonKy «Update» ans coxpaHeHUs BHECEHHbIX U3MEHEHUIA.
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10.2 MoodmeHto «Instance Configuration»

B pasgene «Instance Configuration» co3aatotca nopTanbl M HaCTPaMBalOTCA NapaMeTpbl NOPTaoB.

Instance Configuration Settings

Captive Portal Instances | Create ¥

Captive Portal Instance Parameters

Instance Name (1 - 32 characters)

Click "Update” to save the new settings.

Update |

Ons cospgaHma HoBoro nopTana B nose «Captive Portal Instances» Heobxoanmo BbibpaTb NyHKT «Create»
n B nose «Instance Name» yKkasaTb Mma HoBoro noptana (4o 32 cumsonos). [AnA co3paHMA nopTana HaXKaTb
KHoMKy «Update».

[na nepexoa K paboTe ¢ nopTasiom HeEO6X0AMMO BbIbpaTh ero umsa B nosie «Captive Portal Instances»:

Instance Configuration Settings

Captive Portal Instances | wlanObssvapo ¥

Captive Portal Instance Parameters

Instance ID: 1

Admin Mode ® Enabled Cisabled
Virtual Portal Name

Global Radius ® op Off
Radius Accounting on oOff
Raduis Domain

Radius IP Netwaork ipv4 ¥

Radius IP

Radius Backup IP 1

Radius Backup IP 2

Radius Backup IF 3

Radius Key

Radius Backup Key 1

Radius Backup kKey 2

Radius Backup kKey 3

External URL (0 - 256 characters)
Away Time &0 (0 - 1440 min, 60 = Default)

Session Timeout 0 (0 - 1440 min, 0 = Default)

Max Bandwidth Upstream 0 (0 - 1331200 Kbps, 0 = Default)

Max Bandwidth Downstream 0 (0 - 1331200 Kbps, 0 = Default)

User maobility domain (0 - 256 characters)

Delete Instance

Click "Update”™ to save the new settings.
Update

— Instance ID — Homep nopTana;

— Admin Mode — pexum paboTbl nopTana:
=  Fnable — BKNtoYeH;
=  Disabled — BbIKNtOYEH;

WEP-12ac, WOP-12ac, YnpasneHue ycmpolicmeom yepes WEB-koHgpuzypamop 71



v ELTEX

Virtual Portal Name — nma BUpTya/ibHOro NOpPTana;
Global Radius — rnobanbHble HacTPOIKK aBTopusaumm no RADIUS-npoToKony:

= On — BKNOYEH;

= Off — BbIKNOYEH;
Radius Accounting — npu BKAKOYEHHOW PYHKUMK ByayT OTNpaBAaTbCca cooblueHna «Accounting» Ha
RADIUS-cepsep:

= On — BK/IKOYEH;

*  Off — BblKNtOYEH;
Raduis Domain — pomeH nosb3oBaTens;
Radius IP Network — Bbibop npoToKona IPv4 nnu IPv6 ana goctyna Ha cepsep RADIUS;
Radius IP — apgpec RADIUS-cepBepa. Mpu HegocTynHocTn ocHoBHoro RADIUS-cepBepa, 3anpochl
6yAyT OTNPaBAATLCA Ha Pe3epPBHbIE;
Radius Backup IP — pe3epBHbIi agpec RADIUS-cepBepa;
Radius Key — naponb gns aBTopusaumm Ha RADIUS-cepBepe;
Radius Backup Key — pe3epBHbIi Naposb Ans asTopmsaummn Ha RADIUS-cepBepe;
External URL — appec BHelwHero Captive Portal, Ha KoTopbiit 6yaeT nepeHanpasaeH Nosb30BaTeNb
npu nogKkatoveHum K hotspot;
Away Time — Bpems, B TeYeHME KOTOPOTro AENCTBUTE/IbHA 3aNUCh ayTeHTUMKALMM NONb30BaTENA
Ha 6a30BOM CTaHLMM NOC/e ero Anccoumaunn. Ecam B Te4eHne 3Toro BpeMeHM KANEHT He NpoiaeT
ayTeHTUOUKALMIO MOBTOPHO, 3anuck byaeT yaaneHa. NMpuHumaet 3HaveHunn 0-1440 MUHYT, No
YMOIHaHMIO — 60 MUHYT;
Session Timeout — TanmayT »KM3HWU ceccun. Monb3oBaTelb aBTOMATUMYECKM BbIXOAUT M3 MopTana
Yyepes YKasaHHbIN NPOMENKYTOK BpemeHW. MpuHumaeT 3HauyeHna 0-1440 muHyT. o ymonyaHutio
YCTaHOBAEHO 3HayeHuMe «0» — TalimayT He NpUMeHseTcs;

Max Bandwidth Upstream — mMaKcMmanbHas CKOpPOCTb nepegayun TpaduKa oT aboHeHTa.
MpuHumaeT 3HaveHuna 0-300 M6uTt/c. Mo yMONYaHMIO YCTaHOB/MEHO 3HayeHne «0» — 6e3s
orpaHuYeHus;

Max Bandwidth Downstream — MaKcMManbHas CKOPOCTb Mepegaym Tpaduka K aboHeHTy.
MpuHumaeT 3HaveHuna 0-300 M6uTt/c. Mo yMONYaHMIO YCTaHOB/MEHO 3HayeHne «0» — 6e3s
orpaHuyeHwus;

User mobility domain — Ha3BaHWe rpynnbl, B paMKax KOTOPOM MOXKET ObITb COBEPLUEH POYMMUHT;
Delete Instance — gpnsa yoaneHna AaHHOTO NOpPTasia ycTaHoBUTE paar U HaxkmuTe KHonKy «Update».

Haxkmute KHonky «Update» ana coxpaHeHUsa BHECEHHbIX U3MEHEHUN.
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10.3 NogmeHio «VAP Configuration»

B pasgene «VAP Configuration» BbINONHsETCA NPMBA3Ka NopTana K BUpTyanbHbim Wi-Fi cetam VAP.

VAP Configuration Settings

Radio |1 ¥
VAP Instance Name
0 v
1 v
2 v

3 v

Click "Update” to save the new settings.
Update

— Radio — Homep Wi-Fi nntepdeitca, Ana KOTOPOro Npon3BOAUTCA HACTPOIKa.
B Tabanue Ans KaxkaoW BUPTyanbHOM CETM Ha3HAYaeTca NopTas Mo ero MMeHu.

HaxkmuTe KHonKy «Update» ans coxpaHeHUs BHECEHHbIX U3MEHEHUIA.

10.4 NogmeHto «Authenticated Clients»

B pasgene «Authenticated Clients» oTobpakaeTca CMUCOK KAMEHTOB, KOTOpble YCNEeWHO MpoLan
ayTeHTM UKALMIO Ha nopTane.

Authenticated Client List

Click "Refresh” button to refresh the page.
Refresh

Total Number of Authenticated Clients 0

MAC Address IP Address User Name Protocol Mode Verify Mode VAP ID Radio ID Captive Portal ID Session Time out Away Time out Rx Packets Tx Packets Rx Bytes Tx Bytes

Ana 06HOBNEHNA MHGOPMALMM Ha CTPAHMLE HAXKMUTE KHOMNKY «Refresh».

— Total Number of Authenticated Clients — KOAMYECTBO YyCNEWHO aBTOPU3MPOBAHHbLIX KAWEHTOB B
OAHHbIA MOMEHT;

— MAC Address — MAC-agpec KNueHTa;

— IP Address — IP-agpec KnueHTa;

— User Name — ums nonb3oBaTens, C KOTOPbIM KMEHT NPOLWEN ayTeHTUPUKALMIO Ha NopTane;

—  Protocol Mode — npoToKoA, ncnosibayemblit ans coeanHenns HTTP / HTTPS;

—  Verify Mode — meToz aBTOpM3aLMn Ha NOPTane;
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— VAP ID — Homep BUPTyanbHOM ceTu;

— Radio ID — Homep pagnonHTepdeica;

— Captive Portal ID — nms nopTana, C KOTOPbIM aCCOLMNPOBAH KJIUEHT;

— Session Timeout — ocTasLueeca Bpemsa KU3HU ceccuu;

— Away Timeout — ocTaBLUeeCs BPEMA XKU3HU 3aNUCK ayTEHTUPUKALMUM KNNEHT];
—  Rx Packets — KONn4ecTBO NPUHATbBIX NAKETOB OT KNNEHTA;

— Tx Packets — KonnM4ecTBo NnepesaHHbIX KAMEHTY NAKETOB;

—  Rx Bytes — KoninyecTBO NoJiy4eHHbIx 6ainT UAP oT nonb3oBsatens;

— Tx Bytes — kKonn4yecTBO nepegaHHbix 6aiiT UAP nonb3oBatenem.

10.5 NogmeHio «Failed Authentication Clients»

B pasgene «Failed Authentication Clients» npuBegeH CNMCOK KAMEHTOB C OWMOKOW aBTOpM3auMM Ha
noptane.

Failed Authentication Client List

Click "Refresh” button to refresh the page.
Refresh

Total Mumber of Fail Authenticated Clients 0

MAC Addresz IP Address User Name Verify Mode VAP ID Radic ID Captive Portal ID Failure Time

Ana 06HOBNEHNA MHGOPMALMM Ha CTPAHMLE HAXKMUTE KHOMNKY «Refresh».

— MAC Address — MAC-agpec KNu1eHTa;

— IP Address — IP-agpec KnueHTa;

— User Name — nms nonb3oBaTtens, ¢ KOTOPbIM KAUEHT NPOLWEN ayTeHTUdUKaALMIO Ha NOpTane;
— Verify Mode — meTog, aBTOpM3aLuMKn Ha NOpTane;

— VAP ID — Homep BUPTYanbHOW CETH;

— Radio ID — Homep pagnounHtepdelica;

— Captive Portal ID — umsa nopTana, C KOTOPbIM aCCOLLUMPOBAH KAUEHT;

—  Failure Time — Bpems, Korga Npoun3oLu/ia ownbKa.
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11 MEHIO «CLIENT QOS»

MeHto «Client QoS» npeaHasHayeHo Ans 6onee TOHKOW HACTPOWKM QOS KAMEHTCKMX MOTOKOB TpaduKa.
Client QoS no3Bo/IAET HACTPOUTL MPUOPUTE3IALMIO OTAE/bHBIX MOTOKOB TpaduKa, OrpaHMUUTb WNPUHY MOAOCHI
AN1A KaXK4O0ro KAneHTa.

11.1 NoameHto «VAP QoS Parameters»

MNoameHto «VAP QoS Parameters» nossosseT rnobanbHO BKAKOYUTL UCMO/Ib30BaHMe Bcex HacTpoek Client
QoS (Class MAP, Policy MAP, Bandwidth Limit), HasHaunTb paHHee chopmMMpPOBaHHbIE NpaBKaa NpUOPUTE3ALUU

TpaduKa.

Configure Client QoS VAP Settings

Client QoS Global Admin Mode ® Enahbled Disahled

VAP QoS Default Parameters

Radic |1 ¥

VAP |wAPO ¥

Client QoS Mode ® Enabled ' Disabled
Bandwidth Limit Down |0 (0 - 1331200 Kbps)
Bandwidth Limit Up 0 (0 - 1331200 Kbps)
DiffServ Policy Down r

DiffSery Policy Up A

VAF Limit Down o (0 - 1331200 Kbps)
VAP Limit Up 0 (0 - 1331200 Kbps)

Click "Update” to save the new settings.
Update

Client QoS Global Admin Mode — ucnonb3soBaHue Client QoS Ha Bcell TouKke AocTyna rnobanbHo:

= Fnable — BKNOUUTD;

= Disabled — BbIKNHOUYUTD;
Radio — BbIbop pagnonHTepdeiica, Ha KoTopom ByaeT NpousBoanTbCA HacTponKa Client QoS;
VAP — BblbOp BUPTYanbHOW TOYKM AOCTyNa, Ha KOTOpoW byaeT npousBoamuTbea HacTpoiika Client
QosS;
Client QoS Mode — ncnonb3osaHue Client QoS Ha BbibpaHHOM VAP:

= Fnable — BKNOUUTD;

= Disabled — BbIKNHOUYUTD;
Bandwidth Limit Down — orpaHuYyeHMe WKNPUHbI NONOCLI TPadUKa OT TOUKM AOCTyNa K KaxKaomy
KANEHTY, 6ut/c. [lnanasoH BO3MOMHbIX 3HadeHui: 0 — 4294967295 6ut/c. Ecnm HasHaveH 0, To
orpaHuyeHue nonocbl Tpaduka He npumeHsieTcs. Jlloboe HeHyneBoe 3HaYeHWe OKPYraseTcs A0
BE/INUYUHbI, KpaTHOW 64 K6UT/C;
Bandwidth Limit Up — orpaHuyeHue WWpPUHbI NON0Cbl TPadMKa OT KaXKAOro KAMEHTA A0 TOYKM
poctyna. EaguHuua nsmepenus: 6ut/c. inanasoH BO3MOMKHbIX 3HaueHuit: 0 — 4294967295 6uTt/c.
Echn HasHayeH 0, To orpaHuMyeHue nosocbl Tpaduka He npumeHsetca. Jlloboe HeHynesoe
3HaYeHWe OKPYrAAeTCca 40 BeNUMHDI, KpaTHOM 64 K6UT/c;
DiffServ Policy Down — umsa npoduna Policy, KoTopblit Ao/KeH 6biTb NpUMEHEH K TpaduKy,
NAYLWEMY OT TOYKM JOCTYNA K KAUEHTY;
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DiffServ Policy Up — nma npoduna Policy, KoTopblit AoNKeH BbITb MPUMEHEH K TpaduKy, nayuiemy
K/IMEHTa K TOYKe AocTyna.

VAP Limit Down — orpaHuyeHue LWKNPUHbI NOOCbI TpadMKa OT TOYKU A0CTyna K KaueHTam (B
CyMMe), MOAK/IYEHHbIM K  AaHHomy VAP, 6ut/c. [InanasoH BO3MOXHbIX 3HAYeHMI:
0 — 4294967295 6uTt/c. Ecnn HasHaveH 0, TO orpaHuMyeHne He npumeHsetca. Jlloboe HeHynesoe
3HaYeHWe OKPYrNAeTcsa 40 BeNNUYMHDI, KpaTHOM 64 K6UT/C;

VAP Limit Up — orpaHuMyeHne WNpKUHbI Noaockl TpaduKa OT KIMEHTOB (B CyMMme) A0 TOYKKM A0CTYnNa,
6uTt/c. InanasoH BO3MOKHbIX 3HaYeHuin: 0 — 4294967295 6ut/c. Ecam HasHauveH 0, TO orpaHMyeHune
He npumeHseTca. Jlloboe HeHyeBoe 3HaYeHMe OKPYIIAETCA 40 Be/IMUYMHBbI, KpaTHOW 64 K6uT/c.

HaskmuTte KHonKy «Update» ana coxpaHeHUa BHECEHHbIX U3MEHEHMA.

11.2 NoameHto «Class Map»

B noameHio «Class Map» BbINOAHAETCA HaCTPOMKa KnaccubuKkaumm Tpaduka. Ha ocHoBe YHMKaNbHbIX
ocobeHHOCTE MaKeToB onpeaesneHHOro MoToka TpaduKka dopmupyeTca Knacc MPUHAANEKHOCTM MaKeToB K
AaHHOMY MOTOKY. B ganbHeiwem 3ToT Knacc byaeT Mcnonb3oBaH A1A onepauuii Npuoputesaumm pasandHbix
NOTOKOB, 06beAMHEHHbIX MO 06LEMY NPU3HAKY.

Configure Client QoS DiffServ Class Map Settings
Class Map Configuration
Class Map Name (1 - 31 characters)
Match Layer 3 Protocol IPvd T
Add Class Map
Match Criteria Configuration
Class Map Name Skype - ipvd r
Match Every
Protocol Select From List |ip r Match to Value (0 - 255)
Source IP Address (X.X.%.X) Source IP Mask (XXX
Destination IP Address (X.X.%.X) Destination IP Mask (XXX
Source Port Select From List v Match to Port (0 - 65535)
Destination Port Select From List v Match to Port (2440 (0 - 65535)
EtherType Select From List v Match to Walue (0600 - FFFF)
Class Of Service (0-7)
Source MAC Address Source MAC Mask (3002 300 00 30000 1 30
Destination MAC Address Destination MAC Mask (a0 00 K XK X))
VLAN ID (0 - 4035)
Service Type
IF DSCF Select From List v Match to Value (0-83)
IF Precedence (0-7)
IF TOS Bits (00 - FF) IP TOS Mask (00 - FF)
Delete Class Map
Click "Update” to zave the new =ettings.
Update

Class Map Configuration — 8 pasaene BbinonHaAeTcA co3gaHue npoduna knaccubukaumm Tpadumka.

—  Class Map Name — nms Knacca TpaduKa;
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— Match Layer 3 Protocol — npoTokon, no KoTopomy byaet npoucxoamtb Knaccubukaums (IPv4 nan
IPv6). B 3aBMcMMOCTM OT BblbOpa NpoTOKoNa byaeT npeasioXKeH pas/uyHbii Habop nonen, no
KOTOpPbIM ByAeT BbINONHATLCA KnaccudpmKkauma TpaduKa.

[Ons co3paHusa HOBOro Knacca Tpaduka ykaxkute B none «Class Map Name» nma Knacca v HaXKMUTe KHOMKY
«Add Class Map».

Match Criteria Configuration — B pasaene BbINOJIHAETCSA HAaCTPOIKa KpuTepures 4/1A Knacca TpaduKa.

—  Class Map Name — Bblbop Knacca TpaduKa, gns Kotoporo byget npomcxoanTb KOHOUIYpUpoBaHue
NPWU3HAKOB NPUHALNEKHOCTU K Knaccy;

— Match Every — npu ycTaHoBneHHOM dnare TpaduK byaeT oTHECEH K JaHHOMY K/laccy He3aBUCUMO
OT coAeprKaHUA nonen B ero 3aronoske. Ecan paar He ycTaHOBAEH, TO TpebyeTca yKasaTb 3HaYeHUs
HeobxoaMMbIx nosiel TpaduKa, KOTopble AOHKHbI ObITb COOTHECEHbI C AaHHbIM K/1aCCOM;

—  Protocol — 3HauyeHue nonsa Protocol B IPv4-nakeTe;

— Source IP Address — 3HaueHue IP-agpeca oTnpaBuUTeNa NakeTa;

— Source IP Mask — macka, yKa3blBatoLLas Ha 3HaYMMocTb 6MTOB B IP-aapece, Ha OCHOBaHMM KOTOPbIX
KnaccuduumpyeTca nakerT;

— Source IPv6 Prefix Len — pnnHa npeduKca IPv6-aapeca oTnpasutens;

— Destination IP Address — 3HaueHue |IP-agpeca nony4yaTena nakeTa;

— Destination IP Mask — macKa, yKa3blBalolias Ha 3Ha4YMmoCTb butoB B IP-agpece, Ha OCHOBaHWUM
KOTOPbIX KNaccuULMpPYETCA NaKET;

— Destination IPv6 Prefix Len — pnuHa npedukca IPv6-agpeca nonyyartens;

— Source Port — nopt otnpasuTena (Layer 4);

— Destination Port — nopT nonyyaTens (Layer 4);

—  EtherType — 3Ha4yeHue nona EtherType, ykasbiBatoLwero TMn NPOTOKONA, UCNONb3YEMOTO B NaKeTe;

— Class Of Service — 3HauyeHue nona CoS, yKasblBalOLWEro Ha NPMOPUTET NaKkeTa Ha Layer 2 nakeTa;

—  Source MAC Address — 3HayeHne MAC-agpeca oTnpaBuTesia NakeTa;

— Destination MAC Address — 3HayeHne MAC-agpeca nosy4yaTens nakera;

— VLAN ID — 3HauyeHue nona VLAN B nakere;

— IP DSCP — 3Ha4veHue nona DSCP B IP-3aronoBKe nakeTa;

— IP Precedence — 3HauyeHue nons Precedence B IP-3aronoske naketa;

— IP TOS Bits — 3Ha4yeHune nons TOS B IP-3aronoske nakera;

— IP TOS Mask — macka, yKasbiBatolLana Ha 3Ha4YMmocTb 6utos B nose TOS, Ha OCHOBaAHMU KOTOPbIX
KnaccuduumpyeTca naker;

— Delete Class Map — ynanutb Knacc TpaduKa;

— Update — npMeHWTb NapaMeTpbl Knacca Tpaduka;

— IPv6 Flow Label — 3HauyeHwne nons Flow Label.

HaxmuTte KHonky «Update» gna coxpaHeHUs BHECEHHbIX U3MEHEHUIA.
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11.3 NogmeHio «Policy Map»

MogmeHto «Policy Map» npegHasHavyeHO ANA HACTPOMKM  LWUMPWHbLI  MOAOCHI  MPOMYCKaHMA AnA
KNaccupuuUMpoBaHHOrO Mo obuemy NpusHaKy NOTOKa TpaduKa, MapKMPOBaHUA MpuopuTeTa AAHHOrO Kjaacca
TpaduKa Ha ypoBHe Layer 2 u Layer 3 (CoS, DSCP, Precedence), a TakKe A1a NPUHATUA PeLUeHMA O NponycKe
AaHHoro Tpaduka uam o ero 610KMpPoBKKU. B nogmeHto dopmupyetca npoounb «Policy Map», ana Kotoporo
nocnenoBaTe/lbHO HA3HA4aloTcA paHee Co34aHHble Knaccuoukatopbl Tpadumka «Class Map». [na Kaxgoro
KnaccupuKaTopa yKasblBatoTCcA onepawlmm, KoTopble He0H6X0AMMO NPOU3BECTU C AaHHbIM TUNOM TpaduKa.

Configure Client QoS DiffServ Policy Map Settings

Policy Map Configuration

Policy Map Name (1 - 31 characters)

Add Policy Map

Policy Class Definition

Policy Map Name Skype ¥
Class Map Name Skype v
Police Simple Committed Rate (1 - 1000000 kbps) Committed Burst (1 - 204800000 bytes)
Send
Drop
Mark Class Of Service (0-7)
Mark IP Dscp Select From List | ef A
Mark IP Precedence (0-7)

Dizassociate Class Map

Skype, SKype_src
Member Classes

Delete Policy Map

Click "Update” to save the new settings.
Update

Policy Map Configuration — B pasgene BbinonHseTcA co3gaHme Hosoro npoduns Policy Map.

—  Policy Map Name — ums npoduns Policy Map.

Ona nobasneHuns Hosoro npoduasa BeeanTe MMa npoduns B none «Police Map Name» M HaXMUTE KHOMKY
«Add Policy Map».

Policy Class Definition — B pa3aene BbiNoAHAETCA HAacTpoOliKa KnaccuduKkaTopos TpadmKa.

—  Policy Map Name — nmsa npoouns «Policy Map», B KoTopom 6yaeT nponsBoaMTbCca AanbHellan
HaACTpOMKa onepauuii a4nsa KnaccupuKkaTopos TpaduKa;
—  Class Map Name — knaccuduKaTop TpadumKka, paHee co3gaHHbIN B nogmeHio «Class Map».

Onepau,vwl, KOTOpble HEO6XO,CI,VIMO npon3secTtn C AaHHbIM TUIMTOM TpachKa:

— Police Simple — ynpouieHHan HacTpoIKa, NP1 KOTOPOI 3a4al0TCs ABa NapameTpa:
= Committed Rate — rapaHTUPOBAHHAA CKOPOCTb Nepesayn aaa AaHHOro BuAa TpaduKa;
= Committed Burst — orpaHuYeHne CKayKoB TpaduKa;
— Send — npu yctaHoBNeHHOM ¢nare BCe MNaKeTbl COOTBETCTBYIOLLErO NOTOKA TpaduKka 6yayT
nepesnaHobl, ecnv Kputepun Class Map BbinoaHAOTCA;

78 WEP-12ac, WOP-12ac, YnpasneHue ycmpolicmeom yepe3 WEB-KoHpuzypamop



s ELTEX

— Drop — npu yctaHoBneHHOM d@nare BCe MNAKeTbl COOTBETCTBYOLWLEro NOTOKa Tpaduka byayt
oTbpoLeHbl, ecnn Kputepum Class Map BbinoaHAOTCA;

— Mark Class Of Service— npu ycTaHoBneHHOM ¢nare Bce MNakKeTbl COOTBETCTBYHOLLIErO MOTOKa
TpadurKa byayT MapKMpPoBaTbCS 3a4aHHbIM 3HaYeHMem CoS (yenoe uncno ot 0 go 7);

— Mark IP Dscp — npw ycTaHOBNEHHOM ¢nare BCe NaKeTbl COOTBETCTBYIOLLErO NOTOKa TpaduKka byayT
MapKMpoBaTbCcA 3adaHHbIM 3HayYeHnem |P-DSCP. 3HaueHMe MOXKHO BblGpaTb M3 CAMUCKa WU
yKasaTb;

—  Mark IP Precedence — npu ycTaHOBNeHHOM dnare BCe NaKeTbl COOTBETCTBYHOLLErO NOTOKA TpaduKa
6yayT MapKnpoBaTbCA 3a4aHHbIM 3HadeHnem IP Precedence (uenoe uncno ot 0 ao 7);

— Disassociate Class Map — ycTaHoBuTe dnar n Haxkmute KHonky «Update», 4Tobbl yaanuTb NpUBA3KY
paHHoro Class Map u Policy Map;

— Member Classes — cnucok Bcex Class Map, KoTopble cBa3aHbl ¢ BbibpaHHOM Policy Map. Ecam knacc
He CBA3aH C MO/IMTUKOW, 3TO MNoJie NyCTOoE;

— Delete Policy Map — yctaHoBuTe ¢naar un HaxkmuTe KHonky «Update», ytobbl yaanute Policy Map,
yKasaHHyto B Policy Map Name.

11.4 NoameHio «Client Configuration»

B 3TOM pasgene MOXHO NPOCMOTPETb TEKYLLYIO KOHdUrypaumto QoS.

— Station — Bbibop uHTepdeirca no MAC- | QoS Configuration Status for associated clients
aapecy;

— Global QoS Mode — wcnonb3osaHue Client
QoS Ha Bcelt TouKe aocTtyna rnobanbHo:

Station | @8:f3:4b:b2:02:36 ¥

Global QoS Mode down
Clisnt QoS Mode Diszabled

= Up — BKNOYEHO; Bandwidth Limit Up |0
Bandwidth Limit Down |0
= Down — BbIKNOYEHO; ACL Type Up R
— Client QoS Mode — ucnonb3oBaHue Client | ACtNem=Up
o ACL Type Down Maone
QoS Ha BblibpaHHOM VAP: ACL Name Down

DiffServ Policy Up
DiffSers Policy Down

=  Fnable — BKNtoYeHO;
=  Disabled — BbIKNOYEHO;
— Bandwidth Limit Up — orpaHuMyeHWe WKWPUHbI NONOCbl TPadMKa OT KaXKAOro KAMEHTa 4O TOYKM
Joctyna, 8 6ut/c;
— Bandwidth Limit Down — orpaHuYeHue WKUPKUHBI NOAOCHI TPAPUKA OT TOUKM A0CTYNa K KarKAoMYy
KANeHTy, but/c;
— ACL Type Up — TMn TpaduKa OT KAMEHTA K TOYKe AOCTyna, A4AA KoToporo byayT nMpUMeHATbCA
npasuna ACL;
— ACL Name Up — umsa npoduna ACL, KOTopbIA A0NKEH ObITb NPUMEHEH K TpaduKy, Mayuemy ot
K/MEHTa K TOYKe A0CTyna;
— ACL Type Down — T1n TpadumKa OT TOYKM AOCTYMNa K KAMEHTY, 418 KOTOPOro 6yayT npumeHAaTbCA
npasuna ACL;
— ACL Name Down — uma npoduna ACL, KoTopblin Ao/KeEH BbiTb NPUMEHEH K TpaduKy, naywemy ot
TOYKM JOCTYNA K KANEHTY;
— DiffServ Policy Up — uma npoduns Policy, KoTopbln onXKeH 6biTb NPUMEHEH K Tpad UKy, UayLiemy
OT K/IMEHTA K TOYKe A0CTyna;
— DiffServ Policy Down — uma npoduna Policy, KoTopbii gonkeH ObiTb NPUMEHEH K Tpaduky,
naywemy oT TOYKM JOCTYNA K KANEHTY.
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12 MEHIO « WORK GROUP BRIDGE»

12.1 NoameHto «Work group bridge»

MNoameHto «Work group bridge» npeaHasHayeHo ANA HACTPOMKKM YCTPOMCTBA B perKMm 6ecnpoBOAHOro
K/IMEHTA C UCNONb30BaHMEM OAHOrO M3 6ecnpoBOAHbIX MHTepdEncoB. MpPKU HAaCTPOMKE PeXMMA KIMEHTa Kaactep

Ha YCTPOMCTBE AO0NXKEH ObITb OTKAOYEH.

Modify AP Work Group Bridge Settings

Work Group Bridge Mode @ Down

Radio 1 v

Upstream Interface

VLAN ID 1

551D Upstream S5ID -
Roam threshold -75 (-99 - -1) dBm
Security WPA Enterprise ¥
Connection Status Disconnected

Downstream Interface

Status Up ® Down

VLAN ID 1

551D Downstream SSID

Broadcast SSID On ¥

Security lone T

MAC Auth Type Disabled ¥

Click "Update™ to save the new settings. Click "Refresh”™ buttan to refresh the page.

Update Refresh

Work Group Bridge Mode — BkntoueHve/BbIKAOYEHWE PeXMMa KANEHTa Ha MHTepdelice;
Radio — BbIbop 6ecnpoBoaHoro MHTepdelica, Ha KOTOPOM BK/IHOYAETCA PEKUM KANEHTa;
Upstream Interface — HacTpolikn nHTepdelica, KoTopbin ByaeT ABNATbCA 6€CnNPOBOAHbIM KAUEHTOM
W NOAKAOYATLCA K CTOPOHHEN TOYKe A0CTYNa;
VLAN ID — Homep VLAN, Ucnosib3ayemblit Ha TOYKe A0CTYNa;
SSID — »msA TOYKM JOCTYNa, K KOTOPOW NPOUCXOANT NOAKIOYEHME;
Roam threshold — MUHUMaNbHbLIA YPOBEHb CUITHANA OT TOYKWU AOCTyNa, MPU KOTOPOM MPOMUCXOaUT
NOAKNIOYEHMNE K TOUKE;
Security — pexunm 6e30nacHOCTM TOYKM A0CTYNA, K KOTOPOM NPOUCXOAUT NOAKNIOYEHUNE:
= None — He WUCMONb30BaTb WKOPOBaHNE ANA Nepefayn AaHHbiX. TOYKa OTKpbITa A1
poctyna ntoboro KAneHTa;
=  WPA Personal — pexxnum NOAKAOYEHMA K TOYKE AOCTYyMNa C UCMONb30BAHMEM MEXaHW3Ma
6esonacHoct  WPA-TKIP wnan  WPA2-AES. [Mpu Bblbope [AaHHOIO pexuma Aanas
pefakTMpoBaHuA 6yayT AOCTYMNHbI CleaytoLme HaCTPOMKK:

Eecurity WPA Personal v | 2
WPAVersions: WPA-TKIP ¥ wpa2-AES
MFP Capable r
Key:
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— WPAVersions — Bepcua ucnonb3yemoro npoTtokona 6esonacHoctu (WPA wam
WPA2);
— MFP — 3awmTa ynpasnsatwouwmx kagpos: Not Required — He ncnonb3oBatb; Capable —
onumoHanbHo; Required — ncnonb3oBaThb;
—  Key —knto4/naposb, HeobXxoAMMbIN 414 aBTOPU3aLLMM HA TOUKe A0CTYNa;
= WPA Enterprise — peXum noaKNO4YEeHUA K TOYKe J0CTyMna C UCNOAb30BaHMEM aBTOPM3aLLUmM
W ayTeHTUdMKaLMM Ha BblwecToAlwem cepsepe. Mpu BbibOpe AAHHOrO pexuma ans
pefakTMpoBaHUA byayT AOCTYMNHbI CleaytoLme HaCTPOMKK:

Eecurity WPA Enterprise ¥ =
WPAVersions: WPA-TKIP ¥ wpaz-AES
MFP Mot Required ¥
EAP Method ® peap Hs
Username
Password

— WPAVersions — Bepcua uUcnosb3yeMoro npotokona 6esonacHoctu: WPA-TKIP,

WPA2-AES;
—  MFP — 3awmTa ynpasaatowmx Kagpos: Not Required — He ucnonb3soBaTb; Capable —

onuuMoHanbHo; Required — ncnonb30BaTh;
— EAP Method — Bbibop NpoToKona ayTeHTUdUKaUUK (peap uaum tls);
— Username — nms nonb3oBaTena, UCNO/b3yeMoe Npu aBTopM3aL MM Ha CepBepe;
— Password — naponb Nonb3oBaTeNa, UCNob3yeMblii NpY aBTOPM3aLMK Ha CEPBEPE;
— Connection Status — cTaTyc NOAKAOYEHNA K TOYKe A0CTyna.

B pasgene «Downstream Interface» BbINO/HAOTCA HACTPOVKM MHTEpdENica, BbICTYMNAOWEro B Kayectse
TOYKM AocTyna.

Status — BKNoyeHue/BbikAO4eHNe downstream-uHTepdeiica:
= Up — nHTepdeinc BKAIOYEH;
=  Down — nHTepdenc BbIKIIOYEH.
— VLAN ID — Homep VLAN, B KOoTOpom bByaeT nepefaBaTbCA CeTeBOW TpaduK ANA AaHHOW TOYKM
[0CTyna;
—  SSID — vmA TOYKKM A0CTYNa;
— Broadcast SSID — BKNOYNTL/BbIKNIOYMTb BelaHME TOYKM AOCTYna:
= On — BeLLaHMe BK/IOYEHO;
=  Off — BellaHMe BbIKAHOYEHO.
—  Security — pexum 6e30nacHOCTN cO34aBaeMOM TOYKU J0CTYNa;
= None — He MCMNONb30BaTb LWKPPOBaHME [N Nepenayn AaHHbiX. ToyKka OTKpbITa AaA
[ocTyna itoboro KAneHTa;
=  WPA Personal — peXum NOAKNHOYEHMA K TOUKE AOCTYMa C UCMO/b30BAaHMEM MEXaHM3Ma
6e3onacHoct WPA uan WPA2. lMpu BbibOpe AAHHONO pexnuma K peaaKTUPOBaHMUIO

[OCTYMHbI CneayoLmne NyHKTbI:

Security WPA Personal v | =)
WRAVersions: WEA-TKIP ¥ wWPAZ-AES
MFF Capable T
Key:

— WPAVersions — Bepcus Mcnonb3yemoro npotoKkosa 6esonacHoctu (WPA-TKIP nan
WPA2-AES);
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Ecnn BbibpaH WPA-TKIP, To ana HacTponkM byayT AOCTynHbI NOAA:

—  Key — kntou/naposnb, HeO6X0AMMbIN ANA aBTOPU3ALMM HA TOYKE AOCTYNa;

— Broadcast Key Refresh Rate — nHTepBan BpemeHn 06HOBAEHUA TPYNMNOBOro KAtoua,

npuHMMmaeT 3HavyeHma 0-86400.
Ecnu BbibpaH WPA2-AES, To 4n1a HaCTPOMKM b6yayT [OCTYNHbI NOAS:

—  Key —kntou4/naposb, HeobXoAMMbIN 414 aBTOPU3aLLMM HA TOUKE A0CTYNa;

— Broadcast Key Refresh Rate — uHTepBan BpemeHn 0O6HOBNEHMA FPYMNMNOBOro KAua,

npuHnmaet 3HavyeHuma 0-86400;

—  MFP — 3awumTa ynpasastowmx Kagpos: Not Required — He ucnonbsosatb; Capable —

onunoHanbHo; Required — ncnonb3oBaThb;
—  MAC Auth Type — pexkum ayTeHTUMKaLmMm nonb3osatenel ¢ yuetom nx MAC-agpeca:
» Disabled — He ncnonb3oBaTb ayTeHTUPUKaLMIO nonb3osaTtenel no MAC-agpecy;

=  RADIUS — ncnonob3oBaTb ayTeHTUdMKAUMIO nosb3oBaTtenen no MAC-agpecy C NOMOLLbLO

RADIUS-cepBepa;

» local — ucnonb3oBaTb ayTeHTMOUKAUMIO Nosb3oBaTenelt no MAC-agpecy C NOMOLLbIO

NIOKaNbHOro CNucKa aapecos, cGOPMUMPOBAHHOrO Ha AaHHOM ToYKe AOCTyna.
HaxkmuTte KHonKy «Update» ana coxpaHeHUa BHECEHHbIX U3MEHEHMA,

[na o6HOBNEHNA MHDOPMALMM Ha CTPAHMLE HaXKMUTE KHONKY «Refresh».

12.2 NogmeHio «Workgroup Bridge Transmit/Receive»

B NOAMEHIO «Workgroup Bridge Transmit/Receive» npeacrasneHa CTaTUCTUKA
nepeaaHHoMy/npuHATOMY TpaduKy Ha nHTepdeiicax, chopmmpoBaHHbix B pexkume Work Group Bridge.

[na 06HOBNEHNA MHOPMALMM Ha CTPAHMLE HAaXKMUTE KHONKY «Refresh».

View transmit and receive statistics for this access point

Click "Refresh” button to refresh the page.
Refresh

Interface Status VLAN ID MName (SSID)

Transmit
Interface Total packets Total bytes

Receive
Interface Total packets Total bytes

— Interface — ums nHTepdelica;

— Status — cTaTyc paboTbl UHTEpdeica;

—  VLAN ID — Homep VLAN, HasHauYeHHOro Ha uHTepdeic;

—  Name(SSID) — nma 6ecnpoBogHOM ceTn, CKOHOUTIYpUpoBaHHOM ans HTepdelica.

B pasgene «Transmit» BbINOAHAETCA NPOCMOTP CTaTUCTUKKM NO NepeaaHHOMY TPadUKy.
B pasgene «Receive» BbINONHAETCS MPOCMOTP CTAaTUCTUKM NO NPUHATOMY TPadUKY.

— Interface — ums nHTepdelica;
— Total packets — obLiee KOAMYECTBO NepesaHHbIX/MPUHATLIX NaKeTOoB;
— Total bytes — 06Lee KONMYECTBO NepeaaHHbIX/NPUHATbIX 6anT.
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s ELTEX

TEXHUYECKAA NOAOAEPXKKA

[Ona  nonyyeHMa  TEXHUMYECKOW  KOHCynbTauMuM MO BOMPOCAM  3Kchayataumm  obopyaoBaHus
000 «Mpeanpusatne «3JITEKC» Bbl moxkeTe 06patnTbcA B CEpPBUCHbIN LLEHTP KOMMNAHWUK:

Poccuitckan Peaepauyusa, 630020, r. HoBocnbupck, yn. OkpyrHas, gom 29B.

TenedoHbl LeHTpa TEXHUYECKOW NOAAEPIKKN:
+7(383) 274-47-87,

+7(383) 272-83-31,

E-mail: techsupp@eltex.nsk.ru

Ha oduumanbHoM caiTe KoMnaHuM Bbl MOMeTe HaWTU TeXHUMYECKYID [OKYMEHTaUMio W MporpammHoe
obecneveHne ana  npoaykumum 00O  «Mpeanpuatme  «3J/ITEKC», o06patutbca K 6ase  3HaHWN,
NPOKOHCY/IbTUPOBATLCA Y MHXKeHepoB CepBMCHOrO LLEeHTPa Ha TEXHUYECKOM dpopyme.

OdurumanbHbIA caT KomnaHun: http://eltex.nsk.ru
TexHnueckuii popym: http://eltex.nsk.ru/forum

Ba3a 3HaHwui1: http://eltex.nsk.ru/support/knowledge
LleHTp 3arpy3ok: http://eltex.nsk.ru/support/downloads
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