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1 BBEAEHME

1.1 AHHOTauuA

B HacTosLlee BpemaA OCYLLECTBAAKTCA MacliTabHble NPOEeKTbl N0 NOCTPOeHUto ceTel cBsdn. OaHoM
M3 OCHOBHbIX 3a/a4 NPW peannsaumnm KpynHbIX My1bTUCEPBUCHBIX CETEN ABNAETCSA CO3A4aHME HAZEKHbIX U
BbICOKOMPOM3BOAMTE/bHbIX TPAHCMOPTHbIX CETel, KOTopble ABAAKTCA OMNOPHbIMM B MHOFOC/IOAHOM
apXUTEKTYpe ceTen cneayowero NnoKoaeHus.

MapuwpyTtmsatopbl ESR-10 MOryT MCnoab30BaTbCA HA CETAX KPYMHbIX NPeanpuATUA U NPeanpuaTUii
Masioro U cpeaHero 6usHeca (SMB), B onepaTopckux ceTaAx. YCTpohcTBO obecneuynBaloT BbICOKYHO
NpPoOn3BOAUTENbHOCTb, BbICOKYIO MPOMYCKHYO CMOCOBHOCTL M NOAAEPKMBAIOT (YHKLMW  3aLUUTDI
nepefaBaemblX AaHHbIX.

B AaHHOM PYKOBO/CTBE MO 3KCM/yaTalMU U3M0MKEHbI Ha3HauyeHMe, TEXHMUYECKNE XapaKTepPUCTUKM,
dYHKLMN, KOHCTPYKTUBHOE UCMOIHEHWE, NOPALOK YCTAHOBKKU, PEKOMEHAALMM MO Ha4yaibHOM HACTPOMKe U
06HOBNEHWIO NPOrpaMMHOro obecneveHus mapupytmnsatopa ESR-10 (aanee yctpoiicTso).

1.2 Uenesas ayguropus

JaHHOe pyKOBOACTBO MOJb30BaTeNsAs  MNpPeAHA3HAYeHO ANA  TeXHUYEeCKOro  MepcoHana,
BbIMOJIHAIOLLEr0 YCTAHOBKY, HAaCTPOMKY U MOHUTOPUHT YCTPOMCTB MNOCpeacTBOM MHTepdelica KoMaHaHOM
ctpokun (CLI), a TaKxe npoueaypbl No ob6CAyKMBaHMIO cucTembl M obHoBneHuno MNO. KBanuduKkauma
TEXHMYECKOro MepcoHana npeanosiaraer 3HaHME OCHOB paboTbl cTekoB npotokonos TCP/IP,
npuvHUMNoB nocTpoeHus Ethernet-ceteli.

1.3 YcnosHble 0603HaueHusa

O603HauyeHue OnucaHue

Kypcvsom Calibri ykasbiBaloTcA NepemMeHHble WAM napameTpbl, KoTopble

Kypcus Calibri o
HEO6XOAMMO 3aMEHNTb COOTBETCTBYOWMM CNOBOM NN CTPOKOWU.

MonyXupHbIii Kypcus MonyXupHbIM WPUDTOM BblAeNeHbI MPUMEYAHNA U NPeaYNPeEKAEHNS.

<MonyXunpHbIA Kypcune> | B yrnosbix CKOBKax yKasbiBaloOTCA Ha3BaHMA KNABMLL HA KAaBuaType.

Courier New NonykunpHbim LWpundrtom Courier New 3anuncaHbl npumepbl BBOAA KOMAHA,

5 LU i
Courier New ‘ pudTom Courier New B pamKe C TEHbIO yKa3aHbl pe3y/bTaTbl BbINOJHEHWSA

KOMaHA,.
B KBagpaTHbIX CKOOKax B KOMAHAHOM CTPOKE YKa3blBaloTCs HeobssaTesbHble

[ 1 napameTpbl, HO WX BBOA, NPEAOCTaBAsET onpeAeNeHHble LOMNOJHUTENbHbIE
onuuu.

{1 B ¢urypHbix CcKOBKax B KOMaHAHOW CTPOKE YKa3blBalOTCA BO3MOMKHbIE
obs3aTenbHble NapameTpbl. Heobxoanmo BbIGpPaTb OAUH M3 NapaMeTpOB.

«|» [laHHbIN 3HAK B ONWCaHMM KOMaHAbl 0603HaYaeT «UAn»,

Mapuwpymuzamopel cepuu ESR, PykosoOcmeo o akcnayamayuu 5
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MpumeyvaHua U npegynpexaeHun

*  MpumeuaHus copepyKaT BaXKHYIO WMHPOPMALMIO, COBETbl WMAN peKoMeHAauuu no
MUCMNOb30BaHUIO U HAaCTPOIiiKe YCTPOACTBA.

1 MpeaynpexaeHna MHGOPMUPYIOT NONb30BATENA O CUTYALUAX, KOTOPbIEe MOFYT HaHECTH
' Bpea YCTPOMCTBY MM YenoBeKy, NPUBECTU K HEeKOPPeKTHol paborte ycTpoictBa uau
norepe AaHHbIX.

6 Mapuwpymuszamopsl cepuu ESR, PykosoOcmeo o akcnayamayuu
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2 ONUCAHUE U3OENUA

2.1 Ha3HaueHue

ESR-10 ABnAeTcA BbICOKONPOU3BOAUTENbHBIM MHOTOLENEeBbIM CETEBbIM  MapLLPYTU3ATOPOM.
YcTpoiicTBo 06beguHaeT B cebe TpaguLUMOHHbIe ceTeBble QYHKLUM U KOMMIEKCHbIA MHOFOYPOBHEBbIM
nogxos K 6e30MacHOCTM MapLIpyTM3aUMKM, 4YTO NO3BOJIAET O0b6ecneynTb HAAEKHY 3awuTy Ans
KOpPNopaTMBHOM cpeabl.

YcTpolicTBO noafepkmBaeT OGYHKUMM  MEXCEeTEeBOro 3KpaHa AAns 3aluTbl CBOEW ceTeBoW
MHPpPaAcTPyKTypbl U codyeTaeT B cebe HoBelwune cpeacTBa obecnevyeHMsa 6€30MNaCHOCTU AaHHbIX,
WwndpoBaHUA, ayTEHTUPUKALUKN N 3aLLUTbI OT BTOPKEHUN.

YCTPOMNCTBO COAEPKUT B cebe cpeacTBa A5 NPOrpammHON M annapaTHOM ob6paboTKM AaHHbIX. 3a

CYET ONTUMaANbHOrO pacnpeaeneHns GyHKUMA 06paboTKM AaHHbIX MeXKay 4YacTaAMM A0CTUraeTcs
MaKCcMMasibHas NPon3BOANTENIbHOCTD.

2.2 PyHKUUMN

2.2.1 ®yHKyuu uHmepagelicos

B Tabsmue 2.1 npuseaeH cnmucok pyHKUMN NHTEPPENCOB YCTPOMUCTBA.

Tabanua 2.1 — OyHKLMK MHTepdENCOB yCTPOMCTBA

OnpeodeneHue ABTOMATUYeCKOe onpeaesieHne TMna Kabens - nepekpecTHbli kKabenb nnun kabenb
noaspHocmu NPAMOro NOAKNOYEHUA.
nooKAoYeHus Kabens — MDI (Media-Dependent Interface — npamoit) — ctaHgapT kabeneit ana
(Auto MDI/MDIX) NOZKNOYEHUS OKOHEYHbIX YCTPOMCTB;

—  MDIX (Media-Dependent Interface with Crossover — nepeKkpecTHbli) -

CTaHAapPT Kabenen ansa NOAKNOYEHNSA KOHLLEHTPATOPOB U KOMMYTaTOPOB.
Moddeprcka MeTog 06paTHOro AaBAEHUA UCMONb3YETCA HA NOAYAYNAEKCHBIX COeANHEHNAX
06pamHo20 daeneHus ONA perynnMpoBaHMA NoTOKa AaHHbIX OT BCTPEYHOrO YCTPOWCTBA NyTEM CO34aHUA
Konnausunn. Metog n AeT nsbexxatb nepenosHeHus HOM MamATK

(Back pressure) onnu3 eTog, no3BonseT usbexatb nepenosiHe 6ydepHoi na

YCTPOWCTBa M NOTEPU AAHHbIX.

YnpaeneHue nomoKkom

YnpasaeHue NOTOKOM NO3BO/SIAET COeAUHATb HU3KOCKOPOCTHOE YCTpOVICTBO C

(LAG, Link aggregation)

(IEEE 802.3X) BbICOKOCKOPOCTHbIM. [11A NpeAoTBpaLLeHnA nepenonHeHusa bydepa
HU3KOCKOPOCTHOE YCTPOMCTBO MMEET BO3MOXKHOCTb OTNpaBaATb nakeT PAUSE, Tem
CcaMbIM MHPOPMUPYS BbICOKOCKOPOCTHOE YCTPOIMCTBO O HEOBXOAMMOCTU cAeNnaTh
naysy npu nepegaye nakeTos.

AzpezuposaHue ArpervpoBaHue (06beanHeHne) KaHaI0B NO3BOMAET YBEAUYUTb NPONYCKHYIO

KaHanos CNocobHOCTb KaHana CBA3M U NOBbICUTb Er0 HAAEKHOCTb.

MapuwpyTnsaTtop nogaepuBaeT CTaTUYECKOe U AMHAMUYECKOe arpermpoBaHne
KaHanos. [pn guHamn4yeckom arpermpoBaHumn ncnonbsyetca npotokon LACP ana
ynpaBieHUA rpynnoi KaHanos.

Mapuwpymuzamopel cepuu ESR, PykosoOcmeo o akcnayamayuu
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2.2.2 ®yHkyuu npu pabome c MAC—adpecamu

B Tabaunue 2.2 npuseaeHbl GyHKUMM ycTporcTBa npu pabote c MAC—agpecamu.

Tabaunuya 2.2 — dyHKLUMK paboTbl ¢ MAC-agpecamu

Tabauya
MAC-adpecos

Tabnnua MAC-agpecoB ycTaHaB/MBaeT cooTBeTcTBMe mexay MAC-agpecamu m
WHTepdencamm ycTponcTea 1 UCNONb3yeTca A8 MapLIpyTU3aL MM NAaKeToB
AaHHbIX. MapwpyTM3aTopbl UMetoT Tabanuy emrkocTbio Ao 16K MAC-agpecos u
pesepBupytoT onpeaeneHHble MAC-agpeca AN UCNO/Ib30BaHUA CUCTEMOW.

Pexcum obyveHus

MAC-Tabmua moxKeT coaeprkatb MO0 cTaTUYeCcKUe agpeca, 1Mbo agpeca,
N3yYeHHble NPU NPOXOXKAEHNM NAKETOB AAHHbIX YepPE3 YCTPOMCTBO.

MN3yyeHune npomcxoaunT 3a cyeT peructpaunn MAC-agpecos oTnpaBuTeneit NaketTos
C NpmBA3KOM MX K nopTam 1 VLAN. BnocneactTsun 3T1 AaHHbIE UCNOJb3YHOTCA ANA
MapLIpyTM3aLLMKN BCTPEYHbIX MAaKeTOB. Bpema xpaHeHnA 3aperncTtpupoBaHHbIX
MAC-agpecoB orpaHM4YeHo, ero NPoAOMKMTENIbHOCTb MOXET HacTpaneaTbCA
AAMUHUCTPATOPOM.

Ecan MAC-agpec nony4yaTtens, yKasaHHbIA B NPUHATOM YCTPOMCTBOM MaKeTe,
OTCyTCTBYET B TabaunLe, TO TaKOM NakeT OTNPABAAETCA Aanee KakK
LUIMpPOKOBeLLaTeNbHbIM B Npeaenax L2 cermeHTa ceTu.

2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI

B Tabanue 2.3 npuseaeHbl GyHKLUUM U 0COBEHHOCTM 8MOpP0o20 yposHA (yposeHb 2 OSI)

Tabnunua 2.3 — OnucaHue GyHKLMA BTOPOro ypoBHSA (yposeHb 2 OSI)

Moddepxka VLAN

VLAN (Virtual Local Area Network) — 3To cpeAcTBO pasfeneHus cetTu Ha
W30/IMPOBaHHbIe CcermeHTbl Ha yposHe L2. Wcnonb3osaHue VLAN nossonser
MOBbLICUTb YCTOMUYMBOCTb PabOoTbl KPYMHbIX CeTei 3a cyeT AeneHusa ux Ha bonee
MesIkKue CeTU, M30/MPoBaTb PA3HOPOAHLIM TpaduK AaHHbIX Mexagy coboit u
pewnTb MHOrMe Apyrue 3aZayu.

MapLwpyT1saTopbl NOALEPKUBAIOT Pas/INYHble cnocobbl opraHmsaumm VLAN:

VLAN Ha 6a3e MeTOK NaKeToB AaHHbIX, B cooTBeTcTBUM ¢ IEEE802.1Q;
VLAN Ha 6a3e nopToB ycTpolicTea (port-based);

VLAN Ha 6a3e Ucno/ib3oBaHMA NpaBua KnaccuduKaumm gaHHblx (policy-
based).

Mapuwpymuszamopsl cepuu ESR, PykosoOcmeo o akcnayamayuu
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2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeesoii modenu OSI

B Tabnnue 2.4 npuBegeHbl GyHKLMM TPETbEro YpoBHs (yposeHb 3 OSI)

Tabnnua 2.4 — OnucaHune GyHKUMIA TpeTbero yposHsa (Layer 3)

CmamuyeckKue IP- AZMUHUCTPATOP MapLIpyTU3aTopa MMeEET BO3MOXKHOCTb [00aBNATb M yAanATb
Mapwpymel CTaTUYECKMe 3anncK B TabamLy MapLipyTU3aumu.

AuHamuyeckasn MpPOTOKO/bI  AMHAMWYECKOM  MapLipyTM3auuu No3BONAKT  YCTPOWCTBY
mapwpymusayus 06MeHMBATLCA MapPLIPYTHON MHGOPMALMEN C COCEAHMMM MApLIPYTU3ATOPaMMK U

ABTOMATUYECKM COCTaBAATb TabAMLYy MapLUpyTOB.

MapuwpyTtunsatop noanep»usaeT cnegytowme npotokonbl: RIP, OSPFv2, OSPFv3,
BGP.

Tabnuya ARP ARP (Address Resolution Protocol) — npoTokon Ans BbISICHEHMA COOTBETCTBUA
apecoB CETEBONO U KaHa/bHOro yposHel. Tabanua ARP cogeput nHdopmaumio
06 M3y4eHHOM COOTBETCTBUM.

CooTBeTCTBME YCTAaHAB/MBAETCA HA OCHOBE aHaAM3a OTBETOB OT CeTeBbIX
yCTpOVICTB, agpeca YCTpOl‘/‘ICTB 3anpawnmBaoTCA C NOMOLLbBIO WKNPOKOBELWATENIbHbIX
NaKeToBs.

Knuevm DHCP NMpotokon DHCP (Dynamic Host Configuration Protocol) gaér soamoskHocTb
aBTOMATM3NPOBATb YNpaBAeHNe CETEBbIMM YCTPOMUCTBAMM.

Knnent DHCP nossonser maplpytTM3aTopy Mojy4aTb CEeTeBOM agpec U
AononHuTenbHble napameTtpbl oT BHewHero DHCP-cepsepa. Kak npaswno, aToT
cnocob ncnonb3yeTcs A/1s NoJlydeHUA CeTeBbIX HACTPOEK onepaTtopa nyb6/MyHOM
cetn (WAN).

Cepsep DHCP Cepsep DHCP npepgHa3HayeH pgna  aBTOMaTM3aUMM U LEHTPaaAn3aumu
KOHPUIYpUpPOBaHUSA CETEBbIX YCTPOMNCTB.

PasameweHne DHCP-cepBepa Ha MmaplpyTusatope no3BoaAeT MNOAyYUTb
3aKOHUYEHHOe pelleHne A4 NOAAEPHKKM JIOKaNIbHOW CeTH.

DHCP-cepBep, BXOAAWMIA B COCTAaB MapLpyTM3aTopa, NO3BO/AET Ha3Ha4yatb IP-
aflpeca ceTeBbIM YCTPOMCTBAaM W nepefaBaTb AOMOJHUTE/bHbIE CeTeBble
napameTpbl — apeca CepBepoB, afpeca LA30B CETU U Apyrne Heobxoanmble

napamertpbl.
TpaHcaayus cemeeaoix TpaHcnAUMA CeTeBbIX agpPecoB — 3TO MexXaHM3M, KOTOpbli nossonser
adpecoe npeobpasosbiBaThb IP-agpeca M HOMepa NOPTOB TPAH3UTHBIX NaKETOB.

@dyHKumMa NAT no3sosnseT UCNONb30BaTb MeHblluee KonmyectBo |P-agpecos,
TPaHC/AMpPYA HECKONbKo |P-agpecoB BHYTPEHHEW CeTM B OAMH BHELWHUN
nybanuHbii IP-agpec. UcnonbsoBaHne NAT no3BonseT yBenUYUTb 3aLWMUWLEHHOCTb
JIOKaNIbHOM CETU 3a CHET CKPLITUA €€ BHYTPEHHEN CTPYKTYpPbI.

(NAT, Network Address
Translation)

MapwpyTusatopbl NoAaepKUBAOT creytowme sapnaHTol NAT:

— Source NAT (SNAT) — BbINnoNHAETCA 3aMeHa afipeca, a TakKe Homepa
nopTa UCTOYHMKA NPU NPOXOXKAEHUMN NaKeTa B O4HY CTOPOHY W 0bpaTHOM
3aMeHe afpeca HasHayeHWA B OTBETHOM NaKeTe;

— Destination NAT (DNAT) — Korga obpalieHua nsBHe
TPAHCAMPYIOTCA MEXKCETEBbIM 3KPAaHOM Ha KOMMNbIOTEP NO/b30BaTENA B
JIOKA/IbHOM CeTU, UMELOLWMIA BHYTPEHHMI aapec U NOTOMY HeAOCTYMHbIN
M3BHE CeTu HenocpeacTBeHHO (6e3 NAT).
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2.2.5 ®@yHKYUU MyHHeAuposaHUa mpaguKka

Tabaunuya 2.5 — PyHKUMKM TYHHENMPOBAHUA TpadmKa.

lpomokonel

MmyHHenupoeaHus

TyHHenMpoBaHWe — 3T0 cnocob npeobpa3oBaHUA NAaKETOB AaHHbIX NpU Nepegaye
UX MO CeTU, NPU KOTOPOM MPOMUCXOAWUT 3ameHa, moandukauma unm gobasneHune
HOBOrO CETEBOrO 3aro/ioBKa naketa. Takol cnocob mMoXKeT 6bITb UCMO/b30BaH ANA
COrNIacoBaHWA TPAHCMOPTHbLIX MPOTOKONOB NPU MPOXOXKAEHWUU [aHHbIX Yepes
TPAH3WUTHYIO CeTb, A1A CO34aHWA 3alUMLLEHHbIX COEAWHEHWIH, MNPU KOTOPbIX
TYHHE/NIMPOBaHHbIE AaHHble NOABEPratoTCA WUbPOBAHUIO.

MapLpyT13aTopbl NOALEPKMUBAIOT CeayOLLME BUAbI TYHHENeN:

—  GRE - nHKancynaumsa IP-naketa B apyroi IP-naket c ao6asneHmem GRE
(General Routing Encapsulation) 3arosioBKa;

—  IPv4-IPv4 — TyHHe b, UCNO/b3YHOLLMIN MHKANCYNALMIO UCXOAHBIX IP-
naketos B IP-nakeTbl ¢ ApyrMmu ceTesbiMM NapameTpamu;

—  L2TPv3 — TyHHenb ana nepegayn L2-tpadumka c nomoubto IP-nakeTos;

— IPsec —TyHHenb c wndpoBaHnem nepesaBaembix AaHHbIX;

— L2TP, PPTP — TyHHenn, nucnonb3yowmeca gna opraHnsaumm yaaneHHoro
[0CTyNa KNneHT-cepsep.

2.2.6 ®yHKYuUU ynpasseHUs U KOHGU2ypupoeaHus

Tabaunua 2.6 — OCHOBHblE PYHKUUKN yNpaBAeHUA U KOHOUTYPUPOBAHUSA

3azpy3Ka u ebiepy3Ka

MapameTpbl YCTPOMCTBA COXPAHAOTCA B daisie HACTPOMKMU, KOTOPbLIA COLEPHKUT

haiina Hacmpoliku JaHHble KOHOUTYpaLMK Kak BCeN CUCTEMBI B Lie/IOM, TaK U onpeaesieHHOro nopTa
ycTpoicTea. Ana nepegaym ¢paiiioB MOryT MCNOAb30BaTbCA NpoTokosbl TFTP, FTP,
SCP.

UHmepdeiic YnpasneHue nocpeacTsom CLI ocyuiecTsnaerca NIOKanbHO yepes

KOMAHOHOII cmpoKu
(cLi)

nocnegoBaTenbHbI NnopT RS-232 nnbo yaaneHHo yepes Telnet, SSH. UHTepdeiic
KOMaHAHOW CTPOKM KoHconn (CLI) aBnsetcs NpOMBbILWAEHHBIM CTaHAAPTOM.
MHTepnpeTtaTop CLI npeaocTaBnseT CMMCOK KOMaHZ W KAKOYEBbIX C/OB ANS
NMOMOLLM MO/b30BaTE/NO U COKPALLEHUIO 06bema BBOAMMBIX AaHHbIX.

Syslog Mpotokon Syslog obecneumsaer nepegadyy WMHOOPMALMOHHBLIX COOBLLEHUIA O
NPOUCXOOALLMX B CUCTEME COBLITUAX U BEAEHWNE XKypHana CobbITUIA.

Cemesbie ymuaumel Ymunaumel ping u traceroute — npepHasHayeHbl A8 MPOBEPKM AOCTYMHOCTM

ping, traceroute ceTeBbIX YCTPOWCTB U ANA OnpeAe/eHnsa MapLpyToB nepeaaqv AaHHbIx B IP-ceTax.

YnpaeneHue MapLupyT1saTopbl NOALEPIKMBAIOT YNPaBieHMe YpOBHEM A0CTyNa Nojb3oBaTenei

KOHMPOAUPYeMbIM K cucteme. YpOBHM [OCTyna MO3BOAAIOT YNpaBiATb 30HaMW OTBETCTBEHHOCTM

docmynom — ypoeHu

aAMMHUCTPATOPOB YCTPOMCTB. YPOBHM A0CTyna Hymepytotea oT 1 go 15, yposeHb
15 cooTBeTCTBYET NOSHOMY AOCTYMY K YNPaB/eHWIO YCTPONCTBOM.

npusunezuii
AymeHmucdukayusa AyTeHTUOUKALMA — 3TO NpoLeaypa NPOBEPKM NOANMHHOCTU NOb30BaTeNs.
MapLpyT13aTopbl NOALEPKUBALIOT C/ieAyloLLMe METOAbI ayTEHTUDUKALUM:

—  NoKanbHafA — Ans ayTeHTMOMKaLUM UCNOoNb3yeTcA NoKanbHan 6asa
JaHHbIX NONb30BaTeNel, XPaHALLAACA HA CAMOM YCTPOMCTBE;

— rpynnoBas — 6a3a AaHHbIX N0Nb30BaTeel XPaHUTCA Ha cepBepe
ayTeHTMdUKauun. Ana B3aMMOAENCTBUA C CEPBEPOM UCMO/b3YHOTCA
npoTtokonbl RADIUS n TACACS.

Cepeep SSH dyHKumK cepsepa SSH u Telnet no3sonatoT ycTaHOBUTL CoeANHEHME C

Cepeep Telnet yCTpOl‘/'ICTBOM ANna ynpasneHUAa nm.

AsmomamuyecKoe YCTPOICTBO NOAAEPKMBAET aBTOMATUYECKYHO CUCTEMY BOCCTaHOBNEHMUA

goccmaHoeneHue KOHdUrypaunm, KoTopasa NpesoTBpaLLaeT CUTyaL MM NoTepU yaAaAeHHOro focTyna K

KoHguzypayu YCTPOWCTBY Nocne CMeHbl KOHPUrypauun. Ecam B TedyeHue 3a4aHHOTO BpEMEHM
nocne usmeHeHus KoHUrypaumm He 6bi10 BBEAEHO NOATBEPKAEHNE —
Npov3onaeT aBTOMATUYECKUIM OTKAT KOHPUTypaLumn A0 npesblaywero
MCMO/1b30BaBLUErocA COCTOAHMA.
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2.2.7 ®yHKyuu cemesoli 3auyumsoi

B Tabnmue npuseaeHsl GyHKLUMM CETEBOM 3aLLUTbI, BbINOJIHAEMbIE YCTPOMCTBOM.

Tabnnua 2.7 — DyHKLMN CeTeBOM 3aLLMUTbI

30HbI 6e3onacHocmu

Bce nHTepdericbl MapLipyTM3aTopa pacnpegenatoTca no 3oHam 6esonacHocTu.
[na Kaxpor napbl 30H HacTpamMBaloTCA MpaBua, onpeaensaowme BO3MOXHOCTb
WAN  HEBO3MOXHOCTb MPOXOXAEHUA AaHHbIX MeXay 30HamMKM, npaBuna
dunbTpaummn TpadmrKa AaHHbIX.

dunempayusa 0aHHbIX

[na Kaxpow napbl 30H 6€30MacHOCTM COCTaBAAeTcA Habop npaBwAa, KoTopble

No3BOMAKT  yNpaBaaTb  GuAbTpauMein  AaHHbIX,  NPOXOAAWMX  4yepes
MapLpyT13aTop.

KomaHaHbI MHTepdelic ycTpoiicTBa NpefoCTaBAAeT CpeacTBa A/A AeTasbHOM
HacTPOMKM  npaBun  Knaccuobukaumm  Tpaduka UM gNa HasHavyeHwun

pe3yNbTMPYIOLWEro peLweHma o Nponycke Tpaduka.

2.3 OCHOBHbIe TeXHUYECKUE XapPaKTePUCTUKHU

OcCHOBHble TEXHUYECKME MapameTpbl MapLUpyTU3aTopa npuseseHbl B Tabanue 2.8.

Tabnnua 2.8 — OCHOBHblE TEXHUYECKMUE XapPaKTEPUCTUKM

06w me napameTpbl

MaKeTHbIM NpoLeccop ESR-10 Broadcom North Star Plus (BCM58625)
. 4 x Ethernet 10/100/1000 Base-T

VHTepgerice! ESR-10 1 5 X 1000 Base-x (SFP)

Tunel onTuHeckux ESR-10 | 1000 BASE-X SFP

TpaHcuBepos

[OynnekcHon K
pexumbl nHTepdelicos

NoAYAYNNEKCHbIN

- ,D,yﬂl'IEKCHbIﬁ n FIOﬂy,CI,yFIJ'IEKCHbIﬁ PeXnm ana anekKTpn4yecKnx nopTos
- ,D,yﬂl'IEKCHbIﬁ peXnm ana ontTu4eCKnx NopTos

CkopocTb nepeaayun

- afiekTpuYeckne nuTepdeiicsl 10/100/1000 M6uTt/c

AaHHbIX ESR-10 - onTuyeckue uHtepdericol 1 réut/c
Tabanua MAC-agpecos 16K 3anucei

MNopaepkka VLAN 00 4K aktnsHbIx VLAN B cooTBeTcTBMu ¢ 802.1Q
Konnuectso VRFlite no 32

Konnuectso L3 nHTtepdeiicos [0 200

;Z;quCTBO MapLUpyTOB ESR-10 1100K

Konnyectso  mappyTos

o PUWIPYTO® | Esr10 | 300K

Konnyectso mapwpytos RIP 10K

Konnyectso cTaTtMyeckmx mapLupyTos 11K

Pasmep FIB ESR-10 550K

CooTBeTCTBME CTaHAApTaM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet
IEEE 802.3z Fiber Gigabit Ethernet

ANSI/IEEE 802.3 aBTOOMNpEAeneHne CKopocTu
IEEE 802.3x KOHTPO/1Ib MOTOKOB AaHHbIX

IEEE 802.3ad o6beauHeHne KaHanos LACP
IEEE 802.1Q BupTyanbHble NOKanbHble ceTn VLAN
IEEE 802.1v

IEEE 802.3ac

IEEE 802.3ae

Mapuwpymuzamopel cepuu ESR, PykosoOcmeo o akcnayamayuu
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IEEE 802.1D
IEEE 802.1w
IEEE 802.1s
YnpasneHue
JlokanbHoOe ynpasneHune CLI
YpaneHHoe ynpasneHue TELNET, SSH

dusnueckue XapPaKTepUCTUKU U ycanosu

A OKpY»KatoLeii cpeabl

MCTOYHMKM NUTaHUA ESR-10 CeTb NOCTOSAHHOTO TOKa: -12B
MakcumanbHoO ESR-10 9 BT

notpebaseman MOLLHOCTb

Macca ESR-10 He 6onee 1 kr

lFabapuTHble pasmepbl ESR-10 184x119%x22 mm

NHTepBan pabounx TemnepaTtyp

ot 0 8o +40 °C

MHTepBan TemnepaTypbl XpaHeHuUA

oT-40 fo +70°C

OTHOCMTENbHAA  BAAXHOCTb  NpwU

aKcnnyataumm  (6e3  obpasoBaHuA | He 6bonee 80%
KOHZeHcaTa)

OTHOCMTENbHAA  BAAXHOCTb  Npwu

XpaHeHUn (6es obpasoBaHua | ot 10% g0 95%
KOHAeHcaTa)

CpenHuii CPOK CyK6bI 20 net

12
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2.4 KOHCTpYKTUBHOE UCNONIHEHUE

B [AaHHOM pasgene ONWCAHO KOHCTPYKTMBHOE WCMOSHEHWE ycTpolicTBa. [peacTaBaeHbl
n306parkeHna nepeaHen, sagHen M GOKOBbIX MaHenel ycrtpoiictea. OnMcaHbl pasbembl, CBETOANOAHbIE

MHOWNKATOPbI U OpraHbl ynpaBaeHUA.

YCTPOWCTBO BbINOJIHEHO B META//IMYECKOM KOPMyce C BO3MOMHOCTbIO YCTAHOBKM B 19”7
KOHCTPYKTUB, BbiCOTa Kopnyca 1U.

2.4.1 KoHcmpykmueHoe ucnonHeHue ESR-10

2.4.1.1 3a0HsA4a naHens ycmpoticme ESR-10

BHewHW Bug 3agHen naHenn ESR-10 noKasaH Ha pucyHke 2.1.

1 2 3 < 5 6

PucyHok 2.1 — 3a0Hsas naHenos ESR-10

B Tabnuue 2.9 npuBeaeH nepeyeHb Pa3bEMOB, CBETOAMOAHbLIX MHAMKATOPOB M OpPraHoB
ynpaB/ieHnn, pacnooXKeHHbIX Ha 3a4Hel naHenu yctpolictea ESR-10.

Tabanuya 2.9 — OnmcaHne pasbemoB 3a4Hei naHenu

Ne dnemMeHT naHenu 3agHen OnucaHue

1 ON/OFF KHOMKa BKAOYEHUA/BbIKAIOYEHMA NUTaHMA

2 12v DC Pasbem gna noakntoveHna agantepa NUTaHMA

3 Console KoHconbHbIN NopT RS-232 gna NoOKanbHOro ynpasieHMa yCTPONCTBOM.
4 USB1, USB2 2 pasbema USB gns nogkntodeHma BHewHux USB-ycTpoiicTs

5 [1..4] 4 noprta Gigabit Ethernet 10/100/1000 Base-T (RJ-45)

6 Optical Ports 2 nopra Gigabit Ethernet 10/100/1000 Base-X (SFP)

2.4.1.2 boKossie naHeau ycmpolicmea ESR-10

E=E

-
Eog
(-1-1-]
EOB

i

PucyHok 2.2 — bokosasA naHesnb mapwpymusamopa ESR-10
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B Tabnmue 2.10 npuBeaeH nepeyeHb OPraHoB YNpPaBieHWsA, Pacro/IoKeHHbIX Ha MPaBO NaHe un
MapLipyTtusartopa.

Tabnnuya 2.10 — OnucaHne pa3bemMoB MaHeAU MapLLpyTM3aTopa

Ne dnemeHT naHenn 60KoBomn OnucaHue

®YHKLMOHaNbHAA KHOMKa ANA nepesarpysku YcTponcTeo un cbpoca K
3aBOACKMM HACTPOWKam:
— NPV AAUTENbHOCTM HaXaTuA Ha KHONKY meHee 10 cekyHA,
NpPOUCXOAMT NepesarpysKa ycTponcTea;
— NPV ANUTENbHOCTM HaxaTuA Ha KHonky 6onee 10 cekyHA
npoucxoamT cbpoc YCTPOMCTBO K 3aBOACKON KOHPUIypaLuu.

2.4.1.3 BepxHsasa naHens ycmpolicmeo ESR-10

12 3 4 5

1 |
| 0 0o 0''o 0 000 0 |
o (k l:‘},u - «.{:n vb*ﬂ
0000000000000 00000000D00000000O0OO
0000000000000000000000D00D00O000O00OO0O
0000000000000000000000000000CO0ODO0COGOC
©0000000000000000000000000000CO0O0COO
00000000000 00000000000
00000000000 O&@&T@X 00000000O0O0O
00000000000 00000000000
00000000000000000000000000000CO0OO0CO0
©00000000000000000000000000D0CDO00O00CO0O
00000000000000000000000000000O0O0O
0000000000000 0OD0O0ODO00O0OD0ODO0O0OOO0O0OOO0OOO
0000000000000 00000D00D000000000OO0O
000000000000000000000D000000O00OO0O
0000000000000 000D00D000D0O0O0O000O0O0OO0O
000000000000000000D0000D0000000O0CO0O i
|

& %)

PucyHok 2.3 — BepxHAaa naHens mapuwipymuszamopa ESR-10

B T1abavue 2.11 npuBeseH nepeyeHb pPa3beMOB, CBETOAMOAHbIX MHAMKATOPOB WM OpPraHoB
ynpaB/ieHMA, PAcroONIOKEHHbIX Ha BEpPXHEeN NaHenn yctpoiictea ESR-10.

Tabnavua 2.11 — OnucaHMe MHANKATOPOB BEPXHEWN NaHeNN

Ne JneMeHT NaHenu BepxHen OnucaHue

1 Power MHAMKaTop NUTaHMA U cTaTyca paboTbl ycTpoicTaa
2 12v DC NHaMKaTop paboTbl UCTOYHMKA NUTAHMA

3 USB1, USB2 NHAaMKaTopbl paboTbl BHELLIHMX USB-yCTpo[/'lcna1

4 [1..4] NHamkaTopbl paboTbl Ethernet-noptos

5 [5..6] NHAMKaTopbl paboTbl ONTUYECKUX MHTEPhENCOB

1 v
B TeKyLuel BepcuM He UCnonb3yeTcs
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2.4.2 Ceemoean uHlukayusa ESR-10

CocTtonHMe megHbix UHTepdelicoB GigabitEthernet n SFP-uHTepdelicoB oTobpaxkaeTtca AByMs
cseToauoaHbIMUN MHANKaTopamu - LINK/ACT 3eneHoro useta n SPEED aHTapHoro ugera.

Tabnnua 2.12 — CeeToBas MHANKAUMSA COCTOAHUA MeaHbIX MHTepdencoB n SFP-uHTepdeicos

CBeueHue MHAMKaTOpaA CBeueHMe NHAMKaTopa
CoctosHue untepdeiica Ethernet
SPEED LINK/ACT Pé
MopT BbIKNKOYEH UM COEANHEHMUE He
BbikntoueH BbikntoueH
YCTaHOBJ/IEHO
YCTaHOB/IEHO coeAMHEHMEe Ha cKopocTh 10
BbikntoueH FopnT NnocToAHHO
mnu 100M6uTt/c
FoDUT MOCTOAHHO FODUT HOCTOAHHO YCTaHOB/IEHO COeAMHEHNE HA CKOPOCTHU
P P 1000M6mT/c
X MwuraHune NaeT nepegaya AaHHbIX

B cnepgytolen Tabauvue npuBeaeHoO ONUCaHUE COCTOSHUIM CUCTEMHBbIX MHAMKATOPOB YCTPOACTBA U UX
3HAYEHUMN.

Tabnmua 2.13 — CocTosaHUA CUCTEMHbIX MHAMKATOPOB

HassaHue CocrosaHue o
dyHKUMA MHAMKATOPA CocTtosiHMe yCcTpoUcTBa
MHAMUKaTopa MHAUKaTOpa
MuTaHWe ycTponcTea B Hopme.
. MCTOYHMK NUTaHWA paboTaeT
3eneHbin
HOpMasibHO, OcHoBHOe 10
Power MNHOMKaTOp NUTaHMA YCTPOMCTBA. NPOrpy>eHo.
KpacHbin He nporpyKeHo ocHosHoe 0
OTKa3 BHYTPEHHUX NCTOYHUKOB
BbikntoueH o
NUTaHMA YCTPOMCTBA.

2.5 KomnnekTt noctaBku

B 6a308bIi KOMNAeKT noctaBku ESR-10 BxoaAT:

— MapuwpyTtmsaTtop ESR-10;

—  BHelHUN 610K nuTaHmsa 12V DC;

— Kabenb ans nogkaoueHus K nopty Console (RJ-45 — DBIF);
—  AOKyMeHTaumA.

/ Mo 3aKa3y noKynaTtensa B KOMNJEKT NOCTaBKU MOryT 6bITb BKAOUEHbI SFP-TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHMUE

B paHHOM pasgesnie onmcaHbl Npoueaypbl YCTAHOBKM YCTPOMCTBA B CTOMKY M MOAKAOYEHUS K
NUTAOLLLEN CETH.

3.1 NMoaKknoueHne NUTaloLein cetm

Mpexae, 4em K yCTPoMCcTBy byaeT nogKkatoyeHa NuUTarowas ceTb, HEOOX0AMMO 3a3eMANTb
KOpnyc  ycTpoWuctBa. 3asemneHnMe  Heobxoaumo BbINOAHATL  M30JIMPOBAHHbLIM
MHOTOXW/IbHbIM MPOBOAOM. YCTPOMCTBO 3a3eM/IEHMA U CeYeHne 3a3eM/IAILLLEro NpoBoaa
[OJ/KHbI COOTBETCTBOBATb TpeboBaHuaMU MNpaBun yCTPOICTBA 3N1EKTPOYCTaHOBOK (MY3).
Echn npeanonaraetca  MNoAKAOYEHME KOMMbHOTEPA WAM  MHOrMO 000pyAoBaHMA K
KOHCOJIbHOMY MOPTY MapLipyTM3aTopa, 3TO 060pyA0BaHUE TAKKe A0/KHO OblTb HAAEKHO
3a3emneHo.

MogKnoumTe K yCTPOMUCTBY Kabenb NuTaHusA. B 3aBUCMMOCTM OT KOMNAEKTALMM YCTPOICTBA,
NUTaHME MOMKET OCYLLECTBAATLCA OT CETU NMEPEMEHHOro TOKa NMB0 OT CeTU MOCTOAHHOrO
ToKa. [pW NOAKNIOYEHUM CETU MEPEeMEHHOro TOKa cnedyeT MCNonAb3oBaTb Kabenb,
BXOAAWMIM B KOMMNAEKT yCTpoMncTBa. [nA NOAKAOYEHMS K CETU MNOCTOAHHOro TOKa
MCMNO/Ib3yMTe NPOBOA, CEYEHMEM HE MeHee 1 mm>.

BKntounTe nuTaHWe ycTponcTBa M ybeautecb B OTCYTCTBMM aBapuii MO  COCTOAHMIO
MHAMKATOPOB Ha NepeaHen NaHenun.

16
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4 WHTEP®EMNCHI YNPAB/IEHUA

HacTpolika ¥ MOHWUTOPUHI YCTPOMCTBA MOMKET OCYLLECTBAATLCA Yepe3 pas/iMyHble UHTepdenchbl
ynpaB/eHus.

Ona nocTyna K yCTPOMCTBY MOXKET UCMOb30BaTbCs CeTeBOE NoAKAoYeHMe No npoTtokonam Telnet m
SSH nau npsmoe nogKato4eHne Yepes KOHCO/IbHbIN MOPT, COOTBETCTBYIOWMM cneundmkaumm RS-232. Mpu
goctyne no npotokonam Telnet, SSH 1 npu nogKnoveHMM Yyepes KOHCOJIbHbIM MOPT AN ynpas/ieHus
YCTPOMACTBOM UCMO/Ib3YeTCA HTEpdENC KOMaHAHOM CTPOKK.

V 3aBoAcKana KOHPUrypauua coaeput onucaHue aosepeHHOM 30HbI trusted u IP-agpec gna
[0CTYNa K ynpaBaeHuIo ycTpoiicteom - 192.168.1.1/24.

B poBepeHHyo 30HY BXOAAT MHTepdenchl:

ana ESR-10: GigabitEthernet 1/0/2-5

B 3aBoACKOW KOHUrypaumMm no yMOAYaHUIO CO3[AAH Nosib3oBatenb «admin» ¢ naponem
«password».

Mpy MCNonb3oBaHUKU NOBOr0 M3 NEPeUYNCNeHHbIX UHTEPdENCOB ynpaBaeHUsa AeWCTBYIOT eAuHble
npuHUMNbl paboTbl € KOHdUrypauuen. [onkHa cobalogatbca onpeaesieHHas, OnuWcaHHas 34ech,
nocnea0BaTeNbHOCTb USMEHEHUA N MPUMEHEHUA KOHPUIypaLuMm, NO3BONAIOLLAA 3aWMUTUTb YCTPOMCTBO OT
HEKOPPEKTHOTO KOHOUIYPUPOBAHMA.

4.1 Untepdeitic KomaHaHoMU cTpoku (CLI)

NHTepdelic komaHgHol cTpokn (Command Line Interface, CLI) — nHTepdeiic, npegHasHaYeHHbIM
ONA ynpaBieHus, NPOCMOTPa COCTOAHMA U MOHUTOPUHIA yCTpoicTBa. Jns paboTbl noTpebyetca ntobas
ycTaHoBMeHHasa Ha MK nporpamma, nogaep:meatowan paboty no npoTtokony Telnet, SSH uan npamoe
NoAKNOYEHNE Yepes KOHCO/bHbIN NopT (Hanpumep, HyperTerminal).

NHTepdelic KOMaHAHOM CTPOKM obecneymBaeT aBTOPM3aLMIO NOb30BATENIe U OrpaHMYMBAET KX
AOCTYN K KOMaHAaM Ha OCHOBaHMM YPOBHSA 40CTYNa, 3343aHHOM0 agMUHUCTPATOPOM.

B cucteme moKeT 6biTb CO34aHO H606XO,CJ,VIMOG KO/INYeCTBO NOJIb30BaTeNEN, npasa Ao0cCTtyna
3a4al0TCA MHOUBUAYANbHO ONA KaX40ro n3 HuX.

Ons obecneyeHns 6e30MacHOCTM KOMaHAHOro WMHTepdeica, BCe KOMaHAbl pasfefieHbl Ha Age
KaTeropum — nNPUBUAETMPOBaHHbIE U HenpuBUAErMpoBaHHblie. K MpUBUAErMPOBAHHbIM B OCHOBHOM
OTHOCATCA KOMaHbl KOHPUTYpUPOBaHMA. K HENpPUBMUNETMPOBaHHbIM — KOMaHbl MOHUTOPUWHrA.

Cnctema NO3BOAAET HECKO/IbKMM NONb30BaTeNAM OA4HOBPEMEHHO NOAKNHKOHYATLbCA K YCTDOﬁCTBy.
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5 HAYA/NIbHAA HACTPOMKA MAPLLUPYTU3ATOPA

5.1 3aBoackasa KoHpuUrypauma maplpyrtusaropa ESR

Mpu OTrpy3Ke yCTPOMCTBA MNOTPEOMTENIO HA YCTPOMCTBO 3arpyXeHa 3aBofcKada KoHourypauus,
KOTOpaA BK/AKOYAET MMHMMANbHO HeobxoguMmble 6a30Bble HACTPOMKW. 3aBoACKas KoHoUrypauma
No3BOJIAET MCNONb30BaTb MApLIPYTU3aTOpP B KayecTBe wWto3a ¢ ¢yHKumen SNAT 6e3 HeobxoammocTu
NPUMEHATb A0MNOJIHATE/IbHbIE HACTPOMKN. Kpome Toro, 3aBoAcKaa KOHOUIrypaLma COAepKUT HAaCTPOMKK,
Nno3Bo/IAtOWLME MOMYYNTb CETEBOM AOCTYN K YCTPOWUCTBY [AAS  BbIMNOJIHEHMA  PACLUMPEHHOrO
KOHUryprpoBaHus.

OnucaHue 3aBOACKOW KOHPUrypauum

Ona noAKAYeHUA K CeTAM B KOHGUIypauum onmncaHbl 2 30Hbl 6€30MacHOCTU ¢ HaMMEeHOBaHUAMU
«Trusted» ana nokanbHoi cetn n «Untrusted» gna nybanyHol cetu. Bce nHTepdelicbl pasaeneHol mexay
ABYX 30H 6e3onacHoCTu:

1. 3oHa «Untrusted» npegHasHauyeHa Ana NoAkAloyYeHUs K nybamuHol cetn (WAN). B aToit 30He
OTKpbITbl MopTbl DHCP-npoToKona pgna noaydeHus guHamudeckoro |P-agpeca oT nposaligepa. Bce
BXoAsAllMe coeAMHEHNA U3 AaHHOM 30Hbl HA MapLLPYTM3aTOP 3anpeLLeHbl.

B AaHHYylO 30HY 6€30NacHOCTM BXOAAT MHTepdenchI:

— pna ESR-10: GigabitEthernet 1/0/1, GigabitEthernet1/0/6.

NHTepdelicbl 30HbI 06beANHEHbI B 04MH L2-cermeHT yepes ceTeBol MocT Bridge 2.

2. 3oHa «Trusted» npeaHasHayeHa Ana NOAKNOYEHUA K NoKanbHol cetu (LAN). B 3Tolt 30He
OTKPbITblI NOpTbl NpoTokonos Telnet u SSH ana yaaneHHoro goctyna, ICMP-npoToKona Ana npoBepKM
OOCTYyNHOCTM  Mapuwpytusatopa, DHCP-npotokona pas  nosayydeHua KaveHTamu  IP-agpecosB  oT
MapLupyTnsaTopa. Mcxoaawme coeguHeHNn U3 JaHHOM 30HbI B 30HY «Untrusted» paspeLueHsi.

B maHHYylO 30HY 6€30nacHOCTM BXOAAT MHTepdenchl:

— ana ESR-10: GigabitEthernet 1/0/2-5

NHTepdelicbl 30HbI 06begMHeHbI B 0gMH L2-cermeHT Yepes ceTeBoi mocT Bridge 1.

Ha wuHtepdeiice Bridge 2 skntoueH DHCP-KAMEHT ansa nonyyeHus guHamuyeckoro IP-agpeca ot
nposaigepa. Ha wuHTepdelice Bridge 1 ckoHburypuposaH cratuyeckuit IP-agpec 192.168.1.1/24.
Co3paHHbIi IP-uHTepdelic BbICTynaeT B KayecTse LWJt03a A1 KAMEHTOB JI0OKaNbHOM ceTu. [Ina KANeHToB
NIoKanbHOM ceTu HactpoeH DHCP nyn agpecos 192.168.1.2-192.168.1.254 ¢ mackoi 255.255.255.0. Ana

nosy4yeHnAa KAINEHTaMu JIOKanbHOM cetu AocCTyna K Internet Ha MapLpyTU3aTOpE BKIIOYEH CEPBUC Source
NAT.
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MonnTUKKM 30H 6e3onacHoCcTU HACTpOEHbI cieayroumm o6pa30N\:

Tabnunua 5.1 — OnucaHmMe NONUTUK 30H BesonacHocTn

30Ha, U3 KoTopoW 30Ha, B KOTOpPYIO Tun Tpaduka [leiicraue
naet Tpadpuk naet Tpadpuk
Trusted Untrusted TCP, UDP, ICMP paspelueH
Trusted Trusted TCP, UDP, ICMP paspelueH
Trusted self TCP/23(Telnet), TCP/22(SSH), ICMP, paspelueH
UDP/67(DHCP Server), UDP/123(NTP)
Untrusted self UDP/68(DHCP Client), paspelueH

Ona o6ecneueHNsa BO3MOXKHOCTU KOHPUIrypMpoBaHUA YCTPOMUCTBA NPU NEPBOM BK/IOUYEHUU B
KoHUrypauum maplupyTMsatopa co3gaHa YYETHaA 3anucb agMuHucTpatopa ‘admin’.
HactoaTenbHO peKkomeHAyeTcA WM3MEHUTb nNapo/sib AaAMMHUCTPATOpa NpPU  HavyaAbHOM
KOH$UryprMpoBaHUM mapLipyTmusaTopa.

.‘

[Ona ceteBoro Ao0CTyna K ynpasieHUIO MAapLIPYyTM3AaTOPOM MpPU NEepPBOM BK/IIOYEHUU B
KoHdurypaumm sagaH ctatnueckuit IP-agpec Ha untepdeiice Bridge 1 - 192.168.1.1/24.

.‘

5.2 NoakntoueHne u KOHGUrypupoBaHue mapLupyTM3aTopa

MapLpyTmsaTopbl cepmm ESR npesHasHayeHbl 414 BbINOAHEHUA GYHKLUMI NOrPaHMYHOrO W33 U
obecneyeHna 6e30MacHOCTM CETU MOb30BATENA NPW NOAKAOYEHUN ee K NyBAUYHBIM CeTAM nepeaayn
[OaHHbIX.

ba3oBas HacTpOMKa MapLpyTU3aTopa A0/KHA BKAOYATb:

— Ha3HauyeHue IP-agpecoB (CTaTUYECKUX UM AMHAMUYECKUX) HTepdelicam, y4acTBYOLWMM B
MapLpyTU3aLumMn AaHHbIX;

— co3faHue 30H 6e30nacHOCTM U pacnpeaeneHne MHTepdeincos No 30Ham;

—  CO3JaHWe NOAUTUK, PErYANPYIOLLNX NPOXOMKAEHNE AAHHbIX MEXAY 30HaMU;

—  HacTpoliKa CepBMUCOB, COMYTCTBYOLWMX MappyTusaumm gaHHbix (NAT, Firewall u npouue).

PaclumpeHHble HAaCTPOWKM 3aBUCAT OT TPeBOBAHUIN KOHKPETHOM CXEMbI NPUMEHEHUA YCTPOCTBA U
nerko moryt 6biTb L,06aBNEHbI MM U3MEHEHBI C MOMOLLbIO MMELLMXCA HTePdENcoB ynpaBaeHums.

5.2.1 [lodKnroueHue K mapwipymusamopy

MpeaycmoTpeHbl ciegytolme cnocobbl NOAKAOUYEHMUSA K YCTPONCTBY:

5.2.1.1 lMooKnroyeHue rno nokansHol cemu Ethernet

Mpu nepBoOHaYaNbHOM CTapTe MapLUPYTM3aTOpP 3arpy)KaeTca C 3aBOACKON KOHGUrypaumen.
OnucaHue 3aBOACKOI KOHGUrypauum npueeaeHo B pasgene 5.1 3aeo0dckaa KoHpu2ypayua
Mapwpymu3amopd JaHHOTO PYKOBOACTBA.

MoaKntoumTe ceTeBol Kabenb nepeaayn gaHHbIX (NaTy-Kopa) K Ntobomy NopTy, BXOAALWLEMY B 30HY
«Trusted», 1 K KOMNblOTEPY, NpeaHa3HaYeHHOMY A8 YpaBaeHUs.

B 3aBoACKOM KOHUrypaumnmn mapLupytnusatopa aktuemposaH DHCP-cepsep ¢ nysom IP-agpecos B
noacetv 192.168.1.0/24.
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MpY NOAKNOUYEHWUN CETEBOTO MHTepdenca ynpasasioWwero KOMMnbTEPa OH AO/TIKEH NOYYUTb
ceTeBOM agpec OT cepeepa.

Ecnn IP-agpec He NoslydeH No Kakon-nnMbo NpuUnHe, To cneadyeT HasHaunTb agpec nHtepdeiica
BPYYHYI0, UCNOb3yA Ntobolt agpec, Kpome 192.168.1.1, B noaceTtn 192.168.1.0/24.

5212 ModKnoueHue Yyepe3 KOHCObHbIU nopm RS-232

Mpn nomoum Kabena RI-45/DBF9, KOTOPbIN BXOAUT B KOMMJIEKT NOCTAaBKW YCTPOWCTBA, COEAUHUTE
nopt «Console» mapLpytnusatopa c noptom RS-232 KomnbloTepa.

3anyctute TepMUHabHYO Nporpammy (Hanpumep, HyperTerminal uan Minicom) n cosaaliTe HoBoe
noakatodeHue. [loseH 6bITb MCMOJIb30BaH PEXMUM 3MyaaLnn TepmuHana VT100.

BoinonHWUTe cnegytowme HacTPOMKK MHTepdenca RS-232:

— CKopocTb: 115200 6ut/c;
— buTbl AaHHbIX: 8 buT;
— YeTHOCTb: HeT;

— Cronosble 6uTsl: 1;
— YnpaB/ieHune NOTOKOM: HeT.

5.2.2 baszoeaa Hacmpolika mapwpymu3amopd
Mpoueaypa HAaCTPOMKM MapLLPYTM3aTopa NPU NEPBOM BKAKOUYEHUM COCTOUT U3 CneayroWwmX 3Tanos:

— W3meHeHuMe naposs nosb3osaTens «admin».

— Co3gaHue HOBbIX NOb30BaTENEN.

— HasHayeHue nmeHun ycTpolictea (Hostname).

— YcTaHOBKa NapameTpoB NOAKAOYEHMA K NyBANYHON CETU B COOTBETCTBUM C TpeboBaHNAMM
nposalgepa.

— HacTpoliKa yaaneHHoro gocTtyna K maplupyTmsaTopy.

— MNpumeHeHne 6a30BbIX HACTPOEK.

5221 N3meHeHue naposns nonszosamensa «admin»

Ons 3awWwmlleHHOro BXoda B CUCTeMy HeobxoAMMO CMEHWUTb NapoJib NPUBUNErMPOBAHHOTO
nonb3osatens «admin».

V e YyetHaa 3anucb techsupport (go sepcum 1.0.7 - eltex) Heobxoguma gna yganeHHoro
06CcNyKUBaAHUA CEPBUCHBIM LIEHTPOM;

e YyeTHas 3anucb remote - ayteHTMPUuKauua RADIUS, TACACS+, LDAP;

e Ypanutb nonb3osateneit admin, techsupport, remote Henb3Aa. MOXHO TO/NIbKO CMEHUTb
naponb U ypoBeHb NPUBUIETUIA.

Mmsa nonb3oBatens W Naposib BBOAUTCA MpW  BXOLE B CUCTeMy BO Bpemsa CeaHCoB
aAMUHUCTPUPOBAHWA YCTPOKCTBA.

Ana nameHenHua naponAa nonb3oBaTtena «admin» MCNoNb3yroTCA cheayowme KOmaHabl:

esr# configure
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esr (config) # username admin
esr (config-user) # password <new-password>
esr (config-user) # exit

5222 Co30aHue Ho8bIX noss3osamerneli

[Ons co3paaHMa HOBOrO MOJIb30BaTeNs CUCTEMbI UM HACTPOMKM N0BOro M3 napameTpoB — MMEHMU
nosab3oBaTens, Naposs, YPOBHA NPUBUAETUIA, — NCNOb3YHTCA KOMaHApbI:

esr (config) # username <name>

esr (config-user) # password <password>

esr (config-user) # privilege <privilege>

esr (config-user)# exit

/‘ YpoBHU npuBuaernii 1-9 paspeluatot 4octyn K yCTPOUCTBY U MPOCMOTP ero onepaTtuBHOro
COCTOSIHUA, HO 3anpeLLaloT HAacTPOKY. YpoBHU npuBuaernii 10-14 paspewwaroT Kak gocryn,
TaK W HacCTPOiKy 6onbleid yactu ¢PyHKUMii ycTpoiictBa. YpoBeHb npusunernid 15
paspeLuaeT Kak A0CTyn, TaK U HaCTPOMKy Bcex GyHKLMi ycTpoicTBa.

= [lpumep KOMmaHg ans co3gaHua nonb3oBatensa «fedor» c naponem «12345678» M ypoBHEM
npusuaernin 15 1 cosgaHus nonb3osaTesnia «ivan» ¢ napoaem «password» 1 yposHem npmusunernin 1:
esr# configure
esr (config)# username fedor
esr (config-user) # password 12345678
esr (config-user)# privilege 15
esr (config-user) # exit
esr (config)# username ivan
esr (config-user) # password password
esr (config-user)# privilege 1
esr (config-user) # exit

5223 HasHayeHue umeHu ycmpolicmsa

[NA HazHaYyeHMA MMEHM YCTPOICTBA MCMO/b3YHOTCA Cleaylolme KOMaHAbI:

esr# configure
esr (config)# hostname <new-name>

Nocne npumeHeHuA KOH¢MprauMM npurnaweHune KOMaHAHOﬁ CTPOKMU U3MEHUTCA Ha 3Ha4yeHMue,
3alaHHOE NapaMeTpom <new-name>.

5224 Hacmpolika napamempos nybauyHoli cemu

[ns HAacTpPOIKM ceTeBoro MHTepdenca mapLlpyTmsaTopa B Nyb6AMYHON ceTn HeobxoAMMO Ha3HAUYUTb
YCTPOICTBY MapameTpbl, onpeaenéHHble NpoBanaepom cetu - IP-agpec, macka NoAceTM U afgpec LWIo3a
MO YMOJIYaHUIO.

= [Ipumep KOMaHS HacTPOMKKM cTtaTnyeckoro IP-agpeca ana cybuHTtepdeiica GigabitEthernet 1/0/2.150
ANA ocTyna K mapwpyTtmsaTtopy 4depes VLAN 150.

MapameTpbl MHTepdeica:

— IP-agpec—192.168.16.144;
— MackKka noacetu — 255.255.255.0;
— IP-agpec wnto3a no ymonyaHuio — 192.168.16.1.

esr# configure
esr (config) # interface gigabitethernet 1/0/2.150
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esr (config-subif)# ip address 192.168.16.144/24
esr (config-subif)# exit
esr (config)# ip route 0.0.0.0/0 192.168.16.1

Ona Toro 4ytobbl ybeauTtbea, 4TO agpec Obln HasHavyeH UWHTepdelcy, nocie MNpPUMeHeHus
KOHUrypauum BBeanTe cneayoLlyto KomaHay:

esr# show ip interfaces

IP address Interface Type

192.168.16.144/24 gigabitethernet 1/0/2.150 static

MpoBaliaep MOXKeT MCMNo/b30BaTb AMHAMMYECKM Ha3Hauyaemble ajapeca B cBoek cetn. [na
nosny4venus IP-agpeca moxket ucrnonb3osaTtbca npotokon DHCP, ecnun B cetn npucytcreyeT cepsep DHCP.

= [IpMMmep HaACTPOMKU, NpeaHa3HauYeHHOM ANa NoayYeHnsa amHamudeckoro IP-agpeca ot DHCP-cepsepa
Ha nHTepdeiice GigabitEthernet 1/0/3:
esr# configure
esr (config) # interface gigabitethernet 1/0/3

esr (config-if) # ip address dhcp enable
esr(config-if)# exit

[na Toro ytobbl y6eauTbea, YTo agpec 6bln HazHauyeH HTepdelcy, BBeauTe Cneaytouyo KomaHay
nocae NpMMeHeHUs KoHUrypaumu:

esr# show ip interfaces

IP address Interface Type

192.168.11.5/25 gigabitethernet 1/0/3 DHCP

5225 Hacmpolika yoaneHHo20 docmyna K mapupymuzamopy

B 3aBOACKOW KOHdUrypauumn paspelleH yAaneHHbI AOCTYN K MapLIpyTU3aTopy No NpPOTOKO/1am
Telnet nnun SSH 13 30HbI «trusted». [1na Toro 4to6bl PaspeLwnTb YAaAEHHbIM AOCTYN K MapLIpyTU3aToOpy U3
APpYrux 30H, HanNpumep, U3 Ny6AMYHOM ceTu, HeobxoaMMO CO34aTb COOTBETCTBYHOLLME NpaBumaa B firewall.

Mpu KOHGUrYypPUPOBaHUM [OCTYNA K MapLLPYTU3aTOPY NPaBMAA CO34a0TCA A5 Napbl 30H:

— source-zone — 30Ha, U3 KOTOPOW ByAeT OCyLEeCcTBAATLCA YANEHHbIW JOCTYN;
— self —30Ha, B KOTOpOM HaxoANTCA MHTEPPENC YNPaBAEHUA MAPLLPYTU3ATOPOM.

[na coszgaHnA paspeluatowero npasmaa UCNOAb3YOTCA caeayowme KOMaHabl:

esr# configure

esr (config) # security zone-pair <source-zone> self

esr (config-zone-pair)# rule <number>

esr (config-zone-rule)# action permit

esr (config-zone-rule)# match protocol tcp

esr (config-zone-rule)# match source-address <network object-group>

esr (config-zone-rule)# match destination-address <network object-group>
esr (config-zone-rule)# match source-port any
esr (config-zone-rule) # match destination-port <service object-group>
esr (config-zone-rule) # enable
esr (config-zone-rule) # exit
esr (config-zone-pair) # exit
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= [lpMmep KOMaHA ANA pa3peLleHnsa NoNb30BaTeNAM M3 30Hbl «untrusted» c IP-agpecamu 132.16.0.5-
132.16.0.10 nogkato4aTbCa K mapLipytmnsaTtopy ¢ IP-agpecom 40.13.1.22 no npoTtokony SSH:

esr# configure

esr (config) # object-group network clients

esr (config-addr-set) # ip address-range 132.16.0.5-132.16.0.10

esr (config-addr-set)# exit

esr (config) # object-group network gateway

esr (config-addr-set) # ip address-range 40.13.1.22

esr (config-addr-set)# exit

esr (config) # object-group service ssh

esr (config-port-set) # port-range 22

esr (config-port-set)# exit

esr (config) # security zone-pair untrusted self

esr (config-zone-pair) # rule 10

esr (config-zone-rule) # action permit
(
(
(
(
(
(
(
(

)
esr (config-zone-rule) # match protocol tcp
esr (config-zone-rule)# match source-address clients
esr (config-zone-rule) # match destination-address gateway
esr (config-zone-rule) # match source-port any
esr (config-zone-rule) # match destination-port ssh
esr (config-zone-rule) # enable
esr (config-zone-rule) # exit
esr (config-zone-pair)# exit

5226 lMpumeHeHue 6a308bIx HACMPOEK

[na npumeHeHUsA BbINONHEHHbIX M3MEHEHUI KOHOUTypauumn maplipytusatopa Tpebyerca BBeCTM
cnepytolime KOMaHabl U3 KOPHEBOTO pasaesna KoMaHAHOro MHTepdelica.

esr# commit
esr# confirm

Ecav npu KoHOUIypupoBaHWM WCMNOMb30BAICA YAANEHHbIA OOCTYN K YCTPOMCTBY W ceTeBble
napameTpbl MHTepdeica ynpaBneHnsa U3MEHUANUCb, TO Mocae BBOAA KOMaHAbl commit coeguHeHue ¢
YCTPOMNCTBOM MOXeT ObiTb noTepAHo. Mcnonb3yiiTe HOBble ceTeBble MapameTpbl, 3afaHHble B
KOHOUrypaLmm, onsa NOAKAOYEHNA K YCTPOMCTBY M BBOAA KOMaHAbl confirm.

Echn BBectM KomaHay confirm He ypactca, TO MO UCTeYeHUM Talimepa MOATBEPXKAEHMA
KOHUrypaumsa yCTPOMCTBa BEPHETCA B MNperKHee COCTOsHME, CyllecTBOBaBllee A0 BBOAA KOMAHAbI
commit.
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6 OBHOBJIEHUE NPONPAMMHOIO OBECMEYEHUA

.‘

Y

6.1 O6HOBNEHME NpOorpaMMHOro obecneyeHua cpeacTBaMmu CUCTEMDI

DOna o6HoBNAEHUA NporpaMmHOro o6ecneyeHna NOHaAZ06MUTCA OAUH U3 CefyOLWMX
cepsepos: TFTP, FTP, SCP. Ha cepBep [,0/1}KHbl 6bITb NnOMeLleHbl ¢paii/ibl NPOrpammHOro
obecneyeHna mapLpyTM3aTopa, NoJydYeHHble OT NPOU3BOAUTENA.

Ha maplipyTusaTope XpaHUTCA ABe KONUU NporpammHoro obecneyeHus. fina obecneueHuns
HaZAeXXHOCTU Npoueaypbl 06HOBNEHUA NporpammHoro obecneyeHus AOCTyNHa ANA
06HOBNIEHUA TONbKO KONUA, KOTOpas He 6bl1a cnonb3oBaHa ANA NOC/AeAHEro cTapTa
YCTPOMCTBA.

O6HoBNeHMe cpeacTBaMM CUCTEMbl A0CTynHO B Bepcuu 1.0.3.69 M nocneaylowmx.
O6HoBneHne MO c 6onee paHHUX BepcUi MOXHO NPOU3BECTH, BOCNO/Ib30BABLUUCH
MHCTPYKLUMEN, NpuBeAeHHOI B pa3aene 6.2.

O6HoB/IeHME nporpaMmMmHoro obecneyeHua Ha YycTpolicTBe, paboTalowem Mo ynpas/ieHUuem

OﬂepaLLMOHHOVI CNCTEMDI, BbINOZTHAETCA B cneaytowem nopaake.

MoarotoBbTe Ansi paboTbl BblbpaHHbIM cepBep. [onxkeH ObiTb U3BECTEH aApec cepsepa, Ha
cepBepe Ao/mKeH bbiTb pasmelleH ¢aiin ANCTPUOYTUBHLIN dann NnporpaMmHoro obecneyeHums.

MapuwpyT1M3aTop A0/KEH ObiTb MOAroToB/AEH K paboTe B COOTBETCTBUMM C TpeboBaHMAMMU
OOKYyMeHTaumn. KoHourypauma mappyTnsaTopa 40AKHA N03BOAATE 0OMEHUBATLCA AaHHbIMU
no npotokonam TFTP/FTP/SCP n ICMP c cepsepom. lpu 3TOM A0/KHA 6biTb ydTeHa
NPUHaANeKHOCTb cepBepa K 30Ham 6e30nacHOCTU MapLLpyTU3aTopa.

MoaKAUMTECh K MapLIPYTU3aTOPY IOKANbHO Yepe3 KOHCO/bHbIN nopT Console unaun yaaneHHo,
ncnonb3ya npokonbl Telnet nan SSH.

MpoBepbTe A[OCTYNHOCTb CepBepa A48 MaplipyTM3aTopa, WUCMOAb3ya KOMaHAay ping Ha
MapuwpyTtusatope. Ecnm cepBep He JocTyneH — MpoBepbTe MNPaBMALHOCTb HACTPOEK
MapLpyTU3aTopa M COCTOAHMNE ceTeBbIX MHTepdeicoB cepaepa.

Ona O06HOBNEHWA NpPOrpaMMHOrO obecneyeHuMa MapLLIpyTU3aToOpa BBeAUTE CAeAyioLyto
KoMaHgy. B KauecTBe napameTpa <server> pomKeH 6biTb yKasaH IP-agpec Mcnosib3yemoro
cepsepa. Ana obHoBneHus ¢ FTP nnn SCP-cepeepa noTpebyeTtca BBECTM MMA MNO/b30BaTeNs
(napametp <user>) u naponb (NnapameTp <password>). B KayectBe napametpa <file_name>
yKaxkute ums dalina nporpammHoro obecneyeHus, MNOMELLEHHOrO Ha cepsep (npwm
ncnonb3oBaHUKM SCP Hy}KHO YKa3aTb NOJIHbIM NyTb — NapameTp <folder>). Mocne BBoAa KOMaHAb!
MapLIpyTU3aTOp cKonupyeT ¢aiil BO BHYTPEHHIOW NamMATb, MPOBEPUT LENOCTHOCTb AAHHbLIX U
COXPAHWUT ero B 3HeProHe3aBMCMMYO NAMATb YCTPOMCTBA.

TFTP:

esr# copy tftp://<server>:/<file name> fs://firmware

FTP:

esr# copy ftp://[<user>[:<password>]@]<server>:/<file_ name> fs://firmware

SCP:

esr# copy scp://[<user>[:<password>]@]<server>://<folder>/<file name> fs://firmware
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Ons npumepa o6HoBUM ocHoBHOe MO yepes SCP:

esr# copy scp://adm:password123@192.168.16.168: //home/tftp/firmware £fs://firmware

5. [Ans TOoro 4tobbl yCTPOWCTBO CTApTOBa/sO NOA YnpasB/ieHMEM HOBOW BEPCUM MPOrPaMMHOro
obecneyeHns, HeobxoAMMO MPOM3BECTM MNEpeK/oYeHne akTMBHOro obpasa. C nomoulbio
KOMaHAbl show bootvar cnepnyet BbIACHUTb HOMep 0b6pasa, cogeprkalliero obHosneHHoe M0.
esr# show bootvar

Image Version Date Status After reboot

1 1.0.8 build 26[£812808] date 29/11/2016 time Active *

16:12:54
2 1.0.8 build 26[£812808] date 29/11/2016 time Not Active
16:12:54

[nsa Bbibopa 06pasza UCNoNb3yiTe KOMaHay

esr# boot system image-[1]|2]

6.

[na obHOBNEHWUA BTOPUYHOTIO 3arpy3umKka (U-Boot) BBeguTe cneaytollyto KomaHay. B Kadectse
napameTpa <server> AoaxeH bbITb YKasaH IP-agpec ncnonbsyemoro cepeepa. [Ana obHoBAEHUSA
¢ FTP nnun SCP-cepsepa noTpebyeTcs BBECTU MMA NOAb30BATENA (NapameTp <user>) U naposb
(napameTp <password>). B KauectBe napameTpa <file_name> yKkaxute umsa dalina BTOPUUYHOro
3arpysyumKa, NomeLeHHOro Ha cepsep (Npu ncnonb3oBaHMn SCP HY»KHO yKa3aTb MNOJHbIA NyTb —
napametp <folder>). Mocne BBOAA KOMaHAbl MapLIPYTU3aTOP CKONMpyeT $aini BO BHYTPEHHIO
NamATb, NMPOBEPUT LENOCTHOCTb [AaHHbIX U COXPAHUT €ro B 3HEpProHe3aBUCUMYIO MaMATb
yCTpolicTBa.

TFTP:

esr# copy tftp://<server>:/<file name> fs://boot
FTP:

esr# copy ftp://<server>:/<file name> fs://boot
SCP:

esr# copy scp://[<user>[:<password>]@]<server>://<folder>/<file_name> fs://boot
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6.2 O6HOBNEHME nporpammHoro obecneyeHma u3
3arpysuymKa

Ha4ya/IbHOro

MporpammHoe obecneyeHne MapLLPYTM3aTOpPa MOMKHO OOHOBUTbL M3 HAYaJbHOrO 3arpys3ynka
cnegyowmm obpasom:

1. OcTtaHoBMTE 3arpy3Ky YCTPOWMCTBA MOC/AE€ OKOHYaHMA WHULUMaANU3aLMn
3arpysumkom U-Boot, Haxkas Knasuwwy <Esc>.

Configuring PoE...

distribution 1 dest threshold Oxa drop timer 0x0
Configuring POE in bypass mode

NAE configuration done!

initializing port 0, type 2.

initializing port 1, type 2.

SMC Endian Test:b81fb81f

nae-0, nae-1

MapLupyTU3aTopa

=======Skip: Load SYS UCORE for old 8xxB1l/3xxB0 revision on default.

Hit any key to stop autoboot: 2

2. YkaxwuTte IP-appec TFTP-cepsepa:

BRCM.XLP316Lite Rev BO.u-boot# setenv serverip 10.100.100.1

3. VYKaxuTte IP-agpec maplpyTusatopa:

BRCM.XLP316Lite Rev BO.u-boot# setenv ipaddr 10.100.100.2

4. MOKHO COXPaHWUTb OKPY}KeHWE KOMaHaoM «saveenv» Aaa 6yaylmx o6HOBAEHWA.

5. 3anyctuTe npoueaypy obHOBAEHMA NpOrpaMMHOro obecneyeHus:

— BRCM.XLP31l6Lite Rev BO.u-boot# run tftp_update_imagel
— BRCM.XLP31l6Lite Rev BO.u-boot# run set_bootpart 1

Using nae-0-3 device
TFTP from server 10.100.100.1; our IP address is 10.100.100.2
Filename 'esrl000/firmware'.
Load address: 0xa800000060000000
Loading: TftpStart:TftpTimeoutMsecs = 10000, TftpTimeoutCountMax = 6
FHAFH A A A S
FHAHH A AR A A
FHAFH A A S
FhAHH A
FHAFH A

done
Bytes transferred = 64453909 (3d77d1l5 hex)
Device 0: MT29F8G0O8ABBCAH4 ... 1s now current device

NAND erase: device 0 offset 0x1440000, size 0x6400000
Bad block table found at page 262080, version 0x01
Bad block table found at page 262016, version 0x01
Erasing at 0x7800000 -- 1895825408% complete..

OK

NAND write: device 0 offset 0x1440000, size 0x6400000
104857600 bytes written: OK

6. 3anycTuTe 3arpy)KeHHoe nporpammHoe obecnevyeHue:

BRCM.XLP31l6Lite Rev BO.u-boot# reset
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6.3 O6HOBNEHME BTOPUUYHOrO 3arpy3umnka (U-Boot)

BTOpuuHbINM 3arpy3umKk 3aHMmaeTcs nHmumanusaumen NAND n mapwpytnsatopa. Mpu o6HoBAEHUK
HOBbIM dann BTOPMUHOrO 3arpy3uymka coxpaHsaetca Ha flash Ha mecTe cTaporo.

[na npocmoTpa TeKyllel BepcuMu 3arpysodHoro daiina, paboTalowero Ha yCTpoiCTBe, BBEAUTE
KomaHay «version» B CLI U-Boot, Tak:Ke Bepcus oTobparkaeTca B npouecce 3arpysky maplupytmsaropa:

BRCM.XLP316Lite Rev BO.u-boot# version

| BRCM.XLP.U-Boot :2827£77-dirty-HAL:2827£77-dirty (Mar 05 2014 - 19:37:48)

Mpoueaypa obHoBAeHuA N0:

1. OcTtaHOBMTE 3arpysKy YCTPOMCTBA MOCAE OKOHYaHMA WHMUMAAM3ALUMM  MapLUpyTM3aTopa
3arpysunkom U-Boot, Ha)kas Knasuwy <Esc>.

Configuring PoE...
distribution 1 dest threshold Oxa drop_ timer 0x0
Configuring POE in bypass mode
NAE configuration done!
initializing port 0, type 2.
initializing port 1, type 2.
SMC Endian Test:b81fb81f
nae-0, nae-1
=======Skip: Load SYS UCORE for old 8xxBl/3xxB0 revision on default.
Hit any key to stop autoboot: 2

2. Ykaxute IP-agpec TFTP-cepsepa:

BRCM.XLP316Lite Rev BO.u-boot# setenv serverip 10.100.100.1

3. YkaxuTte IP-agpec maplipyTtmsaTtopa:

BRCM.XLP316Lite Rev BO.u-boot# setenv ipaddr 10.100.100.2

4. MOKHO COXPaHUTb OKPYKEHME KOMaHAoM «saveenv» aaa byaywmx obHOBAEHUA.

5. 3anyctute npoueaypy 06HOBAEHMA NporpamMMHoOro obecneyeHus:

BRCM.XLP316Lite Rev BO.u-boot# run upd uboot (mmm «run tftp update uboot» -
3aBUCUT OT BEPCUM 3arpys3dMKa)

Using nae-1 device

TFTP from server 10.100.100.1; our IP address is 10.100.100.2
Filename 'esrl1000/u-boot.bin'.

Load address: 0xa800000078020000

Loading: ######4 4444444444444 HHHHHHHHEHHHHHHHHHHHSHHHHSESEHEHS
done

Bytes transferred = 852648 (d02a8 hex)

SF: Detected MX25L12805D with page size 256, total 16777216 bytes
16384 KiB MX25L12805D at 0:0 is now current device

6. lMepesarpysnte mapLipyTmsaTop:

BRCM.XLP31l6Lite Rev BO.u-boot# reset
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7 NPUMEPbI HACTPOUKU MAPLLPYTU3ATOPA

7.1 Hacrpoiika VLAN

VLAN (Virtual Local Area Network) — noruueckas («BUpTyanbHan») NOKaNbHaA CeTb, NpeacTaBaneT
coboit rpynny ycTPOMCTB, KOTOPble B3aMMOAENCTBYIOT Mmexay coboit Ha KaHa/IbHOM YpPOBHE HE3aBUCMMO
OT UX GU3MUYECKOTOo MECTOHaXOoKAeHUA.

ESR

=X Internet
VLAN 2

PucyHok 7.1 — Cxema cemu

3agayva 1: Hactpoutb noptbl gi1/0/1 ansa nepepayun n npuema naketos B VLAN 2, VLAN 64, VLAN
2000 B pexkume trunk, HacTpouTb nopt gil/0/2 B pexkume access ana VLAN 2 Ha ESR.

Switch
gwmwmwmwgﬁﬁgmmmwmwmwmwmwmm
ESR ] SWi1
Switch
: gi1l/0/1

sw2

PucyHok 7.2 — Cxema cemu
PeweHue:

Cosgaanm VLAN 2, VLAN 64, VLAN 2000 Ha ESR-100/ ESR -200:

esr (config)# vlan 2,64,2000

Mponuwem VLAN 2, VLAN 64, VLAN 2000 Ha nopt gil/0/1:

esr (config) # interface gil/0/1

esr (config-if-gi)# switchport forbidden default-vlan

esr (config-if-gi)# switchport mode trunk

esr (config-if-gi)# switchport trunk allowed vlan add 2,64,2000

Mponuwem VLAN 2 Ha nopt gil/0/2:

esr (config) # interface gil/0/1
esr (config-if-gi)# switchport access vlan 2

M3meHeHna KoHOUrypauum BCTYNAT B AEWACTBME NOCNE NPUMEHEHUA:

esr# commit
Configuration has been successfully committed
esr# confirm
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7.2 Hactpoiika AAA

AAA (Authentication, Authorization, Accounting) — wucnonb3yercA Ana onMcaHMA npoLlecca
NpeaoCcTaB/feHNA A0CTYNa U KOHTPOIA Hag, HUM.

— Authentication (ayTeHTUdUKaLMA) — conocTaBaeHWe NePCoHbI (3anpoca) cyliecTsytoL e
Y4Y4€THOW 3anncu B cucteme 6esonacHoctn. OcyLecTBASETCA MO NOMUHY, Napo/to.

— Authorization (aBTopu3aLma, npoBepKka NONHOMOUYUIA, NPOBEPKA YPOBHSA A0CTyna) —
conocTaB/ieHMe YYETHOM 3aNmcK B CUCTEME U onpeaenEéHHbIX NOJTHOMOYMUN.

— Accounting (y4éT) — cnexeHue 3a NOAKAOYEHMEM MO/Ib30BATENA UIN BHECEHHBIM UM
N3MEHEHMUAM.

3apgaya: HactpouTb ayTeHTMdUMKALMIO NONb30BaTeNel, noaKAtoyatowmxcs no Telnet, yepes RADIUS
(192.168.16.1/24).

PeweHue:

Hactpoum noakntoueHne K RADIUS-cepBepy 1 yKaxem Katod (password):

esr# configure

esr (config)# radius-server host 192.168.16.1

esr (config-radius-server) # key ascii-text encrypted 8CB5107EA7005AFF
esr (config-radius-server)# exit

Co3magum Npodunb ayTeEHTUDMKALUM:

esr (config)# aaa authentication login log radius

YKarKem pexxnm ayTeHTUdMKaunmM, UCNoab3yemblid Npu NogakatoueHnn no Telnet-npoTokony:

esr (config)# line telnet

esr (config-line-telnet)# login authentication log
esr (config-line-telnet)# exit

esr (config)# exit

N3meHeHna KoHOUTYypaLMn BCTYNAT B AeNCTBUE NOCAE NPUMEHEHUSA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esr#

MpocmoTpeTb MHPOPMaLMIO MO HAacTpPoMKam noakaoyeHmsa K RADIUS-cepBepy MOXKHO KOMaHAOM:

esr# show aaa radius-servers

MocmoTpeTb NPpodUaM ayTEHTUPUKALMM MOKHO KOMaAHAO0M:

esr# show aaa authentication
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7.3 HacTpoMKa npuBuaerun KOMaHp,

HacTpolika npusuiernii KOMaHzg ABAAETCA TMOKMM MHCTPYMEHTOM, KOTOPbIV NO3BONAET Ha3HAuYUTb
Habopy KOMaHA MWHMMANBbHO HeobXxoAMMbIN YPOBEHb NONL30BATENbLCKUX npuBunernin (1-15). B
AaNbHellem npu CO34aHWWM MO/Mb30BaTENA MOMKHO 334aTb YPOBEHb MPUBUETUI, ONpesensn emy
[OCTYNHbIV HAbOP KOMaHA,.

— 1-9 yposHuU — NO3BOIAIOT UCMO/Ib30BATb BCE KOMaHAbl MOHUTOPUHra (show ...);

— 10-14 yposHu — nNo3BOAAIOT NCNO/1Ib30BATb BCE KOMAHAbl KOPOME KOMaHZ, nepe3arpy3ku
YCTPOWCTBA, YNpaB/eHUA N0Ab30BaTeNSAMMU U pAaa APYTUX;

— 15 yposeHb — N03BONAET UCNO/Ib30BaTb BCE KOMaHAbI.

3apava: [MepeBecT BCe KOMaHAbl MpPOCMOTPa MHbOpMauum 06 UHTepdeicax Ha YypoBeHb
npusunernn 10, Kpome KomaHabl «show interfaces bridges». Komangy «show interfaces bridges»
nepeBecTn Ha YPOBEHb NpuUBUAErui 3.

PelweHue:

B pexkume KOHOUrypnpoBaHUA onpeaennm KOMaHabl, pa3peLlleHHble Ha UCMO/Ib30BaHNE C YPOBHEM
npusuaernin 10 n yposHem npusuaermin 3:

esr (config)# privilege root level 3 "show interfaces bridge"
esr (config) # privilege root level 10 "show interfaces"

N3meHeHMA KOHPUrypauumu BCTynAT B AeUCTBUE NOCAE NMPUMEHEHUA U TONbKO A1 HOBbIX CECCUi
nosnb3oBaTenen:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esr#
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7.4 Hactpowika DHCP-cepBepa

BcTpoeHHbIit DHCP-cepBep maplupyTvM3aTopa MOMKET BbiTb MCMNOJ/b30BaH A8 HACTPOMKKM CeTeBbIX
napamMeTpPoOB YCTPOMCTB B JloKanbHoM cetn. DHCP-cepep maplupyTM3aTopoB cnocobeH nepenasaTb
AOMNONHUTE/IbHbIE OMNUMK Ha CeTeBble YCTPOWCTBA, HaNnpumep:

— default-router — IP-agpec mapLpyTr3aTopa, UCMOJIb3yeMOro B KauecTBe LW/1t03a Nno
YMOYaHWIO;

— domain-name — LOMEHHOE NMA, KOTOPOE A0/IKEH ByAeT NCNONb30BaATb KANEHT NpU
pa3spelleHnn MMeH XocToB Yepes Cuctemy [JomeHHbIx MmeH (DNS);

— dns-server — CNUCOK a4pPeCcOB CEPBEPOB AOMEHHbIX MMEH B ALaHHOM CETU, O KOTOPbIX LO/KEH
3HATb KAMEHT. Afpeca cepBepoB B CMMCKE pacnonaratoTca B nopsaKe yobiBaHMA
npeanoyvTeHuA.

3agaya: Hactpoutb paboty DHCP-cepBepa B /IOKa/bHOM CETU, OTHOCALLENCA K 30HEe 6e30nacHOCTH
«trusted». 3apatb nyn IP-agpecos n3 noacetm 192.168.1.0/24 ana pasgayn KaneHtam. 3agatb Bpems
apeHabl agpecos 1 AeHb. HacTpouTb nepenayvy KAMeHTam MapLllpyTa No YMOAYaHUO, LOMEHHOTO UMEHU U
agpecoB DNS-cepsepos ¢ nomoubio DHCP-onuwmit.

PeweHune:

Co3paanm 30Hy 6e3onacHocTu «trusted» W yCTaHOBMM MPUHAANEKHOCTb MCMOJIb3YEMbIX CETEBbIX
MHTepdENCoB K 30HaM:

esr# configure

esr (config) # security zone trusted

esr (config-zone) # exit

esr (config) # interface gil/0/2-4

esr (config-if-gi)# security-zone TRUSTED
esr (config-if-gi)# exit

Co3gagmm nyn agpecos ¢ umeHem «Simple» n gobasum B AaHHbIM Nyn aapecos guanasoH |P-
afpecoB A/A BblAAYM B apeHAy K/AMeHTaM cepsepa. YKaKeM napameTpbl NOACETH, K KOTOpoOW
NPUHAANEKUT AaHHbIV Ny, U BPEMSA apeHabl AN5 Bbl4aBaeMbIX a4PECOB:

esr# configure

esr (config)# ip dhcp-server pool Simple

esr (config-dhcp-server) # network 192.168.1.0/24

esr (config-dhcp-server) # address-range 192.168.1.100-192.168.1.125
esr (config-dhcp-server) # default-lease-time 1:00:00

CKOHUIrypupyem nepesavy KAMeHTaM AOMOHUTE/IbHbIX CETEBbLIX MaPamMeTPOB:

—  MapLpyT no ymon4yaHuto: 192.168.1.1;

—  nMms gomeHa: eltex.loc;

— cnuncoK DNS-cepsepos: DNS1: 172.16.0.1, DNS2: 8.8.8.8.
config-dhcp-server
config-dhcp-server

config-dhcp-server
config-dhcp-server

# domain-name "eltex.loc"

# default-router 192.168.1.1

# dns-server 172.16.0.1 8.8.8.8
# exit

esr
esr
esr
esr
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Ona Toro uytobbl DHCP-cepBep Mor pasgaBaTb |IP-agpeca v3 KoOHpUrypupyemoro nyna, Ha
MapLIpyTU3aTope A0aKeH bbITb co3aaH IP-uHTepdelic, npuHaanexallmnin K Toi e noaceTu, 4To 1 agpeca
nyna.

esr
esr
esr
esr

config) # interface gigabitethernet 1/0/1
config-if-gi)# security-zone trusted
config-if-gi)# ip address 192.168.1.1/24
config-if-gi)# exit

Ona paspeleHns npoxoxaeHuna coobuieHnin npotokona DHCP K cepsepy Heobxoaumo co3aatb
cooTBeTCTBylOWME NpodUAM MNOPTOB, BK/OYAOWME MNOPT WMCTOYHMKA 68 M nopT HasHaveHua 67,
ucnonb3yemble npotokonom DHCP, u co3patb paspelsatouiee npaBuio B NOAUTUKe HesonacHocTU Ans
NPOXOXAEHNA NakeToB NpoTokona UDP:

esr(config)# object-group service dhcp_server
esr (config-object-group-service)# port-range 67
esr (config-object-group-service)# exit
esr (config)# object-group service dhcp client
esr (config-object-group-service)# port-range 68
esr (config-object-group-service)# exit
esr (config) # security zone-pair trusted self
esr (config-zone-pair)# rule 30
esr (config-zone-rule)# match protocol udp

(

(

(

(

(

(

(

(

)
esr (config-zone-rule)# match source-address any
esr (config-zone-rule) # match destination-address any
esr (config-zone-rule) # match source-port dhcp_client
esr (config-zone-rule) # match destination-port dhcp_server
esr (config-zone-rule)# action permit
esr (config-zone-rule) # enable
esr (config-zone-rule)# exit
esr (config-zone-pair) # exit

Paspewwnm paboTy cepsepa:

esr (config) # ip dhcp-server
esr (config)# exit

N3meHeHMA KOHOUIypaL MM BCTYNAT B A4eNCTBUE NOCAE NPUMEHEHUS:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esr#

npOCMOTPETb CMUCOK apeHA0BaHHbIX aApecoB MOXHO C MOMOLLbHO KOMaHAbI:
esr# show ip dhcp binding

MpoCcMOTPETb CKOHPUIYPMPOBAHHbIE NYJibl 3APECOB MOXKHO KOMaHLAMM:

esr# show ip dhcp server pool
esr# show ip dhcp server pool Simple

V KoHdurypuposaHue HacTpoeK pgaa IPvé npoussogutca no aHanoruu c IPv4.
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7.5 KoHdurypuposaHue Destination NAT

®yHKumMA Destination NAT (DNAT) coctouT B npeobpasoBaHumM IP-agpeca HasHa4YeHUA Y MaKeTos,
NPOXOAALLMX YEPES CETEBOM LUIO3.

DNAT ucnonbsyetca AnA nepeHanpaBneHus TpaduKa, MAYWEro Ha HEKOTOPbIN «BUPTYaNbHbINY
afpec B Ny6AMUYHOM CceTH, Ha «peanbHbIM» CepBep B NOKA/bHOM CETU, HAXOAALUMACA 33 CETEBbLIM LUNHO30M.
3Ty GYHKUMIO MOXKHO MCMOb30BaTb A1A OpraHn3aLumn Ny6AMYHOro A0CTyna K cepBepam, Haxo4AWwMMEA B
YaCTHOM CETU M He MMeroLWwUM Nyb6ANYHOro ceTeBOro agpeca.

3apgaya: OpraHmMsoBaTb AOCTYN U3 Ny6AMYHOM ceTu, oTHocAwenca K 3oHe « UNTRUST», K cepsepy
JNIoKanbHoM ceTn B 30He «TRUST». Aapec cepsepa B fiokanbHoM cetn - 10.1.1.100. CepBep AoMmKeH 6bITb
OOCTYMHbIM M3BHe no agpecy 1.2.3.4, goctynHbiii nopt 80.

TRUST UNTRUST
Cepsep ESR

).1.1.100 0.1.1

A

PucyHok 7.3 — Cxema cemu

PeweHune:

Co3pagmm 30HbI  6He3onacHocTM  «UNTRUST» u  «TRUST». YcTaHOoBMM  NpUHaANEKHOCTb
ncnosibdyembix ceTeBblx MHTepdelricoB K 30Ham. OgHOBpeMeHHO HasHauymm IP-agpeca nHTepdelicam.

esr# configure

esr (config) # security zone UNTRUST
esr (config-zone) # exit

esr (config) # security zone TRUST
esr (config-zone) # exit

esr (config) # interface gigabitethernet 1/0/1
esr (config-if-gi) # security-zone TRUST

esr (config-if-gi)# ip address 10.1.1.1/25
esr (config-if-gi)# exit

esr
esr
esr
esr

config)# interface gigabitethernet 1/0/2
config-if-te)# ip address 1.2.3.4/29
config-if-te)# security-zone UNTRUST
config-if-te)# exit

Cospaavm npodwuau IP-aapecos n NOPTOB, KOTOpble NOTPebytoTCA ANA HAaCTPOMKKM Npasua Firewall n
npasun DNAT.

— NET_UPLINK — npodunb aapecos nybandHol cetu;
— SERVER_IP — npodunb agpecos N0KaAbHON ceTy;
— SRV_HTTP — npo¢unab nopTos.

esr(config)# object-group network NET UPLINK

esr (config-object-group-network)# ip address 1.2.3.4
esr (config-object-group-network) # exit

esr(config)# object-group service SRV_HTTP
esr (config-object-group-network) # port 80

esr (config-object-group-network) # exit

esr (config)# object-group network SERVER IP
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esr (config-object-group-network)# ip address 10.1.1.100
esr (config-object-group-network) # exit

Boligem B pexum KoHourypmpoBaHusa ¢yHKuMm DNAT m cosgagum nyn agpecoB M NOpToOB
Ha3HayeHuA, B KOTOpble OyayT TPAaHC/AMPOBATHCA afpeca MakeTos, MocTynatowme Ha agpec 1.2.3.4 us
BHELLHEW ceTu.

esr (config)# mnat destination

esr (config-dnat) # pool SERVER_POOL

esr (config-dnat-pool)# ip address 10.1.1.100
esr (config-dnat-pool) # ip port 80

esr (config-dnat-pool)# exit

Cosgagum Habop npasua «DNAT», B COOTBETCTBUM C KOTOPbIMK ByaeT NpoM3BOAMUTLCA TPaHCAAUMA
agpecos. B aTpubytax Habopa yKarkem, 4To NpaBMaa NPUMEHAIOTCA TONbKO 418 NaKeTOB, NPULLEAWNX 13
30HblI «UNTRUST». Habop npaBun BKAtoYaeT B cebs TpeboBaHWA COOTBETCTBMSA AAHHbIX MO aApecy 1 nopty
HasHauyeHuA (match destination-address, match destination-port) n no npotokony. Kpome atoro B Habope
3a4aHO AelCcTBME, MPUMEHAEMOE K AaHHbIM, YA40BAETBOPAOWMM BCEM npaBunam (action destination-
nat). Habop npaBun BBOAMTCA B AeiCTBUE KOMaHA0M «enabley.

esr (config-dnat) # ruleset DNAT

esr (config-dnat-ruleset)# from zone UNTRUST

esr (config-dnat-ruleset)# rule 1

esr (config-dnat-rule)# match destination-address NET_UPLINK
esr (config-dnat-rule)# match protocol tcp

esr (config-dnat-rule) # match destination-port SERV_HTTP

esr (config-dnat-rule)# action destination-nat pool SERVER_POOL
esr (config-dnat-rule) # enable

esr (config-dnat-rule) # exit
esr (config-dnat-ruleset)# exit
esr (config-dnat) # exit

Ona nponycka TpaduKa, nayuwero us 3oHbl «UNTRUST» B «TRUST», co3aaanm COOTBETCTBYHOLLYIO
napy 30H. [MponyckaTtb cneayeT TONbKO TpaduK C afpecom HazHaAYEHMA, COOTBETCTBYIOLLMM 334aHHOMY B
npodune «SERVER_IP», n npoweawmnit npeobpasosarHme DNAT.

esr (config) # security zone-pair UNTRUST TRUST
esr (config-zone-pair)# rule 1
esr (config-zone-rule) # match source-address any
esr (config-zone-rule) # match destination-address SERVER_IP
esr (config-zone-rule)# match protocol any
esr (config-zone-rule) # match destination-nat

( )

( )

( )

( )

(

esr (config-zone-rule enable
esr (config-zone-rule
esr (config-zone-pair
esr (config) # exit

exit

#
#
#
esr (config-zone-rule)# action permit
#
#
# exit

M3meHeHWa KoHOUrypauum BCTYNAT B AEMCTBME NOC/E NPUMEHEHUA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

MpounsseneHHble HaCTpOVIKM MOXHO MOCMOTPETL C NOMOLLbIO KOMaHA:

esr# show ip nat destination pools
esr# show ip nat destination rulesets
esr# show ip nat proxy-arp

esr# show ip nat translations
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7.6 KoHdurypuposaHue Source NAT

®dyHkuma Source NAT (SNAT) ucnonbsyetrcs Ana MNOAMEHbl agpeca WCTOMHMKA Yy MNAKeToB,
NpoxoaALLMX Yepes ceTeBom Wto3. MNpy NPOXOXKAEHUN NAKETOB U3 /IOKA/IbHOM CeTU B NyBANYHYIO CeTb,
agpec WUCTOYHMKa 3aMeHseTcA Ha OoAMH M3 Nyb6/AnYHbIX agpecoB wWto3a. [JononHUTENbHO K agpecy
WUCTOYHUKA MOXKET NMPUMEHATbLCA 3aMeHa MOopTa UCTOYHMKA. MpU NPOXOXKAEHUN MAKETOB M3 Ny6ANYHON
CETM B IOKA/IbHYIO NPOMCXOANT 0bpaTHaA NogMeHa agpeca M nopra.

®dyHkuma SNAT moKeT ObiTb MCMOMb30BaHa ANA NpeaocTaBneHus goctyna B MHTepHer

KOMMbIOTEPAM, HAXOAAWMMCA B NOKA/NbHOW ceTu. MNpu aTom He TpebyeTca HasHayeHUA Ny6aAnYHbIX IP-
a4pecoB 3TUM KOMMbOTEPAM.

3agaua 1: HacTpouTb gocTyn nosib3oBateneit nokanbHoi cety 10.1.2.0/24 Kk ny6auyHON ceTu c

ncnonb3oBaHnem dyHKUMM Source NAT. 3agaTb AManasoH agpecos nNy6AMUYHOM ceT ANA UCMO/Ib30BaHMUSA
SNAT 100.0.0.100-100.0.0.249.

TRUST NTRUST
ESR
LAN 10.1.2.0/24 100.0.0.0/24 WUHTepHeT
1 99

PucyHok 7.4 — Cxema cemu

PeweHune:

KoHpurypupoBaHme HauyHem C cO34aHMA 30H 6E€30MaCHOCTU, HAaCTPOMKM ceTeBbIX MHTepdelicoB u
onpeaeneHna UxX NPUHaAANEKRHOCTM K 30HaMm Be3sonacHocTn. Co3paanm foBepeHHyto 30Hy « TRUST» ana
JIoKanbHoM cetn 1 30Hy «UNTRUST» ansa ny6anyHol ceTtu.

esr# configure

esr (config) # security zone UNTRUST
esr (config-zone) # exit

esr (config) # security zone TRUST
esr (config-zone) # exit

esr
esr
esr
esr

config)# interface gigabitethernet 1/0/1
config-if-gi)# ip address 10.1.2.1/24
config-if-gi)# security-zone TRUST
config-if-gi)# exit

esr
esr
esr
esr

config)# interface gigabitethernet 1/0/2
config-if-te)# ip address 100.0.0.99/24
config-if-te)# security-zone UNTRUST
config-if-te)# exit

Ons KoHdurypuposauma ¢yHKummM SNAT M HAcTpolKM npaBua 30H HGesonacHOCTM noTpebyetcs
co3gatb npodunb agpecos nokanbHoh cetn «LOCAL_NET», BKAOYAOWMIA agpeca, KOTOPbIM paspeLleH
BbIX0Z, B Ny6MYHYIO ceTb, 1 npoduab agpecos nybamnyHoit cetn « PUBLIC_POOLy.

esr (config)# object-group network LOCAL NET
esr (config-object-group-network)# ip address-range 10.1.2.2-10.1.2.254
esr (config-object-group-network) # exit

esr (config)# object-group network PUBLIC_POOL
esr (config-object-group-network) # ip address-range 100.0.0.100-100.0.0.249
esr (config-object-group-network) # exit
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[na nponycka TpadmKa m3 30Hbl «TRUST» B 30HY «UNTRUST» co3gagmm napy 30H 1M gobasum
npaBwWNa, paspeLLaroLine NnpoxoanTb TpadmKy B STOM HanpasieHMU. [JoNOAHUTENbHO BKOYEHA NPOBEpPKA
agpeca UCTOYHMKA AaHHbIX Ha NPUHAA/EXHOCTb K Anana3oHy agpecos «LOCAL_NET» gna cobnogeHus
OrpaHUYeHMA Ha BbIXog, B Ny6AMYHYIO ceTb. JencTBue NpaBua paspeLllaeTca KomaHaoM enable.

esr (config) # security zone-pair TRUST UNTRUST

esr (config-zone-pair)# rule 1

esr (config-zone-rule) # match source-address LOCAL_NET
esr (config-zone-rule) # match destination-address any
esr (config-zone-rule) # match protocol any

esr (config-zone-rule) # action permit

esr (config-zone-rule)# enable

( ) # exit

( ) # exit

esr (config-zone-rule
esr (config-zone-pair

KoHourypmpyem cepsuc SNAT. [lepBbiM Wwarom co3gaérca Nyn agpecoB nybauMYHON ceTw,
ncnonbsyembix ana cepsmca SNAT.

esr (config) # nat sourse

esr (config-snat)# pool TRANSLATE ADDRESS

esr (config-snat-pool) # ip address-range 100.0.0.100-100.0.0.249
(

esr (config-snat-pool) # exit

Bropbim warom cosgaértca Habop npasun SNAT. B aTpubyTax Habopa yKaxkem, 4YTO npaBuna
NPUMEHAIOTCA TOJIbKO AJ1A MaKEeTOB, HanpaBaAloWMXCA B Ny6anyHyto cetb — B 30HY «UNTRUST». Mpasuna
BK/IHOYAIOT NPOBEPKY a4peca UCTOUYHMKA AAHHbIX Ha NPUHAANEeXHOCTb K nyny «LOCAL_NET».

esr (config-snat)# ruleset SNAT

esr (config-snat-ruleset)# to zone UNTRUST

esr (config-snat-ruleset)# rule 1

esr (config-snat-rule) # match source-address LOCAL_NET

esr (config-snat-rule) # match destination-address any

esr (config-snat-rule)# match destination-port any

esr (config-snat-rule)# action source-nat pool TRANSLATE ADDRESS

esr (config-snat-rule) # enable
(
(

esr (config-snat-rule) # exit
esr (config-snat-ruleset) # exit

[na Toro 4Tobbl MapLIPYTU3aTOP OTBEYAN HA 3anpockl NpoTokona ARP ana agpecos, BXOAALLMX B
ny6anyHbIA nyn, Heobxoaumo 3anyctutb cepBuc ARP Proxy. Cepsuc ARP Proxy HacTpamBaeTcs Ha
nHTepdelice, Kotopomy npuHagnexut IP-agpec 3 nopgcetm npodunsa agpecos nNyb6AUYHOM ceTu
«PUBLIC_POOL».

esr (config) # interface gigabitethernet 1/0/2
esr(config-if-te)# ip nat proxy-arp PUBLIC_POOL

[na Toro uytobbl YCTPOMCTBA NIOKAbHOW CETU MOMIM NOAYYUTb OAOCTYN K NyBAMYHOMN CETM, Ha HUX
[0KHa bbITb HacTpoeHa MapwpyTusauma —agapec 10.1.2.1 gonxkeH 6bITb Ha3HAYEH a4PECOM LW/HO3a.

Ha camom maplupyTM3aTope TaKkKe [0/KeH 6biTb CO034aH MaplipyT Aaa HanpaBfieHua Ha
Ny6AMYHYIO CeTb. ITOT MapLIPYT MOMKET 6biTb HasHayeH MapLpyTOM MO YMOYAHWUIO C MNOMOLLbIO
cneaytoLien KomaHabl.

esr (config)# ip route 0.0.0.0/0 100.0.0.99
esr (config) # exit

N3meHeHuna KOHd)VII'ypaLI,I/IVI BCTYNaroT B p,eﬁcname No KOMaHAE NpuMeHeEHNA.

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
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3agaua 2: HactpouTb AOCTyn nosb3oBaTesieit nokanbHoW cetn 21.12.2.0/24 k ny6AMYHON ceTu C
ncnonb3oBaHnem ¢yHKuMmM Source NAT 6e3 Mcnonb3oBaHUA MexceTeBoro akpaHa (firewall). AnanasoH
agpecoB nybanyHom cetn ana ncnonb3osaHma SNAT 200.10.0.100-200.10.0.249.

ESR
LAN Gi1/0/1 Gi1/0/2 UHTepHeT
21.12.2.1 200.10.0.1

PucyHok 7.5 — Cxema cemu
PeweHue:

KoHdUryprpoBaHMe HayHemM C HACTPOMKM CETEBbIX MHTEPHEMCOB M OTKAKOUYEHMSA MENKCETEBOro
3KpaHa:

esr (config) # interface gigabitethernet 1/0/1
esr (config-if-gi)# ip address 21.12.2.1/24

esr (config-if-gi)# ip firewall disable
esr (config-if-gi)# exit

config)# interface gigabitethernet 1/0/2
config-if-te)# ip address 200.10.0.99/24
config-if-te)# ip firewall disable
config-if-te)# exit

esr
esr
esr
esr

Ona KoHpurypuposaHua ¢yHKkumm SNAT noTtpebyetcsa co3gatb Npoduib afpecoB S0KaNAbHOW CeTH
«LOCAL_NET», BKNto4aloLmMiA agpeca, KOToOpbIM paspeLLeH BbiXxod B Ny6ANYHY0 ceTb, M Npoduab agpecos
ny6anyHon cetn «PUBLIC_POOL»:

esr (config)# object-group network LOCAL NET
esr (config-object-group-network) # ip address-range 21.12.2.2-21.12.2.254
esr (config-object-group-network) # exit

esr (config)# object-group network PUBLIC_ POOL
esr (config-object-group-network) # ip address-range 200.10.0.100-200.10.0.249
esr (config-object-group-network) # exit

KoHdurypupyem cepsuc SNAT.

MepBbiM WArom co3gaéTcsa Ny agpecos Ny6ANYHOM CETU, UCNONb3yeMbliX A5 cepauca SNAT:

esr (config) # nat source

esr (config-snat)# pool TRANSLATE ADDRESS

esr (config-snat-pool)# ip address-range 200.10.0.100-200.10.0.249
esr (config-snat-pool) # exit

BTopbim wWwarom co3gaétca Habop npasun SNAT. B aTpubyTtax Habopa yKaxem, 4uTo npaBuna
NPUMEHAIOTCA TONbKO AN MaKeToB, HanpaBAAlowWMXCcA B Ny6AnUHYIO ceTb Yepes nopt tel/0/1. Mpasuna
BKJ/IIOYAIOT NPOBEPKY agpeca NCTOYHMKA AaHHbIX HA NPpUHagnexxHocTb K nyny « LOCAL_NET»:

esr (config-snat)# ruleset SNAT

esr (config-snat-ruleset)# to interface gil/0/2

esr (config-snat-ruleset)# rule 1

esr (config-snat-rule)# match source-address LOCAL NET

esr (config-snat-rule) # match destination-address any

esr (config-snat-rule)# match protocol any

esr (config-snat-rule) # action source-nat pool TRANSLATE ADDRESS
( ) # enable

( ) # exit

esr (config-snat-rule
esr (config-snat-rule

Mapuwpymuzamopel cepuu ESR, PykosoOocmeo o akcnayamayuu 37



HELTEX

esr (config-snat-ruleset)# exit

Ona Toro 4tobbl MapLwpyTM3aTOP OTBEYAN Ha 3anpocbl NpoTokona ARP ans agpecos, BXOAALLMX B
nybanyHbIn Nyn, Heobxoammo 3anyctutb cepsuc ARP Proxy. Cepsuc ARP Proxy HacTpauBaeTca Ha
nHTepdelice, KoTopomy npuHagnexut IP-agpec w3 nopcetm npoduna agpecos nNybAUYHON ceTu
«PUBLIC_POOL»:

esr (config) # interface gigabitethernet 1/0/2
esr (config-if-te)# ip nat proxy-arp PUBLIC_POOL

[na Toro 4ytobbl YCTPOMCTBA SIOKANLHOM CETU MOIMAW MOAYYUTb AOCTYN K Ny6AMYHOWN CeTU, Ha HUX
[0MKHA 6bITb HAaCTpOeHa MappyTmlauma —agpec 21.12.2.1 gonxkeH bbITb Ha3HAYEH a4 PECOM LUAO3a.

Ha camom maplupyTvM3aTope TaKKe [0/KeH ObiTb C034aH MaplwpyT A1A HanpaBieHWA Ha
Ny6/IMYHYIO CeTb. ITOT MapLpPyT MOXKeT ObiTb Ha3HAYeH MapLUPYTOM MO YMOJYAHUIO C MOMOLLbIO
cnepytolien KomaHabl:

esr (config) # ip route 0.0.0.0/0 200.10.0.99
esr (config)# exit

N3meHeHns KOHPUTypaLumM BCTYNAtoT B AENCTBUE MO KOMAHAE NPUMEHEHUS:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
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7.7 KoHdurypuposaHue Firewall

Firewall — Komnnekc annapaTHbIX WAM NPOrPaMMHbIX CPEACTB, OCYLLECTBASIOWMI KOHTPOAb W
dUNbTPaALMIO NPOXOAALMX Yepes3 HEro CETEBbIX NMAaKeTOB B COOTBETCTBUM C 3a4aHHbIMM NPaBUIaMu.

3apgauya: Paspewntb obmeH coobleHnamu no npotokony ICMP mexay yctpoincteamu MK1, MK2 n b
mapuwpytmsatopom ESR.

LAN WAN

Router ESR Router

192.168.12.0/24 192.168.23.0/24 m
1 2 2 3

R1 R3 R2

PucyHok 7.6 — Cxema cemu
PeweHune:

[na kaxaoih cetn ESR cosaaamm ceoto 30Hy 6esonacHocTH:

esr# configure

esr (config) # security zone LAN
esr (config-zone) # exit

esr (config)# security zone WAN
esr (config-zone) # exit

HacTpoum ceTeBble MHTepdENCbl U onpesenvm Ux NPUHaSNEeKHOCTb K 30Ham 6e30MacHoCTy:

esr
esr
esr

config)# interface gil/0/2
config-if-gi)# ip address 192.168.12.2/24
config-if-gi)# security-zone LAN

esr (config-if-gi)# exit

esr (config)# interface gil/0/3
esr(config-if-gi)# ip address 192.168.23.2/24
esr (config-if-gi)# security-zone WAN

esr

config-if-gi)# exit

[ns HacTpoiKku npasun 30H 6esonacHocTn noTpebyeTca cos3gatb npodunb agpecoB cet «LAN»,
BK/IIOYAIOLLMI agpeca, KOTOpbIM paspeLleH Bbixog B ceTb « WAN», U npodunb agpecos cetn « \WWAN».

esr
esr
esr
esr
esr
esr
esr
esr
esr
esr
esr
esr

config)# object-group network WAN
config-object-group-network) # ip address-range 192.168.23.2
config-object-group-network) # exit

config)# object-group network LAN
config-object-group-network) # ip address-range 192.168.12.2
config-object-group-network) # exit

config)# object-group network LAN GATEWAY
config-object-group-network) # ip address-range 192.168.12.1
config-object-group-network) # exit

config)# object-group network WAN GATEWAY
config-object-group-network) # ip address-range 192.168.23.3
config-object-group-network) # exit

Ona nponycka Tpaduka us 30Hbl «LAN» B 30HY « WAN» co3gagmm napy 30H n gobasvMm npasuno,
pa3spelwwatowee npoxogutb ICMP-Tpaduky ot MK1 k MK2. delictBMe npaBun paspellaeTcs KOMaHAOM
enable:

esr

esr

esr
esr

config) # security zone-pair LAN WAN
config-zone-pair) # rule 1
config-zone-rule)# action permit
config-zone-rule) # match protocol icmp

Mapuwpymuzamopel cepuu ESR, PykosoOocmeo o akcnayamayuu 39



HELTEX

esr (config-zone-rule) # match destination-address WAN
esr (config-zone-rule)# match source-address LAN
esr (config-zone-rule)# enable
esr (config-zone-rule) # exit
esr (config-zone-pair)# exit

Ona nponycka TpaduKka n3 3oHbl « WAN» B 30HY «LAN» co3gaaum napy 30H U gobasmm npasuo,
paspewatouwee npoxoantb ICMP-Tpaduky ot MK2 Kk MKI1. [deicteme npaBun paspellaeTcd KoMaHaow
enable:

esr (config) # security zone-pair WAN LAN
esr (config-zone-pair)# rule 1
esr (config-zone-rule)# action permit
esr (config-zone-rule)# match protocol icmp
esr (config-zone-rule) # match destination-address LAN
esr (config-zone-rule)# match source-address WAN
( ) # enable
( ) # exit
( ) # exit

esr (config-zone-rule
esr (config-zone-rule
esr (config-zone-pair

Ha mapwpyTtusaTope Bcerga CyllecTByeT 30Ha 6e3onacHocTn ¢ nmeHem «self». Eciv B KadecTse
nony4vatensa TpaduMKa BbICTYMAET CaM MapLIpyTU3aTop, TO ecTb TpaduK He ABNAETCA TPAH3UTHbIM, TO B
KauyecTBe MapameTpa yKasbiBaeTcs 30Ha «self». Co3gaaum napy 30H Ana TpaduKa, MAYLWLEro M3 30HbI
«WAN» B 30Hy «self». [lobaBum npaBuno, paspewatouiee npoxoamtb ICMP-Tpaduky mexay [MK2
nMmapLpyTmsatopom ESR, ana Toro 4tobbl MaplpyTM3aTop Havan oTeBevatb Ha ICMP-3anpocbl M3 30HbI
«WAN»:

esr (config) # security zone-pair WAN self
esr (config-zone-pair) # rule 1
esr (config-zone-rule)# action permit
esr (config-zone-rule)# match protocol icmp
esr (config-zone-rule) # match destination-address WAN
esr (config-zone-rule) # match source-address WAN GATEWAY
esr (config-zone-rule) # enable
esr (config-zone-rule) # exit

( ) #

esr (config-zone-pair exit

Co3gagmm napy 30H ana Tpadumka, naywero m3 3oHbl «LAN» B 30HYy «self». [lobaBum npasuno,
pa3spewatowee npoxoantb ICMP-Tpaduky mexay MK1 n ESR, ans Toro 4ytobbl mapLlipyTMsaTop Hayan
oTteeyaTb Ha ICMP-3anpockl U3 30HbI « LAN»:

esr (config) # security zone-pair LAN self
esr (config-zone-pair)# rule 1
esr (config-zone-rule)# action permit
esr (config-zone-rule match protocol icmp
esr (config-zone-rule match destination-address LAN
(
(
(
(
(

esr (config-zone-rule enable
esr (config-zone-rule
esr (config-zone-pair
esr (config) # exit

exit

)
) #
) #
esr (config-zone-rule)# match source-address LAN GATEWAY
) #
) #
) # exit

N3meHeHuna KOHd)VII'ypaLI,I/IVI BCTYMNAT B AeﬁCTBMe no cneayrwmMm KOmaHaam:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esr#

nOCMOTDETb Y1E€HCTBO NOPTOB B 30HAaX MOXHO C NOMOLbO KOMaHAbl:

esr# show security zone

nOCMOTPETb napbl 30H N UX KOHd)l/IpraLI,MIO MOXHO C NOMOLLbIO KOMaHA,:
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esr# show security zone-pair
esr# show security zone-pair configuration

nOCMOTpeTb AdKTUBHblE CECCMUN MOKHO C MOMOLLbIO KOMaHA:

esr# show ip firewall sessions

7.8 Hactpoiika cnuckoB gocrtyna (ACL)

Access Control List nam ACL — cnmcok KOHTPOAA A0CTyna, COAEPKUT MpaBwuna, onpegenstoume
npoxoxaeHue Tpaduka Yepes nHTepodeic.

3agaua: PaspelwnTtb NpoxoxaeHns TpadmKka TobKo U3 noacetu 192.168.20.0/24.
PeweHue:

HaCTpOMM CMUCOK gocCTtyna ana CI)MI'IpraLI,MVI Nno noAceTAam:

esr# configure

esr (config)# ip access-list extended white

esr (config-acl)# rule 1

esr (config-acl-rule) # action permit

esr (config-acl-rule) # match protocol any

esr (config-acl-rule)# match source-address 192.168.20.0 255.255.255.0
esr (config-acl-rule) # match destination-address any

esr (config-acl-rule)# enable

config-acl-rule) # exit

config-acl)# exit

esr
esr

MpMMeHUM CMMCOK A0CTyNa Ha uHTepdelic Gil/0/4 ans Bxoaawero Tpaduka:

esr (config)# interface gigabitethernet 1/0/4
esr (config-if-gi)# service-acl input white

M3meHeHunA KOHd)MI'ypaLl,VIM BCTYNAT B AEﬁCTBMG no cneayrouwmm KoOmaHaam:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esri#

MpocmoTpeTb AeTanbHY0 MHGOPMaLMIO O CMIMCKE A0CTYNa BO3MOMKHO Yepes KomaHay:

esr# show ip access-list white
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7.9 KoHduUrypmuposaHmue cTaTUMECKMX MapLUPYTOB

CTaTuyeckasa MaplipyTM3aums — BUA, MapLUPyTM3aLMK, NMPM KOTOPOM MapLIpyTbl YKasbiBaloTcA B
ABHOM BWAE NPW KOHPUIypaumMmM maplipytusatopa 6e3 MCnosib30oBaHMA MPOTOKO/OB AMHAMUYECKOW
MapLpyTU3aLmm.

3apgayva: HactpouTb Aoctyn K cetu Internet ana nonb3osaTeneit nokanbHol cetn 192.168.1.0/24 u
10.0.0.0/8, ucnonb3ysa ctaTUYecKyo MaplpyTusaumio. Ha ycTpoiictee R1 cosaaTh W03 AnsA AocTyna K
cetu Internet. TpaduK BHYTPU NOKANbHOW CETU AOIKEH MAPLIPYTU3MPOBATLCA BHYTPM 30HbI LAN, Tpaduk
n3 cetu Internet gonxeH oTHocUTbCA K 30He WAN.

1

128.107.1.0/30

ESR
192.168.1.0/24 192.168.100.0/30 10.0.0.0/8
N A 2
PucyHok 7.7 — Cxema cemu
PeweHue:

3a4aaMm MMA YCTPOWCTBa ANA MaplpyTmMsaTopa R1:

esr# hostname R1
esr# (config)# do commit
R1# (config) # do confirm

Ona nutepdeiica gil/0/1 ykaxkem aapec 192.168.1.1/24 v 30Hy «LAN». Yepes aaHHbIA UHTepdeiic
R1 6yaet noaxntoueH K cetn 192.168.1.0/24:

Rl (config) # interface gil/0/1

Rl (config-if-gi)# security-zone LAN

Rl (config-if-gi)# ip address 192.168.1.1/24
Rl (config-if-gi)# exit

Ona wuntepdeiica gil/0/2 ykaxem agpec 192.168.100.1/30 u 30HYy «LAN». Yepes AaHHbIN
nHTepdelic R1 byget nogKatoueH K ycTpoicTey R2 ana nocneaytoLweit MapLipyTmsaumum TpaduKa:

Rl (config) # interface gil/0/2

Rl (config-if-gi)# security-zone LAN

Rl (config-if-gi)# ip address 192.168.100.1/30
Rl (config-if-gi)# exit

[nsa uHtepdeiica gil/0/3 ykaxem agpec 128.107.1.2/30 v 30Hy « WAN». Yepes gaHHbIN nHTepdeiic
R1 6yaeT noaKkntoyeH K cetu Internet:

R1
R1
R1
R1

config)# interface gil/0/3
config-if-gi)# security-zone WAN
config-if-gi)# ip address 128.107.1.2/30
config-if-gi)# exit
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Cosmagum mapupyTt ana s3aumogencrtema c cetbio 10.0.0.0/8, mcrnonb3ya B KayecTse LWNHO3a
ycTpolicteo R2 (192.168.100.2):

Rl (config)# ip route 10.0.0.0/8 192.168.100.2

Co3fmagum mapLupyT A8 B3aMMOoAencTBua ¢ ceTbio Internet, ncnonb3sys B Kayectse nexthop wntos
nposaligepa (128.107.1.1):

Rl (config)# ip route 0.0.0.0/0 128.107.1.1

M3meHeHUAa KoHPUrypaumm Ha Mapwpytusatope R1 BCTynAT B AeWCTBME MO  CAEAYHOLMM
KOMaHZam:

R1# commit

Configuration has been successfully committed
R1# confirm

Configuration has been successfully confirmed
R1#

3a4a4MM MMA YCTPOMCTBA ANA MaplpyTusatopa R2:

esr# hostname R2
esr# (config)# do commit
R2# (config) # do confirm

Ona untepdeliica gil/0/1 ykaxem aapec 10.0.0.1/8 n 30Hy «LAN». Yepes aaHHbI nHTepdeiic R2
6yaet noaxntodeH K cetn 10.0.0.0/8:

R2
R2
R2
R2

config) # interface gil/0/1
config-if-gi)# security-zone LAN
config-if-gi)# ip address 10.0.0.1/8
config-if-gi)# exit

Ona untepdeiica gil/0/2 ykaxkem agpec 192.168.100.2/30 u 30Hy «LAN». Yepes pgaHHbIN
nHTepdelic R2 byget nogKatoueH K yctpoictey R1 ana nocnegytoweit maplpytmsaumnm Tpaduka:

config)# interface gil/0/2
config-if-gi) # security-zone LAN
config-if-gi)# ip address 192.168.100.2/30

R2 (
R2 (
R2 (
R2 (config-if-gi)# exit

Co3zgaanm MapLIpyT Mo YMONYaHWIO, YKasas B KayectBe nexthop IP-appec uHTepdeiica gil/0/2

mapupytmnsatopa R1 (192.168.100.1):

R2 (config)# ip route 0.0.0.0/0 192.168.100.1

M3meHeHUAa KoHoUrypaumm Ha Mmaplpytusatope R2 BCTynAT B AelCTBME MO  CAeAYHOLMM
KOMaHZam:

R2# commit

Configuration has been successfully committed
R2# confirm

Configuration has been successfully confirmed
R2#

MpoBepuTb TabANLY MapLIPYTOB MOXHO KOMaHAOM:

esr# show ip route
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7.10 Hactpoika MLPPP

Multilink PPP (MLPPP) npepocTaBnseT coboi arperMpoBaHHbIA KaHaa, BKAlYalowMin B cebs
MeToAbl ANA pacnpocTpaHeHUs TpaduKa Yepes HeCKObKO GU3NYECKUX KaHaloB, UMes 04HO Jornyeckoe
coenHeHMe. ITOT BapWaHT MO3BOMAET PaCWIMPUTL MPOMNYCKHYH cnocobHocTb M obecnedymBaeT
6aNaHCUPOBKY HarpysKku.

ESR MXE

Router

Gi1/0/3
R2

PucyHok 7.8 — Cxema cemu

=D

R1

3agayva: Hactpoutb MLPPP-coeauHeHmne c BcTpeyHow ctopoHoi ¢ IP-agpecom 10.77.0.1/24 yepes
yctpoiicteo MXE.

PeweHue:

Mepekntovaem nHTepodeiic gigabitethernet 1/0/3 B pexkum paboTbl E1:

esr# configure

esr (config) # interface gigabitethernet 1/0/5
esr (config-if-gi)# description "*** MXE ***"
esr (config-if-gi)# switchport mode el

esr (config-if-gi)# switchport el slot 0

esr (config-if-gi)# exit

Brstounm interface el 1/0/1, interface el 1/0/4 B rpynny arperaumm MLPPP 3:

esr (config)# interface el 1/0/1

esr (config-el)# ppp multilink

esr (config-el)# ppp multilink-group 3
esr (config-el)# exit

esr (config)# interface el 1/0/4

esr (config-el)# ppp multilink

esr (config-el)# ppp multilink-group 3
esr (config-el)# exit

Hactpovm MLPPP 3:

esr (config)# interface multilink 3

esr (config-multilink)# ip address 10.77.0.1/24
esr (config-multilink)# security-zone trusted
esr (config-multilink)# exit

esr (config) # exit

M3meHeHunA KOHd)VIpraLI,MVI BCTYNAT B ,CI,eVICTBMe no cneayrowmm KomaHaam:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esr#
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7.11 Hacrtpoiika Bridge

Bridge (moct) — 3To cnocob coegmHeHua aByx cermeHToB Ethernet Ha KaHanbHOm ypoBHe 6e3
MCMNO/Nb30BaHNA MPOTOKON0B 60Jiee BbICOKOrO YPOBHA, TakMX Kak IP. MaKeTbl nepepatoTcad Ha OcHoBe
Ethernet-agpecos, a He IP-agpecoB. MocKoNbKY Nepesaya BbINONHAETCA Ha KaHa/IbHOM YPOBHE (YpOBeHb
2 mogenwn OSl), TpadpuK NPOTOKOI0B HOJ1EeE BbICOKOrO YPOBHSA NPO3PaYyHO NPOXOAMUT Yepes MOCT.

3agaya 1: O6beanHUTL B eauHbiM L2 gomeH WHTepdeincbl maplipyTu3aTopa, OTHocAWwMeca K
JNIoKanbHoM cetu, n L2TPv3-TyHHenb, npoxogAawmin no nyb6anyHomn cetn. Ana obbeanHeHns Ncnoab3oBaTtb
VLAN 333.

VLAN 333

gi1l/0/11
TyHHenb L2TPv3 333

VLAN 333 I
gi1/0/12 |

PucyHok 7.9 — Cxema cemu
PeweHue:

Coszgagum VLAN 333:

esr (config)# vlan 333
esr (config-vlan) # exit

Co3paamm 30Hy 6e3onacHocTum «trusted»:

esr (config) # security-zone trusted
esr (config-zone) # exit

Ho6asum nHtepdelicol gil/0/11, gi1l/0/12 8 VLAN 333:

esr (config) # interface gigabitethernet 1/0/3-4
esr (config-if)# switchport mode trunk
esr (config-if)# switchport trunk allowed vlan add 333

Cosgagmm bridge 333, npusaxem K Hemy VLAN 333 1 yKarKem 4/1eHCTBO B 30He «trusted»:

esr (config) # bridge 333

esr (config-bridge) # vlan 333

esr (config-bridge) # security-zone trusted
esr (config-bridge) # enable

YcTaHOBMM NpuHaanexKHocTb L2TPv3-TyHHens K MOCTYy, KOTOpbIA CBA3aH C JIOKaAbHOW CeTbio
(HacTpolika L2TPv3-TyHHens paccmaTtpuBaeTtca B pasgene 7.17). B obuem cnyyae naeHTMPpUKaTopbl mocTa
W TYHHeNns He A0MKHbI coBnaaath ¢ VID Kak B AaHHOM npumepe.

esr (config)# tunnel 12tpv3 333
esr (config-12tpv3) # bridge-group 333
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3agaua 2: HactpouTtb maplupytmsaumio mexkay VLAN 50 (10.0.50.0/24) n VLAN 60 (10.0.60.1/24).
VLAN 50 ponxeH oTHocuTbca K 30He «LAN1», VLAN 60 — K 30He «LAN2», paspewunTtb cBobogHyto
nepegayvy TpadmKka mexay 30HaMmu.

bridge 50
10.0.50.1/24

gil/0/3

bridge 50
10.0.60.1/24

gil/0/2

PucyHok 7.10 — Cxema cemu

PeweHue:

Co3gagum VLAN 50, 60:

esr (config) # vlan 50,60
esr (config-vlan) # exit

Co3gaanm 30HbI 6esonacHocTn « LAN1» n « LAN2»:

config)# security-zone LAN1
config-zone) # exit
config)# security-zone LAN2
config-zone) # exit

esr
esr
esr
esr

HasHaunm nHtepodeiicam gil/0/11, gil/0/12 VLAN 50:

esr (config) # interface gigabitethernet 1/0/3-4
esr (config-if)# switchport mode trunk
esr (config-if)# switchport trunk allowed vlan add 50

HasHauum unTepdeiicy gil/0/14 VLAN 60:

esr (config) # interface gigabitethernet 1/0/2
esr (config-if)# switchport mode trunk
esr (config-if)# switchport trunk allowed vlan add 60

Cospagum bridge 50, npusaskem VLAN 50, ykaskem IP-agpec 10.0.50.1/24 n 4neHcTBO B 30HE
«LAN1»:

esr (config) # bridge 50

esr (config-bridge) # vlan 50

esr (config-bridge)# ip address 10.0.50.1/24
esr (config-bridge) # security-zone LAN1

esr (config-bridge) # enable

Cospagum bridge 60, npusaskem VLAN 60, ykaxkem IP-agpec 10.0.60.1/24 n uneHCTBO B 30HE
«LAN2»:

esr (config) # bridge 60
esr (config-bridge) # vlan 60
esr (config-bridge)# ip address 10.0.60.1/24
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esr (config-bridge) # security-zone LAN2
esr (config-bridge) # enable

Cosgmagum npasuna B Firewall, paspewatowme ceobogHoe NpoxoxKaeHne Tpaduka mexay 30HaMu:

esr (config) # security zone-pair LAN1 LAN2

esr (config-zone-pair)# rule 1

esr (config-zone-rule) # action permit

esr (config-zone-rule) # match protocol any

esr (config-zone-rule) # match source-address any
)
)
)

#
#
esr (config-zone-rule) # match destination-address any
#
#
#

esr (config-zone-rule enable
esr (config-zone-rule exit
esr (config-zone-pair)# exit

esr (config-zone-pair)# rule 1

esr (config-zone-rule) # action permit
esr (config-zone-rule match protocol any
esr (config-zone-rule

)

)

) # match source-address any
esr (config-zone-rule)

)

)

)

#

#

# match destination-address any
esr (config-zone-rule) # enable
esr (config-zone-rule) #
esr (config-zone-pair) #

esr (config)# exit

exit

(
(
(
(
(
(
(
(
(
esr (config) # security zone-pair LAN2 LAN1
(
(
(
(
(
(
(
( exit
(

M3meHeHna KOHd)MI'ypaLI,VIM BCTYNAT B AEI\&CTBME no cneayrouwmm KomaHaam:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esr#

MocmoTpeTb YNeHCTBO MHTepdDEﬁCOB B MOCTe€ MOXXHO KOMaHAOVIZ

esr# show interfaces bridge
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7.12 HacrpoikKa RIP

RIP — AWCTaHLUMOHHO-BEKTOPHbI MPOTOKOA AMHAMMUYECKOW MApPLUPYTU3aLMKM, KOTOPbLIA UCNOAb3YeT
KO/IMYECTBO TPaAH3MTHbIX Y4YaCTKOB B KayecTBe METPUMKM Mapupyta. MakcMmanbHoe KoJM4ecTBo
TPpaH3UTHbIX y4yacTKkoB (hop), paspeweHHoe B RIP, paBHo 15. Kaxabii RIP-mapipyTnsaTop No ymoa4aHuIo
BELLAeT B CETb CBOO MOAHYIO Tabavuy mapwpytusaumm ogmH pas B 30 cekyHa. RIP paboTaet Ha 3-m
ypoBHe cteka TCP/IP, ncnonbsya UDP-nopt 520.

3apava: Hactpoutb Ha mapupytmsatope npotokon RIP ana obmeHa maplipyTHoli MHbopmaumen c
cocegHMMM MapLlipyTusaTtopamu. MaplwpyTusaTop AO/IKEH aHOHCMPOBaTb CTaTUYECKME MapLipyTbl U
noacetn 115.0.0.0/24, 14.0.0.0/24, 10.0.0.0/24. AHOHCMpoOBaHME MapLIPYTOB AO/KHO MNPOUCXOAUTH
Karkgble 25 cekyHA.

Router

115.0.0.0/24

Router

ESR 1
|
R3 R2

PucyHok 7.11 — Cxema cemu
PeweHue:

MpenBapuTenbHO HYKHO HacTpouTb IP-agpeca Ha uWHTepdeicax COrnacHoO CXeme CeTw,
npuBeAeHHOM Ha pucyHKe 7.120wunbKa! UCTOUHMK CCbINKU He HailgeH..

Mepelaém B pexnm KoHpurypmposaHma npotokona RIP:

esr (config) # router rip

YKa)kem noacetn, Kotopble 6yayT aHoHcMpoBaTbcA mnpoTokonom: 115.0.0.0/24, 14.0.0.0/24 w
10.0.0.0/24:

esr (config-rip) # network 115.0.0.0/24
esr (config-rip) # network 14.0.0.0/24
esr (config-rip) # network 10.0.0.0/24

[na aHOHCMPOBaHMA NPOTOKOIOM CTaTUYECKMX MapLUPYTOB BbINOJHUM KOMaHAY:
esr (config-rip) # redistribute static

HacTpoum Talimep, OTBEYAIOLLMI 32 OTNPABKY MapLIpyTHOM MHPOpMaLmu:

esr (config-rip)# timers update 25

Mocne ycTaHOBKM Bcex Tpebyembix HAaCTPOEK BK/I0YaeM NPOTOKOA:

esr (config-rip) # enable
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N3meHeHUn KoHOUrypauum BCTYNAT B AeWACTBME NOC/e NPUMEHEHUA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esr#

[nsa Toro utobbl NPOoCcMOTPETL TabnLy MapwpyToB RIP Bocnonbayemcs KomaHAoM:

esr# show ip rip

ﬁ Momumo HacTpoiiku npotokona RIP, Heob6xoaumo B firewall paspewnts UDP-nopT 520.
.

7.13 Hacrpoiika OSPF

OSPF — nNpOTOKO/1 ANHAMWYECKON MapLUPyTM3aLMMU, OCHOBAHHbLIN HA TEXHO/IOTUN OTC/IEXKMBAHUA
coctoAHuA KaHana (link-state technology) v wucnonbsyloWwmii ANA HaxXoXKAEHUA KpaTyaulwero nyTu
anroputm [enKkcTpbl.

3agaya_Neol: Hactpoutb npotokon OSPF Ha mapuwpyTusatope Aas obmeHa MaplpyTHOM
nHbOpMaUMENn C COCeaHUMWM MapLipyTM3aTopamu. MaplpyTnsaTop O0/KEH Haxoautca B obnactn ¢
naeHtnomkatopom 1.1.1.1 n aHOHCHMpPOBaTL MAPLLPYTbI, NOAYYEHHble No npoTokoy RIP.

/
OSPF )
Router Area 1.1.1.1
R1 B
111.0.0.0/24
RIP gil/0/5
ESR 1 Router
[ gi1/0/4
R2

PucyHok 7.12 — Cxema cetn
PelwieHue:

MpeaBapuUTeNbHO HYXKHO HacTpouTb IP-aapeca Ha MHTepdencax cornacHo cxeme, NPUBEAEHHON Ha
pucyHke 7.13.

Cosgagmm OSPF-npouecc ¢ maeHtuoukatopom 10 n nepergém B pexrMM KOHPUTYPUPOBAHMS
npotokona OSPF:

esr (config) # router ospf 10
Co3sgagmm u BKAOYMM Tpebyemyto obiacTb.

esr (config-ospf)# area 1.1.1.1
esr (config-ospf-area) # enable
esr (config-ospf-area) # exit
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BKNOYMM aHOHCUMpPOBaHME MapLLPYTHOM MHbOopMaunmM 3 npotokona RIP:

esr (config-ospf) # redistribute rip

Bkntoumm OSPF-npouecc:

esr (config-ospf)# enable
esr (config-ospf) # exit

CocegHue mapLupyTM3aToOpbl NOAKAOUYEHbI K MHTepdeiicam gil/0/5 u gil/0/4. Ona yctaHoBAEHUA
€OCencTBa C APYrMmu MmapLupyTmMsaTopamm npmssxem nx K OSPF-npoueccy n obnactu. [lanee BKAOYMM Ha
nHTepdelice mappyTmsaumo no npotokosy OSPF:

esr (config) # interface gigabitethernet 1/0/5
esr (config-if-gi)# ip ospf instance 10

esr (config-if-gi)# ip ospf area 1.1.1.1

esr (config-if) # ip ospf

esr (config-if)# exit

esr (config) # interface gigabitethernet 1/0/4
esr (config-if-gi)# ip ospf instance 10

esr (config-if-gi)# ip ospf area 1.1.1.1

esr (config-if-gi)# ip ospf

esr (config-if-gi)# exit

esr (config) # exit

N3meHeHWa KOHOUrypauum BCTYNAT B AEMCTBME NOCNE NPUMEHEHUA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

3agauya No2: M3meHuTb TMN obnactn 1.1.1.1, obnactb gomKHa ObiTb TYNMKOBOW. TyMMKOBbLIN
MapLUpyTU3aTOpP LO/IKEH aHOHCUPOBATb MapLUPYTbI, MOJY4YEHHbIE NO NpoTokoy RIP.

AREA0.0.0.0 AREA1.1.1.1

Router Router ESR

gil/0/10 gil/0/11 gil/o/12 gil/o/s
R1 R2 | R3

PucyHok 7.13 — Cxema cemu

PeweHue:

MpenBapuTenbHO HYXKHO HacTpouTb NpoTokon OSPF u IP-aapeca Ha uHTepdericax cornacHo cxeme,
npuBeAeHHON Ha pucyHKke 7. 14,

M3meHnm TN obiacTy Ha TynNnKoBbIN. Ha Kaxaom maplupyTtusaTtope ns obnactm 1.1.1.1 B pexume
KOHOUIypupoBaHMa 061acTV BbINOJHUM KOMaHAY:

esr (config-ospf-area)# area-type stub

Ha tynukosom mapuwpytusatope R3 BKAOYMM QAHOHCMPOBaAHME MAPLUPYTHOM MHPopmMaumn U3
npoTtokona RIP:

esr (config-ospf) # redistribute rip
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M3M6HeHMﬂKOH¢MWDauMMBUVHaDTBAEﬁUBMeHOKOMaHAEHpMMEHEHMW

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

3agaya Ne3: O6begMHUTL ABE MarucTpasabHble 061acTu B 0AHY € nomMolbto virtual link.

/AREAO ) AREA 1 AREA 0 \
ESR Router ESR

2 10.0.0.0/24 1 1 10.0.1.0/24 2
Router ID: 0.0.0.1 17072 170710 1o/ 2117072 Router ID: 0.0.0.3

lo 1: 192.168.10.0/24 lo 1: 192.168.20.0/24
R1 | R2 R3
| Virtual link J
o J

PucyHok 7.14 — Cxema cemu

PeweHue:

Virtual link — 310 cneumanbHoe coeauHeHWe, KOTOPOE MO3BOJIAET COeAMHATb Pa30PBaHHYIO Ha
YacCTW 30HY UM NPUCOEAMHUTD 30HY K MarncTpasbHON Yepes Apyryto 30Hy. HacTpamBaeTca mexay ABymMA
norpaHMYHbIMKU MapLlpyTU3aTopamn 30HbI (Area Border Router, ABR).

MpeaBapuUTeNbHO HYXKHO HacTpouTb NpoTokos OSPF n IP-agpeca Ha uHTepdelicax cornacHo cxeme,
npuBeAeHHON Ha pucyHKe 7.0wmnbKa! UCTOUHUK CCbINKKU He HalaeH.15.

Ha mapuwpytmsatope R1 nepengem B pexkum KoHourypuposaHua obnactm 1.1.1.1:

esr (config-ospf)# area 1.1.1.1

Co3pgagmm virtual link ¢ nageHTndurKatopom 0.0.0.3 1 BKAKOYMM €ro:

esr (config-ospf-area)# virtual-link 0.0.0.3
esr (config-ospf-vlink)# enable

Ha mapuwpyTtmsatope R3 nepeingem B pexkmm KoHbuUrypmposaHua obnactm 1.1.1.1:

esr (config-ospf)# area 1.1.1.1

Co3pgagmm virtual link ¢ ngeHTndurKatopom 0.0.0.1 1 BKAKOYMM €ro:

esr (config-ospf-area) # virtual-link 0.0.0.1
esr (config-ospf-vlink)# enable

MN3meHeHna KoHOUrypauumn BCTYNAT B AEACTBME NOCAEe NPUMEHEHUA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

PaccmoTpum Tabavuy maplupyTMsaummn Ha mapwpyTtmnsaTtope R1:

esr# show ip route

C * 10.0.0.0/24 [0/0] dev gil/0/2, [direct 00:49:34]

0 * 10.0.1.0/24 [150/20] via 10.0.0.1 on gil/0/2, [ospfl 00:49:53] (0.0.0.3)
0 * 192.168.20.0/24 [150/30] via 10.0.0.1 on gil/0/2, [ospfl 00:50:15] (0.0.0.3)
¢ * 192.168.10.0/24 [0/0] dev lol, [direct 21:32:01]

PaccmoTpum Tabvuy mapLupyTMsaummn Ha mapwpyTmusaTtope R3:

esr# show ip route
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0 * 10.0.0.0/24 [150/20] via 10.0.1.1 on gil/0/2, [ospfl 14:38:35] (0.0.0.2)
C * 10.0.1.0/24 [0/0] dev gil/0/2, [direct 14:35:34]
C * 192.168.20.0/24 [0/0] dev lol, [direct 14:32:58]
0 * 192.168.10.0/24 [150/30] via 10.0.1.1 on gil/0/2, [ospfl 14:39:54] (0.0.0.1)

Tak Kak OSPF cumTaeT BMUpTya/bHbIM KaHan 4yacTbio obnactu, B Tabauue mapwpyTtmsaumm R1
MapLIpyTbl, NOAy4YeHHble OT R3, 0TMeYeHbl Kak BHYTPM30HOBbIE M HA0HOPOT.

[na npocmoTpa coceeit MOXKHO BOCMNO/1b30BaTbCA CAeAyioleit KoOMaHaoM:

esr# show ip ospf neighbors 10

Tabaunuy mapwpytos npotokona OSPF MOXKHO NPOCMOTPETb KOMaHAOoM:

esr# show ip ospf 10

B firewall Heo6xoaumo paspewwmntb npotokon OSPF (89).

7.14 HactpouKka BGP

MpoTtokon BGP npegHasHauyeH ans obmeHa uHdopmaumen o AOCTUNKMMOCTU MOACETEN MeKay
aBTOHOMHbIMMK cuctemamu (panee AC), To eCTb rpynnamu mapLUpyTU3aToOpPoB Noj eAuHbIM TEXHUYECKUM
ynpaB/ieHUEM, WCMOJIb3YIOWMMN MPOTOKON BHYTPUAOMEHHON MapLlUpyTU3auumM anaa onpegeneHus
MapLUPYTOB BHYTPU cebs M NMPOTOKON MEXKAOMEHHOM MaplpyTU3auuMm Ana onpeaeneHns MaplupyTos
noctaBku naketos B apyrme AC. MNepenaBaemas MHbopmaums BKAOYaeT B ceba cnmcok AC, K KOTOpbIM
MMeeTca A0CTYyn yepes AaHHyi cucTemy. Bbibop HauyylwnMx mMapllipyTOB OCYLLECTBAAETCA UCXOoAA U3
npasun, NPUHATbLIX B CETU.

3agava: Hactpoutb BGP-npoTOKOA Ha mapLipyTM3aTope Co Cneayowmmm napametTpamm:

4 AS2500 )
AS20 ey
Router ESR 806600724 Router
.2 | 185.00.0/30 .1 : 1 219.0.0.0/30 .zm
R1 ’ R3 80.66.16.0/24 R2

PucyHok 7.15 — Cxema cemu

— cobctBeHHble noaceTn: 80.66.0.0/24, 80.66.16.0/24;
— aHOHCMpOBaHWe NnoAaceTel, MOAKAUYEHHbIX HAMPAMYIO;
— cobctBeHHas AS 2500;

— nepsoe coceacTsBo - noaceTb 219.0.0.0/30, cobetBeHHbIN IP-aapec 219.0.0.1, IP-agpec coceaa
219.0.0.2, AS 2500;

— BTOpoe coceacTtso - noaceTb 185.0.0.0/30, cobctBeHHbINM IP-aapec 185.0.0.1, IP-agpec cocena
185.0.0.2, AS 20.
PeweHue:

CKOHPUrypupyem HeobxoguMmble ceTeBble NapameTpbl:

esr# configure
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L/

esr (config) # interface gigabitethernet 1/0/1
esr (config-if-gi)# ip address 185.0.0.1/30
esr (config-if-gi)# exit

esr (config) # interface gigabitethernet 1/0/2
esr (config-if-gi)# ip address 219.0.0.1/30
esr (config-if-gi)# exit

esr (config) # interface gigabitethernet 1/0/3
esr (config-if-gi)# ip address 80.66.0.1/24
esr (config-if-gi)# exit

esr (config) # interface gigabitethernet 1/0/4
esr(config-if-gi)# ip address 80.66.16.1/24
esr (config-if-gi)# exit

Cosgagum BGP npouecc gns AS 2500 u Boliaem B pPeXMM KOHOUIypUpPOBaHUA NapamMeTpoB
npouecca:

esr (config) # router bgp 2500

BXOAMM B peKUM KOHPUIYPUPOBaHUA MapLLPYTHON MHbopmaLmmn ana IPv4

esr (config-bgp) # address-family ipv4

O6bsaBuM noAaceTn, NOAKAYEHHbIE HanpAMyto:

esr (config-bgp-af)# redistribute connected

Cosgagum coceactsa ¢ 185.0.0.2, 219.0.0.2 ¢ ykazaHMemM aBTOHOMHbIX CUCTEM:

esr (config-bgp-af) # neighbor 185.0.0.2
esr (config-bgp-neighbor) # remote-as 20
esr (config-bgp-neighbor)# exit

esr (config-bgp-af) # neighbor 219.0.0.2
esr (config-bgp-neighbor) # remote-as 2500
esr (config-bgp-neighbor) # exit

BkAtounm paboTy npoToKkona:

esr (config-bgp-af) # enable
esr (config-bgp-af) # exit
esr (config)# exit

MN3meHeHna KoHOUrypauum BCTYNAT B AeACTBME NOC/AEe NPUMEHEHUA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esr#

NHdopmaymio o BGP-nnpax MoKHO NOCMOTPETb KOMaHAOM:

esr# show ip bgp 2500 neighbors

Tabanuy mapLpyToB NPoToKona BGP MOXKHO NpocmMOoTpeTb C MOMOLLLbIO KOMaHAb!:

esr# show ip bgp

Heo6xopumo B firewall paspewmntb TCP-nopt 179.
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7.15 HacTtpoiKa nonnTMKu mapupytusauum PBR

7.15.1 Hacmpoiika Route-map 0ns BGP

Route-map MOTYT CAYXUTb GUAbTPAMKM, NOo3BOAAOWMMKM  06pabaTbiBaTb  MapPLUPYTHYIO
nHpopmaumio npu eé npuéme ot coceaa nmbo npu eé nepeaade coceay. ObpaboTka MOXKET BK/OYATL B
ceba punbTpaLMio Ha OCHOBAHUM PA3INYHBIX MPM3HAKOB MapLUPYTA, A TaKkKe ycTaHOBKy aTpubyTtos (MED,
AS-PATH, community, LocalPreference n apyroe) Ha cooTBETCTBYOLLME MAPLLIPYThI.

Tak»Ke Route-map MoKeT HazHa4yaTb MapLLpPyTbl Ha OcHOBe crnuckoB goctyna(ACL).

4 AS2500 )

AS20 10.0.0.0124
Router ESR Router
.2 [185.0.0.0/24 1

Fm J 1 219.0.0.0/24 .2 m I

R1 R3 10.100.100.0/24 R2

e /

PucyHok 7.16 — Cxema cemu
3agayua 1: HazHaunMTb community ana mappytHoi nHdopmaumm, npuxoaailein ns AS 20:

MpeaBapUTeNbHO HYMKHO BbINOJIHUTDL CAeAylolmne AeiCcTBUA:
— Hactpoutb BGP ¢ AS 2500 Ha mapuwpyTtusatope ESR;
— YcTaHoBUTb coceactao ¢ AS20.

PelweHue:

CO3AaeN\H0nMTMKy:

esr# configure
esr (config) # route-map from-as20

Cospaem npasuno 1:

esr (config-route-map) # rule 1

Ecaun AS PATH cogepkut AS 20, To HazHayaem emy community 20:2020 n sbiIxoanm:

esr (config-route-map-rule) # match as-path contain 20

esr (config-route-map-rule) # action set community 20:2020
esr (config-route-map-rule) # exit

esr (config-route-map) # exit

B BGP npougecce AS 2500 3axo4nM B HAaCTPOMKM NapamMeTpoB coceaa:

esr (config) # router bgp 2500
esr (config-bgp) # neighbor 185.0.0.2
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MpvBA3bIBaEM NOAUTUKY K NPUHUMAEMON MapLwpyTHOM MHPOpMauuu:

esr (config-bgp-neighbor) # route-map from-as20 in

3agaua 2: [Jns Bceil nepeaaBaemoit maplpyTHoin nHdopmaymm (¢ community 2500:25) HasHauuTb
MED, paBHbI# 240, 1 yKa3zaTb MCTOYHUK MapLLpPyTHOM MHPopmaumm EGP:

MNpeaBapurenbHo: Hactpoutb BGP ¢ AS 2500 Ha ESR

PeweHue:

Co3paem NOAUTUKY:

esr (config) # route-map to-as20

Co3paem npasuio:

esr (config-route-map)# rule 1

Ecnv community cogeput 2500:25, To HazHavyaem emy MED 240 n Origin EGP:

esr (config-route-map-rule)# match community 2500:25
esr (config-route-map-rule)# action set metric 240
esr (config-route-map-rule)# action set origin egp
esr (config-route-map-rule) # exit

esr (config-route-map) # exit

B BGP npouecce AS 2500 3axoaum B HAaCTPOMKM NapamMeTpoB coceaa:

esr (config) # router bgp 2500
esr (config-bgp) # neighbor 185.0.0.2

MpuBA3bIBaEM NOANTUKY K aHOHCUPYEMOI MapLLPYTHON MHPOPMaLMK:

esr
esr
esr
esr

config-bgp-neighbor)# route-map to-as20 out
config-bgp-neighbor) # exit

config-bgp) # exit

config)# exit

N3meHeHna KoHOUTYypaLmMm BCTYNAT B AeNCTBUE NOCAE NPUMEHEHUSA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esr#
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7.15.2 Route-map Ha ocHoee cnuckoe docmyna (Policy-based routing)

184.45.0.150

ISP1

Switch ESR

= _—— -
10.0.0.0/16

80.16.0.23

ISP2

PucyHok 7.17 — Cxema cemu

3apaya_1: Pacnpegenntb Tpaduk mexay WHTepHeT npoBaigepamuM Ha OCHOBe noAceTen
nosab3oBaTeneu.

MpeaBapUTeNbHO HYMKHO BbINOJIHUTDL CAeAyoWmne AeiCcTBUA:
— HasHauutb IP agpeca Ha nHTepdenco!.

TpebyeTca HanpasnaTb TpadukK c agpecos 10.0.20.0/24 yepes ISP1 (184.45.0.150), a Tpaduk
agpecos 10.0.30.0/24 — uepes ISP2 (80.16.0.23). TpebyeTca KOHTPOMPOBATL AOCTYNHOCTb aApPECcoB
npoBsaiigepos (paboTocnocobHOCTb NOAKAYEHUI K ISP), M Npn HepaboTocnocobHOCTK 04HOrO U3
NOAKAOYEHN NePeBOANTL C HETO Ha paboyee NOAKAOYEHNE BECh TPADUK.

PeweHue:

Co3zpgaem ACL:

esr# configure

esr (config)# ip access-list extended sub20

esr (config-acl) # rule 1

esr (config-acl-rule)# match source-address 10.0.20.0 255.255.255.0
esr (config-acl-rule) # match destination-address any

esr (config-acl-rule) # match protocol any

esr (config-acl-rule) # action permit

esr (config-acl-rule)# enable

esr (config-acl-rule) # exit

esr (config-acl)# exit
esr (config) # ip access-list extended sub30

esr (config-acl) # rule 1

esr (config-acl-rule) # match source-address 10.0.30.0 255.255.255.0
esr (config-acl-rule) # match destination-address any

esr (config-acl-rule
esr (config-acl-rule
esr (config-acl-rule
esr (config-acl-rule)
esr (config-acl) # exit

match protocol any
action permit
enable

exit

)
) #
) #
) #
#

CO3AaeN\ﬂOﬂMTMKy

esr (config) # route-map PBR

Co3zpgaem npasuno 1:

esr (config-route-map) # rule 1
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YKasbiBaem cnuncok goctyna (ACL) B Kauectse PpunbTpa:

esr (config-route-map-rule) # match ip access-group sub20

YKasbiBaem nexthop ana sub20:

esr
esr
esr
esr

config-route-map-rule)# action set ip next-hop verify-availability 184.45.0.150 10
config-route-map-rule) # action set ip next-hop verify-availability 80.16.0.23 30
config-route-map-rule) # exit

config-route-map) # exit

Mpasuiom 1 6yaetr obecnedeHa MmapwpyTtusauma Tpaduka c cetm 10.0.20.0/24 Ha agpec
184.45.0.150, a npu ero HepocTtynHoCcTM — Ha agpec 80.16.0.23. lNpuopuTeTHOCTb WAO30B 3ajaeTcA
3HaYyeHnAMu meTtpuk — 10 1 30.

Co3sgaem npasuno 2:
esr (config-route-map) # rule 2
YKasbiBaem cnuncok goctyna(ACL) B kauectse dpunbTpa:
esr (config-route-map-rule) # match ip access-group sub30

YKasbiBaem nexthop ana sub30 v Bbixognm:

esr (config-route-map-rule) # action set ip next-hop verify-availability 80.16.0.23 10
esr (config-route-map-rule)# action set ip next-hop verify-availability 184.45.0.150 30
esr (config-route-map-rule) # exit

esr (config-route-map) # exit

Mpasuaom 2 6yaer obecneveHa mapLupyTusauma Tpaduka c cetm 10.0.30.0/24 Ha agpec 80.16.0.23,
a Npu ero HeAOCTYNHOCTU — Ha aapec 184.45.0.150. NMpUopUTETHOCTb 334aETCA 3HAYEHUAMMN METPUK.

3axoamm Ha untepdeiic Gl 1/0/1:

esr (config) # interface gigabitethernet 1/0/1

MpuBA3bIBaEM NOAUTUKY Ha COOTBETCTBYHOLLMI UHTEPDEIAC:

esr (config-if-te)# ip policy route-map PBR

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esr#
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7.16 Hactpoika GRE-TyHHenen

GRE (aHrn. Generic Routing Encapsulation — o6was MHKancynauus mMaplupyToB) — MPOTOKON

TYHHE/NMPOBaHUA CeTeBbiX MaKeToB. Ero OCHOBHOe Ha3HayeHMe — MWHKaMCylAuMA MNakeToB CEeTeBOro
ypoBHA ceteBon mogenun OSI| B IP-nakeTbl. GRE morKeT ucnonb3oBaTbes gns opraHmsaumm VPN Ha 3-m
yposHe mogenn OSI. B mapwpyTtnsatope ESR peannsoBaHbl cTaTuyeckne Heynpasnaemble GRE-TyHHenu,
TO eCTb TYHHeAM CO343l0TCA BPYYHYI MyTeM KOHOUIYpPUPOBAHMA HA JIOKa/bHOM W yAaNeHHOM Y3/ax.
MapameTpbl TYHHENA AAA KaXAoW M3 CTOPOH A0/KHbI ObITb B3aMMOCOT/IaCOBAHHbIMU UAM NEPEHOCUMMble
[aHHble He ByayT AeKancynpoBaTbCcAa NapTHEPOM.

3apgava: OpraHuszoBatb L3-VPN mexagy odpucamm KomnaHum 4epesd |[P-ceTb, ucnonbsya and

TYHHeNnpoBaHuA TpaduKa npotokon GRE.

LAN

|

— B KayecTBe JIOKaNIbHOrO W/03a Ana TYHHena ucnonbsyetca IP-agpec 115.0.0.1;
— B KayecTBe y4a/IeHHOro WA3a gna TyHHena ucnonosyetca IP-agpec 114.0.0.10;
— IP-agpec TyHHena Ha siokanbHoM cTopoHe 25.0.0.1/24.

ESR

[

172.16.0.0/16

114.0.0.10

115.0.0.1 10.0.0.0/24

TyHHenb GRE

PucyHok 7.18 — Cxema cemu
PelwieHue:
Cospagum TyHHenb GRE 10:
esr (config)# tunnel gre 10

YKarKem IoKanbHbIM U yaaneHHbI wito3 (IP-aapeca nHtepdeicos, rpaHnyawmx ¢ WAN):

esr (config-gre) # local address 115.0.0.1
esr (config-gre) # remote address 114.0.0.10

Ykaxem IP-agpec TyHHens 25.0.0.1/24:

esr (config-gre)# ip address 25.0.0.1/24

TakKe TyHHeNb AO/MXKEeH MpUHaAANeXKaTb K 30He 6830I'IaCHOCTM, ana Toro yTobbl MOXHO 6blNO

co3aaTb NpaBufa, paspellatolime npoxoskaeHue Tpadpuka B firewall. MpuHagNeKHOCTb TYHHENA K 30He
3agaeTca cnepyowen KomaHaom:

esr (config-gre) # security-zone untrusted

BKNOYMM TYHHENb:

esr (config-gre) # enable
esr (config-gre) # exit
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Ha mapLlpytusatope A0/KeH BbiTb CO34aH MaplwpyT A0 /IOKaAbHOW CeTM napTHepa. B KauvecTse

NHTepdelica HasHaYeHMA yKa3blBaeM paHee Co3AaHHbIN TyHHenb GRE:

esr (config) # ip route 172.16.0.0/16 tunnel gre 10

Ona NPpUMeHEHNA U3MEHEHUN KOHCI)VII'ypaLI,MM BbIMO/THUM Cneayrouime KomaHAabl:

esr# commit
Configuration has been successfully committed
esr# confirm
Configuration has been successfully confirmed

Mocne npumeHeHWA HAcTpPoek TpaduK OyaeT MHKANCYy/IMPOBATbCA B TYHHEAb W OTNPABAATLHCA

naprtepy, He3aBUCMMO OT Hannuma GRE-TyHHeNA U NPaBUIbHOCTM HACTPOEK C ero CTOPOHbI.

v

OnuuwoHanbHo ana GRE-TyHHeNnAa MOXHO yKasaTb cieaylolye napameTpsbl:

—  BKAOYUTL BbIMMCAEHME U BKJOYEHME B MAKET KOHTPOJIbHOM cymMmbl 3arosioBka GRE u
MHKAMNCyAMpPOBaHHOIO NaKkeTa 4na ucxoaauwero Tpadumka:

esr (config-gre)# local checksum

—  BKAOYMTL NPOBEPKY HANMUMA U KOPPEKTHOCTU KOHTPOAbHOM cymmbl GRE gns Bxogsuiero
TpaduKa:

esr (config-gre) # remote checksum

— YKasaTb YHMKanbHbIA naeHTudmKaTop:

esr (config-gre) # key 15808

— YKasaTtb 3HayeHue DSCP, MTU, TTL:

esr (config-gre) # dscp 44
esr (config-gre)# mtu 1426
esr (config-gre)# ttl 18

CoctosaHue TYHHENA MOXHO NOCMOTPETbL KOMaHAOVIC

esr# show tunnels status gre 10

Cuetumkmn BXO4AWMNX N OTMPaB/IEHHbIX MAaKETOB MOXXHO MOCMOTPETb KOMaHAOVI:
esr# show tunnels counters gre 10

KoHdUrypaumio TYyHHeNA MOXKHO NOCMOTPETb KOMaHAOM:

esr# show tunnels configuration gre 10

HacTpoitka TyHHens IPv4-over-IPv4 npon3BogmMTCA aHaIOrMYHbIM 06pasom.

Mpu co3gaHumn TyHHenAa Heobxoaumo B firewall paspewntb npotokon GRE(47).
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7.17 HactpoiKa L2TPv3-TyHHenen

L2TPv3 (Layer 2 Tunneling Protocol Version 3) — npoTokon Ana TYHHe/NMPOBAHWS MaKeToB 2-ro
yposHAa mogenun OSI mexay asyma IP-y3namu. B KayectBe MHKaANCyAMpPYHOLLEro NPOTOKO/1A UCNOIb3yeTcA
IP munm UDP. L2TPv3 MOKET MCMNoNb30BaTbCA Kak anbTepHaTtMBa MPLS P2P L2VPN (VLL) ans opraHusauymm
VPN yposHsa L2. B mapuwpyTtnsatope ESR peanmsosaHbl cTaTMyeckne Heynpasaaemole L2TPv3-TyHHenu, To
€CTb TYHHEeNW CO34al0TCA BPYYHYH MNyTeM KOHOUIYpUPOBaAHUA Ha JIOKAJNbHOM W YOAJIEHHOM Y3/ax.
MapameTpbl TYHHENA Ha KaXKgoM M3 CTOPOH AOJIKHbI 6blITb B3aMMOCOT/1IaCOBAHHbIMU UAN NEePEHOCUMbIE
[aHHble He ByayT AeKancynpoBaTbCcAa NapTHEPOM.

3apgava: OpraHumsoBaTb L2 VPN mexay oducamu KomnaHum uyepes |P-ceTb, mcnonb3ys ans
TYHHENNpPOBaHUA TpaduKa npoTokon L2TPv3.

— B KayecTBe MHKaMNCy/MpYIoLLLEro NpoTokona ucnoabsyerca UDP, Homep nopTa Ha I0KaibHOM
cTopoHe 519, Homep nopTa Ha CTOpPOHe napTHepa 520;

— B KA4yecTBe JIOKA/IbHOrO W/3a ANA TyHHena ucnonbsyetca IP-agpec 21.0.0.1;

— B KayecTBe yAa/IeHHOro WAK3a 4naa TyHHena ncnoabsyetca IP-agpec 183.0.0.10;

—  MAeHTMOUKATOP TYHHENA Ha IOKA/IbHOM CTOPOHE paBeH 2, Ha CTOPOHe NapTHepa 3;

—  naeHTMdUuKaTop ceccmm BHYTPU TyHHena paseH 100, Ha cTopoHe napTHepa 200;

— B TyHHe/b Hanpasum TpaduK 13 bridge ¢ ngeHTnPUKaTopom 333.

ESR

Router

LAN

183.0.0.10 21.0.0.1 VLAN 333

R1

TyHHenb L2TPv3

PucyHok 7.19 — Cxema cemu
PelwieHue:

Co3spgagum TyHHenb L2TPv3 333:

esr# configure
esr (config) # tunnel 12tpv3 333

YKaKeM NIoKaNbHbIM U yaaneHHbln w3 (IP-agpeca nHTepdeicos, rpaHmyalumx ¢ WAN):

esr (config-12tpv3) # local address 21.0.0.1
esr (config-12tpv3) # remote address 183.0.0.10

YKaxem TMN MHKancyanpytowero npoTokosa n Homepa UDP-nopTos:

esr (config-12tpv3) # protocol udp
esr (config-12tpv3) # local port 519
esr (config-12tpv3) # remote port 520

YKarKem naeHTUOUKATOPbI TYHHENS 15 NOKaNbHOW U yAaeHHOW CTOPOH:

esr (config-12tpv3) # local tunnel-id 2
esr (config-12tpv3) # remote tunnel-id 3

60 Mapuwpymuszamopsl cepuu ESR, PykosoOcmeo o akcnayamayuu



HELTEX

YKarKem naeHTMGUKaTopbl CECCUM BHYTPU TYHHENA AN5 SIOKAIbHOMN U YA3NEHHOMN CTOPOH:

esr (config-12tpv3) # local session-id 100
esr (config-12tpv3) # remote session-id 200

YcTaHoBMM NpuHagnexkHocTb L2TPv3-TyHHens K MOoCTy, KOTOpbi A0/mKeH ObiTb CBA3aH C CETbio

yaaneHHoro oduca (HaCcTpoiKka MocTa paccmaTpuBaeTcs B NyHKTe 7.10):

esr (config-12tpv3) # bridge-group 333
BKNOUMM paHee CO34aHHbIN TYHHE b U BbINAEM:
esr (config-12tpv3) # enable

esr (config-12tpv3) # exit

Co3magum cab-nHTepdeic ana KommyTauumn Tpaduka, NOCTYNAOWEro U3 TYHHENsA, B JIOKANbHYIO

ceTb c Terom VLAN id 333:

esr (config) # interface gi 1/0/2.333

YCTaHOBMM NPUHAANEKHOCTb cab-uHTepdelica K MOCTy, KOTOPbIM A0/KeH 6biTb CBA3aH C

NIOKaNbHOM ceTbio (HacTpOIKa MOCTa paccMaTpuBaeTca B NyHKTe 7.10):

esr (config-subif)# bridge-group 333
esr (config-subif) # exit

[ns npuMeHeHMA N3MEHEHUI KOHPUIYpaLLMK BbINMOJAHUM Cheaytowme KoMaHabl:

esr# commit
Configuration has been successfully committed
esr# confirm
Configuration has been successfully confirmed

Mocne NpUMMeHeHMsA HacTpoek TpaduK byaeT MHKANCy/MpoBaTbCA B TYHHE/Ab M OTNPABAATHCA

napTHepy, HeE3aBUCMMO OT HannumaA L2TPv3 TyHHeNA M NPaBUIbHOCTU HACTPOEK C ero CTOPOHbI.

HacTpoiKku TyHHena B yganeHHoM oduce A0MKHbI BbiTb 3epKafbHbIMK JIOKaNAbHbIM. B KayecTse

JIOKanbHOro WA3a [o/mKeH mcnonb3osatbca |IP-agpec 183.0.0.10. B KauyecTBe yAaneHHOro Lwko3a
JomKeH ucnonblosatbea IP-agpec 21.0.0.1. Homep nopTa MHKaNCyAUpPYOLWEro NpoToKoa Ha JIOKanbHOWM
CTOPOHE Ao0/KeH bbiTb 520, Ha cTopoHe nNapTHepa 519. NaeHTUdMKATOP TYHHENA HA IOKANbHOW CTOPOHE
O0/KeH 6bITb paBHbIM 3, Ha CTOPOHe NapTHepa 2. UaeHTUdMKATOP ceccum BHYTPU TYHHENA SOIKEH OblTb
paBHbim 200, Ha cTopoHe napTHepa 100. TaKe TyHHeNb AO0/KEH NpUHaZNexXaTb MOCTY, KOTOPbIN
HeobXxo4MMO COeaNHUTb C CETbIO NapTHepa.

v

CoctosaHue TYHHENA MOXHO NOCMOTPETb KOMBHAOI?I!

esr# show tunnels status 12tpv3 333

CyeTumKm BXOAALMX U OTNPaB/IEHHbIX NAKETOB MOXXHO NOCMOTPETb KOM3H,CI,OI7IZ

esr# show tunnels counters 12tpv3 333
KoHourypaumio TyHHEeNss MOXKHO NOCMOTPETb KOMaHAOM:

esr# show tunnels configuration 12tpv3 333

Momumo co3paHua TyHHena Heobxogumo B firewall paspewutb BxogAwwmn Tpaduk no
npotokony UDP ¢ noptom otnpasurtena 520 u noptom HasHayeHua 519.
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7.18 HactpoukKa Route-based IPsec VPN

IPsec — aTo Habop NPOTOKONOB, KOTOpble 0becneynBatoT 3alWuUTy NepesaBaemblx ¢ Nomoubto IP-
NPOTOKONA AaHHbIX. [JaHHbIM HaboP NPOTOKO/I0B NMO3BOAET OCYLLECTBAATL NOATBEPKAEHWNE NOAJNHHOCTU
(ayTeHTMdMKaLMIO), NPOBEPKY LENOCTHOCTM U LWndpoBaHMe IP-nakeToB, a TaKKe BK/OYaeT B cebs
NPOTOKO/bI A4/ 3aLMLLEHHOTO 0BMEHa KAloYamm B ceTu MHTepHeT.

ESR

R1 | ' R2

IPsec Tunnel

ESR
180.100.0.1

LAN 10.0.0.0/16

PucyHok 7.20 — Cxema cemu
3apgaua: Hactpoutb IPsec-TyHHenb mexay R1 n R2.

— R1IPappec-120.11.5.1;

— R2IP agpec - 180.100.0.1;

— IKE:
rpynna Andou-Xannmana: 2;
anroputm wudposaHua: AES 128 bit;
anroputm ayteHTudumKaumm: MD5.

- IPSec:
anroputm wudposaHma: AES 128 bit;
anroputm ayteHTuduKauumn: MD5.

PelweHue:
1. KoHdurypuposaHue R1

HacTpoum BHeLWHMI ceTeBOM MHTepdeEC M onpeaennum NpMHALIEXHOCTb K 30He 6e3onacHocTH:

esr# configure

esr (config) # interface gi 1/0/1

esr (config-if-gi)# ip address 120.11.5.1/24
esr (config-if-gi)# security-zone untrusted
esr (config-if-gi)# exit

Co3sgagmm TyHHenb VTI. Tpaduk byaet nepeHanpasnateca yepes VTl B IPsec-TyHHenb. B KayecTse
JIOKaNIbHOTO M YAANEeHHOTO LWAt03a YKa3blBatoTcA IP-agpeca nHTepdeicos, rpaHmyawmx ¢ WAN:

esr (config) # tunnel vti 1
esr (config-vti)# local address 120.11.5.1
esr (config-vti)# remote address 180.100.0.1
esr (config-vti) # enable

( ) #

esr (config-vti exit

[ns HacTpolKn npasBua 30H 6e3onacHocTK NoTpebyeTtca co3gatb Npoduab nopTa NnpoTokoaa ISAKMP:

esr (config) # object-group service ISAKMP
esr (config-object-group-service)# port-range 500
esr (config-object-group-service)# exit
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Co3gagmMm cTaTUYeCKUit mMapuwpyT A0 yaaneHHoh LAN-cetu. [Ana Kagoh noacety, KoTopas
HaxoauTcA 3a IPsec-TyHHenem, HYXKHO yKa3aTb mapwpyT Yepes VTI-TyHHenb:

esr (config)# ip route 10.0.0.0/16 tunnel vti 1

Co3sgagmm npodunb npotokona IKE. B npodune ykaxkem rpynny OAuddu-XannamaHa 2, anropmtm
wudposaHus AES 128 bit, anroputm ayTeHTUbMKaumm MDS5. [aHHble napameTpbl 6e30nacHocTU
ncnonb3ytotca ana sawmTol IKE-coegmnHeHuma:

esr (config)# security ike proposal ike_ propl

esr (config-ike-proposal)# dh-group 2

esr (config-ike-proposal)# authentication algorithm md5
esr (config-ike-proposal)# encryption algorithm aesl28
esr (config-ike-proposal)# exit

Cosmagum nonunTUKy npotokosna IKE. B nonuTMKe yKasbiBaeTca CNMCcoK npoduneit npotokona IKE,
MO KOTOPbIM MOTYT COT/1IaCOBbIBATLCA Y3/1bl U K/OY ayTEHTUPUKALMK:

esr(config)# security ike policy ike_poll

esr (config-ike-policy) # pre-shared-key hexadecimal 123FFF
esr (config-ike-policy) # proposal ike_ propl

esr (config-ike-policy) # exit

Cosgagum wnto3 npotoKkona IKE. B aaHHOM npodune ykasbiBaetcsa VTI-TyHHeNb, NOAUTUKA, BepCcUs
NPOTOKO/1a U PEXXUM NepeHanpaBaeHnsa TpapuKka B TYHHENb:

esr
esr
esr
esr
esr
esr

config) # security ike gateway ike_gwl
config-ike-gw) # ike-policy ike_poll
config-ike-gw) # mode route-based
config-ike-gw) # bind-interface vti 1
config-ike-gw) # version v2-only
config-ike-gw) # exit

Co3paavm npodunb napameTpos 6esonacHOCTM aaa IPsec-TyHHens. B npodune ykaxkem anroputm
wudposaHns AES 128 bit, anroputm ayTeHTUdMKaumm MD5. [daHHble napameTpbl 6e3onacHocTu
Mcnonb3yoTca ana 3awmTbl IPsec-TyHHenA:

esr
esr
esr
esr

config) # security ipsec proposal ipsec_propl
config-ipsec-proposal) # authentication algorithm md5
config-ipsec-proposal)# encryption algorithm aesl128
config-ipsec-proposal)# exit

Co3gagmm nonutuKy pns IPsec-TyHHena. B nonutuke yKasbiBaeTcs cnmvcok npodwuneit |Psec-
TYHHEeNSA, N0 KOTOPbIM MOTYT COT/1aCOBbIBATLCA Y3/1bl.

esr(config)# security ipsec policy ipsec_poll
esr (config-ipsec-policy)# proposal ipsec_propl
esr (config-ipsec-policy)# exit

Cospgaaum IPsec VPN. B VPN ykasbiBaetca wato3 IKE-npoToKoaa, nonntunka IPsec-TyHHenA, pexum
obMeHa Ka4Yamu M cnocob ycTaHoBneHMA coeauHeHus. [ocne BBOAAa BCEX MapameTpoB BKIKYMM
TYHHEeNb KOMaHAoM enable.

esr (config) # security ipsec vpn ipsecl

esr (config-ipsec-vpn) # mode ike

esr (config-ipsec-vpn ike establish-tunnel immediate
esr (config-ipsec-vpn ike gateway ike_gwl

esr (config-ipsec-vpn ike ipsec-policy ipsec_poll
esr (config-ipsec-vpn enable

) #
) #
) #
) #
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esr (config-ipsec-vpn)# exit
esr (config) # exit

KoHdurypuposaHue R2

HacTpoum BHelHUI ceTeBoM MHTepdelic 1 onpeaennm NPUHaAIeXHOCTb K 30He 6e30MnacHOCTH:

esr# configure

esr (config) # interface gi 1/0/1

esr (config-if)# ip address 180.100.0.1/24
esr (config-if) # security-zone untrusted
esr(config-if)# exit

Cosgagmm TyHHenb VTI. Tpaduk byaet nepeHanpasnatbca yepes VTl B IPsec-TyHHenb. B KayecTse

JIOKaNbHOTO W yAaeHHOro W/1to3a YKasbiBatoTcA IP-agpeca nHtepdeiicos, rpaHuyamx ¢ WAN:

esr (config) # tunnel vti 1

esr (config-vti)# remote address 120.11.5.1
esr (config-vti)# local address 180.100.0.1
esr (config-vti) # enable

esr (config-vti)# exit

[nAa HacTpoiKm NpaBumAa 30H 6e3onacHocTM noTpebyeTca co3aaTb Npoduab NopTa NpoTokona ISAKMP:

esr (config) # object-group service ISAKMP
esr (config-addr-set) # port-range 500
esr (config-addr-set) # exit

Co3gaanm cTaTUYecKMiA mapuwpyT Ao yaaneHHoh LAN-cetu. [na Kaxaolh noacetu, KoTopas

HaxoAauTcA 3a IPsec-TyHHesnem, HYXKHO yKa3aTb mapwpyT yepes VTI-TyHHeNb:

esr (config) # ip route 10.0.0.0/16 tunnel vti 1

Co3gagmm npodunb npoTokona IKE. B npodune ykaxkem rpynny Aunddu-XannmaHa 2, anroputm

wudposaHna AES 128 bit, anroputm ayteHTUduKaumm MD5. [aHHble napameTpbl 6He3onacHoCTU
ncnoab3ytoTea ana sawmtel IKE-coegnHeHuna:

esr (config)# security ike proposal ike propl

esr (config-ike-proposal)# dh-group 2

esr (config-ike-proposal)# authentication algorithm md5
esr (config-ike-proposal)# encryption algorithm aesl28
esr (config-ike-proposal)# exit

esr (config) #

Co3gaamm nonnTuky npotokona IKE. B nonnTuKe yKasbiBaeTca cnmucoK npoduneit npotokona IKE, no

KOTOPbIM MOTYT COrNMacoBbiBaTbCA Y3/1bl U KNHOY ayTeHTVI(I)MKaLI,MVII

esr(config)# security ike policy ike_poll

esr (config-ike-policy) # pre-shared-key hexadecimal 123FFF
esr (config-ike-policy)# proposal ike propl

esr (config-ike-policy) # exit

Co3gagmm wnto3 npotokona IKE. B agaHHOM npodune ykasbiBaetca VTI-TyHHenb, NOAUTUKaA, Bepcua

NPOTOKONA U PEXUM NepeHanpaBaeHusa TpaduKa B TYHHESb:

esr(config)# security ike gateway ike gwl
esr (config-ike-gw)# ike-policy ike_poll
esr (config-ike-gw) # mode route-based

esr (config-ike-gw) # bind-interface vti 1
esr (config-ike-gw) # version v2-only
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esr (config-ike-gw) # exit

Co3sgagmm npodunb napameTpos besonacHoctn ans IPsec-TyHHena. B npodune ykaxkem anroputm

wudposaHua AES 128 bit, anroputm ayteHTUduKaumm MDS5. [daHHble napameTpbl He3onacHocTu
MCNOAb3YOTCA ANA 3awmThbl IPsec TyHHenA:

esr
esr
esr
esr

config)# security ipsec proposal ipsec_propl
config-ipsec-proposal)# authentication algorithm md5
config-ipsec-proposal) # encryption algorithm aesl128
config-ipsec-proposal)# exit

Co3gagmm nonutuKy pns IPsec-TyHHens. B nonntuke yKasbiBaeTcs cnmvcok npodwunent IPsec-

TYHHENA, NO KOTOPbIM MOTYT COr/1aCcoBbiBaTbCA Y3/bl.

esr (config) # security ipsec policy ipsec poll
esr (config-ipsec-policy)# proposal ipsec_propl
esr (config-ipsec-policy)# exit

Cosgaaum IPsec VPN. B VPN ykasbiBaetca wato3 IKE-npoToKkona, nonntunka IPsec-TyHHenA, pexumm

obmeHa Kao4amMuM M cnocob ycTaHoOBAEHMA coeauHeHus. lMocne BBoAAa BCeX NAapamMeTpoB BKAOUMM
TYHHENb KOMaHAoM enable.

v

esr
esr
esr
esr

config)# security ipsec vpn ipsecl
config-ipsec-vpn) # mode ike
config-ipsec-vpn) # ike establish-tunnel immediate
config-ipsec-vpn) # ike gateway ike_gwl
config-ipsec-vpn)
)
)

#
esr # ike ipsec-policy ipsec_poll
esr (config-ipsec-vpn) # enable
esr (config-ipsec-vpn) # exit
esr (config)# exit

CocToAHME TYHHENA MOXKHO NOCMOTPETb KOMAHAOM:

esr# show security ipsec vpn status ipsecl
KoHdurypaLumo TyHHENA MOXHO NOCMOTPETb KOMaHAO0M:
esr# show security ipsec vpn configuration ipsecl

B firewall Heo6xoaumo paspewmtb npotokon ESP u ISAKMP(UDP-nopt 500).
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7.19 HacTpoiKa yaaneHHoro 4octyna K KopnopatusHou cetu no PPTP-
NpoTOKONYy

PPTP (aHrn. Point-to-Point Tunneling Protocol) — TyHHe/NbHbI NPOTOKOA TUNA TOYKA-TOYKa3,
NMO3BONAIOWMIA KOMNbIOTEPY YCTaHaB/AMBaTb 3alUMWEHHOE COeAMHEHME C CepBEPOM 33 CYET Co34aHuA
cneumnanbHOro TyHHeNa B 0bblYHOM HesawmueHHon cetn. PPTP nomelaeT (MHKancyampyeT) Kagpbl PPP B
IP-nakeTbl anAa nepegaum no rnobanbHon |IP-ceTn, Hanpumep, WHTepHeT. PPTP MoOXKeT TakKxke
MCNONb30BaTbCA ANA OpraHU3auMmn TYHHeNA Mexay AByMA NoKanbHbiMK cetamu. PPTP wucnonb3yet
pononHutenoHoe TCP-coeanHeHne ana o6CnyKMBaHUA TYHHeNS.

3apava: Hactpoutb PPTP-cepBep Ha mappyTmnsartope.

— appec PPTP-cepsepa—120.11.5.1;

—  LWAKO3 BHYTPU TYHHENA ana nogkntovatowmxca knmentos — 10.10.10.1;
— nyn IP-agpecos gna sbigaum 10.10.10.5-10.10.10.25;

— DNS-cepsepbl: 8.8.8.8, 8.8.8.4;

—  y4JeTHble 3anucu 4na nogknoveHuma —fedor, ivan.

PPTP Tunne

lvan
ESR %
PC2

Fedor e

PucyHok 7.21 —Cxema cemu
PelweHue:

Co3magum nNpodub apecos, COAEPKALMM afpec, KOTOPbIN AO/IKEH CyLWwaTb cepeep:

esr# configure

esr(config)# object-group network pptp outside

esr (config-object-group-network) # ip address-range 120.11.5.1
esr (config-object-group-network) # exit

Co3zgaaum npoduib aapecos, CoaepKaLlumin agpec 0KaAbHOrO LW03a:

esr(config)# object-group network pptp local
esr (config-object-group-network) # ip address-range 10.10.10.1
esr (config-object-group-network) # exit

Co3gaanm npoduib aapecos, CoAepKaLMin agpeca KANEHTOB:

esr(config)# object-group network pptp remote
esr (config-object-group-network) # ip address-range 10.10.10.5-10.10.10.25
esr (config-object-group-network) # exit
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Co3pgagmm npodunb agpecos, cogeprkawmin DNS-cepsepbi:

esr
esr
esr
esr

config) # object-group network pptp_dns
config-object-group-network) # ip address-range
config-object-group-network)# ip address-range
config-object-group-network) # exit

8.8.8.8
8.8.4.4

Co3gagmm PPTP-cepBep 1 NpuBsAXKeM BbilleyKa3aHHble Npodpuam:

esr (config) # remote-access pptp remote-workers

esr (config-pptp) # local-address object-group pptp_local

esr (config-pptp) # remote-address object-group pptp_remote

esr (config-pptp) # outside-address object-group pptp_outside
( ) #

esr (config-pptp dns-servers object-group pptp_dns

Bbibepem meToa ayTeHTUDMKaumMm nonb3oBatenelt PPTP-cepsepa:

esr (config-pptp) # authentication mode local

YKaxkem 30Hy 6€30nacHOCTH, K KOTOPOM ByayT OTHOCUTLCS CECCUM NOJIb30BATESEN:

esr (config-pptp) # security-zone VPN

Cosgagum PPTP-nonb3oBatenei lvan v Fedor ans PPTP-cepBepa:

esr (config-pptp) # username ivan

esr (config-pptp-user) # password ascii-text passwordl
esr (config-pptp-user) # enable

esr (config-pptp-user) # exit

esr (config-pptp) # username fedor

esr (config-pptp-user) # password ascii-text password2
esr (config-pptp-user) # enable
esr (config-pptp-user) # exit
esr (config-pptp) # exit

Bkntoumm PPTP-cepsep:

esr (config-pptp) # enable

Mocne npuMeHeHUs KoHoUrypaumMm maplpytmusatop 6yaeTr npocaywwmsaTe 120.11.5.1:1723.

CocTosaHue ceccunit PPTP-cepBepa MOXKHO NOCMOTPETb KOMaHAOM:

L/

esr# show remote-access status pptp server remote-workers

CueTumKm ceccuin PPTP-cepBepa MOX¥KHO NOCMOTPETb KOMAHAOIM:

esr# show remote-access counters pptp server remote-workers

O4YnCTUTb cYeTYMKM ceccuii PPTP-cepBepa MOMKHO KOMAHAOIM:

esr# clear remote-access counters pptp server remote-workers

3aBepwmTb ceccuto nonb3osatena fedor PPTP-cepBepa MOXHO OA4HOM M3 CAeAyIOWMX KOMaHA,:

esr# clear remote-access session pptp username fedor
esr# clear remote-access session pptp server remote-workers username fedor

KoHdurypaumto PPTP-cepBepa MOKHO NOCMOTPETb KOMaHAO0M:

esr# show remote-access configuration pptp remote-workers

Momumo cospaHua PPTP-cepBepa Heobxoaumo B firewall otkpbitb TCP-nopt 1723 pnsa
o6cnyKuBaHuA coegUHEHUIM U pa3pewnTb NpoToKon GRE(47) ana TyHHenbHoro TpaduKa.
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7.20 HacTtpoiika yaaneHHoOro foctyna K KopnopaTtusHou cetu no L2TP
over IPsec npotokony

L2TP (aHrn. Layer 2 Tunneling Protocol — npoToKon TyHHeAMpoOBaHMA BTOPOro YPOBHA) —
TYHHE/IbHbI/ NPOTOKO/, UCNOMb3YOWUNINCA ANA NOALEPKKM BUPTYaA/IbHbIX YAaCTHbIX ceTeit. L2TP nomewaer
(nHKancynnpyet) Kagpbl PPP B IP-nakeTbl gnsa nepegaun no rnobanvHoi IP-ceTn, Hanpumep, NHTepHerT.
L2TP morKeT TaK*Ke MCnoab30BaTbCA ANA OpraHU3aLMKn TYHHeNA MeXAy ABYMA NIOKaNbHbIMMK ceTAMMU. L2TP
ucnonbsyetr pononHutenbHoe UDP-coeguHeHne pana obcnykuBaHua TyHHenAa. L2TP-npoTokon He
npeLoCTaBNsAET CPeACTB WNPPOBAHMA AaHHbIX U MO3TOMY OH ODObIYHO MCMONb3YETCA B CBA3KE C rpynmnown
npoTokonos IPsec, KoTopas npenocTasaseT 6€30MacHOCTb Ha MAKETHOM YPOBHE.

3apgava: Hactpoutb L2TP-cepBep Ha mapuwpyTtusatope Ana NOAKAOYEHMA  YAANEHHbIX
nonb3osaTtenei K JIBC. AyteHTudMKauma nonb3osatenei npoxogmt Ha RADIUS-cepsepe.

— aapec L2TP-cepsepa—120.11.5.1;

— W03 BHYTpU TyHHena — 10.10.10.1;

— apgpec Radius-cepsepa —192.168.1.4;

—  pna IPsec ncnonb3yeTtca metog, ayTeHTUGMKALMM MO KNLOUY: KN4 — «password»

Radius-server

Fedor
ESR 192.168.1.4
WAN 121.11.5.1 :
* Gi 1/0/1
i 192.168.1.3
L2TP tunnel

PucyHok 7.22 — Cxema cemu
PelwieHue:
MpeaBapUTeNbHO HYKHO BbIMNOJHUTDL CAeaylowmne AeicTBUA:

- Hactpoutb nogkntodeHme K RADIUS-cepsepy.
- HactpouTtb 30HbI ana nHtepdeiicos te1l/0/1 n gil/0/1;
- Ykasatb IP-agpeca ans nHtepdeiicos tel/0/1 n tel/0/1.

Coszgaanm npoduib aapecos, CoAepKaLmini aapec 0KaAbHOrO LW03a:

esr(config)# object-group network 12tp local
esr (config-object-group-network) # ip address-range 10.10.10.1
esr (config-object-group-network) # exit

Cosgagum npodunb agpecos, coaeprawmin DNS-cepsepbi:

esr
esr
esr
esr

config) # object-group network pptp_dns
config-object-group-network) # ip address-range 8.8.8.8
config-object-group-network)# ip address-range 8.8.4.4
config-object-group-network) # exit

Co3gagmm L2TP-cepBep 1 NPUBAXKEM K HEMY BbllLeyKa3saHHble Npodpuau:

esr (config) # remote-access 12tp remote-workers
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esr (config-12tp

( ) # local-address ip-address 10.10.10.1
esr (config-12tp)

( )

( )

#
# remote-address address-range 10.10.10.5-10.10.10.15
# outside-address ip-address 120.11.5.1

# dns-server object-group 1l2tp_dns

esr (config-12tp
esr (config-12tp

Bbibepem meTog ayTeHTUdMKauMmM nonb3osaTtenein L2TP-cepeepa:

esr (config-12tp) # authentication mode radius

YKaykem 30Hy 6€30NacHOCTH, K KOTOPOM ByayT OTHOCUTLCS CECCUM NOJIb30BaTESEN:

esr (config-12tp) # security-zone VPN

Bbibepem meTtos ayTeHTUdUKaumm nepsoit ¢pasbl IKE 1 3agaanm Koy ayTeHTUDUKALNK:

esr (config-12tp) # ipsec authentication method psk
esr (config-12tp)# ipsec authentication pre-shared-key ascii-text password

Bkntoumm L2TP-cepsep:

esr (config-12tp) # enable

Mocne npumeHeHUa KoHbMUrypauMm mapupytmsatop byaeT npocnywusatb IP-agpec 120.11.5.1 u
nopt 1701. CoctosHue ceccuit L2TP-cepBepa MOXKHO NOCMOTPETb KOMaHAOM:

esr# show remote-access status 12tp server remote-workers

CyeTtunkmn ceccuit L2TP-cepBepa MOKHO NOCMOTPETb KOMaHAOM:

esr# show remote-access counters 1l2tp server remote-workers
O4YnCTUTb cYeTYMKM ceccuin L2TP-cepBepa MOXKHO KOMaHAOM:

esr# clear remote-access counters 1l2tp server remote-workers

3aBepwnTb ceccuto nosabsosatens fedor L2TP-cepsepa MOXKHO 04HOM U3 CieAyoWmMX KOMAHA,:

esr# clear remote-access session 12tp username fedor
esr# clear remote-access session 1l2tp server remote-workers username fedor

KoHdurypaumto L2TP-cepBepa MOXKHO MOCMOTPETb KOMaHAOM:
esr# show remote-access configuration 12tp remote-workers
Momumo cospgaHua L2TP-cepsepa Heobxogumo B firewall oTkpbitb UDP-noptbl 500, 1701,

V 4500 gna obcny:KMBaHUA COeAUHEHU M paspewntb npoTtokonbl ESP(50) u GRE(47) pna
TYHHeNbHOro TpadumkKa.
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7.21 HacTpoiKa yganeHHoro Aoctyna K KopnopatuBHou cetu no OpenVPN
NnpoToKONy

OpenVPN — nosHodyHKUMOHANIbHOE CPEeAcTBO ANA MOCTPOEHWUS BUPTYasibHbIX YACTHbIX CeTen
(Virtual Private Networks, VPN), opraHusaumm yaanéHHoro AocCTyna, W pelleHua psaaa Apyrux 3agad,
CBA3aHHbIX C 6be30nacHOCTbIO Nepeaayn AaHHblX, 6asupytoweeca Ha SSL.

3agauva: Hactpoutb OpenVPN-cepsep B pexkume L3 Ha mapwpytmsatope An8 NOAKAKYEHMUA
yAaneHHbIx nonb3osartenei K JIBC.

— noaceTb OpenVPN-cepsepa —10.10.100.0/24;

- pexum—L3;
— ayTeHTUdPUMKaumMA Ha OCHoBe cepTUPUKATOB.

ESR
i _—
WAN :

OpenVPN coeguHeHne

...............................................................................................................................

PucyHok 7.23 — Cxema cemu
PeweHue:
MpeaBapuTeNbHO HYKHO BbINOJIHUTL Cieaytowme AeNCTBUA:

- MoAroToBWUTb CEPTUDUKATBI U KKOUMK:
o Ceptuodukat Ygocrosepsatouero LleHTpa (CA)
o Kniou n ceptudmkat ana OpenVPN cepsepa
o Knwou Anddu-XenmeHa n HMAC gna TLS

- HacTpouTtb 30HYy Ansa nHTepodeiica tel/0/1

- Yka3saTb IP-agpeca ana uHtepodeiica tel/0/1.

MmnopTtupyem no tftp ceptudmkaTtbl U Katoum

esr# copy tftp://192.168.16.10:/ca.crt fs://certificate/ca/ca.crt
esr# copy tftp://192.168.16.10:/dh.pem fs://certificate/dh/dh.pem
esr# copy tftp://192.168.16.10:/server.key fs://certificate/server_key/server.key
esr# copy tftp://192.168.16.10:/server.crt fs://certificate/server_crt/server.crt
esr# copy tftp://192.168.16.10:/ta.key fs://certificate/ta/ta.key

Co3pgaanm OPENVPN-cepBep 1 NoAceTb B KOTOPOW OH byaeT paboTaTh:

esr (config) # remote-access openvpn AP
esr (config-openvpn) # network 10.10.100.0/24

YKaxem TUn coegmHeHma L3 n NPOTOKO/1 UHKaNncynaunn.

esr (config-openvpn) # tunnel ip
esr (config-openvpn) # protocol tcp
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O6bsasum noacetn JIBC KoTopble 6yayT goctynHbl yepes OpenVPN coegmHeHne u yKaxkem DNS
cepsep

esr (config-)# route 10.10.0.0/20
esr (config-openvpn) # dns-server 10.10.1.1

YKarKem paHee WMMMNOPTMPOBaHHble CcepTUUKATbI U KAO4YM, KOTopble OyaeT Mcnoab3oBaTbCA
OpenVPN-cepsepom:

esr (config-openvpn)# certificate ca ca.crt
esr (config-openvpn)# certificate dh dh.pem
esr (config-openvpn)# certificate server-key server.key
esr (config-openvpn) # certificate server-crt server.crt
esr (config-openvpn)# certificate ta ta.key

YKaxkem 30Hy 6€30nacHOCTH, K KOTOPOM ByayT OTHOCUTLCS CECCUM NOJIb30BATESEN:
esr (config-openvpn) # security-zone VPN

Bbibepem anroputm wndposaHus aesl28:

esr (config-openvpn) # encryption algorithm aesl28

Bkntoumm OpenVPN-cepsep:

esr (config-openvpn) # enable

Mocne npumeHeHMA KOHUrypauum Mmapwpytmsatop 6yaetr npocaywmsaTb MOPT

(ncnonb3yeTca No ymonyaHuio).

v

CocTosAHue ceccuin OpenVPN-cepBepa MOKHO NOCMOTPETb KOMaHAOM:

esr# show remote-access status openvpn server AP
Cyetunkm ceccuit OpenVPN-cepBepa MOXHO NOCMOTPETb KOMAHAO0M:
esr# show remote-access counters openvpn server AP

OuYnCTUTL CHETUMKM ceccnit OpenVPN-cepBepa MOXHO KOMaHAOM:

esr# clear remote-access counters openvpn server AP

1194

3aBepwmTb ceccuto nonb3osatensa fedor OpenVPN-cepBepa MOXKHO 04HOM U3 CeAYIOWMX KOMaHA,:

esr# clear remote-access session openvpn username fedor
esr# clear remote-access session openvpn server AP username fedor

KoHdurypaumto OpenVPN-cepBepa MOXKHO NOCMOTPETb KOMaHAO0MN:

esr# show remote-access configuration openvpn AP

MNomumo cospgaHua OpenVPN-cepeepa Heob6xogumo B firewall oTkpbITb TCP-nopT 1194.
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7.22 HactpoiKa QoS

QoS (Quality of Service) — TexHonornsa NpeaoCTaBAEHMA PaA3NYHBIM Klaccam TpaduKa pasnYHbIX
npuoputeToB B 06CAYyKMBaHWUWU. Mcnonb3oBaHMe cay:KObl QOS MNO3BOAAET CETEBbIM MPUAOKEHUAM
COCYLLECTBOBATb B OAHOM CETU, HE YMEHbLUAA NPU STOM MPONYCKHYH CNOCOOHOCTb APYIUX NPUNOKEHWUNA.

7.22.1 ba3soeslili QoS

3agaya: HactpouTb cregylouime orpaHudeHus Ha nHtepdeiice gigabitethernet 1/0/6: nepenasatb
Tpadumk ¢ DSCP 22 B BOCbMYL MPUOPUTETHYIO o4vepeab, Tpadumk ¢ DSCP 14 B ceabmyto B3BELUEHHYIHO
ouyepenpb, YCTAaHOBUTbL OrpaHnYeHme No ckopocTu B 60 M6uT/c gns ceabmoli ouepeau.

gi 1/0/6

gi 1/0/2

Switch

1B

PucyHok 7.24 — Cxema cemu

PelweHue:

[na Toro 4tobbl BOCbMasA oyepedb CTana MPUOPUTETHOM, a C MepBOW MO CeabMylo B3BELIEHHOW,
OrPaHNYMM KOIMYECTBO NPUOPUTETHLIX oUyepeaeit ao 1:

esr (confiqg) # priority-queue out num-of-queues 1

MNepeHanpasum Tpadumk ¢ DSCP 22 B BOCbMYIO MPUOPUTETHYIO OYepesb:

esr (config) # gos map dscp-queue 22 to 8

MNepeHanpasum Tpadumk c DSCP 14 B ceabmyto B3BELLIEHHYO O4epesb:

esr (config) # qos map dscp-queue 14 to 7

Bkatounm QoS Ha BxogdAuLem uHTepdelice co cTopoHbl LAN:

esr (config) # interface gigabitethernet 1/0/2
esr (config-if-gi)# gos enable
esr (config-if-gi)# exit

Bkatounm QoS Ha nHTepodelice co ctopoHbl WAN:
esr (config) # interface gigabitethernet 1/0/6
esr (config-if-gi)# gos enable

YcTaHOBMM orpaHuyeHue no ckopoctu B 60M6UT/c ana ceabmoi ouepeam:

esr (config-if) # traffic-shape queue 7 60000
esr (config-if)# exit

N3meHeHWa KoHOUrypauum BCTYNAT B AEMCTBME NOCE NPUMEHEHNSA:

esr# commit
Configuration has been successfully committed
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esr# confirm
Configuration has been successfully confirmed

MpocmoTpeTb CTaTUCTUKY No QOS MOXKHO KOMaHAOM:

esr# show gos statistics gigabitethernet 1/0/6

7.22.2 PacwupeHHblii QoS

3agaua: Knaccuoumumposatb npuxoaawmin Tpapmuk no noaceram (10.0.11.0/24, 10.0.12.0/24),
npomnssecTM Mapknposky no DSCP (38 n 42) n npousBecTn pasrpaHuyeHue no noaceram (40 Méut/c n
60 M6wut/c), orpaHmunts 06wyt nosnocy Ao 250 M6éwut/c, octanbHo Tpaduk obpabaTbiBaTb 4epes
mexaHmsm SFQ.

Switch

1

PucyHok 7.25 — Cxema cemu
PeweHue:

Hactpoum cnucku poctyna ana ¢éunbTpauum no noaceTaM, BbIXOAUM B 106aNbHbIA pexum
KOHUrypaumm:

esr (config)# ip access-list extended f1l1
esr (config-acl)# rule 1

esr (config-acl-rule) # action permit

esr (config-acl-rule) # match protocol any
esr (config-acl-rule)# match source-address 10.0.11.0 255.255.255.0
esr (config-acl-rule) # match destination-address any
esr (config-acl-rule) # enable

esr (config-acl-rule) # exit

esr (config-acl) # exit

esr (config)# ip access-list extended £f12
esr (config-acl)# rule 1

esr (config-acl-rule) # action permit

esr (config-acl-rule) # match protocol any

esr (config-acl-rule) # match source-address 10.0.12.0 255.255.255.0
esr (config-acl-rule) # match destination-address any

esr (config-acl-rule)# enable

esr (config-acl-rule)# exit

esr (config-acl) # exit

)
)
)
)

Cospaem kKnaccbl fl1 w fl2, ykasbiBaem cooTBeTCTBylOWME CMWCKM A0CTyNa, HacTpauBaem
MapKUPOBKY:

esr (config)# class-map f1l1

esr (config-class-map)# set dscp 38

esr (config-class-map) # match access-group fll
esr (config-class-map) # exit

esr (config) # class-map £f12

esr (config-class-map) # set dscp 42

esr (config-class-map) # match access-group f1l2
esr (config-class-map) # exit
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Co3aaém NoNUTUKY M onpeaensem orpaHndeHme obLeit Noaochbl NPONyCKaHUA:

esr (confiqg) # policy-map f1l
esr (config-policy-map) # shape average 250000

OCyLLI,ECTB}'IFIeM NPUBA3KY K/J1aCCa K NOJINTUKEe, HAaCTpanBaemM OorpaHnvyeHne noaocbl NponyckaHnA U
BbIXOAUM:

esr (config-policy-map)# class £f1l1

esr (config-class-policy-map)# shape average 40000
esr (config-class-policy-map)# exit

esr (config-policy-map) # class £12

esr (config-class-policy-map) # shape average 60000
esr (config-class-policy-map) # exit

Ona ppyroro Tpaduka HacTpamBaem Kaacc ¢ pekumom SFQ:

esr (config-policy-map) # class class-default
esr (config-class-policy-map) # mode sfq

esr (config-class-policy-map) # fair-queue 800
esr (config-class-policy-map)# exit

esr (config-policy-map) # exit

Bkitoyaem QoS Ha MHTepdeicax, NoAMTUKY Ha Bxoae uHTepdeitca gi 1/0/19 ans knaccudbumKkaumm u
Ha Bbixoge gil/0/20 ana npMmeHeHUsa orpaHnYeHnin n pexknuma SFQ a4 Knacca no ymoiyaHuIo:

esr (config) # interface gigabitethernet 1/0/1
esr (config-if-gi)# gos enable

esr (config-if-gi)# service-policy input f1l
esr (config-if-gi)# exit

esr (config) # interface gigabitethernet 1/0/6
esr (config-if-gi)# gos enable

esr (config-if-gi)# service-policy output fl
esr (config-if-gi)# exit

N3meHeHMA KOHOUIypaL MM BCTYNAT B AeNCTBUE NOCE NPUMEHEHUSA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

[na npocMoTpa CTaTUCTMKM UCMOb3yeTCa KoMaHaa:

esr# do show gos policy statistics gigabitethernet 1/0/6
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7.23 Hacrtpoiika Netflow

Netflow — ceTeBoit npoToKon, NpeAHA3HAYeHHbIN ANA yyeTa M aHanu3a TpaduKa. Netflow
Nno3Bo/iAeT nepenasaTtb AaHHble O TpaduKe (agpec oTnpaBuTena M MnosyyaTesns, NopT, KOAUYECTBO
MHbopMauumn n ap.) ¢ ceteBoro obopynoBaHMA (ceHcopa) Ha KoAMeKTop. B KayecTBe KoaneKkTopa
MOXET MCMNO/Ib30BaTbCA 0ObIYHbIN cepBep.

3apaua: OpraHusoBsaTb y4yeT Tpaduka ¢ uHtepderica gil/0/1 ans nepegayumn Ha cepsep uvepes
nHtepoeiic gil/0/4 gna 06paboTKM.

Cepsep (Konnektop

10.10.0.2
gi1/0/a ESR
10.10.0.1
gi1/0/1
192.168.2.1

192.168.2.2
PC
A
PucyHoK 7.26 — Cxema cemu
PeweHue:

MNpeaBapuTENbHO HYKHO BbINOAHUTL CAEAYIOWINE AENCTBUA:

—  HawuHTtepoeticax gil/0/1, gil/0/4 otknoumnTs firewall kKomangoi «ip firewall disable».
—  HasHauuTb IP-agpeca Ha nopTax.

OcHoBHOM 3Tan KOHPUrypUpoBaHUA:

YKaxkem IP-agpec konnekTopa:

esr (config)# netflow collector 10.10.0.2

BkAtounm cbop sKcnopTa cTaTUCTMKKM netflow Ha ceTeBom nHTepdeiice gil/0/1:

esr (config) # interface gigabitethernet 1/0/1
esr (config-if-gi)# ip netflow export

AkTnBMpyem netflow Ha mapwpyTusatope.:

esr (config) # netflow enable

MN3meHeHna KoHOUrypauum BCTYNAT B AEWACTBME NOCAE NPUMEHEHUA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

Onsa npocmotpa cratuctmkm Netflow ncnonbsyercs KomaHaa:

esr# show netflow statistics
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HacTpoika Netflow ansa yyeta Tpadmka mexkay 30HaMM aHaIorMyYHa HacTpolike sFlow, onncaHue

npuseaeHo B pasaene 7.24 Hacmpoliika sFlow

7.24 Hacrtpoiika sFlow

Sflow — CTaHOapT ANnA MOHUTOPUHIa KOMMNbIOTEPHbIX CETEVI, 6ECI'IpOBO,CI,HbIX ceTen N ceTeBbIX

YCTPOMCTB, NPeAHa3HaYeHHbIN A5 yyeTa U aHanusa TpaduKa.

3agaua: OpraHm3oBaTb yueT Tpaduka mexay 3oHamu trusted u untrusted.

/ TRUSTED

Cepsep (Konnektop)
192.168.1.8

gil/o/2
192.168.1.5

\

gi1/0/3
192.168.3.5

PC

=

/

PelweHue:

/ UNTRUSTED

Gi1/0/1
10.10.0.1

\

PucyHok 7.27 — Cxema cemu

Ons ceTen ESR co3gaamm aBe 30HbI 6esonacHocTH:

esr# configure

esr (config) # security zone TRUSTED

esr (config-zone) # exit

(
esr (config) # security zone UNTRUSTED
(

esr (config-zone) # exit

HacTpoum ceTeBble MHTepd)em(ibl nonpeaenmm nx npuHagNeXHoCTb K 30Ham 6esonacHocTH:

esr (config) # interface gil/0/1
esr (config-if-gi)# security-zone UNTRUSTED
esr (config-if-gi)# ip address 10.10.0.1/24

esr (config-if-gi)# exit

esr (config) # interface gil/0/2-3
esr (config-if-gi)# security-zone TRUSTED

esr (config)# interface gil/0/2
esr (config-if-gi)# ip address 192.168.1.5/24

esr (config-if-gi)# exit

esr (config) # interface gil/0/3
esr (config-if-gi)# ip address 192.168.3.5/24

(
(
(
(
(
(
esr (config-if-gi)# exit
(
(
(
(
(
(

esr (config-if-gi)# exit

YKkaxem IP-agpec konnekropa:

esr (config) # sflow collector 192.168.1.8

BK/IIOYMM 3KCMOPT CTAaTUCTUKM No npoTokoay sFlow ans nwoboro Tpaduka B npasune «rulel» ans

HanpasneHna TRUSTED-UNTRUSTED:
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esr
esr
esr
esr
esr
esr
esr
esr
esr
esr
esr
esr
esr
esr

config) # security zone-pair TRUSTED UNTRUSTED
config-zone-pair)# rule 1

config-zone-pair-rule) # action sflow-sample
config-zone-pair-rule)# match protocol any
config-zone-pair-rule) # match source-address any
config-zone-pair-rule)# match destination-address any
config-zone-pair-rule)# enable
config-zone-pair-rule)# exit

config-zone-pair)# rule 10

config-zone-pair-rule)# action permit
config-zone-pair-rule)# match protocol any
config-zone-pair-rule) # match source-address any
config-zone-pair-rule)# match destination-address any
config-zone-pair-rule)# enable

AkTuBupyem sFlow Ha mapLpyTtusaTtope:

esr (config)# sflow enable

MN3meHeHns KOHPUTIypaLuum BCTYNAT B AeNCTBME NOCAE NPUMEHEHMUSA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

HacTpolika sFlow ans yueta TpaduKa c uHTepdelica ocywecTBasaeTcs aHanornyHo 7.23 Hacmpolka

Netflow.

7.25 Hacrtpoiika LACP

LACP — npoToKOn pAna arperMpoBaHMA KaHafloB, MO3BOAAET O0O0bEeAUHUTb HECKObKO
dU13nYecKMX KaHaN0B B OAUH NOTMYecKuin. Takoe obbeguHeHMe NO3BOIAET YBENNYMBATL MPOMYCKHYIO
CMOCcoBHOCTb U HAJEXKHOCTb KaHana.

3apgaya: Hactpoutb arperMpoBaHHbI KaHaa Mexay Mmaplipytusatopom ESR 1 kommyTaTopom.

ESR Switch
2i1/0/2

port-channel 2

PucyHok 7.28 — Cxema cemu
PeweHue:

MNpeaBapuTENbHO HYKHO BbINOJHUTL CAEAYOLME HACTPOMKMU:

— HawuHTtepdeitcax gil/0/1, gi1l/0/2 oTkNOUMTL 30HY 6e30MacHOCTN KOMaHA0M «No security-
zone,

OcHoBHOM 3Tan KOHPUrypUpoBaHmA:

Cosgagmm uHtepdelic port-channel 2:
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esr (config) # interface port-channel 2

Braounm dumsmndeckme nHtepdeicol gil/0/1, gil/0/2 B co3gaHHyo rpynny arperaumm KaHasos:

esr (config) # interface gigabitethernet 1/0/1-2
esr (config-if-gi)# channel-group 2 mode auto

N3meHeHMA KOHOUIypaL MM BCTYNAT B AeNCTBUE NOCAE NPUMEHEHUSA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

JdanbHenwan koHourypauma port-channel npoBoauTca Kak Ha 06bIYHOM dU3MYEcKom UHTepdelice.
7.26 Hactpoiika VRRP

VRRP (Virtual Router Redundancy Protocol) — ceTeBoli npoToKoAa, npeaHa3HauYeHHbIn ANns
YBE/IMYEHMA [OOCTYMHOCTM MapLpPyTM3aTOpPOB, BbINOJIHAKOIWMX POAb W33 MO YMOJIYaHWUIO. ITO
[ocTuraetca NyTém obbeguHEHUA rpynnbl MapLlpyTU3aTOPOB B OAMH BUPTYasbHbIA MapLUpyTU3aTop U
Ha3HayeHMA um obuero IP-agpeca, KoTopbiit U ByaeT MCNONb30BaTbCA KaK W3 MO YMOAYaHUIO ANnA
KOMMbIOTEPOB B CETU.

3apaya 1: OpraHun3oBaTb BUPTYasIbHbIN W03 A4 fiokaabHon cetu B VLAN 50, ncnosb3ys NpoToKon
VRRP. B KauecTBe I0KaNIbHOro BUPTYaIbHOTO WA03a ucnoablyetca IP agpec 192.168.1.1.

ESR ESR

— =X

gi 1/0/5.50 R1 R2 |gi1/0/5.50
192.168.1.148/24 192.168.1.1 192.168.1.250/24

B

switch

PucyHok 7.29 — Cxema cemu
PelweHue:

I'Ipep,BapMTeano HYXXHO BbINMOJ/IHUTb Cheayowme AEVICTBMHZ

—  €034aTb COOTBETCTBYOWMI cab-uHTEpdElic;
—  HacTpouTb 30HYy Aans cab-uHTepdelica;
— yKasartb IP-agpec ana cab-nHtepodeica.

OcHoBHOM 3Tan KOHGUIrYpUPOBaHUA:

Hacmpoum mapwpymuszamop R1.

B cozpaHHOM cab-uHTepdelice HacTpoum VRRP. YKaxem yHUKanbHbI naeHtudmkatop VRRP:

Rl (config) #interface gi 1/0/5.50
Rl (config-subif)# vrrp id 10
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YKaskem IP-agpec supTyanbHoro wntosa 192.168.1.1/24:
Rl (config-subif) # vrrp ip 192.168.1.1

Bkntounm VRRP:

Rl (config-subif) # vrrp
Rl (config-subif) # exit

MN3meHeHnn KoHOUrypauum BCTYNAT B AEWACTBME NOC/e NPUMEHEHUA:

R1# commit

Configuration has been successfully committed
R1# confirm

Configuration has been successfully confirmed

lpoussecmu aHano2u4Hele HacmMpoUliKu Ha R2.

3agaua 2: OpraHu3oBaTbh BUPTyanbHble WAO3bl ANA noacety 192.168.20.0/24 8 VLAN 50 1 noacetu
192.168.1.0/24 B VLAN 60, ncnonbsys npotokon VRRP ¢ pyHKUMEN cUHXpOHMU3auumn MacTepa. [na sToro
ucnonbsyem obveanHeHne VRRP-npoueccos B rpynny. B KauecTBe BMPTYasibHbIX LWAHO30B UCMOAb3YIOTCA
IP-agpeca 192.168.1.1 1 192.168.20.1.

switch 2

p = N

192.168.20.149/24 192.168.20.250/24
£i 1/0/6.60 ESR 192.168.20.1 ESR gi 1/0/6.60

R1 192.168.1.1 R2

g 1/0/5.50 gi 1/0/5.50
192.168.1.149/24 192.168.1.250/24

\ = /

switch 1

PucyHok 7.30 — Cxema cemu
PeweHue:

MpeasapuTesibHO HYXKHO BbINOJIHUTL caeaylowme AeﬁCTBMH:

—  €034aTb COOTBETCTBYlOLWME cab-uHTepdeiicsl;
—  HacTpouTb 30HY AanA cab-uHTepdelicos;
— yKasatb IP-agpeca ana cab-uHTepdeincos.
OcHoBHOW 3Tan KOHOUIypPUPOBaHMUA:
Hacmpoum mapwpymuszamop R1.

Hacmpoum VRRP 0ns nodcemu 192.168.1.0/24 8 co3daHHom cab-uHmepgelice.

YKaxkem YHUKanbHbIn naeHtudukatop VRRP:
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Rl (config-sub) #interface gi 1/0/5.50
Rl (config-subif)# vrrp id 10

YKaxem IP-agpec BupTyanoHoro waro3a 192.168.1.1:

Rl (config-subif)# vrrp ip 192.168.1.1

YKkaxkem naeHtuédukatop VRRP-rpynnbi:

Rl (config-subif)# vrrp group 5

Bkntounum VRRP:

Rl (config-subif)# vrrp
Rl (config-subif) # exit

Hacmpoum VRRP 0na nodcemu 192.168.20.0/24 e co30aHHoM cab-uHmepdgelice.

YKarkem YHUKanbHbI naeHtnemkatop VRRP:

Rl (config-sub) #interface gi 1/0/6.60
Rl (config-subif)# vrrp id 20

YKaxem IP-agpec BupTyanoHoro wato3a 192.168.20.1:

Rl (config-subif)# vrrp ip 192.168.20.1
YKkaxkem ngeHtnoumkatop VRRP-rpynnbi:

Rl (config-subif)# wvrrp group 5
Bkntoumm VRRP:

Rl (config-subif) # vrrp
Rl (config-subif) # exit

N3meHeHnA KoHUIypauum BCTYNAT B AeNCTBME NOC/AE NPUMEHEHUA:

R1# commit

Configuration has been successfully committed
R1# confirm

Configuration has been successfully confirmed

Mpouseecmu aHasnoz2u4Hble HacmpoUliku Ha R2.

V MNomumo co3paHua TyHHens Heobxogumo B firewall paspewntb npotokon VRRP(112).
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7.27 Hactpoiika VRF Lite

VRF (Virtual Routing and Forwarding) — TexHonormns, Kotopas No3Bo/IAET N30/IMPOBATb MAPLUPYTHYO
MHPOPMAUMIO, MPUHAANENKALLYIO PA3IMYHBIM KNaccam (Hanpumep, MapLpyTbl OAHOTO KNMEHTA).

10.20.0.0/24
Bit

10.30.0.0/16
Bit

gi 1/0/3.10 gi 1/0/2

PucyHok 7.31 — Cxema cemu

3agaua: K mapwpyTmsaTopy cepum ESR noakaoueHsbl 2 CeTH, KoTopble HEOHBXOAMMO M301MPOBaATh
OT OCTa/IbHbIX CETEN.

PeweHune:

Cospaaum VRF:

esr (config)# ip vrf bit
esr (config-vrf) # exit

Co3pagmm 30Hy 6e30nacHoOCTH:

esr (config) # security zone vrf-sec
esr (config-zone)# ip vrf forwarding bit
esr (config-zone) # exit

Cosfmaaum npasuio A4aa napbl 30H U paspewnm aoboi TCP/UDP-Tpaduk:

esr (config) # security zone-pair vrf-sec vrf-sec

esr (config-zone-pair)# rule 1

esr (config-zone-rule) # match source-address any

esr (config-zone-rule) # match destination-address any
esr (config-zone-rule) # match protocol udp

esr (config-zone-rule) # match source-port any

esr (config-zone-rule) # match destination-port any
esr (config-zone-rule)# action permit

esr (config-zone-rule) # enable

esr (config-zone-rule) # exit

esr (config-zone-pair) # rule 2
esr (config-zone-rule) #

esr (config-zone-rule) #

esr (config-zone-rule) #

esr (config-zone-rule) #

esr (config-zone-rule) #

esr (config-zone-rule) #

esr (config-zone-rule) #

esr (config-zone-rule) #

match source-address any
match destination-address any
match protocol tcp

match source-port any

match destination-port any
action permit

enable

exit

Co3maaum npueAsKy UHTepdeincos, HasHauMm IP-agpeca, yKarkem NpMHaaNeKHOCTb K 30HE:
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esr(config)# interface gigabitethernet 1/0/2
esr (config-if-gi)# ip vrf forwarding bit

esr (config-if-gi)# ip address 10.20.0.1/24
esr (config-if-gi)# security-zone vrf-sec

esr (config-if-gi)# exit

esr (config) # interface gigabitethernet 1/0/3.10
esr (config-subif)# ip vrf forwarding bit

esr (config-subif)# ip address 10.30.0.1/16
esr (config-subif)# security-zone vrf-sec

esr (config-subif)# exit

esr (config)# exit

N3meHeHMA KOHOUIypaL MM BCTYNAT B AeNCTBUE NOCAE NPUMEHEHUSA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

NHbopmauuto 06 nHtepdeicax, npueasaHHbix K VRF, MOXXHO NOCMOTPETb KOMaHAOM:

esr# show ip vrf

Tabanuy mapwpyTtoB VRF MOXKHO NPOCMOTPETb C MOMOLLbH KOMaHAbI:

esr# show ip route vrf bit

7.28 Hactpoika MultiwAN

TexHonorma  MultiWAN  nos3BosiseT  opraHM30BaTb  OTKA30yCTOMYMBOE  COeAMHeHWe  C

pe3epBMPOBAHMEM JIMHKOB OT HECKOJIbKMX MPOBAWAEPOB, a TaKkKe pellaeT npobiemy HanaHCMPOBKM
TpaduKa MeXay pe3epBHbIMU IMHKaMMU.

3agaya: HacTpouTb mapupyT K cepsepy (108.16.0.1/28) ¢ BO3MOXKHOCTbIO 6anaHCUPOBKU Harpy3Ku.

203.0.0.0/30

gi 1/0/1
Server
Internet l * i ’
Google Public DNS
88388 108.16.0.1/28
gi 1/0/2 65.6.0.0/30
PucyHok 7.32 — Cxema cemu
PeweHue:

I'Ipe,u,BapMTeano HYXXHO BbIMNOJ/IHUTb Cheayoume AeﬁCTBMHI

—  HacTpoMTb 30HbI AnA uHTepdelicos gil/0/1 n gil/0/2;
— yKasartb IP-agpeca ana nHtepdeicos gil/0/1 v gil/0/2.

OcHoBHOWM 3Tan KOHOUTYPUPOBaAHMUA:
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HacTtponm mapLlupyTmnsaumio:

esr (config)# ip route 108.16.0.0/28 wan load-balance rule 1
Cosgaaum npasmno WAN:

esr (config)# wan load-balance rule 1

YKarkem yyacTytolme nHtepdeincsi:

esr (config-wan-rule) # outbound interface gigabitethernet 1/0/2
esr (config-wan-rule) # outbound interface gigabitethernet 1/0/1

BKAouMM co3gaHHoe npaBuio 6anaHCMPOBKU 1 BbIMAEM U3 peXMMa KOHPUTYPUPOBAHUA NpaBuia:

esr (config-wan-rule) # enable
esr (config-wan-rule) # exit

Co34aaum CrMCOK ANA NMPOBEPKM LENOCTHOCTU CoeaANHEHUA:

esr (config)# wan load-balance target-list google

Co3aaaum Uenb NPoBEPKU LENOCTHOCTH:

esr (config-target-list)# target 1

3a4aamMm aapec 4na NPoBEPKM, BKAOUYMM NPOBEPKY YKa3aHHOro agpeca v BbInaem:

esr (config-wan-target) # ip address 8.8.8.8
esr (config-wan-target) # enable
esr (config-wan-target) # exit

Hactpoum nHTepdeiicol. B peskume KoHdUrypuposaHus nHtepdeiica gil/0/1 ykasbisaem nexthop:

esr (config) # interface gigabitethernet 1/0/1
esr (config-if) # wan load-balance nexthop 203.0.0.1

B pexume KoHoUrypupoBaHua uHTepdelica gil/0/1 ykasbiBaemM CNUCOK Lefeil ana npoBepKu
coeguHeHus:

esr (config-if)# wan load-balance target-list google

B pexxnme KoHpurypmposaHuma nHTepdeiica gil/0/1 sknovaem WAN-pexnUm 1 BbIXOAUM:

esr (config-if)# wan load-balance enable
esr (config-if) # exit

B pexxunme KoHdpurypmnposaHusa uHtepderica gil/0/2 ykasbisaem nexthop:

esr (config) # interface gigabitethernet 1/0/2
esr (config-if) # wan load-balance nexthop 65.6.0.1

B pexume KoHourypuposaHua uHTepdeiica gil/0/1 ykasbiBaemM CMNUCOK Leeil Ana MnpoBepKu
coeguHeHuA:

esr (config-if)# wan load-balance target-list google

B pexxume KoHbUrypmnposaHua nHtepdeica gil/0/2 sknouaem WAN-peXUM 1 BbIXOAUM:
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esr (config-if) # wan load-balance enable
esr (config-if)# exit

M3meHeHWa KoHOUrypauum BCTYNAT B AEMCTBME NOCE NPUMEHEHNUSA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

[NA nepeknoueHna B pexnm pesepBrMpoBaHua HaCTPOMM ceaytoLlee:

3axo4nMm B peXXum HacTpoiiku npasuna WAN:

esr (config)# wan load-balance rule 1

®dyHKumAa MultiWAN Takke MoXKeT paboTaTb B peXXMme pesepBMpoBaHUs, B KOTOpom TpaduK byaet
HanpaB/ATbCA B aKTUBHbIA WHTepdeic ¢ HanmboNbluMM BECOM. BKAOUUTL [AAHHLIN PEXUM MOXKHO
cneayrouen KomaHaom:

esr (config-wan-rule) # failover

MN3meHeHWa KOHOUrypaLuum BCTYNAT B AEMACTBME NOCNE NPUMEHEHUA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

7.29 Hacrpoiika SNMP

SNMP (anrn. Simple Network Management Protocol — npocToli NpOTOKON CeTeBOro ynpas/eHus)
— MPOTOKOJ, NpefHa3Ha4YeHHbIN ANA ynpaBAeHWs ycTpohcTBamu B IP-ceTAX Ha OCHOBE apXUTEKTYP
TCP/UDP. SNMP npeaoctasnsieT gaHHble A1A YNPaB/ieHUA B BUAE MEPEMEHHbIX, OMUCbIBAKOLLMX
KOHOUIypauuio ynpasasemMon cuctemsl.

3apauya: Hactpoutb SNMPv3 cepBep ¢ ayTeHTMdMKaumen u wudpoBaHMEM [AaHHbIX ANA
nono3oBatensa admin. IP-agpec mapwpyTtnsatopa esr - 192.168.52.41, ip-agpec cepsepa - 192.168.52.8.

Server ESR

192.168.52.41 Gi 1/0/1
192.168.52.8

PucyHok 7.33 — Cxema cemu

PeweHue:

I'Ipep,BapMTeano HYXXHO BbINMOJ/IHUTb Cheayowme AEVICTBMHZ

—  YKasaTb 30Hy Ans uHtepodeiica gil/0/1;
— HactpouTb IP-agpec ans nHtepdeliicos gil/0/1.

OcHoBHOWM 3Tan KOHOUTYPUPOBAHMA:
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Bkntoyaem SNMP-cepsep:

esr (config)# snmp-server

Co3zgaem nonb3oBatena SNMPv3:

esr (config) # snmp-server user admin

Onpeaenvum pexunum 6esonacHoCcTH:

esr (snmp-user) # authentication access priv

Onpeaenvm anroputm ayteHTUdMKauum ans SNMPv3-3anpocos:
esr (snmp-user) # authentication algorithm md5
YcTtaHaBum naposib ans ayteHTuduKkaumm SNMPv3-3anpocos:
esr (snmp-user) # authentication key ascii-text 123456789
Onpeaenvm anroputm WndpoBaHUS NepesaBaemMblX AaHHbIX:
esr (snmp-user) # privacy algorithm aesl128

YcTaHaBuMM Napob A1A WindpoBaHUa nepeaasaembixX AaHHbIX:

esr (snmp-user) # privacy key ascii-text 123456789

AkTusnpyem SNMPv3-nonb3oBatens :

esr (snmp-user) # enable
Onpenenaem cepsep-npMemHuK Trap-PDU coobuieHmii:
esr(config)#t snmp-server host 192.168.52.41

N3meHeHnA KoHUIypauum BCTYNAT B AeNCTBME NOCAE NPUMEHEHUA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
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8 YACTO 3AAABAEMBbBIE BOMNPOCHI

MN3meHeHuUa KoHOUrypaumum BCTYNatoT B AeMCTBME NOCAE NPUMEHEHUA:

{ esr# commit
Configuration has been successfully committed

esr# confirm
Configuration has been successfully confirmed

e He ypanocb nonyuutb mapwpytbl no BGP wu/wan OSPF, ckoHdurypuposaHHbix B8 VRF.
CocepCcTBO YyCneLwWHO YCTaHAaBAMBAETCA, HO B 3anMcu maplupyTtos B RIB oTKasaHo:
%ROUTING-W-KERNEL: Can not install route. Reached the maximum number of BGP routes in
the RIB

Heobxogmmo Bbliaenntb pecypc RIB ans VRF, no ymonyaHuio OH paBeH Hyto. Jenaem 3710 B
pexume KoHpurypmuposaHusa VRF:

esr
esr
esr
esr

config) # ip vrf <NAME>

config-vrf)# ip protocols ospf max-routes 12000
config-vrf)# ip protocols bgp max-routes 1200000
config-vrf)# end

e 3aKpbiBaloTca ceccumn SSH/Telnet npoxogAawme yepes mapwpytusatop ESR.

[ns nopaeprkaHmA ceccum akTMBHOM HeobxoauMmo HacTpouTb nepepady keepalive naketos. Onuuma
oTnpasku keepalive HacTpanaeTca B KnneHTe SSH, Hanpumep ana kanerta PuTTY pasgen “CoeamHeHne”.

B cBolo o4epeab, Ha MapLIPYTM3aTOPe MOMKHO BbICTaBUTb BPEMS OXMWUAAHMA A0 3aKPbITUA HEAKTUBHbIX
ceccuii TCP (B npumepe BbicTaBseH 1 yac):

esr (config)# ip firewall sessions tcp-estabilished-timeout 3600

e Bce usmeHeHuAa, BHecCeHHble B KOHd)MI'yanMIO Firewall, NMPUMEHUMbI TOJZIbKO ANA HOBbIX
ceccuit. Ha paHee aKTUuBHbleé cCeCCMU HOBbIE NapamMeTpbl He NnOoB/AUALOT. PekomeHpgyeTca
O4YUCTUTb AKTUBHbDbIE CeCCUmn, nocse npumeHeHuA U3MeHeHU napameTtpos FirewaII, KOMaHAOI‘a!

esr# clear ip firewall session
e KaK NonHOCTbIO 04UCTUTL KOHPUrypauusa ESR, n KaK cb6pocuTb Ha 3aBOACKYIO KOHGUrypauuio?

OuncTKa KOHOUIypauum NpPOUCXOAUT NyTeM KOMMPOBAHWUA KOHPUrypaumm Mo YMONYAHMUIO B
candidate-config u npumeHeHua ero B running-config.

esr# copy fs://default-config fs://candidate-config
Mpouecc cbpoca Ha 3aBOACKYIO KOHPUIYpPaLMIO aHaNOTUYEH.
esr# copy fs://factory-config fs://candidate-config

e Kak 3aaartb TMn nHkancynaumum n VLAN ana cosgaHHoro cabuHrepdeiica?

Mpu cospgaHumn cabuHTepdelica TMN uHKancynsaumm u VLAN ID 3apaetca aBTOMaTUYECKM, UHAEKC
cabunTepdeliica asnserca naeHTudmurkatopom VID.
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e EcTb M GyHKLMOHAN B MapLupyTM3aTopax cepum ESR ana aHanusa tpadpuka?

B mapuwpyTtmnsatopax cepum ESR peannsoBaHa BO3MOXKHOCTb aHaAM3MPOBaTb TpaduK Ha
nHTtepdeiicax n3 CLI. CHnddep 3anyckaerca KomaHaon monitor.

esr# monitor gigabitethernet 1/0/1
e Kak HacTtpouts ip prefix-list 0.0.0.0/0?

HuxKe npuBegeH npumep KoHoUrypauum npeduKc AncTa, paspeLlalowero npuem maplpyrta no
YMOIYaHWIO .

esr (config) # ip prefix-list eltex
esr (config-pl) # permit default-route

e [lpo6nema npoxoxkaeHua TpaduKa NpyM aCUMMETPUUYHON MApLUPYTU3aALUMN.

B cnyyae opraHM3auMuM CeTM C acCMMETpPUYHOW MapuwpyTusaumein, Firewall 6yaer 3anpewatb
"HenpaBuabHbIA (OWKNBOYHBLIN)" BxoaawMi TpaduKk (He OTKpbIBalOWMIA HOBOE COeAMHEHME U He
NpMHaANeKalwnin HUKAKoOMY YCTaHOBJAEHHOMY COEANHEHMNIO) N3 COOBparkeHNn 6e30MacHOCTH.

Paspewatouwiee npasuo B Firewall, TaK ke He pelwunT NoCTaBAEHHYO 33434y A5 NOA06HbIX CXEM.

PelwnTb 3a4a4y MOXKHO, oTKAtoumB Firewall Ha BxogHOM MHTepdelice:

esr (config-if-gi)# ip firewall disable
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TEXHUYECKAA NOAAEPHKA

Ona nonyyeHUA TEeXHMYECKOM KOHCY/lbTaUuMM MO BOMpOCamM 3Kcnayataumm obopyaoBaHua 00O
«Mpegnpuatme «JITEKC» Bol moxkeTe 06paTtnTbca B CepBUCHbIN LLEHTP KOMMAHWUMK:

Poccuintckaa depepaums ,630020, r. HoBocmbupck, ya. OKpy»KHas, gom 29 B.
TenedoH:

+7(383) 274-47-87

+7(383) 272-83-31

E-mail: techsupp@eltex.nsk.ru

Ha oduumanbHOM caliTe KomnaHuMM Bbl MOXKeTe HalTW TEeXHUYECKYHD AOKYMEHTAUMI0O M NPOorpammHoe
obecneyeHne pgns npoaykumn 00O «MNpeanpuatve «3ITEKC», ob6patntbca K 6ase 3HaHUM,
NPOKOHCY/IbTUPOBATLCA Y MHKeHepoB CepBUCHOTO LIeHTPa Ha TEXHUYeCcKom popyme:

OdurumanbHbIi cant komnaHun: http://eltex.nsk.ru
TexHunueckuit popym: http://eltex.nsk.ru/forum

ba3a 3HaHwuit: http://eltex.nsk.ru/support/knowledge
LleHTp 3arpy3ok: http://eltex.nsk.ru/support/downloads
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