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HELTEX

1 BBEAEHME

1.1 AHHOTauma

B HacTosLlLee Bpems OCYLLECTBAAIOTCA MacClUTabHble NPOEKTbl Mo NOCTPOEHUIO ceTelt cBA3n. OgHoM
M3 OCHOBHbIX 33434 NPU peannsaumnm KpynHbIX My1bTUCEPBUCHbIX CETEN ABNAETCA CO34aHME HaAeXHbIX U
BbICOKOMPOM3BOAMTE/NbHbBIX TPAHCMOPTHLIX CeTel, KOTOopble ABAAKTCA OMOPHbIMWU B MHOIOCAOMHOM
APXUTEKTYpE ceTel cneaytoLero NoKoAeHus.

MapuwpyTtmsatopbl cepum ESR mMoryt uncnonb3oBaTbCA Ha CETAX KPYMHbIX Mpeanpuatnii m
npeagnpuATMA Manoro u cpegHero 6usHeca (SMB), B onepaTopckux ceTax. YcTpoictBa obecneumBatoT
BbICOKYIO NPOM3BOAMUTENIBHOCTb, BbICOKYHO MPOMYCKHYI CNOCOOHOCTb U NOAAEPHKUBAOT GYHKLUMM 3aLUUTDI
nepegasaemblX AaHHbIX.

B gaHHOM pyKOBOACTBE MO 3KCM/AyaTaLMu U3N0MKEHbI Ha3HayeHUe, TEXHUYECKME XapaKTePUCTUKN,
bYHKLUMKN, KOHCTPYKTUBHOE UCMOIHEHME, MOPAAOK YCTAHOBKM, PEKOMEHAALMMN MO Ha4aNbHON HacTpoiKe K
06HOB/IEHWNIO NPOrPaMMHOro obecneyeHna mappyTnsatopa cepun ESR (ganee yctpoicTso).

1.2 Uenesasa ayauropua

[JaHHOe  pyKoBOACTBO  NO/Mb30BaTens  MNpefAHasHayeHO AAA  TEXHUMYECKOro  MepcoHana,
BbINO/IHAOLLErO YCTAaHOBKY, HAaCTPOMKY MU MOHUTOPUHT YCTPOWCTB NOCPeACcTBOM UHTepdelica KoMaHaHOM
ctpokn (CLI), a TakKe npoueaypbl MO OOCAYKMBaHUIO cucTembl M obHoBneHWto MO. Keanudukaumsa
TEeXHWMYECKOro nepcoHana npeanosiaraeT 3HaHWME OCHOB paboTbl CTeKoB NpoTokosnos TCP/IP, npuHuMnos
noctpoeHua Ethernet-ceten.
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1.3 YcnosHble 0603HauYeHuUsA

O603HaueHue OnucaHue

o Kypcusom Calibri yka3sbiBaloTcA nepemMeHHble WMAM NapaMeTpbl, KOTopble
Kypcue Calibri .
H606XOAMMO 3aMEHUTb COOTBETCTBYOWMM CNNOBOM NN CTPOKOMU.

MonyXupHbIi Kypcue MonyXMpHbIM WPUOTOM BblAENEHbI NPUMEYAHUA U NPesynpeXaAeHUs.

<MoNyKMpHbIA KypcuB> | B yrnoBbix CKOBKAX yKa3blBAlOTCA HAa3BaHMA KNaBULL Ha KnaBMaType.

Courier New MonyxupHbim Wpudptom Courier New 3anucaHbl npumepbl BBOAA KOMaHA,.

) WpndTtom Courier New B pamKe € TEHbIO yKasaHbl pe3yabTaTbl BbINOJAHEHUA
Courier New

KOMaHA,.

B KBagpaTHbIX cKobKax B KOMaHLI,HOIZ CTPOKe yKa3blBaloTCA Heobs3aTeNbHble

[ 1] napameTpbl, HO WX BBOJA NPeAOCTaBAAET OnpeaefieHHble A0NOJHUTENbHbIE
onuuu.

(1 B ¢urypHbix CcKobKax B KOMAHOHOM CTPOKE YKas3bliBAalOTCA BO3MOMHble
ob6s3aTtenbHble NapameTpbl. HeobxoamMmo BbIbGpaTb OAUH U3 NapamMeTpPOB.

«|» [aHHbIN 3HAK B ONUCAaHMM KOMaHAbl 0603HaYaeT «KUANY.

MpumeyaHua 1 npegynpexaeHus

; MpumeuaHna copgepkaT BaXKHYlO WHOPMaALMUIO, COBETbl WAM pPeKoOMeHgauuu no
MCMNO/Ib30BAHMUIO U HACTPOMKe yCTpoiicTBa.

) MpepynpexaeHna MHPOPMUPYIOT NONb30BATENA O CUTYaLUAX, KOTOpble MOryT HaHecTu

’ Bpep, YCTPOWUCTBY WMAM YeNOBEKY, NMPUBECTU K HEKOPPEeKTHoi paboTe ycTpoiictBa Mam

norepe AaHHbIX.
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2 ONUCAHUE U3QENUA

2.1 HasHaueHue

Yctpoiictea cepum ESR  ABnAOTCA  BbICOKONPOM3BOAMTE/IbHBIMM  MHOTOLE/IEBBIMU  CETEBLIMMU
MapLIpyTU3aTopamn. Yctpoicteo obbeamHseT B cebe TpaauUMoHHbIe ceTeBble GYHKUUM U KOMMAEKCHbIN
MHOTOYpPOBHEBbIN MoAaxod K 6e30MacHOCTM MaplpyTM3auMu, UYTO MO3BOASET 0OECMNeuYnTb HaALEMKHYIO
3alUUTY AN KOPNopaTUBHOM cpeabl.

yCTpOVICTBO noaaepXuMBaeT CI)YHKLI,MM MEXCETEBOIro 3KpaHa AnAa 3aWutbl CBOEN CceTeBOM

MHOPACTPYKTYpbI
WwndpoBaHUA, ayTEHTUPUKALMM U 3aLLUTbI OT BTOPKEHUN.

M coyeTaeT B cebe HoBenwmne cpeactBa obecrnedyeHua 6e30MaCHOCTM  AAHHbIX,

YCTPOMCTBO COAEPKUT B cebe cpeacTBa A/s NPOrpamMHON U annapaTHOM 06paboTKM AaHHbIX. 3a
CYET ONTUMANbHOrO pacnpeaeneHnsa ¢GyHKUMN 06paboTKM AaHHbIX MeXKAy 4YacTaAMWU OoCTUraeTtcs
MaKcMManbHas NPoOnU3BOAUTENbHOCTD.

2.2 OYyHKuuu

2.2.1 ®yHKyuu uHmepdgeliicos

B Tabanue 2.1 npuBeneH cnmucoK GyHKUMIA MHTepdecoB ycTpoiicTBa.

Tabnunua 2.1 — PyHKUMKN MHTepdEenCcoB yCTpoiicTBa

OnpedeneHue
noaapHocmu
nodKnwoYeHUA Kabens

ABTOMaTMYecKoe onpegeneHune Tuna Kabens - nepekpecTHblit Kabenb nam kabenb
NPAMOro NoAKAOYEHMUS.
MDI (Media-Dependent Interface — npamoit) — ctaHgapT kabeneit ana
NOAK/NOYEHUA OKOHEYHbIX YCTPOMCTB;

(Auto MDI/MDIX)
—  MDIX (Media-Dependent Interface with Crossover — nepeKkpecTHbli) -
CTaHZapT Kabenen ana NoAKAOYEHUA KOHLLEHTPATOPOB U KOMMYTaTOPOB.
Mododepika MeTog, 06paTHOro AaBAeHUA UCNOb3YETCA Ha MONYAYNNEKCHbIX COEANHEHMUAX ANA
06pamHo20 daseneHus peryiMpoBaHuA NOTOKa AaHHbIX OT BCTPEYHOrO YCTPOWCTBA NyTeM CO34aHUA
(Back pressure) Konnnsmin. Metog, nossonseTt nsberkatb nepenonHeHns bydepHon namatm

YCTPOWCTBA U NOTEPU AAHHbIX.

YnpaeneHue nomokom

YnpasaeHMe NOTOKOM NO3BONAET COeAUHATb HU3KOCKOPOCTHOEe yCTpOIzCTBO C

(IEEE 802.3X) BbICOKOCKOPOCTHbIM. 15 NpefoTBpalLeHMA nepenonHeHus bydepa
HU3KOCKOPOCTHOE YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATL nakeT PAUSE, Tem
cambiM MHGOPMUPYA BbICOKOCKOPOCTHOE YCTPOICTBO O HEOHXOAMMOCTU caenaThb
naysy npv nepeaaye nNakeTos.

AzpezupoeaHue ArperuposaHue (06begMHeHWE) KaHANO0B NO3BOIAET YBENAUYUTL MPONYCKHYIO

KaHasn08 CNoCcO6HOCTb KaHana CBA3W U NOBbLICUTb €ro HaAEXHOCTb.

(LAG, Link aggregation)

MapLwpyTnsaTop nogaepXuBaeT cTaTUYeCcKoe U AMHAMUYECKOE arpernpoBaHune
KaHanos. MNpn guHamnyeckom arpermpoBaHum ucnonbsyetca npotokon LACP ana
ynpaBaeHUA rpynnoi KaHanos.

Mapuwpymuzamopel cepuu ESR, Pykosodcmeo no sKcrnayamauyuu
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2.2.2 ®yHkyuu npu pabome c MAC—adpecamu
B Tabnnue 2.2 npuBegeHbl GyHKLMM yCTponcTBa Npu pabote c MAC—agpecamum.

Tabnnua 2.2 — dyHKUMK paboTbl c MAC-agpecamu

Tabnuya Tabnnua MAC-agpecoB ycTaHaB/IMBAET COOTBETCTBME mexay MAC-aapecamm un
MAC-adpecos MHTepdencamm ycTpomncTea U UCNONb3YETCA 418 MapLIPYTM3aLLMKN NaKeToB
AaHHbIX. MapuwpyTr3aTopbl MMetoT Tabamuy emrkocTbio Ao 16K MAC-agpecos m
pe3epsupytoT onpeaeneHHole MAC-agpeca 18 UCNOJ/Ib30BAHWUA CUCTEMOINA.

Pexcum obyyeHus MAC-Tabnunua moxeT cofeprkaTb MMbo cTaTnyeckune agpeca, 1Mbo agpeca,
M3yYeHHble NPU NPOXOXKAEHUM NAKETOB AaHHbIX Yepes3 yCTPOMNCTBO.

M3yyeHune nponcxoamT 3a cyeT pernctpaumn MAC-agpecos oTnpaBuTeNeit NakeTos
C NpuBA3KOM MX K nopTam u VLAN. Bnocneacrtenm sTu gaHHble MCNOb3YOTCA ANA
MapLLpYyTM3aLMM BCTPEYHbIX NaKeTOB. Bpema XxpaHeHUA 3aperncTpmpoBaHHbIX
MAC-agpecoB orpaHU4eHo, ero NPoAC/HKUTENIbHOCTb MOXKET HacTpanBaTbCA
aAMUHNCTPATOPOM.

Ecnm MAC-agpec nosnyyatens, yKasaHHbIN B NPUHATOM YCTPONCTBOM NaKeTe,
OTCyTCTBYET B TabsinLe, TO TaKOM NaKeT OTNPaBAAeTCA Aasee Kak
LUIMPOKOBeLLaTebHbIN B Npeaenax L2 cermeHTa cetn.

2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI
B Tabnnue 2.3 npuBeneHbl GyHKLUMU MU 0COBEHHOCTM 8MOpP0o20 yposHs (yposeHs 2 OSl)

Tabnunua 2.3 — OnucaHune GyHKLUMIA BTOpOro ypoBHA (yposeHb 2 OSl)

IModdeprcka VLAN VLAN (Virtual Local Area Network) — 3To cpeacTBo pasgeneHusa cetM Ha
M30/IMPOBaHHbIE CermeHTbl Ha ypoBHe L2. Ucnonb3osaHue VLAN nossonser
NOBbICUTb YCTOMYMBOCTb PaboTbl KPYMHbIX CETel 3a CYeT AeneHus ux Ha bonee
MesIKMe CeTu, WM30NMPOoBaTb PaA3HOPOAHLIM TPadUK AAHHLIX MeXAy cobon wm
pewunTb MHOMMe Apyrue 3a4aun.
MapLpyT13aTopbl NOALEPKUBAIOT Pa3nyHble cnocobbl opraHmnsaumm VLAN:

VLAN Ha 6a3e MeTOK NaKeToB AaHHbIX, B cooTBeTcTBUM ¢ IEEE802.1Q;

VLAN Ha 6a3se nopTos ycTpolicTea (port-based);

VLAN Ha 6a3e Ucno/ib3oBaHMA NpaBua KnaccuduKaumm gaHHbix (policy-

based).
Mpomokon 3apauein npoTokona Spanning Tree ABAAETCA UCK/OYEHME U3BbITOYHbIX CETeBbIX
ceAzyowez0 depesa coeIMHeHWIt N NpuBeaeHNe TOMNOOTMK CETU K APEBOBMAHON. OCHOBHble
(Spanning Tree NpYMeHeHNA NPOTOKO/1a CBA3aHbl C NPeAOTBPaLLEHNEM 3aLMKNNBAHNA CETEBOTO
Protocol) * TpaduKa 1 ¢ opraHnsaLmein pesepBHbIX KaHAN0B CBA3W.

B Tekyweit Bepcum MO aaHHbIN GYHKUMOHAN NogaepKUBAETCA TONIbKO Ha MapwpyTusatope ESR-1000

Mapuwpymuzamopsl cepuu ESR, Pyko8o0cmeo no sKcnayamayuu 9



HELTEX

2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeeoii modenu OSI

B Tabnnue 2.4 npmeeneHsbl GyHKUUM TPETbETO YPOBHSA (ypoBeHb 3 OSI)

Tabnunua 2.4 — OnucaHue GpyHKLUUN TpeTbero yposHsa (Layer 3)

Cmamuyeckue IP-

ALMUHUCTPATOP MapLupyTU3aTopa MMeeT BO3MOMKHOCTb LI,O6aB}'IHTb n yaanatb

mapuwpymol CTaTn4yecCKune 3anncu B Ta6m4u,y MapuwpyTmnsauunn.

AuHamuueckan MpoToKonbl  AMHAMWUYECKOM MapLIpyTM3aLuum NMoO3BOIAIOT  YCTPOWCTBY

mapwpymusayus 06MeHMBATLCA MapLUPYTHON MHbOPMALMEN C COCEAHUMMN MapLIPYyTU3aTOpPaMn U
ABTOMATMYECKM COCTaBAATb TabAnLy MapLUpyTOB.
MapwpyTtusatop nogaepxumsaeT cnegyrowme npotokonbl: RIP, OSPFv2, OSPFv3,
BGP.

Tabauya ARP ARP (Address Resolution Protocol) — npoTokon Ana BbIACHEHWSA COOTBETCTBUA
a4,pecoB CETEBOrO M KaHa/NbHOIo ypoBHel. Tabamua ARP coaepXuT nHoopmaumio
06 M3y4yeHHOM COOTBETCTBUM.
CooTBeTCTBME YCTaHaB/AMBAETCA Ha OCHOBE aHa/ivM3a OTBETOB OT CeTeBblX
YCTPOWCTB, agpeca YCTPOMCTB 3anpallnBalOTCA C MOMOLLbIO LIMPOKOBELLATE/bHbIX
MakeToB.

Kauesm DHCP Mpotokon DHCP (Dynamic Host Configuration Protocol) gaét so3amoxHocTb
aBTOMaTM3UPOBaTb YNpaBieHNe CeTeBbIMU YCTPOUCTBAMM.
Knuent DHCP no3sonser mapuwpyTusatopy nojy4aTb CeTeBOM agpec W
AononHuTenbHble napameTtpbl oT BHewHero DHCP-cepsepa. Kak npasunao, 3ToT
cnocob Mcnosib3yeTcs AN MOJyYeHUs CeTeBbIX HACTPOeK onepaTtopa nybAnyHOM
cetn (WAN).

Cepesep DHCP Cepsep DHCP npegHasHayeH Ana  aBToMatM3auuMM M LLEHTpanM3auum
KOHOUIypMpOBaHUA CETEBbIX YCTPOMCTB.
PasmeweHne DHCP-cepsepa Ha MapLlpyTu3aTope MO3BOAAET  MNOAY4YUTb

3aKOHYEHHOE peLleHne A1 NOAAEPHKKN SIOKaSbHOW CeTy.
DHCP-cepBep, BXOAAWMIA B COCTaB MapLipyTM3aTopa, MO3BOMAET HasHayaTb |P-
ajpeca ceTeBbiM YCTpOMCTBam W

nepeagasatb  OONOJ/IHUTENbHbIE CeTeBble

napameTpbl — agpeca cepsepos, agpeca WNAKO30B CeTn U apyrue HEO6XO,CI,MMbIe

Translation)

napameTpbl.
TpaHcaayua cemeebix TpaHcnAuWa ceTeBbIX afpecoB — 3TO MeXaHW3M, KOTOpblid no3sonser
adpecos npeo6pa3osbiBaTh IP-agpeca v HoMepa NOPTOB TPAH3UTHbBIX NAKETOB.

(NAT, Network Address | PyHkuma NAT nossonfer WCnonb3oBaTb MeHbluee KoaudecTso [P-agpecos,

TPaHCAMPYA HECKOBKO IP-aapecoB BHYTPEHHEN CeTU B OAWH BHELIHUIN NY6ANYHbIN
IP-agpec. UcnonbzoBaHne NAT no3BosAeT yBEANYUTL 3aLMLLEHHOCTb TOKANbHOM
CETW 3a CYET CKPbITUA €€ BHYTPEHHEN CTPYKTYpbI.

MapLwpyTtrusatopbl noggepKmeatoT cneayowme sapuaHtbl NAT:

Source NAT (SNAT) — BbINO/MIHAETCS 3aMeHa agpeca, a TakKe Homepa nopTa
WCTOYHMKA NPU NPOXOXKAEHMM NAKeTa B O4HY CTOPOHY M 06paTHOM
3aMeHe agpeca Ha3Ha4YeHUA B OTBETHOM MNaKeTe;

Destination NAT (DNAT) — koraa obpalleHns n3BHe TpaHCAMPYIOTCA
MeCeTeBbIM 3KPaHOM Ha KOMMbOTEP MO/Ib30BATENSA B IOKA/bHOM CETH,
MMEIOLLNIA BHYTPEHHWNI agpec U NOTOMY HeZOCTyNHbI U3BHE CeTH
HenocpeacTBeHHO (6e3 NAT).
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2.2.5 ®yHKyuu myHHenuposaHua mpaguKa

Tabnnua 2.5 — OYHKUMN TYHHENNPOBaHMA TpaduKa.

lTpomokKonel
MmyHHenupoeaHusa

TyHHenuposaHue — 3To cnocob npeobpasoBaHNA NAKETOB AaHHbIX NPU Nepesaye
MX MO CeTH, MPU KOTOPOM MPOUCXOAMUT 3ameHa, mogudukauma mnm gobasneHve
HOBOrO CETEBOro 3aro/0BKa NakeTta. Takoi cnocob MoKeT HbITb UCNONb30BaH ANA
COr1IacoBaHMA TPAHCNOPTHLIX MPOTOKO/I0B MNPU MNPOXOXKAEHUW AOaHHbIX 4Yepes
TPAH3UTHYIO CeTb, O1A CO34aHMA 3aLMLLEHHbIX COEAMHEHWM, MpPU  KOTOPbIX
TYHHE/IMPOBAHHbIE AaHHbIEe NOABEPratoTCcA WNPPOBAHMIO.
MapLpyT13aTopbl NOAAEPKMUBALOT CAeayoLLME BUAbI TYHHENeN:
GRE - nHkancynaums IP-naketa B gpyroi IP-naket ¢ gob6asneHnem GRE
(General Routing Encapsulation) 3aronoBka;
IPv4-IPv4 — TyHHE b, UCNOJIb3YHOLMIN MHKAMNCYALMIO UCXOAHbIX |IP-nakeTos B
IP-nakeTbl C ApyrMmu ceTeBbiMM NapameTpamu;
L2TPv3 — TyHHeNb ana nepegayn L2-tpadumka c nomoubto IP-nakeTos;
IPsec — TyHHenb ¢ WndpoBaHMeM nepesaBaembIX AaHHbIX;
L2TP, PPTP — TyHHenn, ncnonb3yowmeca Ana opraHn3aumm yaaaeHHoro
00CTyNa KNneHT-cepBep.

2.2.6 ®PyHKYUU ynpassaeHUa U KOHGU2ypuposaHus

Tabanua 2.6 — OCHOBHble PYHKLMK yNPaBAEHMA N KOHPUTYPUPOBAHMSA

3azpy3Ka u ebi2py3Ka
¢haiina Hacmpoliku

MapameTpbl yCTpOMCTBA COXpaHAOTCA B daitie HACTPOMKM, KOTOPbIN COLEPHKUT
AaHHble KOHUrypaummn Kak BCer CUCTEMBI B LLEJIOM, TaK U OnpeaeneHHoro nopra
ycTpoicTea. [na nepesaum $paiioB MoryT MCnosib3oBaTbCcs NpoTokonbl TFTP, FTP,
SCP.

Unmepdpeiic
KOMAHOHOU CMpoKu
(cLi)

YnpasneHnue nocpeacTsom CLI ocyuecTsnaerca NIOKaNbHO yepes

nocsegoBaTesnbHbIM NopT RS-232 nnbo yaaneHHo yepes Telnet, SSH. UHTepdeiic
KOMaHAHOW CTpoKM KoHconau (CLI) aBnsetcA MpPOMbIWAEHHbIM CTaHAAPTOM.
MuTepnpetatop CLI npegoctaBaseT CAMCOK KOMaHA, M KAOYEBbIX CAOB ANA

NMOMOLLM NO/1b30BATE/IIO U COKPALWEHUIO obbema BBOAMMbIX OAHHbIX.

Syslog

Mpotokon Syslog obecrneunsaer nepegadyy MHPOPMALMOHHBIX COOBLEHUI ©
NPOMUCXOZALLMX B CUCTEME COBLITUAX U BEAEHWNE XKypPHaNa cobbITHIA.

Cemeesble ymunumel

Ymuaumel ping u traceroute — npepHasHauyeHbl AR MPOBEPKU [OCTYNHOCTM

ping,traceroute ceTeBblX YCTPOWCTB U ANA ONpeaeneHns MmapLpyTos nepegadm gaHHbIx B IP-cetax.
YnpaeneHue MapLpyTr3aTopbl NOLALEPKUBAIOT YNPaB/ieHWe YPOBHEM AOCTyNa No/sb3oBaTenei
KOHMposaupyemoim K cucTeme. YpPOBHM AoCTyna MO3BOAAOT YNpasBaAAsTb 30HAMWM OTBETCTBEHHOCTU
docmynom — yposHu aflMMHMCTPATOPOB YCTPOMCTB. YPOBHM A0CTyna HymepytoTca oT 1 ao 15, ypoBeHb
npueuneauii 15 cooTBeTCTBYET NOAHOMY AOCTYNY K YNPaBJAEHWUIO YCTPONCTBOM.
Aymenmucukayus AyTeHTMdMKauma — 3TO Npoueaypa NPOBEPKN NOANMHHOCTU NO/b30oBaTeNs.
MapLpyTr3aTopbl NOAAEPKMUBAIOT CAeAyoWMne MeToabl ayTeHTUUKaLMK:
NoKanbHaa — Ana ayTeHTUGMKaLMM UCNOb3yeTCA IoKaAbHan 6a3a AaHHbIX
nonb3oBaTeNel, XPaHALLAACA Ha CAMOM YCTPOMCTBE;
rpynnosas — 6a3a AaHHbIX N0/1b30BaTe el XpPaHUTCA Ha cepBepe
ayTeHTUdMKaumm. [ins B3aumoaencTena ¢ cepeepom UCnosib3yroTca
npoTtokonbl RADIUS n TACACS.
Cepsep SSH dyHKuMM cepsepa SSH 1 Telnet nossonaoT ycTaHOBUTL COeAMHEHUE C
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Cepeep Telnet YCTPOMCTBOM 4151 yNPaBAEHUA UM.

AsmomamuuyecKoe YCTPOMCTBO NoAAepKMBaeT aBTOMaTUYECKYH CUCTEMY BOCCTaHOB/IEHMA
80ccmaHoesneHue KOH}Urypaumm, KoTopas NpeaoTBpaLLaeT CUTyaumm NoTepy yaaaeHHoro 4ocTyna K
KOHgpu2ypayuu YCTPOWCTBY MOC/Ie CMEHbI KOHUrypauun. Ecin B TedeHMe 3a4aHHOT0 BpeMEHM

noc/sie UsmeHeHUn KOHGUrypauumn He 66110 BBEAEHO NOATBEPHKAEHUE —
NPOU30NAET aBTOMATUUYECKUI OTKAT KOHOUTYpaLumM 40 NpeablayLlero
MCMO/Ib30BaBLLEr0CA COCTOAHMS.

2.2.7 ®yHKyuu cemesoli 3auyumsoi

B Tabnmue npuseseHbl GYyHKLMM CETEBOW 3aLLMTbI, BbIMOJHAEMbIE YCTPOWCTBOM.

Tabnuua 2.7 — PyHKUNKM CETEBON 3aLLMUTbI

3oHbI 6e3onacHocmu

Bce nHTepdericbl mapLupyTM3aTopa pacnpeaenaoTca no 3oHam 6esonacHoCTH.
[nAa KaXkaol napbl 30H HACTPaMBAOTCA MPaBMAa, ONpeaenatolie BO3MOXKHOCTb
WIN  HEBO3MOXKHOCTb MPOXOMAEHWUA  AAHHbIX MeXAy 30HamMu, npaBua
dunbTpaunmn TpadmKa AaHHbIX.

Dunompayua 0aHHbIX

[nAa Kaxpon napbl 30H 6e30nacHOCTM cocTaBaAeTcA Habop npasu, KoTopble
NO3BONAIOT  ynNpasaATb  GuAbTpauMen  [aHHbIX, NPoOXogsalmnx  4yepes
MapLupyTusaTop.

KomaHgHbIM MHTepdelic ycTpoicTBa npeaocTaBnAeT CpeacTBa ANla AeTasbHOM
HaCTPOMKM  npaBun  Kaaccupurauum  Tpaduka WM Aa  Ha3HAYeHus
pe3yNbTUPYIOLWLEro peLleHns o nponycke Tpaduka.

2.3 OCHOBHbIe TeXHUYECKUE XapaKTEePUCTUKHU

OCHOBHble TeXHWYEeCKMe NapaMeTpbl MapLIpyTM3aTopa npueeaeHbl B Tabavue 2.8.

Tabnuua 2.8 — OCHOBHbIE TEXHUYECKME XapPaKTEPUCTUKM

O6wue napameTpbl

MakeTHbIM Npoueccop

ESR-1200
ESR-1000

Broadcom XLP316L

ESR-200 Broadcom XLP204

ESR-100 Broadcom XLP104

NHTepdeinchbl

12 x Ethernet 10/100/1000 Base-T
ESR-1200 | 4 x Ethernet 10/100/1000 Base-T / 1000 Base-X Combo
8 x 10G Base Base-R/1000 Base-X (SFP+/SFP)

24 x Ethernet 10/100/1000 Base-T

ESR-1000
2 x 10G Base Base-R/1000 Base-X (SFP+/SFP)

4 x Ethernet 10/100/1000 Base-T / 1000 Base-X Combo

ESR-200
4 x Ethernet 10/100/1000 Base-T

ESR-100 4 x Ethernet 10/100/1000 Base-T / 1000 Base-X Combo

Tunbl ONTUYECKUX
TpaHcMBEPOB

ESR-1200
1000 BASE-X SFP, 10G BASE-R SFP+
ESR-1000
ESR-100
1000 BASE-X SFP
ESR-200
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- AYNNEKCHbIA U MONYAYNAEKCHbIA PEXUM 1A 3NEKTPUYECKUX NOPTOB
LOynnekcHbin M NOAYAYNAEKCHbIN

pexXnmbl MHTepdelicos - AYNNIEKCHbIN PEXMM O/1A ONTUYECKUX NOPTOB

MaKcmMmanbHas nponycKHas
cnocobHocTb  Mapuwpytusatopa ESR- | 88 I6ut/c
1000 (npu annapaTHOM KOMMYyTaLUK)

O6bem bydepHON namaTm
BCTPOEHHOro KOMMyTaTopa 12 Mb
(ans ESR-1000)

ESR-1200 | - anekTpuuyeckune uHtepdeicol 10/100/1000 Mbut/c
CKopocTb Nepeaaum ESR-1000 | - ontuyeckue nHtepdeiicbl 1/10 réut/c
AaHHBIX ESR-100 - aNeKTpuyeckme nHTepdelicol 10/100/1000 M6buT/c
ESR-200 - onTuyeckue uHtepdeiicol 1 réut/c

Tabnnua MAC-agpecos

16K 3anucen
(ans ESR-1000)

MNopnepxka VLAN 00 4K aktmsHbIx VLAN B cooTBeTcTBUM € 802.1Q
Konunyectso L3 nHtepdeiicos po 2K
ESR-1200
2,6M
Konnyectso mapupytos | ESR-1000
BGP ESR-100
1,2M
ESR-200
ESR-1200
500K
Konuyectso mapupytos | ESR-1000
OSPF ESR-100
300K
ESR-200
Konnuyectso mapwpyTtos RIP 10K
Konunyectso cTaTUHECKUX MapLUPYTOB 11K
ESR-1200
1,7M
ESR-1000
Pasmep FIB
ESR-100
550K
ESR-200

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet
IEEE 802.3z Fiber Gigabit Ethernet

ANSI/IEEE 802.3 aBTOOMNpEAeneHne CKopocTu
IEEE 802.3x KOHTPO/1Ib MOTOKOB AaHHbIX

IEEE 802.3ad o6beauHeHne KaHanos LACP
CooTBETCTBME CTAHAAPTaM
IEEE 802.1Q BupTyanbHble NOKanbHble ceTn VLAN
IEEE 802.1v

IEEE 802.3ac

IEEE 802.3ae

IEEE 802.1D

IEEE 802.1w

IEEE 802.1s

YnpasneHue

JlokanbHOe ynpasnieHue CLI

YpaneHHoe ynpasieHue TELNET, SSH

Mapuwpymuzamopsl cepuu ESR, Pyko8o0cmeo no sKcnayamayuu 13



HELTEX

du3nyecKkne XapaKTepPUCTUKM U YCI0BUA OKpY:KatoLlell cpeabl

ceTb NepemeHHOoro Toka: 220B+-20%, 50 Iy,

CeTb NOCTOSAHHOTO TOKa: -36 .. - 72B

ESR-1200 | BapwaHTbl NUTAHUA:

ESR-1000 | - 04MH UCTOYHUK NUTAHNA NOCTOAHHOIO UM NEePeMeHHOro TOKQ;
MCTOYHMKM NUTaAHUA
- ABa UCTOYHMKA NUTAaHUA NOCTOAHHOTO UM MEePEeMEHHOro TOKa, C

BO3MOXHOCTbIO ropay el 3ameHbl.

ESR-100
ceTb NnepemeHHOoro Toka: 220B+-20%, 50 Iy,
ESR-200
ESR-1200 | 85 BT
MakcuMmanbHo ESR-1000 | 75 Bt

notpebnseman mouwHocTb | ESR-100 20 BT

ESR-200 25 Bt

ESR-1200 | He 6onee 5,5 Kr

ESR-1000 | He 6onee 3,6 Kr

Macca
ESR-100
He 6onee 2,5 Kr
ESR-200
ESR-1200
430x352x44 mm
Fa6 ESR-1000
abapuTHble pasmepbl
P P P ESR-100
310x240x44 mm
ESR-200
NHTepBan paboumnx TemnepaTyp oT-10 no +45 °C
MHTepBan TemnepaTypbl XpaHEHUA oT-40 fo +70°C

OTHOCUTENbHAA  BAAXKHOCTb  MpU
aKcnnyataumm  (6e3  obpasoBaHuA | He bonee 80%
KOHZeHcaTa)

OTHOCKTeNbHaA BN1aXXHOCTb npu

XpaHeHun (6e3 obpasosaHua | ot 10% o 95%
KOHAeHcaTa)
CpenHuii CPOK CAyKObI 20 net
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2.4 KOHCTPYKTMBHOE UCMONHEHue

B [fOaHHOM pasgene ONWCaAHO KOHCTPYKTMBHOE WCMo/sHeHWe ycTpoiicTea. [lpeacTtaBaeHbl

n3obparkeHuns nepegHen, 3aaHen n 6OKOBbIX NaHenen yctponcTea. OnmncaHbl pasbembl, CBETOANOAHbIE

MHOWNKATOPbI U OpraHbl ynpaBaeHUA.

KOHCTPYKTUB, BbicOTa Kopnyca 1U.

2.4.1 KoHcmpyKmuegHoe ucnosHeHue ESR-1000,ESR-1200

2.4.1.1 [lepedHAs naHens ycmpoticmea ESR-1200

BHewWHMI BUA, nepegHeli NaHenn NokasaH Ha pucyHKe 2.2.

Qaaea.oaawa

YCTPOMCTBO BbIMNOJIHEHO B META//IMYECKOM KOpPMyce C BO3MOMHOCTbIO YycCTaHOBKM B 19”7

B Tabnvue 2.9 npuBeaeH nepeyeHb PA3bHEMOB,

PucyHok 2.1 — NepedHAs naHens ESR-1200

ynpaBneHuaA, pacnosIoKeHHbIX Ha NnepeaHei naHenn yctpoiictea ESR-1200.

Tabnnua 2.9 — OnMcaHne pasbemMoB, MHAWMKATOPOB M OPraHoOB ynpasaeHUsa nepeaHen naHean ESR-1200

8

cBeToAMOAHbIX WMHOWUKATOPOB U OpraHoOB

Ne dnemeHT NnaHe N nepegHei OnucaHue
1 SD Pasbem gna yctaHoBKM SD-KapT namaTu.
2 USB1 MopT ans nogknoyeHna USB-ycTponcTs.
3 USB2 MopT gns nogkntoueHma USB-ycTpoiicTs.
4 [1..12] 12 noptos Gigabit Ethernet 10/100/1000 Base-T (RJ-45).
5 Combo Ports 4 noprta Gigabit Ethernet 10/100/1000 Base-X (SFP).
6 XG1 - XG8 CnoTbl gNAa ycTaHOBKM TpaHcueepos 10G SFP+/ 1G SFP.
Status MNHAWKaTOp TEKYLLLEro COCTOAHNA YCTPOICTBA.
Alarm MHAWKaTOp HaNMuMA 1 YPOBHA aBapum yCTPONCTBa.
HA NHAMKaTOp pexxnma paboTbl B pexkume HA.
7 Flash NHAWKaTOp aKTUBHOCTM 0BMEHA C HaKonuTeNnem JaHHbIX - SD-KapToW
nnun USB Flash.
Power MHAMKaTOp NUTAHMA YCTPOMCTBA.
Master MHankaTop paboTbl ycTpoiictea B failover-pexkmmax.

Mapuwpymuzamopei cepuu ESR, Pykogodcmeo no skcriayamayuu
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Fan MHAMKaTOp aBapuun BEHTUNATOPOB.

RPS NHOMKaTOp pe3epBHOro NCTOYHUKA 3/IEKTPONUTAHMUA.

PyHKUMOHANbHAsA KHOMKa A1A nepesarpysku ycTpolicTea u cbpoca K
3aBOACKMM HACTPOMKam:
npu yaep>KaHun KHOMNKun meHee 10 cekyHa, npoucxoanT

8 F .
nepesarpysKka yCTPOWUCTBa;
npwv yaep*kaHum KHomnku 6onee 10 cekyHA NponcxoauT
nepesarpysKa ycTpomncTsa 1 cbpoc K 3aBOACKMM HaCTPOMKam.
9 Console KoHco/ibHbIM NopT RS-232 A5 1OKaNbHOrO ynpaBAeHMA YyCTPONCTBOM.

2.4.1.2 [lepedHAs naHenb ycmpolicmea ESR-1000

BHewHWI BUA nepeaHen naHe M NoKasaH Ha PUCYHKe 2.2.

] = e T e e e e e e e e T
«»ELTEX ESR-1000 L1
Mot -~

St ) (5 ower
Nam ©) (=) Master
WE E i
Fush & (518

Bl
_T_ ‘ —
3 6 7

PucyHok 2.2 — lNepedHAs naHenb ESR-1000

oo

B Tabauue 2.10 npuBedeH nepeyeHb pPasbEMOB, CBETOAMOAHbIX WMHAMKATOPOB W OpraHoB

ynpasaeHuA, pacnosIoXKeHHbIX Ha NnepeaHel naHenn yctpoiictea ESR-1000.

Tabaunuya 2.10 — OnmcaHne pa3beMOB, MHANMKATOPOB M OPraHOB ynpaBaeHus nepeaHen naHean ESR-1000

Ne dnemeHT naHenu nepeaHen OnucaHue
1 SD Paszbem gnAa yctaHoBKM SD-KapT namAaTu.
2 USB1 MopT gna nogxrnoveHma USB-ycTponcTs.
3 USB2 MopT gna nogxrnoveHma USB-ycTponcTs.
4 XG1, XG2 Cnotbl gna yctaHoBKM TpaHcueepos 10G SFP+/ 1G SFP.
5 [1..24] 24 nopra Gigabit Ethernet 10/100/1000 Base-T (RJ-45).
Status MHAMKATOpP TEKYLLLEero COCTOAHUA YCTPOMCTBa.
Alarm MHAMKATOP HaNMuMA 1 YPOBHA aBapuM YCTPOICTBA.
VPN NHAaMKaTop HannMumsa akTuBHbIX VPN-ceccuii.
Flash MHAMKaTOp aKTUBHOCTM OBMEHa ¢ HaKonuTenem AaHHbIX - SD-KapToi
6 mnun USB Flash.
Power NHAWKaTOp NUTAHMA YCTPOMCTBA.
Master MHankaTop paboTbl ycTpolicTea B failover-pexumax.
Fan MHaMKaTop aBapun BEHTUNATOPOB.
RPS MHAWKATOP pe3epBHOro MCTOYHUKA INEKTPONUTAHUA.
®yYHKLMOHaNbHAA KHOMKa ANA nepesarpysKku ycTponcTea u cbpoca K
; . 3aBOACKMM HaCTPOMKam:

npu yaepKaHun KHOMNKKM meHee 10 cekyHa, npoucxoanT
nepesarpyska yCTpoOWCTBa;
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npuv yaepKaHum KHonkun 6onee 10 cekyHZA npoucxoaut
nepesarpysKa yCTpPoMCcTBa 1 COPOC K 3aBOACKMM HACTPOMKaM.

8 Console KoHconbHbIM NopT RS-232 Ans NOKaNbHOTO ynpaBaeHUa YCTPONCTBOM.

2.4.1.3 3a0HsaAa naHenb ycmpolicme ESR-1000,ESR-1200

BHeLLHWIA BUZ, 3aaHel naHenu ycTpoiicts ESR-1000/ESR-1200 npuBeaeH Ha pucyHKe 2.3

]
0

©

-

oo ]

3

1 2 3

PucyHok 2.3 — 3a0Hsas naHenb ESR-1000,ESR-1200

B Tabsanue 2.11 npuBeaeH nepeyvyeHb Pa3bEMOB, PACMOJIONKEHHbIX Ha 3adHelr naHenu

MapLLpyTU3aTopa.

Tabnunuya 2.11 — OnncaHMe pa3beMoB 3aZHEN NaHeM MapLupyTM3aTopa

Ne OnucaHue

1 OCHOBHOM UCTOYHMK NUTAHUA.

2 MecTo anA YyCTaHOBKU pe3epBHOr0 UCTOYHUKA NUTAHUA.

3 CbeMHble BEHTUNALMOHHbBIE MOAY/N C BOSMOMKHOCTBIO ropsivyeit 3aMeHbl.
4 Knemma ansa 3asemieHus ycTpoicTBa.

2.4.1.4 bokossle naHenu ycmpolicmea

@ (] hidtd ®

PucyHok 2.4 — lpasas 6okoeas naHesab mapuipymuzamopos ESR-1000,ESR-1200

® ® ®

® ®

PucyHok 2.5— /lesas 6okoeas naHesnb mapuipymuzamopos ESR-1000,ESR-1200

Ha 60KoBbIX NnaHenax yCTpOﬁCTBa PacnonoXeHbl BEHTUNALMOHHbDbIE PELLETKN, KOTOPbIE CAyXKaT O1A
oTBoAa Tenna. He 3aKprBaﬁTe BEHTUNAUNOHHbIE OTBEPCTUA NMOCTOPOHHUMU NMpeagmMmeTamu. 3TO MoxKeT

Ha PUCYHKE NOKa3aHa KoMNaeKTauna Mmaplpytmsatopa ¢ O4HMM UCTOYHUKOM NUTaHUA NepemMeHHOro ToKa.
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NPUBECTMU K NeperpeBy KOMMOHEHTOB YCTPOMCTBA M BbI3BaTb HapyleHWs B ero pabote. PekomeHaauun no
YCTaHOBKE YCTPOICTBA Pacno/IoXKeHbl B pasgene «YCTaHOBKa U NOAK/OUEHNEY.

2.4.2 KoHcmpykmueHoe ucnonHeHue ESR-100, ESR-200

2.4.2.1 [lepedHas naHens ycmpolicme ESR-100, ESR-200

BHewHu Bua nepeaHen naHenn ESR-100 nokasaH Ha puUcyHKe 2.6.

LelTEX ESR-100 5
C0000000
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PucyHok 2.6 — lNepedHAas naHenwb ESR-100

BHewHuMin BuA nepeaHent naHenn ESR-200 nokasaH Ha pucyHKke 2.7.

Y

110250 VAC
8050 2
max 1A

O Status oy L( 0] . ]
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PucyHok 2.7 — lNepedHAs naHens ESR-200

B T1abavue 2.12 npuBedeH nepeyeHb pPa3beMOB, CBETOAMOAHbIX MHAWMKATOPOB W OpPraHoB
ynpasaeHuA, pacnosIoXKeHHbIX Ha nepeaHel naHenwn ycrpoicts ESR-100, ESR-200.

Tabanua 2.12 — OnucaHne pasbeMOB, MHAMKATOPOB W OPraHOB YNpaBAeHUA NepeaHeit naHenu

Ne dnemMeHT NaHenu nepeaHen OnucaHue
1 SD Paszbem gnAa yctaHoBku SD-KapT namAaTu.
2 USB1, USB2 2 nopTa gna noakntodeHna USB-ycTpoiicTs.
3 [1..4] 4 nopra Gigabit Ethernet 10/100/1000 Base-T (RJ-45).
4 Combo Ports 4 nopta Gigabit Ethernet 10/100/1000 Base-X (SFP).

Power MHAMKaTOp NUTaHMA YCTPOICTBA.

Status MHAMKATOp TEKYLLLEero COCTOAHUA YCTPOMCTBa.
> Alarm MHAMKATOP HaNMuMA U YPOBHA aBapumM yCTPOMCTBa.

Fan MHAMKaTop aBapun BEHTUNATOPOB.

®yHKLMOHaNbHAA KHOMKa ANA nepesarpysKku ycTpoicTea 1 cbpoca K
6 . 3aBOACKMM HACTPOWKam:
Nnpu yaepKaHUU KHOMKKM meHee 10 cekyHA, npoucxoanT
nepesarpyska yCTpOWCTBa;
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npuv yaepKaHum KHonkun 6onee 10 cekyHZA npoucxoaut
nepesarpysKa yCTpomncTea U cOpoc K 3aBOACKMM HACTPOMKaM.

7 Console KoHconbHbIM NopT RS-232 Ans NOKaNbHOTO ynpaBaeHUa YCTPONCTBOM.
110-250 VAC

8 60/50 Hz MCTOYHUK NUTaHMUA.
max 1A

2.4.2.2 3a0HsaAa naHenb ycmpolicme ESR-100, ESR-200

BHeLHWit BUZ, 3aaHel naHenu ycTpoiicts ESR-100, ESR-200 npuseseH Ha pucyHke 2.8

S VM

? ® N ol

| |
1 2

PucyHok 2.8 — ESR-100,ESR-200 3a0HAs naHens

B Tabsanue 2.13 npuBeaeH nepeyvyeHb Pa3beEMOB, PACMO/IONKEHHbIX Ha 3adHelr naHenu
MapLupyTM3aTopa.

Tabnuuya 2.13 — OnncaHMe pa3beMoB 3aZHElN NaHeM MapLupyTM3aTopa

Ne OnucaHue
1 Knemma pns 3a3emneHus ycTponcTea.
2 BEHTUNALMOHHBIA MOAYyb.

2.4.2.3 bokosble naHenu ycmpoticmea ESR-100, ESR-200

PucyHok 2.9 — lpasas 6okoeas naHens mapuwpymuzamopa ESR-100, ESR-200

PucyHok 2.10— /lesasa 6okosas naHesno mapuwipymusamopa ESR-100, ESR200

Ha PUCYHKE NOKa3aHa KoMNnekTauna MmapuwpyTtmsatopa ¢ O4HMM UCTOYHUKOM NUTAaHUA NepemMeHHOro ToKa.
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2.4.3 (Csemosasn uHOUKayusa

2.4.3.1

CoctoAaHMe megHbIx WHTepdercoB GigabitEthernet oTobparkaetca AByms cBeTOAMOAHBLIMU
uHanKkatopammn - LINK/ACT 3eneHoro useta v SPEED aHTapHOro ugerta. PacnosioxeHne WHAMKaTOPOB
MegHbIX HTepdencoB nokasaHo Ha pucyHKe 2.11. CoctosiHne SFP-uHTepdeiicoB oTobparkaetcs ABymMs
nHaukatopamm RX/ACT n TX/ACT 1 yKasaHO Ha pucyHKe 2.12. 3HayeHMA CBETOBOM MHAMKALMKN OMUCaHbI B

Tabnumuax 2.14 n 2.15.

Ceemoesas uHoukayus ESR-1000,ESR-1200

LINK/ACT SPEED

CA0000nG

0
|

™o ]

b MHHHHHHHHHL

I

|

1HL THHHE
UUuuuuy

PucyHok 2.11 — PacrionoxceHue uHOuUKamopos pasvema RJ-45

RX/ACT TX/ACT

PucyHok 2.12 — PacrionoxceHue UHOUKAGMOopo8 onmu4eckux uHmepgelicos

Tabnunuya 2.14 — CeeToBas UHAMKALMS COCTOSHUA MeAHbIX MHTepdelicoB

CBeueHune MHANKaTOpa

CBeueHue MHAMKaATOpPA

CoctosaHue nHtepdeica Ethernet

SPEED LINK/ACT
MopT BbIKNIOYEH AN cOeaNHEHME He
BbikntoyeH BbiKkntoYeH
YCTaHOBNIEHO
YcTaHOBEHO coeaMHeHWe Ha ckopocTm 10
BbikntoveH [opUT NOCTOAHHO

nnn 100 Méut/c

[opUT NOCTOAHHO

[opUT NOCTOAHHO

YCTaHOB/IEHO COeAMHEHME Ha CKOPOCTU
1000 M6uT/c

Mwuranune

NaeT nepeaaya AaHHbIX
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Tabnuua 2.15 — CeeToBasa MHAMKaUmMA coctoaHua SFP/SFP+ nHtepdeiicos

CseueHune nHauKaTopa
RX/ACT

CseyeHue nHgMKaTopa
TX/ACT

CocrosiHue uHTepgeiica Ethernet

BbikntoueH

BbikntoueH

MopT BbIKOYEH UM COEAUHEHUNE HE
YCTaHOB/IEHO

fopuT NOCTOAHHO

[opuT NnocToAHHO

CoeamHeHne ycTaHOBIEHO

Mwuranune

X

NaoeT npuem aaHHbIX

X

MwuraHune

MaoeT nepepaya faHHbIX

B CﬂEﬂ,yPOLLI,EVI Ta6m4u,e npmueeaeHoO onncaHune COCTOAHUI CUCTEMHbIX MHONKATOPOB YCTpOl\aCTBa n unx

3HaYEeHUMN.

Tabnunua 2.16 — COCTOAHUA CUCTEMHbIX MHANKATOPOB

HasBaHue CocrosiHue -
®DyYHKUMA UHAUKATOpA CocTosiHue ycTpoiicTBa
MHAMKaTopa MHAMKaTopa
3eneHbli YcTpoicTeo paboTaeT HopmanabHO
NHAMKaTOp TEKyLLEero cocToAHuA —
Status . . YCTPOMCTBO HaX0AUTCA B COCTOAHUMU
yCTPOUCTBaA. OpaHxKeBbln
3arpysku NO
NHAMKATOP HAaMuYUA M YPOBHA
Alarm . - -
aBapwuK yCTPOMCTBa.
MNHAMKATOP HaNMUYUA aKTUBHbIX
VPN N - -
VPN-ceccuit.
MNHAMKATOp aKTUBHOCTM 0H6MeHa ¢ .
. BbinosiHeHWe onepauumi
Flash HaKkonuTenem AaHHbIx: SD- OpaH:eBbli
. yTeHua/3anncn No KoMaHzae «Copy»
KapToli uam USB Flash.
MuTaHWe ycTponcTea B Hopme.
3eneHbii OCHOBHOW UCTOYHMK NUTAHUA, €C/IU OH
yCTaHOB/EeH, paboTaeT HOPMabHO
. HepaboTocnocobHOCTb OCHOBHOIO
Power NHAMKaTOp NMUTaHMA YCTPOMCTBA. .
OpaH:eBbli WCTOYHMKA NUTAHUA, aBapuma Uam
OTCYTCTBME NEPBUYHOM CETU
OTKa3 BHYTPEHHUX UCTOYHMKOB
BbikntoueH N
NMUTaAHUA YCTPOICTBA
MHauKaTop paboTbl ycTponcTBa B
Master . - -
failover-pexkumax.
BbikntoueH Bce BeHTMAATOPbLI UCMPaBHbI
OTKkas ogHoro unm 6onee
CocToAHue BeHTUAATOPA BEHTUNATOPOB. MpUYMHOM
Fan OXNaxKAeHuUA. . BO3HMKHOBEHWA aBapuUM MOKET ObITb
KpacHbin

HepaboTocnocobHOCTb XOTA 6bl 0OAHOTO
M3 BEHTUNIATOPOB — OCTaHOBKa MK
NOHMXeHHan YyacToTa 060poTOB.

Mapuwpymuzamopsl cepuu ESR, Pyko8o0cmeo no sKcnayamayuu
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RPS

Pexknm paboTbl pe3epBHOro
WCTOYHWUKA NUTaHUA.

. Pe3epBHbIN UCTOYHUK YCTAHOB/EH U
3eneHbin
ucnpaseH
BbikNtoyeH Pe3epBHbIN UCTOYHUK HE YCTAaHOB/IEH
OTcyTCTBME NEPBUYHOIO NUTAHUA
KpacHbliit pe3epBHOro UCTOYHUKA UK ero
HEeUCNpaBHOCTb

2.4.3.2 Csemosas uHoukayus ESR-100/ESR-200

CoctosHmMe megHbix uHTepdencos GigabitEthernet n SFP-uHTepdeinicoB oTobparkaetca asyms
CBETOAMOAHbIMU MHAMKaTopamu - LINK/ACT 3eneHoro ugeta n SPEED aHTapHOro ugeta. PacnosioxeHue
WHAMKATOPOB MeAHbIX MHTepdEeNCcoB NOKasaHo Ha pucyHke 2.11. CoctosiHne SFP-nHTepdeicoB yKasaHo

Ha pucyHKe 2.13. 3HayeHuMA CBETOBOM MHAMKALMM ONMCaHbl B Tabaunue 2.17.

h‘ u-a
» DY

THHAHAHEHHE
Latalaininininisly

. TR

LINK/ACT SPEED

PucyHok 2.13 — PacrionoxceHue UHOUKAGMOopPo8 onmu4eckux uHmepgelicos

Tabanua 2.17 — CBeToBasA MHAMKALMA COCTOAHUA MeaHbIX MHTepdeicos u SFP-uHTepdelicos

CBeyeHMe NHAMKaTopa

CBeuyeHue MHAMKaTOpaA

CocrosiHne untepdeiica Ethernet

SPEED LINK/ACT
MopT BbLIKAWOYEH WAM  COeAUHEHWE  He
BbiKkntoueH BbikntoueH
YyCTaHOB/IEHO
YCTaHOBNEHO coeguMHeHne Ha ckopoctn 10
BbikntoueH [opuT NOCTOAHHO

nnmn 100 Méut/c

[opuUT NOCTOAHHO

[opUT NOCTOAHHO

YcTtaHOBNEHO
1000 M6uTt/c

coeanHeHne Ha  CKOPOCTU

MwuraHue

MpeT nepeaaya AaHHbIX

B cnep,ylom,ei/'l Ta6m4u,e npueeaeHo onncaHue COCTOSIHWUIA CUCTEMHbIX MHOWKATOPOB yCTpOﬁCTBa n nx

3HaYeHUM.
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Tabnnua 2.18 — COCTOAHUA CUCTEMHbIX MHONMKATOPOB

HassaHue CocrosaHue .
dyHKUMA MHAMKATOPA CocTosHuMe yCTPOMUCTBA
MHAMKaTOpa MHAMKKaTOpa
3eneHbli YcTpoicTBo paboTaeT HOpManbHO.
NHAMKATOP TEKYLLEro COCTOAHUSA —
Status . . YCTPOMCTBO HAaXOAUTCA B COCTOAHUMN
ycTpolicTBa. OpaH»KeBbll
3arpy3ku N0.
MHAMKATOP HAaNNUYUA U YPOBHA
Alarm . 1 - -
aBapuu yCcTpoKCTBa.
MuTaHWe ycTpoicTea B HOpMeE.
3eneHbli OCHOBHOWM UCTOYHMK NUTAHUA, €C/IU OH
yCTaHOB/IeH, paboTaeT HOPMasbHO.
. HepaboTocnocobHOCTb OCHOBHOIO
Power NHAMKaTOp NUTaHMA YyCTPOMUCTBA. .
OpaH»KeBbll WCTOYHMKA NUTAHUSA, aBapua UK
OTCYTCTBME MEPBUYHOM CETHU.
OTKa3 BHYTPEHHMX UCTOUYHWUKOB
BbikntoueH .
NMUTAHWUA YCTPOMCTBA.
BbikntouveH Bce BEHTUAATOPbI UCNPaBHbI.
OTKas ogHoro unu 6onee
CocToAHWE BEHTUNATOPA BEHTUNATOPOB. MPUYMHOM
Fan OXNaXKAeHUA. K . BO3HMKHOBEHWS aBapuM MOKET ObITb
pacHbI
HepaboTocnocobHOCTb XOTA 6bl 0AHOTO
N3 BEHTUIATOPOB — OCTAHOBKA UK
NOHMXEHHan YacToTa 060pOTOB.

2.5 KomnneKTt noctaBKu

B 6a308Bbii KoMnAeKT noctaskn ESR-100 BxoaAT:

mapuwpyTtmsatop ESR-100;

— Kabenb nuUTaHus;

— Kabenb ana noaknoyeHua K nopty Console (RJ-45 — DBIF);
—  KOMMAEKT gNa KpenneHus ycTponcTea B CTOMKY 19”;

—  [OKYMeHTaumsA.

B 6a308BbIi KoMNAeKT noctaskn ESR-200 BxoaAT:

mapuwpyTtmsatop ESR-200;

— Kabenb NUTaHUA;

— Kabenb ana noaknoyeHus K nopty Console (RJ-45 — DBIF);
—  KOMMJIEKT A1A KpenieHMs yCTPOoICTBa B CTOMKY 19”;

—  [OKYMeHTaums.

B 6a308BbIi KoMmnaeKT noctaBkn ESR-1000 BxoanaT:

— mapuwpyTtmsatop ESR-1000;

— Kabenb NUTaHUA;

He nogaeprkmnBaetca B Tekywen sepcum MO.

Mapuwpymuzamopsl cepuu ESR, Pyko8o0cmeo no sKcnayamayuu 23



HELTEX

—  Kabenb gns nogkntoueHus K nopty Console (RJ-45 — DBIF);
—  KOMMNEKT ANA KpenieHusa yCTPOICTBA B CTOMKY 19”;
—  [OKYMeHTaums.

B 6a30BbI1 KoMmnaeKT noctaBkun ESR-1200 BxoaAT:

mapuwpytmnsatop ESR-1200;

— Kabenb NUTaHus;

— Kabenb ana nogknodeHus K nopty Console (RJ-45 — DBIF);
—  KOMMNEKT ANA KPenjeHusa yCTPoMCcTBa B CTOMKy 19”;

—  [JOKYMeHTaLums.

Mo 3akasy nokynatena ana ESR-1000/ESR-1200 B KOMNAEKT MOCTaBKU MoOKeT 6biTb
BKAIOUYEH moaynb nutanua (PM160-220/12 unn PM75-48/12).

Mo 3aka3sy noKynatenss B KOMMJIEKT MOCTaBKM MOryT ObiTb BKAOYeHbl SFP/SFP+-
TpaHcuBepbl.

24
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3 YCTAHOBKA U NOAKNIOYEHUE

B paHHOM pasgene onucaHbl Mpouesypbl YCTAHOBKWM YCTPOWMCTBA B CTOMKY M MNOAKNIOYEHUA K
nUTatoLWEeN CeTu.

3.1 KpenneHue KpOHLWITENHOB

B KOMMNAEKT MOCTaBKWU YCTPOMCTBA BXOAAT KPOHLWTEWHbI AA YCTAHOBKM B CTOMKY WM BMHTbI 4S5
KpenaeHun KPOHLUTEMHOB K KOpMycy yCTpoincTBa. [ yCTaHOBKM KPOHLITEMHOB:

PucyHok 3.1 — KpenneHue KpoHwmeliHos

1. CoBmecTuTe YeTblpe OTBEPCTUS A1 BUHTOB Ha KPOHLUTEMHE C TAKMMMU e OTBEPCTUAMM Ha
H60KOBOI NaHe M yCTpoCTBa.

2. C nomoLibto OTBEPTKM NPUKPENUTE KPOHLITEWH BUHTAMM K KOprycy.

3. ToBTopuTe AeicTBnAa 1,2 ANA BTOPOro KPOHLWITENHA.
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3.2 YCTaHOBKA YCTPOMUCTBA B CTOMKY

[nAa ycTaHOBKM YCTPOMCTBA B CTOMKY:

1. MMpunoxute ycTpoiiCcTBO K BEPTMUKAIbHbIM HanpPaBAAIOLWMM CTOMKMN.

2. CoBmecTUTe OTBEPCTUA KPOHLWTEMHOB C OTBEPCTUSMW Ha HAMNPaBAAOLWMX CTOMKM.
Ncnonb3yiiTe OTBEPCTUSA B HAMNPaBAAKOLWMX HA OAHOM YypoBHE C 06enx CTOPOH CTOMKM AN
TOro, YTobbl YCTPOMCTBO PAcnoaranocb ropU3oHTabHO.

3. Cnomouybto OTBEPTKU NPUKPENUTE MapLLPYTM3aTOP K CTOMKE BUHTAMM.

\aaaaooouoaaaaaaaaaaa
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PucyHok 3.2 — YcmaHoeka ycmpolicmea 8 cmoliKy

BeHTMNALUA YCTPOICTBA OpraHM3oBaHa no cxeme ¢GpPoHT-TbiN. Ha nepegHeit 1 60KOBbIX

-

naHeNaX YCTPOWCTBA PACMONONKEHbl BEHTUAALMOHHbIE OTBEPCTUA, C 3afHel CTOPOHbI
YCTPOMCTBA PaCNoONIOXKEHbl BEHTUNALMOHHbIE MOAYAU. He 3aKkpbiBaiTe BXOAHble U
BbIXOAHbIE BEHTUNALMOHHbIE OTBEPCTUA NOCTOPOHHUMM NpeameTamu BO M3berkaHue
neperpeBa KOMNOHEHTOB YCTPOMCTBA U HapyLLeHUA ero paboTbl.
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3.3 YcraHoBKa moaynein nutaHma ESR-1000,ESR-1200

Mapuwpytmsatop ESR-1000 moxeT pabotaTb C OAHMM WKW ABYMA MOAYIAMMU NMUTaHMA. YCTaHOBKa
BTOPOro mMoAy/a NUTaHuA Heobxoauma B C/lydae MCMOJIb30BaHWUS YCTPOMCTBA B YC/0BUAX, TPeOYOLMX
NOBbILIEHHOWN HaAEeKHOCTW.

MecTa ana ycTaHOBKM MOAyNeN NMUTaHUA C /IEKTPUYECKOM TOUYKM 3pEeHUA paBHOLEHHbI. C TOYKM
3pEHUA MCMOJIb30BaHUA YCTPOMCTBA, MOAY/b MNUTaHMA, HaxoaAwwminca 6amKe K Kpato, cyuTaerca
OCHOBHbIM, 6MXKeE K LEeHTPY — pe3epBHbIM. Moaynu nuTaHUs MOryT YCTaHaBAMBATLCA U M3B/eKaTbca 6e3
BbIK/IIOYEHUST yCTpoMcTBa. [lpM YCTAHOBKE WAM W3BJEYEHUW AOMOJHUTENbHOIO MOAYAA MUTAHUSA
MapLipyTU3aTop NpoaosKaeT paboTy 6e3 nepesanycka.

PucyHok 3.4 — YecmaHosKka 3a2nywKu

' | MHauKaumua aBapuu moayna NUTaHUA MOXKeT 6bITb BbI3BaHa He TO/IbKO OTKa3oMm moayna,
CadRCE) HO U OTCYTCTBUEM NEPBUYHOIO NUTAHUA.

CocToAHMe MoAy/iel NUTAHUA MOXKET 6biTb MPOBEPEHO MO MHAMKAUMW Ha nepegHei naHenu
MapuwpyTtusatopa (cm. pasgen 2.4.3) MAM NO AMArHOCTUKe, AOCTYNHOW u4epes WHTepdeinchbl
ynpaBAeHNa MapLIpPyTU3aTOPOM.

3.4 MoaKnioueHue nUTaloLein cetTn

1. Mpexae, 4em K yCTPOWCTBY OyZeT NoAkaloYeHa NUTAtOLLAn CeTb, HEOBXOAMMO 3a3eM/IUTb
Kopnyc  ycTpoicTBa. 3asem/eHMe  HeobxogMMO  BbIMOAHATb  M30/JMPOBAHHbLIM
MHOTOXW/IbHbIM MPOBOAOM. YCTPOMCTBO 3a3eMIEHMA U CeYEHMEe 3a3eMASAIOLLErO NPoBOAa
[AONXKHbI COOTBETCTBOBAThL TpeboBaHUAMM [1paBMA YCTPOMCTBA 31€KTPOYCTaHOBOK (MY3).

2. Ecam  npeanonaraetcA  MOAKNOYEHME KOMMbIOTEPAa WAM  MHOro obopyaoBaHuA K
KOHCOMIbHOMY MOPTY MapLipyTM3aTopa, 3TO 060pyAoBaHNE TaKKe AO0NKHO ObiTb HAAEKHO

3a3emM/ieHo.
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3. ToaKnounTe K yCTpoicTBy Kabenb nUTaHUA. B 3aBUCMMOCTM OT KOMN/IEKTaUMM YCTPOMCTBA,
NUTaHWE MOXKET OCYLLECTBAATLCA OT CeTM NepeMeHHOro ToKa Mbo OT CeTM MOCTOSHHOIO
ToKa. [pu NOAKNIOYEHUM CETU NEPEMEHHOro TOKa C/ledyeT WCMNo/b30BaTb Kabesnb,
BXOAALMIA B KOMMAEKT YCTPOWCTBA. [AA MOAKAIOYEHUA K CEeTU MNOCTOAHHOro TOKa
UCNONb3YiiTe NPOBOZ CeueHnem He meHee 1 mm>.

4. BKAouMTe nNWUTaHMe ycTpoictBa M ybeautecb B OTCYTCTBMM aBapui MO COCTOSHUIO
WHOMKATOPOB Ha NepeaHelt naHenu.

3.5 YcraHoBKa u yaaneHue SFP-tpaHcusepoB

/",{‘ YcTaHOBKa ONTUYECKMX MOAYEN MOXKeT NPOU3BOAUTLCA KaK NPU BbIKAIOYEHHOM, TaK U
v Npw BKIIOYEHHOM YCTPOMCTBE.

YcTaHOBKa TpaHcuBepa

1. BcTaBbTe BepXxHMit SFP-Mmoay b B CNOT OTKPLITOM YacTblo pa3bema BHU3, @ HUXHMN SFP-moaynb -
OTKPbITOM YacTbio pa3bema BBEPX.

PucyHok 3.5 — YcmaHoska SFP-mpaHcusepos

2. HapasuTe Ha moAy/b NO HaMNPaB/EHMWIO BHYTPb KOPMYyCa YCTPOMCTBA A0 MOAB/EHUA XapaKTepHOro
wenyka GuKcaumm mogynsa.

PucyHok 3.6 — YcmaHosneHHble SFP-mpaHcusepebl
YpaneHue TpaHcuBepa

1. OTKMHbTE PYKOATKY MOAYSA, 3TO NPUBEAET K Pa3b/0KMPOBAHMIO YAEPKNBALIOLLEN 3aLLENKN.
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PucyHokK 3.7 — Omkpbeimue 3awenku SFP-mpaHcusepos

2. W3Bnekute moaynb U3 CNoTa.

PucyHok 3.8 — NzeneyeHue SFP-mpaHcusepos
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4 WHTEP®EMCHI YNPABNIEHUA

HacTpolika M MOHWUTOPUHT YCTPOMCTBA MOMKET OCYLLECTBAATLCA Yepe3 pas/iMyHble UHTepdenchbl
ynpaBneHus.

Ons goctyna K yCcTpoMCTBY MOXKET UCNONb30BaTbCA CeTEBOE NOAK/OYEHNE Mo NpoToKonam Telnet u
SSH nnun npamoe nogx/o4eHMe Yepes KOHCONbHbIN NOPT, COOTBETCTBYIOWMM cneundumkaumm RS-232. Mpwu
poctyne no npotokonam Telnet, SSH n npn nogKntoueHUU vyepes KOHCObHbIM NOPT ANA ynpaBieHUA
YCTPOMCTBOM UCMO/Ib3YeTCA MHTEPdENC KOMaHAHOMN CTPOKM.

V 3aBoAcKaA KOHPUrypauua coaepXuUT onucaHue AoBepeHHoI 30Hbl trusted u IP-agpec gaa
[0CTyNa K ynpas/ieHuIo ycTpoicTeom - 192.168.1.1/24.

B noBepeHHYI0 30HY BXOAAT UHTepdeichbl:

ana ESR-100: GigabitEthernet 1/0/2-4;

ana ESR-200: GigabitEthernet 1/0/2-8;

ana ESR-1000: GigabitEthernet 1/0/2-24;

ana ESR-1200: GigabitEthernet 1/0/2-16, TengigabitEthernet 1/0/3-8.

B 3aBoACKOW KOHGUrypauuMuM no ymMoOJYaHUIO CO3AaH Nosb3oBaTtesb «admin» ¢ maponem
«password».

Mpn ncnonb3oBaHMK NOBOrO M3 NEPEYUCNEHHbIX MHTepPdENCcoB ynpaBieHMA OEeUCTBYIOT eauHble
npuvHUMNbl paboTbl € KoHourypauuei. [onKHa cobnogatbca onpeaeneHHas, ONUcaHHas 34ech,
nocaef0BaTeNbHOCTb USMEHEHNA U MPUMEHEHMA KOHOUIYPaLMK, NO3BOAAIOLLAA 3aLLMUTUTb YCTPOMCTBO OT
HEKOPPEKTHOIo KOHGUTYPUPOBAHMUS.

4.1 WHtepdeiic KomaHaHOM cTpoku (CLI)

NHTepdeiic komaHgHoi ctpokn (Command Line Interface, CLI) — nHTepdeiic, npegHasHayueHHbIV
ONA ynpas/ieHua, NPoCMOTPa COCTOAHUA U MOHWUTOPUHrA ycTpoicTea. Ana paboTbl noTpebyetca nobas
ycTaHoBneHHasa Ha MK nporpamma, nogaepkmeatowan paboTy no npotokony Telnet, SSH nan npamoe
NOAK/OYEeHWe Yepes KOHCO/bHbIN NopT (Hanpumep, HyperTerminal).

MHTepd)EI‘/JIC KOMBH,CI,HOI?I CTPOKU obecneuunBaet aBTOpM3aLmnio nosibzoBatenen u OrpaHnU4YMBaEeT mnx
AO0CTyNn K KOMaHA4aM Ha OCHOBaHWUK YPOBHA A0CTyNna, 3a4aHHONo aAMUHNCTPATOPOM.

B cucteme moKeT 6biTb Co34aHOo HEO6XO/.'J,MMOE KOAIMYeCTBO MOJib30BaTesen, npasa A0CTyna
3a4a0TCA UHONBUAYA/IbHO ONA KaXX40ro U3 HUX.

Ana obecneuyeHus 6e3onacHocTH KOMaHAHOTO MHTepd)eﬁca, BCeé KOMaHAbl pa3geneHbl Ha ABe
Kateropun — npusuaernpoBaHHble U HenpuBunernpoBaHHbIE. K npueunernpoBaHHbIM B OCHOBHOM
OTHOCATCA KOMaHAbl KOHd)MI'prpOBaHMFI. K HenpueuaernposaHHbIM — KOMaHAbl MOHUTOPUHTA.

Cuctema no3BoasAET HECKONbKMM N0Nb30BaTeNAM OAHOBPEMEHHO NOAKNAKYATbCA K yCTpOD’ICTBy.
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5 HAYA/NIbHAA HACTPOMKA MAPLLPYTU3ATOPA

5.1 3aBoackaa KoHpuUrypauuma mapwpyrtusatopa ESR

Mpwn oTrpyske ycTpoicTBa MOTPeOUTENO Ha YCTPOMCTBO 3arpyrkeHa 3aBoACKana KoHobuUrypauwms,
KOTOpasA BK/OYAET MUHMMANBbHO Heobxogumble 6a30Bble HACTPOMKWU. 3aBOACKAA KOHUrypauus
No3BO/ISIET MCMOJIb30BaTb MapLUPYyTM3aTOpP B KadvecTse wito3a ¢ PpyHKumenr SNAT 6e3 HeobxoammocTm
NPUMEHATb AOMNOSIHUTENbHbIE HACTPOMKN. Kpome TOro, 3aBOACKas KOHOUIypaunua coaepKMT HacTPOMKM,
Nno3BoNAOWME MNONYYNTb CETEBOM AOCTYN K  YCTPOWCTBY AR  BbIMNOJSIHEHMA  PACLUMPEHHOrO
KOHPUIypupoBaHuA.

OnuncaHue 3aBOACKOI KOHOUrypauum

Ons noAKNo4YeHMA K ceTam B KOHOUrypaumm onmncaHbl 2 30Hbl 6@30MacHOCTM C HAMMEHOBAHUAMM
«Trusted» gnsa nokanbHom cetn u «Untrusted» gna ny6amyHoi cetn. Bce nHTepdelickl pa3aeneHbl mexxay
[ABYX 30H 6e30nacHoCTu:

1. 3oHa «Untrusted» npegHa3sHauyeHa Ans noAakaoveHua K nybamuHoin cetn (WAN). B aToli 30He
OTKpbITbl NopTbl DHCP-npoToKkona Ans nonydeHus auHamuydeckoro |IP-agpeca ot npoBsaigepa. Bce
BXOAALLME COEANHEHNA U3 aHHOW 30Hbl HA MapLUPYTM3aToOpP 3anpeLLeHbl.

B faHHYO 30HY 6€30MacHOCTM BXOAAT MHTEPdeNnChbI:

ana ESR-100, ESR-200: GigabitEthernet 1/0/1;

ana ESR-1000/ESR-1200: GigabitEthernet1/0/1, TengigabitEthernet1/0/1,
TengigabitEthernet1/0/2.

MHTepdeiicbl 30Hbl 06beanHEHbI B 0AMH L2-cermeHT Yepes ceTeBoi MocT Bridge 2.

2. 30Ha «Trusted» npegHasHayeHa ANA MOAKNOYEHWUS K IoKanbHoOM ceTn (LAN). B 3Toi 30He
OTKPbITbI MOpPTbl NpoTokonos Telnet u SSH ana ypaneHHoro goctyna, ICMP-npoToKona gns NpoBepKu
AOCTYNHOCTM  mapuwpytmnsatopa, DHCP-npoTokona pgnAa nonyyeHma KaveHtamu IP-agpecos  oOT
MmapLpyTmsatopa. Mcxopawme coegnMHeEHNA U3 AaHHOM 30HbI B 30HY «Untrusted» paspelueHsi.

B AaHHYy0 30HY 6e30MacHOCTV BXOAAT MHTepdENChI:
ana ESR-100: GigabitEthernet 1/0/2-4;
ana ESR-200: GigabitEthernet1/0/2-8;
ana ESR-1000: GigabitEthernet1/0/2-24;

ana ESR-1200: GigabitEthernet1/0/2-16, TengigabitEthernet1/0/3-8
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NHTepdelicbl 30HbI 06beANHEHbI B 0AUH L2-cermeHT Yepes ceTeBo MOCT Bridge 1.

Ha wuHtepdeiice Bridge 2 BkntoyeH DHCP-KAMeHT gns nonyyeHus auHamudeckoro IP-agpeca ot
nposaigepa. Ha wHTepdeiice Bridge 1 croHduUrypuposaH craTudecknin IP-agpec 192.168.1.1/24.
Co3paHHbli IP-uHTepdelic BbICTYNaeT B KayecTBe LWJt03a A5 KAMEHTOB JIOKaNbHOM ceTu. Ona KAMEHTOB
NIoKanbHOM ceTn HactpoeH DHCP nyn agpecos 192.168.1.2-192.168.1.254 ¢ mackoi 255.255.255.0. Ana
NoNy4YeHMA KNMEHTaMM IOKAZIbHOW CeTU A0CTyna K Internet Ha mapwpyTnsaTope BKAOYEH cepBUC Source
NAT.

MoAUTUKM 30H 6E30MaCHOCTU HACTPOEHbI cnesyowmm obpasom:

Tabnuua 5.1 — OnucaHmMe NOAUTUK 30H BesonacHoCTH

30Ha, U3 KoTopoii 30Ha, B KOTOPYIO .
Tun TpadumKa Hdencreue
npet Tpadpuk npet Tpadpuk
Trusted Untrusted TCP, UDP, ICMP pa3speleH
Trusted Trusted TCP, UDP, ICMP pa3speleH
Trusted self TCP/23(Telnet), TCP/22(SSH), ICMP, paspelueH
UDP/67(DHCP Server), UDP/123(NTP)
Untrusted self UDP/68(DHCP Client), paspelueH

DOna obecneyeHna BO3MOXKHOCTU KOHGUIYPUPOBaHUA YCTPOMCTBA NPU NEPBOM BKIOUYEHUU B

! KoHUrypaumm mapipytMsatopa co3gaHa YYE€THaA 3anucb agMuHUcCTpaTtopa ‘admin’.
HactoATenbHO peKomeHAyeTcA W3MEeHUTb Napo/sb aAMMHUCTPATOpa NpPU  Havya/bHOM
KOH$UrypmpoBaHUn mapLupyTmnsartopa.

[Ona ceteBoro AocTyna K ynpaB/eHUI0 MapLUIPyTM3aTOPOM MNpPU MEepBOM BKAKOYEHUU B

.‘

KoHdurypaumm 3agaH cratuueckui IP-agpec Ha nHrepdelice Bridge 1 - 192.168.1.1/24.

5.2 MoaknouyeHue n KOHGUrypMpoBaHue mapLupyTusaTopa

MapLpyTtursatopbl cepmmn ESR npegHasHayeHbl 410 BbINOAHEHUA GYHKLMA NOrPAHNUYHOrO LWO3a U
obecneyeHns 6e30MacHOCTU CETU NOJIb30BATENA MPWU NOAKNIOYEHUM ee K NyBAMYHBIM CeTAM nepegayn
DAHHbIX.

BasoBas HacTpoliKa MapLwpyT13aTopa AO/IPKHA BKOYATb:

HasHauyeHue |IP-aapecos (CTaTUYECKMX AN AMHAMUYECKMX) MHTEpdEecam, y4acTBYIOWNM B
MapLpyTU3aLunMm AaHHbIX;

Co34aHune 30H 6e3onacHOCTU U pacnpeaeneHune MHTep¢EﬁCOB NoO 30HaM,;
CO34aHne NOJIUTUK, PETYINPYHOLWNUX NPOXOXKAEHNE OAHHbIX MeXA4Yy 30HaMU;

HaCTpoWKa CepBMCOB, COMYTCTBYHOLMX MapLIpyTU3aumm gaHHblx (NAT, Firewall n npoune).

PaclwmpeHHble HaCTPOWKM 3aBUCAT OT TPeOOBAHMI KOHKPETHOM CXeMbl MPUMEHEHMUS YCTPOWCTBA U
Nerko moryT 6bITb fo6aBAEHbI UM U3MEHEHbI C MOMOLLLbIO MMELLMXCA MHTepdencoB ynpaBaeHus.
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5.2.1 [lodknrouyeHue K mapwpymusamopy

MpeaycmoTpeHbl cieaytowme cnocobbl NOAKNOYEHUSA K YCTPOMCTBY:

5.2.1.1 [oOKnwoueHue rno nokansvHol cemu Ethernet

Mpu nepBoHavYasibHOM CTapTe MapLUPYTU3ATOpP 3arpy}Kaerca ¢ 3aBOACKOI KoHdurypauuei.
OnucaHue 3aBoACKO KOHOUrypauum npuseaeHo B pasgene 5.1 3ae00cKaa KoHgpu2ypayus
Mapwpymu3amopa faHHOTO PYKOBOACTBA.

MogKntoumTe ceTeBol Kabenb nepedaun gaHHbIX (NaTy-Kopa) K Atobomy NopTy, BXOAALLEMY B 30HY
«Trusted», 1 K KOMNbIOTEPY, NPeAHa3HaYeHHOMY A8 YPaBJAeHuUA.

B 3aBoACKOM KOHOUIYpauun mapLupyTnsatopa aktmsmposaH DHCP-cepsep c nysom IP-agpecos B
noacetv 192.168.1.0/24.

MpK1 NOAKAIOYEHMM CETEBOro MHTepdelica YyNpasaaoLLero KOMMboTepa oH AOIKEH NOAYYUTb
ceTeBOM agpec OT cepsepa.

Ecnu IP-agpec He nonyyeH No Kakoi-nMbo npuynHe, To cneayeT HasHauMTb agpec HTepdelica
BPYYHYIO, UCMOJIb3yA Ntoboi agpec, kpome 192.168.1.1, B noacetn 192.168.1.0/24.

5.2.1.2 [lodkntoueHue yepe3 KOHCOMbHbIU nopm RS-232

Mpu nomoun Kabens RJ-45/DBF9, KOTOPLIN BXOAUT B KOMMIEKT NOCTaBKM YCTPOWCTBA, COeAMHUTE
nopt «Console» mapLpyTtnsatopa c noptom RS-232 KomnbtoTepa.

3anyctuTe TepMUHaNbHYIO Nporpammy (Hanpumep, HyperTerminal uan Minicom) u cosaaliTe HoBoe
nogxntoveHune. JoaKeH 6bITb UCMNOAb30BaH PEXUM IMYAALUMK TepmmuHana VT100.

BbInosHUTE creaytolme HacTPOMKM nHTepdeiica RS-232:

CkopocTtb: 115200 6ut/c;
BuTbl AaHHbIX: 8 6UT;
YeTHOCTb: HET;

Ctonosble 6uThbl: 1;
YnpaB/iieHe NOTOKOM: HeT.

5.2.2 baszoeas Hacmpolika mapwpymuzamopa
Mpoueaypa HAaCTPOMKM MapLLPYTU3aTOpa NP NEPBOM BKAOYEHUM COCTOUT U3 C/leAYHOLWMX 3TAMNOB:

M3meHeHWe napons nonb3osatens «adminy.
CosaaHue HOBbIX NoJib3oBaTeNEN.

HasHauyeHue nmeHu yctpoictea (Hostname).
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YcTaHOBKa napameTpoB NOAKAKOUYEHUA K I'Iy6}1VILIHOl71 CeTun B COOTBETCTBUU C Tpe6OBaHVIFIMVI

nposanaepa.
HacTpoiKka yaaneHHOro octyna K MapLupytm3aTtopy.

MprmeHeHMe 6a30BbIX HACTPOEK.

5.2.2.1 W3smeHeHue napons nonvzosamesns «adminy»

Ona 3aWwmlieHHOro BXxoga B cUCTeMy HeobxoAMMO CMEHWUTb NapoJib MPUBUAErMPOBAHHOTIO
nonb3osatens «admin».

V e YyemHas 3anucb techsupport (0o eepcuu 1.0.7 - eltex) Heobxoduma 0na ydaneHHo20
06CYHUBAHUSA CEPBUCHBIM UEHMPOM;

e YuemHas 3anuce remote - aymeHmughuxkayusa RADIUS, TACACS+, LDAP;
e Ydanumes none3osameneli admin, techsupport, remote Henb3sa. MOXHO MOAbLKO CMeHUMb

naposb u yposeHs npususezud.

Mmsa nonb3oBatens W Naposib BBOAUTCA MpU  BXOAE B CUCTEMY BO BpemMs CEaHCOB
ALMUHUCTPUPOBAHUA YCTPOMNCTBA.

[0nAa nameHeHua napona nonb3osatens «admin» MCNONb3YyHOTCA cheayolwme KOmaHabl:

esr# configure

esr (config) # username admin

esr (config-user) # password <new-password>
esr (config-user) # exit

5.2.2.2 Co3daHue Hosbix nosnv3osamernel

[na co3gaHMsa HOBOro NoJb30BaTeNA CUCTEMbI MW HACTPOWKK 06Oro M3 napameTpoB — UMEHMU
Nonb30BaTeNs, Napois, YPOBHA NPUBUAETUIA, — UCNOb3YIOTCA KOMaHAbI:

esr (config)# username <name>
config-user)# password <password>
config-user) # privilege <privilege>

esr
esr

(
(
(
esr (config-user) # exit
/ YposHu npusunezuli 1-9 paspewarom Jdocmyn K ycmpolicmgy u npocmomp e20
onepamusHO20 COCMOSAHUSA, HO 3anpeuwjalom Hacmpoliky. YposHu npusuneauli 10-14
paspewarom Kak oocmyrn, mak u Hacmpoliky 6oabweli yacmu ¢yHKyuli ycmpolicmea.
YposeHb nipusunezuli 15 paspewaem Kak 0ocmyr, mak u HAcmpoliky ecex yHKyul
ycmpoticmea.

Mpumep KomaHg gnsa cosgaHusa nonb3osatens «fedor» ¢ naponem «12345678» u ypoBHem
npusuaernin 15 n cozgaHuns nonb3osBaTena «ivan» ¢ naponem «password» u yposHem npusmunernii 1:
esr# configure

esr (config) # username fedor
esr (config-user) # password 12345678
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esr (config-user)# privilege 15
esr (config-user) # exit
esr (config)# username ivan

(
(
(
esr (config-user) # password password
esr (config-user)# privilege 1

(

esr (config-user) # exit

5.2.2.3 HaszHaueHue umeHu ycmpolicmea

[ns HazHa4YeHMA MMEHM YCTPOMCTBA MCMOb3YIOTCA CAeaytowmMe KoMaHabl:
esr# configure
esr (config) # hostname <new-name>

MNocne npuMeHeHUs KOHGUrypauuu npurialieHne KOMaHAHOM CTPOKM M3MEHUTCA Ha 3HA4YeHue,
33[aHHOE NapameTpom <new-name>.

5.2.2.4 Hacmpolika napamempos nybau4yHol cemu

[Ona HacTpolKkKM ceTeBoro nHTepdelica mapLpytTmsaTopa B Nyb6/iM4HON ceTU HeobXoAMMO Ha3HaUYNTb
YCTPOWCTBY MapameTpbl, onpegenéHHble NpoBakaepom cetu - IP-aapec, macka noacetTy u agpec LWJ/to3a
no yMoYaHMuIo.

Mpumep KOMaHA, HACTPOMKM CTaTUYeCcKoro IP-appeca ans cybuHTepdeitca
GigabitEthernet 1/0/2.150 ana noctyna kK mapLpyTtusatopy 4epes VLAN 150.

MapameTpbl NHTEpPPeca:

IP-agpec —192.168.16.144;
Macka nogcetn — 255.255.255.0;

IP-agpec wnto3a no ymonyaHuio — 192.168.16.1.

esr# configure

esr (config) # interface gigabitethernet 1/0/2.150
esr (config-subif)# ip address 192.168.16.144/24
esr (config-subif) # exit

esr (config)# ip route 0.0.0.0/0 192.168.16.1

Ona Toro u4tobbl ybeautbca, 4YTO agpec 6bin HasHayeH WHTepdelcy, nociae nNpPUMeHeHUn
KOHdUrypaumm BBeAUTE CNEAYIOLLYIO KOMaHAY:

esr# show ip interfaces
IP address Interface Type

192.168.16.144/24 gigabitethernet 1/0/2.150 static

MpoBaligep MOXeT MCNoAb30BaTb AMHAMMYECKM Ha3Havaemble ajpeca B cBoen cetn. [na
noayyeHua IP-agpeca moxeT ucnosib3osatbca npotokon DHCP, ecan B cetn npucytcteyet cepsep DHCP.
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Mpumep HAcTpPOKKM, NpeaHa3HAYeHHON Ana noayvyeHus AuMHammyeckoro IP-agpeca ot DHCP-
cepsepa Ha uHTepdeiice GigabitEthernet 1/0/10:

esr# configure

esr (config) # interface gigabitethernet 1/0/10
esr (config-if) # ip address dhcp enable
esr(config-if)# exit

Ona Ttoro ytobbl ybeauTbca, YTO agpec Obln HasHayeH WHTepdency, BBeAUTE CeayloLLyto
KOMaHAy nocne npMmeHeHUs KoHoUrypaumm:

esr# show ip interfaces

IP address Interface Type

192.168.11.5/25 gigabitethernet 1/0/10 DHCP

5.2.2.5 Hacmpolika yoaneHHOo20 docmyna K Mapwpymu3amopy

B 3aBoACKOM KOHbUIypaumm paspeLleH yaaaeHHbi A0CTYN K MapLlpyTU3aTopy Mo NPOTOKoAaM
Telnet mam SSH un3 30HbI «trusted». [na TOoro u4tobbl paspewnTb YyAaNeHHbIA [ocTyn K
MapuwpyTusaTopy W3 Apyrux 30H, Hanpumep, 43 nybsauMyHoli ceTu, HeobxoaAMMo co3aaTb
cooTBeTCcTBYOWMe npasuna B firewall.

Mpy KOHPUIYpPUPOBaAHUKM AOCTYMNa K MapLpyTU3aTOpy NpaBuaa co3aatoTca ANA Napbl 30H:

source-zone — 30Ha, U3 KOTOPOI ByAeT OCYLLEeCTBAATLCA YAAIEHHbIN JOCTYN;

self — 30Ha, B KOTOpPOI HaxoANTCA MHTePdENC yNpaBAEHNA MapLUPYTU3aTOPOM.

[ns co3aaHua paspeLuatowero npasuaa UCNoAb3yTCA Caeaytowme KOMaHabl:

esr# configure

esr (config)# security zone-pair <source-zone> self

esr (config-zone-pair)# rule <number>

esr (config-zone-rule)# action permit

match protocol tcp

match source-address <network object-group>
match destination-address <network object-group>

esr (config-zone-rule) #
#
#
# match source-port any
#
#
#
#

esr (config-zone-rule

esr
esr (config-zone-rule match destination-port <service object-group>
enable

exit

exit

esr (config-zone-rule
esr (config-zone-rule

(
(
(
(
esr (config-zone-rule
(
(
(
(
esr (config-zone-pair

)
)
)
)
config-zone-rule)
)
)
)
)

Mpumep KOMaHA, ANA paspeleHunAa Mo/sb30BaTeNAM M3 30HblI «untrusted» c IP-agpecamm
132.16.0.5-132.16.0.10 noakntovatbCca K maplipyTtusatopy c¢ IP-agpecom 40.13.1.22 no npoToKony
SSH:

esr# configure

esr (config) # object-group network clients

esr (config-addr-set) # ip address-range 132.16.0.5-132.16.0.10
esr (config-addr-set) # exit

esr (config) # object-group network gateway

esr (config-addr-set) # ip address-range 40.13.1.22

esr (config-addr-set) # exit
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esr (config) # object-group service ssh

esr (config-port-set) # port-range 22

esr (config-port-set)# exit

esr (config)# security zone-pair untrusted self

esr (config-zone-pair) # rule 10

esr (config-zone-rule) # action permit

match protocol tcp

match source-address clients
match destination-address gateway

esr #
#
#
# match source-port any
#
#
#
#

config-zone-rule
esr (config-zone-rule
esr (config-zone-rule
esr (config-zone-rule match destination-port ssh
enable

exit

esr (config-zone-rule
esr (config-zone-rule
exit

(
(
(
(
(
(
(
(
(
(
(
(
(
(

)
)
)
)
esr (config-zone-rule)
)
)
)
)

esr (config-zone-pair

5.2.2.6 [lpumeHeHue 6a308bix HACMPOEK

[na NpUMeHEHUA BbINOAHEHHbIX U3MEHEHMI KOHOUTYpauumn maplipytusatopa Tpebyercs BBecTM
cneaytolme KOMaHabl U3 KOPHEBOTO pasaena KoMmaHAHOro nHTepdeiica.

esr# commit
esr# confirm

Ecav npu KoHOMIypupoBaHWM WMCMNO/Mb30BAACA YAANEHHbIM [A0CTYyNn K YCTPOMCTBY M ceTeBble
napameTtpbl MHTepdeica ynpasaeHUa U3MeHUANCb, TO MOC/e BBOAA KOMaHAbl commit coeguHeHue C
YCTPOMCTBOM MOXKeT 6biTb noTepsHo. Mcnonb3yliTe HOBble ceTeBble MapameTpbl, 3ajaHHble B
KOHdUrypaumm, ANA NOAKNIOYEHNA K YCTPOMCTBY M BBOAA KOMaHAbl confirm.

Ecnv BBectM KomaHay confirm He ypgacTca, TO NO WUCTEYEHUMU TalMepa MOATBEPNKAEHUSA
KoHdUrypaums yCTpoOMCTBa BEPHETCA B MPErKHee COCTOsHME, CyLLeCTBOBaBlIee [0 BBOAA KOMaHAbI
commit.
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6 OBHOBJIEHUE NPOIPAMMHOIO OBECMNEYEHUA

.‘

Y

6.1 O6HoBNEeHMe NporpaMMHOro obecneueHusa cpeacTBaMmmu CUCTEMbI

Ona o6HOBNEeHMA NporpammHoOro obecneyeHMs NOHAZ06MTCA OAUH U3 CeAYOWUX
cepsepos: TFTP, FTP, SCP. Ha cepBep [,0/13KHbl 6bITb NnOoMeLyeHbl ¢paitsibl NPOrPaMmmMHOro
obecneueHna mapLpyTM3aTopa, NoslyyeHHble OT NPOU3BoAUTENA.

Ha maplipyTusaTope XpaHUTCA ABe KONUU NporpammHoro obecneyexus. ina obecneueHus
HaAeXHOCTU Npoueaypbl 06HOBNEHUA NPOrpaMMHOro obecneyeHua AoCTynHa Ans
06HOBNEHUNA TONbKO KOMUA, KOTOpas He 6bl1a UcNoNb30BaHa ANA NOCAeAHero cTapTa
ycTpoicTBa.

O6HOBNEeHMe cpeacTBaMM cUCTEeMbl A0CTynHO B Bepcuu 1.0.3.69 M nocnepyrowmx.
O6HoBneHne MO c 6onee paHHUX Bepcuii MOXHO NPOU3BECTU, BOCMNO/Ib30BABLUUCH
MHCTPYKLUMel, npuBeaeHHOW B pasgene 6.2.

O6HoBNEHME NporpammHOro obecrneyeHna Ha YCTPoMcTBe, paboTatowem Mo ynpasJeHUem

OnepauMOoHHOM CUCTEMDbI, BbINOJHAETCA B CNeAyHOLWEeM NOopaaKe.

MoaroTtoBbTe Ans paboTbl BbibpaHHbIM cepeep. JonKeH bbiTb M3BECTeH agpec cepsepa, Ha
cepBepe A0/KeH bbITb pasmelleH dana AUcTpubyTUBHLIN dainn nporpammHoro obecneyeHums.

MapuwpyTrsaTop A0/KeH OblTb MOAroToBAeH K paboTe B COOTBETCTBMM C TpeboBaHUAMM
OOKyMeHTaumu. KoHourypauma maplipyTmsaTopa 40/KHa N03BOAATbL 06MEHNBATLCA AaHHbIMM
no npotokonam TFTP/FTP/SCP n ICMP c cepsepom. lpu 3TOM A0/KHA 6biTb ydTeHa
NPUHAANEKHOCTb CEPBEPA K 30HaM 6e30MNacHOCTM MapLupyTM3aTopa.

MoaxnYMTECh K MapLUPYTM3aTOPY IOKaZIbHO Yepe3 KOHCO/bHbIM nopT Console nau yaaneHHo,
ncnonbsys npokosbl Telnet nnam SSH.

MpoBepbTe A[OCTYNHOCTbL CcepBepa A48 MaplpyTMs3aTopa, WCNOAb3yA KOMaHAay ping Ha
MapuwpyTtusatope. Ecam cepBep He [ocTyneH — npoBepbTe MPaBUALHOCTb HACTPOEK
MapLIpyTU3aTOpa M COCTOAHUE CeTeBbIX MHTepdelcoB cepeepa.

Ona O06HOBNEHMA NPOrpaMMHOro obecneyeHWa MapLlipyTM3aTopa BBegUTe CleayloLyto
KoMaHay. B KauecTtBe napametpa <server> pomxeH 6biTb yKasaH IP-agpec ucnosib3yemoro
cepsepa. [na obHoBneHusa ¢ FTP unn SCP-cepBepa noTpebyeTca BBeCTM MMA MOJb30BaTeNs
(napametp <user>) u naponb (NnapameTp <password>). B KayectBe napametpa <file_name>
yKaxkute uma ¢alina nporpammHoro obecneyeHus, MNOMELLEHHOrO Ha cepsep (npwu
Mcnonb3oBaHUKM SCP Hy}KHO YKa3aTb NO/HbIM NyTb — NapameTp <folder>). Mocne BBoAa KOMaHAb!
MapLIpyTU3aTOp CKOoNupyeT aiial BO BHYTPEHHIOK NamATb, NPOBEPUT LENOCTHOCTb AAHHbIX U
COXPaHWUT ero B 3HEProHe3aBMCMMYI0 NAMATb YCTPOMCTBA.

TFTP:
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esr# copy tftp://<server>:/<file name> system:firmware

FTP:

esr# copy ftp://[<user>[:<password>]@]<server>:/<file name>
system: firmware

SCP:

esr# copy scp://[<user>[:<password>]@]<server>://<folder>/<file name>
system: firmware

Onsa npumepa o6HoBUM ocHoBHOe 10 yepes SCP:

esr# copy scp://adm:passwordl123@192.168.16.168://home/tftp/firmware
system: firmware

5. [nAa Toro 4ytobbl YCTPOWCTBO CTAapTOBanO MOA ynpaB/ieHUMem HOBOM BepcuM NPOrPaMmHOro
obecrneyeHuns, HeobxoAMMO MPOMU3BECTM MNEPEK/IIOYEHNE aKTUBHOro obpasa. C nomoulbio
KoMaHApbl show bootvar cneayeT BbISCHUTb HOMep o0bpasa, cogeprkallero obHosneHHoe MNO.

esr# show bootvar
Image Version Date Status
After reboot

1 1.0.4 build 94[£812808] date 18/02/2015 time Active *
16:12:54

2 1.0.4 build 94[£812808] date 18/02/2015 time Not Active
16:12:54

Ons Bblbopa 06pasa Ucnonb3ayiTe KomaHAay
esr# boot system image-[1]2]

6. [na o6HOBNEHNA BTOPMYHOTO 3arpy3umnka (U-Boot) BBeanTe cneaylollyto KomaHay. B Kayectse
napametpa <server> AONXeH 6bITb yKa3aH IP-agpec ncnonbsyemoro cepeepa. [Ans o6HoBNeHMA
¢ FTP unun SCP-cepBepa noTpebyeTtcs BBECTU MMA MONAb30BaTeNA (NapameTp <user>) U naposb
(napameTp <password>). B Kauectse napametpa <file_name> yKaskute uma ¢daiina BTOPUYHOro
3arpysuvka, MmoMeLLeHHOro Ha cepsep (Mpu UCnob30BaHUM SCP HYXKHO yKa3aTb MNOJIHbIN MyTb —
napameTtp <folder>). Mocne BBoAa KOMaHAbl MapLWPYTU3aTOP CKONMpyeT ¢aitl BO BHYTPEHHIOKD
NamaATb, MPOBEPMUT LENOCTHOCTb A3HHbIX M COXPAaHUT €ro B 3HEProHe3aBUCUMYIO MamATb
yCTpolicTBa.

TFTP:

esr# copy tftp://<server>:/<file name> system:boot

FTP:

esr# copy ftp://<server>:/<file name> system:boot

SCP:
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esr# copy scp://[<user>[:<password>]Q]<server>://<folder>/<file name>
system:boot

6.2 O6HoBneHMe nporpammHoro obecneyeHMa U3  Ha4vyaNbHOro
3arpysumka

MporpammHoe obecneyeHMe MapLIPYTM3aTOpPa MOMKHO OOHOBUTb M3 HAYaNbHOIO 3arpy3yunKa

cneayrowmm obpasom:

1. OcraHoBWUTE 3arpysky YCTPOMCTBA MNOC/AE OKOHYaAHMA WHULUMANU3aLMM  MaplipyTmMsaTopa
3arpysumkom U-Boot, Haxkas Knasuwy <Esc>.

Configuring PoE...
distribution 1 dest threshold Oxa drop timer 0x0
Configuring POE in bypass mode
NAE configuration done!
initializing port 0, type 2.
initializing port 1, type 2.
SMC Endian Test:b81fb81f
nae-0, nae-1
=======Skip: Load SYS UCORE for old 8xxB1/3xxB0 revision on default.
Hit any key to stop autoboot: 2

2. Ykaxwute IP-appec TFTP-cepsepa:

BRCM.XLP31l6Lite Rev BO.u-boot# setenv serverip 10.100.100.1

3. VYkaxuTte IP-agpec mapwpyTtusatopa:

BRCM.XLP316Lite Rev BO.u-boot# setenv ipaddr 10.100.100.2
4. MOXHO COXPaHUTb OKPYKEHME KOMaHAoM «saveenv» ans byayumx o6HOBAEHUN.
5. 3anyctuTe npoueanypy o6HOBAEHUA NporpammHoro obecneyeHus:

BRCM.XLP316Lite Rev BO.u-boot# run tftp update imagel
BRCM.XLP316Lite Rev BO.u-boot# run set bootpart 1

Using nae-0-3 device
TFTP from server 10.100.100.1; our IP address is 10.100.100.2
Filename 'esrl000/firmware'.
Load address: 0xa800000060000000
Loading: TftpStart:TftpTimeoutMsecs = 10000, TftpTimeoutCountMax = 6
FHEHEF A AR AR AR AR A
FHEH A A R R
FHEH A A R R
FHAH AR
HHEHEH A AR AR

done
Bytes transferred = 64453909 (3d77d1l5 hex)
Device 0: MT29F8G08ABBCAH4 ... 1s now current device

NAND erase: device 0 offset 0x1440000, size 0x6400000
Bad block table found at page 262080, version 0x01
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Bad block table found at page 262016, version 0x01
Erasing at 0x7800000 -- 1895825408% complete..
OK

NAND write: device 0 offset 0x1440000, size 0x6400000
104857600 bytes written: OK

6. 3anycTuTe 3arpy:keHHoe nporpammHoe obecneyeHue:

BRCM.XLP31l6Lite Rev BO.u-boot# reset
6.3 O6HoBNeHMe BTOpUYHOro 3arpy3umka (U-Boot)

BTOpWUHbIN 3arpy3ymK 3aHMmaeTcsa nHmumanmsaumein NAND 1 mapwpytusatopa. MNpu ob6HoBAeHUM
HOBbIN $ann BTOPUYHOTO 3arpy3ymKa coxpaHsertcs Ha flash Ha mecTte cTaporo.

Ona npocmoTpa TeKyllel Bepcuu 3arpy3odHoro ¢aina, paboTalowero Ha yCTpoKncTee, BBeauTe
KOMaHay «version» B CLI U-Boot, Takxe Bepcusa oTobpaxaeTcsa B IIpollecce

3aTpPy3KM MaplupyTu3aTopa:

BRCM.XLP316Lite Rev BO.u-boot# version
BRCM.XLP.U-Boot:1.1.0.47 (29/11/2016 - 19:00:24)

Mpoueaypa ob6HoBAeHMA MO:

1. OcTaHOBMTE 3arpy3ky YCTPOWCTBA MOC/AE€ OKOHYAHWA WHUMUMANM3AUMM  MapLuipyTU3aTopa
3arpysunkom U-Boot, Haxas Knasuwy <Esc>.

Configuring PoE...
distribution 1 dest threshold Oxa drop_ timer 0x0
Configuring POE in bypass mode
NAE configuration done!
initializing port 0, type 2.
initializing port 1, type 2.
SMC Endian Test:b81fb81f
nae-0, nae-1
=======Skip: Load SYS UCORE for old 8xxBl/3xxB0 revision on default.
Hit any key to stop autoboot: 2

2. Ykaxwute IP-agpec TFTP-cepsepa:

BRCM.XLP316Lite Rev BO.u-boot# setenv serverip 10.100.100.1

3. YkaxwuTte IP-agpec mapuwpyTtmsaTtopa:

BRCM.XLP316Lite Rev BO.u-boot# setenv ipaddr 10.100.100.2
4. MOHO COXPaHUTb OKPYKEHNE KOMAHAOM «saveenvy ansa byayLmx o6HOBAEHUA.
5. 3anyctute npoueaypy obHOBAEHUA NPOrpaMmMHOro obecneyeHms:

BRCM.XLP316Lite Rev BO.u-boot# run upd uboot (mmm «run tftp_update uboot» -
3aBMCUT OT BEPCUM 3arpys3duMKa)
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Using nae-1 device

TEFTP from server 10.100.100.1; our IP address is 10.100.100.2
Filename 'esrl000/u-boot.bin'.

Load address: 0xa800000078020000

Loading: #######4#4444 4444444444 HHHHHHHHHHHEHHHHHHHHHSFHHEHHHHHHIHE
done

Bytes transferred = 852648 (d02a8 hex)

SF: Detected MX25L12805D with page size 256, total 16777216 bytes
16384 KiB MX25L12805D at 0:0 is now current device

6. lNepesarpysnte mapLipyTmnsaTop:

BRCM.XLP31l6Lite Rev BO.u-boot# reset
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7 NPUMEPbI HACTPOMKU MAPLUPYTU3ATOPA

7.1 Hactpoika VLAN

VLAN (Virtual Local Area Network) — noruuyeckas («BMpTyanbHaa») NoKanbHas ceTb, NpeacTasafeT
coboi rpynny ycTPOMCTB, KOTOPble B3aMMOAENCTBYIOT MeXay coboit Ha KaHa/IbHOM YpOBHE HE3aBUCUMO
OT UX GU3MYECKOTO MECTOHAXOMKAEHUA.

3agaua 1: Ha ocHoBe 3aBoAcKOM KoHbUrypauun yaanmTb u3 VLAN 2 nopr gil/0/1.

ESR-1000

X — Internet
VLAN 2

PucyHok 7.1 — Cxema cemu

PeweHue:

Yaanum VLAN 2 c nopra gil/0/1:

esr-1000 (config) # interface gi 1/0/1
esr-1000 (config-if-gi)# switchport general allowed vlan remove 2 untagged
esr-1000 (config-if-gi)# no switchport general pvid

N3meHeHMA KOHOUIypaL MM BCTYNAT B 4ENCTBUE NOC/E NPUMEHEHUS:

esr-1000# commit
Configuration has been successfully committed
esr-1000# confirm

Configuration has been successfully confirmed

3apaua 2: Hactpoutb noptbl gi1/0/1 1 gi1/0/2 ansa nepegaun n npuema naketos 8 VLAN 2, VLAN 64,
VLAN 2000.

Switch
) T VLAN 2. 64, 2000
ESR-1000 SWA
Switch
VLAN 2, 64, 2000
SW2

PucyHok 7.2 — Cxema cemu

Mapuwpymuzamopei cepuu ESR, Pykogodcmeo no skcriayamayuu 43



HELTEX

PeweHue:

Co3zpgagmm VLAN 2, VLAN 64, VLAN 2000 Ha ESR-1000:
esr-1000 (config) # vlan 2,64,2000

Mponuwem VLAN 2, VLAN 64, VLAN 2000 Ha nopT gi1/0/1-2:

esr-1000 (config) # interface gil/0/1
esr-1000 (config-if-gi)# switchport forbidden default-vlan
esr-1000 (config-if-gi)# switchport general allowed vlan add 2,64,2000 tagged

N3meHeHMA KOHOUIYypaL MM BCTYNAT B AeNCTBUE NOCAE NPUMEHEHUSA:

esr-1000# commit
Configuration has been successfully committed
esr-1000# confirm

3agayva 3: Hactpoutb noptbl gi1/0/1 ana nepepaum n npuema naketos 8 VLAN 2, VLAN 64, VLAN
2000 B pexxume trunk, HacTpouTtb nopt gil/0/2 B pexxunme access ana VLAN 2 Ha ESR-100/ ESR -200.

Switch
ESRA00, [F— SRR
ESR-200 |i SW1
Switch
gi1/0/1

SW2

PucyHok 7.3 — Cxema cemu
PeweHue:
Cospgaanm VLAN 2, VLAN 64, VLAN 2000 Ha ESR-100/ ESR -200:
esr (config)# vlan 2,64,2000

Mponuwem VLAN 2, VLAN 64, VLAN 2000 Ha nopt gi1/0/1:

esr (config) # interface gil/0/1

esr (config-if-gi)# switchport forbidden default-vlan

esr (config-if-gi)# switchport mode trunk

esr (config-if-gi)# switchport trunk allowed vlan add 2,64,2000

Mponuwem VLAN 2 Ha nopt gi1/0/2:

esr (config) # interface gil/0/1
esr (config-if-gi)# switchport access vlan 2

N3meHeHna KoHOUrypauum BCTYNAT B AEWUCTBME NOCNE NPUMEHEHUA:
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esr# commit
Configuration has been successfully committed
esr# confirm

7.2 HactpouKa TepmuHaumm Q-in-Q

Q-in-Q - TexHoNOrMA nepeaaym naketos ¢ Asyma 802.1q Taramun. [laHHaA TEXHONOMMA UCNONAb3YyeTCA
ONA pacwmpeHma KoamdecTBa ucnosnb3yemblx VLAN B ceTu nepefaunm AaHHbIX. BHYTPEeHHMM Tarom
(InnerTag) HasbiBaeTca 802.1q 3aronoBoK 6auxke K payload. Tak e BHYTPeHHWI Tar HasbiBaloT C-VLAN
(Custimer VLAN). BHewHu Tar (OuterTag) - aTo 802.1q 3aronoBokK, Ao6aBneHHbIN K M3HadyanbHomy 802.1q
naketom, TaK e HasbiBaetca S-VLAN (Service VLAN). Mcnonb3oBaHue ABOMHbIX MeTOK B ethernet
dpaiimax onucbiBaetca npotokonom 802.1ad.

3agaua: HactpouTb TepmuHaumio noacet 192.168.1.1/24 kombuHaumm C-VLAN: 741, S-VLAN: 828 Ha
dusmyeckom nHTepodeiice gigabitethernet 1/0/1.

PeweHue:

BKAounum noaaep:kky npotokona 802.1ad Ha dum3myeckom nHTepdelice:

esr (config) # interface gigabitethernet 1/0/1
esr (config-if-gi)# switchport dotlqg ethertype egress stag 802.lad
esr (config-if-gi)# exit

Co3gaamm cab-uHtepdeiic gna S-VLAN: 828

esr (config) # interface gigabitethernet 1/0/1.828
esr (config-subif) # exit

Co3gaamm g-in-q cab-nHtepdeinc ana S-VLAN: 741

esr (config) # interface gigabitethernet 1/0/1.828.741
esr (config-ging-if)# ip address 192.168.1.1/24
esr (config-ging-if) # exit

M3meHeHna KoHOUrypaumm BCTYNAT B AEMCTBME NOCAE NPUMEHEHUA:

esr-1000# commit
Configuration has been successfully committed
esr-1000# confirm
Configuration has been successfully confirmed

Momumo HasHauveHus IP agpeca, Ha g-in-q cab-uHtepdeiice HeobxoaMMO NN6O OTKAOUNTD
V firewall, nn60o HacTPOUTb COOTBETCTBYIOLLYIO 30HY 6e30nacHOCTU.
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7.3 Hacrtpoiika AAA
AAA (Authentication, Authorization, Accounting) — wucnonb3yerca Ana onucaHua npolecca
npeanocrasaeHnA A0CTyna U KOHTPOA Had HAM.

Authentication (ayTeHTUdUKaLMA) — conocTaBneHUEe NePCOoHbI (3anpoca) CyLWwecTBYOLWEN YYETHOM
3anuncu B cucteme 6esonacHoctu. OcyluecTBaseTca Nno J0rMHy, Napoio.

Authorization (aBTopusauma, NpoBepKa NOAHOMOUUI, NPOBEPKa YPOBHA A0CTyNa) —
COMOCTaB/IeHNE YYETHOM 3aNUCK B CUCTEME M ONpPeaeNEHHbIX MOTHOMOUYNNA.

Accounting (y4€T) — cnexkeHue 3a NOAKAOUYEHNEM NOIb30BaTENS UAN BHECEHHbBIM UM
MU3MEHEHUAM.

3apgaua: HacTpoutb ayTeHTMdMKAUMIO NOIb30BaTeNEN, NoAKAtoYatowmxca no Telnet, uepes RADIUS
(192.168.16.1/24).

PeweHue:

Hactpoum noakntoueHne K RADIUS-cepBepy 1 yKaxem Katod (password):

esr# configure

esr (config) # radius-server host 192.168.16.1

esr (config-radius-server) # key ascii-text encrypted 8CB5107EA7005AFF
esr (config-radius-server)# exit

Co3pagum npodunab ayTeHTUdUKaumu:

esr (config) # aaa authentication login log radius

YKaxKeM pexunm ayTeHTUdMKaummn, Mcnonbsyemblin Npu nogxatoueHun no Telnet-npoTokony:

esr (config)# line telnet
esr (config-line-telnet)# login authentication log
config-line-telnet)# exit

esr (config) # exit

(
(
esr (
(
M3meHeHusn KOHd)VII’ypaLI,I/IVI BCTYyNAT B AeﬁCTBMe nocne npUMmeHeHuA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esri

MNpocmoTpeTb MHPOPMaLMIO NO HACTPOMKAM noakatoveHMsa K RADIUS-cepBepy MOKHO KOMaHZOM:
esr# show aaa radius-servers

MocmoTpeTb NPodUaM ayTeHTUPUKALMMN MOKHO KOMaHO0M:

esr# show aaa authentication
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7.4 HactpoiiKa npuBunernii KOMaHg,

HacTpoika npuBunernii KomaHg, ABAsSETCA TMOKMM MHCTPYMEHTOM, KOTOPbIN MO3BOJIAET Ha3HauYUTb
Habopy KOMaHA MWHUMANbHO HeobXoAMMbIN YpPOBEHb NO/b30BATENbCKMX nNpuBuaernin (1-15). B
OanbHeNWem npu Ccos3faHMM NOMb30BATENA MOXHO 3343aTb YPOBEHb MNPUBWUAETUIN, onpenenss emy
OOCTYMHbIA HAbop KOMaHA.

1-9 ypoOB8HU — NO3BOIAOT MCMNOJZIb30BATb BCE KOMaHAbl MOHUTOPUHIA (ShOW ),

10-14 yposHu — NO3BONAIOT MCMONb30BATb BCE KOMaHAbl KpOME KOMaHZ, NepesarpysKku
YCTPOMCTBA, yNpaBAeHUA NONb30BaTENAMU U PAAA APYIUX;

15 ypoBeHb — NO3BONIAET NCNOJZIb30BATb BCE KOMaHAbI.

3apgaya: [MepeBecT Bce KOMaHAbl NpocmoTpa MHPopmaumm 06 uHTepdeiicax Ha YpPOBEHb
npusunerni 10, Kpome KomaHgbl «show interfaces bridges». KomaHay «show interfaces bridges»
nepeBecTu Ha YpoBeHb Npusuaernii 3.

PeweHune:

B pexunme KOHOUIrypnpoBaHMA onpeae MM KOMaHAbl, pa3peLleHHble Ha UCMOb30BaHME C YPOBHEM
npusunermii 10 n yposHem npusuaerui 3:

esr (config)# privilege root level 3 "show interfaces bridge"
esr (config)# privilege root level 10 "show interfaces"

MN3meHeHMA KOHPUTrypaumm BCTYNAT B AEMCTBME NOC/ie NPUMEHEHMA U TOMbKO A/1A HOBbIX CECCUit
no/sib3oBaTeneu:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esri
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7.5 Hacrpoitka DHCP-cepBepa

BcTpoeHHbIt DHCP-cepBep maplupyTv3aTopa MOXKET ObiTb MCMO/b30BaH AJ/18 HAaCTPOMKU CETeBbIX
napameTpoB YCTPOMCTB B J/ioKanbHoli cetn. DHCP-cepBep maplupyTM3aTopoB crnocobeH nepeaaBatb
[0MNONHUTE/IbHbIE OMNUMM Ha CeTeBble YCTPOMCTBA, HaNpUMmep:

default-router — IP-agpec MapwpyT13aTopa, UCNO/Ib3yeMOro B KaYecTse LU/t03a No YMOIYaHMIO;

domain-name — pOMeHHOE UMSA, KOTOPOE AO0/IKEH BYAET MCNOb30BaTb KIMEHT NpU paspeLlleHnmn
MMeH XOocToB Yepes Cucremy [JomeHHbIx MmeH (DNS);

dns-server — CNUCOK afipecoB CepBepoB AOMEHHbIX UMEH B JaHHOM CETU, O KOTOPbIX A0/KEH
3HaTb KAMEHT. Aipeca cepBepoB B CMMUCKE pacnonaraloTca B nopaake ybbisaHms
npeanoYTeHuA.

3apayva: Hactpoutb paboty DHCP-cepBepa B /10Ka/ibHOM CETU, OTHOCALLLENCS K 30HEe 6e30nacHoOCTH
«trusted». 3agatb nyn IP-agpecos u3 noacetv 192.168.1.0/24 ana pasgaym KaveHtam. 3aAaTb Bpems
apeHAabl agpecos 1 aeHb. HacTpouTb Nepeaayy KAMeHTaM MapLupyTa no YMOYaHWUIO, LOMEHHOTO UMEHU U
agpecos DNS-cepsepoBs ¢ nomoubio DHCP-onuuii.

PeweHue:

Co3pagum 30Hy b6esonacHocTu «trusted» M yCTaHOBUMM MPUHAZNEKHOCTb MCMO/b3YEMbIX CETEBbLIX
MHTepdENCOB K 30HaAM:

esr# configure

esr (config) # security zone trusted

esr (config-zone) # exit

config) # interface gil/0/2-24
config-if-gi) # security-zone TRUSTED
esr (config-if-gi)# exit

esr
esr

(
(
(
(
Co3gaamm nyn agpecoB ¢ MmeHem «Simple» n gobasum B AaHHbIA Ny agpecosB AuanasoH IP-

afpecoB A48 Bbl4auM B apeHAy KAWeHTaM cepBepa. YKa)Kem napameTpbl MNOACETH, K KOTOPOM
NPUHAANENKUT AaHHbIV NyA, U BPEMA apeHAabl ANA BblgaBaeMblX agpecos:

esr# configure

esr (config) # ip dhcp-server pool Simple

esr (config-dhcp-server) # network 192.168.1.0/24

esr (config-dhcp-server) # address-range 192.168.1.100-192.168.1.125
esr (config-dhcp-server) # default-lease-time 1:00:00

CKOHOUrypupyem nepesayvy KAMEHTam LONOJHUTE/IbHBIX CETEBbIX MapaMeTPOB:

MapLpyT no ymondanuto: 192.168.1.1;
umaA gomeHa: eltex.loc;

cnncok DNS-cepsepos: DNS1: 172.16.0.1, DNS2: 8.8.8.8.

esr (config-dhcp-server)# domain-name "eltex.loc"
esr (config-dhcp-server) # default-router 192.168.1.1
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esr (config-dhcp-server) # dns-server 172.16.0.1 8.8.8.8
esr (config-dhcp-server) # exit

Ona Toro utobbl DHCP-cepBep mor pasgasBatb IP-agpeca n3 KoHoUrypupyemoro nysa, Ha
MapLIpyTU3aTOpe AOJIKEH ObITb co3aaH IP-uHTepdeic, NnpuHaaaerKalmn K TOM Ke NoACeTH, YTo M agpeca
nyna.

esr (config) # interface gigabitethernet 1/0/1
esr (config-if-gi)# security-zone trusted
esr(config-if-gi)# ip address 192.168.1.1/24
esr (config-if-gi)# exit

[nsa paspelweHna npoxoxaeHua coobuieHmnn npotokosa DHCP K cepsepy Heobxoammo co3aaTb
COOTBETCTBYIOWME NPOPUAM MNOPTOB, BKAOYAlOWME MOPT WMCTOYHMKA 68 M NOpPT HasHavyeHusa 67,
nucnosibayemole npotokosiom DHCP, u co3paTtbh paspeluatroliee nNpaBuio B NoAUTUKe BesonacHocTn ans
NPOXOXAEHUA NaKeToB NpoToKosaa UDP:

esr (config)# object-group service dhcp_server
esr (config-object-group-service)# port-range 67
esr (config-object-group-service) # exit

esr (config)# object-group service dhcp_client
esr (config-object-group-service) # port-range 68
esr (config-object-group-service)# exit

esr (config) # security zone-pair trusted self
esr (config-zone-pair) # rule 30

esr (config-zone-rule match source-address any
esr (config-zone-rule match destination-address any
esr (config-zone-rule match source-port dhcp_client
esr (config-zone-rule action permit
enable

exit

esr (config-zone-rule

(

(

(

(

(

(

(

(

esr (config-zone-rule) # match protocol udp

(

(

(

(

(

(

esr (config-zone-rule
(

)
) #
) #
) #
esr (config-zone-rule) # match destination-port dhcp_server
) #
) #
) #
) #

esr (config-zone-pair exit

Paspewunm paboTy cepsepa:

esr (config) # ip dhcp-server
esr (config)# exit

N3meHeHna KoHOUTypauum BCTYNAT B AEWACTBME NOC/E NPUMEHEHUA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esr#

npOCMOTpeTb CMUCOK apeHA0BaHHbIX agpecoB MOXHO C MOMOLLLbIO KOMaHAbI:
esr# show ip dhcp binding
MpocmoTpeTb CKOHPUIYPUPOBaAHHbIE MY/bl a4PECOB MOMKHO KOMaHAaMMU:

esr# show ip dhcp server pool
esr# show ip dhcp server pool Simple
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/
V KoHdurypuposaHue HacTpoek ansa IPvé npoussogutca no aHanorum c IPv4.

7.6 KoHodurypuposaHue Destination NAT

®yHKuma Destination NAT (DNAT) coctouT B npeobpasoBaHunn IP-aapeca HasHayeHUs y NaKeTos,
NPOXOAALLMX Yepe3 CeTEBON W03,

DNAT wucnonb3yetca ANnA nepeHanpasneHUs TpaduKa, MAYLEro Ha HEKOTOPbLIA «BUPTYasbHbIN»
aapec B Ny6MYHON CeTU, Ha «peanbHbIN» cepBep B NOKAbHOW CETU, HAXOAALLMNCA 33 CETEBLIM LU/HO30M.
3Ty GYHKLMIO MOMKHO MCMOb30BaTb A4 OpraHn3aLumn Nyb6AMYHOro A0CTyna K cepBepam, HaXxo4ALWMMCA B
YacTHOM CeTU U He nmetoLmMm Ny6anYHOro ceTeBoro agpeca.

3apgaua: OpraHusoBaTb AOCTYN M3 NyH6AMYHOWN ceTn, oTHocAwelca K 3oHe «UNTRUST», K cepsepy
NIOKanbHOM cetn B 30He «TRUST». Agpec cepsepa B 0KanbHOM ceTh - 10.1.1.100. CepBep A0/IKEH ObiTb
[OCTyNHbIM U3BHE No aapecy 1.2.3.4, goctynHbii nopt 80.

“TRUST Y UNTRUST "
Cepsep ESR
l ' ‘ i 10.1.1.100 10.1.1.1 1.2.3.4 MHTEpHeT

A

PucyHok 7.4— Cxema cemu

PeweHue:

Cospaamm  30HbI  6e3onacHocTM  «UNTRUST» u  «TRUST». VYcTaHOBMM  NpUHAANEXKHOCTb
NCNONb3yeMbIX CETEBbIX MHTEPPENCOB K 30Ham. OgHOBPEMEHHO HasHauum IP-agpeca nHTepdelicam.

esr# configure

esr (config) # security zone UNTRUST
esr (config-zone) # exit

esr (config) # security zone TRUST
esr (config-zone) # exit

esr (config) # interface gigabitethernet 1/0/1
esr (config-if-gi)# security-zone TRUST

esr (config-if-gi)# ip address 10.1.1.1/25
esr (config-if-gi)# exit

esr (config) # interface tengigabitethernet 1/0/1
esr (config-if-te)# ip address 1.2.3.4/29

esr (config-if-te)# security-zone UNTRUST

esr (config-if-te)# exit

Cospaaum npodunu IP-aapecos 1 NOpToB, KOTopble NOTPebyroTCA AN HacTpoiKkM npasua Firewall n
npasua DNAT.
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NET_UPLINK — npodunb agpecos ny6anyHol cetu;
SERVER_IP — npodunb agpecos 0KaNbHOM ceTy;

SRV_HTTP — npo¢unnb nopTos.

esr (config) # object-group network NET UPLINK
esr (config-object-group-network) # ip address 1.2.3.4
esr (config-object-group-network) # exit

esr (config) # object-group service SRV_HTTP
esr (config-object-group-network) # port 80
esr (config-object-group-network) # exit

esr (config)# object-group network SERVER_IP
esr (config-object-group-network) # ip address 10.1.1.100
esr (config-object-group-network) # exit

Boliaem B pexum KoHurypupoBaHua ¢yHKumm DNAT u cosgagum nyn agpecos M MNOPTOB
Ha3Ha4yeHuA, B KoTopble OyayT TPaHCAMPOBATbLCA afpeca MaKeTos, MocTynatowue Ha agpec 1.2.3.4 u3
BHeLLHeN ceTun.

esr (config)# nat destination

esr (config-dnat) # pool SERVER_POOL

esr (config-dnat-pool)# ip address 10.1.1.100
esr (config-dnat-pool)# ip port 80

esr (config-dnat-pool) # exit

Co3gaamm Habop npasun «DNAT», B COOTBETCTBUM C KOTOPbIMU ByAeT NPon3BOAUTLCA TPAHCAALMSA
afpecos. B aTpmbyTtax Habopa yKaxkem, UTO NpaBuaa NPUMEHAIOTCA TOIbKO 418 NAKETOB, NpULEeAWNX 13
30Hbl «UNTRUST». Habop npasua BKAtOYaeT B cebs TpeboBaHMA COOTBETCTBMA AaHHbIX MO agpecy U nopTy
Ha3HayeHuA (match destination-address, match destination-port) 1 no npoTtokony. Kpome atoro B Habope
33/aHO AeNcTBMe, NPUMEHAEMOE K AaHHbIM, YA0BAETBOPAOWMM BCceM npasuaam (action destination-
nat). Habop npaBun BBOAUTCA B AeCTBME KOMaHAOM «enable».

esr (config-dnat)# ruleset DNAT

esr (config-dnat-ruleset)# from zone UNTRUST

esr (config-dnat-ruleset)# rule 1

esr (config-dnat-rule) # match destination-address NET_UPLINK
esr (config-dnat-rule) # match protocol tcp

# match destination-port SERV_HTTP

# action destination-nat pool SERVER_POOL
# enable

esr (config-dnat-rule) # exit

esr (config-dnat-ruleset)# exit

esr (config-dnat) # exit

esr (config-dnat-rule

(
(
(
(
( )
esr (config-dnat-rule)
( )
esr (config-dnat-rule)
(
(
(

[ns nponycka Tpaduka, naywero m3 3oHbl «UNTRUST» B « TRUST», co3aaamm COOTBETCTBYIOLLYIO
napy 3oH. MponyckaTtb cneayeT TONbKO TPadUK C aapecom HasHayeHMA, COOTBETCTBYHOWMM 334aHHOMY B
npodune «SERVER_IP» n npowealmin npeobpasosaHne DNAT.

esr (config)# security zone-pair UNTRUST TRUST

esr (config-zone-pair)# rule 1
) # match source-address any

esr (config-zone-rule) # match destination-address SERVER_ IP
) #

(
(

esr (config-zone-rule
(

esr (config-zone-rule match protocol any
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match destination-nat
action permit

esr (config-zone-rule) #
) #

esr (config-zone-rule) # enable
) #
) #

esr (config-zone-rule

exit

exit

(

(

(
esr (config-zone-rule
esr (config-zone-pair
(

esr (config)# exit

N3meHeHna KoHOUrypaunum BCTYNAT B AEMCTBME NOCAE NPUMEHEHUA:

esr# commit
Configuration has been successfully committed
esr# confirm
Configuration has been successfully confirmed

npOM3BEAEHHbIe HaCTpOVIKM MOXHO MOCMOTPETLb C NOMOLbIO KOMaHA:

esr# show ip nat destination pools
esr# show ip nat destination rulesets
esr# show ip nat proxy-arp

esr# show ip nat translations

7.7 KoHdurypuposaHue Source NAT

®yHKumA Source NAT (SNAT) wucnonb3yetca AnA MNOAMEHbl aapeca WCTOYHMKA Y MaKeTos,
NPOXOAALLMX Yepes3 ceTeBol wto3. Mpu NPOXOXKAEHUM NAKETOB U3 JIOKA/IbHOM CeTU B MyBANYHYIO CeTb,
aflpec MCTOYHMKA 3aMeHSeTCA Ha OAMH M3 Nyb6AMYHbIX aapecoB wWAto3a. [JOMONAHWUTENBHO K aapecy
UCTOYHUKA MOXXEeT NPUMEHATbCA 3aMeHa NopTa UCTOYHUKa. an NPOXOXOEHNUN NaKeToB U3 FIy6l1VIl-IHOl7I
CEeTW B JIOKAJ/IbHYIO MPOUCXOAMT 0b6paTHasA NnoameHa afpeca v nopTa.

®dyHKuma SNAT morKeT ObiTb MCNONb30BaHa A4S NpefocTaBiAeHus goctyna B WMHTepHeT
KOMMbIOTEPaAM, HAXOAALWMMCA B NIOKaNbHOW ceTu. Mpu aTom He TpebyeTca HasHavyeHuAa ny6anyHbIx IP-
aflpecoB 3TUM KOMMbOTEPaM.

3agaua 1: HactpouTtb gocTyn nosib3osaTteneit sokanbHol cet 10.1.2.0/24 K ny6andHOM ceTu C

ucnonb3oBaHnem ¢yHKUMKM Source NAT. 3aaaThb AManasoH aapecos Ny6AUYHON ceTn AN UCNOoNb30BaHUA
SNAT 100.0.0.100-100.0.0.249.

TRUST "UNTRUST
ESR
LAN 10.1 .“.U/’n’l‘ll {:3:).(1(1.(]/;'-" HHTEPHET

PucyHok 7.5 — Cxema cemu
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Pewenue:

KoHdurypnpoBaHmMe HayHem C co3aaHma 30H 6e30MacHOCTM, HAaCTPOMKKU CeTeBbIX MHTEpPdENCoB U
onpeaeneHna ux NPUHaANEKHOCTN K 30Ham besonacHocTu. Co3gaanm aoBepeHHyto 30Hy « TRUST» ans
JNIokanbHoM cetn 1 30Hy «UNTRUST» ana ny6anyHom cetu.

esr# configure

esr (config)# security zone UNTRUST
esr (config-zone) # exit

esr (config) # security zone TRUST
esr (config-zone) # exit

esr (config) # interface gigabitethernet 1/0/1
esr (config-if-gi)# ip address 10.1.2.1/24
esr (config-if-gi) # security-zone TRUST

(

esr (config-if-gi)# exit

esr (config) # interface tengigabitethernet 1/0/1
esr (config-if-te)# ip address 100.0.0.99/24

esr (config-if-te)# security-zone UNTRUST

esr (config-if-te)# exit

Ons KoHdurypuposaHma ¢GyHKumm SNAT M HaACTPOMKM npaBun 30H GesonacHocTM noTpebyetca
co3aatb npodunb agpecos siokanbHon cet «LOCAL NET», BKAOYalOWMN aapeca, KOTOPbIM pa3peLleH
BbIXOA, B Ny6AMYHYIO ceTb, M Npodunb agpecos nybamnyHo cetn « PUBLIC_POOL».

esr (config)# object-group network LOCAL NET
esr (config-object-group-network) # ip address-range 10.1.2.2-10.1.2.254
esr (config-object-group-network) # exit

esr (config)# object-group network PUBLIC_ POOL
esr (config-object-group-network)# ip address-range 100.0.0.100-100.0.0.249
esr (config-object-group-network) # exit

Ona nponycka TpaduKa m3 30Hbl «TRUST» B 30HYy «UNTRUST» co3gagmm napy 30H M gobasum
npaBwuna, paspeLLarLLne NnpoxoanTb TpadmKy B 3STOM HanpasaeHUU. [LONOSHUTENIbHO BK/IIOYEHA NPOBEPKA
agpeca MCTOYHMKA AaHHbIX Ha NPUHAANEXHOCTb K aMana3oHy agpecoB «LOCAL_NET» gns cobntopeHun
OrpaHMYEHMSA Ha BbIXo4, B Ny6AUYHYIO ceTb. [lelicTBUE NpaBma paspeLlaeTca KomaHaon enable.

esr (config) # security zone-pair TRUST UNTRUST

esr (config-zone-pair)# rule 1

esr (config-zone-rule) # match source-address LOCAL NET
match destination-address any
match protocol any

action permit

(
(
(
esr (config-zone-rule
esr (config-zone-rule

(

(

(

(

)
) #
) #
esr (config-zone-rule) #
) #
) #
) #

esr (config-zone-rule enable
esr (config-zone-rule exit
esr (config-zone-pair exit

KoHdurypupyem cepsuc SNAT. [MepBbiMm LWarom co3gaértca nya aapecoB nybauMYyHON ceTw,
ncnonbsyemoblx ana cepsmca SNAT.

esr (config) # nat sourse

esr (config-snat)# pool TRANSLATE ADDRESS

esr (config-snat-pool)# ip address-range 100.0.0.100-100.0.0.249
esr (config-snat-pool) # exit
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Bropbim Wwarom co3gaértca Habop npasun SNAT. B aTpubyTax Habopa yKaxkem, 4YTO npaBuna

NPUMEHSAIOTCA TO/IbKO A1 MAaKeTOB, HANPaBAAOLWMXCA B Ny6anYHYto ceTb — B 30HY «UNTRUST». MpaBuna

BKNHOYAIOT NPOBEPKY aApeca UCTOYHUKA AaHHbIX Ha NPUHAZNEKHOCTb K nyay «LOCAL_NET».

esr (config-snat)# ruleset SNAT

esr (config-snat-ruleset)# to zone UNTRUST

esr (config-snat-ruleset)# rule 1

esr (config-snat-rule) # match source-address LOCAL_ NET

esr (config-snat-rule) # match destination-address any

esr (config-snat-rule)# match destination-port any

esr (config-snat-rule)# action source-nat pool TRANSLATE ADDRESS
esr (config-snat-rule)# enable

esr (config-snat-rule) # exit

esr (config-snat-ruleset)# exit

[Ona Toro 4To6bI MapLUPYTM3ATOP OTBEYaN Ha 3anpocbkl npoTtokona ARP ana agpecos, BXxogAwWMmMX B

nybanyHbIn nyn, Heobxoammo 3anyctutb cepsuc ARP Proxy. Cepsuc ARP Proxy HacTpamBaeTcsa Ha

nHTepdeiice, KoTopomy npuHagnexut IP-agpec u“3 noacetu npoouna agpecoB nyb6AUMYHON ceTu
«PUBLIC_POOL».

esr (config) # interface tengigabitethernet 1/0/1
esr(config-if-te)# ip nat proxy-arp PUBLIC_POOL

[na Toro yTobbl YCTPOMCTBA NIOKANbHOW CETU MOF/IM NOAYYUTb AOCTYN K NYy6AMYHON CEeTH, Ha HUX

[A01KHa bbITb HacTpoeHa MapwpyTnsauma —agpec 10.1.2.1 gonkeH 6biTb Ha3HAYeH a4PECOM LWAHO3a.

Ha camom maplpyTvM3aTope TaKKe f[0/MKeH OblTb CO34aH MaplpyT AAs HanpasieHus Ha

Ny6AMYHYIO CeTb. ITOT MapLIPYT MOXKeT 6biTb HasHaYeH MapLpPYTOM MO YMOAYAHUIO C MOMOLLbIO

cnepyowein KomaHabl.

esr (config) # ip route 0.0.0.0/0 100.0.0.100
esr (config) # exit

N3meHeHMA KOHOMIypaL My BCTyNatoT B AEMCTBME MO KOMAHAE NPUMEHEHUA.

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

3agaya 2: HacTpouTb AOCTyn nosib3oBaTeneit nokanbHol cetn 21.12.2.0/24 Kk nybanyHoi cetn ¢

ncnonbsoBaHnem ¢yHKuMM Source NAT 6e3 MCNoNb30BaHMA MerKceTeBoro akpaHa (firewall). uanasoH

agpecoB Nyb6AnYHOM ceTn ana ncnosibsosaHnsa SNAT 200.10.0.100-200.10.0.249.

ESR
LAN Gi1/0/1 Tel/0/1 UHTEpHeT
21:12:2:1 200.10.0.1
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Pewenue:

KoHduUryprpoBaHMe HayHem C HACTPOMKM CeTEeBbIX MHTEPdENCOB M OTKAHOUEHUA MEMKCETEBOrO
3KpaHa:

esr (config) # interface gigabitethernet 1/0/1
esr(config-if-gi)# ip address 21.12.2.1/24

esr (config-if-gi)# ip firewall disable
esr (config-if-gi)# exit

esr (config) # interface tengigabitethernet 1/0/1
esr (config-if-te)# ip address 200.10.0.99/24

esr (config-if-te)# ip firewall disable
esr (config-if-te)# exit

Ona KoHourypuposaHusa ¢yHKuMmM SNAT noTtpebyeTcsa co3gatb Npoduib afpecoB SI0KabHOW CeTH
«LOCAL_NET», BKNto4aloLWmMii aapeca, KOTOpbIM paspeLleH Bbixod B Ny6ANYHYI0 ceTb, M Npoduab agpecos
ny6anyHom cetn «PUBLIC_POOL»:

esr (config)# object-group network LOCAL NET
esr (config-object-group-network)# ip address-range 21.12.2.2-21.12.2.254
esr (config-object-group-network) # exit

esr (config)# object-group network PUBLIC_POOL
esr (config-object-group-network) # ip address-range 200.10.0.100-200.10.0.249
esr (config-object-group-network) # exit

KoHopurypupyem cepsuc SNAT.
MepBbIM Warom co3faétcs nyn agpecos Ny6MYHOM ceTu, MCnonb3yemblx ana cepsmca SNAT:

esr (config)# nat source

esr (config-snat)# pool TRANSLATE ADDRESS

esr (config-snat-pool)# ip address-range 200.10.0.100-200.10.0.249
esr (config-snat-pool) # exit

BTopbim warom co3gaétca Habop npasun SNAT. B aTpubytax Habopa yKaxem, 4YTO npaBuna
NPMMEHSAIOTCA TONbKO A1 NAKeTOB, HanpaBAAWMXCA B Ny6AMYHYIO ceTb Yyepes nopt tel/0/1. Mpasuna
BK/1IOYAIOT NPOBEPKY aApeca UCTOYHMKA AAaHHbIX Ha NPUHAANEXKHOCTb K nyay « LOCAL_NET»:

esr (config-snat)# ruleset SNAT

esr (config-snat-ruleset)# to interface tel/0/1

esr (config-snat-ruleset)# rule 1

esr (config-snat-rule) # match source-address LOCAL NET

esr (config-snat-rule)# match destination-address any

esr (config-snat-rule) # match protocol any

esr (config-snat-rule) # action source-nat pool TRANSLATE ADDRESS
( ) # enable

esr (config-snat-rule) # exit

esr (config-snat-ruleset)# exit

esr (config-snat-rule

[na Toro 4yTo6bl MapLIPYTU3aTOP OTBEYAN HA 3anpockl NpoTokona ARP ana agpecos, BXxoaalwmx B
ny6AnYHbIA nyn, Heobxoaumo 3anyctuTb cepeBuc ARP Proxy. Cepsuc ARP Proxy HacTpauBaeTca Ha
UHTepdelice, KoTopomy npuHagnexut IP-agpec 13 noacetm npoduna agpecos nybAMYHON ceTu
«PUBLIC_POOL»:

esr (config) # interface tengigabitethernet 1/0/1

esr (config-if-te)# ip nat proxy-arp PUBLIC_POOL
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[na Toro 4tobbl YCTPOMCTBA NIOKANBHON CETU MOIAWN MOAYYUTb AOCTYN K NyBAMYHOM CeTH, Ha HUX
[0NKHA 6bITb HacTpoeHa MapuwpyTmnsauma —agpec 21.12.2.1 gonxKeH 6biTb Ha3HAYEH a4PECOM LUH03a.

Ha camom maplipyTM3aTope TaKsKe [A0/BKeH 6biTb c034aH MaplupyT A1A HanpasieHuA Ha
Ny6/MYHYIO CeTb. ITOT MapLpPYT MOXKeT 6biTb HasHaAYeH MapLPYTOM MO YMOJYAHUIO C MOMOLLbIO
cnepytolen KomaHabl:

esr (config) # ip route 0.0.0.0/0 200.10.0.99
esr (config)# exit

N3meHeHna KOH(I)MI'ypaLI,MVI BCTYNatoT B lCl,el‘/'ICTBl/Ie No KOMaHAE NPUMEHEHUA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

7.8 KoHdurypuposaHue Firewall

Firewall — Komnnekc annapaTHbIX WAM MPOrPaMMHbIX CPEACTB, OCYLLECTBAAIOWMI KOHTPOIb U
GUNbTPALMIO MPOXOAALMX YEPE3 HEro CETEBbLIX NAKETOB B COOTBETCTBUM C 3a4aHHbIMM NPaBUIamMu.

3apgauya: Paspewntb ob6meH coobuieHnammn no npotokony ICMP mexay yctponcteamu MK1, NMK2 n b
mapuwpytmnsatopom ESR.

LAN WAN

Router ESR Router

192.168.12.0/24 192.168.23.0/24
| .2 2 3

R1 R3 R2
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PeweHue:

Ons Kaxxgoli cetn ESR co3gaamm ceoto 30Hy 6e3onacHOCTH:

esr# configure

esr (config) # security zone LAN
esr (config-zone) # exit

esr (config) # security zone WAN
esr (config-zone) # exit

HaCTDOMM ceTesble VIHTepd)elszl nonpegenmm nx npuHagNeXHoOCTb K 30HaM 6esonacHoCTHU:

esr(config)# interface gil/0/2
esr (config-if-gi)# ip address 192.168.12.2/24
esr (config-if-gi)# security-zone LAN

esr (config) # interface gil/0/3
esr (config-if-gi)# ip address 192.168.23.2/24

(
(
(
esr (config-if-gi)# exit
(
(
esr (config-if-gi)# security-zone WAN
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esr (config-if-gi)# exit

[na HacTpoliKM npaBua 30H H6esonacHocTK noTpebyeTcs co3gaTb Npoduab agpecos cet «LANY,

BK/IIOYAIOLLMIA agpeca, KOTOopbIM paspeLleH Bbixog B ceTb « WANY, U npodunb agpecos cetn « WAN».

esr (config) # object-group network

esr (config-object-group-network) #
esr (config-object-group-network) #
config) # object-group network
config-object-group-network) #
config-object-group-network) #
config) # object-group network
config-object-group-network) #
config-object-group-network) #

config) # object-group network

esr
esr
esr
esr
esr
esr
esr
esr (config-object-group-network) #
config-object-group-network) #

esr

WAN

ip address-range 192.168.23.2
exit

LAN

ip address-range 192.168.12.2
exit

LAN GATEWAY

ip address-range 192.168.12.1
exit

WAN_GATEWAY

ip address-range 192.168.23.3
exit

[na nponycka Tpaduka m3 30Hbl «LAN» B 30HY « WAN» co3gaamMm napy 30H 1 gobasum npasuno,

pa3pewatowee npoxoantb ICMP-tpadumky ot MK1 Kk MK2. [dencreme npaBua paspellaeTcs KOMaHOoM

enable:

esr (config) # security zone-pair LAN WAN

(
esr (config-zone-pair)# rule 1
esr (config-zone-rule) #
esr (config-zone-rule) #
esr (config-zone-rule) #
esr (config-zone-rule) #
( ) #
( ) #
( ) #

esr (config-zone-rule enable
esr (config-zone-rule exit
esr (config-zone-pair exit

action permit

match protocol icmp

match destination-address WAN
match source-address LAN

[na nponycka Tpaduka m3 30Hbl « WAN» B 30HY «LAN» co3gaamMm napy 30H 1 Aobasum npasuno,

pa3pewatowee npoxoantb ICMP-Tpadumky ot MK2 Kk MK1. [dencteme npaBun paspellaeTcs KOMaHOoMh

enable:

esr (config) # security zone-pair WAN LAN

esr (config-zone-pair)# rule 1

esr (config-zone-rule)# action permit

esr (config-zone-rule) #

esr (config-zone-rule

exit

(
(
(
(
esr (config-zone-rule
(
(
esr (config-zone-rule
(

)
)
) #

esr (config-zone-rule) #
) # enable
) #
) #

esr (config-zone-pair exit

match protocol icmp
match destination-address LAN
match source-address WAN

Ha maplipytusatope Bcerga cyliectsyeT 30Ha 6e30nacHOCTM ¢ umeHem «self». Ecan B KayecTse

nosyyatens TpaduKa BbICTynaeT caM MapLpyTU3aTop, To ecTb TpaduK He ABASETCA TPAH3UTHbLIM, TO B

KayecTBe napameTpa yKasbiBaeTcA 30Ha «self». Co3gagmm napy 30H ana Tpaduka, MAYLLEro U3 30HbI

«WAN» B 30HYy «self». [obaBum npaBuno, paspellatouiee npoxoautb ICMP-Tpaduky mexagy MK2 u

Mmapupytmsatopom ESR, ana toro ytobbl MaplipyTM3aTtop Hayan otsevaTtb Ha ICMP-3anpocbl M3 30HbI

«WAN»:

esr (config)# security zone-pair WAN self

(
esr (config-zone-pair)# rule 1
esr (config-zone-rule) #
esr (config-zone-rule) #
( ) #

esr (config-zone-rule

action permit
match protocol icmp
match destination-address WAN
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esr (config-zone-rule match source-address WAN GATEWAY

#
esr (config-zone-rule)# enable
# exit
#

( )
( )
esr (config-zone-rule)
( )# exit

esr (config-zone-pair

Co3pmaamm napy 30H ana Tpadumka, naywero 3 3oHbl «LAN» B 30HYy «self». [JlobaBum npasuno,
pa3spewatowee npoxoantb ICMP-Tpadumky mexkay MK1 n ESR, ans Toro 4ytobbl maplipyTM3aTop Hayan
oTteeyaTb Ha ICMP-3anpochkl 13 30HbI «LAN»:

esr (config) # security zone-pair LAN self

esr (config-zone-pair)# rule 1

esr (config-zone-rule)# action permit
match protocol icmp

match destination-address LAN

)
esr (config-zone-rule) #
) #
esr (config-zone-rule) # match source-address LAN GATEWAY
) #
) #
) #

esr (config-zone-rule enable

esr (config-zone-rule exit

exit

(
(
(
(
esr (config-zone-rule
(
(
(
esr (config-zone-pair
(

esr (config)# exit

N3meHeHna KOH(I)VII'ypaLI,MVI BCTYNAT B AEVICTBME no cneayrowmm KoMmaHaam:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esr#

MocMOTPETb YNEHCTBO NOPTOB B 30HAX MOKHO C MOMOLLbIO KOMaHZbI:

esr# show security zone

NMocmoTpeTb Napbl 30H N KX KOH(I)MpraLI,MEO MOXHO C NTOMOLUW,bO KOMaHA.:

esr# show security zone-pair
esr# show security zone-pair configuration

MocMoTpeTb aKTUBHbIE CECCUM MOXKHO C MOMOLLLbIO KOMaHA,
esr# show ip firewall sessions
7.9 Hacrpoitka cnuckos gocryna (ACL)
Access Control List nnm ACL — cnmMcok KOHTposAa [OCTYyNna, COAEPKUT npaBwuia, onpegenatowme
npoxoxaeHue Tpaduka yepes nHTepdenc.
3agaya: Paspelwintb NnpoxoxaeHns Tpaduka ToNbKo U3 noacetv 192.168.20.0/24.

PeweHue:

HacTpoum cnucok goctyna gna d)VIﬂpraLI,VIM no noacetam:

esr# configure
esr (config) # ip access-list extended white
esr (config-acl) # rule 1
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esr (config-acl-rule
esr (config-acl-rule

action permit
match protocol any

match destination-address any
enable
esr (config-acl-rule) # exit

) #
) #
esr (config-acl-rule)# match source-address 192.168.20.0 255.255.255.0
) #
) #

(
(
(
esr (config-acl-rule
esr (config-acl-rule

(
esr (config-acl) # exit

MprMeHUM CNUCOK AocTyna Ha uHTepdeic Gil/0/19 ana Bxogauiero TpadmKa:

esr (config) # interface gigabitethernet 1/0/19
esr (config-if-gi)# service-acl input white

N3meHeHnA KoHOUTYypaLmMm BCTYNAT B AEMNCTBUE MO CAEAYIOLMM KOMaH4aM:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esr#

MpocmoTpeTh AeTasibHYI0 MHPOPMALIMIO O CMIMCKE AOCTYNa BO3MOMHO Yepes KoMaHay:

esr# show ip access-list white

7.10 KoHdurypuposaHue CTaTUYECKMX MapLUPYTOB

CTaTnyeckana MaplpyTmMsauma — BMA, MapLipyTM3auMu, NpY KOTOPOM MapLUpPYTbl YKa3biBalOTCA B

ABHOM BMAE NPW KOHPUrypaumMum maplupytusatopa 6e3 MCnonb30oBaHMA MPOTOKO/IOB AMHAMMYECKOM

MapLpyTU3aLmm.

3agaua: HactpouTb AocTyn K ceTu Internet ans nonb3osaTeneit nokanbHoMi cet 192.168.1.0/24 u

10.0.0.0/8, ucnonb3ya cTaTUHECKy0 MapLupyTu3aumio. Ha yctpoictee R1 cosgaTh W03 Ana Aoctyna K

cetu Internet. TpaduK BHYTPU NOKaNIbHOM CETU AOJIKEH MAPLUPYTU3NPOBATLCA BHYTPU 30HbI LAN, Tpaduk

n3 cetun Internet gonxkeH oTHocnTbCA K 30He WAN.

1

128.107.1.0/30

5 ESR

192.168.1.0/24

1

192.168.1000/30@ 10.0.0.0/8
1 2

R1 R2
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PeweHue:

3afaaMm UMsA YCTPOMCTBA ANA MapLlipyTusaTopa R1:

esr# hostname R1
esr# (config)# do commit
R1l# (config) # do confirm

Ona nHtepdeiica gil/0/1 ykaxkem agpec 192.168.1.1/24 v 30Hy «LAN». Yepes gaHHbIl MHTEpdENiC

R1 6yaet noaxntoyeH K cetn 192.168.1.0/24:

Rl (config) # interface gil/0/1

Rl (config-if-gi)# security-zone LAN

Rl (config-if-gi)# ip address 192.168.1.1/24
Rl (config-if-gi)# exit

Ona wntepdeitca gil/0/2 ykaxem agpec 192.168.100.1/30 u 30Hy «LAN». Yepes aaHHbIN

uHTepdelic R1 byaet noakntoueH K ycTpoicTey R2 ana nocneaytoleit mapwpytmsauum TpadmKa:

Rl (config) # interface gil/0/2

Rl (config-if-gi)# security-zone LAN

Rl (config-if-gi)# ip address 192.168.100.1/30
Rl (config-if-gi)# exit

[na nntepodeiica gil/0/3 ykaskem agpec 128.107.1.2/30 u 30Hy « WAN». Yepes aaHHbIN nHTEepdeic

R1 6ynet noakntoyeH K cetu Internet:

Rl (config) # interface gil/0/3

Rl (config-if-gi)# security-zone WAN

Rl (config-if-gi)# ip address 128.107.1.2/30
Rl (config-if-gi)# exit

Cozpagum mapuwpyT gna B3ammogeictsma c cetbio 10.0.0.0/8, mucnonb3ya B KadyecTse LWIHO3a

ycTpovicteo R2 (192.168.100.2):

Rl (config)# ip route 10.0.0.0/8 192.168.100.2

Co3fgaamm MmapLipyT gns B3aMMOLENCTBUA C ceTblo Internet, ncnonb3ys B KayectBe nexthop winios

nposarigepa (128.107.1.1):

Rl (config) # ip route 0.0.0.0/0 128.107.1.1

M3meHeHWs KOHoUrypaummM Ha Mapwpytusatope R1 BCTynAT B 4eWCTBME NO  CAeAYHOWMM

KOMaHOaMm:

R1# commit

Configuration has been successfully committed
R1# confirm

Configuration has been successfully confirmed
R1#

3agaamMm MmaA yCcTPpoMCTBa ANA MapllpyTmsaTtopa R2:

esr# hostname R2
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esr# (config)# do commit
R2# (config) # do confirm

Ona nHtepdeiica gil/0/1 ykaxem agpec 10.0.0.1/8 n 30Hy «LAN». Yepes aaHHbIn nHTepdelic R2
6yaet nogxntodeH K cetn 10.0.0.0/8:

R2 (config) # interface gil/0/1

R2 (config-if-gi) # security-zone LAN

R2 (config-if-gi)# ip address 10.0.0.1/8
R2 (config-if-gi) # exit

Ona untepdeitca gil/0/2 ykaxem agpec 192.168.100.2/30 u 30HYy «LAN». Yepes paHHbIN
nHTepdelic R2 byget nogKatoueH K yctpoictey R1 ana nocneaytouweit mappytmsaumm TpaduKa:

R2 (config) # interface gil/0/2
R2 (config-if-gi)# security-zone LAN
R2 (config-if-gi)# ip address 192.168.100.2/30
R2 (config-if-gi) # exit
Co3gaaMm maplpyT Mo YMONYaHWIO, YKasas B KayectBe nexthop IP-agpec uHTepdeiica gil/0/2
MapLpyTmnsatopa R1 (192.168.100.1):

R2 (config) # ip route 0.0.0.0/0 192.168.100.1

M3meHeHna KoHdUrypaumm Ha Mapupytvusatope R2 BCTynAT B AelCTBME MO  C/AEAYIOWMM
KOMaHAam:

R2# commit

Configuration has been successfully committed
R2# confirm

Configuration has been successfully confirmed
R2#

MpoBepuTb TabANLY MapLIPYTOB MOXKHO KOMaHAOM:

esr# show ip route

7.11 Hacrpoika MLPPP

Multilink PPP (MLPPP) npepocTtaBnseTr coboit arperMpoBaHHbIA KaHan, BKAYalowuin B cebs
MeToAbl AR PAcnpPOCTPaHeHUA TpaduKa Yepes HEeCKOIbKO PU3MYECKMX KaHa/IOB, UMES OAHO JIOTUYECKOe
coeguHeHue. IJTOT BapWaHT MO3BO/AAET PacWMPUTb MPONYCKHY0 chnocobHocTb M obecneymsaer
6anaHCUPOBKY HarpysKu.

ESR MXE Router

=D

R1

Gi 1/0/10
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3agaua: HactpouTb MLPPP-coeamHeHMe ¢ BCTpe4YHoM cTopoHoi ¢ IP-agpecom 10.77.0.1/24 vepes
ycTtponcteo MXE.

PeweHue:

Mepekntovaem nHTepodeic gigabitethernet 1/0/10 B peskum paboTbl E1:

esr# configure

esr (config) # interface gigabitethernet 1/0/10
esr (config-if-gi)# description "*** MXE ***"
esr (config-if-gi)# switchport mode el

esr (config-if-gi)# switchport el slot 0

esr (config-if-gi)# exit

Bkatoumm interface el 1/0/1, interface el 1/0/4 8 rpynny arperauun MLPPP 3:

esr (config)# interface el 1/0/1

esr (config-el) # ppp multilink

esr (config-el)# ppp multilink-group 3
esr (config-el) # exit

esr (config)# interface el 1/0/4

esr (config-el) # ppp multilink

esr (config-el)# ppp multilink-group 3
esr (config-el) # exit

Hactpovm MLPPP 3:

esr (config)# interface multilink 3

esr (config-multilink)# ip address 10.77.0.1/24
esr (config-multilink)# security-zone trusted
esr (config-multilink) # exit

esr (config) # exit

N3meHeHMA KoHUIypauumn BCTYNAT B AeNCTBME MO CieAyOLMM KOMaHAaM:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esr#

7.12 Hacrtpoiika Bridge

Bridge (mocT) — 3To cnocob6 coeamHeHua AByx cermeHToB Ethernet Ha KaHanbHOM ypoBHe 6e3
MCMO/Ib30BaHUA MPOTOKON0B 60J/iee BbICOKOrO YPOBHA, TakMX Kak IP. MakeTbl nepesatoTca Ha OCHOBE
Ethernet-agpecos, a He IP-agpecos. MocKobKY Nepeaaya BbINONHAETCA Ha KaHa/bHOM YPOBHe (YpOBeHb
2 mogenu OSl), Tpadmk NPOTOKON0B 60ee BbICOKOTrO YPOBHSA MPO3PadYHO NPOX0oAUT Yepes MOCT.

3agaya 1: O6beauHUTL B eauHbld L2 gomeH uHTepdeicbl MaplipyTu3aTopa, oTHocAwMecs K
NIOKanbHoM cetn, u L2TPv3-TyHHenb, NpoxogaLimii no ny6anyHol cetn. Ona obbeguHeHMsa NCNoib30BaTh
VLAN 333.
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VLAN 333

ESR gi1/0/11

VLAN 333
gi1/0/12 l
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PeweHue:

Coszgagum VLAN 333:

esr (config)# vlan 333
esr (config-vlan)# exit

Co3gaanm 30Hy besonacHocTu «trusted»:

esr (config) # security-zone trusted
esr (config-zone) # exit

Ho6asum nHtepdelicol gil/0/11, gi1l/0/12 8 VLAN 333:

esr (config) # interface gigabitethernet 1/0/11-12
esr (config-if)# switchport general allowed vlan add 333 tagged

Co3gaamm bridge 333, npussxkem K Hemy VLAN 333 1 yKayKem YneHCTBO B 30He «trusted»:

esr (config) # bridge 333

config-bridge) # vlan 333
config-bridge) # security-zone trusted
esr (config-bridge) # enable

esr
esr

(
(
(
(
YcTaHOBMM NpUHagnexkHocTb L2TPv3-TyHHeNs K MOCTY, KOTOPbIA CBA3aH C JIOKa/bHOW CEeTbio

(HacTpoika L2TPv3-TyHHens paccmaTpuBaeTtca B pasgene 7.18). B obuwem cnyyae naeHTMdGpMKaTopbl MocTa
W TYHHEeNA He J,0/IKHbI coBnagath ¢ VID Kak B JaHHOM npumepe.

esr (config)# tunnel 12tpv3 333
esr (config-12tpv3) # bridge-group 333

3agaua 2: HactpouTb maplupytmsaumio mexkay VLAN 50 (10.0.50.0/24) n VLAN 60 (10.0.60.1/24).
VLAN 50 pgomxkeH oTHocuTbesi K 30He «LAN1», VLAN 60 — K 30He «LAN2», paspewutb CBOOOAHYO
nepeaadvy Tpadmka mexay 30Hamu.
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gil/0/12

bridge 50 ESR

10.0.50.1/24

bridge 50
10.0.60.1/24

gi1/0/11 gi1/0/14

PucyHok 7.11 — Cxema cemu

PeweHue:

Co3zgagum VLAN 50, 60:

esr (config) # vlan 50,60
esr (config-vlan) # exit

Co3paanm 30Hbl 6esonacHocTn « LAN1» n « LAN2»:

esr (config) # security-zone LAN1
esr (config-zone) # exit
esr (config) # security-zone LAN2
esr (config-zone) # exit

HasHaunm nntepodeiicam gil/0/11, gil/0/12 VLAN 50:

esr (config) # interface gigabitethernet 1/0/11-12
esr (config-if-gi)# switchport general allowed vlan add 50 tagged

HasHauum untepdeiicy gil/0/14 VLAN 60:

esr (config) # interface gigabitethernet 1/0/14
esr (config-if-gi)# switchport general allowed vlan add 60 tagged

Coszpagum bridge 50, npussaxkem VLAN 50, ykarkem IP-agpec 10.0.50.1/24 v 4neHCTBO B 30He
«LAN1»:

esr (config) # bridge 50
esr (config-bridge) # vlan 50
esr (config-bridge)# ip address 10.0.50.1/24
esr (config-bridge) # security-zone LAN1
( ) #

esr (config-bridge enable

Cospagum bridge 60, npusaskem VLAN 60, ykaxem IP-agpec 10.0.60.1/24 n uneHcTBO B 30HE
«LAN2»:

esr (config) # bridge 60
esr (config-bridge) # vlan 60
esr (config-bridge) # ip address 10.0.60.1/24
esr (config-bridge) # security-zone LAN2
( )

#
esr (config-bridge) # enable
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Cospagum npasuna B Firewall, paspewatowme ceobogHoe npoxoxKaeHne Tpaduka mexay 30HaMu:

esr (config)# security zone-pair LAN1 LAN2

esr (config-zone-pair)# rule 1

esr (config-zone-rule) # action permit

match protocol any
match source-address any

(

(

( )

esr (config-zone-rule) #

esr (config-zone-rule) #

esr (config-zone-rule) # match destination-address any

esr (config-zone-rule) # enable

esr (config-zone-rule) # exit

esr (config-zone-pair)# exit

esr (config) # security zone-pair LAN2 LAN1

esr (config-zone-pair)# rule 1

esr (config-zone-rule) # action permit

esr (config-zone-rule) # match protocol any

esr (config-zone-rule) # match source-address any
( # match destination-address any

esr (config-zone-rule) # enable

esr (config-zone-rule) # exit
( #
(

)
)
)
esr (config-zone-rule)
)
)
) exit

esr (config-zone-pair
esr (config)# exit

M3meHeHna KOHd)MI'ypaLI,VIM BCTYNAT B AEVICTBME no cneayrowmMm KOmaHaam:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esr#

MocMoTpeTb YNEHCTBO MHTEPDENCOB B MOCTE MOXKHO KOMAHAOM:

esr# show interfaces bridge
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7.13 Hacrpoiika RIP

RIP — gMcTaHUMOHHO-BEKTOPHbLIM MPOTOKON AMHAMUYECKOM MApLUPYTU3aLMKN, KOTOPbI UCNONb3YeT
KOZIMYECTBO TPAH3MTHbIX YYAaCTKOB B KayeCcTBe METPUMKU MmaplipyTa. MakcMmanbHoe KO/IMYecTBo
TpaH3UTHbIX y4yacTkoB (hop), paspeweHHoe B RIP, paBHo 15. Kaxkabii RIP-mappyTnsaTop No ymoa4aHuio
BELlAeT B CETb CBO MOJIHYIO Tabauuy mapupytmsaumm oamH pas B 30 cekyHa. RIP pabotaet Ha 3-m
yposHe cteka TCP/IP, ncnonbsya UDP-nopt 520.

3apaya: Hactpoutb Ha maplipyTtusatope npoTtokoa RIP ana obmeHa mappyTHOM MHbOpmMmaLUMen ¢
COCeAHUMM MapLUpyTM3aTOpamu. MapLlipyTM3aTop A0/KEeH aHOHCUMPOBATb CTaTUYECKME MapLLPYTbl U
nogcetn 115.0.0.0/24, 14.0.0.0/24, 10.0.0.0/24. AHOHCMpoOBaHWE MapLIPYTOB AOJXHO MPOUCXOAUTb
Kaxkable 25 cekyHA,.

Router
R1 G
115.0.0.0/24
ESR 1 Router
| 10.0.0.0/24 1 14.0.0.0/24 .2
| =X — -~
R3 R2

PucyHok 7.12 — Cxema cemu

PeweHue:

MpenBapuUTenbHO HYXHO HacTpouTb |P-agpeca Ha WHTepdeicax COrnacHo cxeme CceTwu,
npuBeAeHHOM Ha pUCyHke 7.12 .

Mepengém B pexkum KoHOUTryprupoBaHus npotokona RIP:
esr (config) # router rip

YKaskem MoAceTn, KoTopble ByayT aHOHCMpoBaTbcA npoTokonom: 115.0.0.0/24, 14.0.0.0/24 w
10.0.0.0/24:

esr (config-rip) # network 115.0.0.0/24
esr (config-rip) # network 14.0.0.0/24
esr (config-rip) # network 10.0.0.0/24

[nAa aHOHCMPOBAHMA NPOTOKOIOM CTAaTUYECKUX MAPLLPYTOB BbIMOJHUM KOMaHAY:
esr (config-rip) # redistribute static
HacTtpoum Taimep, 0TBEYAIOWMNI 33 OTNPABKY MapLIpPyTHOM MHbOpMaLMN:

esr (config-rip)# timers update 25
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Mocne ycTaHOBKU Bcex Tpebyembix HaCTPOEK BKAOYaeM NPOTOKON:
esr (config-rip) # enable
N3meHeHna KoHOUTYypaLMm BCTYNAT B AeNCTBUE NOCAE NPUMEHEHUSA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esr#

Ona Toro 4tobbl NpocMmoTpeTb Tabanuy mappyTos RIP Bocnonb3syemca KOMaHA0M:

esr# show ip rip

hﬂ Momumo HacTpoiiku npotokona RIP, Heobxoaumo B firewall paspewnts UDP-nopt 520.

7.14 Hactpoiika OSPF

OSPF — NpOTOKO/1 ANHAMWYECKON MapLUPYTM3aLMKN, OCHOBAHHbLIN HA TEXHONOTUWU OTCAEKUBAHUSA
coctoAHuA KaHana (link-state technology) v wucnonbsylowmii AnA HaxoXKAEeHUA KpaTyaulero nyTtu
anroputm JenkcTpol.

3agaua Nol: Hactpoutb npoTokon OSPF Ha maplipyTMsaTope Aana obmeHa MapLpyTHOM
nHbopmaumein ¢ cocegHVMMU MapLipyTM3aTopamu. MaplpyTus3aTtop A0/XKeH HaxoauTca B obnactv c
nageHtTndmkatopom 1.1.1.1 1 aHOHCMpPOBATL MapPLLPYThI, NOAYYEHHbIE NO NpoTokoAy RIP.

4 OSPF
Router Area 1.1.1.1
R1 -2
111.0.0.0/24
RIP gil/0/5
ESR 1 Router
| gi1/0/15
R2
J

PucyHok 7.13 — Cxema cetn
PeweHue:

MpepBapuTENbHO HYXKHO HAacTpouTb IP-agpeca Ha MHTepdencax COracHO cxeme, NpUBELEHHOM Ha
pucyHke 7.13.
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Cospagmm OSPF-npouecc ¢ maeHTudumkatopom 10 1M nepengém B pexum KoHPUrypupoBaHWUsA
npotokona OSPF:

esr (config) # router ospf 10

Co3pgaamm 1 BKAOYMM Tpebyemyto 061acTb.

esr (config-ospf)# area 1.1.1.1
esr (config-ospf-area) # enable
esr (config-ospf-area)# exit

BKNOYMM aHOHCUMpPOBaHME MapLLPYTHOM MHOpPMauum us npotokona RIP:

esr (config-ospf) # redistribute rip

Bkntoumm OSPF-npouecc:

esr (config-ospf)# enable
esr (config-ospf) # exit

CoceaHne MapLUpyTM3aTopbl NOAKAOYEHbI K MHTepdeicam gil/0/5 u gil/0/15. Ana ycTaHoBAeHMA
COCeACTBA C APYrMMM MapLupyTM3aTopamMu npussaxKem ux K OSPF-npoueccy n o6nactu. Janee BKAYUM Ha
uHTepdelice mapLupyTM3aumio no npotokosy OSPF:

esr (config) # interface gigabitethernet 1/0/5
esr (config-if-gi)# ip ospf instance 10

esr (config-if)# ip ospf

(
(
esr (config-if-gi)# ip ospf area 1.1.1.1
(
esr (config-if) # exit

esr (config) # interface gigabitethernet 1/0/15
esr (config-if-gi)# ip ospf instance 10

esr (config-if-gi)# ip ospf

(
(
esr (config-if-gi)# ip ospf area 1.1.1.1
(
esr (config-if-gi)# exit

(

esr (config) # exit

N3meHeHna KoHOUrypauum BCTYNAT B AEMACTBME NOCNE NPUMEHEHUA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

3apgaya No2: MameHuTb TMRN obnactn 1.1.1.1, obnacTb A0/MKHA ObiTb TYNMKOBOW. TYNUKOBbLIN
MapLIpyTU3aTOP AO/IKEH aHOHCUPOBATL MapPLLPYTbI, MOJyYeHHbIe Mo npoTokoy RIP.

AREA0.0.0.0 AREA 1.1.1.1
Router Router ESR

gi1/0/10 gi1/0/11 gi1/0/12 gi1/0/5
R1 R2 | R3

PucyHok 7.14 —Cxema cemu
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PeweHue:

MpepBapuTENbHO HYXKHO HacTpPouTb NPoToKoa OSPF 1 IP-agpeca Ha MHTepdenicax COrnacHo cxeme,
npuBeAeHHON Ha pUcyHKe 7.14.

M3meHnM TMN 06,1acTM Ha TYNUKOBbLIN. Ha Karkaom mapluipytusatope us obnactn 1.1.1.1 B pekume
KOHUrypupoBaHMa 061acTv BbINONHMM KOMaHAY:

esr (config-ospf-area)# area-type stub

Ha TynukoBom Mmaplpytmsatope R3 BKAOYMM aHOHCMPOBAHME MapLUIPYTHOM WMHbOpMaAUUM K3
npotokona RIP:

esr (config-ospf)# redistribute rip

MN3meHeHns KOHPUIypauum BCTYNatoT B AENCTBME MO KOMAHAE NPUMEHEHUS:

esr# commit
Configuration has been successfully committed
esr# confirm
Configuration has been successfully confirmed

3agaua Ne3: O6begMHUTb ABEe MarncTpasibHble 061acTn B 04HY € nomolbto virtual link.

AREA 1 AREA 0
ESR

1 10.0.1.0/24 2
gi1/0/11 gi1/0/12 Router ID: 0.0.0.3

lo 1: 192.168.20.0/24
R3

AREA 0

ESR

Router 1D: 0.0.0.1
lo 1: 192.168.10.0/24 ‘ |
A

Virtual link

PucyHok 7.15— Cxema cemu
PeweHue:

Virtual link — aTo cneuuanbHoe coegMHeHME, KOTOPOE MO3BONAET COEAMHATb PA30PBAHHYKO Ha
YacTu 30HY WU NPUCOEANHUTD 30HY K MarncTpasbHOM Yepes Apyryto 30Hy. HacTpamBaeTtca mexay ABymsa
NorpaHnUYHbIMM MapLUpyTM3aTopamMu 30HbI (Area Border Router, ABR).

MpepBapuTENbHO HYXKHO HacTpouTb NpoTokon OSPF u IP-agpeca Ha MHTepdencax cornacHo cxeme,
npuBeaeHHON Ha pucyHKe 7.15.

Ha mapuwpytmsatope R1 nepeingem B pexkmm KoHourypmposaHua obnactm 1.1.1.1:

esr (config-ospf)# area 1.1.1.1

Cosgagum virtual link c ngeHTndmkatopom 0.0.0.3 n BKAOYUM €rO:

esr (config-ospf-area)# virtual-link 0.0.0.3
esr (config-ospf-vlink) # enable

Ha mapuwpytmsatope R3 nepeingem B pexkmm KoHdurypmposaHua obnactm 1.1.1.1:
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esr (config-ospf)# area 1.1.1.1

Cosgaaum virtual link c uaeHtTndmkatopom 0.0.0.1 1 BKAKOUUM €ro:

esr (config-ospf-area) # virtual-link 0.0.0.1
esr (config-ospf-vlink)# enable

N3meHeHMA KOHOUIYypaL MK BCTYNAT B AeNCTBUE NOCAE NPUMEHEHUSA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

PaccmoTpum Tabanuy maplipytmMsaumm Ha mapLupytmsaTtope R1:

esr# show ip route

C * 10.0.0.0/24 [0/0] dev gil/0/12, [direct 00:49:34]
0 * 10.0.1.0/24 [150/20] via 10.0.0.1 on gil/0/12, [ospfl 00:49:53] (0.0.0.3)
6] * 192.168.20.0/24 [150/30] via 10.0.0.1 on gil/0/12, [ospfl 00:50:15] (0.0.0.3)
C * 192.168.10.0/24 [0/0] dev lol, [direct 21:32:01]
PaccmoTpum Tabmuy maplipytmMsaumMm Ha mapLupytmsaTope R3:
esr# show ip route
o] * 10.0.0.0/24 [150/20] via 10.0.1.1 on gil/0/12, [ospfl 14:38:35] (0.0.0.2)
C * 10.0.1.0/24 [0/0] dev gil/0/12, [direct 14:35:34]
C * 192.168.20.0/24 [0/0] dev lol, [direct 14:32:58]
0 * 192.168.10.0/24 [150/30] via 10.0.1.1 on gil/0/12, [ospfl 14:39:54] (0.0.0.1)

Tak Kak OSPF cuuTaeT BMpTyanbHbIt KaHan 4acTblo obnactu, B Tabauue mapwpytusaumm R1
MapLpyTbl, NONYYeHHble OT R3, 0OTMeYeHbl KaKk BHYTPU3OHOBbIE U HA06OPOT.

[na npocmoTpa coceaent MOXKHO BOCMO/1b30BaTbCA CeAytowe KOMaH4OoM:
esr# show ip ospf neighbors 10
Tabaunuy mapwpytoB npotokona OSPF MOXKHO NPOCMOTPETb KOMaHAOM:

esr# show ip ospf 10

V B firewall Heo6xoaumo paspewnts npotokon OSPF (89).
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7.15 Hacrpoika BGP

Mpotokon BGP npegHasHayeH ana obmeHa mHbopmaumein o AOCTUKMMOCTU MOACETEN MexKay
aBTOHOMHbIMMK cuctemamn (panee AC), To eCcTb rpynnamu maplUpyTM3aToOpoB Noj eAuHbIM TEXHUYECKMM
ynpaBAeHUEM, MWCMONb3YIOWMMMU MPOTOKOA BHYTPUAOMEHHOW MaplIpyTM3aUuMM ana onpeaeneHus
MapLUPYTOB BHYTPM cebs M NPOTOKOA MENKAOMEHHOM MaplipyTU3auum Ana onpefesieHns MaplipyTos
AocTtaBku naketos B apyrme AC. MNepeaaBaeman MHboOpmaLma BKAoYaeT B ceba cnmucok AC, K KOTOpbIM
MMeeTca AOCTyn yepes3 AaHHYH cucTemy. Bbibop Hamayywmnx maplipyToB OCYLLECTBAAETCS UCXoasd U3
npaBwu/, NPUHATLIX B CETH.

3apava: HactpouTtb BGP-npoToKOA Ha maplipyTrM3aTope Co cneayowmmm napametTpamm:

AS2500
AS20 ’
Router ESR #06800/2¢ Router
ﬂ 2 | 185.0.0.0/30 .1 1 219.0.0.0/30 .zm_‘
R ‘ R3 80.66.16.0/24 R2
/

PucyHok 7.16— Cxema cemu

— cobctBeHHble noacetun: 80.66.0.0/24, 80.66.16.0/24;

— QHOHCMpPOBaHWEe noaceTel, NOAKAOYEHHbIX HANPAMYIO;

— cobcrBeHHasa AS 2500;

— nepBoe coceacTso - noacetb 219.0.0.0/30, cobereeHHbIn IP-agpec 219.0.0.1, IP-agpec coceaa
219.0.0.2, AS 2500;

— BTOpOe coceacTso - noacetb 185.0.0.0/30, coberBeHHbIn IP-agpec 185.0.0.1, IP-agpec coceaa
185.0.0.2, AS 20.

PeweHue:

CKOHPUrypupyem Heobxoammble ceTeBble NapaMeTpbi:

esr# configure

esr (config) # interface gigabitethernet 1/0/1
esr (config-if-gi)# ip address 185.0.0.1/30
esr (config-if-gi)# exit

esr (config) # interface gigabitethernet 1/0/2
esr (config-if-gi)# ip address 219.0.0.1/30
esr (config-if-gi)# exit

esr (config) # interface gigabitethernet 1/0/3
esr(config-if-gi)# ip address 80.66.0.1/24
esr (config-if-gi)# exit

esr (config) # interface gigabitethernet 1/0/4
esr (config-if-gi)# ip address 80.66.16.1/24
esr (config-if-gi)# exit
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Cospagmm BGP npouecc ansa AS 2500 v Boiaem B pexMM KOHOUIYypUpPOBaHMA MNapameTpoB
npouecca:

esr (config) # router bgp 2500

Bxoanm B peXXmMm KOHPUTryprupoBaHUA MapLLpyTHOM MHbopmauumn gns IPv4

esr (config-bgp) # address-family ipv4

O6bsBMM noaceTun, NOAKNOUYEHHbIE HanpAmyto:

esr (config-bgp-af) # redistribute connected

Cospgagmm cocepctsa ¢ 185.0.0.2, 219.0.0.2 ¢ yKaszaHUeM aBTOHOMHbIX CUCTEM U BKAOUYUM UX:

esr (config-bgp-af) # neighbor 185.0.0.2
esr (config-bgp-neighbor)# remote-as 20
esr (config-bgp-neighbor) # enable

esr (config-bgp-neighbor) # exit

esr (config-bgp-neighbor) # remote-as 2500

(
(
(
(
esr (config-bgp-af) # neighbor 219.0.0.2
(
esr (config-bgp-neighbor) # enable
(

esr (config-bgp-neighbor) # exit

Bkatouynm paboTy npoToKoa:

esr (config-bgp-af) # enable
esr (config-bgp-af) # exit
esr (config) # exit

N3meHeHMA KOHUTypauum BCTYNAT B AeNCTBME NOCAE NPUMEHEHUA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esr#

NHpopmaumto o BGP-nMpax MOXKHO NOCMOTPETb KOMaHAOM:
esr# show ip bgp 2500 neighbors

Tabanuy mapLpyTos NPoToKoaa BGP MOXHO NpOCMOTPETL C MOMOLLLbI0 KOMaHApb!:

esr# show ip bgp

V | Heobxoaumo B firewall paspewnts TCP-nopt 179.
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7.16 HacTtpoiiKa NnonnTUKKU mapupytusauum PBR

7.16.1 Hacmpoiika Route-map dns BGP

Route-map moryt cayKutb  duabTpamn, no3BoaAlWMMKM  06pabaTbiBaTb  MAPLUPYTHYHO
nHbopmaumio npu eé npméme oT coceaa NMbo npu eé nepeaadve coceay. Ob6paboTKa MOXKET BKAOYATL B
cebs dMAbTpaUUIO Ha OCHOBAHUM Pa3/INYHbIX NPU3HAKOB MapLUPYTa, a TaKXKe yCTaHOBKY aTpnbyTos (MED,
AS-PATH, community, LocalPreference n apyroe) Ha cooTBeTCTBYIOLIME MAPLLPYTHI.

Takke Route-map MoKeT HasHauyaTb MapLUPYTbl HA OCHOBe cnucKoB goctyna(ACL).

4 AS2500 )

ASZO 10.0.0.0/24
Router ESR Router
.2 [185.0.0.0/124 1

1 219.0.0.0/24 .2
=D =xd
R1 /J R2

R3
10.100.100.0/24

N J

PucyHok 7.17 — Cxema cemu
3agaua 1: HasHaunMTb community ana mappyTHoin HdopmaLmm, npuxoasautein ns AS 20:

MpeaBapuTeNIbHO HYXXHO BbINOIHUTbL Ceaytole AenUcTBua:
— Hactpoutb BGP ¢ AS 2500 Ha mapuwpyTtusaTope ESR;
— YcTaHoBuTb coceactso ¢ AS20.

PeweHue:

C03AaEN\HOﬂMTMKy2

esr# configure
esr (config) # route-map from-as20

Cospaem npasuno 1:

esr (config-route-map)# rule 1

Ecnu AS PATH cogeput AS 20, To HaszHayaem emy community 20:2020 u BbIxogum:

esr (config-route-map-rule) # match as-path contain 20
esr (config-route-map-rule) # action set community 20:2020

esr (config-route-map-rule) # exit

(
(
(
(

esr (config-route-map) # exit
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B BGP npougecce AS 2500 3axoanm B HAacTPOMKM NapameTpoB coceaa:

esr (config) # router bgp 2500

esr (config-bgp) # neighbor 185.0.0.2
MpwnBA3bIBAaEM NOAUTUKY K NPUHUMAEMOM MAPLUPYTHON MHPOPMaLLUN:
esr (config-bgp-neighbor)# route-map from-as20 in

3apava 2: [ns Bceil nepenaBaemolt MapLIpyTHOM nHpopmaumm (c community 2500:25) HasHauuTb

MED, paBHbIt 240, 1 yKa3aTb UCTOYHWUK MapLLPyTHOM MHbopmaunmn EGP:

MNpeasaputenbHo: Hactpoutb BGP ¢ AS 2500 Ha ESR

PeweHue:

CO3A3€N\HOHMTMKV

esr (config) # route-map to-as20

CosaaeN\npaamno:

esr (config-route-map) # rule 1

Ecan community cogepxut 2500:25, To HazHayaem emy MED 240 n Origin EGP:

esr (config-route-map-rule) # match community 2500:25
esr (config-route-map-rule) # action set metric 240
esr (config-route-map-rule) # action set origin egp
esr (config-route-map-rule) # exit

esr (config-route-map) # exit

B BGP npouecce AS 2500 3axo4MM B HAaCTPOIMKKM NapameTpoB cocesa:

esr (config) # router bgp 2500

esr (config-bgp) # neighbor 185.0.0.2

MprBA3bIBaEM MOANTUKY K aHOHCUPYEMOI MapLLPYTHON MHPOPMALMUK:

esr (config-bgp-neighbor)# route-map to-as20 out

esr (config-bgp-neighbor) # exit
esr (config-bgp) # exit
esr (config)# exit

N3meHeHna KoHOUrypauum BCTYNAT B AEMACTBME NOCAE NPUMEHEHUA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esri#
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7.16.2 Route-map Ha ocHoee cnuckoe docmyna (Policy-based routing)

184.45.0.150

ISP1

Switch ESR

= = =R
10.0.0.0/16

80.16.0.23

ISP2

PucyHok 7.18 — Cxema cemu

3apgaya_1: Pacnpegenntb Tpaduk mexay WHTepHeT npoBangepamu Ha OCHOBe mMoAceTen
nosb3oBaTenem.

MpefBapUTENbHO HYXKHO BbINOJHUTL CAeAyIOLWME AENCTBUA:
— HasHauutb IP agpeca Ha nHTepdeinco!.

TpebyeTca HanpasaaTb Tpaduk c agpecos 10.0.20.0/24 yepes ISP1 (184.45.0.150), a Tpaduk ¢
aapecos 10.0.30.0/24 — uepes ISP2 (80.16.0.23). TpebyeTca KOHTPOAMPOBATb AOCTYNHOCTb aApPecoB
nposaiaepos (paboTtocnocobHOCTb NOAKNOYEHMI K ISP), U Npn HepaboTocnocobHOCTM 04HOrO U3
NoAKNIOYEHUI NepeBoaUTb C HEro Ha paboyee NOAKAOYEHME BECb TPAdUK.

PeweHune:

Co3zpgaem ACL:

esr# configure
esr (config)# ip access-list extended sub20
esr (config-acl) # rule 1
esr (config-acl-rule)# match source-address 10.0.20.0 255.255.255.0
esr (config-acl-rule) # match destination-address any
esr (config-acl-rule) # match protocol any
esr (config-acl-rule)# action permit
esr (config-acl-rule)# enable
esr (config-acl-rule)# exit
esr (config-acl) # exit
esr (config)# ip access-list extended sub30
esr (config-acl)# rule 1
esr (config-acl-rule) # match source-address 10.0.30.0 255.255.255.0
esr (config-acl-rule) # match destination-address any
esr (config-acl-rule) # match protocol any
( # action permit
( # enable
esr (config-acl-rule) # exit
(

esr (config-acl) # exit

esr (config-acl-rule

)
)
)
)

esr (config-acl-rule

Co3gaem nonntu Ky:

esr (config) # route-map PBR
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Co3zpgaem npasuno 1:

esr (config-route-map) # rule 1

YKasbiBaem cnuncok goctyna (ACL) B Kauectse ¢puabTpa:

esr (config-route-map-rule) # match ip access-group sub20

YKasbiBaem nexthop ans sub20:

esr (config-route-map-rule)# action set ip next-hop verify-availability 184.45.0.150 10
esr (config-route-map-rule)# action set ip next-hop verify-availability 80.16.0.23 30
esr (config-route-map-rule) # exit
esr (config-route-map) # exit

Mpasunom 1 6ygetr obecneyeHa Mmapuwpytmsauma Tpaduka ¢ cetm 10.0.20.0/24 wa appec
184.45.0.150, a npn ero HemocCTynHocTM — Ha agpec 80.16.0.23. MMpUOPUTETHOCTbL LWIAO30B 3a43eTcA
3HayeHnamn metpuk — 10 1 30.

Cospgaem npasuno 2:

esr (config-route-map) # rule 2

YKasbiBaem cnuncok goctyna(ACL) B KauecTse ¢ounbTpa:

esr (config-route-map-rule) # match ip access-group sub30

YKasbiBaem nexthop ana sub30 u BbIxogMm:

esr (config-route-map-rule) # action set ip next-hop verify-availability 80.16.0.23 10
esr (config-route-map-rule) # action set ip next-hop verify-availability 184.45.0.150 30
esr (config-route-map-rule)# exit
esr (config-route-map) # exit

Mpasunom 2 6yaet obecneyeHa maplupytnsaums Tpadumka c cetn 10.0.30.0/24 Ha agpec 80.16.0.23,
a nNpuv ero HeJOCTYNHOCTU — Ha aapec 184.45.0.150. NMpunopuTteTHOCTb 3a4aeTCA 3HAYEHUAMN METPUK.

3axoaum Ha nHTepdeinc TE 1/0/1:

esr (config) # interface tengigabitethernet 1/0/1

MpuBA3bIBaEM NOANTUKY Ha COOTBETCTBYIOLLMI MHTEpdeiC:

esr (config-if-te)# ip policy route-map PBR

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
esri
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7.17 Hactpoitka GRE-TyHHenen

GRE (aHrn. Generic Routing Encapsulation — o6uwasa uHKancynauma maplupyToB) — npPOTOKON
TYHHE/IMPOBAHUA CeTeBbIX NaKeToB. Ero OCHOBHOe Ha3HaueHMe — MWHKANCcynauuA MaKeToB CEeTeBOro
ypoBHa ceteBon mogenun OSI| B IP-nakeTbl. GRE MmoKeT Mcnonb3oBaTtbes ana opraHusaumm VPN Ha 3-m
yposHe mogenn OSI. B mapwpytnsatope ESR peannsoBaHbl cTaTtndeckne Heynpasnaemble GRE-TyHHenn,
TO €CTb TYHHEeNU CO34al0TCA BPYYHYH MyTeM KOHOUIYPUPOBAHMA HA JIOKANbHOM M YOA/NEHHOM Y31ax.
MapameTpbl TYHHENA ANA KaXKA0W U3 CTOPOH A0NXHbI 6bITb B3aMMOCOINaCOBaHHbIMWU UM NEPEHOCUMbIE
JaHHble He ByayT AeKancyAnMpoBaTbCA MapTHEPOM.

3agaua: OpraHuzoBatb L3-VPN mexay oducamm KomnaHum depes |P-ceTb, ucnonbsya anAa
TYHHenMpoBaHuA Tpaduka npotokon GRE.

B KayecTBe JIOKaNbHOrOo WAto3a Anda TYHHenAa ucnonbsyetca IP-agpec 115.0.0.1;
B KayecTBe y4aneHHOoro Wwako3a 4na TyHHena ncnonbsyetca IP-agpec 114.0.0.10;

IP-agpec TyHHens Ha JIoKkasbHoM cTopoHe 25.0.0.1/24.

ESR

Router

L LAN

I"172.16.0.0/16

115.0.0.1 10.0.0.0/24

114.0.0.10

TyHHenb GRE

PucyHok 7.19 — Cxema cemu
PeweHue:
Co3pgagum TyHHenb GRE 10:
esr (config)# tunnel gre 10

YKaxeMm /IoKanbHbIM W yaaneHHbIin w3 (IP-agpeca nHTepdeincos, rpaHmyalmx ¢ WAN):

esr (config-gre)# local address 115.0.0.1
esr (config-gre) # remote address 114.0.0.10

YKaskem IP-agpec TyHHensa 25.0.0.1/24:
esr (config-gre) # ip address 25.0.0.1/24

TakKe TyHHeNb AOJ/IKEeH MNpuHagne)katb K 30He 6e30nacHOCTWU, A1a Toro Yytobbl MOMKHO 6blio
€034aTb NpaBuna, paspellatolme npoxoxgeHue Tpaduka B firewall. MprHagneKHOCTb TYHHENA K 30He
3agaeTca ceaytowein KomaHaom:

esr (config-gre) # security-zone untrusted

BKAOUMM TYHHENb:
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esr (config-gre) # enable
esr (config-gre)# exit

Ha mapuwpytusaTtope AosixeH 6biTb CO34aH MapWpPyT A0 J/IOKaAbHOM ceTu naptHepa. B KadecTse

WHTepdelica HasHaYeHMA yKa3blBaem paHee co3AaHHbIi TyHHenb GRE:

esr (config)# ip route 172.16.0.0/16 tunnel gre 10

Ona npuMmeHeHNa U3MeHEHUI KOHPUTYpaLUM BbINOJHUM Cleaytolwme KOMaHabl:

esr# commit
Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

Mocne npumeHeHWs HacTpoek TpaduKk byaeT MHKaNCy/IMpoBaTbCA B TYHHE/b W OTMNPaBAATbCA

naprepy, He3asucMmo oT HanmumAa GRE-TyHHenA 1 NpPaBUIbHOCTM HAaCTPOEK C €ro CTOPOHbI.

OnumoHanbHo ana GRE-TYHHENs MOXKHO yKasaTb c/iedytowme napameTpsbi:

—  BKAWOYUTbL BbIYMC/IEHME W BKJIIOYEHME B MAKET KOHTPO/IbHOM cyMMmbl 3arosioBka GRE u
WMHKaMNCy/IMPOBAHHOIO NakKeTa A4/1a UCXoAaLlero TpadumKka:

esr (config-gre) # local checksum

—  BKAOUMTD NPOBEPKY HANAMUMA U KOPPEKTHOCTU KOHTPOAbHOU cymmbl GRE ans Bxopgswiero
Tpaduka:

esr (config-gre) # remote checksum
YKa3aTb YHUKaNbHbIN naeHTUdUKATOP:

esr (config-gre) # key 15808
YKa3aTb 3Ha4yeHue DSCP, MTU, TTL:

esr (config-gre) # dscp 44
esr (config-gre) # mtu 1426
esr (config-gre) # ttl 18

CocroaHue TYHHENA MOXHO NOCMOTPETb KOMBH,CI,OVIZ

esr# show tunnels status gre 10

CueTumkm BXO4AWMNX U OTNPAB/IEHHbIX MAaKETOB MOXXHO NMOCMOTPETb KOMaH,EI,Oﬁ:
esr# show tunnels counters gre 10

KoHdurypaumio TyHHeNA MOXKHO NOCMOTPETb KOMaHAOM:
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esr# show tunnels configuration gre 10

HacTpoitka TyHHens IPv4-over-IPv4 npon3BoamMTcA aHaNOMMYHbIM 06pasom.

V‘ Mpu co3gaHumn TyHHena Heobxoaumo B firewall paspewntb npotokon GRE(47).

7.18 Hactpoiika L2TPv3-TyHHenen

L2TPv3 (Layer 2 Tunneling Protocol Version 3) — npoToKon Ana TYHHENIMPOBAHWA MaKeToB 2-ro
ypoBHA mogenu OS| mexay asyma IP-y3namu. B KauecTse MHKaNcyaMpylowero NpoTOKO/a UCNoab3yeTca
IP unn UDP. L2TPv3 MOKeT UCnonb3oBaTbCA Kak anbTepHatmea MPLS P2P L2VPN (VLL) ana opraHmsaumm
VPN ypoBHsa L2. B mapwpyTtnsatope ESR peanmsosaHbl cTaTuyeckne Heynpasndemole L2TPv3-TyHHenn, To
€CTb TYHHEeNM CO34al0TCA BPYYHYIO NyTeM KOHOUIypUMpPOBaAHUA Ha JIOKANbHOM W yAaJeHHOM Y3nax.
MapameTpbl TYHHENA Ha KaXKAOM M3 CTOPOH AO0/KHbI ObiTb B3aMMOCOr1acoBaHHbIMU UM NEPEHOCUMble
OaHHble He ByAyT AeKancyaMpoBaTbCA NapTHEPOM.

3agaya: OpraHmsoBaTb L2 VPN mexay oducamm KomnaHum 4yepes IP-ceTb, mucnonbsys ans
TYHHeNNpPOoBaHUA TpaduKa npotokon L2TPv3.

B KayecTBe MHKamMCy/MpPYOLLErO NPOTOKOo1a ncnoab3yetcs UDP, Homep nopTa Ha 10KasibHOM
CTOpPOHE M HOMEp NopTa Ha CTOPOHe NapTHepa 519;

B KayecTBe JIOKaNbHOrOo WAt03a ANA TYHHena ucnonbsyetca IP-agpec 21.0.0.1;

B KayecTse yaaneHHoro wito3a aAna TyHHena ncnonbsyetca IP-agpec 183.0.0.10;
NMAeHTUPMKaATOP TYHHENA Ha SIOKA/IbHOM CTOPOHE paBeH 2, Ha CTOPOHE napTHepa 3;
naeHTUdMKaTop ceccmm BHyTpM TyHHens paseH 100, Ha cTopoHe napTHepa 200;

B TYHHEe/b Hanpasum Tpaduk us bridge c naeHTndumratopom 333.

Router ESR

LAN
1 LAN WAN m /
I 183.0.0.10 21.0.0.1 VLAN 333

R1 R2

TyHHenb L2TPv3

PucyHok 7.20 — Cxema cemu

PeweHue:

Cosgagum TyHHenb L2TPv3 333:

esr# configure

esr (config)# tunnel 12tpv3 333
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YKaxKeMm /IoKaNbHbIl 1 yaaneHHbll wito3 (IP-aapeca nHtepdeicos, rpaHnyaumx ¢ WAN):

esr (config-12tpv3) # local address 21.0.0.1
esr (config-12tpv3) # remote address 183.0.0.10

YKaxkem TN MHKancyampytowero npoTokosaa u Homepa UDP-nopTos:

esr (config-12tpv3) # protocol udp
esr (config-12tpv3) # local port 519
esr (config-12tpv3) # remote port 519

YKarKem naeHTMOUKATOpbl TYHHENS AN N0KabHOW U yaaNeHHOM CTOPOH:

esr (config-12tpv3) # local tunnel-id 2

esr (config-12tpv3) # remote tunnel-id 3

YKaxem naeHTMPMKaTopbl CECCUN BHYTPU TYHHENS A1A IOKa/IbHOW U yAaNeHHOW CTOPOH:
esr (config-12tpv3) # local session-id 100

esr (config-12tpv3) # remote session-id 200

YCTaHOBMM MpPUHAANEKHOCTb L2TPV3-TyHHENs K MOCTY, KOTOPbIM AO/KEH ObiTb CBA3AH C CETblo
yAaneHHoro opuca (HacTporika MoCTa paccMaTpMBaeTcs B NyHKTe 7.11):

esr (config-12tpv3) # bridge-group 333

BK/toYMM paHee co34aHHbIM TYHHE b U BbINAEM:

esr (config-12tpv3) # enable
esr (config-12tpv3) # exit

Co3zpagum cab-mHTepdeinc ana KommyTauumn TpaduKa, NOCTYNAOWEro U3 TYHHeNA, B JIOKaNbHYIO
cetb c Terom VLAN id 333:

esr (config) # interface gi 1/0/2.333

YCTaHOBUMM MpPUHaANEXHOCTb Cab-uHTepdeinca K MOCTy, KOTOpbIM p[oaKeH OblTb CBA3aH C
JIOKaNIbHOWM ceTblo (HacTpoMKa MOCTa paccMaTpMBaeTca B NyHKTe 7.11):

esr (config-subif)# bridge-group 333

esr (config-subif)# exit

[Nna npymeHeHna U3MeHeHU I KoHOUTypaLun BbINOAHUM Cneaytowme KoMmaHabl:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

Mocne nNpuMeHeHUs HacTpoek TpaduK OyaeT WMHKANCy/MpoBaTbCA B TYHHENb W OTMNPABAATHCA
napTHepy, He3aBUCUMO OT Hannuma L2TPv3 TyHHeNsA 1M NPaBUIbHOCTM HAaCTPOEK C €ro CTOPOHbI.

HacTpoikn TyHHens B yganeHHom oduce AO0NKHbl ObiTb 3epKafbHbIMM NIOKaNbHbIM. B KayecTtse
JIOKA/IbHOroO W33 A0/MKeH wucnonb3osaTbca |P-agpec 183.0.0.10. B KayectBe yAa/neHHOro LWAO3a
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[onxkeH ucnonbsosatbea IP-agpec 21.0.0.1. Homep nopta MHKaNCyMpYOWero NnpoToKo/ia Ha /I0KabHOM
CTOpPOHe goneH 6biTb 520, Ha cTopoHe napTHepa 519. UaeHTUdUKATOP TYHHENS Ha IOKaNbHOW CTOPOHE
OOKeH BbITb paBHbIM 3, Ha CTOPOHE MapTHepa 2. UAeHTUPUKATOP ceccMm BHYTPU TYHHENA JOMKEH ObiTb
paBHbim 200, Ha cTopoHe napTHepa 100. TaKe TyHHeNb AO/KEH NpUHaA/iexXaTb MOCTY, KOTOpPbIl
Heobxo4MMO COEANHUTD C CETbIO NapTHepa.

CocTosiHME TYHHEeNss MOXXHO NOCMOTPETb KOMaHAOoM:

esr# show tunnels status 12tpv3 333

CyeTunkm BXOAALWNX N OTMPaB/IEHHbIX MAKETOB MOXXHO MOCMOTPETb KOMaHAOVIZ
esr# show tunnels counters 12tpv3 333

KoHUrypaumto TYyHHeNA MOMKHO NOCMOTPETb KOMaHA0M:

esr# show tunnels configuration 12tpv3 333

V Momumo co3paHua TyHHena Heobxogumo B firewall paspewutb BxogAwmin Tpaduk no
npotokony UDP c noptom otnpasutena 519 n noprom HasHayeHusa 519.
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7.19 Hacrpoiika IPSec VPN

IPsec — 310 Habop NPOTOKOAOB, KOTOpble 0becneymBatoT 3alWmUTy NepesaBaembix ¢ NoMoLLbio IP-
NPOTOKONA AaHHbIX. [laHHbIN Habop NPOTOKO0B NO3BONIAET OCYLLECTBAATbL NOATBEPKAEHMNE NOANMHHOCTH
(ayTeHTMOMKaumIo), NPOBEPKY LENOCTHOCTM U wundposaHme IP-nakeToB, a TakKe BKAOYaeT B cebA
NPOTOKO/Ibl ANA 3aWMLWEHHOrO 0bMeHa Katovamum B ceTu MHTepHeT.

ESR

120.11.5.1 m 192.0.2.0/24
LAN

R1 ' R2

IPsec Tunnel

ESR
180.100.0.1

10.0.0.0/16

LAN

PucyHok 7.21— Cxema cemu
3apgaua: Hactpoutb IPsec-TyHHenb mexkay R1 n R2.

R1IP agpec-120.11.5.1;
R2 IP agpec - 180.100.0.1;
IKE:
rpynna Anddun-Xannmana: 2;
anroputm wuneposaHua: AES 128 bit;
anroputm ayteHTUduMKaumm: MD5.
IPSec:
anroputm wueposaHma: AES 128 bit;

anroputm ayteHTMduKaummn: MD5.

7.19.1 Hacmpoiika Route-based IPSec VPN
PeweHue:

1. KoHowurypmposaHue R1

HacTpoum BHeLHNI ceTeBoi MHTepdeic 1 onpeaeanm NPUHAANEKHOCTb K 30He 6e30NacHOCTH:

esr# configure

esr (config) # interface gi 1/0/1

esr (config-if-gi)# ip address 180.100.0.1/24
esr (config-if-gi)# security-zone untrusted
esr (config-if-gi)# exit

Cospaamm TyHHenb VTI. Tpaduk byaet nepeHanpasnatbcs yepes VTl B IPsec-TyHHenb. B KayecTse
JIOKaNIbHOTO M YAANEeHHOTO LWAK3a yKa3bliBatoTcA IP-agpeca nHTepdeicos, rpaHmyawmx ¢ WAN:
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esr (config)# tunnel vti 1
esr (config-vti)# local address 180.100.0.1
esr (config-vti)# remote address 120.11.5.1
esr (config-vti)# enable

( ) #

esr (config-vti exit

[na HacTpolikM npasBun 30H 6esonacHocTM noTpebyetca co3fdaTb NpPoduab MopTa MNPOTOKOAa
ISAKMP:

esr (config) # object-group service ISAKMP
esr (config-object-group-service) # port-range 500
esr (config-object-group-service) # exit

Co3gaaMm CTaTUYECKM MaplpyT A0 yaaneHHoih LAN-cetu. [ns Kaxkgon noacetu, KoTopas
HaxoauTcA 3a IPsec-TyHHenem, HyXHO yKa3aTb MappyT Yepes VTI-TyHHeb:

esr (config)# ip route 192.0.2.0/24 tunnel vti 1

Co3sgaamm npodunb npotokona IKE. B npodune ykaxkem rpynny OAuddun-XannmaHa 2, anroputm
wndposaHua AES 128 bit, anroputm ayteHTUdMKaumum MD5. [daHHble napameTpbl 6e3onacHocTv
ncnonbaytotca ans 3awmTsl IKE-coeguHeHus:

esr (config)# security ike proposal ike_propl

esr (config-ike-proposal)# dh-group 2

esr (config-ike-proposal)# authentication algorithm md5
(
(

)
esr (config-ike-proposal)# encryption algorithm aesl128
)

#
esr (config-ike-proposal)# exit

Co3pgaanm nonuTmky npoTtokona IKE. B nonuTuke yKasbiBaeTcA cnucok npoduneit npotokona IKE,
MO KOTOPbIM MOTYT COT/1IAaCOBbIBATLCA Y3/1bl U K/HOY ayTEHTUPUKaLMK:

esr(config)# security ike policy ike_poll

esr (config-ike-policy) # pre-shared-key hexadecimal 123FFF
esr (config-ike-policy) # proposal ike_ propl

esr (config-ike-policy)# exit

Co3pgagmm wnto3 npotokona IKE. B aaHHOM npodune ykasbiBaetca VTI-TYHHeNb, NOAUTUKA, BepCUA
NPOTOKO/1a U PEXMM NepeHanpasaeHna TpaduKa B TYHHeNb:

esr(config)# security ike gateway ike_gwl
esr (config-ike-gw)# ike-policy ike_poll
esr (config-ike-gw) # mode route-based
esr )# bind-interface vti 1
esr (config-ike-gw) # version v2-only

) # exit

config-ike-gw

(
(
(
(
(
esr (config-ike-gw

Co3paanm npodunb napameTpos besonacHocTn gna IPsec-TyHHenA. B npodune ykaxem anroputm
wudposaHna AES 128 bit, anroputm ayteHTUduKaumm MD5. [daHHble napameTpbl 6He3onacHocTu
NCNONb3YyOTCA ANA 3awmTbl IPsec-TyHHenA:

esr (config)# security ipsec proposal ipsec_propl

esr (config-ipsec-proposal)# authentication algorithm md5
esr (config-ipsec-proposal) # encryption algorithm aesl28
esr (config-ipsec-proposal) # exit
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Co3pgagmm nonutuKy ana IPsec-TyHHena. B nonuTuKe yKasbiBaeTcAa cnucok npoduneit IPsec-
TYHHeNsA, N0 KOTOPbIM MOTYT COr/1acoBbIBATLCA Y3/bl.

esr(config)# security ipsec policy ipsec_poll
esr(config-ipsec-policy)# proposal ipsec_propl
esr (config-ipsec-policy) # exit

Co3spgagum IPsec VPN. B VPN yka3sbiBaeTca wnto3 IKE-npoToKkona, Nonntuka IPsec-TyHHena, pexknum
obmeHa Knto4Yamu M cnocob ycTaHOBAEHMA coeamHeHua. locne BBOAA BCEX MAPAMETPOB BK/OUYUM
TYHHEeNb KomaHaoM enable.

esr (config) # security ipsec vpn ipsecl

esr (config-ipsec-vpn) # mode ike

esr (config-ipsec-vpn) # ike establish-tunnel immediate
esr (config-ipsec-vpn) # ike gateway ike gwl

esr (config-ipsec-vpn) # ike ipsec-policy ipsec_poll
esr (config-ipsec-vpn) # enable

esr (config-ipsec-vpn) # exit
esr (config)# exit

2. KoHourypuposaHue R2

HacTpoum BHelHWUI ceTeBo MHTepdEC 1 onpeaennm NPUHaAIEXKHOCTb K 30He 6e3onacHOCTU:

esr# configure

esr (config) # interface gi 1/0/1

esr (config-if)# ip address 120.11.5.1/24
esr (config-if) # security-zone untrusted
esr (config-if) # exit

Cospaanm TyHHenb VTI. Tpaduk byaeTt nepeHanpasnatbes yepes VTl B IPsec-TyHHenb. B KayecTse
JIOKANIbHOTO M yAaNeHHOro WK03a YKasblBatoTca IP-agpeca nHtepdeiicos, rpaHmyawmx ¢ WAN:

esr (config)# tunnel vti 1
esr (config-vti)# remote address 180.100.0.1
esr (config-vti)# local address 120.11.5.1
esr (config-vti) # enable

( ) #

esr (config-vti exit

[ns HacTpolKn npasBua 30H 6e3onacHocTU NoTpebyeTca co3aatb Npoduab nopTa NnpoTokona ISAKMP:

esr (config) # object-group service ISAKMP
esr (config-addr-set) # port-range 500
esr (config-addr-set) # exit

Co3gaamm CTaTMYECKMn MmaplpyT [0 yaaneHHoh LAN-cetu. [Ona KaxKaon noaceTtu, KoTopas
HaxoauTcA 3a IPsec-TyHHenem, HYXKHO yKa3aTb mappyT Yyepes VTI-TyHHenb:

esr (config)# ip route 10.0.0.0/16 tunnel vti 1

Cosgaamm npodunb npotokona IKE. B npodune ykaxkem rpynny OAuddu-XannmaHa 2, anroputm
wudposaHna AES 128 bit, anroputm ayteHTUdMKaumm MDS5. [aHHble napameTpbl 6e30macHOCTU
ncnoab3ytoTea ana sawmtel IKE-coeagnHeHma:
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esr (config)# security ike proposal ike_ propl

esr (config-ike-proposal)# dh-group 2

esr (config-ike-proposal)# authentication algorithm md5
esr (config-ike-proposal)# encryption algorithm aesl128
esr (config-ike-proposal)# exit

esr (config) #

Co3zgaamm nonntuky npotokona IKE. B nonnTuKe yKasbiBaeTcs cnucok npodunei npotokona IKE, no
KOTOPbIM MOTYT COF/1IacOBbIBATLCA Y3/1bl M KAKOY ayTEHTUOUKALNMK:

esr (config) # security ike policy ike_poll

esr (config-ike-policy) # pre-shared-key hexadecimal 123FFF
esr (config-ike-policy) # proposal ike_propl

esr (config-ike-policy)# exit

Cosgagum wato3 npoTtokona IKE. B gaHHOM npodune ykasbiBaetcs VTI-TyHHeNb, NOAUTUKA, BEPCUA
NPOTOKONA U PEXUM NepeHanpaBaeHUsa TpaduKa B TYHHEb:

esr(config)# security ike gateway ike_gwl
esr (config-ike-gw) # ike-policy ike_poll
esr (config-ike-gw) # mode route-based
esr (config-ike-gw) # bind-interface vti 1
esr (config-ike-gw) # version v2-only

( ) #

esr (config-ike-gw exit

Cosgagmm npoduab napameTpos 6e3onacHocTn ansa IPsec-TyHHendA. B npodune ykarkem asroputm

wudposaHua AES 128 bit, anroputm ayteHTUduKaumm MD5. [daHHble napameTpbl 6He3onacHocTH
MCNONb3YOTCA ANA 3aWmTbl IPsec TyHHens:

esr (config)# security ipsec proposal ipsec_propl

esr (config-ipsec-proposal) # authentication algorithm md5
esr (config-ipsec-proposal) # encryption algorithm aesl28
esr (config-ipsec-proposal) # exit

Co3gaamm nonutuky pgns IPsec-TyHHena. B nonnTuke yKasbiBaeTca cnmvcok npoduneit |Psec-
TYHHeNA, N0 KOTOPbIM MOTYT COr/1acoBbIBATLCA Y3bl.

esr (config)# security ipsec policy ipsec_poll
esr (config-ipsec-policy)# proposal ipsec_propl
esr (config-ipsec-policy)# exit

Cospgagum IPsec VPN. B VPN ykasbiBaetca wnto3 IKE-npoToKoAa, nonnTuka IPsec-TyHHenA, pexumm
obmeHa Ka4Yamu M cnocob ycTaHoBAeHMA coeauHeHuA. lMocne BBOAA BCEX MapameTpoB BKIKOYUMM
TYHHeb KOMaHao enable.

esr (config) # security ipsec vpn ipsecl

esr (config-ipsec-vpn) # mode ike

esr (config-ipsec-vpn) # ike establish-tunnel immediate

)
esr (config-ipsec-vpn) # ike gateway ike gwl
esr (config-ipsec-vpn) # ike ipsec-policy ipsec_poll
esr (config-ipsec-vpn) # enable
esr (config-ipsec-vpn) # exit

esr (config) # exit

CocToAHMEe TYHHeNA MOXKHO MOCMOTPETb KOMaHp,OI\;IZ
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esr# show security ipsec vpn status ipsecl

KoHdurypaumto TyHHENA MOMKHO NOCMOTPETb KOMaHA0M’:

esr# show security ipsec vpn configuration ipsecl

« B firewall Heo6x0aMmo paspewntb npotokon ESP n ISAKMP(UDP-nopT 500).

7.19.2 Hacmpolika Policy-based IPSec VPN
PeweHue:
1. KoHopurypuposaHue R1

HacTpoum BHelHKUI ceTeBo MHTEepdEIC M onpeaennm NPUHaAIeKHOCTb K 30He 6e3onacHoOCTU:

esr# configure

esr (config) # interface gigabitethernet 1/0/1
esr (config-if-gi)# ip address 120.11.5.1/24
esr (config-if-gi)# security-zone untrusted
esr (config-if-gi)# exit

[na HacTpoWku npaBun 30H 6esonacHocTM noTpebyercs cos3gaTtb Npoduab MnopTa NPOTOKOANa
ISAKMP:

esr (config) # object-group service ISAKMP
esr (config-object-group-service)# port-range 500
esr (config-object-group-service)# exit

Co3pgagmm npodunb npoTtokona IKE. B npodune ykaxkem rpynny Auddu-XannmaHa 2, anroputm
wudposaHna AES 128 bit, anroputm ayteHTUdMKaumm MD5. [aHHble napameTpbl 6He3omacHoCTU
ncnonb3ytotca ana 3awmTel IKE-coeanHeHuma:

esr(config)# security ike proposal ike propl

esr (config-ike-proposal)# dh-group 2

esr (config-ike-proposal)# authentication algorithm md5
esr (config-ike-proposal)# encryption algorithm aesl128

esr (config-ike-proposal) #

exit

Co3pgaamm noantmky npotoKkona IKE. B noanTuKe yKasbiBaeTca cnMcoK npoduneint npotokona IKE, no
KOTOPbIM MOTYT COF/1acOBbIBATLCA Y3/bl U KAtOY ayTEHTUOUKALUMK:

esr(config)# security ike policy ike_poll
config-ike-policy)# pre-shared-key hexadecimal 123FFF
config-ike-policy)# proposal ike propl

esr (config-ike-policy)# exit

esr
esr

(
(
(
(

Co3pgaamm wnto3 npotokona IKE. B gaHHOM npodune yKasbiBaetca VTI-TyHHenb, NOAUTUKaA, BepcuA
NPOTOKO/1a U PeXXMM NepeHanpasBaeHma TpaduKa B TYHHENb:

esr(config)# security ike gateway ike gwl
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esr (config-ike-gw) # ike-policy ike_poll
esr (config-ike-gw) # local address 180.100.0.1
esr (config-ike-gw) # local network 10.0.0.0/16
esr (config-ike-gw) # remote address 120.11.5.1
( )# remote network 192.0.2.0/24
( ) # mode policy-based
( ) #

exit

esr (config-ike-gw
esr (config-ike-gw
esr (config-ike-gw

Cospgaanm npodunb napameTpos 6esonacHocTn gns IPsec-TyHHenA. B npodune ykaxem anroputm
wudposaHus AES 128 bit, anroputm ayteHTUdMKaumm MD5. [aHHble napameTpbl 6e30nacHocTU
MCNoAb3YyOTCA ANA 3awmThbl IPsec-TyHHenA:

esr (config) # security ipsec proposal ipsec_propl

esr (config-ipsec-proposal) # authentication algorithm md5
esr (config-ipsec-proposal) # encryption algorithm aesl28
esr (config-ipsec-proposal) # exit

Co3magum nNoAuTUKY ansa IPsec-TyHHenA. B NOAMTMKe yKasbiBaeTcs CNMCOK npoduneit IPsec-
TYHHENA, No KOTOPbIM MOTYT COI/1acoBbIBATLCA Y3/1bl.

esr (config)# security ipsec policy ipsec_poll
esr (config-ipsec-policy)# proposal ipsec_propl
esr (config-ipsec-policy)# exit

Cosgagum IPsec VPN. B VPN ykasbiBaetca wnto3 IKE-npoToKkona, nonntmka IPsec-TyHHenA, pexxmm
obMeHa Ka4YamM M cnocob ycTaHoBAeHMA coeauHeHuA. lMocne BBOAA BCEX NAPAMETPOB BK/OYUM
TYHHeNb KOMaHAZoM enable.

esr (config)# security ipsec vpn ipsecl
esr (config-ipsec-vpn) # mode ike
esr (config-ipsec-vpn) # ike establish-tunnel immediate

esr (config-ipsec-vpn) # ike gateway ike gwl

# ike ipsec-policy ipsec_poll
esr (config-ipsec-vpn) # enable
esr (config-ipsec-vpn) # exit

(

(

( )

( )
esr (config-ipsec-vpn)

( )

( )

(

esr (config)# exit
2. KoHdurypuposaHue R2

HacTpoum BHelLHWI ceTeBol MHTEpPDEIC M ONpeaeanM NPUHAANEKHOCTb K 30He 6e30MNacHOCTH:

esr# configure

esr (config) # interface gi 1/0/1

esr (config-if) # ip address 120.11.5.1/24
esr (config-if)# security-zone untrusted
esr (config-if) # exit

[na HacTpolikM npasui 30H 6e3onacHocTM noTpebyetca co3fdaTb Npodub MopTa MNPOTOKOAa
ISAKMP:

esr (config)# object-group service ISAKMP
esr (config-addr-set) # port-range 500
esr (config-addr-set) # exit
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Cospgaamm npodunb npoTtokona IKE. B npodune ykaxem rpynny Auddu-XannmaHa 2, anroputm

wudposaHna AES 128 bit, anroputm ayteHTUdMKaumm MDS5. [aHHble napameTpbl 6e30MmacHOCTU

MCcnonb3yoTca ana 3awmTel IKE-coegnHeHuna:

esr (config) # security ike proposal ike_ propl

esr (config-ike-proposal)# dh-group 2

esr (config-ike-proposal)# authentication algorithm md5
esr (config-ike-proposal)# encryption algorithm aesl28
esr (config-ike-proposal)# exit

esr (config) #

Co3zgaanm nonnTuky npotokona IKE. B nonnTrKe yKasbiBaeTca cnvcok npoduneit npotokona IKE, no

KOTOPbIM MOTYT COrNacoBbiBaTbCA Y3/1bl U K/HOY ayTeHTVI('bVIKaLI,VIVIZ

esr(config)# security ike policy ike_poll

esr (config-ike-policy) # pre-shared-key hexadecimal 123FFF
esr (config-ike-policy) # proposal ike_ propl

esr (config-ike-policy) # exit

Cosgagum watos npoTtokona IKE. B agaHHomM npodune ykasbiBaeTcsa VTI-TyHHe b, NOAUTUKAE, BEPCUA

NMPOTOKO/1a N PEXKUM nepeHanpasneHuns TpaduKka B TYHHENb:

esr(config)# security ike gateway ike gwl
esr (config-ike-gw) # ike-policy ike_poll
esr (config-ike-gw) # remote address 180.100.0.1
) # remote network 10.0.0.0/16
esr (config-ike-gw) # local address 120.11.5.1
esr (config-ike-gw) # local network 192.0.2.0/24
) #
) #

esr (config-ike-gw

(
(
(
esr (config-ike-gw
(
(
( mode policy-based
(

esr (config-ike-gw exit

Co3gaamm npodurnb napameTpos 6esonacHocTM gna IPsec-TyHHens. B npodune ykarkem anroputm

wuoposaHna AES 128 bit, anroputm ayteHTMdMKaumm MDS5. [aHHble napameTpbl 6He3onacHocTH

MCNOAbL3YIOTCA ANA 3awmTbl IPsec TyHHenA:

esr(config)# security ipsec proposal ipsec_propl
config-ipsec-proposal) # authentication algorithm md5
config-ipsec-proposal)# encryption algorithm aesl128

esr
esr

(
(
(
esr (config-ipsec-proposal) # exit

Co3gagmm noantuky gnsa IPsec-TyHHenAa. B nonuTuKe yKasbiBaeTcA cnmvcok npodwuneit IPsec-

TYHHENA, N0 KOTOPbIM MOTYT COIr/1aCcoBbIBATbCA Y3/1bl.

esr(config)# security ipsec policy ipsec_poll
esr (config-ipsec-policy)# proposal ipsec_propl
esr (config-ipsec-policy)# exit

Cospgagum IPsec VPN. B VPN ykasbiBaetca wnto3 IKE-npoToKkona, Nonntuka IPsec-TyHHeNnA, pexknum

obmeHa KatoYammn M cnocob YCTaHOB/NEHNA COeaAUHEHUA. MNocne BBOAa BCex napamMmeTpoB BKIKOYUM

TYHHeNb KoMaHAao enable.

esr (config) # security ipsec vpn ipsecl

esr (config-ipsec-vpn) # mode ike

esr (config-ipsec-vpn) # ike establish-tunnel immediate
esr (config-ipsec-vpn) # ike gateway ike gwl
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esr (config-ipsec-vpn) # ike ipsec-policy ipsec_poll
esr (config-ipsec-vpn) # enable

esr (config-ipsec-vpn) # exit

esr (config)# exit

CocTosiHMe TYHHEeNss MOXXHO MOCMOTPETb KOMaHAOM:

esr# show security ipsec vpn status ipsecl

KoHdurypaLmio TYHHENA MOXKHO NOCMOTPETb KOMaHA0M:

esr# show security ipsec vpn configuration ipsecl

V B firewall Heo6xoaumo paspewntb npotokon ESP u ISAKMP(UDP-nopt 500).

7.20 HactpouKa LT-TyHHenen

LT (aHrn. Logical Tunnel - nornyeckuit TyHHeNb) - TUMN TyHHeNe, NnpeaHasHaYeHHbI 414 nepegayn
MapLpyTHOW MHPopMaLMKM U TpaduKa MeXKAY Pas3NMYHBIMKU BUMPTYasbHbIMWM MapLlipyTnsatopammu (VRF
Lite), CKOHPUrypMpoBaHHbIMM Ha OZHOM annapaTHOM MmapuwpyTusatope. LT-TyHHenb MmoXeT
NCNo/ab30BaTbCA A8 OPraHM3aLMW B3aMMOLENCTBMA mexay AByms uan 6onee VRF ¢ npumeHeHMeMm
orpaHuyeHuii firewall.

3agaua: OpraH130BaTb B3aMMOAENCTBME MEXKAY XOCTaMU1, TEPMUHUPOBaHHbIMMK B AByX VRF vrf_1 1
vrf_2.

UcxopHaa koHbuUrypaumsa:

hostname esr
ip vrf vrf 1
exit
ip vrf vrf 2
exit

interface gigabitethernet 1/0/1
ip vrf forwarding vrf_ 1
Ip firewall disable
ip address 10.0.0.1/24

exit

interface gigabitethernet 1/0/2
ip vrf forwarding vrf_ 2
Ip firewall disable
ip address 10.0.1.1/24

exit

PeweHue:

Cosgagum LT-TyHHenn ans Kaxaoro VRF c ykasaHuem IP-agpecos 13 ogHon noacetu:

esr (config)# tunnel 1t 1
esr (config-1t)# ip vrf forwarding vref 1
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esr (config-1t)# Ip firewall disable
esr (config-1t)# ip address 192.168.0.1/30
esr (config-1t)# exit

esr (config)# tunnel 1t 2
esr (config-1t)# ip vrf forwarding vrf 2
esr (config-1t)# Ip firewall disable

esr (config-1t)

esr (config-1t)

ip address 192.168.0.2/30
exit

#
#

YKarkem ans Kaxgoro LT-TyHHensa LT-TyHHenb u3 VRF ,c KOTOpbiM HEOBXO4MMO YCTAaHOBUTb CBA3b, U
aKTUBUPYEM UX:

esr (config)# tunnel 1t 1
esr (config-1t)# peer 1t 2
esr (config-1t)# enable
esr (config-1lt)# exit

esr (config) # tunnel 1t 2
esr (config-1t) # peer 1t 1
esr (config-1t) # enable
esr (config-1t)# exit

V Echn B VRF He paboTaeT HM OAMH U3 NPOTOKO/JIOB AMHAMUUYECKOW MapLIpPyTU3aLUMU, TO
y Heo6X04MMO yKa3aTb CTaTUYEeCKMe MapLIpyTbl Ana Kaxaoro VRF:

esr (config)# ip route vrf vrf 1 0.0.0.0/0 192.168.100.2
esr(config)# ip route vrf vrf 2 0.0.0.0/0 192.168.100.1
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7.21 HacTpoiiKa yaaneHHoro Aoctyna K KopnopaTtusHoii cetu no PPTP-
NpPoTOKoNy

PPTP (aHrn. Point-to-Point Tunneling Protocol) — TyHHe/nbHbIi NPOTOKOA TUNA TOYKA-TOYKA,
NO3BONAIOLWMA KOMMNbIOTEPY YCTaHABAMBATb 3aWMLLEHHOE COEAMHEHME C CEPBEPOM 3a CYET CO3AaHuA
CNeunanbHOro TyYHHeNA B 06blYHOM He3awumleHHoW ceTu. PPTP nomewaeT (MHKancyampyeT) Kagpbl PPP B
IP-nakeTbl ana nepegayn no rnobanbHoi IP-ceTn, Hanpumep, WHTepHeT. PPTP MoXKeT TaKkKe
MCNONb30BaTbCA ANA OpraHM3aumMu TYHHeNnA mexay AByMA NoKaabHbiMu ceTamu. PPTP wmcnonbsyet
pononHutenbHoe TCP-coeanHeHne ana o6cnyKmBaHMA TYHHeNs.

3agaua: HactpouTtb PPTP-cepBep Ha mapLupyTmnsartope.

agpec PPTP-cepsepa —120.11.5.1;
LIN03 BHYTPU TYHHENA Ana noakatodatowmxca kameHtos — 10.10.10.1;

nyn IP-agpecos ana sbigayn 10.10.10.5-10.10.10.25;
DNS-cepBepbl: 8.8.8.8, 8.8.8.4;

yyeTHble 3anuncn ana nogratoderHns — fedor, ivan.

PPTP Tunnel

lvan

PPTP Tunnel

PucyHok 7.22 — Cxema cemu
PeweHue:

Co3magum Npoduab aApecoB, COAEPKALLMA afpec, KOTOPbIN AO/IKEH CyLIATh cepBep:

esr# configure

esr (config)# object-group network pptp outside

esr (config-object-group-network) # ip address-range 120.11.5.1
esr (config-object-group-network) # exit

Cosgaanm npodunb aapecos, coAepKalinini agpec 0KaAbHOrO LWH03a:

esr(config)# object-group network pptp_local
esr (config-object-group-network) # ip address-range 10.10.10.1
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esr (config-object-group-network) # exit

Co3zpgaanm npoduib aapecos, CoAepKaLuMii agpeca KANEHTOB:

esr (config) # object-group network pptp_remote

esr (config-object-group-network) # ip address-range 10.10.10.5-10.10.10.25

esr (config-object-group-network) # exit

Cosgaanm npodunb agpecos, cogepKawmin DNS-cepBepbl:
esr (config) # object-group network pptp_dns
(
(
(

esr (config-object-group-network) # ip address-range 8.

8.8.8
esr (config-object-group-network) # ip address-range 8.8.4.4

esr (config-object-group-network) # exit

Co3pgaanm PPTP-cepBep U NpUBAXKEM BbllleyKa3aHHble Npoduamn:

esr (config) # remote-access pptp remote-workers

esr (config-pptp) # local-address object-group pptp_local

esr (config-pptp) # remote-address object-group pptp_remote
esr (config-pptp) # outside-address object-group pptp_outside
esr (config-pptp) # dns-servers object-group pptp_dns

Bbibepem meTon ayTeHTUdUKaLMm nonb3oBaTeneit PPTP-cepsepa:

esr (config-pptp) # authentication mode local

YKaxkem 30Hy 6€30MacHOCTH, K KOTOPOM ByayT OTHOCUTLCS CECCUM NOIb30BATENEN:

esr (config-pptp) # security-zone VPN

Cosgaanm PPTP-nonb3osatenei Ivan n Fedor pns PPTP-cepBepa:

esr (config-pptp) # username ivan

esr (config-pptp-user)# password ascii-text passwordl
esr (config-pptp-user) # enable

esr (config-pptp-user) # exit

esr (config-pptp) # username fedor

esr (config-pptp-user) # password ascii-text password2
esr (config-pptp-user) # enable
esr (config-pptp-user) # exit
esr (config-pptp) # exit

Bkntoumm PPTP-cepsep:

esr (config-pptp) # enable

Mocne npuMMeHeHMsA KOHdUrypauuMmM MmapupyTmMsaTop 6yaer npocaywmsaTb

CoctoAHue ceccnit PPTP-cepBepa MOXHO NOCMOTPETb KOMaHAOM:

esr# show remote-access status pptp server remote-workers

CueTunKku ceccmin PPTP-cepBepa MOXHO NOCMOTPETb KOMaHAOoM:

esr# show remote-access counters pptp server remote-workers

OumncTUTb CYETUMKM ceccnin PPTP-cepBepa MOXKHO KOMaHAOM:

esr# clear remote-access counters pptp server remote-workers

120.11.5.1:1723.
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3aBepLwnTb ceccuto nonbsosatens fedor PPTP-cepBepa MOXKHO O4HOM U3 CAEAYIOLLNX KOMAHA,:

esr# clear remote-access session pptp username fedor
esr# clear remote-access session pptp server remote-workers username fedor

KoHdurypaumto PPTP-cepBepa MOXKHO NOCMOTPETb KOMaHAOM:

esr# show remote-access configuration pptp remote-workers

V‘ Momumo cospaHua PPTP-cepBepa Heobxoaumo B firewall otkpbitb TCP-nopt 1723 pgnsa
- W obcnyKuBaHmua coeguHeHU U paspewntb npotokon GRE(47) ana TyHHenbHoro Tpaduka.

7.22 HacTtpoiika yganeHHoOro poctyna K KopnopaTuBHOW cetu no L2TP
over IPsec npotokony

L2TP (aHrn. Layer 2 Tunneling Protocol — npoToKon TyHHeNMpOBaHMA BTOPOro YPOBHA) —
TYHHENbHbIA NPOTOKO/, MCNONb3YIOWMACA ANA NOAAEPHKKN BUPTYANbHbIX YAacTHbIX ceTel. L2TP nomeluaet
(MHKRancynupyeT) Kagpbl PPP B IP-nakeTbl ana nepegayv no rnobanbHol IP-ceTn, Hanpumep, UHTepHeT.
L2TP moKeT TaK¥Ke MCNoAb30BaTbhCA ANA OPraHM3auMn TYHHENA MeXAay ABYMSA SOKaAbHbiMU ceTamn. L2TP
ucnosb3yetr gonosHuTenbHoe UDP-coeanHeHue pAnsa ob6CAyKMBaHMA TyHHena. L2TP-npoTokos He
npesocTaBAseT CPeAcTB WNdPOBAHMA AAHHbIX M MO3TOMY OH OBObIYHO MCMONb3YeTCs B CBA3KE C rpynnow
npoTokosoB IPsec, KoTopan npenocTasaset 6€30MacHOCTb Ha MAKETHOM YPOBHE.

3apavya: Hactpoutb L2TP-cepBep Ha MapuwpyTusatope [AAA MNOAKNYEHUA  yAaNeHHbIX
nonb3osartesnei K JIBC. AyteHTudMKauma nonb3osatenei npoxoant Ha RADIUS-cepsepe.

agpec L2TP-cepsepa—120.11.5.1;

W3 BHYTPU TyHHena — 10.10.10.1;

agpec Radius-cepsepa —192.168.1.4;

ans IPsec ncnonbsyeTtca meTog, ayTeHTUDMKALLMM MO KALOYUY: KoY — «password»

Radius-server
Fedor 192.168.1.4

Gi 1/0/1
192.168.1.3

L2TP tunnel

PucyHok 7.23 — Cxema cemu
PeweHue:

MpeaBapuTeNbHO HY}KHO BbINOMHUTbL Cleaylolme A4eUCTBUA:
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- Hactpoutb nogxntodeHme K RADIUS-cepBepy.
- HactpouTb 30HbI ana nHtepdeitcos tel/0/1 n gil/0/1;

- YkasaTb IP-agpeca ana untepodeiicos tel/0/1 n tel/0/1.
Cosgagum npodunb aapecos, CoAepKalumnin aapec 0KaAbHOro Wto3a:

esr (config) # object-group network 12tp local
esr (config-object-group-network) # ip address-range 10.10.10.1
esr (config-object-group-network) # exit

Cosgaanm npodunb agpecos, cogepKawmin DNS-cepsepbl:

esr(config)# object-group network pptp_dns

(
esr (config-object-group-network) # ip address-range 8.8.8.8
esr (config-object-group-network) # ip address-range 8.8.4.4
esr (config-object-group-network) # exit

Co3pgaanm L2TP-cepBep 1 NPUBSIXKEM K HEMY BbllLeyKa3aHHble NPopun:

esr (config)# remote-access 1l2tp remote-workers
esr (config-12tp) # local-address ip-address 10.10.10.1
esr (config-12tp) # remote-address address-range 10.10.10.5-10.10.10.15
esr (config-12tp) # outside-address ip-address 120.11.5.1
( ) # dns-server object-group 1l2tp dns

esr (config-12tp
Bbibepem meTon ayTeHTUdPUKaLMK Nonb3osaTenen L2TP-cepBepa:

esr (config-12tp)# authentication mode radius

YKaxkem 30HY 6630I'IaCHOCTVI, K KOTOpOVI 6y,u,yT OTHOCMUTbCS CECCMU NOJSIb30BaTENEN:
esr (config-12tp) # security-zone VPN

Bbibepem meToa ayTeHTUdUKALMM NepBoit ¢asbl IKE M 3agaaMm KoY ayTEHTUOMKALUM:

esr (config-12tp)# ipsec authentication method psk
esr (config-12tp) # ipsec authentication pre-shared-key ascii-text password

Bkntoumm L2TP-cepsep:
esr (config-12tp) # enable

Mocne nNpumeHeHUa KoHoUrypauum maplipytvsatop byaer npocnywmsatbh IP-agpec 120.11.5.1 u
nopt 1701. CoctosiHne ceccuin L2TP-cepBepa MOKHO NOCMOTPETb KOMaHA0M:

esr# show remote-access status 1l2tp server remote-workers
CyeTumKkn ceccuit L2TP-cepBepa MOXKHO NOCMOTPETb KOMAHAOIM:
esr# show remote-access counters 1l2tp server remote-workers

OumnCTUTb CYETUMKM ceccuint L2TP-cepBepa MOXKHO KOMaHAOM:
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esr# clear remote-access counters 1l2tp server remote-workers

3aBepwnTb ceccunio noabsosatens fedor L2TP-cepsepa MOXHO 04HOM U3 CeayOWmMX KOMAHA,:

esr# clear remote-access session 12tp username fedor
esr# clear remote-access session 1l2tp server remote-workers username fedor

KoHourypaumto L2TP-cepBepa MOXKHO NOCMOTPETb KOMaHAOM:

esr# show remote-access configuration 12tp remote-workers
V‘ Nomumo cospanua L2TP-cepsepa Heobxoaumo B firewall oTkpbiTe UDP-noptsl 500, 1701,
n’_‘ l”

4500 pna obcnyKuMBaHUA coeauHEHUt U paspewntb npotoKoabl ESP(50) u GRE(47) ana
TYHHeNbHOro TpaduKa.

7.23 HactpoiiKa yaaneHHoro A4octyna K KopnopatusHou cetu no OpenVPN
NPoOTOKONy

OpenVPN — no/siHOGYHKLUMOHAIbHOE CPeACTBO A1 MOCTPOEHUA BUPTYasIbHbIX YACTHbIX ceTeM
(Virtual Private Networks, VPN), opraHusaumMm yaanéHHoro AoCTyna, U pelleHua paga Apyrux 3ajad,
CBA3aHHbIX C 6e30MacHOCTbIO Nepeaaym AaHHbIX, basupytolieeca Ha SSL.

3apauya: Hactpoutb OpenVPN-cepsep B perkume L3 Ha mapwpytmsatope ANA NOAKNKOYEHMA
yAaneHHbIx nonb3osaTtenei K J/IBC.

noacetb OpenVPN-cepsepa — 10.10.100.0/24;
pexum — L3;

ayTeHTMdUKaLMA Ha OCHOBE CePTUUKATOB.

ESR

OpenVPN coeguHeHue

PucyHok 7.24 — Cxema cemu
PeweHue:
MpefBapUTENbHO HYXKHO BbINOJHUTL CAeAytoLLmMe AeACTBUA:

- MoarotoBuTb cepTUDUKaTbI U KNKOUK:
o Ceptuoukat Yaocrosepstowero LeHtpa (CA)
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esr#
esr#
esr#
esr#
esr#

o Kniou n ceptudmkat ana OpenVPN cepsepa
o Knwou Anddn-XenmeHa u HMAC gna TLS

- HactpouTb 30HY ans uHtepdeiica tel1/0/1
- Yka3satb IP-agpeca ana nHtepdeiica tel/0/1.
Nmnoptupyem no tftp ceptudmkatol 1 Kntoun

copy tftp://192.168.16.10:/ca.crt certificate:ca/ca.crt
copy tftp://192.168.16.10:/dh.pem certificate:dh/dh.pem
copy tftp://192.168.16.10:/server.key certificate:server-key/server.key
copy tftp://192.168.16.10:/server.crt certificate:server-crt/server.crt
copy tftp://192.168.16.10:/ta.key certificate:ta/ta.key

Cospaanm OPENVPN-cepBep 1 NoAceTb B KOTOPOW OH byaeT paboTaThb:

esr (config) # remote-access openvpn AP
esr (config-openvpn) # network 10.10.100.0/24

YKaxkem Tun coegmHeHuna L3 v NnpoTOKOA MHKANCYyNALUN.

esr (config-openvpn) # tunnel ip
esr (config-openvpn) # protocol tcp

O6bsasum nogcetn JIBC Kotopble byayT aoctynHbl yepe3 OpenVPN coegmHeHue u yKaxem DNS

cepsep

esr (config-)# route 10.10.0.0/20
esr (config-openvpn) # dns-server 10.10.1.1

YKakeM paHee WMMMNOPTUPOBAHHblE CePTUOUKATbl U KAKUYM, KoTopble byaeT MCNoNb30BaThCA

OpenVPN-cepsepom:

certificate ca ca.crt
certificate dh dh.pem

esr (config-openvpn) #
( ) #

esr (config-openvpn)# certificate server-key server.key
( ) #
( ) #

esr (config-openvpn

esr (config-openvpn certificate server-crt server.crt

esr (config-openvpn certificate ta ta.key

YKaxkem 30Hy 6€30NacHOCTU, K KOTOPOW ByayT OTHOCUTLCA CeCCUMM NoJib30BaTeNeN:
esr (config-openvpn) # security-zone VPN

Bbibepem anroputm wndposBaHus aes128:

esr (config-openvpn) # encryption algorithm aesl128

Bkntoumm OpenVPN-cepsep:

esr (config-openvpn) # enable
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Mocne npumeHeHMa KoHoUrypauum Mapupytusatop 6Oyaer npocaywumsBaTb nopt 1194
(ncnonb3yeTcs No ymonyaHuio).

CoctosaHue ceccnint OpenVPN-cepBepa MOXKHO MOCMOTPETb KOMaHAOM:
esr# show remote-access status openvpn server AP

CueTumKkn ceccunit OpenVPN-cepBepa MOXKHO NOCMOTPETb KOMaHAOM:
esr# show remote-access counters openvpn server AP
OumncTUTb cyeTunKm ceccnin OpenVPN-cepBepa MOXKHO KOMaHAOM:
esr# clear remote-access counters openvpn server AP

3aBepwuTb ceccuto nonb3osaTens fedor OpenVPN-cepBepa MOXKHO 04HOM U3 CleayoWMX KOMaHA,:

esr# clear remote-access session openvpn username fedor
esr# clear remote-access session openvpn server AP username fedor

KoHdurypauuto OpenVPN-cepBepa MOKHO NOCMOTPETb KOMaHAO0M:

esr# show remote-access configuration openvpn AP
ﬂ Momumo cosaaHusa OpenVPN-cepsepa Heobxoaumo B firewall oTkpbiTb TCP-nopt 1194.
b,

7.24 Hacrpoiika Dual-Homing *

Dual-Homing — TexHonorua pesepBUpOBaHUA COEAUHEHWI, NO3BO/AET OPraHM30BaTb HAAEKHOE
coeaMHEHME KOYEeBbIX PECYPCOB CETU HAa OCHOBE HAIMUYUA pe3epPBHbIX JIMHKOB.

3apgaya: OpraHu3oBaTb pesepBuMpoBaHue L2-coegnHeHuit mapupytmsatopa ESR gns VLAN 50-55
yepes ycTporctea SW1 un SW2.

Switch
R SwW1
Switch
Sw2

PucyHok 7.25 — Cxema cemu

B Tekyweit Bepcum MO aaHHbIN GYHKUMOHAN NogaepKUBAETCA TONIbKO Ha MapwpyTusatope ESR-1000
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PeweHue:
MNpeasapuUTeNbHO HYKHO BbIMOJIHUTbL CAeayowme AencTBUs:

Co3zpgagmum VLAN 50-55:

esr-1000 (config) # vlan 50-55

Heobxoammo oTkaountb STP Ha nHTepdeicax gigabitethernet 1/0/9 u gigabitethernet 1/0/10, Tak
KaK coBMecTHas paboTa faHHbIX MPOTOKO/I0B HEBO3MOXHa:

esr-1000 (config)# interface gigabitethernet 1/0/9-10
esr-1000 (config-if-gi) # spanning-tree disable

NuTepodelicbl gigabitethernet 1/0/9 n gigabitethernet 1/0/10 no6asum B8 VLAN 50-55 B pexkunme

general.
esr-1000 (config-if-gi)# switchport general allowed vlan add 50-55
esr-1000 (config-if-gi) # exit

OcHoBHOWM 3Tan KOHPUTYpPUPOBaHMA:

Canenaem uHTepdelic gigabitethernet 1/0/10 pe3epsHbim ana gigabitethernet 1/0/9:

esr-1000 (config) # interface gigabitethernet 1/0/9
esr-1000 (config-if-gi) # backup interface gigabitethernet 1/0/10 vlan 50-55

N3meHeHna KoHOUrypauum BCTYNAT B AEUCTBME NOCNE NPUMEHEHUA:

esr-1000# commit
Configuration has been successfully committed
esr-1000# confirm

Configuration has been successfully confirmed

MpocmoTpeTb MHGOPMALIMIO O pe3epBHbIX MHTepdENncax MOXKHO KOMaHAOM:

esr-1000# show interfaces backup

7.25 HactpoiKa QoS

QoS (Quality of Service) — TexHoNOrMA NpeaoOCTaBAEHUA PA3INYHBIM Klaccam TpaduKa pas/INUHbIX
npuoputeToB B 0b6CAyXMBaHWUWU. Mcnonb3oBaHMe cnybbl QOS NO3BONAET CETEBbIM MPUIOKEHUAM
COCYLLEeCTBOBATb B OAHOMN CETU, HE YMEHbLUAA NPY 3STOM MPONYCKHYO CNOCOBHOCTb APYTUX MPUNONKEHWIA.

7.25.1 Ba3soevnili QoS

3agaua: HacTpouTb creayiolime orpaHuyeHns Ha uHtepoeiice gigabitethernet 1/0/8: nepepasatb
Tpadumk ¢ DSCP 22 B BOCbMYlO MPUOPUTETHYIO odepenb, Tpadmk ¢ DSCP 14 B ceabmylo B3BELUEHHYO
ouyepeab, YCTaHOBUTbL OrpaHnYeHme no ckopoctu B 60 M6UT/c gna ceabmoit ouepeam.
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ESR
gil/0/8

gi 1/0/5

Switch

=

PucyHok 7.26 — Cxema cemu

Pewenue:

Ana Toro yTobbI BOCbMan oyepeab Crtana I'IpMOpMTETHOVI, ac I'IEpBOVI no ceabmyto B3BELUEHHOW,

OrpaHNYMM KOIMYECTBO NPUOPUTETHLIX ovepeaen ao 1:

esr (config)# priority-queue out num-of-queues 1

MepeHanpasum Tpaduk c DSCP 22 B BOCbMYO NPUOPUTETHYIO OYepesb:

esr (config)# qos map dscp-queue 22 to 8

MNepeHanpasum Tpaduk ¢ DSCP 14 B ceabMyto B3BELLEHHYIO OoYepeab:

esr (config)# qgos map dscp-queue 14 to 7

Bkntoumm QoS Ha BxogsaLLem nHtepdeice co cTopoHbl LAN:

esr (config) # interface gigabitethernet 1/0/5
esr (config-if-gi) # qos enable
esr (config-if-gi)# exit

Bkntounm QoS Ha nHTepdeince co ctopoHbl WAN:

esr (config) # interface gigabitethernet 1/0/8
esr (config-if-gi)# gos enable

YcTaHOBMM orpaHuyeHmne no ckopoctn B 60M6uUT/c ansa ceabmoit odepean:

esr (config-if)# traffic-shape queue 7 60000
esr (config-if) # exit

MN3meHeHna KoHbUrypauumn BCTYNAT B AEACTBME NOCAE NPUMEHEHUA:

esr# commit
Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

MpocmoTpeTb CTaTUCTUKY No QOS MOXKHO KOMAHAOM:

esr# show gos statistics gigabitethernet 1/0/8
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7.25.2 PacwupeHHbolii QoS

3agaya: Knaccuéduumposatb npuxogdwmii Tpaduk no noaceram (10.0.11.0/24, 10.0.12.0/24),
npoussecTn mapknposky no DSCP (38 n 42) n npoussectu pasrpaHuyeHne no nogcetam (40 Méut/c n
60 M6ut/c), orpaHmuntb 06wyt nosnocy Ao 250 M6éwut/c, octanbHo Tpaduk obpabaTbiBaTb Yepes
mexaHusm SFQ.

gi 1/0/19

Switch

1B

PucyHok 7.27 — Cxema cemu

PeweHue:

Hactpoum cnuckn poctyna ana ¢unbTpauuu nNo noAceTaM, BbIXOAMM B 106a/bHbIA pexum
KOHOUIypauum:

esr (config) # ip access-list extended fl1

esr (config-acl)# rule 1

onfig-acl-rule)# action permit

match protocol any

match source-address 10.0.11.0 255.255.255.0

(
(
esr(c
esr (config-acl-rule) #
esr (config-acl-rule) #
esr (config-acl-rule) # match destination-address any
esr (config-acl-rule)# enable
esr (config-acl-rule) # exit
esr (config-acl)# exit
esr (config)# ip access-list extended f£f12
esr (config-acl)# rule 1
esr (config-acl-rule) # action permit
esr (config-acl-rule) # match protocol any
( # match source-address 10.0.12.0 255.255.255.0
( # match destination-address any
( # enable
(
(

esr (config-acl-rule)# exit

)
esr (config-acl-rule)
esr (config-acl-rule)
)

esr (config-acl-rule

esr (config-acl) # exit

Cospaem kKnaccbl fll wn fl2, ykasbiBaem cOOTBeTCTBylOWME CMNUCKM AOCTyMNa, HacTpauMBaem
MapKUPOBKY:

esr (config) # class-map fll

esr (config-class-map) # set dscp 38

esr (config-class-map) # match access-group fll
esr (config-class-map) # exit

esr (config) # class-map £f12

esr (config-class-map) # set dscp 42

esr (config-class-map) # match access-group £12
esr (config-class-map)# exit
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Co3aaém NoNUTUKY M onpeaensaem orpaHndeHme obLeit Noaochbl NPONyCKaHuUs:

esr (config) # policy-map f1l
esr (config-policy-map) # shape average 250000

OCVLLI,ECTBIIF!EM NPUBA3KY K/s1aCCa K NOZINTUKE, HACTPanBaemM OrpaHn4eHMe Noa0oCbl MPONYyCKaHNA U
BbIXOAWNM:

esr (config-policy-map) # class £f1l1

esr (config-class-policy-map) # shape average 40000
esr (config-class-policy-map) # exit

esr (config-policy-map) # class £f12

esr (config-class-policy-map)# shape average 60000
esr (config-class-policy-map)# exit

[na gpyroro TpaduKa HacTpamMBaem Knacc ¢ pexkumom SFQ:

esr (config-policy-map) # class class-default
esr (config-class-policy-map) # mode sfq

esr (config-class-policy-map) # fair-queue 800
esr (config-class-policy-map)# exit

esr (config-policy-map) # exit

Bkatouaem QoS Ha MHTepdelicax, NOAUTUKY Ha Bxoae uHTepdeica gi 1/0/19 ana Knaccudukaumm un
Ha Bbixoae gi1/0/20 ana npuMeHeHUs orpaHUYeHnit n pexkuma SFQ ana Knacca no ymondaHuio:

esr (config) # interface gigabitethernet 1/0/19
esr (config-if-gi) # qos enable

esr (config-if-gi)# service-policy input fl
config-if-gi)# exit

config)# interface gigabitethernet 1/0/20
esr (config-if-gi) # qos enable

esr
esr

esr (config-if-gi)# service-policy output fl
esr (config-if-gi)# exit

(
(
(
(
(
(
(
(

MN3meHeHna KoHOUrypauumn BCTYNAT B AEACTBME NOC/E NPUMEHEHUA:

esr# commit
Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

[na npocmoTpa CTaTUCTUKM UCNOAb3YyeTCA KOMaHAaa:

esr# do show gos policy statistics gigabitethernet 1/0/20
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7.26 HacTpoiika 3epKanMpoBaHus *

3epkannpoBaHne  Tpaduka —  GYHKUMA  mapllpyTM3aTopa, npeAHasHayeHHas  Ans
nepeHanpasieHna TpaduKa C 04HOro NopTa MapLIPyTU3aTopa Ha APYron NOpPT 3TOrO *Ke MapLupyTU3aTopa
(nokanbHoe 3epKanMpoBaHUE) UK Ha yaaNeHHOe YCTPOMCTBO (yaaneHHoe 3epKannpoBaHme).

3agayva: OpraHunsoBaTb yaaneHHoe 3epkanuposaHune Tpadumka no VLAN 50 c untepdeiica gil/0/11
ONs nepenayn Ha cepsep AnA 06paboTku.

Server

VLAN 50

Switch

(—

SW1

VLAN 50

ESR-1000 |&i1/0/5

gil/o/11

gi 1/0/10
Switch

=

Sw2

PucyHok 7.28 — Cxema cemu
PeweHue:

MNpeaBapuTesIbHO HYXKHO BbIMOAHUTL caeayowme AeﬁCTBMHZ

Co3zpgatb VLAN 50;

Ha untepdeiice gi 1/0/5 pobasuts VLAN 50 B peskume general.
OCHOBHOW 3Tan KOHOUIYPUPOBAHUA:

Ykarkem VLAN, no KoTopow byaeT nepesaBaTbCa 3epKasiMpoBaHHbIN TpapuK:

esrl000 (config) # port monitor remote vlan 50

Ha nHTepdeiice gi 1/0/5 yKaskem nopTt A1a 3epKaIMpPOoBaHUA:

esrl1000 (config) # interface gigabitethernet 1/0/5
esr1000 (config-if-gi)# port monitor interface gigabitethernet 1/0/11

YKaskem Ha nHtepdeiice gi 1/0/5 peskum yaaneHHoro 3epKaamposaHus:

esrl000 (config-if-gi)# port monitor remote

B TeKkywelt Bepcun MO aaHHbIN GYHKUMOHAN NoAAepPKMBAETCA TO/IbKO Ha mapLupyTmsaTtope ESR-1000
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N3meHeHnn KoHOUTypauun BCTYNAT B AEWCTBME NOC/E NPUMEHEHUA:

esrl000# commit
Configuration has been successfully committed
esrl000# confirm

Configuration has been successfully confirmed

7.27 Hactpoiika Netflow

Netflow — ceTeBoit NpoToKOAN, NpeaHA3HaAYeHHbIN ANA yvyeTa M aHanusa Tpaduka. Netflow
Nno3Bo/IAeT NepesasBaTtb AaHHble o0 Tpaduke (agpec OoTApPaBUTENA WM NOJyyaTens, NopT, KOANYECTBO
nHpopmauumn n ap.) ¢ ceteBoro obopyaoBaHUs (CeHcopa) Ha KoMeKTop. B KavecTse Kosinektopa
MOMET UCMOb30BaTbCA 0ObIYHBIN cepBep.

3agaua: OpraHu3oBaTb yyeT Tpapuka ¢ uHtepoderica gil/0/1 ana nepepaym Ha cepsep yepes
nHTepodelic gil/0/8 ans 06paboTKu.

Cepsep (Konnektop)

===

10.10.0.2
gi1/0/8 ESR
10.10.0.1

m MHTepHET

gil/0/1
192.168.2.1

192.168.2.2

@
A

PucyHok 7.29 — Cxema cemu

PeweHune:

MNpeaBapuTeNbHO HYXXHO BbINOJHUTL CAeAyOLWNE AENCTBUA:

Ha nntepdeliicax gil/0/1, gi1/0/8 otkntouunts firewall komaHgoi «ip firewall disable».

HasHaunTb IP-agpeca Ha nopTax.

OcHOBHOM 3Tan KOHPUIYPUPOBaHUA:

YKaxem IP-agpec konneKktopa:

esr (config)# netflow collector 10.10.0.2

Bktounm cbop aKcrnopTa ctatucTmkm netflow Ha ceteBom mHTepdeiice gil/0/1:

esr (config) # interface gigabitethernet 1/0/1
esr (config-if-gi)# ip netflow export

AkTtnsmpyem netflow Ha mapwpyTmnsatope:
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esr (config) # netflow enable

N3meHeHna KoHOUrypauum BCTYNAT B AEMCTBME NOCAE NPUMEHEHUA:

esr# commit
Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

Ana npocmoTpa ctatuctmkm Netflow ncnonbsyercs komaHaa:

esr# show netflow statistics

HacTtpoiika Netflow ans yyeta TpaduKka mexkay 30HaMu aHanorMyHa HacTpolike sFlow, onucanHue

npuseaeHo B pasgene 7.28 Hactpolika sFlow.

7.28 Hacrtpoiika sFlow

Sflow — CTaHOapT ANA MOHUTOPUHIA KOMMbHOTEPHbIX ceten, 6eCI'IpOBOp,HbIX ceTe U ceTeBbIX

YCTPOMCTB, NpeAHa3HAYeHHbIN 415 y4eTa U aHanusa TpaduKa.

3agaua: OpraHM3oBaTb yyeT TpaduKa mexay 3oHamu trusted u untrusted.

/ TRUSTED \/ UNTRUSTED

Cepsep (KonnekTop)
192.168.1.8

gi1/0/2
192.168.1.5

Gil/0/1
10.10.0.1

gi1/0/3
192.168.3.5

<)
N AN

\

PucyHok 7.30 — Cxema cemu
PeweHue:

Ons ceTen ESR co3paamm aBe 30HbI 6e3onacHOCTH:

esr# configure

esr (config) # security zone TRUSTED
esr (config-zone) # exit

esr (config) # security zone UNTRUSTED
esr (config-zone) # exit

HaCTDOMM ceTesble MHTep¢EVICbI nonpegenmm nx npuHagNeXHoOCTb K 30HamM 6e3onacHoCTH:

esr (config) # interface gil/0/1
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esr (config-if-gi)# security-zone UNTRUSTED
config-if-gi)# ip address 10.10.0.1/24
config-if-gi)# exit

config) # interface gil/0/2-3
config-if-gi)# security-zone TRUSTED
config-if-gi)# exit

config)# interface gil/0/2
config-if-gi)# ip address 192.168.1.5/24
config-if-gi)# exit

config) # interface gil/0/3
config-if-gi)# ip address 192.168.3.5/24
config-if-gi)# exit

esr
esr
esr
esr
esr
esr
esr
esr
esr
esr

esr

YKarkem IP-agpec Konnekropa:

esr (config)# sflow collector 192.168.1.8

BKAOYMM 3KCMOPT CTaTUCTUKKM Mo NpoToKoay sFlow ana noboro Tpaduka B npasune «rulel» ana
HanpasneHna TRUSTED-UNTRUSTED:

esr (config)# security zone-pair TRUSTED UNTRUSTED
esr (config-zone-pair)# rule 1
esr (config-zone-pair-rule)# action sflow-sample

esr (config-zone-pair-rule match source-address any

(
(
(
esr (config-zone-pair-rule)# match protocol any
( ) #
esr (config-zone-pair-rule) # match destination-address any
( ) #

esr (config-zone-pair-rule enable

AkTuBupyem sFlow Ha mapLipyTtusaTtope:
esr (config)# sflow enable
N3meHeHMs KOHpUIypauum BCTYNAT B AeNCTBME NOCAE NPUMEHEHMA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

HacTpoiika sFlow gns yueTa Tpaduka c uHTepderica ocyLwecTBNAETCA aHANOMMYHO 7 . 27 Hacrpoiika
Netflow.

7.29 Hacrtpoiika LACP

LACP — NPOTOKOAN ANnAa arpernposaHnA KaHaznoB, MNO3BONAET O6beAMHMTb HECKOJ1IbKO
¢M3quCKMXKaHaﬂOBIBOAMHﬂOFMqECKMﬁ.TaKOGO6b8AMHEHMeHO3BOﬂHeTyBEHMqMBaTbﬂpOﬂYCKHym
CNOCOBHOCTb U HaAeXHOCTb KaHana.

3apaya: Hactpoutb arpernpoBaHHbI KaHaa mexay maplipytmusatopom ESR 1 KommyTaTopom.
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ESR Switch

gi1/0/2

port-channel 2

PucyHok 7.31 — Cxema cemu

PeweHue:

MNpeaBapuUTeNIbHO HYKHO BbIMNOJHUTbL CAeAYOWME HACTPOMKMU:

Ha nHtepdeiicax gil/0/1, gi1l/0/2 otkaounTb 30HY HE30NacHOCTM KOMaHAO0M «No security-
zone».

OCHOBHOM 3Tan KOHGUTYPUPOBaHUA:

Cospaanm nHtepdeiic port-channel 2:

esr (config) # interface port-channel 2

Bkatoumm dusmyeckune nHtepdeicol gil/0/1, gil/0/2 B co3zpaHHyo rpynny arperaummn KaHanos:

esr (config) # interface gigabitethernet 1/0/1-2
esr (config-if-gi)# channel-group 2 mode auto

M3meHeHna KoHOUrypauum BCTYNAT B AEMACTBME NOCAE NPUMEHEHUA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

JanbHenwan KoHdurypauma port-channel nposoaunTca Kak Ha 06blMHOM PU3NYecKom nHTepdeiice.

7.30 Hactpoiika VRRP

VRRP (Virtual Router Redundancy Protocol) — ceTeBoli npoToKon, npeAHa3HauYeHHbIn Ann
YBE/IMYEHMA AOCTYMHOCTM MApLIPYTM3aTOPOB, BbINOJHAKOWMX POab LWAK3a MO YMOJYaHUIO. ITO
JocTuraetcs NyTém ob6beauMHEHUA rpynnbl MapLIPYTM3aTOPOB B OAWMH BUPTYasbHbIA MapLupyTM3aTop U
Ha3HayeHMa um obuwero IP-agpeca, KOoTopbi M ByAeT MCNONb30BATLCA KaK LWJO3 MO YMOYAHUIO ANS
KOMMbIOTEPOB B CETU.

3agaya 1: OpraHn3oBaTb BUPTYa/ibHbINM W3 AnA okanbHom cetu B VLAN 50, ncnonb3ys NpoToKon
VRRP. B KayecTBe /I0OKaNbHOro BUPTYaNbHOTO WAO3a ucnonb3yetca IP agpec 192.168.1.1.
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ESR ESR
gi 1/0/5.50 R1 192.168.1.1 R2 |gi1/o/s50

192.168.1.148/24 192.168.1.250/24

R —

switch

PucyHok 7.32 — Cxema cemu
PeweHue:
MpeaBapuUTeNbHO HYXKHO BbINOJHUTL CAeAyloLLMe AeNCTBUA:
€034aTb COOTBETCTBYIOWMI cab-uHTepdelic;
HACTPOWUTb 30HY AN1A cab-uHTepdeiica;

yKasatb IP-agpec ans cab-uHtepdelica.
OcHOBHOM 3Tan KOHPUIypMpoBaHuA:

Hacmpoum mapwpymusamop R1.

B cosgaHHOM cab-uHTepdelice HacTponm VRRP. YKaxem yHUKaNbHbIM naeHTudumkatop VRRP:

Rl (config) #interface gi 1/0/5.50

Rl (config-subif)# vrrp id 10

YKaxem IP-agpec BupTyanbHoOro wato3a 192.168.1.1/24:

Rl (config-subif)# vrrp ip 192.168.1.1

Bkntoumm VRRP:

Rl (config-subif) # vrrp

Rl (config-subif) # exit

N3meHeHunn KoHOUrypauum BCTYNAT B AEMCTBME NOC/E NPUMEHEHUA:

R1# commit
Configuration has been successfully committed
R1# confirm

Configuration has been successfully confirmed

lMpoussecmu aHano02u4YHble HACMpPOUKU Ha R2.
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3agaua 2: OpraHusoBaTb BMPTyanbHble WA03bl AN noacety 192.168.20.0/24 s VLAN 50 v noacetu
192.168.1.0/24 8 VLAN 60, ncnonbsysa npotokon VRRP ¢ ¢yHKUMeN cuHxpoHusaumm Mactepa. [aa 3Toro
ucnonb3yem obveanHeHne VRRP-npoueccos B rpynny. B KayecTBe BMPTYasbHbIX LWAKO30B UCMO/b3YOTCA
IP-agpeca 192.168.1.1 1 192.168.20.1.

switch 2

. = \

192.168.20.149/24 192.168.20.250/24
gi 1/0/6.60 ESR 192.168.20.1 ESR gi 1/0/6.60

R1 192.168.1.1 R2

gi 1/0/5.50 gi 1/0/5.50
192.168.1.149/24 192.168.1.250/24

\ = /

switch 1

PucyHok 7.33 — Cxema cemu
PeweHue:

MpenaBapuTeNbHO HYKHO BbIMOMHUTbL CAeaylowme AencTBua:

€03/4aTb COOTBETCTBYIOLWME Cab-UHTEpdeiichl;
HACTPOWUTb 30HYy A/1A cab-nHTepdeincos;

yKasaTb IP-agpeca ana cab-nHtepdencos.
OCHOBHOW 3Tan KOHOUIYPUPOBAHUA:
Hacmpoum mapwpymusamop R1.
Hacmpoum VRRP 0na nodcemu 192.168.1.0/24 e cozdaHHom cab-uHmepdgelice.

YKarkeM yHUKanbHbIN ngeHtudmkatop VRRP:

Rl (config-sub) #interface gi 1/0/5.50
Rl (config-subif)# vrrp id 10

YKaxkem IP-agpec BupTyanoHoro wato3a 192.168.1.1:
Rl (config-subif)# vrrp ip 192.168.1.1
YKaxkem nageHtuéukatop VRRP-rpynnbi:

Rl (config-subif)# vrrp group 5
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Bkntounm VRRP:

Rl (config-subif) # vrrp
Rl (config-subif) # exit

Hacmpoum VRRP 0ns nodcemu 192.168.20.0/24 8 co30aHHOM cab-uHmepaelice.

YKarKem yHUKanbHbin ngeHtuduratop VRRP:

Rl (config-sub) #interface gi 1/0/6.60
Rl (config-subif) # vrrp id 20

YKaxem IP-agpec sBupTyanbHoro wato3a 192.168.20.1:

Rl (config-subif)# vrrp ip 192.168.20.1
YKaxem ngeHtueumkatop VRRP-rpynnoi:

Rl (config-subif)# vrrp group 5
Bkntounm VRRP:

Rl (config-subif) # vrrp
Rl (config-subif) # exit

MN3meHeHna KoHOUrypauumn BCTYNAT B AEWACTBME NOC/E NPUMEHEHUA:

R1# commit
Configuration has been successfully committed
R1# confirm

Configuration has been successfully confirmed

lMpoussecmu aHasno2u4Hble Hacmpoliku Ha R2.

V Momumo co3aaHus TyHHena Heobxoaumo B firewall paspewnTtb npotokon VRRP(112).
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7.31 Hacrpoiika VRRP tracking

VRRP tracking — mexaHM3M NO3BONAOWMIA aKTUBMPOBATL CTAaTUYECKME MAPLUPYTbl B 3aBUCUMOCTH
ot coctoaHma VRRP.

3agaya: [Ana noacetv 192.168.0.0/24 opraHu3oBaH BUpTyanbHbi w03 192.168.0.1/24 ¢
ncnonb3osaHMem npotokona VRRP Ha ocHoBe annapaTtHbix mapwpytmsatopos R1 n R2. Tak xe mexay
maplupyTnsatopamu R1 1 R2 ecTb AMHK C BbipoxaeHHOW nogceTblo 192.168.1.0/30. NoaceTtsb 10.0.1.0/24
TEPMMHMPYETCA TONbKO Ha Maplupytnsatope R2. MK umeet IP agpec 192.168.0.4/24 v wno3 no
ymondaHumio 192.168.1.1

Korga mapuwpytmnsatop R1  Haxoautca B coctosHum vrrp backup, Tpaduk ot MK B noacetb
10.0.1.0/24 nonget 6e3 AONOAHUTENbHbIX HacTpoeK. Koraa mapulupytrusatop R1 HaxoauTca B COCTOAHUM
vrrp master, HeobxoAMM [AOMNONHUTENbHbIM MaplpyT ana noacetu 10.0.1.0/24 yepe3 wuHTepdelic
192.168.1.2.

gi1/0/1.741
ip 192.168.0.2/24 R1 gi1/0/2.742

vrrp ip 192.168.0.1/24 ip 192.168.1.1/30

Virtual router

ip 192.168.0.4/24
192.168.0.1/24
gw 192.168.0.1 ‘Cﬁji&im / m

gi1/0/1.741
ip 192.168.0.3/24 R2 gi1/0/2.742
\ vrrp ip 192.168.0.1/24 ip 192.168.1.2/30

gi1/0/4
ip 10.0.1.1/24

10.0.1.0/24

PucyHok 7.34 — Cxema cemu

UcxoaHble KOHPUTypaLLMK MapLIPYTU3aTOPOB:

MapuwpyTtnsatop R1

hostname R1

interface gigabitethernet 1/0/1
switchport forbidden default-vlan

exit

interface gigabitethernet 1/0/1.741
ip firewall disable
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ip address 192.168.0.2/24
vrrp ip 192.168.0.1/24
vrrp
exit
interface gigabitethernet 1/0/2
switchport forbidden default-vlan
exit
interface gigabitethernet 1/0/2.742
ip firewall disable
ip address 192.168.1.1/30
exit

MapuwpyTtnsatop R2

hostname R2
interface gigabitethernet 1/0/1
switchport forbidden default-vlan
exit
interface gigabitethernet 1/0/1.741
ip firewall disable
ip address 192.168.0.3/24
vrrp id 10
vrrp ip 192.168.0.1/24
vrrp
exit
interface gigabitethernet 1/0/2
switchport forbidden default-vlan
exit
interface gigabitethernet 1/0/2.742
ip firewall disable
ip address 192.168.1.2/30
exit
interface gigabitethernet 1/0/4
ip firewall disable
ip address 10.0.1.1/24
exit

PeweHue:

Ha mapuwpyTmsatope R2 HMKaKUX M3mMeHeHuIn He TpebyeTca Tak Kak noaceTb 10.0.1.0/24

TEPMUHUPYETCA HAa Hem, U B MOMEHT, Korga R1 BbiCcTynaetr B ponu vrrp master, naketol 6yayT

nepeAaHbl B COOTBETCTBYOWMI UHTepdeic. Ha maplipyTusatope HeobxoaMmo co3gatb MapLipyT

Ana naketos c IP agpecom HasHayeHusa n3 cetn 10.0.1.0/24 8 momeHT, Koraa R1 BbicTynaer B posiu

vrrp master.

[na satoro cosgaamm tracking-ogject c COOTBETCTBYOWMM YCNOBUEM:

config) # tracking 1

config-tracking)# vrrp 10 state master

R1(

R1(

Rl (config-tracking) # enable
Rl (config-tracking) # exit

Cosgagum cratmyeckuii mapuwpyT 8 noacetb 10.0.1.0/24 uyepes 192.168.1.2, KoTopblit

byanet paboTatb B c/iydae yaoBAeTBopeHuna ycnosusa ma tracking 1:

Rl (config)# ip route 10.0.1.0/24 192.168.1.2 track 1
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7.32 Hacrpoiika VREF Lite

VRF (Virtual Routing and Forwarding) — TexHonorus, Kotopas No3Bo/sAET U30/MPOBATb MapPLUPYTHYIO
MHbOPMaUMIO, MPUHALIEXKALLYIO PA3/IMYHbIM KNaccam (Hanpumep, MapLpyTbl O4HOTO K/IMEHTA).

10.20.0.0/24
Bit

10.30.0.0/16
Bit

Gi 1/0/14.10 Gi 1/0/7

PucyHok 7.35 — Cxema cemu

3apaya: K mapwpytmnsatopy cepun ESR nogxntoueHbl 2 cetTu, KoTopble He0bXoaMMO N30AMPOBaTb
OT OCTa/IbHbIX CETEMN.

PeweHue:

Cospgagum VRF:

esr (config)# ip vrf bit
esr (config-vrf)# exit

Co3paanm 30Hy 6e30nacHoCTU:

esr (config) # security zone vrf-sec
esr (config-zone)# ip vrf forwarding bit
esr (config-zone) # exit

Co3zpaaum npaBuio Ana napbl 30H U paspelumm ntoboit TCP/UDP-Tpaduk:

esr (config) # security zone-pair vrf-sec vrf-sec
esr (config-zone-pair)# rule 1

esr (config-zone-rule match source-address any

(
(
( ) #
esr (config-zone-rule) # match destination-address any
esr (config-zone-rule) # match protocol udp
esr (config-zone-rule)# match source-port any
esr (config-zone-rule)# match destination-port any
esr (config-zone-rule)# action permit
esr (config-zone-rule) # enable
esr (config-zone-rule)# exit
esr (config-zone-pair)# rule 2
esr (config-zone-rule) # match source-address any
esr (config-zone-rule) # match destination-address any
esr (config-zone-rule) # match protocol tcp
esr (config-zone-rule)# match source-port any
esr (config-zone-rule) # match destination-port any
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esr (config-zone-rule) # action permit
esr (config-zone-rule) # enable
esr (config-zone-rule) # exit

Co3gagmm npuBAsKy MHTepdecoB, HasHauMm IP-aapeca, yKaxkem NpuHaaeKHOCTb K 30He:

esr (config) # interface gigabitethernet 1/0/7
esr (config-if-gi)# ip vrf forwarding bit

esr (config-if-gi)# ip address 10.20.0.1/24
esr (config-if-gi)# security-zone vrf-sec

esr (config-if-gi)# exit

esr (config) # interface gigabitethernet 1/0/14.10
esr (config-subif)# ip vrf forwarding bit

esr (config-subif)# ip address 10.30.0.1/16
esr (config-subif)# security-zone vrf-sec

esr (config-subif) # exit

esr (config)# exit

MN3meHeHna KoHOUrypauumn BCTYNAT B AEWACTBME NOC/E NPUMEHEHUA:

esr# commit
Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed
NHpopmaumio 06 nHtepdeicax, npueasaHHbiX K VRF, MOXXHO NOCMOTPETb KOMaHAOoM:
esr# show ip vrf

Tabnnuy maplpytoB VRF MOXKHO NPOCMOTpPETb C MOMOLLbIO KOMaHAb!:

esr# show ip route vrf bit

7.33 Hacrpoitka MultiwAN

TexHonorna  MultiWAN  no3BosfAeT  opraHM3oBaTb  OTKA30yCTOMYMBOE  COEAMHEHME  C
pe3epBUMPOBAHNEM JIMHKOB OT HECKOJIbKUX MPOBalAepoB, a TaKxe pelaeT npobnaemy 6HanaHCMPOBKU
TpadmrKa MeKay pe3epBHbIMU JIMHKaAMMU.

3agaua: HacTpouTb mapupyT K cepsepy (108.16.0.1/28) ¢ BO3MOXKHOCTbIO 6aNaHCUPOBKU Harpy3Ku.

203.0.0 0/30 1
te1/0/1

Server

Internet ‘ i i ,

Google Public DNS
88388 108.16.0.1/28

te1/0/2\ 65.6.0.0/30 B |

PucyHok 7.36 — Cxema cemu
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PeweHue:

I'Ipe,u,BapMTeano HYXHO BbIMNOJIHUTb Cheayouwme ,Cl,el\/‘ICTBMHZ

HaACTPOUTb 30HbI ANA UHTepdeiicos tel/0/1 n tel/0/2;

yKasaTb |IP-agpeca ana uHtepoeiicos tel/0/1 n tel/0/2.
OCHOBHOWM 3Tan KOHOUIYPUPOBAHUSA:
Hactpoum mapwpyTtunsaumto:
esr (config) # ip route 108.16.0.0/28 wan load-balance rule 1
Co3zpgagum npasmno WAN:
esr (config)# wan load-balance rule 1

YKarkem yyacTsytowme nHtepdenco!:

esr (config-wan-rule) # outbound interface tengigabitethernet 1/0/2
esr (config-wan-rule) # outbound interface tengigabitethernet 1/0/1

Bk/louMM co3aaHHoe npasmno 6anaHCUPOBKN M BbIAEM U3 pPexmnma KOHOUIypPUpPoBaHUA NpaBma:

esr (config-wan-rule) # enable
esr (config-wan-rule) # exit

COBAaAMM CMUCOK ONA NpPoBEPKU LLENTOCTHOCTU COeANHEHNA:

esr (config) # wan load-balance target-list google

Co3paamm Lenb NPOBEPKU LENOCTHOCTH:

esr (config-target-list)# target 1

3agaamm agpec ANnA NpoBEepPKM, BKAKOYMM NPOBEPKY YKA3aHHOIo afpeca M Bbliiaem:

esr (config-wan-target)# ip address 8.8.8.8
esr (config-wan-target) # enable
esr (config-wan-target) # exit

Hactpoum nHTepdeiicbl. B pexkume KoHdurypnposaHua nHtepdeitca tel/0/1 ykasbisaem nexthop:

esr (config) # interface tengigabitethernet 1/0/1
esr (config-if) # wan load-balance nexthop 203.0.0.1

B permMme KoHdurypuposaHua uHTepdeiica tel/0/1 ykasbiBaem CMMCOK Ueneilt ana npoBepKu
CcoeAMHEeHNA:

esr (config-if)# wan load-balance target-list google

B pexknme KoHUrypmnposaHusa uHtepodeiica tel/0/1 skntoyaem WAN-peXXMM 1 BbIXOAUM:
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esr (config-if)# wan load-balance enable
esr (config-if)# exit

B pexxunme KoHpurypmposaHuma nHtepdeica tel/0/2 ykasbisaem nexthop:
esr (config) # interface tengigabitethernet 1/0/2

esr (config-if)# wan load-balance nexthop 65.6.0.1

B pexume KoHPUrypuposaHusa uHTepdeica tel/0/1 ykasbiBaemM CMWUCOK Uenel gnsa npoBepKu
CcoeaMHeHUs:

esr (config-if)# wan load-balance target-list google

B pexunme KoHPpUrypmnposaHua uHTepdeiica tel/0/2 sBkntoyaem WAN-peXKMmM U BbIXOAUM:

esr (config-if)# wan load-balance enable
esr(config-if)# exit

MN3meHeHna KoHOUrypauum BCTYNAT B AEWACTBME NOC/E NPUMEHEHUA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

[na nepeknovyeHna B peXxmm pe3epBUpoBaHNA HAaCTPOUM cheaytollee:

3axo4MM B peXKMM HacTpoikm npasmna WAN:

esr (config)# wan load-balance rule 1

®dyHKuma MultiWAN Takke moxKeT paboTaTb B peXXnume pesepBMpoOBaHMA, B KOTOPOM TpaduK byaeT
HaNpaBAATbCA B aKTUBHbIA WHTepdeic ¢ HanmbonbWMM BECOM. BKAOUMTb AaHHbIN PEXUM MOMKHO
cneayrowen KOMaHAoM:

esr (config-wan-rule)# failover

MN3meHeHna KoHOUrypaumm BCTYNAT B AEMCTBME NOCAE NPUMEHEHUA:

esr# commit

Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

7.34 Hactpouka SNMP

SNMP (aHrn. Simple Network Management Protocol — npocToii NpoTOKON ceTeBOro ynpasneHus)
— MNPOTOKOJ, NpefHa3HayeHHbI ANA ynpaBieHuA ycTpoicTBamu B IP-ceTAX Ha OCHOBE apXUTEKTYpP
TCP/UDP. SNMP npegoctasnsfer AaHHble A/A YNPaB/ieHUA B BUAE MEPEMEHHbIX, OMMUCbIBAOLLMUX
KOHUrypaumio ynpasaaemom CUCTEMbI.

3apgaya: Hactpoutb SNMPv3 cepBep ¢ ayTeHTMdMKaumen M wWKUPPOBaHMEM [AAHHbIX AR
nosnb3osatens admin. IP-agpec mapwpytmnsatopa esr - 192.168.52.41, ip-agpec cepsepa - 192.168.52.8.
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Server ESR

192.168.52.41 Gi 1/0/1
192.168.52.8

PucyHok 7.37 — Cxema cemu

PeweHue:

MpeasapuTeNbHO HYXKHO BbIMNOJIHUTDL CAeaylowmne AencTBUA:

yKa3aTb 30HY ana nHtepdeiica gil/0/1;

HacTpouTb IP-agpec ans nHtepdelicos gil/0/1.
OcHOBHOM 3Tan KOHPUIrYpMpPoBaHUA:

Bkntoyaem SNMP-cepsep:
esr (config) # snmp-server
Co3zpgaem nonbzosatena SNMPv3:
esr (config) # snmp-server user admin
Onpeaenvm pexxum 6e3onacHoCTU:
esr (snmp-user) # authentication access priv
Onpepenvm anroputm ayteHTMOUKaunmn ana SNMPv3-3anpocos:
esr (snmp-user) # authentication algorithm md5
YcTaHaBMM naponb ansa ayteHTuduKaumm SNMPv3-3anpocos:
esr (snmp-user) # authentication key ascii-text 123456789
Onpegenvm anroputm WnppoBaHMA NepesaBaemblX AaHHbIX:
esr (snmp-user) # privacy algorithm aesl128
YcTaHaBUM naposb ana wmudpoBaHUA nepesaBaeMbix AHHbIX:
esr (snmp-user) # privacy key ascii-text 123456789

AkTuBMpyem SNMPv3-nonb3oBartens :

esr (snmp-user) # enable

Onpegensaem cepeep-npueMHuUK Trap-PDU coobueHnii:

esr (config) # snmp-server host 192.168.52.41
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M3meHeHWa KoHOUrypauum BCTYNAT B AEWCTBME NOCE NPUMEHEHUA:

esr# commit
Configuration has been successfully committed
esr# confirm

Configuration has been successfully confirmed

7.35 Hacrpoika BRAS (Broadband Remote Access Server)

3agaua: [peaoctaBnaTb AOCTYN A0 PecypcoB cetv WMHTepHeT, TOAbKO A8 aBTOPU30BaHHbIX

no/sib3oBaTenew.
DMZ \/UNTRUSTED \
Cepsep SoftWLC
192.0.2.20/24
gi1/0/24 gi1/0/1
192.0.2.254/24 203.0.113.2/30
gi 1/0/2.2000
192.168.1.254/24
AP
TRUSTED /\\ J
PucyHok 7.388 — Cxema cemu
PeweHue:

3a xpaHeHMe y4eTHbIX AaHHbIX M0/Ib30BaTeNEeN M NapaMeTpPoB TapudHbIX NJIaHOB OTBEYaEeT cepsep
SoftWLC. MHdopmauuto no yctaHoBKe 1 HacTpolike cepepa SoftWLC MOXKHO HaMTM NO CCbIZIKaM HUXKe:

http://kcs.eltex.nsk.ru/articles/960 - obwas cratba no SoftWLC;

http://kcs.eltex.nsk.ru/articles/474 - ycraHosKa SoftWLC u3 penosunTtopues.

Ona maplpytmMsatopa HeobxoguMmo Hanuuume nuueHsum BRAS, nocne ee akTMBaLMM MOMKHO
nepexoamuTb K KOHGUTYPUPOBAHUIO YCTPOICTBA.

Cospgagmm TPW 30HDbI 6e3onacHOCTU Ha YCTpOl)'ICTBe, COrnacHoO cxeme ceTu:

esr# configure

esr (config) # security zone trusted
esr (config-zone) # exit

esr (config) # security zone untrusted

(

(
esr (config-zone) # exit
esr (config) # security zone dmz
(

esr (config-zone) # exit
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CKOHUrypupyem napameTpbl Ny6AMYHOTO NopTa M CPasy NPONULEM LU/IKO3 MO YMOSYAHUIO:

esr (config) # interface gigabitethernet 1/0/1

esr (config-if-gi)# security-zone untrusted

esr (config-if-gi)# ip address 203.0.113.2/30

esr (config-if-gi)# service-policy dynamic upstream
esr (config-if-gi)# exit

esr (config)# ip route 0.0.0.0/0 203.0.113.1

CKoHdUrypmpyem nopT B CTOpoHY cepsepa SoftWLC:

(config)# interface gigabitethernet 1/0/24
esr (config-if-gi)# security-zone dmz
esr (config-if-gi)# ip address 192.0.2.1/24
esr (

esr

config-if-gi)# exit
CKoHUrypumpyem nopt gas nogkntovenunsa Wi-Fi Toukm goctyna.

esr (config) # bridge 2

esr (config-bridge) # security-zone trusted

esr (config-bridge) # ip address 192.168.0.254/24

esr (config-bridge)# ip helper-address 192.0.2.20

esr (config-bridge) # service-subscriber-control object-group users
)# location ssidl

) # enable

esr (config-bridge

esr (config-bridge) # exit

esr (config) # interface gigabitethernet 1/0/2.2000
esr (config-subif) # bridge-group 1

esr (config-subif) # exit

esr (config) # interface gigabitethernet 1/0/2

(
(
(
(
(
(
esr (config-bridge
(
(
(
(
(
esr (config-if-gi) # service-policy dynamic downstream

esr (config-if-gi)# exit

V MogKnwouyatb KAMEHTOB Heobxoaumo uyepe3 cabuHTepeiicbl B 6puaKbl, npuyem OT
napameTpa location (cmotpu KoHbuUrypaumio bridge 2) saBucut Bbibop TapudHoro naaHa.

Mogynb, oTBeyatowmii 3a AAA-onepauumm, ocHoBaH Ha eltex-radius u goctyneH no IP agpecy
cepsepa SoftWLC. Homepa noptos A5 ayTEHTUPUKALIMM U aKKAYTUHTa B HalLeM NpUMepe — 3TO 3HaYeHUs
no ymondaHuio ana SoftWLC.

3agagmm napameTpbl anA B3aMMOAel7ICTBVIF| C 3TUM MoAaynem:

esr (config) # radius-server host 192.0.2.20

esr (config-radius-server) # key ascii-text password
esr (config-radius-server) # auth-port 31812

esr (config-radius-server)# acct-port 31813

esr (config-radius-server)# exit

Cosgagum npodunb AAA:

esr (config)# aaa radius-profile RADIUS
esr (config-aaa-radius-profile) # radius-server host 192.0.2.20
esr (config-aaa-radius-profile) # exit

YKarkem napametpbl goctyna K DAS (Direct-attached storage) cepsepy:

esr (config) # object-group network server
esr (config-object-group-network) # ip address-range 192.0.2.20
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esr (config-object-group-network) # exit

esr (config) # das-server CoA

esr (config-das-server) # key ascii-text password
esr (config-das-server) # port 3799

esr (config-das-server) # exit
esr (config) # aaa das-profile CoA
esr (config-aaa-das-profile) # das-server CoA

(
(
(
(
esr (config-das-server) # clients object-group server
(
(
(
esr (config-aaa-das-profile)# exit

[o ayteHTMdMKaunm Becb TpaduK 13 30HbI trusted 610KknpyeTcs, B Tom ymncne DHCP 1 DNS 3anpocsi.

HeobxoaMmo HacTpouTb paspellatowme npasuaa gas nponycka DHCP v DNS 3anpocos:

esr (config)# ip access-list extended DHCP

esr (config-acl)# rule 10

esr (config-acl-rule)# action permit

match protocol udp

# match source-address any

# match destination-address any
# match source-port 68
#
#

esr (config-acl-rule) #

esr (config-acl-rule)

esr (config-acl-rule)

esr (config-acl-rule)

esr (config-acl-rule) # match destination-port 67
) enable

config-acl-rule)# exit

config-acl)# rule 11

(
(
(
(
(
(
(
(
esr (config-acl-rule
esr(
esr(
esr (config-acl-rule)# action permit
esr (config-acl-rule)# match protocol udp
( match source-address any
(
(
(
(
(
(

esr (config-acl-rule) #
# match destination-address any
#
#

)
)
esr (config-acl-rule)
esr (config-acl-rule) # match source-port any
) # match destination-port 53
) # enable

esr (config-acl-rule) #exit

esr (config-acl-rule
esr (config-acl-rule

esr (config-acl)# exit

[danee co3gaem npasuna aNs peampekTa Ha nopTan U nponycka TpaduKa B MHTepHeT:

esr (config) # ip access-list extended WELCOME
esr (config-acl)# rule 10
esr (config-acl-rule)# action permit
match protocol any
# match source-address any
# match destination-address any
# enable
esr (config-acl-rule) # exit
esr (config-acl) # exit
esr (config)# ip access-list extended INTERNET

esr (config-acl-rule

esr (config-acl-rule

(
(
(
( ) #
esr (config-acl-rule)
( )
esr (config-acl-rule)

(

(

esr (config-acl)# rule 10

esr (config-acl-rule)# action permit

esr (config-acl-rule match protocol any
config-acl-rule)# match source-address any
config-acl-rule)# match destination-address any
esr (config-acl-rule) # enable

esr (config-acl-rule)# exit

esr
esr

(
(
( ) #
( )
( )
( )
(

(

esr (config-acl) # exit

3agaavm web-pecypcbl 4OCTyNHble 6e3 aBTopu3auun:

esr (config) # object-group url defaultservice
esr (config-object-group-url) # url http://eltex.nsk.ru
esr (config-object-group-url) # exit
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Cnuckn punbtpaumm no URL HaxoaAaTcs Ha cepsepe SoftWLC (meHaeTcs Tonbko IP agpec cepsepa

SoftWLC, ecnu ncnonb3syetca agpecaumns oTIMYHaAA OT 4aHHOro npumepa, Bce octanbHoe B URL ocTtaBuTb

6€e3 usmeHeHusn):

esr (config) # subscriber-control filters-server-url

http://192.0.2.20:7070/Filters/fi

le/

CKoHourypmpyem un sratounmm BRAS, B kadectBe NAS IP yKasbiBaem agpec nHTepdeica Ha CTbiKe C

SoftWLC, B saaHHOM npumepe — 3710 IP agpec nHtepodeiica gigabitethernet 1/0/24:

esr (config) # subscriber-control
esr (config-subscriber-control) #
esr (config-subscriber-control) #
esr (config-subscriber-control) #
esr (config-subscriber-control) #
esr (config-subscriber-control) #
esr (config-subscriber-control) #
esr (config-subscriber-default-ser
esr (config-subscriber-default-ser
esr (config-subscriber-default-ser
esr (config-subscriber-default-ser

aaa das-profile CoA

aaa sessions-radius-profile RADIUS
nas-ip-address 192.0.2.1

session mac-authentication
bypass-traffic-acl DHCP
default-service

vice) #
vice) #
vice) #

) #

vice

http://192.0.2.20:8080/eltex portal/

esr (config-subscriber-default-ser
esr (config-subscriber-default-ser
esr (config-subscriber-control) # e
esr (config-subscriber-control) # e

vice) #
vice)# exit
nable

xit

class-map INTERNET

filter-name local defaultservice
filter-action permit
default-action redirect

session-timeout 3600

[anee HeobX0AMMO CKOHPUIYPUPOBaTb NpaBuKa Nepexoaa Mexay 30HaMmu 6e30nacHoCTU.

esr (config) # object-group service
esr (config-object-group-service) #
esr (config-object-group-service) #
esr (config)# object-group service
esr (config-object-group-service) #
esr (config-object-group-service) #
esr (config) # object-group service
config-object-group-service) #
esr (config-object-group-service) #
esr (config)# object-group service
esr (config-object-group-service) #
esr (config-object-group-service) #
esr (config) # object-group service
esr (config-object-group-service) #

(
(
(
(
(
(
(
esr (
(
(
(
(
(
(
(

esr (config-object-group-service) #

telnet
port-range
exit
ssh
port-range
exit
dhcp_server
port-range
exit
dhcp_client
port-range
exit
ntp
port-range
exit

23

22

67

68

123

Paspewmnm goctyn B8 MHTepHeT 13 30H trusted n dmz:

esr (config) # security zone-pair trusted untrusted

10
actio

esr (config-zone-pair) # rule
esr (config-zone-pair-rule) #
esr (config-zone-pair-rule) #
esr (config-zone-pair-rule) #
) #
) #

config-zone-pair-rule
esr (config-zone-pair-rule enabl
esr (config-zone-pair-rule) # exit

esr (config-zone-pair)# exit

n permit

match protocol any
match source-address any
match destination-address any

e

esr (config) # security zone-pair dmz untrusted

esr (config-zone-pair) # rule 10
esr (config-zone-pair-rule) # actio

(
(
(
(
(
esr (
(
(
(
(
(
(

n permit
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esr (config-zone-pair-rule match protocol any

( ) #
esr (config-zone-pair-rule)# match source-address any
esr (config-zone-pair-rule) # match destination-address any
esr (config-zone-pair-rule) # enable
esr (config-zone-pair-rule) # exit
esr (config-zone-pair)# exit
esr (config) # security zone-pair dmz trusted
esr (config-zone-pair)# rule 10
esr (config-zone-pair-rule) # action permit
esr (config-zone-pair-rule match protocol any
( # match source-address any
( # match destination-address any
( # enable
esr (config-zone-pair-rule) # exit
(

esr (config-zone-pair)# exit

) #
esr (config-zone-pair-rule)
esr (config-zone-pair-rule)

)

esr (config-zone-pair-rule

Paspewnm npoxoxkaeHmne DHCP u3 trusted B dmz:

esr (config)# security zone-pair trusted dmz

esr (config-zone-pair)# rule 10

esr (config-zone-pair-rule)# action permit

match protocol udp

# match source-address any

# match destination-address any
# match source-port dhcp_client
#
#

esr (config-zone-pair-rule
esr (config-zone-pair-rule

esr (config-zone-pair-rule match destination-port dhcp_server
enable

esr (config-zone-pair-rule) # exit

) #
)
esr (config-zone-pair-rule)
)
)
)

(
(
(
(
esr (config-zone-pair-rule
(
esr (config-zone-pair-rule

(

(

esr (config-zone-pair)# exit

PaspeLwwmm npoxoxkgeHune ICMP K yctpoicTsy, gns pabotbl BRAS Heo6x04MMO OTKPbITb NOPTbI A1
Beb npokcuposaHusa — TCP 3129/3128 (NetPort Discovery Port/Active API Server Port):

esr (config) # object-group service bras

esr (config-object-group-service) # port-range 3129
esr (config-object-group-service) # port-range 3128
esr (config-object-group-service)# exit

esr (config) # security zone-pair trusted self

esr (config-zone-pair)# rule 10

esr (config-zone-pair-rule match protocol tcp
esr (config-zone-pair-rule) # match source-address any

# match destination-address any
# match source-port any

# match destination-port bras
esr (config-zone-pair-rule) # enable

) #
)
esr (config-zone-pair-rule)
esr (config-zone-pair-rule)

)

(
(
(
(
(
(
esr (config-zone-pair-rule) # action permit
(
(
(
(
esr (config-zone-pair-rule
(
esr (config-zone-pair-rule)# exit
esr (config-zone-pair)# rule 20
esr (config-zone-pair-rule)# action permit
esr (config-zone-pair-rule)# match protocol icmp

)
esr (config-zone-pair-rule) # match source-address any
esr (config-zone-pair-rule) # match destination-address any
esr (config-zone-pair-rule) # enable
esr (config-zone-pair-rule)# exit

esr (config) # security zone-pair dmz self

esr (config-zone-pair)# rule 20

esr (config-zone-pair-rule) # action permit

esr (config-zone-pair-rule)# match protocol icmp

esr (config-zone-pair-rule)# match source-address any
)

(
(
(
(
(
(
(
esr (config-zone-pair-rule) # exit
(
(
(
(
(
esr (config-zone-pair-rule) # match destination-address any
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esr (config-zone-pair-rule) # enable
esr (config-zone-pair-rule) # exit
esr (config-zone-pair-rule) # exit
esr (config)# security zone-pair untrusted self
esr (config-zone-pair) # rule 20
config-zone-pair-rule)# action permit
config-zone-pair-rule) # match protocol icmp
) # match source-address any
) # match destination-address any
esr (config-zone-pair-rule) # enable
) #
) #

esr
esr
esr (config-zone-pair-rule
esr (config-zone-pair-rule

exit
exit

esr (config-zone-pair-rule

(
(
(
(
(
(
(
(
(
(
(
(

esr (config-zone-pair-rule

Aktusupyem DHCP-Relay:

esr (config)# ip dhcp-relay
Hactpoum SNAT B nopr gigabitethernet 1/0/1:

esr (config) # nat source
esr (config-snat)# ruleset inet
esr (config-snat-ruleset)# to interface gigabitethernet 1/0/1

esr (config-snat-rule)# match source-address any
esr (config-snat-rule) # action source-nat interface
esr (config-snat-rule)

esr (config-snat-rule)

enable

(
(
(
esr (config-snat-ruleset)# rule 10
(
(
(
( end

#

#
MN3meHeHUs KOHPUIypauum BCTYNAT B AeNCTBME NOC/E NPUMEHEHUS:

esr# commit

Configuration has been successfully committed

esr# confirm

Configuration has been successfully confirmed
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8 YACTO 3AAABAEMBbBIE BOMNPOCHI

N3meHeHna KoHPUTrypaLuum BCTYNatoT B AeUCTBUE NOC/e NPUMEHEHUA:

( esr# commit
/ Configuration has been successfully committed

esr# confirm
Configuration has been successfully confirmed

e He ypanocb noayuutb mapuwpytbli no BGP u/uan OSPF, ckoHdurypuposaHHbix 8 VRF.
CoceAcTBO yCNewHO yCTaHaBANBAETCA, HO B 3anmucu maplupytos B RIB oTKkasaHo:
%ROUTING-W-KERNEL: Can not install route. Reached the maximum number of BGP routes in

the RIB

Heobxoammo Bbigenntb pecypc RIB ana VRF, no ymosyaHuiO OH paBeH Hyao. Jenaem 310 B

perxnme KoHdUrypuposaHua VRF:

esr (config) # ip vrf <NAME>

esr (config-vrf)# ip protocols ospf max-routes 12000
esr (config-vrf)# ip protocols bgp max-routes 1200000
esr (config-vrf)# end

e 3akpbiBatotca ceccum SSH/Telnet npoxogawme uepes mapwpyrtusatop ESR.

[na noppeprkaHna ceccumn akTUBHOM HeobxoanMo HacTpouTb nepegady keepalive naketos. Onuua
oTnpaBku keepalive HacTpamBaeTcas B KaneHTe SSH, Hanpumep, Ans KaveHta PuTTY pasgen

“CoegnHeHune”.

B cBolO o4vepenb, Ha MapLpyTU3aTOPE MOXKHO BbICTaBUTb BPEMA OXWUAAHMA 00 3aKPbITUA HEAKTUBHbIX

ceccuit TCP (B npumepe BbicTaBneH 1 yac):

esr (config)# ip firewall sessions tcp-estabilished-timeout 3600

¢ Ha uHtepdeiice 6bin oTkntoueH firewall (ip firewall disable), nocne BHeceHus 3Toro uHtTepdeiica
B security zone, yaaneHua us KoHdurypauuu ip firewall disable n npumeHeHunsa nsmeHeHmii -
BOCTYN ANA aKTUBHbIX CECCUMA C AaHHOrO NOpPTa He 3aKpbl/ICA, COrNIAacHO NpaBuaam security zone-

pair.

N3meHeHnsa B KoHdurypaumm Firewall 6yayT AencTtBoBaTb TONbKO ANSA HOBbIX ceccuid, cbpoca
aKTUBHbIX ceccuit B Firewall He npoucxoant. OTYMCTUTL aKTMBHbIE ceccum B firewall MoXKHO KOmaHAaoO:

esr# clear ip firewall session
e He nogHumaetca LACP Ha noptax XG ESR-1000
Mo ymonuaHuio Ha port-channel pexxmum speed 1000M, Heobxoammo BbicTaBuTb speed 10G.

esr (config) # interface port-channel 1
esr (config-port-channel) # speed 10G
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e KaK No/HOCTbIO OUMCTUTb KOHUrypaumsa ESR, u Kak c6pocuTb Ha 3aBoACKYI0 KOHUrypauuio?

OuuncTka KoHOUrypaumMm npomcxoguT NyTEM KOMMPOBAHWMA MyCTOM KOHdurypauumn B candidate-
config u npumeHeHus ero B running-config.

esrf copy system://default-config system://candidate-config
Mpouecc cbpoca Ha 3aBOACKYHO KOHOUIYpaLUUIO aHaNOMMYeEH.
esrf# copy system://factory-config system://candidate-config

o Kak npussasatb subinterface k cosgaHHbim VLAN?

Mpu cospgaHum cab-uHTepdeica, VLAN co3gaetca M NpuBA3bIBAETCA aBTOMATUYECKM (npAmas
3aBMCUMOCTb MHAEKC sub - VID)

esr (config) # interface gigabitethernet 1/0/1.100
Mocne npuMeHeHNA MOXXHO Ha6l'|l0ﬂ,aTb MHd)OpMaLIMOHHbIe C006LLI,EHMF|Z
2016-07-14T012:46:24+00:00 SVLAN: creating VLAN 100

e EcTb M GYHKLMOHAN B MapLupyTusatopax cepuu ESR ana aHanusa tpadpuka?

B mapuwpytmsatopax cepum ESR peannsoBaHa BO3MOXKHOCTb aHaAM3MPOBaTb TPaduK Ha
nHTepoericax us CLI. CHuddep 3anyckaerca KomaHAon monitor.

esr# monitor gigabitethernet 1/0/1
e Kak Hactpowmtb ip prefix-list 0.0.0.0/0?

Huxe npuBegeH npumep KoHoUrypaumm npeduKc AncTa, paspellalowero npuem maplipyTta no
YMO/IYaHMIO.

esr (config)# ip prefix-list eltex
esr (config-pl) # permit default-route

e [Ipob6nema NpoxoxKAeHUA aCMHXPOHHOro TpaduKa.

B cnyyae opraHM3aumMm ceTM C acMHXPOHHOW MaplupyTusaumein, Firewall 6yaetr 3anpeuwiaTb
"HenpaBuAbHbIM (OWKNBOYHBLINA)" BXOAAWMA TpaduK (He OTKpbIBalOWMUIA HOBOE COeAMHEHME U He
NnpuHagneskalmii HUKaKoMy YCTaHOBIEHHOMY COeANHEHUIO) U3 coobparkeHuit 6esonacHoCTH.

Paspelatollee npasuo B Firewall He pelunt nocTaBaeHHY0 3a4a4y ANA NOA0BHbIX CXeM.

PewmnTtb 33434y MOXKHO, OTKAtoUMB Firewall Ha BxogHOM MHTepdeice:

esr (config-if-gi)# ip firewall disable
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TEXHWYECKAA NOALOEPXKKA

Ona  nonydyeHuA TEXHWYECKOM KOHCynbTauuMM NO BOMPOCaM 3Kchayatauuum obopyaoBaHusA
000 «MpeanpusTtne «3/ITEKC» Bbl MorKkeTe 06patuTbest B CepBUCHbIN LEHTP KOMNaHUK:
Poccuiickan ®epepaumna ,630020, r. HoBocnbupck, yn. OKpyxKHas, gom 29B.
TenedoH:
+7(383) 274-47-87
+7(383) 272-83-31
E-mail: techsupp @eltex.nsk.ru

Ha oduumanbHoM cailTe KOMNAHUM Bbl MOXKETE HAWTM TEXHUYECKYHD [AOKYMEHTALMIO W
nporpammHoe obecneyeHme ana npoaykumm 000 «Mpegnpuatme «INNTEKC», 06paTtuTbea K 6ase 3HaHUN,
OCTaBUTb WMHTEPAKTUBHYIO 33aABKY WM MPOKOHCYNAbTUPOBATLCA Y WHXXeHepoB CepBUCHOrO UEHTpa Ha
TEXHUYEeCKOM popyme:

http://eltex.nsk.ru
http://eltex.nsk.ru/eltex_kb
http://eltex.nsk.ru/forum/index.php

http://eltex.nsk.ru/interaktivnyi-zapros
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