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1. AHHOTALUA

B HacToAlWeM pPyKoBOACTBE MNPUBOAUTCA MHCTPYKUMA MO MOAKAOYEHMIO K MNUTAIOWEN ceTw,
3aBO/CKAA KOHUrypauus ycTpoMcTBa M peKomeHZauuMu Mo HayanbHOW HAcTpoliKe MapLipyTM3aTopoB
cepuu ESR (manee ycTpolicTso).

[aHHoe pyKoBOACTBO NpeAHa3HauyeHo A/ TEXHUYECKOro NMepcoHasna, BbINOJHAIOWEro YCTaHOBKY,
HaCTPOWKY M BBOZA, YCTPOMCTBA B 3KCMN/IyaTaLMIO.

2. KOHCTPYKTUBHOE UCINONTHEHUE

B [JaHHOM pasgene OMNWCAHO KOHCTPYKTMBHOE WCMOJIHEHWE YyCTpolicTBa. [lpeacTaBieHbl
nsobpaxkeHus nepegHen, 3agHen n GOKOBbIX NaHenel ycrtpoicTea. OnNucaHbl pasbembl, CBETOAMOAHbIE
WHOMKATOPbI U OpraHbl yNpaBieHus.

YCTPOMCTBO BbLINONHEHO B META/N/IMYECKOM KOPMyce C BO3MOMHOCTbtO YCTaHOBKM B 19”7
KOHCTPYKTUB, BbICOTa Kopnyca 1U.

2.1. KoHcTpyKTMBHOE ucnoaHeHue ESR-1000, ESR-1200

lMepedHaa naHenb ycmpoiicmea ESR-1200

BHewWHUI BuA nepegHelt NnaHe M NOKasaH Ha pUCyHKe 2.2.

PucyHok 2.1 — [MepedHsAs naHens ESR-1200

B Tabnvue 2.1 npuBeaeH nepeyeHb Pa3sbemoB, CBETOAMOAHbLIX WHAMKATOPOB WM OpPraHoB
ynpaB/eHnA, Pacno/IoXKEHHbIX HA NepeaHei NnaHenn yctponcrea ESR-1200.

Tabnunua 2.1 — OnMcaHWe pa3bemMoB, MHAMKATOPOB M OpPraHOB ynpas/ieHua nepeaHen naHenn ESR-1200

Ne dnemeHm naHenu nepedHel OnucaHue

1 SD Paszbem gna yctaHoBKM SD-KapT namAaTu.

2 USB1 MopT ans nogxrntoveHma USB-ycTpoicTs.

3 USB2 MopT ans nogxrntoveHma USB-ycTpoicTs.

4 [1..12] 12 nopra Gigabit Ethernet 10/100/1000 Base-T (RJ-45).

5 Combo Ports 4 nopra Gigabit Ethernet 10/100/1000 Base-X (SFP).

6 XG1 - XG8 CnoTbl pna yctaHoBKM TpaHcusepos 10G SFP+/ 1G SFP.
Status NHAWKaATOp TEKYLLEro COCTOAHUA YCTPOMCTBa.

’ Alarm NHAWKaATOPp HAanMUnA U YPOBHA aBapun YCTPOMCTBA.

4 Mapuwpymuzamopel cepuu ESR, Pyko8odcmeo no ycmaHosKe u 66icmpomy 3arycKy
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HA NHAMKaTOp pexxnma paboTbl B pexkume HA.

MHAMKATOP aKTUBHOCTU 0BMEHA C HaKonuTenem AaHHbIX - SD-KapToi

Flash
nnn USB Flash.

Power NHaMKaTop NUTaHMA yCTPOMCTBA.

Master MHankaTop paboTbl ycTpoiicTea B failover-pexkmmax.

Fan NHAanKaTop aBapun BEHTUNATOPOB.

RPS NHAWKaTop pe3epBHOro UCTOYHUKA 3N1EKTPONUTAHUA.
®YHKUMOHaIbHasA KHOMKa A/1A nepesarpysku ycTpomnctea u cbpoca K
33aBOACKMM HacTPOMKam:

g . npw yaep>aHnn KHonkm meHee 10 cekyHA nponcxogut
nepesarpyska yCTpOWCTBa;
npv yaepaHum KHonkun 6onee 10 cekyHA npoucxoauTt
nepesarpyska ycTpoucTsa 1 c6poc K 3aBOACKMM HAaCTPOMKaM.
9 Console KoHconbHbIM nopT RS-232 anA N0KaNbHOrO ynpasieHUsA YCTPONCTBOM.

MepedHasa naHenb ycmpoiicmea ESR-1000

BHewWHMI BUA, nepegHeli NaHen NokasaH Ha pucyHKe 2.2.
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PucyHok 2.2 — [epedHAs naHens ESR-1000

B Tabnuue 2.2 npuBegeH nepeyeHb pPaA3bEMOB, CBETOAMOLHbIX WHAMKATOPOB W OPraHos
yNpaBneHuaA, pacnosIoKeHHbIX Ha NnepeaHei naHenn yctpoiictea ESR-1000.

Tabnunua 2.2 — OnucaHMe pa3beMoB, MHAMKATOPOB M OPraHoB ynpaBaeHua nepegHel naHenn ESR-1000

Ne AnemeHm naHenu nepedHel OnucaHue
1 SD Pasbem gna ycraHoBKM SD-KapT namAaTtu.
2 USB1 MopT ans nogknoyeHna USB-ycTponcTs.
3 USB2 MopT gns nogkntoyeHma USB-ycTpoiicTs.
4 XG1, XG2 CnoTbl gna ycTaHOBKM TpaHcueepos 10G SFP+/ 1G SFP.
5 [1..24] 24 nopTa Gigabit Ethernet 10/100/1000 Base-T (RJ-45).
Status MHAWKaTOpP TEKyLLLero COCTOAHNA YCTPOMCTBA.
Alarm MHAWKaTOp Ha/IMuMA M YPOBHA aBapum yCTPONCTBa.
VPN MHAMKaTop HanmMumna akTUBHbIX VPN-ceccuit.
Flash NHAWMKaTOp aKTUBHOCTM 0BMeHa C HakonuTenem JaHHbIX - SD-KapToW
6 nnn USB Flash.
Power NHauMKaTop NUTaHMA yCTPOMCTBA.
Master MHankaTop paboTbl ycTpoiictea B failover-pexkmmax.
Fan NHAWMKaTOp aBapumn BEHTUNATOPOB.
RPS MHAMKATOP pe3epBHOro0 NCTOYHUKA INEKTPONUTAHUA.
7 P dPyHKUMOHANbHAA KVHOI'IKa ONA nepesarpysku ycTpomncTea 1 cbpoca K
3aBOACKMM HACTPOMKam:
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Npu yaep»XaHUm KHOMNKM meHee 10 ceKyHa, nponcxoauT
nepesarpysKa yCTpOMCTBa;

npu yaep*KaHuu KHonku 6onee 10 cekyHA NponcxoanTt
nepesarpyska ycTpoicTea 1 cbpoc K 3aBOACKMM HACTPOMKam.

Console

KoHco/bHbIM NopT RS-232 An1s NOKaNbHOrO ynpaBAeHMA YCTPONCTBOM.

3adHaa naHenb ycmpolicme ESR-1000,ESR-1200

BHewwHUI BUA, 3aaHe naHenu ycTpoiicts ESR-1000/ESR-1200 npvBeseH Ha pucyHke 2.3%.
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PucyHok 2.3 — 3a0Hsas naHens ESR-1000, ESR-1200
Pa3beMOB, PACMO/IONEHHbIX HA 3agHer naHenu

B Tabavue 2.3

MapLpyTusaTtopa.

Tabnunua 2.3 — OnucaHMe pa3bemMoB 3a4HElN NaHeAn MapLlpyTM3aTopa

npueeaeH nepevyeHb

Ne

OnucaHue

1

OCHOBHOWM UCTOYHMK NUTAHUA.

MecTo s YCTaHOBKM Pe3epBHOMO MCTOYHUKA MUTAHUA.

CbeMHble BEHTUNALUMOHHbIE MOAY/IN C BO3MOXKHOCTbIO FOpﬂ‘-IEI;'I 3aMeHbl.

2
3
4

Knemma g/1a 3a3emneHns ycTponcTea.

bokoevblie naHenu ycmpoiicmea

®

®

PucyHok 2.4 — lpasas 6okoeas naHens mapuipymuszamopos ESR-1000, ESR-1200

®
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PucyHok 2.5 — J/lesas 6oKoeas naHenb mapwpymusamopos ESR-1000, ESR-1200

Ha 60KoBbIX NaHenax YCTpOVICTBa pPacnonoXxeHbl BEHTUNAUMOHHbDbIE peLlleTKN, KOTopble CAyXaT AnAa
oTBoga Tenna. He 3aKprBal71Te BEHTUNAUNOHHbIE OTBEPCTUA MOCTOPOHHUMU NpPeaMETaAMUN. OTO MOXKeT
npmBecTn K neperpesy KOMMNOHEHTOB yCTpOVICTBa M BbI3BaTb HapyweHUA B ero pa60Te. PekomeHpgaumu no
YCTaHOBKe yCTpOﬁCTBa pacnonoXeHbl B pasgene «YCTaHOBKA U NOAKAOYEHUEY.

1
Ha PUCYHKE NOKa3aHa KoOMNAeKTauna MmaplpyTtmsatopa ¢ O4HMM UCTOYHUKOM NUTAaHUA NepeMeHHOro ToKa.

Mapuwpymuzamopel cepuu ESR, Pyko8odcmeo no ycmaHosKe u 66icmpomy 3arycKy
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2.2. KoHcTpyKkTMBHOE ucnonaHeHune ESR-100, ESR-200

MepedHaa naHenb ycmpolicme ESR-100, ESR-200

BHewHwW Bug nepegHen naHenn ESR-100 nokasaH Ha pUCyHKe 2.6.
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PucyHok 2.6 — [epedHsAs naHens ESR-100
BHewHuMin BMA, nepegHel naHenn ESR-200 nokasaH Ha pucyHKe 2.7.
SEEE & _@
Slelslelels C %
scvcle o | (02055
) Status = max 1A
= R ~ ; &MWL +
- | | | T |
1 2 3 4 5 6 7

PucyHok 2.7 — MepedHsAs naHens ESR-200

B Tabnuue 2.4 npuBegeH nepeyeHb PA3bEMOB, CBETOAMOLHbIX WHAMKATOPOB W OPraHoBs
yNpaB/eHNs, PacnoNoXeHHbIX Ha nepeaHer naHenn ycrponcts ESR-100, ESR-200.

Tabanua 2.4 — OnvcaHMe pa3bemoB, MHANKATOPOB U OPraHOB ynpasaeHUA NepegHeit naHenm

Ne dnemeHm naHesnu nepedHel OnucaHue

1 SD Pasbem gna yctaHoBKM SD-KapT namaTu.

2 USB1, USB2 2 nopTa gna noakntodeHua USB-ycTpolicTs.

3 [1..4] 4 nopra Gigabit Ethernet 10/100/1000 Base-T (RJ-45).

4 | Combo Ports 4 nopra Gigabit Ethernet 10/100/1000 Base-X (SFP).
Power MHAMKaTOp NUTaHMA YCTPOMCTBA.
Status NHAWKaTOpP TEKyLLLero COCTOAHNA YCTPOMCTBA.

> Alarm MHAWKaTOp Ha/IMuMA U YPOBHA aBapum yCTPOCTBa.
Fan MHAMKATOp aBapmu BEHTUNATOPOB.

dyHKUMOHabHAA KHOMKa ANA nepes3arpysku ycTpoictea u cbpoca K
3aBOACKMM HACTPOMKam:

Npu yaep*KaHnn KHOMKn meHee 10 cekyHa, npoucxoant

6 F nepesarpyska yCTpOWCTBa;
npv yaepaHum KHonku 6onee 10 cekyHZA npoucxoaut
nepesarpysKa ycTpomncTea 1 cbpoc K 3aBOACKMM HACTPOMKaM.
7 Console KoHconbHbI NopT RS-232 ans NOKaNbHOrO ynpaBaeHnUa YyCTPONCTBOM.
110-250 VAC
8 60/50 Hz NCTOYHUK NUTaHMA.
max 1A

Mapuwpymuzamopel cepuu ESR, Pykosodcmeo no ycmaHoske u 6bicmpomy 3arycKy 7
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3adHaa naHens ycmpolicme ESR-100, ESR-200

BHewHW BUA 3aaHen naHenn yctponcts ESR-100, ESR-200 npuBeneH Ha puUcyHKe 2.8%
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B Tabnuue 2.5
MapLupyTmusaTopa.

PucyHok 2.8 — ESR-100,ESR-200 3a0HsAA naHess

npuvsegeH nepeveHb

pasbemos,

Tabanua 2.5 — OnucaHve pasbemoB 3a4Hel NaHen MapLpyTM3aTopa

PacnoNosKeHHbIX

Ne OnucaHue
1 Knemma gns 3asemneHuma yCTpoOmncTBa.
2 BEHTUNALMOHHbBIN Moayb.

bokosebie naHenu ycmpolicmea ESR-100, ESR-200

PucyHok 2.9 — lpasas 6okosasA naHesns mapwpymuzamopa ESR-100, ESR-200

PucyHok 2.10 — /lesas 6okoeas naHesns mapuwpymuzamopa ESR-100, ESR200

Ha PUCYHKEe NOKa3aHa KOMNAeKTauna MaplpyTmsatopa ¢ O4HMM UCTOYHUKOM NUTaHUA NepemMeHHOro ToKa.

Mapuwpymuzamopel cepuu ESR, Pykosodcmeo no ycmaHoske u 6bicmpomy 3arycKy

naHenn
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2.3. CBeToBasA MHAUKaLUA

Ceemosasa uHOukayusa ESR-1000, ESR-1200

CocTtonHMe mMegHbix uHTepdencoB GigabitEthernet oTobparkaetcs aByma CBETOAMOAHbIMU
nHamKkatopamu - LINK/ACT 3eneHoro useTa M SPEED sHTapHOro ugeta. PacnonoxeHuve WMHAMKATOPOB
meaHbIX MHTepdencoB NokasaHo Ha pucyHke 2.11. CoctosiHne SFP-uHTepdelicoB oTobparkaeTca AByMSA
nHaukatopamm RX/ACT n TX/ACT 1 yKasaHO Ha pucyHKe 2.12. 3HayeHMA CBETOBOWN MHAMKALMN ONUCaHbl B
Tabnumuax 2.6 n 2.7.

SPEED

&

(00000 T

PucyHok 2.11 — PacnonoxceHue UHOUKaGmMopos pasdvema RJ-45

LINK/ACT

Mo C

" HHHHHHHHH
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i

RX/ACT  TX/ACT

PucyHok 2.12 — PacnonoxceHue UHOUKamopo8 onmu4eckux uHmepgelicos

Tabnnua 2.6 — CBeToBaA MHAMKALMA COCTOAHMA MeaHbIX UHTepdeincos

CeeyeHue uHOUKamopa

CeeyeHue UHOUKamMopa

CocmosHue uHmepdelica Ethernet

SPEED LINK/ACT
MopT BbIKAKOYEH UM COEANHEHMUE He
BbikntoueH BbikntoueH
YCTAaHOB/IEHO
YcTaHOB/IEHO coeAnHEeHMe Ha ckopocTh 10
BbikntoueH l[opuT nocTtoAHHO

mnn 100M6uT/c

[opUT NOCTOAHHO

[opuT NOCTOAHHO

YCTaHOB/IEHO COeAMHEHME HA CKOPOCTM
1000M6wuT/c

X

MwuraHune

MaeT nepegaya AaHHbIX

Mapuwpymuzamopel cepuu ESR, Pykosodcmeo no ycmaHoske u 6bicmpomy 3arycKy
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Tabaunua 2.7 — CeeToBas nHAMKauma coctoaHua SFP/SFP+ nHtepdeicos

CeeyeHue UHOUKamMopa
RX/ACT

CeeyeHue UHOUKamMopa
TX/ACT

CocmosaHue uHmepgelica Ethernet

BbikntoueH

BbikntoueH

MOpPT BbIKAOUYEH MW COEANHEHNE HE
YCTaHOBNEHO

[opuT NOCTOAHHO

[opuUT NOCTOAHHO

CoepumHeHue yCTaHOBIEHO

Mwuranue

X

NpaeT npuem AaHHbIX

X

MwuraHune

MpoeT nepepava gaHHbIX

B cnepyiolei Tabaunue npuseaeHo onmMcaHUe COCTOAHNMN CUCTEMHbIX MHANKATOPOB YCTPOMCTBA M UX

3HaYeHuM.

Tabnunua 2.8 — COCTOAHUA CUCTEMHbIX MHANKATOPOB

HaszsaHue CocmosHue "
®PyHKYUA UHOUKaGMopa CocmosAHue ycmpoticmesa
UHOUKamopa UHOUKamopa
3eneHbli YcTpoicteo pabotaeT HOpMasibHO.
NHAMKaTOp TEKyLLEero CoCToAHMA "
Status . o YCTPOMCTBO HaXoANTCA B COCTOAHUMN
ycTpoWcTBa. OpaH:keBblit
3arpysku 0
NHAMKATOp Ha/IM4YMA U YPOBHA
Alarm A P . s - -
aBapum yCTPOMCTBA.
NHAMKATOp Ha/IMYMA aKTUBHbIX
VPN anraTop - -
VPN-ceccui.
NHAMKATOP aKTUBHOCTN OBMEHa C o
. BbinonHeHWe onepauni
Flash HaKkonuTenem AaHHbIx: SD- OpaH:keBblit UTeHA/3aNNCH MO KOMaHAE «COpY»
o < P
KapTtoit unmn USB Flash. A Py
MuTaHWe ycTpoKrcTBa B HOpMe.
3eneHbli OCHOBHOM UCTOYHUK NUTAHUSA, €C/IN OH
yCTaHOB/IeH, paboTaeT HOPMasIbHO.
. HepaboTtocnocob6HOCTb OCHOBHOTO
Power NHAnKaTop NUTAHUA YCTPOMCTBA. o
OpaH:keBblit WCTOYHMKA NUTAHUA, aBapma nam
OTCYTCTBME NEPBUYHOM CETU.
OTKa3 BHYTPEHHUX UCTOYHUKOB
BbikntoyeH o
NUTAHWA YCTPOMCTBA.
NHauKaTop paboTbl yCTPOMCTBA B
Master .,a, PP yerp - -
failover-pexumax.
BbikntoyeH Bce BeHTMAATOPbI UCMPABHbI.
OTKa3 oaHoro nau bonee
CocToAHue BeHTUNATOPA BEHTUNATOPOB. MpuUUmHOM
Fan oxnaxaeHus. KpacHbiii BO3HWKHOBEHMA aBapun MoKeT bbITb
P HepaboTocnocobHOCTb X0TA Hbl 0AHOTO
13 BEHTUNATOPOB — OCTAHOBKA NN
NOHMKEHHan YyacToTa 060pOTOB.
. Pe3epBHbIN UCTOYHUK YCTAHOBNEH U
3eneHbin
Pexkum paboTbl pesepBHOro MCMNpaBeH.
RPS WUCTOYHMKA NUTAHUA. BbikntoueH Pe3epBHbI UCTOYHUK HE YCTaHOBAEH.
OTcyTCTBME NEPBMYHOIO NMUTaHMA
KpacHblii pe3epBHOro UCTOYHMKA UK ero
HEeWCNpPaBHOCTb.

10 Mapuwpymuzamopel cepuu ESR, Pyko8odcmeo no ycmaHosKe u 66icmpomy 3arycKy
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Ceemoesasa uHOukayusa ESR-100/ESR-200

CocTtoaHue mepgHbix uHTepdelicos GigabitEthernet n SFP-uHTepdelicos oTobparkaetca ABymsA
cBEeTOAMOAHBIMN MHAUKaTopamu - LINK/ACT 3eneHoro ugseta u SPEED sHTapHOro ugeTta. PacnosnoxeHue
WHAMKATOPOB MeHbIX MHTEPPEeNcoB NoKasaHo Ha pucyHke 2.11. CoctosiHne SFP-nHTepdeincoB yKkasaHo
Ha pucyHKe 2.13. 3HayeHMA CBETOBOW MHAMKALMM ONUCcaHbl B Tabanye 2.9.

MoC

" HHHHHHHHHL

LINK/ACT SPEED

PucyHok 2.13 — PacrionoxceHue UHOUKamopos onmuYyeckux uHmepgelicos

Tabnuua 2.9 — CBeToBas MHAMKALMA COCTOAHNA MeAHbIX MHTepdelicoB n SFP-uHTepdeiicos

CeeyeHue uHOUKamopa CeeueHue uHouKamopa CocmosHue unmepdetica Ethernet
SPEED LINK/ACT P
MopT BbIKAKYEH WAU  COeANHEHUE  He
BbiKAtoueH BbikntoueH
YCTAHOB/IEHO
YcTaHOBNEHO cOoeguHeHuMe Ha cKkopoctn 10
BbikntoueH [opuT noctoAHHO
mnn 100M6éwut/c
FOPUT NOCTOAHHO FOPUT NOCTORHHO YCTaHOB/NIEHO COeAMHEeHWEe Ha  CKOpPOCTU
1000M6uT/c
X Mwuranue NaeT nepegaya gaHHbIX

B cneaytouleli Tabnaumue npueeseHO ONUCaHNE COCTOAHUNA CUCTEMHbIX MHAWMKATOPOB YCTPOMCTBA U UX
3HaAYEHUMN.

Tabnnua 2.10 — COCTOAHUA CUCTEMHbIX MHANKATOPOB

HaszsaHue CocmosHue o
®PyHKYUA UHOUKamopa CocmosHue ycmpolicmea
UHOUKamopa UHOUKamopa
3eneHbli YcTpoicTBo paboTaeT HopMasbHO.
MNHAMKATOP TEKYLLLEro COCTOAHUA .
Status N . YCTPOICTBO HAXOAUTCA B COCTOAHUM
ycTpolicTBa. OpaH»KeBbll
3arpysku 0.
MHOMKATOP HAaNNYUA U YPOBHSA
Alarm A P N 1 yp - -
aBapuM yCTPOMCTBA.
MuTaHMe ycTpoincTea B HOpMe.
N 3eneHbl OCHOBHOW MCTOYHMK NUTAHWA, ECIN OH
Power NHOMKaTOp NUTaHMA yCTPOMCTBA.
yCTaHOB/IeH, paboTaeT HOPMasbHO.
OpaH:keBblii HepaboTocnocobHOCTb OCHOBHOIO

He noaaep»unBaetcs B Tekywen sepcum MO.
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UCTOYHWUKaA NNUTAaHUA, aBapuna Uaun
OTCyTCTBME I'IepBVI‘-IHOi;I ceTn.

BbikntoueH

OTKa3 BHYTPEHHWUX UCTOYHUKOB
NUTaHWA YCTPOICTBA.

Fan

CocToAHue BeHTUNATOPA
OX/IAXKAEHUA.

BbikntoueH

Bce BEHTMAATOPbLI UCNPABHbI.

KpacHbin

OTKas ogHoro unun 6onee
BEHTUAATOPOB. MpUUMHOI
BO3HUKHOBEHUA aBapUnN MOXKeT 6bITb
HepaboTocnocobHoCTb X0TA Bbl 04HOTO
U3 BEHTUIATOPOB — OCTAaHOBKA UK
NOHWXEeHHas YacToTa 060pOTOB.

12
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3. NOAKNIOYEHME K MUTAIOLLLEM CETHU

1. Mpexae, Yem K yCTPOWCTBY ByZeT NoAkAloYeHa NUTatolan ceTb, HEObX0AMMO 3a3eM/IMTb Kopnyc
YCTpOICTBA. 3a3em/ieHne HeobXoAMMO BbINOHATL M30JIMPOBAHHBIM MHOTFOXW/IbHbIM MPOBOAOM.
YCTPOMCTBO 3a3eM/IeHUs U CeYeHMe 3a3eM/IAIOLLEer0o MpPoBOAa JAO/IKHbl  COOTBETCTBOBATb
TpeboBaHMAMM [paBKA yCTPOMCTBA 3/1EKTPOYCTaHOBOK (MY3).

2. Ecnv npegnonaraeTcs NOAKAOYEHNE KOMNbIOTEPA UAN MHOTO 060PYA0BaHNA K KOHCO/IbHOMY NOPTY
KOMMYTaTOpa, 3T0 060pyA0BaHNE TaKKe AOMKHO BbITb HAZEKHO 3a3eMJIEHO.

3. MoakntoumMTe K ycTpoMcTBY Kabenb nuTaHMA. B 3aBUCMMOCTM OT KOMMNAEKTaUuM YCTPOIACTBA,
NMUTaAHNE MOMKET OCYLLECTBAATLCA OT CETU NePeMeHHOro ToKa JIMbOo OT CETU MOCTOAHHOTO ToKa. Mpu
NOAKAOYEHUM CETU MEPEeMEHHOro TOKa c/iefyeT MCMOo/ib30BaTb Kabenb, BXOAAWMKA B KOMMAEKT
ycTponcTea. N NoAKAYEHUS K CETU NOCTOAHHOIO TOKAa UCMO/b3yTe NPOBOA CEYEHUEM HE MeHee
1 mm’.

4. BKNtouMTE NUTaAHWE yCTpPOMCcTBa M ybeanTecb B OTCYTCTBMM aBaPUt MO COCTOAHWUIO MHAMKATOPOB Ha
nepeaHen naHenwn.
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4. 3ABOACKAA KOH®UTYPALIUA MAPLLUPYTU3SATOPA

M3HayanbHO Ha YCTPOMCTBO 3arpy»KeHa 3aBoAcKas KOHPUIypaLms, KOTopas BKAKOYAEeT MUHMMA/IbHO
Heobxoanmble 6a3oBble HAaCTPOMKK. 3aBoACKan KOHOUIypauma NO3BOAAET UCMOIb30BaTb MAPLLPYTM3aTop
B KauyecTBe wWnto3a ¢ PpyHKumelrt SNAT 6e3 HeobxogMMOCTM MPUMEHATb AOMOSHUTE/bHbIE HACTPOMKM.
3aBoAcKan KOHOUIypauus COAEpPKUT HAaCTPOWKK, NO3BOAAIOWME NONYYUTb CETEBOM OOCTYN K YCTPOMCTBY
A1 BbINONHEHMUSA PaCcUMPEHHOT0 KOHGUIYPUPOBaHWA.

OnucaHue 3aBOACKOM KOHUrypauum

Ona nogxnoYeHnn K cetam B KOHOUIypaumm onucaHbl 2 30HbI 6@30NacHOCTU C HaMMEHOBaHUAMM
«trusted» ans nokanbHoM cetT n «untrusted» ana nybanmuHon cetn.

Bce nHTepdericbl pasgeneHbl Mexay AByX 30H 6€30MacHOCTU:

— 3o0Ha «untrusted» npeaHasHayeHa Ans NoakAYeHUA K nybanyHol cetn (WAN). B aToit 30He
OTKpbITbl NOpTbl DHCP-npoTOoKOANa Ana nonydeHna anHamudeckoro IP-agpeca oT npoBaliaepa. Bce
BXO4ALLME COeANHEHNA U3 JAHHOW 30Hbl Ha MapLLPYTU3aTOpP 3anpeLLeHbl.

B AaHHYy0 30HY 6e30MacHOCTM BXOAAT MHTepdeNChI:

ESR-100/ESR-200: GigabitEthernet1/0/1;

ESR-1000/ESR-1200: GigabitEthernet1/0/1, TengigabitEthernet1/0/1, TengigabitEthernet1/0/2.
NHTepdelicbl 30HbI 06begMHEHbI B 04MH L2 cermeHT Yepes ceTeBon MocT Bridge 2.

— 3oHa «trusted» npeaHasHavyeHa ANA NOAKNOYEHNS K NOoKanbHOM ceTn (LAN). B 3TO 30HE OTKPbITI
nopTbl npoTokonos Telnet u SSH gnsa yaganeHHoro goctyna, ICMP-npoToKo/1a A8 NPOBEPKU
O0CTYNHOCTM MapLpyTm3aTopa, DHCP-npoTokona ansa nonyyveHma knmeHtamum IP-agpecos ot
MapLwpyTmnsaTtopa. Mcxoaawme coeguHEHUA U3 AaHHOM 30Hbl BO BHELLHIOK 30HY pa3peLleHbl.

B AaHHy0 30HY 6e30MacHOCTM BXOAAT MHTepdeNChI:

ESR-100: GigabitEthernet1/0/2-4;

ESR-200: GigabitEthernet1/0/2-8;

ESR-1000: GigabitEthernet1/0/2-24.

ESR-1200: GigabitEthernet1/0/2-16, TengigabitEthernet1/0/3-8.

NHTepdelicbl 30HbI 06beANHEHbI B 0AMH L2 cermeHT Yyepes ceTeBolt mocT Bridge 1.

Ha uHTepdeiice Bridge 2 BkntoueH DHCP-knuMeHT gns nonyyveHua aumHamudeckoro IP-agpeca ot
nposaigepa. Ha wuHTepdeiice Bridge 1 croHdurypuposaH craTudeckuin IP-agpec 192.168.1.1/24.
Co3paHHbIi IP nHTepdelic BbICTYNaeT B KAaYecTse LWt03a A1A KAMEHTOB NOKA/IbHOM CeTH.

Onsa KnmeHToB NIoKanbHOM ceTn HacTpoeH DHCP nyn agpecos 192.168.1.2-192.168.1.254 ¢ mackoi
255.255.255.0.

[na nonyyeHua KAMEHTaMKM JIOKaNbHOM CeTU AoCTyna K Internet Ha maplipyTv3aTope BKAOYEH
cepsuc Source NAT.

MonnTMKKM 30H BesonacHocTH HaCTpOEHbI ceayroumm o6pa30N\:

30Ha, u3 30Ha, B
KOTOpOVI npaer KOTOpYIO naet Tun 'rpacbm(a ﬂ,eﬁCTBMe
TpadpuK TpaduK
trusted untrusted TCP, UDP, ICMP paspelleH
trusted trusted TCP, UDP, ICMP paspelleH
trusted self TCP/23(Telnet), TCP/22(SSH), ICMP, paspelueH
UDP/67(DHCP Server), UDP/123(NTP)
untrusted self UDP/68(DHCP Client) pa3pelueH
Ona obecneyeHMa BO3MOXKHOCTU KOHPUIypUPOBaAHUA YCTPOMUCTBA NPU NEPBOM BK/IOYEHUU B
! KOHPUrypauum maplupytusatopa co3fpaHa Y4YE6THaA 3anMcb aAMMHUCTPATOpa C MMEHem

admin n naponem pGSSWOf'd. HacroatenbHO peKomeHAyeTca WM3MEHUTb Naposb
AAMUHUCTPATOPA NPU HAYA/IbHOM Kondmrypuposal-mu MapLuwipyTusartopa.
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[Ona ceTeBOro A0CTyna K yNpaB/eHUIO MapLIPYyTU3aTOPOM NpPU MEPBOM BK/IKOYEHUU B
N KoHdurypauum sagaH ctatmueckuin IP-agpec Ha uHtepdeice Bridge 1 - 192.168.1.1/24.

5. NOAKMIOYEHUE K  WHTEP®EACY KOMAHAOW  CTPOKM  (CLI)
MAPLLUPYTU3ATOPA

5.1. MoaknoueHue no noKanbHou cetu Ethernet

Mpu nepBoHaYaNnbHOM CTapTe MapLUPYTU3aTOpP 3arpy>KaeTca C 3aBOACKOM KOHdUrypauueil.
OnucaHue 3aBoACKOI KOHGUrypaLumm NpUBeAEHO B NYHKTE 4 3TOro AO0KYMEHTA.

War 1. Moakntounte ceTeBow Kabenb nepegayum gaHHbIX (Maty-Kopa) K Atobomy NopTy, BXogaLLEeMY
B 30HY «trusted», n K KOMNblOTEPY, NPeAHa3Ha4YeHHOMY 1A YNpaBAeHUA.

LWar 2. B 3aBoAcKkol KOHUrypauum maplupytMsaTopa aktusmpoBaH DHCP-cepsep ¢ nynom IP-
afpecos B noacet 192.168.1.0/24.

MpyM NOAKNIOYEHUU CETEBOro WMHTepdelica YnpaBAAIOWLEro KOMMblOTepa OH AO/BKEH MNOYYUTb
ceTeBOM agpec oT cepeepa.

Ecamn IP-agpec He nosydeH NO KAaKOM-AMBO MpUUMHE, TO CAefyeT HasHauuTb agpec uMHTepdeica
BPYYHYI0, UCNOAb3yA Ntoboi agpec, Kpome 192.168.1.1, B noacetn 192.168.1.0/24.

5.2. NoaknioueHne Yepes KOHCObHbIN NopT RS-232

War 1. Mpu nomolum Kabens RJ-45/DB-9, KOTOpbIM BXOAUT B KOMMAEKT MOCTaBKU YCTPOMCTBA,
coeagumHuTe nopT «Console» mapuwpyTnsatopa c noptom RS-232 KomnbloTepa.

War 2. 3anyctute TepmMuHanbHylo nporpammy (Hanpumep, HyperTerminal munam Minicom) wm
co3galiTe HoBOe NogKAtoueHue. [LomKeH HbiTb MCNOMb30BAH PEXUM IMYAAUMK TepMmUHana VT100.

BbinosHUTE creaytolme HacTPOMKM nHTepdeiica RS-232:

— CKopoCTb: 115200 6uTt/c;
— BWTbl AaHHbIX: 8 burT;

— YeTHoOCTb: HeT;

— Cronosble 6uUThI: 1;

— YnpasneHue NOTOKOM: HeT.
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6.

BA30BAA HACTPOWKA MAPLLPYTU3ATOPA

Mpoueaypa HaCTPOMKM MapLUPYTU3aTOPa NPU NEPBOM BKHOUYEHUN COCTOMT U3 CIeAYIOLMX STaMoB:

M3meHeHMe napona nosb3oBaTtens «adminy.

Co3paHue HOBbIX No/ib30BaTeNne.

HasHayeHue nmeHun ycrpolictea (Hostname).

YCcTaHOBKa NapameTpoB NOAKNOYEHMA K NYOANYHOM CeTM B COOTBETCTBUM C TpeboBaHUAMM
nposaiaepa.

HacTpoiika yaaneHHOro 4octyna K MapLupytmsaTtopy.

6. [lNpumeHeHne 6a30BbIX HACTPOEK.

PwnNnpE

u

V Mo ymonuyaHuio co3paH nonb3osatenb «admin» ¢ naponem «password».

6.1. CmeHa napona agMMHUCTpATOpaA

Ana 3awmuweHHoro Bxoga B cuctemy HEO6XOAMMO CMEHWUTb Napo/sib NpPuUBUNETMPOBAHHOTIO

nosb3osatena «admin». Mma nonb3oBaTensa u Napoib BBOAUTCA NPU BXOAE B CUCTEMY BO BPEMA CEAHCOB
aAMUHUCTPUPOBAHMA YCTPOICTBA.

[0nAa nameHeHua napona nonb3osatens «admin» MCNONb3YHOTCA cheayolwme KOmaHabl:

esr-1000# configure

esr-1000 (config) # username admin

esr-1000 (config-user) # password <new-password>
esr-1000 (config-user) # exit

6.2. Co3paHue HOBbIX NOsIb30BaTeNeun

[AnAa coszgaHmA HOBOro nonb3oBaTeNnA CUCTEMbI UK HaCTpOﬁKM noboro u3 napamMeTpoB — MMEeHU

HOﬂb3OBaT6ﬂH,ﬂaponﬂ,ypOBHﬂHpMBMﬂEFMﬁf—MCHOﬂb3yDTGQKOMaHAbH

esr-1000
esr-1000
esr-1000
esr-1000

config)# username <name>
config-user) # password <password>
config-user) # privilege <privilege>
config-user) # exit

V‘ YpoeHu npueuneauii 1-9 paspewarom 0Hocmyn K ycmpolicmey u npocmomp e20

onepamueHo20 COCMOAHUSA, HO 3anpewarom Hacmpoliky. YpoeHu npusunezuii 10-14
paspewarom Kak oocmyn, mak u Hacmpoliky 6oabweli yacmu ¢pyHkyuii ycmpoiicmea.
YpoeeHb npusunezuii 15 paspewaem Kak docmyn, mak u Hacmpoliky ecex ¢pyHKyuii
ycmpoiicmea.

Mpumep KomaHa Ans cosgaHusa nonb3osBatens «fedor» c naponem «12345678» U ypoBHEM
npusuaernin 15 n cozagaHuns nonb3osBaTena «ivan» ¢ naponem «password» u yposHem npusmunernii 1:

esr-1000# configure

esr-1000 (config) # username fedor
esr-1000 (config-user) # password 12345678
esr-1000 (config-user)# privilege 15
esr-1000 (config-user) # exit

esr-1000 (config) # username ivan

esr-1000 (config-user) # password password
esr-1000 (config-user) # privilege 1
esr-1000 (config-user) # exit

16
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6.3. HasHaueHne MMmeHU ycTpoiicTBa

[na HaszHayeHMA MeHwU yCTpOﬁCTBa MCNONb3YHTCA cneaytouwlme KOmaHAabl:

esr-1000# configure
esr-1000 (config) # hostname <new-name>

MNocne npumeHeHUA KOHOUrypauuu npurnalieHne KOMaHAHOM CTPOKM M3MEHUTCA Ha 3Ha4eHue,
3aJaHHOE NapameTpom <new-name>.

6.4. Hactpoiika napameTpos ny6auMuHo ceTu

[ns HacTpoOIiKM ceTeBOro MHTepdeinca mapLpyTmsaTopa B Ny6aMYHON ceTn HeobXxoaMMO HasHaAuUTb
YCTPOMCTBY NapameTpbl, onpeaenéHHble npoBanaepom cetu - IP-agpec, macka NoAceTv U afpec Wato3a
No YMONYAHUIO.

=  [lpumep KOMaHf HacTPOWMKKU ctaTnudeckoro IP-agpeca ana cybuHtepdeitca GigabitEthernet 1/0/2.150
ANA [ocTyna K mapuwpytusaTtopy Yepes VLAN 150.

MapameTpbl MHTEpdeica:

— 3oHa be3onacHoctu — untrusted
— |IP-agpec —192.168.16.144;
— Macka noacetun — 255.255.255.0;
— IP-agpec wnto3a no ymonyanumio —192.168.16.1.
esr-1000# configure
esr-1000 (config) # interface gigabitethernet 1/0/2.150
esr-1000 (config-subif) # security-zone untrusted
esr-1000 (config-subif)# ip address 192.168.16.144/24
(
(

esr-1000 (config-subif)# exit
esr-1000 (config)# ip route 0.0.0.0/0 192.168.16.1

Ons Toro 4tobbl ybeautbcAa, 4TO agpec Obll HasHayeH UWHTepdelicy, nociae nNpPUMEHeHUs
KOHdUrypaLmm BBEAUTE CNEAYIOLLYIO KOMaHAY:

esr-1000# show ip interfaces

IP address Interface Type

192.168.16.144/24 gil/0/2.50 static

MpoBaiaep MOXeT MCNoNb30BaTb AMHAMMYECKM Ha3HaYaemble agpeca B cBoek cetn. [na
nony4venHus IP-agpeca moxeT ncnoab3osaTtbca npotokon DHCP, ecan B cetn npucytcreyeT cepsep DHCP.

= [lpymep HACTPOMKM, NpeaHa3HaYeHHOM ANA NonydYeHusa guHammyeckoro IP-agpeca ot DHCP-cepsepa
Ha uHTepdeiice GigabitEthernet 1/0/4:

esr-1000# configure

esr-1000 (config) # interface gigabitethernet 1/0/4
esr-1000 (config-if) # ip address dhcp

esr-1000 (config-if)# end

esr-1000 #commit

esr-1000 #confirm

[na Toro ytobbl y6eanTbea, UTo agpec 6bin HasHauyeH MHTepdelicy, BBeguTe CaeayoLLyo KoMaHay
nocae NpMMeHeHusa KOHPUrypaumm:

esr-1000# show ip interfaces

IP address Interface Type

192.168.11.5/25 gil/o0/4 DHCP
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6.5. HacTpoiika yaaneHHoOro Aoctyna K mapLupyTmsaTopy

B 3aBOACKOM KOHUrypauum paspelleH yAaneHHbIM JOCTYN K MaplipyTM3aTopy Mo NPOTOKO/am
Telnet nnu SSH 13 30HbI «trusted». 1A Toro 4Tobbl paspelwnTb yaaneHHbI AOCTYN K MapLlpyTM3aTopy U3
LPYrUX 30H, Hanpumep, U3 Ny6AM4YHOM ceTn, He0HBXO0AMMO CO34aTb COOTBETCTBYOLLME NpaBumaa B Firewall.

Mpy KOHUrYpUpPOBaHUKM AOCTYyNa K MapLIPyTU3aTOPy NpaBuaa co34atoTca ANA Napbl 30H:

— source-zone — 30Ha, U3 KOTOPOI ByAeT ocyLWecTBAATLCA YAaIeHHbIM A0CTYN;
— self —30Ha, B KOTOpOWM HaxoAUTCS MHTepdENC yNpaBAeHUA MapLLIPYTU3aTOPOM.

na cozpganuma pa3pewaoulero npasuaa NCNOIb3yrOTCA cneayowme KomaHabl:

esr-1000# configure

esr-1000 (config) # security zone-pair <source-zone> self
esr-1000 (config-zone-pair) #
esr-1000 (config-zone-rule) #

(
(
esr-1000 (config-zone-rule
esr-1000 (config-zone-rule
esr-1000 (config-zone-rule
esr-1000 (config-zone-rule
esr-1000 (config-zone-rule
esr-1000 (config-zone-rule
esr-1000 (config-zone-rule
esr-1000 (config-zone-pair

)
)
)
)
)
)
)
)
)

rule <number>

action permit

match protocol tcp

match source-address <network object-group>
match destination-address <network object-group>
match source-port any

match destination-port <service object-group>
enable

exit

exit

Mpumep KOMaHA, AN pa3peLlleHns Nosb3oBaTeNnam 13 30Hbl «untrusted» c IP-agpecamm 132.16.0.5-
132.16.0.10 noaxkntoyaTbCa K mappyTtusatopy ¢ IP-agpecom 40.13.1.22 no npoTtokoay SSH:

esr-1000# configure

esr-1000 (config) # object-group network clients

esr-1000 (config-object-group-network) # ip address-range 132.16.0.5-132.16.0.10
esr-1000 (config-object-group-network) # exit

esr-1000 (config) # object-group network gateway

esr-1000 (config-object-group-network)# ip address-range 40.13.1.22

esr-1000 (config-object-group-network) # exit

esr-1000 (config) # object-group service ssh

esr-1000 (config-object-group-service) # port-range 22

esr-1000 (config-object-group-service) # exit

esr-1000 (config) # security zone-pair untrusted self

esr-1000 (config-zone-rule) #

esr-1000 (config-zone-rule
esr-1000 (config-zone-rule
esr-1000 (config-zone-rule
esr-1000 (config-zone-rule
esr-1000 (config-zone-rule
esr-1000 (config-zone-rule
esr-1000 (config-zone-rule
esr-1000 (config-zone-pair

(
(
(
(
(
(
(
(
(
esr-1000 (config-zone-pair) #
(
(
(
(
(
(
(
(
(

)
)
)
)
)
)
)
)
)

#
#
#
#
#
#
#
#

rule 10

action permit

match protocol tcp

match source-address clients
match destination-address gateway
match source-port any

match destination-port ssh

enable

exit

exit
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6.6. MpumeHeHune 6a30BbiX HACTPOEK

[na NpUMeHEeHWA BbINOJAHEHHbIX U3MEHEHMI KOHOUTYpauumn Mmaplipytnsatopa Tpebyerca BBeCTM
cneaytolime KOMaHabl U3 KOPHEBOTO pasaena KoMaHAHOro uHTepdeiica.

esr-1000# commit
esr-1000# confirm

EcAav npu KOHOUIYpPUPOBaHWM WCMONb30BACA YAANEHHbIM AOCTYN K YCTPOMCTBY U ceTeBble
napameTpbl MHTepdeica ynpaBaeHUsa U3MEHUAWUCb, TO MOCAe BBOAA KOMaHAbl commit coeguHeHue ¢
YCTPOMCTBOM MOXKET 6biTb noTepsHo. Mcnonb3yliTe HOBble ceTeBble MapameTpbl, 3afaHHble B
KOHUrypaumm, AN NOAKNIOYEHNA K YCTPOWCTBY M BBOAA KomaHAbl confirm.

Ecnn BBectM KomaHay confirm He ypaacTca, TO NO WUCTEYEHMM TaliMepa MOATBEPXKAEHUA
KOHdUrypaums yCTpoMCTBa BEPHETCA B MpErKHee COCTOsHME, CyLLeCcTBOBaBLIEEe [0 BBOAA KOMaHAbI
commit.

6.7. NMpoBepKa caenaHHbIX HACTPOeK

[na NpoBepKM NPaBUILHOCTU HAaCTPOEK NOMNPOBYMTe NONYYUTb AOCTYN K cainTy http://eltex.nsk.ru 3
30Hbl «trusted». Ecan gocTyn noaydyeH, — 3TO 3HAYUT, 4TO TpaduK NPOXOAUT 4yepe3 CepBUCHbIN
MapuwpyTtunsatop. Ecav goctyn He 6bin1 NnonyyeH — ybeamTech B NPaBMAbHOCTY NPOM3BEAEHHbIX HACTPOEK.
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TEXHWYECKAA NOALOEPXKKA

Ona nonyyeHUs TEXHUYECKOM KOHCynbTauMM NO BOMpocam 3Kcnayatauuu obopyposaHuA
000 «Mpeanpusatne «3JITEKC» Bbl moxkeTe 06paTnTbcA B CEpBUCHbIN LEHTP KOMNAHWUMK:

Poccuitckan ®eaepaums ,630020, r. HoBocnbupck, yn. OKpy»KHana, aom 29B.
TenedoHh:

+7(383) 274-47-87

+7(383) 272-83-31

E-mail: techsupp @eltex.nsk.ru

Ha oduumanbHOM caliTe KomnaHuMM Bbl MOXKeTe HalTW TEeXHUYECKYHD AOKYMEHTALUMI0O M NPOorpammHoe
obecrneveHne pgns npoaykummn 00O «MNpeanpuatve «3ITEKC», ob6bpatutbca K 6ase 3HaHUiA,
NPOKOHCY/IbTUPOBATLCA Y MHKeHepoB CepBUCHOrO LieHTPa Ha TeXHUYeckom dopyme:

OduumanbHbI calT KomnaHuu: http://eltex.nsk.ru
TexHunuecknin popym: http://eltex.nsk.ru/forum

Ba3a 3HaHuiA: http://eltex.nsk.ru/support/knowledge
LleHTp 3arpysok: http://eltex.nsk.ru/support/downloads
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