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DELTEX

BEPCUA 1.1.0

MepeyeHb U3MEHEHUI B BEPCUM:

— BRAS

TepmunHaumMa nonb3oBaTesnen

O6paboTtka RADIUS CoA, B3aumopaenctane c AAA

Benble/yepHble cnuckn URL

KBoTMpoBaHMe no o6vemy TpadurKa n BpeMeHU ceccum, MAn KBOTMPOBaHWeE No obomm
napameTpam

HTTP Proxy

HTTP Redirect

HTTPS Proxy

HTTPS Redirect

MonyyeHue cnuckos URL ot PCRF

AKKayHTUHTI ceccui no npoTtokony Netflow

OnunoHanbHaa AONONHUTE/IbHAA NMPOBEPKA aBTOPMU30BaHHbIX Nosb3oBartesnei no MAC-
agpecy

— Netflow

— VRRP

- CL

Netflow v10. 3kcnopT cTtatnucTnkmM no URL

Noapepxka VRF

MNopaneprkka Domain Observasion ID

NHdopmayma o NAT ceccuax

SkcnopT HTTPS Host

3kcnopT nHdopmaumm o L2/L3 location

MNMoaneprkka HaCTPOMKK active-timeout

Bo3morKHOCTb 3aaaHusA IP agpeca UCTOYHMKA A4 NaKeToB oTrnpasasembix Ha Netflow
KONNEKTOpP

BO3MOXKHOCTb HAaCTPOMKM 3KCNOPTa Ha MHTepdelice npu BKAtoYeHHOM Firewall

TpeKuHr mapLwpyTos Ha ocHoBe cocTtosAHMA VRRP npouecca

ABTOog0NONHEHME N OTOBpaxKeHMe B NOACKAa3Kax UMEH CO34aHHbIX 06beKkToB
OTobpaxkeHne cymmapHon nHdopmaumm no ceccuam Firewal n NAT

MpocmoTp onepatMeHOMN MHGOPMaLMK Mo paboTaloLwmm cepeucam/npoueccam
Bonee nHpopmatnBHasA NnoacKasKa B C/ly4ae HEKOPPEKTHOTO BBOAA NapaMeTpoB

— SYSLOG

Bo3morKHOCTb 3aaaHusa IP agpeca UCTouHMKa anda B3anmogenctema ¢ SYSLOG cepBepamu

— L2 KommyTauma

Q-in-Q cabuHTepdodelicsl

— L3 mapwpyTtmsauma

Passutme VRF
o Virtual Ethernet Tunnel (TyHHenb cBasbiBatowmin VRF)
PassuTtne BGP
o Hactpolika IP agpeca WCTOYHMKA AN obmeHa MaplipyTHOW UWHPopmaumen
(update-source)
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HELTEX

o [lNopgeprkka BFD
DHCP Relay
o [lopgaepxka Option 82
e [logaep»xKka VRF
e [oapepKa point-to-point nuntepdeiicos (GRE, IP-IP n T.4.)

NHTepdelicbl ynpaBneHua

e SNMP
o [logpepkka MAU-MIB

QoS
e YBennyeHue umcna QoS policy-map go 1024 m class-map go 1024

Wi-Fi Controller

e [lonyyeHue Hactpoek (obcnymBaembix TyHHenem SSID n napametpsbi welinuHra) DATA
TyHHenen ¢ RADIUS cepsepa
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BEPCUA 1.0.8

MepeyeHb U3MEHEHUI B BEPCUM:

— YnyyweH KoHTPOo/1b paboTocnocobHOCTM CeTEBbIX CEPBUCOB
— AAA
o B03MOXKHOCTb 3agaHuA source IP gna s3anmogeincrtema c RADIUS cepeepamm
e BO3MOXHOCTb yaaneHua knto4vein SSH xoctos
e BkawouyeHa Nnogaeprkka ycTapesLlmnx NpoTOKON0B WKdPOoBaHUA ANA NogKAoYeHMA o SSH ¢
YCTPOMCTB A pYrnx Npon3BoAUTENEN
— L3 mapwpyTtunsauma
e MultiWAN: per-flow mapwpyTtnsaums
PeKkypcuBHaA cTaTUYeCKas MapLlpyTnsauma
BGP noaaeprkka yctaHoBkM blackhole/unreachable/prohibit B kauectse Nexthop
Passutume VRF-lite
o [lMopaeprkka NTP
o MNoppepxka GRE TyHHenewn
— Passutume CLI
e [loaaeprKKa KOPPEKTHOrO AONONHEHMA YaCTUYHO BBEAEHHbIX MapaMeTpoB
e OtobparkeHue anTaima ceTeBbIX MHTepdencoB B KomaHae show interfaces status
e 3ameHa NpuMBaTHbIX AAHHbIX NPU JIOTMPOBAHUN BBEAEHHbIX KOMaHA Ha ***
e [lo6aBneHbl KOMmaHAabl no nat { source | destination } ana 6bicTporo yaaneHus sce
KoHurypauum NAT

o [logaepKKa sepcmu 3
e T[loaaeprKa KoHoUrypuposaHua GARP Master napameTtpos
e BO3MOXHOCTb O4HOBPEMEHHOro KoHoUrypuposaHua o 8 Virtual IP Ha npouecc

— PesepsupoBaHue ceccuii Firewall Tenepb HacTpamBaetca HesaBucumo ot Wi-Fi Controller’a

— Multiwan
e BbiBoAa coobuieHN 06 U3MEHEHNUN COCTOSTHUM MapLLPYTOB

— ESR-100/ESR-200
o [lopaeprkka TpaHcmeepos 100BASE-X Ha Kombo nopTax

— ESR-1000
e BpuaxK: Bo3MOXKHOCTb 3anpeTa KommyTaumum unknown-unicast Tpadpuka

—  WHTepdeincol ynpasneHus
e SNMP

o SNMP Trap
= Trap o BbICOKOM Harpyske Ha CPU

o SNMP MIB:
= |P-MIB
= TUNNEL-MIB
= ELTEX-TUNNEL-MIB
=  RL-PHYS-DESCRIPTION-MIB
= CISCO-MEMORY-POOL-MIB
= CISCO-PROCESS-MIB
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BEPCUA 1.0.7

MepeyeHb U3MEHEHUI B BEPCUM:

— YnpaBneHue ycTPoOMNCTBOM: KOHOUTYpUpPOBaHME penma paboTbl BEHTUNATOPOB
— L3 mapwpyTtusauma
e ABTOMaTtu4yecku BblgeneHHble VLAN(Internal Usage VLAN) He MeHAOTCA NPU NPUMEHEHNN
KOHUrypaumnm
e MultiWAN: 6e3ycnoBHan NnpoBepKa ueam
e Y6paHa npoBepKa B3aumHoro nepeceyeHus DirectConnect-cetelt u cTaTUUYECKUX
MapLIpyTOB
e Bo03MOXKHOCTb nameHeHua TCP MSS
e BO3MOXHOCTb MU3MEHEHUA OrPAHMYEHNI HA MAKCMMANbHOE YNC/I0 AaKTUBHbBIX
mapuwpyToBs(FIB)
e BO3MOKHOCTb OrpaHUYEHUA MAaKCMMaJIbHOrO YMNC/Ia MApPLUPYTOB ANA KaXKA0ro NnpoToKona
ANHammnyeckon mapwpyTtunsaumn(RIB)
e BO3MOXHOCTb GUAbTPALMM MapLIpyTa No ymondaHuto B Prefix List
e [logpepka BGP
o BGPECMP
o ABTOKanbKynAuuA Tamepa keepalive
MNoanep:kka Policy-based routing (IPv4 only)
JlormpoBaHMe U3MeHeHUM COCTOAHUA COeaMHEHMI C NMPaMK B NpoToKonax OSPF n BGP
Bo3moXHOCTb NnpumeHeHuna route-map ana OSPF, RIP
Passutme VRF-lite
o [lopaepxkka BGP
o [lopgpeprKka OSPF
o [llopaeprxkka QoS
o YnpasneHue mapuwpytusatopom (AAA, Telnet, SSH, SNMP, Syslog, komaHaa copy)
e Passutue IPv6
o [lopaepxkka BGP
o MNoppepxKa yctaHoBkn Nexthop B route-map
o MNopnep»kka RADIUS/TACACS/LDAP
o Moapepxka MultiwAN

— TyHHenuposaHue
e [oanep»Ka ayteHTudMKaumm yepes RADIUS cepsep ans PPTP/L2TP cepsepoB
OpenVPN

[ ]
e YcTapeBaHWe aBToOMaTUyecku noaHATbix Ethernet-over-GRE TyHHenen (Wi-Fi KoHTponnep)
e Passutme IPsec
o [lloppeprkKa npotokona DES
o [MonyyeHune onepaTmBHOM MHPOPMaLMHK
— ARP/ND
o BO3MOMHOCTb KOHPUIYPUPOBAHUS BPEMEHMW KU3HU 3anmceit
— DHCP Server
e BO3MOMKHOCTb KOHOUIYPMPOBaAHUSA onunmK netbios-name-server B nyne agpecos DHCP
— Passutme CLI
o BO3MOMKHOCTb NPOCMOTPA HAarpy3KM Ha ceTeBbIX MHTepdercax
e PacwwupeH cnucok npotoKkonos B ACL
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MapameTp untagged/tagged caenaH HeobA3aTenbHbIM Npu yaaneHnn VLAN KomaHaoun
switchport general allowed vlan remove
B0o3MOKHOCTb NpOoCcMOTpa TpadmKa Ha ceTeBbIX MHTepdencax

— VRRP

o BO3MOMKHOCTb KOHPUTYpUpoBaHMa preempt delay

e BO3MOMHOCTb OA4HOBPEMEHHOIO KOHOUTYPMPOBaHUA HeCKobKMX Virtual IP
— Multiwan

Bo3MOXKHOCTb NPOBEpPKM BCeX Lienel us target list

— ESR-100/ESR-200

Policy-based QoS
ACL

— ESR-1000

Moapeprkka aBTomaTnudeckoro onpeaeneHua SFP TpaHcmsepa ana 10G noprtos
Bpuax: Usonsaumnsa TyHHeneh uam cab-mHrepdencos B bpuaxe

—  WHTerpaums codpTa CTOPOHHMX pa3paboTymKoB

IP SLA areHT (Wellink)

— SYSLOG: JobaBneHa ycTaHOBKa timezone nepes BbIBOAOM COObLLEHWNI
—  WHTepdeicol ynpasneHus

SNMP
o SNMP Trap
o SNMP MIB:
= ENTITY-MIB
= |ANA-ENTITY-MIB
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BEPCUA 1.0.6

MepeyeHb N3MEHEHWUI B BEPCUM:

— YnpasneHne n MOHUTOPUHT
e ABTOMaTU4YeCKOe pe3epBUpoOBaHME KOHPUrypaumm
e C6op CTaTUCTUKM
o Netflow v5/v9/v10(IPFIX)
o sFlow
—  Tabnuua MAC-agpecos
e BO3MOKHOCTb OrpaHuyeHuna nsydyaemoix MAC-agpecos
e BO3MOXHOCTb perynmposaHua spemeHmn xpaHeHna MAC-agpecos
— YnyyweHue normposaHma B Syslog
e JlormpoBaHWe KPUTUYHbIX KOMaHA
e JlormpoBaHue paboTbl NPOTOKO/I0B MapLLPYyTM3aLMM
— Passutne CLI
e OdunbTpauma TpaccMpoBok KomaHg no | include/exclude/begin/count
e JlopaboTKa pexkmMma NoCTPaHUYHOro NPOCMOTPA KOMaHA,
o [lepeBog npocmoTpa ¢ainnos syslog Ha NOCTPAHUYHDBIN PEXUM
e [loaaepKa BBOAa MopTa, Ha KoTopom pabortaeT cepsuc TFTP/SSH/FTP Ha yaaneHHom
cepBepe B KOMaHAe copy
e [lobasneHo oTobpaskeHne Bo3pacta ARP/IPv6 3anuceit u Self-3anucein 8 KomaHaax show
arp u show ipv6 neighbors
e M3meHeHMs B KOMaAHAHOM UHTepodelice:
o [obasneHa KomaHaa ip path-mtu-discovery
o DHCP: KomaHaa ip address dhcp enable nsmenena Ha ip address dhcp
v.1.0.6:(config)# interface gigabitethernet 1/0/1
(config-if-gi)# ip address dhcp
v.1.0.5:(config)# interface gi 1/0/15
(config-if)# ip address dhcp enable
o DHCP: KomaHaa ip address dhcp server <IP> nsmeHeHa Ha ip dhcp server address
<IP>
v.1.0.6: (config)# interface gigabitethernet 1/0/1
(config-if)# ip dhcp server address 10.10.0.1
v.1.0.5: (config)# interface gigabitethernet 1/0/1
(config-if)# ip address dhcp server 10.10.0.1
o DHCP: KomaHgaa ip address dhcp {<Ignore, lease-time, reboot, set reboot time,
retry, select-timeout, timeout, vendor-class-id>} un3meHeHa Ha ip dhcp client
{<Ignore, lease-time, reboot, set reboot time, retry, select-timeout, timeout,
vendor-class-id>}
v.1.0.6: (config)# interface gigabitethernet 1/0/1
(config-if)# ip dhcp client timeout 60
v.1.0.5: (config)# interface gigabitethernet 1/0/1
(config-if)# ip address dhcp timeout 60
o Firewall: KomaHaa show security zone-pair counters nsmeHeHa Ha show ip firewall
counters
v.1.0.6: # show ip firewall counters
v.1.0.5: # show security zone-pair counters
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o Firewall: KomaHgaa clear security zone-pair n3ameHeHa Ha clear ip firewall counters
v.1.0.6: # clear ip firewall counters
v.1.0.5: # clear security zone-pair
o SsNAT: KomaHgaa service nat source nsameHeHa Ha hat source
v.1.0.6: (config)# nat source
v.1.0.5: (config)# service nat source
o dNAT: KomaHga service nat destination nsmeHeHa Ha nat destination
v.1.0.6: (config)# nat destination
v.1.0.5: (config)# service nat destination
o NTP: KomaHpa service ntp {< broadcast-client, dscp, enable, peer, server>}
nameHeHa Ha ntp {< broadcast-client, dscp, enable, peer, server>}
v.1.0.6: (config)# ntp peer 10.10.10.10
v.1.0.5: (config)# service ntp peer 10.10.10.10
o MULTIWAN: KomaHga target <IP> nameHeHa Ha ip address <IP>
v.1.0.6: (config)# wan load-balance target-list eltex
(config-wan-target-list)# target 3
(config-wan-target)# ip address 10.10.0.1
v.1.0.5: (config)# wan load-balance target-list eltex
(config-wan-target-list)# target 3
(config-wan-target)# target 10.10.0.1
o IPsec: KomaHpa ipsec authentication method psk un3meHeHa Ha ipsec
authentication method pre-shared-key
v.1.0.6: (config)# remote-access 12tp elt
(config)# ipsec authentication method pre-shared-key
v.1.0.5: (config)# remote-access |12tp elt
(config)# ipsec authentication method psk
— Passutmne QoS
e [lpmnopuTesauma ynpasasawouiero Tpadmka
— PasButme Firewall
e YnpaBnieHue TaimepamMu U KONNYECTBOM CECCUN
Passutne SSH
e JlobaBneHa BO3MOKHOCTb reHepauum Kkawodeit RSA, DSA, ECDSA, Ed25519
— Passutne NAT
e JlobaBneHa BO3MOKHOCTb paboTbl NAT npu BbikntoYeHHOM Firewall
e [JlobaBneHa BO3MOXKHOCTb MCMO/b30BaHMA bridge B KomaHae orpaHuyeHus obnactu
NPUMEHEHWA rPynnbl NPaBuA
— Passutne MultiwAN
e [lobaBneHa BO3MOMKHOCTb YKa3aHuAa SUB-uHTepdelicoB B KauecTse WAtO3a.
— Passutme SNMP
o [oppeprkKa ifXTable
e SNMP IPv6
— [JobaBneHa BO3MOXKHOCTb BK/OYEHWA/OTKAIOYEHUA NO/Mb30BATeNA AN HU3KOYPOBHEBOTO
A0CTyNa TEXHNYECKON NOAAEPHKKN
— Job6aBneHa BO3MOXKHOCTb HAaCTPOMKM NponsBoabHoro MAC-agpeca Ha ceTeBOM MOCTY
— L3 mapwpyTtmsauma
e Passutne BGP
o ExtCommunity
o Pexum ypaneHusa npmsaTHbIx AS
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o Pexunm aHoHcmposaHusa default-mapwpyTa Hapaay ¢ 4pyrMMn mapLpyTamm
e BO3MOMHOCTM  OUABLTPALUMM WM HA3HAYeHMA MNapamMeTpoB Ha  MapwpyTbl npwu
peancTpubblounn.
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BEPCUA 1.0.5

MepeyeHb U3MEHEHUI B BEPCUM:

Passutune CLI

YpnaneHue ogHOTUMHbIX CYLLHOCTEM 0AHOM KomaHaon Yyepes onuumio 'all’

NHTepdelichl

MNoanep:kka Jumbo Frame (MTU ao 10000 6aiiT)
BO3MOKHOCTb Ha3HaueHun npedukcos /32 Ha Loopback-uHtepdeitcnbl

Firewall

BO3MOKHOCTb NpepbIiBaHNA/OYMUCTKM YCTAHOBIEHHbIX CECCUI
B03MOXKHOCTb OTKAtOYeHUA dyHKLMM Firewall

MapkupoBaHue/nepemapkmposaHme Tpaduka

MyTauma kogos DSCP

Nepapxnyeckmin QoS (HQoS)

YnpasneHue nosocoi nponyckanus (shaping), war 1k6ut/c
PesepBupoBaHmne nosockl No Knaccam Tpaduka (shaping per queue)
YnpasneHue neperpyskomn ouepeaen RED, GRED

YnpasneHue oyepeagamun SFQ

Policy-based QoS

— CeTteBble cepBUChI

Cnuckn KoHTpona goctyna (ACL)

Noaapeprka sblgayum IP-agpecos DHCP-cepsepom no MAC-agpecy KaneHTa
Mopaaepkka punbtpaumm no MAC-agpecam B Firewall

MNoaneprkka ogHoBpemeHHoM paboTbl DHCP-cepBepa u Relay-areHTa
Telnet, SSH-KnneHTbI

— MNoppaepxka nHtepdencos E1

— AAA

CHAP
PPP
MLPPP (Multilink PPP)

AyTeHTUdUKaLMA U aBTOpPM3aLLMA NO NOKabHOM 6a3e Nonb3oBaTesiel, MO NPOTOKOAAM
RADIUS, TACACS+, LDAP

AKKayHTUHI KOMaHg no npoTokony TACACS+

AKKayHTUHT ceccuii: SYSLOG, RADIUS, TACACS+

YnpasieHne ypoOBHAMM NPUBUNETUIA KOMAHS,

— L3 mapwpyTtmsauma

Passutne BGP
o  ®uabTpaums no atpudbytam n moamndmkauma atpnobytos (local preference, AS-path,
community, nexthop, origin, metric, subnet)
Mopaeprkka PpyHKumMm Route-Reflector
HacTpoika napameTpoB ayTeHTUPUKaLMM ANa onpeseneHHoro coceaa
Noaaneprka 32-pa3pAgHbIX HOMepPOB aBTOHOMHbIX CUCTEM
BO3MOXHOCTb MPOCMOTPA MNOAYYEHHbIX OT COCEAA WM AHOHCUMPYEMbIX coceay
npedukcos
o B03MoOXHOCTb NpocmoTpa MHPopMaLMKn No onpeaeneHHoMy npeduKkcy

O O O O
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e Passutume RIP
o CyMMUpOBaHME aHOHCUPYEMbIX NOACETEMN
o CraTnyecKoe coceacTso
e Passutme OSPF
o CyMMUpOBaHME aHOHCUPYEMbIX NOACETEMN
o MoapepKa napameTtpa eligible ana NBMA-nHTepdeiicos
e YnpaBieHue pacnpocTpaHEHNEM MapLIPYTOB (NPedUKC-TUCTbI C BO3MOXKHOCTbIO 3a4aHuUsA
A0NYCTUMBbIX NPedUKCOB C NCNONb30BaHWEM NpaBu eq, le, ge)
e CTaTMyeckue mapLupyTbl ¢ HazHayeHunem blackhole/prohibit/unreachable
VREF Lite
e Pabota ceTteBbix PyHKLMI B KOHTeKcTe VRF
o IPv4/IPv6-agpecauun
o CratnyecKasa maplpyTusauma
o NAT
o Firewall
MOHUTOPUHT CUCTEMHbBIX PECYPCOB
®  MOHWUTOPUHT coeanHeHui/notokos (flow)
®  MOHMUTOPWHT Tabany, MmapLpyTM3aLmnm
YnydyweHun B pabote Syslog
PesepBnpoBaHMe MapLupyTU3aToOpoB
e PesepsuposaHue ceccuit Firewall
e PesepsuposaHmne apeHg DHCP-cepsepa
e PesepsuposaHue SoftGRE TyHHenen ana touek gocryna Wi-Fi
MNoaapeprka agpecaunmn IPv6 B cnegytowmx ceTesblx cepBmucax
e Appecauus
CTaTuyecKas mappyTmnsaums
Firewall
OSPFv3
Prefix-List
NTP
Syslog
YTunutol ping, traceroute
Telnet client/server
e SSH client/server
e DHCP Server/Relay/Client

e [lobaBneHa noageprka npotokona SNMP v3
e [lo6asneH SNMP MIB (MoHUTOpUHT) ana QoS
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BEPCUA 1.0.4

MepeyeHb USMEHEHWI B BEpCUM:

— Cl
e BO3MOXHOCTb MMMOPTA U 3KcNopTa ¢ainnoB c NomolLLblo npoTokonos FTP, SCP
e [lpocmoTp KoHUrypauuii no pasaenam
e B03MOXXHOCTb 0O6HOBAEHUA U-boot N3 KomaHAHOro MHTepdenca cMcTeMbl
e lI3ameHeHWe B KOMaHAHOM UHTepdeice:

o NAT: KomaHaa proxy-arp interface nsmeHeHa Ha ip nat proxy-arp
v.1.0.4: (config)# service nat source
(config-snat)# proxy-arp interface gigabitethernet 1/0/15 SPOOL
v.1.0.3: (config)# interface gigabitethernet 1/0/15
(config-if)# ip nat proxy-arp SPOOL
o IKE: KomaHpga policy nameHeHa Ha ike-policy
v.1.0.4: (config)# security ike gateway gw1l
(config-ike-gw)# policy ik_poll
v.1.0.3: (config)# security ike gateway gw1l
(config-ike-gw)# ike-policy ik_poll
o IPSec: KomaHaga vpn-enable nsmeHeHa Ha enable
v.1.0.4: (config)# security ipsec vpn vpnl
(config-ipsec-vpn)# vpn-enable
v.1.0.3: (config)# security ipsec vpn vpnl
(config-ipsec-vpn)# enable
o VTI: KomaHpga interface vti u1smeHeHa Ha tunnel vti
v.1.0.4: (config)# tunnel vti 1
v.1.0.3: (config)# interface vti 1
o DHCP: KomaHpga service dhcp-server nsmexHeHa Ha ip dhcp-server
v.1.0.4: (config)# ip dhcp-server
v.1.0.3: (config)# service dhcp-server
— SNMP
e JlobaBneHa nogaep:kKa npotokona SNMP ana MOHUTOPUHra
e [loaaep:aHbl cTaHgapTHbie SNMP MIB (MOHMUTOPUHT)

—  ®yHKUMKM MmappyTM3aLmnm
e Authentication key-chain

e OSPF
o NSSA
o Stub Area
o MD5 AyteHTudpUKauma
o Pexunm MTU Ignore
e RIP
o MD5 AyteHTudpUKauma
e BGP

o Moppeprkka EBGP Multihop
o Moppeprkka atpmbyTa next-hop-self
e CraTuyeckaa maplpyTusauma
o Mopaeprkka KOHPUIYPUPOBAHUA HECKONIbKMX MapLUPYTOB MO YMOJIHaHMUIO
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o KoHdurypmpyembliit preference ana NpoToKON0B MapLIPYTM3aLUK

@OyHKLWM pe3epBUpPOBaHMA

e [logaeprkka VRRP

o [lopaepKa pesepsuposaHusa DualHoming

e KoHTponb n pesepsuposaHme WAN (Wide Area Network) coegmuHeHunin
e banaHcuposka Harpyskm Ha WAN uHTepdelichbl

MpoTtokon DHCP
o [lopaep»ka DHCP relay

QO0sS

e [lpnoputesauusa Tpadmka

e (O6paboTka L3-npuoputetos (DSCP)

e [logaeprkka 8-mu NPUOPUTETHBIX oYepesen

e Anroputmbl 06paboTkn ouepeaein SP, WRR

e YCTaHOBKa OrpaHUYeHMA NPOMNycKHOM CnocobHOCTU MHTepdENCcoB ANA BXOAALLETO U
ncxoasawero Tpadpuka

NHTepdelichl
e [opaep:<ka loopback-nHtepodeiicos

NAT/Firewall

e [loagepskka U3MEeHEeHUA HymepaLun Npasun

e [lpocmoTp UHbOpMaLMM 06 YCTaHOBNEHHbIX CECCUAX

e [JlopaboTaH MOHUTOPUHT ceccuii ans paga npotokonos (H.323, GRE, FTP, SIP, SNMP)
e AKTMBAUMA N AeaKTUBALMA CYETUMKOB TpadUuKa ceccuin

e lI3meHeHVe B KOMaHAHOM UHTepdeince: yaydlleHO aBTOA0MNONHEHME KOMaHA,

3epKanmpoBaHue
o loaanepKKa GyHKUMKN 3epKannpoBaHus TpaduKa

Mapuwpymuzamopel cepuu ESR: ESR -100, ESR-200, ESR-1000. Release notes
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DELTEX

BEPCUA 1.0.3

MepeyeHb U3MEHEHUI B BEPCUM:

KommyTauma
KoHourypuposaHue VLAN
LAG (static n LACP)
STP/RSTP/MSTP
N3onauma noptos
Bridge-rpynnbl

MapuwpyTtmsauma
e OSFP
e BGP
e RIP

NAT

o Proxy ARP ana Source NAT

YaaneHHbI goctyn

e L2TPv3
e |Pv4-over-IPv4
e GRE

Syslog

e B03MOHOCTb HAaCTPOMKM NOrMPOBaHMA B yaaneHHbix ceccuax (SSH u Telnet)
o ®dopmaT coobleHunit npnseaeH K RFC5424
e KypHanMpoBaHMe BBOAUMbIX KOMaHA,

CLI
e B03MOHOCTb 06HOBNEHMA NPOrpammHoOro obecneveHns yepes CLI
e BO3MOMKHOCTb NPOCMOTpPA ONEPATUBHOIO COCTOAHMA UHTepdelicoB

Moapeprka yTmnamsaumm noptos

Mopaepkka npocmoTtpa ARP-Tabnubl

KomaHga npocmoTpa cepuitHoro Homepa

KomaHga npocmoTpa Bepcun hardware

Mopaep*ka ouncTkmn ARP-Tabaunubi

CuctemHble npasKu
o [logaepKKa AMUEH3UPOBAHUA
e [loppepr<Ka KHonku "Flash"
e PeannsoBaHa aBTOMaTU4yeckan 6anaHCMPOBKA Harpy3KuM mMexay Agapamu MmapLupytTrusatopa

besonacHocTb
o [lopaeprkKa rpynnbl metoaos ayteHTUdMKaunm SHA-2 B IKE IPsec

Mapuwpymuzamopel cepuu ESR: ESR -100, ESR-200, ESR-1000. Release notes 14



HELTEX

BEPCUA 1.0.2

MepeyeHb U3MEHEHUI B BEpCUM:

— KoHourypuposaHue
e BO3MOHOCTb KONMMpPOBaHMA KoHdUrypaumm Ha (c) TFTP-cepsep(a)
e Hostnhame
e CucrtemHoe Bpems (Bpy4YHyto)
e OnucaHue nHTepdencos
e B03MOXHOCTb dMAbTPaALMK haepBOaOM TpadMKa TPAHCAMPOBAHHOIO MbO
HeTpaHcAnpoBaHHOro cepsmcom DNAT
e BO3MOXXHOCTb MrHopUpoBaTb onpegeneHHole onumn B DHCP-kKaneHTe
e lI3meHeHMA B KomaHAax IPSec, cBA3aHHbIX C ayTeHTUPUKaLMeln 1 WwndpoBaHMeEM
e [lpoBepKa Ha aybampoBaHune nHpopmaumm B object-group service/network
e B03MOXHOCTb cHpOCa K 3aBOACKOM KOHUrypaLmm
e BO3MOHOCTb HAaCTPOMKM YACOBbLIX NOACOB

— OnepaTtrBHaa MHGoOpMaUUA
e [lapameTpbl OKPYKEHMA CUCTEMDI
e AKTMBHbIE ceccum nonb3oBaTenem
e Harpy3Ka Ha ¢u13nyeckux nHtepdericax
e CocTofiHME NOTNYECKUX MHTepdelicoB
o  CYeTyMKM Nornvyecknx nHTepoericos

— YpaneHHbIM goctyn
e PPTP
e L2TP/IPSec

~ NTP
e PeXuMmbl cepBepa, NMpa, KANeHTa

— Wnaukauma 10G noptos

—  YTunutel
e ping

Mapwpymusamop ESR-1000 15



DELTEX

BEPCUA 1.0.1

MepeyeHb U3MEHEHUI B BEPCUM:

— TpaHcnauma agpecos
e Source NAT
e Destination NAT
e Static NAT

— Bwuptyanusaumsa, VPN
o |KE
e TyHHenupoBaHue (IPsec)
e wndposaHue coeanHeHnin (3DES, AES)
e ayTeHTMdMKaumMA coobueHunit no anroputmam MD5, SHA1, SHA256, SHA384, SHA512

— CerTeBble cepBUCHI
e DHCP Server
e DHCP Client
e DNS

— L3 mapwpyTtusauma
® (CTaTU4YeCKMe MapLlpyTbl

—  OyYHKUMKM ceTeBOM 3aLMTbl
e Firewall

— YnpasneHue
e UHTepdencol ynpaBaeHus
e CLI
e Telnet, SSH
e YnpaBieHWe A0CTynom (noKanbHasa 6a3a nonb3oBaTesneit)
e YnpaBaeHWe KOHPUrypaume
e ABTOMATMYECKOE BOCCTAHOBAEHWE KOHbUTypaLumm
e (O6HOBNEHME NporpammHoro obecrneyeHus (u-boot)

—  MOHUTOPUHT

e Syslog

MponsBognUTENbHOCTD:

MpounssoguTenbHocTb Firewall (6onbline naketbl) 5,9r6uTt/c
MpoussoguTenbHocTb NAT (60/blUME NaKeTbl) 5,9 réut/c
MpownssoguTtenbHocTb IPsec VPN (6onbluve nakeTbl) 3,7 Féut/c (AES128bit / SHA1)
Konnuectso VPN-TyHHenemn 100
KoanyecTBo cTaTMUYECKUX MapLLPYTOB 100
KonnyectBo KOHKYPEHTHbIX Ceccui 512 000
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HELTEX

OrpaHuYeHuns Bepcuu:

MponyckHas cnocobHOCTb orpaHnyeHa (500M6uT/c Ha IPsec TyHHe Nb)
banaHcupoBKa Harpy3km CPU nogaep»aHa C orpaHUyeHnAMm

He noaaep»xunsaetca policy-based VPN

O6HoBneHue MO TonbKo cpeacTBamu u-boot

Cratnyeckoe ynpasneHue switch

HeT annapaTHoro yckopeHus bridging

HeT KoHdurypmposarua VLAN (bridging)

HeTt nogaepkkm SNMP, Webs

HeT KOHOUrypmpoBaHusa timezone

OTtcyTtcreyetr NTP

Mapwpymusamop ESR-1000
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