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HELTEX

Bepcua aokymeHTa JAlaTa BbinycKa CopaeprkaHue usmeHeHui

Bepcusa 1.39 05.12.2025 U3meHeHUA B paspenax:

2.3 OCHOBHbIe TeXHUYECKUEe XapaKTepUCTUKH

5.4 KomaHabl ynpaBneHus cucTemoit

5.6.1 OnucaHue aprymeHTOB KOMaHp,

5.6.3 KomaHpabl ans pesepBupoBaHma KOHPUrypauum

5.7 Hactpoiika cucteMHOro BpemeHu

5.11 Mpynnbi arperaumm KaHanos — Link Aggregation Group (LAG)
5.11.3 Hacrtpoiika TexHonorumn Multi-Switch Link Aggregation Group
(MLAG)

5.15.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+
5.16 Voice VLAN

5.24 IP Service Level Agreements (IP SLA)

5.26.6 3awuTa IP-agpeca kKnameHnTa (IP source Guard)

5.27 KoHpurypauua ACL

5.30.3 Hacrtpoiika npoTtokona OSPF, OSPFv3

5.30.4 HacTtpoiika npotokona BGP (Border Gateway Protocol)
5.30.12 NMpoTtokon GRE

JNo6aBneHo onucaHue mogenu Kommyrtatopa MES35001-24F

Bepcua 1.38 07.10.2025 fob6asneH pasaen:
5.25 nekTponuTaHue no nnHuam Ethernet (PoE)

U3meHeHus B paspgenax:

2.3 OCHOBHble TeXHUYECKNe XapaKTepUCTUKKN

4.4 Pexkum paboTbl KOMMYTaTOpa

5.6.3 KomaHapb! Ana pesepsMpoBaHMA KOHUrypauum

5.9.2 Hactpoiika VLAN u pexxumoB KommyTauum uHtepdeiicos
5.15.4 MexaHu3m obHapy»xeHua netenb (loopback-detection)
5.15.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.19.7 Hactpoiika gocryna

5.26.2 MpoBepKa NOA/IMHHOCTU K/IMEHTa Ha OCHOBe NopTa (cTaH[apT
802.1x)

5.26.2.1 basoBas npoBepKa NOAJIMHHOCTH

5.26.2.2 PaclumMpeHHasa nposepKa NOA/IMHHOCTH

5.26.5 KoHTponb npotokona DHCP u onuus 82

5.27 ®dyHkumumn DHCP Relay areHTa

5.29.2 KoHdurypauma ACL Ha 6ase IPv6

5.32.1 KoHurypaums ctaTuuecKoi mapLupyTmsaumm

5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

Bepcusa 1.37 02.09.2025 U3meHeHUA B paspgenax:
2.3 OCHOBHbIEe TEXHUYECKUE XapaKTEPUCTUKMN
4.4 Pexxum paboTbl KOMMYyTaTOpa

Jo6asneHo onucaHne moaenu Kommyrtatopa MES35001-8P8F

Bepcua 1.36 23.07.2025 CuHXpoHUu3auua c sepcueit N0 6.6.8.2

Bepcua 1.35 21.05.2025 U3meHeHunA B pasgenax:

2.3 OCHOBHble TeXHUYECKUEe XapaKTepUCTUKKN

5.6.2 KomaHgbl ana pabotbi ¢ paitnamm

5.22 dyHkumsa sFlow

5.24 IP Service Level Agreements (IP SLA)

5.32 KoHdurypauma npoToKos 08 MmapLUpyTU3aLmm
5.32.3 Hacrtpoiika npotoKkosia OSPF, OSPFv3

fAo6aBneHo onucaHne moaenn kKommyratopa MES2300-24P DC

Bepcua 1.34 11.04.2025 U3meHeHUA B paspgenax:

2.1 HasHaueHue

2.3 OCHOBHbI@ TeXHUYECKUE XapaKTEPUCTUKUN

4.4 Pexxum paboTbl KOMMYTaTOpPA

5.5 KomaHAbl ynpaBaeHusa cuctemoii

5.9.1 Napamertpbl Ethernet-untepdeiicos, Port-Channel u Loopback-uH-
Tepdeiicos

5.11.2 NMpoTtokon arperauumn KaHanos LACP

5.11.3 Hacrpoiika TexHonorum Multi-Switch Link Aggregation Group
(MLAG)

2 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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5.26.2 MpoBepKa NOAAMHHOCTU K/IMEHTa Ha OCHOBe nopTa (ctaHaapT
802.1x)

5.27 ®yHkuumn DHCP Relay areHTa

5.28 KoHurypauusa DHCP-cepsepa

5.32.3 Hacrtpoiika npotoKosa OSPF, OSPFv3

5.32.4 Hacrtpoiika npotokona BGP (Border Gateway Protocol)

Do6aBneHo onucaHue mogeneit Kommytatopos MES2300-08,
MES2300-08P, MES5300-24, MES5300-48, MES5305-48

Bepcusa 1.33

23.12.2024

[o6aBneHbl pasaensi:
5.32.12 Npotokon GRE

N3meHeHun B paspenax:
5.19.4 MpoTokon ynpasneHus cetbio (SNMP)
5.32.11 Hactpoiika npotokona Bidirectional Forwarding Detection (BFD)

Bepcusa 1.32

01.11.2024

U3meHeHus B paspenax:

2.1 HasHaueHue

2.3 OCcHOBHbIe TeXHUYECKUEe XapaKTepuUCTuKn

3.2.3 YcraHoBKa ycrpoiicts MES35001-08P, MES35001-10P Ha DIN-peitky
2.4.4 CeeToBaA MHAUKaLumA

5.7 HacTpoiika cuctTeMHOro BpemeHu

5.19.1 MexaHusm AAA

5.19.2 NMpoTtokon RADIUS

5.19.3 NMpoTtokon TACACS+

5.19.7 Hactpoiika gocTtyna

5.20 XypHan aBapuii, npotokon SYSLOG

5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
0 Hactpoiika npoTtoKona IS-IS

5.32.6 Hactpoiika Route-Map

5.33 KoHdurypauua VXLAN

[o6aBneHo onucaHue mogeneii kKommyrtatopos MES2300-24F,
MES35001-08P

Bepcua 1.31

12.08.2024

[o6aBneHbl pasaenni:

3.2.3 YcraHoBKa ycrpoiictBa MES35001-10P Ha DIN-peiiky
5.23.1 inarHocTMKa megHoro Kabens

4.5.1.2 PaclumpeHHan HaCTPOMKa YPOBHA A,0CTyNna

5.23.1 lnarHocTMKa megHoro Kabens

U3meHeHUA B paspgenax:

2.1 HasHaueHue

2.2.8 flononHuTenbHble GYHKLUN

2.3 OCHOBHbIe TeXHUYECKUe XapaKTepUCTUKKN

2.4.4 CeeToBaA uHAMKaLUA

4.4 Pexxum paboTbl KOMMYyTaTOpaA

5.8 KoHdurypauua BpeMmeHHbIX UHTEepBanoB time-rang

5.9.4 Hactpoiika untepdeiica IP

5.11.3 Hacrpoiika TexHonoruu Multi-Switch Link Aggregation Group
(MLAG)

5.12 Hacrpoiika IPv4-agpecaunmn

5.15.5.1 Hactpoiika npotokona STP, RSTP

5.19.4 MpoTokon ynpasneHus cetbio (SNMP)

5.31.1 Hactpoiika QoS

5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.32.6 Hacrtpoiika Route-Map

fAo6aBneHo onucaHue mogeneit kommyrtatopos MES2300B-24,
MES2300DI-28, MES2300D-24P, MES3500I1-10P, MES3300-48F, MES5310-48

Bepcusa 1.30

21.05.2024

U3meHeHunA B pasaenax:

2.4.4 CBeToBaA UHAUKaUMUA

5.9.1 Napamertpbl Ethernet-untepdoeiicos, Port-Channel u Loopback-
UHTepodeiicos

Bepcusa 1.29

18.04.2024

fAo6asneH pasaen:
5.26.8 dyHKumnoHan First Hop Security

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 3
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,

MES5500-32
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U3meHeHuA B pasaenax:

5.9.3 Hactpoiika Private VLAN

5.19.1 MexaHusm AAA

5.32.3 Hacrtpoiika npoTtokona OSPF, OSPFv3
5.33 KoHdurypauua VXLAN

fo6asneHo onucaHue mogenet Kommytatopos MES2300-24P,
MES2300B-24F, MES3300-08F, MES3300-16F

Bepcusa 1.28

15.03.2024

[o6aBneHo onucaHMe mogenn Kommyrtatopa MES5410-48

Bepcusa 1.27

29.02.2024

CuHXpOHU3auua ¢ sepcueit N0 6.6.2.9

Bepcusa 1.26

15.12.2023

U3meHeHus B paspenax:

5.11.2 MpotoKon arperauumn kKaHanos LACP

5.14.1 Mpotokon IPv6

5.32.1 KoHdurypauma ctaTUdecKoi mapLupytmsaumm

5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.32.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)

fo6aBneHo onucaHue mogeneit Kommytatopos MES2300-48P,
MES2300B-48, MES3300-48

Bepcua 1.25

09.10.2023

[o6aBneHo onucaHue mogeneii kKommyratopos MES2300-24, MES3300-24

Bepcua 1.24

07.09.2023

M3meHeHuA B pa3genax:
2.3 OCHOBHbIe TeXHUYECKNEe XapaKTepuUCTUKU
5.32.10 Hacrpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcua 1.23

26.07.2023

U3meHeHusa B paspenax:

2.2.3 dyHKLUM BTOPOro YpoBHA ceTeBo moaenu 0S|

5.4 KomaHAbl ynpaBaeHua cuctemoii

5.10 Storm Control gna pasnnuHoro Tpaduka (broadcast, multicast, un-
known unicast)

5.15.5.2 Hactpoiika npotokona MSTP

5.17.5 Radius-aBTopusauusa sanpocos IGMP

5.18.1 NMpotokon PIM

5.31.1 Hactpoiika QoS

5.32.3 Hacrpoiika npotokona OSPF, OSPFv3

5.32.12 KoHdurypauma BupTyanbHoii o6nactn mapwpyrtusauum (VRF lite)

[ob6asneHo onucaHue mogeneit kommyratopos MES3300-24F

Bepcua 1.22

7.04.2023

U3meHeHUA B paspenax:
5.15.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+
5.19.7 Hactpoiika gocrtyna

Bepcua 1.21

10.03.2023

[o6aBneHbl pasaensbl:
5.18.2 ®dyHKuma PIM Snooping

N3meHeHun B paspenax:

2.3 OCHOBHble TeXHUYECKUEe XapaKTepPUCTUKH

4.4 Pexxum paboTbl KOMMyTaTOpa

5.15.2 Hactpoiika npotokona ARP

5.16 Voice VLAN

5.17.1 ®yHKuMa nocpeaHUKa nporokona IGMP (IGMP Snooping)
5.18.1 NMpotokon PIM

5.18.4 dyHKuua IGMP Proxy

5.19.7.1 Telnet, SSH

5.26.2 MpoBepKa NOAAMHHOCTU K/IMEHTA HA OCHOBe nopTa (cTaHaapT
802.1x)

5.32.1 KoHurypauma ctaTUuecKon mapLupytmsaumm

5.32.3 Hacrtpoiika npotoKosa OSPF, OSPFv3

5.32.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)
5.31 KoHdurypauua VXLAN

Bepcusa 1.20

11.11.2022

N3meHeHuA B pasgenax:
5.9.1 Napamertpbl Ethernet-uHtepdeiicos, Port-Channel u Loopback-uH-
Tepdeiicos

Bepcua 1.19

30.09.2022

U3meHeHunA B pasaenax:
5.15.5.1 Hactpoiika npotokona STP, RSTP
5.32.1 KoHurypauma ctaTUiecKon mapLupytTmsaumm

Bepcua 1.18

29.07.2022

[o6aBneHbl pasaenbi:
5.31 KoHdurypauua VXLAN

4 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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U3meHeHuA B pasaenax:

2.3 OCHOBHbIE TeXHUYECKNEe XapaKTePUCTUKH
2.4 KOHCTPYKTUBHOE UCNONHEeHne

5.15.5.1 Hactpoiika npotokona STP, RSTP
5.18.1 NMpotokon PIM

fo6aBneHo onucaHue mogenet Kommytatopos MES5400-24, MES5400-48

Bepcusa 1.18

05.03.2022

[o6aBneHbl pasgenni:

5.15.8 Hactpoiika ¢pyHKuum Flex-link

5.11.3 Hacrtpoiika TexHonoruu Multi-Switch Link Aggregation Group
(MLAG)

5.24 IP Service Level Agreements (IP SLA)

U3meHeHusA B pasgenax:
5.11 Mpynnbi arperaumm KaHanos — Link Aggregation Group (LAG)
5.12 Hacrpoiika IPv4-agpecauum

Bepcua 1.17

31.01.2022

[o6asneHbl pasaensi:
5.15.8 Hactpoiika ¢pyHkuum Flex-link
5.15.9 Hactpoiika ¢pyHKuuK Layer 2 Protocol Tunneling (L2PT)

U3meHeHus B paspgenax:

4.3 3arpy3ouHoe meHio

5.9.2 Hactpoiika VLAN 1 peXXMmoB KOMMyTaLuuu nHTepdeincos
5.17.1 ®yHKuMA nocpegHUKa npotokona IGMP (IGMP Snooping)
5.21 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

5.31.1 HacTpoiika

6.1 MeHio Startup

Bepcua 1.16

18.06.2021

U3meHeHusa B paspenax:

2.3 OCHOBHbIle TEXHUYECKUE XapaKTEPUCTUKU

5.12 Hacrpoiika IPv4-agpecauun

5.15.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP)

Bepcua 1.15

09.02.2021

[o6asneHbl pasgensi:

5.6.3 KomaHpabl ans pesepsupoBaHnUa KOHPUrypauum

5.17.4 ®dyHKumMAa orpaHnueHua multicast-tpaduka

5.17.5 RADIUS-aBTopm3auusa sanpocos IGMP

5.32.6 Hactpoiika Route-Map

5.30.7 Hacrpoiika Prefix-List

5.32.9 banaHcupoBKa Harpysku Equal-Cost Multi-Path (ECMP)

U3meHeHus B pasgenax:

2.2.3 ®dyHKLUM BTOPOro ypoBHA ceTeBo moaenu OSI|

2.3 OCHOBHbIe TeXHUYECKUEe XapaKTepPUCTUKH

2.4.4 CeeToBaA uHAMKaLUA

4.5.1 ba3oBaA HACTPOiIiKa KOMMyTaTopa

4.5.2 HacTpoiika napameTpoB cuctembl 6e3onacHocTn

5.4 KomaHAbl ynpaBaeHUAa cuctemoii

5.6.2 KomaHpapb! ana pabotbl ¢ paiinamu

5.9.1 Napamertpbl Ethernet-uHtepdeiicos, Port-Channel u Loopback-uH-
Tepdeiicos

5.9.2 Hactpoiika VLAN 1 peXXMmoB KOMMYyTaLuuu HTepdeincos
5.10 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, un-
known unicast)

5.15.1 Hactpoiika npoTokosa DNS — cuctembl AOMEHHbIX UMEH
5.15.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP)

5.17.1 ®yHKuMa nocpeaHUKa nporokona IGMP (IGMP Snooping)
5.19.1 MexaHusm AAA

5.20 }XypHan aBapwmii, npoToKon SYSLOG

5.26.1 ®PyHKuMM obecneyeHUs 3aLWUTbl NOPTOB
5.31.2Cratucruka QoS

5.32.3 Hacrtpoiika npotokosa OSPF, OSPFv3

Bepcua 1.14

24.11.2020

U3meHeHunA B pasaenax:

2.3 OCHOBHbI@ TeXHUYECKUE XapaKTEPUCTUKMN
5.6.2 KomaHab! ana pabotbl ¢ paiinamu

5.28 KoHpurypauus DHCP-cepBepa

Bepcua 1.13

12.06.2020

[o6aeneHbl pasgensbi:
5.32.8 HacTpoiika CBA3KM Katouen

Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx,

MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312, 5

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,

MES5500-32
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U3meHeHusA B pasgenax:

2.2 dyHKUUM KOMMYTaTOpPA

2.3 OCcHOBHbIe TeXHUYEeCKUe XapaKTepucTuKu
5.1 ba3oBble KOMaHAbI

5.9 KoHdurypauusa nntepdeiicos u VLAN
5.17 I'pynnoBas agpecauus

5.19 ®yHKLMM ynpaBieHUa

Bepcua 1.12 20.11.2019 U3meHeHuA B paspenax:
2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKHU
Bepcua 1.11 15.10.2019 U3meHeHUA B paspenax:

5.11 Mpynnbi arperaumm KaHanos — Link Aggregation Group (LAG)
5.19.4 NpotoKon ynpasneHus ceTbio (SNMP)

Bepcua 1.10 20.05.2019 [o6asneHo onucaHne mogeneit Kommyratopos MES5316A, MES5324A,
MES5332A

Bepcusa nporpamm- 6.6.10
Horo o6ecneyeHus

6 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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HELTEX

YC/TOBHbIE OBO3HAYEHUA

O603HaueHue OnucaHue
B KBagpaTHbIX CKOBKax B KOMAHAHOW CTPOKe yKa3blBatoTcA HeobasaTeslbHble
[1 napameTpbl, HO UX BBOJA NPenoCTaBAAeT onpeaeneHHble AONONHUTENbHbIE
onuum.
0 B ¢uMrypHbix CKOBKax B KOMaHAHOM CTPOKE YKa3blBalOTCA BO3MOXKHble 06A3a-
Te/ibHble NapameTpbl. Heobxoanmo BbIGpaTb OANH N3 NAPaMETPOB.
«,» [aHHble 3HAKMN B ONUCAHUN KOMaHZAbl UCNONb3YOTCA ANA YKAa3aHUA AManaso-
«» HOB.
«|» [aHHbIN 3HAK B ONUCaHMM KOMaHAbl 0603HaYaeT KUANY.
«f» [aHHbI 3HaK B ONMCaHNEe KOMaHAbl YKa3blBaeT Ha 3HAaYEHME NO YMOIYAHUIO.
K Calibri Kypcneom Calibri ykasbiBatoTca nepemeHHble MAM NapaMeTpbl, KOTOpble HEO6-
ypcue Calibri o
XOZAMMO 3aMEHUTb COOTBETCTBYHOLLMM CI0BOM UM CTPOKOW.
MNonyKupHobiii Mony*KUpPHbIM WPUPTOM BblAENEHBI NPUMEYAHUA N NPEAYNPEXAEHUS.
<lMonyxcupHoliii MoNyXMPHbIM KYPCUBOM B YI/10BbIX CKOOKaXx yYKa3blBAlOTCA Ha3BaHMA KNaBULL
Kypcue> Ha KNaBuaType.
Courier New MonykupHbim LWpndTtom Courier New 3anmcaHbl NpMmepbl BBOAA KOMAHA,
. Wpndptom Courier New B pamke € TEHbIO yKa3aHbl pe3ybTaTbl BbINOJAHEHUSA
Courier New
KOMaHA.

MpumeyaHua 1 npegynpexaeHus

30BaHMIO U HACTPOIiKe YCTPOUCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONb30BATENA O CUTYALMAX, KOTOPble MOTYT HAaHECTH
Bpeps, YCTPOMCTBY MM YeNoBeKy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uamn no-

,j‘ MpumeyaHua coaepKaTt BaXKHYHO VIHdJOpMaLI,MIO, coBeTbl I pekomeHaauuun no ncnosb-
P

Tepe AaHHbIX.
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HELTEX

1 BBEAEHMUE

B nocnegHue ropbl Habnogaetca TEHOEHUMA K OCYLWLECTBAEHWMIO MAcWTabHbIX MNPOEKTOoB MO
NOCTPOEHMUIO CceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/AbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX U BbICOKOMPOU3BOAUTENBbHBIX
TPAHCMOPTHbIX CETEN, KOTOPblE ABAAKOTCA ONOPHLIMW B MHOTOCNOMHOW apXMTEKTYpPE CeTei cnepytowero
NOKONEHUA.

MNepepgaya wMHPoOpmaUMM Ha BOMbLIMX CKOPOCTAX, OCOBEHHO B CeTAX KPynHOro maciuTtaba,
noapa3symeBaeT BbI6GOpP TaKo TOMONOTMKN CETU, KOTOPaA NO3BOMAET MTMBKO OCYLIECTBAATL pacrnpeaeneHune
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTtatopbl cepun MES2300, MES3300, MES53xxA, MES5310-48, MES5400-xx, MES5410-48,
MES5500-32 MoryT MCMONb30BATLCS HA CETAX KPYMHbIX NPeAnpUATUIA U NPeanpuaATUIA MANoro U cpeaHero
6usHeca (SMB), B onepaTopckux ceTax. OHM obecneymBaloT BbICOKYIO MPOWU3BOAUTENIbHOCTb, TMOKOCTD,
6€30MacHOCTb, MHOFOYPOBHEBOE KauyecTBO 06C/yKMBaHUsA (QoS).

KommyTaTopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48,
MES5410-48, MES5500-32 oTBeyatoT TpeboBaHUAM LEHTPOB 06paboTkn AaHHbIX K Top-of-Rack n End-of-
Row-KommyTaTopam v TpeboBaHMAM OnepaTopoB K 060pyA0BaHUIO CETel arperauym m marmctpanabHbiX
ceTel, obecneymBan BbICOKYIO NPOM3BOAMUTENbHOCTb M SKOHOMUYECKU 3P PEKTUBHOE pPeELLEHME.

MpomblwneHHble KommyTaTtopbl MES35001-08P, MES35001-10P, MES35001-8P8F n MES2300DI-28
npegHasHavyeHbl ANA OpraHM3auuuM 3alMLLEHHbIX OTKA30yCTOMYMBBLIX CeTeM nepefaynm L[aHHbIX Ha
00bEeKTaAX, rae HeobxoaMMO BbINONHEHWE TPeboBaHWUA NO 0becnevYeHUIo YCTOMYMBOCTU K BO3AENCTBUAM
pas3fIYHOro BUAA: TeMnepaTypHbIM, MEXaHUYECKMM, BUOpauumn n ap.

B HacToAleM pyKOBOACTBE M3/10XEHbl Ha3HauYeHne, TeXHUYECKNE XapaKTepPUCTUKN, peKoMmeHaaummn
Nno HayasibHOM HaCTpOVIKe, CMHTAKCNC KOMaHA4 AnA KOHd)MpraLI,MM, MOHUTOPUHIA ¢ obHoBNEHUA
nporpammHoro obecneyeHus KOMMYTATOpPOB.

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 11
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32
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2 OINUCAHUE U3AENUNA

2.1 HasHaueHmue

KommyTtatopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48,
MES5410-48, MES5500-32 — 3T0 BbICOKONPOM3BOAMTE/IbHbIE YCTPOMCTBA, NpeAHa3HaYeHHble AN UCMOoJib-
30BaHUA B LeHTpax 06paboTku gaHHbix (LOA) B KayectBe Top-of-Rack nnm End-of-Row KommyTtaTopos, a
TAK¥Ke B CETAX arperauym u MarucTpasbHbIX CETAX ONEPATOPOB CBA3M.

KommyTtatopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48
ocHalleHbl nHTepdeincammn 1000BASE-X/10GBASE-R n 40GBASE-R/100GBASE-R. B pexume paclienneHus
HG-uHTepdeitca nogaepskmsaerca paboTa Ha ckopocTax 1 Féut/c, 10 Féut/c n 25 réut/c. Pexkum pacuien-
NeHnA No3BonseT pacllenmTb Ao 6 HG-uHtepdeiicos, uto B cymme gaet 24 TWE-untepdeiical.

KommyTtatop MES5410-48 ocHaleH uHTepdeincamm 10GBASE-R/25GBASE-R n  40GBASE-R/
100GBASE-R. B pexxkunme pacuienneHmsa HG-uHtepdeica nogaepunsaerca pabota Ha ckopoctax 1 Féut/c,
10 F6ut/c 1 25 Feut/c. Pexnm pacuienneHns no3sonseT paclienutb ao 6 HG-uHTepdelicos, 4To B cymme
paet 24 TWE-untepdeiica.

KommyTatop MES5500-32 ocHalleH MHTepdeiicammu 10GBASE-R n 40GBASE-R/100GBASE-R. B pe-
XUMe pacwenneHns HG-untepdeiica nogaepkmsaetca paborta Ha ckopoctax 1 M6ut/c, 10 réut/c n 25
r6ut/c. Pexxum paclienneHumsa nossonset pacenntsb g0 30 HG-uHTepdeicos, yto B cymme aaet 120 TWE-
UHTepoelicos.

MopTbl KOMMYTaTOPOB MoAAepP*KMBalOT paboTy Ha ckopoctax 1 Iéut/c (SFP), 10 éut/c (SFP+),
25 I'éut/c (SFP28), 40 Iéut/c (QSFP+) 1 100 r6ut/c (QSFP28). HebnoKkupyemana KOMMYTaLMOHHaA MmaTpuLa
No3BOAAET OCYLWECTBAATb KOPPEKTHYIO 06paboTKy NaKeToB MPU MAKCMMasbHOM HarpysKe, COXpaHAaa npwu
3TOM MMHMUMabHbIE U NPeACKasyemble 3a4ePKKM ANa BCeX TUNOB TpaduKa.

KoMmyTaTopbl MMEKT BO3MOXKHOCTb MCMO/Ib30BaHUA cxem BeHTunAauum Front-to-Back mn Back-to-
Front?, uto obecneunsaet 3GpdHEKTUBHOE OXNAXKAEHNE NPU UCNONb30BAHMUM YCTPOWUCTB B YCIOBUAX COBpe-
MeHHbIX LLOJ, ¢ pasHbIMU CUCTEMaMM OXNaXKLEHUA.

OTKa30yCTOMYMBOCTb YCTPOMCTB 0becneymBaeTcs pes3epBMpPOBaHMEM UCTOYHUKOB NUTaHuA (1+1) u
NPUMEHEHNEM CMEHHbIX MoAy/1eit BEHTUAALMU. KOMMYTaTOpbl MMEHT BO3MOXKHOCTb ropAYei 3ameHbl Mo-
Aynen NUTaHUS U BEHTUAALMOHHBIX Moaynei, obecneumsaa becnepeboiiHoe ¢yHKUMOHUPOBAHUE CeTU
onepaTopa.

KommyTaTtopbl arperaunu cepmin MES2300, MES3300, MES53XXA — 3TO BbICOKONPOU3BOANUTE/IbHbIE
YCTPOMCTBA, OCHAlWeHHble WHTepdencamm 10GBASE-R, 1000BASE-X ¥ npegHasHayeHHble Ana
MCNONb30BaHUA B OMEPATOPCKUX CETAX B KayecTBe YCTPOWCTB arperaumm M B HeBONbLUMX LEHTpax
06paboTkK AaHHbIX (LLOA4).

MopTbl ycTpoicTBa noaaepxusatoT paboTty Ha ckopoctax 1 Iéut/c (SFP), 10 réut/c (SFP+), uto
obecneymBaeT rMbGKOCTb B UCMO/Ib30BaHUM M BOSMOXKHOCTb NMOCTENEHHOMO nepexosa Ha 6onee BbICOKME
CKOPOCTM Mepefayv AaHHbiX. Hebnokupyemas KOMMYTAaUMOHHAs MaTpuua NO3BOJIAET OCYLLEeCTBAATb

1 na mopgenn MES5400-24 B pekume pacluenieHns AocTynHbl nHtepdelicbl HG3—HG6. Ana mogenn MES5400-24
rev.B faHHOro orpaHMyeHuns Her.

2 KommyTaTopbl MES5410-48 1 MES5500-32 BO3MOXHbI B ABYX UCMONHEHUAX: C BeHTMAAUMeN Front-to-Back nan Back-
to-Front.

12 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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KOPPEeKTHyto 06paboTKy NakeToB MPU MaKCMMAaibHbIX Harpyskax, COXpaHAA Mpy 3TOM MUHUMa/bHbIE U
npeackasyemble 3a4epXKN Ha BCcex TMnax Tpaduka.

OTKa30yCTOMYMBOCTb YCTPOMCTB 0becneynBaeTcs pesepBUpPOBaHMEM UCTOYHUKOB NUTaHuA (1+1) u
NPUMEHEHUEM CMEHHbIX MOAy/iel BEHTUAALMU. KOMMyTaTopbl MMEIT BO3MOXKHOCTb ropsadeli 3ameHbl
MoAynen NUTaHuA U BEHTUIALMOHHBIX Moaynein, obecneynsan becnepeboitHoe GyHKUMOHUPOBAHNE CETU
onepaTopa.

HoBoe nokoneHne kommyTtaTopos gocrtyna cepmn MES2300 ocyuwectsanaeT NoAKAOYEHNE KOHEYHbIX
Nnonb3oBaTesiell K CeTU KPYMHbIX NpeanpuaTuii, npeanpuaTMini masoro U cpeaHero 6usHeca M K cetam
onepaTtopoB CBA3M C nomoulblo UHTepdericos 1G/10G. Kommytatopbl MES2300 Takke MoryT
NCMNO/Ib30BaTbCA B ONEPATOPCKUX CETAX B KAYECTBE KOMMYTAaTOPOB YPOBHS arperaummnm uam TPaHCNOPTHbIX
KOMMYTaTOpPOB.

MopTbl YCTPOWCTB NogaepXuBaloT paboTy Ha ckopocTax 1 Iéut/c n 10 réut/c, uto obecneumsaer
rTMOKOCTb B MCMOJIb30BAaHWMM M BO3MOXKHOCTb MOCTEMEHHOIO Nepexoga Ha 6osiee BbICOKME CKOPOCTU
nepefayn AaHHbiX. Hebnoknpyemas KOMMyTaLMOHHAA MATpULA NO3BOAET OCYLLECTBAATb KOPPEKTHYIO
o6pa60TKy NaKeToB NP MaKCUMaJIbHbIX Harpy3Kax, CoOXxpaHAAa npu aTOM MUHUMaAJIbHble U NpeacKa3dyemble
334€ePKKM Ha BCeX TMNAxX TpaduKa.

MpomblwneHHble KommyTaTtopbl MES35001-10P, MES35001-08P, MES35001-8P8F n MES2300DI-28
npesHasHayvyeHbl 419 OPraHM3aLMKM 3aLLUMULLEHHbBIX OTKA30YCTOMUMBBIX CeTel nepesayn AaHHbIX HA 06beK-

Tax, rae HeobxoAMMO BbINOIHEHWE TPeboBaAHMI MO YCTOMYMBOCTU K BO3AENCTBUAM PAa3IMYHOIO BUAA TEM-
nepaTypHbIM U MEXaHUYECKMM BO3AENCTBMAM, BUOpaLmn 1 ap.

2.2  ®YHKUMM KOMMYyTaTOpA

2.2.1 basosble hyHKYUU
B Tabnnue 1 npuBeaeH cnMcok 6a3oBbix GyHKUWUI YCTPOMUCTB, 4OCTYNHbIX ANA aAMUHUCTPUPOBAHUSA.

Tabnnua 1 — basoBble yHKUUM YCTPOMCTBA

3awyuma om B/OKMPOBKa BO3HMKAET B C/ly4anx Neperpyskn BbIXOAHbIX MOPTOB YCTPOMCTBA Tpadu-
610KUpoBKuU o4Yepedu KOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO NPUBOAMT K 3a4ePKKam nepesayun SaHHbIX
(HOL) M noTtepe NakeTos.

Moddepxka CnocobHocTb NnoaaepxuBaTh Nepenady CBepXA/IMHHbIX KaapoB, YTo NO3BOJIAET Mne-
€8epx0aUHHbIX KAOPOB8 | pefaBaTb AaHHblE MEHbLIMM YMCNIOM NAKEeTOB. ITO CHUXKAET 06bem CyKebHOM UH-
(Jumbo frames) dopmaunm, Bpems 06paboTKM 1 NepepbIBbI.

YnpaBneHne NOTOKOM MO3BOMAET COEAMHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [ns npefoTBpalleHua nepenonHeHua bydepa HU3KOCKOPOCTHOE
YCTPOWMCTBO MMEET BO3MOXKHOCTb OTNpaBaATb nakeT PAUSE, Tem cambim MHbopmuMpys
BbICOKOCKOPOCTHOE YCTPOICTBO O HEOHXOAMMOCTU cAenaTb Naysy npu nepegave na-
KeToB.

YnpaeneHue nomokom
(IEEE 802.3X)

KommyTaTop noaaepskvmsaer obbegMHeHNEe HECKOJIbKUX YCTPOMCTB B CTeK. B aTom
C/lyyae KOMMYTaTOPbl PACCMaTPMBAIOTCA KaK eanHOE YCTPOMCTBO C 06LLMMM HACTPO-
Paboma e cmeke Kamu. BO3MOKHbI AB€ TONONOTMM NOCTPOEHUA CTEKA — KONbLO M LenoyKa. MNpu atom
ycmpoiicme napameTpbl NOPTOB BCEX YCTPOWCTB, BKAKOYEHHBIX B CTEK MOYKHO 334aTb C KOMMYTa-
Topa, paboTatoLLero B pexume «mactep». CTeKMpoBaHMe yCTPONCTB NO3BOAAET CHU-
3UTb TPYAOEMKOCTb YNPaBAeHUs CETbIO.

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 13
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32
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2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuseaeHbl GYHKLUMM yCTPOCTB Npu paboTte ¢ MAC-aapecamu.

Tabnnuya 2 — PyHKuMKM paboTbl ¢ MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTop coctaBaseT B namati Tab/vuy, B KOTOPOW yCTaHaB/AMBAETCA COOTBET-
cTBMe mexay MAC-agpecamu 1 y3namu NopToB KOMMyTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 06YyYEHMA AaHHbIE, NOCTYMNaloLWMe Ha Kakon-nMbo NopT, nepesatoTca Ha
BCE OCTa/IbHbIEe NOPTbl KOMMYTATOPA. B perknme obyyeHMAa KOMMYTATOP aHaNM3npyeT
Kagapeol n, onpesenns MAC-agpec oTnpaBuTens, 3aHOCUT ero B Tabanuy KommyTauuu.
Bnocneacteum kagp Ethernet, npegHasHauveHHbI ana xocta, MAC-agpec KoToporo
y)Ke ecTb B TabsmLe, nepenaeTca TO/NIbKO Yepes yKasaHHbIM B Tabauue nopr.

Moddepicka nepedayu
Ha HecKosnbKo MAC-

[aHHasa ¢yHKUMA NO3BONSAET YCTaHaB/AMBATb COEAUHEHUA KOOUH KO MHOTUM» U
«MHOTME KO MHOTMM». Takum 06pa3om, Kaap, afpecoBaHHbI MHOroapecHown

adpecos (MAC . o
. rpynne, nepeAaeTca Ha KaXabl NOPT, BXOAALLUI B rpynny.
Multicast Support)
Asmomamu4ecKoe
epemsa xpaHeHua MAC- | Ecnv ot ycTpoiictea c onpefeneHHbM MAC-agpecom 3a onpeaeneHHbli nepuog, spe-
adpecos MEHW He MOCTYyNaloT NaKeTbl, TO 3anucb ANA AaHHOMO agpeca yctapesaeT M yganaeTtcs.
(Automatic Aging for 3T0 NO3BONSET NOALEPKMBATL TADAMLLY KOMMYTALMUW B aKTYalbHOM COCTOAHUMU.
MAC Addresses)
CmamuuyecKue 3anucu C .
. eTeBOl KOMMYyTaTop MO3BOAAET M0J/b30BaTeNtlo ONpeaennTb CTaTUYeCcKue 3anucu
MAC (Static MAC amvraTop peA
Entries) cooTtBeTcTBUIA MAC-aApecoB, KOTOpble COXPaHAOTCA B TabvLe KoMMyTauuu.
ntries,

2.2.3 ®yHKyuu emopozo ypoeHa cemesoli modenu OSI

B Tabnunue 3 npmBeaeHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHA (yposeHb 2 OSI).

Tabnunua 3 — OnncaHme GpyHKUMIM BTOpOro ypoBHsA (yposeHb 2 OSI)

Peanusauus npotokona IGMP no3sonset Ha ocHOBe MHbOPMALUKU, NONYYEHHOM
npv aHanuse cogepxumoro IGMP-nakeToB, onpegennTb, Kakue yCTPONCTBA B CETU

®yHkyusa IGMP Snooping o
Y4YacTBYHOT B rpynnax MHOroaZpecHOM paccbl/iKK1, 1 agpecoBaTb TPAaPUK Ha COOTBET-
CTBYlOLLME NOPTbI.
. Peanusauua npotokona MLD no3BosAeT ycTPONCTBY MUHUMMU3UPOBATb MHOroaa-
@®yHkyusa MLD Snooping 4 P yerp y P A

pecHbliit IPv6-Tpadumk.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LTopm» — 3TO pasmHoXKeHue broadcast-, multicast-, unknown unicast-nakeTtos B
KaXK4OM y3/1€e, KOTOpOe NPMBOAMT K IAaBUHOOBPA3HOMY POCTY MX YMCNa M Napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GYHKLMIO, MO3BONAIOLLYIO OFPaHUYUTD CKO-
pocTb Nepesaym MHOroaAPECHbIX U LUIMPOKOBELLATENbHbIX KaAPOB, NPUHATbLIX U Nne-
pefaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmos
(Port Mirroring)

3epKanmposaHue NopToe no3soaseT aybanposaTb TpadumK HabAlO4aEMbIX MOPTOB,
nepecblian Bxogawme n/Mam ucxoaawme nNakeTbl Ha KOHTPOAUPYIOWMI nopT. Y
NoAb30BaTeNA KOMMYTaTOPa €CTb BO3MOXHOCTb 3a4aTb KOHTPOAMPYIOLWMIA U KOH-
TpoaMpyemble NOpTbl U BbIBpaTb TMN TpadMKa (BXOAAWMA U/UAN NCXOAALLNN), KO-
TOpbIN OyaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

U3zonayua nopmos
(Protected ports)

[aHHasa OyHKUMA NO3BONAET Ha3HauYUTb NopTy ero uplink-nopT, Ha KOTopbIN Ges-
ycnoBHO 6yaeT nepeHanpaBasaTbCA BeCb TpaduK, obecneymBan Tem cambim U30N5-
LMIO C APYrMMK NopTamu (B Npegenax o4HOro KOMMYTaToPa), HAXO4ALMXCA B 3TOM
e wupokosewaTesbHom gomeHe (VLAN) B npeaenax o4HOro KommyTaTopa.

14 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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Private VLAN Edge

[JaHHaa dyHKUMA NO3BONAET U30/IMPOBATL FPYNNY NOPTOB (B Npesenax o4HOro Kom-
MyTaTopa), HaXo4AWMXCA B OGHOM LUIMPOKOBELLATE/IbHOM AOMEHEe MeXKay cobold,
Nno3BoAA NPY 3TOM 06MeH TPapUKOM C APYTMMM NOPTaMM, HAXOAALMMMUCA B 3TOM
K€ LWMPOKOBEL,ATENbHOM SOMEHE, HO HEMPUHAAIEKALLMMM K 3TOK rpynne.

Private VLAN (light
version)

ObecneunBaeT U30NALMUIO MEXAY YCTPOMCTBAMM, HAXOLALLMMUCS B OLHOM LUIMPO-
KOBeLLaTeIbHOM JOMEHE, B Npeaenax Bcei L2-ceTn. Peasin3oBaHbl TOIbKO ABa pe-
KMMa paboTbl nopTa Promiscuous u Isolated (Isolated-nopTbl He moryT obmeHm-
BaTbCA APYr C APYrom).

Moddepxcka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBolt NPOTOKO/, OCHOBHOM 3aJ4ayelt KOTOPOro ABAA-
etca npusegeHme cetu Ethernet ¢ M36bITOYHBIMKU COEAUHEHUAMM K APEBOBUAHOM
TOMONOTNK, UCKAOYatoLLeln neTan. KommyTaTopbl 0BMEHNBAOTCA KOHOUTYPaLMOH-
HbIMWU COOBLLEHMAMM, UCNONb3YA Kaapbl cneunanbHoro gopmata, M BbIGOPOUHO
BKJIIOYAIOT M OTK/IIOYAIOT nepeaayy Ha nopTbl.

Moddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbin) STP (RSTP) — aBnsieTcA ycoBepLUeHCTBOBaHMEM NpoToKona STP, xa-
paKTepusyeTcs MeHbLINMM BPpEMEHEM NPUBEAEHUA CETU K APEBOBMAHOM TONOAOTUA
1 UMeeT 6o/iee BbICOKYH YCTOMYMBOCTD.

lpomokon ERPS
(Ethernet Ring Protection
Switching)

MpoToKOoN NpeaHasHayYeH AN NOBbIWEHMA YCTOMUMBOCTA U HAZEKHOCTM CETU ne-
peAaun faHHbIX, MMEeIoLLEN KONbLEBYIO TOMO/IOMMIO, 33 CUET CHUXKEHUA BPEMEHU
BOCCTaHOB/IEHWA CETU B C/ly4ae aBapuu. Bpems BOCCTaHOBAEHWA He npesbiwaet 1
CeKYHAbl, YTO CYLLECTBEHHO MEHbLUE BPEMEHMW NEPECTPOMKM CETU NPU CNO/b30Ba-
HWW NPOTOKO/I0B CEMEICTBA spanning tree.

Moddepxcka VLAN

VLAN —3T0 rpynna nopToB KOMMYTaTopa, 06pasyoLLMX O4HY LUMPOKOBELLATENbHYIO
obnactb (momeH). KommyTaTop noaaepuBaeT pasanyHble CpeacTsa Kaaccuduka-
LMM NaKeToOB A/18 onpeseneHns ux NnpuHagNeKHoCcT K onpegeneHHom VLAN.

Moddepxcka npomokKona
OAM (Operation,
Administration, and
Maintenance, IEEE

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
bYHKUMM YpOBHA KaHana nepegayv AaHHbIX MNpeacTaBAAloT coboit MpoToKon
MOHUTOPMHIA COCTOAHMA KaHana. B aTom npoToKkone ana nepenaym nudopmaumm o
COCTOAHUW KaHana MeXay HenocpeacTBEHHO NOAKNOYEHHbIMU YCTPOMCTBAMM
Ethernet ncnonb3ytotca 610KM gaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoii-

802.3ah) CTBa A0/IKHbI NogaepkneaTb cTaHaapT IEEE 802.3ah.

Mpotokon peructpaunmn GARP VLAN obecneumBaeT guHamudeckoe pobasne-
Moddeprcka GVRP (GARP | nue/ypanenne rpynn VLAN Ha nopTax KommyTaTopa. EC/M BK/IOYEH MPOTOKO
VLAN) GVRP, kommyTaTOp onpesenseT, a 3aTeM pacnpocTpaHAEeT AaHHble O NPUHAANEX-

HocTK K VLAN Ha BCce nopTbl, ABASOLWMECA YACTbtO aKTUBHOM TOMOIOTUM.

Moddepxka VLAN
Ha 6a3ze nopmoe
(Port-Based VLAN)

PacnpeaeneHune no rpynnam VLAN BbinonHAeTcA No BXoAAawmMm noptam. [laHHoe
pelleHne N03BOAAET UCMOJb30BaTh HA KaXKA0M NOPTY TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpPbITbIN CTAaHAAPT, KOTOPbI ONUCLIBAET NpoLeaypy TerMpoBaHua
TpadumKa ana nepegayum nHbopmaumm o npuHagnexHoctm K VLAN. MossonsaeT mc-
Nno/sb30BaTb HecKosibKo rpynn VLAN Ha ogHOM nopTy.

O6veduHeHUe KaHAN08
c ucnono3oeaHuem LACP

MpoTokon LACP obecneynBaeT aBTomaTuyeckoe ob6benHEHNE OTAE/bHbIX CBA3EN
MeXay ABYMS YCTPOMCTBAMW (KOMMYTaTOP—KOMMYTaTOp WM KOMMyTaTop—cep-
Bep) B eAUHbIN KaHan nepeaayn AaHHbIX.

B npoToKo/ie NOCTOSAHHO onpeAenaeTcs BO3MOXHOCTb 06begMHEHNA KaHaoB, U B
C/lyyae OTKasa CoegUHeHUs, BXoAALEero B 06beAMHEHHbI KaHan, ero Tpaduk aBTo-
MaTUYeCKM nepepacnpesensieTcs no He OTKa3aBLWMM KOMMOHEHTaM 06beAuHeH-
HOrO KaHana.

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 15
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B ycTpoicTBax noaaepkmeaetca GyHKLMA CO34aHMA rPYNN KaHanoB. Arperaums Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHosorMa ob6beanHeHUs
HECKONbKMX QU3NYECKUX KaHanoBa B OAWMH NOrMYecKUi. 3To cnocobeTByeT He
TO/IbKO YBE/IMYEHUIO MPOMYCKHOM CNOCOBHOCTM MarmcTpanbHbIX KAHAaN0B KOMMYyTa-
Co3daHue epynn LAG TOP-KOMMYTaTOP UM KOMMYTATOP-CEPBEP, HO M NOBBILLEHUIO X HAAEXKHOCTH. Bo3-
MOKHbI TPM TMNa 6anaHCMPOBKM — Ha ocHoBaHMKM MAC-agpecos, Ha ocHoBaHuM |P-
afipecoB M Ha ocHOBaHWK NopTa (socket) HazHayeHwus.

lpynna LAG coCTOMT U3 NOPTOB C O4MHAKOBOW CKOPOCTbIO, paboTatoLwmx B Ayn/eKc-
HOM pexunme.

MpepoctaBaseT BO3MOXHOCTb AEHTUPUUMPOBATL F0J10COBOM TPadUK HA OCHOBaA-
Hum OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-agpeca). Ecnm
Moddepxcka Auto Voice B MAC-Tabnnue kommyTaTopa npucytcreyet MAC-agpec ¢ OUl ronocoBoro wto3a
VLAN unu e IP-tenedoHa, To AaHHbIN NOPT aBTOMaTMYeCcKn aobasnaetcs B voice vlan
(naeHTMOMKauma no npotokony SIP unum ke no MAC-agpecy nonydyatens He nog-
AepyKuBaeTca).

2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeeoii modenu OSI
B Tabnnue 4 npuseaeHbl pyHKLMN TPeTbero ypoBHa (yposeHb 3 OSI).

Tabnnua 4 — OnucaHme GpyHKLUUIN TpeTbero yposHaA (Layer 3)

Knuenmeoi BootP

u DHCP YctpoictBa cnocobHbl aBTOMatTUYeckM nony4datb |P-agpec no  npoTokony

(Dynamic Host BootP/DHCP.

Configuration Protocol)

Cmamuyeckue AZMMHUCTPATOP KOMMYTATOPa UMeEET BO3MOXKHOCTb A06aBAATb U yAanaTb cTaTuye-

[P-Mapwpymbl CKuMe 3anucu B Tabanuy mapLipytusaumu.

Mpomokon ARP ARP — npoTokon conocTtasaeHus IP-agpeca n ¢pusmnyeckoro agpeca yctponcrea. CooT-

(Address Resolution BETCTBME YCTaHAB/MBAETCA Ha OCHOBE aHa/sM3a OTBETA OT y3/1a CeTu, agpec y3na 3a-

Protocol) NPaLNBaAETCs B LUMPOKOBELLATEIbHOM NaKeTe.

Mpomoxon RIP MpPOTOKO/ AMHAMMYECKON MApPLUPYTM3aLLMKN, KOTOPbIN NO3BOIAET MapLIPyTM3aTOpPam

. , 06HOBIATL MAPLUPYTHYIO MHDOPMALLMIO, MOTyYas ee OT COCEAHUX MapLIPYTU3aTOPOB.
(Routing Information PUIPYTHY opmaLy Y A pEipy P
Protocol) B 33a4M NpOTOKONA BXOAMUT onpesefieHne onTUMAIbHOro MapLIpyTa Ha OCHOBAHMMU
rotoco [AaHHbIX O KOZIMYECTBE NPOMEKYTOUHbIX Y3/10B.

IGMP Proxy — ¢®yHKUMA YNpOLWEHHOW MapLpyTU3auumM MHOTOagpPecHbIX AaHHbIX

®yHKyus IGMP Proxy y — ¢yHKumMA ynpouy pwpyT3aL, ap a
mexay cetamu. [1na ynpasaeHna mapipytusaumen ncnonbsyetca npotokon IGMP.
MpOTOKOA AMHAMMUYECKON MapLlupyTU3aL MM, OCHOBAHHbIA Ha TEXHOJIOTUM OTCAEKU-
BaHWsA cocTosiHMA KaHana (link-state technology) n ncnonb3yowmii Ana HaxoxKaeHus

lpomokon OSPF KpaTyanwero nytm anropmutm [eikctpsl. Mpotokon OSPF pacnpoctpaHAeT nHbopma-
LMI0 O AOCTYMHbIX MapLpyTax Mexay MapLpyTM3aTopaMun ogHOW aBTOHOMHOM Cu-
cTembl.

BGP (Border Gateway Protocol — npoTOKoA rpaHMYHOrO WA03a) ABAAETCA NPOTOKO-
lpomokon BGP JIOM MapLpyTU3aummn Mexay aBTOHOMHbIMK cuctemamu (AS). MapLupyTmsaTopbl 06-
MEHMBATCA MHbOPMaLMelt 0O MapLIPYTax K CETAM Ha3HauyeHus.

MpoTtokon VRRP npegHasHayeH gna pesepBMpoOBaHUA MApPLLPYTM3aTOPOB, BbIMNOJIHA-
OLLMX POAb W03 NO YMOYaHUI0. ITO AOCTUraeTca NyTém obbeguHeHus IP-nuHTep-
¢delicoB rpynnbl MapLLpPyTU3aTOPOB B OAWH BUPTYasibHbIN, KOTOPbIV ByAeT Mcnosb3o-
BATbCA KaK LW/I03 MO YMONYaHUIO A/19 KOMMbIOTEPOB B CETU.

lpomokon VRRP
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PIM-npoToKkon mHoroagpecHon maplupytmsaumm ans IP-ceten, co3aaHHbIn ans pe-
WweHua npobaem rpynnoBoii mapuwpyTtusaumun. PIM 6asmpyetca Ha TpaguULMOHHbIX
MapLpYyTHbIX NpoTokosax (Hanpumep, Border Gateway Protocol), Bmecto Toro,

lpomokon PIM yTobbl CO3a4aBaTb COBCTBEHHYIO ceTeByto Tonosoruto. PIM ncnonbsyeT unicast-tab-
VLY MapLupyTM3aLmm aaa nposepku RPF. 3Ta npoBepkKa BbINOHAETCA MapLIpyTU3a-
Topamu, 4Tobbl ybeauTbea, YTO nepegadya MHoOroagpecHoro Tpaduka BbINOAHAETCA
no nytn 6e3 netens.
MpoToKon ana obmeHa Hbopmaumelt 06 UCTOUHMKAX MYIbTUKACTA MEX as3nny-
lpomokon MSDP P A bopmay y Y P

Hbimu RP B8 PIM.

2.2.5 ®yHkyuu QoS

B Tabanue 5 npuBeaeHbl OCHOBHble GyHKLUMM KayecTBa obcnykmnsanua (Quality of Service).

Tabnmua 5 — OcHoBHble PYHKUUM KayecTBa 06CYKUBaAHMUA

Mododepxka
npuopumemHeoix
oyepedeii

YCTPOICTBO NOAAEPKMUBAET MPUOPUTU3ALMIO UCXOAALLEr0 TPadUKa No ouepesam Ha
Kax4om nopTty. PacnpegeneHune nakeTosB No oYepeasm MOXKET NPOU3BOAMTLCA B pe-
3y/ibTaTe KnaccudurKaLmMm NakeTos Mo PasMYHbIM NOMAM B 3aro/I0BKax NakeTos.

ModdepxKa Knacca
obcnyrcueaHusa 802.1p

CraHgapT 802.1p cneumduumpyeT meTos yKasaHUa NpuopuTeTa Kaapa v anroputm
MCNO/Ib30BaHMA NpPUOpUTETA B LeIAX CBOEBPEMEHHOW AO0CTAaBKU YyBCTBUTE/NbHOTO K
BPEMEHHbIM 3aaep*KKam Tpadumka. CtaHgapT 802.1p onpeaenseT BOCEMb YPOBHEMN
npuopuTeToB. KOMMyTaTOpbl MOTyT MCNONb30BaTb 3HA4YeHUe npmoputeta 802.1p gnA
pacnpeaenieHna Kagpos No NPUOPUTETHLIM ovepeaam.

2.2.6 ®yHKyuu obecneyeHusa 6ezonacHocmu

Tabnnua 6 — PyHKUMKM obecneyeHmn 6e3onacHOCTH

DHCP snooping

dPyHKUMA KOMMYTaTOpPa, NpeAHa3Ha4YeHHas 4/1a 3alnTbl OT aTak C UCNOJ/Ib30BAHMEM
npotokona DHCP. O6ecneunsaet ¢puabrpaumto DHCP-coobuieHMiA, NocTynmBLINX C
HeHaZeXHbIX MOPTOB MyTEM MOCTPOEHMA U NoaLepXKaHua 6a3bl AaHHbIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbinonHseT Aencrsua
6paHaMayspa MeKay HeHaAeKHbIMKW NopTamu U cepepammn DHCP.

Onyusa 82 npomokKona
DHCP

Onuwua, KoTopas nossonsetr npouHbopmuposatb DHCP-cepsep o Tom, € Kakoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi NopT npuLien 3anpoc.

Mo ymon4aHMIO KOMMYTaTOp, MCNob3yroLWwmin pyHKUMo DHCP snooping, obHapyKu-
BaeT 1 oTbpacbiBaeT Atoboi DHCP-3anpoc, coaeprKamii onumio 82, KOTOpbI OH No-
Nly4nn yepes HeHaaéxHbll (untrusted) nopr.

UDP relay MepeHanpasneHue wnpokoselLaTesbHoro UDP-TpadumKa Ha yKasaHHbIn IP-agpec.
DHCP-cepBep ocyuLecTBAsAET LEeHTPaIM30BaHHOE ynpaB/ieHe CeTeBbiMU afpecamu

®yHkyuu DHCP- pBep ocyLy, LEeHTp ynp ap

cepsepa N COOTBETCTBYIOLWMMU KOHOUTYPALIMOHHBIMU NapameTpamu, aBToOMaTUYECKU Npeso-

CTaB/1AA UX KJIMEHTAM.

IP Source address guard

PyHKUMA KOMMYTaTOpa, KOTopasa orpaHmMumneaeT IP-TpadumK, dunbTpya ero Ha OCHoBa-
HUKU TabaMLUbl cooTBeTCTBUI 6a3bl AaHHbIX NpuBA3Kkn DHCP — DHCP snooping 1 ctaTn-
YeCcKU CKOHOUTrypupoBaHHbIX IP-agpecos. PyHKLMA ncnonbayeTca ana 6opbbbl ¢ nog-
meHoit IP-agpecos.
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Dynamic ARP
Inspection (Protection)

PyHKUMA KOMMYyTaTOpa, NPefHa3Ha4YeHHaA 414 3alUnUTbl OT aTak C UCMONb30BaHNEM
npoTokona ARP. CoobuieHure, KOTopoe NocTynaeT ¢ HEHaAEXKHOro NnopTa, noasepra-
eTcA npoBepke — cooTBeTcTBYeT A IP-agpec B Tene npuHAToro ARP-coobuieHua
IP-appecy otnpasuTens. Ecnv agpeca He coBnafatoT, TO KOMMyTaTop oTbpacbiBaeT
naker.

L2 -13-1L4 ACL (Access
Control List)

Ha ocHoBe MHbOPMaLMK, CoaepsKaLLeiica B 3aroloBKax ypoBHel 2, 3 1 4, y aAMUHK-
CTpaTopa ecTb BO3MOXHOCTb HACTPOWUTb MpaBWa, COrMacHO KOTOpPbIM NakeT Byaer
obpaboTtaH nmbo oTHpoLeH.

Time-Based ACL

Mo3BonseT ckoHGUryprMpoBaTb BPEMEHHbIE PaMKW, B TEHEHWE KOTOPbIX AaHHbIA ACL
b6yneT felncTBoBaTh.

Moddepika OcHoBHasnA GyHKUMA 6OKUPOBKM — NOBLICUTL 6E30MaCHOCTb CETU, NPeaOoCTaBAAa A0-
30a6/10KUPOBAHHBIX CTYyN K NOPTY KOMMYyTaTopa TO/IbKO ANA YCTPOMCTB, umetowmnx MAC-aapeca, 3akpen-
nopmos NIeHHbIe 33 3TUM MOPTOM.

lposepka Mposepka noganHHoctu IEEE 802.1x npeactaBaseT coboi mexaHM3m KOHTPOAA 40-

nooaAUHHOCMU Ha
ocHoee nopma (802.1x)

CTyna K pecypcam uyepes BHewWHui cepsep. Npoweawe NpoBepKy NoAAMHHOCTH
Mo/Ib30BaTe/IM NOYHatoT AOCTYN K pecypcam BbIGpaHHOM ceTu.

2.2.7 ®yHKYuUU ynpasseHus KOMmMymamopom

Tabnnua 7 — OcHOBHble GYHKLMM YPaBAEHNA KOMMYTaTOPamM

3azpy3Ka u ebi2py3ka
¢gaiina Hacmpoliiku

MapameTpbl YCTPOMCTB COXpaHAOTCA B Galiie HaCTPOIMKN, KOTOPbIMA COAEPKUT AaH-
Hble KOHPUIypaLyK Kak BCE CUCTEMbI B LLEJIOM, TaK U ONpeae/ieHHOro NopTa ycTpoi-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yerca aAna onepaumi 3anmcu u yteHuma ¢ainos. NpoTokon oc-
HOBAH Ha TpaHcNopTHOM npoToKoae UDP.

YcTpoiicTBa NOALEPKMBAIOT 3arpy3ky U nepegady No AaHHOMY npoTokony ¢dannos
HaCTPOMKKN 1 06pa3oB NporpammHoro obecneyeHus.

Mpomokon SCP (Secure
Copy)

MpoTtoKkon SCP ncnonb3yetca Ana onepauumii 3anucu 1 YteHma dainos. MpoTokon oc-
HOBAH Ha ceTeBOM NpoToKosne SSH.

YcTpoicTBa nogaep:K1BatoT 3arpysky U nepegady no AaHHOMY NpoToKoay ¢ainnos
HaCTPOMKKN 1 06pa3oB NporpammHoro obecneyeHus.

YoaneHHoiii
MoHumopuHz (RMON)

YaaneHHbli MoHMTOPUHT (RMON) — cpefcTBO MOHUTOPUHIA KOMMbIOTEPHDBIX CeTel,
pacwupeHne SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAIT COBUPATL AMarHOCTMYe-
CKMe AaHHble C MOMOLLbIO CTaHUMK ynpaeneHua cetbto. RMON — 3To cTaHZapTHaA
6a3a MIB, B KOTOpPOI onpeAeneHbl TEKYLLAA M NpeablayLan CTaTUCTMKa yposHa MAC
1 06BbEKTbI YyNPaBAEHUA, NPELOCTaBAAIOWME AaHHbIE B PeasibHOM BPEMEHMU.

lpomokon SNMP

Mpotokon SNMP ucnonbsyeTca s MOHUTOPMHIA U YNPaBAEHUS CETEBbIM YCTPOM-
cTBoM. [1na ynpasaeHna A0OCTYyNOM K CUCTEME OnpeaenfaeTca CNMCOoK 3anunceit coob-
LLLeCTBa, KaXaan 13 KOTOPbIX COAEPKUT NPUBUAETUM AOCTYNa.

Unmepdpeiic
KOMAHOHOU cmpoKu
(CLI)

YnpasneHne kommyTaTopamu nocpeactsom CLI ocylecTBaseTcA NOKaNAbHO yepes no-
cneposaTtesibHbIM nopT RS-232, nnbo yaaneHHo yepes Telnet, SSH. UHTepdelic Ko-
MaHZHOM CTPOKM KoHconu (CLI) ABnAeTca NpoMbIWNEHHbIM CTaHAAPTOM. MHTepnpe-
TaTtop CLI NnpeaocTaBAser CNMCOK KOMaHZA, U K/YeBblX C/108 A1 MOMOLLM NOAb30Ba-
TeJ/I0 M COKPaLLEHNIO 06bema BBOAMMbIX AAHHbIX.

Syslog — npoToKo, obecneymBatowmii nepesady coobLLEHNA O MPOUCXOAALLMX B CU-

Syslog o

cTeme cobbITUSAX, a TaKKe yBeaomNeHnn 06 olwmbKax yaaieHHbIM cepBepam.
SNTP Mpotokon SNTP — NnpOTOKON CUHXPOHU3ALUKN BPEMEHMU CETU, FaPaHTUPYET TOYHOCTb
(Simple Network Time CUHXPOHM3aLMN BPpEMEHWN CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUNJIUCEKYHADI.
Protocol)

Traceroute — cnyxebHas pyHKUMA, NpegHa3HAYeHHaA 414 onpeaesieHMa MapLIpyToB
Traceroute y $yHKUMA, Npea A peq, pipy

nepeaayun AaHHbIX B IP-ceTax.
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YnpaeneHue A o
MWHUCTPATOP MOKET OnpeaeInTb YPOBHU NPUBMAETUI A0CTYNa ANA NONb30BaTe-

KOHMponaupyemoim 'D'v E) P PEA yp P Aocryna & .

Nlei YCTPOWCTBA U XapaKTePUCTUKN AN1A KaKAOro YPOBHA NpuBUAernin (Tonbko gnan
docmynom — ypoeHu .

. yTeHus — 1 ypoBeHb, MNOHbIN A0CTyNn — 15 ypoBeHb).

npusunea2uu

KommyTtaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxaomy WHTepdency
BroKupoexa ynpasneHuns (SNMP, CLI). 3anpeT MoKeT bbiTb YCTaHOB/IEH OTAE/IbHO ANS KaXKA0ro
unmepeeiica TMna gocryna:

P Telnet (CLI over Telnet Session);

ynpaenenua Secure Shell (CLI over SSH);

SNMP.
JloKanbHasa [na nokanbHOM ayTeHTUDUKALMU NOAAEPKMBAETCA XPaHEHWe Naponeli B 6ase AaH-
aymeHmudguKayus HbIX KOMMyTaTOpa.

Qunempayus IP-

LJoctyn no SNMP paspewaetca ana onpegeneHHbix |IP-aapecos, ABAAKOWMXCA Yne-

adpecoe 013 SNMP Hamu SNMP-coobuiecTsa.
Mpotokon RADIUS ucnonbsyetca ana ayteHTMdMKaLmMm, aBTopmsaumm m yyeta. Cep-
Bep RADIUS ucnonb3yeTt 6a3y AaHHbIX NOJ/b30BaTeie, KOTOpaA COAEPXHKUT AaHHble
Knuenm RADIUS P Y VA P AcP A
NPOBEPKU NOAJAMHHOCTU ANA KaXKA0ro nosib3osatend. KommytaTopbl cogepkat Kam-
E€HTCKY0 YacTb npoTokoaa RADIUS.
TACACS+ YCTpPONCTBO NpeaocTaBnAeT Noanep KKy NPOBEPKM NOAJIMHHOCTU KNMEHTOB nNocpea-
. ctBom npoTtoKkona TACACS+. Mpotokon TACACS+ obecneymnBaeT LEeHTPaIN30BaHHYO
(Terminal Access cuctemy 6e30nacHOCTM A1 MPOBEPKM NOoJb30BaTesel, MNojyyatowmx AoCTyn K
Controller Access o ’
| Syst YCTPOMCTBY, @ TAKXKe LeHTPa/M30BaHHYI0 CUCTEMY ynpasaeHua npu cobatogeHun
Control System) cosmectumocTtn ¢ RADIUS n gpyrumun npoueccammn NpoBepKu NogMHHOCTW.
PyHKLMA cepBepa SSH no3sonAeT KAMeHTy SSH yCcTaHOBUTL € YCTPOMCTBOM 3aLUMLLEH-
Cepeep SSH YHKL, psep Y Yy ycTp wmuy
HOe coeAuHeHMe A1A yNPaBAeHUA UM.
Mododepxka JaHHas yHKLMA NpeaocTaBaseT BO3MOXKHOCTb CO34aBaTb MaKPOKOMaHAb!, Npea-
MOKPOKOMAHO cTasnsawowme coboli Habop KOMaHZA, Y NPUMEHATb UX A7 KOHPUIYPaLUKM YCTPOMCTBA.

2.2.8 /[lononHumenobHble pyHKyUU

B Tabimue 8 npuseaeHbl 4ONOAHUTENbHbIE GYHKLMKN YCTPOMCTBA.

Tabnuua 8 — [lonosHMTeNbHblE GYHKLUMM YCTPOCTBA

AuazHocmuka YCTpOKCTBO NO3BO/IAET TECTUPOBATb ONTUYECKMI TpaHcuBep. Mpu TecTMpoBaHUm OT-
onmu4yecKkoz20 CNEKMBAIOTCA TaKMe MapameTpbl, KaK TOK M HanpsyKeHue NuTaHua, TemnepaTypa
mpaHcueepa TpaHcusepa. [ina peanusauum Tpebyetca nogaepkka aTux GyHKLUMI B TpaHCUBEpE.

Green Ethernet

[aHHbIi MexaHW3M NOo3BOAET KOMMYTATOPY CHM3WUTL dHepronoTpebaeHune 3a cyeT
OTK/IIOYEHMA HEAKTUBHBIX 3/IEKTPUHECKMX MOPTOB.

KommyTaTop 06/1a4aeT BCEMM HEODBXOAMMBIMUM XapaKTepUCTUKaMKn gas paboTbl C
npotokonamu MMS, GOOSE, SV:

- Manas BennumHa 3agepxkn GOOSE-coobuieHna npu nepeaaye;

Coomeemcmeue
cmandapmy MIK - YmeHue pacnosHasaTb Ethertype GOOSE-coobuieHus;
61850 - YmeHue paboTaTb C TErom BUPTyasibHOM CeTn U Terom npuopuTteta IEEE 802.1Q
GOOSE-coobuieHuns;
- NopaepKKa nepegaum multicast-coobu,eHnit 1 BO3MOXKHOCTb paboTbl c onpeaeneH-
HbIM cTaHgapTom M3K 61850 grMana3oHOM rpynn BeLaHKWA.
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2.3 OCHOBHbIe TEXHUYECKNE XapaKTEePUCTUKHU

OCHOBHble TEXHMYECKME NAapaMeTPbl KOMMYTaTOPOB NpMUBeAEHbI B Tabauue 9.

Ta6IIVILI,a 9 — OCHOBHble TEXHUYECKME XapaKTepnUCTnkn

O6wue napameTpbl

NHTepdeichl

MES2300-08

10 x 10/100/1000BASE-T
2 x 1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-08P

2 x 10/100/1000BASE-T

8 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
2 x 1000BASE-X (SFP)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES2300-24

24 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300B-24

24 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300B-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-24P

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300D-24P

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

MES2300DI-28

24 x 10/100/1000BASE-T

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

MES2300-48P

48 x 10/100/1000BASE-T PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300B-48

48 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

MES3300-08F

4 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbI nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

20 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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MES3300-16F

12 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

MES3300-24

24 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-48

48 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES3300-48F

48 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-08P

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)

2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (RJ-
45/SFP) Combo

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-10P

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)
4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-8P8F

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)
8 x 100BASE-FX/1000BASE-X (SFP)

2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1xUSB2.0

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES35001-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5312

1 x 10/100/1000BASE-T (OOB)
12 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

MES5316A

1 x 10/100/1000BASE-T (OOB)

16 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0

MES5324A

1 x 10/100/1000BASE-T (OOB)

24 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)
1xUSB 2.0

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 21
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32
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1 x 10/100/1000BASE-T (OOB)

32 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0

MES5332A

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
MES5300-24 6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
MES5300-48 6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB 2.0

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
MES5305-48 6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
MES5310-48 6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
MES5400-24 6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB2.0

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
MES5400-48 6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R
(SFP28)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)

1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

MES5410-48

1 x 10/100/1000BASE-T (OOB)

2 x 10GBASE-R (SFP+)

MES5500-32 32 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

OnTunyeckme nHTepdeiicol 1/10/25/100 rémt/c

CKOpOCTE NepeAa M AaHHbIX dneKTpuyeckme nHTepdeiicsl 10/100/1000 M6uT/c

MES2300DI-28 56 I6ut/c

MponyckHaa cnocobHOCTb MES3300-08F 96 Iéut/c

MES3300-16F 112 réur/c

22 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300D-24P
MES2300-24P
MES3300-24
MES3300-24F
MES35001-24F

128 réut/c

MES2300-48P
MES2300B-48
MES3300-48

MES3300-48F

176 réut/c

MES35001-08P

20 réut/c

MES2300-08
MES2300-08P
MES35001-10P

24 T6ut/c

MES35001-8P8F

72 réut/c

MES5312

240 réut/c

MES5316A

320 réut/c

MES5324A

480 réut/c

MES5332A

640 Iéut/c

MES5300-24
MES5400-24

1,68 T6uT/c

MES5300-48
MES5305-48
MES5310-48
MES5400-48

2,16 Tout/c

MES5410-48

3,6 Téut/c

MES5500-32

6,4 Téut/c

Mpon3BoANTENLHOCTb Ha Na-
KeTax A/MHoi 64 balital

MES2300DI-28

41,6 MPPS

MES3300-08F

71,4 MPPS

MES3300-16F

88,3 MPPS

MES2300-24P

94,49 MPPS

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300D-24P
MES3300-24
MES3300-24F
MES35001-24F

95,2 MPPS

MES2300-48P
MES2300B-48
MES3300-48

MES3300-48F

130,95 MPPS

MES35001-08P

14,8 MPPS

! 3HayeHuna YKa3aHbl Ana O,CI,HOCTOpOHHei;I nepeaavun.

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 23
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,

MES5500-32
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MES35001-8P8F

53,57 MPPS

MES2300-08
MES2300-08P

MES35001-10P

17,8 MPPS

MES5312

178 MPPS

MES5316A
MES5324A
MES5332A

238 MPPS

MES5300-24

593,7 MPPS

MES5300-48

552,15 MPPS

MES5305-48

575,80 MPPS

MES5310-48

1028,5 MPPS

MES5400-24

878,3 MPPS

MES5400-48

1041,5 MPPS

MES5410-48

2467 MPPS

MES5500-32

1398 MPPS

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F

MES2300B-24F

MES2300-24P

MES2300D-24P
MES2300DI-28

MES3300-24

MES3300-08F
MES3300-16F
MES3300-24F

1,5 M6ant

MES35001-08P
MES35001-10P
MES35001-8P8F

O6bem bydepHo NnamaATu

MES35001-24F

MES5312

2 Mbant

MES2300-48P
MES2300B-48
MES3300-48
MES3300-48F
MES5316A
MES5324A
MES5332A

3 Mb6aut

MES5300-24
MES5300-48

6 Mb6auT

MES5305-48

10 M6anTt

MES5310-48
MES5400-24
MES5400-48

12 M6ant

MES5410-48
MES5500-32

24 Mb6anT

24 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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O6bem 03Y (DDR3)

MES5312

MES5316A
MES5324A
MES5332A

1 reant!

O6bem 03Y (DDR4)

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

2 6ant

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

8 réant

O6bem M3Y (NAND Flash)

MES2300-08
MES2300-08P
MES2300-24
MES2300-24P
MES2300-24F
MES2300B-24F
MES2300-48P
MES2300B-48
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

512 M6ant

MES5312

MES5316A
MES5324A
MES5332A

1 reant

L 06bém 03Y ana mogeneit MES5316A rev.C, MES5324A rev.C, MES5332A rev.C — 2 6aiiT.

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 25
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32
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O6bem M3Y (embedded
uSsD)

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

8 réant

Tabnnua MAC-agpecos

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300-48P
MES2300B-48
MES2300DI-28
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

16384

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

32768

MES5305-48

131072

MES5310-48
MES5400-24

65536

MES5400-48

262144

MES5410-48
MES5500-32

131072%/2621442

1 MaKkcmanbHoe 3HauYeHne ANA pexnma pacnpeaeneHmsa cucTemHblx pecypcos mid-13-mid-12.
2 MaKcuManbHoe 3HauYeHne A1 peXnma pacnpegeneHma CMCTEMHbIX pecypcos min-13-max-12.

26 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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Konnuectso ARP-3anucen

MES2300-08*
MES2300-08P1
MES2300-241
MES2300B-24!
MES2300-24F!
MES2300B-24F*
MES2300-24P1
MES2300D-24P*
MES2300DI-28*
MES2300-48*
MES2300-48p*
MES2300B-48*

1981

MES3300-24"
MES3300-08F*
MES3300-16F!
MES3300-24F!
MES3300-48!
MES3300-48F!
MES3500I-08P*
MES3500I-10P*
MES3500I-8P8F*
MES3500I-24F"

4029

MES53122

MES5316A2
MES5324A2
MES5332A2

8125

MES5300-242
MES5300-482

16317

MES5305-482
MES5310-482
MES5400-242

32701

MES5400-482

131005

MES5410-482
MES5500-322

654693/982374

Nopaepxka VLAN

CornacHo 802.1Q ao 4094 aktueHbIx VLAN

Konnuectso rpynn L2
Multicast (IGMP snooping)

MES2300-08
MES2300-08P
MES2300-24
MES2300-24P
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2048

! flna kaskporo xocTa B ARP-Tabnuue co3gaeTca 3anuch B Tabaunue mapLipyTusaumm.
2 1na Kaxaoro xocTta B ARP-Tabamnue cospaetca AoN0aHMTENbHAsA 3aNnch B Tabaunue KommyTaumn. Konnyectso ARP-3a-
nucen c yctaHoBneHHou nuueHsmein EVPN ana MES5312 — 6077, MES5316A, MES5324A, MES5332A — 6085, ana
MES5300-24, MES5300-48 — 14277, npna MES5305-48, MES5310-48, MES5400-24 — 30661, ona MES5400-48 —
128965, pna MES5410-48, MES5500-32: 63421 ans pexxuma mid-13-mid-12, 96189 gna pexmma min-13-max-I12.

3 MaKkcmanbHoe 3HaueHne A1 peXxnma pacnpeaeneHns cucTeMHbIx pecypcos mid-13-mid-12.
4 MaKcMmaibHOe 3HaYeHMe ANA PeXknma pacnpeseneHnsa CUCTEMHbIX pecypcos min-13-max-12.

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 27
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32
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MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48

4092

MES5410-48
MES5500-32

2046

Konunyectso npasun SQinQ

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1320 (ingress), 654 (egress) / 654 (ingress), 1320 (egress)!

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48

1320 (ingress), 1320 (egress)

1 Bcero 1974 npasuna. Jenatca B pasHblX NPONOPLMAX MEXKAY BXOAALMMMN U UCXOAALLMMM NPaBUaamu, HO He Bonee

1320 gna kaxgoro.

28 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 1974
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES3300-24

MES3300-08F
MES3300-16F
MES3300-24F

MES3300-48

Konnyectso npasun MES3300-48F

MAC ACL MES35001-08P
MES35001-10P 2998

MES3500I-8P8F
MES3500I-24F
MES5316A"
MES5324A!
MES5332A!
MES5300-24*
MES5300-48*

MES5312
MES5305-48"
MES5310-48
MES5400-24

6070

MES5400-48* 10738

MES5410-48

MES5500-32 >089

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 1974/987
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

Kosimyectso npasun
IPv4/IPv6 ACL

! Konuuectso npasunn 8 MAC/IPV4/IPv6 ACL c yctaHoBneHHON nuueHsuein EVPN gna MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48 — 2505/2505/1252, ana MES5305-48 — 5577/5577/2788, ana MES5400-48 —
10225/10225/5112.

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 29
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32



HELTEX

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P 2998/1499
MES3500I-8P8F
MES35001-24F
MES5316A!
MES5324A!
MES5332A!
MES5300-242
MES5300-482

MES53121

MES5305-482
MES5310-482
MES5400-242

6070/3035

MES5400-48 10738/5368

MES5410-48

MES5500-32 5098/2544

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 2048
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

Konnuectso ACL MES3300-24
MES3300-24F

MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F 3072
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

! Konnuectso mapuwpyTtos IPv4 multicast ¢ yctaHoBneHHoM anueHsuneit EVPN ana MES5312, MES5316A, MES5324A,
MES5332A pasHo 6085.

2 Konuuectso npasun 8 MAC/IPv4/IPv6 ACL ¢ yctaHoBneHHoMN nuueHsueit EVPN ana MES5300-24, MES5300-48 —
2505/2505/1252, ana MES5305-48 — 5577/5577/2788.

30 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

MES5312

MES5305-48
MES5310-48
MES5400-24
MES5410-48
MES5500-32

6144

MES5400-48

12288

Konnuectso npasun ACL B oaHom ACL

512

Konnyectso mapwpyTtos L3
Unicast?

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

4063 IPv4
1014 IPv6

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

13279 IPv4
3317 IPv6

MES53122
MES5316A2
MES5324A2
MES5332A2
MES5300-24
MES5300-48

16351 IPv4
4085 IPv6

MES5305-48

28639 IPv4
7158 IPv6

MES5400-24
MES5400-48
MES5310-48

32735 I1Pv4
8181 IPv6

MES5410-48
MES5500-32

292000%/16000* IPv4
730003/4000* IPv6

! MapuwpyTbl IPv4/IPv6 Unicast/Multicast ncnonb3sytoT obLume annapatHble pecypcbl.

2 Konnuectso mappytos IPv4 multicast ¢ yctaHosneHHoM aunueHsmnein EVPN gna MES5312, MES5316A, MES5324A,

MES5332A pasHo 6085.

3 MaKkcmanbHoe 3HaueHne A4 peXxnma pacnpeaeneHmsa cMcTemHbix pecypcos mid-13-mid-12.
4 MaKcMmaibHOe 3HaYeHMe ANA PeXknma pacnpeseneHns CUCTEMHbIX pecypcos min-13-max-12.

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

31

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32




HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1981 Ipv4
505 IPv6

MES3300-24

MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48 4027 IPv4

MES3300-48F 1656 IPve
Konnyectso mapuwpyTos L3 MES35001-08P

Multicast (IGMP Proxy, PIM)* | MES35001-10P

MES35001-8P8F
MES35001-24F

MES5312

MES5316A
MES5324A 8174 IPv4
MES5332A 2040 IPve
MES5300-24
MES5300-48

14318 IPv4

MES5305-48 3577 IPV6

MES5400-24
MES5400-48
MES5310-48

16336 IPv4
4088 IPv6

MES5410-48 1460003%/8000* IPv4
MES5500-32 365003/2000% IPv6

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
Konunyectso MES2300-48P
VRRP-mapLpyTt1saTopos MES2300B-48
MES3300-24
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES3500I1-24F

255

! MapuwpyTbl IPv4/IPv6 Unicast/Multicast ncnonbsytot obLime annapaTtHble pecypcbl.

32 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

127

MakcrMmanbHoe Kon4ecTBo
ECMP-mapwpyTos

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

64

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 33
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,

MES5500-32




HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-08F 16 (Bkato4aa VRF no ymonuyaHuio)
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES3500I1-24F
MES5312
MES5316A
MES5324A
MES5332A

Konnuectso VRF

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

251 (Bkatoyana VRF no ymonyaHuio)

34 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

Konunuectso

L3-uHTepodeicos

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2032

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

2050

MaKcumanbHoe Konm4ecTso

VxLAN

MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

2478

MES5312

MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5500-32
MES5410-48

4093

MaKcumanbHoe Konnvectso GRE-TyHHenei

16

MakcrmanbHoe kKonmyectso ECMP-rpynn

1024

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,

MES5500-32

35




HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48 8
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F

MES3300-48
MakcumanbHoe Konm4ecTso MES3300-48F
nyter 8 ECMP-rpynne MES35001-08P

MES35001-10P
MES35001-8P8F
MES35001-24F

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

64

MakcmmanbHoe Konmyectso OSPF-npoueccos 20

MaKcumanbHoe Konnvectso OSPF-coceacts 64

36 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

MaKcnmanbHoe Koan4ecTso
BGP-coceacts

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48

32

MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

64

MakcumanbHoe Konnyectso BFD-coceacts

128

MakcmanbHoe kKonmyecTtso RIP-nupos

64

MakcrmanbHoe Konmyectso PIM-nunpos

64

MakcmmanbHoe Konmyectso MSDP-nnpos

32

MaKcMMmanbHoe KoM4ecTso
SA-3anuceit B MSDP-cache

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2048

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 37
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32




HELTEX

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

6656

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

8192

MES5305-48 14336

MES5400-24
MES5400-48 16384
MES5310-48

MES5410-48

MES5500-32 147456/8192

MakcumanbHoe Konandectso MSDP mesh-group 32

Konnuectso BMpTyanbHbix Loopback-nuHtepdeitcos | 64

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48 32 rpynnbl, 40 8 NOPTOB B Ka*KA0M
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES3500I1-24F

Arperaumsa KaHanos (LAG)

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48

128 rpynn, A0 8 NOPTOB B KaxKA0M

38 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

MES5400-24
MES5400-48
MES5410-48
MES5500-32

128 rpynn, 4o 32 NOPTOB B KaxK40M

Kosinuectso ak3emnnapos
PVST

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A

64

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

255

Konnuyectso aksemnnapos MSTP

64

Konunyectso DHCP pool

16

KayecTBo 06cnyxmBaHMA QoS

8 BbIXOAHbIX ouepeaeit ANa Kaxaoro nopra

CeepxanMHHble Kagpbl (jumbo frames)

MakcumanbHbIn pasmep naketos 10240 6aiT

CTeknpoBaHue

[o 8 yctpoiicte (Kpome MES35001-08P, MES35001-10P)

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 39
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32




HELTEX

CooTseTcTBME CTaH4APTAM

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

M3K 61850

YnpasneHue

NokanbHoe ynpasnexHue

Console

YpaneHHoe ynpasaeHue

SNMP, Telnet, SSH, web

du3nueckne XapaKTepPUCTUKMU U YCI0BUA OKpYIKatoLiel cpeabl

MCTOYHMKM NnuTaHmAal

MES2300-08

CeTb nepemeHHoro Toka: 100-240 B, 50-60 I'y,

MES2300DI-28
MES2300-48P
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5400-24
MES5410-48
MES5500-32

CeTb nepemeHHoro Toka: 100-240 B, 50-60 I'y,

CeTb NOCTOAHHOrO TOKa: 36—72 B

BapunaHTbl NUTaHuA:

- OOVH UCTOYHUK MUTAHUA NMOCTOAHHOIO UKW NEepPeMeHHOro
TOKaQ;

- ABa UCTOYHMKA MUTAHUA NOCTOAHHOIO UAW NEepPeMeHHOro
TOKa C BO3MOXHOCTbIO ropsiyeit 3aMeHbl.

MES2300B-24
MES2300B-24F
MES2300B-48

CeTb nepemeHHoOro Toka: 100-240 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 12 B
XapaKTepUCTUKM 3apsAaaHOIo YCTPOMUCTBA:
- TOK 3apaga:
1+0.1 A — MES2300B-48.
- HanpsAXeHue cpabaTblBaHWUA pacLennTensa Harpysku —
10-10,5 B;
- MOPOroBOe HanpPAXXeHMe MHANKALLMM HU3KOro 3apaga —
11B.
/' CeueHue nposoga ana nogknoueHnsa AKb He meHee
V 1,5 mm. Ana MES2300B-48 pekomeHAyeTcsA UCNO/b-
3o0BaTb AKB emkocTblo He meHee 9 Ah.

! Ana ycrpoiicte MES2300-08 AC, MES2300-24 AC, MES2300B-24 AC, MES2300B-24F AC, MES2300B-48 AC agonycka-
€TCA 3/1IeKTPONMUTaHME OT NOCTOAHHOIO HanpaXKeHua, guanasoH 120-370 B DC

40 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

CeTb NnepemeHHoOro Toka: 176-264 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 36—72 B

MES5300-48 BapuaHTbl NUTaHuA:
MES5305-48
MES5310-48 - OOVH UCTOYHUK MUTAHUA NMOCTOAHHOIO UKW NEepeMeHHOro
MES5400-48 Tora;
- ABa UCTOYHWUKA MUTAHUA NOCTOAHHOIO MAN NEPEeMEHHOro
TOKa C BO3MOKHOCTbH ropsyeit 3aMeHbl.
MES2300-24 CeTb NnepemeHHOro Toka: 100-240 B, 50-60 I'y,

CeTb NOCTOAHHOrO TOKa: 36—72 B

MES2300-24F
MES2300-24P DC

CeTb NOCTOAHHOrO TOKa: 36—72 B

MES2300-08P
MES2300-24P AC

CeTb NnepemeHHOro Toka: 200-240 B, 50-60 I'y,

MES2300D-24P

CeTb nepemeHHoOro Toka: 200-240 B, 50-60 I'y,

BapunaHTbl NUTaHMA:

- OAWH UCTOYHUK NUTaHMA NEPEMEHHOTO TOKa;

- ABa NCTOYHMKA NUTAaHMA NepPeMeEHHOr0 TOKa C BO3MOMKHO-
CTblO ropAYet 3ameHbl.

MES35001-08P
MES35001-10P
MES35001-8P8F

ceTb NOCTOAHHOIO TOKa:
C BK/ItOYEHHOM dyHKumeln PoE: 45-57 B;
C OTK/oYeHHoM dyHKumen PoE: 20-57 B

lyckoBble TOKK

MES2300-08

AC: SPM30-220/12, 50 A, 5 mc

MES2300-08P

AC: SPM270-220/56, 36 A, 5 mc

MES2300-24

AC: SPM35-220/12, 34 A, 6 mc
DC: SPM30-48/12, 120 A, 0,6 mc (72 B)

MES2300B-24

AC: SPM45B-220/12 rev.B, 15 A, 6 mc

MES2300B-24F AC
MES2300-24F DC

AC: SPM60B-220/12, 40 A, 1 mc
DC: SPM100-48/12, 150 A, 0,6 mc (72 B)

MES2300-24P AC

AC: SPM380-220/56, 25 A, 8 mMc
DC: SPM380-48/56, 200 A, 0,5-1,0 (72 B)

MES2300D-24P
rev.Cl

AC: PM380-220/56, 16 A, 15 mc

MES2300B-48

AC: SPM60B-220/12, 40 A, 1 mc

MES2300-48P

AC: PM950-220/56, 41 A, 10 mc
DC: PM950-48/56, 52 A, 4 mc (72 B)

MES2300DI-28

AC: PM65-220/12, 30 A, 4 mc
AC: PM160-220/12, 50 A, 8 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3300-08F
MES3300-16F

AC: PM65-220/12, 30 A, 4 mc

MES3300-24 AC: PM160-220/12, 50 A, 8 mc
MES3300-24F DC: PM100-48/12, 200 A, 4 mc (72 B)
MES3300-48
MES3300-48F
mg:giiéA AC: PM160-220/12, 50 A, 8 mc
MES5324A DC: PM100-48/12, 200 A, 4 mc (72 B)
MES5332A
Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 41

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32
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MES35001-08P
MES35001-10P DC: DRS-270-56, 300 A, 1 mc
MES35001-8P8F

AC: PM65-220/12, 30 A, 3 mc

DC: PM100-48/12, 140 A, 4 mc (48 B)
DC: PM100-48/12, 200 A, 4 mc (72 B)
AC: PM160-220/12, 50 A, 8 mc

MES35001-24F

AC: PM160-220/12, 50 A, 8 mc

MES5300-24 DC: PM160-48/12, 250 A, 0,2 mc (72 B)
MES5300-48
MES5305-48 AC: PM350-220/12, 100 A, 4 mc
MES5310-48 rev.B DC: PM350-48/12, 320 A, 0,14 mc (72 B)
MES5400-48

AC: PM160-220/12, 50 A, 8 mc
MES5400-24 DC: PM160-48/12, 250 A, 0,2 mc (72 B)
MES5410-48 AC: PM600-220/12, 18 A, 17,5 mc
MES5500-32 DC: PM600-48/12, 40 A, 4 mc (72B)
MES2300-08 He 6onee 13 Bt
MES2300-08P He 6onee 267 BT
MES2300-24 He 6onee 20 Bt

MES2300-24F

MES35001-24F He 6onee 35 BT

MES2300B-24 He 6onee 50 BT

MES2300-24P AC He 6onee 445 BT (c y4eTom Harpysku PoE)

MES2300-24P DC He 6onee 480 BT (c y4yeTom Harpysku PoE)

MES2300D-24P He 6onee 850 BT (c yueTom Harpysku PoE)
MES2300DI-28 He 6onee 31 Bt
MES2300-48P He 6onee 1600 BT (c yueTom Harpysku PoE)

MES2300B-24F

MES2300B-48 He 6onee 55 Bt

MoTpebnseman MOLWHOCTb MES3300-24 He 6onee 33 BT
MES3300-08F He 6onee 29 Bt
MES3300-16F He 6onee 37 Bt
MES3300-24F He 6onee 45 Bt
MES3300-48 He 6onee 45 BT
MES3300-48F He 6onee 89 BT

MES35001-08P
MES35001-10P He 6onee 270 BT (c y4éTtom Harpysku PoE)
MES35001-8P8F

MES5312 He 6onee 25 Bt
MES5316A He 6onee 58 Bt
MES5324A He 6onee 73 Bt
MES5332A He 6onee 85 Bt
MES5300-24 He 6onee 118 Bt

42 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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MES5300-48 He 6onee 157 Bt
MES5310-48 He 6onee 170 BT
MES5305-48
MES5400-24 He 6onee 150 BT
MES5400-48 He 6onee 170 Bt
MES5410-48 He 6onee 360 BT
MES5500-32 He 6onee 400 BT
MES2300B-24 24 BT
MoTpebnseman MOLWHOCTb
6e3 yyeta 3apsga AKB MES2300B-24F 40 BT
MES2300B-48
MES2300-24P 380 Bt
MES2300D-24P 720 Bt
MES2300-48P 1450 BT
biogxxet PoE
MES2300-08P
MES35001-08P
MES35001-10P 240 Br
MES35001-8P8F
MES2300-08P
MES35001-08P
MES35001-10P 240 Br
MES35001-8P8F
[NA CMeHHbIX UICTOYHMKOB
AC, W DC, W
2x AC, W 2x AC, W
MES35001-08P DC - 8 - -
MakcumanbHas notpebnse- MES35001-10P DC B 9 B B
MaAa MOLWHOCTb bes y4yeTa MES2300-08P 11 _ _ _
Harpy3ku PoE
MES2300-24P AC 12 - - -
MES2300D-24P 18 i 27 i
rev.Cl
MES2300-48P AC 31 30 34 40
MES2300-08 13 Bt
MES2300-24 20 BT
MES2300-08P
MES2300B-24 27 BT
MES2300-24F
MES35001-24F 3587
TennosbiaeneHme MES2300-24P AC 70 BT
MES2300-24P DC 100 BT
MES2300D-24P 130 BT
MES2300DI-28 31 BT
MES2300-48P 150 Bt
MES2300B-24F
MES2300B-48 43 Br
Ethernet-kommymamopbi cepuii MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, 43

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32
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MES3300-24 33 BT
MES3300-08F 29 Br
MES3300-16F 37 BT
Visaooss | 45®T
MES3300-48F 89 BT
visssooiaor | O
MES35001-8P8F 50 BT
MES5312 25 Br
MES5316A 58 BT
MES5324A 73 BT
MES5332A 85 Br
MES5300-24 118 BT
MES5300-48 157 BT
MES5310-48 170 BT
Vessaoe | 508"
MES5400-48 170 BT
MES5410-48 360 BT
MES5500-32 400 BT
MES2300-08

AnnapaTHasa NoAAep»KKa MES2300-08P

Dying Gasp MES2300-24 ecTb
MES2300B-24F
MES2300B-48

44 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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MES2300B-24
MES2300-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

HeT

BeHTUnAUMNA

MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48

Front-to-Back

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 45
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32
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MaKcuMmanbHbIi ypoBeHb
aKyCTMYECKOTO Wyma

MES5410-48 Front-to-Back/
MES5500-32 Back-to-Front!
MES2300-08

MES2300-08P

MES2300-24

MES2300B-24
MES2300DI-28
MES35001-10P
MES35001-08P
MES35001-8P8F
MES35001-24F

C nepegHen naHenu, max < 33 ab
C 3afHen naHesu, max < 33 ab

MES2300-24P
MES2300D-24P

c nepegHen naHenn, max < 49,5 gb
C 3afiHel naHenu, max < 54 ab

MES2300B-48

C nepegHen naHenn, max < 52,1 nb
C 3afHel naHenu, max < 53,7 ab

MES2300-48P

C nepegHen naHenn, max < 52,1 ab
C 3aaHen naHenu, max < 53,7 nb

MES2300-24F
MES2300B-24F
MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F

C nepegHen naHenu, max < 53,9 gb
C 3afHel naHesu, max < 54,2 nb

MES3300-48 c nepepgHen naHenu, max < 53,9 gb
MES3300-48F C 3afHel naHenu, max < 54,2 nb
MES5312
MES5316A C nepegHen naHenn, max < 65,6 ab
MES5324A C 3aaHen naHenu, max< 71,2 nb
MES5332A
MES5300-24 C nepep,?em naHenu, max < 62,8 ob
C 3agHen naHenun, max < 69,1 ab
MES5300-48 C nepegHen naHenn, max < 61,4 ab
MES5305-48 C 3aaHen naHenu, max < 69,3 nb
MES5400-24 ¢ nepep,?em naHenu, max < 65 ab
C 3agHen naHenu, max< 71,2 ab
MES5310-48 C nepegHen naHenn, max < 62,5 ab
MES5400-48 C 3aAHen naHenu, max < 70,8 ab
Front-to-back:
C nepegHen naHenu, max < 73,5 ab
MES5410-48 C 3agHen naHenn, max < 85,1 ab
Back-to-Front:
C nepeaHen naHenu, max < 78,8 ab
C 3a4Hel naHenu, max < 85,4 ab
Front-to-back:
C nepegHen naHenu, max < 75,9 b
MES5500-32 C 3aHen naHenn, max < 87,6 ab

Back-to-Front:
C nepeaHen naHenu, max < 80,4 ab
C 3a4Hel naHenu, max < 85,4 nb

! Mo ymonyaHuio yctaHoBneHa BeHTUAAUMA Front-to-Back. [na yctaHoBKM moaynel BeHTUAALMM Back-to-Front o6pa-

TUTECb B KOMMEpPYECKUI oTaen.

46 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300D-24P
MES2300B-48
MES2300-24P

OT1-20 po +50 °C

MES2300-24F
MES2300B-24F

OT1-20 go +65 °C

MES2300DI-28

OT1-40 po +60 °C

MES2300-48P

OT1-10 go +50 °C

MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

OT1-40 po +70 °C

MHTepsan pabounx
TemnepaTyp

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A

Ot-10 po +45 °C

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

O10 go +45 °C

MHTepBan TemnepaTypbl XpaHeHuUA

NHTepBan TemnepaTypbl XpaHeHus ot -50 go +70 °C (o1 -50
no +85 °C pana MES35001-08P, MES35001-10P wu
MES35001-8P8F)

MNepep nepsbiMm BK/IOYEHMEM MNOCNAE XPaHEHUA
npu Temnepatype meHbLuei, yem -20 °C, unu npu
6onblieit, yem +50 °C, Tpebyerca BbiAepKaTb
KOMMYTaTop npu KOMHATHOW Temnepatype He
MeHee YeTbIPéx YacoBs.

OTHOCKTeNbHAA BNAXKHOCTb NPU 3KCNAyaTaumm

(6e3 obpasoBaHUs KOHAEHCATA)

He 6onee 80 % (ot 5 po 95% pana MES3500I1-08P,
MES35001-10P, MES35001-8P8F n MES35001-24F)

OTHOCKTeNbHAA BNAXKHOCTb NPU XpaHEeHUU

(6e3 obpaszoBaHNA KOHAeHcaTa)

Or 10 go 95 % (ot 5 pmo 95% pna MES35001-08P,
MES35001-10P, MES3500I-8P8F n MES3500I-24F)

MES2300-08

310 x 44 x 159 mm

FabapuTHbIe pasmepbl

MES2300-08P

430 x 44 x 159 mm

(lWxBxT)

MES2300-24 430 x 44 x 204 mm
MES2300B-24 430 x 44 x 158 mm
Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 47

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32
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MES2300-24F
MES2300B-24F

430 x 44 x 305 mm

MES2300-24P

430 x 44 x 203 mm

MES2300D-24P

440 x 44 x 425 mm

MES2300-48P

440 x 44 x 490 mm

MES2300B-48

440 x 44 x 280 mm

MES3300-24

430 x 44 x 330 mm

MES2300DI-28
MES3300-08F
MES3300-16F
MES3300-24F
MES35001-24F

430 x 44 x 305 mm

MES3300-48
MES3300-48F

440 x 44 x 330 mm

MES35001-08P

85x 152 x 115 mm

MES35001-10P

85x 175 x 115 mm

MES35001-8P8F

150 x 175 x 124 mm

MES5312 430 x 44 x 230 Mm
MES5316A
MES5324A 430 x 44 x 275 Mm
MES5332A
MES5300-24 440 x 44 x 309 Mm
MES5400-24 440 x 44 x 321 Mm
mg:ggggjﬁ 440 x 44 x 425 mm
o erooae 440 x 44 x 447 M
MES5410-48 440 x 44 x 536 MM
MES5500-32 440 x 44 x 534 Mm
MES2300-08 1,61 Kr
MES2300-08P 2,6 kr
MES2300-24 2,94 kr
MES2300B-24 2,79 kr
MES2300-24F 4,03 Kkr
MES2300B-24F 4,08 Kr
MES2300-24P 3,2 Kr

Macca
MES2300D-24P 6, 85 Kr
MES2300DI-28 4,95 Kkr
MES2300-48P 9,98 Kkr
MES2300B-48 4,1 kr
MES3300-24 5,13 kr
MES3300-08F 4,64 Kkr
MES3300-16F 4,89 Kr

48 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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MES3300-24F 5,04 kr
MES3300-48 5,67 Kkr
MES3300-48F 5,68 Kkr
MES35001-08P 1,4 kr
MES35001-10P 1,76 Kr
MES35001-8P8F 2,8 Kr
MES35001-24F 5,5 kr
MES5312 3,8 Kr
MES5316A 3,6 Kr
MES5324A 3,7 kr
MES5332A 3,8 Kkr
MES5300-24 6,11 Kkr
MES5310-48 8,7 kr
MES5400-24 6,36 Kr
MES5300-48

MES5305-48 8,7 Kkr
MES5310-48

MES5410-48 12,1 kr
MES5500-32 11,8 kr

CpokK cny»K6bl

He meHee 15 net

V' Tun NUTaHUA YCTPOCTBa onpeaenseTca Npu 3aKase.

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 49
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32
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2.4 KOHCTpYyKTUBHOE UCNONHEHue

B naHHOM pa3gene onuMcaHo KOHCTPYKTUBHOE UCMOJIHEHME YCTPOCTB. MpeacTaBaeHbl N306paxkeHus
nepeaHemn, 3agHeit 1 6OKOBbLIX NaHeNen yCTPOMCTBA, ONUCAHbI Pa3bemMbl, CBETOANOAHbIE MHANKATOPbI U Op-
raHbl ynpasaeHums.

Ethernet-kommyTtaTtopbl MES2300-08, MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F,
MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48,
MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48, MES3300-48F, MES35001-08P,
MES3500I1-10P, MES3500I1-8P8F, MES3500I1-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-
24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
BbIMOJIHEHbI B META/I/INYECKOM KOpyce C BO3MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl MES35001-08P, MES3500I-10P 1 MES3500I1-8P8F BbINO/IHEHbI B METaNN-
YyecKom Kopnyce gns KpenaeHna Ha DIN-peiky.

2.4.1 BHewHuii 8ud u onucaHue nepedHeli naHenu ycmpolicmea
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PucyHok 7 — NepeaHasa naHenb MES2300D-24P
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PucyHok 10 — MNepeaHAaa naHenb MES2300-24P AC

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

51

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,

MES5500-32
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PucyHok 12 — lNepeagHaa naHenbs MES2300D-24P
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PucyHok 17 — MNepeaHAaa naHenb MES3300-16F
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PucyHok 22 — lNepeaHAas naHenb MES5312
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PucyHok 23 — NepeaHAasa naHenb MES5316A

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 53
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32
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PucyHok 25 — MNepeaHas naHeno MES5332A
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PucyHok 26 — NepeaHaa naHenb MES5300-24
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PucyHok 27 — NepeaHAasa naHenb MES5300-48
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PucyHok 28 — lNepeaHAasa naHenb MES5305-48
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PucyHok 29 — NepeaHAasa naHenb MES5310-48

54 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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PucyHok 30 — NMepeaHaa naHenb MES5400-24

RPSOf 14¥2 3a¥4 SAYE FAYE A0 1LAYI2 13AF14 15AVIE I17AVIZ 1SA¥20 21AV22 224 V14 25ATIE AP 20A¥30 I1ATI  33AFE AVIS STATIS 304 VD A1AVA2 424T4S 45AVAE ATAVAE HGIATHGZ HGIA THE4 HGSA VHS

12 5 7

T[S cuian asmnee

PucyHok 31 — NepeaHAas naHenb MES5400-48
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PucyHok 32 — lNepeaHas naHenb MES5410-48

€A EAeTex £ 0
90 fe i
S v O i
O w0 o
© mO|4 .24, 5o

=
8]

7 4 3 6

PucyHok 33 — lNepeaHasa naHenb MES5500-32

B Tabnmue 10 npuBeaeH nepeyeHb pasbemos, CBETOANOAHbIX MHANKATOPOB M OPraHOB yrnpas/ieHus,
PacnoIoXKeHHbIX Ha NepeaHei NaHeIn KOMMYTaTOPOB.

Tabanuya 10 — OnucaHne pa3beMOB, MHANMKATOPOB M OPraHoOB ynpasaeHus nepeaHei naHenm MES2300-08,
MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, MES2300D-24P,
MES2300DI1-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F,
MES3300-48, MES3300-48F, MES35001-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24,
MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32

Ne dnemeHT nepesHeln naHenm Onucanue
Unit ID NHAaMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
1 Master NHauKaTop pexuma paboTbl ycTpoiicTBa (BeayLmii/seaomoiii).
Fan NHAanKaTop paboTbl BEHTUIATOPOB.
RPS NHOMKaTOp pe3epBHOro 3/1eKTPONUTAHUA.
Ethernet-kommymamopbi ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES35001-24F, MES5312, 55

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32



HELTEX

®yHKLMOHaNbHAA KHONKA ANA nepesarpys3ku ycTponctea u cbpoca K 3a-
BOACKMM HacCTPOMKaM:

- MNPM HAXKATUM HA KHOMKY A/ MTeIbHOCTbI0O MeHee 10 ¢ npoucxoauT nepe-
3arpysKa yCTpoKncTBa;

- PM HAXKATMM HA KHOMKY AAMTenbHOCTbIo 6bonee 10 ¢ nponcxoamut copoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUIypaLuuu.

3 Console

KOHCONbHbIM NOPT ANA NOKaNbHOTO YNpaBieHNUA YCTPONCTBOM.
PacnuHoBKa pasbema cnegytowan:

1 He ucnonb3yeTca

2 He ncnonb3yeTca

3 RX

4 GND

5GND

6 TX

7 He ucnonb3yeTcA

8 He ncnonbsyeTca

Pacnaiika KoHconbHOro Kabena npusegeHa B pasgene «lMpunoxeHune b.
KoHconbHbIl Kabenby.

4 0oB

MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpasne-
HWA YCTPONCTBOM.

YnpaeneHve OCyLWecTBAAETCA MO CETU, Pa3ae/ibHO C KaHa/IoOM nepesayn
OaHHbIX.

[1-12]

MES5312

[1-16]

MES5316A

[1-24]

MES5324A

[1-32]

MES5332A

[1-24]

MES5300-24
MES5400-24

[1-48]

MES5310-48
MES5400-48

[XG1-XG2]

MES5500-32

[XG1-XG4]

MES2300-24F
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES35001-24F

CnoTbl Ana yctaHoBKM TpaHcueepos 10G SFP+/1G SFP.

MES5316A
MES5324A
MES5332A
MES5400-24
MES5500-32
MES35001-24F

USB-nopr.

56 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

MES5310-48
[HG1-HGE] MES5400-24
7 [HG1-HG32] MES5400-48 Cnotbl ana yctaHoBKM TpaHcusepos 40G QSFP+/100G QSFP28.
MES5410-48
MES5500-32
MES2300-24F
MES2300B-24F
[1-20] MES3300-24F
MES35001-24F
8 Cnotbl gna yctaHoBKM TpaHcusepos 1000BASE-X/100BASE-FX (SFP).
[1-4] MES3300-08F
[1-12] MES3300-16F
[1-48] MES3300-48F
[5-8] MES3300-08F
[13-16] MES3300-16F
9 MES2300-24F 4 nopta 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo.
MES2300B-24F
[21-24] MES3300-24F
MES3500I1-24F
MES2300-24
MES2300B-24
[1-24] MES2300DI-28
MES3300-24
10 18] MES2300B-48 MopTtbl 10/100/1000BASE-T.
MES3300-48
MES2300-08
[1-10] MES2300-08P
MES2300-08
100-240V AC MES2300-08P Paszbem Ana NOAKNKOYEHUA K MCTOYHUKY 3N1EKTPONUTAHUA NePEMEHHOTO
50-60 Hz MES2300-24 TOKa.
11 MES2300B-24F
36-72 VDC MES2300-24 Pazbem OnAa NOAKAOYEHUA K UCTOYHWUKY INEKTPOMUTAHMA NOCTOAHHOMO
MES2300-24F TOKa.
[1-24] MES2300-24P
12 MES2300D-24P | noprii 10/100/1000BASE-T (RJ-45) POE/POE+.
[1-48] MES2300-48P
13 | [1-48] MES5410-48 Cnotbl gna yctaHoBKM TpaHcueepos 1G SFP/10G SFP+/25G SFP28.
14 | 12V DC MES2300B-24F Knemmbl g5t NOAKNOYEHMA aKKYMYIATOPHOM 6aTapen 12 B.
15 200-240V AC MES2300B-24 Pasbem AnAa NOAKNOYEHUA K UCTOYHUKY 3/1EKTPONUTAHUA NepemMeHHOro
50-60 Hz MES2300-24P TOKa.
16 | Link/Speed MES2300DI-28 CBeToBan MHAMKALMA COCTOAHUA ONTUYECKMX MHTEPdENCOB.
MES2300-08
[ — )
17 — MES2300-08P Knemma gna 3azemneHma ycTpoucTsa.
MES2300-08
18 | [11-12] MES2300-08P Cnotbl ana yctaHoBKM TpaHcmBepoB 1000BASE-X (SFP).
Ethernet-kommymamopbi ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES35001-24F, MES5312, 57

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,

MES5500-32
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PucyHok 34 — NepeaHas naHenb MES35001-08P
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PucyHok 35 — NepeaHas naHens MES3500I1-10P

58 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
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PucyHok 36 — lMepeaHaa naHenb MES35001-8P8F

B TabnunLie HUKe NpUBeAEH NepeyeHb Pa3bemos, CBETOANOAHbIX MHANKATOPOB M OPraHoB ynpas/ie-

HWA, PACMOJIOXKEHHbIX Ha NepeaHel naHenn kommytatopos MES35001-08P, MES35001-10P n MES3500I-

8P8F.

Tabnmua 11 — OnucaHWe pa3bemMoB, MHAMKATOPOB W OPraHOB YNpaB/ieHWsA nepeaHen naHenu

MES35001-08P, MES35001-10P, MES35001-8P8F

Ne AnemeHT nepegHen naHem OnucaHue
dyHKLMOHaNbHAA KHONKA ANA nepes3arpysku ycTponcTea u cbpoca K 3a-
BO/ZICKMM HACTPOMKam:
1 [ - MPM HA*KATMM HA KHOMKY A/INTEeNbHOCTbI0 MmeHee 10 ¢ nponcxoauT nepe-
3arpyska ycTpoWcTBa;
- NPW HaXaTlK Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ nponcxoamT cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUrypaLuuu.
2 Console KoHCObHbIV NOPT ANA NOKANBHOTO YNPaBAEHWUA YCTPONCTBOM.
PWR1, PWR2 NHAWKaTopbl NUTAaHUA YCTPOICTBA.
3 Alarm NHOnKaTop aBapuu.
Temp MHanKaTop Temnepartypbl.
4 [1-8] CeeToBan nHAMKauma PoE.
5 [1-8] MopTbl 10/100/1000BASE-T PoE/PoE+ (RJ-45).
6 [9-12] MES35001-10P MopTbl 100BASE-FX/1000BASE-X (SFP).
7 [9-10] MES35001-08P MopTtbl 10/100/1000BASE-T/100BASE-FX/1000BASE-X (RJ-45/SFP) Combo
8 [XG1-XG2] MES35001-8P8F | CnoTbl ANs yCTaHOBKM TpaHcuBepoB 10G SFP+/1G SFP.
9 L MES35001-8P8F | USB-nopT.
Ethernet-kommymamopbi ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES35001-24F, MES5312, 59

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,

MES5500-32




HELTEX

BHewHMN BUA BepxHel naHenn kommyTtatopos MES35001-08P, MES35001-10P n MES3500I1-8P8F
nNpuBeAEH Ha PUCYHKE HUXKe.

.‘
AELTEX M”Mﬁ @ 1
= | O AnWo
SN B00000000C

|
Ei=a=u
| B.©.0 |
NC-COM-NOJ
Dry contact

i
i

N/
|
w

é == ==

PucyHok 38 — BepxHaa naHenb MES35001-8P8F

Tabnnua 12 — OnucaHWe pasbemMoB, MHAWMKATOPOB M OPraHOB YNpPaB/ieHWs BepXHel naHenu
MES3500I1-08P, MES35001-10P, MES3500I-8P8F

Ne dnemeHT nepeaHeln naHenm Onucanue

1 | = Knemma gnsa 3asemneHun ycTpoicTsa.

Paszbembl 414 NOAKNHOYEHNA K UCTOYHUKAM 31eKTPONUTAHNA NOCTOAHHOTO

2 PWR1, PWR2
TOKa.

PeneliHbi Bbixog curHanmsaumm 1 A, 24 B DC ¢ HOpMa/ibHO 3aMKHYTbIM
3 Dry contact (NC — Normal Closed) u HopmanbHo pa3zomkHyTbiM (NO — Normal Open)
KOHTaKTamMMu.

60 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

2.4.2 3a0HAaa naHenb ycmpolicmeda

BHewHMn BuA 3agHen naHenu KommyTtatopos MES2300-08, MES2300-08P, MES2300-24,
MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28,
MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48,
MES3300-48F, MES35001-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48,
MES5410-48, MES5500-32 npuBefeH Ha PUCYHKaxX HUXKe.
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PucyHok 43 — 3agHaa naHenbs MES2300-24P
Ethernet-kommymamops! cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312, 61

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32
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PucyHok 49 — 3aaHAaa naHenb MES3300-08F

62 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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PucyHok 52 —3agHaa naHenb MES3300-48, MES3300-48F
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PucyHok 53 — 3agHaa naHenb MES35001-24F
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PucyHok 54 — 3agHaa naHenb MES35001-08P, MES3500I1-10P
Ethernet-kommymamopei cepuii MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312, 63

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32
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PucyHok 59 — 3agHaa naHenb MES5400-24

64 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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PucyHok 60 — 3agHaa naHenb MES5400-48
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PucyHok 61 —3agHaa naHenb MES5410-48
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PucyHok 62 — 3agHaa naHenb MES5500-32

B TaG/'IMLI,E 13 npmeeaeH nepevyeHb pPa3bemMoB, PaACNONIOXKEHHbIX Ha 3aLI,HEl71 naHeIn KOMMYTaTopoOB
MES2300-08, MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P,
MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F,
MES3300-24F, MES3300-48, MES3300-48F, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I1-24F,
MES5312, MES5316A, MES5324A, MES5332A, MES5300-48, MES5305-48, MES5310-48, MES5400-24,
MES5400-48, MES5410-48, MES5500-32.

Tabnnua 13 — OnucaHMe pasbemMoB 3afHel naHenu KommyTaTopoB MES2300-08, MES2300-08P,
MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, @ MES2300-24P,  MES2300D-24P,
MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F,
MES3300-48, MES3300-48F, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48,
MES5410-48, MES5500-32

Neo D/IeMEeHT 3a4Hel naHenu OnucaHue
—_— “

1 Knemma 3azemnenuna = Knemma pna 3a3emneHus yCcTpomncTea.

2 BeHTUnATOpPDI BeHTUNATOPbI ANA OXNaXKAEHWA YCTPOUCTBA.

3 CNOTbI AN YCTAHOBKM 610KOB CnoT ans ycTaHoBKM pe3epBHOro 61oka nutaHma AC nam DC.

4 nuTaHuA CNoT ANA yCTaHOBKM OCHOBHOTO 610Ka nuTaHma AC nam DC.

5 Console MES5300-48 KOHCONbHbIM NOPT A5 NOKANbHOIO YNPaB/eHUA YCTPOUCTBOM.
MES5305-48 MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHOro ynpas-

6 00B MES5310-48 JNIEHNA YCTPOMUCTBOM.
MES5410-48 YnpaB/ieHWe OCyLLEeCTBASETCA NO CETU, PA3AeNbHO C KaHaNoM Nepeaaym
MES5400-48 AHHbIX,

Ethernet-kommymamopbi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, 65

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32



SHELTEX
7 <3 USB-nopr.

MES35001-08P KpoHwTeliH ana ycTaHoBKM ycTpoiicTea Ha DIN-peitky.
8 KpoHwTeiH MES35001-10P
MES35001-8P8F

2.4.3 bBokoevblie naHenu ycmpolicmea
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PucyHok 63 — JleBass 60KoBan naHenb MES2300-08
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PucyHok 69 — /leBas 60koBasa naHenb MES2300D-24P

66 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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PucyHok 70 — JleBasa 60KoBaa naHenb MES2300DI-28
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PucyHok 72 — JleBasa 6okoBas naHenb MES2300B-48
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PucyHok 73 — JleBasi 6oKkoBana naHenb MES3300-24
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PucyHok 74 — leBaa 60koBas naHenb MES3300-08F
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PucyHok 76 — Jlesaa 6okoBan naHenb MES3300-24F
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PucyHok 77 — leBas 6okoBana naHenb MES3300-48
Ethernet-kommymamops! cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312, 67

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32
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PucyHok 78 — Nlesasa 6okoBas naHenb MES5316A, MES5324A, MES5332A
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PucyHok 81 — JleBas 60KkoBasa naHenb MES5300-24
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PucyHok 82 — Jlesaa 6okoBan naHenb MES5300-48, MES5305-48, MES5310-48
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PucyHok 83 — flesaa 6okoBas naHenbs MES5400-24, MES5400-48
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PucyHok 84 — NpaBasa 6okosas naHenb MES5300-24, MES5400-24, MES5400-48
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PucyHok 85 — MNpasasa 6okoBaa naHenb MES5410-48

68 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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PucyHok 86 — NpaBasa 6okosas naHenbs MES5500-32

Ha 60KOoBbIX NaHeNAxX yCTPOMCTBA PACMONOKEHbI BEHTUIALUMOHHbIE PeLeTKU, KOoTopble CAyXKaT A
oTBOAa Tenna. He 3akpbiBaiiTe BEHTUNALMOHHbIE OTBEPCTUS MOCTOPOHHUMMK MpegMeTamu. ITO MOXKeT
NPWBECTU K NeperpeBy KOMMNOHEHTOB YCTPOMCTBA W Bbi3BaTb HapyLLeHUs B ero pabote. PekomeH4auumn no
YCTaHOBKE YCTPOMCTBA PACNoJIOKEHbI B pasgenie «YCTaHOBKA M NOAKAOYEHUE Y.

2.4.4 Csemosasa uHOUKayusa

CocTonAHue uHtepdeiicos Ethernet nHaMumpyeTca AByms ceeToanmoaHbIMU MHAMKaTopamu, LINK/ACT
3esieHoro ugeta u SPEED aHTapHOro ugeTta. PacnosoxeHne CBETOANOA0B NOKA3aHO HAa PUCYHKAX HUMXKe.

Link @ O Speed
T ol

]

PucyHok 87 — BHeluHuMIA BUA oamMHapHOro pasbema SFP/SFP+

Yo C

HVA VA

LINK/ACT SPEED

PucyHoK 88 — BHellHMI1 BUA caBOeHHOro pasbema SFP/SFP+/SFP28

LINK/ACT SPEED

PucyHok 89 — BHelwHW BMA pa3bema RJ-45

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 69
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32



HELTEX

LINK/ACT ~ SPEED

PucyHok 90 — BHewHuMI Bug, pasbema QSFP+ 1 QSFP28 ans MES5300-48, MES5305-48, MES5310-48,
MES5400-xx, MES5410-48

Ons  mopmenn MES5500-32 coctosiHMe WHTepdeicoB QSFP28  uHaMumpyetcs  YeTbipbMs
CBETOANOHBIMN NHONKATOPAMKU 3€/1€HOM0 N AHTAPHOIO L,BETOB: AAaHHble MHAMKATOPbI MOFYT NPUHUMATb
Kak ponb LINK, Tak 1 SPEED, ux coctosiHua onucaHbl B Tabaunuax 19, 20, 21. Ons Kaxkaoro pexkmma paboTsbl
nopTa WMHAWKATOPbl MMEIOT pPas3/IMYHOE HasHayeHue. Bemay atoro B Tabaumuax 19, 20, 21 gaHHble
WHAMKaTOpbl ByayT NPOHYMEpPOBaHbl KaK K MHAMKATOP 1», KMHAMKATOP 2», «MHANKATOP 3», KMHAUKATOP 4».

CoctoAHne uHTepdenco XG-NnopToB MHAMUMPYETCA ABYMA CBETOAMOAHLIMU WMHAMKATOPaMW,
LINK/ACT 3eneHoro useta n SPEED aHTapHOro LBeTa. Pacnono»eHue cBeToAMOA08 NOKa3aHO Ha PUCYHKaX
HUXKe.

WMHuankatop 1

WMHauwkartop 2

NupmkaTop 4

WMuawnkaTop 3

MHaukartop 1

WMupvkatop 4

WMuaukaTop 2

0000

NHamkatop 3

PucyHok 91 — BHewwHKi1 BuA pasbema QSFP+ n QSFP28 ana MES5500-32

Tabnnuya 14 — CeeToBaA MHAMKALMA COCTOAHMA NHTepdeincoB QSFP28

CeeyeHue uHOUKamopa

CeeyeHue uHOUKamopa

CocmosHue uHmepdgelica Ethernet

SPEED LINK/ACT
BbikntoyeH BbikntoueH MopT BbIKNOYEH AN COeANHEHME HE YCTaHOB/IEHO.
BbikntoueH [opuT NOCTOAHHO YcTaHOBEHO coeanHeHne Ha ckopocTu 40 Méut/c.

[opuT NOCTOAHHO

[opuT NOCTOAHHO

YcTaHOBIEHO coeanHeHue Ha ckopocTu 100 Mut/c.

X

Mwuranue

NpeT nepeaaya AaHHbIX.

70 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




AELTEX

Tabnuua 15 — CBeToBasA MHAMKALMA COCTOSHUA MHTepdeincos SFP28

BbikntoyueH BbikntoueH MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBAEHO.
BbikntoueH [opuT NnocToAHHO YcTaHOB/EHO coenHeHne Ha ckopoctu 1 Méut/c.
BbikntoueH loput nocTtoAaHHO YcTaHoBeHO coeauHeHue Ha ckopoctu 10 Meut/c.
lopwuT nocTtoAHHO [opuT nocTtoAHHO YcTaHOB/IEHO coeAnHeHMe Ha ckopocTu 25 Feut/c.
X Mwuranune MaoeT nepepava gaHHbIX.

Tabnunua 16 — CBeToBaA MHAMKALMA COCTOAHUA UHTepdelicos SFP+

BbIkntoyeH BbikntoueH MopT BbIKNOYEH AN COeANHEHME HE YCTaHOBJ/IEHO.
BbikntoueH opnT nocToAHHO YcTaHoB/IeHO coeanHeHne Ha ckopocTu 1 Iéut/c.
FopnT nocToAHHO FopuT nocToAHHO YcTaHoB/IeHO coeanHeHne Ha ckopocTu 10 Méut/c.
X Mwuranune MpoeT nepepaya AaHHbIX.

Tabnunuya 17 — CBeToBan MHAMKALMA COCTOSHUA UHTepdelicoB SFP

BbikntoueH BbikntoueH MopT BbIKNOYEH AN COEAUHEHUE HE YCTaHOB/EHO.
BbikntoueH [opuT noctoAHHO YcTaHOB/IEHO coeanHeHne Ha ckopoctu 100 M6ut/c.
FopnT NnocToAHHO FopuT NnocToAHHO YcTaHoOB/EHO coenHeHne Ha ckopocTu 1 Féut/c.

X MwuraHune MpoeT nepegava gaHHbIX.

Tabnuua 18 — CeeToBaA MHAMKaLMA cocToaHUA Ethernet-nopTtos 10/100/1000BASE-T

BbikntoueH BbikntoueH MopT BbIKNOYEH MW COEANHEHNE HE YCTaHOBAEHO.

YcTaHOBNEHO coeAuHeHne Ha ckopoctu 10 M6uTt/c

BbikntoyeH lfopuT NocToAHHO

P nan 100 M6uT/c.
lopuT nocTtoAHHO [opuT nocTtoAHHO YCcTaHOB/IEHO coeanHeHne Ha ckopocTu 1000 MéuTt/c.
X MwuraHune NpeT nepepava gaHHbIX.

Tabnnuya 19 — CeeToBan MHAMKaLMA cocTosHUA MHTepdelcoB QSFP28 ans MES5500-32

MopT BbIKAOYEH WAM cOoeuHeHUe He
YCTaHOB/NEHO.

BbikntoueH BbikntoueH BbikntoueH BbikntoveH

Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES3500I-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, 71
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32



HELTEX

loput loput loput
YCTaHOB/NEHO cOoeAMHEHNEe Ha CKOPOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO BbikntoueH
40 réur/c.
3e/1eHbIM AHTApPHbIM AHTApPHbIM
lopur lopur lopur loput
YcTaHOBNEHO coefMHEHNEe Ha CKOpOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO
100 réut/c.
3e/1eHbIM AHTApPHbIM AHTApPHbIM AHTAPHbIM
MwuraHune X X X MpoeT nepepaya gaHHbIX.

Tabnunua 20 — CBeToBas UHAMKAUMA cocTossHWUA nHTepdelicoB QSFP28 ana MES5500-32 B perkunme pacluen-

neHua
CocmosHue uHOuUKamopa
CocmosHue uHmepdgelica Ethernet

UHdukamop 1 | UHOuKamop 2 UHOukamop 3 | UHOukamop 4

MopT BbLIKAKOYEH WU COeOMHEHWE He
BbikntoyeH BbikntoueH BbikntoueH BbikntoyeH

YCTaQHOBJIEHO.
loput lopur lopur lfoput

YCTaHOB/MIEHO COeAMHEHNE Ha CKOPOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO 1 T6uT/c
3e1eHbIM 3en1eHbIm 3es1eHbImM 3e/1eHbIM ’
lopur lopur lopur loput

YcTaHOB/NEHO coeuMHEeHNe Ha CKOpOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO

10 réwur/c.
3e/1eHbIM 3e/1eHbIM 3e/1eHbIM 3e/1eHbIM
lopwut loput loput lfoput

YCTaHOBNEHO COEAMHEHNE HA CKOPOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO 25 [6uT/c
3e1eHbImM 3en1eHbIm 3es1eHbIM 3e/1eHbIM ’
Mwuranue Mwuranue Mwuranue Mwuranue MpoeT nepepaya gaHHbIX.

Tabnunua 21 — CeeToBan MHAMKALMA COCTOAHMA MHTepdeicoB SFP+ ana MES5500-32

CeeyeHue uHOUKamopa

CeeyeHue uHOUKamopa

CocmosHue uHmepdgeilica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKAIOYEH UAW COeAMHEHWNE HEe YCTAaHOBJ/IEHO.
BbikntoyeH lopuT NocToAHHO YcTaHoB/IEHO coeauHeHme Ha ckopoctn 1 Féut/c.

rOpMT NMNOCTOAHHO

rOpVIT NOCTOAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopocTtu 10 Meut/c.

X

MwuraHune

NaeT nepepaya AaHHbIX.

NHankatop Unit ID (1-8) cnyuT ana obo3HayeHWss HOmMepa YCTpoKhCTBa B cTeKe. CUCTeMHble
nHamMKatopbl (Power, Master, Fan, RPS) cny»kaT ana onpegeneHumsa coCTosHMUA paboTbl y3/10B KOMMYTATOPOB.

Tabnnuya 22 — CBeToBan MHAMKALMA CUCTEMHbIX UHAMKATOPOB

HaseaHue DyHKYuUA -
CocmosHue uHOuKamopa CocmosHue ycmpolicmea
UHOUKamopa UHOUKamopa
BbikntoyeH MuUTaHKe BbIK/IOYEHO.
o MWTaHWe BKAOYEHO, HOPMasibHan
3eNeHblit, FOPUT NOCTOAHHO o
paboTa ycTpoiicTBa.
CocrosaHue OTcyTCcTBME NEPBUYHONO NUTAHMA
Power MCTOYHMKOB MES5312 Opatesuiji | OCHOBHOTO MCTOMHUKa (Npwn nuTaHWUK
nuTaHua MES5316A YCTPOWCTBa OT pe3epBHOro
MES5324A MCTOYHMKA).
MES5332A o
KpacHbin ABapuAa BTOPUYHOIO UCTOYHMKA.

72 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32
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MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300DI-28
MES2300B-24F
MES2300-24P
MES2300B-48

KpacHbiin

ABapwus BTOPUYHOI0O NCTOYHUKaA.

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-24F
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5400-24
MES5400-48
MES5410-48
MES5500-32

KpacHbin

OTcyTCcTBME NEPBUYHOrO NUTAHMA
OCHOBHOIO UCTOYHMKA (NpW NUTaHWUU
YCTPOICTBa OT pe3epBHOro UCTOYHMKA)
WM aBapuA BTOPMUYHOTO UCTOYHMKA.

Mpu3Hak . YCTpOICTBO ABNAGTCA «MacTeEPOM» B
3eneHbln, rOpUT NOCTOAHHO
Master BeAyLiero CTeke.
yCTpOKCTBa Npu YCTPOICTBO He ABNAETCA «KMacTepoOM»
BbikntoyeH
paboTe B cTeke B CTEKe.
3enenbii, Bce BHYTpeHHMe cucTembl paboTatoT B
MES2300-24F roput mamgmp e P
MES2300B-24F NOCTOAHHO P ’
MES2300-24P BO3mMoOXKHaA HencnpaBHOCTb
MES2300D-24P KpacHbii, BEHTUNATOPOB, BbICOKAA Temmnepatypa
MES2300B-48 roput Ha O4HOM M3 TEPMOAATYNKOB.
NHankaTop
Status cocToAHMA MES2300-48P NOCTOAHHO OwwnbKM PoE (TonbKo ana
. MES2300-48P).
yCTponcTBa Seneron
MES2300-08 - ’ Bce BHYTpeHHMe cucTembl paboTatoT B
MES2300-08P I'IOF()ITOFIHHO LWTAaTHOM pexume.
MES2300-24 "
KpacHbin,
MES2300B-24 - BbicoKkaa TemnepaTtypa Ha O4HOM 13
MES2300DI-28 P TEPMOAaTYMKOB.
NOCTOAHHO
CocTosiHue 3eneHblii, ropuT NOCTOAHHO Bce BEHTUAATOPbI UCNPABHbI.
Fan BEHTUAATOpPA . OTKa3 oaHoro uam bonee
KpacHbli1, ropuUT NOCTOAHHO
oxnaxaeHusa BEHTWU/IATOPOB.
Pe3epBHbIi ICTOYHUK YCTAHOBAEH,
3eneHbli, FOPUT NOCTOAHHO nuTaHue BKAOYEHO, paboTaeT
Pexknm paboTbl
e3epBHOIO HOPMaJIbHO.
RPS P OTCcyTCTBME NEPBMUYHOIO NUTAHMA
WCTOYHMKA o
KpacHblin, ropuT NOCTOAHHO pe3epBHOro UCTOYHWMKA UK ero
nuTaHna
HEWCNPaBHOCTb.
BbikntoyeH Pe3epBHbIN UCTOYHUK HE MNOAK/IOYEH.
3eneHsbin,
ropuT MNopgKkntoyeH notpebutens PoE xoTa 6bl
PoE MES2300-08P P B OAMH NOPT.
NOCTOAHHO
CoctosaHue PoE MES2300-24P "
KpacHbin,
- ABapus PoE (mopT B cOCTOAHUU
P neperpysku, rnobanbHas aBapus PoE).
NOCTOAHHO
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BbikntoyeH MNoTpebutenn PoE He NoAKNOYEHDI.
3eneHbli, AKB nogkntoyeHa, NTaHWe B HOpPMe.
ropur
NOCTOAHHO
3eneHsbli, AKB 3apsakaeTca.
muraet
Battery CoctosHue AKB | MES2300B-24F raeT ’
MES2300B-48 2 -
KpacHbin, Hu3ku yposeHb 3apaga AKB.
muraet
KpacHbin, ABapusa PTB (pacuenuTens Toka
roput 6aTapewm).
NOCTOAHHO
BbikntoyeH AKB oTkntoueHa.
3eneHsbin,
ropuT BnoK NUTaHWA yCTaHOBAEH B C/10T,
nuUTaHWe BKAOYEHO.
NOCTOAHHO
nuTaHua Main MES2300D-24P ! !
ropur YCTQHOB/IEH B CNOT, MUTaHME
NOCTOAHHO BK/IHOYEHO, HO UMeeTcA
HencnpaBHOCTb.
BbikntoyeH BnoK NUTaHWA He YyCTaHOB/EH B C/OT.
3eneHbil,
ropuT BnoK NUTaHWA yCTaHOBANEH B C/OT,
HOCTORHHO nuUTaHWe BKAOYEHO.
CoctosAHue 610Ka BnoK NUTaHWA yCTaHOBAEH B CNOT, HO
nuTaHuA MES2300-48P KpacHbin nuTaHue OTKAYeHO; 610K NUTaHUA
MES2300D-24P ! ’
pPS2 Redudant roput YCTaHOBJIEH B CNOT, NUTaHUe
NOCTOAHHO BK/IHOYEHO, HO MMeeTCA
HEeUCNpPaBHOCTb.
BbikntoyeH BnoK NUTaHWA He yCTaHOB/EH B C/OT.
3eneHsbin,
roput MopaHo nutaHue Ha BBoa PWR1.
PWR1 VHAnKaTOpbI NOCTOAHHO
COCTOAHUA BbikntoyeH MutaHue Ha BBog PWR1 He noaaHo.
nnTaHna 3eneHbln,
ycTpoiicTaa roput MNopaHo nuTaHue Ha BBog PWR2.
PWR2 NOCTOAHHO
BbikntoueH MutaHue Ha BBog PWR2 He nogaHo.
Rpactbiv, InobanbHas aBapus PoE-KoHTponepa
NHamKaTop MES35001-08P ropur (He oTBeuyaeT PoE-KOHTpOANEP).
Alarm aBapM MES35001-10p | OCTOAHHO
MES35001-8P8F BbikntoyeH HopmanbHasa paboTa ycTpoicTaa.
KpacHbii,
NHankaTop roput Meperpes ycTponcTaa.
Temp TemnepaTypsl NOCTOAHHO
BbikntoyeH HopmanbHas paboTa, neperpesa Her.
3enenbin, MoakntoueH notpebutens PoE B
PoOE NHankaTopel ;ZF;:;HHHO COOTBETCTBYIOLLMI NOPT.
coctoaHua PoE
MNoTpebutens PoE He nogKkntoyeH B
BbIkntoueH N
COOTBETCTBYHOLWMI NOPT.
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2.5 KomnnekTt nocraBKku

B 6a30BbIii KOMMNAEKT NOCTAaBKM BXO4AT:

— Ethernet-kommyTatop;

— KomnnekKT Kpenexa B CTOMKY;

— WHyp nuTaHms EBpoBunka-C13, 1.8m (Tonbko ana MES2300-08, MES2300-08P, MES2300-24,
MES2300B-24, MES2300B-24F, MES2300-24P, MES2300B-48);

— WHyp nutanHms NBC 2x1.5, 2m (Tonbko ana MES2300B-24, MES2300B-24F, MES2300B-48,
MES3500I1-08P, MES35001-10P);

— Pa3bem KabenbHol yacTn 2EDGK-5.08-02P-14-00AH — 2 wr. (Tonbko ana MES3500I1-08P,
MES3500I-10P, MES3500I-8P8F);

— Pa3bem KabenbHol Yactu 2EDGK-5.08-03P-14-00AH — 1 wrT. (Tonbko ana MES35001-08P,
MES3500I-10P, MES35001-8P8F);

— MamAaTKa 0 AOKYyMeHTaumu;

— CepTudurKaT COOTBETCTBUS;

— MNacnopr.

Mo 3aKa3y NoKynaTenA B KOMIM/IEKT MOCTaBKM OMUMOHANbHO MOTYT 6bITb BK/HOYEHbI:

— PykoBoacTtBo no skcnayatauum Ha CD-gucke;

— KoHconbHbIN Kabenb;

—  Mogaynb nutanma PM65-220/12 (ana MES2300DI-28, MES3300-24, MES3300-08F,
MES3300-16F, MES3300-24F, MES3300-48, MES3500I-24F);

— Mogaynb nutaHma PM160-220/12 (ana MES3300-08F, MES3300-16F, MES3300-24, MES3300-24F,
MES3300-48, MES5312, ans cepumn MES53xxA, MES5300-24, MES5400-24);

— Mogaynb nutaHma PM350-220/12 (ana MES5300-48, MES5305-48, MES5310-48, MES5400-48);

—  Mogaynb nutaHma PM600-220/12 (ans MES5410-48, MES5500-32);

— Mogaynb nutaHusa PM450-220/56 (ana MES2300D-24P);

— Mogaynb nutaHma PM950-220/56 (ans MES2300-48P);

— WHyp nuTaHms EBpoBuaka-C13, 1.8m (B cnyyae KomnaekTaumMm moaynem nUTaHus
PM160-220/12, PM350-220/12, PM600-220/12 nnu PM950-220/56);

— Mogaynb nutaHma PM100-48/12 (ans MES3300-08F, MES3300-16F, MES3300-24, MES3300-24F,
MES3300-48, MES5312, ans cepum MES53xxA);

—  Moaynb nutaHua PM160-48/12 (ana MES5300-24, MES5400-24);

—  Moaynb nutavma PM350-48/12 (ana MES5300-48, MES5305-48, MES5310-48, MES5400-48);

—  Moaynb nutaHua PM600-48/12 (ana MES5410-48, MES5500-32);

—  Moaynb nutaHua PM950-48/56 (ana MES2300-48P);

—  WHyp nutaHua NBC (B cayvae KomnaekTaumm moaynem nutaHua PM100-48/12, PM160-
48/12, PM350-48/12, PM600-48/12 nnu PM950-48/56);

— SFP/SFP+/SFP28/QSFP+/QSFP28 TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B naHHOM pasaene onucaHbl NpoLeaypbl YCTaHOBKM 060pyA0BaHMA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

3.1 KpenneHue KPOHWTENHOB

B KOMNAEKT NOCTaBKW YCTPOMCTBA BXOAAT KPOHLUTENHbI A5 YCTAHOBKM B CTOMKY M BUHTbI A41A Kpen-
JIEHMA KPOHLUTEMHOB K KOPMYCY YCTPOMCTBA. Ha KpOHLWTENHAX PacnO/I0XKEHbI LWECTb KPENEKHbIX OTBEPCTUN
A5 Pa3HbIX BAPUAHTOB KPEMJIEHMA, YTO NO3BOJIAET PEryIMPOBATb PACCTOAHME MeXAY nepeaHel NaHe N bto

W aBepuei cepBepHoro WwKada (pucyHkn 73—75). s yCTaHOBKM KPOHLWTENHOB BbibepuUTe OAUH U3 Bapu-
aHTOB KpenneHusa:

PucyHok 93 — BapuaHT KpenaeHusa KpoHwTenHoB No2

1. CoBmecTuTe BblbpaHHble YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAKMMU }Ke OTBep-
CTUAMKM Ha BOKOBOW NMaHen yCTPOICTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMYyCy.

3. MosTopuTe geicTeus 1, 2 Ans BTOPOro KpoHLWTENHa.
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)

PucyHok 94 — BapuaHT KpenneHua KpoHwTenHos ana MES5410-48, MES5500-32

Ons petaneit KpoHWTeMHA NpeaycMOTPEHO HECKOJIbKO MOJIOKEHUIA, 3aBUCALUMX OT TNyOUHbI
NCNosibayeMon CTOMKWU. MuHMManbHas raybuHa, Ha KOTOPYH PacCYUTaH KPOHWTEWH — 537.5 mm,
MaKcumanbHaa — 787.5 mm.

1. BbibepuTte HeobxoaMMOe nonoxeHne agetann 1 (aBa BapmaHTa nonoxeHus). CoemecTute ye-
Tbipe OTBEPCTUA Ha AeTann 1 c YeTbipbMa OTBEPCTUAMMU Ha BOKOBOM NaHenu ycTpoicrea. C
NOMOLLbIO OTBEPTKU NPUKPENUTE AeTaNb KPOHLITEMHA BUHTAMM K KOpRycy.

2. Bblbepute HeobxoaMMOe NoNoXKeHUe aeTtann 2 (4Ba BapMaHTa nonoxeHus). CoBmecTuTe BO-
CeMb OTBEPCTUIN Ha AeTann 2 C BOCEMbIO OTBEPCTMAMKU Ha BOKOBOWM MaHenu yctpoiictea. C
NOMOLLbIO OTBEPTKU NPUKPENUTE AETaNb KPOHLUTEMHA BUHTAMM K KOpMycCy.

3. Bblbepute HeobXx0aMMOE NONOXKEHUE AeTann 3 (Y4eTbipe BapuaHTa nonoxKeHus). Coemectute
TPU OTBEPCTMA Ha AEeTaNM 3 C TaKUMMU Ke BblIOpaHHbIMK OTBEPCTUAMM Ha AeTanun 4. C nomo-
LLbIO OTBEPTKM COEANHUTE AETa/IM BUHTAMW C BHYTPEHHEN CTOPOHbI KPOHLUTENHA, 3aKpydm-
BaA TONIbKO KpalHWe BUHTDI.

4. MNostopute warn 1-4 c apyroit 6GOKOBOWM NaHENbIO YCTPOMCTBA.

5. [anee npou3BoAUTCA YCTaHOBKa YCTPOWCTBA B CTOMKY (CcM. pa3gen 3.2).
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3.2 YcTaHOBKA YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES2300-xx, MES3300-xx, MES5312, MES53xxA,
MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-xx

[nAa yCTaHOBKM YCTPOICTBA B CTOMKY:

1. Mpunoxute ycTpoCTBO K BEPTUKA/IbHBIM HAMPaBAAIOLLMM CTOMKM.

2. CoBMeCTUTE OTBEPCTMA KPOHLWITENHOB C OTBEPCTUAMM Ha HaNpaBAAOWMX CTOMKK. Mcnonb-
3yliTe OTBEPCTMA B HanpaBAAOWMX HA OAHOM YpPOBHe C 0H6enx CTOPOH CTOMKM, ANA TOro
4yTObbI YCTPOMCTBO PaACcno/iarasocb ropn3oHTasbHO.

3. C nomoLlbto OTBEPTKU MPUKPENNTE KOMMYTATOP K CTOMKE BUHTAMMU.

\Wﬁﬁﬁﬁﬁﬁﬁ

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ/

PucyHoK 95 — YcTaHOBKa YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES5410-48, MES5500-32

Ona yctaHoBKM ycTpoiictB MES5410-48, MES5500-32 B CTOIKY:

3aduKcnpyiite getanb 4 Ha HanpaBAAIOLWEN CTOMKU C NOMOLLbIO BUHTOB.

BcTaBbTe YCTPOMCTBO B CTOMKY, MCMOJIb3YA AeTaslb 3 KaK HAaNpaBAAoLLYHO.
3aduKcnpyiite getanb 1 Ha HanpasBAAOWEN CTONKMN.

Ncnonb3ysa oTBepTRY, 3adUKCUPYITE LEHTPAIbHbIN BUHT, COeAUHAOWMNK aeTanmn 2 n 3.

PwnpE
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I iniaintatainl

PucyHoK 96 — YcTaHOBKa yCTpoiicTBa ME55500-32 B CTOMKY

3.2.2 PasmeweHUe KOMMymamopos 8 cmoiike

Ha pucyHKe HUKe NpuBeaeH Npumep pasmeLleHms KommyTtaTopos MES5312 B cToitke.

o MES-5312 N1 o
(o] KabenbHbiii opraHaiisep o
o] MES-5312 N2 o
(o] KabenbHblit opraHaiiaep o
o MES-5312 N3 °
o KabenbHbiii opraHansep o
o MEsssizna o
(o] KabenbHbiit opraHaiisep o]
o] MES-5312 N5 )
o KabenbHblii opraHaiisep o

PucyHok 97 — PasmelieHne KommyTtaTopoB MES5312 B cToiKe

AHaNOrM4yHO NPOUCXOAUT pa3mell,eHUe OCTasibHbIX KOMMYTaTOPOB B CTOliKe.

'] He 3aKpbliBaliTe BEHTUNALUOHHDbIE OTBEPCTUA, a TaKKe BEHTUNATOPbI, PACNO/IO}KEHHbIE HA
' 3a4Hel NnaHenu, NOCTOPOHHUMMU NpeameTamu Bo M3bexkaHue neperpesa KOMNOHEHTOB KOM-
MyTaTopa M HapyLweHuA ero paboTbl.
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3.2.3 YcmaHoeka ycmpoiicme MES35001-08P, MES3500I-10P, MES3500I-8P8F Ha
DIN-peliky

Ycrpoicreaa MES35001-08P, MES35001-10P, MES3500I1-8P8F ycraHaBnnBaeTcA BepTUKa/bHO,
e TaK KaK 60KoBble naHean obecneunBaloT TENJ1I00TBOA,

[ns yctaHoBKK ycTpolicTBa Ha DIN-peliky:

1. HaKAoHWUTb KOpnyc yCTPOMCTBA BEPXHEN YacTbto OT ceba M npunoxuTto K DIN-pelike Tak,
YTOObI €€ BEPXHAA KPOMKA OKa3anacb 32 NPOBO/IOYHON NPYKUHON.

2. HapaswuTb Ha KOPMNyC YCTPOMCTBA CBEPXY.

3. He cHMMasa AaBneHus, NPUXKaATb HUKHIOK YacTb Kopnyca ycTpoicTea K DIN-peitke ao 3a-
LeNKMBaHMA.

Ona pemoHTaxKa yctponctea ¢ DIN-peiiku:

1. HapgaBwuTb Ha KOpPMyC YCTPOMCTBA CBEPXY.
2. He cHMMaA faBneHua, NOTAHYTb HUMKHIOK YacTb YCTPOMCTBA Ha cebs.
3. [lpunoaHas Kopnyc, CHATb ycTpoiicTeo ¢ DIN-peliku.
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3.3 YcraHOBKa moagynei NnUTaHUA

KommyTaTtop moxkeT paboTaTb C OAHUM UM ABYMA MOAY/IAMU NUTAHUA. YCTaHOBKA BTOPOro mMoayn
NUTaHWA HeobxoaMMa B C/y4ae MCMNO/b30BaHUA YCTPOMCTBA B YCAOBUAX, TPEOYOWMX MNOBbILEHHOM
HageXHoCTHU.

MecTa gns yCTaHOBKM MOAyNeN MUTAHUA C SNEKTPUYECKOM TOYKM 3PeHUA pPaBHOLEHHbI. C TOYKM
3pEeHUA UCNOJIb30BAHMA YCTPOMCTBA, MOAY/1b MUTaHMA, HaXo4AWMNCA BAMIKE K Kpato, CYUTAETCA OCHOBHbIM,
6/1MKe K LLeHTPY — pe3epBHbiM. Moaynm NMTaHUA MOTyT YCTaHaB/IMBATLCA M U3B/IEKaTbCA 6e3 BbIK/IoYeHuA
ycTpoicTea. [pu  yCTaHOBKE WAM  U3BAEYEHUW [AOMOJIHUTE/IBHOrO MOAYASA MNUTAHUMA KOoMMyTaTop
npoaonxaet paboty 6e3 nepesanycka.

’ ' Mepea 06cny>KMBaHMEM U3AENNA, PEMOHTOM UAN APYFMMM aHANOTUUHBIMU AEeNCTBUAMM OT-
e K/IlOUMTE U3genmne ot BCeX UCTOYHMKOB NUTaHUA.
. BAOKU NUTaHKUA A0NKHbI 6bITb BCTaBNEHbI B KOMMYTaTOp A0 ynopa. Mpu nogkaoueHnn 6.10-
’ KoB nutaHua PM600-48/12, PM600-220/12, PM950-48/56, PM950-220/56 pomxeH 6biTb
-

C/IbllLUEH WeN4yoK.

PucyHok 98 — YcTaHOBKa moaynel nuTaHuA

CoctosiHMe Moaynel MUTaHMA MOXKEeT ObiTb MPOBEPEHO MO MHAMKAUMWM Ha nepesHeir naHenu
KommyTaTopa (cm. pasgen 2.4.4) uav no OmMarHoCTMKe, OOCTYMHOM yepe3 MHTepdeicbl ynpasieHus
KOMMYTaTOPOM.

UHauKauma asapum moayna NnUTaHUA MOXKeT 6bITb BbI3BaHA HE TO/IbKO OTKa3om mopayna, HO
ol n OTCyTCTBMEM NepBUYHOIo NUTaHuA.

3.4 MopgKnioueHue nuTaloLei ceTn

1. Mpexae 4yem K yCTpOMCTBY OyAeT MOAKAOYEHA NUTAlOWAA ceTb, HEOOXOAMMO 3a3eMNTb
KOpMnyc yCTPOICTBa. 3a3emneHne HeobxoAMMO BbIMONHATb U30/IMPOBAHHBIM MHOTOXW/Ib-
HbIM MPOBOAOM. YCTPOMCTBO 3a3eMJIEHMA U CEYEHME 3a3eMAAIOLLETO NPOBOAA AOMXKHbI CO-
OTBETCTBOBaTL TpeboBaHMam Y.

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 81
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32



HELTEX

’ MoaknoueHUe AO0MKHO OCYLLLEeCTBAATLCA KBanMdJMU,MpOBaHHbIM cneynanncTtom.
-

2. Ecav npeanonaraeTcA NOAKNIOYEHME KOMMbIOTEPA MAM MHOTO 0BOPYAOBaHUA K KOHCOAb-
HOMY NMOPTY KOMMYTATOPa, 3TO 060PYyAOBaHME TaKKe AONKHO ObITb HAAEKHO 3a3EMNEHO.

3. TMopkntoumTe K yCTPOMCTBY Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMMJIEKTALLMMU YCTPOMCTBA,
NMUTaHME MOXKET OCYLLLECTBNATLCA OT CETU NEPEMEHHOTO TOKa IMB0 OT CETU NOCTOAHHOTO TOKa.
Mpn NoAKNOYEHUN CETU NMEPEMEHHOTO TOKa C/leAyeT MCMNO/b30BaTb Kabenb, BXOAALLMNIA B
KOMNAEKT yCcTponcTea. MNMpu NOAKAIOYEHMM K CETU NMOCTOAHHOFO TOKa MCMO/b3yiTe NPOBOA,
ceyeHrem He meHee 1 Mm% 1 cobntoaaiTe NONAPHOCTb, YKa3aHHYIO Ha 6/10Ke NUTaHuA.

Bo usbexxaHne BO3HMKHOBEHMUA KOPOTKOr0 3aMblKaHUA NPU NOAKAIOYEHUMN K CETU NOCTOAH-
HOro TOKa PEKOMEeHAYEeTCA NPOU3BECTU 3a4UCTKY NPOBOAA HA A/IMHY 9 MM.

.‘

Llenb NnUTaHMA NOCTOAHHbIM TOKOM A,0/1XKHa copgepiKaTtb YCTPOVICTBO OTK/IIO4YEHUA NUTaHUA C
¢M3VI‘-IECKMM pa3beguHeHnem coeguHeHua (BbIKl"O‘-IaTenb, pa3bem, KOHTAKTOpP, aBTOMATU-
YeCcKuit BbiKAloYaTe b U T.0.).

.‘

4. BKNOYMTE NUTaHMeE YCTPOWUCTBA U ybeanuTech B OTCYTCTBMM aBapuiA MO COCTOSHUIO MHAMKATO-
pOB Ha NepeaHen naHenw.

3.5 YcraHoBKa u yaaneHue SFP-TpaHcuBepoB

TonbKo gna MES5500-32: Bo u3berxkaHue noBpeXxAeHUA yCTPOMCTBA NPU OAHOBPEMEHHOM
ucnonb3oBaHum noptoB XG1 n XG2 Heob6xoaMMO ucnonb3oBaTb SFP+ TpaHcuBepbl € TUNOM
pasbema LC unun SFP+ Direct Attached Cable (DAC).

.‘

/ YcTaHOBKa ONTUYECKUX MOAyﬂEﬁ MOXeT NPpon3BoaAnUTbCA KaK Npu BbIK/IIOYEHHOM, TaK U NpU
BK/IIOYEHHOM yCTpOﬁCTBe.

1. BcTaBbTe BepxHUit SFP-moaynb B CIOT OTKPbITOM YacTbto pa3bema BHU3, @ HUXKHNI SFP-mo-
OyNb OTKPLITOM YacTblO pa3bema BBEPX.

PucyHok 99 — YcraHoBKa SFP-TpaHcmBepos
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2. Hapasute Ha moaynb. Koraa oH BCTaHET Ha MECTO, Bbl YC/bILIWUTE XapaKTEPHbIN LENYOK.

PucyHok 100 — YctaHoBneHHble SFP-TpaHcuBepbl

[na yapaneHus TpaHcueepa:

1. OTKpoiiTe 3alenky moayna.

PucyHok 101 — OTKpbITHe 3awenkun SFP-TpaHcueepos

2. W3BnekuTe Mmogynb U3 cNoTa.

PucyHok 102 — N3BneveHune SFP-TpaHcuBepoB
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4 HAYANIbHASA HACTPOMKA KOMMYTATOPA

4.1 HacTtpoiika TepMmuHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynsaumm tepmuHana (HyperTerminal, TeraTerm, Minicom)
N NPOU3BECTMU CAeayroLme HaCTPOMKM:

— BblbpaTb COOTBETCTBYIOLWMI NOCAeA0BaTENbHbINA NOPT;

—  YCTaHOBWUTb CKOPOCTb Nepeaayn gaHHbix — 115200 604;

—  3agaTtb GopMaT AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbLIM 6UT, 6e3 KOHTPOAA YETHOCTY;

—  OTK/KOYUTb annapaTHoe 1 NPorpammHoe yrnpasaeHMe NOTOKOM AaHHbIX;

— 334aTb pPeXMM 3myaAaumu TepmmHana VT100 (MHorme TepMWHanbHble MPOrpPaMmbl
MCMNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMUHANA B KAYECTBE PEXKMMA NO YMOHAHUIO).

4.2 BKnwuyeHue yCcTpoiicTea
YcTaHOBUTb coegnHeHne KOHCOZIM KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenosatesibHoOro

MHTepdDEVICH KOMMNbOTEPQA, HA KOTOPOM YCTAaHOB/1IEHO NMNPOrpaMmmMHoe obecneyeHune IMYyNAUnUnN TEPMUHANA.

BKAouUTb  ycTpoicTBo. [pM  KaXkOoM BK/AIOYEHMM KOMMyTaTopa 3anyckaetcs npoueaypa
«TeCTUPOBAHMA CUCTEMbI NpU BKAOYeHMM» (POST), KoTopasa Nno3BoaseT onpeaennTb paboTocnocobHOCTb
YCTPOICTBA Nepes 3arpy3Koit UCNOHAEMOM NPorpammbl B onepaTMBHYO namaTs (O3Y).

OTtobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax MES5312:

BootROM 1.43
Booting from SPI flash

General initialization - Version: 1.0.0

Serdes initialization - Version: 1.0.2

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

DDR3 Training Sequence - Ver TIP-1.55.0

DDR3 Training Sequence - Switching XBAR Window to FastPath Window
DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0
Press x to choose XMODEM...
Booting from SPI flash

Tuned RAM to 512M

Running UBOOT...

U-Boot 2013.01 (Jun 22 2018 - 10:36:009)

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.
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CnycTa aBe cekyHAbl Noc/e 3aBeplieHna npoueaypbl POST HauMHaeTcs aBTo3arpysKa nporpammHoro
obecneyeHna KommyTatopa. [aA BbINOAHEHMA chneuManbHbIX Npoueayp UCnoab3yeTca meHto Startup,
BOMTM B KOTOPOE MOXHO, MpepBaB 3arpysKy Haxkatmem Knasuwmn <Esc> wnu <Enter> B TeyeHue 3TOro
BPEMEHMU.

Mocne ycnewHoOW 3arpy3kM KoMMyTaTopa MOABUTCA CUCTEMHOE npurialeHne uHTepdelica
KOMaHAHoM cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***x** (admin)

console#

/ [na 6bicTporo BbI30Ba CNPaBKM 0 AOCTYMHbIX KOMaHAAX UCMONb3YyiITe KOMBUHaLMIO KNaBUL
<Shift>n <?>.

4.3 3arpy3o4yHoe MeHIo

[na BxoAa B 3arpy3ovHoe MeHI0 c/iedyeT NOAKAUUTLCA K YCTPOMCTBY Yepes nHTepdelic RS-232,
nepesarpysuTb YCTPOMCTBO U B TeYeHMe ABYX CeKyHA noc/e 3aseplueHuns npoueaypbl POST HaxaTb «ESC»
mnn «<ENTER»:

U-Boot 2013.01 (Jul 05 2021 - 13:21:16) Eltex version: 2014 T3.0 eng dropvét 6.2.2

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupg, 3arpy3o4yHoro meHto:

Startup Menu

[1] Image menu

[2] Restore Factory Defaults

[3] Boot password

[4] Password Recovery Procedure

[5] Back

Enter your choice or press 'ESC' to exit:

Tabnnua 23 — GyHKUMKN MHTepdeica 3arpy304HOro MeHIo

dyHKyua OnucaHue
Image menu BbibpaTb akTMBHbIM 06pa3za cuctemHoro MO.
Restore Factory Defaults BoccTaHOBUTb 3aBOACKME HAaCTPOMKM.
Boot password YcTaHoBUTL/YyAannTb Naposib Ha bootrom.
Password Recovery Procedure COpOoCUTb HAaCTPOMKM ayTEHTUPUKALUM.
Back MpoAoMKNTb 3arpy3Ky.
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4.4 Pexunm paboTtbl KOMMyTaTOpa

KommyTatopsl cepmin MES2300-xx, MES3300-xx, MES5312, MES53xxA, MES5300-24, MES5300-48,
MES5305-48, MES5310-48, MES5400-xx, MES5410-48, MES5500-32 paboTatloT B peKume CTeKMpOoBaHMUA.

CteK QYHKLUMOHMPYET KaK egMHOe YCTPOMCTBO N MOXKET 00beANHATb A0 8 KOMMYTAaTOPOB OAHOMN MU
pasHbIX Mogenei (pernamMeHTUPOBaHO MaTPULEA CTEKMPOBAHUA), MMEIOWUX CAeaylolme pPosu,
onpeaensemble Ux nopsaxkosbimm Homepamu (UID):

—  Master (UID ycTtpoiictBa oT 1 A0 8) — c Hero NnpomucxoauT ynpasaeHne BCEMU YCTPONCTBAMM B
cTeke. Ponb MOXHO Ha3HAYUTb BCEM YCTPOMCTBAM, HO aKTMBHbIM master npu aTom byaer
OIMH, oCTanbHble byayT GYHKLMOHNPOBATb B posn backup.

—  Backup (UID ycTpoiictea oT 1 ao 8) — ycTpoiicTeo, noadmHAoweecs master. lybanpyer sce
HaCTPOMKMK, W, B C/lyd4ae BbIXOAa YNpaB/AlOWEro ycTpolhcTBa M3 cTpos, bepeT Ha cebs
bYHKLMM ynpaBaeHUA CTEKOM. POsib MOXKHO Ha3HAYNTb MAKCUMYM CEMU YCTPOMCTBAM.

— Slave (UID ycTtpoticT oT 1 go 8) — ycTponcTBo, noaunHstoweeca master. He moxkeT pabotatb
B aBTOHOMHOM peXume (ecnm oTcyTcTByeT master). Pofib MOXHO Ha3HauUTb MaKCMMyM
LecTm ycTponcTeam. [lonycTuma KoppeKTHan paboTa cTeka 6e3 yCTPOMCTB ¢ AaHHOM posblo.

DOnsa KOppeKTHOI paboTbl cTeKa HeobXxoaum XOTA 6bl OAWH IOHUT C PONbI0O Master U 0AUH
IOHUT ¢ ponbto backup.

.‘

/’- NHTepddeiicbl B peXMme CTEKMPOBaAHUA paboTaloT TO/IbKO Ha MaKCUMMAaJIbHOM CKOPOCTU UH-
Tepdeiica.

B pexumme CTEeKMpOBaHWA [ANA CUHXPOHM3aAuMM KommyTtaTopbl MES2300-24, MES3300-24,
MES3300-24F, MES3300-48, MES3300-48F, MES5312, MES5316A, MES5316A rev.C, MES5316A rev.C1,
MES5324A, MES5324A rev.C, MES5324A rev.C1, MES5332A, MES5332A rev.C ncnonbsytot XG-nopTbl, a
KommyTtaTtopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48,
MES5410-48, MES5500-32 ncnonb3ytot HG-noptbl. [pn 3TOM yKa3aHHble NOPTbI HE y4acTBYIOT B Nepegave
DaHHbIX. CTeknpoBaTb KommyTaTopbl MES53xXA ¢ KommyTaTopamm MES53xxA rev.C n MES53xxA rev.C1
HEBO3MOXHO BBMAY anmnapaTHbIX Pa3NYMKA 3TUX MOAeNnein ycTponcts. Bo3morkHbl Age Tonosoruu
CUHXPOHM3MPYIOLNXCA YCTPOMCTB — KO/IbLEBAsA U IMHENHaA. PeKomeHayeTca MCMNo/b30BaTb KO/bLEBYIO
TONONOTUIO ANA NOBbIWEHNA OTKA30yCTOMUYMBOCTU CTEKA.

KommyTtatopbl nopaepxuBator ¢yHKumoHan NSF (Non-Stop Forwarding) B creke. [daHHbIl
dYHKLUMOHAN MO3BOAAET MUHMMWM3MPOBATL MOTEPU TPAH3UTHOTO HemMapwpyTUMpyemoro Tpaduka B
MOMEHT NepeKIoYeHNA POIM KOMMYyTaTopa ¢ master Ha backup.

MpuHumn pabotbl NSF: B MomeHT, Koraa backup 6epet ynpasneHue Ha ceba u 3anyckaeT npotecc
AOVHMUMAAM3aumMmM 4o poan master, 3anyckaertcs Taiimep NSF u dukcmpytotca STP-cTaTycbl NOPTOB, NOPThI
B LACP, uneHctBo noptoB Bo VLAN, ckopocTb noptoB M T.A4. OcTasibHble HAacTPOMKU NPUMEHAIOTCA Ha
KOMMYyTaTope, CTaBlemM master, B pea/sibHOM BPeMEHM.

Mpn atom BO Bpema npouecca NSF uameHeHue crtatyca nopTtoB B STP Ha cTeKe MNOAHOCTbIO
urHopupyeTtca. TaKkKe 3anpeLLaeTca BbIMOJHEHWE KOMaHZ MPocMoTpa KoHoUrypauumn (KomaHgbl “show
running-config, show startup-config” B pexume EXEC), uameHeHMe cCOCTOAHUA MNOPTOB (KOMaHAbI
“shutdown, no shutdown” B KOHTEKCTHOM MeHI0 KoHbUTypaLumn nHtepdeinca) u VLAN (KomaHga “vlan 2” B
KOHTEeKCTHOM MeHto “vlan database”), ckopoctu noptoB (“negotiation, speed” B KOHTEKCTHOM MEHIO
KoHduUrypaummn uHTepdenca), oumctka FDB (“clear mac address-table dynamic” B pexume EXEC),
nepesarpyska ycrponctea (“reload” B pexume EXEC), nsmeHeHme mmeHu ycTpoictea (“hostname” B
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pexxume rnobanbHoW KoHoUrypaumm), BraoyeHue/sbiknoyeHme STP (“no spanning-tree” B pexume
rnobanbHoM KoHbUrypaumm).

Korga ucrekaet tanmep NSF, Bce paHee 3adMKCMPOBAHHbIE HACTPOMKM MPUMEHAIOTCA K CTEKY B
peanbHOM BpemMeHMu.

V NoapepkaHa npoueaypa aBToo6HoBAeHMA Ha Bepcumio MO ¢ master-kommyTtatopa npu
[06aB/1€HNU HOBbIX IOHUTOB B YXKe CYLL,eCTBYIOLLUIA CTEK.
V Onsa kommyratopos MES2300/3300 pa6ota cTeka 13 4-8 IOHUTOB NoagepKaHa C BepCUn
‘ 6.6.5.5.
V dyHKuymoHan NSF (Non-Stop Forwarding L3) 6yaetr peanusoBaH OpPUEHTUPOBOYHO B
‘ 4Q2025.
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Tabnunua 24 — MaTtpuua ctekmpoBaHus ana MES2300-xx
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Tabnunua 25 — MaTtpuua ctekmpoBaHus ana MES3300-xx
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Tabnunua 26 — MaTtpuua ctekmpoBaHua ansa MES53xxA
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Tabnuua 27 — MaTtpuua ctekmpoBaHuma ana MES5300-xx, MES5400-xx, MES5500-32
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Hacmpolika cmeKuposaHuUs KOMMymamopos

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console (confiqg) #

Tabnuua 28 — ba3oBble KOMaHAbl

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

stack configuration links te
te_port | hu hu_port

HasHauuTb MHTepdeincbl ANA CUHXPOHU3ALMKN PaboTbl KOMMYTa-
Topa B cTeke. MUHMMa/IbHOE KO/IMYEeCTBO — 2, MaKCMMa/ibHoe —
2.

stack configuration unit-id

Ha3HauMTb HOMep YCTPOMCTBA «Unit-id» NOKaNbHOMY YCTPOMNCTBY

unit_id unit_id: (1..8, (Ha KoTopom BbINONHEHA KOMaHAa). CMeHa HoMepa ycTpoicTBa
auto)/auto NPOU30MAET Noc/e Nepe3arpy3kn KoMmmyTaTopa.

no stack configuration YpanuTb HaCTPOMKM CTeKa.

stack unit unit_id unit_id: (1..8, all) Mepexon K KOHPUTYPUPOBAHUIO OHUTA B CTEKE.

| master}

stack configuration role {slave

no stack configuration role

role: (master/slave)/1-
2 toHUTblI — master, 3-8
HOHUTbI — slave

HasHauuTb ponb KOMMyTaTopa B cTeKe. Ponb master npegnona-
raeT BO3MOMKHOCTb FOHWUTY CTaHOBMTLCA MacTepom B cTeke. Mpu
3TOM B CTEKE MOXKET ObITb TOJIBKO O4HO YCTPOMUCTBO C PO/IbI0 Mas-
ter. Bce ocTanbHble C HACTPOEHHOW POJ/IbIO Master BO3bMYT Ha
cebs ponb backup.

’ Ponb master NOAyYyMT YCTPOMCTBO C HambonbluMm

o uptime. Ecam uptime 6ypeTr oauHakoBblii (pasHuua
mexay loHUTamu meHee 20 ceKyHA), TO ponb master nonyuur
IOHUT C HAUMEHbLUMM HOMEpPOM.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

stack nsf

no stack nsf

-/BbIK/IIOYEHO

PaspewunTb HenpepbiBHYO nepegady AaHHbix (NSF) npu cmeHe
master-ycTpoiicTaa.

3anpeTuTb HenpepbiBHYO nepeaady AaHHbix (NSF) npu cmeHe
master-ycTpoicTaa.

stack nsf timer value

no stack nsf timer

value: (60..600) ¢/120 ¢

3agatb Bpems, B TedeHune Kotoporo anutca NSF.

YCTaHOBUTb 3HAYEeHME N0 YMOHAHMUIO.

e

[Ona noapep:KaHMA KOppeKTHOU paboTbl CTeKa Npu cmeHe master-ycTpoicTsa npu Mcnosb-
30BaHUM Gosnblue ABYX IOHUTOB C ponbio master/backup HacToaTenbHO pekomeHayeTca Uc-
nonb3oBatb NSF.

’ MuHuMmanbHO pekomeHayemoe 3HaueHune NSF timer coctaBnsaert 120 cekyHa.
-

[pumep

O6begMHUTL B CTEK ABa KommyTaTopa MES5312. HasHaunTb BTOPbIM IOHUTOM, UCMO/1b30BaTb MHTepdeNchbI
tel-2 B KayecTBe CTEKMPYIOLLMX.

console#config

console (config) #stack configuration unit-id 2 links tel-2

console (config) #
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KomaHObi pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua,
console#

Tabnunua 29 — basoBble KOMaHAbl, OCTYMNHblE B perxnume EXEC

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymosn4aHuro
show stack - OTobparkaeT MHGopMauuto 06 yCTPOICTBaX, BXOAALLMX B CTEK.
show stack configuration OTob6parkaeT MHGOPMaLMIO O CTEKUPYIOWMX UHTepdElcax OHMU-
TOB B CTEKe.
show stack configuration role ) OTobparkaeT paclMpeHHY MHOOPMaLMIO O PONAX HOHWUTOB B
cTeke.
show stack links [details] PacwupeHHoe oTobparkeHne MHGoOpMaLMM O CTEKUPYHOLLUNX UH-
Tepdelicax.
Mpumep ncnonb3osaHMa KomaHAabl show stack links:
console# show stack links
Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 tel/0/1 te2/0/2 10G tel/0/2
2 te2/0/2 tel/0/1 10G te2/0/1

YcTpoiicTBa ¢ oguHaKoBbiMu ugeHtudukatopamm «Unit ID» He moryT paboTtatb B ogHOM
e CTeke.

4.5 Hacrtpoiika GpyHKuMiIi KommyTaTopa

®YHKLMKN NO HaYaibHOMY KOHOUIYPUPOBAHMIO YCTPOMCTBA MOXKHO Pa3ae/iuTb Ha A4B8a TUna.

— basoBas HacTpoiMKa — BK/oYaeT B ceba onpeaeneHne 6a3oBbix GyHKLMIA KOHPUTYpaLmm n
HACTPOMKY ANMHAMMYECKUX IP-agpecos.

— Hactpoiika napameTpoB cuctembl 6€30MaCHOCTM — BK/IOYAET YMpaB/ieHUE CUCTEMOM
6e30nacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/ Mpwu nepesarpysKe ycTPOICTBA BCe HECOXpaHeHHble AaHHble ByayT yTepaHbl. AnA coxpaHe-
HUA N106bIX BHECEHHDbIX U3MEHEHUW B HACTPOIMKY KOMMYTaToOpa UCNob3yeTca c/eaytowan
KOMaHpga:

console# write
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4.5.1 bas3osasa Hacmpolika Kommymamopd

[Ona Hayana KOHPUIrypaLUmMmM ycTpoicTBa HEO6X0AMMO NOAKAOYUTL YCTPOMCTBO K KOMMbIOTEPY Yepe3
nocaefoBaTebHbIN NOPT. 3aNyCTUTb HA KOMMbIOTEPE NPOrpaMmMy IMYIALMM TEPMUHANA COFNACHO MYHKTY
4.1 «HacTpolika TepmuHana».

Bo Bpemsa HayanbHOM HAaCTPOMKN MOXKHO onpeaennTb MHTepdeinc, KoTopbii byaeT NCNOob30BaTbCA
ONA NOAKNOYEHNS K YCTPOMCTBY YAaNeHHO.

ba3oBan HacTPOMKA BKAKOYAET cneayioLlee:

1. 3agaHue naposa ans nonbsosatens «admin» (c ypoBHem npusunernin — 15).
Co3paHue HOBbIX NOJ/Ib30BaTeNEMN.
HacTtpolika cTaTuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMOYAHUIO.
MonyyenHune IP-agpeca ot cepsepa DHCP.
Hactpoika napameTtpoB npotokona SNMP.

vk wnN

4.5.1.1 3adaHue naponsa 014 nonv3osamesns «admin» u co30aHue HoB8bIX NMosb3osamerel

[na ob6ecneyeHnA 3alWULLEHHOrO BXOAA B CUCTEMY HEO06X0AMMO HA3HAUYMTb NAPO/Ib NPUBU-
e JlerupoBaHHOMY noJsib3oBaTento «adminy.

Mma nonb3osatena wu naposb BBOAUTCA Npu BXOoAe B CUCTeMy BO BpemAa CeaHCOoB
AAMUHUCTPUPOBAHUA yCTpOVICTBa. [na co3gaHmMAa HOBOro Nonb3oBaTeNA CUCTEMbI U HaCTpOVIKM noboro
13 NapameTpoB — UMEHU NOJ/1Ib30BaTENA, MAPO/A, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {I1-15}

V YpoBeHb npusuaeruii 1 paspewaeT A0CTyN K YCTPOICTBY, HO 3anpeLyaeT HacTPoiKy. Ypo-
BeHb NpuBuaerunii 15 paspelwaer Kak 40CTyN, TaK U HACTPOMKY YCTPOMUCTBA.

Mpumep KoMaHg, Ana 3ajaHuna noab3osatento «admin» naponsa «eltex» v cosaaHua nonb3osaTtens
«operator» c Naponem «pass» 1 ypoBHeM npusunernin 1:

console# configure

console (config)# username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#

4.5.1.2 PacwupeHHaa Hacmpolka yposHsa docmyna

Ha ycTpoiicTBe cyLiecTByeT BO3MOXKHOCTb pacnpeaeneHuns npas nosb3osaTtenel B 3aBUCMMOCTHU OT
YPOBHSA MNPUBWUAErMIA, Ha KOTOPOM KaxKAblM M3 nosib3osaTesnel bl co3gaH. KOHKPETHOMY YPOBHIO
NpuBWUErUiA NPpUCBaMBaeTCA Habop KOMaHA, KOTOPbIE MOTYT BbIMOIHATLCS MO/1b30BATENAMM C YPOBHEM HE
HUKe 3a4aHHOrO.

’ ' KommyTtaTop nogaeprKuBaeT cuctemy HacnepoBaHus Habopa KomaHA oT 6osee HU3KMUX
e YPOBHe npuBuneruii.

Mpusunernn BbICTPAMBAIOTCA TOJIbKO A1 KOHKPETHO 3aAaHHOoro y3na. Kaxkayio KomaHay
Heo6X0AMMO NPONUCbIBaTb ABHO, HE UCMO/Ib3yA COKPaLLeHHble GopMbl.

.‘

94 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



A ELTEX

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

3anpoc KOMaHAHOM CTPOKM B pexmme rnobasnbHOro KOHGUrypuUpoBaHMA MMEET CieayoWnin BUA,:
console (confiqg) #

Tabnnua 30 — KomaHab! 4N HACTPOMKM paclUMpPeHHOro 4ocTyna

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymosn4aHuro
privilege context level MpucBanBaeT yKasaHHOMY YPOBHIO NPUBUAEINIA 3afaHHYIO KO-
command MaHay.
level: (1..15); .
. - context — pexxum paboTbl KOMaHAHOMN CTPOKM;
/ypoBeHb NpuBUAETUIA o
- level — ypoBeHb npuBuaervii, Ha Kotopom byaer AocTynHa
KOMaHA, pexuma EXEC
HacTpanBaemas KOMaHZAa;
— 1, BCcex oCTanbHbIX
- command — KomaHza.
o KomaHg — 15
no privilege context level Ypanaer 4ocTyn K KOMaHAEe C YPOBHSA, Ha KOTOPOM KOMaHza bblna
command paspeLueHa.

Mpumep HacTpoiKkM Habopa KomaHa 41 nosb3osatens «admin» ¢ 4 yposHeM npusuaernin n Habopa
KOMaHZ Ana nonb3oBartens «user» ¢ 10 ypoBHeM NpuBUAErUiA:

console# configure

console (config)# username admin password passl privilege 4
console (config)# username user password passZ privilege 10
console (config)# privilege exec 4 configure terminal
console (config)# privilege exec 4 show running-config
console (config)# privilege config 10 vlan database

console (config)# privilege config-vlan 10 vlan

HH HH= H H

Tenepb ANA NOKanbHbIX MOAb30BaTeNeN, Yeil ypoBeHb NPUBWMAEINIA Bbille UAWM paBeH 4, cTaHeT
[OCTyneH BbiBOA KomaHabl show running-config, Ho He OygeT pocTynHa Hactpoiika vlan. [Ona
nosib3oBaTesiell, ypoBeHb NPUBMAETNIA KOTOPbIX cooTBeTcTByeT 10 M Bbiwe, ByAeT AOCTYNHA HACTPOWKa u
vlan, v BbiBOog, KoMaHAbl show running-config.

4.5.1.3 Hacmpolika cmamuueckozo IP-adpeca, macku nodcemu U Wwist03a 1o yMoa4aHuro

[Ons BO3MOMKHOCTU ynpaB/eHUss KOMMYyTaTOPOM M3 CeTM HeobxoaAMMO HasHauuTb ycTponctey IP-
agpec, MacKy NoAceTW U, B C/ly4ae ynpasaeHUAa M3 APYroi ceTu, W3 Mo yMmon4daHuto. IP-agpec moxKHO
Ha3HaunTb Atobomy uHTepdeicy — VLAN, ¢usnyeckomy nopTy, rpynne noptoB (N0 yMOAYaHMIO Ha
nHTepdelice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a A0MKeH
NpuHagneXxKatb K TON e NoaceT, 4To U oanH u3 IP-nHTepdeicos ycTpoicTaa.

V‘ B cny4yae ecnu IP-aapec HacTpanBaeTca gna uHtepdeiica pusnyeckoro nopTa uam rpynnbl

; ) nopToB, 3TOT MHTepdeic yaanaeTca us rpynnbl VLAN, KOTOpoii OH npuHagnexan.

V’- IP-agpec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha nobom mHTepdeice cTaTUUecKu
unm no DHCP He co3aaH apyroii IP-agpec.

V‘ Mpu ypaneHun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocywecTBaAaTbea no IP-
aapecy 192.168.1.239/24.

Mpumep KomaHg, HacTpolkK IP-agpeca ana nHtepodeiica VLAN 1.

MapameTpbl MHTEpelica:

IP-adpec, HazHayaemeolli 0na uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winro3a no ymon4varuro —192.168.16.1
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console# configure

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config)# ip default-gateway 192.168.16.1
console (config)# exit

console#

[nsa Toro utobbl yoeanTsea, UTo agpec 6bin HasHayYeH MHTepdEiCy, BBeAMTE KOMaHAY:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 [lonyuyeHue IP-adpeca om cepsepa DHCP

Ona nonyyeHuna IP-agpeca moXKeT ucnonb3oBatbcA npotokon DHCP, B cnyvyae ecan B cetu
npucytcTeyeT cepsep DHCP. IP-agpec ot cepepa DHCP moxHo nonyyatb Yyepes ntoboi uHtepdeiic — VLAN,
dusnYeckmnii NopT, rpynny NnopTos.

V Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

MpurMmep HaCTPOIKK, NpeaHa3HAYeHHOM ANsA NoAyYeHUa AMHammyeckoro IP-aapeca oT DHCP-cepsepa
Ha uHTepdelice vlian 1:

console# configure

console (config)# interface vlan 1
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[na Toro utobbl ybeanTbea, UTo agpec H6b11 HazHauyeH UHTepdelicy, BBeAMTE KOMaHAY:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlian 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpolika napamempos npomokona SNMP 0aa docmyna K ycmpolicmay

YCTPOMCTBO COAEPIKUT BCTPOEHHbIN areHT SNMP 1 nogaep»kusaer sepcun npotokona vl/v2c/v3.
AreHT SNMP nogaepkmaeT Habop cTaHAAPTHbIX nepemeHHbix MIB.

[nA BO3MOXKHOCTM aAMUHUCTPUPOBAHMA YCTPOWCTBA NOCPEACTBOM NpoTokosa SNMP Heobxoanmo
c0o34aTb XOTA bbl 04HY CTPOKY coobliecTBa. KoMmyTaTopbl MOAAEPKMBAOT TPY TUMA CTPOK coobLiecTBa:

— ro-—onpeaenseT AOCTYyN TO/IbKO Ha YTEHUe;
— rw-—onpeaenaert A0CTyN HAa YTEHUE U 3anNuChb;
— su-onpegenaet poctyn SNMP-agmuHucTpaTopa;
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Hanbonee pacnpocTpaHeHO Mcnosib3oBaHME CTPOK coobuiecTBa public — ¢ fOCTYNom TONbKO AN
yTeHua obbektoB MIB U private — c AOCTYyNomM Ha yYTeHMe U nameHeHue obbektoB MIB. [na Kaxaoro
coobuiectBa MOXKHO 3a4aTb IP-agpec cTaHUUKM ynpasaeHus.

Mpumep co3gaHua coobuiecTBa private ¢ AOCTYNOM Ha YTeHWe W 3anucb M IP-agpecom cTtaHuum
ynpasneHna 192.168.16.44:

console# configure

console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config)# exit

console#

[na npocmoTpa co3aaHHbIX CTPOK coobluectBa M HacTpoek SNMP ncnosib3yeTca KomaHAa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpoiika napamempos cucmemoi 6e3onacHocmu

Ona obecneyeHnsa 6e30MaCHOCTU CUCTEMbI MCMOAb3yeTCs MexaHusm AAA  (ayTeHTUdUKaLms,
aBTopu3aums, yyeT). Ans wndpoBaHMA AaHHbIX UCMOb3YeTca mexaHu3m SSH.

— Authentication (ayteHTMdMKauuMa) — comocTaBiaeHMe 3anpoca CyLLecTBYIoWEen YYETHOM
3anucum B cucteme 6e30nNacHOCTH.

— Authorization (aBTopu3aLms, NPOBEPKa YPOBHA A0CTyNa) — conocTaB/ieHne y4éTHOM 3anuncu
B cucteme (npoweguuei ayTeHTMOUKaLNIo) M onpeaenéHHbIX NOAHOMOUYNIA.

— Accounting (y4€t) — cnexeHue 3a notpebieHMem pecypcos noab3oBaTeiem.
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Mpy Mcnonb30BaHUM HACTPOEK YCTPOMCTBA MO YMOMaHUIO UMSA NoJsib3oBaTens — admin, naponb —
admin. Maponb HasHayaeTcA Monb3oBaTesieM. B ciydae ecan naposib yTpayeH, MOXKHO MepesarpysuTb
YCTPOWMCTBO U Yepes CepuiHbI NOPT NpepBaTb 3arpy3Ky, HaXKas Knasuwy <Esc> nau <Enter> B TeyeHue
nepsbiX ABYX CEKYHZ Noc/ae NosABAeHUA coobLLeHnn aBTo3arpysku. OTKpoeTcs meHto Startup, B KOTOpoOm
HY}XHO 3anyCcTUTb NpoLeaypy BoccTaHoBAeHMA napona ([2] Password Recovery Procedure).

V Monb3osatenb no ymonuyauuio (admin/admin) cywecteyer Ao Tex nop, NoKa He CO3A4,aH Nio-
6011 apyroii nonb3oBaTenb ¢ ypoBHeM npusuaeruin 15.
V' Mpu ypaneHnn Bcex co3aaHHbIX Noab3oBaTesneit ¢ 15 ypoBHem npuBuaernii 4octyn K Kom-
myTaTopy byaeT ocywecTBaaTbCA Nog nosb3osartesniem no ymonuauuio (admin/admin).

[ns obecneveHuns nepBoHaYabHON 6€30MacHOCTM Naposib B CUCTEME MOMKHO 334aTb /18 CEPBUCOB:

— KoHconb (noakntoueHme yepes cepuinHbIn NopT);
— Telnet;
— SSH.

4.5.2.1 YcmaHo8Ka naposs 045 KOHCOAU

config)# aaa authentication login default line
config) # aaa authentication enable default line
config) # line console

config-line) # login authentication default
config-line) # enable authentication default
config-line) # password console

console
console
console
console
console
console

—~ o~ o~~~

B oTBET Ha NpurialeHne BBECTU NapoJ/ib BO BPEMSA PErMCTPALMK B YCTPOCTBE Yepes ceaHC KOHCOU
BBEAUTE NAapo/b — console.

4.5.2.2 YcmaHosKa napons 0ns Telnet
console (config) # aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password telnet

B oTBET Ha NpuraaweHMe BBECTU Napo/ib BO BPEMA PErnCTpaLLMM B YCTPOWCTBE Yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons 0na SSH
console (config)# aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# ip ssh server

console (config) # line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password ssh

B oTBET Ha MpurnaweHne BBECTM Mapo/ib BO BPEMS pernctpalmu B yCTpolicTBe yepes ceaHc SSH
BBeauTe naposb — ssh.
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4.5.3 Hacmpoiika 6aHHepa

Ona ynobcTea akcnayaTalmMmn yCTPOMCTBA MOXKHO 3a4aTb baHHep — coobuleHne, coaeprkaliee ntobyto
nHdopmaumio. Hanpmmep:

console (config)# banner exec;

Role: Core switch

Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJIb3YETCH HECKOIbKO PEXKMMOB. B KaXKaoM pexnme
OOCTyrneH onpeaeneHHbl CNMCOK KOMaHA. BBoA cMMBONA «?» CAYXKUT gns NpocmoTpa Habopa KomaHg,
OOCTYTMHbIX B KaXK40M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNoNb3ykoTCA cneumanbHble KoMaHgbl. MepedeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKMM:

KomaHOHbili pexcum (EXEC), naHHbIN pexXum AOCTyNeH cpasy nocne ycnewHon 3arpy3skm KommyTa-
TOpa M BBOAA MMEHM NOb30BaTENS U NapoAs (418 HENPUBMAETMPOBAHHOTO NoAb30BaTens). MNpurnawexne
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHn ycTpoiicTBa (host name) u cumsona “>”.

console>

Mpuesune2uposaHHbiii KOMaHOHbIl pexcum (Privileged EXEC), naHHbIN pesxknm AOCTyNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHU MoJib30BaTeNn U napons. MpurnaleHne cuctemol B
3TOM peXume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwvHoli KoHpu2ypayuu (global configuration), naHHbIN peXxum npegHasHayYeH anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexxnma rnobanbHOM KOHOUTypaumm AOCTYNHbI U3 to-
60ro nogpexunuma KoHdUrypaumun. Bxog B perknm ocyLLecTBAseTCcA KOMaHAON configure.

console# configure
console (confiqg) #

Pexcum KoHgpuzypayuu mepmuHana (line configuration), paHHbli pexxMm npeaHasHayveH aa KoH-
¢burypaumm, ceasaHHoM ¢ paboToin TepmuHana. Bxoa B perMm OcyLLecTBAAETCA U3 pexmnma rnobanbHom
KOHbUrypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOwbl pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;
console>

Tabnunua 31 — ba3oBble KOMaHAbl, AOCTYMNHbIE B pexxume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
no ymon4aHuio
enable [priv] priv: (1..15)/15 MepekNoUnTLCA B NPUBUAETUPOBAHHDBIN PEXMUM (€CAN 3HAYEHNe
He yKa3aHo — TO ypoBeHb npusuaerunii 15).
login - 3aBeplueHue TeKyLLel CecCMMU U CMeHa No/b30BaTeNs.
exit - 3aKpbITb aKTUBHYIO TEPMUHAJIBHYIO CECCUIO.
help 3anpoc cnpaBo4YHOW MHPopmaummn o paboTe mHTepdelica Ko-
i MaHZHOW CTPOKMU
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show history

MoKa3aTb UCTOPUIO KOMaH/A, BBEAEHHbIX B TEKYLLEN TEPMUHANb-
HOW ceccuu.

show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

-/dYHKLMA BKAKOYEHA

BKAOUNTL GYHKLMIO COXPAHEHMA UCTOPUMN BBEAEHHbIX KOMaHZ,
018 TEeKyLLeN TEPMUHANIBHOW CECCUU.

OTKNOUYNUTD GYHKLMIO COXPAHEHUA UCTOPUM BBEAEHHbIX KOMaHA,
ANA TeKyLwel TepMUHANbHOM ceccuum.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pasmep Bydepa NCTOpMM BBEAEHHbIX KOMaHA AA Te-
KYLLLEM TePMUHANBbHOMN Ceccuu.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

-/BblBOA, KOMaHA,
pasgenseTca no
CTpaHULam

OTo6pa3unTb BbiBOA KOMaHA 6e3 pas3geneHuns Ha cTpaHuubl (pas-
LeNeHne BbIBO4A CMPABKM MO CTPaHMLLAM OCYLLECTBASAETCA CTPO-
Koi: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMOIYAHWUIO.

terminal prompt

terminal no prompt

-/byHKUMA BRAKOYEHA

BK/IIOUUTB MOATBEPXKAEHNE Nepes, BbINONHEHNEM HEKOTOPbIX KO-
MaHA,

OTKNIOUMTL NOATBEPKAEHME Mepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHA.

show banner [login | exec]

OTobpaxkaeT KoHOUTypauno 6aHHeEPOB.

KomaHOwb1 pexcuma Privileged EXEC

3anpoc KoOMaHAHOW CTPOKM UMEET C/ieayoLmnin BUA,

console#

Tabnunua 32 — basoBble KOMaHAbl, 4OCTYMNHble B pexxume Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuio

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbca B KOMaHAHbIV pexum (EXEC) u3 npusmaerMpoBaHHoro
KomaHAHoro pexuma (Privileged EXEC).

configure[terminal]

MepeiTn B pexmMm KoHOUrypaumm.

debug-mode

MepeiTu B peXXMUM OTNALKMN.

KomaHObI, 0ocmyrnHbie 80 8CeX PeXUMax KOHGdu2ypayuu

3anpoc KOMaHAHOW CTPOKM MMEET OAMH M3 CleayoLLmMX BUOOB:

console#
console (config) #

console (config-line)#

Tabnnua 33 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEKMMAX KOHOUIypaLumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit BbIiT 13 N06Oro pexkrMma KOHPUrypaLmm Ha ypoBeHb Bbllle B
i nepapxmmn komaHg, CLI.

end BbIliTV U3 nt06oro pexkMma KoHOUIypauum B KOMaHAHbIN perum
) (Privileged EXEC).

do ) BbINONHWUTL KOMaHAY KoMaHAHoro yposHa (EXEC) 13 ntoboro pe-

KMMa KOHOUrypaumu.
help - BbIBOAMT CNpaBKy NO UCMONb3yeMbIM KOMaHAAM.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;

console (confiqg) #

Tabnunuya 34 — basoBble KOMaHAbl, 4OCTYMHbIE B peXXUMe KoHUrypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuwo

KomaHda

Aelicmeue

banner exec d message_text d

3apath TeKcT cooblieHma exec (Npumep: No/b30BaTe b YCMNELHO
BOLUE/ B CUCTEMY) U BK/IIOYMTL BbIBOZ, Ha 9KPaH.

- d — pasgenutens;

- message_text — TeKcT coobueHuna (B cTpoke go 510 cumBonoB,
ob6uiee 2000 cnmBoioB).

no banner exec

YpanuTb TeKCT coobeHuns exec.

banner login d message_text d

no banner login

3apaTtb TeKCT coobuweHuna login (MHPopmaunoHHoe coobuieHme,
KoTopoe oTobparkaeTca nepes BBOAOM MMEHM Mo/b30BaTena u
napoAs), U BKAOYMTb BbIBOA, HA SKPaH.

- d — pasgenvtens;

- message_text — TeKcT coobueHua (B cTpoke 4o 510 cumBonOoB,
obuee 2000 cumBosioB).

YpanuTb TeKCT coobuienus login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

3anpoc KOMaHOHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CeayoLWmi BUA;:

console (config-line) #

Tabnnua 35 — basoBble KOMaHAbI, JOCTYMHbIE B PeXXMME KOHUTYypaLmMmn TepMUHanNa

Aelicmeue

3HayeHue/3HayeHue
KomaHda
o ymon4aHuio
history
- -/dYHKLMA BKAKOYEH]
no history

BkaounTb C')yHKLI‘MlO COXpaHeHnA UCTOPUN BBEAEHHDbIX KOMaHA,.

BbIKNtOUNTD QYHKLMIO COXPAaHEHWUS NCTOPUN BBEAEHHbBIX KOMAHA,

history size size
no history size

size: (10..207)/10

M3meHUTb pasmep bydepa uctopun BBEAEHHBIX KOMAHA,

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

exec-timeout timeout timeout: (0..65535)/10

MUHYT

no exec-timeout

3a4aTb TaMM-ayT TEKYLLEN TEPMUHANBHOM CECCUN B MUHYTaX.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

5.2 ®unbrpayma coobuieHnii KoMaHAHOM CTPOKU

dunbTpauma coobLLeHNA N03BOAAET YMEHbLINTL 06bem 0TOBpaKaeMbiX AaHHbIX B OTBET Ha 3anpochl
nonb3oBaTena M 0baerynTb NOUCK HEOBX0ANMON MHbOoPMaLMK. Ans dunbTpaunm MHGopmaumn Tpebyercs
[06aBUTb B KOHel, KOMaHAHOM CTPOKM CMMBOA «|» M MCNOAb30BaTb OAHY M3 ONuUMA dUAbTPaLMM,

nepevYncneHHbIX B Taﬁnmu,e.

Tabanua 36 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Memoo

Aeilicmeue

begin pattern

include pattern
exclude pattern

Nwet nepsoe coBnageHune c WwabnoHom B Hayane CTPOKMK U BbIBO-
AOUT BCe CTPOKU 3a Hew.

BbIBOAUT BCE CTPOKM, cofeprKalime WwabnoH.

BblBOAMT BCE CTPOKM, He cogepsKalume WwabaoH.
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5.3 HacTpoiiKa MaKpoKomaHg,

[daHHan dyHKUMA No3BONSET co3haBaTh YHUPUUMPOBAHHbIE HABOPbl KOMaHA — MaKpPOCbl, KOTopble
MOKHO BMOC/NeACTBUMN MPUMEHSATD B NPOLLECCE KOHDUTYpaL K.

KomaHObI pexcuma 2a06an6Hol KoOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 37 — KomaHab! perkmma rnobanbHom KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

macro name word

no macro name word

word: (1..32) cumBonos

Co3paeT HOBbI HAboOp KOMaHA, ec/iv Habop C TAKUM UMEHEM CY-
LLecTByeT — nepesanucbiBaeT ero. Habop KomaHa BBOAMTCA MO-
CTPOYHO. 3aKOHUYMTb MaKPOC MOMKHO C NMOMOLLbIO cMmBona “@”.
MakcmmanbHaa gavMHa makpoca — 510 cumsonos.

Ypanset yKasaHHbI MaKkpoc.

macro global apply word

word: (1..32) cumBonos

MpymeHAeT yKa3aHHbI MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaANAHOCTb.

macro global description word

no macro global description

word: (1..160)
CMMBO/IOB

Co34a€eT CTPOKY-AECKPUNTOP rNobanbHOro makpoca.

YpanseT CTpOKy-AeCKpMnTop.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 38 — KomaHabl pexnma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpumeHAeT yKasaHHbI MaKpoc.

MpoBepseT yKasaHHbIM MaKpOC Ha BaIMAHOCTb.

show parser macro [{brief |
description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group}] | name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
word: (1..32) cumsonos

Oto6parkaeT NapameTpbl HACTPOEHHbIX MAaKPOCOB Ha YCTPOCTBE.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BunA 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHduUrypaumm nHtepoeica:

console (config-if) #
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Tabnunua 39 — KomaHapl pexknma KoHburypaumm nHtepdeitca

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

macro apply word

word: (1..32) cumsonos

MpuMeHAET yKaszaHHbIA MaKpoc.

macro trace word

word: (1..32) cumBonoB

MpoBepseT yKasaHHbI MaKpOC Ha BaAIMAHOCTb.

macro description word

word: (1..160)

no macro description

CMMBO/10B

YcTaHaBAMBAET CTPOKY-AECKPUNTOP MaKpoca.

YpanseT CTpOKy-4ecKpmnTop.

5.4 KomaHpgbl ynpaBaeHUA CUCTEMOMN

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console>

Tabnunua 40 — KomaHabl ynpaBneHus cuctemom B pexkmme EXEC

KomaHda

3Ha4yeHue/3HayeHue no
YMOYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host} [vrf
vrf_name] [size size] [count
count] [timeout timeout]
[source A.B.C.D] [df]

vrf_name: (1..32) cumsona;
host: (1..158) cumBonOB;
size: (64..9000)/64 6aiT;
count: (0..65535)/4;
timeout: (50..65535)/
2000 mc

KomaHaa cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP yKasaHHOMY y31y CeTU, a TaKXKe ANA KOHTponAa
noctynatowwmx otseTos (ICMP Echo-Reply).

- vrf_name — uma BUpPTyanbHOM 061aCcT MapLLpyTU3aLLNK;

- A.B.C.D — IPv4-apgpec y3na cetu;

- host — pomeHHOEe UMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAUYECTBO BalT B NakeTe;
- count — KONNYECTBO MaKeTOB ANA Nnepesayn;

- timeout — Bpema 0XXUAaHMA OTBETA Ha 3anpoc;

- df — oTMeHWTb GparmeHTaL MO NAKETOB.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host: (1..158) cumBonos;
size: (68..1518)/68 6aiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
mc

KomaHga cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
npotokona ICMP yKkasaHHOMY y31y ceTW, a TaKXKe ANA KOHTPonA
noctynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D.E.F —IPv6-agpec y3na cetu;

- host — pomeHHOe UMs y3na ceTu;

- Size — pa3mep NakeTa A/ OTNPaBKK, KONMYECTBO HalT B NaKeTe;
- count — KONMYECTBO NaKeToB ANA Nepesayn;

- timeout — Bpema 0XMAaHMA OTBETa Ha 3anpoc.

traceroute ip {A.B.C.D | host}
[vrf vrf_name] [size size] [ttl
ttl] [count count] [timeout
timeout] [source ip_address]

vrf_name: (1..32) cumBona;
host: (1..158) cumBonos;
size: (64..1518)/64 6aitr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

OnpepaenexHve mapLipyTa TpaduKa A0 y3na HasHayeHus.
- vrf_name — ums BUpTyanbHOM 061aCTM MapLLpyTU3aLNK;
- A.B.C.D — IPv4-apgpec y3na cetu.
- host — pomeHHOe MMA y3na ceTu;
- Size — pa3mep NakeTa ANs OTNPaBKK, KOAMYecTBO BalT B NakeTe;
- tt/ — MaKCcMManbHOE KOJIMYECTBO Y4aCTKOB B MapLIpyTe;
-count — KONMYECTBO MOMbITOK Mepefayn MaKkeTa Ha KarKaom
yyacTke;
- timeout — Bpema 0XnAaHWA 0TBeTa Ha 3anpoc;
- IP_address — IP-agpec uHTepdeiica KOMMyTaTopa, MCMOJb3ye-
MbIi 4NA Nepefayn NakeTos;

OnucaHue oWwM60K NpU BbINOJIHEHUU KOMAHA U pe3yb-
V TaToB NpuBeAeHo B Tabanuax 42, 43.
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traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumBonosB;
size: (66..1518)/66 baiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

OnpepeneHve mapLipyTa TpapuKa A0 y3na HasHaveHuA.
- A.B.C.D.E.F — IPv6-appec y3na cetu.
- host — pomeHHOe UMA y3na ceTu;
- Size — pa3mep NakeTa 419 OTNPaBKK, KOIMYECTBO 6alT B NakeTe;
- tt/ — maKcMmanbHOe KOIMYEeCTBO Y4acTKOB B MapLUpyTe;
- count — KO/IMYeCTBO MOMbITOK Mepefayn naketa Ha KaXKaom
yyacTke;
- timeout — Bpema 0XXnaaHMA OTBETa Ha 3anpoc;
- IP_address — IP-appec uHTepderica KommyTaTtopa, UCNoJib3ye-
MbIVi 419 Nepefayv NaKkeTos.
V OnucaHue oWwn60K NpU BbINOHEHMN KOMaHA, U pesy/b-

telnet {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

TaToB NpuBeAeHo B Tabauuax 42, 43.
OTkpbiTe TELNET-ceccun ana ysna cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;
- host — pomeHHOe UMSA y3na ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT cnyxba Telnet;
- keyword — knto4yeBoe cnoso.
V OnucaHue cneumanbHbix KomaHa Telnet U Knouesbix

ssh {A.B.C.D | host} [port]
[vrf vrf_name] [keyword1...]

host: (1..158) cumBonoB;
port: (1..65535)/22;
vrf_name: (1..32) cumBonos

CNoB NpuBeaeHo B Tabauuax 44, 45.
OTKpbiTHe SSH-ceccumn ana ysna cetu.
- A.B.C.D — IPv4-agpec y3na cetu;
- host — LOMeHHOE UMsA y3N1a ceTu;
- port — TCP-nopT, no KoTopomy paboTaet cnyxb6a SSH;

- vrf_name — ums BUPTyanbHON 061acTn maplupyTU3aumuu;
- keyword — kntoyeBoe cnoBso.

V OnucaHue KnloveBbiX CNOB NpuBeAeHo B Tabauue 45.

resume [connection]

connection:
(1..5)/nocneaHss
YCTAaHOB/IEHHAA ceccus

MepekntoyeHWe Ha ApYryto ycTaHoBAeHHYto Telnet-ceccuio.
- connection — HoMep ycTaHOB/IeHHOM telnet-ceccum.

show users [accounts]

OTo6parkeHne MHbOPMaLMM O MO/Ib30BATENAX, WCMOAb3YIOLMX
pecypcbl yCTPOICTBa.

show sessions

OTobparkeHne MHPopMaLMKN 06 OTKPBITbIX CECCUAX K YAANEHHbIM
yCTpoMcTBaMm.

show system

BbiBOA, cvcTeMHON MHbOPMaL MK,

show system id [unit unit]

OTobpakeHne cepuinHOro Homepa ycTpoICTBa.

unit: (1..8)/- . o
- Unit — HOMep yCTPOICTBa B CTEKE.
show system [unit unit] unit: (1..8)/- OTo.6pa>KeHv1e CVICTe!\\‘/\HOI‘;I MHPOPMaLUKM KoMMmyTaTopa.
- unit — HoMep yCTPOWCTBa B CTEKeE.
show system fans [unit unit] unit: (1..8)/- OTo(.SpameHme VIHCbOEMaLI,MM 0 COCTOAHUU BEHTUNATOPOB.
- unit — HoMep yCTPOWCTBa B CTEKeE.
show system power-supply - OT06parkeHne MHGOPMALUKN O COCTOAHUM UCTOYHUKOB MUTAHUA.
show system sensors - OTobpaxkeHne MHGOpMaLUKM TeMNepaTypPHbIX AaTYNKOB.
show version OTobparkeHne TEKYLLEN BEPCUN CUCTEMHOTO NPOrPaMMHOTo obec-
i neyeHMs ycTpowncTBa.
show hardware version - OTobparkaeT nHbopmaLmto 06 annapaTtHOW Bepcum nnatbl
show system router OTobparkeHne pasmepa M 3aHATOCTU annapaTHbIX TabauL, ycTpoi-
resources cTBa (MapLupyTM3aumn, coceaen, MHTepdencos).
show system tcam utilization OTobpaxkeHue 3arpyskun pecypcos namatm TCAM (onpeseneHHo
[unit unit] unit: (1..8)/- agpecyemasn namsaTb).

- Unit — HoMep yCTPOICTBa B CTEKE.

show tasks utilization

OTo6parkeHne ypoBHSA 3arpy3ku pecypcos LLeHTpasbHOro npouec-
copa KOMMYTaTopa A4/ KaXXA0ro CUCTEMHOrO npoLecca.
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show tech-support [config | OTobparkeHne nHoopmauum ob ycTpoicTee, Heobxoammon ann
memory] HayaNbHOM ANArHOCTMKM Npobaem.
BbiBO4 KOMaHAbI NpeacTaBaseT coboit KombuHauuo

V BbIBOAOB NepPeyYnC/eHHbIX HUXKe KOMaHA:

e show clock

e show system

e show version

e  show bootvar

e  show running-config

e show ip interface

e  show ipv6 interface

e show spanning-tree active

e  show stack

e show stack configuration

e  show stack links details

e show interfaces status

e show interfaces counters

o show interfaces utilization

e show interfaces te1/0/xx

e show fiber-ports optical-transceiver

e show interfaces channel-group

e show cpu utilization

e show cpu input-rate detailed

e show tasks utilization

e show mac address-table count

e showarp

e show errdisable interfaces

e showvlan

e show ip igmp snooping groups

e  show ip igmp snooping mrouter

e show ipv6 mld snooping groups

e  show ipv6 mld snooping mrouter

e show logging file

e show logging

e show users

e show sessions

e show system router resource

e  show system tcam utilization

show system forwarding OT06pa3nTb TEKYLIMIA, yCTaHABIMBAEMbIV NOCAE NepesarpysKku u
resources - [JOCTyNHble 41 UCNONBb30BaHUA PEXUMbI pacnpeaeneHuns anna-
paTHbIX PEeCypCoB.

KomaHpa «show sessions» 0T06pa)K36T BCe yaa/ieHHble CcOoeAUHEHUA TOJIbKO U3 TEKyU.I,Eﬁ
vad ceccuu. [laHHaA KOMaHAA UCNOb3yeTCA Cneayowmum 06pa30M:

1. BbINOAHUTb NOAKAIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYTaTOpa € NOMOLLbIO
Telnet nnun SSH;

2. BepHyTbcA B poauUTeNnbCKylo ceccuio (Ha KommyTatop). [nA 3TOro HaxKaTb
KombuHauuio knasuw <Ctrl+Shift+6>, oTnyctutb M HaxaTtb <x> (MKc). Mpousongéer
nepexoA B pOAUTE/NIbCKYIO CECCUIO;

3. BbinonHuUTb KomaHgy «show sessions». B Tabnuue [0AXHbI NPUCYTCTBOBaTb BCe
ucxopsduume coegMHeHUn B TeKylei ceccum;

4. Ana TOro utobbl BEpPHYTbCA K CEcCMU YypanéHHOro ycrTpoiictea, Heobxoaumo
BbINO/IHUTb KOMaHAy «resume N», rae N — Homep coegMHeHUA U3 BbIBOAA KOMaHAbI
«show sessions».
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KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexume Privileged EXEC umeeT cnegytowmii sua;:
console#

Tabnunua 41 — KomaHabl ynpaBneHus cuctemon B pexkmme Privileged EXEC

3HayeHue/3Ha4yeHue

Aelicmeue
10 yMoAYaHuto

KomaHoa

reload [unit unit_id] KomaHga cny»kut gas nepesanycka ycTpoucTea.

unit_id: (1..8)/- L o
- unit_id — Homep yCTpoOIiCTBa B CTEKe.
reload in {minutes | hh:mm} minutes: (1..999); YcTaHOBKa NPOMEXKYTKa BPEMEHM, Yepe3 KOTopbli npousoinger
hh: (0..23), mm: (0..59). | oTn0XeHHas nepesarpyska ycTpomncTaa.
reload at hh:mm hh: (0..23), mm: (0..59). | YcTaHOBKa BpeMeHM nepesarpysku ycTpoicTsa.
reload cancel - OTMmeHa OT/I0XKEHHOro nepesanycka.
boot password password YcTaHOBKa naposia Ha bootrom.
no boot password ) YpaneHnue naponsa Ha bootrom.
show cpu utilization ) OtobparkeHne CTaTUCTUKM MO YPOBHIO 3arpy3KM pecypcoB LEeH-
TpanbHOro NpoLeccopa.
show cpu input rate OTobparkeHUe CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
i BaTbIBaEMbIX MPOLLECCOPOM.
show cpu input-rate detailed OTobparkeHne CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
i 6aTbiBaeMbIX NPOLLECCOPOM NO TUMY TpaduKa.
show cpu thresholds - OTobparkeHune CNMCKa HaCTPOEHHbIX noporos ana CPU.
show memory thresholds - OtobparkeHune CNMcKa HaCTPOEHHbIX Noporos Ana RAM.
show sensor thresholds - OTobparkeHne cn1cka Noporos A41a AAaTYMKOB.
show storage thresholds - OTobparkeHune cnucka Noporos ANA pa3fesioB YCTPOUCTB.
show storage devices - OTobparkeHne 3HayeHnt obbema 1 ceoboaHoi namaTtu M3Y.

Mpumep ncnoab3oBaHUA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 *x  x ok

Tabanuya 42 — OnucaHue pes3ynbTaToB BbINOJIHEHUA KOMAHAb! traceroute

Mone OnucaHue
1 MopAAKOBbLIA HOMEP MapLIPyTM3aTopa B MYTU K YKa3aHHOMY Y3y ceTu.
gateway.eltex CeTeBO€e MMA 3TOrO MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplupyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a riompoe nakeT 6bln NepeAaH M BEpHY/CA OT MapLlwpyTnsaTopa. YKasbiBaeTca
ONA KaXKA0M NonbITKM nepesayn nakera.
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Mpw BbINOSIHEHUN KOMaHAbI traceroute moryT I'IpOM30l\/'1TM OLLIVI6KM, onucaHue oWwnboK npmneeaeHo B

Tabnnue 43.

Tabnumua 43 — OWmMbKM Npu BbINONHEHUN KOMaHAbI traceroute

Cumeon owubku OnucaHue
* Tanm-ayT Npu NONbITKE Nepeaayn naketa.
? HeunsBecTHbIM TN NakeTa.
A ALMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT NPU BAOKMPOBAHMMU UCXOAALLErO
Tpaduka no npasuaam B Tabanue goctyna ACL.
F TpebyeTca pparmeHTaumna n yctaHoBKka 6mTos DF.
H Y3en cety HeOCTynNeH.
N CeTb HeLOCTYMNHa.
P MpoTOKON HeaOoCTyNEH.
Q NCTOYHMK NnoaasneH.
R NcTekno Bpems NOBTOPHOM cbopKu dparmeHTa.
S OwnbKa ncxoasallero mapLupyTa.
U MopT HepocTyneH.

MporpammHoe obecnedyeHre Telnet KOMMyTaTOpoOB NOAAEPKMBAET cheuuanbHble KOMaHAbl —
dYHKLMU KOHTPOANA TepMMHana. Jaa BXoAda B PeXUM creumanbHbiX KoMaHg, BO Bpems aKTMBHOM Telnet-
CECCMU UCMOIb3YEeTCA KOMOUHAUMA Knasuw <Ctrl+shift+6>.

Tabnuua 44 — CneunanbHble KomaHabl Telnet

CrieyuanbHAA KOMAHOA Ha3HayeHue
A b Mepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN h Mepeaatb no telnet yganeHue cumsona (EC).
Ao Mepeaatb no telnet npekpalyeHne Bbisoaa (AO).
AN Mepepaatb no telnet coobuwieHne «Are You There?» (AYT) ANA KOHTPOAA NOAKNIOYEHMSA.
ANy Mepepaatb no telnet ctupanue ctpoku (EL).
AN X Bo3BpaT B peMM KOMaHAHOMN CTPOKMU.

TaKye BO3MOKHO MCNONb30BaHME AONONHUTEbHBIX ONLUMIA NpK OTKPbITUKM Telnet- n SSH-ceccni:

Tabnuua 45 — Knrouesble cnoBa, MCNoib3yemble Npu oTKpbITUKM Telnet- n SSH-ceccnit

Onyusa OnucaHue
/echo JloKanbHO BKAtOYaeT pyHKLMIO echo (nogaBneHue BbIBOAA HA KOHCO/b).
/password Onpegendaet naponb Ana Bxoaa Ha SSH-cepsep.
/quiet He ponycKaet BbIBOA Bcex coobuieHunit nporpammHoro obecneveHus Telnet.

/source-interface

OnpegensieT MHTePdENC-UCTOYHUK.

BktoyaeT 06paboTKy MOTOKa, KOTOPbIN paspellaeT HesawwmweHHoe TCP-coeguHeHne
6e3 KoHTpona nocnegosatensHocTtei Telnet. MoTokoBoe coegnHeHue He obpabaTbiBaeT

/stream Telnet-onumn 1 MoXKeT NCNONB30BaTbLCA ANA NOAKAOYEHMA K NOPTAM, HAa KOTOPbIX 3any-
LeHbl nporpammbl KonuposaHua UNIX-to-UNIX (UUCP) nnbo apyrve npoTOKObI, HE B-
naowmecs Telnet-npoTokonamu.

Juser OnpegendaeTt uma Nonb3oBaTena gnAa exoga Ha SSH-cepsep.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoM KOHGUIypauum MmeeT caeayowmii Bua,:
console (confiqg) #

Tabnnua 46 — KomaHabl ynpaBaeHWs CUCTEMOM B perKMMe rnobanbHOM KOHPUrypaLmm

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o ymon4aHuio

hostname name name: (1..160) KomaHgza cnyxuTt ana 3aaHus ceTeBoro MMeHM YCTPOMCTBA.

no hostname CMMBO/I0B/- BepHyTb ceTeBoe MMA YCTPOIMCTBA B 3HAYEHNE MO YMOSYAHUIO.

service tasks-utilization PaspewnTb yCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pPecypcoB LEeHTPaNbHOIO NpoLeccopa KOMMYTaTopa 417 KaxAoro
CUCTEMHOTO npoLiecca.

- — -/BKAtOYEHO —

no service tasks-utilization 3anpeTuTb YCTPOWCTBY MPOrPAaMMHO M3MEPATb YPOBEHb 3arpy3ku
pPecypcoB LEeHTPaNbHOIo NpoL.eccopa KOMMyTaTopa ANA KaK4oro
CUCTEMHOrO npouecca.

service cpu-utilization Pa3pewnTb yCTPOMCTBY NPOrPaMMHO U3MEePATb YPOBEHb 3arpy3Ku
PecypcoB LLEHTPaNbHOrO NpoL,eccopa KOMMyTaTopa.

- — -/BKAtOYEHO -

no service cpu-utilization 3anpeTnTb YCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpysKku
PecypcoB LLEHTPaNbHOrO NpoLEeccopa KOMMyTaTopa.

service cpu-input-rate Pa3pewnTb ycTponcTBy NPOrpamMMHO M3MEPATb CKOPOCTb BXOAA-
LLMX KagpoB, 06pabaTbiBaeMblX LLEHTPAIbHbIM NPOLECCOPOM KOM-
myTaTopa.

-/BKAtOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY NPOrPaMmMHO U3MEPATb CKOPOCTb BXOAALLMX
Kagpos, o6pabaTbiBaeMbix LLeHTPaIbHbIM NPOLECCOPOM KOMMYTa-
Topa.

service cpu-rate-limits traffic
pps

no service cpu-rate-limits
traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options, other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YctaHoBKa Ha CPU orpaHuyeHua CKOPOCTM BXOAALWMX KagpoB AnA
onpeaeneHHoro Tuna Tpadpuka.
- pps — NAKeTOB B CEKYHAY.

V Peanusyert ¢pyHKumio CoPP (Control plane protection).

BoccTaHaB/MBaET 3HaYeHWe pps Mo YMONYAHUIO ANA OnpeseneH-
Horo TpaduKa.

syn);
pps: 8..2048

service password-recovery PaspewnTb BOCCTaHOB/MEHWE MApPONsA 4Yepe3 3arpy3ouHoe MeHHo

«password recovery procedure» ¢ coxpaHeHnem KoHbUrypauuu.
no service password-recovery /enabled Pa3pelnTb BOCCTAaHOBAEHWE MAPONsA 4Yepes 3arpy3o4HOe MEHH0

«password recovery procedure» c yaaneHmem KoHOUrypauuu.
link-flap prevention enable BKAtounTb NpegoTepalieHme GaannuHra IMHKa.
link-flap prevention disable /enabled OTKNOYUTL NpeaoTBpaLleHne GaannumHra IMHKa.
service mirror-configuration Co34aBaTb pe3epBHYHO KOMUIO TEKYLLEN KOHPUrypaumm.
no service -/enabled OTKNOYUTL KONUPOBaHWUE TeKyLLEe KoHbUTypauuu.

mirror-configuration
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cpu threshold index index inter-
val relation value [flap-interval
[severity level]
[notify {enable | disable}] [re-
covery-notify {enable | disa-

flap_interval]

ble}]

no cpu threshold index index

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apatb nopor gas 3arpysku CPU.

- index — NpPou3BO/IbHbIN MHAEKC NOPOra;

- interval — nHTepBan namepeHua 3arpyskun CPU. 3HaueHme 3a-
rpy3ku CPU 3a 3TOT MHTEpBan byaeT cpaBHUBATLCA C NOPOrOBbLIM;
- relation — oTHoWeHMe mexKay 3arpyskolt CPU 1 noporosbim 3Ha-
YeHnem, Heobxoanmoe ana cpabaTbiBaHMA NOPOra;

- value — 3Ha4yeHWe Nopora;

- flap_interval — 3HaueHue, onpeaenstoLLee MOMEHT BOCCTAHOB-
NleHnn nopora nocne cpabaTbiBaHUS;

- severity — ypOBeHb Ba)*HOCTW TPanos A/1a 3TOro nopora;

- notify — BK/toUYaeT/oTKOYAET OTNPABKY TPanos o cpabaTbiBa-
HUK nopora;

- recovery-notify — Bk/ito4aeT/0TKAlOYaET OTNPABKY TPANos O BOC-
CTaHOBNEHWM Nopora.

Y4anuTb Nopor ¢ 3aaHHbIM UHAEKCOM.

memory threshold index in-
dex relation value [flap-in-
terval flap_interval] [sever-
ity /level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,

equal-to, not-equal-to);
value: (0..100) npoueH-

TOB;

flap_interval:

(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3agatb nopor ans obvema ceobogHoM namaTv RAM.

- index — NPOW3BO/bHbIN MHAEKC NOPOra;

- relation — oTHOWeEHME MeXKay 06bemom cBO6OAHON NaMATU U
NnoporoebiM 3HayeHnem, Heobxogumoe ans cpabaTbiBaHMA NO-
pora;

- value — 3Ha4eHune nopora;

- flap_interval — 3Ha4yeHue, onpeaensaioLLee MOMEHT BOCCTaHOB-
NleHnA nopora nocne cpabaTbiBaHUA;

- severity — ypOBeHb Ba)KHOCTU TPanoB A/a 3TOro nopora;

- notify — BKAto4aeT/oTKAKO4aET OTNpaBKy Tpanos o cpabaTbiBa-
HWK Nopora;

- recovery-notify — BkilouaeT/oTKAOYaET OTNPABKY TPanos O BOC-
CTaHOBNEHMM Nopora.

Y4anuTb NOpor ¢ 3afaHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id in-
dex index relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no sensor threshold fan
fan_num unit-id unit_id in-
dex index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..1000000000)
060p0oTOB/MUH;
flap_interval:
(0..1000000000)/0
060pOTOB/MUH;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apaTb Nopor ANA AaTYMKa CKOPOCTU BPaLLEHUA BEHTUAATOPA.

- fan_num — Homep BEHTUNATOPA;

- unit_id — Homep IOHWUTA, Ha KOTOPOM HAXOAMUTCA BEHTUNATOP;

- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — OTHOLUEHME MEMXKAY CKOPOCTbIO BPALLEHWUS BEHTUNSA-
TOpa M NOPOroBbIM 3HaYeHMeM, Heobxoanmoe aaa cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHuWe Nopora;

- flap_interval — 3HayeHue, onpegensaoLLee MOMEHT BOCCTAHOB-
NeHnA nopora nocne cpabatbiBaHus;

- severity — ypOBeHb Ba)*XHOCTU TPANoB A/1a 3TOro nopora;

- notify — BK/IlOYaeT/OTKNIO4AET OTNPaBKY Tpanos o cpabaTbiBa-
HWKW Nopora;

- recovery-notify — BK/louaeT/oTK/IIO4aET OTNPaABKY TPanos O BOC-
CTaHOBNEHMM Nopora.

YaanuTb NOpor ¢ 3a4aHHbIM UHAEKCOM ANA BeHTUAATopa fan_num
Ha IoHUTe unit_id.

sensor threshold thermal-

sensor sensor_num unit-id

unit_id index index relation
value [flap-interval flap_in-
terval] [severity level] [no-

tify {enable | disable}] [re-

covery-notify {enable | dis-
able}]

no sensor threshold ther-
mal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3afaTb Nopor oNA AaTyMKa TeMnepaTypbl.

- sensor_num — HOMep TePMOLaTUMKa;

- unit_id — Homep tOHMTa, Ha KOTOPOM HaXOAMTCA TePMOAATUMK;

- index — Npoun3BO/IbHbINA MHAEKC NOPOra;

- relation — oTHoOLWeHWeE MeXAay TeMNepaTypoi U NOPOroBbIM 3Ha-
YeHuem, Heobxoanmoe ana cpabaTbiBaHWA NOPOra;

- value — 3HayeHuWe nopora;

- flap_interval — 3HaueHune, onpeaenstoLee MOMEHT BOCCTAHOB-
NeHunn nopora nocne cpabaTbiBaHuUs;

- severity — ypOBeHb BaXHOCTU TPanoB ANS 3TOro Nopora;

- notify — BktoYaeT/oOTK/IIOYAET OTNPABKY TPanos o cpabatbisa-
HWUW nopora;

- recovery-notify — BK/louaeT/oTK/lO4aET OTNPABKY TPanos O BOC-
CTaHOB/IEHMM Nopora.

YAanuTb Nopor ¢ 3a4aHHbIM UHAEKCOM A1 TepmogaTymKa sen-
SOr_num Ha oHuTe unit_id.
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storage threshold index in-
dex interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert;

3agatb nopor ans obvema cBobogHOM NamaTh Ha M3Y.

- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — oTHoOWeEHMeE meay ob6bema cBO6OAHOM NamATN U Mo-
pPOroBbiM 3HaYeHUeM, Heobxoanmoe A cpabaTtbiBaHWA NOPOra;

- value — 3Ha4eHue nopora;

- flap_interval — 3Ha4YeHue, onpeaenstoLLee MOMEHT BOCCTaHOB-
NleHWA nopora nocne cpabaTbiBaHUsA;

- severity — ypOBeHb Ba)*KHOCTU TPanoB A/a 3TOro nopora;

- notify — BK/Il04aeT/OTKNIOYAET OTNPaBKY Tpanos o cpabaTbisa-
HWW Nopora;

- recovery-notify — BK/lOuaeT/oTK/lO4aET OTNPaBKY TPanoB O BOC-
CTQHOBNEHMM Nopora.

Y4anuTb NOpor ¢ 3aaHHbIM UHAEKCOM.

reset-button {enable | disable
| reset-only}

-/enable

HacTpolika peakuyu KommyTaTopa Ha HaxaTve KHOMNKK F.

- enable — npu HaXXaTUK Ha KHOMKY A/UTEeNbHOCTbIO MeHee 10 cek,
NpoOUCXoAuT nepesarpyska yCTPOMCTBA; NPU HaXXaTUM Ha KHOMKY
AnutenbHocTbio 6onee 10 cek, nponcxoamT cbpoc ycTponcTea A0
3aBO/CKOMN KOHOUIypaumm;

- disable — He pearnpoBaTb (OTKtOYEHA);

- reset-only — To/1bKO Nepesarpyska.

system forwarding resources
mode {mid-I3-mid-12 | min-I3-
max-12}

mode:
mid-13-mid-I2,
min-13-max-12/
mid-13-mid-I2

YcTaHOBUTb
mid-I13-mid-12:
- 06bem Tabanubl MAC po 128K aapecos;
- 06bem Tabanupl FIB ao 288K mappyTos;
- 06bem Tabaumubl ARP oo 64K 3anuceit.
min-I13-max-12:
- 06bem Tabanubl MAC po 256K agpecos;
- 06bem Tabanupl FIB ao 16K mapipyTos;
- 06bem Tabanupbl ARP go 96K 3anucei.
’ | KomaHaa noapep)kaHa Tonbko Ha MES5410-48 wu
o MES5500-32.

peXum pacnpegeneHus  annapartHbiX  Pecypcos

’ | HacTpoiika BCTYNUT B cMAy TONbKO Nocae nepesarpysku
N ycTpoiicTBa.

no system forwarding
resources

YCTaHOBUTb pexum pacnpeneneHna annapaTtHbIX pecypcoB no
YMON4aHUIO.

5.5 KomaHpApbl gna HaCTPOiKM NapameTpoB ANA 3agaHUA naponen

[aHHbIN KOMMNIEKC KOMaHA NpeaHasHavyeH Ans 3a4aHMA MUHUMANbHOW CNIOXKHOCTU Napois, a TaKke
AN19 3a,aH1SA BPEMEHM AENCTBMA Naposs.

KomaHObI pexcuma 210baabHol KOHuU2ypayuu

3anpoc KoOMaHAHOW CTPOKM B pexkunme rnobanbHoi KOHOUTypaumum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 47 — KomaHabl ynpaBaeHUs cucteMomn B pexkmme rnobasnbHoM KOHPUrypaumum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

passwords aging age

no passwords aging

age: (0..365)/180 aHeit

3apaer BpeEMA XKU3HU naponel‘z’l. Mo ucreyeHnn 3a4aHHOroO CPokKa
6y,u,eT npeanoxKeHo CMeHUTb Napob. 3HauveHune 0 rOBOPUT O TOM,
4YTO BpEMA XKU3HU naponeﬁ He 3a4aHOo.

BoccTaHaBimMBaeT 3HavYeHMe No YMOTHAHUIO.

passwords complexity enable

no passwords complexity
enable

-/BbIKNOYEHO

BkatouaeT orpaHuyeHve Ha popmat napons.

BbIktouaeT orpaHuyeHue Ha dopmat napons.
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HELTEX

passwords complexity
min-classes value

BK/toyaeT orpaHuyeHue, 3ajatoliee MUHUMANAbHOE KOJIMYECTBO
KN1acCOB CMMBO/IOB (CTPOYHble BYKBbI, 3arnaBHble BYKBbl, UUdpbI,

value: (0..4)/3 CUMBOIbI).

no passwords complexity
min-classes

BoccTaHaBnvBaeT 3HavYeHMe No YMOYAHMUIO.

passwords complexity
min-length value

BK/ItOYaEeT OrpaHUYeHne Ha MMHUMANbHYIO AJIMHY Napons.

value: (0..64)/8

no passwords complexity
min-length

BocctaHaBnmBaeT 3HayeHue no YMONYaHULO.

passwords complexity
no-repeat number

BkatouaeT orpaHuyeHue, 3ajatroliee MaKCMMaJbHOE KONYECTBO
nocnenosaTe/ibHO NOBTOPAKOWMXCA CUMBO1I0B B HOBOM Mapone.

- number: (0..16)/3
no passwords complexity

no-repeat

BoccTaHaBnvBaeT 3HavYeHMe No YMOYAHUIO.

passwords complexity 3anpewaeT NnpM CMeHe Mapo/is UCMO/b30BaTh B KayecTBe HOBOMO

not-current cTapbli.
- -/enabled —
no passwords complexity Pa3speluaeT MCNONb30BaTh CTapblii Naposib NMPU CMEHE.
not-current
passwords complexity 3anpeLlaeT UCNO/b30BaTh B KAY€CTBE Napoaa UMA NoAb3oBaTeNs.
not-username
- -/enabled
no passwords complexity Pa3speluaeT MCNO/b30BaTh B KaYeCTBE Napoia MMA NONb30BaTeN .
not-username
passwords lockout value 3afaeT orpaHUYeHme Ha KOMYeCTBO HeBEPHbIX MOMbITOK BXOAa Ha
| KommyTaTop. Mocne nocneaHein HenpasuUAbHOM NOMbITKA BBECTU
value:

Nnaposb NO/sib30BaTeENb 6.10KM pyeTca.

(1..5)/BbIKNtOYEHO

no passwords lockout BbIkntoyaeT orpaHNYeHne Ha KONNMYeCTBO HEBEPHbIX MOMbITOK BXO-

aa.

Tabnvua 48 — KomaHapl ynpaBaeHua cuctemon B pexkume Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show passwords configuration - OtobparkaeT MHGoOpmMaLMIo 06 OrpaHUYEHUAX Ha MAPONW.

PasbnokupyeT nonb3osatensi, 3a6/OKMPOBAHHOIO NOC/AEe Heyaau-
HbIX MOMbITOK BXOAa Ha KOMMyTaTOp.

set username name active name: (1..20) cumBosos

5.6 Pa6ora c pamtnamm

5.6.1 OnucaHue apeymeHmos KOMaHO
Mpun ocyuwecTeBneHmMn onepaumn Hag dannamm, B KauecTBe apryMeHTOB KOMaHS, BbICTYNatoT agpeca
URL - onpegennTenn MeCToHaxoXaeHUA pecypca. OnucaHue Ka4YeBbIX CnoB, WCMNOJZIb3yeMbIX B

onepauusx, npmMseaeHo B Tabauue 49.

Tabaumua 49 — CNUCOK KAKOYEBbIX C/IOB U UX ONMcaHue

Knrouesoe cnoeo OnucaHue

McxoaHbli agpec A agpec Mecta HasHauyeHUa AN SHeProHe3aBMCcMMON NamaTH. JHeproHesasu-
CMMan NaMATb UCMONb3yeTCA Mo YMoaYaHuio, ecamn agpec URL onpeaeneH 6e3 npedukca (npeduk-
camu snstoTes: flash:, tftp:, scp:...).

flash://

running-config daiin TekyLLelt KoHoUrypaumm.

mirror-config Konusa dalina Tekywiein KoHourypaumm.

startup-config daiin nepBoHaYaNbHOM KOHOUTYypaLuu.

active-image daiin ¢ aKTMBHbIM 06pasom.

inactive-image daiin c HeaKTMBHLIM 06pasoMm.
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HELTEX

tftp://

UcxopHbI agpec unm agpec mecta HasHadyeHua ana TFTP-cepsepa.
CuHTakcuc: tftp://host[:port]/[directory/] filename [ vrf vrf_name]
- host — IPv4-agpec unm ceTeBoe MMs YCTPOMCTBA;

- port — NopT Ha3Ha4YeHus;

- directory — katanor;

- filename — uma daina;

- vrf_name — Ha3BaHue vrf.

V Ecam vrf He ucnonb3yeTca, KomaHay vrf name mMmoXHo He YKa3blBaTb.

sftp://

UcxogHbI agpec unu agpec mecta HasHayeHua ana SSH-cepsepa.

Cuntakcuc: sftp://[username:[password]@]host[:port][directory/]/filename [ vrf vrf_name]
- username — VUMA NOJ1Ib30BaTENS;

- password — napoab Noab30BaTeNs;

- host — IPv4-agpec unum ceTeBoe MMA YCTPOMCTBa;

- port — NopT Ha3Ha4YeHus;

- directory — katanor;

- filename — vms daiina;

- vrf_name — Ha3BaHue vrf.

http://

UcxopHbIV agpec unv agpec mecta HazHadeHusa ana HTTP-cepeepa.
CuHtakcuc: http://host[:port]/filename [ vrf vrf_name ]

- host — IP-agpec nnu ceteBoe MMA YCTPOMCTBA;

- port — NOPT Ha3Ha4YeHwus;

- filename — vma ¢anna;

- vrf_name — Ha3BaHwe vrf.

scp://

UcxogHbI agpec unm agpec mecta HasHadyeHua ana SSH-cepsepa.

CuHtakcuc: scp://[username[:password]@]host[:port]/[directory/] filename [ vrf vrf_name]
- username — UMA NoJsib30BaTeNsA;

- password — napoab Nosb30BaTeNs;

- host — IPv4-agpec unu ceTeBoe MMA YCTPOMCTBA;

- directory — katanor;

- filename — vma ¢anna;

- vrf_name — Ha3BaHue vrf.

logging

daiin c uctoprein KomaHa,

IPv6-appec UCTOYHMKA [0/MKEH YKasbiBaTbCA B KBaApaTHbIX CKO6Kax B ¢opmare

. DXOXOOCGXXXX XXX

5.6.2 KomaHObI na pabomeli ¢ paiinamu

3anpoc KomaHAHOM cTpPoku B pexxunme Privileged EXEC nmeet cnegyownin Bua;:

console#

Tabnunua 50 — KomaHabl ans paboTbl ¢ pannamm B pexkmme Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue

Aeiicmeue
0 yMon4YaHuro

copy source_url
destination_url

KonvposaHue ¢aiina U3 MecTonoNoKeHNA UCTOYHUKA B MeCTONo-
NOXeHue HasHayeHun.
- source_url — mecTononoxexue konvpyemoro daiina;

- destination_url — appec mecTa HasHayeHus, Kyaa ¢ain byaeT cko-
source_url: (1..160)

NUpPOBaH.
- CUMBOJIOB; "
copy source_url {running- . KonuposaHue dalina KoHbUrypaunm c cepsepa B TEKYLLYIO KOHPU-
. R N destination_url: (1..160)
-config| candidate-config} - rypaumio.
: - CMMBO/IOB; -
copy running-config CoxpaHeHue TeKyLLeh KoHbUrypauumn Ha cepeepe.
destination_url
copy startup-config CoxpaHeHue NepBOHaYanbHOM KOHGUIypaLmm Ha cepBepe.
destination_url
copy running-config i CoxpaHeHue TekyLen KOHOUTYpPaLUKN B NepBOHaYaIbHYH KOHOUIY-
startup-config pauuio.
Ethernet-kommymamopei cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 113

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,

MES5500-32




HELTEX

copy running-config file

CoxpaHeHue TeKyuwelh KoHOUrypauuu B 3a[aHHbIMA pe3epBHbIA
daiin KoHdpuUrypaumm.

copy startup-config file

CoxpaHeHue nepBOHaYaNbHOM KOHPUrypaLmm B 3a4aHHbIN pe3eps-
HbI $ainn KoHOUTrypaumm.

delete candidate-config

YpnaneHnue ¢aina KaHoUMAAT-KOHPUrypaLmm.

boot config source_url

KonupoBaHue ¢aiina KoHdurypauum c cepsepa B ¢palin nepsoHa-
YanbHOM KOHOUTypaumm.

dir [flash:path | dir_name]

OTobpaxkaeT cnUcoK GaiioB B yKasaHHOM KaTasore.

more {flash:file |
startup-config |
running-config |
mirror-config | active-image
| inactive-image | logging |

file}

file: (1..160) cumsonos

OTobparkaeT cogeprmMmoe daiina.

- startup-config — oTobpakaer cogepkmmoe daitna nepsoHayab-
HOM KOHUrypaumu;

- running-config — oTobparkaeT cogepRknumoe paiina TeKyLWEen KoH-
durypauuu;

- flash: — oTo6parkaeT paitnbl ¢ Pnew-namaTv ycTPoOACTBa;

- mirror-config — oTobparkaeT cogeprmmoe daina Tekyllel KoH-
durypaumum ¢ 3epkana;

- active-image — oTobpakaeT Bepcuto Tekyuiero dpaiina obpasa Mo.
- inactive-image — oTobparkaeT Bepcuo HeaKTUBHOro dalina o6-
pa3a MO0.

- logging — oTobpaxkaeT cogepkunmoe daina xypHana.

- file — uma daiina.

’ daiinbl otobpaxkarotca B popmare ASCII.
.

delete ur/

Ypanenue daiina.

delete startup-config

Yaanenus davina nepBoHavanbHON KOHGUIypaumu.

boot system source_url

KonuposaHue daitna NO c cepepa B HEAKTUBHYIO 061aCTb NaMATH
Ha mecTo pesepsBHoro MMO.

boot system inactive-image

3arpysuTbca ¢ HeakTMBHOro obpasa MO.

show {startup-config |
running-config | candidate-
config} [brief | detailed |
interfaces

{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | port-channel
group | vlan vian_id | tunnel
tunnel_id | loopback
loopback_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);

vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OTobparkaeT cogepxumoe darina nepBoHavabHON KOHPUrypaLmm
(startup-config) unu Tekywweit KoHourypauum (running-config).

- interfaces — KoHbUrypauua nHTepdericoB KommyTaTopa - dusnye-
CKux MHTepdeicos, rpynn uHtepoericos (port-channel), VLAN-uH-
Tepoelicos, oob-nopTta, UHTepdelica 3aMblkaHUA Ha cebs, TyHHe-
nen.

Cnegpytouwme onuum AOCTYNHbI NPU BbIBOAE TEKYLLENW KOHPUrypa-
unu:

- brief — BbIBOA KOHPUrYypaLmmn 6e3 ABOMYHBIX AaHHbIX, HANpUMep,
SSH u SSL kntoyeint.

- detailed — BbIBOA, KOHOUIYpPALUN C BKIHOYEHUEM ABOUYHbIX AaH-
HbIX

show bootvar

MoKa3blBaeT akTUBHbIN alin cuctemHoro MO, KOTOPbIA YCTPONCTBO
3arpyyaert npu 3anycke.

write [memory]

CoxpaHeHue TeKywen KoHourypauum B ¢aiin nepBOHaYasbHOM
KOHdUrypaumm.

boot license source_url [unit
unit_id] [vrf vrf_name]

unit_id: (1..8);
vrf_name: (1..32)
cumBona

3arpy»KaeT Ha YCTPOMCTBO dain ANLLEH3UM.
- unit_id — Homep OHWUTA B CTEKE;
- vrf_name — ums BUPTyaNbHON 061aCTN MapLUpyTU3aLUM.

’ | daiinbl AMLEH3UN MOTYT 6bITb YCTaHOB/IEHbI Ha YCTPOW-
e CTBO ¢ posbto master u backup.

delete license [ word ] [unit
unit_id]

word: (1..160) cumsona;
unit_id: (1..8)

YaanaeT c ycTpoCTBa BCe YCTaHOBNAEHHbIE dalisibl INLLEH3NIA.
- word — ums daitna AMuUeH3nK, KOTopbI JOMKEH BbITb yaaneH;
- unit_id — Homep OHWUTA B CTEKe.

show license [unit unit_id]

unit_id: (1..8)

MoKa3biBaeT ycTaHOBNAEHHbIEe daliibl AULEH3UN.
- unit_id — Homep tOHWTa B CTEKe.

rename url new_url

url, new_url: (1..160)
CMMBOJ/I0B

MN3meHeHne umeHu daiina.
- url — Tekywee umsa daiina;
- new-url — HoBoe nma daiina.

Cepsep TFTP He moKeT ObiTb agpecom MCTOYHMKOM U aApecom HasHauyeHus ANA OaHOM
| KOMaHAbl KONMPOBaHMA.
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HELTEX

[pumepbl UC016308AHUS KOMAHO

Yaanutb ¢ain test N3 sHeproHesaBUCMMON NamATH:

console# delete flash:test

Delete flash:test?

[confirm]

Pe3yanaT BbIMOJIHEHNA KOMaHAbI: Nocse nogreBepXaAeHunAa ¢a17|n 6y,D,ET yYAaneH.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXKMMe r106anbHOM KOHPUTypaumum MMeeT cieayowmin Bua;

console (confiqg) #

Tabanuya 51 — KomaHabl ansa paboTbl ¢ pannamm B pexkmme rnobanbHOM KOHGUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip tftp source-vrf vrf_name

no ip tftp source-vrf

vrf_name: (1..32)
CMMBOJI0B

MNepeBos cuctembl KonuposaHua Yyepes TFTP B onpeaeneHHbin VRF.
- vrf_name — vma BUPTYanbHON 061acTU MapLIpyTU3aLUK.

MepeBoa, cuctemol KonuposaHua Yepes TFTP 8 VRF no ymonyanuio.

5.6.3 KomaHObI 0n1a pe3epsupoeaHus KOHgu2ypayuu

B [OaHHOM pasgene onucaHbl KOMaHApbl, NpeAHasHayYeHHble AN HACTPOWMKWM pe3epBMPOBaHMSA
KOHdUrypaLmm no TaiMmepy MAn NPU COXpaHeHUn TekyLwen KoHPurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pexXunme rnobanbHoin KoOHOUrypauum MMeeT cieayowmnii Bua;

console (confiqg) #

Tabnuua 52 — KomaHabl ynpaBaeHua cMCTEMOM B pexkume rnobanbHOM KoHUrypauum

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

backup server server format

no backup server

server: (1..22) cumBonos

YKasaHue cepBepa, Ha KOTopblit ByaeT NpoM3BOANUTLCA pe3epBUpo-
BaHMe KOHOUIypaumm.

CTtpoka B popmare:

«tftp:// XXX XXX XXX XXX »

«scp://[[username][:[password]]]host»
«sftp://[[username][:[password]]]host»

YpaneHue cepsepa ANA pe3epBMpOBaHUS.

backup server server port port [
vrf vrf_name]

no backup server [ vrf vrf_name

]

server: (1..22)
CUMBOJIOB,
port: (0..65535)/nopt no
YMONYAHUIO
(tftp — 69, scp u sftp —
22)

YKasaHue cepBepa, Ha KOTopblit ByaeT Npon3BOAUTLCA pe3epBUpPoO-
BaHWe KOHOUIrypaLumu.

- server — cTpoKa B popmate «tftp://XXX. XXX XXX.XXX»,
«scp://username:password @XXX. XXX.XXX.XXX» un
«sftp://username:password @XXX.XXX. XXX.XXX»

- vrf_name — uma BUPTyanbHON 061aCTN MapLUpyTU3aLUMN.

YpaneHue cepBepa Ans pe3epBupoBaHua.

backup path path

no backup path

path: (1..128) cumsonos

YKasaHue nyTM pacnonoxeHua danna Ha cepsBepe U npedpukca
darina. Mpu coxpaHeHnn K npedukcy byaer fob6aBNATLCA TeKyLLan
JaTa v Bpems B dopmaTe rrrrMmasy4mmcc.

YpaneHue nytm ans pesepsupoBaHus.

backup history enable

-/BbIK/IIOYEHO

BKAOUMTbL COXpaHeHne NCTOPUK pe3epBHbIX KOMWN.
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HELTEX

no backup history enable OTKNIIOYNTb COXPaAHEHUE UCTOPUM PE3EPBHbBIX KOMUN.

YKaszaHMe NpoMeXKyTKa BpemeHu, Mo UcTeyeHun KoToporo byaer

backup time-period timer timer:
OCYLLECTBAATLCA aBTOMATUYECKOe Pe3epBMPOBaHME KOHPUTYpPaLMM.
- - (1..35791394)/720 muH
no backup time-period BoccTaHaBMBaeT 3HaYeHME N0 YMONYAHUIO
backup auto BkAtoyeHne aBTOMaTUYECKOro pe3epBUPOBaAHNA KOHOUIYpaLUK.
-/BbIK/IIOYEHO
no backup auto YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
. BkntoyeHne pesepBMPOBaHMA KOHOUIypauum nNpu COXPaHEeHUU
backup write-memory pesepsnp purypau, P P
-/BbIKAOYEHO nosb3oBaTenem KoHourypaumm Ha flash-Hakonutens.
no backup write-memory YcTaHOBKa 3HaYeHMUA N0 YMOYAHUIO.

HacTpolika BO3MOXKHOCTM ncrnosb3oBaHus USB-nopTta kKommyTaTopa.
usb {enable/disable} -/enable - enable — ucnonb3osaHme USB-nopTa paspeLueHo;
- disable — ucnonb3osave USB-nopTa 3anpeLyeHo.

Tabnunua 53 — KomaHabl ynpaBneHus cuctemon B pexkmme Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
show backup ) OTobpakaeT MHGOPMALMIO O HACTPOMKax pe3epBMPOBaHUA KOH-
durypauum
show backup history ) OTobparkaeT UCTOPMIO YCMELLHO COXPAaHEHHbIX HA cepBep KOHPU-
rypauum.

5.6.4 KomaHObI 0n1a pabomesl kKaHOUdam-KoHgpu2ypayuu

B AaHHOM pasaene onvcaHbl KOMaHAbl, NpegHasHauveHHble Ana paboTbl ¢ KaHAMAAT-KOHOUTypauun
un rollback-Taiimepom.

B cucteme cyuwectByeT HecKoNbko Tunos KoHourypaumin: CANDIDATE — pepaktupyemas
KoHourypauma. RUNNING — peicrteytowan kKoHourypaumsa. MNog ynpasneHuem 3Toit KoHGUrypaumm ysen
goctyna paboTtaeT B gaHHbI MmomeHT. BACKUP — XxpaHWUT AeiCTBOBaHHYlO paHee KOHuUrypauuio wu
NCNONb3yeTca ANA OTMEHbI NPUMEHEHNA KOHPUrypaLmm.

[na Toro 4to6bl BHECEHHble B KOHOUIypaLMilO M3MEHEHWA BCTYMWAM B CWAY, AOMXKHA ObiTb
BbINOJIHEHA Onepaums NpUMeHeHUs KoHdurypauum commit. Mpn aTom pencreyrowaa KoHouUrypaumsa
ctaHoBuTcA pesepBHoi, a RUNNING konupyetca B8 BACKUP. [1na 0oTMeHbl BHECEHHbIX MU3MEHEHWI NO KaKoWn-
nmbo npmnunHe ncnonbsyetca onepayms rollback.

Ona noaTeepKAeHUA KOPPEKTHOCTU NPUMEHEHHOW KOHpUrypaumm oT onepaTopa Tpebyetcs BBOA
KOMaHAbl noATtBep:kaeHuA confirm, ecnu noaTeBepKaeHWe He MOCTYNUT B TedeHue AencTsuA Talimepa
noATBEPXKAEHUA (MO YMOMYAHUIO YCTAHOB/IEHO 5 MMHYT), TO KOHPUrypauus ycTpoicTBa aBTOMATUYECKU
BEPHETCA K COCTOAHUIO, KOTOpOe HbIN0 A0 BBOAA NOC/AeHEN KOMaHAbI commit.

3anpoc KomaHAHoOM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii Bua;:
console#

Tabnnua 54 — KomaHabl gnsa pabotbl ¢ pannamm B pexkmme Privileged EXEC

3HayeHue/3HayeHue .
KomaHda Hlelicmeue
no ymoa4aHuro
show candidate-config status OTtobpakaeT MHOOpPMaALMIO O COCTOAHMM commit, Tamepa
rollback n cocTosHUM BNOKMPOBKM KaHAMAAT-KOHOUTYpaLUW.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXnMe KaHAMAaT-KoHOUrypaunm uMmeeT cieayowmin Bua;
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HELTEX

console (config) #

Tabanuya 55 — KomaHabl ana paboTbl ¢ pannamm B pexxmume KaHanMaaT-KOHPUrypaumum

Komanda 3HavyeHue/3HayeHue Neiicmeue
no ymon4aHuro
commit [at] timer timer: MpumeHseT KoHbUrypaumio us candidate-config
(1...1200)/600 :
confirm MNoaTBepxaaeT npumeHeHne candidat-config, yaanset rollback
) Tanmep.

5.6.5 KomaHObI 0na asmomamuyecKko20 06HOB1eHUA U KOHgu2ypayuu

[Mpouecc asmomamu4yecko2o 0b6Ho8nEHUA

KommyTaTop 3anyckaeT npoLecc aBToMaTU4eckoro obHoBaeHun, basunpyowmiica Ha DHCP, ecnn oH
BK/OYEH U uma TeKkcToBoro ¢anna (DHCP-onuma 43, 125), copepskauiero mumsa obpasa MO, 6bino
npegocrtasneHo cepsepom DHCP.

Mpouecc aBTomaTUyeCcKoro 0B6HOBEHWNS COCTOMUT M3 cneayroumnx aTanos:

1. KommyTaTop 3arpyKaer TeKCTOBbIN dain 1 yMTaeT us Hero nmsa daina obpasa MO Ha TFTP-cep-
Bepe;

2. KommyTtaTop ckaumBaeT nepsblii 610K (512 6aiiT) obpasa MO c TFTP-cepBepa, B KOTOPOM CO-
aepxuntca sepcma MO;

3. KommyTaTtop cpaBHUBaeT Bepcuto daina obpasa MNO, nonyyeHHoro ¢ TFTP-cepBepa, c Bepcuei
aKTMBHOro obpasa MO KommyTaTopa. ECNM OHM OTAIMYAIOTCS, KOMMYTATOP 3arpykaeTt obpas MNO
¢ TFTP-cepBepa BMecTo HeaKTMBHOro ob6pasa N0 KommyTaTopa 1 genaeT AaHHbli 06pas akTUB-
HbIM;

4. Ecnm o6pas MO 6bin 3arpyeH, TO KOMMYTaTOp NepesarpyrKaercs.

[pouecc asmomamu4ecko20 KOHU2YypUpPosaHUs

KommyTaTop 3anycKaeT NpoLecc aBTOMaTUYECKOro KOHPUrypupoBaHus, 6asupytowmiica Ha DHCP,
NP BbINOJHEHUN CEeAYHOWMX YCAOBUIA:

— B KOHOUrypauum paspelleHo aBTOMaTMYeCKOe KOHOUIypupoBaHue;
— otBeT DHCP-cepBepa coaepxut IP-agpec TFTP-cepepa (DHCP-onuus 66) u uma daiina
KoHdurypaumum (DHCP-onuma 67) B dopmate ASCIL.

’ MonyuyeHHbIN pann KoHPUrypauum gobasnseTca K Tekywei (running) kKoHpurypauum.
-

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHPUIypauum MMeeT cneayowmii Bua;
console (config) #

Tabnnuya 56 — KomaHabl ynpaBaeHus cuctemom B pexkmme rnobasnbHoM KOHPUrypaumnm

3HayeHue/3HayeHue
no ymoa4aHuro

KomaHoa Aelicmeue

boot host auto-config BK/loueHMe aBTOMATMYECKOM KoHduUrypauuu, H6asupytolierica Ha

-/BKIOYEHO DHCP.
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HELTEX

no boot host auto-config BbIkNtoueHMe aBTOMATUYECKON KoHoUrypaumm, 6asmpyroLeincs Ha
DHCP.
boot host auto-update Bk/itoueHne aBTOMaTtUyeckoro obHosnenusa MO, basupyrowerocs
Ha DHCP.
-/BK/IIOYEHO
no boot host auto-update BbIkNtoueHMe aBTOMaTU4Yeckoro obHosneHus MO, 6asupytollerocs
Ha DHCP.

KomaHOb1 pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoKu B pexkume Privileged EXEC nmeet cneayrowmin BuAa;
console#

Tabnnuya 57 — KomaHabl ynpasneHus cuctemon B pexkmme Privileged EXEC

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o ymon4arHuro

show boot MPOCMOTP HAcTPOEK aBTOMATUYECKOro O06HOBAEHUA U KOHdUrypa-
umu.

Mpumep KoHpUrypaumm ISC DHCP Server:

option image-filename code 125 = {

unsigned integer 32, #enterprise-number. MmeHTudMKATOP NPOM3BOOUTENS, BCerma pPabBeH
35265 (Eltex)

unsigned integer 8, #data-len. [nmMHa BCeX HAHHHX ONUMM. PaBHa IJIMHE CTPOKM sub-
option-data + 2.

unsigned integer 8, #sub-option-code. Kopm nomomnuuy, BCerma paBeH 1

unsigned integer 8, #sub-option-len. InuHa cTpoku sub-option-data
text #sub-option-data. Umsa TexcToBOTO Oarna, comepxamero uUMs
obpaza IIO

}i

host mes2124-test {

hardware ethernet a8:£f9:4b:85:a2:00; #mac-ampec xoMMyTaTopa

filename "mesXXX-test.cfg"; #VMS KOHOUTYpaLUVM KOMMYyTaTopa

option image-filename 35265 18 1 16 "mesXXX-40l.ros"; #1Ma TEKCTOBOTO
banna, comepxalmero mMsa obpasza 10

next-server 192.168.1.3; #IP-ampec TFTP cepsepa

fixed-address 192.168.1.36; #IP-ampec KoMMyTaTopa

5.7 HacTpo#Ka cuctemHOro BpemeHum

/":f' Mo ymonuaHMI0O aBTOMaTUYECKUIA Nepexos Ha NeTHee BPeMA OCYLLECTBAAETCA B COOTBET-
= cTBUM co cTaHAapTamu CLUA u EBponbl. B KoHduUrypauum moryTt 6biTb 3agaHbl Nto6ble gata
M Bpemsa ANna nepexoaa Ha fieTHee Bpema U o6paTHo.

KomaHObI pexcuma Privileged EXEC

3anpoc KomaHAHoOM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:
console#

Tabnnua 58 — KomaHabl HACTPOMKM CUCTEMHOIO BpeMeHU B pexume Privileged EXEC

3HaveHue/3HavyeHue o
KomaHoa / Aelicmeue
no ymon4YaHuro
clock set hh:mm:ss day month hh: (0..23); PyyHasa ycTaHOBKa CWUCTEMHOrO BPEMeHM (KomMaHaa [AOCTynHa
year mm: (0..59); TO/IbKO ANA NPUBUIETMPOBAHHOIO NOAb30BaTeNs).
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HELTEX

ss: (0..59);
day: (1..31);
month: (Jan..Dec);
year: (2000..2037)

- hh —4acbl, MM — MUHYTbI, SS — CEKYHAbI;
- day — peHb; month — mecsau; year — rog,

show sntp configuration

vrf_name:(1..32)

MNMokKasbiBaeT KoHOUrypauuio npotokosa SNTP.

[ vrf {vrf_name | all}] CMMBO/IOB - vrf_name — vma BUPTYaNbHOM 061acTU MapLIpyTU3aLUM.
show sntp status vrf_name:(1..32) MoKasbiBaeT cTaTyc npoTokona SNTP.
[ vrf {vrf_name | all}] CMMBOOB - vrf_name — numa BUPTYyasibHOW 061acTh MapLLpyTU3aLmum

show ntp

MoKa3bIBaeT TEKYLLLEE COCTOAHME U CTAaTUCTUKY CYKObI NTP.

show ntp status

lMoKasbiBaeT cTaTyc NPOTOKONA CUHXPOHM3aumn BpemeHn NTP no
ceTu.

show ntp associations [ vrf
vrf_name | all ]

MNMokasbiBaeT MHPOpPMaLMIO O COriacoBaHMM ycTpoiicTea ¢ NTP-
cepBepamu U OAHOPaAHTOBbIMY Y3/1aMW.
- vrf_name — uma BupTyanbHol 061aCTU MapLIpyTU3aLNN.

show ntp statistics

MNoKa3blBaeT CTaTUCTUKY pa60TbI nNpoOTOKOAa.

KomaHOb1 pexcuma EXEC

3anpoc KomMaHgHOW CTPOKK B pexknme EXEC umeeT cneaytowmin Bua;

console>

Tabnvua 59 — KomaHapl HACTPOIMKM CUCTEMHOIO BpeMeHU B pexknme EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show clock

show clock detail

MNokasbiBaeT cucTeMHOEe Bpema u Aaty.

JonoaHutensHo 0T06pa)+<aeT napameTpbl 4aCcoBOro noAca u nepe-
XO04a Ha neTHee BpemaA.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexume rnobanbHo KOHOUTYpaLMN MMeET CAeayoLWnin Bua,;

console (confiqg) #

Tabanua 60 — CNMCoK KoMaHA, AN1A HAaCTPOMKN CUCTEMHOTO BPEMEHU B pPeXKmnme rnobanbHo KoHdUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock source {sntp | ntp |
browser}

no clock source {sntp | ntp |
browser}

-/BHELHWUIA UCTOUHUK
He ucnonb3yercs

Mcnosb3yeT BHEWHW UCTOYHUK 418 YCTAaHOBKM CUCTEMHOIO Bpe-
MEHM.
B cnyuyae Ha3HaYeHUA NCTOYHUKOM ntp ycTpoiicTeo 6yaer
No YMOJIYaHMIO BbIMOJIHATL PONb Ntp-cepBepa,
oTBeyYas Ha 3anpocbl KAUEHTOB.

3anpeu.|,aeT MCNoNb30BaHUE BHeELWHero NCTOYHUKa ONnA yCTaHOBKU
CUCTEMHOIO BpEMEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT OMMCaHWUA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAMBaEeT 3HaYeHKMe YacoBoro nosca.

- zone — cNoBo, CPOPMMPOBAHHOE M3 MepBbIX BYKB CNOBOCOYETA-
HMA, KOTOPOE OHO 3ameHseT (OnMcaHue 30HbI);

- hours-offset —yacoBoe cmeLLLeHNe OTHOCUTENBHO HY/1IEBOTO MepK-
anana UTC;

- minutes-offset — MUHYTHOE CMeLL,eHNe OTHOCUTENIbHO HY/1IeBOTO
mepuamaHa UTC.

YcTaHaBAMBaeT 3HaYeHne Mo YMONAYaHUIO.

clock summer-time zone date
date month year hh:mm date
month year hh:mm [offset]

zone: (1..4) cumsona/
HeT onmncaHua 30HbI;
date: (1..31);

3afjaer 4aty v BpemMa 419 aBTOMaTMYECKOro nepexosa Ha fieTHee
Bpems 1 Bo3BpaTa 06paTHO (418 onpeaeneHHoro roaa).
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HELTEX

clock summer-time zone date
month date year hh:mm month
date year hh:mm [offset]

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month hh:mm
{first | last | week} day month
hh:mm} [offset]

no clock summer-time

month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MWH;
Mo ymon4yaHuo
nepexog, Ha feTHee
BpeMs BbIK/OYEH

MepBbiM B KOMaHAE YKa3bIBAaETCA ONUCaHMe 30HbI, BTOPbIM Bpems
014 Nepexona Ha nNeTHee BPems U TPeTbUM BPEMA A/1A BO3BpaTa.

- zone — cnoBo, chopMMpoBaHHOE U3 NepBbiX BYKB ClOBOCOYETa-
HMA, KOTOPOE OHO 3aMeHseT (OnMcaHue 30Hbl);

- date —uncno;

- month — mecsu;

- year —rop;

- hh —y4acbl, mm — MUHYTbI;

- offset — KONNYECTBO MUHYT, f,O0HaBAAEMbIX NPU NEPEXOAe Ha NieT-
Hee Bpems.

3apaet gaty M Bpema ANA aBTOMAaTUYECKOro nepexoda Ha seTHee
BpPems 1 BO3BpaTa 06paTHO B PEXUME EXKEroaHO.

- zone — cnoBo, cpopMUPOBAHHOE M3 NepPBbIX BYKB CIOBOCOYETA-
HWA, KOTOpPOe OHO 3aMeHAeT (onucaHue 30HbI);

- usa — yCTaHOBMTb NMpaBWa Nepexosa Ha sieTHee Bpems, UCMONb-
3yemble B CLUA (nepexop, BO BTOpOe BOCKpeceHbe MapTa, obpaTHO
B NepBOe BOCKpeceHbe HOoABPA, B 2 4aca yTpa No MecTHOMY Bpe-
MeHMU);

- eu — yCTaHOBMTb NPaBu/Ia Nepexoaa Ha fieTHee Bpems, NCMNOoJb3y-
emble EBpocoto3om (nepexos B nocseaHee BOCKPeceHbe MapTa,
06paTHO B NocnegHee BOCKpeceHbe OKTAbpA, B 1 yac yTpa no MpuH-
BUYY);

- hh —4acbl, mm — MUHYTbI;

- week — Hepena mecAua;

- day — peHb Hepenw;

- month — mecsu;

- offset — KonnyecTBO [06aBAAEMBIX MUHYT NPU Nepexoae Ha feT-
Hee Bpems.

OTK/IOYaeT aBTOMATUYECKUIA nepexoj Ha NneTHee spema.

sntp authentication-key number: YcTaHaBAMBAET K/AOY MPOBEPKU MNOAJMHHOCTU A1A MNPOTOKONa
number md>5 value (1..4294967295); SNTP.
encrypted sntp value: (1..32) - number — Homep KtoYa;
authentication-key number CMMBOJI0OB; - value — 3HaYeHne KNoua;
md5 value Mo ymonyaHutio - encrypted — 3a4aTb 3HaYeHWe KNtoYa B 3aWMdpPOBaHHOM BUAE.
no sntp authentication-key npoBepKa Ypaanaet KAy NnpoBepKu NOAJANHHOCTU Ana npoTokona SNTP.
number noa/IMHHOCTN
OTK/IOYEHa
sntp authenticate -/npoBepka TpebyeT NnpoBepKy NOAANHHOCTM AN NOAYYeHUA MHPopmauum ot
NOA/IMHHOCTU He NTP-cepBepoB.
no sntp authenticate TpebyeTca YcTaHaBAMBAET 3HAYEHME MO YMOSYAHUIO.
sntp trusted-key key_number key_number: OcyuiecTBaseT NPOBEPKY NOAJMHHOCTU CUCTEMBI, OT KOTOPOM CUH-

(1..4294967295);
Mo ymon4yaHuio

XpOHM3unpyetca c nomowpto SNTP no 3agaHHOMY Kitouy.
- key_number — Homep Kntova.

no sntp trusted-key npoBepKa YcTaHaBAMBAET 3HaYeHME MO YMONYAHMIO.
key_number Nog/IMHHOCTMN
OTKNtOYEHa
sntp broadcast client enable PaspewwaeT paboTy wupokosewwatenbHbix SNTP-KAnMeHTOB.
both | ipv4 | ipv6
{ | ipv4 | ip }, -/3anpeLyeHo
no sntp broadcast client YcTaHaBAMBAET 3HaYEHMeE Mo YMOMYAHMIO.
enable
sntp anycast client enable Paspewaet paboty SNTP-KAvMeHTam, MOALEPKMBAOLMM METOZ
both | ipv4 | ipv6 ACCbIIKM NaKeToB, NO3BONAOLWMI NOCbINATL AaHHble 6aAMNKal-
{ | ipv4 | ipv6} /3anpetLieno p ) y a

no sntp anycast client enable

LWemy yCTPOICTBY M3 rpynnbl NosydvaTenei.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| oob | vlan vian_id}

gi_port: (1..8/0/1..48);

te_port: (1..32);
twe_port:

(1..8/0/1..120);

hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id (1..4094)

/3anpelyeHo

Paspewaet paboty SNTP-KnneHTam, NoadepKMBalOLLMM METOoZ,
PacCbUIKM MaKeToB, MO3BONAIOWMIA NOCLINATL AaHHble 6aMKaii-
LemMy YCTPOWCTBY M3 rpynnbl NOAyYaTesiei, a TaKKe LWMPOoKoBeLLa-
TeNnbHbIM SNTP-KAMeHTam ans BblbpaHHOro UHTepdelica.

- noApobHoe onucaHune HTephENCcoB U3N0XKEHO B pasaene «KoH-
durypaumsa nHTepdpencos».
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HELTEX

no sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| oob | vlan vian_id}

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

sntp unicast client enable

PaspewaeT paboTy ogHoaapecHbix SNTP-KAMEHTOB.

- " -/3anpelyeHo
no sntp unicast client enable YcTaHaBAMBAET 3HaYEHME N0 YMONYAHMIO.
sntp unicast client poll PaspeluaeT nocnenosaTeNbHbIM ONPOC 3afaHHbIX O4HOAAPECHbIX
-/3anpetweHo SNTP-cepBepos.

no sntp unicast client poll

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

sntp server {ipv4_address |
ipbv6_address |

ipv6_link local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

[ vrf vrf_name]

no sntp server {ipv4_address |
ibv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [ vrf vrf_name]

hostname: (1..158)
CUMBO/IOB;
keyid: (1..4294967295);
vrf_name: (1..32)
CUMBO/IOB

3apaet agpec SNTP-cepsepa.

- ipv4_address — IPv4-aapec y3na ceTu;

- ipv6_address — IPv6-agpec y3na ceTu;

- ipv6z-address — IPv6z-aapec y3na cetv ana ping.

dopmat agpeca ipv6é_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbi IPV6 agpec KaHana;
interface_name — ums ncxogsauwero nHTepdeica 3agaercs B crie-
aytowem popmarte: vian {integer} | ch {integer} | isatap {integer}
| {physical_port_name}

- hostname — pomeHHOE UMA y3na ceTu;

- poll — BkAtouaeT onpoc;

- keyid — vaeHTUdUKaATOP KAtoua;

- vrf_name — ums BUPTyanbHON 06nacTn maplupyTU3aumu.

YpaneHune cepsepa ns cnucka NTP-cepsepos.

sntp source-interface

{ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id |
tunnel tn_port | vlan

vlan_id | oob} [ vrf vrf_name]

no sntp source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
tn_port: (1..16);
group: (1..128);
vlan_id: (1..4094)
vrf_name: (1..32)
CMMBO/10B/BbIKNOYEHO

Onpegenset IP-uHTepdeic ncTouHnka ansa naketos NTP IPv4.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp source-interface-ipvé

{ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id |
tunnel tn_port | vlan
vlan_id}

no sntp source-interface-
ipv6

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
tn_port: (1..16);
group: (1..128);
vlan_id: (1..4094)
/BblKNIOYEHO

Onpegenset IPv6-uHTepdeinc uctouHmnka ansa naketos NTP IPv6.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

sntp source-port [udp_port]

no sntp source-port

udp_port: (1..65535)/
Mo YMONYAHMIO
ncnonbsyerca
CNy4YaiHbIN NopT

YcraHasnusaeT SRC UDP-nopt gns naketos NTP.
Mpu ucnonbzosaHum UDP-nopToB M3 amanasoHa 1-1024
npeABapUTeNbHO HYXXHO y6eauTbCA, YTO AaHHbIU nopT
cB060AEH M He UCONb3yeTca Apyrumu cepsucamu. Mopt
50000 sBnsetca pedontHbim pAna PyHKUMOHanNa peer
detection ipaddr.

YcTaHaBAWBaEeT 3HaYeHUe Mo YMONAYAHUIO.
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HELTEX

clock dhcp timezone

PaspeluaeT nosyyeHne TakMxX AaHHbIX KaK YacoBOW NOAC U NeTHee
Bpemsa oT DHCP-cepsepa.

-/3anpeLyeHo
no clock dhcp timezone /3anpews

3anpeLyaeT NoayYyeHMA TaKMX JaHHbIX KaK YaCcoBOWM MOAC M NeTHee
Bpemsa oT DHCP-cepsepa.

ntp {server | peer}
{ipv4_address | ipv6_address
| hostname } [ version version ]
[ vrf vrf_name ]

version: (1..4)/4
hostname: (1..158)
CUMBO/IOB;
vrf_name: (1..32)

3apaet agpec NTP-cepsepa nnm ogHOPaHroBoro ysna.

- ipv4_address — IPv4-agpec y3na cetu;

- ipv6_address — IPv6-agpec y3na cetu;

- hostname — [oMeHHOE MMA y31a CeTH;

- version — onpeaenseT BepCuio NPoToKoa ntp;

- vrf_name — ums BUPTyaNbHON 061acTN MapLupyTU3aLuun.

no ntp {server | peer} CMMBONOB
{ipv4_address | ipv6_address |

hostname } [ vrf vrf_name ]

Ypanaet cepsep u3 cnmucka NTP-cepsepos.

KomaHObI pexcuma KoHguaypayuu uHmepgelica

3anpoc KOMaHAHOM CTPOKM B peXXMME KOHOUTYpauum nHTepdenca meeT cneayowmnii BUua;:

console (config-if) #

Tabnmua 61 — CNMcok KomaHg, AN HACTPOMKM CUCTEMHOTO BPEMEHMU B peXMMe KoHdUrypaummn nutepdeica

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

sntp client enable

-/3anpeleHo

Paspewaet paboty SNTP-KAMEHTY, KOTOPbIV NOAAEPKUBAET METOL,
PacCblIKM NaKeToB, NO3BOAIOLWMI NOCbINATL AAHHbIE YCTPOMCTBY
6aunkanwemy 13 rpynnbl NosyyYaTenen, a TakKe WNPOKoBeLLaTe /b-
HoMy SNTP-KnueHTy Ha HacTpamBaemom uHTepdeice (Ethernet,
port-channel, VLAN).

no sntp client enable

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

[pumepbl 8bIN0AHEHUS KOMAHO

OTO6pa3MTb CNCTEeMHOE BpeMA, AaTy N AaHHble NOo 4acoBOW 30HE:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009

Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:
Acronym is PDT
Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyC npouecca CUMHXPOHU3aLUMN BpeEMEHU 0TO6p3)-K3€TCF| C NoOMouWbO AONO/THUTE/IbHO CMMBO1A

nepen sHa4eHnem BpemeHu.

[pumep:

*15:29:08 PDT (UTC-7) Jun 17 2009

Mcnonb3ytoTca cneayoume o603HayeHns:
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HELTEX

— TouKa (.) 03HauaeT, YTo Bpems AOCTOBEPHO, HO HET CUHXPOHM3aLMK C cepBepom SNTP;
—  OTCYTCTBME CMMBOJ1a O3HAYaeT, YTO BPEMA [OCTOBEPHO N CUHXPOHU3ALMA eCTb;
— 3Be3a04Ka (*) o3HayaeT, UTo Bpems HeJoCTOBEPHO.

3apaTb A4aTy M Bpema Ha CUCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32

console# clock set 13:32:00 7 Mar 2009

OT1obpa3nTtb cTatyc npotokona SNTP:

console# show sntp status

Server
Source
Stratum
Status
Last Response
Offset
Delay

Anycast server:

Broadcast:

Unicast servers:

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

10.10.10.1
Static

3

up

10:37:38.0 UTC Jun 22 2016

1040.1794181 mSec
0 mSec

B npumepe Bbille CUCTEMHOE BpeMa CUHXPOHU3NPOBaHO oT cepsepa 10.10.10.1, nocnenHuin oteeTt
nonydyeH B 10:37:38, HecoBnageHWe CUCTEMHOIO BPpeMeHU C BpemeHeMm Ha cepsepe coctasmno 1.04 c.

5.8 KoHopurypaumsa sBpemeHHbIX MHTepBanos time-range

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasbHon KoHbUrypaumm:

console (confiqg) #

Tabnuua 62 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

time-range time_name

no time-range time_name

time_name:
(0..32) cumBona

Co3aaHue time-range U BXO4 B pPeUM KOHOUrypaLmMn BpemeHHbIX
WHTEpBasos.
- time_name — ums npodunsa HacTpoek time-range.

Yaanutb BpeMeHHOM UHTepBan.

KomaHObI pexcuma KoHgu2ypauuu epemMeHHbIX UHmMepsasos

console# configure
console (config)# time-range range name
console (config-time-range) #

Tabnnua 63 — KomaHabl pernma KoHoUrypaLmm BpeMeHHOro MHTepBana
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HELTEX

month: (jan..dec);
year: (2000..2097)

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4aHuro
absolute {end | start} hh:mm hh: (0..23); 3apaTb Hayano U (MAM) KoHel, BpeMeHHOro MHTepsana B ¢popmare:
date month year mm: (0..59); Yyac: MUHYTa AeHb MecsL, rof.
no absolute {end | start} date: (1..31); YaanuTtb BpemeHHO nHTepBsan.

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BPeMEHHOM MHTEPBas B TeYEHWE OLHOTO U3 AHEW Heaenun unm
KaK4oro gHA Hepenu.

YAanuTb BpeMeHHOM UHTepBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm to
weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BpEMEHHOWN UHTEPBA/ B TEYEHUE HELENN.

Y4anuTb BpeMeHHOM MHTepBa.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet u Port-Channel

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KOHPUrypaumnm nHtepdeiicos:

console (config-if) #

Tabnunua 64 — KomaHapl perknma KoHourypaumm nHtepdeicos Ethernet u Port-Channel

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

operation time time_name

no operation time

time_name: (0..32)
cumBona

3apaTb time-range, onpeaenaowmii BpeMeHHOW UHTepBas, B KOTO-
pom uHTepdeiic byaet HaxoaMTca B cocTossHum Up.
- time_name — nmsa npoduna HacTpoek time-range.

Y4anutb BpeMeHHOM MHTepBa.

5.9 KoHourypauua uHrepoeicos u VLAN

5.9.1 TrMapamempeol Ethernet-unmepdgelicos, Port-Channel u Loopback-

uHmepdgelicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port |
twentyfivegigabitethernet twe port |
hu port | oob | port-channel group | range {..}

te port |

console (config-if) #

tengigabitethernet
hundredgigabitethernet
| loopback lIoopback id }

[aHHbIN pexMm JOCTyneH U3 pexkuma KoHOUrypauuv u npegHasHauveH A/a 3a4aHus NapameTpos
KOHdUrypaumm uHTepdeiica (nopta KommyTatopa WAM [pynnbl MNoOpToB, paboTalowmx B peume
pasaeneHus Harpysku) ainbo guanasoHa MHTepdencos.

Bbibop MHTepdeica ocyLwecTBASETCA NPY NOMOLLM KOMAHZ U3 Tabanupbl HUXKe.

Tabanua 65 — KomaHabl Bbibopa MHTepdeica Ana KOMMYTaTopOB

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

[na HacTpoiikm 1G-uHTepdeicos.

interface tengigabitethernet te_port

Onsa HacTtpoiikm 10G-nHTepdeincos.

interface twentyfivegigabitethernet twe_port

[na HacTpoiiku 25G-nHTepdencos.

interface hundredgigabitethernet hu_port

[na Hactpoiikm 100G-uHTepdelicos.

interface port-channel group

[lns HaCTPOWKM rpynn KaHanoB.
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HELTEX

[na HacTpoiKku uHTepderica ynpasneHuns (MHtepdeic ynpasaeHus

interface oob
NPUCYTCTBYET HE Ha BCEX KOMMYTaTOpax).

interface loopback loopback_id [na HaCTPOMKK BUPTYanbHbIX MHTEPdEICcoB.

roe:

— group — NoOpsaAKOBbIM HOMep rpynnbl, 0bLiee KOMYECTBO COracHo Tabamue 9 (cTpoKa «Arperauus
KaHanos (LAG)»);

— gi_port —nopaaKosbiii Homep 1G-nHTepdelica, 3agaerca 8 suge: 1..8/0/1..48;

— te_port — nopaaKosbiit Homep 10G-uHTepdeiica, 3apaetca 8 suge: 1..8/0/1..48;

— twe_port — nopagKosblii Homep 25G-nHTepdeiica, 3agaetca B suae: 1..8/0/1..120;

—  hu_port — nopaakosbii Homep 100G-nHTepdeiica, 3apaetca 8 suae: 1..8/0/1..32;

— loopback_id — nopafakoBblit HOMep BUPTYaabHOro MHTepdeiica, obLiee KOMYECTBO COrNacHo Tab-
nvue 9 (cTpoka «Konunuectso BUpTyanbHbix Loopback-nHtepdericos»).

3anucb uHTepdeica

1..8/0/1..N

HOMEep YCTPOICTBA B CTEKE HOMep cAoTa HOMep MHTepdelica

KomaHgbl, BBeAEHHble B peuMme KoHdUrypauumn wuHtepdelica, NpMMeHstoTcA K BblOpaHHOMY
UHTepoeicy.

HuKe npuBeaeHbl KOMaHAbl ANA BXOAA B PEXKMM HacTpoWKku gecatoro Ethernet-uHtepdeiica nep-
BOTO YCTPOWCTBA B CTEKE M BXO43 B PEKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1,/0/10
console (config-if) #

console# configure

console (config) # interface hundredgigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface port-channel I

console (config-if) #

Bblbop AManasoHa MHTepPENCOB OCYLLECTBAAETCA NPU MOMOLLM KOMaHA,:

— interface range gigabitethernet portlist — pana HacTpolikm amnanasoHa gigabitethernet-
UHTepoelicos;

— interface range tengigabitethernet portlist — ans HacTpolikum amanasoHa tengigabitethernet-
UHTepdelcos;

— interface range twentyfivegigabitethernet portlist — pna HacTpoliku ananasoHa twentyfivegiga-
bitethernet-uHtepdeliicos;

— interface range hundredgigabitethernet portlist — ana HacTpolikm auanasoHa hundredgiga-
bitethernet-uHtepdeliicos;

— interface range port-channel grouplist — nna HacTpoKkK AmManasoHa rpynn NopToB..
KomaHgbl, BBeAEHHbIE B A@aHHOM peXXnme, NPUMEHSAIOTCA K BbIBpaHHOMY AMana3oHy UHTepdelicos.

Hue npuBeaeHbl KOMaHAbI 415 BXOAA B PEXMM HACTPOMKM ananasoHa Ethernet-uHtepdeiicos ¢ 1
no 10 scex rpynn NopToB.
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HELTEX

console# configure
console (config) # interface range gigabitethernet 1/0/1-10
console (config-if)#

console# configure
console (config) # interface range tengigabitethernet 1/0/1-10
console (config-if) #

console# configure
console (config)# interface range twentyfivegigabitethernet 1/0/1-10
console (config-if) #

console# configure
console (config)# interface range hundredgigabitethernet 1/0/1-10
console (config-if)#

console# configure

console (config) # interface range port-channel 1-10
console (config-if) #

Tabnunua 66 — KomaHapl pexknma KoHourypaumm nHtepdencos Ethernet n Port-Channel

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
shutdown BbIkNOunTL  KOHOUrypupyembii  uHTepdeiic (Ethernet, port-
-/BKAOYEH channel)
no shutdown BkntounTtb KoHOUTrypupyembli MHTepdelic.
description descr descr: (1..64) [ob6aeutb onucaHme nHtepdelica (Ethernet, port-channel).
no description CMMBO/IOB/HeT .
onucanms Ypanutb onucaHue nHtepdeiica.
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepesayn faHHbix (Ethernet).
no speed 10000) YCTaHOBUTb 3HaYEHME MO YMONHYAHMUIO.
duplex mode 3apaTb pexkum gynnekca uHtepdeica (nonHoaynnekcHoe coeam-
mode: (full, half)/full HeHue, NnonyaynaekcHoe coeguHenue, Ethernet).
no duplex YCTaHOBWTb 3HaYeHMEe N0 YMOYAHUIO.
negotiation [cap1 BK/touaeT aBTOCOr1acoBaHMeE A1 CKOPOCTU U AynaeKca Ha HacTpa-
[cap2...cap5]] nBaeMom uHTepoerice. MoXKHO yKasaTb onpeaeneHHble COBMeCTU-
cap: (10f, 10h, 100f, MOCTM NapameTpa aBTOCOI/IaCOBaHMA, €C/IM NAapPaMeTPbl He 3a4aHbl,
100h, 1000f, 10000f) TO NnogAaepKuBatoTcs Bce coemectumocty (Ethernet, port-channel).
no negotiation BbIK/NlOYAET aBTOCOINAacoBaHWe AN CKOPOCTM M AynaeKkca Ha
HacTpanBaeMom MHTepdeiice
negotiation bypass PexxMm ycTaHoBneHMA cBA3M B 06Xxof npoueaypbl aBToCOrna-
COBaHWA, eC/M NapTHep Ha BCTPEYHOWM CTOPOHE He OoTBevaeT Co
CTaHZAPTHbIM TaMayToOm npouecca aBTocornacosaHusa (negoti-
/ ation timeout long).
negotiation bypass forced /iong Pe)kMm ycTaHOBNEeHMA cBA3M B 06Xxog npoueaypbl aBTocorna-
COBAHMWSA, €C/IM MapTHep Ha BCTPEYHON CTOPOHe He OTBevyaeT C
MWHMMaNbHLIM TaliMayTOM NpoLecca aBTocornacoBaHus (negoti-
ation timeout short).
flowcontrol mode 3apaTb pexum ynpasneHua notokom flowcontrol (BkatounTsb, OT-
KNOYUTb UM aBTOCOrNacoBaHue). Astocornacosanue flowcontrol
mode: (on, off, paboTaeT TO/MbKO B C/yyae, €C/IM PEeXUM aBTOCOr/acoBaHMA
auto)/off negotiation BKk/iOYeH Ha HacTpamMBaemom MHTepdeiice (Ethernet,
port-channel).
no flowcontrol OTKNIIOYUTD PEXUM YNPABAEHMA NOTOKOM.
back-pressure BkAtoyaeT ¢yHKUMIO «OBpPaTHOro AaB/eHMA» Ha HAaCTpaMBaeMoM
nHTepoerice (Ethernet).
-/BblKIOYEH
no back-pressure BbikntoyaeT GyHKUMIO «0BpaTHOro AaBneHMa» Ha HaCTPanBaemMom
UHTepodeiice.
load-average period YcTaHOBWTL Nepuosa, B Te4eHME KOTOPOro cobrpaeTca CTaTUCTMKA O
period: (5..300)/15 HarpysKke Ha UHTepoelice.
no load-average YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.
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HELTEX

unidirectional send-only

no undirectional

-/BbIK/IIOYEHO

BK/ItOYaeT NopT, OCHALLEHHbIN ABYHaNpaB/ieHHbIMM Nemonepe-
AaT4MKaMU, B PEXXUM OQHOHANPABAEHHOMW Nepesayu.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

hardware profile portmode
{1x100g | 4x25g}

-/1x40g

MNepeKkntounTb pexkum nHtepoeicos HG.
HacTpoiika npumeHseTca nocne coxpaHeHUA KoHdurypa-
V LK U nepe3arpysKu ycTpoiicTea.
NoppepxuBaerca  pabota
V 100G-4x25g n 40G-4x10g.

breakout-kabenamm

feccl74

fec cl91

-/BblKIOYEH

BKOUNTL PEXUM MNPAMOIN KOppeKuumn owmnbok cl74 Ha wuHTep-
delice 25G.

BKOUNTL PEXUM NPAMOIN KOppeKkuumn owmnbok cl91 Ha uHTep-
deiice 25G.

fec off

OTKNHOUUTD PEKMM NPAMOI KOPPEKLMU OLLINBOK.

speed mode

no speed

mode: (10, 100, 1000,
10000, 25000, 40000,
100000)

3apaTb CKOPOCTb Nepegaun aaHHbIx (Ethernet).
[ocTynHOCTb KOHPUTYPUPOBAHUA CKOPOCTHBIX PEXXUMOB
3aBUCUT OT TMNa UHTepdelica yCTPoiicTBa.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

v

Ha MES5400-24 B pexkume pacwiensieHua moryt paboratb 100G-unHrepdeiicbl HG3-HG6.
Ha uHTtepdeiicax HG1, HG2 aaHHbIM pexXum He nopgaep)kusaerca. Ha MES5400-24 rev.B

noaAepKKa pacwensieHus ectb Ha Bcex 100G-untepdeiicax.

v

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Ha MES5500-32 B pexxume paclyensieHusa gocrynHo makcumym 30 100G-uHtepdeiicos.

Bug 3anpoca KOMaHAHOM CTPOKK B pexknume r1ob6asibHON KoHdUrypaumm:

console (confiqg) #

Tabnunua 67 — KomaHabl pernma obumx HacTpoek nHtepdeiica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

port jumbo-frame

Pa3pewaeTt KommyTaTopy paboTaTb € Kagpammn 60NbLIOro pasmepa.
V 3HaueHue maximum transmission unit (MTU) no ymonua-
Huto 1500 6aiiT.

HacTtpoiika BCTynuUT B cu/ly TONbKO MoOcCae nepesarpysku
-/3anpelueHo V .
ycTpoiictea.
3HaueHne maximum transmission unit (MTU) npu
V HacTpoiiKe port jumbo-frame 10240 6aiiT.

no port jumbo-frame 3anpewaeT KommyTaTopy paboTaTh € Kagpamu 60bLIOro pasmepa.
errdisable recovery cause {all | BKtOUNTL aBTOMATUYECKYIO aKTUBALMIO MHTEPdELica Noc/e ero oT-
loopack-detection | KHOYEHUS B CIeAYOLWMX CAyYanX:
port-security | - loopback-detection — o6HapykeHue netens;
dotlx-src-address | acl-deny | - port-security — HapylweHue 6e3onacHocTu gaa port security;
stp-bpdu-guard | - dotlx-src-address — HenpoxoxkaeHne ayTeHTUdUKaLUM, OCHOBaAH-
stp-loopback-guard | udid | Hoi Ha MAC-agpecax nosb3oBaTtenen;
storm-control | link-flapping | - acl-deny — HecooTBeTcTBME cniMckam gocTtyna (ACL);
evpn-core-tracking} -/3anpelleHo - stp-bpdu-guard — aktneaums sawmtel BPDU Guard (nepegaya He-

CaHKLMOHUPOBaHHOro naketa BPDU yepes nHTepdeiic);

- stp-loopback-guard — o6HapykeHue netenb NnpoTokosom STP;

- udld — aktuBauwms 3awmTbl UDLD;

- storm-control — 3aLMTa OT «WTOPMa» ANA PAa3ANYHOTO TpaduKa;
- link-flapping — dnannuHr nMHKa;

- evpn-core-tracking — mexaHW3M 3awWmTbl OT U30/ALMKM AAPa B
EVPN.
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no errdisable recovery cause
{all | loopack-detection |
port-security |
dotlx-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping |
evpn-core-tracking}

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

errdisable recovery interval
seconds

no errdisable recovery interval

seconds:
(30..86400)/300 cekyHa,

YCTaHOBWUTb BPEMEHHOW MHTepBaa ANA aBTOMATMYECKOro MoBTOp-
HOTO BKAlOYEHUA NHTepdelica.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

snmp trap link-status

no snmp trap link-status

-/BKIOYEHO

BkntoyaeT otnpaBky SNMP trap-coobuweHuii 0 COCTOAHUM UHTEp-
deNncHbIX IMHKOB.

OTkntoyaeT otTnpaBky SNMP trap-coobuieHnin.

default interface [range] {ip
ip_address | oob |
gigabitethernet gi_port |
TenGigabitEthernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel group
| Loopback loopback_id | Vlan
vlan_id}

ip_address: A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
loopback_id: (1);
vlan_id: (1..4094)

Cbpoc HacTpoek UHTepdelica am rpynnbl MHTepdencos Ha 3Have-
HWA, YCTaHOBJ/IEHHbIE MO YMONYAHWIO.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnuua 68 — KomaHabl pexunma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear counters

C6pocC CTAaTUCTUKM ANs BCeX MHTepdencos.

clear counters {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

C6poc CTaTUCTUKM Ans nHTepodelica.

set interface active {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

AKTMBMPYET NOPT MAW TPYNNY MOPTOB, BbIKAOYEHHbIX KOMaHAOM
shutdown.

show interfaces configuration
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3aTb KOHGUTYpaLMIO MHTEpPdENCOoB.

show interfaces status

MoKasaTb COCTOSHUE BCEX MHTEPdENCOoB.

128 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

show interfaces status {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb cocTosiHUe Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

MoKasaTb NapameTpbl aBTOCOrNacoBaHUsA, 06BbABNEHHbIE ANA BCEX
WHTepdelicos.

show interfaces advertise
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb napameTpbl aBTOCOI/ACOBaHWUA,
Ethernet-nopTa, rpynnbl nopTos.

06bABNEHHbIE AanAa

show interfaces description

MokasaTb onncaHus Bcex UHTepdeiicos.

show interfaces description
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasaTb onucaHue Ethernet-nopta, rpynnbl NopTos.

show interfaces counters

MoKasaTb CTaTUCTUKY 414 BCeX UHTepdeiicos.

show interfaces counters

{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3aTb CTAaTUCTUKY ANA UHTepdelica.

show interfaces utilization

MoKasaTb CTaTUCTUKY MO HArpysKe A/1A Bcex MHTepdencos.

show interfaces utilization {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb CTaTUCTUKY MO Harpyske ans Ethernet-untepdeiica.

show interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3aTb CBOAHYI0 MHGOPMALLMIO O COCTOAHMM, HACTPOWKE U CTaTK-
CTMKe nopTa.

show ports jumbo-frame

MoKa3aTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

Moka3aTb HAaCTPOMKM ANA aBTOMATUYECKOW NOBTOPHOW aKTMBaLMK
nopra.

show errdisable interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

lMoKa3aTb NPUUYMHY OTKAOYEHUA NOpPTa, rPYNMnbl MOPTOB U COCTOA-
HWe aBTOMaTU4YeCcKol dKTUBaUun.

show hardware profile
portmode

MoKasaTb pexxum paboTbl PoAUTENLCKOrO MHTepdeiica U Homepa
NoOpPTOB, Ha KOTOPbIE POAMUTENLCKUI MHTEPdEIC pacLueneH.
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[pumepbl 8b1M0AHEHUS KOMAHO

MoKa3aTb cocTosiHME UHTepdelicos:

console# show interfaces status

Flow Link Back Mdix
Port Type Duplex Speed Neg ctrl State Pressure Mode
Port Mode
tel/0/3 10G-Fiber Full 1000 Disabled Off Up Disabled Off
Access
tel/0/4 10G-Fiber -— -— - -— Down - -—
Access
tel/0/5 10G-Fiber -— -— - -— Down - -—
Access
tel/0/6 10G-Fiber -- -- -- --  Down -- --
Access
tel/0/7 10G-Fiber -- -- -- --  Down -- -—
Access
tel/0/8 10G-Fiber -- -- -- --  Down -- -—
Access
tel/0/9 10G-Fiber -- -- -- --  Down -- -—
Access
tel/0/10 10G-Fiber -- -- -- --  Down -- -—
Access
tel/0/11 10G-Fiber -— -= -— -- Down - -
Access
tel/0/12 10G-Fiber -— -= -— -- Down - -
Access

Flow Link

Ch Type Duplex Speed Neg control State
Pol -= - - - -- Not Present
Po2 -= -= -= -= -= Not Present
Po3 - -- -- -- -— Not Present
Po4d -= -= -= -= -= Not Present
Pob5 -= - - - -- Not Present
Pob -— - - - -— Not Present
Po7 -= - - - -- Not Present
Po8 -— - - - -— Not Present
Po9 -— - - - -— Not Present
Pol0 - -- -- -- -— Not Present
Poll -= -= -= -= -= Not Present
Pol2 - -- -- -- -— Not Present
Pol3 -= -= - - -= Not Present
Pol4 -= - - - -- Not Present
Pol5 -= -= - - -= Not Present
Polob - -- -- -- -— Not Present
Pol7 -= -— -— -— -- Not Present
Pol8 -= -- -- -- --= Not Present
Pol9 -= -— - - -- Not Present
Po20 -= -- -- -- --= Not Present
Po21 -= -— -— -— -- Not Present
Po22 -= -- -- -- --= Not Present
Po23 -= -— - - -- Not Present
Po24 -= -- -- -- --= Not Present
Po25 -= -— - - -- Not Present
Po26 -= -- -- -- --= Not Present
Po27 -= -— -— -— -- Not Present
Po28 -= -- -- -- --= Not Present
Po29 -= -— - - -- Not Present
Po30 -= -= -= -= -= Not Present
Po31 -= -— - - -- Not Present
Po32 -= -- -- -- --= Not Present

Link
Oob Type Duplex Speed Neg State
oob 1G-Copper -- -- -= Down
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lMoKa3aTb NnapameTpbl aBTOCOr/1IaCOBAHMUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/3 10G-Fiber Disabled - -
tel/0/4 10G-Fiber Disabled - -
tel/0/5 10G-Fiber Disabled - -
tel/0/6 10G-Fiber Disabled - -
tel/0/7 10G-Fiber Disabled - -
tel/0/8 10G-Fiber Disabled - -
tel/0/9 10G-Fiber Disabled - -
tel/0/10 10G-Fiber Disabled - -
tel/0/11 10G-Fiber Disabled - -
tel/0/12 10G-Fiber Disabled -= -=
Ch Type Neg Preferred Operational Link Advertisement
Pol Unknown Enabled Slave -=
Po2 Unknown Enabled Slave -
Po3 Unknown Enabled Slave -=
Po4d Unknown Enabled Slave --—
Po5 Unknown Enabled Slave -=
Pob Unknown Enabled Slave -
Po7 Unknown Enabled Slave -=
Po8 Unknown Enabled Slave -
Po9 Unknown Enabled Slave -=
Pol0 Unknown Enabled Slave -
Poll Unknown Enabled Slave -=
Pol2 Unknown Enabled Slave -
Pol3 Unknown Enabled Slave -=
Pol4 Unknown Enabled Slave --—
Pol5 Unknown Enabled Slave -
Polob Unknown Enabled Slave -
Pol7 Unknown Enabled Slave -
Pol8 Unknown Enabled Slave -
Pol9 Unknown Enabled Slave -
Po20 Unknown Enabled Slave -
Po21 Unknown Enabled Slave -
Po22 Unknown Enabled Slave -
Po23 Unknown Enabled Slave -
Po24 Unknown Enabled Slave -
Po25 Unknown Enabled Slave -
Po26 Unknown Enabled Slave -
Po27 Unknown Enabled Slave -
Po28 Unknown Enabled Slave -
Po29 Unknown Enabled Slave -
Po30 Unknown Enabled Slave -
Po3l Unknown Enabled Slave --
Po32 Unknown Enabled Slave -
Oob Type Neg Operational Link Advertisement
oob 1G- Enabled --=

MoKa3aTb CTaTUCTUKY MO MHTepdelicam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
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tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0
Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0
OOB InUcastPkts InMcastPkts InBcastPkts InOctets
oob 0 13 0 1390
0O0B OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
oob 3 616 0 39616

lMoKa3aTb CTaTUCTUKY MO rpynne KaHanos 1:

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
el 1 o o s007

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
______ Pl o & 3 a2

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: 0
SQE Test Errors: O

Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

MoKa3aTb HacTpolKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

MoKa3aTb perkMm paboTbl POAUTENLCKOrO MHTepdeiica 1 Homepa NMOPTOB, HAa KOTOPbIe POANUTENLCKUIN UH-
Tepdenc pacliensneH:

console# show hardware profile portmode

Interface Port Mode after reset Port Mode Expanded interfaces

132 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

hul/0/1 4x25G 4x25G twel/0/1-4
hul/0/2 4x25G 4x25G twel/0/5-8
hul/0/3 1x100G 1x100G twel/0/9-12
hul/0/4 1x100G 1x100G twel/0/13-16
hul/0/5 1x100G 1x100G twel/0/17-20
hul/0/6 1x100G 1x100G twel/0/21-24
hu2/0/1 4x25G 1x100G twe2/0/1-4
hu2/0/2 1x100G 1x100G twe2/0/5-8
hu2/0/3 1x100G 1x100G twe2/0/9-12
hu2/0/4 1x100G 1x100G twe2/0/13-16
hu2/0/5 1x100G 1x100G twe2/0/17-20
hu2/0/6 1x100G 1x100G twe2/0/21-24
hu3/0/1 1x100G 1x100G twe3/0/1-4
hu3/0/2 1x100G 1x100G twe3/0/5-8
hu3/0/3 1x100G 1x100G twe3/0/9-12
hu3/0/4 1x100G 1x100G twe3/0/13-16
hu3/0/5 1x100G 1x100G twe3/0/17-20
hu3/0/6 1x100G 1x100G twe3/0/21-24
hud/0/1 1x100G 1x100G twed/0/1-4
hud/0/2 1x100G 1x100G twed4/0/5-8
hud/0/3 1x100G 1x100G twed/0/9-12
hu4/0/4 1x100G 1x100G twed4/0/13-16
hu4/0/5 1x100G 1x100G twed/0/17-20
hu4/0/6 1x100G 1x100G twed/0/21-24
hu5/0/1 1x100G 1x100G twe5/0/1-4
hu5/0/2 1x100G 1x100G twe5/0/5-8
hu5/0/3 1x100G 1x100G twe5/0/9-12
hu5/0/4 1x100G 1x100G twe5/0/13-16
hu5/0/5 1x100G 1x100G twe5/0/17-20
hu5/0/6 1x100G 1x100G twe5/0/21-24
hu6/0/1 1x100G 1x100G twe6/0/1-4
hu6/0/2 1x100G 1x100G twe6/0/5-8
hu6/0/3 1x100G 1x100G twe6/0/9-12
hu6/0/4 1x100G 1x100G twe6/0/13-16
hu6/0/5 1x100G 1x100G twe6/0/17-20
hu6/0/6 1x100G 1x100G twe6/0/21-24
hu7/0/1 1x100G 1x100G twe7/0/1-4
hu7/0/2 1x100G 1x100G twe7/0/5-8
hu7/0/3 1x100G 1x100G twe7/0/9-12
hu7/0/4 1x100G 1x100G twe7/0/13-16
hu7/0/5 1x100G 1x100G twe7/0/17-20
hu7/0/6 1x100G 1x100G twe7/0/21-24
hu8/0/1 1x100G 1x100G twe8/0/1-4
hu8/0/2 1x100G 1x100G twe8/0/5-8
hu8/0/3 1x100G 1x100G twe8/0/9-12
hu8/0/4 1x100G 1x100G twe8/0/13-16
hu8/0/5 1x100G 1x100G twe8/0/17-20
hu8/0/6 1x100G 1x100G twe8/0/21-24
Tabnuua 69 — OnNncaHMe cHEeTYMKOB

Cuemyuk OnucaHue
InOctets Konnyectso NpuHATbIX 6alTOB.

InUcastPkts KonnyectBo NPUHATBLIX 04HOAAPECHbIX NAaKeTOoB.

InMcastPkts Konunyectso NpUHATLIX MHOTOa4peCcHbIX MaKeToB..

InBcastPkts Konunyectso NpUHATLIX WMPOKOBELWATENbHbIX MAKEeTOB.

OutOctets Konnuectso nepeaaHHbIX 6aiToB.

OutUcastPkts Konunyectso nepegaHHbIX O4HOAAPECHbIX NAKeTOoB.
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OutMcastPkts

Konnyectso nepefaHHbIX MHOTOaApeCcHbIX MaKeToB.

OutBcastPkts

Konnuectso nepesiaHHbIX LWMPOKOBELLATEbHbIX NAKETOB.

Alignment Errors

KonnyectBo NpMHATLIX KaAPOB C HAPYLIEHHOM LeNOCTHOCTLIO (C KoMYecTBoOM HalT He
COOTBETCTBYIOLMM AJ/IMHE) U He NPOoLIeAWnX NPOBEPKY KOHTPOIbHOM cymmbl (FCS).

FCS Errors

Ko/muecTBo NPMHATLIX KagpoB C KOAMYECTBOM 6aiT, COOTBETCTBYIOWMM ANNHE, HO He
npoleaLwmx NpoBepKy KOHTPOAbHOM cymmbl (FCS).

Single Collision Frames

Konnuyectso KagpoBs, BOBNEYEHHbIX B € GUMHUYHYIO KOINM3MIO, HO BNOC/IeACTBUN nepe-
AaHHbIX yCNeLWwHOo.

Multiple Collision Frames

KonunyectBo Kaapos, BoB/ieYeHHbIX 60/1ee Yem B O4HY KONJIN3UIO, HO BMOC/IEACTBUN MNe-
peaaHHbIX ycneLHo.

Deferred Transmissions

Konnyectso Kagpos, 4NA KOTOPbIX NepBas NonbITKa nepegaqn oTa10XeHa U3-3a 3aHATO-
CTU cpegbl nepenayu.

Late Collisions

Konmuectso cnyyaes, Korga Konnmnsma sadMKcMpoBaHa nocsie Toro, Kak B KaHan cBA3M
y*Ke 6bin1 NnepeaaHsbl Nnepsble 64 6aiT (slotTime) nakera.

Excessive Collisions

Konnuectso Kagpos, KOTopble He bblan nepenaHbl N3-3a M36bITOYHOrO KOIMYECTBA KO-
NN3UN.

Carrier Sense Errors

KonnuyecTBo cny4vaes, KOrga COCTOAHME KOHTPOA Hecyu.|,e17| 6b110 noTepAHo, nmbo He
yTBEPKAEHO NMPU NOMNbITKE Nepeaadn Kaapa.

Oversize Packets

Konnyectso NpMHATLIX NaKeTOB, pa3Mep KOTOPbIX NPEeBbILLAET MaKCUMasbHbIV paspe-
LIEHHbIN pa3mep Kaapa.

Internal MAC Rx Errors

Konnuectso Kagpos, KOTOpble He BblIN MPUHATbI YCMELWHO U3-3a2 BHYTPEHHEN OWNOKM
npuvema Ha yposHe MAC.

Symbol Errors

[na vHuTepodeiica, paboTatoulero B pexkxume 100 M6/c — KonnuecTso c/ayyaes, Koraa
MMesICA HeAOMYCTUMbI CUMBOA AaHHBIX, B TO BPEMSA KaK NpaBu/bHasA HecyLan bbiia
npeacrtasieHa.

Onsa natepdeiica, paboTatowero B nosyayniekcHom pexmume 1000 M6/c — Konnyectso
C/Ny4aeB, KOraa cpeacTBa NPMema 3aHATbl B TeUeHWe BPpeMEHM, PaBHOMY UK Bonbluemy
yem pasmep cnorta (slotTime), n B Te4eHME KOTOPOIrO MMENOCH XOTA 6bl 04HO CObbITHE,
KoTopoe 3actaBnseT PHY BbigaBaTh OWMBKY NnpMema AaHHbIx (Data reception error) nau
owunbKy Hecyuiel (Carrier extend error) Ha GMII.

Onsa nHtepdeitca, paboTaowero B MoJiHOM AynaekcHom pexxume 1000 M6/c — konunue-
CTBO C/ly4aeB, KOrga cpeactsa Npuema 3aHATbl B TeHEHWE BPEMEHU, PaBHOMY UAK 60/1b-
Lemy YeM MUHUMAbHBIN pasmep Kaapa (minFrameSize), u B Te4eHMe KOTOPOro Ume-
Nocb XoTA 6bl 04HO CObbLITUE, KOTOpOoe 3acTaBnAeT PHY BbliZaBaTh OWMBKY Npuema AaH-
HbIx (Data reception error) Ha GMII.

Received Pause Frames

Konunyectso npuHATbIX ynpasaaowmx MAC-kagpos ¢ kogom onepauunu PAUSE.

Transmitted Pause
Frames

Konnuyectso nepepaHHbIx ynpasaawowmx MAC-kagpos ¢ Kogom onepaumn PAUSE.

5.9.2 Hacmpoiika VLAN u pexcumos kommymauyuu uHmepdgeiicoe

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHUrypaumum:

console (config) #

Tabnunua 70 — KomaHabl perkmnma rnobanbHomM KoOHGUrypauum

KomaHOa

3HayeHue/3Haye-

Aelicmeue
Hue Mo yMoa4YaHUr

vlan database

R MNepeiTn B perkum KoHourypaumm VLAN.
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HELTEX

vlan prohibit-internal-usage
{add VLANIist | remove
VLANIist | except VLANIist |
none}

VLANIist: (2..4094)

- add — go6aBuTb yKkazaHHble VLAN ID B nepeyeHb 3anpeLLeHHbIX
ONA BHYTPEHHEro UCno/ib30BaHuUs;

- remove — yaanuTb ykasaHHble VLAN ID 13 nepeyHsa 3anpelyeH-
HbIX A1 BHYTPEHHErO UCMO/Ib30BaHUA;

- except — 1,06aBUTL B NepeyeHb 3anpeLLeHHbIX AN BHYTPEHHEro
ncnonb3osaHua Bce VLAN ID, 3a UCKNOYEHWEM YKa3aHHbIX B Kaye-
CTBE NapameTpa;

- none —ouncTnTb NepeveHb VLAN ID, 3anpelueHHbIX 418 BHYTPEH-
HEero MCnosib3oBaHuA.

vlan mode {basic | tr101}

-/basic

BKtOUNTL BO3MOXKHOCTb flo6aBNEHMA Ha GU3NYECKOM UHTEP-
delice B pexxmme customer cpasy AByx naeHTndurkatopos VLAN.

vlan tr101 map inner-vlan
c_vlan_id interface { giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
port-channel group}

no vlan tr101 map inner-
vlan c_vlan_id interface

{ gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group}

c_vlan_id: (1..4094);
gi_port:
(1..8/0/1..48);
te_port:
(1..8/0/1..4);
group: (1..32)

CHATb Ha ¢usmyeckom uHTepdelice cpasy 2 uaeHTudMKaTopa
VLAN (B pexkmme customer), 6a3mpytoack Kak Ha s_vlan_id, Tak u
Ha c_vlan_id. Mpu 3ToM gelncTBre BbINOAHAETCA TO/IbKO ANA Tpa-
duKa, naywero ¢ nHTepdelica, ykasaHHOro B JaHHOW HAacTPOWMKe.
- c_vlan_id — ngeHTMdMKaLMOHHbIN HOMep BHYTpeHHen VLAN.
- interface — cnucok uHTepdeicos, K Bxoaawemy TpaduKy KOTo-
pbIX BO3MOYHO NPYMEHEHWEe AaHHOro Npasuaa. [juanasoH Home-
poB UHTephENCOB MOXKHO 33aTb NepedncieHmem Yyepes 3anaTyto
WM yKa3aTb Ha4Ya/NbHOE M KOHEeYHOoe 3HayeHuA auanasoHa yepes
nedwvc.
Ana paboTbl faHHOK KOMaHAblI Heo6X04MMa HACTPOIKa
pexxuma «vlan mode tr101».

V NoapepkaHo ansa cepuii MES2300-xx/MES3300-xx.

Ypanute npasuno.

KomaHObI pexcuma KoHguaypauuu VLAN

Bua 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHdurypaumm VLAN:

console# configure
console (config)# vlan database
console (config-vlan) #

[aHHbIN peXxum J0CTyNeH U3 pexunma rnobanbHoW KOHPUrypauumn u npefHasHavyeH ana 3afaHua
napameTpos KoHourypaumm VLAN.

Tabnuua 71 — KomaHabl pexnma KoHdurypaumm VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

vlan VLANIist [name
VLAN_name]

VLANIist: (2..4094)
VLAN_name: (1..32)

no vlan VLANIist

CcMmBOa

LNo6aeutb VLAN nan Heckonbko VLAN.

Ypanutb VLAN nnan Heckonbko VLAN.

map protocol protocol [encaps]
protocols-group group

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);

no map protocol protocol
[encaps]

encaps: (ethernet,

rfc1042, licOther);
ethernet group:

(1..2147483647);

MpuBA3aTb NPOTOKOA K rpynne MnpoOTOKOJ/I0B, acCCOLMMPOBAHHbIX
BMecCTe.

YaanuTb NpUBA3KY.
*- Homep npoToKona (16 6uT).

map mac mac_address {host |
mask} macs-group group

Mpusasatb MAC-agpec unm gmanasoH MAC-agpecoB no macke K
rpynne MAC-aapecos.

subnets-group group

group: (1..2147483647)

mask: (9..48)
no map mac mac_address Yaanutb npusAsKy.
{host | mask}
map subnet ip_address mask mask: (1..32); MpusasaTtb IP-agpec nav ananasoH IP-agpecos No macke K rpynne

IP-appecos.
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HELTEX

no map subnet ip_address YaanuTb NpuBAsKy.
mask
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HELTEX

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHPurypaumm nHtepoerica VLAN:

console# configure

console (config) # interface {vlan vlan id |range vlan VLANlist}
console (config-if)#

[aHHbIN peXXnm OCTYNeH U3 pexkMma KoOHOUrypaumm 1M npeaHasHayeH 410 3a4aHua napameTpos
KoHdurypaumm nutepdeica VLAN nnbo grmanasoHa nHTepdencos.

Bbibop MHTEepdeica ocywecTBASETCS NPM MOMOLLM KOMaHAb!:

interface vlan vlan id

Bbibop AnanasoHa MHTepdencoB OCyLLECTBASETCS NPM NOMOLLM KOMaHAb!:

interface range vlan VLANIist

HuKe npuBeaeHbl KOMaHAbl 415 BXOAA B peXMM HacTpoiiku nHtepderica VLAN 1 1 Bxoaa B pexum
HacTpownku rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan 1
console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if)#

Tabnuua 72 — KomaHabl pexunma KoHdurypauum nutepdeica VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

name name

no name

name: (1..32)
CUMBOI0B/UMA
COOTBETCTBYET HOMEPY
VLAN

LNo6asutb ums VLAN.

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

¢elica 2pynnbl MOpmMos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console# configure

console(config)# interface {tengigabitethernet te port |
twentyfivegigabitethernet twe port | hundredgigabitethernet hu port | oob
| port-channel group | range {..}}
console (config-if) #

[aHHbIN pexMm JOCTyneH U3 pexkuma KoHOUrypauum u npegHasHauveH A/a 3a4aHus NapameTpos
KOHdUrypaumm uHTepdeica (nopta KommyTaTtopa WAM Tpynnbl MOPTOB, paboTalowmux B peume
pasaeneHus Harpysku) ainbo guanasoHa MHTepdencos.

MopT MoXeT paboTaTb B YETbIPEX PEKMMAX:

— access — nHTepdeiic goctyna — HeTerMpPoOBaHHbIN UHTepdelic ana ogHoi VLAN;
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HELTEX

— trunk — nHTepodeiic, NPUHMMAOWMIN TONbKO TETMPOBAHHDLIN TPAadUK, 38 UCKAOYEHNEM O4-
Horo VLAN, KOTopbIh MOXKeT B6bITb fl06aBeH C NOMOLLbIO KOMaHAbl switchport trunk native

vian;

— general — nHTepdeWnc c nonHou nogaeprkkon 802.1q, NPUHMMAET KaK TETMPOBAHHbIN, TaK U
HeTerMpoBaHHbIV TpaduK;
— customer — Q-in-Q uHTepdeic.

Tabnunua 73 — KomaHapl pexknma KoHourypaumm nHtepdeinca Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeiicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3apath pexkum paboTbl nopta B VLAN.
- mode — pexum paboTbl nopta B VLAN.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

Oo6asutb VLAN ansa nHtepdeiica goctyna.
- vlan_id —wpeHTndnKaumnoHHbIi Homep VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

switchport access accepta-
ble-frame-type {untagged-
only | all}

no switchport access ac-
ceptable-frame-type

-/NPUHUMaTb BCE TUMbI
Kagpos

MpuHMMaTL Ha MHTepdeiice TONBKO Kagpbl onpesesIeHHOro Tuna:
- untagged-only — T0/1bKO HeTerMpoBaHHbIE;
- all — Bce Kagpsl.

MpuHMMaTL Ha MHTepdeiice Bce TUMbI KaAPOB.

switchport trunk allowed vlan
vlan_list

no switchport trunk allowed
vlan

vlan_list: (2..4094)

Ykasatb cnmcok VLAN ana nHtepodeiica.
- vlan_list — cnncok VLAN ID. Auana3oH Homepos VLAN MoHO 3a-
[AaTb NepeyncieHnem Yepes 3anaTyto UK yKasaTb HaYalbHOE U KO-
HeYyHoe 3HayeHus guanasoHa Yepes gedpuc "-".
V TeKywumii cnucok VLAN Ha nHTepdeiice byaeT 3ameHEH Ha
YKa3aHHbI B KOMaHAe.

Ypanute cnucok VLAN gns untepdeliica.

switchport trunk allowed vian
add vian_list

switchport trunk allowed vlan
remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN ana nntepoeiica K Tekywmm VLAN.

- vlan_list — cnncok VLAN ID. Auana3soH HomepoB VLAN MOXKHO 3a-
AaTb nNepeyncieHnem Yyepes 3anNATYIO AN YKa3aTb Ha4anbHOe U KO-
HeYHoe 3HayeHus guanasoHa Yyepes gedpuc "-".

Ypanute cnucok VLAN gns untepdeliica.

switchport trunk native vlan
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

Oobasnaet Homep VLAN B Kauectse Default VLAN ana gaHHoro vH-
Tepoelica. Becb HeTerMpoBaHHbIi TpaduK, NOCTynatoLWmii Ha AaH-
Hbl1 NOPT, onpegensertca B AaHHyto VLAN.

- vlan_id — wpeHTndnKaunoHHbIi Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

switchport trunk allowed vlan
all

no switchport trunk allowed
vian all

-/BbIKAOYEHO

ABTOMaTMYecku gobasnset Bce goctynHble VLAN gns gaHHOrO UH-
Tepodeiica.

OTKnto4yaeT aBTomaTmyeckoe gobasneHne VLAN.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN ansa nHtepdeiica.

- tagged — nopt byseT nepepaBaTb TerMpoBaHHble NakeTbl ANA
VLAN;

- untagged — nopt 6yaeT nepenaBaTb HETErMPOBAHHbIE NAKeTbI A5
VLAN.

-vlan_list — cnucok VLAN ID. inana3oH VLAN mOXHO 3azaTb nepe-
4yucneHMem yepes 3anATYIO MM YKas3aTb Ha4ya/bHOe U KOHeYyHoe
3HayeHuna AuManasoHa Yepes aepuc "-".

Ypanute cnucok VLAN gns untepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu ycraHosneH VLAN
Nno YMO4aHUIo

[ob6asutb naeHtupukatop VLAN nopta (PVID) gnsa OCHOBHOrO MH-
Tepdelica.
- vlan_id —vaeHTudunKkaumoHHbii Homep VLAN noprTa.

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

switchport general
ingress-filtering disable

-/dunbTpaumn
BK/IlOYEHA

BbIKNIOUNTL A4/19 OCHOBHOIO MHTepdeinca GuabTpaLmio BXOAALLMUX
NakeToB Ha OCHOBE NPUCBOEHHOTro UM 3HadYeHunsa VLAN ID.
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HELTEX

no switchport general
ingress-filtering disable

BKOUUTB AN OCHOBHOTO MHTEpdElica GUAbTPaLMIO BXOAALLMX Na-
KETOB Ha OCHOBE NPUCBOEHHOro UM 3HavyeHuna VLAN ID.

Ecan dunbTpauma BKAOYEHA, M NaKeT He BxoamT B rpynny VLAN c
NpUCBOEHHbIM NakeTy 3HadeHnem VLAN ID, To nakeT otbpacbiBa-
eTca.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NpUHUMaTb BCE TUMbI
Kagpos

MpuHMMaTL Ha nHTepdelice TONbKO Kagpbl onpeseneHHoro Tuna:
- tagged-only — TonbKO TernpoBaHHble;

- untagged-only — TO/IbKO He TerMpoBaHHble;

- all — Bce Kagpbl.

MpuHUMaTb Ha MHTepdeice BCe TUNbI KagpPoB.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTbL NpaBuio Knaccudpukaumm VLAN gns uHtepdelica, oc-
HOBAHHOE Ha NpPMBA3KE K NPOTOKONY.

- group — AeHTUPUKALMOHHBIN HOMeEp rpynnbl;

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

Yoanutb npasuao Knaccudurkaumu.

switchport general map
macs-group group vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group: (1..2147483647)

YcTaHOBUTL NpaBuio Knaccudpukaumm VLAN gns uHtepdelica, oc-
HOBaHHOe Ha npusAske K MAC-agpecy.

- group — vaeHTUPUKaLMOHHBIV HOMep rpynnbl;

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

YpanuTe npasuao KnaccuduKkaumu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTbL NpaBuio Knaccudpukaumm VLAN gns uHtepdelica, oc-
HOBaHHOE Ha NPMBA3KE K MPOTOKOAY.

- group — vaeHTUPUKaLMOHHBIV HOMep rpynnbl;

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

YpanuTe npasuao KnaccuduKkaumu.

switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHOBUTbL NpaBuio Knaccudpukaumm VLAN gns uHtepdelica, oc-
HOBaHHOe Ha npuBA3Ke K IP-agpecy.

YpanuTb NPaBMAo KnaccubuKaumm.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer vian

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeIbCKoro MHTepdeica.
- vlan_id — naeHTMonKaumMoHHbIN Homep VLAN.

[06aBuTb K BXOAALLMM HETETMPOBAHHBIM MNAaKETaM Ha KJIMEHTCKOM
nopTty BHyTpeHHWI 802.1q 3aronoBok — C-VLAN (inner-vlan) u
BHewHMl 802.1q 3aronoBoK, coaepalmii pvid 4ONONHUTENbHOM
VLAN (S-VLAN).
Ana paboTbl 3TOl KOMaHAbI HE06X0AMMO BKAOYMUTD [10-
H 6anbHo pexkum «vlan mode tr101».

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

switchport customer
multicast-tv vlan add vian_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspewaeT NpUHMMATL MHOroafpecHbli TpaduK U3 yKasaHHbIX
VLAN (He asnatowmxca VLAN nonb3oBatenbckoro nHtepdeica) Ha
HacTpanBaemom UHTepdeice, COBMECTHO C NO/Ab30BaATENAMU APY-
rMX NO/Nb30BATENbCKMX MOPTOB, MPUHUMAIOLWMX MHOIOALPECHbIN
TpaduK 13 gaHHbIx VLAN.

- vlan_list — cnucok VLAN ID. inana3soH VLAN MOKHO 3a4aTb nepe-
YMCeHUEeM Yepes 3anATyH WM yKasaTb HavyasbHOE U KOHeyHoe
3HayeHuna AuManasoHa Yepes aepuc "-".

3anpeLLaeT NPMHMMaTb MHOFOaZPECHbIN TPadWK Ha HacTpausae-
MoMm nHTepdeiice.

switchport protected-port

no switchport protected-port

-/BbIKAOYEHO

MepeBoAWT NOPT B PEXKUM U30AALMUN BHYTPU FPYNMbl NOPTOB.

BoccTaHaBnmBaeT 3HaveHue no YMOANYaHUIO.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymonyaHuio
4YNeHcTBO B AedonTHOM
VLAN pa3pelieHo

3anpetutb gobasneHune gedontHon VLAN nopty.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

switchport default-vlan tagged

YCTaHOBUTb NOPT KakK Ternpytowmii B gedpontHom VLAN.
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HELTEX

no switchport default-vlan
tagged

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

switchport dotlq ethertype
egress stag ethertype

egress stag

no switchport dotlq ethertype

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1q VLAN-Terax nakeTos,
NCXOAALWMX C AaHHOTO MHTepdeiica.
Donyctumble 3HaueHusa EtherType cm. MpunoxeHue B.
. NopaepxumBaemblie 3HaueHun Ethertype.

3ameHuTb ethertype ncxogawLero ¢ MHTepdeiica Nnaketa Ha 3Ha-
YyeHue Mo YMONHAHMUIO.

switchport dotlq ethertype
ingress stag add ethertype

ethertype: (1..ffff) (hex)

LOo6asutb TPID B Tabaunuy knaccndpmratopos VLAN.
Donyctumble 3HauyeHus EtherType cm. MpunoxkeHune B.
H NoapepxuBaembie 3HaueHus Ethertype.

switchport dotlq ethertype

ingress stag remove ethertype

Ypanute TPID u3 Tabaunubl Knaccupurkatopos VLAN.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 74 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

show vlan

MNokasatb uHopmaumto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHoopmauuto no VLAN, nouck no naeHtmdukaTopy.

show vlan internal usage

Mokasatb cnncoK VLAN gna BHYTPEHHEro Mcnoib3oBaHMA KOMMY-
TaTOpPOM.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 75 — KomaHab! perkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

MoKa3aTb NOPTbI-UCTOYHUKM U MPUEMHUKN MHOFOaLpPEeCcHOro Tpa-
¢duKa B aaHHoli VLAN. MopTbl UCTOYHMKM MOTYT Kak nepesaBartb,
TaK U NPUHUMATL MHOTOAAPECHbIN TPadumK.

show vlan protocols-groups

MoKasaTb MHOOPMALLMIO O Fpynnax NMPOTOKOOB.

show vlan macs-groups

MNokasatb uHopmauuto o rpynnax MAC-aapecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb KOHOUIYypaLMto NOpTa, rPyNMbl NOPTOB.

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

| detailed]

hu_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb cocTosiHMe MopToB: B pexume Private VLAN Edge, B
private-vlan-edge-coobuecTse.
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[pumepbl 8b1M0AHEHUS KOMAHO

MNokasatb nHdopmaumio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN

Vlan Name Tagged Ports UnTagged Ports Created by

1 1 tel/0/1-12 D

Pol-16

O Oy U W N
QO oY U W N
N n n nh i

MNMoKa3aTb NOPTbl UCTOYHMKU U MPUEMHUKN MHOFOaapecHoro Tpaduka B VLAN 4.

console# show vlan multicast-tv vlan 4

Source ports : tel/1
Receiver ports: te0/2,te0/4,te0/8

MoKasaTb MHGOPMaLMIO O rPyNMnax NPOTOKO/OB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet

0x86dd (IPvo) Ethernet 3

MokasaTtb KoHduMrypauuio nopta TenGigabitEthernet 1/0/1:

console# show interfaces switchport TengigabitEthernet 1/0/1

Gathering information...

Name: tel/0/1
Switchport: enable
Administrative Mode: access
Operational Mode: not present
Access Mode VLAN: 1
Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1-3
4-4094 (Inactive)
General PVID: 1
General VLANs: none
General Egress Tagged VLANs: none
General Forbidden VLANs: none
General Ingress Filtering: enabled
General Acceptable Frame Type: all
General GVRP status: disabled
Customer Mode VLAN: none
Customer Multicast TV VLANs: none
Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none
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Classification rules:

Classification type Group ID VLAN ID

5.9.3 Hacmpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonsieT npov3BoguTb pasrpaHUyeHne Tpadmka Ha BTOPOM
yposHe mogenu OSI mexkay nopTamu KOMMyTaTopa, KOTOpble HAaXO4ATCA B OAHOM LUMPOKOBELLaTe/IbHOM
JoMeHe.

Ha KommyTaTopax MOKeT 6bITb CKOHPUryprposaHo Tpu Tuna PVLAN nopTos:

— promiscuous — MOPT, KOTOPbIM cnocobeH OOMEHMBATLCA AAHHbIMU MeEXAy AbbiMu
nHTepdelicamm, BkatoYas isolated n community-noptol PVLAN;

— isolated — nopT, KOTOPbI NONHOCTBIO M30/IMPOBAH OT APYIUX NOPTOB BHYTPM OAHOIO M TOrO
»ke PVLAN, HO He oT promiscuous-noptoB. PVLANbI 610KMpyOoT Becb TpaduK, naywmn s
CTOpoHy isolated-noptoB, Kpome TpaduKa CO CTOPOHbI PromiscuouUsS-NOPTOB; NAKETbl CO
CTOpOHbI isolated-nopToB MOryT NnepeaaBaTbCA TONbKO B CTOPOHY Promiscuous-nopTos;

— community — rpynna nopToB, KOTOpble MOryT 0OMeHMBATLCA AaHHbIMKU Mexay cobon m
promiscuous-nopTamu, 3T nHTepdencobl oTAeNeHbl Ha BTOPOM ypoBHe mogaenu OSI oT Bcex
oCTasibHbIX community MHTepdelicoB, a Tak:Ke isolated-nopTos BHyTpu PVLAN.

Mpouecc BbINONAHEHUA GYHKLMW AONONHUTENBHOTO pa3aesieHMA NOPTOB C MOMOLLbBIO TexHoNorum Private
VLAN npepactasneH Ha pucyHke 103.

Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B

5

O J O JU

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 103 — Mpumep paboTbl TexHonorum Private VLAN

Bunpa 3anpoca KOMaHAHOM CTPOKM B perkmme KoHourypaumm uHtepdelica Ethernet, uHtepdeliica Vian,
nHTepdelica rpynnbl NOPTOB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group | range {..} | vlan vlian id}

console (config-if) #
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Tabnvua 76 — KomaHap! pexkmma KoHourypauum nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

switchport mode private-vian
{promiscuous | host}

no switchport mode

3apaTtb pexkum paboTbl nopTta B8 VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

switchport mode private-vian
trunk {promiscuous |
secondary}

no switchport mode
private-vlan trunk

3apaTtb pexkum pabotbl nopta 8 VLAN Trunk.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

switchport private-vlan
mapping [trunk] primary_vlan
[add | remove secondary_vian]

no switchport private-vlan
mapping

primary_vlan:
(1..4094);
secondary_vlan:
(1..4094)

[Oo6aBuTb (y4anuTb) OCHOBHYO W BTOpocTeneHHble VLAN Ha
promiscuous uHTepdeiic.
/1 HaopuH promiscuous uHtepdeiic Henbsa fo6asnTb

6onble ogHoM primary vlan.
Ypanntb OCHOBHYIO M BTopocTeneHHble VLAN.

switchport private-vlan
host-association primary_vlan
secondary_vilan

no switchport private-vlan
host-association

primary_vlan: (1..4094)
secondary_vlan:
(1..4094)

Lo6aeutb primary n secondary vlan Ha host nutepdeiic.
V Ha oauH host uHtepodeiic Henb3a f06aBUTH 60nbLUe

oaHoi secondary vian.
Yaanutb OCHOBHYO M BTOpocTeneHHble VLAN.

switchport private-vlan
association trunk primary_vlan

primary_vlan:

[Nob6aeutb primary u secondary vlan Ha wuHTepdeic trunk-
secondary.

secondary_vlan (1..4094); V Ha oguH promiscuous nHtepdeiic trunk-secondary
secondary_vlan: Henb3a aobasutb 6onblue ogHoM secondary vian.
no switchport private-vlan (1..4094) YaanuTb OCHOBHYIO 1 BTopocTeneHHble VLAN.
association trunk
switchport private-vlan [No6asutb Ha PVLAN Trunk-unHtepderic VLAN, He yyacTsyioLLei B
trunk allowed vlan add PVLAN.
vlan
vlan: (1..4094)

switchport private-vlan
trunk allowed vlan remove
vlan

Ypanutb Ha PVLAN Trunk-untepderice VLAN, He ydyacTsytoLleli B
PVLAN.

switchport private-vlan
trunk native vlan vlan

no switchport private-vian
trunk native vlan

vlan: (1..4094)/1

[Nob6asutb Homep VLAN, He ydactsytowen B PVLAN, B KayecTse
Default VLAN ana PVLAN Trunk-uHtepdeiica.

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

Tabnuua 77 — KomaHabl pexnma KoHdurypauum nutepdeica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BkAtounTb mexaHu3m Private VLAN v 3agaTb TMN nHTepdeiica.

OTKNOUNTb MexaHn3am Private VLAN.

private-vlan association [add |
remove]

no private-vlan association

secondary_vlan
(1..4094)

[o6asuTb (yaanutb) npueasky BTopocteneHHoin VLAN K OCHOBHO.
HacTpolika npumeHnma TonbKo ans primary VLAN.

Yaanutb npuenAsky sTopocteneHHol VLAN K OCHOBHOIA.

MakcumanbHoe Konnyectso BTopocteneHHbix VLAN — 256.
MaKcumanbHoe Konnuectso community VLAN, KoTopble moryT 6bITb acCoLMUPOBaHbI C 0AHOWM
ocHoBHOM VLAN - 8.

Y

[pumep Hacmpoliku uHmepgelicos Kommymamopa Switch A (pucyHok 70 — [lpumep pabomeoi
mexHosno2uu Private VLAN)
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e promiscuous-nopT — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode private-vlan host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

!

interface gigabitethernet 1/0/4

switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community

[Mpumep HacmpoliKu uHmepagelicos npu pabome mexHosao02uu

e trunk-isolated nopt — interface gigabitethernet 1/0/1;
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3;
e trunk-promiscous nopt — gigabitethernet 1/0/4.

interface gigabitethernet 1/0/1
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switchport mode private-vlan trunk secondary
description Trunk-Isolated

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/4

switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202

exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community

private-vlan community
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5.9.4 Hacmpoiika uimepdgelica IP

IP-uHTepdennc cospmaérca npu HasHadveHun IP-agpeca Ha nwbol M3 MHTepdencoB yCTPOMCTBA
gigabitethernet, tengigabitethernet, hundredgigabitethernet, oob, port-channel nnaun vian.

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkMme KoHdUrypauumn nHtepdelica IP.

console# configure
console (config)# interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexnm JOCTYNeH U3 pexkMma KOHOUrypaumm 1 npeaHasHavyeH Aaa 3a4aHuA NapamMeTpos
KoHduUrypaummn nntepdeiica IP.

Tabnunua 78 — KomaHapl pexknuma KoHdurypaumm nHtepdeica IP

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
directed-broadcast BkntouaeT pyHKLMIO nepeBoaa IP directed-broadcast nakeTa B cTaH-
AAPTHbIM LWMPOKOBELLLATENbHbIM NAaKeT U pa3speLlaeT nepegady ye-
-/BbIK/IOYEHO o N
pe3 BblbpaHHbIV MHTEpdENC.
no directed-broadcast 3anpewaeTt TpaHcaaymio IP directed-broadcast nakeTos.
helper-address ip_address BK/toyaeT nepeagpecaumio WMpoKoBewaTenbHbix UDP-nakeToB Ha
onpeaeneHHbI agpec.
ip_address: A.B.C.D - ip_address — IP-agpec Ha3zHayeHWUA, Ha KoTopbli ByayT nepeHa-
NpPaBAATLCA NAKETbI.
no helper-address ip_address OTKNOYaeT nepeagpecauunio wWnpokosewatenbHbix UDP-nakeTos.
ip redirects BKnloyaeT reHepauuio maplupyTusatopom coobueHuit ICMP
-/BK/OYEHO Redirect.
no ip redirects OTkntoyaeT otnpasky ICMP Redirect.

[pumepbl 8b1M0MHEHUS KOMAHO

Bkntountb pyHKUMIO directed-broadcast:

console# configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24
console (config-if) #exit

console (config) # interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.9.5 Selective Q-in-Q
[aHHbIn  GYHKUMOHaAN nNo3BONAET Ha OCHOBE CKOHOUIypUpPOBaHHbLIX Npasun ¢uabTpaumu no
Homepam BHyTpeHHUX VLAN (Customer VLAN) npoussoauTb aobasneHue BHewHero SPVLAN (Service

Provider’s VLAN), nogmeHatb Customer VLAN, a TaK:Ke 3anpellatb NpoxoxKaeHune TpaduKa.

[ns ycTpolicTBa CO34aeTca CNMCOK NMPAaBWJI, HA OCHOBAHMM KOTOPOro byaeT 06pabaTtbiBaTbes TPAGUK.
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KomaHOwbI

pexcuma KoHgu2ypauyuu uHmepgelica (duanaszoHa uHmepgelicos) Ethernet u

Port-Channel

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepdelrica KoHdurypaumm:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port |
hu port | port-channel group |
console (config-if) #

range

twentyfivegigabitethernet twe port | hundredgigabitethernet

{..}1}

Tabnvua 79 — KomaHabl pexnma KoHdurypauumn nHtepdeiica (amManasoHa nHtepdeliicos) Ethernet

3HayeHue/3HayeHue
1o yMoA4YaHuro

KomaHda

Aelicmeue

selective-qinq list ingress
add_vlan vlan_id [ingress_vlan

. . vlan_id: (1..4094)
ingress_vlan_id]

ingress_vlan_id: (1..4094)

Co3pgaeT NpaBuIo, Ha OCHOBAHUKM KOTOPOTO K BXOAALLEMY MAKeTy
C BHeWHen meTkol ingress_vlan_id byaeTt nobasnatbca BTOpas
meTKa vlan_id. Ecam ingress_vlan_id He yKa3biBaTb — npasuio by-
AET NPUMEHATBCA KO BCEM BXOAALLMM NAKeTam, K KOTOPbIM He
6b1IM NPUMeEHEHbI Apyrve Npasuaa («NpPaBMIo N0 YMOAYAHUION).

selective-ginq list ingress deny

[ingress_vlan ingress_vlan_id] ingress_vlan_id: (1..4094)

Co3pgaeT 3anpelyatollee NpaBuIo, Ha OCHOBAHMM KOTOPOTO BXO-
AAlLMe NaKeTbl C BHeLLHel MeTKol Tera ingress_vlan_id 6yayT oT-
6pacbiBatbea. Ecam ingress_vlan_id He yka3sbiBaeTca — 6yayT oT-
bpacbiBaTbCA BCe BXOAALLME NAKETbI.

selective-qinq list ingress
permit [ingress_vlan

ingress_vlan_id] ingress_vlan_id: (1..4094)

Co3gaeT paspeluatoLlee NpPaBuao, Ha OCHOBAHUM KOTOPOro BXO-
OAlMe NaKkeTbl C BHEeLHen MeTKoM Tera ingress_vlan_id 6yayT ne-
pepaBaTbcs 6e3 nameHeHunin. Ecam ingress_vlan_id He yka3biBa-
eTcs — byayT nepeaaBaTbCs BCe BXOAALLME NAKeTbl 6e3 nsmeHe-
HUW.

selective-qinq list ingress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3paeT NpaBmao, Ha OCHOBAHMM KOTOPOro BHELIHAA METKa in-
gress_vlan_id Bxoasawero naketa byaet 3ameHaTbcA Ha vian_id.
Ecnm ingress_vlan_id He yKasbiBaTb — npasuao 6ygeTt npume-
HATbCA KO BCEM BXOAALLMM MaKeTaMm.

no selective-qinq list ingress

[ingress_vlan vlan_id] vlan_id: (1..4094)

Ypanset ykasaHHoe npasuno selective qing ana Bxoaawmx nake-
ToB. KomaHga 6e3 napametpa «ingress vlan» yaansert npasuno
NMo YMONYaHUIO.

selective-qinq list egress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3aaeTt NpaBWio, HAa OCHOBAHMM KOTOPOro BHELHAA MeTKa in-
gress_vlan_id ncxogsaiero naketa byaert 3ameHATbCA Ha vlan_id.

no selective-qinq list egress

ingress_vlan vlan_id vian_id: (1-4094)

YpanseT cnucok npasua selective ging 4ns MCXOAALWMX NMaKeTOB.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#

Tabnnua 80 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aeilicmeue

show selective-ging

OTobparkaeT cn1cok npasun selective ging.

show selective-ginqg interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

OtobparkaeT cnucok npasun selective ging Ana ykasaHHoro
nopra.
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Hpumepb/ 8blMNo/IHEeHUA KOMGHG

Co3aatb Npasun/io, Ha OCHOBAHWUM KOTOPOTO, BHELLHAA MeTKa BXxoAAllero nakera 11 6yaer 3ameHATbCA Ha
10.

console# configure

console (config)# interface tengigabitethernet 1/0/1

console (config-if) # selective-ging list ingress override vlan 10
ingress-vlan 11

console (config-if)# end

5.10 Storm Control gna pasaunuHoro Tpadpuka (broadcast, multicast, unknown
unicast)

«lLTopm» BO3HMKaeT BC/AEACTBME Ype3MepHOro Kosamdectsa broadcast-, multicast-, unknown
unicast-coobueHnit, 0 AHOBPEMEHHO NepeaaBaemMblX NO CETU Yepes OAMH NOPT, YTO NPUBOAMUT K Neperpyske
pecypcoB ceTu 1 NoABAEHUIO 3adepiKeK. «LLITopm» MOXKeT BO3HUKHYTb NPWU HaNUYUKU «3aKONbLOBaAHHbLIXY»
cermeHTOB B ceTu Ethernet.

KommyTaTop M3MepsaeT CKOPOCTb MPMHMMAaEMOro LWWPOKOBELLaTe/IbHOro, MHOroaApecHoro wu
HeM3BEeCTHOro oAHoaApecHoro Tpaduka AnsA NOPTOB C BKAOYEHHbIM KOHTPOJIEM LUMPOKOBELLATEIbHOMO
«LUITOPMa» M OTOPACbIBAET NaKeTbl, C/IN CKOPOCTb MPEBbILLAET 334aHHOE MaKCUMa/ibHOE 3HadYeHue.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabauua 81 — KomaHabl pexkuma KoHourypaumm uHtepdeica Ethernet

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMon4YaHuto
storm-control multicast BKAtOYaeT KOHTPOJIb MHOTOaApecHoro Tpadumka:
[registered | unregistered] - registered — 3aperncTpMpoBaHHOro;
{level level | kbps kbps} [trap] - unregistered — He3aperucTpUpPoOBaHHOrO.
[shutdown] - level — 06bem TpaduKa B NpoL,eHTax oT NPONYCKHOM CNocobHOCTH
level: (1..100); nHTepodelica;
kbps: (1..10000000) - kbps - o6bem Tpaduka.
Mpu obHapyXeHUM MHoroaapecHoro TpaduKa nHTepdenc moxer
6bITb OTKAtOYEH (shutdown) nnu nobasneHa 3anuch B XypHan co-
obueHnit (trap).
no storm-control multicast BbIK/IlO4aET KOHTPO/Ib MHOrOAApPecHoro Tpaduka.
storm-control multicast BKtOYaeT KOHTPOJIb MHOTOaApecHoro Tpadumka:
[registered | unregistered] - registered — 3aperncTpMpoBaHHOrO;
{pps pps} [trap] [shutdown] - unregistered — He3aperucTpUPOBaHHOrO.
ops: (125.. 19531250) - pps — KOAMYECTBO MAKETOB B CEKYHAY. )
Mpu 06HapyKeHUM MHOTroaapecHoro Tpaduka nHTepdeic moxer
6bITb OTKAtOYeH (shutdown) nnu no6asneHa 3anuch B XypHan co-
obLweHwnit (trap).
no storm-control multicast BbIK/IlOYaeT KOHTPO/Ib MHOTOaAPECHOro TpaduKa.
storm-control unicast {level BK/tOYaeT KOHTPO/Ib HEU3BECTHOMO O4HOaAPECHOro TpaduKa.
level | kbps kbps} [trap] - level — 06bem TpaduKa B MPOLEHTAX OT NPOMYCKHOM CNocobHOCTH
[shutdown] nHTEpdeca;
level: (1..100); - kbps — o6bem TpaduKa.
kbps: (1..10000000) Mpu 06HapYKEeHNM HEM3BECTHOTO OA4HOaAPECHOro TpadUKa MHTEp-
deinc moxeT 6bITb OTKNtoYeH (shutdown) naun nobasneHa 3anucs B
YypHan cooblueHwni (trap).
no storm-control unicast BbIK/IlO4AET KOHTPO/Ib OA4HOAAPECHOro TpaduKa.
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storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/1tO4AET KOHTPO/Ib HEM3BECTHOTO OZHOAAPECHOrOo TpaduKa.

- ppSs — KOJIMYECTBO NAKETOB B CEKYHAY.

Mpu 06HapyKeHUWU HEU3BECTHOTO OAHOAAPECHOTO TPadUKa UHTEp-
delic moxeT b6biTb oTKAtOYEH (shutdown) unn nobasneHa 3anucob B
KYPHan coobuieHwuii (trap).

BbIK/IlOYaET KOHTPO/Ib OAHOAAPECHOro TpaduKa.

storm-control broadcast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/ItOYaEeT KOHTPO/b LWIMPOKOBeLLaTeNbHOro TpaduKa.

- level — 06bem TpadurKa B NPOLLEHTAX OT NPOMNYCKHOM cnocobHOCTH
nHTepdelica;

- kbps — o6bem TpaduKa.

Mpu 0bHapyKeHMM WNPOKoBeLaTeibHoro TpadumKka nHTepdenc mo-
eT 6bITb oTKNto4eH (shutdown) nan gobasneHa 3anuch B KypHan
coobuieHuii (trap).

BbIK/IOYAET KOHTPO/Ib LWMPOKOBELLATENBHOTO TpadumKa.

storm-control broadcast {pps
pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BK/tOYaET KOHTPO/b LIMPOKOBELLATENIbHOTO TpaduKa.

- ppS — KOIMYECTBO MAKETOB B CEKYHAY.

Mpw 06Hapy»KeHUMU WIMpPOKOoBeLLaTeNbHOrO TpaduKa UHTepdelic mo-
eT 6bITb oTKAtoUeH (shutdown) nnn gobasneHa 3anuch B XKypHan
coobuieHuii (trap).

BbIK/tOYAET KOHTPOJ/Ib LWMPOKOBELLaTeNbHOrO TpadmKa.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanuya 82 — KomaHab! perkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show storm-control interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet |
hu_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MoKasbiBaeT KOHPUIYypaL Mo GYHKLMN KOHTPOAA «KLITOPMa» A1A YKa-
3aHHOro nopTa siM60 BCEX MOPTOB.

[pumepbl 8b1M0MHEHUS KOMAHO

BKHOYUTb KOHTPO/b LUMPOKOBELLATEIbHOrO, MHOFOaAPEeCcHOro 1 0AHOaApPecHOro TpadumKa Ha TPETbeM UH-
Tepdelice Ethernet. YcTaHOBUTb CKOPOCTb AN KOHTPOAUPYemoro Tpaduka — 5000 K6/c: ana wmpoKoseLa-
TenbHoro, 30% noiochbl NPONyCKaHWA ANA BCero mHoroaapecHoro, 70% Ans HeM3BeCTHOro 04HOaAPECHOrO.

console# configure
console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if) # storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap
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5.11 Fpynnbl arperauum KaHanos — Link Aggregation Group (LAG)

KommyTtaTopbl obecneunsatoT NogaepKKy rpynn arperaunmn KaHanos LAG B KoaM4YecTBe COrnacHo
Tabnuue 9 (cTpoka «Arperauma KaHanos (LAG)»). Kaxgan rpynna nopToB AOJ/1KHA COCTOATb U3 MHTepdeincos
Ethernet c ogMHaKoBOI CKOPOCTbIO, paboTatowmx B gynaekcHOM pexmme. ObbegmMHeHMe NOPTOB B Fpynny
YBE/IMYMBAET MPOMNYCKHYID CNOCOOHOCTb KaHana MeXay B3aMMOAEeNCTBYIOWMMM YCTPOMUCTBAMU W
NOBbILLIAET OTKA30yCTOMYMBOCTL. [Pynna NopToB ABAAETCA 4158 KOMMYTaTOpa O4HUM JIOTUYECKMM NOPTOM.

YCTpOIACTBO NOAAEPKMBAET ABA PEXMMA PaboTbl rpynnbl MOPTOB — CTAaTUYECKaA Fpynna u rpynna,
paboTtatowan no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYIOLWEM pasaesne
KOHUrypauum.

/ Ecam ana nHtepdeiica nponsseaeHbl HACTPOWKKU, TO ANA A06aBNeHUA ero B rpynny ciegyer
BEPHYTb HAaCTPOMUKM NO YMONUYAHMUIO.

JobasneHune nHTepdencos B rpynny arperaunm KaHanoB AOCTYMHO TO/IbKO B peXume KoHpurypaumm
nHTepdelica Ethernet.

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPUrypaumnm nHtepderica Ethernet:
console (config-if)#

Tabnnua 83 — KomaHabl pexkuma KoHourypaumm uHtepoeica Ethernet

Komanda 3HayeHue/3HavyeHue Leiicmeue
o ymMmon4aHuio
channel-group group mode [o6asunTb ethernet-uHTtepdeiic 8 rpynny nopTos.
mode group: (1..128); - on — no6asnTb NOpPT B KaHan 6e3 LACP;
mode: (on, auto) - auto — pob6aBuTb NOPT B KaHan ¢ LACP B pexkmume «active».
no channel-group Ypanutb Ethernet-uHtepdeiic M3 rpynnbl nopTos.

Pexcum KoH@u2ypayuu uHmepgelica

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepdeinca:
console (config-if) #

Tabnuua 84 — KomaHabl pexnma KoHdurypauumn nHtepdeiica

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
hold-time up time HasHauuTb 3agep:kky [obaBneHWs nopTa B arpermpoBaHHY
time: (0..300) cekyHa/0 | rpynny.
no hold-time up YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.

[Mpumepbl 8bINOAHEHUA KOMAHO

console# configure
console (config)# interface port-channel 1
console (config-if)# hold-time up 30

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoOm KoOHOUrypaumm:

console (config) #
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Tabnunua 85 — KomaHabl perkmnma rnobanbHoM KoOHGUrypauum

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

port-channel load-balance
{src-dst-mac-ip | src-dst-
mac | src-dst-ip | src-dst-
mac-ip-port | dst-mac |
dst-ip | src-mac | src-ip}
[mpls-aware]

no port-channel load-balance

—/src-dst-mac-ip

3apaeT mexaHM3m 6anaHCMPOBKM HArpysKu Ana cTpaternm
ECMP u ana rpynnbl arpermpoBaHHbIX MOPTOB.

- src-dst-mac-ip — mexaHn3m 6anaHCMpPOBKM OCHOBbLIBAETCSA
Ha MAC-agpece u IP-agpece;

- src-dst-mac — mexaHnM3mM 6anaHCMPOBKM OCHOBbLIBAETCA Ha
MAC-agpece;

- src-dst-ip — mexaHu3m 6anaHCUMPOBKKM OCHOBbIBAETCA Ha IP-
apgpece;

- src-dst-mac-ip-port — mexaHn3m 6anaHCMPOBKN OCHOBbI-
BaeTcsA Ha MAC-aapece, IP-agpece n TCP/UDP-noprTe;

- dst-mac — mexaH13m 6anaHCMPOBKM OCHOBbLIBAETCA Ha
MAC-agpece nonyyartens;

- dst-ip — mexaHn3m 6anaHCUPOBKM OCHOBbIBaeTCA Ha IP-aa-
pece nony4yartens;

- src-mac — mexaHu3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha
MAC-agpece oTnpasutens;

- Src-ip — mexaHu3m 6anaHCMpPOBKM OCHOBbIBaeTcA Ha IP-aa-
pece oTnpasuTens;

- mpls-aware — Bk/toYeHue napcuHra L3/L4-3aron08KoB na-
KeToB ¢ MPLS-meTKamu a/1s BCero ycTpomnctaa. AKTyasibHO
TO/IbKO C pexkumamu 6anaHcnposku no L3/L4-3aronoskam
nakera.

B03BpaT K HacTpovikam 6anaHCMPOBKM Harpy3Ku N0 YMOHAHUIO.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnuua 86 — KomaHabl pexunma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show interfaces channel-group
[group]

group: (1..128)

MNokasbiBaet MHC‘)OpMaLI‘MlO no rpynne KaHanos.

KomaHObl uHmepaelica LAG

BuAa 3anpoca KOMaHAHOM CTPOKM pexxnma KoHdurypaumm nHtepoeica LAG:

console# configure

console (config)# interface port-channel 1

console (config-if)# hold-time up 30

Tabnnua 87 — KomaHabl perknma KoHourypaumm nHtepdeiica LAG

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

hold-time up time

no hold-time up

time: (0..300) cekyHa/0

HasHauaeT 3afepkKy [fo06aBneHVMs nNopTa B arperMpoBaHHYo
rpynny.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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5.11.1 Cmamuyeckue 2pynnol azpe2ayuu KaHAn1086

dyHKUMen ctaTnyeckux rpynn LAG ssnsetcs o6beanHeHMe HECKObKNX GU3NYECKUX KaHaN0B B OAMH,
YTO NO3BO/IAET YBE/JINYUTb MPOMYCKHYIO CMNOCOOHOCTb KaHasa M MOBbICUTb €0 OTKAa30yCTOMYMBOCTb. Ons
CTaTUYECKUX rPYNM NPMOPUTET UCNO/Ib30BaHMA KaHaN0B B 06beAMHEHHOM NyYKe He 3aJaeTcs.

/ [nsa BknoueHua paboTbl MHTepdeiica B cOCTaBe CTaTUUECKOW rpynnbl UCNOb3yiiTe KOMaHAY
channel-group {group} mode on B pe;kume KoHpUrypauumn cooTeeTcTByIOLEr0 MHTEPdeiica.

5.11.2 NpomokKon azpezayuu KaHanoe LACP

dyHKumen npotokona Link Aggregation Control Protocol (LACP) siBnsietca 06beanHEHNE HECKONbKUX
dU3NYECKMX KaHANoB B OOMH. ArperMpoBaHMe KaHa/loB MCMNONb3YyeTCcA AN YBEAUYEHMS NPOMNYCKHOWM
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctomumeocTu. LACP nossonsdeT nepegasatb TpaduK no
06begUHEHHbBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU MPUOPUTETAMU.

V Ona BKaoueHua pa6oTbl UHTepdeitica no npotokony LACP wucnonb3yitTe KomaHAay
channel-group {group} mode auto B pexXume KoHdUrypauum cOOTBETCTBYIOLLErO UHTEP-
deiica.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOW CTPOKM pexunma rnobanbHoOM KoHbUrypaumm:
console (config) #

Tabnuua 88 — KomaHabl pexxnma rnobanbHo KoHOUrypaLmm

3HavyeHue/3HayeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
lacp system-priority value YcTaHaBAMBAET NPUOPUTET CUCTEMBI.
— value: (1..65535)/1
no lacp system-priority YcTaHaBMBaET 3HaYEHWE N0 YMONYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPUrypaumnm nHtepdelica Ethernet:
console (config-if)#

Tabnunua 89 — KomaHapl pexknma KoHburypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4vaHuro
lacp timeout {long | short} YcTaHaBAMBaeT agMUHUCTPATUBHBIM TalimayT npoTokona LACP:
Mo ymonyaHuio | o .
- long — pnnTtenbHoe Bpema TalimayTa;
ncnonb3syeTca o
- short — manoe Bpems TarimayTa.
- 3HauyeHue long

no lacp timeout YcTaHaBAMBaeT 3HaYeHMe Mo YMOMYAHWIO.

lacp port-priority value YcTaHasauBaeT npuopuTeT nHtepdeiica Ethernet.

value: (1..65535)/1

no lacp port-priority YcTaHaBAMBaeT 3HaYEHUE N0 YMOYAHUIO.

lacp force-up YCTaHOBUTb PEXUM NPUHYAUTENBHOTO A0b6aBneHns nHTepdeiica B
-/BbIKIOYEHO LACP, BHe 3aBUCMMOCTM OT Hannuumsa lacp pdu c OTBETHOM CTOPOHbI.

no lacp force-up YcTaHaB/IMBaET 3HaYEHUE N0 YMOMYAHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnmua 90 — KomaHap! pexkuma EXEC

3HayeHue/3HayeHue
no ymon4aHuio

show lacp {gigabitethernet MNokasbiBaeT MHPopmaumto o npoTokose LACP gnsa nHtepdeiica
gi_port | tengigabitethernet Ethernet. Ecav pgononHUTenbHble NapameTpbl HEe WCMO/b3Y-

KomaHoa Aelicmeue

gi_port: (1..8/0/1..48);

te_port toTCA, TO ByAeT NokasaHa BcA opmauus.

tv;tfnt filve igabitethernet te_port: (1..8/0/1..48); Tar’aTmetye'c"rsT—rI I'IKOKa:bIBa(ETM:j a’:f)V\N(\ETu‘:I HaCcTPOMKM MpoTo
twe p‘clart |g B twe_port: (1..8/0/1..120); KO’})13' P P P P
hundredgigabitethernet hu_port: (1..8/0/1..32) - statistics — nokasbIBaeT CTaTUCTUKY paboTbl NPOTOKONA;
hu_port } [parameters | - protocol-state — noKasbiBaeT cOCTOAHWE PaboTbl MPOTOKOA.

statistics | protocol-state]
show lacp port-channel [group]

MokasbiBaeT nHdopmaumto o npotokone LACP gna rpynnel

group: (1..128) nopTOE.

[pumepbl 8b1M0MAHEHUS KOMAHO

Co3patb nepByto rpynny nopTtos, paboTtatowyto no npoTtokoay LACP u BKAtoualowyo ABa MHTepodeiica
Ethernet — 3 n 4. CkopocTb paboTbl rpynnbl — 1000 M6ut/c. YcTaHOBUTL NPUOPUTET CUCTEMbI — 6, NPUOPU-
TeTbl 12 n 13 gna noptos 3 1 4 COOTBETCTBEHHO.

console# configure

console (config)# lacp system-priority 6

console (config) # interface port-channel 1

console (config-if) # speed 1000

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/3

console (config-if) # speed 1000

console (config-if)# channel-group 1 mode auto

console (config-if) # lacp port-priority 12

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/4

console (config-if) # speed 1000

console (config-if)# channel-group 1 mode auto

console (config-if) # lacp port-priority 13
( ) #

console (config-if exit
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5.11.3 Hacmpoiika mexHonoz2uu Multi-Switch Link Aggregation Group (MLAG)

Kak u LAG, BupTyanbHble LAG no3BoAOT 06beAUHUTL O4HY UAK HECKOobKo Ethernet-nuHnii ana
YyBEJ/IMYEHMA CKOPOCTM M obecneyeHusa oTKasoycToiumocTn. MLAG Tak ke usBecTHa Kak VPC (Virtual
port-channel). Mpu 06blMHOM LAG arperMpoBaHHble SIMHUK AO0/MKHbI B6biTb Ha OAHOM (U3NYECKOM
ycTpoiicTee, B ciyyae e ¢ VPC arpernpoBaHHble IMHUM HAaX0AATCA Ha PasHbIX UINYECKMX YCTPOMCTBAX.
®dyHKuMa VPC no3sonseT coeanHUTb ABa PU3MUYECKMX YCTPOMUCTBA B OAHO BUPTYasIbHOE.

/ Mpu HacTpoiike VPC Ha 04HOPaHroBbIX KOMMYTaTopax A0MKHa bbiTb 0aMHaKoBas Bepcua
nporpammHoro obecneyeHus.

Secondary ucnonb3yet HacTpoiku Primary.

Henb3a ucnonb3osatb HacTpoiKy switchport forbidden default-vlan ana peer-link, Tak kak

V VPC Port-Channel KOHTpOAUPYIOTCA TOILKO KOMMYTAaTOPOM C POJiblO Primary, KommyTaTop
! Tpaduk npotokona VPC xoaut untagged B default vian.

; B VPC rpynne B BbiBoge show port-channel otobparKaloTca NOKanbHbIA U yAANEHHDbIM
V nopTbl. B KauecTBe yAaNeHHOro NopTa COrnacHo noruke pabotbl VPC ucnonb3yerca ifindex
' HecyuiecTBytowero 3-ro loHuTa.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoM KoHbUrypaumm:
console (config) #

Tabanua 91 — KomaHgpl pexxunma rnobanbHon KoHoUrypaumm

3HavyeHue/3Ha4yeHue o
KomaHoa / Aelicmeue
o ymon4arHuro

vpc domain domain_id Cospaet VPC-gomeH.
Ha oaHOM ycTpoiicTBe MOXKeT 6biTb CO34aH TONbKO
V oauH gomeH VPC. Ha napHbIX yCTPOMUCTBAX AONXKEH
6bITb 0oguHaKoBbI VPC-gomeH.

domain_id: (1..255)

no vpc domain domain_id Yaanaet VPC-LOMeH € yCcTponcTsa.

vpc group group_id Co3spaet VPC-rpynny. [1na Kaxaoro arpermpoBaHHOro UHTep-
deica fonkHa bbiTb co3gaHa otaenbHas VPC-rpynna. Ha nap-
HbIX ycTpocTBax Homepa VPC-rpynn foMKHbI COBNAAaTb.

group_id: (1..63) CymmapHoe Konnuectso VPC-rpynn He MoXKeT npe-
V BbiCUTb 48.
no vpc group group_id Yaanaet VPC-rpynny ¢ ycTpoicTea.
vpc BkntouaeT pexkum VPC. McnonbayeTca nocne KoHUrypaumm
—/BbIK/IIOYEHO VPC.
no vpc Bbikntoyaet pexxkum VPC.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaummn VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #
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Tabnnua 92 — KomaHabl pexkmma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

peer link group

no peer link

group: (1..48)

HasHauaert Port-Channel B KauecTse peer-link.

Mckntouaet Port-Channel us yyactua s VPC.

peer detection

no peer detection

— /BbIK/OYEHO

BkntouaeT peer detection protocol.
Peer-detection — pf0NOAHUTENbHBIA MeXaHU3M,
V obecneunsaowmii pyHkunoHuposaHue VPC B cny-
yae obpbiBa peer-link. Moatomy 3anpewiaerca uc-
nonb3oBaHue peer-link gnAa opraHusauumn uHTep-
deiica peer-detection.

BbikntoyaeT peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3afaeT MHTepBan OTNpPaBKM coobueHuit peer detection pro-
tocol.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3apaTtb Bpema 0XKuaaHua oteeTa peer detection protocol.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port] [vrf vrf_name]

no peer detection ipaddr

udp_port:
(1..65535)/50000;
vrf_name: (1..32) cumBona

Hactpawusaer IP-agpec nonyyatena naketos, IP-agpec oTnpa-
sButens, VRF u UDP nopt gns peer detection protocol.
- vrf_name — ums BUpTyanbHOM 061aCTM MapLLPYTU3ALUN.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO.

peer keepalive

no peer keepalive

BkntouaeT cnyxby keepalive.

BbikntoyaeT cnyxoby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3aaTb Bpema OXWMAaHMA OTBETA Ha 3anpoc LEeNO0CTHOCTU
peer-link.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

role priority value

no role priority

value: (1..255)/100

YcTaHaBAMBaEeT NPUOPUTET YCTPOIACTBA. YCTPOMUCTBO C MeHb-
WKM 3HadeHnem ByaeT HasHaueHo Primary.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

system mac-addr mac_ad-
dress

no system mac-addr

YctaHaBnuBaeTr MAC-agpec cuctembl ana otnpasku B VPC
nopTbl.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

system priority value

no system

value: (1..65535)/32767

YcTaHaBNMBaeT NpUOPUTET CUCTeMbl A/1A OTnNpasku B VPC
nopTbl. JonxkeH 6bITb 0ANHAKOBbIN Ha 060MX YCTPOICTBAX.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHMIo.

KomaHObI pexcuma KoHguaypayuu VPC

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma KoHdurypaumm VPC-group:

console (config) # vpc group group-id

console (config-group) #
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Tabnnua 93 — KomaHabl pexkuma KoHourypaumm VPC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

domain domain_id

YctaHasnusaet VPC-group uneHom VPC-gomeHa.

domain_id: (1..255)
no domain domain_id

Mckntouvaet VPC-group ns VPC-gomeHa.

vpc-port group

Lob6asnset Port-Channel 8 VPC-rpynny.

group: (1..48)

no vpc-port group

MUckntouvaet Port-Channel us VPC-rpynnbi.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabanuya 94 — KomaHabl pexkmma EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show vpc

OTobpaxkaeT uHGopmaumio o KoHourypauum VPC.

show vpc group id

OTtobpakaeT HGopmMauuto o Tekylem coctosiHum VPC Group id.

show vpc peer-detection

OTobpaxkaeT cocTosaHue cnybbl peer detection protocol.

show vpc role

OTobparkaeT MHPOPMaLMIO O POU YCTPOMCTBA.

show vpc statistics peer {
keepalive | link | detection}

OTobpakaeT cocToAHMe cHeTUnKoB cnyx6bl VPC.

5.12 Hacrpo#Ka IPv4-agpecauuu

B paHHOM pasgene onucaHbl KOMaHAbl ANA HAaCTPOMKM CTaTMYeCKUX napameTpos IP-apgpecauumm,
TaKMX Kak IP-agpec, macka noaceTu, W03 No ymonyaHuio. Hactpoika npotokonos DNS u ARP onncaHa B

COOTBETCTBYHOLWUNX pa3genax 4OKYMEHTALUNN.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica Ethernet, uHmepgelica epynnsi nopmos, VLAN,

Loopback

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnel nopTtoB, uHTepdeiica VLAN, untepdeliica Loopback.

console (config-if)#

Tabnnua 95 — KomaHabl perknma KoHdurypaumm nHtepdeitca

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHda

Aelicmeue

ip address ip_address {mask |
prefix_length}

prefix_length: (8..32)

HasHaueHue 3agaHHOMY WHTepdelicy IP-agpeca M macku nog-
cetun.
3HayeHMe MacKM MoXKeT b6biTb 3anucaHo nmnbo B $pop-
mate X.X.X.X, nmbo B popmare /N, rae N — Konuuecrso
eAWHUL, B ABOUYHOM NpeACcTaB/leHUN MACKU.

no ip address [/P_address]

Ypanexue IP-agpeca nHtepdelica.

ip address dhcp

MonyyeHue IP-agpeca Ans HacTpaMBaemoro WHTepodelica ot
DHCP-cepsepa.
V He ucnonbsyetca gna loopback—uHTtepdeiica.

no ip address dhcp

3anpeT mMcnosab3oBaHMA npoTokona DHCP pns nonyyeHms |IP-
appeca BbIbpaHHbIM UHTEpdeicom.
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ip unnumbered {vlan vian_id |

loopback loop-back_id} vlan_id:

PaspeluaeT KoHPUrypupyemomy uHTepdeicy sanmcteosatb IP-
appeca VLAN m Loopback-nntepdeiica.

- (1..4094);loopback_id: (1)
no ip unnumbered

OTKAtoYaeT GyHKLMIO 3aMMCTBOBaHMUA agpeca.

ip icmp unreachables

BbikntoueHme oTnpaBku icmp unreachable.

(1..32) cumBona

disable
— -/BKAtOYEHO
no ip icmp unreachables .
. BK/toueHMe oTnpaBkM icmp unreachable.
disable
ip vrf {vrf_name} vrf_name: [obaBneHune nHTepdeiica B ykasaHHbI VRF.

Ona vHtepdeiica OOB u gedonTtHoii VLAN nepepg, ao-
6asneHmnem B VRF Heobxogumo BBectu «no ip address
dhcp». Takxe «no ip address dhcp» Hy)HO noBTOpPATL
npu oyepeaHbix cmeHax VRF.

no ip vrf

MonyyeHue IP-agpeca Ana HacTpamBaemoro wuHTepdelica oT
DHCP-cepsepa.
V YaaneHue untepodeiica us paHee ykasaHHoro VRF.

ip tcp adjust-mss value
value:
(500..1460)/1460 6ait

HasHauutb ¢usmyeckomy wuHtepdeiicy Ethernet pasmep TCP
Maximum segment size.

]

Ucnonb3yetca npu Haanuum IP address Ha uHTepdeiice.

no ip tcp adjust-mss

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKK B pexnume r1ob6asibHON KoHdUrypaumm:

console (config) #

Tabnnua 96 — KomaHabl perknma rnobanbHoM KoOHGUrypauum

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

ip default-gateway ip_address -/Wto3 No ymonyaHuio

3apaet anAa KOMMYTATOpa agpec Wwa3a no ymonyaHuto.

no ip default-gateway He 3afaH

Ypanfer HasHauYeHHbIM agpec Wi3a No YMOAYaHMIO.

ip helper-address
{ip_interface | all} ip_address
[udp_port_list]

-/BbIK/OYEHO

BkatouyaeT nepeagpecaumio wWmpokosewatenbHbix UDP-nakeTos
Ha onpeaeneHHbIN agpec.

- ip_interface — IP-appec nHTepdeica, g KOTOPOro BbINOJHAETCA
HacTpoWKa;

- all — no3sonset BbIbPaTL BCe IP-uHTEpdeichl yCTponCTBa;

- ip_address — IP-agpec HazHa4YeHuWsA, Ha KOTopbI byayT nepeHa-
npasnAaTbcA nakeTbl. 3HavyeHume 0.0.0.0 oTKAtOYaeT nepeagpeca-
umio;

- udp_port_list — cnucok noptos UDP. LLInpoKoBeLaTenbHbIN Tpa-
®WK, HanpaBNeHHbIV Ha NepeyYncNeHHble B CMIUCKe NOPTbl, NOABEp-
raetcs nepeagpecaumu. MakcumanbHoe obLyee KoMyecTso nop-

TOB M aZipecoB Ha ycTponcTeo - 128.

no ip helper-address
{ip_interface | all} ip_address

OTMeHseT nepeaspecaLnio Ha 3afaHHbIX UHTepdericax.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#
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Tabnuua 97 — KomaHapl pexkmma Privileged EXEC

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda

Aeilicmeue

clear host {* | word}
word: (1..158) cumBosios

Ypanaet us namATy noay4veHHble no npotokoay DHCP 3anucu co-
OTBETCTBUWN UMEH MHTepdencos 1 ux IP-agpecos.
* — yAanuTb BCe COOTBETCTBUA.

renew dhcp {gigabitethernet

gi_port | tengigabitethernet gi__port: (1..8/0/1..48);

te_port |

— T te_port: (1..8/0/1..48);
:a:n;\(/)frl;lcleglgabltethernet twe_port: (1..8/0/1..120);
hun(_iredgigabitethernet hu_port: (1..8/0/1..32);

group: (1..128)

hu_port | vlanvian_id | vian_ id: (1..4094)

port-channel group | oob}
[force-autoconfig]

Otnpasnset 3anpoc kK DHCP-cepBepy Ha o6HoBNEeHUe IP-agpeca.
- force-autoconfig — npu obHoBNeHWM IP-agpeca 3arpykaetca
KoHoUrypaums c TFTP-cepBepa.

show ip helper-address

OTobparkaeT Tabnvuy nepeagpecauuu LWMPOKOBELLATENbHbIX
UDP-nakeToB.

show ip unnumbered interface

[vian vian_id] vlan_id: (1..4094)

MokasbiBaeT KOHPUrypaumto ip unnumbered gns ykasaHHOro UH-
Tepdelica.

KomaHOwb! pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKM B pexxume Exec:

console>

Tabnunua 98 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue no

gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vlan_id | tunnel tunnel | oob]

te_port: (1..8/0/1..48);
group: (1..128);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id : (1...64);
tunnel: (1..16);
vlan_id: (1..4094)

KomaHoa Aelicmeue
yMOAYaHUIO
show ip interface [vrf vrf_name: (1..32) MoKa3sblBaeT KoHoUrypaumio IP-agpecaumm ona yKasaHHOTO WH-
vrf_name | all} | CUMBONA; Tepoelica unm obnactm BupTyanbHo mapwpytmsaumm (VRF).

5.13 Hactpo#Ka Green Ethernet

Green Ethernet — TexHonorus, no3posArWaa CHU3UTb :—)Hepron0Tpe6neHme YCTpOVICTBa 3a cyet
OTKNKOYEHUNA NMUTAaHUA ANA HEAKTUBHbIX 3/IEKTPUYECKUX MOPTOB U U3IMEHEHUA YPOBHA NepegaBaemoro

CUrHana B 3aBUCMMOCTU OT AJINHDbI Kabens.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHUrypaumum:

console (config) #
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Tabnvua 99 — KomaHap! pexkuma rnobanbHo KOHGUIypauum

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

green-ethernet energy-detect

Bk/itovaeT sHeprocbeperatoLLmin pexkum A HEAKTUBHBIX MOPTOB.

no green-ethernet short-reach

no green-ethernet -/BbIKIOYEH OTKNtOYaeT aHeprocbeperaoWwmii pexxum Aaa HeaKTUBHbIX Nop-
energy-detect TOB.
green-ethernet short-reach Bk/itovaeT sHeprocbeperatolmii pexkum Aas nopToB, K KOTOPbIM
NMOAKIOYAIOTCA YCTPOWCTBA C AJIMHOW Kabena noakaoyeHua
MeHbLLEe NMOPOroBoro 3Ha4YeHWA, YCTaHaBIMBAEMOrO C MOMOLLbIO
-/BbIKNIOYEH

KomaHabl green-ethernet short-reach threshold.

OTKAOYaeT aHeprocbeperatoLmii Pexsnum Ha OCHOBaHUM AJNHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPuUrypaumnm nHtepderica Ethernet:

console (config-if)#

Tabnunua 100 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

green-ethernet energy-detect

BKntoyaeT sHeprocbeperatowmii pexxum ans nHtepdelica.

no green-ethernet short-reach

no green-ethernet -/BKNtO4EH OTKAtoyaeT sHeprocbeperatoWwmii pexxum ans nHtepdelica.
energy-detect
green-ethernet short-reach BKAtoyaeT aHeprocbeperatowmnini pexKMm Ha OCHOBAaHWW ANUHbI
Kabens.
-/BKAtOYEH

OTKAtoYaeT aHeprocbeperatolwmii peskMm Ha OCHOBaHMM ANUHbI
Kabens.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKK B pexxume Privileged EXEC:

console#

Tabnunua 101 — KomaHabl perkmuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show green-ethernet
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OTOob6parkaeT CTaTUCTUKY green-ethernet.

green-ethernet power-meter
reset

CﬁpaCblBaeT CYETHUK nameputTena MOLLHOCTU.
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[pumepbl 8b1M0AHEHUS KOMAHO

OTobpasuntb cTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Disable Port LEDs mode: Disabled

Power Savings: 0% (0.00W out of maximum 0.00W)
Cumulative Energy Saved: 0 [Watt*Hour]

* Estimated Annual Power saving: NA [Watt*Hour]
Short-Reach cable length threshold: 50m

* Annual estimate is based on the saving during the previous week
NA - information for previous week is not available

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off Unknown on off off NP

tel/0/3 on off LT on off off LT

tel/0/4 on off LT on off off LT

tel/0/5 on off LT on off off LT

tel/0/6 on off LT on off off LT

tel/0/7 on off LT on off off LT

tel/0/8 on off LT on off off LT

tel/0/9 on off LT on off off LT

tel/0/10 on off LT on off off LT

tel/0/11 on off LT on off off LT

tel/0/12 on off LT on off off LT

5.14 Hactpoiika IPv6-agpecauumn

5.14.1 Npomokon IPv6

KommyTtaTopbl noaaep:kusatoT paboTy no npotokony IPv6. Moaneprkka IPv6 aABnAeTca BaKHbIM
[OOCTOMHCTBOM, MOCKOJIbKY MPOTOKOAN IPV6 npu3BaH, B MepcrnekTuBe, NOAHOCTbIO 3aMeHUTb aapecaluto
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 nmeet paclumpeHHoe agpecHoe NpocTpaHcTeo — 128
6uT BmecTo 32. Agpec IPv6 npeacrtasnset coboit 8 6/10K0B, pasaeneHHbIX ABOETOUYMEM, B KaXK40M B6aoke
16 61T, 3aNMCaHHbIX B BUAE YETbIpeX LUeCTHAALATEPUYHBIX YNCEN.

MOMMMO YyBEAMYEHMA aAPECHOro MPOCTPAHCTBA MPOTOKOA IPV6 MMEeT MepapXMyecKkyro cxemy
agpecaumn, obecneuymBaeT arperauqio MaplUpyToB, ynpowaeT Tabauuy MapuwpyTMsaumu, npu 3Tom
a3 deKTMBHOCTL PaboTbl MapLIPYTU3aTOPa NOBbIWAETCA 338 CYET MEXaHM3MA 06HAPYKEeHMA COCegHUX Y310B.

NlokanbHble agpeca IPv6 (IPv6Z) B KomMmyTaTope HasHayalTca WHTepdelicam, noatomy npu
ncnoab3oBaHuKM IPv6Z-aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTCa caeayowmii popmar:

<ipv6-link-local-address>%<interface-name>
roe:
interface-name — uma nHTepdeica:
interface-name = vlan<integer> | ch<integer> |<physical-port-name>
integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|112]|3|4|5]|6|7]|8]9
physical-port-name = tengigabitethernet (1..8/0/1..32)
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Ecnan 3HayeHMe rpynnbl UAM HECKONbKUX FPynn noapaa B aapece nporokona IPvée pasHo
Hyato — 0000, To AaHHbIe rpynMnbl MOryT 6bITb ONYLLEHDI.

Hanpumep, agpec FE40:0000:0000:0000:0000:0000:AD21:FE43 moxKeT 6biTb COKpaLLeH [0
FE40::AD21:FE43. CoKpallieHuto He MoryT 6biTb NoaBeprHyTbl 2 pasgesieHHble HyneBble
rpynnbl n3-3a BOSHUKHOBEHUA HEOAHO3HAYHOCTH.

%

EUI-64 — 310 naeHtudukaTop, co3aaHHbii Ha 6ase MAC-agpeca uHtepdeiica, anaiowminca
64 mnagwmmm 6utamm IPv6-agpeca. MAC-aapec pasbusaeTtca Ha gBe Yactu no 24 6ura,

MeXKay KoTopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnunua 102 — KomaHabl perknma rnobanbHOM KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 default-gateway
ipv6_address

no ipv6 default-gateway
ipv6_address

3apaeTt 3HayYeHue nokanbHoro agpeca IPv6-wnto3a no ymonya-
HUIO.

Ypanaet HacTpolku IPv6-wnto3a No ymonyaHuio.

ipv6 neighbor ipv6_address {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id} mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..12);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Cospaet ctaTnueckoe cootseTcTtene mexay MAC-agpecom co-
ceaHero ycTpoiicTtea u ero IPvb-agpecom.

- ipv6_address — |Pv6-aapec;

- mac_address — MAC-agpec.

Ypanaet ctatmyeckoe cootBeTcTBue mexagy MAC-agpecom co-
cefiHero ycTpolicTea u ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3agaeT orpaHuyeHune ckopoct ana ICMPv6-coobuieHuii 06
olInbKax.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

ipv6 route prefix/prefix_length
{gateway} [metric] [distance
distance]

no ipv6 route
prefix/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

[obasneHue cTaTmyeckoro mapuwpyta IPvé

- prefix — ceTb Ha3HaYeHUS;

- prefix_length — npeduKc macku cetn (KoNNMYeCcTBO eANHNULL B Ma-
cKe);

- gateway — W03 ANA AOCTYNA K CETU HAa3HaYeHus;

- metric — MeTpuKa ANA AaHHOTO MapLUpyTa;

- distance — afMUHUCTPATUBHAA AMUCTaHLMA MapLUpyTa.

YpaneHue ctatnyeckoro mapupyta IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIK/IOYEHO

Bkntouvaet nepeHanpasaeHne ogHOaAPECHbIX NAaKeToB..

OTkntovaer nepeHanpasaeHne ogHoaapeCcHbIX NaKeToB.
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ipv6 distance {ospf {inter-as |
intra-as} | static} distance

no ipvé6 distance {ospf {inter-as
| intra-as} | static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YcTaHaBAVBAET 3HAYEHNE afMUHUCTPATMBHON AncTaHumm (AD)
ANA BCEX MapLUPYTOB YKa3aHHOro Tmna.

- ospf inter-as — ycTaHaBnuBaeT 3Ha4yeHne AD gna MeXK30oHasb-
HbIX MApLLPYTOB, NPUHATbLIX No NnpoTokony OSPF;

- ospf intra-as — ycTaHaBAnBaeT 3HayeHue AD ana BHYTPU30-
Ha/NbHbIX MAPLLPYTOB, NPUHATLIX N0 NpoToKoay OSPF;

- static — yctaHaBnvBaeT 3HayeHne AD anAa cTaTUYeCcKnX maplu-
pyTOB.

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.

KomaHObl pexcuma KoHgpuaypauyuu uHmepaetica (VLAN, Ethernet, Port-Channel)

BuAa 3anpoca KoMaHAHON CTPOKM pexnma KoHdurypaumm nHtepdeica:

console

(config-if) #

Tabnunua 103 — KomaHabl pexkuma KoHourypaumm nHtepdelica (Ethernet, VLAN, Port-channel)

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

ipv6 enable

no ipv6 enable

-/BbIK/IIOYEHO

BKkntouaeT nogaepkky IPv6 Ha uHtepdelice.

OTKAtoYaeT noaaepkKy IPv6 Ha uHtepdelice.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyaxuio
aBTOMaTuyecKas
KoHbUrypaums
BK/ItOYEHa, agpeca He
Ha3HayeHbl.

BKntoueHMe aBTOMaTM4YecKon KoHourypauum IPv6-agpecoB Ha
HTepderice. Aapeca HacTPamBaTCA B 3aBUCMMOCTU OT NpeduK-
COB, KOTOpble No/y4eHbl B coobueHmnsax «Router Advertisement».

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ipv6 address
ipv6_address/prefix_length
link-local

no ipv6 address
[ipv6_address/prefix-length
link-local]

Mo ymon4yaHuio
3HaYeHue IOKaIbHOTo
aapeca: (FE80::EUI64)

3agaeT nokanbHbIl IPv6-agpec nHtepdelica. Crapwme 6uTbI no-
KanbHbIX IP-agpecos B IPv6 — FE8O::

Ypanset nokanbHbIn IPv6-agpec.

ipv6 nd dad attempts
attempts_number

3apaeT Ko/MYecTBO COObLEHMI-TpeboBaHUI, nepepaBaembix
MHTepdencom B3aMMOLENCTBYOWEMY YCTPOWUCTBY B Cayvae 06-

no ipv6 unreachables

(0..600)/1 HapyeHusa aybaukauum (konnmsum) IPv6-agpeca.

no ipv6 nd dad attempts Bo3BpalyaeT 3HauYeHWe No YMONYAHUIO.

ipv6 unreachables BkntoueHne ICMPv6 coobuweHnin 0 HEeAOCTUKMMOCTM agpecaTta
-/enabled npv nepegaye NakeToB Ha onpeaeneHHbln nHTepdeic.

YcTaHaBAMBaEeT 3HAYEHUE MO YMOYAHUIO.

ipvé mld version version

no ipv6 mld version

version: (1..2)/2

OnpegaeneHune Bepcun npotokona MLD ans nHtepdelica.

YcTaHaBAMBaEeT 3HAYEHNE MO YMONYAHUIO.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#
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Tabnuua 104 — KomaHap! pexkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3sblBaeT HACTPOMKM NpoToKona IPv6 ansa ykasaHHOro uHTep-
delica.

show ipv6 route [summary |
local |connected | static |
ospf | icmp | nd |
ipv6_address/ipv6_prefix |
interface { gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

group: (1..128); hu_port:

(1..8/0/1..32);
vlan_id: (1..4094)

MoKka3sblBaeT Tabauuy IPv6-mapLupyToB.

show ipv6 neighbors
{ipv6_address |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
group: (1..128);
hu_port: (1..8/0/1..32);
vlan_id: (1..4094)

MokasbiBaeT WMHPOPMALMIO O COCeAHMX
COAepsKalLyocA B Kale.

IPv6-ycTpoicTBax,

clear ipv6 neighbors

OunwaeT KalW, CcoAepKawmuin MHPOPMaALMIO O COCeOHUX
ycTpoicTBax, paboTatowmx no npotokony IPv6. MHpopmauma o
CTaTUYECKUX 3aNUCAX COXPAHAETCA.

show ipv6 distance

MoKasaTb 3HayeHVMe aAMWMHUCTPATUBHOM AWUCTaHUMM  AAA
Pa3/INYHbIX UCTOYHMKOB MapLUpyTa.

5.15 HacTtpo#Ka npoTokonos

5.15.1 Hacmpolika npomokona DNS — cucmembl 00OMeHHbIX UMeH

OcHoBHoW 3agaueit npoTokona DNS asnaeTcs onpeaeneHue IP-agpeca y3na cetu (xocta) no 3anpocy,

cofepawemy ero gomeHHoe MmA. basa [aHHbIX COOTBETCTBMA [AOMEHHbIX WUMEH Y3/10B CeTU MU
cooTeeTcTBYOWMX UM IP-agpecos Beaetca Ha DNS-cepsepax.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHUrypaumm:
console (config) #

Tabnnua 105 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
no ymoa4aHuro

KomaHoa Aelicmeue

ip domain lookup -/BKOYEHO Pa3speluaeT ucnosnb3oBaHue npotokona DNS.
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no ip domain lookup

3anpeLyaeT Ucnonb3oBaHMe NpoTokona DNS.

ip name-server
{serverl_ipv4 address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...] [vrf
vrf_name]

no ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...][vrf
vrf_name]

Onpegensert IPv4/IPv6-agpeca gna goctynHbix DNS-cepsepos.
- vrf_name — umsa BUPTyasibHOM 061aCcTU MapLUpPYTU3aLUN.

Ypansaert IP-agpec DNS-cepBepa 13 cnucka AOCTYMHbIX.

ip domain name name [vrf
vrf_name]

no ip domain name [vrf
vrf_name]

name: (1..158)
CMMBOOB

Onpeaenser JOMEHHOE UMA N0 YMOAYaHUIO, KoTopoe byaeT uc-
Nonb30BaTbCA MPOrpaMMoi, ANA LOMNOAHEHWUS HemnpaBUbHbIX
OOMEHHbIX UMeH (AOMEHHbIX MeH 6e3 Toukn). [1n1a AOMEHHbIX
MMeH 6e3 TOUKM B KOHeL, UMeHM byaeT A06aBNATLCSA TOYKA U YKa-
3aHHOE B KOMaHAE AOMEHHOE UMS.

- vrf_name — ums BUPTYyasbHOM 061aCTU MapLUPYTU3aLUN.

Yaansaer 4OMeHHOE UMS MO YMOJIHaHMIO.

ip host name address1
[address2 ... address4] [vrf
vrf_name]

no ip host name [vrf vrf_name]

name: (1..158)
CUMBOIOB

OnpepenseT cTaTUYecKMe COOTBETCTBMA UMEH y3/10B ceTu IP-aa-
pecam, pobaBnAaeT yCTaHOBJAEHHOE COOTBETCTBME B  K3LW.
®PyHKuMa nokanbHoro DNS. MoxHo onpegenvts 40 Bocbmu |IP-
aApPecoB Ha OAHO UMS.

- vrf_name — vma BUPTYaNbHOM 061acTU MapLIpyTU3aLUK.

Ypanaert ctatMyeckne COOTBETCTBMA MMeH y3n0B cetu IP-agpe-
cam.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnunua 106 — KomaHabl pexkuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
clear host {name | *} name: (1..158) Yaansaer 3anucb COOTBETCTBMA MMEHM y3n1a ceTu IP-agpecy Kawa
CMMBO/IOB nmbo Bce 3anucu (*).
show hosts [name] [vrf OTobparkaeT LOMEHHOE MMA MO YMOAYaHuUto, cnncok DNS-cepse-
vrf_name] pOB, CTaTUYECKME U KILIMPOBAHHbIE COOTBETCTBUA MMEH Y3/10B
name: (1..158) cetv u IP-agpecos.
CUMBOIOB MpyW MCNONb30BaHMM B KOMaHAE MMEHM y3/1a ceTu, oTobparkaeTcs

cooTBeTcTBYOWMIN emy IP-agpec.
- vrf_name — nmsa BUPTyasbHOM 061aCcTU MapLUpyTU3aLUN.

[Tpumepbl UCNoAb308aHUS KOMAHO

Mcnonb3osatb DNS-cepsepa no agpecam 192.168.16.35 1 192.168.16.38, ycTaHOBUTL AOMEHHOE UMA

NO YMON4YaHUIO — mes:

console# configure

console (config) # ip name-server 192.168.16.35 192.168.16.38

console (config)# ip domain name mes

YCTaHOBUTb CTaTMYECKOE COOTBETCTBUE:! y3en CeETn C UMEHEM eltex.mes nmeer IP—a,a,pec

192.168.16.39:

console# configure

console (config) # ip host eltex.mes 192.168.16.39
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5.15.2 Hacmpoiika npomokona ARP

ARP (Address Resolution Protocol — npoTokon paspelieHus aApecoB) — NPOTOKOA KaHa/lbHOro
YPOBHA, BbINOAHAKOWMIN PyHKUMIO onpegeneHma MAC-agpeca Ha OCHOBAaHMM COAEpPrKaLLLErocs B 3anpoce
IP-agpeca.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUme r106anbHON KOHPUrypaumm:

console (config) #

Tabanuya 107 — KomaHab! perkuma rnobanbHom KoOHPUrypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | oob]

dopmart ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

[obasnaeT cTtaTMyecKyto 3anucb cootsetcteuns IP- 1 MAC-aape-
coB B Tabnmuy ARP ansa ykasaHHoro B KomaHze uHtepdelica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanaet cratmyeckyto 3anucb cootsetcteua IP- n MAC-agpecos
13 Tabnunubl ARP ans ykasaHHOro B KOMaHae nHtepdeiica.

arp timeout sec sec: HacTpanBaeT Bpems KM3HM AMHAMUYECKUX 3anuceit B Tabauue
(1..40000000)/60000 ARP (cek).
no arp timeout ceK YcTaHaBAnBaeT 3HaYeHMe MO YMONYAHMUIO.
ip arp proxy disable OTKAtOYaeT pexkum npokcnposaHma ARP-3anpocos ana KommyTa-
. Topa.
-/OTKNIOUEH

no ip arp proxy disable

BkatoyaeT pexum npokcuposaHua ARP-3anpocos gna KommyTa-
Topa.

anycast-gateway
mac-address mac_addres

no anycast-gateway mac-
address

dopmat mac_address:
H.H.H nan H:H:H:H:H:H
nnn H-H-H-H-H-H /
BUPTyanbHbI MAC-
aapec He 3a4aH

3agaeT BupTyanbHbii MAC-agpec, KOTOpbli 3ameHseT 6aso-
Bbli MAC-agpec KommyTaTopa B ucxoaawmx ARP-coobuue-
HUAX.
- mac_address — MAC-agpec.
B KauectBe BuptyanbHoro MAC-agpeca Henb3a MC-
V nonb3oBatb cneaywowme MAC-agpeca: multicast,
broadcast, VRRP MAC, 6a3oBbiii MAC-agpec KommyTa-
Topa, 6a3oBblii MAC-agpec Kakoro-nu6o loHUTa U3
cTeKa.

YcTaHaBAUBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKK B pexxume Privileged EXEC:

console#
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Tabnunua 108 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

clear arp-cache

Ypanset sce AMHammnyeckue 3anucu ns ARP-tabaunubl (komaHaa go-
CTYMHa TOJ/IbKO 418 NPUBUAIETMPOBAHHOIO Nob3oBaTens).

show arp [ip-address
ip_address] [mac-address
mac_addres] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob]

dopmar ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H vav H:H:H:H:H:H
nnun H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT 3anucu ARP-Tabauubl: Bce 3anucu, ¢punbTp no IP-aa-
pecy; dunbtp no MAC-agpecy; ¢buabTp no nHtTepdelicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show arp configuration

MokasbiBaeT rnobanbHyo KoHourypaumo ARP n KoHouUrypaumio
ARP ansa nHtepdeiicos.

show ip anycast-gateway

MokasbiBaeT KOHdUrypaLmio anycast gateway.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bug, 3anpoca KoOMaHAHOM CTPOKKM B pexkume interface configuration:

console (config-if) #

Tabanuya 109 — KomaHabl perkmuma nHtepdeica Ethernet, rpynnel nHtepdeincos nHtepdeiica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip proxy-arp

no ip proxy-arp

-/BKNIOYEHO

BkntouaeT pexkum npokcnposaHua ARP-3anpocoB Ha HacTpausae-
MOM MHTepdeiice.

OTKAtOYaeT pexxmm npokcmposBaHuA ARP-3anpocoB Ha HacTpaunBae-
MOM MHTepdeice.

anycast-gateway

no anycast-gateway

-/BbIKNIOYEHO

BkntoyaeT onuumto anycast gateway Ha nHTepdeice. B ncxoaalumx
ARP-coobLueHx 6a3oBbiit MAC-aapec KOMMyTaTopa 3ameHAeTca Ha
BUpTYyanbHbin MAC-agpec.
V BuptyanbHbii MAC-agpec goneH 6biTb 3a4aH KOMaH-
BAoi1 anycast-gateway mac-address.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

[pumepbl UCI016308AHUS KOMAHO

[Job6aBuTb cTaTUyeckyto 3anmcb B ARP-Tabaunuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTaHOBUTb BPEMS KU3HU AMHAMUYecKux 3anuceit B ARP-Tabauue — 12000 ceKyHA;:

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet

1/0/2

console (config)# arp timeout 12000

MoKasaTb cogep:knumoe ARP-TabnumLbi:

console# show arp

HW address

te0/12 192.168.25.1 02:00:2a:00:04:95

status

vlian 1 dynamic
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5.15.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaumn. MpoToKos nossonser
pacnpocTpaHntb no cetn maeHtudukatopbl VLAN. OcHoBHOM ¢pyHKUMel npoTokona GVRP saBnsetcs
obHapyxeHune nHpopmaumm ob otTcyTcTByOWMX B 6a3e gaHHbIX KommyTaTopa VLAN-ceTax npu nosiy4yeHmm
coobueHnit GVRP. Moayums nHpopmaumio o6 otcytcreytowmx VLAN, KommyTaTop A00aBAAET ee B CBOIO
6a3y AaHHbIX.

KomaHObI pexcuma 2a06ana6Hol KOHgu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUrypaumm:
console (config) #

Tabnunua 110 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymon4aHuro
gvrp enable / BKntouaeT ncnonbsosaHue npotokona GVRP-KoMmyTaTopom.
-/BbIK/THO4YEH
no gvrp enable BbIkntoyaeT ncnonb3oBaHme npoTokona GVRP-kommyTaTtopom.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
¢helica epynnsl Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console(config)# interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group}

console (config-if) #

Tabnunua 111 — KomaHabl pexxkuma KoHoburypaumm uHtepoeica Ethernet, rpynnel nHTepdeiicos

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
no ymoa4yaHuro
gvrp enable BkatoyaeT ucnonb3osaHne npotokoaa GVRP Ha HacTpansaemom
nHTepoelice.
-/BbIK/IIOYEH
no gvrp enable BbikntoyaeT ncnonb3osaHue npotokona GVRP Ha HacTpansaemom
MHTepodeiice.
gvrp vlan-creation-forbid 3anpelaetr gMHaMmu4yeckoe nsmeHeHne nan cosgaHme VLAN ana
HacTpanBaemoro nHTepdeica.
- - -/paspelueHo
no gvrp vlan-creation-forbid PaspewaeT aAnHamuyeckoe nameHeHue mnun cosganune VLAN pgns
HacTpanBaemoro nHTepdeica.
gvrp registration-forbid Mo ymonyanuio BbinonHAeT cHATUe permnctpaunm gna scex VLAN n He gonyckaert co-
co3pgaHve n 34aHMA Unu pernctpaumm Hosbix VLAN Ha AaHHOM nHTepdeiice.
no gvrp registration-forbid pernctpauna VLAN Ha | YcraHasauBaeT 3HaueHME N0 YMOMYaHMIO.
nHTEpoelice
paspeLueHa

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#
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Tabnuua 112 — KomaHap! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
group: (1..128)

OuuLLaeT HaKOMNIEHHYIO CTaTUCTUKY NpoTokosa GVRP.

KomaHOowb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnuya 113 — KomaHzabl perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

show gvrp error-statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MNokasbiBaeT KoHdUrypaumto npotokona GVRP gns yKazaHHOro UH-
Tepdelica, inbo ansa scex MHTepdencos.

MNoKa3sbiBaeT HAKOM/IEHHYO CTaTUCTUMKY Mo npotokony GVRP ana
yKa3aHHOro uHtepdelica, iMbo ansa Bcex MHTepdencos.

MokKa3blBaeT CTaTUCTUKY NOo olwmnbKam npu pabote npoTokona GVRP
ONA yKasaHHOro uHtepderica, imbo ana scex MHTepdencos.

5.15.4 MexaHu3am obHapyxceHusa nemeno (loopback-detection)

[JaHHbIA MexaHM3M NO3BOAAET YCTPOMCTBY OTC/IEXMBATD 3aKONbLLOBAHHbIE NOPTbI. [eTaa Ha nopTy
0obHapyKMBaeTca NyTEM OTCbIIKM KOMMYyTaTopom Kagpa (frame) ¢ MAC-agpecom nopta KommyTaTopa B
none Source MAC u wnpoKoseLlaTenbHbiM (N0 ymondaHuto) agpecom B nose Destination MAC.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHUrypaumum:

console (config) #
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Tabnmua 114 — KomaHap! pexkmuma rnobanbHoi KoHbUrypaumnm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

loopback-detection enable

no loopback-detection enable

-/BbIK/IIOYEHO

Bk/ito4aeT MexaHU3m 0BHapyKeHUs NeTesb 418 KOMMyTaTopa.

BoccTaHaBimMBaeT 3HavYeHMe No YMOYAHUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (1..60)/
30 cekyHA,

YcTaHaBaunBaeT uHTepBan mexay loopback-kagpamu.
- seconds — HTepBan BpeMeHu mexay LBD-kagpamu.

BocctaHaBnmBaeT 3HaveHue no YMONYaHULO.

loopback-detection vlan-based

no loopback-detection vlan-
based

-/BbIK/IIOYEHO

BKkntoyaeT pexum obHapyxkeHusa netam Bo VLAN. Mpu Hanuumm
netnu Bo VLAN gaHHan VLAN 6yaeT 3ab10KMpoBaHa Ha NopTy, Ha
KOTOpOoMm bblna obHapyKeHa neTns.

OTKNOYUTL pexkum obHapyKeHus netim so VLAN.

loopback-detection vlan-based
recovery-time value

no loopback-detection vlan-
based recovery-time

value: (30..1000000)/
BbIK/IOYEHO

3apaTb Bpems 610kMpoBku VLAN.
- value — Bpemsa, no ucrteyeHne Kotoporo VLAN aBTOMaTUYECKK
pa3bnokunpyeTcs.

3abnokuposaHHble VLAN He ByayT BOCCTaHaBAMBATLCA aBTOMATU-
Yecku.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanasoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl MOpMmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console# configure

console (config)# interface {tengigabitethernet te port |

twentyfivegigabitethernet twe port

port-channel group}
console (config-if) #

| hundredgigabitethernet hu port |

Tabnunua 115 — KomaHabl pexuma KoHourypaumm uHtepdelica Ethernet, rpynnsl nHTepdelicos, nHTep-

¢demca VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

loopback-detection enable

no loopback-detection enable

-/BbIKNIOYEH

BkatoyaeT mexaHu3m 06Hapy)KeHl/Iﬂ neTenb Ha NOpTy.

BoccTaHaBnAuBaeT 3HaYeHMeE MO YMONYAHUIO.

KomaHOowbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnuya 116 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show loopback-detection
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128).

OTobpaxkaeT coctoAaHMe mexaHn3ama loopback-detection.
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5.15.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHoOW 3aaaveit npotokosa STP (Spanning Tree Protocol) asnsietca npuseaeHue cetu Ethernet c
MHOXECTBEHHbIMW CBA3SAIMU K APEBOBUAHON TOMONOIMKN, UCKAOYAIOLEN LMKAbI NakeToB. KommyTaTopbl
0bmMeHMnBalOTCA KOHPUIYPaLMOHHbIMMU COOBLLEHMAMM, MCMOAb3YA KaApbl cneuuanbHoro dopmata, U
BbIBOPOYUHO BKOYAIOT U OTKAKOYAIOT Nepeaady Ha noprbl.

Rapid (6bicTpbiit) STP (RSTP) ABnseTcs ycoBeplleHCTBOBAHMEM MpOTOKosa STP, xapaKkTepusyetca
MEHbLWMM BpeMeHemM MpuBELEHNA CeTU K LPEeBOBMAHOWM TOMONAOTMM U UMeeT 6osee BbICOKYHO
YCTONYMBOCTb.

MpoTtokon Multiple STP (MSTP) saBnaetcs Hambonee coBpemeHHoOM peanusauumen STP,
nogaeprkmeatoweir umcnonb3osaHne VLAN. MSTP npeanonaraer KoHourypauuio Heobxogmmoro
KOJIMYECTBA 3K3EMMNISPOB CBA3YIOLLEro AepeBa (spanning tree) BHe 3aBUCMMOCTK OT yncna rpynn VLAN Ha
KommyTaTope. Kaxablid aK3eMnaap MOKeT cogepaTb HeckonbKko rpynn VLAN. HegocTtaTkom npoToKkona
MSTP siBasieTcs TO, YTO Ha BCEX KOMMYTATOpax, B3aumoaencraytowwmx no MSTP, 40KHbl 6bITb 0AMHAKOBO
cKOHuUrypuposaHbl rpynnbl VLAN.

V MaKcMmanbHO fonycTMmoe KonmnuyecTso 3ksemnasapos MSTP yKasaHo B Tabnuue 9.

MexaHn3m Multiprocess STP npegHasHaueH ans co3gaHns Hesasncumblx gepesbes STP/RSTP/MSTP
Ha MOPTax YCTPOICTBA. MI3MEeHEeHUA COCTOSHMA OTAENbHOIO AepeBa He OKA3bIBalOT BAMAHUA Ha COCTOAHME
OPYTrvX AepeBbeB, YTO NO3BOJIAET MOBbICUTb YCTONYMBOCTb CETU U COKPATUTb BPEMSA NEePeCcTPOEHUs Aepesa
B C/llydae OTKas30B. Mpu KOHOUIypMpoBaHUKU cnedyeT UCKAUYUTb BO3MOXHOCTb BO3HWMKHOBEHUA KoJel,
MeXKay NnopTaMmn-yneHamMm pasHbix aepeBbeB. [n8 06CNyKUBAHUA U30NMPOBAHHbLIX AEPEBLEB B CUCTEME
C034a€TcA oTAe/IbHbIA Npouecc Ha Kaxaoe agepeBo. C Npoueccom COMOCTaBAAKTCA NOPTbl YCTPOMCTBA,
npuMHagnexKalwme gepesy.

5.15.5.1 Hacmpolika npomokona STP, RSTP

KomaHObI pexcuma 2a0baab6Hol KoOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmMma rnobasbHON KOHPUrypaLmm:
console (confiqg) #

Tabnuua 117 — KomaHabl pexkuma rnobanbHon KoOHPUrypaumm

KomaHda 3HayeHue/3HayeHue Aelicmeue
no ymoa4aHuro
spanning-tree /BKnioueHo PaspeluaeT MCNoNb30BaHME KOMMYTaTOPOM NpoToKona STP.
no spanning-tree 3anpeLyaeT UCNONb30BaHME KOMMYTAaTOPOM NPOTOKona STP.
spanning-tree mode {stp | YcTaHaBAMBAET peXMm paboTbl npoToKona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
-/RSTP - mstp — |[EEE 802.1S Multiple Spanning Tree Protocol;

- pvst — Cisco Per Vlan Spanning Tree Protocol;

- rapid-pvst — Cisco Rapid Per Vlan Spanning Tree Protocol.
no spanning-tree mode YcTaHaBAMBaeT 3HAaYEHWE N0 YMONYAHUIO.
spanning-tree forward-time YcTaHaBAMBaeT MHTEPBaAA BPEMEHW, 3aTPauyMBaemblit Ha MPOCAYLLN-
seconds BaHWe 1 U3yyeHMe COCTOAHMI nepes, nepekntoHeHnem B COCTosHNe

seconds: (4..30)/15 cek nepegauu.

no spanning-tree YcTaHaBAMBaET 3HaYEHWE N0 YMOYAHUIO.
forward-time

170 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBAMBaeT UHTePBas BpEMEHM MeXKAY nepefayamm WMpoKose-
LwaTenbHbIx coobuweHunit «Hello» K B3aMmoaencTayoLwmMm KOMMyTa-
Topam.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

spanning-tree
loopback-guard

no spanning-tree
loopback-guard

-/3anpeuyeHo

PaspelwaeT 3awuMTy, BbIKAHOYAKOLWY MHTEpPdEenc nNpu NoayyeHuu
csoero BPDU.

3anpewaeT 3awuTy, BbIKAOYAOWY WHTepdENc Npu NoayyYeHuu
csoero BPDU.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT Bpems XKU3HM cBA3ytowero aepesa STP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTtpaunBaeT npuopuTteT ceasytowero gepesa STP.
3HayeHne NpuopuTeTa A0MKHO bbITb KpaTHO 4096.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

spanning-tree pathcost
method {long | short}

YcTaHaBAMBAET MeToA, onpeaeneHus LEHHOCTU NyTuH.
- long — 3HaueHune LeHHocTU B AnanasoHe 1..200000000;

no spanning-tree bpdu

-/long - short — 3HaueHwue LeHHOCTM B AnanasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaET 3HaYEHME NO YMOIYAHUIO.
method
spanning-tree bpdu Onpepenset pexxum obpabotkm naketos BPDU-uHTepdeicom, Ha
{filtering | flooding} KOTOPOM BbIK/tOYEH NpoToKoA STP.
- filtering — Ha wHTepdeiice C BbIKNOYEHHbIM NpoTOKOAOM STP
/flooding BPDU-nakeTbl duUnbTpyoTCA;

- flooding — Ha uHTepdelice ¢ BbIkAOYEHHbIM NPOTOKO/IOM STP HeTe-
rmpoBaHHble BPDU-nakeTbl nepenatoTcs, TerMpoBaHHble — QUAbTPY-
toTCA.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree loopguard
default

no spanning-tree loopguard
default

-/BbIKNOYEHO

BKkntouaeT dpyHKumto Loop Guard ansa scex noptos.

Ha aaHHbIt MOMeHT PpyHKUMoHan Loopguard peanuso-
. BaH gna pexxumos STP, RSTP, MSTP.

OTKkntoyaeT dyHKumto Loop Guard.

Mpu 3aaaHum STP napameTpos forward-time, hello-time, max-age Heo6xoaumo BbinonHeHue
vl ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepdaelica 2pynnsl Mopmos

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabauua 118 — KomaHabl pexxnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpewaeT paboTy npotokona STP Ha KOHOUTYPUPYEMOM UHTEp-
delice.

" s -/pa3peweHo
no spanning-tree disable /pasp PaspewaeT paboTy npoTtokona STP Ha KOHOUIYpUpyEMOM UHTep-
deiice.
spanning-tree cost cost cost: YcTaHaBAMBaET LeHHOCTb NYTW Yepes AaHHbIN HTepdeiic.
: - cost — UEeHHOCTb NyTwn.
i (1..200000000)/cm. 4 y
no Spannlng'tree cost Ta6}'|l/|Ll,y 96 YcTaHaBinBaeT 3Ha4yeHune, onpeagenaemoe Ha OCHOBaHUKM CKOPOCTH

nopTa U meToza onpeaeneHus LeHHOCTU nyTu, cMm.Tabauuy 119

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBauBaeT npuoputeT MHTepdeiica B ceasytolem gepese STP.

V 3HaueHue NpuopuTeTa AONKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.
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spanning-tree portfast [auto]

no spanning-tree portfast

Bk/itoYaeT peum, B KOTOPOM MOPT MPU NOAHATUM HA HEM NINHKA
Cpasy CTaHOBWUTCA B COCTOAHME Mepeaayu, He A0XKMAAACh UcTeYe-
HUA Tallmepa.

-/auto - auto — gobaBnsAeT 3a4ePKKY 3 CEKYHAbI Nepes Nepexonom B co-
CTOAHME Nepeaayun.

BbIKNOYaeT peXxMm MOMEHTaNbHOTO nepexosa B COCTOAHME nepe-
a4 NO NOAHATUIO KZIMHKa».

spanning-tree guard {root |
loop | none}

no spanning-tree guard

BKAatouyaeT 3aWmTy «KKOPHA» ANA BCex CBA3YOLWMX aepeBbeB STP Bbi-
6paHHOro nopra.

- root — 3anpewaet uHTepdency ObiTb KOPHEBBIM NOPTOM KOMMY-
TaTopa;

-/vcnonb3oBaHue - loop — BkANtoYaeT Ha MHTepdelice [ONONHUTENBHYIO 3aLLUTY OT
rnobanbHoOM HAacTpoikKn | netenb. B cnyyae ecnmn nHTepdenc HaxoaMTCA B COCTOAHUN, OTINY-
Hom oT Designated 1 npu aTom nepectaet nony4yatb BPDU, nHTep-
delic bnokumpyercs;

- none — oTKAto4aeT Bce Guard-pyHKLMM Ha MHTepdeiice.

Mcnonbayet rnobasibHy0 HAaCTPOMKY.

spanning-tree bpduguard
{enable | disable}
no spanning-tree bpduguard

Pa3pelaeT 3aWwuTy, BbIK/IOYalOLLY0 MHTepdEeNC Npy Npuéme nake-
ToB BPDU.

-/BbIK/IIOYEHO 2 -
3anpeLlaeT 3almMTy, BbIKOUaIoLLYI HTepdEc npu npuéme nake-

TO08B BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

YcTtaHaBauBaeT npoTtokon RSTP B nepeaatouLee coctoaHne u onpe-
AensaeT TMN cBA3M gns BbIbpaHHOro nopra:

- point-to-point — TO4YKa-ToOuKa;

- shared — pa3BeTBNEHHbIN.

-/pna gynnekcHoro
nopTa «TOYKA-TOYKa»,
ANA NONYAYNAEKCHOTO

— «pPa3BEeTB/IEHHbIN»
YcTaHaBAMBaET 3HAaYEHME N0 YMOIYAHUIO.

spanning-tree bpdu {filtering |
flooding}

no spanning-tree bpdu

OnpeaenneT pexxnm obpaboTkn naketos BPDU-uHTepdeiicom, Ha
KOTOPOM BbIK/IlO4eH NpoTokon STP.

- filtering — Ha wHTepdeiice ¢ BbIKNOYEHHBIM NpOTOKonom STP
BPDU nakeTbl dpuUnbTpytoTCA;

- flooding — Ha uHTepdeice ¢ BbIKAHOYEHHbIM NPOTOKOAOM STP
HeTermpoBaHHble BPDU-nakeTbl nepeparoTca, TErmpoBaHHble —
bunbTpytoTca.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOIYAHUIO.

spanning-tree mac-address
{dot1d | dotlad}

no spanning-tree mac-address

N3meHsaeT MAC-agpec, ¢ KOTOpbIM OTNPABAAIOTCA U NPUHMMAIOTCA

BPDU.
- dotld — otnpasnatoTca u npuHumatotca BPDU ¢ MAC-agpecom
-/dot1d 01-80-C2-00-00-00;

- dotlad — otnpasnsaTca U npuHMmatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree restricted-tcn
no spanning-tree restricted-tcn

-/npuem BPDU ¢ 3anpewaet npuem BPDU c ¢narom TCN.
¢narom TCN paspe- Paspewaet npvem BPDU c ¢narom TCN.
weH

Tabnumua 119 — LleHHOCTb NyTK, YCTaHOB/IEHHAA MO YMOJIYaHUIo (spanning-tree cost)

Unmepdeiic Memoo onpedeneHus yeHHocmu nymu
Long Short
GigabitEthernet (1000 Mbps) 20000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
TwentyFiveGigaEthernet (25000 Mbps) 800 1
FortygigabitEthernet (40000 Mbps) 500 1
HundredGigabitEthernet (100000 Mbps) 200 1
V’ Onsa nntepdeiicos Port-channel HauanbHasa cTtoMMocTb onpegenaeTca CTOMMOCTbIO NepBoro
JINHKa, BoLleALero B CoOCtaB Port-channel. an AOG&BHEHMM dKTUBHbIX TMHKOB, Ha4a/ibHaA

ctoumocTtb Port-channel AeNnTca Ha X Konn4yecTso.
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HELTEX

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 120 — KomaHabl perkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

lNoKa3biBaeT cocTosiHne npoTokona STP.

show spanning-tree detail
[active | blockedports]

MokKasbiBaeT NogpobHyo MHPOPMAaLMIO O HACcTPOKax NPOToKoa
STP, nHdopmaLmio 06 aKTUBHbIX MM 3a610KMPOBAHHbIX MOPTaXx.

clear spanning-tree
detected-protocols [interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MNepesanyckaeT npouecc mmrpaumm NpoToKkoa. 3aHOBO MPOMUCXO-
OMUT nepecyéT aepesa STP.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 121 — KomaHabl pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3blBaeT pexkum 06paboTkmn naketos BPDU Ha uHTepdericax.

5.15.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHoM KOHGUrypaumm:

console (config) #

Tabnnua 122 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
no ymon4YaHuro
spanning-tree -/pa3pelseHo Pa3pewaet ucnonb3oBaHme KOMMyTaTOpoOM NpoToKkoaa STP.
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no spanning-tree

3anpeLyaeT UCNOb30BaHWE KOMMYTAaTOPOM NPOToKoNa STP.

spanning-tree mode {stp |

YcTaHaBAMBAET pexkmMm paboTbl npoTokona STP.

no spanning-tree pathcost
method

rstp | mstp} -/RSTP

no spanning-tree mode YcTaHaBAMBAET 3HAYEHUE NO YMONYAHMIO.

spanning-tree pathcost YcTaHaBAnBaeT MeToA onpeaeneHna LeHHOCTU NyTu.

method {long | short} - long — 3HaueHue LeHHocTU B gnanasoHe 1..200000000;
-/long - short — 3HaueHwWe LeHHOCTM B Anana3oHe 1..65535.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YcTaHaBAMBaeT MNpPUOPUTET ANA OAHHOTO KOMMyTaTopa nepej,
0CTa/IbHbIMU, UCMONb3YHOLLMMM 0BWMIA a3K3emnaap MSTP.

- instance_id —3k3emnnsp MST;

- priority — npuopuTeT KOMMyTaTopa.

V 3HaueHuMe npuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (1..40)/20

YcTaHaBAMBaeT MakCMMaibHOE KONMYECTBO TPAH3UTHbIX Y4aCTKOB
ona naketa BPDU, Heobxoaumbix gns GopmMUpoBaHUA aepesa U
yaepKaHua nHdopmaLmMm o ero ctpoeHun. Ecam naket yxke npowen
MaKCMMaJIbHOE KOJIMYECTBO TPAH3UTHbIX YY4ACTKOB, TO Ha C/eayto-
Llem y4yacTke OH oTbpacbiBaeTcs.

- hop_count — MmakCMManbHOE KONMYECTBO TPAH3UTHbIX Y4aCTKOB
AnAa naketa BPDU.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst
configuration

Bxog, B pexxum KoHburypaumm npotokona MSTP.

KomaHObI pexcuma KoHgu2ypauuu npomokoaa MSTP

Bupg 3anpoca KOMaHAHOM CTPOKM B perxnume KoHurypaumm npotokona MSTP:

console# configure
(config)# spanning-tree mst configuration
(config-mst) #

console
console

Tabnunua 123 — KomaHabl pexknuma KoHourypaumm npotokona MSTP

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan

instance_id:(1..63);
vlan_range: (1..4094)

Co3gaeT COOTBETCTBME MeXAy dK3eMnaapom nportokona MSTP u
rpynnamu VLAN.

- instance-id — naeHTUdUKaTOp 3K3emnasapa npotokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypanaet cOOTBETCTBME MENKAY IK3eMNAAPOM npoTokona MSTP u

vlan_range rpynnamm VLAN.

name string 3apaeT uma KoHourypaumm MST.
string: (1..32) cumBona | - string —vuma KoHdurypaumumn MST.

no name Ypanser umsa KoHdurypauym MST.

revision value

no revision

value: (0..65535)/0

3apaeT Homep peBu3un KoHdUrypauum MST.
- value — Homep peBn3nm KoHdUrypauum MST.

YcTaHaBAMBaEeT 3HayeHue No ymonyauutio (value).

show {current | pending}

Moka3sblBaeT TeKyLyto (current) nnbo oxugatowwyto (pending) KoH-
durypauuio MST.

exit ) Bbixoa, 3 pexxmma KoHdurypauum npotokona MSTP c coxpaHe-
HMeMm KoHPUrypaumm.
abort Bbixog, U3 pexnma KoHPUrypaumm npotokona MSTP 6e3 coxpaHe-

HUA KOHOUrypaLumu.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagpelica Ethernet, uHmepdgelica 2pynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, untepdelica

rpynnbl NOPTOB:

console (config-if)#

Tabnvua 124 — KomaHap! pexkxuma KoHourypauum nHtepdelica Ethernet, rpynnsl noptos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

spanning-tree guard {root |
loop | none}

no spanning-tree guard root

-/vicnonb3osaHue
rnobanbHoOM HaCcTPOIKK

BKAtouvaeT 3awmTy «KKOPHA» ANA BCex CBA3YLWMX aepeBbeB STP Bbl-
6paHHOro nopra.

- root — 3anpeLuaeT uHTepdelicy 6biTb KOPHEBBLIM NOPTOM
KOMMYTaTOpa;

- loop — BK/tovaeT Ha HTepdence AONONHUTE/bHYIO 3aLLMTY OT
netenb. B cnyyae ecam nHtepdeinc HaxoanTca B COCTOAHUM,
oT/iM4Hom oT Designated v npu aTom nepectaet nosyyaTts BPDU,
MHTepdeinc baokupyeTcs;

- none — oTKAo4aeT Bce Guard-pyHKUUM Ha MHTepdeiice.

YcTaHaBavBaeT rnobasnbHy0 HAaCTPOMKY.

spanning-tree mst instance-id
guard root

no spanning-tree mst instance-
id guard root

instance_id: (1..63);
/3aWwumTa BbIKNOYEHa

BKkntoyaeT 3almTy «KOpHA» yKasaHHOro sksemnaapa MSTP gna Bbl-
6paHHOro MHTepdenca. [JaHHaa 3awuTa 3anpellaeTt nHTepdency
6bITb KOPHEBBIM MOPTOM KOMMYTaTOPAa.

- instance-id — naeHTUdMKaTOp 3K3emnaspa npotokona MSTP.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHaBaAuBaeT npuopuTeT nHtepdeiica B sksemnnape MSTP.
- instance-id — naeHTUdUKaTOp 3K3emnaapa npotokona MSTP;
- priority — npuopuTeT UHTepdeiica.

V 3HaueHue NnpuopuTeTa A0MKHO BbITb KPaTHO 16.

YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YcTaHaBMBaET LEHHOCTb MyTH Yepes BblOpaHHbIV MHTepdeic ana
onpeaeneHHoro aksemnasapa npotokoaa MSTP.

- instance-id — naeHTUdUKaTOp 3K3emnasapa npotokona MSTP;

- cOSt — LLeHHOCTb NyTW.

YcTaHaBAMBaeT 3HaueHue, onpeaensaemoe Ha OCHOBaHMM CKOPOCTH
nopTa U meToda onpegeneHna LEHHOCTU NyTU.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTeT MHTepdeiica B KOPHEBOM CBA3YIOLLEM
nepese MSTP.

V 3HaueHue NpuopuTeTa A0MKHO BbITb KpaTHO 16.

YcTaHaBAMBaeT 3HAYEHUE MO YMOSYAHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN paspe-
WweH

3anpewaet npuem BPDU c ¢narom TCN.

Paspewaet npuem BPDU c dnarom TCN.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#
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Tabnunua 125 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
0 yMOMYaHUIo

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);

MNokasbiBaeT KoHdUrypauuto npoTokoaa STP.
- instance_id — vpeHTndukaTop sk3emnasapa npotokona MSTP.

[instance instance_id]

instance_id: (1..63)

show spanning-tree detail
[active | blockedports]
[instance instance_id]

instance_id: (1..63)

MokasbiBaeT NoApPobHYIO MHPOPMALMIO O HACTPOMKe MPOTOKO/A
STP, nHpopmauuto 06 akTUBHbIX AN 3aDBNOKMPOBAHHBIX NOPTaX.

- active — npocmoTp MHPopmaLum 06 aKTUBHBIX MOPTaX;

- blockedports —npocmoTp nHbopMaL M 0 3a610KMPOBaAHHBIX NOP-
Tax;

- instance_id — vaeHTUdMKaTOp sK3emnaapa npotokona MSTP.

show spanning-tree
mst-configuration

MoKasbiBaeT MHPOPMALMIO O CKOHPUIYPUPOBAHHbIX IK3EMNIAPaX
MSTP.

clear spanning-tree
detected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

hu_port | port-channel group}

twe_port:
(1..8/0/1..120);

group: (1..128)

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

hu_port: (1..8/0/1..32);

MNepesanyckaeT npouecc MUrpauymn NPOToKoaa. 3aHOBO MPOMUCXO-
OMT NPOCYET aepesa STP.

[pumepbl 8b1M0AHEHUS KOMAHO

BkntounTtb noaaepkky npotokona STP, ycTaHOBUTL 3HaYeHWe NnpuopuTeTa ceasylowero aepesa RSTP —
12288, nntepsan forward-time — 20 cekyHA, UHTEPBA/ BPEMEHU MEKAY NepesadyamMn LUMPOKoBe-
WaTenbHbIX coobuieHunit «Hello» — 5 cekyHa, Bpema *KnU3HU cBA3ytoWwero gepesa — 38 cekyHA. MNo-
Ka3aTb KOHOUrypaumio npotokona STP:

console (config)# spanning-tree

console (config

console (config
console (config

spanning-tree
spanning-tree
spanning-tree
spanning-tree

mode rstp
priority 12288
forward-time 20
hello-time 5

( )
( ) #
console (confiqg) #
( ) #
( ) #
console (config)# spanning-tree
console (config) # exit
console# show spanning-tree

max-age 38

Spanning tree enabled mode RSTP
Default port cost method: short
Loopback guard: Disabled

Root ID Priority 32768
Address a8:f9:4b:7b:e0:40
This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago

Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces

Name State Prio.Nbr Cost Sts Role PortFast Type
tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
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tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

Pol enabled 128.1000 4 Dsbl Dsbl No -

5.15.5.3 Hacmpolika npomokosnoe PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa M3 pa3HoOBUAHOCTEN NPOTOKoAa Spanning
Tree, pacwuparwaa GpyHKUMOHAaNbHOCTb STP anAa ncnonb3osaHuA B otaenbHbix VLAN. MpumeHeHne
OAaHHOro NPoToKoJ/1a no3BonseT B Kaxgom VLAN co3gaTtb oTaenbHbil aksemnasp STP. PVSTP+ coBmecTum

c STP.

Rapid (6bicTpbiit) PVSTP+ (RPVSTP+) aBnaeTca ycoBepLueHCTBOBaHMEM NpoTokoaa PVSTP+, xapakTe-
pU3yeTca MeHbLIMM BPpEMEHEM NPUBEAEHMA CETU K APEBOBUAHOM TONOMOTMK U UMeeT 6oJiee BbICOKYHO
YCTONYMUBOCTD.

/

.‘

.‘

.‘

MaKkcumanbHoe uucno PVST/RPVST-uHctaHcoB pgna  MES5300-XX, MES5305-48,
MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32 — 255, ana Bcex octanb-
HbIX mogeneit — 64 Mpu atom Hynesoi ucnonbayerca ana scex VLAN, B KOTOPbIX OTKAIOUEH
PVST/RPVST. Kaxkgomy VLAN c BkntoueHHbIm PVST/RPVST cooTtsetcTtsyeT oanH PVST/RPVST
MHCTaHC.

Moptbl, Ha KoTopbix Konuuyectso VLAN npeBbiwaeTr MaKCUMaAZIbHOE KOIMYECTBO
PVST/RPVST-uHcTaHcoB npu nepexoge 8 pexkum PVST/RPVST spemeHHO 610KupytoTca, no-
aToMy nepegp, BkatoueHnem PVST/RPVST Heobxogumo pacuutaTtb KOAMUYECTBO UCMO/b3ye-
mbixX VLAN Ha KonbLeBbIX NOpPTax KommyTtatopa. Ecam aaHHoe 3HayeHue npesbiwaer 64, To

NepBOHaYaNbHO HYXHO OTKAOUNTb PVST/RPVST B n36biTouHbix VLAN/RPVST KomaHgoii "no
spanning-tree vlan <VLAN ID>".

Mpwu BkAOUEHHOM pexume PVST/RPVST kommyTtatopbl MES obpabatbisatot PVST bpdu Bo
Bcex VLAN. Moatomy B cny4yasx, Korga B KOJbLie UCNOAb3YIOTCA KOMMYTaTOpPbl C KOAU4ye-
cteom PVST/RPVST VLAN, npesbiwaiowem makcumanbHoe Konudectso PVST/RPVST-uH-
CTaHCOB, c/ieAyeT paclwmpuTb AMMUTbI 06paboTtkn PVST bpdu-tpaduka Ha CPU. Ona atoro
Mcnonb3yetca KomaHga "service cpu-rate-limits other-bpdu 1024".

Ecnm B npouecce 3Kcnyataunmn noHagoburca yépatb VLAN ns PVST/RPVST-uHCTaHCOB 1 A0-
6aBUTb HOBble, HYYXHO NPOU3BECTU C/leayoLMe A4eUCTBUA:

1) OTknounTb STP B HeHyXHbiXx VLAN (KomaHga «no spanning-tree vlan vian_list» B rno-
6anbHOM pexkume KOHGUryprupoBaHUA);

2) Bknountb STP B HoBbIX VLAN (KomaHga «spanning-tree vlan vian_list» B rno6anbHom pe-
}KUMe KOHOUrypupoBaHusa).
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KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BunA 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabanua 126 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

spanning-tree vlan vian_list

no spanning-tree vlan
vlan_list

vlan_list: (1..4094)/ no
YMOIYAHUIO BCE MHCTaHCbI
BKJIIOYEHbI

BkntounTb paboTy npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTkntoyaeT paboty npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaBAMBaET MHTEPBa BPEMEHM, 3aTPaunBaEeMblii Ha NPOCay-
LUMBAHME M U3yYeHMEe COCTOAHUI nepes, NepekIto4eHMem B Co-
CTOfIHMe nepefaymn And ykasaHHbix VLAN.
Talimepbl AONKHbI COOTBETCTBOBATb CNeAYH0-
V weii popmyne:
2 * (Forward-Time - 1) 2 Max-Age 2 2 * (Hello-
Time + 1).

YcTaHaBAWBaeT 3HaYeHUe No YMONAYAHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBaAET UHTEPBAN BPEMEHU MEXAY nepefadamu LWMpPo-
KoBelaTeNbHbIX coobuieHnit «Hello» K B3aumogencTsyowmm
KOMMyTaTopam gnA yKasaHHbix VLAN.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

spanning-tree vlan vian_list
max-age seconds

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaeT Bpems XU3HW cBasytowero gepesa STP ana yka-
3aHHbIX VLAN.

no spanning-tree vlan
vlan_list max-age

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree vlan vian_list
priority priority_value

no spanning-tree vlan
vlan_list priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HactpansaeT npuoputeT ceasytoLero agepesa STP.
V 3HaueHue BblbUpaeTca U3 AManasoHa C LWa-
rom 4096.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
bUNbTpaLMsa OTKNOYEHA

dunbTpyeT MAM nponyckaet Bxoadlme Kaapbl PVST/RPVST-

BPDU.

- filtering — BKAOUMTL PUNBTPaLMIO;

- flooding — oTkatounTL dUAbTPaLMIO.

V [aHHaa KomaHAa AeucTByeT B TOM ciayyae,

ecnm STP oTKAKoUeH 1M60 BKAIOYEH B O AHOM
u3 pexxumos: STP/RSTP/MST. Ecam BKaloueH
pexum PVST/RPVST, To faHHasa KomaHaa 6y-
AeT AeicTBOBATb TO/IbKO B TOM C/ay4yae, ecam
B YKa3aHHoM VLAN otkntoueH STP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepdgelica (QuanasoHa uHmepgelicos) Ethernet

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma KoHdurypaumm nHtepdeinca:

console (config-if)#
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Tabnuua 127 — KomaHabl pexmma KoHpurypaumm nHtepodeiica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaBAMBAET LLEHHOCTb MYTU Yepe3 AaHHbIN UHTepdelic ans
yKa3aHHbIx VLAN.
- cost — LeHHOCTb MyTw.

YcTaHaBAMBaET 3Ha4YeHUe, onpeaenaeMmoe Ha OCHOBaHUMN CKOPO-
CTM NopTa M MeToAa OnpeaeseHnn LEeHHOCTU NyTU AN YKasaH-

HbIx VLAN.
spanning-tree vlan YcTaHaBAuBaeT NpuopuTeT MHTepdeiica B KOPHEBOM CBA3YHOLLEM
vlan_list port-priority pri- epese STP.
n_list port-priority p vian_list: (1..4094); Aep
ority_value - 3HauyeHue Bbl6MpaeTcA U3 AnanasoHa C wWwa-
priority_value: rom 16

no spanning-tree vlan
vlan_list port-priority

(0..240)/128

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

spanning-tree vlan
vlan_list restricted-tcn

no spanning-tree vlan
vlan_list restricted-tcn

-/npvem BPDU c ¢pnarom

3anpewaet npuem BPDU c pnarom TCN gns ykasaHHbIx VLAN.

TCN pa3pelueH;
vlan_list: (1..4094)

PaspewaeT npuem BPDU c ¢pnarom TCN ana yKasaHHbIx VLAN.

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dUNbTPaLMA OTKKOYEHA

dunbTpyer mMAM nponyckaet sxogalime Kaapbl PVST/RPVST-
BPDU.
- filtering — BkAOUNTL PunbTPaUmio;
- flooding — oTtkAtouMTL GUNBTPaLMIO.
V [AaHHaA KomaHAa AeicTByeT B TOM cayyae,

ecnm STP oTKAouYeH MM60 BKAKOYEH B 04HOM
u3 pexkumos: STP/RSTP/MST. Ecau BkaloueH
pexum PVST/RPVST, To gaHHas KomaHaa 6y-
AeT AeicTBOBaTb TO/IbKO B TOM C/lyyae, ecam
B YKa3aHHoM VLAN oTkntoueH STP.

YcTaHaBAMBaeT 3HAYEHUE MO YMOYAHUIO.

5.15.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHayeH Ans NoBbIWEHUA YCTOMYUBOCTH
N HaOEXHOCTU CeTU nepefayun AaHHbIX, UMEIOLLEN KOJbLEBYO TOMOJIOTUIO, 33 CYET CHUMMKEHWUA BPEMEHMU
BOCCTAaHOB/IEHMA CETM B Cayyae aBapuu. Bpema BoccTaHOBNEHWA He npeBbiwaeT 1 cekyHAbl, 4TO
CYLLECTBEHHO MeHbLLE BPeMeHW NepecTpoKu CETU NP NCNOb30BAaHUM NPOTOKOJ/I0B CEMENCTBA spanning

tree.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOM KOHPUrypaumm:

console (config) #

Tabnnua 128 — KomaHab! perknma riobanbHoM KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

erps

no erps

-/BbIKNIOYEHO

Paspewaet paboTy npotokona ERPS.

3anpewaet paboty npotokona ERPS.

erps vlan vian_id

vlan_id: (1..4094)

no erps vlan vian_id

CospaHwue ERPS-konbua ¢ ngeHtuoukatopom R-APS VLAN, no
KOTOpoM byaeT nepeaaBaTbcs Cy*KebHaa MHbopmaLuma 1 ne-
pexos, B pexxum KoHbUrypauum KonbLa.

- vlan_id — Homep R-APS VLAN.

YaaneHune ERPS-konbua ¢ naeHtuoukatopom vian_id.

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 179
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KomaHObI pexcuma KoHgu2ypauuu Koasvyad

Bua 3anpoca KOMaHAHOM CTPOKU B peXnume KoHPUrypaumm KosbLa:

console (config-erps) #

Tabnnua 129 — KomaHabl perknuma KoHourypaumm ERPS-konbua

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

protected vlan add
vlan_list

vlan_list:(2..4094, all)

[No6asnaet ananasoH VLAN B cnncok 3awmieHHbIx VLAN.
-vlan_list — cnucok VLAN. inana3soH VLAN MoKHO 3a4aTb ne-
peuncneHnem yepes 3anATyl0 MW yKasaTb Haya/bHOE U Ko-
HeyHoe 3Ha4YeHus guanasoHa yepes geduc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN u3 cnmcka s3awmuweHHbix VLAN.
- vlan_list — cnucok VLAN ansa yaaneHums.

port {west | east}{

tengigabitethernet te_port |

twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group}

no port {west | east}

te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Bbibop west (east)-nopTa KommyTaTOpa, BK/IOYEHHOTO B
KONbLO.

YaoaneHune west (east)-nopTa KommyTaTopa, BKAOYEHHOrO B
KO/bLLO.

rpl {west | east} {owner |
neighbor}

no rpl

-/no rpl

Bbibop RPL-nopTa KoMMyTaTOpa M €ro poau.

- west — RPL-nopTom 6yaeT Ha3HayeH west-noprT;

- east — RPL-nopTom 6yaeTt HasHayeH west-noprt;

- owner — KOMMmyTaTop byaer ABnsaTbca Bnagenouem RPL-
nopTa;

- neighbor — kKommyTaTop ByZeT ABNATLCA COCEA0M BNaLeNb-
ua RPL-nopra.

YpaneHve RPL-nopTta KommyTtaTtopa.

level level

no level

level: (0..7)/1

HacTpoiika yposHs coobuweHuin R-APS. Heobxogumo pans
NpoXoXKaeHusa coobuweHnin yepes CFM MEP.
- level — ypoBeHb coobueHunii R-APS.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

ring enable

no ring enable

-/BbIK/IIOYEHO

Bk/toyeHne QyHKUMOHNPOBAHUA KObLa.

BbikntoueHne GYHKLUMOHMPOBAHWUA KObLA.

version version

no version

version: (1..2)/2

Bbi60p pexrma COBMECTUMOCTU C APYTMMU BEPCUAMM NPOTO-
Kona G.8032.
- version — BepcuA npoTtokosa G.8032.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

revertive

no revertive

-/revertive

Bbibop pexknuma paboTbl KosbLa.

YCcTaHOBKa 3Ha4YeHnA no YMOI4aHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHue nofKonbLa AN9 AAaHHOTO KoAblia.
- vlan_id —Homep VLAN.

YaaneHve noAaKkonbLA.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKAtOUNTL OTNPABKY CUrHANa 04McTKM MAC-Tabaunubl B OCHOB-
HOe KOJbLLO MPpU NepecTpoeHnn NoaKoAbLaA.

OTKNOYUTL OTNPABKY CUrHana ouncTkn MAC-Tabamubl B oc-
HOBHOE KO/bLL0 NPWU NepecTpoeHnmn NoAKOAbLa.

timer guard value

no timer guard

value:(10..2000) mc,
KpatHoe 10/500 mc

YcTaHOBKa Tamepa, 610Kupytowero ycrapeswue R-APS co-
obuieHus.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTtHoe 100 ¢ TOYHOCTbIO
5 mc/0 mc

YcTaHOBKa TaliMepa 3afepKKu peakunm KommyTaTopa Ha us-
MeHeHWe B COCTOAHUN. BmecTo peaKuun Ha cobbiTue BKItOYa-
eTcA Taimep, NO UCTEYEHUM KOTOPOro KOMMYyTaTop MHPOp-
MUpPYET O CBOEM COCTOAHMU. MpeagHasHa4YeH AnA yMeHblue-
HUA ¢yaa nakeTos Npu GaannuHre NOpTos.

YcTaHOBKa 3Ha4YeHna no YMOI4aHUIO.
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timer wtr value

no timer wtr

value:(1..12) M1H/5 MuH

YcTaHOBKa Talimepa, KoTopbli 3anyckaetcs Ha RPL Owner
KOMMyTaTope B revertive-pexume. MWcnonbsyetrca ansa
nNpefoTBPALLEHNA YACTbIX 3aWMUTHBIX NEPEKNOYEHUN U3-3a
CUTHA/I0B O HEUCNPABHOCTAX.

YCTaHOBKa 3HAY€HUA NO YMOIYAHUIO.

switch forced {west | east}

dopcupyeT 3anycK 3alMUTHOTO NEPEKYEHMA KobLa, Npu

-/no 3TOM 6710KMpPYETCA YKa3aHHbIW NOpT.
no switch forced OTmeHa GopcrMpoBaHMA NepPeKNoYeHNA KobLia.
switch manual {west | PyyHoe 6/110KkMpoOBaHUe yKazaHHOro west (east)-nopTa u pas-
east} -/no 610KnpoBaHue east (west).
no switch manual OTmeHa py4yHoW 61OKMPOBKU.
abort OTKaTUTb U3MEHEHWA, BHECEHHbIE C MOMEHTA BXOAa B PEXKUM

KOHbUrypauum Konbla.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanuya 130 — KomaHzabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show erps [vlan vian_id]

vlan_id: (1..4094)

3anpoc nHdpopmaumm 06 obuem coctosHun ERPS nam cocrto-
AHWM YKa3aHHOTro KoAbLa.

5.15.7 Hacmpolika npomokKona LLDP

OcHoBHoW ¢yHKUMel npoTtokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
ceTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepuctTukax. MHbopmaums, cobpaHHas nocpeacTsom
npotokona LLDP, HakananBaeTcs B yCTPOMCTBAX M MOMKET ObITb 3aMpoLUeHa yNPaBAAtoLWLMM KOMMIbIOTEPOM
no npotokony SNMP. Takum 06pa3som, Ha OCHOBaHUM COBpPaHHOM MHOPMALMM, HA YNPABAAIOLLEM
KOMMbIOTEPE MOXKET ObITb CMOAENNPOBAHA TOMNOIOMUS CETU.

KOMMyTaTOpr noagepxnBaroT nepenavdy Kak CTaHOAPTHbIX NapaMeTpoB, TaK U ONUMOHA/IbHbIX,

TaKUX KaK:

—  WMSA YCTPOMCTBA M €ro onuncaHue;
—  WMA MopTa U ero onucaHue;
—  uHoopmauusa o MAC/PHY;

- uT.A.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:

console (config) #

Tabnunua 131 — KomaHabl pexkrma rnobanbHOM KoHGUrypauum

3HayeHue/3HayeHue ”
KomaHda / Aeilicmeue
no ymon4YaHuro
lidp run /paspelero Pa3spelaet KOmmyTaTOpy MCNOAb30BaHMe NpoToKkona LLDP.
no lidp run pasp 3anpeLaeT KOMMYTaTOPY UCNOAb30BaHWe NpoToKoa LLDP.

lidp timer seconds

seconds: (5..32768)/30
ceK

Onpegenser, Kak 4acTo yCTPOMCTBO ByaeT 0TnpasaATb 06HOBNEHME
nHbopmaumm LLDP.
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no lidp timer

YcTaHaBAnBaeT 3HaYeHWe o YMOIYAHUIO.

lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3apaeT BeNNUMHY BPeMeHU AN NPUHMMAIOLWLErO YCTPOMCTBA, B Te-
YeHWe KOTOPOro HYXKHO yAep»KnsaTb NpMHUMaemMble naketol LLDP
nepes ux cbpocom.

[laHHaA BeNnYMHA nepeaaeTca Ha NPUHUMaeMyto CTOPOHY B LLDP
update nakeTax (nakeTax 06HOBNEHWA), ABNAETCA KPATHOCTbIO ANs
Tarimepa LLDP (lldp timer). Takum obpasom, Bpems Km3Hu LLDP na-
KeToB paccumTbiBaetca no ¢opmyne TTL = min (65535, LLDP-Timer
* LLDP-HoldMultiplier).

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lldp reinit seconds

no lidp reinit

seconds: (1..10)/2 cek

MuHuManbHoe Bpems, Kotopoe LLDP-nopT bygeT oxuaatb nepes
NOBTOPHOM UHULManu3aunen LLDP.

YcTaHaBAMBAET 3HA4YeHUeE No YMOYaHUIO.

lidp tx-delay seconds

no lidp tx-delay

seconds: (1..8192)/2
cek

YcTaHaBAMBAET 3afepXKKy Mexay nocieayrolumm nepegavamm
naketos LLDP, MHMLMMPOBAHHbIMU U3MEHEHUAMMU 3HAYEHUIA UK
CTaTyca B /IOKaNbHbIX 6a3ax gaHHbIx MIB LLDP.
V PeKkomeHayetca, uTo6bl JaHHAA 3agaepkKa 6bina
MeHblue, Yyem 3HauyeHue 0.25* LLDP-Timer.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp lldpdu {filtering | flooding}

no lidp lidpdu

-/filtering

OnpeaenneTt pexxmm obpaboTkm naketosB LLDP, Koraa npoTokon
LLDP BbIKNOYEH HAa KOMMYTaTOpE:

- filtering — yka3sbiBaeT, yto LLDP-nakeTbl GUAbTPYIOTCA, €CN NPO-
TOKOJ LLDP BbIKk/IlOYEH Ha KOMMYTaTOpE;

- flooding — ykasbiBaeT, uTo LLDP-nakeTbl nepeaatoTca, ecam npoTo-
Kon LLDP BbIKAtOYEH HA KOMMYTATOpe.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lldp med fast-start
repeat-count number

no lidp med fast-start
repeat-count

number: (1..10)/3

YcTaHasauBaeT uncno nostopeHuin PDU LLDP ana 6bicTporo 3a-
nycka, onpegenaemoro nocpeacrsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

lidp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp
value]

no lidp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpegaenseT npasuao ana napametpa network-policy (cetesas no-
JINTUKA YCTPOWCTBA). JJaHHbIV NapameTp ABAAETCA ONUMOHAbHbIM
ONA pacwmpeHuna npotokona LLDP MED.
- number — nopsaAKoBbIN Homep nNpasuaa network policy;
- application — rnaBHaa pyHKUMA, onpeseneHHan ans AaHHOro npa-
Buna network policy.
- vlan_id — npeHntndukatop VLAN ans gaHHoro npasuna;
- tagged/untagged — onpegenser TerupoBaHHON UM HETEIMPOBaH-
HoW 6yaeT VLAN, ncnonb3yemas AaHHbIM NPaBuIoM.
- priority — npuopuTeT AaHHOIO NpaBuaa (MCNoab3yeTca Ha BTOPOM
yposHe moaenn OSl);
- value — 3HauyeHne DSCP, ucnonbsyemoe gaHHbIM npasuaom. Ecam
He yKa3blBaTb 3Ha4YeHMe DSCP, no ymonyaHuio KommyTaTop byaer
oTtnpasnAatb napametp DSCP 0.
V U3meHeHMne network-policy BO3mMOXHO TO/IbKO no-
cne CHATUA NONMUTUKU CO BCeXx MHTepdeiicos, rae
OHa NpUMeHeHa.

Ypansaet co3gaHHoe npasuio ansa napametpa network-policy.

lidp notifications interval
seconds

no lldp notifications interval

seconds: (5..3600)/5
ceK

YcTaHaBAMBaeT MaKCMMa/IbHYIO CKOPOCTb nepegaymn yBeAOMI’IeHVIVI
LLDP.

- seconds — nepunong epemeHu, B Te4eHne KoToporo yCTpOﬁCTBO MoO-
XKeT OTNPaBUTb He 6onee O4HOro yseAoOMNIEHUA.

YcTaHaBAWBaeT 3HaYeHue no YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

BunAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypaumum uHtepdericos Ethernet:

console (config-if)#
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Tabnuua 132 — KomaHapl pexxmma KoHopurypauum nHtepoeliica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

lldp transmit

no lldp transmit

lidp receive

no lldp receive

Mo ymonyaHuto paspeLueHo
MCNonb30BaHWe B 060mX
HanpasaeHUAX.

Paspewaet nepegayy naketoB no npoTtokony LLDP Ha wHTep-
deiice.

3anpelaet nepegayy naketoB nNo nNpoTokony LLDP Ha uHTep-
deiice.

PaspelwaeT npvem nakeToB no npoTokony LLDP Ha uHTepdelice.

3anpewiaeT NnpMem NakeTos no npotokoay LLDP Ha nHTepdelice.

lldp optional-tlv tiv_list

no lldp optional-tlv

tvl_list: (port-desc, sys-
desc, 802.3-mac-phy,
802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/
Mo ymonyaHuio
onuuoHanbHble TLV He
BK/IIOYEHbI B NaKeT.

OnpegenseT, Kakve onuuoHanbHble TLV-nons (Type, Length,
Value) byayT BKAOYEHbI YCTPOMCTBOM B nepegaBaemblit LLDP-
naker.

B KOMaHAY MOXHO BK/IOYMTb OT OAHOFO A0 NATU OMNUMOHA/IbHBIX

TLV.
V TLV 802.3-power-via-mdi gocTynHa To/IbKO Ha ycTpoii-
CTBaxX C NoaAepKKoit PoE.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv_id |
vlan-name {add | remove}
vlan_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymon4yaHuo
onumoHanbHoble TLV He
BKJ/IIOYEHbI.

OnpeaensneT, Kakue onuuoHanbHble TLV-nona 6yayT BKAOYEHDI
yCTPOMCTBOM B NepesaBaemblii LLDP-nakerT:

- pvid — PVID unHTepdelica;

- ppvid — po6asutsb/yaanuts PPVID;

- vlan-name — go6asutb/yaannts Homep VLAN;

- protocol — ,06aBUTL/yAaNNTL ONpeseneHHbI NPOTOKO.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lldp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group | vlan vian_id]}

no lldp management-address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).
Mo ymonyaHuio
ynpasnstowmii agpec
onpeaensetca
aBTOMATUYECKM.

OnpegenseT ynpasasatowWwmii agpec, ob6bABNAEHHbIN Ha WHTEp-
deiice.
- ip_address — 3apaeTcs ctaTuyeckuii IP-agpec;
- none — yKa3blBaeT, YTo afpec He 0bbABEH;
- automatic — yKasblBaeT, 4TO cMCTEMa aBTOMATUYECKM BbIbUpaeT
ynpasastowmii agpec n3 scex IP-agpecos KommyTaTopa;
- automatic — yKasbIBaeT, YTO cMCTeMa aBTOMaTUYECKM BblOMpaeT
YyNpaBAsoWNA agpec, N3 CKOHPUrypMpoBaHHbIX a4PeCcoB 3a4aH-
HOro uHTepodelica.
Ecnn nHTepdelic ethernet unm nHtepdelic rpynnbl NOpPTOB NpU-
HagnexaT VLAN, To gaHHbi agpec VLAN He 6yaeT BKIOYEH B
CMUCOK BO3MOXHbIX YNPaBAAIOLLNX a4 PECOB.
B cnyyae Hanuuua HecKonbKux IP-agpecos cuctema
Bbl6GMpaeT HauanbHbIN IP-agpec U3 AnanasoHa AuHa-
V muueckux IP-apgpecos. Ecnn guHamuueckue agpeca
OTCYTCTBYIOT, TO CUCTeMa Bbl6MpaeT HauyanbHbIii IP-ag-
pec U3 guanasoHa BO3MOXHbIX cTaTudeckux IP-agpe-
COB.

Ypansaert ynpasnatowmit IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Mo ymon4yaHuio oTnpaBKa
yBegomiennit LLDP
3anpetLeHa.

PaspeluaeT/3anpeLyaer oTnpaBKy yBegomaeHuit LLDP Ha uHTep-
deiice.

- enable — paspewaer;

- disable — 3anpewgaer.

YcTaHaBAWBaeT 3Ha4YeHue no YMO4YaHUIO.

lidp med enable [t/v_list]

tvl_list: (network-policy,

Pa3spewaet ucnonb3osBaHue pacwmpeHma npotokona LLDP MED.

location, B KOMaHAY MOXHO BK/OYUTb OT OAHOMO 40 TPEX CneLmanbHbIX
inventory)/3anpelieHo TLV.
MCMo/b30BaHMe
paclmnpeHnsa NpoToKoa
LLDP MED.
lidp med network-policy HasHauaet npasuno network-policy gaHHomy nHtepdelicy.
{add | remove} number - add — Ha3HavaeT npasuno;
number: (1-32) - remove — yaanfeT npasuio;

no lidp med network-policy

- number — Homep npasuna.

Ypanset npasuno network-policy c gaHHoro uHtepdeiica.
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lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin

coordinate: 16 6aiiT;
civic_address_data: (6..160)

3a4aeT MecTono/10KeHe YCTPonCTBa Ans npoTokona LLDP (3Ha-
YyeHune napameTtpa location npotokona LLDP MED).

- coordinate — agpec B cucTeMe KOOPANHAT;

- civic_address_data — apMUHUCTPATUBHbIV aApec YyCTPOMNCTBA;

ecs_elin_data} 6auT; - ecs-elin_data — appec B dopmate, onpeaeneHHom ANSI/TIA
ecs_elin_data: (10..25) 1057.

no lidp med location 6alT. Ypansaet HaCTPOMKM NapameTpa MecTononoxKeHus location.

{coordinate | civic-address |

ecs-elin}

lldp med notification Paspellaet/3anpelyaet oTnpaBKy ysegomaeHuin LLDP MED o6

topology-change {enable | M3MEHEHWUWN TOMOJIOTUMN.

disable} /sanpelueHo - enable — pa3peluaer oTnpaBKy yBegomneHui;

no lldp med notifications
topology-change

- disable — 3anpewaet oTnpaBKy yBeOMAEHUA.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

v/
v/

nopT rpynnbl.

Maketbl LLDP, npuHATble Yyepe3 rpynny nopros, 3anoOMWHAIOTCA UHAUBUAYANIbHO MOPTaMMU
rpynnbl, NPUHABWMMMK coobuieHun. LLDP oTtnpaBnaeT pas/inuHble cOO6BWEHUA Ha KaXKAbIA

PaboTa npotokona LLDP He 3aBUCUT OT COCTOAHMA NPOTOKona STP Ha nopty, nakeTtbl LLDP oT-
NPaBAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKo0M STP-nopTax.

Ecnu nopt KoHTponupyetca no 802.1X, To LLDP paboTtaeT c NnopTom TONbKO B C/yvae, eciv OH

dBTOPU30BaH.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 133 — KomaHzabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

clear lidp table
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Ounwaet Tabamuy agpecos 06HAPYKEHHbIX COCEAHUX YCTPOWUCTB U
HaYMHaeT HOBbIM LMKA 06MeHa NakeTamu no npotokony LLDP MED.

show lldp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT LLDP-koHdUrypauum scex GpuUsMYeckmx nHTepdeiicos
yCTponcTBa Mb0 3a4aHHbIX MHTEPENCOB.

show lidp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT KoOHbUrypaunmu pacwmpeHma npotokona LLDP — MED
4nA Bcex pusnyeckunx nHTepdeicos nnMbo 3agaHHbIX MHTEpPdeicos.

show lldp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT LLDP-uHboOpmaLmio, KOTOPYD aHOHCUPYET AaHHbIN
nopr.
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show lldp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

lMokasbiBaeT cTaTyc nepesarpysku TLVs LLDP.

show lidp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MNokasbiBaeT MHPOPMALMIO O COCEAHUX YCTPOMCTBAX, Ha KOTOPbIX
paboTaeT npoTtokoa LLDP.

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

lMoKasbiBaeT CTaTUCTMKY LLDP.

[pumepbl 8b1M0MHEHUS KOMAHO

YctaHoBUTb Ana nopta tel/0/10 cnepytowme tlv-nons: port-description, system-name, system-description.
Ons paHHoro uHtepdeiica gobasutb ynpasaawowmin agpec 10.10.10.70.

console (config) # configure
console (config) # interface tengigabitethernet 1/0/10

console (config-if)# 1ldp optional-tlv port-desc sys-name sys-desc
console (config-if) # 1lldp management-address 10.10.10.70

MocmoTpeTb KoHpUrypauuto LLDP:

console# show 1lldp configuration

Hold Multiplier:

LLDP state: Enabled

Timer: 30 Seconds

4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled
Tabnnua 134 — OnucaHune pesynbTaTos
lMone OnucaHue
Timer OnpeaenseT, Kak YacTo ycTponcteo wnet LLDP-o6HoBNeHMA
OnpegensieT BeanumHy Bpemenn (TTL, Time-To-Live) gns npuHMmatoLero ycTpoicTea, B
Hold Multiplier TeyeHMe KOTOPOro HYXKHO yAep*KMBaTb NpUHMMaemble nakeTbl LLDP nepepg nx cbpocom:
TTL = Timer * Hold Multiplier.
Reinit dela OnpeaenseT MUHUMaNbHOE BPEMSA, B TEUEHWE KOTOPOro NopT byaeT oxunaaTte nepes
y nocbinKkol cnegytouiero LLDP-coobweHus.
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OnpegendaeT 3a4epKKy mexay nociaeayrowmmmn nepegadyamm LLDP-kagpos, MHULMKMPO-

Tx delay N

BaHHbIX U3MEHEHUAMM 3Ha4YeHU AMbBO cTaTyca.
Port Homep nopTa.
State Pexum paboTbl nopTa gns npotokona LLDP.

TLV-onuumn, KoTopble nepeaatoTca
BO3MOKHble 3HaYeHunA:

PD — OnucaHue nopTa;

SN — CuctemHoe nms;

SD — OnncaHune cucTtemsl;

SC — BO3MOKHOCTU CUCTEMDI.

Optional TLVs

Address Aapec ycTponcTBa, KoTopblii nepeaaetcs B LLDP-coobuweHusx.

Notifications YKa3blBaeT, paspeLleHbl nan 3anpelieHsl ysegomnenuma LLDP.

= [lokasaTb MHPOPMALMIO O COCEAHUX YCTPOMCTBAX

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
Tel/0/1 0060.704C.73FE 1 ts-7800-2 B
Tel/0/2 0060.704C.73FD 1 ts-7800-2 B
Tel/0/3 0060.704C.73FC 9 ts-7900-1 B, R
Tel/0/4 0060.704C.73FB 1 ts-7900-2 W

Tabnnua 135 — OnucaHune pesynbTaToB

Mone OnucaHue
Port Homep nopTa.
Device ID Nma nan MAC-agpec cocegHero ycTpomncrsa.
Port ID NpeHTMdmKaTOp NopTa cocemHero ycTpomncTaa.

System name CucteMHoe UMsA YCTPOCTBa.

[aHHoe none onucbIBaeT TMN yCTPOMCTBa:

B — MocrT (Bridge);

R — MapuwpyTtumsatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolictBo (Host);

r — NosTopuTenb (Repeater);

O — Tun HenssecTeH (Other).

Capabilities

System description

OnucaHune coceaHero ycTpoicTea.

Port description

OnucaHWe nopTa coceHero ycTpoicTaa.

Management address

Appec ynpasneHus ycTponcTsom.

Auto-negotiation
support

Onpegenset, NoAAEPKMBAETCA M aBTOMATMUYECKOE OnpeaesieHne pexnuma nopra.

Auto-negotiation status | OnpeaenseT, BKAOYEHa N NOAAEPKKA aBTOMATUUYECKOTO onpeaeNieHns pexmma

nopra.

Onpegenset pexunmbl, nogaepxnsaemble yHKLMEN aBTOMAaTUYECKOro onpeaeneHus
nopra.

Auto-negotiation
Advertised Capabilities

Operational MAU type Pabouunii MAU-TUN ycTpoWcTBa.

5.15.8 Hacmpolika npomoKona OAM
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Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKUMN ypOBHSA
KaHana nepefayy AaHHbIX NpeacTaBAAloT coboli NMPOTOKOA MOHUTOPWUHIA COCTOSHWMA KaHana. B atom
NPOTOKO/e ANA nepesadym MHPopMaLMM O COCTOAHMM KaHana MeXKay HENOCPEeACTBEHHO NOAKAIOYEHHbBIMM
ycTpoiictBamu Ethernet mcnonbsytotca 610KM gaHHbIX npotokona OAM (OAMPDU). O6a ycTtpolicTBa
OO0MKHbI noaaep*KneBaTtb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

Bua 3anpoca KoOMaHAHOM CTPOKM B pexume KoHPurypaumnm nntepoericos Ethernet:

console (config-if) #

Tabanua 136 — KomaHgbl pexxuma koHdurypaumm nutepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuio

Aeiicmeue

ethernet oam

BKkatounTtb noaaepky Ethernet OAM Ha nopty.

—/oTKNKOYEHO
no ethernet oam / OTKkAtounTb Ethernet OAM Ha KoHdUryprpyemom nopry.
ethernet oam link-monitor BkntounTtb noagepKky «link-monitor».
supported
PP —/oTKA04eHO

no ethernet oam link-
monitor supported

BocctaHOBUTL 3HaYeHue nNo YMOYaHUIO.

ethernet oam link-monitor
frame threshold count

no ethernet oam
link-monitor frame
threshold

count: (1..65535)/1

YCTaHOBWTb NMOPOr KO/AMYECTBa OWMBOK 3a yKasaHHbIM nepuog
(nepuopg, yctaHaBAuBaeTcAa KomaHaon ethernet oam link-monitor
frame window).

BocctaHOBUTL 3Ha4YeHWe nNo YMON4YaHUIO.

ethernet oam link-monitor
frame window window

no ethernet oam
link-monitor frame window

window: (10..600)/100
mc

YCTaHOBUTL BPEMEHHOM MPOMENKYTOK A/1A NoAcyeTa KoandecTsa
OWWKNBOK.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam
link-monitor frame-period
threshold

count: (1..65535)/1

YctaHoBUTL nopor gna  cobbitua  «frame-period» (nepuog
ycTaHaBnAuBaeTca KomaHzoi ethernet oam link-monitor frame-
period window).

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame-period window
window

no ethernet oam
link-monitor frame-period
window

window:
(1..65535)/10000

YCTaHOBWUTb BPEMEHHOM MNPOMEXKYTOK aAna cobbitua «frame-
period» (B Kagpax).

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam
link-monitor frame-
seconds threshold

count: (1..900)/1

YctaHoBUTL nopor pgna  cobbitna  «frame-period» (nepuog
yCcTaHaBnuBaeTca KomaHgol ethernet oam link-monitor frame-
seconds window), B cekyHaax.

BoccTtaHOBUTL 3Ha4YeHMe no YMON4YaHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam
link-monitor frame-
seconds window

window:
(100..9000)/100 mc

YCTaHOBWUTb BPEMEHHOW MPOMEXKYTOK Ans cobbitna «frame-
period».

BocctaHOBUTL 3HaYeHMe no YMON4YaHUIO.

ethernet oam mode {active
| passive}

YCcTaHOBUTb pexxkum paboTbl npoTtokona OAM:
- active — KommyTaTop noctoAaHHo oTnpasnsetr OAMPDU;

—/active - passive — KOMMyTaTop HauynHaeT oTnpasnaTb OAMPDU TosbKo
npu Haanunum OAMPDU co BCTPeYHOM CTOPOHBI.
no ethernet oam mode BoccTaHOBWTb 3Ha4YEHWE N0 YMOHAHMIO.
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ethernet-oam remote-
failure

BKNounTb NoanepKKy M 06paboTky cobbiTnin «remote-failure».

—/BKNtOYEHO
no ethernet oam BoccTtaHOBUTL 3HaUYEHME NO YMONYAHMIO.
remote-failure
ethernet oam BkAtounTb nopaepKy GyHKLMM 3aBopoTa TpaduKa.
remote-loopback
supported —/OTKANOUYEHO
no ethernet oam BoccTtaHOBUTL 3HaYEHME NO YMONYAHMIO.
remote-loopback
supported
ethernet oam uni- Bkntounte PyHKLUMIO OBHApyXKeHUs OAHOHANpPaBAEHHbIX CBA3eM
directional detection Ha 6a3e npoToKona Ethernet OAM.
—/OTKNIOUYEHO
no ethernet oam BoccTtaHOBUTL 3HaUYEHME NO YMONYAHUIO.
uni-directional detection
ethernet oam uni- OnpefenvTb peakumio KoMmyTaTopa Ha OLHOHaNpaB/ieHHYIO
directional detection action CBA3b:
{log | error-disable} - log — otnpaska SNMP trap v 3anucb B KypHan;
—Jlog - error-disable — nepeBog nopta B coctosaHue «error-disable, 3a-
nuncb B XXypHan n otnpaska SNMP trap.
no ethernet oam BoccTtaHOBUTL 3HaYEHWE NO YMOYAHUIO.
uni-directional detection
action
ethernet oam uni- BKOUNTL arpeccuBHbIN PeXUM onpeaeneHns ogHOHanpaB/ieH-
directional detection HOW cBA3W. Ecan OT cocepiHero ycTpoiCcTBa NepecTaloT NPUXoanTb
agressive Ethernet OAM-coobuweHns — NMHK NOMeYaeTca Kak O4HOHanpas-
—/OTKAOYEHO NEHHbIN.

no ethernet oam
uni-directional detection
aggressive

BoccTtaHOBUTL 3HaYEHWE N0 YMOYAHMUIO.

ethernet oam uni-
directional detection
discovery-time time

no ethernet oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBWUTbL BPEMEHHOW MHTEPBan A/1A ONpeaesieHna Tuna cBasu
Ha nopry.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

KomaHOwb1 pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMHbI ANS NPUBUNETMPOBAHHOMO MOAb30BaTend. Bug 3anpoca KoMaHAHOW

CTpOKM pexkuma privileged EXEC:

console#
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Tabnmua 137 — KomaHabl pexumma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeilicmeue

clear ethernet oam statistics
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Oumnctutb cTaTucTMKy Ethernet OAM pnsa ykasaHHOroO WHTep-
delica.

show ethernet oam discovery
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OT06pa3unTb cocTosHMe npotokona Ethernet OAM pnsa ykasaH-
HOro nHTepodeiica.

show ethernet oam
statistics [interface
{gigabitethernet gi port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OT06pPa3unTb CTaTUCTUKY 0OMEHA NPOTOKONbHBIMK COOBLLLEHNAMM
[OJ/19 YKa3aHHOro uHTepdelica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OTo6pa3uTb HacTponku Ethernet OAM ana ykasaHHOro UHTep-
delica.

show ethernet oam
uni-directional detection
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

OTO6Pa3nTb COCTOSHME MEXaHU3Ma ONpeseNeHns OfHOHanpas-
JIEHHbIX CBA3EN AN1A YKa3aHHOro nHtepdeiica.

ethernet oam remote-loopback
{start | stop} {interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port}}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

3anyck/ocTaHoOBKa yAaNeHHOW NeTAuM AN YKa3aHHOro WHTep-
deica.

[Mpumepbl 8bINOAHEHUA KOMAHO

OTo6pa3uTb cocTosHMe NPOTOKoNa A/1A nopTa tengigabitethernet 1/0/3:

console# show ethernet oam discovery interface TenGigabitEthernet 1,/0/3

Local client

tengigabitethernet 1/0/3

Administrative configurations:

active
not supported

Mode:
Unidirection:
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Link monitor: supported
Remote loopback: supported

MIB retrieval: not supported
Mtu size: 1500
Operational status:

Port status: operational
Loopback status: no loopback
PDU revision: 3

Remote client
MAC address: a8:£f9:4b:0c:00:03
Vendor (oui) : a8 f£f9 4b
Administrative configurations:

PDU revision: 3
Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported
MIB retrieval: not supported
Mtu size: 1500

console#

5.15.9 Hacmpolika ¢pyHkyuu Flex-link

Flex-link — ¢yHKUmMA pesepBMpoBaHUSA, NpegHasHayeHHasa aaa obecneyeHUs HaLEeXHOCTU KaHana
nepefaun gaHHbix. B ceaske flex-link moryt HaxoguTbca uHTepdelicol Ethernet u Port-channel. OguH 13
3TUX MHTEPENCOB HAXOANTCA B 3a6N1OKMPOBAHHOM COCTOSHUW M HauyMHAET NPOMYCKaTb TpaduK TONbKO B
CNyyae aBapuu Ha BTOPOM UHTepdelice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgeltica Ethernet, uHmepdgeltica 2pynnel Nopmos

Bua 3anpoca KOMaHAHON CTPOKM B pexume KoHOUrypupoBaHuAa uHTepdenca Ethernet,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnnua 138 — KomaHzabl perkmma KoHourypmposaHua nHtepdelica Ethernet, rpynnbsi noptos

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
0 YMOAYAHUIO
flex-link backup Bkntouaert flex-link Ha uHTepdelice n HazHayaeT BbIBpPaHHOMY MHTEp-
{gigabitethernet gi_port | deiicy ponb backup-uHtepoderica B flex-link nape.
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet gi_port: (1..8/0/1..48);
hu_port | port-channel te_port: (1..8/0/1..4);
port_channel} twe_port:
no flex-link backup (1..8/0/1..120); Boikntoyaer flex-link Ha MHTepdeiice u yaansaeT BbIbpaHHbIN UHTEp-
{gigabitethernet gi_port | hu_port: (1..8/0/1..32); | deiic u3 flex-link napsl.
tengigabitethernet te_port | port_channel (1..48)/-
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
port_channel}
flex-link preemption mode 3apaet geicreme Npy NoAHATUM MHTepdeiica, ydacTeytoutero Bo flex-
[forced | bandwidth| off] link:
- forced — ecnmn nogHaBWMIiCA MHTepdENC HAaCTPOEH KaK master, To
Joff OH CTaHET aKTUBHbIM UHTepdeiicom;
- bandwidth — npu nogHATUM MHTEpdEliCa aKTUBHBIM CTaHET UHTEp-
delic c 6onbLuen NPONYCKHON CNOCOBHOCTLIO;
- off — nogHsABWMIiCA HTepdelic ocTaHeTcs B 3a6/10KMPOBAHHOM CO-
CTOAHUN.

190 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32



HELTEX

no flex-link preemption mode

Bo3BpaliaeT 3HaueHMe No YMOIHYaHMIO.

flex-link preemption delay de-
lay

no flex-link preemption delay

delay: (1..300)/35

3ap,aeT BpemMA OT nepexoaa OTKNOHYEHHOro nopTa B COCTOAHUE «Up»,
no nNpowecTBMU KOTOPOTrOo BbINONHAETCA ,EI,EI‘/‘ICTBVIG, YCTaHOB/NEHHOE

komaHgoli flex-link preemption mode.
- delay — nepuopg BpemeHu, B CEKYHAAX.

Bo3BpalaeT 3HavYeHMe No YMOIYaHWIO.

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnumua 139 — KomaHap! pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show interfaces flex-link
[detailed] {gigabitethernet
gi_port |
tengigabitethernet te_port

| twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel port-
channel}

gi_port: (1..8/0/1..48);
te_port:
(1..8/0/1..4);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
port_channel: (1..48)

MNokasbiBaeT KoHbUrypauuto dpyHkumm flex-link.

5.15.10 Hacmpoliika ¢pyHKyuu Layer 2 Protocol Tunneling (L2PT)

®dyHkuua Layer 2 Protocol Tunneling (L2PT) nossonseT nponyckaTb CAy:KebHble nakeTbl
pa3nnyHbIx L2-npoTokosioB (PDU) 4yepes ceTb NpoBaigepa, YTO MO3BOASAET MPO3PayHO CBA3aATb

KNNMEeHTCKne cermeHTbl CeTun.

L2PT nHkancynmpyet PDU Ha nHTepdeice KommyTaTopa, rpaHunyallero ¢ obopyaosaHMem, Kagapbl
KOTOPOro He0HX0AMMO MHKAMNCYIMPOBATb, U NepesaeT UX Ha APYroi TaKoM e KOMMYTaTop, KOTOpPbIn
OXXMAAeT MHKaANCyNMpoBaHHbIe Kagpbl, a 3aTem AeKkancyavpyeT MX. 3TO NO3BOAAET NONb30BaTENAM
nepefasaTb MHPOPMaUMIO 2-TO YPOBHA 4Yepe3 ceTb nposangepa. KommyTtatopbl npepoctaBnatoT
BO3MOYHOCTb MHKAMCY/IMPOBaTh CNy*KebHble NakeTbl NnpoTokosos STP, LACP, LLDP, IS-IS.

[pumep

Ecnu BkAoumTb L2PT ana npotokona STP, To KommyTaTopsl A, B, C 1 D 6yayT o6beanHeHbl B 04HO
cBA3ylolLee AepeBo, HECMOTPA Ha TO, YUTO KOMMYTATOp A He cOeAUHEH HanpPAMY0 C KOMMyTaTopamu B,
C v D. UHPopmauma 06 n3meHeHUM TONONOTMN CETU MOXKET BbITb NepesaHa CKBO3b CETb NpoBaiaepa.
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CeTb
npoBangepa

Switch 2

PucyHok 104 — Mpumep paboTbl dyHKuMM L2PT
Anroputm paboTbl GyHKUMOHANA C/ieayoWwmii:
MHKancynauma:

1. Bce L2 PDU nepexsatbiBatoTca Ha CPU.

2. Mopacuctema L2PT onpepensaeT L2-npoToKos, KOTOPOMY COOTBETCTBYET MPUMHATbIN PDU, 1
npoBepsAeT, BKAYEHa I Ha NOPTY, C KOTOPOro NpuHAT 3ToT PDU, HacTpoiika I2protocol-
tunnel gna gaHHoro L2-npoTtokona.

Ecnu HacTpoiika BKAOYEH], TO:

— Bo Bce noptbl VLAN, Ha KOTOpPbIX BK/IIOYEHO TYHHeAnpoBaHue, oTnpasasetca PDU-kaap;

— BO Bce nopTbl VLAN, Ha KOTOpbIX BbIKJAOYEHO TYHHE/NNPOBaHWe, OTNpaBaAeTcA
MHKancynnpoBaHHbiii  PDU-kagp (McxogHbit Kagp ¢ Destination MAC-agpecom,
M3MEHEHHbIM Ha TYHHE/IbHbIN).

Ecnun HacTpoliKa BbIK/OYEHA, TO:
— PDU-Kagp nepegaetca B 06paboTYMK COOTBETCTBYHOLLLETO NPOTOKOA.
Jdekancynauuma:

3. PeanusosaH nepexsaT Ha CPU Ethernet-kagpos ¢ MAC-agpecom Ha3HayYeHUA, 3a4aHHbIM
npu nomowm KomaHgbl |2protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAlOYaETCA
TO/IbKO TOrZa, KOrga XoTa 6bl Ha 04HOM NOPTY BK/IKOYEHA HAcTpoiiKa I2protocol-tunnel (Hesa-
BMCMMO OT NPOTOKOA).

4. Tlpu nepexsaTte naketa c MAC-aapecom Ha3zHAYEHMA XX-XX-XX-XX-XX-XX, OH CHayana nonagaet
B noacuctemy L2PT, koTopasa onpeaenset L2-npoTokon ana gaHHoro PDU no ero 3aronosky,
W npoBepseT, BKAOYEHa /iU Ha MOPTY, C KOTOPOro MPUHAT MHKANCyAMpoBaHHbIM PDU,
HacTpoiKa |2protocol-tunnel gna gaHHoro L2-npoTokona.

Ecnv HacTpoiika BK/toYeHa, To:
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—  MOPT, C KOTOpOro bbl/1 NoIyYeH MHKaNCyMpoBaHHbI PDU-Kagp, 610KMpyeTcs ¢ NpUYnHOM
[2pt-guard.

Ecau HaCTpOVIKa BbIK/1lOYEHA!

— BO Bce noptbl VLAN, Ha KOTOpbIX BKAOYEHO TYHHE/NIWpOBaHWe, OTnpasBaAeTca
AeKancynmposaHHbIi PDU-Kagp;
— BO Bce nopTbl VLAN, Ha KOTOpbIX BbIKJAKOYEHO TyHHEAUpOBaHWe, OTnpaBnAeTca

WMHKancynnpoBaHHbI PDU-Kkaap.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

BunA 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUrypaumm:
console (config) #

Tabnunua 140 — KomaHabl perkuma rnobanbHoM KoOHGUrypaumm

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMO/AYAHUIO

KomaHda

12protocol-tunnel address 3apgatb MAC-agpec HazHaYeHMA 414 TYHHeAUpyembIX KagpoB.

dd :
{mac_address} mac_accress

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,

01:0f:e2:00:00:03)/

YCTaHOBUTb 3HAY€HMEe N0 YMOYaHUIO.
01:00:ee:ee:00:00

no I2protocol-tunnel
address

KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKKU B perrnme KoHdurypaumm nHtepoeica Ethernet, nuntepdeiica
rpynnbl NOPTOB:

Ha uHTepdeiice, rpaHMUaLLEM C OKOHEUYHbIM YCTPOMCTBOM, He nogaeprusarowmm STP,
OONKeH bbITb OTKAOUeH NpoToKon STP (spanning-tree disable) u BkntoueHa ¢punbTpauusn
BPDU (spanning-tree bpdu filtering).

console (config-if) #

Tabnunua 141 — KomaHabl pexknma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3Ha4yeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

12protocol-tunnel {stp |
lacp | lidp | isis-I1 | isis-12
| pust | cdp | dtp | vtp |
pagp | udid}

BkatoueHme pexkmma nHkancynaummn naketos STP BPDU.

-/BbIKNOYEHO
no I2protocol-tunnel {stp | /

lacp | lidp| isis-I1 | isis-12 |
pvst | cdp | dtp | vip |
pagp | udid}

BbIKNtOYEHWE pexXruma MHKancyaaumm naketos STP BPDU.

12protocol-tunnel cos cos 3apatb 3Ha4YeHne CoS ana 3anakoBaHHbIXx PDU-Kagpos.

cos: (0..7)/5

no I2protocol-tunnel cos YctaHoBKa CoS B 3Ha4YeHMe N0 YMONYAHMIO.

12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-I1 | isis-12 | pvst | cdp

treshold: (1..4096)/
BbIK/IOYEHO

HacTpolika noporosoro 3Ha4eHMsA cCKopocTu Bxoaawmx PDU-Kag-
poB (B NakeTax B CEKYHAY), NONYYEHHbIX U MOANEXKALLMX UHKaN-
cynaumun. Mpu npesbiweHnn nopora PDU oTbpacbiBatoTca.

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

193

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,

MES5500-32




HELTEX

| dtp | vtp | pagp | udid}
threshold

no I12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}

OTKNIOYaET PeXKMM KOHTPOJIA CKOpOCTU BXxoaAwmx PDU-Kagpos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vtp |
pagp | udld} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vtp |
pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpolika noporoBoro 3HayeHua ckopoctu Bxogawmx PDU- Kag-
poB (B NakeTax B CEKYHAY), NONYYEHHbIX U NOANEXKALLMX UHKAN-
cynaumun. Mpu npesbiWeHUN Nopora nopT byaeT nepeseseH B Co-
cToaHue Errdisable (oTkntoueH).

OTKNIOYaET PeXKMM KOHTPOJIA CKOPOCTU BXxogAwmx PDU-Kagpos.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnnua 142 — KomaHgabl perkuma Privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aeiicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port gi_port: (1..8/0/1..48);
| te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port: (1..8/0/1..120);

twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet group: (1..48)
hu_port | port-channel

group]

OTobparkaeT MHbopmaymio L2PT ana yKasaHHOro mHTepodeica
WK ANA BCeX MHTepdENCoB, Ha KOTOPbIX BKAtOYeH L2PT, ecam uk-
Tepdelic He yKaszaH.

clear I2protocol-tunnel
statistics [gigabitethernet
gi_port |
tengigabitethernet te_port
I
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel
group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48)

OumncTKa cTaTUCTUKKM L2PT gns yKasaHHoOro nHTepdeica unm ana
BCeX MHTepdencoB, Ha KOTOpbIX BKAtOYeH L2PT, ecam uHtepodeiic
He yKas3aH.

[pumepsi 8biM0AHEHUS KOMAHO

YcTaHoBUTb TyHHenbHbIM MAC-agpec B 3HaueHue 01:00:0c:cd:cd:d0, BKkatounTb oTnpasky SNMP traps ot
Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-threshold u shutdown-threshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

BKNOUUTb perKMm TyHHenmMpoBaHus STP Ha nHTepdelice, yctaHoBUTb 3HayeHmne CoS-naketos BPDU paBs-
HbIM 4, BKAOYUTb KOHTPOJIb CKOPOCTU BXOAALLMX NakeTos BPDU.

console (config) # interface tengigabitEthernet 1/0/1
console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer
console (config-if) # switchport customer vlian 100
console (config-if)# 12protocol-tunnel stp
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console (config-if) # 12protocol-tunnel cos 4
console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

consolef#show 12protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

tel/0/1 4 stp 100 40 650 0 450

Mpumepsbl coobuieHUn o cpabaTbiBaHWMM TpUrrepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
tel/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface tel/0/1

5.16 Voice VLAN

Voice VLAN ucnonb3yetca ana sblgeneHna VolP-obopynosaHus B otgenoHyto VLAN. Ona VolP-
KagpoB MOryT 6biTb HazHaveHbl QoS-aTpunbyTbl A NpuopuTnsaumm Tpadurka. Knaccudmkauma Kagpos,
oTHocAWMXCA K Kagpam VolP-obopynosaHus, 6asmpyetca Ha OUI (Organizationally Unique ldentifier —
nepsble 24 6uta MAC-agpeca) oTnpasutens. HasHauyeHue Voice VLAN pans noprta npoucxoaut
aBTOMaTMYECKM — Korda Ha nopT nocTynaet Kagp ¢ OUI us Tabaunubl Voice VLAN. Koraa nopT onpegensetcs,
Kak npuHagnexkawmin Voice VLAN — gaHHbIN nopT gobasnsercsa Bo VLAN Kak tagged.

Voice VLAN npumeHUm gns cnegyromx cxem:

— VolP-obopygoBaHMe HacTpamBaeTcs, YTObbl paccblnaTh TErMPOBaHHble NaKeTbl, ¢ ID Voice
VLAN, HacTpOeHHbIM Ha KOMMYTaTopE;

— VolP-o6opynoBaHue paccbinaer HetermposaHHble DHCP-3anpocbl. B oTtsete oT DHCP-
cepsepa npucytcteyeT onuua 132 (VLAN ID), ¢ noOmOLbi0 KOTOPOW YCTPOMCTBO
aBTOMATUYECKM HasHayaeT cebe VLAN ana mapkupoBku Tpadmka (Voice VLAN).

DOnsa HasHauyeHun Voice VLAN Ha cTopoHe OKOHeuYHoro o6opyaoBaHuA Heo6xoa4UMMo UCNOb30-
BaTb lldp-med noantukun nam DHCP.

Cnucok OUl-npoussoanTteneii VolP-o6opyaoBaHuaA, AOMUHUPYIOLWUX HA PbIHKE:

Ooul dupma-npounssoautesnb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

« Voice VLAN moxeT 6biTb aKTUBUPOBAH Ha NopTax, paboTtatowmx B pexkxume trunk u general.
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HELTEX

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunua 143 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

voice vlan aging-timeout

timeout .
timeout:

(1..43200)/1440

no voice vlan aging-timeout

YcTaHaBAMBaeT TamayT ANs NOpTa, NPUHASNENKALLErO K voice-
vlan. Ecnv ¢ nopTa B TeYeHWe 3a4,aHHOMO BpemMeHU He bblno Kag-
pos ¢ OUl VolP-obopyaoBaHusa, To voice vlan yaansercsa ¢ gaH-
HOro nopTa.

BocctaHaBnvBaeT 3HayeHue no YMONYaHUIO.

voice vlan cos cos [remark]

cos: (0-7)/6

no voice vlan cos

YcTaHaBAMBaET BbIXOAHYIO odyepeab ana Tpaduka B Voice VLAN B
COOTBETCTBMM C HacTpoeHHbIm ans Voice VLAN CoS 6e3 cmeHbl
CoS.

- remark — BKAtoYaeT nepeHasHayeHne CoS Ha yKasaHHbIN s
Tpadmka B Voice VLAN.

BoccraHaBnnBaeT 3HaYeHMe N0 YMONYAHUIO.

voice vlan id vian_id
no voice vlan id

vlan_id: (1..4094)

YctaHaeauBaeT ugeHtndumkatop VLAN ana Voice VLAN

Ypanset ugeHtuéoumkatop VLAN ans Voice VLAN
Ana ypaneHna wupeHtMdukatopa VLAN Tpebyetca
npeaBapuUTeNbHO OTKAOUYUTb PYHKUMIO voice vlan Ha
BCEX noprax.

voice vlan oui-table {add oui |

] d
remove oui} [word] word: (1..32) cumBonos

no voice vlan oui-table

MNo3BonseT pegakTMposatb Tabaunuy OUL.
- oui — neps.ble 3 6aitTa MAC-aapeca;
- word — onucaHue oui.

Ypansert Bce Nonb30BaTeNbCKUE nameHeHua OUI-Tabaunybl.

voice vlan oui-table auto-
learning

-/BbIKNIOYEHO

no voice vlan oui-table auto-
learning

Mo3BonseT BKAKUUTL aBTOMATMYeCcKoe 3anonHeHue OUI-
Tabmubl Ha ocHOoBe NPUHATbIX LLDP.
/| Mpu ucnonbaosanum c port security BoamokHa pa6ora
TONbKO B pexkume max-addresses.

BepHyTb 3HaYeHne No ymoa4YaHuto.

voice vlan secure mac-learning

-/BbIK/IIOYEHO

no voice vlan secure mac-
learning

YctaHaBaAuBaeT 3anpeT Ha usydyeHne MAC-agpecoB B HeTermpo-
BaHHOM vlan, nepsble 24 6UTa KOTOPbIX COBMAAAIOT C 3aMUCAMMU
13 OUl-Tabaunybl Ha KOMMyTaTOpe.

BepHyTb 3HauYeHne No ymoa4aHuto.

voice vlan state {oui-enabled |
disabled}
no voice vlan state

-/BbIKNIOYEHO

BKkntounTb/oTKAOUMTL Voice VLAN.

BepHyTb 3Ha4YeHne No YMOI4aHUI0.

voice vlan authentication
bypass enable

-/BbIK/IOYEHO

no voice vlan authentication
bypass enable

Paspewntb Tpaduky Voice VLAN urHopupoBaTb ayTeHTUPUKaA-
umto 802.1x.

dyHKUMOHan paboTaet ana pexxumos dotlx host-mode
single-host, multi-session.

3anpeTtutb Tpadumky Voice VLAN nrHopmpoBaTb ayTeHTUdUKaLMIO
802.1x.

Tabnunua 144 — KomaHgabl perkmma Privileged Exec

3HayeHue/3HayeHue
110 YyMOAYAHUIO

KomaHda

Aeiicmeue

show voice vlan type oui
[dynamic] -

MokasaTb KoHdUrypauuto dyHuUKUMK voice vian n OUI-Tabnuuy.
- dynamic — otobpaxeHue KoHduUrypaumm GyHKLUmMM voice vian un
AVHammyeckux 3anucent B OUl-Tabanue.
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A ELTEX

KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, untepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 145 — KomaHab! perkuma KoHourypaumm nHtepdeiica Ethernet

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
no ymosn4aHurw

voice vlan enable Bkntouaet Voice VLAN gns nopra.

- -/oTKAOYEHO -
no voice vlan enable Otkntoyaet Voice VLAN pgns nopra.
voice vlan cos mode {src | all} BK/toyaeT MapKMpPOBKY TpaduKa Aaa BCEX KagpoB, MO0 TONbKO

-/src AN UCTOYHMKA.

no voice vlan cos mode BoccTaHaBAMBaeT 3HAYEHME MO YMOTYAHUIO.

5.17 'pynnoBasa agpecauums

5.17.1 ®yHKYyua nocpedHuKa npomokona IGMP (IGMP Snooping)

®yHKuMA IGMP Snooping Mcnonb3yeTca B CETAX rPynnoBoi paccbliku. OcHOBHOM 3agadveit IGMP
Snooping sABAseTcA NpeaoCTaBAeHME MHOroagpecHoro TpaduKa TONbKO AN Tex MOPToB, KOTopble
3anpocunu ero.

V‘ IGMP Snooping moXeT ncnosb3oBaTbCA TONbKO B cTaTuueckoi rpynne VLAN. Moaaepxusa-
oTCA Bepcuun npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.

’ ' Yto6bl IGMP Snooping 6bin akTUBHbIM, GyHKLMA rpynnoBoii punbtpaumm “bridge multicast

e filtering” ponxHa 6biTb BKAKOUEeHa (cm. paspen 5.17.2 MpaBuna rpynnoBoi agpecauum

(multicast addressing)).

PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKIOYEHbI MHOFOA4PECHbIE MAapPLUPYTM3aTOPbI, OCHOBAHO Ha
cnepyowmx cobbITusx:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— naketbl npoTokona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NOpTy;

— MaKeTbl NPOTOKO/la MHOroaapecHoi mapwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATLI Ha NopTy;

— naketbl npoTokona MRDISC npnHATbI Ha NOpTY;

—  nakeTbl npoTokosa Multicast Open Shortest Path First (MOSPF) npuHaTbI Ha NopTy.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHOM KoHbUrypaumm:
console (config) #

Tabnnua 146 — KomaHabl perkuma riobanbHOM KoHGUrypaumm

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymona4yaHuro
ip igmp snooping Mo ymonuyaHutio Paspewaet ucnonb3osaHne dyHKunn IGMP Snooping kKommyTa-
bYHKUMA BbIKAOYEHA TOpOM.
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HELTEX

no ip igmp snooping

3anpewaeT ncnosb3oBaHue ¢yHKUMM IGMP Snooping KommyTa-
TOpOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vian
vlan_id

vlan_id: (1..4094)
Mo ymonuyaHutio
dYHKUMA BbIKAOYEHA

Paspewaet ncnonblosaHue dyHKuun IGMP Snooping kKommyTa-
TOpPOM AN1A AaHHOro uHTepdeiica VLAN.
- vlan_id — vaeHTndukaumoHHbI Homep VLAN.

3anpeuwaet ncnonb3osaHue ¢yHKUMKM IGMP Snooping KommyTa-
TOpPOM AN1A AaHHOro uHTepdeinca VLAN.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ip igmp snooping vlian
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Pernctpupyert rpynnosoi IP-agpec B Tabauue rpynnosoi agpeca-
LMW 1 cTaTuyeckn gobasnseT nHtepdencol U3 rpynnbl gaa Teky-
wein VLAN.

- vlan_id — vaeHTudukaumoHHbI Homep VLAN;

- ip_multicast_address — rpynnosoli IP-agpec.

NepeuncneHne nHTepdelicoB OCYLLECTBAAETCA YEPES K—» U K, ».

Ypanset rpynnosow IP-agpec u3 Tabanupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonuyanutio
paspeleHo

Paspewaet ana gaHHow rpynnbl VLAN aBTOomaTtudyeckoe pacrno-
3HaBaHMe MOPTOB, K KOTOPbIM MOAKAHOYEHbl MHOroafpecHble
MapLUpyTU3aTopbl.

- vlan_id — npeHTndurKaumoHHbIh Homep VLAN.

3anpewaeT ana gaHHou rpynnbl VLAN aBTOMaTuMyeckoe pacno-
3HaBaHMe MOPTOB, K KOTOPbIM MOAK/AKOYEHbI MHOroagpecHble
MapLLpPyTU3aTOpbI.

ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vian
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Onpenensaetr MNOpPT, K KOTOPOMY MNOAKAOYEH MapLLpyTM3aTop
MHOTroaZpecHOM PaccblIKM AnA 3agaHHon VLAN.
- vlan_id — npeHTnduMKaumoHHbI Homep VLAN.

YKasblBaeT, YTO K MOPTY HE NOAKNOYEH MApPLLPYTM3aTOP MHOrO-
a[pPECHO pPacCbINKK.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip igmp snooping vlian
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBAET 3anpeT Ha onpejeneHne nopra (cTaTMyecku, au-
HaMWYECKM) KaK NopTa, K KOTOPOMY MOAK/IOHEH MAPLIPYTU3aTOP
MHOr0aPeCcHOW PacchiKu.

- vlan_id — npeHTndurKaumoHHbI Homep VLAN.

CHMMAET 3anpeT Ha onpefeneHre NopTa Kak nopTa, K KOTopomy
NOAKNOYEH MapLUPYTU3AaTOP MHOMOAAPECHOM PaCcChINKM.
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HELTEX

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan

vlan_id: (1..4094);
-/Bblaya 3anpocos

BK/itoYaeT NoAAep KKy Bbl4auM 3aNpocoB igmp-query KOMMyTaTo-
pom B gaHHoi VLAN.

OTKNlOYaeT NOAAEPKKY BblAauM 3aMpOCOB igmp-query KOMmyTa-

. . OTK/IlOYEeHa .
vlan_id querier TOopoMm B ZaHHoi VLAN.
ip igmp snooping vlan vian_id YcraHasaunsaeT sepcuio IGMP-npoToKkoaa, Ha OCHOBaHMU KOTO-
querier version {2 | 3} poli byayT dopmuposaTbea IGMP-query 3anpocbl.

-/IGMPv2

no ip igmp snooping vlan
vlan_id querier version

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

OnpegenseTr ucxogHblh IP-agpec, KoTopblt byaeT ucnonb3o-
BaTbcA IGMP querier-om. Querier — ycTpoOMCTBO, KOTOPOE OTNpPaB-
naet IGMP-3anpocsl.

YcTaHaBAMBaeT 3Ha4YeHMe No ymon4aHuto. Mo ymonyaHuio ecnm
IP-agpec HacTpoeH ana VLAN, OH Mcnonb3yetca B KayecTse aa-
peca uctouHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BKntoyaeT 3ameHy IP-agpeca NCTOYHMKA Ha yKa3aHHbI IP-ag-
pec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
- vlan_id — npeHTndurKaumoHHbIi Homep VLAN;
- A.B.C.D — IP-agpec, Ha KoTopblii byaeT nponsseneHa 3ameHa
SRC IP.

3Ha4yeHue no ymonyaHuio 0.0.0.0 rosopuUT 0 TOM, 4TO 3a-
V meHa SRC IP IGMP report npou3BoauTbca He byaer.

OTkntovaeT 3ameHy IP-agpeca uctouHmka B naketax IGMP report
B 3a4aHHoM VLAN.

ip igmp snooping vlan vian_id
immediate-leave [host-based]

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKNOYEHO

BKatounTb npouecc IGMP Snooping Immediate-Leave Ha TeKkywei
VLAN. O3HayaeT, 4To NopT A0/IKEH ObITb HEMEeA/IEHHO YA aNeH U3
rpynnel IGMP nocne nonyyeHuns coobuweHma IGMP leave.

- host-based — mexaHu3m fast-leave cpabaTbiBaeT T0/IbKO B TOM
cnyyae, Korga Bce NOAKAOYEHHble K JaHHOMY MOpTy NO/b30Ba-
TEW OTMUCANUCh OT rPynnbl (CYETYMK NONb30BaTENeN BEAETCSA HA
ocHoBaHuu Source MAC-aapecos B 3arosioBkax IGMP-report’os);

OTkntounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wei VLAN.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BkAtountb GyHKUMIO proxy report B onpeaeneHHom VLAN. Mpu
BKNIOYEHUM 3TOW OYHKLMM KOMMYTaTop Ha npuwegwwue IGMP
query 6yaeT oTBeYaTb OT cBOero umeHu. Knmentckme IGMP report
npv aTom oTbpacbiBatoTCA.

- version — yctaHasausaeT Bepcuto IGMP gna oTnpaBKu NakeTos.
Mo ymonuyaHuio Bepcua onpeaenseTca No npuweglemy Ha Kom-
myTaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpegeneHHom VLAN.

ip igmp snooping vlan vian_id
€OS Cos

no ip igmp snooping vlan
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YctaHaBauBaet 3HayeHue CoS ana ucxoaalmx B nopt
mrouter IGMP-coobweHunii B ykazaHHo! VLAN.

- vlan_id — naeHTMounKaumoHHbIn Homep VLAN;

- €OS — K/lacc obCnyKmMBaHUA.

YcTaHaBAMBaeT 3HadeHue CoS 418 UCXOAALLMX B NOPT mrouter
IGMP-coobuieHnit B ykasaHHoW VLAN paBHbIM HytO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma KoHdurypaumm VLAN:

console (config-if) #

Tabnunua 147 — KomaHabl pexkuma KoHourypaumm nHtepderica VLAN

KomaHda

3HayeHue/3Ha4yeHue
no yMmon4aHuo

Aeiicmeue

ip igmp robustness count

count: (1..7)/2

YcTaHaBAMBAET 3HaYeHue ycTonumsoctm gns IGMP.
Ecnv Ha KaHane HabogaeTcs noteps AaHHbIX, 3HaYeHMe YCToM-
YMBOCTU LO/IKHO BbITb YBENYEHO.
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HELTEX

no ip igmp robustness

YcTaHaBAMBaeT 3HaYeHUe No YMOYaHUIO.

ip igmp query-interval seconds

no ip igmp query-interval

seconds:
(30..18000)/125 ¢

YcTaHaBAMBaET TalimayT, N0 KOTOPOMY cuMCTeMa OTnpaBaseT oc-
HOBHble 3aMpPOoCbl BCEM YYaCTHMKaM rpynnbl MHOrOaApecHow ne-
pefayun AnA NPOBEPKU UX aKTUBHOCTY.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

ip igmp
gquery-max-response-time
seconds

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MakCMManbHOE BpeMsa OTBeTa Ha 3anpoc.

last-member-query-count

count: (1..7)/3HaueHune

no ip igmp YcTaHaBAMBaET 3HAaYEHUE MO YMOMYAHUIO.
query-max-response-time
ip igmp YCTaHaB/IMBAaET KO/IMHYECTBO 3aMNpOCOB, MOC/E PACCbIIKN KOTOPbIX,

KOMMYTaTOp OMNpeaesifeT, YTO Ha AAaHHOM MOPTY HET Kenarowmx

milliseconds

no ip igmp
last-member-query-interval

(100..25500)/1000 mc

count nepemeHHoM y4yacTBOBATb B MHOroaApecHom paccbliike.
no ip igmp robustness YCTaHaBAMBAET 3HAYEHME N0 YMOHAHMIO.
last-member-query-count
ip igmp YcTaHaBAMBaeT MHTepBa 3anpoca A1 NoCAeAHEro y4acTHUKa.
last-member-query-interval .

milliseconds:

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip igmp version version

no ip igmp version

version: (1-3)/3

YcTaHOBUTL Bepcuio npoTtokona IGMP.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma KoHdurypaumm nHtepdeica:

console (config-if) #

Tabnnua 148 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkatoyaeT nepeHanpasneHmne IGMP-3anpocoB € KAMEHTCKUX
VLAN B Multicast VLAN ana nHtepdeiica B pexnme «access».

’ Dns paboTbl saHHOU PYHKLUMKM TpebyeTca BKAKOUe-
- Hue ip igmp snooping He TONAbKO rno6asbHO U B
Multicast VLAN, HO u B KAaneHTckux VLAN.

BbikntoyaeT nepeHanpasneHne IGMP-3anpocoB ¢ KNMEHTCKUX
Vlan 8 Multicast Vlan gna nntepdeiica B pexnme «access».

switchport trunk multicast-
tv vlan vian_id [tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntovaeT nepeHanpasneHune |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX ABAfetca nopt, B Multicast VLAN ans
nHTepoerica B pexxume «trunk». Multicast-Tpaduk nepega-
eTCcA Ha NOPT HETErMPOBAHHbIM W/IN TETMPOBAHHbLIM B 3aBUCK-
MOCTU OT NapameTpa tagged. MapameTp tagged ykasbiBaeT Ha
TO, YTo Multicast-Tpaduk fonKeH OTNPABAATLCA B NOPT TErU-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpasneHne |IGMP-3anpocos B Multicast
VLAN. MopT MUCKAOYaeTca M3 rpynn MHOroagpecHow pac-
cbikM B Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id
[tagged]

vlan_id: (1..4094)

Bkntoyaetr nepeHanpasneHve |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX ABAferca nopt, B Multicast VLAN ans
MHTepdeiica B pexkmme «general». Multicast-Tpaduk nepegaa-
eTCcA Ha NOPT HETErMPOBAHHbIM UM TETMPOBAHHbLIM B 3aBUCK-
MOCTU OT Napametpa tagged. MapameTp tagged ykasbiBaeT Ha
TO, YTo Multicast-Tpaduk fonKeH OTNPABAATLCA B NOPT TErU-
poBaHHbIM B Multicast VLAN.
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HELTEX

no switchport general mul- BbikntoyaeT nepeHanpaeneHve IGMP-3anpocoe B Multicast
ticast-tv vlan VLAN. TopT WCKAYaeTcs M3 rpynn MHOroafpecHoM pac-
cblnikm B Multicast VLAN.

KomaHObl pexcuma EXEC

Bce komaHgbl AOCTYNHbI TOIbKO AN1A NPUBUNETMPOBAHHOIO NOJ1b30BaTenA.

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 149 — KomaHabl pexkmma EXEC

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmon4aHuo

show ip igmp snooping
mrouter [interface vian_id]

MNokasbiBaeT WHPOpPMaumio 06 WU3yYEeHHbIX MHOrOaLPECHbIX

vian_id: (1..4094) MapLupyTU3aTopax B yKasaHHoi rpynne VLAN.

show ip igmp snooping MNokasbiBaeT nHdbopmaumio IGMP-snooping AnA 4aHHOTO UHTep-

vlan_id: (1..4094)

interface vian_id deiica.

show ip igmp snooping groups MokasbiBaeT nHGopMaLmto 06 N3yYeHHbIX MHOFOaPECHbIX rpyn-

[vlan vian_id] nax, y4acCTBYOLLMX B FPYNMOBOM PAcCblIKe.

[ip-multicast-address vlan_id: (1..4094)

ip_multicast_address]

[ip-address IP_address]

show ip igmp snooping cpe MokasbiBaeT Tabnuuy cootseTcTBUMi mexay VLAN obopyaosa-

vlans [vlan vian_id] vlan_id: (1..4094) HUA, YCTAHOB/IEHHOrO y nosb3oBaTens, u VLAN ana Tenesella-
HuA.

[pumepbl 8b1N0AHEHUS KOMAHO

Bkntountb pyHKLMi0 IGMP snooping Ha KommyTaTope. Ons VLAN 6 paspewmnTb aBTOMaTMyYecKkoe pac-
NMo3HaBaHWe MOPTOB, K KOTOPbIM MOAKJ/IOYEHbI MHOTO3APECHbIE MAPLLPYTU3aToOpPbl. YBEINYUTL 3Ha-
YyeHue yCTOMYMBOCTM A0 4. YCTaHOBUTb MAaKCMMaibHOE BPeMSA OTBETA Ha 3anpoc — 15 cekyHA.

console# configure

console (config)# ip igmp snooping

console (config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

console (config-if)# ip igmp robustness 4

console (config-if)# ip igmp query-max-response-time 15

5.17.2 lMpasuna 2pynnoseoii adpecayuu (multicast addressing)

[aHHbIM Knacc KOMaHZ npeAHasHayeH A8 334aHWA MpaBwa FPynnoBoOM agpecauun B CETU Ha
KaHaNbHOM 1 CETEeBOM YPOBHAX moaenu OSl.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHpurypaumm nHtepdeiica VLAN:
console (config-if) #

Tabnunua 150 — KomaHabl perknuma KoHourypaumm nHtepderica VLAN
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HELTEX

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuio

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipv4-src-group}

no bridge multicast mode

-/mac-group

3apaeT peXxum rpynnoBoi nepefaymn JaHHbIX.

- mac-group — MHoroagpecHas nepegava, ocHosaHHaa Ha VLAN u
MAC-agpecax;

- ipv4-group — MHOroazpecHasa nepegaya c TMNom GuAbTPaLLMK, oc-
HoBaHHbIM Ha VLAN u agpece npuemHuKka B popmare IPv4;

- ip-src-group — MHOroagpecHaa nepegaya ¢ TMNOM GUAbTPaLUUK,
0OCHOBaHHbIM Ha VLAN u agpece otnpasuTens B popmare |Pv4.

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Lobasnsaet rpynnosoit MAC-aapec B Tabauuy rpynnoeoi agpeca-
LMM 1 cTaTUYeCcKn fobasnaeT uam yaanaet uHtTepdencol U3 rpynnsbi.
- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — |IP-agpec MHOroaapecHO’ paccbinku;

- add — gpobaBnaeT cTaTMyeCcKyo NOANUCKY K rpynnosomy MAC-aa-
pecy avanasoHa Ethernet-noptos uau rpynn nopTos.

- remove — yganaeT cTaTM4YecKyto NoAnucky K rpynnosomy MAC-aa-
pecy.

MepeuncneHne nHTepHENCoB OCyLLECTBAACTCA YEPEe3 «—» U «,»

Ypansaet rpynnoeoit MAC-agpec 13 Tabanupi.

bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLlaeT NOAK/IYEHNE HACTPanBaeMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — IP-agpec MHOroaapecHO’ paccbinku;

- add — go6asneHmne nopTa/NOPTOB B CNNCOK 3aMpPeLLEHHbIX;

- remove — yfaseHue nopta/nopToB U3 CNMCKa 3anpeLLeHHbIx. Me-
peuncaeHne MHTepdenCcoB OCYLLECTBAAETCA YEPES «—» U «,»

Ypanaet 3anpewatowee npasuao ana rpynnosoro MAC-aapeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Mo ymonyaHutio
nepegava Bcex
MHOTOaZpecHbIX
MakeToB 3anpeLieHa.

PaspeluaeT nepesayy BCEX MHOrOaApPECHbIX MAKETOB Ha NopTy.

- add — fob6aenAet nopTbl/06begUHEHHbIE MOPTbI B CMUCOK MOPTOB,
AN KOTOPbIX pa3pelleHa nepegaya BCex rpynnoBbiX NaKeTos;

- remove — y6upaeT rpynny noptos/o6begMHeHHbIX NOPTOB U3 pas-
peluatoLLero npasuna.

MepeuncieHve MHTEPGENCOB OCYLLLECTBAAETCA HEPES «—» U «,».

BoccTaHaBnvBaeT 3HaueHMe No YMOTYaHMIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Mo ymonyaHuto noptam
He 3anpeLeHo
AVHAMMUYECKM

npucoeanHATLEA K
MHOroaapecHom
rpynne.

3anpelyaeTt nNopTy AMHaMMUYECKU A06aBAATLCA K MHOroaapecHom
rpynne.

- add — no6asnAeT NopTbl/06beANHEHHbIE MOPTbI B CMIUCOK NMOPTOB,
017 KOTOPbIX 3anpeLLieHa nepegaya BCex rpynmoBbiX NaKeTos;

- remove — y6upaert rpynny nopTos/o6begnHeHHbIX MOPTOB M3 3a-
npewatoLero npasuna.

MepeyncneHne NHTepHENCoB OCYLLECTBAACTCA YEPE3 «—» N &, ».

BoccTaHaBnMBaeT 3HaueHMe No YMOTYaHMIO.
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HELTEX

bridge multicast ip-address
ip_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Pernctpupyet IP-agpec B Tabavue rpynnoBoit agpecaumm u ctatu-
yecku gobasnset/yaanseT untepdeiicsl U3 rpynnbi.

- ip_multicast_address — rpynnosoi IP-aapec;

- add — gobasnseT NopThbI K rpynne;

- remove — yganaeT nopTbl U3 rpynnbl.

MepeuncneHve MHTePPENCcoB OCYLLLECTBNAETCA YEPES «—» U .

Ypansaet rpynnosoit IP-agpec 13 Tabanupl.

bridge multicast forbidden
ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpewaeT NopTy AUHaAMUYECKM [06aBNATLCA K MHOroagpecHom

rpynne.

- ip_multicast_address — rpynnosoii IP-agpec;

- add — po6aBneHne NopTa/NOPTOB K CNMUCKY 3aMNpeLLEeHHbIX;

- remove — yaneHne nopTa/NopToB U3 CAUCKA 3anpeLLeHHbIX.

MepeuncneHve nHTepdEncoB OCYLLECTBAAETCA YEPES K—» U &,»
Mpexpge uyem onpegenuTb 3anpellieHHble NopThl,
rpynnbl MHOroagpecHoOM PaccbiIKU A0MXKHbI 6bITb 3ape-
rMCTPUPOBaAHDI.

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWIO.

bridge multicast source
ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast source
ip_address group
ib_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaET COOTBETCTBME Mexay IP-agpecom nonbsosaTens u
rpynnosbiM agpecom B Tabsmue rpynnoBoi agpecauum, U ctaTuye-
cku pobasnset/ypanset nntepdeiicol U3 rpyno.

- ip_address — ncxopHbii IP-agpec;

- ip_multicast_address — rpynnosoii IP-agpec;

- add — go6aBuTb NOPTHI B rpynny ncxogHoro IP-agpeca;

- remove — y4aanTb NOPTbI U3 rpynnbl ucxogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaYeHMe no YMOANYaHUIO.

bridge multicast forbidden
source ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast forbidden
source ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAuMBaeT 3anpeT Ha gobasneHune/ypaneHne cooTeeTcTBUA
mexKay IP-agpecom monb3oeaTens W rpynnosbiM afpecom B Tab-
ivue rpynnoBoi agpecaunn Ans onpeaeneHHoro nopra.

- ip_address — vncxoaHbii IP-agpec;

- ip_multicast_address — rpynnosoi IP-aapec;

- add — 3anpet Ha go6aeneHue nopTa B rpynny ucxogHoro IP-aa-
peca;

- remove — 3anpeT Ha yAaneHue nopTta U3 rpynnbl UCxogHoro |P-
afpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast ipv6 mode
{mac-group | ip-group |
ip-src-group}

no bridge multicast ipvé mode

-/mac-group

3ajaeT pexum rpynnosoi nepefayu AaHHbIX ana IPv6-naketos
MHOroaZpeCcHOM PacchbiaKu.

- mac-group — MHOroagpecHasa nepegaya, ocHoBaHHaa Ha VLAN u
MAC-agpecax;

- ip-group — mHoroagpecHas nepegaya ¢ TMNOM $GuabTPaLMK, oc-
HoBaHHbIM Ha VLAN v agpece npuemHuKa B popmare IPv6;

- ip-src-group — MHOroaapecHaa nepegavya ¢ TMNOM GUAbTPaLUK,
ocHoBaHHbIM Ha VLAN v agpece oTnpasuTens B popmare IPv6.

YcTaHaBAMBaeT 3HaYeHne o YMOAYaHUIO.
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HELTEX

bridge multicast ipv6
ip-address
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Peructpupyet rpynnosoit IPv6-agpec B Tabavue rpynnoso agpe-
caumm, u ctatuueckn fgobasnset/yaanser nHtepdeicobl U3 rpynnoi.
- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — gobasnseT NopThbI K rpynne;

- remove — yganaeT nopTbl U3 rpynnbl.

MepeuncneHve MHTePPENcoB OCYLLLECTBNAETCA YEPES «—» U «, .

Ypansaet rpynnoeoit IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

3anpeLyaeT NOAKAYEHME HACTPanBaeMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnoeoit IP-agpec;

- add — go6aBneHne NopTa/NOPTOB B CIUCOK 3aMNpPeLLEHHbIX;

- remove — yaasnieHune nopta/nopTos U3 CNMUCKA 3anpeLLeHHbIX.
MepeuncneHne NHTepHENCcoB OCYLLECTBAAETCA YEPEe3 «—» U «,»

BoccTaHaBnvBaeT 3HauYeHMe No YMOYaHUIO.

bridge multicast ipv6 source
ipv6_address group
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAuBaeT cooTeeTcTBMe mexay IPvb-aapecom nonb3oBatens
W rpynnoBbiM agpecom B Tabsmue rpynnosoi agpecaumm, U ctatu-
yecku pobasnset/yaanaet uHtepoeicol U3 rpynmb.

- ipv6_address — vcxogHbin IP-agpec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — o6aBuTL NOPTHI B rpynny ucxogHoro IP-agpeca;

- remove — y4anunTb NOpTbl U3 rpynnbl MCXogHoro IP-agpeca.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YcraHaBnAvBaeT 3anper Ha gobasneHue/yaaneHve COOTBETCTBUA
mexKay |IPv6-afpecom nonb3oBaTens U rpynnoBbiM afpecom B Tab-
JMLe rpynnoBoi agpecauun ans onpeseneHHoro nopra.

- ipv6_address — vcxoaHbin IPv6-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- add — 3anpeT Ha gobasneHne nopTa B rpynny ucxogHoro IPv6-aa-
peca;

- remove — 3anpeT Ha yAasieHue nopTa us rpynnbl UCXo4Horo IPve-
agpeca.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢helica epynnsl Mopmos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet

hu port | port-channel group | range {..}}

console (config-if) #

Tabnuua 151 — KomaHap! pexknuma KoHourypauum nHtepdeiica Ethernet, VLAN, rpynnbl uHTepdeicos
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HELTEX

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuio

OnucaHue

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaBAMBaeT NpaBuio Nepesayn NakeToB C He3aperncTpupo-
BaHHbIX rPyMnoBbIX a4pecos.

- forwarding — nepesaBaTb He3aperMcTpMpoBaHHbIE MHOTOaj-
pecHble NaKeTbl;

- filtering — dnnbTPOBaTH HE3apPErUCTPMPOBAHHbIE MHOFOAAPEC-
Hble MaKeTbl.

YcTaHaBAMBAET 3HA4YeHUe No YMOYaHUIO.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHOUIypaLmm:

console (config) #

Tabnunua 152 — KomaHabl perknma rnobanbHoM KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast filtering

-/OTKNIOYEHO

BkatoyaeT GpunbTpaLmio rpynnoBbIX afpecos.

OTKAK0YAET GUABTPALMIO TPYNMNOBbIX 3APECOB.

mac address-table aging-time
seconds

no mac address-table
aging-time

seconds: (10..400)/300
CeKyHA,

3apaeT Bpems xpaHeHua MAC-aapeca B Tabsvue rnobanbHo.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

mac address-table learning
vlan vian_id

no mac address-table learning
vlan vian_id

vlan_id: (1..4094, all)/
BK/OYEHO

Bkatountb nsyyeHne MAC-agpecos B gaHHOM VLAN.

OTKAtoYNTL N3ydyeHmne MAC-agpecos B gaHHOM VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
[permanent |
delete-on-reset |
delete-on-timeout | secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);

hu_port:
(1..8/0/1..32);
group: (1..128)

[ob6asnaeT ucxoaHbvii MAC-agpec B Tabauvuy rpynnosoli agpe-
caumu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — gaHHblit MAC-afpec MOXHO yAanuTb TONbKO C
nomoLlbto KoMaHAbl no bridge address;

- delete-on-reset — faHHbIV agpec yaanuTtca nocne nepesa-
rPY3KW YCTPOWCTBA;

- delete-on-timeout — faHHbIN agpec yaanuTca no Takim-ayTy;
- secure — AaHHbIM agpec yAanuTcAa TOMbKO C MOMOLLbIO KO-
maHZabl no bridge address nnm nocne Bo3BpaleHs NopTa B pe-
Xum 0byyeHun (no port security).

Ypanaer MAC-agpec 13 Tabauvubl rpynnosoi agpecaumu.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | llc sap |
lic-snap pid ] {discard | bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

ethtype:
(0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

OnpegaenseT aeicreme Ana NAaKETOB MHOrOaAPECHOMN PacChbiNKM
C 3ape3epBMPOBAHHOIO aapeca.

- mac_multicast_address — rpynnosoii MAC-agpec;

- ethtype — Tvin naketa Ethernet v2;

- sap —Tvn naketa LLC;

- pid —Tvin naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTtbl nepegatotcs B pexkume bridge.

YcTaHaBAUBaeT 3Ha4YeHue no YMO4YaHUIO.

KomaHObi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:
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console#

Tabanua 153 — KomaHabl perkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

OnucaHue

clear mac address-table
{dynamic | secure} [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Ypanaer craTUyeckue/OMHamMMUYecKMe 3anucu U3 Tabauubl
rpynnoBoW agpecauuu.

- dynamic — yaaneHve auHamm4yeckmx 3anucei;

- secure — yganeHune CTaTU4eCKMX 3anucei.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabanuya 154 — KomaHzabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

] [address mac_address]

hu_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasbiBaeT Tabanuy MAC-aapecoB An1a yKasaHHOro uHtepdelica
nmbo Bcex HTepdencos.

- dynamic — npocmoTp TONIbKO AUHAMUYECKUX 3anuceid;

- static — NPOCMOTP TONIbKO CTAaTUYECKUX 3anuceid;

- secure — NPOCMOTP TONbKO 6€30MacHbIX 3anuceil;

- vlan_id — wpeHTndnKaunoHHbI Homep VLAN;

- mac-address — MAC-agpec.

[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

show mac address-table count

hu_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3blBaeT KoanyecTBo 3anuceit B Tabanue MAC-agpecos gns
yKasaHHoro nHtepdelica inbo ansa scex MHTepdencos.
- vlan_id — wpeHTndnKaunoHHbIi Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ibv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MoKa3blBaeT TabmLy rpynnoBbIX agpecos AN YKa3saHHOro HTep-
deica nnbo scex nHTepdericos VLAN (KomaHAaa AOCTYMHA TONbKO
AN NTPUBUNETMPOBAHHOTO NONb30BaTENS).

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-agpec;

- ipv4_multicast_address — rpynnosoit IPv4-agpec;

- ipv6_multicast_address — rpynnosoti IPv6-agpec;

- ip —npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-aapec UCTOYHMKA;

- ipv6_source_address — IPv6-agpec UCTOYHMKa.
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show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipbv4_multicast_address |
ipv6_multicast_address]
[source ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKa3sbiBaeT TabanLy CTaTUYECKMX FPYMNMnOBbIX aApecoB ANA YKa-
3aHHOro UHTepderica Mbo Bcex nHTepdelicos VLAN.
- vlan_id — vaeHTUdUKaumnoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoti IPv4-aapec;

- ipv6_multicast_address — rpynnosoli IPv6-agpec;

- ipv4_source_address — IPv4-agpec UCTOYHUKaA;

- ipv6_source_address — IPv6-agpec UCTOYHUKaA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHoM Tabanupl.

show bridge multicast filtering

vlan_id vlan_id: (1..4094)

Moka3sbiBaeT KoHoUrypaumio GunbTpa rpynnosbiXx aapecos Ans
yKasaHHoro VLAN.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

show bridge multicast
unregistered [gigabitethernet
gi_port | tengigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:

te port |

L (1..8/0/1..120);
twentyfivegigabitethernet hu_port: (1..8/0/1..32);
twe_port | roup: (1..128);
hundredgigabitethernet group: {%.. !

hu_port | port-channel group] vlan_id: (1..4094)

MokasbiBaeT KoHdurypaumo dunbTpa ANA He3aperncTpuposaH-
HbIX FPYNNOBbLIX afPecoB.

show bridge multicast mode

[vlan vian_id] vlan_id: (1..4094)

MOKa3bIBaeT pexunm rpynnoBon agpecauumn ona yKasaHHOro WH-
Tepdelica nnbo Bcex nHtepdeiicos VLAN.
- vlan_id — vaeHTUdUKauMOHHbIA Homep VLAN.

show bridge multicast
reserved-addresses

OTobpaskaeT npasuna, yCTaHOB/IEHHbIE A/ FPYNNOBbIX 3apesep-
BMPOBaHHbIX aApPeCcoB.

[pumepbl 8b1M0MHEHUS KOMAHO

BKAOUNTE GMABTPALUIO FPYNNOBbLIX aApecoB KOMMyTaTopom. 3agaTtb Bpemsa xpaHeHua MAC-agpeca 400
CEKyHA, paspeLlnTb nepefavy He3aperncTpMpoBaHHbIX MHOrOaApPecHbIX NakeToB Ha 11 nopTy KommyTa-

TOpa.

console # configure

console (config) # mac address-table aging-time 400

console (config) # bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding

console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel0/2
19 224-239.130(12.2.8 static te0/1-8

19 224-239.13012.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.130(2.2.8 te0/8
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5.17.3 MLD Snooping — npomoKosa KOHMponAa MHo2o0adpecHo20 mpadguka e IPve

MLD Snooping — MexaHM3M MHOroagpecHom coobuieHui,

MWHUMMU3NPOBATb MHOTOAAPECHbIN TpaduK B IPv6-ceTax.

pPaccbisiKK NO3BO/IAIOLLUN

KomaHObl pexcuma 2106aab6HOU KOHU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 155 — KomaHabl rnobanbHOro pexnma KoHurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ipv6 mld snooping [vlan
vlan_id]

no ipvé mld snooping [vlan
vlan_id]

vlan_id: (1..4094)
-/BbIK/IOYEHO

Bkntouaet MLD snooping.

OTtkatovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

no ipvé mid snooping vlan
vlan_id static
ibv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}]

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

Peructpupyet rpynnosoi IPv6-aapec B Tabsivue rpynnosoi agpe-
caumu U ctatvyeckn pobasnset/yganaet uHtepdeiicsl U3 rpynnbi
ana Tekywen VLAN.

- ipv6_multicast_address — rpynnosoi IPv6-agpec;

MNepeuncneHne HTepHENCOB OCYLLECTBAAETCA YEPEe3 «—» U «,».

Ypanset rpynnosow IP-agpec u3 Tabanupl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipv6 mid snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

[obasnaeT npasuo, 3anpeLLatolliee NopTaM M3 CNUCKa PerncTpm-
poBaTbcA Kak MLD-mrouter.

Ypanaet npasuno, 3anpellatolee noptam M3 CNncKa perncTpupo-
BaTbCA Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipv6 mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKAKOYEHO

M3y4aTb NopTbl, NOAKAOYEHHble K mrouter no MLD-query-nake-
Tam.

He n3yyatb nopTbl, NOoAKAOYEHHbIe K mrouter no MLD-query-nake-
Tam.
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ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ipvé mld snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

[obasnseT cnucok mrouter-nopTos.

YpanseT mrouter-nopTbl.

ipvé mld snooping vlan vian_id
immediate-leave

no ipvé mld snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIK/NOYEHO

Bkatountb npouecc MLD Snooping Immediate-Leave Ha Tekyluen
VLAN.

OTKkAtounTb Npouecc MLD Snooping Immediate-Leave Ha TeKkyuwei
VLAN.

ipvé mid snooping querier

no ipvé mld snooping querier

-/BbIK/IIOYEHO

BkntouaeT noaaepiKKy BblAaun 3anpocos igmp-query.

OTKAtOYaeT NOALEPHKKY BblAAUYM 3aNpocoB igmp-query.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica epynnsl nopmos, uHmepgeuca VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdelica Ethernet, uHtepdelica
rpynnbl nopToB U nHTepdeica VLAN:

console (config-if) #

Tabnumua 156 — KomaHapl pexxnma KoHourypaumm nHtepdeiica (gmanasoHa nntepdeiicos) Ethernet, nHtep-
denca rpynnbl nopTos, nHTepdeinca VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid
last-member-query-interval
interval

no ipvé mid
last-member-query-interval

interval:
(100..25500)/1000
MWUIINCEKYHA,

3a4aeT MaKCMMasbHYI0 3afepPXKKy OTBeTa MOC/efdHEero 4jeHa
rpynnbl, KOTOpPaAa UCNOb3yeTcA ANA BblHUCNEHUA KOOA MaAKCU-
MasibHOM 3a4epKKn oteeTa (Max Response Code).

BoccTaHaBnmBaeT 3Ha4yeHMe No YMOYAHMUIO.

ipvé mid
last-member-query-count
count

no ipvé mid
last-member-query-count

(1..7)/3Hauenne
nepemeHHom
robustness

YcTaHaBAMBaeT KONMYeCTBO 3anpocoB., Nocae PacCblIKN KOTOPbIX,
KOMMYTATOp onpeaenAaeT, YTo Ha AaHHOM NOPTY HET XKenakwnx
Y4acCcTBOBaTb B MHOI'OE,CI.pecHOI;I paccbliiKe.

YcTaHaBAUBaeT 3Ha4YeHue no YMOYaHUIO.

ipvé mld query-interval value

no ipv6 mid query-interval

value: (30..18000)/125
CeKyH[,

3afaeT MHTepPBaa PacCbiIKM OCHOBHbIX MLD-3anpocos.

BocctaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ipvé mid
query-max-response-time
value

value: (5..20)/10

3apaer MaKCUMaNbHYIO 3a4€EPXKKY OTBETA, KOTOpPAaA NCNO/Ib3yeTcA
anAa BbluMCNEHUI KO4a MaKCUManbHoWM 3aepXKKN oTBeTa.

no ipv6 mid CeRYHA BoccTaHaB/MBaEeT 3HaYeHWe No YMONYAHUIO.
guery-max-response-time
ipvé mld robustness value YcTaHaBAMBaeT 3HayeHMe KoadpPpuMumeHTa 0TKa3oyCTOMYMBOCTY.
Ecnv Ha KaHane HabaogaeTca NoTeps AaHHbIX, KO3QPULMEHT OT-
value: (1..7)/2

no ipv6 mld robustness

Kasoycroﬁqwsocm AO0/1XKeH 6bITb yBeNU4eH.

BoccTaHaBimMBaeT 3HavYeHMe No YMOTHAHUIO.

ipvé mid version version

no ipvé mid version

version: (1..2)/2

YcTaHaB/MBaeT BEPCUIO NPOTOKO/A, AEWCTBYIOWYIO HA AaHHOM
MHTepodeiice.

BocctaHaBnmBaeT 3HayeHue no YMONYaHUIO.
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KomaHOwbl pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 157 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ipv6 mld snooping
groups [vlan vian_id] [address
ibv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OT0b6parkaeT MHGOPMALMIO O 3apPerncTPUPOBaHHBIX Fpynnax B co-
OTBETCTBMM C 3af,@aHHbIMUN B KOMaHe napameTpamu GuabTpaLmu.
- ipv6_multicast_address — rpynnosoi agpec IPv6;

- ipv6_address — IPv6-aapec NCTOYHUKA.

show ipv6 mld snooping
interface vian_id

vlan_id: (1..4094)

OTtobparkaeT MHPopmaumo o KoHdurypauym MLD-snooping ana
paHHou VLAN.

show ipv6 mld snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTo6parkaeT MHGOPMaLMIO 0 mrouter-nopTax.

5.17.4 ®dyHKyua oepaHuyeHua multicast-mpaduka

®YHKUMKM orpaHnyeHmsa multicast-Tpaduka ncnonbayrotcs gna yaAobHOM HACTPOMKM OrpaHMuYeHus
NPOCMOTpPA OnpeAeneHHbIX FPynn MHOroaApecHOM PacchIIKM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaumm:

console (confiqg) #

Tabnuua 158 — KomaHabl pexxknma rnobanbHoON KoOHPUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

multicast snooping profile
profile_name

no multicast snooping pro-
file profile_name

profile_name: (1..32)
CYMBO/I0B

Mepexon, B pexxum KoHdurypaumm multicast-npoduna.

YaanuTb yKasaHHbI multicast-npopunb.
Multicast-npodpunb moxkeT 6bITb yAaneH ToNbKo no-
. cne Toro, Kak 6ysert oTBA3aH OT BCeX NOPTOB KOMMY-
TaTopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

Bupa 3anpoca KOMaHAHOM CTPOKU pernma KoHourypauum multicast-npoduna:

console (config-mc-profile) #

Tabnnua 159 — KomaHzabl pexkmuma KoHourypaumm multicast-npoduna

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BannaHbIn mul-
ticast-agpec;
high_ip: BaangHbin mul-

3apaeT cooTBETCTBME NPOPUAA YKazaHHOMY AnanasoHy IPv4 mul-
ticast-agpecos.

Ypanaetr cooTBeTcTBME Npoduns ykasaHHOMY AmanasoHy |Pv4

[high_ip] ticast-anpec multicast-agpecos.
match ipvé low_ipv6 3apaeT cooTBETCTBME NPOPUAA YKazaHHOMY AnanasoHy IPve mul-
[high_ipv6] ticast-agpecos.
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no match ipv6 low_ipv6
[high_ipv6]

low_ipv6: BanngHbiii IPv6
multicast-agpec;

high_ipv6: BanngHbiii IPv6
multicast-agpec

YpanseT cooTBetcTBue npoduas ykasaHHOMY AmanasoHy IPv6
multicast-agpecos.

permit

no permit

-/no permit

B cnyyae HecooTBeTCTBMA OAHOMY M3 3afaHHbIX AManNasoHOB,
IGMP-report 6yayT nponyckaTbcs.

B cnyyae HecooTBETCTBMSA OAHOMY M3 3a[aHHbIX A4ManasoHoB,
IGMP-report 6yayT oTbpacbiBaTbCA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHduUrypauumn nHtepdeiica:

console (config-if)#

Tabnnua 160 — KomaHabl pexknuma KoHourypaumm nHtepdelica (amanasoHa nHtepodeicos) Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

multicast snooping max-
groups number

no multicast snooping
maxgroups

number (1..1000)/-

OrpaHMuYMBaeT KOAMYECTBO OA4HOBPEMEHHO MpOCMaTpuBae-
MbIx multicast-rpynn ana nHtepoeiica.

CHMMaeT orpaHMYeHne Ha KOANYecTBO OAHOBPEMEHHO Mpo-
CMaTpUBaeMbIX rpynn ana nHtepdeiica.

multicast snooping add
profille_name

multicast snooping remove
{profille_name | all}

profile name: (1..32)
CUMBO/I0B

MpuBA3bIBaeT yKazaHHbIN multicast-npodunb K HTepdelicy.

Ypanaer cootBercTBue multicast-npoduna (Bcex multicast-
npoduneit) nHTepdeicy.

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 161 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show multicast snooping
groups count

OTo6paskaeT MHGOPMALMIO ANA BCEX MOPTOB O TEKYLLEM KO-
NNYecTBe 3aperMcTPMpPOBaHHbIX FPYNM, a TakKe MaKcumasb-
HOe BO3MOXHOE KONYecTBO.

show multicast snooping
profile [profille_name]

profile name: (1..32)
CMMBOOB

OTobparkaeT nHpopmaumio o multicast-npodunax, Kotopbie
6bI2IM CKOHUTYPMPOBaHbI.

5.17.5 RADIUS-aemopu3ayus 3anpocos IGMP

[JaHHbIV MexaHW3M NO3BOIAET NPOM3BOAUTL aBTOPM3aLMIO 3anpocoB NpoTokona IGMP ¢ nomolubto
RADIUS-cepBepa. Ana obecneyeHns HadeXHOCTU U pacrnpefieNeHUs Harpyskm MOKET UCNo/b30BaTbCA
HeckonbKo RADIUS-cepsepoB. Bbibop cepBepa Ana OTNpaBKM 0O4YepeaHOro 3anpoca aBTopu3auuu
NPOUCXOAMUT CNyYaiHbIM 0bpasom. Ecim cepsep He 0TBETMA, OH NOMEYaeTcA Kak BpeMeHHO Hepabounit, u
nepectaeT y4yacTBOBaTb B MeXaHM3Me ofnpoca Ha onpefesieHHbI nepuoj, a 3anpoc OTCbINAeTcs Ha

cnepyrowmin cepsep.

MonyyeHHble aBTOPM3ALMOHHbIE AaHHbIE XPaHATCA B K3W-NaMATM KOMMYyTaTopa B TedyeHue
3af.aHHOro NepMoaa BpemeHu. ITo NO3BOAAET YCKOPUTL MOBTOPHYI0 06paboTKy IGMP-3anpocos.
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MapameTpbl aBTOpPM3aLMKM BKAKOYAIOT B CebA:

=  MAC-agpec KNIMEHTCKOrO YCTPOMCTBA;
=  WpeHTndUKaTop nopTa KOMMYTATOPA;
= |P-agpec rpynnbl;

= PelweHue o goctyne - deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmposaHma:
console (config) #

Tabnnuya 162 — KomaHab! perkuma rnobanbHoro KoHGUrypupoBaHums

3HayeHue/3HayeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
ip igmp snooping authoriza- YcTaHaBAMBaeT BPEMSA KM3HM B Kawe. Ecan 3HayeHue
tion cache-timeout timeout PaBHO HY/t0 — OTCYET BPEMEHM }KMU3HM OTKIOYEH (3anucb

timeout: (0..10000) He yaanaeTca co BpemeHem).

— . " MnH/0
no ip igmp snooping authori-

. . YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.
zation cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (Quana3oHa uHmepgelicos) Ethernet

BuAa 3anpoca KOMaHAHOWM CTPOKM pexmnma KoHOUIYpUpoBaHUA nHTepdelica:
console (config-if)#

Tabauua 163 — KomaHabl pexnma KoHpurypuposaHua nHtepodelica Ethernet

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4YaHuro
multicast snooping Bkntouaet astopusaumto yepes RADIUS-cepsep. Ecam
authorization radius YKasaH napameTp required, To B ciydyae HegoOCTYMHOCTU
[required] Bcex RADIUS-cepsepos IGMP-3anpocbl MTHOPUPYHOTCA.
-/OTKNIOYEHO B npotusHom cnyyae IGMP-3anpoc 6yaetr obpaboTaH

JaX<e npu OTCYTCTBMM OTBETA CepBepa.

no multicast snooping OTK/ItoYEeHMe aBTOpM3aLUM.
authorization

BkntoyaeT npeasaputenbHyto 06paboTky IGMP-3anpocos
Ha nopty ao oteeta RADIUS-cepsepa. Mo noayvyeHuun
OoTBETa OT CepBepa B C/lyyae MOJIOKUTENIbHOrO OTBeTa
nognucka octaeTca, B C/ly4yae OTPULATENbHOMO —

multicast snooping
authorization forwarding-first

-/oTKNKOYeHO YAanAeTca, eCv A0NONHNUTENbHO HAacTpoeHa GYHKUMA ip
igmp snooping immediate-leave.
no multicast snooping
authorization forwarding-first BoccTaHaBNMBaeT 3HaueHMe Mo YMOYaHUIO.

KomaHOwbl pexcuma EXEC

Bce KOMaHAb! AOCTYMHbI TOABKO 418 NPUBUAETMPOBAHHOIO NOJIb30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 164 — KomaHap! pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show ip igmp snooping au-
thorization-cache

[interface gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port ]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..4);
twe_port: (1..8/0/1..120);

hu_port: (1..8/0/1..32)

OTobparkaeT coaepXumoe Kalla asTopusaummn IGMP.
Ecamn B KOmaHZe yKasaH uHTepdeic — To oTobpaxkatotca
TONIbKO Te Trpynnbl, KOTOpble 3aperncTpupoBaHbl Ha
yKa3aHHOM nHTepdelice.

clear ip igmp snooping au-
thorization-cache
[interface gigabitethernet

OuuLLaeT K3l aBTOPU3ALUMN.
Ecniv B KOMaHAe YyKasaH uWHTepdeic — Kaww-3anucu
ouYMLLAKTCA A1 YKa3aHHOro MHTepdeiica.

gi_port: (1..8/0/1..48);

Ecnu nHrte eVIC He YKa3aH — K3l o4YUnLaeTca No/IHOCTbHO.
te_port: (1..8/0/1..4); pd y W

gi_port | tengigabitethernet

te_port |

= . twe_port: (1..8/0/1..120);
twentyfivegigabitethernet hu_port: (1..8/0/1..32)
twe_port |
hundredgigabitethernet
hu_port]

5.18 MapuwpyTt1usauma mHoroagpecHoro tpadpuka

5.18.1 NMpomokon PIM

PIM — npoToKon mHoroazpecHon mapLupytusaumm ans IP-ceteit, co3aaHHbIn Ans pelleHns npobaem
rpynnosoi mapupytmsauun. PIM 6asvpyeTtca Ha TPaAMLMOHHbLIX MapLpPYTHBIX MPOTOKOMAX (Hanpumep,
Border Gateway Protocol), Bmecto TOoro, 4tobbl co3gaBaTb COBCTBEHHYIO ceTeByl TonoJsoruio. PIM
ucnosblyet unicast-tabavuy Mapwpytusaumm ana nposepkn RPF. 3Ta nposepka BbINosHAETCS
MapLLpyTU3aTopamu, 4Tobbl yoeamTbes, YTo nepesadya MHOroaApecHoro TpaduKa BbIMOAHAETCA NO NyTH
6e3 netenb.

V PIM 8 VRF peanusosaH gnsa IPv4.

RP (rendezvous point) — Touyka paHAEeBY, Ha KOTOpPOW OyayT PerncTpuMpoBaTbCA MCTOYHWUKK
MHOTroaApecHbIX MOTOKOB 1 CO3AaBaTbh MapLLpPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S, G).

BSR (bootsrtap router) — mexaHnsm cbopa nHbopmauum o RP KaHgmaaTax, opmUpoBaHUN CNMUCKa
RP pna Kakgool MHOroaZpecHoM rpynnbl M OTMPaBKa CNMCKA B npegenax gomeHa. KoHdurypaums
MHOroaapecHon mapLupyTnsaumm Ha 6ase IPv4.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaumm:

console (config) #

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 213
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32



HELTEX

Tabnunua 165 — KomaHabl perknuma rnobanbHOM KoOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

ip multicast-routing pim [ vrf
vrf_name]

no ip multicast-routing pim [
vrf vrf_name]

-/To ymon4aHuio
DYHKLMSA BbIKNOYEHa;
vrf_name: (1..32)
cumBona

BKAOUMTL MHOroagpecHyo mMmapLpyTnsaumio, npotokoa PIM Ha
BCeX MHTepdeincax.
- vrf_name — vma BMpTyanbHOW 06nacTh mapLipyTU3aLmm.

OTKNIOYNUTb MHOFOAPECHYIO0 MapLUPYTU3aLnio U NpoTokon PIM.
-vrf_name — numsa BUPTYyanbHOM 061aCTU MapLIPYTU3ALMM.

ipv6 multicast-routing pim

no ipvé multicast-routing pim

-/To ymon4aHuio
dYHKUMA BbIKOYEHA

Bkntountb ana IPvé mHOroagpecHyro mapLupyTnsaumio, NpOTOKON
PIM Ha Bcex uHTepdericax.

OTKAOYNTL ANA IPv6 MHOroagpecHyo mapLipyTmsaumio u npoTo-
kon PIM.

ip pim bsr-candidate
ip_address [mask] [priority
priority_num] [ vrf vrf_name]

no ip pim bsr-candidate [ vrf
vrf_name]

mask: (8..32)/30;
priority_num:
(0..192)/0;
vrf_name: (1..32)
cumBona

YKasaTb yCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ip_address — BanngHbii IP-agpec KommyTaTopa;

- mask —macka nogcetu;

- priority_num — npuopuTeT;

- vrf_name — umsa BUpTYyanbHO 061acTU MapLupyTU3aLmm.

OTKAKOYEHME JaHHOro NapameTpa.

ipv6 pim bsr-candidate
ipv6_address [mask] [priority
priority_num]

no ipv6 pim bsr-candidate

mask: (8..128)/126;
priority_num:
(0..192)/0

YKa3aTb yCTPOMCTBO KaK KaHauaata B BSR (bootstrap router).
- ipv6_address — BanngHbivi IPv6-aapec KommyTaTopa;

- mask — macka noaceTu;

- priority_num — npuopuTeT.

OTKAKOYEHME faHHOro NapameTpa.

ip pim dm {range
multicast _subnet | default}

no ip pim dm {range
multicast _subnet | default}

BKNOUMUTL MapLIpyTM3aLMO 3aaHHOTO AMana3oHa My/bTUKacT-
HbIX rpynn 8 pexxmme PIM-DM.
- multicast_subnet — mHoroagpecHas noacerts;
- default — onpegaenset amanasoH B 224.0.1.0/24.
1 KomaHay MOXHO BBECTM HECKONbKO pa3, 3aAaB He-
V CKOJIbKO Anana3oHoB.

OTKNOUUTL AaHHbIN NapameTp.

ip pim rp-address
unicast_address
[multicast_subnet] [ vrf
vrf_name]

vrf_name: (1..32)

Co3pgaHune ctatuyeckoit Rendezvous Point (RP), aononHuTensHo
MOKHO YKa3aTb MHOrOaZpecHyto NoAceTb Ana AaHHOM RP.

- unicast_addr — IP-agpec;

- multicast_subnet — MHOroagpecHas NoAceTb;

- vrf_name — umsa BUpTYyanbHOI 061acTn MapLupyTnsaumm.

T cumBona — —
no ip pim rp-address YpaneHue ctatudeckon RP unu yganeHme RP gna ykasaHHoW noa-
unicast_address cetu.

[multicast_subnet] [ vrf
vrf_name]
ipv6 pim rp-address CospaHue ctatuyeckol Rendezvous Point (RP), gononHutensHo
ipv6_unicast_address MOYHO YKa3aTb MHOroaZpecHyto NoaceTb Aas aaHHol RP.
[iové_multicast_subnet] - ipv6_unicast_addr - IPv6-aspec;

- - ipv6_multicast_subnet — mHoroagpecHasa noaceTb.
no ipv6 pim rp-address YpaneHue ctatuyeckoli RP unu yaanenue RP ans ykasaHHoM nog-
ibv6_unicast_address ceTu.
[ipv6_multicast_subnet]
ip pim rp-candidate CospaHue KaHauaata ana Rendezvous Point (RP)
unicast_address [group-list acc_list: (0..32) - unicast_addr — IP-agpec;
acc_list] [priority priority] cMmBONa - acc_list — cnMcok MHoroagpecHbix NpeduKcos, 3a4aBaemblin ¢

[interval secs] [ vrf vrf_name]

no ip pim rp-candidate

unicast_address [ vrf vif_name]

priority: (0..192)/192;
secs: (1..16383)/60
CeKyHA;
vrf_name: (1..32)
cMmBoOsIa

nomolupto ctaHaapTHoro ACL;

- priority — NnpUOPUTETHOCTb KaHAMAATA;

- secs — Nepuog, oTnpaBKu COOBbLLEHWI;

- vrf_name — umsa BUPTYaNbHOI 061aCTU MapLIPYTU3ALLMM.

OTKNlOYeHMe AaHHOro napameTtpa.
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ipv6 pim rp-candidate CospaHue KaHauaata ana Rendezvous Point (RP)
ipv6_unicast_address . - ipv6_unicast_addr —IPv6-agpec;
. . - acc_list: (0..32) . .
[group-list acc_list] [priority - acc_list — cNMCOK MHOroaZpecHbiX NpedurKcoB, 3a4aBaemblil C
. cumBoNna
priority] [interval secs] L nomoulpto ctaHaapTHoro ACL;
priority: (0..192)/192; . .
- priority — NPMOPUTETHOCTb KaHAMAATA;
secs: (1..16383)/60 N
- secs — nepuos OTNPaBKM COODBLLEHNA.
: " - CeKyHA,
no ipv6 pim rp-candidate OTKNlOYEeHWE AaHHOTo NapameTpa.
ipv6_unicast_address
ip pim ssm {range YKa3aTb MHOroaApecHyto noaceTb
multicast_subnet | default} [ - range — yKa3aTb MHOroaApecHyto NoaceTb;
vrf vrf_name] - multicast_subnet — mHoroaapecHasa NoAaceTb;
vrf_name: (1..32) - default — ykasatb ananasoH 8 232.0.0.0/8;
cumBoNna - vrf_name — uma BUpTYyanbHOI 061acT MmapLupyTUsaumm.
no ip pim ssm [range OTKAloYeHWe JaHHOro napameTpa.
multicast_subnet | default] [
vrf vrf_name]
ipv6 pim ssm {range YKa3aTb MHOroaZpecHyto noacetb
ipv6_multicast_subnet | - range — yKa3aTb MHOrOaApecHyto NoACeTb;
default} - ipv6_multicast_subnet — mHoroagpecHas noaceTs;
- default — ykasatb amanasoH B FF3E::/32.
no ipv6 pim ssm [range OTKNOYEeHWEe AaHHOTO NapameTpa.
ipv6_multicast_subnet | -
default]
ipv6 pim rp-embedded BKNOUUTL paclumpeHHbiii pyHKLMOoHan rendezvous point (RP).
- - -/BKAtOYEHO " -
no ipv6 pim rp-embedded OTKNHOUNUTB pacLluMpeHHbI yHKUMOoHan rendezvous point (RP).
ip multicast multipath {group- BKntoyaeT 6anaHcMpoBKy nakeTos PIM Join B CTOPOHY AOCTYMHbIX
paths-num | group-next-hop} [ RP.
vrf vrf_name] - group-paths-num — metoz 6anaHCMPOBKK, NPU KOTOPOM XeLl
bYHKUMSA, NOACYUTaHHAA Ha OCHOBE aJpeca rpynmbl, AeAUTCS No
moaynto Ha N, rae N — KoanyecTBo A0CTynHbIx RP.
BbllWweyKa3aHHbI meToa HeobxoAnuM ANA KOPPEKTHOMU
l paboTbl 6anaHCUpPOBKMN npu WUCNO/Ib30BaHUMU
- EVPN/VXLAN. Ha npaKTMKe OH NPUBOAMT K K CUHXPOHU-
-/BbIK/IIO4EHO; 3aumu» VTEP u BbiGopy oaHoro u Toro ke RP ana or-
vrf_name: (1..32) npasKu TpaduKa KOHKPETHOM rpynnbl.
cumBoNna
- group-next-hop — meToz 6anaHCMpPOBKK, NPU KOTOPOM NoacyeT
xew GyHKUMKM BasupyeTcs Ha agpece rpynnbl U agpece next-hop.
Mo ymonuyaHuio B cnyyae Hanuuma B Tabanue mapLipyr-
! Tnsauum 6onee ogHoro mapuwpyTta go RP, PIM Join ot-
npasnsetca B cTopoHy PIM coceaa ¢ Hanbonbwumm IP.
- vrf_name — nmsa BUpTYyanbHOI 061acTn MapLupyTnsaumm.
no ip multicast multipath [ vrf YcTaHaBAMBaET 3HAYEeHMe Mo YMONYAHMIO.
vrf_name]

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN, epynnsl nopmos

BuAa 3anpoca KOMaHAHOWM CTPOKMU:
console (config-if)#

Tabnunua 166 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet, VLAN, rpynnbi nopTos

3HaveHue/ 3Ha4yeHue "
KomaHda / Aeilicmeue
no ymon4aHuio
ip (ipv6) pim BkntoyeHune PIM Ha uHTepodelice.
T - -/BKAtOYEHO -
no ip (ipv6) pim BbikntoueHune PIM Ha uHTepdeiice.
ip (ipv6) pim bsr-border MpekpaTnTb Nepesady BSR-coobueHunii c MHTepdeiica.
— -/0TK/OYEHO
no ip pim bsr-border OTKNloYEeHMe JaHHOTOo NapameTpa.
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ip (ipv6) pim dr-priority priority

no ip (ipv6) pim dr-priority

priority:
(0..4294967294)/1

YKazaHue npuopuTeTa ana Bbibopa DR-poyTepa.

- priority — npuoputeT DR-poyTepa onpeaenatowmii, KTo 3 Kom-
myTaTopoB ctaHeT DR-poyTepom. KommyTatop ¢ HanbosbLimMm
3HayeHuem ctaHeT DR-poyTepom.

Bo3BpalaeT 3Ha4yeHne No YMOIYAHMUIO.

ip ip (ipv6) pim hello-interval
secs

no ip (ipv6) pim hello-interval

secs: (1..18000)/30 cek

YKasaHue nepuoga otnpasku hello-nakeTos.
- sec — nepwog, otnpasku hello-naketos.

Bo3BpalyaeT 3HaYeHMe No yMOAYaHUIO.

ip (ipv6) pim
join-prune-interval interval

interval: (1..18000)/60

YKa3aTb UHTEpBas, B TeYEHNe KOTOPOro KOMMYyTaToOp OTCbliaeT
join unm prune-coobueHuns.
- interval — nepvog, BpeMeHn oTNpaBKM join, prune coobLieHuA.

. . CeKyHA,
no ip (ipv6) pim Bo3BpallaeT 3HaYeHMe MO YMOAYAHUIO.
join-prune-interval
ip (ipv6) pim neighbor-filter dunbrpauma sxoaawmx PIM-coobeHuit.
acc_list acc_list: (0..32) - acc_list — cnUCcoK aApecoB, Ha OCHOBE KOTOPbIX NPOU3BOAMUTCA
cMmBoNa dunbTpauma.

no ip (ipv6) pim neighbor-filter

OTK/IlOYEHME AaHHOrO NapameTpa.

ip igmp static-group group-
address [ sourse sourse_addr ]

no ip igmp static-group group-
address [ sourse sourse_addr ]

BK/IlOUMTbL CTaTMUeCcKUit 3anpoc multicast-rpynnbl Ha uHTep-
deiice.

- group_address — IP-agpec rpynnbl;

- source_addr — IP-agpec UCTOYHMKA rpynmbl.

l Ha untepdeiice aonkeH 6biTb BKAOUeH PIM.
.

BbIK/NOYMTb CTaTUYECKMIM 3anpoc multicast-rpynnbl.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 167 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip (ipv6) pim rp mapping
[RP_addr] { vrf vrf_name | all}

vrf_name:
(1..32) cumBona

OTob6parkaeT akTMBHble RP, cBA3aHHbIE C MapLpPyTHOM MHPOPMa-
umen.

- RP_addr — IP-apgpec;

- vrf_name — uma BupTyanbHOM 061aCTM MapLUpyTM3aLuu.

show ip (ipv6) pim neighbor
[detail] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group|
vlan vian_id] { vrf vrf_name |
all}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
vrf_name:
(1..32) cumBona

OTobparkaeT nHbopmaumio o PIM-coceanx.
- vrf_name — nma BupTyanbHOM 061aCTM MapLUpyTM3aLuu.

show ip (ipv6) pim interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|
hundredgigabitethernet
hu_port | vlan vian_id |state-
on | state-off] { vrf vrf_name |
all}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
vrf_name:
(1..32) cumBona

OTobparkaeT uHoopmauuto no PIM-untepdericam:

- state-on — oTobparkaeT Bce MHTepdeicl, rae BkaoYeH PIM;

- state-off — oTobparkaet Bce MHTepdeincl, rae BoikatoueH PIM;
- vrf_name — umsa B1pTyanbHOi 061aCTU MapLUpyTU3aLUK.

show ip (ipv6) pim group-map
[group_address] { vrf vrf_name

| all}

vrf_name:
(1..32) cumBona

OTobparkaeT TabamLy NPUBA3KM MHOTOAAPECHbIX Fpymmn.
- group-address — agpec rpynnbl;
- vrf_name — umsa B1pTyanbHOi 061aCTU MapLUpyTU3aLMK.

216 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

show ip (ipv6) pim counters { vrf_name: OtobpaxaeT cogepxunmoe PIM-cyeTynKkos.

vrfvrf_name | all} (1..32) cumeona - vrf_name — ums BUpTyanbHOM 061acTn MapLpyTU3aLmm.
show ip (ipv6) pim bsr election vrf_name: OTobpaxkaeT nHdopmaumio o BSR.

{vrfvrf_name | all} (1..32) cumBona - vrf_name — ums BUpTyanbHOM 061acTU MapLpyTU3aLmm.
show ip (ipv6) pim bsr rp-cache vrf_name: OTob6parkaeT MHGOPMALMIO O U3YYEHHDBIX KaHAMAaTax B RP.
{vrfvrf_name | all} (1..32) cumBona - vrf_name — ums BupTyanbHOM 061aCTM MapLLpPyTM3aUuu.

OTobparkaeT cocTosHUe KaHAMAaToB B RP.
- vrf_name — ums BupTyanbHO 061aCTM MapLLpyTM3aUuu.

show ip (ipv6) pim bsr

. vrf_name:
candidate-rp { vrf vrf_name | ~

(1..32) cumsona

all}
clear ip (ipv6) pim counters { vrf_name: 06HynseT PIM-cyeTumnKu.
vrf vrf_name | all} (1..32) cumBona - vrf_name — ums BupTyanbHO 061aCTM MapLLpyTM3aLmUu.

[Mpumep Ucnosnb308aHUA KOMAHO

basoBas HacTpoliika PIM SM c ctatnyeckum RP (1.1.1.1). NpeasaputenbHo A0MKeEH BbiTb HACTPOEH NpoTo-
KON MapLupyTUsaumu.

console# configure
console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.18.2 ®yHkyusa PIM Snooping

®yHKumA PIM Snooping ncnonb3yeTca B ceTAX, r4e KOMMYTAaTOp UCNOHAET ponb L2-ycTpoictsa
mexay PIM-mapwpyTtusatopamm.

OcHoBHoOM 3agayelt PIM Snooping ABiaeTca npeaocTaBieHne MHOroagpecHoro TpadpuKka TosbKo
AN TeX MOPTOB, C KOTOPbIX 6blaM nosiydeH PIM Join, PIM Register.

KomaHObI pexcuma 2a06ana6Hol KoOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHPUrypaumumu:
console (config) #

Tabnnua 168 — KomaHabl pexkuma rnobanbHom KoHduUrypaumm

3HayeHue/3HaueHue "
KomaHoa / Aeilicmeue
Mo ymon4aHuio
ip pim snooping PaspewunTtb ncnonbsosaHue ¢yHKUmMM PIM Snooping KommyTaTo-
—/BbIK/OYEHO pom.
no ip pim snooping 3anpeTuTb UCNob3oBaHMe GpyHKLUUMU
ip pim snooping vlan PaspewunTtb ncnonbsosaHue ¢yHKumMmM PIM Snooping kKommyTaTo-
vlan_id pom Ans gaHHoro nHtepderica VLAN.
vlan_id: (1..4094) vlan_id — naeHTMPUKaUMOHHbI Homep VLAN.
no ip pim snooping vlan 3anpetuTb ucnonbsosaHue ¢yHKumMmM PIM Snooping KommyTaTo-
vlan_id pom Ans gaHHoro uHtepderica VLAN.
KomaHoel pexcuma EXEC
Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#
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Tabnnua 169 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue
no ymon4YaHuro

KomaHoa

Aelicmeue

show ip pim snooping —

MoKa3aTb 061y MHPOPMALMIO O HACTPOMKaAX.

show ip pim snooping vlan

vian_id vlan_id: (1..4094)

MoKasaTb CTaTUCTUKY KOHTPO/IA MHOrOaApecHoro Tpaduka B
OaHHoM vlan.

show ip pim snooping groups —

MoKasaTb CNMCOK 3aperucTpMpPOoBaHHbIX rpynm.

sh ip pim snooping neighbors —

MoKa3aTb CNUCOK 3aperMcTPUpPoOBaHHbIX y4acTHUKOB PIM.

5.18.3 NMpomokon MSDP

MpoTokon 0b6HapyXKeHUA WCTOYHMKOB MHOTFOagpecHolr paccblikn (MSDP) ucnonbsyetca ans
obmeHa MHdopmaumert 06 nctoyHukax Multicast-tpadpuka mexagy pasHbimu PIM-gomeHamu. MSDP-
coeanHeHMe 0bblYHO YCTaHaBAMBAETCA MexXay RP Kaxaoro gomeHa.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume r1o6anbHon KoHPUrypaumm:

console (config) #

Tabanuya 170 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

router msdp

no router msdp

BKAtounTb NnpoTokon MSDP 1 nepeinTn B peKmMm ero KoH-
durypauymn.

OcTtaHoBUTb NpoToKoa MSDP 1 yaanutb BClO ero KOHpUry-
paumto.

KomaHObI pexcuma KoHgu2ypayuu npomokosaa MSDP

Bupg 3anpoca KOMaHAHOM CTPOKK B pexnume KoHPurypaumm npotokosna MSDP:

console (config-msdp) #

Tabnnuya 171 — KomaHgb! pexkuma KoHpurypauum npotokona MSDP

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aeilicmeue

connect-source ip_address
-/IP-agpec He Ha3HaueH

no connect-source

HasHauutb IP-agpec, KoTopbli ByaeT MCNoib3oBaH B KayecTse
McxoaaLero npu coegmHeHnn ¢ MSDP-nupom.

YCTaHOBWTb 3Ha4YeHue no YMO4aHUIO.

cache-sa-holdtime secs secs: (150..3600)/150

CekK

no cache-sa-holdtime

YCTaHOBUTb Bpems xu3Hu SA-3anucu B KaLle.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

holdtime secs

secs: (3..150)/75 cek

no holdtime

YcTaHoBUTbL Tamep holdtime. Eciv B TeyeHue 3Toro Bpe-
MeHW He byaeT npuHATo keepalive-coobuieHne, To coeau-
HeHue c cocegom cbpacbliBaeTcs.

YCTaHOBWUTb 3HAYEHME MO YMONYAHMUIO.

keepalive secs
secs: (1..60)/30 cek

no keepalive

YCTaHOBWUTbL MHTEPBA/N Mexay oTnpaBkoi keepalive-
coobueHun.

YCTaHOBUTb 3HAYEHWE NO YMOAYAHMUIO.
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originator-ip ip_address

no originator-ip

-/IP-agpec He Ha3HauyeH

HasHauuTb IP-agpec, ucnonb3yemblit B KauyecTBe agpeca RP
B MCX04ALWMX coobuieHmax SA.

YCTaHOBUTb 3HaYeHME NO YMO/T4HaHULO.

peer ip_address

no peer ip_address

[o6aButb B KOHOUrypaumio MSDP-nMp 1 BONTK B peXUM
ero KoHdurypaumm.

Yaanutb MSDP-nup.

KomaHObI pexcuma KoHguaypauuu MSDP-nupa

Bua 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypauum MSDP-nmpa:

console (config-msdp) #

Tabnnua 172 — KomaHabl pexmuma KoHpurypauum MSDP-nnpa

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

connect-source ip_address

no connect-source

—/IP-aapec He Ha3Ha-
yeH

HasHauuTb IP-aspec, KoTopblit ByAeT MCNONb30BaH B KayecTse UC-
xogAawero npu coegmuHeHnmn ¢ MSDP-nupom.

YCTaHOBWUTb 3HaUEHME MO YMONYAHMIO.

description text

no description

text: (1..160) cumBona

3apaTb onncaHne MSDP-nupa.

Yaanntb onucaHue.

mesh-group name

no mesh-group

name: (1..31) cumBona

[ob6asutb cocega k MESH-rpynne.

Ypanutb cocepa.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

no sa-filter { in | out }
sec_num

sec_num:
(0..4294967294)

Co3patb Npasuno uabTpaumm SA-coobLLEeHNI:

- permit — paspelatoLiee npasuao GuUabTPaLmm;

- deny — 3anpewatoLiee npasuao GuabTpaLmm;

- Sec_num — HOMep CeKLUW NpaBuna;

- ip_addr_rp — dunbTpaumsa no agpecy RP;

- ip_addr_gr — dvnbTpauma no agpecy rpynnoi;

- ip_addr_src — ¢wunbTpauma no agpecy uctouyHmnka Multicast-
Tpaduka.

YaanaeT co34aHHYI0 CEKLMIO npasua.

shutdown

no shutdown

—/BbIKAOYEHO

AZMUHUCTPATUBHO BbIKAOYUTL ceccunto ¢ MSDP-nupom, He yaa-
NAs ero KOHPUrypaumm.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#

Tabnnuya 173 — KomaHgb! pexkmuma EXEC

3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHda

Aeilicmeue

show ip msdp peers [ ip_addr]

MokasaTb MHGOPMALMIO O HACTPOEHHbIX MUpPax, cTaTyce coeam-
HeHWA, HAacTPOMKax NMPOB, a TaK¥Ke CTaTUCTUKY obMeHa cooblue-
HUAMKM npoTokona MSDP

- ip_addr — IP-appec nupa.

show ip msdp source-active —

MNMoKa3aTb cogepxmmoe Kawwa SA.

show ip msdp summary —

MNokasaTb cymmapHyto nHbopmaumto npotokona MSDP.

clear ip msdp counters —

OBHYNUTb CUETUMKN.
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clear ip msdp peers [ ip_addr] MNepeycTaHoBUTb coeanHeHna ¢ MSDP-nnpamm
- ip_addr — 1P-agpec nupa.

5.18.4 ®yHkyus IGMP Proxy

®PyHKUMA MHoroagpecHon mapwpyTtmnsaumm IGMP Proxy npegHasHayeHa QAna peanusaumu
YNPOLLEHHOM MApLpPyTU3aLMM MHOTOAZAPECHbIX AAHHbIX MEXAY CeTAMMW, ynpaBaseMol Ha OCHOBAHWMU
npotokona IGMP. C nomouwbto IGMP Proxy ycTpoicTBa, He HaxogswMumecsa B O4HOW CETU C CepBEPOM
MHOTF0a4,peCHOM PACCbINIKW, UMEIOT BO3SMOXKHOCTb MOAKAOHATLCA K MHOTOa4pECHbIM FPYMnnam.

MaplpyTmM3aumsa OCYLLEeCTBASIETCA MeXKay WHTepdencom BblwecTosAwer cetn  (uplink) wn
nHTepdelricamm HuKectoawmx cetent (downlink). Mpu atom Ha uplink-uHTepdelice KommyTaTop BeaeT cebn
Kak 0OblYHbIN MosyyaTenb MHoroagpecHoro Tpaduka (multicast client) u dopmupyetr cobcTBeHHbIe
coobuweHna npotokona IGMP. Ha mnHtepdeiicax downlink kKommyTaTtop BbICTynaeT B KayecTse cepsepa
MHOTrOa4pecHOM paccbinkn U 0bpabaTbiBaeT coobuieHna NpoTokoaa IGMP OT yCTpOICTB, NOAKNOUYEHHDIX K
3TUM MHTepdecam.

V KonunuecTso nogaep:xMBaembix rpynn MHOroagpecHou paccbiiku npotokonom IGMP Proxy
yKa3saHo B Tabnuue 9.

V IGMP Proxy nogaepusaet go 512 downlink-untepdeiicos.

V OrpaHuyeHua peanusaumm ¢pyHKummn IGMP Proxy:

- IGMP Proxy He noaaepKMBaeTca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeAesieH TO/IbKO OAUH MHTepdeic BbILLIECTOALLEN CeTH;

- Npu ucnonb3osaHuu sepcuun V3 nporokona IGMP Ha uHTepdeiicax K HUKecToALeN ceTu,
o6pabaTtbiBaloTcA TONbKO 3anpocbl Tuna exclude (*,G) u include (*,G).

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWN CTPOKM pexxnma rnobanbHoOM KoHbUrypaumm:
console (config) #

Tabnuua 174 — KomaHabl pexkuma rnobanbHon KoHPUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
ip multicast-routing PaspewwaeT paboTy MapLipyTM3aLMm MHOTOAAPECHbIX AAaHHbIX HA
igmp-proxy -/Mo ymonuaHuio CKOHOUIYPUPOBaHHbIX HTepdelicax.
no ip multicast-routing GYHKUMA BbIKIOYeHa 3anpewaeT paboTy MapLIpyTU3aL MM MHOFOAAPECHbIX AaHHbIX Ha
CKOHOUIYPUPOBaHHbIX UHTEpdeNcax.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet, VLAN, uHmepdgelica epynnel nopmos

Bua 3anpoca KOMAHOHOM CTPOKM B pexume KoHdurypaumm uHtepdeiicos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if)#
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Tabnuua 175 — KomaHap! pexxmuma KoHourypauum nHtepoelicos Ethernet, VLAN, rpynnbl nopTos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

ip igmp-proxy {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

KoHourypupyembliit nHTepdeiic aBnaetTca MHTepdEncom K HuKe-
cToAwen cetTn. KomaHaa HasHayvaeT ceA3aHHbIN uplink-nHTepdeiic,
YYaCTBYIOLMIA B MapLIpyTM3aLMK.

ip igmp-proxy downstream
protected interface { enable |
disable}

no ip igmp-proxy downstream
protected interface

BKAtounTb 3aWwmTy no HUcxoaawemy nHtepdeicy. IPv4d multicast-
Tpaduk, nocTynatowmii Ha uHTepdelic, He ByaeT NnepeHanpasaeH.

OTKNOYUTD 3aLLMTY N0 HUCXOAALLEeMY UHTepdeicy.

ip igmp static-group group-
address [ sourse source_addr ]

no ip igmp static-group group-
address [ sourse source_addr ]

BKkAtounTb cTaTMyeckuin 3anpoc multicast-rpynnbl Ha MHTep-
deiice.

- group_address — |P-agpec rpynnbi;

- source_addr — IP-agpec UCTOYHMKA rpynnbl.

l Ha untepdeiice aonkeH 6biTb BKAoueH IGMP Proxy.
.

BbIK/NOYMTb CTaTUYECKMiM 3anpoc multicast-rpynnbl.

KomaHOobl pexcuma EXEC

BumAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 176 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue

no ymosn4aHurw

Aelicmeue

show ip mroute
[ip_multicast_address
[in_address]] [summary]

KomaHaa npeaHasHadyeHa AN NPOCMOTPa CMMCKOB MHOroagpec-
HbIX rpynn. Bo3amoxeH BbI6op rpynn no agpecy rpynnbl UAK no
aZipecy UCTOYHMKA MHOTOAPECHbIX AaHHbIX.

- ip_multicast_address — |P-apgpec rpynnbi;

- ip_address — IP-agpec UCTOYHMKa;

- summary — KpaTKoe COAepsKaHMe KaK4oW 3anmcu B MHOroas-
pecHow Tabanue MapLupyTM3aumu.

show ip igmp-proxy interface
[vlan vian_id | gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

hu_port: (1..8/0/1..32);

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

group: (1..128);
vlan_id: (1..4094)

NHbopmaumsa o ctatyce IGMP-proxy NnpumMeHUTENbHO K UHTep-
deicam.

[Mpumepbl 8bINOAHEHUA KOMAHO

console#show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled
IP Multicast Routing is enabled
IGMP Proxy is enabled
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Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
v1lan30 downstream default - -

5.19 ®PyHKUMM ynpaBneHusa

5.19.1 MexaHu3m AAA

Ona obecneyeHnsa 6e30NaCHOCTM CUCTEMbI UCMOAb3yeTca MexaHusm AAA (ayTeHTudMKaLms,
aBTOpU3aLMA, yYeT).

— Authentication (ayTeHTUdUKaLMA) — conocTaBneHne 3anpoca CyLecTByoleld YYETHON 3a-
nucu B cucteme 6e€30MacHoOCTMU.

— Authorization (aBTopu3aumaA, NpoBepKa ypPoBHA A0CTyNa) — CONOCTaB/ieHMe YY4ETHOM 3anmcu
B cucteme (npouwegluei ayTeHTMOUKaLNIO) M onpeaenEHHbIX NOAHOMOUYNA.

— Accounting (y4éT) — cnexxeHue 3a noTpebaeHnemM pecypcoB Nnosb3oBaTeeM.

Onsa WwndpoBaHMa AaHHbIX UCNONb3YETC MexaHn3m SSH.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnMma rnobanbHoOM KOHGUIypauum:

console (confiqg) #

Tabnuua 177 — KomaHabl pexkuma rnobanbHoN KoHPUrypaumm

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

KomaHda Aeiicmeue

aaa authentication login
{authorization | default |
list_name} method_list

YcTaHaBavBaeT cnocob ayTeHTUdMKaLMKM 41A BXO4a B CUCTEMY.
- authorization - pa3spellaeT NPOX0OXKAeHWe aBTOpPU3aL MM No
OMUCAHHbIM HUXE MeTo4aM;

- default — ucnonb3oBaTb ANA ayTeHTUOUKALMM OMMUCAHHbIE
HUXKe MeToAbl;

- list_name — nms cnucka ayTeHTUPUKALMOHHbIX METOAOB, aKTK-
BM3WPYIOLLErocs, KOraa nosb3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):

- enable — ncnonb3oBaTb Naponb ANA ayTeHTUdUKaLUK;

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);

-/To ymon4aHuio
OCyLLLEeCTBAAETCA NMPOBEpPKa
no fioKkanbHo 6ase
OaHHbIX (aaa
authentication login
authorization default local)

- line — ucnonb3oBaTb NapoONbL TEPMUHANG AN1A ayTEeHTUPUKALUWK;
- local — ncnonb3oBaTh /IOKabHYO 6a3y UMeEH noJsib3oBaTenemn
ANnA ayTeHTuduKaumm;
- none — He NCNo/b30BaTb AyTEHTUDUKALMIO;
- radius — ncnonb3oBaTtb cnncok RADIUS-cepBepoB a8 ayTeHTH-
duKaumu;
- tacacs — vicnonb3oBaTtb cncok TACACS cepBepoB A/1a ayTeHTU-
duKaumm.

V Echn metop ayteHTMdUKaUUKU He omnpepeneH, To

BAOCTYN K KOHCOIN BCEraa ycnewHbli.

V Co3paHMe CMUCKA OCYLLeCTBNAETCA KOMaHA0M:
aaa authentication login list_name method_list.
Ucnonb3osBaHue cnucka:
aaa authentication login list-name

Bo usbexkaHue notepu A0OCTyna cneayeTr BBOAUTH
HeobXoAUMbIIi MMHUMYM HacTpOeK ANA yKasbliBa-
eMoro meToga ayTeHTUdUKauun.

L
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no aaa authentication login
{default | list_name}

YcTaHaBAMBaeT 3HaYeHUe No YMOIYaHUIO.

aaa authentication enable
authorization {default |
list_name} method_list

list_name: (1..12)
CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);
-/To ymon4aHuio
OCYLLLECTBAAETCA NMPOBEPKa
no fIoKanbHo 6ase
AaHHbIX (aaa
authentication enable
authorization default

YcTaHaBaMBaeT cnocob ayTeHTUOMKALMM NPU  MOBbILEHUM
YPOBHA NPUBUIErUIA ANA BXOAA B CUCTEMY.

- authorization - paspeluaeT NPOXOXKAeHNe aBTOpU3aL MK No
OMUCaHHBIM HUXKEe MeTofaM;

- default — ucnonbsoBate AnA ayTeHTUMKALMKM ONMUCAHHbIE
HUXeE MeToAb;

- list_name —nms cnucka ayTeHTUOUKALMOHHBIX METOA0B, aKTU-
BM3MPYIOLLLEroCA, KOraa nosib3osaTtesib BXOAUT B CUCTEMY.
OnucaHue metogos (method_list):

- enable — ncnonb30BaTb Naposib ANA ayTeHTUdUKaLMK;

enable) - line —ncnonb3oBaTb Naponb TepMUHANA AR ayTEHTUPUKaLUK;
- local — ncnonb3oBaTb NI0KaNbHYO 6a3y MMeH Nonb3oBaTenewn
ANA ayTeHTUdUKaLmu;
- none — He UCNo/b30BaTb ayTEHTUDUKALMIO;
- radius — vucnonb3oBaTb cnucok RADIUS-cepsepoB a1a ayTeHTuU-
duKaumu;
- tacacs —wncnonb3oBaTtb cnncok TACACS-cepBepoB AN1A ayTEHTU-
duKaumm.
V Ecnu meTton ayTeHTUPMKALUKU He onpeaeneH, To
AOCTYN K KOHCOIN BCeraa ycnewHbli.
V Co3paHue CNUCKA OCYLLecTBAAETCA KOMaHA0M:
aaa authentication login list-name method_list.
Ucnonb3osaHue cnucka:
aaa authentication login list-name
Bo u3bexkaHue notepu focTyna cnepyet BBOAUTb
! Heob6Xx04UMbIA MUHUMYM HACTPOEK ANA YKa3blBa-
emMoro meToAa ayTeHTupuKaumu.
no aaa authentication YcTaHaBAMBaET 3HaYEHME NO YMOYAHUIO.
enable authorization
{default | list_ name}
enable password password level: (1..15)/1; YcTaHaBAMBAET Naposib AJ1A KOHTPOA U3MEHEHUA MPUBUAETUI
[encrypted] [level level] password: (0..159) A0CTyna nonb3oBaTenei.
CMMBONIOB - level — ypoBeHb npuBunerni;

no enable password [level
level]

- password — naponb;

- encrypted — 3aatb 3alWMbpPOBaHHbIN Naposb (Hanpumep, na-
ponb B 33lWIMPPOBAHHOM BUAE, CKOMUPOBAHHbLIA C ApYroro
yCTpoiicTBa).

YpanseT naposib AN COOTBETCTBYIOLLLETO YPOBHA NPUBUAETUA.

username name
{nopassword | password
password | password
encrypted
encrypted_password |
encryption-algorithm
encryption-algorithm }
[priveliged level]

no username name

name: (1..20) cumBo0B;
password: (1..64)
CUMBOJIOB;
encrypted_password:
(1..64) cumsonos;
encryption-algorithm:
sha-512,sha-1, md5 /sha-1;
level: (1..15)

[ob6asnseT nosb3osaTens B I0KaAbHYO 633y AaHHbIX.

- level — ypoBeHb npusunerni;

- password — napons;

- hame — NUMA NONb30BaTeNs;

- encryption-algorithm — anroputm xaWMpoBaHWUA Napons;

- encrypted_password — 3awndpoBaHHbIA Naposab (Hanpumep,
naposib B 3aWndpPOBaHHOM BWUZAE, CKOMWPOBAHHbIW C APYroro
YCTPOICTBA).

Ypanaet nonb3oBartena us NIOKaNbHOM 6asbl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/I'IO YMON4aHUIO BeaeHUe
y4eTa 3anpeweHo

Pa3pelaeT BegeHMe yyeTa (aKKayHTa) ANs ceccuin ynpaBneHus.
BeaeHue yyeta paspelueHo TONIbKO ANA NoJb3oBaTe-
V Neii, BoleALWNX B CUCTEMY NO UMEHU U NAPOAIO, ANA
nonb3oBaTesieid, BOWeALWMX NO NAPO/I0 TepMUHana,

BeAeHue yyeta 3anpeLueHo.
| BepeHue yyeTta akTMBUpPYETCA U NpeKpaLlaeTca, Korga
V no/b30BaTe/lb BXOAMUT U OTKNIOYAETCA OT CUCTEMBbI, YTO
COOTBETCTBYeT 3HaueHuam start u stop B coobuieHnax
npoTtokona RADIUS (napameTpbl, cogepiKalumeca B co-
o6weHunax npotokona RADIUS, npuseaeHbl B Tabauue

178).

3anpelyaeT BegeHue yyeTa (akKkayHTa) 419 BBefeHHbIX B CLI Ko-
MaHz.
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aaa accounting dotlx
start-stop group radius

no aaa accounting dotlx
start-stop group radius

-/no ymonuaHuio BegeHue
yyeTa 3anpeLieHo

PaspelaeT BegeHue yyeTa (akkayHTa) gna ceccuin 802.1x.
| BepeHue yuyeTa aKTUBUPYETCA U NPeKpallaeTca, Korga
V NoNb30BaTe/ib BXOAUT U OTK/IIOYAETCA OT CUCTEMDbI, YTO
COOTBETCTBYET 3HaUeHusaMm start u stop B coobieHnsx
npoTtokona RADIUS (napameTpbl, cogepKalumeca B co-
obuweHuax npotokona RADIUS npusegeHbl B Tabauue

178).

B pexkume Multiple sessions coobuieHus stat/stop no-
V CbINAIOTCA ANIA KaXKAOro Mo/sib3oBaTens, B pexume
Multiple hosts — TonbKo gna nosnb3oBartens, npoiea-

wero ayreHTUduKauuio (cm. pasgen no 802.1x).

YcTaHaBAMBAET 3HA4YeHUe No YMOYaHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https]
method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpeaenset metoz ayTeHTUOUKauuKM npu goctyne K HTTP-
cepsepy. MNpu ycTaHOBKE CMNCKA METOLO0B AOMNOHUTE/bHbIN
MeToZ byaeT NPUMEHATHCA TONbKO B TOM C/ly4ae, Korga no
OCHOBHOMY MeToAy ayTeHTUdMKaLUmM Bo3BpaLLEeHa OLMBKa.
- method_list — meTon ayteHTUOUKaLUMM:

local — no MeHU 13 noKanbHOW H6a3bl AaHHbIX;

none — He UCNob3yeTcs;

tacacs — ncnonb3oBaHue cnnckos Bcex cepsepos TACACS+;
radius — ncnonb3oBaHWe cnnckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaBAMBaeT anroputmM onpoca MeToA0B ayTeHTUdUKa-
umn.

- chain — nocne HeygayHoOM NonbITKM ayTeHTUdMKaLUK NO
nepBoMy METOAY B CMUCKe C/efyeT NOMbITKA ayTEHTUMKA-
UMM MO Ceaytolemy MeToay B LieNOYKe;

- break — nocne HeygauyHol ayTeHTUdMKALMM NO NepBOMY
MeToAy NpoLecc ayTeHTUPMKALMKN OCTaHaBNMBAETCA. AyTeH-
TMdUKaLMA No cnegyroweMy MeTody AOMyCTMMa TO/IbKO B
C/lyyae HEBO3MOXKHOCTM ayTeHTUdUKaLMM MO NpeablayLiemy
mertoay.

aaa accounting commands
stop-only group tacacs+

no aaa accounting
commands stop-only group

-/no ymon4aHuio BeaeHue
y4eTa KOMaHS, BbIK/IKOUYEHO

BknatouvaeT BegeHue yyeta BBegeHHbIX B CLI KomaHg no npoTto-
Kony Tacacs+.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOYAHUIO.

aaa accounting update

no aaa accounting update

-/BbIK/IOYEHa

BkatoueHune otnpasku Interim-Update uepes perynspHble npo-
MEXYTKM BpEMEHM.

BbikntoueHue otnpasku Interim-Update yepes perynsapHoie npo-
MEXYTKN BPEMEHMU.

aaa accounting update
periodic minutes

no aaa accounting update
periodic

minutes: (1..300)/1 muHyTa

YKazaHue NpoMeKyTKa BPeMEHU, Yepes KOTopbI byaeT npous-
BOAMTbCA OoTnpaska Interim-Update.

YCTaHOBWTb 3HaYeHMe MO YMOAYAHUIO.

aaa authorization
commands {default |
list_name} group
method_list

no aaa authorization
commands {default |
list_name}

list_name: (1..15)
cumBonos; method_list:
(tacacs, local);

-/No YyMONYaHMIO aKTUBEH
cnucok default n
aBTOPU3aLMA He
ocyuiecTsnAerca

YcTaHaBAMBaeT cnocob aBTopU3aLLMM BBOAMMbIX KOMaHA,

- default — pegaktnpoBatb cnncok ¢ umeHem default, koTopbii
MO YMONYAHUIO eCTb B CUCTEME;

- list_name — umA cnucka meToAoB aBTOPM3aLMM, CO3AaBae-
MOTO W PefaKTMPyemMoro noJsib3oBaTesem:

- tacacs — meToz, N03BONAIOLWMIA MCNONb30BaTh cnncok TACACS-
cepBepoB 4714 aBTopuU3aLmu;

- local — meToa, Npu KOTOPOM aBTOPM3aLMA HE OCYLLLECTBAAETCA.

YCTaHaBAMBAET 3HAYEHWeE N0 YMOAYAHMUIO.

- default — cbpoc cnucka ¢ umeHem default K 3HaueHUto no

YMOIHaHUIO;

- list_name — ypaneHue nonb3oBaTENbLCKOrO CMUCKA C UMEHEM

list_name.

V Cnucok ¢ umeHem default He moxkeT 6biTb yaaneH u3
cUcTeMBI.

aaa authorization com-
mands {default |
list_name}

list_name: (1..15)
CUMBOJIOB;
-/default

AKTMBUPYET CNNCOK METOA0B aBTOPM3aLMM BBOAMMbIX KO-
MaHz,

- default — cgenatb akTUBHbLIM CNNCOK ¢ MeHem default;

- list_name — caenatb aKTMBHbIM COOTBETCTBYHOLLMIA NOb30Ba-
TENbCKUI CMINCOK.
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no aaa authorization
commands

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

Dns Toro uto6bl KNMEHT NONYYUA JOCTYN K YCTPOWCTBY, AaXKe eC/IM BCe MeTOoAbl ayTeHTUHU-
e Kaluuu BepHyIM oWMGKY, UCNONb3YiiTe 3HAaUEeHUe NOoCeAHEero MeToga B KOMaHAae — none.

Tabnunua 178 — ATpmnbyThl coobLueHunit BeaeHnn yyeta npotokona RADIUS ana ceccuit ynpasneHus

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NpeHTMdMKaLMa nosb3oBaTens.
IP-agpec KoMMyTaTopa, KOTOPbIN MCMOMb3yeTcA
NAS-IP-Address (4) EcTb EcTb AP o y' P P y
Aana ceccunin ¢ Radius-cepsepom.
Class (25) Ects Ecto MpounsBonbHoe 3Haqe+ime, BK/1IOYEHHOE BO BCe CO-
06ueHnA yyeTa ceccui.
. MAC-agpec nopta NAS, ncnonbsyembliii ans cec-
Called-Station-ID (30) EcTb EcTb . p,p. P y A
cuit ¢ Radius-cepsepom.
Calling-Station-ID (31) EcTb EcTb MAC-agpec nonb3osartens.
Framed-IP-Address (8) Ectb Ectb IP-agpec nonb3osaTens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUOMKATOP yyeTa.
. YKasblBaeT MeToa, N0 KOTOPOMY KAUEHT A0JKEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUOULMPOBAH.
. . MoKa3bIBaeT, KaK A0Aro nosb3osaTtent bbla Noa-
Acct-Session-Time (46) Het EcTb A A
KNIOYEH K cucTemMe.
Acct-Terminate-Cause (49) | Het EcTb MpuYMHa 3aKPbITUA Ceccum.

Tabnnua 179 — ATpmnbyTbl coobLyeHunit BeaeHma yyeta npotokona RADIUS ana ceccmin 802.1x

Haau4ue Hanau4ue
ampubyma e | ampubyma e
Ampubym PUoYy PUoYy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTMdMKauMs nosb3oBaTens.
IP-agpec KOMMyTaTopa, KOTOPbIN MCMosb3yeTca
NAS-IP-Address (4) EcTb EcTb AP o y' P P v
ana ceccnin ¢ Radius-cepsepom.
NAS-Port (5) Ecth Ects MopT KOMMyTaTopa, Ha KOTOPOM NOAKAOUMACA
nosib3oBaTeNb.
Mpoun3BoNAbHOE 3HaYeHWNE, BKIOYEHHOE BO BCe CO-
Class (25) Ectb Ectb P .
obLLeHnn yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb Ectb YHUKanbHbIN naeHTUGMKaATOp yyeTa.
. YKasblBaeT MeTos, N0 KOTOPOMY KJAMEHT AO0/KEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUOULMPOBAH.
. . MoKa3bIBaeT, KaKk A0Aro nosib3osBaTtenb Hbia Noa-
Acct-Session-Time (46) Het Ectb A A
KNIOYEH K cUCTEME.
Acct-Terminate-Cause (49) | Het Ectb MpuymnHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) EcTb EcTb Moka3sbiBaeT TMN NOpTa KAUEHTA.
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NAS-Port-Id (87) ‘ Ectb ‘ EcTb ‘ lNoKasbiBaeT Ha3BaHME NOPTA KANEHTa.

KomaHObI pexuma KoHgu2ypayuu mepmuHana

Bua 3anpoca KOMaHAHOW CTPOKM B peXXUme KoHoUrypaumm tTepmmHana:
console (config-line) #

Tabanuya 180 — KomaHab! perknma KoHOUrypaumm TepmMmrMHaabHbIX CECCUi

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
no ymon4aHuro
login authentication {default | 3agaeT meTog ayTeHTUdMKaLMM Npu Bxoae Ansa KoHconu, Telnet,
list_name} SSH.
. - default — ncnonb3oBaTb CIMCOK «NO YMOAYAHUIO», CO34AHHbIN
list_name: (1..12) o . .
- KOoMaHZoM aaa authentication login default
CUMBOJI0B . . .
- list_name — ncnonb3oBaTb CNMCOK, CO34aHHbIA KOMaH4ON aaa
authentication login /ist_name.
no login authentication YcTaHaBAMBAET 3HAaYEHWE MO YMOMYAHMIO.
enable authentication 3apaeT meTog, ayTeHTMOUKALMM NOb30BaATENA NPU NOBbILEHWN
{default | /ist_name} YPOBHSA NpuBUAEruii ana koHconu, Telnet, SSH.
. - default — ncnonb3oBaTb CNMCOK «NO YMONYAHMIO», CO34aHHbIN
list_name: (1..12) o . .
- KoMaHZoM aaa authentication login default
CUMBOIOB . o o
- list_name — ncnonb3oBaTb CNUCOK, CO34aHHbIA KOMaH4ON aaa
authentication login /ist_name.
no enable authentication YcTaHaBAMBaET 3HAaYEHUE MO YMONYAHMUIO.
password password 3afaeT naposb gns TepmMuHana.
[encrypted] d: (0.159) - encrypted — 3agaTb 3aWMdpPOBaHHbLIN Naposb (Hanpumep, Na-
assword: (0.. "
P ponb B 3awWndpPOBaHHOM BUAE, CKOMUPOBAHHbLIM C APYroro
CUMBOIOB o
yCTpOICTBA).
no password YpanseT naponb 4N8 TepMUHana.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:
console#

Tabnuua 181 — KomaHabl pexxunma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show authentication methods MokasbiBaeT MHPOpPMauuio 06 ayTeHTUPUKALMOHHbBIX METozax
i Ha KoMMyTaTope.
show users accounts i MoKasbiBaeT N0KaNbHy0 6a3y AaHHbIX NOAb30BaTeNei U UX NpK-
BUETUIA.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console>

Bce KomaHAb! AaHHOTO pasgena AOCTYMNHbI TOAbKO 41A NPUBUAETMPOBAHHbIX nonb3oBaTene.

Tabnnua 182 — KomaHabl pexkuma EXEC
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3HayeHue/3HayeHue

Aeiicmeue
10 yMOoA4YaHuio

KomaHda

Moka3biBaeT MHPOPMALMIO O HACTPOEHHbIX METOAAX BefeHus
yyeTa (aKkKkayHTa).

show accounting

5.19.2 Mpomokon RADIUS

MpoTtokon RADIUS ucnonb3yetca gns ayteHTMOUKaummM, aBTopu3aumm u ydeta. Cepsep RADIUS
ucnonb3yet 6a3y AaHHbIX NOMb30BATENEN, KOTOPaA COAEPKMUT AaHHble MPOBEPKWM MNOAJMHHOCTUM ANA
Kakgoro nosb3oBatens. TakMum o6pasom, ucnonb3oBaHMe npotokona RADIUS obecneunBaet
OOMONHUTEIbHYIO 3aLWMTY NPU AOCTYME K pecypcam CeTH, a TaKKe Npu AOCTyne K CaMoMy KOMMYTaTopy.

KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOMW CTPOKM B peXKuUme r106anbHON KoHPUrypaumm:

console (config) #

Tabanua 183 — KomaHab! perknma rnobanbHo KoHGUrypaumm

3Ha4yeHue/3HayeHue

KomaHda

no ymon4aHuro

Aelicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type] [vrf
vrf_name]

encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type] [vrf
vrf_name]

hostname: (1..158)
CMMBOJIOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CMMBO/IOB;

priority: (0..65535)/0;
type: (login, *igmp-

auth*, coa, dotlx-eapol,

dotlx-mac, all)/all;
vrf_name:(1..32)

[obasnseT ykasaHHbI cepBep B CNUCOK Mcnosbdyembix RADIUS-
cepBepos.

- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nmsa RADIUS-cepsepa;

- guth_port — Homep nopTa AN nepefadm ayTeHTUPUKALUMOHHbIX
OaHHbIX;

- acct_port — Homep nopTa ANA Nepefayn AaHHbIX y4eTa;

- timeout — NHTEpBan OXXMAaHMA OTBETA OT CEpBepa;

- retries — KOANMYECTBO NONbITOK Noncka RADIUS-cepBepa;

- time — BpemsA B MMHYTaXx, B Te4EHWE KOTOPOro HeJOCTYMHble cep-
Bepa He byayT onpawmsatbcs RADIUS-KAMeHTOM KoMmMyTaTopa;

- secret_key — Knto4 ans ayteHTMdMKaumMm u wndposaHMa Bcero
obmeHa aaHHbimuM RADIUS;

- priority — npuopuTeT ncnonb3osaHuns RADIUS-cepBepa (4em Huke
3HayeHue, TEM NPUOPUTETHEE CEPBEP);

- type — TMn ncnonb3osaHnAa RADIUS-cepBepa;

- encrypted — 3a4aTb K/toY B 3aWINMPPOBAHHOM BUAE;

- vrf_name — uma BnpTyanbHol 061acTM MapLUpyTU3aLum.

B cnyyae oTcyTcTBMA B KOMaHAe MapameTpoB timeout, retries,
time, secret_key pna paHHoro RADIUS-cepBepa wcnonb3ytoTca

CMMBOJI0B
3HaYeHWA, HACTPOEHHbIE C NOMOLLIO KOMAHA, YKa3aHHbIX HUKeE.

no radius-server host Ypanser yKasaHHbIW cepBep M3 CNKUCKa Mcnosb3dyembix RADIUS-
{ipv4-address | ipv6-address | cepBepos.
hostname} [vrf vrf_name]
[encrypted] radius-server key key: (0.128) YcTaHaBAMBAET K/OY, UCNOAb3YeMbIi MO YMONYAHUIO, ANA ayTeH-

ey: (0..
[key] Y TUOUKALMM U WwudpoBaHUA Bcero obmeHa AaHHbiMM RADIUS

CcMMBON10B/NO

no radius-server key

YMONYAHUIO KtoY —
nycras cTpoka

MeXay YCTPOMCTBOM M oKpyeHnem RADIUS.
- encrypted —3a4aTb K/toY B 3aWMbPOBAHHOM BUA,

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHaBAMBaeT MHTEPBa OXWAAHUA OTBETa OT CepBepa, UCMO/b-
3yemblli MO YMONYAHUIO.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

OnpepenseT KOAMYECTBO MOMbITOK, MCNO/b3yemoe Mo ymosya-
Huto, noncka RADIUS-cepsepa 13 cnucka cepsepos. lMpun oTKase
OCYyLLEeCTBNIAETCA NMOUCK CnefyloLero No NpMopuTeTy cepeepa us
CrnucKa.

YcTaHaBAMBaeT 3Ha4YeHune no YMON4aHUKO
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radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/
0 MmuH

MNMo3BonseT onTMMmn3npoBaTb Bpema onpoca RADIUS-cepBepos, Ko-
rga HeKoTopble cepBepa HeJOCTYMHbI. YCTaHaB/IMBaEeT BPEMA B MU-
HyTax, UCMONb3yeMoe Mo YMOJIYaHUIO, B TeYeHMe KOTOpPOro Hejo-
CTynHble cepBepa He byayT onpawmsaTbcs RADIUS-KNMeHTOM Kom-
myTaTopa.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

radius-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id} [vrf vrf_name]

no radius-server host
source-interface [vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128) ;
vrf_name:(1..32)
CMMBOJI0B

3agaeT nHTepdeliic yctponcTtea, IP-agpec KoToporo 6yaer ucnosb-
30BaTbCA MO YMO/IYAHMIO B KAUeCcTBe agpeca UCTOYHMKA nepesaBa-
emoro B coobueHuax npotokosa RADIUS.

Ypansaet uHtepdelic ycTpoicrsa.

radius-server host
source-interface-ipv6
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128)

3agaeT nHTepdelic ycTpoictsa, IPv6-agpec KoToporo byaert uc-
No/1b30BaTbCA MO YMOJIYAHMIO B KauyecTBe agpeca UCTOYHUKA nepe-
[aBaemoro B cooblueHusax npotokoaa RADIUS.

Ypansaet untepdeiic ycTpoicrsa.

radius-server attributes
framed-ip-address include-in-
access-req

no radius-server attributes
framed-ip-address include-in-
access-req

-/OTKNIOYEHO

Bkntouaet oTnpasky RADIUS-aTpmnbyTa 8 B access-request naketax.

Bbikntoyaet otnpasky RADIUS-aTpubyTa 8 B access-request nake-
Tax

radius-server attributes nas-
port-id include-in-access-req
format

no radius-server attributes
nas-port-id include-in-access-
req

format:(1-32)/anuHHoe
nmA nopra

Hactpanaetr ¢opmat RADIUS-aTpubyta 87 B nakeTax access-
request.

Mpu onpeaeneHMn NCNONL3YIOTCA CaeaytoLme WabnoHbI:

%p — p/MHHOE MMA MnopTa, Hanpumep, gigabitethernet 1/0/1 8
ASCII;

%V — naeHtuounkatop VLAN B ASCII.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

KomaHOwbi pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

Tabnnua 184 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show radius-servers { status |
key | vrf {vrf_name | all} }

OtobpaxkaeT napameTpbl HacTpoiiku RADIUS-cepsepoB (KomaHaa
[AOCTYyMNHA TONbKO A4 NPUBUAETMPOBaHHbIX NONb30BaTeNei).

show radius server {statistics |
group | accounting |
configuration | nas | rejected
| secret | user}

OTobparkaeT cTaTUCTUKY npoTokona Radius, MHbopmaLmio o nosb-
30BaTenax, KoHourypauuto RADIUS-cepsepa.
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[pumepbl UC016308AHUS KOMAHO

YCcTaHOBUTb rNobasibHble 3HAYEHUA 414 NapaMeTPOB: MHTEPBAA OXKMAAHMA OTBETA OT cepBepa — 5 cekyHa,
Kom4yecTtBo nonbITOK noncka RADIUS-cepeepa — 5, Bpems, B Te4eHMe KOTOPOro He4O0CTyMNHbIe cepBepa He
6yayT onpawmnsatbcs RADIUS-KnneHTOoM KommyTaTopa — 10 MUHYT, CEKPETHbIN Katod — secret. [lobaBuUTb B
cnmcok RADIUS-cepBep, pacnosioXKeHHbI Ha y3ne cetun ¢ IP-agpecom 192.168.16.3, nopTt cepsBepa an
ayTeHTUPUKaumm — 1645, KonmMyYecTBO NOMbITOK AOCTYNa K cepeepy — 2.

console# configure
console (config)# radius-server timeout 5
console (config)# radius-server retransmit 5
(
(

)
console (config)# radius-server deadtime 10
console (config)# radius-server key secret
console (config)# radius-server host 196.168.16.3 auth-port 1645

retransmit 2

MNMokasaTb NnapameTpbl HacTponkmn RADIUS-cepBepoB

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.19.3 Npomokon TACACS+

MpoTtokon TACACS+ obecneumBaeT UEHTPA/IM30BAHHYIO CUCTEMY 0E30MacHOCTM A/1A MPOBEPKM
nosib30BaTeNeN, NONYYAIOLLMX AOCTYN K YCTPOUCTBY, MPU 3TOM NoaaepuBas coBmectTumoctb ¢ RADIUS u
APYTMMUK NpoLueccammn npoBepkn nogmHHocTn. TACACS+ npefocTaBaseT cneayolme cnyxooi:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO Bpemsa BXoda B CUCTEMY MO
MMeHaM NoJsib3oBaTesiel U onpeaeneHHbIM NONb30BATENAMMU NAPOAAM;

— Authorization (asmopuszayus). ObecneumBaeTca BO Bpema Bxoga B cuctemy. [locne
3aBEpLIEHMSA CeaHca MNPOBEPKM MNOAJMHHOCTM 3aMyCKAeTcA CeaHC aBTopuM3auuu ¢
MCNO/Ib30BaHMEM MNPOBEPEHHONO MMEHW NO/b30BaTe/Is, TaKKe CepBEpPOM MPOBEPAOTCS
npuvBMAErMM NONb30BATENS.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaumum:

console (config) #

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 229
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32



HELTEX

Tabnunua 185 — KomaHabl pexkunma rnobanbHOM KoOHGUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4YaHuio

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority] [vrf
vrf_name]

encrypted tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]
[priority priority] [vrf
vrf_name]

hostname: (1..158)
CUMBO/IOB;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/IOB;
priority: (0..65535)/0;
vrf_name: (1..32)

[ob6aBnseT yKasaHHbIA cepBep B CMMCOK Mcnonbdyembix TACACS
cepBeposB.

- ip_address — IP-appec TACACS-cepBepa;

- hostname — ceteBoe nmsa TACACS-cepBepa;

- single-connection — B Ka)KAbli MOMEHT BPEMEHW UMeTb He
60/blUe 04HOrO coeanHeHna ana obmeHa gaHHbimm ¢ TACACS-cep-
BEPOM;

- port — Homep nopTa gasa obmeHa aaHHbIMK ¢ TACACS-cepBepom;
- timeout — NHTepBan OXXMAaHMA OTBETA OT CepBepa;

- secret_key — knoy ans ayTeHTMOMKaLMK 1 WwndpoBaHuUs Bcero ob-
meHa gaHHbimu TACACS;

- priority — npuopuTeT ucnonsb3osaHuna TACACS-cepBepa (Yem Huxe
3HayeHue, TeM NPUopPUTETHEE CepBep);

- vrf_name — uma BUpTyanbHON 0bnacTn maplupyTnsaumu;

key

no tacacs-server key

YMONYAHUIO KoY —
nycTas cTpoKa

CMMBO/IOB
- encrypted — 3HauyeHue secret_key B 3alumMdpoBaHHOM BUAE.
B cnyyae oTcyTCcTBMA B KOMaHAe napameTpos timeout, secret_key
ona paHHoro TACACS-cepBepa MCNoab3ytoTCA 3HAYEeHMA, HAaCTPOEH-
Hble C NOMOLLIO KOMaHJ, YKa3aHHbIX HUXKe.

no tacacs-server host Ypansert ykasaHHbIN cepBep 13 cnucka ncnonbayembix TACACS-cep-

{ip_address | hostname} BEpOB.

tacacs-server key key key: (0..128) YcTaHaBAMBAET K/HOY, UCMOJIb3YEMbIN MO YMOJIYAHUIO, ANA ayTeH-

encrypted tacacs-server key U TMduKaumMm mn wudpoBaHns Bcero obmeHa pgaHHbimu TACACS

CMMBON0B/MNO

MeXKAY YCTPOUCTBOM U OKpyKeHnem TACACS;
- encrypted — 3HayeHue secret_key B 3alwumMdpoBaHHOM BUAE.

YcTaHaBAMBaET 3HaYeHue no YMOYaHUIO.

tacacs-server timeout timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YCTaHaBAMBAEGT MHTEPBA OXMAAHWA OTBETA OT CEpPBepa, UCMOoJIb3y-
€MbIi N0 YMONYAHMIO.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | tunnel
tunnel | vlan vian id | oob} [vrf
vrf_name]

no tacacs-server host
source-interface [vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id (1..64);
tunnel (1-16);
group: (1..128);
vrf_name: (1..32)
CUMBOJI0B

3apaeT MHTepdeiic ycTpoicTea, IP-agpec KoToporo byaeTt ucnonb-
30BaTbCA MO YMO/MAHUIO B KayecTBe agpeca UCTOYHWMKa ans ob-
MmeHa coobueHnamm ¢ TACACS-cepsepom.

Ypansaer uHtepdelic ycTpoicrsa.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume EXEC:

console#

Tabnnuya 186 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

show tacacs [ip_address |

host_name: (1..158)

OTobparkaeT HaCTPOMKY U CTaTUCTUKY ans cepeepa TACACS+.

hostname] [vrf vrf_name] CMMBOJIOB; - ip_address — IP-agpec TACACS+ cepBepa;
vrf_name: (1..32) - hostname — umsa cepsepa;
CMMBO/IOB -vrf_name - nmsa BUpTyanbHoM 061acTM MapLLpyTM3aLmuu.
show tacacs key [vrf vrf_name] vrf_name: (1..32) .
CMBONOB OTobparkaeT napameTpbl HacTpolikn TACACS-cepepoB
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5.19.4 Mpomokon ynpaeneHusa cemoto (SNMP)

SNMP — TexHonorus, npusBaHHaa obecneynTb ynpaBAeHWE W KOHTPOAb Hagh YCTPOMCTBAMWU U
NPUNOXKEHUAMM B CETM CBA3M NYyTEM O0OMeHa ynpaBaAwowenn WHOOPMAUMEN MeXKOY areHTamu,
pPacnoNoXeHHbIMM Ha CETEBbIX YCTPOMCTBAX, U MEHEAKEPAMM, HAXOAALUMMMCA HA CTAHLUMAX YNpaBAeHUS.
SNMP onpeaensieT ceTb KaK COBOKYMHOCTb CETEBbIX YNPaBAAOLINX CTAHLUUN U 3NEMEHTOB CETU (rnaBHble
MalLUMHbI, LWA3bl U MapLLpPYyTU3aTOPbI, TEPMMUHA/IbHbIE CEPBEpPbLI), KOTOpPble COBMECTHO obecneymBaloT
AAMUHUCTPATUBHbIE CBA3M MEXAY CETEBbIMM YNPABAAOLWMMU CTAHLMAMMU U CETEBLIMU areHTamMm.

KommyTaTtopbl No3BONSAIOT HAcTpouTb paboTty npotokona SNMP ans yaaneHHOro MOHUTOPUHIa U
ynpaBaeHnA yCTPOMCTBOM. YCTPOIMCTBO NoanepKnBaeT NnpoToKo bl Bepcnit SNMPv1, SNMPv2, SNMPv3.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxRmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabanua 187 — KomaHab! perknma rnobanbHo KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

snmp-server server

no snmp-server server

Mo ymonyaxuio
noaAepKka NnpoToKona
SNMP oTkntoueHa

BkntounTtb noagepkky npotokona SNMP.

OTKAoYaeT nogaep Ky npotokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name] [vrf vrf_name]

encrypted snmp-server
community
encrypted_community

[ro | rw | su]

[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name] [vrf vrf_name]

snmp-server community-group
community group_name
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length] [vrf
vrf_name]

encrypted snmp-server
community-group
encrypted_community
group_name [ipv4_address

| ipv6_address | ipv6z_address
[vrf vrf_name]] [mask mask |
prefix prefix_length]

no encrypted snmp-server
community
encrypted_community [ro | rw
| sul [vrfvrf_name]

no snmp-server community
community [ipv4_address |
ipv6_address | ipv6z_address]
[vrf vrf_name]

community: (1..20)
CMMBO/IOB;

encrypted_community:

(1..20) cumBonos;
dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX XeXiX;
dopmar ipvbz_address:
X:X:X:X::X%<ID>;
mask: -
/255.255.255.255;
prefix_length:
(1.32)/32;
view_name: (1..30)
CUMBOJIOB;
vrf_name:(1..32)
CMMBOJI0B;
group_name: (1..30)
CMMBOJI0B

YcTaHaBAMBAET 3HaYeHWe CTPOKM coobliecTBa Ana obmeHa AaH-
HbimK no npoTtokony SNMP.

- community — cTpoka coobLectsa (Naposb) Ana JOCTyMNa No NpoTo-
Kony SNMP;

- encrypted — 33aaTb CTPOKY coobuyecTsa B 3aMdppoBaHHOM BUAE;
- ro — AOCTYN TO/IbKO A1A YTEHUS;

- rw — JOCTYN ANA YTeHWS U 3anucu;

- SU— 40CTYN aAMUHUCTPATOP3;

- view_name —onpegenseT ums ans npasmna o6o3perna SNMP, Ko-
TOpOe A0/KHO ObITb NpeaBapUTENbHO ONpeaeneHo C NOMOLLBHO KO-
MaHZbl sSnmp-server view. OnpegensieT 06beKTbl, LOCTYMHble CO06-
wecray;

- ipv4_address, ipv6_address, ipv6z_address — |IP-aapec ycTpoicTBa;
- mask — macKa agpeca IPv4, KoTopas onpeaenser, Kakue 6utbl ag-
peca UCTOYHWMKa NaKeTa CPaBHMBAKOTCA C 3aaHHbIM IP-agpecom;

- prefix_length —uncno 6uT, KoTopble cocTaBnAtoT Nnpedukc IPv4-aa-
peca;

- vrf_name — nmsa BMPTyanbHOW 061aCTM MapLIpyTU3aLmu;

- group_name — onpegensaeT UMA rpynmnbl, KOTOpPoe JOMKHO BbITh
npesBapuTeNbHO OnpeaeneHo ¢ NOMOLLbIO KOMaHAbl snmp-server
group. Onpegenset 06bEKTbI, AOCTYMNHble coobLyecTsy.

YpanaeT 3HayeHue CTPoKM coobluecTBa Ansa o6MeHa AaHHbIMU Mo
npoTtokony SNMP.
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snmp-server view view_name
OID {included | excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CMMBOJI0B

CospgaeT unu pepaktupyet npasmno o6o3penuna ana SNMP — paspe-
watowlee npasunao, inMbo orpaHnuMBaloLLee cepsepy-obo3pesaTento
poctyn K OID.

- OID — npeHTndmKaTop obbekta MIB, npeacTaBneHHbI B BUAE Ae-
peBa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXKeT BK/toYaTb B ceba 3ape-
3epBUPOBaHHble C/10Ba, Hanpumep: system, dod). C nomouubo cum-
BOJ1a * MOXXHO 0603HaYMTb CEMENCTBO Nnogaepesbes: 1.3.%.2);

- include — OID BKntoYeHa B NpaBuo A48 0603peBaHus;

- exclude — OID uckntoyeHa 13 npasuna Ans 0603peBaHU.

Ypanset npasuao obo3peHuns gna SNMP.

encrypted snmp-server user
username group_name {v3 |
remote host v3 [encrypted]
[auth {md5 | sha} auth-
password] } [ vef vrf_name]

no snmp-server user username
[remote engineid-string] [ vrf
vrf_name]

username: (1..20)
CMMBOOB
groupname: (1..30)
CMMBO/IOB
engineid-string: (5..32)
CMMBOIOB
password: (1..32)
cMmBoONa
md5:

16 nnun 32 6ant
sha:

20 nan 36
6anT
dopmat
IPv4: A.B.C.D
IPV6: X:X:X:X:i:X
IPv6z:
X:X:X:X::X%<ID>;
vrf_name: (1..32)

Cozpgaet SNMPv3- nonb3oBatens.

- username — UM NONb30BaTeNS;

- groupname — UMA TPynnbl;

- engineid-string — naeHTuduKaTop yaaneHHoro SNMP-ycTpoiicTBa,
KOTOPOMY M0/1b30BaTENb NPUHALENKHUT;

- auth—password — naponb Ana ayTeHTUPUKaALUMKM WU reHepaLlmm
K/toYa;

- md>5 — knou md5;

- sha — kmou sha;

- host — IP-agpec/ nms xocta;

- vrf_name — nmsa 061acTi BUPTYyabHON MapLpyTU3aLmu.

Ypanaetr SNMP-v3-nonb3oBartens.

snmp-server group
group_name {v1 | v2 | v3
{noauth | auth | priv} [notify
notify_view]} [read read_view]
[write write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBO/I0B;
notify_view: (1..32)
CMMBO/I0B;
read_view: (1..32)
CMMBONOB; Write_view:
(1..32) cumBonos

Cospaet SNMP-rpynny nnmn tabnanuy cootsetctamit SNMP-nonb3osa-
Teneu n npasmn 0603peHnin SNMP.

-vl,v2,v3-SNMP v1, v2, v3 mogenb 6e3onacHocTH;

- noauth, auth, priv — Tun ayteHTUdMKaunm, Ucnonbayemblii NPOTo-
Konom SNMP v3 (noauth — 6e3 ayteHTUdUKaLuK, auth — ayteHTUU-
Kauua 6e3 wudposaHus, priv — ayteHTUdUKaLmaA ¢ undposaHuem);
- notify_view — uma npasmna ob603peHnA, KOTOPOMY paspeLieHO
onpepensaTb coobueHns SNMP-areHTa — inform u trap;

- read_view — uma npaBuaa 0603peHMsA, KOTOPOMY paspelleHo
TOJIbKO YTeHUne coaepkmmoro SNMP-areHTa KOMMyTaTOpPa;

- write_view —ums npasuia 0603peHuns, KOTOPoOMy pa3peLleHo BBO-
ANTb AaHHble U KOHUTrypupoBaTb cogeprkumoe SNMP-areHTa Kom-
myTaTopa.

Ypanaet SNMP-rpynny.

snmp-server user user_name
group_name {v1 | v2c | v3
{ip_address | host} [ vrf
vrf_namel}

no snmp-server user
user_name {v1 | v2c | v3
remote {ip_address | host}
[ *vrf vrf_name] }

user_name: (1..20)
CMMBO/IOB;
group_name: (1..30)
CMMBOJIOB;
vrf-name: (1..32)
CUMBOJI0B

Co3paet SNMPv3-nonb3oBaTens.

- user_name — ¥Ma No/b30BaTeNs;

- group_name — WMms rpynnbi;

- vrf_name — vms 061acTu BUPTYabHON MapLIpyTU3aLmm.

Ypanaetr SNMPv3-nonb3osartens.

snmp-server filter filter_name
OID {included | excluded}

filter_name: (1..30)
CUMBOJI0B

Co3paet unu pegaktmpyet npasuao SNMP-bunbtpa, KoTopoe nos-
Bonaet ¢unbTpoBaTb inform u trap-coobuwieHuns, nepepasaemble
SNMP-cepsepy.

- filter_name — uma SNMP-dunbTpa;

- OID — npeHtTndnKaTop obvekta MIB, npeacTaBneHHbI B BUAE Ae-
peBa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXeT BKAtoYaTb B cebs 3ape-
3epBMpPOBaHHbIe C/1I0Ba, Hanpumep: system, dod. C nomoLLblo cMM-
BoMa * MOXKHO 0603HaUYNTL CEMENCTBO noaaepesbes: 1.3.%.2);

- include — OID BKAtoYeHa B NpaBunio GuUabTpaLmu;

- exclude — OID uckntoyeHa 13 npasuna GuUabTPaLLMK.
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HELTEX

no snmp-server filter
filter_name [OID]

Ypanset npasuno SNMP-ounbTpa.

snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries] [vrf
vrf_name]

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[vrf vrf_name]

hostname: (1..158)
CMMBOJ/IOB;
community: (1..20)
CUMBOJI0B;
username: (1..20)
CMMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CMMBOJIOB;
seconds: (1..300)/15;
retries: (0..255)/3;
vrf-name: (1..32)
CUMBO/I0B

OnpeaensieT HaCTPOMKKM ANa nepesayn coobleHnin yseaomaeHnn
inform u trap SNMP-cepsepy.

- community — cTpoKka coobuiectsa SNMPv1/2c ans nepegaum coob-
LEeHUI yBEAOMIEHUS;

- username — ums nonb3osatens SNMPv3 gns ayteHTUdUKauuu;

- version — onpefenAat Tmn coobuieHuit trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKasblBaeT NOA/IMHHOCTbL NakeTa 6e3 wudposaHus;

- noauth — He yKa3bIBaeT NOA/IMHHOCTb NaKeTa;

- priv — yKasbIBaeT NOA/IMHHOCTb NaKeTa ¢ WNdpoBaHUEM;

- port — UDP-nopTt SNMP-cepsepa;

- seconds — nepuog, OXKUAAHUA NOATBEPKAEHUI Nepes NOBTOPHOM
nepegadyeit coobueHnin inform;

- retries — KOIMYECTBO MONbITOK Nepeaayn coobueHnt inform, npu
OTCYTCTBUM UX NOATBEPNKAEHUSA;

- vrf_name — nmsa 061acTy BUPTYabHON MapLpyTU3aLmm.

Ypanser HacTpPOWKM Ana nepefayn cooblueHui yBeAoM/IEHMUA
inform v trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
CMMBO/IOB

Co3paet ngeHtuoumkatop nokanbHoro SNMP-yctpoiictea — enginelD.
- engineid_string — uma SNMP-ycTpoiicTBa;

- default — npu ucnonb3oBaHMKM gaHHOW HacTpoku engine ID 6yaeT
aBTOMaTUYeCKM co3aH Ha ocHoBe MAC-aapeca ycTpoicTBa.

Ypansaet naeHTuduKatop nokanbHoro SNMP-ycTpolictea — engine ID

snmp-server source-interface
{traps | informs} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback /oopback_id | vlan
vlan id}

[ vrf vrf_name]

no snmp-server
source-interface [traps |
informs] [ vrf vrf_name ]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vrf_name: (1..32)
CUMBOIOB

3agaeT uHTepdelic ycTponcTaa, IP-agpec KoToporo byaeT Ucnosb3o-
BaTbCA MO YMO/IMAHMIO B Ka4yecTBe afpeca UCTOUYHUKA AN obmeHa
coobueHuamm c SNMP-cepsepom.

- vrf_name — nmsa 061acTi BUPTYabHON MapLpyTU3aLmm.

Ypanaet untepoeiic ycTtponcTsa.

snmp-server
source-interface-ipv6 {traps |
informs} { tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback_id | vlan
vilan id}

no snmp-server
source-interface-ipv6 [traps |
informs]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128)

AHanornyHo ana IPvé.

Ypansaer uHtepdenic ycTpoicrsa.

snmp-server engineid remote
{ipv4_address | ipv6_address |

hostname: (1..158)

Co3paeT ugeHTudumKaTop yaganeHHoro SNMP-ycTpoiictBa — engine
ID.

hostname} engineid_string . C_MMBOFOB; - engineid_string — ngeHtudmkatop SNMP-ycTpoincTea;
engineid_string: (5..32) o

[ vrf vrf_name] - vrf_name — vms 061acTu BUPTYaNbHON MapLIpyTU3aLmm.
CMMBOJI0B; ” -

no snmp-server enginelD . Ypanaet ngeHtuébukatop yganeHHoro SNMP-yctpoinictea — engine

vrf-name: (1..32)

remote {ipv4_address | CVIMB(;HO'B; ID.

ipv6_address | hostname}

snmp-server enable traps / BkntoyaeT noaaepKky SNMP trap-coobLyeHuit.
-/BKNIOYEHO

no snmp-server enable traps OTKkntoyaeT nogaepxKy SNMP trap-coobuweHuni.

snmp-server enable traps ospf -/BKAOYEHO BkntoyaeT otnpasKy SNMP trap-coobuieHunin npotokona OSPF.
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HELTEX

no snmp-server enable traps
ospf

OTKkntoyaeT otTnpasky SNMP trap-coobuieHnin.

snmp-server enable traps ipvé
ospf

BkntoyaeT otnpasky SNMP trap-coobuweHunit npotokona OSPF (IPv6).

no snmp-server trap
authentication

-/BKNOYEHO —
no snmp-server enable traps OTkAtoyaeT oTnpasky SNMP trap-coobueHuii.
ipv6 ospf
snmp-server enable traps erps BrntouaeT otnpasky SNMP trap-coobuieHnin npotokona ERPS.
no snmp-server enable traps -/BKAIO4EHO Otkntovaet otnpasky SNMP trap-coobueHnii npotokona ERPS.
erps
snmp-server trap PaspewaeT nepesasatb coobLueHMA trap-cepBepy, KOTOPbIN He Npo-
authentication wen ayteHTUdMKaumio.
-/paspelueHo

3anpelyaeT nepeaaBatb coobuieHnA trap-cepBepy, KOTOPbI He Npo-
Lwen ayTeHTUDUKaumio.

snmp-server contact text

no snmp-server contact

text: (1..160) cumBonos

OnpegenseT KOHTAKTHY MHGOPMaLMIO YCTPOWCTBA.

Yaansaet KOHTaKTHY MHbOPMaLMIO YyCTPOICTBa.

snmp-server location text

no snmp-server location

text: (1..160) cumBonos

Onpegenset MHGOPMALLMIO O MECTOMOIO}KEHUN YCTPOMCTBA.

Ypansetr uHGOPMaUmIo O MECTOMNO/IOKEHMM YCTPOMCTBA.

snmp-server set
variable_name namel valuel
[name2 value2 [...]]

variable_name, name,
value Ao/IKHbI
3aJaBaTbCA B
COOTBETCTBUU CO

MNo3BoNAET YCTAaHOBUTb 3HAYEHUNA NepemMeHHbIX B 6ase aaHHbIX MIB
KOMMyTaTopa.

- variable_name — nma nepemeHHO;

- name, value — napbl COOTBETCTBUI MMA — 3HAYEHMUE.

no snmp-server enable traps
dhcp-snooping limit clients

cneundukaumen

snmp-server enable traps Bkatouaet otnpasky SNMP trap-coobuieHunit no cobbituam login/
authentication logout/reject.

-/BKNOYEHO .
no snmp-server enable traps OtkntoyaeT otnpasky SNMP trap-coobuieHni.
authentication
snmp-server enable traps BKkatounTb oTnpaeky SNMP trap-coobuweHnii Npy AOCTUNKEHMM Mpe-
dhcp-snooping limit clients AeNbHOro KoAnyecTsa NoAKAtoYeHHbIX DHCP-KiveHTOoB.

-/OTKNIOUEHO

OTKAtounTb oTnpaBky SNMP trap-coobLuieHuit.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabnnua 188 — KomaHabl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

snmp trap link-status

no snmp trap link-status

-/BKAtOYEHO

BkntoyaeT otnpasky SNMP trap-coobLieHnin Npu M3meHeHumn co-
CTOAHUWA HAaCTPaMBaeMoro nopra.

BbikntoyaeTt otnpaBky SNMP trap-coobuieHnii Nnpu U3MeHeHUn co-
CTOAHUA HAaCTPaMBaeMoro nopra.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma Privileged EXEC:

console (config) #

Tabnnua 189 — KomaHabl perkmuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

show snmp [vrf vrf_name | all]

vrf_name: (1..32)
CMMBOJIOB

MokasbiBaeT HacTporkn SNMP.
-vrf_name — vmaA BUpTyasnbHOW 061aCTM MapLIpyTU3aLUN.

show snmp enginelD

MokasbiBaeT maeHTUOUKaTOp nokanbHoro SNMP-ycTpoictea —
enginelD.
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HELTEX

show snmp views [view_name]

view_name: (1..30)
CMMBOJIOB

Moka3biBaeT npasuia 0603peHna SNMP.

show snmp groups

group_name: (1..30)

Moka3sbisaetr SNMP-rpynnbi.

[group_name] CMMBONOB
show snmp filters [filter_name] filter_name: (1..30) Moka3sbiBaeT SNMP-puabTpbI.
CMMBOJI0B

show snmp users [user_name]

user_name: (1..30)
CMMBOJI0B

MokasbiBaeT SNMP-nonb3oBatenei.

5.19.5 NMpomokKon yoanéHHo20 moHumopuHaa cemu (RMON)

Mpotokon MoHuTOopuHra cetn (RMON) sBnasetca pacwmpeHnem npoTtokona SNMP, nossonss
npeaocTasuTb 60nee WNMPOKME BO3MOMKHOCTU KOHTpona ceteBoro Tpadumka. Otamume RMON ot SNMP
COCTOUT B XapaKktepe cobupaemoit MHboOpmMauun — AaHHble cobupaemble RMON B nepsylo ovepeab

XapakTepusyloT TpaduK Mexay y3namum Ccetu.

NPUAOXKEHWNE YNPaBAeHUA CETbHO.

NHpopmauua, cobpaHHaa areHTom, nepegaerca B

KomaHObI pexcuma 2a06anab6HoU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnunuya 190 — KomaHabl perkuma rnobanbHOM KoOHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CMMBOJIOB;
desc_text: (0..127)
CUMBO/IOB;
name: cTpokKa

HacTpansaeT cobbiTua, MCNOb3yemble B CUCTEME YAANEHHOTO MO-
HUTOpPMHrA.

- index — nHAEKC cobbITUA;

- type — TN yBeLOMIEHWA, TEHEPUPYEMOTO YCTPOMCTBOM MO 3TOMY
cobbITuiO:

none — He reHepUpoBaTb yBeAOM/IEHUA,

log — reHepupoBaTb 3anucb B Tabauue,

trap — otcbinate SNMP trap,

log-trap — reHepMpoBaTb 3anNucb B Tabanue n otcblnatb SNMP trap;
- com_text — cTpoka coobuwectsa SNMP ana nepecbinku trap;

- desc_text — onucaHue cobbITUsA;

- name — uMa co3patens cobbITus.

Ypansaet cobbiTve, UCMNOb3yemoe B CUCTEME YAAeHHOMO MOHMUTO-
puvHra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent [type type] [startup
direction] [owner name]

index: (1..65535);
mib_object_id:
KOppeKTHbIN OID;
interval: (1..2147483647)
CeK;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: CTpoKa

HacTpavBaeT yci10BUA BblAauYM aBapUiAHbIX CUTHA/IOB.

- index — nHAEKC aBapUMHOro cobbITUSA;

- mib_object_id — vnaeHTUPUKATOP nNepemeHHOM YacT obbeKTa
OID;

- interval — nHTepBan, B TeYEHWE KOTOPOrO JaHHble OTOMPatOTCA U
CPaBHWUBAIOTCA C BOCXOAALLEN M HUCXOAALLEN rpaHULaMK;

- rthreshold — Bocxogalan rpaHnLa;

- fthreshold — HUcxoaAwWwan rpaHnLa;

- revent — UHAEKc cobbITUA, KOTOPOE MCNONbL3YeTCA NPU Nepeceye-
HUM BOCXOAALLEN rpaHuLbl;

- fevent — nHpeKc cobbiTA, KOTOPOE UCNONb3yeTcsA Npu nepeceye-
HUU HUCXOAALLEW rPaHuLbI;

- type — meTop, 0T6OPa YKa3aHHbIX NepPeMeHHbIX U NoAcyeTa 3Have-
HWA ONA CPaBHEHUA C TPaHULLAMU:

MeTop, absolute — abcontoTHoe 3HayYeHWe BblIbPaHHOM nepemeH-
HOM ByAeT cpaBHEHO C rPpaHMLEit Ha KOHLE UCCIeayemoro uHTep-
Bana;
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HELTEX

no rmon alarm index

Metog delta — 3HayeHMe BbIbpaHHOM NepeMeHHON Mpu nocnea-
Hem oTbope ByaeT BbIYTEHO U3 TEKYLLEro 3HaYeHUA 1 pasHuua by-
OET CpaBHEHA C rpaHMLamMu (pasHMLA MeXay 3HauYeHUAMU nepe-
MEHHOW B KOHLLE M B HaYyasie KOHTPO/IbHOro MHTepBana);

- startup — MHCTPYKUMA ANs reHepauun cobbiTUl Ha NEPBOM KOH-
TPONbHOM MHTepBane. OnpesenseT Npasuaa reHepaLun aBapuii-
HbIX COBbLITUI ANA NePBOro KOHTPOILHOTO MHTepPBana NyTem CpaBs-
HEeHWsA OTOBPaHHOM NepemeHHON ¢ ofHON, NMMbo obermu rpaHu-
uamu:

- rising — reHepupoBaTb eAUHUYHOE aBapuiiHOoe cobbITUE NO BOCXO-
OALLeN rpaHmLe, ecnu 3HaYeHue oTobpaHHOM NnepeMeHHOoM Ha nep-
BOM KOHTPOJIbHOM MHTEpBane 6o/blie AM6O paBHO 3TOM rpaHuLE;
- falling — reHepupoBaTtb eguHUYHOE aBapuitHoe cobbiTUe MO HUC-
XOAALLEeN rpaHuLe, ecan 3HayeHne oTobpaHHOM NepeMeHHol Ha
NnepBOM KOHTPO/IbHOM MHTepBasie MeHblue M60 paBHO 3TOM rpa-
HUUE;

- rising-falling — reHepupoBaTb eaguHMYHOE aBapuitHOe cobbiThe No
BOCXOAALWEN M/MAN HUCXOAALLEN FpaHuLEe, ecin 3HayeHue oTo-
6paHHOW nepemeHHOM Ha NEepBOM KOHTPONbHOM WHTepBane
6onblue NMMbo paBHO BOCXOAALLEN rpaHuLe M/uan meHblue, Anbo
pPaBHO HUCXOAALWEN rPaHULLE;

- owner — Mms co3gaTesia aBapuUnHoro cobbiTus.

Ypanaer ycnoBue Bblgaun aBapuiiHbIX COBbITUIA.

rmon table-size {history
hist_entries | log
log_entries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3afaeT MakcMmasbHbI pasmep RMON-Tabauu,
- history — makcMmanbHOe K0IM4ecTBO CTPOK B TabamLe UCTOpuK;
- log — MaKcMmanbHOE KO/IMYECTBO CTPOK B Tabsimue 3anucei.
3HaueHue BCTYNUT B CWIY TOJIbKO Nocne nepesarpysku
H ycTpoiicTBa.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepdgpelica (duanasoHa uHmepgeticos) Ethernet, uHmep-

gelica 2pynnbl MOpmMos

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 191 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsl nHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aeiicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval interval]

no rmon collection stats index

index: (1..65535);
name: (0..160)
CMMBO/I0B;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cex

Bk/toyaeT GopmMMpoBaHMe UCTOPUM MO Fpynnam CTaTUCTUKU ANA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

- index — nHaekc Tpebyemoli rpynnbl CTAaTUCTUKK;

- name — BnafeneL, rpynnbl CTaTUCTUKK;

- bucket_num — 3HauyeHMe, accoLUMMpyemoe ¢ KOJIMYECTBOM AYEEK
Aana cbopa UcTopum No rpynne CTaTUCTUKK;

- interval — nepuog onpoca ana GopmMmnpoBaHUA UCTOPUM.

BbIKk/toYaeT GopMMpoBaHMe UCTOPUK NO TPYNNam CTaTUCTUKK ANA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>
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HELTEX

Tabnnua 192 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show rmon statistics {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKa3sblBaeT CTaTUCTUKY uHTepdeiica Ethernet nnbo rpynnbl nop-
TOB, UCNONIb3YEMYIO A1 YAANEHHOTO MOHUTOPUHTA.

OTob6parkaeT MHPOpMaLMIO NO 3anpallnMBaeMbiM rpynnam craTu-
CTUKM.

show rmon history index
{throughput | errors | other}
[period period]

index: (1..65535);
period:
(1..2147483647) cek

MNokasbiBaeT uctopuio Ethernet ctatuctnkn RMON.

- index — 3anpolweHHasn rpynna CTaTUCTUKK;

- throughput — nokasbiBaeT cHETYNKM NPOU3BOAUTENBHOCTU (MpPO-
NyCKHOM cnocobHocTH);

- errors — NoKa3bIBaeT CYETYMKM OWNBOK;

- other — nokasbiBaeT cueTYNKM OOPBLIBOB U KONU3NIA;

- period — NOKa3blBaeT MCTOPMUIO 33 3aNpOLUEHHbIM Nepuos, Bpe-
MEHMW.

show rmon alarm-table

MNMoka3blBaeT cBOAHYO TabanLy aBapuiiHbIX COBbITUNA.

show rmon alarm index

index: (1..65535)

MNoKa3sbiBaeT KOHOUIypaLMIO HAaCTPOMKM aBapUMHbIX COBbLITUIA.
-index — HAEKC aBapUinHOro cobbITuA.

show rmon events

MNokasbiBaeT Tabanuy cobbITnil yaaneHHoro MoHuTopuHra RMON.

show rmon log [index]

index: (0..65535)

Moka3sblBaeT TabauLy 3anvcen yaaneHHoro MoHMTopuHra RMON.
- index — nHAEKC cObbITUA.

[pumepbl 8b1M0MHEHUS KOMAHO

MokasaTb ctaTUCTMKY 10 nHTepdeliica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10

Dropped: 8
Octets: 878128 Packets: 978
Broadcast: 7 Multicast: 1
CRC Align Errors: 0 Collisions: 0
Undersize Pkts: 0 Oversize Pkts: 0
Fragments: 0 Jabbers: 0
64 Octets: 98 65 to 127 Octets: 0
128 to 255 Octets: 0 256 to 511 Octets: 0
512 to 1023 Octets: 491 1024 to 1518 Octets: 389
Tabnnuya 193 — OnucaHune pesynbTaToB
Mapamemp OnucaHue
Dropped Konnuectso 3a4eTeKTUPOBaHHbIX COBbITUIM, KOraa NnakeTbl 6bl1M OTOPOLLEHDI.
Octets Konnuectso 6aiT aaHHbIX (BKAtOYasa 6aliTbl NIOXMX NAKETOB), NPUHATLIX U3 CETU (MCKAKoYan
dpelimoBble 6BUTbI, HO BKAOYasA BUTbI KOHTPOLHOW CyMMbI).
Packets Konnuectso NpUHATLIX NAKETOB (BK/AOYas NAOXME, LUMPOKOBELLATEIbHbIE U MHOTOaApecHble
nakertbl).
Broadcast KonmuecTso NPUHATBLIX LWMPOKOBELLATE/IbHbIX NAaKETOB (TO/IbKO KOPPEKTHbIE MaKETbI).
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HELTEX

Multicast

Konnyectso NPUHATLIX MHOFOaApeCHbIX MakeToB (TOlleO KOPpPEKTHbIE FlaKETbI).

CRC Align Errors

KonnyectBo NpUHATLIX MAaKeTOB A/IMHON OT 64 a0 1518 6alT BKAOYMTENBHO, MMEIOLWNX He-
BEPHYIO KOHTPO/IbHYIO CYMMY NNMBO C LLeNIbiM YNCIOM AT (OLIMBKM NPOBEPKN KOHTPObHOM
cymmbl — FCS), nnbo ¢ HeuenbiMm ynciom 6ainT (ownbKM BbipaBHMBaHMA — Alignment).

Collisions

OueHKa Konn4yecTsa KoNAM3Nn Ha aaHHom Ethernet-cermenTe.

Undersize Pkts

KonmuecTBo NPMHATLIX NAKETOB AJIMHOM MeHbLie 64 6aliT (McKNtoYasa dpermoBble 6UTbI, HO
BK/1t0YAA BUTbI KOHTPONBHOM CYMMbI), HO B OCTa/IbHOM NPaBWUIbHO CGOPMUPOBAHHBIX.

Oversize Pkts

Konnuectso NpuHATLIX NaKeToB AanHoN 6onblie 1518 6aiT (McKtovas dppeimoBblie 6UTDI,
HO BK/I104as BUTbI KOHTPOJILHOM CYMMbI), HO B OCTa/IbHOM MPaBUAIbHO CHOPMUPOBAHHBIX.

Fragments

KonmuecTBo NPMHATLIX NAKETOB AJIMHOM MeHblie 64 6aliT (McKAtoYasa dpermoBble BUTbI, HO
BK/1104AA BUTbl KOHTPOJIbHOWM CYMMbl), MMEOLIMX HEBEPHYIO KOHTPOJIbHYO cymMmy nbo c Le-
JibIM Yncnom 6anT (oWMBKM NPOBEPKM KOHTPONLHOM cymMbl — FCS), 1Mbo ¢ HeLenbim Ynciom
6anT (oWwmnbKKM BbipaBHMBAHUA — Alignment).

Jabbers

Konunyectso NpuHATLIX NakeToB AMHON 6osbwe 1518 6anT (Mckntoyas dpelimoBble 6UTHI,
HO BK/t0Yas BUTbl KOHTPOJIbHOW CYMMbI), UMEIOLLMX HEBEPHYHO KOHTPOJIbHYHO CYMMY NGO C
uenbiM ynciom 6aiT (oWMBKM NpoBEpPKU KOHTPONbHOM cymMmbl — FCS), b0 ¢ Heuenbim Ymc-
nom 6aiT (oWwnbKM BbipaBHUBaHMA — Alignment).

64 Octet

KonmuectTBo NpuHATLIX NaKeToB (BK/AKOYas Mioxue NakeTbl) gAvHOW 64 6aliTa (McKAoYas
dperimoBble 6UTbI, HO BKNHOYAA BUTbI KOHTPONLHOM CyMMbI).

65 to 127 Octets

Konnyectso NpUHATLIX NaKeTOB (BK/oYasa Naoxue nakeTbl) AAMHON OT 65 Ao 127 6aiT BKAtO-
YUTENbHO (UCKAtoYas dpelimoBble BUTbI, HO BKAKOYAA BUTbI KOHTPONLHOMN CyMMbl).

128 to 255 Octets

KonimuecTBo NpMHATBLIX MAKeToB (BK/IOYan NaoxXue nakeTbl) 4ANHOM OT 128 Ao 255 6aiT BKAtO-
YnTeNbHO (UCcKNoYasa GppelrimoBble BUTbI, HO BKAOYAaA BUTbI KOHTPONLHOMN CyMMbl).

256 to 511 Octets

KonnuecTso NpMHATBLIX NAaKeTOB (BK/l0Yas NI0XMeE NaKeTbl) 4ANHOM OT 256 Ao 511 6alT BKAtO-
YUTENbHO (UCKAtoYas dpelimoBble BUTbI, HO BKtOYAA BUTbI KOHTPOALHON CyMMbl).

512 to 1023 Octets

KonmuectTBo NpUHATLIX NaKeToB (BKAOYAA Naoxue nakeTbl) anavHol oT 512 go 1023 6auT
BK/IIOYMTENbHO (MCKNtouan GpeimoBble BUTbI, HO BKIOYas BUTbI KOHTPOJIbHOM CyMMbl).

1024 to 1518 Octets

Konnuyectso NpuHATLIX NAaKeToB (BKAOYas niaoxue nakeTbl) gnnHok ot 1024 go 1518 6ait
BK/IIOYMTENbHO (MCKAtouan dpeimoBble BUTbI, HO BKAOYAn BUTbI KOHTPOJIbHOM CYyMMbI).

MoKas3aTb MHGOPMaLMIO NO rpynnam CTaTUCTUKK Aaa nopTa 8:

console# show rmon collection stats tengigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples Owner
1 te0/8 300 50 50 Eltex
Tabanuya 194 — OnucaHue pesynbTaToB
Napamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYHOLLMIA 3annChb.
Interface Ethernet-uHtepdeiic, Ha KOTOpPOM 3anyLLeH onpoc.
Interval MHTepBan B CEKYHAAX MEXAY ONpocamu.

Requested Samples

3anpoLeHHoe KOIMYeCTBO OTCYHETOB, KOTOPOE MOMKET 6bITb COXpaHeHo.

Granted Samples

PaspeweHHoe (OCTaBLIJeeCFI) KONIn4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpPaHeHo.

Owner

Bnageneu gaHHoOM 3anucu.
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HELTEX

MoKa3aTb CYETUYMKM NPONYCKHOM CNOCOBHOCTU ANA rPpynMbl CTaTUCTUKK 1:

console# show rmon history 1 throughput

Sample set: Owner: MES
Interface: tel/0/1 Interval: 1800
Requested samples: 50 Granted samples: 50

Maximum table size: 100

Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabanuya 195 — OnucaHune pesyabTaTos
Mapamemp OnucaHue

Time [aTta 1 BpemaA co3gaHma 3anmcu.

Octets KonmyectBo 6aiiT gaHHbIX (BKAOYan 6aliTbl NIOXMX NAaKETOB) NPUHATLIX U3 CETU (UCKAoYas
dperimoBble 6UTLI, HO BKOYAA BUTbI KOHTPOIbHOM CYMMbI).

Packets Ko/iMyecTBo NPMHATLIX NAKETOB (BK/tOYas NAOXME NaKeTbl) B Te4eHMe nepmosa popmmupo-
BaHMA 3anucu.

Broadcast Ko/iiMyecTBO NpUHATLIX XOPOLIMX MaKeToB B TeyeHWe nepuoga GOpPMUPOBaHMA 3anucu
HanpaB/ieHHbIX Ha LUMPOKOBELATE/IbHbIE agpeca.

Multicast Ko/iMyecTBo MPUHATLIX XOPOLIMX MAKETOB B TeuyeHWe nepuona GopmMMpPOBaHMA 3anucu
HanpasAeHHbIX HA MHOroaApecHble agpeca.
OueHKa cpeaHei NponycKHOM cnocobHOCTN GU3NYECKOTo YPOBHA Ha AaHHOM UHTepdelice

Utilization B TeyeHue nepmoaa GopmmnpoBaHua 3anucu. MponyckHasa cnocobHOCTb OLEHMBaETCA Be-
JIMYNHOM [0 TbICAYHOM NPOLEHTa.
Ko/iMyecTBo NpUHATBIX B TeYeHWe nepmnoaa GopmMmMpoBaHMa 3anmncy NakeTos AJANHON oT 64

CRC Alien 40 1518 6alAT BKNHOYMTENbHO, MMEIOLLNX HEBEPHYHO KOHTPOJIbHYIO CYMMY B0 C Lenbim

& ynciom 6anT (OWMBKM NPOBEPKU KOHTPOAbHOM cymmbl — FCS), nnbo c Heuenbim Ynciom

6ainT (oWKM6KK BbipaBHMBaAHMA — Alignment).

Collisions OueHKa Ko/iyecTBa KONM3uIA Ha gaHHoMm Ethernet cermeHTe B TeueHue nepuoda dop-

MUPOBAHUA 3aMuncu.

Undersize Pkts

Konnyectso NpuHATLIX B TedeHne nepuoga GOpMMPOBAHMA 3anuCcK MaKeToB ANMHOMN
MeHblle 64 6aiT (ckNoYan dpermoBble BUTbI, HO BKAKOYAs BUTbI KOHTPOJIbHOW CyMMbl),
HO B OCTa/IbHOM MPaBUIbHO CHOPMMUPOBAHHBIX.

Oversize Pkts

Ko/iMyecTBo MpUHATLIX B TedeHue nepuoda GpOpMUMPOBaHMA 3anUCKU NaAKeTOB AJIMHOM
6onbwe 1518 6alT (McKkaoyaa ¢permoBble BUTbl, HO BKAOYAA OUTbI KOHTPOJbHOM
CYMMbl), HO B OCTa/lbHOM NPaBMIbHO CHOPMMUPOBAHHbIX.

Fragments

Konnyectso npuHATLIX B TedeHue nepuoga GOpPMMPOBAHMA 3anuCcK MaKeToB ANMHOMN
MeHbLue 64 6aiT (McKkAtoYan ppeirmoBble BUTbI, HO BKIOYAs OBUTbI KOHTPOIbHOW CYMMbl),
MMEIOLMX HEBEPHYH KOHTPOJIbHYK CyMMY IGO0 C uenbiM Yymciom 6anT (owmbku npo-
BEPKM KOHTPO/IbHOM cymmbl — FCS), 1nbo ¢ HeuenbiMm Ynciom 6anT (owmbKM BbipaBHUBA-
Hus — Alignment).

Jabbers

Ko/iMyecTBo MpUHATBIX B TedeHue nepuosa GoOpMUMpPOBAHMA 3anmMCK MNAKETOB AJIMHOM
6onblwe 1518 6aiT (Mcknovaa ¢peilmoBble BUTbI, HO BKAKOYAA GUTbl KOHTPOAbHOM
CYMMbl), UMEIOLLNX HEBEPHYHO KOHTPOJIbHYIO CYyMMY IGO0 C LLeIbiM Ynciom 6anT (owmbKm
NpPOBEPKU KOHTPOJIbHOM cymmbl — FCS), anbo ¢ Heuenbim yncnom 6anT (owWMBKN Bbipas-
HuBaHusA — Alignment).

Dropped

KonnyecTBo 3afeTEKTUPOBAHHbLIX COObLITUIM, Korga nakeTbl ObinM OTOpPOLIEHDbI B TeYeHUE
nepuoaa GopmmnpoBaHuUa 3anucu.
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HELTEX

MoKasaTb cBOAHYIO TabAnLYy CUrHaN0B TPEBOTK:

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabanuya 196 — OnucaHune pesyabTaTos

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO AEHTUOULMPYIOLWKIA 3aMUCh.
(0]]D] OID KOHTPONMPYEMOI NepeMeHHON.
Owner Monb3oBaTenb, CO34aBLUMI 3aNUCh.

MoKa3aTb KOHUIypaLuto aBapuitHbIX COBLITUI C MHAEKCOM 1:

console# show rmon alarm 1

Alarm 1

Interval:

Owner: CLI

Sample Type:
Startup Alarm:
Rising Threshold:
Falling Threshold: 78
Rising Event:
Falling Event:

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

delta
rising

8700000

Tabnnuya 197 — OnucaHune pesynbTaToB

Mapamemp

OnucaHue

OoID

OID KOHTpPO/IMpYyEMOI NepeMeHHOMN.

Last Sample Value

3Ha4yeHMe NnepeMeHHOM Ha NocieLHeM KOHTPOIbHOM MHTepBane. Ecnv metog otbopa ne-
pemeHHbIx absolute — To 310 abcontoTHOe 3HaYeHne nepemeHHoin, ecau delta — 1o pas-
HULA MeXKAy 3HAYEHUAMMN NepeMeHHOM B KOHLLE M B HaYa/ie KOHTPOIbHOFO MHTEpBaa.

Interval

MHTepBan B CEKYHAAX, B TEYEHWE KOTOPOro AaHHble OTOMPAIOTCA U CPAaBHMUBAKOTCA C BEPX-
Hen N HUXKHEM rpaHuLLamu.

Sample Type

MeTog oTbopa yKasaHHbIX NepemeHHbIX U MoAcYeTa 3HaYEHUA AN CPABHEHUSA C rpaHu-
uamu. Metog, absolute — abcontoTHoe 3HayeHMe BbIbpaHHOW NepemeHHoON byaeT cpas-
HEHO C rpaHuLLei Ha KoHLe uccnesyemoro nHTepeana. Metog, delta — 3HaueHue BbIbGpaH-
HOl NepemeHHOM Npu nocnesHem oTbope ByaeT BbIUTEHO M3 TEKYLLEro 3Ha4YeHus, U pas-
HMUa ByaeT cpaBHeHa C rpaHnLamm (pasHMLa MeKAy 3HaYeHUAMMU NepemeHHOMN B KoHLe
1 B Ha4yasie KOHTPOJIbHOrO UHTEPBaNa).
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HELTEX

Startup Alarm

WHCTPYKUMA oA reHepaumm cobbiTUiA Ha NePBOM KOHTPOAbHOM UHTepBane. Onpeaenset
npasu/a reHepaunmn aBapunHbIX COBLITUI ANA NEepPBOro KOHTPOJ/IbHOrO MHTEPBaaa NyTem
CpaBHEHWs OTOBPAHHOM NepeMeHHOM ¢ 04HON, IM60 0benmm rpaHULLAMN.

rising — reHepupoBaTb eAMHNYHOE aBapUiMHOEe cobbITME MO BOCXOAALLEN FPaHULE, ecv
3HaYeHue oTobpPaHHOW NepeMeHHOM Ha NeEPBOM KOHTPO/IbHOM MHTepBasie 6obluem 1Mbo
paBHOM 3TOMI rpaHuLe.

falling — reHepupoBaTb egnHMYHOE aBapuUitHoe CobbITUE MO HUCXOAALLEN rpaHnLE, eCn
3HauyeHWe oTobpaHHON NepemMeHHOM Ha NePBOM KOHTPO/IbHOM MHTEepBasle MeHblle nbo
paBHO 3TOM rpaHuLLe.

rising-falling — reHepupoBaTb eanHuYHOE aBapuitHoe cobbiTe MO BOCXOAAWEN U/uau
HUCXOAALLEN TPAHULLE, €CNN 3HAYEeHUE OTODPaHHOM NepeMeHHOM Ha NePBOM KOHTPO/Ib-
HOM MHTepBasie 6onblue MO0 PaBHO BOCXOAALLEN rpaHuLEe, n/mam meHble 1160 pasHO
HUCXOAALLEN rPaHULLE.

Rising Threshold

3HavyeHue Bocxoasllen rpaHuubl. Korga sHayeHne oTobpaHHOM NepemMeHHON Ha npeapil-
OyUWeM KOHTPO/IbHOM MHTepBane 6bl10 MeHblle AAaHHOW TPaHuLbl, @ Ha TEKYLLEM KOH-
TPO/IbHOM MHTepBase 60/blem 60 PaBHOM 3HAYEHUIO rPaHuLbl, TOF4a eANHUYHOE CO-
6bITHeE reHepupyercs.

Falling Threshold

3HavyeHue HUCcxoaALlen rpaHuLbl. Koraa sHadeHne oTobpaHHOM nepemeHHOM Ha npeapil-
AYLEM KOHTPOJIbHOM MHTepBase 6bi10 60ablie AaHHON rPaHULbl, @ Ha TEKYLLEM KOH-
TPO/IbHOM MHTEPBasie MeHblUe IMB0 PaBHO 3HAYEHMIO FPaHMULbI, TOr4a eamHnYHoe cobbl-
TWe reHepupyeTcs.

Rising Event NHAeKc cobbITUA NCNONb3YIOLLErocs, KOraa BOCXoAALLaA rpaHnLLa nepeceyeHa.
Falling Event NHAeKC cobbITUA NCNONb3YIOLLEroCa, KOrAa HUCXOAALLLAn rpaHMLLa nepeceyeHa.
Owner Monb3oBatesib, CO34aBLUMI 3aMUCh.

MokasaTtb Tabaunuy cobbITUIN yaaneHHOro moHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabnunua 198 — OnucaHne pesynbTaToB

Napamemp onucaHue
Index NHAEKC, YHUKANbHO MAEHTUOMUMPYIOLLMIA cOBbITUE.
Description KommeHTapuit, onvcbiBalowWwmin cobbiTue.

Tun yBeLOMIEHNUSA, FeHEPUPYEMOTO YCTPONCTBOM MO 3TOMY COBbITUIO:
- none — He reHepMpoBaTb YBEAOM/IEHUS;

Type - log — reHepupoBaTb 3annch B Tabauue;

- trap — otcbinatb SNMP trap;

- log-trap — reHepupoBaTb 3anncb B Tabaunue un otcbinatb SNMP trap.

Community Ctpoka coobuiectea SNMP ana nepecbinku trap.

Owner Monb3oBatenb, CO34aBLWKMi cobbITHE.

Last time sent o
6bITU, TO 3TO 3HaYeHMe ByaeT PaBHO HYIO.

Bpema n pata reHepMpoBaHMA nocnegHero cobbiTuaA. Ecan He 6bino creHepunpoBaHO CO-

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32

241
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MNMokasaTtb Tabaunuy 3anuceit yaganeHHoro moHmtopmHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

1 Errors Nov 10 2009 18:48:33

Tabanuya 199 — OnucaHune pesyanbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3annChb.
Description KommeHTapuit, onucbiBalowWwmin cobbiTue.
Time Bpema co3gaHuAa 3anucu.

5.19.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom

MporpammHoe obecrneyeHMe KOMMYTATOPOB MO3BO/AET Paspelwmntb AMbo OrpaHnyYMTb A0CTYN K
YNpPaB/IEHNIO YCTPOMCTBOM Yepes3 onpegeneHHble nopTtbl nan rpynnbl VLAN. Ons sToi uenmn cospgarorca
cnucku pgoctyna (Access Control List, ACL) ana ynpasneHus.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOW CTPOKM pexxnma rnobanbHOM KoHbUrypaumm:
console (config) #

Tabnumua 200 — KomaHabl pexxknma rnobanbHoN KOHPUrypaumm

KomaHoa 3HayeHue/3HayeHue Aelicmeue
no ymoa4aHuro

management access-list name Co3faeT CNUCOK AoCTyna ANA ynpaBneHua. Bxog B pexunm KoHou-

rypawmm cnvcka focTyna Anas ynpasieHus.
- name: (1..32) cumsona

no management access-list YanseT cCNMCcoK AOCTyna A1 YNpaBieHus.

name

management access-class OrpaHuMuMBaeT ynpas/jeHWe YCTPOWCTBOM MO onpeaesneHHOMY

{console-only | name} cnucky goctyna (access list). AKTUBMPYET yKa3aHHbIM CNUCOK A0-
cTyna.

name: (1..32) cumsona | - console-only — ynpaBneHune ycTpoicTBOM AOCTYMHO TOIbKO C KOH-

conu.

no management access-class OTMeHseT orpaHUYeHne Ha ynpaBaeHue yCTPOMCTBOM Mo onpese-

NEeHHOMY CMUCKY gocTyna (access list).

KomaHObI pexcuma KoHgu2ypayuu cnucka docmyna 0718 ynpassaeHus

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKUMeE KOHPUIypaLmm CNcKa A0CTyNa ANA ynpaBaeHUs:

console (config) # management access-list eltex manag
console (config-macl)#
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Tabanua 201 — KomaHAabl pexnma KoHpUrypaumm cnucka AocTyna 4na ynpasaeHus

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

permit [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service ]

permit ip-source
{ipv4_address |
ibv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh)

3afaeT paspeLuatoLee ycaoBMe A8 YNPaBAAIOLWEro Crnucka 4o-
cTyna.
- service —Tvn gocTyna.

deny [gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

deny ip-source {ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh)

3agaert 3anpeLatoLee yCa0BMe 414 YNPaBAAIOLWEro CUCKa A40-
cTyna.
- service — TMn pocTyna,

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 202 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show management access-list
[name]

name: (1..32) cumBona

MoKasbiBaeT CNMCKM aocTyna (access list) ans ynpasnexus.

show management
access-class

MokasbiBaeT MHPOPMauMio 06 aKTMBHbLIX CMMCKax AOcCTyna
(access list) ans ynpasneHus.
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5.19.7 Hacmpoiika docmyna

5.19.7.1

[JaHHble KOomaHAbl

npeaHasHayeHbl

Telnet, SSH

K HEMY 419 MOHUTOPUHIA U KOHPUIypaLmm.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

ON1A  HACTPOMKM cepBepoB AOCTyna Ana ynpaBaeHus
KommyTaTopom. Moaaepkka cepsepos Telnet n SSH KommyTaTopom NO3BOAAET YAANEHHO NOAKNHOYATLCA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabanua 203 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

ip telnet server

no ip telnet server

Mo ymonyanutio Telnet
cepBep BK/OYEH

PaspewaeT yganeHHoe KOHOUIypupoBaHUE yCTPOMCTBa
yepes Telnet.

3anpelaeTt yaaneHHoe KOHPUrypupoBaHue yCTPOMCTBA
yepes Telnet.

ip ssh server [vrf vrf_name]

no ip ssh server [vrf vrf_name]

vrf_name: (1..32)
CMMBO/13/NO YMONYAHUIO
SSH cepBep OTKAOYEH BO

Bcex VRF

PaspewaeT yaaneHHoe KOHOUrypupoBaHue yCTpoucTBa
yepes SSH.
- vrf_name — vma sk3emnnspa VRF.

[o Tex nop, NOKa KAw4Y ANA WUPPOBaAHUA He
V creHepupoBaH, SSH-cepeep byaeTr HaxoauTbcA
B pe3sepse. Mocne reHepauum Kaoya (ucnonb-
3yemble KOmaHAbl crypto key generate rsa u
crypto key generate dsa) cepsep nepeiiget B
pabouee cocTosiHMe.

3anpewaeT yganeHHoe KoHdUrypupoBaHue ycTponctsaa
yepes SSH.

ip scp server

no ip scp server

no ymonyaHuto SCP-cepsep
OTK/tOYEH

PaspewaeT KonupoBaHue ¢alinos us GpannoBoro xpaHu-
VL@ KOMMYTaTOpa U Ha Hero Yepes SCP.

V SSH-cepBep Ao0/XKeH 6bITb BKAOYEH.

Bbikntouaet SCP-cepsep.

ip ssh port port_number

no ip ssh port

port_number: (1..65535)/22

TCP-nopT, ncnosnbsyembiii SSH-cepsepom.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
port-channel group | loopback
loopback_id | vlan vian_id}

no ip ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3apaet uHTepdeic ana SSH-ceccuin.

Ypansaer untepdeiic.

ipv6 ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
port-channel group | loopback
loopback_id | vlan vian_id}

no ipv6 ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3apaeT nHTepdeic gna IPv6 SSH-ceccuit.

Ypansaet untepodeiic.

ip ssh-client username username

no ip ssh-client username

username: (1..70) cumBosioB

YcTaHaBAMBaeT MMA nonb3osaTens ans SCP-ceccuid.

Ypanaet ums nonb3osatena gns SCP-ceccui.
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ip ssh-client password password

no ip ssh-client password

password: (1..70) cumBosioB

YcTaHaBAvBaeT naponb ans SCP-ceccuid.

Ypansaet naponb ana SCP-ceccuin.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymon4yaHuio
ncnosb3oBaHue ny6aMyHoro
K/toYa 3anpeLueHo

PaspeluaeT Mcnosib3oBaHWe Ny6ANYHOTO KAOYa AN BXO-
aawmx SSH-ceccui.

3anpewaeT Ucnoib3oBaHme Ny6MYHOrO KAkova AJa BXO-
aawmx SSH-ceccui.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,
aes192, aes256, arcfour,
aes128-ctr, aes192-ctr,
aes256-ctr, aes128-
gcm@openssh.com aes256-
gcm@openssh, chacha20-
poly1305@openssh.com)
/paspelueHbl Bce
aNropuMTMbI, KpOMe none

3afaeT CNUCOK pa3peLUeHHbIX aaropuTmoB LWndpoBaHUs
4na cepsepa.

BoccTaHaBimMBaeT CNUCOK paspeLleHHbIX aifopuTMoB 06-
MeHa K/1lo4amMy No yMON4YaHUHo.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal,
curve25519-
sha256@libssh.org, diffie-
hellman-group-exchange-
sha256, diffie-hellman-
groupl6-sha512, diffie-
hellman-group18-sha512,
diffie-hellman-group14-
sha256, diffie-hellman-
groupl4-shal)/
paspeLleHbl BCe MeToabl

3afaeT CNUCOK paspeLleHHbIX MeToAoB obmeHa KAto-
Yamu gaa cepsepa.

BoccTaHaBnMBaeT CNUCOK paspeLleHHbIX aJIFOPUTMOB 06-
MEHa K/04YamMM Mo YMOYAHUIO.

ip ssh password-auth

no ip ssh password-auth

Mo ymon4yaHuio BKAOYEHO

BK/IIOYAET PEXKMM ayTEHTUGMKALMM MO NAPOIO.

OTK/IIOYAET PEXUM ayTEHTUDUKALLMM MO Napoto.

crypto key pubkey-chain ssh

Mo yMONYaHMIO KAIoY He
co3gaH

BXO4MT B pemMm KoHOUrypaumum ny6anMYHoro Katoua.

crypto key generate dsa

TeHepupyeT napy Katodeit DSA — YacTHbI U NY6ANYHBIN
ona SSH-cepsuca.
V Ecnmn xota 6bl 0g4UH M3 Napbl KAloueit yxKe co-
3[aH, TO cMCTeMa NPeAsIoNKUT nepesanucaTtb
KAtou.

crypto key generate rsa

leHepupyeT napy Katoyel RSA — YacTHbIN U Ny6ANYHBIN
ona SSH-cepsuca.
V‘ Ecnu xota 6bl 0AUH U3 Napbl KAtoyeit yxke co-
3paH, TO cMcTEMa NPeAsIoKUT Mepesanucatb
KAtoY.

crypto key import dsa

encrypted crypto key import dsa

MmnopTtupyet napy Katoyeit DSA.
- encrypted — B 3awndpoBaHHOM BUE.

crypto key import rsa

encrypted crypto key import rsa

MmnopTupyeTt napy Kntoyen RSA.
- encrypted — B 3awmndpoBaHHOM BUaE.

ip http server

no ip http server

no ymonyanutio HTTP-
cepBep BKAOYEH

PaspeluaeT yganeHHoe KOHGUrypupoBaHuWe yCTpoicTea
yepes web.

3anpelaeT yganeHHoe KOHbGUrypMpoBaHue ycTpoicTea
yepes web.

ip http port port

no ip http port

1..59999/80

3apaet nopt HTTP-cepBepa.

BoccTaHaBnmBaeT 3HavyeHue no YMONYaHULO.

ip http secure-server

no ip http secure-server

no ymonyanuto HTTPS-
cepBep BKAKOYEH

Bkntouaet HTTPS-cepsep.

Bbikntoyaet HTTPS-cepsep.

ip http timeout-policy seconds
[http-only | https-only]

no ip http timeout-policy

seconds: (0..86400)/600

3apaet TalimayT HTTP-ceccum.

BoccTaHaBivBaeT 3HavYeHMe No YMOYAHUIO.

crypto certificate {1 | 2} generate

crypto certificate {1 | 2} import

leHepupyeT SSL-cepTndukar.

Mmnoptupyet SSL-cepTnduKaT, HasHaYEHHbIN LEHTPOM
cepTudUKaumu.
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no crypto certificate {1 | 2} BocctaHaBnuBaeT SSL-cepTMdMKaT Mo ymonyaHuio pns
yKa3aHHoro cepTuduKara.

/ Knioum, creHepupoBaHHble KomaHaamum crypto key generate rsa u crypto key generate
dsa, coxpaHATCA B 3aKPbITOM A/ Nonb3oBaTena ¢aitie KoHUrypauum.

KomaHObI pexcuma KoHguaypayuu nybau4Ho20 Ka4a

BuAa 3anpoca KOMaHAHOWM CTPOKM B peXxnume KOHPUrypaumnm nybaMyHoro Katoua:

console# configure
console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnunuya 204 — KomaHabl perknuma KoHourypaumm nybamMyHoro Kawoua

Komanoa 3HayeHue/3HayeHue Jeiicmeue
no ymoa4aHuro
user-key username {rsa | dsa} BXoZ B peKMM CO34aHUA UHOMBUAYANLHOIO NYy6AUYHOTO KO-
ya.

- rsa — co3aatb RSA-kntoy;

- dsa — co3gatb DSA-Kntou.

no user-key username YaanaeT ny6AnUHbIN KAOY 418 onpegeeHHoro noib3osartens.

username: (1..48)
C“MBO/IOB

Bupg 3anpoca KOMaHAHOf/‘I CTPOKU B pexnme co3gaHna nHAnBmMaAyasibHOIro I'Iy6!'IMHHOI'O KAto4a:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnumua 205 — KomaHAabl peskuma co3aaHna MHAUBUAYANbHOMO NyBANYHOIO Ktova

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymon4aHuro
key-string - Co3paet Ny6nYHbIN KNty ANA onpeaeneHHOro NoNb3oBaTens.
key-string row key_string CoszpaeT NnybAnYHbIN KoY A8 onpeaesieHHOro Nosb3oBaTtens.

BBopg, K/toua ocyLwecTBAAETCA NOCTPOUHO.
- key_string —4acTb Kntova.
[nAa Toro uTo6bI CUCTEMA NOHANA, YTO KAKOY BBEAEH
NOJIHOCTbIO, HE06X0AUMO BBeCTU KoMaHAy key-string
row 6e3 cumBonos.

KomaHOwbl pexcuma EXEC

KomaHabl JaHHOrO pasgena AOCTYMNHbl TONbKO ANA NPUBUIETUPOBAHHbIX nonb3oBaTenein.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 206 — KomaHabl pexkuma EXEC

3HaveHue/3Ha4yeHue ”
KomaHda / Aelicmeue
no ymoa4aHuro
show ip ssh MokasbiBaeT KoHdurypauuto SSH-cepBepa, a TaKkKe aKTUBHble

) Bxoaauwme SSH-ceccum.
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show crypto key pubkey-chain
ssh [username username]
[fingerprint {bubble-babble |
hex}]

username: (1..48)
cumsonos.lo
YMOIYQHUIO OTNeYaTokK
K/loYa B LWWeCTHagua-
TepuyHOM dopmare.

MokasbliBaeT NnybanyHble SSH-KA0UN, COXpaHeHHble Ha KOMMYTa-
Tope.

- username — UMA YAaNEHHOTO K/NEHTa;

- bubble-babble — otnevatok Kntoua B Koge Bubble Babble;

- hex — oTneyaTok Knto4a B WeCTHaALaTEPUIHOM KoZe.

show crypto key mypubkey
[rsa | dsa]

MoKasbiBaeT Nyb6anyHbIe KAoun SSH-KommyTaTopa.

show crypto certificate [1 | 2] -

Otobpakaet SSL-ceptnuduKatbl ana HTTPS-cesepa.

[pumepbl 8b1M0AHEHUS KOMAHO

BKntounTb cepBep SSH Ha KommyTaTope. PaspelwnTb UCnonb3oBaHWe NybanyHbIX Kntodeir. Co3aaTtb

RSA-kntou ans nonb3osaTens eltex:

console# configure
console (config) # ip ssh server

console (config)# ip ssh pubkey-auth

console (config)# crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRWPWIAl4kpgIwI9GBRoNZQZx JHKCcKL6rM1Q+ZNXE
ZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GRfpSwoQUvVV35LgJJk67I0U/zfwOl1gkTwml 750
RO9gHUJS6KWGN2QWXgh3ub8gDjTSqmuSn/WA05iDX2TExQWu0811icglk02LYciz+Z4TrEU/9FIx
wP1VQOjc+KBXuR0OjuNg5nFYsY0ZCkON/W9a/tnkmlshRE7D1i71+w3fNiOA6w9044t6+AINEICB
CCA4YcF6zMzaTlwefWwX6f+Rmt5nhhqdAtN/40Jfcel 66DgVX1gWmNzNRADYDvSzg01lDnwCACS

Oh Fingerprint:

5.19.7.2 KomaHObI KOHGu2ypayuu mepmuHana

ad4:16:46:23:5a:8d:1d:05:37:59:eb:44:13:09:33:e9

KomaHapl KOHOUIrypaumm TepmMmMHana CayKaT gas HacTPOMKM NapamMeTpoB JIOKAIbHOM U yAaneHHOM

KOHCOU.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoOm KoOHOUrypaumm:

console (config) #

Tabnunua 207 — KomaHabl pexkuma rnobanbHoM KoHGUrypauum

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aelicmeue

line {console | telnet | ssh}

BXxopg, B pexXvM COOTBETCTBYHIOLLENO TEPMUHANA (TOKaNbHAsA KOH-
CONb, YAaneHHan KoHconb — Telnet nan yaaneHHasa 3awmiLeH-
HaA KoHconb — SSH).

KomaHObI pexxuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXMUMe KOHPUIrypaLmm TepMmmnHana

console# configure

console (config) # line {console|telnet|ssh}

console (config-line) #
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Tabnunua 208 — KomaHbl pexkMuma KoHoUrypauum TepmuHana

no autobaud

3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
speed bps YcTaHaBAMBAET CKOPOCTb AOCTYMNa Mo IOKaJbHOW KOHCOAM (KO-
bps: (4800, 9600, MaHZAa AOCTYMHA TONbKO B PemMme KOHOUIypaLmmn 0KaabHOM
19200, 38400, 57600,
KOHCON).
115200)/115200 604,
no speed YcTaHaBAMBAET 3HAYEHME MO YMOMYAHMIO.
autobaud BK/to4aeT aBTOMaTMYECKOe onpeaesieHMe CKOpPoCTU AoCTyna no
NIOKaNIbHOM KOHCOM (KOMaHZa AOCTYMHA TO/IbKO B PEXKMME KOH-
-/BKAOYEHO durypaummn NoKanbHOM KOHCONN).

BbIKNtoyaeT aBTOMaTMyecKoe onpeaesieHne CKopocTn AocTyna
MO SIOKa/IbHOM KOHCON.

exec-timeout minutes
[seconds]

no exec-timeout

minutes: (0..65535)/10
MUH;
seconds: (0..59)/0 cek

3ajaeT MHTepBas, B TeYeHNe KOTOPOro CMcTemMa OXKnaaeT BBoAa
nonb3osatena. Ecan B Te4eHne AaHHOMO MHTepBaaa Mosb30Ba-
Te/lb HUYEro He BBOAUT, TO KOHCO/1b OTK/IIOYaEeTCA.

YcTaHaBAUBaeT 3HaYeHUe No YMONYAHUIO.

KomaHOwb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 209 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show line [console | telnet |
ssh]

Moka3sbiBaeT napameTpbl TepMUHaNa.

5.20 XypHan aBapuit, npoTtokon SYSLOG

CUCTeMHbIe KYPHa/bl MO3BONAIOT BECTU UCTOPUIO COBLITUIA, NPOU30LLEALLMX HA YCTPOWCTBE, a TaKKe
KOHTPO/IMPOBaTb Npousolweame cobbiTus B peasbHOM BpemMeHW. B 3KypHan 3aHoCATCA cobbiTUA cemu
TUMNOB: Ype3BblYaiHble, CUTHA/Ibl TPEBOMM, KPUTUUYECKME N HE KPUTUYECKMe ownbKu, npeaynperkaeHus,
yBegomieHus, MHGOPMaLMOHHbIE U OTNALOUHbIE.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 210 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

logging on

no logging on

-/pernctpauma
BKAIOUEHA

BK/toYaeT pernctpaumio oTNafouHbIX COOBLWEHNN U coobWweHN
06 ownbKax.

BbIKNtOYAET perncTpaumio oTAag0uHbIX COOBLWEHNN U coobweHni
06 ownbKax.
Mpu BbIKNIOYEHHOW perucTpaumumn oTnagouHble coob-
weHMa u coobweHna o6 owubkax 6yayT nepepa-
BaTbCA Ha KOHCONb.
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HELTEX

logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

[ vrf vrf_name]

host: (1..158)
CMMBO/IOB;
port: (1..65535)/514;
level: (cm.
Tabanua 211);
facility: (local0..7)/lo-
cal7;
text: (1..64) cumonos
vrf_name:(1..32)

BkntoyaeT nepepavy aBapuMHbIX U OTNAAO0YHbBIX COODOLEHUNM Ha
yBoaneHHbii SYSLOG-cepsep.

- ip_address — IPv4 nnu IPv6-agpec SYSLOG-cepBepa;

- host — ceteBoe nmsa SYSLOG-cepsepa;

- port — Homep nopTa ANA nepegayn coobLieHUIt No NPOToKoNy
SYSLOG;

-level — ypoBeHb BaXXHOCTW COODOLLIEHMI, NepenaBaemblx Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegaBaemas B COOBLLEHUAX;

- text — onucaHne SYSLOG-cepBepa;

- vrf_name — vma BUPTYaNbHOM 061acTU MapLIpyTU3aLUK.

no logging host {ip_address | cumBonos Yaansaer BbibpaHHbI cepBep M3 CNMcKa ncnonb3yemblx SYSLOG-
host} [ vrf vrf_name] cepBepos.
logging console [level] BkAtoyaeT nepesady aBapuiiHbIX UM OTNAA0YHbIX COOBLLEHMI Bbl-
level: (cm. 6paHHOr0 YPOBHA BaXKHOCTU Ha KOHCO/b.
Tabnnua

no logging console

211)/informational

BbIK/NlOYaeT nepeaady aBapUMHbIX UAW OTNALOUHBIX COOBLLEHMI
Ha KOHCO/Ib.

logging buffered
[severity_level]

no logging buffered

severity_level: (cm.
Tabnnua
211)/informational

Bk/itoyaeT nepeaayy aBapunHbIX UK OTNAL0UHBIX COOBLLEHWI Bbi-
6paHHOro ypoBHA BaXKHOCTU BO BHYTpPeHHUI Bydep.

BbikntoyaeT nepesayy aBapuiHbIX AW OTAAA0YHbIX COODLWEHUI BO
BHYTPEHHUI bydep.

logging cli-commands

no logging cli-commands

-/OTKNIOUEHO

BkntouaeT nornposaHme BeegeHHbIX B CLI KomaHa,.

OTKAOYaeT normposaHme BeeaeHHbIx B CLI kKomaHg,

logging buffered size size

no logging buffered size

size: (20..1000)/200

MN3MeHAeT KoIMYecTBo coobLEeHMI, 3aNOMUHAEMbIX BO BHYTPEH-
Hem bydepe. HoBoe 3HaueHUe pasmepa bydepa npumeHUTCA No-
CNe nepesarpyskun ycTpomncTea.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

logging file [level]

no logging file

level: (
Tabnuua 211) /errors

Bk/itovaeT nepesayy aBapuitHbIX UM OTNAZ0UHBIX COOBLLEHWI Bbl-
6paHHOro ypoBHA Ba*KHOCTU B daiin ypHana.

BbIK/lOYaeT nepeaayvy aBapuUnHbIX MAN OTNAL0UHBIX COOBLLEHUI B
dain KypHana.

aaa logging login

no aaa logging login

-/BKNIOYEHO

3aHOCUTb B )KYpHa/ibl COObITMA ayTeHTUdMKaLMM, aBTOPU3ALUM U
yyeta (AAA).

He 3aHOCKTb B KypHasbl COObITUA ayTEHTUDUKALMK, aBTOPU3ALNN
nyueTa (AAA).

file-system logging {copy |
delete-rename}

no file-system logging {copy |
delete-rename}

Mo ymonyaHuio
perncrpauma BkaAOYeHa

BkntoyaeT pernctpaumio cobbiTuit Gpainnosoit cuctemel.

- COpy — peruncrpaumsa coobLeHnit, CBA3aHHbIX C ONepPaLUsMmN Ko-
nuposaHua ¢annos;

- delete-rename — pernctpauma coobLLeHni, CBA3aHHbIX C yaane-
Huem $alinoB M NnepeMmeHoBaHNEM onepaLmnii.

BbIKNtoYaeT perucrpaumio cobbiTuii painnoBoli cucTembl.

logging aggregation on

no logging aggregation on

-/oTKAOYEHO

BKNtouaeT KOHTPO/Ib arperaumm syslog-coobuLieHni.

OTKANtoYaeT arperaumio syslog-coobLieHuii.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec: (15..3600)/300
CeKyHA,

YcTaHaB/MBaeT BpeMs XpaHeHWsa CrpynnupoBaHHbIX syslog-coob-
LLEeHWA.

YcTaHaBAMBaeT 3HaYeHne o YMOAYAHUIO.

logging service cpu-rate-limits

traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpv6-
snooping, igmp-
snooping, mld-snooping,
sflow, log-deny-aces,
vrrp)/-

Bkntouvaet KOHTPO/Ib OrpaHN4YeHUA CKOPOCTU BXOOALUMX Kagpos
Ana onpeaeneHHoro tmna Tpad)MKa.

OTkAntovaet iormposaHue.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

-/Het

3apaeT napameTp, KOTOpblii ByAeT Mcnonb3oBaTbCA B KayecTse
naeHTMdMKaTopa xocra B syslog-coobiieHusnx.

Mcnonb3oBaTb 3Ha4YeHME NO YMOJTHAHWIO.
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HELTEX

logging source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vian
vlan_id | oob} [ vrf vrf_name]

no logging source-interface
[ vrf vrf_name ]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)
vrf_name:(1..32)
CMMBOJI0B

Mcnonb3oBaTtb IP-agpec ykasaHHOro nHTepdeiica B KayecTse uCc-
TOYHMKa B IP-nakeTax npoTtokoaa SYSLOG.
- vrf_name — vma BUPTYanbHOM 061acTU MapLIpyTU3aLUK.

Ucnonb3oBaTth IP-agpec ucxogauwero nHtepdelica.

logging source-interface-ipvé
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback_id | vlan
vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)
vrf_name:(1..32)
CMMBOJI0B

Ucnonb3oBaThk IPv6-agpec yKazaHHOro MHTepdelica B KayecTse Uc-
TOYHMKa B IP-nakeTax npoTtokoaa SYSLOG.
- vrf_name — vma BUPTYanbHOM 061acTU MapLIpyTU3aLUM.

no logging source-interface-
ipv6

Ucnonb3osaTth IPv6-agpec ucxoasaiero nHtepdeica.

Kaxxaoe cooblieHne nmeeT cBOM ypoBeHb BaXKHOCTU — B Tabauue 211 npuseaeHbl TUMNbI COOBLLEHWI
B nopAaKe ybbiBaHNA NX BaXKHOCTU.

Tabnmua 211 — Tunbl Ba’KHOCTN COOBLLEHUI

Tun eaxcHocmu coobujeruli

OnucaHue

YpesBblualiHble (emergencies)

B cucteme npousowna Kputuyeckas OLLIVI6Ka, CncTtema MoXet pa6OTaTb
HenpaBuaAbHO.

CurHansl Tpesoru (alerts)

HEO6XOLI,VIMO HemegneHHoe BMmelaTesibCTBO B CUCTEMY.

Kputnueckme (critical)

B cucteme nponsowna Kputnyeckan owmnbKa.

OwunbouHble (errors)

B cucteme npounsowna owunbKa.

MpeaynpexaeHus (warnings)

MpeaynpexaeHune, HeaBapuinHoe coobLuLeHue.

Yeseaomnenus (notifications)

YBefoMaeHUe cucTeMbl, HeaBapuitHoe cooblieHume.

MHdopmaumoHHblie (informational)

MHdopMaLMOHHbIE COOBLLEHMA CUCTEMDI.

OthapouHble (debugging)

OTnagouHble coobleHns, NPeaoCTaBAoT Nob30BaTeN0 UHGOPMaLMIO
AN KOPPEKTHOM HAaCTPOMKM CUCTEMDI.

KomaHOwbI pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 212 — KomaHaa pexkmma Privileged EXEC gns npocmoTpa daina KypHana

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

clear logging

Ypansaert Bce coobuieHns us BHyTpeHHero bydepa.

clear logging file

Ypansaert Bce coobuieHuns us danna xKypHana.

show logging file

OTObparkaeT cOCTOAHME KypHana, aBapuiiHble U OTAAL0YHbIE CO-
obLeHun, 3anncaHHble B daline KypHana.

show logging

OTOb6parkaeT coCToAHME KypHana, aBapuitHble U OTNaJ04Hble CO-
06LeHNn, 3anncaHHble BO BHyTpeHHeM bydepe.

show syslog-servers

OTO6parkaeT HaCTPOMKK AN YAANEHHBIX Syslog-cepBepos.
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HELTEX

show syslog-servers vrf_name:(1..32) OTob6parkaeT HaCTPOMKM ANA yaaNnéHHbIx syslog-cepsepos.
[ vrf {vrf_name | all}] CMMBO/OB - vrf_name — ums BUPTyanbHON 061aCcTN MapLLpyTU3aLmUm

[pumepbl UC016308AHUS KOMAHO

Bkntountb perncrpauyuio OLINBOYHbIX COO6LLI,€HVI171 Ha KOHCOU:

console# configure
console (config)# logging on
console (config)# logging console errors

OumncTnTb dain KypHana:

console# clear logging file
Clear Logging File [y/n]ly

5.21 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

®PyHKUMA 3epKanpoBaHMA MNOPTOB MpefHasHayeHa ANA KOHTPOAA ceTeBoro Tpaduka nytem
MepecbINKKU KOMUIN BXOAAWMX U/MAN UCXOAALLMX NAKETOB C OAHOMO WM HECKOJIbKUX KOHTPO/IMPYyEMbIX
NMOPTOB Ha O4MH KOHTPOMPYHOLWMIA NOPT.

K KOHTpoAMpyloLeMy NopTy NPUMEHSAIOTCA CleaytoWwmne orpaHuYeHns:
— [opT HE MOXKET HbITb KOHTPOIMPYIOWMM N KOHTPOMPYEMbIM NOPTOM OAHOBPEMEHHO;
— [opT He MOXKET 6bITb Y1EHOM rPYNMNbl MOPTOB;
—  IP-uHTepdelc AoNKEH OTCYTCTBOBATL A/1A 3TOro NopTa;

— MpoTtokon GVRP gonkeH 6bITb BbIKAKOYEH Ha 3TOM MOPTY.

K KOHTpOAKpyembIM NOPTam NPUMEHAIOTCA cneylowme orpaHuyeHua:

MopT He MOXKeT BbITb KOHTPOUPYHOLLMM M KOHTPOJIMPYEMbIM NOPTOM OAHOBPEMEHHO;
—  CywecTByeT orpaHuyYeHue Ha 7 ceccuii 3epKaanpoBaHna: Nno 8 3epKannpyemblx MHTepdeicos (nop-
ToB Mam VLAN) B KaxKaou.

V 3epKanuposaHue VLAN BO3MOXKHO TONIbKO B NepBOM ceccum

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHoM KoHdUrypaumm:
console (config) #

Tabnunua 213 — KomaHabl pexkrma rnobanbHoOM KoOHGUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4yaHuro
monitor session session_id YKa3blBaeT 3epKaaupyioLLmMii NopT A1 BbIGPAHHOMN CeCCMU MOHUTO-
destination interface puHra.
gigabitethernet gi_port | session_id: (1..7); - network — no3BonseT BeCcTM 06MeH AaHHbIMMU.
tengigabitethernet te_port | gi_port: (1..8/0/1..48);
twentyfivegigabitethernet te_port: (1..8/0/1..48);
twe_port | twe_port:
hundredgigabitethernet (1..8/0/1..120);
hu_port [network] | hu_port: (1..8/0/1..32);
port-channel group [network] group: (1..128)
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HELTEX

no monitor session session_id
destination

Bblk/lOYaeT QGYHKLUMIO MOHWTOPUHIA Ha HacTPaMBaemMoOM MUHTep-
delice.

monitor session session_id
destination remote vlan
vlan_id reflector-port
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |

port-channel group [network]

no monitor session session_id
destination

vlan_id: (1..4094);
session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

YKa3sblBaeTca cay»KebHbli vian ana 3epkanvposaHusa Tpaduka c 3a-
[aHHoro pedneKkTop-nopTa A1 BbiI6paHHOM ceccuu.

- remote vlan — cnyxe6bHbili vian ana 3epkannpoBaHns TpaduKa;

- reflector-port — dp13myeckmnii NopT 4Na nepesaym sepKkaanpyemoro
TpaduKa, Ha 3TOM UHTEpdelice He JomKeH Bbin nponucaH remote
vlan.

BbikNtovaeT QYHKLMIO MOHWTOPWHFA Ha HacTpaMBaemoMm UHTep-
delice.

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port [rx | tx | both]

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

[Job6aBnaeT ykasaHHbIN 3epKannpyemblii NOPT AN BbibpaHHOM cec-
CUN MOHUTOPUHTA.

- X — KOMMPOBaTb NakKeTbl, MPUHATbIE KOHTPOANPYEMbIM NOPTOM;

- tX — KOnMpoBaTb NaKeTbl, NepeAaHHble KOHTPOIMPYEMbIM NOPTOM;
- both — KonMpoBaTb BCce NakeTbl C KOHTPOANPYEMOrO NoOpTa.

BblK/MOYaeT GYHKLMIO MOHWMTOPMHFA Ha HacTpPaMBaemMoOM MHTep-
delice.

monitor session session_id
source vlan vian_id

no monitor session session_id
source vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[Oob6aBnaeT yKasaHHbI 3epKkanupyemblit vian gns BbibpaHHOW cec-
CUM MOHWUTOPUHTA.

BbIk/tOYaeT QYHKLMIO MOHWTOPUHIA Ha HacTPaMBaeMOM UHTEp-
deiice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[lo6aBnser B KauecTBe UCTOUHMKA Vlan ¢ yxKe paHee 3epKanupyembim
TpadpuKom AN BbIGBPaHHOMN Ceccum MOHUTOPUHTA.

BblkntouaeT QYHKLMIO MOHWMTOPWMHIA Ha HACTPaMBAaEeMOM UHTep-
deiice.

5.22 ®yHKuma sFlow

SF|0W-T€XHOJ’IOI'VIF|, No3B0O/IAOWAaA OCYLLEeCTBNIATb N\OHMTOpVIHI'Tpad)VIKa B MaKETHbIX CeTAX nepeaayu
AadHHbIX NyTEM YaCTUYHOM BbI60pKVI Tpadwn(a Aana I'IOCﬂGAyiOIJ.I,Eﬁ MHKancynaumnm B cneynanabHble c006u.|,e-

HUA, nepeaaBaemMble Ha CepBep c6opa CTaTUCTUKWN.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe rn106anbHOM KOHPUrypaLmm:

console (config) #
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HELTEX

Tabnuua 214 — KomaHap! pexkmma rnobanbHoin KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue

no ymon4aHuro

Aeiicmeue

sflow receiver id
{ipv4_address | ipv6_address |
ipv6z_address | url} [port port]
[max-datagram-size byte] [vrf
vrf_name]

no sflow receiver id

id: (1..8);
port: (1.. 65535)/6343;
byte: nonoxutenoHoe
uenoe 4ncno/1400;
dopmart ipv4_address:
A.B.C.D;
dopmart ipv6_address:
XX Xi XX,

3apaeT agpec cepsepa cbopa cratucTmkm sflow.

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — pOMeHHOe UMA XocTa;

- port — Homep nopTa;

- byte — makcMManbHoe KonmyecTBo 6aiT, KoTopoe MOXKeT BbITb OT-
NpaBAeHO B OAMH NaKeT AAHHbIX;

- vrf_name — umsa BUPTyasibHOM 061aCTU MapLUpPYTU3aLUN.

dopmart ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumeonos;
vrf_name: (1..32) cum-
BOJIOB

Yaansaet agpec cepsepa cbopa ctatnctuku sflow.

sflow receiver {sourceinterface
| sourceinterface-ipv6} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel | group
| loopback loopback id | vlan
vlan_id | oob} [vrf vrf_name]

hu_port: (1..8/0/1..32);

no sflow receiver {source-in-
terface | sourceinterface-ipv6}
[vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);

loopback_id: (1..64)
group: (1..128);

3apaeT nHTepdeiic ycTpoicTsa, IP-agpec KoToporo 6yaet ncnosb3o-
BaTbCA MO YMONYAHUIO B KayecTBe agpeca MCToYHMKa cbopa ctaTu-
CTUKM.

vrf_name: (1..32) cum-
BOJIOB

Yaansaer aBHoe 3aaaHne nHtepdeiica, c agpeca KOToporo byaeT oT-
NpaBAATbCA cTaTUCTUKaA sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkume KoHpurypaumnm nHtepdelica Ethernet:

console# configure
console (config) # interface { tengigabitethernet te port | }
console (config-if) #

Tabnunua 215 — KomaHabl perknuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (1..8);
bytes: (20..256)/128
6anT

3afaeT cpesiHIo CKOPOCTb BbIBOPKM NaKeToB. MTOroBas CKOPOCTb
BbIGOPKM cumTaetca Kak 1/rate*current_speed (current_speed —
TEKyLLasA CPeaHANR CKOPOCTb).

- rate — cpefiHAA CKOPOCTb BbIBOPKM NaKeToB.;

- id — Homep sflow-cepBepa;

- bytes — MaKCMManbHOE KOIMYECTBO b6alT, KOTopoe byaeT cKonu-
posaHo 13 o6pasua nakera.

OTKNIOYAET CYETYMKM BbIBOPKM Ha NOPTY.

sflow counters-sampling sec id

no sflow counters-sampling

sec: (15..86400)
CEeKyHZ;
id: (0..8)

Onpegenser MakCUMasbHbIA MHTEPBaa MeXAy YCnelwHbIMKU Bbl-
60pKamMu NaKeToB..

- Sec — MaKCUMasbHbI UHTEPBAN MeXay BbIBOpKaMM B CEKYHAAX;
- id — Homep sflow-cepsepa (3agaetca komaHgol sflow receiver B
rno6anbHOM pexnme KoHUrypaumm).

OTKNIOYAET CYETYMKM BbIBOPKM Ha NOPTY.
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KomaHObi pexcuma EXEC

3anpoc KomMaHAHOM CTPoKM B pexkxume EXEC nmeet cneaytowmin BuAa;
console>

Tabnunua 216 — KomaHabl, 4OCTYNHbIe B pexkmume EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

show sflow configuration BbiBOAMT HacTpoiku sflow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

clear sflow statistics Ounwaet ctatuctnky sFlow. Ecam mHTepdeic He ykasaH, Ko-
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | maHAa O4YMLLAET BCE CYETYMKM CTaTUCTUKK SFlow.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32)
hu_port]

show sflow statistics Otobparkaet cTatUcTUKy sFlow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port]

[pumepbl 8b1M0AHEHUS KOMAHO

YctaHoBuTb IP-agpec 10.0.80.1 cepsepa 1 ana cbopa cratuctukm sflow. Ana ethernet-uHtepdelicos
te1/0/1-te1/0/24 yctaHOBUTbL CPeAHIO CKOPOCTb BbIBOPKM NakeTos — 10240 K6UT/C U MaKCUMaNbHbINA WH-
TepBaa MeXay ycrnelwHbiM1 BbibopKamu nakeTos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range) # sflow flowing-sample 10240 1
console (config-if)# sflow counters-sampling 240 1
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5.23 PyHKUUM ANArHOCTUKUN PU3NYECKOrOo YPOBHA

CeTeBble KOMMYyTaTOpbl COAEPKAT annapaTHble M MNPOrpaMMHble CpeacTBa AAS8 LMATHOCTUKM
dunsnyeckmx nHTepdeincoB 1 INHKIK CBA3KN. B nepeyeHb TECTUPYEMbIX NAPAMETPOB BXOAAT Cneaytolwme:

[ns aneKkTpuyecknx nHTepdencos:

—  AJIMHa Kabens;
—  paccTosiHMe /10 MecTa HeMcnpaBHOCTU — 06pbIBa UKW 3aMblKaHUA.

Ons onTnyecknx nHtepoeicos 1G n 10G:
— napameTpbl NUTAHUA — HANPAXKEHNE U TOK;

— BbIXOAHaA oNTU4YeCKaA MOLWHOCTb,
— ONTU4eCKaAa MOLWHOCTb Ha npueme.

5.23.1 flJuazHocmuKa medHo20 Kabensa

KomaHOb1 pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeet cnepytowmii Bua;
console>

Tabnuua 217 — KomaHAabl AMArHOCTUKM MeHOTo Kabens

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
no ymoa4yaHuro
test cable-diagnostics tdr BbINONHWUTL BUPTYyanbHOE TeCTUpPOBaHWe Kabens A yKasaHHOro
[all | interface gigabitethernet gi_port: (1..8/0/1..48) uHTepdenca.
gi_port ] - all — gns Bcex uHTepdeiicos.
show cable-diagnostics tdr OT06pasuTb pesynbTaTbl NOCAEAHEr0 BUPTYaNbHOrO TECTUPOBAHUA Kabens
[interface gigabitethernet gi_port: (1..8/0/1..48) | ANA yKasaHHOTO UHTepdeiica.

gi_port ]

OT06pa3nTb NPeANoN0KNUTENbHYIO AUHY Kabens, NOAKNHUYEHHOro
K yKasaHHOMYy MHTepdeiicy (ecam Homep MopTa He 3a4aH, TO Ko-
MaHZa BbINOAHAETCA A4/1A BCEX NOPTOB).
WHTepdeiic aonKeH 6biTb aKTUBHLIM U paboTaTtb B pe-
ume 1000 M6ut/c nam 100 M6ut/c. marHoctuka noa-
AeprKUBaeTca ToNbKo Ha UHTepdeiicax GigabitEthernet.

show cable-diagnostics cable-
length [interface gi_port: (1..8/0/1..48)
gigabitethernet gi_port]

[Mpumep 8bIM0AHEHUS KOMAHObI

MpoTtectnposaTb nopt gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

5324#test cable-diagnostics tdr interface gi0/1

Cable on port gil/0/1 is good
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5.23.2 luaezHocmuka onmu4yecKko2o mpaHcueepa

DyHKUMA AMArHOCTMKM MO3BOJIAET OLEHUTb TEKylllee COCTOsiHME OMTMYECKOro TpaHcuBepa U
ONTUYECKOMN NUHUU CBA3MU.

Bo3moeH aBTOMATUYECKUI KOHTPOJIb COCTOSIHMA JIMHMIA  cBA3M. [aa 3TOro  KommyTtaTop
nepmogmMyYeckn onpalinBaeT MapameTpbl ONTUYECKUX WHTepdelcoB U CpPaBHMBAET MX C MOPOrOBbIMM
3HAYEeHMAMM, 33ZaHHbIMM MPOU3BOAUTENAMM TPaHCUBEPOB. [pK BbIXOoAe MapamMeTpoB 3a AOMNYCTUMble
npeaenbl KOMMyTaTop GopMUPYET NPeaynpexaatoLmMe U aBapuiiHble cCOObLLEHMA.

KomaHOowbl pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;
console>

Tabnuua 218 — KomaHaa ANArHOCTUKM ONTMYECKOTO TPaHCcUBepa

3HayeHue/3HayeHue

Aeiicmeue
o yMmon4YaHuro

KomaHda

show fiber-ports OTobpakaeT pe3ynbTaTbl AMArHOCTUKM ONTUYECKOTO TpaHcuBepa.
optical-transceiver [interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | t]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

[pumep 8b1M10AHEHUS KOMAHObI:

swl# show fiber-ports optical-transceiver interface
TengigabitEthernetl/0/5

Port Temp Voltage Current Output Input LOS Transceiver
[C] [Volt] [mA] Power Power Type
[mW / dBm] [mW / dBm]
tel/0/5 33 3.28 11.45 0.28 / -5.52 0.24 / -6.11 No Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts/dBm
Input Power - Measured RX received power in milliWatts/dBm
LOS - Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Transceiver information:
Vendor name: OEM
Serial number: S1C53253701833
Connector type: SC
Type: SFP/SFP+
Compliance code: BaseBX10
Laser wavelength: 1550 nm
Transfer distance: 20000 m
Diagnostic: supported
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Tabnuua 219 — MapameTpbl AMAarHOCTUKN ONTUYECKOTO TPpaHCMBepa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcusepa.
Voltage HanpaxeHue nuTaHunA TpaHcuBeepa.
Current OTKNOHEeHMe TOKa Ha nepegave.
Output Power BbixogHaA MOLWHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MNoTepa curHana.

3Ha4yeHuA Pe3ynbTaTtoB ANAarHOCTUKKU:

— N/A - HegocTynHo;
— N/S - He nogaepxusaetca.

5.24 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHua 06 yposHe ob6cnyxunBaHua B IP-ceTax) — TEXHONOMMA aKTUBHOTO MOHUTOPWHTA,
MCNONb3YIOWAACA A8 M3MEPEHUs MapameTpoB ObICTPOAENCTBMA KOMMbIOTEPHbLIX CeTel WM KavecTsa
nepegayn AaHHbIX. AKTUMBHbIA MOHUTOPUHI NpeactaBaseT cobol MNPOAOKUTENbHYIO LMKANYECKYHO
reHepaumio Tpadumka, cbop MHPOPMaLMM O ero NPOXOKAEHUM NO CETU U BEAEHME CTAaTUCTUKN.

Ha AaHHbIM MOMEHT M3MepeHMe NapamMeTPoB CETU MOXKET OCYLLECTBAATbCA C WMCMO/b30BAHWEM
npotokona ICMP.

Mpu Kaxgom BbinosiHeHUM onepaumm ICMP Echo ycTpoiictBo oTnpasnasetr ICMP Echo request
coobLeHne Ha aapec Ha3HAYeHMA, OXKMAAET NoNyYeHUn coobieHuns ICMP Echo reply B TeyeHWe 3agaHHOIO
WMHTEpPBa/Ia BPEMEHM.

C oaHol IP SLA onepaumeit MOXKHO cBA3aTb HecKobKko 06bekToB TRACK. CoctosiHne ob6bekTa TRACK
N3MEHAETCS B MOMEHT M3MeHeHUs cocToAHKsA IP SLA onepaumm, inbo ¢ 3a4aHHON 3a4ePKKOM.

Mpu M3MEHEHUM COCTOAHMA TPEeKa BO3MOXKHO BbIMNOJIHEHME MAKPOKOMaHA. MaKpoKkomaHAabl
BbINOIHAOTCA B peXnme rnobasbHOro KoHpUrypmposaHus. [aa BbINONHEHMA KOMaHZ, pexxunma privileged
EXEC KomaHapl Heobxoammo AononHuTb npedukcom do. KomaHabl co3gaHMa Habopa MaKpPOKOMAHA,
npuseaeHbl B Tabaunue 37.

[ns ncnonbsosaHua GyHKLMM IP SLA HE06X0AMMO BbINOAHUTL CieAytoLLme AeNCTBUA:

— CospgaTb onepaumio icmp-echo 1 ckoHpUrypmupoBsathb eé.

— 3anycTuTb BbINOJIHEHWE ONepaLun.

— Co3gatb TRACK-06beKT, cBsi3aHHbI C KOHKpeTHOM IP SLA onepaunein n cKoHoUrypupoBaTtb
ero.

- I'IpM HEO6XOFI,I/IMOCTI/I, CO34aTb MaKpOChbl, BbiIMnosIHAEMbIE NPU USMEHEHUUN COCTOAHUA obbeKkTa
TRACK.

- HDOCMOTpeTb CTaTUCTUKY, Npu HEO6XOAVIMOCTVI, O4YnUCTUTL €e.
— NMpun HeO6XOAMMOCTM, NPeKpPaTUTb BbIMOJIHEHNE ONepaunn.

KomaHObI pexcuma 2n06asab6Hol KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #
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Tabnunua 220 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue
o ymosn4aHuro

Aelicmeue

ip sla operation

no ip sla operation

operation: (1..64)

MNepexoguT B pexMm KoHPurypmuposaHusa IP SLA onepaumu.
- operation — Homep onepauuu.

Ypansert IP SLA onepauuio.

ip sla schedule operation life
life start-time start-time

no ip sla schedule operation

operation: (1..64);
life: (forever);
start-time: (now)

3anyckaeT Ha BbinosHeHue |IP SLA onepauumto.

- operation — HOMep onepauuu.

- life — Bpems, B TeyeHne KoToporo onepauua byaeTt BbINos-
HATbCA.

- start-time — Bpemsa 3anycka.

Mpekpalwaet BbinonHeHue IP SLA onepaunu.
- operation — HOMep onepauuu.

track object ip sla operation
state

no track object ip sla

object: (1..64); operation:
(1..64)

Co3paeTt TRACK-06bEKT, KOTOPbIM ByaeT oTCaexunBaTb COCTON-
Hue IP SLA onepauuu.

- object — Homep TRACK-o6beKTa.

- operation — Homep IP SLA onepauumu.

Ypansaetr TRACK ob6bekT.
- object — Homep TRACK-o6beKTa.

Tabnnua 221 — KomaHgbl pexxuma co3gaHus onepaumit IP SLA

KomaHOoa

3HayeHue/3HayeHue
no yMmon4YaHuio

Aelicmeue

icmp-echo {A.B.C.D | host } [
source-ip A.B.C.D]

[ next-hop-ip A.B.C.D] [ vrf
vrf_name]

host: (1..158) cumB0oN0B;
vrf_name: (1..32) cumsona

Mepexogut B pexum KoHourypmposaHua ICMP ECHO
onepauyuu.

-A.B.C.D — IPv4-agpec y3na cetu;

- host — pomeHHOe nms y3na ceTu;

- vrf_name — nmsa BUPTyasibHOW 061acTN MapLipyTnsa-
Luu.

KomaHObI pexcuma KoHguaypuposaHusa IP SLA ICMP ECHO onepauuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypuposaHuma IP SLA ICMP ECHO:

console (config-ip-sla-icmp-echo) #

Tabnunua 222 — KomaHabl pexuma KoHpurypumposaHua onepaumm ICMP Echo

KomaHoa

3HayeHue/3HayeHue
o ymMon4YaHuUro

Aelicmeue

frequency secs

no frequency

secs: (10..500)/10 cek

YcTaHaBauBaeT yacTtoTy nosTopeHma ICMP ECHO onepauun.
- Secs — 4acToTa, B CeKYHAAX.

YcTaHaBAMBaeT 3HayYeHWe 4acToTbl I'IOBTOpEHVIVI no ymonya-
HUIO.

timeout msecs

no timeout

msecs: (50..5000)/2000 mc

YcTaHaBAMBAET ANMHY TalimayTa, Mo UCTEYEHUWU KOTOPOTO,
ecnm He npuwen ICMP-oTBeT, onepauusa byeT cUMTaThCA He-
yAa4yHoOM.

- msecs — TaikmayT, B MULIMCEKYHAAX.

YcTtaHaBAMBaeT 3HaYeHue TaﬁmayTa No YMONYaHUIO.

request-data-size bytes

no request-data-size

bytes: (28..1472)/28 6aiit

YCTaHOBWTb KOIMYECTBO 6aiiT, nepenasaembix B ICMP-nakete
B KayecTBe AaHHbIx (payload).
- bytes — KonmyecTso 6anT.

YCTaHOBWTb 3HaYeHMe KoandyecTsa 6anT no YMONYaHUIO.

DOna HopmanbHoro BbinosHeHua onepauun ICMP Echo peKomeHayeTcA ycTaHaBAMBATb 3Ha-
e YeHue YacToTbl BbINOJIHEHUA onepauumn 6oablnM, Yem 3HAYEHUE TalimayTa onepaluu.
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KomaHObI pexxcuma KOHguU2ypupo8aHus mpeKka

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma KoOHGUTIyprupoBaHUa Tpeka:

console (config-track) #

Tabnnua 223 — KomaHabl pexuma KoHPUrypauum Tpeka

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Hlelicmesue

delay {up secs down secs | up
secs | down secs}

delay {up secs down secs | up
secs | down secs}

secs: (1..180)/0

YcTaHaBAMBaeT 3a4epXKKy Ana cmeHbl coctoaHma TRACK-
06beKTa, Npy U3meHeHunn cocTosiHuA IP SLA onepaumu.

- secs — 3a/lep>KKa, B CEKyHAaAX.

- up — 33jepKKa N3MeHeHMA COCTOAHMA, NPU NPU U3MeHe-
HWUKU onepauuun B coctoaHme OK;

- down — 3agepKKa U3MEeHEHUA COCTOAHUA, NPU USMEHEHUN
onepaumu B coctoaHue Error.

Ypanaet 3afepKKy.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 224 — KomaHgbl pexkuma privileged EXEC

KomaHoa

3HayeHue

Aelicmeue

show ip sla operation
[operation]

operation: (1..64)

OTobparkaeT MHbOPMaLMIO O HAacTpoeHHbIX IP SLA onepaumsax.
- operation — HOmep onepauuu.

show track [object]

object: (1..64)

OTobparkaeT MHbopmaLmio 0 HacTpoeHHbIX TRACK-ob6beKTax.
- object — Homep 0b6beKTa.

clear ip sla counters
[operation]

operation: (1..64)

O6HynsaeT cyetumku IP SLA onepaumm.
- operation — HOMep onepauuun.

Mpumep HaCTPOMKM, NpeaHa3HaYeHHON ANA KOHTPOAA y31a ceTu c agpecom 10.9.2.65 c oTnpaBKoi
ICMP-3anpoca Kaxkable 20 cekyHa, BpemeHem oTBeTa Ha ICMP-3anpoc He npesbiwarowmm 500 mc m
pasmepomM JaHHbix 92 6aiTa; 3aaeprKKa CMeHbl coctosHuA TRACK-obbekTa — 3 ceKkyHAbl; npu
n3meHeHuUn coctonaHuA TRACK-o6beKTa BbinonHATCA Mmakpocbl TEST_DOWN u TEST _UP:

console# configure

console (config)# interface vlan !
console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if) # exit
console (config) # macro name TEST DOWN track 1 state down
Enter macro commands one per line.

int gil/0/11
no shutdown
«

console (config) #

End with the character '@'.

console (config) # macro name TEST UP track 1 state up
Enter macro commands one per line.

int gil/0/11
shutdown
¢

console (config) #

console (config) # ip sla I

End with the character 'Q'.
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console (config-ip-sla)# icmp-echo 10.9.2.65

console (config-ip-sla-icmp-echo)# timeout 500

console (config-ip-sla-icmp-echo)# frequency 20

console (config-ip-sla-icmp-echo)# request-data-size 92
console (config-ip-sla-icmp-echo) # exit

console (config-ip-sla)# exit

console (config)# ip sla schedule 1 life forever start-time now
console (config) # track 1 ip sla 1 state

console (config-track) # delay up 3 down 3

console (config-track)# exit

console (config)# exit

console#

Mpumep BbIBOAA CTaTUCTUKK ans onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: 0

roe

— Operation state — TeKyLlee COCTOAHUE Onepaunu:
= scheduled — onepauusa BbINONHAETCS;
= pending — BbINOJIHEHWE ONEpPaLLUN OCTAHOBAEHO.
— Operation return code — Kop, 3aBepLUeHMA NOCAeHEN BbINOAHEHHON onepauuu:
= OK — ycnewHoe 3aBepLueHne npeablayLlein onepaymm;
= Frror — HeypayHoe 3aBepLueHne nocneaHer nonbiTKM U3MepeHus.
— Operation Success counter — KONWMYECTBO YCNELHO 3aKOHYEHHbIX Onepauuii.
— Operation Failure counter — KONMYeCTBO HEYAAYHO 3aKOHUYEHHbIX ONepaLmit.
— ICMP Echo Request counter — Konn4ecTBo NpoBeAEHHbIX 3aMyCKOB onepaLmu.
— ICMP Echo Request counter — Konn4ecTBo NoayyYeHHbIX oTBeToB Ha ICMP-3anpoc.

ICMP Error counter — CY4€TYMK, OTOBParKaloLWMIA KOJIMYECTBO M3MEPUTE/bHbIX ONepaLmin, 3aKOHUYMBLIMNXCA
C COOTBETCTBYHOLLMM KOAOM OLWNBKN.

5.25 dnekTtponutaHme no nuHuam Ethernet (PoE)

Moaenu KommyTaTopoB C cyddpukcom ‘P’ B 0603HauYeHUM NOAAEPHKMBAIOT 3IJAEKTPONUTaHME
yCTpolicTB no AnHuu Ethernet B cootBeTcTBum ¢ pekomeHaaumamu IEEE 802.3af (PoE) u IEEE 802.3at (PoE+)
Mo TMNY PacnmMHOBKK A,

KomaHObI pexcuma 2a06asab6Hol KoOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXume rnobanbHOM KOHGUrypaLmm:

console (config) #
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Tabnunua 225 — KomaHabl pexkuma rnobanbHoM KoHGUrypauum

3Ha4yeHue/3HayeHue -
KomaHoa Aelicmeue
no ymoa4aHuro
power inline limit-mode {port | BbIbpaTb pexmnm orpaHNYeHUA MOLLLHOCTM SNEKTPONUTAHUA:
class} - port — orpaHuyeHue yCTaHaBAMBAETCA HAa OCHOBAHUMU aAMUHU-
CTPATMBHbIX NAapaMeTpPOB NOPTa;
-/class - class — orpaHuuYeHue ycTaHaB/AMBAeTCA Ha OCHOBAaHUWM Knacca
NOAKNHOYEHHOTO YCTPOMCTBa
no power inline limit-mode YCTaHOBUTb 3HaYeHME NO YMOHAHUIO.
power inline restart auto BkntounTtb aBTOMaTuueckuii pectapt PoE B cnyvae OTKAOYeHMA
PoE-KoHTpOnnepa.
— -/BKOYEHO
no power inline restart auto YCTaHOBWUTbL 3HaYeHMe Mo ymoaYaHuto. OTKAOUYUTL aBTOMATUYe-
cKuit pectapT PoE B cnyyae oTkatoueHua PoE-KoHTponnepa.
power inline usage-threshold YCTaHOBUTbL NOPOT NOTPebAAeMOoi MOLLHOCTH, NPK KoTopom dop-
percent MupyeTca MHbopmaLmoHHoe coobuweHne (snmp trap) o npesbi-
percent: (1..99)/95 WweHumn nopora.
no power inline usage- YCTaHOBWTb 3HAYEHWe NoPora No YMONYAHUIO.
threshold
power inline traps enable PaspewnTts dopmupoBaHue MHGOPMALIMOHHBIX COOBLLEHUA anA
-/BbIK/NOYEHO noacuctembl PoE.
no power inline traps enable YCTaHOBUTb 3Ha4YeHUE NO YMONYAHUIO.
power inline inrush test BKAtouMTb NpoBepKy inrush-ToKa.
disable
— -/BKAOYEHO -
no power inline inrush test OTKAOYMTB NPOBEPKY inrush-Toka.
disable
power inline disable OTKAOYUTb UCcNoNb30BaHue PoE.
Hactpoiika BCTynuT B cMNy TONbKO NOC/e nepesarpysku
-/BbIKNOYEHO o
yCTpOMCTBA.
no power inline disable BkntoumTb ncnonbsosaHue PoE.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHpurypauum nHtepdelica Ethernet:
console (config-if) #

Tabnnua 226 — KomaHabl pexnma KoHdurypaumm nHtepdelica Ethernet

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymon4aHuro

power inline {auto | never} Ynpasnatb paboToi NpoToKona obHapy:keHna PoE-ycTpoicTs Ha

[time-range range_name] nHTEpdelice.
-auto — paspewaeTr paboTy npoTokona obHapyxeHus PoE-
range_name: (1..32) YCTPOMCTB Ha UHTepderice U BKAOYAET NOAAYY INEKTPONUTAHMUA

CUMBON; Ha uHTepdeiic;

-/auto - never — 3anpewwaeT paboTy npotokona obHapyxeHus PoE-

YCTPOWCTB Ha UHTepdelice U OTKNIOYAET NoAaYy 31eKTPONUTaHUS;
- time-range — BpeMeHHOI MHTepBas, B TeYEHUE KOTOPOro NUTa-
Hue byaeT nogaBaTbeca Ha MHTepdeliC.
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power inline powered-device
pd_type

pd_type:(1..24)

[06aBUTb NPOM3BO/IbHOE ONMcaHne POE-ycTpoiicTBa A8 MOMOLLM
B aAMWHUCTPMPOBaHNM 060PYyA0BaHMUA.

cumsonos/
no power inline powered-de- He 3aaH0 Ypanute paHee 3agaHHoe onuncaHune PoE-ycTpoiicTsa.
vice
power inline priority {critical | 3apatb npuopuTeT nHTEpderica POE npu ynpaBaeHnmn anekTponu-
high | low} TaHuem.
- critical — ycTaHaBAMBaeT HaMBbICWMI NPUOPUTET INEKTPONUTA-
y HWA. INEKTPONUTaHUE NOPTOB C TaKUM NpuopuTeTom ByaeT npe-
-/low

no power inline priority

KpalaTbCA B NOC/TEAHIO0 oYepeab Npu neperpyske cuctembl PoE;
- high — yctaHaBnnBaeT BbICOKMI NPUOPUTET SNEKTPONUTAHUS;
- low — ycTaHaBAMBaAET HU3KMI1 NPUOPUTET /IEKTPONUTAHUA.

YCTaHOBWUTb NPUOPMUTET MO YMOYAHMIO.

power inline limit power

no power inline limit

power: (0..30000)/
30000 mBT

HasHauuTb Npesen MOLHOCTU 31EKTPONUTAHNA ANA BbIBPaHHOMO
nopra.

YCcTaHOBUTL npegen MmowHOCTU NO YMONYaHUIO.

KomaHOb1 pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnunua 227 — KomaHabl perkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show power inline
[gigabitethernet gi_port | unit
unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OT06pa3uTb COCTOSHME 3/IEKTPONUTaHUA UHTepdelicos, nogaep-
KUBAOLWMX NUTAHME NO NNHUK POE.
- unit_id — Homep toHUTa B CTEKe.

show power inline
consumption [gigabitethernet
gi_port | unit unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OT06pasnTb XapaKTepucTuku notpebaeHusa molHocTh PoE-
WHTepdEecoB yCTPOMCTBA.
- unit_id — Homep toHUTa B CTEKe.

show power inline version

OT06pa3unTb BEpCUIO NPOrpammMHOro obecneyeHns KOHTpoaiepa
noacuctemol PoE.

[pumepbl 8b1M0MHEHUS KOMAHO

e [loKasaTb COCTOSIHME 31IEKTPONUTAHUA BCEX MHTepdeCcoB yCTpoiicTBa:

consolef#show power inline

Power-1limit mode:

Class based

Usage threshold: 95%

Trap: Enable

Legacy Mode: Enable

Inrush Test: Enable

Class Error Detection: Enable

Guard-Band Value: Static (1W)

Unit Module Nominal Consumed Temp SW PSE chipset
Power (W) Power (W) (C) Version HW Revision

1 MES2300-24P AC 380 353 (93%) 39 22.211.20.2

0x0

Interface Admin Oper Power (W) Class Device Priority

gil/0/1 Auto Oon 14.400 0 low

gil/o0/2 Auto On 14.600 0 low

gil/0/3 Auto Oon 14.800 0 low

gil/0/4 Auto Oon 14.700 0 low
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gil/0/5 Auto Oon 14.400 0 low
gil/0/6 Auto Oon 14.300 0 low
gil/o0/7 Auto On 14.900 0 low
gil/0/8 Auto Oon 14.500 0 low
gil/0/9 Auto Oon 14.500 0 low
gil/0/10 Auto On 14.800 0 low
gil/0/11 Auto On 14.900 0 low
gil/0/12 Auto On 14.800 0 low
gil/0/13 Auto On 14.800 0 low
gil/0/14 Auto Oon 14.700 0 low
gil/0/15 Auto On 14.900 0 low
gil/0/16 Auto On 14.600 0 low
gil/0/17 Auto On 14.700 0 low
gil/0/18 Auto Oon 14.700 0 low
gil/0/19 Auto On 14.600 0 low
gil/0/20 Auto Oon 14.700 0 low
gil/0o/21 Auto On 14.600 0 low
gil/0/22 Auto On 14.700 0 low
gil/0/23 Auto On 14.700 0 low
gil/0/24 Auto On 14.700 0 low
nDUMeprBHHOﬂHEHUHKOMGHa
e [loKa3aTb COCTOSIHME 3NIEKTPONMUTaHUA BbIBPaHHOIo MHTepdeica:
consolef#show power inline GigabitEthernetl/0/1
Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Searching 0.0 0 low
Port Status: Port is off. Detection is in process
Port standard: 802.3AT
Admin power limit (for port power-limit mode): 30.000 watts
Time range:
Max Power Allocation: 30.000 watts
Spare pair: Disabled
Negotiated power: 0.0 watts (None)
Current (mA) : 0
Voltage (V) : 0.000
Overload Counter: 0
Short Counter: 0
Denied Counter: 0
Absent Counter: 0
Invalid Signature Counter: 0
Tabnunua 228 — MapameTpbl CTaTyca 3N1EKTPONUTaHUA

Nominal Power HOMMHaNbHaA MOLLLHOCTb UCTOYHMKA NUTAaHUA nogcuctembl PoE.

Consumed Power N3mepeHHOe 3Ha4YeHMe NoTpebaaemoit MOLWHOCTH.

Usage Threshold MoporoBoe 3HayeHMe NoTpebaAseMoi MOLWHOCTH, NPU KOTopom Gopmu-
pyeTca MHPopmaLMoHHoe coobleHme (snmp trap) o npesbiWeHUNU no-
pora.

Traps OTobparkaeT paspeleHne popmuposaHme MHGOPMALMOHHbBIX coobLue-
HUW.

Port 0O603HauyeHne nHTepdeica KommyTaTopa.

Admin ALMWHUCTPATUBHOE COCTOAHUE 3NEKTPONUTAHMA NopTa. BoamoKHble
3HavyeHnAa — auto u never.

Priority MpuoputeT ynpasaeHMAa sNeKTponmTaHmem nopTa. Bo3morKHble 3Have-

HuA — critical, high, low.
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Oper

OnepaTMBHOE COCTOAHME 3IEKTPONUTAHUA NopTa. Bo3moKHble 3Have-
HUA:

- Off — nuTaHMe nopTa BbIKAKOYEHO aAMUHUCTPATUBHO;

- Searching — nuTaHWe NopTa BKOYEHO, OXKMAAHWE NoAKAYeHUA PoE-
YCTPOWCTBa;

- On — nNuTaHWe NopTa BKAKOYEHO M eCTb NpUcoeguHeHHoe PoE-ycTpoi-
CTBO;

- Fault — aBapwua nuTaHWa nopTa. PoE-ycTpolicTBO 3anpocnio MOLHOCTb
60/bLlWyl0, YeM AOCTYNHO unu notpebnsemasa PoE-ycTpoictBoM MoLu-
HOCTb NPeBbICKNA 3afaHHbIM Npegen.

Port standard

Knaccudukaumsa nogxnoyeHHoOro yctpoiictea B cooTeBetcTBum c |EEE
802.3af, IEEE 802.3at.

Overload Counter

CyeTumK KOIMYECTBa CNyvaeB Neperpyskn No 3NEeKTPONUTaHMIO.

Short Counter

CyeTumk CnydyaesB KOPOTKOIro 3aMblKaHUA.

Denied Counter

CyeTumK cnyyaes OTKa3a B NO4A4e 3INEKTPONUTAHKUA.

Absent Counter

CyeTuMK C/lyyaeB NPeKpaLLeHns 31eKTPOMUTAaHMA U3-3a OTKIHOYEHMUSA Nn-
Taemoro ycTpoicTea.

Invalid Signature Counter

CueTumK oWwMBOK KnaccnduKaumm nograueHHbIX POE-ycTpolicTs.

5.26 ®yHKuun obecneueHunsa 6esonacHocTH

5.26.1 ®yHKYyuu obecnevyeHus 3aujumeol Nopmoe

C uenbto noBblilweHNA 6e30MacHOCTM B KOMMYTATOpPE CYLLECTBYET BO3MOXHOCTb HACTPOUTb KaKOW-
nmbo nopt TaK, uTobbl AOCTYN K KOMMYyTaTOpy 4Yepe3 3TOT MOPT MNPefoCTaBAANCA TO/IbKO 3aJaHHbIM
ycTponcTBam. PyHKLMA 3alUMTbl NOPTOB OCHOBAHa Ha onpegeneHnn MAC-agpecoB, KOTOpPbIM paspeLuaeTcs
poctyn. MAC-agpeca moryT 6biTb HAaCTPOEHbI BPYYHYIO MAM U3ydyeHbl KOMMyTaTopom. [ocne msyyeHus
HeobxoAMMbIX aapecoB NopT cneayer 3abnoOKMpoOBaTb, 3alUMTUB €ro OT MNOCTYN/JeHUA MAKETOB C
HensyyeHHbIMM MAC-agpecamu. Takum 06pasom, Koraa 3ab10KMpPoBaHHbIA NOPT NoayYyaeT nakeT, 1 MAC-
agpec NCTOYHMKA NaKeTa He CBA3aH C 3TMM NOPTOM, aKTUBU3MPYETCA MEXaHU3M 3aLUUTbI, B 3aBUCUMOCTU OT
KOTOPOro MOryT 6biTb MPUHATbI CleaylolmMe Mepbl: HECAaHKLMOHMPOBAHHbIE MaKeTbl, NOCTynatowme Ha
3a6/10KMPOBaHHbIV NOPT, NepecbliatoTcs, 0TOpacbiBatoTCA, NMOO Ke NOPT, NPUHABLLMIA MAKET, OTKAOYAETCA.
®yHKuMA Be3sonacHocTn Locked Port nossonseT coxpaHWUTb CMMCOK M3y4veHHbIx MAC-agpecos B daine
KOHOUrypaLmm, TakKMM 06pasom, 3TOT CNMCOK MOYKHO BOCCTaHOBUTb NOC/E Nepe3arpyskun ycTponcTsaa.

/ CyuwiecTByeT orpaHuyeHue Ha Konuyectso MAC-agpecoB, KOTOpoe MOXKeT U3y4UTb NOPT, UC-
nonb3yowmii GyHKLMIO 3aLLUTDI.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl IOpPmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #
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Tabnunua 229 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsl uHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

port security

no port security

-/BbIK/IOYEHO

BKkntoyaeT GyHKUMIO 3aWmTbl Ha UHTepdelice. baokupyeTt yHK-
LM U3yYeHUs HOBbIX agpecoB ans uHtepdelica. MakeTbl c HeU3y-
yeHHbIMM MAC-agpecamun UCTOYHMKA oTbpacbiBatoTcs. KomaHaa
aHanoruyHa KomaHge port security discard.

OTKAtoYaeT GYHKUMIO 3aLWMTbl Ha MHTepdelice.

port security max num

no port security max

num: (0..32768)/1

3alaeT MaKcMMasibHOE KOJ/IMYECTBO aApecoB, KOTOPOE MOXKeT
M3y4mnTb NOPT.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYAHUIO.

port security routed
secure-address mac_address

no port security routed
secure-address mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

YcTaHaBAuBaeT 3awmLeHHbIi MAC-agpec.

Ypansaet sawmweHHbii MAC-agpec.

port security {forward |
discard | discard-shutdown}

[trap freq]

freq: (1..1000000) cek

BKAtoyaeT GyHKUMIO 3aWnUTbl Ha UHTepdelice. BAOKMpyeT dyHK-
LMIO M3YyYEeHMA HOBbIX aApecoB Ana nHtepdeiica.

- forward — nakeTtbl ¢ HensyyeHHbIMM MAC-agpecamMn UCTOYHMKA
nepecblnaroTcs;

- discard — nakeTbl ¢ HensyyeHHbIMM MAC-agpecammn UCTOYHUKA
oTbpacbiBatoTCH;

- discard-shutdown — nakeTbl ¢ HensydyeHHbIMM MAC-agpecamu
MCTOYHMKa O0TBpacbIBalOTCA, MOPT OTK/OYAETCH;

- freq — yactoTa reHepupyembix coobuweHnin npotokona SNMP
trap Npu NOCTyN/AeHNU HECAHKLMOHNPOBAHHbIX MaKeTOB.

port security trap freq

freq: (1..1000000) cek

3afaeT 4YacToTy reHepupyembix coobuweHuin npotokona SNMP
trap npu nocTynaeHnn HecCaHKLMOHMPOBAHHbIX MaKeToB.

port security mode {secure
{permanent | delete-on-reset}
| max-addresses | lock}

no port security mode

-/lock

3agaeT pexum orpaHudeHua wusydyeHua MAC-agpecoB Ana
HacTpanBaemoro nHTepodeiica.

- secure — HacTpauBaeT CTaTUYECKOe OrpaHW4YeHWe W3y4YeHus
MAC-agpecos Ha nopTy;

- permanent — gaHHbIi MAC-agpec coxpaHuTca B Tabavue gaxe
nocse nepesarpyskun yCTPoOMNCTBa;

- delete-on-reset — faHHbIM afpec yaanmTca Noc/e nepesarpysku
YCTPOMCTBA;

- max-addresses — yfanfer Tekylme AUHAMUYECKU U3yYeHHble
agpeca, CBA3aHHble c NHTEpbEericom. PaspeweHo
M3yYeHWEe MaAKCMMaANbHOIO KO/JMYECTBA aZpecoB Ha MNopTy.
MoBTOpPHOE N3yYeHMe U CTapeHMe pa3peLleHbI;

- lock — coxpaHsaeT B KOHOUIypaunto TeKyLLME AUHAMUYECKN U3Y-
YeHHble afpeca, CBA3aHHble C MHTepdencom 1 3anpeLyaeT obyye-
HWE HOBbIM aAPECAM U CTAPEHME YKe U3YYEHHbIX aAPECOB.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>
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Tabnumua 230 — KomaHap! pexkmuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

show ports security MoKa3biBaeT HAaCTPOMKMN OYHKLMKM H6e3onacHOCTU Ha BblbpaH-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | Hom uHTepdeiice.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128)
detailed}
show ports security addresses MoKa3blBaeT Tekywme AMHammyeckme agpeca ansa 3abnokunpo-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | BaHHbIX MOPTOB.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group | group: (1..128)
detailed}
seFint?ﬁaceacﬁvg gi__port: (1..8/0/1..48); AKTMBM3MpPYET UHTepdENC, OTKAIOYEHHDbIV GYHKUMEN 3aWwnTbl
{gigabitethernet gi_port | nopTta (KOMaHga AOCTyNHa TOAbKO ANA MPUBUAErMPOBAHHOMO

N te_port: (1..8/0/1..48);
tengigabitethernet te_port | twe._port: nosb3oBaTens).
2Z2n;£?:7ggabnethernet (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | port-channel group} group: (1..128)

[pumepbl 8b1M0AHEHUS KOMAHO

BKNounTb PpyHKLMIO 3aLmTbl Ha 15 nHtepdeiice Ethernet. YctaHoBUTb orpaHMyeHMe Ha U3yYeHWe afpecoB
— 1 agpec. Nocne nsyyeHns MAC-agpeca 3a610KMpoBaTb GYHKLMIO M3yYEHMA HOBbIX afpPecoB Ana UHTep-
delica ¢ uenbto oT6POCUTb NakeTbl ¢ HemdydeHHbIMM MAC-agpecammn UCTOYHMKA. CoXpaHUTb B dainn usy-
YeHHbIM agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
console (config-if) # port security max 1

console (config-if) # port security

MoaKNounTb KNMeHTa K NopTy 1 n3yunts MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock

5.26.2 lMpoeepka nodauHHOCMU KAaueHmMa Ha ocHose nopma (cmaHdapm 802.1x)

5.26.2.1 baszosas nposepKa nodauHHocMuU

AyTeHTUdMKauMAa Ha oOcHoBe cTaHgapta 802.1x obecneynBaeT nNpoBepKy MNOAJMHHOCTU
Nnosib30BaTeNeN KOMMYTATOPA Yepes3 BHELHMWI CEpBEP HAa OCHOBE NOPTa, K KOTOPOMY NOAK/OYEH K/IUEHT.
Tonbko ayTeHTUOUUMPOBAHHbIE U aBTOPM3OBaHHbIE MO/Ab30BAaTE/IM CMOTYT Nepefasatb M NPUHUMATH
AaHHble. [poBepKa NOAAMHHOCTM NOJib30BaTeNle NOPTOB BbiNosHAeTCA cepBepom RADIUS nocpeactesom
npotokona EAP (Extensible Authentication Protocol).
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HELTEX

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunua 231 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

Komanoa 3HavyeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
dotlx system-auth-control BKAOUMTL pexknum ayTeHTUdMKaumm 802.1X Ha KommyTaTope.
-/BbIK/IIOYEHO
no dotlx system-auth-control BbIkNtoUNTb perkmm ayteHTudmKaumm 802.1X Ha KommyTaTope.
aaa authentication dotlx 3a4aTb OAMH MM ABa METOAA NPOBEPKM NOANMHHOCTM, aBTOPU3a-
default {none | radius} [none | uMm n ydeta (AAA), ana Mcnonb3oBaHWs Ha MHTepdeicax IEEE
radius] 802.1X.
- none — He BbINOJIHATb ayTEHTUPUKALNIO;
- radius — ncnonbsoBatb cnmcok RADIUS-cepBepoB ana ayTeHTU-
-/radius du1Kaumm nonbsosaTens.
BTopoii meToa ayTeHTUPUKALUU UCNO/b3YEeTCA TONbKO B
V c/lyyae, ecim no nepsomy ayTeHTUdUKauuma 6biia He-
yCneLwHoii.
no aaa authentication dotlx YCTaHOBWTb 3HAYEHWE MO YMONYAHUIO.
default
dotlx guest-vlan timeout time . YCTaHOBWUTL 3a4ep»KKy B HasHayeHUW guest-vlan Ha nopTt nocne
time: (30..180) nony4yeHma access-reject ot cepsepa.
cekyHa/0
no dotlx guest-vlan timeout YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
dotlx mac-auth { radius | eap } BbibpaTb dopmaT cooblyeHuii, KoTopble oTnpasastoTca RADIUS-
[ username { groupsize KnneHTom Ha RADIUS-cepBep B npouecce ayTeHTUGUKALUM HA OC-
groupsize separator separator Hose MAC-azpeca, U ONUMOHANIbHO HAacTPoUTb popmaT aTpmbyTa
{ lowercase | uppercase }}] -/eap User-Name.
groupsize: 1,2, 4,12/12 - eap — Mcnonb3osatb aTpMbyT EAP B coobueHnax RADIUS.
separator: -, :,./none | _ radius — ucnonbsosatb RADIUS 6e3 aTpubyTa EAP. B KauecTse
3HayeHuAa aTpubyTa User-Password ncnonbsyetca MAC-agpec cy-
NAMKaHTa.
Ecam username He 6yaeT HacTpoeH, To npumeHuTca ¢pop-
V mart 6e3 pasaenuTens c HUXKHUM PErucTpom.
no dotlx mac-auth YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
dotlx mac-auth password Mcnonb3oBaTb 3a4aHHbIN aAMUHUCTPATOPOM NApPO/b B aTpubyTe
password User-Password Bmecto MAC-agpeca cynanKaHTa.
password:
(1..32) cumsonos V KomaHga ucnonb3syetca B nape ¢ dotlx mac-auth radius.
no dotlx mac-auth password OTmeHa MCcno/ib30BaHUA 3a4aHHOMO AAMUHUCTPATOPOM NAPONA B
atpunbyte User-Password: ncnonb3osats MAC-agpec cynavkaHTa
B aTpnbyTe User-Password.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelic

a Ethernet

Bug, 3anpoca KOMaHAHOMW CTPOKU B pPeXKUME K

console (config-if)#

v/

MpoTtokon EAP (Extensible Authenticat

oHdurypaunm nHtepoelica Ethernet:

ion Protocol) BbinonHAeT 3agaun ana ayreHTMdUKa-

UMUN yOAa/IeHHOro K/IneHTa, Nnpu 3Tom onpeagenaa mexaHnam BYTEHTMd)MKaU,MM.
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HELTEX

Tabnunua 232 — KomaHabl pexkuma KoHourypaumm nHtepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized;

HacTpaunsaet ayteHTMdMKaymio 802.1X Ha uHTepdeiice. Paspe-
LLIAeT Py4yHOM KOHTPO/Ib 32 COCTOAHUEM aBTOPM3aLMKM NopTa.

- auto — ucnonb3osatb 802.1X ANA U3MEHEHUA COCTOAHUA KAK-
€eHTa MeKy aBTOPM30BaAHHbIM Y HEABTOPM30BaHHbIM;

- force-authorized — Bbikntouaet ayteHTUOUKaumio 802.1X Ha
uHTepdelice. MNopT NepexoanT B aBTOPU30OBAHHOE COCTOAHUE
6e3 ayTeHTUdUKauuu;

time: (1..32) - force-unauthorized — nepeBoaUT NOPT B HEABTOPM30BAHHOE
cocToAHune. IrHOpMpyoTca BCE MOMbITKM ayTEHTUGUKALUM KAK-
€HTa, KOMMYTATOP He NPeAOCTaBAAET CEPBUC ayTeHTUUKaL MM
ON1A 3TOro nopTa;
- time — vHTepBan BpemeHu. EcM AaHHbIV NapamMeTp He onpe-
OeNeH, To NoPT He aBTOPU30BaH.
no dotlx port-control YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
dotlx reauthentication -/nepuogunyeckme BKntoyaeT nepuoanyeckne NoBTOPHblE NPOBEPKU NOANUHHO-
NOBTOPHbIE NPOBEPKMU cTn (nepeayteHTUdMKALMIO) KNMEHTA.
no dotlx reauthentication NoAJIMHHOCTH BbIK/IlOYaeT Nnepuoanyeckmne NoBTOPHbIE MPOBEPKM NOAJANHHO-
BbIK/IOYEHbI cT1 (nepeayTeHTUdMKALMIO) KNMEHTA.

dotlx timeout eap-timeout
period

no dotlx timeout eap-timeout

period: (1..65535) /30

3afaeT MHTepBan BpeMeHU B CEKyHAAX, B TeyeHMe KOToporo
cepsep EAP oxknaaet oTBeTa oT KAneHTa EAP 1o NnoBTOpHOM ne-
pefauu 3anpoca.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

dotlx timeout supplicant-held-
period period

no dotlx timeout supplicat-
held-period

period: (1..65535) /60

3afaeT nepuos BpemMeHu, B TedeHMe KOTOpPOro 3anpalimsato-
WM KOET 00 Nnepesanycka ayTeHTUdMKALMM Noc/ie NonyYyeHusn
oteeTa FAIL oT cepBepa Radius.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

dotlx timeout reauth-period
period

no dotlx timeout
reauth-period

period:
(300..4294967295)/
3600 cekK

YcTaHaBNMBAET Nepuos Mexay NOBTOPHbIMU NpPOBepKamu
NOANMHHOCTU.

YcTaHaBAMBaeT 3HAYeHKWe no YMONYaHULO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (10..65535)/60
cek

YcTaHaBAWBaeT Mepuos, B TeYeHWe KOTOPOro KOMMYTaTop
OCTaeTCcs B COCTOAHMM MOJIYAHMA MOC/AEe HeyAauHON NPoBepKM
NoOA/IMHHOCTHU.

B TeyeHue nepuogda MONYaHUA KOMMYTATOP He MPUHUMAET U
HE MHULMMPYET HUKAKMX ayTEHTUGUKALMOHHBIX COOBLLEHNIA.

YcTaHaBAMBaeT 3HAYeHKWe no YMONYaHUIO

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
cek

YcTaHaBAuBaeT nepuog, B Te4eHUE KOTOPOTro KOMMYTATOP OXKMK-
[aeT OTBeT Ha 3anpoc NMbo naeHTUOUKALMIO MO NPOTOKONY
EAP OT KNnMeHTa, nepes, NOBTOPHOM OTNpPaBKOW 3anpoca.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YcTaHaBNMBaeT MaKCMManbHOE YMCO MOMbITOK Nepesayu 3a-
NpocoB NpoToKkona EAP-KMEHTY nepes, HOBbIM 3amyCcKoM npo-
Liecca NpoBepKU NOAJMHHOCTU.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAUBaeT Nepuos Mexay NOBTOPHbIMU Nepefavyamu 3a-
npocos nNpoTtokona EAP-knneHTy.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHa,

YcraHaBAuBaet nepnoa, B Te4eHne KOTOPOro KOMMYTaTopP OXKU-
AaeT OTBETa OT cepBepa ayTeHTMd)MKa uun.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

dotlx timeout silence-period
period

period: (60..65535)
CeK/He 3a4aHo

YcTaHaBAMBaeT nNepuos, BpeMeHU HeaKTUBHOCTU KAUEHTa, No
NcTeyeHne KoToporo KANEHT CTaHOBUTCA HEABTOPU3OBAHHbIM.
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HELTEX

no dotlx timeout
silence-period

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 233 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Bpy4yHyto oOcCyLLecTBAAET MOBTOPHYK NPOBEPKY MNOAJNHHOCTU
YKa3aHHOro nopTa B KOMaHzae, MMbH0 BCcex NopToB, NOAAEPKMBA-
towmx 802.1X.

dotlx unlock client
gigabitethernet gi_port |
tengigabitethernet te_port
mac_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

3ab10KMpPOBaTb KAMEHTA C YKazaHHbIM MAC-agpecom Ha nopty
npu O0CTUXKEHUN NOPOra MakKCMMa/ZibHO BO3MOXKHbIX MOMbITOK
ayTeHTUOUKALMM.

show dot1x [interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT coctosHMe 802.1X ana KommyTatopa Mbo Ans yKa-
3aHHOro uHTepdelica.

show dotlx users [username
username]

username: (1..160)
CMMBOJI0B

MoKasbiBaeT aKTUBHbIX ayTeHTUOULMPOBAHHBIX NONb30BaTENEN
802.1X KommyTaTtopa.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT ctaTUcTUKy no 802.1X anA BblbpaHHOro MHTEp-
deiica.

show dot1x advanced
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasbliBaeT pexxumbl paboTbl dotix.

[Mpumepbl 8bINOAHEHUA KOMAHO

BKNOUNTb pexum ayteHTuduKkaumm 802.1x Ha KommyTaTope. Mcnonb3osaTe RADIUS-cepBep a0 NpoBepKU
NoA/IMHHOCTU KAMEHTOB Ha MHTepdencax IEEE 802.1X. Ana 8 nHtepdeiica Ethernet ncnonbsosatb pexmm

ayTeHTuduKaymm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto
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HELTEX

MNMokasaTtb coctoAaHMe 802.1x ana KommyTtaTopa, Ana 8 nHrepdenca Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

tel/0/8

Open access:

Max reqg: 2

Authentication is enabled

Authenticating Servers: Radius
Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

Host mode: multi-host
Port Administrated Status: auto
Guest VLAN: disabled
disabled
Server timeout:
Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period:
Quiet period:
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec

60 sec

Authentication success: 0
Authentication fails: 0

30 sec

0 sec

Tabnnua 234 — OnucaHune pesynbTaToB BbINOJHEHUS KOMaHL,

Mapamemp

OnucaHue

Port

Homep noprTa.

Admin mode

Pexxnm ayteHTndmkaymm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepauymoHHbIA PEXUM MOopTa: aBTOPMU30BAHHDbIN, HEaBTOPU30BAHHDBIN, NGO BbIKIHOHEH-
HbI (Authorized, Unauthorized, Down).

Reauth Control

KoHTposib NnepeayTeHTUdUKaLUM.

Reauth Period

I'Iepmo,u, mexay NoOBTOPHbIMU NpoBepKamu NOA/TMHHOCTU.

Mmsa nonb3osaTens npu mcnonbsosaHun 802.1X. Ecim nopT aBTOpM30BaH, To oTobparka-

Username €TCA MMA TEKYLLEro nosb3osaTens. Ecan nopT He aBTOPU30BaH, TO 0TOHpayKaeTca MMaA no-
cneaHero ycnewHo aBTopM30BaHHOrO N0Ab30BaTeNA Ha NOPTY.
Quiet period MNepuoa, B Te4eHME KOTOPOro KOMMYTATOpP OCTaeTCA B COCTOAHUM MOANYAHUA NOCNe He-
YA34YHOM NPOBEPKU MNOAJMHHOCTY.
Tx period Mepuopa, B TeUEHNE KOTOPOro KOMMYTATOP OXKMAAET OTBET HA 3aMpoc IM60 naeHTUdUKa-
p umto no npotokony EAP oT KnneHTa, nepes NOBTOPHOM OTNPABKOM 3anpoca.
Max req MaKcnmanbHoe 4MCio NOMNbITOK Nepeaayn 3anpocos NpoTtokona EAP kKnneHTy nepep Ho-

BbIM 3aMyCKOM NpoLLecca NpoBepKn NoAJAMHHOCTY.

Supplicant timeout

Mepuoa mexay NOBTOPHbIMM Nepegadamu 3anpocos NpoTokona EAP KaneHTy.

Server timeout

Mepwnopa, B Te4eHUe KOTOPOro KOMMYTaTOpP OXKMAAeT OTBeTa OT cepBepa ayTeHTMCbVIKaLI,VIM.

Session Time

Bpems noAKAoYeHUs Noib3oBaTeNs K yCTPOMCTBY.

Mac address

MAC-agpec nonb3oBartens.

Authentication Method

MeTog ayTeHTUUKALMM YCTAHOBNEHHOM CecCUm.

Termination Cause

[MprYmHa 3aKpbITUA CECCUMN.

State

TeKywee 3HayeHMe aBTOMaTa COCTOSIHUM onpeaenntena nOAAMNHHOCTU U BbIXOAHOrO aB-
TOMaTa COCTOAHUN.

Authentication success

KonunyecTBo nosiyd4eHHbIX coobLeHnit 06 ycnewHon ayTeHTudMKauum oT cepsepa.

Authentication fails

KonnyecTBo NoslyyeHHbIX COOBLLEHUI O HeycnelwHoW ayTeHTUdMKaLMmM OT cepeepa.

270 Ethernet-kommymamopesi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48, MES5500-32




HELTEX

VLAN pynna VLAN Ha3Ha4yeHHaA nosnb3oBaTento.

Filter ID NaeHTudukaTop rpynnbl GUabTpaLUu.

MokasaTb cTaTUCTMKY no 802.1x ana nHtepdeica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: 0O
EaplengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnumua 235 — OnucaHue pesynbTaToB BbINOJIHEHWUS KOMaHA,

Mapamemp OnucaHue
EapolFramesRx Ko/iiMyecTBo KOppPeKTHbIX NakeToB Atoboro Tvna npotokona EAPOL (Extensible Au-
p thentication Protocol over LAN), NpuMHATLIX AaHHbIM onpeaenutenem noaMHHOCTU.
Konnuectso KOppeKTHbIX MakeToB ntoboro Tuna npoTtokona EAPOL, nepegaHHbIX
EapolFramesTx
OaHHbIM onpeaennTenem NOAJIMHHOCTW.
Konunuyectso naketos Start npotokona EAPOL, NpuHATbIX AaHHbIM onpeaenutesnem
EapolStartFramesRx P » P A pea
NoOAJIMHHOCTW.
Konunyectso naketos Logoff npotokona EAPOL, NpUHATbLIX AaHHbIM onpeaenutenem
EapolLogoffFramesRx g P » P P
NOA/IMHHOCTHU.
Konnuyectso naketos Resp/ld npotokona EAPOL, NpUHATBIX AaHHbIM onpeaenuTe-
EapolRespldFramesRx P P » NP A PEA
nem NoASIMHHOCTY.
KonnyectBo naketos oteeToB (Kpome Resp/ld) npoTtokona EAPOL, npuHATbIX AaH-
EapolRespFramesRx (kp p/id) np » NP A
HbIM onpegenutenem NoAANHHOCTU.
Konunuyectso nakeTos Resp/Id npotokona EAPOL, nepefaHHbIX AaHHbIM onpeaenuTe-
EapolReqldFramesTx P P » NEpeA A Pea
nem NoASIMHHOCTY.
KonnyectBo naketoB 3anpocos (Kpome Resp/ld) npotokona EAPOL, nepepaHHbIx
EapolReqFramesTx P (kp p/id) np » NEPEA
OaHHbIM onpeaennTenem NogIMHHOCTW.
. Konunyectso naketos npoTokona EAPOL ¢ Hepacno3HaHHbIM TUNOM, MPUHATLIX AaH-
InvalidEapolFramesRx P P » P A
HbIM onpegenutenem NOAANHHOCTU.
Konunyectso naketoB npoTtokona EAPOL c HEKOPPEKTHOM ANMHON, NPUHATbIX AaHHbIM
EaplLengthErrorFramesRx P i A M A
onpeaenntenem nogIMHHOCTM.
. Bepcua npoTtokona EAPOL, NnpuHsATas B caMOm NocnegHeM Ha AaHHbI MOMEHT na-
LastEapolFrameVersion P P » P A A
KeTe.
LastEapolFrameSource MAC-agpec UCTOYHUKA, NPUHATBIM B CAMOM NocieaHeM Ha AaHHbIM MOMEHT NakeTe.

5.26.2.2 PacwupeHHas nposepKa nodauHHocmu

PacwupeHHble HacTpoiku dotlx No3Bo/AOT NPOBOAMTL MPOBEPKY MOAAMHHOCTM ANSA HECKOJbKUX
K/MEHTOB, NOAK/IOUYEHHbIX K NopTy. CyLLecTByeT ABa BapnaHTa ayTeHTUGMKaLMK: NePBbIN, KOraa NPoBepKa
NOA/IMHHOCTM Ha OCHOBe MopTa TpebyeT ayTeHTUPUMKALMM TONbKO OAHOrMO KAMEHTa, 4Tobbl AOCTyn K
cucTeMe MMenn Bce KameHTbl (peskmm Multiple hosts), BTopoit, Koraa nposepka NOAAMHHOCTM Tpebyet
ayTeHTMdUKALMM BCeX NOAKNOUEHHbIX K MOPTY KAMeHToB (pexunm Multiple sessions). Ecav nopt B pexume
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HELTEX

Multiple hosts He npoxoAuT ayTeHTUPUKaLUIO, TO BCEM MOAKAOYEHHbBIM XOCTamM OyAeT 0TKa3aHo B AoCTyne
K pecypcam ceTu.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM B pexXume rnobanbHo KoHPUrypaumm:
console (config) #

Tabnunua 236 — KomaHab! perkrma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

dotlx traps authentication
success [802.1x | mac | web]

no dotlx traps authentication
success

-/BbIK/IIOYEHO

PaspelaeT oTnpasky trap-coobuieHunit, Koraa KAUEHT ycrnewHo
NPOXOAMUT ayTEHTUDUKALMIO.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

dotlx traps authentication
failure [802.1x | mac | web]

no dotlx traps authentication
failure

-/BbIKNOYEHO

PaspewaeT oTnpasky trap-coobLLeHN, Koraa KAMEHT He npowen
ayTeHTUdUKaLMIO.

YcTaHaBAWBaeT 3HaYeHUe Mo YMOAYAHUIO.

dotlx traps authentication
quiet

no dotlx traps authentication
quiet

-/BbIK/NOYEHO

BK/tOYaeT OTnpaBKy trap-coO6LEHWUIA NPU NPEBbILWEHUM M0Jb30-
BaTe/leM MAaKCMManbHO AO0MYCTUMOro Konuvectsa 6e3ycneluHblX
NOMbITOK ayTEHTUUKALMM.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pekMme KoHduUrypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabnuua 237 — KomaHabl pexknuma KoHoburypaumm nHtepoeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx host-mode {multi-host |
single-host | multi-sessions}

PaspeluaeT HafMune 04HOTro/HECKONbKUX KMEHTOB Ha aBTOPU30-
BaHHOM nopTy 802.1X.

no dotlx single-host-violation

-/multi-host - multi-host — HeCKONbKO KNNEHTOB;
- single-host — og1H KnneHT;
- multi-sessions — HeckonbKo ceccuit.
dotlx violation-mode 3afjaeT gencTBue, KOTOpoe HeobxogMmo BbIMOAHUTb, KOraa
{restrict | protect | shutdown} ycTpoiicteo, MAC-agpec KoToporo otnuuyaetrca oT MAC-agpeca
[trap freq] KNMEHTA, OCyLLLecTBAAET NONbITKY A0CTyNa K MHTepoelicy.
- restrict — naketbl ¢ MAC-agpecom, otanyHbim ot MAC-agpeca
KANEHTa, MepecbliatoTcsa, Npyu 3TOM agpec UCTOYHMKA He M3yya-
ercs;
-/protect; - protect — naketbl ¢ MAC-agpecom, otanyHbim ot MAC-agpeca
freq: (11000000)/1 KNNEeHTa, 0T6paCb|Ba}OTCﬂ;
ceK - shutdown — nopT BbIkAtOYaeTcs, nakeTbl ¢ MAC-agpecom, oT/iny-

Hbim oT MAC-agpeca KaveHTa, oTbpacbiBatoTcs;
- freq —y4acToTa reHepupyembix coobueHnit npotokona SNMP trap
Npv NOCTYNEHNN HECAHKLMOHNPOBAHHbIX NMaKeToB.

V KomaHga urHopupyertcsa B pexkume Multiple hosts.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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HELTEX

dotlx authentication [mac |
802.1x | web]

no dotlx authentication

-/BbIK/IIOYEHO

BkntovaeT ayTeHTUPMKaLMIO
- mac — BK/IloYaeT ayTeHTUMKaLmIo, ocCHOBaHHY Ha MAC-aape-
cax;
- 802.1x — BKAtOYAET ayTeHTUOUKALMIO, OCHOBaHHYIO Ha 802.1x;
- web -BkntoyaeT mexaHnam Web-based ayteHtudpumrkauum.
- He ponkHo 6bITb cTaTUueckux npueasok MAC-aapecos.
e - ®yHKUMA NOBTOPHOI ayTeHTUPMKAUUKU AOMKHA 6biTb
BK/lOYEHa.

Bbik/toyaeT ayTeHTUOMKauMo, OCHOBaHHyto Ha MAC-agpecax
nonb3osaTesnei.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3aaeT MakCMMasibHOE KOJIMYECTBO XOCTOB, NPOLLEALINX ayTeHTU-
duKaumio.

Bo3Bpalyaer 3HaYeHMe No YMOI4aHUIO.

dotlx max-login-attempts num

no dotlx max-login-attempts

num: (0, 3..10)/0

3afaeT KoAMYECTBO HeyAauHbIX MOMbITOK BBOAA I0TMHA, NOCAE KO-
TOpPbIX KANEHT BI0KMpyeTCA.
- 0 — 6eCKOHeYHOe YMCN0 MOMbITOK.

Bo3BpaliaeT 3HayeHMe No YMOAYaHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/BbIK/IIOYEHO

BkntouaeT pyHKuumio roctesort VLAN Ha Tekywem nHtepdelice.

BbikntouaeT pyHKuMIo rocteBoit VLAN Ha Tekyluem nHTepdeiice.

dot1x critical-vlan enable

no dotlx critical-vlan enable

-/BbIKNOYEHO

BrntounTb PyHKLMIO KpuTHndeckor VLAN Ha Tekywem nHtepdelice.
OTKpbIBaeT HeaBTOPM30BaHHbIM NO/b30BaTENAM AOCTYN B KPUTU-
yeckyto VLAN npu HegocTynHocTn cepsepos RADIUS.

Ecnn kpuTnyeckas VLAN onpegeneHa v pa3spelieHa, nopt byget
aBTOMaTuyeckn fobaBneH B Hero nocsie akTMBaLUW U MOKMHET
Kputndeckyto VLAN npun nony4yeHmnun oteeTa OT cepsepa.

Bbiknountb OyHKUMIO KpuTnyecko VLAN Ha Tekyliem MWHTep-
delice.

dotlx radius-attributes filter-id

no dotlx radius-attributes
filter-id

-/BbIKNOYEHO

BK/OYNTL MPOBEPKY MOAJMHHOCTU, OCHOBaHHy Ha ACL/HasHa-
4ntb QoS-Policy.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

dotlx radius-attributes
vlan {reject | static}

no dotlx radius-attributes vlan

-/BbIK/IIOYEHO

BkAtounTtb 06paboTKy onuum Tunnel-Private-Group-ID (81) B coob-
weHmnax RADIUS-cepsepa.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

dotlx radius-attributes
vendor-specific data-filter

no dotlx radius-attributes
vendor-specific data-filter

BkAtounTb GYHKLMIO AMHAaMKUYeckoro gobasneHuns ACL Ha nopT ve-
pe3 coobuweHua ot RADIUS-cepBepa.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHguaypauyuu uHmepagetica VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHPurypaumnm nHtepoeiica VLAN:

console# configure

console

(config)# interface vlan vian id

Tabnnua 238 — KomaHab! perknma KoHourypaumm nHtepderica VLAN

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

dotlx guest-vlan

no dotlx guest-vlan

no ymon4yaxumio VLAN
He onpefeneHa Kak
roctesas

Onpegenntb roctesyto VLAN.

OTKpbIBAaeT HEABTOPM30BaHHbIM NO/Ib30BATENAM UHTepdelica fo-
cTyn K roctesont VLAN. Ecam roctesas VLAN onpegeneHa u paspe-
WweHa, nopT 6yAeT aBTOMAaTUYECKM NPUCOESUHATLCA K HeW, Koraa
He aBTOpPM30BaH, W MNOKMAATb, KOr4a MNpOWAEeT aBTOPU3aLMIO.
YT106bI NICNONB30BATb AAHHbIN GYHKLMOHA, MOPT HE A0/IKEH ObITb
CTaTUYECKMM YneHom roctesoii VLAN.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.
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HELTEX

dotlx critical-vlan

no dotlx critical-vlan

no ymon4yaxumio VLAN
He onpepaeneHa Kak
KpUTUYECKas

Onpegenntb VLAN B KauecTBe KpUTUYECKON.

OTKpbIBaeT HeaBTOPM30BaHHbIM MOb30BaTENAM AOCTYN B KPUTU-
yeckyto VLAN npu HegocTynHocTn cepsepos RADIUS.

Ecnm KpuTnyeckas VLAN onpegeneHa v paspelieHa, nopt byget
aBTOMaTMyecku fob6aBneH B Hero nocsie akTMBauuM M MOKMHET
Kputndeckyto VLAN npun nonyyeHmnun oteeTa OT cepsepa.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

dotlx auth-not-req

no dotlx auth-not-req

no yMOAYaHuio
asTopusauma ana VLAN
BK/IlOYEHA

Onpegenntb VLAN 6e3 aBTopu3aumn. OTKpbIBaeT HEaBTOPM30BaH-
HbIM MO/Ib30BaTeNAM A0CTYN K BblaeneHHomy VLAN. HeasTopuso-
BaHHbIA VLAN fonKeH 6biTb Ha3HayeH Ha NOPT CTAaTUYECKM Kak
tagged.

YCTaHOBUTb 3HaYeHME N0 YMOYAHWUIO.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 239 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

show dot1x [interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT coctosiHMe 802.1X gns KommyTaTopa Mbo ana yka-
3aHHOro UHTepdelica.

show dotlx detailed

MoKa3blBaeT paclUMpeHHble HacTPOMKM NpoTokona 802.1x.

show dot1x credentials

CTpyKTypa y4eTa AaHHbIX OTOBpakaeT napameTpbl aBTOPU30BaH-
HbIX KIMEHTOB.

show dot1x users [username]

username: CTPpOKa

Moka3sbiBaeT ABTOPU30BAHHbIX KIMEHTOB.

show dotlx locked clients

MoKa3bIBaeT HEaBTOPU30BAHHBIX KIMEHTOB, 3aDIOKMPOBaHHbIX MO
Talim-ayTy.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

MokasbiBaeT cTatUcTUKy 802.1X Ha uHTepdericax.

5.26.3 Hacmpoiika akmueHoz20 ceaHca KaueHma (CoA)

RADIUS CoA (Change of Authorization) — 3To ¢yHKuMA, KoTopas nossonset cepsepy RADIUS
HaCTPOMTb aKTUBHbIN CEaHC KNMEHTA, paHee ayTeHTUPULMPOBAHHOIO Ha OCHoBe cTaHaapTa 802.1x. O6pa-
60TKa coobuieHnit CoA-Request npoucxoaut B cootseTcTBumn ¢ RFC 5176. O6pabatbiBatoTca coobuieHus,
npuweawmue Ha UDP-nopt 3799 oT cepBepoB, 3aZaHHbIX KOMaHAoM radius-server hosts n ¢ KAto4oMm, 3a4aH-
HbIM KomaHaol radius-server key. lna naeHTMduKauum ceaHca KnneHTta ncnonbsytotca RADIUS-aTpnbyThbl
User-Name wnu Acct-Session-ld. Ons HacTpOMKK ceaHca KnneHTa noagaepxusatotca RADIUS-aTpubyTtbl Tun-
nel-Private-Group-ld, Filter-Id, Calling-Station-Id, Eltex-Data-Filter, Eltex-Data-Filter-Name.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHom KoHGUrypaumm:

console (config) #
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HELTEX

Tabnmua 240 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aeiicmeue

aaa authorization dynamic
radius

no aaa authorization
dynamic

-/BbIK/IIOYEHO

BKOUYNTL GYHKLMIO HACTPOMKM aKTUBHOIO ceaHca KaneHTa (CoA).

BbIKNtOUMTb YHKUUIO HACTPOMKM aKTMBHOIO CeaHca K/AWeHTa
(CoA).

aaa authorization dynamic
radius port local
<port_num>

no aaa authorization dy-
namic radius port

<1-65535>/3799

YctaHaeaunBaeT UDP-port ana pabotsl ¢ 3anpocamu CoA oT cep-
Bepa.

BepHyTb 3Ha4YEHME N0 YMONYaHUIO.

5.26.4 Hacmpolika ¢pyHkyuu MAC Address Notification

®yHKuma MAC Address Notification nossonseT otcnerkmsaTtb NoABAEHME U UCHE3HOBEHNE AKTUBHOTO
obopyaoBaHMA Ha CeTUM MyTemM CoXpaHeHuAa uctopumn umsydeHns MAC-agpecoB. pn obHapykKeHUU
M3MEHEHUN B cOCTaBe M3y4vyeHHbIx MAC-afpecoB KOMMyTaToOp COXpaHseT uHbopmauuto B Tabauue w
nssewaer 06 3ToM € Nomoublo coobueHnit npotokona SNMP. ®yHKUMA MmeeT HacTpaMBaemble
napameTpbl — rnybrMHa UCTOPUM O COOLITUAX U MUHMMAJIbHBIN MHTEPBAN OTNPABKM coobLeHNn. CepBuc
MAC Address Notification oTKAtO4EH NO YMOYAHUIO U MOXKET ObITb HAaCTPOEH BbIBOPOYHO A4 OTAE/IbHbIX

MOpPTOB KOMMYTaTOPa.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnuua 241 — KomaHabl pexxkmma rnobanbHon KoHurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

mac address-table notification
change

no mac address-table
notification change

-/BbIK/IOYEHa

KomaHza npegHasHayeHa ana rnobanbHOro ynpasneHusa OyHk-
umen MAC notification. KomaHaa paspelsaeT pervctpaumto cobbi-
™Mt fobasneHus u yganenna MAC-agpecos B/u3 Tabaunu, KOMMY-
TaToOpa M OTNPaBKY yBEAOMIEHUA 0 cObbITUAX. [nsa paboTbl GyHK-
UMM HeobXoAMMO AOMNONHUTENbHO pa3pellaTb reHepauuio yBe-
LOMNEHUI Ha MHTepdeicax (cm. HUxKe).

Bbikntountb dyHKUMI0 MAC notification rno6anbHO 1 OTMEHUTb CO-
OTBETCTBYIOLLME HAaCTPOMKM Ha BCEX MHTepdelicax.

mac address-table notification
flapping

BkAtounTb GYHKLMIO 06Hapy:KeHus dnannuHra MAC-aapecos.

no mac address-table
notification change interval

no mac address-table /BKniokena BbikntounTb GyHKLUMIO 0BHapyxeHusa pnannuHra MAC-aapecos.
notification flapping
mac address-table notification MaKcMManbHbIM MPOMENKYTOK BpPEMEHM MeXAy OTnpaBKamu
change interval value SNMP-yBegomneHunit. Ecnv sHaueHve MHTepBana BpeMeHW paBHO
0, TO reHepauna yBegoMNAEHUI U COXpaHeHWe CobbITUI B UCTOPUIO
byAeT OCyLLecTBAATLCA HEMEANEHHO NO Mepe BO3HWKHOBEHUA C
| 6bITUI 06 M3MeHeHUn cocTosiHMA Tabanubl MAC-agpecos. Ecam
value:

(0..4294967295)/1

3HayeHWe WHTepBana BpemeHun 6onble 0, To ycTpolictBo byaeT
HakanAneaTb cobbiTvA 06 M3MEHEHUN cocToAHMUA Tabanubl MAC-
afpecoB B TeYeHMe 3TOro BpeMeHu, a 3aTem OTNpPaB/ATb YBeAOM-
neHuns npotokona SNMP U1 coxpaHATb CObbITUA B UCTOPUN.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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mac address-table notification
change history value

no mac address-table
notification change history

value: (0..500)/1

3aaTb MaKCMMasibHOe KOAMYecTBO CobbiTUi 06 M3MEeHeHWUU co-
cToAHMA Tabamubl MAC-agpecoB, KOTOpOEe COXPaHAEeTCA B UCTO-
puu. Ecav ycTaHOB/IEH pasmep UCTOpuUK paBHbIi O, To cobbITUA He
coxpaHsatotca. Mpu nepenonHeHun 6ydepa nctopun Hosoe cobbl-
TWE NOMELLAEeTCA Ha MecTo CaMoro CTaporo.

YCTaHOBUTb 3HaYeHME N0 YMOYAHWUIO.

snmp-server enable traps
mac-notification change

no snmp-server enable traps
mac-notification change

-/BblK/IOYEHa

BkatounTb otnpasky SNMP-yBegomneHuii 06 M3meHeHUn cocTon-
HUA Tabanubl MAC-agpecoB. [na OTKAOYEHUA MUCMONb3YeTCA OT-
puuatenbHaa dopma KomaHabl. Ecnn oTnpaska ysBesomneHui
BKJ/ILOYEHA, TO YCTPOWCTBO byaeT MHGOPMMPOBATL O COBBLITUAX CO-
obweHnamm npotokona SNMP 1 coxpaHATb COOTBETCTBYIOLWME CO-
6bITMA B Uctopmmn. Ecam otnpaska SNMP-yBefoMIEHWUI BbIK/O-
YyeHa, TO YCTPOMCTBO ByAET TONbKO COXPaHATL COBbITUA B UCTOPUM.

OTKAtoYMTb oTNpaBky SNMP-yBegoMNeHUM 06 M3MeHeHUM COCTO-
AHWUA Tabanubl MAC-agpecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable traps
mac-notification flapping

-/BKNIOYEHA

BkntounTb oTNpaBKy Tpanos o pnannuHre MAC-aapecos.

OTKNOYMTL OTNPaBKy Tpanos o ¢pnannuHre MAC-agpecos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnunua 242 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

snmp trap mac-notification
change [added | removed]

no snmp trap mac-notification
change

-/BbIK/IOYEHa

BKNtOUMTL reHepaLmto yBegoMAeHU Ha uHTepdelice o cobbiTUAX
nsmeHeHuna coctoaHna MAC-agpecos. OTAeNbHO MOXHO paspe-
WKNTb reHepaLuto yBeaomMneHuii Tonbko o6 nsyvenmm MAC-aape-
coB IM60 TONbKO 06 UX yaaneHuum.

OTK/OYUTL reHepaLmio yBeAOMIEHUIN Ha UHTepdelice.

KomaHOwb1 pexcuma privileged EXEC

BuAa 3anpoca KOMaHAHOM CTPOKMU:

console#

Tabnunua 243 — KomaHabl pexkuma KoHourypauum uHtepdelica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show mac address-table
notification change history
[gigabitethernet gi_port |

tengigabitethernet te_port |
twentyfivegigaethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel

group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)
group: (1..128);
vlan_id: (1..4094)

OT06pasunTb Bce yBegomneHus ob nameHeHun coctoaHua MAC-
a/4pecoB, COXPaHEHHbIX B UCTOPUMN.
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show mac address-table OT06pa3unTb CTaTUCTUKY cepsuca: obLiee KomM4ecTso cobbITHl 06

notification change statistics ) nsyyeHnn MAC-agpecos, obuiee KoaM4YecTBo cobbITUM 06 yaane-
HUM MAC-agpecoB, obLiee KO/NMYecTBO OTnpaB/eHHbix SNMP-
coobLLeHuA.

[pumep UCNoa15308aHUA KOMAHO

B npumepe NokasaHo, Kak HacTpouTb nepegayy coobuieHmnin SNMP MAC Notification Ha cepsep ¢ agpecom
172.16.1.5. NMpwu HacTpolike 3agaeTca obliee paspelwieHne paboTbl cepBuca, HaCTPaMBaAETCA MUHUMAJIbHbIN
WMHTEpPBaN OTNPABKM COODLLEHMN, 3a4aETCA pasmep UCTOPUKN COBbITUI U HAacTpaMBaeTCA CePBMC Ha BblIbpaH-
HOM MOpPTY.

console (config
console (config

) # snmp-server host 172.16.1.5 traps private

)
console (config)

)

)

( #
( # snmp-server enable traps mac-notification change
( # mac address-table notification change

console (config)# mac address-table notification change interval 60
console (config) # mac address-table notification change history 100
console (config) # interface gigabitethernet 0/7
console (config-if)# snmp trap mac-notification change
console (config-if) # exit
console (config) #

5.26.5 Konmponab npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceteBoM NpPOTOKO/, MO3BOANAKOWMNA KAUEHTY MO
3anpocy nonyyatb IP-agpec n apyrue Tpebyemble napameTpbl, Heobxoanmble ansa pabotsl B cetn TCP/IP.

MpoTokon DHCP moxeT Ncnonb30BaTbCs 3/I0YMbILLNEHHUKAMK /15 COBEPLLUEHUS aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KaueHTa, 3actasnaa DHCP-cepsep BblaaTb BCe AOCTYMHble agpeca, Tak U CO CTOPOHDI
cepBepa nyTem ero noameHsbl. NporpammHoe obecneyeHre KOMMYTaTOpa NO3BOASET 06eCcneynTb 3aLnTy
YCTPOMCTBA OT aTak C UCNosib3oBaHMem npoTokosa DHCP, ana yero npumeHsaeTca QyHKUMA KOHTPOAA
npotokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexuBaTb nossneHne DHCP-cepBepoB B ceTw, paspewas ux
MCNoO/Ib30BaHME TOMIbKO Ha «40BEPEHHbIX» MHTepdelicax, a TaKkkKe KOHTPOMPOBaTb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabanue cooTBETCTBUMNA.

Onuma 82 npotokosa DHCP (option 82) ucnonbsyetca gns Toro, 4tobbl NpomHbopmmnposaTs DHCP-
cepBep 0 ToM, OT Kakoro DHCP-peTpaHcnsaTopa (Relay Agent) 1 yepes Kakol ero nopT 6611 Noay4YeH 3anpoc.
MpumeHseTca ANA yCTaHOBNEHUA COOTBETCTBUI IP-aapecoB 1 NOPTOB KOMMYTATOPA, a TaKKe ANA 3aLUThbI
OT aTak C ucnonb3oBaHMem npoTtokona DHCP. Onums 82 npeactasnsaetr cobot AOMNOAHUTENbHYIO
nHbopmaumio (Mma yctpolictBa, Homep nopTta), AobaBasemytd KOMMYTAaTOPOM, KOTOpbiA paboTaeT B
pexxume DHCP relay areHTa (6e3 nobasneHun IP-agpeca Ha KAMEHTCKUI uHTepdeinc) nam ¢yHkumm DHCP
Snooping (npu ycnosum BrkAoYeHUA KomaHabl ip dhcp information option). Ha ocHoBaHWMK AaHHOM onumn,
DHCP-cepsep BbigensieT IP-agpec (ananasoH IP-agpecoB) u gpyrve napameTpbl NOpTY KOMmyTaTopa.
Monyuyns HeobxoaMmble aaHHble oT cepBepa, DHCP Relay areHT BbiaenseT IP-agpec KAUEHTY, a TaKxkKe
nepegaer emy gpyrue HeobxoamMmble napameTpbl.

Tabnunuya 244 — dopmat nonen onumm 82

Mone Mepedaeaemas uHgpopmayusa
Mmsa xocTa ycTpoicTea.
Crpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

Circuit ID . o o
MNocnepHuit 6aiT — HoMep NOpPTa, K KOTOPOMY MOAK/IOYEHO YCTPOMCTBO, OTNpaBAstoLLee
dhcp-3anpoc.
Ethernet-kommymamopbi cepuli MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P, MES35001-8P8F, MES35001-24F, MES5312, 277
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Remote agent ID

Enterprise number —0089c1
MAC-agpec ycTponcTsa.

' Ona ucnonbsoBaHua onuumn 82 Ha yCTPoOCTBE A0/KHA 6biTb BKAOUEHA GYyHKLMUA

’ DHCP relay areHta (6e3 po6aBneHua IP-agpeca Ha KAMEHTCKUIA MHTepdeic) nam
- $yHKumna DHCP Snooping (npu ycnosum BkatoueHua KomaHpabl ip dhcp information
option).

AL

Ona KoppeKTHo paboTbl ¢pyHKLuMM DHCP Snooping Bce ucnonbsyemble DHCP-cep-
Bepbl A,0/KHbI 6bITb NOAKAIOYEHBI K «A,0BEPEHHbIM» NOPTamM KoMmmyTaTopa. Ana

AobaBneHnA nopta B CNUCOK «A0BEpPEHHbIX» Ucnonb3dyetca KomaHga IP dhcp
snooping trust B pexxume KoHpuUrypauum untepdeiica. ns obecneyeHus 6esonac-
HOCTU BCe OCTaJ/IbHble NOPTbl KOMMYTaTOPA A,0/1XKHbl 6bITb «He4,0BePEHHbIMUY.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxRmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 245 — KomaHab! perknma rnobanbHo KoHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIK/IIOYEHO

BksitouaeT KoHTpoib npoTokona DHCP nytem BegeHuA
Tabanubl DHCP snooping 1 0TNPaBKK KANMEHTCKUX
WwnpoKoselwaTenbHbix DHCP-3anpocoB Ha «40BEepeHHbIe»
nopTbl.

BbikntoyaeT KOHTPO/Ib NpoToKoia DHCP.

ip dhcp snooping vlan vian_id

no ip dhcp snooping vlan
vlan_id

vlan_id:
(1..4094)/BbIKNtOYEHO

PaspewaeT KoHTpoab npotokosna DHCP B npeaenax ykasaHHoOM
VLAN.

3anpewaet KOHTponb npoTtokona DHCP B npepenax ykasaHHOM
VLAN.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonuaHuio npnem
DHCP-nakeToB ¢
onuuei 82 ot
«HEHaAEeXHbIX» NOPTOB
3anpeLueH

PaspewaeT npuHUmaTte DHCP-nakeTbl ¢ onumen 82 oT «HeHaaeX-
HbIX» MOPTOB.

3anpewaet npuHumaTb DHCP-nakeTbl ¢ onumen 82 oT «HEHaAEeX-
HbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonyanuio
BepuduKaums
BK/AlOYEHA

BkntouaeT Bepudpumraumio MAC-agpeca knmeHta 1 MAC-agpeca mc-
TOYHUKa, NnpuHAToro B DHCP-nakeTe Ha «Hef0BEepPEeHHbIX» NOpTax.

BbikntoyaeT Bepudpukaumio MAC-agpeca kaveHTa u MAC-agpeca
NCTOYHMKA, NpuHAaToro B DHCP-nakeTe Ha «He0BEpPEHHbIX» Nop-
Tax.

ip dhcp snooping database

no ip dhcp snooping database

PesepBHbIV dpain He
ncnonb3yerca

PaspelwaeT ncnosib3oBaHue pesepsHoro ¢daitna (6asbl) KOHTPONA
npoTtokona DHCP, no3Bosiftowero BOCCTaHOBMTL 3anucy B Tab-
/1L B Clydae nepesarpysku ycTponcTBa.
HeobxoaMma HacCTpOiKa CUHXPOHM3aLMM CUCTEMHOTO
V BpemeHu (NTP/SNTP).

3anpewaeT Ucnonb3oBaHMe pesepsHoro ¢aina (6asbl) KOHTpoNA
npotokona DHCP.

ip dhcp information option

no ip dhcp information option

-/BbIKNOYEHO

PaspelaeT ycTpolicTey aobasneHune onunm 82 npu paboTe npoTo-
Kona DHCP.

3anpewaet ycTponctay gobasneHne onuumn 82 npu paboTe npoTo-
kona DHCP.

ip dhcp information option
format-type access-node-
id node_id

YcTaHaBAuBaeT naeHtupukaTop Access Node ID onumm 82.
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no ip dhcp information
option format-type
access-node-id

node_id: (1..48)
CMMBOJI0B/system
description

YcTaHaBAMBaEeT 3HaYeHUe No YMOAYaHUIO.

p dhcp information option for-
mat-type circuit-id format [de-
limiter delimiter]

no ip dhcp information option
format-type circuit-id

format: (sp, sv, pv, spv,
bin,user-defined);
delimiter: (.,;#)/npo6en

HacTpaunsaet ¢opmat DHCP onuum 82.

dopmar:

- Sp — HOMep C/10Ta U NOPTa;

- sv — Homep cnoTa u VLAN;

- pv — Homep nopTta u VLAN;

- Spv — HOmep cnoTa, nopTa u VLAN;

- bin — 6uHapHbIN dpopmart: VLAN, cnoT, noprT;

- user-defined — ¢dopmat onpegenserca nosb3oBaTenem. Bos-
MOXHO HacTpouTb WwabnoHbl B ASCIl 1 HEX.

Mpu onpeaeneHnmn UCNob3yTCA caeaytolme WabaoHbI:
%h: hostname B ASCII;

%p: KOPOTKOE UMA NopTa, Hanpumep, gil/0/1 8 ASCII;

%P: onvHHOe vmsA nopTta, Hanpumep, gigabitethernet 1/0/1 8
ASCII;

%t: TN nopTa (3HayeHue nons ifTable::ifType B
wecTHaguaTepuyHom suge) 8 ASCII;

%m: maKk-agpec nopta B popmate H-H-H-H-H-H-H B ASCII;
%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B ASCII;
%u: Homep toHuTa B ASCII;

%s: Homep cnoTa B ASCII;

%n: Homep nopTa (Kak Ha amuesol naHenun) B ASCII;

%i: ifindex nopta B ASCII;

%v: ngeHtudukatop VLAN B ASCII;

%V: umsa VLAN B ASCII;

%cC: MaK-aapec KnmeHTta B popmate H-H-H-H-H-H B ASCII;
%a: IP agpec cuctemol B popmate A.B.C.D B ASCII. (%al0—agpecc
interface vlan 10);

%%: oAMHOYHbI cumBon % B ASCII.

SS: 0anHOYHBIN cumBon S B ASCII

St: Tun nopra (3HadveHue nons ifTable::ifType 8
WwecTHaauatepmyHom Buae) 8 HEX;

S$m: mak-agpec nopta B popmate H-H-H-H-H-H-H B HEX;

SM: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B HEX;
Su: Homep toHuTa B HEX;

Ss: Homep cnota B HEX;

Sn: Homep nopTa (Kak Ha Anuesoit naHenwn) B HEX;

Si: ifindex nopta B HEX;

Sv: naeHtnudukatop VLAN 8 HEX;

Sc: mak-agpec KaveHTa 8 popmate H-H-H-H-H-H B HEX;
Sb[XY]: nobasnstoTca nponssonbHble 6aitTbl XY B HEX (Sh13)

3anpeLwyaeT ycTponcTey obasneHue onumm 82 npu paboTte npoTo-
Kona DHCP.

ip dhcp information option for-
mat-type remote-id
remote-id

no ip dhcp information option
format-type remote-id
remote-id

remote_id:
(1..128)/mac address B
hex

YcTaHaBAuBaeT uaeHTndurkatop Remote agentID onuum 82.
[na HacTPOKM BO3MOXKHO MCMNO/b30BaTh WABA0OHbI, onpeaeneH-
Hble B circuit-id user-defined.

YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYaHUIO.

ip dhcp information option
suboption-type

no ip dhcp information option
suboption-type

-/BbIK/IOYEHO

[obasnser B Hayano circuit id/remote id gononHuTenbHblE 2
6aliTa (Type v length).

YcTaHaBAMBaeT 3HaYeHUe No YMONYaHUIO.

Tabnunua 246 — dopmat nonent onumm 82 cornacHo pekomeHgaumam TR-101
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lMone

Mepedaeaemas uHghopmayus

Circuit ID

MmaA xocTa ycTpoicTBa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocnepHWin 6akT — HOMep NOpPTa, K KOTOPOMY NOAK/IOYEHO YCTPOMCTBO, OTMPABAAIOLLEE
3anpoc DHCP.

Remote agent ID

Enterprise number — 0089c1
MAC-agpec ycTponcTsa.

Tabnuua 247 — dopmat nonen onunm 82 perknma custom

Mone Mepedaeaemas uHghopmayus
Onvna (1 6ainT)
Tun Circuit ID
Circuit ID Anania (1 6aii)

VLAN (2 6aitta)
Homep moayns (1 6aiiT)
Homep nopTa (1 6auT)

Remote agent ID

Onvna (1 6anT)

Tun Remote ID (1 6aitT)
OnvHa (1 6anT)
MAC-agpec KommyTaTopa

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

elica 2pynnbl MOpmMos

CyLLecTByeT BO3MOXKHOCTb BK/OUYUTb f06aBNeHMe onunn 82 ANA oTAeNbHbIX MHTEpPGhENCcoB 1 NOPTOB.
MpuopuTeET NPUMEHEHMA KOMaHAbI OT HU3KOIO YPOBHA K BbICOKOMY: rN06asibHas HAaCTPOMKa, HAaCTPOIMKa Ha
nHTepdelice, HaCTPOMKa Ha NOPTY.

dopmaTt onuuu 82 Npu 3TOM ONpesensaeTca ToAbKO B F106aNbHOM pexnme.

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 248 — KomaHabl pexxkuma KoHoburypaumm nHtepoeica Ethernet, rpynnel nHTepdeiicos

KomaHda

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuo

ip dhcp snooping trust

[JobasnaeT MHTepENC B CNUCOK «AOBEPEHHbBIX» MPU UCMOIb30-
BaHUWM KOHTponsa npoTtokona DHCP. DHCP-tpaduK «posepeH-
Horo» uHTepdelica cuntaetca 6e30MacHbIM U He KOHTPOAUPY-
eTca.

Mo ymonyanuio
MHTepoeWnc He aBnseTca

no ip dhcp snooping trust

[0BEPEeHHbIM -
Ypanaer uHTepdenc M3 cnmcka «40BepeHHbIX» MPu MCnosb3o-

BaHMW KOHTpoAA npoTokona DHCP.

ip dhcp information option

PaspelwaeT gobasneHue onumm 82 Ha BbIbpaHHOM MHTEpdeice

[global] -/global npwv pabote npotokona DHCP.
global — rnobanbHas HacTpolika Ans npuMeHeHus onumm 82.
NpuopureT pabotbl kKomaHabl ip dhcp information op-
V tional — nopr, interface vlan, rno6anbHas KoHpurypa-
ums.
no ip dhcp information option 3anpewaet aobasneHue onumm 82 Ha BbibpaHHOM MHTepdeice
npv pabote npotokona DHCP.
ip dhcp snooping limit clients value: (1..2048)/ YcTaHaBAMBaEeT NpesenbHoe KOANYECTBO MOAKMOYEHHbIX KAW-
value He 3a4aH €HTOB.

clients

no ip dhcp snooping limit

YcTaHaBAMBaEeT 3HaYeHUe Mo YMOAYAHUIO.
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ip dhcp snooping limit rate pps

no ip dhcp snooping limit rate

pps: (1..2048)/
6e3 orpaHuyeHus

YcTaHaBAMBaET OrpaHWYeHWe CKOpOCTU

NaKeToB.

- pps — KONMYECTBO NaKETOB B CEKYHAY.
Mpw npesblweHnn numuTa uHTepdeinc byaer NnpuHy-

e AuTenbHo yeeaeH B errdisable.

Bxogawmux DHCP-

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexnma Privileged EXEC:

console#

Tabnunua 249 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4YaHuo

Aelicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}
expiry {seconds | infinite}

no ip dhcp snooping binding
mac_address vian_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
seconds:
(10..4294967295) cek

LOobasnsaet B dpaiin (6a3y) KoHTponA npoTokosa DHCP cooTseT-
cteue MAC-agpeca knneHTa, rpynne VLAN m IP-agpecy AnAa yka-
3aHHOro UHTepdelica.

[aHHas 3anuce byaeTt gencTBUTENbHA B TEYEHME YKA3aHHOTO B
KOMaHZe BPEMEHU KM3HW 3annUCK, EC/IU KJIUNEHT HE OTMNPaBUT
3anpoc Ha DHCP-cepBep Ha obHoBNeHMe. Tallmep 0bHynseTca
B C/ly4ae Noy4YeHUn OoT KNMeHTa 3anpoca Ha obHoBneHue (Ko-
MaHAa AOCTyNHA TO/IbKO ANA NPUBUAETMPOBAHHOIO NO/Ib30Ba-
Tens).

- seconds — BpeMs }KU3HW 3anuncu;

- infinity — Bpems *K13Hu 3anucKn He orpaHUYeHo.

YaanaeT us ¢aiina (6asbl) KoHTpona npotokona DHCP cooTtseT-
cteue MAC-agpeca kaneHTa u rpynnbl VLAN.

clear ip dhcp snooping
database

OunuwaeTt daiin (6asy) KoHTpoaA npoTokona DHCP.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 250 — KomaHzabl perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip dhcp information
option

MoKa3sblBaeT MHPopmaLmio 06 ncnonb3oBaHUM onuun 82 npo-
ToKosna DHCP.

show ip dhcp information
option vlan vlan_id interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | portchannel group]

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan:(1..4094)

Moka3sbiBaeT MHGOPMALMIO NO ONLLMM 82 Ha KOHKPETHOM NOPTY.

show ip dhcp information
option tokens [brief]

Moka3sbiBaeT VIHd)OpMaLI,MIO o BO3MOXHbIX

HaACTPOMKM WabnoHoB B onuum 82.

BapUaHTax

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32

281



HELTEX

show ip dhcp snooping
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MoKasbiBaeT KoHdUrypaumio ¢yHKUMM KOHTPOAA MPOTOKOAa
DHCP.

hu_port | portchannel group]
show ip dhcp snooping binding
[macaddress mac_address] [ip-
address ip_address ] [vlan
vlan_id]

[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | portchannel group]

MoKa3blBaeT cooTBeTCTBMA U3 daiina (6asbl) KOHTPONSA NPOTO-

gi_port: (1..8/0/1..48); | 0@ DHCP-

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

[pumepbl 8b1N0AHEHUS KOMAHO

PaspewunTb ncnonososaHme DHCP onumun 82 8 10 VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip dhcp snooping vlan 10

console (config) # ip dhcp information option

console (config)# interface tengigabitethernet 1/0/24
console (config)# ip dhcp snooping trust

e [loKasaTb BCe COOTBETCTBUA U3 TabaWLLbl KOHTPOAA NpoToKona DHCP:

console# show ip dhcp snooping binding

5.26.6 3awyuma IP-adpeca knueHuma (IP source Guard)

®yHKUMA 3aWwmThI IP-aapeca (IP Source Guard) npegHasHauyeHa ans dunbTpauumn Tpaduka, NPUHATOrO
¢ uHTepdelica, Ha ocHoBaHMM Tabanupbl cootseTctBUii DHCP snooping un ctatuyeckmx cooTseTcTBuid IP
Source Guard. Takum obpasom, IP Source Guard nossonsaeT 6opoTbca ¢ nogmeHo IP-aapecoB B NakeTax.

Y
Y
¥

KomaHObI pexcuma 2a06asab6HolU KoOHpuU2ypayuu

[Ona KoppeKTHOI paboTbl pyHKUMOHana Heobxoaumo npepBaputenibHO HacTpouTb DHCP
Snooping.

dyHKumio 3awuThbl IP-agpeca (IP Source Guard) Heo6xoa4UMMO BKAOUYUTL rN06anbHO U Ana
uHTepdeiica.

B pexxume KoHourypauum nutepdeiica Ethernet goctynHa KomaHga ip source-guard mac-
check, nossonsowan gononHutenbHo 60poTbca ¢ nogmeHoit MAC-agpeca UCTOUHMKA.

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUIypaumm:

console (config) #
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Tabnuua 251 — KomaHap! pexxmma rnobanbHon KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip source-guard

no ip source-guard

no yMO4aHUIO

BkntouaeT ¢yHKUMIO ANA  33WUTbl  KAMEHTOB OT  MNOAMEHbI
IP-TpadnKa nNO agpecy MCTOMHWMKA Ha OCHOBaHWW Tabauubl
cooTBeTctBMi DHCP Snooping u cratuMyeckux cooTeeTcTBuii |IP
Source Guard.

bYHKLMA BbIKAOYEHA

BbikntoyaeT GpyHKLMIO ANs 3aWMTbl KAMEHTOB OT NnogMeHbl IP-Tpa-
duKa no agpecy NCTOYHMKA Ha OCHOBAHUW TabaNLLbl COOTBETCTBUIM
DHCP Snooping u ctatuyeckux cootseTcteuii IP Source Guard.

ip source-guard [ mac-check ] [
vlan vian-id]

no ip source-guard [ mac-check
1[ vlan vian-id]

BKkntouaeT PpyHKLMIO 3aWmTbl OT nogmeHbl IP-Tpaduka MCTOUHUKA
ONA HacTpaMBaemoro uHtepdelica.
- mac-check — po6asnset nposepky MAC-agpeca UCTOYHUKA ANA
BXoAsLLero TpadpuKa.
- vlan — BKntoyaeT PpyHKUMIO 3aWwmuThl IP-TpadmKa UCTOUYHMKA ana
nHTepodeinca VLAN.
Heckonbko KnueHTckux VLAN pgo6asnsatoTtca yepes 3ansa-
TYI0 B C/ly4ae nepeyncieHus u vyepes geduc B cnydae yKa-
3aHMA AMANAa30HOB.

BbikntoyaeT dyHKUMIO 3awmThbl IP-TpadmKa MCTOUHMKA ANA HacTpa-
nBaemoro nHtepdeliica.

- mac-check — BbiktouyaeT nposepky MAC-agpeca UCTOYHUKA ANA
BXogALLero Tpadpuka.

- vlan — BbIKAtoYaeT GyHKLMIO 3aWwmThbl IP-TpadnKka UCTOUHMKA ans
HacTpanBaemoro nHTepdeica VLAN.

ip source-guard binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no ip source-guard binding
mac_address vlan_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Co3faHune cTaTUYecKom 3anmcK B Tabanue cooTBeTcTeuAa mexay IP-
agpecom KnueHTa, ero MAC-agpecom v rpynnoi VLAN gns ykasaH-
HOTO B KOMaHZAe UHTepdelica.

YpaneHue CTAaTUYECKOW 3anuncu B Ta6n14u,e COOTBETCTBUA.

ip source-guard tcam
retries-freq {seconds | never}

no ip source-guard tcam
retries-freq

seconds: (10..600)/60
cek

3apaeT YacToTy 06paLLeHmA YCTPOMCTBA K BHYTPEHHUM pecypcam ¢
LLeNbio 3aMMcKY B NaMATb HEAKTUBHbIX 3alUmLLeHHbIX IP-aapecos.

- never — 3anpeLaeT 3anncb B NaMATb HEAKTUBHbIX 3aLLMLLEHHbIX
IP-appecos.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl NIopmos

Bua 3anpoca KOMaHOHOW CTPOKU B pexume KoHdurypaumm mHtepdenca Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if)#

Tabnnuya 252 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnel nHTepdelicos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip source-guard

Mo ymonyaHutio

no ip source-guard

byHKLMA BbIKNIOYEHA.

BratovyaeT GyHKUMIO 3aWwmThl IP-agpeca KnneHTa gna HacTpam-
BAaeMoro nHTepodeica.

BbikntoyvaeT dyHKUMIO 3almThl IP-agpeca KAneHTa ANna HacTpa-
nBaemoro nHTepoeica.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 253 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip source-guard tcam locate

BpyuHyto 3anyckaeT npouecc obpaLleHns yCcTPoUCTBa K BHYT-
pPEeHHMM pecypcam C Le/bio 3aMncKh B NamMATb HEAaKTUBHbIX 3a-
wMueHHbIX IP-agpecos. KomaHaa A0CTyNHA TONbKO ANA NPUBK-
NIerMpoBaHHOro Nosib3oBaTens.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 254 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip source-guard
configuration [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

KomaHaa oTobparkaeT HacTpolKy ¢pyHKumMuM IP Source Guard Ha
3afaHHOM nnbo Ha Bcex UHTepdericax ycTponcTaa.

show ip source-guard statistics
[vlan vian_id]

vlan_id: (1..4094)

KomaHza otobparkaet ctatuctuky dyHkumm IP Source Guard Ha
3agaHHOM In60 Ha Bcex VLAN.

show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ]

[vlan vian_id] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

KomaHza otobparkaer ctatyc ¢yHKummu IP Source Guard ans
YKasaHHoro uHTepdeiica, IP-agpeca, MAC-agpeca unam rpynnol
VLAN.

show ip source-guard inactive

KomaHpa otobpakaet IP-agpeca UCTOYHUKOB, HE NPOXOAALLMX
nposepky IP Source Guard.

[pumepsi 8biM0AHEHUS KOMAHO

MoKa3aTb HAacTPOMKY GYHKLUK 3aWwmThl IP-agpeca ans Bcex MHTepdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.
Interface State
te0/4 Enabled
te0/21 Enabled
te0/22 Enabled
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BKntounTb GyHKUMIO 3awmTbl IP-agpeca ana punbtpaumm TpaduKka Ha ocCHOBaHMM Tabaumubl cooTBET-
ctuit DHCP snooping u ctatnyeckmx cootseTcTBmin IP Source Guard. Co3aaTbh cTaTMYECKYHO 3anmch B
Tabnuue cootBetcTBUs ana uHTepdelica Ethernet 12: IP-agpec knveHTa — 192.168.16.14, ero MAC-
agpec — 00:60:70:4A:AB:AF. UHTepdeiic B TpeTbel rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
1/0/12

5.26.7 KoHmponb npomokona ARP (ARP Inspection)

®yHKUMA KoHTpona npoTtokona ARP (ARP Inspection) npepgHasHauyeHa pgns 3alimTbl OT aTak C
ncnosb3oBaHMem npoTokosa ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKka). KoHTponb
npoTtoKosa ARP ocyliecTBaseTca Ha OCHOBE CTaTUYecKnx cooTsetcTeuii IP- u MAC-agpecos, 3a4aHHbIX AN
rpynnbl VLAN.

’ ' MopT, ckoHPUrypupoBaHHbIN «HeaoBepeHHbIM» anAa GyHKUMM ARP Inspection, AonXKeH TakKe
radk 6bITb «HepoBepeHHbIM» ana ¢yHKumum DHCP snooping nam coorsercteue MAC-agpeca u IP-
agpeca Ana 3Toro NopTa A0/XKHO 6biTb CKOHPUIYPUPOBaAHO cTaTUYECKU. MHaue AaHHbIA nopT

He 6ygeT oTBeuaTtb Ha 3anpocbl ARP.

V Ona HeHagEXXHbIX NOPTOB BbINOJ/IHAKOTCA NpoBepKu coorsetcTeuit IP- u MAC-agpecos.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOW CTPOKM pexxnma rnobanbHon KoHbUrypaumm:
console (config) #

Tabnuua 255 — KomaHabl pexknma rnobanbHoN KOHPUrypaumm

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
no yMmona4YaHuro
ip arp inspection Mo ymonuyaHuio BkatoyaeT KOHTpoib NnpoTokona ARP (dyHkumio ARP Inspection).
no ip arp inspection dYHKUMA BbIKNOYEHa BbIKntoYaeT KOHTPoIb NpoTokona ARP (dyHKumMto ARP Inspection).

ip arp inspection vlan vian_id PaspelwaeT nposepKy npoTtokosia ARP, ocHoBaHHyt Ha 6ase cooT-

vlan_id: (1..4094); BetcTBuit DHCP snooping, B BbiI6paHHoM rpynne VLAN.

Mo ymonyanumio

no ip arp inspection vlan bYHKLMA BLIKAIOYEH2

3anpewwaeT nposepKy npoTokona ARP, ocHoBaHHyto Ha 6a3e cooT-

vlan_id BeTcTeuit DHCP snooping, B BbiI6paHHoM rpynne VLAN.

ip arp inspection validate MNpepocTtaBnseT cneunduyHble NPOBEPKN ANA KOHTPOAA NPOTOKONA
ARP.
MAC-agpec ucrouHuka: na ARP-3anpocos 1 OTBETOB NpoBepsaeTca
cooTeTctBMe MAC-aapeca B 3aronoske Ethernet MAC-agpecy uc-
TOYHWUKaA B cogepKMmom npotokona ARP.

- MAC-agpec Ha3HavyeHua: [1na ARP-oTBeTOB npoBepaeTcA COOTBET-

creue MAC-agpeca B 3aronoske Ethernet MAC-agpecy HasHayeHuUA
B coAepKMmom npoTtokona ARP.
IP-agpec: Mposepsetca cogepxmmoe ARP-coobLLIEHMA HA Hanuuyme
HeKoppeKTHbIX IP-agpecos.

no ip arp inspection validate 3anpeuaeT cneunduyHbie NPoOBEPKM A1 KOHTPOAS NpoToKoa ARP.

ip arp inspection list create 1. Co3paHue crnvcKa cTatuyeckux ARP-cooTBETCTBUN.

name 2. Bxog, B perkum KoHpurypaumm ARP-cnnckos.

name: (1..32) cumBona

no ip arp inspection list create YpaneHue cnvcka ctatuyeckmx ARP-cOOTBETCTBUN.

name
ip arp inspection list assign HasHavaeTt cnucok cTatnyeckmx ARP-COOTBETCTBUI A5 YKa3aHHOM
vlan_id . VLAN.
— - — - vlan_id: (1..4094) _
no ip arp inspection list assign OTMeHAeT HasHayYeHne cnucka ctatuyecknx ARP-cooTBeTcTBUIA ANA
vlan_id yKasaHHowu VLAN.
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ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection logging
interval

seconds: (0..86400)/
5 cek

3a4aeT MUHMMAnNbHbIN MHTEPBAN MEXAY COOBLLEHUAMM, COAepIKa-
Wwymn nHdpopmaumio npotokona ARP, nepegaBaemMbiMU B 3KypHall.

- 3HayeHue 0 yKasblBaeT Ha To, YTo cooblieHun ByayT reHepupo-
BaTbCA HE3aMe/IMTEe/IbHO;

- infinite — He reHepMpoBaTb COOBLLEHNI B KypHan.

YcTaHaBAMBAET 3HAYeHUe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

¢helica 2pynnbl Mopmos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica

rpynnbl NOPTOB:

console (config-if)#

Tabnnuya 256 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet, rpynnoel uHTepdelicos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo ymon4yaHuo
nHTepdelic He ABnaeTca
[,0BEPEHHbIM

[obasnaeTt nHTepdenc B CNUCOK «A0BEPEHHBIX» NMPU UCNO/b30Ba-
HUM KOHTPOIA NpoTokoaa ARP. ARP-TpaduK «10BEPEHHOTO» UHTEP-
delica cuntaeTca 6€30NacHbIM U HEe KOHTPOIMPYETCA.

Ypanset uHtepdeic n3 cnncka «40BepeHHbIX» NPU UCMOIb30BaHMMU
KOHTpona npotokona ARP.

ip arp inspection limit rate rate

no ip arp inspection limit rate

rate:(0..2048)/0 pps

HacTpouTb orpaHunyeHmne ckopoctu paspelleHHbix ARP-naketos B
pps.

YAanutb orpaHnyeHmne CKopocTu ANna paspelleHHbix ARP-nakeTos.

KomaHObI pexcuma KoHgu2ypayuu ARP-cnuckos

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm ARP-cnmnckos:

console# configure
console (config) # ip arp inspection list create spisok
console (config-arp-list)#

Tabnuua 257 — KomaHabl pexknma koHourypaummn ARP-cnnckos

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-address
mac_address

[obasnaeT cTatuyeckoe cootsetcTeue IP- 1 MAC-agpecos.

Ypanaet ctatnyeckoe cootsetcteme IP- 1 MAC-agpecos.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnuua 258 — KomaHap! pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show ip arp inspection
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT KOHoUrypaumo ¢GyHKLMKM KOHTpoAs npoTokona ARP
Inspection Ha BbIbBpaHHOM MHTepdeiice/Bcex nHTepdeiicax.

show ip arp inspection list

MoKasblBaeT CNUCKKM cTaTUYeCcKnx cooTseTcTeuit IP- 1 MAC-agpecos
(komaHAa pocTynHa TONbKO AN NPUBUIETMPOBAHHOIO NOJb30Ba-
Tens).

show ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

MoKasbiBaeT CTaTUCTUKY ANA CeAyIoLWMX TUMOB NaKeToBs, KOoTopble
6b111 06paboTaHbl Npy Nomowm GyHKUUKM ARP:
- nepeaaHHble nakeTsl (forwarded);

- noTepsiHHble NakeTbl (dropped);
- ownbku B IP/MAC (IP/MAC Failures).

clear ip arp inspection OuunLaeT CTaTUCTUKY KOHTpOAA npoTokoaa ARP Inspection.

statistics [vlan vian_id] vlan_id: (1..4094)

[pumepbl 8bINOAHEHUS KOMAHO

BKNoUnTb KOHTPOJIb NpoToKona ARP 1 gob6aBuTb B cnncok spisok ctatnyeckoe cootsetctamne: MAC-aapec:
00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HazHaunTb cnucokK spisok ctatnyeckmx ARP-cooTBeTCTBUN ANA
VLAN 11:

console# configure

console (config)# ip arp inspection list create spisok

console (config-ARP-list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-1list)# exit

console (config) # ip arp inspection list assign 11 spisok

MoKasaTb CIMCKKN cTaTUYECKMX cooTBeTcTBUI IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98

0060.70AB.CCCD

5.26.8 ®yHkyuoHan First Hop Security

MakeT dyHKUMI First Hop Security Bkntouaet B ceba aHanusatop DHCPv6-nakeTos, IPv6 Source Guard,
ND Inspection n RA Guard. OaHHbii Habop ¢yHKUMIA npeaHasHayeH Ans obecneyeHUs KOHTPOAA U
dunbtpaymm IPv6 TpaduKa B ceTu.

AHanunsaTtop DHCPv6 nakeToB no3sonseT Aob6aBnsaTh coceaei B Tabauuy npueasok IPv6 binding table
npu nonydyeHumn agpeca no DHCP, a Take no3BosiaeT 6opoTbca ¢ HegosepeHHbIMM DHCPV6 cepBepamu.

IPv6 Source Guard no3BoaAET YyCTPONCTBY OTKNOHATL TPAadUK, €CIM OH UCXOAUT OT aApeca, KOTOPbIN
He coxpaHeH B IPv6 binding table. Tabnuua npuesasok cocegeli IPv6 binding table, nogknouyeHHbIX K
YCTPOWMCTBY, CO343€TCA M3 TaKMX MCTOYHMKOB MHOOPMALMK, KaK OTCAEXMBAHME MO MPOTOKOY
obHapyxeHus coceaen (NDP).
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C nomolubto ¢pyHKUuKM ND Inspection kommyTtaTtop nposepseT coobuieHma NS (Neighbor Solicitation)
n NA (Neighbor Advertisement) 1 coxpaHsaeT ux B IPv6 binding table. Ha ocHoBaHWK TabaKULbl KOMMYTATOP
otbpacbiBaeT ntobble nogaensHble coobuweHna NS / NA.

®yHKuMoHan RA Guard no3sonsieT 6,10KMPOBATb UK OTK/IOHATb HeXKenaTelbHble MW NOCTOPOHHME
coobuweHnn Router Advertisement (RA), noctynatowme Ha KOMMyTaToOp OT MapLpyTU3aTopa.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 259 — KomaHab! perknma rnobanbHo KOHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ipv6 neighbor binding policy
policy_name

no ipv6 neighbor binding policy
policy_name

policy_name: (1..32)
cuMmBO/Ia

Co34aTb NONIMTUKY NPUBA3KM coceaelt (neighbor binding) v ne-
penTh B pemMm eé KoHOUTrypnupoBaHus.

Y4anuTb NOAUTUKY NPUBA3KK coceaeit.

ipvé6 first hop security policy
policy_name

no ipvé6 first hop security policy
policy_name

policy_name: (1..32)
cMMBO/IA

Co3pgatb nonnTuky First Hop Security.

YAanuTb NOAUTUKY NPUBA3KK coceaeit.

ipv6 first hop security logging
packet drop

no ipv6 first hop security logging
packet drop

-/BbIK/IIOYEHO

AKTMBMPOBATL IOTMPOBaHME ApPONa NaKeToB NpW HECOOTBET-
CTBUM NoMTUKam 6esonacHocTu cnyk6 RA Guard, ND Inspec-
tion, DHCPv6 Guard u IPv6 Source Guard.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

ipv6 neighbor binding address-
config {stateless | any | dhcp}

no ipv6 neighbor binding ad-
dress-config

-/BbIK/IIOYEHO

BKkntounTb fobaBneHue 3anmceit B Tabanuy NPUBA3KM cocenen
Ha OCHOBAHWUM:

- dhcp-nakera DHCPv6 Reply. Mpu atom Bce Link-local IPv6-
afpeca BHOCATCA B Tabavuy NpuBA3KKM cocesei no ymonya-
HUIO B pe3yabTaTte aHanmnsa ICMPv6-nakeTos;

- any — no6asnaTtb Bce agpeca;

- stateless — Ha ocHoBe IPv6 RA coobuieHuni.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ipv6 neighbor binding address-
prefix {vlan | X:X:X:X::X/<0-128>}

no ipv6 neighbor binding ad-
dress-prefix {vlan |
X:X:X:X::X/<0-128>}

[ob6aBuTb CTaTMuecKylo 3anucb ¢ npedukcom B Tabauuy
Neighbor Prefix Table:
vlan — npuBAasaTtb 3anuck K onpegeneHHomy VLAN.

Ypanutb craTMyeckyto 3anucb c¢ npedukcom u3 Tabauubl
Neighbor Prefix Table.

ipv6 neighbor binding address-
prefix-validation

no ipv6 neighbor binding ad-
dress-prefix-validation

-/BbIK/IOYEHO

BkAlouMTL NpoBEpKy aapecos B TabauLe NpMBA3KM coceaei

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 neighbor binding lifetime
minutes

no ipv6 neighbor binding lifetime

minutes: 1..60/5

YCTaHOBUTb BpemsaA XU3HU TaﬁI'IVILI,bI NPUBA3KN COCEAEVI AanAa
3anncn B MUHyTax.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

ipv6 neighbor binding logging

no ipv6 neighbor binding logging

-/BbIK/IOYEHO

Bkatountb lormMpoBaHMe OCHOBHbIX CO6bITUIN NO U3MEHUHUIO
Ta6/1VILI,bI NPUBA3KN.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.
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ipv6 neighbor binding max-en-
tries {interface-limit | vlan-limit |
mac-limit} {limit | disable}

no ipv6 neighbor binding
max-entries

limit: (0..65535)/
BbIK/NHOYEHO

Onpeaenvute MakCMManbHOE KONNYEeCTBO 3anucelt B Tabauue
NpvBA3KK coceaelt.

- interface-limit — onpegenuTb AMMUT gns nHTepdelica;

- vlan-limit — onpegennte Aumut VLAN;

- mac-limit — onpegennte numut MAC-agpecos;

- disable — pa3pewnTb MaKCMMaNbHOE KOJIMYECTBO 3anncei.
MakcumanbHoe 3HadyeHue = 4294967294.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ipv6 neighbor binding static ipv6
{X:X:X:X::X} vlan vlan_id interface
interface mac mac-address

no ipv6 neighbor binding static
ipv6 {X:X:X:X::X} vlan vlan_id

[Jo6aBuTb cTaTMyeckyto 3anucb 6e3 npedukca B Tabauuy
Neighbor Prefix Table:

- vlan — npuBAsaTtb 3anucb K onpegeneHHomy VLAN;

- interface — npwuBA3aTb 3anucb K onpeaesieHHOMY WUHTep-
deiicy;

- mac — npmBeA3aTb 3anucb K onpeaeneHHomy MAC-agpecy.

Y0anutb CTaTUYECKYIO 3aMUCh.

ipv6 source guard policy
policy_name

no ipv6 source guard policy
policy_name

policy_name:
(1..32) cumBona

Co3gaTtb NoAnTUKY Source Guard U NepeinTn B PeXXnUmM eé KoH-
duUrypmpoBaHus.

YpanuTe nonnTuky Source Guard.

ipv6 dhcp guard policy
policy_name

no ipv6 dhcp guard policy
policy_name

policy_name:
(1..32) cumBona

Co3patb nonntnuky DHCP Guard v nepevit B peXxunm eé€ KoH-
burypuposaHus.

Yaanutb nonantuky DHCP Guard.

ipv6 dhcp guard preference
{minimum minimum_value |
maximum maximum_value}

ipv6 dhcp guard preference

minimum_value;
maximum_value:
(0..255)/BbIKNtOYEHO

YCTaHOBWUTb MaKCUMasbHbIM U MMHUMabHbIM Npeaenbl npes-
nouteHuna gna DHCPv6-cepsepa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 nd inspection policy
policy_name

no ipv6 nd inspection policy
policy_name

policy_name:
(1..32) cumBona

Co3aatb nonntuky ND Inspection n nepeit B pexunm eé KoH-
durypmposaHums.

Yaanutb noantuky ND Inspection.

ipv6 nd inspection drop-unsecure

no ipv6 nd inspection
drop-unsecure

-/BbIKNIOYEHO

BkaounTb OT6paCbIBaHMe NaKeToB C OTCYTCTBYOLWMMU NN HE-
A0NYyCTUMbIMU NMapamMmeTpamMmn Uam Nnoanucbio.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ipv6 nd inspection sec-level
minimum

no ipv6 nd inspection sec-level
minimum

minimum: (0..7)/
BbIK/TIOYEHO

YCTaHOBUTb MMHUMA/IbHOE 3HaYeHWe NapameTpa YpoBHA bes-
OMacHOCTU NpU WCMONb30BaHWM ONUMIA KpunTorpadpuyecku
creHepupoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

ipv6 nd inspection validate
source-mac

no ipv6 nd inspection validate
source-mac

-/BbIK/IIOYEHO

BkntounTb npoBepky MAC-agpeca naketa no ero agpecy link-
layer.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 nd raguard policy

no ipv6 nd raguard policy

policy_name:
(1..32) cumBona

Co3patb nonmTnky ND RA Guard v nepeinTu B pexkum eé KoH-
durypmpoBaHus.

Yaanutb nonntnky ND RA Guard.

ipv6 nd raguard hop-limit
{minimum minimum_value |
maximum maximum_value}

no ipv6 nd raguard hop-limit

minimum_value;
maximum_value:
(1..255)/BbIKNtO4EHO

YcTaHoBUTb Npeaensl 3HadeHus Cur Hop Limit B coobuieHnax
Router Advertisement.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

ipv6 nd raguard managed-config-
flag {off | on}

no ipv6 nd raguard managed-
config-flag

-/BbIK/IOYEHO

Bk/itountb nposepky ¢snara managed-config B coobuieHnax
Router Advertisement:

- off — 3HaueHune dnara foNKHO 6bITh O;

- on — 3HauyeHue pnara JOMKHO 6bITb 1.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 289
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,

MES5500-32



HELTEX

ipv6 nd raguard other-config-flag
{off | on}

no ipv6 nd raguard other-config-
flag

-/BbIKNOYEHO

BKntountb npoBepKy dnara other-config B coobuweHuax
Router Advertisement:

- off — 3HaueHune dnara foNKHO 6bITh O;

- on — 3Ha4yeHue ¢ara JOMKHO bbiTb 1.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ipv6 nd raguard router-
preference minimum {low |
medium | high}

no ipv6 nd raguard router-
preference minimum

-/BbIKNOYEHO

YCTaHOBUTb MUHMMaNnbHoe obbasnsemoe 3HaveHue Default
Router Preference B coobuueHunax Router Advertisement:

- low — HM3Koe 3HaueHue;

- medium — cpegHee 3HayYeHwUE;

- high — BbicOKOe 3HaueHue.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 nd raguard router-
preference maximum {low |
medium | high}

no ipv6 nd raguard router-
preference maximum

-/BbIKNOYEHO

YCTaHOBUTb MaKCcMManbHoe ob6baBasemoe 3HaveHne Default
Router Preference B coobuueHunax Router Advertisement:

- low — HUM3KOoe 3HayeHue;

- medium — cpegHee 3Ha4YeHuUE;

- high — BbicOKOe 3HaueHue.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuKu npusasku cocedell

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-nbr-binding) #

Tabnumua 260 — KomaHap! pexknuma nosMTUKKN NPUBA3KK cocenei

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

logging binding enable

logging binding disable

-/BbIKNIOYEHO

BK/tounTb normposaHue aobasneHuns/yaanerus IPv6 B Tab-
MLy NpUBA3KK coceaen.

BbIKNOUMTL NorMpoBaHne gobasneHuns/yganenus IPv6 B Tab-
MLy NPUBA3KK coceaen.

max-entries {interface-limit |
vlan-limit | mac-limit} {limit |
disable}

no max-entries

limit: (0..65535)/
BbIK/IKOYEHO

OnpeaennTe MakCMManbHOE KONNYEeCTBO 3anuceli B Tabauue
NpWBA3KK coceaelt.

- interface-limit — onpeaennts AMMUT ana nHTepoeiica;

- vlan-limit — onpegenntb AumuT VLAN;

- mac-limit — onpegennto nmnutT MAC-aapecos;

- disable — paspewnTb MakcMmanbHOe KOIMYECTBO 3anucen.
MakcmanbHoe 3HadeHue = 4294967294,

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

address-config {dhcp | any |
stateless}

no address-config

-/BbIKNIOYEHO

BkntounTtb fobaBneHMe 3anucelt B TabamLy NpuBA3KKU coceaen
Ha OCHOBAHMUMU:

- dhcp-nakera DHCPv6 Reply. Mpu atom Bce Link-local IPv6-
aapeca BHOCATCA B Tab/vLy NpMBA3KKM coceneit No ymonya-
HUIO B pe3ynbTaTte aHannsa ICMPv6-nakeTos;

- any — no6asnaTtb Bce agpeca;

- stateless — Ha ocHoBe IPv6 RA cooblueHnit.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

address-prefix-validation {enable
| disable}

no address-prefix-validation

-/BbIK/IOYEHO

BK/1tOUMTbL NPOBEPKY aApecos B TabauvLe NpuBA3KK coceaei.

YCTaHOBUTb 3HaYeHMe N0 YMOIHAHUIO.

device-role {permiter | internal}

no device-role

-/BbIK/IOYEHO

YKasaTb po/ib YCTPOWUCTBA, MOAKNOHEHHOIO K MHTEPdEeCy:
- permiter — yCcTpoOWCTBO NepUMeTpa;
- internal — BHyTpeHee yCTpONCTBO.

Y6paTb po/b C YCTPOICTBA, NOAKNOUYEHHOIO K MHTepdeiicy.
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KomaHObI pexcuma KoHgu2ypayuu noaumuku Source Guard

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-ipv6-srcgrd) #

Tabnunua 261 — KomaHabl perkuma IPv6 Source Guard noanTuKm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

trusted-port

no trusted-port

-/BbIKNOYEHO

OnpeaennTb f0BEPEHHDbIM NOPT. [laHHaA NOANTMKA Ha3Haua-
€TCs Ha MoPT, Ha KOTOPOM HE A0JIKHA NPUMEHATLCA NOANTUKA
Source Guard.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku DHCP Guard

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp-guard) #

Tabnuua 262 — KomaHap! pexxkuma ipvé DHCP Guard nosnmtuku

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

device-role {client | server}

no device-role

-/BbIK/IIOYEHO

YKa3aTb po/ib YCTPOMCTBA, NOAK/IIOYEHHOTO K MHTEpdency:
- server — yCTaHOBWTb POJib CEPBEPA;
- client — ycTaHOBUTb PO/Ib KNAMEHTA.

Y6paTb posib € yCTPOMCTBA, MOAK/IOYEHHOTO K MHTEpdENcCy.

match reply {disable | prefix-list prefix_list: BKAtOUNTL NPOBEPKY aHOHCUPYEMbIX aAPECOB, NONYYEHHbIX B
prefix_list} (1..64) cumsona/ coobuieHunax DHCPv6:
BbIK/IlO4YEHO - disable — oTkntouMTL NPoBepKy No DHCPV6-coobuieHnam;
- prefix-list — npedukc-macKka, no KoTopol byaeT ocyLiecTs-
NATCA NpoBepKa.
no match reply YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.
match server address {disable | prefix_list: BKAtOUNTL NPOBEPKY agpeca NCTOUHMKA cepBepa:
prefix-list prefix_list} (1..64) cumsona/ - disable — oTKAOUUTL NPOBEPKY agpeca UCTOUHUKA cepBepa;
BbIK/IHOYEHO - prefix-list — npedukc-macka, no KoTopolt byaeT ocyLLecTs-

no match server address

NATCA NpoBepKa.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

preference minimum
{preference_value | disable}

no preference minimum

preference_value:
(0..255)/BbIKNtOYEHO

YCTaHOBUTb MUHMMaNbHBIN Npeaen aHoHcupyembix DHCPV6-
cepBepom onuuin:
- disable — BbIKNOUYNTL NPOBEPKY ONLMIA.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

preference maximum
{preference_value | disable}

no preference maximum

preference_value:
(0..255)/BbIKNIOYEHO

YCTaHOBWTb MaKCMMasbHbIV Npeaen aHoHcupyembix DHCPv6-
cepBepom Onuui:
- disable — BbIKNOUYNTL NPOBEPKY ONLLMIA.

YCTaHOBUTb 3HaYeHMe N0 YMOTHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku ND Inspection

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-nd-inspection) #
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Tabnunua 263 — KomaHabl pexkuma IPve ND Inspection noanTmuku

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

device-role {host | router}

no device-role

-/BbIK/IOYEHO

YKasaTb po/ib YCTPOMCTBA, NOAK/IOYEHHOTO K MHTepdeicy:
- host — ycTtaHOBUTb posb XOCTa
- router — yCTaHOBUTb POJIb MapLIpyTM3aTopa

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

drop-unsecure {enable |disable}

no drop-unsecure

-/BbIKNOYEHO

BkaounTb OT6paCbIBaHMe NaKeToB C OTCYTCTBYOLWMMU UNTN HE-
A0NYyCTUMbIMUK NapameTpamn Uam noanucbio.

YCTaHOBWUTb 3HAYeHMUE NO YMO/I4aHUIO.

sec-level minimum
{sec_level_minimum | disable}

no sec-level minimum

sec_level_minimum:
(0..7)/BbiKNtOYMEHO

YKasaTb MUHMMa/IbHOE 3HayeHWe napameTpa ypoBHs 6es-
ONacHOCTM MpPM MCNO/Mb30BaHUM ONUMUI KpuUnTorpadpuyecku
creHepupoBaHHoro agpeca (CGA).

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

validate source-mac {enable |
disable}

no validate source-mac

-/BbIKNOYEHO

BKkntounTb npoBepKy MAC-agpeca naketa no ero link-layer ag-
pecy:

- enable — BkatOUUTH

- disable — BbIKAOUNTD

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku RA Guard

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-ra-guard) #

Tabnunua 264 — KomaHabl pexkuma IPv6 RA Guard noantukm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

device-role {host | router}

no device-role

-/BbIK/IIOYEHO

YKazaTb po/ib YCTPOMCTBA, NOAK/IOYEHHOTO K MHTEpdecy:
- host — ycTaHOBUTb PONb XOCTa;
- router — yCTaHOBUTb PONIb MapLLpPYTU3aTOpPA.

YCTaHOBUTb 3HAYEHME MO YMOIYAHMIO.

hop-limit {minimum value_limit |
maximum value_limit}

no hop-limit

value_limit:
(1..255)/BbIKNtO4EHO

YcTaHoBUTb Npeaensl 3HaveHus Cur Hop Limit B8 coobuyeHunax
Router Advertisement.

YCTaHOBWTb 3HaYeHue no YMO4aHMUIO.

managed-config-flag {off | on}

no managed-config-flag

-/BbIK/IIOYEHO

BKkntounTtb nposepky ¢nara managed-config B coobuweHmax
Router Advertisement:

- off — 3HaueHune dnara LOMKHO 6bITh O;

- on — 3Ha4yeHune dnara JOMKHO 6bITb 1.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

match ra address {disable | prefix- prefix_list: BKNtounTb NpoBepKy agpecoB B coobuieHusx Router Adver-
list prefix_list} (1..64) cumsona/ tisement:
BbIK/IlOYEHO - disable — oTKNtOUMTL NPOBEPKY aapecos
- prefix-list — npedukc macka, no KoTopoi byaer ocyLliecTs-
NATCA NPOBepKa.
no match ra address YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
match ra prefixes {disable | prefix- prefix_list: BKNtounTb NpoBepKy NpeduKcos B coobuieHunsx Router Adver-
list prefix_list} (1..64) cumsona/ tisement:
BbIK/OYEHO - disable — oTKOUMTL NPOBEpPKY NpedUKCoB;

no match ra address

- prefix-list — npeduKkc-macka, no KoTopoi byaeT ocyliecTs-
NATCA NpoBepKa.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

other-config-flag {off | on}

no other-config-flag

-/BbIK/IOYEHO

Bkntountb npoBepKy dnara other-config B coobueHuax
Router Advertisement:

- off — 3HaueHune dpnara LOMKHO bbITh O]

- on — 3HayeHuWe dnara 4OMKHO 6bITb 1.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHUIO.
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router-preference minimum {low |
medium | high}

no router-preference minimum

-/BbIKNOYEHO

YCTaHOBUTb MUHMManbHoe obbasnsemoe 3HaveHue Default
Router Preference B coobuueHunax Router Advertisement:

- low — HM3Koe 3HaueHue;

- medium — cpegHee 3HaYeHuUE;

- high — BbicOKOe 3HaueHue.

YCTaHOBWTb 3HaYeHMe N0 YMOHAHUIO.

router-preference maximum {low |
medium | high}

no router-preference maximum

-/BbIKNOYEHO

YCTaHOBUTb MaKCcMManbHoe ob6baBasemoe 3HaveHne Default
Router Preference B Router Advertisement coobLuieHusax:

- low — HM3Koe 3HaueHue;

- medium — cpegHee 3HayYeHwUE;

- high — BbicOKOe 3HaueHue.

YCTaHOBWTb 3HaYeHMe N0 YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku First Hop Security

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-ipve-fhs) #

Tabnunua 265 — KomaHabl pexkuma IPv6 First Hop Security nonMtukm

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

logging packet drop {enable |
disable}

no logging packet drop

-/BbIKNOYEHO

AKTMBMpPOBaTb NOTMPOBAHME Apona NakeToB NpPU HECOOTBET-
CTBUM nonuTUKam 6esonacHoctn cnyk6 RA Guard, ND
Inspection, DHCPv6 Guard u IPv6 Source Guard:

- enable — BKAOUMTL NOrMpoOBaHME APONA NAKETOB A/1A AaH-
HOM NOJIUTUKM;

- disable — oTkntounTbL NOrMpoOBaHME Apona NAaKeToB ANA AaH-
HOM NOJIUTUKM.

YCTaHOBUTb 3HAYE€HME MO YMONYAHMUIO.

KomaHObI pexcuma KoHguypayuu uHmepagetica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 266 — KomaHabl pexkuma KoHoburypaumm nHtepoeica VLAN

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé first hop security

no ipvé first hop security

-/BbIK/IOYEHO

Bkntountb PyHKLMOHan First Hop Security Bo VLAN.

BbikntounTb dyHKUMoHan First Hop Security so VLAN.

ipv6 first hop security attach-policy
policy_name

no ipv6 first hop security attach-
policy

policy_name:
(1..32) cumsona/
BbIK/OYEHO

Lob6asutb nonntuky First Hop Security Ha uHTepdeiic.

Yaanutb nonnTuky First Hop Security c uHtepdeiica.

ipv6 neighbor binding

no ipv6 neighbor binding

-/BbIK/IOYEHO

BKAtounTb NpuBA3KY coceaelt n aobasneHue 3anuceit B Tab-
nnuy.

BbIKNtOUMTb NPUBA3KY cocenent n AobaBneHune 3anucei B Tab-
auy.

ipv6 neighbor binding attach-policy
policy_name

no ipv6 neighbor binding attach-
policy

policy_name:
(1..32) cumsona/
BbIK/OYEHO

Lo6asutb nonntuky Neighbor Binding Ha nHtepdelic.

Yaanutb nonntuky Neighbor Binding c uHTepgeiica.

ipv6 source guard

no ipvé6 source guard

-/BbIKIOYEHO

BkatounTb IPV6 Source Guard.

BbikntounTb IPV6 Source Guard.

ipv6 dhcp guard

-/BbIKIOYEHO

Bkatountb DHCP Guard.
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no ipv6 dhcp guard

Bbikntounts DHCP Guard.

ipv6 dhcp guard attach-policy
policy_name

no ipv6 dhcp guard attach-policy

policy_name:
(1..32) cumsona/
BbIK/IOYEHO

[o6asunTb nonutuky DHCP Guard Ha uHTepodeiic.

Yaanutb nonantukn DHCP Guard ¢ nHtepdelica.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIKOYEHO

Bkatoumtb IPv6 ND Inspection.

BbikntounTb IPv6 ND Inspection.

ipv6 nd inspection attach-policy
policy_name

no ipv6 nd inspection attach-policy

policy_name:
(1..32) cumsona/
BbIK/OYEHO

[No6aeutb nonntuky ND Inspection Ha uHTepdeiic.

Yaanutb nonntuky ND Inspection c nHtepdeiica.

ipv6 nd raguard

no ipv6 nd raguard

-/BbIKNOYEHO

Bkatounts IPv6 ND RA Guard.

BbikatounTb IPv6 ND RA Guard.

ipv6 nd raguard attach-policy
policy_name

no ipv6 nd raguard attach-policy

policy_name:
(1..32) cumsona/
BbIK/OYEHO

Lo6aeutb nonntuky ND RA Guard Ha nHTepdelic.

Yaanutb noantuky ND RA Guard c nHtepdeiica.

KomaHObi pexcuma EXEC

BuAa 3anpoca KOMaHAHOM CTPOKM:

console#

Tabnunua 267 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue

no ymon4aHuro

Aelicmeue

show ipvé first hop security

OT06pa3nTb HacTponkmM PyHKLMI IPV6 First Hop Security.

show ipv6 source guard

OT06pa3unTb cocToAHne PyHKLMM IPV6 source guard.

show ipv6 neighbor binding table

OT06pa3nTb TabanLy NpMBA30K cocenen.

show ipv6 dhcp guard

OT06pP0O3UTL COCTOAHME U HACTPOMKK PyHKUMM DHCP Guard.

show ipv6 nd inspection

OT06p03UTL COCTOAHME M HAacTPolKK dyHKUMK ND Inspection.

show ipv6 nd raguard

OT06pasunTb cOCTOAHME M HAacTPoMnKKM dyHKLMKM RA Guard.

5.27 ®yHkuumn DHCP Relay areHTa

KommyTtatopbl noaaeprkueatoT GyHKumm DHCP Relay areHTa. 3apavein DHCP Relay areHTa ABnaetca
nepenaya DHCP-nakeToB OT KAMEHTa K cepBepy M obpaTHO B chy4vae, ecnm DHCP-cepBep HaxoauTca B 04HOM
CeTU, a KAMeHT B apyron. Opyroi ¢dyHKumMeln apnsetca gobasneHwe AOMNOAHUTENbHbIX onuuii B DHCP-
3anpocbl KAneHTa (Hanpumep, onumu 82).

MpuHumn pabotol DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTATOp NPUHUMAET OT KaneHTa DHCP-
3anpocol, NepesaeT 3TM 3aNpOoCkl CePBEPY OT UMEHM KMEHTa (0CTaBaAA B 3anpoce onuuun ¢ Tpebyembimm
KAMEHTOM MapamMeTpamu W, B 3aBUCMMOCTU OT KOHPUrypaumm, nobasnas ceom onuum). Monyyums oTBeT oT
cepBepa, KOMMYTaToOp NepeaaeT ero KAUEeHTy.

KomaHObI pexcuma 2a06asab6HolU KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxmnma rnobanbHOM KOHPUrypaLmm:
console (config) #

Tabnnua 268 — KomaHab! perknma riobanbHoM KoHGUrypaumm

3HayeHue/3Ha4yeHue
10 yMon4YaHuo

KomaHoa Aelicmeue

ip dhcp relay enable Mo ymonYaHMIo areHT Bkatountb PpyHKLMM DHCP Relay areHTa Ha KommyTaTope.

no ip dhcp relay enable BbIK/ItOYEeH BbIkntountb GpyHKUMmM DHCP Relay areHTa Ha KommyTaTope.
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HELTEX

ip dhcp relay address
ip_address [vlan vian_id]
[vrf vrf_name]

no ip dhcp relay address
[ip_address] [vrf vrf_name]

vlan_id: (1..4094);
vrf_name: (1..32)
CMMBONOB
MosKeT 6bITb 3a4aH0 40
32 cepBepoB
(ananasoHom nam
nepeyncieHmem)

3agatb IP-agpec pgoctynHoro DHCP-cepsepa gna DHCP Relay

areHTa.

- vlan — knueHTckuii VLAN, 3anpocbl M3 KoToporo byayT Hanpas-

neHbl Ha IP-agpec koHKpeTHOro DHCP-cepBepa;

- vrf_name — vma BUPTYanbHOM 061acTU MapLIpyTU3aLUM.
Heckonbko KnueHTckux VLAN pgob6asnsiotca yepes 3ans-
TYI0 B C/ly4ae nepeyncaeHusn u yepes geduc B cayvae yKka-
3aHUA AMana3oHOoB.

Ypanutb IP-agpec u3 cnucka DHCP-cepsepos ana DHCP Relay
areHTa. MoxeT 6bITb 33aHO A0 BOCbMW CEPBEPOB B BUAE Auana-
30Ha UK NepeyncneHmem.

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHPurypaumnm nHtepoerica VLAN:

console# configure

console(config)# interface vlan vian id

console (config-if) #

Tabanuya 269 — KomaHabl perknma KoHourypaumm nHtepdeiica VLAN, nHtepdeitca Ethernet

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

ip dhcp relay enable
Mo ymonuyaHuto areHT

Bkntounte ¢dyHKumMm DHCP Relay areHTa Ha HacTpavBaemom
nHTepoelice.

no ip dhcp relay enable BbIK/IFOYEH

BbikntounTb dyHKUMM DHCP Relay areHTa Ha HacTpavMBaemom
nHTepoelice.

ip dhcp relay gateway-address

ip_addr Mo ymonuaHwuio agpec

M03BOANTb HACTPOUTb KOHKPETHbIM agpec WCTOYHUKA ANA
DHCP-nakeToB 13 kaneHtckoro VLAN.

He BblbpaH

no ip dhcp relay gateway-address

BepHyTb B peskum paboTbl N0 YMOSYAHMIO.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnunua 270 — KomaHabl pexkuma EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show ip dhcp relay [ vrf {vrf_name |

all}]

- vrf_name — ums BUPTYanbHOM 061aCT MapLLPYTU3aLUN.
OT06pasuTb KOHOUrypauuto HacTpoeHHoW ¢yHKumum DHCP
Relay areHTa Ansa KOMMyTaTOpa U OTAENbHO AN UHTepdeicos,
a TaK¥e CMUCOK AOCTYMHbIX CEPBEPOB.

[pumepsbi 8biM0AHEHUS KOMAHO

MNMokasaTtb coctoaHMe ¢yHKunM DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled

Servers: 192.168.16.38

DHCP relay 1is not configured on any vlan.

Relay agent Information option is Enabled
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SHELTEX
5.28 KoH¢wurypauma DHCP-cepBepa

DHCP-cepBep ocyLecTBAAET LEHTPANM30BAHHOE YpaBAeHMe CEeTEBbIMU agpecamm U COOTBETCTBYIO-
LWMMU KOHPUTYPALMOHHbBIMM NapameTpamm, aBTOMATUYECKM NPeaoCcTaBiAas UX KaMeHTam. 3To No3BosseT
n3bexkaTb Py4HOM HACTPOMKM YCTPOMCTB CETU U YMEHDBLUAET KOJIMYECTBO OLLUMOOK.

Ethernet-kommyTaTopbl MoryT paboTtaTb Kak DHCP-KaueHT (nonyyeHune cobereeHHoro IP-aapeca oT
cepsepa DHCP), Tak n kKak DHCP-cepBep. BoamoskHa ogHoBpemeHHan pabota DHCP-cepsepa n DHCP-relay.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM peXRnMa rnobaibHOW KOHPUIypaLmm:
console (confiqg) #

Tabnnuya 271 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda Aelicmeue

Bkntountb dyHKLMI0 DHCP-cepBepa Ha KommyTaTope.

MNepep, BKkAoueHnem DHCP-cepsepa npepsapm-
l | TeNbHO AO0/KHbI 6bITb OTKAOYEHbl DHCP-KAMEHTDI
-/Bbikni0HEHO o Bo Bcex VLAN. B TOmM uucne BKIKOUYEHHbIA NO YMOJI-
yaHuio DHCP-knueHT B VLAN 1.

BbIkntountb dyHKUMo DHCP-cepBepa Ha KommyTaTope.

ip dhcp server

no ip dhcp server
ip dhcp pool host name

Boitn B pexum KoHdurypaumm ctatuyeckux agpecos DHCP-
cepsepa.
Ypanutb KoHdurypaumto DHCP-KAneHTa ¢ 3aaHHbIM MMEHeM.

name: (1..32)
CMMBO/IOB

no ip dhcp pool host name
ip dhcp pool network name

Boitn B pexkum koHourypaumm DHCP-nyna agpecos DHCP-cep-
Bepa.
- name — uma DHCP-nyna agpecos.
MakcumanbHo gonyctumoe Konudectso DHCP pool
N YyKasaHo B Tabnuue 9.

name: (1..32) cumBonos

no ip dhcp pool network name

Ypanute DHCP-nyn ¢ 3agaHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-address
low_address [high_address]

Ykazatb IP-agpeca, koTopble DHCP-cepsep He 6yaeT HazHa4aTb
ona DHCP-knneHTOB.

- low-address — Ha4anbHbIN IP-agpec AnanasoHa;

- high-address — koHeuHbIV IP-agpec AnanasoHa.

Ypanute IP-agpeca 13 cnucka UCKIOYEHUIM o151 Ha3HaYeHUs ero
DHCP-knueHTam.

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckKux adpecos DHCP-cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KoHdUrypaLmm ctatudeckmx agpecos DHCP-cepeepa:

console# configure
console (config) # ip dhcp pool host name
console (config-dhcp) #

Tabnnua 272 — KomaHabl perkuma KoHourypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address}

PydHoe pesepsuposaHue IP-agpecos agna DHCP-knumeHTa.

- ip_address — IP-agpec, KoTopblii 6yaeT conocTtaBneH ¢ ¢pusn-
YeCKMM afpecoM KNNEHTa;

- mask/prefix_length — macka nogcetn/anmHa npeduKca;

- id — pusnyecknit agpec (MaeHTUGMKaTOP) cCeTEeBOM KapTbl;

- mac_address — MAC-aapec.
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HELTEX

no address

Ypaanutb 3ape3epsmpoBaHHble IP-agpeca.

client-name name

name: (1..32) cumBonos

no client-name

Onpegenntb uma DHCP-kauneHTa.

Yaanute uma DHCP-knneHTa.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumum nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool network name

console (config-dhcp) #

Tabnnua 273 — KomaHabl perkmMma KoHouUrypaumm

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda

Aelicmeue

address {network_number |
low low_address high
high_address} {mask |
prefix_length} -

no address

YCTaHOBWUTb HOMep NOACETU M MACKy MOACETU AN Nyna agpe-
cos DHCP-cepsepa.

- network_number — |P-agpec Homepa NoaceTH;

- low_address — HayanbHbIM IP-aapec AgnanasoHa aapecos;

- high_address — koHeuHbIW |P-agpec gManasoHa agpecos.

- mask/prefix_length — macka nogcetn/anvHa npedukca.

Ypanute KoHdurypaymto DHCP - nyna agpecos

lease {days [hours [minutes]] |
infinite}

-/1 peHb

no lease

Bpems apeHabl IP-agpeca, KOTopblit HasHavyeH ot DHCP.
- infinite — Bpems apeHgbl He OorpaHNYEHo;

- days — KonuyecTso gHew;

- hours — KOINYECTBO YacoB;

- minutes — KOANYECTBO MUHYT.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOM CTPOKM:
console (config-dhcp) #

Tabnunua 274 — KomaHabl perknuma KoHourypaumm

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aelicmeue

default-router ip_address_list

Mo ymonyaHumio cnmucok
MapLpyTU3aToOpPOB He
onpeaeneH.

no default-router

OnpeaennTb CNUCOK MapLIPyTM3aTOPOB MO YMOYAHUIO ANS
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapLipyT13aTopoBs, Mo-
KeT cogepaTb A0 8 3anuceit, pasgeneHHbix npobenom.
IP-agpec maplupyTM3aTopa AonXKeH 6biTb B TOW Ke
e NOACETH, YTO U K/INEHT.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

dns-server ip_address_list

Mo ymonyaHuio cnncok
DNS-cepsepos He

Onpegenntb cnncok DNS-cepBepoB, A40CTYMHbIX ANA KAMEHTOB
DHCP.
- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MoXKeT

onpesenex. coaepaTb 40 8 3anuceit, pasgeneHHblx npobenom.
no dns-server YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.
domain-name domain domain: (1..32) Onpegenutb gomeHHoe umsa ans DHCP-knueHToB.
no domain-name CMMBO/I0B YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

netbios-name-server
ip_address_list Mo yMON4YaHWUIO CNNCOK
WINS-cepBepoB He

onpeaeneH.

no netbios-name-server

Onpegenntb cnucok WINS-cepBepoB, AOCTYMHbIX A8 KANEH-
Tos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, moseT
cofeprKaTb A0 8 3anucen, pasaeneHHbix npobenom.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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HELTEX

netbios-node-type {b-node |
p-node | m-node | h-node}

no netbios-node-type

Mo ymonyaHuio Tvn
y3na NetBIOS He
onpegeneH.

Onpegenutb TN y3na NetBIOS Microsoft gns knneHtos DHCP:
- b-node — WMpOKoBeLWaTeNbHbIN;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHNPOBAHHbI;

- h-node — rnbpuaHbIN.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHWUIO.

next-server ip_address

no next-server

Mcnonb3osaTb Ana ykasaHma DHCP-knueHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOTro AOJIXKEH BbITb NOy-
YeH 3arpy3oyHbli ¢an.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3osatb ans ykazaHua DHCP-knneHTy umsaA cepsepa, € KO-
TOPOro A0/KeH bbITb NOYYEH 3arpy304Hblii dpaiin.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

bootfile filename

no bootfile

filename: (1..128)
CMMBO/I0B

YKazaTtb umsa ¢daina, UCnonb3yemoro AAsA HavalbHOM 3arpysKku
DHCP-knuneHTa.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

time-server ip_address_list

no time-server

Mo yMON4YaHMIO CINCOK
cepBeposB He
onpeaenex.

OnpeaennTb CNUCOK CepBEPOB BPEMEHMU, AOCTYMHbIX ANS KAu-
eHTtos DHCP.

- ip_address_list — cnucok IP-appecos cepBepoB BpeMeHMU, MO-
JKET coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobesom.

YCTaHOBUTb 3HaYeHME N0 YMOIYAHMUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}
[description desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)
CYMBOJIOB;
desc: (1..160)
C“MBO/I0B

HacTtpouTb onumn DHCP-cepsepa.

- code — kop, onumnn DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHue;

- integer — Lenoe NONOXKUTENbHOE YNCNO;
- ascii_string — ctpoka B ¢opmarte ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoKa B 16-om ¢popmare.

Yaanutb onuuun ana DHCP-cepsepa.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 275 — KomaHab! pexxkunma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear ip dhcp binding
{ip_address | *}

Yaanutb 3anucelt U3 Tabamubl COOTBETCTBUA GU3MYECKUX aape-
COB UM aZpecoB, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHa4YeHHbI DHCP-cepsepom;

- ¥ —ypanuTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHoUrypaumm DHCP-cepBepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-appecos, KoTopble DHCP-cepBep He byaeT HasHa-
yatb gnAa DHCP-knueHTOB.

show ip dhcp pool host
lio_address | name]

name: (1..32) cumBonos

MpocmoTp KoHbUrypaumm ana ctatuyeckux agpecos DHCP-cep-
Bepa:

- ip_address — IP-agpec KnneHTa;

- name —vumaA DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MpocmoTp KoHoUrypaumm DHCP-nyna appecos DHCP-cepsepa:
- name — vuma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address]

MpocmoTp IP-aapecos, KoTopble conocTaseHbl ¢ PUINYECKUMU
aapecamu KAMEHTOB, a TaKXKe Bpema apeHabl, cnocob HasHave-
HUA 1 cocToAHUe IP-agpecos.

show ip dhcp server statistics

MpocmoTp ctatnctukmn DHCP-cepsepa.

show ip dhcp allocated

MpocmoTp akTMBHbIX IP-agpecos, BbigaHHbIx DHCP-cepBepom.
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HELTEX

[pumepbl 8b1MNOAHEHUS KOMAHO

Hactpoutb DHCP-nyn c umeHem test u ykasatb ana DHCP-kaneHTOB: umA gomeHa — test.ru, Wwnto3 no ymon-

YaHuto —192.168.45.1 n DNS-cepsep — 192.168.45.112.

console#

console# configure

console (config)# ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp)# dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

5.29 KoHdwurypauua ACL (cnnucKu KOHTpOAA AocTyna)

ACL (Access Control List — cnucok KoHTpona goctyna) — Tabauua, KoTopasa onpegenser npasuna
duNbTpauMm BXOAALLErO M Ucxoaauero Tpaduka Ha OCHOBaHWKM NepefaBaeMblX B NMakeTax MPOTOKOJIOB,

TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

v

ACL-cnucku Ha 6a3e IPv6, IPv4 u MAC-agpecoB He A0NXKHbl UMeTb OAMHAKOBble Ha3BaHUA.

IPv6- n IPv4-cnuckn moryT pabortatb Bmecte Ha ogHom d¢usnyeckom uHTepdeiice.
IPv4-cnucku n ACL Ha 6a3e MAC-agpecaummu moryTt pabotatb BMmecTe Ha ogHoM pusnueckom
nHtepdeice. Cnucok ACL Ha 6asze MAC-agpecaumm He MOXeT COBMELL,ATbCA CO CNUCKamMMm
ana IPv6. [1Ba cnMcka o4MHAKOBOro TMNa He MoryT pabortatb BMmecTe Ha UHTepdeiice.

%

KomaHapl Ans co3paHusas M pedaktupoBaHus cnivckoB ACL gocTtynHbl B pexume rnobasbHoM

KOHbUrypaumu.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

KomaHgHan cTpoKa B pexkume rnobanbHo KOHPUrypaumm numeet Bua;

console (confiqg) #

Tabnunua 276 — KomaHabl a4nsa co3gaHua U KoHdurypaumm cnmckos ACL

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip access-list access_list
{deny | permit} {any |
ip_address [ip_address_mask]}

no ip access-list access_list

ip access-list extended
access_list

no ip access-list extended
access_list

ipv6 access-list access_list
{deny | permit} {any |
ipv6_address
[ipv6_address_prefix]}

no ipv6 access-list access_list

access_list: (0..32)
cMMBONIA

Co3aaTb CTaHAAPTHbLIV cnivcok ACL.

- deny — 3anpeTuTb NPOXOXKAEHWe NaKeTOB C yKasaHHbIMW Mapa-
meTpamu;

- permit — paspeLmnTb NPOXOXKAEHWNE NAKETOB C YKa3aHHbIMM Napa-
MeTpamu.

YaanuTb CTaHZapTHbIN cnncok ACL.

Co3aaTb HOBbIW pacluMpeHHbIi cnucok ACL ans agpecaumm IPva n
BOMTU B PEXUM ero KoHdUrypauumn (ecam cnucok ¢ AaHHbIM Ume-
HeMm elle He co34aH) B0 B peXKUM KOHOUIypaLLMm paHee co3aaH-
HOTO CMUCKa.

Yaanutb pacwmpeHHbin cnucok ACL ana agpecaumn IPv4.

Co3A4aTb HOBbIM CTaHAAPTHbIM cnucok ACL ans agpecauuu IPvb.

- deny — 3anpeTuTb NPOXOXKAEHWE NaKeTOB C yKa3aHHbIMW Mapa-
meTpamu;

- permit — paspeLnTb NPOXOXKAEHWE NAKETOB C YKa3aHHbIMM Napa-
MeTpamu.

YpanuTb cTaHgapTHbIM cnncok ACL gns agpecaumm IPv6.
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HELTEX

ipv6 access-list extended
access_list

no ipv6 access-list extended
access_list

mac access-list extended
access_list

no mac access-list extended
access_list

Co34aTb HOBbIM pacwmpeHHbIn cnncok ACL ana agpecauum IPvé m
BOWMTU B PeXMM ero KoHOMrypaumm (ecam cnmcok ¢ AaHHbIM ume-
HeM eLle He co3AaH) IM60 B pexxnm KoHOUTypaunm paHee Co34aH-
HOTO CMUCKa.

Ypanutb pacwmpeHHoro cnucka ACL gna agpecaumm IPv6.

Co3patb HoBbIV cnMcoK ACL Ha 6a3e MAC-aapecaummn u BOUTHU B pe-
UM ero KoHourypauum (ecam cnncok ¢ JaHHbIM UMEHeM elle He
€034aH) 60 B peXxnm KOHOUTypaLnn paHee CO34aHHOIO CNMUCKa.

Ypanutb cnucka ACL Ha 6a3e MAC-agpecauuu.

time-range time_name

time_name: (0..32)

BoliTn B pexkum KoHdurypauum time-range 1 onpeaenntb BpemeH-
Hble MHTepPBanbl ANA CNUCKa J0CTyna.

cMmBona - time_name — nma npoduna HacTpoek time-range.
no time-range time_name YaanuTb 3agaHHyto KoHdurypaumio time-range.
access-list statistics -/oTKNOYEHO Bktountb GyHKUMOHaN noacyeTta paboTbl ana ACL-npasua.

no access-list statistics

B Tekyuweit Bepcun MO pyHKuMoOHan paboTtaeT B Hanpas-
nexuu IN, pabota pyHKUMOHaNA He NnogAepiKaHa Ha KOM-
myTtaTtopax cepumn MES53xxA.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

Ona Toro 4rtobbl aKTMBM3MpoOBaTb cnncok ACL, Heobxoaumo cBfA3aTb €ro c WHTepdencom.
NHTepdelicom, MCNONb3YIOLLMM CIIMCOK, MOXET bbiTb Nb60 nHTepdelic Ethernet, inbo rpynna nopros.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica Ethernet, VLAN, epynnsi nopmos

KomaHZHasa cTpoka B perkume KoHouUrypaummn nHtepdeiica Ethernet, VLAN, rpynnbl NopToB MmeeT

BUA:

console (config-if) #

Tabnunua 277 — KomaHga HasHauyeHus cnucka ACL-mHTepdeicy

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

service-acl input access_list

no service-acl input

access_list: (0..32)
cumBoNa

B HacTpoiKkax onpegenéHHoro pusmnyeckoro nHTepdeica KomaHaa
MPUBA3bLIBAET YKa3aHHbIN CMUCOK K AaHHOMY UHTepdelicy.
—rnobanbHaa HacTPOWKa ANs NPUMEHeHUs onumm 82.
MNop peiictBue ACL, HazHavyaemoro Ha interface vlan, no-
V nagaeT He TONbKO MapLUPYTUIMPYEMbIA TPadUuK, HO M
Tpad UK BHYTPU CETU.
Nopg pevicteue ACL, HasHayaemoro Ha interface vlan, no-
V napaeT Becb BXOAALMI B NOPTbI TpadpuK B AaHHOM VLAN.

V Ha untepdeiic moxkHo Ha3HauuTb TonbKo Extended ACL.

V MpueAaska K uHtepdeiicy VLAN BO3MOXKHa TONbKO AnA
HanpasaeHus input.

YaanuTb cnUCOK ¢ uHTepdelica.

KomaHObi pexcuma Privileged EXEC

KomaHaHan cTpoka B perkume Privileged EXEC nmeet Bua:

console#
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Tabnuua 278 — KomaHap! ans npocmoTpa cnmckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show access-lists [access_list]

show access-lists
time-range-active [access_list]

access_list: (0..32)
cMmBosia

MokasaTtb cnuckn ACL, co3gaHHble Ha KOMMyTaTope.

Mokasatb cnuckn ACL, co3pgaHHble Ha KommyTaTope, KoTopble B
HacToALLee BpeMA ABNAIOTCA aKTUBHbIMM.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MNokasaTtb cnuckn ACL, HazHa4YeHHble UHTepdericam.

clear access-lists counters
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

O6HYNUTbL BCE CcYETYMKM cnMcKoB ACL InMbBo cYeTUMKM A/1A CNUCKOB
ACL 3apgaHHoOro nHtepdelica.

show interfaces access-lists
trapped packets
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

loKa3aTb CHETYMKM CANCKOB A0CTyNa.

KomaHOwbl pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeet sua;

console#

Tabnnuya 279 — KomaHab! gns npocmoTpa cnuckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show time-range [time_name]

Moka3saTb KoHdUrypaumio time-range.

5.29.1 KoHndpueypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBeaeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX MAPAMETPOB, MCMOJIb3yEMbIX B
COCTaBe KOMaHpA, HacTpoiikmn cnmnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHne U BXOL B pPeKUM
peaakTMpoBaHuna cnmnckos ACL, ocHOBaHHbIX Ha agpecaumn IPv4, ocywecTBaseTca Mo KOMaHAe: ip
access-list extended access-1ist.Hanpumep, gnsa cosganus cnucka ACL nog HasBaHuem EltexAL
Heo6X0AMMO BbINOJAHUTL CNeayioLLMe KOMaHOb!:

console#

console# configure
console (config)# ip access-list extended EltexAL
console (config-ip-al)#
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Tabnnua 280 — OCHOBHbIe MapamMeTpbl, UICNOJIb3yeMble B KOMaHaax

Napamemp 3HayeHue Aelicmeue

permit [JeicTBure ‘paspewnts’ Co3paTb paspelatollee npasuao ¢punbTpaumm 8 cnmcke ACL.

deny [ewncTteue ‘3anpetuts’ Co3pgatb 3anpewatouiee npasuno ¢punbTpaymm B cnmcke ACL.

protocol Mone npegHasHayeHo ANa yKasaHWA NPOTOKOA (MK Bcex NpoTo-
KOJ/I0B), HA OCHOBE KOTOPOro byaeT ocyliectsaseTcs puabTpaumsa.
Mpw BbIGOpE NPOTOKO1IAa BO3MOXKHbI CieaytoLme BapuaHTbl: icmp,
igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout,

Mpotokon .8IOP_P gp, 18p IO_D_P_FJ p P _

ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim,
12tp, isis, ipip, MMBO UMcNOBOE 3HaYEHME NPOTOKOA, B AManasoHe
(0—255).
[na cooTBeTCTBMA NHO6OMY NPOTOKONY UCNOb3yeTcA 3HaYeHue IP.

source Aapec UCTOYHMKA Onpegenntb IP-agpec ncTouHMKa nakerTa.

source_wildcard

Wildcard-macka agpeca
MUCTOYHMKA

butoBaA macka, npumeHsemas K IP-agpecy MCTOYHWMKa nakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HEO6X0AMMO UTHO-
pupoBaTb. B 3HaueHna nrHopupyembix 6BUTOB A0MKHbI BbITb 3anu-
caHbl eauMHuubl. Hanpumep, Mcnonb3ya mMacky, MOXKHO onpege-
NnTb ana npasuna eunbtpaumm IP-cetb. YTobbl A06aBUTL B Npa-
Buao punbtpaumm IP-cetb 195.165.0.0, Heobxo4MMO 3a4aTb 3Ha-
yeHue macku 0.0.255.255, To ecTb COrnacHo AaHHOW Macke no-
cnenHue 16 6ut IP-appeca 6yayT UTHOPUPOBATHLCS.

destination

Appec HazHayeHun

Onpegenutsb IP-agpec Ha3HavYeHUA NakeTa.

destination_wildcard

Wildcard-macka agpeca
HasHayeHus

butoBaA macka, npumeHsemas K IP-agpecy HasHayeHWA nakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble He06X0AMMO UTHO-
pupoBaTb. B 3HaYeHUs UrHopupyembix BUTOB AOMKHbI ObITb 3anu-
caHbl eauHWMubl. Macka wucnonb3yeTca aHalorM4yHO Macke
source_wildcard.

vlan

NaeHTndumkaTop Vlan

Onpeaenntb VLAN, ana Kotoporo 6yaeT npumeHaTbCA NpaBuo.

dscp

None DSCP B 3aronoske L3

OnpenennTtb 3HayeHne DSCP-nons diffserv. BoamorkHble Koabl coO-
obueHnit nona dscp: (0 —63).

precedence

Mpuopwutet IP

Onpeaenntb NnpuopwuteT IP-Tpaduka: (0-7).

time_name

Mma npoduna
KoHbUrypaumm time-range

OnpeaenuTb KOHGUIYPaLMIO BPEMEHHbIX UHTEPBANOB.

icmp_type

Tun coobuieHunii npotokona ICMP, ucnonbsyemsiit s dunbtpa-
umn  ICMP-naketoB. BO3MOMHble TuUMbl COOBLIEHUI noAA
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-advertise-
ment, router-solicitation, time-exceeded, parameter-problem,
timestamp, timestamp-reply, information-request, information-
reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-regis-
tration-request, mobile-registration-reply, domain_name-re-
quest, domain_name-reply, skip, photuris, in6o uncnosoe 3Haye-
HWe Tuna coobuieHus, B ananasoHe (0 — 255).

icmp_code

Koa coobuieHnsa npoTokona
ICMP

Kog, coobennit npotokona ICMP, ncnonbsyemoiit ans dunbtpa-
umm  ICMP-naketoB. Bo3MOMKHble KoAbl COOb6UIEHUIA nonAa
icmp_code: (0 — 255).

igmp_type

Tun cooblweHna npoTokona
IGMP

Tun coobuweHuii npotokona IGMP, ucnonbayemblit ans dpunbTpa-
UMM naketos IGMP. Bo3moKHble TuMbl coobuieHMiA nona
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nnbo ymcnosoe 3HayeHne
Tvna coobuieHuns, B ananasoHe (0 — 255).

destination_port

UDP/TCP-nopT Ha3HaYeHus
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source_port Bo3moskHble 3HaueHusa nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), lpd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
UDP/TCP-nopt nctouHuka | Ans UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(223), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HayeHue (0 — 65535).

list_of flags Ecam ana ycnosua dunbTpaumm Gaar gomakeH 6biTb YCTaHOBAEH,
TO Nnepes, HUM CTaBUTCA 3HAK «+», €CIN He A0/KeH 6bITb YCTaHOB-
NIeH, TO «-». Bo3amoskHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Npu ncnonvzoBaHun
HECKOJIbKMX ¢niaros B ycnosumn punbtpaumu, dnarn obveamHsa-
H0TCA B O4HY CTPOKY 6e3 npobenos, Hanpumep: +fin-ack.

®dnarn npotokona TCP

disable_port BbIKNIOYUTb NOPT, C KOTOPOTO Bbl MPUHAT NaKeT, Y40BNETBOPSALO-
OTKANtoYeHWe nopTa Wwuii yenosuam noboit 13 komaHg, 3anpeta deny, B cocTaBe KoTo-
pow 6bi10 onucaHo none.

BKAoYnTbL 0TNPaBKy MHGOPMALMOHHBIX COOBLLEHNI B CUCTEMHDIN
KYPHaA Npu NOAYyYEHUN NaKeTa, KOTOPbI COOTBETCTBYET 3anucy.

log_input o
08_Inpy OTnpaBKa coobLueHmit

3a4aTb UCMONb30BaAHUE CMMCKA WAbNOHOB No/Ib30BaTeNA AJ1A pac-
Nno3HaBaHWA NakeToB. [na KaxKaoro cnucka ACL moskeT bbITb onpe-
[AeNeH CBOM CNUCOK WabsoHOoB.

offset_list_name
HanmeHoBaHMe cnncKka

wabnoHoB Nonb3osaTens

ace-priority MHAEeKe 3a4aeT NoJI0KeHNe NpasBuia B CNUCKE U ero NnpuopuTer.
MpuopwuTteT 3anucm Yem meHblue MHAEKC — Tem npuopuTeTHee npasuno. [AnanasoH
[O0NYyCTUMBIX 3HaYeHui (1..2147483647).

/ [na Bbi6opa Bcero ananasoHa napameTpos, Kpome dscp u IP-precedence, ncnonb3yerca na-
pameTp «any».

Ecan nakert nonagaet nop, Kputepuii npasuna B ACL, TO Haa, HAM BbINOIHAETCA AeNcTBUe
aToro npasuna (permit/deny). flanbHeillan npoBepKa He NPOU3BOAUTCA.

cootBeTcTBUue npasuaam IP ACL, notom MAC ACL (B cnyuae, ecnu He nonagéTr nog aencrsue
HU ogHoro u3 npasun IP ACL).

Ecnm nocne npoBepKu Ha coorBetcTBue npasunam IP uan MAC ACL (korga 1 ACL HasHaueH
Ha uHTepdeic) uam IP u MAC ACL (koraa 2 ACL HasHaueHbl Ha UHTepdeiic) NnakeT He nonan
nopa, AeicTBMe HU OAHOro U3 NPaBUA, TO Hag AaHHbIM NakeTom 6yaeT npumeHeHo aeiictBue
"deny any any".

V Ecnu Ha unHTepdeiic HasHaueHbl IP u MAC ACL, To nepBoHa4YasibHO NakeT 6yaeT NnpoBepeH Ha

Tabnnuya 281 — KomaHabl, cnosibayemble aaa HacTponku ACL-cnnckoB Ha ocHoBe IP-aapecauunn

Komanda Aelicmesue
permit protocol {any | source source_wildcard} {any | [o6aBuTb paspelarolyto 3anuce GUAbTPaLUMK ANa NpoToKona.
destination destination_wildcard} [dscp dscp | MaKeTbl, OTBEYalOLLME YCAOBUAM 3anucK, byayT obpabaTbiBaTbes
precedence precedence] [time-range time_name] KOMMYTaTOPOM.
[ace-priority index]
no permit protocol {any | source source_wildcard}{any | YAanuTb CO34aHHYI0 paHee 3anuchb.
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
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permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[06aBuTb paspeLuatoLLyto 3anucb GUAbTpaLMn aaa npotokona IP.
lMaKeTbl, OTBEYatOLLME YCAOBMAM 3anucu, byayT obpabaTtbiBaTbea
KOMMYTaTOPOM.

no permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

YLanuTb CO34aHHYI0 paHee 3anucsb.

permit icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [ace-priority index]
[offset-list offset_list_name] [vlan vian_id]

[o6aBuTb paspellatollyto 3anmcb GUAbTPALUKN ANA NPOTOKONA
ICMP. MaKeTbl, oTBEYatoWwme ycaoBUaAM 3anucu, byayTt obpabaTbi-
BATbCA KOMMYTaTOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [offset-list
offset_list_name] [vlan vian_id]

YAanuTb CO34aHHYI0 paHee 3anuch.

permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index]

[o6aBuTb paspellatollyto 3anmcb GUAbTPALUKN ANA NPOTOKONA
IGMP. MaKeTbl, oTBEYatoLWme ycaoBUAM 3anuncu, byayt obpabaTbi-
BaTbCA KOMMYTaTOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

permit tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[o6aBuTb paspelsatollyto 3anmcb GUAbTPALUKN ANA NPOTOKONA
TCP. MaKeTbl, oTBevatowWwme ycioBuam 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

YAanuTb CO34aHHYIO paHee 3anuch.

permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[o6aBuTb paspeluatollyto 3anmcb GUALTPALUKN ANA NPOTOKONA
UDP. MakeTbl, OTBeYatowWwme ycnosmMam 3anucu, byayt obpabatbi-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

Ypanutb CO34aHHYIO paHee 3anucb.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[o6aBuTb 3anpelyaiollyto 3anncb GUAbBTPaLUM ANA MPOTOKONA.
MaKkeTbl, oTBEYaloLWMe ycnoBMAM 3anucy, byayT 6nokuposaTbes
KommyTaTopom. Mpu ucnonb3osaHum Kaoyesoro cnosa disable-
port dusmyeckuii MHTepdenc, NPUHABLUNIA TaKoM NakeT, byaeT Bbl-
KntoyeH. Mpu ucnonb3oBaHuK KntoueBoro ciosa log-input 6yaet
OTMNpPaB/IEHO COOBLLEHNE B CUCTEMHDIV KYpHa.

no deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Yaanutb CO34aHHYIO paHee 3anucb.

deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[lo6aBuTb 3anpeLyaiolLyio 3anuch GuUabTpaLmm ana npotokona IP.
MaKeTbl, OTBEYalOLWMeE YCNOBUAM 3anucy, ByayT 61oKMpoBaTbCA
KommyTaTopom. lMpu ncnonb3osaHuu Katoyesoro cnosa disable-
port dpusmyeckunii MHTepdenc, NPUHABLUNIA TaKoM NakeT, byaeT Bbl-
KntoyeH. Mpu ucnonb3oBaHuK KntoueBoro ciosa log-input 6yaet
OTMNpPaB/IEHO COOBLLEHNE B CUCTEMHBIV KYpHa.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[disable-port | log-input]

Yaanutb CO34aHHYIO paHee 3anucb.
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deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[ob6asuTb 3anpeluatowyto 3anucb GUAbTPALUKU 1A NPOTOKONA
ICMP. MaKeTbl, oTBEYalOWMe ycnoBmam 3anucu, 6yayTt 610Kkupo-
BaTbCA KOoMMmyTaTopom. [py MCNONb30BAHUKU KAKOYEBOro C/10Ba
disable-port ¢pusmyecknin nHTepdelic, NPUHABLIMIA TaKOW NakerT,
byaeT BbikAoYeH. Mpy 1cnonb3oBaHWK KatoyeBoro csosa log-
input 6yaeT oTnpaBieHo coobLLEHNE B CUCTEMHDIN KYPHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Y[anuTb cO34aHHYI0 paHee 3anuch.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[ob6aBuTb 3anpelLatowyto 3anucb GUAbLTPALMK AAa NPOTOKOANA
IGMP. MaKeTbl, oTBeYatoWme ycaoBUsAM 3anmcu, byayT 610kupo-
BaTbCA KOMMyTaTopom. [py MCNONb30BAHUWN KAKOYEBOro C/10Ba
disable-port dpusmyecknin nHTepdelic, NPUHABLIMIA TaKoM NakerT,
byaeT BbikAoYeH. Mpu 1cnonb3oBaHWM Katoyesoro csosa log-
input 6yaeT oTnpasieHo coobLLeHNE B CUCTEMHDIN KYpPHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

YAanuTb cO34aHHYI0 paHee 3anuch.

deny tcp {any | source source_wildcard}{any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-input]

[Job6asuTb 3anpeluatollyto 3anuce GUAbTPaALMM ANA NPOTOKONA
TCP. MNaKeTbl, oTBevalowWMe ycI0BUAM 3anucu, byayT 610Kupo-
BAaTbCA KOMMyTaTOpoMm. MpK MUCNONb30BAaHUWM K/OYEBOTO CA0Ba
disable-port ¢usmyecknii nHTepdelic, NPUHABLUNIA TaKOW NakerT,
6yaeT BbikAoYeH. lMpu ncnonb3oBaHuK Katoyesoro cnosa log-
input 6yaeT oTnpaBneHo coobLLeHNe B CUCTEMHBIN XKypHa.

no deny tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[ob6aBuTb 3anpeluatowyto 3anucb GUAbTPALUKU ANA NPOTOKONA
UDP. MaKeTbl, oTBevalowme ycnosusam sanucu, byayt 6nokupo-
BaTbCA KOMMyTaTopom. [py MCNONb30BAHUWU KAHOYEBOro C/0BA
disable-port ¢usmyecknin nHTepdelic, NPUHABLIMIA TaKOM NakKerT,
6yaeT BbikAoYeH. Mpu ncnonb3oBaHuK Katoyesoro cnosa log-
input 6yaeT oTnpasieHo COObLLEHNE B CUCTEMHBIN XKypHa.

no deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

Y[annTb CO34aHHYI0 paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3patb cnvcok WwabnoHoB Nosib3oBaTens ¢ MmeHem name. Nma
MOKeT BK/toYaTb oT 1 A0 32 cumBOIOB. B 0gHO KOMaHAe MoXKeT
cofepyKaTbca A0 TPMHaAALATM Wab/oHOB B 3aBUCMMOCTU OT Bbl-
H6paHHOro peXnma HacTPOMKM CMMCKOB A0CTyNa (KomaHaa set sys-
tem mode), BK/lOYaOWMX CNeaytolme napameTpbl:
- offset_base — 6a3oBoe cmelLeHne. Bo3MOoXKHble 3HaYeHUs:

13 — Hayano cmeweHmA ¢ Hayana IP-3aronoeKa;

14 — Hayano cmelleHUs ¢ KoHua IP-3aronosKa.
- offset — cmelLeHne GaliTa faHHbIX B Npegenax nakera. basosoe
CMeLLeHMe NPUHUMAETCA 33 Ha4Yano OTCYeTa;
- mask — macka. B aHanM3e nakeTa NPUHMMALOT y4acTue TONIbKO Te
paspaabl 6aiTa, 4NA KOTOpPbIX B COOTBETCTBYIOWMX paspAnax
MacKku 3agaHa ‘0’;
- value — ICKOMOoe 3HayeHue.

no offset-list offset_list_ name

Ypanutb COB,D,aHHbIVI paHee CNUCOK.
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5.29.2 Kongpuzypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene npusBegeHbl 3HAaYEHUA U ONMUCAHMA OCHOBHbIX MAPAMETPOB, MCMOb3yEMbIX B
coCTaBe KOMaHA HacTponku cnmckos ACL, ocHOBaHHbIX Ha aapecaummn IPve.

CosgaHue n BXo4, B peXum penaktmposaHma cnuckoB ACL, OCHOBaHHbIX Ha aapecauun [Pv6,

OCyLWLeCTBNAETCA NO KOMaHAe:

ipv6é access-list access-1ist. Hanpumep, gna cosgaHua cnucka

ACL nog, HazBaHMem MESipv6 HeobxoAMMO BbINOHUTL CAeaytowmne KoMaHabl:

console#

console# configure
console (confiqg)# ipv6 access-list MESipvé
console (config-ipve-al) #

Tabnunua 282 — OCHOBHbIE MapamMeTpbl, UCMOJIb3yeMble B KOMaHAax

MpoTokon

Mapamemp 3HavyeHue Aelicmeue
permit [ewcteue paspewmnTb Co3paTb paspewatollee npasuao ¢punbTpaumum B cnmcke ACL.
deny [OeiicTBue 3anpeTuTb Co3pgatb 3anpewatouiee npasuno ¢punbTpaymm B cnmcke ACL.
protocol Mone npegHasHayeHo Ana yKasaHWA NPOTOKOAA (MK Bcex NpoTo-

KO/10B), Ha OCHOBE KOTOpOro byAeT ocylecTBaseTca GuabTpauma.
Mpu BbIGOPE NPOTOKO1a BO3MOXKHbI CeaytoLme BapuaHTbl: icmp,
tcp, udp Mbo yMcnoBoe 3HaYeHMe NpoTokona —icmp (58), tep (6),
udp (17).

[ns cooTBeTCTBMA /1060MY MPOTOKOAY MCMNONb3YeTcA 3HauyeHue
IPv6.

source_prefix/length

Appec oTnpasutensa n ero

Onpegenntb IPv6-agpec n AnnHy npedukca cetv (0-128) (konnye-

ANVHa CTBO CTapLmx 6UT agpeca) UCTOYHMKA NaKeTa.
destination_prefix/length Aapec HazHaYeHUA u ero Onpeaenntsb IPv6-agpec 1 anvHy npedukca cetv (0-128) (konmue-
ANMHa CTBO CTaplumx 6UT aipeca) HazHaYeHUs nakeTa.

Kona ICMP

dscp None DSCP & saronoske L3 Onpe,a,enUMTb 3HavyeHue DSCP-nonsa diffserv. BoamoxHble Kogbl co-
obuweHnit nona dscp: (0 —63).
precedence Mpwoputer IP Onpegenutb npuopuTtet IP-Tpadumka:(0-7).
time_name Nma npoduna Konourypa- | Onpeaenntb KOHUrypaL Mo BpeMeHHbIX MHTEPBANOB.
umu time-range
icmp_type Ucnonbsyetca ana punbrpaunm ICMP-nakeToB. Bo3moXKHble TUMbI
M YNCNIOBblE 3HaYeHUs cooblueHunl nonsa icmp_type: destination-
Tun coobliieHmA npoToKona unreachable (1), packet-too-big (2), time-exceeded (3), parame-
ICMP ter-problem (4), echo-request (128), echo-reply (129), mld-query
(130), mld-report (131), mldv2-report (143), mlid-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135),
nd-na (136).
icmp_code Kopg, coobuweHuii npoTo- Ucnonbsyetca gns ¢unbtpaumm ICMP-nakeToB. Bo3MoKHble 3Ha-

yeHus nons (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4yeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morkHble 3HaueHua nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), lpd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JIn6o uncnosoe 3HaveHune (0 — 65535).

list_of flags

®dnarn npotokona TCP

Ecan ans ycnosua duabTpaumm Gaar gomKeH 6biTb YCTaHOBEH,
TO Nepea, HUM CTaBUTCA 3HAK «+», €C/IN He JO/KEH BbiTb YCTaHOB-
NIeH, To «-». Bo3amorkHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.
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disable-port
OTKAtOYeHMe nopTa

BbIK/NOYMTL MOPT, C KOTOPOro 6biN NPUHAT NaKeT, YA0BNETBOPAIO-
WM ycnoBmam ntoboit M3 KomaHg, 3anpeTa deny, B cocTaBe KOTo-
poi#t, 6b10 onucaHo none.

log-input .
0g-inpu OTnpaBKa coobLeHmit

BKNoUMTbL 0TNPaBKYy MHGOPMALMOHHBIX COOBLLEHWNI B CUCTEMHDIN
KYPHaA Npu NONYyYEHUN NaKeTa, KOTOPbI COOTBETCTBYET 3aMucK.

ace-priorit
P v MNHaekc npasuna

MHaekc npasuna B Tabauue, Yem MeHblue MHAEKC — TEM NPUOPU-
TeTHee npaswuo: (1..2147483647).

ecn Mone ECN B 3aronoske L3

Onpeaenntb 3HayeHne ECN-nons. Bo3moskHble Koabl CO0bL,EeHMi
nona ecn: (0-3).

V, napameTp «any».
V 6aBnAlOTCA 3anucH
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[na sbibopa Bcero guanasoHa napameTtpos, Kpome dscp, ecn u IP-precedence ucnonbsyercs

Nocne Toro, Kak xoTa 6bl ogHa 3anucb aob6asneHa B cnucok ACL, nocnegHMmM B CNUCOK A,0-

[Be nepBble U3 HUX Pa3peLlaloT NOUCK coceaHux IPv6-ycTpoiicTB ¢ nomoLlbio npoToKona IC-
MPv6, a nocneaHAa o3Ha4YaeT UTHOPMUPOBAHME BCEX MAKETOB, He YA0B/IeTBOPAIOLWMUX YC/O-

suam ACL.

Tabnunua 283 — KomaHabl, Ucnosibayemble ana HacTpoliku ACL cnuckoB Ha ocHoBe IPv6-aapecauunm

KomaHoa

Aelicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | ecn ecn |
precedence precedence] [time-range time_name] [ace-
priority index]

[Jo6aBuTb paspeluatowyto 3anmcb GUALTPALUM ANA NPOTOKONA.
MakeTbl, OTBEYatoLWMe ycnoBuam 3anucu, byayt obpabatbiBatbea
KOMMYTaToOpOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | ecn ecn |
precedence precedence] [time-range time_name]

Y[annTb CO34aHHYI0 paHee 3anuch.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [ace-priority
index]

[ob6asutb paspewatowyto 3anucb GuabTpaumm ana npoTokona
ICMP. MNakeTbl, OTBEYaloLLME YCAOBMAM 3anucK, byayT obpabaTbi-
BaTbCA KOMMYTaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name]

Ypanutb CO34aHHYIO paHee 3anucb.

permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [match-all
list_of flags] [ace-priority index]

[o6aBuTb paspewatowyto 3anucb GpuabTpaumMmM Oaa nNpoToKona
TCP. NakeTbl, OTBEYalOLME YCNOBMAM 3anuncu, byayT obpabaTtbi-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [match-all
list_of flags]

Yaanutb CO34aHHYIO paHee 3anucb.

permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [ace-priority index]

[Jo6aBuTb paspelatollyto 3anucb GUAbBTPALUKM 414 NPOTOKONA
UDP. MakeTbl, OTBEYalOLLME YCAOBUAM 3anucu, byayT obpabaTtbl-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name]

YaanuTb co3aaHHYI0 paHee 3anuchb.
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deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | ecn ecn |

precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[ob6aBuTb 3anpeLyatowyto 3anmucb GUAbTPaLUKU ANA NPOTOKOAA.
MakeTbl, oTBEYaoLWMe ycnoBuAm 3anucu, byayt 610knposaTbCA
KommyTaTopom. lMpu ncnonb3oBaHmmn Katovesoro ciosa disable-
port dbusmueckunin nHTepdelic, NPUHABLLMI TaKOM NakeT, byaeT Bbl-
KatoueH. Mpy ucnonb3oBaHMKM Kntoyesoro cnosa log-input 6yaer
OTNPaBAeHO COObLEHNE B CUCTEMHDIN KypHan.

no deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | ecn ecn |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Y[anuTb CO34aHHYI0 paHee 3anuch.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[o6aBuTb 3anpelsarowyto 3annuce GuabTpauum gas nNpoTokona
ICMP. MNakeTbl, OTBEYatOLWME YCAOBUAM 3anucu, byayt 6aokupo-
BaTbCA KOMMyTaTopom. [pu MCnonb3oBaHMM KAKOYEBOro C/10Ba
disable-port ¢usnyecknin nHTepdeinc, NpUHABLUMIA TaKoN NakKer,
byaeT BblkAtodYeH. Mpu Mcnonb3oBaHMM Katoyesoro cnosa log-
input 6yaeT oTnpaBieHo coObLLEHNE B CUCTEMHBIN XKypHa.

no deny icmp {any | source_prefix/length}{any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [disable-port |
log-input]

Y[anuTb CO34aHHYI0 paHee 3anuch.

[dscp dscp | ecn ecn | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input] [ace-priority index]

deny tcp {any | source prefix/length} {any | source _port}
{any | destination_prefix/length} {any | destination _port}

[o6aBuTb 3anpelsarowyro 3annucb GuabTpaunm gasa nNpoTokona
TCP. MNakeTbl, OTBEYaloWMe ycnoBMAM 3anucu, byayt 6aoKupo-
BaTbCA KOMMmyTaTopom. lpu MCNonb30BaHMM K/OYEBOTO C/NOBa
disable-port ¢pusnuecknin nHTepdenc, NPUHABLINI TaKOW NaKeT,
6yaet BblkAoYeH. Mpu mcnonb3oBaHMK Katoyesoro cnosa log-
input 6yaeT oTnpaBieHo coobLLEHNE B CUCTEMHBIN XKypHa.

no deny tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

YAanuTb CO34aHHYIO paHee 3anuch.

deny udp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input] [ace-priority
index]

[o6aBuTb 3anpelsarowyro 3annucb GuabTpaunmn gasa nNpoTokona
UDP. MakeTbl, oTBEYalolmMe yCAOBUAM 3anucu, byayT 610KMpo-
BaTbCA KOMMyTaTopom. [pn MCNoONb30BaHMM KIOYEBOrO C/0BA
disable-port ¢usnuecknin nHTepdeinc, NPUHABLINI TaKOW NaKeT,
bypeT BblkAtodeH. Mpu Mcnonb3oBaHMM Katoyesoro cnosa log-
input 6yseT oTnpaBieHo COObLLEHNE B CUCTEMHBIN XKypHa.

no deny udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

Y[annTb CO34aHHYI0 paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3paTb cnUcok WabsoHOB No/ab3oBaTena ¢ uMeHem name. Uma
MOKeT BKAtoYaTb oT 1 20 32 cumBo10B. B 04HOM KOMaHae MOXKeT
COZepKaTbCa A0 TPMHAALATM WabJOHOB B 3aBUCMMOCTU OT Bbl-
6pPaHHOro peKnMma HacTPOMKM CMUCKOB A0CTyna (KomaHza set
system mode), BKNtOYaOLWMX Ceaytolme napameTpbl:
- offset_base — 6a30Boe cmelLeHne. BO3MOXKHble 3HaYeHUsA:

13 — Hauano cmeleHna ¢ Havyana IPv6-3aronoeka;

14 — Hayano cmelleHUs ¢ KoHua IPv6-3aronoBKa.
- offset — cmeleHne HaliTa AaHHbIX B Npesenax nakera. basosoe
CMeLLeHVe NPUHUMAETCA 33 HaYano OTCYeTa;
- mask — macka. B aHasM3e nakeTa NPMHUMALOT y4acThe TONbKO Te
paspagpl 6aiiTa, ANA KOTOPbIX B COOTBETCTBYIOWMX pa3pagax
MacKku 3agaHa ‘0’;
- value — nckomoe 3HayeHue.

no offset-list offset_list_ name

Ypanutb COB,D,aHHbIVI paHee CNUCOK.
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5.29.3 Kongpuzypayusa ACL Ha 6a3e MAC

B gaHHOM pasgene npusBegeHbl 3HAaYEHUA UM ONMUCAHMA OCHOBHbIX MAPAMETPOB, UCMOJIb3yEMbIX B
cocTaBe KoMaHA HacTponku cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

CosgaHue n BXo4, B pexum pepaktmpoBaHma cnuckos ACL, ocHoBaHHbIx Ha MAC-agpecaumn,
OCYLLEeCTBNAETCA NO KOMaHAe: mac access-list extended access-1ist.

Hanpumep, gna cosgaHuma cnmucka ACL noa HasBaHMem MESmac HeobxoaMmo BbIMOAHUTL

cnefytolme KomaHapl:

console#

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

Tabnuua 284 — OCHOBHblE NapaMeTpbl, UCNOIb3yeMble B KOMaHAaxX

Mapamemp 3HayeHue Aelicmeue
permit [eWcTtBre paspewmnTb Co3pgatb paspelatoliee npaBuao ¢punbTpauum B cnmcke ACL.
deny [Oevicteue 3anpeTuTb Co3pgaTb 3anpeuatouiee npasuao ¢punbtpaumm B cnmcke ACL.
source Appec otTnpasutena Onpegenaetr MAC-agpec CTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca
NCTOYHUKa

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heo6XoANMO wr-
HOPMPOBATb. B 3HAaUYEeHMA UTHOPUpPYyEMbIX BUTOB J0MKHbI ObITb 3a-
nucaHbl eguHuLbl. Hanpumep, UCNonb3ya MacKky, MOXHO onpeae-
NNTb Ana npasuna ¢punbtpauum amanaszoHa MAC-agpecos. Y1obbl
£06aBuUTb B Npasuio unbtpaumm sce MAC-aapeca, HauMHaOLWM-
eca Ha 00:00:02:AA.xx.xx, HE0bX04MMO 3a4aTb 3HAYEHUE MACKU
0.0.0.0.FF.FF, To ecTb, cornacHo gaHHOW macke, nocnegHue 32
6uTta MAC-agpeca 6yayT He BaKHbl ANA aHanAu3a.

destination

Ap,pec Ha3Ha4yeHunA

Onpegenntb MAC-agpec Ha3HayeHWA nakeTa.

destination_wildcard

wildcard-macka agpeca
Ha3Ha4YeHuA

Macka onpegenset 6utbl MAC-agpeca, KoTopble HE06X0ANMO Ur-
HOPUPOBATb. B 3HaUEHMA UTHOPUPYEMBIX BUTOB AOMKHbI BbITh 3a-
nucaHbl eauHuLbl. Macka WCMo/b3yeTca aHa/lorMyHO Macke
source_wildcard.

vian_id

vlan_id: (0..4095)

Noacetb VLAN ¢dpunbTpyembix NakeTos.

cos

cos: (0..7)

Knacc ob6cnyxusanumsa (CoS) puabTpyembix NaKeTos.

cos_wildcard

wildcard-macka agpeca
ob6cnyxnsanua (CoS)
dUNbTPyeMbIX NaKeToB

Macka onpegenset 6utbl CoS, KoTopble HE0H6X0AMMO UTHOPUPO-
BaTb. B 3HauUeHWa UrHopupyembix 6UTOB AOMKHbI ObITb 3aNMcaHbI
eavHuUbl. Hanpumep, 4Tobbl MCMONb30BaTh B Npasusie GuUabTpa-
umm CoS 6 n 7, Heobxoanmo B nose CoS ykasaTtb 3HaYeHue 6, inbo
7, a B nosie Macku 3HadyeHune 1 (7 B ABOMYHOM NpeAacTaBAeHUU —
111, 1 — 001, nonyyaercs, YTo nocneaHuit 6GUT byaer UrHopupo-
BaTbcA, TO ecTb CoS moxKeT 6biTb AM60 110 (6), "Anbo 111 (7)).

KoHbUrypauum time-range

eth_type Ethernet-Tun ¢unbTPyembix MaKeToB B LIECTHAALATEPUYHON 3a-
-vP eth_type: (0..0XFFFF) buneTRY Alarep
nucw.
disable-port BbIKNOUMTb MOPT, C KOTOPOro 6blN NPUHAT NAKET, YA0BNETBOPAIO-
LM yCNOBMAM KOMaHAbl 3anpeTa deny.
log-input N BKNtoUUTbL 0TNPaBKy MHGOPMALMOHHBIX COOBLLEHWNI B CUCTEMHbIN
g-inp OTnpaBKa coobueHni pasky uropma, . W
YKYPHaN nNpy Nosy4yeHnn nakeTa, KOTOPbIA COOTBETCTBYET 3aMuUCH.
time_name Mma npoduna OnpeaennTe KOHOUTYpaLMIo BpeMeHHbIX UHTEPBAOB.

offset_list_name

MobaliToBOE CMellleHne oT
KNHOYEBOM TOUKHM

3apaTb UCNONb30BAHME CNMCKA WAbNOHOB Nob3oBaTensa gasa pac-
Nno3HaBaHWA NakeToB. 1A Kaxporo cnucka ACL moxKeT 6bITb onpe-
OeneH CBOW CNUCOK WwabaoHoB..

ace-priority

MNHaekc npasuna

MHAekc npaBuna B Tabauue, 4em MeHbLUe MHAEKC — TEM NPUOPU-
TeTHee npasuno 1-2147483647.
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/ [na Bbi6opa Bcero gnanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3yerca na-
pameTp «any».

Ecam naket nonagaer nopg, Kputepuii npasuna B ACL, TO Hag, HAM BbINONHAETCA AeiicTBUe
aToro npasuna (permit/deny). lanbHeliwana nposepKa He NPOU3BOAUTCA.

Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHauasibHO NaKeT byaeT npoBepeH Ha
cootBeTcTBue npasuaam IP ACL, notom MAC ACL (B cnyuyae, ecim He NnonagéT noa Aencremne
HU ogHoro 13 npasun IP ACL).

Ecnn nocne npoBepKu Ha cootBetrcTtBue npasunam IP uan MAC ACL (korga 1 ACL Ha3sHaueH
Ha uHTepdeic) uam IP u MAC ACL (koraa 2 ACL HasHaueHbl Ha UHTepdeiic) nakeT He nonan
nopa, AeiAcTBMe HU OAHOro U3 NPaBUJ, TO Hag AaHHbIM NakeTom 6yaeT npumeHeHo aelcteue

"deny any any".

Tabnunuya 285 — KomaHabl, Ucnosibayemble ana HacTpoliku ACL-cnnckoB Ha ocHoBe MAC-agpecaumm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [ace-priority index]
[offset-list offset_list_name]

[Jo6aBuTb paspeluatoLLyto 3annce ¢punbTpauun. MNaketsl, oTee-
yalowme ycnosuam 3anucu, byayT ob6pabaTbiBaTbCA KOMMYTa-
TOpPOM.

no permit {any | source source-wildcard} {any |
destination destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [offset-
list offset_list_name]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [ace-priorityindex] [offset-list offset_list_name]

[o6asuTb 3anpeLatolyto 3anucb GuabTpaumu. MakeTsl, oTee-
yatolLme ycnosuam 3anucu, byayt 610KMpPoBaTbCA KOMMYTATO-
pom. Mpu ncnonbsosaHun Knoyesoro cnosa disable-port, du-
3MYeCcKUI UHTepdENC, NPUHABLLMI TaKoW NaKeT, byaeT BbIKAtO-
YeH.

Mpu Mcnonb3oBaHUK KNKOUEBOTO cNoBa log-input 6yaet oTnpas-
JIEHO COOBLLEHWNE B CUCTEMHbIN XKYPHa.

no deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [offset-list offset_list_name]

Ypanutb CO34aHHYIO paHee 3anucb.

offset-list offset_list_name {offset_base offset mask value}

Co3faTb cNUcoK LWAbNOHOB MOAb30BaTeNA C MMEHEM name.
Mmsa moxKeT BKoYaTb oT 1 0 32 cMmBON0B. B ogHOM KomaHae
MOXET CoAepaTbCA A0 TPMHAALATH WaboHOB B 3aBUCUMOCTH
OT BbIGPAHHOrO pPeXKMMa HaCTPOMKM CNUCKOB AocTyna (Ko-
MaHga set system mode), BKAlOYalOWMX creaytowme napa-
MeTpbl:
- offset_base — 6a30Boe cmelleHne. Bo3MOXKHble 3HaYeHusn:

12 — Havano cmeweHus ot EtherType;

outer-tag — Ha4yano cmeweHns ot STAG;

inner-tag — Hayano cmeueHus ot CTAG;

src-mac — Hayano cmeleHnsa ¢ MAC-aapeca UCTOYHUKA;

dst-mac — Hayano cmeleHna ¢ MAC-agpeca HazHavyeHus.
- offset — cmelLeHune baliTa faHHbIX B Npeaenax naketa. baso-
BOE CMeLLLeHNE NPUHMMAETCA 33 HaYaNo OTCYeTa;
- mask —macka. B aHanuse naketa NpMHMMAIOT y4acTue TONbKO
Te paspaabl 6aliTa, 4NA KOTOPbIX B COOTBETCTBYIOLLMX pa3psaaax
Macku 3agaHa ‘0’;
- value — nckomoe 3HayeHwe.

no offset-list offset_list_ name

Ypanutb COB,D,aHHbIVI paHee CNUCOK.
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5.30 KoHowurypaumsa sawmtbl ot DoS-atak

[aHHbIN KNnacc KomaHg no3soaseT 610KMPOBaTb HEKOTOPbIE PacnpoCcTpaHeHHble Knaccbl DoS-aTak.

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUIypauumn nmeet Bug;

console

(config) #

Tabnuua 286 — KomaHap! Ans HacTponKku 3awwmTbl oT DoS-atak

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

security-suite deny martian-
addresses [reserved] {add |
remove} ip_address

ip_address: ip-appec

3anpeTnTb NPOXOXKAEHUE KAagpOoB C HeAONYCTUMbIMK («MapcuaH-
ckummny») IP-agpecamu nctouHmKa (loopback, broadcast, multicast).

security-suite deny syn-fin

no security-suite deny syn-fin

-/BKNIOYEHO

Ot6pacuTb NnakeTbl TCP c 04HOBPEMEHHO YCTaHOBAEHHbIMU SYN- 1
FIN- dnaramn.

BbIkMOUNTb GYHKUMIO 0TOBpackiBaHUA naketos TCP c oaHoBpe-
MeHHO ycTaHoBneHHbIMK SYN- 1 FIN- dnaramu.

security-suite dos protect
{add | remove} {stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpeTuTb/paspewnTb NPOXOXKAEHNE ONpeseneHHbIX TUNOB Tpa-
dV1Ka, XapaKTepHbIX 417 BPEAOHOCHbIX NPOrPaMmm:

- stacheldraht — otbpacbiBaer TCP-nakeTbl ¢ NOPTOM WMCTOYHMKA
paBHbiMm 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl C NOPTOM Ha3HaYeHuUA
paBHbIM 2140 1 nopToM UCTOYHMKA 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl C MOPTOM Ha3Ha-
YyeHua 31337 1 nopTom MCTOYHMKA paBHbiM 1024.

security-suite enable [global-
rules-only]

no security-suite enable

-/BbIK/OYEHO

BKAIOUNTB Knacc KOMaHA, security-suite.
- global-rules-only — oTtkntouyaeT knacc kKomaHg, security-suite Ha
nHTepoercax.
V He Bauset Ha paboTy KomaHAb! security-suite deny syn-
fin.

OTKNOUMTDb KAAacC KOMaHA, security-suite.

security-suite syn protection
mode {block | report | disa-
bled}

no security-suite syn protec-
tion mode

—/block

Hactpoutb pexkum 3awmtbl oT SYN-aTak:

- block — otbpacbiBaeT npegHasHayeHHble ycTpoicTey TCP-
nakeTbl ¢ ycTaHoBAeHHbIM dnarom SYN u dopmupyeT npeaynpe-
}Aaatouee cooblueHue;

- report — dopmupyeT npegynpexaatollee cooblieHme npu npu-
Xo4e npepHasHavyeHHoro yctponctey TCP-nakeTa C ycTaHOBAEH-
HbIM ¢pnarom SYN;

- disable — oTk/toyaeT 3awmTy.

HacTpouTb pexkmMm No yMoNYaHuio.

security-suite syn protection
recovery sec

no security-suite syn protec-
tion recovery

sec: (10..600) / 60

OnpeaennTb UHTEPBA, NO UCTEYEHUN KOTOPOTO ByAeT pa3bioku-
pOBaH paHee 3ab10KMPOBaHHbIM UCTOYHMK SYN-aTaku.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

security-suite syn protection
threshold rate

no security-suite syn protec-
tion threshold

rate: (20..200) / 80

OnpeaennTb CKOPOCTb (KOIMYECTBO MAaKeTOB B CEKYyHAY) OT KOH-
KPETHOro MCTOYHMKA, NPU KOTOPOI 3TOT UCTOYHUK ByLeT UaeHTU-
dUUMPOBAH KaK aTaKyHoLWMN.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

security-suite syn protection
statistics

no security-suite syn protec-
tion statistics

— /BbIK/OYEHO

BkntounTb BegeHune ctatuctmkm SYN-aTtak.

BbikntounTb BegeHme ctatuctukm SYN-atak.
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KomaHObI pexcuma KoHgu2ypauuu uHmepagpelica Ethernet, epynnsi nopmos

KomaHaHan cTpoka B pexknume KoHoburypaumm nntepdeinca Ethernet, rpynnbl noptos umeet Bua;:

console

(config-if) #

Tabnunuya 287 — KomaHaa KoHoUrypaumm 3awmTel oT DoS-atak ans nHtepdeicos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address [mask]}

no security-suite deny
{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B
dopmarte IP-agpeca nam
npeduKca

Co3paTb NpaBuo, 3anpeLyatollee NpoxoxaeHue Tpaduka, co-
OTBETCTBYIOLLEFO KPUTEPUAM.

- fragmented — ¢parmeHTMpPOBaHHbIE NaKeTbI;

- icmp — ICMP-Tpaduk;

- Syn — syn-nakertbl.

YaanuTb 3anpeLuarollee npasuno.

security-suite dos syn-attack
rate {any | ip_address [mask]}

no security-suite dos
syn-attack {any | ip_address
[mask]}

rate: (199..2000)
NaKeToB B CEKYHAY;
ip_address: — IP-agpec;
mask: macka B
dopmare IP-agpeca nau
npeduKca

3a4aTb NOPOr syn-3anpocoB Ha onpegeneHHbii IP-agpec/ceTb,
npv NPeBbILEHUN KOTOPOro JUWHKE Kagpbl byayt oTbpacskl-
BaTbCA.

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 288 — KomaHaa pexxkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show security-suite configura-
tion

OT06pa3nTb HAaCTPOMKM 3amTbl oT DoS-aTak.

show security-suite syn
protection {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..48);

hu_port: (1..8/0/1..32);
group: (1..48)

OT06pa3nTb HAaCTPOMKKM 3awwmnTbl oT SYN-aTak n onepaTveHoe
COCTOAHUE UHTEePdECoB.

show security-suite syn protec-
tion statistics [detailed]
[source-ip ip_address | inter-
face {gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port | hundredgiga-
bitethernet hu_port | port-
channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48)

OTO6pa3nTb HACTPOIKM CTaTUCTUKM 3aLLMTbI OT SYN-aTak 1 UH-
dopmaumio 06 UCTOYHMKAX aTaKu.

- detailed — oTobpakaeT fononHUTENbHYIO MHPOPMaLUIO 06
MCTOYHUKE aTaKu;

- source-ip — oTobparkaeT MHGOPMaLMIO A1A YKa3aHHOrO ip-
aflpeca UCTOYHWUKa;

- interface — oTobparkaeT HGOpPMaUUIO A5 YKa3aHHOTO UH-
Tepodelica.

V B cTratuctuke coxpaHsaerca nHpopmaumsa o 512 no-
cneaHUX UCTOYHUKAX aTaK.

clear security-suite syn
protection statistics

OuYnCTUTB CTATUCTUKY 06 UCTOYHMKax SYN-aTak.
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5.31 KauectBo 0b6cnykuBaHums — QoS

Mo ymon4YaHWIO Ha BCEX MOPTAaX KOMMyTaTopa MCMNONb3YETCA OpraHM3auua oyYepeam MakeTos No
meToay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo Bpema MHTEHCMBHOW Mepenayn
TpaduKa Npu MCNONb30BAHUM JAHHOTO METOAA MOFYT BO3HUKHYTb NPo6iembl, MOCKONbKY YCTPOMCTBOM
UTHOPUPYIOTCA BCE MNaKkeTbl, He Bolwegwne B bydep ouvepean FIFO, M COOTBETCTBEHHO TepAlOTCA
6e3B03BpaTHO. Pelwaet gaHHyto npobnemy meTon, OpraHUsylOWMiA odepean no npuopuTeTy TpaduKa.
MexaHuam QoS (Quality of service — KauyecTBo 06CAnyXKMBaHMA), peanv3oBaHHbI B KOMMyTaTopax,
No3BO/IAET OPraHN30BaTb BOCEMb OYepeaen NpMopuTeTa NAaKETOB B 3aBUCMMOCTM OT TUMa NepeaaBaeMbix
OaHHbIX.

5.31.1 Hacmpoiika QoS

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHoM KOHGUIypauum:
console (config) #

Tabnunua 289 — KomaHab! perknma rnobanbHOM KoOHPUrypauum

3HaveHue/3HayeHue no ”
KomaHoa / Aelicmeue
YMOAYAHUIO

YcTaHOBUTL 3HayeHune nona DSCP gns IP-nakeToB, dopmunpyembix

ip tx-dscp value
value: (0..63)/56 LEeHTPabHbIM NPOLLECCOPOM.

no ip tx-dscp YCTaHOBUTb 3HAaYEHUE MO YMOIYAHUIO.

YcTaHOBUTb 3HaveHue nona DSCP gna naketos, bopmupyembix

ipv6 tx-user-priority val
1PV tx-u priority value value: (0..7)/7 LLeHTPabHbIM MPOLLECCOPOM.

no ipv6 tx-user-priority YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

. .. YcTaHOBUTb 3HaveHue nona CoS AnA TermpoBaHHbIX MAKeTOB,
ip tx-user-priority value

value: (0..7)/7 dbopmUpyemMbIX LLeHTPaIbHbIM MPOLECCOPOM.
no ip tx-user-priority YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.
gos [basic | advanced PaspewnTb KOMMyTaTOpPy MCNONb30BaTL QOS.
[ports-trusted | - basic — 6a308BbIit pexxum QoS;
ports-not-trusted]] - advanced — pacliMpeHHbI pexnm KoHpurypaumm QoS, BKAKoYa-

FOLLMIA NOJHbIV NepeYeHb KoOMaHg, HacTpoikm QoS;

- ports-trusted — B faHHOM nogpexnme NakeTbl HaNpPaBAAOTCA B
BbIXOAHYIO o4epenb Ha OCHOBAHWM NOJIeN B 3TUX NaKeTax;

-/basic - ports-not-trusted — B AaHHOM nogperKMme Bce NaKeTbl Hanpas-
NATCA B oyepesib, KOTOPOW cooTBeTcTBYeT cos=0 (cooTBeTcTBUE
MOXHO MOCMOTpeTb KomaHaol «show qos interface queuing»),
ON1A OTNPaBKK B Apyrue oyepeam TpebyeTca HasHauTb Ha BXOLHOWM
WHTepodelic cTpaTervto Knaccudukaumm Tpaduka (policy-map). 3Ha-
YyeHua dscp He yu4uTbIBalOTCA Npu Bblibope BbIXOAHOW ovyepesun B
3TOM nogpexnme.

gos advanced-mode trust YCTaHOBUTL MeTog, J0BepuA Ha nopTax npu paboTe B pexume
{cos | dscp | cos-dscp} pacwmpeHHoro KoHourypaumm QoS v noapexxkmnme ports-trusted.
- €os — NopT AosepsAeT 3HavyeHuto 802.1p User priority;
-/cos-dscp - dscp — nopt gosepaet 3HadeHno DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT foBepsaeT 060MM ypoBHAM, ogHaKko DSCP umeet
npuoputeT Hag 802.1p.

no gos advanced-mode trust YCTaHOBWUTbL METOZ, N0 YMONYAHMUIO.
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[match-all | match-any]

class-map class_map_name

no class-map
class_map_name

class_map_name: (1..32)
CUMBOOB;
Mo ymonyaHuo
MCMONb3YeTca onumn
match-all

1. Co3path CNUCOK KpUTEpUeB Knaccubukaumm Tpadumka.
2. BOMTU B peXXMM pefakTMPOBaHWUA CMIUCKA KpUTepues Knaccuou-
Kauum TpaduKa.
- match-all — Bce KpuUTepMM AaHHOTO CNMCKa AO/MXKHbI ObITb BbINOA-
HEeHbl;
- match-any — oauH, no6oli KpUTepuin JaHHOTO CMUCKA O0/KEH
6bITb BbINONHEH.
B cnucke KputepueB moxKeT 6biTb 04HO MAM ABA Npa-
V Buna. Ecnau npasuna aBa, 1 06a OHM yKa3bIBalOT Ha pas-
Hble Tunbl ACL (IP, MAC), To Knaccudpukauma byget ocy-
LWEeCTBAATLCA NO NepBOMY B CMUCKEe BEPHOMY NpaBuay.

V JeiicTByeT TONbKO ANA pexxmma gos advanced.

YLanuTb CNUCOK KpuTepues Kaaccudurkaumm Tpaduka.

policy-map policy_map_name

no policy-map
policy_map_name

policy_map_name: (1..32)
CUMBO/I0B

1. Co3patb cTpaTerunto Knaccubmrkaumm Tpadumka.
2. BolTM B peMM peaaKTUpPOBAHMA CTpaTermm Kaaccuopukaumm
Tpaduka.
B oaHOM HanpasBneHUM noapepKUBaeTcA TOJIbKO OAHA
V cTpaterua Knaccudukaumum Tpaduka.
Mo ymonuaHuio policy-map ycraHasnueaet DSCP = 0 gnsa
IP-nakeToB 1 CoS = 0 anA TerMpoBaHHbIX NAKETOB.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YaanuTtb npaBmno KnaccuduKkaumm Tpadpuka.

qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_kbps
peak_burst_byte
[violateaction {drop |
policed-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32) cumBona;
committed_rate_kbps:
(3..100000000) K6uT/C;
excess_burst_byte:
(3000..268431360) 6air;
peak_rate_kbps:
(3..100000000) k6uT/c;
peak_burst_byte:
(3000..268431360) 6aiiT

Onpegenntb WabNOH HaCTPOEK, KOTOPbIM NMO3BOIAET OrPaHUYNTD
nosiocy NPonycKaHWsA KaHana.
Mpu paboTe ¢ N0N0COM NPONYCKaHWUA MCMOIb3YEeTCA aAroOPUTM Map-
KMPOBAHHOM «KOP3WHbI». 3aa4eit aAropuTma ABASETCA NPUHATHNE
peleHua: nepesaTtb MakeT uan otbpocuTb. MapameTpamu anro-
pUTMa ABAAIOTCA CKOpoCTb noctynaeHun (CIR) mapkepoB B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHbI».
- committed-rate-kbps — cpegHee 3HauyeHWe CKOpocTM TpaduKa.
[aHHaA CKOPOCTb rapaHTUpyeTcA Npu nepegade nHbopmaumm;
- committed-burst-byte — pasmep caeprkmBatoero nopora B 6ai-
Tax;
- drop — naket byzeT oTOpOLLEH, KOr4a «KOp3uHa» NnepenosiHUTCS;
- policed-dscp-transmit — npu nepenosHeHNn KKOP3MHbI» 3HaYe-
Hue DSCP byaeT nepeonpeneneHo;
- peak — ycTaHOBUTbL NOPOroBOE 3HAaYEHNE CKOPOCTU TpaduKa ¢ ne-
peonpeaeneHHbIMKN 3HaveHnammn DSCP;
- violate-action — ycTaHOBWTb geiicTBME Hag NakeToM nocae npe-
BbILUEHMWA NOPOrOBOro 3HaYeHMA.
Henb3a yaanutb WabnoH HACTPOEK, ecau OH UCMONb3y-
V eTcAa B cTpaterun policy map, nepeg yaaneHmem cnegyer
YAanuTb Ha3HaueHue wabnoHa crpatermm: no police
aggregate aggregate-policer-name.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napamertp policed-dscp-transmit no3sonseT npu npesbl-
WeHUn 3HaueHua committed_rate unu peak_rate nepe-
V AaTb NaKeT ganblue, Y3MeHUB B HeMm MeTKy dscp, KoTo-
pas HacTpauBaeTcA KomaHAoi qos map policed-dscp c
AONONAHUTENbHbIM aprymeHTom violation B cayyae c
peak_rate. Mpu 3tom npu npesbllweHnn committed_rate
n peak_rate moXXHO HacTpanBaTb pasHbie 3HaYeHuA dscp.

Yaanutb wabnoH HACTpPOeK perynnpoBaHnA CKOPOCTU KaHasa.
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HELTEX

qos aggregate-policer
aggregate_policer_name pps
committed_rate_pps
committed_burst_packet
[exceedaction {drop |
policed-dscp-transmit [peak
peak_rate_pps
peak_burst_packet
[violateaction {drop |
policed-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:
(125..195312500) pps;

committed_burst_packet:

(1..195312500) nakeTos;

aggregate_policer_name:

(1..32) cumBonos;
peak_rate_pps:
(125..195312500) pps;
peak_burst_packet:
(1..195312500) nakeToB

OnpeaennTb WabnoH HAcTPoeK, KOTOPbIV NO3BONAET OrPaHUYUTbL
NoNocy NPOMYCKaHWA KaHa/la U B TO e BPemA rapaHTMpoBsaTb
onpejenieHHY CKOPOCTb Nepeaayun AaHHbIX.
Mpu paboTe ¢ N0N10COM NPONYCKaHUA UCMO/b3YETCA aNrOPUTM Map-
KMPOBAHHOM KKOP3UHbI». 3aAa4elt anroputma ABAAETCA NPUHATUE
pelweHua: nepeaatb nakeT uam otbpocuTb. Mapametpamu anro-
puTMa ABAAtoTcA ckopocTb noctynneHnsa (CIR) mapkepos B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHBI».
- committed-rate-pps — cpepgHee 3Ha4YeHMe CKOPOCTU TpaduKa B
pps;
- excess_burst_packet — pasmep caepuBatoLLero nopora B nake-
Tax;
- drop — naket byzeTt oTOpoOLLEH, KOr4a «KOp3uHa» NepenosiHUTCS;
- policed-dscp-transmit — npu nepenosiHeHnn KKOP3UHbI» 3Haye-
Hue DSCP 6yaeT nepeonpeneneHo.
Henb3a yaanutb wWabnoH HacTpoeK, ecan OH UCNONb3y-
V erca B cTpaterum policy map, nepeg yaaneHuem cnegyer
yAanUTb Ha3HauyeHue wWwabnoHa crpateruu: no police
aggregate aggregate-policer-name.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napamertp policed-dscp-transmit no3sonaeT npu npesbl-
WeHUn 3HaueHuAa committed_rate unm peak_rate nepe-
V AaTb NaKeT ganblue, Y3MeHUB B HeM MeTKy dscp, KOoTo-
pas HacTpamBaeTcAa KomaHAol qos map policed-dscp ¢
AONONIHUTENbHbIM aprymeHTom violation B cayyae ¢
peak_rate. Mpu 3Tom npu npesbiweHnn committed_rate
1 peak_rate MOXKHO HacTpanBaTb pasHble 3HaYeHusA dscp.

YaanuTb WwabnoH HaCTPOEK PerysiMpoBaHusa CKOPOCTU KaHana.

qos map policed-dscp
[dscp_list]

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NMOBTOPHOM MAPKMUPOBKU
ABNAETCA NYCTOM, TO eCcTb
3HayeHunA DSCP pgnsa Bcex

BXOOALLMX MNAKETOB
OCTAOTCA HEU3MEHHbIMM

3anonHUTb Tabanuy nepemapkmposku DSCP. ns Bxogawmx nake-
TOB C yKa3aHHbIMK 3HavyeHmamn DSCP 3apaeT HOBOe 3HauyeHue
DSCP.

- dscp_list —onpeaenset po 8 3HaueHuii DSCP, 3HaueHuA pasgens-
t0TCA 3HaKOM Npobena;

- dscp_mark_down — onpegenseTt HoBoe 3Ha4yeHue dscp;

- violation —3aaaTb HoBOe 3HayeHne DSCP B nakeTe npu npesbillie-
HWW 3HaveHunA peak_rate.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YCTaHOBUTb 3HAYeHUA No YMOANYaHULO.

wrr-queue cos-map queue_id
cosl...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayveHusa CoS no
YMONYaHUIo ANnA
ouepenen:
CoS=1-ouepeab 1
CoS =2 — ouepepp 2
CoS =0-ouepeap 3
CoS =3 —ouepegb 4
CoS =4 —ouepegb 5
CoS =5 —ouepegpb 6
CoS =6 —ouepeab 7
CoS =7 —ouepesb 8

OnpeaennTb 3HayeHus CoS ana ovepeeit ncxoaauero Tpaduka.

YCTaHOBUTb 3Ha4YE€HUA MO YMOJIYAHUIO.

wrr-queue bandwidth
weight1..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymon4aHmio Bec
KasKgoM oyepeam paseH 1

MPUCBOUTL BEC UCXOAALLMM OYepesnm, UCNONb3YEeMbIi MexaHW3-
mom WRR (Weighted Round Robin — BecoBoit mexaHu3m pacnpe-
AeneHus Harpysku).

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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HELTEX

priority-queue out
num-of-queues
number_of queues

no priority-queue out
num-of-queues

number_of_queues: (0..8)
Mo ymonuaHuto Bce
oyepean obpabaTbiBalOTCA
no anropuTmy «strict
priority».

3a4aTb KONMYECTBO NPUOPUTETHBIX OYepeseit.
V Ona npuoputeTtHoii ouepeaun sec WRR 6yaeT urHopupo-

BaTbCA.
Ecnu 3agaetca otanuyHoe oT «0» 3HaueHue N, To cTaplume
N ouepepgeit 6yayT npuoputeTHbiMM (He ByayT yyacTso-
BaTb B WRR).
Mpumep:
0: Bce ouepeaun paBHOMNPABHbI;
1: cemb mnagwmnx ovepegei yyactsytotr B WRR, 8-aa He
y4yacrByer;
2: wecTb Maagwmx oyepeaen yyacrsytor 8 WRR, 7, 8 He
y4acrBylorT.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

gos map enable {cos-dscp |
dscp-cos}

no gos map enable
{cos-dscp | dscp-cos}

-/BbIK/IIOYEHO

Mcnonb3osatbh 3agaHHy0 Tabauuy nepemapKMpoBKM O AoBe-
peHHbIX NOPTOB KOMMYyTaTOpa.

He ncnonb3osatb TabanLy NnepemapKUpPOBKH.

qos map dscp-cos dscp_list to
cos

no qos map dscp-cos [
dscp_list ]

dscp_list: (0..63);
cos: (0..7)

3anonHuTb Tabamuy nepemapknposku DSCP. 3ameHaeT 3HayeHue
DSCP Ha CoS.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

gos map cos-dscp cos to
dscp_list

no gos map cos-dscp [ cos ]

dscp_list: (0..63);
cos: (0..7)

3anonHUTbL Tabanuy nepemapkMpoBku CoS. 3ameHAeT 3Ha4YeHue
CoS Ha DSCP.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

qos map policed-dscp
dscp_list to dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabanua
NMOBTOPHOM MAPKMUPOBKU
ABAAETCA NYCTOM, TO eCTb
3HayeHunAa DSCP gna scex

BXOZALLMX NaKeTOB
OCTalOTCA HEM3MEHHbBIMM

3anonHuTb Tabanuy nepemapkmpoBku DSCP. ns Bxogawmx nake-
TOB C yKa3aHHbIMK 3HavyeHuamun DSCP 3apaeT HOBoe 3HayeHue
DSCP.

- dscp_list —onpeaenset go 8 3HaueHnin DSCP, 3HaYeHWA pasaens-
t0TCA 3HAKOM Npobena;

- dscp_mark_down — onpegenseTt HoBoe 3HayeHue dscp.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

gos map dscp-queue dscp_list
to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HaYeHUA NO YMONYAHUIO:
DSCP: (0-7), ouepegp 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepeab 3
DSCP: (24-31), ouepeap 4
DSCP: (32-39), ouepegp 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YCTaHOBUTb COOTBETCTBME MeXay 3HadeHuamu DSCP BxopAalmx
NaKkeToB M oYepesaMMU.
- dscp_list — onpenenset go 8 3HayeHnin DSCP, 3Ha4YeHuA pasgens-
t0TCA 3HaKOM npobena.

YCTaHOBUTb 3HAYeHUA NO YMONYaHULO.

qos trust {cos | dscp |
cos-dscp}

no qos trust

-/cos

YCTaHOBUTbL PEXMM LOBEPUA KOMMYyTaTopa B 63a30BOM pexunme
QoS (CoS nam DSCP).

- COS — YCTaHaB/MBAET KNacCUPUKALMIO BXOAALLMX NAKETOB NO 3Ha-
yeHuam CoS. 1na HeTerMpoBaHHbIX NAKETOB UCNONb3yeTCcA 3Have-
Hue CoS no ymonyaHuio;

- dscp — ycTaHaBAMBAET KAacCMPUKALMIO BXOAALWMX NAKETOB MO
3HayeHmnam DSCP.

- cos-dscp — ycTaHaB/MBAET KNAaCCUOUKALMIO BXOAALLMX MAKETOB
no 3HavyeHmnam DSCP agna IP-naketoB u no 3HayeHnam CoS gna He
IP-nakeTosB.

V [DeiicTByeT TONbKO ANA peXXuma qos basic.

YCTaHOBUTb 3HAYeHUA No YMONYaHUIO.
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HELTEX

qos dscp-mutation

no qos dscp-mutation

Mo3BoAUTL NPUMEHUTb TabaNLy M3MeHeHU I dscp K COBOKYMHOCTU
dscp-aoBepeHHbIX NopToB. Mcnonb3oBaHue TabanLbl 3MeHeHUM
nosBosAeT nepesanucatb 3HavyeHMA dscp B IP-nakeTax Ha HoBble
3HayeHus.
V MpumeHutb TabnuLy wu3MmeHeHunii DSCP BO3MOKHO
TO/IbKO ANA BXoaALliero Tpadpuka A0BepeHHbIX NOPTOB.

V [eicTByeT TONIbKO ANA pexuma qos basic.

OTMeHUTb Ncnonb3oBaHue KapTbl N3MEHEeHU dscp.

qos map dscp-mutation
in_dscp to out_dscp

no qos map dscp-mutation
[in_dscp]

in_dscp: (0..63),
out_dscp: (0..63)

Mo ymon4yaHuio KapTa 13-
MEHEHUI ABNAEeTCA NyCToN,
TO ecTb 3Ha4YeHua DSCP gna

BCEX BXOAALIMX NaKeToB

0OCTaloTCA HEM3MEHHbIMU

3anonHuTb Tabanuy nepemapknpoBku DSCP. [na BXogALWMX NaKe-
TOB C YKa3aHHbIMW 3HayYeHnamu DSCP 3apaeT HOBble 3HayeHUA
DSCP.

- in-dscp — onpepenset no 8 3HauyeHuit DSCP, 3HaueHua pasgens-
t0TCA 3HaKOM Npobena;

- out-dscp — onpegenseT go 8 HOBbIX 3HayeHuit DSCP, 3HauyeHuA
pasaenaTca 3Hakom npobena.

YCTaHOBUTb 3HAYeHUA NO YMONYaHULO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..100000000)
K6UT/C;
burst: (3000..268431360)
6anT/128 KbanT

YCTaHOBUTbL OrpaHUYEHNE CKOPOCTU A5 BXoAsALlero Tpadpuka ana
3agaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate — cpeaHAs ckopocTb TpaduKa (CIR);

- burst — pasmep caep)KuBatoLero nopora (orpaHuMYeHne ckopo-
CTu) B HalTax.

CHATb OrpaHMYEHNe CKOPOCTU BXOAALLErO TpaduKa.

rate-limit vlan vian_id
pps rate_pps burst_packet

vlan_id: (1..4094);
rate_pps:
(125.. 195312500) pps
burst_pps: (1..195312500)

YCTaHOBUTb OrpaHUYEHNE CKOPOCTU O/1s BXOAsLLero Tpaduka gns
3agaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate_pps — KONNYECTBO NAKETOB B CEKYHAY.

- burst_packet — pasmep caepuBatowLero nopora (orpaHuyeHune

nakeToB CKOPOCTM) B NaKeTax.
no rate-limit vlan vian_id CHATb OrpaHUYeHne CKOPOCTU BXogaLLero Tpaduka.
traffic-limiter mode {kbps | YCTaHOBUTL peXKMM paboTbl orpaHMyeHna Tpaduka.
pps} - kbps — orpaHuueHune BXOAALLMX KUIOBUT B CEKYHAY;
- pps — OorpaHnYeHne BXOAALLMX NAaKETOB B CEKYHAY;
V [aHHasa KoOMmaHA[a U3MeHseT peXxum paboTbl 4N cnepy-
towero ¢pyHKUMOHana: storm-control, rate-limit, rate-
/kbps limit vlan, police, qos aggregate-policer.

Bbl6paHHbII  peXXum  [JONKEeH  COOTBeTCTBOBaTb

V HacTpoiiKam orpaHuyeHuA TpaduKa MHaue orpaHuye-
HuA TpaduKa He npousoiiger. Hanpumep: KomaHpga
storm-control unicast kbps He 6yaer orpaHuumsaTtb
Tpaduk, ecnu BBegeHa KomaHpa traffic-limiter mode
Pps.

KomaHObI pexcuma pedakmuposaHUA CIUCKA Kpumepues Kaaccugpukauuu mpaguka

Bua 3anpoca KOMBH,CI,HOI?I CTPOKU pexXnma penakTtnposaHnA CnUCKa KpuUtepues KﬂaCCMd)I/IKaLI,MM

TpaduKa:

console# configure

console (config)# class-map class-map-name [match-all

console (config-cmap) #

| match-any]
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HELTEX

Tabanua 290 — KomaHAabl pexxnma peaakTMpoBaHUA CrIMCKa KpuTepues Kaaccudukaumm Tpadmka

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmesue

match access-group acl_name

no match access-group
acl_name

acl_name: (1..32)
CUMBOJI0B

[ob6aButb Kputepuit Knaccudurkaumm Tpaduka. Onpegenser npa-
Buna ¢punbTpaumm Tpaduka no cnmcky ACL gns knaccudumraumm.

V [eiicTByeT TONbKO ANA pexxuma qos advanced.

YpanuTe KpUtepuin KnaccuduKkaumm tpaduka.

KomaHObI pexcuma pedaxkmuposaHUsa cmpameauu Kaaccugukayuu mpaguka

Bua 3anpoca KOMaHAHOM CTPOKU PeXKMMa peaKTUPOBaHMA cTpaTerMm knaccupmkaumm Tpaduka:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #

Tabanuya 291 — KomaHabl perkMma pefakTMpoBaHuA cTpaTernm KnaccudpuKkaumm Tpadmka

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name:

(1..32) cumBonos;

acl_name: (1..32)
CMMBOJ/I0B

OnpefenvTb NpaBuao KnaccuduKkaumm TpadurKa n BXOAUT B PEXUM
KOHdUrypaumm npasunaa knaccuounkaumm — policy-map class.
-acl_name — onpegensaeT npaswuna ¢éunbTpauun Tpaduka no
cnucky ACL ana knaccudpukaumm. Mpm cosgaHMmM HOBOTo nNpaBua
KnaccuomKaLmm onuMoHasbHbIM NapameTp access-group obasarte-
NEeH.

Ona Toro utobbl MCNONBL30BaTb HACTPOMKU cCTpaTerum
V policy-map ana uHTepdeilica, ucnonb3yute KomaHAy

service-policy B pexkume KoHdurypauum nHtepoeiica.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Yaanutb npasuno Knaccuoukaumm tpaduka class-map us ctparte-
rum policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasuand Kaaccugukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHPUrypaLmm npaBmnaa Knaccubmurkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnnua 292 — KomaHabl perkMma KoHbUrypaumm npaeuna Knaccupurkaymm

KomaHoa

3Ha4yeHue/3HayeHue no

ymon4yaHuro

Aeilicmeue

trust

no trust

Mo yMONYaHMIO pexkum
[OBEPUA He YCTaHOBNEH

OnpenenvTb pexkum JoBepUa K onpeaeneHHoMy Tuny Tpaduka
COTNacHO rNo6anbHOMY pPeXUMY A0BEpUS.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.
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set {dscp new_dscp | queue
queue_id | cos new_cos | vlan
vlan_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YCTaHOBUTb HOBble 3HaYeHuA ana IP-nakera.
KomaHpaa set ABnseTca B3aMMOMUCK/OYAIOLWEN C KO-
V MaHZAoI trust gna ogHoM u Toii e cTpaterum policy-
map.

Crpaterum policy-map, ucnonb3syowme KOmaHabl set,
V trust uam umetowmin Knaccupukaumio ACL, HasHava-

I0TCA TONbKO ANA UCXOAALMUX MHTEPDEnCcOoB.

V DeiicTByeT TONbKO ANA pexxnuma qos advanced.

Ypaanntb HoBble 3Ha4YeHuMA ana IP-nakera.

redirect {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group}

no redirect

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

HanpaBuTb NakeTbl, y40BAETBOPAIOWME NPABUY KNaccudmKa-
uMu TpadmKa, B yKasaHHbIN NOpPT.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

police committed_rate_kbps
committed_burst_byte
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

police aggregate
aggregate_policer_name

no police

committed_rate_kbps:
(3..12582912) kbut/c;
committed_burst_byte:
(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) K6UT/C;
peak_burst_byte:
(3000..19173960) 6aiT

M03BONIUTL OrPaHMUYUTL MOIOCY NPOMYCKAHMA KaHana.

Mpu paboTe ¢ NONOCOM NPONYCKaHUA UCMOJIb3YETCA aNropUTM
MapKMPOBaHHOM «KOP3WHbI». 3agadyelt anropuTma ABASETCA
NPUHATUE peLLeHuA: nepesaTb NakeT UAM oTbpocuTb. NMapameT-
pamu anroputma ABAAOTCA CKopocTb noctynneHus (CIR) map-
KEPOB B «KOP3UHY» U 06bEM (CBS) «KOP3UHBIY.

- committed_rate_kbps — cpeaHee 3HayeHWe CKOPOCTM Tpa-
duKa;

- committed_burst_byte — pa3mep caeprKMBatloLLero nopora B
6anTax;

- drop — naket byaeT oTbpoLLEH, Korga «KOp3uHa» nepenon-
HUTCA;

- policed-dscp-transmit — npu nepenoaHeHUn KKOP3UHbI», 3HA-
yeHue DSCP bynet nepeonpegeneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHMe CKopocTH TpaduKa ¢
nepeonpeaeneHHbIMU 3HayeHnamu DSCP;

- volate-action — ycTaHOBMTb AEWCTBME HaZ MAaKeToM nocne
npeBblLeHNA NOPOroBOro 3HaYeHUs.

V [eiicTByeT TONbKO ANA pexxuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npeBbilleHUM 3HayeHUsa committed-rate wam

V peak_rate nepeaaTb NakeT ganblue, UI3MEHUB B HEM
MeTKy dscp, KoTopas HacTpanBaeTca KOMaHAo (oS
map policed-dscp ¢ gononHUTeNbHbIM aprymeHTOM
violation B cnyuyae c peak_rate. Npu atom npu npe-
BblleHMn committed_rate u peak_rate moxKHO
HacTpauBaTb pasHble 3HauyeHus dscp.

HasHauuTb npaBuny kKnaccudukaumm Tpaduka wabnoH
HaCTpOEK, KOTOPbIl NO3BO/IAET OrPaHUYUTL NOJOCY NPOMYCKa-
HWA KaHana.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

Ypanutb wabnoH HacTpoeK peryinpoBaHMsa CKOPOCTU KaHana
13 NpaBuna knaccudukaumm tpaduka.
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police pps committed_rate_pps
committed_burst_packet}
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

no police

committed_rate_pps:
(125.. 19531250) pps;

committed_burst_packet:

(1.. 19531250) nakeTosB;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) makeros

M03BOAUTb OFPaHMYUTL NOIOCY NPONYCKaHUA KaHana.

Mpw paboTe ¢ NONOCOI NPONYCKaHUA UCNOb3YETCA aAropUTMm
MapKUMPOBAHHOW «KOP3WHbI». 3ajayeit anroputma sBAAETCA
NPUHATUE peLLeHua: nepesaTb NakeT UAM oTbpocuTb. NMapameT-
pamu anropuTma ABAAOTCA CKOpPOCTb noctynaenusa (CIR) map-
KepoB B «KOP3MHY» N 06BbEM (CBS) «KOpP3UHbI».

- committed_rate_pps — cpepHee 3HaYeHUe CKOpoCTu Tpaduka
B pps;

- committed_burst_packet — pasamep caepXuUBatoLLEro nopora
B balTax;

- drop — naket 6yaeT oT6poLEH, KOraa «KOp3uHa» nepenon-
HUTCA;

- policed-dscp-transmit — npu nepenosHeHUM KKOP3UHbI», 3HA-
yeHune DSCP 6yaert nepeonpesgeneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHWe CKOpocTH TpadurKa ¢
nepeonpegeneHHbiMn 3HavyeHnammn DSCP;

- volate-action — ycTaHOBUTb AeNCTBME HAA NaKeTom nocse
NPeBbIWEHWUA MOPOroBOro 3HAYEHM .

V [eilicTBYyeT TONbKO ANA pexuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npeBbilEHUM 3HAYeHUA committed-rate wnam
peak_rate nepepatb NaKeT Aanblue, USMEHUB B HEM

V MeTKy dscp, KoTopas HacTpanBaeTca KOMaHAO qos
map policed-dscp ¢ gononHUTeNbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu atom npu npe-
BblWeHUU committed_rate w peak _rate MOMKHO
HacTpamBaTb pa3Hble 3HaYeHus dscp.

Ypanutb wabnoH HacTPOEK PEeryiMpoBaHus CKOPOCTU KaHana
13 npaBuaa Knaccudukaumm Tpaduka.

mirror {monitor_session}

no mirror {monitor_session}

monitor_session: 1

YKasaTb HOMep monitor-ceccun Ana 3epKaivpoBaHUA Tpa-
dukKa.

OTMeHUTb 3epKannposaHue.

KomaHObI pexcuma KoHgu2ypayuu npogund qos tail-drop

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHpurypaumm npoduna qos tail-drop:

console# configure
console (config)# gos tail-drop profile profile id
console (config-tdprofile) #

Tabanua 293 — KomaHabl perknma KoHourypaumm npoduna qos tail-drop

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

port-limit /imit

no port-limit

limit: (0..7576)/25

3apgatb pa3mep NakeTHoro pasgenAaemoro nyna gna nopta.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

queue queue_id [limit
limit] [without-sharing |
withsharing]

no queue queue_id

limit: (0..7576)/12;
queue_id: (1..8)

M3MeHUTb MapameTpbl ouepeau:

- queue_id — Homep oyepeau;

- limit — KonnyecTBO NakeToB B oYepeau;

- without-sharing — 3anpeTtuTtb focTyn K 06Wemy nyny;
- with-sharing — paspewwuTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, 2pynnsi nopmos

Bupa 3anpoca KOMaHAHOM CTPOKU pernma KoHourypauum nutepdeinca Ethernet, rpynnel nopTtos:

console (config-if) #
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Tabnunua 294 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi noptos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

service-policy {input | output}
policy_map_name [default-
action {deny-any | permit-
any}]

no service-policy {input |
output}

policy_map_name:
(1..32) cumBonos

HasHauntb MHTepdeicy cTpatermto Knaccuoukaumm tpaduka.

- deny-any — ot6pocuTb TpaduK, He NonagatoLmii noa Aenctane
NONUTUKMK;

- permit-any — paspelunTb NpoxoxaeHne Tpaduka, He
nonagaroLero nog, AencTeme NoauTUKK.

Ypanute cTpaternto knaccudukaymm tpadurka c MHTepdeiica.

traffic-shape committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..100000000)
Kéut/c;
committed_burst:
(4096..12578880) bainT

YCTaHOBWUTb OrpaHMYeHne CKOPOCTU ANS UcxoasaLwero Tpadpuka yve-
pe3 nHtepdeiic.

- committed_rate — cpeaHAA CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pazmep caepKuBatowero nopora (orpaHuye-
HWe ckopocTn) B baiTax.

CHATb OrpaHUYEHME CKOPOCTM UCXOAALLEro TpaduKa Yepes uHTep-
deic.

traffic-shape queue queue_id
committed_rate
[committed_burst]

no traffic-shape queue

queue_id: (0..8);
committed_rate:
(64..100000000)
KoUT/C;
committed_burst:
(4096..12578880) 6aitT

YCTaHOBWUTbL OrpaHWYeHMe CKopocTu TpaduKa uepes mHTepdeic
ONA ucxoasLel ovepeam.

- committed_rate — cpeHAsa CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pazmep caepK1BatoLWero nopora (orpaHuye-
HUWe cKopocTu) B HalTax.

CHATb OrpaHMYeHMe CKOPOCTU TpaduKa Yepes uHTepdeic ana uc-

no qos trust

-/BKNIOYEHO

queue_id xoAsauen oyepegm.
qos trust [cos | dscp | BKkAtouMTb 6a30BbIN MeXaHW3M qos ANA MHTepdeica.
cos-dscp] - €os — NopT AosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopT gosepsaeT 3HaveHno DSCP 8 IPv4/IPv6-nakeTax;
- cos-dscp — nopt gosepsAeT 060MM ypoBHAM, ogHako DSCP nmeet
npuoputeT Hag 802.1p.

BbIKNt0UNTb 6a30BbIM MexaHM3M (Os o5 UHTepdelica.

rate-limit rate [burst burst]

no rate-limit

rate: (64..100000000)
KébuT/C;
burst:
(3000..268431360)
6anT/128 KbanT

YCTaHOBUTb OrpaHUyYeHne CKOpPoCTU ANA BXOAALLEro Tpad)MKa.

CHATb OrpaHUYeHne CKOPOCTU BXoaALLero TpaduKa.

rate-limit pps rate_pps
[burst burst_packet]

no rate-limit

rate_pps:
(125..195312500) pps;
burst_pps:
(1..195312500)
nakeTos

YCTaHOBUTb OrpaHWYeHne CKOPOCTU AnsA Bxogswero Tpaduka B
pps.

CHATb OrpaHMYEeHne CKOPOCTU BXOAALLErO TpaduKa.

qos cos default_cos

no qos cos

default_cos: (0..7)/0

YcTaHoBUTL 3HaueHne CoS no ymondaHuto gaa nopta (CoS, npume-
HAEMbI AN BCEro HeTerMpoBaHHOMO TpaduKa, NPOXoSALLero ye-
pes nHTepoeliic).

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

qos tail-drop profile profile_id

no gos tail-drop profile

profile_id: (1..8)

MpuBA3aTb YKa3aHHbI NPoduIb K MHTepdeiicy.

Y6paTb NpuUBA3KY.

KomaHObI pexcuma KoHgu2ypayuu uHmepgeltica VLAN

BunAa 3anpoca KoMaHAHOWM CTPOKM pexxmnma KoHourypaumm nHtepdeica VLAN:

console (config-if) #
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Tabnunua 295 — KomaHabl perknuma KoHourypaumm nHtepdelica VLAN

KomaHoa

3Ha4yeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

oS cos egress cos

No (qOs Cos egress

cos: (0..7)

YCcTaHOBUTb 3HaYeHWe napameTtpa nonsa npuopurteta 802.1p anAa
MCXOAALLEro TerMpoBaHHoOro Tpaduka, GopMUPYeMOro LeH-
TPasbHbIM NPOLLECCOPOM.
Mpu oTcyTcTBMM KOMaHAbI 3HauyeHue cos byaer nony-
V YEHO U3 HAaCTPoeK KoOMaHp, ip tx-user-priority value nam
ipv6 tx-user-priority value.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

KomaHObl pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 296 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
0 yMon4YaHuo

Aelicmeue

show qos

MokasaTtb pexunm QOS, HaCTPOeHHbIN Ha ycTpoiicTee. B 6asoBom
peXKMMe NoKasblBaeT «40BEPEHHbINY» perkum (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cumBona

MoKasaTb cnUCKM Kputepues Knaccudukaumm Tpaduka.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumBona

MokasaTb npaBuia knaccubukaummn Tpadumka.

V [DeiicTByeT TONbKO AnA pexxuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumBona

MoKa3saTb HAaCTPOWMKM CpeaHelt CKOPOCTU M OrpaHNYeHMs NoaoCHI
nponycKaHuaA 4aa Npasua Knaccudukaumm tpaduka.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show gos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Mokaszatb QoS-napameTpbl gas uHTepdelica.

- vlan_id — Homep VLAN;

- te_port — Homep nHTepdeiicos Ethernet XG1-XG12;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoikun bydepa gna ouepeneit HTepodelica;

- queueing — anroputm 06paboTkmn ovepeaen (WRR mnam EF), Bec
ana WRR-ouepegneit, Knaccbl 0bcnykuBaHua Ana odepepen u
npuoputet ana EF;

- policers — ckoHdUrypupoBaHHble cTpaTerMm Knaccudukauum
TpaduKa gns nntepdelica;

- shapers — orpaHuyeHune ckopoctu ans ncxogsailero Tpaduka.

show qos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation | dscp-cos |
cos-dscp]

MoKa3aTb MHPOPMaLMIO O 3aMeHe Nosiei B NakeTax, UCNob3ye-
Mbix QOS.

- dscp-queue — Tabanua cootsetcTeus DSCP 1 ouepegei;

- dscp-dp — Tabnnua cootsetcTeua metok DSCP u npuopuTeta
cbpoca (DP);

- policed-dscp — Tabaunua nepemapkuposku DSCP;

- dscp-mutation — Tabanua nsmeHeHms DSCP-to-DSCP;

- dscp-cos — Tabnnua nsmeHeHui dscp-cos;

- cos-dscp — TabavLa M3meHeHU cos-dscp.

show qos tail-drop

MpocmoTpeTb napameTpos tail-drop.
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show qos tail-drop MpocmoTpeTb tail-drop MHbOpPMaUMM MO KOHKPETHOMY MNopTy

gigabitethernet gi_port | gi_port: (1..8/0/1..48); (Bcem noptam).

tengigabitethernet te_port | te_port: (1..8/0/1..48);

twentyfivegigabitethernet twe_port:

twe_port | (1..8/0/1..120);

hundredgigabitethernet hu_port: (1..8/0/1..32)

hu_port

show qos tail-drop unit unit_id unit_id: (1..8) MpocmoTpeTh tail-drop MHPopmauumn No KOHKPETHOMY YCTPOW-
- CTBY B CTEKE.

[pumepebl 8b1M0MAHEHUA KOMAHO

Brntountb pexknum QoS advanced. Pacnpeaenutb Tpaduk no oyepegam, naketbl ¢ DSCP 12 B nepsyto
oyepenb, naketbl ¢ DSCP 16 Bo BTOpY0. Bocbmasa oyepeab — npuoputeTHasa. Co3aaTb CTpaTeruio
Knaccudukaumm Tpadmka no cnmncky ACL, paspewatowemy nepegady TCP-naketos ¢ DSCP 12 n 16
M OrPaHUYMBAIOLLLYIO CKOPOCTb — cpeaHasa ckopocTb 1000 K6uT/c, nopor orpaHuyeHns 200000 6aiiT.

Mcnonb3oBaTb AaHHYO cTpaTernto Ha uHtepdeiicax Ethernet 14 n 16.

console#

console# configure

console (config) # ip access-list tcp ena

console (config-ip-al)# permit tcp any any any any dscp 12
console (config-ip-al)# permit tcp any any any any dscp 16
console (config-ip-al)# exit

console (config)# gos advanced

console (config)# gos map dscp-queue 12 to !

console (config)# gos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I
console (config)# policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c) # exit

console (config-pmap) # exit

console (config) # interface tengigabitethernet 1/0/14
console (config-if) # service-policy input traffic

console (config-if) # exit

console (config) # interface tengigabitethernet 1/0/16
console (config-if) # service-policy input traffic

console (config-if) # exit

console (confiqg) #

5.31.2 Cmamucmuka QoS

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaumm:
console (config) #

Tabnunua 297 — KomaHabl pexkunma rnobanbHoM KoOHGUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

qos statistics aggregate-policer BKAtOUMTb QOS-CTAaTUCTUKY NO OrpPaHUYEHUIO0 NMONOC MPOMyCKa-
aggregate_policer_name aggregate_policer_name: | Husa.
no qos statistics (1..32) OTKntounTb QOS-CTaTUCTUKY MO OrpaHUYEHMIo NO0C MPOMNycKa-
aggregate-policer CMMBO/10B/BbIKNOYEHO HUA.
aggregate_policer_name
qos statistics interface -/BbIK/IIOYEHO BKkntounTb c6op QOS-CTaTUCTMKM Ha BCeX MHTepdecax.
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no qos statistics interface BbIkNtoUnTb C60p QOS-CTAaTUCTUKM Ha BCEX MHTepdelcax.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#

Tabnumua 298 — KomaHap! pexkmuma EXEC

Komanda 3HayeHue/ 3HayeHue Leiicmeue
o yMOMYAHUIO

clear qos statistics - OuncTnTb cTaTUCTMRY QOS No Bcem uHTepdelicam.
clear gos statistics interface OuncTnTb cTaTUCTMKY QOS yKa3aHHOro nHTepdeiica.
gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32)
hu_port
show qos statistics - MokasaTtb ctaTncTuKy QOS no Bcem MHTepdeincam.
show qos statistics interface MoKa3aTb cTaTUCTUKY QOS yKa3aHHOro uHTepoeica.
gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32)
hu_port

5.32 KoHdurypauma npoToKoN0B MapLupyTU3aLUm

5.32.1 KoHjpuz2ypayua cmamu4eckoli mapwpymu3sayuu

CTaTmMyeckasa MapLupyTM3auma — BMA, MapLUpyTM3auMKn, Npu KOTOPOM MapLUpPyTbl yKasblBaloTcA B
ABHOM BUAE NPW KOHPUrypaL MM MmapLIpyTn3aTopa. Bca maplupytnsaums npu sTom nponcxoamt 6e3 yyactus
KaKnx-1nbo NpoToOKON0B MapLUPYTMU3aLIUN.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

Bua, 3anpoca KOMaHAHOW CTPOKM peXMMa rnobanbHOM KOHPUrypaLmm:
console (config) #

Tabnnuya 299 — KomaHab! perkuma rnobanbHOM KoHGUrypaumm

Komanda 3HayeHue/ 3HayeHue Neiicmeue
o yMOAYAHUIO
ip route prefix prefix_length Co3patb CTaTUYECKoe MPaBUA0 MapLLpyTU3aL K.
{reject-route | gateway [met- prefix: (A.B.C.D); - prefix — IP-agpec ceTn HazHayeHus;
ric metric] [track track] [vrf prefix_length: (A.B.C.D | - prefix_length — macka npeduKca Ha3HaYeHUs Uam eé oAnHa;
vrf_name] [distance distancel} unum /n); - reject-route — 3anpeLwaeT MapLpPyTU3aLMIO K CETU HasHaYeHus
gateway: (A.B.C.D) yepes Bce LWA03bI;
metric (1..255)/1; - gateway — IP-agpec wno3a Ana A0CTyna K CeTu Ha3HayeHus;
vrf_name: (1..32) - metric — MeTpuKa aNa AaHHOTro MapLipyTa;
CMMBONA; - vrf_name — ums BUpTyanbHOM 061aCT MapLIpyTU3aALNN.
track: (1..64); - track — Homep 06beKTa OTCNEKMBAHUSA;
distance (1..255)/1 - distance — aAMMHUCTPATMBHAA SUCTAaHUMS MapLupyTa.
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no ip route prefix prefix_length
{rejectroute | gateway} [vrf
vrf_name]

YAanuTb NpaBuao U3 TabaunLbl CTaTUYECKOW MApLIPYTU3aLLUK.
-vrf_name — ums BUPTyanbHON 061aCcTN MapLLpyTU3aLUMn.

distance {ospf {inter-as | intra-

as} | bgp {ebgp | ibgp} | static}
distance

no distance {ospf {inter-as |

intra-as} | bgp {ebgp | ibgp} |
static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110,
BGP intra-as:200,
BGP inter-as:20

YCTaHOBWUTb 3HAYeHWEe aAMUHUCTPATUBHON AucTaHumu (AD) pna
BCEX MapLUPYTOB YKa3aHHOro Tuna.

- ospf inter-as — yctaHaBnvBaeT 3HaueHne AD AN MeK30HasIbHbIX
MapLpyTOB, NPUHATbIX MO npoTokony OSPF;

- ospf intra-as — yctaHaB/nMBaeT 3HayeHne AD anA BHYTPU3OHA/b-
HbIX MApLUPYTOB, NPUHATbLIX N0 NpoToKoay OSPF;

- BGP inter-as (ebgp) — yctaHaBauBaeT 3HayeHue AD ans mapuipy-
TOB, NPUHATLIX N0 NpoToKkony BGP ot eBGP coceaa;

- BGP intra-as (ibgp) — yctaHaBnvBaeT 3HaueHne AD ans mapupy-
TOB, MPUHATLIX N0 NPoToKoay BGP o1 iBGP coceaa;

- static — yctaHaBamnBaeT 3HavyeHue AD ana cTaTMyeckmMx mapLipy-
TOB.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIHYAHMUIO.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 300 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/ 3HayeHue
no ymon4yaHuro

Aelicmeue

show ip route [connected |
static | address ip_address
[mask | prefix_length]
[longer-prefixes]]

Moka3aTb TabAnLy MapLIpyTU3aLIMK, YOA0BAETBOPAIOLLYIO 3a4aHHbIM
KpUTEepUAM.

— connected — NOAKNOYEHHbI MapLLIPYT, TO eCTb MapLLpPYT, B3ATbIN
C HenocpeACcTBEHHO NOAKAOYEHHOTO U GYHKLMOHUPYIOLLLETO MHTEp-
delica;

— static — cTaTMYecKuit MapLIpyT, NPOMNMUCaHHbIN B TabauLe mapLupy-
TM3aumm.

show distance [vrf {vrf_name |

all}]

vrf_name (1..32)
CMMBO/I0B

MoKasaTb 3HaYeHUE aAMUHUCTPATUBHOMN ANUCTAHLMM ANS PA3NYHBIX
MCTOYHMKOB MapLupyTa.
- vrf_name — ums BUpTyanbHOM 061aCTM MapLIpyTU3aALUN.

[pumep 8b1M0AHEHUS KOMAHObI

MoKkasaTb TabaMLy MapLIpyTU3aLmm:

console# show ip route

Maximum Parallel Paths: 2 (4 after reset)
Codes: C - connected, S - static
C 10.0.1.0/24 is directly connected, Vlan 1
S 10.9.1.0/24 [5/2]
S 10.9.1.0/24 [5/3]
S 172.1.1.1/32 [5/3]

via 10.0.1.2,
via 10.0.2.2,
via 10.0.3.1,

17:19:18, Vlan 12
Backup Not Active
19:51:18, Vlan 12

Tabanuya 301 — OnucaHune pesybTaTa BbINOJHEHUA KOMaHAbI

Mone OnucaHue
MoKa3biBaeT MPOMCXOXKAEeHMEe MapLlipyTa:
C C — Connected (MapLpyT B3AT U3 HENOCPEACTBEHHO MOAKAOYEHHOTO U GYHKLMOHUPYIO-
wero nHTepdelica),
S — Static (cTaTMyecKuii MapLIpyT, MPONMCaHHbIM B Tabanue maplupyTusaumm).
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10.9.1.0/24 Apapec cetu.
MepBoe 3HaYeHMe B CKOBKAxX — aAMUHUCTPATMBHAA AUCTAHLMA (CTeNeHb A0BepUs MapLu-
[5/2] pyTM3aTopy, YEM YMCAO Bbllle, TEM MEHbLUE J0BEPUE K UCTOYHUKY), BTOPOE YUCI0 — MET-
puKa mapupyTa.
via 10.0.1.2 Onpepenset IP-aapec cneaytowero MapLpyTM3aTopa, Yepes KOTOPbIN NPOXOAUT MapLu-
o pyT 40 ceTu.
00:39:08 Onpeaenset Bpema nocnegHero 06HOBAEHMA MapLwpyTa (4acbl, MMHYTbI, CEKYHAbI).
Vlan 1 Onpegaenset nHTepoeiic, Yepes KOTOPbIM NPOXOAUT MAPLIPYT 4O CETU.

KomaHObI pexcuma KoHguaypayuu VRF

BunAa 3anpoca KoMaHAHOWM CTPOKK pexunma KoHodurypaumm VRF:

console (config-

vrf)#

Tabnunua 302 — KomaHabl pexkuma KoHourypaumm VRF

KomaHOoa

3HayeHue/ 3Haye-
Hue ro ymonuya-
HUto

Aelicmeue

ip route prefix {mask | pre-
fix_length} {gateway [met-
ric distance]

prefix_length: (0..32);
distance (1..255)/1

no ip route prefix {mask |
prefix_length} {gateway}

Co3aaTb cTaTMYecKoe NPaBuI0 MapLLpyTM3aLmu.

- prefix — ceTb HazHa4yeHus (Hanpumep, 172.7.0.0);

- mask — macka ceTu (B popmaTte 4eCATUYHON CUCTEMbI MCUUCAe-
HUA);

- prefix_length — npeduKc Macku ceTu (KO/AMYecTBO eauHuL, B
macke);

- gateway — W03 AN1A JOCTYNA K CETU HAa3HAYeHusn;

- distance — Bec mapLpyTa.

Y4anuTb NpaBuao 13 TabamLbl CTaTUYECKOW MapLIpyTU3aLmK.

ip default-gateway {gate-
way}

— /w3 no ymonva-

no ip default-gateway
{gateway}

HWKO He 3aaH

3a4aTtb ANA KOMMYTATOpPA afpec Wak3a No ymondaHuto yepes VRF.

Y[annTb Ha3HaYeHHbIN aApec W/o3a Mo YMONYaHUIO.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 303 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/ 3Haye-
HuUe no ymonya-
HUro

Aeilicmesue

show ip route [connected |
vrf vrf_name | static | ad-
dress ip_address [mask |
prefix_length] [longer-pre-
fixes]]

MoKasaTb TabnLy MapLupyTU3aLMK, YA0BAETBOPAIOLLYIO 334aHHbIM
KpUTepuam.

- connected — NoOAK/OYEHHbI MapLLIPYT, TO €CTb MapLpyT, B3ATbIN C
HenocpeACTBEHHO NMOAKNIOYEHHOTO U QYHKLMOHUPYIOLWErO UHTEp-
delica;

- static — cTaTMUYeCcKuit MapLpyT, NPONMCaHHbIN B TabaunLe MapLupy-
TM3auuu;

- vrf — o6nacTb BMPTyaNbHOW MapLIpyTM3aLmMmM, B KOTOPOW Haxo-
ANTCA MapLIpyT.

- vrf_name — ums BUPTyanbHON 061aCcTN MapLLpyTU3aLUMN.
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5.32.2 Hacmpoiika npomokona RIP

MpoTtokon RIP (aHrn. Routing Information Protocol) — BHYTpeHHWI1 NPOTOKOA, KOTOPbIN NO3BOASET
MapLpyTM3aTopaMm AMHAMMYECKM OOHOBNATL MapLpPYTHYO MHPOPMauMIo, Noay4vyas ee OT COCeAHWUX
MapLIpyTM3aTOPOB. ITO OYEHb NPOCTOM NPOTOKOA, OCHOBAHHbI Ha NPUMEHEHUN ANCTAHLUMOHHOMO BEKTOPA
MapLpyTM3aumn. Kak AUCTaHUMOHHO-BEKTOPHbIM npoToKon, RIP nepuoanyeckn nocbinaer ob6HOBAEHUA
MeXay cocegamu, CTposi, Takmm obpasom, TOMonorvo cetn. B Kaxaom o6HOBNEeHWM NepepaeTca
nHpopmauma o AMCTaHUMM A0 BCEX CeTel Ha coceaHWi maplupyTvMsaTop. KommyTtatop nogaeprkusaet
npotokon RIP Bepcum 2.

KomaHObI pexcuma 2a06an6Hol KoOHgu2ypayuu

Bua 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHo KoHPUrypaumu:

console (config) #

Tabnunua 304 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

router rip

no router rip

Boitu B pexkum KoHdurypaumm npotokona RIP.

Ypanutb rnobanbHoM KoHoUrypaumm npotokona RIP.

KomaHObI pexcuma KoHgu2ypauuu npomokosaad RIP

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #

Tabnnua 305 — KomaHabl pexkmuma KoHourypaumm npotokona RIP

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

default-metric [metric]

no default-metric

metric: (1..15)/1

YCTaHOBWUTb 3HAYeHME METPMKM, C KOTOPOM ByayT aHOHCMpPO-
BaTbCA MapLUPYTbl, NONYYEHHbIE APYTMMM NPOTOKOAAMMU MapLU-
pyTv3aumn. bes napameTpa ycTaHaBAMBAET 3HaYeHne No ymon-
YaHuio.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHWUIO.

network A.B.C.D

A.B.C.D: IP-appec

YctaHoBUTb IP-aapec nHTepdeiica, KoTopbl ByaeT y4acTBoBaThb
B NpoLecce MapLupyTU3aLmun.

metric | match type |
route-map route_map_name]

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name:
(1..64) cumeona

no network A.B.C.D nHTepdeica Ypanutb IP-agpec uHtepderica, KoTopblit byaeT y4acTBoBaTh B
npovecce MapLpyTM3aLmu.
redistribute {static | Pa3pewntb aHOHCMpoOBaHUe mapLupyTos Yepes RIP.
connected } [metric - 6e3 napameTpoB — O3HayaeT, yYto byaeT MCNoNb30BaTbCA
transparent] default-metric npy aHOHCMPOBaHMM MapLLPYTOB;
- metric transparent — o3HayaeT, 4To 6yAeT MCNONb30BaTLCA
) METPUKA U3 TabAnLbl MapLLPYTU3aLUM.
no redistribute {static | 3anpeTnTb aHOHCMPOBaHMe CTaTUYeCKMX MmapLupyTos Yepes RIP.
connected} [metric - metric transparent — 3anpeLiaeT UCNob30BaTb METPUKY U3
transparent] TabAnubl MapLLpyTU3aLUm.
redistribute ospf [metric metric: (1..15, Paspewntb aHOHCcMpoBaHue OSPF-mapwpyTos yepes RIP.

- type — Npon3BOANTb AHOHCMPOBAHME TO/BbKO ANA YKa3aHHbIX
TMnos OSPF-mapLlupyTos;

- route-map_name — Npou3BOAUTb aHOHCUPOBAHWE MapLUPY-
TOB nocse ux GpunbTpPaLMmM Yepes yKasaHHyto route-map;
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redistribute bgp metric [metric
| transparent]

Pa3pewuntb aHOHCcMpoBaHUe BGP-mapwpyTtos Yepes RIP.

- metric — 3Ha4YeHne MeTPUKN ANA MMNOPTUPYEMbIX MapLuU-
pyTOB;

- metric transparent — o3HauvaeT, 4yTo HyAeT UCNoib30BaThbCA
MEeTPUKA U3 TabaunLbl MapLLPyTU3aLNN.

metric: (1..15,
transparent)/1

3anpeTnTb aHOHCUpOBaHWe MmaplipyToB BGP yepes RIP. B cay-
Yyae yKasaHuA napameTpa Bo3BpalLaeT ero aedonTHoe 3Have-
Hue.

no redistribute bgp metric
[metric | transparent]

PaspewunTb aHoOHCcMpoBaHue IS-IS mapwpyTtos Yyepes RIP.

- level — ycTaHOBMWTb, M3 KaKOro ypoBHs IS-IS 6yayT aHOHCH-
poBaTbCA MapLUpPyThI;

- match —nNpov3BOAUTb AHOHCUPOBAHME TOJIbKO ANA YKa3aHHbIX
T1nos IS-IS mapwpyTos.

redistribute isis [level] [match
match] [metric metric]
[transparent]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

no redistribute isis [/evel]
[match match] [metric metric]

3anpeTnTb aHOHCUpOBaHMe mapLpyTos IS-IS yepes RIP. B cay-
Yae yKasaHuWA napameTpa Bo3BpaliaeT ero gedponTHoe 3Haye-

[transparent] Hue.

shutdown BbIKNtOUMTL NpoLecc mapLpyTusaumm no npotokony RIP.
no shutdown /BKioverio BKAOUMTb Npouecc mappyTtnsaumm no npotokony RIP.
passive-interface JaKnioueHo OTKNOUYUTL OBHOBNEHUA MapLIPYTU3ALUN.

no passive-interface BKkAtounTb 06HOBAEHMA MApLUPYTM3aLmu.

default-information originate leHepnpoBaTb MapLIPYT NO YMOYAHMIO.
no default-information

originate

-/MapLupyT He

BocCcTaHOBMTb 3HAUEHME MO YMOYaHMIO.
reHepupyerca

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica IP

Bua, 3anpoca KOMaHAHOMN CTPOKM:
console (config-ip) #

Tabnumua 306 — KomaHabl pexxkuma KoHoburypaumm nHtepoeiica IP

KomaHda

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip rip shutdown

no ip rip shutdown

-/BKIOYEHO

BbIKNOUMTL NpoLuecc mapLupyTusauum no npotokoay RIP Ha gaH-
HOM MHTepdeiice.

BkAounTb npouecc mappytmsaumm no npotokony RIP Ha gan-
HOM MHTepodeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymon4yaHuio
oTnpaBKa 06HOBNEHUI
BKNIOYEHA

BbIKNHOUMTL OTNPABKY 0BOHOBNAEHWUI HA UHTepdelice.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[06aBnTb CMeLLeHNe K MeTpUKe.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ip rip default-information
originate metric

no ip rip default-information
originate

metric: (1..15)/1;
Mo ymon4yaHuio
dYHKLMA OTKAIOYEHA

YCTaHOBUTb METPUKY A/1A MApPLUPYTa NO YMOAYAHWUIO TPAHCAUPY-
emoro yepes RIP.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.

ip rip authentication mode
{text | md5}

no ip rip authentication mode

Mo ymon4yaHuio
ayTeHTUdMKaUmA
OTKNIIOYeHa.

BKntounTb ayTeHTUdMKaumto B RIP 1 onpeaennTs ee Tmn:
- text — ayTeHTUdMKaLMA OTKPbITbIM TEKCTOM;
- md5 — ayTeHTUdPMKaLmm MD5.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.

ip rip authentication key-chain
key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
CYMBO/I0B

Onpegenntb Habop Katoyei, KOTOPbIM MOXKET MCMOAb30BaTbCA
ONA ayTeHTUGUKaL UK.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
CMMBOJIOB

Onpep,enMTb KAKY gnAa ayTeHTVI(bI/IKaLI,I/IM OTKPbITbIM TEKCTOM.

YCTaHOBUTb 3HaYeHMeE N0 YMOHYAHWIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CUMBOJI0B

YcTaHOBUTbL cTaHAapTHbIW IP ACL ana ¢ounbTpaummn aHoHcupye-
MbIX MapLIPyTOB.

YCTaHOBUTb 3HaYeHMe N0 YMOIHYAHWIO.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 307 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip rip [database |
statistics | peers]

MpocmoTpeTb MHPopmaumm o RIP-mapwpyTmsaumm:
- database — nHpopmauus o HacTpoiikax RIP;

- statistics — cTaTUcTUYECKMe AaHHbIE;

- peers — UHGOPMaALMA y4aCTHUKA CETU.

[pumepbl UC016308AHUA KOMAHO

BKkntountb npotoKkon RIP ana noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeH-
TMdukaumio MD5 yepes Habop Kntouelt mykeys:

console#

console# configure

console (config)# router rip
console (config-rip) # network 172.16.23.1

console

(

(config-rip)# interface ip 172.16.23.1
console (config-if)# ip rip authentication mode md5

(

console (config-if)# ip rip authentication key-chain mykeys

5.32.3 Hacmpoliika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKON AMHAMMUYECKOW MapLLPYTU3aLLMKN, OCHOBAHHbIN Ha Tex-
HO/IOTUM OTCAEKMBAHUA COCTOAHMA KaHana (link-state technology) M ucnonb3ylowmin gna HaxoKaeHus
KpaTtyaliwero nytn anroputm [elkctpbl. MNpoTtokon OSPF npepcrasnseT coboit NPOTOKON BHYTPEHHEro
wto3a (IGP). MpoTokon OSPF pacnpocTpaHaeT MHPOPMaLMIO O AOCTYMHbIX MAPLLPYTAaX MEXAY MapLipyTu-
3aTopamMu OAHON aBTOHOMHOM CUCTEMBI.

YcTpoiicTBO NnoaaeprKMBaeT 04HOBPEMEHHYHO PabOTy HECKOIbKMX HE3aBUCUMbIX 3K3EeMNIAPOB MNpo-
ueccos OSPF. HacTpoiika napameTpoB ak3emnaspa OSPF nponsBoguTca NyTemM yKasaHUa naeHTuduKatTopa

aKk3emnnspa (process_id).

KomaHObI pexcuma 2a06anab6Hol KoOHGpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHUrypauum:

console (config) #

Tabnunua 308 — KomaHabl pexkunma rnobanbHOM KoOHGUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
router ospf [process_id] process_id: BKAtOUUTL MapLLpyTU3aumio no npotokony OSPF.
[vrf vrf_name] (1..65535)/1 3apaTb uaeHTUdMKaTop npoLecca.
no router ospf [process_id] vrf_name: (1..32) BbIKNOUMTE MapLipyTM3aLumio no npotokony OSPF.
[vrf vrf_name] cumBona
ipv6 router ospf [process_id] BKAOYMTb MapLipyTnsaLmio no npotokoay OSPFv3.
process_id: 3apaTb aeHTUdUKaTop npoLecca.
no ipvé6 router ospf (1..65535)/1 BbIKIOUYUTb MapLIPYTHU3aLMIO No NpoTokony OSPFv3.
[process_id]
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HELTEX

ipv6 distance ospf {inter-as |
intra-as} distance

no ipv6 distance ospf
{inter-as | intra-as}

distance: (1..255)

3af4aTb agMUHUCTPATUBHYIO AUCTaHUMIO ana mapupytos OSPF,
OSPFv3.

- inter-as — A BHELWHWX aBTOHOMHbIX CUCTEM;

- intra-as — BHyTpM aBTOHOMHOM CUCTEMBI.

BepHyTb 3HAYEHMA MO YMONYAHUIO.

KomaHOb1 pexcuma npouecca OSPF

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume KoHPurypaumm npouecca OSPF:

console (router ospf process)#

console (ipv6 router ospf process)#

Tabnnuya 309 — KomaHabl pexkmma KoHourypaumm npouecca OSPF

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

metric] [route-map name]
[filter-list acl_name]
[subnets]

redistribute connected [metric

no redistribute connected
[metric metric] [route-map

[subnets]

name] [filter-list acl_name]

metric: (1..65535);
name: (1..64)
CUMBO/IOB;
acl_name: (1..32)
cumBona

Paspewntb aHoHCMpoBaHKWe connected mapLpyToB:

- metric — 3HaYeHne MEeTPUKUN AN UMNOPTUPYEMbIX MAPLLPYTOB;
- name — ms NOUTUKM MMMNOPTA, NO3BOIAOLLEN GUALTPOBATL U
BHOCWUTb U3MEHEHUSA B UMMNOPTUPYEMbIE MAPLLPYTbI;

- acl_name — umsa ctaHgapTtHoro IP ACL, koTopbii byaeT uc-
Nnosb30BaH A5 GUABTPALUN UMNOPTUPYEMbIX MapLLPYTOB;

- subnets — No03Bo/AET UMNOPTUPOBATHL NOACETH.

3anpeTuTb yKasaHHY0 GyHKUMIO.

redistribute static [metric
metric] [route-map name]

[filter-list acl_name] [subnets]

metric: (1..65535);

MmnopTtuposaTb cTaTuyeckne mapwpytbl B OSPF.

- metric — yCTaHaBAMBAET 3HAaYeHMEe METPUKN ONA MMMOPTUpPYe-
MbIX MapLUPYTOB;

- name — NpUMeHAET NONUTUKY MMNOPTA, NO3BOAAIOLLYIO PUb-

metric: (1..65535);
name: (1..64) cumBona;
acl_name: (1..32)
cumBona

name: (1..64) TPOBaTb M BHOCUTb M3MEHEHUA B UMNOPTUPYEMbIE MapLUPYThI;
CMMBOJI0B; - acl_name — uma crangaptHoro IP ACL, KoTopbli byaeT uc-
acl_name: (1..32) NoNb30BaH A41A GUABTPALUN UMMOPTUPYEMBIX MaPLLIPYTOB;
cumBona - subnets — N03BOASET UMNOPTUPOBATL MOACETH.
no redistribute static [metric 3anpeTuTb yKaszaHHY GYHKLMIO.
metric ] [route-map name]
[filter-list acl_name] [subnets]
redistribute ospf id [nssa-only] MUmnopTtutopBaTbh MapLupyTsl U3 npouecca OSPF B npouecc OSPF:
[metric metric] [metric-type -nssa-only — ycTaHaBAMBaeT 3HayeHWe nssa-only ana Bcex
{type-1 | type-2}] [route-map MMMNOPTUPYEMbIX MapLUPYTOB;
name] [match {internal | - metric-type type-1 — umnoptupyeT ¢ nomeTKkoh Kak OSPF
external-1 | external-2}] external 1;
[subnets] - metric-type type-2 — umnoptupyet c nomeTKon Kak OSPF
id: (1..65535); external 2;

- match internal — umnopTMpyeT mapwpyTbl B Npeaenax area;

- match external-1 — umnopTtupyetr mapwpyTtel TMna OSPF
external 1;

-match external-2 — umnoptupyer mapwpytol TMna OSPF
external 2;

- subnets — no3BofET UMNOPTUPOBATL NOACETH;

- name — NpUMeHAET YKa3aHHY NONUTUKY MMMNOpPTa, NO3BOAA-
oyt GpUAbLTPOBaTb U BHOCUTb U3MEHEHUA B MMMOPTUPYyEMble
MapLIpyTbl;

- metric — ycTaHaBAMBaET 3HaYeHWE METPUKM 1A UMNOoPTUpPYe-
MbIX MapLIpPyTOB.
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HELTEX

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-2}]
[route-map name] [match
{internal | external-1 |
external-2}] [subnets]

3anpeTuTb YKasaHHyo GyHKLMIO.

redistribute rip [metric metric]
[route-map name] [filter-list
acl_name] [subnets]

no redistribute rip [metric
metric] [route-map name]
[filter-list ac/_name] [subnets]

metric: (1..65535);
name: (1..64) cumBona;
acl_name: (1..32)
cumBona

MmnopTtuposatb mapuwpyTtbl U3 RIP 8 OSPF.

- metric — 3HaYeHMe MEeTPUKKN AN UMNOPTUPYEMbIX MApPLLPYTOB;
- hame — UMA NOAUTUKM MMMNOPTa, NO3BONAIOLLLEN GUNLTPOBATDL U
BHOCWUTb U3MEHEHUA B UMMNOPTMPYEMblE MAPLLPYTbI;

- acl_name — vmsa ctaHgapTtHoro IP ACL, KoTopblit byaeT mc-
NoNb30BaH A4/1A GUABTPALUN UMMOPTUPYEMBIX MAPLLPYTOB;

- subnets — No3BonAeT UMNOPTUPOBATL NOACETH.

3anpeTuTb yKasaHHyo GyHKLMIO.

redistribute isis [/eve/] [match
match] [metric metric]
[route-map name]

[filter-list ac/_name] [subnets]

no redistribute isis [/evel]
[match match] [metric metric]
[route-map name_policy]
[filter-list name_acl] [subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cumBoNna

MmnopTtupoBsaTtb mapupyTbl U3 IS-IS 8 OSPF.

- level — ycTaHOBUTb M3 Kakoro ypoBHA IS-IS 6yayT aHoHcupo-
BaTbCA MapLLpyThl;

- match — Npon3BoANTb AHOHCUPOBAHME TOJIbKO AJ/1A YKA3aHHbIX
TMnos IS-IS mapwpyTos;

- metric — 3Ha4YeHne MEeTPUKM A8 UMMOPTUPYEMbIX MAPLLPYTOB;
- name — MA NOZIMTUKN MMNOPTA, NO3BONAIOLEN GUNBTPOBATL U
BHOCUTb U3MEHEHUA B UMMOPTUPYEMbIE MAPLLPYTbI;

- acl_name — nmsa ctaHgapTHoro IP ACL, KoTopblit bygeT ucnosb-
30BaH 414 GUNbTPALUN UMMNOPTUPYEMBIX MaPLLIPYTOB;

- subnets — no3BosAeT UMNOPTUPOBATL NOACETU.

be3 napameTpos 3anpeTuTb MMMNOPT MappyTos u3 IS-IS 8 OSPF.
B cnyyae ykasaHua napameTpa BEPHYTb ero 3HauyeHue no ymos-
YaHuio.

redistribute bgp [metric
metric] [route-map name]
[filter-list acl_name] [subnets]

metric: (1-65535);
name: (1..64) cumBona;
acl_name: (1..32)

MmnopTtupoBaTtb mapupyTbl 3 BGP B OSPF.

- metric — 3HaYeHMe METPUKM A8 UMMOPTUPYEMbIX MAPLLPYTOB;
- hame — MA NOAUTUKM MMNOPTA, N03BONAOLEN GUABTPOBATL U
BHOCWUTb M3MEHEHUA B UMNOPTMPYEMble MAPLLPYTbI;

- acl_name — umsa ctaHgaptHoro IP ACL, KoTopblli 6ygeT ncnosnb-
30BaH 414 GUNbTPaALUKN UMMNOPTUPYEMbIX MapLLPYTOB;

no router-id A.B.C.D

MapLIpyTU3aTopa B
dopmarte ipvd-agpeca

cumBona - subnets — no3BosAeT UMNOPTMPOBATL NOACETH.
no redistribute bgp [metric be3 napameTpoBs 3anpeTuTb UMNOpPT maplipytos u3 BGP 8 OSPF.
metric] [route-map name] B cnyyae ykasaHMA napameTpa BO3BpallaeT ero 3HayeHue no
[filter-list ac/_name] [subnets] YMONYaHMIO.
router-id A.B.C.D A.B.C.D: YCTaHOBUTb MAEHTUDMKATOP MapLIPyTU3ATOPa, KOTOPbLIA YHU-
M,D,eHTMdJVI KaTtop Ka/lbHO VIp,EHTVI(bI/ILI,VIDVET MapLpyTn3aTop B npegenax OfiHOWM aB-

TOHOMHOW CUCTEMbI.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

network ip_addr area A.B.C.D
[shutdown]

no network ip addr

ip_addr: A.B.C.D

BKAtoUNTL (OTKNOUMTL) 3K3emnaap OSPF Ha IP-untepdelice (ans
IPv4).

Ypanutb IP-agpec uHTepodeiica.

default-metric metric

no default-metric

metric: (1..65535)

YctaHoBuTb MmeTpuKy OSPF-mapuwpyTa.

OTKNIOUYNUTD GYHKL M.

area A.B.C.D stub
[no-summary]

no area A.B.C.D stub

A.B.C.D:
naeHTuduKaTop
MaplupyTusaTopa B
dopmarte IPv4-agpeca

YCTaHOBWTb A7 YKa3aHHOM 30HbI TMN stub. 30Ha — COBOKYMHOCTb
ceTein U MapLLIPYTU3aTOPOB, UMEIOLLMX OAMH U TOT Ke UAEHTUU-
KaTop.

- No-summary — He OTNPaBAATb UHHOPMALMIO O CYMMUPOBAHHBIX
BHELUHWX MapLupyTax.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.
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HELTEX

area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

no area A.B.C.D nssa

A.B.C.D:
naeHTudumkaTop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
interval: uenoe
NoNIOXKUTENBbHOE YNC/IO

YCTaHOBWTb A5 YKAa3aHHOW 30HbI TUN NSSA.

- no-summary — He NPUHUMaTb UHGOPMALMIO O CYMMUPOBAHHbIX
BHELWHUX MmapLupyTax BHYTpb NSSA-30HbI;

- interval — onpefenaeT NPOMeXKyTOK BpemeHM (B CeKyHAax), B Te-
YeHue KOToPOoro TPaHCAATOP ByAeT BbINOAHATL CBOU GpYHKLMM NO-
C/Nle TOro, Kak 0BHapYKWT, YTO TPAHCAATOPOM CTan Apyron rpa-
HWYHbI MapLUpPyTU3aTOp;

- translator-role — onpegenset, Kaknm 06pasom Ha MapLIpyTHU3a-
Tope byaeT GYHKLUMOHMPOBATL PEXUM TpaHCAATOpA (TpaHCaALUK
Type-7 LSA B Type-5 LSA);

- always — B NpuMHYyAMTENIBHOM NOCTOAHHOM PEXUME;

- candidate — B pexkMme y4yacTua B Bbibopax TpaHcaATopa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D:
naeHtTnduKaTop
MapLIpyTU3aTopa B
dopmarte IPvi-agpeca;
secs: (1..65535) cekyHa;

Co3aaTb BUPTYyanbHOE COEAMHEHNE MEXKAY OCHOBHOW U APYrMMM
yAaneHHbIMM 061acTAMM, KOTOPbIE MMEIOT MeXay HUMmKU obna-
cTu.

- hello-interval — ykazartb hello-uHtepsan;

- retransmit-interval — yka3aTtb MHTepBan meay NOBTOPHbIMM Me-
penavamu;

- transmit-delay — yka3aTtb Bpems 3a4epKKu;

- dead-interval — yka3zatb dead-uHTepBan;

- null — 6e3 ayTeHTMdUKaLUY;

- message-digest — ayTeHTUOUKaUMA ¢ WWMdpPOBaHUEM;

- word — naponb Ans ayteHTuduKauum.

no area A.B.C.D default-cost

MaplupyTu3aTopa B
dopmare IPv4-appeca;

- - word: (1..256)
no area A.B.C.D virtual-link CUMBO/IOB Yaanutb BUpTYyanbHOe coeguHeEHMe.
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]
area A.B.C.D default-cost cost A.B.C.D: YCTaHOBUTb 3HaYeHWe CTOMMOCTM CYMMAPHOro MapLupyTa, ucC-
naeHTudukaTop nonbsyemoro ans stub- u NSSA-30H (gna IPv4).

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

no area A.B.C.D authentication
[message-digest]

MapLipyTU3aTopa B
dopmare IPv4-agpeca;
-/BbIKNOYEHO

cost: uenoe
NONOXKUTENIbHOE YNC0
area A.B.C.D authentication A.B.C.D: Bkntounte ayteHTUdMKaumo ana Bcex WUHTepdelricoB AaHHOM
[message-digest] naeHTUdMKaTop 30HbI (anAa IPv4):

- message-digest — c wndpposaHnem MD5.

OTKNOYNUTDL ayTEHTUPUKALMIO.

area A.B.C.D range
network_address mask
[advertise | not-advertise]

no area A.B.C.D range
network_address mask

A.B.C.D:
naeHtTnduKatop
MaplupyTusaTopa B
dopmare IPv4-agpeca;
network_address:

Co34aTb CyMMapHbI/ MapLIpyT Ha rpaHuLLe 30HbI (a5 IPv4).
- advertise — aHOHCMpPOBATb CO34aHHbIV MapLIPYT;
- not-advertise — He aHOHCMPOBATb CO3A4aHHbIA MAPLLPYT.

Y8anuTb CyMMapHbIN MapLipyT.

no area A.B.C.D filter-list prefix

MaplupyTusaTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)

A.B.C.D;
mask: E.F.G.H
area A.B.C.D filter-list prefix A.B.C.D: YCTaHOBUTb GUABLTP HAa MApPLLIPYTbl, aHOHCUMpPYEeMble B YKa3aHHYHO
prefix_list in UaeHTUdUKaTOp 30HY U3 ApYruX 30H (ana IPv4).

®unbTpaumA Npous3BOAUTCA TONbKO ANA MapLIpPYTOB
LSA Type 3.

Ypanute GUABTP Ha MapLUpyTbl, aHOHCUMPYeMble B YKa3aHHYHO

no area A.B.C.D filter-list prefix
prefix_list out

MaplupyTusaTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)
cMmBona

prefix_list in cumBona 30HY U3 ApYrux 30H (gna IPv4).
area A.B.C.D filter-list prefix A.B.C.D: YCTaHOBUTbL GUIBTP Ha MapPLLPYTbl, aHOHCMpPYeMble U3 yKasaHHOM
prefix_list out naeHtTuduKaTop 30HbI B Apyrue 30HbI (ans IPv4).

®unbTpaumAa Npous3BOAUTCA TONbKO ANA MapLUpPYTOB
LSA Type 3.

Yaanute oUNbTP Ha MapLUpyTbl, aHOHCMpPYEeMble M3 YKa3aHHOM
30HbI B Apyrue 30Hbl (g0 IPv4).

area A.B.C.D shutdown

OTKAtoUMTbL Npouecc OSPF ansa 30HbI.
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HELTEX

no area A.B.C.D shutdown

A.B.C.D:
naeHTudumKaTop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca;

BkatounTb npouecc OSPF ansa 30HbI.

-/BKAOYEHO
auto-cost reference-bandwidth YCTaHOBWTbL aBTOMATUUYECKUIA PacYET METPUKN UHTepdelica B 3a-
reference BMCMMOCTU OT ero ckopocTu no dopmyne: reference/ifSpeed.
- reference - 6a30Ban CKOPOCTb.
reference:

no auto-cost reference-
bandwidth

(0..400000)/0 M6uT/c

/| 3Hauenue reference pasHoe 0 oTK/louaeT aBTOMaTUYe-
CKMi1 PacyéT MeTpuKK.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

passive-interface

no passive-interface

-/BbIK/IIOYEHO

3anpeTtutb Bcem IP-uHTepdelicam, yyacTsyowmm B npouecce
OSPF, 06MeHMBaTLCA NPOTOKO/IbHBIMW COOBLLEHNAMM C COoCe-
OAMU (BK/IOYAET MACCUBHbIN PEXUM).
MNpu NnpUumeHeHUN AaHHOI KOMaHAbI HACTPOiiKa ip
V ospf passive-interface yaanaerca co Bcex ip uHTep-
deiicoB u cTaHOBUTCA ANA HUX 3HAYEHUEM NO YMON-
YaHuio.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

shutdown

no shutdown

-/BKNIOYEHO

OTKAtounTL Npouecc OSPF.

Bkatountb npouecc OSPF.

timers spf delay delay

delay: (0..600000)/

YCTaHOBUTb BE/IMYMHY 33[EP’KKM, NPOM3BOAMMON nepes, ode-
peAHbIM nocnegosaTenbHbiM pacyetom SPF.

- 5000 mc

no timers spf delay YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
timers Isa throttle min_interval 3apaTb BpeMeHHble napameTpbl LSA-TpoTTAnHra. TpOoTTAUHT aei-
hold_interval max_interval CTBYET TO/IbKO Ha LSA, UCTOYHUKOM KOTOPbIX ABJAETCA IOKA/IbHOE

YCTPOWCTBO.
o . - min_interval — MWHUManbHbI BPEMEHHOW WHTEPBaN Mexay
(0..3863;;)\/061(:.:\/\c; f,:ZMﬂ nocnesfoBaTe/IbHO OTMPABAAOLWMMUCA OAMHAKOBLIMU
hold_interval: '

no timers Isa throttle

(0..60000)/0 mc;
max_interval:
(0..60000)/0 mc

- hold_interval — nHTepBan, onpeaenatowWwmii TekylLee Bpems 3a-
AepxKu. C Kaxaol HoBoW nocneaoBatenbHoM LSA sToT MHTepBan
YMHOAeTcs Ha ABa, NOKa He AOCTUIHeT 3HayeHns max_interval.
- max_interval — MakcMManbHbIi BDEMEHHOW UHTEPBAN MeXay
ABYMA nocnefoBatesibHO  OTMPaBAAWMMUCA OAMHAKOBbIMU
LSA.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

timers Isa arrival min_arrival

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YCTaHOBUTb MUHUMA/bHbIW BPEMEHHOM WHTepBas, C KOTOPbIM
MapLipyT1satop obpabatbiBaeT npuHMMaemble LSA.

YCTaHOBUTb 3HAYEHKWeE Mo YMO/I4aHUIO.

neighbor ip_add [priority
priority]

no neighbor ip_add

priority: (0..255)/0

3apatb IPv4-apgpec ana ctatnyeckoro OSPF-cocena
- ip_add — IPv4-appec;
- priority — yKa3aTb priority gna coceaa (y4nTbiBaeTcA TO/IbKO B
cocTtosHuu attempt/down).
HacTpoiika aKryasbHa ToNbKO Ans non-broadcast u
V point-to-multipoint non-broadcast Tunos cerei.

Yaanutb KoHdurypaumio ana OSPF-cocepa c ykasaHHbIM |Pv4-
aapecom.

max-metric router-Isa [include
stub] [on-startup period ]

no max-metric router-lsa

period: (0..86400)
CeKyHA;
-/BbIKAOYEHO

YCTaHOBWUTb MAKCMMAabHOE 3HaYeHUe METPUKM AN aHOHCUPO-
BaHHbIX non-stub mapuupyTos.

- include-stub — ycTaHOBWTb MaKkcManbHoOe 3HaYeHEe METPUKK
TakKe Ana stub-maplpyTos

- period — neproA aHOHCUPOBAHMA MaPLLPYTOB C MAKCUMaNbHOW
METPUKON.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHWUIO.
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HELTEX

KomaHObI pexcuma KoHgu2ypayuu uHmepaetica IP

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-ip) #

Tabnnuya 310 — KomaHab!l perkuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip ospf shutdown

BbIKNOUMTE MaplupyTM3aumio no npoTtokony OSPF Ha uHTep-
deiice.

no ip ospf network

- -/BKAtOYEHO
no ip ospf shutdown BkatounTb mapwpytusaumto no npotokony OSPF Ha uHTep-
deiice.

ip ospf network {broadcast | BbibpaTb TMN ceTu:

non-broadcast | point-to-point - broadcast — wurpokoBelaTesibHaA CeTb C MHOMKECTBEHHbIM
| point-to-multipoint non- [OCTYNOM;

broadcast} - non-broadcast — HewwupoKkoBewaTenbHaa CeTb C MHOXe-

-/broadcast CTBEHHbIM AOCTYNOM;

- point-to-point — ceTb «TOYKa-TOYKa»;
- point-to-multipoint non-broadcast — HewupokoBelLaTenb-
Has CeTb C MHOXECTBEHHbIM AOCTYNOM «TOYKA-MHOFOTOYKA Y.

YCTaHOBUTb 3HAYEHMe No YMO4aHUIO.

ip ospf authentication [mes-
sage-digest]

no ip ospf authentication

-/BbIK/IIOYEHO

BKAtounTb ayTeHTUdMKaumo B OSPF ¢ ncnonb3oBaHnem 3agaH-
HOro napons B HewndpoBaHH

- message-digest — BKatoyaeT ayTeHTUOMKaumto B OSPF ¢ umc-
nosib3oBaHMEM 334aHHOro Habopa Kntoueln n anroputma MDS.

3Ha4YeHne No YMO/14aHUIo.

ip ospf authentication-key key

no ip ospf authenticationkey

key: (1..8) cumeo-
nos/naposb He 3a4aH

HasHaunTb naponb ana ayTeHTUGUKaumMm cocenem, LOCTYNHbIX
yepes TeKywnin nHtepdeiic. Maponb 3agaeTca B HeWUPpPOBaH-
HOM BUgE.

Maponb, yKasaHHbIN Takum obpasom, byaeT BHeApPEH B 3arono-
BOK KaXaoro yxogsauiero B 3Ty ceTb naketa OSPF B KayecTtBe
KtoYa ayTeHTUDUKaLMK.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

encrypted ip ospf authentica-
tion-key EncryptedWord

no encrypted ip ospf
authentication-key

EncryptedWord: (1..8)
6aitT/naposib He 3aaaH

HasHaunTb naponb ana ayTeHTUGMKaumMm cocenemn, LOCTYNHbIX
yepes TekyLWmint nHTepdeic. Maponb 3a8aeTca B LUMGPOBAHHOM
Buae.

Maposb, yKa3aHHbIN TakKum obpasom, byaeT BHeAPEH B 3aroso-
BOK KaXaoro yxogsauiero B 3Ty ceTb naketa OSPF B KayecTtBe
K/toYa ayTeHTUDMKALMK.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ip ospf authentication key-
chain key_chain

no ip ospf authentication key-
chain

key_chain: (1..32) cum-
BO/10B/HE 334aHO

3azaTb UMA Habopa Katoyer, KoTopblit ByaeT MCnoab3oBaThCA
npu ayTeHTUdUKaumu.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.

ip ospf authentication null

-/He ncnonb3syeTca

OTKNOUNUTD UCMOAb30BaHWE ayTEHTUOUKALLMM Ha TEKYLLEM UH-
Tepdelice.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHMA KaHana, KoTopas ABAseTcs
YCNOBHbIM NoOKasaTesiem "cToMMocTH" nepecbiNKK AaHHbIX Mo
KaHany.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf poll-interval interval

no ip ospf poll-interval

interval: (1..255)/120
CeKyHA,

YCTaHOBWTb UHTEPBA/I BPEMEHW B CEKYHAX, MO UCTEYEHWUM KO-
Toporo mapLipytusatop otnpasnset hello-nakeTbl ¢ HeakTUB-
Horo uHTepoderica (OSPF-coceacTso B cTatyce down).

V Hactpoiika aKkTyanbHa TonbKo Ana non-broadcast m

point-to-multipoint non-broadcast Tunos cerei.
YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
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HELTEX

ip ospf dead-interval {interval |
minimal}

no ip ospf dead-interval

interval: (1..65535)
CeKYHA;
minimal — 1 ceK

YCTaHOBUTb MHTEPBAN BPEMEHU B CEKYHAAX, NO UCTEYEHUM KO-
Toporo coces, 6yAeT cYMTaTbCA HEAKTUBHbIM. ITOT MHTepBan
OOKEH BbITb KpaTHbIM 3HaYeHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepsanam otnpasku hello-naketos.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ip ospf hello-interval interval

interval: (1..65535)/

YCTaHOBUTb MHTEPBA/ BPEMEHU B CEKYHAAX, MO UCTEYEHMM KO-
TOpPOro MapwpyTusaTop oTnpasaseT cneayrowmin hello-naket ¢

no ip ospf mtu-ignore

10 cekyHA MHTepodeiica.
no ip ospf hello-interval YCTaHOBUTb 3HAY€HMEe N0 YMOJYaHUIO.
ip ospf mtu-ignore OTKAOYNTL NpoBepkn MTU.
-/BKAOYEHO

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ip ospf passive-interface

no ip ospf passive-interface

-/BbIK/IIOYEHO

3anpetutb IP-uHTepdeiicy 06MeHNBaTLCA NPOTOKObHBIMM CO-
0o6LeHnAMM ¢ coceaamm (BKAOYAET NACCUBHDBIN PEXUM).

YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
» Ecnu npumeHeHa Hactpoiika passive-interface B pe-

HOro pexxuma.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

*Xume KoHuUrypaumm npouecca OSPF, To AaHHasA Ko-

MaHAA BbIBOAUT AaHHbIW IP-uHTepdeiic M3 naccme-
YCTaHOBUTb NPUOPUTET MAPLLIPYTM3aTOPa, KOTOPbIM MCNO/b3Y-
etcs gns Bbibopa DR u BDR.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip ospf bfd

no ip ospf bfd

-/BbIK/IIOYEHO

BKatounTb NnpoTokon BFD Ha uHTepdeiice ana cocenei no npo-
TOoKONy OSPF.

BbikntounTb npoTokon BFD Ha uHTepdelice gns cocepeit no
npotokony OSPF.

KomaHObI pexcuma KoHgu2ypayuu uHmepapelica Ethernet, VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 311 — KomaHabl pexxkuma KoHourypaumm nHtepoeica Ethernet, VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

-/BKNIOYEHO

BbIKNOUMTL MapLipyTU3aumio no npoTtokony OSPFv3 Ha uHTep-
deiice.

BkaounTb mapuwpyTtmusaumio no npotokony OSPFv3 Ha uHTep-
deiice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: naeHTMouKaTop
MaplupyTusaTopa B
dopmarte IPvd-agpeca

BkntounTb (oTKAtOUMTL) OSPF-npoLuecc ana onpeaeneHHoM 30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHWA KaHasia, KoTopas fBAseTcs
YC/IOBHbIM NMOKa3zaTtesieM "cToMmocTu'" nepecbINiKM SaHHbIX MO Ka-
Hany.

YCTaHOBUTb 3HaYeHue no YMOHaHUIO.

ipv6 ospf dead-interval interval

no ipv6 ospf dead-interval

interval: (1..65535)
CeKyHA,

YCTaHOBWTb UHTEPBA/I BPEMEHU B CEKYHAAX, MO UCTEYEHWM KOTO-
poro cocep, byAeT cuMTaTbCA HEAKTUBHbLIM. 3TOT UHTEpPBan A0N-
»KeH BbbITb KpaTHbIM 3HauveHuto hello-interval. Kak npasuno, dead-
interval paBeH 4 nHtepsanam otnpasku hello-nakeTos.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 ospf hello-interval interval

interval: (1..65535)/10

YCTaHOBWUTb MHTEPBA BPEMEHU B CEKYHAAX, MO UCTEYEHUM KOTO-
poro mapupyTtusaTop oTnpasaseTt cnegyowmii hello-naker ¢ uH-

no ipv6 ospf mtu-ignore

CEKYHZ, Tepdeiica.
no ipv6 ospf hello-interval YCTaHOBWTb 3HAaYEHUE MO YMOYAHUIO.
ipv6 ospf mtu-ignore . OTKNtoUUTL Nposepkn MTU.
-/disabled

YCTaHOBUTb 3HaYeHMeE N0 YMOHYAHWUIO.
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HELTEX

ipv6 ospf neighbor 3agatb IPv6 agpec cocena.

{ipv6_address}

ipv6 ospf neighbor i Ypanutb IPv6 agpec cocepa.

{ipv6_address}

ipv6 ospf priority priority YCTaHOBWTb NPUOPUTET MapLLPYTU3aTOPa, KOTOPbIN MCMONb3Y-

no ipv6 ospf priority

priority: (0..255)/1

etca ans sbibopa DR v BDR.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHWIO.

ipv6 ospf retransmit-interval
interval

no ipv6 ospf
retransmit-interval

interval: (1..65535)/5
CeKyHA,

YCTaHOBWTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHUMU KOTO-
pOro MapLupyT13aTop NOBTOPHO OTNPABUT NaKeT, HAa KOTOPbIN He
Nnony4Ynn NOATBEPNKAEHUA O mosnydyeHumn (Hanpumep, Database
Description naket uau Link State Request nakeTb!).

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

ipv6 ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CEKYHA,

YCTaHOBWUTb NpUMeEpHOe Bpems B CeKyHAaX, Heobxogumoe ans
nepefayn NakeTa COCTOAHWA KaHana.

YCTaHOBWUTb 3HAYeHMUE NO YMOIHaHUIO.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM cTPOKKM B pexxume Privileged EXEC:

console#

Tabnunua 312 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show {ip | ipv6} ospf
[process_id] [vrf vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBOIA

OTo6pa3nTb KoHPUrypaumm OSPF.

show {ip | ipv6} ospf
[process_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cuMMmBOIA

OTo6pa3unTb nHpopmaumm o6 OSPF-coceasx.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-agpec
cocefa
vrf_name: (1..32)
cMMBONA

OTo6pasunTb nHdopmaumm 06 OSPF-cocese € yKasaHHbIM aape-
com.

show {ip | ipv6} ospf
[process_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMmBoOIa

OT06pa3nTb KoHPUrypaumm scex OSPF-uHTepdeiicos.

show {ip | ipv6} ospf
[process_id] interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | tunnel tunnel_id
| A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16)
A.B.C.D: IP-appec
vrf_name: (1..32)
cMmBOIa

OT06pa3nTb KOHPUrypaLmm KoHKpeTHoro OSPF-nHTepdeiica.

show {ip | ipv6} ospf
[process_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary [vrf
vrf_name] ]

process_id: (1..65535)
vrf_name: (1..32)
cumBona

OT06pa3unTb cocTossHMe H6a3bl 4aHHbIX NpoToKoa OSPF.

show {ip | ipv6} ospf
virtual-links [process_id] | [vrf
vrf_name]

process_id: (1..65535)
vrf_name: (1..32)
cumBona

OTO6pasnTb MapameTpbl U TeKyllee COCTOSIHWE BUPTYasibHbIX
JIMHKOB.
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HELTEX

clear ip ospf {process_id | vrf process_id: (1..65535) Pa3opBaTb cocencTBa M yAaAnTb COOTBETCTBYHOLLME MAPLIPYThI.
vrf_name process} vrf_name: (1..32)
cMMBO/IA

[pumepbl UC016308AHUS KOMAHO

e T[okasaTb OSPF-cocegei ans onpegeneHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl

e [lepesanyctntb OSPF-cocepnei ansa onpeaeneHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process

KomaHObI pexcuma KoHgpuaypayuu VRF

Bua, 3anpoca KOMaHAHOW CTPOKM B pesKume KoHdurypaumm VRF:
console (config-vrf) #

Tabanuya 313 — KomaHzabl perkmuma KoHourypaumm VRF

3HaveHue/3HayeHue "
KomaHoa / Aelicmeue
no ymon4aHuro
distance ospf {inter-as | intra- YCTaHOBWTb 3HaYeHME aAMUHUCTPATUBHON AncTaHumm (AD) gna
as} distance BCEX MApLUPYTOB YKa3aHHOro TUMa.

- ospf inter-as — ycTtaHaBnvBaeT 3HauyeHne AD ana meXK30Hanb-
HbIX MapLIPYTOB, MPUHATLIX N0 NpoTokony OSPF;
- ospf intra-as — yctaHaBnvBaeT 3HayeHne AD gna BHYTPU3OHAb-
HbIX MapLUPYTOB, NPUHATbLIX MO NpoTokoay OSPF.

(1..255)/OSPF intra-
as:30,
OSPF inter-as:110

no distance ospf {inter-as | YCTaHOBUTb 3HaYEHME MO YMOYAHMUIO.
intra-as}

5.32.4 Hacmpolika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoToKon rpaHMYHOrO LWt03a) ABNAETCA MPOTOKO/IOM MapLupy-
TU3aUMM MeXay aBTOHOMHbIMU cucTtemMamu (AS). OcHoBHOM ¢yHKUMeNn BGP-cuctembl sBnseTca obmeH
nHbopmaumen o AOCTYNHOCTU ceTel ¢ Apyrmmn cuctemamm BGP. UHbopmauma o foCTynHOCTU ceTen
BKJ/IHOYAET CMMCOK aBTOHOMHbIX cucTeM (AS), yuepes KoTopble NPOXoauT 3Ta MHdopmauus.

BGP ABnseTcA NPOTOKO/IOM MPUKNALHOIO YPOBHS U PYHKLMOHUPYET NOBEPX MPOTOKOJA TPaHC-
nopTHoro ypoBHa TCP (nopt 179). Mocne ycTaHOBKK coeanHeHUA nepenaétca uHpopmaumnsa obo Bcex

MapLipyTax, NpeAHasHauyeHHbIX A5 3KcnopTa. B ganbHelwem nepenaétca ToNbKo MHPopmaLms 06 ms-
MEHEeHMSAX B TabmLLax MapLIpyTM3aLmm.

V NMoapeprkKka npotoKkona BGP npepocraBnseTca No MLEH3UN.

KomaHObI pexcuma 2a06asab6Hol KoOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #
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HELTEX

Tabnunua 314 — KomaHabl pexknma rnobanbHOM KoOHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuio

Aeiicmeue

router bgp [as_plain_id |
as_dot _id]

no router bgp
[as_plain_id_| as_dot_id]

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

BkAounMTb MapLipyTmusaumio no npotokony BGP.

3agatb naeHTUdMKaTop AS U NEpPENTU B peXUM €€ KOHOUrypu-
poBaHwuA.

- as_plain_id —vwaeHTMdUKATOP aBTOHOMHOW CUCTEMBI, UCMO/b-
3yemblii MaplpyTM3aTOpPOM NpWU YCTaHOB/IEHUWU COCeACTBA U
obmeHe mapLupyTHOM MHbOPMaLment;

- as_dot_id — naeHTudunKaTop aBTOHOMHOM cucTembl B 32-6UT-
HOM dopmare.

OcTtaHoBUTb BGP-maplipytusatop, yganuTb BCco KoHdurypa-
LMo npotokona BGP.

ip community-list standard
name seq section_id
{permit | deny}

ip community-list expanded
name seq section_id
{permit | deny} reg_exp

name: (1..32)
CUMBONA;
section_id:
(1..4294967295);
reg_exp: (1..127)

Co3paTb CTaHAAPTHBIM CNMCOK community ¥ BOMTU B pEXKUM ero
KOHUrypaumu.

Co34aTb paclMpeHHbI CIMCOK community.

reg_exp — perynsapHoe BblpaskeHue.

[aHHbIN CNMCOK community MCNOb3yeTca Kak WwabioH aid no-
MCKa coBMageHunit community B cekuum match B route-map.

no ip community-list cnmsona Y[anuTb yKasaHHbIW CMMCOK community LeJIMKOM MW TOJIbKO
{standard | expanded} KOHKPETHYIO ero CeKkuuio.

name seq [section_id]

ip extcommunity-list Co3aaTb CTaHAAPTHBIW CMUCOK C PacLUMpPEHHbIMX community n
standard name seq BXOAMT B PEXKUM €ro KoHoUrypaumm.

section_id {permit | deny}

ip extcommunity-list name: (1"3.2) Co34aTb paclMpeHHbI CNCOK C pacluMpPeHHbIMM community.
expanded name seq s?evclili‘;)f?c;: reg_exp — perynapHoe BbiparkeHue.

section_id {permit | deny}
reg_exp

(1..4294967295);
reg_exp: (1..127)

[aHHbIM cnncok extcommunity MCNob3yeTca Kak WwabnoH ans
MOMCKa COBMAZEHMIN pPacCWMPEHHbIX community B ceKkuuu
match B route-map.

no ip extcommunity-list cvmeona YOanuTb YKasaHHbIA CNMCOK extcommunity LEeAnMKom uau
{standard | expanded} TO/IbKO KOHKPETHYHO €ro CEeKLMIO.

name seq [section_id]

ip as-path access-list name name: (1..32) Co3patb cnucoK as-path.

seq section_id {permit | CUMBOA; - reg_exp — perynsapHoe BbipaxkeHue.

deny} reg_exp section_id [JaHHbINM cnucok as-path ncnonb3lyeTtcs Kak WabnoH Ana Nnoucka

no ip as-path access-list
name seq [ section_id ]

(1-4294967295);
reg_exp: (1..160)
cumBona

coBnageHuin as-path-filter 8 cekumm match s route-map.

Y4anuTb YKasaHHbIN CNUCOK as-path Leankom nam ToabKo KOH-
KPETHYIO ero cekumio.

KomaHObI pexcuma KoHguaypayuu AS

Bupg, 3anpoca KOMaHAHON CTPOKM B pexume KoHdurypauum AS:

console (router-bgp) #

Tabnnua 315 — KomaHabl perkuma KoHourypaumm AS

KomaHoa

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeilicmeue

bgp router-id ip_add

no bgp router-id

3apatb MaeHTMdUKaTop BGP-mapLupyTmsaTopa.

Ypanutb naeHtnoukatop BGP-mappytusatopa.

bgp asnotation dot

3apeiicTBoBaTH cCUCTeMy 0603HayYeHWe Homepos AS B popmaTe

-/asplain asdot.
no bgp asnotation YCTaHOBUTb 3HaYEHME MO YMOMYAHMIO.
bgp client-to-client reflec- BKNOUMTL MepecbiIky MapLpyToB, NoJsiyyeHHbIX oT reflector-
tion KnneHTa, apyrum reflector-knnextam.
-/BKIOYEHO

no bgp client-to-client re-
flection

BbIK/IIOUMTL NepecbiKy MapwpyToB, nosay4YeHHbIx oT reflector-
KnveHTa, apyrum reflector-knveHtam.
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HELTEX

bgp cluser-id ip_add

3apaéT naeHtTnduUKaTop KNactepa BGP-maplupyTtmsaTopa.
B cnyyae ecnm wuAeHTUOUKATOP Knactepa He
V HacTpoeH, B KauyecTBe uaeHTUdUKaTopa 6yaer wuc-
nonb3oBaTbcA rnob6anbHblit ngeHTupukatop BGP-
MmapLpyTusaTopa.

no bgp cluser-id

Ypanute naeHtTMduUKaTop Knactepa BGP-mapwpyTtmsaTtopa.

shutdown

no shutdown

-/no shutdown

AOMWHUCTPATUBHO BbIKNOYNTL NpoToKoa BGP, He yaanasa ero
KOHOUrypaumto.
JT0 AeiicTBUE BIEYET 3a c060I4 pa3pbiB BCEX CECCUM C
BGP-cocegammu n oUUCTKY Tabauubl MapLipyTUsaumum
npoTokona BGP.

BKkntounTb paboTy AS.

neighbor ip_add

no neighbor ip_add

3apgatb IP-agpec ana BGP-cocepa wvnu nepeitn B pexum
KOHdrypmMpoBaHua CyLLLeCcTBYHOLLErO cocea.

Ypanutb KoHdurypaumio ana BGP-cocepa ¢ ykasaHHbiMm |Pv4
nnu IPv6-agpecom.

peer-group name

name: (1..32) cum-

Cospatb Peer-rpynny.
- name — vmA rpynnbi.

no address-family ipv4
{unicast | multicast}

BoAa

no peer-group name YaanuTb cosgaHHyto Peer-rpynny.

address-family ipv4 {unicast YKkasatb Tmn IPv4 Address Family u nepeBognt KommyTtaTop B

| multicast} Junicast pexunm KoHdurypauum cootsetcTaytowert Address Family.
-/uni

BbIKMOUNTL cooTBeTCTBYOLWYO Address-Family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/IIOYEHO

Ykasatb T1n 12vpn Address Family n nepeBoaut KommyTaTop B
pexXum KoHdurypaumm cootsetcTeytowein address-family.

BbIkntounTb cooTBeTCTBYOWYO address-family.

vrf [vrf-name]

no vrf [vrf-name]

vrf-name: (1..32)
cMmBosa

Co3paTb KOHTeKCT VRF.
' VRF gosKeH 6biTb co3aaH B rnob6anbHoit KoHdurypa-

L LMK KOMmMmyTaTopa.

Yaanntb KoHTeKcT VRF.

KomaHObI pexcuma KoHgu2ypayuu Address-Family

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHourypaumm Address-Family:

console (router-bgp-af) #

Tabnunua 316 — KomaHabl perknuma KoHourypaumm Address-Family

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

network ip_add [mask
mask]

no network ip_add [mask
mask]

3agatb noaceTb, KOTOpasa aHOHcupyeTca BGP-coceaam.

- ip-add — appec noaceTy;

- mask — Macka noacetu.
Ecnn macka He yKasaHa, N0 yMON4YaHUIO OHA 3ajaeTca
K/1acCOBbIM METOA0M aapecauuu.
mask — macka IP-noacet nam aamHa npedukca.

YpanuTb aHOHC AaHHOM NoaceTH.
- ip-add — appec noaceTy;
- mask — macka noacetu.

redistribute connected
[metric metric | filter-list
name | route-map
route_map_name ]

no redistribute connected

metric: (1-4294967295);
name: (1..32) cumBona;
route_map_name:
(1..64) cumBona

Paspeluntb aHOHCMpoOBaHMe connected-mapLIpyTOB.

- metric — 3HayeHune aTpmbyTa MED, KOoTOpOE ByaeT NPUCBOEHO
MMMNOPTUPOBAHHLIM MApPLLPYTaMm;

- name — Ha3BaHMWe access-list, KOoTopbIN b6yaeT MpUmeHeH K
MapLipyTam;

- route-map_name — NpPOV3BOAMUTbL aHOHCMPOBAHME MAPLLIPYTOB
nocne ux puabTpaLMm Yepes yKasaHHyto route-map.

3anpeTuTb aHOHCMpPOBaHMe connected-MapLIpPyTOB.
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HELTEX

redistribute rip [metric
metric | filter-list name |
route-map
route_map_name ]

no redistribute rip

metric: (1-4294967295);
name: (1..32) cumBona;
route_map_name:
(1..64) cumsona

MmnopTtuposaTtb mapwpyTbl RIP B BGP.

- metric — 3Ha4yeHune aTpnbyta MED, KoTopoe 6yaeT npucBOeHO
MMMNOPTUPOBAHHBIM MApPLLPYTaMm;

- name — Ha3BaHue access-list, KoTopbli BygeT npUmeHeH K
MapLipyTam;

- route-map_name — NpPou3BOANTb aHOHCMPOBAHME MapPLLIPYTOB
nocne ux GuAbTPaLMM Yepes yKasaHHyto route-map.

3anpeTnuTb MMNOPT MapLIPyTOB U3 npotokoaa RIP.

redistribute static [metric
metric | filter-list name |
route-map
route_map_name ]

no redistribute static

metric: (1-4294967295);
name: (1..32) cumBona;
route_map_name:
(1..64) cumBona

PaspelwnTb aHOHCUMPOBAHME CTAaTUYECKMX MAPLUPYTOB.

- metric — 3Ha4yeHune aTpubyta MED, KoTopoe 6yaeT npucBoeHo
MMNOPTMPOBAHHLIM MapLIpyTam;

- name — Ha3BaHue access-list, KoTopbli ByaeT nNpumeHeH K
MapLupyTam;

- route-map_name — NPou3BOANTb aHOHCUPOBaAHWE MapLLPYTOB
nocne ux puAbTPaLMM Yepes yKasaHHyto route-map.

3anpeTuTb aHOHCMPOBAHME CTAaTUYECKMX MApPLLPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name | route-
map route_map_name ]

no redistribute ospf

id: (1..65535);
metric: (1-4294967295);
type: (internal, external-1,
external-2); name: (1..32)
CUMBO/IOB;
mtype: (type-1, type-2);
name: (0..32) cumBona;
route_map_name:
(1..64) cumBona;
route_map_name:
(1..64) cumBona

MmnopTtuposatb mapupytbl OSPF B BGP.

- id — naeHTMdUKaTop npouecca OSPF;

- metric — 3Ha4yeHune aTpubyTta MED, KoTopoe 6yaeT npucBOEeHO
MMMNOPTUPOBAHHLIM MApPLLPYTaMm;

- type — Tn OSPF-mapLupyTos, aHOHCMpyembix B BGP;

- name — Ha3BaHuWe access-list, KOoTopbIi ByaeT npumeHeH K
MapLipyTam;

- mtype —TMn meTpuku Ex1 nam Ex2;

- route-map_name — NpoM3BOANTb aHOHCMPOBAHNE MapLUPYTOB
nocne ux puabTpaLmm Yepes ykasaHHyto route-map.

3anpeTnTb UMNOPT MapLUPYTOB 13 NpoTokona OSPF.

redistribute isis [/evel]
[match match] [metric
metric] [filter-list ac/_name
| route-map
route_map_name ]

no redistribute isis

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal, exter-
nal);
metric: (1-65535);
acl_name: (1..32)
CUMBONA;
route_map_name:
(1..64) cumBona

MmnopTtuposaTb mappyTsl n3 IS-IS 8 BGP.

- level — ycTaHOBUTb M3 Kakoro ypoBHa IS-IS 6yayT aHOHcKpo-
BaTbCA MapLUPYTbl;

- match — npon3BoANUTL aHOHCMPOBAHME TO/IbKO ANS YKA3aHHbIX
TMnos IS-IS mappyTos;

- metric — 3Ha4YeHMe METPUKM A7 UMMOPTUPYEMBbIX MAPLLPYTOB;
- acl_name — vmsa ctaHgapTHoro IP ACL, KoTopblii byaeT ucnonb-
30BaH A1 GUNbTPaALMM UMNOPTUPYEMbIX MAPLLPYTOB;

- route-map_name — NpoM3BOAUTb aHOHCUPOBAHNE MApLUPYTOB
nocne ux puabTPaLUM Yepes yKasaHHyto route-map.

3anpeTnTb MMMNOPT MapLLPYTOB M3 NPOToKoAa IS-IS.

redistribute bgp [ metric
metric | filter-list name |
route-map
route_map_name ]

no redistribute bgp

metric:
(1-4294967295);
name: (1..32) cumBona;
route_map_name:
(1..64) cumona

MmnopTupoBaTb MapLpyTbl, nosydeHHble B none default VRF no
npoTtokony BGP, 8 BGP AF 2vpn evpn

- metric — 3HayeHune aTpubyTta MED, KoTopoe 6yaeT npucBoeHo
MMMNOPTUPOBAHHLIM MapLIPyTam;

- name — Has3BaHMWe access-list, KoTopbIN 6yaeT NpumeHeH K
MapLupyTam;

- route-map_name — NPou3BOANUTb aHOHCUPOBAHWE MapLLPYTOB
nocne ux GubTPALMM Yepes yKasaHHyto route-map.

3anpeTuTb aHOHCMPOBAHWE MapLLIPYTOB.
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HELTEX

aggregate-address
ipv4_add mask [ summary-
only | as-set | advertise-
map route_map_name |
attribute-map
route_map_name | sup-
press-map
route_map_name]

BkntounTb arperaumio 6onee cneundrUHbIX MApLLPYTOB, BXOAA-
LLMX B YKa3aHHbIN npeduKc:

- ipv4_add — IPv4-agpec nogcety;

- mask — macKa noacetu

- route_map_name — uma route-map;

- summary-only — 3anpeTuTb OTNPABKY COCeAAM MApPLLPYTOB, KO-
TOpble NOMNAAAIT NOA CYMMUPYIOWNIA MapLIpyT;

- as-set — BK/IOYUTb A06aBNEHME B CYyMMUPYIOLLMIA MapLLPYT as-
path, nonyyeHHbIN 13 NpedMKcoB, NONafAOWMX NOA CYMMUPYIO-
LM MapLUpyT;

- Suppress-map — 3anpeTUTb OTNPABKY COCeAAM MApLLIPYTOB, NO-
nagatwLmx nog route-map (napameTtp summary-only urHopupy-
ercs);

- advertise-map — mapwpyTbl, NonagatoLme nog route-map, He
byayT nonagatb Noa CYMMUPYHOLWWIA;

- attribute-map — BKNIOYUTb YCTAHOBKY A8 CYMMMUPYHOLLErO
MapLupyTa aTpnbyToB, YKasaHHbIX B AeACTBUM Set B route-map.

no aggregate-address
ipv4_add mask

Ypanutb arperaumio 6onee cneumdUUHbIX MapLUpPYTOB, BXOAA-
LLMX B YKa3aHHbIN npeduKc.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypaumm BGP-coceaa:

console (router-bgp-nbr) #

Tabnunua 317 — KomaHabl pexkuma KoHourypauum BGP-

cocefna

maximum-prefix value
[threshold percent | hold-
timer second | action type]

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

BKNOUNTL OrpaHMYeHMe KOAMYEeCcTBa NPUHUMAEMbIX MapLu-
pyTtos oT BGP-cocepa.

- value — MaKCMMaNbHOE KOIMYECTBO MPUHUMAEMbIX MapLu-
pyTos;

- percent — NPOLLEHT OT MAaKCMMAIbHOTO KOJIMYeCcTBa MapLupy-
TOB, MO AOCTUKEHUM KOTOPOrO OTMNPABAAETCA Npeaynpexae-
Hue;

- second — BpeMeHHOW NMPOMEKYTOK (B cekyHAax), no ucreve-
HWIO KOTOPOTO MPOUCXOAMUT NEPEnOSKIOYEHNE, ECIN CecCUn
6blna pasopBaHa M3-3a NPEBbIWEHMA KOAMYECTBA MapLlipy-
TOB;

- type — Ha3HayaeT AeNncTBue, BbIMOJHAEMOE MpU AOCTUXE-
HWUW MAKCMMA/IbHOTO 3HA4YeHUA (pa3pblB ceccum <restart> nam
OoTNpaBKa npeaynpexaeHunsa <warning-only>).

no maximum-prefix

BbIK/IOUMTb OrpaHUYEHME KOIMYEeCcTBa NPUHMMAEMbIX MapLu-
pyTtos oT BGP-cocepa.
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advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEeKYHS;
with-sec: (0-65535)/30
CeKyHA,

3apaTb BpeMeHHbIe MHTepBasbl.

- adv-sec — MMHUMAa/bHbIN MHTEPBAN MeXay oTnpaskon UP-
DATE coobuieHnit 04HOTrO U TOTO e MapLLpyTa;

- with-sec — MUHUMaNbHbIN UHTEPBAN MEXKAY AaHOHCMPOBa-
HMEM MapLIpyTa M ero Nocaeaylowmm Ae-aHOHCMPOBaHUEM.

V —Advertisement-interval gonxkeH 6biTb 60nblie
unu paseH withdraw-interval;

— MapLpyTbl, KOTOpble AOMKHbI 6bITb AaHOHCUMPO-
BaHbl cocegHUM BGP-mapLlupytusatopam, pacnpe-
[,EenfaTca No Heckonbkum UPDATE-coobuweHuam.
Mexxay otnpaeKkoi aTux UPDATE-coo6uieHui Bbl-
AEp’KUBAETCA CNydaliHbli BpeMeHHOI UHTepBan
Takum o6pa3om, 4tobbl obLiee Bpema mexay 06-
HOB/NEHWEM MapLUPYTOB B JIOKanbHOW Tabauue
BGP wu ortnpaBkoii nocnegHero UPDATE-
coobuieHun He npesblwano advertisement-inter-
val unu as-origination-interval B chyyae otnpaBku
NOKaNbHbIX (MapLwpyTbl U3 IOKaNAbHOW AS) mapLu-
pyToB B eBGP-coeguHeHun. Takum 06pasom, KaxKk-
Ablii U3 MapLIPYTOB MOXKET UMETb CYUYAIHYIO Be-
NINYUHY 3aZePXKKM aHOHCUPOBAHMUS;

— TouHoCTb pa6oTbl Taimepos advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MAKCMMaNbHOro 3HauyeHua noboro us
3TUX TPEX TailMmepoB, HACTPOEHHbIX Ha BGP-
mapuwpyTtusatope  (yuuTbiBalOTCA  Tailmepbl,
HacTpoeHHble ana Bcex BGP-cocepeit). Bce 3Haue-
HUA TalimepoB aHOHCUPOBAHUA U Ae-aHOHCUPOBa-
HUMA MapLpyTOB, CKOHPUrypMpOBaHHbIX Ha
YCTPOMCTBE, AUCKPETUIMPYIOTCA WMHTEpBasioMm B
1/255 ot Hanbonbluero HaCTPOEHHOrO 3HaYeHUA.
YBe/iueHne MaKCMManbHOro 3HauyeHusa 6yper
NPUBOAUTL K YBEJIMYEHUIO YaCTOTbl AUCKPETU3a-
LM TaliMepoB U, COOTBETCTBEHHO, K MOHUXKEHUIO
TOYHOCTHN UX PaboTbl.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3afaTb BpeEMEHHOM MHTepBaa mexay otnpaskoit UPDATE co-
0b6LLEeHNI O4HOrO U TOTO Ke MapLUpyTa, UCNoab3yeTcs ANs
QHOHCa NIOKaNbHbIX (MApLWpPYTbl U3 NOKanbHOM AS) mapwpy-
T0B eBGP cocepam.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CEeKYHA,

3afaTb BPEMEHHOW MHTEPBan, N0 UCTEYEHUIO KOTOPOrO BO3-
06HOBAAETCA NOMbITKa co3aaTh BGP-ceccuio ¢ cocesom.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

next-hop-self

no next-hop-self

-/BbIKNIOYEHO

Bkntountb nogmeHy 3HauveHua atpubyta NEXT_HOP Ha no-
KasbHbI agpec mapLipyTmMsatopa.

OTKAtounTb NogMmeHy aTpmbyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3apaTb HOMEP aBTOHOMHOWM CUCTEMbI, B KOTOPOW HaxoauTcA
BGP-cocea. YcTaHOBAEHME COCEACTBA HEBO3MOXKHO, NOKa CO-
cefly He HaszHavyeH Homep AS.

3710 AeicTBUE BNIEYET PaspbliB CECCUM C COCEA0M U
V OUYMCTKY BCEX MPUHATbIX OT HEFrO MapLUPYTOB.

YaanuTb naeHTMdMKaTop coceaHein aBTOHOMHOM CUCTEMDbI.
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HELTEX

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-
21845)/30 cekyHpa,

3afaTb BpeMeHHble UHTepBasbl.
- holdtime — ecnvn B TeyeHuMe 3TOro BpeMeHM He byaeT npu-
HATO keepalive-coobuieHne, To coeanHeHme ¢ cocegom cbpa-
cbiBaeTcs;
- keepalive — nHTepBan mexay otnpaskoi keepalive-coobuye-
HURA.
3HaueHua holdtime u keepalive pomkHbl 6biTb
V nmb6o o6a paBHbl HyAto, AM60 06a 6onbLue Hyns.
holdtime ponkeH 6biTb 6onblie waAn paseH
keepalive.

— Ecnm 6bin Bbi6paH Takimep hold, KoTopbii
HaACTPOEH Ha JIOKa/IbHOM MapLUpyTU3aTope, TO
MCMoNb3yeTcs NIOKaZbHOE 3HayeHue Tailmepa
keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, kotopbiit
HaCTPOeH Ha coceAHeM MapLipyTusatope U
3HauyeHue J/IOKaNbHO HACTPOEHHOro Taiimepa
keepalive meHbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonb3yetca noKanbHoe 3Haye-
Hue Taiimepa keepalive;

— Ecnm 6bin Bbi6paH Takimep hold, koTopbiit
HaCTpoeH Ha coceAHemM MapLipyTusatope U
3HauyeHWe /IOKaNIbHO HACTPOEHHOro Taiimepa
keepalive 6onbwe yem 1/3 Bbi6paHHOro Taif-
mepa hold, To ucnonbsyetca uenoe umucno, Ko-
TOpoe MmeHblue Yyem 1/3 BbibpaHHOro Taiimepa
hold.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3apaTb BPEMEHHOM MHTEPBAN YAEPMKAHUA coceaa B COCTOSA-
Huu |dle nocne Toro, Kak oH 6bin COPOLLEH B 3TO COCTOAHME.
3a 3TOT UHTEPBAA BCE MOMbITKM NepPeyCcTaHOBUTL COegnHeHne
c cocegom byayT OTK/IOHEHDI.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEeKYHA,

3afaTb BPEMEHHOW WHTepBas Mexay YycTaHoBKoW TCP-
coeanHeHus n otnpasKkol nepsoro OPEN-coobLeHus.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

shutdown

no shutdown

-/no shutdown

AZMUWHUCTPATMBHO BbIKAOYaeT ceccuto ¢ BGP-cocegom wm
OumLLaeT MPUHATbIE OT HEro MapLUPYTbl, HEe YAANAA €ro KOH-

durypaumm.

AAMUWHUCTPATUBHO BKJItOYaeT ceccuto ¢ BGP-cocepom.

update-source
[gigabitethernet gi_port |
tengigabitethernet te_port
|
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | Port-Channel
group | Loopback loopback
| Vlan vian_id]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHaunTb uHTEpdelic, KoTopblli ByAeT UCNOIb30BaH B Kaye-
CTBE UCXOAALLEro NPy COeaANHEHUN C COCEA0M.

OTMEHUTb PYYHYKO HACTPOWKY WCXOAALLero MHTepdeiica,
BK/IKOYaEeT aBTOMATMYecKuii Bbibop nHTepdelica.

route-reflector-client
[meshed]

no route-reflector-client

-/disabled

HasHaunTb BGP-cocesa Route-Reflector knneHTOM.
- meshed — napameTp BbICTaBAAETCA €CM UCNOAb3YyeTCA
mesh-tononorua. Mpu noay4eHUM OT TaKOro KnneHta BGP-
MapLUPYTOB OHU He ByAyT NepecbiNaTbeca APYrMM KAUEHTaM.
BGP-mapwpytusatop asnsertca route-reflector-om,
V ecnn xota 6bl oanH ero coces CKOH$UrypuposaH
Kak route-reflector knnenr.
[Ana npumeHeHUA AAHHOW KOMmaHAbl Heobxoaum
V nepesanyck BGP-ceccum c cocegom.

YCTaHOBUTb 3HAYeHue no YMO/I4aHUIO.
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HELTEX

soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

-/disabled

KomaHaa coxpaHseT nosyyYeHHble OT coceaa MapLipyTbl B OT-
AenbHoi obnact namati. MeTtoa NoO3BOAAET MPUMEHWUTbL
BXOAALLYIO MOANTUKY «route-map in» ansa coceaa 6e3 cbpoca
COCeACTBa M 3aMpoca MapLLpPyTOB.
| Mo ymonuyaHuio pabotaet mexaHusm Route
V Refresh.

OTKAIOYUTb MEXaHU3M COXPaHEHWNA MapLIPyTOB.

prefix-list name {in | out}

no prefix-list name {in |
out}

name: (1..64) cumBona

- name — Ha3BaHwue IP prefix-list, KoTopbI ByaeT NnpuMeHeH K
QHOHCMPYEMbIM WAN NPUHUMAEMbIM MapLIPyTaM.

OrtsazaTb IP prefix-list.

peer-group name

no peer-group

name: (1..32) cumBona

- name — uma Peer-rpynnbl, KoTopasa 6yaeT NpUMeHeHa K co-
ceay.
) Hactpoiiku Ha Peer-rpynne nmetot 60s1ee BbICOKUIA
V npuopuUTeT, YeM HACTPOIKKN HA camom cocege.

Ypanutb cocega us rpynnbi.

address-family ipv4 {
unicast | multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

YKasatb Tvn IPv4 address family n nepesectn kommyTaTop B
pexum KoHdurypaumm cootsetcTBytowent address family gns
atoro BGP-coceaa.

BbikntounTb cooTseTcTBYOWYIO IPVv4 address-family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/NOYEHO

YKazatb TMn 12vpn address family n nepesect kommyTatop B
pexum KoHourypaumm cootseTcTBytowelt Address Family
ona satoro BGP-cocepa.

BbIkNtounTb cooTBeTCTBYIOLWYI Address-Family.

fall-over bfd

no fall-over bfd

-/BbIK/NOYEHO

Bkntountb npoTtokon BFD Ha cocepe.

BbikntounTb npoTtokon BFD Ha cocepe.

as-path-filter name {in |
out}

no as-path-filter name {in |
out}

name: (1..64) cumBona

3apaTb dunbTp as-path gna BGP-coceaa.
- name — “MA cNucKa as-path;

- in — 4NA BXOAALLMX MapLUPYTOB;

- out — A4/ UCXOAALLMX MapPLLPYTOB.

Yaanutb ¢unbTp as-path.

password word

no password

word: (1..128) cumBonos;
Mo ymonyaHuio
ayTeHTUdMKaumA
OTKNIOYEeHa

BkntounTtb ayTeHTUdUKaumio Bcex TCP-cermeHToB, NPUHATBLIX OT
BGP-cocena. 3a4aThb KoY ayTEHTUOUKALUMN B TEKCTOBOM BUAE.
[aHHas HacTpoWKka MrHOpPUpYeTca, ecan aas ayTeHTUduKaumm
yKa3saHa key-chain.

- word — K/to4 B TEKCTOBOM BUAE.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

password encrypted
encryptedword

no password encrypted

encryptedword: (1..128);
Mo ymon4yaHuio
ayTeHTUdMKauma
OTKNIOYEHa

BKntounTb ayTeHTUdUKaumto scex TCP-cermeHTOB, NPUHATLIX OT
BGP-cocepa. 3asaeT Katoy ayTeHTUdUKaLMM B 3alLMPPOBAHHOM
BuAe (Hanpumep, Napob B 3alUMPPOBAHHOM BUAE, CKOMMPOBAH-
HbllA C ApYroro ycTponcTsa).

[aHHaa HacTpoika UrHopupyeTtcs, ecnm ana ayteHTuduKaumm
yKasaHa key-chain.

- encryptedword — knto4 B 3aliM$pPOBaHHOM BUZE.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.

password key-chain word

no password key-chain

word: (1..32) cumeonos;
Mo yMOAYaHMIO ayTeHTU-
duKauua oTKNOYEH]

3afaTb UMA CBA3KM KtoUeit, KoTopasa byaeT Ucnonb3oBaTbes AnA
ayTeHTUdMKauum Bcex TCP cermeHTOB, NPUHATBLIX OT BGP-coceaa.
- word — UMA CBA3KM KtOYel.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

ebgp-multihop

no ebgp-multihop

-/TTL paBeH 1

YctaHoBuWTb TTL paBHbIli 64 gns EBGP-noakatoueHni.

YCTaHOBUTb 3HaYeHMeE N0 YMOHAHUIO.

evpn multihoming
core-tracking

no evpn multihoming
core-tracking

-/BbIK/IOYEHO

BKAOUMTb OTCnexmBaHMe coctoAaHmAa BGP-ceccnmn go cocepa ana
nepesoga ethernet-segment B errdisable coctosiHue.

YCTaHOBUTb 3HAYeHue no YMO/I4aHUIO.
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HELTEX

KomaHObI pexcuma KoHguzypayuu Address Family BGP-coceda

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypaumm Address Family BGP-coceaa:

console (router-bgp-nbr-af) #

Tabnnua 318 — KomaHabl pexkuma KoHourypaumum Address Family BGP-coceaa

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmesue

maximum-prefix value [thresh-
old percent | hold-timer second
| action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);

second: (30-86400); type:

(restart, warning-only)

BKtOUNTL OrpaHMYeHme KoimyecTBa NPMHUMAEMbIX MapLIpyToB
ot BGP-cocepa.

- value — MaKcMmanibHOe KOAMYECTBO MPUHUMAEMbIX MapLUpy-
TOB;

- percent — NPOLUEHT OT MaKCMMa/IbHOTO KOZIMYECTBA MApPLLPYTOB,
Nno AOCTUNKEHUM KOTOPOFO OTMPABAAETCA NpeaynpexaeHue;

- second — BpeMeHHOI NPOMEKYTOK (B CEKyHAaX), N0 UCTEYEHUIO
KOTOPOro MpoMCXOAMT NepenoaKItoueHne, ecm ceccus bbiia
pa3opBaHa 13-3a NPEBbIWEHUA KOANYEeCcTBa MapLLpPyTOB;

- type — Ha3HayaeT AeNCTBME, BbINOMHAEMOE NPU AOCTUNKEHUN
MaKCMMANbHOrO 3Ha4yeHWa (paspbiB ceccum <restart> uam oT-
npaBKa npeaynpexaeHus <warning-only>).

BbIKNOYMTL OrpaHUYEHnEe KONMYeCTBa NPUHUMAEMbIX MapLUpy-
TOB OT BGP-cocepa.

advertisement-interval adv_sec
withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

3apaTb BpeMeHHble MHTepBasbl.

- adv-sec — MMHMManbHbIN MHTEPBaN MexXay oTnpaskoit UPDATE
COO0OLWEHNIN OAHOTO U TOTO e MApLLIPYTa;

- with-sec — MMHUManNbHbIA UHTEPBAN MEXKAY AHOHCMPOBAHUEM
MapLupyTa 1 ero nocieayowmm ae-aHoOHCMPOBaHUEM.

V —  Advertisement-interval gomxeH 6biTb 60nblie
unu paseH withdraw-interval;

—  MapuwpyTbl, KOTOpble AO0MKHbI 6bITb AHOHCUPO-
BaHbl cocegHUm BGP-mapwipyTtusatopam, pacnpe-
[enaTca no Heckonbkum UPDATE-coobeHuam.
Mexay otnpasKoii 3tTux UPDATE-coobLeHuit Bbl-
[EepPXXUBAETCA C/YYaliHbIA BPeMeHHOW WHTepBan
Takum obpasom, utobbl obLiee Bpema mexay 06-
HOB/NIEHWEM MapLUPYTOB B JIOKa/NbHOI Tabnuue
BGP wu ortnpaBkoii nocnegHero UPDATE-
coobuieHun He npesblwano advertisement-inter-
val unu as-origination-interval B cnyyae otnpaBku
NIOKaNbHbIX (MapLpyTbl U3 I0KanbHOM AS) mapLu-
pyToB B eBGP-coeguHeHuun. Takum o6pasom, Kax-
Ablii U3 MapLIPYTOB MOXKET UMETb Cy4YaiiHyto Be-
JNINYUHY 3aZ1ePXKKM aHOHCUPOBAHUA;

—  TouHoctb paboTbl Talimepos advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MaKCMMaNbHOro 3HayeHuA noboro u3
3TUX TPEX TallMepoB, HACTPOEHHbIX Ha BGP-
maplipyTusatope  (yuuTbiBaloTcA  Talimepbl,
HacTpoeHHble ana Bcex BGP-cocegeii). Bce 3Haue-
HUA TakMepoB AaHOHCMPOBAHUA U Ae-aHOHCUMPOBaA-
HAA  MapLUIPYTOB, CKOHQUIYPUPOBAHHbIX Ha
YCTPOUCTBE, AUCKPETUIUPYIOTCA WHTEpBanomM B
1/255 ot Hanb0/bLIEro HaCTPOEHHOIO 3HAYEHUSA.
YBe/iueHne MaKCMManbHOro 3HauyeHusa 6yger
NPUBOAUTb K YBE/IMYEHUIO YACTOTbl AUCKPETU3a-
LMY TaliMepoB U, COOTBETCTBEHHO, K MOHUXXEHUIO
TOYHOCTU UX paboTbl.

YCTaHOBUTb 3HAYeHue no YMO/IHaHUIO.
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HELTEX

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3a4aTb BpeMeEHHOW MHTepBan mexay otnpaskoi UPDATE coob-
LLeHWU O4HOTO M TOTO e MapLUpPyTa, UCMO/b3YeTCA A1A aHOHCA
JIOKa/IbHbIX (MapLwpyTbl U3 IoKanbHoM AS) mapwpyTtos eBGP-co-
cegam.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

default-originate [route-map
name]

no default-originate

name: (1..64) cumsona/-

AHOHcupoBaTb BGP-coceay mapLipyT No yMOAYaHUIO BHE 3aBU-
CMMOCTM OT Ero HaZIMUMA B IOKANbHOM TabanLLe MapLpyTU3aumm.
B KauecTBe nexthop B Takom maplupyTe 6yaeT yKasaH UHTep-
delic, c KoToporo ycTaHoBneHa BGP-ceccus.
- route-map — napameTp NO3BOJIAET aHOHCUPOBATb MapLUPYT NO
YMO/I4aHWIO, TONIbKO €CAM OH MPUCYTCTBYET B JIOKA/NIbHOMN Tab-
JIMLe MapLpyTU3aLMm U ero UICTOYHUKOM He ABAAETCA NMPOTOKON
BGP.
- name — UMA NOJIMTUKM route-map, KotTopas byaeT npymeHeHa
K OMnepaLmmn aHOHCMPOBAHUA MapLLpPyTa NO YMOJIYAHUIO.
Route-map ponkHa cogepkatb B cebe TONbKO cek-
V yuio match ip address c ykasaHuem Ha prefix-list, nog
KOTOpbIA NONajaeT mMapwpyT No ymonuyaHuio. MNpu-
Mep HaCTPOMKM TaKoM route-map u prefix-list npuse-
OeH nopg, Tabanueit.

Ecnu B prefix-list HaxoguTca ykasaHue Ha KaKoii-nnbo
MapLUpPYT, OTINYHBINM OT ,eONTHOrO, TO UMEHHO 3TOT
MapLUPYT AO/XKEH NPUCYTCTBOBATb B JIOKa/IbHO Tab-
NMue  MapupyTMsauuu, uTobbl aHOHCUpoOBancA
MapLIPyT N0 YMoN4YaHUIo. OrpaHUYECcHU Ha UCTOY-
HUK 3TOr0 MapLUpPyTa HeT.

Y

OTmeHUTb HacTpoliky default-originate.

route-map name {in | out}

no route-map name {in | out}

name: (1..64) cumBona

- name — UMA NONUTUKM route-map, KoTopas byaeT NpUmeHeHa
K cocesly B gaHHoi Address Family. NMo3sonsaet ¢puabtpoBath m
BHOCWTb M3MEHEHMUA B aHOHCUPYEMble U MPUHUMaeMble MapLu-
pyTbI.

YaanuTb NoAnTUKK ¢ AaHHoM Address Family.

next-hop-self

no next-hop-self

-/BKAOYEHO

BKAtOUNTL NogMeHy 3HaveHua aTpubyta NEXT_HOP Ha noKanb-
HbI agpec MapLpyTM3aTopa.

OTKAOYUTL NogMmeHy aTpubyTta NEXT_HOP.

next-hop-unchanged

no next-hop-unchanged

-/BbIK/IIOYEHO

CoxpaHATb BGP aTpubyT next hop npu nepegaye mapwpyTta eBGP
cocepny.

YCTaHOBWTb 3HaYeHue no YMO4aHMUIO.

route-reflector-client [meshed]

no route-reflector-client

-/disabled

HasHauutb BGP-cocega Route-Reflector knneHtom.
- meshed — napameTp BbICTaBAAETCA €CNU UCMONb3yeTcA mesh-
Tononorua. Npu NoAy4eHUn oT Takoro KaneHTa BGP-mapwpyTtos
OHW He ByAyT NepecbiNaTbCA APYIUM KANEHTAM.
BGP-mapwpytusatop ssnsetca route-reflector-om,
V ecnu xota 6bl 0ANH ero coces CKOHPUIYpUpPOBaH KaK

route-reflector knueHr.
AnA npumeHeHUa AaHHOW KOMaHAbl Heobxoaum ne-
pe3sanyck BGP-ceccum ¢ cocegom.

YCTaHOBUTb 3HaYeHue no YMO/I4aHUIO.

[Mpumep HacmpoliKu route-map, ucnosasv3yemoli 8 KomaHoe default-originate

console#configure

console (config) #route-map RM DEFAULT ROUTE 10 permit
console (config-route-map) #match ip address prefix-list PL DEFAULT ROUTE
console (config-route-map) #exit

console (config) #ip prefix-list PL DEFAULT ROUTE seq 5 permit 0.0.0.0/0
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HELTEX

KomaHObI pexcuma KoHgu2ypauyuu Peer-epynn

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume KoHdurypauum Peer-rpynn:

console (router-bgp-nbrgrp) #

Tabnnua 319 — KomaHabl perknuma KoHourypaumm Peer-rpynn

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmesue

maximum-prefix value [thresh-
old percent | hold-timer second
| action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);

second: (30-86400); type:

(restart, warning-only)

BK/OUNTB OrpaHMyYeHne KonnyecTsa NPMHUMAEMbIX MapLIpyTOB
ot BGP-cocepa.

- value — MaKkcMManbHOE KONMYECTBO MPUHUMAEMbIX MapLLpY-
TOB;

- percent — NPOLEHT OT MaKCMMabHOrO KONMYECTBa MapLIpyToB,
No JOCTUKEHWUM KOTOPOro OTNPABAAETCA NpeaynpexRaeHune;

- second — BpeMeHHOW NPOMEKYTOK (B CeKyHAaXx), MO UCTEYEHUIO
KOTOPOro MpoMcXoAuT NepenofKkatoueHue, ecam ceccus bbina
pa3opBaHa U3-3a NPEBbILEHMSA KOIMYECTBa MapLLPYTOB;

- type — Ha3HayaeT AencTeune, BbINOJHAEMOE MPU SOCTUNKEHUU
MaKCMManbHOro 3HayeHua (paspbiB ceccum <restart> uam oT-
npaBKa npeaynpexaeHus <warning-only>).

BbIKNOUNTL OrpaHMyeHne KonuyectTsa NMPUHMMAEMbIX MapLupy-
ToB OT BGP-cocepa.

advertisement-interval adv_sec
withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKkyHa;
with-sec: (0-65535)/30
CeKyHA,

3a4aTtb BpeMeHHble MHTepBabl.

- adv-sec — MMHMMaNbHbIN MHTEePBan mexay oTnpaskoi UPDATE
COO0DbLWEHNI OAHOTO U TOFO }Ke MapLLpPYTa;

- with-sec — MMHMManbHbIN UHTEPBA/T MEXAY AaHOHCUPOBaAHUEM
MapLpyTa 1 ero nocneayowmm ae-aHoOHCUPOBaHUEM.

V —  Advertisement-interval gonmkeH 6biTb 60nblue
unu paseH withdraw-interval;

—  MapupyTbl, KOTOpble AO0NXHbI BbITb aHOHCUPO-
BaHbl cocegHum BGP-mapwipyTtusatopam, pacnpe-
BenaTca no Heckonbkum UPDATE-coobeHuam.
Mexxagy otnpaeKoi 3atTux UPDATE-coobLeHuit Bbl-
[EepXKUBAETCA C/yYaiiHbIA BpeMeHHOW MHTepBan
Takum o6pasom, utobbl obLee Bpema mexay 06-
HOBNEHUEM MapLUPYTOB B JIOKaNbHOW Tabnuue
BGP u ortnpaskoit nocnegHero UPDATE-coobuie-
HUA He npeBblwano advertisement-interval nan
as-origination-interval B cnyyae otnpaBKku n1oKanb-
HbIX (MapLpPYTbl U3 JIOKaNbHOW AS) MapLupyTOB B
eBGP-coeauHeHnn. Takum obpasom, Kaxablii u3
MapLUPYTOB MOXET UMETb C/IyYaliHyl0 BeANUYUHY
33/4eP>KKM aHOHCUPOBAHUA;

— TouyHocTb paboTtbl TalimepoB advertisement-
interval, withdraw-interval wu as-origination-
interval 3aBUCMT OT MaKCMManbHOro 3HauYeHus
no60oro n3 aTUX TPExX TalimepoB, HACTPOEHHbIX Ha
BGP-mapuwpyTusatope (yuuTbiBaloTCa Tailmepbl,
HacTpoeHHble ana Bcex BGP-cocepeii). Bce 3Haue-
HUA TalimepoB aHOHCMPOBAHUA U Ae-aHOHCMPOBaA-
HMA MapLpyTOB, CKOHPUIrypuMpPOBaHHLIX Ha
YCTPOWCTBE, AUCKPETUIUPYIOTCA WHTEpBanomM B
1/255 ot HambonbLIEero HaCTPOEHHOIO 3HAUYEHUA.
YBenMueHue MaKCMManbHOro 3HauyeHua 6yger
NPUBOAUTL K YBE/IMYEHUIO YaCTOTbl AUCKpeTU3a-
LMK TalimepoB U, COOTBETCTBEHHO, K MOHUXXEHUIO
TOYHOCTU UX paboTbl.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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HELTEX

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3azaTb BpEMEHHOW MHTepBan mexay otnpaskon UPDATE coob-
WEHUM OAHOTO M TOTO YKe MapLUpyTa, UCMO/b3YeTCA AR aHOHCA
JIOKaNbHbIX (MapwpyTbl U3 NoKanbHoW AS) maplpyTtos eBGP co-
cegam.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

connect-retry-interval seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3afaTb BPEMEHHOW UHTepBas, N0 UCTEYEHUIO KOTOPOro BO306-
HOB/IAETCA NONbITKA co3aaTb BGP-ceccuto ¢ cocegom.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

next-hop-self

no next-hop-self

-/BbIKNOYEHO

BKAOUMTb NogmeHy 3HayeHua aTpubyta NEXT_HOP Ha nokanb-
HbI1 agpec mapLipyTnsartopa.

OTKAOYUTL NogmeHy aTpubyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3azaTb HOMep aBTOHOMHOM CUCTEMbI, B KOTOPOI HaxoanTca BGP-
cocep,. YCTaHOB/IEHME COCEACTBA HEBO3MOXHO, NMOKa coceay He
Ha3HayeH Homep AS.
9T0 peiicTBMe BNEYET paspbiB CeCCMM C COCEAOM M
V OUMCTKY BCEX MPUHATbIX OT HEr0 MapLIPYTOB.

Ypanute naeHTMGUKATOP coceHel aBTOHOMHOM CUCTEMbI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-21845)/30
CeKyHA,

3aaTb BpeMeHHbIe MHTEPBabI.

- holdtime — ecnu B TeueHUe 3TOro BpemeHu He ByaeT NPUHATO
keepalive-coobuieHne, To coeamHeHne ¢ cocegom cbpacbiBa-
ercs;

- keepalive — uHTepBan mexxay otnpaBkoi keepalive-coobuieHunit.

V 3HaueHua holdtime u keepalive gonxHbl 6biTb MM6O
o6a paBHbI Hy0, 160 06a 60blue HynA.

holdtime gonkeH 6b1Tb 60nblie nnu paseH keepalive.

— Ecnm 6bin BbIGpaH Taiimep hold, KoTopbii

HACTPOEH Ha JIOKaZIbHOM MapLIpyTU3aTope, TO UC-

nonb3yeTcA JIOKaZbHOe 3HauyeHue Talkimepa
keepalive;
— Ecnm 6bin BblbpaH Taiimep hold, KoTopbliit

HaACTPOEH Ha coceagHeM MapLUpyTM3aTope U 3Haue-
HUEe JIOKa/ZIbHO HacTpoeHHoro Talimepa keepalive
meHblue yem 1/3 sbibpaHHoro taiimepa hold, To
MCNoNb3yeTcA JIOKa/sbHOEe 3HaueHue Talimepa
keepalive;

Echm 6bin  BbibpaH Tailmep hold, KoTtopbiit
HaCTPOEH Ha coceagHEeM MapLIpyTM3aTope U 3Haue-
HUEe NIOKaZIbHO HacTpoeHHoro Takimepa keepalive
6onblie yem 1/3 sbibpaHHoro Taiimepa hold, To
UCNONb3yeTca Lenoe 4YUCNo, KOTOpPoe MeHblue
yem 1/3 sbibpaHHOro Taiimepa hold.

YCcTaHOBUTb 3HaYeHue no YMOANYaHULO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4aTb BPEeMeHHOW MHTepBan yaep)KaHuA cocega B COCTOAHMM
Idle nocne Toro, Kak oH Bbl1 COpOLIEH B 3TO COCTOAHME. 3a 3TOT
WHTepPBa BCe MOMbITKN NepeycTaHOBUTL COeanHEHMe C COCeaoM
6yAyT OTKJOHEHbI.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKyHA,

3ajaTb BpPEMEHHOW WHTepBan Mexay YycTaHoBkolk TCP-
coeguHeHus n otnpasKoi nepsoro OPEN-coobuweHus.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOHAHMUIO.

shutdown

no shutdown

-/no shutdown

AOMWHUCTPATUBHO BbIK/IOYaEeT ceccum co Bcemu BGP-cocegamum,
BXOAALLMMM B COCTAB peer-rpynnbl, U O4YULLAET NPUHATbIE OT HUX
MapLLpPYTbl, HE YA3ANAA UX KOHOUTypaLmu.

B KOHUIypauumio KaxKaoro cocesa, BXOAALLErO B peer-rpynny, B
KOHTeKCT (router-bgp-nbr) go6asnserca komaHaa shutdown.

AAMWHUCTPATUBHO BK/OYAET ceccum co Bcemmn BGP-coceaamm,
BXOAALLMMM B COCTaB peer-rpynnbl. YaanaeT komaHay shutdown
13 KOHPUrypaLmMmn Kaxkaoro cocea, BXOAALLEro B peer-rpynny.
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HELTEX

update-source [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);

hu_port: (1..8/0/1..32);

HasHauntb uHTepderic, KoTopbl ByaeT NCNONb30BaH B KayecTse
UCXOAALLEero Npyu CoeANHEHUU C COCEL0M.

hu_port | Port-Channel group | group: (1..48);
Loopback /oopback | Vlan loopback: (1-64);
vlan_id] vlan-id: (1-4094)
no update-source OTMEHUTb PYYHYIO HAaCTPOWKY McxoaAawero uHtepderica, BKat-
YaeT aBTOMATUYECKUI BbIbop nHTepdeiica.
route-reflector-client [meshed] HasHauntb BGP-cocena Route-Reflector knneHtom.
- meshed — napameTp BbICTaBAAETCA €CAN UCNOb3yeTcA mesh-
Tonosorua. MNpu noay4eHnn oT Takoro kameHTa BGP-mapwpyTtos
OHU He ByayT NepecbiNaTbCsa APYrMM KANEHTAM.
BGP-mapwpytusatop ssnsetca route-reflector-om,
-/disabled V ecnu xoTta 6bl 0AUH ero cocep, CKOHGUIYpPUPOBaH Kak
route-reflector KnueHr.
DOna npumeHeHuA JaHHOW KOMaHAbl Heobxoaum ne-
V pe3sanyck BGP-ceccum c cocegom.
no route-reflector-client YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
soft-reconfiguration inbound KomaHza coxpaHAeT nonyyeHHble OT cocefa MaplipyTbl B OT-
AenbHow o6nacTv namatu. Metog no3BosfeT NPUMEHUTD BXOAA-
Wy MOAUTUKY «route-map in» ansa cocega 6e3 c6poca cocen-
/disabled CTBa U 3anpoca MapLIpyToB.

no soft-reconfiguration in-
bound

V Mo ymonuaHuio pabotaet mexaHusm Route Refresh.

OTK/OYUTD MEXaHU3M COXPAaHEHUA MapLLPYTOB.

prefix-list name {in | out}

no prefix-list name {in | out}

name: (1..64) cumBona

- name — HaseaHue IP prefix-list, KoTopbIi ByaeT npumeHeH K
AHOHCUPYEMbIM UM MPUHUMAEMbIM MapPLLPYTaM.

OtBs3aThb IP prefix-list.

fall-over bfd

no fall-over bfd

BkntounTtb npoTtokon BFD Ha peer-rpynne.

-/BbIKNIOYEHO

BbikntounTb npotokon BFD Ha peer-rpynne.

password word

no password

word: (1..128) cumB0n08B;
Mo ymonyaHuio
ayTeHTUdUKaUMA
OTK/IlOYeHa

BkntounTb ayTeHTUdUKaLmto Bcex TCP-cermeHTOB, NPUHATLIX OT
BGP-cocena. 3azaeT Koy ayTeHTUDMKALUKN B TEKCTOBOM BUAE.
[aHHaa HacTpoiKa WrHOpPUpYeTCca, ecnn Ans ayTeHTUdUKauum
yKasaHa key-chain.

[aHHasa HacTpoika MWrHopupyetca ANA NUPOB, BXOAALLMX B
HacTpauBaemyto rpynny, Ana KOTOPbIX NPUCYTCTBYIOT COOBCTBEH-
Hble HAaCTPOMKM ayTeHTUDUKaLMMN.

- word — K/to4 B TEKCTOBOM BUZeE.

YCTaHOBUTb 3HaYeHMe no YMONYaHULO.

password encrypted
encryptedword

no password encrypted

encryptedword: (1..128);
Mo ymonyaHutio
ayTeHTMdUKaumA
OTK/ItOYeHa

BkntounTb ayTeHTUdUKaumio scex TCP-cermeHTOB, NPUHATLIX OT
BGP-cocepia. 3apjaet Koy ayTeHTUGMKaLUM B 3aiMPpOBaHHOM
Bude (Hanpumep, naponb B 3awuppoBaHHOM  BUJE,
CKOMWPOBAHHbIN C APYroro ycTponcTea).

[aHHaA HacTpoiKa MUrHOpUpYeTCsA, ecnn Ans ayTeHTUdMKaLuu
yKasaHa key-chain.

[aHHaa HacTpolika WrHOpupyeTcA A/1A NUPOB, BXOAALLMX B
HacTpauBaemylo  rpynny, Ana  KOTOPbIX  NPUCYTCTBYIOT
cOBCTBEHHbIE HACTPOWKM ayTeHTUdUKAL M.

- encryptedword — kntou B 3awndpoBaHHOM BUAE.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

password key-chain word

no password key-chain

word: (1..32) cumBo108;
Mo ymonyanuio
ayTeHTUbUKaLmA
OTK/IloYeHa

3azaTb UMA CBA3KM KNKOYen, KoTopas byaeT Ncnosib30BaTbCs gs
ayTeHTMdMKaLumm Bcex TCP cermeHTOB, NPUHATLIX OT BGP-cocepa.
[aHHaa HacTpoiKa MUrHopupyetca 41a NUPOB, BXOOALLMX B
HacTpaMBaemylo  rpynny, AAA  KOTOPbIX  MPUCYTCTBYHOT
cobcTBEHHbIE HAaCTPOMKKM ayTeHTUDMKALNN.

- word — VMs CBSI3KM KNKOYeNn.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo2o community list

Bua 3anpoca KOMaHAHOM CTPOKU perkMma KOHUrypaunm ctTaHgapTHoro community list:

console (ip-comm-list) #

Tabnnua 320 — KomaHabl perkMma KoHbUrypaumm ctaHgapTHoro community list

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmesue

community {graceful-shut-
down | internet | local-as |
no-advertise | no-export |
ASN2:NN}

no community {graceful-
shutdown | internet | local-
as | no-advertise | no-ex-
port | ASN2:NN}

[o6aBnTb community B CNMCOK.

Yaanutb community 13 cnucka.

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHoz20 extcommunity list

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdUrypaLumm cTaHgapTHoro extcommunity list:

console (ip-extcomm-1list) #

Tabnumua 321 — KomaHap! pexxmma KoHpUrypauum ctaHaapTHoro extcommunity list

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ext-community
{4byteas-generic {transitive
| non-transitive} | cost [igp
| pre-bestpath| rt | soo}
number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

[o6aBuTb paclumpeHHoe community B CIUCOK.

ext-community cost [igp |
pre-bestpath] value

value: (0..255)

[o6aBuTb paclumpeHHoe community B CIUCOK.

no ext-community
{4byteas-generic {transitive
| non-transitive} | cost [igp
| pre-bestpath] | rt | soo}

YAanuTb peclumpeHHoe community M3 cnumcka.

KomaHOwbI pexcuma Privileged EXEC

Bce KomaHAapl AOCTynHbl ANA NPpUBUNETMPOBAHHOIO NOJ1b30BATENA.

BunAa 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnunua 322 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear ip bgp [ip_add]
vrf [vrf-name]

-/vrf-name: (1..32)
cumBona, all

MepeycTaHOBUTL coeanHeHns ¢ BGP-coceaamu, ounwias npu-
HATbIE OT HUX MapLIPYTbI;

- ip_add — appec cocepHero BGP-cnukepa, ¢ KoTopbim byaeT
nepeycraHoB/IeHa ceccus;

- vrf — obsacTb BMPTyanbHOM MapLpyTU3aLMn, B KOTOPOM
HaX04MTCA MapLUPYT.
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show ip bgp dfi safi
vrf [vrf-name]

afi: (all, ipv4, [2vpn);
safi (all, unicast,
multicast, evpn);
vrf-name: (1..32)
cumBona, all

OtobpasunTb Tabanuy BGP-mapuwpyTtoB (Loc-RIB) yKasaHHbIX
AFI/SAFI.

- afi — naeHTudukatop Address Family;

- safi — naeHTuoukaTop Sub-Address Family;

- vrf — obsacTb BMPTyanbHOM MapwpyTU3aLMn, B KOTOPOM
HaxoAMTCA MapLIpyT.

show ip bgp [ip_add]
vrf [vrf-name]

-/vrf-name: (1..32)
cumBona, all

OT106pasunTb Tabanuy BGP-mapwpyTos (Loc-RIB).

- ip_add — npeduKc noaceTm HazHauyeHus, No KoTopomy byaet
oTobpaykeHa noapobHan nHGopMaLMA 0O MapLpyTax 40 HeE;

- vrf — obsacTb BMPTyanbHOM MapwpyTU3aLMn, B KOTOPOM
HaXo04MTCA MapLUPYT.

show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]
vrf [vrf-name]

-/vrf-name: (1..32)
cumBona, all

OT06pasunTb MHPOPMaLMIO O HACTPOEHHbIX BGP-coceasx.
- ip_add —appec cocegHero BGP-cnuKkepa, no Kotopomy byaeT
oTPpUAbTPOBaHA MHPOPMALUS;
- detail — oTo6pa3nTb NoAPO6HY MHOPMaLMIO;
- advertised-routes — 0To6pa3nTb TabAULYy MapLUPYTOB, aHOH-
CMPOBaHHbIX coceay;
- received-routes — 0T06pasuTb Tabauuy NPUHUMaEMbIX
MapLIPYTOB 0 NPUMEHEHUSA K HUM BXOAALLEN NONUTUKN;
- vrf — obsacTb BUMpPTyanbHOM MaplpyTU3aLMn, B KOTOPOM
HaxoAMUTCA MapLIpyT.
Ona oTobparkeHUs NPUHUMAEMBbIX MapLIPYTOB C
V Kntouom received-routes B KOHTEKCTE HACTPOIKMU co-
OTBETCTBYIOLLEro coceAa A0/MKHA 6biTb 3aaeicTBO-
BaHa KomaHpga soft-reconfiguration inbound.

show ip bgp peer-group
name vrf [vrf-name]

-/vrf-name: (1..32)
cumBona, all

OT1obpa3unTb co3gaHHble Peer-rpynmnbl U UX HACTPOMKM.

- name — 0T06pasnTb HAaCTPOMKM rPyNMbl C UMEHEM Name;

- vrf — obnacTb BUMPTyanbHOM MaplpyTU3aLMn, B KOTOPOM
HaX04MTCA MapLUPYT.

show ip bgp peer-group
name neighbors vrf
[vrf-name]

-/vrf-name: (1..32)
cumBona, all

OTO6pasunTb COCTOALLMX B peer-rpynne coceaen.
- vrf — obsacTb BMPTyanbHOM MapLpyTM3aLMK, B KOTOPOM
HaxoAMTCA MapLIPyT.

Tabnunua 323 — KomaHabl pexkmuma koHourypaumm VRF

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

distance bgp {ebgp I ibgp}
distance

no distance bgp {ebgp |
ibgp}

distance

(1..255)/
BGP intra-as:200,
BGP inter-as:20

YCTaHOBUTb 3HaYeHMe aAMUHUCTPATUBHOW aucTaHumm (AD) ans
BCEX MApPLUPYTOB YKa3aHHOro T1na.

- BGP inter-as (ebgp) — ycTaHaBauBaeT 3HayeHune AD ans maplu-
pyTOB, NPUHATbIX NO NpoToKony BGP ot eBGP cocenga;

- BGP intra-as (ibgp) — yctaHaBnvBaeT 3HayeHne AD gna mapLu-
pyTOB, NPUHATBLIX N0 NpoTokoay BGP ot iBGP cocepa.

5.32.5 Hacmpoiika npomokona IS-1S

IS-IS (Intermediate System to Intermediate System) — NPOTOKON ANHAMMUYECKON MapLLpPyTU3aLIMK, OC-
HOBaHHbI Ha TEXHO/IOTMWN OTCAEKMBAHUA COCTOAHMA KaHana (link state technology) 1 ncnonb3ytowmin ans
HaxoXAeHWA KpaTyaiwero nyty anropuTtm [enKkcTpbl. NMpoTokon IS-IS npeactasnseT coboi NPoTOKOA BHYT-
peHHero wnto3a (IGP). MpoToKon IS-IS pacnpocTpaHaeT MHGOPMaUMIO O AOCTYMHbIX MAPLIPYTax MeXay
MapLIpyTM3aTOpPaMmn O4HON aBTOHOMHOM CUCTEMBI.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXkume rnobanbHon KoHGUrypaumm:

console (config) #
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Tabnunua 324 — KomaHabl pexkuma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeilicmeue

router isis

no router isis

-/ISIS mapwpytusatop
OTKJIHOYEH

npoTokona IS-1S.

3anyctuTb IS-IS mapwpyTmsaTtop. BxoguT B pexum KoHburypauum

Kona IS-IS.

KomaHObI pexcuma KoHgu2ypayuu npomokoaa I1S-1S

Bua 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdpurypaumm npoTtokona IS-IS:

console (router—-isis) #

Tabnunua 325 — KomaHabl pexkmma KoHburypauum npotokona IS-IS

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Jelicmsue

address-family ipv4 unicast

MepeiTn B pexkum KoHpurypaumm Address-Family.

authentication key word

3a4atb KAOY ayTeHTMOMKaUMKM B BUAE TeKcTa. McnonbayeTca

(1..128) cumsonos;
level: (level-1, level-2)/

[level] word: (1..20) Ana ayteHTudumKkaumm LSP, CSNP, PSNP PDU. [laHHas HacTpoika
CMMBOOB; UTHOPUPYETCA, eCn AN ayTEHTUPUKAUMK YKasaHa key-chain.
level: (level-1, level- - word — K/to4 B TEKCTOBOM BUZE;
2)/level-1-2 - level — ypoBeHb IS-IS, s KOTOPOro NPUMEHUTCA HAaCcTPOMKa.
no authentication key YpanuTb KAoY ayTeHTUOUKaLuUu.
authentication key encrypted 3aaaTb KAtoY ayTeHTUdUKaLmm B 3andpoBaHHOM BUAE (Hanpu-
encryptedword [level] Mep, Naponb B 3aWwndpoBaHHOM BUAE, CKONMMPOBAHHbIW C ApY-
encryptedword: roro yctpoiicrtea). Mcnonbsyetca ana ayteHTuduUKaumum LSP,

CSNP, PSNP PDU. [laHHaA HAcTpoiKa UrHOpPUPYeTCs, ecnu s
ayTeHTUdMKaumm ykasaHa key-chain.

no authentication key-chain

level-1-2 - encryptedword — ko4 B 3aWMPPOBAHHOM BUAE;
- level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCTPOMKa.
no authentication key YAanuTb KoY ayTeHTUGUKaLmm.
authentication key-chain 3apaTb MMA CBA3KKM KAtouel, KoTopas byaeT Mcnonb3oBaTbeA
word [level] word: (1..32) ona ayteHTuouKkaumm LSP, CSNP, PSNP PDU.
CUMBONA; - word — ¥mA CBA3KM KNtoyel;
level: (level-1, level-2)/ - level — ypoBeHb IS-IS, s KOTOPOro NPUMEHUTCA HacTPOMKa.
level-1-2 OTKNOUYNTD PEKUM MCMOb30BAHMA CBA3KM KAlOUYeln AN ayTeH-

TUdUKaL M.

authentication mode {text |

level: (level-1, level-

BkntounTb ayTeHTUdMKaumIo B IS-IS u onpepensaeT ee Tmn:

no is-type

md5} [level] 2)/level-1-2; - text — ayTeHTMdMKaLMA OTKPLITLIM TEKCTOM;
Mo ymonuaHuio - md5 — ayteHTUduKauma MD5;
ayTeHTUdMKaLms - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHNTCA HaCTPOWKa.
no authentication mode OTK/tOYeHa. YCTaHOBUTL 3Ha4eHMe N0 YMO/IHaHMIO.
hostname dynamic BkAounTb NoaAepXKy AnHamuyeckmnx hostname.
-/BKAKOYEHO

no hostname dynamic BbIKOUMTL NOAAEPKKY AMHamUYeckunx hostname.
is-type {level-1 | level-2-only 3apathb TMN maplupyTusatopa B IS-IS pomeHe:
| level-1-2} - level-1 - Bce B3anmogencTBuA ¢ ApyrMmm mapLipyTM3aTopamm

npoucxoaaT Ha 1 yposHe;

- level-2-only — Bce B3aumogencTeus ¢ ApyrMmu mapLipyTmsa-

-/level-1-2

TOPamM NMPOUCXOAAT Ha 2 YPOBHE;
- level-1-2 — ycTpolicTBO noaaep:knBaeT Bzaumogenctamsa o6o-
WX YPOBHEN.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.

Isp-buff-size size

no Isp-buff-size

size (512-9000)/1500
6ant

YCTaHOBUTb MAaKCMMabHO BO3MOKHbIW pasmep OTrpaBasieMbixX
LSP 1 SNP. 3HayeHue Isp buffer size He AoNKHO NpeBbILWATL 3Ha-
yeHwue pdu buffer size.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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Isp-gen-interval second [level]

no Isp-gen-interval

second: (1-
65535000)/30000
MUIUCEKYHA,;
level: (level-1,
level-2)/level-1-2

3a4aTb MMHUMAbHBIA MHTEPBAA B MC MeXJy reHepauunen oa-
HOW U TOM ke LSP.

- second — 3HayeHMe UHTepPBana B MUIINCEKYHAAX, NO UCTeve-
HUM KoToporo LSP MmoxeT ObiTb 3aHOBO CreHepupoBaHO;
- level — ypoBeHb 419 KOTOPOro NPMMEHUM JaHHbIN MHTEpBas.
Ecnun He yKasbiBaTb, UHTEPBaN MPUMEHUTCA K 060MM YPOBHAM.

YCTaHOBWUTb 3HAYeHME NO YMOYaHUIO.

Isp-refresh-interval second

no Isp-refresh-interval

second: (1-65235)/
900 ceKyHA,

3a4aTb MaKCUMasIbHbIA MHTEPBaN B CEKYHAAX MeXAy reHepa-
umen LSP.

- second — 3Ha4YeHWe MHTepPBaNa B CEKYHAAX, NO UCTEYEHUU KO-
Toporo LSP byaeT 3aHOBO CreHepMpoBaHo.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHULO.

max-Isp-lifetime second

no max-Isp-lifetime

second: (350-65535)/
1200 cekyHA

3agaTb Bpemsa KnsHu LSP. 3HaueHne foMKHO 6biTb XOTA 6bl Ha
300 ceryHg 6oblue, yem Isp-refresh-interval.
- second — 3Ha4YeHUe B CEKYHAAX.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

metric-style style [level]

style: (narrow, wide,

3afaTb MCMONb3YEMbIN CTUNb METPUKK.

-narrow — NoAAepKMBaTb TONbKO CTaHAAPTHYIO (Y3Kylo) meT-
pUKY;

-wide — NnoaAepKMBaTb TOIbKO PaCLUIMPEHHYIO METPUKY;

both)/both -both — noagep*mMBaTb 06a CTUAA METPUKY;
level: (level-1, level- - level — ypoBeHb, AN KOTOPOro NPMMEHUM YKa3aHHbIN CTUb
2)/level-1-2 MeTPUKKN. Ecnn He yKasbiBaTb, METPUKA NPUMEHMUTCA K 060UM
YPOBHSAM.
no metric-style YCTaHOBUTb 3HAYEeHME NO YMOHAHUIO.
net XX.XXXX.XXXX.XX YcTaHoBUTb Tak HasbiBaemblii NET (Network Entity Title) agpec
— YHUKaNbHbIA MAEHTUOMKATOP MapLipyTU3aTopa B npeaenax
_ IS-IS pomeHa. Mpwu 3anmcm NET ncnonbyerca wectHagLaTMpny-
HaA cUCTeMa CYUCNEeHUA.
no net YpanuTe naeHTMGUKATOP MapLupyTnsaTopa.
shutdown OTkAtoumTb Npouiecc ISIS.
-/BKNIOYEHO
no shutdown Bkatountb npouecc ISIS.
spf interval maximum-wait YCTaHOBUTb UHTEPBA/I MEXAY ABYMS MOC/e[0BaTe/IbHbIMK Me-
second second: (O- pecyetamu anroputma SPF B MunancekyHaax.
no spf interval maximum- 4294967295)/5000 YCTaHOBWUTb 3Ha4YEeHUE N0 YMOAYAHUIO.
wait
spf threshold restart-limit YCTaHOBUTbL CKOJIbKO pa3 anroputm SPF moxkeT BbiTb npepsaH
number number: (1- obHoBneHnem LSDB.
4294967295)/10
no spf threshold restart-limit YCTaHOBUTb 3HAYeHMEe N0 YMOJHAHUIO.
spf threshold updates-restart 3apatb KomyecTBo 06HOBAEHMI LSDB, Npy KOTOPbLIX aAropuTm
number number: (1- SPF octaHaBnmBaeTca n nepesanycKaeTcs.
4294967295)/
no spf threshold updates-re- 4294967295 YCTaHOBWUTb 3Ha4YEeHWE N0 YMOAYAHUIO.
start
spf threshold updates-start Konuyectso obHoBneHMI LSDB, Heobxoanmoe ans HemepneH-
number number: (1- Horo 3anycka anaroputma SPF (spf interval maximum-wait npu
4294967295)/ 3TOM UTHOpUpyeTcs).
no spf threshold updates- 4294967295 YCTaHOBUTb 3HAYEHME MO YMONYAHWIO.

start

KomaHObI pexcuma KoHgu2ypayuu Address-Family

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume KoHdurypaumm Address-Family:

console (router-isis-af) #
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Tabnunua 326 — KomaHabl pexknuma KoHourypaumm Address-Family

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

PaspewunTb MMNopT connected mapLpyToB:

- level — ypoBeHb IS-IS, B KOTOpbIN ByaeT BbINOAHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBWUTb MMMOPTUPYEMbBIM MapLUpyTam TUMN MeT-
PUIKK;

- metric — 3HaYeHMEe METPUKMN 419 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeTt ucnonb-
30BaH 1A GUAbTPALUKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHBIN (Narrow) CTuab meT-
PVKW, BCE 3HAYEHUA MeTpUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpelaet umnopt connected mapLipyToB
B IS-IS. B cnyyae yKkasaHuA napameTpa BO3BpalLaeT ero ae-
$onTHOe 3HaYeHue.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

PaspelwmnTb UMNOPT CTaTUYECKUX MapLUpyTos B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbINOAHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTaHOBWUTb MMMOPTUPYEMbIM MapLUpyTam TUM MeT-
PVIKK;

- metric — 3HaYeHMEe METPUKMN A1 UMMNOPTUPYEMBIX MApPLLPY-
TOB;

- name — umsa cTaHgapTHoro IP ACL, KoTopblit 6yaeT ucnosb-
30BaH g1a GUAbTPALMM MMNOPTMPYEMbIX MapLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab mMeT-
PWKW, BCe 3HAYEHUA MEeTPUKM bonble 63 ByayT yKasaHbl B
TLV Kak 63.

be3 nmapameTpos 3anpeLiaeT MMMNOPT CTAaTUYECKUX MapLUpy-
TOB B IS-IS. B cnyyae ykasaHuMA napameTpa BO3BpaLLAeT ero
nedonTHoe 3HaveHwue.

redistribute rip [level /evel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewuntb umnopt mapwpytos 13 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIi ByaeT BbINONHATLCA Nepe-
pacnpefeneHve MapLIpyTOB;

- type — YCTaHOBUTb MMMOPTUPYEMbIM MapLUPyTam TUN MeT-
PVKK;

- metric — 3HaYeHMEe METPUKMN A7 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeTt ucnonb-
30BaH 1A GUAbTPALUMN MMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MEeTPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpelaet umnopTt mapwpyTos 13 RIP B IS-
IS. B cnyyae ykasaHuA nmapameTpa Bo3BpallaeT ero AeponT-
Hoe 3HauyeHue.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewunts umnopt mapwpytos 13 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbINOMHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTAaHOBUTb UMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
PVKK;

- metric — 3HaYeHMEe METPUKUN A1 UMMNOPTUPYEMbIX MApLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeT ucnosb-
30BaH 1A GUAbTPALUN UMNOPTUPYEMBIX MapLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MeTPUKKM bonble 63 ByayT yKasaHbl B
TLV Kak 63.
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HELTEX

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

be3 napameTpoB 3anpeLLaeT UMNopPT MappyTos 13 BGP B IS-
IS. B cnyyae ykasaHus nmapameTpa Bo3BpalLaeT ero aedponT-
HOe 3HayeHue.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

no redistribute ospf [id]
[level level] [metric-type
type] [match match]
[metric metric] [filter-list
name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal,
external);
match:(internal,
external-1, external-2);
metric: (1-16777215);
name: (1-32) cumBona

Paszpewmntb umnopT mapwpyTtos 13 OSPF B IS-IS.

- id —npgeHTMdUKaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbIN ByaeT BbINOAHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — yCTaHOBWUTb UMMOPTUPYEMbBIM MapLUpyTam TUMN MeT-
PVIKK;

- match — Tvn mapwpyTta OSPF, noanexawmit umnopTy.

- metric — 3HaYeHMEe METPUKMN 419 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit 6ygeTt ucnonb-
30BaH 414 GUAbTPALUKM UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHBIN (Narrow) CTuab meT-
PVKW, BCE 3HAYEeHUA MeTpUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpewaet umnopt mapwpyTtos u3 OSPF B
IS-IS. B cnyyae yKasaHus napameTpa Bo3BpaliaeT ero aedonTt-
HOe 3HauyeHue.

KomaHObI pexcuma KoHguaypauuu uHmepaetlica Ethernet, VLAN:

BuAa 3anpoca KOMaHAHOWM CTPOKM:

console (config-if) #

Tabnunua 327 — KomaHabl pexknuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip router isis

no ip router isis

-/BbIKNIOYEHO

BkatoyaeT npoTokon mapuwpyTtusaumm IS-IS Ha Tekywem wuHTep-
delice.

BbikntoyaeT NpOTOKOA MaplipyTusaumm IS-IS Ha Tekylwem uHTep-
deiice.

isis authentication key word
[level]

no isis authentication key

word: (1..20) cumBonos;
level: (level-1, level-2)/
level-1-2

3apaTb KoY ayTeHTUdMKauUK B BMAe TekcTa. Ncrnonesyromes 0ns
aymeHmugukayuu HELLO PDU. [aHHas Hacmpolka uz2Hopupy-
emcs, ecnu 0419 aymeHmuguKkayuu yKkasaH key-chain.

- word — K/1t04 8 meKkcmoeom sude;

- level — ypoBeHb IS-IS.

Ypanaer KAy ayTeHTMoUKaLmm.

isis authentication key en-
crypted encryptedword [level]

no isis authentication key

encryptedword: (1..128)
CMMBO/I0B;
level: (level-1, level-2)/
level-1-2

3afaeT KoY ayTEHTUGMKALMM B 3alIMPPOBAHHOM BUAE (Hanpwu-
Mep, Naposib B 3alWMPPOBAHHOM BUAE, CKOMUPOBAHHbIN C APYroro
ycTpoiicTea). Ucnonb3ytotca gna ayteHTudukaumm HELLO PDU.
[laHHaA HacTpoiika UrHopupyeTca, ecin ANa ayTeHTudUKaumm yka-
3aH key-chain.

- encryptedword — kntou B 3aWwndpoBaHHOM BUAE;

- level — ypoBeHb IS-IS.

Yaanaer KNy ayTeHTUdUKaumu.

isis authentication key-chain
word [level]

no isis authentication key-
chain

word: (1..32) cumBona;
level: (level-1, level-2)/
level-1-2

3afaTb MUMA CBA3KM KNtoyel, KoTopas byAeT ucnonb3oBaTtbes ANs
ayTeHTMdMKauum HELLO PDU.

- word — MA CBA3KU KAtouel;

- level — ypoBeHb IS-IS.

OTKAKOYAET PEXKMM MCMO/Ib30BAHMA CBA3KM KtOUen ANA ayTeHTUDU-
Kauumm.

isis authentication mode {text
| md5} [level]

level: (level-1, level-
2)/level-1-2;
Mo yMONYaHMIO ayTEHTU-
duKauma oTKIIOYEHa

BkntouaeT ayteHTUPUKaumio B HELLO PDU Ha TekyLiem nHTepdeiice
W onpeaenser ee Tmn:

- text — ayTeHTUdMKaUMA OTKPbITLIM TEKCTOM;

- md5 — ayteHTUdPuKauna MD5;

- level — ypoBeHb IS-IS.
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HELTEX

no isis authentication mode

YcTaHaBAnBaeT 3HaYeHUe o YMOAYAHUIO.

isis circuit-type {level-1 | level-
2-only | level-1-2}
no isis circuit-type

-/level-1-2

YKa3biBaeT, cOCeACTBA KaKOro YPOBHA MOXHO $OpMMpPOBaThb Ha
AaHHOM nHTepdeiice.

YcTaHaBAMBAET 3HA4YeHUeE No YMOYaHUIO.

isis metric metric [/evel]

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

no isis metric

YcTaHaBAMBAET METPUKY AN1A AaHHOro uHTepdeica.

- metric — 3HaYeHWe MeTpuKK. Ecnmn rnobanbHO BKAKOYEH CTaHAAPT-
HbIi (Narrow) cTUAb METPUKM, BCE 3HaYEeHUs METPUKK bonblie 63
6yayT yKasaHbl B TLV Kak 63;

- level — ypoBeHb IS-IS, gna KoToporo 6yaeT NPUMEHATLCA METPUKA.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

isis passive-interface .
-/NaccUBHbIN PeXKUM OT-

KNKoYeH

no isis passive-interface

MNepeBoanT MHTepdeinc B NACCUBHBIN pexxum. B aTom pexxume WH-
Tepdelic He oTnpaBaseT U He NnpuHumaeT HELLO PDU.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

isis network point-to-point
no isis network point-to-point

-/broadcast

YctaHaBauBaeT TMn uHTepdelica point-to-point.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

isis hello-padding value

value: (disable, enable,
adaptive)/enable

no isis hello-padding

YcTaHaBAMBaeT pexxum paboTbl naganHra hello-coobuieHui.
- disable — oTKNOUUTb NAALUHT BO Beex cooblueHusx hello;

- enable — BKNOUUTL NagauHr Bo Bcex coobuweHuax hello;

- adaptive — BKNOYUTb NAAAMHT A0 YCTaHOBEHUA COCEACTBaA.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

isis pdu-buff-size size
size (512-9000)/

YcTaHaBAMBaeT MakCMManbHbli pasmep PDU, oTnpaBasembix 1 no-
NlyyaembIx Ha aTom uHTepdelice. 3HadeHne pdu-buff-size gonxkHo
6bITb 60/bLUE 3HAYEHUA isp-buff-size.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

1500 6ant
no isis pdu-buff-size
isis bfd
1o isis bfd -/BbIKOYEHO

BkntouaeT npoTokon BFD Ha uvHTepdeice ansa coceneli no npoTo-
kony IS-IS.

BbikntouaeT npoTtokon BFD Ha uHTepdeiice gns cocegelt no npoTo-
Kony IS-IS.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Loopback

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnua 328 — KomaHabl pexnma KoHdpurypaumm nHtepdelica Loopback

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

ip router isis

. — -/BbIK/IlOYEHO
no ip router isis

BKAOUMTb NPOTOKON MaplpyTnsaumm IS-IS Ha Tekywem mHTep-
delice.

BbIKNOYMTbL NPOTOKON MapLupyTU3aLum IS-IS Ha Tekywem nHTep-
delice.

isis circuit-type {level-1 | level-
2-only |level-1-2}
no isis circuit-type

-/level-1-2

YKasaTb, cOCeacTBa KaKOro ypoBHA MOXHO $OpmMMpoBaTh Ha
OaHHOM nHTepdeiice.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

isis metric metric [level]

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

no isis metric

YCTaHOBWUTbL METPUKY ANA AaHHOMO MHTepdeica.

- metric — 3HaYeHne MeTpUKU. Ecam rnobanbHO BKAOYEH CTaH-
[JapTHbI (narrow) CTUAb METPWKKM, BCE 3HAYEHUA METPUKU
6onble 63 6yayT yKasaHbl B TLV KaK 63;

- level — ypoBeHb IS-IS, ans KoToporo 6yaeT NpUMeHATLCA MeT-
puKa.

YCTaHOBUTb 3HAYeHue no YMOI4YaHUIO.

isis passive-interface .
-/NaccuBHbIN PEKUM

OTKNHOYEH

no isis passive-interface

MepeBectn MHTepdec B NAacCUBHbLIN pexxum. B aTom pexume
MHTepdeinc He OTNPaBAAET U He NpuHMMmaeT HELLO PDU.

YCTaHOBWTb 3HaYEHME N0 YMOIYAHWIO.

KomaHObI pexcuma Privileged EXEC

Bua, 3anpoca KomMaHAHOW CTPOKM UMEET BUA,:

console#
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HELTEX

Tabnuua 329 — KomaHap! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeilicmeue

show isis database [level]
[detail] [Isp-id Isp-id]

level: (level-1, level-2);
Isp-id: 20 cumBonos

OT106pa3unTb 6a3y AaHHbIX TONOAOTMM NpoTOoKoAA IS-IS.

- level — yKa3sbiBaeT ypoBeHb NpoToKoAa IS-1S, 6a3y AaHHbIX KOTO-
poro Heob6xoaMmo 0To6pasuTh;

- detail — oTobpakeHne nogpobHon nHpopmaumm o TLV;

- Isp-id — oTo6parkeHne nHGopmaumm no BbibpaHHo! LSP PDU.

show isis hostname

OT06pa3unTb U3BECTHbIE COOTBETCTBUA SystemID 1 Hostname.

show isis interfaces
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
loopback loopback| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OT06pa3unTb MHPopmaumto 06 nHTepdelicax, yyacTsyrowmx B IS-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group
| loopback loopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OT06pa3nTb MHGOPMALMIO O coceasnX.
- detail — ncnonb3oBaHWe AaHHOrO NapameTpa No3sosseT oTobpa-
3UTb AeTasibHY0 MHGOPMaLMIO O coceanx.

clear isis

C6pocnTb BCe cOCeACTBA U OYUCTUTL TabaMLLy mapLuipyTusaumm IS-IS.

5.32.6 Hacmpolika Route-Map

MpumeHeHMe route-map No3BoAAET U3MEHATb aTPNBYTbl Y aHOHCUPYEMbIX U NPUHUMAEMbIX MapLL-
pyToB BGP, a Tak)Ke M3meHATb next-hop ana mapwpytnsmpyemoro Tpaduka.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHON KOHPUTypaLmm:

console (confiqg) #

Tabnumua 330 — KomaHabl pexknma rnobanbHoON KoOHPUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

system router resources
policy-ip-routes [number of
IPv4 policy routes]
policy-ipv6-routes

[number of IPv6 policy
routes]

no system router resources

number of IPv4 policy
routes: (0..32)/0;

number of IPv6 policy
routes: (0..32)/0

BblgennTb pecypcbl MapLupyTU3aLmmn Ans nsmeHeHus next-hop y
TPaH3UTHOrO MapLUpPyTU3NPYEMOro TpadmKa.
KomaHaa npvmeHseTca nocse nepesarpyskiu.
B Tekyuwieii Bepcun MO nogpep:kaHa paborta TONbKO
V IPv4 policy routes.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.
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HELTEX

route-map name
[section_id ] [ permit |
deny]

no route-map name
[section_id ] [ permit |
deny ]

name: (1..64) cumBona;
section_id:
(1..4294967295)

Co3aaTb 3anucb route-map.
MNepeBoANT KOMaHAHYIO CTPOKY B PEXKMUM KOHOUIYPUPOBaAHUSA
route-map.
- name — Ha3BaHMe route-map;
- section_id — Homep 3anucu B 3Toi route-map;
- permit — npUMeHUTb Set KOMaHAbI K MapLpyTam;
- deny — oT6pOCUTL MapLWpPYTbI.
MakcumanbHoe Konuuyectso route-map = 32
V (BknO4anA cekummn ogHoro route-map).

Ypanuts route-map.
- name — Ha3BaHuWe route-map;
- section_id — ypanset 3anucb ¢ Homepom section_id.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet, VLAN, uHmepgelica epynnel nopmos

Bua 3anpoca KOMAHOHOM CTPOKM B pexume KoHdurypaumm uHtepdeincos Ethernet, VLAN,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnumua 331 — KomaHabl pexkuma KoHourypauum nHtepodeiica Ethernet, VLAN, nutepdeiica rpynnbl nop-

TOB

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip policy route-map name

no ip policy route-map name

name: (1..64) cumBona

Mp1MMeHnTb route-map ¢ MMeHem hame ANA 334aHHOro UHTep-
deiica.

YpanuTb route-map c uHTepdelica.

KomaHObI pexcuma KoHguaypauuu cekyuu route-map

BuAa 3anpoca KoMaHAHOM CTPOKM B pexnume KOHPUrypaLmm cekummn route-map:

console (config-route-map) #

Tabnnua 332 — KomaHAabl pexknma KoHPUrypaLmm cekumm route-map

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

HAelicmeue

continue section_id [and]

no continue

section_id:
(1..4294967295).

3ajaTb HOMep cneaytolen cekuum route-map, KoTopas byaer
NPUMEHEHa K MapLUpyTam, Noc/ie NPUMEHEHMUA TeKyLLeN.
- section_id — Homep 3anucK B 3TOM route-map;
- and — yKkasbiBaeT, 4To match yctaHoBKM B 3TOW route-map
LOMKHbI 6bITb NorMyeckn obveguHeHbl (AND) ¢ match ycTaHoB-
KamMu B route-map, 0603HayeHHbIX NapameTpom section_id.
Co3paHme uenoyek route-map (6e3 napametpa and)
V BO3MOXXHO, €C/IM TUN route-map BbICTaBAEH B permit.
Ecnv npu co3gaHum LEenovyku npumeHaeTca napameTp
V and, To Bce set YCTaHOBKU A,0/1KHblI HAXOAUTLCA B NO-
cnepHei CeKLMU 3TOM LLEMOYUYKMN.

CHpOCUTb YCTaHOBKY.
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HELTEX

match ip [address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (1..64) cumBona

3agaTtb cootBetcTBUe prefix-list u agpeca mappyTa.

- address — cooTBeTcTBMe prefix-list v ip-agpeca mapwpyTa;

- next-hop — cooTteTcTBume prefix-list u next-hop ip-agpeca mapLu-

pyTa;

- route-source — cootseTcTBue prefix-list u ip-agpeca nctouHmka

MapLwpyTa;

- name — Ha3BaHue route-map;
Y1o6bl He OT6paAcbIBAINCh OCTa/ibHble MapLUPYTbl, He

V yKa3aHHble B prefix-list, Heo6xogumo co3gatb nycroii
route-map M NpmMBA3aTb €ro K TeKywemy yepes con-
tinue.

C6pocuTb COOTBETCTBME.

match local-preference
value

no match local-preference

value: (1..4294967295).

3afaTb cooTBETCTBME MapLupyTa ¢ atpubyTtom local-preference.

C6pocuTb COOTBETCTBME.

match metric value

no match metric

value: (1..4294967295).

3afaTb COOTBETCTBME MapLLpyTa C aTpMbyTOM metric.

Cbpocutb COOTBETCTBUE.

match origin [igp |egp |
incomplete]

no match origin

3afaTb COOTBETCTBME MapLLpyTa C aTpubyTom origin.

- igp — MapLupyT 6bI1 NOAYYEH U3 MPOTOKOA BHYTPEHHEN MapLu-
pyTu3auuu (Hanpumep, KomaHgou network);

- egp — MapLpyT 6b1/1 BblyyeH no npoTtokony EGP;

- incomplete — mapwpyT 6b1/1 BblyYeH KaKMM-TO MHbIM 06pa3om
(Hanpumep, komaHaoi redistribute).

Cbpocutb COOTBETCTBUE.

match {community |
extcommunity} name
[exact-match]

no match {community |
extcommunity}

3afaTb COOTBETCTBME, NPM KOTOPOM community U3 CnMcKa C ume-
HeM name [OMKHbI COAEPKATbCA B community maplupyTa.
exact-match — TpebyeT TO4HOro coBnageHus Bcex community us
cMnMcKa c community mapLupyTa.

Cbpocutb COOTBETCTBUE.

match as-number reg_exp

no match as-number

reg_exp: (1..127) cumBona

3a4aTb COOTBETCTBME NYTW MapLUPyTa U PEeryifapHOro BblpaxKeHus
reg_exp.

C6pocuTb cooTBETCTBME.

match as-path-filter name

no match as-path-filter

reg_exp: (1..127) cumBona

3afaTb COOTBETCTBME MYTM MaPLLPYTa U PETYNAPHOTO BbIPAXKEHUA
as-path 13 cnucka c umeHem name.

C6pocuTb cooTBETCTBUE.

set community {add |
replace | remove}
{graceful-shutdown |
internet | local-as |
no-advertise | no-export |
number}

no set community

number: ASN2:NN

add — f,06aBKTb K MapLpyTy community;

replace — yoanuTb Bce community U3 maplupyTta 1 o06aBuUTb yKa-
3aHHoe;

remove — yAanuTb U3 MapLUpyTa yKasaHHOe community.

CbpocuTtb aeicreme set community.

set community-list { add |
remove } name

no set community-list {
add | remove }

name: (1..64) cumsona

add — f,06aBMTb K MapLpyTy community;
remove — yanuTb U3 MapLUpyTa BCe community, coaepatumecs
B CMIMCKE C UMEHeM name.

CbpocuTtb gerictene set community-list.

set community-list remove
all

no set community-list
remove all

YaanuTb U3 maplupyTa Bce community.

CbpocuTb aelicTeue, yaansiollee U3 MaplupyTa Bce community.

set evpn gateway-ip
ip_add

YcTaHOBUTbL 3HayeHue aTpmbyTta IPv4 gateway address B EVPN
MapLupyTax Tmna 5.

-/0.0.0.0 - ip-add — IPv4-agpec wntosa.
no set evpn gateway-ip CbpocuTb yCTaHOBKY aTpubyTa gateway IP B EVPN-mapwpyTax
TmMna 5.
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set extcommunity {add |
replace | remove}
sub-type {rt | soo} number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

add — 0,06aBUTb K MapLUPYTy pacliMpeHHoe community;

replace — yaanuTb Bce pacluMpeHHble community U3 mapLipyTa u
£06aBUTb YKa3aHHOE;

remove — yAanuTb M3 MapLUpyTa YKasaHHOe community.

set extcommunity {add |
replace | remove}
sub-type color value

value: (0..4294967295)

add — 0,06aBUTb K MapLUPYTy pacliMpeHHOe community;

replace — y4anuTb BCe pacluMpeHHble community U3 mapLipyTa u
006aBUTb YKa3aHHOE;

remove — yAanuTb M3 MapLUpyTa YKasaHHOe community.

set extcommunity {add |
replace | remove} word

word: (1..127)

add — 006aBUTb K MapLUpYTy pacliMpeHHoe community;

replace — yaannTb Bce pacliMpeHHble community M3 MapLipyTa u
006aBUTb YKa3aHHOE;

remove — y4aAuTb U3 MapLUpyTa yKaszaHHoe (Mau BCe nonagato-
Wue Nog, perynspHoe BbipaxkeHne) community. [lna gaHHol one-
paLMM MOXKHO MCMO/b30BaTb B KadecTse napameTpa word pery-
NAAPHOE BblpayKeHue;

word: — uma community B HEX-popmare.

no set extcommunity

CbpocuTb gelicTeme set extcommunity.

set extcommunity-list
{add | remove} name

no set extcommunity-list
{add | remove}

name: (1..32) cumBona

add — go6aBuTb K MapLIPyTy BCe pacluMpeHHble community u3
CMMCKa C MMeHeM hame;

remove — yAannTb U3 MapLIpyTa BCe pacliMpeHHble community,
cofiepsKalumecs B CMCKe C MMeHem hame.

Cbpocutb aeicreme set extcommunity add unum remove.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[0o6aBuTb K MappyTy aTpubyt AS_PATHLIMIT.

Hynesoe 3HaueHwe orpaHW4MBaeT aHOHCUPOBAHWE JIOKASIbHO
CreHepupoBaHHbIX MapLIPyTOB, TONbKO Mexay iBGP coceaamu
(He ByayT BUAHbI ana eBGP).

3HayeHue 6onblue 0 o3HavaeT, yto ecam AS_PATH aTpubyT numeet
6onblie AS-HomepoBs, yem 3HaveHne AS_PATHLIMIT, To Hy»KHO
ero otbpocuTb Npu Bbixoae B eBGP.

Cbpocutb path-limit.

set as-path prepend

as_number: (1-

[Oob6asuTb K aTpnbyTty AS-Path BBeaeHHble AS HOmepa.

as_number
4294967295)
no set as-path prepend C6pocutb gobasneHue Kk AS-Path.
set as-path prepend local- [o6aBuTtb K aTpnbyTy AS-Path value Homepos Local AS (Ha Bbixog,
as value eBGP-cocepy).
value: (0-10)

no set as-path prepend lo-
cal-as

Cbpocutb fobasneHue K AS-Path.

set as-path remove
as_number

no set as-path remove

as_number: (0..127) cum-
Bosa

Yaanutb 13 atpnbyTa AS-Path ykasaHHyto AS.

CbpocuTb yaaneHue.

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpmbyT mapLupyTa.
- ip_address — IP-agpec next-hop.

CbpocuTb ycTaHOBKY aTpmnbyTa next-hop.

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHOBUTL 3HaYeHue aTpubyTa local-preference.

CbpocuTtb ycTaHOBKY aTpmbyTa local-preference.

set metric value

no set metric

value: (1-4294967295)

YCTaHOBUTb 3HaYeHWe aTpubyTa metric.

CHpocuTb yCTaHOBKY aTpubyTa metric.

set next-hop-peer

no set next-hop-peer

ATpUBYT He ycTaHOBNEH

YcTaHOBWUTb 3HaYeHWe aTpubyTa next-hop, Kak agpec coceaa.

CbpocuTb ycTaHOBKY aTpmbyTa.

set next-hop-unchanged

no set next-hop-
unchanged

CoxpaHaATb BGP aTpubyT next hop npu nepegaye mapwpyta eBGP
cocepny.

CbpocuTb coxpaHeHue aTpubyTa next hop npu nepepaye mapui-
pyTa eBGP coceay.

set origin [igp |egp | in-
complete]

no set origin

YcTaHOBWTL 3HaYeHue aTpubyTa origin.

- igp — MapwpyT 661N NONYYEH M3 NPOTOKO/IA BHYTPEHHEN mapLu-
pyTmsaumu (Hanpumep, KomaHaon network);

- egp — mapuwpyT 6bin BblyyeH no npoTokony EGP;

- incomplete — mapLwpyT 6bI1 Bbly4eH KaKMM-TO MHbIM 0b6pasom
(Hanpumep, kKomaHaoli redistribute).

CbpocuTb ycTaHOBKY aTpmbyTa origin.

set weight value

value: (1-4294967295)

YcTaHOBUTL 3HaYeHue aTpunbyTa weight.
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HELTEX

| no set weight |

CbpocuTb ycTaHOBKY aTpmnbyTa weight.

KomaHOb1 pexcuma Privileged EXEC

Bce KomaHAap! AOCTynHbl ANA NPUBUNETMPOBAHHOIO NOJ1b30BaTENA.

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnuua 333 — KomaHap! pexkuma Privileged EXEC

3HaveHue/3HavyeHue ”
KomaHoa / Aeiicmeue
no ymon4aHuro
show route-map [name] name: (1..64) MpocmoTp MHOPMaLMM O CO34aHHbIX route-map.
cUMmBOAA - name — uma route-map.

5.32.7 Hacmpoiika Prefix-List

Prefix-nucTbl no380s1A10T GUALTPOBATL MPUHUMAEMbIE U AHOHCUPYEMbIE MapPLLPYTbI MPOTOKOJ/IOB AMHA-

MWYECKOM MapLUpyTM3aLMUN.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexkume r1ob6asbHOM KoHbUrypaumm:

console (config) #

Tabnunua 334 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

ip prefix-list name [seq
seq_value] [description
text] {deny | permit}
ip_address [mask] [ge

ge_value] [le le_value]
name: (1..64);

seq_value: (1..
4294967294);
text: (1..80) cumBona;
ge_value: (1..32);
le_value: (1..32)

no ip prefix-list name [seq
seq_value]

Cosparb Prefix-list.
- name — umsa cosgasaemoro prefix-nucra;
- seq_value — Homep 3anucuy B CNUCKe NpeduKCcos;
- text — onncaHue cnucka NnpeduKcos;
- deny — 3anpeLatoliee gencTene NS MapLLpyYTa;
- permit — paspeluatoLiee gencTene 41a MapwpyTa;
- ge_value — cooTBetcTBMe AanHe npeduKca, paBHOW MK
b6onbluei, Yem HacTpoeHHas g/inMHa npeduKca;
- le_value — cooTtBeTcTBME ANnvHe nNpeduKca, KOTOpas paBHa
WA MeHblUe HacTPOeHHOM AnHbI NnpeduKca.
Ecnm He HalwNOCb HA OAHOTO COOTBETCTBUA, TO byaeT
V npumeHeHa HeAIBHaA NOJIMTUKA NO ymonyaHuio deny
any.

Ypanutb cosgaHHbli Prefix-List.

KomaHOwbi pexcuma Privileged EXEC

Bce KOmaHAb! AOCTYNHbI 4148 NPUBUIETMPOBAHHOIO NOJb30BaTeNA.

BunAa 3anpoca KomaHAHOM CTPOKKM pexxknma Privileged EXEC:

console#
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Tabnunua 335 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aelicmeue

show ip prefix-list [name]

name: (1..64) cumBona

MpocmoTp nHdopmaumm o co3gaHHbix prefix-list.
- name — uma prefix-list.

5.32.8 Hacmpoiika cesasku karoveli

CBA3Ka K/louel no3BonsieT co3gatb Habop naponei (Kawueit) ¢ nocieayolell BO3MOXKHOCTbIO
HACTPOMKM BpeMeHM AeNCTBMA KaxKaoro naponn. CosaaHHble Napo/iv MOTyT MCMO/1b30BaTbCA NPOTOKOaMM
RIP, OSPF, IS-IS ana ayTeHTUPMKaUUK.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume rnobasibHoOM KoHbUrypaumm:

console (config) #

Tabnunua 336 — KomaHabl perkuma rnobanbHoM KoHPUrypauum

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

key chain word

no key chain word

word: (1..32) cumona/-

Co34aeT CBA3KY Ktouen C MMeHemM word 1 BXOAWT B PEXKMUM KOHOU-
rypauym CBA3KM KNoYen.

YanseT cBA3Ky KAtoyei ¢ umeHem word.

KomaHObI pexcuma KoHgu2ypayuu cesa3Ku Kawoyel

Bug, 3anpoca KOMaHAHOW CTPOKM B peXUMe KOHPUIypaLmm CBA3KK KAtoUen:

console (config-keychain) #

Tabnunua 337 — KomaHabl perkMma KOHOUTypaLmm CBA3KK KAtoUen

3HayeHue/3Ha4yeHue »
KomaHoa / Aeiicmeue
no ymoa4YaHuro

Co3paeT KAtou ¢ naeHtTndurkaTopom key_id v BXOAMT B peXKMM KOH-

key key i . nrypaumm Kawouda.
ey key_id key_id: (1..255)/- purypay :

YaansaeT Kntod ¢ uaeHTuonkaTopom key_id.

no key key id

KomaHObI pexcuma KoHgu2ypayuu Kar4a

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXMme KoHPUrypaLmm Katoya:

console (config-keychain-key) #

,ﬂ,aHHblﬁ PeXMM 0O0CTYNEH U3 PEXMMA KOHd)VII'ypaLI,VIM CBA3KM KAtOYel U npegHasHadYeH gnAa 3agaHuAa
CamMoro K/ito4a 1 ero napameTpos.

Tabnnua 338 — KomaHzbl pexkMma KoHbUrypauum Katoua

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeilicmeue

key-string word

no key-string

word: (1..16) cumsonos/-

3agaeT 3HaYeHume Kava.

YpanaeT 3HayeHune Kawova.
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encrypted key-string
encryptedword
encryptedword/-

no encrypted key-string

3afaeT 3HaueHMe KAtoya B 3awndpoBaHHOM BUAE.

- encryptedword — 3alwmndpoBaHHbIi Naponb (Hanpumep, na-
ponb B 3awWndpPoBaHHOM BMAE, CKOMMPOBAHHbLINA C APYroro
YCTPOICTBA).

YpanaeT 3HayeHune Kawova.

accept-lifetime
time_to_start
{time_to_stop | duration |
infinite}

-/BCeraa pencreuteneH

no accept-lifetime

3a/aeT BpPeMA XKMU3HM KtOYa, B TEYEHUE KOTOPOro Koy by-
AeT felcTBUTeNeH ANA CBEPKM C KNHOYOM B NPUHUMAEMBbIX CO-
obuweHunnax.

- time_to_start —Bpema v AaTa Ha4yana AencTema Katova. 3a-
naetca B popmate hh:mm:ss month day year;

- time_to_stop — Bpemsa W pata NpeKkpaleHua AencTBus
Kntoua. 3agetca B popmate hh:mm:ss month day year;

- duration — 3apaeT NPOAONKUTENBHOCTD AEACTBUA KAOYa B
CeKyHAaXx;

- infinite — ycTaHaBNMBaeT HecKoHeYHoe BpPems AEeUCTBUSA
K/tova.

y,ﬂ,alWITb Bpema XU3HU KNto4a.

send-lifetime
time_to_start
{time_to_stop [duration |
infinite}

-/BCerna pencreuteneH

no send-lifetime

3a43aeT BPeMSA KM3HWU KNkoYa, B TEYEHWE KOTOPOro Koy by-
LET AecTBUTENEH AN OTNPABKU COOBLLEHMNA.

- time_to_start —Bpema 1 AaTa Havyana AencTBMUA KNtoYa. 3a-
naetca B popmate hh:mm:ss month day year.

- time_to_stop — Bpemsa W AaTa NpeKpalweHus AencTBuA
Kntoua. 3agetca B popmate hh:mm:ss month day year.

- duration — 3apaeT NPOAOIKUTENBHOCTb AENUCTBUA KNKOYa B
CEKyHAOax.

- infinite — ycTaHaBnMBaeT HeckoHeyHoe Bpema AEeNCTBUA
KAtova.

YaanuTb BpeMA XKU3HU KtoYa.

¥

KomaHOwbI pexcuma Privileged EXEC

Bug, 3anpoca KOMaHAHOW CTPOKU UMeEeT BUA,:
console#

Tabnunua 339 — KomaHab! pexxunma Privileged EXEC

Ecau B KaKOW-TO MOMEHT BPEMEHU Cpa3y HECKOJIbKO K/touel byayT ABNATLCA AeCTBUTE b
HbIMM, TO GPaKTUUECKU UCNONb30BaTbCA ByAeT KNoUu ¢ HaMMeHbLIUM ngeHTUdUKaTopom.

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show key chain word word: (1..32) cumsona/-

OTobparkaeT HGOPMaLMIO O CBA3KE K/toYen ¢ umeHem word.

[pumepsi 8biM0AHEHUS KOMAHO

Cos3paTtb CBA3KY KNtoyen c umeHem namel M NoMecTuTb B Heé ABa Katoya. Ha Kntoye key 2 HaCTpOUTb
BPEMEHHOﬁ MHTEepBan, B Te4eHNE KOTOPOIro 3TOT KZIKOY MOXKeT 6bITb MCNOJIb30BaH ANnA CBEPKU C KNIIOHOM B

NPUHATbBIX NaKeTax.

console (config) #key chain namel
console (config-keychain) #key 1

console (config-keychain-key) #key-string testkeyl

(
(
(
console (config-keychain-key) #exit
console (config-keychain) #key 2

(

console (config-keychain-key) #key-string testkey2
console (config-keychain-key) #accept-lifetime 12:00:00 feb 20 2020

12:00:00 mar 20 2020
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MNMoka3aTb MHGOPMaLMIO O CO34aHHOM CBA3KE K/tOYe:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9nRggddPOa7W304gfrNBeGhigRuwwpbmWCy69nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GIJwHBL6UXZYyWVPzbgZ/6fI0F3h3NB6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.32.9 bBanaHcuposka Hazpy3Ku Equal-Cost Multi-Path (ECMP)

BanaHcuMpoBKa Harpysku ECMP nossonseT nepenaBaTb NAKeTbl OAHOMY NOJIyYaTeNHO NO HECKO/b-
KMM «Ty4lMM mapLlupyTamy». JaHHbll GyHKUMOHAN NpegHasHavyeH ANs pacnpeaeneHmsa Harpysku u on-
TUMM3aLUKN NPOMYCKHOM cnocobHocTn ceTn. ECMP morkeT paboTaTh Kak CO CTaTUYECKMMM MapLUpyTamu,
TaK 1 C NPOTOKO/IAMMN AMHAMMNYECKO MapPLLPYTU3aUMM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Buna 3anpoca KOMaHAHOW CTPOKM B pexxume rnobasibHol KoHdUrypaumm:
console (config) #

Tabanua 340 — KomaHzabl pexkmma rnobanbHoM KoHUrypaumm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
o yMOAYAHUIO
ip maximum-paths maxi- 3a4aTb MAKCMMaJIbHOE KOJIMYECTBO MyTel, KOTopbie MOryT
mum_paths . 6bITb ycTaHOBNEHDI B FIB ans KaXKAoro mapLupyTa.
maximum_paths: o

1.64)/1 Hactpoiika BCTynuT B CUAY TONbKO NOC/ie COXpaHe-

(1. \ / HUA KOHUrypauum 1 nepesarpysKku ycTpoiicraa.
no ip maximum-paths YCTaHOBUTb 3HAYEHME MO YMOJIYaHUIO.

5.32.10 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

Mpotokon VRRP npeaHasHayeH AnA pe3epBMPOBAHUA MapLUPYTU3ATOPOB, BbINOAHAKOLWMX POb
LU/1t03a MO YMOJIYAHUIO. ITO AoCTUraeTcs NyTém obbeamHeHus IP-uHTepdencos rpynnbl MapLLpyTU3aTOPOB
B OZMH BMPTYasibHblIM, KOTOPbIN BYAET MCNOb30BATLCA KaK LUKO3 MO YMONYAHUIO 415 KOMMNBbIOTEPOB B CETU.
Ha KaHanbHOM ypoBHe pe3epsupyemble MHTepdencbl nmetor MAC-agpec 00:00:5E:00:01:XX, rae XX —
Homep rpynnbl VRRP (VRID).

TonbKO 0A4MH M3 GUINYECKUX MAPLLIPYTU3ATOPOB MOKET BbINOAHATbL MapLUpyTU3aumio Tpaduka Ha
BMpTyanbHoM |IP-uHTepdeiice (VRRP master), ocTanbHble MapLUpyTM3aTOpPbI B rpynne npegHasHayeHbl A
pesepsuposaHua (VRRP backup). Beibop VRRP master npoucxoauT B cootseTctBum ¢ RFC 5798. Ecau
TEKYWMIA master CTaHOBUTCA HeAOCTYMHbIM — BblOOP MNOBTOPseTcs. HauBbICWIMIA NPUOPUTET MMeET
MapLLpyTU3aToOp € cobcTBEHHBIM IP-agpecom, COBNaAatoWMM C BUPTYasibHbIM. B ciiydae AOCTynHOCTM OH
Bcerga crtaHosutcA VRRP master. MakcumanbHoe Konmdectso VRRP-npoueccos gna KommyTaTopos
MES2300-xx, MES3300-xx — 255, gna kommytatopos MES5312, MES5316A, MES5324A, MES5332A,
MES5400-24, MES5400-48, MES5410-48, MES5500-32 — 127.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet, VLAN, uHmepdgbelica epynnbl nopmos

Bua 3anpoca KOMAHOHOM CTPOKM B pexume KoHourypauum uHtepdencos Ethernet, VLAN,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 341 — KomaHapl pexuma KoHourypaumm nHtepdeliica Ethernet, VLAN, nHtepdeiica rpynnbl nop-

TOB

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

vrrp vrid description text

no vrrp vrid description

vrid: (1..255);
text: (1..160 cumBo10B)

[Job6aBneHune onncaHus Leam nam ncnonb3osaHus ana VRRP maplu-
pyT13aTopa ¢ uaeHTMdunKaTopom vrid.

YpaneHune onucaHma VRRP-mapwpyTtmsaTopa.

vrrp vrid ip ip_address

no vrrp vrid ip [ip_address]

vrid: (1..255)

Onpegenenne IP-agpeca VRRP-mapLlupytnsatopa

Ypanenue IP-agpeca VRRP ¢ mapwpytmsatopa. Ecam B KauecTse na-
pameTpa He yKa3saH IP-agpec, To yaanatca Bce IP-agpeca BupTyans-
HOro MapLpyTu3aTopa, BCAeACTBME Yero yaanutca U cam BUpPTY-
a/IbHbIV MapLWpyTMU3aTop Vrid Ha AAaHHOM YCTPOMCTBeE.

vrrp vrid preempt

no vrrp vrid preempt

vrid: (1..255);
Mo ymonyaxuio
BKJ/IIOYEHO

BkntoyeHune perkmma, npu Kotopom backup-mappyTtunsatop c 6o-
lee BbICOKMM NpUopuTeToM ByaeT NbITaTbCsA NEPEXBATUTL Ha cebs
posib master y TekyLero master-mapLpyTtvsatopa ¢ 6osee HU3KUM
npUopUTETOM.
MapLupyTU3aTop, KOTOpbIi ABAAETCA  BAAfAeNbLEeM
IP-appeca maplupytusatopa, 6yaer nepexsartbiBaTb Ha
V cebAa ponb master HE3aBMCMMO OT HACTPOEK AaHHOIA
KOMaHAbl.

BbIK/IlOYEHME pPeXMMAa, NPY KOTOpOoM backup-mapwpyTusaTtop c 6o-
flee BbICOKMM NpUopuTeTOM ByAeT NbiTaTbCA NepexsaTuTh Ha cebn
poJsib master y TekyLiero master-mappyTtvsaropa c 60/1ee HU3KUM
NPUOPUTETOM.

vrrp vrid priority priority

no vrrp vrid priority

vrid: (1..255);
priority: (1..254);
Mo ymonyanuio: 255
ana snagenoua IP-
agpeca, 100 ana

HasHayeHwne npuoputeta VRRP-mappyTtunsartopa.

YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.

OCTa/IbHbIX
vrrp vrid shutdown vrid: (1..255); BbikntoyeHne VRRP-NpoToKo1a Ha AaHHOM MHTepdeiice.
no vrrp vrid shutdown Mo ymonyaHuto: BkntoyeHne VRRP-npoToKona Ha JaHHOM UHTepdelice.

BbIK/tOYEH
vrrp vrid source-ip ip_address vrid: (1.255); OnpegeneHune peanbHoro VRRP-agpeca, Kotopblii byaeT ncnonbso-

no vrrp vrid source-ip

Mo ymonuanuio: 0.0.0.0

BaTbCA B KayecTse IP-agpeca otnpasutens ana VRRP-coobLieHui.

YCTaHOBKa 3HAY€HUA N0 YMOAYAHUIO.

vrrp vrid track track_number
[decrement
decrement_priority]

no vrrp vrid track

vrid: (1..255);
track_number: (1..64);
decrement: (1..253)

M3meHsaeT npnoputet VRRP-mapLuipyTM3aTopa npu M3smeHeHumn co-
CTOAHWM TpeKa. Mpu nepexose TpeKa B cocToAHWe down npuopuTeT
VRRP-mapuipyT13aTopa NOHUXKAETCA Ha 3HayeHue decrement_pri-
ority unu Ha 10, ecnu 3HauyeHue decrement_priority He ykasaHo.

OTmeHseT nsmeHeHue npunoputera VRRP-mapupytmusaTopa.

vrrp vrid timers advertise
{seconds | msec milliseconds}

no vrrp vrid timers advertise
[msec]

seconds: (1..40);
milliseconds:
(50..40950);

Mo ymonyanumio: 1 cek

OnpepeneHne nHTepBasa Mexay aHOHCaMM master-mapLupyTmsa-
Topa. Ecnv uHTepBan 3agaH B MUAIMCEKYHAAX, TO MPOUCXOAUT
OKpyrieHne BHU3 A0 bankanwein cekyHabl ana VRRP Version 2 u
00 6AvKaWWmMX CoTbIX Aonen cekyHabl (10 munnucekyHa) pna
VRRP Version 3.

YcTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.
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vrrp vrid version {2 | 3 | 2&3}

no vrrp vrid version

OnpegeneHune nogaepxusaemoit sepcum VRRP npotokona.

-2 — noppepxkunsaetca VRRPv2, onpegeneHHbin 8 RFC3768. Mony-
Yyaemble VRRPv3-coobuieHma oTOpacbiBaloOTCA MapLLpPyTM3aTOPOM.
OTtnpasnatTca Tonbko VRRPV2-aHOHCbI;

-3 — nogaepxkueaetca VRRPv3, onpeaeneHHbit B RFC5798, 6e3
coBmectumocTtn ¢ VRRPv2 (8.4, RFC5798). NMonyyaembie VRRPvV2-co-
obuweHna oTbpacbiBaloTcA  MapupyTu3aTtopom. OTnpasasioTca
ToNbKO VRRPV3-aHOHCbI;

- 2&3 — noppepkmeaetca VRRPv3, onpeaeneHHbin B RFC5798 ¢ 06-
paTHOW coBmecTumocTbio ¢ VRRPv2. Monyyaembie VRRPv2-coo6-
weHmAa obpabatbiBaloTcA  MapluipyTu3aTopom. OTnpasasatoTcA
VRRPV2- n VRRPv3-aHOHCbI.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

vrrp vrid checksum exclude
pseudo-header

no vrrp vrid checksum exclude

Mo ymon4yaHuio:
MCnonb3yeTca MeTos,
pacyeTa KOHTPO/IbHOM

BKNHOUMTb METOZ, pacyeTa KOHTPOIbHOM CyMmbl B 3arosioBke VRRP
6e3 yyeTa ncesgo3aronosKka. RFC 3768.

YCTaHOBWUTb METOZA, PacyeTa KOHTPOIbHOM CYMMbI, ONpese/ieHHbl i

pseudo-header CYMMbI C B8 RFC5798, no ymonyaHuio.
NnceBA03aro/I0BKOM
vrrp vrid accept mode [accept | YcTaHaBMBaEeT pexxnm paboTbl 06paboTKM NaKeToB, aApecoBaHHbIX
drop] Ha BMpPTyasibHbI agpec:
- accept — VRRP-mapwpyTtusaTop B coctoaHun Master byaet npu-
HMMaTb NaKeTbl, afpecoBaHHble Ha BUPTYaNbHbI agpec, Aaxe
-/drop; €C/IM OH He ABNAETCA BNafeNbLEeM 3TOro afpeca;
vrid: (1..255) - drop — VRRP-mapLpyTm3aTop B cocToaHun Master byaeT otbpa-

no vrrp vrid accept mode

CblBaTb NaKeTbl, agpecoBaHHbIE Ha BMpTyaﬂbeIl‘;l agpec, ecam oH
He ABNAEeTCA BNagenblem 3Toro agpeca.

YCcTaHOBKa 3HAaY€HUA N0 YMOYAHUIO.

vrrp vrid authentication {text
word | md5 key-chain key |
md5 key-string { string |
encrypted md5-string }}

no vrrp vrid authentication

word: (1-8) cumBon0B;
key: (1-32) cumonos;
string: (1-80) cumBonOB;
md5-string: (1-128) cum-
BOJIOB;
vrid: (1..255);
Mo ymonuaHuio:
ayTeHTUdMKaumA
OTK/IlOYEeHa

YcTaHaBAMBAET peXmMm ayTeHTuduKkaumm ansa naketos VRRP:

- text — noactaHoBKa B VRRP-nakeTbl napons gns ayteHTUduKaumm
B He WndpOoBaHHOM BUAE;

- md5 key-chain — noacraHoBka B VRRP-nakeTbl napons ana ayteH-
TMPUKaLMK B LUIMPPOBAHHOM BMAE C MOMOLLIO CKOHUIYpUpOBaH-
HOro K/toYa WuppoBaHus;

- key — CKOHOUTYPUPOBAHHbBIN KNtoY WMPOBAHUSA;

- md5 key-string — noactaHoska B VRRP-naKkeTbl napons ana ayTeH-
TMdMKaumMmM B LULMGPOBAHHOM BUAE C MOMOLLBIO 3a4aHMA Mapos;

- string — Naponb 3a43eTcA B OTKPLITOM BUAE (XpaHWUTCA B 3awnd-
poBaHHOM);

- md5-string — naponb 3agaeTcA B 3aWndpoBaHHOM BUAe.

YCcTaHOBKa 3HaY€HUA N0 YMOHYAHUIO.

KomaHObi pexcuma Privileged EXEC

Bce KomaHAb! AOCTYNHbI 419 NPUBUIETMPOBAHHOIO NOJb30BaTENA.

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Tabnnua 342 — KomaHgabl perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeilicmeue

show vrrp [all | brief |
counters interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MpOCMOTpP KpaTKoW UK AeTanbHOW MHPOpMaLUK Ana BCEX UK
OHOro HaCTPOEHHOro BUpPTyasbHOro mappyTtusatopa VRRP.

- all — npocmoTp MHPOPMaLIMKM O BCeX BUPTYasIbHbIX MAPLLPYTH-
3aTopax, BK/OYan OTKIOYEHHbIE;

- brief — npocmoTp KpaTKoW MHPOPMaLMK O BCEX BUPTYasbHbIX
MapLipyT13aTopax;

- counters - oTobparkaeT cuetumkm ana VRRP.
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[pumepbl 8b1MNOAHEHUS KOMAHO

Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3oBatb 3TOT aZpec B KayecTBe agpeca BUpTyab-
HOro mapLpyTmsaTopa. Bkatounts VRRP-npoToKkon Ha uHtepdeiice VLAN.

console
console
console
console

config-vlan)# interface vlan 10
config-if)# ip address 10.10.10.1 /24
config-if)# vrrp 1 ip 10.10.10.1
config-if)# no vrrp 1 shutdown

— e~ o~ —~

MNocmoTpeTb KoHpUurypaumio VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.32.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sosseT 6bicTpo 0O6HapyKMUTb HEMCNPABHOCTU IMHKOB. BFD moxeT paboTaTb Kak
CO CTaTUYECKMMM MapLUPYTaMM, TaK U C NPOTOKONaMM gMHaMUYecKo mapupytmsauum RIP, OSPF, BGP.
B Tekywen Bepcumn MO peannsosaHa paboTa ¢ npoTtokosamu IS-1S, OSPF, BGP.

AnnapatHbiii BFD peanusoBaH TonbKo B VRF no ymonuyaHuio. B octanbHbix VRF npumeHs-
rad eTca nporpammHbiii BFD.

’ ' AnnapatHbiii BFD He peanusosaH ana mogeneit MES2300-xx/MES3300-xx. Ina AaHHbIX MO-
e Aeneit npumeHaeTca NporpammHbiii BFD.

KomaHObI pexcuma 2a06ana6Hol KoOHuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:
console (config) #

Tabnunua 343 — KomaHabl pexkruma rnobanbHol KoHdurypaumm

3HayeHue/3HavyeHue ”
KomaHda / Aelicmeue
Mo ymMmoa4aHuro
bfd neighbor ip_addr YKasaTtb napameTpbl BFD-ceccun ans BFD-cocena.
[interval int ] [min-rx min] - int — MUMHUManNbHLIW UHTEPBAN nepegayn Ans obHapyKeHuA
[multiplier mult_num] . OLIMNBKM;
int: (150..1000)/150 . . N
) - min — MUHMMaNbHbLIN MHTEpPBAN Npuéma Ans OobHapyKeHus
min: (150..1000)/150 .
OWKN6KY;
mult_num: (2..15)/3
- mult_num — KoAM4ecTBO MOTepAHHbIX NaKeToB A0 Pa3pbiBa
ceccum.
no bfd neighbor ip_addr YCTaHOBWTb 3HAYEHME MO YMOJIYAHUIO.
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KomaHOwbi pexcuma Privileged EXEC

Bce komaHabl AOCTyNnHbI ANA NpUuBUNErMpoBaHHOIO NoJib3oBaTenA.

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:
console#

Tabnunua 344 — KomaHgb! pexkuma Privileged EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

show ip bfd neighbors
[ip_addr] [detail]

[ vrfvrf_name | all ]

[ detail ]

MpocmoTp nHbopmaumm ob akTMBHbIX BFD-coceasx.

5.32.12 TIpomokon GRE

GRE (Generic Routing Encapsulation) — npoToKkon TyHHe/NMPOBaHUA ceTeBbIX NaKeToB. Ero ocHoB-
HO€e Ha3HayeHne — MHKaMCcyAAUuA NakeToB CETEBOro ypoBHA ceTeBol moaenu OSI B IP-nakeTbl. GRE moxer
ncnonb3osBaTbea ana opraHmsaunm VPN Ha 3-m yposHe mogenu OSI. B kommyTtatopax MES peannsoBaHbl
cTaTu4eckue Heynpasasemblie GRE-TyHHeNM, TO eCcTb TYHHE/IM CO34at0TCA BPYYHYIO NyTeEM KOHUIYypUpoBa-
HUWA Ha JIOKa/NIbHOM W yaaneHHOM y3nax. [lapameTpbl TYHHENSA ANA KaXKA0N U3 CTOPOH A0/XKHbI ObITb B3au-
MOCOI1aCOBaHHbIMWU WX NEPEHOCUMbIE AaHHbIe He ByayT AeKancy/IMpoBaTbcA NapTHEPOM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM B peXkume rn1o6anbHoM KoHGUrypaumm:
console (config) #

Tabnunua 345 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO
tunnel_id: (1..16)

KomaHoa Aelicmeue

interface Tunnel tunnel_id Co3patb uHTepdelic TyHHens.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica myHHens

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPUrypaummn nHtepodeiica TyHHena:
console (config-tunnel) #

Tabnnua 346 — KomaHab! pexkuma KoHpurypauum nHtepderica TyHHens

3HayeHue/3HayeHue

KomaHda

no ymosn4aHuro

Aelicmeue

Tunnel mode gre ip

no Tunnel mode gre ip

-/BbIKNOYEHO

3agatb Tvn TyHHena GRE c ucnonb3osaHuem IPv4.

Ypanutb TYHHE/b.

Tunnel source
{ipv4_address |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | tunnel tunnel_id |
vlan vian_id }

no Tunnel source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

HasHauutb IP-agpec nam uHtepdelic, Kotopbiii byaeT ncnosnb-
30BaTbCA B KayecTBe afgpeca OTNPaBUTENA  BHELUHEro
IP-3aronoska GRE-TyHHens.

Ypanuts IP-agpeca otnpasutens.
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Tunnel destination {_URL_
| ipv4_address} -
no tunnel destination

HasHauuTb IP-agpec nonyyatens (KOHUA TyHHenn).

Ypanutb IP-agpec nonyyatens.

ip address ipv4_address

no ip address

YctaHoBuUTb IP-agpec nHtepdeica TyHHens. C ucnonb3oBaHMeM
3TOro agpeca KOMMyTaTop AOCTyneH yepes TyHHesnb. MoxeT
MCNONb30BaTLCA B KAYeCTBe W33 Ha YAaNeHHOM yCTponcTee
npy MapLIpyTU3aumn B TYHHENb.

Ynanuto IP-agpec uHTepdeinca TyHHens.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 347 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show ip Tunnel [ tunnel-id ] tunnel_id: (1..16)

OT06pasuTb MHGOPMaLMK TYHHENS.

show ip interface Tunnel

tunnel. id tunnel_id: (1..16)

OT06pas3uTb nHdopmaumio 06 IP-uHTepdelice TyHHeNs.

show interfaces Tunnel

tunnel-id tunnel_id: (1..16)

OT06pas3uTb MHGOpMaLMIO MHTEpdECca TYHHENA.

[pumep HACMPOUKU MyHHenA

Co3pgaHue TYHHENA U HaCTpOVIKa CTaTUYECKOIro MmapupyTa OanAa ceth, HaXO,ﬂ,HU.LEVICFI Ha NpPOTUBOMNO-

NOXKHOM CTOpOHE TYHHENA!

e B KayecTBe NOKA/NbHOro agpeca anAa TyHHena ucnonbsyetca IP-agpec 192.168.1.1;
® B KayecTBe y4aNeHHOoro agpeca ana TyHHenAa ncnonbsyetca IP-agpec 192.168.1.2;
e IP-agpec TyHHENs Ha IoKanbHOM cTopoHe 172.16.0.1/30;

e ceTb Ha NPOTUBOMNOJIOXKHOM CTOPOHe TyHHena 10.10.1.0/24.

console (config) #vlan database
console (config-vlan) #vlan 301
console (config-vlan) #fexit

console (config) #interface tengigabitethernetl/0/1
console (config-if) #switchport mode trunk
console (config-if) #switchport trunk allowed vlan add 301

console (config-if) #exit
console (config) #interface vlan 301

console (config-if) fexit
console (config) #interface Tunnel 1

console (config-tunnel) #Tunnel mode gre ip

console (config-tunnel) #Tunnel source 192.168.1.1
console (config-tunnel) #Tunnel destination 192.168.1.2
console (config-tunnel) #ip address 172.16.0.1 /30

console (config-tunnel) #fexit

(
(
(
(
(
(
(
(
console (config-if) #ip address 192.168.1.1 /24
(
(
(
(
(
(
(
(

console (config) #ip route 10.10.1.0 /24 Tunnel 1

Ha BcTpeuyHom ycTpoiicTBe HE06X0AMMO BbINONIHUTL B3AMMOCOI/1aCOBaHHbIEe HAaCTPOMKU.

5.32.13 KoHdopuzcypayusa supmyansHoii o6aacmu mapwpymu3sayuu (VRF lite)

VRF (Virtual Routing and Forwarding) — 3To TexHON0r1A, KOTOpPasa NO3BONSAET HECKO/NIbKUM 3K3eM-

naspam Tabamubl MapLIpyTU3aLMM COCYLLECTBOBATb B OAHOM MapLUPYTU3aTOpe O4HOBPEMEHHO.
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Cnucok nogaeprkaHHbIx B VRF GyHKUMI aocTyneH B Tabamue 351.

Tabanua 348 — KomaHgbl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

ip vrf [vrf_name]

no ip vrf [vrf_name]

vrf_name: (1..32) cum-
BO/Ia

Co3pgaHue BUPTYyasibHOM 06/1aCTU MapLUPyTU3aLUK.

YaaneHue BUpTyanbHoM 061aCTU MapLUpyTU3aUmu.

Tabanua 349 — KomaHgbl pexxuma KoHpurypaunmn nntepoerica

3Ha4yeHue/3HayeHue

Aelicmeue
10 yMoAYaHUto

KomaHoa

MpuBAska nHTepdelica K 061acTn BUPTYabHON MapLIpyTU3a-
umun. Mocne BBOAA KOMaHAbI BCE CO34aHHbIe B AanbHelwem IP-
appeca byayT accoummposatbea ¢ VRF, K koTopomy 6bin npussa-
3aH UHTepodeiic.

ip vrf [vrf_name]

vrf_name: (1..32)
cuMmBOIaA

no ip vrf OTBA3Ka UHTepdelica oT 061aCcT BUPTYaNbHON MapLIpyTU3aLLmK.

Tabanuya 350 — KomaHgb! pexkmuma EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
o0 yMon4YaHuo

KomaHda

vrf_name: (1..32) cum- BbiBOA MHGOPMaLMM O CO3AaHHbIX BUPTYasibHbIX 061aCTAX MapLu-
BOJIa pyTM3auun n 06 L3-nHtepdeiicax, KOTopbie B HUX HAXOAATCA.

show ip vrf [all [vrf_name]

Tabnunua 351 — PyHKUMK, NoaaeprKaHHble ansa paboTtbl B VRF

dyHKYUU Hasuzayus
L(:CA:ZHMFIC'; ynpasiexna 5.4 KomaHabl ynpasaeHua cuctemonm
Crauieckan 5.32 KoHdurypauma npoToKOA0B MapLipyT13aLmm
MapLipyT13auma
OSFP 5.32.3 Hactpoiika npotokona OSPF, OSPFv3
BGP 5.32.4 HacTpolika npoTokona BGP (Border Gateway Protocol)

5.33 KoHowurypauuma VXLAN

VXLAN — 3To BMpTyanbHasa paclumpeHHaa yactHas ceTb (Virtual eXtensible Local Area Network).
[aHHan TexHONOrMa NO3BOASET ynakoBbIBaTb Ethernet-kagpol 8 UDP-cermeHTbl M TPAHCNOPTUPOBATL UX MO
IP-ceTn.

VTEP — Virtual Tunnel End Point, ycTpoicTBO, Ha KOTOPOM HauyMHaeTCcA UAM 3akaHumBaeTca VXLAN-
TOHHenb. Mogenu, onucbiBaemble B JaHHOM PyKOBOACTBE, MOTYT AelcTBOBaTb B Kayectse VTEP.

B kauyectBe control plane ana VXLAN wucnonb3yetcs EVPN. 3To pacwupeHue npoTtokona BGP,
KOTOpoe NO3BO/AET CeTU MepeaaBaTb MHGOPMALMIO O AOCTYNHOCTM KOHEYHOro YCTPOMCTBA, TaKYl Kak
MAC-agpeca ypoBHA 2 1 IP-agpeca ypoBHA 3. 3Ta TEXHONOMMA NIOCKOCTU ynpaBaeHma ncnonbsyet MP-BGP
ana pacnpegenenHma MAC-aapecos 1 IP-agpecoB KOHeYHbIX ycTponcTs, rae MAC-agpeca paccmaTtpuBaroTca
Kak mapuwpyTtbl. EVPN nossonsieT ycTpoiictBam aeicteoBaTth B KauecTBe VTEP ansa obmeHa nHdopmauueit
MexAay coboi 0 AOCTYNHOCTN CBOMX KOHEYHbIX YCTPOWCTB.

V Noapep:kka VXLAN npeaoctaBaferca no AULEH3UN.
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Ona KommyTaTtopos cepmit MES2300-xx u MES3300-xx TexHonorua EVPN/VXLAN He noagep-
rad KuBaerca.

KomaHOb! pexcuma 2106aa6HoU KOHU2ypayuu

Bua 3anpoca KoOMaHAHOW CTPOKM B pexkume rnobanbHon KoHdUrypauum:
console (confiqg) #

Tabanua 352 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

vxlan word

no vxlan word

word: (1..64) cumsona

Co3patb VXLAN-MHCTAHC ¢ uMeHem word U MepenTu B pPeXxmnm
ero KoHdurypaumu.

Ecnm VXLAN-MHCTaHC C TaKUM MMEHEM YXKe CO34aH, TO nepenTn
B PEXMM ero KoHdurypaumu.

Ypanutb VXLAN c umeHem word.

anycast-gateway
mac-address mac_address

no anycast-gateway
mac-address

mac_address: H.H.H nau
H:H:H:H:H:H nan H-H-H-
H-H-H/
He 3afaHo

3agaTtb BUPTYyanbHbii MAC-aapec, KOTopblii 3aMeHsieT 6a30BbIl
MAC-agpec KommyTaTtopa B ARP-coobuieHMAX, UCXOAALLMX C
NHTepdercoB, Ha KOTOPbIX AaHHAA GYHKLMA aKTUBHA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

arp suppression-cache
timeout timeout

no arp suppression-cache
timeout

timeout: (30..40000000)/
300 ceKkyHA

3afaTb MaKcMMaibHOE BPEMSA KU3HM 3anuceld Tuna local B
Tabauvue arp suppression-cache.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ip dhcp information option
vpn [link-selection |server-
override | virtual-subnet]

no ip dhcp information
option vpn

-/BbIK/IIOYEHO

PaspewunTb ycTpoicTy gobasneHune B onumio 82 (ecnu eé po-
H6aBneHne paspeLleHo) AONONHUTENbHbIX MOAONUNNA:

-vpn — gobasuTb nogonumu 5, 11 n 151;

- link-selection — go6aBuTb TONbKO NogoNUMIO 5;

- server-override — n06aBuTb To/IbKO Nogonuuio 11;

- virtual-subnet — go6aBuTb ToNbKO Nogonuuio 151.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip dhcp relay source-
interface [gigabitethernet
gi_port |
tengigabitethernet te_port
| hundredgigabitethernet
hu_port |
twentyfivegigabitethernet
twe_port | portchannel
group | Loopback loopback
| vlan vian_id] [vrf
vrf_name]

no ip dhcp relay source-
interface [vrf vrf_name]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan: (1..4094);
vrf_name: (1..32)
cumBona

3apaTb MHTepdeiic ycTpoicTsaa, IPv4-agpec KoToporo byaer mc-
Nnonb30BaTbCA B KavecTBe IP-agpeca nCcToYHMKaA B IP-3aronoBke
1 3HayeHus nona Relay agent IP address B coobuweHmax npoTo-
kona DHCP ot relay-arenTa.

Ecnu Ha yKazaHHOM MHTepdelice He HacTpoeH IP-agpec, To npu
Bblbope IP-agpeca UCTOYHMKA ByaeT MCnonb3oBaTbCA NoBese-
Hue relay-areHTa no ymonyaxmio.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

evpn ethernet-segment
multihoming core-tracking
delay time

no evpn ethernet-segment
multihoming core-tracking
delay time

seconds: (1-300)/0 cek

BKAOUNTL 3a4eprKKy nepesoaa ethernet-segment u3 errdisa-
ble cocToaHus.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIHAHMUIO.
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KomaHObI pexcuma KoHguaypauyuu VXLAN

BuAa 3anpoca KoMaHAHON CTPOKM B pexume pexume KoHpurypaumm VXLAN:
console (config-vxlan) #

Tabnnuya 353 — KomaHgb! pexkuma KoHdurypaumm VXLAN

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

BrkntoumTb dyHKUMIO arp-suppression B Tekyuieit VXLAN u B cBa-
3aHHOM ¢ Hei VLAN.

arp-suppression OpaHoBpemeHHas paboTa B oAHOM U Toit e VLAN

-/BbIK/IIOYEHO , & o . R .
YHKLMIA arp-suppression u arp inspection 3anpe-
eHa.
no arp-suppression YCTaHOBWUTb 3HAYEHME MO YMONYAHMIO.
shutdown YCTaHOBUTb agMUHUCTPaTMBHBIN cTaTyc DOWN gna VXLAN-uH-
-/no shutdown CTaHca.
no shutdown YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
vlan vian-id vian-id: (1-4094) 3agatb vianid, KOTOp'bIl;i byaet cBa3aH ¢ VXLAN-MHCTaHCOM.
no vian Ypanutb ceasky vlan id ¢ VXLAN-nHcTaHCcOM
vni vni-id [ip-routing] 3apatb Virtual Network Identifier (VNI), koTopsbiit 6yaeT uc-

NoNb30BaTbCA B paMKax gaHHoro VXLAN.
- ip-routing — yKasbiBaeT, uto gaHHbii VNI 6ygeT ucnonb3o-

vni-id: (1-16777214) BaTbCA AnA uHkancynaumm 8 VXLAN IP-nakeTtoB, mappyTnsm-

pyembix 8 VRF.
no vni Ypanutb 3agaHHbiin VNI,
route-target { export | im- Co3paet cnucku nmnopTa n skcnopTa Route Target Community:
port | both } community - export — nob6asutb Route Target Community K akcnopTupye-

MO MapLpyTHOMN MHpOpMaunK;

community: (ASN2:NN, - import — uMmnopTMpoBaTb MapLIPYTHYIO MHPOPMALMIO C YKa-
IPV4:NN, ASN4:NN) 3aHHbIM Route Target;

- both — ykasatb MnopT 1 aKcnopT.
no route-target { export | YpanaeT cnnuckn nmnopTa u akcnopta Route Target Commu-
import | both } community nity.
mcast-group ip_mul- Bkntounte B Tekywelh VXLAN pexum pennvkaumm BUM-
ticast_address Tpadumka c nomowpto PIM Multicast u npusssbiBaeT rpynnosoi

agpec K aaHHoi VXLAN. 3ToT agpec 6yaeT ncnonb3oBaTbCs Kak

aapec Ha3zHaveHuma B VXLAN nakeTax.

- ip_multicast_address — rpynnosoi IP-agpec.
Ana nonyyeHus TpadmKa yKkasaHHOI B KOMaHae
BbiLle rpynnbl HEO6X0AMMO BKAOYEHUE

V npotokona PIM Ha uHTtepdeiice loopback c

YKa3aHMeMm JaHHOMW rpynnbl KaK CTaTUYeCKOid.
OnucaHue COOTBETCTBYIOLMX KOMaHA, B

cnepyowen Tabauue.
-/BbIK/IOYEHO

Bce VTEP B ogHom VNI gonXKHbl ucnonb3osBaTtb
V OAMH M TOT e MeToj, peniukauuu. B cnyyae

multicast Ha Bcex VTEP B ogHom VNI gonkeH

MCNO/b30BaTbCA OAMH U TOT XKe aapec rpynnbl.

MaKcMManbHoe KOIMYecTBO YHUKaIbHbIX mul-
1 ticast VXLAN TyHHeneit (multicast rpynn) 256.
V OgaHa multicast rpynna moxeT 6bITb Ha3HaueHa Ha
Heckonbko VXLAN TyHHenen.

no mcast-group YCTaHOBUTb 3HAYEeHUE NO YMOJIHAHUIO.
/' [Onsa KoppeKTHoi pabotbl VXLAN Heob6xoaumo yctaHoBneHue ceccun BGP mexay loopback-
uHTepdeicamm yCTPOUCTB € yKaszaHuem agpeca loopback B Kauectse bgp router-id.
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KomaHObI pexcuma KoHgu2ypauyuu uHmepaeltica loopback

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexume KoHurypaunm nntepdeiica loopback nmeet sma;

Console (config-if) #

Tabnunua 354 — KomaHab! pexruma KoHpurypaumum nHtepdelica loopback

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

ip pim -/BbIKOYEHO

BkntounTb npoTokon PIM Ha uHtepdelice.

no ip pim
ip igmp static-group
ip_multicast_address

no ip igmp static-group
ip_multicast_address

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

Coszgaet 3anuchb (*, G) c yka3aHHOM MyIbTUKACTOBOM rpynno
n pobasnsaet uHTepodeiic loopback B OIL. OTnpasnseT Ha RP
PIM Join ¢ yKa3aHHbIM aapecom MyabTUKacTOBOM rpynnbl.

- ip_multicast_address — rpynnosow IP-agpec.

Ypanset 3anuck (*, G) ¢ ykazaHHON MyNbTUKAcTOBOW rpynnoi.
OTtnpasnsaet Ha RP PIM Prune ¢ yKa3aHHbIM a4pecom MynbTu-
KacTOBOW rpynnbl.

KomaHObI pexcuma KoHguypayuu uHmepagetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKM B perxnume KoHourypaumm nutepdeinca VLAN:

console (config-if) #

Tabnunua 355 — KomaHabl pexkuma KoHdpurypaumm nHtepderica VLAN

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

anycast-gateway
no anycast-gateway

-/BbIKNtOYEHO

BkntounTb GyHKLMIO anycast-gateway Ha AaHHOM MHTepdeiice.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHguaypauuu VRF

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxume KoHdpurypaumnm VRF:

Console (config-vrf) #

Tabnuua 356 — Komanapl pexkuma KoHourypaumm VRF

Aelicmeue

3HayeHue/3HayeHue
KomaHoa
no yMmon4aHuwo
vni vni-id
vni-id: (1-16777214)
no vni

3apatsb Virtual network Identifier (VNI), koTopblit 6yaeT ncnons-
30BaTbCA AnAa nHkancynauum B VXLAN IP naketos, mapwpytu-
3upyembix B VRF.

Ypanutb 3agaHHbIin VNI

route-target {import |
export | both}

ASN2:NN or IPV4:NN or
ASN4:NN/-

no route-target {import |
export | both}

3a4atb 3HaYeHue pacwmpeHHoro BGP-kombloHUTK route-tar-
get.

- import — MMNoOpPTUPOBATb KOMbBIOHUTH;

- export — 3KCNopPTMPOBATb KOMbIOHUTHU;

- both — akcnopTMpoBaTbh M MMNOPTUPOBATL KOMBIOHWUTH.
dopmaT 3annMcu KOMbIOHUTU:

ASN2 — 16-6uTHOE 3Ha4YeHue AS;

ASN4 — 32-6uTHOe 3HaYeHue AS;

IPv4 — IPv4-appec;

NN —uuncnoBoe 3HayeHue route target.

Yaanutb 3HaYeHMe KOMbIOHUTH.
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KomaHObI pexcuma KoHgu2ypayuu cekyuu route-map

Bug, 3anpoca KOMaHAHOW CTPOKM B peXXmnme KoOHPUrypaumm cekumm route-map:

console (config-route-map) #

Tabnunua 357 — KomaHab! pexruma KoOHPUrypauum cekumm route-map

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

set evpn gateway-ip
ip_address

/0.0.0.0

no set evpn gateway-ip

YcTaHOBUTL 3HadeHue |[P-v4 Gateway address B NLRI
otnpasnaembix EVPN-mapwpyTtos Tmna 5.
- ip_address — yctaHaBnvMBaemoe 3HayeHue |IP-v4 Gateway
address.
Route-map c gaHHOI1 HacTpoiiKoI cneayeT
ncnonb3oBaTb B KoHTeKcTe address-family 12vpn

evpn BGP-cocepa 1 TonbKo B HanpasaeHUu out.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHOwbi pexcuma Priveleged EXEC

BuAa 3anpoca KOMaHAHOM CTPOKM UMEET BUL,:

console#

Tabnuua 358 — KomaHabl pexkmma Priveleged EXEC

3HayeHue/3HayeHue
Mo yMmoM4YaHuo

KomaHda

Aelicmeue

show arp suppression-cache
[local | remote | vlan]

OTobparkaeT cogepnmoe Kalla arp suppression:

- local — oTob6pakaeT TONbKO /IOKa/IbHbIE 3aMUCK;

- remote — oTobpakaeT TONbKO yAaNeHHble 3anucy;

- vlan — 0To6paKaeT ToNbKO 3anncu, OTHOCALLMECA K YKa3aH-
Holi VLAN.

show evpn Ethernet-seg-
ment {port-channel group

| es_number mac-address |
esi} [detailed]

group: (1..48);
es_number:
(1..16777214);
mac_address: H.H.H nau
H:H:H:H:H:H nnan H-H-H-
H-H-H;
esi: H:H:H:H:H:H:H:H:H:H

OTobpaxkaeT uHpopmauuto ob Ethernet Segment Identifier.

show evpn inclusive-mul-
ticast [word]

word: (1..64) cumBona

OTo6paskaeT MHPOPMaLMIO O MapLIPyTax TUMa 3, KOTopble UC-
NO/b3YIOTCA ANA Nepefaym LWNPOKOBELLATEIbHOro, HEU3BeCT-
HOro 0AHOAAPECHOro M MHoroaapecHoro (BUM) Tpaduka.

show evpn ingress-
replication [vni vni-id]

vni-id: (1-16777214)

BbiBOoauT cnucok VTEP, Kyaa BbiNOMHAETCA uenesaa pac-
cbiika BUM-Tpadmka metogom ingress-replication ana scex
co3gaHHbIX VNI,

- vni — BbIBOA, MHPOPMALMK BbINOAHAETCA TONBKO ANA YKa-
3aHHoro VNI.

show evpn ingress-
replication flood-domain

OTobparkaeT cnMcoK Bcex yaaneHHbix VTEP B IP-pabpuke, a
Takxe cnmcok VNI/VLAN, nonaswwx Bo flood-domain.

Mpu HexBaTKe CUCTEMHbIX PECYPCOB A1 LLeNeBOM Paccbiiku
BUM-Tpaduka metogom ingress-replication, VNI nomewa-
etca Bo flood-domain. Ana takmux VNI pacceinka BUM-Tpa-
¢duKa BbinosiHAeTcA Ha Bce VTEP IP-dpabpuku.

show evpn ingress-
replication resources

OTob6parkaeT MHGOPMALMIO O CUCTEMHBIX pecypcax, MCnosib-
3ylowmxca ana pacnpocrtpaHeHa BUM-Tpaduka.

show evpn mac-ip [word]

word: (1..64) cumBona

OTobparkaeT MHOOPMALMIO O MAPLLPYTaxX TUMA 2, KOTOPbIE UC-
NoNb3ytoTcA ANA nepegayuv uHpopmaumnmn o MAC-/IP-agpecax.

show vxlan tunnels [word]

word: (1..64) cumsona

OTobparkaeT nHPopmauuto 060 Bcex ycTaHoBaeHHbIX VXLAN-
TYHHenAx:

- word — umsa VXLAN. OTobpakaeT MHpopmaumio 06 ycTaHOB-
NIeHHbIX TYHHenax ykasaHHou VXLAN.
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show vxlan/word]

word: (1..64) cumsona

OTobparkaeT KpaTKyto MHGOPMALIMIO NO BCEM CO3AAHHBIM
VXLAN-TyHHensx:

- word — ums VXLAN. OTobpakaeT geTanbHyto MHbopmaLmio
no ykasaHHoi VXLAN.

show ip anycast-gateway -

BbiBoanT MHOpMaLmio 06 anycast-gateway.

[Mpumep KoHpuUypayuu 014 08yx ycmpolicme

Mexay asymsa yctpoicteamu R1 n R2 yctaHosneHa BGP-ceccmna mexay loopback-untepdeiicamm.

BKkntoueHa AF [2vpn evpn ana obecneveHmna yctaHoBneHusa VXLAN-TyHHenen n nepegaym nHpopma-

umm 06 nsyyeHHbix MAC-agpecax.

Co3gaH VXLAN-unHcTaHc ¢ umeHem test_vxlan. K Hemy npussaHa VLAN 1000, 3agaH VNI 1000.

KoHdwurypaums 1:

no spanning-tree
|

vlan database
vlan 1000

exit

!

vxlan test vxlan
vni 1000

vlan 1000

exit

|

hostname R1
1

interface TenGigabitEthernetl/0/1

description To R2

ip address 172.16.1.1 255.255.255.252

exit
1

interface TenGigabitEthernetl/0/3

switchport access vlan 1000
exit
|

interface loopbackl

ip address 10.0.0.1 255.255.255.255

exit

|

!

ip route 10.0.0.2 /32 172.16.1.2
|

router bgp 65500

bgp router-id 10.0.0.1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
exit

|

neighbor 10.0.0.2

remote-as 65500
update-source loopback 1
address-family ipv4 unicast
exit

|

address-family 12vpn evpn
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exit
exit
exit
i
i

end
KoHdwurypauma 2:

no spanning-tree

|

vlan database

vlan 1000

exit

|

vxlan test vxlan

vni 1000

vlan 1000

exit

|

hostname R2

|

interface TenGigabitEthernetl/0/1
description To R1

ip address 172.16.1.2 255.255.255.252
exit

|

interface TenGigabitEthernetl1/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.2 255.255.255.255
exit

|

!

ip route 10.0.0.1 /32 172.16.1.1
|

router bgp 65500

bgp router-id 10.0.0.2
address—-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

|

neighbor 10.0.0.1

remote-as 65500

update-source loopback 1
address—-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

exit

exit

!

|

end
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Echrm  umsyunte MAC-agpec

NPOKOHTPOINPOBATb ero Hannuune B Tabnmue MAC-agpecos Ha R2.

Ha wuHTepdeitce TenGigabitEthernet1l/0/3 Ha R1, TO MOXHO

MNocmoTpetsb MAC-agpeca, nsyyeHHble B8 VXLAN, MOXXHO B BbiBOZE KOMaHAbl show mac address-
table. Tun gaHHbIX agpecos yKasblBaeTcA Kak evpn-vxlan. Mpumep BbiBOAA:

Flags: I - Internal usage VLAN
Aging time is 300 sec
Vlan Mac Address Interface Type
1 e0:d9%9:e3:26:d6:00 0 self
1000 00:00:00:00:00:10 10.0.0.1 evpn-vxlan
1000 0c:9d:92:61:9f:c4 10.0.0.1 evpn-vxlan
tel/0/1(I) e0:d9:e3:17:6b:40 tel/0/1 dynamic
tel/0/1(I) e0:d9:e3:17:6b:41 tel/0/1 dynamic

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

BunAa 3anpoca KoMaHAHOWM CTPOKM pexnma KoHOUrypaumm nHtepoeica:

console (config-if) #

Tabnunua 359 — KomaHabl pexkuma KoHdurypaumm nntepdeltica Port-Channel

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet-segment esi

no ethernet-segment esi

esi: (1-16777214)

penTU B PEKMM KOHOUTYPUPOBaAHUA.

Co3pgatb Ethernet Segment Identifier (ESI) c Homepom esi n ne-

Ypanutb Ethernet Segment Identifier c Homepom esi.

KomaHObI pexcuma KoHguaypuposaHusa ESI

BuAa 3anpoca KOMaHAHOWM CTPOKM pexnma KoHoburypaumm ESI:

console (config-es) #

Tabnunua 360 — KomaHapl pexkuma KoHourypaumm ESI

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4aHuo

Aeiicmeue

system-mac system_mac

no system-mac

mac_address: H.H.H nnun
H:H:H:H:H:H nan H-H-H-
H-H-H

TOoKONa LACP.

3apgatb MAC-aapec, ucnonb3yemblit B Kadectse System ID npo-

Ypannte MAC-agpec.
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6 CEPBUCHOE MEHIO, CMEHA NMPOTrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHto Startup vcnonb3yeTtcs AN8 BbINOJAHEHUA CNeLManbHbIX NPoLLeayp, TAKUX Kak BOCCTaHOBAEHME
3aBOACKMX HaCTPOEK U BOCCTAHOB/IEHNE Napons.

[nsa Bxoga B meHto Startup HeobxoaMMo NpepBaThb 3arpy3Ky HaxkaTMem Knasuwm <Esc> unu <Enter>
B TEYEHME NEPBbIX ABYX CEKYHA NOC/e NosABAeHNA COOBLWEHMS aBTO3arpy3ku (Mo OKOHYAHMU BbINOJHEHNA
npoueaypbl POST).

[ -

[1
[2
[3
[4
[5

]

Startup Menu
Image menu

Restore Factory Defaults

Boot password

Password Recovery Procedure

Back

Enter your choice or press

'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmMuUTe Knasuuwy <5>, 1nbo <Esc>.

Ecnu B TeueHue 15 ceKyHp (3HaueHMe No yMoa4aHUIO) He BbiGpaH HM OAUH U3 NYHKTOB MEHIOo,
TO 3arpy3Ka yCTPOiCTBa NPOAO/IKUTCA. Bpema 0XKnaaHMa MOXKHO YBENIMUUTL C MOMOLLbIO KO-

MaHA, KOHCONU.

Tabnuua 361 — OnucaHue meHto Startup

Ne HaseaHue OnucaHue
[aHHas npoueaypa ucnonbsyetcs A4/5 Bblbopa akTUBHOrO daitna cucremuoro MO.
Ecnu He BbIGpaH HOBbIV 3arpy»KeHHbln dann cuctemHoro MO aKTUBHLIM, TO YCTPOM-
Image menu CTBO BbIMOJIHUT 3arpy3Ky C UCMO/Ib30BAHMEM TEKyLLEero aktmeHoro obpasa Image
<1> Bbi6op akTMBHOrO daiina cu- menu.
ctemHoro MO [1] Show current image — npocmoTp gaHHbIX 0 Bepcuax MO Ha ycTpolicTse;
[2] Set current image — BbI6op akTMBHOrO daitna cuctemuoro NO;
[3] Back.
Restore Factory Defaults [aHHas npoueaypa Mcnonb3yeTca ANa yaaneHnsa KoHpurypaumm ycTpoicrea. Boc-
<2> BoccTaHoBNEHNE 3aBOACKUX CTaHOB/IEHME KOHOUIYpaLUM MO YMONYaHUIO.
HacTpoek
Boot password [aHHan npoueaypa MCnonb3yeTcs A5 YCTaHOBKM/yAaneHnsa naposis Ha HavyanbHbIM
<3> YcTaHoBKa/yaaneHve napons 3arpysumk.
Ha Haya bHbIN 3arpy3yunk
[aHHas npoueaypa Ucnonb3yeTtca ANsA BOCCTAHOBNEHUA YTPAYEHHOro Naposis, oHa
No3BONISET NOAK/OUYNTBLCA K YCTPOMCTBY 63 napons.
/19 BOCCTAHOB/IEHWNA NAPOAA HAXKaTb KNaBuLy <2>, Npu NocAeAyoLeM Noaxtove-
Password Recovery Procedure A . P v » P AyIou A
<4> HUW K YCTPOMCTBY Napob ByaeT NpourHopmMpoBsaH.
BoccTaHoBneHMe napons . .
Current password will be ignored!
[na Bo3BpaTa B MeH!o Startup HakmuTe Knasuwy [enter].
==== Press Enter To Continue ====
<5> Back [na BbIXo4a M3 MEHIO M 3arpy3kM YCTPOMCTBA Haxmute Knasuwy <Enter> nunbo
Bbixog, U3 meHto <Esc>.
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6.2 O6HoBNeHMe nporpammHoro obecneveHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLeH U HaCTPOEH Ha KOMNbOTepe, ¢ KoToporo 6yaer 3arpy-
¥aTbcA NporpammHoe obecneueHue. CepBep A0/KEH MMETb paspelleHne Ha YTeHue ¢aii-
NI0B HauyanbHOro 3arpysumnKka u/unm cucremuoro NO. KomnbloTtep ¢ 3anyweHHbim TFTP-cep-
BEPOM A,0/1XKeH 6bITb A0CTYNEH 418 KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINOAHUB
Ha KommyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbloTepa).

O6HoBAEHME NPOrpamMmmMHOro obecneyeHMa MOXKET OCYLLLeCTBAATLCA TOIbKO NpUBUAErnpo-
BaHHbIM NONb30BaTeNIeM.

6.2.1 O6HoBnEHUe cucCMeMHO20 NPo2PamMmmHO20 obecneyeHus

3arpysKa ycTpoicTBa ocywiecTBaseTcs U3 ¢dalina cCUCTEMHOTO nporpammHoro obecneyenus (M0),

KOTOpbIA XpaHutca Bo Flash-namatu. Mpu obHOBNAEHWM HOBbIM dann cucTtemHoro MO coxpaHseTca B
cneumnanbHO BblAeNeHHOW obnact namaTu. lMpu 3arpyske YCTPOMCTBO 3anycKaeT aKTUBHbIN dalin
cuctemHoro MO.

I

.‘

Mpoueaypa 06HOBNEHMA CTEKA KOMMYTAaTOPOB He OT/IMYAeTCA OT Npoueaypbl 06HOBAEHUA
04MHOYHOro KommyTtatopa. CHauana 6yaer o6HoBnéH Master toHUT, 3atem MO byger 3arpy-
YKE€HO Ha OCTaJIbHble IOHUTbI CTEKA.

Ecnu Tekywan sepcua MO 5.5.x.x, To npu nepexoae Ha aKTyanbHyo Bepcuto MO 6.x.x peko-
MeHAyeTCcs BOCNO0/b30BaTbCA MHCTPYKLUMEeN No o6HoBneHUIO Bepcuu MO B ceTeBbIX KOMMY-
Tatopax MES5312 n MES53xxA npu nepexoge ¢ Bepcumn 5.5.x.x Ha 6.0.2 n 6onee nosgHue,
KoTopaA HaxoauTca B pasgene "LeHTp 3arpysku”.

[Ons npocmoTpa TeKyliei Bepcum CUCTEMHOrO MporpammHoro obecneyeHus, paboTalowiero Ha

ycTpolicTse, BBeauTe KomaHay show version:

console# show version

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
Commit: 25503143
MD5 Digest: 6£3757fabbb6ae3d20418e4d20a68cic
Date: 03-Jun-2016
Time: 19:54:26

Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
Commit: 16738956
MD5 Digest: d907£3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

MATN.

Mpoueaypa ob6HoBneHMA MO:

CKonmnpoBaTb HOBbIN dalin NPorpammHoOro obecneyeHma Ha YCTPOMCTBO B BblgefeHHyto ob6nacTb na-
dopmaT KOMaHAbI:

boot system tftp://tftp_ip_address/[directory/]filename

Mpumep BbINOAHEHNA KOMAHAbI:

console# boot system tftp://10.10.10.1/imagel.ros
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26-Fepb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/image.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHeT akTUBHOW nocne nepe3arpyskm KommyTtaTtopa.

[Nna npocmoTpa AaHHbIX 0 BEPCUAX NPOrpamMmMHOro obecneyeHmsa U UX akTUBHOCTU BBEAUTE KOMaHAY
show bootvar:

console#show bootvar

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
MD5 Digest: 0534f43d80d£f854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
MD5 Digest: b66fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe NepesarpysKy BBOAOM Y.
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NPUNOMEHUE A. MPUMEPbI MIPUMEHEHUA U KOHOUTYPALUU YCTPOMUCTBA

HacTpoiiKa npoToKo/1a MHOXeCTBa CBA3YyOWMX aepeBbes (MSTP)

MpoTokoa MSTP no3BONAET CTPOUTb MHOXKECTBO CBA3YIOWMX AepeBbeB Aaa otaenbHbix rpynn VLAN
Ha KOMMyTaTOpax /IOKa/IbHOM CEeTK, YTO NO3BOJIAET HasaHCMPOBaTb Harpysky. 1A NpoCToTbl PacCMOTPUM
CAyyan c Tpema KoMmyTaTopamm, 06beANHEHHbIMU B KOJIbLEBYIO TOMOIOTUIO.

Myctb VLAN 10, 20, 30 06begmHatoTca B nepBom aksemnnsape MSTP, VLAN 40, 50, 60 o6beanHsatoTca
BO BTOpPOM 3K3emnaape. Heobxoanmo, utobbl Tpaduk VLAN-os 10, 20, 30 mexagy nepsbiMm M BTOPbIM
KOMMYTaToOpaMn nepegasanca Hanpamyto, a Tpadmk VLAN-os 40, 50, 60 nepepasanca TpaH3UTOM Yepes
KommyTaTop 3. KommyTaTtop 2 HasHauyMm KOPHEBbIM /1A BHYTPEHHero ceasyollero aepesa (IST — Internal
Spanning Tree) B KOTOPOM nepegaerca cy*ebHaa nHbopmaumsa. KommyTaTopbl 06beAUHAIOTCA B KOJbLLO,
ncnosb3ys noptol tel u te2. Huke npusegeHa cxema, M306parkatoLas JIOrmMYecKyto TOMoI0ruIo CeTu.

VLAN 10,20,30 HaaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHaveHb! Ha aKkseMnnap 2

xommyTarop 1 KoMmmyrarop 3

3T0T NOPT nepeckbinaeT Tpadmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ansa akzemnnapa 1

JT10T NOPT NepeckinaeT Tpaduk
Ann akaemnnapa 1 u Gnokupyer
Tpacduk Ann akzemnnapa 2

KoMmmyTarop 2

PucyHok A.1 — HacTpoiika NpoTOKOMa MHOXECTBA CBA3YIOLLNX AepeBbEB

Korga oAnH 13 KOMMYTaTOPOB BbIXOAMUT U3 CTPOA MO0 06pbIBAaEeTCA KaHa, MHOXECTBO AepeBbeB
MSTP nepectpanBaeTca, YTO NO3BOAAET MUMHUMU3NPOBATL NOCEACTBNA aBapumn. Huxe npmsegeH npouecc
KOHUrypaumm KommyTtatopos. Jna 6onee 6bICTPOI HACTPOMKM co34aeTca 0bWMii KOHPUIYPALLMOHHbIN
WwabnoH, KOTopbIn 3arpyrkaeTca Ha TFTP-cepBep M MCNOAb3YeTCA BNOCNEACTBUN A1 HACTPOMKM BCEX KOM-
MYTaTOpPOB.

1. CosgaHve wabnoHa v KOHPUrypaLMsa NePBOro KOMMYTaTOPa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if) # exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2
console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) # exit

console (config) # spanning-tree mst configuration

console (config-mst) # name sandbox

o o~~~ —~
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console (config-mst)# instance 1 vlan 10,20,30

console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config)# exit

consolef#copy running-config tftp://10.10.10.1/mstp.conf

Hactpoiika selective-qing
Hobasnerue SVLAN

MpuBeaeHHbIM 34eCb NPUMEP KOHPUTYpaLMM KOMMYTaTOPa AEMOHCTPUPYET KaK J006aBAATb METKY
SVLAN 20 ko Bcemy BxoasaiemMy TpaduKy 3a nckntoveHnem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

|

end

MoomeHa CVLAN

B ceTAx nepegaun AaHHbIX A0BOJIbHO YAaCTO BO3HMKAOT 3af3ayu, CBA3aHHble ¢ nogmeHon VLAN
(Hanpumep, A1 KOMMYTATOPOB YPOBHS AOCTYMNA CYLLECTBYET TUMOBAsA KOHGUIypaLLMsa, HO NOJ/Ib30BATE b~
ckuit Tpaduk, VOIP n Tpaduk ana ynpasneHusa Tpebyetca nepesasatb B pa3Hbix VLAN Ha pasnunyHbIX
Hanpas/ieHusXx). B aTom cnyyae 66110 6bl yA06HO BOoCcnonb3oBaTbes GyHKUMen noameHbl CVLAN ana 3a-
MeHbl Tunu3aunposaHHbix VLAN Ha VLAN ana tpebyemoro HanpaeneHus. Huxke npuseaeHa KoHoUrypawmsa
KOMMyTaTopa, B KOTOpOM ocyLiectsasetca nogmeHa VLAN 100, 101 v 102 Ha 200, 201 1 202. O6paTHas
noAMeHa A0/IKHA OCYLLLECTBAATLCA Ha STOM e uHTepdelice:

console# show running-config

vlan database

vlan 100-102,200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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NPUNOXEHUE B. KOHCONbHbIN KABE/b
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PucyHok B.1 — MNoaKkntoueHne KoHconbHOro Kabensa
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NMPUNOXEHUE B. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnnuya B.1 — NoaaepkmBaemble 3HaveHus EtherType

O0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881le 0x8833 0x8848
Ox22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
Ox22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
Ox22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
O0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXKEHUE . ONUCAHUE NMPOLIECCOB KOMMYTATOPA

Tabnuua .1 — OnucaHMe NpoLLeccoB KOMMYTATOpPA

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF MNepepayva nakeToB meXay YPOBHEM 2 1 CETEBbIM YPOBHEM

3SWQ MporpammHan obpaboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n obpaboTtka metosos AAA

AATT CumynaTtop AAA ana nposepku metoaos AAA

ARPG Peanusauna npotokona ARP

B_RS YnpaBneHue nepesarpysKon yCTPONUCTB B CTEKE

BFD Peannsauna npotokona BFD

BOXM JononHuTenbHble AeNCTBUA B CTEKe (NolyYeHMe CBeAEeHWUIM O CTeKe, MHAMKaums, obmeH co-
obuweHunamu, cmeHa Unit ID)

BOXS O6paboTKa KOMaHA, COCTOAHUSA cTeKa: gobasneHne Master/Slave, nsyyeHume Tononoruu, ob-
HoB/ieHMe Bepcuu MO Begomoro ycTpoincTaa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard

BRMN Bridge Management: STP, onepauuu c FDB (go6asneHue, yganeHue 3anucei), s3epkaampo-
BaHue, KoHpurypaumsa noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast

BSNC ABTOMAT CUHXPOHU3ALMN BEAYLLETO U BEAOMOIO YCTPOWCTB B CTEKE

BTPC KnueHt BOOTP

CDB_ KonnposaHune KoHOUIrypaLMOHHbIX ¢pannos

CNLD 3arpyska/sbirpyska KoHburypaumm

COPY YnpasneHue KonnpoeaHuem pannos

CPUT Ytnnuzauma CPU

D_LM Link Manager — oTcnexXnBaHue cOCTOSIHUA CTEK-/IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c dalinoBoi cuctemon

DFST PacnpepeneHHas dainosas cuctema (DFS). MUcnonbayeTcs B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHne nHdopmaLmm € yaaneHHblx OHUMTOB (Bepcua MO, uptime,
yCTaHOBKa aKTUBHOro obpasa M0)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKa cobbiThii OT yaaneHHbIX OHUTOB 06 M3MEHEHUN COCTOSHWUS BEHTU-

DSPT NIATOPOB, UCTOYHMKOB NUTAHUSA, TEPMOLATYNKOB, SFP-TpaHcuBepoB. MoslyyeHne coobLueHui
OT yAaNeHHbIX loHUTOB 06 nx Bepcum MO, cepuitHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aumogelicTBMe c Nonb3oBaTenem)

ESTC JlorvpoBaHue cobbiTuid 0 NpesbileHnn noporos TpaduKka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBToMaTU4YecKas HacTponKa napameTtpos SERDES

EVAU O6paboTKa cobbiTin Address Update, HUKHWI ypoBEHb, Nepeaaya Bbille

EVFB Onpoc coctoAaHuAa SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHWUA NOPTA, HUXKHUI YPOBEHDb, Nepeaaya Bbilwe
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EVRT RX Training

EVRX O6paboTKa cobbITMIA NpUéma naketa U3 KommyTtaTopa B CPU, HUXKHUIA ypoBeHb, Nepesaya
nakeTa Ha ypoBeHb 2

EVTX O6paboTKa cobbITUN OKOHYaHUA OTNpPaBKK naketa ns CPU B KommyTaTop, HUKHUIN YPOBEHb

exRX O6paboTKa BbIxOAa NAKETOB C HUXKHETO YPOBHA 2

FFTT YnpasneHue Tabanueit mapwpytmsaumm n mapLipyTusauma naketos

FHSF IPv6 First Hop Security (O6paboTka Taimepos)

GOAH Peannsauns web-cepsepa GoAhead

GRN_ Peanusaumna Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMAHA, HACTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3anmoaeicTBme C KOHTPOIEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTatop

HOST OcHOBHOW host-NOTOK, X0N10CTOM X0z,

HSCS Stack Config — HacTpolika pyHKUMIM KOMMyTaToOpa Ha YAa/IeHHOM HOHUTE

HSES Stack Events — 06paboTka cobbiTuit link changed, address update ¢ yaaneHHbIX HOHUTOB Ha
macTepe

HSEU O6paboTKa cobbITUiM CTEKa

ICMP Peanunsauna npotokona ICMP

I0TG YnpasneHne TepMmnMHanamu BBo4a-BbiBoaa

IOTM YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IOUR YnpasneHne TepMnMHanamu BBoAa-BbiBoaa

IP6C Cyétunkmn IPv4 n IPv6

IP6M MapuwpyTtnsauua IPv4 n IPv6

IPAT YnpaBneHue 6a3oii gaHHbIX IP-aapecos

IPG O6paboTKa nepexBaveHHbIX GparMeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHas 3agadva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpyTtrsaumen n IGMP Proxy

IT60

IT6l
3apaun ana paboTobl C NpepbiBaHUAMMU

IT64

IT99

V11 3apaya gna paboTbl C BUPTYAbHbIMWU NPEpPbIBAHUAMM

L2HU MNepepayva nakeToB Ha ypoBeHb 3

L2PS O6paboTKa cobbITUIA CMEHbI COCTOAHUA/HACTPOEK MHTepdeincos 1 nepeaaya cooblLeHN 3a-
pPerncTpMpoBaHHbIM Cy*Kbam

L2UT Ytunusaums noptos (show interfaces utilization)

LBDR Peanunsaums ¢pyHKumnmn Loopback Detection

LBDT OtnpasKa naketoB Loopback Detection

LTMR O6wan 3agaya gns BCex TakmMepos

MACT O6paboTKa cobbiTna 06 okoHYaHWUK aeiictena B FDB (aging MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABToTeCTbI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBunpoBaHue KoHOUrypaumoHHoro ¢aina B sSHeproHe3aBUCMMOMN NaMATH

MSCm MeHegaep gnsa paboTbl C TEPMUHANBHBIMU CECCUAMM

MSRP Mepenaya cobbITNIM B CTEKE NO/Ib30BATE/NbCKMM 334a4am

MSSS MpocnywmnsaHue IP-cokeTos

MUXT OTCcnenBaHne U3MEHEHWUIM CTPYKTYPbl CTEKa

NACT BupTyanbHoe TecTupoBaHue Kabens (VCT)

NBBT N-Base

NINP PaboTta c Kombo-nopTamm
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NSCT HacTpoiika orpaHMYeHna cCKOpoCTM NepexsaTta naketos Ha CPU, BegeHne cTaTUCTMKK Mo ne-
pexBayeHHbIM NakeTam

NSFP OTcnexumBaHue cobbITUiM, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypoBHe

NSTM Storm Control

NTPL Mepuroamyeckas reHepauma curHana ansa onpoca t1abamy MAC, VLAN, nopToB, My/ibTUKAcCTa,
MapLpyTU3aLmm, NPUOpPMUTU3aLUM

NTST JobaBneHune u yaaneHume IOHUTOB B CTeKe, cOpoc Ha AedONT COCTOAHMA IOHUTA, HA CETEBOM
YPOBHe

NVCT BcnomoratenbHaa 3agava gna VCT. 3anyck Tecta U OTCAeXMBaHME U3MEHEHUA COCTOAHUA
nopra.

OBSR 3afayva gns oTCNeXMBaHMA U yBEAOMIEHUA 006 M3MeHeHMAX cneumdnyecknux napameTpos
nHTepdelicos, Heobxoanmbix gns LLDP, CDP n apyrmx npoTOKO10B.

PLCR O6paboTKa cobbITUIN CMEHbI COCTOAHMA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUI CMEHbI COCTOAHUA NOPTOB

PNGA Peanuszaums ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHt Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTenbckuii Tack ana Bcex 3agay

RPTS Routing protocol

SCLC OT1cnexunsaHue coctoaHma OOB-nopTa

SCPT ABTOOBHOBNEHWNE M aBTOKOHOUIYpaLma

SCRX MonyyeHune Tpadpuka c OOB-nopTa

SEAU MonyyeHue cobbiTnit Address Update, HUXKHWUIT ypoBEHb

SELC MonyyeHue cobbITUIA O CMEHE COCTOSIHMA NOPTA, HUKHWUIA YPOBEHb

SERT OTcnerknBaHue cobbITUiA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX MonyyeHune cobbiTNIM NpUEma NakeTa U3 KommyTtatopa B CPU, HUKHWI ypoBEHb

SETX MonyyeHune cobbITUIN OKOHYAHMA OTNPaBKM NakeTa U3 CPU B KoOMMyTaTop, HUXKHUI YPOBEHDb

SEMG sFlow Manager — 06paboTka cobbiTnit usmeHeHua IP-aapeca, 3anpocos CLI/SNMP, Taiime-
pos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD ba3a gaHHbIXx SNA

SNAE O6paboTKa cobbITMin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIX SNA B MN3Y

SNMP Peanusauna npotokona SNMP

SNTP Peanusauna npotokona SNTP

SOCK YnpasneHue paboToii COKkeToB

SQIN HacTpoiika Selective QinQ

SSIM Slave To Master — nepegava coobuieHuid ¢ Begomoro yctpoictsa (slave) Ha Begyuiee
(master)

SSHP Cepsep SSH — HacTpolika, 06paboTKa KomaHA, Tanmep

SSHU Cepsep SSH — npoTokon

SSLP Peannsauna SSL

SSTC JlorvpoBaHue cobbiTHid 0 NpeBsbileHnn noporos TpaduKka Ha CPU (cpu input-rate detailed)

STMB O6paboTtka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccma yepes VLAN
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STSC CLI-ceccmsa yepes VLAN

STSD CLI-ceccmsa yepes VLAN

STSE CLI-ceccusa yepes VLAN

SW2M Ob6paboTKa cobbiTMin Address Update oT FDB, 610KMpoBKa nopTa Npu BO3HUKHOBEHMWM OLLIU-
60K Ha nopTy

SYLG BbiBOA, co0bLEHMI B syslog

TBI_ Tabanua BpemeHHbIX NpomeKyTkos aas ACL

TCPP Peanusauna npotokona TCP

TFTP Peanusauna npotokona TFTP

TMNG YnpasneHne npuoputeTamm 3agay

TNSL KnuneHnt Telnet

TNSR Cepsep Telnet

TRCE Peannsauumsa traceroute

TRIG 3anyck gelicteua B FDB (aging MAC-aapecos)

TRMT YnpaBneHue tOHUTaMM B CTEKE C NOALEPHKKOM TpaH3aKuui

TRNS File Transfer — konupoBaHue daininoB mexay oHUTamum cteka (MNO)

UDPR UDP Relay

URGN O6paboTKa KPUTUUYECKNX COBBLITUI (HanpUmep, NepesarpysKku)

VRRP Peanunsauna npotokona VRRP

WBAM Web-based Autentification

WBSO B3anmopaenctene c web-KnmeHTamm, HUKHUI YpOBEHb

WBSR YnpaBneHue n Tanmepbl web-cepeepa

WNTT Mopaepkka NAT gna WBA

XMOD Peanunsaums npotokosa X-modem
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TEXHUYECKAA NOAOAEPXKKA

Ona  nonyyeHWs TEXHUYECKOM KOHCyNbTauMM MO BOMPOCaM 3KchayaTauum obopynoBaHuA
000 «MpeanpusaTtne «3INNTEKC» Bbl MoxKeTe 06paTnTbes B CepBUCHbIN LEeHTP KOMNaHUK:
dopma obpaTHOI cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha opuumanbHOM caitiTe KOMMAAHUM Bbl MOXKETE HAUTU TEXHUYECKYIO OKYMEHTALMIO M NPOrpaMmMHoe
obecneyeHune ana npoaykumm 000 «Mpeanpusatne «3ITEKC», 06paTuTbca K 6ase 3HaHUIA UM OCTaBUTb
WHTEPaKTUBHYIO 3aABKY:

OdunumanbHbIi cant komnaHuu: https://eltex-co.ru/
ba3a 3HaHwui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LeHTp 3arpysok: https://eltex-co.ru/support/downloads

Ethernet-kommymamopei ceputi MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 389
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48, MES5410-48,
MES5500-32


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads

