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Bepcua fOKymeHTa

JAara BbinycKa

CopeprkaHue UsmeHeHMmi

Bepcua 1.28

12.11.2021

U3meHeHus B paspenax:

2.1 Ha3Ha4yeHue

2.3 OCHOBHble TEXHUYECKUNE XapaKTEePUCTUKHU

2.4.1 BHewWwHWA BUA U ONUCaHUE nepeaHeii NnaHenn ycTpoicTea
2.4.2 3aaHAA 1 BepPXHAA NaHeNu YCTPoiicTBa

5.35.3 HacTtpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcua 1.27

12.10.2021

U3meHeHUA B paspenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.19.2 Npasuna rpynnoeoi agpecauunmn (multicast addressing)
5.23 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

Bepcua 1.26

30.07.2021

[Oo6asneH kommyTtatop MES2324P ACW

U3meHeHun B pasgenax:

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

2.4.1 BHewWwHW BMA U ONUCaHUE NepeaHeii naHenn ycTpoiicTea
2.4.2 3aaHAA 1M BepPXHAA NaHeun YCTPoicTBa

2.4.4 CBeTtoBaA UHAMKALMA

4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHabl ynpasaeHusa cuctemoim

5.8 HacTpoiika cucTeMHOro BpeMeHuU

5.10.1 Napametpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back- uHtepdeiicos

5.17.5 CemeiicTBO NnpoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.22 ¥ypHan aBapuit, npotokon SYSLOG

5.31 KoHdwurypauma DHCP-cepsepa

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.6 Hacrpoiika Route-Map

Bepcuna 1.25

30.04.2021

[o6aBneHbl pasgenni:
5.25.3 ilnarHocTUKa MHAUKauMmM nHtepdeinncos

U3meHeHus B pasgenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKku

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.4 Hacrpoiika uHtepdeiica IP

5.11 Selective Q-in-Q

5.12 Storm Control ana pasnuuHoro Tpaduka (broadcast,
multicast, unknown unicast)

5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.18 Voice VLAN

5.21.1 MexaHusm AAA

5.28.6 KoHTposb npoTokona ARP (ARP Inspection)

5.28.2 NpoBepKa NOAJMHHOCTM K/IMEHTA HA OCHOBe nopTa (cTaH-
Baprt 802.1x)

5.28.3 Hactpoiika ¢pyHKkumn MAC Address Notification

5.33 KoHurypauma 3awutbl ot DoS-atak

5.34.1 Hactpoiika QoS

Bepcua 1.24

02.03.2021

CuHXpoHusauuma c sepcueit N0 4.0.15.3
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Bepcua 1.23 10.02.2021 U3meHeHun B pasgenax:

2.2.3 dyHKUMM BTOPOro ypoBHA ceTeBoii moaenu OSI

2.4.4 CeeTtoBaA UHAMKALMA

4.5.1 ba3oBaA HaCTpPOMKa KOMmMmyTaTopa

4.5.2 Hactpoiika napameTpoB cuctembl 6e3onacHocTn

5.5 KomaHabl ynpaBaeHus cuctemoi

5.12 Storm Control ana pasnnuHoro Tpaduka (broadcast, mul-
ticast, unknown unicast)

Bepcuna 1.22 24.12.2020 [Nob6aBneHbl pasgenoi:
5.35.12 MNMpoTtokon GRE

U3meHeHuA B paspenax:

5.7.4 KomaHAabl gna aBTOMaTUYECKOro o6HoBneHUA U KoHdurypa-
uum

5.10.2 HacTpoiika VLAN u peKumoB KommyTauum uHtepdeiicos
5.10.3 HacTpoiika Private VLAN

5.13.3 HacTpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.17.1 Hactpoiika npotoKkona DNS — cuctembl SOMEHHbIX UMEH
5.21.3 Npotokon TACACS+

5.28.4 KoHTponb npotokona DHCP u onuua 82

5.33 KoHdwurypaumsa 3awuTol ot DoS-atak

5.34.1 HacTpoiika QoS

Mpunoxkenue . OnucaHMe NpoueccoB KOMMyTaTopa

Bepcua 1.21 27.10.2020 U3meHeHuUn B pasgenax:

2.5 KomnneKT nocraBku

5.7.2 KomaHabl ana pabotbl ¢ paitnamm
5.33 KoHdurypaumsa 3awurol ot DoS-atak

Bepcua 1.20 16.10.2020 UsmeHeHuA B pa3aenax:

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

5.17.4 MexaHu3am o6HapyxeHusa netenb (loopback-detection)
5.20.4 ®dyHKuua IGMP Proxy

Bepcua 1.19 14.09.2020 U3meHeHuUn B pasgenax:

5.1 ba3oBble KOMaHAbl

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback- uHrepoeiicos

5.17.11 Hactpoiika ¢yHKuuMmM Layer 2 Protocol Tunneling (L2PT)
5.21.4 NpoToKon ynpasneHusa cetbto (SNMP)

5.28.1 dyHKUUM 06ecneyeHUn 3aWmUTbl NOPTOB

5.28.5 3awuTa IP-agpeca KnueHrta (IP source Guard)

Bepcma 1.18 02.09.2020 Do6aBneHbl pasgenbi:

5.26 IP Service Level Agreements (IP SLA)

5.28.2.3 HacTpoiika akTMBHOro ceaHca KnueHTa (CoA)
5.35.5 Hacrpoiika npotokona IS-IS

5.35.8 HacTpoiika cBs3Ku Kntoueit

U3meHeHus B paspenax:

2.3 OCHOBHbIe TeXHUYECKUEe XapaKTepPUCTUKU

2.4.4 CBeToBasa MHAUKALMUA

2.5 KomnneKT nocraBku

5.7.2 KomaHgapb! gnsa pabotbl ¢ paitnamm

5.10 KoHdwurypauma unutepdeiicos n VLAN

5.10.1 Napamertpbl Ethernet-untepoeiicos, Port-Channel- n
Loopback- uHtepdgeiicos

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.20.4 dyHKuua IGMP Proxy
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5.21.1 MexaHusm AAA

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.1 dyHKUUM 06ecneyeHnn 3aWmTbl NOPTOB

5.28.4 KoHtponb npotokona DHCP u onuua 82

5.32 KoHourypauma ACL (cnUcKu KOHTpOAA AocTyna)

5.34 KauectBo 06CcnyKuBaHna — QoS

5.35.2 Hactpoiika npotokona RIP

5.35.3 HacTpoiika npotoKkona OSPF, OSPFv3

5.35.4 HacTpoiika npotoKkona BGP (Border Gateway Protocol)

Bepcua 1.17

23.01.2020

[Ho6asneH KommyTtatop MES3510P, y6paH MES2326

U3meHeHun B paspenax:

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel- u Loop-
back- untepdeiicos

5.10.2 Hactpoiika VLAN u pexumoB KommyTauum uHtepdeiicos
5.17.5 CemeiicTBo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.3 MLD snooping — NpOTOKO/ KOHTPO/IA MHOFOaApecHoro
TpadumkKa B IPv6

5.28.4 KoHTponb npoTtokona DHCP u onuua 82

Bepcua 1.16

22.10.2019

[No6aBneHbl pasgenbi:

3.3 YcTaHoBKa ycrpoiicte MES3508, MES3508P, MES3510P Ha
DIN-peiiky

4.5.1.2 PaclumMpeHHas HaCTpoOiiKa ypoBHA AocTyna

5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.21.7.3 YpaneHHblit 3anyck KomaHg, nocpeacrsom SSH

5.28.7 dyHKumoHan First Hop Security

5.35.11 Hactpoiika npotokona Bidirectional Forwarding Detec-
tion (BFD)

U3meHeHus B paspgenax:

5.7.2 KomaHabl ana pabotbl ¢ paitnammu

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback- uHrepoeiicos

5.10.2 Hactpoiika VLAN u pe;KMumoB KommyTauum uHtepdeiicos
5.17.5 CemeiicTBO NnpoToKonoBs STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.2.2 PaclumpeHHasa nposepkKa NOA/IMHHOCTH

5.29.2 ®yHkuum DHCP Relay ans IPv6 u Lightweight DHCPv6
Relay Agent (LDRA)

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npotoKona IS-IS

Bepcma 1.15

16.09.2019

[ob6asneHbl pasgenbi:

5.29.1 ®dyHkuuu DHCP Relay ans IPv4

5.29.2 dyHkuuu DHCP Relay ans IPv6 u Lightweight DHCPv6 Re-
lay Agent (LDRA)

U3meHeHuA B pasgenax:

2.3 OCHOBHbIe TeXHUYECKNE XapaKTePUCTUKHU
2.5 KomnneKkT nocTtaBKku

4.5.1 ba3oBasa HacTpoiiKa KOMMmyTaTopa
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5.10 KoHdurypauma nntepdeiicos n VLAN

5.22 XypHan aBapuii, npotoKon SYSLOG

5.28.2.3 HacTpoiika akTUBHOro ceaHca KnueHTa (CoA)
5.32 KoHdurypauma ACL (CNUCKK KOHTPOAA A0CTyna)

Bepcua 1.14 27.05.2019 [Oo6aBneHbl pa3gensi:

5.17.10 Hactpoiika ¢pyHKumm Flex-link

5.19.5 RADIUS-aBTopusaumsa sanpocos IGMP
5.20.2 ®dyHKuma PIM Snooping

5.20.3 Npotokon MSDP

5.35.5 HacTpoiika npoToKona IS-IS

5.35.7 HacTpoiika Prefix-List

U3meHeHun B paspenax:

2.2.4 dyHKUMM TpEeTbero ypoBHA ceTeBoit mogenu OSI

2.3 OCHOBHble TeXHUYeCKue XxapaKTepucTuku

5.10 KoHdurypauma untepdeiicos n VLAN

5.14 Hacrtpoiika IPv4-agpecauumn

5.19.4 dyHKuUM orpaHuMyeHuna multicast-tpaduka

5.20.1 NpoTtokon PIM

5.20.4 dyHKuma IGMP Proxy

5.21.4 NpoToKon ynpasneHusa cetbto (SNMP)

5.28.4 KoHTponab npotokona DHCP u onuua 82

5.32.1 KoHdurypaumsa ACL Ha 6ase IPv4

5.35 KoHdurypauma npoToKON0B MapLupyTU3auum

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcua 1.13 05.02.2019 U3meHeHuA B paspenax:

2.2.4 ®yHKUMM TPETbEro YPOBHA ceTeBoi mogenu OSI
4.4 Pexxum paboTbl KOMMyTaTOpa

5.17.3 Hactpoiika npotokona GVRP

5.21.7.1 Telnet, SSH, HTTP u FTP

5.25.2 inarHocTMKa onTU4EeCcKOro TpaHcmeepa
5.27.2.2 PaclumMpeHHas HacTPOMUKa NOAJMHHOCTHU
5.27.3 KoHtponb npotokona DHCP un onuun 82
5.28 ®yHKkuun DHCP-Relay nocpegHuka

5.5 KomaHpgbl ynpasaeHUsa cuctemoim
YBenuueHo Koaundecrso Port-Channel go 48

Do6aBneHbl pasgenbi:

5.17.9 Hactpoiika npotokona CFM (Connectivity Fault Manage-
ment)

5.34.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcuna 1.12 01.11.2018 UsmeHeHuA B paspenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuku

5.17.4 MexaHusm o6Hapy:KeHus netenb (loopback-detection)
5.5 KomaHgbl ynpaBieHUsa cuctemon

5.19.2 Npasuna rpynnoBoii agpecauunun (multicast addressing)

Bepcma 1.11 28.09.2018 [Oob6asneH pasgen:
5.17.5.3 Hacrpoiika npotokona PVST+

U3meHeHuUA B pasgenax:

2.4.1 BHelWwHWA BUA U ONUCaHUE NepepHeli naHen ycTpoucTea.
4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHgbl ynpasieHUsa cuctemon

5.17.3 Hactpoiika npotokona GVRP

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx 5
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5.19.2 Npasuna rpynnoBoii agpecauunun (multicast addressing)
5.25.2 inarHocTnuKa onTU4eCcKoro TpaHcusepa

5.25.1 inarHocTMKa megHoro Kabens

5.21.2 NMpoTtokon RADIUS

5.26 dneKTponutaHue no nuHuam Ethernet (PoE)

5.27.1 ®dyHKuMA obecneyeHuUs 3aLmUTbl NOPTOB

5.30 KoHourypauma DHCP-cepsepa

5.4 HacTpoiiKa MaKpOKOMaHA,

Bepcma 1.10

28.06.2018

N3meHeHuA B paspenax
5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)

Bepcma 1.9

28.05.2018

[Nob6aBneHbl pasgenbi:

5.3 NepeHanpaBneHue BbiBoAA KomaHpg, CLI B Npon3BONbHDbIN
daiin Ha N3Y

5.34.5 Hactpoiika Equal-cost multi-path (ECMP)

U3meHeHus B paspenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.7.4 KomaHgapb! gna aBTomaTuueckoro o6HoBneHus u KoHurypa-
uum

5.10.1 Napamertpbl Ethernet-unrepodeiicos, Port-Channel u Loop-
back-unrepdeiicos

5.13 F'pynnbl arperauum KaHanos Large Aggregation Group

5.14 Hactpoiika IPv4 agpecauumn

5.17.1 Hactpoiika npotoKkona DNS — cuctembl SOMEHHbIX UMEH
5.17.9 Hactpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
5.19.5 dyHKUUA MHOroaapecHoi mapwpyTtusauum IGMP Proxy
5.20 MHoroagpecHasa maplipyTusaumua — npotokon PIM

5.30 KoHourypauma DHCP-cepsepa

5.34.3 Hactpoiika npotokona OSPF, OSPFv3

NPUNOXKEHUE A. NTPUMEPbI MTPUMEHEHUA U KOHOUTYPALIUU
YCTPOWMCTBA

NPUNOXEHUE I'. ONUCAHME NMPOLLECCOB KOMMYTATOPA

Bepcma 1.8

12.12.2017

U3meHeHuns B paspgenax:

2.3 OcHOBHbIe TeXHUYECKUE XapaKTepPUCTUKHU

2.4 KOHCTPYKTUBHOE UCMOSHEHUE

2.4.4 CeeToBaa MHAUKALMA

5.4 KomaHabl ynpasneHusa cuctemom

5.9.1 Napametpbl Ethernet-unrepdeiicos, Port-Channel n Loop-
back-untepdeiicos

5.9.2 Hactpoiika VLAN u pe}MmoB KommyTauumn uHtepdeiicos
5.16.7 Hactpoiika npotoKkona LLDP

5.18.1 ®yHKUMA nocpeaHUKa npoTokona IGMP (IGMP Snooping)
5.20.4 NpoToKon ynpasneHua cetbto (SNMP)

5.20.6 Cnucku goctyna ACL ans ynpasieHUA YCTPOUCTBOM
5.24.2 inarHocTMKa onTU4EeCKOro TpaHcMeepa

6.2 XXypHan aBapwii, npoTtokon Syslog.

6.9 KoHpurypauma PPPoE Intermediate Agent

Bepcna 1.7

18.09.2017

[o6aeneHbl pasgenol:

5.9.3 HacTtpoliika Private VLAN

U3meHeHuA B paspgenax:

2.3 OCHOBHbIe TEXHUYECKUNE XapaKTePUCTUKU

5.4 KomaHgbl ynpaBieHUA cCUCTeMoi

5.9.2 HacTtpoiika VLAN u pe:kMumoB KommyTauumn uHtepdeiicos
5.16.4 MexaHu3am o6HapyxeHusa netenb (Loopback-detection)
5.18 I'pynnoBasa agpecaumsa

5.20.6 Cnucku gocrtyna ACL ana ynpaBieHUA yCTPOCTBOM

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx
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5.20.2 Npotokon RADIUS

5.20.4 NpoTokon ynpasaeHus cetoto (SNMP)
5.21 }XypHan aBapuit, npotokon SYSLOG

5.26.3 KoHTpoab npotokona DHCP u onuyua 82
5.28 KoHowurypaumsa PPPoOE Intermediate Agent
5.32.1 HacTtpoiika QoS

Bepcusa 1.6 25.05.2017 [Oo6aBneHbl pa3gensi:

5.16.9 Hactpoiika ¢pyHKumm Layer 2 Protocol Tunneling (L2PT)
M3meHeHUA B paspenax:

2.2.4 dyHKUMM TpeTbero ypoBHA ceTeBot mogenu OSI

5.9 KoHdurypauus nntepodeiicos n VLAN

5.12 Fpynnbl arperauum KaHanos — Link Aggregation Group (LAG)
5.16.4 MexaHusm o6HapyxeHusa netenb (Loopback-detection)
5.16.6 Hactpoiika npoTtokona G.8032v2 (ERPS)

5.20.4 NpoTokon ynpasaeHus cetoio (SNMP)

5.20.7.1 Telnet, SSH, HTTP u FTP

5.26.1 PyHKUUM 06ecneyeHnn 3aWmTbl NOPTOB

5.27 ®yHKuum DHCP Relay nocpeaHuKka

5.28 KoHowurypaumsa PPPoE Intermediate Agent

5.30.3 KoHdurypaumua ACL Ha 6a3e MAC

5.32.1 Hactpoiika QoS

5.33.3 Hactpoiika npotokona OSPF, OSPFv3

Bepcua 1.5 23.03.2017 [Oob6aBneHbl pasgenbi:

5.6.3 KomaHabl gna pe3epBuUpoBaHUA KOHOUTYpaLumn
5.26.6 Hactpoiika ¢pyHKummn MAC Address Notification
ANPUNOXEHUE T ONUCAHUE NPOLLECCOB KOMMYTATOPA
U3meHeHuUA B pasgenax:

4.3 3arpy3o4yHoe MeHI0

5.4 KomaHAbl ynpaBaeHUsa cuctemoim

5.6.2 KomaHab! gna paboTbl ¢ paiinamu

5.9 KoHdurypauua nHtepdeiicos

5.18.2 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.16.2 HacTtpoiika npoTtoKona ARP

5.16.5.1 Hactpoiika npotokona STP, RSTP

5.20.1 MexaHusm AAA

5.26.3 KoHTtponb npotokona DHCP v onuua 82

6.1 MeHto Startup

Bepcna 1.4 09.09.2016 [ob6aBneHbl pa3genni:

2.4 KOHCTPYKTUBHOE UCNONIHEHUE — A06aBNeHO ONUCAHUE KOM-
myTtaTtopos MES2308

5.8 KoHdurypauus BpemeHHbIX UHTepBanoB time-range

5.15.8 Hactpoiika npotokona OAM

5.17.4 ®dyHKuUM orpaHudeHuna multicast-tpadpuka

5.24 dneKkTponutaHue no nuHuam Ethernet (PoE)

5.27 KoHowurypauma PPPOE Intermediate Agent

U3meHeHus B paspenax:

2.3 OCHOBHbIe TeXHONOrUYECKUe XapaKTepUCTUKKN

5.4 KomaHgbl ynpaBieHUA CUCTeMOM

5.7 HacTpoiiKka cMCTEMHOro BpemeHu

5.8 KoHurypauus nHtepodeiicos

5.12 Hacrtpoiika IPv4-agpecauum

5.15.5 CemeiicTBO NpoToKoaoB STP (STP, RSTP, MSTP)

5.17.1 Npasuna rpynnosoi agpecauumn (multicast addressing)
5.17.2 dyHKuMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.1 MexaHusm AAA

5.19.2 Npotokon RADIUS

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx 7
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5.19.5 MpoTokon ynpasneHus cetoto (SNMP)

Bepcma 1.3

22.07.2016

Do6aBneHbl pa3gensl:

5.15.6 HacTtpoiika npotokona G.8032v2 (ERPS)
U3meHeHus B paspenax:

2.2.3 dyHKUMM BTOPOro YPOBHA ceTeBoii moaenu OSI
5.4 KomaHabl ynpaBaeHUsa cuctemoim

5.8.2 HacTtpoiika untepdeiica VLAN

5.19.1 MexaHusm AAA

5.19.8.1 Telnet, SSH, HTTP u FTP

5.20 XypHan aBapuit, npotokon SYSLOG

5.27 KoHdwurypauma ACL (cnucku KoHTponsa pgoctyna)

Bepcusa 1.2

25.05.2016

[o6aeneHbl pasgenol:

2.3 OCHOBHbIe TeXHOJIOTMYECKME XapaKTepPUCTUKHU

2.4 KOHCTPYKTUBHOE UCMNOIHEHUE - ONUCaHUE KOMMYTaTOPOB
MES2348B

Bepcma 1.1

12.05.2016

[No6aBneHbl pasgensi:

2.3 OCHOBHble TEXHONOFNYECKME XapaKTEPUCTUKHU

2.4 KOHCTPYKTUBHOE UCNO/IHEHUE - ONUCAHUE KOMMYTaTOPOB
MES3324, MES2324

YpaaneH paspen:

5.14.2 TyHHenupoBaHue npotoKoa IPv6 (ISATAP)

Bepcua 1.0

25.03.2016

MNepBasa ny6ankaums.

Bepcua MO

4.0.16.5

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx
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HELTEX

YC/TOBHbIE OBO3HAYEHMUA

0O603HaueHue OnucaHue
B KBaZpaTHbIX CKOBKaxX B KOMaHAHOM CTPOKe yKa3blBatoTCcA HeobsA3aTeIbHble
[1 napameTpbl, HO UX BBOA, NPefOCTaBAAET ONpeAeNieHHble AONONHUTE bHbIE
onumu.
B ¢urypHbIx ckobKax B KOMaHAHOWM CTPOKE YKa3blBAOTCA BO3MOXKHble 068-
i 3aTesibHble NapameTpbl. Heobxoammo Bbi6paTbh OANH M3 NAPaMeTPOB.
«,» ﬂ,aHHbIe 3HaKM B ONNCaHNUN KOMaHAbl UCNONb3YKOTCA ANA YKa3aHUA AMana-
«-» 30HOB.
«|» [JaHHbIN 3HAK B ONMCaHMM KOMaHAbl 0603HAYaeT KUANY.,
«f» JaHHbIN 3HaK B oNMUcaHWe KOMaHAbl YKa3blBAeT HA 3HAYEHME NO YMONIYAHUIO.

Kypcusom Calibri ykasbiBaloTca nepemeHHble WAM MapameTpbl, KOTopble

Kypcue Calibri .
HeobxoAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM U/IN CTPOKOM.

MonyXMUpHbIA
MonyXMpHbIM WPUPTOM BblAENEHBI NPUMEYAHNA U NPEaYNPEKAEHUA.

KypcuBs
<MonyxcupHolii MoNy*KMPHbIM KYPCMBOM B YI/10BbIX CKOOKax YKasblBalOTCA Ha3BaHUA Kna-
Kypcue> BWLU Ha KNaBuaType.

Courier New MNonyxunpHbim LW pudtom Courier New 3anuncaHbl npUmepbl BBOAA KOMAHA,

WpudpTtom Courier New B pamke C TeHbIO YKa3aHbl pe3ybTaThbl BbINOJHEHUA
KOMaHa,

Courier New|

MpumeyaHua u npegynpexaeHus

BaHMIO U HaCTPOWKe yCTPoiiCcTBa.

MpeaynpexaeHna UHGOPMUPYIOT NONb30BATENA O CUTYaLUAX, KOTOpble MOryT HaHecTu
Bpep, yCTPOUCTBY UM YUEIOBEKY, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uam notepe

/f‘ MpumeyaHua copgepKaTt BaXKHYIO MH(')OpMaLI,MIO, coBeTbl WIn pekomeHaaumnm no ucnosib3o-
- AdHHDbIX.
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DHELTEX

1 BBEAEHMUE

B nocnegHue roabl Habnwogaetcs TeHAEHUMA K  OCYLLECTB/IEHUIO MAcCWITabHbIX MPOEKTOB Mo
MOCTPOEHMUIO CeTelt CBA3K B cOOTBETCTBUMN € KoHuenument NGN. OgHoOM M3 OCHOBHbIX 33434 NPU peaansaumnm
KPYMHbIX MY/AbTUCEPBUCHBIX CEeTEeN ABAAETCA CO34aHMEe HaAEeKHbIX M BbICOKOMPOU3BOAUTENbHbIX
TPAHCMNOPTHbIX CETeN, KOTOpble ABAAIOTCA OMOPHbIMW B MHOFOC/IOMHOW apXUTEKType ceTel caeaytoLero
NOKONEHMUA.

Mepesaya wHPoOpmMaummM Ha 6ONbLWKMX CKOPOCTAX, OCOBEHHO B CETAX KPynHoOro MmacwTaba,
noapasymeBaeT BbI6Op TakoW TOMONOIMM CETM, KOTOPas Mo3BOAAET rMOKO OCYLLecTBAATb pacnpeaesneHune
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTtatopbl cepuit MES53xx, MES33xx 1 MES23xx MOryT MCMNOJIb30BaTbCA Ha CETAX KPYMHbIX
npeAnpuATUIA U NPeanPUATMIA Manoro u cpeaHero busHeca (SMB), B onepaTtopckux cetax. OHM obecneymBatoT
BbICOKYO NMPOU3BOANTENIbHOCTb, TMOKOCTb, 6€30MacCHOCTb, MHOrOYPOBHEBOE KauyecTBO 0bcayxunsanHma (QoS).
KommyTtatopbl MES5324 1 MES3324 061aaatoT NOBbILWEHHOM HafeXHOCTbIO 3a CYET pe3epBMpOBaHUA Y3108,
onpeaenatowmnx becnepebonHOCTb GYHKLNMOHNPOBAHMA — MOAYNEN NMUTAHUA U MOAYNEN BEHTUNALUN.

JNInHelika npomblwneHHbix KommyTaTopos IJITEKC cepun MES35xx npegHasHa4veHa 414 opraHM3aumm
3aLUMLLEHHDbIX OTKA30yCTOMYMBBLIX CETEN Mepeayu AaHHbIX Ha 0ObeKTax, rae HeobXxoAMMO BbINOJHEHME
TpeboBaHMI MO YCTOMYMBOCTM K BO3LENCTBUAM PA3NMYHOIO BMAA TEMMEpPaTypHbIM U MEXAHUYECKUM
BO34EeNCTBMAM, BUOpaLMK U Ap.

B HacToAwem pyKoBOACTBE U3/TI0XKEHbl Ha3HAYeHMe, TEXHUYECKUE XapaKTepPUCTUKU, peKoMeH4aumu no
Ha4YasbHOM HaCTpOVIKe, CUHTAKCNC KOMaHA ONnAa KOHd)MpraLI,MM, MOHWUTOPWUHIA U obHoBNEHUA nporpammHoro
obecnevyeHus KOMMYTaTOpa.
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HELTEX

2 OINUCAHUE U3AENUNA

2.1 Ha3HaueHue

KommyTaTtopbl arperauumn cepuii MES53xx, MES33xx — 3TO BbICOKONPOM3BOAMUTE/NbHbIE YCTPOMNCTBA,
OCHalleHHble WHTepdercamm 10GBASE-G, 40GBASE-G w npegHasHauyeHHble ANA UCNOMb30BaHMA B
OMepaTopPCKMX CETAX B KaUecTBe YCTPOWCTB arperaummn 1 B LieHTpax o6paboTkm aaHHbIx (LLOA) B KauecTse Top-
of-Rack nnun End-of-Row kommyTtaTopos.

MopTbl ycTpoicTBa noaaep»kusatoT paboTty Ha ckopoctax 40 Féut/c (QSFP+) (MES5324), 10 Iéut/c
(SFP+) nam 1 rémt/c (1000BASE-X n 1000BASE-T SFP), uto obecneuymBaeT rmbKOCTb B MCMNOAb30BaHUU U
BO3MOKHOCTb NOCTENEHHOrO nepexosa Ha 6osee BbICOKME CKOPOCTM Nepepauyn AaHHbiX. Hebnokupyemas
KOMMYTaLMOHHAA MaTpuLa NO3BOJIAET OCYLLECTBATL KOPPEKTHYIO 06paboTKy NakeToB NPy MaKCUMasbHbIX
HarpysKax, COXpaHas Npu 3TOM MUHMMAa/bHbIE U NPeacKasyemMble 3aePKKM Ha BCeX TMNax Tpaduka.

Cxema BeHTUnAUMM front-to-back obecneunBaet adpdeKkTMBHOE OXNaKAEHME NPU WUCNOJb30BAHMM
YCTPOMCTB B YCN0BUAX COBpPeMeHHbIx LLO/.

Ayb6nnpoBaHHblE BEHTUAATOPbI U WUCTOYHWKU MUTAHUA MOCTOSHHOTO WM MEepPemMeHHOro TOKa B
CoYeTaHnn C Pa3BUTON CUCTEMOIN MOHUTOPUHIa annapaTHOM YacTu YCTPOICTBa NO3BONAIOT NOYYNUTb BbICOKUE
nokasaTenu HafAeXHOCTU. YCTPOMCTBA MMEIOT BO3MOMKHOCTb ropsAyelt 3ameHbl mMmoaynei nNuUTaHua U
BEHTMNALMOHHbIX Moaynelt, obecneunsan becnepeboiiHocTb GYHKLMOHNPOBAHMA CETU onepaTopa.

KommyTtatopbl goctyna MES2308(R), MES2324(B)(F)(FB), MES2348B, MES23xx(P) — ynpaBnsemble
KOMMYTaTopbl YPOBHA L2+, ocywecTBAAIOT NOAK/IOYEHUE KOHEYHbIX MONAb30BaTeiei u ceTei npeanpuaTuii
MaJIoro 1 cpeaHero 61M3Heca K ceTAM onepaTopos CBA3M C NomoLLbio nHTepdeicos 1/10Gigabit Ethernet.

MpomblwneHHble KommyTaTopbl MES2328l, MES3508(P), MES3510(P) npeagHa3HayeHbl AN

opraHv3auMy 3alMLLEHHbIX ceTell nepefayn [AaHHbIX Ha 06bekTax, rae HeobXxoAWMO BbIMOJIHEHWE
TpeboBaHUIl N0 obecneyeHnto YCTOMUYMBOCTU K TEMMNEPATYPHbLIM BO3AEACTBUAM.

2.2 O®YHKUUM KOMMYTATOpA

2.2.1 basosble hyHKyuU
B Tabanue 1 npuseaeH cnncok 6a3oBbix GyHKUKNIA YCTPOMUCTB, AOCTYMNHbIX 418 a4MUHUCTPUPOBAHUA.

Tabnuua 1 — basoBble GyHKLUN YCTPOUCTBA

3awyuma om BAOKMPOBKa BO3HUKAET B C/TyHaAx Neperpyskm BbIXOAHbIX NOPTOB YCTPOMCTBA Tpa-
6n10KuposKu GUKOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO NPUBOAMUT K 3a4epiKKam nepesayn
oyepedu (HOL) OaHHbIX N NOTepe NaKeToB.
Mododepika c 6
NocobHOCTb NOAAEPKMBATL Nepesayy CBEPXAJMHHbBIX KaapoB, YTO NO3BONAET

C8epXOAUHHbIX AAEP PeAaty ceepxa AP .

nepenaBaTtb AaHHble MEHbLIMM YMCIOM NAKETOB. ITO CHUMKAET 06beM CyKebHOM
Kadpos (Jumbo

MHbOpMaLMn, Bpems 06paboTKM U NepepbIBbl.
frames)
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DHELTEX

YnpaeneHue
nomokKom
(IEEE 802.3X)

YnpaBneHne NOTOKOM MO3BOJIAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C Bbl-
COKOCKOPOCTHbIM. [ANA NpeaoTBpalleHma nepenoiHeHns 6ydepa HU3KOCKOPOCT-
HOe YCTPOMCTBO MMEET BO3IMOXKHOCTb OTNpPaBnATb nakeT PAUSE, Tem cambim WH-
dopmmMpyA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTU cAenaTtb Naysy npu
nepejaye NakeTos.

Paboma e cmeke
ycmpoiicme

KommyTaTop noaaepxunsaer obbegMHEHNE HECKObKUX YCTPOMCTB B CTEK. B aTOM
C/lydae KOMMYTATOpbl PAacCMATPMBAOTCA KaK efuHoe YCTPOWCTBO C 06Lwumu
HacTpoiKkamu. BO3MOKHbI ABE TOMOMOrMM MOCTPOEHMUS CTEeKa — KO/bLO W Le-
nouka. Mpu 3ToM NapameTpbl NOPTOB BCEX YCTPOWCTB, BKIOUEHHbIX B CTEK MOYKHO
334aTb C KOMMyTaTopa, paboTaioliero B pexume «mactep». CTeKMpoBaHue
YCTPOWCTB NO3BO/IAET CHU3UTb TPYA0EMKOCTb YPABAEHUSA CETbIO.

2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuseaeHbl GyHKUMM YCTPOCTB Npu paboTte ¢ MAC-aapecamu.

Tabnnua 2 — OyHKUMK paboTbl c MAC-agpecamu

Tabauya MAC-
adpecos

KommyTaTop coctaBnfaeT B namaTh TabauLly, B KOTOPOW yCTaHaBIMBAETCA COOTBET-
cteue mexkgy MAC-agpecamu 1 y3namum nopToB KOMMYTaToOpa.

Pexcum obyveHus

B oTcyTcTBME 06yYeHMs, AaHHble, NOCTynatolWme Ha Kakoi-nnbo nopT, nepesa-
IOTCA Ha BCe OCTa/ibHble MOPTbl KOMMYyTaToOpa. B pexvume obyyeHns KommyTaTop
aHanusupyeT Kagpbl 1, onpegenus MAC-afipec oTnpaBuUTeNs, 3aHOCUT ero B Tab-
Uy KommyTaumu. Bnocneacteum kaap Ethernet, npeaHasHauyeHHbIN ans XocTa,
MAC-agpec KOTOpPOro y:Ke ecTb B Tabimue, nepefaeTcs ToNbKO Yepes yKasaHHbIN
B Tabauue nopT.

Moddepxka
nepedayu Ha
Heckonbko MAC-

[aHHaa GyHKUMA NO3BONSET YCTaHABNMBATL COEAMHEHUS «OAMH KO MHOTUM» U
«MHOTME KO MHOTMM». TakuM 06pa3om, Kaap, afpecoBaHHbIi MHOTOaApecHO

adpecos rpynne, nepefaeTca Ha KaXKAblil NOPT, BXOAALMI B rpynny

(MAC Multicast ' '

Support)

Aemomamuveckoe } 5

epems xpaHeHus Ecau oT ycTpoiicTtea ¢ onpegeneHHbim MAC-agpecom 3a onpeaesieHHbIn nepuog,
BpemMeHUN He NOCTYyNakoT NaKeTbl, TO 3aNUCb ANA AaHHOIo aapeca yCtapeBaeT U a-

MAC-adpecoe p y Aana Aap ycTap YA

Aut tic Agi naetca. 9To no3BonsAeT noaaepxnBatb Ta61w|u,y KOMMYTaUuun B aKTyaZlbHOM CO-

(Automatic Aging for ———

MAC Addresses)

CmamuyecKue .

3anucu MAC CeteBomn KOMMYTATOP NO3BO/IAET NO/Z1Ib30BAaTENHO onNpeaennTb CtTatTuyeCkme 3anncu

X . cooTBeTcTBNIN MAC-agpecoB, KOTOpble COXPaHAOTCA B TabinLe KOMMyTaLUun.
(Static MAC Entries)

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx
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HELTEX

2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI|

B Tabnnue 3 npuseaeHbl pyHKLUN 1 0COBEHHOCTM BTOPOro YpoBHS (ypoBeHb 2 OSI).

Tabnunua 3 — OnucaHune GyHKUMIA BTOpOro ypoBHA (yposeHb 2 OSl)

Peanuzauusa npotokona IGMP no3sonseTt Ha 0CHOBE MHPOpMaLMKU, NOSYYEHHOM

®yHkyus IGMP npv aHanunse cogepkmnmoro IGMP-nakeToB, onpeaennTb, Kakne yCTPoMcTBa B
Snooping CeTW yYyacTBYIOT B rpynnax MHOroaapecHom PaccbikK, U agpecoBaTth TPaduK Ha
COOTBETCTBYIOLLME MOPThI.
®yHKyusa MLD Peanusauma npoTokona MLD nossonseT ycTponcTsy MUHUMU3NPOBATL MHOTO-
Snooping appecHbliii IPV6 Tpaduk.
PyHKUMA, NO3BONAOWAA NepeHanpaBaATb MHOrOaApPecHbIM TpaduK U3 ofHOM
dyHKyua MVR VLAN B Apyryto Ha ocHoBaHMWU IGMP-coobLLeHMI, YTO NO3BONAET YMEHbLUNTb

Harpysky Ha uplink-nopTty. MpumeHnaeTca B peweHuax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast

Storm Control)

«lWTopm» — 31O pasmHoxKeHue broadcast-, multicast-, unknown unicast-
MaKeTOB B KaXXAOM y3/ie, KOTOPOe MPUBOAMUT K NaBUMHOOBPA3HOMY POCTY WX
uncna u napanusyet paboty cetn. KOMMyTaTopbl UMEIOT GYHKLMIO, NO3BONAIO-
LY OFPaHUYUTL CKOPOCTb Mepesaynm MHOrOaLPECHbIX U LIMPOKOBELLATENbHbIX
KaZpoB, NPUHATbIX N NepeaaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epKanupoBaHue NOpPTOB No3BoaseT Ayb6amMposaTtb TpaduK Habaogaembix Nop-
TOB, Nepecblnas BXoAAwMe U/UAM UCXOAALLME NAKETbl Ha KOHTPOAUPYHOLWMIA
nopTt. ¥ nonb3oBaTens KOMMyTaTOpa eCTb BO3MOXHOCTb 334aTb KOHTPOINPYHO-
LM M KOHTPO/IMPYeMble MOpPTbl U BbiIBpaTb TUM Tpaduka (BXxoaawmin n/mam mc-
XOAALWMNIM), KOTopbIN ByaeT nepeaaH Ha KOHTPOAUPYOLWMIA NOPT.

U3zonayua nopmos
(Protected ports)

[JaHHas yHKUMA No3BONSET HazHauUTb NopTy ero uplink-nopT, Ha KoTopbIl 6es-
yC/N0BHO byaeT nepeHanpaBnsaTbecs Becb Tpadpuk, obecneynsas Tem cambiM M30-
NALMIO C APYrMMM NopTamu (B Npeaenax 04HOro KOMMyTaTopa), HaxoAALWMXCA B
3TOM Xe WnpoKoBewaTenbHom aomeHe (VLAN) B npeaenax ogHOro KoMmyTa-
TOpa.

Private VLAN Edge

[JaHHaa GyHKUMA no3BoNAET U30AMPOBATL MPYNMy NOPTOB (B Npegenax ogHoro
KOMMYTATOpa), HaXO4ALMXCA B OAHOM LUMPOKOBELLATENIbHOM AOMEHE MEXAY
coboii, No3BoAAA NpM 3TOM 06MeH TpadMKOM C APYrMMU NOPTAMM, HAXOAALLM-
MWUCS B 3TOM K€ LUMPOKOBELLATE/IbHOM AOMEHE, HO He MPUHAANEeXKalMMK K
3TOM rpynne.

Private VLAN (light
version)

ObecneunBaeT M30NALMIO MEXKAY YCTPOMNCTBAMM, HAXOAALWMMMUCA B OLHOM LLUK-
poKoBelaTeNbHOM LOMeHe, B npegenax Bcei L2-ceTn. PeannsoBaHbl TO/IbKO
[Ba pexkuMma paboTbl nopta Promiscuous u Isolated (Isolated-nopTbl He moryT
obmeHMBaTbLCA APYT C APYIOM).

Spanning Tree Protocol — ceTeBoit NPOTOKOA, OCHOBHOI 3a4ayeil KOTOPOro AB-

Mododepika

naetca npuseaeHmne cet Ethernet ¢ n3bbITOUHBIMM COEAUHEHUAMM K APEBOBUA-
npomokona STP - .

. HOW TOMOIOrMK, UCKtOYatOLLEeNR NneTan. KommyTaTopbl 06MeHMBAOTCA KOHOUTy-

(Spanning Tree

PaLMOHHBIMK COOBLLEHMAMM, UCMONb3YA Kagpbl cneunanbHoro ¢opmara, v Bbl-
Protocol) 60POYHO BKAKOYAIOT M OTK/IIOYAIOT Nepegayy Ha nopTbl.
Moddepika
npomokosa RSTP Rapid (6bicTpbitt) STP (RSTP) — sABnfeTcA ycosepLUEHCTBOBaHMEM MPOTOKONA
(IEEE 802.1w Rapid STP, xapaKTepusyeTca MeHbLUMM BPEMEHEM NPUBEAEHUA CETU K APEBOBUAHON
spanning tree TOMONOTUK U UMeeT 6osiee BbICOKYHO YCTOMYMBOCTb.
protocol)
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DHELTEX

lpomokon ERPS
(Ethernet Ring
Protection Switching)

MpoToKon npeaHasHayYeH ANA NOBbIWEHUA YCTOMYMBOCTU U HAAEKHOCTU CETU
nepefayy AaHHbIX, UMEIOLLEN KONbLEBYIO TOMONOMMIO, 38 CHET CHUMKEHUA Bpe-
MEHW BOCCTAHOBNEHWA CETU B C/ly4ae aBapun. Bpema BOCCTAaHOBAEHMA He npe-
BbIAeT 1 ceKyHAbl, YTO CYLLECTBEHHO MEHbLUE BPEMEHWU NEPECTPONKM CETU NpU
MCMNO/Ib30BAHUKN NPOTOKO/I0B CEMENCTBA spanning tree.

Moddepxka VLAN

VLAN — 3To rpynna nopToB KOMMyTaTopa, 0b6pasyowmx ogHy LWMPOKOBeLLa-
TeNbHyo obnactb (AomeH). KommyTatop noaaepKMBaeT pas/iMyHble cpeacTsa
KnaccupurKaLmm NaKeToB Ans onpeseneHns ux NpUHaLNeKHOCTU K onpeaeneH-
Hoi VLAN.

Moddepxka
npomokona OAM
(Operation,
Administration, and
Maintenance, IEEE
802.3ah)

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah —
dYHKUMM YPOBHSA KaHala Nnepesayvm AaHHbIX NPeACcTaBAA0T cO60iM NPOTOKOA MO-
HUTOPUHra COCTOAHMA KaHana. B aTom npoTokone gna nepegaum nHdopmaumm
0 COCTOAHWUM KaHaNa MeXay HENOCPeACTBEHHO NOAKAOYEHHBIMUW YCTPONCTBAMM
Ethernet ucnonbsytoTca 670KM paHHbIX npoTokona OAM (OAMPDU). O6a
YCTPOICTBa A0MKHbI NoaaepKunsatb ctaHgapT IEEE 802.3ah.

Moddepxcka GVRP
(GARP VLAN)

MpoTtokon peructpaumm GARP VLAN obecneumBaeT AnHamuyeckoe gobasne-
Hue/yaanenue rpynn VLAN Ha nopTax KommyTatopa. Ecam BK/OYEH NPOTOKOA
GVRP, KommyTaTop onpeaenseT, a 3aTeM pacnpocTpaHaeT AaHHble O NPUHaA-
nexHoctu K VLAN Ha Bce NopTbl, ABNAIOLLMECA YACTbIO aKTUBHOM TONOOTUN.

Moddepicka VLAN Ha
6a3e nopmos
(Port-Based VLAN)

PacnpeaeneHune no rpynnam VLAN BbinoAHAETCA NO BXOAALWMM nopTam. [laHHoe
pelleHe NO3BOMAET MCMOJIb30BaTb Ha KaXXAOM MOPTY TO/IbKO OAHY rpynny
VLAN.

Moddeprka 802.1Q

IEEE 802.1Q — OTKpbITbIN CTaHAAPT, KOTOPbIN ONUCbIBAET NpOLLeAYpY TerMposa-
HUA TpaduKa Ana nepesayun MHoopmaumm o npuHaanexkHoctm K VLAN. Mo3so-
NAeT NCNoNb30BaTb HecKobKo rpynn VLAN Ha ogHOM nopTy.

Ob6veduHeHue
KaHan0e ¢
ucnonbL308aHUEM
LACP

MpoTtokon LACP obecneynBaeT aBToMaTMYeckoe o6beguHeHUe OTAe/IbHbIX CBA-
3ei Mexay ABYyMA YCTPOMCTBaMM (KOMMYTaTOp—KOMMYTATOP UM KOMMYTaTop—
cepBep) B eAMHbIN KaHan nepesayn AaHHbIX.

B npoToKo/ie NOCTOSHHO onpeaenseTcsa BO3MOXKHOCTb 06beANHEHMA KaHaNoB, U
B C/lyyae OTKa3a coegMHEeHUA, BXOAALWEro B 06beAgNHEHHbIN KaHan, ero Tpaduk
aBTOMaTUYECKM nepepacnpenenserca No He OTKa3aBLIMM KOMMOHEHTam 06b-
eIMHEeHHOro KaHana.

Co3zdaHue 2pynn LAG

B ycTpoiicTBax noggep:kusaetca GpyHKLMA CO34aHUA rpynn KaHaaoBs. Arperaums
KaHanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHonorna obveam-
HEHUA HECKONbKMX GU3NYECKUX KaHANOB B OAMH SIorMyeckunin. 31o cnocoberayeT
He TO/MIbKO YBE/IMYEHMUIO MPOMNYCKHOW CMOCOBHOCTM MarmcTpasnbHbIX KaHaioB
KOMMYTaTOP—KOMMYTaTOp MM KOMMYTaTOp—CepBep, HO U MOBbILWEHUIO WX
HaZeXHOCTU. BO3MOKHbI TpM TMNA BanaHCMPOBKM — Ha ocHoBaHUKM MAC-agpe-
COB, Ha OCHOBaHMK |P-aipecoB U Ha OCHOBaHMM nopTa (socket) HazHaueHus.
lpynna LAG coCTOWT M3 NOPTOB C O4MHAKOBOW CKOPOCTbLO, paboTatowmx B gyn-
NIEKCHOM peXxunme.

Moddepxka Auto
Voice VLAN

MpepoctaBaseT BO3MOKHOCTb NAEHTUOULMPOBATL F010COBOM TPAPUK HA OCHO-
BaHuKM OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-agpeca).
Ecnm B8 MAC-Tabnnue kommyTtatopa npucytcreyet MAC-agpec ¢ OUl ronocosoro
wno3a unn ke IP-tenedoHa, To AaHHBIN NOPT aBTOMaTMYeckn aobasnsetca B
voice vlan (naeHTnduKaums no npotokony SIP nnm ke no MAC-agpecy nonyya-
TeNA He NoAAEePKUBAETCA).

Selective Q-in-Q

Mo3BonseT Ha3Ha4yaTb BHewHKUt VLAN SPVLAN (Service Provider's VLAN) Ha oc-
HOBE CKOHOUIypMpOBaHHbIX NpPaBua GUABTPALUM NO HOMEpPam BHYTPEHHMUX
VLAN (Customer VLAN). MpumeHeHune Selective Q-in-Q no3sosseT pasobpatb
Tpaduk aboHeHTa Ha HeckonbKo VLAN, nameHutb metky SPVLAN y nakeTa B OT-
OeNbHOM y4yacTKe ceTu.

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx
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2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeesoii modenu OSI

B Tabnnue 4 npuseaeHbl pyHKLUN TPeTbero yposHa (yposeHb 3 OSI).

Tabnnua 4 — OnucaHune GyHKLUMIA TpeTbero yposHs (Layer 3)

Knuenmeoi BootP u
DHcCP

(Dynamic Host
Configuration
Protocol)

YcTponctBa CnocobHbI
BootP/DHCP.

aBTOMAaTMYeCKM nony4yaTb IP-agpec no npoTokony

Cmamuyeckue IP-
mapuwpymel

AAMWHMUCTPATOP KOMMYTaTOpa MMeeT BO3MOXKHOCTb A06aBNATb U yAANATb CTaTU-
YyecKue 3anucu B TabanLy mapLupyTusaumm.

lpomokon ARP
(Address Resolution
Protocol)

ARP — npoTokon conoctasneHua IP-agpeca u ¢pusnyeckoro agpeca ycTpomcraa.
CooTBeTcTBME YCTaHABAMBAETCA HA OCHOBE aHanM3a OTBeTa OT y3/1a CeTu, agpec
y3/1a 3anpalmBaeTca B LUMPOKOBeLATe/IbHOM NakerTe.

lpomokon RIP
(Routing Information
Protocol)

MpPOTOKO/ AMHAMMNYECKOW MapLLpPYTM3aLMM, KOTOPbIA NO3BOIAET MapLUpPYTM3aTo-
pam 06HOBAATbL MAPLUPYTHYIO MHOOPMALMIO, NO/YYan ee OT COCeaHNX MapLIPyTH-
3aToOpoB. B 3a4a4n NpoToKo1a BXOAMT OnpeaeneHme onTMMas bHOro MapLipyTa Ha
OCHOBAHMM AAHHbIX O KOJIMYECTBE NMPOMEKYTOUHbIX Y3/108.

®yHkyusa IGMP
Proxy

IGMP Proxy — ¢YHKUMA YNPOLLEHHOM MapLUPYTM3aLMN MHOFOAAPECHbIX AaHHbIX
Mmexay cetamu. [lna ynpaBneHWAa mapLlipyTMsauuein MCnonb3yeTca NPOTOKOA
IGMP.

lpomokon OSPF

MpPOTOKOA AMHAMMYECKON MapLUIpyTU3aLLMKW, OCHOBAHHbIA Ha TEXHOJ/IOTMM OTC/e-
UBaHUA cocToAHUA KaHana (link-state technology) 1 ncnonb3ayowmin 4Na Haxox-
AeHua KpaTyanwero nytu Anroputm denkctpbl. Mpotokon OSPF pacnpoctpaHaeT
MHbOPMaALMIO O JOCTYMHbIX MAPLIPYTaX MEXAY MapLUpyTU3aTopaMmn O4HOMN aBTo-
HOMHOWM CUCTEMDI.

lpomokon BGP

BGP (Border Gateway Protocol — npoToKoA rpaHUYHOrO W/03a) ABAAETCA NPoTo-
KOJIOM MapLUpyTM3aLMM MeXKAy aBTOHOMHbIMW cuctemamu (AS). MapipyTusa-
TOpbl 06MeHMBaOTCA MHPOPMaLMEN O MAPLLPYTAX K CETAM HasHaYeHuUs.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH 415 pe3epBrpoBaHMA MapLIpyTU3aTopoB, BbINO-
HAKOLWMX PO/b W03a MO YMOAYaHMIo. ITO gocThraetca nNyTém obbeanHeHums IP-
NMHTepdencoB rpynnbl MapLIPyTM3aTOPOB B OAWMH BUPTYasibHbIN, KOTOPbIN ByaeT
MCNO/1b30BaTbLCA KaK LU/K03 MO YMOYAHUIO A1 KOMIMbIOTEPOB B CETU.

PIM-npoTOKON MHOroagpecHon maplwpytusaumu ans IP-ceTeid, co3gaHHbIA AnA
peweHuna npobnem rpynnosol Mmapwpytusauun. PIM  6asupyetca  Ha
TPaANLMOHHBIX MapLUPYTHbIX NPOTOKONax (Hanpumep, Border Gateway Protocol),

lpomokon PIM BMECTO TOro, 4Ttobbl co34aBaTb COOCTBEHHYKO ceTeBytlo Tomonoruto. PIM
Mcnonb3yeT unicast-Tabauuy mapwpytusaummn ans nposepkun RPF. 3Ta nposepka
BbIMOMIHAETCA  MapllpyTu3aTopamu, 4Tobbl  ybeauTbcs, 4TOo  nepefaya
MHOroazpecHoro Tpaduka BbINoaHAeTcs no nyty 6e3 neTteno.
MpoToko A obmeHa WHpopmaumein 06 WUCTOYHMKAX bTMKacTa MexX

lpomokon MSDP poTokon A M bopma, T MynIeT T8 Mexay
pasanyHbimu RP B PIM.
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2.2.5 ®yHkyuu QoS

B Tabnnue 5 npuBeaeHbl OCHOBHble GYHKLUMM KadecTBa ob6cnyxusaHusa (Quality of Service).

Tabnmua 5 — OcHoBHble GYHKLMM KavyecTBa 0OCYKMBAHUA

Moddepxka
npuopumemHeoix
oyepedeii

YCTPOICTBO NOAAEPHKMBAET NPUOPUTU3ALMIO UCXOAALLETO TPadMKa NO oYepesnam
Ha Kak4oMm nopTy. PacnpeaeneHune nakeTos No oyepessam MOMKET MPOU3BOAUTLCA
B pe3y/ibTaTe KAaccubuKaLumMm NakeToB No PasanyHbIM NOAM B 3aro/IoBKax nake-
TOB.

ModdepiKa Knacca
obcayrcueaHusa
802.1p

CraHgapT 802.1p cneundunumpyetT MeToZ YKasaHUA NpuMopuTeTa Kagpa U anro-
PUTM MCNOJ/Ib30BAHUA MPUOPUTETA B LENIAX CBOEBPEMEHHOMN AOCTaBKU YyBCTBU-
TE/IbHOTO K BPEMEHHbIM 3a4eprKKam Tpaduka. CtaHgapT 802.1p onpeaensaeT Bo-
cemMb ypoBHel npuoputetos. KOMMyTaTopbl MOTYyT UCMNO/b30BaTb 3Ha4YEHME NpU-
oputeta 802.1p ana pacnpegeneHna Kagpos No NPUOPUTETHLIM ovepeaaM.

2.2.6 ®yHKyuu obecneyeHus 6ezonacHocmu

Tabnmua 6 — PyHKUMKN 0becnevyeHms Be3onacHoCTH

®YHKUMA KOMMyTaTopa, NpeaHasHayYeHHana 4aa 3aWuTbl OT aTak C UCMNO/b30Ba-
Huem npoTokosna DHCP. ObecneumsaeT ¢punbtpaumto DHCP-coobluieHuin, nocTy-

DHCP snooping MUBLLUMX C HEHAZEXHbIX MOPTOB NyTEM NOCTPOEHUSA U NoAAEPKAHNA 6a3bl AaHHbIX
npueaskn DHCP (DHCP snooping binding database). DHCP snooping BbinoaHaeT
AelncTena bpaHamayspa Mexay HeHaZeKHbIMM nopTamu 1 cepsepamm DHCP.
Onuwus, KoTopasa nossosiseT nponHpopmmnposatb DHCP-cepsep o0 Tom, C Kakoro
Onyus 82 DHCP-peTpaHcnaTopa v Yyepes Kakol NopT npuLlen 3anpoc.

npomokosna DHCP

Mo ymoi4aHMo KOMMyTaTop, Mcnonb3yowmin pyHKumo DHCP snooping, obHapy-
»KuBaeT un otbpacbiBaeT ntoboii DHCP-3anpoc, cogepKalmin onumio 82, KOTOpbIn
OH NONY4YUN Yepes HeHagExHbli (untrusted) noprT.

UDP relay MNepeHanpasneHue wnpokoselatesbHoro UDP-TpadurKa Ha yKasaHHbIW IP-agpec
DHCP-cepBep ocyuiectBAseT LEHTPaAM30BaHHOE ynpaB/ieHWe CeTeBbIMWU aape-
®yHKyuu DHCP- pBep ocyuy LEHTP ynp ap
CaMM M COOTBETCTBYIOLWMMMU KOHOUIYPALMOHHbIMM NapameTpamn, aBTomaTuye-
cepeepa

CKM NpeaoctaBsiaa X KIMEHTaM.

IP Source address
guard

®PyHKUMA KOMMYTaTOpa, KoTopaa orpaHnyneaet IP-Tpaduk, dunbTpya ero Ha oc-
HOBaHWK TabanUbl COOTBETCTBUIA 6a3bl AaHHbIX NpuBaA3kKM DHCP — DHCP snooping
M CTaTUYeCcKM CKoHoUrypupoBaHHbix IP-agpecoB. ®PyHKUMA mMcnonb3yetca Ana
60pbbbI c NogmeHow IP-agpecos.

CDyHKLI,VIﬂ KOMMYTaATOpa, NpegHa3Ha4yeHHaAa ONA 3aWnTbl OT aTaK C UCNO/1b30Ba-

Dynamic ARP Huem npoTokona ARP. CoobLieHne, KOTopoe NocTynaeT C HEHaAeXHOro nopTa,
Inspection noagepraeTca NpoBepKe — cooTBeTcTBYeT 2 IP-agpec B Tene npuHatoro ARP-na-
(Protection) KeTa IP-agpecy oTnpaButens.

Ecnun appeca He coBNagatoT, TO KOMMyTaTop oT6packiBaeT nakKer.

Ha ocHoBe MHbOpMaunK, cogepKalleinca B 3aro/loBKax yposHe 2, 3 n 4, y agmm-
[2-13—-14ACL dopma, AepKaLy yp yaA

(Access Control List)

HUCTPATOPa eCTb BO3MOMXKHOCTb HAaCTPOWTL NPABKUIA, COrIACHO KOTOPbLIM NakeT by-
net obpabotaH, "Mbo oTOpOLLEH.

Time-Based ACL

Mo3sonsAeT cKoHGUIrypupoBaTh BPEMEHHbIE PaMKM, B TEUEHNE KOTOPbIX AaHHbIN
ACL bypeT aenctsoBaThb.
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noéauHHOCMU HA
OCHose nopma
(802.1x)

Moddepika OcHoBHana PpyHKUMA 6J1OKMPOBKU — MOBbLICUTL H@30NAaCHOCTb CeTU, MPeAOoCTaBIAN
306710KUPOBAHHbIX [0CTYyN K MOPTYy KOMMyTaTopa TO/IbKO A5 yCTpoicTe nmetowmnx MAC-agpeca, 3a-
nopmos Kpen/ieHHble 32 3TUM MOPTOM.

lpoesepka

MpoBepka noanvHHocTu IEEE 802.1x npeactaenset cobot MexaHM3M KOHTPOA
[OCTyNa K pecypcam Yepes BHeLWHUI cepsep. Mpolueawine nposepKy Noa/MHHO-
CTM NONb30BATENIN NOAYYAOT LOCTYN K pecypcam BblbpaHHOM ceTu.

2.2.7 ®yHKYuUU ynpasseHuUs KOMmMmymamopom

Tabanua 7 — OCHOBHbIe PYHKLMK yNpaBAeHNA KOMMYTAaTOPaMM

3azpy3Ka u
ebi2py3Ka paiina
Hacmpoliku

MapameTpbl yCTPOMCTB COXPaHAIOTCA B daiiie HaCTPOMKU, KOTOPbLIV COAEPKUT
JAaHHble KOHOUIypaLmMmM KaK BCel CUCTEMBI B LLeIOM, TaK U onpeaefieHHOro nopTa
YCTPOMCTBA.

lpomokon TFTP

Protocol)

(Trivial File Transfer

MpoToKkon TFTP ncnonb3yetcs 4aa onepawmini 3anmucy u yteHus ¢aiinos. MNpotoKkon
OCHOBaH Ha TpaHCcNoOpTHOM npoTokose UDP.

YcTpoicTea noaaepXuBatoT 3arpysKy 1 nepeaady no JaHHOMy NPoToKoNy daiios
HacCTPOWMKKN 1 06pa3oB NPOrpammHoro obecneyeHms.

lpomokon SCP
(Secure Copy)

MpoToKkon SCP ncnonb3yeTtcs 414 onepaunin 3anucu u yteHma gpainos. MpoTtokon
OCHOBaH Ha ceTeBOM MpoToKoae SSH.

YCTpOoICTBa NOAAEPKMBAIOT 3arPy3Ky M Nepesady no AaHHOMY NpoTokoay dainnos
HaCTPOWMKKN 1 06pa3oB NPOrpammHoro obecnevyeHms.

YoaneHHbili
MOHUMOpPUH2
(RMON)

YpaaneHHblh MOHUTOPUHT (RMON) — cpeacTBO MOHUTOPUHIA KOMMbIOTEPHbIX CE-
Ten, pacwmpeHme SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAOT cobupaTb Ana-
FTHOCTMYECKNEe AaHHble C MOMOLbIO CTaHUUM ynpasaeHua cetbto. RMON — 3To0
CTaHgapTHaA 6asa MIB, B KOTOpoi onpegeneHbl TEKyLWAn U Npeaplaywas ctaTm-
CTMKa ypoBHA MAC 1 06beKTbl yNpaBieHUsn, NpeaoCcTaBAAoWLME AaHHbIE B peasib-
HOM BpeMeHMW.

lpomokon SNMP

Mpotokoa SNMP ncnonb3yetca o158 MOHUTOPUHIA U YNPaBaeHUA CETEBbIM YCTPOW-
ctBOM. [InA ynpaBneHua AOCTYNOM K CUCTEME ONpeaensaeTca CNMCOK 3anuncen co-
obLecTBa, Kaxaan U3 KOTOPbIX COAEPKUT NPUBMAETMM JOCTYNA.

Unmepdpeiic

KOoMaHOHOUi cmpoKu

YnpasneHne kKommytatopamum nocpeactsom CLI ocyliecTBnaeTcs NOKaAbHO Yepes
nocnegoBaTenbHbIM nopT RS-232, nnbo yaaneHHo yepes telnet, ssh. UHTepdelic
KOMaHAHOW CTPOKK KoHconu (CLI) sBnAaeTca NpoMbIWAEHHbIM CTaHAAPTOM. UH-

Time Protocol)

(cLi) TepnpeTtaTop CLI npegocTaBnseT CNMCOK KOMaHA, U KAOYEBbIX C/I0B A1 MOMOLM
Mo/Ib30BaTE/IO U COKpaLLLEHMIO 06beMa BBOAUMBIX AAHHbIX.
syslo Syslog — npoToKon, obecneunsaoLLmii Nepeaady coobLLEHMIA O MPOUCXOAALLUX B
ysiog cucTeme CobbITUAX, a TaKKe yBeJomMAeHnin 06 owmnbKax yaaneHHbIM cepeepam.
SNTP Mpotokon SNTP — NPOTOKON CUHXPOHM3ALUU BPEMEHU CeTU, rapaHTUpPyeT ToY-
(Simple Network HOCTb CMHXPOHWM3aLMN BPEMEHWN CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUAIUCE-

KYHZbI.

Traceroute — cnyxebHas GyHKUMA, NpegHa3HAYeHHan 4aa onpeaeneHms mapiu-

ypoeHu npusunezuii

Traceroute
pyTOB Nepefayvun AaHHbIX B IP-ceTax.
YnpaeneHue A .
MWHWUCTPATOP MOXKET ONpeaeuTb YPOBHU NPUBMAETUIA A0CTYNA 410 NO/Nb30Ba-
KOHMpoaupyembsim A . P . P PeA yp P Aocryna 4 .
Tenen yCTpomCcTBa U XapaKTEPUCTUKM A1 KAXKAO0r0 YPOBHA NpuBMAEruii (TONbKO
docmynom —

AN5 YTeHns — 1 ypoBeHb, NOAHbIN f4ocTyn — 15 ypoBeHb).
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KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxaomy uHtepdeincy
ynpasneHuns (SNMP, CLI). 3anpeT moxeT 6bITb yCTaHOB/IEH OTAE/IbHO ANA KaXKA0ro

baokuposka
» TMna gocTyna:
UHMe, euca .
pd Telnet (CLI over Telnet Session)
ynpaeneHua Secure Shell (CLI over SSH)
SNMP
JlokanbHasa [na nokanbHOM ayTeHTUdMKaLMM NOALEPKMBAETCA XpPaHEHWe naposei B 6ase
aymeHmudguKayus AaHHbIX KOMMyTaTOpA.

duaempayus IP-

Joctyn no SNMP paspeluaetca gnsa onpeaeneHHbix IP-aapecos, ABAAKOLWMXCA Ye-

adpecoes dna SNMP Hamu SNMP-coobecTsa.

MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMOUKAUMM, aBTOPU3aALMKN U y4deTa.

Cepsep RADIUS ucnonb3yeT 6a3y AaHHbIX NO/Ab30BaTesei, KOTOpas COAEPKUT
Knuexm RADIUS pBep Y VA , KOTOPaR COACP

JaHHble NPOBEPKU NOANMHHOCTU ANA Kax[0ro nosnb3osatena. KommyrtaTopbl co-

LepKaT KAMEHTCKYIo YacTb npoTokona RADIUS.

YCTPOMCTBO NpeaocTaBAseT NOAAEPMKKY MPOBEPKU NOANMHHOCTU KIMEHTOB MO-
TACACS+ cpeacTBom npotokona TACACS+. MpoTtokon TACACS+ obecneymsaeT LLeHTpaamn3o-
(Terminal Access BaHHYlO cucTeMmy 6e30nacHOCTU A/1A NPOBEPKM NOJ/Ib30BATENEN, NONYYAOLWNX 40-
Controller Access CTYN K YCTPOWCTBY, @ TaKXKe LLEeHTPaIM30BaHHYO CUCTEMY YNPaBAEHUA NpU cobAto-
Control System) AeHunn cosmectumoctn ¢ RADIUS n apyrumun npoueccamu NpoBepKU NOAJANHHO-

cTu.

®yHKuMa cepsepa SSH no3sonsieT KAMeHTy SSH ycTaHOBUTb C YCTPOMCTBOM 3alLu-
Cepeep SSH YHKL, psep Y Y ycTp u,

LLleHHOoe coeauHeHue AN1A YNPaBAeHUA UM.

aHHasA HKUMA NpefocTaB/iaeT BO3MOMKHOCTb CO343BaTb MAKPOKOMaHAbI,

Moddepika f e,qCTanZro:Me co’;oAﬁ Habop KomaHa, v n MMEHHTE ux ana Kozd)mr alfmm
MOAKPOKOMAHO P P ’ P vP

yCTpOMCTBa.

2.2.8 /[lononHumenobHble pyHKYyUU

B Tabimue 8 npueeaeHbl 4ONOAHUTENbHbIE GYHKLMKN YCTPOMCTBA.

Tabnuua 8 — JononHutenbHble GyHKLMM YCTPOICTBA

BupmyansHoe CeTeBble KOMMYTaTOPbl MMEKOT B CBOEM COCTAaBE NPOrPaMMHbIE M annapaTHble
mecmuposaHue cpeAcTBa, N03BOIAOWME BbINOAHATL GYHKLUWM BUPTYaNbHOrO TecTepa Kabensa —
Kabens (VCT) VCT. TecTep no3sossAeT onpeaennTb COCTOSHUE MeLHOro Kabens casu.
TPOWMCTBO N fAeT TecTm Tb ONTUYECKUI TPaHCU . Mpun Tectn HUK

JuazHocmuka YcTponcTBo No3BoNAeT TecTMpoBaTh O ec paHcusep. MNpu TecTuposa

OTC/NEXMBAIOTCA TaKME NapameTpbl, KaK TOK U HanpsaXXeHne NUTaHUA, TemnepaTtypa
onmu4yecKoeco o

TpaHcuBepa. Oaa peanusaumn TpebyeTca noaaepka 3Tmx OyHKLMIA B TPaHCK-
mpaHcusepa

Bepe.

Green Ethernet

[aHHbI MexaHW3M MO3BONSAET KOMMYTATOPY CHU3UTL 3HepronotpebneHue 3a
CYET OTK/IIOYEHNA HEAKTUBHbIX 3/IEKTPUYECKUX NOPTOB.
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2.3 OcCHOBHbIe TeXHUYECKUe XapaKTepPUCTUKU

OCHOBHble TEXHMYECKME NAapaMeTPbl KOMMYTaTOPOB NpMUBEAEHbI B Tabauue 9.

Ta6nmu,a 9 — OCHOBHbIe TeEXHMYECKue XapPaKTeEPUCTUKN

O6uwme napameTpbl

MES5324 Marvell 98CX8129-A1 (Hooper)

MES3324

MES3316F

MES3308F

MES3324F Marvell 98DX3336-A1 (PonCat3)

MES3348

MES3348F

MES3508P

MES3508 Marvell 98DX3333A1-BTD4I000 (PonCat3 Industrial)

MES3510P

MES2324

MaKkeTHbIM Npoueccop MES2324B

MES2324F

MES2324FB

MES2324P Marvell 98DX3236-A1 (AlleyCat3)

MES2324P ACW

MES2348B

MES2348P

MES2308

MES2308P Marvell 98DX3233

MES2308R

MES2328I Marvell 98DX3235
1x10/100/1000BASE-T (OOB)
1x10/100/1000BASE-T (Management)

MES5324 24x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x40GBASE-SR4/LR4 (QSFP+)
1xKoHconbHbIN nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)
20x1000BASE-X/100BASE-FX (SFP)

NHTepdeiicsl MES3324F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbI nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)
20x10/100/1000BASE-T

MES3324 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbI nopT RS-232 (RJ-45)
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MES3316F

1x10/100/1000BASE-T (OOB)
12x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbI nopT RS-232 (RJ-45)

MES3308F

1x10/100/1000BASE-T (OOB)
4x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbINM nopT RS-232 (RJ-45)

MES2324
MES2324B

24x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbI nopT RS-232 (RJ-45)

MES2324pP
MES2324P ACW

24x10/100/1000BASE-T (RJ-45) PoE/PoE+
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbI nopT RS-232 (RJ-45)

MES2324FB
MES2324F

20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2348B
MES3348

48x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbI nopT RS-232 (RJ-45)

MES2348P

48x10/100/1000BASE-T (PoE/PoE+)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES3348F

48x1000BASE-X/100BASE-FX (SFP)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbI nopT RS-232 (RJ-45)

MES2308

10x10/100/1000BASE-T (RJ-45)
2x1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2308P

8x10/100/1000BASE-T (PoE/PoE+)
2x10/100/1000BASE-T (RJ-45)
2x1000BASE-X (SFP)
1xKoHconbHbI nopT RS-232 (RJ-45)

MES2308R

8x10/100/1000BASE-T (RJ-45)
2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbI nopT RS-232 (RJ-45)

MES3508P

8x10/100/1000BASE-T (PoE/PoE+, RJ-45)
2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbI nopT RS-232 (RJ-45)

MES3510P

8x10/100/1000BASE-T (PoE/PoE+, RJ-45)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbI nopT RS-232 (RJ-45)

MES3508

8x10/100/1000BASE-T (RJ-45)
2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbI nopT RS-232 (RJ-45)
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MES2328lI

24x10/100/1000BASE-T (RJ-45)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbI nopT RS-232 (RJ-45)

1xUSB

CKopocTb nepeaaun
[OaHHbIX

MES5324

OnTunyeckme nHTepdelicol 1/10/40 réut/c
dneKTpuyeckme nHTepodelicsl 10/100/1000 M6éut/c

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES3348
MES3348F
MES2324B
MES2324FB
MES2324F

OnTunyeckme nHTepodelicbl 1/10 réut/c
dneKTpuyeckme nHTepodelicsl 10/100/1000 M6éut/c

MES2308R
MES3508P
MES3508
MES3510P
MES2328lI

OnTunyeckme nHTepdelicsl 100/1000 Méut/c
dneKTpuyeckme nHTepodeiicsl 10/100/1000 M6éut/c

MES2308P
MES2308

OnTunyeckme nHTepdeiicol 1 rémut/c
dnekTpuyeckue nHtepdeicol 10/100/1000 M6but/c

MponyckHaa
CNocobHoCTb

MES5324

800 Iéut/c

MES3324
MES3324F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F

128 réur/c

MES2348B
MES2348P
MES3348

MES3348F

176 réut/c

MES3316F

112 réur/c

MES2328lI

56 6ut/c

MES3308F

96 MéuT/c

MES2308R
MES3508P
MES3508

20 Iéut/c

MES2308
MES2308P
MES3510P

24 Téut/c
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MES5324 512,8 MPPS

MES3324

MES3324F 95 MPPS

MES2324
MES2324B
MES2324FB
MES2324F

92,1 MPPS

MES2324P

MES2324P ACW 93,1 MPPS

MES2348B

MpoussoanTenb- MES2348P 130,9 MPPS

HOCTb Ha nNakeTax MES3348
L/IMHOI 64 BaiiTal MES3348F

MES2308R 14,7 MPPS

MES3508P

MES3508 14 MPPS

MES3510P 17,8 MPPS

MES2328lI 41,6 MPPS

MES2308

MES2308P 17,7 MPPS

MES3316F 83 MPPS

MES3308F 71 MPPS

MES5324 4 Mbaint

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES23248
OBbem MES2324FB 1,5 M6aitt
MES2324F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328|

6ydepHoit
namaATu

MES2348B
MES2348P
MES3348

MES3348F

3 Mb6ait

! 3HayeHuna YKa3aHbl Ana O,CI,HOCTOpOHHeVI nepeaayun

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx
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MES5324 4 T6anTt

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES23248
MES2324FB
O6bem O3Y (DDR3) MES2324F
MES23488B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328|

512 Mbait

MES5324 2 I'6ant

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
O6bem M3Y (RAW MES2324F
NAND) MES2348B 512 M6aitr
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328|
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Tabanua MAC-
afapecos

MES5324

65536

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328l|

16384

Konnyectso ARP-
3anucei!

MES5324

7748

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4023

MES2324
MES2324pP
MES2324P ACW
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

820

Mopnepxka VLAN

cornacHo 802.1Q go 4 094 aktnsHbIx VLAN

! na kaxporo xocta B ARP-TabauLe co3aaetca 3anuch 8 Tabavue mapLipyTmsauum

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx
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MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4088

Konunuectso rpynn

L2 Multicast (IGMP MES2348B
snooping) MES2348P

MES2324P
MES2324P ACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

2046

MES5324 1375 (ingress) / 75 (egress)

MES3324F
MES3324

MES3316F
MES3308F
MES3348 1320 (ingress) / 72 (egress)
MES3348F
MES3508P
MES3508

MES3510P

Konunyectso npasun

sQinQ MES2324

MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

360 (ingress) / 72 (egress)
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Konunyectso npasun
ACL

MES5324

1982

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3006

MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

958

Konunuectso ACL

MES5324

2048

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3072

MES2324
MES2324P
MES2324P ACW
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

1024

Konunuectso npasun ACL B ogHom ACL

256

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx
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7 748 IPv4

MES5324 1942 IPv6

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
Konnuyectso MES3510P

12 866 IPv4
3222 1Pv6

mapupyTtos L3

Unicast! MES2324

MES2324P
MES2324P ACW
MES2324B
MES2348B
MES2348P 818 IPv4
MES2324FB 210 IPv6
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

MES5324

MES3324F
MES3324

MES3316F
MES3308F 4024 IPv4
MES3348 1006 IPv6
MES3348F
MES3508P
MES3508

Konnuyectso MES3510P

mappyTos L3 MES2348B
Multicast (IGMP MES2348P
Proxy, PIM)? MES2324P
MES2324P ACW
MES2324
MES2324B 412 1Pv4
MES2324FB 103 IPv6
MES2324F
MES2308
MES2308R
MES2308P
MES2328I

Konnyectso VRRP-mapuwpyTtusatopos 50

1 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3ytoT obuime annapaTtHble pecypcbl
2 MapuwpyTbl IPv4/IPv6 Unicast/Multicast ucnonb3sytoT obuime annapatHble pecypcbl
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MES5324

64

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508

MaKcumanbHoe MES3510P

Konnuectso ECMP- MES2324
MapLipyToB MES2324P

MES2324P ACW
MES2348B
MES2348P
MES23248B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328l|

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

2048

Konunyecrtso L3- MES2324
nHTepdencos MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

130

Konunyectso BMpTyanbHbix Loopback-
nHTepdencos

64

Arperauusa KaHanos (LAG)

48 rpynn, 40 8 NOPTOB B KaxKa0M

Konnyectso aksemnnapos MSTP 64
Konunuyectso aksemnnapos PVST 63
Konunuectso DHCP pool 32

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx
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KayecTtBo o6cnykmBaHMa QoS

npuopuTnsaums TpaduKa, 8 yposHek
8 BbIXO4HbIX OYepPeaeit C pasHbIMM NPUOPUTETAMMU O1A KAXKL0ro
nopTa

CBepxanvHHble Kagpbl (jumbo frames)

MaKCUMMasnbHbIN padmep nakeTtos 10 240 6awut

CreKnpoBaHue

0o 8 yctpoiicte (kpome MES3508, MES3508P n MES3510P)

CooTBeTCTBME CTaHAAPTAM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2308P,
MES2324P, MES2324P ACW, MES2348P, MES3508P un
MES3510P)

YnpasneHue

JlokanbHoe ynpasneHue

Console

YpaneHHoe ynpasneHune

SNMP, Telnet, SSH, Web

dur3nueckne XxapaKTepUCTUKN U YCA0BUA OKpPYKaloLen cpeabl

MCTOYHMKN NUTaHUA

MES5324
MES3324F ceTb NnepemeHHoro Toka: 100240 B, 50-60 I'y,
MES3348 ceTb MOCTOAHHOrO ToKa: 36—72 B
MES3348F BapWaHTbl MUTAHUA:
MES3324 - OAVH UCTOYHUK NUTAHUA NOCTOAHHOIO UJIN NEePEeMEHHOr0 TOKa;
MES3316F - ABa UCTOYHMKA NUTAHUA NOCTOAHHOIO UJIN NEePeMEHHOr0 TOKa
MES3308F C BO3MOXHOCTbIO ropsiuen 3aMeHbl.
MES2328I
MES2324 AC
MES2308 ceTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,
MES2308R
MES2308P AC
MES2324P AC ceTb nepemeHHoro Toka: 170-264 B, 50-60 Iy,
MES2324P ACW ceTb NnepemeHHoro Toka: 100—240 B, 50-60 I'y,
ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,
BapuaHTbl NUTaHUA:
MES2348P - O4AMH UCTOYHMK NUTAHMA NEPEMEHHOTIO TOKa;
- ABA UCTOYHMKA NUTaHUA NepeMeHHOro TOKa C BO3MOXHOCTbIO
ropa4en sameHbl.
MES3508P CEeTb NMOCTOSAHHOIO TOKa: C BKAKOYEeHHOM PpyHKLmel PoE:
MES3510P 45-57 B; c oTKAtoueHHoM ¢yHKLUmel PoE: 20-57 B
MES3508 ceTb MOCTOAHHOro Toka: 20-75 B
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ceTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,
CBMHLLOBO-KMC/IOTHbIN akKymynsaTop: 12 B
XapaKTepUCTUKM 3apAaHOro YCTPOMUCTBaA:
- TOK 3apaja:
2,7+0.2 A — MES2324FB 1 MES2348B;
+ —
MES23248 -1;-|6a_|?'i|:eHmlt\eﬂiszggfj;3aHMﬂ aCUEeNnUTeNa Harpyskm —
MES2324FB P pach Py
MES2348B T
- MOPOroBoOe HanpsAKeHWe MHOMKAUUKM HU3Koro 3apaga — 11 B
V CeueHue nposoga ana nogknovyeHua AKB, He meHee
1,5 mm. Ana MES2324B pekomeHayeTtcsa
ucnonb3oBatb AKB @MKocCTblo He meHee 12Ah, ana
MES2324FB u MES2348B peKkomeHayeTcA
ucnonb3oBaTb AKB émKocTblo He meHee 20Ah.
MES2324F DC
MES2324 DC
MES2324P DC CeTb NOCTOSAAHHOrO TOKa: 36—72 B
MES2308P DC
MES5324 He 6onee 85 BT
MES3324F He 6onee 45 Bt
MES2324
MES3308F He 6onee 25 BT
MES3324
MES3316F He 6onee 35 BT
MES2324F
MES2324B He 6onee 50 BT
MES2324FB He 6onee 85 BT
MES3348 He 6onee 45 Bt
MES3348F He 6onee 89 BT
n 6
oTpebnaeMan MES2348B He 6onee 85 BT
MOLLHOCTb
MES2348P He 6onee 1600 Bt
MES2308 He 6onee 20 BT
MES2 R
ME§3§8: He 6onee 15 Bt
MES2308P He 6onee 270 Bt
MES2324P
MES2324P ACW He 6onee 410 Bt
MES3508P He 6onee 255 Bt
MES3510P He 6onee 260 Bt
He 6onee 33 BT AC
MES2328| He 6onee 30 Bt DC
MoTtpe6asemas MES2324B He 6onee 26 Bt
MOLLHOCTb 6e3 MES2324FB
yueta 3apaga AKb MES2348B He 6onee 45 BT
MES2308R ecTb

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx
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AnnapatHasa
nogaepxka Dying
Gasp

MES5324
MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES2324B
MES2324FB
MES2324F
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2308
MES2308P
MES2328lI

HeT

labaputHble
pasmepsbl (LLUXBxT)

MES5324

430x44x298 mm

MES2324
MES2324B

430x44x158 mm

MES2324P
MES2324P ACW

440x44x203 mm

MES2324FB
MES2324F

430x44x243 mm

MES3324F
MES3324

MES3316F
MES3308F

430x44x275 mm

MES2348B

440x44x280 mm

MES3348

440x44x316 mm

MES3348F

440x44x330 mm

MES2348P

430x44x490 mm

MES2308
MES2308R

310x44x158 mm

MES2308P

430x44x158 mm

MES3508P
MES3508

85x152x115 mm

MES3510P

85x175x115 mm

MES2328lI

430x44x305 mm

NHTepBan paboumx
Temneparyp

MES5324

ot 0 g0 +45 °C

MES2308
MES2308P DC

oT-20 go +45 °C

34
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MES2324
MES2324P
MES2324P ACW
MES2324B oT-20 A0 +50 °C
MES2308P AC
MES2308R
MES2348B
MES2348P o7 -10 0 +50 °C
MES2324F .
MES2324FB OT -20 A0 +65 °C
MES3324F
MES3324
MES3316F .
MES3308F o1 -10 po +45 °C
MES3348
MES3348F
MES3508P
MES3508 oT -40 10 +70 °C
MES3510P
MES2328 oT -40 710 +60 °C
MES5324 3,95 Kr
MES2308
MES2308R 145 kr
MES2308P AC 2,55 Kr
MES2308P DC 2,35 kr
MES2324
MES2324B 2,25 kr
MES2324P AC
MES2324P ACW 3,16 kr
MES2324P DC 4,02 kr
MES2308P AC 2,55 Kr

Macca ME2324F
MES3316F 3,25 kr
MES2324FB 3,55 Kr
MES2348B
MES2328] 3,85 kr
MES2348P 9,55 Kr
MES3308F 3,15 Kr
MES3324 3,25 kr
MES3324F 3,50 Kr
MES3348 3,95 Kr
MES3348F 4xr
MES3508 1,36 Kr

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx

35




D ELTEX

MES3508P

1,40 kr

MES3510P

1,74 kr

MHTepBan TemnepaTypbl XpaHeHUA

WMHTepBan TemnepaTypbl XpaHeHus ot -50 go +70 °C (ot -50°C no
+85 °C ana MES3508, MES3508P 1 MES3510P)
Mepep nepBbimM BKIOYEHMEM NOC/E XPAHEHUA NpU
bﬂ TemnepaType MmeHbluen, yem -20°C, unu npu 6onblueit,
yem +50°C, TpebyeTca BbigepKaTb KOMMYTATOp NpuU
KOMHATHOM TemnepaType He MeHee YeTbIpEX YacoB.

OTHOCUTeNbHaA BAAXKHOCTb NpU
3KcnayaTaumm (6e3 obpasoBaHuA
KOHZeHcaTa)

He 6onee 80%

OTHOCUTENbHAA BNAXHOCTb MPM XPaHEHUN
(6e3 obpasoBaHKMA KoHAEHCaTa)

oT 10% o 95% (o1 5% no 95% ana MES3508P)

Cpok cny:x6bl

He meHee 15 net

ﬁ Tun nutaHua yCTpOVICTBa onpeaenaeTca npu 3aKase.
=D

2.4 KOHCTPYKTUBHOE UCMO/IHEHUEe

B faHHOM pasgenie onncaHo KOHCTPYKTMBHOE MCMONHEHME YCTPOWCTB. MNpeacTaBneHbl M3obparkeHus
nepeaHein, sagHei (BepxHelt gna MES3508P) 1 60K0OBbIX NMaHenel yCTpoMCTBa, ONMCaHbl Pa3beMbl, CBETOAM-

O4Hble MHOAWKATOPbI U OpraHbl ynpas/eHUA.

Ethernet-kommyTaTopbl cepuint MES53xx, MES33xx, MES23xx BbINOAHEHbI B METAIZIMYECKOM KOpnyce ¢
BO3MOXHOCTbIO YCTaHOBKM B 19” Kapkac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl cepumn MES35xxX BbINO/IHEHbI B METa/IIMYECKOM KOpnyce ANA KpenaeHus Ha

DIN-peitky.

2.4.1 BHewHuii sud u onucaHue nepedHeli naHenu ycmpoiicmea

BHewHWn BMA nepegHen naHenu yctporcts cepuit MES53xx, MES33xx, MES23xx n MES35xx nokasaH

Ha pucyHKax 1-20.

{8
o N2
e =
Dws o

:

1 2 34 5 B

PucyHok 1 — MepeaHAas naHenb MES5324

B Ta6m4u,e 10 npmeegeH nepeyvyeHb pasbemoB, CBETOANOOHbBIX MHOUKATOPOB U OPraHOB ynpas/1€HUA,
PaCNoO/0XKEHHbIX Ha nepep,Hel‘/'l naHen KoMmmMmyTaTopa.
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Tabnmua 10 — OnuncaHue pa3bemoB, MHANMKATOPOB M OpraHoOB yNpaBaeHUa nepeaHen naHenn MES5324

dnemeHT nepepHei
naHenu

Neo OnucaHue

Unit ID NHAMKaTop HOMepa YCTPOWUCTBA B CTEKE.

Power MHAMKaTOp NMTaHMA YCTPOCTBaA.

1 Master NHauKaTop pexuma paboTbl ycTpoiicTBa (Beayumii/seaombiit).

Fan NHamKaTop paboTbl BEHTUAATOPOB.

RPS NHAnKaTop pe3epBHOro 3/1eKTPONUTaHUA.

KoHCO/IbHbIM NOPT 4N1A IOKANbHOTO YNPAB/AEHUA YCTPOMUCTBOM.
PacnuHoBKa pasbema cneayrowan:

He nucnosb3yeTcsa

He ucnosb3yeTca

RX

GND

GND

X

He ncnosb3yeTca

He ucnosb3yeTca

He ucnosb3yeTca

Pacnalika KoHconbHOrO Kabensa npuseaeHa B pasgene «lMpunoxeHue b.
KoHCO/IbHbIV Kabenb.»

2 Console

O ooOoNOULDWNER

3 USB USB-nopr.

Moprt (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpas-
JIeHUA YCTPOMUCTBOM.

YnpasneHve oCyLecTBASeTCA NO CeTH, Pa3ge/ibHO C KaHanom nepeaaqn
OaHHbIX.

4 00B

MopT 10/100/1000BASE-T (RJ-45) ans yaaneHHOro ynpasieHns ycTpoii-

5 Mgmt
CTBOM. YNpasaeHne OCyLLeCcTBAAETCA NO CeTU Nepesayn AaHHbIX.

PyYHKLMOHaNbHAA KHOMKA ANA Nepes3arpysku yctpoictsa n cbpoca K 3a-
BOACKMM HaCTpOMKam:

- NPW HaXaTUKW Ha KHOMKY AAUTENbHOCTbIO MeHee 10 ¢ npoucxoauT ne-
pesarpyska ycTponcTBa;

- MPU HaXaTUM Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ npoucxoamt
cbpoc HacTpoeK yCTPOMCTBA A0 3aBOACKOM KOHOUrypaLmu.

7 [1-24] CnoTbl Ana yctaHoBKM TpaHcusepos 10G SFP+/ 1G SFP.

XLG1, XLG2

XLG3, XLG4 Cnotbl XLG1-XLG4 ana yctaHoBKKU TpaHcueepos 40G QSFP+.
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PucyHok 2 — lMepeaHaa naHenb MES3324F

PucyHok 3 — MepeaHAas naHenb MES3324

1 3 24

PucyHok 4 — lMepeaHaa naHenb MES3316F

PucyHok 5 — lMepeaHaa naHenb MES3308F

B Ta6m4u,e 11 npmeengeH nepeyvyeHb pasbemMoB, CBETOAMOOHbIX MHOUKATOPOB U OPraHOB ynpasaeHuUA,

MES3308F, MES3316F, MES3324, MES3324F.

PaCnNoO/I0XKEeHHbIX Ha nepe,u,Heﬁ naHeIn KOMMYTaToOpPoB

MES53xx

X,

4

MES33xx, MES35x.

Ethernet-kommymamopel cepuli MES23xx,
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Tabnnua 11 — OnucaHWe pa3bemMoB, UHAMKATOPOB M OpPraHOB ynpasaeHus nepeaHen naHenn MES3308F,

MES3316F, MES3324, MES3324F

UnitID MNHauKaTop HOMepa yCTPOICTBA B CTEKeE.
Power NHAMKATOP NUTAHMA YCTPOMCTBA.
1 Master NHauKaTop pexuma paboTbl ycTpoiicTBa (BeayLimnit/seaombiit).
Fan NHauKkaTop paboTbl BEHTUAATOPOB.
RPS MHAMKATOP pe3epBHOro 31eKTPONUTaHUA.
2 Console KoHCONbHbIV NOPT AN5 IOKANbHOIO YNPaB/eHUA YCTPOWCTBOM.
Mopt (out-of-band) 10/100/1000BASE-T (RJ-45) anna yaaneHHOro ynpas-
3 00B JIEHMA YCTPOMUCTBOM.
YnpasneHune ocyLLLeCTBAAETCA MO CETU, Pa3fe/ibHO C KaHaoM nepeaaymn
JaHHbIX.
dyHKLMOHaNbHAA KHOMKA ANs Nepes3arpy3ku ycTporcTea n cbpoca K 3a-
BOZACKMM HAaCTPOMKaM:
4 r - MPY HaXaTUM Ha KHOMKY ANUTeNbHOCTbIO MmeHee 10 ¢ nponcxoauT ne-
pesarpyska ycTpoWCTBa;
- NPW HaXKaTUW Ha KHOMKY AnautenbHocTbio H6onee 10 ¢ mpoucxoaut
cHpOC HAaCTPOEK YCTPOMCTBA A0 3aBOACKOM KOHPUrypauuu.
[1-24] CnoTbl 4na ycTaHOBKK TpaHcueepoB 1GSFP.
5 [1-16] MopTbl 10/100/1000BASE-T (RJ-45).
[1-8]
[11-12, 23-24]
6 [7-8, 15-16] Komb60-nopTbl: noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
[3-4, 7-8]
XG1, XG2
+ .
7 XG3, XG4 CnoTbl ANA yCTaHOBKMU TpaHcusepoB 10GSFP+/1GSFP

PucyHok 7 — NepeaHasa naHenb MES2324P, MES2324P ACW

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx
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B Tabnnue 12 npuBeaeH nepevyeHb PasbemoB, CBETOAUOAHbIX UHAMKATOPOB M OpPraHoOB ynpaBaeHus,
pacrnonoXeHHbIX Ha nepeaHen naHean kommyTtatopa MES2324, MES2324P, MES2324P ACW.

Tabnnua 12 — OnucaHue pa3bemoB, MHAMKAaTOPOB M OPraHoB ynpaBineHus nepeaHelt naHenn MES23241,
MES2324P, MES2324P ACW

Ne dnemeHT nepeaHei
PEAHEN OnucaHue
naHenu
1 ~110-250VAC max 2A Pasbem onsa NOAKNHOUYEHUA K UCTOUHMKY 31EKTPONUTAHMA NEePEMEHHOro
TOKa.
Unit ID NHAaMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
2 Master MHanKaTop pexkmma paboTbl ycTpoiicTea (BeayLumii/segombiii).
Status NHAMKATOP COCTOAHMA YCTPOICTBA.
Alarm UHpuKaTop aBapuu.
3 Console KoHCO/bHbIM NOPT 4NA IOKaNBbHOIO YNPaB/AEeHUA YCTPOACTBOM.
PyHKLMOHabHAA KHOMKA ANA nepe3arpysku ycTpoicTea u cbpoca K 3a-
BO/ZCKMM HaCTpPOMKam:
4 . - NPU HAXKaTUM HA KHOMKY AAUTeNbHOCTbI0O meHee 10 c. npoucxoamt ne-
pesarpyska yCcTpoMicTBa;
- NP Ha¥XaTMM HA KHOMKY AfuTesnbHocTbio H6osee 10 c. npoucxoguT
cbpoc HacTpoeK yCTPOWCTBa A0 3aBOACKOM KOHUrypauum.
5 [1-24] MopTtbl 10/100/1000BASE-T (RJ-45).
6 Link/Speed CBeToBanA MHAMKALUMA COCTOAHUA ONTUYECKUX NHTePdEencosB.
XG1, XG2
7 XG3, XG4 Cnotbl gna yctaHoBKM TpaHcusepos 10GSFP+/1GSFP.

PucyHok 8 — lNepeaHaa naHenbs MES2348P

B Tabaunue 13 npuseneH nepevyeHb pasbemoB, CBETOANOAHbIX UHAMKATOPOB U OPraHOB YNpaB/ieHUsA,
pacnosoXeHHbIX Ha nepegHel naHenn kommytatopa MES2348P.

! KommyTatopsl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom O0B (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) gna yaaneHHOro ynpasaeHna yCTPOMCTBOM. YNpaBaeHMe OCyLLEeCTBAAETCA NO CeTU, pasaesbHo
C KaHaNoOM nepesayn AaHHbIX).
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Tabnunua 13 — OnucaHune pasbemoB, UHAMKATOPOB M OPraHoOB ynpaBaeHus nepeaHen naHenn MES2348P

Unit MNHAMKATOp HOMEpPa YCTPOMCTBA B CTEKE.
Status MHAMKaTOp COCTOAHUA YCTPOICTBA.
1 Master NHaMKaTop pexkuma paboThl ycTpoiicTBa (Beaylumii/Beaombli).
PS1 MNHAMKaTop cocToAHNA NepBoro 6710Kka NUTaHUA.
PS2 MHAMKaTop cOCTOAHNA BTOPOro 6710Ka NUTaHMA.

dYHKUMOHaNbHAA KHOMKa 414 nepesarpysku ycTpoictea 1 cbpoca K 3a-
BOACKMM HacTpOMKam:
- NPV HaXKaTUM Ha KHOMKY ANUTENbHOCTbIO meHee 10 ¢ npoucxoauT nepe-

2 F
3arpysKa yCTpoKncTBa;
- MPY HaXKaTUK HA KHOMKY AnuTenbHocTbio 6onee 10 c nponcxogunt cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIypauum.

3 Console KOHCONbHbIV NOPT AN JIOKASIbHOFO YNPaBAEHMUA YCTPOUCTBOM.

4 [1-48] MopTbl 10/100/1000BASE-T (RJ-45).

XG1, XG2
5 XG3, XG4 Cnotbl gna yctaHoBKM TpaHcusepos 10GSFP+/1GSFP.

—h
N
w
N
o -
[+2}
~
=2}

PucyHok 10 — MES2324FB, nepeaHAsa naHenb

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx 41




SRR D R

PucyHok 12 — MES2348B, nepeaHaa naHenb

SELTEX  MES23281 1 3 5 7 s 11 13 15 17 18 21 23 23 27
u 1..24 - 10/100/1000BASET

,n"‘—‘;? Conwole S oo oo S o S O Lo oo S e [T O 40 R0 Lo [T I T0] 3573 - 107100/ 10008886
Poner ) O O or 100BASE-FX/1000BASE-X

Master O QO O c 25 2% 27 %
it =<1 N e S Y g o Y i PO 2 ) e o
ejejelo] o e sy e s e ]| v ] | s o g[S 0 0 | Q Q ] Qsen
T 2 [ 3 3 10 12 1 16 13 0 22 2 25 )
LT [ I ‘
3 4 5 6 6 7

PucyHok 13 — MES2328I, nepeaHAaa naHenb

PucyHok 14 — MES3348, nepegHAsa naHenb

PucyHok 15 — MES3348F, nepegHAA naHenb
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B Tabnvue 14 npuseaeH nepeyeHb pa3bemMoB, CBETOAMOAHbBIX MHAMKATOPOB M OPraHOB ynpaB/eHuUs,
pacnonoXeHHbIX Ha nepegHein naHenn KommyTtatopos MES2324B, MES2324FB, MES2324F DC, MES2348B,

MES3348, MES3348F.

Tabnnua 14 — OnucaHue pa3bemoB, MHAMKATOPOB M OpPraHoOB ynpaBieHua nepegHen naHenn MES2324B,

MES2324FB, MES2324F DC', MES2348B, MES3348, MES3348F

Aneme 7
Ne NIEMENT NEPeAHEH OnucaHue
naHenu
~110-250VAC, 60/50Hz Paszbem Ana NOAKAOYEHUA K UCTOYHUKY INEKTPOMUTAHUA nepemeH-
max 2A HOrO TOKa.
1
48 (45 ~ 57) VDC Pasbem gna NoAKAOYEHUA K UCTOYHMKY 31EKTPONUTaHMA NOCTOAH-
HOro TOKa.
2 12VDC max 3A Knemmbl gna NOAKAIOYEHUA aKKYMyNATOPHOW 6aTapen 12V.
Unit ID MNHAMKaTOp HOMepa yCTPOMCTBA B CTEKeE.
Power MHAMKaTOp NUTaHMA YCTPOMCTBA.
Master NHAaMKaTop pexkmma paboTsbl ycTpoicTea (BeayLmii/segombiii).
3
Fan NHanKaTop paboTbl BEHTUAATOPOB.
Battery NHauMKaTop cocToAHMA baTapeu.
RPS MHAMKATOP pe3epBHOro 31eKTPONUTaHUA.
Console KOHCONbHbIM NOPT ANA NOKANBbHOO YNpaB/eHUA YCTPOUCTBOM.
4
UsB MopT USB (Tonbko gnsa MES2328l).
®YHKUMOHaIbHasA KHOMKa ANA nepes3arpysku ycTpoincTea u copoca K
33aBOACKMM HaCTpOMKam:
5 . - MPY HAXKaTUM Ha KHOMKY AnuTenbHocTblo meHee 10 c. npoucxoamt
nepesarpyska ycTpoWucTBa;
- MPM HAXKaTMM HA KHOMKY gauTenbHocTbio 6onee 10 c. npoucxoamt
cHpoC HACTPOEK YCTPOMCTBA A0 3aBOACKOWN KOHUrypaLmm.
MES2324B MopTbl 10/100/1000BASE-T (RJ-45).
[1-24] MES2324FB
MES2324F CnoTbl 4NA yCTaHOBKKU TpaHcueepos 1G SFP.
[11-12,
23-24] MES2324FB Kom60-nopTbl 10/100/1000BASE-T (RJ-45) / 1000BASE-X.
6 -
[25-28] MES2328lI Kom6o-nopTbl 10/100/1000BASE-T/1000BASE-X/100BASE-FX
MES2348B
) MES3348 MopTbl 10/100/1000BASE-T (RJ-45).
[1-48]
MES3348F CnoTbl 4N8 yCTAaHOBKKU TpaHcueepos 1G SFP.
7 Link/Speed CeeToBaA MHAMKAUMA COCTOAHUA ONTUYECKUX NHTepdecoB.
XG1, XG2
8 XG3, XG4 Cnotbl gna yctaHoBKKM TpaHcueepos 10GSFP+/ 1GSFP.

! KommyTatopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom OOB (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) gna yaaneHHOro ynpasaeHUa yCTPOMCTBOM. YNpaBaeHMe OCyLLECTBAAETCA NO CeTU, pasaesbHo

C KaHaoM nepesiayn AaHHbIX).

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx
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PucyHok 16 — lNepeaHasa naHens MES2308
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PucyHok 17 — lNepeaHaa naHens MES2308P
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PucyHok 19 — lMepeaHas naHenb MES2308R

B Tabnmue 15 npueepeH nepeyeHb pPasbeMOB, CBETOAMOAHbLIX WMHOMKATOPOB M OPraHOB ynpasaeHus,
pacnonoXeHHbIX Ha nepegHel naHenn kommytatopos MES2308, MES2308P, MES2308R.
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Tabnmua 15 — OnucaHWe pa3bemoB, MHAMKATOPOB W OPraHoB ynpaBieHua nepeaHer naHenn MES2308,

MES2308P, MES2308P DC, MES2308R

dnemeHT nepegHen
Ne PeA OnucaHue
naHenm
Knemma 3azemneHunsa .
1 - Knemma pgna 3asemneHuna ycTpomcTsea.
~110-250VAC, 60/50Hz Pasbem gna nogKkAtoyYeHmA K UCTOYHUKY INEeKTPONUTAaHUA NepemMeHHOoro
max 2A TOKa.
2
Pasbem 414 NOAKNIOYEHMA K UCTOYHWUKY 3N1EKTPONUTAaHMA NOCTOAHHOIO
48 (45 ~ 57) VDC ANIA NOA ¥ P
TOKa.
Unit ID MHAMKaTOp HOMepa YCTPOMCTBa B CTEKE.
Power NHAMKATOP NUTAHMA YCTPOMCTBA.
3 Master NHAanKaTop pexnma paboTbl yCTpoicTea (Beaywmii/sBeaomblit).
Status MHAMKaATOp COCTOAHMA YCTPOMCTBA.
Alarm MHanKaTop aBapuu.
4 Console KOHCONbHbIM NOPT ANA NOKANBbHOO YNpaB/eHUA YCTPOUCTBOM.
®yYHKUMOHaIbHasA KHOMKa A/1A nepe3arpy3Ku ycTpoicTea n cbpoca K 3a-
BOZCKMM HAaCTPOMKaM:
5 . - MPY HaXKaTUM Ha KHOMKY AnuTenbHocTblo meHee 10 ¢. nponcxoauT ne-
pe3arpysKa yCTpoIiCTBa;
- MPM Ha)XaTUWM Ha KHOMKY AauTenbHOCTbio 6osnee 10 c¢. npoucxogut
cbpocC HacTPOEK YCTPOMCTBA A0 3aBOACKOM KOHPUrypauuu.
6 [1-10] 10 nopTos 10/100/1000BASE-T (RJ-45).
7 Link/Speed CBeToBaA MHAMKAUMA COCTOAHUA ONTUYECKNX NHTepdECcoB.
8 [11,12], [9, 10] CnoTbl ANA yCTaHOBKM TpaHcmBepos 1G SFP.

Aelrex
MES3508

PucyHok 20 — lMepeaHasa naHenb MES3508

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx
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Tabnunua 16 — OnucaHmne pasbemoB, MHANKATOPOB M OPraHoB ynpasaeHus nepeaHen naHean MES3508

1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).

2 9,10 Komb6o-nopTbl 10/100/1000BASE-T (RJ-45) / 1000BASE-X.
PWR1, PWR2 MNHAMKaTOPbI NMUTAHUA YCTPOMCTBA.

3 Temp NHanKaTop TemnepaTypbl.

DyHKUMOHANbHAA KHOMKa A/1A nepesarpysku ycTpoiicTea u cbpoca K 3a-
BOACKMM HacTpOliKam:
- NPY HaXKaTUM Ha KHOMKY A/UTENbHOCTbIO MeHee 10 c. npoucxoauT ne-

4 F .
pesarpyska ycTpoWcTBa;
- MPM HaXXaTUWM Ha KHOMKY AnauTenbHocTbio 6onee 10 c. npoucxoaut
cbpoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.

5 Console KOHCO/IbHbIV NOPT AN1A NOKAbHOIO YNPaBAEHUS YCTPOMUCTBOM.

E ]

10/100/1000BASET PoE+ B Ty
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O Pwa1 M

© Speed O pwr2
onn || |4

O Temp

@ 6

PucyHok 21 — lMepeaHas naHenb MES3508P

Tabnunua 17 — OnucaHune pa3bemoB, MHAMKATOPOB M OPraHoB ynpasaeHuns nepeaHel naHenm MES3508P

1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).

2 [1-8] CseToBan nHAMKauma PoE.

3 9,10 Kom6o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MHAMKaTOpbl MUTAHUA YCTPOMCTBA.

4 Alarm MHanKaTop aBapuu.
Temp MHanKaTop TemnepaTypsl.
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®YHKLUMOHaNbHAA KHOMKa 1A nepesarpysku ycTpoicTea 1 cbpoca K 3a-
BOACKMM HacTpoOliKam:
- NPW HaXKaTUM HA KHOMKY A/MTeNbHOCTbIO MmeHee 10 c. nponcxoguT ne-

5 F o
pesarpyska ycTpoWicTBa;
- MPM HaXXaTUW Ha KHOMKY gautenbHocTbto 6onee 10 c. npoucxoaut
cbpOoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.

6 Console KOHCONbHbIM NOPT ANA NOKANbHOIO YNpaB/ieHNa yCTPONCTBOM.

AelTex
— 0 MES3510P

-

w

«n

~

Nk O O PwR1L M
spD O QO PwWR2
© Alarm 4
INK O O Temp |
sp0 O
NK O F
spD O © 5

1..8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 22 — lMepeaHas naHenb MES3510P

Tabnunua 18 — OnucaHue pa3bemoB, MHANKATOPOB M OPraHOB ynpaBaeHus nepeaHen naHean MES3510P

" -
Ne dnemeHT nepeaHen Onmcanme
naHenm
1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 [1-8] CseToBanA MHAMKaUMA PoE.
3 9,10,11,12 100/1000BASE-FX/1000BASE-X (SFP).
PWR1, PWR2 MNHAMKATOPbI NMUTAHUA YCTPOMCTBA.
4 Alarm MHanKaTop aBapuu.
Temp NHanKaTop TemnepaTypbl.
®YHKUMOHaIbHaA KHOMKa A1A NepesarpysKku ycTpomncTaa u copoca K 3a-
BOACKMM HACTPOMKaM:
5 P - MPM HAXKATUM HA KHOMKY ANUTeNbHOCTbI0 MeHee 10 ¢. npoucxoauT ne-
pe3arpysKa yCcTpoliCTBa;
- MPU HaXXaTUWM Ha KHOMKY AanuTenbHocTbito 6onee 10 c. mpoucxoaut
cbpocC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.
6 Console KOHCONbHbIV NOPT AN5 NOKANbHOFO YNpaBAeHUA YCTPONCTBOM.

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx 47
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2.4.2 3a0HAA u 8epXHAA NaHenu ycmpolicmea

BHewWwHMI BMA 3aaHen naHenn kommyTtatopoB MES5324 npuseaeH Ha pucyHKe 23.

PucyHok 23 — 3agHaa naHenb MES5324

B Tabsnmue 19 npmBeaeH nepeyeHb pa3bemoB, PacnoIOKEHHbIX Ha 3a4HeN NaHeAn KoMmyTaTopa
MES5324.

Tabnnua 19 — OnuncaHme pa3bemoB 3aHeN NaHenn KommyTaTopa MES5324

Ne dnemeHT 3agHel naHenu OnucaHue
—t -

1 Knemma 3asemnenHunn = Knemma gns 3a3emneHuns ycTponcTea.

CbeMHble BEHTUNALMOHHbIE MOAY/IU C BO3MOXKHOCTbIO ropsivelt 3a-
2 CbeMHble BEHTUAATOPbI

MEHbI.
3 48VDC Pasbem ANA NOAKNKYEHNA K UCTOYHUKY INEKTPONMUTAHUA NOCTOAH-

HOro TOKa.

Pasbem AO/1A NOAKAOYEHUA K UCTOYHWKY 3NEKTPONUTaHMA nepe-
4 ~220 VAC 50 Hz max 1A AIA TIOA y P P

MEHHOr0o TOKa.

BHewWwHW BUA 3a4HUX NaHenen KommyTtatopos cepmn MES33xx npmBeneH Ha puUcyHKax 24-27.
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PucyHok 25 — 3agHaa naHenb MES3348
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PucyHok 27 — 3agHaa naHenb MES3316F

Tabanuya 20 — OnuncaHne pasbeMoB 3a4HEN NaHeNN KoMmyTaTopoBs cepmm MES33xx

Ne dnemeHT 3agHel naHenu OnucaHue
—_—r o

1 Knemma 3aszemneHuna = Knemma gnAa 3azemneHunsa yCTpomCTBa.

CbeMHble BEHTUIALMOHHbIE MOAYAN C BO3MOXHOCTbIO ropsayel 3a-
2 CbeMHble BEHTUNATOPSI

MEHbI.
3 48VDC Pasbem ONA NOAKNOYEHUA K MCTOYHMKY 3N1EKTPONUTaHMA MOCTOAH-

HOro TOKa.

Pazbem ana nogKNoUYeHUA K UCTOYHUKY 3NEKTPOMUTAHUA NepemMeH-
4 ~220 VAC 50 Hz max 1A o TOKg A ¥ P P

BHewWwHM BMA 3a4HEN NaHen KomMyTaTopos cepumn MES23xx npuBeaeH Ha pUcyHKax 28-32.
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PucyHok 28 — 3agHaa naHenb MES2324, MES2324B
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PucyHok 29 — 3agHaa naHenb MES2324P
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PucyHok 30 — 3agHAaa naHenb MES2324P ACW
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PucyHok 32 — 3agHaa naHenb MES2348B

Tabnnua 21 — OnucaHune pasbemoB 3aaHEN NaHenn KommyTtatopos MES2324x, MES2348B

Ne dnemeHT 3agHel naHenu OnucaHue

1 Knemma 3asemnenus = Knemma gnsa 3azemneHuns ycTpomncrea.

2 BeHTunAaTOpHLI.

3 12VDC max 5A Knemmbl g1 NOAKAOYEHMA aKKYMYNATOpPHOM BaTapeun 12V.

4 ~110-250VAC, 60/50Hz Paszbem gna NnoaKNtOYEHUA K UCTOYHUKY SNEKTPONUTAHUA NepemeH-
max 2A HOro TOKa.

BHewWwHM BMA 3aaHen NnaHenn kommyTaTtopa MES2348P npuseaeH Ha pucyHke 33.

® - @

Seo .

1 2 3 3
PucyHok 33 — 3aaHAsa naHenb MES2348P
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B Tabnmue 22 npuBeaeH nepeyeHb PasbemoBs, PacnoOKeHHbIX Ha 3a4Hel NaHeAn KoMmmyTaTopa

MES2348P.

Tabnmua 22 — OnucaHue pa3bemoB 3agHel naHenan kommyTtatopa MES2348P

dnemeHT 3agHeii naHenu

OnucaHue

1

CbeMHble BEHTUAATOPbI

CbeMHble BEHTUAALMOHHbIE MOAYIN C BO3SMOXHOCTbO ropsayelt 3a-
MEHbI.

2

—r
Knemma 3asemnenua =

Knemma gna 3aszemneHus YCTpOVICTBa.

3

~100-240VAC, 60/50Hz
max 10A

Pasbem 1A NOAKNOYEHNA K UCTOYHUKY 31IEKTPONUTAHMA NepemeH-
HOroO TOKa.

BHewHW BuA 3agHen naHenn KommyTtatopos cepun MES2308x npuseaeH Ha pucyHke 34.

“D@@[D@@@@@e"D@O@oooooo%o@oo%%@@o@@o@ aces N (ym
®@@@@%@Oo@%o@%oo%oeo@o@%@@o@%@ T |32
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PucyHok 34 — 3apHAa naHenb MES2308, MES2308P, MES2308P DC, MES2308R

BHewHW BuA 3agHen naHenn KommyTtatopa MES2328| npmseneH Ha pucyHke 36.
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PucyHok 35 — 3agHaa naHenb MES3508, MES3508P, MES3510P

BHewHWn BUA BepxHel naHenu KommytatopoB MES3508, MES3508P u MES3510P npuBepeH Ha

pucyHKe 36.
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PucyHok 36 — BepxHaa naHenb MES3508, MES3508P, MES3510P
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Tabnunua 23 — OnucaHmne pa3bemMoB BepxHel naHenun kommyTtatopos MES3508, MES3508P, MES3510P

Ne dnemeHT 3agHeii naHenu OnucaHue

[ v
1 Knemma 3aszemneHuna = Knemma gna 3azemsieHuna ycTpomcTsa.

48 (20 ~ 70) VDC (ann

) MES3508) Pasbembl 4na NOAKAOYEHUA K UCTOYHMKAM 3N1EKTPONUTAHUA NOCTO-
48 (45~ 57) VDC (ana AHHOIO TOKa.
MES3508P 1 MES3510P)

3 12VDC max 5A PeneiHbI BbIxOo4 aBapuiiHOM curHanunsaumm: 1A 24V DC.

2.4.3 bokoevble naHenu ycmpolicmea
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PucyHok 37 — lMpaBas 6oKkoBasa naHenb Ethernet-kommyTtatopos
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PucyHok 38 — JleBas 60KoBas naHenb Ethernet-kommyTaTopos

Ha 60KoBbIx naHensx YCTpOﬁCTBa pPacnoNnoXxeHbl BEHTUNAUNOHHDbIE PELUETKU, KOTOPbIE CAyXKaT ANA
oTBo4a Tensa. He 3aKprBaV1Te BEHTUNAUNOHHbIE OTBEPCTUA MOCTOPOHHMMU nNpegmMmeTamMu. JTO0 MmoOXKeT
npuneBecTn K neperpesy KOMMNOHEHTOB yCTpOﬁCTBa M BbI3BATb HapyweHNA B ero pa60Te. PekomeHpgaunm no
YCTaHOBKe YCTpOﬁCTBa pacrnonoxeHobl B pasgene «YCTaHOBKA U NOAKAOYEHME Y.

2.4.4 Ceemoesas uHOUKayusa

CoctosHue nHtepdeiicos Ethernet MHanumpyetca asyma cseToaMoAHbIMU MHANKaTOpamu, LINK/ACT
3e/1eHoro ugeta n SPEED aHTapHOro useta. PacnonoXeHne cBeToANOA0B NOKA3aHO Ha pucyHKax 39, 40, 41.

LINK/ACT SPEED

PucyHoKk 39 — BHewHK BMA pasbema ¢ QSFP+-TpaHcMBepamu
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LINK/ACT  SPEED

PucyHok 40 — BHewwHWit BuA pasbema SFP/SFP+

LINK/ACT SPEED

PucyHok 41 — BHewHu Bug pasbema RJ-45

Tabanua 24 — CeeToBasA MHAMKAUMA cOCTOAHUA XLG-nopToB

BbikntoyeH BbikntoueH MopT BbIKNOYEH AN COeANHEHWE HE YCTaHOBAEHO
FopnT NnocToAHHO FopuT NnocToAHHO YcTaHoBeHO coeanHeHne Ha ckopocTu 40G6uT/c
FopnT NnocTOAHHO MwuraHune MpoeT nepegava gaHHbIX

Tabnunua 25 — CeeToBas MHAMKAUMA COCTOAHUA XG-NopTOB

BbikntoueH BbikntoueH MopT BbIKNOYEH NN COEAUHEHUE HE YCTaHOB/IEHO
BbikntoueH lopuT noctoAHHO YCcTaHOB/IEHO coeAnHeHMe Ha ckopoctu 1G6ut/c
lopuT nocToAHHO lopuT noctoAHHO YCcTaHOB/IEHO coeanHeHue Ha ckopocTu 10G6uTt/c
X MwuraHune MpoeT nepegava gaHHbIX

Tabnnua 26 — CeeToBas MHAMKAUMSA cocToAHKUA Ethernet-noptos 10BASE-T

BbikntoueH BbikntoueH MopT BbIKAOYEH AN COeANHEHME He YCTAaHOBAEHO

YcTaHOBMEHO coeAuHeHne Ha ckopoctn 10M6éut/c

BbikntoueH [opuT nocToAHHO

P nnmn 100M6ut/c
lopuT nocTtoAHHO [opuT nocTtoAHHO YCcTaHOB/IEHO coemHeHne Ha ckopoctn 1000M6uT/c
X Mwuranune MaeT nepepava gaHHbIX
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UHankatop Unit ID (1-8) cnyuT ana o6o3HayeHna Homepa YCTPOICTBaA B CTEKe.

CuctemHble vHamkaTopbl (Power, Master, Fan, RPS) cay»aT gns onpegeneHus cOCTOAHWUA paboTbl
y3/710B KOMMmyTaTopoB cepum MES53xx, MES33xx, MES23xx, MES35xx.

Tabnuua 27 — CBeToBaa MHAMKALMA CUCTEMHbIX MHAMKATOPOB

Ha3eaHue DyHKYUA ”
CocmosHue uHOuUKamopa CocmosaHue ycmpolicmea
uHOuKkamopa uHAukamopa
BbikntoueH MuTaHWe BbIKAHOYEHO
3eneHbl, roput MuTaHne BKAOYEHO, HOPMabHasA
NOCTOSIHHO paboTa ycTpolicTBa
CocTosHue . CamoTecTMpoBaHWe yCTPOMUCTBa Npu
3eneHbli, mepLaeT
Power NCTOYHUKOB ctapte (POST)
nnTaHuA OTcyTCTBME NEPBUYHOIO NUTAHMA OT
KpacHbiin, roput OCHOBHOIO UCTOYHMKA (NpW NUTaHWUU
NOCTOAHHO YCTPOKCTBa OT pe3epBHOro
WUCTOYHMKA)
Mpn3Hak 3eneHbli, roput YCTpOCTBO ABNAGTCA «KMAaCcTEPOM» B
BeAyLLero NOCTOAHHO cTeke
Master y M <
yCTpOKCTBa Npwm YCTpPOMCTBO He ABAAETCA «KMacTepoOM»
BbikntoueH
paboTe B cTeke B CTEKe
3eneHbl, roput
CoctosAHwue Bce BEHTUIATOPbI UCNPABHbI
NOCTOAHHO
Fan BEHTMNATOPA .
KpacHbin, roput OTKas ogHoro unu 6onee
oXnaxkaeHua
NOCTOAHHO BEHTU/IATOPOB
3eneHbli, roput N
HopmanbHasa paboTa ycTpoictaa
NOCTOAHHO
o OTKa3 ogHoro nau bonee
KpacHbin, roput
MHANKATO HOCTOAHHO BEHTUNATOPOB, Nnun asapua PoE
AnKarop (MES2348P)
Status COCTOAHUA —
. 3arpyska ycTpovcTtea. He HasHaueH
yCTpoOCTBa
o . IP-agpec HM Ha oAnH 13
KpacHblin-3eneHblii, .
MraeT nHTepdeiicos, NMb6O B CTEKe He
obHapyxeH mactep (MES2324,
MES2324FB, MES2324F DC)
. MoagKkntoyeH notpebutens PoE (roput
NHanKaTop 3eneHbll, roput .
WMHAMKATOP, COOTBETCTBYIOLLMIA
PoE coctoAaHna PoE- NOCTOAHHO
nopry)
nopToBs
BbikntoveH MoTpebutenn PoE He NoAKAOYEHDI
3eneHbli, roput Pe3epBHbIN UCTOYHUK NOAK/OYEH U
Pexxunm paboTbl NOCTOAHHO paboTtaeTr HopmanbHO
€3epBHOro . OTcyTCTBME NEPBUYHOIO NUTAHUA
RPS pesep KpacHbin, roput ¥ P
WCTOYHMKA pe3epBHOro UCTOYHUKA UK ero
NOCTOAHHO
nUTaHmA HEeNCNpPaBHOCTb.
BbikntoueH Pe3epBHbI MCTOYHUK HE NOAKAOYEH
3eneHsbli, roput
AKB nogkntoyeHa, nnTaHne B Hopme
NOCTOSAHHO
3eneHbli, muraet AKB 3apaxxaeTtca
Battery NHankaTop > —
KpacHbIn-3enéHbin, OcHOoBHOE nNuTaHue oTKkAoYeHo, AKb
(MES23248B, CcOoCTOsiHWA MUraeT paspsKaerca
MES2324FB, 3KKYMYNATOPHON KpacHbii, murae Hu3kuit yposeHb 3apaga AKb
Muraet
MES2348B) 6aTtapenu P : yp PAA
BbikntoyueH AKDB oTK/It04eHa
KpacHbiin, roput ABapus PTE (pacuenuTtens Toka
NMOCTOSIHHO baTtapen)
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3eneHbl, roput BAOK NMTaHMA yCTaHOB/IEH B C/IOT,
NOCTOAHHO nNUTaHWe BKOYEHO
BNOK NMTaHMA yCTaHOB/IEH B C/IOT, HO
NHankaTop
PS1, PS2 . nUTaHMe OTKAOYEHO; 610K NUTaHUA
COCTOAHUA KpacHbiin, roput
(MES2348P) YCTaHOBJIEH B C/IOT, NUTaHUe
6/710K0B NUTaHMUA NOCTOAHHO
BK/IIOYEHO, HO MMeeTCA
HEWCNPABHOCTb
BbikntoueH BNOK NUTaHWA He YCTaHOB/IEH B CNOT
KpacHblit-3enéHbliif, Harpy3Ka PoE Bbilwe HacTpoOMKK
Muraet usage-threshold
CeeTtoBan KputnyecKkas owmnbKa B pabote PoE,
Alarm WUHAMKaLMA KpacHbIi, roput npuseALwasn K oTkAtoYeHuto PoE Ha
CUCTEMHBIX NOCTOAHHO BCEX MOPTax MO0 OTKa3 04HOMO AN
WHAMKaATOPOB 60s1ee BEHTUNATOPOB
Harpy3sKa POE HW»Ke HacTpOMKu
BbikntoueH
usage-threshold

2.5 KomnneKT nocraBku

B 6a30BblIli KOMNAEKT NOCTABKM BXOAAT:

e Ethernet-kommyTaTtop;

e KomnnekT Kpene’ka B CTOMKY;

e LUHyp nuTaHua EBpoBunka-Cl3 1.8m (Tonbko gns MES2308, MES2308R, MES2308P AC,
MES2324 AC, MES2324B, MES2324P AC, MES2324P ACW, MES2324FB, MES2348B);

e UHyp nutaHua NBC 2x1.5 2m (Tonbko ans mogeneit MES2308P DC, MES2324 DC, MES2324F
DC, MES2324P DC, MES3508, MES3508P, MES3510P);

e [lamATKa 0 LOKyMeHTaLnu;

o CepTudumKaT COOTBETCTBMUSA;

e [lacnopr.

Mo 3anpocy B KOMMNAEKT MOCTAaBKM OMUMOHANbHO MOTYT 6bITb BKNOYEHDI:

e PykoBoacTBO NO 3KcnyaTauum Ha CD-aucke;

o  KoHCcOnbHbIM Kabenb;

e Moaynb nutaHua PM160-220/12 (ana MES2328I n cepuit MES33xx, MES5324) nam PM950-
220/56 (ana MES2348P);

e UHyp nuTaHua EBpoBunka-C1l3 1.8m (B cnyyae KomnnekTauum moaynem nuTtaHua PM160-
220/12 nnam PM950-220/56);

e Mogaynb nutaHna PM100-48/12 (ana MES2328I n cepuit MES33xx, MES5324) nan PM950-
48/56 (ana MES2348P);

e LlHyp nutaHua NBC 2x1.5 2m (B cnyvae KomnaeKkTaumum moaynem nutaHma PM100-48/12);

e SFP/SFP+/QSFP+-TpaHcuBepbi.
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3 YCTAHOBKA U NOAKNIOYEHUE

B aaHHOM pa3gene onucaHbl Npoueaypbl yCTaHOBKU 060py10BaHUA B CTOMKY U NOAKAOYEHUA K NUTa-
foLen cetu.

3.1 KpenneHue KpOHLWTENHOB

B KOMNAEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI AN1A YCTAHOBKM B CTOMKY M BUHTbI 418 Kpenje-
HUA KPOHLUTEMHOB K KOpMycCy yCTpoMcTBa. A4 YCTaHOBKM KPOHLUTEMHOB:

PucyHok 42 — KpenneHune KpOHLITENHOB

1. Mpu HaANUYUM TPAHCNOPTHOTO BUHTA YAANUTE €ro Nepes Havyaiom YCTaHOBKM (CM. pUCyHOK 38).
2. CoBmecTuTe YeTblipe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TaKUMMU Ke OTBEPCTUAMM Ha 6o-
KOBOW MaHenn ycTpoicTBa.

C NoMOLLLbI0 OTBEPTKU MPUKPENUTE KPOHLUTENH BUHTAMM K KOpPMyCy.

4. ToBTopuTe Aeicteua 1, 2 AnA BTOPOro KPOHLWTENHa.

w

3.2 YcTaHOBKa ycTpoiicTBa B CTOMKY (Kpome MES3508, MES3508P, MES3510P)

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKnTe yCTPOMCTBO K BEPTUKAIbHBIM HAMPaBASAIOLLMM CTOMKMN.

2. CoBMecTUTE OTBEPCTUS KPOHLUTEMHOB C OTBEPCTMAMM Ha HANPaBAAIOLLMX CTOMKKU. cnonbayiiTe
OTBEpCTWA B HaMNpasAAOLWMX Ha OAHOM YPOBHE C 06eMX CTOPOH CTOMKM, AJ1A TOFO YTO6bI YCTPO-
CTBO Pacno/iarasocb rOPU3oHTabHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.
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PucyHok 43 — YcTaHOBKa YCTPOMCTBA B CTOMKY

Ha pucyHke 44 npuBeaeH Npumep pasmelLeHns kommytatopos MES5324 B cToitKe.

o MES-5324 N1 o
(] KabenbHblin opraHanaep (]
o MES-5324 N2 )
o KabenbHblii opraHansep o
o MES-5324 N3 o
(] KabenbHbiih opraHanaep (]
o  MESB5324 N4 )
o KabGenbHeblii opraHansep (o]
o] MES-5324 N5 °
o KabenbHblli opraHaiisep o

PucyHok 44 — PasmelueHne kKommytatopos MES5324 B cToike

I He 3aKpblBaiiTe BEHTUNALMUOHHDbIE OTBEPCTUA, @ TAaKKE BEHTUNIATOPDI, PacnooXeHHble Ha
3agHel naHenu, NOCTOPOHHMMU NpeaMeTamun Bo usbexkaHue neperpeBa KOMMNOHEHTOB
KOMMYyTaTOpa M HapylueHuA ero paboTbl.
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3.3 YcraHoBKa ycTpoiicts MES3508, MES3508P, MES3510P Ha DIN-peiKy

YCTPOMCTBO pa3mellaeTca BepTUKaNbHO, TaK Kak 6oKoBble NnaHenn obecneumBaloT Ten-
vl nooTBOA,

[ns yctaHoBKK ycTpoiicTea Ha DIN-peliky:

1. Mpunoxutb KpenneHue Ha 3agHel CTeHKe KomMmyTaTopa nosepx DIN-peiku.
2. [oTAHYTb KOMMYTaATOpP BHM3 A0 ynopa.
3. HapasuTb Ha HUXKHIOK YacTb KOMMYTATOpPa A0 3aLLeNKUBAHUA.

3.4 YcTaHOBKa mopynei NUTaHuA

KommyTaTtop moxKeT paboTaTb C OAHUM UM ABYMA MOAY/IAMMU NUTaHUA. YCTaHOBKA BTOPOro moay/s

NMUTaHWA HeobxoaMma B C/ly4ae WCMOJIb30BaHUS YCTPOMCTBA B YCNOBUAX, TPEOYHOWMX MOBbILEHHOM
HaAEeKHOCTHU.

MecTa ona ycTaHOBKM Mop,yneﬁ NMNTaHNA C 3}'IEKTpMHECKOI‘;I TOYKHN 3peHNA PaBHOLLEHHDbI. C TO4UKM 3peHnA
MCNoNb30BaHNA YCTDOVICTBa, MmoAaynb NUTaHUA, HaXOLI,FIU.LMVICFI 6aunxKe K Kpato, CHNTaeTCA OCHOBHbIM, 6aunxe K
LeHTpy — pe3epBHbIM. Moaynnm nUTaHMA MOTYT YCTAaHaBAMBATbCA W W3BAEKATbCA 6e3 BbIK/OYEHMUA

ycTpolicTtea. Mpu ycTaHOBKE MU U3BAEYEHUWN SONONHUTENBHOTO MOAYASA MUTAHUA KOMMYTaTOP NPOLONKAET
paboTty 6e3 nepesanycka.

' ‘ Nepea obcnyKuBaHMem nsaenusa, PEMOHTOM UK APYFMMU aHANOrMUHBIMU AeUCTBUAMM
rad | OTKNIIOUMUTE U3aenue oT BCeX MCTOUHMKOB NUTaHMUA.

PucyHok 45 — YcTaHOBKa Moaynen nuTaHus

CoctosHue Mop,yneﬁ NUTaHUA MOXKeT ObITb nposepeHo NOo MHAWKAUUWN Ha nepep,Heﬁ naHenun

KommyTaTopa (cm. pasgen 2.4.4) uau NO A[MArHOCTUKe, AOCTYMHOM 4epe3 MHTepdeicbl ynpasBaeHus
KOMMYTaTOPOM.

UHaukauma aBapun moayna nUTaHUA MOoXKeT 6bITb BbiI3BaHa He TOJIbKO OTKA3oMm moAaynsa,
o] HO U OTCYTCTBMEM NEPBUYHOro NUTAHUA.
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3.5 MoaknioueHue NUTaloLWEN ceTU

1. Mpexae Yem K ycTpoiicTey 6yaeT NOAKAOYEHA NUTAOLWAA ceTb, HEOBXOAMMO 3a3eMNIUTL KOpP-
nyc yCTPOMCTBA. 3a3emaeHne HEOH6X0AMMO BbINOAHATL N30ANPOBAHHBIM MHOTOXWUAbHbBIM NPO-
BOZOM. YCTPOWCTBO 3a3eMJ/IEHUA U CeYEHME 3a3eMAIOLLEr0 NPoBOAA AOJIKHbI COOTBETCTBO-
BaTb TpeboBaHuam My3.

’ MopaKnoueHUe A0MKHO OCYLLECTBAATLCA KBAMMPULMPOBAHHBIM CNELUaNnCcToM.
-

2. Ecau npegnonaraertca NoAK/AlouYeHne KoMMbloTepa Uan MHOro 060py0BaHNA K KOHCObHOMY
NOpPTY KOMMYTATOPa, 3TO 060PYyA0BaHME TaKKe A0/IKHO ObITb HAZEKHO 333eM/IEHO.

3. ToaxntounTe K yCTPOWCTBY Kabeb MUTaHUA. B 3aBUCMMOCTM OT KOMNJIEKTALMM YCTPOMCTBA, NK-
TaHWE MOKET OCYLLLECTBAATLCA OT CETU NMepPeMEHHOr0 TOKa IMB0 OT CeTM NOCTOAHHOTO ToKa. Mpu
NOAK/IIOUYEHNN CETU NEPEMEHHOr0 TOKa CeayeT UCNO/b30BaTb Kabesb, BXOAALMI B KOMMNEKT
ycTpoiicTa. Mpu NOAKAOYEHUN K CETU MOCTOAHHOMO TOKa UCMO/b3YyNTe NPOBOA CEYEHNEM He
meHee 1 Mm? 1 cobtoaaiite NONAPHOCTb, YKa3aHHY0 Ha 610Ke NUTaHusA.

Bo n3bexkaHne BOSHUKHOBEHUA KOPOTKOro 3amblKaHUA NPU NOAKIIOYEHUU K CeTU NOCTo-
AHHOrO TOKAa PEeKOMEHAYEeTCA NPOU3BECTM 3aUMCTKY NPOBOAA Ha AANHY 9 MM.

.‘

’ ' Llenb nMTaHUA NOCTOAHHbBIM TOKOM [,0/1}KHa COAEPaTb YCTPOMUCTBO OTK/NIOYEHUA NUTAHUA
- ¢ dU3MUEeCKUM pasbeauHeHMem coeauHeHuna (BbIKAloUYaTeb, Pa3bem, KOHTAKToOp, aBTo-
MaTUUYECKUii BbIKOYaTeNDb U T.N.).

4. BK/OYMTE NUTAHME YCTPOMCTBA M yOeanTech B OTCYTCTBUM aBapuit MO COCTOSHUIO MHAWKATOPOB
Ha nepeaHen naHenun.

3.6 TMoaknioueHne AKb K MES2324B, MES2324FB, MES2348B

MoaxntoueHne AKB ocyLLecTBAAETCA MeAHbIM NMPOBOAOM ceyeHneM He meHee 1,5 mm2, Mpu noaknio-
yeHun AKB Heobxoanmo cobatogatb NOAAPHOCTb.

EmkocTb AKB, He meHee 20Ah.

PucyHok 46 — MoakntodeHune AKB K ycTponcTay
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3.7 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

f] YcTaHOBKa ONTUYECKUX MOAY/Iei MOXKeT NPOM3BOAUTLCA KaK NPU BbIK/IIOYEHHOM, TaK U
o NPV BKIOYEHHOM YCTPOUCTBE.

1. BcraBbTe BepxHU SFP-moayib B CIOT OTKPbLITOM YacTbio pa3bema BHWU3, a HUXKHUIA SFP-moaynb
OTKPbITOM YaCTbiO pa3bema BBEPX.

PucyHok 47 — YctaHoBKa SFP-TpaHcmBepoB

2. HapgasuTe Ha moay/b. Koraa oH BCTaHET Ha MECTO, Bbl YC/bILLIMTE XapPaKTEPHbIN LLE/TYOK.

PucyHok 48 — YcTaHoBneHHble SFP-TpaHcuBepbl
Ona ynaneHua TpaHcusepa:

1. OTKpoiiTe 3aLeNKky moayns.

PucyHok 49 — OTKpbITHe 3awenkun SFP-TpaHcueepos
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2. W3BnekuTe moaynb U3 cloTa.

PucyHok 50 — U3BneveHune SFP-TpaHcuBepos
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4 HAYA/NbHAA HACTPOUKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuHana

Ha KomnbloTepe 3anycTuUTb Nporpammy smynsaummn TepmuHana (HyperTerminal, TeraTerm, Minicom) u
NPOW3BECTM CReaytoWwmne HACTPOMKM:

— BblbpaTb COOTBETCTBYIOLLMI NOCAEA0BATE/NbHbIN NOPT;

—  YCTaHOBMTb CKOPOCTb Nepenaym AaHHbix — 115200 60p4;

— 3apatb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 CTONOBLIN BUT, 6€3 KOHTPOS YETHOCTY;

— OTK/NIIOYUTb afnnapaTHOEe U NPporpaMmmHoe ynpasaeHe NOTOKOM AaHHbIX;

— 334aTb PEXUM IMYyNALMM TepMUHaaa VT100 (MHOrMe TepMUHa/bHbIE MPOrPaMmMbl UCMO/b3YIOT
AAaHHbIN PEXUM IMYNALNM TEPMUHAA B KAUECTBE PEeXMMA NO YMOJTYaHUIO).

4.2 BKAlOYeHUue YyCTPOUCTBA

YCTaHOBUTb CoeAMHEHME KOHCOIM KOMMYyTaTopa (nopT «console») ¢ pasbeMom Moc/neaoBaTe/IbHOro
nHTepdelica KomnbloTepa, Ha KOTOPOM YCTAaHOB/IEHO NPOrpaMMHOe obecrneyeHme sMmyIaLUn TepMUHana.

BKAounTb  ycTpoictBo. [pM  KaskAOM  BK/AKOYEHMM KOMMYTaTopa 3anyckaeTca npoueaypa
«TeCTUPOBAHUA CUCTEMbI MpU BKAOUYeHUU» (POST), KoTopaa no3sonseT onpeaennTb paboTocnocobHOCTb
YCTpOIicTBa Nepes, 3arpy3Koit UCNONHAEMOM NporpamMmmsbl B onepaTusHyto namaTb (O3Y).

OTtobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax MES5324:

BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0

High speed PHY - Version: 2.1.5 (COM-PHY-V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDR3 Training Sequence - Ver 5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1
DDR3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U-Boot. Press ctrl+shift+6 to enable debug mode.

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa aBe CeKyHZAbl noc/e 3aBeplieHns npoueaypbl POST HaunHaeTcs aBTo3arpyska nporpaMmmHoro
obecneyeHns KommyTaTopa. [Ns BbINOJHEHUS CieumanbHbIX NpoLeayp UCNoIb3yeTcs MeHto Startup, BOMTU
B KOTOPOE MOXHO NPepBaB 3arpysKy Haxkatmem Knasuwu <Esc> unu <Enter> B Te4eHMe 3TOro BpeMeH!.
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Mocne ycnewwHoM 3arpy3kn KOMmMmyTaTopa NOABUTCA CUCTEMHOE NpuraaleHne nHtepdelica KomaHaHOM
cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***** (admin)

console#

/':f' [ns 6bicTporo BbI30Ba CNPABKMU O AOCTYMHbIX KOMaHAAX UCNO/b3yiTe KOMBUHALMIO KNa-
- BULWW <Shift>un <?>,

4.3 3arpy3o4yHoe MmeHIo

[na BXxofa B 3arpy3oyHOE MeHI0 ciefyeT MOoAKAYMTLCA K YCTPOMCTBY uyepes mHTepdeic RS-232,

nepesarpysuTb YCTPOWCTBO, U B TeYEHME ABYX CEKYHA, Nocae 3aBepLieHms npoueaypbl POST HaxaTtb “ESC” nnu
“ENTER”:

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1

Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupa 3arpy3o4HOro meHio:

Startup Menu
1] Restore Factory Defaults

[

[2] Boot password

[3] Password Recovery Procedure
[4] Image menu

[5] Back

Enter your choice or press 'ESC' to exit:

Tabnuua 28 — OyHKLMM MHTepdelica 3arpy304HOro MeHHo

®dyuKyua OnucaHue
Restore Factory Defaults BoccTaHOBUTb 3aBOACKME HAaCTPOMKHM
Boot password YcTaHoBUTL / yAannTb Naposib Ha bootrom
Image menu BbIbpaTb akTMBHbIVM 06pasa cuctemHoro MO
Password Recovery Procedure COpOoCUTb HAaCTPOIMKM ayTEHTUPUKALUK
Back MpoAoKUTb 3arpysKy

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx 63




HELTEX

4.4 Pexum paboTbl KOMMYyTaTOpa

KommyTtatopbl cepuit MES53xx, MES33xx, MES23xx paboTaloT B peXXnume CTEKMPOBAHMS.

V‘ KommyTtatopbl MES3508, MES3508P wn MES3510P He nopaAaepXuBaloT pexum
CTEKMPOBAHMA.

Ctek OYHKUMOHMPYET Kak eauMHOEe YCTPOMCTBO U MOKET 00beANHATL A0 8 KOMMYTATOPOB OAHOM U TOMN
e MogEeNN, UMEeIoLLMX Cieaytolme poaun, onpeaensemble nx nopaakosbimm Homepamu (UID):

— Master (UID yctpoictBa 1 uamn 2), ¢ Hero npoucxoamT yrnpasieHne BCeEMU YCTPOUCTBaMU B
CTeKe.

— Backup (UID yctpolictBa 1 uam 2) — ycTpoicTBO, noaumHawolweecs master. Jybavpyet Bce
HaCTPOMKM, 1, B C/Ty4ae BbIX0Aa YNPABAAIOLLEIO YCTPOWUCTBA M3 cTpoA, bepeT Ha ceba dyHKuUn
yNpaBAeHMA CTEKOM.

—  Slave (UID ycTpoiicts oT 3 Ao 8) — ycTpolicTBa, nogunHsiolleeca master. He moxket paboTaTh B
aBTOHOMHOM peXume (ecam oTcyTcTByeT master).

Mo yMOYaHMIO KOMMYTATOP ABAAETCA MacTepom, NopTbl XLG (XG) yyacTByloT B nepeaave AaHHbIX.

B pexume creknposaHma MES5324 wucnonbsyer XLG noptbl ANA CUHXPOHM3ALMM, OCTa/ibHblE
KOMMYTaToOpbl cemelictea, Kpome MES2308, MES2308P — XG nopTbl, MES2308 n MES2308P ncnonbsytoT 1G-
noptbl. Mpn 3TOM yKasaHHble MOPTbl He Yy4yaCTBYIOT B Nepegave AaHHbIX. BO3MOMKHbI ABe TOMOAOrMU
CUHXPOHU3UPYIOLINXCA YCTPOMCTB — KO/bLEBAA M IMHEeMHadA. [1a NoBbIlWEeHMA OTKa30yCTOMUYMBOCTM CTEKa
pekoMeHAyeTCA UCNO0/b30BaTb KOJbLEBYO TONOAOIMIO. MpPKU MCNOb30BAHUN NMHEHOW TOMNOIOTUM B CXEMEe
N3 ABYX IOHUTOB CTEKOBbIE NOPTbl 06beAnHATCA B LAG, YTO NO3BO/IAET NOBLICUTL NPONYCKHYIO CNOCOBHOCTDL
KaHana.

V‘ Ona kommytatopos MES2348P, MES2348B, MES3348, MES3348F pna ob6beguHeHus B
NINHeiHOM TONoN0rMKN CTEKOBbIX NopToB B LAG Heo6xoamMmo Mcnoib3oBaTb MHTep¢EnChbl
tel-8/0/1, tel-8/0/4 wnn tel-8/0/2,tel-8/0/3. Mpu nwbbIX APYrUX KOoMGUHALMAX
CTEKOBbIX NOPTOB OAUH U3 HUX ByaeT HaXo4UTbCA B pe3epBe U MUMeTb cTaTyc Standby.

Hacmpolika cmeKuposaHus KOMMymamopos

3anpoc KOMaHAHOM CTPOKM UMEET C/leAyoWmii BUA,:

console (config) #

Tabnuua 29 — ba3oBble KOMaHAbl

Komanda 3HayeHue/3HayeHue Neiicmeue

o ymMmoa4aHuro

stack configuration links HasHavaeT HTepdenchbl ANs CMHXPOHM3aL MK paboTbl

{fo1-4| te1-4 | gi9-12} - KOMMyTaTopa B CTeKe.

stack configuration unit-id it id: HasHayaeT Homep yCTpoKCcTBa «unit-id» NoKanbHOMY

unit_id uz:]lljttgl)/.a(ultlc;& YCTPOMICTBY (HAa KOTOPOM BbINOAHEHa KOMaHAa). CMeHa Homepa

YCTpOMCTBaA NPOU3OMAET NoC/e Nepesarpy3ku KoMmMyTaTopa.

no stack configuration YpaneHue HacTpoOeK CTeKa.

stack unit unit_id unit_id: (1..8, all) Mepexon, K KOHPUTYPUPOBAHMIO FOHUTA B CTEKE.

stack configuration master MpUHYAUTENbHO HAa3HAYaeT YCTPOWCTBO MacTepom (MacTepcTBo

unit unit_id 6yneT Bceraa COXpaHeHo 3a IOHWMTOM B C/lyyae Hanunuus
unit_id: (1..2),— €ro B CTeKe).

no stack configuration Bo3Bpaluaet BbI6op macTepa K CTaH4aPTHOMY asropuTmy

master unit unit_id ’
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' [NnA npumeHeHUA HaCTpoeK cTeKa HeobxoaMMma nepesarpyska ycTpoicTsa.
-

[lpumep

=  Ob6beanHUTb B CTEK ABa KommyTaTtopa MES5324. HazHaunTb BTOPbIM HOHUTOM, MCMO/1b30BaTb UHTEP-
delicbl fol-2 B KauecTBe CTEKMPYHOLLMX.

console# config
console (config)# stack configuration unit-id 2 links fol-2
console (config) #

KomaHOb1 pexcuma privileged EXEC

3anpoc KOMaHAHOW CTPOKM UMEET C/ieaytoLmin BUA,

console#

Tabnnua 30 — basoBble KOMaHAbl, A4OCTYMHbIe B pexkmume EXEC

3HayeHue/3HayeHue

KomaHoa Aelicmeue
o ymon4aHuio
show stack — OTobparkaeT MHGopmMauuio 06 yCTPOICTBAX, BXOAALLMX B CTEK.
show stack configuration OTobparkaeT MHbOPMaLMIO O CTEKMPYIOLWMX MHTepdencax
- IOHUTOB B CTEKE, a TaKXKe TeKyLuii BapuaHT Bbibopa macTepa.
show stack links [details] PaclumpeHHoe oTobpaxkeHne MHPOPMaLMKN O CTEKUPYIOLLUX
- nHTepoercax.

= [lpumep ncnonb3osaHua KomaHapl show stack links:

console# show stack links

Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 fol/0/1 fo2/0/2 40G fol/0/2
2 fo2/0/2 fol/0/1 40G fo2/0/1
’ ' YcTpoiicTBa ¢ ogMHaKoBbiMU uaeHTudukatopamm «Unit ID» He moryT paboTaTb B ogHOM
- CTeKe.

4.5 Hacrtpoiika PyHKUMIA KOMmMmyTaTOpa

®YHKUMM NO HaYyaIbHOMY KOHPUTYPUPOBAHUIO YCTPOMCTBA MOXKHO pasfaenTb Ha ABa Tuna.

— ba3oBas HacTpoiika — BK/toYaeT B cebsa onpeneneHme 6a30BbIX PYHKUMIN KOHPUIypaumumn u
HaCTPOMKy AMHamMmyeckux IP-agpecos.

— Hactpoitka napameTpoB cucTeMbl 6€30MaCHOCTM — BK/OYAET YNpaB/ieHWE CUCTEMOW
6e3onacHOCTU Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).
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/ Mpu nepesarpyske yCcTPOMCTBa BCe HECOXpaHeHHble AaHHble 6yayT yTepaHbl. Ana coxpa-
HeHUA No6bIX BHECEHHbIX M3MEHEHWI B HAaCTPOMKY KOMMYTaTopa UCnob3yeTca cnepyto-
Wwan KomaHpa:

console# write

4.5.1 ba3osasa Hacmpolika Kommymamopd

Ona Hayana KoHoUrypauum ycTponcTea HEObXoAMMO MOAK/IOYMUTL YCTPOMCTBO K KOMMblOTEpPY Yepes
nocaefoBaTeNbHbIN NOPT. 3aNyCTUTb HA KOMMNbIOTEPE NPOrPaAMMY IMYNALMM TEPMUHANA COMNACHO NYHKTY 4.1
«HacTpoitka TepmmnHana».

Bo Bpems HayaibHOM HAaCTPOMKMN MOXKHO onpeaenuTb HTepeiic, KOTopbI ByaeT NCNob30BaTLCA ANA
NOAK/IIOYEHUA K YCTPOWCTBY YAANEHHO.

ba3sosan HaCTpOVIKa BK/IIOYHaEeT cheaytoulee:

1. 3agaHue napona ans nonbsosatens «adminy» (c yposBHem npusunernin — 15).
Co3paHue HOBbIX MO/Ib30BaTENEMN.

HacTpoiika ctaTuueckoro IP-agpeca, Macku nogceT U Wko3a no yMmoa4aHuio.
MonyyeHune IP-agpeca ot cepsepa DHCP.

HacTpownka napameTtpoBs npotokona SNMP.

vk wnN

4.5.1.1 3adaHue napona 014 noasv3osamess «admin» u co30aHue HoB8bIX NMosb3osamerel

[na obecneyeHuA 3alMLLEHHOrO BX04a B CMCTEeMY HEO06X0AMMO HA3HAYUTb Napo/b NpPU-
- BUJIErMPOBAHHOMY Nonb3oBaTesnto «admin».

MmAa nonb3oBaTena 1 Napoab BBOAUTCA NPU BXOAE B CUCTEMY BO BPeMA CeaHCOB afiMUHUCTPUPOBAHUA
ycTpoiicrtea. [1ns co3aaHma HOBOro NoJib30BaTe I CUCTEMbI MM HACTPOMNKK 1t060ro U3 NapameTpos — UMEHM
nonb30BaTeNA, Napos, YPOBHA NPUBUAETUIA, UCNOJb3YIOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {I1-15}

V YpoBeHb npuBuaeruii 1 paspelsaeT 40CTyN K YCTPOICTBY, HO 3anpeLlaeT HaCTPOMKY. Ypo-
BeHb NpuBuaerunii 15 paspelwaer Kak A0CTyN, TaK U HACTPOMKY YCTPOMUCTBA.

Mpumep KOMaHA ANa 3agaHus nosib3osaTento «admin» napona «eltex» M cosgaHusa nosb3oBaTens
«operator» c naponem «pass» 1 ypoBHeEM npusuiernin 1:

console# configure

console (config) # username admin password eltex privilege 15
console (config) # username operator password pass privilege 1
console (config) # exit

console#
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4.5.1.2 PacwupeHHas HacmpoliKa yposHa docmyna

Ha ycTpoicTBe cyliecTByeT BO3MOMKHOCTb pacnpeneneHus npae nosb3oBaTenel B 3aBUCMMOCTU OT
YPOBHA MPUBUAEIUIA, Ha KOTOPOM KaxKAblii M3 nosb3oBaTene 6bln co3gaH. KOHKpeTHoMy YpOBHIO
NpUBUAETMA NPUCBaMBaeTca Habop KOMaHA, KOTOPble MOTYT BbIMOJIHATLCA NO/Ib30BATENSIMU C YPOBHEM He

HUKe 3aJaHHOro.

KommyTaTtop noaaepusaer cuctemy HacnegosaHusa Habopa KomaHg, oT 60nee HU3KUX

. YPOBHe npusunernia.
’ MpuBunernn BbICTPaNBAOTCA TONIbKO A1 KOHKPETHO 3aAaHHOro y3na. Kaxay KomaHay
o Heo6X0AMMO NPONUCLIBATb IBHO, HE UCNO/Ib3YA COKPALLLEHHble GOopMblI.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bupg, 3anpoca KOMaHAHOM CTPOKM peXxmnma rnobanbHOro KOHGUIrypnpoBaHms:

console (config) #

Tabnmua 31 — KomaHabl 419 HAaCTPOMKM PaclUMPEHHOro AocTyna

KomaHga

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

privilege context level
command

no privilege context level
command

level: (1..15); 33aHHYIO KOMaHAy.
/ypoBeHb npusuaervii | - context — pexxnum paboTbl KOMAHAHOWN CTPOKMU;
KOMaHA, pexxmma - level — ypoBeHb NnpuBuUaeruii, Ha KoTopom byaet
EXEC —1, [OCTYMHa HacTpanBaemasi KomaHaa;
BCEX OCTa/IbHbIX - command — KomaHAaa.

KomaHg — 15

MprceanBaeT yKasaHHOMY YPOBHIO NPUBUAETUIA

Ypanser 4OCTyn K KOMaHAE C YPOBHA, Ha KOTOPOM
KomaHzaa 6bina paspelieHa.

*  [lpumep HacTpoikn Habopa KoMaHA 414 Nosib3osaTens «admin» c 4 yposHem npusMaernii u Habopa
KOMaHZA Ana nonb3osartens «user» ¢ 10 ypoBHem npusmaerni

console# configure
username admin password passl privilege 4
username user password pass? privilege 10

console (confiqg) #
console (config) #
console (config) #
console (confiqg) #
console (confiqg) #
console (confiqg) #

privilege
privilege
privilege
privilege

exec 4 configure terminal
exec 4 show running-config
config 10 vlan database
config-vlan 10 vlan

Tenepb AN NOKANbHbBIX NOJIb30BaTE/IEN, Yel YPOBEHb NPUBUAETUIA BbllLEe UKW pPaBeH 4, CTaHeT AOCTyneH
BbIBOA, KOMaHAbl show running-config, Ho He byaeT aocTynHa HacTpoiika vlan. [1na nonb3oBaTtenei, ypoBeHb
npuBuneruii KoTopbix cooteetctayeT 10 v Bbiwe, OyAeT AOCTYNHA HACTPOliKa 1 vlan, n BbIBOA KoMaHAabl show

running-config.

4.5.1.3 Hacmpoliika cmamuueckozo IP-adpeca, Macku nodcemu u wist03a no yMmoa4YaHUKo

[ns BO3MOXKHOCTM yNpaB/ieHNss KOMMYTaTOPOM M3 CETU HEODBXOAMMO Ha3HauUUTb ycTpoiicTay IP-agpec,
MacKy MOACETU U1, B C/ly4ae yNpaBaeHUs U3 APYrol CETH, W03 NO yMOAYaHUIo. IP-agpec MOXKHO Ha3HauuTb
nobomy nHtepoeiicy — VLAN, dusmnueckomy nopty, rpynne noptos (Mo ymonyaHuto Ha nHtepoeice VLAN 1
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Ha3HaueH IP-agpec 192.168.1.239, macKa 255.255.255.0). IP-agpec wnto3a A0KeH NpuHaaneskaTb K TOM e
noAaceTn, 4To U 04nH n3 IP-nHTepdeicos ycTponcTaa.

V B cnyuyae ecnu IP-agpec HacTpausaetca ana uHtepdeiica pusmyeckoro nopTa uau rpynnbl
; ) nopToB., 3TOT HTepdeic yaanaetca us rpynnbl VLAN, KOTOpOii OH NpuHagaexan.
V‘ IP-agpec 192.168.1.239 cywecTByeT A0 TeX NOP, NOKa Ha 1t06om UHTepdeice cTaTUHECKU
‘ nau no DHCP He co3aaH gpyroii IP-agpec.
V Mpu yaaneHun Bcex IP-aapecoB KOMMYTaTOpa A0CTYN K HeMy byaeT oCyLecTBAATbCA NO
IP-agpecy 192.168.1.239/24.

= [lpumep KOMaHA HacTponkm IP-agpeca gna nHtepderica VLAN 1.

MapameTpbl MHTEpdelica:

IP-adpec, HazHavyaembili 015 uHmepgpeiica VLAN 1 — 192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winro3a no ymonuaHuwo — 192.168.16.1

console# configure

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config)# ip default-gateway 192.168.16.1
console (config) # exit

console#

[Ona Toro 4tobbl yoeanTbes, YTo agpec bbi1 HaszHavyeH uHTepdelicy, BBeauTe KoMmaHay:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 lonyyeHue IP-adpeca om cepsepa DHCP

Ona nonyyeHna IP-agpeca moxKeT ncnosbiosatbca npotokon DHCP, B cnyvae ecam B ceTy npucyTcTeyer
cepsep DHCP. IP-agpec ot cepsepa DHCP moKHO nonyyatb Yepes ntobont uHtepderic — VLAN, dusnueckuis
nopT, rpynny NopTos.

« Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mpumep HACTPOMKMK, NpeAHa3HAYeHHOM AN1A NoslyvyeHma guHammyeckoro IP-agpeca ot DHCP-cepBepa
Ha uHTepdelice vlian 1:

console# configure

console (config) # interface vlan I
console (config-if) # ip address dhcp
console (config-if)# exit

console#
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[ns Toro utobbl ybeantbea, Yto agapec 6bin HasHavyeH nHTepdelicy, BBeAUTE KOMaHay:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpoliika napamempos ripomokosaa SNMP dss docmyna K ycmpolicmeay

YCTPOCTBO COAEPKMT BCTPOEHHbIN areHT SNMP 1 noaaepsknsaeT sepcum npoTtokona vl/v2c/v3. AreHt
SNMP noapep»xunsaeTt Habop cTaHZAPTHbIX NepemeHHbIx MIB.

[ns BO3MOMKHOCTU agMWHUCTPUPOBAHUA YCTPOMCTBA nocpeacTBom npoTtokona SNMP Heobxogmmo
€034aTb X0TA Obl 0AHY CTPOKY coobuecTBa. KommyTaTopbl NOAAEPKMBAIOT TPM TUMA CTPOK coobuiecTsa:

— ro — onpegensAeT AOCTYN TO/IbKO Ha YTeHue;
— rw — onpegenneT AOCTyN Ha YTEeHWe U 3anucb;
— su — onpeaensaet goctyn SNMP-agmuHuctpaTopa.

Hanbonee pacnpocTpaHeHO MUCMONb30BaHME CTPOK coobuiecTtBa public — ¢ AOCTYNOM TONbKO ANs
yteHuss obbekToB MIB © private — ¢ AOCTYNOM Ha yTeHMe U M3MeHeHne obbeKkToB MIB. Ona Kaxaoro
coobuiecTsa MOXHO 3a4aTb IP-agpec cTaHUMKM ynpaB/ieHus.

Mpumep co3paHma coobuiectBa private ¢ JOCTYNOM Ha 4YTeHMe M 3anucb M IP-apgpecom craHumm
ynpasneHna 192.168.16.44:

console# configure

console (config)# snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config) # exit

console#

[na npocmoTpa co3aaHHbIX CTPOK cooblecTBa 1 HacTpoek SNMP ncnosib3yeTca KomaHaa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec
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Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpolika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHnss 6e30MacHOCTM CUCTEMbI WCMOAb3yeTca MexaHuam AAA  (ayTeHTUUKaumsa,
aBTopusauma, yyeT). Ana wndpoBaHMA AaHHbIX UCMOIb3yeTcs MexaHu3m SSH.

— Authentication (ayTeHTUdUKaLmMA) — conocTaBNeHNe 3anpoca CyLLLEeCTBYoLEN YYETHOM 3anucK
B cucTeme 6€30MacHOCTH.

— Authorization (aBTopu3auma, NpoBepPKa YPOBHSA A0CTyNa) — CONocTaB/ieHue y4ETHOM 3anncu B
cucteme (Npoweauwert ayTeHTUGUKaLMIO) U onpeaenEHHbIX NOIHOMOYMINA.

— Accounting (y4€T) — cnexeHue 3a NnoTpebaeHnem pecypcoB nosib3oBaTesem.

MpY MCNONB30BaHUM HACTPOEK YCTPOMCTBA MO YMOMAHUIO UMA MoJib3oBaTens — admin, naponib —
admin. Maponb HasHayaeTcA Mnosib3oBaTesieM. B ciyyae, eciv naposib yTpayeH, MOXKHO Mepesarpysutb
YCTPOMCTBO M Yepes CEPUMHbIM NOPT NPepBaTh 3arpysKy, HaxaB Kaasuwy <Esc> unn <Enter>. B TeueHuM
nepBbIX ABYX CEKYHZ Noc/e NoABAeHMA COOBLLEHMA aBTO3arpy3KM OTKPOETCA MeHIo Startup, B KOTOPOM HYXKHO
3anycTuTb Npoueaypy BocctaHoBneHUa napons ([2] Password Recovery Procedure).

/ Monb3oBatenb no ymonuaHuio (admin/admin) cywecreyer ao Tex nop, Nnoka He co3gaH
noboit apyroi nonb3oBaTtesib C ypoBHEM npuBuaerui 15.

/ Mpu yaaneHnn Bcex co3paHHbIX Nonb3oBateneii ¢ 15 ypoBHem npuBunernii goctyn K
KOMMyTaTopy ©OyaeTr ocCywectBnATbCA MNop, NonAb3oBaTesiemM MO YMOJYAHUIO
(admin/admin).

Ana obecneyeHus nepBOHaqaanoﬁ 6esonacHoCTH napo/ib B CUCTeMe MOXHO 3a4aTb ANA CEPBUCOB:

— KoHconb (nogxntoueHne yepes cepuinHbliii NopT);
— Telnet;
— SSH.

4.5.2.1 YcmaHo8Ka naposs 018 KOHCOU

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# line console

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password console

B oTBeT Ha npurnaweHne sBeCtn nNaposib BO BpemA perncrpaumnm B YCTpOﬁCTBe yepe3 ceaHC KOHCOn
BBeAUTE Napoib — console.
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4.5.2.2 YcmaHoska napons 0as Telnet

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password telnet

B oTBeT Ha npwuraaleHne BBECTM Napo/ib BO BPeMa Pernmctpauum B ycTpoicTee yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons 011 SSH

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config) # ip ssh server

console (config) # line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password ssh

B oTBET Ha Npu1raaweHMe BBECTM NAapo/ib BO BPEMA PerncTpaLmm B yCTpoicTee Yepes ceaHc SSH Beeante
naponb — ssh.

4.5.3 Hacmpoiika 6aHHepa

Ona yaobcrea aKcnyaTaumm ycTpoicTBa MOXKHO 3a4aTb 6baHHep — coobuleHune, coaepkaulee ntobyro
nHbopmaumio. Hanpmumep:

console (config)# banner exec ;

Role: Core switch
Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

Ons KoHPUrypaumm HacTPOEK KOMMyTaTopa UCMO/b3yeTCA HECKO/IbKO PEeXMMOB. B Kaxaom pexkmme
AOCTyNeH onpeaeneHHbli CMMCOK KOMaHA. BBoA CMMBO/IA «?» CAYXUT AN NPOCMOTpa Habopa KomaHa,
AOCTYMHbIX B KaXKA0OM U3 PEKNUMOB.

Ona nepexoga M3 Oo4HOro pexunma B ,ﬂ,perﬁ MCNOoNb3yTCA cneynanbHble KOMaHAbl. HEDEHEHb
CywecTByOWNX peXMMOB N KOMaHA BXO4a B PEXUM!

KomaHOHbili pexcum (EXEC), paHHbIN pexum A0CTyneH cpasy Nocse ycnewHol 3arpy3kmM KommMmyTaTopa
M BBOAA MMEHM NO/Nb30BaTeNs M naponsa (4Ns HenpueBMAErMPOBaHHOrO nosb3oBatens). MpurnaweHue cu-
CTEMbI B 3TOM peXUMe COCTOUT U3 UMeHU ycTpolicTBa (host name) n cumsona “>”.

console>

Mpuesune2uposaHHbiii KOMaHOHbIlU pexcum (privileged EXEC), naHHbI pexxmum A0CTyneH cpasy nocne
YCMeLHOoM 3arpy3kn KommMmyTaTopa, BBOAa MMEHWU Monb3oBaTtena U napons. MpurnaweHne cuctembl B 3TOM
peXKnme CoCTOUT U3 UMeHN ycTpolicTea (host name) u cumsona “#”.

console#

Pexcum 2n06anvHoii KoHgpu2ypayuu (global configuration), naHHbIN pexXum npeaHasHayeH AnA 3aaa-
HUA 0BWMX HAcTpoeK KommyTaTopa. KomaHAabl peruma rnobanbHoW KOHOUrypaumm A0CTynHbl M3 Ntoboro
noApesKmma KoHoUrypaumun. Bxoa B pexmnm ocyLiecTBifeTcs KomaHaol configure.

console# configure
console (config) #

Pexcum KoHghu2ypayuu mepmuHand (line configuration), naHHbIV peXMm npeaHasHayveH ana KoHdu-
rypaumm, cB3aHHOM ¢ paboTon TepMMHana. Bxoa B pexmm oCyLLEeCTBAAETCA U3 pernma rnobanbHON KOHOK-

rypauuu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOb1 pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxume EXEC umeet cneayowmii Bua;

console>

Tabnnua 32 — ba3oBble KOMaHAbI, A4OCTYMHbIE B pexkume EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuo
enable [priv] priv: (1..15)/15 MepekNoUNTLCA B MPUBMAETMPOBAHHbIN PEXUM (ecnun 3HayeHne
He yKa3aHo — TO ypoBeHb npusuaeruii 15).
login — 3aBepLUeHMNE TEKYLLEN CECCUM M CMEHA NO/Ib30BaTENS.
exit — 3aKpbITb aKTUBHYIO TEPMUHA/IbHYIO CECCUIO.
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help

3anpoc cnpaBoYHoi MHPopmauum o paboTe nHTepdeica
KOMaHAHOM CTPOKM.

show history

MoKasaTb UCTOPUIO KOMAHA, BBELEHHbIX B TEKYLLEN
TEPMUHANbHOW ceccum.

show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

—/dyHKUMA BKAKOYEHa

BKAOUNTL GYHKLMIO COXPaHEHWA UCTOPUM BBEAEHHbBIX KOMaHA,
ANA TeKywwel TepMUHANbHOM ceccuum.

OTKNOUNTD GYHKLMIO COXPAHEHUS UCTOPUMU BBEAEHHbIX KOMaHA,
018 TEKyLLeN TEPMUHAbHOW CECCUU.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHWTb pazmep Bydepa CTOpUM BBEAEHHBIX KOMaHA A/1A
TeKyLLel TEPMUHAIbHOW Ceccum.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

terminal datadump

terminal no datadump

—/BbIBOA, KOMaHA,
pasgensaeTca no
CTpaHULam

OT06pa3unTb BbIBOA KOMaHA 6e3 pasaeneHnsa Ha CTPaHMLbI
(pa3peneHve BbIBOAA CMPABKM NO CTPAHULLAM OCYLLLECTBAAETCA
cTpoKoi: More: <space>, Quit: q or CTRL+Z, One line: <return>).

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

terminal prompt

terminal no prompt

—/dyHKUMA BKAKOYEHA

BKAOUNTBL NOATBEPKAEHWE Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHA.

OTKNOUYNUTD NOATBEPKAEHNE NEepes, BbiNOAHEHUEM HEKOTOPbIX
KOMaHa,

show banner [login | exec]

OTobpaxkaeT KoHOUTypaunto 6aHHeEPOB.

KomaHOb1 pexcuma privileged EXEC

3anpoc KoMaHAHOW CTPOKM UMEET c/ieaytoLmin BUA,

console#

Tabnunua 33 — ba3oBble KOMaHAbl, A4OCTYMHbIe B pexkume privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

BepHyTbCcA B KOMaHAHbIM pexkum (EXEC) ns

priv: (1,7, 15)/1 NPUBUNErMPOBAHHOIO KOMAHAHOIO pexxuma (privileged EXEC).

disable [priv]

configure[terminal] — MepenTn B peXMm KoHOUrypaumm.

debug-mode -

MepeinTn B pexkMm OTNagKu.

YCTaHOBUTb PEKUM HACTPOMKM dUAbTpaLmnm TpaduKa.

- acl-sqing — peXxunm no ymonyaHuio;

- acl-sging-udb — BaBOE YyMEHbBLIEHO KOIMYECTBO BO3MOMKHbIX
npasua SQinQ; obasneHa BO3MOXHOCTb GUABLTPALLUK MO
TpuHaguaTtv opdcetam (B pexkmme No yMOAYaHUIO — NATb).

set system mode {acl-sqinq
| acl-sqging-udb}
acl-sging

KomaHObI, docmyriHble 80 8cex pexrumax KoHguaypayuu

3anpoc KOMaHAHOM CTPOKM UMEET OANH U3 CAeAYIOWNX BUAOB:
console#

console (confiqg) #
console (config-line) #

Tabnuua 34 — BasoBble KOMaHAbI, OCTYMHbIE BO BCEX PEXMMAX KOHOUTYpaLumm

3HayeHue/3HayeHue
no yMmon4aHuio

exit BbIT 13 Nt060ro pexxrMma KOHGUIypaLMmn Ha ypoBeHb Bbille B
nepapxmun komaHg, CLI.

KomaHda Aeiicmeue
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end . BbITH 13 Nt060ro pexmma KOHPUrypaLmm B KOMaHOHbIN PeXMM
(Privileged EXEC).

do . BbINONHWUTL KOMaHAY KoMaHaHoro yposHs (EXEC) u3 noboro
pexmMma KoHbuUrypaumm.

help — BbIBOAUT CipaBKy NO UCMNOb3yeMbIM KOMaHAAM.

KomaHObI pexxcuma 2a0b6an6Hol KOHgpu2ypayuu

3anpoc KoMaHAHOM CTPOKU MMeeT caeayowmii BUA,:

console (confiqg) #

Tabanua 35 — ba3oBble KOMaHAbI, AOCTYMHbIE B PeXXMME KOHDUTypaumm

3HayeHue/3Ha4yeHue
no yMmoa4aHuo

KomaHda

Aeiicmeue

banner exec d
message_text d

no banner exec

3apaTb TeKCT cooblieHunn exec (Mpumep: Nonb3oBaTe b
YCNELHO BOLWEN B CUCTEMY) U BKIOYMTb BbIBOA HA IKPaH.
- d — pasgenutens;

- message_text — TeKcT coobuieHns (B cTpoke ao 510
cumBonos, obuee 2000 cumBooB).

Y8anuTtb TeKCT coobLieHms exec.

banner login d
message_text d

no banner login

3apaTb TeKcT coobuieHus login (MHPopmaumoHHoe cooblueHue,
KOTOpOe oTobpakaeTcsa nepes BBOLOM MMEHU NOJsib30oBaTeNA U
napoAs), U BKAOYUTb BbIBOA, HA 3KPaH.

- d — pasgenutens;

- message_text — TeKcT coobLueHus (B cTpoke go 510
cumBonos, obuwee 2000 cmBoOoB).

YpanuTb TEKCT coobuieHus login.

KomaHObI pexcuma KoHguaypayuu mepMmuHana

3anpoc KOMaHAHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CeayoW M BUA,:

console (config-line) #

Tabnnua 36 — ba3oBble KOMaHAbI, 4OCTYMHbIE B PeXKMME KOHOUIypaLmm TepmmHana

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymosn4aHurw
history BKkNtoUnTb GYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbBIX KOMAHA,
no history —/GYHKUMA BKIIOYEHA | BbIKNIOUMTL GYHKLMIO COXPAHEHNA NCTOPUM BBEAEHHbIX

KOMaHa,

history size size

" " size: (10..207)/10
no history size

MN3meHnTb pasmep bydepa NCTOPUM BBEAEHHbIX KOMaHA,

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3apaTb TaliM-ayT TekyLiel TepMUHANbHOMN CecCcUU B MUHYTaX.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.
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5.2 ®dunbTpayma coobuieHnii KOMaHAHOMN CTPOKKU

dunbTpaumnsa coobuieHMin NO3BOAAET YMEHbLINTL 06beM 0TOOpaXKaembix AaHHbIX B OTBET Ha 3anpochl
nosb3oBaTens U obneryntb NOUCK Heobxoammon nHpopmaumn. Ona dunbTpaummn nHbopmauumn Tpebyetca
N06aBUTb B KOHEL, KOMaHAHOW CTpOoKM cumBon “|” mn ucnonb3oBaTb OAHY M3 onuuii GpuabTpauumu,
nepeYncsieHHbIX B Tabaumue 37.

Tabnnua 37 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

Memod 3HayeHue/3HayeHue Lleiicmaue
o ymon4aHuio
begin pattern MOKa3bIBaeT CTPOKM, NepBble CUMBOJIbl KOTOPbIX COOTBETCTBYIOT
wabnoHy pattern.
include pattern - BbIBOAMT BCE CTPOKM, cofeprKalime WwabnoH.
exclude pattern BbIBOAMT BCE CTPOKM, HE coaeprKalyme WwabnoH

5.3 MepeHanpasneHue BbiBOAA KOMaHA, CLI B npousBonbHbIN Ppaiin Ha N3Y

NHTepdelic KOMaHAHOM CTPOKU NPeAoCcTaBAseT BO3MOMKHOCTb NepeHanpas/ieHNs BbiBOAA KOMaHA, B
Npown3Bo/ibHbIN dain Ha M3Y.

[ns Toro 4tobbl KONMPOBaATb BbIBOA, KOMaHAbl B daitn (nepesanucatb dalin, ecnm Takon yxe cylie-
cTBYeT), TpebyeTtcaA nocne Habopa KoMaHabl 0TOBpaXKeHUsA MHGopMaLIMK A06aBUTb CUMBOA «>» U YKa3aTb UMA
daiina. Ons Toro, 4Tobbl KONMPOBATL BbIBOA KOMaHAbl B KOHeL, ¢paina, nocne Habopa KoMmaHabl 0OTOOpaXKeHuA
nHpopmauum Ao06aBUTb CUMBOJ «>>» U YKasaTb UmsA daiina. MNpumep UCrnosib30BaHUA:

console# show system >> flash://directory/filename

MNepeHanpaBaATb BbIBOA KOMaHA, B ¢paill MOXKeT TONIbKO No/Ib30BaTe/b € 15 ypoBHeM Npu-
BUNETUMA.

.‘

5.4 Hactpoiika MaKpOKOMaHA,

[aHHaa dyHKUMA No3BOAAET CO34aBaTb YHUOUUMPOBAHHbIE HaBOPbl KOMAHL — MaKPOCbl, KOTopble
MOXHO BNOC/NEACTBUMN NPUMEHATb B NpoLLecce KoHUrypaumm.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabanua 38 — KomaHapl pexunma rnobanbHon KoHoUrypaumm

3HayeHue/3HayeHue

KomaHda

no ymosn4aHuro

Aelicmeue

macro name word [track
object [state activa-
tion_statel]]

no macro name word

word: (1..32)
CUMBO/I0B
object: (1..64);
activation_state: (any,
up, down)/any

Co3paeT HOBbI Habop KOMaHA, ecim Habop C TaKUM UMEeHeM
cyllecTByeT — nepesanucbiBaet ero. Habop KomaHz BBOAWTCA
MOCTPOYHO. 3aKOHYUTb MAKPOC MOYKHO C MOMOLLbIO CUMBO/IA
“@”. MakcumanbHasa a4nvMHa makpoca — 510 cumBonos. B Tene
MaKpOCa MOYHO MCNO/b30BaTb A0 TPEX NepeMEeHHbIX B
KoHburypauun. Ecnm 3agaH napamertp track, makpoc byget
aKTMBMPOBaH Npu nameHeHnn TRACK ob6bekTa c Homepom
object, B cooTBeTCTBMM C NapameTpom state (up — akTMBauma
npu nepexoge mn3 coctoaHna DOWN B coctosiHue UP, down —
aKTuBauma npu nepexoge us coctoaHmna UP B coctoaHmne DOWN,
any — aKkTUBaLMA Npu 1l060M M3MEHEHMM COCTOAHMA). MaKpoc
He MOXKeT 6bITb aKTUBUPOBaH M3meHeHnem TRACK obbekTa npu
Ha/IM4uMKU NepeMeHHbIX B Tese.

Ypanaert ykasaHHbI1 Makpoc.

macro global apply word word: (1..32) MpUMeHAET yKasaHHbIA MaKpoc.
CMMBO/IOB

macro global trace word word: (1..32) MpoBepsaeT yKasaHHbIM MaKpOC Ha Ba/IMAHOCTb.
CUMBO/I0B

macro global description Co34aeT CTPOKY-AecKpUnTop rnobanbHOro makpoca.

word: (1..160)

word

CMMBO/IOB

no macro global description

Ypanaet cTpoKy-AecKkpunTop.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 39 — KomaHgpbl perkuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

macro apply word [pattern1
valuel] [pattern2 value2]
[pattern3 value3]

macro trace word

word: (1..32)
CMMBO/IOB

MpumeHAeT yKazaHHbIN MaKkpoc.

- pattern — wabn0H, cocTOAWMI U3 06BABNEHUA, HaNnpUMmep
cumsona "S", n nepemMeHHoOM, HanMCaHHbIX CAUTHO

- value — nepemeHHasa KOHGUrypaLmm

MpoBepaeT yKasaHHbIM MaKpoC Ha BaIMAHOCTb.

show parser macro [{brief |
description [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}] |
name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
word: (1..32)
CUMBOJI0B

OTobparkaeT NnapameTpbl HACTPOEHHbIX MaKPOCOB Ha
yCTpoMcTBE.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma KoHdUrypaumm nHtepdeinca:

console (config-if)#
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Tabnnua 40 — KomaHabl pexkuma KoHourypauum uHtepdelica

Komanda 3HavyeHue/3HavyeHue Leiicmeue
o ymoa4aHuro
macro apply word [patternl MpuMeHAEeT yKazaHHbIA MaKpoc.
valuel] [pattern2 value2] word: (1..32) - pattern — wabnoH, cocToALLMIA U3 06BABNEHNA, HANPUMEP
[pattern3 value3] CMMBO/IOB cumBona "$", M nepemeHHOM, HanMcaHHbIX CIMTHO
- value — nepemeHHas KoHdUrypaumm
macro trace word word: (1..32) MpoBepsaeT yKasaHHbIN MAaKPOC Ha Ba/IMAHOCTb.
CMMBOJI0B

macro description word word: (1..160) YcTaHaBMBAET CTPOKY-AECKPUNTOP MaKpoca.
no macro description CMMBOJI0B YpanaeT cTPpOKy-AecKpmnTop.

5.5 KomaHabl ynpaBneHusa cuctemom

KomaHObi pexcuma EXEC

Buma 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnmua 41 — KomaHabl ynpasaeHusa cuctemoi B pexkume EXEC

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host}
[size size] [count count]
[timeout timeout]
[source A.B.C.D] [df]

host: (1..158) cumBonos;
size: (64..1518)/64 6aiT;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHgza cnyxut ana nepegaym sanpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMY Y31y CETH, a TaK¥Ke A/19 KOHTPOoNA
noctynatowwmx otseTos (ICMP Echo-Reply).

- A.B.C.D — IPv4-apgpec y3na cetu;

- host — nomeHHoe Ums y3na cetu;

- Size — pa3mep nNakeTta A4/aA OTNPaBKM, KOANYECTBO 6alT B
nakere;

- count — KONWYECTBO NaKeToB ANA nepeaayu;

- timeout — Bpems OXKMAAHWA OTBETA Ha 3anpoc;

- df — oTMeHUTb pparmeHTaLMIO NAKETOB.

ping ipv6 {A.B.C.D.E.F |
host} [size size] [count
count] [timeout timeout]
[source A.B.C.D.E.F]

host: (1..158) cumB0/10B;
size: (68..1518)/68 6aitr;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHgza cnyxut ana nepegaym sanpocos (ICMP Echo-Request)
npotokona ICMP yKkazaHHOMY y31y ceTu, a TaK xe, 414
KOHTpos nocTynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-agpec y3na ceTu;

- host — nomeHHoe Ums y3na cetu;

- Size — pa3mep NaKkeTa A/1a OTNPaBKM, KONNYECTBO 6alT B
nakerte;

- count — KOIMYECTBO MAKeToB A/1A nepesayu;

- timeout — BpemsA OXKMAAHUA OTBETA Ha 3anpoc.

traceroute ip {A.B.C.D |
host} [size size] [ttl tt/]
[count count] [timeout
timeout] [source
ip_address]

host: (1..158) cumsonos;
size: (64..1518)/64 6aiiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

OnpegeneHve mapLupyTa TpaduKa A0 y3na HazHaveHua.
- A.B.C.D — IPv4-appec y3na cetu.
- host — pomeHHOe nMA y3na ceTu;
- size — pa3mep NaKeTa 4nA OTNPABKM, KoanyecTso 6aiiT B
nakeTe;
- tt/ — maKcMManbHOe KOIMYEeCTBO YHaCTKOB B MapLUpyTe;
- count — KONNYECTBO MOMbITOK Nepeayn naketa Ha KaXkaom
yyacTke;
- timeout — BpemsA OXKMAAHWA OTBETA Ha 3anpoc;
- IP_address — IP-agpec nHTepdeiica KommyTaTopa,
Mcnonb3yemblil 4NA nepesayn nakeTos;
OnucaHne owKn60K NpU BbINOHEHNUN KOMaHA, U
pe3synbTaToB npusepex 43, 44.
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traceroute ipv6
{A.B.C.D.E.F | host} [size
size] [ttl tt/] [count
count] [timeout timeout]
[source ip_address]

host: (1..158) cumBonos;
size: (66..1518)/66 Bairr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

OnpeaeneHue maplpyTta TpadurKa 40 y3na Ha3HaAYeHUA.
-A.B.C.D.E.F — IPv6-agpec y3na cetu.
- host — nomeHHOe MMA y3na ceTu;
- Size — pa3mep NaKeTa Ana OTNPaBKM, KoAnYecTso 6aiiT B
nakeTe;
- tt/l — MakcMManbHOE KONNMYECTBO Y4aCTKOB B MapLUpYTE;
- count — KOIMYEeCTBO MONbITOK NepeAayn nakeTa Ha Kaxgom
y4acTke;
- timeout — BpemsA OXKMAAHUA OTBETA Ha 3anpoc;
- IP_address — IP-apgpec uHTepdelica KommyTaTopa,
MCnosib3yemblii ANA Nepesayn NakeTos.

V OnucaHue own60K NpU BbINOJHEHUU KOMaHA, U

pe3ynbTaToB NpuBeAeHo B Tabauuax 43, 44.

telnet {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OTkpbiTve TELNET-ceccnm gns y3na cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;
- host — [OMeHHOoe UMA y3n1a CeTH;
- port — TCP-nopT, no KoTopomy paboTaeT cny»kba Telnet;
- keyword — knto4yeBoe CNoBO.
OnucaHue cneuuanbHbiXx KOMaHg Telnet u Knroue-
V BbIX C/10B NpUBEAEHO B Tabnuue 45

ssh {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonOB;
port: (1..65535)/22;

OTkpbITMe SSH-ceccumn gns ysna cetu.
- A.B.C.D — IPv4-agpec y3na cetu;
- host — nomeHHoOe Ums y3na cetu;
- port — TCP-nopT, No KoTopomy paboTaeT cny:kba SSH;
- keyword — knto4yeBoe CN0BO.
V OnucaHue KAo4yeBbiX C10B NpUBeAEHO B Tabauue
46.

resume [connection]

connection:
(1..5)/nocnegHss
YyCTaHOB/IEHHan ceccun

MepeKkntoyeHne Ha gpyryto yctaHosneHHyto TELNET-ceccuto.
- connection — Homep ycTaHOB/IeHHOM telnet-ceccuu.

show users [accounts]

OTobparkeHne nHGopMaLLMmM 0 NOb30BATENAX, MCMO/b3YIOLWMX
pecypcbl ycTpoicTBa.

show sessions

OTobparkeHne nHPopmaLmm 06 OTKPLITLIX Ceccuax K
yAaNeHHbIM YCTPOMCTBAM.

show system

BbiBOA, cvcTeMHON MHbOPMaL MK,

show system battery

OTobparkeHne nHdopmaummn o batapee.

R . unit: (1..8)/— . o

[unit unit] - unit — Homep YCTPOMCTBA B CTEKE
show system id [unit OTobparkeHne cepuiiHOro Homepa yCTPOMCTBa, PEBM3UK NAATbI
unit] unit: (1..8)/— n 6asosoro MAC-agpeca.

- Unit — HoMep YCTPOWCTBA B CTEKE.
show system [unit unit] unit: (1..8)/— OTobparkeHne cucTeMHol MHGOpPMaLLMKM KOMMYTaTOpa.

- unit — Homep yCcTPOMCTBA B CTEKe.
show system fans [unit . OTobparkeHne MHGopMaL MM O COCTOSHUN BEHTUIATOPOB.
unit] unit: (1..8)/— - Unit — HoMep YCTPOICTBA B CTEKE.
show system power-
supply — OTobparkeHne MHGOPMALLUM O COCTOSHUM UCTOYHUKOB MUTAHUA.
show system sensors — OTo6pakeHne MHGOPMaLUM TemnepaTypHbIX AaTYMKOB.
show version OTob6parkeHne TeKyLLEN BEPCUN CUCTEMHOTO NPOrPaMMHOTO

- obecneyeHnn ycTpoicTea.

show system router OTobpakeHne pasmepa 1 3aHATOCTM annapaTHbIX Tabauy,
resources YCTPOICTBA (MapLpyT13aumm, coceaen, MHTepdelicos).
show system tcam OTobpaskeHue 3arpysku pecypcos namatm TCAM (onpegeneHHo
utilization unit: (1..8)/— agpecyemasn namaTb).
[unit unit] - unit — Homep YCTPOICTBA B CTeKe.

show tasks utilization

OTobparkeHMe ypOBHA 3arpy3Kku pecypcos LLeHTPabHOTo
npoueccopa KOMMYTaTOpa ANA KaXKA0ro CUCTEMHOTO npoLiecca.
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show tech-support
[config | memory]

OTobpaxkeHne MHbopmauumn ob ycTpoictee, Heobxognumon ans
Haya/NbHOM ANArHOCTMKM Npobaem.
BbiBOA, KOMaHAbI NpeacTaBaseT coboit KombuHauuo
V BbIBOA,OB NEepPeynCc/IeHHbIX HUXKe KOMaHA:

show clock

show system

show version

show bootvar

show running-config
show ip interface

show ipv6 interface

show spanning-tree active
show stack

show stack configuration
show stack links details
show interfaces status
show interfaces counters
show interfaces utilization
show interfaces te1/0/xx

show fiber-ports optical-transceiver

show interfaces channel-group
show cpu utilization

show cpu input-rate detailed
show tasks utilization

show mac address-table count
show arp

show errdisable interfaces
show vlan

show ip igmp snooping groups
show ip igmp snooping mrouter
show ipv6 mld snooping groups
show ipv6 mld snooping mrouter
show logging file

show logging

show users

show sessions

show system router resource
show system tcam utilization

show storage devices —

OTobpaxkeHne nosHoro cnucka M3Y v ux pasgenos.

KomaHpa «show sessions» OTO6pa)KE|ET BCe yaa/JieHHble COegUHEHUA TOJZIbKO U3 TEKyLI.I,eﬁ
tad ceccuu. [laHHaA KOMaHAA UCNOIb3yeTCA Cneayowmum 06pa30M:

1.

2.

BbINONHUTL NOAKNIOYEHME K YAANEHHOMY YCTPOMCTBY C KOMMYTaTOpa C NOMOLLbIO

TELNET nnum SSH;

BepHyTbCA B pOAUTENbCKYIO ceccuio (Ha KommyTaTop). 1A 3Toro HaxkaTb KOM6MHaLMIO
Knasuw <Ctrl+Shift+6>, oTnycTUTb M HaxKaTb <x> (uKc). MponsonaET nepexopn B poau-

Te/IbCKYIO ceccutio,

BbINONAHUTL KOMaHAY «show sessions». B 'ra6nuu,e AO0J/KHbI NPUCYTCTBOBATb BCeé UCXO-

AAWMeE COeANHEHUA B TeKyL el ceccum;

Dns Toro uto6bl BEPHYTLCA K CECCUU YAANEHHOTO YCTPOICTBA, HEO6XOAMMO BbINONHUTD
KomaHAay «resume N», rae N — HOmep coeauHEHMA U3 BbiBOAA KOMaHAbl «show

sessions».
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KomaHOb! pexcuma privileged EXEC

3anpoc KoMaHAHoOM CTPoKM B pexkmme privileged EXEC umeet cheaytowmii Bua;:

console#

Tabnnua 42 — KomaHabl ynpaBaeHma cuctemon B pexkume privileged EXEC

KomaHda

3HayeHue/3HayeHue

Aeiicmeue
o ymon4aHuio

reload [unit unit_id]

KomaHaa cnyxut ans nepesanycka ycTpoicTsa.

it_id: (1..8)/—
unit_id: (1..8)/ - unit_id — Homep yCTpOWMCTBaA B CTEKE.

reload in {minutes |

minutes: (1..999); o .
( )i YCcTaHOBKa NPOMEXKYTKa BPEMEHMU, Yepes KOTopbI nponsonaer

hh:mm} hh: (0..23), mm: M
OT/IOXEHHasn nepesarpysKa ycTponcTaa.
(0..59).
reload at hh:mm hh: (0..23), mm: .
(0..59). YcTaHOBKa BpemeHu nepesarpysku ycTponcTsa.

boot password password

YcTaHOBKa napons Ha bootrom.

no boot password

YaaneHnve napons Ha bootrom

reload cancel

— OTmeHa OT/1I0KeHHOro nepesanycka.

show cpu utilization

OTo6paskeHne CTaTUCTUKM MO YPOBHIO 3arpy3ku pecypcos
LeHTpanbHOro npoveccopa.

show cpu input rate

OTobparkeHWe CTaTUCTUKM MO CKOPOCTU BXOAAWMX dpeinmos,
06pabaTbiBaeMbix MPOLLECCOPOM.

show cpu input-rate
detailed

OTobpaskeHne CTaTUCTUKM NO CKOPOCTH BXOAALMX GPerimoB,
obpabaTbiBaembIx NpoOLLECCOPOM MO TUNY TpaduKa.

show cpu thresholds

— OTobparkeHne cn1cKa HacTpoeHHbIX noporos gas CPU.

show memory thresholds

— OTobparkeHne CNMCKa HaCTPOEHHbIX Noporos Ana RAM.

show sensor thresholds

— OTO6parkeHne cnncka Noporos 41a AaTYMKOB.

show storage thresholds

— OTobparkeHne cn1cka Noporos 415 pas3fesioB YCTPOUCTB.

show system mode

OTobparkeHne nHbopmaLuum o napameTpax puabTpaumum
TpaduKa.

- Mpumep Mcnoab30BaHMA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com

(148.21.11.69) form , 30 hops max, 18 byte packets

Type Esc to abort.
1 gateway.eltex (192.168.1.101)
2 eltexsrv (192.168.0.1)

3***

0 msec 0 msec 0 msec
0 msec 0 msec 0 msec

Tabnnua 43 — OnucaHue pesynbTaToB BbINOJIHEHWA KOMaHAbI traceroute

lMone

OnucaHue

1 MopagKoBbI HOMEP MapLLPYTM3aTopa B MYTH K YKasaHHOMY Y31y CeTH.

gateway.eltex

CeTeBOE MMSA 3TOrO0 MapLIpyTM3aTopa.

192.168.1.101

IP-agpec aToro maplipyTtusatopa.

0 msec 0 msec 0 msec

Bpems, 3a KoTopoe naket 6bl1 NepeaaH U BepHY/CA OT MaplipyTM3aTopa. YKasbiBa-
eTcA ANA KaXa0W NonbITKU nepegaym nakera.
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Mpun BbINO/NHEHUM KOMaHAbI traceroute MoryT NPouU3onTN oWMBKKN, onnucaHMe oWNBOK NpMBeAEHO B
Tabnuue 44.

Tabnmua 44 — OwKMbKM Npu BbINOIHEHMN KOMAHAbI traceroute

Cumeon owubku OnucaHue
* TamayT Npu NONbITKe Nepeaaym nakeTa.
? HewnsBecTHbIM TUM NaKeTa.
A ALMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT Npu BNOKMPOBAHUM UCXOAA-
wero Tpaduka no npasmnam B Tabauue gocrtyna ACL.
F TpebyeTca pparmeHTaumna n yctaHoBKa 6mTos DF.
H Y3en cetu HegOCTynNeH.
N CeTb HegoCTyMHa.
P MpoTOKON HeaOCTyNEH.
Q MCTOYHMK NoaaBieH.
R NcTekno Bpems NOBTOPHOM cObopKu dparmeHTa.
S OwnbKa ncxoaallero mapLupyTa.
U MopT HepocTyneH.

MporpammHoe obecneveHne Telnet KommyTaTOpoB MNOAAEP!KMBAET CcheuuasbHble KOMaHAbl —
GYHKUMM KOHTPOAA TepMUHana. [na BXxoda B peXxum crneupmasbHbiX KOMaHg BO Bpemsi akTusHol Telnet-
Ceccumn NCnosib3yeTcs KOMBUHaUMA Knasuw <Ctrl+shift+6>.

Tabnuua 45 — CneumanbHble KomaHabl Telnet

CneyuanbHAA KOMAHOA Ha3HayeHue
AN Mepepatb no telnet paspbiB coeguHeHUs.
A C Mepepatb no telnet npepbiBaHne npouecca (IP).
AN K Mepeaatb no telnet yaaneHme cumsona (EC).
AN o Mepeaatb no telnet npekpalyeHne Bbisoga (AO).
ARt Mepepatb no telnet coobuweHne «Are You There?» (AYT) Ana KOHTpoAs nogknatoye-
HUA.
ANy Mepepaatb no telnet ctupanue ctpoku (EL).
AN x Bo3BpaT B peXXnMmM KOMaHAHOM CTPOKMU.

TaK*Ke BO3MOXHO UCNO/Ib30BaHME A0NOAHUTENbHbIX OHLI,Mﬁ npu OTKPbLITUN Telnet- n SSH-ceccuit:

Tabnunua 46 — KntoyeBsble C10Ba, UCMOJIb3yemble Npu oTKpbITUKM Telnet- n SSH-ceccuit

Onyusa OnucaHue
/echo JloKanbHO BKAtOYaeT pyHKLMIO echo (nogaBneHue BbIBOAA HA KOHCO/b).
/password Onpegendaet naponb Ana Bxoaa Ha SSH-cepsep.
/quiet He ponycKaet BbIBOA Bcex coobuieHuit nporpammHoro obecneveHus Telnet.
/source-interface OnpeaensieT MHTePdENC-UCTOYHMK.
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/stream

BkntoyaeT 06paboTKy NOTOKA, KOTOPbIN paspeluaeT HesawmueHHoe TCP-coeanHeHne
6e3 KoHTponA nocnegoBaTenbHocTel Telnet. MoTokoBoe coeanHeHue He obpabaTbi-
BaeT Telnet-onuum U MOXKET UCNONbL30BATLCA A5 NOAKNOYEHMA K NOPTAM, Ha KOTO-
pbiX 3anyLLeHbl nporpammbl KonuposaHua UNIX-to-UNIX (UUCP) anbo gpyrue npoTto-
Kobl, He aBasAowmecs Telnet-npoTokonamu.

Juser

OnpegensaeTt uma Nonb3oBaTena oA Bxoga Ha SSH-cepsep.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexmme rnobanbHoM KOHPUTypauum MMeeT caeayowmii Bua,:

console (config) #

Tabnnua 47 — KomaHabl ynpaBaeHNA CUCTEMOW B pexxume rnobanbHo KoHPUrypaumm

no service cpu-input-rate

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro

hostname name name: (1..160) KomaHgza cnyut gns 3agaHua ceTeBoro MMeHM yCTPoMCTBa.

no hostname CMMBONOB/— BepHyTb ceTeBoe MMsA YCTPOMCTBA B 3HAYEHUE MO YMOHAHMIO.

service tasks-utilization PaspewunTb yCTPOICTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPaNbHOIo NPOLLEccopa KOMMYTaTOPa A1 KaxAoro
CUCTEMHOrO npoLiecca.

- — —/BK/IlOYEHO —

no service tasks-utilization 3anpeTuTb YCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3kmn
pecypcoB LLeHTPasbHOro NpoLLeccopa KOMMYTaTopa A/1s Kaxaoro
CUCTEMHOrO NpoLiecca.

service cpu-utilization Pa3spewunTb yCTPOICTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPanbHOro NpoLeccopa KOMMyTaTopa.

- —— —/BK/OYEHO —

no service cpu-utilization 3anpeTuTb YCTPOMICTBY NPOTrPAMMHO M3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPanbHOro NpoLeccopa KOMMyTaTopa.

service cpu-input-rate Pa3pewwnTb ycTpOICTBY MPOrPamMMHO M3MEPATb CKOPOCTb
BX04ALWMX dperimos, 06pabaTbiBaeMbix LeHTPaNbHbIM
npoLeccopom KommyTaTtopa.

—/BKNOYEHO

3anpeTuTb YCTPOMCTBY NPOrPamMMHO M3MepPATL CKOPOCTb
BX04ALWMX dperimos, 06pabaTbiBaeMbIx LEHTPANbHbIM
NPOLLeCCoOpoOM KOMMYTaTopa.

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options,other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

service cpu-rate-limits
traffic pps

no service cpu-rate-limits

traffic

YcTtaHoBKa Ha CPU orpaHuyeHuii cKopoctu BxoaAawmx dpenmos
ANA onpeaeneHHoro Tuna Tpadumka.
- pps — NaKeToB B CEKYHAY.

BoccTaHaB/MBaEeT 3HaUYeHWe pps MO YMONYAHUIO ANA
onpegeneHHoro Tpaduka.

no service
mirror-configuration

syn);

pps: 8..2048

service password-recovery Pa3peLwmnTb BOCCTaHOBNEHWE NAPOA Yepes 3arpy304HOe MeHIo
bled «password recovery procedure» ¢ coxpaHeHUeM KOH$UTypaumu.

no service —/enable Pa3peLwmnTb BOCCTaHOB/NEHWE NAPOAA Yepes 3arpy304HOEe MeHIo
password-recovery «password recovery procedure» ¢ yaaneHnem KoHourypauum.
link-flapping enable bled BKkAtounTb NpesoTepaweHme dnannmuHra MHKa.
link-flapping disable —/enable OTKNoUNTL NpegoTepalLeHme GaannmHra MHKa.
service mirror- Co3aaBaTb pe3epBHYH KONUIO TekyLell KoHbUrypauum.
configuration

—/enabled

OTKNOUUTB KONMPOBAHUE TeKyLLel KoHbUrypaLuu.
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system router resources
[ip-entries ip_entries |
ipv6-entries ipv6_entries |
ipm-entries ipm_entries |
ipmv6-entries
ibmv6_entries]

ip_entries:
(8..8024)/5120;
ipv6_entries:
(32..8048)/1024;
ipm_entries:
(8..8024)/512;
ipmv6_entries:
(32..8048)/512

YcTaHOBKa pasmepa TabauLibl MapLLpyTU3aLmK.

cpu threshold index index
interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recov-
ery-notify {enable | disa-
ble}]

no cpu threshold index in-
dex

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apatb nopor gns 3arpysku CPU.

- index — NPou3BO/IbHbIN MHAEKC NOPOra;

- interval — vHTepBan namepeHua sarpysku CPU. 3HaueHue 3a-
rpysku CPU 3a 3TOT uHTepBan 6yaeT cpaBHMBATLCA C NOPOro-
BbIM;

- relation — oTHoweHMe mexay 3arpyskoit CPU n noporosbim
3HayeHnem, Heobxoaumoe ana cpabaTbiBaHWA NOpora;

- value — 3Ha4yeHue nopora;

- flap_interval — 3HayeHue, onpegenstollee MOMEHT BOCCTa-
HOBNEHUA nopora nocse cpabaTbiBaHUSA;

- severity — ypOBeHb Ba)*HOCTW TPanos A/1a 3TOro nopora;

- notify — BK/louaeT/oTkNtOYAET OTNPaBKy Tpanos o cpabatbl-
BaHMM NOpPOra;

- recovery-notify — BktOYaeT/oOTK/IIOMaET OTNPaBKy TPanos o
BOCCTaHOBJ/IEHUW NOpOra.

Ypanutb nopor ¢ 3aaHHbIM MHAEKCOM.

memory threshold index
index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
flap_interval:
(0..100)/0 npougeHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3agatb nopor ans obvema ceobogHo namaTv RAM.

- index — NPOU3BOIbHbIN MHAEKC NOPOra;

- relation — oTHOLWeEHME MeXay 06beMOM cBOOOAHON NamATU U
NoporosbiM 3HaYeHMeMm, Heobxoaumoe ana cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHuWe nopora;

- flap_interval — 3HayeHWe, onpegensaoLLee MOMEHT
BOCCTaHOB/IEHWA NOpora nocse cpabaTbiBaHUSA;

- severity — ypOBeHb Ba)*XHOCTU TPANoB A/1a 3TOro nopora;

- notify — BKAloYaeT/oTK/OYaEeT OTNPaBKy TPAMNos O
cpabaTtbiBaHMM nopora;

- recovery-notify — BK/lO4aeT/0TKAOYAET OTNPABKY TPANos o
BOCCTAaHOB/IEHUW NOpOra.

YAanuTb Nopor € 3aaHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id
index index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no sensor threshold fan
fan_num unit-id unit_id
index index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..1000000000)
060pOTOB/MUH;
flap_interval:
(0..1000000000)/0
060p0TOB/MUH;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apaTb Nopor ANA AaTYMKa CKOPOCTU BpaLLEeHUA BEHTUAATOPA.
- fan_num — Homep BEHTUAATOPA;

- unit_id — Homep tOHUTa, Ha KOTOPOM Haxo4MTCA BEHTUAATOP;
- index — NPOW3BO/bHBIN MHAEKC NOPOra;

- relation — OTHOLIEHWE MeXAY CKOPOCTbIO BPaLLLeHWA
BEHTU/IATOPA U NMOPOroBbiM 3Ha4YeHMEM, HeobxoamMmoe AN1s
cpabaTtbiBaHMA NOpora;

- value — 3Ha4yeHue nopora;

- flap_interval — 3Ha4YeHune, onpegensatoLLee MOMEHT
BOCCTaHOB/IEHWA NoOpora nocsae cpabaTblBaHUA;

- severity — ypOBeHb Ba)*XHOCTU TPanoB A/1a 3TOro nopora;

- notify — BK/IlO4aeT/OTKAIOYAET OTNPABKY TPaANos o
cpabaTbiBaHWMKM NOPOra;

- recovery-notify — BKkatouyaeT/oTK0UaET OTNPaBKy TPanos o
BOCCTAaHOB/IEHUW NOPOra.

YAanuTb Nopor ¢ 3alaHHbIM UHAEKCOM ANA BEHTUAATOPA fan_num
Ha toHuTe unit_id.
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sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index
relation value [flap-interval
flap_interval] [severity
level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apaTb Nopor ANA gaTyMKa TemnepaTypbl.
- sensor_num — HOMep TEPMOAATUNKA;

- unit_id — HoMep OHUTA, Ha KOTOPOM HaX0AUTCA TEPMOAATYMK;
- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — oTHOWEHME MeXAay TeEMNepPaTypoi U MOPOroBbIM
3HayeHuem, Heobxogumoe ans cpabaTbliBaHMA NOPOra;

- value — 3HayeHue nopora;

- flap_interval — 3HayeHue, onpegenatolLee MOMEHT
BOCCTaHOB/IEHWA Nopora nocse cpabaTbiBaHUSA;

- severity — ypOBEHb BaXXHOCTM TPaNoB Aa 3TOro Nopora;

- notify — BKloYaeT/oTKAOYaEeT OTNPaBKyY TPAMNos o
cpabaTbiBaHUKM NOPOra;

- recovery-notify — BktouaeT/oTK/0uaeT OTNPaBKy TPanos o
BOCCTaHOB/IEHUW NOpoOra.

YAanuTtb Nopor ¢ 3aaHHbIM UHAEKCOM ANA TepMoJaTimKa
sensor_num Ha toHuTe unit_id.

storage threshold index
index interval relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
interval: (0..100)/0
NPOLLEHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert;

3agaTtb nopor ana obvema cBobogHOM NamaTh Ha M3Y.

- index — NPOU3BOIbHbIN MHAEKC NOPOra;

- relation — oTHowWweHWe mexay ob6bema cBOH6OAHON NaMATU U
NoporoBbiM 3HaYeHMeM, Heobxoaumoe ana cpabaTbiBaHUA
nopora;

- value — 3HayeHwue nopora;

- flap_interval — 3HayeHue, onpegensatollee MOMEHT
BOCCTAHOB/IEHMA NOpOra nocse cpabaTtbiBaHUA;

- severity — ypoOBeHb BaXXHOCTM TPaANoB AA 3TOro Nopora;

- notify — BKAloYaeT/oTK/IOYaEeT OTNPaBKyY TPAMNoB O
cpabaTtbiBaHMM nopora;

- recovery-notify — BK/lO4aeT/oTKAOYAET OTNPABKY TPANos o
BOCCTaHOB/IEHUM NOpPOTra.

Ypanutb nopor ¢ 3aaHHbIM UHAEKCOM.

reset-button {enable |
disable | reset-only}

—/enable

HacTpoWika peakuumn KoMmyTaTopa Ha HaXKaTue KHonku F.

- enable — npu Ha)kaTUK Ha KHOMKY ANUTENBHOCTBIO MeHee 10
CeK, NPOMCXOAWT NepesarpysKa ycTPoCTBa; NPy HaxKaTnu Ha
KHOMKY AAntenbHocTbio 6onee 10 cek, nponcxoamT cbpoc
YCTPOICTBA 4,0 3aBOACKON KOHOUrypaLmu;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — To/bKO NepesarpysKa.

5.6 KomaHpgbl gNA HACTPOIKKM NapamMeTPoB ANA 3a4aHUA naponaei

[aHHbIN KOMMNJIEKC KOMaHZ NpeAHasHavyeH Ans 3a4aHna MUHUMAAbHOM C/IOMKHOCTM Naposid, a TaKkKe
019 3a4aHMA BPEMEHU AeNCTBMA Napons.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexkume rnobanbHo KOHOUTYpaLMN MMeET CAeayoLnin Bua;

console (config) #
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Tabnuua 48 — KomaHabl ynpaBaeHUA CUCTEMOM B pexkmme rnobanbHo KoHbUrypaumm

3HayeHue/3HayeHue .,
KomaHoa / Aelicmeue
1o ymMoA4YaHuro

passwords aging age 3apaeT Bpema Kn3Hu naponei. Mo ucteyeHnn 3a,aHHOro CPoKa
byaeT NpeanosKeHo CMeHUTb naponb. 3HadyeHne O roBopuT o
TOM, YTO BPEMSA }KM3HWU Napo/iei He 3a4aHo.

age: (0..365)/180 aHeit

no password aging BoccTaHaB/iMBaeT 3HauYeHWe No YMOYaHuIO.

passwords complexity ena- BkAtouaeT orpaHuyeHve Ha dopmat napons.

ble
—/BbIKAOYEHO

no passwords complexity BbikntoyaeT orpaHuyeHve Ha popmat napons.

enable

passwords complexity Bk/touaeT orpaHuyeHue, 3a4aioliee MUHUMaNbHOE KONYeCTBO

min-classes value KN1acCoOB CMMBO/IOB (CTPOYHble OYKBbI, 3arnaBHble OyKBbI,
value: (0..4)/3 undpbl, CUMBOALI).

no passwords complexity BoccTaHaBnMBaeT 3HavyeHMe No YMOIYAHMUIO.

min-classes

passwords complexity BkAtOUaeT orpaHuMyYeHe Ha MMHUMabHYIO A/IMHY Napons.

min-length value

value: (0..64)/8

no passwords complexity BoccTaHaB/IMBaET 3HaYeHME N0 YMONYAHMIO.

min-length

passwords complexity BKntouaeT orpaHuMyeHue, 334alolLee MaKCMMAJsIbHOe Kosnye-

no-repeat number CTBO NOCNeA0BaTENbHO NOBTOPAIOLLMXCA CUMBOJIOB B HOBOM Ma-
number: (0..16)/3 pone.

no password complexity BoccTaHaB/IMBaET 3HaYeHNE N0 YMONYAHMIO.

no-repeat

passwords complexity 3anpeLaeT NpU CMeHe Naposs UCMO/b30BaTb B KAaYeCTBe HO-

not-current Jenabled BOrO CTapblii.

no passwords complexity enable PaspelwaeT ncnonb3oBaTh CTapblil NAPO/b NPU CMEHE.

not-current

passwords complexity 3anpeLaeT UCNOAL30BaATb B KayecTBe Mapo/ia MMA Mo/b30Ba-

not-username bled Tens.

no passwords complexity /enable PaspeluaeT “cnonb3oBaTb B KayectTee Napoas MMA Nob30Ba-

not-username Tens.

Tabnnua 49 — KomaHabl ynpasieHua cuctemon B pexknume Privileged EXEC

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o ymon4arHuro

show passwords configuration — OtobparkaeT HGOpPMaLMIo 06 OrpaHUYEHUAX Ha MAPONW.

5.7 Pa6ora c ¢patnamm

5.7.1 OnucaHue apaymeHmoe KOMAaHO

Mpu ocylecTeaeHNN onepaunii Hag dainamm, B KauecTse aprymeHTOB KOMaHA BbicTynatoT agpeca URL
— onpeaenvuTenn MecToHaxoXKaeHua pecypca. OnuMcaHue KAlueBbiX CNOB, MCMOJb3yeMbIX B onepaumsx,
npuseaeHo B Tabanue 50.
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Tabnunua 50 — CNMCcoK KAoYEBbIX CI0B U UX ONUCaHWNe

Knrouesoe cnoeo

OnucaHue

flash://

McxoaHbl agpec nnm agpec Mecta HasHavyeHUs 419 SHepProHe3aBUCUMON NaMATH.
JHeproHesaBMCMMan NaMATb UCMOIb3YeTca No yMmoavaHuto, ecnun agpec URL onpepeneH 6e3

npedukca (npedukcamum asnstotes: flash:, tftp:, scp:...).

running-config

daiin TekyLLet KoHPUrypaumm.

mirror-config

Konus ¢aiina Tekywei KoHouUrypaumm.

startup-config

®aiin nepBoHaYanbHOM KOHOUTypauuu.

active-image

®aiin c akTMBHbIM 0bpasom.

inactive-image

®daliin c HeakTMBHbIM 0bpasom.

tftp://

UcxogHbIV agpec nnv agpec mecta HasHadyeHusa ana TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory/] filename.

- host — IPv4-agpec unun ceteBoe MMsA YCTPOMCTBA;

- directory — katanor;

- filename — nma daina.

scp://

UcxopHbIV agpec nnv agpec mecta HasHadyeHua ana SSH-cepsepa.
CuHTakcuc: scp://[username[:password]@]host/[directory/] filename
- username — WMA NONb30BaATENS;

- password — napo/ib NoNb3oBaTenNs;

- host — IPv4-agpec nnm ceteBoe MMA YCTPOWCTBA;

- directory — katanor;

- filename — vma daiina.

logging

®aiin c uctopmein KomaHa,

5.7.2 KomaHObI dns pabomel ¢ paiinamu

3anpoc KomaHgHOM cTpoKK B pexkume Privileged EXEC nmeeT cneayrowmin ua;

console#

Tabnunua 51 — KomaHabl ans pabotbl ¢ paiinamm B pexkume Privileged EXEC

copy source_url running-config

destination_url:

(1..160)
CMMBO/108B;

3HayeHue/
KomaHda 3HayeHue no Aeiicmeue
YMOAYAHUIO
copy source_url destination_url KonuposaHue dalina n3 mectononoKeHuna UCTOYHUKA B
[exclude | include-encrypted | MEeCTOMO/IOXKEHMNE Ha3HaYeHUA.
include-plaintext] - source_url — mectononoxeHune konupyemoro ¢anna;
- destination_url — appec mecTta HasHayeHus, Kyaa dain byaer
CKOMMUPOBaAH.
Cnepytowime onumm JOCTYNHbI TONbKO NPWU KONUPOBAaHWUK U3
source_url: o
- daiina KoHdurypaumu:
(1..160) - exclude — nHpopmauus, KpuTMYHas gns 6e3onacHocTu, He
CMMBOOB;

byZeT BK/AOYEHA B KOHEYHbIN daiin;

- include-encrypted — nHpopmauma, KpuTMYHaA gan
6e3onacHocTH, byaeT BKAOYEHa B KOHEYHbIN dalin B
3aWwnppoBaHHOM BUAE;

- include-plaintext — nHbopmaymsa, KpuTnyHana ana
6e3onacHocTH, byaeT BKAOYEHa B KOHEYHbIN dalin B
HesawudpoBaHHOM BUE.

KonuposaHue daiina koHdUrypaLmm c cepeepa B TEKYLLYIO
KOHOUrypaumto.
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copy running-config
destination_url [exclude | include-
encrypted | include-plaintext]

copy startup-config destination_url

CoxpaHeHue TeKyLLel KoHbUrypaLumn Ha cepsepe.

- exclude — 1cKNOYUTL U3 KONUPYEMBIX AAHHBIX MHOOPMALMIO O
K/toYax, naponax u T.n;

- include-encrypted — coxpaHATb f@aHHbIe O K/OYax, Naponax B
WwndpoBaHHOM BUAE;

- include-plaintext — coxpaHATb AaHHblE O KNKOYaX, NAapoNfAX B
ABHOM BMe.

CoxpaHeHWe nepBoHa4aibHOM KOHUrypaLmm Ha cepBepe.

copy running-config startup-config

CoxpaHeHue TeKyLLeh KOHGUTYpaLn B NepBOHaYasIbHYHO
KOHUrypaumto.

copy running-config file

CoxpaHeHue TeKyLLel KoHOUIypauum B 3a4aHHbIN pe3epBHbIiA
daiin KoHdpuUrypaumm.

copy startup-config file

CoxpaHeHWe nepBoHa4aibHON KOHUrypaLmm B 3a4aHHbIN
pe3epBHbIi $ainn KoHbUrypauum.

boot config source_url

KonuposaHue dalina koHoUrypaumm c cepsepa B dpain
nepBOHaYasibHOM KoOHbUrypauuu.

dir [flash:path | dir_name]

OTobparkaeT cn1coK ¢aioB B yKa3zaHHOM KaTasiore.

more {flash:file | startup-config |
running-config | mirror-config |
active-image | inactive-image |
logging | file}

OTobpaxkaeT cogepxumoe daiina.

- startup-config — oTobpakaeT coaepxumoe dpalina
nepBoHaYasbHOW KoHbUIypauuu;

- running-config — oTobparkaeT cogeprkumoe daria Tekyen
KOoHUrypauuu;

- flash: — oTo6paskaeT daitnbl c daew-namaTn yCTPOMUCTBA;

- mirror-config — oTobpakaert cogepxumoe dalina TekyLen

file: (1..160) KOHdUrypaLmm ¢ 3epkana;
CMMBO/OB - active-image — oTobpakaeT Bepcuto TeKkyliero dalina obpasa
no.
- inactive-image — oTob6pakaeT Bepcuio HeakTMBHOro darna
obpasza MoO.
- logging — oTobparkaeT cogepxumoe daiina xypHana.
- file — vima dpanna.
’ daiinbl otobpaxkarotca B popmare ASCII.
.
delete ur/ — Yaanenue daina.
delete startup-config - Yaanenus daina nepBoHavanbHOM KOHGUIypaumu.
boot system source_url KonuposaHue dalina MO c cepBepa B HEAKTUBHYIO 061acTb
- namATM Ha mecTo pesepsHoro MNO.
boot system inactive-image — 3arpysunTbca ¢ HeakTMBHOro obpasa Mo.
show {startup-config | running- gi_port: OTobpaxkaeT cogeprxumoe dalina nepBoHavabHOM
config} [brief | detailed | (1..8/0/1..48); KoHduUrypaumm (startup-config) nam tekywien KoHourypaumm
interfaces {gigabitethernet gi_port te_port: (running-config).
| tengigabitethernet te_port | (1..8/0/1..24); - interfaces — KoHOUrypauua nHTepdeincos KomMmyTaTopa —
fortygigabitethernet fo_port | oob fo_port: du3nyeckmx nHTepdeitcos, rpynn nHtepdeicos (port-channel),
| port-channel group | vlan (1..8/0/1..4) VLAN-mHTepdencos, oob-nopTa, MHTepdeica 3amblKaHMA Ha
vlan_id | tunnel tunnel_id | group: (1..48); cebs, TyHHene.
loopback loopback_id}] vlan_id: Cnepytolme onumm JOCTYNHbI NPU BbIBOAE TEKYLLEN
(1..4094); KOoHUrypauuu:
tunnel_id: - brief — BbIBOA KOHOUIYpaLWn 6€3 ABONYHBIX AAHHbIX,
(1..16); Hanpumep, SSH u SSL Kntouei.
loopback_id: - detailed — BbIBOA KOHPUIYpaLMKM C BKAOYEHNEM ABOUYHBIX
(1..64) OaHHbIX
show bootvar MoKa3sbiBaeT akTUBHbIN ¢aiin cuctemHoro MO, KoTopbii
- YCTPOICTBO 3arpysKaeT npu 3anycke.
write [memory] CoxpaHeHue TekyLiel KoHbuUrypauum B Gain nepBoHayabHOM
- KOHUrypaumm.
boot license source_url — 3arpysuTb Ha YCTPOMCTBO Gana NLEH3IUN.
rename url new_url url, new_url: N3meHeHWe nmenu daina.
(1..160) - url — Tekywee nmsa daina;
CMMBOIOB - new-url — HoBoe umsa daiina.
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Cepsep TFTP He moxKeT 6bITb aA4pPEecoOM UCTOYHUKOM M a4 pPecoMm HasHaueHUa ANA OL4HOM Ko-
e MaHAblI KONUPOBaHUA.

[pumepbl UC016308AHUA KOMAHO

= Ypanutb ¢painn test N3 sHeproHe3aBUCMMON NaMATH:

console# delete flash:test
Delete flash:test? [confirm]

Pe3yanaT BbIMOJIHEHNA KOMaHAbI: Nocse noareBepKAeHUA cbaﬁn 6y,£I,ET y4aneH.

CyLiecTByeT BO3MOXKHOCTb NPOCMOTPa KOHOUIYpaLMK ANA TEKYLLETO MECTOMNONOMKEHNA ONS cneayto-
LWMX PEKMMOB KOHPUIypaLMK:

= vlan database

= interface {gigabitethernet gi port | tengigabitethernet te port |
fortygigabitethernet fo port | port-channel group | loopback
loopback id | vlan vlan id | ip ip addr}

= interface range {gigabitethernet gi port | tengigabitethernet te port
| fortygigabitethernet fo port | port-channel group | vlan vlan id}

Tabanua 52 — KomaHabl NpocmoTpa KOHOUIypaLmMm U3 TEKYLLETO MECTOMNONOXKEHNSA

3HayeHue/3Ha4yeHuUe .
KomaHoa / Aeiicmeue
no ymon4aHuro

show — OT06pa3nTb HACTPOMKM ANA TEKYLLETO PeXMMa KoHUrypaumu.

5.7.3 KomaHObI 0na pe3epsuposaHus KOHguzypayuu

B paHHOM pasgene onucaHbl KOMaHAbl, NpeAHasHayeHHble AN HACTPOMKM pe3epBUMPOBaHUA
KOHdUrypaLmm no TaiMmepy MAN NPU COXpaHeHUN TekyLen KoHpurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHoM KOHOUTYpaLMN MMEET CAeayoLWnin BUa,;
console (config) #

Tabnuua 53 — KomaHapl ynpaB/ieHUa cMcTeMoi B pexxmnme rnobanbHoi KoHoUrypaumum

Komanda 3HayeHue/3HayeHue Leiicmeue
o ymoa4aHuro

backup server server YKasaHue cepsepa, Ha KOTOpbIl ByaeT NpousBoaUTLEA pesep-
server: (1..22) BUpOBaHMe KOHPUrypaumm. Ctpoka B dopmare
CMMBO0OB «tftp:// XXX XXX XXX XXX ».

no backup server YpaneHue cepsepa Ana pe3epBuUpoBaHuA.

backup path path YKazaHue nyTu pacnosioxeHua ¢aiia Ha cepsepe M npedukca
path: (1..128) daitna. Mpu coxpaHeHun k npedukcy byaet fobaBnaTbca TeKy-
CMMBOJIOB Was AaTa U Bpems B dopmaTe rrrrMmaaq4mMmCc.

no backup path YpaneHve nytu gas pesepBupoBaHus.

backup history enable —/BbIKAOYEHO BKtOUYNTL COXPaHEHUE NCTOPUM PE3EPBHBIX KOMWUIA
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no backup history enable OTKNOUYNUTL COXPAHEHUE UCTOPUM pe3epBHbIX KONUN.
backup time-period timer YKasaHWe NpoMeKyTKa BPeMeHM, Mo UCTeYeHUn Kotoporo by-
timer: [eT OCYLLECTBAATLCA aBTOMATUYECKOE pe3epBMPOBaHUE KOHU-
(1..35791394)/720 muH | rypauumu.

no backup time-period BoccTaHaB/MBaEeT 3HaYeHWe N0 YMONYAHUIO

backup auto BKntoueHMe aBTOMATUYECKOrO pesepBMpOBaHMA KoHoUrypa-
—/BbIK/OYEHO Luumu.

no backup auto YcTaHOBKa 3HAYEHMA N0 YMOIYaHUIO.

backup write-memory Bk/itoueHne pe3epBUPOBaHUA KOHOUTYpaLMKU NPU COXPaHEHUMU
— /BbIKNIOYEHO nonb3osaTenem KoHdurypaumum Ha flash-Hakonutens.

no backup write-memory YcTaHOBKa 3HaYeHMA NO YMOYaHMIO.

Tabanua 54 — KomaHgbl ynpaBaeHma cuctemom B pexkume Privileged EXEC

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
o ymon4aHuro
show backup OtobparkaeT MHGOPMALMIO O HACTPOMKax pe3epBMpPOBaHUA
- KoHbUrypauuu
show backup history OTobparkaeT UCTOPUIO YCMELLHO COXPAaHEHHbIX Ha cepBep
- KOHUrypaumi.

5.7.4 KomaHObi 013 asmomamuyecko2o o6HoeneHUA u KOHguaypayuu

[pouecc asmomamu4eckoz2o 0bHo8neHUA

KommyTaTop 3anyckaeT npouecc aBTomatMyeckoro obHoBneHun, 6asupyrowmiica Ha DHCP, ecam oH
BK/IOYEH M umA Tekctosoro ¢aina (DHCP-onuusa 43, 125), copep:kauwero uma obpasa MO, 6bino
npegocrtasneHo cepsepom DHCP.

Mpouecc aBTomaTUyeCcKoro 0BHOBNEHWNS COCTOUT M3 cneayroumnx aTanos:

1. KommyTaTop 3arpyKaeT TEKCTOBbIM Paiii 1 yutaeT us Hero ums ¢aiina obpasa MO Ha TFTP-cep-
Bepe;

2. KommyTaTtop ckaumBaeT nepsbiit 610K (512 6aiiT) ob6pasa MO c TFTP-cepBepa, B KOTOPOM coaep-
*utca sepcua MO;

3. KommyTatop cpaBHuMBaeT Bepcuto daitna obpasa MO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcueit
aKkTMBHOro obpasa NO KommyTaTopa. Eciv OHM OTANYaKOTCA, KOMMYTATOP 3arpyKaeT obpas MO ¢
TFTP-cepBepa BMeCTo HeakTMBHOro obpasa M0 KommyTaTopa U AenaeT 4aHHbIM 06pa3 aKTUBHbIM;

4. Ecnv o6pas MO 6bin 3arpykeH, TO KOMMYTAaTOP NepesarpyxaeTcs.

[pouecc asmomamu4ecko20 KOH@U2ypuposaHus

KommyTaTop 3anycKaeT npouecc aBToMaTUYecKoro KoHourypuposaHusa, 6asunpytowmiica Ha DHCP, npu
BbINOJIHEHUWN CNeAYIOLLMX YCOBUIA:

— B KOHOUrypaumm paspelleHo aBTOMaTMYeCKoe KOHOUrypupoBaHue;

— otBeT DHCP-cepsepa cogepxut IP-agpec TFTP-cepsepa (DHCP-onuua 66) n uma daiina
KoHourypaumm (DHCP-onuma 67) B popmate ASCIL.

NonyuyeHHbIN painn KoHPUrypauum 3arpyaeTca B NepBoHavyanbHylo (startup) KoHouUry-
e paumio. Nocne 3arpyskn KOHPUrypaLMum KOMMYTaATOp NepesarpyKaeTca.
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexXume rnobanbHoOM KOHOUTYpPaLMN MMEET CAeay oW BUA,;

console (config) #

Tabanua 55 — KomaHabl ynpaBaeHna cMCTEMOW B pexxnume rnobanbHo KoHPUrypaumm

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

boot host auto-config

BK/AtoYeHMe aBTOMATMUYECKON KOoHdurypaumu, basmpytouieica

Ha DHCP.
- —/BK/OYEHO — —
no boot host auto-config BbIkNtoYeHME aBTOMaTUYECKOM KoHbUIypauum, 6asmpyroLeincs
Ha DHCP.
boot host auto-update BKntoueHMe aBToMaTMyeckoro obHosneHus MO, 6asupytowe-
rocs Ha DHCP.
—/BKNOYEHO

no boot host auto-update
roca Ha DHCP.

BbIkntoueHne aBToMaTuyeckoro obHosneHus MO, 6asmpytowe-

KomaHObI pexcuma privileged EXEC

3anpoc KomaHAHOM CTpoKK B pexume privileged EXEC umeet cneaytowmii Bua;

console#

Tabnunua 56 — KomaHabl ynpaBieHua cuctemon B pexknume privileged EXEC

3HayeHue/3Ha4yeHue
no yMmon4aHuo

KomaHda

Aelicmeue

show boot

KOHdUrypaLumu.

npOCMOTp HaCTpOeK aBTOMaTnyeckoro obHOBNEHUA U

Mpumep KoHurypauum ISC DHCP Server:

option image-filename code 125
unsigned integer 32,

{

35265 (Eltex)
#data-len. JamuHa BCexX OAHHBIX OIILUM.
option-data + 2.
#sub-option-code.
#sub-option-len.

unsigned integer 8,
unsigned integer 8, Kon nmomonumnwu,
unsigned integer 8,
text

obpaza IIO
}i

host mes2124-test {
hardware ethernet a8:£f9:4b:85:a2:00;
filename "mesXXX-test.cfg";

option image-filename 35265 18 1 16 "mesXXX-401.
banna,

next-server 192.168.1.3; #IP-ampec

fixed-address 192.168.1.36; #IP-ampec

#enterprise-number. MmeHTudmxaTop NPOM3BOIOUTENH,

BCeTrma paBeH

PaBHa OJMHE CTPOKM sub-

BCcerma paseH 1
InrHa CcTpokM sub-option-data
#sub-option-data. Mma TexcToBOTO Odaiina,

comepXamero mMs

fmac-anpec xoMMyTaTopa
#rMsa KOHOUIYpALUM KOMMYyTAaTOpPa

ros"; #1IMS TEKCTOBOTO
comepxamero mMmsa obpasa IO
TFTP cepeepa

KOMMyTaTopa
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5.8 HacTpoiKa cucTeMHOro BpemeHum

/ Mo ymonuyaH1Io aBTOMATUUECKUIT Nepexoa Ha /IeTHee BpemMs OCYLLeCTBAAETCA B COOTBET-
cTBMM co cTaHaapTamu CLLA u EBponbl. B KoHpuUrypauum moryt 6biTb 3agaHbl tobble gata
M Bpems ANna nepexoaa Ha JieTHee Bpemsa U obpaTtHo.

KomaHOwbI pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexxume Privileged EXEC nmeet cneayrowmin BuAa;

console#

Tabanuya 57 — KomaHAabl HACTPOMKKM CUCTEMHOTO BpemeHu B pexxkume Privileged EXEC

month: (Jan..Dec);
year: (2000..2037)

Komanoa 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
clock set hh:mm:ss day hh: (0..23); PyyHas ycTaHOBKa CUCTEMHOIO BpeMeHM (KOMaHA4a foCTynHa
month year mm: (0..59); TO/IbKO ANA NPUBUIETMPOBAHHOIO NO/1b30BaTENS).
clock set hh:mm:ss month ss: (0..59); - hh — yacbl, mm — MUHYTbI, SS — CEKYHAbI;
day year day: (1..31); - day — peHb; month — mecau; year — roga.

show sntp configuration

MoKasbiBaeT KoHbMrypauuio npotokosa SNTP.

show sntp status

lMoKasbiBaeT cTaTyc npoTtokona SNTP.

KomaHOob! pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeeT chepytowmii Bua;

console>

Tabnnua 58 — KomaHAabl HACTPOMKM CUCTEMHOTO BPEMEHU B pexknume « EXEC»

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show clock

show clock detail

lNoKa3blBaeT cuctemHoe Bpema u aaty.

[ononHutesnbHO oTobpaskaeT napameTpbl YaCOBOTO Mosca M
nepexoza Ha fieTHee Bpems.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHoi KOHOUTYpaLMN MMeET CaeayoLWnin Bua;

console (config) #

Tabanua 59 — CNUCOK KOMaHA AN HAaCTPOMKM CUCTEMHOTO BPEMEHM B peXKMMe rnobasbHOM KOHUrypaLumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeilicmeue

clock source {sntp | ntp |
browser}

no clock source {sntp | ntp
| browser}

—/BHELIHNIA UCTOYHUK
He ucnonb3yercs

Mcnonb3oBaHWe BHELWHEro UCTOYHUKA ANA YCTaHOBKN CUCTEMHOTIO

BpemMeHu.

3anpeu.|,aeT MUCNo/sib3oBaHNe BHELWHEro MCTOYHUKa ANA YCTaHOBKU

CUCTEMHOIO BpEMEHMN.
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clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT ONUCcaHmA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAMBaeT 3Ha4YeHMe YacoBOro NoAca.

- zone — cnoBo, cGopMMpPOBaAHHOE M3 NepBbIX OYKB
C/I0BOCOYETAHMSA, KOTOPOE OHO 3aMEHSAET (ONUCaHWe 30Hbl);

- hours-offset — yacoBoe cmeLLeHNE OTHOCUTE/IbHO HYNEBOrO
mepuanana UTC;

- minutes-offset — MUHYTHOE CMeLLeHNe OTHOCUTENbHO HY1eBOTO
mepuanaHa UTC.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

clock summer-time zone
date date month year
hh:mm date month year
hh:mm [offset]

clock summer-time zone
date month date year
hh:mm month date year
hh:mm [offset]

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month
hh:mm {first | last | week}
day month hh:mm} [offset]

no clock summer-time

zone: (1..4) cumsona/
HEeT ONu1caHuA 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUWH;
Mo ymonyanumio
nepexo, Ha feTHee
BPEMSs BbIK/NOYEH

3agaeT Aaty v Bpems 419 aBTOMaTMYeCcKoro nepexoa Ha fieTHee
BpemMsa 1 Bo3BpaTa 0bpaTHO (a8 onpeaeneHHoro roaa).

MepBbiM B KOMaHAE YKa3blBaeTCA ONMCAaHME 30HbI, BTOPbIM BPEMS
015 Nepexoa Ha IeTHee Bpems U TPeTbMM Bpems 414 BO3BpaTa.
- zone — cnoBo, cGOPMUPOBaAHHOE M3 NEPBbIX BYKB
C/I0BOCOYETAHUSA, KOTOPOE OHO 3aMeHSAEeT (onucaHme 30Hbl);

- date — 4ucno;

- month — mecsu;

- year — rog;

- hh — yacbl, mm — MUHYTbI;

- offset — KoANYecTBO MUHYT, A0bBaBAsSEMbIX NPU NEpPEXoae Ha
NieTHee Bpems.

3apaeT faty v Bpems 419 aBTOMATMYeCKoro nepexosa Ha neTHee
BpeMs 1 BO3BpaTa 06paTHO B PerKMME eXErofHo.

- zone — cnoBo, cGopMMpPOBaAHHOE M3 NePBbIX BYKB
C/I0BOCOYETAHUSA, KOTOPOE OHO 3aMeHSAET (ONncaHme 30HbI);

- usa — yCTaHOBUTb NPaBWU/Ia Nepexosa Ha NeTHee Bpems,
ucnonb3yemble B CLUA (nepexos, Bo BTOpoe BOCKpeceHbe MapTa,
06paTHO B NepBoe BOCKpeCEHbE HOABPA, B 2 Yaca yTpa no
MeCTHOMY BPeMeHM);

- eu — YCTaHOBWUTb NPaBWIa Nepexoaa Ha NeTHee Bpems,
ncnonbsyemble EBpocoto3om (nepexos B nocnesHee BOCKpeceHbe
mapTa, 0bpaTHO B Noc/ieHee BOCKpeCceHbe OKTADPA, B 1 Yac yTpa
no MpuHBsKYy);

- hh — yacbl, mm — MUHYTbI;

- week — Hepens mecsAua;

- day — peHb Hepenu;

- month — mecsu;

- offset — KonnuyecTBo f06aBNAEMbBIX MUHYT NPU Nepexose Ha
NeTHee Bpems.

OTKtOYaeT aBTOMATUYECKUI nepexoj Ha neTHee spemas.

sntp authentication-key number: YcTaHaBAMBAET KNtOY NPOBEPKM NOAJNNHHOCTM A/1A NPOTOKOANA
number md>5 value (1..4294967295); SNTP.

encrypted sntp authentica- value: (1..32) - number — HOMep KNtoYa;

tion-key number md5 value CMMBOJI0B; - value — 3HayeHue KNtoua;

Mo ymonyaHuio - encrypted — 334aTb 3Ha4YeHWe K/oYa B 3alLlMpPOBaHHOM BUAE.
no sntp authentication-key nposepka Yaanaet Koy NpoBepKM NOAJANHHOCTU Aas npoTokona SNTP.
number NOA/IMHHOCTH

OTKNIOYEHa
sntp authenticate —/nposepka TpebyeT npoBepKy NOAAMHHOCTM AN NONYYEHUA MHPOPMaLUN OT
NOANMHHOCTM He NTP-cepBepoB.
no sntp authenticate TpebyeTca YcTaHaBAMBaeT 3Ha4YeHne No yMONYaHUIO.
sntp source-interface {for- fo_port: (1..4); OnpegaenseT IP-uHTepderic UCTOYHMKA Ana nakeTos IPv4.
tygigabitethernet fo_port | te_port: (1..24);
tengigabitethernet te_port gi_port: (1..24);
| gigabitEthernet gi_port | Ib_port: (1..64);
loopback /b_port | tunnel tn_port: (1..16);
tn_port | port-channel group: (1..48);

group | oob | vlan vian_id}

no sntp source-interface

vlan_id: (1..4094)
/BbIKNOYEHO

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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sntp source-interface-ipvé
{fortygigabitethernet
fo_port | tengigabitether-
net te_port | gigabitEther-
net gi_port | loopback
Ib_port | tunnel tn_port |
port-channel group | oob
| vlan vian_id}

no sntp source-interface-
ipv6

fo_port: (1..4);

te_port: (1..24);
gi_port: (1..24);

Ib_port: (1..64);

tn_port: (1..16);

group: (1..48);
vlan_id: (1..4094)

/BbIKNOYEHO

OnpegenseT IPv6-nHTEpdENC UCTOUYHMKA ANs NakeToB IPv6.

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

sntp source-port udp_port

no sntp source-port

udp_port:
(1..65535)/no
YMOYaHWIO
ncnosbayetca
CNy4YaiHbIN NopT

YctaHasnmsaeT SRC UDP-nopT gna naketos SNTP.
1 Npu ucnonbsosaHuu UDP-nopTtoB 13 guanasoHa 1-1024
V npeABapuUTeNbHO HYXXHO Y6eaUTbCA, YTO AaHHbIN NOPT
cB060A4EH U He UCNONb3YeTCAa APYrMMU CEPBUCAMMU.
MopT 50000 siBnAeTcAa aedponTHbIM AN GyHKLMOHaNA peer
detection ipaddr.

YcTaHaBAWBaeT 3HaYeHUe Mo YMOAYAHUIO.

sntp trusted-key key_num-
ber

key_number:
(1..4294967295);
Mo ymonyanumio

OcyuiecTBasET NPOBEPKY NOAJNHHOCTU CUCTEMBI, OT KOTOPOW
CUHXPOHU3MpyeTca ¢ nomoLbio SNTP no 3agaHHOMY Katouy.
- key_number — Homep KAtoua.

no sntp trusted-key npoBepka YcTaHaBAMBAET 3HaYeHME MO YMOMYAHMIO.
key_number NoAJ/IMHHOCTHU
OTK/IOYEHA
sntp broadcast client ena- PaspewwaeT paboTy wupokosewatenbHbix SNTP-KANMEHTOB.
ble {both | ipv4 | ipv6}
no sntp broadcast client en- —/3anpeuwerio YcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.
able
sntp anycast client enable Paspewwaet paboty SNTP-kAneHTam, NOAAEPHKUBAIOLMM METOZ,
{both | ipv4 | ipv6} PaccbINIKM NaKeToB, NO3BONAIOLLMIA NOCLINATL AaHHblE
—/3anpeleHo 6vKalviemMy yCTPOMCTBY U3 rpynnbl NoayyaTenen.
no sntp anycast client ena- YCcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.
ble
sntp client poll timer sec- seconds: YcTaHaBAunBaeT Bpemsa onpoca ana SNTP-cepsepa.

onds

no sntp client poll timer

(60...86400)/1024

YcTaHaBAMBaET 3HAYEHWe Nno YMONYaHULO.

sntp client enable {fortygi-
gabitethernet fo_port |

tengigabitethernet te_port
| port-channel group | oob

Paspewaet paboTty SNTP-KAMeHTam, NoAaepK1BaOLMM METOS,
PacCbIIKM MAaKeToB, NO3BONAIOWMIA NOCLINATL AAHHblIE
6urKaliemMy yCTPOMCTBY U3 FPYNMbl NONyYaTeNnem, a TakKe
WwrpoKoBelaTenbHbiM SNTP-KaneHTam a4 BblbpaHHOro

] fi :(1..4); M
| vlan vian_id} teo_poorl';t' ((l 24))_ nHTepdelica.
:cf)u _'(1 .4'18)', - nogpobHoe onucaHme NHTephEcoB U310XKEHO B pasgene
g .p. v «KoHourypauua nHtepdeiicos».
" vlan_id (1..4094)
no sntp client enable {for- YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
L. /3anpelueHo

tygigabitethernet fo_port |

tengigabitethernet te_port

| port-channel group | oob

| vlan vian_id}

sntp unicast client enable PaspelwaeT paboTty ogHoaapecHbix SNTP-KANEHTOB.

no sntp unicast client ena- —/3anpelyeHo YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.

ble

sntp unicast client poll PaspeluaeT nocnefoBaTeNbHbIN ONPOC 3a4aHHbIX OAHOAAPECHbIX
— /3anpeweHo SNTP-cepBepoB.

no sntp unicast client poll

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.
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sntp server {ipv4_address |
ipv6_address | ipv6_link_lo-
cal_address%{vlan {integer}
| ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

no sntp server
{ipv4_address | ipv6_ad-
dress | ipv6_link_local_ad-
dress%{vlan {integer} | ch
{integer} | isatap {integer} |
{physical_port_name}} |
hostname}

hostname: (1..158)
CUMBO/IOB;
keyid: (1..4294967295)

3apaet agpec SNTP-cepsepa.

- ipv4_address — IPv4-agpec y3na cetu;

- ipv6_address — IPv6-agpec y3na cetu;

- ipv6z-address — IPvbz-agpec y3na cetu gns ping.
dopmat agpeca ipv6_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbili IPv6 agpec KaHana;
interface_name — nmsa ncxogallero HTepdelica 3agaerca B
cnepytowem popmare: vian {integer} | ch {integer} | isatap
{integer} | {physical_port_name}

- hostname — pomeHHOE UMA y3na ceTy;

- poll — BKAtoyaeT onpoc;

- keyid — npeHTUOUKaTOP KAtoya.

YpaneHue cepsepa 13 cnucka NTP-cepsepos.

clock dhcp timezone

no clock dhcp timezone

—/3anpeweHo

PaspelwaeT nosyyeHne TakMX AaHHbIX KaK YaCOBOWM NOAC M NeTHee
spemsa ot DHCP-cepsepa.

3anpeLaeT No/lyYeHMA TaKMX AAaHHbIX KaK YacOBOM NOSAC U NeTHee
Bpemsa ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

3anpoc KOMaHAHOM CTPOKM B peXMME KOHOUTYpauum nHTepdenca meeT cneayowmnii BUua;:

console (config-if)#

Tabnnua 60 — CNUCOK KOMaHA ANA HAaCTPOMKM CUCTEMHOTO BPEMEHU B perkume KoHOUIypaLuumn nHTepdeiica

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

sntp client enable

no sntp client enable

—/3anpeleHo

Paspewaet paboTy SNTP-KANEHTY, KOTOPbIV NoaAepKuBaeT
MEeTO/, PacCbl/IKM NAaKeToB, NO3BONAIOWMIN NOCbINATL AaHHblE
YCTPOMCTBY BAMNKaMLLEMyY U3 Fpynnbl NOAyYaTeNnem, a TakKe
wnpokosewatenbHomy SNTP-KAMeHTy Ha HacTpansBaemom
nHTepodeiice (Ethernet, port-channel, VLAN).

YcTaHaBAMBaeT 3HaYEHUE MO YMOHAHUIO.

[pumepbl 8b1M0AHEHUS KOMAHO

=  OT06pa3nTb CUCTEMHOE BPeEMS, JaTy W AaHHbIE MO YaCOBOW 30HE:

console# show clock detail

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:
Acronym is PDT

15:29:08 PDT (UTC-7)
Time source is SNTP

Jun 17 2009

Recurring every year.
Begins at first Sunday of April at 2:00.
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CraTyc npouecca CUHXPOHU3AUUWN BpeEMEHMU OTO6pa)-KaETCFI C nomouwbo AONONHUTENBHO CUMBOJA
nepej sHa4eHnem BpemeHu.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

MCI'IOﬂb3YI-OTCﬂ cneaywouimne ob03HayeHuA:

— TOuKa (.) o3HayaeT, 4To Bpems A0CTOBEPHO, HO HET CUHXPOHM3aLMK ¢ cepsepom SNTP;
—  OTCYTCTBME CMMBOJIa O3HAYAET, YTO BPEMS AOCTOBEPHO N CUHXPOHU3ALMA eCTb;
— 3Be3f04Ka (*) o3HauyaeT, YTo Bpemsi He4OCTOBEPHO.

= 3a3paTb AaTy M BpeMA Ha CMCTeMHbIX Yyacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OT06pa3mnTb cTaTyc npotokona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
Source : Static
Stratum : 3
Status :up
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast:

B npumepe Bblle CUCTEMHOE BPEMA CUHXPOHM3MPOBAHO oT cepsBepa 10.10.10.1, nocnegHuit oTeeT
nony4veH B 10:37:38, HecoBnageHne CUCTEMHOIO BPEMEHMU C BpeMEHEM Ha cepsepe coctasmno 1.04 c.

5.9 KoH¢urypauma sBpeMeHHbIX MHTEepBaNoB time-range

KomaHObI pexcuma KoHgu2ypauuu 8pemMeHHbIX UHmMepsasos

console# configure
console (config)# time-range range name, ThOe

range_name — cMMBO/bHbIN (1...32) MaeHTUPUKaATOp BpeMeHHOro NHTepBana
console (config-time-range) #
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Tabanua 61 — KomaHapl pexxnma KoHGUrypaumm BpeMeHHOro MHTepBana

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymon4aHuro
absolute {end | start} hh:mm hh: (0..23); 3agaTb Hayano v (MAKn) KoHel, BpEMEHHOTO MHTepBaa B popmaTe:
date month year mm: (0..59); yac: MUHYTa AeHb MecsL, rof.
no absolute {end | start} date: (1..31); YanuTb BpeMeHHOM UHTepBan.

month: (jan..dec);
year: (2000..2097);

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3a/aTb BpeMeHHOWN MHTepPBan B TEYEHME OAHOTO U3 AHEN Heaenmn
WU KaXK[0ro AHA Heaenu.

YAanuTb BpeMeHHOM UHTepBa.

periodic weekday hh:mm to

hh: (0..23);

3afaTb BpEMEHHOWN MHTEPBA/ B TEYEHUE HELENN.

weekday hh:mm

no periodic weekday hh:mm
to weekday hh:mm

mm: (0..59);

Yanutb BpeMeHHOM MHTepBa.
weekday: (mon...sun) A P P

5.10 KoHdurypauua untepopeicos n VLAN

5.10.1 NMapamempeol Ethernet-unmepdpelicos, Port-Channel- u Loopback- uHmepdeiicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Ouana3oHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..} | loopback lIloopback id}

console (config-if) #

[aHHbIN pexknm A0CTyNeH U3 pexkMma KoHOUrypauum M npegHasHaveH ANs 3a4aHus NapameTpos

KOHdUrypaumm nHtepdeiica (nopta KOMMyTaTopa UAK FPyNMbl NOPTOB, PAbOTAlOWMX B PEXMME pa3aesieHnn
Harpysku), nMbo ananasoHa uHTepoelicos.

Bbibop uHTepdelica ocyecTBAAETCA NPU NOMOLLM KOMaHA,:

Ana MES5324

Tabnnua 62 — KomaHabl Bbibopa uHTepdelica ana MES5324

KomaHoa HasHayeHue

interface fortygigabitethernet fo_port

ons HacTpoliku 40G-uHTepdelicos

interface tengigabitethernet te_port

AnA HacTpoikn 10G-uHTepdeiicos

interface gigabitethernet gi_port

O1A HACTpoMnKM 1G-uHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanos

interface oob

[OJ15 HACTPOMKM UHTepdelica ynpaBneHus

interface loopback /oopback_id

[OJ15 HACTPOMKM BUPTYabHbIX MHTEpdeincos

roe:
group — NopsAKOBbI HOMEpP Fpynnbl, 0bLLee KOANYECTBO cornacHo Tabanue 9 (cTpoKa «Arperaums
KaHanos (LAG)»);

fo_port — nopaaKkosbiit Homep 40G-uHTepdeiica, 3apaetca 8 suae: 1..8/0/1..4;

te_port — nopaakosblii Homep 10G-nHTepdeiica, 3agaetca 8 suae: 1..8/0/1..24;

gi_port — nopsaakosbiit Homep 1G-uHTepdeiica, 3agaetca s suae: 1..8/0/1;

loopback_id — nopagKoBbli HOMep BUPTYanbHOro uHTepdelica, obuee KOMYECTBO COrnacHo Tab-
nuvue 9 (cTpoKa «Konnuectso BUpTyanbHbix Loopback-nHtepdeiicos»).
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[ns MES3324F, MES3324, MES2324, MES2324B, MES2324P, MES2324P ACW, MES2324F, MES2324FB

Tabnnua 63 — KomaHabl Bbibopa nHTepdeica ana MES3324F, MES3324, MES2324, MES2324B, MES2324P,
MES2324P ACW, MES2324F, MES2324FB

KomaHoa

Ha3HnayeHue

interface tengigabitethernet te_port

Ons HacTpolikn 10G-uHTepdelicos

interface gigabitethernet gi_port

L5 HAacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface oob

L5 HACTPOWKKN nHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HWUA MPUCYTCTBYET HE Ha BCEX KOMMYyTaTopax)

interface loopback loopback_id

019 HAaCTPOMKM BUPTYaNbHbIX MHTepdencos

roe:

— group — NopAAKOBbIIN HOMepP rpynnbl, obllee KOANYECTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopagakosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;
— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..24;

— loopback_id — nopaakoBbini HOMep BMPTYanbHOTO UHTepdelica, obliee KoANYecTBo corsiacHo Tab-

nnue 9 (ctpoka «Konnuectso BupTyanbHbix Loopback-uHtepdericosy).

Ona MES2348B, MES3348, MES3348F

Tabnunua 64 — KomaHabl Bbibopa uHTepdelica ana MES2348B, MES3348, MES3348F

KomaHoa

HasHauyeHue

interface tengigabitethernet te_port

AnA HacTpoikn 10G-nHTepdeiicos

interface gigabitethernet gi_port

ANA HAacTponkn 1G-uHTepdeiicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHaioB

interface loopback /oopback_id

015 HAaCTPOMKM BUPTYaNbHbIX MHTepdeincos

roe:

— group — NopsAKOBbIA HOMEp FPynbl, 0bLLee KOANYECTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopaakosbiit Homep 10G-uHTepdeiica, 3agaetca 8 suae: 1..8/0/1.. 4;
— gi_port — nopaaKosbli Homep 1G-uHTepodelica, 3agaetca 8 suge: 1..8/0/1..48;

— loopback_id — nopsaKoBblii HOMep BMPTYanbHOro MHTepdeiica, obliee KOAMYECTBO coriacHo Tab-

nnue 9 (ctpoka «Konnuectso BUpTyanbHbix Loopback-uHtepdelicos»).

[ina MES3316F

Tabnuua 65 — KomaHab! Boibopa nHtepdetica ana MES3316F

KomaHoa

Ha3HauyeHue

interface tengigabitethernet te_port

O1A HacTpoikn 10G-uHTepdeiicos

interface gigabitethernet gi_port

O1A HACTPOMnKKM 1G-uHTepdeincos

interface port-channel group

[NA HACTPOMKM rpynn KaHanos

interface oob

ON1A HAcTPOMKM UHTepdelica ynpasneHua (MHTepoelic ynpasne-
HWA NPUCYTCTBYET HE Ha BCEX KOMMYTaTOPaXx)

interface loopback /oopback_id

DOJ15 HACTPOMKM BUPTYaNbHbIX MHTEpdeincos

roe:

— group — NOpAAKOBbIM HOMep rpynmnbl, 0buwee KoAMYecTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbit Homep 10G-uHTepdeiica, 3agaetca 8 suae: 1..8/0/1.. 4;
— gi_port — nopaaKosblii Homep 1G-uHTepodeiica, 3agaetca 8 suge: 1..8/0/1..16;

— loopback_id — nopsgKoBbIi HOMep BUPTYanbHOro MHTepdeica, obLiee KONMYECTBO, COrlacHo Tab-

nuvue 9 (cTpoKa «Konnuectso BUpTyanbHbix Loopback-nHtepdeiicos»).
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Ona MES3308F

Tabnnua 66 — KomaHab! Bbibopa nHTepdelica ana MES3308F

KomaHoa

Ha3HnayeHue

interface tengigabitethernet te_port

ona HacTtpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

018 HacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface oob

O HACTPOWKKM nHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HUA NPUCYTCTBYET HE Ha BCEX KOMMYyTaTopax)

interface loopback loopback_id

019 HAaCTPOMKM BUPTYanbHbIX MHTepdeicos

roe:

— group — NopsAAKOBbIM HOMep rpynmnbl, obLee KoAMYecTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopagkosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..8;

— loopback id — nopsagKkoBbii HOMep BMPTYyasibHOIro UHTepdelica, obliee KoMYeCcTBO COrlacHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ona MES2328I

Tabnunua 67 — KomaHabl Bbibopa uHTepdelica ana MES2328I

KomaHoa

HasHauyeHue

interface tengigabitethernet te_port

AnA HacTpoikn 10G-nHTepdeiicos

interface gigabitethernet gi_port

ANA HAacTponkn 1G-uHTepdeiicos

interface port-channel group

[ONA HAaCTPOMKM rpynn KaHaoB

interface oob

O HAaCTPOWKKM nHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HWMA NPUCYTCTBYET HE Ha BCEX KOMMYTaTOpPaXx)

interface loopback loopback_id

[O/1A HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — NopaAKoBbI HOMep rpynnbl, 0bLee KoANYecTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsaaxosbiit Homep 1G-nHTepdeiica, 3aaaetca 8 suge: 1..8/0/1..28;
— loopback_id — nopsaaKkoBbli HOMepP BUMPTYanbHOIO UHTepdeiica, obuee KOANMYECTBO cornacHo Tab-
nvue 9 (cTpoka «Konnuectso BupTyanbHbix Loopback-nHtepdeiicos»).

Ana MES2308 n MES2308P

Tabnnua 68 — KomaHgb! Bbibopa nHTepdelica ana MES2308, MES2308P

KomaHoa

Ha3sHauyeHue

interface gigabitethernet gi_port

O1A HACcTpoMnKM 1G-uHTepdeincos

interface port-channel group

[NA HACTPOMKM rpynn KaHanos

interface loopback /oopback_id

[OJ/15 HACTPOMKM BUPTYabHbIX MHTEpdeicos

roe:

— group — NopaAKOBbI HOMep rpynnbl, 06Liee KOAMYecTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsaaxosbit Homep 1G-nHTepdeiica, 3aaaetca 8 suge: 1..8/0/1..12;
— loopback_id — nopagKoBblit HOMep BUPTYya/ibHOrO MHTepdeiica, obliee KOANMYeCcTBo cornacHo Tab-
nnue 9 (ctpoka «Konnuectso BupTyanbHbix Loopback-uHtepdelicos»).
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Ona MES2308R

Tabnnua 69 — KomaHgb! Bbibopa nHTepdelica ana MES2308R

KomaHoa

Ha3HnayeHue

interface gigabitethernet gi_port

018 HacTpolikm 1G-uHTepdeicos

interface port-channel group

[ANA HAaCTPOWKM rpynn KaHanoB

interface loopback /oopback_id

DO HACTPOMKM BUPTYaNbHbIX MHTEpdencos

roe:

— group — NOpPAAKOBbIM HOMepP rpynnbl, obllee KOANMYECTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsakosblit Homep 1G-nHTepdeiica, 3agaetca B8 euge: 1..8/0/1..10;
— loopback_id — nopagKoBblt HOMep BUPTYa/ibHOro MHTepdeica, obliee KoanM4ecTso cornacHo Tab-
nnue 9 (ctpoka «Konunuectso BUpTyanbHbix Loopback-uHtepdelicos»).

Ana MES3508 n MES3508P

Tabnuua 70 — KomaHapl Bbibopa nHtepdeinca ana MES3508 n MES3508P

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

018 HacTpoliku 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface loopback /oopback_id

015 HACTPOMKM BUPTYaNbHbIX MHTEpdeincos

roe:

— group — NopsAAKOBbI HOMep rpynnbl, 0buee KOAMYecTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsaaxosbit Homep 1G-nHTepdeiica, 3agaetca B suge: 1/0/1..10;
— loopback_id — nopsaaKkoBbli HOMepP BUMPTYanbHOrO MHTepdeica, obliee KOANMYeCcTBO cornacHo Tab-
nvue 9 (cTpoka «Konnuectso BupTyanbHbix Loopback-nHtepdeiicos»).

[ina MES3510P

Tabnuua 71 — KomaHgbl Bbibopa nHtepdeiica gna MES3510P

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

O1A HACTpoMnKM 1G-uHTepdencos

interface port-channel group

AN HAaCTPOWKM rpynn KaHaaoB

interface loopback loopback_id

017 HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — NopaAKOBbIM HOMep rpynnbl, 06Liee KOAMYEeCTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsaaxosbit Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1/0/1..12;
— loopback_id — nopaakoBblit HOMep BUPTYanbHOro MHTepderica, obliee KONMYECTBO COrnacHo Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

3anucb nHtepdeiica

HOMEep YCTPOICTBA B CTEKE HOMep c/0Ta

1..8/0/1..N

Homep MHTepdelica
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KomaHgbl, BBeOeHHble B peMMe KOHPUrypauum uHTepdeica, NPUMEHAITCA K BblIOpaHHOMY
nHTepdelicy.

Huyke npuBegeHbl KOMaHAbl 417 BXO4A@ B PEXMMM HaCTpolKu aecsaToro Ethernet-uHtepdeiica (ans
MES5324) nepBoro ycTpoicTea B CTeKe M BXO4a B PEKMM HAaCTPOMKM Fpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface port-channel I

console (config-if) #

Bbi6op duana3oHa uHmepdgeiicoe ocyLecTBASETCA MPU MOMOLLM KOMaHA,:

— interface range fortygigabitethernet portlist — nna HacTpoiku gmnanasoHa fortygigabitether-
net-nHTepdencos;

— interface range tengigabitethernet portlist — gna HacTpoliku ananasoHa tengigabitether-
net-nHtepdencos;

— interface range gigabitethernet portlist — pna HacTpoku amanasoHa gigabitethernet-
UHTepdelcos;

— interface range port-channel grouplist — ana HacTpoWku gManasoHa rpynn NopToB.

KomaHapl, BBeZleHHble B JaHHOM peXume, MPUMEHSAIOTCA K BbiIbDpaHHOMY AMana3oHy MHTepdencos.

Huxke npuBeaeHbl KOMaHAbl 4N BXO4A B PEXXMM HACTPOMKM AnanasoHa Ethernet nntepdeiicos ¢ 1 no
10 (ans MES5324) u ona Bxoaa B peXMM HACTPOMKM BCex rpynn nopTos.

console# configure
console (config) # interface range tengigabitethernet 1,/0/1-10
console (config-if) #

console# configure

console (config) # interface range port-channel 1-8
console (config-if) #

Tabnunua 72 — KomaHabl pexkuma KoHourypauum nHtepdeiicos Ethernet u Port-Channel

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
shutdown BbIKNt0UNTb KOHUTrYpUpyembln HTepdelic (Ethernet, port-
—/BKAIOYEH channel).
no shutdown BKtOUNTL KOHOUTYpUPYEeMbI MHTepdENC.
description descr descr: (1..64) [o6aBuTb onncaHme nHTepoeiica (Ethernet, port-channel).
na description cumsonos/Het Yaanutb onvcaHue nHtepdelica.
onucaHua
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepenayun gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTL 3HAYEHME MO YMONYAHMIO.
duplex mode 3agaTb pexum gynnekca uHtepoeiica (nonHoaynaekcHoe
mode: (full, half)/full coeamHeHue, NonyaynaekcHoe coeamHenue, Ethernet).
no duplex YCTaHOBWTb 3HAYEHME N0 YMONYAHMIO.
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negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

Bk/touaeT aBTOCOr1IacOBaHME ANA CKOPOCTU U Ayn/ieKca Ha
HacTpavBaemom MHTepdeiice. MOXKHO yKasaTb onpesenieHHble
COBMECTMMOCTY NapameTpa aBTOCOI/IaCOBaHNsA, eC/IM NapameTpbl
He 3aflaHbl, TO NOAAePKMBatOTCA Bce coBmecTumocTtu (Ethernet,
port-channel).

BbIKk/tOYaeT aBTOCOr1acoBaHNeE ANA CKOPOCTU M AyneKca Ha
HacTpanBaemom MHTepodeiice.

negotiation bypass

no negotiation bypass

—/BKNIOYEHO

BbIK/tOUEHME NPOoMycKa NpoLeaypbl aBTOCOT/1acoBaHMA, ecnm
napTHep Ha BCTPEYHOM CTOPOHE He OTBeYaeT.

BkatoueHMe Nponycka npoueaypbl aBTOCOIIAacoBaHUsA, €C/n
MapTHep Ha BCTPEYHOW CTOPOHE He OTBeYaeT.

flowcontrol mode

mode: (on, off,

3apaTb pexum ynpasnerHusa notokom flowcontrol (BKAtounTb,
OTKJ/IIOYMTb MM aBTOCOrIacoBaHNe). ABTOCOrnacoBaHme
flowcontrol paboTaeT ToNbKO B CAyyae, eCIn permum

auto)/off aBTOCOrNacoBaHMA negotiation BKAOYEH Ha HacTpanBaemom
nHtepoerice (Ethernet, port-channel).
no flowcontrol OTKNOUUTD PEXMUM YNPABNEHWUA MOTOKOM.
back-pressure BkntoyaeT GyHKUMIO «0BPaTHOrO AaBeHUA» HAa HAaCTPaNBaEMOM
uHtepdeiice (Ethernet).
—/BbIKNtOYEH

no back-pressure

BbIkntouaeT GpyHKLUMIO «0BpaTHOro AaBAeHUA» Ha HAaCTPaMBAaEMOM
nHTepoelice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBUTb Neprog, B TeYEHUE KOTOPOro cobupaeTca CTaTUCTMKA
0 Harpyske Ha uHTepoeiice.
V‘ Mpw 3TOM MHTepBan pacyérta CYETUYNKOB He
n3meHseTcs.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

media-type {force-fiber |
force-copper | prefer-fiber}
[auto-failover]

no media-type

—/prefer-fiber

Bbi6op TMNa KOMb60-NopTa B Ka4ecTBe OCHOBHOIO HOCUTENA.
-force-fiber — paspelieHa akTUBHOCTb TO/IbKO ONTUYECKOM YacTu
KOMb0-nopTa;

-force-copper — pa3pelleHa akTUBHOCTb TO/IbKO MeZHOM YacTu
KOMb0-nopTa;

-prefer-fiber — npenmyLLecTBo onTMYECKOro MHKa.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

mtu size

no mtu

size: (128..1500)/1500
banT

YcTaHOBUTbL 3HaYeHMe maximum transmission unit (MTU)
/ HacTpoiika MTU He pa6oTaeT gna TpaH3UMTHOro Tpadpuka

HacTpoiika npumeHsieTcs nocse nepesarpysku
yCTpoicTBa.

YCTaHOBWTb 3HaYeHue no YMOA4aHUIO

snmp trap link-status

no snmp trap link-status

—/BKNIOYEHO

BkntouaeT oTnpasKy SNMP trap-coobuieHnin 0 cCoCToAHUK
MHTepdEeNCHbIX TMHKOB.

OTkntoyaeT otnpasky SNMP trap-coobuieHnin.

hardware profile portmode
{1x40g | 4x10g}

—/1x40g

MNepekntoyeHne pexknma noptoB XLG1-XLG4.

V KomaHpa AocTynHa ToNAbKO ANA NOPTOB
fortygigabitethernet ycrpoiictBa MES5324.

V Hactpoiika npumeHsieTca nocnie nepesarpysku
yCTpOWCTBa.

fec cl74

fec off

— /BbIKAOYEH

BK/tOUaeT pexnm npsamoi Koppekuumn owmnbok cl74 Ha
HacTpanBaeMom uHTepoeiice (XLG1-XLGA4).

V KomaHpaa AocTynHa ToNbKO ANS NOPTOB
fortygigabitethernet ycrpoiictea MES5324.

V‘ KomaHaa HeaoCTynHa ANA CTEKOBbIX JIMHKOB.

OTKANOYAET PeKUM NPAMOI KOPPEKL MK OLUMBOK.
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabnuua 73 — KomaHabl pexxmma obLmx HacTpoek nHtepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

port jumbo-frame

—/3anpeLuyeHo

PaspewaeT KommyTaTopy paboTaTh ¢ pperimammn 60bLIOro
pasmepa.
V 3HaueHne maximum transmission unit (MTU) no
ymonuaHuio 1500 6airT.

70 Hactpoiika BCTYNWUT B cuNY TONBKO Noc/e nepesarpysku

ycTpoicTBa.
3HaueHne maximum transmission unit (MTU) npu
V HacTpoiike port jumbo-frame 10200 6aiiT.
no port jumbo-frame 3anpewaet KoMmyTaTopy paboTaTb ¢ pperimamu 6oabLIOro
pasmepa.
errdisable recovery cause BKNIOUMTL aBTOMATMYECKYHO aKTUBALMIO MHTepdelica nocne ero
{all | loopack-detection | OTK/OUYEHUA B CeAYHOLLMNX CAyYanX:
port-security | dotlx-src- - loopback-detection — o6Hapy:keHue neTens;
address | acl-deny | stp- - port-security — HapyweHue 6e3onacHoCcTU ana port security;
bpdu-guard | stp-loopback- - dotlx-src-address — HenpoxoxaeHue ayTeHTUdUKauum,
guard | unidirectional-link OCHOBaHHOM Ha MAC-agpecax nosb3osaTenei;
| storm-control | link- - acl-deny — HecooTBeTcTBME cnnckam aocTyna (ACL);
flapping | I12pt-guard | pvst - stp-bpdu-guard — akTmBauma 3awmTel BPDU Guard (nepegaya
| vpc} HecaHKLMOHMPOBaHHOro naketa BPDU yepes nHTepdeiic);
- stp-loopback-guard — o6Hapy:xeHue netenb npotokosom STP;
- udld — akTnBaums 3awmTsl UDLD;
- storm-control — 3awmTa OT «WTOPMa» ANA Pa3IMUHOIO
Tpaduka;
—/3anpeweHo - link-flapping — ¢nannuHra nnHka;
- 12pt-guard — npesbilEHNE KONMYECTBA BXOAALLNX NAKETOB
dyHKuuK L2PT;
- pvst — ownbKM npoTokona PVST;
- vpc — ownbkm npotokona VPC.
no errdisable recovery YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
cause {all |
loopack-detection |
port-security |
dotlx-src-address |
acl-deny | stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control |
link-flapping}
errdisable recovery interval YCTaHOBWTbL BPEMEHHOW MHTEPBaAA AJ/19 aBTOMATUYECKOro
seconds seconds: NMOBTOPHOIO BK/IOYEHUS UHTepdelica.
- (30..86400)/300
no errdisable recovery cekyHa YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

interval

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
loopback loopback_id}

gi_port: (1..8/0/1..28);
fa_port: (1..8/0/1..24);
group: (1..48);
loopback_id: (1..64)

C6poc HacTpoek nHTepdelica uam rpynnsl UHTEpdeicos Ha
3HaYeHWs, YCTAHOB/IEHHbIE N0 YMONYaHHIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKM B pexume EXEC:

console#

Tabnnua 74 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

clear counters

C6pocC CTaTUCTUKM ANs BCeX MHTepdencoB.

clear counters {oob | giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

C6poc CTaTUCTUKM Ans uHTepdelica.

set interface active {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

AKTMBMpPYET NOPT MAW rPYNNY NOPTOB, BbIKAOYEHHbIX KOMaHA0M
shutdown.

show interfaces {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb cBOAHYO MHOPMALMIO O COCTOSIHUM, HAaCTPOMKe U
CTaTUCTUKeE NOopPTa.

show interfaces configura-
tion {oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKa3aTb KOHOUTypaLMIo MHTeEpdENCOoB.

show interfaces status

MoKa3aTb cocToAHUE Bcex MHTepdencoB.

show interfaces status {oob
| gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MNoka3aTb cocToAHUe Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

Moka3aTb NapameTpbl aBTOCOINACOBaHWA, 06bABAEHHbIe ANA BCEX
WHTepodelicos.

show interfaces advertise
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb NapameTpbl aBTOCOrNAacoBaHUsA, 06bABNEHHbIE ANs
Ethernet-nopTa, rpynnbi nopTos..

show interfaces description

Moka3aTb onucaHua Bcex uHTepdeiicos.

show interfaces description
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb onucaxue Ethernet-nopTta, rpynnbi NOpPTOB.

show interfaces counters

MoKasaTb CTaTUCTUKY ANA BCeX UHTepdelicoB.

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx 103




HELTEX

show interfaces counters
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id | detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

MokaszaTtb cTaTUCTUKY Ana nHTepdelica.

show interfaces utilization

MoKasaTb CTaTUCTUKY NO HArpy3Ke AN Bcex MHTepdencos.

show interfaces utilization
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb CTaTUCTUKY NO Harpyske ans Ethernet-untepdeiica.

show interfaces mtu {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | loopback loop-
back_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback-id: (1..64);
vlan_id: (1..4094)

MokasaTtb HacTpoliky MTU ansa untepdeiica

show ports jumbo-frame

MokasaTtb HacTpoiiKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKasaTb HaCTPOMKM ANA aBTOMATUUYECKOM NOBTOPHOM akTUBaLun
nopra.

show errdisable interfaces
{gigabitethernet g/ _port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb NPUYMHY OTKIKOYEHMA NOPTa, rPYNMbl MOPTOB K
COCTOAHWE aBTOMATUUYECKOM aKTUBALUM.

show hardware profile
portmode

Mokasatb pexxum noptos XLG1-XLG4.

V ‘ KomaHga aocrynHa tonbKo ana MES5324.

[pumepbl 8bIN0AHEHUS KOMAHO

= [lokasaTb COCTOAHME MHTEPDENCOB:

console# show interfaces status

Mdix

Port Type

Mode Port Mode
gil/0/1 1G-Copper
- Access
gil/0/2 1G-Copper
- Access
gil/0/3 1G-Copper
- Access
gil/0/4 1G-Copper
- Access
gil/0/5 1G-Copper
- Access
gil/0/6 1G-Copper
- Access
gil/0/7 1G-Copper
- Access
gil/0/8 1G-Copper
-- Access

Duplex

Speed Neg

Flow Link Uptime Back

ctrl State (d,h:m:s) Pressure

-- -- Down -- --

-- -- Down -- -=

-- -- Down -- -=

-- -- Down -- -=

-- -- Down -- -=

-- -- Down -- -=

-- -- Down -- -=

-- -- Down -- -=
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gil/0/9 1G-Copper - - - -- Down - -
-= Access
gil/0/10 1G-Copper - - - --  Down -- -
-= Access
gil/0/11 1G-Copper -- -- -- -- Down -= --
-- Access
gil/0/12 1G-Copper - - - -— Down - -
-- Access
gil/0/13 1G-Copper - - - -— Down - -
-- Access
gil/0/14 1G-Copper - - - -— Down - -
-- Access
gil/0/15 1G-Copper - - - -— Down - -
-- Access
gil/0/16 1G-Copper - - - -— Down - -
-- Access
gil/0/17 1G-Copper -— -— -— -— Down - -
-- Access
gil/0/18 1G-Copper - - - -— Down - -
-- Access
gil/0/19 1G-Copper - - —— -- Down —= -
-- Access
gil/0/20 1G-Copper - - —— -- Down —= -
-- Access
gil/0/21 1G-Copper - - —— -- Down —= -
-- Access
gil/0/22 1G-Copper - - —— -- Down —= -
-- Access
gil/0/23 1G-Copper - - —— -- Down —= -
-- Access
gil/0/24 1G-Copper -- -- -- -- Down -= --
-= Access
tel/0/1 10G-Fiber Full 10000 Disabled Off Up 00,04:37:36 Disabled
Off Trunk
tel/0/2 10G-Fiber Full 10000 Disabled Off Up 00,04:37:10 Disabled
Off Trunk
tel/0/3 10G-Fiber -- -- - -- Down -- -—
- Access
tel/0/4 10G-Fiber -- -- - --  Down -- -—
- Access
Flow Link

Ch Type Duplex Speed Neg control State
Pol - - - - -= Not Present
Po2 -= -- -- -- -= Not Present
Po3 -— - - - -— Not Present
Po4 -- - - - -= Not Present
Pob -— - - - -— Not Present
Po6 -= -- -- -- -= Not Present
Po7 - - - - -= Not Present
Po8 -= -- -- -- -= Not Present
Po9 -— - - - -— Not Present
Pol0 -= -= -= -= -= Not Present
Poll - - - - -- Not Present
Pol2 -= -= -= -= -= Not Present
Pol3 -= -= -= -= -= Not Present
Pol4 - - - - -- Not Present
Pol5 -- -- -- -- -- Not Present
Polé6 -= -= -= -= -= Not Present
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= [loKas3aTb CBOAHYIO MHPOPMALMIO O COCTOAHWUW, HACTPOMKe U cTatUcTUKe Ethernet-nopra (pexunm
OoTObparkeHUs CTaTUCTUKM KnaccudumKaLumm Tpadumka):

console# show interfaces TengigabitEthernet 1/0/1

tengigabitethernetl/0/1 is down (not connected)
Interface index is 1
Hardware is tengigabitethernet, MAC address is a8:£9:4b:£d:00:41
Description: ME5100 erl 17.161 te 0/0/1
Interface MTU is 9000
Link is down for 0 days, 0 hours, 3 minutes and 28 seconds
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
0 packets input, 0 bytes received
broadcasts, 0 multicasts
input errors, 0 FCS, 0 alignment
oversize, 0 internal MAC
pause frames received
packets output, 0 bytes sent
broadcasts, 0 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions
pause frames transmitted
symbol errors, 0 carrier, 0 SQE test error
Output queues: (queue #: packets passed/packets dropped)
1: 0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

OO O OO0 ooOo

O J oUW

- lMoKa3aTb NnapameTpbl aBTO-COr/1aCOBAHMUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/1 10G-Fiber Disabled - -
tel/0/2 10G-Fiber Disabled -- -
tel/0/3 10G-Fiber Disabled - -
tel/0/4 10G-Fiber Disabled -- -

fol/0/3 40G-Fiber Disabled -- -

fol/0/4 40G-Fiber Disabled - -
gil/0/1 1G-Copper Enabled Slave -
Pol - Enabled Slave --
Po2 -= Enabled Slave --
Po8 -- Enabled Slave -
Oob Type Neg Operational Link Advertisement
oob 1G-Copper Enabled 1000f, 100f, 100h, 10f, 10h
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= [loKasaTb CTAaTUCTUKY MO UHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

OOB InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

OOB OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

" [MoKa3aTb CTaTUCTUKY MO rpynne KaHanos 1

console# show interfaces counters port-channel 1

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: 0

Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: O

InOctets

Ch InUcastPkts InMcastPkts InBcastPkts

______ Pl 111 o o %007
Ch OutUcastPkts OutMcastPkts OutBcastPkts

______ Pl o & 3 ez
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= [lokasaTb HacTpoMKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnunua 75 — OnuncaHme cYeTYNKOB

Cuemyuk OnucaHue
InOctets Konnuectso npuHATbIX 6aiiTOB.
InUcastPkts Konnyectso NPUHATbLIX 04HOAAPECHbIX NAaKeTOB.
InMcastPkts Konnyectso NpMHATBLIX MHOroapecHbIX NakeToB..
InBcastPkts Konnyectso NPUMHATBIX LWWMPOKOBELLATEeNbHbIX MAaKEeTOB.
OutOctets Konnuectso nepeaaHHbIX 6aiToB.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAaKEeTOB.
OutMcastPkts Konnyectso nepegaHHbIX MHOrOa4peCHbIX MaKeToB.
OutBcastPkts Konnuyectso nepeaaHHbIX LWMPOKOBeELLLATEIbHbIX MaKeToB.

Alignment Errors

Konnyectso NpuHATLIX GpernMoB ¢ HapyLWEeHHOM LeNI0OCTHOCTbIO (C KOANMYECTBOM
6alT He COOTBETCTBYIOLMM AJIMHE) U HEe NPOoLeaWnX NPoBEPKY KOHTPOIbHOM
cymmbl (FCS).

FCS Errors

Konnyectso npuHATLIX GpeiiMoB ¢ KONMYeCcTBOM 6aiT, COOTBETCTBYIOLLMM AJIMHE, HO
He NpoLeALwnx NPOBEPKY KOHTPObHOMK cymmbl (FCS).

Single Collision
Frames

Konnyectso d)peVIMOB, BOB/1IE4EHHbIX B €eAMHUYHYIO KONZTU3UIKO, HO BNocieAacTsun
nepeaaHHbIX ycnewHo.

Multiple Collision
Frames

Konnuyectso d)peVIMOB, BOBJIEYEHHbIX bonee yem B OA4HY KONN3NKo, HO Bnocaen-
CTBUU NepegaHHbIX ycnewHo.

Deferred Transmis-
sions

Konnuyectso d)pEl;'IMOB, ANA KOTOPbIX NepBand NOMNbITKa nepeaavyn OTA0XKeHa U3-3a 3a-
HATOCTU Cpeabl nepegayn.

Late Collisions

Konunuectso cnydaes, Koraa Konnmnsma sadmMKcMpoBaHa nocse Toro, Kak B KaHan
CBA3M yKe bblM NnepeaaHbl nepsble 64 6anT (slotTime) nakeTa.

Excessive Collisions

Konnuectso ¢ppeiimoBs, KOTopble He Hblv nepesaHbl M3-3a M3BbITOYHOMO Ko/iMyecTsa
KONNU3UNA.

Carrier Sense Errors

KosnmuecTBo cnyyaes, KOr4a COCTOSIHME KOHTPOAA Hecylwei 6bi10 noTepsaHo, Anbo He
YyTBEP}KAEHO NPK NONbITKe nepegaumn dppeima.

Oversize Packets

KonnuecTBO NPUHATLIX NAaKETOB, pasMep KOTOPbIX NPEBbILAET MaKCMMaibHbIN pas-
peLleHHbI pasmep ppeima.

Internal MAC Rx
Errors

Konnuectso ¢ppeimoBs, KOTopble He Hbl/Iv NPUHATBI YCNELWHO 13-3a BHYTPEHHEN
owmnbKKn npuema Ha yposHe MAC.
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Symbol Errors

Ona vHuTepodelica, paboTatouiero B pexkmume 100M6/c — KonnuyecTso cayyaes, Koraa
MMENCA HeAONYCTUMbIN CUMBOA AAHHbIX, B TO BPEMA KaK NPaBU/IbHaA HecyLwan

6blna npeacTaBnieHa.

Onsa nHtepdeiica, paboTatowero 8 noayayniekcHom pexmnme 1000M6/c — Konnye-
CTBO C/ly4yaeB, KOraa cpeacTsa NpUema 3aHATbl B Te4eHMe BPEMEHU, PaBHOMY Uau
6onbwemy yem pasmep cnota (slotTime), U B Te4eHNE KOTOPOro MMENoChb XoTA Bbl
04HO cobbITUE, KoTOopoe 3acTasaneT PHY BblgaBaTh owMOKyY npMema gaHHbix (Data
reception error) uau owmnbKy Hecyuel (Carrier extend error) Ha GMIL.

[na vuTepdelica, paboTatollero B NoJHOM AynaeKkcHom pexume 1000M6/c — Ko-
JIMYECTBO Cy4YaeB, Koraa cpeacTBa NpMemMa 3aHATbl B TeYEHME BPEeMEHU, PpaBHOMY
unu 6onbleMy YeM MUHUMAbHbIN pasmep ¢peima (minFrameSize), u B TeueHue
KOTOPOro MMesioCb XoTA 6bl 0AHO cobbITUE, KOTOpOE 3acTasnfeT PHY BblaaBaTthb
olWKMBKY NprMema ZaHHbIx (Data reception error) Ha GMII.

Received Pause
Frames

Konnuectso npuHATbIX ynpasaawwmx MAC-¢ppeimos c Kogom onepaumm PAUSE.

Transmitted Pause
Frames

Konnuectso nepegaHHbix ynpasastowmx MAC-dpelimos ¢ Kogom onepaumm PAUSE.

5.10.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgeiicoe

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnnua 76 — KomaHgpl pexunma rnobanbHon KoHoUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

vlan database

MNepeitn B pexxum KoHburypaumm VLAN

vlan prohibit-internal-usage
{add VLANIist | remove
VLANIist | except VLANIist |
none}

VLANIist: (2..4094)

- add — pgo6aBuTb ykasaHHble VLAN ID B nepeyeHb 3anpeLieH-
HbIX A1 BHYTPEHHEro UCMO0/b30BaHUA;

- remove — yaannTb yKasaHHble VLAN ID 13 nepeuHsa 3anpe-
LWEeHHbIX AN1A BHYTPEHHErO UCMOb30BaHMUA;

- except — n06aBWTb B NepeyveHb 3anpeLeHHbIX A1 BHYTPEeH-
Hero ncnonb3osaHuA Bce VLAN ID, 32 nckntovyeHmem yKasaHHbIX
B KayecTBe napameTpa;

- none — ounctutb nepeyeHb VLAN ID, 3anpeLueHHbIX ANnA BHYT-
PEHHEero Ncnosib3oBaHuA.

vlan mode {basic | tr101}

—/basic

BK/I1OYMTb BO3MOXKHOCTb A06aBneHna Ha GU3NYECKOM MHTEp-
delice B pexmme customer cpasy ABYX uaeHTUOMKaTOpoB
VLAN.

vlan statistics ingress {low |
high}

—/BbIK/IOYEHO

no vlan statistics ingress
{low | high}

BKkntounTb cObop cTaTUCTUKM gns ananasoHos VLAN:
-low — VLAN 1-2047
- high — VLAN 2048-4094

BbikntounTh C60p CTAaTUCTUKU ANA YKA3aHHOIo Anana3oHa.
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vlan tr101 map inner-vlan
c_vlan_id interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no vlan tr101 map inner-
vlan c_vlan_id interface {gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group}

c_vlan_id: (1..4094);

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

CHATb Ha ¢u3nyeckom MHTepdeice cpasy 2 naeHTndukaTopa
VLAN (B pexxume customer), 6asmnpytrosicb Kak Ha s_vlan_id, Tak
n Ha c_vlan_id. NMpu aTom aeincTemne BbINOSHAETCA TO/bKO AN1A
TpaduKa, upyuwero c wHTepdelica, yKasaHHOro B [OaHHOM
HacTpoliKe.
- c_vlan_id — naeHTMdmKaLMOHHbIN HOMep BHYTpeHHen VLAN.
- interface — cnucok uHTepdeiicos, K BxoasaLLemy TpaduKy Ko-
TOPbIX BO3MOXHO MPUMEHEHME AAHHOTO Npasuaa. [JuanasoH
HOMEpPOB MHTEPPENCOB MOXKHO 334aTb NepeyncieHnem Yepes
3aNATYIO UM YKa3aTb HA4Ya/IbHOE M KOHEYHOEe 3HAYeHUA Anana-
30Ha Yepes geduc.

' DOna  paboTbl AaHHOW KOMaHAbI

H HacTpoiika pexkuma «vlan mode tr101».

Heobxoguma

Ypaanutb npasuno.

KomaHObI pexcuma KoHguaypayuu VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHdurypaumm VLAN:

console# configure

console (config)# wvlan database
console (config-vlan) #

[aHHbIN peXxnm JoCTyneH U3 pexxmnma rnobanbHon KoHPUrypaumm n npegHasHayYeH gas 3agaHusa
napameTpos KoHourypaumm VLAN.

Tabnuua 77 — KomaHgpbl perkuma koHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBoNa

[o6asutb VLAN nan Heckosbko VLAN.

Ypanntb VLAN nnun Heckonbko VLAN.

map protocol protocol [en-
caps] protocols-group
group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb NPOTOKOA K rpynne NpoToOK0/10B, aCCOLUNPOBAHHbIX
BMmecCTe.

Y4anuTtb NpuBA3KY.
*— Homep npoTokona (16 6uT).

map mac mac_address
{host | mask} macs-group

group

no map mac mac_address
{host | mask}

mask: (9..48)

Mpueazatb MAC-agpec unm gnanaszoH MAC-azpecoB Mo macke K
rpynne MAC-aapecos.

YpanuTtb NpuBA3KY.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHpurypaunm nHtepoerica VLAN:
console# configure
console (config) # interface {vlan vlan id | range vlan VLANIist}

console (config-if) #

[aHHbIN peXxum AOCTYyMeH M3 perrMma KoHOUrypaumm v npegHasHayeH NS 3afaHus napameTpoB
KoHduUrypaumm nutepodeica VLAN nnbo grmanasoHa nHTepdeincos.

Bbibop MHTepdeinca ocywecTBASETCS NPM MOMOLLM KOMaHAbI:

interface vlan vlan id

Bbibop AnanasoHa MHTepdencoB OCyLLEeCTBASETCS NPM NOMOLLM KOMaHAb!:
interface range vlan VLANIist

Huke npuBeaeHbl KOMaHAbl ANA BXO4aA B peXXMM HacTpoiku mHtepdernca VLAN 1 n Bxoga B perkum
HacTpoukm rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan !

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if)#

Tabnnua 78 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

3HayeHue/3HayeHue
o ymMmon4aHuro
name name name: (1..32) L0o6aButb umsa VLAN.

KomaHoa Aelicmeue

no name CMMBO/I0B/UMA YCTaHOBWTb 3HaYEHME MO YMOHAHUIO.
COOTBETCTBYET HOMEpPY

VLAN

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnel nopmos

Buna 3anpoca KOMaHAHOWM CTPOKM B pexknume KoHdurypaumm nHtepoeliica Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console# configure

console (config) # interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | oob | port-channel
group | range {..}}

console (config-if) #

[aHHbIN pexum AO0CTyneH U3 pexkuma KoHOUrypauum v npegHasHavyeH ANs 3a4aHus NapameTpos
KOHdUrypaumm nHtepdeiica (nopta KOMMmyTaTopa UAKW FPyNMbl NOPTOB, PAbOTAlOWMX B PEXMME pa3aenieHnn
Harpysku), nMbo ananasoHa uHTepdelicos.
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MopT MoXeT paboTaTb B YETbIPEX PEKMMAX:

— access — vHTepdelic gocTyna — HeTermpoBaHHbI UHTepdelic ana ogHon VLAN;
— trunk — wHTepdeiic, NPUHUMAIOLWMIA TOJIbKO TETMPOBAHHbIM TPadUK, 32 UCKAOYEHNEM O4-
Horo VLAN, KoTopbIn MOXeT 6biTb A06aBfeH C MOMOLLbIO KOMaHAabl switchport trunk native

vian;

— general — nHTepdeic c nonHon noaaepxkoi 802.1q, NPUHUMAET KaK TETMPOBAHHbIN, TaK U
HeTermpoBaHHbIN Tpaduk;
— customer — Q-in-Q uHTepdeiic.

Tabnnua 79 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3agaTtb perkmum paboTbl nopta B VLAN.
- mode — pexum paboTbl nopta B VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

[ob6asutb VLAN ana untepderica goctyna.
- vlan_id — naeHTMduKaumMoHHbIn Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

switchport general accepta-
ble-frame-type {untagged-
only | all}

—/npuHUMaTh BCe
TUnbl Gpernmos

MprHUMaTb Ha nHTepdeiice ToNbKO Gperimbl onpeaeseHHOro
™na:

- untagged-only — To/bKO HETerMpoBaHHbIe;

- all — Bce ppenmbl.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

LOo6asutb cnuncok VLAN ana nHtepoeiica.

-vlan_list — cnucok VLAN ID. Anana3oH Homepos VLAN MOKHO
334aTb NepeyncieHnem Yepes 3anaTyro MW YKasaTb HayabHOe U
KOHeYHoe 3Ha4YeHuA AnanasoHa yepes gedpuc "-".

Ypanute cnucok VLAN gns untepdelica.

switchport trunk native
vlan vian_id

no switchport trunk native
vilan

vlan_id: (1..4094)/1

[ob6asnaet Homep VLAN B Kauectse Default VLAN ans gaHHoro
nUHTepdeica. Becb HeTerMpoBaHHbIM TpaduK, NOCTYNAOWMIA HA
[OaHHbIN NOpT, onpeaensietcs B gaHHyo VLAN.

-vlan_id — npeHTMduMKaLuMoHHbIN Homep VLAN.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[Oo6asutb cnuncok VLAN ana nHtepoeiica.

- tagged — nopTt byaeT nepesaBaTb TErMPOBaHHbIE NaKeTbl 415
VLAN;

- untagged — nopT byaeT nepesasaTtb HETErMPOBAHHbIE NAKETbI
ana VLAN.

- vlan_list — cnucok VLAN ID. nana3oH VLAN MOXHO 334aTb
nepeymcieHMem Yepes 3ansaTyr UM YKasaTb HayabHOe 1
KOHeYyHoe 3Ha4YeHuA AnanasoHa Yepes gedpuc "-".

Ypanutb cnucok VLAN gns nntepdeliica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 —
ecnu yctaHosneH VLAN
N0 YMOAYaHUIO

[obasutb ngeHtnodukatop VLAN nopta (PVID) ans ocHoBHoro
nHTepoenca.
-vlan_id — npeHTMduMKauMoHHbIN Homep VLAN nopra.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

switchport general in-
gress-filtering disable

no switchport general in-
gress-filtering disable

—/dunbTpaumsa
BK/IIOYEHa

BbIKNHOUNTL AN1A OCHOBHOIO MHTepderica GUNbTPALMIO BXOAALLUX
NakeToB HAa OCHOBE NPUCBOEHHOIo UM 3HavyeHuA VLAN ID.

BKAOYUTL AN OCHOBHOTO MHTEpdeica GUabTpaLmio BXOSALLMX
NnakeToB HAa OCHOBE NPUCBOEHHOIo UM 3HavyeHuA VLAN ID.

Ecnun dunbTpauma BKAOYEH], M NaKeT He BXxoauT B rpynny VLAN c
NpUCcBOEHHbIM NakeTty 3HavyeHnem VLAN ID, To naket
oTbpacbiBaeTcA.

112

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

switchport general accepta-
ble-frame-type {tagged-
only | untagged-only | all}

no switchport general ac-
ceptable-frame-type

—/npuHUMaTb BCe
TMNbl Gpeimos

MpUHUMaTbL Ha OCHOBHOM MHTepdece ToNbKO dperimbl
onpegeseHHoro Tuna:

- tagged-only — TonbKO TerMpoBaHHble;

- untagged-only — TONbKO He TerMpoBaHHbIE;

- all — Bce ppenmbl.

MpWHUMaTbL Ha OCHOBHOM MHTepdeiice Bce TUNbI GpPerimoB.

switchport general map
protocols-group group vilan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHOoBUTL NpaBuao kKnaccudumkaumm VLAN ana nHtepdeiica,
OCHOBaHHOE Ha NPUBA3KE K MPOTOKONY.

- group — NaeHTUOUKALUMOHHbBI HOMEP Fpynnbl;

-vlan_id — npeHTuduKaLMoHHbIN Homep VLAN.

Y8anuTb NpaBuao Knaccudurkaumu.

switchport general map
macs-group group vlan
vlan_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHOoBUTL NpaBuao Knaccudumkaumm VLAN ana nHtepdeiica,
OCHOBaHHOe Ha npueaske K MAC-agpecy.

- group — NAeHTUOUKALUMOHHbBI HOMEP Fpynnbl;

-vlan_id — npeHTMdUKaLMOoHHbIN Homep VLAN.

Y4anuTb NpaBuao Knaccudurkaumu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHOBUTbL NpaBuao Knaccudumkaumm VLAN ana nHtepoeiica,
OCHOBaHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — nAeHTUOUKALMOHHBI HOMep rpynnbl;

- vlan_id — naeHTMduKaumMoHHbIn Homep VLAN.

Y4anutb NpaBuao Knaccudurkaumu.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq
ethertype egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B8 802.1q VLAN-Terax nakeTos,
NCXOAALWMX C AaHHOTO UHTepdeiica.
[onyctumbie 3HaueHus EtherType cm. Mpunoxenue B.
. NoapepxuBaemblie 3HaueHus Ethertype.

3ameHuTb ethertype NCXoAALLErO C MHTepdeiica NakeTa Ha
3Ha4YeHNe No yMOYaHMIO.

switchport dotlq ethertype
ingress stag add ethertype

switchport dotlq ethertype
ingress stag remove
ethertype

ethertype: (1..ffff)
(hex)

LOo6asutb TPID B Tabaunuy knaccudpuratopos VLAN.
Jonyctumble 3HaueHuna EtherType cm. MpunokeHue B.
Mopnep:knsaemole 3HayeHua Ethertype.

Ypanuts TPID 13 Tabaunubl Knaccupumkatopos VLAN.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer
vilan

vlan_id: (1..4094)/1

[ob6asutb VLAN ansa nonb3osaTenbcKkoro nHTepdeica.
- vlan_id — naeHTMounKaumMoHHbIN Homep VLAN.

[06aBUTb K BXOAALLMM HETETMPOBAHHbIM MaKeTaM Ha KJMEHTCKOM
nopTy BHyTpeHHWUI 802.1q 3aronosok — C-VLAN (inner-vlan) un
BHewWwHMI 802.1q 3aroNoBOK, coaepKawmin pvid 4ONONHUTENBHON
VLAN (S-VLAN).
Ana paboTbl 3TOM KOMaHAblI HEO6X0AMMO BKNIOUUTD
H rno6anbHo pexum «vlan mode tr101».

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

switchport customer mul-
ticast-tv vlan add vian_list

switchport customer mul-
ticast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelwaeT npMHMMaTb MHOTOaAPECHbIN TPAdUK U3 YKa3aHHbIX
VLAN (He asnatowmxca VLAN nonb3oBaTenibCKoro nHtepdeica) Ha
HacTpansaeMom UHTepdelice, COBMECTHO € NO/1b30BaATENAMM
OpYyrvx NoNb30BaTENbCKUX NOPTOB, NPUHUMAROLLUX
MHOroagpecHbI Tpaduk n3 AaHHbIX VLAN.

- vlan_list — cnucok VLAN ID. imana3oH VLAN MOXHO 3agaTb
nepeuyncieHmem Yyepes 3anAaTyio UAKM YKasaTb Ha4yabHOe U

nn

KOHe4YHOe 3Ha4YeHNA AMana3oHa Yyepes p,ed)mc .

3anpelLaeT NPUHUMATb MHOFOAAPECHbIN TpadUK Ha
HacTpanBaeMom uHTepdelice.
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switchport forbidden vian
add vian_list

switchport forbidden vilan
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NopTy

3anpetuTb gobaBneHme yKasaHHbix VLAN nopry.

-vlan_list — cnucok VLAN ID. Aunana3oH VLAN MoXKHO 3a4aTb
nepeyncaeHnem yepes 3anAaTylo UM yKa3aTb Ha4yaNbHOE U
KOHeYyHoe 3HayeHuMA guanasoHa yepes geduc "-".

PaspewunTb gobasneHue ykasaHHbix VLAN-nopTy.

switchport forbidden de-
fault-vlan

no switchport forbidden
default-vlan

Mo ymonuyaHutio
YNIEeHCTBO B AedONTHOM
VLAN paspeLieHo

3anpetutb gobasneHune gedontHon VLAN-nopTy.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport protected-port

no switchport pro-
tected-port

MepeBoAWT NOPT B PEKUM U30NALMMN BHYTPU FPYNNbl NOPTOB.

BoccTaHaBnmBaeT 3HayeHue no YMON4aHUIO.

switchport protected {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |

port-channel group}

no switchport protected

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonuyanutio
ncnosb3yercs
MapLpyTn3aumsa no
6a3e AaHHbIX
n3y4yeHHbIx MAC-
aapecos (FDB)

MepesoauT nopT B pexkum Private VLAN Edge. OTmeHseT
MapwpyTusaumio no 6ase gaHHbIX M3yyeHHbIx MAC-agpecos (FDB)
1 HanpaB/feT BeCb OAHOAAPECHbIN, MHOTOAAPECHbIN U
LWMpPOKoBeLWaTeNbHbIN Tpaduk Ha uplink-nopT.

OTKAOYaET OTMEHY MapLUpPyTU3aLmMn No 6ase AaHHbIX U3YYEHHbIX
MAC-agpecos (FDB).

switchport default-vian
tagged

no switchport default-vlan
tagged

YCTaHOBUTL NOPT KakK Ternpyowmii B gepontHoi VLAN.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnnua 80 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show vlan

Moka3saTb nHpopmaumto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

Mokaszatb uHpopmauuto no VLAN, nouck no ngeHtuduKkaTopy.

show vlan internal usage

MNokasatb cnucok VLAN ana BHyTPeHHero ncnosib3oBaHuA
KOMMYTaTOPOM.

show default-vlan-mem-
bership [gigabitether-

net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | de-
tailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3saTb cocTas rpynnbl gedontHon VLAN.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnua 81 — KomaHabl pexkuma EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
o yMOAYAHUIO
show vlan multicast-tv vlan MoKa3aTb NOPTbI-UCTOYHUKN U NPUEMHUKU MHOTOAAPECHOTO
vlan_id vlan_id: (1..4094) Tpaduka B AaHHOM VLAN. NMopTbl UCTOYHUKKM MOTYT KaK
nepenasaTb, TaK U MPUHUMATb MHOTOAAPECHbIN TPaduK.

show vlan protocols-groups — Moka3aTb MHGOPMaLMIO O rPyNnax NPOTOKO/IOB.
show vlan macs-groups — MokasaTb nHpopmaumto o rpynnax MAC-agpecos.
show interfaces switchport MokasaTb KOHdMrypaLuuio NopTa, rpynmnbl NOPTOB.
{gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}
show interfaces pro- MoKas3aTb cocTosaHMe NopToB: B pexkume Private VLAN Edge, B
tected-ports [gigabitether- . rivate-vlan-edge-coobuecTse.
net oi ;’J)ort I [tge 5giga_ gi_port: (1..8/0/1..48); | P g W

N te_port: (1..8/0/1..24);
bitethernet te_port | for- .
tygigabitethernet fo_port | fo_port: (1..8/0/1..4);
port-channel group | de- group: (1..48)
tailed]

[pumepbl 8bIN0AHEHUS KOMAHO

= [lokasaTb MHPopmauuio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by
1 1 tel/0/1-24, D
fol/0/1-4,gi11/0/1,
Pol-16
2 2 S
3 3 S
4 4 S
5 5 S
6 6 S
8 8 S

Moka3aTb NOPTblI UCTOYHUKM U MPUEMHUKN MHOroagpecHoro Tpadumka 8 VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : tel/1
Receiver ports: te0/2,te0/4,te0/8

= [loka3aTb MHGOPMaLMIO O rpynnax NPOTOKO/OB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet

0x86dd (IPv6) Ethernet 3
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= [loKasaTb KoHbUrypaumo noprta TenGigabitEthernet 0/1:

console# show interfaces switchport TengigabitEthernet 0/1

VLAN

Port : tel/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll
Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled

Port is member in:
Vlan Name Egress rule

1 Untagged
2 Tagged
3 Tagged
4 Tagged
5 Tagged
6 Tagged
8 Tagged
28 Tagged

N O oy U WDN

Forbidden VLANS:
Vlan Name

Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

Added by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, T-Guest VLAN, V-Voice

Added by

N nnonnon n o

5.10.3 Hacmpolika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonseT npov3BoAMTb pasrpaHuyeHuMe TpaduMKa Ha BTOPOM
ypoBHe mogenun OS| mexay nopTamu KOMMYTaTopa, KOTopble HaxoAATcA B OAHOM LUMPOKOBELLATe/IbHOM
JomeHe.

— Ha kommyTatopax moxKeT bblTb CKOHOUIypmposaHo Tpu Tuna PVLAN nopTos:

—  promiscuous —nopT, KOTOPbIA cNocobeH 0OMeHNBATLCA AAHHBIMU MeXAY 0ObIMK
nHTepoericamu, Bkatoyasa isolated u community noptel PVLAN;

— isolated — nopT, KOTOPbI NONHOCTBIO M30/MPOBAH OT APYIrUX NOPTOB BHYTPU OL4HOTO
n Toro e PVLAN, Ho He oT promiscuous noptoB. PVLANbI 610KNpYyIOT Becb Tpaduk,
MayLnin B CTOPOHY isolated nopTos, Kpome TpadmrKa co CTOPOHbI promiscuous NOpToB.;
nakeTbl CO CTOPOHbI isolated nopToB MoOryT nepenaBaTbCA TONbKO B CTOPOHY

promiscuous NopTos;

— community — rpynna nopToBs, KOTOPble MOTYT 06MeHUBATbCA AaHHbIMW MeK Ay coboi
M promiscuous nopTamu, sTu HTepdencol oTaeneHbl Ha BTOPOM yposHe moaenun OSI
OT BCEX OCTa/IbHbIX community nHTepdencos, a TakKe isolated noptos BHyTpM PVLAN.
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Mpouecc BbINOAHEHUA GYHKUMU AOMNOJAHUTENLHOrO pasfeneHus NOpPTOB C MOMOLLbIO TEXHONOTUM
Private VLAN npepctaBneH Ha pucyHke 51.

Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B
A

T

O U -

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 51 — Mpumep paboTbl TexHonorum Private VLAN

BuA 3anpoca KOMaHAHOW CTPOKM B pexxnme KoHourypaumm nHtepdeinca Ethernet, nnrepoeitca Vlan,
nHTepdelica rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..} | vlan vlan id}

console (config-if) #

Tabnnua 82 — KomaHabl pexkMma KoHourypauum nHtepdelica Ethernet

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymoa4aHuio

switchport mode private- 3apaTb pexum paboTbl nopta B VLAN.
vlan {promiscuous | host} —
no switchport mode YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
switchport mode private- 3apaTb pexum pabotbl nopta B VLAN Trunk.
vlan trunk {promiscuous |
secondary} —
no switchport mode pri- YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.
vate-vlan trunk
switchport private-vlan [,06aBUTb OCHOBHYO M BTOpocTeneHHble VLAN Ha promiscuous
mapping [trunk] pri- nHTEpoeiic.
mary_vlan add second- V Ha oauH promiscuous-uHtrepdeiic Henb3a [06aBUTb
ary_vlan primary_vlan: “ Gonbiwe oaHoii primary vlan.
switchport private-vlan (1..4094); YpaanuTb BTopocTeneHHble VLAN Ha promiscuous nHTepdeiic.
mapping [trunk] pri- secondary_vlan:
mary_vlan remove second- (1..4094)
ary_vlan
no switchport private-vlan Y[anntb OCHOBHYIO 1 BTopocTeneHHble VLAN.
mapping
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switchport private-vlan
hostassociation pri-
mary_vlan secondary_vilan

no switchport private-vlan
host-association

primary_vlan:
(1..4094)
secondary_vlan:
(1..4094)

[o6asuTb primary u secondary vlan Ha host nHtepdeiic.
/I Ha opnn host-untepdeiic Henb3a fo6asutbL Gonble
opHou secondary vian.

Y0anutb OCHOBHYIO 1 BTopocTeneHHble VLAN.

switchport private-vlan as-
sociation trunk pri-

primary_vlan:

[o6asutb primary u secondary vlan Ha trunk-secondary
UHTepoeic.

mary_vlan secondary_vlan (1..4094) Ha oauH trunk-secondary nHtepdeiic Henb3s ao6asuTb
secondary_vlan: 6onblie oaHoit secondary vlan.

no switchport private-vian (1..4094) YAanuTb OCHOBHYIO M BTOpocTeneHHble VLAN.

association trunk

switchport private-vlan [o6aBuTb Ha PVLAN Trunk-untepdeiic VLAN, He y4aBcTBYOLLYIO B

trunk allowed vlan add PVLAN.

vian vian: (1..4094)

switchport private-vlan
trunk allowed vlan remove
vlan

Yaanutb Ha PVLAN Trunk-uHTepdeic VLAN, He y4aBCTBYHOLLYHO B
PVLAN.

switchport private-vlan
trunk native vlan vian

no switchport private-vlan

vlan: (1..4094) /1

[No6asutb Homep VLAN, He yyaBcTBytoLyto B PVLAN, B KauecTse
Default VLAN ana PVLAN Trunk-untepdeiica.

YCTaHOBUTb 3HAYEHMeE Mo YMO4aHUIO.

trunk native vlan

Tabnnua 83 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHoa Aeiicmeue

private-vlan {primary |
isolated | community}

BkntoumTb mexaHu3m Private VLAN 1 3apatb TMN uHTepdeiica.

no private-vlan OTKNOUMTb MexaHu3m Private VLAN.

private-vlan association
[add | remove]

Oob6asuTtb (yaanutb) npmeasky sTopocTteneHHoi VLAN K

secondary_vlan OCHOBHOW. HacTpolika npumeHnma Tonbko ans primary VLAN.

no private-vlan association (1..4094) Yaanutb npusaAsky sTopocteneHHol VLAN K OCHOBHOIA.
/' MaKcmmanbHoe KonM4yecTBo BTopocteneHHbiXx VLAN — 256
MakcumanbHoe Konmdectso community VLAN, KoTopbie MOryT 6biTb aCCOLUMPOBAHbI

c oaHol ocHoBHOM VLAN — 8.

[Mpumep HacmpolKu uHmMepagelicos Kommymamopa Switch A (pucyHok 51 — [Mpumep pabomesl mex-
Hoso2uu Private VLAN)

e promiscuous nopT — interface gigabitethernet 1/0/4
e isolated nopt — gigabitethernet 1/0/1
e community nopt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode private-vlan host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

|

interface gigabitethernet 1/0/2

switchport mode private-vlan host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit
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interface gigabitethernet 1/0/3
switchport mode private-vlan host
description Community-2
switchport forbidden default-vlan
switchport private-vlan host-association 100 202

exit

|

interface gigabitethernet 1/0/4
switchport mode private-vlan promiscuous
description to Router
switchport forbidden default-vlan
switchport private-vlan mapping 100 add 201-202

exit

|

interface tengigabitethernet 1/0/1
switchport mode trunk
switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2
switchport forbidden default-vlan

exit
|

interface vlan 100
name primary
private-vlan primary
private-vlan association add 201-202

exit

|

interface vlan 201
name isolate
private-vlan isolated

exit
|

interface vlan 202
name community

Mpumep Hacmpoliku uHmepagelicos npu pabome mexHono2uu Private VLAN Trunk

e trunk-isolated nopt— gigabitethernet 1/0/1
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3
e trunk-promiscous nopt — interface gigabitethernet 1/0/4

interface gigabitethernet 1/0/1
switchport mode private-vlan trunk secondary
description Trunk-Isolated
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit
|
interface gigabitethernet 1/0/2
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit
|
interface gigabitethernet 1/0/3
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit
|

interface gigabitethernet 1/0/4
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switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan
exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

|

interface vlan 201

name isolate

private-vlan isolated
exit

|
interface vlan 202

name community

private-vlan community

5.10.4 Hacmpolika uumepgelica IP

IP-unTepdennc cosmaérca npu HasHadeHuu IP-agpeca Ha 060 M3 MHTEepdecoB YCTPOMUCTBA
gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, port-channel nau vlan.

Bupg, 3anpoca KOMaHAHOM CTPOKU B pexnume KoHurypaumm nHtepdeica IP.
console# configure

console (config)# interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexum A0CTyNeH U3 perrMma KoHbUrypaumm v npegHasHaydeH AN 3afaHWA napameTpos
KOoHoUrypaumm nHtepodeiica IP.

Tabnuua 84 — KomaHgbl perkuma KoHourypaumm nnitepoderica IP

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

directed-broadcast BkntouaeT dpyHKumio nepesoaa IP directed-broadcast nakerta B
CTaHAAPTHbIW WMPOKOBELLATENbHbIV NaKeT U paspeluaeT

—/BbIK/IOYEHO N o
nepenavy yepes BbiIbpaHHbIN NHTepENIC.

no directed-broadcast 3anpeuwaeT TpaHcaaumio IP directed-broadcast naketos.

BkntouaeT nepeagpecaumio wmpokosewatenbHbix UDP-nakeTos
Ha onpeaeneHHbIN agpec.

- ip_address — |P-afpec Ha3Ha4YeHUs, Ha KOTOpbI ByayT
nepeHanpaBAATbCA NaKeTbl.

helper-address ip_address

ip_address: A.B.C.D

no helper-address ip_ad-

OTKAtoYaeT nepeagpecaunto WnpokosewatenbHbix UDP-nakeTos.

dress
ip irdp Pa3pewaeT paccbliky aHOHcoB npoTokona IRDP (ICMP Router
—/BK/OYEHO Discovery Protocol).
no ip irdp OTKNtOYaeT paccbl/iKy aHOHCOB.
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[Mpumepbl 8bINOAHEHUA KOMAHO

= Bkawuuntb ¢pyHKUMIO directed-broadcast:

console# configure

console (config)# interface PortChannel 1
console (config-if)# ip address 100.0.0.1 /24
console (config-if) # exit

console (config)# interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.11 Selective Q-in-Q

JaHHaa ¢GyHKUMSA NO3BONSET HA OCHOBE CKOHOUIYPUPOBAHHbLIX NpaBun GUALTPALMM MO HOMepPam
BHyTpeHHuX VLAN (Customer VLAN) npounssoantb aobasneHne sHewHero SPVLAN (Service Provider’s VLAN),
noameHaTb Customer VLAN, a TakKe 3anpewatb NpoxoxaeHue Tpadpuka.

[nsa ycTpoiicTBa co3aaeTcs CNMCOK NPaBWA, Ha OCHOBAHMM KOToporo byaeTt o6pabaTbiBaThCA TPAadUK.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelticos) Ethernet u Port-Chan-
nel

Bupg, 3anpoca KOMaHAHOM CTPOKU perKMMa KOHOUIypauum nHtepdenca KOHUrypaumnm:

console# configure

console (config) # interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..}}

console (config-if) #

Tabnnua 85 — KomaHabl pexkuma KoHourypauum nHtepdelica (amanasoHa nHtepodeicos) Ethernet

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

selective-qinq list ingress
add_vlan vian_id [in-
gress_vlan ingress_vlan_id]

Co3gaeT NpaBuao, Ha OCHOBaHMM KOTOPOTO K BXOZALLEMY
NnaKeTy C BHeLWHel meTKkow ingress_vlan_id 6ypet nobasnatbcs
BTOpas meTKa vlan_id. Ecnv ingress_vlan_id He yKa3biBaTb —
npasmao ByLeT NPMMEHATLCA KO BCEM BXOAALMM NaKkeTam, K
KOTOpbIM He 6biAn MpuMeHeHbl gpyrue npasuna («Npasuao no
YMOJHaHUIO®).

vlan_id: (1..4094)
ingress_vlan_id: (1..4094)

selective-qinq list ingress
deny [ingress_vlan in-
gress_vlan_id]

Co3gaert 3anpeLyatolLee NpaBuIo, Ha OCHOBaHUM KOTOPOTO
BXOAALLMeE NaKeTbl C BHEWHeN MeTKol Tera ingress_vlan_id
byayT otbpacbiBaTbea. Ecav ingress_vlan_id He yka3biBaeTca —
6yayT 0T6packIBaTbCs BCE BXOAALLME NAKETbI.

ingress_vlan_id: (1..4094)

selective-qinq list ingress
permit [ingress_vlan in-
gress_vlan_id]

ingress_vlan_id: (1..4094)

Co3gaerT paspeluatoLee Npasuao, Ha OCHOBaHMM KOTOPOTO
BXOZsALLME MaKeTbl C BHELWWHE MeTKoW Tera ingress_vlan_id
byayT nepeaaBatbes 6e3 usmeHeHui. Ecam ingress_vian_id He
yKasbiBaeTca — byayT NnepenaBaTbCs BCe BXOAALLME NaKeTbl He3
N3MEHEHWUN.

selective-qinq list ingress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3paet npaBu/Io, Ha OCHOBAHUM KOTOPOTO BHELLHAA MeTKa
ingress_vlan_id Bxoasuiero naketa 6yaeT 3aMeHATbCA Ha
vlan_id. Ecnwn ingress_vlan_id He yKka3biBaTb — npasuno byaet
NPUMEHATLCA KO BCEM BXOAALLMM MaKeTam.
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no selective-ginq list in-

gress [ingress_vlan vian_id] vlan_id: (1..4094)

Yaansaert ykasaHHoe npaBuo selective ging ana Bxogawmx
naketoB. KomaHaa 6e3 napameTpa «ingress vlan» yaanaer
NpaBu/Io0 NO YMOAYAHUIO.

selective-qinq list egress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3gaet npasuio, Ha OCHOBaHWM KOTOPOrO BHELLHAA MeTKa
ingress_vlan_id ncxoasauwero naketa 6yaet 3ameHATbCA Ha
vlan_id.

no selective-ginq list

. . vlan_id: (1-4094)
egress ingress_vlan vian_id

Ypanset cnucok npasua selective ging ans ncxoasaLwmx nakeTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KoHurypaumm nutepoeiica VLAN:

console (config-if)#

Tabnnua 86 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Vlian

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

ip management outer-vlan
outer_vilan_id

outer_vlan_id: (1-4094)

Co3aaTb NPaBuAO 414 YNpaBaeHUsA KOMMYTaTOPOM C MOMOLLbIO

Q-in-Q Tpadwmka.

V B kauectBe outer_vlan_id wucnonb3yerca BHewWwHMit
VLAN (S-VLAN). Ons paboTbl AaHHOrO NpPaBuia UHTEp-

¢eiic Vlan (C-VLAN) aonxeH 6biTb B coctoaHum Up.

no ip management

Ypanaet gaHHoe npaBuo.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 87 — KomaHgbl perkuma EXEC

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aelicmeue

show selective-ginq

Otobparkaet cnucok npasun selective ging.

show selective-ginq inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTob6parkaeT cnMcoK npasua selective qing 414 ykasaHHoro
nopra.

show ip management [vlan

vian_id] vlan_id: (1-4094)

OT0b6parkaeT CNMCOK NpaBua ANA YNPaBieHNA KOMMYTaTOPOM C
nomoubto Q-in-Q Tpaduka.

[pumepsl 8biM0AHEHUS KOMAHO.

= Co34aTb NpaBW/IO, Ha OCHOBAHMM KOTOPOTO,
HATbcA Ha 10.

console# configure

BHELLUHAA MeTKa Bxogslllero naketa 11 6yaer 3ame-

console (config) # interface tengigabitethernet 1/0/1
console (config-if) # selective-ging list ingress override vlan 10

ingress-vlan 11
console (config-if) # end
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=  OT0bpa3nTb CNUCOK CO3AaHHbIX NpaBuA selective ging:

console# show selective-ging

Vlan ID

te0/1

Direction Interface Rule type Classification by Parameter

ingress override vlan 10 ingress vlan 11

5.12 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«LLltopm» BO3HMKAET BCAEACTBME Ype3mepHOro KonuvectBa broadcast-, multicast-, unknown unicast-
co0bLLEeHNIM, OAHOBPEMEHHO NepeaaBaemMblx Mo CETU Yepes OA4MH MOPT, YTO NPUBOAUT K NEpPEerpysKe pecypcos
CeTUN N NOABNIEHUIO 3aJepPHKeK. « LUTOpM)) MOXeT BO3HUKHYTb NPU Ha/IMYNUN «3aKOJ/IbLUOBAHHbIX» CErMmeHTOB B CETU

Ethernet.

KommyTaTop uM3MepseT CKOpPOCTb MPMHMMAaEMOro LIMPOKOBELLATE/IbHOr0, MHOr0aAapecHoro Wu
HEeM3BeCTHOro O4HOaApPecHOro TpaduKa AnA MOPTOB C BKAKOYEHHbIM KOHTPOJIEM LUMPOKOBELLATENbHOMO
«LITOPMa» M OTOPACbIBAET NAaKeTbl, €C/IN CKOPOCTb MPEBbILLAET 334aHHOE MAaKCUMa/ibHOE 3HavYeHue.

KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Buna 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdpurypaummn nHtepdeica Ethernet, nHrepdeiica rpynnoi

nopTOoB:

console (config-if)#

Tabnmua 88 — KomaHabl pexkmuma KoHpurypaumm uHtepodeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps}
[trap] [shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/ItOYaeT KOHTPO/Ib MHOTO3APECHOro TpaduKa:

- registered — 3aperncTpupoBaHHOro;

- unregistered — He3aperncTpupoBaHHOro.

- level — 06bem TpadmKa B NpoL,eHTax OT NPONycKHOM cnocobHo-
cTu nHTepodeiica;

- kbps — obbem Tpaduka.

Mpw 0bHapy»KeHMM MHoroaapecHoro TpadurKa nHTepdeiic mo-
eT 6bITb oTKAtoUeH (shutdown) nnn gobasneHa 3anuch B XKyp-
Han coobuieHuni (trap).

BbIK/t0YAET KOHTPOJIb MHOTOAAPECHOTO TpaduKa.

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/tOYaET KOHTPOIb MHOTOaAPECcHOro TpaduKa:

- registered — 3aperncTpupoBaHHOro;

- unregistered — He3aperncTpUpPoBaHHOro.

- pps — KONMYECTBO MaKeToB B CEKYHAY.

Mpu o6HapyKEeHUN MHOroaAPECcHOro TpaduKa nHTepdeinc moxKeT
6bITb OTKAOYEH (shutdown) naun gobasneHa 3anuch B XKypHan co-
obueHnit (trap).

BbIKtOYAET KOHTPOJ/Ib MHOTOAAPECHOro TpaduKa.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

level: (1..100);
kbps: (1..10000000)

BK/1t04AET KOHTPO/Ib HEM3BECTHOTO OZHOAAPECHOrOo TpaduKa.

- level — 06bem TpadumKa B NpoLEeHTax OT NPONycKHOM cnocobHo-
CTU UHTepodelica;

- kbps — ob6bem TpaduKa.

Mpu 0bHapyKeHUW HeW3BECTHOrO OAHOAAPECHOrO TpaduKa UH-
Tepoeinic MoxeT b6bITb OTKNtoYeH (shutdown) nnu gobasneHa 3a-
NUCb B KypHan coobLueHni (trap).
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no storm-control unicast

BbIKtOYaeT KOHTPOJIb OAHOAAPECHOTO TPpadMKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/tOYaET KOHTPOIb HEU3BECTHOFO O4HOAAPECHOrO TpaduKa.

- ppS — KOJIMYECTBO MaKeTOB B CEKYHAY.

Mpu 06HapyeHUM HEM3BECTHOrO 04HOaAPECHOro TpaduKa MH-
Tepdelic MoxKeT 6bITb oTKAtoYeH (shutdown) nav gobasneHa 3a-
NUCb B }KypHan coobuieHnit (trap).

BbIK/IOYaET KOHTPO/Ib OAHOaAPECcHOro TpaduKa.

storm-control broadcast
{level level | kbps kbps}
[trap] [shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/ItOYaeT KOHTPO/b LWMPOKOBeLLaTelbHOro TpaduKa.

- level — 06bem TpadurKa B NpoueHTax OT NPONycKHOM cnocobHo-
T uHTepdeiica;

- kbps — ob6bem TpaduKa.

Mpn 0B6HapyXEHUN LIMPOKOBELLATENbHOTO TPaduKa MHTepdeC
MOKeT bbiTb oTKtoueH (shutdown) uan pobasneHa 3anuch B
KYpHan coobuieHwuii (trap).

BbIK/IlOYaET KOHTPO/Ib WMPOKOBELLaTeNbHOIO TpaduKa.

storm-control broadcast
{pps pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BK/ItO4aET KOHTPO/Ib LIMPOKOBELaTeIbHOro TpadmKa.

- pps — KONMYECTBO NaKeTOB B CEKYHAY.

Mpwn 0bHapyXeHUN LMpPOKOBeLLaTeNIbHOTO TpaduKa UHTepdeic
MOKeT b6bITb oTKAtoveH (shutdown) wan gobasneHa 3anuch B
YypHan cooblueHwuii (trap).

BbIK/IlOYAET KOHTPO/Ib WMPOKOBELLaTENbHOIO TpaduKa.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanuya 89 — KomaHabl perkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show storm-control inter-
face [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

Moka3sbiBaeT KOHOUTYpaLnio GYHKLUU KOHTPONA «LITOpMa» ANA
YKasaHHoro nopta, nnmbo Bcex NopTos..

[pumepbl 8bINOAHEHUS KOMAHO

= BKAOYUTb KOHTPO/b LUIMPOKOBELLATE/NIbHOTO, MHOIT0aAPECHOrO U OA4HOaApecHOro Tpadmka Ha 3-m
nHTepoeiice Ethernet. YcTaHOBUTb CKOPOCTb 414 KOHTROIMpyemoro Tpaduka — 5000 K6/c: ans wn-
poKkosewatenbHoro, 30% nosiocbl NPONYCKAaHUA 418 BCEro MHoroaapecHoro, 70% onsa HeM3BECTHOroO
OfHOaApPecHOro.

console# configure

console (config) # interface TengigabitEthernet 0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if) # storm-control unicast level 70 trap
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5.13 lpynnbl arperayun KaHanos — Link Aggregation Group (LAG)

KommyTtatopbl obecneunBatoT NOAAEPKKY Fpynn arperaumm KaHanos LAG B KOAMYECTBE COFMAcHO
Tabnuue (cTpoka «Arperauma KaHanos (LAG)»). Kaxkgas rpynna nopToB AOJIXKHA COCTOATb U3 UHTepdelicoB
Ethernet ¢ ogMHaKoBOM CKOPOCTbIO, paboTarowmx B AynaeKCHOM pexume. O6beanmHeHMe NOPTOB B rpynny
YBEANYMBAET NPONYCKHYIO CNOCOBHOCTb KaHala MeXKay B3aMMOAENCTBYIOWMMM YCTPOMCTBAMM U NOBbILWAET
OTKA30yCTOMYMBOCTb. [Pynna NOpTOB ABASETCA A7 KOMMYTATOPA OLHUM NOTUYECKMM NOPTOM.

YCTpOIACTBO NOALEPKUBAET ABA peXuma paboTbl rpynnbl MOPTOB — CTaTUYEcKaa rpynna v rpynna,
paboTtatowan no npotokony LACP. Pabota no npotokony LACP onucaHa B COOTBETCTBYIOLWLEM pasgese
KOHUrypauuu.

/ Ecnau gna wHtepdeiica npousseaeHbl HACTPOIKKU, TO ANA A06aBNeHUA ero B rpynny cie-
AyeT BePHYTb HACTPOIKM NO YMOIYAHMUIO.

[JobasneHune nHTepdencos B rpynny arperaumm KaHaaos AOCTYMNHO TOJIbKO B peXume KoHPurypaumm
nHTepoeliica Ethernet.

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if)#

Tabnmua 90 — KomaHabl pexkmuma KoHpurypaumm uHtepodeiica Ethernet

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4YaHuro
channel-group group mode [ob6asutb ethernet-nuHtepdelic 8 rpynny nopros.
mode group: (1..48); - on — pobasuTb NOPT B KaHan 6e3 LACP;
mode: (on, auto) - guto — po6aBuTb NOPT B KaHan ¢ LACP B pexxume «activer.
no channel-group Yaanutb Ethernet-uHtepdeiic n3 rpynnbl nopTos.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:

console# configure
console (config) #

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx 125




HELTEX

Tabnmua 91 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

port-channel load-balance
{src-dst-mac-ip |
src-dst-mac | src-dst-ip |
src-dst-mac-ip-port |
dst-mac | dst-ip | src-mac |
src-ip} [mpls-aware]

no Port-Channel load-bal-
ance

—/src-dst-mac-ip

3afaeT mexaHuU3m 6anaHCMPOBKM HArpysKu Ansa cTpaternu
ECMP u ana rpynnbl arpermpoBaHHbIX MOPTOB.

- src-dst-mac-ip — mexaHn3m 6anaHCUPOBKKM OCHOBbIBAETCA Ha
MAC-agpece u IP-agpece;

- src-dst-mac — mexaHn3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
MAC-agpece;

- src-dst-ip — mexaHu3m 6anaHCMPOBKUM OCHOBbLIBAETCA Ha IP-
aapece;

- src-dst-mac-ip-port — mexaHn3m 6anaHcMpoBku
ocHoBbiBaeTca Ha MAC-agpece, IP-agpece u TCP-nopTte
Ha3HayeHus;

- dst-mac — mexaHu3m 6anaHCMPOBKM OCHOBbIBaeTcA Ha MAC-
afpece nosnyyartens;

- dst-ip — mexaHn3m 6anaHCMPOBKM OCHOBbLIBaEeTCA Ha IP-
agpece nonydarens.

- mpls-aware — BKatoueHune napcvira L3/L4 3aronoskos
naketos ¢ MPLS-meTKamu gns BCero ycTpomncTaa. AKTyasibHO
TO/IbKO C pexxumamu 6anaHcnposku no L3/L4-3aronoskam
nakera.

Bo3BpaT K HacTpoiikam 6anaHCUPOBKM Harpy3Kun No yMoAYaHMIO.

KomaHObI pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 92 — KomaHgpbl perkmuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show interfaces
port-channel [group]

group: (1..48)

MoKa3biBaeT MHbOPMaLMIO NO rpynne KaHanos.

5.13.1 Cmamuyeckue 2pynnel azpe2ayuu KaHan0e

dyHKumen ctatnyeckmnx rpynn LAG asnsetcs 06beanHEHNE HECKOIbKUX PUINYECKMX KaHAMO0B B O4MH,
YTO MO3BO/IAET YBEANUYUTb MPOMYCKHYO CNOCOOHOCTb KaHasa M MOBbLICUTb €ro OTKAa30yCTOMYMBOCTb. A

CTaTMYECKMX FPYNM NPUOPUTET UCNO/Ib30BAHUA KaHANO0B B 06bEeAMHEHHOM NyYKe He 3a43eTcs.

V%

Tepdeiica.

Dna sBkaovyeHUA pabotbl UHTepdeiica B cocTaBe CTaTUYECKO! rpynnbl UCNONb3YiiTe Ko-
maHay channel-group {group} mode on B pexume KoH}Urypauum cooTBeTCTBYIOLLETO UH-

5.13.2 lpomokon azpezayuu KaHanoe LACP

dyHKumMel npoTokona Link Aggregation Control Protocol (LACP) siBnseTca o6beauHEHNE HECKONbKUX
dU3NYECKMX KaHANOB B OAMH. ArperMpoBaHvMe KaHaloB MCMOAb3YeTCs AN YBE/MYEHUS MPOMYCKHOW
CNOCOBHOCTM KaHana W MOoBbIWEHMA ero oTKasoycTtoiumsoctu. LACP nossosifieT nepenasatb TpaduK no
06beAnHEeHHbIM KaHanam B COOTBETCTBUM C 334aHHbIMUW NPUOPUTETAMMU.
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V DOna BKAoueHus paboTbl MHTepdeiica no nportokony LACP ucnonb3yitTe KomaHAy
channel-group {group} mode auto B pexxume KoHPpUrypaumum cooTBeTCTBYIOLLETO UHTEP-
deiica.

KomaHObI pexcuma 2a06ana6Hol KOHgpu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHoM KOHPUrypaLmm:

console (confiqg) #

Tabanuya 93 — KomaHabl pexkmma rnobanbHoM KoHGUrypaumum

3HaveHue/3HavyeHue "
KomaHoa / Aelicmeue
no ymon4aHuo
lacp system-priority value YcTaHaBAMBaET NPUOPUTET CUCTEMDI.
— value: (1..65535)/1
no lacp system-priority YcTaHaBAMBaeT 3HaYEHUE MO YMOHAHUIO.

KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if)#

Tabnnua 94 — KomaHgpl pexxunma KoHdpurypaumm nHtepdelica Ethernet

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
Mo ymon4aHuio

lacp timeout {long | short} YcTaHaBAMBaEeT aAMUHUCTPATMBHBIM TalMayT npoTokona LACP:
Mo ymonyanuio o
- long — anutencHoe Bpems TalimayTa;

ncnonbsyercs o

- short — manoe Bpemsa TalimayTa.
" 3HauyeHue long
no lacp timeout YcTaHaBAMBaeT 3HaYeHMEe N0 YMOIYAHUIO.

lacp port-priority value YcTaHasnuBaeT npuopuTeT nHtepdeiica Ethernet.

T value: (1..65535)/1
no lacp port-priority YcTaHaBAMBaET 3HaYEHUE MO YMONYAHMIO.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 95 — KomaHabl pexkmma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymMoa4YaHuro
show lacp {gigabitethernet MoKasblBaeT nHbopmaumio o npotokone LACP ana untepoerica
gi_port | tengigabitether- Ethernet. Ecnu gononHuUTEIbHbIE NAaPAaMETPbl HEe MCMONb3YHTCA,
net te_port | fortygiga- gi_port: (1..8/0/1..48); To byaeT nokasaHa Bca MHbopmaLms.
bitethernet fo_port} [pa- te_port: (1..8/0/1..24); - parameters — rNoKasblBaeT NapameTpbl HACTPOMKK
rameters | statistics | pro- fo_port: (1..8/0/1..4); NPOTOKON3;
tocol-state] - statistics — nokasbliBaeT cTaTUCTUKY pPaboTbl NPOTOKONA;
- protocol-state — nokasbiBaeT cocTosiHMe paboTbl NPOTOKONA.

show lacp port-channel group: (1..48) MokasbiBaeT MHGOpMauuto o npotokone LACP gns rpynnbl
[group] nopToB.
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[Ipumepsbl 8bINOAHEHUA KOMA

HO

=  Co3aaTb NepByto rpynny NnopTos, paboTatoLyto no npotokoay LACP n BkatoyatoLLyto Asa MHTepdeinca
Ethernet — 3 n 4. CkopocTb paboTbl rpynnbl — 1000 M6uT/c. YcTaHOBUTL NPUOPUTET CUCTEMbI — 6,
npunoputeTbl 12 n 13 ana noptosB 3 1 4 COOTBETCTBEHHO.

console# configure

console (config) # lacp system-priority 6
console (config) # interface port-channel I

console (config-if) #
console (config-if) #

speed 10000
exit

console (config) # interface TengigabitEthernet 1/0/3

console (config-if) #

speed 10000

console (config-if) # channel-group 1 mode auto

console (config-if) #

exit

console (config) # interface TengigabitEthernet 1,/0/4

console (config-if) #
console (config-if) #
console (config-if)

console (config-if)

#
#

speed 10000

channel-group I mode auto
lacp port-priority 13

(
(
(
(
(
(
console (config-if)# lacp port-priority 12
(
(
(
(
(
(

exit

5.13.3 Hacmpolika mexHonozauu Multi-Switch Link Aggregation Group (MLAG)

Kak n LAG, BupTyanbHble LAG no3BosAOT 06begMHUTb OAHY MAW HecKosibKo Ethernet-nuunii gns
yBeANYeHMA CKopocTu K obecneyeHumsa oTkasoyctohumsocTn. MLAG TaK e u3secTHa Kak VPC (Virtual port-
channel). Mpu obbluHOM LAG arpernpoBaHHble MMHUM AONXKHbI BbITb Ha OAHOM $GM3UYECKOM YCTPOMCTBE, B
cnyyae Xe ¢ VPC arperMpoBaHHble JIMHUN Haxo4ATCA HA pasHbix GU3nyeckux yctpoicreax. ®yHkuma VPC
No3BONSAET COeAMHUTD ABA GMU3UYECKUX YCTPOICTBA B O4HO BUPTYanbHOE.

/ Mpwu HacTpoiiKke VPC Ha 04HOPAHroBbIX KOMMYTaTOpPaX 40XHA 6bITb 04UHAKOBAA BepcUa
nporpammHoro obecneyeHus.

/ VPC Port-Channel KOHTpOAMPYIOTCA TOJIbKO KOMMYTaTOPOM C POJiblo Primary, KommyTa-
TOp Secondary ucnonb3yeT HacTpoiku Primary;

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

BuA 3anpoca KOMaHAHOM CTPOKM pexxnma rinobanbHoM KoOHbUrypaumm:

console (config) #

Tabnuua 96 — KomaHab! pexxkmma rnobanbHON KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

vpc domain domain_id

no vpc domain domain_id

domain_id: (1..255)

Cospaet VPC-gomeH.
Ha ogHom ycTpoiictBe moXKeT 6biTb CO34aH TO/IbKO
V oauH gomeH VPC. Ha napHbIX YCTPOMUCTBAX A0/IKEH
6bITb 0oguHaKoBbIi VPC-gomeH.

Ynansaet VPC-gomeH c ycTpoiicTBa.
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vpc group group_id

no vpc group group_id

group_id: (1..63)

Coszpaet VPC-rpynny. [na KaxA0ro arpermpoBaHHOro MHTep-
deica gonkHa bbiTb co3gaHa otaensHas VPC-rpynna. Ha nap-
HbIX ycTpoicTBax Homepa VPC-rpynn AonHbI coBNagaTb.
1 CymmapHoe konuuyectso VPC-rpynn He moKeT npe-
V BbiCUTb 48.

Ypansaet VPC-rpynny c ycTpolicTBa.

vpc

no vpc

—/BbIK/OYEHO

BkntouaeT pexkum VPC. Ucnonb3yetca nocne KoHdurypaumm
VPC.

Bbikntoyaet pexxkum VPC.

KomaHOb! pexcuma KoHgpu2ypayuu VPC

Bua 3anpoca KoMaHAHOM CTPOKM pexunma KoHdurypaumm VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #

Tabnvua 97 — KomaHapl pexxmma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

peer link group

no peer link

group: (1..48)

HasHauaet Port-Channel B KauecTse peer-link.

Mckntouaet Port-Channel us yyactua s VPC.

peer detection

no peer detection

—/BbIK/IOYEHO

BkntouaeT peer detection protocol.
Peer-detection — gonosiHUTENbHbIN Mexa-
V HU3M, o6ecneumBaOLWmnii PyHKLMOHUPOBaA-
Hue VPC B cnydyae o6pbiBa peer-link. Mo-
3TOMYy 3anpeujaerca ucnonb3osaHue peer-link ansa
opraHusauumm uHrepdgeica peer-detection.

BbikntouaeT peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3afaeT MHTepBan OTNPaBKM coobuieHuii peer detection pro-
tocol.

YcTaHaBAMBaEeT 3HaAYeHue no YMOANYaHUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3afaTb Bpems oXuaaHua oTeeTa peer detection protocol.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port]

no peer detection ipaddr

udp_port:
(1..65535)/50000

HactpausaeTt IP-agpec nonyyatena naketos, IP-agpec oTnpa-
sutena u UDP nopt ans peer detection protocol

YcTaHaBAMBaeT 3HaYeHne No YMONYaHUIo

peer keepalive

no peer keepalive

Bkntoyaet cnyby keepalive

BbikntoyaeT cnyxkby keepalive

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3afaTb BpeMsA OXMAaHWA OTBeTa Ha 3anpoc LeNoCTHOCTU
peer-link

YcTaHaBAMBaeT 3HaYeHne nNo YyMOoN4YaHuo
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role priority value

no role priority

value: (1..255)/100

YcTaHaBAMBaeT NPUOPUTET YCTPOMCTBA. YCTPOMNCTBO C MEHb-
LWKMM 3HaYeHnem byaeT HazHayeHo Primary.

YcTaHaBAMBaeT 3HaYeHne Mo yMoN4yaHuio

system mac-addr mac_ad-
dress

no system mac-addr

YcraHasnausaer MAC-agpec cuctembl ana otnpasku B VPC
nopTbl.

YcTaHaBAMBaET 3Ha4YeHWe No yMOAN4YaHUo

system priority value

no system

value: (1..65535)/32767

YcTaHaBnMBaeT NpuopuTeT cuctembl Ana otnpaskm B8 VPC
nopTbl. JonKeH 6biTb 04MHAKOBbIN Ha 060MX YCTPOMCTBAX.

YcTaHaBAMBAET 3HAYeHUeE No yMON4YaHUIO

KomaHOb1 pexxcuma KoHguaypayuu VPC

BunAa 3anpoca KOMaHAHOM CTPOKK pexunuma KoHdurypaumm VPC-group:

console (config)# wvpc group group-id

console (config-group) #

Tabnnua 98 — KomaHabl pexkmma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

domain domain_id

no domain domain_id

domain_id: (1..255)

YcraHasnusaet VPC-group uneHom VPC-gomeHa.

Ucknouaet VPC-group us VPC-gomeHa.

vpc-port group

no vpc-port group

group: (1..48)

Lobasnsaet Port-Channel 8 VPC-rpynny.

Wckntouaet Port-Channel us VPC-rpynnbl

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 99 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show vpc

OTobparkaeT nHbopmaumto o Kodurypauumn VPC

show vpc group id

OTobpaxkaeT uHGopmaumto o Tekylem coctossHum VPC Group id

show vpc peer-detection

OTobparkaeT cocTosHMe cnyKbbl peer detection protocol)

show vpc role

OTobparkaeT MHbOPMALMIO O POAU YCTPOMCTBA

show vpc statistics peer {
keepalive | link | detection

}

OTobparkaeT cocToAHME CHETUMKOB CNyK6bl VPC
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5.14 Hactpoiika IPv4-agpecauun

B AaHHOM pa3aene onucaHbl KOMaHAbl ANA HACTPOMKKN CTaTUYECKUX NapameTpoB IP-agpecauunm, Takux
Kak IP-agpec, macka noaceTtu, W03 No ymosdaHuto. Hactpoiika npoTtokosioB DNS m ARP onucaHa B
COOTBETCTBYOWMX pa3genax 4OKYMeHTaUuu.

KomaHObI pexcuma KoHgu2ypauuu uHmepgeltica Ethernet, uHmepdgpelica 2pynnesl nopmos, VLAN,
Loopback

BunzA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol
noptos, nHTepdeica VLAN, nutepdeica Loopback.

console (config-if) #

Tabanua 100 — KomaHgb! pexxuma KoHpurypaumnm nHtepderica

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
ip address ip_address {mask HasHauyeHue 3agaHHOMY MHTepdelicy IP-agpeca U macku noa-
| prefix_length} ceTu.
. 3HaueHMe MacKu MoKeT 6bITb 3anucaHo 6o B ¢pop-
prefix_length: (8..32) V mate X.X.X.X, nm6o B popmare /N, rae N — Konunue-
CTBO eAUHUL, B A BOMYHOM NpeaCcTaBNeHUM MACKK.
no ip address [/P_address] Ypanenwue IP-agpeca nHtepdeiica.
ip address dhcp MNonyyeHune IP-agpeca gns HacTpamMBaemoro uHTepdenca ot
DHCP-cepsepa.
V He ucnonb3syetca gna loopback—uHrepdoeiica.
no ip address dhcp 3anpeT ncnonb3oBaHWa npotokona DHCP gna nonyyeHua IP-
afpeca BblbpaHHbIM MHTEpdeicom.
ip unnumbered [vlan Pa3pewaeT KoHbUTypupyemomy uHTepdeicy 3aumcTeosatb |P-
vlan_id | loopback loop- vlan_id: (1..4094); appeca VLAN u Loopback-uxtepdelica.
back_id] loopback_id: (1..64)
no ip unnumbered OTKAtoYaeT GYHKLUMIO 3aMMCTBOBaHMA agpeca.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bua 3anpoca KOMaHAHOWM CTPOKU B pexxume rnobanbHoli KoHdUrypaumm:
console (config) #

Tabnuua 101 — KomaHapl pexknuma rnobanbHom KoHbUrypauum

3HayeHue/3Ha4yeHuUe .
KomaHoa / Aeiicmeue
Mo ymoa4YaHuro
ip default-gateway ip_ad- 3afaeT 414 KOMMYyTaTopa afPec LUA03a NO YMOAYaHUIO.
—/wno3 no
dress
- YMONYaHMIO He 3a4aH —
no ip default-gateway YpanaeT HazHayYeHHbIN agpec Wt03a No YMOIYaHUIo.
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ip helper-address {ip_inter-
face | all} ip_address
[udp_port_list]

no ip helper-address {ip_in-
terface | all} ip_address

—/BbIK/OYEHO

BkntouaeT nepeagpecaumio wmpokoselaTenbHoix UDP-nakeTos
Ha onpeaeneHHbIN agpec.

- ip_interface — IP-agpec uHTepdelica, ANA KOTOporo
BbINOJIHAETCA HAaCTPOWMKaA;

- all — nosBonseT BbI6GpaTh Bee IP-uHTEpdelich ycTponcTBa;

- ip_address — |P-aapec Ha3Ha4YeHuWs, Ha KoTopbIil ByayT
nepeHanpasnATbcA nakeTbl. 3HavyeHme 0.0.0.0 oTKAoYaeT
nepeagpecauuio;

- udp_port_list — cnucok noptos UDP. LLinpokoselLaTebHbIl
TpaduK, HanpaBAEHHbIM Ha NepeyncieHHble B CNIMCKe NOpPTbl,
nopaBepraeTca nepeagpecaunn. MakcumanbHoe obuiee
KO/IMYeCTBO NOPTOB M aAPeCcoB Ha ycTpolictBo — 128.

OTMeHseT nepeaspecaumio Ha 3agaHHbIX MHTepdelicax.

KomaHOb! pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

Tabnnua 102 — KomaHgb! pexuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear host {* | word}

word: (1..158)
CMMBO/IOB

Ypaanaet n3s namAtn nonydeHHble no npotokony DHCP 3anucu
COOTBETCTBUI MMeH nHTepdeiicos n nx IP-agpecos.
* — yaanuTb BCE COOTBETCTBUA.

renew dhcp {gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
vlan vian_id | port-chan-
nel group | oob} [force-au-
toconfig]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

OTtnpasnset 3anpoc kK DHCP-cepBepy Ha o6bHoBNeHUe IP-agpeca.
- force-autoconfig — npu obHoBNeHUM IP-aapeca 3arpy:kaeTtcs
KoHOUrypaumsa c TFTP-cepsepa.

show ip helper-address

OTobparkaeT TabauLy Nepeaspecaumnn LWMPOKOBeLLATENbHbIX
UDP-nakeToB.

KomaHObI pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKK B pexkume Exec:

console>

Tabnumua 103 — Komanapl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

show ip interface [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback_id | vlan
vlan_id | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback_id : (1...64)
vlan_id: (1..4094)

MoKasbiBaeT KOHdUrypauuio IP-agpecaLmmn ans ykasaHHOTO
nHTepdelica.
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5.15 Hactpoiika Green Ethernet

Green Ethernet — TexHoO/0MMA, NO3BONAKOLLAA CHU3UTb 3HepronoTpebsieHMe ycTPoMcTBa 3a cuyer
OTK/IOYEHUA NMUTAHUA A1 HEAKTUBHbIX 9/1EKTPUYECKUX MOPTOB U U3MEHEHUA YPOBHSA NepeaBaemoro CMrHana

B 3aBUCMMOCTU OT A/IUHbI Kabens.

KomaHObI pexcuma 2a0b6an6Hol KoOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUme r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 104 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmesue

green-ethernet energy-de-
tect

BkAtoyaeT sHeprocbeperaowmii PerkMm ANs HeaKTUBHbIX
nopToB.

no green-ethernet
short-reach

no green-ethernet en- /Beiknioden OTKAtOYaeT aHeprocbeperaoLLmit pexnm ans HeakTUBHbIX
ergy-detect nopToB.
green-ethernet short- BkntoyaeT sHeprocbeperatowmii pexkum AN NopTos, K KOTOPbIM
reach NOAKNHYAIOTCA YCTPOMCTBA C AIMHOMN Kabensa NogKntoYeHus
MeHbLLE NOPOroBOro 3HaYEHWA, YCTaHABANBAEMOTO C MOMOLLbHO
—/BbIK/OYEH

KomaHabl green-ethernet short-reach threshold.

OTK/OYaeT sHeprocbeperaoWwmin PeXXMM Ha OCHOBAHUU ANUHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabnunua 105 — KomaHabl pexkuma KoHdurypaumm nHtepdelica Ethernet

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

green-ethernet energy-de-
tect

BKntoyaeT sHeprocbeperatowmii pexxum ana nHtepoeliica.

no green-ethernet
short-reach

no green-ethernet en- /Buntoten OTKAOYaeT sHeprocbeperaoWwmin pexxum ana nitepdeica.
ergy-detect
green-ethernet short- BkntoyaeT sHeprocbeperatowmin pexkMm Ha 0OCHOBaHUW ANUHBI
reach Kabens.

—/BKNtoyeH

OTKAtoYaeT aHeprocbeperatoLmit pexmnm Ha OCHOBAHUK A/IHbI
Kabens.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPoKK B pexume Privileged EXEC:

console#
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Tabnnua 106 — KomaHabl pexxuma Privileged EXEC

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymosn4aHuro
show green-ethernet [giga- OTOb6parkaeT CTaTUCTUKY green-ethernet.
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48);
gabitethernet te_port | for- te_port: (1..8/0/1..24);
tygigabitethernet fo_port | fo_port: (1..8/0/1..4);
detailed]
green-ethernet power-me- . C6pacbIBaeT CYETYMK U3MEPUTENA MOLLLHOCTM.
ter reset
[pumepsi 8bIM0AHEHUS KOMAHO
=  OTo6pa3unTb CTAaTUCTUKY green-ethernet:
console# show green-ethernet detailed
Energy-Detect mode: Disabled
Short-Reach mode: Disabled
Power Savings: 82% (0.07W out of maximum 0.40W)
Cumulative Energy Saved: 0 [Watt*Hour]
Short-Reach cable length threshold: 50m
Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length
tel/0/1 on off on off off
tel/0/2 on off on off off
tel/0/3 on off on off off
tel/0/4 on off on off off
tel/0/5 on off on off off
tel/0/6 on off on off off

5.16 Hactpoiika IPve-agpecauun

5.16.1 Npomokon IPv6

KommyTtaTopbl noagep:kusatoT paboty no npotokony IPv6. Mopaeprkka IPv6 saBnaetcs BaXKHbIM
OOCTOMHCTBOM, MOCKOJIbKY MpPOTOKoA IPv6 npu3BaH, B MepcnekTuBe, MOJIHOCTbIO 3aMEHUTb aZpecaLuto
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 nmeet pacwmpeHHoe agpecHoe NnpocTpaHcTeo — 128
61T BmecTo 32. Agpec IPv6 npeactasnseT cobont 8 6/10K0B, pasaefieHHbIX ABOETOYNEM, B KaxKaom 6aoKe 16
61T, 3aNMCaHHbIX B BUAE YeTblpex WeCcTHaAUaTePUYHbIX YnCen.

MoMUMO yBENMUYEHMA a[PECHOro MPOCTPAHCTBA MNPOTOKON IPV6 MMEEeT MepapXMUecKkylo cxemy
agpecaumn, obecneyvBaeT arperaumio MaplIpyToB, ynpollaer Tabauuy MapwpyTM3aumu, npyv 3TOM
addeKTMBHOCTb PaboTbl MapLIPYTU3aTOPa NOBbLILLAETCA 33 CYET MeXaHN3Ma 0bHapyKeHUA coceaHMX Y3108.
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JNlokanbHble agapeca IPv6 (IPv6Z) B KOmMyTaTOope HasHa4yaloTca WHTepdeiicam,
ncnoab3oBaHMKM IPv6Z-aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTCA caeayowmii popmar:

<ipv6-link-local-address>%<interface-name>

roe:
interface-name — umsa nHtepdeinca:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>
integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1|2|3|4|5|6|7|8]9

nosTomy npu

physical-port-name = gigabitethernet (1..8/0/1..48) | tengigabitethernet (1..8/0/1..24) | for-

tygigabitethernet (1..8/0/1..4)

V’- Ecnun 3HayeHue rpynnbl UM HECKONbKUX FPYNN NOAPAA B aapece npoTtoKkona IPvé pasHo
Hynio — 0000, TOo AaHHble rpynnbl moryt 6biTb onyuweHbl. Hanpumep, appec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moeT 6bITb cOKpalyeH ao FE40::AD21:FE43.
CoKpalueHuto He MoryT 6bITb NOABEPrHyTbl 2 pasAeneHHble HyleBble rpynnbl U3-3a BO3-

HUKHOBEHUA HEO4HO3HAYHOCTU.

V‘ EUI-64 — 310 nageHtudukatop, co3gaHHbii Ha 6ase MAC-agpeca uHtepdeiica, asnaio-
wmiica 64 mnagwmmmu 6utamm IPve-agpeca. MAC-agpec pasbusaerca Ha gse Yactu no 24

6uTa, mexay KotTopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXknma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 107 — KomaHapl pexkruma rnobanbHom KoHdUrypauum

fo_port | port-channel
group | vlan vian_id}
mac_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

Komanda 3HayeHue/3HayeHue Nleiicmeue
no ymoa4YaHuro

ipv6 default-gateway 3apaeT 3Ha4YeHue IoKanbHoro agpeca IPv6-wnio3a no
ibv6_address YMOYaHUI0.
no ipv6 default-gateway YaanaeT HacTpoWiku IPv6-1wni03a No yMoAYaHuio.
ipv6_address
ipv6 neighbor ipv6_address Cospaet cTtatnyeckoe cootsetcTene mexagy MAC-agpecom
{gigabitethernet gi_port | cocepHero ycTpoicTtea v ero IPv6-agpecom.
tengigabitethernet te_port - ipv6_address — IPv6-agpec;
| fortygigabitethernet - mac_address — MAC-agpec.

fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

cocepHero ycTpoicTea v ero IPv6-agpecom.

Ypanaet ctatnyeckoe cootseTcTeme mexay MAC-agpecom

ipv6 icmp error-interval milliseconds: 3agaeT orpaHunyeHne ckopoctm ana ICMPv6-coobuweHnin 06
milliseconds [bucketsize] (0..2147483647)/100; owmnbKax.
no ipv6 icmp error-interval bucketsize: (1..200)/10 YcTaHaBAMBAET 3HaUEHMe MO YMOYaHUIO.
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ipv6 route
prefix[prefix_length
{gateway} [metric]

[obasneHune ctatmyeckoro mapupyta IPv6

- prefix — ceTb Ha3HayeHwus;

- prefix_length — npeduKc macku ceTu (KOIMYEeCTBO eguHuL, B
macke);

- gateway — W03 ANA JOCTYNA K CETU HAa3HaYyeHusn;

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1

no ipv6 route prefix
/prefix_length [gateway]

YpaneHue ctatmyeckoro mapwpyta IPve.

ipv6 unicast-routing BK/itoyaeT nepeHanpasieHne 04HOAAPECHbIX MAKETOB.

— /BbIKOYEHO

no ipv6 unicast-routing OTKANlOYaeT NnepeHanpasieHne 04HOAAPECHbIX MAKETOB.

KomaHOb! pexcuma KoHgpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

BuAa 3anpoca KoMaHAHOWM CTPOKM pexnma KoHdurypaumm nHtepdeica:
console (config-if)#

Tabnvua 108 — KomaHapl pexkuma KoHpurypaumm nHtepdelica (Ethernet, VLAN, Port-channel)

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipv6 enable

—/BbIK/IIOYEHO

BkntouaeT nopaepky IPv6 Ha nHtepdelice.

OTkAtoyaeT noaaepky IPv6 Ha nHtepdelice.

ipv6 address ipv6_address/pre-
fix_length [eui-64] [anycast]

no ipv6 address [ipv6_ad-
dress/prefix_length] [eui-64]

prefix-length: (0..128)
((0..64) ecnn
MCNoNb3yeTcsa Napamerp
eui-64)

3apaeT IPv6-agpec Ha uHTepdelice.

- ipv6_address — IPv6-agpec, HasHayeHHbI mHTepdeicy (8
6/710K0B pa3aefieHHbIX L BOETOUMEM, B KaXKa0M 610Ke 16 61T, 3a-
NMCaHHbIX B BUAE YeTblpex LWecTHaguaTepuyHbIX ymcen);

- prefix_length — pnuHa npedukca IPv6 — gecaTuyHoe yncno
— KO/IMYECTBO CTapwmx BUT agpeca cocTaBaaoWmx Npedukc;

- eui-64 — naeHTUOMKaTOp, co3haHHbIM Ha 6aze MAC-aapeca
nHTepdelica, 3anucbiBaeTca B 64 mnaawmnx buta IPv6 agpeca;

- anycast — yKa3blBaeT, YTo 3aZaHHbIV agpec anycast-agpec.

Ypanset IPv6-aapec c untepdelica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyanuio
aBTOMaTU4yecKasn
KOHUrypaLma BKAOYEH],
ajpeca He Ha3Ha4yeHbl.

BKkntoueHMe aBTOMaTUYECKOM KOHdUrypaumm IPv6-agpecos Ha
WHTepdelice. Agpeca HacTPamMBalOTCA B 3aBUCMMOCTM OT npe-
dUKcoB, KOTOpble nosyyeHbl B coobuweHuax «Router
Advertisement».

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ipv6 address ipv6_address/pre-
fix_length link-local

no ipv6 address [ipv6_ad-

Mo YMONYaHUIO 3Ha4YeHune
JIOKANbHOTO agpeca:

3azaeT noKanbHbIN IPv6-agpec nHtepdetica. Crapwme 6UTbl no-
KanbHbIX IP-agpecos B IPv6 — FE80::

YaanaeT nokanbHbI IPv6-agpec.

dress/prefix-length link-local] (FE80::EVI64)
ipv6 nd dad attempts at- 3apaeT KOMYeCTBO COObLeHUI-TpeboBaHMI, NepesaBaembix
tempts_number (0..600)/1 WHTepdericom B3aMMOoenCcTBYLWEeMY YCTPOMCTBY B Caydae 06-
a HapyXeHus gybaukaumm (Konnusum) IPve-agpeca.
no ipv6 nd dad attempts Bo3BpallaeT 3Ha4YeHMe Mo YMONYaHUIO.
ipv6 unreachables BkntoueHne ICMPV6 coobLLEHNIT O HEAOCTUKMMOCTU agpecaTta
—/enabled npu nepegaye NakeTos Ha onpeaeseHHbI nHTepdeic.

no ipv6 unreachables

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ipvé mld version version

no ipvé mld version

version: (1..2)/2

OnpegeneHne sepcun npotokona MLD gna nHtepdeiica.

YcTaHaBAMBaeT 3HaYeHne o YyMON4YaHuo
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KomaHOb! pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKM pexnma Privileged EXEC:

console#

Tabnnua 109 — KomaHgb! pexxkuma Privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMmoa4YaHuro
show ipv6 neighbors MokasbiBaeT MHbopmaLumio o cocegHux IPv6 ycTpoiicTBax, co-
{ipv6_address | giga- gi_port: (1..8/0/1..48); AepKallyroca B Kalle.
bitethernet gi_port | tengi- te_port: (1..8/0/1..24);
gabitethernet te_port | for- fo_port: (1..8/0/1..4);
tygigabitethernet fo_port | group: (1..48);
port-channel group | vlan vlan_id: (1..4094)
vlan_id}
clear ipv6 neighbors OumlaeT Kaw, cofepKalmin MHPOpMaLUM0 O COCeaHMUX
— yCTpoicTBax, paboTatolmx no npotokony IPv6. UHdopmauma
0 CTAaTUYECKMX 3aNUCAX COXPaHAeTCA.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma EXEC:

console#

Tabanuya 110 — KomaHgb! pexkmuma EXEC

KomaHda 3HayeHue/3Ha4yeHue Aelicmeue
no ymoa4YaHuro
show ipv6 interface [brief | MoKasblBaeT HAaCTPOWKKM NpoToKoa IPv6 AnA yKasaHHOIo UH-
gigabitethernet gi_port | gi_port: (1..8/0/1..48); Tepdeiica.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48);
group | loopback | vlan vlan_id: (1..4094)
vlan_id]
show ipv6 route [summary MokasbiBaeT Tabanuy IPv6-mapLupyTos.

| local |connected | static
| ospf | icmp | nd |

ipv6_address[ipv6_prefix | gi_port: (1..8/0/1..48);
interface {gigabitethernet te_port: (1..8/0/1..24);
gi_port | fo_port: (1..8/0/1..4);
tengigabitethernet te_port group: (1..48);

| fortygigabitethernet vlan_id: (1..4094)

fo_port | port-channel
group | loopback | vlan
vlan_id}]
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5.17 HacTtpoiKa NnpoTOKoN0B

5.17.1 Hacmpolika npomoKona DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHoOW 3agayelt npotokona DNS sasnsetcs onpegeneHue IP-agpeca y3na ceTu (xocTta) no 3anpocy,
copeprKalleMy €ero AoMeHHoe uMA. Basa [AaHHbIX COOTBETCTBUIA AOMEHHbBIX MMEH Y3/10B CETU WU
cooTBeTcTBYOWMX UM IP-agpecos Begetca Ha DNS-cepsepax.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pexKume r106anbHON KOHPUrypaumm:
console (confiqg) #

Tabnnua 111 — KomaHab! pexuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip domain lookup

no ip domain lookup

—/BKNOYEHO

PaspewaeT ncnonb3osaHue npotokona DNS.

3anpewaeT ucnosb3oBaHue npotokona DNS.

ip dns server

no ip dns server

— /BbIKAOYEH

BkntouaeT paboty DNS-cepBepa.

BbikntoyaeT paboty DNS-cepsepa.

ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

no ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

Onpegensnet IPv4/IPv6-agpeca ansa goctynHbix DNS-cepsepos.

Ypansaet IP-agpec DNS-cepBepa 13 cnucKa JOCTYMHbIX.

ip domain name name

no ip domain name

name: (1..158) cumsonos

Onpepenser [OMEHHOE UMA MO YMOJIYaHMIo, KoTopoe byaert
MCNONb30BaTbLCA MPOrPaMMON, 418 AONOAHEHUA
HenpaBu/IbHbIX LOMEHHbIX UMeH (LOMEeHHbIX UMeH 6e3 TOUKM).
[N OMEHHbIX MMeH 6e3 TOUYKM B KOHeL, MMeHu byaeT
[06aBNATLCA TOUKA M YKa3aHHOE B KOMaHAE LOMEHHOE UMS.

Ypanaetr fOMeHHOe UMA No YMOYaHUIO.

ip host name address1
[address2 ... address8]

no ip host name

name: (1..158) cumsonos

OnpepenseT cTaTUYeCcKMe COOTBETCTBMA MMEH Y3108 ceTu IP-
agpecam, Aob6aBaAeT ycTaHOB/IEHHOE COOTBETCTBUE B K3LL.
DyHKUMA nokanbHoro DNS. MorkHo onpegenuTs oo BocbMu |IP-
agpecos

Ypanaet ctaTuyeckue COOTBETCTBUA MMeH Y3108 ceTu IP-
aapecam.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#
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Tabnmua 112 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
1o yMoA4YaHuro

KomaHoa

Aelicmeue

lear host *
clear host {name | *} name: (1..158) cumsonos

Ypanaet 3anucb COOTBETCTBUA UMEHM y31a ceTu IP-agpecy Kawa
nnbo sce 3anucu (*).

show hosts [name]

name: (1..158) cumsonos

OTobparkaeT fOMEHHOE MMSA NO YMOAYaHMUIO, cCNMcoK DNS-
CcepBepoB, CTaTUYECKME U KILMPOBAHHbIE COOTBETCTBUA UMEH
y3108 cetu u IP-agpecos.

Mpu ncnonb3oBaHUN B KOMAHAE MMEHU y3/1a CETH,
oTobparkaeTcA COOTBETCTBYOWMIA emy IP-agpec.

show ip dns server

OTobpaxkaeT cTatyc DNS-cepBepa M CNUCOK AOCTYNHbIX
cepBepoB.

show ip dns server cache —

OtobpaxkaeT Kaw DNS-cepsepa.

show ip dns server cache
query_name query_type

query_name: (1..158)
CUMBOJIOB:
query_type: (1..255, a,
ptr, aaaa)

OTobparkaeT NoapobHbIM BbIBOZ 3aNncK, BKAKOYatOLWMM B cebn
oTeeTbl RR Ha AaHHbIV 3anpoc query_name v query_type.

show ip dns server
counters

OTobparkeHune 0b6LLero Yncna 3anpocoB 1 obLEero Yncna
OTBETOB HalAeHHbIX B cache-hit.

clear ip dns server cache —

Ounctutb Kaw DNS-cepsepa.

clear ip dns server
counters

O6HyIWITb CYETYUKM 3anpoCcoB U OTBETOB.

[pumepbl UC016308AHUA KOMAHO

Mcnonb3osaTtb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, ycTaHOBUTb AOMEHHOE MMA

Nno YMO/ZTYaHNIO — mes:

console# configure

console (config)# ip name-server 192.168.16.35 192.168.16.38

console (config) # ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBUE: Y3e/1 CETU C UMeHeMm eltex.mes nmeet IP-agpec 192.168.16.39:

console# configure

console (config) # ip host eltex.mes 192.168.16.39

5.17.2 Hacmpolika npomokona ARP

ARP (Address Resolution Protocol — npoTOKon paspelleHus aapecoB) — MNPOTOKOA KaHa/bHOIo
YPOBHSA, BbINOAHALOWMIA PyHKUMIO onpeaeneHns MAC-agpeca Ha OCHOBaHMM cogeprKalleroca B 3anpoce |P-

appeca.

KomaHabl pexxuma rnobasbHon KoHdurypaumm

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypauumu:

console (config) #
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Tabnnua 113 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HayeHue/3HayeHue
1o ymMon4YaHuro

KomaHda

Aelicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port

dopmar ip_addr: A.B.C.D;
dopmat hw_address:

| fortygigabitethernet H.H.H
fo_port | port-channel H:H:H:H:H:H
group | vlan vian_id | oob] H-H-H-H-H-H;

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port| port-channel
group | vlan vian_id | oob]

[obasnaeT ctaTMyeckyto 3anucb cootsetcTamsa IP- 1 MAC-
agpecos B Tabaunuy ARP gna yKasaHHOro B KomaHze
uHTepdelica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypaanaet ctaTMyecKyro 3anucb cootsetcteunA IP- u MAC-agpecos
n3 Tabaunupl ARP gna ykazaHHOro B KomaHzae nHTepdeiica.

arp timeout sec
sec: (1..40000000)/60000

HacTpansaeT Bpemsa KM3HM AUHAMUYECKUX 3anmcen B Tabaunue
ARP (cek).

no ip arp proxy disable

" cek
no arp timeout YcTaHaBAMBaET 3HaYeHME MO YMONYAHUIO.
ip arp proxy disable OTKAOYaeT pexkmum npoKkcnposaHma ARP-3anpocos ana
. KOMMyTaTOopa.
—/OTKNIOYEH

BkatouaeT pexkum npokcmposaHua ARP-3anpocoB gns
KoMMmyTaTopa.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabanua 114 — KomaHgbl pexkuma privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

clear arp-cache

Ypansaet Bce AMHaMmnyeckne 3anncu u3 ARP-Tabaumubl (KomaHaa
[OCTYyMNHA TONbKO A8 NPUBUIETMPOBAHHOTO NO/b30BaTeNsA).

show arp [ip-address ip_ad-
dress] [mac-address
mac_address] [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | oob]

dopmar ip_address:
A.B.C.D

dopmaT mac_address:
H.H.H van H:H:H:H:H:H

nnu H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

MokasbiBaeT 3anucu ARP-Tabaunupl: Bce 3anucu, duabTp no IP-
agpecy; ounbtp Nno MAC-agpecy; dunbTp no nHTEpdelicy.

- ip_address — |P-agpec;

- mac_address — MAC-agpec.

show arp configuration

MokasbiBaeT rnobanbHyto KoHPUrypaumo ARP 1 KoHoUrypaumio
ARP pns nntepdelicos.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bua 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:

console (config-if) #
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Tabnuua 115 — KomaHabl pexkmma interface configuration

3HayeHue/3HayeHue
1o ymMoA4YaHuro

KomaHda

Aelicmeue

ip proxy-arp

- —/BKAIOYEHO
no ip proxy-arp

BkntouaeT pexkum npokcmposaHua ARP-3anpocoB Ha
HacTpanBaemom MHTepodeiice.

OTKAOYaeT peXxnum npokcuposaHma ARP-3anpocos Ha
HacTpanBaemom MHTepoeiice.

arp timeout sec
sec: (1..40000000)/
rnobanbHas HacTpPoOMKa

no arp timeout

HacTpauBaeT Bpems ¥KMU3HW AMHAMMYECKMX 3anuceit B Tabaunue
ARP (ceK) gns HacTpaMBaemoro uHtepdelica.

YcTaHaB/MBaeT 3HaYeHUe Mo YMOYaHMIo (YCTaHaBAMBaeTCA
rnobanbHo).

ip local-proxy-arp

—/BbIK/IOYEHO

no ip local-proxy-arp

BkntouaeT Ha uHTepdeice pyHKLMoHan Local Proxy ARP
(kommyTaTop ByaeT oTBevaTb Ha ARP-3anpochl K XocTam,
HaXo4ALWMMCA B TOM YMC/e Ha 3ToM e L3-untepdelice). Ana
paboTbl A4aHHOW GYHKLMM HA NOPTY HEOBXOAMMO BKOUUTL
06bI4HbIV Proxy ARP (IP proxy-arp).

OTKkntoyaeT dpyHKumoHan Local Proxy ARP Ha uHTepdelice.

[pumepbl UC016308AHUA KOMAHO

[Jo6aBuTb cTaTMyecKyto 3anucb B ARP-Tabauuy: IP-agpec 192.168.16.32, MAC-aapec 0:0:C:40:F:BC,
YCTAHOBMUTb BPEMS XKU3HU AMHAMUYeCcKuX 3anucein B ARP-Tabaunue — 12000 cekyHA:

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet

1/0/2
console (config)# exit
console# arp timeout 12000

= [lokasaTtb coaeprkmumoe ARP-Tabaunubl:

console# show arp

vlan 1 te0/12 192.168.25.1

HW address

02:00:2a:00:04:95

status

dynamic

5.17.3 Hacmpolika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpaumuun. MpoTokosn nossonseT
pacnpocTpaHuTb no cetn uaeHtuoumkatopbl VLAN. OcHoBHOM ¢yHKumen npotokona GVRP ssasetcs
obHapyrkeHne nHbopmauumn ob oTCyTCTBYIOLWMX B Base AaHHbIXx KommyTatopa VLAN-ceTAX Npu noayYyeHuu
coobuweHnit GVRP. Nonyuns nupopmaumio 06 otcytcreyrowmx VLAN, KommyTtaTop faobasnset ee B cBoto Hasy

AaHHbIX.

KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHoM KOHGUrypaumm:

console (config) #
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Tabnmua 116 — KomaHabl pexkmma rnobanbHom KoHpuUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

gvrp enable

no gvrp enable

—/BbIK/IOYEH

BkntouaeT ncnonbzoBaHme npotokoaa GVRP-kommyTatopom.

BbikntoyaeT ncnonbsosaHue npotokona GVRP-KommyTaTopom.

gvrp static-vlan

no gvrp static-vlan

MonyyeHHble no GVRP vlan 6yayT aBTomatuyeckn Aob6asnatben
Bo vlan database.

OTKNtoYMTbL Aob6aBNeHUe vlan’oB, NONYYEHHbIX MO NPOTOKOY
GVRP Bo vlan database.

KomaHObl pexcuma KoHgpuaypauuu uHmepgelica (QuanazoHa uHmepgeticos) Ethernet, uHmepdgpelica

epyrnel nopmos

BunAa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

nopTOoB:

console# configure
console (config) # interface {gigabitethernet gi port |
fortygigabitethernet fo port | port-channel group}

te port |

console (config-if)#

tengigabitethernet

Tabanua 117 — KomaHgb! pexkuma KoHpurypauum nntepderica Ethernet, rpynnel uHtepdelicos

no gvrp
vlan-creation-forbid

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymon4yaHuro
gvrp enable BkntouaeT ncnonb3osaHune npotokona GVRP Ha HacTpanBaemom
uHTepodelice.
—/BbIKAOYEH
no gvrp enable BbikntoyaeT ncnonb3osBaHme npotokona GVRP Ha HacTpansaemom
nHTepdelice.
gvrp vlan-creation-forbid 3anpewaeT gMHamn4eckoe nsmeHeHne nam cosgadue VLAN gna
HacTpanBaemoro nHTepdeica.
—/paspelueHo

PaspewaeT guHamunyeckoe nameHeHue namn cosganue VLAN gna
HacTpanBaemoro nHTepdeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonyanuio
co3gaHue u
pernctpauma VLAN Ha
MHTepodeice
paspelueHa

BbinonHAeT cHATMe pernctpaumm ana scex VLAN 1 He gonyckaet
CO34aHuA UK pernctTpauumn Hosbix VLAN Ha gaHHOM uHTepodelice.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

KomaHObI pexcuma KoHguypayuu uHmepgetica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHurypaumm nutepoeiica VLAN:

console (config-if)#

Tabnnua 118 — KomaHgb! pexkuma KoHdpurypaumm nHtepoeiica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

gvrp advertisement-forbid

no gvrp advertisement-for-
bid

3anpewaeT aHoHcMpoBaHue VLAN no npoTtokony GVRP.

OTmeHseT 3anpeT Ha aHoHcupoBaHue VLAN no npoTtokony GVRP.
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KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnnua 119 — KomaHgb! pexuma privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
clear gvrp statistics OunLLaeT HaKOMNJIEHHYIO CTaTUCTUKY nNpoTokona GVRP.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
KomaHOob! pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console>
Tabnnua 120 — KomaHab! pexkmuma EXEC
Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymon4aHuio
show gvrp configuration MokKasbiBaeT KoHdUrypauuio npoTtokosia GVRP ansa ykasaHHoro
[gigabitethernet gi_port | nHTepdeiica, nbo ansa scex MHTepdeiicos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]
show gvrp statistics MoKa3blBaeT HAKOMNEHHYIO CTAaTUCTUKY No npoTokony GVRP ana
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | ykasaHHoro uHtepdeiica, inmbo ana scex MHTepdencos.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
show gvrp error-statistics MoKasblBaeT CTAaTUCTMKY No owmnbKam npu paboTe NpoToKoIa
[gigabitethernet gi_port | GVRP ana ykasaHHoro uHtepoelica, 1mbo ana scex uHTepdeicos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx 143




HELTEX

5.17.4 Mexarnu3m obrHapymceHusa nemeno (loopback-detection)

[aHHbIA MexaHM3M MO3BOASAET YCTPOMCTBY OTCAEXMBATb 3aKO/bLLOBAHHbIE MOPTbI. [eTaa Ha nopTty
obHapyrKMBaeTcA NyTEM OTCbIIKM KOMMyTaTOpom dpelima c aapecom HasHayYeHUA, COBMAZAIOLLMM C O4HUM
13 MAC-agpecoB ycTponcTBa.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUmMe r106anbHON KOHPUrypaumm:

console (config) #

Tabanua 121 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro
loopback-detection enable / BkAtoyaeT mexaHU3m 0bHapyKeHUa netenb A4 KOMMYTaTopa.
- —/BbIK/OYEHO
no loopback-detection enable BoccTaHaBAMBaET 3HAYEHME MO YMONYAHUIO.
loopback-detection interval YcTaHaBnvBaeT MHTepBan mexay loopback-ppennmamu.
seconds: (10..60)/30 o
seconds - seconds — nHTepBan BpemeHu mexay LBD dpperimamu.
—— CeRYHA,
no loopback-detection interval BoccTaHaBaMBaeT 3HaYeHMe N0 YMONYAHUIO
loopback-detection mode Onpeaensetr MAC-aapec Ha3HayeHus, yKasbiBaembiii B LBD-
{src-mac-addr | dperime.
base-mac-addr | - source-mac-addr — B KauecTBe aZpeca Ha3HayeHus
multicast-mac-addr | ncnonbsyetca MAC-agpec nopTa-UCTOYHUKaA;
broadcast-mac-addr} - base-mac-addr — B KauecTBe agpeca HasHaYeHUA UCMO/b3yeTcA
—/broadcast-mac- )
dd MAC-agpec KommyTaTopa;
r .
a - multicast-mac-addr — B KauecTBe afpeca HasHayeHuA
MCNONb3yeTcA rpynnoBow agpec;
- broadcast-mac-addr — B KauecTBe agpeca HasHayeHuUA
MNCMONb3YeTCa WMPOKOBELLATEbHbIN afapec.
no loopback-detection mode BoccTaHaBaMBaeT 3HaYeHMe N0 YMONYAHUIO
loopback-detection vlan-based BkntoyaeT pexkum obHapyxkeHusa netam o VLAN. Mpu Hanuumm
netau Bo VLAN paHHas VLAN byzet 3abnoKkupoBaHa Ha nopTy, Ha
—/BbIKAOYEHO KOTOpoMm Bblna 0bHapy:KeHa neTns.
no loopback-detection
P OTKANOYaeT pexnm obHapyKkeHua netam 8o VLAN.
vlan-based
loopback-detection vlan-based 3apaet Bpemsa 6n1okmposku VLAN.
recovery-time value - value — Bpems, no ncreyeHme kotoporo VLAN aBToMaTnyeckm
value: (30..1000000)
pa3bnokunpyercs.
- /BbIKNIOYEHO
no loopback-detection 3abnokuposaHHble VLAN He 6yayT BocCTaHaB/IMBaTbCA
vlan-based recovery-time aBTOMAaTUYECKM.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmepgelica

epyrnnel nopmos

Bua 3anpoca KoMaHAHOW CTPOKK B pexkume KoHpurypaummn nutepdeica Ethernet, nntepdeitca rpynnoi
NopTOB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | port-channel group}

console (config-if) #
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Tabnuua 122 — KomaHabl pexmma KoHpurypaumm uHtepoderica Ethernet, rpynnbl uHTepdeicos, nHTepdeica
VLAN

3HaveHue/3Ha4yeHue ”
KomaHda / Aeiicmeue
no ymon4aHuro
loopback-detection enable / BK/tOYaeT MexaHW3m 0bHapy»KeHuna neTesb Ha NopTy
—/BbIKAOYEH
no loopback-detection enable BoccTaHaBAMBaET 3HaYEHME MO YMOYAHUIO
KomaHOb! pexcuma EXEC
BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabnunua 123 — KomaHab! pexkuma EXEC
3HavyeHue/3HavyeHue .
KomaHda / Aeiicmeue
no ymoa4YaHuro
show loopback-detection OTobparkaeT coctosHMe mexaHnsma loopback-detection.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48).
group | detailed]

5.17.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHOW 3agaveit npotokona STP (Spanning Tree Protocol) asnsetca npuseaeHue cetn Ethernet c
MHOXeCTBEHHbIMMN CBA3AMU K ,D,peBOBMAHOﬁ TONOJ10MUMK, VICKﬂPO'«IaI-OLLI,eﬁ LUWKNbl MaKeToB. KOMMyTaTOpr
06MeHMBalOTCA KOHOUIYpaLMOHHBIMU COOBLEHNAMW, WCMONb3YA Kagpbl cneuuanbHoro ¢opmarta, U
BbIOOPOYHO BK/IHOYAIOT M OTK/KOYAIOT Nepeaayy Ha nopTbl.

Rapid (6bicTpbiit) STP (RSTP) saBnaeTcs ycoBeplueHCTBOBaHMEM npoToKona STP, xapaKTepusyetca
MEHbLUMM BpemeHeM NPUBeLEeHUA CETU K APEeBOBMAHON TONOAOMMU 1 UMeeT 60/1ee BbICOKYH YCTOMYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnsercAa Haubonee coBpemeHHOM peanusaumen STP,
nogaeprkmeatollelt ncnonbsosaHne VLAN. MSTP npeanonaraet KoHpurypaumno Heobxoammoro KonmyecTsa
3K3eMNASPOB CBA3YIOLWErO AepeBa (spanning tree) BHe 3aBMCMMOCTM OT umcna rpynn VLAN Ha KommyTaTope.
Kaxabl aK3eMNAaAp MOXET cofepraTb Heckosbko rpynn VLAN. Hegoctatkom npotokona MSTP sBnsieTcs 1o,
YTO Ha BCEX KOMMYTATOpax, B3aumogenctaytowmx no MSTP, fonxHbl ObiTb OANHAKOBO CKOHPUIYPUPOBaHbI
rpynnol VLAN.

V MakcMmanbHO A0NycTUMOe KoNnyecTeo aksemnaspos MSTP yKkasaHo B Tabnuue 9.

MexaHu3m Multiprocess STP npeaHasHayeH 418 co34aHua He3aBUcMmbIxX aepesbes STP/RSTP/MSTP Ha
nopTax yCTPOMNCTBa. M3mMeHeHMA cOCTOAHUA OTAENbHOMO AePeBA HE OKa3blBatOT BANMAHMA Ha COCTOSIHUE APYruX
AepeBbeB, YTO NO3BOJIAET MNOBbICUTb YCTOMYMBOCTb CETU U COKPATUTb BPEMA NEPecTPOeHMA AepeBa B Cy4yae
0TKa3oB. [pu KOHOUIypMpoBaHMKU credyeT WCKAUYUTb BO3MOMKHOCTb BO3HMKHOBEHMA KOJEL, MexKay
nopTaMm-4seHaMm pasHbix gepesbeB. [ 06CnyKMBaHUA N30MPOBAHHbIX AEPEBLEB B CUCTEME CO34aETCA
OTAEe/bHbIN NpoLLece Ha Kaxgoe aepeso. C npoLeccom conocTaBaatoTcAa NOPTbl YCTPOMCTBA, NPUHaAiexKalme

aepesy.
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5.17.5.1 Hacmpolika npomokona STP, RSTP

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 124 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

spanning-tree

PaspelwaeT Mcnonb3oBaHUE KOMMYTAaTOpPOM NpoTokona STP.

- —/BKAOYEHO
no spanning-tree 3anpeLaeT UCNob30BaHME KOMMYTAaTOPOM NpoTokona STP.
spanning-tree mode {stp | YcTaHaBAMBaET pexxum paboTbl NnpoTokona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
—/RSTP - mstp — IEEE 802.1S Multiple Spanning Tree Protocol.

no spanning-tree mode

- pvst — Per-Vlan Spanning Tree Protocol.
- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YcTaHaBAMBaET 3HaYeHue no YMO4YaHUIO.

spanning-tree forward-time
seconds

no spanning-tree for-
ward-time

seconds: (4..30)/15 cek

YcTaHaBAMBAET UHTEPBA/ BPEMEHMU, 3aTPayunBaemblii Ha
NpoCAyWnBaHME U U3yYeHMe COCTOAHMI Nepes,
nepekNYeHneM B COCTOAHWE Nepesaym.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBAMBaET MHTEPBa/ BPEMEHM MEXAY Nepesadamu
LUMpPOKOoBeLLaTeNbHbIX coobuweHnin «Hello» K
B3aMMOAENCTBYIOLLMM KOMMYTaTOPaM.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree loopback-guard

PaspelaeT 3awmTy, BbIKAOYAtOLWYO Nto6on nHTepdenc npu
npueme naketos BPDU.

- —/3anpeleHo - —
no spanning-tree loop- 3anpeLyaeT 3aWuTy, BbIK/IOYatOLWY0 UHTepdENC Npy Npuéme
back-guard naketos BPDU.
spanning-tree loopguard de- BkntounTb dyHKuMIo Loop Guard gns Bcex nopTos.
fault

—/0TKNoYeHO

no spanning-tree loopguard
default

OTKAtounTb PyHKUMIO Loop Guard.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT BpeMs XU3HU cBAsytowero gepesa STP.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HactpauBaet npuoputer ceAsyoLero gepesa STP.
3HayeHne npuopuTeTa A0KHO BbITb KpaTHO 4096.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOSIYAHUIO.

spanning-tree pathcost
method {long | short}

YcTaHaBAnBaeT MeToa onpeaeneHus LeHHOCTU NyTu.
- long — 3Ha4eHue LeHHocTH B gnanasoHe 1..200000000;

—/long - short — 3HayeHuWe LeHHOCTU B granasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaeT 3Ha4YeHUe No YMONYAHUIO.
method
spanning-tree bpdu {filter- OnpegaenseT pexxnm obpaboTkm naketos BPDU-
ing | flooding} MHTEepdENCcoM, Ha KOTOPOM BbIKAKOYEH MPOTOKOA STP.
- filtering — Ha nHTepdelice ¢ BbIKAOYEHHBIM MPOTOKOIOM
—/flooding STP BPDU-naKkeTbl duabTPYyHOTCS;

no spanning-tree bpdu

- flooding — Ha MHTepdeiice ¢ BbIKNHOYEHHBIM MPOTOKO/IOM
STP HeTernpoBaHHble BPDU-nakeTbl nepegatoTca,
TEerMpoBaHHble — GUALTPYIOTCA.

YcTaHaBAWBaeT 3Ha4YeHue no YMOYaHUIO.
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spanning-tree process id

id: (1..31)/0

no spanning-tree process id

KomaHza co3gaet oTaenbHblil Npouecc U nepesoauT
KOMaHZHbIN MHTePdEIC B peXXUM ero KoHoUrypaumm.
BHYTpM npouiecca NPUMeHUMbI BbileyKa3aHHble
V KOMaHpAbI:
spanning-tree forward-time seconds;
spanning-tree hello-time seconds ;
spanning-tree max-age seconds ;
spanning-tree priority prior_val

YpanaeT yKasaHHbIV npouecc.

spanning-tree tc-protection

no spanning-tree tc-protec-
tion

BK/tOYaeT orpaHUYeHne Ha KoAnYecTBo 0bpabaTbiBaeMbIx
TCN/TC BPDU 3a ycTaHOBAEHHbIA UHTEPBAN BPEMeHU A
STP, RSTP, HyneBoro ak3emnnapa MSTP.

BbIKNtOYaET OrpaHNYEeHMe Ha KoimyecTBo obpabaTbiBaembix
TCN/TC BPDU.

spanning-tree tc-protection
interval seconds

no spanning-tree tc-protec-
tion interval

seconds: (1..10)/2 cex.

YcTaHaBAWBaeT MHTEPBa OrPaHMYEHUA KOMYecTsa
obpabaTbiBaemblx TCN/TC BPDU.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

spanning-tree tc-protection
threshold count

count: (1..255)/1

no spanning-tree tc-protec-
tion threshold

YcTaHaBAMBaET MaKCUMa/IbHOE KOJIMYECTBO
ob6pabaTbiBaembix TCN/TC BPDU 3a 3a4aHHbIN MHTepBan
BpPEMEHM.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

’ ' Mpun 3apaHun STP napametpos forward-time, hello-time, max-age Heob6xogumo Bbi-
e nonHexnue ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica epynnsl Nopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaumm nHtepdeica Ethernet, nHrepdeiica rpynnbi
NopTOB:

console (config-if) #

Tabanua 125 — KomaHgb! pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

spanning-tree disable

3anpewaeT paboTy npoTtokona STP Ha KOHOUTYpUpyemom
nHTepoerice.

no spanning-tree disable —/paspewenio PaspewwaeT paboTy npotokona STP Ha KOHPUTYpUpyemom
MHTepodeiice.
spanning-tree cost cost YcTaHaBMBaEeT LLeHHOCTb MyTW Yepes AaHHbIA uHTepdelic.
cost: - cost — LeHHOCTb NMyTW.

no spanning-tree cost

(1..200000000)/cm.
Tabanuy 126

YcTaHaBMBAET 3HaYeHWE, ONpeAeifieMoe Ha OCHOBaHUN
CKOPOCTM MOpTa U MeToAa ONpeseNeHUs LLeHHOCTU NyTH,
cm.Tabnunuy 126

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YcTaHaBAMBaeT npuopuTeT nHTepdeiica B cBaAsyioLLem Aepese
STP.

V 3HaueHue NpuMopuTeTa [0/KHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

spanning-tree portfast
[auto]

no spanning-tree portfast

—/auto

BKNIOYAET PeXunM, B KOTOPOM NMOPT NPU NOAHATAM HA HEM IMHKA
Cpa3y CTaHOBUTCA B COCTOAIHWE Mepeaayu, He JOKNAAACh
ucTeueHus Taumepa.

- auto — pnobaBnAeT 3aepPKKy 3 CeKyHAbI Nepes Nepexosom B
COCTOfIHWE Nepesayun.

BbIKNtOYaeT peXxMm MOMEHTa/IbHOro nepexo/a B COCTOAHME
nepegadn no NOAHATUIO «JIMHKa».
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spanning-tree guard {root |
loop | none}

no spanning-tree guard

—/vcnonb3oBaHue
rnob6anbHOM HaCTPOMKK

BkAtoyaeT 3almTy «KOPHA» ANA BCeX CBA3YIOLWMX AepeBbes STP
Bbl6paHHOro NopTa.

- root — 3anpeLaeT uHTepdelcy 6biTb KOPHEBLIM NOPTOM
KOMMYyTaTopa;

- loop — BK/toYaeT Ha MHTepdeice JO0NONHUTENbHYIO 3aLWUTY OT
netenb. B cnyyae, ecnun uHTepdeiic HAXOAUTCA B COCTOAHMUM,
oTM4Hom oT Designated v npu sTom nepectaet nonyyats BPDU,
nHTepoeric baokupyercs;

- none — oTK/to4vaet Bce Guard-dyHKuMM Ha nHTepdeiice.

Mcnonb3oBath r106asbHY HACTPOMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree
bpduguard

—/BbIK/OYEHO

PaspelaeT 33Ty, BbIKAHOYAOLLYO MHTEpPdEC Npu Npuéme
naketos BPDU.

3anpeLuaeT 3aWmTy, BbIKAOYAOLWYO UHTepdelic Npu npuéme
naketos BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

—/Bna gynnekcHoro
nopTa «TOYKa-TOYKaY,
ANA NONyAynneKcHoro
— «pPa3BETB/IEHHbIN»

YctaHaBauBaet npoTtokon RSTP B nepepatoLee coctoaHue n
onpeaenseT TMN CBA3N ANA BblIOpaHHOro nopTa:

- point-to-point — TO4Ka-TOuUKa;

- shared — pa3BeTBNEHHDIN.

YcTaHaBAMBaEeT 3Ha4YeHue no YMO4YaHUIO.

spanning-tree re-
stricted-tcn

no spanning-tree re-
stricted-tcn

—/BbIK/IOYEHO

3anpewaet npuem BPDU c pnarom TCN.

PaspewaeT npvem BPDU c ¢narom TCN.

spanning-tree bpdu {filter-
ing | flooding}

no spanning-tree bpdu

Onpeaenset pexxnm ob6paboTkmn naketos BPDU-nHTepdeicom, Ha
KOTOPOM BbIKAKOYEH NPOTOKOA STP.

- filtering — Ha nHTepdelice ¢ BbIKMOYEHHbIM NPOTOKOAOM STP
BPDU nakeTbl dpUNbTpyLOTCA;

- flooding — Ha nHTepdeiice c BbIKNOYEHHBIM NPOTOKOIOM STP
HeTermpoBaHHble BPDU-nakeTbl nepeaatoTca, TermpoBaHHble —
bunbTpytoTca.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree binding-pro-
cess id

no spanning-tree bind-
ing-process

id: (1..31)/0

MpwBA3bIBAEeT NOPT K YKazaHHOMY npoueccy. Mo ymonyaHuio, Bce
nopTbl NPMBA3aHbI K HYN1EBOMY NnpoLieccy.
- id — Homep npouecca.

BoccTaHas/iMBaeT NPMBA3KY NOPTa MO YMOYAHUIO.

Tabnuua 126 — LieHHOCTb NyTW, yCTaHOB/IEHHAA MO YMOAYaHUIO (spanning-tree cost)

Memo0d onpedeneHus yeHHOCMu nymu

Unmepdpeiic Long Short
Port-channel 20000 4
TenGigabit Ethernet (10000 Mbps) 2000000 100
FortyGigabit Ethernet (40000 Mbps) 2000000 100
Gigabit Ethernet (1000 Mbps) 2000000 100

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnmua 127 — KomaHapl pexkmma privileged EXEC

KomaHda 3HayeHue/3HayeHue

no ymosn4aHuro

Aelicmeue

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

lMokKasbiBaeT coctoaHMe NpoTokoaa STP.

show spanning-tree detail
[active | blockedports]

MokasbiBaeT NoApobHy MHGOPMaLMIO O HACTpoiKax NpoTo-
Kona STP, nHpopmaumio 06 aKTUBHbLIX MM 3aBJOKUPOBAHHbIX
nopTax.

clear spanning-tree de-
tected-protocols [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MNepesanyckaeT npouecc MUrpaLm NpoToKkona. 3aHOBO Npowmc-
XOANT nepecyéT aepesa STP.

KomaHOob! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 128 — KomaHgb! pexkmuma EXEC

3HayeHue/3HayeHue
no yMmoA4YaHuo

KomaHda

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);

MokasbiBaeT pexxum obpaboTku naketoB BPDU Ha nHTepdelicax.

5.17.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnnua 129 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHda

Aelicmeue

spanning-tree

PaspeluaeT MCNONb30BaHME KOMMYTaTOPOM NpoToKosa STP.

pvst}
no spanning-tree mode

- —/paspelueHo
no spanning-tree 3anpeLaeT UCNo/ib30BaHME KOMMYTaTOPOM nNpoTokona STP.
spanning-tree mode {stp | YcTaHaBAMBAET peXmMm paboTbl npoToKona STP.
rstp | mstp | pvst | rapid- —/RSTP

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.
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spanning-tree pathcost YcTaHaBAnBaeT meToa onpeaeneHnsa LeHHOCTU NyTu.
method {long | short} - long — 3HauyeHue yeHHocTn B ananasoHe 1..200000000;

—/long - short — 3HaueHune LeHHOCTM B AnanasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaET 3HaYeHMe N0 YMOAYAHWIO.
method
spanning-tree mst in- YcTaHaBAnBaeT NPUOPUTET 1A AaHHOTO KOMMyTaTopa nepes,
stance_id priority priority 0CTa/IbHbIMU, UCMONb3YHOLLMMM 0BWMIA 3K3emnaap MSTP.

- instance_id — sk3emnnap MST;
instance_id: (1..15); - priority — npuopuTeT KOMMyTaTopa.

priority: (0..61440)/32768 V 3HauyeHuMe NpUoOpUTETa A,OMKHO 6bITb KPaTHO 4096.

no spanning-tree mst in- YcTaHaBAMBaeT 3HaYeHMe N0 YMOYAHUIO.

stance_id priority

spanning-tree mst YcTaHaB/MBaeT MaKCMMabHOE KOIMYEeCTBO TPAH3UTHbIX
max-hops hop_count y4acTKoB ANA nakeTa BPDU, Heobxoanmbix ana GopmMrpoBaHmA

AepeBa 1 yaepKaHua nHGopmaumm o ero ctpoeHnu. Ecam naket
yXe npowen MmakCumasibHOe KO/IMYeCTBO TPAH3UTHbIX Y4aCTKOB,
hop_count: (1..40)/20 TO Ha c/leaytoLem yyacTke oH oTbpacbiBaeTcs.

- hop_count — makcMmasibHOe KOMYECTBO TPAH3UTHBIX
y4acTKoB Ana naketa BPDU.

no spanning-tree mst YcTaHaBAMBaeT 3HaYEHUE MO YMOHAHUIO.
max-hops
spanning-tree mst in- BkntoyaeT orpaHuyeHune Ha Konnyectso obpabatbiBaembix TC

stance_id tc-protection instance_id: (1..15); BPDU 3a ycTaHOB/EHHbI MHTEPBAN BPEMEHW.

no spanning-tree mst in- - BbIKNtOYaeT orpaHuYeHme Ha KomyecTso obpabaTbiBaembix TC
stance_id tc-protection BPDU.

spanning-tree tc-protec- YcTaHaBAMBaEeT MHTEpPBaJl OrpaHUYEHMA KOIMYEeCcTBa

tion mst instance_id inter- obpabaTbiBaembix TC BPDU.

val seconds instance_id: (1..15);

no spanning-tree tc-pro- seconds: (1..10)/2 cek. YcTaHaBAMBaET 3HAYEHUE MO YMOHAHUIO.

tection mst instance_id in-

terval

spanning-tree tc-protec- YcTaHaBAMBaeT MakcMmanbHoe KonnyecTso obpabatbiBaemblx
tion mst instance_id TC BPDU 3a 3aiaHHbIN MHTepBan BPEMEHMU.

threshold count instance_id: (1..15);

no spanning-tree tc-pro- count: (1..255)/1 YcTaHaBAMBaET 3HAYEHUE MO YMOHAHUIO.

tection mst instance_id

threshold

spanning-tree mst Bxog, B pexxum KoHburypaumm npotokona MSTP.

configuration

KomaHObI pexcuma KoHgu2ypauuu npomokoaa MSTP

Bupg 3anpoca KOMaHAHOM CTPOKM B pexnume KoHdurypaumm npotokona MSTP:
console# configure

console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnnua 130 — KomaHabl pexxuma KoHdurypaumm npotokona MSTP

Komanda 3HayeHue/3HayeHue leiicmeue
no ymon4YaHuro
instance instance_id vlan Co3gaeT COOTBETCTBME MENKAY IK3eMNAApoM NpoTokona MSTP u
vlan_range rpynnamm VLAN.
instance_id:(1..15); - instance-id — npeHTUdPUKaTOp sK3emnaapa npoTokona MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id Ypanaet coOTBETCTBME MeXAY dK3emMnaapom npotokona MSTP n
vlan vian_range rpynnamu VLAN.
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name string

Nno hame

string: (1..32) cumBona

3agaeT ums KoHourypaumm MST.
- string — uma KoHdurypauum MST.

Ypansaetr uma KoHdurypauym MST.

revision value

no revision

value: (0..65535)/0

3apaeT Homep peBnsnn KoHdurypaumm MST.
- value — Homep peBunsnn KoHdurypauum MST.

YcTaHaBAMBAET 3HaYeHUe No ymonyanuto (value).

show {current | pending}

MokasbiBaeT Tekyuyto (current) nMbo oxuaatowyto (pending)
KoHUrypauuio MST.

exit _ Bbixopg, 13 pexxmma KoHourypauum npotokona MSTP ¢
COXpaHeHWem KOHUrypaumu.
abort Bbixog, 13 pexxnma KoHdurypaumm npotokona MSTP 6e3

COXpaHeHWA KOHOUrypaLuu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepdgelica epynnsl Mopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console (config-if) #

Tabnmua 131 — KomaHabl pexkmuma KoHpurypaumm nHtepdeliica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

spanning-tree guard root

no spanning-tree guard
root

—/3alWmTa BbIKAOYEHA

BKAtoyaeT 3alnUTY KKOPHA» ANA BCeX CBA3YHOLWMNX AepeBbeB STP
BblbpaHHOro nopTa. [laHHaA 3awmTa 3anpeLwaeT uHTepdeicy 6biTo
KOPHEBbIM MOPTOM KOMMYyTaTopa.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

spanning-tree mst in-
stance_id port-priority pri-
ority

no spanning-tree mst in-
stance_id port-priority

instance_id: (1..4094);
priority: (0..240)/128

YcTaHaBaAuBaeT npuopuTeT nHtepdeiica B sksemnnape MSTP.

- instance-id — naeHTUOUKATOP 3K3emnaspa npoTokona MSTP;
- priority — npuopuTeT uHTepdeiica.

V 3HaueHMe NpUoOpUTETa J,OMKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst in-
stance_id cost cost

no spanning-tree mst in-
stance_id cost

instance_id: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaET LeHHOCTb NyTW Yepes BblbpaHHbIM NHTepdelic ana
onpeaeneHHOro sksemnasapa npotokona MSTP.

- instance-id — npeHTUdUKATOP 3K3emnaapa npotokona MSTP.

- cOSt — LeHHOCTb NMyTW.

YcTaHaBMBAET 3HaYeHWE, ONpeAefieMoe Ha OCHOBaHUN
CKOPOCTM MOpTa U MeToAa OnpeseNeHuns LeHHOCTU NyTH, CM.
Tabnanuy 126

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTeT nHTepdeiica B KOPHEBOM CBA3YIOLLEM
pepese MSTP.
/1 3HauyeHue npuopuTeTa AOMKHO BbiTb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHUe No YMOSYAHUIO.

KomaHObl pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnunua 132 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group] [in-
stance instance_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
instance_id: (1..64).

MokKasbiBaeT KoHOUrypauuto npoTokona STP.
- instance_id — vaeHTuduKaTop sKk3emnaspa npotokona MSTP.

show spanning-tree detail
[active | blockedports] [in-
stance instance_id]

instance_id: (1..4094)

Moka3sblBaeT NoApobHy0 MHPOPMaALMIO O HACTPOIKe NPOTOKONA
STP, nHpopMaumto 06 aKTUBHbIX MK 3a6/I0KUPOBAHHBIX NOPTAX.
- active — npocmoTp nHdopmaumm 06 akTUBHBIX NOPTaXx;

- blockedports — npocmoTp MHbGOpMauuKn 0 3a6N10KMPOBAHHbIX
noprax;

- instance_id — vpeHTuduKaTop aK3emnasapa npotokona MSTP.

show spanning-tree
mst-configuration

MokasbiBaeT MHOPMaLMIO O CKOHOUIYPUPOBAHHbIX IK3EMMNAAPAX
MSTP.

clear spanning-tree de-
tected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MepesanyckaeT npouecc mMMrpauumn NPoTokona. 3aHoBo
npoucxoanTt Npocyér gepesa STP.

[pumepebl 8b1M0MAHEHUS KOMAHO

= BKAOUMTb NOSAepPKKYy NpoToKosia STP, ycTaHOBUTbL 3HaYeHMe npmuopuTeTa ceAsytowero gepesa RSTP
— 12288, nntepsan forward-time — 20 cekyHA, MHTEPBa/ BPEMEHM MeXKAy nepeaadyamm LNPOKO-
BelwaTenbHbIX cooblieHnit «Hello» — 5 ceKyHA, Bpema KXU3HM CBA3YOLWLEro AgepeBa — 38 cekyHa,.

MoKa3aTb KOHPUrypaumio npotokona STP:

console (config
console (config
console (config

( ) # spanning-tree
( ) #
( ) #
console (config) #
( ) #
( ) #
( ) #

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
exit

console (config
console (config
console (config

console# show spanning-tree

mode rstp
priority 12288
forward-time 20
hello-time 5
max-age 38

Spanning tree enabled mode RSTP
Default port cost method: short
Loopback guard: Disabled

Root ID Priority 32768
Address
This switch is the root

Hello Time 5 sec

Times: hold 1, topology change 58,
hello 5, max age 38,
Interfaces
Name State Prio.Nbr Cost

Max Age 38 sec

a8:f9:4b:7b:e0:40

Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago

notification 5

forward delay 20

Sts Role PortFast
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tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -
enabled 128.1000 4 Dsbl Dsbl No -

5.17.5.3 Hacmpoliika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — ogHa 13 pasHoBugHocTel npoTokona Spanning Tree,
pacwupsatowan GyHKUMOHaNbHOCTb STP ans ncnonb3oBaHua B otaenbHbiXx VLAN. MpuMmeHeHMe gaHHOTo npo-
TOKona no3sonseT B Kaxkaom VLAN co3gaTb otaenbHbIl ak3emnaap STP. PVSTP+ coBmectum ¢ STP.

Rapid (6bicTpbiit) PVSTP+ (RPVSTP+) siBnsieTcsa ycoBeplieHCTBOBaHMEM NpoToKkona PVSTP+, xapakTtepusy-
eTCA MEeHbLUMM BPEMEHEM NPUBEAEHNA CETU K APEBOBULHON TONOOMMMN N UMeeT 6osiee BbICOKYO YCTOMYK-

BOCTb.

/

.‘

.‘

.‘

Bcero nogaepaHo 64 PVST/RPVST-uHcTaHca. [pr 3Tom HyneBou Ncnonb3yerca ansa Bcex
VLAN, B KOTOpbIX OTKAloueH PVST/RPVST. Kaxgomy VLAN c BkatoyeHHbIm PVST/RPVST
cooTtBetcTtByeT oguH PVST/RPVST uHcTaHC.

MopTbl, Ha KOTOPbIX aKTUBHbI 6onee 64 VLAN, npu nepexoge B pexxum PVST/RPVST spe-
MeHHO 610KNpYIOTCA, NO3TOMY Nepep, BKatoueHnem PVST/RPVST Heobxoaumo pacumTaTtb
Konu4yectso ucnonb3yembix VLAN Ha KonbueBbiX noptax kommyrtatopa. Ecnm paHHoe
3HauyeHue npesblwaeT 63, TO NePBOHaYabHO HYXKHO OTKAOUUTL PVST/RPVST B u36bIiTOu-
Hbix VLAN/RPVST KomaHgo# "no spanning-tree vlan <VLAN ID>".

Mpu BkAoYeHHOM pexkume PVST/RPVST kommyTatopbl MES obpabatbisator PVST bpdu
B0 Bcex VLAN. MoaTtomy B cny4asnx, Korga B KOJbLie UCNOJ/Ib3YHOTCA KOMMYTATOPbI C KOU-
yecteom PVST/RPVST VLAN, npesbiwaiowem 63, cneayer pacliMputb AMMUTbI 06pa-
60Tkn PVST bpdu-Tpaduka Ha CPU. [na 3Toro ucnonb3yerca KomaHga "service cpu-rate-
limits other-bpdu 1024".

Ecnu B npouece 3Kcnayatauum noHagoburca yépatb VLAN u3 PVST/RPVST-MHCTaHCOB M
[,06aBUTb HOBbIe, HYYXHO NPOU3BECTU C/eayoL e A4eACTBUA:

1) OTKNIOUUTD BCE NOPTbI Ha KOTOPbIX HacTpoeHbl VLAN, yuacteytowme 8 PVST/RPVST (ko-
maHga «shutdown» B pexxume KoHoUrypuposaHua nHrepdeiica);

2) OTKnounTb STP B He HyXHbIX VLAN-ax (KomaHga «no spanning-tree vlan vian_list» B
rno6anbHOM pexxume KOHPUrypupoBaHus);

3) Bknountb STP B HOBbIX VLAN-ax (KomaHga «spanning-tree vlan vian_list» B rno6anb-
HOM peXKume KOHGUIypupoBaHUA);

4) BKnounTb Bce NopTbl (KomaHaa «no shutdown» B pexxume KOHGUryprMpoBaHUA UHTEp-
deiica).

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUIypaumm:

console (config) #
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Tabnnua 133 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

spanning-tree vlan vian_list

spanning-tree vlan vian_list

vlan_list: (1..4094)/ no
YMOYAHUIO BCE MHCTAHCbI
BKJIIOYEHbI

BkntounTb paboTy npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTkntoyaeT paboTy npoTtokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaBAWBaeT MHTepPBa/ BPeMeHH, 33Tpa‘4MBaeMbll7l Ha

npocnywmnBaHne n nusydyeHune COCTOAHUM nepeg nepeknryeHnem

B COCTOAHME Nepegayn Ana ykasaHHbix VLAN.
V Talimepbl A0MKHbI COOTBETCTBOBATb CNeAy-
toweit popmyne:
2 * (Forward-Time - 1) > Max-Age 22 *
(Hello-Time +1).

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBaeT MHTEPBAa BPEMEHU MEXAY nepefadyamm
LWMpPOKOBeLLaTe/IbHbIX coobuweHnin «Hello» K
B3aMMOZEMNCTBYIOLMM KOMMYTaTOpPaM A/1A YKasaHHbIX VLAN.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

spanning-tree vlan vian_list
max-age seconds

no spanning-tree vlan
vlan_list max-age

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaeT Bpems XU3HM cBAsytowero aepesa STP gna
yKasaHHbIx VLAN.

YcTaHaBAUBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree vlan vian_list
priority priority_value

spanning-tree vlan vian_list
priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HacTtpansaeT npnopuTtet ceasytowero gepesa STP.
V 3HaueHue BblIGUpaeTca M3 ANManasoHa C Wa-
rom 4096.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree vlan
vlan_list tc-protection

no spanning-tree vlan
vlan_list tc-protection

vlan_list: (1..4094);

BKkntoyaeT orpaHMyeHMe Ha Kon4ecTBo 0bpabaTbiBaembix
TCN/TC BPDU 3a ycTaHOB/EHHbIN MHTEpBan BpemeHu ansa STP,
RSTP, HyneBoro ak3emnaapa MSTP.

BbIkntouaeT orpaHnYeHme Ha Koam4yectso obpabaTbiBaeMbix
TCN/TC BPDU.

spanning-tree vlan
vlan_list tc-protection in-
terval seconds

no spanning-tree vlan
vlan_list tc-protection in-
terval

vlan_list: (1..4094);
seconds: (1..10)/2 cex.

YcTaHaBAWBaET MHTEPBAJ OrPaHUYEHUA KONNYECTBa
obpabaTbiBaembix TCN/TC BPDU.

YcTaHaBAMBaeT 3HAYeHMe no YMONYaHULO.

spanning-tree vlan
vlan_list tc-protection
threshold count

no spanning-tree vlan
vlan_list tc-protection
threshold

vlan_list: (1..4094);
count: (1..255)/1

YcTaHaBAMBaeT MaKCMMasibHOE KOIMuecTBo obpabaTbiBaembix
TCN/TC BPDU 3a 3agaHHbI MHTEPBasl BPEMEHMU.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

KomaHOb! pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknMma KoHpUrypaumnm nHtepdeiica:

console (config-if) #
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Tabnuua 134 — KomaHabl pexkmma KoHpurypaumm nHtepoeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaBAMBAET LEeHHOCTb NYTU Yepes AaHHbI UHTepdelic ana
yKa3aHHbIx VLAN.
- cOSt — UEeHHOCTb NyTw.

YcTaHaBAMBaeT 3HaueHue, onpeaenaemoe Ha OCHOBaHWUK
CKOPOCTM NopTa U MeToaa onpeaeneHns LeHHOCTU NyTU ANA
yKa3aHHbIx VLAN

spanning-tree vlan
vlan_list disable

no spanning-tree vlan
vlan_list disable

vlan_list: (1..4094)

3anpewaeT paboTy npoTtokona STP Ha KOHOUTYpUpyemom
MHTepdelice Ana ykasaHHbIx VLAN.

PaspewaeT paboTy npotokona STP Ha KOHPUTYpUpyemom
MHTepderice Ana ykasaHHbIx VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YcTaHaBaAuBaeT npuopuTeT nHTepdeiica B KOPHEBOM
ceAsytowem gepese STP.
V 3HauyeHue Bbl6MpaeTcA U3 AManasoHa C wWa-
rom 16.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree vlan vian_list
guard {root | loop | none}

no spanning-tree vlan
vlan_list guard

vlan_list: (1..4094);

BKAtoyaeT 3alumMTy «KOpHA» HAa JaHHOM UHTepdelice ana
yKa3zaHHbIX VLAN.

- root — 3anpeluaeT nHTepdency ObiTb KOPHEBBIM NOPTOM
KOMMYTaTOpa;

- loop — BK/toYaeT Ha MHTepdeice AONONHUTENBHYIO 3aLLUTY OT
netenb. B cnyyae, ecnm nHtepdeiic HAXOAUTCA B COCTOAHUM,
oT/iMyHom oT Designated v npu aTom nepecrtaet nosayyaTs BPDU,
MHTepdenc baokupyercs;

- none — oTK/Ato4aeT Bce Guard-dyHKLMM Ha MHTepdeiice.

OTkntoyaeT Bce Guard-¢oyHKUMKM Ha nHTepdelice.

spanning-tree restricted-tcn

no spanning-tree restricted-
tcn

—/BbIK/IOYEHO

3anpeuwaet npuem BPDU c dnarom TCN gns ykasaHHbix VLAN.

Paspewaet npvem BPDU c pnarom TCN ansa ykasaHHbix VLAN.

5.17.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npegHa3HayeH ANA NOBbILEHUSA YCTOMUYNMBOCTU U
HaJEeXHOCTU CeTM nepefayn AaHHbIX, UMEIOLLEN KO/MbLEBYIO TOMOJOIMIO, 33 CYET CHUMKEHUA BpemMeHu
BOCCTAHOBJ/IEHMA CETU B C/lydae aBapun. Bpemsa BOCCTaHOBIEHMA He NpeBbIwaeT 1 ceKyHApl, YTO CYLLECTBEHHO
MeHbLLEe BPEMEHW NepPecTPOKMN CeTU NPU UCNOIb30BaHMM NPOTOKO0B CEMENCTBA spanning tree.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnnua 135 — KomaHgb! pexuma rnobasnbHoin KoHduUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

erps
no erps

PaspewaeT paboTty npotokona ERPS.
3anpeuiaet paboTty npotokona ERPS.

—/BbIK/IOYEHO
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erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3paHue ERPS-konbua ¢ naeHtupukatopom R-APS VLAN, no
KOTOpol byaeT nepenaBaTbca cnykebHas MHGopmaums n
nepexop, B peXXMmM KOHGUrypaLmm KosbLa.

- vlan_id — Homep R-APS VLAN.

Yaanernue ERPS-konbLa ¢ naeHtudurkatopom vian_id.

KomaHObI pexcuma KoHgu2ypayuu Koabud

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXUME KOHPUIypaLmm KobLa:

console (config-erps) #

Tabanuya 136 — KomaHgb! pexkuma KoHpurypaumum ERPS-konbua

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aelicmeue

protected vlan add vian_list

vlan_list:(2..4094, all)

Lo6asnaeTt ananasoH VLAN B cnncok 3awmiLeHHbIx VLAN.
- vlan_list — cnucok VLAN. inana3oH VLAN MoHO 3agaTb
nepeymcaeHnem Yyepes 3anaTyto Uamn yKasaTb HavyanbHOe U
KOHEeYHoe 3HayeHus AuManasoHa yepes gepuc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN 13 cnucka s3awmweHHbix VLAN.
-vlan_list — cnucok VLAN ana yaanexus.

port {west | east} {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Bbibop west (east)-nopTa KOMMyTaTOpa, BKIOYEHHOTO B KO/bLO.

group: (1..48)
no port {west | east} YpaneHue west (east)-nopta KommyTaTopa, BKAOYEHHOTO B
KOJ/IbLLO.
rpl {west | east} {owner | Bbi6bop RPL-nopTa KOMMyTaTOpa v €ro poau.
neighbor} - west — RPL-nopTom 6yaeT HasHayeH west-nopT;
- east — RPL-nopTom byaeT HasHauyeH east-nopr;
—/no rpl - owner — KOMMyTaTop byaeT sBnaTbca Bnagenouem RPL-nopTa;
- neighbor — KommyTaTOp BYyAET ABNATHCA COCEA0M BNAAENbLA
RPL-nopra.
no rpl YpaneHue RPL-nopTta KommyTtaTtopa.
level level HacTtpoiika yposHs coobueHuii R-APS. Heobxoanmo ans
. npoxoxaeHuna coobweHunit yepes CFM MEP.
level: (0..7)/1 - level — ypoBeHb coobuieHmnit R-APS.
no level YCTaHOBKa 3HaY€HMA MO YMOJTYAHUIO.
ring enable BkAtoyeHne GpyHKLUMOHMPOBAHUSA KOAbLA.

no ring enable

—/BbIK/IIOYEHO

BbikntoueHne GYHKLUMOHMPOBAHWUA KOAbLA.

version version

no version

version: (1..2)/2

Bbi6op pexkrmma COBMECTUMOCTM C APYTMMU BEPCUAMM NPOTOKONA
G.8032.
- version — Bepcua npoTtokona G.8032.

YcTaHOBKa 3Ha4YeHus no YMOIYaHUIO.

revertive

no revertive

—/revertive

Bbibop pexknuma paboTbl KosbLa.

YcTaHOBKa 3Ha4YeHuna no YMO4aHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHue nofKosblLa 419 AaHHOMo Koabla.
-vlan_id — Homep VLAN.

YaaneHve nogKkonbLa.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKAtOUYNTL OTNPABKY cUrHana o4nctkn MAC-TabmLbl B OCHOBHOE
KONbLLO NPV NepecTpoeHnn NoAKoAbLA.

OTKAOUUTD OTNPaBKy CUTHANA O4YNCTKN MAC-TaﬁﬂMLI,bI B OCHOBHOE
KO/1bLO Npn nepectpoeHnn nogKoNbla.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHOBKa Talimepa b1oKkupytowero yctapeswmne R-APS
coobuieHus.

YCTaHOBKa 3HAYEHNA NO YMOJIYAHUIO.
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timer holdoff value

value:(0..10000) mc,
KpaTHoe 100 ¢
TOYHOCTbIO 5 Mc/0 mc

no timer holdoff

YcTaHOBKa Talimepa 3aieprKKMN peakLmum KoMmyTaTopa Ha
M3MeHeHWe B COCTOAHUKN. BMecTo peakunmu Ha cobbiTue
BKJ/IOUaeTCA Talimep, NO UCTEYEHUM KOTOPOro KOMMYTaTop
MHGOPMUPYET O CBOEM COCTOAHUM. NpegHasHaueH ans
yMeHbLIeHUsa Gayaa NakeToB npu ¢aannuHre NopTos.

YCTaHOBKa 3HAY€HUA NO YMOIYAHUIO.

timer wtr value

value:(1..12) munu/5

YcTaHOBKa Talimepa, KOoTopblli 3anyckaetcsa Ha RPL Owner
KOMMyTaTope B revertive-pexume. Micnonbsyertca ana
npeAoTBPALLEHNA YACTbIX 3aLMTHBIX NEPEK/OYEHUI U3-3a

MmH CUFHANI0B O HEMCNPABHOCTAX.

no timer wtr YCcTaHOBKa 3HaYeHMA NO YMOYaHMIO.

switch forced {west | east} dopcupyeT 3anycK 3aLMTHOrO NEePEeKOYEHMA KoNbLa, NPu 3TOM
—/no 6710KMpYeTCA YKa3aHHbIM NOpT.

no switch forced OtmeHa GopcrMpoBaHMA NepPeKNoYeHNA KobLia.

switch manual {west | PyyHoe 610KMpoBaHMe yKazaHHOro west (east)-nopra u

east} —/no pa3bnokupoBaHue east (west).

no switch manual OTmeHa py4yHoW 610KMPOBKU.

abort OTKaTUTb U3MEHEHWA, BHECEHHbIE C MOMEHTA BXOAA B PEXUM

KOHUrypaLmm KosbLa.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 137 — KomaHgb! pexkmma EXEC

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

KomaHda

Aelicmeue

show erps [vlan vian_id] vian_id: (1..4094)

3anpoc nHdopmaumm 06 obem coctosHum ERPS nnam coctoaHum
YKa3aHHOro Ko/bLia.

5.17.7 Hacmpolika npomokKona LLDP

OcHoBHOW ¢yHKuMen npotokona Link Layer Discovery Protocol (LLDP) aBnseTtcAa obmeH mexay
ceTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHMU U XapaKTepucTMKax. MHpopmauma, cobpaHHana nocpeacTsom
npoTokona LLDP, HakanavBaeTcsa B yCTPOMCTBAX U MOXKET 6bITb 3aNpoLleHa YNPaBAAIoLLMM KOMMNbIOTEPOM MO
npoTokony SNMP. Takum 06pa3om, Ha OCHOBaHMUM COBpaHHO MHPOPMaLMK, Ha YNPABAAIOWEM KOMMbIOTEPE
MOXEeT 6bITb CMOAENIMPOBAHA TOMOOTUA CETU.

KOMMyTaTOpr nognepxnBakoT nepenayvdy Kak CTaHOaPTHbIX NapaMeTpoB, TaK U ONUMOHAIbHbIX, TAaKUX
KaK:

—  MMSA YCTPOMCTBA U €ro onuncaHue;
—  WMA MopTa U ero onucaHue;

—  uHbopmauusa o MAC/PHY;

- utA.

KomaHObI pexcuma 2a0banabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoOM KoOHOUrypaumm:

console (config) #
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Tabnnua 138 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HayeHue/3Ha4yeHue »
KomaHoa / Aelicmesue
no ymoa4aHuro
lidp run /paspelero PaspelsaeT KoMMyTaToOpy UCNOb30BaHMe NpoTokona LLDP.
no lidp run pasp 3anpeLaetT KOMMYTaToOpy MCNOb30BaHWe npoTokona LLDP.

lidp timer seconds

no lidp timer

seconds: (5..32768)/30
cek

Onpegensiet, Kak 4acTo yCTPOWCTBO 6yaeT oTnpas/saTb
obHoBneHune nudopmaumm LLDP.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3apaeT Be/IYNHY BpEMEHU ANA NPUHMMAIOLLENO YCTPOMCTBA, B
TeYeHne KOTOPOro HYXKHO YAepXKnBaTb NPUHMMAEMbIE NaKeTbl
LLDP nepeg ux copocom.

[aHHan BeanunHa nepegaeTca Ha NPUHUMaAEMyto CTOPOHy B LLDP
update naketax (nakeTax o6HoOBAEHWA), ABNAETCA KPAaTHOCTbIO ANs
Tanmepa LLDP (lldp timer). Takum obpasom, Bpems KunsHu LLDP
nakeToB paccumuTbiBaeTca no popmyse TTL = min (65535, LLDP-
Timer * LLDP-HoldMultiplier)

YcTaHaBAMBaEeT 3HaYeHue no YMO4YaHUIO.

lldp reinit seconds

no lldp reinit

seconds: (1..10)/2 cek

MuHuManbHoe Bpems, KoTopoe LLDP-nopT 6yaeT oxkuaaTb nepes
NoBTOPHOW UHULManu3aumei LLDP.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

lidp tx-delay seconds

seconds: (1..8192)/2

YcTaHaBAMBAET 3a[epXKKy Mexay nocnegylowmmm nepeaa-
Yyamu nakeTos LLDP, MHNLUMMPOBAHHBIMN N3MEHEHUAMM 3HaYe-
HWIM MK cTaTyca B IOKaNbHbIX 6a3ax AaHHbIXx MIB LLDP.

cex V PekomeHgyeTca, 4TObObl AaHHAA 3ajepXKKa
6bln1a MeHblie, Yyem 3HauveHue 0.25*% LLDP-
Timer.
no lldp tx-delay YcTaHaBAMBAET 3HAYEHUE MO YMOYAHWUIO.
lidp lldpdu {filtering | Onpeaensnet pexxnm o6paboTkun naketos LLDP, Koraa npoTokon
flooding} LLDP BbIKAKOYEH Ha KOMMYTaATOpE:
- filtering — yka3biBaeT, uyTo LLDP-nakeTbl GpuNbTPyOTCA, €Cn
—/filtering npoTokon LLDP BbIKAtOYEH HA KOMMYyTaTOpeE;
- flooding — yka3sbiBaeT, uTo LLDP-nakeTbl nepeaatoTca, ecim
npoToKon LLDP BbIkAtOYEH HA KOMMYyTaTOpe.
no lidp lidpdu YcTaHaBAMBaET 3HaYeHMe N0 YMOAYaHMUIO.

lldp med fast-start
repeat-count number

no lidp med fast-start
repeat-count

number: (1..10)/3

YcTaHasauBaeT umcao nostopeHuii PDU LLDP gna 6bicTporo
3anycka, onpeaensemoro nocpeacrsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

lldp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged
| untagged}] [up priority]
[dscp value]

no lldp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpegaenseT npasuao gaa napametpa network-policy (cetesas
NONIMTUKA YCTPOMCTBA). [JaHHbIV NapameTp ABAAETCA
OMUMOHa/bHbIM AN1A paclwmpeHunsa npotokona LLDP MED.

- number — NopsAAKOBbIN HOMep npasuaa network policy;

- application — rnaBHasa PyHKUMA, onpefeneHHas anA AaHHOTo
npasuna network policy.

-vlan_id — naeHtuoukaTop VLAN gna AaHHOro npaBuna;

- tagged/untagged — onpegenser TernposaHHON NN
HeTernposaHHoM byget VLAN, ucnonb3yemas faHHbIM NPaBUIoM.
- priority — npuopwuTeT 4AHHOTO NPaBunAa (McnonblyeTca Ha
BTOpOM ypoBHe mogenu OSl);

- value — 3HayeHune DSCP, ncnonb3yemoe AaHHbIM NPaBUIOM.

YpanseT cosgaHHoe NpasBuio Ana napamerpa network-policy.

lldp notifications interval
seconds

no lldp notifications
interval

seconds: (5..3600)/5
cek

YcTaHaBAMBAET MaKCMMasIbHYO CKOPOCTb Nepeaayn
yBegomneHuii LLDP.

- seconds — nepuog, BpeMeHHu, B TeYeH1e KOTOPOro YCTPOMCTBO
MOMET OTNPaBUTb He 60/1ee OAHOTO YBELOMIEHUS.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHPuUrypaumum nHtepdericos Ethernet:

console (config-if) #

Tabnnua 139 — KomaHgb! pexkuma KoHdurypaumm nntepdeliica Ethernet

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmesue

lidp transmit

no lidp transmit

lidp receive

no lldp receive

Mo ymonuyanuo
pa3spelleHo
Mcnosib3oBaHme B 060mMx
Hanpas/IeHUAX.

Pa3spewaet nepeaayy naketos no npotokoay LLDP Ha
MHTepodeiice.

3anpeLaeT nepegayy naketos no npoTtokony LLDP Ha
UHTepodeiice.

Pa3spewaet npuem naketos no npotokony LLDP Ha
UHTepodeiice.

3anpeuaeTt npMem nakeTos no npotokony LLDP Ha
MHTepodeiice.

lidp optional-tlv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMONYaHUIO
onuMoHanbHble TLV He
BK/HOYEHbI B NaKeT.

OnpeaenneT, Kakue onuuoHanbHble TLV-nons (Type, Length,
Value) 6yayT BK/lOYEHbl YCTPOMCTBOM B NepeaaBaemMblit
LLDP-naker.
B KOMaHAy MOKHO BKIHOYUTL OT OAHOTO A0 NATU
onuMoHanbHbIX TLV.

TLV 802.3-power-via-mdi AocTynHa TO/NbKO Ha
V yCTpOiCTBax ¢ noaaep:xkoii PoE.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

lidp optional-tiv 802.1
{pvid [enable | disable] |
ppvid {add | remove}
ppv_id | vlan-name {add |
remove} vian_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonyaHuio
onuMoHanbHble TLV He
BKJ/IOYEHDI.

OnpeaenseT, Kakue onumoHanbHble TLV-nonsa 6yayt
BKJIKOUYEHbI YCTPOMCTBOM B Nepeaasaembiii LLDP-nakeT:

- pvid — PVID uHTepodeiica;

- ppvid — no6asutb/yganutb PPVID;

- vlan-name — po6asuTb/yaanuts Homep VLAN;

- protocol — f06aBuUTL/yaannTb onpeaeneHHbIA MPOTOKO.

YcTaHaBAMBaEeT 3HAYEHUE MO YMOYAHUIO.

lidp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]}

no lldp management-
address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).
Mo ymonyaHutio
ynpasAsaoLWmin agpec
onpegensaetca
aBTOMaTUYECKM.

OnpegaenseT ynpasaaowmin agpec, 06bABAEHHbIN Ha

MHTepodeiice.

- ip_address — 3apaetca cTatudeckuii IP-agpec;

- none — yKa3blBaeT, YTO agpec He 0O bsAB/EH;

- automatic — yKasblBaeT, YTO CUCTeMA aBTOMATUYECKU

BblOMpaeT ynpaBnstoLWmii agpec, U3 CKOHGUIYpPUPOBAHHbIX

af\pecoB 3af,aHHOTo UHTepdelica.

Ecnun untepdelic ethernet unun nHtepdeliic rpynnol noptos

npuHaanexat VLAN, To gaHHbiM agpec VLAN He byget

BK/IIOYEH B CMIUCOK BO3MOKHbIX YNPABAAIOLLMX a4 pecos.

V B cnyyae Hanuuma Heckonbkux IP-appecosB cu-
cTema BbibMpaeT HayanbHbIN IP-agpec U3 guana-

30Ha AuMHamuyeckux IP-apgpecos. Ecnm guHamuyeckue

aApeca OTCYTCTBYIOT, TO CMCTeMa BblGMpaeT HavyaNbHbIi

IP-appec U3 AnanasoHa BO3MOXHbIX cTatuyeckux IP-aa-

pecos.

Ypanset ynpasnsatowuii IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Mo ymonyaHuio oTnpaBKa
yBefomaeHn LLDP
3anpetueHa.

PaspeluaeT/3anpeLlaeT oTnpasKy yBeaomneHunin LLDP Ha
nHTEpdelice.

- enable — paspewaer;

- disable — 3anpewaer.

YcTaHaBAMBaeT 3HaYeHUe No YMOJAYAHUIO.
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lidp med enable [t/v_list]

tvl_list: (network-policy,

PaspelwwaeT ncnonb3oBaHWe paclimpeHna npotokona LLDP

location, MED.
inventory)/3anpelyeHo B KOMaHAy MOKHO BK/IOYMTb OT OAHOIO A0 TPexX
MCNonb3oBaHNe cneuunanbHbix TLV.
pacwmpeHna NpoToKkoa
LLDP MED.
lidp med network-policy HasHauaet npasuno network-policy gaHHomy nHtepdelicy.
{add | remove} number - add — Ha3HavaeT npasuo;
number: (1-32) - remove — yaanseT npasusio;

no lidp med network-policy

- number — Homep npasuna.
Ypanset npasuao network-policy ¢ faHHOro HTepdeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-
elin ecs_elin_data}

coordinate: 16 6aiiT;
civic_address_data:
(6..160) 6aitr;
ecs_elin_data: (10..25)

3afaeT MecTono/IoKeHMe YCTPOWCTBa Ans NnpoTokona LLDP
(3HaueHue napameTpa location npotokosa LLDP MED).

- coordinate — afpec B cMCTEME KOOPAMHAT;

- civic_address_data — afMMHUCTPATUBHbIN agpec
YCTPOWCTBa;

- ecs-elin_data — agpec B popmate, onpeseneHHOM
ANSI/TIA 1057.

. 6anr. — -
no lldp med location YpanaeT HaCTPOMKM NapameTpa MecTonosoxeHus location.
{coordinate | civic-address
| ecs-elin}
lidp med notification Paspeluaet/3anpeLyaet oTnpaBKy ysegomneHuin LLDP MED
topology-change {enable | 06 M3MEHEHUWN TOMNONOTUMN.
disable - enable — paspelwaeT oTNpaBKy yBEAOMIEHWN;

} —/3anpeweHo . pasp PasKy yseA .
- disable — 3anpeuaeT oTNpaBKy yBEAOMIEHWIA.
no lidp med notifications YcTaHaBAMBAET 3HAYEHME MO YMONYAHMUIO.
topology-change
/ Naketbl LLDP, npuHATble yepe3 rpynny nNopTos, 3aNOMMUHAIOTCA MHAMBUAYANAbHO NOp-
TaMu rpynnbl, NPUHABLWKNMU coobweHua. LLDP otnpaBnsaeT pasnnuyHble coobweHuns Ha

KaXk4bli NopT rpynnbl.

V Pabota npoTtokosna LLDP He 3aBUCUT OT COCTOAHUA NpoToKona STP Ha nopTy, nakeTbl LLDP
OTNPaBAAIOTCA U NPUHMUMAIOTCA Ha 3a6/10KMPOBAHHbIX NPOTOKOAOM STP-noprax.
Ecnu nopT KoHTpoaupyetca no 802.1X, To LLDP paboTtaeT c nopTom TO/IbKO B C/lyyae, ecnum

OH aBTOpPU30BaH.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 140 — KomaHgbl pexuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

clear lidp table [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OuuiaeT TabanLy agpecos 06HAPYKEHHbIX COCEAHUX YCTPOUCTB
W HaYMHAeT HOBbIM LMKA 0bMeHa nakeTamu no npotokony LLDP
MED.

show lldp configuration [gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasbiBaeT LLDP-KoHdUrypaLumum Bcex pusmyecknx nHtepdericos
YCTPOMCTBa, MO0 33A4aHHbIX MHTEpPdENCOB.
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MNMoKasbiBaeT KOHOUIypaLUn paclumpeHus npotokona LLDP —
MED pns Bcex pusanyecknx nHTepdencos, NMbo 3agaHHbIX

show lldp med configura-
tion [gigabitethernet

gi_port | tengigabitethernet
te_port | fortygigabitether-
net fo_port | oob | de-
tailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MHTepdencos.

show lldp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasbiBaeT LLDP-MHpopmMaLmtio, KOTOPYH aHOHCUPYET AaHHbIN

nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

lMokKasbiBaeT cTaTyc nepesarpysku TLVs LLDP.

show lidp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MoKasbiBaeT MHGOPMaALMIO O COCEAHMNX YCTPOMCTBAX, HAa KOTOPbIX

paboTaeT npoTtoko LLDP.

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasbiBaeT cTaTUCcTMKy LLDP.

[pumepbl 8bIN0AHEHUS KOMAHO

= YcraHosutb ans nopra tel/0/10 cnepytowme tlv-nona: port-description, sytem-name, system-de-
scription. Ans aaHHoro uHtepdeiica gobasutb ynpasaaowmin agpec 10.10.10.70.

console (config)# configure

console (config-if)# 1lldp optional-tlv port-desc sys-name sys-desc

(
console (config) # interface tengigabitethernet 1/0/10
(
console (config-if)# 1ldp management-address 10.10.10.70
=  [locmoTpeTb KoHUrypaumio LLDP:

console# show 1lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold Multiplier: 4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled
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Tabnunua 141 — OnucaHue pesynbTaTos

lMone OnucaHue

Timer OnpegenseT, Kak 4acTo ycTpoicTBo waeT LLDP-o6HOBAEHMA.
Onpegaenset BennumHy spemenu (TTL, Time-To-Live) Ana npuHMmatoLLero ycTpoi-

Hold Multiplier CTBa, B TEYEHNE KOTOPOTO HYXKHO YAEepKnBaTb NpuHMMaemble nakeTbl LLDP nepep,
ux cépocom: TTL = Timer * Hold Multiplier.

. OnpeaenseT MMHUMaNbHOE BPEMSA, B TeHeHWe KOTOPOro nopT byaeT oxunaate nepes

Reinit delay iy
nocblnkol cnegytouwero LLDP-coobueHums.

Tx dela OnpegaenseT 3agepKKy Mexay nocneayowmmm nepegadamm LLDP-dpeiimos, nHu-

y LUMMPOBAHHbIX U3MEHEHUAMM 3HAUYEHUIN NMbo cTaTyca.
Port Homep nopTa.
State Pexxum paboTbl nopTa Ana npotokona LLDP.

Optional TLVs

TLV-onuum, KoTopble nepeaatoTca
Bo3MOXKHble 3HaYeHUA:

PD — OnucaHue nopra;

SN — CuctemHoe nms;

SD — OnucaHune cuctemsl;

SC — BO3MOXHOCTM CUCTEMDI.

Address

Aapec ycTpoicTBa, KoTopblii nepeaaetcs B LLDP-coobuieHusx.

Notifications

YKa3blBaeT, pa3peLleHbl UK 3anpeLLeHbl ysegomaenma LLDP.

MoKkasaTb MHGOPMaALMIO O COCEAHUX YCTPOWCTBAX

console# show lldp neighbors

Device ID Port ID System Name Capabilities
0060.704C.73FE 1 ts-7800-2 B
0060.704C.73FD 1 ts-7800-2 B
0060.704C.73FC 9 ts-7900-1 B, R
0060.704C.73FB 1 ts-7900-2 W

console# show 1lldp neighbors tengigabitethernet 1/0/20

Device ID:

02:10:11:12:13:00

Port ID: gi0/23

Capabilities: B

System Name: sandbox?2

System description: 24-port 10/100/1000 Ethernet Switch
Port description: Ethernet Interface

Time To Live: 112

802.3 MAC/PHY Configuration/Status

Auto-negotiation support: Supported

Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 1000BASE-T full duplex, 100BASE-TX full
duplex mode, 100BASE-TX half duplex mode, 10BASE-T full duplex mode, 10BASE-T half
duplex mode

Operational MAU type: Unknown
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Tabnuua 142 — OnucaHune pesybTaToB

lMone OnucaHue
Port Homep nopTa.
Device ID Nma nnn MAC-agpec cocegHero ycTpomncrsa.
Port ID NpeHTudmKaTOp NopTa cocemHero ycTpomncTaa.

System name

CuctemHoe MMA yCTPOMCTBa.

Capabilities

[aHHOoe none onucbiBaeT TMN yCTPoicTBa:

B — MocrT (Bridge);

R — MapuwpyTtusatop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T — TenedoH (Telephone);

D — DOCSIS-ycTpoitcteo (DOCSIS cable device);
H — CeteBoe ycTpoiictso (Host);

r — MoBsTopuTens (Repeater);

O — Twun HeusBecTeH (Other).

System description

OnwucaHue cocegHero ycTpoicTaa.

Port description

OnucaHre NopTa coceaHEero ycTpoicTaa.

Management address

Aapec ynpasaeHus yCTpoWCTBOM.

Auto-negotiation OnpeaenseT, NOAAEPKMUBAETCA 1M aBTOMATUYECKOE onpeaenieHne pexuma nopTa.
support

Auto-negotiation OnpegenseT, BK/AOYEHA 1N NOAAEPKKA aBTOMATUYECKOTr0 OnpeaeNneHna pexmma
status nopra.

Auto-negotiation OnpegenseT pexumbl, noaaeprkmpaemble GyHKLMEN aBTOMATUYECKOro onpeaene-
Advertised HMA nopTa.

Capabilities

Operational MAU Pabouunit MAU-TUN ycTpoWncTBa.

type

5.17.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — pyHKLUMNN YypOBHS KaHana
nepesayun AaHHbIX NPeAcTaBAAOT cCO60M NPOTOKO/ MOHUTOPUHIA COCTOAHMA KaHana. B aTom npoTokone ann
nepesain MHGOPMALMM O COCTOAHUM KaHana Mexay HenocpeACTBEHHO MOAK/YEHHbIMU YCTPOMCTBaMM
Ethernet ucnonbaytoTcs 610KM AaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoiicTBa A0/1XKHbI NOAAEPKMBATL
cTaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet
Buza 3anpoca KoOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelicos Ethernet:

console (config-if)#

Tabnunua 143 — KomaHabl pexkuma KoHdurypaumnm nHtepdelica Ethernet

3HayeHue/3HavyeHue ”
KomaHda / Aeilicmeue
no ymoa4YaHuro
ethernet oam BkntounTb nopaeprkky Ethernet OAM Ha nopty.
—/OTKAIO4YEHO
no ethernet oam OTkAtounTb Ethernet OAM Ha KoHdUrypupyemom nopry.
ethernet oam link-monitor YcTaHaBAMBaET NOPOr KOMYECTBa OLWMBOK 3a YKa3aHHbIM Nepuog,
frame threshold count (nepnopg, yctaHaBAnBaeTca komaHaol ethernet oam link-monitor
count: (1..65535)/1 frame window).
no ethernet oam link-moni- BoccTaHaBnMBaET 3HAYEHME MO YMOJTYAHUIO.
tor frame threshold
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ethernet oam link-monitor
frame window window

no ethernet oam link-moni-
tor frame window

window: (10..600)/100
Mc

YcTaHaB/MBaeT BpEMEHHOM NPOMEKYTOK AN NoacyeTa
KO/IMYEeCTBA OLIMBOK.

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam link-moni-
tor frame-period threshold

count: (1..65535)/1

YcTaHaBauBaeT nopor a4 cobbitna «frame-period» (nepuog
ycTaHaBauBaeTca KomaHaon ethernet oam link-monitor frame-
period window).

BoccTaHaBnmBaeT 3Ha4YeHMe No YMOHAHWUIO.

ethernet oam link-monitor
frame-period window win-
dow

no ethernet oam link-moni-
tor frame-period window

window:
(1..65535)/10000

YcTaHaBAMBaeT BPEMEHHOM NPOMEXKYTOK AN1A cobbitna «frame-
period» (B ¢ppeiimax).

BoccTaHaBnvBaeT 3HavYeHMe No YMOYAHWUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-moni-
tor frame-seconds thresh-
old

count: (1..900)/1

YcTaHaBauBaeT nopor ana cobbitna «frame-period» (nepuog
ycTaHaBuBaeTca KomaHaon ethernet oam link-monitor frame-
seconds window), B cekyHaax.

BoccTaHaBnvBaeT 3HavyeHMe No YMOYAHMUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-moni-
tor frame-seconds window

window:
(100..9000)/100 mc

YcTaHaBAMBaeT BpeMeHHON NPOMEXYTOK ANnA cobbitna «frame-
period».

BoccraHaBnnBaeT 3HaYeHMeE N0 YMONYAHMIO.

ethernet oam mode {active
| passive}

YcTaHaBAMBAET perkmMm paboTbl npoTokona OAM:
- active — KommyTaTop nocTtoAHHO oTnpasaset OAMPDU;

—/active - passive — KommyTaTop HauuHaet otnpaeaATe OAMPDU TonbKko
npv Haanunm OAMPDU co BCTpeYHOM CTOPOHBI.
no ethernet oam mode BoccTaHaBMBaeT 3Ha4YeHMe N0 YMONYAHUIO.
ethernet-oam remote-fail- BkntoyaeT noaaepKky n obpaboTky cobbitnii «remote-failure».
ure
—/BKNOYEHO
no ethernet oam re- BoccTaHaBMBaeT 3HaYeHME N0 YMONYAHUIO.
mote-failure
ethernet oam remote-loop- BkntoyaeT noanepxky GyHKLMM 3aBOpoTa TpaduKa.
back supported — JoTknioueno
no ethernet oam re- BoccTtaHaBnAnBaeT 3HaYeHMeE Mo YMONYAHUIO.
mote-loopback supported
ethernet oam uni-direc- BKAtoyaeT GyHKUMIO 0BHapYKeHNUA O4HOHaMNPABAEHHbIX CBA3El Ha
tional detection 6ase npoTtokona Ethernet OAM.
no ethernet oam uni-direc- —/oTwniovero BoccTaHaBaMBaeT 3HaYeHMe N0 YMOAYAHUIO.
tional detection
ethernet oam uni-direc- OnpegaenseT peakumio KOMMyTaTopa Ha O4HOHaNPABAEHHYO
tional detection action {log CBA3b:
| error-disable} - log — otnpaska SNMP trap v 3anucb B }KypHan;
—/log - error-disable — nepesog nopTa B coctosaHwme «error-disable»,
3anucb B XXypHan un otnpaska SNMP trap.
no ethernet oam uni-direc- BoccTaHaBMBaeT 3HaYeHMEe N0 YMONYAHUIO.
tional detection action
ethernet oam uni-direc- BK/tOYaET arpeccmBHbI peXmMm onpeseneHus
tional detection agressive OfZiHOHanpaB/eHHOW cBA3W. Ecnun oT coceaHero ycTpomnctaa
nepectatoT npuxogutb Ethernet OAM-coobueHns — NMHK
—/oTKAOYEeHO

no ethernet oam uni-direc-
tional detection aggressive

nome4yaeTca Kak O,D,HOHanpaBl]eHHbIVI.

BoccTaHaBnmBaeT 3HayeHue no YMONYaHULO.

ethernet oam uni-direc-
tional detection discovery
time time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 cek

YcTaHaB/MBaeT BPEMEHHOM MHTEpBan AN onpeaeneHuns Tuna
CBA3W Ha NopTy.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.
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KomaHObl pexcuma privileged EXEC

Bce KomaHAbl AOCTYMHbI A8 NPUBUIEIMPOBAHHOIO NoJb30oBaTeNa. Bua 3anpoca KOMaHAHOW CTPOKM

pexxuma privileged EXEC:

console#

Tabnnua 144 — KomaHgbl pexkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

clear ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

Ouniaet cTatucTmky Ethernet OAM gns ykasaHHoro uHTepderica.

show ethernet oam discov-
ery [interface {gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OTobpakaeT cocTosaHue npoTtokona Ethernet OAM ansa
yKasaHHoro uHtepdelica.

show ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OTobparkaeT CTaTUCTUKY 0OMeHa NPOTOKO/IbHbIMM COOBLEHNAMM
019 YKa3aHHOro uHTepdeiica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OTobparkaeT HacTpoiku Ethernet OAM ans ykasaHHoOro
nHTepdelica

show ethernet oam uni-di-
rectional detection [inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OTOb6parkaeT COCTOAHME MEXaHN3Ma onpeseneHna
04HOHaNpPaB/eHHbIX CBA3EN A/1A YKa3aHHOro HTepodeiica.

[pumepbl 8bINOAHEHUS KOMAHO

=  OT06pa3unTb cOCTOAHME NPOTOKONA ANA nopTa gigabitethernet 1/0/3:

console# show ethernet oam discovery interface GigabitEthernet 0/3

Local client

Mode:
Unidirection:
Link monitor:

MIB retrieval:
Mtu size:

Port status:

PDU revision:
Remote client

Remote loopback:

Operational status:

Loopback status:

gigabitethernet 1/0/3

Administrative configurations:

active

not supported
supported
supported

not supported
1500

operational
no loopback
3

MAC address: a8:f9:4b:0c:00:03
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Vendor (oui) : a8 f£f9 4b
Administrative configurations:
PDU revision: 3
Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported
MIB retrieval: not supported
Mtu size: 1500
console#

5.17.9 Hacmpolika npomokona CFM (Connectivity Fault Management)

Ethernet CFM (Connectivity Fault Management), IEEE802.1ag — npeaocTtaBnset ¢yHKUMM Habnaoge-
HWA, NOUCKaA U YyCTPaHEHMA HeMcnpaBHocTel B ceTax Ethernet, N03BoAAs KOHTPONMPOBATL COEAMHEHME, U30-
IMPOBaTb NPOHEeMHbIE YYaCTKM CETU U UAEHTUPULMPOBATL KIMEHTOB, K KOTOPbIM MPUMEHANCL OrpaHuYe-
HWA B CETW.

MpoToKon onepupyeT cieayrowmumMmm NOHATUAMMU:

=  Maintenance Domain (MD) — y4acTOK ceTu, NpUHaaNeKalLunii U ynpaBaseMblii O4HUM ONepPaTOPOM;

= Maintenance Association (MA) — COBOKYNHOCTb KOHeYHbIx TodeK (MEP), Karkaas us KoTopbiX MUMeeT
oAuHakoBbIn naeHTudmkatop MAID (Maintenance Association ldentifier), onpeaenatowmin Tun cep-
BUCa;

= Maintenance association End Point (MEP) — KoHeyHasi TOUKa cepBuca, pacrno/ioXKeHHas Ha ero rpa-
HULE;

= Maintenance domain Intermediate Point (MIP) — npomeKyTouyHaa To4YKa A0MeHa.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnob6anbHOro KOHPUrypmpoBaHmsa:

console (config) #

Tabnunua 145 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
0 YMOAYAHUIO
ethernet cfm domain name Co3paHue (Mnm cmeHa yposHa) CFM gomeHa (MD) ¢ umeHem
[level level] name:(1..32) «nName» 1 Nepexos B PeXXnm KoOHOUTIyprupoBaHUa LOMeEHa.
CMMBONOB - level — yposeHb CFM gomeHa.
no ethernet c¢fm domain level: (0..7)/0 Yaanenune CFM gomeHa (MD) c umeHem “name”
name

KomaHObI pexcuma KoHgu2ypuposaHUa 0oMeHd

Bug, 3anpoca KOMaHAHOW CTPOKM B peXkume KOHGUryprupoBaHna gomeHa:

console (config-cfm-md) #
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Tabnnua 146 — KomaHabl pexkuma KoHdurypuposaHma CFM-agomeHa (MD)

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

id { dns dns | name name
| mac mac_address num-
ber | null }

no id

name: (1..43) cumBosioB
dns: (1..43) cumBonos
mac_address : H.H.H

mnn H:H:H:H:H:H vam H-

H-H-H-H-H
number: (0-65535)

Mo ymonyanuto: id name

COOTBETCTBYET MUMEHM
AomeHa

YKasaHue ngeHtuourkatopa CFM gomeHa (MD). MmeHem gomeHa
MOXET bbITb:

- dns — dns-nms;

- name — TEKCTOBAA CTPOKa;

- mac_address number — MAC-agpec 1 YucnoBoi
naeHTMdMKaToOp LOMEH];

- null — NULL npeHTtndmkatop.

YcTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.

service port

{ vlan-id vlan_id |
name name |
number number}

no service port

service vlan vian
{vlan-id vian_id |
name name |
number number

no service vlan vian_id

vlan_id: (1..4094)
name: (1..45) cumBosios
number: (0..65535)

CosaaHune CFM-cepsuca (MA) 6e3 npusasku K VLAN 1 nepexos B
PeKMM KOHOUIYPUPOBaHUA cepBuca.

Ypanenue CFM-cepsuca (MA).

Co3spaHue CFM-cepsuca (MA) npusasaHHoro K VLAN ¢ Homepom
«vlan» v nepexopg, B peXxum KOHPUrypuposaHua cepeuca. meHem
CEepBUCa MOXKET ObITb:

-vlan_id — Homep VLAN;

- Nname — TEeKCTOBasA CTPOKa;

- number — yncnosoi naeHTMdMKaTop.

Ypanenune CFM-cepsuca (MA) npusasaHHoro K VLAN ¢ Homepom
«vlan_id».

mip auto-create [lower-
mep-only]

no mip auto-create

—/aBTOMaTnyecKoe
CO3AaHNe OTKAOYEHO

BKkntouyeHne aBTOMaTUYECKOrO CO34aHNA MPOMENKYTOYHbIX TOYEK
cepsuca (MIP). MpomekyTouHble ToUKkM cepauca (MIP) cospatoTcs
Ha BCex NopTax, Ha KoTopbix NponucaH VLAN cepsuca.
Heobs3aTenbHblii napameTp «lower-mep-only» nckAto4aeT u3
CMMCKa NOPTbl, HA KOTOPbIX YXKe co34aHa KOHeYHaa TOYKa cepBuca.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypuposaHus cepsuca

BuAa 3anpoca KOMaHAHON CTPOKM B peXxnume KOHPUIrypnupoBaHMA JOMeEHa:

console (config-cfm-ma) #

Tabnuua 147 — KomaHapl pexkuma KoHpurypmuposaHma CFM cepsuca (MA)

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

continuity-check interval
interval

no continuity-check in-
terval

interval: (1, 10, 100, 600)
cekyHa/1 cekyHaa

YcTaHoBKa MHTepBana oTnpasku Continuity Check coobueHuit.

YCcTaHOBKA 3HAYeHUA no YMONYaHUIO

Direction down

No direction down

YcTaHaBAMBaET HanpaBAeHMe KOHeYHo M TouKow cepsuca (MEP) B
HUCxoAsLLee.

YcTaHaBAMBaET HanpaBAeHMe KOHeYHOM To4ukK cepsuca (MEP) B
Bocxojsllee.

efd notify erps

no efd notify erps

—/BbIK/IOYEHO

Bk/itoyaeT oTnpaBKy yBeAoM/IeHMI 06 06HapyKeHUN U3MeHeHUA
cocToAaHMA Konbla ERPS Ha cobbiTua events propagation link
failure/restore 1 HapyweHuWe CBA3HOCTY, AETEKTUPOBAHHbIX C
nomoupbto Continuity Check Protocol (CCM)

OTKNIOYNUTb OTMPABKY YBEAOMIEHWUNA.

mep id

id: (1..8191)

[ob6asneHne KoHeuyHoM ToukK cepsuca (MEP) c maeHTUdmKaTopom
«id» K AaHHOMY cepBuCy.
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no mep id

JlaHHOM KOMaHAO0W OCYLLEeCTBAAETCA TOJNIbKO NPUBA3Ka
MEP K cepBucy. MEP co3pgaetca B pexxume KOHOUTrypu-
poBaHua uHTepdeiica.

YaaneHue KoHeyHon Touku cepsuca (MEP).

mip auto-create { lower-
mep-only | none }

no mip auto-create

—/Mo ymonyaHuio
MCMO/Ib3YETCA PEXKUM,
CKOHOUIYPUPOBaHHbIN

AN JOMEHa, B KOTOPOM

HaxXo4MTCA cepaunc

BK/IlOYEHWE aBTOMATUUYECKOTO CO34aHNA NPOMEKYTOUHbIX TOYEK
cepsuca (MIP). MpomexyTouHble Touku cepsuca (MIP)
€03[atoTCA Ha BCex NopTax, Ha KoTopbix nponucaH VLAN cepsuca.
HeobsasaTenbHble napameTpbl:
—  lower-mep-only — nckao4aeT U3 cnncka nopTbl, Ha
KOTOPbIX y¥Ke co3aaHa KoHeYyHas Touka cepsuca (MEP);
—  none — He CO34aBaTb aBTOMATUYECKM MPOMENKYTOUHbIE
To4YKM cepsuca (MIP).

YCTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

BuA 3anpoca KOMaHAHOW CTPOKU B pexknume KoHUrypupoBaHus mHtepdelica Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 148 — KomaHgbl pexxuma KoHpurypuposaHua nHTepoeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet cfm mep mep_id
domain domain_name
service {vlan-id vian_id |
name name | number
number}

no ethernet cfm mep
mep_id domain do-
main_name service {vlan-
id vlan_id | name name |
number number }

mep_id: (1..8191);
domain-name: (0..32)
CMMBO/I0B;
vlan_id: (1..4094);
name: (0..45) cumBo0B;
number: (0..65535).

Co3gaHue Ha MHTepdeice KOHeYHoW ToukK cepsuca (MEP) ¢
naeHTMdrMKaTopom mep_id pns yKasaHHOro cepBuca B YKazaHHOM
JOMeHe 1 nepexos, B pexunm koHdurypmposarua MEP.

YaaneHne KOHEYHOW TOUKM cepBuca ¢ MHTepdeiica.

KomaHObI pextuma KoHgpu2ypupos8aHUs KOHeYHOU moyYKu cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHGUIyprupoBaHna AomeHa:

console (config-if-cfm-mep) #

Tabnuua 149 — KomaHapl pexkuma KoHpurypmuposaHma CFM KoHeuHol Touku (MEP)

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

active

no active

—/BbIK/IlOYEHa

BKatoYeHWe KoHe4YHoW Touku cepsuca (MEP).

YCTaHOBKa 3HAYeHUA MO0 YMONYAHUIO.

continuity-check enable

no continuity-check ena-
ble

—/BbIK/IOYEHA

BkntoueHune otnpasku Continuity Check coobuweHuni.

YcTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

COs cos

Nno Cos

cos: (0..7)/7.

YcTaHoBKa 3HaueHus npuoputeTa CoS, ¢ KoTopbim byayT
oTtnpasasaTbea Continuity Check coobuueHus.

YCTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKa3aHue nHTepBasia 3aZepXKn, N0 UCTEYEHUN KOTOPOro 6Y,El,eT
reHepmnpoBaTbCA aBapuA.

YCcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.
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alarm reset interval

no alarm reset

interval: (2500..10000)
mc/10000 mc

YKaszaHue NpoMeKyTKa BpeMeHU, NO UCTEYEHNM KOTOPOro
npousonaeT cbpoc aBapuu.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

alarm notification { all |
error-xcon | remote-er-
ror-xcon | mac-remote-
error-xcon | xcon | none }

no alarm notification

—/mac—remote—error—
Xcon

BK/toYeHWe yBeAOMIEHWUI ANa onpeaeneHHbIX TUMOB CObbITUIA.
Tunbl cOBbLITUIA:

- all — Bce cobbiTna DefRDI, DefMACStatus, DefRemote, DefError,
DefXcon;

- error-xcon — TonbKo cobbitna DefError n DefXcon;

- remote-error-xcon — T0/1bKo cobbiTna DefRemote, DefError n
DefXcon;

- mac-remote-error-xcon — ToabKo cobbiTna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — To/bKo cobbiTne DefXcon;

- none — yBeAOM/IEHUA OTK/IIOYEHbI.

YCTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 150 — KomaHgb! pexkuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ethernet cfm do-
main [name]

name: (1..32) cumBosios

OTobparkaeT uHGopmauuto 06 ykasaHHOM JomeHe nan 060 BCex.

show ethernet cfm errors

OTobpaxkaeT uHoopmauuto 06 owmbkax Continuity Check
NpPOTOKONA.

show ethernet cfm
maintenance-points { lo-
cal | remote }

OT06parkaeT MHGOPMALMIO O NOKANbHbLIX MW YAANEHHbIX
KOHeYHbIx To4YKax cepsuca (MEP).

show ethernet cfm mpdb
[domain-id { dns name |
name | name name| mac
mac-address number |
null}]

name: (1..43) cumBonoB
mac-address: H.H.H nan
H:H:H:H:H:H nan H-H-H-
H-H-H;
number: (0-65535)

OTobparkaeT HGOPMaLMIO O NPOMEKYTOYHbIX TOYKAX CepBUCA
(MIP) gns yKasaHHOro gomeHa UAKU ONA BCEX.

show ethernet cfm statis-
tics

OtobparkaeT CFM-CTaTUCTUKY ANs BCEX OMEHOB.

show ethernet cfm statis-
tics domain domain-name
service { vlan-id vian_id |
name name | number
number }

domain-name: (0..32)
CYMBOJIOB;
vlan_id: (1..4094);
name: (0..45) cMmBONOB;
number: (0..65535)

OtobparkaeT CFM-CTaTUCTUKY 1A YKa3aHHOTO OMeHa.

show ethernet cfm statis-
tics mpid id

id: (1..8191)

OTobparkaeT CFM-CTaTUCTUKY 1A YKa3aHHON KOHEYHOW TOYKM
cepsuca (MEP).
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5.17.10 Hacmpoiika ¢pyHKkyuu Flex-link

Flex-link — ¢yHKUMA pe3epBMpOBaHUA, NpeaHa3HaAYeHHaa ana obecneyvyeHUA HAZEKHOCTM KaHana
nepefaun faHHbix. B ceaske flex-link moryt Haxoautbca ethernet n port-channel untepdericol. OanH N3 aTnNX
nHTepdelicoB HaxoaMTca B 3a6/10KMPOBAHHOM COCTOSIHUM W HauMHaeT NPonyckaTb TPadUK TOSIbKO B C/y4yae
aBapuun Ha BTOPOM MHTepdeiice.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelica Ethernet, unmepdpelica epynnel nopmos

Bug, 3anpoca KOMaHAHOW CTPOKKU B pexkume KoHduUrypuposaHus uHTepderica Ethernet, nHrepoelica
rpynnbl NOPTOB:

console (config-if)#

Tabnnua 151 — KomaHab! pexkuma KoHpurypmposaHua nHtepdeiica Ethernet, rpynnbl noptos

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymMmoa4aHuro
flex-link backup { Bkntouaert flex-link Ha uHTepdelice n HazHavaeT BbIbpaHHOMY
tengigabitethernet te_port nMHTepodeiicy ponb backup-uHtepdeiica B flex-link nape.
| gigabitethernet gi_port | te_port: (1..8/0/1..4);
port-channel port_channel} gi_port: (1..8/0/1..24);
no flex-link backup { port_channel (1..48)/— | Buikntouaert flex-link Ha uHTepdeiice n yaanaeT sbibpaHHbIi
tengigabitethernet te_port nHTepodeiic us flex-link napeol.
| gigabitethernet gi_port |
port-channel port_channel}
flex-link preemption mode 3apaeT gelicTeue Npu NOAHATUM UHTepdelica, y4acTBYOLWENO BO
[forced | bandwidth| off] flex-link:
- forced — ecnun nogHaBWMICA MHTepdENC HAaCcTPOEH KaK master, To
OH CTaHEeT aKTUBHbIM UHTepdeicom;
—Joff - bandwidth — npu nogHATUU MHTepdelica aKTUBHbIM CTaHET
nHTepderic c bonbluein NPoNycKHOW cNocobHOCTbLIO;
- off — nogHABLMICA MHTepdeic ocTaHeTcA B 3a6/10KMPOBAHHOM
COCTOAHUM.
no flex-link preemption Bo3Bpalaer 3HayeHne No ymoa4aHuIo.
mode
flex-link preemption delay 3apaeT Bpema OT nepexoa OTK/IOYEHHOr0 NopTa B COCTOAHME
delay «up», Mo NPOLLECTBMM KOTOPOTO BbIMOHAETCA AeNCTBUE,
delay: (1..300)/35 ycTaHosneHHoe komaHao flex-link preemption mode.
- delay — nepuog, BpemeHu, B ceKyHAaX.
no flex-link preemption Bo3BpalyaeT 3HauYeHWe No YMOYAHUIO.
delay

KomaHOwbl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:
console#

Tabnnuya 152 — KomaHapl pexxknma EXEC

3HayeHue/3HayeHue
no yMmon4aHuwo

KomaHda Aeiicmeue

show interfaces flex-link
[detailed] { tengiga-
bitethernet te_port | gi-
gabitethernet gi_port |
port-channel port-chan-
nel}

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24); Moka3sbiBaeT KoHdUrypaumio dyHKumm flex-link.
port_channel: (1..48)

170 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx



DHELTEX

5.17.11 Hacmpoiika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKumMA Layer 2 Protocol Tunneling (L2PT) no3BonseT nponyckaTb Ciy*KebHble NakeTbl Pa3/InyHbIX L2-
npoTtokonos (PDU) yepes ceTb NpoBaigepa, YTo NO3BONAET «MPO3PAYHO» CBA3ATb KIMEHTCKUE CETMEHTbI CETU.

L2PT wuHKancynmpyet PDU Ha rpaHMYHOM KOMMyTaTope, nepefdaeTr UX Ha ApYyroh rpaHUYHbIN
KOMMYTaTOp, KOTOPbIN 0XMAAET CNeLManbHble MHKANCyIMPOBaHHbIe Kafpbl, a 3aTeM AeKaNCcyAUpyeT UX, YTo
No3B0/IAET NO/b30BaTENSAM NepesaBaTb MHGOPMALMIO 2-T0 YPOBHA Yepes ceTb NpoBaiaepa.

KommyTaTtopbl cepum MES3000 npeaocTaBaatoT BO3SMOXKHOCTb MHKAMNCY/IMPOBATb CyKebHble NaKeTbl
npotokonos STP, LACP, LLDP, IS-IS.

[pumep

Ecan Bkntountb L2PT ana npotokona STP, To kommyTtaTopbl A, B, C u D byayT o6beauHeHbl B OAHO
CBA3ylOLLEe AepeBO, HECMOTPA HA TO, YTO KOMMYTATOP A HE coeanHeH HanpAMYI ¢ KommyTaTopamu B, Cu D
(PucyHok 52 — lNpumep pabomel pyHKyuu L2PT). UHdopmauusa 06 M3MeHEHUN TONONOTUU CETU MOXKET BbiTb
nepefaHa CKBO3b CeTb NpoBanaepa.

Cetb
npoBangepa

[ [eoo] | Switch 2

PucyHok 52 — Mpumep pabotbl pyHKLMM L2PT
Anroputm paboTbl PyHKLMOHANA Creayowmin:
MHKancynauma:
1. Bce L2 PDU nepexsaTtbiBatoTca Ha CPU;
2. Nopacuctema L2PT onpegensaet L2-npoToKoa, KOTOPOMY COOTBETCTBYET NpuHATbI PDU, n npose-

pAeT, BK/AOYEHA /1M Ha NOPTY, C KOTOPOro NPUHAT 3ToT PDU, HacTpoiika I2protocol-tunnel ana pax-
Horo L2-npoToKkona.
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Ecnv HacTpoiiKa BK/OYEHa, TO:

— B0 Bce nopTbl VLAN, Ha KOTOpPbIX BK/IKOYEHO TYHHEIMpPOBaHMKe, oTnpasasetca PDU-dpelim;
VLAN, Ha KOTOpbIX BbIKAOYEHO TYHHENMpPOBaAHME, OTNpaBAAeTCA

— BO BCE MNOPTbI

WHKancyanpoBaHHbit  PDU-dpeiim
N3MEHEHHbIM Ha TYHHE/IbHbIN).

Ecau HaCTPOI\/‘IKa BbIK/1lOYEHQA, TO

(ucxogHbI - dpelim ¢ Destination MAC-agpecom,

— PDU-¢peinm nepepaetca B 06paboTunK COOTBETCTBYIOLLErO NPOTOKONA.

Jdekancynauma:

1. PeanusoBaH nepexsat Ha CPU Ethernet-kagpos c MAC-aapecom HasHa4eHus, 3a4aHHbIM NPU Mo-
MoLM KomaHAabl 12protocol-tunnel address Xx-Xx-xx-xx-xx-xx. [lepexsat BK/AOYAETCA TONbKO TOrA4a,
Korga xoTa 6bl Ha 04HOM MOPTY BKAOYEHA HacTpoWKa I2protocol-tunnel (He3aBucMMmo oT npoTo-

Kona).

2. [lpu nepexsaTte naketa ¢ MAC-afpecom HasHaYeHUA XX-XX-XX-XX-XX-XX, OH CHayana nonajgaet B
noacuctemy L2PT, KoTopas onpegenaeT L2-npoTokon ana aaHHoro PDU no ero 3aronosky, 1 Npo-
BEpPAET, BK/IOYEHa /M Ha MOPTY, C KOTOPOro MPUHAT WMHKaNcyanposaHHbIM PDU, HacTpolika
[2protocol-tunnel ana gaHHoro L2-npoTokona.

Ecnn HaCTpOVIKa BK/1lO4Y€Ha, TO!

—  MOPT, C KOTOPOro 6bia NOyYeH MHKANCYMPOBaHHbIA PDU-ppeitm, 6roKkupyeTcs ¢ NpuumMHOn

[2pt-guard.
Ecnn HacTpoiika BbIKAOYEHa:

— BO BCeé MNOpTb

— BO BCeé MOPTbI

MHKancysanposaH

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

I VLAN, Ha KOTOpbIX BKAOYEHO TYHHeAMpOBaHWe, OTnpaBaAeTcA
AeKancynmpoBaHHbIi PDU-bpeinm;
VLAN, Ha KOTOpbIX BbIKJAOYEHO TYHHeAMpOBaHWe, OTnpaBaAeTcA

Hbin PDU-¢dpenm.

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxunma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnnua 153 — KomaHgb! pexkruma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

12protocol-tunnel address
{mac_address}

no I2protocol-tunnel ad-
dress

mac_address:
(01:00:ee:ee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

3asatb MAC-agpec HazHaueHua ana TyHHeaMpyemblx Gbpeinmos.

YCTaHOBUTb 3HaYeHMe MO YMOHYAHWIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

V' Ha rpaHuyHOm uHTepdeice aomkKeH 6biTb OTKAOYEH npoTtokon STP (spanning-tree
disable).

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHpurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol
NnopToB:

console (config-if) #

Tabnmua 154 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

3Ha4yeHue/3HayeHue
no ymon4aHuro
12protocol-tunnel {stp | BK/loYeHME pexkrnma MHKancynaummn naketos STP BPDU.
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vtp |
pagp}
no I2protocol-tunnel {stp | —/Bbikniodero BblkntoyeHMe pexmma MHKancynaunm naketos STP BPDU.
lacp | lidp| isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp}
12protocol-tunnel cos cos

KomaHoa Aelicmeue

3agaTtb 3HayeHue CoS gns 3anakoBaHHbIx PDU-dpelimos.

no I2protocol-tunnel cos cos: (0.7)/5 YctaHoBKa CoS B 3HaYeHMe No YyMOAYaHUIO.

12protocol-tunnel drop- HacTpolika noporosoro 3HaueHus cKopocTu Bxoaswmx PDU-

threshold {stp | lacp | lidp dperimoB (B MakeTax B CEKYHAY), NOMYYEHHbIX U NOAEKaLLMX

| isis-11 | isis-12 | pvst | cdp WHKancyaaumn. Mpu npesbiweHnn nopora PDU oTbpacbiBatoTcs.
dtp | vt

;Iaags}lthrzsLold threshold:

no I2protocol-tunnel drop- (1..4096)/BeiKnI0qeHO OTK/IIO4AET PEXKMM KOHTPONA CKOPOCTM BXoAALLmMx PDU-

threshold {stp | lacp | lidp dperimos.

| isis-I1 | isis-12 | pvst | cdp

| dtp | vtp | pagp}

12protocol-tunnel HacTpolika noporoBoro 3Ha4yeHuns ckopocTu Bxoaawmx PDU-

shutdown-threshold {stp | dperimoB (B MakeTax B CEKYHAY), NOAYYEHHbIX U NoAeKalmx

lacp | lidp | isis-11 | isis-12 WHKancynaumun. NMpu npesbiweHUn nopora nopt byaet

| pvst | cdp | dtp | vtp | nepesegeH B coctosaHue Errdisable (oTkatoueHr).

pagp} threshold threshold:

no I2protocol-tunnel (1..4096)/BbIKkNIO4EHO OTKAIOYaET peKMM KOHTPONA CKOPOCTM Bxoaalmx PDU-

shutdown-threshold {stp | dperimos.

lacp | lidp | isis-I1 | isis-12
| pust | cdp | dtp | vip |
pagp}

KomaHOb1 pexcuma privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 155 — KomaHgb! pexkuma privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymMoa4YaHuro
show I2protocol-tunnel gi_port: (1..8/0/1..48); OTobparkaeT uHbopmaumio L2PT ana ykasaHHoro nHtepdeiica
[gigabitethernet gi_port | te_port: (1..8/0/1..24); AW ANa Bcex HTepdeicos, Ha KOTOPbIX BKAtoYeH L2PT, ecau
tengigabitethernet te_port fo_port: (1..8/0/1..4); MHTepdENC He yKasaH.
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| fortygigabitethernet group: ( 1..48).
fo_port| port-channel
group]

clear I2protocol-tunnel OuncTka cTatucTnkm L2PT gna ykazaHHOro nHtepdeica nam ana

statistics [gigabitethernet gi__port: (1..8/0/1..48); BCeX MHTepdeincos, Ha KOTOpbIX BKAtOYeH L2PT, ecau

ftle_nl;(i)grsllitethernet te_port te_port: (1..8/0/1..24); Tepbeic e st
. - fo_port:(1..8/0/1..4);

| fortygigabitethernet

fo_port | port-channel group: (1..48)

group]

[pumepbl 8bINOAHEHUS KOMAHO

= YcTaHOBUTb TyHHenbHbIM MAC-agpec B 3HayeHMe 01:00:0c:cd:cd:d0, BkntoumTb otnpasky SNMP traps
oT Tpurrepa I2protocol-tunnel (tpurrepa Ha cpabatbiBaHue drop-threshold u shutdown-threshold).

console (config) # l2protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) # snmp-server enable traps l2protocol-tunnel

= BK/KOUYUTb pPeXUM TyHHenmnposaHusa STP Ha uHTepdeice, ycTaHOBUTb 3Ha4eHMe CoS-nakeTos BPDU
paBHbIM 4, BKNOUUTb KOHTPOJIb CKOPOCTU BXOAALLUX NakeTos BPDU.

console (config) # interface gigabitEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlan 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

~— e ——

console# show l1l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

gil/0/1 4 stp 100 40 650 0 450

Mpumepsbl coobLeHnn o cpabaTbiBaHMM TpUrTepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
gil/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface gil/0/1

5.18 Voice VLAN

Voice VLAN wucnonb3yetca ana BblaeneHua VolP-obopyaosBaHua B otaenbHyio VLAN. Ana VolP-
dpelimoB MoryT 6bITb HazHavyeHbl QOS-aTpubyTbl AN NpuopuTU3aunKn Tpaduka. Knaccudukaumusa dpeimos,
oTHocawwmxca K ¢pperimam VolP-obopyaosaHusa, 6asmnpyetca Ha OUI (Organizationally Unique Identifier —
nepsble 24 6uta MAC-agpeca) otnpasuTens. HasHaueHune Voice VLAN ans nopTa NpoMcXoauT aBTOMaTUUYECKH,
Koraa Ha nopT noctynaet ¢perim ¢ OUl m3 Tabamupl Voice VLAN. Koraa nopt onpegenserca, Kak
npuHagnexkawmin Voice VLAN — pgaHHbIn nopT gobasnserca Bo VLAN Kak tagged.
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Voice VLAN npymeHuMm ans cnenytowmx CXem:

— VolP-06opypoBaHMe HacTpauBaeTcA, 4YToObl paccblnaTb TerMpoBaHHble nakeTtbl, ¢ ID Voice
VLAN, HacTpoOeHHbIM Ha KOMMYyTaTope.

— VolP-o6opynosaHue paccbinaet HeTermpoBaHHble DHCP-3anpockl. B otBeTe ot DHCP-cepBepa
npucytcteyetr onuua 132 (VLAN ID), ¢ nomouiblo KOTOPOW YCTPOWCTBO aBTOMATUYECKM
Ha3HayvaeT cebe VLAN ana mapKkmMpoBKu Tpaduka (Voice VLAN).

Cnncok OUl nponssoauteneit VolP-060pyaoBaHUA, AOMUHUPYIOLWNX HA PbIHKE.

Ooul dupma-npounssoaun-
Tenb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

v/

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Voice VLAN moxKeT 6biTb aKTUBMPOBAH Ha NopTax, paboTtatowmx B pexxume trunk n general.

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 156 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

HAelicmeue

voice vlan aging-timeout
timeout

timeout: (1..43200)/1440

no voice vlan ag-
ing-timeout

YcTaHaBAMBaeT TalmayT 41a NopTa, NPUHAANENKALLEro K voice-
vlan. Ecnm ¢ nopTa B Te4eHWe 3a,aHHOTo BpeMeHU He 6b110
¢dpetmos ¢ OUI VolP-obopyaosaHus, To voice vlan yaansertcs c
[AaHHOro nopra.

BoccTaHaBnvBaeT 3HayeHue no YMONYaHUIO.

voice vlan cos cos [remark]

cos: (0-7)/6

no voice vlan cos

YcraHasnusaeT CoS, KOTOPbIM MapKUpyHOTCa Gpermbl,
npuHaanexawme Voice VLAN.

- remark — BKNtOYaeT NnepemMapKMpPOBKY TPAH3UTHOrO TpaduKa B
Voice VLAN.

BocctaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

voice vlan id vian_id

no voice vlan id

vlan_id: (1..4094)

YctaHasausaet ugeHtneoumkatop VLAN ana Voice VLAN

Ypansaet ugentuourkatop VLAN gns Voice VLAN
Ana ypaneHua npaentmoukatopa VLAN Tpebyetca
npeaBapuUTeNibHO OTKAOUUTL GYHKUMIO voice vian
Ha BCeX noprax.

voice vlan oui-table {add
oui | remove oui} [word]

word: (1..32) cumBosioB

no voice vlan oui-table

Mo3BonseT peaakTMposaTb Tabaumuyy OUI.
- oui — nepsble 3 6anTa MAC-agpeca;
- word — onucaHue oui.

Yaansaert Bce Nonb3oBaTeibckue nameHenna OUI-Tabanupl.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Buza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeica rpynnol
NnopToB:

console (config-if) #

Tabnunua 157 — KomaHgb! pexkuma KoHdpurypaumm nntepdeliica Ethernet

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
no ymon4aHuro
voice vlan enable Bkntoyaet Voice VLAN gna nopra.
- —/OTKAO4EHO -
no voice vlan enable Otkntoyaet Voice VLAN ana nopTa.
voice vlan cos mode {src | BKntoyaeT MmapKMpoBKy TpadurKa ana scex ¢ppeimos, mbo
all} —/src TONbKO A1 UCTOYHMKA.
no voice vlan cos mode BoccTtaHaBnvBaeT 3HaYeHMe No YMOAYAHUIO.

5.19 I'pynnosas agpecauums

5.19.1 ®yHKYus nocpedHuka npomokona IGMP (IGMP Snooping)

®dyHKuMA IGMP Snooping mMcnonb3yeTcs B CETAX MPYNnoBoM paccblikn. OcHoBHOW 3agaden IGMP
Snooping ABAAeTCA NpeaocTaBIeHNne MHOTOAAPECHOTO TPaduKa TONBKO A1f TEX MOPTOB, KOTOPbIE 3aNpPOoCUan
ero.

V‘ IGMP Snooping moXeT UCno/1b30BaTbCA TOJIbKO B cTaTuyeckou rpynne VLAN. Noaaepu-
BaloTCcA Bepcun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

’ ‘ Yrobbl IGMP Snooping 6bin akTMBHbIM, PyHKLUMA rpynnoBoi ¢unbTpaumm “bridge mul-

rad ticast filtering” ponykHa 6bITb BKAOUEHa (cm. pasgen 5.19.2 MpaBuna rpynnoBoit agpeca-

uum (multicast addressing)).

PacnosHaBaHMe NOPTOB, K KOTOPbIM NOAKAOHYEHbI MHOFOaApeCcHble MapLLIPYTU3aTOPbl, OCHOBAHO Ha
cneayoLmx cobbITuaXx:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— nakeTbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NOpTYy;

— MaKeTbl NPOTOKO/MAa MHOroaapecHon mapwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npuHATbI Ha NopTy;

— nakeTbl npoTokosa Multicast Open Shortest Path First (MOSPF) npuHaTbI Ha NopTY.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoM KoHGUrypaumm:

console (config) #

Tabnnua 158 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
no ymoa4YaHuro
ip igmp snooping Mo ymonuyanuio GyHKUMSA PaspewaeT ncnonbsosaHune PpyHKLMM IGMP Snooping
BbIKNOYEHa KOMMYTaTOpOM.
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no ip igmp snooping

3anpeuaet ncnonb3osaHue ¢yHKUMnM IGMP Snooping
KOMMYTaTOpPOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vian
vlan_id

vlan_id: (1..4094)
Mo ymonyaHuto GbyHKUmA
BbIK/tOYEHA

PaspewaeT ncnonbsosaHue dpyHKLMM IGMP Snooping
KOMMYTaTOpOM A/1a AaHHoro nHtepdeica VLAN.
- vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

3anpeuaeT ncnonb3oBaHue ¢yHKUMM IGMP Snooping
KOMMYTaTOpOM A/1a AaHHoro nHtepdeica VLAN.

ip igmp snooping vlan vian_id
group-specific-query suppress

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)

Bkntoyaet nepeHanpasaeHue scex naketos IGMP Group
Specific Query B nopTbl, NPUBA3aHHbIE K FPynne, COrfacHo
Tabauue ip igmp snooping groups.

OTKAtoyaeT nepeHanpasneHue naketoB IGMP GroupSpecific
Query B NOpTbl, NPMBA3aHHbIE K rpynne, cornacHo Tabaunue
ip igmp snooping groups.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Pernctpupyert rpynnosoti IP-agpec B Tabnauue rpynnosom
aApecaumn u ctatuyeckn gobasnaeT HTeppeincobl s
rpynnbl ana Tekywen VLAN.

- vlan_id — naeHTMdUKaumoHHbIM Homep VLAN;

- ip_multicast_address — rpynnosoi IP-agpec.
MNepeuncneHne nHTepdelicoB OCYLLECTBAAETCS YEPes K-» U
«”.

Ypanset rpynnosow IP-agpec 13 Tabanupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymon4yaHuio
paspeleHo

PaspewaeT ana aaHHol rpynnbl VLAN aBTOMaTuyeckoe
pacno3sHaBaHWe NOPTOB, K KOTOPbIM MOAK/OYEHbI
MHOroaZpecHble MapLIpyTU3aTopsbl.

- vlan_id — npeHTMdunKaumoHHbIn Homep VLAN.

3anpewaeT ana gaHHou rpynnbl VLAN aBToMaTuyeckoe
pacnosHaBaHWe NOPTOB, K KOTOPbIM MNOAKAOYEHDI
MHOroaZipecHble MapLIpyTU3aTopbl.

ip igmp snooping vlan vian_id
mrouter interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | fortygi-
gabitethernet fo_port | port-
channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {gi-
gabitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

OnpeaenaeT NOPT, K KOTOPOMY NOAK/IOYEH MapLUPYTM3aTOP
MHOr0aZpecHOM paccbiiku gna 3agaHHoi VLAN.
- vlan_id — npeHTMounKaumoHHbIn Homep VLAN.

YKasbIBaeT, 4TO K NOPTY He NOAKA0YEH MapLIPyTM3aTop
MHOrOaZApPecHO PaccbiNKu.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter in-
terface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

YcTaHaBAMBAET 3anNpeT Ha onpeaeneHre nopTa (cTaTuuecky,
AVHAMMYECKM) KaK NopTa, K KOTOPOMY MOAK/OYEH
MapLIpyTU3aTOP MHOrOAAPECHOW PACChIKU.

-vlan_id — naeHTMounKaumoHHbIn Homep VLAN.

CHMMaeT 3anpeT Ha onpegesneHue NopTa Kak nopTa, K
KOTOPOMY NOAK/IIOYEH MapLLPYTU3aTOP MHOTOaApecHoM
PaccbInKu.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan
vlan_id querier

vlan_id: (1..4094);
—/Bblgaya 3anpocos
OTK/IloYeHa

BkatoyaeT noaaepiKKy Bblgaum 3anpocos igmp-query
KOMMYTaToOpoM B AaHHoM VLAN.

OTKAtoYaeT noAAepP Ky BblAaun 3anpocos igmp-query
KOMMYTaTOpoMm B aaHHoM VLAN.
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ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vian
vlan_id replace source-ip

vlan_id: (1..4094)

BkntouaeT 3ameHy IP-agpeca MCTOUHMKA HA YKa3aHHbIN IP-
appec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
- vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

OTkntovaet 3ameHy IP-agpeca uctouHumka B naketax IGMP
report B 3agaHHol VLAN.

ip igmp snooping vlan vian_id
querier version {2 | 3}

no ip igmp snooping vlan
vlan_id querier version

—/IGMPv3

YcraHaBauBaet Bepcuto IGMP-npoTokona, Ha OCHOBaHUU
KoTopow 6yayT dopmuposaTbea IGMP-query 3anpochi.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

OnpeaenseT ucxoaHbii IP-agpec, KoTopbiit bygeT
mcnonb3oBaTbea IGMP querier-om. Querier — ycTpomncTso,
KoTopoe otnpasnseT IGMP-3anpocsl.

YcTaHaBAMBaeT 3Ha4YeHWe No ymonyaHuio. Mo ymonyaHmio
ecnu IP-agpec HactpoeH ana VLAN, oH ncnonb3yeTtca B
KauyecTBe agpeca uctouHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
immediate-leave [host-based]
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vian
vlan_id immediate-leave [host-
based] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]

vlan_id: (1..4094);
—/BbIKNOYEHO
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

Bkatountb npouecc IGMP Snooping Immediate-Leave Ha
Tekyuer VLAN. O3HavaerT, 4To NopT A0JIXKeH bbITb
HemeaieHHO yaaneH us rpynnsl IGMP nocne nonyyeHus
coobuweHua IGMP leave.

- host-based — mexaHun3m fast-leave cpabaTbiBaeT TONbKO B
TOM Cny4ae, Korga Bce Nosib30BaTeNu, NOAKAOYEHHbIE K
AaHHOMY MOPTY OTMMCANCL OT FPYNMbl (CYETUMK
nonb3oBaTenel BeaeTcs Ha ocHoBaHuu Source MAC-
appecos B 3aronosKax IGMP-report’oB);

- interface — npu Ucnoab30BaHWM JAHHOTO NapameTpa
mexaHu3m fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX
nHTepdeiicax (npu ycnosuu, yto npouecc IGMP Snooping
Immediate-Leave He BK/AOYEH rN06anbHO Ha TEKyLLEN
VLAN).

OtkntounTb Npouecc IGMP Snooping Immediate-Leave Ha
Terywer VLAN nnm ykasaHHom dusnyeckom nHtepdeiice.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BkntounTb dyHKLMIO proxy report B onpeseneHHom VLAN.
Mpw BKAOYEHUM 3TOW GYHKLMM KOMMYTATOP Ha
npuwegwmne IGMP query byaeTt oTseyaTb OT CBOEro MMEHM.
KnuneHtckue IGMP report npu aTom oTbpacbiBatoTca.

- version — yctaHasauBaeT Bepcuio IGMP gna otnpaBku
nakeTos. [10 ymonyaHuio Bepcua onpeaenserca no
npuweawemy Ha KommyTtaTtop nakety IGMP query.

BbikntounTb Proxy report B onpegeneHHom VLAN.

ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

no ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

BkatoueHMe mannuHra HeTermposaHHbIX IGMP 3anpocos
ana QinQ nHTepdeiicos Ha yKasaHHbIM vlan_id.
interface — MannUHI BK/OYAETCS TONIbKO HA YKa3aHHbIX
MHTepdeicax.

BbikntoyeHWe mannuHra HeternposaHHbix IGMP 3anpocos
ANA YKazaHHbIX QinQ uHTepdencos.

interface — mannuHr BbIKNIOYAETCA TO/ILKO Ha YKa3aHHbIX
MHTepdeicax.
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ip igmp snooping map cpe vlan
cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

cvlan_id: (1..4094);
vlan_id: (1..4094);
gi_port: (1..8/0/1..48);

no ip igmp snooping map cpe
vlan cvian_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BKAtoYeHWe mannuHra TermpoBaHHbIx cvlan-id IGMP
3anpocoB gna QinQ nHTepdelicoB Ha yKasaHHbIW vlan_id.
interface — mannuHT BKAOYAETCA TOIbKO HA YKa3aHHbIX
MHTepdemcax.

BbIkntoueHME MannuHra TerMpoBaHHbIxX cvlan-id IGMP
3anpocoB Aa yKasaHHbIX QinQ nHTepdeicos.

interface — MannWHT BbIKNIOYAETCA TO/ILKO HA YKa3aHHbIX
MHTepdeiicax.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Bug, 3anpoca KOMaHAHOW CTPOKU pexnma KoHpurypaumm VLAN:
console (config-if) #

Tabnunua 159 — KomaHabl pexkuma KoHdpurypaumm nHtepoerica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaET 3HaYeHMe ycTonumnsoctm gns IGMP.
Ecnv Ha KaHane HabntogaeTca NoTeps AaHHbIX, 3HaYeHue
YCTOMYMBOCTM A0/KHO ObITb YBENNYEHO.

YcTaHaBAMBaeT 3HaYeHUe No YMONAYAHUIO.

ip igmp version {2 / 3}

no ip igmp version

—/IGMPv3

YcraHasnusaet sepcuio IGMP-npoTokona.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

ip igmp query-interval sec-
onds

no ip igmp query-interval

seconds: (30..18000)/125
c

YcTtaHaBAuBaet Tal\/'IMayT, Nno KOTOpOMY CUCTEMA OTMpPaBaAeT
OCHOBHbl€ 3anNpPOoCbl BCeM y4aCTHUKaM rpynnbl MHOFOaApECHOﬁ
nepenavyn gna NpoBepKkn UX akKTUBHOCTU.

YcTaHaBAMBaeT 3HAYEHWe no YMONYaHULO.

ip igmp query-max-re-
sponse-time seconds

no ip igmp query-max-re-
sponse-time

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MaKCMManbHoe Bpems oTBeTa Ha 3anpoc.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

ip igmp last-mem-
ber-query-count count

no ip igmp last-mem-
ber-query-count

count: (1..7)/3HaueHune
nepemeHHol robustness

YcTaHaBAMBaET KOJIMYECTBO 3anpocos., Nocne pacCblkn
KOTOPbIX, KOMMYTATOp onpeaendaeT, YTO Ha AaHHOM NOPTY HeT
Kenawnuwnx y4actsosaTb B MHOFOBADECHOﬁ paccblnKe.

YcTaHaBAMBaeT 3HAYEHKWe no YMOANYaHULO.

ip igmp last-mem-
ber-query-interval millisec-
onds

no ip igmp last-mem-
ber-query-interval

milliseconds:
(100..25500)/1000 mc

YcTtaHaBAuBaeTt WMHTEepBan 3anpoca AnAa nocneaHero y4aCtHUKa.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

BunAa 3anpoca KoMaHAHOWM CTPOKM pexxnma KoHdurypaumm nHtepdeica:

console (config-if) #
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Tabnunua 160 — KomaHabl pexkuma KoHpurypaumnm nHtepdelrica Ethernet

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasaeHune IGMP-3anpocos ¢ KAMEHTCKUX
Vlan B Multicast Vlan u mynbTukactoBoro TpadumKka B KIMEHTCKUE
Vlan ana nHtepdeiica B pexxmme «access».

BbikntovaeT nepeHanpassieHmne IGMP-3anpocoB € KAMEHTCKMX
Vlan B Multicast Vlan u mynbTuKkactoBoro TpadumKa B KIMEHTCKME
Vlan ana nHtepdeiica B pexxmme «access».

switchport trunk mul-
ticast-tv vlan vian_id
[tagged]

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntouaeT nepeHanpasaeHune IGMP-3anpocos ¢ KAMEHTCKUX
Vlan B Multicast Vlan u mynbTuKactoBoro TpadumKka B KIMEHTCKME
Vlan ana uHtepdeiica B pexkume «trunk».

BbikntovaeT nepeHanpassieHmne IGMP-3anpocoB € KAMEHTCKMX
Vlan B Multicast Vlan u mynbTuKactoBoro TpadumKka B KIMEHTCKME
Vlan ana uHtepdeiica B pexkume «trunk».

KomaHObl pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TOAbKO ANS MPUBUAETMPOBAHHOIO MOb30BaTENA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 161 — KomaHgb! pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MNokasbiBaeT MHOpMaLMo 06 N3yYeHHbIX MHOTOaAPEeCHbIX
MapLUpyTU3aTopax B yKasaHHo rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MokasbiBaeT nHdopmaumto IGMP-snooping ans AaHHOro
nHTepdeiica.

show ip igmp snooping
groups [vlan vian_id]
[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

MoKasbiBaeT MHPOPMaLMIo 06 N3yHeHHbIX MHOrOa4PeCcHbIX
rpynnax, y4acTyoLMX B rPYNMNoBOM paccbiiKe.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MNokasbiBaeT Tabanuy cootseTcTBuii mexay VLAN
060py0BaHMA, YCTAHOBIEHHOIO y Nosb3osatens, u VLAN gns
TeneBeLLaHuA.

show ip igmp snooping
authorization-cache
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

BbiBOAMT NepeyveHb aBTopu3oBaHHbIX IGMP-rpynn Ha Bcex
HTepdericax KommyTaTopa, MMHB0 TONbKO Ha 3aA4aHHOM
MHTepodeiice.

clear ip igmp snooping
authorization-cache
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OuuiaeT TabanLy aBTopM30BaHHbIX IGMP-rpynn Ha Bcex
nHTepdericax KommyTaTopa, MMbO TONbKO Ha 3alaHHOM
MHTepodeiice.
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[Mpumepbl 8bINOAHEHUA KOMAHO

Bkntountb dyHKLMIO IGMP snooping Ha kKommyTaTtope. na VLAN 6 paspelsnTb aBTOMATUYECKOE pacro-
3HaBaHWEe NOPTOB, K KOTOPbIM MOAKAOYEHbI MHOroapecHble MapLUpyTM3aTOpbl. YCTAaHOBUTbL WMHTEpBan
mexay IGMP-3anpocamu — 100 cek. YBeAMUYNTb 3HAYEHWNE YCTOMUMBOCTU A0 4. YCTaHOBUTb MaKCMManbHoe
Bpema oTeeTa Ha 3anpoc — 15 cek.

console# configure

console (config)# ip igmp snooping
console (config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

console (config-if)# ip igmp robustness 4

(
(
(
console (config-if)# ip igmp snooping query-interval 100
(
console (config-if)# ip igmp query-max-response-time 15

5.19.2 Mpasuna epynnosoli adpecayuu (multicast addressing)

[aHHbIA Knacc KOMaHA, npeaHasHayeH AAA 33a4aHuA npaBua FPynnoBoi agpecaunm B CETU Ha
KaHa/bHOM U ceTeBOM ypoBHAX mogenmn OSI.

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxnme KoHpurypaumm nHtepoerica VLAN:

console (config-if) #

Tabanua 162 — KomaHgbl pexxuma KoHdpurypaunm nHtepoeiica VLAN

Komanda 3HaveHue/3HaveHue Onucanue
o ymMoa4aHuro
bridge multicast mode 3a4aeT pemMm rpynnoson nepefaymn AaHHbIX.
{mac-group | ipv4-group | - mac-group — MHoroagpecHasa nepegaya, ocHoBaHHaa Ha VLAN
ipv4-src-group} n MAC-agpecax;
— /mac-group - ipv4-group — mMHoroagpecHan nepegaya c TMnom puabTpauum,

0oCcHoBaHHbIM Ha VLAN u agpece npuemHuka B dopmate IPv4;

- ip-src-group — MHoroazpecHas nepegaya ¢ TMnom GpuabTpaLmu,

OCHOBaHHbIM Ha VLAN u agpece otnpasutens 8 dopmare I1Pv4.
no bridge multicast mode YCcTaHaBAMBAET 3HAYEHME N0 YMONYAHUIO.
bridge multicast address [obasnsaet rpynnosoit MAC-aapec B Tabauvuy rpynnosom
{mac_multicast_address | agpecaumm n cTaTM4ecku fobasaseT uam yaanaeT uHTepoencol ns
ib_multicast_address} [{add rpynnbi.
| remove} {gigabitethernet - mac_multicast_address — rpynnosoi MAC-agpec;
gi_p?rt |. gi_port: (1..8/0/1..48); - ip_multicast_address — |P-agpec MHOroaapecHol paccbinky;
tengigabitethernet te_port te_port: (1..8/0/1.24); - add — pobaBnsaer cTtaTUYeckyr NOANUCKY K rpynnosomy MAC-
| fortygigabitethernet f— t (1" 8/0/1“ 4).’ agpecy avanasoHa Ethernet-nopTos uau rpynn nopTos.
fo_port | port-channel o_port: o - remove — yAanserT CTaTMYecKyto NoAnNucky K rpynnosomy MAC-
group}] group: (1..48) anpecy

MepeuncneHne NHTepHEeNCcoB OCyLLECTBAACTCA YEpes «-» U «,»
no bridge multicast address Ypansaet rpynnosoit MAC-agpec ns Tabanupi.
{mac_multicast_address |
ib_multicast_address }
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bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast forbid-
den address {mac_mul-
ticast_address | ip_mul-
ticast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeLLaeT NoAKNOYEHNE HAaCTPanBaemoro nopTa/nopTos K
rpynnosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — IP-aapec MHOroapecHoOM paccbiikuy;
- add — no6asneHve NopTa/NOPTOB B CMMCOK 3aNPELLEHHBIX;

- remove — yjaneHue nopTa/NopToB U3 CNKNCKA 3anpeLLeHHbIX.
MepeuncneHve nHTepdeicoB OCYLLECTBAAETCA YEPES «-» U «,»

Ypaanaet 3anpeuwatowee npasuao gna rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyanuio
nepeaava Bcex
MHOroaapecHbIX
MaKeToB 3anpeLLeHa.

PaspeluaeT nepesayy BCEX MHOrOaApPeCHbIX MAKETOB Ha NopTy.
- add — pob6asnsaer noptbl/06beANHEHHDBIE NOPTbI B CMUCOK
NopTOB, A/1A KOTOPbIX paspelleHa nepeaaya BCex rpynmnosbIx
NnaKeTos;

- remove — yb6upaeT rpynny nopTos/o6beanHeHHbIX NOPTOB K3
paspeluatowero npasumna.

MepeuncneHve MHTEPdENCOB OCYLLLECTBAAETCA YEPES «-» U «,».

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi _port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

Mo ymonuyanutio
nopTam He 3anpeLLeHo
ONHaMUYecKn
npUcoegnHATLCA K
MHOroaZpecHom
rpynne.

3anpewaet NopTy ANHaMUYeckn A06aBNATLCA K MHOTOaApeCHOM
rpynne.

- add — nob6asnsaet noptbl/06beANHEHHbIE MOPTbI B CMUCOK
NnopToB, A1A KOTOPbIX 3anpeLLeHa nepegaya BCex rpynmnosbix
NnaKeTos;

- remove — yb6upaeT rpynny nopTos/o6beanHeHHbIX NOPTOB K3
3anpelLLatoLLero npasuia.

MepeuncneHme NHTePdENCOB OCYLLECTBSETCS YEPES K-» U «,».

BocctaHaBanBaeT 3Ha4YeHMeE NO YMOYAHUIO.

bridge multicast ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ip-
address
ib_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Peructpupyer IP-agpec B Tabauue rpynnosoi agpecauum u
cTaTuyeckun gobasnaet/yaanser uHTepdeiicsl U3 rpynnbl.

- ip_multicast_address — rpynnoso# IP-agpec;

-add — pobasnaeT nopTbl K rpynne;

- remove — yaanseT NopTbl U3 rpynnbl;

Mepeuncnerne nHTepdENCOB OCYLLECTBAAETCA Yepes «-» U «,».

Ypanaet rpynnosoi IP-agpec 13 Tabanupl.

bridge multicast forbidden
ip-address
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeLLaeT NopTy AMHaMUYECKU A06aBAATLCA K MHOrOapecHom

rpynne.

- ip_multicast_address — rpynnoso# IP-agpec;

- add — no6asneHve NopTa/NOPTOB K CINCKY 3aNpPeLLeHHbIX;

- remove — yjaneHue nopTa/NopToB U3 CINCKA 3anpeLLeHHbIX.

Mepeuncnerune nHTepdENCcoB OCYLLECTBAAETCA YEpes «-» U «,»
V Mpexae yem onpegennTb 3anpelleHHble MOPThbI,

rpynnbl MHOrOaAPEeCHOW PacCbiNIKU AOMKHbI 6bITb 3a-
perucTpupoBaHbl.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.
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bridge multicast source
ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHaBAMBaeT cooTBeTCTBUE MexKay IP-agpecom nosb3oBatens u
rpynnoBsbiM afpecom B Tabauue rpynnoBsor agpecauuu, 1
cTaTMyeckun fobasnaet/yganaer MHTepdeincobl U3 rpynnoi.

- ip_address — ncxogHbivi IP-agpec;

- ip_multicast_address — rpynnoso# |IP-agpec;

- add — po6aBuTb NoOpThI B rpynny ucxogHoro IP-agpeca;

- remove — yaannTb NOPTbl U3 rpynnbl ucxogHoro IP-aapeca.

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

bridge multicast forbidden
source ip_address group
ip_multicast_address {add |
remove} {gigabitethernet

YcTaHaBAuBaeT 3anpeT Ha gobasneHne/yaaneHve cooTBeTCTBUA
mexay IP-agpecom nonb3oBaTensa U rpynnoBbIM aApecom B
Tabnunue rpynnoso agpecauun gna onpegeneHHoro nopra.

- ip_address — vcxogHbii IP-agpec;

gi_p?rt |. gi_port: (1..8/0/1..48); - ip_multicast_address — rpynnoso# IP-agpec;

tengigabitethernet te_port te_port: (1..8/0/1..24); - add — 3anpet Ha gobaBneHne nopTa B rpynny ncxogHoro IP-

| fortygigabitethernet f_ g 1 8/0/1“ 4 "' | anpeca;

fo_port | port-channel o_port: (.. ~4); - remove — 3anpeT Ha yAasieHne nopTta 13 rpynnbl ucxogHoro IP-
group: (1..48)

group} agpeca.

no bridge multicast BoccTtaHaBnvBaeT 3HaYeHMe No YMOYaHUIO.

forbidden source

ip_address group

ip_multicast_address

bridge multicast ipv6 mode 3afaeT pexum rpynnoBon nepesayum gaHHbix ana IPv6-naketos

{mac-group | ip-group | MHOro0aApecHoOM PaccblIKuU.

ip-src-group} - mac-group — MHoOroagpecHas nepegaya, ocHoBaHHaa Ha VLAN

n MAC-agpecax;

— /mac-group - ip-group — MHoroagpecHas nepegaya c TMNom GuabTpauum,

no bridge multicast ipv6
mode

0oCHoBaHHbIM Ha VLAN u agpece npuemHuka B dopmare IPv6;
- ip-src-group — mMHoroagpecHas nepegada ¢ TMINom GuabTPaLmu,
ocHoBaHHbIM Ha VLAN u agpece otnpasutens B dopmare IPv6.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

bridge multicast ipv6
ip-address
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Peructpupyet rpynnosoit IPv6-agpec B Tabaunue rpynnosom
afpecauuu, n ctatuyeckun gobasnset/yaanaer uurepdeicsl u3
rpynnoi.

- ipv6_multicast_address — rpynnosow IP-agpec;

-add — pobasnaer nopTbl K rpynne;

- remove — yaansfeT NopTbl U3 rpynnbl;

MepeuncneHme nHTepdENCoB OCYLLECTBASETCA YEPES K-» U «,».

Yaansaet rpynnosoi IP-agpec us Tabauubl.

bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeLLaeT NoAKNOUYEHME HAaCTPanBaemoro NopTa/nopTos K
rpynnosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosoii IP-agpec;

-add — po6aBneHne NopTa/NOPTOB B CMUCOK 3aMpPELLEHHbIX;

- remove — yaaneHue nopTa/nopTos U3 CANCKA 3aMpeLLeHHbIX.
MepeuncneHve MHTepdencoB OCYLLECTBAAETCA Yepes «-» U «,»

BoccTaHaBnvBaeT 3HaueHMe No YMOTYaHWIO.
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bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHaBAnBaeT cooTBeTcTBUE Mexay IPv6-aapecom nonb3osatens
M rpynnoBbIM aApecom B Tabsvue rpynnoBoi agpecaumuu, u
cTaTMyeckun fobasnaet/yganaer MHTepdencobl U3 rpynnbi.

- ipv6_address — ucxoaHoivi IP-appec;

- ipv6_multicast_address — rpynnosow IP-agpec;

- add — po6aBuTb NoOpThI B rpynny ucxogHoro IP-agpeca;

- remove — yaanuTb NOPTbl U3 rpynnbl ucxogHoro IP-aapeca.

BoccTaHaBnvBaeT 3HavYeHMe No YMOYaHUIO.

bridge multicast ipv6
forbidden source
ipv6_address group
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden source
ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHaBAMBaeT 3anpeT Ha AobaseHne/yaaneHme cooTBeTCTBMA
mexay IPve-agpecom nonb3oBaTensa v rpynnosbiM a4pecom B
TabauLe rpynnoBoi agpecaummn Ana onpeaeneHHoro nopra.

- ipv6_address — ncxoaHbiii IPv6-agpec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- add — 3anpet Ha gobaBneHne nopTa B rpynny ucxogHoro IPve-
agapeca;

- remove — 3anpeT Ha ya/feHne nopTa u3 rpynnbl UCXOAHOTO
IPv6-agpeca.

BoccTaHaBnvBaeT 3HaYeHue no YMON4YaHUIO.

KomaHObI pexcuma KoHgpuaypayuu uHmepdgelica (QuanaszoHa uHmepgelicos) Ethernet, VLAN, uH-

mepgelica epynnsl MOPMos

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypaumm uHtepderica Ethernet, VLAN, nHtepodeiica

rpynnbl NOPTOB:

console# configure

console (config)# interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | port-channel group |

vlan | range {..}}

console (config-if)#

Tabnunua 163 — KomaHapl pexkuma KoHPurypaumm nHtepdetica Ethernet, VLAN, rpynnbl uHTepodeiicos

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

OnucaHue

bridge multicast
unregistered {forwarding |
filtering}

no bridge multicast
unregistered

—/forwarding

YcTaHaBAMBaeT NpaBuIo Nepesayn NakeTos ¢
He3aperucTpUpPoBaHHbIX PYMNNOBbIX a4PECOB.

- forwarding — nepezaBatb He3aperMcTpMpoBaHHble
MHOroafpecHble NakeTbl;

- filtering — ¢punbTPOBaTL HE3APErMCTPUPOBAHHBIE
MHOroaJpecHble nakeTbl.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYaHUIO.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnmua 164 — KomaHabl pexmma rnobanbHom KoHpurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

OnucaHue

bridge multicast filtering

BKAtoYaeT GUALTPALMIO FPYNNOBbIX af4PeCcoB.

no bridge multicast —/oTKAo4eHO OTKAOYaeT GUAbTPALLMIO TPYNNOBbIX a4PECOB.
filtering
mac address-table 3apaet Bpems xpaHeHua MAC-agpeca B Tabauue rnobanbHo
aging-time seconds {vlan nnn pna onpegeneHHoro VLAN.
vlan_id} Ona KommytatoposB cepui MES23xx, MES33xx
V Bpemsa xpaHeHua MAC-apgpeca MOXKHO 3a4aBaTh B
pounanasoHe ot 10 go 410 cekyHp ¢ warom 1
CeKyHAa, a 3aremM MPUHUMAIOTCA TONbKO 3HAYeHusA,
seconds:

no mac address-table
aging-time {seconds} [vlan
vlan_id]

(10..1000000)/300 cekyHa,

KpaTtHble 300. Ana KommyTtatopa MES5324 Bpems XxpaHeHUs
MAC-agpeca MOXKHO 3agaBaTb B AuanasoHe ot 10 go 630
CeKyHp, Cc warom 1 ceKyHAaa, a 3aTem NPUHUMAIOTCA TONIbKO
3HauyeHuA, KpaTHbie 300.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094,
all)/Mo ymonyaHuio
BKJ/IOYEHO

Bkatountb nsyyeHne MAC-agpecos B gaHHom VLAN.

OTKNtOUnTb N3ydeHne MAC-agpecos B gaHHom VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group} [permanent |
delete-on-reset |
delete-on-timeout |
secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

LdobasnaeT ncxoaHbit MAC-agpec B Tabaunuy rpynnosou
afjpecaumu.

- mac_address — MAC-agpec;

-vlan_id — Homep VLAN;

- permanent — faHHbIit MAC-agpec MOXHO y4anuTb TO/IbKO C
nomoLbto KomaHabl no bridge address;

- delete-on-reset — gaHHbIV agpec yaanutcs nocne
nepesarpysku yCTpPoOMCTBa;

- delete-on-timeout — gaHHbIN agpec yaanutca no Tanm-ayTy;
- secure — AaHHbIN agpec yAaamTCca TOIbKO C MOMOLLbIO
KomaHzbl no bridge address nav nocne Bo3BpalleHns nopra B
pexunm obyyeHua (no port security).

Yaanaetr MAC-agpec 13 Tabavubl rpynnoBoi agpecauuu.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | lic
sap | lic-snap pid ] {discard
| bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic
sap | lic-snap pid]

ethtype: (0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

Onpegensert gencTene ANA NaKeTOB MHOrOaApPECHOM PAcCbIKM
C 3ape3epBMPOBAHHOrO agpeca.

- mac_multicast_address — rpynnosoit MAC-aapec;

- ethtype — Tvn nakeTta Ethernet v2;

- sap — Tvn naketa LLC;

- pid — Tvn naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepegatotcs B pexkume bridge.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

mac address-table
lookup-length length

no mac address-table
lookup-length

length: (1..8)/3

3apaet pasmep ob6nact MAC-aapecos B afroputme
XeLWMPOBaHUA. MI3MEHEHUA BCTYNatoT B AeicTBMe nocne
pectapTta KOMMyTaTOpa.

YcTaHaBAMBaeT 3HaYeHne o yMmon4aHuio. MIameHeHuA
BCTYNakT B ,u,el‘/'lcwme nocne pecrapta KOMMyYTaTopa.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnmua 165 — KomaHapl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

OnucaHue

clear mac address-table
{dynamic | secure}
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Ypansaet cratnyeckue/aMHamuueckve 3anucu us Tabaumubl
rpynnoBoW agpecauuu.

- dynamic — yaaneHvne guHaMMYeCcKUX 3anucen;

- secure — yjasieHne CTaTUYeCKuX 3anucen.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnnua 166 — KomaHab! pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}] [address
mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasbiBaeT Tabanuy MAC-aapecoB gns yKasaHHOro MHTepdelica
nmMbo Bcex HTepdencos.

- dynamic — npocmMoTp TO/IbKO AMHAMUYECKUX 3aNUCEN;

- static — NpoCcMOTp TONbKO CTaTUYECKUX 3anucen;

- secure — NMPOCMOTP TOJIbKO 6e30MacHbIX 3anucei;

- vlan_id — naeHTMonKaumMoHHbIN Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table
count [vlan vian_id]
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MoKa3blBaeT KoAnYecTBo 3anucei B Tabanue MAC-agpecos ans
yKasaHHoro nHtepderica nmbo ana scex MHTepdencos.
-vlan_id — npeHTMduUKaLuMoHHbIN Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MoKa3sblBaeT TabaumLy rpynmnoBbiX afpecoB 1A YKa3aHHOTO
nHTepoderica nmbo scex HTepdeicos VLAN (KomaHaa AocTynHa
TONIbKO AN1A NPUBUAETMPOBAHHOIO NOb30BaTENSA).

- vlan_id — naeHTMounKaumMoHHbIn Homep VLAN;

- mac_multicast_address — rpynnosoi MAC-agpec;

- ipv4_multicast_address — rpynnoso IPv4-aapec;

- ipv6_multicast_address — rpynnoso IPv6-aapec;

- ip — npocmoTp no IP-appecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — |Pv4-aapec NCTOYHUKA;

- ipv6_source_address — |IPv6-agpec UCTOYHMKa.
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show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipbv4_multicast_address |
ibv6_multicast_address]
[source
ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKa3sblBaeT Tab/mLy CTaTUYECKMX FPynMnoBbIX a4pecos ANA
yKasaHHoro uHtepdelica inbo scex nHtepdeicos VLAN.
-vlan_id — naeHTMduMKaLMoHHbIN Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;

- ipv4_multicast_address — rpynnosow IPv4-aapec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- ipv4_source_address — |Pv4-aapec NUCTOYHUKA;

- ipv6_source_address — |Pv6-aapec UCTOYHUKA;

- ip — npocmoTp no IP-appecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHoi Tabaumubl.

show bridge multicast

filtering vian_id vlan_id: (1..4094)

Moka3biBaeT KOHOUrypaumio GuUabTpa FPyNnNoBbIX a4PECcoB AN
yKasaHHoro VLAN.
-vlan_id — naeHTMduMKaLMoHHbIN Homep VLAN.

show bridge multicast
unregistered
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3biBaeT KoHbUrypaumo Guabtpa ann
He3aperMcTpMpoBaHHbIX FPYNMNOBbIX aAPECOB.

show bridge multicast

mode [vlan vian_id] vlan_id: (1..4094)

MoKa3bIBaET PeXMM rpynnoBoi agpecaLmm Ans yKasaHHOro
nHTepoerica nmbo Bcex MHTepdericos VLAN.
-vlan_id — naeHTMduMKauMoHHbIN Homep VLAN.

show bridge multicast
reserved-addresses

OTo6paskaeT NpaBua, yCTaHOB/IEHHbIE A4/ FPYNNOBbIX
3ape3epBMpPOBaHHbIX a4 Pecos.

[pumepbl 8bIN0AHEHUS KOMAHO

= BKAKOUYUTb GUIbTPALIUIO TPYNNOBbLIX aPEcoB KOMMYTAaTOPOM. 3aaaTb Bpemsa xpaHeHna MAC-agpeca
450 ceKyHA, paspewnTb nepeaady He3aperMcTpupoBaHHbIX MHOroagpecHbIX naketos Ha 11 nopty

KoOMMyTaTopa.

console# configure

console (config) # mac address-table aging-time 450

console (config)# bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding
console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel0/2
19 224-239.130(2.2.8 static te0/1-8

19 224-239.130(2.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.13012.2.8 te0/8
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5.19.3 MLD snooping — npomoKosa KOHMpOoAa MHO20a0pecHo20 mpaguKa e IPve

MLD snooping — mexaHWU3mM MHOroaZApecHOM PacCbisIkM COOBLLEHMIA, MO3BONAOWMIA MUHUMU3NPOBATb
MHoOroagpecHbl TpadukK B IPv6-ceTsx.

KomaHObI pexxcuma 2a0b6an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 167 — KomaHgbl rnobanbHOro permma KoHourypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

ipv6 mld snooping [vlan
vlan_id]

no ipvé mld snooping [vlan
vlan_id]

vlan_id: (1..4094)
—/BbIK/OYEHO

Bknatouaet MLD snooping.

OTtkatovaeT MLD snooping.

ipvé mid snooping vlan vian_id
static ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ipvé mid snooping vlan
vlan_id static
ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Peructpupyet rpynnosoit IPv6-agpec B Tabnuue rpynnosoi
afpecaumu u ctatuuecku gobasnset/yaanset uHtepdeiics! 13
rpynnol ana Tekywein VLAN.

- ipv6_multicast_address — rpynnosow IPv6-aapec;
MepeuncneHne NHTepdENCcoB OCYLLECTBAAECTCA YEPES «-» U «,».

Ypanset rpynnosow IP-agpec U3 Tabanupl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipv6 mid snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[OobasnaeT npasuno, 3anpeLiaioLlee NOPTam 13 CNMCKa
pernctpmposaTtbca Kak MLD-mrouter.

Ypanaet npasuno, 3anpeLyatoLiee noptTam us cnmcka
perucTpmpoBaTbca Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
—/BKNtOYEHO

M3yyaTb NopTbl, NoAKAOYEHHble K mrouter'y no MLD-query-
nakeTam.

He n3yyaTb nopTbl, NogxAOYEHHbIe K mrouter'y no MLD-query-
nakeTam.

ipvé mid snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[obasnseT cnucok mrouter-nopTos.
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no ipv6 mid snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |

fortygigabitethernet fo_port |

port-channel group}

Ypanaet mrouter-nopTbl.

ipvé mid snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no ipvé mlid snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

Bkntountb npouecc MLD Snooping Immediate-Leave Ha TekyLiel
VLAN.

- interface — npu Ucno/s1b30BaHWUM AAHHOTO NAPAMETPa MEXaHU3M
fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX MHTepdeicax (npu
ycnosuu, yto npouecc MLD Snooping Immediate-Leave He
BKAKOYEH rN106anbHO Ha Tekyuiein VLAN).

fo_port: (1..8/0/1..4);
group: (1..48);
—/BbIK/OYEHO

OTKAtounTb Npouecc MLD Snooping Immediate-Leave Ha TekyLieln
VLAN nnu ykasaHHom nHtepdelice.

ipvé mid snooping querier

no ipvé mld snooping
querier

BkntouaeT noaaepiKKy BblAaum 3anpocos igmp-query.

—/BbIK/IOYEHO

OTKAtOYaET NOALEPHKKY BblAAUYM 3aMpoCoB igmp-query.

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica (OuanasoHa uHmepagelicos) Ethernet, uHmepgelica

2pynnsl nopmos, UHmepagetica VLAN

Buza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol
noptoB un nHtepdenca VLAN:

console (config-if) #

Tabnmua 168 — KomaHgpl pexxnma KoHdurypauum nHtepdeica (amanasoHa mHtepoeicos) Ethernet, nHtep-
demca rpynnbl nopTtos, nHTepdenca VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid
last-member-query-interval
interval

no ipvé mid
last-member-query-interval

interval:
(100..25500)/1000
MWANNCEKYHA,

3afaeT MaKCMMasIbHYIO 3aePXKKy OTBETa NOC/AeAHEro YieHa
rPynmnbl, KOTOPas UCMO/b3YeTCA A1 BbIYMCNEHUA KOAa
MaKCMManbHOW 3aaepKu oTeeTa (Max Response Code)

BoccTaHaBnmBaeT 3HaYeHuMe no YMOANYaHUIO.

ipvé mld query-interval value

no ipv6 mld query-interval

value: (30..18000)/125
CeKyHA,

3agaeT HTepPBan PaccblIKM 0CHOBHbIX MLD-3anpocos.

BoccTtaHaBanBaeT 3HaYeHMe NO YMONYAHUIO.

ipvé mid
query-max-response-time
value

no ipvé mid
query-max-response-time

value: (5..20)/10 cekyHg,

3apaet MaKCUMaNbHYIO 3a4€ePXKKY OTBETa, KOTOpaA
ncnonb3lyeTca anA BblYMCNEHMUM KOoA4a MaKCMManbHoWM
3a4epXKKU oTBETa.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

ipvé mld robustness value

no ipv6 mid robustness

value: (1..7)/2

YcTaHaBAMBaeT 3HaYeHne KoapduumeHTa
oTKasoycTonumsocTu. Ecin Ha KaHane HabntogaeTtcs noteps
[JaHHbIX, KO3bOULMEHT 0TKA30yCTOMUYMBOCTM AOMKEH BbITh
YBENNYEH.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ipvé mld version version

no ipvé mld version

version: (1..2)/2

YcTaHaBAWBaET BEPCUIO NPOTOKONA, AENCTBYIOLLYIO HAa AAaHHOM
nHTepdelice.

BoccTaHaBnvMBaeT 3HaveHMe No YMOJTYaHUIO.
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KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

Tabnmua 169 — KomaHabl pexkmma EXEC

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
no yMoa4YaHuro
show ipv6 mld snooping OT06parkaeT MHGOPMaLMIO O 3aPErMCTPUPOBAHHbIX FPynnax B
groups [vlan vian_id] [address COOTBETCTBMM C 3a[laHHbIMM B KOMaHAe NapameTpamm
ipv6_multicast_address] vlan_id: (1..4094) dunbTpaymm.
[source ipv6 _address] - ipv6_multicast_address — rpynnosoii agpec IPv6;

- ipv6_address — IPv6-agpec UCTOYHMKa.

show ipv6 mld snooping
interface vian_id

OTobparkaeT uHbopmaumio o KoHduUrypauum MLD-snooping gns

vlan_id: (1..4094) [LaHHO VLAN.

show ipv6 mid snooping
mrouter [interface vian_id]

vian, id: (1..4094) OTobparkaeT MHGopMaLMo 0 mrouter-nopTax.

5.19.4 ®yHkyuu ozpaHuveHusa multicast-mpaguka

®YHKUMKM orpaHuueHna multicast-tpaduka ucnonbsytoTca gna yaobHOW HACTPOMKM orpaHuyYeHus
NPOCMOTpPA ONpeAeNeHHbIX FPynn MHOroaAapecHoOn PaccbUIKu.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMma rnobanbHoM KOHGUIypauum:

console (config) #

Tabnnua 170 — KomaHabl pexuma rnobanbHoi KoHdurypaumm

Komanda 3HauyeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuio
multicast snooping profile Mepexopn, B pexxum KoHPUrypaumm multicast-npoduns.
profile_name
no multicast snooping profile_name: (1..32) YaanuTb yKasaHHbIl multicast-npodunb.
profile profile_name CMMBO/I0B ’ Multicast-npodunb moxKeT 6bITb yaaneH TONbKO
. nocne Toro, Kak 6yAer oTBA3aH OT BCeX NOpPTOB
KoMmyTaTopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypaumm multicast-npoduns:

console (config-mc-profile) #
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Tabnunua 171 — KomaHabl pexkuma KoHpurypaumum multicast-npoduna

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BanngHbIi
multicast-agpec;
high_ip: BaanaHbIn

3apaeT cooTBeTCTBME NPOPUNA YKasaHHOMY AnanasoHy IPv4
multicast-agpecos.

Ypanset cootBeTcTBUE NPoduaa yKasaHHOMY AnanasoHy IPv4

no match ipv6 low_ipv6
[high_ipv6]

high_ipv6: BaangHbin
IPv6 multicast-agpec

[high_ip] multicast-agpec multicast-aapecos.
match ipv6 low_ipv6 low_ipv6: Banugblii IPv6 | 3apaet cooTseTcTBME NPOGUAA yKa3aHHOMY AuanasoHy IPv6
[high_ipve] multicast-agpec; multicast-agpecos.

Ypansaet cootseTcTBUE Npoduaa yKasaHHOMY AnanasoHny IPve
multicast-agpecos.

permit

no permit

—/no permit

B cnyyae HECOOTBETCTBMA OAHOMY M3 334aHHbIX MANA30HOB,
IGMP-report 6yayT nponyckaTbcs.

B cnyyae HeCOOTBETCTBMA OAHOMY M3 33iaHHbIX MANa3oHOB,
IGMP-report 6yayT oTbpacbiBaTbCA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OQuanasoHa uHmepgelicos) Ethernet

BunAa 3anpoca KoMaHAHOM CTPOKM pexxmnma KoHdurypaumm nHtepdeica:

console (config-if) #

Tabnunua 172 — KomaHab! pexkuma KoHpurypaumm nHtepdelica (gmanasoHa nHtepdencos) Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

multicast snooping
max-groups number

no multicast snooping
max-groups

number (1..1000)/—

OrpaHMYMBaEeT KOIMYECTBO O4HOBPEMEHHO NPOCMATPUBAEMBIX
multicast-rpynn ana nHtepdeiica.

CHMMaeT orpaHuyeHne Ha KOIMYeCTBO O4HOBPEMEHHO
npocmaTtpMBaembix rpynn gaa uHtepdeiica.

multicast snooping add
profile_name

multicast snooping remove
{profile_name | all}

profile name: (1..32)
CMMBOJ/I0B

MpuBA3bIBaeT yKazaHHbIN multicast-npodunb K uHTepdelicy.

YaansaeT cootBetcTeue multicast-npopuna (Bcex multicast-
npodunei) uHtepoeiicy.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 173 — Komanapl pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show multicast snooping
groups count

OT06parkaeT MHGOPMaLMIO A1 BCEX MOPTOB O TEKYLLEM
KO/IMYEeCTBE 3aPErMcTPMPOBAHHbIX FPYNM, @ TaKKe
MaKCMMa/ibHOe BO3MOXHOE KOMYecTBo.

show multicast snooping
profile [profile_name]

profile name: (1..32)
CMMBOJIOB

OTobparkaeT MHGOPMaLMIO O CKOHOUTYPMPOBaHHbLIX Multicast-
npodunax.
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5.19.5 RADIUS-aemopu3ayus 3anpocos IGMP

[aHHbIA MexaHU3M No3BOSET NPOM3BOAUTL aBTOPMU3aLIMIO 3anpocoB npoTokona IGMP ¢ nomoubio
RADIUS-cepsepa. Ans obecneyeHns HaAeXKHOCTM M pacnpefeneHua Harpy3KM MOMKET WCMob30BaTbCA
Hecko/sibKo RADIUS-cepBepoB. Bbibop cepBepa A1 OTNPaBKM o4epeHOro 3anpoca asTopm3saumm NnponcxoanTt
cnyyaiiHbim obpasom. Ecnm cepBep He OTBETWJ, OH MOMEYAETCA KaK BPEMEHHO Hepabouui, U nepecTaeT
Yy4acTBOBATb B MEXaHW3Me ONPOCa Ha ONpeAeneHHbIN Nepros, a 3anpocC OTCbINIAETCA Ha Cneaytowmii cepsep.

MonyyeHHble aBTOPU3ALMOHHbBIE AAHHbIE XPAHATCA B KILI-MAMATU KOMMYTATOpPa B TeYEHUE 3aJaHHOI0
nepuoaa BPeEMEHW. ITO NO3BOAAET YCKOPUTb MOBTOPHYKO 06paboTky IGMP-3anpocos. [apameTpsbl
aBTOpM3aLLMM BKALOYALOT B cebA:

=  MAC-agpec KAIMEHTCKOrO YCTPOMCTBA;
=  WpeHTudUKaTop NnopTa KOMMYTATOPa;
= |P-agpec rpynnbi;

=  PeweHue o goctyne — deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KOHGUIrypupoBaHusa:

console (config) #

Tabnmua 174 — KomaHabl pexkmma rnobanbHoro KoHGUrypmpoBaHus

KomaHda 3Ha4yeHue/3HayeHue no .
Aelicmeue
YMOAYAHUIO
ip igmp snooping authoriza- YcTaHaBAMBaeT BpeMs KM3HU B Kawe. Ecan 3HaveHne pasHO
tion cache-timeout timeout HY/Il0 — OTCYET BPEMEHM KMU3HWN OTKKOUEH (3annch He

timeout: (0..10000) mmH/0 | yAanaeTca co BpeMeHem).

no ip igmp snooping authori-

. . YcTaHOBKa 3HaYeHMA N0 YMOIYAHUIO.
zation cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica (OQuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM perMma KOHOUIrypuposaHua nHtepdeica:

console (config-if) #

Tabnnua 175 — KomaHgbl pexxuma KoHpurypuposaHua nHTepdeica Ethernet

Komanda 3HaveHue/3HaveHue Aelicmeue
no yMmoa4YaHuro
multicast snooping authorization BknatoyaeT aBTopm3aumio yepes RADIUS-cepsep. Ecam ykasaH
radius [required] napamertp required, To B c/ly4ae HeJOCTYMHOCTM BCEX
RADIUS-cepsepos IGMP-3anpocbl UTHOPUPYHOTCA.
—/oTKNtoYeHa B npoTtuBHOM cniyvae IGMP-3anpoc 6yaet o6paboTtaH gaxe
npwv OTCYTCTBUM OTBETA CepBepa.
no multicast snooping OTKAlOYEHME aBTOPU3aALLUN.
authorization
multicast snooping authorization BkntoyaeT npepBapuTenbHyto 06paboTky IGMP-3anpocos Ha
forwarding-first nopty Ao otseta RADIUS-cepsepa. [1o nonyyeHun oteeTta oT
cepBepa B C/ly4ae NOJI0XKMNTENbHOro OTBEeTa NOAMNMCKa
—/oTkntoveHa oCTaeTcs, B Cyyae oTPULATEIbHOTO — yAanaeTcs.
no multicast snooping
authorization forwarding-first BoccTaHaBnnBaeT 3HaYeHMe MO YMONYAHMUIO.
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KomaHOb! pexcuma EXEC

Bce komaHabl AOCTYNHbI TO/IbKO AN1A NPpUBUNETMPOBAHHOIO NoJib3oBaTenA.

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 176 — KomaHab! pexkuma EXEC

KomaHoa 3HaveHue Aeiicmeue
show ip igmp snooping authori- OTobparkaeT cogeprKMmoe Kalwa aBTopu3saumnmn IGMP.
zation-cache gi_port: (1..8/0/1..24); | Ecnv B KOMaHAe yKa3aH nHTepdeic — To otobpaskatorca
[gigabitethernet gi_port | te_port: (1..8/0/1..4). TO/IbKO Te rpynmbl, KOTOPbIE 3aPErncTpPMpPoBaHbl Ha
tengigabitethernet te_port ] yKa3aHHoMm nHTepdelice.
clear ip igmp snooping authori- OuunLaeT KL aBTopU3aLLUM.
zation-cache gi_port: (1..8/0/1..24); Ecnu B KOMaHAe yKasaH nHTepdelic — ounLatoTes 3anmucu
[gigabitethernet gi_port | te_port: (1..8/0/1..4). Kel ANs yKaszaHHoro uHtepdeiica.
tengigabitethernet te_port ] Ecnun nHtepdelic He yKasaH — Kell OUYMLLLAeTCA NONHOCTbIO.

5.20 MapuwpyT1u3aymMa MmHoroagpecHoro tpadpuka

5.20.1 Npomokon PIM

PIM — npoTOKo/ MHOroaAapecHoin maplupyTmsauumn gaa IP-ceteld, co3gaHHbIA Ana peleHna npobaem
rpynnoBon mapuwpyTtusaumm. PIM 6asupyeTca Ha TPaAMUMOHHbLIX MAapLUPYTHbIX MPOTOKO/ax (Hanpumep,
Border Gateway Protocol), BmecTo Toro, utobbl co3gaBaTb COGCTBEHHYIO CeTeByl0 Tononoruio. PIM
ncnonbsyet unicast-Tabanuy mapwpytmsauum  ans  nposepku RPF. 3Ta npoBepKa BbINOAHAETCA
MapLpyT1satopamu, 4tobbl ybeamTbea, 4To Nepegadya MHOroaApecHoro Tpaduka BbinoaHAETCA No Nyt 6e3
nerenb.

RP (rendezvous point) — TO4Kka paHAEeBy, Ha KOTOpOM OyayT pPerucTpupoBaTbCA MCTOYHUKM
MHOTroaApecHbIX MOTOKOB 1 CO34aBaTb MapLLPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S,G).

BSR (bootstrap router) — mexaHu3am cbopa MHbopmaLumm o RP KaHguaaTax, popmupoBaHum cnucka RP
ONA  KaxkgoW MHOroapecHol rpynnbl M OTNpPaBKa CNMCKa B npegenax pfomeHa. KoHourypauus
MHOrOaApecHO MapLupyTM3aumm Ha 6ase IPv4.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

BunAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOm KOHOUrypaumm:

console (config) #

Tabnnua 177 — KomaHgbl rnobanbHOro permma KoHourypaumm

3HavyeHue/3Ha4yeHue o
KomaHda / Aelicmeue
no ymoa4YaHuro
ip multicast-routing pim BKAOYMTb MHOTOQAPECHYO0 MapLIpyTU3aLmio, npotokona PIM Ha
—/Mo ymonyaHuio o
BCex uHTepdeicax.
- - - - bYHKLMA BbIKNIOYEHA
no ip multicast-routing pim OTKNOYNUTL MHOFOAZPECHYIO MapLUpyTU3auMio M NpoTokoa PIM.
ipvé multicast-routing pim — /Mo ymonuaHuio BKAtounTb gis IPv6 MHOroaapecHyo MapLipyT13aLmto, NPOTOKON
bYHKUMA BbIKOYEHA PIM Ha Bcex nHtepdeiicax.
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no ipv6 multicast-routing
pim

OTKAoUMTL ana IPv6 mHOroagpecHyto mapLupyTmnsaLumio n
npotokon PIM.

ip pim accept-register list
acc_list

no ip pim accept-register
list

acc_list: (0..32)
cMmBosia

MpumeHeHne GUAbTPaLMU PErnCTPALLMOHHbIX CO0bLWEeHNI PIM.
- acc_list — cnucok MHoroagpecHbIx NpeduKcoB, 3a4aBaemblii €
nomoubto ctaHgaptHoro ACL.

OTKNtOYEHME aHHOrO NapameTpa.

ipv6 pim accept-register list
acc_list

no ipv6 pim accept-register
list

acc_list: (0..32)
cuMmBoO/Ia

MpuMmeHeHne GpUNbTPaALUM PETUCTPALLMOHHBIX cO0bLLeHMI PIM
ona IPve.

- acc_list — cnucok MHoroagpecHbix NpeduKcoB, 3a4aBaemblii €
nomoubto ctaHgaptHoro ACL.

OTKNtOYEHME aHHOro NapameTpa.

ip pim bsr-candidate ip_ad-
dress [mask] [priority prior-
ity_num]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKa3aTb YCTPOMCTBO KaK KaHauaata B BSR (bootstrap router).
- ip_address — BanuaHbii IP-agpec KommyTaTopa;

- mask — macKa nogcetu;

- priority_num — npuopwuTer.

OTK/lOYEHME AAaHHOTO NapameTpa.

ipv6 pim bsr-candidate
ipv6_address [mask] [prior-
ity priority_num]

no ipv6 pim bsr-candidate

mask: (8..128)/126;
priority_num:
(0..192)/0

YKasaTb yCTPOMCTBO KaK KaHauaata B BSR (bootstrap router).
- ipv6_address — BanuaHbii IPv6-agpec KommyTaTopa;

- mask — macka noacetu;

- priority_num — npuopwuTer.

OTKAKOYEHME faHHOro NapameTpa.

ip pim dm {range mul-
ticast_subnet | default}

no ip pim dm {range mul-
ticast_subnet | default}

BKntounTb mappyTm3aumio 3a4aHHOro AnanasoHa
MYAbTUKACTHbIX rpynn 8 pexxume PIM-DM.
- multicast_subnet — mHoroagpecHas nNoAceTb;
- default — ykasatb gnanasoH 8 224.0.1.0/24.
V KomaHay MOXHO BBECTM HECKOJIbKO pas, 3ajaB He-
CKOJIbKO Ainana3oHOB.

OTK/lOYEHME AaHHOrO NapameTpa.

ip pim rp-address
unicast_address [mul-
ticast_subnet]

no ip pim rp-address
unicast_address [mul-
ticast_subnet]

Co3pgaHue ctatnyeckon Rendezvous Point (RP), aononHuTtensHo
MOKHO YKa3aTb MHOTOagpecHyto NoaceTb Aas aaHHoM RP.

- unicast_addr — IP-agpec;

- multicast_subnet — mHoroagpecHas noaceTb.

YpaneHue ctatnyeckon RP unn yaoaneHume RP gns yKazaHHoOM
noaceTw.

ipv6 pim rp-address
ibv6_unicast_address
[ipv6_multicast_subnet]

no ipv6 pim rp-address
ibv6_unicast_address
[ipv6_multicast_subnet]

Co3paHue cTaTnyeckoit Rendezvous Point (RP), gononHuTensHo
MOKHO YKa3aTb MHOTOaZpecHyto NoaceTb Aas aaHHoM RP.

- ipv6_unicast_ addr — |Pv6-agpec;

- ipv6_multicast_ subnet — mHoroagpecHas NoaceTb.

YpaneHue ctatnyeckon RP unn yaoaneHume RP gns yKazaHHoOM
noaceTu.

ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs]

no ip pim rp-candidate
unicast_address

acc_list: (0..32)
cumBona
priority: (0..192)/192;
secs: (1..16383)/60
CeKyHA,

CospaHue KaHauaaTa ans Rendezvous Point (RP)

- unicast_addr — IP-agpec;

- acc_list — cnMcok MHOroagpecHbIxX NpedpuKcoB, 3a5aBaembli ¢
nomolLLbto cTaHaapTHoro ACL;

- priority — NPUOPUTETHOCTb KAaHANAATA;

- Secs — nepuoz OTNPaBKM COOBLLEHUI.

OTKNtOYeHMe JAaHHOro napameTtpa.

ipv6 pim rp-candidate
ipv6_unicast_address
[group-list acc_list] [priority
priority] [interval secs]

acc_list: (0..32)
cMMBONIA
priority: (0..192)/192;
secs: (1..16383)/60
CEeKyHA

Co3paHune KaHguaata ans Rendezvous Point (RP)

- ipv6_unicast_addr — |Pv6-aapec;

- acc_list — cnMcok MHoroagpecHbix NpeduKcoB, 3a4aBaemMblit ¢
nomolupto ctaHaapTHoro ACL;

- priority — NPUOPUTETHOCTb KaHAMAATA;

- secs — Nepuog, oTrnpaBKM COOBLLEHMN.

194

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

no ipv6 pim rp-candidate
ipv6_unicast_address

OTKAlOYeHWe AaHHOrO NapameTpa.

ip pim ssm {range mul-
ticast_subnet | default}

no ip pim ssm [range mul-
ticast_subnet | default]

YKasaTb MHOroagpecHyto noacetb

- range — yKa3aTb MHOroagpecHyt NoaceTb;

- multicast_subnet — MHOroagpecHas noaceTb;
- default — ykasatb gnanasoH 8 232.0.0.0/8.

OTKNtOYEHME aHHOrO NapameTpa.

ipv6 pim ssm {range
ipv6_multicast_subnet | de-
fault}

YKasaTb MHOroagpecHyto noaceTb

- range — yKasaTb MHOroagpecHyt NoaceTb;

- ipv6_multicast_subnet — mHoroagpecHas NoACeTb;
- default — ykasatb gnanasoH 8 FF3E::/32.

no ipv6 pim ssm [range
ipbv6_multicast_subnet | de-
fault]

OTKNtOYEHWE aHHOTO NapameTpa.

ipv6 pim rp-embedded

no ipv6 pim rp-embedded

—/BKAIOYEHO

BKAtOUNTL paclumpeHHbIi pyHKumMoHan rendezvous point (RP).

OTKNOYUTL pacluMpeHHbI pyHKUMOoHan rendezvous point (RP).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnnua 178 — KomaHabl pexkuma KoHourypaumm nHtepdeica Ethernet

3HavyeHue/ 3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymon4aHuio
ip (ipv6) pim BkntoueHune PIM Ha uHTepdelice.
— - —/BKAOYEHO —
no ip (ipv6) pim BoikntoueHune PIM Ha uHtepdevice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepesady BSR-coobueHunii c MHTepdeiica.
— —/OTKAO4YEHO
no ip pim bsr-border OTKAKOYEHMe 4aHHOro napameTpa.
ip (ipv6) pim dr-priority pri- YKasaHwue npuopuTeta gna Bbibopa DR-poyTepa.
ority priorit - priority — npvopwuTteT DR-poyTepa onpenenatowmii, KTo us
jority:

no ip (ipv6) pim dr-priority

(0..4294967294)/1

KOMMyTaTopoB cTaHeT DR-poyTepom. KommyTtaTop ¢ Hanbonblumm
3HavyeHuem ctaHeT DR-poyTepom.

Bo3BpalyaeTt 3Ha4YeHne No yMmOo4aHUIo.

ip ip (ipv6) pim hello-inter-
val secs

no ip (ipv6) pim hello-inter-
val

secs: (1..18000)/30 cek

YKasaHue nepuoga otnpasku hello-nakeTos.
- sec — nepuvog oTtnpasku hello-naketos.

Bo3BpalaeT 3HayeHue no YMOANYaHULO.

ip (ipv6) pim join-prune-in-
terval interval

no ip (ipv6) pim
join-prune-interval

interval: (1..18000)/60
CeKyHA,

YKa3aTb UHTepBas, B TeHEHME KOTOPOro KOMMYTATOP OTCbINaeT
join nnu prune-coobuueHus.
- interval — nepnopa BpeMeHM OTNPaBKM join, prune coobLeHui.

Bo3BpalyaeTt 3Ha4YeHne No yMmo14aHUIo.

ip (ipv6) pim neighbor-filter
acc_list

acc_list: (0..32)

dunbTpaums Bxoaawmx PIM-coobLueHunit.
- acc_list — cnucoK afpecos, Ha OCHOBE KOTOPbIX MPOM3BOAUTCA
dunbTpaums.

no ip (ipv6) pim neigh- cnmeona OTKAlOYEHME JAHHOrO NapameTpa.
bor-filter
ip pim passive BK/tOYEHWE NAaCCMBHOTO peXnuma Ha uHtepdeliice. IToT MHTepdeic
He ByaeT oTNpPaBNATb U NPUHMMaATL coobLueHua PIM oT gpyrux
—/disable mapLlpyTusaTopos PIM. HacTpolika HUKaK He BAUSET Ha

no ip pim passive

coobuieHus IGMP.

BbIKNtoYeHne naccMBHOro pexmnma
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ip igmp static-group
ip_addr [ source ip_addr]

no ip igmp static-group
ip_addr [ source ip_addr]

BK/toyeHMWe ctaTMyeckoro 3anpoca multicast-rpynnbl Ha
MHTepodeiice.
V Ha uHtepdeiice aomxeH 6biTb BKAKOYEH PIM.

BbIKntoyeHne cTaTMYecKoro 3anpoca multicast-rpynnbl

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 179 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip (ipv6) pim rp map-
ping [RP_addr]

OTobparkaeT akTMBHble RP, cBA3aHHbIe C MapLUpyTHOM
nHbopmaumen.
- RP_addr — IP-agpec.

show ip (ipv6) pim neigh-
bor [detail] [gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

OTtobparkaeT nHpopmaumio o PIM-coceanx.

show ip (ipv6) pim inter-
face [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id |state-on |
state-off]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

OTobparkaeT MHdopmaumio no PIM-uHTepoeicam:
- state-on — oTob6parkaeT Bce MHTepdENChI, rae BKAoYeH PIM;
- state-off — oTob6parkaeT Bce MHTEpdENcChI, rae BbikaoYeH PIM.

show ip (ipv6) pim group-
map [group_address]

OTo6paskaeT TabAuLy NPUBA3KM MHOTOAAPECHbIX FPynM.
- group-address — appec rpynnbl.

show ip (ipv6) pim counters

OTobparkaet cogeprkmmoe PIM-cueTumnkos.

show ip (ipv6) pim bsr elec-
tion

OTobparkaeT MHPopmavumio o BSR.

show ip (ipv6) pim bsr rp-
cache

OTo6parkaeT MHPOPMaLMIO O U3yYeHHbIX KaHauaaTax 8 RP.

show ip (ipv6) pim bsr can-
didate-rp

OTtobparkaeT cocTosHUe KaHaMaaTos B RP.

clear ip (ipv6) pim counters

O6HynseT PIM-cyeTymkum.

[Mpumep ucrnoanb308aHUA KOMAHO

= Bas3oBas HacTpoika PIM SM c ctatnyeckum RP (1.1.1.1). MpeasapuTenbHO A0MKEH BbiTb HacTpoeH

NPOTOKON MapLIPyTU3ALUN.

console# configure

console (config) # ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1
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5.20.2 ®dyHkyusa PIM Snooping

®yHKUMA PIM Snooping ncnosib3yeTca B CETAX, [4e KOMMYTAaTOP UCMOJTHAET po/ib L2-ycTpoincTBa mexay
PIM-mapupyTmusatopamm.

OcHoBHoW 3agayen PIM Snooping aBnsaetca npegocTaBieHMe MHOroaapecHoro TpaduKka ToNbKo Ana
Tex NOPTOB, C KOTOPbIX 6bln nosydyeH PIM Join, PIM Register.

KomaHOb! pexcuma 2n06aa6HoU KOHpU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKU B pesKuUmMe r106anbHON KOHPUrypaumm:
console (config) #

Tabnnua 180 — KomaHab! pexuma rnobanbHom KoHduUrypaumum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4YaHuro
ip pim snooping PaspewwnTb ncnonb3osaHune dyHkuumn PIM Snooping
—/disabled KOMMYTaTOPOM.

no ip pim snooping 3anpeTuTb Ucnosib3oBaHMe GyHKLUM
ip pim snooping vlan PaspelwaeT ncnonbsosBaHune ¢pyHKUmMm PIM Snooping
vlan_id KOMMYTaTOPOM A/1A faHHOro uHTepderica VLAN.

__ : vian_ id: (1..4094) vlan_id — vnaeHTMdnKaumoHHbIn Homep VLAN. ‘
no ip pim snooping vlan 3anpewaeT ucnosb3oBaHue GpyHKUUKM PIM Snooping
vlan_id KOMMYTaTOpPOM AN1A faHHOro uHtepderica VLAN.

KomaHOob! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 181 — Komanapl pexkuma EXEC

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymoa4YaHuro
show ip pim snooping - MokasbiBaeT 06LLyt0 MHGOPMALMIO O HACTPOMKAX.
show ip pim snooping vlan . MoKa3blBAaeT CTAaTUCTUKY KOHTPOIA MHOTroaApecHoro Tpaduka B
P pim shooping vlan_id: (1..4094) > Y KOHTP AP pad
vlan_id - OaHHoM vian.

show ip pim snooping groups — MOKa3blBAeT CNNUCOK 3aperncTpmMpoBaHHbIX rpymnmn.
sh ip pim snooping neighbors — [MoKa3blBaeT CMMCOK 3aperncTpupoBaHHbIX y4acTHMKOB PIM.

5.20.3 Npomokon MSDP

MpoToKon 0bHapyKeHUss UCTOYHMKOB MHOroaZpecHom paccbinkn (MSDP) ucnonbsyercs gas obmeHa
nHbopmaumen 06 UCTOYHMKAX MyAbTUKACTa MexXay pasHbimu PIM-gomeHamun. MSDP-coeguHeHne 06bl4HO
ycTaHaBamBaeTca mexay RP Kaxgoro gomeHa.
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KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabanua 182 — KomaHgbl pexnuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

router msdp

no router msdp

Bkntouaet npotokon MSDP 1 nepexoauT B pexum ero
KOHUrypaumu.

OcTtaHaBnusaet npoTokon MSDP v ypansaet Bcto ero
KOHUrypaumto.

KomaHObI pexcuma KoHgu2ypauuu npomokosa MSDP

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KOHPUrypaumm npotokona MSDP:

console (config-msdp) #

Tabanuya 183 — KomaHabl pexkmma KoHpurypaumm npotokona MSDP

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

connect-source ip_address

no connect-source

HasHauutb IP-agpec, KoTopblii byaeT UCno/ib30BaH B KayecTse
ncxoaawero npu coegmHeHnn ¢ MSDP-nvpom

YCTaHOBWTb 3HaYeHWe MO YMOYaHUIO

cache-sa-holdtime secs

secs: (150..3600)/150 cek

YCTaHOBUTb Bpems KM3HU SA-3anmcu B Kawe

no cache-sa-holdtime

YCTaHOBWTb 3HaYeHue no YMOA4aHUIO

holdtime secs

no holdtime

secs: (3..150)/75 cek

YcTtaHoBuTb Taimep holdtime. Ecau B TeyeHmne 3TOro BpemeHu
He ByaeT npuHsaTo keepalive-coobuieHune, To coeamHeHue ¢
cocenom cbpacbiBaetcs

YCTaHOBUTb 3HAYEHME Mo YMON4YaHUIO

keepalive secs

no keepalive

secs: (1..60)/30 cek

YCTaHOBUTbL MHTEPBAN MeXay oTnpaBKoW keepalive-coobuieHnin

YCTaHOBWTb 3HaYeHue no YMOA4aHUIO

originator-ip ip_address

no originator-ip

HasHauutb IP-agpec, ncnonb3yemblit B Kavectse agpeca RP B
MCXOAALWMX coobleHmnax SA

YCTaHOBUTb 3HaYeHue no YMOA4aHUIO

peer ip_address

no peer ip_address

[obasneHue B KoHdUrypauuto MSDP-nnpa v BXOZA B PEXKMM ero
KOHOUrypaumm

Ypanute MSDP-nup

KomaHObI pexcuma KoHgu2ypayuu MSDP-nupa

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaunm MSDP-nmpa:

console (config-msdp) #
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Tabnmua 184 — KomaHabl pexkmma KoHpurypaumm MSDP-nupa

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no yMmoa4YaHuro
connect-source ip_address HasHauuTb IP-agpec, KOTopblit 6yAeT UCNo/Ib30BaH B KayecTse
— ucxoaaulero npu coeguHeHnn ¢ MSDP-nupom.
no connect-source YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
description text 3apatb onucaHme MSDP-nupa.
— text: (1..160) cumBona
no description YaanuTtb onucaHue.
mesh-group name [o6aBuTb coceaa kK MESH-rpynne.
name: (1..31) cumBona
no mesh-group Ypanutb cocepa.
sa-filter { in | out } Coszaatb npasunio GpuabTpaLmm SA-coobuieHnin:
sec_num { permit | deny } - permit — paspeLatouiee Npasmao GuabTpaLnu;
[ rp-address ip_addr_rp | - deny — 3anpeluatoliee npasuio GuUALTPaLNK;
group-address ip_addr_gr - sec_num — HoMep CeKLUn NpasBuna;
| source-address sec_num: .
ip_addr_src] (0..4294967294) - ip_addr_rp — GuneTpauna no aapecy RP;
- ip_addr_gr — ¢unbTpauma no agpecy rpynnol;
- ip_addr_src — ¢unbTpauma No aapecy UCTOYHMKA
My/bTUKacTa.
no sa-filter {in | out } YaansaeT co3faHHYH CEeKLMIO NpaBuaa.
sec_num
shutdown AAMWHUCTPATUBHO BbIKNtOYaeT ceccuio ¢ MSDP-nupom, He
—/disable yAanaa ero KoHdurypauuu.
no shutdown YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.
KomaHOb! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabnunua 185 — Komanapl pexknuma EXEC
Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
show ip msdp peers [ ip_addr] MoKa3blBaeT MHGOPMALMIO O HACTPOEHHbIX NMPaXx, cTaTyce
. COoeaMHeHWs, HaCcTPOlKax NMPOB, a TaK»Ke CTaTUCTUKY 0bmMeHa
coobuieHmamm npotokona MSDP
- ip_addr — IP-agpec nupa
show ip msdp source-active - MoKa3blBaeT cogepKMmoe Kalua SA.
show ip msdp summary — MoKa3blBaeT CyMMapHyto MHbopmaLuio npotokona MSDP.
clear ip msdp counters - O6HyNAET CHETYMKM.
clear ip msdp peers [ ip_addr] . MepeyctaHaBnnBaeT coeguHeHus ¢ MSDP-nupamu
- ip_addr — IP-agpec nupa

5.20.4 ®yHkyus IGMP Proxy

®PyHKUMA MHOroagpecHoi mapwpyTtmsaumm IGMP  Proxy npeaHasHayeHa Aaa peanusauuu
YNPOLLEHHOM MapLIpyTM3aLMM MHOFOAPEeCHbIX AAHHbIX MEXKAY CETAMW, YNpaBAAemoil Ha OCHOBAHWUM
npotokona IGMP. C nomouwbto IGMP Proxy ycTpolicTBa, He HaxogswMecs B OAHOW CETU C CepBepom
MHOTF0aApeCHOM PacCbi/IKW, UMEIOT BO3SMOXHOCTb MOAKAOHYATbCA K MHOTOaA4pECHbIM FPYNMnam.

MapLupyTM3aLma OCYLLECTBAAETCA MeXay MHTepdeicom BbilecToswel cetu (uplink) u nHtepdeincamm
HuxecToswmx ceteit (downlink). Mpun atom Ha uplink-uHTepdelice KommyTaTop BeaeT ceba Kak 0bblYHbIN
noJsiydaTesib MHOroagapecHoro Tpaduka (multicast client) u popmupyet cobcTBEHHbIE COOBLLLEHMA NPOTOKONA
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IGMP. Ha uHtepodeiicax downlink KommyTaTop BbICTynaeT B Ka4ecTBe cepBepa MHOMoaApecHOM PacCbiKM U
obpabaTbiBaeT coobuieHma npoTokosia IGMP oT ycTpoiACTB, NOAK/IIOYEHHbIX K 3TUM UHTepdeicam.

V KonunuectBo noapep:kuMBaembix rpynn MHOroagpecHoi paccbiikKu npotokonom IGMP
Proxy yKasaHo B Tabnuue 9.
V IGMP Proxy nogaep*usaet go 512 downlink-unrepdeiicos.
V OrpaHuyeHus peanusaumm ¢pyHKummn IGMP Proxy:
- IGMP Proxy He noaAaepKMBaeTca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeaenieH TONbKO 0AUH UHTepdelic BbiwecToALlel ceTu;
- Npy ncnosib3oBaHuu Bepcumn V3 npotokona IGMP Ha uHTepdeificax K HUMKecToALLLeln ceTn
obpabaTtbiBaloTcA TONbKO 3anpocbkl Tuna exclude (*,G) u include (*,G).

V Bo VLAN-e, B KOTOpbIi1 ocyLiecTBAseTcA NnpokcupoBaHue, IGMP Snooping aonxeH 6biTb
OTK/IIOYEH.
V IGMP Proxy ana QinQ Tpaduka:
Ona KoppeKTHo paboTbl PyHKUMOHaNA Heobxogumo BKaAUUTL IGMP Proxy n IGMP

Snooping B SVLAN u CVLAN, a TaK}xe HacTpouTb IP-agpeca Ha paHHbIX uHTepdeiicax.

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoHbUrypaumm:
console (config) #

Tabnnua 186 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no ymMoa4YaHuro
ip multicast-routing PaspeluaeT paboTy MapLpyTU3aLMM MHOFOaAPECHbIX AaHHbIX
igmp-proxy — /Mo ymonuyaHuio Ha CKOHPUIYPUPOBAHHBIX MHTEpPdecaX.
no ip multicast-routing bYHKUMA BbIK/TIOYEHa 3anpelyaeT paboTy MmapLwpyTM3aLMM MHOTOAAPECHBIX AAHHbIX
igmp-proxy Ha CKOHPUrypUpoBaHHbIX MHTepdeicax.

KomaHObI pexcuma KoHguaypauuu uHmepgpeticos Ethernet, VLAN, uHmepgelica epynnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B perMme KoHpUurypauum nHtepoeicos Ethernet, VLAN, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 187 — KomaHabl pexkuma KoHpurypauum nntepdelricos Ethernet, VLAN, rpynnbl noptos

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

ip igmp-proxy {gigabitethernet gi_port: (1..8/0/1..48); | KoHdurypupyemblit nHTepdeiic aBaseTca nHTepdeincom K

gi_port | tengigabitethernet te_port: (1..8/0/1..24); | HuskecToAlEen ceTn. KOMaHaa Ha3sHavYaeT cBA3aHHbIN uplink-
te_port | fortygigabitethernet fo_port: (1..8/0/1..4); MHTepdeic, y4acTBYHOLMIN B MapLLpyTU3aLUM.

fo_port | port-channel group | group: (1..48);

vlan vian_id} vlan_id: (1..4094)
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKK pexunuma KoHdurypaumm VLAN:

console (config-if)#

Tabnnua 188 — KomaHgbl pexuma KoHdpurypaumnm nHtepoericos VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

ip igmp-proxy dscp dscp

no ip igmp-proxy dscp

dscp: (0..63)/0

YcTtaHaBnauBaeT 3HavyeHue DSCP B IP-3aronoske gn1a nakeTos
npoTokona IGMP, KoTopoe 6yaeT MCno1b30BaTbCA KOMMYTAaTOPOM
Ha uHTepoderice VLAN

YCTaHOBWUTb 3HAYeHMNE NO YMOI4aHUIO.

ip igmp-proxy cos cos

no ip igmp-proxy cos

cos: (0..7)/0

YcTaHaBauBaeT 3HayeHue 802.1p B IP 4na nakeToB NpoToKoNa
IGMP, KoTopoe byaeT MCNo/b30BaTbCA KOMMYTAaTOPOM Ha
nHtepoerice VLAN

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 189 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show ip mroute
[ip_multicast_address
[ip_address]] [summary]

KomaHaa npegHasHayeHa AN NPOCMOTPA CIMCKOB
MHOrOaApPecHbIX rpynmn. Bo3amoxkeH BbI6GOp rpynn no agpecy
rpynnbl UM NO aApecy MCTOYHNUKa MHOroagpecHbIX AaHHbIX.
- ip_multicast_address —|P-appec rpynnbl;

- ip_address — IP-agpec NCTOYHUKA;

- summary — KpaTKoe CoAeprKaHue KaxKaou 3anucuy B
MHOroagapecHol Tabaunue mapLupyTMsaumm.

show ip igmp-proxy interface
[vlan vian_id | gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

NHdpopmauua o ctatyce IGMP-proxy npuMeHUTENbHO K
MHTepdeiicam.

[pumepbl 8bIN0AHEHUS KOMAHO

console# show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Protection CoS DSCP
upstream - _
downstream default - -

Interface Type
vlanb
vlan30
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5.21 ®yHKuMM ynpaBaeHuUs

5.21.1 MexaHu3m AAA

Ona obecneyeHns 6e30MacCHOCTM CUCTEMbI MCMOAb3yeTCcs MexaHusm AAA  (ayTeHTUdMKaLMs,
aBTOpM3aLMA, yUeT).

— Authentication (ayTeHTUdMKaUMsa) — conocTaBneHUe 3anpoca CyLLECTBYOLWEN YY4ETHOM 3anucu
B cucTeme 6€30NacHOCTM.

— Authorization (aBTopu3auus, NpoBepKa YpOBHA AOCTyrNa) — COMNocTaB/ieHne y4ETHOM 3anucu B
cucteme (nNpollealieit ayteHTUGUKaLMIO) M onpeaenéHHbIX NOAHOMOUYMIA.

— Accounting (y4éT) — cnexeHue 3a noTpebaeHMeM pecypcoB NO/Ib30BaTENEM.

Ona wndpoBaHMA gaHHbIX UCNONb3yeTcA MexaHu3m SSH.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 190 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue no .
KomaHoa Aelicmeue
YMOAYAHUIO
aaa authentication login YcTaHaBAMBaET cNocob ayTeHTUOUKALMM AR BXOAA B CUCTEMY.
{authorization | default | - authorization — pa3spellaeT NpoxoxaeHne aBTopM3aumm No
list_name} method_list OMMCAHHbBIM HUXE METOAAM;
- default — ncnonb3osatb ANA ayTeHTUPUKALUKM ONUCAHHbIE
HU¥Ke meToabl;
- list_name — nmsa cnucka ayTeHTUPUKALMOHHbIX METOAOB,
AKTUBM3UPYIOLLLErocs, Koraa nosib3oBaTeslb BXOOUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnonb3oBaTb Naposib A8 ayTeHTUDUKaLMK;
- line — ncnonb3oBaTb NAPOAbL TEPMUHANG AN1A AYTEHTUDUKALMMK;
. - local — ncnonb3oBaTb NI0KaNbHYIO 633y MMeEH Nonb3oBaTenei
list_name: (1..12)
- ONs ayTeHTuduKaumm;
CMMBOI0B;
. . - none — He UCMNONb30BaTb ayTEHTUPMKALMIO;
method_list: (enable, line, .
- . - radius — nucnonb3osaTb cnucok RADIUS-cepsepos s
local, none, tacacs, radius); .
ayTeHTUdUKaUMK;
— /Mo ymonyaHuio
- tacacs — vcnonb3osatb cnucok TACACS cepsepoB ana
OCYLLLeCTBNAIETCA MPOBEPKA
. ayTeHTUdMKaLMK.
no NoKanbHol H6ase
Ecnn meToa ayTeHTUGMKaL MU He onpegeneH, To
OaHHbIX (aaa o
o . AOCTYN K KOHCOU BCerpa ycnewHbli.
authentication login
authorization default local) "
Co3paHue CNUCKA OCYLLeCcTBAAETCA KOMaHA0M:
\ / aaa authentication login list_name method._list.
Ucnonb3oBaHue cnucka:
aaa authentication login list-name
’ Bo usbexxaHue notepu Aoctyna cnepyer BBO-
e AUTb HEob6XOAMMbI MUHUMYM HAcTpoek AnA
YKa3biBaemMoro metoga ayreHTupuKaumum.
no aaa authentication YcTaHaBAMBaET 3HaYeHME N0 YMONYAHUIO.
login {default |
list_name}
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aaa authentication ena-
ble authorization {default
| list_name} method_list

list_name: (1..12)
CMMBO/10B;
method_list: (enable, line,
local, none, tacacs, radius);
—/Mo ymonyaHuio
OCYLLLEeCTBAAETCA NPOBEpPKa
no fIoKanbHo 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YcTaHaBAMBaET CNocob ayTeHTUOUKALMU MPU NOBbILLIEHUN YPOBHA
npuBWUAErUi ANA BXOAA B CUCTEMY.
- authorization — paspelaeT npoxoxaeHne aBTopm3aLmn no
OMNUCAHHbIM HUXKE METOAAM;
- default — ncnonb3oBaTh 419 ayTeHTUPMKALMYM ONUCAHHbIE
HUXKEe MeToAbl;
- list_name — nmsa cnucka ayTeHTUGUKALMOHHBIX METOAOB,
AKTUMBU3UPYIOLLLErocs, Koraa nosib3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune metoaos (method_list):
- enable — ncnonb3oBaTb Naposib A4 ayTeHTUDUKaLMK;
- line — ncnonb3oBaTb NAPOAb TEPMUHANG ANA AYTEHTUDUKALMMK;
- local — ncnonb3oBaTb NIOKaNbHYO 633y MMeH Nonb3oBaTenem
Ons ayTeHTuduKaumm;
- none — He UCMNONb30BaTb ayTeHTUPMKaLMIO;
- radius — ucnonb3oBaTb cnucok RADIUS-cepBepoB s
ayTeHTUdUKaumK;
- tacacs — ncnonb3osBatb cnncok TACACS-cepsepos Ana
ayTeHTUdMKaLMK.

V Ecnun meTop ayTeHTUGMKaLUK He onpeaeneH, To

BAOCTYN K KOHCONM BCerga ycneLwHbli.

Co3faHue CnncKa ocyLLecTBASETCA KOMaHAOiA:
V aaa authentication login list-name method_list.
Ucnonb3osaHue cnucka:
aaa authentication login list-name
’ Bo u3bexkaHue notepu poctyna cneayer BBO-
e AUTb Heo6X0AMMbBI MUHUMYM HacTpoek AnA
YyKa3blBaemMoro meToaa ayTeHTUGMKauum.
no aaa authentication YCcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.
enable authorization {de-
fault | list_name}
enable password pass- YcTaHaBAWBaET Napo/ib A1 KOHTPOAA U3MEHEHWUA NPUBUAETUIA
word [encrypted] [level [0CTyna Nonb3oBaTeNen.
level] - level — ypoBeHb npusuneruni;
level: (1..15)/1; - password — naponb;
password: (0..159) - encrypted — 3a4aTb 3aWMdPOBAHHbLIN Naponb (Hanpumep,
CUMBOJIOB napo/ib B 3alWMdpPoBaHHOM BUAE, CKONMPOBaHHbIW C ApYyroro

no enable password
[level level]

YCTPOICTBA).

YaanseT naposib 419 COOTBETCTBYIOLLErO YPOBHA NPUBUAETUNA.

username name {nopass-
word | password pass-
word | password en-
crypted encrypted_pass-
word} [priveliged level]

no username name

name: (1..20) cumBoNOB;
password: (1..64)
CUMBO/I0B;
encrypted_password:
(1..64) cumBonos;
level: (1..15)

[lob6asnaer nonb3oBaTtens B IOKaNbHYIO 633y AaHHbIX.

- level — ypoBeHb npusuneruni;

- password — napons;

- name — VMA NoNb30BaTeNS;

- encrypted_password — 3awndpoBaHHbIV Napoab (Hanpumep,
naposb B 3aWMPPOBAHHOM BUE, CKONMPOBAHHbIV C APYroro
yCTPOMCTBA).

Ypanaet nonb3osartena us NIoKanbHOM 6a3bl AAHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

— /Mo ymonuyaHuio
BeJeHMe yyeTa 3anpeLleHo

PaspeluaeT BegeHWe yyeTa (aKKayHTa) AN ceccuii ynpasieHus.

BeaeHue yyeTa paspelleHo TONbKO A/1A No/sb30oBaTe-

V Neit, BoweALwWwmnX B CUCTEMY MO UMEHU U NAPONI0, ANA

nosb3oBaTeneii, BoweawWwuxX No Naposlo TepmMuHana,
BeAeHMe yyeTa 3anpeLieHo.

BepeHue yyeta akTMBUpYeETCA M NpeKpallaeTcs, Koraa

V nonb3oBaTe/Nib BXOAUT U OTK/IOYAETCA OT CUCTEMbI,
4YTO COOTBETCTBYET 3HAUeHUaM start u stop B coobuie-
HUAX npoTokona RADIUS (napameTtpbl, cogeprKawm-
eca B coobuweHuax npotokona RADIUS, npusegeHbl B
Tabnmue 191).

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx

203




HELTEX

no aaa accounting login
start-stop

3anpewaeT BegeHue yyeTa (akkayHTa) ans eeeseHHbIx 8 CLI Ko-
MaHa,.

aaa accounting dotlx
start-stop group radius

no aaa accounting dot1x
start-stop group radius

—/Mo ymonyaHuio
BeAEeHMe y4yeTa 3anpeL,eHo

PaspelwaeT BegeHue yyeTa (akkayHTa) gna ceccuii 802.1x.
BepeHue yyeta akTMBUpPYETCA M NpeKpallaeTca, Koraa
V nonb3oBaTe/ib BXOAUT U OTK/IIOYAETCA OT CUCTEMDI,
4YTO COOTBETCTBYET 3HAUeHUAM start u stop B coobuie-
HuAX npoTtokona RADIUS (napameTpbl, cogeprKawyu-
eca B coobueHuax npotokona RADIUS, npuseaeHbl B
Tabauue 191).

| B pexxume Multiple sessions coobuieHuns start/stop
V NOCbINAIOTCA ANA KAXKA0ro NoNb30BaTeNA, B pexxume
Multiple hosts — Tonbko ans nonb3osarens, npowepn-

wero ayteHTMduKaumio (cm. pasgen no 802.1x).

YcTaHaBAMBaET 3Ha4YeHue no YMONYaHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https] method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpeaenset metos ayTeHTUdPMKauum npu poctyne Kk HTTP-
cepsepy. Mpu ycTaHOBKeE CMNMUCKA METOAO0B LOMONHUTE/bHbIN
meToz, byaeT NPMMEHATLCA TOJIbKO B TOM Cayyae, Koraa no oc-
HOBHOMY MeTOAY ayTeHTUUKaAL MM BO3BpaLLLEHa OWKOKa.

- method_list — meToA ayTeHTUOUKaumUK:

local — no meHn U3 NoKanbHOM 6asbl JAHHbBIX;

none — He UCMNONb3yeTCs;

tacacs — ncnonb3oBaHMe cnNUcKoB Bcex cepsepoB TACACS+;
radius — ucnonb3oBaHue cnuckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

aaa authentication mode
{chain | break}

—/chain

YcTaHaBAMBAET a/IFOPUTM ONPOCa METOA0B ayTeHTUdUKaL UK.

- chain — nocne HeygayHOM NONLITKM ayTEHTUDMKaLUK MO nep-
BOMY MeToAy B CMMCKe ClefyeT NonbiTKa ayTeHTUGMKALMM NO
cneaylowemy MeToay B LIenoYKe;

- break — nocne HeyaauHoW ayTeHTUGUKALUKM MO NEPBOMY Me-
TOAY NPOLLECC ayTeHTUMKaLUM OCTaHABNMBAETCA.

aaa accounting com-
mands stop-only group
tacacs+

no aaa accounting com-
mands stop-only group

—/Mo ymonyaHuio
BeAEHME yHeTa KOMaHL,
BbIK/IIOYEHO

BkntouaeT BegeHue yyeta BBeAeHHbIx B CLI kKomaHg no npoTo-
Kony Tacacs+.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHULO.

aaa authorization com-
mands {default |
list_name} group
method_list

no aaa authorization
commands {default |
list_name}

list_name: (1..15)
cumeonos; method_list:
(tacacs, local);

-/T10 YyMONUYaHWNIO aKTUBEH
CMUCOK

YcTaHaBAnBaeT cnocob aBTopm3aLLMM BBOAMMBIX KOMAHA,

- default — pegaktMposaTb cnucok c umeHem default, KoTopbili
No YMOIYAHUIO eCTb B CUCTEME;

- list_name — nmA cnucka mMeToA0B aBTOpM3aL MK, co3aBae-
MOTO U pefiakTMPyeMoro nosib3oBaTesem:

- tacacs — meToga, N03BONAKOLWMIA MCNOAb30BaTb cnncok TACACS
cepBepoB ANs aBTopU3aLnu;

- local — meTog, Npu KOTOPOM aBTOPU3ALMA He OCYLLEeCTBAA-
eTcA.

BOCCTaHOBMTbL 3HAaYEHME MO YMOMYAHMIO.
- default — cbpoc cnucka ¢ umeHem default K 3HauyeHuto no
YMONYAHUIO;
- list_name — ypannTb NONb30BATE/NIbCKUIA CMIUCOK C UMEHEM
list_name.
| CnucoK c umeHem default He moxkeT 6bITb yaaneH us
V cUCTEMBI.

aaa authorization com-
mands {default |
list_name}

no aaa authorization
commands

list_name: (1..15)
CMMBOJIOB;
-/default

Mo3BoNAET aKTMBMPOBaTb CMMCOK METOA0B aBTOPM3aLLMM BBO-
OMMbIX KOMaHA,

- default — caenaTb aKTUBHbLIM CNUCOK ¢ MeHem default;

- list_name — cpenaTb aKTUBHbIM COOTBETCTBYIOLLMIA NONb30Ba-
TeNbCKUIA CMINCOK.

BoccTaHOBUTL 3HaYeHMe NO YMOHYAHWUIO.
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Onga Toro utobbl KAMEHT NOAYUUA AOCTYN K YCTPOMCTBY, AaXKe eCAU BCe MEeTOAbl ayTeHTU-
' duKauum BepHynn owmnbKy, MCNONb3YiTe 3HAYEHUE NOC/eAHEr0 METoAa B KOMaHAe —
-

none.

Tabnnua 191 — AtpubyTbl coobuieHnlt BeaeHMn yyeta npotokona RADIUS ana ceccuit ynpasneHus

Haau4ue Hanau4ue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTndumKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIA UCNONb3yeTCA
NAS-IP-Address (4) Ectb EcTb APEC KOMMyTaTopa, KoTop y
ana ceccuin ¢ Radius-cepsepom.
MpounsBonbHOE 3HAYEHWE, BKAOYEHHOE BO BCE
Class (25) EcTb Ectb P N
Co0bLWEeHMA yYeTa Ceccui.
. IP-appec KommyTaTopa, UCNO/b3yeMbIN ANA cec-
Called-Station-ID (30) EcTb EcTb vp,p y P y at
CUIA ynpaBaeHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUOMKATOP yyeTa.
. YKa3biBaeT MeTOA, N0 KOTOPOMY K/IMEHT AO/IKEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUDULMPOBAH.
. . MoKa3bIBaeT, KaK J0/ro Nosb3oBaTesb bbl NoA-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause
Het EcTb MpuymMHa 3aKpbITUA ceccun.

(49)

Tabnnua 192 — ATpubyTbl coobuleHUI BeaeHuMaA yyeTa npoTokona RADIUS ana ceccuin 802.1x

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym PUoY POy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTMdMKauMs nosb3oBaTens.
IP-agpec KomMyTaTopa, KOTOPbIA UCNONb3yeTCA
NAS-IP-Address (4) EcTb EcTb AP o Y . P P y
ana ceccnin ¢ Radius-cepsepom.
MopT KoMMyTaToOpa, Ha KOTOPOM MOAKAUMACA
NAS-Port (5) EcTb EcTb P ¥ P P A
nosb3oBaTeNb.
Mpon3BoabHOE 3HAYEHMeE, BK/IOYEHHOE BO BCe
Class (25) EcTb EcTb P N
Co0bLEeHMA yYeTa Ceccui.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) Ectb Ectb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb Ectb YHUKanbHbIN naeHTUGMKATOp yyeTa.
. YKa3blBaeT MeTOZ, MO KOTOPOMY KNWEHT SO/IKEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTMOULMPOBAH.
. . MoKa3blBaeT, KaK 40/ro nosb3oBaTesb 6bl1 No4-
Acct-Session-Time (46) Het Ectb A &
KNIOYEH K cUCTeME.
Acct-Terminate-Cause Het Ectb MpuymHa 3aKpbITUA ceccun.

(49)
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Nas-Port-Type (61) Ectb EcTb MNoKasbiBaeT TMN NOpTa KAMEHTa.

Eltex-Data-Filter Het Ectb Cnucok npaBwu, coaeprawmii B cebe Katoyesble
cnosa ACL (tabnumua 185)

Eltex-Data-Filter-Name Het Ectb Mmsa ACL. Echn He 3a4aHO, TO MMeeT 3HadyeHune
«RADIUS_ACL»

Tabnuua 193 — Kntouesblie cnosa ACL

Knrouyesoe cnoeo

OnucaHue

Tun nnu id npoTtokona.
Jonyctumble 3HavyeHusA:
- ona IPV4: icmp, igmp, ip, tcp, udp, ipinip, egp, igp, hmp, rdp, idpr,

prot ipv6, ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp,
ospf, ipip, pim, 12tp, isis;
- ans IPV6: icmpv6, tcpv6b, udpve.

mac_src MAC-agpec UCTOYHMKA.

mac_dst MAC-agpec HasHa4vyeHuA.

ip_src IP-agpec NCToYHMKa.

ip_dst IP-afpec HazHayeHwus.

ipv6_src IPv6-agpec UCTOYHMKA.

ipv6_dst IPv6-agpec HaszHayeHuA.

dscp 3HayeHue DCSP-nona (0..63).

ip_precedence Mpuoputet IP-TpadukKa (0..7).

tcp_flags TCP-dnar.

vlan Mopsaakosbii Homep VLAN.

icmp_type Tun coobueHnit npotokona ICMP, ucnonbsyemolit ana dbunbtpa-
umm ICMP-naketos (0..255).

icmp_code Kog coobuieHnit npotokona ICMP, ncnosnbsyemolii gns puabtpa-
umm ICMP-naketos (0..255).

igmp_type Tun npoTtokona IGMP.

udp_port_src

UDP-nopT nctouHunKa.

udp_port_dst

UDP-nopT Ha3HayeHus.

tcp_port_src

TCP-nopT NCTOYHMKaA.

tcp_port_dst

TCP-nopT Ha3Ha4yeHuA.

udp_src_start

HayanbHoe 3HavyeHne UDP-nopta n3 gmManasoHa UDP-nopTtoB uc-
TOYHMKA.

udp_src_end

KoHeuHoe 3HavyeHne UDP-nopTta u3 guanasoHa UDP-nopTtoB wuc-
TOYHMKA.

udp_dst_start

HayanbHoe 3HayeHne UDP-nopta u3 pguanasoHa UDP-noptos
Ha3HayeHwuA.

udp_dst_end

KoHeyHoe 3HayeHme UDP-nopta w3 auanasoHa UDP-nopTtos
Ha3HaYyeHuA.

tcp_src_start

HayanbHoe 3HayeHne TCP-nopTta n3 gwanasoHa TCP-nopTos uc-
TOYHMKa.
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KoHeuyHoe 3HayeHne TCP-nopTa 13 gmanasoHa TCP-nopToB NCTOY-

tcp_src_end
HMKa.

HauyanbHoe 3HaveHme TCP-nopta u3 pamanasoHa TCP-noptos

tcp_dst_start
Ha3HayeHwus.

KoHeuyHoe 3HayeHune TCP-nopTa u3 gnanasoHa TCP-nopToB HasHa-

tcp_dst_end
yeHwus.

Eltex-Data-Filter n Eltex-Data-Filter-Name — ocobble Vendor-Specific aTpnbyTtbl, npeaHasHaYeHHble
AN AMHammyeckoro gobasneHus cnvckoB ACL Ha nopt yepes coobuieHunsa oT RADIUS-cepsepa. [ns
NCNoab30BaHMA gaHHOro ¢yHKkuMoHana Ha RADIUS-cepBepe HeobxogMmo B cioBapb aTpubyToB 006aBUTH
atpubyTbl 82 (Eltex-Data-Filter) n 83 (Eltex-Data-Filter-Name) ana seHgopa 35265 (Eltex).

Mpumep HacTtpoikn Vendor-Specific atpubytos Eltex-Data-Filter Eltex-Data-Filter-Name pgns
Freeradius.

B daitn /path/to/freeradius/dictionary nobasuthb:

VENDOR Eltex 35265
BEGIN-VENDOR Eltex

ATTRIBUTE Eltex-Data-Filter 82 string
ATTRIBUTE Eltex-Data-Filter-Name 83 string
END-VENDOR Eltex

dopmar 3anucu IPv4 ACL, IPv6 ACL popmupyetca cnegytowmm obpasom: nepeblie YeTbipe
cnoBa AO0/MKHbI 6bITb 3anucaHbl yepes npoben B crporom nopsake: acl_type, action
(permit uan deny), ip_precedence, prot. NMocne 3anucu o6A3aTenNbHbLIX NapameTpPoB
OCTa/ZibHble NapameTpbl 3aNMUCbIBAIOTCA B MPOM3BOJIbHOM NopAaKe.

.‘

dopmar 3anucu MAC ACL dopmupyeTca cnegyowmm obpasom: nepsbie Tpu cAOBa
OO/MKHbI 6bITb 3anUcaHbl Yepes npoben B ctporom nopagkKe: acl_type, action (permit unm
deny), ip_precedence. Nocne 3anucu 06a3aTeNbHbIX NAapaMeTPOB OCTaNbHble MapameTpbl
3anuUCbIBalOTCA B NPOU3BO/IbHOM NopsAaKe.

.‘

Macka gnsa IP-agpeca 3anucbiBaerca uepes «/» 6e3 npobenos.

.‘

’ | MpPOTOKON MOXKHO YKa3aTb KaK B YUCZIOBOM BUpAe, TaK U CTpOKOVI.
-

Mpumep:

user3 Cleartext-Password := "hello"
Eltex-Data-Filter = "ip permit 1 prot=tcp ip src=10.0.0.3/0.0.0.255
ip dst=10.0.0.0/255.0.0.0 tcp port src=80 tcp port dst=443",
Eltex-Data-Filter-Name = "Filter-MIX1"

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bupg, 3anpoca KOMaHAHOM CTPOKM B pPeXXMMeE KOHPUTrypaLmm TepMmnHana:

console (config-line) #
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Tabnnua 194 — KomaHabl pexkuma KOHPUrypauum TepMmUHaIbHbIX CECCUIA

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

KomaHda

Aelicmeue

login authentication {de-
fault | list_name}

list_name: (1..12)
CMMBO/I0B

no login authentication

3afaeT meTog, ayTeHTUdMKaLMK Npu BXxoae ANs KoHconu, telnet,
ssh.

- default — ncnonb30BaTb CNNCOK «NO YMONYAHUION,
CO34aHHbI KoMaHZoM aaa authentication login default

- list_name — ncnonb30BaTb CNUCOK, CO34aHHbIM KOMaHA0M aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

enable authentication {de-
fault | list_name}

list_name: (1..12)
CMMBO/I0B

no enable authentication

3agaeT meTod ayTeHTUOUKAL MU NOb30BATENA NPU NOBbILEHUN
YPOBHSA NpUBUAErNA ANA KoHconw, telnet, ssh.

- default — ncnonb30BaTb CNNCOK «NO YMONYAHUION,
CO34aHHbI KoMaHZoM aaa authentication login default

- list_name — ncnonb30BaTb CNUCOK, CO34aHHbIA KOMaHAOoM aaa
authentication login /ist_name.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

password password [en-

ted
crypted] password: (0..159)

CMMBOJI0B

no password

3agaeT naponb ANA TepmMuHana.

- encrypted — 3aaTb 3aWMPPOBaHHbLIN Naposb (Hanpumep,
napo/ib B 3aWMdpPoBaHHOM BUAE, CKONMPOBAHHbIN C 4PYroro
YCTPOWCTBA).

YganseT naponb ona TepMUHana.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 195 — KomaHgb! pexxuma Privileged EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show authentication meth-
ods

MoKasbiBaeT MHPpopmaLmio 06 ayTeHTUOUKALMOHHbBIX METOAAX
Ha KoMMyTaTope.

show authorization
methods —

Moka3sblBaeT MHPOPMALLMIO O CO3L4aHHbIX Ha KOMMYTaTope
MEeToAax aBTOPM3aLMmN KOMaHA, YKa3bliBaeT Ha aKTUBHbIN
MeToa.

show users accounts

MoKasbiBaeT N0KaNbHyto 633y AaHHbIX NOAb30BaTENEN U UX
npuBMAErni.

KomaHOobi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Bce KomaHAb! AaHHOrO pa3gena goCTynHbl TONIbKO ANA NPUBUNETMPOBAHHDBIX nosib3oBaTeneu.

Tabnunua 196 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

KomaHoa

Aelicmeue

show accounting

Moka3biBaeT MHOOPMALLMIO O HACTPOEHHbIX METOAAX BEAEHUA
yyeTa (aKkKayHTa).
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5.21.2 Npomokon RADIUS

MpoTtokon RADIUS wucnonb3yetca ana ayteHTMduMKaumm, astopusaumm u ydeta. Cepsep RADIUS
ncnosbayet 6a3y JaHHbIX NONb30BaTeNEN, KOTOPAA COAEPKUT AaHHbIE MPOBEPKM NOSJANHHOCTU ANA KaXKA0rO
nonb3oBaTtesia. Taknm ob6pasom, Ucnosib3oBaHne NpoTokosia RADIUS obecneunBaeT 4ONOAHUTENBHYIO 3aLLNTY
npu A0CTyNe K pecypcam CeTH, a TaKKe Npu AOCTyrne K CaMmoMy KOMMYTATopy.

KomaHOb! pexrcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 197 — KomaHgbl pexkuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

radius-server host {ipv4-ad-
dress | ipv6-address | host-
name} [auth-port
auth_port] [acct-port
acct_port] [timeout
timeout] [retransmit re-
tries] [deadtime time] [key
secret_key] [priority prior-
ity] [usage type]

encrypted radius-server
host {ipv4-address | ipv6-
address | hostname}
[auth-port auth_port]
[acct-port acct_port]
[timeout timeout] [retrans-
mit retries] [deadtime time]
[key secret_key] [priority
priority] [usage type]

no radius-server host
{ipv4-address | ipv6-address
| hostname}

hostname: (1..158)
CUMBO/IOB;
auth_port:

(0..65535)/1812;
acct_port:

(0..65535)/1813;

timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CUMBO/IOB;

priority: (0..65535)/0;
type: (login, dotl.x,
all)/all

[JobasnaeT ykasaHHbIN cepsep B CMUCOK Ucnoab3dyembix RADIUS-
cepBsepos.

- ip_address — IPv4 vnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe uma RADIUS-cepBepa;

- auth_port — Homep nopTa A4 Nnepesayn ayTeHTUOUKaLMOHHbIX
LAHHbIX;

- acct_port — Homep nopTa 419 nepeaayn JaHHbIX YYeTa;

- timeout — NHTepBan OXKMAaHMA OTBETA OT cepBepa;

- retries — KOANYeCTBO NoNbITOK Noncka RADIUS-cepBepa;

- time — Bpema B MMHYTax, B Te4eHME KOTOPOro HeJoCTyMNHble
cepsepa He byayT onpawusaTbca RADIUS-kaneHTOM
KOMMyTaTopa;

- secret_key — K/to4 gna ayTeHTUOUKALMM U LUMPPOBAHUA BCEro
obmeHa aaHHbimK RADIUS;

- priority — npuopwuTeT Ucnonb3osaHus RADIUS-cepsepa (4em
HU}Ke 3HaYeHue, TemM NpUopuTeETHEE CEPBEP);

- type — TMn ucnonb3osaHua RADIUS-cepsepa;

- encrypted — 334aTb K/toy B 3aWwndpoBaHHOM BUeE.

B cnyuyae oTcyTCTBMA B KOMaHAe napameTpoBs timeout, retries,
time, secret_key nnsa paHHoro RADIUS-cepBepa ncnonb3sytoTca
3HAYeHMA HAaCTPOEHHbIE C MOMOLLbIO KOMaH/ YKa3aHHbIX HUXKe.

YpanaeT yKasaHHbIV cepBep U3 cnMcKa ncrnonbsyembix RADIUS-
cepBepos.

radius-server attributes nas-
id include-in-access-req [for-
mat word]

no radius-server attributes
nas-id include-in-access-req
[format]

word: (3..32)/%h

Hob6asnsaet aTpmbyT NAS-Id (onuma Ne32) B Access-Request
naketbl. Cumsonbl "%h", BcTpeyatowwmecs 8 popmaTHOM CTPOKe,
3aMeHAITCA Ha TeKyllee umsa xocta (hostname).

YcTaHaBAMBaeT 3HAYEHKWe Mo YMONYaHUIO

[encrypted] radius-server
key [key]

no radius-server key

key: (0..128)
CMMBON10B/NO
YMONHAHUIO KoY —
nycras cTpoka

YCTaHaBAMBAET KAHOY, UCMONb3YEMbI MO YMOYAHUIO, ANA
ayTeHTMdMKaLMK 1 WndposaHMa Bcero obmeHa aaHHbimM RADIUS
MeXay YCTPOWCTBOM M OKpyKeHnem RADIUS.

- encrypted — 33aaTb Koy B 3aWwndpoBaHHOM BUE.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcraHaBAuBaet MHTEpBan 0XXMaaHUA OTBETA OT CepBepa,
VICI'IOﬂb3yeMbIV1 NoO YMO/THaHUIO.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.
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radius-server retransmit re-
tries

no radius-server retransmit

retries: (1..15)/3

OnpegenseTt KOAMYECTBO MOMbITOK, UCNONb3yeMOE Mo
ymonyaHuto, nomcka RADIUS-cepsepa 13 cnucka cepsepos. MNpu
OTKa3e OCyLLLeCTB/AETCA NOUCK CNeAyoLLero No NpuopuTeTy
cepsepa 13 cnucKa.

YcTaHaBAMBaeT 3HaYeHue Mo YMONYaHUIO

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MMWH

MNo3sBonaet onTummsnposatb Bpemsa onpoca RADIUS-cepsepos,
KOrZia HeKOTopble cepBepa HEAOCTYNHbI. YCTaHaBAUBAET BPeEMSA B
MUWHYTaX, UCNO/Ib3yeMoe Mo YMONYaHUIO, B Te4EHUE KOTOPOro
HepoCTynHble cepBepa He byayT onpawwneaTtbes RADIUS-
K/IMEHTOM KOMMYyTaTopa.

YcTaHaBAWBaeT 3HaYeHne No YMONYAHUIO.

radius-server host
source-interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3apaet nHTepdeliic ycTpoicTsa, IP-agpec Kotoporo byaet
MCNO/1b30BaTbCA MO YMOJIMAHUIO B Ka4YecTBe afpeca UCTOYHUKA
nepegasaemoro B coobuieHnax npotokona RADIUS.

Ypanaer nHtepdeic ycTpoicTsa.

radius-server host
source-interface-ipv6 {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback_id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3agaeT nHTepdeiic ycTporicTea, IPvb-agpec koToporo byaet
MCNONb30BaTbCA MO YMONYAHUIO B KayecTBe agpeca UCTOUYHMKA
nepegasaemoro B coobuieHnnax npotokona RADIUS.

Ypanaer nHtepdeic ycTpoicrsa.

radius server accounting-
port port

no radius server account-
ing-port

port: (1-65535)

YCTaHOBUTbL NOPT pPernctTpaumm y4éTHbIx 3anmceit Ha RADIUS-
cepsepe.

OTmeHsAeT ncnonbsosaHmne UDP-nopTa gna perncrpaumm y4ETHbIX
3anucen.

radius server authentica-
tion-port port

no radius server autentifi-
cation-port

port: (1-65535)

YctaHosuTb UDP-nopT Ana oTnpaBKKW 3anpocoB Ha
ayTeHTUMKALMIO YHETHBIX 3aMUCeN.

OTmeHsAeT ncnosnb3osaHme UDP-nopTa gns 3anpocos Ha
AYTEHTUDUKALMIO YYETHBIX 3amnncei.

radius server enable

no radius server enable

BkntoueHne RADIUS-cepBepa Ha KommyTaTope.

BbikntoueHne RADIUS-cepsepa Ha KommyTaTope.

radius server group word

word: (1-32)

3apaTb Ha3BaHMe ANA rPYNMbl cepBepa U NepenTh B PeXnm ee
KOHOUIyprpoBaHus.

radius server secret key key
{ipv4 | ipv6 | default}

no radius server secret
[ipv4 | ipv6 | default]

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX XXX
key: (1-128) cumBona

YCcTaHOBUTb KAtOY A/1A UCMOAb30BaHMA radius server.
default — Knto4 HasHavyaeTca AN UCMOIb30BaHUA KINEHTAMU, HE
MMeIoLLMX ONpeaeneHHOoro Kakua.

Yaanutb KAoY ANA UCNOb30BaHUA radius server.

radius server secret {ipv4 |

ipv6}
no radius server secret
{ipv4 | ipv6}

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xi XX

Mcnonb3oBaTh 3alumMbpoBaHHbIN KAOY AOCTYNA K cepsepy Ans
KOHKPETHOro XocTa.

Yaanutb KN4 ANA MCNOb30BaHUA radius server.

radius server traps ac-
couting

no radius server traps ac-
couting

BK/lOYaeT NoaaepKKy trap-coobLueHnit Ha cobbITUA YYETHbIX
3anucei.

OTKNtOYaET NOAAEPHKKY trap-COOBLLeHN.

radius server traps authen-
tication {failure | success}

BkntoyaeT nogaepskKy trap-coobuieHnin, oTobparkaroLmx
pe3ynbTaT ayTeHTuduKauum Ha RADIUS-cepsepe.
failure — cboi npu nonbiTKe ayTeHTUMKaLUK
success — ycrnewHo NpoiaeHHan ayTeHTMdUKaLma
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no radius server traps au-
thentication

OTK/Ilo4aeT NoAAep»KKyY trap-coobLieHuit.

radius server user
username username group
password pass

no radius server user

Co3aaTb N0/1b30BaTeNA U HA3HAYUTb A/1A HEro rpynny Ha cepsepe
C 33/1aHHbIM NApPOIEM UCMNO/b30BAHUA.

YaanuTb Nonb3oBaTess Ha cepeepe.

username username

KomaHObI pexcuma KoHgu2ypuposaHusa radius server 2pynol

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnume KoHPUrypuposaHua radius server-rpynnbi:

console (config-radius-server—-group) #

Tabnmua 198 — KomaHabl pexkmuma KoHPUrypuposaHusa radius server-rpynnbi:

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda Aeiicmeue

acl acl_name acl_name: (1-32) Ha3HaunTb ncnonb3osaHme ykasaHHoro ACL B AaHHOM rpynne.

CumBO1a

no acl OTKNOYMTb UCMONb30BaHKNe yKaszaHHoro ACL B gaHHOM rpynne.

allowed-time-range
range_name
no allowed-time-range

HasHauntb nepuoa BpemeHun time-range Ha MCNONb30BaHUE
range_name: (1..32) rpynnol.

cumBoaa

OTKAIOYNUTL UCNONb30BaHMe time-range Ha UCNOb30BaHUe
rpynnoi.

privilege-level level HasHaunTb ypoBeHb NpUBUAETUIA, HA KOTOPOM ByAeT MCNOHUMA

level: (1-15)/1 KOHUrypupyemas rpynna

no privilege-level

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 199 — KomaHgb! pexuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show radius-servers [key] OTobparkaeT napameTpbl HacTporikn RADIUS-cepBepoB (KomaHaa

AOCTYyNHA TO/IbKO ANA NPUBUNETNPOBAHHbIX nonb3osaTene|‘»‘|).

show radius server {statis-
tics | group | accounting |
configuration | rejected |
secret | user}

OTobparkaeT cTaTUCTUKY nNpoTokona Radius, nHdopmaumto o
nonb3osaTtensax, KoHourypaumio RADIUS-cepBepa.

[Tpumepbl UCNoAb308aHUS KOMAHO

= YCTaHOBUTH r106anbHble 3HAYEHUA ANA NapamMeTPoB: MHTEPBaa OXWAAHUA OTBETA OT cepBepa — 5
CeKyHZA, KonmnyecTso nonbIToK noncka RADIUS-cepsepa — 5, Bpems, B Te4eHUe KOTOpOoro HeaoCTyn-
Hble cepBepa He 6yayT onpawmsatbca RADIUS-KnMeHTOM KommyTaTtopa — 10 MUHYT, CEKPETHbIN
Kntoy — secret. [lobasuTb B cnucok RADIUS-cepBep, pacnonoeHHblh Ha y3ne cetu ¢ IP-agpecom
192.168.16.3, nopT cepBepa gns ayTeHTMdMKaumm — 1645, KOoNMYeCTBO NOMbITOK AOCTyNa K cepeepy
— 2.
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console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645 retransmit
2

= [lokasaTb napameTpbl HacTpoliku RADIUS-cepsepoB

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.21.3 Npomokon TACACS+

Mpotokon TACACS+ obecneymMBaeT UEHTPaANM30BaHHYIO cuctemy 6e3onacHocTM A/1a MPOBEPKMU
Nno/sib3oBaTe/iel, NoayyaloWmx A0CTYN K YCTPOMCTBY, NMPU 3TOM noagepuBasa cosmectumoctb ¢ RADIUS u
ApYyrMmMmu npoleccamu nposepku noganHHoctn. TACACS+ npefocTtasnfeT caeaytowme Ciy»Kobl:

— Authentication (nposepka nooauHHocmu). ObecneynBaeTcs BO Bpems BXoda B CUCTEMY MO
MMeHaM Nob30oBaTesNel U onpeaeneHHbIM NOAb30BaTENSAMM NAPOIAM.

— Authorization (asmopusayus). ObecneynBaeTcs BO Bpems Bxoga B cuctemy. [locne
3aBeplleHMs CceaHCa MNPOBEPKM MNOLJAMHHOCTM 3aMyCKAaeTca CeaHC aBTopu3auuu C
MCMNONb30BaHNEM MPOBEPEHHOTO MMEHW MNO/b30BaTeNA, TaKKe CepBEPOM MPOBepAlTCA
NpMBMUAErMM NONb30BATENA.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHGUrypaumu:

console (config) #

Tabanua 200 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymoa4aHuro

tacacs-server host hostname: (1..158) [obasnaeT ykasaHHbIN cepBep B CMUCOK ucnoab3dyembix TACACS
{ip_address | hostname} CMMBOI0B; cepBepos.
[single-connection] port: (0..65535)/49; - ip_address — |P-appec TACACS-cepsepa;
[port-number port] timeout: (1..30) cek; - hostname — ceteBoe nma TACACS-cepBepa;
[timeout timeout] [key secret_key: (0..128) - single-connection — B Ka)Abli MOMEHT BPeMeH UMEeTb He
secret_key] [priority CMMBONOB; 6onblue oAHOro coeanHeHMaA ana obmeHa gaHHbimu ¢ TACACS-
priority] priority: (0..65535)/0; cepBepom;
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encrypted tacacs-server
host {ip_address |
hostname} [single-
connection] [port-number
port] [timeout timeout]
[key secret_key] [priority
priority]

no tacacs-server host
{ip_address | hostname}

- port — Homep nopTa ana obmeHa aaHHbimK ¢ TACACS-
cepBepom;

- timeout — MHTepBan OXKMAAHUA OTBETa OT cepBepa;

- secret_key — Kntoud ansa ayTeHTUGUKaUUK U LWndpoBaHUs
Bcero obmeHa gaHHbimu TACACS;

- priority — npnopuTteT ncnonb3oBaHus TACACS-cepsepa (4em
HU}Ke 3HaYeHune, TemM NpUopuUTeETHEE CEPBEP);

- encrypted — 3HaueHwue secret_key B 3alumppoBaHHOM BuAe.
B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout,
secret_key pns paHHoro TACACS-cepBepa UCNO/b3yoTCA
3HaYeHWA, HAaCTPOEHHbIE C MOMOLLBLIO KOMaHA, YKa3aHHbIX
HUXKe.

YnanaeT yKasaHHbIV cepBep U3 cnmncka ncnonbsyembix TACACS-
cepBepos.

tacacs-server key key

encrypted tacacs-server
key key

no tacacs-server key

key: (0..128)
CMMBOJI0B/NO YMOIYaHUIO
K/IKO4 — MyCTan CTPOKa

YCTaHaBAMBAET K/HOY, UCMONb3YEMBII MO YMOYAHUIO, AN1A
ayTeHTUdUKauMK U WndposaHUa Bcero obmeHa JaHHbIMK
TACACS mexnay ycTpoincTsom u okpyxeHnem TACACS;

- encrypted — 3HayeHue secret_key B 3alinMppoBaHHOM BUE.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

Ypanaet 3HaYeHue no YMOAYaHUIO.

tacacs-server timeout
timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YcTaHaBAMBaeT MHTEPBAN OXUAAHUA OTBETA OT cepeepa,
MCMNO/Ib3yeMbIV N0 YMONYAHUIO.
YCTaHOBWTb 3HAYEHME MO YMONYAHWIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no tacacs-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id (1..64);
group: (1..48)

3apaeT nHTepdeiic ycTpoicTea, IP-agpec Kotoporo byaet
MCMNoJIb30BaTbCA MO YMONYAHUIO B KauecTBe agpeca UCTOYHMKA
ons obmeHa coobweHnamm ¢ TACACS-cepeepom.

YpanaeT nHTepdeinc ycTpoicTsa.

tacacs-server attributes
port {console | telnet |
ssh} word

no tacacs-server attributes
port {console | telnet |
ssh}

word: (1..160) cumsonos

Hactpoutb dopmart nons port.
Mcnonb3ytoTca cneaytowme WwWabnoHbl:
- %n — HOMep TeKyLLel ceccuu;

- % % — cumBon %.

Ypanute popmart nons port.

KomaHObI pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKM B pexxkunme EXEC:

console#

Tabnnua 201 — KomaHgb! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show tacacs [ip_address |
hostname]

host_name: (1..158)
CUMBOJI0B

OTobparkaeT HAaCTPOIKY U CTaTUCTUKY AnA cepsepa TACACS+.
- ip_address — IP-apgpec TACACS+ cepBepa;
- hostname — nma cepsepa.
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5.21.4 Mpomokon ynpasneHusa cemoio (SNMP)

SNMP — TexHonorus, npussaHHas obecneynTb ynpaBAeHWE M KOHTPOAb Haj, YCTPOMCTBAMMU W
NPUNOXKEHUAMM B CETU CBA3M NyTEM obMeHa ynpaBaawowen uHGOPMaUMENn mexay areHTamm,
PacnoNoXeHHbIMM Ha CETEBbIX YCTPOWCTBAX, U MEHeAXepamm, HAXOAALMMMUCA Ha CTaHUMAX ynpaBaeHus.
SNMP onpepensieT ceTb Kak COBOKYMHOCTb CETEBbIX YMPaBAAIOLWMX CTAaHLUMIA U 31E€MEHTOB ceTu (rnaBHble
MalLMHbI, WA3bl U MapLIPYyTU3aTOPbl, TEPMUHA/IbHbIE CEpPBEpbl), KOTOPble COBMECTHO obecneuynBatoT
AAMUHUCTPATUBHbIE CBA3M MEXAY CETEBbIMM YMPABAAOWMMMN CTAHLMAMM U CETEBLIMU areHTamm.

KommyTaTtopbl NO3BOAAKOT HAcTpoUTb paboTy npoTokosna SNMP gna yaaneHHOro MOHUTOPUHIA M
ynpaBaeHMA yCTPOMCTBOM. YCTPOIMCTBO NoanepKnBaeT npoToKobl Bepcnit SNMPv1, SNMPv2, SNMPv3.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 202 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumum

Komanda 3HaveHue/3HaveHue Neiicmeue
o yMOMYaHUuo
snmp-server server Mo ymon4yanuio BkaounTb noaaepKky npotokona SNMP.
no snmp-server server NoAAEp>KKa NPOTOKO/MA | OTkAtovaeT noaaepKy npotokona SNMP.
SNMP oTkntoueHa
snmp-server community YcTaHaBAMBaET 3HaueHMe CTPOKK coobluecTsa gna obmeHa
community [ro | rw | su] AaHHbIMKW No NpoTokony SNMP.
[ipv4_address | ipv6_ad- - community — cTpoKa coobuiectsa (naposb) 4ns gocTtyna no
dress | ipv6z_address] npoTtokony SNMP;
[mask mask | prefix pre- - encrypted — 3a4aTb CTPOKY coobuiecTsa B 3aWNMdPpPoBaHHOM
fix_length]] [view BUAE;
view_name] - r0 — [OCTYN TONIbKO AJ1 YTEHUS;
snmp-server commu- community: (1..20) - W — A0CTYN ANA YTEHUA U 3aMUCK;
nity-group community CMMBONIOB; . - SU — A0CTYyn aAMUHUCTPATOPa;
group_name [ipv4_address encrypted_community | _yjey, nagme — onpeaenset uma ana npasuna 0603peHus SNMP,
| ipv6_address | ipv6z_ad- : (1"20)' CMMBO/IOB; KOTOpOe A0/MKHO BbITb NpeiBapuTeNbHO ONpeaeneHo C NOMOLLBIO
dress] [mask mask | prefix dopmat ipv4_address: | \omangpl snmp-server view. Onpeaenset 06beKTbl, 4OCTyMHbIE
prefix_length] A'_B'C'D; | coobuyecrsy;
encrypted snmp-server dopmat ipv6_address: | _jpy4 address, ipv6_address, ipv6z_address — IP-appec
. XXX XX o .
community encrypted_com- YCTpOWCTBa;
munity [ro | rw | su] _ ¢°p(’;";T . - mask — macka agpeca IPv4, koTopas onpezenseT, Kakue 6uTbl
liv4_address | ipv6_ad- )(I‘;(V)iz)zaxvl;elslg)i aZpeca MCTOYHMKA NaKeTa CPaBHMBAKOTCA € 3a4aHHbIM IP-agpecom;
dress | ipv6z_address] "'"k: ’ - prefix_length — uncno 6uT, KoTopble cocTasnatoT npedukc IPva-
[mask mask | prefix pre- /255 r;;; 2'55 255 aApeca;
fix_length]] [view P - group_name — onpegenser MMA rpynnbl, KOTOPOE AOMKHO 6bITb
view_name] prefix_length: npesBapuTeNbHO ONpeeneHO C NOMOLLLIO KOMaHAbl snmp-server
- (1..32)/32; group. OnpeaenseT 06beKTbI, JOCTYNHblE co0bLLEeCcTBY.
encrypted snmp-server view_name: (1..30)
community-group en- CUMBOIOB;
crypted_community group_name: (1..30)
group_name [ipv4_address
CUMBOJI0B
| ipv6_address | ipv6z_ad-
dress] [mask mask | prefix
prefix_length]
no snmp-server community YpanseT napameTpbl Ana CTPOKK coobLuecTBa.
community [ipv4_address |
ibv6_address | ipv6z_ad-
dress]
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no encrypted snmp-server
community community
[ipv4_address | ipv6_ad-
dress | ipv6z_address]

snmp-server view
view_name OID {included |
excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CMMBOJI0B

Co3paeT unu peaakTMpyet npasmao ob6o3penus gns SNMP —
paspelatoLlee npasuao, IMBO orpaHMYMBaloLLEe CEpBEPY-
obo3spesaTento goctyn K OID.

- OID — npeHTndurKaTop ob6bekTa MIB, NpeacTaBieHHbIN B BUae
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOKeT BK/OYaTb B ceba
3ape3epBUpPOBaHHbIE CN10Ba, Hanpumep: system, dod). C nomoLwpto
CMMBONA * MOXKHO 0603HaUYMTbL cemencTBo nogaepesbes: 1.3.%.2);
- include — OID BkntoueHa B Npasuao ana 0603peBaHuUs;

- exclude — OID uckntoueHa us npasuna gna o603peBaHuUs.

YpanaeT npaBuio ob6o3peHus ansa SNMP.

snmp-server group
group_name {vl1 | v2 | v3
{noauth | auth | priv} [no-
tify notify_view]} [read
read_view] [write
write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBOJIOB;
notify_view: (1..32)
CMMBOJIOB;
read_view: (1..32)

CMMBOIOB; Write_view:

(1..32) cumBonos

Cospgaet SNMP-rpynny nau Tabanuy coorsetctauii SNMP-
nosib3oBaTenei U npasua ob6o3perHnin SNMP.

-vl,v2,v3 — SNMP v1, v2, v3 moaenb 6esonacHocTu;

- noauth, auth, priv — tun ayteHTMdumKaLmm, ucnonbyembiit
npotokonom SNMP v3 (noauth — 6e3 ayteHTUdUKaunn, auth —
ayTeHTUdMKaumMA 6e3 WwndpoBaHUs, priv — ayTeHTUDMKaUmA C
wndposaHuem);

- notify_view — umsa npasuna o603peHns, KOTOPOMy paspeLleHO
onpepenatb coobweHna SNMP-areHta — inform u trap;

- read_view — nms npasuna o603peHns, KOTOPOMy paspeLleHo
TO/IbKO YTeHue cogepxmmoro SNMP-areHTa KOMMYTaTopa;

- write_view — uma npasuna 0603peHuns, KOTOPOMy paspeLLeHo
BBOAMTb AaHHble U KOHPUTrypupoBaTb cogepkumoe SNMP-areHTa
KoMMmyTaTopa.

Ypanaer SNMP-rpynny

snmp-server user
user_name group_name {v1
| v2c | v3 [remote
{ip_address | host}1}

no snmp-server user
user_name {v1 | v2c | v3
[remote {ip_address |
host}}

user_name: (1..20)
CMMBOIOB;
group_name: (1..30)
CMMBO/IOB

Co3paet SNMPv3-nonb3oBaTens.
- user_name — WMA NONb30BATENS;
- group_name — VM rpynnbl.

Yaanaer SNMPv3-nonb3oBaTens.

snmp-server filter
filter_name OID {included |
excluded}

no snmp-server filter
filter_name [0OID]

filter_name: (1..30)
CMMBOJIOB

Cosgaet unu pegaktupyet npasuno SNMP-ounbTpa, KoTopoe
nossonseT punbTpoBaTh inform u trap-cooblyeHuns, nepegaBaemble
SNMP-cepsepy.

- filter_name — nma SNMP-bunbTpa;

- OID — npeHTndUrKaTop ob6bekTa MIB, NpeacTaBNeHHbIN B BUAE
nepesa ASN.1 (cTpoka Bnaa 1.3.6.2.4, MOKeT BK/tOYaTb B ceba
3apesepBupoBaHHbIe €/10Ba, Hanpumep: system, dod. C nomoubto
CMMBO/IA * MOXHO 0603HaYnTL cemMeicTBO nogaepesbes: 1.3.%.2);
- include — OID BkAtoYeHa B NpaBuIo GUAbTPALLUW;

- exclude — OID nckntoyeHa 13 npasuna GUAbTPaL UK.

Ypansaet npasuao SNMP-¢unbTpa.
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snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps | informs] [version
{1 | 2c | 3 {noauth | auth |
priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps | informs]

hostname: (1..158)
CMMBO/IOB;
community: (1..20)
CUMBOJI0B;
username: (1..20)
CMMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CUMBOJI0B;
seconds: (1..300)/15;
retries: (0..255)/3

OnpegaenseT HaCTPOWKKN ANA nepesaym coobLieHuid yBeaoMaeHUn
inform n trap SNMP-cepBepy.

- community — cTpoka coobuwectsa SNMPv1/2c ana nepeaayn
coobuieHmnit yBegomneHus;

- username — uma nosb3osBatena SNMPv3 ana ayteHTudumKaumm;

- version — onpegenaT Tun coobuiexunii trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKa3bliBaeT NoA/IMHHOCTb NaKeTa 6e3 wudposaHus;

- noauth — He yKa3biBaeT NOANMHHOCTb NakeTa;

- priv — yKa3sbIBaeT NOA/IMHHOCTb NaKeTa ¢ WndpoBaHUEM;

- port — UDP-nopt SNMP-cepBepa;

- seconds — Nepuoa, OXKMAAHUA NOATBEPKAEHUN Nepes NOBTOPHOM
nepegavent coobueHuii inform;

- retries — KO/IM4eCTBO NOMbITOK Nepeaayn coobuieHni inform, npu
OTCYTCTBUW UX NOATBEPKAEHMA.

YaanaeT HaCTPoOWKK gna nepeaaym coobuieHmit yBeaoMaeHus
inform un trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid
local

engineid_string: (5..32)
CMMBO/IOB

Co3gaet naeHtTudukatop nokanbHoro SNMP-ycTpolictea —
enginelD.

- engineid_string — nma SNMP-ycTpoiicTBa;

- default — npu ncnonb3oBaHUK AaHHOM HAcTpoOliKM engine ID
byaeT aBToMaTUYECKM cOo34aH Ha ocHoBe MAC-agpeca ycTpoicTea.

Ypansaet nageHtudukaTop nokanbHoro SNMP-ycTpoiictBa — engine
ID

snmp-server
source-interface {traps |
informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no snmp-server
source-interface [traps |
informs]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..48)

3agaeT nHTepdeiic ycTpoicTea, IP-agpec Kotoporo byaer
MCNO0/1b30BaTbCA MO YMONYAHMIO B KAUecTBe agpeca UCTOYHMKA ANA
obmeHa coobuieHmamm c SNMP-cepeepom.

YaanaeT untepoeiic ycTponcTea.

snmp-server
source-interface-ipvé6 {traps
| informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no snmp-server
source-interface-ipvé6 [traps
| informs]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64);
group: (1..48)

AHanormyHo gna IPvé.

Ypanaer uHtepdeinc ycTpoicrea.

snmp-server engineid
remote {ipv4_address |
ipv6_address | hostname}

hostname: (1..158)

Cospaet naeHTMdnKatop yaaneHHoro SNMP-yctpoiictea — engine
ID.
- engineid_string — naeHtuounkatop SNMP-ycTpolicTsa.

traps

. . CMMBO/I0B;
engineid_string o .

- engineid_string: (5..32) — -
no snmp-server enginelD CUMBOIOB Ypanaet ngeHtudukaTop yaaneHHoro SNMP-ycTpoiictea — engine
remote {ipv4_address | ID.
ipv6_address | hostname}
snmp-server enable traps BkntoyaeT nogaepkky SNMP trap-coobuieHui.
no snmp-server enable —/BKNioYeHo OTkAtoyaeT noaaepKKy SNMP trap-coobueHui.

216 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

snmp-server enable traps
authentication

BkntoyaeT otnpasky SNMP trap-coobLuieHnin npu HeyaavHom
nonbITKe ayTeHTUdUKaLun.

—/BKAIOYEHO —
no snmp-server enable OTKAto4aeT oTnpasky SNMP trap-coobuieHuiA.
traps authentication
snmp-server enable traps BkntouaeT oTnpaKy SNMP trap-coobuieHunin:

[erps | link-status] - erps npotoKona ERPS;

- link-status — cocTtoaHMA NHTEpPENCHbIX TMHKOB.

—/BKAIOYEHO
no snmp-server enable OTkAtovaet otnpasky SNMP trap-coobuueHnii:
traps [erps | link-status] - erps npotoKona ERPS;

- link-status — cocToAHUA NHTepdENCHbIX TMHKOB.
snmp-server enable traps BkntouaeT oTnpaeky SNMP trap-coobuweHnin npu usmeHeHuUmn
flex-link —/ BKNIOYEHO cocTosHuA napbl flex-link nHTepdelicos.
no snmp-server enable OtkAtovaet otnpasky SNMP trap coobLieHuin npu M3meHeHUn
traps flex-link cocTosaHua napsl flex-link-uHTepoeicos.
snmp-server enable traps BkntouaeT oTnpaeky SNMP trap-coobuweHunin npu UsSmMeHeHum B
mac-notification change Tabavue nsyyeHHbix MAC-agpecos.
no snmp-server enable —/oTKAto4eHo Otkntovaet otnpasky SNMP trap-coobLueHnii npyu usmeHeHuu B
traps mac-notification Tabauue nsyyeHHbix MAC-agpecos.
change
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobuueHunit npyu obHapyxeHUn
mac-notification flapping dnannmHra MAC-agpecos.
no snmp-server enable —/BKNOYEHO Otkntovaet otnpasky SNMP trap-coobLueHuii npy obHapyKeHun
traps mac-notification dnannuHra MAC-agpecos.
flapping
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobuieHui npotokosna OSPF.
ospf

—/BKNOYEHO "
no snmp-server enable OTkntoyaeT oTnpaeKy SNMP trap-coobuieHuni.
traps ospf
snmp-server enable traps BkntouaeT otnpaeky SNMP trap-coobuweHunin npotokona OSPF
ipv6 ospf (IPv6).

—/BKAKOYEHO
no snmp-server enable OTkntovaet otnpasky SNMP trap-coobLueHuit.
traps ipv6 ospf
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobLueHunii npn OCTUXREHNUN
dhcp-snooping limit clients npeAesbHOro KosnyecTsa noaxatodeHHbix DHCP-kAneHTOB.
no snmp-server enable —/oTKto4eHo OTkAtoyaet otnpasky SNMP trap-coobLueHui.
traps dhcp-snooping limit
clients
snmp-server trap PaspelwaeT nepesasaTb coobLLEHUA trap cepBepy, KOTOPbIN He
authentication npowen ayteHTUdnKauuio.

—/paspeLweHo —
no snmp-server trap 3anpewyaeT nepesaBaTb cO0bLEHMA trap cepBepy, KOTOPbIN He
authentication npoLen ayteHTUdMKaumio.
snmp-server contact text text: (1..160) Onpegaenaer KOHTaKTHYO MHGOPMALLMIO YCTPOMCTBA.
no snmp-server contact CMMBOIOB YaanaeT KOHTAKTHYO MHPOpPMaLumio yCTponcTBa.
snmp-server location text text: (1..160) Onpegenaer HGOPMaALMIO O MECTOMNONONKEHNM YCTPOMCTBA.
no snmp-server location CMMBONOB YpanaeTr nHGopmaLmo 0 MeCcTOMNON0KEHUN YCTPOICTBA.

snmp-server set
variable_name namel
valuel [name2 value2 [...]]

variable_name, name,
value goMKHbI
3aJaBaTbCA B
COOTBETCTBUM CO

Mo3BONAET YCTAHOBUTb 3HAYEHUA NepeMeHHbIX B 6ase gaHHbix MIB
KOMMyTaTopa.

- variable_name — vms nepemeHHoW;

- name, value — napbl COOTBETCTBUN UMSI — 3HAYEHMUE.

cneuuoukaumei
snmp-server enable traps BkntouaeT otnpasky SNMP trap-coobuieHunin o cpabaTbiBaHUK
cpu notification nopora 3arpy3sku CPU.

—/oTKNtO4EeHO

no snmp-server enable OTkAtoyaet otnpasky SNMP trap-coobuieHnii o cpabaTbiBaHUK
traps cpu notification nopora 3arpy3sku CPU.
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobLieHnit 0 BOCCTaHOBNEHUM
cpu recovery-notification nopora 3arpy3ku CPU.
no snmp-server enable —/oTKAIoYeHo OTKAtoYaeT oTnpasky SNMP trap-coobLueHunit 0 BOCCTaHOBAEHUM

traps cpu recovery-
notification

nopora 3arpy3ku CPU.
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snmp-server enable traps
memory notification

Bkntoyaet otnpasky SNMP trap-coobuieHnit o cpabaTbiBaHMK
nopora gna o6bema cBob6ogHOro mecta B RAM.

—/OTKAIO4EHO —
no snmp-server enable OTkntoyaeT otnpasKy SNMP trap-coobLueHuit o cpabaTtbiBaHUM
traps memory notification nopora gns obbema csobogHoro mecta 8 RAM.
snmp-server enable traps BkntouaeT otnpaeky SNMP trap-coobuieHunin 0 BOCCTaHOB/IEHUM
memory recovery- nopora gna obbema csobogHoro mecta 8 RAM.
notification

—/OTKAIO4EHO —
no snmp-server enable OTkntoyaeT otnpasKy SNMP trap-coobLieHnin 0 BOCCTaHOBAEHUM
traps memory recovery- nopora gna obbema csobogHoro mecra 8 RAM.
notification
snmp-server enable traps BkntouyaeT oTnpaBky SNMP trap-coobuweHunii o cpabaTbiBaHUK
sensor notification nopora gna 3HavyeHuA AaTYUKOB.

—/OTKNIOYEHO -
no snmp-server enable OTkntoyaeT otnpasky SNMP trap-coobuieHunin o cpabatbiBaHUM
traps sensor notification nopora gaa 3Ha4yeHna AaTYNKOB.
snmp-server enable traps BkntouyaeT otnpaeky SNMP trap-coobuieHunin 0 BOCCTaHOB/IEHUM
sensor recovery- nopora gaa 3Ha4yeHna AaTYNKOB.
notification

— /OTKAIOYEHO —
no snmp-server enable OTKkntoyaeT otTnpasky SNMP trap-coobLeHnit 0 BOCCTaHOBAEHUM
traps sensor recovery- nopora gaa 3Ha4yeHna AaTYNKOB.
notification
snmp-server enable traps BkntouyaeT otnpaeky SNMP trap-coobueHuii o cpabaTbiBaHUK
storage notification nopora gns o6bema cB0604HOro MecTa Ha BCTPOEHHOM dnew-

namaTu.

—/OTKAIOYEHO —
no snmp-server enable OTKkatoyaeT otnpasky SNMP trap-coobuieHnit o cpabaTtbiBaHUM
traps storage notification nopora gnsa o6bema cB0604HOro MecTa Ha BCTPOEHHOM delwu-

namsaTu.

snmp-server enable traps BkntouyaeT otnpaeky SNMP trap-coobueHunin 0 BOCCTaHOB/IEHUM
storage recovery- nopora ana o6bema cBO60AHOr0 MecTa Ha BCTPOEHHOM dneL-
notification namaTu.

—/OTKAIOYEHO

no snmp-server enable
traps storage recovery-
notification

OTKkntoyaeT otTnpaBky SNMP trap-coobLieHnit 0 BOCCTaHOBAEHMM
nopora ana o6bema cB0604HOIro MecTa Ha BCTPOEHHOM dell-
namaTu.

snmp-server
description description

no snmp-server description

description: (1..160)
CMMBOJIOB;

M3meHsaeT 3HaveHune nona sysDescr ana sHewHero SNMP 3anpoca.

BosBpawiaeT gedponTHoe 3HaueHune nona sysDescr.

KomaHOb1 pexcuma KoHgpu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPuUrypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabanua 203 — KomaHgb! pexkuma KoHdpurypaumm nntepoeliica Ethernet

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

snmp trap link-status

no snmp trap link-status

—/BKNIOYEHO

BkntoyaeT oTnpasKy SNMP trap-coobuweHnin npu usmeHeHuUmn
COCTOAHMA HacTpaMBaemMoro nopTa.

BbikntoyaeT oTnpaBKky SNMP trap-coobuieHunit npu UsmeHeHuu
COCTOAHMA HAaCTPaMBaemoro nopra.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabanua 204 — KomaHgbl pexkuma Privileged EXEC

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHoa

Aeiicmeue

show snmp —

MokasbiBaeT ctatyc SNMP-coeguHeHUN.

show snmp enginelD

MokasbiBaeT naeHTMdMKaTop NoKkanbHoro SNMP-ycTpoicTBa —
enginelD.

show snmp views
[view_name]

view_name: (1..30)
CUMBOJI0B

Moka3sbiBaeT npasuna o6o03peHnsa SNMP.

show snmp groups group_name: (1..30)

MokasbiBaeT SNMP-rpynnbi.

[group_name] CMMBO/10B
show snmp filters filter_name: (1..30) Moka3sbiBaeT SNMP-dunbTpbI.
[filter_name] CMMBO/IOB

show snmp users
[user_name]

user_name: (1..30)
CMMBO/10B

MokasbiBaeT SNMP-nonb3oBatenei.

5.21.5 MpomoKon yoanéHHo20 moHumopuHaa cemu (RMON)

MpoTokon moHuTopuHra cetn (RMON) sABnseTca pacwimpeHvem npotokona SNMP, nossonsas
npeaocTasuTb 6oee WMPOKME BO3MOKHOCTM KOHTPOAA ceTeBoro Tpadmka. Otanume RMON ot SNMP coctout
B XapaKTepe cobupaemoi nHbopmaunm — aaHHble cobupaembie RMON B nepByto odepenb XapaKTepusyioTt
Tpaduk mexay yanamum cetu. MHpopmauma, cobpaHHas areHToM, nepesaeTca B NPUIOXKEHME ynpaBaeHus

CeTblo.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnuua 205 — KomaHapl pexkruma rnobanbHom KoHbUrypauum

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

KomaHoa

HAelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner

name
1 index: (1..65535);

type: (none, log, trap,
log-trap);
com_text: (0..127)
CUMBO/IOB;
desc_text: (0..127)
CUMBOJIOB;
name: cTpoka

no rmon event index

HactpaunBaet cobbiTvaA, UCnosb3yemble B cUCTEME YAaNEeHHOTO
MOHUTOpPUHra.

- index — nHaeKc cobbITus;

- type — TMN yBEAOM/IEHUA, TEHEPUPYEMOTO YCTPOMUCTBOM MO
3TOMY CObbITHIO:

none — He reHepupoBaTb yBEAOM/IEHUS,

log — reHepupoBaTh 3anuch B Tabnuue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTh 3anuchk B Tabaunue n otcbinatb SNMP
trap;

- com_text — cTpokKa coobuectsa SNMP gns nepecbiiku trap;
- desc_text — onucaHue cobbITUA;

- name — “MA co3aatens cobbiTua.

Ypanaet C06bITMe, ncnonblyemoe B CUCTeMe yaaeHHOro
MOHUTOPUHTra.
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rmon alarm index mib_ob-
ject_id interval rthreshold
fthreshold revent fevent
[type type] [startup direc-
tion] [owner name]

no rmon alarm index

index: (1..65535);
mib_object_id:
KoppeKTHbIn OID;
interval:
(1..2147483647) cek;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: CTpoKa

HacTpaunBaet ycnosus Bblaayuv aBapuiiHbIX CUTHANOB.

- index — VHAEKC aBapUMHOTO cobbITUSA;

- mib_object_id — naeHTUPUKaTOp NnepeMeHHOM YacTn obbekTa
OID;

- interval — nHTepBan, B TeYeHMEe KOTOPOro AaHHble 0T6MpatoTCA
M CPaBHMBAIOTCA C BOCXOAALLEN U HUCXOAALEN rpaHULLaMK;

- rthreshold — Bocxoaslas rpaHnLa;

- fthreshold — HucxopAWAnA rpaHMLa;

- revent — nHAEKC cobbITUA, KOTOPOE NCNOob3yeTcA Npu
nepeceyeHnn BOCXoaaLLen rpaHnLbl;

- fevent — nHpeKc cobbiTUA, KOTOPOEe UCNONb3YeTCA NpuU
nepecevyeHnn HUCXoAALEeN rpaHuLbl;

- type — meTo4 0T60Pa YKa3aHHbIX MepeMeHHbIX M noacyeTa
3HaYeHuA ANA CPaBHEHMA C rpaHULaAMK:

MeTog absolute — abcontoTHoe 3HaYeHMe BbIBpaHHOM
nepemMeHHol 6yaeT cpaBHEHO C rpaHULLEN Ha KOHLEe
nccnesyemoro MHTepBana;

MeTog, delta — 3HauyeHue BbIGpaHHOM NepemeHHON Npu
nocsegHem otbope 6yAeT BbIUTEHO U3 TEKYLLLETO 3HAYEHUA U
pasHuLa byaeT cpaBHEHA € rpaHuLaMu (pasHuLa mexay
3HaYeHUAMM NepeMeHHOM B KOHLLE W B HaYaie KOHTPOJIbHOTO
WHTEpBana);

- startup — WHCTPYKUMA ANA reHepaumm cobbITUin Ha NepBom
KOHTPOJIbHOM WHTepBane. OnpeaenseT NnpaBuaa reHepaumm
aBapUMHbIX COBBLITUI AR NEepPBOro KOHTPONLHOIO UHTEPBANA
nyTem cpaBHeHUA 0TobpaHHOW NepeMeHHOM ¢ 04HOW, MMbo
obermu rpaHuLamm:

- rising — reHepupoBaTb eAMHMUYHOE aBapuiiHoe cobbiThe no
BOCXOAALLEN rPaHULLE, €CIN 3HAYEHME OTOBPaAHHOM NepemeHHoM
Ha NepBOM KOHTPO/IbHOM MHTepBane 6onblue 1M6o paBHO 3TOM
rpaHuue;

- falling — reHepupoBaTtb eguMHMYHOE aBapuiiHoe cobbiThe No
HUCXO4ALLEN rPaHMLe, eC/iM 3HaYeHne oTobpaHHOW NnepeMeHHOM
Ha NepBOM KOHTPO/IbHOM MHTepBasie MeHbLe NMH0 paBHO 3TOW
rpaHuLe;

- rising-falling — reHepupoBaTtb egMHUYHOE aBapuitHoe cobbiThe
MO BOCXOAALLEN U/UAKN HUCXOAALLEN rPaHULLE, €CIW 3HaYeHne
0TOb6pPaHHOW NepemMeHHOM Ha NepPBOM KOHTPOIbHOM UHTepBane
60/blue MMB6O paBHO BOCXOAALLEN FpaHULLE U/WaK meHblie Anbo
PaBHO HUCXOAALLEN FPAHULLE;

- owner — UMmA co3aaTensa aBapuHOro cobbiTua.

Ypanser ycnoBue Bblaaun aBapunHbIX COObITUIA.

rmon table-size {history
hist_entries | log log_en-
tries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3apaeT MakcMmanbHbll pasmep RMON-Tabaumu,.
- history — makcMmanbHOe KONMYecTBo CTPOK B Tabsmue
ncropuu;
- log — MaKkcMManbHOe KONMYeCcTBO CTPOK B Tabauue 3anucen.
3HaueHMe BCTYNUT B CUIY TOJIbKO MoOC/Ae nepesa-
N rpy3KM1 yCTPOMCTBA.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrinel nopmos

Bupa 3anpoca KoMaHAHOW CTPOKK B pexkmme KoHpurypaummn nutepdeica Ethernet, nntepdeitca rpynnoi

nopToB:

console (config-if)#
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Tabnmua 206 — KomaHabl pexmma KoHpurypaumm uHtepoeliica Ethernet, rpynnbsl nHtepdeiicos

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval inter-
val]

no rmon collection stats in-
dex

index: (1..65535);
name: (0..160)
CMMBO/IOB;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cek

Bk/itovaeT popMUpoBaHME UCTOPUM MO FPYNNam CTaTUCTUKM A
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOpPUHra.

- index — nHpEKc Tpebyemoi rpynnbl CTaTUCTUKM;

- name — BnageneLw, rpynnbl CTaTUCTUKK;

- bucket_num — 3HauyeHue, accoummnpyemoe ¢ KoNMYeCTBOM
AYeeK A1 cbopa UCTOPUM MO rPynne CTaTUCTUKK;

- interval — nepwopg, onpoca gns $opmUpPOBaHUA UCTOPUN.

BbIK/NtOYaeT GopMMpoBaHME UCTOPUM MO Fpynnam CTaTUCTUKK AA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHrA.

KomaHOwbi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabanua 207 — KomaHgb! pexkmuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show rmon statistics {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKa3biBaeT cTaTUCTUKY UHTepdelica Ethernet, nnbo rpynnbl
NoOpTOB, NCNO/Ib3YEMYIO AN YAANIEHHOTO MOHUTOPUHSA.

OTo6parkaeT MHGOPMALLMIO MO 3anpallnBaeMbim rpynnam
CTaTUCTUKM.

show rmon history index
{throughput | errors |
other} [period period]

index: (1..65535);
period: (1..2147483647)
ceK

MokasbiBaeT uctoputo Ethernet ctatuctukn RMON.

- index — 3anpolueHHan rpynna cTaTUCTUKK;

- throughput — nokasbiBaeT cYeTYMKM NPOU3BOANTENBHOCTH
(nponyckHoM cnocobHoCTK);

- errors — MoKasblBaeT CYETYMKM OLLIMBOK;

- other — noKasbiBaeT cYETUNKM 0BPbIBOB M KONIU3UIA;

- period — NoKa3blBaeT MCTOPMIO 33 3aNPOLLEHHbIN Nepuog,
BPEMEHM.

show rmon alarm-table

MoKa3blBaeT CBOAHYIO TabauLy aBapuiHbIX COBbITUNA.

show rmon alarm index

index: (1..65535)

MoKa3biBaeT KOHOUIypaLLMIO HACTPOMKMN aBAPUNHBIX CODbITUNA.
- index — VHAEKC aBapUMHOro cobbITuA.

show rmon events

MokasbiBaeT TabauLy cobbITUIA YyAaNEHHOTO MOHUTOPKHTA
RMON.

show rmon log [index]

index: (0..65535)

MoKasbiBaeT TabauLy 3anucei yaaneHHOro MOHUTOPUHIa
RMON.
- index — nHaeKc cobbITuA.

[pumepsi 8biM0AHEHUS KOMAHO

= [lokasaTb cTaTucTUKy 10 nHTepdeica Ethernet:

console# show rmon statistics tengigabitethernet 1,/0/10
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Port te0/10

Dropped: 8

Octets: 878128 Packets: 978

Broadcast: 7 Multicast: 1

CRC Align Errors: 0 Collisions: 0

Undersize Pkts: 0 Oversize Pkts: O

Fragments: 0 Jabbers: 0

64 Octets: 98 65 to 127 Octets: 0

128 to 255 Octets: 0 256 to 511 Octets: O

512 to 1023 Octets: 491 1024 to 1518 Octets: 389

Tabanuya 208 — OnucaHne pe3ynbTaTos

Mapamemp OnucaHue

Dropped Konnuyectso 3aeTEKTUPOBAHHbIX COObITUI, KOrAa NakeTbl 6bliM OTOPOLIEHDI.

Octets KonmuyectBo 6aiT gaHHbIX (BKAOYas 6aiTbl NAOXMX MAKeTOB), NPUHATLIX U3 CeTu (1c-
Knto4yas GppelimoBble BUTbI, HO BKOYAsA BUTbI KOHTPOJIbHOW CYMMbl).

Packets KoiimuecTBo NPUHATBLIX NakeToB (BKtOYAsA NNOXWe, LUMPOKOBeLaTeIbHble U MHOF0aa-
pecHble NaKeTbl).

Broadcast Ko/iMyecTBo NpUHATLIX LWMPOKOBELLLATE/IbHBIX NAKETOB (TO/IbKO KOPPEKTHbIE NAKETbI).

Multicast Ko/iMyecTBO NPUHATLIX MHOTOA4PEeCHbIX MAaKeTOB (TONIbKO KOPPEKTHbIE NAKeTbI).

Koanyectso NpuMHATLIX NAKETOB A/INMHOM OT 64 A0 1518 6alT BKAKOYUTENBHO, UMEOLLMNX
HEBEPHYI0 KOHTPOJIbHYIO CYMMY IMB0 C LeNbiM Ynciom 6anT (oWNBKM NPOBEPKMN KOH-
TponbHoI cymmbl — FCS), nmbo ¢ HeuenbiMm Ynciom 6aiT (OWMBKKN BbIpaBHUBAHUA —
Alignment).

CRC Align Errors

Collisions OueHKa KonnyecTsa KonM3ni Ha gaHHom Ethernet cermenTe.

Ko/iMyecTBO NPUHATLIX NaKeTOB AJ/IMHOM MeHblwe 64 6aiT (Mckntoyas dperimosble
Undersize Pkts 6UTbI, HO BKAKOYAA BUTbI KOHTPOABLHOM CYMMbI), HO B OCTa/IbHOM NPaBWUAbHO CHOpPMM-
POBaHHbIX.

KoiMyecTBo NpUHATLIX NaKeToB A/uHOM 6onblue 1518 6aiiT (UckaoYasa dperimoBble
Oversize Pkts 6UTbl, HO BKNtOYan BUTbI KOHTPONLHOM CYMMbI), HO B OCTa/IbHOM MPaBUIbHO CHOPMMU-
POBaHHbIX.

KonnyecTso NPUHATbIX NAaKeTOB AJMHON MeHblle 64 6aiT (McKaoyan dpeinmosble
6UTbI, HO BKAKOYAA BUTbI KOHTPOABLHOM CYMMbI), UMEIOLWMX HEBEPHYIO KOHTPObHYIO

Fragments N "
cymmy Mbo C uenbim Yncaom 6anT (oWMBKM NPOBEPKM KOHTPOAbHOM cymmbl — FCS),
nmbo ¢ Heuenbim Yncaom 6aiT (oWwmrbKM BbipaBHMBaHMA — Alignment).
KonmyecTBo NpUHATBIX NAaKeToB A/auHOM 6onble 1518 6aiT (Uckatovas dperimosble
Jabbers 6UTbl, HO BK/OYAA BUTbI KOHTPOJIbHOM CYMMbI), UMEIOLLUX HEBEPHYHO KOHTPO/IbHYIO
cymmy inbo ¢ uenbim Yncnom 6aiT (oWMbKM NpPoBepPKU KOHTPOAbHOM cymmbl — FCS),
nmbo ¢ Heuenbim Yncaom 6aiT (owmrbKM BbipaBHMBaHMA — Alignment).
64 Octet Ko/iMyecTBo NPUHATBLIX NaKeToB (BKAKOYasA MAOXME NaKeTbl) ANMHON 64 6aiTa (UcKAto-

yaa ¢peitmoBble 6UTbI, HO BK/IOYAA BUTbI KOHTPOILHOM CyMMbl).

KonnyecTso NpUHATbLIX NaKeTOB (BK/OYasA NoxXue nakeTbl) 4JMHON OT 65 o 127 6aiT

65 to 127 Octets . .
BK/IIOUUTE/IBHO (MCKtoYan GpernmoBbie BUTbI, HO BKIOYAA GBUTbI KOHTPOJIbHOW CyMMbl).

KonnuyecTBo NpuHATLIX MAaKeTOB (BKAOYAs NIOXMe NakeTbl) AanHon oT 128 o 255 6ant

128 to 255 Octets . "
BK/IIOUNTE/IbHO (MCKNtoUYan ppeinmoBble 6UTbI, HO BKAOUYAA BUTbI KOHTPOJIbHOW CyMMbl).

Konnuyectso NpuHATLIX NaKeToB (BKAtOYas NaoXMe NakeTbl) AAnHoM oT 256 go 511 6ant

256 to 511 Octets . .
BK/IIOUUTE/IBHO (MCKtoYan GpernmoBbie BUTbI, HO BKIOYAA GBUTbI KOHTPOJIbHOW CyMMbl).

Konnyectso NpUHATbIX NAaKeToB (BK/AK4aa Niaoxue naketbl) AanHoi oT 512 ao 1023

512 to 1023 Octets 6aiT BKAOUMTENbHO (UCKNtoYas dppelimoBble BUTbI, HO BKAOYaA BUTbI KOHTPObHOM
CYMMbl).
KonnyectBo NpUHATbLIX NAKETOB (BKAKOYAs Mnioxue naketbl) AnvHol ot 1024 po 1518
1024 to 1518 Octets 6aiT BKAOUMTENbHO (UCKNtoYas ¢pelimoBble BUTbI, HO BKAOYAA GUTbI KOHTPO/IbHOM
CYMMBbl).
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MokasaTb MHGOPMaLMIO NO rpynnam CTaTUCTUKK 41A nopTa 8:

console# show rmon collection stats tengigabitethernet 1,/0/8

Index Interface Interval Requested Samples Granted Samples Owner
1 te0/8 300 50 50 Eltex
Tabanuya 209 — OnucaHne pe3ynbTaTos
Mapamemp OnucaHue
Index NHAEKC, YHUKANBbHO NAEHTUOULMPYIOLLMIA 3aNnChb.
Interface Ethernet-uHtepdeiic, Ha KOTopom 3anyLLeH onpoc.
Interval MHTepBan B CEKyHOAX MeXay onpocamu.

Requested Samples

3anpoleHHoe KOIMYeCTBO OTCYETOB, KOTOPOE MOMKET 6bITb COXpPaHeHOo.

Granted Samples

PaspeweHHoe (OCTaBLIJEECFl) KONIN4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Owner

Bnageneu, AaHHOM 3anucu.

lMoKa3aTb cHeTUmKn ﬂpOHYCKHOﬁ CHOCO6HOCTM,QHHprﬂﬂbICTaTMCTMKM 1:

console# show rmon history 1 throughput

Sample set: 1 Owner: MES
Interface: giO/1 Interval: 1800
Requested samples: 50 Granted samples: 50
Maximum table size: 100
Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabnnua 210 — OnucaHue pesynbTaTos
Mapamemp OnucaHue
Time [aTta n Bpema co3gaHuAa 3anmcu.
Octets KonmyectBo 6aiiT AaHHbIX (BKAtOYasA 6aiTbl NIOXMX NAKETOB) NPUHATLIX U3 CETU (UCKAtO-
Yyan ppemoBble 6UTbI, HO BKAOYAsA BUTbI KOHTPOIbHOM CYMMbI).
Packets Ko/iMyecTBo NpUHATLIX NaKeToB (BKAOYAA NJOXME NAKeTbI) B Te4eHue nepmosa popmu-
pOBaHMA 3anucu.
Broadcast KonnyecTso NpMHATbIX XOPOLIMX NAaKeTOB B TeyeHMe nepmnoga GopmmMpoBaHuMA 3anmncu
HanpaB/IeHHbIX Ha LUIMPOKOBeLLaTeIbHble agpeca.
Multicast KonmyecTBo NPMHATBIX XOPOLUMX MAKETOB B TedeHMe nepuoaa GopMmMpoBaHnNA 3anmncu
HanpaB/ieHHbIX Ha MHOrOaApecHble agpeca.
OueHKa cpeaHein NponycKHoM cnocobHOCTU PU3MYECKOTOo YPOBHS HAa AaHHOM MHTEp-
Utilization deiice B TeueHne nepuoga GopmmpoBaHma 3anmcK. MponyckHas cnocobHOCTb OLEHU-
BAETCA BE/IMYMHOM A0 ThICAYHOMN NpoLEeHTa.
KonnyecTBo NpUHATBIX B Te4eHWe neproaa GopmMMpPoBaHMA 3aNMCU NAKETOB AJIMHOMN OT
CRC Alien 64 no 1518 6aiT BKAOUYUTENBHO, UMEIOLLMX HEBEPHYIO KOHTPONbHYIO CyMMYy Anbo c
& LeNbiM YMcaom 6aiT (OWNBKM NPOBEPKU KOHTPOAbHOM cymmbl — FCS), anbo c Hele-
NbIM Yynciom 6ainT (oWwmnbKM BbipaBHMBaHMA — Alignment).
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Collisions

OueHKa Konnyectsa KoNNM3nii Ha faHHoM Ethernet cermeHTe B TeueHue nepunoga dop-
MMPOBaHUA 3anncu.

Undersize Pkts

Konnyectso NpuHATLIX B TeyeHMe neprosa GopmMmMpoBaHMA 3anmncu NaKeToB AJIMHOWN
MeHblue 64 6anT (Uckaoyas ¢pelimoBble 6UTbI, HO BK/IOYaA GUTbI KOHTPOJ/IbHOM
CYMMbl), HO B OCTa/IbHOM MPaBUAbHO CHOPMUPOBAHHDIX.

Oversize Pkts

KonnyecTBo NpUHATLIX B TeYeHUe neprmosa GopmMMpoBaHUA 3anNncu NaKkeToB AJMHOW
6onbwe 1518 6aiT (MckNouvan pperimoBblie BUTbLI, HO BK/IOYAA BUTbl KOHTPO/IbHOM
CYMMbl), HO B OCTa/IbHOM NPaBUIbHO CHGOPMUPOBAHHBIX.

Ko/iMyecTBo NpuHATLIX B TeYeHue neproga GoOpMMUPOBAHMNA 3aMMUCK MAKETOB AJIMHOM
MeHblle 64 6alT (McKatoyas ¢pelimoBble 6UTbI, HO BK/OYaA BWUTbl KOHTPO/IbHOM

Fragments CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPOJbHYID Cymmy AMbO C LenbiM ynciom 6ait
(ownBbKM NpPOBEPKU KOHTPOAbHOW cymmbl — FCS), ambo ¢ Heuenbim ynciom 6amt
(owmnbKM BbipaBHUBaHUA — Alignment).
Ko/iMyecTBo NpuHATLIX B TeYeHue neproga GOpMMUPOBAHMNA 3aMMUCU MaKeTOB AJIMHOM
6osbwe 1518 6alT (McKnovan dpeilmoBble BUTbLI, HO BK/IOYaA BUTbI KOHTPO/IbHOM

Jabbers CYMMbI), UMEIOWMX HEBEPHYID KOHTPOJbHYIO CyMMYy AMBO C LenbiMm yucaom 6ant
(ownbKM NpoBEPKU KOHTPONbHOW cymmbl — FCS), nimbo ¢ Heuenbim ynciom 6aut
(owmnbKM BbipaBHUBaHUA — Alignment).

Dropped KonnyecTBo 3a4eTeKTUPOBaHHbIX COObITUIA, KOrAa NakeTbl 6blIM OTOPOLLEHBI B TEYEHME

nepvoaa ¢opmMmMpoBaHMA 3anncu.

- HOKaBaTbCBOAHyK)Ta6ﬂMuyCMFHaﬂOBTPEBOFMZ

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnnuya 211 — OnucaHue pesynbTaTos

Mapamemp OonucaHue
Index NHAEKC, YHUKaNbHO NAEHTUOUUMPYIOLWLNI 3aNnCb
(0]]D] OID KOHTPOAUPYyEMO NepeMeHHOW
Owner Monb3oBatenb, CO34aBLUMIA 3aMUCh.

= [loKasaTb KOHOUTYpPaLUMIO aBapPUMHbIX COBLITUIN C MHAEKcoMm 1:

console# show rmon alarm I

Alarm 1

Interval:

Sample Type:
Startup Alarm:
Rising Threshold:
Falling Threshold: 78
Rising Event:
Falling Event:
Owner: CLI

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

delta
rising

8700000
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Tabnnua 212 — OnucaHue pesynbTaTos

Mapamemp OnucaHue

(0]]D] OID KOHTPONUPYyEMOI NepeMeHHON.

3HayeHue nepemeHHOM Ha NocaegHeM KOHTPOIbHOM UHTepBane. Ecan meTog otbopa
nepemeHHbIx absolute — 10 370 abcontoTHOE 3HAUYEHUE NepemeHHOW, ecnun delta — To
PasHULA MeXAY 3HAYEHUAMU NEPEMEHHOW B KOHLLE U B HaYane KOHTPOJIbHOTO MHTep-
Bana.

Last Sample Value

MHTepBan B CeKyHAax, B TeYEHMEe KOTOPOro AaHHble OTOMPalOTCA U CPaBHMBAIKOTCA C

Interval . M
BEPXHEN U HUXKHEW rpaHnLaMMU.

MeTog, oTb0opa yKa3aHHbIX MePeMEHHbIX U NoAcYeTa 3HAYEHUA ANA CPABHEHUA C rpa-
Huuamu. MeTtog, absolute — abcontoTHoe 3HaYeHWe BbIGPAHHON NepemeHHon byaeT
CPaBHEHO C FPaHULEN Ha KOHLLE uccaenyemoro nHTepsana. Metog, delta — 3HaueHue
BbIbpaHHOM NepemeHHOM Npu nociegHem oTbope 6yaeT BbIYTEHO U3 TEKYLLEro 3HaYe-
HWA, N pa3HMLLA ByaeT cpaBHEHaA C rpaHMLAaMM (pPasHMLLA MeXAay 3HAaYEHUAMM NepeMeH-
HOW B KOHLLE M B HAa4a/ie KOHTPOJIbHOTO MHTEPBAA).

Sample Type

MHCTPYKUMA ANA reHepaumm cobbITUA Ha NEPBOM KOHTPO/IbHOM MHTepBane. Onpege-
NAeT NpaBuaa reHepaumun aBapuitHblx cobbITUIA AN1A NEPBOro KOHTPOILHOTO MHTEPBaa
nyTem cpaBHEHWA OTOOPAHHOW NepeMeHHoM ¢ O4HOW, 60 06ermu rpaHMLaMK.
rising — reHepupoBaTb eANHUYHOE aBapuiiHOe CobbiTMe MO BOCXOAALLEW TpaHuue,
€CAn 3HayeHue OToOpaHHOW NEepemMeHHOW Ha MNepPBOM KOHTPOJIbHOM WHTepBase
6onblie NM6O paBHO 3TOM rpaHuLeE.

Startup Alarm falling — reHepupoBaTb egMHMYHOE aBapuiiHOe cObbITME MO HUCXOAALLEN TPaHULLE,
ecnn 3HayeHue oTobpaHHOW NepemMeHHOW Ha NepBOM KOHTPOJIbHOM WHTepBaje
MeHblLle NMMb0o PaBHO 3TOM rpaHuLLe.

rising-falling — reHepupoBaTtb eaMHUYHOE aBapuitHoe cobbiTve No BocxogaLLen u/uam
HUCXOAALWEN FpaHuLe, ecinu 3HayeHue oTobpaHHOM NepeMeHHOW Ha MepBOM KOH-
TPOAbHOM MHTepBane 6onblue NMMBO PaBHO BOCXoAALLEl rpaHuLLEe, U/MAN meHblue NMM6o
paBHO HUCXOAALLEN FPaHuLLE.

3HayeHMe BocCxogAWen rpaHuubl. Korga 3HayeHwe oTOOpaHHOM MepemMeHHOM Ha
npeablaywem KOHTPOJIbHOM MHTepBasie 6bI10 MeHblUe AaHHOM rPaHuLbl, @ Ha TEKy-
LLeM KOHTPO/JIbHOM WMHTepBasie H6osbliem AM60 PaBHOM 3HAYEHMIO TPaHWUbl, TOraa
eauHWUYHOEe cobbIThe reHepupyeTca.

Rising Threshold

3HauyeHue HucxoaAllen rpaHuupl. Koraa 3HadeHue oTobpaHHON MnepemeHHOon Ha
npeablaywem KOHTPO/IbHOM MHTepBase 6bi10 6o/blue AaHHOW rPaHuLbl, @ Ha TeKy-
LEM KOHTPOJIbHOM MHTEPBaie MeHblUe MB0 PaBHO 3HAYEHUIO FPaHNLLbl, Toraa eam-
HUYHOE cobbITME reHepupyeTcs.

Falling Threshold

Rising Event NHAeKc cobbITUA NCNONb3YIOLLErocs, KOraa BOCXoAALLan rpaHnLa nepeceyeHa.
Falling Event MHAaeKc cobbITUA MCMOJIb3YHOLLErocs, KOraa HUCXOAALAA rpaHMLa nepeceyeHa.
Owner Monb3oBateib, CO34aBLUMI 3aMUCh.

= [lokasaTtb Tabamuy cobblTnin yaaneHHoro MoHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
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Tabnnua 213 — OnucaHue pesynbTaTos

Mapamemp OnucaHue

Index NHAEKC, YHUKANBbHO MAEHTUDMLMPYIOLWMIA COObITUE.

Description KommeHTapuit, onvcbiBalowmin cobbiTue.
Tun yBeAoOMIEHUA, TEHEPUPYEMOTO YCTPOMCTBOM MO 3TOMY COBbITUIO:
none — He reHepMpoOBaTb YBEAOM/IEHUA,

Type log — reHepupoBaTb 3anuch B Tabauue,
trap — otcbinate SNMP trap,
log-trap — reHepupoBaTb 3anuch B Tabauue n otcbinate SNMP trap.

Community Ctpoka coobuectea SNMP ana nepecbiniku trap.

Owner Monb3oBaTesb, CO34aBLIMI COObITUE.

Last time sent Bpema u gata reHepupoBaHuA nocnegHero cobbitna. Ecam He 6bIN10 creHepuMpoBaHO
cobbITUI, TO 3TO 3HaYeHUe byaeT paBHO HyAHO.

MNMokasaTtb Tabauuy 3anucelt yaganeHHoro moHmtopmHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

Tabnuua 214 — OnuncaHune pesybTaToB

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYHOLLMIA 3anuChb.
Description KommeHTapuii, onucbiBalowmin cobbiTue.
Time Bpemsa co3gaHuna 3anucu.

5.21.6 Cnucku docmyna ACL dna ynpaeneHus ycmpolicmeom

MporpammHoe obecrnevyeHne KOMMYTATOPOB MO3BOAAET paspelwunTb AMbO orpaHMuuTb AO0CTYN K
yNpaBAEHMIO YCTPONCTBOM Yepes onpesesnieHHble NopTbl uau rpynnbl VLAN. [1nA 3TOM Lenm co3aatoTca CrncKu
poctyna (Access Control List, ACL) ana ynpasneHus.

’ ACL per VLAN pa6oTaeT TONbKO B pexkume «acl-sqing»

KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUIypaumm:

console (config) #
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Tabnuua 215 — KomaHabl pexkmma rnobanbHomM KoHpuUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aeiicmeue

management access-list
name

no management access-list
name

name: (1..32) cumBona

Co3paeT CNUCOK A0CTyna Ana ynpasaeHua. Bxoa B pexxmm
KOH$MrypaLmm cnnucka foctyna ansa ynpasaeHus.

YaanseT cnUMCcoK AOCTyna A4S YNpaBieHus.

management access-class
{console-only | name}

no management ac-
cess-class

name: (1..32) cumBona

OrpaHM4YMBaeT ynpasieHne yCTPOMCTBOM MO onpeaesieHHOMY
cnucKy goctyna (access list). AKTUBMpPYET yKa3aHHbIM CIMCOK
nocTyna.

- console-only — ynpasneHue ycTpoicTBOM AOCTYMHO TO/IBKO C
KOHCONW.

OTMeHsET orpaHUYeHue Ha ynpassieHue yCTPOMCTBOM No
onpegeneHHoOMy CNUCKy gocTyna (access list).

KomaHObI pexcuma KoHgu2ypayuu crnucka docmyna 0718 ynpasaeHus

BunAa 3anpoca KOMaHAHOM CTPOKM B pexnume KOHPUrypaumm cnncka gocTtyna gnsa ynpaBaeHus:

console (config) # management access-list eltex manag
console (config-macl)#

Tabnuua 216 — KomaHabl pexkmma KoHPUrypaumm cnucka gocTtyna gnasa ynpasiaeHun

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

permit [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service ] [ace-
priority index]

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

3afaeT paspeluatoLiee yca0BmMe 415 yNpaBasioLLero cnucka
poctyna.

- service — Tun goctyna.

- index — npuopwuTeT Npasuna.

deny [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

3asaeT 3anpeLatoLLee ycA0BME 419 YNPaBAAOLLErO CNKUCKa
Aoctyna.

- service — Tvn goctyna,

- index — npuopuTeT Npasuna.
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deny ip-source
{ipv4_address |
ibv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

remove ace-priority index index: (1..65535)

Yoanutb ycnosue U3 cnmcka gocTyna.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexunma Privileged EXEC:

console#

Tabanua 217 — KomaHgbl pexkuma Privileged EXEC

3HayeHue/3HayeHue
no yMmoa4aHuo

KomaHda

Aelicmeue

show management access-

list [name] name: (1..32) cumBona

MokasbiBaeT cnucku goctyna (access list) ans ynpasnenus.

show management ac-
cess-class

MokasbiBaeT MHPOPMaLMIO 06 aKTUBHBIX CMCKAX AOCTynNa
(access list) gna ynpasneHums.

5.21.7 Hacmpolika docmyna

5.21.7.1 Telnet, SSH, HTTP u FTP

[JaHHble KOMaHAbl nNpegHa3HaveHbl

ana

HacTPOMKM CepBepoB AOCTyna Ana ynpaeaeHus

KommyTaTtopom. MNoaaepxka cepsepos TELNET n SSH KommyTaTopom No3BOAAET yAa/IEHHO NOAKAOYATLCA K

HeMy AN MOHUTOPUHIA U KOHOUTYpaumu.

KomaHObI pexcuma 2a06an6Hol KoOHpuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnnua 218 — KomaHgb! pexuma rnobasnbHoi KoHduUrypaumm

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHda

Aelicmeue

ip telnet server
Mo ymonuanuio Telnet
cepBep BK/OYEH

no ip telnet server

Pa3peluaeT yaaneHHoe KOHGUrypupoBaHMe yCTpoMCTBa Yepes
Telnet.

3anpelyaeT yaaneHHoe KOHGUIypupoBaHue yCTpoiicTea Yepes
Telnet.
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ip ssh server

no ip ssh server

Mo ymonyanumio SSH
cepBep OTK/IHOYEH

PaspewaeT yaaneHHoe KOHPUIyprMpoBaHMe yCTPOMCTBA Yepes
SSH.
[o Tex nop, noKa Kawu ans wudpoBaHUa He creHe-
pupoBaH, SSH-cepBep 6yaeT HaxoAUTbCA B pe3epse.
Mocne reHepauum Kaoua (Mcnosblyemble KOMaHAbI Crypto
key generate rsa u crypto key generate dsa) cepsep nepeit-
AeT B pabouee coctoaHue.

3anpewaeT yaaneHHoe KoHoUrypupoBaHue ycTpoicTea Yepes
SSH.

ip ssh port port_number

no ip ssh port

port_number:
(1..65535)/22

TCP-nopT, ucnonb3yemslii SSH-cepsepom.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan vian_id}

no ip ssh-client source-in-
terface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3apaet uHTepodeic ana SSH-ceccui.

Ypansaet untepoelic.

ipv6 ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan vian_id}

no ipv6 ssh-client
source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3agaet nHTepdeic ana IPvé SSH-ceccui.

Ypansert untepodeiic.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymonuyanutio
ncnosb3oBaHne
ny6anM4HOro Katoya
3anpeLyeHo

Pa3peluaeT Mcnonb3osaHue Ny6ANYHOrO KAloYa ANA BXOAALLMX
SSH-ceccui.

3anpeLaeT UCnosib30BaHUe Ny6ANYHOIO KAtoYa A5 BXOAALLMX
SSH-ceccui.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,

aes192, aes256, arcfour,
none)/paspeLueHbl Bce

aNropuUTMbl, KPOME none

3a4aeT CNUCOK paspeLLeHHbIX aAropuTMoB WnudpoBaHua ana
cepsepa

BoccTaHaBnmBaeT CnmMcok paspeleHHbIX aAropnuTmoB obmeHa
KNKYamMu No YMO/THaHUIO

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal)/
paspeLueHbl Bce MeToApbl

3afaeT CNMCOK paspelleHHbIX MeTO40B 06MeHa KatoYamm ans
cepsepa

BoccTaHaBAMBaeT CNUCOK pa3peLleHHbIX aaropuTMmos obmeHa
KAKYamMu No YMOTHaHUIKO

ip ssh password-auth

no ip ssh password-auth

Mo YMOAN4YaHUIO BKIKOYEHO

BkAtoyeHne pexnma ayTeHTUdPpmKaLum no naponto

OTKAKOYEHME pexknma ayTeHTUdUKaLMM No Naponto

crypto key pubkey-chain
ssh

Mo ymonyaHuio ka4 He
co3faH

Bxog, B pexxnm KoHbUrypauum nybamyHoro Kawova.

crypto key generate dsa

leHepupyeT napy Kntoyelt DSA — yacTHbIM 1 Ny6AMYHBIN ans
SSH-cepsuca.

Ecnu xota 6bl 0AMH U3 Napbl KAKOYell y3Ke co3aaH, To
V cucTema NPeANoKUT nepe3anmcaTtb KA.

crypto key generate rsa

leHepupyeT napy Kntoyelt RSA — yacTHbIN U Ny6AUYHbIN gns
SSH-cepsuca.
V Ecnu xoTa 6bl 0AMH M3 Napbl KAlOuell y3Ke co3AaH, To
cucTema NPeaoKUT nepe3anmcaTtb KA.

crypto key import dsa

encrypted crypto key im-
port dsa

MmnopTtupyet napy Katodeit DSA
- encrypted — B 3awmndposBaHHOM BUAE.

crypto key import rsa

encrypted crypto key im-
port rsa

MmnopTupyet napy Kntoyel RSA
- encrypted — B 3awmndpoBaHHOM BUAE.
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crypto certificate {1 | 2}
generate

leHepupyeT SSL-cepTndukar.

ip http server

no ip http server

Mo ymonuyaHuto HTTP-
cepBep BKAOYEH

PaspeluaeT yaaneHHoe KOHGUIyprupoBaHue yCTpoicTea yepes
web.

3anpeLaeT yaaneHHoe KoHPUrypmposaHme yCTPOMCTBa Yepes
web.

ip http port port

no ip http port

1..65535/80

3apaet nopt HTTP-cepBepa.

BoccTaHaBnmBaeT 3HayeHue no YMONYaHULO.

ip http secure-server

no ip http secure-server

Mo ymonyanuio HTTPS-
cepBep BbIK/OYeH

Bkntoyaet HTTPS-cepsep.

Bbikntouaet HTTPS-cepsep.

ip http timeout-policy sec-
onds [http-only | https-
only]

no ip http timeout-policy

seconds: (0..86400)/600

3agaet TalimayT HTTP-ceccum.

BocctaHaBnmBaeT 3HavYeHMe No YMOYAHMUIO.

ip https certificate {1 | 2}

OnpeaensneT akTUBHbIW HTTPS-cepTudmKar.

no ip https certificate —/ BoccTaHaBnMBaeT 3HavyeHMe No YMOIYAHMUIO.
crypto certificate {1 | 2} FeHepupyeT SSL-cepTuduKar.
generate
crypto certificate {1 | 2} im- _ MmnopTtupyeT SSL-cepTUdUKaAT, HA3HAUEHHbIN LLEHTPOM
port ceptudmrKaumn.
no crypto certificate {1 | 2} BoccTtaHaBamnBaeT SSL-cepTMdMKaT N0 yMOAYaHMIO ANA
yKa3aHHoro ceptudmkara.
V Knioum, creHepupoBaHHble KOmaHaamu crypto key generate rsa u crypto key generate dsa,
COXPAHAIOTCA B 3aKPbITOM 418 noib3oBaTena ¢paine KoHpuUrypauum.

KomaHObI pexcuma KoHgu2ypayuu nybau4Ho20 Kayd

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUrypaummn nybanyHoro Katoua:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabanua 219 — KomaHgbl pexxuma KoHPUrypaumm nybaiM4yHoro Katoya

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

user-key username {rsa |
dsa}

no user-key username

username: (1..48)
CMMBO/I0B

Bxog, B peXXum cosaaHua MHAMBUAYANbHOTO Ny6AnYHOro
KNtoya.

- rsa — co3gaTb RSA-Kkntovy;

- dsa — co3patb DSA-kntou.

Yaanset ny6anyHbIN KAoY AAA onpegeneHHoro
nosb3osaTens.

Bupg 3anpoca KOMaHAHOﬁ CTPOKU B pexXXnume co3aaHna nHanBmnayasabHOro I'IV6I'IVI‘-IHOFO K/Ao4a:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #
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Tabnunua 220 — KomaHapl pexkuma co3gaHna MHANBMUAYaAbHOro nyb6AnYHOro Kaw4a

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
key-string _ CosaaeT ny6nMUHbIN KAtoY ANns onpeaeneHHoro
nonb3oBaTens.
key-string row key_string Co3pgaeT ny6ANYHbIN KoY AN onpeaeneHHoro

nonb3oBaTeNA. BBOA, K/0Ya OCyLLEeCcTBAAETCA NOCTPOYHO.

- key_string — 4acTb Kntova.
[na Toro uTo6bl CUCTEMA NOHANA, YTO K/IOY BBe-
AEeH NMOJHOCTbIO, He06X0AMMO BBECTU KOMaHAY
key-string row 6e3 cumsosios.

KomaHObi pexcuma EXEC

KomaHgbl faHHOTO pa3aena AOCTYMNHbI TO/IbKO A/1A NPUBUAETMPOBAHHbIX MOb30BATENEN.
Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#

Tabnunua 221 — KomaHab! pexkuma EXEC

Komanoa 3Ha4yeHue/3HayeHue Leiicmeue
o yMO/AYAHUIO
show ip ssh Moka3biBaeT KoHoUrypaumio SSH-cepBepa, a TakKe aKTUBHble
o Bxogawme SSH-ceccuu.
show crypto key pub- username: (1..48) MoKa3sbiBaeT Ny6anyHble SSH-K4KM, COXpaHeHHble Ha
key-chain ssh [username CMMBOJIOB. KoMmyTaTope.
username] [fingerprint Mo ymonyaHuto - username — UMA YAANEHHOIO KNNEHTA;
{bubble-babble | hex}] OTMNeYaToK K/toya B - bubble-babble — oTneuaTok Kntoya B Koge Bubble Babble;
LeCTHaALaTEPUYHOM - hex — oTneyaToK K/toya B LWECTHAALATEPUYHOM KoZe.
dopmare.
show crypto key mypubkey Moka3sbiBaeT Ny6anyHble Katoum SSH-kommyTaTopa.
[rsa | dsa] o
show crypto certificate [1 | _ OTobpaxkaet SSL-cepTnduKaTol ana HTTPS-cepsepa.
2]

[pumepbl 8bINOAHEHUS KOMAHO

BkatounTb cepsep SSH Ha KommyTaTope. PaspewnTb Ucnonb3oBaHue Ny6anYHbIX Katodeid. Co3aatb RSA-
KN4 ans nonb3oatens eltex:

console# configure

console (config)# ip ssh server

console (config)# ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTINRWPWIAl4kpgIwI9GBRoONZQZxJHKCKL6TrM1Q+ZNXEZS
kvHG+QusIZ/76ILmFT34v7u7ChFAE+Vu4GREfpSwoQUvV35LqdJk67I0U/zfwO11gkTwml 75QR9gH
ujS6KwGN2QWXgh3ub8gDjTSgqmuSn/WA051DX2TExQWu081icglk02LYciz+Z4TrEU/ 9FIxwP1VQO
Jc+KBXUR0juNg5nFYsY0ZCkON/W9a/tnkmlshRE7Di71+w3fNiOA6wO044t6+AINEICBCCALAYCFEF6
zMzaTlwefWwX6f+Rmt5nhhgdAtN/40Jfcel66DgVX1gWmNzNRADYDvSzg01lDnwCAC8Qh
Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9
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5.21.7.2 KomaHObI KOHGu2ypayuu mepmuHana

KomaHapl KOHPUIypaLunmn TepMmuHana cayKat A58 HaCTPOMKM MapamMeTpoB JIOKa/IbHOM U yaaNeHHOM

KOHCO/U.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 222 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

line {console | telnet | ssh}

BXOJ, B pe3KMM COOTBETCTBYIOLLEro TepMMHaNa (noKanbHas
KOHCO/b, yAaneHHas KoHconb — Telnet uau yaaneHHas
3aLMLWEHHasA KOHCONb — SSH).

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bua 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypaunm TepMmmnHana:

console# configure
console (config)# line {console |
console (config-line) #

telnet |

ssh}

Tabnunua 223 — KomaHabl pexkuma KoOHPUrypauum TepMmmnHana

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

speed bps
P p bps: (2400, 9600,

19200, 38400, 57600,

YcTaHaBAMBAET CKOPOCTb AOCTYNA MO JIOKaNbHOM KOHCO/U
(KomaHZa AOCTYNHA TONBbKO B peXXUme KoHoUrypaumm
IOKaNIbHOM KOHCO/N).

no autobaud

115200)/115200 604,
no speed YcTaHaBAWBAET 3HAaYEHMe MO YMONYAHMIO.
autobaud BK/ItoYaeT aBTOMAaTUYECKOEe onpeaesieHe CKOPoCTU A0CTyna
Mo N0KaNbHOW KOHCONM (KOMaHAa AOCTYMHA TONbKO B pexnme
—/BKAIOYEHO KOHdUrypaLmm NOKaNbHOW KOHCOAN).

BbIkntoyaeT aBTOMaTMyeCcKoe onpeaeneHme CKopocTn JocTyna
Mo SIOKa/IbHOM KOHCON.

exec-timeout minutes

[seconds] minutes: (0..65535)/10

MUH;
seconds: (0..59)/0 cek

no exec-timeout

3a4aeT MHTepBas, B TE4EHUE KOTOPOTO CUCTEMA OXKMUaAeT
BBOJa Nonb3osaTena. Ecan B Te4eHme AaHHOrNo MHTepBana
nonb3oBaTe/ib HUYEro He BBOAUT, TO KOHCONb OTK/IKOYaeTCA.

YcTaHaBAMBaeT 3HAYeHWe no YMOANYaHULO.

KomaHOobi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnuua 224 — KomaHabl pexmma EXEC

3Ha4yeHue/3HayeHue
o ymon4aHuro

show line [console | telnet MoKa3blBaeT NnapameTpbl TepMUHANa.
| ssh]

KomaHoa Aelicmeue

5.21.7.3 Y0aneHHsili 3anyck komaHd nocpedcmseom SSH

®yHKLMA NO3BOAAET yAANEHHO OCYLLLECTBUTb BbINOJIHEHME KOMaHA, Ha KOMMYTaTope Yepes ceccuto SSH.
Ons paboTbl AaHHON PYHKUMN HeobBXoaMMO, YTOObI HA KOMMyTaTope 6bin BKAtoYeH SSH-cepBep (KomaHAa ip
ssh server B rno6anbHOM pexxnme KOHPUIypnpoBaHus).
HuKe nokasaH npumep UCnonb3oBaHMA GYHKLMM yAANEHHOTO 3aMyCKa KomaHza yepes SSH.
BbInoAHUTL KOMaHAy show clock ana KommyTtaTtopa c IP-agpecom 192.168.1.239:

username@username-system:~$ ssh -1 admin 192.168.1.239 "show clock"
admin@192.168.1.239's password:

*10:12:59 UTC Jun 10 2019

No time source

Time from Browser is disabled

KomaHgpl, Tpebylowme noarsepaeHus (Hanpumep: write, reload v ap.), »xayt sBoga noarsep-

KAEHUI U TONbKO NOTOM coeguHeHue SSH paspbiBaerca.

5.22 XypHan aBapui, npotokon SYSLOG

CuctemHsble KYpPHa/bl NO3BONAOT BECTU UCTOPUIO CO6bITMl7I, npousoweawunx Ha YCTF)OIZCTBE, a TaKXe
KOHTPO/INPOBATb nNpounsoweguine cobbiTnA B peasibHOM BpemeHu. B }ypHan 3aHocATcA cobbITMA CEMU TUNOB:
LIDEBBbI‘-IaI‘;IHbIe, CUrHanbl TpEBOrn, KpUTUYECKME WU HEe KpUtnyeckue OLLIM6KM, npeaynpexaeHwus,
yBeagomneHums, VIHd)OpMaLl,MOHHbIe M OTNnago4Hble.

KomaHObI pexcuma 2a06anabHol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 225 — KomaHabl pexuma rnobanbHoin KoHduUrypaumm

3HayeHue/3HayeHue rno

KomaHoa Aelicmeue
YMOMYAHUIO
logging on BK/tOYaET perncTpaLmio 0TAag0uHbIX COOBLLEHNI 1
coobueHnin 06 ownbKax.
no logging on BbIK/IlOYAET PerncTpaumio 0TAag04HbIX COobLLEeHMI K

—/perucTpaums BroYeHa | coobLueHmit 06 owmnbKax.
Mpu BbIKNOUEHHOW perncTpaumm oTaagouHble co-
V obuweHuna n coobweHns 06 ownbkax 6yayt nepe-
AaBaTbCA HAa KOHCOb.
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logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

no logging host
{ip_address | host}

host: (1..158) cumBon0B;
port: (1..65535)/514;

level: (cm. Tabnunuy 227);

facility: (local0..7)/local7;
text: (1..64) cumonos

BK/toYaeT nepesady aBapunHbIX M OTNAA0UHbIX COOBLLEHMIA
Ha yganeHHbl SYSLOG cepsep.

- ip_address— IPv4 nnun IPv6-agpec SYSLOG-cepBepa;

- host — ceteBoe ums SYSLOG-cepsepa;

- port — Homep NopTa A1a nepeaayn coobLeHui no
npotokony SYSLOG;

- level — ypoBeHb Ba)KHOCTU COOBLLEHMIA, NepeaaBaembIX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepeaaBaemas B COOBLLEHNAX;

- text — onuncaHue SYSLOG-cepBepa.

YpanaeT BbI6paHHbIN cepBep M3 CMMCKa UCNOb3yeMblX
SYSLOG-cepBeposB.

logging console [/evel]

no logging console

level: (cm. Tabnnuy
227)/informational

Bk/toYaeT nepesayy aBapuUnHbIX UAN OTAALOUHbIX
co06LLeHNI BbIBPaHHOTO YPOBHA BaXKHOCTU HA KOHCO/b.

BbIKk/ItoYaeT nepeaady aBapuMHbIX UAN OTAAA0UYHbIX
COO0BLLEHMI Ha KOHCO/b.

logging buffered [sever-
ity_level]

no logging buffered

severity_level: (cm.
Tabavuy
227)/informational

Bk/to4aeT nepeaady aBapunHbIX UAN OTA3A0UHbIX
Cco06LLeHMI BbIBPAHHOTO YPOBHA BaXKHOCTU BO BHYTPEHHUI
bydep.

BbIk/tovaeT nepenayvy aBapuiHbIX UM OTNAA04HbIX
Cco0bLLEHMI BO BHYTPEHHUI bydep.

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3meHseT KoNnyecTso coobLeHnit, 3aNoOMMHAEMbIX BO
BHYTpeHHeMm bydepe. HoBoe 3HaueHue pazmepa bydepa
NPUMEHUTCA Noc/ie NepesarpysKku ycTpoicTsa.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

logging file [level]

level: (cm. Tabnnuy 227)

Bk/toyaeT nepesayy aBapuUnHbIX UAN OTAAL0UHbIX
Cco0b6LLeHMI BbIBPAaHHOTO YPOBHA BaXKHOCTU B dalin KypHana.

no logging file /errors BbIk/toyaeT nepenayvy aBapuiHbIX UM OTNAL04HbIX
coobuieHunii B dpalin KypHana.
aaa logging login 3aHOCUTb B XKypHasbl CObLITUA ayTeHTUDUKaL MK,
aBTOpU3aumMm 1 yyeTa (AAA).
- - —/BK/IIOYEHO
no aaa logging login He 3aHOCUTb B XKypHabl cObbITUA ayTeHTUGMKauum,
aBTOpU3aLMK 1 yyeTa (AAA).
logging events BK/ItOYaeT perncTpaumio U3SmeHeHnn cTatyca MHTepdeincos B
spanning-tree STP.
port-state-change
—/BKNIOYEHO

no logging events
spanning-tree
port-state-change

OTK/OYaeT perncTpaLmio U3MeHeHUA cTaTyca MHTepdeiicos B
STP.

logging events
spanning-tree
topology-change

no logging events
spanning-tree
topology-change

— /BbIKAOYEHO

BKAtouyaeT perncrpaumio MUsmeHeHnin Tonoaormm 8 STP.

OTKAtOYaeT perncTpaumio uUsmeHeHnin Tonosiorum 8 STP.

logging events
spanning-tree root-
bridge-change

no logging events
spanning-tree root-
bridge-change

— /BbIKOYEHO

BKAtOYaeT perncTpaumio cMeHbl root bridge.

BbIKAtoYaeT perncrpaumio cMmeHbl root bridge.

logging cli-commands

no logging cli-commands

—/OTKAIO4YEHO

BkntouvaeT nornposaHue BBeaeHHbIx B CLI KomaHa,.

OTK/lOYaeT IorMpoBaHue BBedeHHbIX B CLI KomaHa,

file-system logging
{copy | delete-rename}

no file-system logging
{copy | delete-rename}

Mo ymonyaHuio
perucTpauma BKOYEHa

BkAtoyaeT pernctpaunto cobbiTnin Gbannosoi cuctemsl.

- COpy — perucTpaumsa coobLieHui, CBA3aHHbIX C onepaLusamm
KonupoBaHusa ¢aiinos;

- delete-rename — pernctpauma coobLLEHWN, CBA3AHHbIX C
yaaneHmem Gpainnoe 1 nepeMmeHoBaHMEM OnepaLuii.

BbIKk/tOYaeT perncrpaumio cobbitnii GpainosBol cuctemol.
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management logging
deny

no management logging
deny

Mo ymon4yaHuio
perncTpauma BkaYeHa

BktouaeT perncrpaumio cobbiTuii 0 3anperte focTyna K
ynpaB/ieHN0 KOMMYTaTOPOM.

BbIK/ItOYaET perucrpaumio cobbiTuii 0 3anpete gocTyna K
yrpas/ieHUI0 KOMMYTaTOPOM.

logging aggregation on

no logging aggregation on

—/OTKNIOUYEHO

BKAtoyaeT KOHTPOIb arperaymm syslog-coobuieHni.

OTKAloYaeT arperaymio syslog-coobuieHuit.

logging aggregation
aging-time sec

no logging aggregation
aging-time

sec: (15..3600)/300 cekyHa,

YcTaHaBAMBaET BPeMA XpaHeHUs CrpynnupoBaHHbIX syslog-
coobLLeHMA.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

logging service cpu-rate-
limits traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpvé-
snooping, igmp-snooping,
mld-snooping, sflow, log-
deny-aces, vrrp)/—

BK/tOYaET KOHTPO/b OrPaHMYEHMUA CKOPOCTU BXOAALLMX
dpelimoB ana onpeneneHHoro TMna TpaduKa.

OTKANtoYaeT ormposaHme.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

—/HeT

3apgaeT napameTp, KOTOPbIN ByAeT MCNob30BaTbCA B
KayecTse naeHTMdMKaTopa XocTa B syslog-coobuieHunsx.

Mcnonb3oBaTtb 3HaYeHME MO YMONYAHUIO.

logging source-interface
{gigabitethernet gi _port |
tengigabitethernet

te port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan
vian_id}

no logging source-
interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonb3osaTh IP-agpec ykazaHHOro nHtepdeica B Kayectse
MCTOYHMKA B IP-nakeTax npotokona SYSLOG.

Mcnonb3osaTh IP-agpec ucxoaauero nHtepdeliica.

logging source-interface-
ipv6 {gigabitethernet
gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan
vlan_id}

no logging source-
interface-ipv6

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonb3osaTh IPv6-agpec yKazaHHOro uHTepdelica B
KayecTse UCTOYHMKA B IP-nakeTax npoTokona SYSLOG.

Mcnonb3osatb IPv6-aapec ucxogailero nHtepoeiica.

system dry-contacts
enable [initial-state state]
cause alarm

no system dry-contacts
enable

state: (nc-com/no-com)
/BbIK/IOYEHO

Bk/toyaeT paboTy nepek/ItodeHUA CYXMX KOHTAKTOB Mpu
BO3HMKHOBEHWM aBapUIMHOro cobbITUA.
- state — NONOXKeHWe KOHTAKTOB, KOTOpble GUKCUPYIOT
aBapwio.
TonbKo gna ycrpoiicte MES3508, MES3508P u
MES3510P.

Bk/toyaeT paboTy nepektoyeHmsa CyXMx KOHTAKTOB Npu
BO3HMKHOBEHMM aBapuitHOro cobbITus.

alarms event erps ring-
protection

no alarms events erps
ring-protection

— /BbIK/OYEHO

BK/toYaeT nepek/lovyeHne CyXMX KOHTAKTOB MO cobbiTuio
pa3pbiBa KonbLa ERPS.
TonbKo gna ycrpoiicte MES3508, MES3508P u
MES3510P.

BbIK/IlOYaeT NepeKk/toYeHne CyXmMx KOHTaKTOB MO COBbITUIO
pa3pbiBa Konbua ERPS.
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alarms events poe usage-
threshold-exceeded

no alarms events poe
usage-threshold-
exceeded

— /BbIKOYEHO

BK/lOYaeT nepekntoYeHne Cyxmx KOHTAKTOB MO CO6bITUIO

HencnpaBHOCTM POE-KOHTpOIepa UK ero neperpysku.
Tonbko gna ycrpoiicte MES3508, MES3508P u
MES3510P.

BbIKNtOYaET NEpPEKIOUYEHNE CYXMX KOHTAKTOB NO COObLITUIO
HeucnpasHoCcTH POE.

alarms events power-

supply [power-supply]
not-present

no alarms events power-

supply [power-supply]
not-present

power-supply:
(1..2)/BbIKNIOYEHO

BktoyaeT paboTy nepeKkntoHeHUsA CyXMX KOHTaKTOB Npu OT-
KAtoueHUn 610Ka NUTaHuA.
TonbKo ana ycrpoiicts MES3508, MES3508P u
MES3510P.

BbIKk/toYaeT paboTy NepekatoYeHNsa CyXMX KOHTAKTOB Npu
oTKAtouYeHUM 610Ka NUTaHmS.

alarms events sensors
critical-temperature

no alarms events sensors
critical-temperature

— /BbIK/OYEHO

BkatoyaeT paboTy NepekNtovyeHMAa CyxMx KOHTAKTOB Npw
BO3HUKHOBEHUM KPUTUYECKOM TemnepaTypbl Ha Temnepa-
TYPHbIX AATYMKaX.
Tonbko gna ycrpoiicte MES3508, MES3508P u
MES3510P.

BbIk/Ito4aeT paboTy NepekItoUeHNA CYXMX KOHTAKTOB Mpu
BO3HMKHOBEHUM KPUTUUYECKOM TemnepaTypbl Ha
TemnepaTypHbIX AaTYMKaX.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnunua 226 — KomaHabl pexkuma KoHpurypaumm nHtepdeiica

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

alarms events link-status
[status]

no alarms events link-status
[status]

status: (up/down)
/BbIKNIOYEHO

BkAtovaeT paboTy Nnepek/oyeHma CyXMX KOHTaKTOB npu
M3MeHeHWM onepaTMBHOro cTatyca uHTepdeiica.
Tonbko pna ycrpoiicte MES3508, MES3508P um
MES3510P.

BbiKktoyaeT paboTy nepeknoueHrs CyXMX KOHTAKTOB Npu
M3MEHEHWUW ONEepPaTMBHOIO cTaTyca UHTepdelica

Kaxkpoe cooblieHne nmeeT CBOIN ypoBeHb BaXHOCTU; B Tabauue 227 npuseaeHbl TUMbl COOBLLEHUI B

nopagke y6bIBaHVIFI MX BaXXHOCTWU.

Tabnuua 227 — Tunbl Ba*KHOCTN COOBLLLEHWUI

Tun eaxxHocmu coobuweHuli

OnucaHue

YpesBblyaiHble (emergencies)

HenpaBW/bHO.

B cucteme npounsowna Kputnyeckas 0LLIM6Ka, CUcCTema Mmoxxet paGOTaTb

CurHanbl Tpesoru (alerts)

H606X0,EI,MMO HemegneHHoe BMmellaTesIbCTBO B CUCTeEMY.

KpuTtnueckue (critical)

B cnucteme npounsowna Kputuyeckan owmnbKa.

OwwunbouHble (errors)

B cucteme npounsowna owmnbKa.

MpeaynpexkaeHua (warnings)

MpeaynpexaeHune, HeaBapuitHoe cooblueHue.

YBegomneHnus (notifications)

YBegomseHune cuctemMbl, HeasapuitHoe coobuieHue.

MHbopmaumoHHble (informational)

NHbOpMaLMOHHbIe COOBLLLEHNA CUCTEMDI.

OthagoyHble (debugging)

OT/Nag04Hble cO0bLLEHUSA, NPEAOCTaBAAIOT NONb30BATENO MHPOPMALMIO
ONA KOPPEKTHOM HAaCTPOMKKN CUCTEMBI.
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KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnnua 228 — KomaHaa pexunma Privileged EXEC ana npocmoTpa daiina KypHana U aBapumnHbIX COObITUI

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o yMOAYAHUIO
clear logging — YpanseT Bce coobLeHNA U3 BHYTpeHHero bydepa.
clear logging file — Ypanset Bce coobuieHnsa us daiina xRypHana.
show logging file OTobparkaeT COCTOAHME KyPHana, aBapuiiHble N OTNAL0UHblE
- coobuieHunn, 3anncaHHble B dainie KypHana.
show logging OTOb6parKaeT COCTOAHME KypPHaNa, aBapuiiHble M OTNaL04HbIE
- cooblLeHus, 3anncaHHble BO BHYTpeHHem bydepe.
show syslog-servers — OtobparkaeT HAaCTPOMKM ANA yaanEHHbIX syslog-cepsepos.
show alarms OTobparkaeT BClo MHOOopMauuto 06 aBapuIAHbIX COBLITUAX.
— TonbKo pna ycrpoiicte MES3508, MES3508P u
MES3510P.
system dry-contacts [dry- MepeKkntoyaeT pexrMmbl PpaboTbl CyXMX KOHTAKTOB:
status] - lock — nepekntoyeHne Cyxmx KOHTAKTOB MPOUCXOAMUT NO
cobbITHIO aBapuu;
dry-status: - unlock — no cobbITMIO aBapumM Cyxme KOHTaKTbl He byayT
(lock/unlock/toggle) nepeKkno4aTcs;
/unlock - toggle — NpuHYAUTENbHAA CMEHA NEPEKNIOYEHUA CYXUX
KOHTAKTOB.
Tonbko Aana ycrpoicte MES3508, MES3508P u
MES3510P.
show system dry-contacts OTobparkaeT TeKyLLUMe HAaCTPOMKM CyXMX KOHTAKTOB.
— TonbKo gna ycrpoiicts MES3508, MES3508P u
MES3510P.

[pumepbl UC016308AHUA KOMAHO

= BK/IOUYAUTb PErucTpaLmio owmnboYHbIX COOBLLEHMIA HA KOHCOU:
console# configure

console (config)# logging on
console (config)# logging console errors

= OuunctuTb daiin KypHana:
console# clear logging file

Clear Logging File [y/n] y
5.23 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

®YHKUMA 3epKaNPOBaHMA MOPTOB NpeAHa3HAYeHa ANs KOHTPO/IA ceTeBOro TpadurKa nyTem nepecbliku
KOMUIM BXOAAWMX M/MAN UCXOAALLMX NAKETOB C O4HOMO MM HECKOIbKUX KOHTPOAMPYEMbIX MOPTOB Ha O4MH
KOHTPOAMPYIOLWMIA NOPT.
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K KOHTpoupytoLLemy nopTy NPUMEHAIOTCA CNefyloLe orpaHnyYeHunsa:
— MopT He MOXKeT BbITb KOHTPOAMPYHOLLUM U KOHTPOANPYEMbIM NOPTOM OL4HOBPEMEHHO;
— MopT He MOoXKeT BbITb YN1EHOM FPyMMbl NOPTOB;
— IP-uHTepdeic oNKeH OTCYTCTBOBATb A/1A 3TOr0 NOPTa;
— NpoTtokon GVRP gonxKeH 6bITb BbIKAOYEH Ha 3TOM MOPTY.

K KOHTpOAMpyemMbIM NOPTam NPUMEHAIOTCA CAeayoWwme orpaHnYeHnA:

KomaHObI pexxcuma 2a0b6ana6Hol KOHguU2ypayuu

MopT He MOXKET BbITb KOHTPONPYHOLLMM N KOHTPOIMPYEMbBIM MOPTOM OLHOBPEMEHHO.

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabanua 229 — KomaHgb! pexkuma rnobanbHoi KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

port monitor mode
{monitor-only | network}

no port monitor mode

—/monitor-only

3agaeT pexxum paboTbl nopTa

- monitor-only — ¢peimbl, nocTynatowme Ha nopt, oTbpacsiBa-
oTCs;

- network — nossosAeT BecTM 06MeH AaHHbIMU.

Bo3BpallaeT 3HaueHMe N0 YMONYaHMIO.

port monitor remote vlan

vlan_id [cos priority] [tx | rx]

vlan_id

no port monitor remote vlan

vlan_id: (1..4094);
priority: (0..7)/0

HasHauyeHue VLAN gns yaaneHHoro moHutopuHra (RSPAN), B
KOTOpYto ByAyT NOMELLATLCA NAaKeTbl C KOHTPOIMPYEMBbIX
nHTepdencos.

Ypanernne VLAN gnAa yaaneHHOro MOHUTOPUHTA.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Buna 3anpoca KOMaHAHOM CTPOKM B pexnume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

[aHHble KOMaHAbI HeNb3A BbINOJNIHATL B peXKume KoHpuUrypaumm guanasoHa uHtepdeii-

e cos Ethernet.

Tabanua 230 — KomaHabl LOCTYNHbIE B peXnMe KoHPUrypaumm nHtepoeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

port monitor {remote | gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port} [rx | tx]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

BrtoyaeT GpyHKLMIO MOHUTOPUHIA HA HAacTPaMBaeMom
uHTepdeice. JaHHbIl UHTEPdENC ByAeT KOHTPOANPYIOLLMM NOPTOM
AN YKa3aHHOrO B KOMaH/e KOHTPOIMpyeMoro nopra.
- gi_port, te_port, fo_port — KOHTpOMpPyeMmbli1 NOpPT;
- X — KONMPOBaTb MaKeTbl NPUHATbIE KOHTPOIMPYEMbIM NOPTOM;
- tX — KONMpoBaTb NaKeTbl, NepeAaHHble KOHTPOIMPYEMbIM
nopTom;
MpwW OTCYTCTBUM NapameTpa rx/tx C KOHTPOAMpPYEMOro nopTa
KOMMPYIOTCA BCE NaKeTbl.
®DYHKLMA MOHUTOPUHIA MOKeT 6bITb HAacCTPpOEeHa Ha ABYX
noprax oAHOBpeMeHHO
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no port monitor {remote |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port }

BbIK/IlOYaET GYHKLMIO MOHUTOPUHIA Ha HacTpaMBaemom
nHTepdelice.

port monitor vlan vian_id

no port monitor vlan
vlan_id

vlan_id: (1..4094)

Bk/tovaeT GpyHKLMIO MOHUTOPUHIA HA HAacTpauBaemMmom
nHTepoerice. JaHHblt HTepdeinc byaeT KOHTPOMPYHOLWMM NOPTOM
ona ykasaHHon VLAN.
MopT MOHMTOPUHTIA He AONXKEH NPUHAANEXKATb K
« HacTpamBaemou VLAN.

71 MonutopuHr VLAN moxxeTt 6bITb BK/IIOYEH NILIb B TOM
c/lyyae, ec/im B cUCTeme HacTpoeHo He 6osiee ogHOro
KOHTPO/IMpPYIOLLLEro nopra.

/| Ecnv KOHTpOAMpylowmii NopT HacTpoeH paHee, TO TObKO
3TOT NOPT MOXKET 6bITb UCMONb30BaH ANA MOHUTOPUHIA
VLAN.

Ypanaet ykazaHHyto VLAN U3 MOHUTOpPUHTa.

port monitor remote

no port monitor remote

BKkntoyaeT dyHKUMIO yaaneHHoro moHutopuHra (RSPAN) Ha
HacTpanBaeMom uHTepdelice.

BbIktoyaeT GpyHKUMIO yaaneHHoro moHutopuHra (RSPAN) Ha
HacTpanBaeMoMm UHTepdelice.

KomaHObi pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxknme EXEC nmeeT cneayowmin Bua;

console>

Tabnumua 231 — KomaHabl, 4ocTynHble B pexkxume EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ports monitor

BbIBOAWT MHPOPMALMIO NO KOHTPOIMPYIOLLMM U KOHTPOIMPYEMbIM
nopTam.

[pumepbl 8bIN0AHEHUS KOMAHO

= YcrtaHosuTb 13 Ethernet nHTepdeic KoHTpoaunpytowmm gns 18 nHtepdeiica Ethernet. Becb Tpadumk
¢ 18 nHtepdeiica nepenasatb Ha 13.

console# configure
console (config) # interface tengigabitethernet 1,/0/13
console (config-if)# port monitor tengigabitethernet 1,/0/18

=  BbIBECTU MHOOPMALMIO MO KOHTPOAMPYIOWMM M KOHTROIMPYEMbIM NOPTaM.

console# show ports monitor

Port monitor mode: monitor-only
RSPAN configuration

RX: VLAN 5, user priority O

TX: VLAN 5, user priority O

Source Port Destination Port Type Status RSPAN

tel/0/18 tel/0/13 RX, TX notReady Disabled
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5.24 ®dyHKuua sFlow

sFlow — TexHo/10r1A, NO3BONAKOLLAA OCYLLECTBAATb MOHUTOPUHT TPadUKa B MAKETHbIX CETAX Nepeaaumn
[AAHHbIX NyTEM YacTUYHOM BbIOOPKKU TpadmKa ANna nocieaytollei MHKaNcynsauum B cneumasbHble coobueHus,
nepefaBaemMble Ha cepBep cbopa CTaTUCTUKK.

KomaHOb! pexrcuma 2n06aa6HoU KOHGU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmK:

console (config) #

Tabanua 232 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymon4aHuro
sflow receiver id {ipv4_ad- id: (1..8); 3apaeT agpec cepsepa cbopa ctatmuctmkm sflow.

dress | ipv6_address |
ipv6z_address | url} [port
port] [max-datagram-size
byte]

no sflow receiver id

port: (1.. 5535)/6343;
byte: nonoxurenoHoe
uenoe 4ncno/1400;
dopmar ipv4_address:
A.B.C.D;
dopmart ipv6_address:
XX XoXiX;
dopmat
ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumBonos

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — B[OMeHHOEe UMsA XOCTa;

- port — HOmep nopTa;

- byte — MaKCMMasibHOE KOAMYECTBO BalT, KOTOPOE MOKET BObITb
OTNPaBNAEHO B OAMH MAKET AAHHbIX.

Ypanset agpec cepsepa cbopa cratuctukm sflow

sflow receiver {source-in-
terface | source-interface-
ipv6} {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel | group | loopback
loopback_id | vlan vlan_id |
oob}

no sflow receiver source-in-
terface

vlan_id: (1..4094)
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..48)

3apaeT uHTepdelic ycTpoiicTsa, IP-agpec Kotoporo byaeT ucnosb-
30BaTbCA MO YMONYAHUIO B KayecTBe ajpeca WCTOYHMKA cbopa
CTaTUCTUKK.

YpanseT agHoe 3agaHue nHTepdelica, c agpeca Kotoporo 6yaert
OTNPaBAATLCA CTATUCTMKA sflow

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console# configure
console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port}

console (config-if) #
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Tabnmua 233 — KomaHabl pexkmuma KoHpurypaumm nHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (0..8);
bytes: (20..256)/128
6anT

3afaeT cpefHIo CKOPOCTb BbIGOPKM NakeToB. MToroeas cKOpocTb
BbIGOPKM cumTaeTcs Kak 1/rate*current_speed (current_speed —
TeKyLan cpeaHnAs CKOPOCTb).

- rate — cpefHAA CKOPOCTb BbIGOPKM NaKeToB;

- id — Homep sflow-cepBepa;

- bytes — makcMmanbHOe KonmnyecTso 6aiT, KoTopoe byaert
cKonupoBaHo u3 o6pasLia nakera.

OTKAKOYAET CYETYMKM BbIBOPKM Ha NOPTY.

sflow counters-sampling
secid

no sflow counters-sampling

sec: (15..86400)
CEeKYHZ;
id: (0..8)

OnpegensieT MakCUMabHbIA MHTEPBA MEXKAY YCNeLUHbIMU
BbIGOPKaMM NaKeToB.

- Sec — MaKCUManbHbI MHTEPBAN MeXay BbIGOPKaMM B CEKYHAAX.
- id — Homep sflow-cepBepa (3apgaeTca komaHaoit sflow receiver 8
rno6anbHOM pexume KoHPUrypaLmm).

OTKAKOYAET CYETYMKM BbIBOPKM Ha NOPTY.

KomaHObi pexcuma EXEC

3anpoc KoMaHgHOW CTPOKM B pexknme EXEC nmeet cneayowmin Bua;

console>

Tabnuua 234 — KomaHabl, 4OCTynHble B pexkxume EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show sflow configuration
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port]

clear sflow statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port]

show sflow statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

BbiBOAMT HacTpoiku sflow.

Ounwaet cTatUcTmRy sFlow. Ecnm nHtepdelic He yKasaH,
KOMaHAa O4YMLLAET BCE CHETYMKM CTaTUCTUKM sFlow.

OtobparkaeT cTaTUCTUKY sFlow.

[pumepbl 8bIN0AHEHUS KOMAHO

= YcraHosuTb IP-agpec 10.0.80.1 cepsepa 1 ana cbopa ctatuctukm sflow. na ethernet-untepdeiicos
te1/0/1-te1/0/24 ycTtaHOBUTbL CPeAHIO CKOPOCTb BbIBOPKK NakeTos — 10240 K6UT/C U MaKcUMab-
HbI MHTEPBAN MEXAY ycnewHbiMu Bbibopkamm naketos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1
console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range)# sflow flow-sampling 10240 1

console

(config-if) # sflow counters-sampling 240 I
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5.25 ®yHKUUM AUArHOCTUKKN PU3NYECKOro YPOBHSA

CeTeBble KOMMYTAaTOpPbl COZEPXKAT annapaTtHble M NporpammHble CpeacTsa ANA  AMArHOCTUKMU
dum3nyecknx nHTepdeincoB 1 NHKIK cBA3KN. B nepeyeHb TECTUPYEMbIX NAPAMETPOB BXOAAT Cneaytowme:

[Nns aneKkTpuyecknx nHTepdencos:
— A/IMHa Kabens;
—  paccTofHWe A0 MecTa HeEMCNPaBHOCTU — 06pPbIBA UM 3aMbIKaHUA.

Ons onTnyeckux nHtepdeincos 1G n 10 G:
— napameTpbl NUTAHUA — HANPAXKEHUE U TOK;

— BbIXOAHaA oNTU4YeCKaa MOLLHOCTb,
— ONnTn4yeCKaAa MOWHOCTb Ha npueme.

5.25.1 AlJuazHocmuka medHoz20 Kabens

KomaHObl pexcuma EXEC

3anpoc KoMaHAHOM CTPoKKM B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnumua 235 — KomaHabl ANArHOCTUKM MeaHOro Kabens

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
o ymon4aHuro

test cable-diagnostics tdr BbInonHAET BUPTyasibHOE TECTUPOBaHUE Kabensa Ansa yKazaHHOro
[all | interface gigabitether- gi_port: (1..8/0/1..48) | nHTepdeiica.
net gi_port] - all — gna Bcex uHTepodelicos
show cable-diagnostics tdr OTobparkaeT pesybTaTbl NOCAEAHETO BUPTYaASIbHOTO TECTUPOBAHUSA
[interface gigabitethernet gi_port: (1..8/0/1..48) Kabena ana ykasaHHoro nHTepdeica.
gi_port]
test cable-diagnostics tdr- BbIinosiHAET BUPTyasbHOe TeCcTUpOBaHWe Kabens ¢ HU3KoM
fast [all | interface giga- gi_port: (1..8/0/1..48) | TouHOCTbIO ANA yKasaHHOro nHTepdelica.
bitethernet gi_port ] - all — gna Bcex uHTepodelicos

OT0b6parkaeT NPeAnoNOKUTENbHYIO AJIMHY Kabens, NoAKAYEHHOTO

K YKasaHHoMy nHTepdelicy (ecav Homep nopTa He 3a4aH, To

show cable-diagnostics ca- . KOMaH/Aa BbINOHAETCA ANs BCeX NOPTOB).

ble-length [interface giga- gi_port: (1..8/0/1..48) WHTepdeiic gonkeH 6biTb aKTUBHBLIM U paboTaTb B

bitethernet gi_port] V pexxume 1000M6uT/c nan 100M6uTt/c. AnarHocTmka
noAAepKMBAETCA TONbKO Ha MHTepdeiicax

GigabitEthernet.

[Tpumepbl 8bINOAHEHUS KOMAHO:

= [lpoTectnposatb nopT gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

5324#test cable-diagnostics tdr interface gil/1

Cable on port gil/0/1 is good
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5.25.2 luaezHocmuKka onmu4yecKo2o mpaHcueepa

®DYyHKUMA OMArHOCTMKM MO3BO/IAET OLEHUTb TeKyllee COCTOSiHWE ONTUYECKOro TpaHcuBepa U
ONTUYECKOU TNHUU CBA3N.

Bo3MoOKeH aBTOMaTMYECKUIA KOHTPOIb COCTOSHUA IMHUI CBA3K. 11 3TOro KOMMYTaTop NePUoANYECKU
OnpalnBaeT napameTpbl ONTUYECKUX WMHTEPdENCOB M CPaBHMBAET WX C MOPOrOBbIMM 3HAYEHUAMM,
3aZl@aHHbIMM MPOU3BOAUTENSAMM TpaHcuBepoB. [pu BbiIXoAe MapameTpoB 3a AONyCTUMble Mpeaesnsbl
KommyTaTop GopmMuMpyeT NpeaynperKaatoLme 1 aBapuiiHble coobLeHus.

KomaHOowbi pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnua 236 — KomaHga AnarHoCTUKM ONTUYECKOro TpaHCMBepa

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymon4YarHuro

show fiber-ports opti- OTob6parkaeT pesyabTaTbl AMATHOCTUKM ONTUYECKOrO TpaHCuBepa.
cal-transceiver [detailed]
[interface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

[Mpumep 8biNOAHEHUA KOMAHObI:

swl# show fiber-ports optical-transceiver interfaceFortygigabitEthernet

1/0/1
Port Temp Voltage Current Output Input LOS Transceiver
Power Power Type
fol/0/1 OK OK OK N/S OK No Fiber
OK OK No
OK OK No
OK OK No
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts/dBm
Input Power - Measured RX received power in milliWatts/dBm
LOS - Loss of signal
N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Tabnuua 237 — MNapameTpbl AUArHOCTUKM ONTUYECKOTO TpaHcMBepa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcmsepa.
Voltage HanpseHue nuTaHMA TpaHcKBepa.
Current OTKNOHEHME TOKA Ha Nepegave.
Output Power BbIxoAHaA MOLHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MoTtepa curHana.
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3Ha4yeHuA pPe3ynbTaTtoB ANArHOCTUKN:

— N/A — HepgocTynHo,
— N/S — He noapepskunsaercs.

5.25.3 flJuazHocmuka uHOUKayuu uHmepdgelicos

KomaHObi pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnua 238 — KomaHAbl ANarHOCTUKM MHANKAUMM UHTepdelicoB

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
no yMmon4YaHuo
test led port mode { force- BKNOUNTL HEOBXOAMMbIN PeXKUM PaboTbl MHAMKALMK MHTEpdeica
on | force-off |force-blink - force-off — BbIKNIOYEH;
| default [gigabitethernet gi_port: (1..8/0/1); - force-on — ropuT NOCTOAHHO;
gi_port | tengigabitether- te_port: (1..8/0/1..24); | - force-blink — MuraHve;
net te_port | fortygiga- fo_port: (1..8/0/1..4); | - default — pexxum paboTbl CBETOBOM MHAMKALMMU MOPTOB,
bitethernet fo_port | all]} /default all onucaHHbI B NyHKTe 2.4.4;
V TonbKo gna ycrpoiicts MES5324.
show led port mode [giga- OT06pa3nTb MHGOPMALMIO O peXUMe PaboTbl MHAMKALMW Ha
bitethernet gi_port | tengi- nHTEpdelice
gabitethernet te_port | —
fortygigabitethernet
fo_port]

5.26 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHus o6 ypoBHe obcnykmaHua B IP-ceTax) — TEXHONOrMA aKTUBHOTO MOHWUTOPWHTA,
NCNONb3YIOLWAACA AN U3MEPEHUA NapameTpoB DbICTPOAENCTBMUA KOMMbBIOTEPHbIX CETEN M KayecTBa nepesayu
OaHHbIX. AKTUBHbIA MOHUTOPUHT NpeacTaBaseT coboin NPOAOIKUTENBHYIO UMKAMYECKYIO reHepaumio TpadumKa,
cbop HGOpPMaLUMM O ero NPOXOKAEHUM NO CETU U BEAEHME CTAaTUCTUKM.

Ha faHHbI MOMEHT U3MepeHMe NapameTpoB CETU MOXKET OCYLLECTBAATLCA C UCMOJ/Ib30BaHME NPOTOKOA
ICMP.

Mpu Kaxxgom BbinosHeHUN onepauum ICMP Echo yctpolicteo otnpasasaeT ICMP Echo request coobuieHne
Ha agpec HasHayeHuA, OXKnaaeT nonyyeHma coobueHma ICMP Echo reply B Te4eHUMN 3a4aHHOIO MHTEPBana Bpe-
MEHM.

C oaHoit IP SLA onepaumelt MOXKHO CBS3aTb HeCKo/Ibko 06bekToB TRACK. CocTosaHMe obbekta TRACK um3-
MEHAETCA B MOMEHT M3MeHeHUA cocToaHus IP SLA onepaumm, nmbo c 3agaHHON 3a4ePHKKON.

Mpy N3MeHeHUM COCTOAHMA TPeKa BO3MOXKHO BbINOJHEHME MaKPOKOMaHA. MaKpoKomaHAbl BbINOHA-
0TCA B peXknume riobanbHoro KOHGUrypupoBaHua. 11 BbINONHEHMA KOMaHA pexnma privileged EXEC komaHapl
HeobxoAnMO JOMNONHUTL NpedrKcom do. KomaHabl co34aHnA Habopa MaKpOKOMaHA, npuseaeHbl B Tabavue 38.
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Ona ncnono3osanua pyHKUmMM IP SLA Heob6xoAMMO BbINOAHUTL Caeaytolne AencTBumA:

— CospgaTb onepauymio icmp-echo 1 ckoHpUrypupoBaTb eé.

— 3anycTuTb BbIMOJIHEHUE ONepaLum.

— Cosgatb TRACK 06beKT, CBA3aHHbIN C KOHKpeTHOM IP SLA onepaumeit u CKoHbUTIypupoBaTb ero.

— [pn HeobxogMMOCTM, CO34aTb MAKPOCHI, BbINOAHAEMbIE MPU U3MEHEHUU COCTOAHMA OODBEKTA

TRACK.

- HDOCMOTDETb CTaTUCTUKY, Npu HeOGXO,ﬂ,MMOCTM, O4YnUCTUTDL €e.
- an HEO6XO,£I,VIMOCTVI, NPEKPaTUTb BbIMOJIHEHNE Oonepaunn.

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHon KoHduUrypaumm:

console (config) #

Tabnunua 239 — KomaHab! pexuma rnobanbHoin KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip sla operation

operation: (1..64)

MepexoguT B pexmum KoHpurypmposaHus IP SLA onepauum
- operation — HOMmep onepauuu.

no ip sla operation

Ypansert IP SLA onepauuio.

- operation — Homep onepauum.

- life — Bpems, B TeueHUe KOTOpOro onepauma byaeT BbINOAHATLCA.
- start-time — Bpemsa 3anycka.

ip sla schedule operation life
life start-time start-time

operation: (1..64);
life: (forever);
start-time: (now)

3anyckaeT Ha BbinosHeHue |IP SLA onepauuto.

- operation — HOMep onepauun.

- life — Bpems, B TeueHMe KOTOPOro onepaLmsa byaeT BbINOJHATLCA.
- start-time — Bpemsa 3anyckKa.

no ip sla schedule operation

MpekpalaeT BbinonHeHme IP SLA onepauuu.
- operation — HOmep onepaLuu.

track object ip sla operation
state

object: (1..64);
operation: (1..64)

Co3paeT TRACK 06beKT, KOTOpPbIN byAeT oTcexKmnsaTtb coctosiHme P
SLA onepauuu.

- object — Homep TRACK obbekTa.

- operation — Homep IP SLA onepauuu.

no track object ip sla

Ypansetr TRACK 06bekT.
- object — Homep TRACK ob6beKTa.

logging events ip sla opera-

BktoyaeT BbIBOA cO0bLEHMI 06 M3meHeHuu cTaTyca IP SLA onepa-

state-change

X —/BKAKOYEHO
tion-state-change uum.
no logging events ip sla oper- BbIKntoYyaeT BbIBOZ COObLLEHUI 06 M3meHeHnn cTaTyca IP SLA one-
ation-state-change pauuu.
logging events ip sla track- BkntoyaeT BbIBOA, cO0bLEHNIT 06 U3MEHEHUM CTaTyca TpeKa.
gging P — /BKIONEHO a Ly ycaTp

no logging events ip sla track-
state-change

BbIK/OYaET BbIBOZ, COOBLLEHMIT 06 M3MEHEHWUM CTaTyca TpeKa.

Tabnnua 240 — KomaHgbl pexxuma co3gaHus onepaumit IP SLA

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuo

Aelicmeue

icmp-echo {A.B.C.D | host }
[source-ip A.B.C.D]

host: (1..158)
CMMBOJIOB

MNepexoguT B pexxmMm KoHourypmuposaHua ICMP ECHO one-
pauun.

-A.B.C.D — IPv4-agpec y3na cetu;

- host — pomeHHOe MA y3na ceTu.

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx

245




HELTEX

KomaHObI pexcuma KoHgu2ypuposaHusa IP SLA ICMP ECHO onepayuu

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypuposanuma IP SLA ICMP ECHO:

console (config-ip-sla-icmp-echo) #

Tabanuya 241 — KomaHabl pexkuma KoHpurypumposaHma onepauymm ICMP Echo

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

frequency secs

no frequency

secs: (10..500)/10 cek

YcraHaBauBaeT yactoTy nostopeHua ICMP ECHO onepauuu.
- §ecs — 4acToTa, B CeKyHAax.

YcTaHaBnamBaeTt
YMOJIYQHUIO.

3Ha4yeHue 4acCToTbl I'IOBTOpeHVIl‘;I no

timeout msecs

no timeout

msecs: (50..5000)/2000 mc

YcTaHaBAMBaeT A/MHY TalkimayTa, Mo WUCTEYEHUM KOTOPOro,
ecnn He npuwen ICMP-oTBeT, onepaums byaeT cymTaTbeA
HeyaauyHoM.

- msecs — TaMayT, B MUIIMCEKYHOAX.

YcTaHaBAMBaeT 3HaYeHne Tal‘imayTa No YMONYaHUIO.

request-data-size bytes

no request-data-size

bytes: (28..1472)/28 6aiit

YcTaHOBUTbL KOMYecTBO 6anT, nepesaBaembix B ICMP-nakeTe
B KauecTBe AaHHbIX (payload).
- bytes — Konn4yecTso 6alT.

YCTaHOBWTb 3HaYeHWe KonnyecTsa 6aiT No yMon4aHuIo.

l Ona HopmanbHoro BbinonHeHus onepauun ICMP Echo pekomeHayeTtca ycTaHaBAuBaThb
. 3HauYeHMWe YacToTbl BbINOJIHEHUA onepauun 6onblinm, Yem 3HaUEeHUe TalimayTa onepa-
T I7R

KomaHObI pexcuma KOHguU2ypupos8aHua mpeKka

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoOHGUryprupoBaHUa Tpeka:

console (config-track) #

Tabnunua 242 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue

Aelicmeue

delay {up secs down secs |
up secs | down secs}

no delay [up] [down]

secs: (1..180)/0

YcTaHaBAMBaeT 3a4epKKy ANA CMeHbl cocToAaHMA TRACK
obbeKTa, Npu nameHeHun coctosHuA IP SLA onepaumu.

- secs — 3agepXKKa, B CeKyHAax.

- up — 3aJepKKa U3MEHEHUA COCTOAHMUA, NPU NPU U3MEHEHUU
onepayumn B coctosiHne OK;

- down — 33aepkKa U3MEHEHUS COCTOAHUSA, NPU U3MEHEHUU
onepauuu B coctosHue Error.

Yaanaer 3aiepKKy.

KomaHOob! pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnunua 243 — KomaHabl pexkuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue
show ip sla operation OTobparkaeT MHOOPMALMIO O HAcTpoeHHbIX [P SLA
[operation] operation: (1..64) onepaumsax.
- operation — HoOMep onepauuu.
show track [object] OTtobparkaeT MHPopMaLM0 O HacTpoeHHbix TRACK
object: (1..64) obbeKTax.
- object — Homep 0b6beKTa.
clear ip sla counters . O6HynseT cyetumkm IP SLA onepauuu.
[operation] operation: (1..64) - operation — HOMep onepaLuu.

Mpumep HACTPOMKM, NpesHaA3HAYEHHON ANA KOHTPOAA y3n1a cetn ¢ agpecom 10.9.2.65 ¢ oTnpasKomn
icmp 3anpoca Kaxkable 20 cekyHA, BpeMeHeM OTBETA Ha icmp 3anpoc He npeBblwatowmnm 500 mc 1 pasmepom
OaHHbIX 92 6aliTa; 3ageprkka cmeHbl coctoAHMA TRACK obbekTa — 3 CeKyHAbl; NPpU U3MEHEHUN COCTOAHMUA
TRAC ob6bekKTa BbINnoHATCA Makpocbl TEST _DOWN u TEST_UP:

console# configure

console (config) # interface vlan I

console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if)# exit

console (config) # macro name TEST DOWN track 1 state down
Enter macro commands one per line. End with the character '@'.
int gil/0/11

no shutdown

@

console (config) #

console (config) # macro name TEST UP track 1 state up

Enter macro commands one per line. End with the character '@'.
int gil/0/11

shutdown

@

console (confiqg) #

console (config) # ip sla I
console (config-ip-sla)# icmp-echo 10.9.2.65

console (config-ip-sla-icmp-echo)# timeout 500

console (config-ip-sla-icmp-echo)# frequency 20

console (config-ip-sla-icmp-echo)# request-data-size 92

console (config-ip-sla-icmp-echo)# exit

console (config-ip-sla)# exit

console (config)# ip sla schedule 1 life forever start-time now
console (config)# track 1 ip sla 1 state

console (config-track) # delay up 3 down 3

console (config-track)# exit

console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTMKK ans onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
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Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: 0

roe

— Operation state — TeKylee COCTOAHME onepaymu:
= scheduled — onepauua BbINOHAETCS;
= pending — BbINOJIHEHME ONEpaLMM OCTaHOBNEHO.
— Operation return code — Kop, 3aBepLUeHUs NOCNeAHEN BbINOJIHEHHOM onepauumu:
=  OK — ycnewHoe 3aBeplueHMe npeablayLien onepauum;
= Error — HeyAa4yHoe 3aBepLueHne NocneaHelr nonbIiTKM U3MepPEHUA.
— Operation Success counter — KOJIMYECTBO YCNELHO 3aKOHYEHHbIX OMNepaLui.
—  Operation Failure counter — KOANM4YeCTBO HEYAAYHO 3aKOHYEHHbIX OMNepauui.
— ICMP Echo Request counter — Konn4ecTBoO NPOBeAEHHbIX 3aMyCKOB Onepauymu.
— ICMP Echo Request counter — KONM4ecTBO NoAyYeHHbIX oTBeTOB Ha ICMP 3anpoc.

ICMP Error counter — CY4€TYMK, OTOOpPArKaOWMIA KONNYECTBO U3MEPUTE/IbHBIX ONepaLnii, 3aKOHYMB-

LLNXCA C COOTBETCTBYHOWMM KOA0OM OLINOKMN.

5.27 dnekTponutaHue no amHuam Ethernet (PoE)

Mogenn kommyTaTopos ¢ cydpukcom ‘P’ B 0603HaUYEHMMN NOAAEPHKMBAIOT SNEKTPONUTAHUE YCTPOCTB
no anHum Ethernet B cootsetcTBUM € pekomeHaaumnamm IEEE 802.3af (PoE) u IEEE 802.3at (PoE+) no Tuny pac-

NMUHOBKMK A.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHON KOHPUrypaunm:

Tabnnuya 244 — KomaHapl pexxnuma rnobanbHom KoHpurypaumm

3HayeHue/ 3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
power inline limit-mode {port | Bbi6op pexkruma orpaHUyYeHnsa MoLHOCTH
class} 3N1eKTPONUTAHMUA:
- port —orpaHuyeHue ycTaHaBAMBAETCA Ha OCHOBAHUM
—/class AAMUHUCTPATUBHbIX MAPaMeTPOB NopPTa;
- class — orpaHuyeHue ycTaHaBMBAETCA HAa OCHOBaHUK
Knacca NoAKAOYEHHOro yCcTpoicTea
no power inline limit-mode Bo3Bpalyaer 3Ha4YeHUe N0 yMOAYAHUIO
power inline restart auto BKNtounTb aBTOMaTMYecKuii pectapT PoE B chyuyae
OTKAtoYeHnA POE-KOHTponnepa.
no power inline restart auto —/BKNtOYEHO YCTaHOBWTb 3HaYeHMe No ymoa4aHuto. OTKAOUYUTL

aBTOMaTU4YecKkuin pectapT PoE B ciiyyae oTkAtoyeHun PoE-
KOHTpoOAnepa.

power inline usage-threshold
percent

no power inline usage-threshold

percent: (1..99)/95

YcTaHaBAMBaeT nopor noTpeb1aemoin MoLWHOCTK, Npu
KoTopom dpopmupyeTca HbopmaLMoHHOe coobuieHre
(snmp trap) o npesbiWweHUn nopora.

BoccTaHaBnuBaeT 3HaveHue nopora no ymonyaHuio.
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power inline traps enable PaspeweHune dopmupoBaHne MHPOPMALNOHHbIX
—/BbIK/OYEHO coobleHuit gna noacmuctemsl PoE.

no power inline traps enable Bo3BpaluaeT HaCTPOMKKM K MapameTpam Mo YMOYaHUIO.

power inline inrush test disable BKtoyaeT npoBepky inrush-TokKa.

no power inline inrush test —/BKAKOYEHO OTKANtoYaeT NpoBepky inrush-Toka.

disable

power inline disable OTKAtovaeT ncnonb3osaHue PoE.

V Hacrpoiika BcTynuT B cuny TO/IbKO nocne

—/Bviknioueno nepesarpysKu ycTpoiicTea.

no power inline disable BkntouaeT ncnonbsosaHue PoE.

console (confiqg) #

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypauumn nHtepdelica Ethernet:

console# configure
console (config) # interface gigabitethernet gi port
console (config-if) #

Tabnnua 245 — KomaHabl pexkuma KoHourypaumm nHtepdeica Ethernet

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

power inline {auto | never} KomaHga ynpasnset paboToit npoTokona obHapyxeHusa PoE-
[time-range range_name] YCTPOWCTB Ha UHTepdelice.

-auto — paspewaet paboTy nNpoTtokona obHapykeHua PoE-
YCTPOWCTB Ha MHTepdelice 1 BKIOYAET NoJavy 3/1eKTponuTa-
HUA Ha UHTepdelic;

-never — 3anpewaeTt paboTy NpoToKkona obHapyKeHus PoE-
YCTPOWCTB Ha HTepdelice U OTKIOYAET NOAAYY 3NEKTPONUTa-
HUA;

-time-range — BpemMeHHOW UHTepBa, B TEYEHUE KOTOPOro
nuTaHue byaeT noaaBaTbCA HAa UHTepdeliC.

range_name : (1..32)
CMMBONA;
—/auto

power inline powered-device [obasnaeT nponsBosbHOe onucaHue PoE-ycTpoiictea ans
pd_type pd_type:(1..24) NOMOLLM B aAMUHUCTPUPOBAHUKN 060pyA0BaHUS.

no power inline CMMBO/IOB/He 3a4aHO YpanseT paHee 3agaHHoe onucaHue PoE-ycTpoiicTsa.
powered-device

power inline priority {critical | 3apaét npuoputeT nHTepdeica PoE npu ynpasneHun snekx-
high | low} TponUTaHWeMm.

- critical — ycTaHaBAMBAET HaMBbICLLMI NPUOPUTET SNEKTPO-
NUTAHUA. DNEKTPONUTaHME NOPTOB C TAaKUM NpUopuTeTOM By-
AeT NpeKpaLLaTbca B NOCAEAHIO o4Yepeab Npu neperpyske
cucrtembl PoE;

- high — ycTaHaBAnBaeT BbICOKUIA NPUOPUTET 3NEKTpONUTa-
HUA;

- low — ycTaHaBAMBAET HU3KUI NPUOPUTET NIEKTPONUTAHUA.

—/low

no power inline priority BoccTaHaBaMBaeT NpUOPUTET MO YMOAYAHUIO.
power inline limit power

HasHauvaet npeaen MOWHOCTU 3NEeKTPONUTAaHNA ONA

power: (0..30000)/30000 BbI6PaHHOrO NOpTa.

— — mBT
no power inline limit BocctaHaBiMBaeT npesen MOLLHOCTM N0 YMOAUYAHUIO.

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#
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Tabnunua 246 — KomaHabl pexxkuma Privileged EXEC

3HayeHue/3HayeHue
1o ymMon4YaHuro

KomaHoa

Aelicmeue

show power inline [giga-
bitethernet gi_port | unit
unit_id]

gi_port: (1..8/0/1..8);
unit_id : (1..8)

OTo6parkaeT COCTOAHME INEKTPONUTAHUA UHTEPPENCOB,
NoAAEPKMBAOLWMX NMUTaHME NO nHUKM PoE.
- unit_id — Homep OHWTa B CTEKeE.

show power inline con-
sumption [gigabitethernet
gi_port | unit unit_id]

gi_port: (1..8/0/1..8);
unit_id : (1..8)

OTobparkaeT xapaKTepUCTUKKN NoTpebaeHns mowHocTn PoE-
UHTepdencoB yCTPOUCTBa.
- unit_id — Homep OHWTa B CTEKeE.

show power inline version

OTobpaxkaeT Bepcuto NporpamMmmHoro obecneyeHus
KOHTpoAanepa nogcuctemsbl PoE.

[pumepbl 861N0AHEHUA KOMAHO

console# show power inline

MoKasaTb COCTOAHME INEKTPONUTAHNA BCEX MHTEPPENCOB YCTPOIMCTBA:

Power-1limit mode: Class based
Usage threshold: 95%
Trap: Disable
Legacy Mode: Disable
Inrush Test: Disable
SW Version: 22.172.3
Unit Module Nominal Consumed Temp (C)
Power (W) Power (W)

1 MES2308P 240 219 (91%) 85

12-port 1G

Managed

Switch with

8 POE+ ports
2 MES2308P 240 0 (0%) 42

12-port 1G

Managed

Switch with

8 POE+ ports
Interface Admin Oper Power (W) Class Device Priority
gil/o0/1 Auto On 31.800 4 low
gil/0/2 Auto On 31.800 4 low
gil/0/3 Auto On 31.0 4 low
gil/0/4 Auto Oon 31.400 4 low
gil/0/5 Auto Oon 31.500 4 low
gil/0/6 Auto On 31.0 4 low
gil/0/7 Auto On 31.600 4 low
gil/0/8 Auto Fault 0.0 0 low

= [loKasaTb COCTOAHME 3/IEKTPONUTaHMA BbibBpaHHOro MHTepdeiica:

console# show power inline gil/0/1
Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Searching 0.0 0 low

Port Status:
Port standard:
Admin power limit

Port is off.
802.3AT

(for port power-limit mode) :

Detection is in process

30.0 watts
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Time range:
Operational power limit: 30.0 watts
Spare pair: Disabled
Negotiated power: 0 watts (None)
Current (mA) : 0
Voltage (V) : 0
Overload Counter: 0
Short Counter: 0
Denied Counter: 0
Absent Counter: 0
Invalid Signature Counter: 0

OnucaHuMe oTobparkaembix NapameTpPoB 3/IEKTPONUTAHMA NpuBeaeHo B Tabanue 247.

Tabnuua 247 — MNapameTpbl CTaTyca 3NEKTPONUTaHNUSA

Nominal Power HomnHanbHaa MOLWHOCTb UCTOYHUKA NUTaHKUA nogcuctembl PoE.

Consumed Power

MN3mepeHHOe 3HayeHne I'IOTpE6l]F|EMOﬁ MOLWHOCTHU.

Usage Threshold Moporoeoe 3HaYyeHne NoTpebaaemolt MOLLLHOCTU, NpK KoTopom dopmupyeTtcs nHdop-
MaLMOHHOe cooblieHue (snmp trap) o NpeBblleHM Nopora.

Traps OTobparkaeT paspelieHme popmnpoBaHne MHGOPMaLMOHHbIX COOBLLEHNA.

Port O603HauyeHne NHTepdelica KommyTaTopa.

Admin AOMUHUCTPATUBHOE COCTOAHME INEKTPOMNUTAHMA NopTa. BO3MOKHble 3HAYeHuA —
auto u never.

Priority MpuopuTeT ynpaBaeHNs 3N1eKTPONMTaHMEM NopTa. Bo3amokHble 3HaYeHna — critical,
high, low.

Oper OnepaTUBHOE COCTOAHME SNEKTPONUTAHNA NOPTa. BO3MOXKHbIe 3HaUYeHuA:

Off — nuTaHWe nopTa BbIKAOYEHO aAMUHUCTPATUBHO;

Searching — nuTaHWe NopTa BKAOYEHO, OXMAAHWE NogKAtoYeHUA POE-ycTponcTBa;
On — nNuTaHWe NopTa BKAOYEHO M eCTb NpUcoeamnHeHHoe PoE-ycTpoicTeo;

Fault — aBapusa nuTaHus nopta. POE-yCTPOMCTBO 3anpocuao MOLLHOCTb 6onbluyto,
yem LOCTYNHO MM noTpebnsemas POE-yCcTPOMCTBOM MOLLHOCTb MpeBbicMaa 334aH-
HbIV Nnpegen.

Port standard

Knaccndurkaumsa nogkntoyeHHoro yctpoictsa B cootsetcTemu ¢ IEEE 802.3af, IEEE
802.3at.

Overload Counter

CyeTumK KoAnYecTBa Cly4yaeB neperpysku No 31eKTPONUTAHMUIO.

Short Counter

CYeTYMK CTy4aeB KOPOTKOro 3amMblKaHWA.

Denied Counter

CyeTyumk C/ly4aeB OTKa3a B nogaye 3/1IeKTPpoOnnTaHuA.

Absent Counter

CyeTuMK cnyyaeB NpPEKPaLLEHMSA 3NEeKTPOMNUTAHMA M3-3a OTKAOYEHMSA MUTAEMOrO
yCTpoWcTBa.

Invalid
Counter

Signature

CueTumK oWwMBOK KnaccuduKaLumm nograueHHbIX POE-ycTpolicTs.

5.28 ®dyHKuuu obecneueHns 6esonacHocTH

5.28.1 ®yHKyuu obecneyeHun 3auUmsi NOPMoOE

C uenbto noBblweHMA 6e30NacHOCTU B KOMMYTATOPE CYLLLEeCTBYET BO3MOMXKHOCTb HAaCTPOUTb Kakon-1nbo
NopT TaK, YTobbl AOCTYN K KOMMYTATOPY Yepes 3TOT NOPT NPeAOCTaBAAICA TO/IbKO 33a4aHHbIM YCTPOMUCTBaM.
®DyYHKLUMA 3aWMTbl MOPTOB OCHOBaHa Ha onpeaeneHnn MAC-agpecoB, KOTOpbIM paspellaetca goctyn. MAC-
afpeca Moryt 6biTb HACTPOEHbl BPYYHYH MAW U3y4YeHbl KOMMyTaTopom. lMocne m3yyeHuAa Heobxoaumbix
afpecos nopT crnenyeT 3a6N10KMPOBATh, 3alMTUB €ro OT MOCTYNAEHWUA NAKETOB C HeusyyeHHbiMn MAC-
aapecamu. Takum obpasom, Koraa 3abNoKMPOBaHHbLIM NOPT NosydaeT nakeT, n MAC-agpec MCTOYHUKA NaKeTa
He CBA3aH C 3TUM MOPTOM, aKTUBU3IUPYETCA MEXAHW3M 3aLMTbl, B 3aBUCMMOCTM OT KOTOPOro MOFyT ObITb
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NPUHATbLI caeaylolmne Mepbl: HECAaHKLIMOHUMPOBaHHbIE MaKeTbl, NOCTynatoline Ha 3ab/0KMPOBaHHbIN MNOpPT,
nepecbliatoTcsa, oTbpackiBaoTCs, MO0 Ke NopT, NPUHABLLNI NaKeT, oTKAoYaeTca. PyHKumMa 6e3zonacHOCTH
Locked Port no3sosnseTr coxpaHWUTb CNUCOK M3y4veHHbIXx MAC-agpecoB B ¢danne KOHPUrypauuum, TakUm
06pasom, 3STOT CMUCOK MOXKHO BOCCTaHOBUTL MNOC/E Nepe3arpy3kn yCTPomncTBa.

/ CyuiectByeT orpaHMyeHue Ha Konnuecteo MAC-agpecoB, KOTOpoe MOXKET U3yunTb Nopr,
MCNO/b3YIOWNIT GYHKLUMIO 3aLMUTDI.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei
NnopTOoB:

console (config-if) #

Tabnuua 248 — KomaHabl pexkmma KoHpurypaumm nHtepdeiica Ethernet, rpynnbl nHtepdeiicos

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

port security BktouaeT pyHKUMIO 3alLmMTbl HA UHTepdelice. BaokupyeT
dYHKLMIO U3y4yeHUA HOBbIX agpecos Ans uHTepdelica. MakeTbl
— /BbIKNIIOYEHO C HensydyeHHbIMM MAC-agpecamm UCTOUYHMKA OTOpacbiBatOTCA.
KomaHpga aHanornyHa komaHge port security discard.

no port security OTKAtOYaeT QYHKUMIO 3aLLMTbl Ha MHTepdelice.

port security max num [voice] 3a/iaeT MaKCMMasIbHOE KOIMYECTBO aiPECOB, KOTOPOE MOXKET
U3y4mnTb NOpT. Mpu 3Tom 13 0bLLEro NIMMUTA aApPECOB
BblYMTAETCA IMMUT agpecos B voice vian.

- voice — yCTaHaBAMBAET MAKCMMa/bHOE KOIMYeCTBO aApecos,
KOTOpoe MoxKeT b6bITb M3yyeHo B voice-vian.

NIumunT agpecos B voice-vlan He MoXKeT npeBbILwaTb 061Kt
NIMMUT.

num: (0..65536)/1

no port security max YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO.

port security routed se- YcTaHaBAuBaeT 3aWmiLeHHbIi MAC-agpec.
cure-address mac_address ®opmat MAC-appeca:

- H.H.H, H:H:H:H:H:H,
no port security routed se- H-H-H-H-H-H YpansaeT sawmiLeHHbin MAC-agpec.

cure-address mac_address

port security {forward | BKAtoyaeT GyHKUMIO 3alLmMTbl HA UHTepdelice. BaokupyeT
discard | discard-shut- dYHKLMIO U3y4yeHMA HOBbIX aApecoB Ans UHTepodelica.
down | discard-shutdown- - forward — nakeTbl ¢ HeusyyeHHbIMM MAC-agpecamu mc-
vlan} [trap freq] TOYHWMKaA NepecblnaloTcA.

- discard — nakeTbl ¢ HeusydyeHHbIMU MAC-agpecamm uc-
TOYHMKa OTOpacbIBatOTCA.

- discard-shutdown — naketbl ¢ HeusyyeHHbIMU MAC-
afipecaMu UCTOYHMKA OTOpacbIBalOTCA, MOPT OTK/IOYaAETCA.

- discard-shutdown-vlan — nakeTbl ¢ Hensy4yeHHbIMM MAC-
afipecamm UCTOYHMKA oTbpacbiBatoTca. MopT yaanaerca us
cootsetcTaytolenn(nx) VLAN. Bo3spaT nopta 8o VLAN
ocylLecTBaseTca KomaHgoh set interface active.

- freq — YacToTa reHepupyembix coobLeHui npoTokona SNMP
trap npu NOCTyN/ieHNN HeCaHKLMOHNPOBAHHbIX NMaKeToB.

freqg: (1..1000000) cek

3afaeT YacToTy reHepupyembix coobLeHni npotokona SNMP
trap Npv NOCTyn/JeHUM HECAHKLMOHNPOBAHHbIX MaKeToB.

port security trap freq freq: (1..1000000) cex
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port security mode {secure 3apaeT perum orpaHnyeHuns nsydenna MAC-agpecos gas
{permanent | delete-on- HacTpanBaemoro nHTepdeica.

reset} | max-addresses | - max-addresses — yzanaer Tekywme AMHaMUYecKu

lock} M3y4yeHHble agpeca, CBA3aHHble ¢ HTepdelicom. PaspelieHo

M3yyeHne MaKkCMMasibHOro KOIM4YecTBa afpecoB Ha NopTy.
MoBTOpPHOE N3yyYeHMe N CTapeHre paspeLleHbl.

- lock — coxpaHsaeT B KOHdUrypaLmio TeKyLLMe ANHAMUYECKU
M3y4YeHHble agpeca, CBA3aHHbIe ¢ UHTepdEicomM 1 3anpeLlaeT
—/lock obyyeHue HOBbIM agpecam U CTapeHMUE YiKe U3yYeHHbIX
agpecos.

- secure — HacTpauBaeT CTaTUYECKOE OrpaHNYEHNE U3YYEHUA
MAC-agpecos Ha nopTy.

- permanent — gaHHbii MAC-agpec coxpaHuTca B Tabauue
Aaxe nocne nepesarpyskn ycTponcTsa.

- delete-on-reset — gaHHbIV agpec yaanutca nocne
nepesarpysku ycTponcTBea.

no port security mode YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console>

Tabnnua 249 — KomaHgb! pexkmuma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

show ports security {giga- MoKa3sblBaeT HACTPOMKN GYHKUMM Be3onacHOCTU Ha
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48); BblI6paHHOM MHTEpdeElice.
gabitethernet te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group | detailed}
show ports security ad- [MoKa3blBaeT TeKyLLMe AMHAMUYECKMe agpeca ANA
dresses {gigabitethernet gi_port: (1..8/0/1..48); 3a6/10KMPOBaHHbIX MOPTOB.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)
channel group | detailed}
set interface active {giga- AKTMBU3NPYET UHTEPDENC, OTKNIOYEHHDIN GYHKLMEN 3aLWnTbI
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48); nopTta (KomaHAa JOCTYNHA TONbKO ANA NPUBUAETMPOBAHHOIO
gabitethernet te_port | te_port: (1..8/0/1..24); nosb3osaTens).
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}
show ports security status - MoKa3bIBaET TEKYLLMI CTaTyC BCeX NHTepdelicoB.

[pumepsi 8biM10AHEHUS KOMAHO

= BkatounTb GyHKUMIO 3aWwmThl Ha 15 uHTepdeiice Ethernet. YcTaHOBUTL OrpaHMYeHUe Ha U3yyeHue
agpecos — 1 agpec. Mocne usyyenma MAC-agpeca 3a6/10KMpoBaTb GYHKLUMIO U3YYEHUA HOBLIX aj-
pecoB A5 uHTepdeiica ¢ Lenblo oTOPOoCUTb NakeTbl ¢ HemdydeHHbIMUM MAC-agpecammn UCTOYHMKA.
CoxpaHuTb B palin n3yvyeHHbIN agpec.

console# configure
console (config)# interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
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console (config-if) # port security max I
console (config-if) # port security

= [loaKNtoUYUTb KAMEHTa K nopTy 1 usyunte MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock

5.28.2 lMpoeepKa nodauHHOCMU KaAueHma Ha ocHoee nopma (cmaHoapm 802.1x)

5.28.2.1 baszosas nposepKa nodsauHHocmMu

AyTeHTMdMKAUMA Ha OocHOBe cTaHaapTa 802.1x obecneynBaeT NpPoBepPKy NOAJMHHOCTM NOJIb30BaTENEN
KOMMYTaTOpa 4Yepe3 BHELWHWA cepBep Ha OCHOBE MopTa, K KOTOPOMY MOAKAOYEH KAMEHT. TOoNbKo
ayTeHTUPULMPOBAHHbBIE M AaBTOPWU3OBAHHbIE MOJ/Ib30BATE/IM CMOMYT NepenasaTb M MPUHUMATb AaHHbIE.
MpoBepKa NoAJIMHHOCTU MONb30BaTeIel NOPTOB BbINOJIHAETCA cepBepom RADIUS nocpeactBom npoToKona
EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a06anab6HolU KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabanua 250 — KomaHgb! pexnuma rnobanbHoi KoHdUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o yMOAMYAHUIO
dotlx system-auth-control BKntouaeT pexkum ayteHTUPUKaumm 802.1X Ha KommyTaTope.
no dotlx system-auth-con- —/BbIKAOYEHO BbIKntoyaeT pexkum ayTeHTuouKaumm 802.1X Ha KommyTaTope.
trol
aaa authentication dotlx 3apaeT 04MH UK ABa MeToAa NPOBEPKN NOAJANHHOCTH,
default {none | radius} aBTopu3aumn 1 yyeta (AAA), 4N NCNob30BaHUA Ha
[none | radius] nHTepodeincax IEEE 802.1X.
- none — He BbIMONHATb ayTeHTUUKaLMIO;
- radius — ncnonb3osaTb cnucok RADIUS-cepsepoB ans
—/radius ayTeHTUdUKALMM NoNb30BaTeNA.
Btopoii meToa ayTeHTMdMKAUMM  UCNOAb3YyeTCA
V TOJ/IbKO B C/ly4ae, ecv No nepBomy ayTeHTMduKaumsa
6blna HeycneLwHoMn.
no aaa authentication YcTaHaBMBaEeT 3HaYeHMe N0 YMOIYAHUIO.
dotlx default

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nnHtepdelica Ethernet:

console (config-if)#

/’ ‘ MpoTtoKkon EAP (Extensible Authentication Protocol) BbinonHsaeT 3agaun ana ayteH-
TMdUKaLUM yaaNneHHOro KANEeHTa, Npyu 3TOM onpeaensis MexaHusm ayTeHTuduKa-
umm.
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Tabnuua 251 — KomaHabl pexkmma KoHpurypaumm nHtepoeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

—/force-authorized;

HacTtpausaet ayteHTUOMKaumio 802.1X Ha nHTepdeiice.
Pa3peluaeT py4HOM KOHTPOJIb 32 COCTOAHWEM aBTOPM3aLMK
nopra.

- auto — ncnosb3oBatb 802.1X 4n1Aa U3SMEHeHMA COCTOAHUA
KMEHTA MeX Yy aBTOPM30BaHHbIM U HEABTOPU30BaHHbIM;

- force-authorized — BbikntouaeT ayTeHTUdMKaumio 802.1X Ha
nHTepoerice. MopT NepexoaunT B aBTOPU30BAHHOE COCTOSHUE
6e3 ayTeHTUOUKauum;

time: (1..32) .
- force-unauthorized — nepesoauT NopT B HEAaBTOPU30BAHHOE
coctosiHune. IrHopupytoTca BCe NOMNbITKU ayTEHTUOUKaLUK
KAMEHTA, KOMMYTATOP He NPeaoCTaBAAET CEPBUC
ayTeHTMdUKaLMM Ans 3TOro NopTa;
- time — WHTepBan BpemMeHU. ECnn AaHHbIN napameTp He
onpeaeneH, To NOPT He aBTOPU30BaH.
no dotlx port-control YcTaHaBAMBaET 3HaYeHME N0 YMOIYAHUIO.
dotlx reauthentication —/nepuoanyeckune BKiitouaeT nepnogmyeckme NnoBTOPHbIE NPOBEPKM
NMOBTOPHbIE NPOBEPKM NoA/IMHHOCTY (NepeayTeHTUUKALMIO) KNKEHTa.
no dotlx reauthentication NOA/MHHOCTN BbIKNtOYaeT nepruoamyeckne NoBTOPHbIE NMPOBEPKU
BbIK/IIOYEHbI NoA/MHHOCTY (NepeayTeHTUdUKALMIO) KANEHTa.
dotlx timeout reauth-pe- . YcTaHaBAMBaET NepMog Mexay NOBTOPHbIMK NPOBEpPKaMu
riod period period: NoA/IMHHOCTMU.
- (300..4294967295)/
no dotlx timeout 3600 cek YcTaHaBAMBaAET 3HAYEHME MO YMONYAHWIO.

reauth-period

dotlx timeout quiet-period
period

no dotlx timeout quiet-pe-
riod

period: (10..65535)/60
ceK

YcTaHaBAMBAET NeEPUOL, B TEHEHWE KOTOPOTro KOMMYTATOP
OCTaeTCcA B COCTOSHUM MOJIYaHUSA NOC/Ie HeYAaYHON NPOBEPKM
NOAJ/IMHHOCTW.

B TeyeHue neprMoaa MoAYaHMA KOMMYTATOP He NPUHUMAET U
HE MHULMMNPYET HUKAKUX ayTEHTUUKALMOHHBIX COODLLEHWNI.

YcTaHaBAMBaeT 3HaYeHne N0 YMONYAHUIO

dotlx timeout tx-period pe-
riod

no dotlx timeout tx-period

period: (30..65535)/30
ceK

YcTaHaBAMBAET NEPUOL, B TEYEHME KOTOPOro KOMMYTATOP
0’KMAaeT OTBET Ha 3anpoc IM60 naeHTUdMKaLmio no
npotokony EAP oT KnneHTa, nepes, NOBTOPHOW OTMNpPaBKoW
3anpoca.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YcTaHaBAMBaeT MaKCMManbHOE YXCA0 NOMbITOK Nepeaayn
3anpocoBs nNpoTtokona EAP-knneHTy nepes HOBbIM 3aMyCKOM
npouecca NpoBepKu NOAJMHHOCTU.

YcTaHaBAMBaeT 3HAYEHNE MO YMOIYAHUIO.

dotlx timeout
supp-timeout period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAMBaeT Nepnog mexay NoBTOPHbIMK Nepegadamm
3anpocos npoTokona EAP-knueHTy.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx timeout
server-timeout period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAuBaeT nepuno, B Te4eHNe KOTOPOro KoMmyTaTop
OXMOaeT OTBeTa OT cepBepa ayTeHTMd)VIKaLI,VIVI.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

dotlx timeout silence-pe-
riod period

no dotlx timeout si-
lence-period

period: (60..65535)
ceK/He 3aaHo

YctaHaBauBaeTt nepuo spemeHn HeakTMBHOCTU KIMEHTa, No
ncreyeHmne KoToporo KJIMeHT CTaHOBUTCA HEABTOPU3OBAHHbIM.

YcTaHaBAMBaeT 3Ha4YeHue no YMON4aHUKO
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnnua 252 — KomaHgb! pexuma Privileged EXEC

KomaHoa 3HavyeHue/3Ha4yeHue Aelicmeue
N0 yMOMYAHUIO

dotlx re-authenticate [gi- Bpy4Hyto ocyLiecTBnAeT NOBTOPHYO NPOBEPKY NOAJINHHOCTH
gabitethernet gi_port | gi_port: (1..8/0/1..48); YKa3aHHOro nopTta B KOMaHAe, MMb0 BCeX MOPTOB,
tengigabitethernet te_port te_port: (1..8/0/1..24); nogaep:kunsatowmx 802.1X.
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | oob]
show dotlx interface {giga- MokasbiBaeT coctosiHMe 802.1X ana KommyTtatopa mbo ans
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48); yKasaHHoro nHTepdeiica.
gabitethernet te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | oob}
show dotl1x users username: (1..160) [oKa3blBaeT aKTUBHbIX ayTEHTUPULIMPOBAHHbBIX
[username username] CMMBO/I0B nonb3oBatenen 802.1X KommyTaTtopa.
show dot1x statistics inter- MokasbiBaeT cTaTUCTUKy no 802.1X anA Bbi6paHHOro
face {gigabitethernet gi_port: (1..8/0/1..48); nHTepdeiica.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | oob}

[pumepbl 8bIMOAHEHUS KOMAHO

= BKAKOUUTb pexum ayteHTudmKaumm 802.1x Ha KommyTtaTtope. Mcnonb3osatb RADIUS-cepsep anA
NPOBEPKMN MOAJIMHHOCTU KNMEHTOB Ha nHTepdeicax IEEE 802.1X. Ansa 8 nHtepdeiica Ethernet uc-
Nosib30BaTb pPeXMm ayTeHTUdMKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

MokasaTb coctosiHMe 802.1x gns KOMmMyTaTopa, Ana 8 uHTepdelica Ethernet.

console# show dotlx interface tengigabitethernet 1,/0/8

Authentication is enabled

Authenticating Servers: Radius
Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

tel/0/8

Host mode: multi-host

Port Administrated Status: auto

Guest VLAN: disabled

Open access: disabled

Server timeout: 30 sec

Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
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Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec

Interfaces 802.1X-Based Parameters
Tx period: 30 sec

Supplicant timeout: 30 sec

Max req: 2
Authentication success: 0
Authentication fails: 0

Tabnnua 253 — OnuncaHMe pe3ybTaToB BbINO/IHEHMA KOMaHA,

Mapamemp OnucaHue
Port Homep noprTa.
Admin mode Pexxum ayteHTuduraumm 802.1X: Force-auth, Force-unauth, Auto.
OnepaumnoHHbIN PeXMm NopTa: aBTOPMU30BAHHDBIN, HEABTOPU30BaHHbIW, MBO BbIKAIO-
Oper mode pa, p p p , p )

yeHHbIl (Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayteHTUdMKALUN.

Reauth Period

Mepuoa mexay NOBTOPHLIMU NPOBEPKAMU MOSJINMHHOCTU.

Mmsa nonb3osBatens npu ucnosabsosaHmm 802.1X. Ecnn nopT aBTopM30BaH, To oTobpa-

Username YKaeTcA UMA TeKyLllero nosab3osaTena. Ecam nopTt He aBTopM3oBaH, TO oTobpakaeTca
MMA NocneaHero ycnewHo aBTOpM30BaHHOroO NOJIb30BaTeNA Ha NOPTY.
Quiet period MNepunoa, B TeueHMe KOTOPOro KOMMYTATOpP OCTAETCA B COCTOAHUN MOAYAHUA NOCAE He-
P YO,34YHOM NPOBEPKMN NOAJIMHHOCTY.
Tx period Mepunog, B TeueHWe KOTOPOro KOMMYTATOP OXKMAAET OTBET Ha 3anpoc nbo naeHTnduU-
Kauuio no npotokosy EAP oT KaneHTa, nepes, NoBTOPHOM OTNPaBKOM 3anpoca.
Max req MaKcnumanbHoe YnMcno NonbITOK Nepejayvn 3anpocosB nNpotokona EAP KknueHTy nepep,

HOBbIM 3aMyCKOM npouecca npoBepKkn NOATNHHOCTHU.

Supplicant timeout

Mepuoa mexay NOBTOPHbIMKU NepeaayamMu 3anpocoB NPoToKoaa EAP KnneHTy.

Server timeout

Mepuoa, B Te4eHMEe KOTOPOro KOMMYTaTOP OXWAAET OTBETA OT CepBepa ayTeHTUdUKa-
uuun.

Session Time

Bpems NoaKoueHns Nonb3oBaTeNs K yCTPOMCTBY.

Mac address

MAC-agpec nonb3soarens.

Authentication
Method

MeTog ayTeHTUdMKALMM YCTAaHOBAEHHOM ceccum.

Termination Cause

MpuyKnHa 3aKpbITUA ceccuu.

Tekywee 3Ha4yeHMe aBTomaTta COCTOSIHUM onpeaenntena No4IMHHOCTU U BbIXOAHOTO

State o

aBTOMaTa COCTOAHUMN.
Authentication o .
success KoiimyecTBo nonyyeHHbIX coobLieHnin 06 ycnewHon ayTeHTMdMKaumMm oT cepaepa.
Authentication fails Ko/iMyecTBo nonyyeHHbIX COOBLLEHNI O HeyCNeLHOW ayTeHTUGUKaLMM OT cepBepa.
VLAN pynna VLAN Ha3HayeHHaA nosb3oBaTento.
Filter ID NaeHTudukaTop rpynnbl GuabTpaLmun.

= [lokasaTtb cTaTUCTUKY no 802.1x ans uHTepdelica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx:
EapolFramesTx:
EapolStartFramesRx: 1

12

EapolLogoffFramesRx: 1
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EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3

EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EaplengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnmua 254 — OnuncaHue pesynbTaToB BbINOJHEHMA KOMaHA,

Mapamemp OnucaHue

KonnuectBo KOpPEeKTHbIX MakeTos ntoboro tTuna npotokona EAPOL (Extensible Au-
EapolFramesRx thentication Protocol over LAN), NpuHATbIX AaHHbIM OnNpeaenuTenem noa/IMHHO-

cTw.

KonnyectBo KoppeKTHbIX nakeTos stoboro tuna npotokosna EAPOL, nepenaHHbIX
EapolFramesTx PP P PeA

LAHHbIM onpeaenntTenem NogJAMHHOCTU.

Konunuectso naketoB Start npotokona EAPOL, npuHATBLIX AaHHbIM onpeaenntenem
EapolStartFramesRx P P A PEA

NoA/IMHHOCTW.

Konunyectso naketos Logoff npoTtokona EAPOL, NnpuHATbLIX AaHHbIM onpeaenuTe-
EapolLogoffFramesRx g P P A PeA

nem NoAIMHHOCTH.

Konunuyectso naketoB Resp/Id npoTokona EAPOL, NpuHATbLIX AaHHbIM onpeaennTe-
EapolRespldFramesRx p/id np P A PEA

Nem NoANIMHHOCTH.

Konunyectso naketos oteBeToB (Kpome Resp/ld) npotokona EAPOL, NpuHATLIX AaH-
EapolRespFramesRx (kp p/id) np P A

HbIM onpeaennTenem NoaAMHHOCTU.

Konunuyectso naketos Resp/ld npoTtokona EAPOL, nepeaaHHbIX AaHHbIM onpeaenu-
EapolReqldFramesTx p/id np PeA A PEA

Tenem NoAJMHHOCTU.

Konunyectso naketos 3anpocoB (Kpome Resp/ld) npotokona EAPOL, nepenaHHbIX
EapolReqFramesTx P (kp p/1d) np PEA

AaHHbIM onpeaenntenem NnoANTMHHOCTU.

Konnyectso naketos npoTokosia EAPOL ¢ Hepacno3HaHHbIM TUNOM, NPUHATbIX AaH-

InvalidEapolFramesRx
HbIM onpegenuTenem NOAJMHHOCTY.

Konnuectso naketos npoTtokona EAPOL ¢ HEKOPPEKTHON AJIMHON, NPUHATLIX AaH-

EaplLengthErrorFramesRx
HbIM onpegenutenem NoAANHHOCTU.

Bepcusa npotokosa EAPOL, npuHATas B camom nocnefHem Ha AaHHbIA MOMEHT na-

LastEapolFrameVersion
KeTe.

MAC-ap,pec MUCTOYHUKa, I'IpVIHﬂTbIVI B CamMmOM nocnegHem Ha ,D,aHHbIVI MOMEHT Na-

LastEapolFrameSource
KeTe.

5.28.2.2 PacwupeHHasA nposepKa nodauHHOCmu

PacwupeHHble HacTpoliku dotlx No3BOAAIOT NPOBOAMTL NPOBEPKY MNOAJAMHHOCTU AN HECKOJbKUX
K/MEHTOB, NOAK/IOYEHHbIX K NopTy. CyLlecTByeT ABa BapuvaHTa ayTeHTUPMKaLMKU: NepBbli, Koraa NpoBepKa
NOAJIMHHOCTM Ha OCHOBE MOpPTa TpebyeT ayTeHTUPHUKALMM TOJIbKO OLHOTO KAMEHTA, YTOObI AOCTYN K cucTeme
MMenn Bce KaumeHTbl (pexum Multiple hosts), BTopoii, Koraa npoBepka MNOAJAMHHOCTU TpebyeT
ayTeHTMOUMKALMM BCEX MOAKIIOYEHHbIX K MOPTY KAMeHToB (pexkum Multiple sessions). Ecan nopT B pexunme
Multiple hosts He npoxoauT ayTeHTMdMKALMIO, TO BCEM MNOAKNIOYEHHbIM XOCTam byaeT 0TKa3aHo B AOCTyne K
pecypcam ceTu.
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexkume rnobanbHoi KoHGUrypaunuu:
console (config) #

Tabanua 255 — KomaHgb! pexruma rnobanbHoi KoHdUrypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

dotlx traps authentication
success [802.1x | mac |
web]

no dotlx traps authentica-
tion success

— /BbIKAOYEHO

PaspeluaeT oTnpasKy trap-coobLUeHMI, Koraa KAMEHT yCnelwHo
NpPOXoAuT ayTeHTUUKALMIO.

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

dotlx traps authentication
failure [802.1x | mac |
web]

no dotlx traps authentica-
tion failure

— /BbIK/IIOYEHO

PaspelwaeT oTnpasKy trap-coobLEHNI, KOTAa KAWEHT He npoLen
ayTeHTUdUKaLMIO.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

dotlx traps authentication
quiet

no dotlx traps authentica-
tion quiet

— /BbIKOYEHO

BK/toYaeT oTnpaBKy trap-coobLieHuii Npu NpesblweHnn
nosib3oBaTeNeM MaKCUMasIbHO 4OMYCTUMOrO KOIMYeCcTBa
6e3ycneLuHbIX NOMbITOK ayTeHTUdUKALMK.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnunua 256 — KomaHabl pexkuma KoHdurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx host-mode
{multi-host | single-host |
multi-sessions}

—/multi-host

PaspeluaeT HafMuMe 04HOT0/HECKONbKUX KNMEHTOB Ha
aBTopm3oBaHHOM nopty 802.1X.

- multi-host — HeckoNbKO KNNEHTOB;

- single-host — oguH KAneHT;

- multi-sessions — Hecko/bKo ceccui.

dotlx violation-mode {re-
strict | protect | shut-
down} [trap freq]

no dotlx single-host-viola-
tion

—/protect;
freq: (1..1000000)/1 cek

3afaeT aelicTeune, KOTopoe HeoHXo0ANMMO BbINONHUTL, KOrAa
ycTpoicteo, MAC-agpec KoToporo oTanyaetca or MAC-agpeca
K/IMEHTA, OCYLLECTBAAET NOMNbITKY J0CTyNa K MHTepdeicy.
- restrict — naketbl ¢ MAC-agpecom, oTamnyHbim oT MAC-aapeca
KAMEeHTa, NepecblNatoTca, NPy 3TOM agpec UCTOYHUKA He
nsyyaercs;
- protect — naketbl c MAC-agpecom, oTandHbiMm oT MAC-agpeca
KNMeHTa, oTbpacbiBatoTCs;
- shutdown — nopTt BbikAtovaeTca, naketsl ¢ MAC-agpecom,
oTAnyHbIM oT MAC-agpeca KaveHTa, oTbpacbiBatoTcs;

- freq — YacToTa reHepupyembix coobLeHuit npoTokona SNMP
trap npu NOCTyN/ieHNN HeCaHKLMOHNPOBAHHbIX NMaKeTOB.

V KomaHnga npumeHseTca Tonbko B pexkume single-host.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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dotlx authentication
[mac | 802.1x | web]

no dotlx authentication

— /BbIKAOYEHO

BkntouaeT ayTeHTUDMKaLMIO
- mac — BK/Il0YaeT ayTeHTUPMKALMIO, OCHOBAHHYH Ha MAC-
agpecax;
- 802.1x — BK/IlOYaET ayTeHTUPMKaLMIO, OCHOBaHHYIO Ha 802.1x;
- web -BkatoyaeT mexaHn3am web-based ayteHTUdPMKaLmm

l - He p0n%HO 6bITb cTaTMUecKux npuBasok MAC-agpe-

. coB.
- ®YHKLUMA NOBTOPHOW ayTEHTUDUKALUUN J0NKHA BbITb BKAIO-
YyeHa.

BbIk/toyaeT ayTeHTUdMKaLMo, OCHOBaHHY Ha MAC-agpecax
nonb3osaTesnei.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3aaeT MaKCMMasibHOE KOIMYECTBO XOCTOB MPOLUeALLMX
ayTeHTUdMKaLMio.

Bo3Bpaluaer 3HaYeHMe N0 YMO4aHUIO.

dotlx max-login-attempts
num

no dotlx max-login-at-
tempts

num: (0, 3..10)/0

3ajaeT KOANYeCTBO HeyAauHbIX MOMbITOK BBOAA IOMMHA, nocne
KOTOPbIX KMEHT BIOKUpyeTCS.
0 — 6eCcKOHEeYHOE YMCI0 NOMbITOK

Bo3BpaliaeT 3HaueHMe No YMOAYaHUIO.

dotlx radius-attributes fil-
ter-id

no dotlx radius-attributes
filter-id

— /BbIKOYEHO

BK/1OYNTBL NPOBEPKY NOANMHHOCTM, OCHOBaHHY0 Ha ACL/
Ha3HauuTb QoS-Policy.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

dotlx radius-attributes
vlan {reject | static}

no dotlx radius-attributes
vlan

— /BbIK/OYEHO

BkntoyaeT 0b6paboTky onumu Tunnel-Private-Group-ID (81) B
coobuweHmnax RADIUS-cepsepa.

BbikntoyaeT 06paboTky onumm Tunnel-Private-Group-ID (81) B
coobuweHmnax RADIUS-cepsepa.

dotlx radius-attributes
vendor-specific data-filter

no dotlx radius-attributes
vendor-specific data-filter

— /BbIKOYEHO

BKAOUMTb PYHKLUMIO AMHamMMYecKoro aobasneHuns ACL Ha nopT
yepes coobueHns ot RADIUS-cepsepa.

BbIKMOUNTb GYHKLUMIO ANHaMMYecKoro gobasneHuma ACL Ha nopT
yepes coobueHns ot RADIUS-cepsepa.

KomaHObI pexcuma KoHguaypuposaHusa VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypmposaHus nHtepoerica VLAN:

console (config-if) #

Tabnunua 257 — KomaHabl pexxuma KoHpurypumuposaHua nHtepoeica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx guest-vian

no dotlx guest-vian

Mo ymonuyanuio VLAN
HeonpegeneHa Kak
roctesas

Onpegenset roctesyto VLAN.

OTKpbIBAaeT HeaBTOPM30BaHHbLIM NOb30BaTENAM UHTEpdelica
poctyn K roctesol VLAN. Ecam rocteBas VLAN onpegeneHa un
paspelleHa, NopT byaeT aBTOMATUYECKU NPUCOEAUHATLCA K Hel,
Korga He aBTOPM30BaH, M NOKWUAATb, KOraa nponaeT
aBToOpM3aumMto. YTobbl MCNONb30BaTb AAHHbIN GYHKUMOHAAN, NOPT
He A0NKeH BbITb CTaTUYECKUM YneHom roctesoit VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:
console#

Tabnmua 258 — KomaHapl pexkmma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
show dotlx interface HacTpoiikm npotokona 802.1x Ha uHTepdelice (KomaHaa
Ei:‘g:il;:si'ctf:::‘r::‘g;_port | gi_port: (1..8/0/1..48); O0CTYMHA TOIbKO ANA NPUBUMAETMPOBAHHOIO No/b30BaTens).
te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4)
fo_port | oob}
show dotlx detailed — MoKa3blBaeT pacluMpeHHble HacTPOMKKM NpoTokona 802.1x.
show dot1x users MoKa3blBaeT aBTOPU30BAHHbBIX KJVEHTOB.
username: CTpoKa
[username]
show dot1x locked clients MoKa3blBaeT HEaBTOPM30BaHHbIX KINEHTOB, 3a6/10KMPOBAHHbIX
- no TaMm-ayTy.
show dot1x statistics MokasbiBaeT cTaTUCTUKY 802.1X Ha UHTepdeiicax.
interface {gigabitethernet
gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port: (1..8/0/1..24);
te port | fo_port: (1..8/0/1..4)
fortygigabitethernet
fo_port | oob}

5.28.2.3 Hacmpolika akmusHo20 ceaHca KnueHma (CoA)

RADIUS CoA (Change of Authorization) — aTo ¢yHKUMSA, KOTOpaa no3sonseT cepepy RADIUS HacTpouTb
aKTUBHbIN CeaHC KNNEHTA, paHee ayTeHTUPULMPOBAHHOIO Ha OCHOBe cTaHaapTa 802.1x. O6paboTKa coobleHui
CoA-Request npoucxoaut B cootseTcTBum ¢ RFC 5176. O6pabaTbiBatoTcs coobuueHus, npuweawmne Ha UDP-nopT
3799 oT cepBepoB, 3a4aHHbIX KOMaHAOW radius-server hosts 1 ¢ Knto4yom, 3a4aHHbIM KOMaHaoM radius-server
key. Ana naeHTUPUKaLMmM ceaHca KameHTa ucnonb3ytotca RADIUS atpubyTel User-Name vnu Acct-Session-Id. Ana
HACTPOMKM ceaHca KnneHTa nogaepxusatotrca RADIUS-atpubyTtel Tunnel-Private-Group-Id, Filter-Id, Eltex-Data-
Filter, Eltex-Data-Filter-Name.

KomaHObI pexcuma 2n06anbHol KOHpu2ypauuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmMma rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnnua 259 — KomaHgb! pexkuma rnobanbHoin KoHduUrypaumm

3Ha4yeHue/3HayeHue .
KomaHda Aelicmeue
no ymon4aHuro
aaa authorization dynamic BKtoYaeT GpYyHKLMIO HACTPOMKM aKTUBHOIO ceaHca KaneHTa (CoA).
radius
—— —/BbIK/IOYEHO -
no aaa authorization BbIkntouaeT GyHKLMIO HACTPOMKM aKTMBHOTO ceaHca KaneHTa (CoA).
dynamic

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx 261




HELTEX

5.28.3 Hacmpolika ¢pyHkyuu MAC Address Notification

®dyHKuma MAC Address Notification nossonseT oTcnexunsaTb NoOABNEHME N UCHE3HOBEHWE AaKTUBHOIO
obopynoBaHMA Ha CETU NYyTEM COXPaHeHUA nctopmm usydyeHma MAC-agpecos. Mpn 06HapyReHUN U3MEHEHWI
B cocTaBe nsyyeHHbix MAC-agpecoB KOMMYTaTOp COXpaHAeT MHpopmaumio B Tabnmue u nsselLaet 06 aTom ¢
nomoLbto coobuieHmit npotokona SNMP. OyHKLMA MMeeT HacTpanBaemble NapameTpbl — raybuHa Uctopumm
0 cOBbITUAX U MUHMMANBHBIN MHTEpPBaN OTNpPaBKK coobuieHnin. Cepsmc MAC Address Notification oTkatoueH
MO YMOJIYaHUIO U MOXKET BblTb HaCTPOEH BbIBOPOYHO A/1A OTAENbHbLIX MOPTOB KOMMYyTaTOpa.

KomaHObI pexxcuma 2a06an6HolU KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabanua 260 — KomaHgb! pexnuma rnobanbHoi KoHdUrypaumm

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmon4aHuo

Aelicmeue

mac address-table notifica-
tion change

no mac address-table noti-
fication change

—/BbIK/IIOYEHA

KomaHaa npeaHasHayeHa ans rnobanbHOro ynpasaeHus
¢dyHKumen MAC notification. KomaHaa paspelsaeT pernctpaumio
cobbiTnit aobasneHuna n yganeHua MAC-agpecos B/u3 Tabamy,
KOMMYTATOpa 1 OTNPaBKY yBEAOMIEHUA O COOLITUSAX.

[na paboTbl PyHKLUM HEOBXOANMO LONONHUTENBHO pa3peLaTh
reHepaLmio yBeAOMIEHUI Ha MHTepdENCcax (CM. HUXKE).

BbikntouaeT dpyHKuMo MAC notification rnobanbHo 1 oTmeHaeT
COOTBETCTBYHOLLME HACTPOMKM Ha BCeX MHTepdelcax.

mac address-table notifica-
tion flapping

BKAOUUTL PYHKLMIO 06HapyxKeHna daannuHra MAC-agpecos.

no mac address-table notifi- /Bratovena BbIkntounTh PyHKLUMIO 0OHapyxkeHna dnannuHra MAC-agpecos.
cation flapping
mac address-table notifica- MaKcrMManbHbI TPOMENKYTOK BPEMEHN MeX Ay OTNpaBKamm
tion change interval value SNMP-yBegomneHunin. Ecnu 3HauyeHue MHTepBasia BpeMeHU PaBHO
0, TO reHepaLua YyBeAOMNEHWUI U COXPaHEHME CObbITUI B UCTOPUIO
6yAeT ocyLecTBAATLCA HEMEAIEHHO N0 Mepe BO3SHUKHOBEHMUSA
value: cobbITUI 06 U3MeHeHUn cocTosiHMA Tabanupl MAC-agpecos. Ecan

no mac address-table noti-
fication change interval

(0..4294967295)/1

3Ha4YeHMe NHTepBana BpemeHun 6osblwe 0, TO yCTpOMCTBO byaeT
HaKananeaTb cobbITUA 06 U3MEHEHUU cOCTOAHUA TabanLbl MAC-
afipecoB B TEYEHWE 3TOro BPEMEHM, A 3aTeM OTNPaBNATb
yBegomneHua npotokona SNMP 1 coxpaHATb cOBbITUA B UCTOPUU.

BoccTaHaBnmBaeT 3HavyeHue no YMONYaHULO.

mac address-table notifica-
tion change history value

no mac address-table noti-
fication change history

value: (0..500)/1

KomaHza 3aaeT makcMmasibHOe KoIM4YecTBo cobbiTuii 06
M3MeHeHnn coctoaHua Tabanubl MAC-agpecos, KoTopoe
COXpaHAeTca B UCTOPUM. EC/iM yCcTaHOBAEH pasmep UCTOPUM
paBHbIi 0, TO cOBLITUA He coxpaHsatoTcA. Mpu NnepenoaHeHUu
6ydepa uctopun HoBoe cobbITUE NOMELLAETCA HAa MECTO CaMOTo
cTaporo.

BoccTaHaBnvBaeT 3HavyeHMe No YMOTHAHUIO.

snmp-server enable traps
mac-notification change

—/BbIK/IIOYEHO

KomaHpa npegHasHavyeHa ana BraoYeHuA otnpasku SNMP-
yBeAoMeHn1 06 n3meHeHUn coctoaHna Tabanubl MAC-agpecos.
[lna oTKNIOYEHWA Ucnonb3yeTca oTpuLaTeNbHaa Gopma KOMaHAbI.
Ecnu oTnpaska yBeAOMNEHWUIA BKAOYEHA, TO YCTPOMCTBO byaeT
MHPOPMMPOBATL O COBLITUAX COOBLLEHUAMMU NpoTOKONAa SNMP 1
COXPaHATb COOTBETCTBYIOLLME COObITUA B UcTOpMU. Eciv oTnpaBKa
SNMP-yBeJOMNEHUI BbIKNIOYEHA, TO YCTPONCTBO ByAeT TO/bKO
COXPaHATb COBLITUA B UCTOPUN.
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no snmp-server enable OTkntoyaeT otnpasky SNMP-yBegomneHuii 06 usmeHeHum
traps mac-notification cocTosiHuAa Tabaunubl MAC-aapecos.

change

snmp-server enable traps BkntounTb oTnpaBKy Tpanos o pnannuHre MAC-agpecos.
mac-notification flapping

no snmp-server enable —/BKAKO4eHa OTKNOUUTL OTNPaBKy Tpanos o pnannuHre MAC-agpecos.
traps mac-notification flap-

ping

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnnua 261 — KomaHgb! pexkuma KoHdurypaumm nHtepdeliica Ethernet

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymMon4aHuio

snmp trap mac-notification BK/lOYEHME reHepaLun yBEAOMAEHWUI Ha KaxkaoM uHTepdelice o
change [added | removed] cobbITHAX M3MeHeHuMsA cocTosHna MAC-agpecos. OTaenbHo

MOXHO pa3peLlnTb reHepaLmio yBeAOMIeHW TONbKO 06

—/BbIK/IOYEHa

nsydyeHnn MAC-agpecos, 1M60 TONbKO 06 MX yaaneHuu.
no snmp trap mac-notifica- OTKNIOYEHUE FreHepaLLMn yBeAOMIEHUI Ha UHTepdeiice.
tion change

KomaHObl pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnunua 262 — KomaHgb! pexxuma privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
show mac address-table OTobparkeHune Bcex yBefomaeHni 06 MU3MeHeHUn COCTOAHUSA
notification change history gi_port: (1..8/0/1..48); MAC-agpecoB, COXpaHEeHHbIX B UICTOPUN.
[gigabitethernet gi_port | te_port: (1..8/0/1..24);
tengigabitethernet fo_port: (1..8/0/1..4);
te_port | fortygigabitether- group: (1..48);
net fo_port | port-channel vlan_id: (1..4094).
group | vlan vian_id]
show mac address-table OTobpakeHne CTaTUCTUKM cepBumca: 0bLLLee KOIMYECTBO COOLITUN
notification change statis- 06 nsyyeHnn MAC-agpecos, obuiee Konn4ecTso cobbiTmii 06
tics - yaaneHun MAC-agpecos, obLiee KOAMYecTBO OTNPaBAEHHbIX
SNMP-coobuieHui.

[Tpumepbl UCNoAb308aHUS KOMAHO

®" B npumepe NOKa3aHO Kak HacTpouTb nepegady coobuieHmnin SNMP MAC Notification Ha cepsep ¢
aapecom 172.16.1.5. Mpu HacTpoliKke 3agaeTca obuee paspelleHne paboTbl cepBuca, HacTpa-
MBAETCA MUHMMA/IbHbIN MHTEPBAN OTNPABKM COOBLLEHUI, 3a4aeTca pasMep UCTOPUM CODLITUIN K
HaCTpamMBaeTCsA CEPBUC HA BbIOBPaHHOM MOpPTY.

console (config)# snmp-server host 172.16.1.5 traps private
console (config) # snmp-server enable traps mac-notification change
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console (config)
console (config)
console (config) # mac address-table notification change history 100

( mac address-table notification change
(
(

console (config) # interface gigabitethernet 0/7
(
(
(

mac address-table notification change interval 60

#
#

console (config-if) # snmp trap mac-notification change
console (config-if) # exit
console (confiqg) #

5.28.4 Konmpone npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoi NpoToKoA, NO3BONSAIOWMIA KIMEHTY NO 3anpocy
nony4yaTtb IP-agpec n apyrue Tpebyembie napameTpbl, Heobxoanmble gna paboTbl B ceTn TCP/IP.

MpoTokon DHCP moeT NCNo/1b30BaTbCA 3/10YyMblIUAEHHUKAMU A5 COBEPLUEHUA aTaK Ha YCTPOICTBO,
KaK CO CTOPOHbI K/IneHTa, 3actasnAaa DHCP-cepBep BblAaTb BCe AOCTYMNHbIE aApeca, Tak U CO CTOPOHbI cepsepa,
nyTem ero nogmeHbl. [porpammHoe obecrneyeHme KOMMYTaToOpa NO3BOIAET 06ecneymnTb 3aWmnTy YCTPOMNCTBA
OT aTak ¢ ucnosb3oBaHnem npotokoaa DHCP, ana yero npumeHaeTca GyHKUMA KOHTpoAA npoTokona DHCP —
DHCP snooping.

YcTponcTteo cnocobHo oTcnexkmnaTb noasneHne DHCP-cepBepoB B ceTH, paspeLlas UX UCMOb30BaHUE
TOJIbKO Ha «A0BEPEHHbIX» UHTepdencax, a TakKe KOHTPOAMPOBaTb AOCTYyN KamneHToB K DHCP-cepsepam no
Tabnuue COOTBETCTBUMNA.

Onuus 82 npotokona DHCP (option 82) ucnonb3ayerca ansa toro, Yytobbl nponHdopmuposats DHCP-
cepsep 0 ToM, OT Kakoro DHCP-peTpaHcaaTopa (Relay Agent) u yepes Kakoit ero nopt 6bia Noay4yeH 3anpoc.
MpumeHseTca Ana yCTaHOB/EHMA COOTBETCTBUI IP-aapecoB 1 NOPTOB KOMMYTATOPA, a TakXe A4/1A 3alMTbl OT
aTak ¢ ucnonb3oBaHmem npoTtokona DHCP. Onuwus 82 npeactaBaset cobol fONOAHUTENbHYIO MHPOPMALIMIO
(vma ycTpoiicTBa, HOMep nopTa), AoHaBASEMYI0 KOMMYTAaTOPOM, KOTOPbLIN paboTaeT B pexkume DHCP Relay
areHTa, B Buae DHCP-3anpoca, npuHATOro oT KAneHTa. Ha ocHoBaHuu gaHHo onunn, DHCP-cepBep Bblgenaet
IP-appec (ananasoH IP-agpecoB) n gpyrve napameTpbl NOpTy KOMMyTaTopa. Moayuyms Heobxoanmble gaHHblE
oT cepBepa, DHCP Relay areHT Bblaensaet IP-agpec KNMeHTy, a TakKe nepeaaet emy Apyrine Heobxoanmble
napameTpol.

Onuma dopmupyeTca € ydeTom npuopuTeTa (B nopaaKe yMeHblUeHUA): HacTPoKM uHTepdelica Ethernet >
HacTpoliku nHTepoeiica VLAN - HacTpomKu pexnma rnobanbHOro KOHGUrypmpoBaHuUA.

Tabnunua 263 — dopmart nonet onuum 82

Mone lMepedaesaemas uHgpopmayusa

Mma xocTa ycTpolicTea.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnegHuin 6aMT — HOomep NOpTa, K KOTOPOMY MOAK/IIOYEHO YCTPOMCTBO, OTNPABAA-
towee dhcp-3anpoc.

Enterprise number — 0089c1

MAC-agpec ycTponcTsa.

Circuit ID

Remote agent ID

' ‘ [AnAa ucnonb3oBaHua onuum 82 Ha yCTPOMCTBE A0/KHA 6bITb BKAOYeHA PyHKuma DHCP

. relay areHTa. Ana skatoueHus DHCP relay areHTa ucnonb3syerca komaHaa IP dhcp relay
enable B pexxume rnobanbHoii KOHUrypauum (CM. COOTBETCTBYIOLUIA pa3aen AOKYMeH-
Tayum).
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DOnAa KoppekTHOI paboTtbl ¢pyHKuuM DHCP Snooping Bce ucnonbdyembie DHCP-cepBepbl
BONXKHbI 6bITb NOAK/NIOYEHDbI K «A0BEPEHHbIM» NOPTaM KommyTaTopa. [ns aobasneHus
nopTa B CNUCOK «A0BEepPEeHHbIX» ncnonblyerca KomaHga IP dhcp snooping trust B pexxume
KOHUrypauuu uHtepdeiica. Ana obecneyeHns 6e3onacHOCTU BCe OCTaJibHble NOPTbI
KOMMYTaTOpa A0/KHbI 6bITb «Heg0BepPeHHbIMU Y.

S

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHoM KOHOUrypaumm:

console (config) #

Tabnnua 264 — KomaHgbl pexnuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

ip dhcp snooping

no ip dhcp snooping

—/BbIK/IOYEHO

BkntoyaeT KOHTpoIb NpoTokona DHCP nytem BegeHua Tabaunupl
DHCP snooping 1 0TNpaBKK KAMEHTCKMX LUMPOKOBELLATE/IbHbIX
DHCP-3anpocoB Ha «40BepeHHble» NOPThI.

BbikntoyaeT KOHTPOIb NpoToKoia DHCP.

ip dhcp snooping vlan
vlan_id

no ip dhcp snooping vlan
vian_id

vlan_id:
(1..4094)/BbiKNtO4EHO

PaspeLlsaeT KOHTpob NpoToKosia DHCP B npeaenax ykasaHHoM
VLAN.

3anpewaeT KOHTPoAb NpoTokona DHCP B npeaenax ykasaHHOM
VLAN.

ip dhcp snooping
information option
allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonyaHuio npuem
DHCP-nakeToB ¢ onuueit
82 OT «HEeHa[eXHbIX»
nopToB 3anpeLueH

PaspewaeT npuHmMmaTth DHCP-nakeTbl ¢ onumeit 82 ot
«HEHaAEeXHbIX» NOPTOB.

3anpewaet npuHnmatb DHCP-nakeTsbl c onuuen 82 ot
«HEHaAEeXHbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonyaHutio
BepuUPMKaLmMa BKAOYEHA

BkntoyaeT BepuduKkaumo MAC-agpeca knmeHTa nu MAC-agpeca
MCTOYHMKa, npuHAToro B DHCP-nakeTe Ha «Heg0BEpPEHHbIX»
noprax.

BbikntovaeT Bepudukaumio MAC-agpeca knameHTa 1 MAC-agpeca
MCTOYHMKa, NnpuHAToro B DHCP-nakeTe Ha «Heg0BEpPEHHbIX»
noprax.

ip dhcp snooping database

no ip dhcp snooping
database

PesepBHbIii dpain He
ncnonbsyerca

PaspelwaeT ucnonb3osaHWe pesepsHoro daina (6asbl) KOHTpoONA
npotokona DHCP.

3anpeLyaeT Ucnosib3oBaHMe pe3epBHOro ¢alina (6asbl) KOHTPOAA
npotokona DHCP.

ip dhcp snooping port-
down action clear

no ip dhcp snooping port-
down action

—/BbIK/IIOYEHO

Mo3Bonaet ounctutb Tabanuy DHCP snooping npu nageHun
nHTepodelica.

3anpewaeT o4nCcTKy Tabanusl DHCP snooping npu nageHnn
nHTepodelica.

ip dhcp information option

no ip dhcp information
option

—/BbIK/OYEHO

PaspeluaeT ycTpoiicTBy AobaBneHue onummn 82 npu paboTe
npotokona DHCP.

3anpelyaet yctponcTtey gobasneHune onunm 82 npu pabote
npotokona DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..32)
CMMBOJIOB

YcTaHoBKa ngeHtuoukatopa Access Node ID onumm 82.

YcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.

ip dhcp information option
format-type remote-id
remote_id

remote_id: (1..128)
cMMBONOB/—

YcTaHOBKa ngeHtuouKkatopa Remote agentID onunn 82.
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no ip dhcp information
option format-type
remote-id

YcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

format: (sp, sv, pv, spv,
bin,);
delimiter: (.,;#)/npo6en

no ip dhcp information
option format-type option

HacTpoiika popmarta DHCP onuuum 82.

dopmar:

- Sp — HOMep c/I0Ta U NOPTa;

- sv — Homep cnoTa u VLAN;

- pv — Homep nopTta u VLAN;

- Spv — Homep cnoTa, nopTa un VLAN;

- bin — 6uHapHbI dpopmart: VLAN, cioT, nopT;

- user-defined — ¢opmat onpegensetca nonb3osatenem. Mpu
onpegeneHnn UCNoNb3yTCA creaytowme WabnoHbl:
%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: ANMHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopta (3HaveHue nons ifTable::ifType B
WeCcTHaALATEPUYHOM BUAE);

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;
%U: HOMep HUTA;

%S: HOMep CNoTa;

%n: HOMep nopTa (Kak Ha IMLEBON NaHenu);

%i: ifiIndex nopTa;

%V: naeHtTnduratop VLAN;

%C: maK-agpec knumeHTa B popmate H-H-H-H-H-H;
%a: IP appec cuctemol B dopmate A.B.C.D;

%%: OAMHOYHbIN CMMBOA %.

YcTaHOBKa 3HaY€HUA N0 YMOYaHUIO.

ip dhcp information option
suboption type {tr101 |
custom}

—/tr101

no ip dhcp information
option suboption type

YcTaHoBKa popmata onumm 82.

- tr101 — ycraHaBauBaeT ¢popmat onuum 82 cornacHo
CUMHTaAKCUCYy, NPUHATOMY B pekomeHgaunax TR-101 8
cooTBeTCTBUMN ¢ GOPMATOM, KOTOPLIN NpuBeaeH B Tabauue 265 —
dopmat nonew onumm 82 cornacHo pekomeHgaumam TR-101;

- custom — ycTaHaBAnBaeT GopmaT onumm 82 B COOTBETCTBUM C
dopmaTtom, KoTopbIV NpUBeLeH B Tabaunue 266.

YCcTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.

ip dhcp route {connected |
static}

no ip dhcp route

PaspeluaeT ycTpoicTBY cO34aBaTh 3anuch B Tabaunue
MapLUpyTU3aLMM C Mackol /32 gns Kaxgoro IP-agpeca
noay4yeHHoro kaneHtom ot DHCP-cepsepa.
3anucu B Tabavue MappyTn3aumm aBTOMaTUYeCKM yAaNAaoTCa
npw UCTeYeHUU CPpOoKa apeHAabl IP-agpecos.
— connected — mapLUpyT co3aeTcA KakK NOAKNOYEHHDBIN;
— static — mMapLUpyT co3AaeTcA KaK CTaTUYeCKUi.
®yHKUMA paboTaeT ToNbKO Npu BAOYEeHHbIX DHCP
Snooping u DHCP Relay.

3anpeLyaeT yCTpOMCTBY CO34aBaTh 3anuchb B Tabanue
MapLpyTu3aunmn gna Kaxaoro IP-agpeca nonyyeHHoro ot DHCP-
cepsepa.

Tabnnua 265 — Popmat noneit onuum 82 cornacHo pekomeHgaumam TR-101

lone

lMepedasaemasn uHgpopmayusa

Circuit ID

Mmsa xocTa yCTponcTea.

CTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>
MocneaHuit 6aitT — HoMep NOpPTa, K KOTOPOMY MOAK/IIOYEHO YCTPOMCTBO, OTNPaBAAIo-

wee 3anpoc DHCP.

Remote agent ID

Enterprise number — 0089c1

MAC-agpec ycTponcTaa.

266

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

Tabnuua 266 — ®opmat noneit onumm 82 perknma custom

Mone lNepedasaemas uHgpopmayusa
Onvna (1 6anT)
Tun Circuit ID
Circuit ID Annia (1 6aiir)

VLAN (2 6atiTa)
Homep moayns (1 6awiT)
Homep nopta (1 6aiiT)

Remote agent ID

Onvna (1 6aiT)

Tun Remote ID (1 6aiiT)
Onvna (1 6aiT)
MAC-agpec KommyTaTopa

KomaHObl pexcuma KoHgpuaypauuu uHmepgelica (QuanazoHa uHmepgeticos) Ethernet, uHmepdgpelica

epyrnnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnoi

NnopToB:

console (config-if) #

Tabnuua 267 — KomaHabl pexkuma KoHpurypaumm uHtepdeiica Ethernet, rpynnbl nHtepdeiicos

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

BkntoyaeT KOHTpob NnpoTokona DHCP B npegenax
MHTepodeiica.

BbIKntoYaeT KOHTPOJIb NpoToKkona DHCP B npeaenax
nHTepoelica.

ip dhcp snooping trust

no ip dhcp snooping trust

Mo ymonyaHuio
UHTepdelic He ABnAeTcA
[0BEepPeHHbIM

[obasnaeT nHTepdEinc B CNUCOK «A0BEPEHHbIX» MPU
NCMNONb30BaHUN KOHTPOIA NpoTokona DHCP. DHCP-Tpaduk
«,0BEpPEeHHOro» UHTepdelica cumtaetcs 6e30nacHbIM U He
KOHTpO/IMpyeTcA.

Ypansaer uHtepdeinc us cnnucka « 40BEPEHHbIX» Npwu
MCNob30BaHMM KOHTponA npotokoaa DHCP.

ip dhcp snooping limit clients
value

no ip dhcp snooping limit cli-
ents

value: (1..2048)/He 3agaH

YCcTaHOBUTb npeagenbHoe KONNYeCTBO NOAKNHYEHHbIX
KNNEHTOB.

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

ip dhcp information option
[global]

Pa3pewaeT ycTpoicTey fobasneHve onuumn 82 Ha
nHTepderice npu paboTte npotokona DHCP.

format-type circuit-id cir-
cuit_id

—/global - global — gob6asneHue onumn 82 onpeaensertcs

HacTpovikamu Ha nHTepdeice VLAN.

no ip dhcp information option 3anpewaeT ycTpoicTy fAobasneHue onuun 82 gna AaHHOIO
MHTepdeiica npu pabote npoTokosa DHCP.

ip dhcp information option . YcTaHoBKa naeHTMdMKaTopa access-node_id onuuu 82 Ha

format-type access-node-id node_id: (1.32) nHtepdeiice.

. CMMBONOB/—

node_id

no ip dhcp information option YcTaHOBKa 3HaYeHMA N0 YMOHYaHUIO.

format-type access-node-id

ip dhcp information option circuit id: YctaHasaueaet cneumodunyHbii Circuit-id Ha nHTepdelice.

(1..63) cumsonos/—

no ip dhcp information option
format-type circuit-id

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.
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ip dhcp information option
format-type remote-id re-
mote_id

remote_id:

(1..63) cumsonos/—

YctaHasaueaet cneumduyHbii Remote-id Ha nHTepdeiice.

no ip dhcp information option
format-type remote-id

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

HacTpoiika popmata DHCP onuum 82 Ha nHtepdeiice.
dopmar:

- Sp — HOMep C/10Ta M NOPTa;

- sv — Homep cnoTta n VLAN;

- pv — Homep nopta u VLAN;

- Spv — Homep cnoTa, nopTa n VLAN;

- bin — 6uHapHbIl popmar: VLAN, cnoT, noprt;

- user-defined — dopmat onpegensertca nonbL3oBaTesIEM.
Mpw onpeaeneHnmn NCNoNb3yOTCA cneaytolime WabnoHbl:
%h: hostname;

format: (sp, sv, pv, spv, %p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;
bin, user-defined); %P: ANMHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1;
delimiter: (.,;#)/npo6en %t: TN nopTa (3HayeHue nons ifTable::ifType B

LecTHaAuaTeEPMYHOM BUAE);

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;
%U: HOMep IHUTA;

%S: HOMep CNoTa;

%n: HoMep nopTa (Kak Ha INLEeBO NaHenu);

%i: ifindex nopTa;

%v: naeHtnduratop VLAN;

%c: Mak-agpec KaneHTa B popmate H-H-H-H-H-H;
%a: IP agpec cuctemol B popmate A.B.C.D.

no ip dhcp information option
format-type option

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip dhcp information option
suboption-type {global | tr101
| custom}

—/global

Hactpoika dopmata onuum 82 Ha nHTepdeiice.

- global — ¢popmat onuun onpegenserca HacTpoMkamm
onumu Ha uHTepderice VLAN;

- tr101 — yctaHaBAuBaeT ¢popmat onuum 82 cornacHo
CMHTaKCUCY, NPUHATOMY B peKomeHaaumax TR-101 s
COOTBETCTBUM C GOPMATOM, KOTOPLIN NpUBeAEH B Tabaunue
265;

- custom — ycTaHasauBaeT Gopmat onumn 82 B
COOTBETCTBMM C GOPMATOM, KOTOPbIN NpUBEAEH B Tabaunue
266.

no ip dhcp information option
suboption-type

YcTaHOBKa 3Ha4YeHnAa no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnume KoHPUrypuposaHua nHtepoeica VLAN:

console (config-if) #

Tabnunua 268 — KomaHabl pexxuma KoHpurypuposaHma nHtepdeiica VLAN

Komanda 3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

ip dhcp information op-
tion [global]

—/global

no ip dhcp information
option

PaspewaeT ycTpoicTey AobasneHume onunm 82 Ha uHTepdeiice
npwv pabote npotokona DHCP.

- global — no6asnexne onuun 82 onpegenserca
rnobanbHbIMM HAaCTPOMKaMMK.

3anpewaeT ycTpoicTay fobasnerHve onuun 82 ana AaHHOTO
VLAN npwu paboTe npoTtokona DHCP.
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ip dhcp information op-
tion format-type access-
node-id node_id

no ip dhcp information
option format-type ac-
cess-node-id

node_id: (1..32)
cMmBonoB/—

YcTaHOBKa naeHtuounKatopa access-node_id onumn 82 ana
paHHoro VLAN.

YcTaHOBKa 3Ha4YeHUA No YMO/I4aHUIO.

ip dhcp information op-
tion format-type remote-
id

no ip dhcp information
option format-type re-
mote-id

remote_id: (1..32)
cMmBonOB/—

YcTaHOBKa ngeHtuoukatopa remote_id onuymn 82 ana
paHHoro VLAN.

YcTaHOBKa 3Ha4YeHUA nNo YMOI4aHUIO.

ip dhcp information op-
tion format-type option
format [delimiter delim-
iter]

no ip dhcp information
option format-type op-
tion

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npo6en

HacTpoiika popmata DHCP onuuu 82 ana aaHHoro VLAN.
dopmar:

- Sp — HOMep c/1oTa M NopTa;

- sV — Homep cnoTa u VLAN;

- pv — Homep nopta u VLAN;

- Spv — HOoMep cnoTa, nopta n VLAN;

- bin — 6uHapHbI popmar: VLAN, cnoT, nopr;

- user-defined — dopmat onpegenseTca nonb3osartenem. Mpu
onpeaeneHnm NCNob3yoTca cneaytowme WabnoHol:
%h: hostname;

%p: KOPOTKOE UMsA nopTa, Hanpumep gil/0/1;

%P: AnMHHOE MMA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn nopta (3HaueHue nons ifTable::ifType B
LecTHaAuaTeEPMYHOM BUAE);

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;

%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;
%U: HOMep IHUTA;

%S: HOMep CNoTa;

%n: HoMep nopTa (Kak Ha ILEeBOW NaHenu);

%i: ifindex nopTa;

%v: naeHtndukatop VLAN;

%C: Mak-agpec KaneHTa B popmate H-H-H-H-H-H;

%a: IP agpec cuctembl B popmate A.B.C.D.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

ip dhcp information op-
tion suboption-type
{global | tr101 | custom}

no ip dhcp information
option suboption-type

—/global

HacTtpoiika dopmata onumm 82 gna pgaHHoro VLAN.

- global — dopmat onuum onpegensaetca rnobanbHbIMU
HacTpovKamu;

- tr101 — ycraHasaunBaeT GopmaT onumm 82 cornacHo
CUHTAKCUCy, NPUHATOMY B pekomeHgaumax TR-101 8
COOTBETCTBUM C GOPMATOM, KOTOPbIM NpUBEAEH B Tabauue
265;

- custom — yctaHaBauBaeT ¢popmaT onuum 82 B COOTBETCTBUM
¢ dopmaTtom, KOTopbIi NpuBeaeH B Tabnuue 266.

YcTaHOBKa 3Ha4YeHuns no YMO4aHUIO.

KomaHOb! pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#
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Tabnunua 269 — KomaHabl pexxuma Privileged EXEC

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

KomaHoa

Aelicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet

gi_port |

tengigabitethernet gi_port: (1..8/0/1..48);
te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port | port-channel
group} expiry {seconds |
infinite}

group: (1..48);
seconds:
(10..4294967295) cek

no ip dhcp snooping
binding mac_address
vlan_id

Lob6asnset B paitn (6a3y) KoHTpona npotokosa DHCP
cootBetcTBne MAC-aagpeca kameHTa, rpynne VLAN u IP-agpecy
019 YKa3aHHOro uHTepdelica.

[JaHHasa 3anucb byaeTt feicTBUTENbHA B TEYEHME YKa3aHHOro B
KOMaHZe BPEMEeHW }U3HWU 3anncu, e KAUEHT He OTNpaBuT
3anpoc Ha DHCP-cepsep Ha 06HoB/IeHMe. Talimep 0b6HyNseTcA
B C/ly4ae NoslyyeHus OT KIMEHTa 3anpoca Ha 06HoBeHME
(komaHaa AOCTYNHA TONLKO A4 NPUBUAETMPOBAHHOMO
nosib3oBaTens).

- seconds — BPeMA XWU3HK 3anucu;

- infinity — Bpemsa }X13HM 3anMcK He orpaHUYeHo.

Ypansaet us daina (6asbl) KOHTpoNA NpoTokona DHCP
cootBetcTBne MAC-agpeca kameHTa u rpynnbl VLAN.

clear ip dhcp snooping
database {mac-address
mac_address} {vlan vlan}
{gigabitethernet gi _port |
tengigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

te port | group: (1..48);
fortygigabitethernet vlan: (1..4094)
fo_port | port-channel

group}

Ounwwaet dain (6asy) KoHTpons npoTokona DHCP uan
oTaAenbHyto 3anuck B paine(base) koHTpoas DHCP.

KomaHOobl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 270 — Komanapl pexkuma EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aelicmeue

show ip dhcp information
option

MokasbiBaeT MHGOpPMauuto 06 ncnonb3oBaHMM onuumn 82
npotokona DHCP.

show ip dhcp snooping

[gigabitethernet gi_port | gi_port: (1..8/0/1..48);

:sniﬁl:'tethemet te_port: (1..8/0/1..24);
. fo_port: (1..8/0/1..4);

fortygigabitethernet

fo_port | port-channel group: (1..48)

group]

MoKasbiBaeT KOHGUTypaLmio GYHKLMM KOHTPOAA MPOTOKOAA
DHCP.

show ip dhcp snooping
binding [mac-address
mac_address] [ip-address
ip_address ] [vlan vian_id]
[gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel

group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MoKa3sblBaeT cooTBeTcTBuA U3 daitna (6asbl) KOHTpoONA
npotokona DHCP.

270
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[Mpumepbl 8bINOAHEHUA KOMAHO

=  Paspewntb ncnonbsosaHne DHCP onumun 82 B8 10 VLAN:

console# configure

console (config) # ip dhcp snooping

console (config)# ip dhcp snooping vlan 10

console (config) # ip dhcp information option
console (config)# interface gigabitethernet 1/0/24
console (config) # ip dhcp snooping trust

= [lokasaTb BCe COOTBETCTBUA U3 Tabanupbl KOHTPOAA NpoTokoaa DHCP:

console# show ip dhcp snooping binding

5.28.5 3awyuma IP-adpeca knueuma (IP source Guard)

®yHKUMA 3awmTbl IP-agpeca (IP Source Guard) npeaHasHaveHa ana uabTpaumm TpaduKa, NPUHATOrO
C UHTepdelica, Ha OCHoBaHMM Tabanupl cooteeTcTBUn DHCP snooping 1 cTaTuyecknx cooteeTcTauit IP Source
Guard. Takum obpasom, IP Source Guard no3sonneT 6opoTbca c noameHol IP-agpecos B NakeTax.
V' MocKonbKy PyHKUMA KOHTpPOANA 3awuTbl IP-agpeca ucnonb3yer Tabanubl cOOTBETCTBUIA
DHCP snooping, MmeeT CMbICA WCMNO/b30BaTb AaHHYIO GYHKLMIO, NpeaBapuUTeNbHO
HacTtpous u BKaAouns DHCP snooping.

V dyHKuuio 3awumtbl IP-agpeca (IP Source Guard) Heo6xoA4MMO BKIOUUTL rN106aNbHO U ANA
mHTepdeica.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabnnua 271 — KomaHab! pexkuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

ip source-guard BrkntoyaeT GyHKUMIO 3aWwmnThl IP-agpeca KivMeHTa 4ns Bcero

KoMMyTaTOopa.
- —/BbIKNOYEHO

no ip source-guard BbIk/toYaeT GyHKLMIO 3aWwuThl IP-aapeca KAMEHTa AN BCEro
KOomMmyTaTopa.

ip source-guard binding Co3paHue cTaTUYecKol 3anmcu B Tabaunue cooTBeTCcTBUA

mac_address vlan_id ip_ad- mexay IP-agpecom KnuenTa, ero MAC-agpecom v rpynnown

dress {gigabitethernet gi_port: (1..8/0/1..48); VLAN ans yKasaHHOro B KOMaHAae uHTepodeiica.

gi_port | tengigabitether- te_port: (1..8/0/1..24);

net te_port | fortygiga- fo_port: (1..8/0/1..4);

bitethernet fo_port | port- group: (1..48);

channel group} vlan_id: (1..4094).

no ip source-guard binding YaaneHue ctaTuyeckol 3anmcu B Tabanue cooTBeTCTBUA.

mac_address vian_id

ip source-guard tcam re- 3apaeT YacToTy 0bpalleHmA YCTPOMCTBA K BHYTPEHHUM

tries-freq {seconds | never} pecypcam C LLesiblo 3anncu B NaMATb HEAKTUBHBbIX 3aLLMLLLEHHbIX
IP-appecos.

seconds: (10..600)/60 cek | - never — 3anpewiaeT 3anncb B NamATb HEAKTUBHbIX

3awmweHHbIX IP-agpecos.

no ip source-guard tcam YcTaHaBAMBaET 3Ha4YeHMEe N0 YMONYAHUIO.

retries-freq
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgpelicos) Ethernet, uHmepdgelica
2pynnsl Iopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei
NnopTOoB:

console (config-if) #

Tabnnua 272 — KomaHab! pexkuma KoHpurypaumum nntepdelica Ethernet, rpynnbl uHtepdelicos

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro
ip source-guard [vlan BkntouaeT dyHKUMIO 3awWwmThl IP-agpeca KiMeHTa ana
{vlan-id}] HacTpanBaemoro nHtepoeica.
— /BbIK/OYEHO - vlan — onuuoHanbHO ANA oTAeNbHbIX vian.
no ip source-guard [vlan BbIKk/toYaeT GyHKLMIO 3awmThl IP-agpeca KaveHTa aia
{vlan-id}] HacTpanBaemoro nHtepoeica.

KomaHOwbI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabanuya 273 — KomaHgb! pexknma Privileged EXEC

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
10 yMOAYAHUIO

ip source-guard tcam locate BpyuHyto 3anyckaeT npouecc obpalleHns ycTpomncTea K
BHYTPEHHUM pecypcam C Lie/bto 3aMncu B NamATb HEaKTUBHbIX
3alLMLLEHHBIX IP-aapecoB. KomaHaa f0CTyNHa TONbKO AN1s
NPUBUAEIMPOBAHHOrO MO/b30BaTENA.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 274 — KomaHab! pexkuma EXEC

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
o ymon4aHuro
show ip source-guard con- KomaHaa oTobpakaeT HacTpoiKy GyHKLMK 3aLmuTsl IP-
figuration [gigabitethernet gi_port: (1..8/0/1..48); afpeca Ha 3ag4aHHOM, MBO Ha Bcex MHTepdeicax
gi_port | tengigabitether- te_port: (1..8/0/1..24); yCTpOMCTBa.
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)

channel group]
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show ip source-guard sta- KomaHgaa otobpaskaet cratyc dyHKLMM 3awmThl IP-agpeca
tus [mac-address mac_ad-
dress] [ip-address ip_ad-
dress ] [vlan vian_id] [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

ONA yKasaHHoro uHtepdelica, IP-agpeca, MAC-agpeca unm

gi_port: (1..8/0/1..48); rpynnb! VLAN.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

show ip source-guard inac- KomaHgza oTobpaskaeT He akTMBHbIe IP-agpeca oTnpasuTens.
tive

[pumepbl 8bINOAHEHUS KOMAHO

MoKas3aTb HacTPOMKY PYHKUMM 3awwmuThl IP-agpeca ans Bcex MHTepdeincos:

console# show ip source-guard configuration

IP source guard is globally enabled.

Interface State
te0/4 Enabled
te0/21 Enabled
te0/22 Enabled

BKOUMTb GyHKUMIO 3awuThl IP-agpeca ana dunbTpaummn TpadrKa Ha OCHOBAaHUKM Tabauubl COOTBET-
ctBuin DHCP snooping u ctatudeckux cootseTcTBuid IP Source Guard. Co3gaTb CTaTUYECKYHO 3annch B
Tabnuue cootseTcTBMA AnA uHTepderica Ethernet 12: IP-agpec knveHta — 192.168.16.14, ero MAC-
agpec — 00:60:70:4A:AB:AF. UHTepdelic B 3-i rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
tengigabitethernet 1/0/12

5.28.6 KoHmponb npomokona ARP (ARP Inspection)

®yHKUMA KOHTpona npoTokosia ARP (ARP Inspection) npeaHasHayeHa AN 3aWuTbl OT aTak C

ucnosb3oBaHvem npotokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpaduka). KoHTposb
npotokosa ARP ocyliecTBAseTcA Ha OCHOBE CTaTUYecKMx cooTBeTcTBuit IP- 1 MAC-agpecoB, 3agaHHbIX 4nA
rpynnbl VLAN.

]

MopT, CKOHGUrypupoBaHHbIA «HegoBepeHHbIM» ana ¢yHKuun ARP Inspection, gonkeH

vl TaK}Ke bbITb «HegoBepeHHbIM» ana ¢yHKuun DHCP snooping uam coorserctene MAC-ag-
peca u IP-agpeca gna aToro nopra A0/MXKHO 6biTb CKOHPUrypUpoBaHO cTaTuyeckn. MHave
OAHHbIN NOPT He ByaeT oTBeyaTb Ha 3anpocbl ARP.
/" Ona HeHaAEXHbIX NOPTOB BbINO/HAIOTCA NPOBEPKU cooTBeTcTBMIA IP- 1 MAC-agpecos.
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KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoOM KOHOUIypaumm:

console (config) #

Tabanua 275 — KomaHgb! pexuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

ip arp inspection

no ip arp inspection

Mo ymonyaHuto GbyHKUMA
BbIK/tOYEHA

BK/toYaeT KOHTpob NpoTokona ARP (dpyHKumto ARP
Inspection).

BbIKk/Il0YaeT KOHTPOb NpoTokona ARP (pyHKumMio ARP
Inspection).

ip arp inspection vlan
vlan_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094);
Mo ymonyaHuio GyHKumA
BbIK/lOYEHa

PaspelaeT npoBepKy npoTokona ARP, ocHOBaHHyt Ha 6ase
cooTBeTcTBMit DHCP snooping, B BbibpaHHOM rpynne VLAN.

3anpelaeT nposepky npoTtokosna ARP, ocHoBaHHyto Ha 6ase
cooTBeTcTBMit DHCP snooping, B BbibpaHHoM rpynne VLAN.

ip arp inspection validate

no ip arp inspection vali-
date

MpepocTtaBnseT cneunduyHble NPOBEPKN ANA KOHTPOAA
npotokona ARP.

MAC-agpec uctodHuka: na ARP-3anpocos n oteeTos
npoeepAeTca cooteeTcTBMe MAC-aapeca B 3aronoeke Ethernet
MAC-agpecy NCTOYHUKA B COA4EPKUMOM NpoToKosa ARP.
MAC-agpec Ha3HavyeHuA: [ina ARP-oTBeTOB NpoBsepsaeTca
cooTBeTcTBMe MAC-aapeca B 3aronoeke Ethernet MAC-agpecy
Ha3Ha4YeHUA B COAepPKUMOM npoTokona ARP.

IP-agpec: MNposepaetca cogepxmmoe ARP-nakeTa Ha Hanmuune
HeKoppeKTHbIX IP-agpecos.

3anpewaet cneumduryHbIe NPOBEPKU AR KOHTPOAA
npotokona ARP.

ip arp inspection list create
name

no ip arp inspection list
create name

name: (1..32) cumBona

1. Co3pgaHue cnmcKa ctatuyecknx ARP-cooTBeTcTBUMIA.
2. Bxog, B pexxum KoHourypaumm ARP-CNIMCKOB.

YpaneHue cnucka ctatmyecknx ARP-cooTBeTCTBUNA.

ip arp inspection list assign
vlan_id

no ip arp inspection list as-
sign vian_id

vlan_id: (1..4094)

HasHavaeT cnucok ctatnyecknx ARP-cooTseTcTBui ann
yKasaHHon VLAN.

OTMeHseT Ha3HauYeHMe CnMcKa cTaTuyeckux ARP-cooTBeTCcTBUIA
o8 ykasaHHou VLAN.

ip arp inspection logging

interval {seconds | infinite}

no ip arp inspection log-
ging interval

seconds: (0..86400)/5 cek

3a4,3eT MUHUMANbHbIN MHTEPBAN MEXAY COOBLWEHNAMM,
copepKalmmm nHpopmaumio npotokona ARP,
nepeaaBaembiMu B KypHan.

- 3HayeHue 0 yKasbIBaeT Ha TO, YTo coobuweHua byayT
reHepuMpoBaTbCA He3aMeaNTENbHO;

- infinite — He reHepnpoBaTb COOHOLLEHWUI B XKYpHanN.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

KomaHOwb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnel nopmos

nop

Bupa 3anpoca KoMaHAHOW CTPOKK B pexkmme KoHpurypaummn nutepdeica Ethernet, nntepdeitca rpynnoi

TOB:

console (config-if)#
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Tabnuua 276 — KomaHabl pexmma KoHpurypaumm nHtepoeliica Ethernet, rpynnbl nHtepdeiicos

3HayeHue/3HayeHue
no ymoa4aHuro

ip arp inspection trust LobasnaeT uHTepEC B CNUCOK «40BEPEHHbIX» NPK

MCMNO/Ib30BaHUM KOHTPOAs nNpoTokoaa ARP. ARP-Tpaduk

«40BEPEHHOTO» UHTEpdelica cunTaeTca 6e30NacHbIM U He

KOHTpOAIMpyeTCA.

KomaHoa Aelicmeue

Mo ymonyaHuio
MHTepdelc He aBnaeTca

- " " [OBEpPEHHbIM =
no ip arp inspection trust YpanaeT uHTepdenc 13 CNMcKa «40BEPEHHbIX» NpU

MCNONb30BaHUWN KOHTPONA NpoToKoaa ARP.

ip arp inspection limit rate HacTpouTb orpaHnyeHmne cCKopocTu paspeLleHHbIX arp-nakeTos
rate B pps.
- - - rate:(0..2048)/0 pps PP
no ip arp inspection trust YAanuTb orpaHMYeHne CKOPOCTH AN1A paspeLleHHbIX arp-
limit rate nakeTos.

KomaHObI pexcuma KoHgu2ypayuu ARP-criuckos

BunAa 3anpoca KOMaHAHOW CTPOKM B pexxnume KoHpurypaumm ARP-cnuckos:
console# configure

console (config)# ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 277 — KomaHab! pexmuma KoHpurypaumm ARP-cnuckos

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymMmoa4YaHuro
ip ip_address mac-address [obaenaeT cTaTnyeckoe cooTsetcTeume IP- 1 MAC-agpecos.
mac_address
no ip ip_address mac-ad- - Ypanaet ctatuyeckoe cootsetcteme IP- 1 MAC-agpecos.
dress mac_address
KomaHOb! pexcuma EXEC
Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#
Tabnuua 278 — Komanapl pexkuma EXEC
Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
no ymon4aHuro
show ip arp inspection [gi- MoKasbiBaeT KOHOUIypauuio GyHKLMM KOHTPOAS MPOTOKOA
gabitethernet gi_port | gi_port: (1..8/0/1..48); ARP Inspection Ha BbI6paHHOM uHTepdelice/Bcex
tengigabitethernet te_port: (1..8/0/1..24); nHTepdeiicax.
te_port | fortygigabitether- fo_port: (1..8/0/1..4);
net fo_port | port-channel group: (1..48)
group]
show ip arp inspection list MoKa3blBaeT CNUCKK CTaTUYECKUX cooTBeTCTBMI IP- 1 MAC-
— afpecos (KomaHAa AOCTYMHA TONbKO 4/19 NPUBUAErMPOBAHHOMO

nonb3osaTens).
show ip arp inspection sta- MoKa3bIBaeT CTaTUCTUKY 419 CAeAYHOWMX TUMNOB NaKeTos,
tistics [vlan vian_id] KoTopble 6blan 06paboTaHbl Npu nomoLm GyHKuMm ARP:

vlan_id: (1..4094) - nepefaHHble naketbl (forwarded);

- noTepsiHHble nakeTbl (dropped);

- ownbku B IP/MAC (IP/MAC Failures).
c_Iea_ir ip arp inspet;tion sta- vian_id: (1..4094) OuunLaeT CTaTUCTUKY KOHTpOAA npoTokona ARP Inspection.
tistics [vlan vian_id]
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[pumepbl 8bINOAHEHUS KOMAHO

= BKAOYUTb KOHTPOJIb NPoTOKoAa ARP 1 no6aBnTb B CNUCOK spisok cTaTnyeckoe cootseTcTeme: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HasHauuTb cnucok spisok ctatnuyeckux ARP-
cootBetcTBui ans VLAN 11:

console# configure

console (config) # ip arp inspection list create spisok

console (config-ARP-1list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-1list)# exit

console (config)# ip arp inspection list assign 11 spisok

= [loKasaTb CMMCKM CTaTUYeCcKnx cootBeTcTBui IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.28.7 ®dyHkyuoHan First Hop Security

MNakeTt ¢yHKUMit First Hop Security BkatovaeT B ceba aHanunsatop DHCPv6-naketos, IPv6 Source Guard, ND
Inspection n RA Guard. [laHHbIN Habop GyHKUMIM NpegHa3Ha4vyeH ansa obecnevyeHuns KOHTPOA U duabTpaumm IPve
TpaduKa B ceTu.

AHanusaTtop DHCPv6 naketoB nossonsieT obasnAtb coceaeit B Tabanuy npmsasok IPv6 binding table npu
nosyyeHumn agpeca no DHCP, a Tak:ke no3BosseT 60poTbcs ¢ HegoBepeHHbIMM DHCPV6 cepBepamum.

IPv6 Source Guard no3BosifAeT YCTPOMUCTBY OTKIOHATb TPAadUK, EC/IM OH UCXOLUT OT aapeca, KOTOPbIN He Co-
XpaHeH B IPv6 binding table. Tabnanua npmusAsok coceaent IPv6 binding table, noakntouyeHHbIX K yCTPOKCTBY, CO-
3[,2eTcA M3 TaKUX UCTOYHMKOB MHPOPMALLMKM, KaK OTCNEKMBaAHME MO NPOTOKONY 0bHapyxKeHua coceaelt (NDP).

C nomoupbto dyHKummM ND Inspection kommyTaTop nposepsaeT coobuieHunsa NS (Neighbor Solicitation) n NA
(Neighbor Advertisement) u coxpaHsaeT ux B IPv6 binding table. Ha ocHoBaHMM Tabanubl KommyTaTop OTOpPachI-
BaeT /itobble nogaenvHble coobueHuna NS / NA.

®yHKuMoHan RA Guard nossosseT 6J10KMPOBaTb UK OTKJOHATb HEXenaTebHble UM NOCTOPOHHWE CO06-
weHuns Router Advertisement (RA), noctynatowpme Ha KOMMyTaTOp OT MapLIpyTU3aTopa.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 279 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

Komanda 3HayeHue/3HayeHue Leiicmeue
o ymon4aHuio
ipv6 neighbor binding pol- Co3aaTb NONUTUKY NPUBA3KK cocegelt (neighbor binding) n
icy policy_name policy_name: (1..32) nepenTn B peum eé KoHOUrypupoBaHus.
no ipv6 neighbor binding cnumeona YAanuTb NONTHUKY NPUBA3KM coceaeil.
policy policy_name
ipv6 first hop security log- AKTUBUpPYET NOrMpOBaHWE ApOona NaKeToB NPU HECOOTBECTBUM
ging packet drop —/BbIKOYEHO noanTUKam b6esonacHocTu cyk6 RA Guard, ND Inspection,
DHCPv6 Guard u IPv6 Source Guard.
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no ipv6 first hop security YcTaHaB/MBaET 3HAaYEHUE MO YMOYAHUIO.

logging packet drop

ipv6 source guard policy Co3aaTb NonnTUKY Source Guard n nepenTn B pexnm eé
policy_name policy_name: (1..32) KOHOUIypUpOBaHUA.

no ipv6 source guard policy CMMBO/IA YpanaeT noanTtuKy Source Guard.

policy_name

KomaHObI pexcuma KoHgu2ypayuu noaumuKu npussasku cocedell

Bua 3anpoca KOMaHAHOW CTPOKM:
console (config-nbr-binding) #

Tabnmua 280 — KomaHabl pexrma NoaNTUKN NPUBA3KN coceaen

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

KomaHda

Bk/itouaeT ormposaHune aobasnerus/yaanequs IPv6 s tabaumuy

logging binding enable NPUBA3KM coceaei.

—/BbIKNOYEHO
logging binding disable / BbIkntoyaeT nornposaHue aobasneHuna/yaanerHusa IPv6 B

Tabmuy NpuBA3KKM coceaen.

max-entries {interface- OnpeaennTb MakCMManbHOE KOIMYECTBO 3anuceit B Tabaumue
limit | vlan-limit | mac- NpuBA3KKN coceaeit.
limit} {/imit | disable} interface-limit — onpegenute AumuT gns nHtepdeiica,
limit: vlan-limit — onpegenute numut VLAN,
(0..65535)/0TKNtO4EHO mac-limit — onpegenntb AumuT MAC-agpecos,

disable — paspewnTb MakcMManbHOE KONNMYECTBO 3anucen.
MaKcumanbHoe 3HaveHue = 4294967294.

no max-entries YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
address-config {dhcp | any BKntounTb fob6aBneHme 3anmcen B Tabanuy NpuBsA3KM cocenen
| stateless} Ha OCHOBAHMMU:

dhcp — naketa DHCPv6 Reply. Mpu atom Bce Link-local IPv6-
afpeca BHOCATCA B Tab/MLy NPUBA3KM coceaein N0 yMONYaHUIO0
B pe3yabTaTte aHanmnsa ICMPv6-nakeTos,

any — no6asnaTb Bce agpeca,

stateless — Ha ocHoBe IPv6 RA coobuieHuni.

—/address-config

no address-config YCTaHOBWTb 3HaYeHME MO YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypauuu noaumuku Source Guard

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-nbr-srcgrd) #

Tabnunua 281 — KomaHgbl pexxuma ipvé Source Guard noAnTUKK

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

OnpeaenvTb AOBEPEHHbIV NOPT. JaHHaA NOAUTUKA
HaBeLWMBAETCA Ha NOPT, Ha KOTOPOM He [,0/13KHa NMPUMEHATLCA
noanTuKa Source Guard.

trusted-port
— /BbIKOYEHO

no trusted-port YCTaHOBUTb 3HaYeHue no YMON4aHUIO
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKM pexnma KoHourypaumm nHtepoeica VLAN:

console (config-if)#

Tabnnua 282 — KomaHgbl pexxuma KoHpurypaunmn nHtepoeiica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

ipv6 first hop security

no ipvé6 first hop security

Bkntouaet ICMPv6 n DHCPV6 snooping Bo vlan.

—/BbIK/IOYEHO

Bbikntouaet ICMPv6 n DHCPv6 snooping Bo vlan.

ipv6 neighbor binding

no ipv6 neighbor binding

BKAtoyaeT npuBA3Ky coceaelt n gobasneHuve sanucen B Tabaunuy.

—/BbIK/IOYEHO

BbikntouyaeT NpmBA3Ky coceselt n gobasneHue 3anucen B Tabamuy.

ipv6 source guard

no ipv6 source guard

BkntouyaeT IPv6 Source Guard.

—/BbIK/IOYEHO

Bbikntouaet IPv6 Source Guard.

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 283 — KomaHgb! pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

show ipv6 first hop security

OT06pa3nTb HacTponkmM GyHKLMI IPV6 First Hop Security.

show ipv6 source guard

OT06pasunTb cocTosiHMe dyHKUMM IPV6 source guard.

show ipv6 neighbor binding
table

OT06pasunTb TabAULy NPUBA3OK coceaent.

5.29 ®yHKkumm DHCP Relay nocpegHuka

5.29.1 ®yHkyuu DHCP Relay dns IPv4

KommyTtatopbl noaaep:kusatoT pyHKunm DHCP Relay areHTta. 3agadeit DHCP Relay areHTa siBnsetcs
nepeaaya DHCP-naKkeToB OT KAMeHTa K cepBepy 1 obpaTHo B cnydae, ecnm DHCP-cepBep HaxoauTca B 0gHOM
CeTu, a KANeHT B Apyroi. [lpyroi dyHKLMel apasaeTca obasneHne gononHuTenbHblx onuuii 8 DHCP-3anpocs!
KnneHTa (Hanpumep, onuum 82).

MpuHumn pabotol DHCP Relay areHTa Ha KOmMMyTaTope: KOMMyTaTop NPUHMMAET oT KaneHTa DHCP-
3anpochbl, NepeaaeT 3TV 3anNpPocbl CEPBEPY OT MMEHMU KAMEHTA (OCTaBAasAA B 3anpoce onuuu ¢ Tpebyembimu
KAMEHTOM NapameTpamu W, B 3aBUCMMOCTU OT KOHPUrypaumm, fobaensas ceou onumu). Moayyns oTeeT oT
cepBepa, KOMMyTaToOp NepeaaeT ero KJANeHTy.
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (config) #

Tabnnua 284 — KomaHgbl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

Mo ymonyaHuto areHT
BbIK/1lO4EH

BkntoueHune ¢yHKumnin DHCP Relay areHTa Ha KommyTaTope.

BbikntoueHne ¢pyHKumii DHCP Relay areHTa Ha KommyTaTope.

ip dhcp relay address ip_ad-
dress [vlan vian_id]

no ip dhcp relay address
[ip_address]

vlan_id: (1..4094)
Moxer
V 6bITb 3aaHO
A0 BOCbMU
cepsepos B BuAe

Avana3oHa naun
nepeyuncneHumem.

3apaét IP-agpec gocrynHoro DHCP-cepsepa ana DHCP Relay
areHTa.

Ypanset IP-aapec n3 cnucka DHCP-cepsepos ana DHCP Relay
areHTa.

ip dhcp relay information
option format-type option
format [delimiter delimiter]

no ip dhcp relay infor-
mation option format-type
option

format: (sp, sv, pv,
spv, bin);
delimiter:
(.,;#)/npoben

Hactpoika ¢opmata DHCP onumm 82.
dopmar:

- sv — Homep cnoTta n VLAN;

- pv — Homep nopta n VLAN;

- Spv — HOmep cnoTa, nopta u VLAN;

- bin — 6uHapHbIli popmart: VLAN, cnor, nopr.

YCTaHOBKA 3HAY€HUA NO YMONAYAHUIO.

ip dhcp relay information
option format-type remote-
id word

no ip dhcp relay infor-
mation option format-type
remote-id

word: (1..63) cumeo-
nos

3agaeT naeHTnduKaTop remote-id .

Ypanset ugeHtuoukatop remote-id.

ip dhcp relay information
option format-type ac-

word: (1..48) cumeo-

YCcTaHOBKa CTPOKM MAEHTUOMKALMM YCTPOMCTBA AOCTYna.

cess-node-id word nos/
- - naeHTnduKatop =
no ip dhcp relay infor- o BOCCTaHOBWTbL HAaCTPOMKM MO YMONYAHUIO.
) X YCTPOWCTBA He
mation option format-type
. Ha3HauyeH.
access-node-id
ip dhcp relay information HacTtpovika ¢opmata onuum 82.
option suboption-type - tr101 — yctaHaBAuBaeT Gopmat onuumn 82 cornacHoO CUHTaKCUCY,
{tr101 | custom} npuHATOMY B pekomeHaaumax TR-101 (cm. Tabauuy 265);
Jtr101 - custom — ycTtaHasauBaeT GopmaT onumm 82 B COOTBETCTBUM C
—/tr

no ip dhcp relay infor-
mation option suboption-
type

dopmaTom, NpmBeseHHOM B Tabanue 266.

Bo3BpalyaeTt 3Ha4YeHne No ymo14aHuio.

ip dhcp relay source-port
port

no ip dhcp relay source-
port

Port: (0..65535)/67

Mcnonb3oBaTh B KauecTBe MCTOYHWKA 3a4aHHbIn UDP-nopr.

BoccTaHoBUTL HaCTpOVIKM NoO YMO/THaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm nutepdeica VLAN:

console# configure

console (config) # interface vlan vlan id
console (config-if) #
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Tabnumua 285 — KomaHabl pexmma KoHpurypaummn nHtepoeiica VLAN, nHtepoelica Ethernet

3HaveHue/3HavyeHue "
KomaHoa / Aelicmeue
no ymoa4YaHuro
ip dhcp relay enable BkntoueHune dpyHKumi DHCP Relay areHTa Ha HacTpanBaemom
M0 YMONYaHWUIO areHT nHTepdelice.
no ip dhcp relay enable BbIK/ItOYEH BbikntoueHne ¢pyHKumit DHCP Relay areHTa Ha HacTpavBaemom
MHTepodeiice.
KomaHOb! pexcuma EXEC
BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabanua 286 — KomaHab! pexkmuma EXEC
3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4YaHuro
show ip dhcp relay OTobparkaeT KOHOUIrypaLUnio HacTpoeHHo M ¢yHKumMmu DHCP
- Relay areHTa ana KommyTaTopa v OTAENbHO ANs UHTepdEeCcoB,
a TaK¥Ke CMMCOK AOCTYMHbIX CEPBEPOB.

[pumepbl 8bINOAHEHUS KOMAHO

= [lokasaTtb cocTonaHue pyHKumMmn DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.29.2 ®yHKyuu DHCP Relay dns IPv6 u Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP relay gns npotokona IPv4 KommyTaTop MOMKET BbINOJIHATL GYHKLMWU NOCPeaHUNKa ann
DHCPv6. laHHbIM PyHKUMOHaAN peannsoBaH B Buae nonHosecHoro DHCPv6 Relay Agent u Lightweight DHCPv6
Relay Agent cornacHo RFC6221.

®yHKumA LDRA nossonsieT BCTaBUTb B KAneHTckme DHCPv6-nakeTbl onumm 18 n 37, He usmeHas popmat
naketa. MNonHosecHbin DHCPv6 Relay nossosseT ocywectenate nepegadyy DHCPv6-nakeToB OT KAMEHTa K
cepsepy 1 0bpaTHO B cnyyae, ecnm DHCPv6-cepBep Haxo4mUTCs B O4HOM CETU, @ KAMEHT B Apyron. dpyroi
dyHKUMel naBnAetca gobasneHve onumn 18 m 37 B DHCPv6-3anpocbl KaueHTta. MpuHumMn paboThbl
nonHosecHoro DHCPv6 Relay areHTa Ha KOMMyTaTope: KOMMYTaTop NPUHMMaeT oT KaneHTa DHCP-3anpocsl,
nepegaer 3TM 3anNpocbl cepBepy OT MMEHU KNMEHTA (OCTaBAsA B 3aNpoce onuum ¢ TpebyembiMn KANEHTOM
napameTpamu M, B 3aBUCMMOCTM OT KOHdurypaumm, aobasnsa csou onummu). Monyums oTBeT OT cepsepa,
KOMMYTaTOp NnepeaaeT ero KANeHTy.

280 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx



DHELTEX

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOro KOHPUrypmposaHuma:

console (config) #

Tabnnua 287 — KomaHab! pexkuma rnobasbHOro KoHGUrypmpoBaHus

KomaHoa

3HayeHue/ 3HayeHue
no ymon4aHuro

Aeiicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YkasbiBaeT agpec DHCP-cepBepa nan HacTpamsaeT
nexogAawmMn nHTepoeic.

Ypanset agpec DHCP-cepsepa nau ucxogawmii nHtepodeiic.

ipv6 dhcp information option
format-type interface-id word

no ipv6 dhcp information op-
tion format-type interface-id

word: (1..63) cumsonos

3agaeT naeHTUdPMKaTop nopta (onuma 18)

Ypanset ugeHtudukaTop nopra

ipv6 dhcp information option
format-type remote-id word

no ipv6 dhcp information op-
tion format-type remote-id

word: (1..63) cumBonos

3agaet naeHtndukatop remote-id (onuua 37)

Ypanset ugeHtuodukatop remote-id.

lvp6 dhcp guard policy word

no ipv6 dhcp guard policy
word

word: (1..32) cumBonos

Co3gaét nonntuky DHCPv6 Relay, BxoauT B pexum eé
KOHPUryprpoBaHus.

Ypansaet nonntuky DHCPv6 Relay.

ipv6 dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

Preference: (0..255)

HacTpanBaeT MMHUMANbHYIO U MaKCUMa bHYIO FPaHuULLy ais
preference, otnpasnsaemoro B Advertise dhcpv6 coobieHnn
oT cepBepa KaneHTy. Advertise dhcpvé coobleHnua ¢
BbIXOAALWMMM 3a rpaHuLy preference byayt oTbpoLueHbl.

Yaanaer MUHUMaNbHYO U MaKCUMabHYIO rpaHuLy Ans
preference.

KomaHObI pexcuma KoHgu2ypuposdaHua noaumuxku DHCPv6 Relay

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-dhcp-guard) #

Tabnnua 288 — KomaHab! pexkmuma KoHpurypuposaHua noantukn DHCPv6 Relay

KomaHda

3HauyeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

device-role {client | server}

no device-role

word: (1..63)
CMMBOJIOB

3aZaéT posib MOPTa, K KOTOPOMY NPUBA3aHa NOAUTUKA. MopT
MOKeT 6bITb 0603HaYeH KaK LLOBEPEHHbIN — B CTOPOHY
cepBepa M Kak Hef0BEPeHHbI — B CTOPOHY KAMEHTa.

Ypanaet ponb NopTa, K KOTOPOMY NpUBA3aHa NONUTUKA.

match reply disable

—/BbIK/IIOYEHO

OTKN0YUTbL NPOBEPKY BblAAHHBIX CEPBEPOM afpecos B
nosy4yeHHbIx coobuieHnax DHCPv6
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no match reply

BKNtouMTb NPOBEPKY BblAAHHbBIX CEPBEPOM aZpPECOB B
nosy4yeHHbIX coobueHnsax DHCPv6

match reply prefix-list word

no match reply

word: (1..32)
CMMBOJI0B

HacTpouTts GpuabTpaLumio BblgaHHbIX CEPBEPOM aAPECOB B
nosy4yeHHbIx coobueHmnax DHCPv6 cornacHo prefix-list

OTKNOUUTD GUABTPALLMIO BblAAHHbBIX CEPBEPOM aiPECOB B
nosyyeHHbIx coobueHmnax DHCPv6 cornacHo prefix-list

match server address disable

no match server address

—/BbIK/OYEHO

OTKNOUUTL NPOBEPKY aZpeca cepBepa B NOJYYeHHbIX
coobueHuax DHCPv6

BKNOUMTL NPOBEPKY apeca cepBepa CEPBEPOM a4pPECOB B
nosly4yeHHbIX coobeHnsax DHCPv6

match server address prefix-list
word

no match server address

word: (1..32)
CMMBOJI0B

HacTtpouts dpuabTpauumio agpeca cepsepa B NoayYEHHbIX
coobuweHunax DHCPv6 cornacHo prefix-list

OTKAOUUTL GUBTPALLMIO afpeca cepBepa B NOJyHeHHbIX
coobuweHunax DHCPv6 cornacHo prefix-list

KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKMK:

console (config-if) #

Tabnnua 289 — KomaHgbl pexkuma KoHpurypuposaHua nHTepdeica Ethernet

KomaHda

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vlan_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YkasbiBaeT agpec DHCP-cepBepa nan HacTpamsaeT
ncxogAawmn nHtepdeiic.

Ypansaet agpec DHCP-cepsepa uau Ucxoaawmin uHtepoeiic.

ipv6 dhcp relay information
option format-type interface-
id word

no ipv6 dhcp relay information
option format-type inter-
face-id

word: (1..63) cumBonos

3apaeT naeHTuounkaTop nopta (onuma 18)

BoccTaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

ipv6 dhcp relay information
option format-type remote-id
word

no ipv6 dhcp relay information
option format-type remote-id

word: (1..63) cumsonos

3apaeT naeHTuomnkaTop remote-id (onuma 37)

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ipv6 dhcp guard attach-policy
word [vlan vian_id]

no ipv6 dhcp guard attach-pol-
icy word

word: (1..32) cumBonoB
vlan_id: (1..4094)

3apaeT naeHtudmkaTop remote-id (onumsa 37)

BoccTaHaBnvBaeT 3HavyeHMe No YMOTHAHWUIO.

ipv6 dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

Preference: (0..255)

HacTpauBaeT MMHUMAbHYIO U MaKCMMabHYIO rpaHuLy ais
preference, otnpasasemoro B Advertise dhcpv6é coobluieHmm
OT cepBepa KaneHTy. Advertise dhcpvb coobuieHnmus ¢
BbIXOAAWMMM 3a rpaHuuy preference 6yayT oT6poOLLEHDI.

YpanaeT MUHMMaNbHYIO U MaKCUMaIbHYHO rpaHuLy Ans
preference.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica VLAN

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnua 290 — KomaHgbl pexkuma KoHpurypuposaHua nHtepoeica VLAN

KomaHda

3Ha4yeHue/ 3HayeHue
no ymon4aHuio

Aelicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vlan_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vlan_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YkasbiBaeT agpec DHCP-cepBepa nan HacTpamsaeT
nexogAawmMn nHTepoeic.

Ypanset agpec DHCP-cepBepa nau ucxogawmii uHtepdeiic.

ipv6 dhcp relay information
option format-type interface-
id word

no ipv6 dhcp relay information
option format-type inter-
face-id

word: (1..63) cumBonos

3agaeT naeHTUdUKaTop nopta (onuma 18)

BoccTaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

ipv6 dhcp relay information
option format-type remote-id
word

no ipv6 dhcp relay information
option format-type remote-id

word: (1..63) cumsonos

3agaeT naeHTUduKaTop remote-id (onuus 37)

BocctaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

ipv6 dhcp guard [attach-policy
word]

no ipv6 dhcp guard [attach-
policy word]

word: (1..32) cumBonos
vlan_id: (1..4094)

3afaet naeHtnodukatop remote-id (onuua 37)

BoccTaHaBnAuBaeT 3HaYeHMe Mo YMOAYAHUIO.

ipv6 dhcp Idra

no ipv6 dhcp Idra

—/BbIK/IOYEHO

Bkntoyaet Lightweight DHCPv6 Relay Agent (LDRA).

Bkntoyaet Lightweight DHCPv6 Relay Agent (LDRA).

ipv6 first hop security [attach-
policy word]

no ipvé6 first hop security [at-
tach-policy word]

—/BbIK/IOYEHO

Paspewaet paboTty ¢pyHKumit DHCPV6 guard, Relay, LDRA,
ICMPv6, DHCPV6.

3anpewaeT paboty pyHKumit DHCPv6 guard, Relay, LDRA,
ICMPv6, DHCPV6.

Npumep HacTpolikn DHCPv6 LDRA:

console#

console# configure

console (config)# ipv6é dhcp guard policy DHCP RELAY TRUST
console (config-dhcp-guard) # device-role server
console (config-dhcp-guard) # exit

(
(

console (confiqg) #
(

console (config) # interface gigabitethernet 1/0/12
console (config-if)# ipv6é dhcp relay information option format-type

interface-id GilZ2

console (config-if) # ipvé dhcp relay information option format-type remote-id

MES2324

console (config-if) # exit
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console (config)# !

console (config)# interface gigabitethernet 1/0/24

console (config-if)# ipv6é dhcp guard attach-policy DHCP RELAY TRUST
console (config-if)# exit

console (config)# !

console (config) # interface vlan I

console (config-if)# ipvé dhcp ldra

console (config-if)# ipv6é dhcp guard

console (config-if)# ipv6é first hop security

5.30 KoHpwurypauua PPPoE Intermediate Agent

®yHKumnA PPPOE |A peannsoBaHa B COOTBETCTBUM € TpeboBaHMAMKM AoKymeHTa DSL Forum TR-101 u
npefHasHavyeHa Ana UCNoAb30BaHMA HAa KOMMYTaTopax, paboTatowWwmx Ha ypoBHe AoCTyna.

PyHKUMA No3BONSET AONOAHATL NakeTbl PPPOE Discovery nHpopmaument, xapaktepusytowen nHtep-
deinc goctyna. 3To HeOb6X0ANMMO ANA UAEHTUDMKALMM MOJIb30BaTENIbCKOTO MHTepdeica Ha cepBepe AoCTyna
(BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTtom n o6paboTkoit naketos PPPoE Active Dis-
covery ocyluecTBaseTca rnobasbHO o5 BCEro YyCTPOMCTBA M BbIBOPOYHO A/1a KaXKA0ro MHTepdeica.

Peanunsaums ¢yHKkUMn PPPOE IA npegocTaBnseT 4ONOAHUTEIbHbIE BO3MOMKHOCTU KOHTPOS COOBLLEHW
NPOTOKO/1a NyTeM Ha3HaYeHUs A0BEPEHHbIX MHTEPdENCOB.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmMma rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnnua 291 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue

KomaHda

110 yMOAYAHUIO

Aelicmeue

pppoe intermediate-agent

no pppoe intermedi-
ate-agent

—/oTKAtO4EeH

Paspewntb paboTy PPPOE Intermediate Agent.

3anpetutb paboTy PPPOE Intermediate Agent.

pppoe intermediate-agent
timeout seconds

no pppoe intermedi-
ate-agent timeout

seconds :(0..600)/300

YCTaHOBUTb AMMUT BpemMeHUN HeaKTUBHOCTU NONb30BaTENA.

BOCCTaHOBUTbL HACTPOMKM MO YMOIYAHMIO.

pppoe intermediate-agent
format-type access-node-id
word

no pppoe intermedi-
ate-agent format-type ac-
cess-node-id

word: (1..48)
cumeona/
naeHtTnduKatop
YCTPOMCTBA He
Ha3HauyeH.

YcTaHOBKa CTPOKM MAEHTUOMKALMM YCTPOIMCTBA AOCTyna.

BoccTaHoBUTL HaCTpOVIKM NoO YMO/THaHUIO.

pppoe intermediate-agent
format-type generic-er-
ror-message word

no pppoe intermedi-
ate-agent format-type ge-
neric-error-message

word: (1..128)
cumsona/PPPoE
Discover packet is too
large to process.

YcTaHOBKa TeKcTa coobueHna ob owmnbKe npesblilleHMsa pas-
mepa naketa (MTU), otnpasnsemoro PPPoE IA 8 PADO wuau
PADS naketax.

V Ecnm coobueHune coaepKuUT cumeobl npobena, ero

HeOGXOAMMO 3aK/1I0O4YUTDb B KaBbI4KWU.
BoccTaHoBUTL HaCTpOVIKM No YMO/THaHUIO.
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pppoe intermediate-agent
format-type option {sp | sv
| pv | spv | user-defined}
delimeter [.,:#/ ]

no pppoe intermedi-
ate-agent format-type op-
tion

—/ycTaHoBneH
dopmart B
cooTBeTcTBMM ¢ TR-101:
slot / port : vlan;

Hactpoiika Habopa napameTpoB 1 pasgenuTens Mexay HUMu,
KOTOpble NCNOb3YOTCA AN GOPMUPOBaHUA NoAoNuMK circuit -id.
B KOmMaHAe MCnonb3yloTcA cneaytowme yCaoBHble 0603HaYeHun:
- sp — slot + port

-sv — slot + vlan

- pv — port + vlan

- spv — slot + port + vlan

- user-defined — dopmart onpegenserca nonbsosatenem. Mpu
onpeaeneHnm UCNonb3yoTca cneaytowme WabnoHbl:

%h: hostname;

%p: KOPOTKOE UMsA NopTa, Hanpumep gil/0/1;

%P: oaivHHOE UMmA nopTa, Hanpumep, gigabitethernet 1/0/1;

%t: TMn nopta (3HaueHune nons ifTable::ifType B
LWeCcTHaALATEPUYHOM BUAE);

%m: MAC-agpec nopta B popmate H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;

%u: HOMep IHUT];

%S: HOMep CNoTa;

%n: HoOMep nopTa (Kak Ha InLEeBoi NaHenu);

%i: ifindex nopTa;

%v: naeHtnoukatop VLAN.

%c: MAC-agpec abOHEHTCKOro yCTPOMCTBa;

%alvlan_id]: IP-agpec nntepdeiica VLAN. Ecam vlan_id He yKasaH,
To noacrasnaetca IP-agpec uHtepdeiica default vlian. Ecam IP-
appec He HaraeH, noactasnsetca agpec 0.0.0.0.

BoccTaHOBWTbL HAaCTPOMKM MO YMONYAHUIO.

pppoe intermediate-agent
format-type remote-id re-
mote_id

no pppoe intermedi-
ate-agent format-type re-
mote-id

remote_id: (1..128)
CMMBO/IOB

HasHaueHue naeHtndukaTopa remote-id, gobasnsemoro Kom-
MYTaToOpPOM r106asbHO.

BoccTaHaBAMBaeT HaCTPOMKY MO YMONYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoOHOUrypaumm nHtepoeica:

console (config-if) #

Tabanua 292 — KomaHgb! pexkuma KoHpurypauum nHtepdelica Ethernet, rpynnbl noptos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

pppoe intermediate-agent

no pppoe intermedi-
ate-agent

—/3anpet

PaspeleHmne pabotbl PPPOE Intermediate Agent Ha
nHTepodelice.
3anpert paboTbl PPPOE Intermediate Agent Ha uHTepdeiice.

pppoe intermediate-agent
format-type circuit-id cir-
cuit_id

no pppoe intermedi-
ate-agent format-type cir-
cuit-id

circuit_id: (1..63)
CMMBOJI0B

HasHaueHune npgeHtndukartopa circuit-id, sobasnsemoro
KommyTaTopom. MaeHTnduKaTop, 3afaHHbIN B KOMaHae,
MOZIHOCTbIO NepeonpeaenaeT MAeHTUPUKATOP, BblUUCAAEMbIN
Ha ocHoBe rnobanbHbix NapameTpoBs access-node-id u
option/delimeter.

BoccTaHaB/IMBAET HACTPOMKY Ha ocHOBE rNo6anbHbIX
napameTpos access-node-id u option/delimeter.

pppoe intermediate-agent
format-type remote-id re-
mote_id

remote_id: (1..63)
cumeonos/MAC-agpec
KOMMYyTaTOpa.

HasHaueHune naeHtndukatopa remote-id, gobasnsemoro
KommyTaTopom. MaeHTnduKaTop AoAKeH BbiTh
CKOHOUrypupoBaH Ha Bcex MHTepdelicax KommyTaTopa, rae
paboTaeT PPPOE IA.
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no pppoe intermedi-
ate-agent format-type re-
mote-id

BocctaHasnusaet HaCTpOlley NO YMOZIHaHUIO.

pppoe intermediate-agent
trust

no pppoe intermedi-
ate-agent trust

—/He asnsaeTca
[l0BEPEHHbIM.

YnpasneHue pexumom gosepus K nHtepodeicy. KomaHaa
nobasnaeT MHTepdenc K CNUCKY J0BEPEHHbIX.
NHTepdelicbl, K KoTopbiM NnogKkntoueHbl PPPoE-cepBepbl,
HacTpamBalOTCA KaK foBepeHHble. MHTepdelchl, K KOoTopbiM
NOAKNOYEHbI NO/Ib30BaTeNMN, HAaCTPaMUBAtOTCA KakK
HefOBEPEHHbIE.

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHMIO.

pppoe intermediate-agent
vendor-tag strip

no pppoe intermedi-
ate-agent vendor-tag strip

— /BbIKOYEH

PaspeweHue yaanenus vendor-specific onuumn n3 naketos
PADO, PADS, PADT nepepg, oTnpaBKOM UX B CTOPOHY
nonb3oBaTena. OyHKUMA yaaneHus MOXKeT bbITb UCNO/b30BaHa
TONbKO Ha UHTepdelice, Ha KOTOPOM pa3pelleHa pabota PPPoE
IA 1 KoTopbIl fABNAETCA A0BEPeHHbIM MHTepdelicom. ObbluHO
dYHKUMA yaaneHusa HacTpanBaeTca Ha uHTepdeiice,
obpaleHHom B cTopoHy PPPoE-cepsepa.

BbikntoyaeT pexxum yganeHums.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 293 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show pppoe intermedi-
ate-agent info [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTobparkeHne HacTpoeKk PPPOE Intermediate Agent. Ecan B
KOMaHAe ABHO He 3afaH UHTepdelic, To KOMaHAA BbINONHAETCA
Ons Bcex UHTepdelicos, rae paspewweHa pabota PPPoE A 1 Bcex
[,0BEPEHHbIX NOPTOB.

show pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTobparkeHne cTaTUCTUKK paboTbl PPPOE Intermediate Agent.
Ecnu B KOMaHze He 3af,aH ABHO MHTepdeNc, TO KOMaHaa
BbINONHAETCA ANA BCeX HTepdencoB ¢ paspeLleHHbIM PPPOE IA 1
BCEX J,0BEPEHHbIX MOPTOB.

clear pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OuunCTKa CTaTUCTUKM paboTbl PPPOE Intermediate Agent. Eciv B
KOMaHZe He 3aZlaH ABHO MHTepdeic, TO KoMaHAa BbINOHAETCA
0N Bcex nHTepdelicos ¢ paspelweHHbim PPPOE IA 1 Bcex
[,0BEepeHHbIX NOPTOB.

show pppoe intermedi-
ate-agent sessions [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTObpaKeHNe BCeX 3aperncTpMpoBaHHbIX KTMEHTCKUX CECCUA.
Ecnv B KOMaHge He 3a4aH ABHO UHTepdeiic, To oTobparkatoTea Bce
Ceccuu ¢ COpTUPOBKOW No MHTepdeicam.

clear pppoe intermedi-
ate-agent sessions [mac-ad-
dress]

mac address: (H.H.H
vnan H:H:H:H:H:H nan
H-H-H-H-H-H)

3aKprBaeT KNNEHTCKYH CceCCcuio. Ecau He YKa3aH mac address, TO
BCe ceccunm.

286

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

5.31 KoHdurypauua DHCP-cepsepa

DHCP-cepBep ocywiectBafeT LEeHTPaIM30BaHHOE yNpaBAeHUe CeTEBbIMU agpecamm U COOTBETCTBYIO-
MMM KOHPUTYPALMOHHBIMW MapaMeTpaMmm, aBTOMaTUYECKN NPeaoCcTaB/ifAsa UX KIMEeHTaM. DTO NO3BOAET U3-
6exaTb Py4YHON HACTPOMKM YCTPOMUCTB CETU N YMEHbLUAET KOJIMYECTBO OLLMOOK.

Ethernet-kommyTaTopbl MmoryT paboTaTb Kak DHCP-KnueHT (nonyyeHmne cobectBeHHoro IP-aapeca ot cep-
Bepa DHCP), Tak 1 Kak DHCP-cepBep. BoamokHa ogHoBpemeHHas pabota DHCP-cepeepa n DHCP-relay.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnunua 294 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o yMoOAYAHUIO
ip dhcp server BkntoueHune ¢dyHKunmn DHCP-cepBepa Ha KommyTaTope.
’ Nepea skntoueHnem DHCP-cepsepa
H npeABapuUTeNbHO A0/XKHbI 6bITb OTKNOUYeHbl DHCP-
—/BbIK/IOYEHO .
KnAneHTbl Bo Bcex VLAN. B Tom uncne BKAIOYEHHbIN
no ymonyaHuto DHCP-knuneHT Bo VLAN 1.
no ip dhcp server BbikntoueHne dpyHKummM DHCP-cepBepa Ha KommyTaTope.
ip dhcp pool host name Bxopg, B pexkum KoHduUrypaumm ctatudeckux agpecos DHCP-
cepsepa.
- name: (1..32) cumBosioB
no ip dhcp pool host name Ypansaet koHourypaumto DHCP-knMeHTa ¢ 3a4aHHbIM
UMEHeM.
ip dhcp pool network Bxog B pexxum KoHoburypauumn DHCP-nyna agpecos DHCP-
name cepsepa.
- name — uma DHCP-nyna agpecos.
name: (1..32) cumsonos ' MakcumanbHo gonyctumoe Konudectso DHCP pool
. YyKasaHo B Tabnuue 9.
no ip dhcp pool network Ypnansaetr DHCP-nyn ¢ 3aaaHHbIM UMEHEeM.
name
ip dhcp excluded-address YKasbiBaeT IP-agpeca, koTopble DHCP-cepBep He byaeT
low_address [high_ad- HasHa4aTb ans DHCP-KnneHTOB.
dress] - low-address — HayanbHbIV IP-agpec AnManasoHa;
— - high-address — KoHeuHbIl IP-agpec aManasoHa.
no ip dhcp excluded-ad- YpaneHue IP-agpeca 13 cnncka UCKAOUYEHUI ANA HazHaYeHun
dress low_address ero DHCP-knneHTam.
[high_address]
ip dhcp ping enable BkntounTb nepegayvy ICMP-3anpocoB Ha HasHavaembli IP-
afpec, 4Tobbl NPOBEPUTL 3aHATOCTb agpeca, Npexae Yem oH
—/BbikniodeHa byaeT HazHayeH DHCP-knneHTy.
no ip dhcp ping enable YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
ip dhcp ping count number Onpepenset KonmnyecTBo oTnpasasembix ICMP-3anpocos.
number: (1..10)/2
no ip dhcp ping count YCTaHOBWTb 3HaYEHME N0 YMOYAHMIO.
ip dhcp ping timeout time Onpegenset TalimayT, B TeyeHue Kotoporo DHCP-cepsep
time: (300..1000)/500 mc | OXwZAaeT oTBeT C afpeca, Ha KoTopblii nonyveH ICMP-3anpoc.
no ip dhcp ping timeout YCTaHOBUTb 3HAYEHME MO YMOJIYAHUIO.
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KomaHObI pexcuma KoHgu2ypayuu cmamu4yeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOWN CTPOKM B pexxnume KOHPUrypaumm ctatuyeckmx agpecos DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool host name
console (config-dhcp) #

Tabnnua 295 — KomaHgbl pexxuma KoHpurypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

address ip_address {mask |
prefix_length} {client-iden-
tifier id | hardware-ad-
dress mac_address}

no address

PyyHoe pe3sepsuposaHue IP-agpecos gna DHCP-knuneHTa.

- ip_address — IP-agpec, KoTopbliit 6yfeT conocTaBeH ¢
dU3NYECKUM aapeCcoM KNEHTa;

- mask/prefix_length — macka nogcetn/gnvHa npedukca;

- id — dusnyeckuit agpec (MaeHTUPUKaTOp) ceTeBol KapTbl;
- mac_address — MAC-agpec.

Ypanaet 3ape3epBupoBaHHble IP-agpeca.

client-name name

no client-name

name: (1..32) cumBosioB

Onpegenaet uma DHCP-knueHTa.

Ypanaet uma DHCP-knueHTa.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa

Bug 3anpoca KOMaHAHOM CTPOKU B pexkume KoHpurypaumm nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool network name
console (config-dhcp) #

Tabnuua 296 — KomaHapl pexkuma KoHoUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

address {network_num-
ber | low low_address high
high_address} {mask | pre-
fix_length}

no address

YcTaHaBAMBAET HOMep NOACETU U MACKy NOACETU s nyna
appecos DHCP-cepsepa.

- network_number — |P-agpec Homepa NoAceTH;

- low_address — HavanbHbIN IP-agpec gMana3oHa a4pecos;
- high_address — KoHeuYHbIl IP-agpec Anana3oHa aapecos.
- mask/prefix_length — macka noaceTu/pnvHa npedukca.

Ypansaet koHourypauuio DHCP - nyna agpecos

lease {days [hours
[minutes]] | infinite}

no lease

—/1 peHb

Bpemsa apeHabl IP-aapeca, KOTOpbI HazHavyeH oT DHCP.
- infinite — Bpema apeHAbl He OrpPaHNYEHO;

- days — KONnYecTBo AHEW;

- hours — KonnyecTBo Yacos;

- minutes — KOJIMYeCTBO MUHYT.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.

ping enable

no ping enable

—/BbIKNOYEHA

BkntounTb nepeagavy ICMP-3anpocoB Ha Ha3Havaembll IP-
afpec, 4Tobbl NPOBEPUTL 3aHATOCTb aApeca, Npexae Yem OH
6yaeT HazHayeH DHCP-KnueHTy.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.
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KomaHObI pexcuma KoHgu2ypauuu nyna DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-dhcp) #

Tabnnua 297 — KomaHgbl pexxuma KoHpurypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

default-router ip_ad-
dress_list

no default-router

Mo ymonyaHuto cnmucok
MapLIPyTU3aTOPOB He
onpegeneH.

Onpegenaer CNMCOK MapLIpyTU3aTOPOB MO YMOIYAHUIO An

DHCP-knueHTa:

- ip_address_list — cnucok IP-aapecoB MapLupyTM3aTOPOB.,

MOXET CoAepKaTb A0 8 3anunceit, pasaeneHHbix npobesom.
' IP-agpec mapLlupyTM3aTopa AonXKeH 6bITb B TOM e
- NOACETH, YTO U KANEHT.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

dns-server ip_address_list

no dns-server

Mo ymonyaHuio cnncok
DNS-cepsepoB He
onpegeneH.

OnpepaenaeT cnncok DNS-cepsepoB, AOCTYNHbIX ANA
KknmneHTos DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepsepoB, moeT
cofepyKaTb 0 8 3anucei, pasaeneHHbIx npobenom.

YcTaHaBAWBaeT 3HaYeHne No YMOAYaAHUIO.

domain-name domain

no domain-name

domain: (1..32) cumsonos

Onpegenaet gomeHHoe umsa ana DHCP-knneHToB.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonuyaHuio cnmucok
WINS-cepBepoB He
onpeaeneH.

Onpepenaet cnncok WINS-cepsepoB, AOCTYMHbIX ANA
KknmneHTtoB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepos,
MOKET COAEePKATb A0 8 3anuceli, pasaeneHHbix npobenom.

YcTaHaBAWBaeT 3HaYeHUe No YMONYAHUIO.

netbios-node-type {b-node
| p-node | m-node | h-
node}

no netbios-node-type

Mo ymonyaHuto TMn y3na
NetBIOS He onpegeneH.

Onpegenset mn y3na NetBIOS Microsoft ana knveHTos
DHCP:

- b-node — WKpoKoBeLLaTeNbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUHMPOBAHHbIN;

- h-node — rMbpunaHbLIN.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

next-server ip_address

no next-server

Mcnonb3yetca anAa ykasaHua DHCP-kaneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro AONKEH BbITb
NoJly4YeH 3arpy3oyHbli dpann.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3yetca anAa ykaszaHua DHCP-kaneHTy umsa cepsepa, €
KOTOPOro A0/1KeH BbITb NONYYEH 3arpy304Hbli dain.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

bootfile filename

no bootfile

filename: (1..128)
CMMBO/IOB

YKasbiBaeT uMa paiina, MCNob3yemoro AN HavyanbHol
3arpy3ku DHCP-knueHTa.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

time-server ip_address_list

no time-server

Mo YMONYaHUIO CNNCOK
cepBepoB He onpegeneH.

Onpegfensaer CNUCOK CEpBEPOB BPEMEHM, AOCTYMHbIX A5
knneHtos DHCP.

- ip_address_list — cnucok IP-agpecoB cepBepoB BPeMEHM,
MOXET CoAepKaTb A0 8 3anunceit, pasaeneHHbix npobesom.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}} [de-
scription desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val: (0..4294967295);
ascii_string: (1..160)
CUMBOJIOB;
desc: (1..160) cumBosioB

Hactpansaet onuuu DHCP-cepBepa.

- code — kog onumm DHCP-cepBepa;

- bool_val — noruyeckoe 3HayeHMue;

- integer — uenoe NoNOXNTeNbHOE YNCNO;
- ascii_string — ctpoka B popmarte ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoKa B 16-om dopmarte;

Ypanaet onumn gna DHCP-cepsepa.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnnua 298 — KomaHgb! pexuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
clear ip dhcp binding YaaneHue 3anuceii ns Tabauubl COOTBETCTBUA GU3NYECKUX
{ip_address | *} aApecos v aapecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:
- - ip_address — IP-appec, Ha3HauyeHHbIi DHCP-cepBepom;

- ¥ — yaanuTb BCe 3anucu.
show ip dhcp — MpocmoTp KoHoUrypaumm DHCP-cepeepa.
show ip dhcp excluded-ad- MpocmoTp IP-agpecos, KoTopble DHCP-cepsep He byaeT
dresses - Ha3HayaTb Ana DHCP-knneHTOB.
show ip dhcp pool host MpocmoTp KOHOUTypaumm ansa ctatmyecknx agpecos DHCP-
lip_address | name] name: (1..32) cepsepa:

CMMBO/IOB - ip_address — IP-agpec KAneHTa;

- name — nma DHCP-nyna agpecos.
show ip dhcp pool network name: (1..32) MpocmoTp KoHbUrypauumn DHCP-nyna agpecos DHCP-cepsepa:
[name] CMMBO0OB - name — nma DHCP-nyna appecos.
show ip dhcp binding MpocmoTp IP-agpecos, KOTOpble COMOCTaBAEHbI C
[ip_address] — dM3NYECKMMU a4 pecamm KNINEHTOB, a TaK e BPems apeHapl,

cnocob HasHavyeHua u coctoaHue IP-agpecos.
show ip dhcp server statis- . MpocmoTp ctatnuctukm DHCP-cepsepa.
tics
show ip dhcp allocated — MpocmoTp akTuBHbIX IP-agpecos, BbigaHHbix DHCP-cepBepom.

[pumepbl 8bIN0AHEHUS KOMAHO

= Hactpoutb DHCP-nyn ¢ umeHem test n ykasatb gna DHCP-KAneHTOB: uma gomeHa — test.ru, wnios
no ymon4yaHuto — 192.168.45.1 n DNS-cepsep — 192.168.45.112.

console#

console# configure

console (config) # ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp) # dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

—_— ~— ~— ~—

5.32 KoHdwurypauma ACL (cnucku KoHTponsa aoctyna)

ACL (Access Control List — cnucok KoHTposa goctyna) — Tabauua, KoTopas onpeaenseT npasuna
bunbTpaLmMmM BXoAALWEro U ucxoaawero TpaduMka Ha OCHOBAHWKM MepenaBaembiX B MaKeTax MPOTOKO/IOB,
TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

V ACL-cnucku Ha 6ase IPv6, IPv4 1 MAC-agpecoB He A0/KHbl MMeTb OAUHAKOBble Ha3Ba-
HUA.
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/ IPv6- un IPv4-cnnucku moryT paboTtaTb BMmecTe Ha ogHOM ¢pusnueckom nHrepdeiice. CNUCok
ACL Ha 6a3e MAC-agpecauumn He MOXKeT COBMELLATbCA CO cnuckom IPv6. lBa cnucka oau-
HaAKOBOro TUMa He MoryT paboTaTtb BMmecTe Ha UHTepdeiice.

KomaHgbl Ana co3gaHua W pefakTMpoBaHWsA cnvckoB ACL AOCTYMHbI B peume rnobanbHoM
KOHUrypaumu.

KomaHOb! pexrcuma 2106aabHOU KOHU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUrypauumn nmeet Bua;

console (confiqg) #

Tabnnua 299 — KomaHabl Ana co3gaHma n KoHourypauymm cnuckos ACL

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

ip access-list access_list
{deny | permit} {any |
ip_address [ip_ad-
dress_mask]}

no ip access-list access_list

ip access-list extended ac-
cess_list

no ip access-list extended
access_list

ipv6 access-list access_list
{deny | permit} {any |
ipbv6_address [ipv6_ad-
dress_prefix]}

access_list: (0..32)

CospaHune ctaHaapTHoro cnucka ACL.

- deny — 3anpeTuTb NPOXOXKAEHME NAKETOB C YKa3aHHbIMMU
napameTpamu;

- permit — pa3pewwnTb NPOXOXKAEHME NAKETOB C
yKa3aHHbIMW NapameTpamu.

YaanuTb CTaHOapTHbIN cnncok ACL.

Co3paHne HOBOro pacwmnpeHHoro cnucka ACL ana
aapecaunu IPv4 1 Bxopg, B pexkum ero KoHourypauum (ecnm
CMUCOK C A@aHHbIM UMEHEM €LLe He co3AaH), IMbo BXos B
pEeXMM KOHPUIypaL MM paHee Co34aHHOrO CMUCKA.

YpaneHue pacwmpeHHoro cnncka ACL gna agpecauun IPv4.,

CospaHne HoBOro CcTaHZapTHOro cnucka ACL gna agpecaumm
IPv6.

- deny — 3anpeTuTb NPOXOXKAEHME NAKETOB C YKa3aHHbIMU
napameTpamu;

cMMBOA - permit — paspewmnTb NPOXOXKAEHME NAKETOB C

yKa3aHHbIMM NapameTpamu.

no ipv6 access-list ac- YpaneHue ctaHaapTHoro cnvcka ACL ansa agpecaumm IPv6.

cess_list

ipv6 access-list extended Co3faHune HOBOro paclumpeHHoro cnmcka ACL ana

access_list aspecauuu IPv6 1 BXoZ B peXuUM ero KoHdurypaumm (ecnm
CMWUCOK C AaHHbIM UMEHEM eLle He co34aH), IMbo Bxoa, B
peXxunm KoHdUrypauum paHee co3faHHOro cnucka.

no ipv6 access-list ex- YpaneHue pacwmpeHHoro cnncka ACL ansa agpecauum IPv6.

tended access_list

mac access-list extended Co3paHue HoBoro cnmcka ACL Ha 6ase MAC-agpecaumm u

access_list BXOZ, B PEXMM €ro KOHUrypaLmm (ecam cnmcok ¢ AaHHbIM
MMEHEeM eLLe He CO34aH), B0 BXOA, B peXuUm
KOHPUrypaLmm paHee CO34aHHOrO CrMCKa.

no mac access-list ex- YpaneHue cnucka ACL Ha 6a3e MAC-aapecaumm.

tended access_list

access-list configuration YcTaHaBAMBAET perkMm KoHpurypmposaHua ACL.

mode {default | commit} - default — ACL MOXHO pefakTMpoBaTb TOIbKO TOrAa, Koraa
OH He NPMBA3aH HU K O4HOMY U3 MHTepdeiicos. HacTpoiku

— /default npasun ACL npumeHAl0TCA HEMeaNeHHO.

- commit — ACL MOXXHO pefiakTMpOBaTb, KOrAa OH NpUBA3aH
K pusnueckomy unm VLAN unHtepdelicy. UameHeHus
BCTYNAloT B CUY NOCAE BbINONHEHWUA KOMaHAb! access-list
commit.

access-list commit

MpumeHAeT nsmeHeHma Bo Bcex ACL-cnmnckax.
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access-list commit {ac-

access_list: (0..32)

MpumeHsaeT nsmeHeHuna B onpegeneHHom ACL-cnucke.

no access-lists statistics {
port | vlan}

— /BbIKOYEHO

cess_list} cMmBONa
access-lists statistics { port BKAtoyeHuMe cTaTucTuKkm cnmckos ACL
| vlan} - port — To/1bKO ANA cnuckos ACL, NpMBA3AHHbIX K

duU3MYeCKMM UHTepdelicam;
-vlan — TonbKo ansa cnuckos ACL, NpMBA3aHHbIX K
nHTepdericam VLAN.
/' [Ona kommyTtaTopos cepum MES23xx BO3MOXKHO
V BK/IlOYEHMUEe CTaTUCTUKKU cnuckos ACL,
NPUBA3AHHbIX TONIbKO K GU3NYECKUM NOpTam
WU TONBKO K uHTepdeiicam VLAN.

BbikntoyeHume ctatuctmkm cnmnckos ACL.

time-range time_name

no time-range time_name

time_name: (0..32)
cuMmBo/ia

Bxopg, B pexkum KoHduUrypauum time-range n onpegeneHue
BPEMEHHbIX MHTEPBaNoB A/1A CMMCKa AOCTyna.
- time_name — nma npoduna HacTpoek time-range.

YaaneHue 3agaHHoM KoHbUrypauum time-range.

Ona Toro 4tobbl

aKTnemsnposatb cnucok ACL,

NHTepdelicom, MCNONb3YIOLLMM CIIMCOK, MOXET bbiTb Nb60 nHTepdelic Ethernet, inbo rpynna nopros.

KomaHObI pexcuma KoHguaypauuu uHmepgpetica Ethernet, VLAN, epynnsi nopmos

KomaHZHan cTpoKa B pexkume KoHdurypaummn nitepdeiica Ethernet, VLAN, rpynnbl NOpToOB MMEET BUA,:

console (config-if)#

Tabnmua 300 — KomaHaa HasHavyeHua cnncka ACL-uHTepdeiicy

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

service-acl {input | out-
put} access_list

no service-acl {input |
output}

access_list: (0..32)
cumBoNa

B HacTpoikax onpeaenéHHoro ¢pusmnyeckoro nHtepdelica
KOMaHZa NpuBA3bIBAET YKa3aHHbIN CMIUCOK K lAHHOMY
nHTEpdecy.
/' Mpussaska K untepdeiicy VLAN BO3MOKHa TONbKO
V ANA HanpasneHus input.

HeobxogMmOo CBA3aTb ero c uHTepdelicom.

YpaneHue cnucka c uHTepdelica.

KomaHObi pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;

console#

Tabnunua 301 — KomaHabl Ana npocmoTpa cnnckos ACL

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

show access-lists [ac-
cess_list]

show access-lists
time-range-active [ac-
cess_list]

access_list: (0..32)
cumBona

Moka3aTtb cnuckn ACL, co3aaHHble Ha KOMMyTaTope.

MokasaTtb cnunckn ACL, co3paHHble Ha KOMMYTATOpE, KOTOpPble B
HacToALlee Bpema ABNAKTCA aKTUBHbIMU.
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show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

MokasaTtb cnucku ACL, HasHauyeHHble nHTepdelicam.

clear access-lists counters
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

O6HyAnUTb BCe cyeT4nKm cnuckos ACL, b0 cYeTUMKM aNa CNUCKOB
ACL 3apaHHOro uHtepdelica.

show interfaces access-lists
trapped packets [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

lMoKa3aTb CYETYMKM CUCKOB A0CTYNa.

clear access-lists statistics

O4nCcTUTL CTaTUCTUKY cnnckos ACL.

show access-lists candi-
date-config

MokasbiBaeT coctoAHMe Bcex ACL-cnncKoB nocsie BbINOJAHEHUSA
KOMaHAbl access-list commit.

show access-lists candi-
date-config {access_list}

access_list: (0..32)
cuMmBOIaA

MokasbiBaeT cocTtoAHMe onpeaeneHHoro ACL-cnucka nocne
BbINOJIHEHUS KOMaHAbI access-list commit.

show candidate-config ac-
cess-list

MokasblBaeT, Kak byayT Bbirnaaetb ACL-cnucku B show running-
config nocne BbiNoNHEeHWA KoMaHAb! access-list commit.

KomaHObi pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeet sua;

console#

Tabnunua 302 — KomaHab! Ana npocmoTpa cnnckos ACL

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show time-range
[time_name]

Moka3sbiBaeT KOHdUrypauuto time-range

5.32.1 KoHjpueypayusa ACL Ha 6a3e IPv4

B pgaHHOM pasgene npusBeaeHbl 3HAYEHMA M OMUCAHWA OCHOBHbIX MAPAMETPOB, MCMOJIb3yeMbIX B
COCTaBe KOMAaHA, HacTpoiKkm cnmckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHue U BXOL B PeEKUM
penaktuposaHua cnnckos ACL, ocHoBaHHbIX Ha agpecauun IPv4, ocyulecTBnaeTca No KOMaHAe: ip access-

list extended

H606XOAI/IMO BbIMNOJIHUTL Cieayouime KomaHAabl:

console#

console# configure

access-1ist. Hanpumep, ana cosgaHums cnucka ACL nopg HasBaHuem EltexAl

console (config)# ip access-list extended EltexAL
console (config-ip-al)#
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Tabnunua 303 — OcHOBHblE NapameTpbl, UCMO/b3yeMble B KOMaHAaX

Mapamemp

3HauyeHue

Aelicmeue

permit

[Oeticteue ‘paspelunTts’

Co3paet paspewatouiee npasuno ¢uabtpaumm B cnucke ACL.

deny

[OevictBue ‘3anpeTuTs’

Co3pgaet 3anpewatowee npasuno puabTpaumm B cnucke ACL.

protocol

MpoTokon

Mone npegHasHa4YeHo ANA YKasaHWA NpoToKona (Mam Bcex
NPOTOKO/I0B), HAa OCHOBE KOTOPOTO ByAeT ocyLiecTBASETCA
dunbTpauma. Mpu Bbibope NPOTOKO/Ia BO3MOXKHbI CAeaytoLime
BapwuaHTbl: icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6,
ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf,
ipinip, pim, 12tp, isis, ipip, 1M60 YMcNOBOE 3HAYEHMNE NPOTOKONA, B
aunanasone (0 - 255).

[na cootBeTcTBMA NIOBOMY NPOTOKOY UCMOb3YeTCA 3HaYeHue IP.

source

AZpec UCTOYHMKA

Onpegensert IP-agpec NCTOYHMKA NaKeTa.

source_wildcard

Macka agpeca UCTOYHUKa

BbuTtoBaa macka, npumeHaemas K IP-agpecy UCTOYHMKA NaKeTa.
Macka onpegenset 6uTbl IP-aapeca, KoTopble He06X0AMMO
WUTHOPUPOBATb. B 3HaYEHMA UTHOPUPYEMbBIX BUTOB A0/IXKHbI ObITb
3anuncaHbl eguMHULbl. Hanpumep, MCNonb3ya MacKy, MOXHO
onpeaenuTb A npasuna unbtpaumm IP-ceTb. Y1066l 06aBUTL B
npasuao punbTpaumnm IP-cetb 195.165.0.0, HeobxogMmo 3aaaTb
3HayeHMe mackn 0.0.255.255, To ecTb COrlacHO AaHHOW mMacke
nocnegHue 16 6ut IP-agpeca 6yayT UrHOPUPOBATLCA.

destination

Ajpec HazHayeHun

Onpepensaet IP-aapec HazHayeHMA nakeTa.

destination_wildcard

Macka agpeca
Ha3HavyeHuAa

BuToBaA mMacka, npumeHaemas K IP-agpecy HazHaueHUa nakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HeobxoAMMO
UrHopuMpoBaTb. B 3HaueHMA UrHOpUpyembix GUTOB A0/KHbI BbITb
3anucaHbl eanHULbI. MacKa UCMOob3yeTcs aHaOrMYHO Macke
source_wildcard.

vlan

NpeHTndukatop Vlan

Onpepenser Vlan, gnsa KoToporo 6yaet npMmMeHATbLCA NpaBuso.

dscp

Mone DSCP B 3aronoske L3

OnpeaenseT 3HayeHne DSCP-nons diffserv. BoamokHble Koapl
coobueHuit nons dscp: (0 - 63).

precedence

Mpuopwurer IP

Onpepgensiet npuopwutet IP-Tpaduka: (0-7).

time_name

Nmsa npoduna
KOHduUrypaumm time-range

OnpegenseT KOHOUIrypaLUIo BPEMEHHbIX MHTEPBAOB.

icmp_type

Tun coobueHnit npotokona ICMP, ucnonb3yemblii gna
dunbTpaymmn ICMP-nakeToB. Bo3aMoXKHble TUNbl cO0bLEeHMI nons
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-
advertisement, router-solicitation, time-exceeded, parameter-
problem, timestamp, timestamp-reply, information-request,
information-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply,
domain_name-request, domain_name-reply, skip, photuris, nnbo
YMCcNoOBOE 3HaYeHMe T1na coobleHuns, B gmanasoHe (0 - 255).

icmp_code

Kopa coobuieHnna
npoTtokona ICMP

Kog, coobuieHnit npotokona ICMP, ucnonb3yemblii gns
dunbTpaymmn ICMP-nakeToB. Bo3amoxKHble Koabl cO0bLWEeHMI nons
icmp_code: (0 - 255).

igmp_type

Tun coobueHunn
npoTtokona IGMP

Tun coobuieHnit npotokona IGMP, ncnonbsyemoiii gan
dunbTpaummn naketos IGMP. Bo3aMoXKHble TUMNbI CO0BL,EHMI oA
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nnbo YncnoBoe 3HayeHne
TMna coobuieHuns, B ananasoHe (0 - 255).
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destination_port UDP/TCP-nopt Bo3moskHble 3HayeHua nonaa TCP-noprta: bgp (179), chargen (19),
Ha3HayeHuA daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
UDP/TCP-nopt uctounnka | dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(223), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HauyeHue (0 - 65535).

source_port

list_of_flags Ecnu gns ycnosua dunbTpaumm dnar goMKeH 6biTb YCTaHOBAEH, TO
nepes HUM CTaBMTCA 3HaK «+», €CN HEe A0/IKEH BbITb YyCTaHOB/EH,
TO «-». BO3MOXHble BapuaHTbl ¢pnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu ncnonbszosaHmm
HECKO/IbKMX $GNaros B ycnosuu puabTpaunm, daarv obbeanHstoTca
B OZHY CTPOKRY 6e3 npobenos, Hanpumep: +fin-ack.

®dnarn npotokona TCP

disable_port BbIKNtOYAET NOPT, C KOTOPOro Bbl NPUHAT NaKeT,
OTKAtOYEHME NopTa YZAOBAETBOPAOLMI ycnoBuAM Nt0601 M3 KOmaHg 3anpeTa deny, B
COCTaBe KOTOpOW 6bl/10 onncaHo none.
log_input Bk/toyaeT oTnpaBky MHGOPMALMOHHBIX COOBLLEHUI B
OTnpasKa coobLLeHU CMUCTEMHbIW KYPHaA NPY NONYYEHUM NAKETa, KOTOPbIN

COOTBETCTBYET 3annUcu.

offset_list_name 3apaeT ncnosib3oBaHuWe cnucKa WwabnoHoB Nonb3osaTens
HanmeHoBaHMe cnucka
ANA pacno3HaBaHWA nakeTos. [na Kaxaoro cnucka ACL
WwabnoHOB Nosib3oBaTens o
MOXKeT BbITb onpegeneH CBOM CNUCOK WabnoHoB.

ace-priority NHaeKc 3a4aeT NoN0XKeHME NpaBuia B CIUCKE U ero
npuopuTet. YHem meHbLUe NHAEKC — TeM NPUOPUTETHEE
MpuopuTeT 3anucu npasuno. [JManasoH AONYCTUMbIX 3HAYEHUIM
(1..2147483647). 3HaueHMe NHAEKCA A0NKHO ObITb
YHUKaNbHbIM B paMKax cnucka npasuna s ogHom ACL.

Ona Bbibopa Bcero gnana3oHa napameTpos, Kpome dscp u IP-precedence, ucnonbsyerca
napameTtp «any».

Ecnu naket nonagaeT nog KpuTtepuii npasuna B ACL, To Hag HUM BbINO/HAETCA AelicTBUe
aTtoro npasuna (permit/deny). JanbHeliwan nposepKka He NPOU3BOAUTCA.

Ecnn Ha nHtepdeiic HasHauyeHbl IP 1 MAC ACL, To nepBoHa4anbHO NaKeT 6yaer npoBepeH
Ha cooTtBeTcTBUe npasunam IP ACL, notom — MAC ACL (B cnyyae, ecim He nonageTt noa
AeiictBue HU ogHoro u3 npasun IP ACL).

Ecnn nocne nposepku Ha cooTeBeTcTBue npasunam IP unn MAC ACL (Korga 1 ACL HasHauyeH
Ha uHtepdeiic) uam IP 1 MAC ACL (Koraa 2 ACL HasHauyeHbl Ha UHTepdeiic) NakeT He nonan
noa AeicTBMe HU O4HOrO M3 NPaBui, TO K AAHHOMY NaKeTy 6yaeT NpUMMeHeHo AeicTBue
“deny any any”.

< KKK

Tabnnua 304 — KomaHgbl, ucnonb3yemble gna Hactpoiikn ACL-cnnckoB Ha ocHoBe IP-agpecaunm

KomanHoa Aelicmeue
permit protocol {any | source source_wildcard} {any | [obasnsaeT paspelatowyto 3annce GuUabTpaLmm AN NPOTOKONa.
destination destination_wildcard} [dscp dscp | prece- MaKeTbl, OTBEYatOLWMeE yCA0BUAM 3anucu, byayT obpabaTtbiBaTbea
dence precedence] [time-range time_name] [ace-priority KOMMYTaTOPOM.
index]
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no permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp | prece-
dence precedence] [time-range time_name]

Ypanaet CO34aHHYIO paHee 3anunchb.

permit ip {any | source_mac source_mac_wildcard}

{any | destination_mac destination_mac_wildcard}

{any | source_ip source_ip_wildcard} {any | destina-
tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name] [ace priority in-
dex]

[obasnaeT paspeLlatoLyto 3anmce GUAbTPaLMK A8 NPOTOKONA
IP. MakeTbl, 0TBEYalOLWME YCAOBUAM 3anucu, byayT
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit ip {any | source_mac source_mac_wildcard}
{any | destination_mac destination_mac_wildcard}

{any | source_ip source_ip_wildcard} {any | destina-
tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name]

YaanaeT co3faHHyo paHee 3anuce.

permit icmp {any | source source_wildcard}{any | desti-
nation destination_wildcard} {any | icmp_type}{any |
icmp_code} [dscp dscp | ip-precedence precedence]
[time-range time_name] [ace-priority index] [offset-list
offset_list_name] [vlan vian_id]

[obasnsaeT paspelatoyto 3anmcb GuUabTpaLumn A1s NPOTOKONA
ICMP. MakKeTbl, OTBEYAOLLME YCIOBUAM 3anucu, byayt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence prece-
dence] [time-range time_name] [offset-list off-
set_list_name] [vlan vian_id]

YanseT co3gaHHy paHee 3anuch.

permit igmp {any | source source_wildcard} {any | desti-
nation destination_wildcard} [igmp_type] [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

JobasnsaeT paspeLatowyto 3annce GuabTpaLmm ans NpoTokona
IGMP. MakKeTbl, OTBEYalOLLME YCIOBUAM 3anucK, byayt
0bpabaTbiBaTbCA KOMMYTATOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

YanseT co3faHHy paHee 3anuch.

permit tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[JobasnsaeT paspelatowyto 3annce GuabTpaLmm Ans NpoTokona
TCP. MakeTbl, OTBEYAtOLLME YCAOBUAM 3anucK, byayT
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

Ypanaet co3gaHHyo paHee 3anuncob.

permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[obasnsaeT paspeLatoLyto 3anmcb GuUabTPaLMmM A8 NPOTOKoA
UDP. MakeTbl, OTBEYatoLLMeE YCAOBUAM 3anucu, byayTt
06bpabaTbiBaTbCA KOMMYTATOPOM.

no permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

YpanaeT co3gaHHyo paHee 3anuncob.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[ob6asnser 3anpeLaroLLyto 3anucb GUAbTPaLMM 418 NPOTOKOAA.
lMaKeTbl, OTBEYaIOLLME YCNOBUAM 3anucH, ByayT 610KMPOBaTLCA
KommyTaTopom. Mpu Mcnonb3oBaHMM Kntoyesoro cioBa disable-
port pusnyecknin MHTepdEenc, NPUHABLUNI TaKoW NaKeT, byaeT
BbIK/OYeH. Mpu ncnonb3osaHMK Katouesoro ciosa log-input
6yAeT oTnpas/ieHo coobLLeHME B CUCTEMHDIN KypHan.

no deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Ypanaet co3gaHHyo paHee 3anuchb.
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deny ip {any | source_ip source_ip_wildcard} {any | des-
tination_ip destination_ip_wildcard} [dscp dscp | prece-
dence precedence] [time-range range_name] [disa-
ble-port | log-input] [ace-priority index]

[JobasnseT 3anpeLyatoLLyto 3anucb GuUAbTPaLMM AN NPOTOKONA
IP. MakeTbl, 0TBEYAlOLWME YCAOBUAM 3anucu, byayT
6/10KMPOBATLCA KOMMYTATOPOM. [1PU UCMONB30BAHWUM K/HOYEBOTO
cnosa disable-port dpusnuecknin nnTepdeinc, NpMHABLIKIA TaKoM
nakert, 6yAeT BbIK/AOYEH. [pM MCNONb30BAaHUM K/IHOYEBOTO C/10BA
log-input 6yaeT oTNpaBneHO cOOBLLEHME B CUCTEMHbIN XKYPHaI.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name] [disa-
ble-port | log-input]

Yaanaer co3faHHyIo paHee 3anuch.

deny icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[LobasnaeT 3anpewatoLLyto 3anmcb GUAbTPaL MK 418 NPOTOKoNa
ICMP. MakKeTbl, OTBEYAOLLME YCIOBUAM 3anucu, byayt
6710KMPOBATLCA KOMMYTATOPOM. MPK UCNOL30BAHUM K/THOYEBOTO
cnosa disable-port dusnyecknii uHTepdelic, NPUHABLLKNIA TaKoM
nakeT, byaeT BblK/toyeH. Mpr MCNob30BaHWUM KAKOYEBOTO C/10Ba
log-input 6yaeT oTNpaBneHO cOObLLEHME B CUCTEMHbIN XKYPHaI.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YanseT co3faHHy paHee 3anuch.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

JobasnsaeT 3anpewatoyto 3anuce GuabTpaLmm 4aa NPoToKona
IGMP. MakeTbl, OTBEYatOLLME YCIOBUAM 3anucK, byayTt
6710KMPOBATLCA KOMMYTATOPOM. MPU UCNOb30BAHUM K/THOYEBOTO
cnosa disable-port dusnyecknii uHTepdelic, NPUHABLINIA TaKoM
nakert, 6yAeT BbIK/AOYEH. [pY UCNONB30BAHUM K/OYEBOTO C/10Ba
log-input 6yaeT oTnpasBneHo coobLieHNe B CUCTEMHBIIN KypHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

YoanseT co3faHHy paHee 3anuch.

deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[ace-priority index] [disable-port | log-input]

JobasnsaeT 3anpewatoyto 3anuce GuabTpaumm 4aa NPoToKoNa
TCP. MakeTbl, OTBEYAOLLME YCIOBUAM 3anucu, byayT
6710KMPOBATLCA KOMMYTATOPOM. MPU UCNOb30BAHUM K/THOYEBOTO
cnosa disable-port dpusnyeckmnin HTepdenc, NpMHABLWIKIA TaKoM
nakeT, byaeT BblK/AtoYeH. Mpu MCNoNb30BaHWUM KAOYEBOTO C10BA
log-input 6ygeT oTnpaBieHo coobLLEHME B CUCTEMHDIN KYpPHaN.

no deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YpanaeT co3gaHHyo paHee 3anuncob.

deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[JobasnsaeT 3anpeLatoLLyto 3anmcb GUAbTpaL MM ANA NPOTOKoA
UDP. NakeTbl, OTBEYAtOLME YCNOBUAM 3anucu, byayT
6710KMPOBATLCA KOMMYTATOPOM. MPKU MCNOL30BAHUM KHOYEBOTO
cnosa disable-port ¢pusnyeckmnin HTepdenc, NpMHABLWIKIA TaKoM
nakeT, byaeT BblkAtoYeH. Mpy CNoNb30BaHWM KOYEBOTO C/10Ba
log-input 6yzeT oTnpaBieHo coOobLLEHME B CUCTEMHbIN KYpPHaN.

no deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

YpanaeT co3gaHHyo paHee 3anuncob.
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Co34aéT cnucok WwabnoHOB Nosib3oBaTeNs ¢ umeHem name. Uma
MOKET BK/ItoYaTb OT 1 0 32 cumBOIOB. B 0gHOM KOMaHAe MOXKeT
copepKaTbCs 40 TPMHAALATH WABAOHOB B 3aBUCUMOCTM OT
BbIGPAHHOrO peXnma HaCTPOIMKM CNUCKOB AO0CTyNa (KomaHAaa set
system mode), BKto4alOLWMX Caeaytolme napameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOKHbIe 3HaueHusn:

13 — Havano cmelLeHna ¢ Havana IP-3aronoBKa;

14 — Hayano cmelleHmMA ¢ KoHua IP-3aronoBka.

- offset — cmelLeHne 6aiTa gaHHbIX B Npeaenax naketa.
ba3oBoe cmeLleHe NPUHUMAETCA 33 Ha4Yano OTCYeTa;

- mask — macka. B aHanu3e nakeTa NPUHMMALOT y4acTue TOIbKO
Te paspaabl b6aviTa, ANA KOTOPbIX B COOTBETCTBYIOLLMX paspaax
Macku 3agaHa ‘1’;

- value — NCKOMOe 3HauyeHue.

offset-list offset_list_name {offset_base offset mask
value} ...

no offset-list offset_list name Ypanaer co3faHHbIN paHee CrnCoK.

access-list commit

MpumeHsaeT nameHeHma B ACL-cnucke.

5.32.2 Konopuzypayusa ACL Ha 6a3e IPv6

B paHHOM pasgene npuBedeHbl 3HAYEHMA U OMMCAHMA OCHOBHbIX MAapPaMeTPOB, WUCMOJIb3yeMbIX B
cocTaBe KOMaHA HacTpoiKkm cnnckos ACL, ocHoBaHHbIX Ha aapecaunn IPvé6.

CospaHue n BXOo4, B peXum penaktnposaHma cnuckoB ACL, OCHOBaAHHbIX Ha aapecaumn [Pv6,
OCyLLeCTBAAETCA MO KOMaHAe: ipv6é access-list access-1ist. Hanpumep, gna cosganua cnmcka ACL
nog HazsaHnem MESipv6 Heob6xoAMMO BbINOMHUTL CAeayowme KOMaHabl:

console#

console# configure
console (config)# ipv6é access-list extended MESipvé
console (config-ipve-al) #

Tabanua 305 — OCHOBHblE NapaMeTpbl, UCNOJb3yemble B KOMaHAAX

MpoTokon

Mapamemp 3HauyeHue Aelicmeue
permit [JelicTBue paspelunTb Co3paer paspeluatolLee npasuao dunbTpaumm B cnncke ACL.
deny [eWncTteue 3anpeTnTb Co3pgaet 3anpewatowee npasuno unbtpaumm B cnncke ACL.
protocol Mone npegHasHavyeHo A1A YKaszaHMA NpoToKona (Mam Bcex

NPOTOKO/I0B), HAa OCHOBE KOTOPOTO ByAeT ocyLLecTBASETCA
dunbTpauua. Mpu Boibope NPOTOKO/IA BO3MOXKHbI CeaytoLime
BapuaHTbl: icmp, tcp, udp, "Mbo YMcnoBoe 3HaYeHME NPOTOKOA
— icmp (58), tcp (6), udp (17).

[nsa cooTBeTcTBMA N10O6OMY MPOTOKOJY UCMONL3YETCA 3HAYEHNE
IPv6.

source_prefix/length

Aapec oTnpasuTensa u ero
ANviHa

Onpegenset IPv6-aapec n anvHy npedukca cetn (0-128)
(konmuecTBO CTapwmx BUT agpeca) UCTOYHMKA NaKeTa.

destination_prefix/length

Ap,pec Ha3Ha4yeHuA n ero

Onpegenset IPv6-aapec n anvHy npedukca cetun (0-128)

ANVMHa (KonnuecTBO cTapwmnxX BUT agpeca) HasHAYeHUA NakeTa.
dscp Mone DSCP B 3aronoske Onpegpenset 3HayeHne DSCP-nons diffserv. BosamoskHbie Koabl
L3 coobueHunit nona dscp: (0 - 63).
precedence MpuopwuTet IP Onpeaenset npuoputeTt IP-Tpaduka: (0 - 7).
time_name Mma npodunn OnpegaenseT KOHPUrypaL Mo BPEMEHHbIX MUHTEPBA/IOB.
KOHUrypaumm time-range
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icmp_type Ucnonbsyetca ana ounovrpaummn ICMP-nakeTos. Bo3moxHbie
TUMbI U YNCIOBbIE 3HAYeHNA coobLLeHnin nonsa icmp_type:
destination-unreachable (1), packet-too-big (2), time-exceeded
(3), parameter-problem (4), echo-request (128), echo-reply
(129), mld-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement
(134), nd-ns (135), nd-na (136).

Tun coobuweHnn
npoTokona ICMP

icmp_code Koz coobuueHuii Ncnonbayetca ana punbtpaumm ICMP-nakeToB. Bo3moKHble
npoTtokona ICMP 3HavyeHua noas (0 - 255).
destination_port UDP/TCP-nopt Bo3moKkHble 3HayeHuA nonsa TCP-nopTa: bgp (179), chargen (19),
Ha3HavyeHun daytime (13), discard (9), domain (53), drip (3949), echo (7),
source_port finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc

(194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2
(109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-
ds (49), talk (517), telnet (23), time (37), uucp (117), whois (43),
www (80);

Ons UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).

Nn6o uncnosoe 3HavyeHue (0 - 65535).

UDP/TCP-nopT MCTOYHMKA

list_of_flags Ecaun ana ycnosua ¢unbTpaumm dnar 4oaKeH 6biTb YCTaHOBAEH,
TO Nepes, HUM CTaBUTCA 3HaK «+», eCAN He J0/KeH BbITb
YCTQHOBAEH, TO «-». BO3MOKHble BapuaHTbl dnaros: +urg, +ack,
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

®dnarn npotokona TCP

disable-port BbIK/IlOYaET NOPT, C KOTOPOTO BbIN NPUHAT NaKeT,
OTKAtOYeHMe nopTa YA0BAETBOPAIOLWMI ycN0BMAM Nt060M M3 KOMaHA 3anpeTa deny,
B COCTaBe KOTOpPOW, bbl10 onuncaHo none.

log-input BkntoyaeT oTnpaBKy MHPOPMALMOHHbLIX COODLLEHNI B
OTtnpaska coobLieHmit CUCTEMHBIN }KYPHAN NPU NONYYEHUWN NAKETa, KOTOPbIN
COOTBETCTBYET 3aMNMUCH.

ace-priority MHAeKc NnpaBuna B Tabanue, YeM MeHbLIE MHAEKC —
Tem nNpuopuTeTHee Npasmno. uanasoH A0onyCTUMbIX
MHaeKkc npasuna 3HauyeHni (1..2147483647). 3HayeHne MHAEKca
[O/IKHO 6bITb YHUKaNbHbIM B paMKax CrMCcKa Npasu B
ogHom ACL.

/ Dna Bbibopa BCcero agnanasoHa napameTpos, Kpome dscp u IP-precedence ncnonbsyerca
napameTtp «any».

V MNocne Toro, Kak xota 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHMMM B CNUCOK
AobasnalTca 3anucu

permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any
[Be nepBble U3 HUX pa3peLLaloT NOUCK coceaHUX IPv6-yCTPOMCTB C NOMOLLbIO NPOTOKOA
ICMPv6, a nocneaHaA o3HayaeT UTHOPUPOBaHUE BCeX NAKeTOB, He YAO0BNETBOPSAIOLUX
ycnosuam ACL.
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HELTEX

Tabnmua 306 — KomaHabl, ucnosbayemole ans Hactponkm ACL cnuckos Ha ocHoBe IPv6-agpecauum

KomaHoa

Aelicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[o6asnseT paspeluatoLLyio 3anucb GpuabTpaLum ans
npoTokona. MakeTbl, OTBEYAOLLME YCNOBUAM 3anucu, byayT
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

YpanseT cosfaHHyo paHee 3anuch.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[ob6aBnaeT paspeLuatoLlyto 3anuck puabTpaumum ana
npoTokona ICMP. NakeTbl, OTBEYaOLLME YCIOBUAM 3aNnCH,
6yayT 06pabaTbiBaTLCA KOMMYTAaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

YpanseT co3gaHHylo paHee 3anuchb.

permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[obasnseT paspeluatoLyto 3anuceb puabTpaumm ana
npotokona TCP. NakeTbl, 0OTBEYaKOLWMe YCIOBUAM 3aNUCH,
byayT 06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit tcp {any | source prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

YpanseT cosgaHHyo paHee 3anuch.

permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[obasnseT paspeluatoLyyto 3anuce puabTpaumum ana
npoTokona UDP. MakeTbl, 0TBeYatoLLMe yCN0BUAM 3aNunCH,
6yayT 06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit udp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

Ypanaet co3faHHyo paHee 3anuchb.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obasnseT 3anpeLLatoLyto 3anmMcb GuabTpaunmn ana
npoTokona. MakeTbl, 0OTBEYatoLMe YCAOBUAM 3anncK, byayTt
6710KMPOBaTLCA KOMMYTAaTOPOM. MpK UCNOABb30BaHUK
Kntoyesoro cnosa disable-port pusnuecknin nHTepdeiic,
NPUHABLUWIA TaKoW NakeT, byaeT BbikAtoueH. Mpu
MCNoNb30BaHMK Katouesoro ciosa log-input 6yaer
OTNPaBAEHO COOBLIEHNE B CUCTEMHDIN KypHan.

no deny protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

Ypanaert coO3gaHHYO paHee 3anuchb.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

JobasnaeT 3anpewatoLLyto 3anucb puabTpaumm gaa
npoTokona ICMP. NakeTbl, OTBEYaOLLNE YCAOBUAM 3annCH,
b6yayT 610KMpPOBATLCA KOMMYTAaTOPOM. MpK MCcNoNb30BaHWUMU
Kntoyesoro cnosa disable-port pusnuecknin nHTEpdeEiic,
NPUHABLUWIA TaKoW NakeT, byaeT BbikAtoueH. Mpu
MCNONb30BaHWUM KNtoyeBoro cnosa log-input 6yaet
OTNPaBAEHO COOBLEHME B CUCTEMHDIN KYpHa.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anucb.
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deny tcp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obasnseT 3anpeLyatoLyto 3anucb GUabTpPaLUm AN
npotokona TCP. NakeTbl, 0OTBEYaKOLWMe YCIOBUAM 3aMNUCH,
6yayT 610KMpPOBATLCA KOMMYTAaTOPOM. [PY NCNONBL30BAHUK
kntoyesoro cnosa disable-port dpusnyecknin nHtepdeiic,
NPUHABLUKNIA TaKoW NakeT, byaeT BbikatoueH. Mpu
MCNo/1b30BaHMK KatoueBoro ciosa log-input 6yaer
OTNPaBNEHO COObLLEHNE B CUCTEMHDIN KYPHA.

no deny tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YpanseT co3gaHHylo paHee 3anuchb.

deny udp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

JobasnaeT 3anpewatoLLyto 3anucb puabTpaumm gaa
npotokona UDP. MakeTbl, oTBeYatoLWmMe ychoBMAM 3anncu,
6yayT 6/10KMPOBATLCA KOMMYTATOPOM. MpPU UCNOb30BaHUK
kntoyesoro cnosa disable-port dpusnyecknin nHtepoeiic,
NPWHABLUNI TaKoW NaKeT, byaeT BbikAYeH. Mpu
MCNONb30BaHWMM KAtoYeBoro cnosa log-input 6yaet
OTNpPaBAEHO COObLEHME B CUCTEMHDIN KypHa.

no deny udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YpanseT cosfaHHyo paHee 3anuch.

offset-list offset_list_name {offset_base offset mask value}

Co34aéT cnUcok WabsI0HOB N0b30BaTENA C UMEHEM hame.
Mma moxeT BkAoYaTb oT 1 4o 32 cumBonoB. B oaHoM
KOMaHZAE MOKeT cofepKaTbCs A0 TPMHAALATU LWabnoHOB B
3aBMCMMOCTM OT BbIOPAHHOMO PEXMMA HACTPOMKM CMUCKOB
pocTtyna (komaHaa set system mode), BKAHOYAOLWMX
cnepyolme napameTpbi:

- offset_base — 6a3oBoe cmelleHMe. BO3MOXKHbIE 3HAaYEHUA:
I3 — Hayano cmeleHUs ¢ Havana IPv6-3aronoBKa;

14 — Hauyano cmeleHUsA ¢ KoHua IPv6-3arosioBKa.

- offset — cmelyeHue H6aliTa faHHbIX B Npeaenax nakera.
ba3oBoe cmelleHne NPUHUMAETCA 33 HAa4aslo OTCYEeTa;

- mask — macka. B aHanuse naketa NpMHMMAIOT y4acTue
TO/IbKO Te pa3pagpbl 6aiTa, 417 KOTOPbIX B COOTBETCTBYIOLLMX
pa3paaax Mmacku 3agaHa ‘1’;

- value — UCKOMOE 3HauyeHue.

no offset-list offset_list_name

Ypanaet CO3,EI,aHHbIl71 paHee CNUCOK.

access-list commit

MpumeHaeT nameHeHna 8 ACL-cnucke.

5.32.3 Konopuzypayusa ACL Ha 6a3e MAC

B paHHOM pasaene npueeneHbl 3Ha4eHUA U OMNUCAaHUA OCHOBHbIX MapaMeTpoB, MUCMO/Ib3yeMblIX B

cocTaBe KOMaHA HacTpoiKkm cnnckos ACL, ocHoBaHHbIX Ha MAC-agpecaumu.

Co3pgaHue M BXo4 B pexum pepaktupoBaHua cnuckoB ACL, ocHoBaHHbix Ha MAC-agpecauumm,
OCyLLecTBAAETCA MO KomaHae: mac access-list extended

co3gaHuA cnucka ACL nog HaszBaHMem MESmac Heob6xoAMMO BbINOIHUTL CAEAYHOLLIME KOMAHAbI:

console#
console# configure

console (config) # mac access-list extended MESmac

console (config-mac-al) #
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Tabnunua 307 — OcHOBHble NapameTpbl, UCMOJIb3yeMble B KOMaHAAX

Mapamemp 3HaveHue Aelicmeue
permit [eWcTBre paspewmnTb Co3paet paspewatouiee npasuao ¢punbTpaymm B cnmcke ACL.
deny [JeiicTBure 3anpetutb Co3paet 3anpewatouee npasuno ¢uabtpaumm B cnucke ACL.
source Apapec oTnpasutens Onpegenaer MAC-agpec UCTOYHUKA NaKeTa.

source_wildcard

ButoBas macka,
npumeHsaeman Kk MAC-

aapecy UCTOYHUKA NaKeTa

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heob6xo41MMOo
UIrHOPUPOBaTb. B 3HaUeHWUA MTHOPMPYEMBIX BUTOB A,0/1XKHbI ObITb
3anucaHbl eAnHULbI. Hanpumep, Ncnonb3ys Macky, MOXKHO
onpeaenuTb ANa npasuna puabTpaumm ananasoHa MAC-
aapecos. YTo6bl go6aBuTb B Npasuio ¢punbTpaumm sce MAC-
agpeca, HaunHarowmeca Ha 00:00:02:AA.xx.xx, Heobxoanmo
3a4aTb 3HayeHne macku 0.0.0.0.FF.FF, To ecTb, cornacHo gaHHoOM
macke, nocnegHue 32 6uta MAC-agpeca 6yayT He BaXKHbl gnA
aHanusa.

destination

Appec HazHayeHun

Onpegenaer MAC-agpec HazHaYeHUA NakeTa.

destination_wildcard

buToBas macka,
npumeHaeman K MAC-
agpecy HasHayeHuA

Macka onpegenset 6utol MAC-agpeca, KoTopble He06Xxo4MMO
UrHOPMPOBaTb. B 3HaYeHUA UTHOPMPYEMbIX BUTOB LO/KHbI BbITb
3anucaHbl eanHULbl. Macka MCNo/Ib3yeTca aHaorMYHO Macke

naketa source_wildcard.
vilan_id vlan_id: (0..4095) MoaceTtb VLAN dunbTpyembix NakeTos.
cos cos: (0..7) Knacc obcnykumsaHusa (CoS) duabTpyembix NaKeTOB.

cos_wildcard

buToBas macka,
npumeHaemas K Knaccy
obcnyxuanHus (CoS)
bUNbTPyEMbIX NAKeTOB

Macka onpegensnet 6utbl CoS, KoTopble Heob6xoaNMMO
WUTHOPUPOBATL. B 3HAYEHMA UTHOPUPYEMbBIX BUTOB AO/IKHbI ObITb
3anucaHbl eanHULbI. Hanpumep, 4Tobbl UCNOIb30BaTb B Npasuie
dunbtpaumm CoS 6 n 7, Heobxoammo B none CoS ykasaTtb
3HavyeHue 6, "nbo 7, a B NoNe Macku 3HadyeHue 1 (7 B 4BOMYHOM
npeacTtasneHnn — 111, 1 - 001, nonyyaercs, 4To nocaegHuin 6uT,
6yAeT MrHopmpoBaThea, To ecTb CoS moskeT 6biTb 60 110 (6),
nmbo 111 (7)).

KOHdUrypaumm time-range

eth_type eth_type: (0..0xFFFF) Ethernet TMN GpUAbTPYyEMBbIX NAaKETOB B LWECTHaALATEPUYHOMN
3anucu.
disable-port BbIKNtOYaAET NOPT, C KOTOPOTo BbI1 NPUHAT NaKeT,
- YA0BNETBOPAIOLLMIA YCNOBMAM KOMaHAbI 3anpeTa deny.
log-input BK/OYaeT oTNpaBKy MHPOPMALMOHHBIX COObLEeHNI B
OTnpasKa coobLLeHU CUCTEMHbIN XKYPHa NpY NOAYyYEHUU NaKeTa, KOTOPbIN
COOTBETCTBYET 3aNncHu.
time_name Nma npoduna OnpegenseT KOHPUIypaL Mo BpeMEHHbIX UHTEPBA/IOB.

offset_list_name

MobaliToBoE CMelLeHne
OT K/IIOYEBOW TOUKM

3apaeT ncnonb3oBaHMe CNMcKa WabnoHoB Nonb3oBaTens Ana
pacrnosHaBaHua nakeToB. Jas kaxaoro cnucka ACL moxkeT 6bITb
onpegenieH CBOM CNMUCOK WabaoHOB.

ace-priority MHaekc npasuna B TabamLe, YeM MeHbLLE MHAEKC — TEM
npuoputeTHee Npasuao. [lnanasoH AONYCTUMBbIX 3HaYEHU
n
HAGKC Npasuia (1..2147483647). 3HayeHUe MHAEKCA JOMKHO BbITb YHUKaNbHBIM
B pamKax cnucka npasua B ogHom ACL.
/ DOna Bbibopa Bcero gnManasoHa napameTtpos, Kpome dscp u IP-precedence ucnonb3syerca
napametp «any».
/ Mocne Toro Kak xora 6bl ogHa 3anucb gobasneHa B cnucok ACL, nochegHeit no ymonua-
Huio aobasBnserca 3anucb deny any any, KOTopas 03Ha4yaeT UrHOPUPOBaHUeE BCEX NAKEeTOoB,

He yaosaeTsopaAowmx ycnosnam ACL.
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Tabnmua 308 — KomaHabl, ucnosibayemble ans Hactponkm ACL-cnuckos Ha ocHoBe MAC-agpecauunm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name]
[ace-priority index] [offset-list offset_list name]

[obasnaeT paspeLatoLyto 3anucb puabTpaumu. MakeTsl,
oTBevatoLme ycnosuam sanmcu, byayT obpabatbiBaTbea
KOMMYTaToOpOM.

no permit {any | source source-wildcard} {any | desti-
nation destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [off-
set-list offset_list_name]

Yaanaer co3faHHyo paHee 3anuch.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wild-
card] [eth_type] [time-range time_name] [disable-port
| log-input] [ace-priorityindex] [offset-list off-
set_list_name]

[obasnaeT 3anpewatoLyto 3anmcb GunbTpaumu. NakeTsbl,
oTBevaloLme ycnosuam 3anucu, byayt 610kmpoBaTtbea
KommyTaTopom. Mpun MCNONb30BaHMM KNIOYEBOTO C10BA
disable-port, dpusnyecknin nuTepdeic, NpUHABLLIMI TaKoM
nakeT, byAeT BbIK/OYEH.

Mpu ncnonbsoBaHUM KatodeBoro ciosa log-input 6ypet
OTNPaBAEHO COOBLEHNE B CUCTEMHDIV KypHa.

no deny {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [dis-
able-port | log-input] [offset-list offset_list name]

Yaansert co3gaHHylo paHee 3anmch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3aaéT cnucok WwabnoHoB Nosib3oBaTeNA C UMEHEM name.
Mma moxkeT BKAto4aTb oT 1 g0 32 cMmBON0B. B 0aHOM KomaHae
MOXET COAEPMKATLCA A0 TPUHALLATM WabJOHOB B 3aBUCMMOCTU
OT BbIBPAHHOTO PeXXMMa HaCTPOMKM CMMUCKOB A0CTYNa (KomaHaa
set system mode), BK/loYalOLWMX Cneaylowme napameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOKHble 3HaYeHuUA:
12 — Hayano cmeuleHma ot EtherType;
outer-tag — Hayano cmeleHuns ot STAG;
inner-tag — Hayano cmeweHus ot CTAG;
src-mac — Havano cmelteHma ¢ MAC-agpeca UCTOYHUKA;
dst-mac — Havano cmeweHuns c MAC-agpeca HasHayYeHus.
- offset — cmelLeHne 6aiTa AaHHbIX B Npegenax nakeTa.
ba3oBoe cmeLleHMe NPUHUMAETCA 33 Ha4yaslo OTCYEeTa;
- mask — macka. B aHanuse naketa NnpUHMMalOT yyactue
TO/IbKO Te pa3pAaabl 6aiTa, ANA KOTOPbIX B COOTBETCTBYHOLLMX
paspagax Macku 3agaHa ‘1’;
- value — CKOMOe 3HayeHue.

no offset-list offset_list_name

YaanseT co3gaHHbIi paHee CMMCOK.

access-list commit

MNpumeHsaet nsmeHernna B ACL-cnucke.

5.33 KoHurypauma 3awmtbl ot DoS-atak

[aHHbIV KNacc KomaHg no3sosAeT 610KMPOBaTb HEKOTOPbIE PAcNPOCTPaHeHHble Knaccbl DoS-aTak.

KomaHObI pexcuma 2a06asnab6Hol KoOHGpuU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHGUrypauumn nmeet Bua;

console (config) #
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Tabnunua 309 — KomaHAabl ANA HACTPOMKM 3aWmTbl oT DoS-aTak

KomaHoa

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

security-suite deny
martian-addresses
[reserved] {add | remove}
ip_address

ip_address: ip-agpec

3anpewaet npoxoxaeHne G¢permMoB ¢ HefoNyCTUMbIMU
(«mapcraHckummn») IP-agpecamu nctodHmKa (loopback,
broadcast, multicast).

security-suite deny syn-fin

no security-suite deny syn-
fin

—/BKAIOYEHO

OT6pacbiBaeT nakeTbl tCp C 04HOBPEMEHHO YCTAHOBIEHHbIMMU
SYN- 1 FIN- dnaramu.

BbIk/toYaeT GYHKLMIO OTOPACbIBAHUA NAKETOB tcp €
oAHOBpeMeHHO ycTaHoBaeHHbIMU SYN- 1 FIN- dnaramm.

security-suite dos protect
{add | remove}
{stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpelyaeTt/paspellaeT NPOXOKAEHME ONpeseNeHHbIX TUMoB
TpaduKa, XapaKTepHbIX A5 BPEAOHOCHbIX NPOrpamm:

- stacheldraht — oT6pacbiBaeT TCP-nakeTbl C NOPTOM UCTOYHUKA
paBHbiM 16660;

- invasor-trojan — otbpacbiBaeT TCP-naKeTbl ¢ NOpTOM
Ha3Ha4vyeHunA paBHbiM 2140 n nopToM UCTOYHUKa 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl ¢ nopTom
Ha3HayeHuA 31337 1 nopTom UCTOYHMKa paBHbiMm 1024,

security-suite enable
[global-rules-only]

no security-suite enable

— /BbIK/IOYEHO

Bk/toyaeT Knacc KomaHg security-suite.
- global-rules-only — oTkntouaet knacc KomaHg, security-suite Ha
nHTepoercax.
V He BauseT Ha paboTy KomaHab! security-suite deny syn-
fin.

OTKAKOYaeT Knacc KOMaHA, security-suite.

security-suite syn
protection mode {block |
report | disabled}

no security-suite syn
protection mode

—/block

HacTtpansaet pexxkum 3awmtbl oT SYN-aTak:

- block — otbpacbiBaeT npegHas3HaueHHble yCTpOMCTBY tep-
naKeTbl ¢ ycTaHOB/IeHHbIM dpiarom SYN 1 popmupyet
npeaynpexaatouee coobuieHune;

- report — dopmupyeT npeaynpexkaatoee coobLieHne npu
npuxoae npeAHasHaYeHHOro yCTPOMCTBY tcp-nakeTa ¢
YCTaHOB/IEHHbIM d1Iarom syn;

- disable — oTkntovaet 3awumTy.

HacTpanBaeT pexkmm no yMoa4aHuIo.

security-suite syn
protection recovery sec

no security-suite syn
protection recovery

sec: (10..600) / 60

OnpeaensaeT MHTepBas, MO UCTEYEHMM KOTOPOro byaeT
pa3ba0KMpoBaH paHee 3a610KMPOBAHHbLIN UCTOYHUK SYN-aTaku.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

security-suite syn
protection threshold rate

no security-suite syn
protection threshold

rate: (20..200) / 80

OnpepenseT cCKOPOCTb (KOIMYECTBO NAKETOB B CEKYHAY) OT
KOHKPETHOro UCTOYHMKA, NPY KOTOPOM 3TOT UCTOUYHMK ByaeT
NOEHTUOULMPOBAH KaK aTaKyoLWmMA.

YcTaHaBAMBaeT 3HAYeHne no YMOANYaHULO.

security-suite syn
protection statistics

no security-suite syn
protection statistics

— /BbIK/OYEHO

BkntouaeT BegeHue ctatuctnkm SYN-aTak.

BbikntoyaeT BeaeHue ctaTUCTUKM SYN-aTak.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi mopmos

KomaHZHas CcTpoka B perkume KoHoUrypauum nHtepdeliica Ethernet, rpynnsi nopToB nmeeT BUA;:

console (config-if)#
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DHELTEX

Tabnmua 310 — KomaHaa KoHpUrypauunm 3awmtbl ot DoS-aTtak ans uHtepoeiicos

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

| remove} {any | ip_ad-
dress [mask]}

security-suite deny {frag-
mented | icmp | syn} {add

ip_address: IP-agpec;
mask: macka B dpopmate
IP-appeca unu npedukca

no security-suite deny

{fragmented | icmp | syn}

CosgaeT npasuo, 3anpeLuatoLee NpoxoxKaeHue TpaduKa,
COOTBETCTBYIOLLErO KPUTEPUAM.

- fragmented — ¢pparmeHTMpPOBaHHbIE NaKeTbI

- icmp — ICMP-Tpaduk

- syn — syn-naketbl

Ypanser 3anpelyatoLiee npasuso.

[mask]}

security-suite dos syn-at-
tack rate {any | ip_address

rate: (199..2000) nakeTtos
B CEKYHAY;

no security-suite dos
syn-attack {any | ip_ad-
dress [mask]}

ip_address: — IP-aapec;
mask: macka B popmate
IP-appeca unu npedukca

3afaeT Nopor syn-3anpocoB Ha onpeaesieHHbIn |P-
afpec/ceTb, NP1 NPeBbILEHUN KOTOPOTO /IMLLHME dpeimbl
byayT oTbpacbiBaThCA.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHULO.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 311 — KomaHga pexuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show security-suite
configuration

OTobparkaeT HaCTPOMKM 3aWwmTbl oT DoS-aTak

show security-suite syn
protection
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTobparkaeT HaCcTPOMKM 3aLwmTbl OT SYN-aTak U onepatuBHoe
COCTOAHUE UHTEePdECOoB.

show security-suite syn
protection statistics
[detailed] [source-ip
ip_address | interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
groupj]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTobparkaeT HAaCTPOMKM CTAaTUCTUKM 3aLmMTbl OT SYN-aTaK u

MHbOPMaUUIo 06 UCTOYHMKAX aTaKMU.

- detailed — oTobparkaeT AONONHUTENBHYIO MHDOPMaUULO 06

WCTOYHWMKE aTaKu;

- source-ip — oTobpakaeT MHPOPMaLMIO ANA YKA3aHHOTO ip

agpeca UCTOYHMKA;

- interface — oTobparkaeT MHopMmauUuto A1a yKazaHHOTroO

nHTepodelica.

V B cTraTucTUKe coxpaHaeTca uHpopmaumsa o 512
nocneaHUX UCTOYHUKAX aTak.

clear security-suite syn
protection statistics

OunwaeT CTaTUCTUKY 06 MCTOYHMKax SYN-aTak.
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5.34 KauectBo 06cnyusaHua — QoS

Mo ymon4aHMIo Ha BCeX MOPTAaX KOMMYTATOPa MCNOb3YyeTCA OpraHM3aLma oyepeam NnakeTos No MeToay
FIFO: nepBbIi npuwen — nepsbli ywén (First In — First Out). Bo Bpems MHTEHCMBHOW Nepegayn Tpaduka npu
NCNo/sIb30BaHMM A4AaHHOrO MeToZa MOTYT BO3SHUKHYTb NPo61eMbl, MOCKO/IbKY YCTPOIMCTBOM MTHOPUPYHOTCA BCE
nakeTbl, He Bolweawmne B bydpep ovyepean FIFO, n cooTBETCTBEHHO TepPAOTCA 6e3B0O3BpaTHO. PellaeT AaHHyto
npobsemy MeToZ, OpraHu3yloWwmnii oyepegu no npuoputety Tpadumka. MexaHmnsm QoS (Quality of service —
KayecTBO 0OC/Y»KMBaHUSA), Peann30BaHHbIM B KOMMYTAaTOpax, NO3BOAET OPraHM30BaTb BOCEMb oyepenen

NPUOPUTETA NAaKeTOB B 3aBUCUMOCTU OT TUIMa NepeaaBaeMbiX AaHHbIX.

5.34.1 Hacmpoiika QoS

KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 312 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip tx-dscp value

no ip tx-dscp

value: (0..64)/56

YcTtaHaBaumBaeT 3HavyeHue nona DSCP ana IP-nakeTos,
dbopMUpyeEMbIX LLEeHTPaIbHbIM NMPOL,ECCOPOM.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 tx-user-priority value

no ipv6 tx-user-priority

value: (0..7)/7

YcTaHaBnuBaeT 3HaveHue nona DSCP gna naketos, bopmupyembix
LLeHTPabHbIM MPOLLECCOPOM.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip tx-user-priority value

no ip tx-user-priority

value: (0..7)/7

YcTaHaBMBaeT 3HayeHne nons CoS Ans TerMpoBaHHbIX MAKeToB.,
bopmMmupyemMbIX LLeHTPaIbHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HAYEHME Mo YMO4aHUIO.

gos [basic | advanced
[ports-trusted |
ports-not-trusted]]

—/basic

Pa3pewaet KommyTaTopy ncnosb3osaTb QOS.

- basic — 6a308bIi1 pexkum QoS;

- advanced — paclnpeHHbI pexxmum KoHourypaumm QosS,
BKNIOYAIOLLMI NONHBIM NepeveHb KOMAHZA HacTporikmn QoS;

- ports-trusted — B AaHHOM MogpeXKnme NakeTbl HANPABAAOTCA B
BbIXOAHYIO ouepesb Ha OCHOBaHUM NO/eN B 3TUX NaKeTax;

- ports-not-trusted — B flaHHOM Nogpek1Mme BCe NaKeTbl
HanpaBAAIOTCA B HY/IEBYHO BbIXOAHYIO OYepeab N0 YMOAYaHUIO, ANA
OTNpaBKu B Apyrve oyepeam Tpebyercsa HasHauYaTb Ha BXOAHOM
nHTepoeric ctpaternio Knaccudumkaumm Tpaduka (policy-map).

qos advanced-mode trust
{cos | dscp | cos-dscp}

no qos advanced-mode
trust

—/OoTKAlo4YeH

YCTaHOBUTb MeTOA, A0BEPUA Ha NOpTax Npu paboTe B pexmme
paclwmpeHHoro KoHourypauum QoS u nogpexunme ports-trusted.

- COS — nopT AosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopt gosepseT 3HayeHmto DSCP B IPv4/IPv6-nakeTax;

- cos-dscp — nopT gosepsaeT 060MM ypoBHAM, ogHako DSCP umeet
npuoputet Hag 802.1p.

YcTaHaBAnBaeT MeToz, N0 YMOTHAHUIO.
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class-map
class_map_name [match-
all | match-any]

no class-map
class_map_name

class_map_name:
(1..32) cumBonos;
Mo ymonyanumo
ncnosb3yeTca onuuma
match-all

1. Co3faeT cnucok Kputepmes Knaccudurkaummn Tpadumka.

2. BXoamT B peXMM pelaKTUPOBaHNUA CNUCKa KpuTepnes

KnaccuouKkaumm TpadukKa.

- match-all — Bce KpuTepuKn aHHOro CNUCKa JO/KHbI ObITh

BbINOJIHEHDI;

- match-any — oauH, 1t060W KpUTEPUIA AAHHOTO CNMUCKA AO/IKEH

6bITb BbINOHEH.

V B cnucke KputepuesB moxeT 6bITb 0AHO UK ABa npa-
Buna. Ecnn npasuna aBa, n 06a OHM yKa3bIBalOT Ha pas-

Hble Tunbl ACL (IP, MAC), To Knaccudpukaums 6yaer ocyuiecrs-

NATbCA NO NEPBOMY B CMMCKE BEPHOMY NpaBuay.

V [DeicTByeT TONIbKO ANA pexxuma gos advanced.

Ypansaer cnucok KpuTtepues Knaccudurkaumm Tpaduka.

policy-map pol-
icy_map_name

no policy-map pol-
icy_map_name

policy_map_name:
(1..32) cumBonos

1. Co3paet cTpateruto Knaccupukaunm tpaduka.
2. BXoAWT B peXXUM pefakTUPOBaHUA CTpaTernm Knaccuoukaumm
Tpadwuka.
B ogHOM HanpaB/eHMU NoAAEPKUBAETCA TO/IbKO OAHA
V cTpaTerua Knaccudukauum Tpadumka.
Mo ymonuaHuio policy-map ycraHasnausaetr DSCP = 0
ana IP-naketos u CoS = 0 AnA TerMpoBaHHbIX NAaKeTOB.

V JeiicTByeT TONbKO anA pexxuma gos advanced.

YpansaeT npaBuao Knaccuomkaumm Tpaduka.

qos aggregate-policer ag-
gregate_policer_name
committed_rate_kbps ex-
cess_burst_byte [ex-
ceed-action {drop | po-
liced-dscp-transmit}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_nam
e: (1..32) cumBona;
committed_rate_kbps:
(3..57982058) kbUT/C;
excess_burst_byte:
(3000..19173960) 6aiiT

Onpeaenset WaboH HAaCTPOEK, KOTOPbIN NO3BOISET OFPAHNYUTD

Nnosiocy NPONYCKaHWA KaHaa U B TO Ke BpemsA rapaHTMpoBaTb

onpeaeneHHy CKOpocTb Nepesaym AaHHbIX.

Mpwn paboTe c N0NOCOM NPONYCKAHWUA UCMONb3YETCA af0PUTM

MAapPKUPOBAHHOM «KOP3MHbI». 3aga4elt anropuTma seaseTca

NPUHATUE PELLEHUSA: NePeaaTb NaKeT UAN OTOPOCUTb.

MapameTpamu anropuTma ABAAKTCA CKOPOCTb nocTynaeHus (CIR)

MapKepoB B «KOP3UHY» U 06BEM (CBS) «KOpP3UHbI».

- committed-rate-kbps — cpepHee 3HaueHMe CKOPOCTM TpaduKa.

[aHHasA CKopoCTb rapaHTMpyeTcs Npu nepegave MHGopmaLum;

- committed-burst-byte — pasmep caepKuBatoLLero nopora

baiiTax;

- drop — nakeT byaeT oTOpOLLEH, KOrAa «KOP3MHA» NepenoNHNUTCS;

- policed-dscp-transmit — npu nepenosiHeHNM «KOP3UHbI»

3Ha4yeHue DSCP byaeTt nepeonpeseneHo.

V Henb3a yaanutb WwabnoH HaCTPOEK, e/l OH UCMONb3Y-
etca B cTpaterum policy map, nepeps ypaneHuem cne-

AyeT yAanuTb Ha3HayeHue wabnoHa crpaterum: no police

aggregate aggregate-policer-name.

V [elicTByeT TONbKO ANA pexkuma gos advanced.

Ypansaet waboH HAaCTPOEK PeryMpoBaHmMs CKOPOCTM KaHasa.
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qos aggregate-policer ag-
gregate_policer_name pps
committed_rate_pps ex-
cess_burst_packet [ex-
ceed-action {drop | po-
liced-dscp-transmit}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:(
125..19531250)

excess_burst_packet:(1..

19531250)

OnpegenseT wabnoH HacTpoek, KOTopbI NO3BONAET

OrPaHUYUTL MONOCY NPOMNYCKAHWUA KaHaNa U B TO }Ke Bpems

rapaHTMpoBaTb ONpeaeNeHHY CKOPOCTb Nepeaaym AaHHbIX.

Mpwu paboTe c NoN0CO NPONYCKaHWUA UCMONb3YETCA aAropPUTM

MapKUPOBaHHOM «KOP3UHbI». 3a4a4elt anroputma ABAAETCA

NPUHATUE PelleHuns: nepeaaT NAKeT UM oTOPOCUTD.

MapameTpamu anropuTma ABAAKTCA CKOPOCTb NOCTYNEHUA

(CIR) mapKkepoB B «KOp3MHY» 1 06BEM (CBS) «KOp3UHbBI».

- committed_rate_pps — cpepHee 3Ha4YeHUE CKOPOCTU TpaduKa

B pps. [laHHasa CKOpOCTb rapaHTUpyeTca Npu nepegade

MHbOpMaLMK;

- excess_burst_packet — pasmep caepKuBatoLLero nopora B

nakerax;

- drop — naket 6ygeT oTbpoLIeH, Koraa «Kop3nHa»

nepenosiHUTCS;

- policed-dscp-transmit — npu nepenoaHeHUM KKOP3UHbI»

3HayeHue DSCP byaeT nepeonpegeneHo.

V‘ Henb3s yaanutb WwWabnoH HacTpoeK, ecim oH UCNoJb3y-
ercAa B cTpaterum policy map, nepes yaaneHuem cne-

AyeT yAanuTb Ha3HayeHue wabnoHa crpaterum: no police

aggregate aggregate-policer-name.

V‘ JeiicTByeT TONbKO aNA pexxmma gos advanced.

Ypansaet wabsoH HAaCTPOEK PeryIMpoBaHMa CKOPOCTM KaHaa.

wrr-queue cos-map
queue_id cosl...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayeHua CoS no
YMONYaHUIo ana
oyepenein:
CoS =1 — ouepegab 2
CoS =2 — ouepeap 3
CoS =0 — o4yepegb 1
CoS =3 — ouvepeap 6
CoS =4 — ovepeap 5
CoS =5 — ouepeap 8
CoS =6 — ouepeap 8
CoS =7 — ovepeap 7

Onpegenset 3HaueHun CoS gna oyepeaeit ucxogalero Tpaduka.

YcTaHaBAMBaeT 3HaYeHUA NO YMOAYAHUIO.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonuaHnuio sBec
KaXkaon odyepeam paBeH
1

MpucBanBaeT BEC UCXOOALLMM OYEPESAM, UCTIONb3YEMBIV
mexaHuamom WRR (Weighted Round Robin — BecoBoit mexaHusm
pacnpegeneHus HarpysKku).

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

priority-queue out
num-of-queues
number_of _queues

number_of_queues:
(0..8)

Mo ymonyaHuio Bce
ouepeam
obpabaTbiBatoTca no
anropuTtmy «strict

3a43aeT KONNYECTBO NPUOPUTETHBIX oYepeseit.
Ona npuoputeTtHoii ouepegn Bec WRR 6yaeTt urHopm-
poBaTtbca.
Ecnn 3apaetca otanyHoe ot «0» 3HayeHue N, To ctapuue N ove-
peaei 6yayT npuoputetHbimu (He 6yayT yuacteosatb B WRR).
Mpumep:
0: BCe oYepeaAun paBHOMNPABHbI;
1: cemb mnaawmx ovyepegeii yyacteytotr B WRR, 8-as He yyacr-
BYET;

priority». 2: wecTb mnaawmux oyepeaei yyacrsytor B WRR, 7, 8 He yyacr-
BYIOT.
no priority-queue out YcTaHaBAMBaAET 3Ha4YeHUE N0 YMONYAHMIO.
num-of-queues
qos wrr-queue wrtd Bkatoyaetr WRTD (Weighted Random Tail Drop) Becosoit
MexaHU3M yaaneHnn NakeToB U3 odepesen.
Mo ymonyanuio WRTD
V UsmeHeHMA BCTYNAT B CUMAy nocne nepesarpysku
BbIK/IHOYEHO o
yCTpoicTBa.
no gqos wrr-queue wrtd Bbikntowaetr WRTD.

gos map enable {cos-dscp
| dscp-cos}

Mcnonb3oBaTth 3afaHHy0 Tabavuy nepeMapKMpoBKU AN1A foBe-
PEeHHbIX NOPTOB KOMMYTaTOpaA.
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no qos map enable
{cos-dscp | dscp-cos}

He ucnonb3oBatb TabauLy nepemapKkUpoBKy.

qos map dscp-mutation
in_dscp to out_dscp

no qos map dscp-
mutation [in_dscp]

in_dscp: (0..63),
out_dscp: (0..63)

Mo ymonyaHuto KapTa
N3MEHeHW sBnsaeTcA
nycTol, To ecTb
3HayeHuna DSCP gna scex
BXOAALLMX NaKeTOB
OCTalOTCA HEM3MEHHbBIMMU

3anonHaeT Tabanuy nepemapknposku DSCP. [na BxogAaLmx na-
KeTOB C YKa3aHHbIMK 3HavyeHnAMMU DSCP 3aaaeT HOBble 3Ha4YeHunA
DSCP.
- in-dscp — onpegenset fo 8 3HayeHunn DSCP, 3HaueHus pasge-
NA0TCA 3HaKom npobena.
- out-dscp — onpepenset go 8 HOBbIX 3HaYeHU DSCP, 3HayeHuA
pasaenstoTca 3Hakom npobena.

V‘ [leiicTBYeT TONbKO ANA pexuma qos basic.

YcTaHaBAMBaeT 3HaYeHUA NO YMOYAHUIO.

qos map dscp-dp dscp_list
todp

no qos map dscp-dp
[dscp_list]

dscp_list: (0..63)
dp: (0..2)
Mo ymonuaHutio sce
nakeTbl UMELOT
npuopwutet cbpoca dp=0

CTaBuT B cooTBETCTBUE 3HaYeHunto DSCP npnoputet otbpoca (yem
BbllLE YNC0BOE 3HAYEHMEe NPUOPUTETA, TEM HUMXKE BEPOATHOCTb
TOro, YTO NakeT byaeT oTOpOLLEH; B Nepsyto oyepesb oTbpachiBa-
OTCA NaKeTbl ¢ NpuopuTeTom cbpoca 0, 3aTem 1, 3aTem 2).
- dscp_list — onpepenser go 8 3HayeHuit DSCP, 3HayeHuA
pasaenatoTcs 3Hakom npobena.

V [DeicTByeT TONIbKO ANA pexuma gos advanced.

YcTaHaBAMBaeT 3HAYeHUA No YMO4YaHUIO.

qos map dscp-cos
dscp_list to cos

no qos map dscp-cos
[dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHaeT Tabanuy nepemapknposkm DSCP. 3ameHsAeT 3HaYeHne
DSCP Ha CoS.

BepHyTbCA K 3HAaYEHMAM MO YMONYAHUIO.

gos map cos-dscp cos to
dscp_list

no qos map cos-dscp [cos]

dscp_list: (0..63);
cos: (0..7)

3anonHaeT Tabanuy nepemapkmMpoBku CoS. 3ameHseT 3HayeHne
CoS Ha DSCP.

BepHyTbCA K 3HAaYEHMAM MO YMONYAHUIO.

qos map policed-dscp
dscp_list to
dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down:
(0..63)

Mo ymonyaHuto Tabamua
NMOBTOPHOM MAPKMUPOBKU
ABNSAETCA NYCTON, TO eCcTb
3HayveHunA DSCP pgna Bcex
BXOOALLMX MNAKETOB
OCTAOTCA HEM3MEHHbIMU

3anonHaeT Tabanuy nepemapkmposku DSCP. [na Bxoaawmx na-
KeTOB C yKa3aHHbIMM 3HaYeHuAMmM DSCP 3apaeT HOBOe 3HaveHue
DSCP.

- dscp_list — onpepenset fo 8 3HayeHn DSCP, 3HaueHun pasge-
NATCA 3HaKom npobena.

- dscp_mark_down — onpepenaeT HoBoe 3HayeHue dscp.

V‘ [eiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

qos map dscp-queue
dscp_list to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HayeHua no
YMONYAHUIO:
DSCP: (0-7), ouepeap 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepeab
3
DSCP: (24-31), ouepegnb
4
DSCP: (32-39), ouepeap
5
DSCP: (40-47), ouepegp
6
DSCP: (48-55), ouepeap
7
DSCP: (56-63), ouepesp
8

YcTaHaBAMBaeT COOTBETCTBME MexKay 3HadeHnamu DSCP Bxoas-
LLMX NAKETOB 1 oYepeaaMu.

- dscp_list — onpepenset fo 8 3HayeHw DSCP, 3HaueHun pasge-
NATCA 3HaKom npobena.

YcTaHaBAMBaeT 3HAYEHUA No YMOAN4YaHUIO
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qos trust {cos | dscp |
cos-dscp}

no qos trust

—/dscp

YcTaHaBAMBaET peXMm AoBepua KommyTaTtopa B 6asoBom pe-
*ume QoS (CoS nnm DSCP).
- €OS — YCTaHaBAMBAET KAaccMbUKALMIO BXOOALLMX NMAKETOB MO
3HaveHuam CoS. [AnA HeTerMpoBaHHbIX NAKeTOB MCMOJb3yeTca
3Ha4veHue CoS No ymonyaHuio;
- dscp — ycTtaHaBnMBaeT KnaccMbuKaLMIo BXOSALLMX NAaKeTOB No
3HaveHuam DSCP.
- cos-dscp — ycTaHaBAMBAET KNAacCMOUKALMIO BXOSALLMX NAKETOB
no 3HadyeHuam DSCP gna IP-naketoB 1 no 3HayeHnam CoS ans He
IP-nakeToB.

V‘ [elicTBYyeT TONbKO AN peXuma qos basic.

YcTaHaBAMBAET 3HAYEHUA NO YMON4YaHUIO.

qos dscp-mutation

no qos dscp-mutation

Mo3BoNsEeT NPUMEHUTb TabnLy U3MEHEHNI dSCP K COBOKYMHOCTK
dscp-f0BepeHHbIX NOPTOB. Mcnoib3oBaHWe TabanLbl U3MEHEHU
Mo3Bo/IAET Nepesanuncatb 3HadeHua dscp B IP-nakeTax Ha HOBble
3HauYeHus.
V‘ NpumeHnTb Tabnuuy usmeHeHuii DSCP BO3MOXKHO
TO/IbKO ANA BXOAALLEro TpaduKa AOBEPEHHbIX NOPTOB.

V [DeicTByeT TONIbKO ANA pexuma qos basic.

OTmeHsAeT UCNO0/1b30BaHWe KapTbl U3MeHeHunI dscp.

gos map dscp-mutation
in_dscp to out_dscp

in_dscp: (0..63);
out_dscp: (0..63)

Mo ymonuaHuio KapTta
U3MEeHeHUI aBnaeTca
nycToii, To ecTb
3HaveHua DSCP gna Bcex
BXOAALLMX MAKETOB
OCTalOTCA HEM3MEHHbIMM

3anonHaeT Tabanuy nepemapkuposkn DSCP. Ansa Bxoaawmx na-
KeTOB C YKa3aHHbIMK 3HavyeHuAMKU DSCP 3agaeT HoBble 3HaYeHunA
DSCP.

- in-dscp — onpepenset Ao 8 3HayeHnn DSCP, 3Ha4YeHuA pasge-
NnATCA 3HaKom npobena.

- out-dscp — onpepensaeT Ao 8 HoBbIX 3HaYeHnit DSCP, 3HaueHns
pasaenatoTca 3Hakom npobena.

V [eicTByeT TONIbKO ANA pexuma qos basic.

no qos map dscp-muta-
tion [in_dscp]

YcTaHaBAMBaeT 3HAYeHUA No YMO4YaHUIO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058)
K6UT/C;
burst: (3000..19173960)
6ainT/128 K6ant

YcTaHaB/MBaET OrpaHMYeHMe CKOPOCTU ANs BXxoasLLero Tpaduka
ana 3apaHHoi VLAN.

-vlan_id — Homep VLAN:

- rate — cpefHAA ckopocTb Tpaduka (CIR);

- burst — pa3mep cAeprKUBaOLLEro Nopora (orpaHnyeHue
CKopocTK) B HaiTax.

CHMMaEeT orpaHunyeHne CKOPOCTM BXOAALLEro TpadumKa.

rate-limit vlan vian_id pps
rate_pps burst_packet

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate_pps: (125..
19531250) pps

burst_pps: (1..19531250
)packet

YcTaHaB/MBaET OrpaHMYeHMe CKOPOCTU ANs BXxoasLLero Tpaduka
Ana 3agaHHoi VLAN.

-vlan_id — Homep VLAN:

- rate_pps — KONMYECTBO NAKETOB B CEKYHAY.

- burst_packet — pasmep cAepXuBatoLLero nopora (orpaHuyeHne
CKOPOCTM) B MaKeTax.

CHMMaET orpaH1YeHne CKOPOCTM BXOAALLEro TpaduKa.

qos tail-drop mirror-limit
{rx | tx} limit

no qos tail-drop mirror-
limit {rx | tx}

limit: (0..7000)/3500

HacTtpoiika pacnpegeneHus pecypcos bydepa Ana CKONMPOBAHHbIX
NaKeToB B KOHTPO/IMPYHOLLMIA NOPT

- rX — CKOMUPOBaHHbIE NaKeTbl, MPUHATbIE KOHTPOIMPYEMbIM
nopTom;

- tX — CKONMPOBaHHbIE NaKeTbl, NepeaaHHble KOHTPOAUPYEMbIM
nopTom.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.
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traffic-limiter mode {kbps
| pps}

YcTaHaBAMBaET peXXnum paboTbl orpaHnYeHus Tpaduka.
- kbps — orpaHunueHne Bxoaawmx KUNOBUT B CEKYHAY;
- ppPS — OrpaHUYeHne BXOAALLMX NAKETOB B CEKYHAY;
[aHHasa KomaHAa U3MeHsAeT peXxum paboTbl gna
V cnepyowero ¢pyHKUMoHana: storm-control, rate-limit,
rate-limit vlan, police, qos aggregate-policer.
V BbI6paHHbIii peXXum A0NKEH COOTBETCTBOBATb
HACTpoiiKam orpaHuuyeHun TpadpuKka MHaye orpaHuYeHus
TpaduKa He npomnsoiger. Hanpumep: KomaHga storm-control
unicast kbps He 6yaeT orpaHMumnBaTb TpaduK, ecnu BBegeHa
KomaHaa traffic-limiter mode pps.

/kbps

KomaHObI pexcuma pedakmuposaHUA CNUCKA Kpumepues Kaaccugukayuu mpaguka

Bua 3anpoca KOMaHAHOW CTPOKM pexumMa pefaKkTMPOBAHWMA CMNUCKA KpUTepueB KaaccuduKauuu
TpadukKa:

console# configure
console (config)# class-map class-map-name [match-all | match-any]
console (config-cmap) #

Tabnnua 313 — KomaHabl pexkuma peaakTMpOoBaHUA CNIMCKA Kputepues Knaccudurkaumm TpadpuKa
3HayeHue/3HayeHue
no yMmon4aHuo

KomaHoa Aeiicmeue

match access-group
acl_name

[Jobasnsaet Kputepuii Knaccupukaunm tpaduka. Onpeaenser
npasuaa ¢unbTpauum Tpadmka no cnncky ACL ans
Knaccuopukaumm.

acl_name: (1..32) V [DeicTByeT TONIbKO ANA pexuma qos advanced.

CMMBOJI0B

no match access-group
acl_name

Ypanaet KpuTepuii Knaccudukaumm Tpaduka.

KomaHObI pexcuma pedarmuposaHus cmpameauu Kadccugukayuu mpagduka

Bupg, 3anpoca KOMaHAHOM CTPOKM peXnma peaakTMpoBaHUA cTpaTernmn Knaccudurkaumm tpadmKa:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #

Tabanua 314 — KomaHgbl pexkuma pegakTMpoBaHus cTpaternm Knaccudurkaumm tpaduka
3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

class class_map_name [ac-
cess-group acl_name]

Onpeaenset npasuao Knaccudukaumm tpadmka u BXoauT B
pexunm KoHdurypauum npasmna knaccudurkaumm — policy-map
class.

- acl_name — onpepenseT npasuaa dpunbTpaunm Tpaduka no
cnucky ACL ana knaccuéukaumm. MNpu cosgaHmMm HOBOro Npasuna

class_map_name: (1”32) KﬂaCCVI(bVIKaLI,MVI ONUMOHANbHbIN MNapameTp access-group

no class class_map_name

obAsaTeneH.

CMMBONOB; . A
acl_name: (1”32) Ana Toro 4yT06bl MCNONB30BaTHL HAaCTPOUKU CTpaTerun pOlICY-
CMMBO/1I0B

V map ana uHtepdeiica, ucnonb3yiite KOMaHAY service-
policy B pexxume KoHpuUrypauum ntepdeiica.

V [eicTByeT TONIbKO ANA pexxuma gos advanced.

Ypansaet npasuno knaccudukauum Tpadmka class-map us
ctpateruu policy-map.
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KomaHObI pexuma KoHgu2ypayuu npasuaa Kaaccugpukayuu

BuAa 3anpoca KoMaHAHOM CTPOKM pexnuma KoHPUrypaumm npasuaa Knaccubumkaumu:

console# configure

console (config)# policy-map policy-map-name
console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnunua 315 — KomaHabl pexruma KoHPUrypauum npasuaa Knaccudurkaumm

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

trust

no trust

Mo ymonyaHuto pexum
[0BepUA He yCTaHOBNEH

OnpegaenseT pexunm 4oBepua K onpeaeneHHoOMy TUNy Tpaduka
COrnacHo rnobasbHOMY peXunmy JoBepus.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

set {dscp new_dscp | queue
queue_id | cos new_cos |
vlan vian_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YcTaHaBAMBaeT HOBble 3HaYeHna ana IP-nakeTa.
V‘ KomaHaa set aABnseTca B3aMMOMCKAIOYAIOLWEN C
KOMaHAOoI4 trust AnAa oAHON M Tol XKe cTpaTterumn
policy-map.

V‘ Crtpaterum policy-map, ucnonb3sylowme KOmaHAbl
set, trust uan mumerowmii Knaccudpukaumio ACL,

Ha3HaualoTCA TO/IbKO AN UCXOAAWMNX MHTepdeiicos.

V [eiicTBYyeT TONbKO ANA pexuma qos advanced.

Ypaanaet HoBble 3HavyeHUA gna IP-nakeTa.

redirect {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

no redirect

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

HanpasnsaeT nakeTbl, yaoBneTsopAtoWwmne npasuny
Knaccmoukaumm TpadurKa, B yKasaHHbIN NopT.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

police commit-
ted_rate_kbps commit-
ted_burst_byte [exceed-ac-
tion {drop | policed-dscp-
transmit}]

police aggregate
aggregate_policer_name

committed_rate_kbps:
(3..12582912) k6buT/c;
committed_burst_byte:
(3000..19173960) 6aiiT;
aggregate_policer_name:
(1..32) cumBonos

M03BONAET OrPaHUYUTL NOOCY NPOMYCKAaHUA KaHana U B TO e
BPeMs rapaHTMpPOBaTb ONpPeAeNeHHY0 CKOPOCTb Nepesaym
OaHHbIX.

Mpu paboTe c NoNOCoM NPONYCKAHMUA UCMONb3YETCA aNrOPUTM
MapKMPOBaHHOW «KOP3UHbI». 3a4auei anroputma ABAseTca
NPUHATUE PeLLEHUA: NepeaaTb NaKkeT UAn 0TOPOCUTD.
MapameTpamu anroputTma sBASIOTCA CKOPOCTb MOCTYNEHUS
(CIR) mapKepoB B «KOP3MHY» 1 06bEM (CBS) «KOP3UHbI».

- committed_rate_kbps — cpefHee 3HaYeHWe CKOPOCTH
TpaduKa. [laHHas CKOPOCTb rapaHTUpPYeTCa Npu nepesaye
nHpopmaunu;

- committed_burst_byte — pa3mep cAeprKMBatoLwero nopora 8
baiTax;

- drop — naket bygeT oTOpoOLIEH, KOr4a KKOP3UHaA»
nepenosiHnTCS;

- policed-dscp-transmit — npu nepenosHeHUM «KOP3UHbI»,
3HayeHue DSCP b6yaeT nepeonpeaeneHo.

V [eicTByeT TONIbKO ANA pexuma qos advanced.

HasHauaeT npasuny knaccuduraumm Tpaduka wabnoH
HaCTpoeK, KOTOPbI NO3BOAAET OrPaHUYUTL NONOCY
NPONyCcKaHWA KaHaia v B TO Ke BPEeMA rapaHTMpoBaTb
onpeaesneHHY0 CKOPOCTb Nepeaayn AaHHbIX.

V | [elicTBYeT TONbKO ANA pexxuma qos advanced.
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no police Ypansaert wabnoH HacTpoeK peryanpoBaHna CKOPOCTM KaHana
13 npasuaa Knaccudurkaumm Tpaduka.

police pps Mo3BonAeT orpaHNYUTL NOAOCY NPONYCKAHMA KaHana 1 B TO

committed_rate_pps burst- e BpemA rapaHTupoBaTb onpeaesieHHy0 CKOPOCTb

packet} [exceed-action nepegayn AaHHbIX.

{drop | policed-dscp- Mpu paboTe c Nonocoi NPonNycKaHMUA UCMNONb3yeTCA

transmit}] aNrOPUTM MAPKMPOBAHHOM «KOP3UHbI». 3asaden

aNropuTMa ABNAETCA NPUHATUE peLleHnA: nepeaaTb NakeT
unn oTbpocuThb. MapameTpamm anroputTma ABAAOTCA
ckopocTb noctynaeHus (CIR) mapKepoB B KKOP3UHY» U
committed_rate_pps: (125.. | 06b€ém (CBS) «kop3unHbI».

19531250) pps; - committed_rate_pps — cpepHee 3Ha4YeHWe CKOpPoCTH
committed_burst_packet: TpaduKa B pps. [laHHanA CKOPOCTb rapaHTUpyeTcA Npu
(1.. 19531250) packet; nepegaye nHpopmaumu;
aggregate_policer_name: - committed_burst_packet — pa3mep cOeprKMBatOLLETO
(1..32) cumBonos nopora B NakeTgax;
- drop — nakeTt 6yaeT oT6pOLIEH, Koraa «Kop3uHa»
nepenosiHUTCS;

- policed-dscp-transmit — npu nepenosiHeHNUU «KOP3UHbI»,
3HayeHue DSCP byaeTt nepeonpeaeneHo.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

no police Ypanset wabnoH HaCTpoEeK peryanpoBaHmsa CKOPOCTH
KaHasa 13 npaBuaa Knaccudurkaumm tpadmka.

KomaHObI pexcuma KoHgu2ypayuu npoguas qos tail-drop

Bua 3anpoca KoMaHAHOM CTPOKM pexnma KoHdurypaumm npoduns qos tail-drop:
console# configure
console (config)# gos tail-drop profile profile id

console (config-tdprofile) #

V‘ 3HaueHns AMMUTOB, 6/IM3KUX K MaKCUMaJIbHbIM, MOXXHO MCNOb30BaTb, TOJIbKO €C/IM pacluMpeHue
naumuTos npoduna ao 400-1500 He nomoraeT n3baBUTbLCA OT 4PONOB B BbIXO4HbIX o4Yepeanx.

Tabanua 316 — KomaHgb! pexkuma KoHdurypaumum npoduns qos tail-drop

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
port-limit /imit MES23/33/35xx: 3afaTb pasmep NakeTHOro pasAenaemoro nyaa Ana nopra.
no port-limit limit: (0..5902)/88 YCTaHOBUTb 3HaUYEHME MO YMONYAHMIO.
MES5324:
limit: (0..7640)/108
queue queue_id [limit MES23/33/35xx: MN3meHUTb NapameTpbl ovepeam:
limit] [without-sharing | limit: (0..5902)/18 - queue_id — HoMep o4epeau;
with-sharing] - limit — KOnn4YecTBO NaKeToB B oYepeau;
MES5324: - without-sharing — 3anpetuTb gocTyn K obwemy nyny;
limit: (0..7640)/10 - with-sharing — paspewuTb goctyn K obwemy nyny.
no queue queue_id YCTaHOBWUTb 3HAYEHME NO YMOYAHUIO.
queue_id: (1..8)
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Mpumep Hacmpoliku tail-drop profile u Ha3Ha4yeHue e2o Ha nopm:

Co3paHue tail-drop profile:

console (config)# gos tail-drop profile 2

console (config-tdprofile)# queue 1 limit 400
console (config-tdprofile)# queue 2 limit 400
console (config-tdprofile)# queue 3 limit 400
console (config-tdprofile)# queue 4 limit 400
console (config-tdprofile)# queue 5 limit 400
console (config-tdprofile)# queue 6 limit 400
console (config-tdprofile)# queue 7 limit 400
console (config-tdprofile)# queue 8 limit 400
console (config-tdprofile)# port-limit 400

Ha3sHaueHwue tail-drop profile Ha nopT:

console (config) # interface Gigabit Ethernet 1/0/1
console (config-tdprofile)# gos tail-drop profile 2

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi nopmos

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma KoHpurypaumm nHtepoerica Ethernet, rpynnel nopTos:

console (config-if)#

Tabnuua 317 — KomaHabl pexkuma KoHourypaumm nHtepdeica Ethernet, rpynnel noptos

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
Mo ymMoa4YaHuto
service-policy {input | HasHauaeT nHTepdeiicy cTpatermto knaccupmkaumm Tpaduka.
output} policy_map_name - deny-any — oT6pocuTb TpaduK, He Nonagatowmii nog aencramne
[default-action {deny-any | NONUTHKMK;

policy_map_name:

ermit-an
p vi (1..32) cumsonos

- permit-any — pa3pewmnTb NpoxoxaeHue Tpaduka, He
nonagatowero noj AencTBme NOANTUKN.

no service-policy {input | YaanaeT ctpatervio Knaccudpukaumm tpaduka ¢ nHTepdeitca.
output}

traffic-shape YcTaHaBAMBaET OrpaHNUYeHme CKOPOCTU ANA ncxogaluero Tpaduka
committed_rate yepes uHTepodenc.

committed_rate:
(64..1000000) k6UT/C;

committed_burst:
(4096..16762902) 6aiit

[committed_burst] - committed_rate — cpefHAA CKOPOCTb TpaduKa, KBUT/C;
- committed_burst — pa3mep cAepKMBatoLLero nopora

(orpaHuuyeHue ckopocTu) B HanTax.

no traffic-shape CHMMaET orpaHUYeHne CKOPOCTU UCXoaALLero TpaduKa yepes
UHTepodelic.

traffic-shape queue YcTaHaBAMBAET OrpaHUYEHME CKOPOCTM TpadumKa yepes

queue_id committed_rate queue_id: (0..8); nHTepdelc gns ncxoaailei ovepegm.

[committed_burst] committed_rate: - committed_rate — cpefHAA CKOPOCTb TpaduKa, K6UT/C;
(36..1000000) kbUT/C; - committed_burst — pa3mep caeprKMBatoLero nopora

committed_burst: (orpaHuuyeHmne ckopocTu) B HaiTax.

no traffic-shape queue (4096..16769020) baiit CHMMaEeT orpaHMYeHmne CKOPOCTH TpaduKa Yepes nHTepdeinc ans

queue_id ncxopsLLen oyepeam.

qos trust [cos | dscp | BktoyaeT 6a30Bblii MexaHM3M qos ANa nHTepdeiica.

cos-dscp] - €0s — nopT gosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopt gosepseT 3HauyeHunto DSCP B IPv4/IPv6-nakeTax;

—/BKnioueHo - cos-dscp — nopT gosepseT 06oMm ypoBHAM, ogHako DSCP
nmeet npuopuTteT Hazg 802.1p.
no gos trust BblKkntoyaeT 6a30BbIi MeXaHW3M qOs ANs UHTepdelica.
rate-limit rate [burst burst] YcTaHaBAMBaAET OrpaHUYeHme CKOPOCTU ANA BXOAALLEro Tpaduka.
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no rate-limit

rate: (64..10000000)
KbuT/C;
burst: (3000..19173960)
6ainT/128 KbanT

CHUMaET orpaHuYeHue CKopoCTH BxoasaLLero Tpaduka.

rate-limit pps rate_pps
[burst burst_packet]

no rate-limit

rate_pps:(125..

19531250)pps

burst_pps:(1..
19531250)packet

YcTaHaBAWBAET OrpaHUYeHMe CKOPOCTU AN Bxoasaulero Tpaduka
B pps.

CHUMaET orpaHuYeHmne CKopPoCTU BxoasLero Tpaduka.

qos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YcTaHaBAuBaeT 3HayeHume CoS no ymonyaHuio ana nopta (CoS,
NPUMEeHsAEeMbI A1 BCEro HETErMpoBaHHOIo TpaduKa,
npoxoaAaLuero Yyepes nHtepdeiic).

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

KomaHObI pexcuma KoHguaypayuu uHmepgelica Vian

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdurypaumm nHtepoelica Vlan:

console (config-if) #

Tabnunua 318 — KomaHabl pexkmuma KoHpurypaumum uHtepdeiica Vlian

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

qoOs Cos egress cos

No (Os Cos egress

cos: (0..7)/0

YcTaHaBAMBaET 3Ha4YeHWe napameTpa nona npmopurteta 802.1p
ANA UCXOAALLEro TErMPOBAHHOIO TpaduKa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 319 — Komanapl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
o yMmon4YaHuo

Aeiicmeue

show qos

MNokasbiBaeT pexkmm QOS, HAaCTPOEHHbIW Ha ycTpolicTee. B
6a30BOM peXKMMe NMOKa3blBaEeT «10BEPEHHbIN» pexkum (trust
mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cumBona

Moka3blBaeT CNUCKK Kputepmes Knaccudurkaumm Tpaduka.
/ [elicTByeT TONbKO ANA pexxuma qos advanced.

show policy-map [pol-
icy_map_name]

policy_map_name:
(1..32) cumBona

Moka3sblBaeT NpaBuna Knaccuoukaumm Tpaduka.
/| DeiictByet TONbKO ANA pexuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumBona

MOKa3bIiBaeT HACTPOMKN CpeaHel CKOPOCTU U OrPpaHUYEHUA
NoAoCbl NPONYCKAaHUA ANA NPaBWUA KnaccuduKaumm TpadmKa.
/ [eiicTByeT TONbKO AN pexxuma qos advanced.
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show qos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasbiBaeT QoS-napameTpbl AnA nHTepdeica.

- vlan_id — Homep VLAN;

- gi_port — Homep nHTepdelicos Ethernet gl;

- te_port — Homep nHTepoeincos Ethernet XG1-XG24;

- fo_port — Homep uHTepdericos Ethernet XLG1-XLG4;

- group — HOMep rpynmnbl NOPTOB;

- buffers — HacTpolikun bydepa gns ouepesneint nHTepdeiica;

- queueing — anroputm obpaboTkm ouepegeit (WRR nam EF),
Bec gna WRR-ouepegeit, Knaccobl 06Cny»KMBaHMA ana odyepesnen
n npuopwutet gna EF;

- policers — ckoHOUryprpoBaHHbIe cTpaTernn KnaccuobukaLlmm
TpadumkKa gns uHTepdelica;

- shapers — orpaHuuyeHue ckopocTn Ana ucxogaliero Tpaduka.

show gos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation]

Moka3sbiBaeT MHGOPMaLLMIO O 3aMeHe MoJiei B NaKeTax,
mncnonb3yemoix QOS.

- dscp-queue — Tabanua cootsetcTeua DSCP 1 oyepeseit;

- dscp-dp — Tabauua coorsetcTBMA meTok DSCP v npuopuTteTa
cbpoca (DP);

- policed-dscp — Tabanua nepemapkuposku DSCP;

- dscp-mutation — Tabaunua nsmeHeHuns DSCP-to-DSCP.

show qos tail-drop —

MpocmoTp napameTpos tail-drop.

show qos tail-drop
[gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

MpocmoTp tail-drop nHdopmaumm No KOHKPETHOMY MOPTY (BCEM
noptam).

fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port]

show qos tail-drop unit o MpocmoTp tail-drop MHGOpMaLMM NO KOHKPETHOMY YCTPOMCTBY
unit_id unit_id: (1..8) B CTeKe.

show ip tx-priority

MpocmoTp MHPOPMaUUKM 0 MapKMpOBKe TpaduKa,
bopMUpPYyEMOro LLeHTPaIbHbIM NPOLLECCOPOM.

[pumepbl 8bINOAHEHUS KOMAHO

= BkawounTb pexknum QoS advanced. Pacnpegenntb Tpadumk no odepesam, naketbl ¢ DSCP 12 B nepsyto
ouyepesb, naketbl ¢ DSCP 16 Bo BTOpYl0. Bocbmana ovepegb — npuoputeTHad. Co3aaTtb cTpaTernto
Knaccuoukaumm Tpadmka no cnucky ACL, paspelsarowemy nepegady TCP-naketos ¢ DSCP 12 1 16 m
OrpaHMUMBAIOLLYIO CKOPOCTb — cpeaHasa ckopocTb 1000 K6ut/c, nopor orpaHuyeHuns 200000 6aiiT.
Mcnonb3oBaTh AaHHYO cTpaTernio Ha nHTepdeicax Ethernet 14 u 16.

console#

console# configure

console (config)# ip access-list tcp ena

console (config-ip-al) # permit tcp any any dscp 12
console (config-ip-al) # permit tcp any any dscp 16
console (config-ip-al)# exit

console (config)# gos advanced

console (config) # gqos map dscp-queue 12 to I
console (config)# qgos map dscp-queue 16 to 2
console (config)# priority-queue out num-of-queues I
console (config)# policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c) # exit

console (config-pmap) # exit

console (config) # interface tengigabitethernet 1,/0/14
console (config-if) # service-policy input

console (config-if) # exit

console (config) # interface tengigabitethernet 1/0/16
console (config-if)# service-policy input

console (config-if)# exit

console (confiqg) #
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5.34.2 Cmamucmuka QoS

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasnbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 320 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm.

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

qos statistics aggregate-po-
licer aggregate_po-
licer_name

no qos statistics aggre-
gate-policer aggregate_po-
licer_name

aggregate_policer_name:
(1..32) cumsonos;
Mo ymonuanuio QoS-
CTaTUCTUKA OTK/IHOYEHA

BkstoyaeT QOS-CTaTUCTUKY NO OFPaHNYEHMIO NOSOC
NpPonycKaHus.

OTkntovaeT QOS-CTaTUCTMKY NO OrpaHUYEHUo NON0C
NponycKaHus.

qos statistics queues set
{queue | all}{dp | all} {gi-
gabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | all}

no qos statistics queues set

set: (1..2);
queue: (1..8);
dp: (high, low);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
3HayeHne No YMOJIYaHUIO:
set 1: Bce NnpuopuTeThbI, BCE
ouepenm, BbICOKUM
npuopuTeT cbpoca.
set 2: Bce npuopwuTeTol, BCe
oyepeam, HU3KUM
npuopuTeT cbpoca.

BkntoyaeT QOS -CTaTUCTUKY ANA BbIXOAHbIX ovepesei.
- set — onpeaenseT Habop CYETYMKOB;

- queue — onpegenseT NCXOAALLYIO ovepesb;

- dp — onpepaenseT npuoputeT cbpoca.

OTKAtoYaeT QOS-CTaTUCTUKY ANA BbIXOAHbIX ouepesen.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica Ethernet, 2pynnsl nopmos

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma KoHdurypaumm nHtepoeiica Ethernet, rpynnbl nopTos:

console (config-if) #

Tabnnua 321 — KomaHabl pexkuma KoHourypaumm uHtepdeica Ethernet.

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

BkntoyaeT c6op QOS-CTaTUCTMKM Ha MHTepdeiice.

- policy-map_name — ctpaTerua knaccubukaumm tpaduka;
- class_map_name — cnWCOK KpuTepueB Knaccuduraumum
TpaduKa.

OTkntoyaeT cbop QOS-CTaTUCTUKM Ha MHTepdeiice.

qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumBonos;
class_map_name: (1..32)
CMMBOJIOB;
Mo ymonuaHuto cbop
QoS-cTaTUCTUKM
OTK/tOYEH

no qos statistics policer
policy_map_name
class_map_name

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnunua 322 — KomaHabl pexkuma EXEC

3HaveHue/ 3HaueHue ”

KomaHoa / Aelicmeue
no yMmoa4YaHuro

clear qos statistics — Oumuiaet ctaTncTnky QoS.

show qos statistics — lMokasbiBaeT cTaTUCTUKY QOS.

5.35 KoH}urypauma npoToKoN0B8 MapLupyTM3aLmum

5.35.1 KoHdpueypayua cmamuyeckoli mapwpymu3sayuu

CTaTnyecKkaa MapLpyTM3aums — BUA MapLpyTU3aLmMm, Npu KOTOPOW MapLLIPYTbl YKa3biBalOTCA B ABHOM
BMAE NPU KOHPUIypaLmM mappyTM3aTopa. Bca maplupyTMsaumsa npmu 3TOmMm NponcxoamT 6es yyacTusa Kakux-
NM60 NPOTOKO/I0B MapLLPYTM3aLMM.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabanua 323 — KomaHgb! pexknuma rnobanbHoi KoHdurypaumm

Komanda 3HayeHue/ 3HayeHue Neiicmeue
no yMoaYaHuro
ip route prefix {mask | pre- Co3paeT cTaTUYecKoe NpPaBuIo MapLlpyTU3auum.
fix_length} {gateway [met- - prefix — ceTb Ha3zHa4yeHuAa (Hanpumep, 172.7.0.0);
ric distance] |name name] - mask — macka cetu (B popmaTe feCATUYHOM CUCTEMDbI
| reject-route} ncuncneHus);
- prefix_length — npeduKc Macku ceTu (KONNYEeCcTBO eAnHUL, B
Mmacke);
prefix_length: (0..32); - gateway — W03 ANA JOCTYNA K CETU Ha3HaYeHus;
distance (1..255)/1 - distance — Bec mapLipyTa;
-name — UMA MapLIpyTa;
- reject-route — 3anpeLLaeT MapLpPyTU3aLMIO K CETU Ha3HaAYeHuA
yepes BCe LWO3bI.
no ip route prefix {mask | Ypanaer npaBuio U3 Tabanubl CTaTUYECKOW MapLLpyTU3aLmn.
prefix_length} {gateway |
reject-route}

KomaHOowbi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#
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Tabnunua 324 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/ 3HayeHue
o ymon4YaHuro

Aelicmeue

show ip route [connected |
static | address ip_address
[mask | prefix_length]
[longer-prefixes]]

MoKasbiBaeT TabavLy MapLIpyTU3aL MK, YAO0BAETBOPAIOLLYO
33[,aHHbIM KPUTEPUAM.

- connected — NoAKNOYEHHbIA MapLIPYT, TO €CTb MapLUPYT, B3ATbIN
C HeNocpeACcTBEHHO MOAK/YEHHOTO U GYHKLMOHUPYHOLLEro
UHTepdelica;

- static — cTaTnyeckumii mapLpyT, NponucaHHbIi B Tabanue
MapLLpyTU3aLMH.

[pumep 8b1M101HEHUA KOMAHObI

= [lokasaTb Tabavuy mapLpyTusaumm:

console# show ip route

Maximum Parallel Paths: 2 (4 after reset)
Codes: C - connected, S - static

S
S
S

C 10.0.1.0/24 is directly connected, Vlan 1

10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabanua 325 — OnucaHue pesybTaTa BbIMOAHEHNA KOMaHAbI

Mone OnucaHue
lMoKa3bIBaeT NPOUCXOXKAEHME MApLIpyTa:
c C — Connected (MapwpyT B3AT U3 HENOCPEACTBEHHO NOAKAOYEHHOTO U GYHKLMOHK-
pytowero nHtepoeiica),
S — Static (cTaTMyecknit MapLUpyT, NPONMUCaHHbIN B TabanLe MapLupyTM3aLmm).
10.9.1.0/24 Anpec cetu.
MepBoe 3HayeHMe B CKOBKax — agMWHWUCTPaTUBHAA AMCTaHUMA (cTeneHb AoBepus
[5/2] MapLUpyTU3aToOPy, YEM YUCAO Bbille, TEM MEHblUe A0Bepue K UCTOYHMKY), BTOpoe
YncNo — MeTpPUKa MapLipyTa.
via 10.0.1.2 Onpegensiet IP-agpec cnepylolwero mapluipyTM3aTopa, 4Yepes KoTopblit NpoxoguT
o MapLUpyT A0 ceTu.
00:39:08 OnpeaenseT Bpema nociegHero 06HOBAEHUA MmapLlpyTa (4acbl, MUHYTbI, CEKYHAbI)
Vlan 1 OnpegaenseT nHTepoeiic, Yepes KOToPbIM NPOXOAUT MAPLIPYT A0 CETH.

5.35.2 Hacmpolika npomokKona RIP

MpoTtokon RIP (aHrn. Routing Information Protocol) — BHYTPeHHWI NPOTOKOA, KOTOPbLIM No3BonseT

MapLpyT13aTopam AMHAMUYECKM OOHOBAATb MApLIPYTHYIO WMHGOPMALMIO, MOJy4as ee OT COCeAHMX
MapLpyT13aTOPOB. ITO OYEHb NPOCTOM MPOTOKOJI, OCHOBAHHbIM HA MPUMEHEHUUN AUCTAHLMOHHOMO BEKTOPA
MapuwpyTnsaumMm. Kak AWMCTaHUMOHHO-BEKTOPHbIM MnpoTokon, RIP nepuogmyecku nocbinaet ob6HOBAEHUA
Mexay coceaamM, CTpos, Takum o6pasom, TOMoNorMlo cet. B Kaxkaom o6HOBAEHMM nepenaeTcs
MHPOpMaLMA O AMCTaHUMKM A0 BCEX CeTel Ha cocegHMin maplipytmsatop. KommyTtaTop noaaeprkvBaet

npoTtokon RIP Bepcum 2.
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabnnua 326 — KomaHgbl pexuma rnobanbHoi KoHdUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

router rip

no router rip

Bxopg, B pexxum KoHourypaumm npotokona RIP.

YpaneHnue rnobanbHoi KoHUrypauum npotokona RIP.

KomaHObI pexcuma KoHgu2ypayuu npomokosad RIP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #

Tabnunua 327 — KomaHabl pexmuma KoHpurypauum npotokona RIP

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

default-metric [metric]

no default-metric

metric: (1..15)/1

YcTaHaBNMBAET 3HAYEHWE METPUKU, C KOTOPOU byayT
aHOHCMPOBATLCA MApPLLPYTbI, NONYYEHHbIE APYTUMU
NPOTOKONaMU MapLupyTusaumn. bes napameTpa ycTaHaBnMBaeT
3Ha4yeHWe No YMO4aHuIo.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

network A.B.C.D

A.B.C.D: IP-agpec

YctaHaBauBaeT IP-agpec uHTepdelica, KoTopbin byaeT
y4acTBOBATb B NPOLECCEe MapLLPYTU3ALMN.

no redistribute ospf [id]

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name: (1..32)

no network A.B.C.D nHTepdeiica Ypanset IP-agpec nHtepdeiica, KoTopblit byaeT ydactBoBaTh B
npouecce MmapLupyTU3aLmu.
redistribute {static | con- PaspeluaeT aHOHCMpPOBaHWe MapLupyToB Yepes RIP.
nected } [metric transpar- - 6e3 napameTpoB — O3Ha4yaeT, YTo byAeT MCMo/Ib30BaTbCA
ent] default-metric npu aHoOHCMPOBaHWMM MapLIPYTOB;
- metric transparent — o3HauaeT, YTo 6yAeT Ucnob30BaThHCA
- MEeTPMKa U3 TabunLLbl MapLLpyTU3aLUu.
no redistribute {static | 3anpeLLaeT aHOHCMPOBaHME CTaTUYECKMX MapLLpyToB Yepe3 RIP.
connected} [metric trans- - metric transparent — 3anpeLLaeT UCNO/b30BaTb METPUKY U3
parent] TabMLbl MapLLpyTU3aLUH.
redistribute ospf [id] [met- PaspewaeT aHoHcupoBaHue OSPF maplupyTos Yepes RIP.
ric metric | match type | - id — npeHTuomkaTop npouecca OSPF;
route-map id: (1-65536) - type — nNpon3BoamTb aHOHCMPOBAHWE TO/IbKO ANA YKa3aHHbIX
route_map_name] metric: (1..15, Tmnos OSPF maplupyTos;

- route-map_name — NpPOU3BOAWUTb AaHOHCUPOBaHUE
MapLIpyToB nocse ux GunbTpaLum Yepes yKasaHHyto route-
map;

be3 napameTtpoBs 3anpeLlaet aHOHCcMpoBaHWe mappyTtos OSPF

transparent)/1

[metric metric | match type CMmBO/1a yepes RIP. B cnyyae ykasaHma napameTpa BO3BpaLlaeT ero
| route-map AedonTHoe 3HaYeHme.

route_map_name]

redistribute bgp metric Pa3speluaet aHoHcnpoBaHue BGP mapwpyTos yepes RIP.
metric | transparent . - metric — 3Ha4YeHne MEeTPUKN ANA UMNOPTUPYEMbIX

! I P ] metric: (1..15, prrn A PTHPY

MapLIpyTOB;
- metric transparent — o3HauyaeT, YTo 6yAeT UcnoAb30BaTLCA
METPUKa U3 TabanLbI MapLIpyTU3aLUU.
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no redistribute bgp metric
[metric | transparent]

be3 napameTpos 3anpellaetT aHOHCMpPOBaHWe mapLpyTos BGP
yepes RIP. B cnyyae yKasaHMA napameTpa BO3BpaLLaeT ero
aedbontHoe 3HayeHue.

redistribute isis [/evel]
[match match] [metric
metric] [transparent]

no redistribute isis [/evel]
[match match] [metric
metric] [transparent]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Pa3pewaet aHoHcupoBaHme IS-IS mapwpyTtos Yepes RIP.
- level — ycTaHOBWTb, U3 KaKoro ypoBHsA IS-IS byayT
QHOHCUPOBATLCA MapPLUPYThI;

- match — npon3BOAMTbL aHOHCMPOBAHME TONbKO ANA
YKa3aHHbIX TMNos IS-IS mapwpyTos.

be3 napameTpoB 3anpeLLaeT aHOHCMPOBaHMe MapLwpyTos IS-IS
yepes RIP. B cnyyae ykasaHua napameTpa BO3BpaLLaeT ero
nedonTHoe 3HaYeHMe.

shutdown / BbIKAtOYaloOT NpoLecc mappyTtusaumm no npotokony RIP.
—/BKNtOYEHO
no shutdown BkntoyatoT npouecc maplipytusagmm no npotokony RIP.
passive-interface OTKNOYUTL 0BHOBIEHUA MapLLPYTU3ALUN.
—/BKNOYEHO

no passive-interface

BK/1OYMTb OBHOBNEHUA MapPLLPYTU3ALMN.

default-information origi-
nate

no default-information
originate

—/MapLipyT He
reHepupyercs

leHepMpoBaTb MapLLPYT NO YMOYAHUIO

BoccTtaHOBUTL 3HaYEHWE N0 YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 328 — KomaHabl pexkmma KoHpurypaumm uHtepoelica IP

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmoa4aHuo

Aelicmeue

ip rip shutdown

no ip rip shutdown

—/BK/IIOYEHO

BbIK/tOYaOT Npouecc mapLlpytusauum no npotokony RIP Ha
OaHHOM nHTepdeiice.

BKAtOYalOT NpoLecc maplipytmsaumm no npotokony RIP Ha
AaHHOM nHTepdeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymonuyaHutio
oTnpaBKa 0bHOBNEHUI
BKAIOYEHA

BbIKntoYaeT oTnpaBKy 06HOBAEHWI Ha nHTepdeiice.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[obasnseT cmelLeHne K MeTpuKe.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

ip rip default-information
originate metric

no ip rip default-infor-
mation originate

metric: (1..15)/1;
Mo ymonuyaHutio
dYHKLMA OTKAOYEHA

YcTaHaBAMBaeT METPUKY A1A MapLIPYTa N0 YMONYAHULIO
TpaHcaupyemoro yepes RIP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication
mode

Mo ymonyanuio
ayTeHTUdMKaumA
OTKNtOYEHa.

BkntoyaeT ayTeHTMOUKaumio B RIP 1 onpeaenseT ee Tun:
- text — ayTeHTUOUKALMA OTKPLITbIM TEKCTOM;
- md5 — ayteHTUdMKaumm MD5.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

ip rip authentication
key-chain key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
CMMBOJIOB

Onpegenset Habop KNtoYel, KOTOPbI MOXKET UCMONb30BATHCA
4na ayTeHTUdUKaLmuu.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
CUMBOIOB

Onpe,a,enﬂeT KN4 onAa ayTeHTMd)MKaLI,MM OTKPbITbIM TEKCTOM.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CUMBOJI0B

YcTaHaBAuBaeT cTaHaapTHbIl IP ACL ana dunbTpaumm
AHOHCMpPYEMbIX MAPLLPYTOB.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.
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KomaHOb! pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 329 — KomaHgb! pexuma privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
show ip rip [database | MpocmoTp nHdopmaumm o RIP-maplupyTmsaumu:
statistics | peers] - database — nHdpopmauma o HacTpolikax RIP;
o - statistics — cTaTUCTMUYECKME faHHbIE;
- peers — MHMOPMALMA yHaCTHUKA CETU.

[pumepbl UC0/16308AHUS KOMAHO

BkatoumTb npoToko RIP ana noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeHTU-
dukaumo MD5 yepes Habop Kntouelt mykeys:

console#
console# configure
console (config) # router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if)# ip rip authentication key-chain mykeys

5.35.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKON AUHAMWYECKOM MapLIpyTM3aLUumM, OCHOBaHHbIN Ha TEXHO-
JIOrMM OTC/IeXKMBaHMA COCTOAHMUA KaHana (link-state technology) 1 ucnonbayowmii Ana HaxoXKAEHUA KpaTyan-
wero Nyt anroputm Oenkctpbl. Mpotokon OSPF npeacTtaBaseT coboli NpoTOKON BHYTpeHHero wito3a (IGP).
MpoTokon OSPF pacnpocTpaHAaeT MHPOPMALMIO O AOCTYMHbIX MapLUIpyTax MeXay MapLipyTU3aTopamm o4HOM
aBTOHOMHOW CUCTEMBI.

YcTpoWcTBO NoanepKMBaeT 04HOBPEMEHHYHO PAabOTy HECKO/IbKMX HE3aBUCMMbIX SK3EMMSPOB NpoLec-
coB OSPF. Hactpoiika napametpoB ak3emnaapa OSPF npon3BoauTca nyTem yKasaHuA uaeHTudmMKaTopa K-
semnaapa (process_id).

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bua 3anpoca KoMaHAHOW CTPOKMK B pexkume rnobanbHon KoHUrypauuu:
console (config) #

Tabnnua 330 — KomaHabl pexkuma rnobasnbHol KoHdurypaumm

3HayeHue/3HavyeHue o
KomaHda / Aeiicmeue
no ymon4aHuro
router ospf [process_id] BkatoyaeT mappyTmsaumio no npotokony OSPF.
process_id: (1..65535)/1 3apaeT naeHTUdUKaTOp npouecca.
no router ospf [process_id] BblkntovaeT mapLupyTtusaumio no npotokony OSPF.
ipv6 r.outer ospf [pro- process_id: (1..65535)/1 BkatouvaeT mapLipyTtusaumio no npotokony OSPFv3.
cess_id] 3apaeT naeHtTnduMKaTOp Npouecca.
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no ipvé6 router ospf [pro-
cess_id]

BbikntoyaeT mapwpyTtunsaunio no npotokoay OSPFv3.

ipv6 distance ospf {in-
ter-as | intra-as} distance

no ipv6 distance ospf {in-
ter-as | intra-as}

distance: (1..255)

3agaeT a4MUHUCTPATUBHYIO ANCTaHUMIO ana mapwpyTtos OSPF,
OSPFv3.

- inter-as — AnA BHELWHNX aBTOHOMHbIX CUCTEM

- intra-as — BHYTpW aBTOHOMHOW cUCTEMDbI

Bo3Bpallaer 3HaYeHMsa No yMOIYaHuIo.

KomaHObl pexcuma npouyecca OSPF

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHdurypaumm npouecca OSPF:

console(router_ospf_process)#

console (ipvé router ospf process)#

Tabnumua 331 — KomaHabl pexkmma KoHpurypaumm npouecca OSPF

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

[Oevictene

redistribute connected
[metric metric] [metric-type
{type-1 | type-2} ] [route-
map name_policy] [filter-
list name_acl] [subnets]

no redistribute connected
[metric metric] [metric-type
{type-1 | type-2}] [route-
map name_policy] [filter-
list name_acl] [subnets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBOJI0B

PaspewaeT aHOHcMpoBaHWe connected-mapLupyTos:

- metric-type type-1 — umnopTupyeT c nomeTKol Kak OSPF
external 1;

- metric-type type-2 — umnopTupyeT c nomeTKol Kak OSPF
external 2;

- subnets — no3BonAeT MMNOPTUPOBATb NOACETY.

- metric — 3HaYeHWe METPUKM ONA UMMNOPTUPYEMbIX MapLL-
pyToB;

- name-policy — vMA NOAUTUKM MMNOPTA, MO3BOJIAOLEN
dUNbTPOBAaTL M BHOCUTb U3MEHEHWA B MMMNOPTUPYEMbIE
MapLUpyTbl;

- name-acl — wuma ctaHgapTtHoro IP ACL, nossosAatoLLlero
dUNbTPOBATL UMMOPTUMPYEMBIE MAPLLPYTbI.

bes napameTpos 3anpeliaetT aHOHCUpPOBaHUe connected-
MapLlpyToB. B CNy4yae yKa3saHuA napameTpa BO3BpPaLLAET ero
3Ha4YeHne No ymon4aHuio.

redistribute static [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [subnets]

no redistribute static [met-
ric metric] [metric-type
{type-1 | type-2}] [route-
map name_policy] [filter-
list name_acl] [subnets]

metric: (1..65535);
name_policy: (1..255)
CYMBOJIOB;
name_acl: (1..32)
CYMBO/I0B

PaspeluaeT aHOHCMpPOBaHMeE CTaTUYECKUX MapLLPYTOB:

- metric-type type-1 — umnopTupyeT ¢ nomeTKoM Kak OSPF
external 1;

- metric-type type-2 — umnopTupyeT c nomeTKon Kak OSPF
external 2;

- subnets — no3BosfSET UMNOPTUPOBATL NOACETH;

- metric — 3Ha4YeHne MeTPUKN 417 MMMNOPTUPYEMbIX MapLU-
pyToB;

- name-policy — vMA NOAUTUKM MMNOPTa, MO3BOAAOLWEN
dUNbTPOBaTb M BHOCUTb W3MEHEHWA B MMMNOPTUPYemble
MapLIpPyTbl;

-name-acl — wmsa ctaHgapTtHoro IP ACL, nossossoLLero
dnAbTPOBaTL UMNOPTUPYEMbBIE MAPLLPYTHI.

Be3 napameTpoB 3anpeLyaeT aHOHCMPOBAHUE CTaTUYECKUX
MapLUpyToB. B cnyyae yKasaHua napameTpa BO3BpaLLaeT ero
3Ha4YeHne No yMOMYaHMIo.
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redistribute ospf id
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map name]
[match {internal | external-
1 | external-2}] [subnets]

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map name]
[match {internal | external-
1 | external-2}] [subnets]

id: (1..65535);
metric: (1..65535);
name: (0..32) cumBona.

MmnopT mapwpyTtos 13 npouecca OSPF B npouecc OSPF:

- nssa-only — ycTaHaBAMBaeT 3HayeHMe nssa-only ana Bcex
MMNOPTUPYEMbIX MAPLLPYTOB;

- metric-type type-1 — nmnoptupyeTt c nomeTKkon Kak OSPF
external 1;

- metric-type type-2 umnopTtupyet c nomeTkol Kak OSPF
external 2;

- match internal — umnopTupyet maplupyTsl B npegenax area;
- match external-1 — umnopTtupyet mapupytbl Tuna OSPF
external 1;

- match external-2 — nmnoptupyet mapwpytbl TMINa OSPF
external 2;

- subnets — no3BonAeT MMNOPTUPOBATL NOACETYH;

- name — NpUMeHAET yKa3aHHYI NOIUTUKY MMMOPTA,
nosBonAtoLwyo GUALTPOBATL U BHOCUTb U3MEHEHUA B
MMNOPTUPYEMbIE MAPLLPYTbI;

- metric — ycTaHaBAMBAET 3HAYeHNe MeTPUKK ANA
MMNOPTUPYEMbBIX MAPLLPYTOB.

be3 napameTpos 3anpeLLaeT MMNOPT MapLLPYTOB M3 NpoLiecca
OSPF B npouecc OSPF. B cnyyae yKasaHua napameTpa
BO3BpPALLAET ero 3Ha4YeHne No YMOIYAHMIO.

redistribute rip [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [subnets]

no redistribute rip [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [subnets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBOIOB

Pa3speluaeT aHOHCMpPOBaHME MapLIPYTOB, MOYYEHHbIX MO
npotokony RIP:

- metric-type type-1 — umnopTupyeT c nomeTKol Kak OSPF
external 1;

- metric-type type-2 — umnopTtupyeT ¢ nomeTKoM Kak OSPF
external 2;

- subnets — no3BonseT UMNOPTUMPOBATb NOACETYH;

- metric — 3HaYeHWe METPUKM ONA UMNOPTUPYEMbIX MapLL-
pyTOB;

- name-policy — vMA NOAUTUKM MMMOPTA, MO3BOJIAOLWEN
dUNbTPOBATL M BHOCUTb M3MEHEHWA B WMMNOPTUPYemble
MapLLpyTbl;

- name-acl — vms ctaHgapTtHoro IP ACL, no3sonstowero
dMAbTPOBATL UMMOPTUPYEMbBIE MAPLLPYTLI.

be3 napameTpos 3anpeLLaeT aHOHCMPOBaHWE MapPLLPYTOB,
noay4eHHbIX No npotokony RIP. B cnyyae ykasaHuA napameTpa
BO3BpaLLaeT ero 3HaYeHue rno ymoa4aHuio.

redistribute isis [/evel]
[match match] [metric met-
ric] [metric-type {type-1 |
type-2} ] [filter-list
name_acl] [subnets]

no redistribute isis [/evel]
[match match] [metric-type
{type-1 | type-2}] [filter-
list name_acl] [subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..65535)

PaspeluaeT aHOHCMpPOBaHME MapLLIPYTOB, MOMYYEHHbIX MO
npoTtokony IS-IS:

- metric-type type-1 — umnopTupyeT c nomeTkon Kak OSPF
external 1;

- metric-type type-2 — umnopTupyeT ¢ nomeTKoM Kak OSPF
external 2;

- subnets — no3BonseT MMNOPTUPOBATL NOACETY;

- level — ypoBeHb IS-IS, U3 KoToporo byayT aHOHCMPOBATLCA
MapLUpyTbl;

- match — npou3BOAUTb aHOHCMPOBaAHWE TONIbKO ANA YKa-
3aHHbIX TMNOB IP-IS mapwpyToB;

- metric — 3HaYeHWe METPUKU ANA UMNOPTUPYEMbBIX MapLL-

pyTOB.

be3 napameTpoB 3anpeLLaeT aHOHCMPOBAHWE MAPLIPYTOB,
Noay4yeHHbIX MO NpoToKoAy IS-IS. B cnyyae ykasaHuA
napameTpa BO3BPaLLAET ero 3Ha4yeHne no yMmo4aHuIo.
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redistribute bgp [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [subnets]

metric: (1..65535);

PaspeluaeT aHOHCMpPOBaHME MapLLIPYTOB, MONYYEHHbIX MO
npotokony BGP:

- metric-type type-1 — umnopTupyeT c nomeTKol Kak OSPF
external 1;

- metric-type type-2 — umnoptupyeT c nomeTkon Kak OSPF
external 2;

- subnets — no3BonseT MMNOPTUPOBATb NOACETYH;

- metric — 3HaYeHWe METPUKM O3 UMMNOPTUPYEMbIX MapLL-

name_policy: (1..255) pyTOB;
CUMBOOB; - name-policy — vMA NOAUTUKM WMMNOPTA, MO3BOJIANOLLEN
name_acl: (1..32) $unbTPOBaTL U BHOCUTb W3MEHEHWA B WMMMOPTUPYemble
CMMBOJI0B MapLUpyTbl;
- name-acl — vms ctaHgapTtHoro IP ACL, no3gonstowero
buNbTPOBaTL UMNOPTUPYEMBIE MAPLLPYTHI.
no redistribute bgp [metric Bes napameTpoB 3anpeLyaeT aHOHCMPOBaHME MapPLIPYTOB,
metric] [metric-type {type-1 Nosy4yeHHbIX Mo NpoTokony BGP. B cnyyae ykasaHua napameTpa
| type-2} ] [route-map BO3BpaALLAET ero 3HayeHMe No YMOAYAHUIO.
name_policy] [filter-list
name_acl] [subnets]
compatible rfc1583 Jenabled BkntoyaeT coBmecTmocTb ¢ RFC 1583 (Tonbko ans IPv4).

no compatible rfc1583

BbikntoyaeTt coemectumocTtb ¢ RFC 1583.

router-id A.B.C.D

no router-id A.B.C.D

A.B.C.D: uaeHTndukatop
MapLlpyTU3aTopa B
dopmarte IPvi-agpeca

YcTaHaBAMBaeT MAEHTUPUKATOP MapLIpyTU3aTopa, KOTOPbIN
YHUKaNbHO MAEHTUOULMPYET MapLLpyTU3aTop B Npeaenax
O/ZHO aBTOHOMHOWM CUCTEMBI.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

network ip_addr area
A.B.C.D [shutdown]

no network ip addr

ip_addr: A.B.C.D

BKkAtounTb (OTKAOUNTL) 3K3emnasap OSPF Ha IP-uHTepdeiice
(ana 1Pv4).

Ypanset IP-agpec nHtepdelica.

default-metric metric

no default-metric

metric: (1..65535)

YcraHasnaunsaeT meTpuky OSPF-mapupyTa.

OTKAtoYeHME YHKLMM.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub

A.B.C.D: uaeHtTndukatop
MapLipyTU3aTopa B
dopmare IPv4-agpeca

YcTaHaBAMBAET 419 YKa3aHHOM 30HbI TMN stub. 3oHa —
COBOKYMHOCTb CETEN M MapLUPYTU3aTOPOB, UMEIOLLMUX OANH U
TOT e naeHTuduKaTop.

- no-summary — He oTnpaeAATb MHGOPMaLUIO O
CYMMUPOBAHHbIX BHELWWHUX MapLUpyTax.

YcTaHaBAUBaeT 3HaYeHUe No YMONYAHUIO.

area A.B.C.D nssa [no-sum-
mary] [translator-stabil-
ity-interval interval] [trans-
lator-role {always | candi-
date}]

no area A.B.C.D nssa

A.B.C.D: ngeHtuopukaTtop
MaplupyTU3aTopa B
dopmare IPv4-agpeca;
interval: uenoe
NMONOXKUTEIbHOE YNCNO;

YcTaHaBAMBAET A1 YKa3aHHOM 30HbI T NSSA.

- ho-summary — He NPUHUMaTbL MHGOPMaLMIO O
CYMMMPOBAHHbIX BHELHMUX MapLpyTax BHYTPb NSSA-30HbI;
- interval — onpepenseT NPOMEXKYTOK BpEMEHMU (B cek), B
TeyeHne KOTOpOro TpaHCAATOP ByAeT BbINOAHATL CBOU
bYHKLUMM nocne Toro, Kak 06HAPYKMUT, YTO TPAHCAATOPOM CTan
APYrovi rpaHUYHbI MapLIpyTM3aTop.

- translator-role — onpegenset, kKakum o6pasom Ha
MapupyTusaTtope byaet GyHKLUMOHMPOBATD PEXUM
TpaHcnaTopa (TpaHcnaumm Type-7 LSA B Type-5 LSA):

- always — B NpuHyAWUTENIbHOM NOCTOAHHOM PEXKUME;

- candidate — B pexume yyacTua B BbiIbopax TpaHcnATopa.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D: uaeHtndukatop
MapLipyT13aTopa B
dopmarte IPvd-agpeca;
secs: (1..65535) cekyHa;
word: (1..256) cumsonos

Co3paHue BUPTYyasibHOMO COEAMHEHNA MEXKAY OCHOBHOM U
APYTMMU yAaneHHbIMU 061acTAMM, KOTOPbIE UMEIOT MeXayY
HUMM obnacTu.

- hello-interval — ykasatb hello-uHtepsan;

- retransmit-interval — yka3saTb MHTepBan meay NOBTOPHbLIMM
nepefayamu;

- transmit-delay — yka3aTb Bpems 3a4epKKu;

- dead-interval — ykasatb dead-uHTepBan;

- null — 6e3 ayTeHTUdMKauuu;

- message-digest — ayTeHTUdMKaLMA ¢ WndpoBaHUEM;

- word — naposb gns ayTeHTUPUKaLUM.
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no area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

Ypanaet BMUPTYyasZibHOE coegnHeHune.

area A.B.C.D default-cost
cost

no area A.B.C.D default-
cost

A.B.C.D: uaeHtndukatop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
cost: uenoe
NoNIOKUTENBHOE YNC/IO

YcTaHaBAMBaET 3HaYeHMe CTOMMOCTM CYMMapHOro MaplupyTa,
ncnonbsyemoro ans stub- u NSSA-3oH (ans IPv4).

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

area A.B.C.D authentication
[message-digest]

no area A.B.C.D authentica-
tion [message-digest]

A.B.C.D: naeHTndukatop
MapLipyT13aTopa B
dopmarte IPv4-agpeca;
—/BbIKNOYEHO

BKkntoyaeT ayTeHTUOMKaUUIo gns Bcex MHTepdelicoB gaHHOM
30HbI (gn8 IPv4):
- message-digest — ¢ wndposaHmem MD5.

OTKAKOYaEeT ayTeHTUMKALMIO.

area A.B.C.D range net-
work_address mask [adver-
tise | not-advertise]

no area A.B.C.D range net-
work_address mask

A.B.C.D: naeHtTndukatop
MapLupyTU3aTopa B
dopmare IPv4-appeca;
network_address:
A.B.C.D;
mask: E.F.G.H

Co3paeT cyMmapHbIii MapLlpyT Ha rpaHuue 30Hbl (aas IPv4).
- advertise — aHOHCMPOBaTb CO34aHHbIN MAPLLPYT;
- not-advertise — He aHOHCMPOBATb CO34aHHbIA MApPLLPYT.

YaanseT cymmapHbIiA mapLipyT.

area A.B.C.D filter-list prefix
prefix_list in

no area A.B.C.D filter-list
prefix prefix_list in

A.B.C.D: uaeHtTndukatop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)
cMmBona

YcTaHaBAnBaeT GUALTP HA MapLLPYTbl, IHOHCUPYEMbIE B
YKa3aHHYI0 30HY U3 Apyrux 30H (ans IPv4).

Ypanaet GUAbTP Ha MapLIPYTbl, aHOHCUPYEMbIe B YKa3aHHYHO
30HY M3 ApYrux 30H (ana IPv4).

area A.B.C.D filter-list prefix
prefix_list out

no area A.B.C.D filter-list
prefix prefix_list out

A.B.C.D: naeHTndukatop
MaplupyTU3aTopa B
dopmare IPv4-appeca;
prefix_list: (1..32)
cumBona

YcTaHaBAMBaeT GUALTP HAa MapLUPYTbl, aHOHCUPYEMbIE U3
YKa3aHHOW 30Hbl B Apyrue 30HbI (ans IPv4).

YaanseTt GpUAbTP Ha MapLLIpyTbl, aHOHCUPYEMbIE U3 YKa3aHHOM
30HbI B Apyrue 30Hbl (ans IPv4).

area A.B.C.D shutdown

no area A.B.C.D shutdown

A.B.C.D: uaeHtTndukatop
MapLlupyTusaTopa B
dopmare IPv4-agpeca;
—/BKNOYEHO

OTtkntoyvaet npouecc OSPF andA 30HbI.

Bkntouaet npouecc OSPF gns 30HbI.

shutdown

no shutdown

—/BKNIOYEHO

OTkntouvaet npouecc OSPF.

Bkatouaet npouecc OSPF.

summary-address
ipbv4_addr mask [not-adver-
tise]

no summary-address
ib_addr mask [not-adver-
tise]

—/BbIK/IIOYEHO

BKAOUYUTE CYMMMPOBaHWE MapLLPYTOB ipv4, KoTopble bblin
nony4veHbl OSPF 13 apyrux npoToKoNOB.
not-advertise — npocymmunpoBaTb, HO He aHOHCMPOBATb.

OTK/OUYUTD CYMMapM3aLLUMI0 MapLLIPYTOB.

summary-prefix ipv6 [not-
advertise]

summary-prefix ipvé6 [not-
advertise]

—/BbIK/IOYEHO

BKAOUYUTE CYMMMPOBaHWE MApPLLPYTOB ipv6, KoTopble bbln
nony4veHbl OSPF 13 apyrux npoTOKONOB.
not-advertise — npocymmunpoBaTb, HO He aHOHCMPOBaTb.

OTKOUYUTD CYMMapM3aLLIMI0 MapLLPYTOB.

timers spf delay delay

no timers spf delay

delay: (0..600000)/5000
mC

YcTaHaBAMBAET BE/IMYMHY 3a4,eP*KKNU, MPOU3BOAMMON nepes
oyepeaHbIM nocnefoBaTeibHbIM pacyeTom SPF.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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timers Isa throttle min_in-
terval hold_interval max_in-
terval

no timers Isa throttle

min_interval:
(0..60000)/5000 mc;
hold_interval:
(0..60000)/0 mc;
max_interval:
(0..60000)/0 mc

3a4aéT BpemeHHble napameTpbl LSA-TpoTTAnHra. TpOTTANHT
OeNCTBYeT TO/IbKO Ha LSA, MICTOYHMKOM KOTOPbIX ABAAETCA
/IOKaNbHOE YCTPOMCTBO.

- min_interval — MWHUManNbHbIN BDEMEHHOM UHTEPBAT MEXAY
OBYMA NOCNEL0BaTENbHO OTMNPABAAOLWMMMUCA OANHAKOBbLIMM
LSA.

- hold_interval — vHTepBan, onpeaenatoLlmin TEKyLLEE Bpemsa
3agepKKu. C Kaxgoi HoBoM nocnesoBaTenbHol LSA aToT
WHTEPBA/l YMHOMAETCA Ha [1Ba, NOKa He AOCTUIHET 3HaYeHUn
max_interval.

- max_interval — makcMManbHbI BpEMEHHOM MHTepBan
MeXay ABYMsA NOCnef0BaTe/IbHO OTNPABAAOWMMUCA
oAMHaKoBbiMM LSA.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYAHUIO.

timers Isa arrival min_arri-
val

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YcTaHaBAMBAET MMHUMA/IbHbIV BpEMEHHOMN MHTepBan, ¢
KOTOPbIM MapLLpyTM3aTop 0bpabaTbiBaeT NpuHMMaemble LSA.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYAHUIO.

KomaHObI pexcuma KoHguypayuu uHmepaelica IP

BuAa 3anpoca KOMaHAHOWM CTPOKM:

console (config-ip) #

Tabnuua 332 — KomaHabl pexkmma KoHpurypaumm uHtepoelica IP
3HayeHue/3HayeHue

KomaHda

no ymosn4aHuro

Aeiicmeue

ip ospf shutdown

BbikntovaeT mapupyTtursaumio no npotokony OSPF Ha
nHTepdelice.

- —/BKAtOYEHO
no ip ospf shutdown BkatoyaeT mapwpyTm3aumio no npotokony OSPF Ha
nHTepodelice.
ip ospf network {broadcast BblbpaTb TMN ceTn:
| point-to-point} - broadcast — wrpoKoBeLlaTeIbHAA CETb C MHOMKECTBEHHbIM
—/broadcast [OCTYroMm;

no ip ospf network

- point-to-point — ceTb «TOYKa-TOYKa».

YcTaHaBAMBaeT 3HAYeHKWe no YMONYaHULO.

ip ospf authentication
[key-chain key_chain |
null | message-digest]

no ip ospf authentication
[keychain]

key_chain: (1..32)
CMMBONIOB;
Mo ymon4yaHuio
ayTeHTUdUKaUMA
OTK/IlOYeHa

BkntoyaeT ayTeHTUOMKaumto B OSPF n onpesgenset ee Tun. bes
YKa3aHuWA napameTpos b6yAeT UCno/ib30BaTbCA ayTeHTUdUKauma
C MOMOLLBIO NapoIA, 334aHHOMO OTKPbITbIM TEKCTOM.

- keychain — BkntoyaeT ucnonbzoBaHue Habopa Kaoyen.
PaboTaeT B cBA3Ke C pekMMOM message-digest.

- key_chain — nmsa Habopa Knkouel, co3AaHHOro KOMaHLoM
keychain;

- null — He ncnonb3oBaTb ayTeHTUPUKALMIO;

- message-digest — ayteHTUdMKauma MD5 ¢ ncnonb3osaHue
Habopa Katouel.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

ip ospf authentication-key
key

no ip ospf authentica-
tion-key

key: (1..8) cumsonos

HasHauaeT naponb gna ayTeHTMdUKaLMKM cocefent, AOCTYMHbIX
yepes Tekywmin nHtepdeiic. Maposb, yKazaHHbIA TaKUM
ob6pasom, byaeT BHeAPEH B 3aro/I0BOK KaXKA0ro yXoAALLero 8
3Ty ceTb NnakeTa OSPF B KauecTBe KatoYa ayTeHTUPUKALUMN.

Ypaanaet naponb.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YcTaHaBAMBAET METPUKY COCTOAHWUA KaHaia, KoTopas ABAseTCA
YC/IOBHbIM MOKasaTesnem "cToumocTn" nepecbiiku AaHHbIX NO
KaHasny.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIo.
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ip ospf dead-interval {in-
terval | minimal}

no ip ospf dead-interval

interval: (1..65535)
CeKyHS;
minimal — 1cek

YcTaHaBAMBaET MHTEPBa BPEMEHM B CEKYHAAX, NO UCTEYEHUN
KOTOpOro coces, byfeT cuUTaTbCA HEAKTUBHBIM. ITOT UHTEPBAN
[OMKeH 6bITb KpaTHbIM 3HayeHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 untepsanam otnpasku hello-nakertos.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

ip ospf hello-interval inter-
val

interval: (1..65535)/10

YcTaHaBAWBAET UHTEPBA BPEMEHM B CEKYHAAX, MO UCTEYEHUU
KOTOPOro mapLipyTusaTop oTnpasaset cneayowmii hello-naker

CEeKYHZ, C MHTepdeiica.
no ip ospf hello-interval YcTaHaBAMBaeT 3HaYEHUE Mo YMOAYAHUIO.
ip ospf mtu-ignore OTKntoyeHue nposepkn MTU.
no ip ospf mtu-ignore —/enabled YcTaHaBAMBaET 3HaYEHME N0 YMONYAHMIO.
ip ospf passive-interface 3anpewaet IP-uHTepdeiicy ob6MmeHMBaTLCA MPOTOKOIbHBIMM
COO0BLWEHMAMM C COCEAAMM Yepes yKa3aHHbI GU3NYECKUit
—/disabled nHTepodelic.

no ip ospf passive-inter-
face

PaspelaeT IP-uHTepdeicy 0bMeHMBATLCA MPOTOKOIbHbIMMU
coobuieHmaMM C coceaamm.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

YcTaHaBAMBaET NPUOPUTET MApPLLPYTU3ATOPa, KOTOPbIN
ncnosb3syetcsa gns sbibopa DR 1 BDR.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

ip ospf retransmit-interval
interval

no ip ospf retransmit-inter-
val

interval: (1..65535)/5
CeKyHA,

BkntouyaeT ayTeHTUOMKauuto B OSPF n onpegensaeT ee Tmn:

- text — ayTeHTUMKaLMA OTKPbITbIM TEKCTOM;

- key_chain — vima Habopa Katoyel, co3gaHHOro KomaHaou key
chain.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

ip ospf transmit-delay de-
lay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YcTaHaBAWBaET NPUMEPHOE BPEMS B CEKYHAAX, Heobxoammoe
[ANA Nepefaymn naketa COCTOSHUA KaHana.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepagpelica Ethernet, VLAN:

Bupg, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnunua 333 — KomaHapl pexkuma KoHpurypaumm nntepderica Ethernet, VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

—/BKAKOYEHO

BbikntoyaeT mappyTtusauunio no npotokony OSPFv3 Ha
nHTepodelice.

BkatouvaeT mappyTtusaumio no npotokony OSPFv3 Ha
nHTEpodelice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: naeHTMouKaTop
MapLpyTusaTtopa B
¢dopmarte IPvd-agpeca

Bkntountb (oTKAtOUMTL) OSPF npouecc ans onpeaeneHHom
30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YcTaHaBAMBaET METPUKY COCTOAHMA KaHana, KoTopas asaserca
YCNOBHbIM NOKasaTenem "cTOMMOCTU" NepecbliKM AaHHbIX NO
KaHany.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ipv6 ospf dead-interval in-
terval

no ipv6 ospf dead-interval

interval: (1..65535)
CeKyHA,

YcTaHaBNMBaEeT MHTEPBa/l BPEMEHU B CEKYHAAX, MO UCTEYEHUU
KoToporo coces 6yieT cuMTaTbCA HEAKTUBHBIM. ITOT MHTEPBaAN
O0/IKeH BbITb KpaTHbIM 3HauveHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepBanam otnpasku hello-nakeTos.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ipv6 ospf hello-interval in-
terval

interval: (1..65535)/10
CeKyHA,

YcTaHaBAWBaET UHTEPBAN BPEMEHM B CEKYHAAX, MO UCTEYEHUU
KOTOPOro MapLipyTusaTop oTnpasaseT cneayowmii hello-naker
¢ nHTepdeiica.
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no ipv6 ospf hello-interval

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ipv6 ospf mtu-ignore

no ipv6 ospf mtu-ignore

—/disabled

OTKntoyeHue nposepkn MTU.

YcTaHaBAMBaET 3HaUYeHWe No YMON4YaHUIO.

ipv6 ospf neighbor
{ipv6_address}

ipv6 ospf neighbor
{ipv6_address}

3agaet IPv6 agpec coceaa.

Ypanaet IPv6 agpec cocepa.

ipv6 ospf priority priority

no ipv6 ospf priority

priority: (0..255)/1

YcTaHaBAMBaET NPUOPUTET MAPLLPYTU3ATOPA, KOTOPbIN
ucnosb3yetcsa gns sbibopa DR v BDR.

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

ipv6 ospf retransmit-inter-
val interval

no ipv6 ospf retransmit-in-
terval

interval: (1..65535)/5
CeKyHA,

YcTaHaBAWBaeT UHTEpPBas BPEMEHU B CEKYHAAX, MO UCTEYEHUN
KOTOPOro MapLLpyTU3aTop NOBTOPHO OTNPABUT NakeT, Ha
KOTOPbII HE NOYYUA NOATBEPKAEHUA O NONYYEHUN
(Hanpumep, Database Description naket uau Link State Request
nakertbl).

YcTaHaBAMBaAET 3HaUYeHMeE No YMONYaHULO.

ipv6 ospf transmit-delay
delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YcTaHaBAWBaET NPUMEPHOE BPEMS B CEKYHAAX, Heobxoammoe
[ANA Nepefayn naketa COCTOSHUA KaHana.

YcTaHaBAWBaeT 3HaYeHUe Mo YMONYAHUIO.

KomaHObI pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 334 — KomaHgb! pexkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show {ip | ipv6} ospf [pro-
cess_id]

process_id: (1..65536)

OTobparkaeT KoHoUrypaumm OSPF.

show {ip | ipv6} ospf [pro-
cess_id] neighbor

process_id: (1..65536)

OTobpaxkaeT nHbopmaumm o6 OSPF-coceanx.

show ip ospf [process_id]
neighbor A.B.C.D

process_id: (1..65536);
A.B.C.D: IP-apgpec cocepa

OTobpaxkaeT HGopmauum o6 OSPF-cocene ¢ ykazaHHbIM
aapecom.

show {ip | ipv6} ospf [pro-
cess_id] interface

process_id: (1..65536)

OTobpaxkaeT KoHOUrypaumm scex OSPF-nHTepdeiicos.

show {ip | ipv6} ospf [pro-
cess_id] interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | tunnel tunnel_id}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16)

OTobpaxkaeT KOHOUTYpaLunm KoHKpeTHoro OSPF-uHTepdelica.

show {ip | ipv6} ospf [pro-
cess_id] database [router |
summary | as-summary]

process_id: (1..65535)

OTobpaxkaeT coctosHMe 6a3bl 4aHHbIX NpoTokona OSPF.

show {ip | ipv6} ospf vir-
tuallinks [process_id]

process_id: (1..65535)

OTo6parkaeT NnapameTpbl U TeKyLLLEee COCTORHUE BUPTYaibHbIX
JIMHKOB.
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5.35.4 Hacmpoiika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoTOKO/ rpaHWYHOrO W/03a) ABASETCA NPOTOKONOM MapLUpyTU3a-
UMK Mexay aBTOHOMHbIMM cuctemamum (AS). OcHoBHOM dyHKUMel BGP-cuctembl aBnseTcs obmeH MHbopma-
LMen o 4OCTYNHOCTM CeTel ¢ Apyrumm cuctemamm BGP. MHPopmauma o AOCTYNHOCTU CeTeN BKAOYAET CMUCOK
aBTOHOMHbIX cucTeM (AS), yepes KoTopble NPoXoauT 3Ta MHGOopMaLMA.

BGP ABnaeTcA NPpOTOKOOM NPUKNALHOTO YPOBHSA N GYHKLUMOHMPYET NOBEPX NPOTOKO1A TPAHCMOPTHOTO
ypoBHs TCP (nopT 179). Mocne ycTaHOBKKU coeanHeHMA nepenaércs nHdopmauma 060 Bcex mapLipyTax, npea-
Ha3Ha4YeHHbIX ANA 3KcnopTa. B ganbHelwem nepeaaérca Tonbko MHGopmaumna o6 n3meHeHMax B Tabaumuax
MapLpyTU3aLmm.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:
console (config) #

Tabanua 335 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMoa4YaHuto
router bgp [as_plain_id_| Bk/itoYaeT mapLupyTM3auumio no npoTtokony BGP.
as_dot _id] 3apaeT uaeHTUPUKaTop AS 1 NepexoauT B pexrmum eé
KOHPUryprpoBaHus
as_plain_id: - as_plain_id — naeHtTndunKaTop aBTOHOMHOM CUCTEMBI,
(1..4294967295)/1 MCMNONb3yEeMbI MapLIPYTU33aTOPOM MPU YCTAHOBAEHUN
as_dot_id: coceacTsa M obmeHe MapLpyTHOW MHbOpMaLMei.
(1.0..65535.65535) -as_dot_id — ngeHTMdMKaTop aBTOHOMHOM cucTeMbl B 32-
6uTHOM dopmarte
no router bgp OcrtaHasnuBaeT BGP-mapwpyTtnsaTop, yaanaer BClo
[as_plain_id_| as_dot_id] KoHbUrypaumio npotokona BGP.
KomaHObI pexcuma KoHguaypayuu AS
BuAa 3anpoca KoMaHAHOM CTPOKM B pexnume KoHpurypaumm AS:
console (router-bgp) #
Tabnuua 336 — KomaHapl pexkuma KoHourypaumm AS
Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
bgp router-id ip_add 3agatb naeHTMduKaTop BGP-maplupyTtunsatopa.
no bgp router-id N Yaanutb naeHtndukatop BGP-mappytusaTtopa.
bgp asnotation dot 3ageincTByeT cuctemy o6o3HayeHne Homepos AS B popmaTe
—/asplain asdot.
no bgp asnotation YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO
bgp client-to-client reflec- BKAtoYaeT nepecbiNKy MapLpyToB, NoaydYeHHblx oT reflector-
A —/BKAKOYEHO
tion KnueHTa, apyrum BGP-coceagam.
no bgp client-to-client re- BbIKNtOYAET NepecbiIky MapLpyToB, NoayyYeHHbIx oT reflector-
flection - KAWeHTa, apyrum BGP-cocegam.
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bgp cluster-id ip_add

3apaéT naeHTnduKaTop Knactepa BGP-mapwpytusaTopa.
B cnyyae, echn naeHtTudMKaTop Knacrepa He
V HacTpoeH, B KayecTse uaeHTMduKatopa byaer
MUCNOAb30BaTbCA rN06anbHbI naeHTMdUKaTop BGP-
mapuipyTusaTopa.

no bgp cluster-id

Ypanutb naeHTUPUKaTop Knactepa BGP-mapwpyTtusaTtopa

bgp transport path-mtu-
discovery

Bkntouaet npoueaypy Path MTU Discovery ans
aBTOmaTU4yeckoro onpeaeneHma Maximum Segment Size npwu
ycTaHoBneHun TCP-coeagMHEHUA MeXay coceaamu.
BknroueHue Path MTU Discovery Ha npouecce
V BK/IIOMaET ero Ha Bcex coceasx.

no bgp transport path-
mtu-discovery

YcTaHaBAMBaeT 3HaYeHne No YMONAYAHUIO

shutdown

no shutdown

—/no shutdown

AAMWHUCTPATUBHO BbIKAtOYaeT NpoTokon BGP, He yaanasa ero
KOHbUrypaumio.
JT0 AeicTBUE BNIEYET 3a cOBOI pa3pbIiB BCeX Ceccuii ¢
V BGP-cocegammn U OUUCTKY TabAULbI MapLipyTU3aumum
npoTtokona BGP.

BKAtounTb paboty AS.

neighbor ip_add

no neighbor ip_add

3apatb IP-agpec ana BGP-cocena nnm nepentu B pexum
KOHMrypMpoBaHUsA CyLLECTBYIOLWEro coceaa.

Ypanutb IP-agpec ana BGP-cocega

peer-group name

no peer-group name

name: (0..32) cumBona

Cospaet Peer-rpynny
- name — uMA rpynnbl

Yaanset co3paHHyto Peer-rpynny

address-family ipv4
{unicast | multicast}

no address-family ipv4
{unicast | multicast}

—/unicast

YKkasbisaet Tun IPv4 Address Family u nepeBogmT KommyTaTtop B
peXKMm KoHdurypaumm cootsetcTeytowein Address Family.

BbikntoyaeT cooTBeTcTByOWy0 Address-Family

KomaHObI pexcuma KoHgu2ypayuu Address-Family

Bua 3anpoca KOMaHAHOWM CTPOKM B pexume KoHpurypaumum Address-Family:

console (router-bgp-af) #

Tabnunua 337 — KomaHab! pexkuma KoHdurypaumm Address-Family

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aeiicmeue

network ip_add [mask
mask ]

no network ip_add [mask
mask ]

3apaeT noaceTb, KOTOpaA aHOHcMpyeTca BGP-cocepam.
- ip-add — appec nopceTu.
- mask — macka noaceTu.
Ecnn macKka He yKa3aHa, N0 yMO/4aHUIO OHa 3ajaeTca
V KNaccoBbiM MEeTOA0M aapecaLmu.
mask — macka IP-nogcetu unu gnvHa npedukca.

YaanaeT aHOHC AaHHOM noAaceTy.
- ip-add — appec noacetu.
- mask — macka noacetu.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-4294967295);
name: (0..32) cumBona

PaspeluaeT aHOHCHpOBaHWe connected-mapLUpyToB.

- metric — 3HayeHue aTpubyTa MED, KOoTopoe 6yaeT NpUCBOEHO
MMMOPTUPOBAHHBIM MapLLIPYTaMm.

- name — Ha3BaHwue access-list, KoTopbli ByaeT NnpumMmeHeH K
MapLUpyTam.

3anpeLLaeT aHOHcMpOBaHMe connected-mapLIpyToB.
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redistribute rip [metric
metric | filter-list name]

no redistribute rip

metric: (1-4294967295);
name: (0..32) cumBona

MmnopTtupyet mapwpytbl RIP B BGP.

- metric — 3HayeHue aTpnbyTa MED, KOoTOpOe byaeT npucsoeHo
MMNOPTUPOBAHHBIM MApLLpPYTaM.

- name — Ha3BaHue access-list, KoTopbli BygeT NnpUMmeHeH K
MapLipyTam.

3anpeLaeT MMNOPT MapLLPYTOB M3 NpoTokonaa RIP.

redistribute static [metric
metric | filter-list name]

no redistribute static

metric: (1-4294967295);
name: (0..32) cumBona

PaspeluaeT aHOHCMPOBaHME CTaTUHECKUX MapPLLIPYTOB.

- metric — 3Ha4yeHue aTpnbyTa MED, KOoTOpoe 6yaeT NnpucBoeHO
MMMNOPTUPOBAHHBIM MapLIPyTam.

- name — Ha3BaHue access-list, KoTopbli BygeT NnpuMmeHeH K
MapLLpyTam.

3anpeLLaeT aHOHCMPOBaHME CTAaTUYECKUX MaPLLPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

no redistribute ospf

id: (1..65535);
metric: (1-4294967295);
type: (internal, external-

1, external-2); name:
(1..32) cumBonos;
mtype: (type-1, type-2);
name: (0..32) cumBona

MmnopTtupyet mapwpytbl OSPF B BGP.

- id — naeHTndmkaTop npouecca OSPF.

- metric — 3HayeHue aTpnbyTa MED, KOTOpOe 6yaeT npucBoeHo
MMNOPTUPOBAHHLIM MApPLLPYTaMm.

- type — tvn OSPF-mappyTos, aHOHcHpyembix B BGP.

- name — Ha3BaHue access-list, KoTopbIv byaeT NnpuMeHeH K
MapLpyTam.

- mtype — tMn meTpukn Ex1 nam Ex2

3anpewaeT MMNOPT MapLLpPyTOB 13 npoTokona OSPF.

redistribute isis [level]
[match match] [metric
metric] [filter-list
acl_name]

no redistribute isis

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cMmBoOAa

MmnopT mapupyTos u3 IS-IS B BGP.

- level — ycTaHOBUTbL U3 KaKoro ypoBHs IS-IS 6yayT
AHOHCMPOBATbCA MAPLLPYTbI;

- match — Npo13BOAMTb aHOHCMPOBAHME TO/ILKO ANA
YKa3aHHbIX TMNOB IS-IS mappyTos;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLpyToB;

- acl_name — vms ctaHgapTtHoro IP ACL, KoTopbili bygeT
MCNonb3oBaH ANs GUABTPALLUM UMNOPTUPYEMbBIX MaPLLPYTOB.

3anpewaeT MMNOPT MapLLPYTOB 13 NpoToKoAa IS-IS.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bua 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypaumnm BGP-coceaa:

console (router-bgp-nbr) #

Tabnnua 338 — KomaHab! pexknuma KoHpurypaumm BGP-coceaa

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type ]

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

BK/ItOYaeT orpaHnyeHne KoIMYeCcTBa NPUHMMaEMbIX
mapuwpyToB oT BGP-cocepa.

- value — MaKkcMManbHOe KONNYECTBO NPUHUMAEMbIX
MapLUpPYyTOB.

- percent — NPOLLEHT OT MaKCMMasIbHOTO KOIMYeCTBa
MapLLPYTOB, N0 JOCTUMXEHUM KOTOPOro OTNPaBAAETCA
npegynpexaeHue.

- second — BpeMeHHOI NPOMEKYTOK (B CeKyHAax), no
UCTEYEHMIO KOTOPOTo NPOUCXOAUT NepPenoaKtoYEHNE, eCn
ceccua bbina pasopsBaHa M3-3a NPEBbILLEHNA KONYECTBa
MapLUpPYTOB.

- type — Ha3HayaeT AelCTBUE BbINONHAEMOE NPU AOCTUNKEHUN
MaKCMMa/IbHOTO 3HA4YeHMA — Pa3pblB ceccun <restart> nnau
oTnpaBKa npeaynpexaeHus <warning-only>.
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no maximum-prefix

BbIKkNtOYaeT orpaHUYeHne KOANYecTBa NPUHUMAEMbIX
mapuwpyTtos ot BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CEeKyHS;
with-sec: (0-65535)/30
CeKyHA,

3a4aéT BpemMeHHble NHTepBabl.

- adv-sec — MUHUMabHBIV MHTEPBAA MeXAyY OTNPaBKOM
UPDATE coobuieHni1 04HOro U TOro e MapLupyTa.

- with-sec — MUHWManNbHbIN UHTEPBAN MeEXAY
AHOHCMPOBAHMEM MapLLpPyTa U ero nocieayoLmnm ae-
QHOHCUPOBAHMEM.

MpumeyaHue:

- advertisement-interval gonkeH 6biTb 60NbLIE NN paBeEH
withdraw-interval.

- MapuwpyTbl, KOTOpble A0/KHbI 6bITb aHOHCMPOBAHbI
cocegHum BGP-mapLipytusaTtopam, pacnpesenatorca no
HecKkonbknm UPDATE-coobuweHnam. Mexay oTnpaBKoM 3TUX
UPDATE-coobLeHWin BblAEPKUBAETCA CNYyYaliHbI BpeMEHHOM
WHTEPBa/ TakMm 06pa3om, 4Tobbl obLiee Bpems mexay
06HOBNIEHMEM MAPLUPYTOB B JIOKaNbHOM Tabnmue BGP u
oTnpasKow nocnegHero UPDATE-coobuieHUs He NpeBbIlano
advertisement-interval unu as-origination-interval B cnyyae
OTNPaBKM NOKa/IbHbIX (MapLUpyTbl U3 I0KanbHOM AS)
MapuwpyToB B eBGP-coeamHeHnn. Takum o6pasom, Kaxaplil U3
MapLIPYTOB MOXKET MMETb CIY4alHYI0 BEIMUNHY 3aePKKU
QHOHCUPOBAHMA.

- TouHoCTb paboTbl Talimepos advertisement-interval,
withdraw-interval n as-origination-interval 3asucut ot
MaKCMManbHOro 3HaYeHMA 060ro 13 sTUX TPEX TaMMepos,
HacTpoeHHbIX Ha BGP-mapLlupyTnsatope (yunTbiBatoTcs
Talimepsbl, HacTpoeHHble ana Bcex BGP-cocepeit). Bce 3HaueHuns
TaliMepoB aHOHCUPOBAHMA U Ae-aHOHCMPOBAHUA MApPLLPYTOB,
CKOHOUIYpMpPOBaHHbIX Ha YCTPOWCTBE, AUCKPETU3NPYIOTCA
uHTEepBanom B 1/255 oT HanbobLIEro HACTPOEHHOTO
3HaueHuA. YBeMYeHne MakCUManbHOro 3HayeHus byaet
NPUBOAUTD K YBE/IMYEHMIO YAaCTOTbl AUCKPETM3AL N TalMepoB
W, COOTBETCTBEHHO, K MOHWUKEHWIO TOYHOCTU UX PaboTbl.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CEKYHA,

3aaéT BpeMeHHOM MHTepBan mexay otnpaskoit UPDATE
C00bLEeHMI 0AHOTO U TOTO e MapLIpyTa, UCMO/b3YyeTca ANA
AHOHCA IOKaNbHbIX (MApLWPYTbl M3 NOKaNbHOM AS) MapLIpyToB
eBGP cocepam.

YcTaHaBAMBaEeT 3HAYEHMe Nno YMONYaHULO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3a4aéT BpemMeHHOM MHTepPBan, No UCTEYEHUIO KOTOPOro
BO30OHOB/IAETCA NOMbITKA co3aatb BGP-ceccuio ¢ coceaom.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

next-hop-self

no next-hop-self

— /BbIKAOYEHO

BkntoyaeT nogmeHy 3HauyeHuA atpnbyta NEXT_HOP Ha
JNIOKaNbHbIV aapec mapLupyT1usaTopa.

OTKAOYUTL NogMeHy aTpmubyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1

as_dot_id:
(1.0..65535.65535)

3a4aéT HoOmep aBTOHOMHOW CUCTEMbI, B KOTOPOM HAaxoaMTCA
BGP-cocea. YcTaHOBNAEHME cOCeACTBA HEBO3MOXKHO, NOKA
cocefy He HasHayeH Homep AS.
JT0 AeicTBUE BIEYET PA3pbiB CECCUM C COCEA0M U
V OYMCTKY BCEX NPUHATbIX OT HEro MapLUpPYTOB.

YaanuTtb naeHTMdmnKaTop cocegHet aBTOHOMHOM CUCTEMBI.
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timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHa;
keepalive: (0-21845)/30
CEKYHA

3a4a€T BpemMeHHble MHTepBabl.
- holdtime — ecnu B TeyeHue 3TOro BpemeHu He byaeT
npuHaTo keepalive-coobuieHune, To coeanHeHWe ¢ cocefom
cbpacbiBaeTcs.
- keepalive — nHTepBan mexay otnpaskoi keepalive-
coobLIeHMA.
3HaueHus holdtime u keepalive onxHbI 6bITb IM60
V o6a paBHbI Hy/0, 160 06a 60bLue HyAA.
holdtime gonxkeH 6biTb 60nbLIE AN paBeH

keepalive.
- Ecnm 6bin BbI6paH Talimep hold, KoTopbi HacTpoeH Ha
JIOKaZIbHOM MapLUPYTU3ATOPE, TO UCNO/b3YETCA I0KabHOe
3HauyeHue Talimepa keepalive;
- Ecnum 6b1n BbIGpaH Talimep hold, koTopblii HacTpoeH Ha
cocegHeM MapLipyTM3aTope U 3HauyeHue JI0KabHO
HacTpoeHHoro Taiimepa keepalive meHbwe yem 1/3
BblbpaHHOro Taiimepa hold, To ucnonb3yerca nokanbHoe
3HauyeHue Talimepa keepalive;
- Ecnum 6b1n BbIGpaH Talimep hold, koTopblii HacTpoeH Ha
cocegHeM MapLIpyTM3aTope U 3HaYeHue JI0KaIbHO
HacTpoeHHoro Taiimepa keepalive 6onbwe yem 1/3
Bbl6paHHOro Talimepa hold, To ucnonb3yerca uenoe umncno,
KoTopoe meHblue Yem 1/3 BbibpaHHoro Taiimepa hold.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3aaéT BpeMeHHOM MHTEPBa yAep!KaHUA cocesa B COCTOSHUMU
Idle nocne Toro, Kak oH 6bi1 COPOLLIEH B 3TO COCTOAHME. 3a 3TOT
MHTEPBa BCE MOMbITKM NepeycTaHOBMTb COeAUHEHME C
coceaom byayT OTKJOHEHDI.

YcTaHaBAWBaeT 3HaYeHUe No YMONAYAHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0 cekyHa,

3a43ET BpeMeHHOM UHTepBan mexay ycTaHoBKow TCP-
coeguHeHus n otTnpasKoi nepsoro OPEN-coobuweHus.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

shutdown

no shutdown

—/no shutdown

AAMUHUCTPATMBHO BbIKAtOYaeT ceccuto ¢ BGP-cocegom un
OYMLLAET NMPUHATLIE OT HETO MApPLUPYTbI, HE YAANAA ero
KOHdUrypaumm.

ALMUHUCTPATMBHO BK/IOYaeT ceccuio ¢ BGP-cocepom.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port
FortygigabitEthernet
fo_port Port-Channel group
Loopback /oopback Vlan
vlan_id ]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauaeT nHTepdelic, KoTopbili byaeT NCNONb30BaH B
KayecTBe UCXOAALLEro NPU COeAMHEHUN C COCEA0M.

OTMeHsAEeT py4YHyo HAacCTPOWMKY UcxoadaLLero nHTepoeliica,
BK/IOYAET aBTOMATUYECKMIM BbIBOP MHTEpdelica.

route-reflector-client [
meshed ]

no route-reflector-client

—/disabled

HasHauntb BGP-cocena Route-Reflector kaneHTom.
- meshed — napameTp BbicTaBseTca ecnm ucnosb3yerca mesh-
Tononorua. MNpu Noay4eHUn OT Takoro KaneHta BGP-
MapLPyTOB OHWU He ByAyT NepecbiNaTbCsa APYrMM KNNEHTaM.
BGP-mapwpyTtusartop asaserca route-reflector'om,
V ecnm xoTA 6bl 0AMH ero cocea, CKOHGUrypupoBaH Kak
route-reflector knueHr.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

soft-reconfiguration in-
bound

—/disabled

KomaHgaa coxpaHseT noayyeHHble OT cocea MapLupyTbl B
oTaenbHol o6aactm namatn. MeTtoa No3BoAsET NPUMEHUTL
BXOAALLYIO NOAUTUKY "route-map in" ana cocena 6e3 cbpoca
COCeACTBa M 3aMpoca MapLIPyTOB.

V Mo ymonuaHuio pabortaetr mexaHusm Route Refresh.
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DHELTEX

no soft-reconfiguration in-
bound

OTK/OUYNTb MEXaHM3M COXPAaHEHUA MapLLIPYTOB.

prefix-list name {in | out }

no prefix-list name { in |
out}

name: (0..32) cumBona

- name — Ha3BaHwue IP prefix-list, KoTopbIlt ByaeT npumeHeH
K aHOHCUMPYEMbIM UK MPUHUMAEMbBIM MapLUPYTaM.

OtBasathb IP prefix-list.

peer-group name

no peer-group

name: (0..32) cumBona

- name — umsa Peer-rpynnbl, KoTopasa byaeT npumeHeHa K

cocegy.
V Hactpoiiku Ha Peer-rpynne umetot 6onee Bbico-
KWUIA NPUOPUTET, YeM HACTPOIKMU Ha cCamoMm coceae.

Yoanute cocefia U3 rpynnbi

address-family ipv4 {
unicast | multicast }

YkasbiBaeT Tmn IPv4 Address Family u nepeBoguT KommyTa-
TOpP B pPEeXMM KOHOUTypaumm cooTBeTcTByloler address

—/unicast family ana storo BGP-coceaa.
no address-family ipv4 { BbIkMOUNTb cooTBeTCTBYHOLWYO |IPv4 Address-Family.
unicast | multicast }
transport path-mtu-discov- BkntoumTb npouenypy Path MTU Discovery ana BGP-coceaa.
er
y —/disabled

no transport path-mtu-dis-
covery

Bbikntountb npoueaypy Path MTU Discovery ana BGP-
cocepa.

fall-over bfd

no fall-over bfd

— /BbIKOYEHO

Bkntountb npoTtokon BFD Ha cocege.

BbikntounTb NnpoTtokon BFD Ha cocepe.

password word

no password

word: (1..128) cumBo0B;
Mo YMONYAHUIO ayTEHTU-
duKauma oTKNOYEHA

BkntoyaeT ayteHTUdMKaumio Bcex TCP-cermeHTOB, MPUHATBIX
oT BGP-cocega. 3agaeT KAo4 ayTeEHTUPUKALMN B TEKCTOBOM
Buae.

[aHHas HacTpoWKa urHopupyeTca, ecnm gna ayteHTuduKa-
uunu yrasaHa key-chain.

- word — KoY B TEKCTOBOM BUE.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

password encrypted en-
cryptedword

no password encrypted

encryptedword: (1..128);
N0 YMONYAHUIO ayTEHTU-
duKauma oTkNOUEHA

BkntoyaeT ayTeHTUPUKaumio Bcex TCP-cermeHTOB, NPUHATbLIX
oT BGP-cocepa. 3agaeT ka4 ayTeHTUdMKauum B 3awmdpo-
BaHHOM BUAE (Hanpumep, Naposb B 3alMPPOBAHHOM BUAE,
CKOMWPOBAHHbIN C APYroro ycTponcTBa).

[aHHan HacTpoWKa UrHopUpyeTca, ecnn gaa ayteHTUudUKa-
umMm ykasaHa key-chain.

- encryptedword — Knto4 B TEKCTOBOM BUAE.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

password key-chain word

no password key-chain

word: (1..32) cumBonos;
M0 YMO/IYAHMIO ayTEHTH-
duKauma oTK/IoYeHa

3azaTb UMA CBA3KM K/KOYEN, KOTopas byaeT cnosib3oBaTbCA
Ona ayteHTMdUKaumm Bcex TCP-CermeHToB, MPUHATbIX OT
BGP-coceaa.

- word — NMA CBA3KU KKOYeN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu Address Family BGP-coceda

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume KoHpurypaumm Address Family BGP-coceaa:

console (router-bgp-nbr-af) #
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HELTEX

Tabnunua 339 — KomaHabl pexkuma KoHdpurypauum Address Family BGP-coceaa

KomaHda

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);

second: (30-86400); type:

(restart, warning-only)

BK/toYaeT orpaHUYeHne KomMYecTsa NPMHMMaeMbIX MapLpyToB
ot BGP-cocepa.

- value — MaKcMmanbHOE KONMYECTBO NPUHUMAEMbIX
MapLIpyTOB.

- percent — NPOUEHT OT MAaKCMMANbHOIO KOIMYECTBA
MapLUPYyTOB, NO AOCTUKEHUM KOTOPOro OTNpaBAseTca
npegynpexaeHue.

- second — BpeMeHHOM NPOMEKYTOK (B CEKYHAAX), NO
NCTEYEHMIO KOTOPOTro NPOUCXOAMUT NepenoaKaoueHne, ecnm
ceccun bblna pasopBaHa M3-3a NPEBbILEHMA KOAUYECTBA
MapLIpyTOB.

- type — Ha3HavaeT AeicTBME BbIMOAHAEMOE NPU LOCTUMKEHUN
MaKCMMaNbHOro 3HAaYEHUA — Pa3pbiB ceccum <restart> nau
OTNpaBKa NpeaynpexaeHuns <warning-only>.

BbIK/tOYaeT orpaHMyeHne KoanyecTsa NpMHMMaeMbIx
mapuwpyTtos oT BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

3a8aéT BpemeHHble MHTepBasbl.

- adv-sec — MMHUMa bHbIM MHTEPBAT MEXAY OTNPaBKOW
UPDATE coobLeHnit o4HOTo U TOro e MapLupyTa.

- with-sec — MMHUMaNbHbIN MHTEPBAN MeXAY aHOHCUMPOBAHUEM
MapLUpyTa U ero nocneayroWwmnm ae-aHOHCUPOBAHUEM.
Mpumeyarue:

- advertisement-interval gonkeH 6bITb 60nblUE MK paBeH
withdraw-interval.

- MapupyTbl, KOTOpPbIE AO/KHbI 6bITb AHOHCUPOBaHbI COCEAHUM
BGP-mapwpyTtnsatopam, pacnpeaensatorca No HECKONbKUM
UPDATE-coobuweHunam. Mexay otnpaskoi 3tux UPDATE-
COO0bBLLEHUI BblAEPKMBAETCA CYYalHbI BDEMEHHOM UHTEpBa
TakuM 0bpa3om, 4Tobbl 0bLee Bpems mexay 06HoBAEHUEM
MapLUPYTOB B JIOKasbHOM Tabauue BGP u otnpaskow
nocnegHero UPDATE-coobuieHuns He NpeBbILLano
advertisement-interval unu as-origination-interval B cnyyae
OTNPaBKM NIOKA/bHbIX (MapLwpyTbl U3 NOKanbHOW AS) MapLipyToB
B eBGP-coeanHeHnn. Takum 06pa3om, Kaxkablii U3 MapLupyToB
MOXKET UMETb C/Iy4YalHYH BENNUYMHY 33[1ePKKM aHOHCUPOBaHWA.
- TouHocTb paboTbl Talimepos advertisement-interval, withdraw-
interval u as-origination-interval 3aBUCUT OT MakCHManbHOro
3HayeHuA N6Oro 13 ITUX TPEX TaMMepPOB, HACTPOEHHbIX Ha
BGP-mapLpyTm3aTope (y4uTbiBalOTCA TaiMepbl, HACTPOEHHbIE
Aana Bcex BGP-cocegeit). Bce 3HayeHun Talimepos
QHOHCUPOBAHWA M Ae-aHOHCMPOBAHNA MapLUPYTOB,
CKOHPUIypUpPOBaHHbIX HA YCTPOWCTBE, AUCKPETU3NPYIOTCA
MHTEpBasiom B 1/255 0T HanbobLIEro HACTPOEHHOTO 3HAYEHUs.
YBennyeHne MakcMmanibHOro 3HavyeHusa byaet npuBoauTb K
YBE/IMYEHMIO YacTOTbl AUCKPETU3ALUU TANMEPOB U,
COOTBETCTBEHHO, K MOHUMKEHWNIO TOYHOCTU X PaboTbl.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKyHA,

3apaéT BpemeHHO nHTepBan mexay oTnpaskoii UPDATE
coobLEeHNA OAHOTO M TOTO e MapLLpyTa, MCNob3yeTca ANA
QHOHCA /IOKaNbHbIX (MapLIPYTbl U3 TOKaNbHOM AS) MapLIpyToB
eBGP cocepam.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

route-map name {in |
out}

name: (0..32) cumBona

- name — “MA NOAUTUKM route-map, KoTopas byaet npume-
HeHa K cocegy B aaHHoi Address Family. Mo3sonset punbTpo-
BaTb ¥ BHOCWUTb U3MEHEHWUA B aHOHCUPYeMble U NPUHMMAaE-
Mbl€ MapLLpPYTbI.
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no route-map name {in | YaaneHve noanTukK ¢ aaHHol Address Family
out}
next-hop-self Bk/itovaeT nogmeHy 3HaveHus atpubyta NEXT_HOP Ha
—/BKOYEHO JIOKaNbHbIM agpec mapLipytTusatopa.
no next-hop-self OTKAYUTL NogmeHy aTpubyTta NEXT_HOP.
route-reflector-client [ HasHauuTb BGP-cocena Route-Reflector knnentom.
meshed ] - meshed — napameTp BbicTaBseTca ecnu nucnonblyercs mesh-
Tononorua. Npu noayvyeHnn oT Takoro KameHTa BGP-mapwpyTtos
—/disabled OHWU He 6y,a,yT nepecbiNaTbCa APYrMm KaneHTam.
BGP-mapwpyTtusarop ssnserca route-reflector'om,
V ecnu xoTA 6bl 0aUH ero cocep CKOHPUIypMpPoBaH KaK
route-reflector KnueHr.
no route-reflector-client YcTaHaBAMBaET 3Ha4YeHNe NO YMOAYaHUIO

KomaHObI pexcuma KoHguaypayuu Peer-2pynn

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHPurypauum Peer-rpynn:
console (router-bgp-nbrgrp) #

Tabnuua 340 — KomaHabl pexkmuma KoHpurypaumm Peer-rpynn

3Ha4yeHue/3HayeHue
no ymon4aHuro

maximum-prefix value BKtoyaeT orpaHMyYeHne KoanyecTsa NpMHUMaeMbIX MapLIpyTOB
[threshold percent | hold- oT BGP-cocepa.
timer second | action type ] - value — maKkcMmanibHOe KONNYEeCTBO NPUHUMAEMbIX
MapLIpyTOB.
- percent — NpPOLEHT OT MAaKCMMa/IbHOTO KOIMYeCTBa
MapLUPyTOB, MO AOCTUNKEHUM KOTOPOrO OTNpPaB/AAETCA

value: (0-4294967295); npegynpexaeHue.

percent: (0-100); - second — BpeMeHHOWN NPOMEKYTOK (B cekyHAax), no

second: (30-86400); type: MCTEYEHUIO KOTOPOro NPOMUCXOANT NepenogKkatoyeHune, ecamn

(restart, warning-only) ceccua 6bina pasopBaHa M3-3a NPEBbILLEHMA KOAUYECTBA
MapLIpyTOB.
- type — HasHavaeT AelcTBUE BbINOHAEMOE NPU SOCTUKEHUN
MaKCMMaNbHOro 3HAaYeHUsA — PaspblB ceccuu <restart> nau
oTnpaBKa npeaynpexaeHuns <warning-only>.

KomaHda Aelicmeue

no maximum-prefix BbIkntoYaeT orpaHUYeHne Koam4ecTsa NMPMHUMAEMbIX
mapuwpyTtos oT BGP-cocepa.
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advertisement-interval 3a4aéT BpeMeHHble UHTepBabl.

adv_sec withdraw with_sec - adv-sec — MMHUMa bHbIW MHTEPBAJT MEXKAY OTNPaBKOW
UPDATE coobLeHnit o4HOro 1 TOro e MapLupyTa.

- With-sec — MUHUMANbHbIN UHTEPBAN MEXKAY
QHOHCUPOBaHWEM MapLLPYTa U ero NocaeayoLwmm ae-
aHOHCUPOBaHMEM.

MpumeyaHue:

- advertisement-interval gonkeH 6bITb 60nbLIE MK paBeH
withdraw-interval.

- MapuwpyTbl, KOTOpPblE A0MKHbI 6bITb aHOHCMPOBaHbI COCEAHUM
BGP-mapLpyTM3aTopam, pacnpesenatoTca N0 HECKOJIbKUM
UPDATE-coobuweHunam. Mexay otnpaskoi 3tux UPDATE-
COODBLLEHNI BbIAEPKMBAETCA CYYaNHbIN BpeMeHHOM MHTepBan
Taknm 06pasom, 4Tobbl obLiee Bpems mexay obHoBAEeHMEM
MapLIPYTOB B JIOKanbHOM Tabauue BGP u otnpaskoi
nocnegHero UPDATE-coobLeHns He NpeBbILLano
advertisement-interval nnu as-origination-interval B ciyyae
OTNPAaBKM IOKasIbHbIX (MapLpyTbl U3 I0KabHOW AS)
MmapLpyToB B eBGP-coeanHeHnn. Taknum 06pasom, Kaxapli n3
MapLUPYTOB MOXKET UMETb C/TYHYaMHYO BENNYMHY 334EPHKKU
QHOHCUPOBAHWA.

- TouHoCTb paboTbl Talimepos advertisement-interval,
withdraw-interval u as-origination-interval 3aBucut ot
MaKCUMMaNbHOro 3HAYeHUA Nt06Oro U3 3TUX TPEX TaliMepos,
HaCTpPOoeHHbIX Ha BGP-mapLlupyTusaTope (yuuTbiBatoTCA
TalMepsbl, HaCTpoeHHble ana Bcex BGP-coceaelt). Bce 3HaueHus
TarkMepoB aHOHCUPOBAHUA U Ae-aHOHCUPOBAHUA MApPLLPYTOB,
CKOHPUIypUpPOBaHHbIX HA YCTPOWCTBE, ANCKPETU3NPYIOTCA
MHTepBasom B 1/255 oT Hanbo/iblIero HaCTPOEHHOTO 3HAYEeHUA.
YBennyeHne MakcMmasibHOro 3Ha4yeHusa byaet NpuBoaUTb K
YBE/IMYEHMIO YacTOTbl AUCKPETU3ALUN TaNMeEPOB U,
COOTBETCTBEHHO, K MOHUMKEHWNIO TOYHOCTU X PaboTbl.

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

no advertisement-interval YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.

as-origination-interval 3a4aéT BpeMeHHOM UHTepBaa mexay otnpaskoint UPDATE

seconds CO06LIEHNI 0AHOMO M TOTO e MapLLpyTa, UCNo/b3yeTca Ans

seconds: (0-65535)/15 . A pLpy o v A
aHOHCA NI0KaNbHbIX (MapLpyTbl U3 NOKaNbHOM AS) MapLLpyTOB

CEeKyH
YHA eBGP cocepgam.

no as-origination-interval YcTaHaBAMBaEeT 3HAYEHUE MO YMOHAHUIO.

connect-retry-interval 3a4,aéT BpeMeHHOM MHTEePBaAJI, MO UCTEYEHMIO KOTOPOTO

seconds: (1-65535)/120

seconds BO306HOBAETCA NOMbITKA co34aTb BGP-ceccuto ¢ cocenom.
no connect-retry-interval CeRYHA YcTaHaBMBaEeT 3HaYEHWE N0 YMONYAHMIO.
next-hop-self BkntoyaeT nogmeHy 3HaveHus aTpubyta NEXT_HOP Ha
—/BbIK/IIOYEHO NOKaNbHbIN agpec MmapLipyTusaTopa.
no next-hop-self OTKAOYMTL NnogmeHy aTpubyta NEXT_HOP.
remote-as [as_plain_id_| 3a4aéT HoMep aBTOHOMHOW CUCTEMbI, B KOTOPOM HaxoamTcA
as_dot _id] as_plain_id: BGP-cocepn. YcTaHOB/IeHME COCEACTBA HEBO3MOXKHO, MOKa
(1..4294967295)/1 cocepy He Ha3zHavyeH Homep AS.
as_dot_id: 970 feiicTBMe BNEUYET Pa3pbiB CECCUU C COCEL0M U
(1.0..65_535._65535) V OUUCTKY BCEX NPUHATLIX OT HEFO MapLUPYTOB.
no remote-as YAanutb MAeHTUGUKATOP cocefHel aBTOHOMHOM CUCTEMbI.
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timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 ceryHa;
keepalive: (0-21845)/30
CEeKYHA

3a4aéT BpemeHHble MHTepBasbl.

- holdtime — ecnu B Te4eHWe 3TOTO BPEMEHU He ByAeT NPUHATO
keepalive-coobuieHne, To coeguHeHe C coceaom
cbpacbiBaeTca.

- keepalive — nHTepBan mexay otnpasKoi keepalive-
CO0b6LLEeHNIA.

MpumeyaHue:

3HauyeHus holdtime u keepalive gonxHbI 6bITb NM60 06a paBHbI
HyAt0, 1M60 06a BonbLue HyNsA.

holdtime gonxeH 6biTb 6onblue Un paBeH keepalive.

- Ecnm 6bin BbIGpaH Talimep hold, KoTopbIii HAaCTPoOEH Ha
NIOKaNbHOM MapLLPYTM3aToOpeE, TO UCNO/b3YETCA NOKasbHOe
3HayeHue Talimepa keepalive;

- Ecnm 6bin BbibpaH Tamep hold, KoTopbiit HacTpoeH Ha
cocegHEM MapLUpyTU3aTOpe M 3HAYEeHWNE IOKAIbHO
HacTpoeHHoro Talimepa keepalive meHblue yem 1/3
BblbpaHHOro Tarimepa hold, To ucnonb3lyeTtcs NokanbHoe
3HayeHue Talimepa keepalive;

- Ecnv 6bin BbIGpaH Talimep hold, KoTopbIli HAaCTPOEH Ha
cocegHEM MapLIpyTU3aTOpe M 3HAYEHWUE IOKANbHO
HacTpoeHHoro Talimepa keepalive 6osbwe Yem 1/3 Bbi6paHHOro
Tanmepa hold, To ncnonbsyeTca Lenoe YMCN0, KOTOPOE MeHbLLE
yem 1/3 BbibpaHHOro Tarimepa hold.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a7aET BpeMeHHOM UHTEePBaJ YAEPKaHUA cocesia B COCTOSHUM
Idle nocne Toro, KaKk oH 6bin cOpoLIEH B 3TO COCTOAHME. 3a 3TOT
WMHTEPBas BCE MOMbITKA NepPeycTaHOBUTbL COeanHeHme C
coce,om 6yayT OTKNOHEHbI.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEeKYHA,

3a4aéT BpeMeHHOM MHTepBan mexay yctaHoBKol TCP-
coeanHeHuns n otnpasKkol nepsoro OPEN-coobLeHus.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

shutdown

no shutdown

—/no shutdown

AOMUHUCTPATUBHO BbIKAKOYAET ceccnm co Bcemn BGP-
cocefaMM, BXOAALLMMU B COCTaB peer-rpynnbl, U o4nwaet
NPUHATbIE OT HUX MApPLLPYTbI, HEe YAANAA UX KOHOUTYpaumu.

B KoHbUrypauuio Kaxaoro cocesia, BXOAALLEro B peer-rpynny, 8
KOHTEKCT (router-bgp-nbr) gobasnserca komaHga shutdown.

AOMUHUCTPATUBHO BKAKOYAET ceccum co Bcemun BGP-cocegamu,
BXOAALMMM B COCTAB peer-rpynnbl. Yaansaetr KomaHay
shutdown 13 KoHGUrypaunm Kaxaoro cocesia, BXOAALLErO B
peer-rpynny.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

HasHavaeT uHtepdelic, KoTopbiii byaeT cnoNb30oBaH B
KayecTBe MCXOAALLEro NPU COeAMHEHMM C COCEA0M.

FortygigabitEthernet
YE's fo_port(1..8/0/1..4);
fo_port Port-Channel group 11 48):
Loopback /oopback Vlan group: (1..48);
vian_id ] loopback: (1-64);
= vlan-id: (1-4094) > -
no update-source OTMeHAeT PyYHY0 HaCTPOWKY ncxoasLero nHTepdeica,
BK/IKOYaeT aBTOMATMYeCKuii BbiIbop nHTepdelica
route-reflector-client [ HasHauutb BGP-cocena Route-Reflector knneHtom.
meshed ] - meshed — napameTp BbicTaBseTcsa ecnun nucnonblyercs mesh-
Tononorua. Npu Nofy4eHnn oT Takoro KaveHTa BGP-mapLupytos
—/disabled OHW He byayT NepecbiNaTbCa APYrMM KANEHTAM.

no route-reflector-client

BGP-mapwpytusartop asaserca route-reflector'om,
V ecnu xoTA 6bl OAUH ero cocef, CKOHGUTYPMpPOBaH Kak
route-reflector knmnenr.

YcTaHaBAMBaeT 3Ha4YeHue no YMON4aHUKO
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soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

—/disabled

KomaHza coxpaHAeT noayyYeHHble OT cocesa MapLipyTbl B
oTAenbHol obnactn namaTv. MeTtoa No3BonseT NPUMEHUTb
BXOZALLYO NOAUTKKY "route-map in" ana coceana 6e3 cbpoca
coCeACcTBa U 3aNpoca MapLLpPyTOB.

V‘ Mo ymonuaHuio paboraer mexaHusam Route Refresh.

OTKNIOUYUTb MEXAHU3M COXPaHEHWA MapLIPYyTOB

prefix-list name {in | out }

no prefix-list name { in |
out}

name: (0..32) cumBona

- name — Has3BaHwue IP prefix-list, KoTopbIli byaeT NpUMeHeH K
aHOHCMPYEMbIM WM NMPUHUMAEMbIM MapLIPyTaM.

OtBasaThb IP prefix-list

fall-over bfd

no fall-over bfd

—/BbIK/IOYEHO

Bknatountb npoTokon BFD Ha peer-rpynne.

BbIkntounTb npoTokon BFD Ha peer-rpynne.

password word

no password

word: (1..128) cumBo0B;
Mo YMOIYAHUIO ayTEHTU-
duKauma oTKNoYEHA

BkntouaeT ayteHTUOUKaumto Bcex TCP-cermeHTOB, NPUHATBIX
oT BGP-cocepa. 3apaeT KoYy ayTeHTUGUKALMKN B TEKCTOBOM
Buae.

[aHHaa HacTpoWiKa urHopupyetca, ecan ans ayTeHTUdmKa-
LMK yKkasaHa key-chain.

[aHHaA HacTpPOlKa UTHOPUPYETCA AR BXOAALMX B HACTPaun-
BaeMyto Tpynny nupos, ANA KOTOPbIX MNPUCYTCTBYIOT COb-
CTBEHHblE HAaCTPOMKM ayTeHTUbUKaL M.

- word — K/lo4 B TEKCTOBOM BUAE.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

password encrypted en-
cryptedword

no password encrypted

encryptedword: (1..128);
Mo YMO/IHAHUIO ayTEHTH-
duKaLmAa OTKAOYEHA

BKkntouaeT ayTeHTUOUKaumto Bcex TCP-cermeHTOB, NPUHATBIX
oT BGP-cocepa. 3agaeT kaoy ayTeHTUdMKALMK B 3aIMpO-
BaHHOM BUAe (Hanpumep, Napob B 3aWMPPOBAHHOM BUAE,
CKOMUPOBAHHBIN C APYroro ycTponCTBa).

[aHHaa HacTpoWKa urHopupyetca, ecan ans ayTeHTUdmKa-
LMK yKkasaHa key-chain.

[aHHasa HacTpoiiKa UrHopupyeTca oA BXOAALLMX B HACTPau-
BaeMylo rpynny nupoB, 4S8 KOTOPbIX MPUCYTCTBYIOT CO6-
CTBEHHblE HAaCTPOMKM ayTeHTUbUKaL M.

- encryptedword — KoY B TEKCTOBOM BUAE.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

password key-chain word

no password key-chain

word: (1..32) cumBonos;
Mo YMONYAHUIO ayTEeHTU-
duKauma oTKNOYEHA

3apaTb UMA CBA3KK KAtoyei, KoTopas byaeT Ccnosib3oBaTbCA
ana ayteHTMouKaumm Bcex TCP-cermeHTOB, MPUHATLIX OT
BGP-cocepa.

[aHHasa HacTpoiKa UrHOPUpPYeTCA ANA BXOAALMX B HACTPaK-
BaeMylo rpynny nupoB, O KOTOPbIX MPUCYTCTBYIOT CO6-
CTBEHHbIE HAaCTPOWKM ayTeHTUDUKaL M.

- word — M8 CBA3KM KAKoUeN.

YcTaHaBAMBaeT 3HAYEHNE MO YMOIYAHUIO.

KomaHObl pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMNHbI A4 NPUBUAETMPOBAHHOTO NO/b30BaTENSA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnuua 341 — KomaHabl pexkmma privileged EXEC

3HayeHue/3Ha4yeHue
no yMmoa4YaHuro

clear ip bgp [ip_add] MNepeycTtaHaBnvBaeT coegmHeHus ¢ BGP-cocegamm, oumiias

NPUHATbIE OT HUX MapLUPYTbI.

- ip-address — agpec cocegHero BGP-cnukepa, ¢ KoTopbim By-

[AeT nepeycTaHOB/IEHA Ceccus.

show ip bgp [ip_add] OTo6pa3unTb Tabauyy BGP-mapwpyTos (Loc-RIB).

— - ip-add — npeduKc noaceT HasHayeHus, No KoTopomy byaeT

oTobpaykeHa noapobHan nHGoOpMaLMA O MapLpyTax 4o Heé.

KomaHoa Aelicmeue

show ip bgp neighbor [ip- 0OT06pa3snTb MHOOPMALLMIO O HACTPOEHHbIX BGP-coceasx.
add [detail | advertised- - ip-add — agpec cocegHero BGP-cnvkepa, no Kotopomy 6y-
routes | received-routes]] OeT oTUNbTpoBaHa MHPOPMaLUS.
- detail — oT06pas3nTb NOgPO6HYIO MHPOPMaLMIO.
o - advertised-routes — o0T06pasnTb TabauLy MapLIPyTOB,
aHOHCUPOBAHHbIX coceay.
- received-routes — 0T06pasuTb TabauLy NPUHUMaEMbIX
MapLIPYTOB 0 MPUMEHEHUA K HUM BXOAALLEN NONUTUKN
show ip bgp peer-group . OT06pa3nTb co3aaHHble Peer-rpynmnbl U UX HACTPOMKM.
name - name — 0To6pasnTb HACTPOWKK rpynmbl C UMEHEM hame
show ip bgp peer-group OTO6pa3nTb COCTOALMX B peer-rpynne coceaem

name neighbors

5.35.5 Hacmpolika npomokKona IS-1S

IS-IS (intermediate system to intermediate system) — npoToKoOA ANHAMMUYECKON MapLIpyTU3aLMK, OC-
HOBaHHbIN Ha TEXHOJIOTMWN OTC/IEKMUBAHUA COCTOAHUA KaHana (link-state technology) n ncnonbsytowmin ans
HaxoXAeHWA KpaTyaiwero nyty anroputm Lelkctpbl. MpoToKon IS-IS npeactasnaeT coboi NpoTOKON BHYT-
peHHero wnto3a (IGP). Mpotokon IS-IS pacnpocTpaHAeT MHPOPMaLUMIO O AOCTYMNHbIX MapLUPYTax MeXAay MapLu-
pyTM3aTOpamMu O4HOM aBTOHOMHOM CUCTEMBI.

KomaHObI pexcuma 2n06anbHol KOHpu2ypauuu

Bua, 3anpoca KOMaHAHOMN CTPOKM B peXkume rnobanbHON KoHGUTypaLmm:
console (config) #

Tabnnua 342 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue o Neiicmeue
YMOAYAHUIO
router isis 3anyckaert IS-IS mapwpyTrsaTop. BxoauT B pexxmm KoHdurypa-
—/ISIS maplpyTusaTtop umn npotokona IS-IS.
no router isis OTK/ItO4eH OctaHasnuBsaet IS-IS mapuwpyTtusatop. Yaanaet koHburypauuio
npoTokona IS-1S.

KomaHObI pexcuma KoHgu2ypauuu npomokona IS-1S

BunA 3anpoca KOMaHAHOWM CTPOKM B pexxnme KOHUrypaumm npotokona IS-IS:

console (router-isis) #
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Tabnunua 343 — KomaHabl pexkuma KoHpurypauum npotokona IS-1S

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

address-family ipv4
unicast

MepexoauT B pexkum KoHdurypaumm Address-Family.

authentication key word
[level]

no authentication key

word: (1..20) cumBonos;
level: (level-1, level-2)/level-1-2

3apaTtb KoY ayTeHTUdMKaLMKM B BuAe TekcTa. Mcnonbsy-
etca gns ayteHTudmkaumm LSP, CSNP, PSNP PDU. [aHHas
HaCTPOMKa UrHOPUPYETCA ecn 1A ayTeHTUDMKaALUK YKa-
3aHa key-chain.

- word — K/to4Y B TEKCTOBOM BUAE;

- level — ypoBeHb IS-IS, pnsa KOTOpOro nNpPUMEHWUTCA
HaCTpoMKa.

YoansaeT ka4 ayTeHTUdMKaumu.,

authentication key en-
crypted encryptedword
[level]

no authentication key

encryptedword: (1..128)
CUMBO/IOB;
level: (level-1, level-2)/level-1-2

3afaeT KoY ayTeHTUOUKauun B 3awmdpoBaHHOM BUAE
(Hanpumep, naponb B 3aWMPPOBAHHOM  BUAE,
CKOMWPOBAHHbIN C Apyroro ycTponcTea). Ucnonbayetcsa ans
ayTeHTUdMKaumm LSP, CSNP, PSNP PDU. [laHHanA HacTpolika
UTHOPUPYETCA ecn ANA ayTeHTMdUKauMM yKasaHa key-
chain.

- encryptedword — Kntou B 3aliMPpPOBAHHOM BUAE;

- level — ypoBeHb IS-IS, AnAa KoToporo npUMMeHUTCA
HacTpoWKa.

YaanaeT Koy ayTeHTUdMKaLMK.

authentication key-chain
word [level]

no authentication key-
chain

word: (1..32) cumBona;
level: (level-1, level-2)/level-1-2

3apaTb MMA CBA3KM KAtoyeW, KoTopasa OyaeT Mcnosb3o-
BaTbCA ANA ayTeHTUPUKaumm LSP, CSNP, PSNP PDU.

- word — UMs CBA3KM KAKOYen;

- level — ypoBeHb IS-IS, gna KoToporo npumeHUTCA
HacTpoWKa.

OTKAKOYaeT PeMM MCMO/b30BaHMA CBA3KM Kilouel ans
ayTeHTUdUKaLmMu.

authentication mode
{text | md5} [level]

no authentication mode

level: (level-1, level-2)/level-1-
2;
Mo ymonyanuio
ayTeHTU MKALMA OTKNIOYEHA.

BkntouaeT ayTeHTUOMKaumto B IS-IS n onpeaenser ee tun:
- text — ayTeHTUdMKALMA OTKPbITHIM TEKCTOM;

- md5 — ayteHTUdMKauma MD5;

- level — ypoBeHb IS-IS, pgnsa KOTOpOro nNpuUMeHWUTCs
HacTpoWKa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

hostname dynamic

Bkaountb noaaepXkKy AuHaMU4eCKmnx hostname.

no is-type

—/BKAKOYEHO
. BbIK/IOUNTL NOAAEPHKKY AMHamMYeckunx hostname.
no hostname dynamic
. 3agaeT TMN maplupyTusatopa B IS-IS gomeHe:
is-type {level-1 | level-2- If ol-1 ep 3py o e"p A a 5
- level-1 — Bce B3aumopgeiicTansa ¢ TMMW MapLLpyTU3a-
only |level-1-2} A Apy pupy
TOpaMu NPOUCXOAAT Ha 1 ypoBHe;
- level-2-only — Bce B3aMmoaeincTaus ¢ Apyrumm mapLupy-
—/level-1-2 TM3aTOPaMU NPOUCXOAAT Ha 2 YPOBHeE;

- level-1-2 — ycTpoiicTBO NoaaepK1BaeT B3aMMOLENCTBUA
oboux ypoBHeM.

YcTaHaBAMBaeT 3HaYeHUe o YMOAYaHUIO.

Isp-buff-size size

no Isp-buff-size

size (512-9000)/1500 6aitt

YcTaHaBAMBaET MaKCMMa/bHO BO3MOXHbIA pasmep OT-
npasnsembix LSP u SNP. 3HaueHue Isp buffer size He
[L0/KHO NpeBbiWwaTb 3HayeHue pdu buffer size.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.
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Isp-gen-interval second [
level ]

no Isp-gen-interval

second: (1-65535000)/30000
MWUNIUCEKYHA,;
level: (level-1, level-2)/level-1-2

3243ET MUHMMANbHbIN MHTEPBAN B MC, MEXAY FreHepa-
Lumein oaHoM 1 Tol ke LSP.

- second — 3Ha4YeHWe UHTepBasa B MUNINCEKYHAAX, NO
ncTeyeHnn Kotoporo LSP morkeT 6bITb 3aHOBO CreHepupo-
BaHO.

- level — ypoBeHb 419 KOTOPOTrO NPUMEHUM AaHHbIN UH-
TepBan. Eciv He yKasbiBaTb, MHTEPBAN NMPUMEHUTCA K
0601M YPOBHAM.

YcTaHaBAMBAET 3HA4YeHUe No YMONYaHUIO.

Isp-refresh-interval sec-
ond

no Isp-refresh-interval

second: (1-65235)/900 cekyHa,;

3a43ET MaKCMMaNbHbIV UHTEPBAN B CEKYHAAX, MEXAY re-
Hepauuen LSP.

- second — 3Ha4YeHWe UHTepPBana B CEKYHAAX, MO UcTeye-
HUM KoToporo LSP 6yaeT 3aHOBO creHepMpoBaHo.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

max-Isp-lifetime second

second: (350-65535)/1200
CeKyHa;

3apaet Bpems KusHu LSP.

3HauyeHue J0/1KHO bbITb X0TA 6b1 Ha 300 cekyHA 6onblue,
yem Isp-refresh-interval.

- second — 3Ha4YeHWe B CEKYHAAX.

metric-style style [level]

no metric-style

style: (narrow, wide,
both)/both
level: (level-1, level-2)/level-1-2

3afaeT UCnosib3yemblii CTUAb METPUKM.

- narrow — MoAaaep*K1BaTh TONbKO CTaHAAPTHYHO (Y3Kyt0)
METPUKY.

-wide — MNoafepXnBaTb TOAbKO PACLUIMPEHHYIO METPUKY.
- both — NoaaepxuBatb 06a CTUNA METPUKN.

- level — YpoBeHb g1 KOTOPOro NPUMEHUM YKa3aHHbIN
CTU/Ib METPUKK. ECIN He yKa3biBaTb, METPUKA
NPUMEHMUTCA K 060MM YPOBHAM.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

net XX XXXX.XXXX. XX

no net

YcTaHaBnMBaeT Tak HasbiBaembli NET (Network Entity
Title) agpec — yHUKaNbHbIN NAEHTUDUKATOP MapLLpyTU3a-
Topa B npegenax IS-IS gomeHa. Mpwu 3anncu NET ncnonbsy-
eTCA WeCTHaAUATUPUYHAA CUCTEMA CHUCNIEHUA.

Ypanaet ugeHTndMKaTop MapLipyTM3aTopa.

shutdown

no shutdown

—/BK/IIOYEHO

OTkAntovaet npouecc ISIS.

Bkntouaet npouecc ISIS.

spf interval maximum-
wait second

no spf interval maxi-
mum-wait

second: (0-4294967295)/5000

YcTaHaBAMBaeT UHTEPBaN MeXAy ABYMA mocnefoBaTesb-
HbIMM NepecyeTamu anropmTma SPF B MUAUCEKYHAAX.

YcTaHaBAMBaEeT 3HAYEHUE MO YMOHAHUIO.

spf threshold restart-
limit number

no spf threshold restart-
limit

number: (1-4294967295)/10

YcTaHaBAMBaEeT CKOMbKO pa3 anroputm SPF moxkeT 6biTb
npepsaH obHoBneHMem LSDB.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

spf threshold updates-re-
start number

no spf threshold up-
dates-restart

number: (1-
4294967295)/4294967295

3apaet KonnyecTBo o6HoBNEHNIA LSDB, npu KoTopbIX anro-
puTm SPF ocTtaHaBaMBaeTca U nepesanycKaeTca

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

spf threshold updates-
start number

number: (1-
4294967295)/4294967295

Konunuectso o6HoBeHN LSDB, Heobxoanmoe ana Hemea-
NeHHOro 3anycka anroputma SPF (spf interval maximum-
wait npu 3ToM UrHopupyercs).
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no spf threshold up-
dates-start

no max-Isp-lifetime

YcTaHaBAMBaeT 3HaYeHne No YMONYaHUIO.

YcTaHaBAMBaET 3HauYeHWe No YMONYaHUIO.

KomaHObI pexcuma KoHgpuaypayuu Address-Family

BuAa 3anpoca KOMaHAHOM CTPOKK B pexume KoHpurypaumnm Address-Family:

console (router—-isis-af)#

Tabnunua 344 — KomaHab! pexkuma KoHdurypaumm Address-Family

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

PaspewaeT umnopT connected mapLpyToB:

- level — ypoBeHb IS-IS, B KOTOpbIN 6yAeT BbINOAHATHCA
nepepacnpegeneHve MapLpyTos;

- type — yCTaHOBUTb UMMNOPTUPYEMbBIM MAPLLPYTAM TUN
METPUKHU;

- metric — 3Ha4YeHWEe METPUKU A1 UMMNOPTUPYEMBbIX
MapLpyToB;

- name — nmaA ctaHgapTHoro IP ACL, KoTopsbiii byaet
MCMNo/ib30BaH Ana GUAbTPALUM UMNOPTUPYEMbBIX MapLLPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIN (narrow) CTuab
METPUKU, BCe 3HAYEHMA MEeTPUKKM bosblie 63 byayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpeLaeT MMNOpPT connected mapLwpyTos B
IS-IS. B cnyyae ykasaHWA napameTpa BO3BpaLLaeT ero
nedonTHoe 3HaYeHwue.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

Pa3speluaetT UMNopT cTaTUYeCcKMX MapLpyTos B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbI ByAeT BbINOAHATLCA
nepepacnpeseneHue mapLipyTos;

- type — YCTaHOBUTb MMNOPTUPYEMbIM MAPLIPYTaM TUM
METPUKMU;

- metric — 3Ha4YeHWe MEeTPUKN AN UMMNOPTUPYEMbIX
MapLIpyTOB;

- name — umaA cTaHgapTHoro IP ACL, KoTopbiii byaet
MCNoNb30BaH ANs GUABTPALLUM UMNOPTUPYEMbIX MAPLLPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIN (narrow) cTuab
METPUKU, BCe 3HAaYEHMA MEeTPUKKN bonblie 63 byayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpeLuaeT MMNOPT CTAaTUYECKMUX MApPLLPYTOB B
IS-IS. B cnyyae yka3aHua napameTpa BO3BpaLLaeT ero
AedonTHoe 3HaYeHue.
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redistribute rip [level Jevel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumsona.

Paspewaet umnopt mapwpytos u3 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIl ByAeT BbINOAHATLCA
nepepacnpegeneHve MapLpyTos;

- type — yCTaHOBUTb MMMNOPTUPYEMbIM MapLIpyTam TUnN
MEeTPUKHU;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLipyToB;

- name — umaA cTaHgapTHoro IP ACL, KoTopsbiii byaet
MCMNoab30BaH Ana GUALTPALMU UMNOPTUPYEMbIX MapLIPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIM (narrow) CTuab
METPUKU, BCe 3HAaYEHUA MeTPUKKM bonblue 63 byayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpeltaet umnopT mappyTtos 13 RIP B IS-IS.
B cnyyae ykasaHuA napameTpa Bo3BpalyaeT ero gedpontHoe
3HauyeHue.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

Paspewaet umnopT mapwpyTtos n3 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIl 6yAeT BbINOAHATHCA
nepepacnpeseneHue MmapLipyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbBIM MapLIPYTam TUN
METPUKHU;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLipyToB;

- name — umaA cTaHgapTHoro IP ACL, koTopebiii byaet
MCNoab30BaH Ana GUAbTPALMU MMNOPTUPYEMbIX MapLIPYTOB.
Ecnun rnobanbHO BKAKOYEH CTaHAAPTHLIN (Narrow) ctunb
METPUKU, BCe 3HAYEHMA MeTPUKKM bosblie 63 byayT yKasaHbl B
TLV Kak 63.

be3s napameTpoBs 3anpeLLaeT MMNOPT MapwpyTos n3 BGP B IS-IS.
B cnyyae ykasaHUA napameTpa Bo3BpalLaeT ero AeponTHoe
3HauyeHue.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

no redistribute ospf [id]
[level level] [metric-type
type] [match match] [met-
ric metric] [filter-list name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal, external);
match:(internal, external-
1, external-2);
metric: (1-16777215);
name: (1-32) cumBona.

Paspewaet umnopt mapwpytos u3 OSPF B IS-IS.

- id — naeHTndukaTop npouecca OSPF;

- level — yposeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATHCA
nepepacnpegeneHve MapLpyTos;

- type — ycTaHOBUTb UMMNOPTUPYEMbBIM MAPLLPYTaM TUN
METPUKY;

- match — tvn mapwpyta OSPF, nognexawun umnopry.

- metric — 3Ha4YeHNe MEeTPUKUN AN UMMNOPTUPYEMBbIX
MapLUpyTOB;

- name — nms cTaHgapTtHoro IP ACL, KoTopbiv bygeT
MCNoab30BaH Ana GUAbTPaALMU MMNOPTUPYEMbIX MapLUPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHAAPTHbIN (narrow) CTuab
METPUKU, BCe 3HAYEHMA MEeTPUKKM bonblie 63 byayT yKasaHbl B
TLV Kak 63.

be3 napameTtpoBs 3anpeLaet umnopt mapwpyTtos u3 OSPF B IS-
IS. B cnyyae ykasaHWs napameTpa Bo3BpalLaeT ero aepontHoe
3HayeHue.

KomaHObI pexcuma KoHguaypayuu uHmepdaetica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if) #
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Tabnunua 345 — KomaHabl pexkuma KoHpurypaumm nntepdeliica Ethernet, VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aelicmeue

ip router isis

no ip router isis

— /BbIKOYEHO

BKkatoyaeT NpoToKoN mapwpyTtrsaumm IS-IS Ha Tekywem uHTep-
delice.

BbIkAtOYaeT NPOTOKON MapLpyTmM3aunm IS-IS Ha TeKkyLem nHTep-
delice.

isis authentication key
word [level]

no isis authentication key

word: (1..20) cumBonos;
level: (level-1, level-
2)/level-1-2

3apatb Knod ayTeHTUdMKauMM B BUAE TeKcTa. Mcnonb3ytoTea
ons ayteHTdumkaumm HELLO PDU. [aHHaA HacTpoiKa UrHopwm-
pyeTca ecam Ana ayTeHTMdMKauum ykasaH key-chain.

- word — K/to4Y B TEKCTOBOM BUAE;

- level — yposeHsb IS-1S

Yoanset KAy ayTeHTUdMKaLmu.,

isis authentication key en-
crypted encryptedword
[level]

no isis authentication key

encryptedword: (1..128)
CMMBO/10B;
level: (level-1, level-
2)/level-1-2

3apaet Kato4 ayTeHTUdMKauum B 3awmndpoBaHHOM BuAe
(Hanpumep, Nnaponb B 3aWMdpPOBaHHOM BUAE, CKONMPOBAHHbBIN C
LpYroro ycTpoicTea). Mcnonbaytotcsa gns ayTeHTudmkaumm HELLO
PDU. laHHas HacTpoWKa UTHOPUPYETCA eCv A5 ayTEHTUPUKALUN
yKasaH key-chain.

- encryptedword — kntou B 3alIMPPOBAHHOM BUAE.

YoanaeT KAy ayTeHTUdMKauuu.,

isis authentication key-
chain word [level]

no isis authentication key-
chain

word: (1..32) cumBona;
level: (level-1, level-
2)/level-1-2

3apaTb MMA CBA3KKM KNtovel, KoTopas byaeT Mcnosib3oBaTbeA
ana ayteHTuounkaumm HELLO PDU.
- word — VMA CBA3KWU KNIOYEN.

OTKNKOYAET PEXMM MCNONb30BAHUA CBA3KM K/tlouel A/1a ayTeH-
TMdMKaymu.

isis authentication mode

level: (level-1, level-

BkntouaeT ayteHTUOMKaymio B HELLO PDU Ha TeKywem uHTep-
deiice n onpeaenseT ee TMN:

{text | md5} [level] 2)/level-1-2;
- text — ayTeHTUdMKALMA OTKPbITHIM TEKCTOM;
Mo ymon4yaHuio
- md5 — ayteHTUdUMKauma MD5.
ayTeHTMdUKaumA
- — YcTaHaBAMBAET 3HAYEHMWE MO YMONYAHUIO.
no isis authentication mode OTKNIOYEHa.
s YKasbIBaeT, COCeACTBA KaKoro yPOBHA MOXHO $OpMUPOBaTh Ha
isis circuit-type {level-1 | ! ¢'a‘" yp bopmunp
aHHOM MHTepdeiice.
level-2-only |level-1-2} A P
—/level-1-2

no isis circuit-type

YcTaHaBAMBaEeT 3HAYEHWe no YMONYaHULO.

isis metric metric [level]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-
2)/level-1-2

YcTaHaBAMBaeT METPUKY ANA AaHHOro uHTepdeiica.

- metric — 3HayeHne mMeTpuKn. Ecnm rnobanbHO BKIKOYEH CTaH-
JapTHbIA (Narrow) CTUAb METPUKKM, BCE 3HAYEHUS METPUKM
6onbwe 63 6yayT ykasaHbl B TLV KaK 63.

- level — yposeHsb IS-IS, dna komopozo b6ydem npumeHAMbCA
Mempuka.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

isis passive-interface

—/NaccuBHbIN pexum

MepeBoaUT UHTEpdEIC B NACCUMBHbIN pexum. B sTom pexunme
WHTepdelc He oTNpaBaseT U He npuHumaet HELLO PDU.

.. L OTKAKOYEeH YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYAHUIO.
no isis passive-interface
. . . YcTaHaBAMBaeT TMN UHTepdeiica point-to-point.
isis network point-to-point po P P
—/broadcast YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYAHUIO.

no isis network point-to-
point
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isis hello-padding value

value: (disable, enable,
adaptive)/enable

no isis hello-padding

YcTaHaBAMBAET peXKMm paboTbl naaauHra hello-coobuweHnin.

- disable — oTKNOUNTL NaaANHT BO Bcex coobueHusax hello;

- enable — BKAOUUTL aaANHT BO Bcex coobuueHusx hello;

- adaptive — BKOYUTbL NAAAMHT 4,0 YCTAaHOB/NEHMA COCEACTBa.

YcTaHaBAMBaET 3HauYeHWe No YMONYaHUIO.

. . _buff-size si
isis pdu-buff-size size size (512-9000)/1500

6ant

no isis pdu-buff-size

YctaHaBnusaeT pasmep hello PDU. 3HauyeHue pdu-buff-size
BAO0MKHO 6bITb 60/bLe 3HauYeHuUA Isp-buff-size.

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

KomaHObI pexcuma KoHguaypayuu uHmepaetica Loopback:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnmua 346 — KomaHabl pexmuma KoHpurypaummn nHtepodeiica Loopback

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmeue

ip router isis

— /BbIKOYEHO
no ip router isis

BKk/itouaeT NpoTOKON MapLlupyTM3aumm IS-IS Ha Tekylem nHTep-
delice.

BbIKAtOYaeT NPOTOKON MapLipyTM3aunm IS-IS Ha TeKkyLem nHTep-
delice.

isis circuit-type {level-1 |

level-2-only |level-1-2} —/level-1-2

no isis circuit-type

YKa3blBaeT, coceACTBa KAaKoro YpOBHA MOXKHO GOpMMPOBaTL Ha
naHHOM nHTepdelice.

YcTaHaBAMBaeT 3HAYeHue no YMO4YaHUIO.

isis metric metric [level]

metric: (1-16777215)/10;
level: (level-1, level-
2)/level-1-2

no isis metric

YcTaHaBAMBaeT METPUKY ANA AaHHOro uHTepdeiica.

- metric — 3HayeHne MeTpuKK. Ecam rnobanbHO BKIKOYEH CTaH-
JapTHbIA (Narrow) CTUAb METPUKKM, BCE 3HAYEHUS METPUKM
6onblue 63 byayT ykasaHbl B TLV Kak 63.

- level — yposeHsb IS-IS, dna komopozo 6ydem npumeHAMbCA
Mempuka.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

isis passive-interface .
—/NaccuBHbIN pexum

OTKNKOYEH

no isis passive-interface

MepeBoanT UHTEpPdENC B MACCUMBHBIN peXMUM. B aToM pexume
UHTepdelic He oTNpaBAseT U He NpuHUmaeT HELLO PDU.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KOMaHAHOWN CTPOKM UMEET BUL,:

console#
Tabnnua 347 — KomaHgb! pexkuma privileged EXEC
Komanda 3Ha4yeHue/3HayeHue Neiicmeue

no ymon4aHuro

show isis database [/evel]
level: (level-1, level-2)

OTobparkaeT 6a3y AaHHbIX TONOOrMK NpoToKoa IS-IS.

- level — yka3biBaeT ypoBeHb NpoToKkona IS-IS, 6a3y AaHHbIX KO-
Toporo HeobxoaMMo 0To6pPasunTh.

show isis hostname

OTOb6parkaeT n3BecTHble COOTBETCTBUA SystemID u Hostname
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show isis interfaces [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OTobparkaeT MHGopmauuto 06 MHTepdelicax, y4acTByOLMX B
IS-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback loopback|
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OTobparkaeT HGOPMaLMIO O coceanx.

- detail — ncnonb3oBaHue gaHHOro NnapameTpa no3sonsAeT
0TO6Pa3nTb AeTasibHYH MHPOPMaLMIO O coceasax.

clear isis

C6pocuTb BCE COCEACTBA M OYUCTUTL TabAMLy MapLIpyTU3aLmUm
IS-IS.

5.35.6 Hacmpolika Route-Map

MpumeHeHWe route-map NO3BOAAET USMEHSATb aTPUOYTbl Y aHOHCUPYEMBbIX U MPUHUMAEMbIX MAPLLPYTOB

BGP.

KomaHObI pexcuma 2n06anbHol KOHpu2ypauuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnnua 348 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

[ permit | deny ]

route-map name [ section_id ]

no route-map name [

section_id ] [ permit | deny ]

name: (0..32) cumBona;
section_id: (1..
4294967295).

Cospgaet 3anuck route-map.
MNepeBOANT KOMAHAHYHO CTPOKY B PEXUM KOHOUTYPUPOBaHUS
route-map.
- hame — Ha3BaHue route-map.
- section_id — Homep 3anucu B 31O route-map.
- permit — npumeHuUTb set KomaHabl K MapLipyTam,
- deny — oT6pOCUTb MapLLpPyTbI.
V MakcumanbHoe Konuyecrtso route-map = 32
(BKNtOYanA ceKuumn ogHoro route-map).

Ypanutb route-map
- section_id — ypanaeT 3anucb ¢ Homepom section_id.

KomaHOb! pexcuma KoH@pU2ypayuu cekyuu route-map

Bupg, 3anpoca KOMaHAHOW CTPOKM B peXume KoHduUrypaLumm cekumm route-map:

console (config-route-map) #

348 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

Tabnunua 349 — KomaHAabl pexkuma KOHPUrypauum cekuum route-map

KomaHda

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aelicmeue

continue section_id [and ]

no continue

section_id: (1..
4294967295).

3afaTb HOMep cieaylolleit cekumu route-map, kotopas byaet
NpYMeHeHa K MapLupyTam, Noc/ie NpuMeHeHUs TEeKyLLen.
- and — yKasblBaeT, 4To match ycTaHOBKM B 3TOWM route-map
LO/MKHbI 6bITb Nornyeckn obveguHeHsl (AND) ¢ match
yCTaHOBKam# B route-map, 0603Ha4YeHHbIX NapaMeTpom
section_id.

Co3spgaHue Leno4vekK route-map (6e3 napamertpa and)

V BO3MOXHO, €C/11 TUN route-map BbICTaB/IeH B permit.

/! Ecnmn npu co3paHuM Lenouku npumeHsaeTca napamerp
and, To Bce set yCTaHOBKM A0/MKHbI HAXOAUTLCA B
nocneaHen CeKUUMN 3TOM L,eNOoYKU.

CbpacbliBaeT yCTaHOBKY

match ip [ address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) cumBona

3apaet cootBetcTBue prefix-list u agpeca mapwpyTa.
- address — cootBetcTBue prefix-list n ip agpeca mapwpyTa.
- next-hop — cooTsetcTeue prefix-list u next-hop ip agpeca
MapuwpyTa.
- route-source — cooTBeTcTBue prefix-list u ip agpeca
MCTOYHMKA MapLipyTa.
Y106blI He OT6pacbiBaIMCb OCTa/NbHbIE MapLUPYTbl, He
V yKasaHHble B prefix-list, Heo6xoamMmo co3gatb nycroi
route-map u npuBA3aTb €ro K TeKywemy uyepes
continue.

CbpacbiBaeT cOOTBETCTBUE

match local-preference
value

no match local-preference

value: (1.. 4294967295).

3apaet cooTBeTCTBME MapLipyTa ¢ aTpmbyTom local-preference.

C6paCbIBaeT cooTBeTcTBUE

match metric value

no match metric

value: (1.. 4294967295).

3afaeT cOOTBETCTBME MapLUpyTa C aTpubyTom metric.

C6pacbiBaeT COOTBETCTBME

match origin [ igp |egp |
incomplete ]

no match origin

3afaeT cOOTBETCTBME MapLUpyTa € aTpubyTom origin.

- igp — MapLpyT 6bIN NONYYEH U3 NPOTOKO/IA BHYTPEHHEN
MapLupyTU3aLmm (Hanpumep KomaHaoi network)

- egp — MapLwpyT 6bIa BblydeH No npoTokony EGP.

- incomplete — mapLpyT 6b11 Bbly4eH KaKUM-TO MHbIM 06pasom
(Hanpumep kKomaHgoit redistribute)

C6paCbIBaeT cooTBeTcTBUE

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[Oo6asutb K MapwpyTty aTpmnbyt AS_PATHLIMIT.

Hynesoe 3HaueHne orpaHM4YMBaET aHOHCUPOBAHWNE NIOKANbHO
CreHepMpoBaHHbIX MapLUPYTOB, TONbKO Mexay iBGP coceaamu
(He 6yayT BUAHbI ana eBGP).

3HayeHue 6onbuie 0 o3HayaeT, yto ecan AS_PATH atpubyt
nmeert 6osbwe AS-HomepoBs, Yem 3HavyeHne AS_PATHLIMIT, To
HY»KHO ero oTbpocuTb Npu Bbixoge B €BGP.

CbpacbiBaet path-limit

set as-path prepend

as_number: (1-

[obasuTb K aTpnbyTy AS-Path BBeaeHHble AS Homepa.

as_number
= 4294967295)
no set as-path prepend CbpacbiBaeT gobasnenHue Kk AS-Path
set as-path prepend local- Lo6asuTb K atpnbyTy AS-Path value Homepos Local AS (Ha
as value Bbixoa eBGP cocepy).
value: (0-10) A AY)

no set as-path prepend lo-
cal-as

CbpacbiBaeT gobasnenue Kk AS-Path
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set as-path remove
as_number

no set as-path remove

as_number: (0..127)
cuMmBosia

Yaanutb 13 atpubyta AS-Path ykasaHHyio AS

CbpacbiBaeT yaaneHue

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpnbyT mapLipyTa.
- ip_address — IP-agpec next-hop

CbpacbiBaeT yCcTaHOBKY aTpmnbyTa next-hop

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHOBWTL 3HayeHue aTpubyTa local-preference.

CbpacbliBaeT ycTaHOBKY aTpmbyTa local-preference.

set metric value

no set metric

value: (1-4294967295)

YCTaHOBWTL 3HauYeHue aTpubyTa metric.

CbpacbiBaeT ycTaHOBKY aTpmbyTa metric.

set next-hop-peer

no set next-hop-peer

—/atpnbyT He
yCTaHoB/IEH

YcTaHOBWTL 3HaYeHue aTpubyTa next-hop, Kak agpec coceaa.

CbpacbliBaeT ycTaHOBKy aTpmbyTa

set origin [ igp |egp | in-
complete ]

no set origin

YcTaHOBWTL 3HaueHue aTpubyTa origin.

- igp — MapLwpyT 6bIN1 NOlYYEH M3 NPOTOKO/IA BHYTPEHHEN
MapLupyT13auum (Hanpumep KomaHaou network)

- egp — MapLupyT 6bIn BblydeH No npoTokoay EGP.

- incomplete — mapLpyT 6bl Bbly4eH KAKMM-TO UHBIM 06pa3om
(Hanpumep KomaHaol redistribute)

CbpacbiBaeT ycTaHOBKY aTpubyTa origin.

set weight value

no set weight

value: (1-4294967295)

YcTaHOBWTb 3HaYeHwue aTpnbyTa weight.

CbpacbiBaeT ycTaHOBKY aTpmnbyTa weight.

KomaHObI pexcuma privileged EXEC

Bce KomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJIb30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnnua 350 — KomaHgb! pexuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show route-map [name]

name: (0..32) cumBona

MpocmoTp MHOPMaLMM O CO3LaHHbIX route-map.
- name — numa route-map.

KomaHObI pexcuma KoHguaypauuu uHmepgpeticos Ethernet, VLAN, uHmepgelica 2pynmnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B perMme KoHpurypauum nHtepoeicos Ethernet, VLAN, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 351 — KomaHabl pexxuma KoHdurypaumm nutepoeiica Ethernet, VLAN, nHtepdeiica rpynnbi NopTos

3HayeHue/3HayeHue
110 YyMOAYAHUIO

KomaHoa Aelicmeue

ip policy route-map name MpumeHWTb route-map ¢ UMeHem name Ana 334aHHOro
nHTEpdelica.

Ypanutb route-map ¢ uHTepderica.

name: (0..32) cumBona

no ip policy route-map
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5.35.7 Hacmpoiika Prefix-List

Prefix-nuctbl no3sonaoT GuabTpoBaTb NPUHMMAEMbIE U AHOHCUMPYEMbIE MAPLUPYTbl MPOTOKOI0B ANHAMUYE-
CKOW MapLupyTU3aLmu.

KomaHObI pexcuma 2nobanbHol KOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKUME rN106anbHON KOHPUrypaLmm:
console (confiqg) #

Tabnnua 352 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HavyeHue/3HayeHue Neiicmeue
no ymoa4yaHuro
ip prefix-list list-name [seq Coszparb Prefix-list.
seq_value] [description - permit — paspelatouiee aercTBMe 414 MapLlpyTa
text] {deny | permit} - deny — 3anpeuiatouiee aeincreme gna maplipyTta
ip_address [mask] [ge list-name: (1..32); - list-name — vma cospaasaemoro prefix-nucra
ge_value] [le le_value] seq_value: (1.. - seq_value — HOMep 3anuUCK B CNUCKe NpedrKcoB
4294967294); - text — onucaHue cnucka npeduKcos
text: (0..80) cumsona; - ge_value — cooTBETCTBUE AMHE NPedUKCa, PaBHOI UK
ge_value: (1..32); 60oAbLUel, YeM HaCTPOEHHasA AAMHA NpedUKca
le_value: (1..32) - le_value — cooTeeTcTBMe A/IMHEe NpedUKca, KOTOpas paBHa
WM MEHbLUE HAaCTPOEHHOM A/MHbI NpeduKca.
EcnM He HaW/I0Cb HM O4HOrO COOTBETCTBUA, TO ByaeT
V npMMeHeHa HesABHAaA NOJIMTMKA NO ymonuaHuio deny
any.
no ip prefix-list list-name [ Ypanutb co3paHHblii Prefix-List.
seq seq_value]

KomaHObl pexcuma privileged EXEC

Bce KoMaHAbl JOCTYNHbI 418 NPUBUNETMPOBAHHOIO NOJ/b30BaTENS.
Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:
console#

Tabanua 353 — KomaHgb! pexkuma privileged EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
o yMmon4aHuro

KomaHoa

MNpocmoTp nHGopmaumm o co3garHbix prefix-list.
- name — vma prefix-list.

show ip prefix-list [name]

name: (0..32) cumBona

5.35.8 Hacmpolika ceasKu Kknwoyeli

CBa3Kka K/loyell nosonseT co3gaTb Habop naponei (Kntouyei) ¢ nocneaylowein BO3MOMHOCTbIO
HACTPOMKM BpeMEHU AeNCTBUA KaxKa0ro naponsa. Co3gaHHble Napo/iv MOryT MCNOAb30BaTbCA NPOoToKoaamu RIP,
OSPF, IS-IS ana ayteHTUdMKaumu.
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KomaHObI pexcuma 2a06anbHoU KOHpuU2ypauyuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobasbHon KoHduUrypaumm:

console (config) #

Tabnunua 354 — KomaHab! pexkuma rnobanbHoMn KoHduUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

key chain word word: (1.32)

cumsona/—

no key chain word

Co3paeT CBA3KY KAtouen ¢ umeHem word 1 BXOAUT B PEXUM KOH-
durypauum cBaskm Kaouen.

YanseT cBA3Ky KAtoYei ¢ umeHem word.

KomaHObI pexcuma KoHgu2ypayuu ces3Ku Karyel

Bug, 3anpoca KOMaHAHOM CTPOKM B peXUMe KOHPUIypaLmm CBA3KK KAtoYen:

console (config-keychain) #

Tabanuya 355 — KomaHab! pexkmma KOHPUrypauum cBAsKu Katoden

Komanda 3HayeHue/3HayeHue Leiicmeue
o ymMoa4aHuio
key key_id Co3paet KoY ¢ naeHTudmkaTtopom key id n BXOAUT B PEXKUM KOH-
key_id: (1..255)/— burypaumm knrova.
no key key _id Ypansaet knwou ¢ naeHtudukatopom key _id.

KomaHObI pexcuma KoHgu2ypayuu Kar4a

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe KOHdUrypaLmmn Katoua:

console (config-keychain-key) #

JaHHbIA peXXnum LOCTYNeH M3 PerKMMa KOHPUIypaunmn CBA3KK KAtoYen U npegHasHavyeH gas 3afaHua

CaMoOro Knto4a 1 ero napameTpos.

Tabnnua 356 — KomaHAabl pexruma KoHPUrypauum Knroua

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
key-string word word: (1..16) 3apaeT 3Ha4YeHue Katova.
no key-string cumBonos/— Ypanaet 3HadyeHue Katova.
encrypted key-string 3afaeT 3Ha4YeHMe KatoYa B 3aliMdpoBaHHOM BUAE.
encryptedword - encryptedword — 3awmndpoBaHHbIi Napoab (Hanpumep, Napob
encryptedword/— B 3aWndPOBAHHOM BUAE, CKONUPOBAHHbBIN C APYroro
YCTPOICTBA).
no encrypted key-string Ypanaer 3HauyeHue Katoua.
accept-lifetime time_to_start 3aZiaeT BPEMS XKMU3HW K/HOYa, B TEYEHNE KOTOPOro KoY byaet
{time_to_stop | duration | OEUCTBUTENEH ANA CBEPKU C KOYOM B MPUHUMAEMbIX
infinite} coobuieHusX.
- time_to_start — Bpems 1 faTta Hayana AelCTBUA Kawoya.
—/Bcerpa
felicTenTeneH 3agaeTcn B dopmate hh:mm:ss month day year 5
- time_to_stop — Bpema 1 gaTa npekpaLLeHua 4encTBus Katova.
3apaetca B popmate hh:mm:ss month day year
- duration — 3afaeT NPOAO/IKUTENbHOCTb AENCTBMA KoY B
CeKyHAax
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no accept-lifetime

- infinite — ycTaHaBnMBaeT 6eCKOHEYHOe Bpema AeWCTBUA KatoYa

YaanuTb Bpemsa XXU3HU KAtoya

send-lifetime time_to_start
{time_to_stop | duration |
infinite}

no send-lifetime

—/Bceraa
nencTeuTeneH

3a4aeT BpeMA XKU3HU KAoYa, B TEYEHME KOTOPOro Koy byaeT
OEUCTBUTENEH AN OTNPABKM COOBLLEHWN.

- time_to_start — Bpemsa 1 gaTta Hayana AelCTBUA KaKoYa.
3agaetca B dopmate hh:mm:ss month day year.

- time_to_stop — Bpema 1 faTa NpekpaLLeHua 4encTBuA Katova.
3apaetca B dopmate hh:mm:ss month day year.

- duration — 3apaeT NPoOAOKUTENBHOCTD AEUCTBUA KNKOYA B
CeKyHaax.

- infinite — ycTaHaBnA“BaeT 6eCKOHEYHOe BpeMa AeNCTBUA Katova.

YaanuTb BpemMaA XKU3HU KNtoya.

/ Ecnv B KaKOW-TO MOMEHT BpeMeHM Cpa3y HeCKO/IbKO Katouei byayT aBaaTbca AenctButeNb-
HbIMM, TO GAKTUUYECKU UCNO/Ib30BaTbCA ByAET KAoUY C HAMMEHbLUUM MAEHTUPUKATOPOM.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KOMaHAHOW CTPOKM MMeeT BUA,:

console#

Tabnuua 357 — KomaHapl pexkuma privileged EXEC

3HavyeHue/3Ha4yeHue .
KomaHda / Aeiicmeue
o ymMmoa4aHuro
show key chain word word: (1..32) OtobparkaeT MHGOPMALMIO O CBA3KE K/OYen C UMeHem
cumsona/— word.

[pumepbl 8bIN0AHEHUS KOMAHO

Co3paTtb CBA3KY KNtoYer ¢ uMeHeM namel 1 NOMecTUTb B Heé ABa Kato4a. Ha kntoye key 2 HaCTpoOUTb
BPEMEHHOI‘;I MHTEpBaa, B TEHYEHNE KOTOPOIro 3TOT K/NHOY MOXKET 6bITb MCMO/Ib30BaAH AnAa CBepKu C KAK4om B

NPUHATbIX NaKeTax.

console (config) # key chain namel

console (config-keychain) # key I

console (config-keychain-key) # key-string testkeyl

console (config-keychain-key)# exit

console (config-keychain) # key 2

console (config-keychain-key) # key-string testkey?2

console (config-keychain-key) # accept-lifetime 12:00:00 feb 20 2020 12:00:00
mar 20 2020

MoKka3aTb MHGOPMaALMIO O CO34aHHOM CBA3KE KtOUEN:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9nRggddPOa7W304gfrNBeGhigRuwwp6bmWCy69nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GIJwHBLO6UxZyWVPzbgZ/6fI0OF3h3NB6owYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]
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5.35.9 banaHcuposka Hazpy3Kku Equal-Cost Multi-Path (ECMP)

banaHcmpoBKa Harpy3km ECMP nossonseTt nepegasBaTb NakeTbl OAHOMY MOAYYATENO MO HECKOJIbKMM
CAYYLWMM MapLupyTam». [aHHbIM GYHKUMOHANA NpeaHa3HayvYeH 414 pacnpeaesieHna Harpyskm 1 onTMMmnsaumm
nponyckHom cnocobHocTn cetn. ECMP morKeT paboTaTb KaK CO CTaTUYECKMMM MapLLPYTamM, TaK U C MPOTOKO-
NlaMu AnHamu4yeckor mapuwpyTtmsaumm RIP, OSPF, BGP.

KomaHObI pexcuma 2no0banbHol KOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnnua 358 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o ymMon4aHuto
ip maximum-paths maxi- 3a4aTb MaKCMMaibHOE KOIMYECTBO NyTel, KoTopble MOryT 6bITb
mum_paths yCTaHoB/eHbl B FIB anA Kaxkaoro mapupyTa.

maximum_paths:

(1..64)/1 Hacrpoiika BCTynuT B CMJy TO/IbKO NOCNE COXPaHeHUs

KOHdUrypauum n nepesarpysku ycTpoiicrsa.
no ip maximum-paths YCTaHOBUTb 3HAYE€HME N0 YMOJIYaHUIO.

5.35.10 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

MpoTtokon VRRP npegHasHayeH ana pesepBMpOBaHMA MapLLPYTM3aTOPOB, BbIMO/HAKOLLMX PO/b LWAO3A
Nno ymosiyaHuio. 3To gocturaetca NyTém obbeamHeHus IP-uHTepdelicoB rpynnbl MapLLIPYTU3aTOPOB B OAMNH
BMPTYa/ibHbIN, KOTOPbIM OyAeT MCNONb30BaTbCA KaK LW/O3 MO YMOAYaHUIO 15 KOMMNbloTepoB B ceTu. Ha
KaHa/bHOM ypOBHe pesepBupyemble UHTepdeiicbl nmeroT MAC-agpec 00:00:5E:00:01:XX, rae XX — Homep
rpynnbl VRRP (VRID).

Tonbko oAMH U3 GM3UYECKUX MapLUPYTM3ATOPOB MOMKET BbINONHATL MApLUPYyTU3aLMI0 TpaduKa Ha
BUpTyanbHoM IP-uHTepdeice (VRRP master), octanbHble maplipyTusaTopbl B rpynne npegHasHayeHbl Ans
pesepsuposaHusa (VRRP backup). Bbibop VRRP master npoucxoaut B cootsetcTeumn ¢ RFC 5798. Ecam Terywmin
master CcTaHOBMUTCA HeAOCTYMHbIM — BblbOp master'a nosTopsaeTcA. HauBbiCWKA NPUOPUTET UMeeT
MapLLpyTU3aTop € cobcTBEHHBIM IP-agpecom, COBMagaloWMM ¢ BUPTYasbHbIM. B cayvae gocTynHoCTU OH
Bcerga ctaHoBuTca VRRP master. MakcmmanbHoe konnvectso VRRP-npoueccos — 50.

KomaHObI pexcuma KoHguaypauuu uHmepgpeticos Ethernet, VLAN, uHmepgelica 2pynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexnme KoHoburypaumm nutepoeiicos Ethernet, VLAN, nntepdeltica
rpynnbl NOPTOB:

console (config-if)#

Tabnnua 359 — KomaHgb! pexkuma KoHdurypaumm nutepoeiica Ethernet, VLAN, nHtepdeiica rpynnbl nopTos

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

vrrp vrid description text vrid: (1..255); JobasneHune onmcaHua Leamn unm ncnosb3osanus gns VRRP

: __ text: (1..160 cMMBONOE). MapLIpyTU3aTopa € MAEHTUPUKATOPOM vrid.
no vrrp vrid description YpaneHnune onncanma VRRP-mapwpyTusaTopa.

vrrp vrid ip ip_address vrid: (1..255) Onpeaenenue IP-agpeca VRRP-mapLpyTmsaTopa

354 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx



DHELTEX

no vrrp vrid ip [ip_address]

YpaneHue IP-agpeca VRRP ¢ mapwpyTtusatopa. Ecam B Kavectse
napameTpa He yKasaH IP-agpec, To yganartca sce IP-agpeca
BMPTYasIbHOTO MapLIpyTU3aTopa, BCAEACTBME Yero yaanuTca U cam
BMPTYabHbI MapLUpyT13aTop vrid Ha AaHHOM YCTPOUCTBE.

vrrp vrid preempt

BKkntoueHue perxmma, npu Kotopom backup-maplpytnsatop c
60n1ee BbICOKMM NPMOPUTETOM ByaeT NbiTaTbCA NepexsaTUTb Ha
ceba posb master y Tekylero master-mapLupyTmsatopa c 6onee

vrid: (1..255); HU3KMM NPUOPUTETOM.
Mo ymonuyanutio MapLupyTtusaTop, KoTopblii ABAseTca Bnagenouem IP-
BK/IIOYEHO V aApeca maplupyTusaTopa, 6yaeT nepexsartbiBaTb Ha
ce6s ponb master He3aBUCMMO OT HaCTPOEK AaHHOM
KOMaHpAbl.
no vrrp vrid preempt YCTaHOBKa 3HaYeHWA N0 YMONYaAHWIO.
vrrp vrid priority priority vrid: (1..255); HasHayeHue npuoputeta VRRP-mapLpytusaTopa.

no vrrp vrid priority

priority: (1..254);
Mo ymonyanuio: 255 ana
Bnagensua IP-agpeca, 100
ONA OCTaNbHbIX

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

vrrp vrid shutdown vrid: (1..255); BbikntoyeHne VRRP npoTokosia Ha AaHHOM MHTepdeiice.

no vrrp vrid shutdown Mo ymonyaHuto: BkntoyeHne VRRP npoTokona Ha gaHHOM uHTepdelice.
BbIK/1IOYEH

vrrp vrid source-ip ip_ad- OnpeageneHune peanbHoro VRRP-agpeca, KoTopsbiii byget

dress vrid: (1..255); Mcnosib3oBaTbCA B KavecTtse IP-agpeca otnpasuTens gns VRRP-

no vrrp vrid source-ip

Mo ymonuanuto: 0.0.0.0

coobuieHnn.

YCTaHOBKA 3HAYeHUA N0 YMOAYAHUIO.

vrrp vrid timers advertise
{seconds | msec millisec-
onds}

no vrrp vrid timers adver-
tise [msec]

seconds: (1..40);
milliseconds: (50..40950);
Mo ymonyaHuio: 1 cek

OnpegeneHune MHTepBasa Mexay aHoHCaMu master-
mapLupyTusatopa. Ecam nHtepsan 3agaH B MUAIMCEKYHAAX, TO
NPOUCXOANT OKPYreHne BHU3 A0 b6anKanwen cekyHabl ana VRRP
Version 2 1 Ao 6AMKalLmMX COTbIX AoNen cekyHabl (10
munnmcekyHa) ana VRRP Version 3.

YCcTaHOBKA 3HAYeHUA N0 YMONYAHUIO.

vrrp vrid version {2 | 3 |
283}

no vrrp vrid version

OnpegeneHune noagaepxusaemoit sepcum VRRP npotokona.

- 2 — nopaepxmeaetca VRRPv2, onpeaeneHHbit 8 RFC3768.
Monyyaemble VRRPv3 coobuieHuns otbpacbiBatoTea
mapuwpyTtusatopom. OTnpasaatoTca Tonbko VRRPV2 aHOHCbI.

- 3 — nopaepkmeaetca VRRPv3, onpepeneHHbivi B RFC5798, 6e3
cosmectumocTn ¢ VRRPv2 (8.4, RFC5798). Monyyaembie VRRPv2
coobuieHmsa oTbpackiBalOTCA MapLlpyTM3aTopom. OTnpasastoTca
Tonbko VRRPV3 aHOHCHI.

- 2&3 — noaaepxkusaetca VRRPv3, onpeaeneHHblt B RFC5798 ¢
obpaTHOI coBmecTMMOocCTbto ¢ VRRPvV2. Monyyaembie VRRPv2
coobuieHmnsa obpabaTtbiBatoTca maplupyTnusatopom. OTnpasasatoTca
VRRPv2 1 VRRPV3 aHOHCbI.

MNoaaepkmsaetca Tonbko VRRP Bepcum 3. Pexkumsbl 2 1 2&3 6yayTt
noAAep:KMBaTbeca B byaylumx sepcuax MO.

YCcTaHOBKa 3HAaY€HWUA N0 YMOYAHUIO.

KomaHOwbi pexcuma privileged EXEC

Bce KomaHAapl AOCTynHbl 4NA NPUBUNETMPOBAHHOIO NOJ1b30BAaTENA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnnua 360 — KomaHabl pexxkuma privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMoa4YaHUuto

show vrrp [all | brief | in- MpocmoTp KpaTKoi nau getanbHon MHGoOpMaLMK ANs BCEX UK
terface {gigabitethernet gi_port: (1..8/0/1..48); | ogHOro HaCTPOEHHOrO BUPTYyasibHOro MmapLupyTmsatopa VRRP.
gi_port | tengigabitether- te_port: (1..8/0/1..24); | - all — npocmoTp nHbOPMaLLMKM O BCEX BUPTYasIbHbIX
net te_port | fortygiga- fo_port: (1..8/0/1..4); MapLUpyTU3aTopax, BK/OYasA OTKIHOYEHHbIE;
bitethernet fo_port | port- group: (1..48); - brief — npocmoTp KpaTKoli MHGOPMaLMKM O BCEX BUPTYabHbIX
channel group | vlan vlan_id: (1..4094) MapLIpyTU3aTopax.
vlan_id}]

[pumepbl 861NM0AHEHUA KOMAHO

= Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3sosaTb 3TOT agpec B KayecTBe agpeca BUpTyasb-
HOro MapLpyTtusaTtopa. Bkatounts VRRP-npoTtokon Ha nHtepoeice VLAN.

console (config-vlan)# interface wvlan 10
console (config-if)# ip address 10.10.10.1/24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if) # no vrrp 1 shutdown

= [locmoTpeTb KoHPUrypaumio VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.35.11 Hacmpolika npomokKona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sosseT 6bICTpo 06HAPYHKUTb HEUCNPABHOCTU IMHKOB. BFD mokeT paboTaTb KaK co cTa-
TUYECKMMM MApLUPYTaMM, TaK M C MPOTOKOAAMMU ANHaMUYeCcKoM mapupyTmusaumm RIP, OSPF, BGP.
B Tekywen Bepcun MO peannsosaHa paboTa ToAbKO € NpoTokonom BGP.

KomaHObI pexcuma 2no0banbHol KOHpu2ypauuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #
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Tabnmua 361 — KomaHabl pexkmma rnobanbHom KoHpuUrypaumm

3HayeHue/3HavyeHue o
KomaHoa / Aelicmesue
no ymoa4aHuro
bfd neighbor ip_addr [in- 3apaTb BFD-cocepa.
terval int ] [min-rx min] - int — MUMHUManNbHLIN MHTEPBAN Nepeaaymn ana obHapyKeHun
[multiplier mult_num] . ownbKu;
int: (150..1000)/150 . y )
. - min — MMHMMaNbHbIN MHTEPBAN NPUEMA A8 OBHAPYKEHUA
min: (150..1000)/150
OLIMBKM.
mult_num: (1..255)/3
- mult_num — Ko/14ecTBO NoTepsAHHbIX NaKeToB 40 pa3pbiBa
ceccum
no bfd neighbor ip_addr YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.

KomaHObI pexcuma privileged EXEC

Bce KOMaHAbl JOCTYMHbI ANA NPUBUNETMPOBAHHOIO NO/b30BATENSA.
BuAa 3anpoca KoMaHAHOM CTPOKK pexnma privileged EXEC:
console#

Tabnnua 362 — KomaHgb! pexxuma privileged EXEC

3HavyeHue/3HayeHue o
KomaHoa / Aelicmeue
o ymMoa4aHuio
show ip bfd neighbors MpocmoTp nHdopmaumm ob akTMBHbIX BFD-coceaax
[ip_addr] [detail]

5.35.12 nMpotokon GRE

GRE (Generic Routing Encapsulation) — npoToKo/ TYHHeNMpPOBaHMA ceTeBblX NakeToB. Ero ocHoBHoe
Ha3HayeHMe — MHKaNcynauna NakeToB ceTeBOro ypoBHA ceteBon mogenu OSI B IP-nakeTbl. GRE moxet
ncnonb3oBatbca Ana opraHmsaumm VPN Ha 3-m yposHe mogenn OSI. B kommyTtatopax MES peannsoBaHbl
CcTaTnyeckme Heynpasaaemble GRE-TYHHeNN, TO eCTb TYHHENN CO34aK0TCA BPYYHYIO NyTEM KOHPUTYPUPOBaHMA
Ha JIOKaNIbHOM M yAaneHHOM Yy3nax. [lapameTpbl TYHHeNns ANA KaKAOW M3 CTOPOH AOJXKHbl ObiTb
B3aMMOCOI/1TAaCOBaHHbIMM WM NEPEHOCUMbIE AaHHble He ByayT AeKancyMpPoBaTbCA NAPTHEPOM.

V MpoTtokon GRE nogaepxusaerca Ha mogenax cepum MES33xx, MES35xx nu MES5324.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM B pPeXKUME rN06anbHOM KOHPUrypaLmm:
console (config) #

Tabnunua 363 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3Ha4yeHue/3HayeHue ”

KomaHda / Aelicmeue
o ymoa4YaHuro

interface Tunnel tunnel_id tunnel_id: (1..16) Co3paet uHTepdeic TyHHensn.
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KomaHObI pexcuma KoHguaypayuu uHmepdgelica myHHens

Bua 3anpoca KOMaHAHON CTPOKM B pexume KOHPUrypaumnm nHtepderica TyHHens:

console (config-tunnel) #

Tabnnua 364 — KomaHabl pexkuma KoHpurypauum nHtepderica TyHHenA

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

tunnel mode gre ip

no tunnel mode gre ip

— /BbIKOYEHO

3apaet Tmn TyHHenAa GRE c ncnonbsosaHuem IPv4.

YpanseT TyHHeNb.

tunnel source {ipv4_address
| gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48);

HasHauaert IP-agpec unv uHtepoeiic, Kotopbliii byaet
MCMNONb30BaTbCA B KaYecTBe agpeca oTnpaBuTeNna BHellHero |P-
3aronoska GRE TyHHenA.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

fortygigabitethernet fo_port
| port-channel group | tun-
nel tunnel_id | vlan vian_id}

no tunnel source Ypanaet IP-agpec oTnpasutens.

tunnel destination {_URL_ |
ipv4_address} —

HasHauaert IP-agpec nony4yatens (KoHua TyHHens).

no tunnel destination Ypanset IP-agpec nonyyatens.

ip address ipv4_address YctaHaBnuBaet IP-agpec nHtepdeliica TyHHens. C
MCNO/Ib30BaHMEM 3TOrO aZipeca KOMMYTaTop AOCTYMNEH Yepes
— TYHHENb. MOeT UCMO0b30BaTbCA B KAYECTBe W/H03a Ha

yZAaNEeHHOM YCTPOMCTBE NPU MapLIPYTM3aLMM B TYHHEb.

no ip address Ypanset IP-agpec nHtepdeiica TyHHens.

KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 365 — Komanapl pexkuma EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aeiicmeue

show ip tunnel [tunnel-id] tunnel_id: (1..16) OTob6parkaeT MHPOPMALMIO TYHHENS.

show ip interface tunnel
tunnel_id

tunnel_id: (1..16) OTo6paskaeT nHdopmaumio 06 IP-uHTepdeitce TyHHENS.

show interfaces tunnel tunnel-id

tunnel_id: (1..16) OTobparkaeT nHpopmauuio nHTepdeica TyHHens.

[pumep HaCMpPOoUlKU MyHHenA

Co3faHWe TyHHeNA W HaCTpoWKa
NPOTMBOMO/IOXKHOW CTOPOHE TYHHENA:

CTaTU4eCKoro Mmapuwpyrta ngnaa ceTy, HaXOAHMEﬁCﬂ Ha

. B KayecTBe JIOKaNbHOro agpeca gna TyHHena ucnoabsyetca IP-agpec 192.168.1.1;
. B KauyecTse yA4aNeHHOro agpeca gna TyHHena ucnono3yetca IP-agpec 192.168.1.2;
. IP-agpec TyHHeNA Ha JIoKabHOM cTopoHe 172.16.0.1/30;

. CeTb Ha MPOTMBOMNO/IOXHOW CTOPOHe TyHHens 10.10.1.0/24
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console (config)# vlan database

console (config-vlan)# vlan 301

console (config-vlan)# exit

console (config) # interface tengigabitethernet 1/0/1
console (config-if) # switchport mode trunk

console (config-if) # switchport trunk allowed vlan add 301
console (config-if)# exit

console (config) # interface wvlan 301

console (config-if)# ip address 192.168.1.1/24

console (config-if) # exit

console (config) # interface Tunnel 1

console (config-tunnel) # Tunnel mode gre ip

console (config-tunnel)# Tunnel source 192.168.1.1
console (config-tunnel)# Tunnel destination 192.168.1.2
console (config-tunnel) # ip address 172.16.0.1/30
console (config-tunnel) # exit

console (config)# ip route 10.10.1.0/24 Tunnel 1

V Ha BCTPEYHOM ycrpoﬁcme HEO5XOAMMO BbINOJ/IHUTb B3aMMOCOIrnacoBaHHble HaCTPOVIKM.
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHtio Startup ncnonb3yerTca onAa BbINONHEHUA CneUnanbHbIX Npoueanyp, TakKMX Kak BOCCTaHOB/EHUE
3aBOACKUX HAaCTPOEK N BOCCTAaHOBIEHNE NAPONA.

[nsa Bxoaa B MeHio Startup HeobxogMMo NpepBaTb 3arpy3Ky HaxkaTvem Knasulumn <Esc> unu <Enter> B
TeYeHWe NepBbiX ABYX CEKYHA Nnocse NOoABAEHMS COOBLLEeHUA aBTO3arpysku (N0 OKOHYAHMM BbINOJHEHWA
npoueaypbl POST).

Startup Menu
] Restore Factory Defaults
] Boot password
] Password Recovery Procedure
]  Image menu
5] Back
Enter your choice or press 'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuUTe Knasuwy <5>, 1nbo <Esc>.

Ecam B TeueHue 15 ceKyHA (3HaueHUe NO YMOJIYaHUIO) He Bbi6paH HM OAUH U3 NYHKTOB
MEHI0, TO 3arpy3Ka yCTPOMCTBA NPOAO/IKUTCA. Bpema 0XXMAaHUA MOXKHO YBEIMUYUTD C No-
MOLLbIO KOMAHA, KOHCOU.

AL

Tabnumua 356 — OnuncaHue meHto Startup

Ne HassaHue OnucaHue
Restore Factory Defaults [aHHas npoueaypa MCnonb3yeTca AAa yAaneHUs KOHpuUrypaumu ycTpoMCTBa.
<1> BoccTaHoBneHue BoccTaHOBNEHME KOHOUIYPALLMK MO YMOIYAHUIO.
33aBO/CKMX HaCTpoeK
Boot password [aHHas npoueaypa UCNONb3YeTca 4/ YCTaHOBKU/yAaieHMA Napoas Ha Havab-
<2> YcTaHoBKa / yAaneHue Naponsa | Hblid 3arpysymk.

Ha HayaNbHbIN 3arpysyuk

[aHHasa npoueaypa Mcnosnb3yetcs A1A BOCCTAHOB/EHMA YTPAuYEHHOro naposs,
OHa NO3BO/IAET NOAK/MOUMTLCA K YCTPOMCTBY 63 napos.

Password Recovery [na BOCCTaHOBNEHMA NAPONA HAXKATb KAABULLY <2>, NPY NOC/eAYIOWEM NOAKNIO-
<3> Procedure YEeHWUU K YCTPOMCTBY Naponb byaeT NpoOUrHopMpoBaH.
BocctaHoBneHne napons Current password will be ignored!

[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====

[JaHHas npoueaypa ucnonb3yetcs Ana Bbibopa akTMBHoro ¢aitna cucremHoro
no.

Ecnv He BblbpaH HOBbIN 3arpyKeHHbI dain cuctemHoro MO aKTUBHbBIM, TO
YCTPOWCTBO BbINOIHWUT 3arpy3Ky € UCMOJ/Ib30BaHMEM TeKYLLLero akTuBHOro obpasa
Image menu

[1] Show current image — npocmoTp AaHHbIX 0 Bepcuax MO Ha ycTpoicTae

[2] Set currentimage — BbI6op akTMBHOrO ¢aitna cucremHoro MO

Image menu
<4> Bbibop akTMBHOrO daiina
cuctemHoro MO

[3] Back
<5> Back [na BbIXOAa U3 MEHIO W 3arpy3KM YCTPOMCTBA HaxkMuTe Knasuy <Enter>, nnbo
Bbixog, 13 meHto <Esc>.
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6.2 O6HOoBnEeHMe nporpammHoro obecneyeHus c cepsepa TFTP

Cepeep TFTP goskeH 6biTb 3anyLieH U HACTPOEH Ha KOMNbloTepe, C KoToporo byaer 3a-
rpykaTbcs nporpammHoe obecneuyeHue. Cepeep A0NKEH UMETb paspelleHUue Ha YTeHue
daiinos HauanbHoOro 3sarpysumka n/uam cuctremHoro NO. KomnbioTep € 3anyLieHHbIM
TFTP-cepBepom A,0/13KeH BbiTb AOCTYNEH AN KOMMYTATOpa (MOXKHO NPOKOHTPO/IMPOBATb,
BbINOJIHUB HA KOMMyTaTope KomaHAy ping A.B.C.D, rae A.B.C.D — IP-agpec Komnblo-
Tepa).

.‘

’ ' O6HoBNEHMe NPOrpamMmmMHoro obecneyeHns MOXKeT OCYLLEeCTB/IATLCA TO/IbKO NpUBUAErU-
N pPOBaHHbLIM NONb30BaTENEM.

6.2.1 O6HosnEHUE cucmeMHO20 NPo2PaMmmMHOo20 obecnevyeHusn

3arpysKa ycTpoicTBa ocyuwiecTeasetca u3 daina cMcTeMHoro nporpammHoro obecneyenus (MO),
KOTOpbIN XpaHuTca Bo Gn3w-namatn. MNpu obHOBNEHMM HOBbIM ¢aiin cuctemHoro MO coxpaHseTca B
CneumManbHo BblAeNeHHOM 061acTy namaTu. MNpu 3arpysKe YCTPOMCTBO 3aMnyCKaeT akTUBHbIN ¢aiil CUCTEMHOTO
no.

Ecan HOMep YCTPOICTBA He 3a4aH, AaHHAaA KOMaHAa NPUMEHAETCA K BegyLuemy ycTpoin-
cTBy.

.‘

[na npocmoTpa TeKylleln BepCUMM CUCTEMHOIO NporpaMmHoro obecneyeHus, paboTatowero Ha
ycTpoiicTee, BBeguTe kKomaHay show version:

console# show version

Active-image: flash://system/images/ mes3300-403.ros
Version: 4.0.3 B
Commit: 25503143
MD5 Digest: 6£3757fab5b6ae3d20418e4d20a68c4c
Date: 03-Jun-2016
Time: 19:54:26
Inactive-image: flash://system/images/mes3300-404.ros
Version: 4.0.4
Commit: 16738956
MD5 Digest: d907f3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

Mpoueaypa ob6HoBNeHMA MO:

CKonnpoBaTb HOBbIN ¢ain NnporpammHoro obecrneyeHma Ha YCTPOWCTBO B BblAeseHHY0 06aacTb na-
mATn. PopmaT KOMaHAbI:

boot system tftp://tftp_ip_address/[directory/]filename

anMepBHﬂOﬂHeHMHKOMaHAHZ

console# boot system tftp://10.10.10.1/mes5324-401.ros

26-Feb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/mes5324-401.ros destination URL flash://
system/images/mes5324-401.ros
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26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas Bepcua nporpamMmHoro obecneyeHns cTaHeT akTUBHOM Moc/e nepesarpyskm KommyTaTopa.

Ona NPOCMOTpPAa AaHHbIX O BEPCUAX NPOTrpamMmMHOro obecneyeHuns N UX aKTMBHOCTU BBEeAUTE KOMaHAY

show bootvar:

console# show bootvar

Active-image: flash://system/images/mes5324-401.ros
Version: 4.0.1
MD5 Digest: 0534f43d80df854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ mes5324-401.ros
Version: 4.0.1
MD5 Digest: b66£fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTteepanTe NepesarpysKy BBOAOM ‘y’.
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NPUNOXEHUE A. MPUMEPbI MIPUMEHEHUA U KOHOUTYPALUN YCTPOMUCTBA

HacTpoiiKa npoToKos1a MHOXeCTBa CBA3YyoWMX aepeBbes (MSTP)

MpoTtokon MSTP no3BoAAeT CTPOUTb MHOXECTBO CBA3YIOWMX AepeBbeB AN otaenbHbix rpynn VLAN Ha
KOMMYTaTOpPax JIOKaIbHOM CeTH, 4TO No3BoaseT 6anaHcMpoBaTb HarpysKy. a8 NpoCcToTbl PACCMOTPUM CAyyal

C Tpema KommyTaTopamm, 06beAMHEHHBbIMW B KOJIbLEBYH TOMOOTMUIO.

Myctb vlan 10, 20, 30 o6beaunHsaoTCA B nepBom 3ksemnnape MSTP, vilan 40, 50, 60 06beanHAOTCS BO
BTOPOM 3K3emnaspe. Heobxoammo, utobbl Tpadmk VLAN-o 10, 20, 30 mexagy MepBbiM M BTOPbIM
KOMMyTaTOpammM nepegasanca Hanpamyto, a Tpadmk VLAN-oB 40, 50, 60 nepegaBanca TpaH3UTOM 4yepes
KommyTaTop 3. KommyTaTop 2 HasHauyMm KOpHEBbIM A/1A BHyTpeHHero ceasytowero aepesa (IST — Internal
Spanning Tree) B KOTOpPOM nepegaeTcs cay»kebHaa nHbopmaumsa. KommyTaTopbl 06bEeAUHAIOTCA B KOJbLO,
ncnosb3ys noptbl tel u te2. Huke npusegeHa cxema, M306parkatoLas JIOrmMYecKyto TONoI0TUIO CETH.

VLAN 10,20,30 HaaHaueHb! Ha axzemnap 1
VLAN 40,50,60 HaszHaveHb! Ha 3KseMnnsap 2

xommyTarop 1 KoMmmyTarTop 3

3JT0T NOPT NepeckinaeT Tpaduk
Ans axaemnnsapa 1 u GnokmMpyer
Tpaduk ana akzemnnapa 2

KOoMmyTaTop 2

PucyHok A.1 — HacTpoika npoTOoKO/1a MHOXeCTBa CBA3YHOLLUX AepeBbeB

37T0T NOPT NepeckinaeT Tpagmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ana axzemnnapa 1

Korga oayH M3 KOMMYTaTOpPOB BbIXOAMT U3 CTPOsA, IMHB0 0b6pbIBAaeTCA KaHan, MHOMECTBO AepeBbeB
MSTP nepectpanBaeTca, 4TO NO3BOAAET MUHUMU3NPOBATL NOCAEACTBUA aBapun. Huxe npmseaeH npouecc
KOHUrypaumm KommyTtaTopos. 18 6os1ee BbICTPOM HACTPOMKM cO34aeTCs 06NN KOHOUTYPALMOHHDIN LWab-
JIOH, KOTOPbIN 3arpyxaeTca Ha TFTP-cepBep 1 ncnosib3yeTcs BNOCAeACTBMM A1 HACTPOMKM BCEX KOMMYTATO-

pOB.

1. CospgaHue wabnoHa 1 KOHOUTypaLMa NepBOro KOMMYTaToOpPa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60
console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24
console (config-if) # exit

console (config)# spanning-tree mode mst

(
(
(

console (config) # interface range TengigabitEthernet 1/0/1-2

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
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console (config-if) # exit

console (config) # spanning-tree mst configuration

console (config-mst)# name sandbox

console (config-mst)# instance 1 vlan 10,20,30

console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit

console# copy running-config tftp://10.10.10.1/mstp.conf

HacTpoiiKa selective-qing

Jobasnerue SVLAN

MpuBeAeHHbIN 34ecb Npumep KoHPUrypaumm KommyTaTopa AeMOHCTPUPYET KaK A06aBasTb METKy

SVLAN 20 ko Bcemy Bxogawemy Tpaduky 3a uckntodeHmem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTAx nepegayn AaHHbIX 4OBONLHO YaCTO BO3HUKAIOT 3a4a4u, cBA3aHHble ¢ nogmeHol VLAN (Hanpu-

Mep, 419 KOMMYTaTOPOB YPOBHA A0CTYNa CyLLeCcTBYyeT TUNOBaA KOHPUTypaLma, HO NONb30BaTeNIbCKUIN TPadUK,
VOIP n TpaduK gns ynpasneHua Tpebyetca nepeaaBaTh B pa3Hbix VLAN Ha pas/inyHbIX HanpasieHusx). B atom
cnyyae 6bin10 6b1 yA0H6HO BoCnob3oBaTheA GyHKUMel noameHbl CVLAN ansa 3ameHbl TUNM3MpPOBaHHbIX VLAN
Ha VLAN ans Tpebyemoro HanpasneHua. Huxe npuseaeHa KOHPUrypaums KommyTaTopa, B KOTOPOM OCY-
wecrenserca nogmeHa VLAN 100, 101 v 102 Ha 200, 201 1 202. O6paTHaa noaMeHa A01XKHa OCYLLECTBAATLCA
Ha 3TOM e nHTepdeice:

console# show running-config

vlan database

vlian 200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100

364

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

exit!end

selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

Hactpoiika multicast-TV VLAN

dyHRUMAa «Multicast-TV VLAN» naeT BO3MOXHOCTb MCNO/1b30BaTh 415 Nepeaadym MHOroaapecHoro Tpa-
duKa ogHy VLAN B ceTn onepatopa v AOCTaBAATb 3TOT TPaPUK No/Ib30BaTENAM AAXKe B TOM C/y4ae, eC/iv OHU
He asnatoTca YyneHamm aton VLAN. C nomouwbio ¢yHKUMKM «Multicast-TV VLAN» mMoKeT ObiTb COKpalleHa
Harpyska Ha ceTb omepaTopa 3a CYeT OTCYTCTBUA Ay6AMPOBAHUA MHOroaApPECHbIX AaHHbIX, Hanpumep, Npu
npegocrasaeHun ycnyrm IPTV.

Cxema npumeHeHusa GyHKUUKM NpeanonaraeT, YTo NopTbl Nob30BaTeNen paboTatoT B peXnume «access»
nnun «customer» U npuHagnexaT K Atoboi VLAN 3a uckntodeHnem multicast-tv VLAN. MNonb3oBaTtenn nmerot
BO3MOHOCTb TO/IbKO MOJIly4aTb MHOroaapecHoln Tpaduk ns multicast-tv VLAN 1 He moryT nepeaaBaTb AaH-
Hble B 3ToM VLAN. Kpome Toro, B KOMmyTaTope A0/KeH ObiTb HAacTpoeH NopT-UcTouYHUK multicast-tpaduKa,
KOTOPbIN A0JIKEH BbITb y4acTHMKOM multicast-tv VLAN.

Mpumep HacTPOIKK ANA NopTa B pexkume paboTbl access
1. BKAOUUTb GUNLTPALMIO MHOTOAAPECHbIX AaHHbIX:

console (config) # bridge multicast filtering

2. Hactpoutb VLAN nonbsosateneii (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpasneHus (VID

1200):

console (config)# wvlan database
console (config-vlan)# wvlan 100-124,1000,1200
console (config-vlan)# exit

3. HacTtpoutb nopTbl Nonb30BaTeNEN:

console (config) # interface range tel/0/10-24
switchport mode access
switchport access vlan 100

(
console (config-if
console (config-if
console (config-if
console (config-if
console (config-if

) #
) #
) #
) #
) #

switchport access multicast-tv vlan 1000
bridge multicast unregistered filtering

exit

4. Hactpoutb uplink-nopT, paspewmns nepegayy mHoroagpecHoro TpadumKa, Tpaduka nosnb3osaTtenei u

ynpasneHue:

console
console
console
console

— e~ o~ —~

5. Hactpoutb IGMP snooping rnobanbHo 1 Ha uHTepdelicax, A06aBUTb NPUBA3KY rpynn:

console (config) #
console (config) #
console (config) #
console (config) #
console (config) #
console (config) #
console (config) #

console (config) #

ip
ip
ip
ip
ip
ip
ip

ip

igmp
igmp
igmp
igmp
igmp
igmp
igmp

igmp

config) # interface tel/0/1

config-if)# switchport mode trunk
config-if)# switchport trunk allowed vlan add 100-124,1000,1200
config-if)# exit

snooping
snooping
snooping
snooping
snooping
snooping
snooping

snooping

vlan 1000

vlan 1000 querier
vlan 100

vlan 101

vlan 102

vlan 103

vlan 124
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6. HacTpouTb UHTepdelic ynpaBaeHus:

console (config) # interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit

Mpumep HacTpoOiIKK AnsA NopTa B pexume customer

[aHHbIN TUN NOAKNIOYEHMA MOXET BbITb MCNONb30BaH A4 TOro, YTobbl NOMeYaTbh NO/b30BaTENbCKME
IGMP-report’bl onpegeneHHbix VLAN (CVLAN) oTaenbHbiMU BHELWHUMW meTKamu (SVLAN).

1. BKAOYMTb GUNBTPALMIO MHOFOAZPECHBIX AAHHbIX:

console (confiqg)# bridge multicast filtering

2. Hactpoutb VLAN nonbsosatenen (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpaBneHus
(VID 1200):

console (config)# wvlan database
console (config-vlan)# wvlan 100,1000-1001,1200
console (config-vlan)# exit

3. Hactpoutb NopT Nnosb3oBaTena:

console (config)# interface tel/0/1

console (config-if)# switchport mode customer

console (config-if)# switchport customer vlan 100

console (config-if)# switchport customer multicast-tv vlan add 1000,1001
console (config-if) # exit

4. Hactpoutb uplink-nopT, paspewmns nepegady mHoroagpecHoro TpaduKa, TpadurKa nonb3osatesnen u
ynpasneHue:

console (config)# interface tel/0/10

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100,1000-1001,1200
console (config-if)# exit

5. HacTtpoutb IGMP snooping rnobanbHo 1 Ha MHTepdencax, 406aBUTb NPABMAA MAaPKUPOBKM NO/b30Ba-
Tenbckux IGMP-report’os:

console (config

( ip igmp snooping
console (config

(

(

#
# ip igmp snooping vlan 100

# ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
# ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001

console (config
console (config

)
)
)
)

6. HacTpouTb UHTepdelic ynpaBaeHus:

console (config) # interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit
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NPUNOXEHUE B. KOHCONbHbIN KABE/b

D@ Q| W 6

6) () () (9

RJ-45 DB-9

PucyHok B.1 — MopgKntoyeHne KOHCoNbHOTo Kabens
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NMPUNOXEHUE B. NOAAEPKUBAEMbIE SHAYEHUA ETHERTYPE

Tabnnua B.1 — MNopgaeprkmBaemble 3Ha4yeHua EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a Ox882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOKEHUE T. OMNCAHUE NMPOLIECCOB KOMMYTATOPA

Tabnumua .1 — OnuncaHue NpoLeccoB KoMmmyTaTopa

Uma npo-
OnucaHue npouecca

uecca

3SMA Aging ans IP-multicast

3SWF MNepeaaya NakeToB mexXay YPOBHEM 2 1 CETEBbIM YPOBHEM

35wWQ MporpammHan 06paboTka ACL nepexsayeHHbIX NAaKeToB

AAAT YnpasneHune n obpaboTka metogos AAA

AATT Cumynatop AAA ana nposepkn metonos AAA

ARPG Peanunsauyma npotokona ARP

B_RS YnpasneHue nepesarpy3Kon yCTPONCTB B CTEKE

BFD Peanunsauua npotokona BFD

BOXM [ononHutencHble AelCTBUA B CTEKe (MOSyYeHUe CBeAEeHUI O CTeKe, MHAMKauus, obmeH coobuie-
HUAMMK, cmeHa Unit ID)

BOXS O6paboTka KOMaHZ COCTOAHMA CTeKa: AobasneHne Master/Slave, usyuyeHue Tononoruu, obHose-
Hue Bepcuu MO BeAOMOro ycTpoiicTsa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard, PPPoE In-
termediate Agent

BRMN Bridge Management: EAPS, STP, onepauuu c FDB (no6aBneHue, yaaneHue 3anucei), 3epKkaamnpo-
BaHue, KoHourypaums noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast, OAM

BSNC ABTOMAT CMHXPOHMU3aUUM BeAyLLEro U BEAOMOrO YCTPOMCTB B CTEKE

BTPC Knnent BOOTP

CDB_ KonuposaHue KoHdUrypaLMoHHbIX palinos

CEAU Ounctka oyepeam cobbitnit Address Update

CFM Peannsauusa Ethernet CFM

CNLD 3arpyska/Bbirpy3ka KOHGUrypaumm

COPY YnpasneHue KonvposaHvem daiinos

CPUM MoHuTOopuHr 3arpysku CPU

CPUT Ytnnuzauma CPU

D_LM Link Manager — oTcnexunsaHue COCTOAHUA CTEK-IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c paiisoBoi cucTtemon

DFST PacnpeaeneHHan daitnosas cuctema (DFS). Mcnonb3yeTtcs B paboTe cTeKka

DH6C DHCPv6-knueHT

DHCP Cepsep 1 Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nosyyeHue nHbopmaLmn ¢ yaaneHHbix oHuToB (Bepcus MO, uptime, ycra-
HOBKa aKTMBHOro obpasa MNO)

DNSC KnueHnt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTka cobbITHiIM OT yAaNeHHbIX OHUTOB 06 M3MEHEHUWN COCTOAHUA BEHTUAATO-

DSPT pPOB, UCTOYHMKOB MUTaHMA, TepmoaaTymkos, SFP-TpaHcusepos. MonyveHne coobuleHUit oT yaa-
JIEHHbIX oHUTOB 06 nx Bepcum NO, cepuitHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aumogelicTeBme c Nonb3oBaTenem)

ESTC JNlornpoBaHue cobbiTnin 0 NpeBbieHnn noporos Tpaduka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBTOMaTM4ecKas HacTpouka napameTpos SERDES

EVAU O6paboTtka cobbiTnin Address Update, HUKHWI1 ypOBEHb, Nepeaaya Bbille
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EVFB Onpoc coctoaHna SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOAHWUS NOPTA, HUXKHUIA YPOBEHb, Nepeaaya Bbille

EVRT RX Training

EVRX O6paboTKa cobbITUN NpUEma nakeTa U3 kKommyTtatopa B CPU, HUKHWI ypoBEHb, Nepeaaya Naketa
Ha ypoBeHb 2

EVTX O6paboTKa cobbITUIN OKOHYAHMA OTNPaBKK NakeTa 3 CPU B KOMMmyTaTOp, HUXKHUI YPOBEHb

exRX O6paboTKa BbIX04a NAKETOB C HUMKHETO YPOBHA 2

FFTT YnpasneHue Tabanuen maplipytmsanmm u MapLipyTM3auma Naketos

FHSF IPv6 First Hop Security (O6paboTka Talimepos)

FHSS Mpunoxenusa IPv6 First Hop Security

FLNK Flex Link

GOAH Peannsauua web-cepsepa GoAhead

GRN_ Peanusauus Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMaHZA HAaCTPOIMKM YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3anmopencTeme c KOHTPONEPOM)

HLTX OTtnpaska naketos U3 CPU B KommyTaTtop

HOST OcHoBHoW host-noToK, xonocton xon,

HSCS Stack Config — HacTpoiKa dyHKUMIN KOMMYTaTOpa Ha YA4a/IEHHOM OHUTE

HSES Stack Events — ob6paboTka cobbiTnit link changed, address update ¢ yaaneHHbIX OHUTOB Ha Ma-
cTepe

HSEU O6paboTka cobbITUiM CTEKA

ICMP Peanunsauyma npotokona ICMP

10TG YnpasaeHue TepMUHaNamu BBOAA-BbIBOAA

10TM YnpasaeHue TepMUHaNamu BBOAA-BbIBOAA

IOUR YnpasaeHue TepMUHaNamu BBOAa-BbiBOAA

IP6C CYyéTymnku IPv4 n IPve

IP6L Mpuém n otnpaska IPv6-nakeTos

IP6M MapuwpyTtunsaumsa IPv4 n IPv6

IP6R Mpuém n otnpaska IPv6-nakeTos

IPAT YnpasneHue 6330l gaHHbIx IP-agpecos

IPG_ O6paboTKa nepexBaYeHHbIX pparmeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoraTtenbHada 3agada ans ARP, RIP, OSPF

IPMT Ynpasnenue IP multicast mapwpytmsaumeit u IGMP Proxy

IT60

IT61
3agaum gns paboTbl C NpepbIBaHUAMM

IT64

IT99

V11 3agava ana paboTbl ¢ BUPTyanbHbIMK NPepbiBaHUAMU

L2HU MNMepeaaya nakeToB Ha ypoBeHb 3

L2PS O6paboTKa CoBbITMIN CMEHbI COCTOAHUA/HACTPOEK MHTEPENCOB U Nepesada coobLLeHNit 3apern-
CTPUPOBAHHbIM CNyKbam

L2UT Ytunusauma noptos (show interfaces utilization)

LACP MeHepxep LAG n LACP

LBDR Peannsauusa ¢yHKummn Loopback Detection

LBDT OTtnpaBka nakeToB Loopback Detection

LTMR O6uwan 3aga4a gns BCex TalimepoB

MACT O6paboTka cobbiTna 06 okoHYaHuK gelicteus B FDB (aging MAC-agpecos)

MEMV MOHUTOPUHT YyTUIM3ALLMKN ONEPATUBHOM NAMATU

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABTOTECTHI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR Pe3epBupoBaHmne KoHoUrypaunmoHHoro daiiia B SHeproHe3aBUCUMOMN NamaTh

MSCm MeHepxep Ana paboTbl C TEPMUHANBHBIMU CECCUAMM

MSRP Mepepaya cobbITUI B CTEKE NONb30BaTEbCKMM 3a4a4am

MSSS MpocnywwunsaHue IP-cokeToB
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MUXT OTcnexkuBaHMe U3MEHEHUN CTPYKTYPbI CTEKA

NACT BupTyanbHoe TecTupoBaHue Kabens (VCT)

NBBT N-Base

NINP PaboTta c Kombo-nopTamm

NSCT HacTtpoiika orpaHnyYeHmMsa CKOpoCTM NepexsaTa NakeTos Ha CPU, BefeHWe CTaTUCTUKKU MO Nepexsa-
YeHHbIM NaKkeTam

NSFP OTcnexkmBaHue cobbiTuit, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypOBHe

NSTM Storm Control

NTPL Mepuogunyeckana reHepauma curHana ana onpoca Tabnauuy, MAC, VLAN, nopTtos, My/ibTMKacTa,
MapLIpyTU3aLmm, Npuop1Tn3aLmm

NTST [obasneHune n yganeHve OHUTOB B cTeKe, cbpoc Ha AepOoNT COCTOAHMA IOHMUTA, HA CETEBOM YPOBHE

NVCT BcnomorartenbHas 3agava ana VCT. 3anyck Tecta 1 OTCAEXKMBAHME U3MEHEHUA COCTOAHUA NOPTA.

OBSR 3afaya 4Na oTCAexXMBaHMA U yBesoMaeHUA 06 nsmeHeHnax cneumdUYecknx NnapameTpoB UHTEP-
delicos, Heobxoanmsix gns LLDP, CDP 1 gpyrvux npoTOKOOB.

PLCR O6paboTka cobbITUN CMEHbI COCTOAHMSA NOPTOB YCTPOWMCTB CTEKA

PLCT O6paboTka cobbITUN CMEHbI COCTOAHMA NOPTOB

PNGA Peanunsauyma ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepBep

RCDS Knnent Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT Poautenbckuii Tack gnsa Bcex 3agad

RPTS Routing protocol

SCLC OTtcnexxkunsaHue coctoaHma OOB-nopTa

SCPT ABTOOOHOB/IEHWE M aBTOKOHUIYypaLmA

SCRX MonyyeHune Tpaduka c OOB-nopTa

SEAU MonyyeHune cobbiTnit Address Update, HUXKHUI ypOBEHb

SELC MonyyeHne cobbITUI O CMEHe COCTOAHMA NOPTa, HUKHUI YPOBEHb

SERT OTcnexuBaHue cobbiTMIA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX Mony4yeHune cobbITUIN NPpUEMa NakeTa U3 KommyTaTtopa B CPU, HUXKHMIA ypOBEHDb

SETX MonyyeHne cobbITUIN OKOHYaHWA OTNPaBKM NakeTa n3 CPU B KOMMYTaTOp, HUKHUI YPOBEHb

SFMG sFlow Manager — 06paboTKka cobbiTuit nameHeHus IP-aapeca, CLI/SNMP 3anpocos, Talimepos

SFSM sFlow Sampler

SFTR MpoTtokon Sflow

SNAD ba3a aaHHbIx SNA

SNAE O6paboTka cobbiTnin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIXx SNA B M3Y

SNMP Peanunsauma npotokona SNMP

SNPR SNMP Proxy

SNTP Peanunsauma npotokona SNTP

SOCK YnpasneHune paboToit cokeToB

SQIN HacTpoiika Selective QinQ

SS2M Slave To Master — nepegaya coobueHnit c Be4oMOro ycTpoicTsa (slave) Ha Begyuiee (master)

SSHP CepBep SSH — HacTpoiika, 06paboTka KomaH4, Taimep

SSHU Cepsep SSH — npoToKkon

SSLP Peannsauma SSL

SSTC JNlornposaHue cobbiTit 0 NpesbileHnn noporos TpaduKka Ha CPU (cpu input-rate detailed)

STMB O6paboTka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccua yepes COM-nopTt

STSB CLI-ceccua yepes VLAN

STSC CLI-ceccua yepes VLAN

STSD CLI-ceccua yepes VLAN
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STSE CLI-ceccua yepes VLAN
STSF CLI-ceccna yepes VLAN
STUT MOHUTOPUHF yTUAM3aUMK Gaew-NamaTu
SW2M O6paboTtka cobbiTnin Address Update ot FDB, 6/10KMpoBKa NopTa Npu BOSHUKHOBEHMM OLWIMOOK Ha
nopTy
SYLG BbiBOA, coobLeHMit B syslog
TBI_ Tabaunua BpemeHHbIX NpomeKyTkos ana ACL
TCPP Peannsauua npotokona TCP
TFTP Peanunsauua npotokona TFTP
TMNG YnpasneHue npunoputetamun 3agad
TNSL Knunent TELNET
TNSR Cepsep TELNET
TRCE Peanunsauyma traceroute
TRIG 3anyck gevicteua B FDB (aging MAC-aapecos)
TRMT YnpaBneHne loHUTaMU B CTEKE C MOALEPMKKON TpaH3aKuuMi
TRNS File Transfer — KonupoBaHue ¢aiinoB mexay oHUTamu cteka (M0)
UDPR UDP Relay
UNQt O6paboTka nnathopmo3aBUCUMBbIX COBbITUIA
URGN O6paboTka KPUTUUYECKUX COBbITUI (Hanpumep, nepesarpysku)
UTST Moacucrema OHUT-TECTOB
VPCB VPC (paboTta c MAC-Tabnunuen)
VPCM VPC (ocHoBHOI npouecc)
VRRP Peanunsauyma npotokona VRRP
WBAM Web-based Autentification
WBSO B3saumogencTemne ¢ web-KAnMeHTamm, HUXKHUIM YPOBEHb
WBSR YnpasneHue u Tanmepbl web-cepsepa
WNTT Noppepxxka NAT ona WBA
XMOD Peannsauua npotokosa X-modem
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TEXHWYECKAA NOALOEPXKKA

Ona  nonydyeHMs TeXHUYECKOM KOHCyAbTauuMM NO  BOMPOCAaM  3KcnjayataumMm obopyaoBaHua
000 «Mpeanpuatne «3IJITEKC» Bbl MoXKeTe 06paTnTbCs B CepBUCHbIN LEHTP KOMNAHUK:
dopma obpaTtHOM cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha odumumanbHOM cavite KOMMNAHMU Bbl MOMKETE HAWTM TEXHUYECKYIO AOKYMEHTALMIO U NPOrpammHoe
obecneyenune ana npoaykumm 000 «MpeanpusTtne «/ITEKC», 06patnTbea K 6ase 3HaHWUN, OCTaBUTb MHTEPaAK-
TMBHYHO 3aABKY UM MPOKOHCY/IbTUPOBATLCA Y UHKeHepoB CepBUCHOTO LLeHTpa Ha TeEXHMYeckom dopyme:

OduumanbHbIn catT KomnaHuu: https://eltex-co.ru/

TexHunueckuii popym: https://eltex-co.ru/forum

ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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