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YC/NNOBHbIE OBO3HAYEHUA

O603HauyeHue

OnucaHue

[]

B KBaApaTHbIX cKobKax B KOMaH,CI,HOﬁ CTPOKe YKa3blBakoTCA Heobs3aTeNbHble
napameTpbl, HO X BBO, NpeaoCTaBaAAET onpeaeneHHble 40NO/IHUTE/IbHbIE ONUNN.

{} B ¢urypHbIx ckobKax B KOMaHAHOM CTPOKeE YKa3blBatoTca 0bsA3aTesIbHble NapaMeTpbl.
«,»

n [aHHble 3HaKM B ONMCAHUN KOMaHAbl UCMO/b3YIOTCA AN YKa3aHUA AMAnNa30oHOB.

«|» [aHHbI 3HAK B ONMCAaHUN KOMaHAbl 0603HaYaeT «Man».

«/» [aHHbI 3HAK NpPW YKasaHMM 3HAYEHUI NepeMeHHbIX pPas3genseT BO3MOMKHble

3Ha4yeHnA 1 3Ha4YeHNA No YMOHYaHUIO.

Kypcue Calibri

Kypcusom Calibri ykasbiBaloTca nepemeHHble AKX NapameTpbl, KOTopble HE06X0ANMO
3aMEeHMWTb COOTBETCTBYIOLLMM CIOBOM MW CTPOKOW.

MonyxcupHeiii Kypcue MoNyXUPHbIM KYPCUBOM BblAENEHbI NPUMEYAHNA U NPeayNpeXKaeHNs.
<lMonyxupHeolli MoNyKMPHbIM KyPCMBOM B YI/JIOBbIX CKOBGKax YKas3blBalOTCA HA3BaHMA KAaBUW Ha
Kypcue> Knasumatype.

Courier New

MonyxunpHbim wpndptTom Courier New 3anucaHbl NpUMepbl BBOAA KOMAHA,

MpumeyaHua U npegynpexaeHua

MpumeyaHua coaeprKaT BarKHYI0 UHGOPMaLUIO, COBETbI UM PEKOMEHAALUM No
MCNOJIb30BaHMUIO U HAaCTPOIiKe YCTPOMCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NO/Ib30BATENA O CUTYALMAX, KOTOPble MOryT HaHECTU Bpes,
, YCTPOWCTBY MU YeNOBEKY, NPUBECTU K HEKOPPEKTHOI paboTe yCTPOICTBA MK NOTEPE AaHHDbIX.

MoHumopuHe u yrnpasneHue Ethernet-kommymamopamu MES no SNMP 5




HELTEX

1 HACTPOWKA SNMP-CEPBEPA U OTNPABKU SNMP-TRAP

snmp-server server
snmp-server community public ro

snmp-server community private rw

snmp-server host 192.168.1.1 traps version 2c private

2 KPATKHUE OBO3HAYEHUA

ifindex - nHaeKc nopra;

Moxet NPUHUMATb chegyroume sHa4eHUA:

1. KommyTaTopbl goctyna
Mogpgenb KommyTaTopa UHpeKcebl

- MHAeKcbl 49-96 — gigabitethernet 1/0/1-48;

- MHAEeKcbl 157-204 — gigabitethernet 2/0/1-48;

- MHAeKcbl 256-303 — gigabitethernet 3/0/1-48;

- uHAeKcbl 373-420 — gigabitethernet 4/0/1-48;
MES2308 - MHAeKcbl 481-528 — gigabitethernet 5/0/1-48;
MES2308R - MHAeKcbl 589-636 — gigabitethernet 6/0/1-48;
MES2308P

- MHAeKcbl 697-744 — gigabitethernet 7/0/1-48;
MES2324 - MHAeKcbl 805-852 — gigabitethernet 8/0/1-48;
MES2324B - MHAeKcbl 105-108 — tengigabitethernet 1/0/1-4;
MES2324F . .

- nHaekKcbl 213-216 — tengigabitethernet 2/0/1-4;
MES2324FB
MES2348 - MHAeKcebl 321-324 — tengigabitethernet 3/0/1-4;
MES2348B - MHAeKcbl 429-432 — tengigabitethernet 4/0/1-4;
MES2324P - nHaeKcbl 537-540 — tengigabitethernet 5/0/1-4;
MES2348P - MHAeKCbl 645-648 — tengigabitethernet 6/0/1-4;

- MHAEeKcbl 753-756 — tengigabitethernet 7/0/1-4;

- MHAEeKcbl 861-864 — tengigabitethernet 8/0/1-4;

- uHAaeKkcbl 1000-1047 — Port-Channel 1/0/1-48;

- nHAaekcbl 100000-104095 — VLAN 1-4096.

2. KommyTaTopsl arperauum
Mopaenb KommyTtaTopa UHpeKcenbl

MES3324 - uHAeKcbl 49-96 — gigabitethernet 1/0/1-48;
MES3324F - MHAeKcbl 157-204 — gigabitethernet 2/0/1-48;
MES3308F - MHAEKcbl 256-303 — gigabitethernet 3/0/1-48;
MES3316F
MES3348 - uHAeKcbl 373-420 — gigabitethernet 4/0/1-48;
MES3348F - uHaekKcbl 481-528 — gigabitethernet 5/0/1-48;
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- MHAeKcbl 589-636 — gigabitethernet 6/0/1-48;

- MHAeKcbl 697-744 — gigabitethernet 7/0/1-48;

- uHAeKcbl 805-852 — gigabitethernet 8/0/1-48;

- uHAeKcbl 105-108 — tengigabitethernet 1/0/1-4;
- nHaekcbl 105-108 — tengigabitethernet 1/0/1-4;
- MHAeKcbl 213-216 — tengigabitethernet 2/0/1-4;
- MHAeKcbl 321-324 — tengigabitethernet 3/0/1-4;
- nHaekKcbl 429-432 — tengigabitethernet 4/0/1-4;
- nHaeKcbl 537-540 — tengigabitethernet 5/0/1-4;
- MHAEKCbl 645-648 — tengigabitethernet 6/0/1-4;
- MHAeKcbl 753-756 — tengigabitethernet 7/0/1-4;
- MHAOeKcbl 861-864 — tengigabitethernet 8/0/1-4;
- uHaeKkcbl 1000-1047 — Port-Channel 1/0/1-48;

- nHAeKcbl 100000-104095 — VLAN 1-4096.

3. MHAayCTpUanbHble KOMMYTATOPbI

Mogaenb KommyTaTopa

UHAaeKcebl

MES2328]|
MES3508
MES3508P
MES3510P

- MHAeKcbl 49-76 - gigabitethernet 1/0/1-28;

- nHAeKcbl 157-184 - gigabitethernet 2/0/1-28;

- MHAEKCbl 256-283 - gigabitethernet 3/0/1-28;

- uHAeKcbl 373-400 - gigabitethernet 4/0/1-28;

- uHaeKcbl 481-508 - gigabitethernet 5/0/1-28;

- MHAeKcbl 589-616 - gigabitethernet 6/0/1-28;

- MHAEKcbl 697-724 - gigabitethernet 7/0/1-28;

- uHaeKcbl 805-832 - gigabitethernet 8/0/1-28;

- MHAeKcbl 1000-1047 — Port-Channel 1/0/1-48;
- nHaekcbl 100000-104095 — VLAN 1-4096.

4. KommyTtatopel gna UOA4

Mopagenb KommyTtaTopa

UHAaeKcebl

MES5324

- MHAEeKcbl 1-24 — tengigabitethernet 1/0/1-24;

- MHAEeKcbl 53-76 — tengigabitethernet 2/0/1-24;

- nHaeKcbl 105-128 — tengigabitethernet 3/0/1-24;
- MHAeKcbl 157-180 — tengigabitethernet 4/0/1-24;
- nHaeKcbl 209-232 — tengigabitethernet 5/0/1-24;
- MHAEeKcbl 261-284 — tengigabitethernet 6/0/1-24;
- uHaeKcbl 313-336 — tengigabitethernet 7/0/1-24;
- MHAEeKcbl 365-388 — tengigabitethernet 8/0/1-24;
- MHAeKcbl 25-28 — fortygigabitethernet1/0/1-4;
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- nHaeKcbl 77-80 — fortygigabitethernet2/0/1-4;

- HAekKcbl 129-132 — fortygigabitethernet3/0/1-4;
- uHAeKcbl 181-184 — fortygigabitethernet4/0/1-4;
- uHaeKcbl 233-236 — fortygigabitethernet5/0/1-4;
- MHAeKcbl 285-288 — fortygigabitethernet6/0/1-4;
- uHaekcbl 337-340 — fortygigabitethernet7/0/1-4;
- uHAeKcbl 389-392 — fortygigabitethernet8/0/1-4;
- MHAeKcbl 1000-1047 — Port-Channel 1/0/1-48;

- nHaekcbl 100000-104095 — VLAN 1-4096.

index-of-rule — nHaekc npasuna B ACL. Bceraa KpateH 20! Ecam npu cosgaHumn npasun byayT
YKa3aHbl MHAEKCbl He KpaTHble 20, TO nocne nepesarpy3kM KOMMyTaTopa MopAAKOBble HOMepa
npasun B ACL cTaHyT KpaTHbI 20;

3HaueHue nona N — B8 IP u MAC ACL noboe npaBuao 3aHMMAeT OT OAHOro Ao 3 nosen B
3aBUCUMOCTU OT ero CTPYKTYpbl;

IP address — IP-agpec ans ynpasieHnsa KOMMYTaTOPOM;

B npvBeaeHHbIX B AOKYMEHTe Mpumepax MCNosb3yeTca cneayowmin IP-agpec ans ynpasnaeHus:
192.168.1.30;

ip address of tftp server — IP-agpec TFTP-cepBepa;

B npuBedeHHbIX B AOKYMEHTe MNpuMmepax ucnosbdyeTca cneayiowmin IP-agpec TFTP-cepsepa:
192.168.1.1;

community — cTpoka coobuiecTsa (naponb) AN goctyna no npotokony SNMP.

B nprBeneHHbIX B LOKYMEHTe NpMMmepax UCrosib3yroTcA cnegyrowme community:

private — npaBa Ha 3anucb (rw);
public — npaBa Ha uTeHue (ro).

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP
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3 PABOTA C PAUNAMMU

3.1 CoxpaHeHue KOHu2ypayuu

CoxpaHeHue KoOHgU2ypayuu 8 3Hep20HEe3a8UCUMYI MaMAMb

MIB: rlcopy.mib

Ucnonbayemble Tabauupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

set -v2c
.6.1.4.1
6.1.4.1
6.1.4.1
6.1.4.1
6.1.4.1

—-C

.89.
.89.
.89.
.89.
.89.

<community> <IP address> \
2.

87.
87.
87.
87.
87.

NN DN DN

1

[ SRS S

.3.1 1 {local(l)} \

.7.1 i {runningConfig(2)} \
.8.1 1 {local(l)} \

.12.1 i {startupConfig (3)} \
.17.1 1 {createAndGo (4)}

Mpumep coxpaHeHUA B SIHepProHe3aBUCUMYIO NAMATb

e e

1.

3.

w w w w

6.

A Oy O O
o e e

1.

e e

DO D

KomaHpga CLI:
copy running-config startup-config

e e

1.

KomaHaa SNMP:
snmpset -v2c -c private
4.

89.

.89.
.89.
.89.
.89.

87.
87.
87.
87.
87.

2.

NN DN DN

1.

e e

CoxpaHeHue KOHgu2ypayuu 8 IHep203as8ucuUMyro Namams U3 3Hep2oHe3asucumoli:

MIB: rlcopy.mib

Ucnonbsyemble Tabnuupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

set -v2c
.6.1.4.1
6.1.4.1
6.1.4.1
6.1.4.1
6.1.4.1

—-C

.89.
.89.
.89.
.89.
.89.

<community> <IP address> \
2.

87.
87.
87.
87.
87.

DN DN DN

1

[ SRS e

.3.1 i {local(l)} \

.7.1 i {startupConfig (3)} \
.8.1 1 {local(l)} \

.12.1 i {runningConfig(2)} \
.17.1 i {createAndGo (4)}

Mpumep coxpaHeHMA B IHEPro3aBUCUMYIO NaMATb

[ S =

1.

3.

w w w w

6.

o) O O)Y O
o e e

1.

[ S =

BSOS

KomaHga CLI:
copy startup-config running-config

[ S =

1.

KomaHga SNMP:
snmpset -v2c -c private
4.

89.

.89.
.89.
.89.
.89.

87.
87.
87.
87.
87.

2.

DN DN DN

1.

[ S =

MoHumopuHe u yrnpasneHue Ethernet-kommymamopamu MES no SNMP 9
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YoaneHue KOHGU2ypayuu U3 3Hep2oHe3asucumol namamu

MIB: RADLAN-rndMng

Ucnonb3syembie Tabnunupl: rndAction — 1.3.6.1.4.1.89.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.1.2.0 1 {eraseStartupCDB (20)}

Mpumep yganeHus startup-config

KomaHpa CLI:
delete startup-config

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.1.2.0 1 20

3.2 Paboma c TFTP-cepsepom

KonuposaHue KoHgu2ypayuu u3 aHepaozasucumol namamu Ha TFTP-cepsep

MIB: RADLAN-COPY-MIB

Ucnonbayembie Tabnunupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.9.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

Mpumep KonupoBaHua U3 running-config Ha TFTP-cepeep

Komanpga CLI:
copy running-config tftp://192.168.1.1/MES-config.cfg

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \

1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 2 \
1.3.6.1.4.1.89.87.2.1.8.1 1 3 \
1.3.6.1.4.1.89.87.2.1.9.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

10 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP



HELTEX

KonuposaHue KoHgu2ypayuu 8 aHep203dasucumyro namame ¢ TFTP-cepsepa

MIB: rlcopy.mib

Ucnonb3yemble Tabnuupbi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \

1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep konuposaHua ¢ TFTP-cepsepa B running-config

KomaHpga CLI:
copy tftp://192.168.1.1/MES-config.cfg running-config

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 2 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

KonuposaHue KoHgu2ypayuu U3 aHep2oHe3asucumol namamu Ha TFTP-cepsep

MIB: daiin rlcopy.mib

Ucnonbsyemble Tabauupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.9.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

Mpumep KonuposaHua us startup-config Ha TFTP-cepsep

KomaHpa CLI:
copy startup-config tftp://192.168.1.1/MES-config.cfg

KomaHga SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \

1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 3 \
1.3.6.1.4.1.89.87.2.1.8.1 1 3 \
1.3.6.1.4.1.89.87.2.1.9.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 1 4
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KonuposaHue KoHgu2ypayuu 8 aHep2oHe3asucumyro namame ¢ TFTP-cepsepa

MIB: RADLAN-COPY-MIB

Ucnonb3yemble Tabnuupbl: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep KonuposaHua startup-config c TFTP-cepBepa

KomaHpa CLI:
boot config tftp://192.168.1.1/MES-config.cfg

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 i 3 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

3.3 AemOKOH@u2ypuposaHue Kommymamopa

Bkawo4yeHue asmomamuyecko20 KoHguaypuposaHus, basupyrouwezocs Ha DHCP (8kawo4yeHO no

ZMOﬂqGHUDZ

MIB: radlan-dhcpcl-mib.mib

Ucnonb3syembie Tabnuupl: riDhcpClOption67Enable — 1.3.6.1.4.1.89.76.9

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.76.9.0 1 {enable(l), disable(2)}

Mpumep BKAKOUEHUA aBTOKOHPUrypupoBaHua, 6asupytoweroca Ha DHCP

KomaHpa CLI:
boot host auto-config

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.76.9.0 1 1
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3.4 O6HosneHue npo2pammHo20 obecneyeHus

Ob6HosneHUe npo2pamMmHo20 obecrieyeHUs Kommymamopa

MpoxoauTt B ABa 3Tana:

1. 3arpy3Ka o6pasa MO

MIB: RADLAN-COPY-MIB

Ucnonbayemble Tabauupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp (3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip add of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "image name" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {image(8)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4) }

MNpumep 3arpy3ku obpasa No

KomaHpa CLI:
boot system tftp://192.168.1.1/mes3300-409-R478.ros

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "mes3300-409-R478.ros" \
1.3.6.1.4.1.89.87.2.1.8.1 14 1 1.3.6.1.4.1.89.87.2.1.12.1 i 8 \
1.3.6.1.4.1.89.87.2.1.17.1 i 4

2. CmeHa aKTMBHOro o6pasa KommyTaTopa

MIB: RADLAN-DEVICEPARAMS-MIB

Ucnonbayemble Tabamupi: rndActiveSoftwareFileAfterReset — 1.3.6.1.4.1.89.2.13.1.1.3

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.2.13.1.1.3.1 i {imagel (1), image2 (2)}

Mpumep cmeHbl akTUBHOro o6pa3a KOMmyTaTopa

KomaHpa CLI:
boot system inactive-image

KomaHpaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.2.13.1.1.3.1 1 1

V Mocne 3arpy3ku MO ¢ TFTP-cepBepa gaHHaa KOMaHAA NPUMEHAETCA aBTOMATUYECKU.
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Y

v/

[lepe3az2py3ka Kommymamopa

MIB: rimng.mib

Ucnonb3syembie Tabnuupli: riIRebootDelay — 1.3.6.1.4.1.89.1.10

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.1.10.0 t {3anmepxka BpeMeHM Iepern Iepe3arpy3Kol}

Mpumep nepesarpysku, OT/I0}KEHHOWU Ha 8 MUHYT

KomaHpa CLI:
reload in 8

KomaHga SNMP:
snmpset -v2c -c private -r 0 192.168.1.30 \
1.3.6.1.4.1.89.1.10.0 t 48000

Lna momeHTanbHOI nepesarpysku TpebyeTca yKasaTtb 3HaueHue t=0.

[lpocmomp obpasa 10

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3zyemble Tabauubl: rndActiveSoftwareFile — 1.3.6.1.4.1.89.2.13.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.13.1.1.2

Mpumep npocmotpa obpasza NO

Komanpga CLI:
show bootvar

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.13.1.1.2

1) Bo3MOXKHble BapUaHTbl:

imagel(1)
image2(2)

2) MocmoTpeTb aKTMBHbIE 06pas3 MO nocne  nepesarpysku
rndActiveSoftwareFileAfterReset — 1.3.6.1.4.1.89.2.13.1.1.3.

[Mpocmomp 3a2pyxceHHbIx obpa3os 10

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonb3ayembie Tabnunupi: rndimagelnfoTable — 1.3.6.1.4.1.89.2.16.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.16.1

MOXXHO
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Mpumep npocmoTpa 3arpy>eHHbix o6pasos MO

KomaHpga CLI:
show bootvar

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.16.1

lpocmomp mekywel sepcuu [10 kKommymamopa

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonbayemble Tabanupl: rndBrgVersion — 1.3.6.1.4.1.89.2.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.4

Mpumep npocmoTpa TeKylei Bepcum NO KommyTaTopa

KomaHpa CLI:

show version

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.4

lpocmomp mekyweli sepcuu annapamHoz2o obecneyeHus (HW)

MIB: RADLAN-DEVICEPARAMS-MIB.mib

Ucnonbayemble Tabanupi: genGroupHWVersion — 1.3.6.1.4.1.89.2.11.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.11.1

Mpumep NpocmoTpa TeKyle Bepcun annapaTHoro obecneyeHus

KomaHpga CLI:
show system id

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.11.1

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP
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4 YNPABNEHWUE CUCTEMOW

4.1 CucmemHble pecypcol

[Mpocmomp cepuliHo20 HOMepa KOMMymamopa

MIB: riphysdescription.mib

Ucnonb3ayemblie Tabnunupl: riPhdUnitGenParamSerialNum — 1.3.6.1.4.1.89.53.14.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.14.1.5

Mpumep npocmoTpa cepuitHOro NnopTa KoMmyTtaTopa

KomaHpa CLI:

show system id

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.14.1.5

[Mpocmomp uHgopmayuu o 3az2py3Ke tcam

MiB: RADLAN-QOS-CLI-MIB

Ucnonbsyemble Tabnuupbi: rlQosClassifierUtilizationPercent — 1.3.6.1.4.1.89.88.36.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.36.1.1.2

Mpumep npocmoTpa MHGOpMaLUM o 3arpyske tcam

KomaHpa CLI:
show system tcam utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.36.1.1.2

[Ipocmomp MAKCUMQAsAbHO20 KOAUYECMBA XOCMO8

MIB: rltuning.mib

Ucnonb3ayembie Tabnunupi: rsMaxlpSFftEntries — 1.3.6.1.4.1.89.29.8.9.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.9.1

Mpumep NpocMmoTpa MaKCMMaNbHOro KOIMYecTBa XOCToB

Komanpga CLI:

show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.9.1
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[Ipocmomp Ucnoab3yemo20 Koau4ecmea xocmoes

MIB: rlfft.mib

Ucnonbayemble Tabanupi: riSysmngTcamAllocinUseEntries — 1.3.6.1.4.1.89.204.1.1.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.204.1.1.1.5.5.116.99.97.109.49.1

Mpumep NPOCMOTPa UCMO/Ib3YeMOro KONMUYEeCTBa XOCTOB

KomaHpa CLI:
show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.204.1.1.1.5.5.116.99.97.109.49.1

[Ipocmomp MAKCcUMAasabHO20 KOAU4Yecmaeda Mapuwpymos

MIB: rltuning.mib

Ucnonbayemble Tabanupl: rsMaxlpPrefixes — 1.3.6.1.4.1.89.29.8.21.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.21.1

Mpumep NPOCMOTPa MaKCUMaNbHOTrO KOAUYECTBA MapPLLPYTOB

KomaHpga CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.21.1

[Ipocmomp Ucnoab3yemo20 Koau4ecmeasa Mmapuipymos

MIB: rlip.mib
Ucnonbayemble Tabauupi: rlipTotalPrefixesNumber — 1.3.6.1.4.1.89.26.25

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.25

Mpumep NPoOCMoOTpa MCMO/Ib3YeMOro KOANYEeCTBa MapLUpPyTOB

KomaHpa CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.25
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[Tpocmomp MaKCUMa6HO20 KoauYecmea IP-uHmepgelicos

MIB: rltuning.mib

Ucnonb3ayembie Tabnnupi: rsMaxlpinterfaces — 1.3.6.1.4.1.89.29.8.25.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.25.1

Mpumep npocmoTpa MakcMManbHOro Konnyectsa IP-uHtepdeiicos

KomaHpa CLI:
show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.25.1

[Mpocmomp ucnonb3zyemo20 Konuyecmad IP-uHmepagelicos

MIB: rlip.mib
Ucnonb3syembie Tabnunupl: rlipAddressesNumber — 1.3.6.1.4.1.89.26.23

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.23

Mpumep npocmoTpa ucnonb3yemoro Konudecrea IP-uHTepdeiicos

KomaHpa CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.23

[Mpocmomp cucmemHo2o MAC-adpeca Kommymamopd

MIB: rlphysdescription.mib

Ucnonbsyemble Tabnuupbi: riPhdStackMacAddr — 1.3.6.1.4.1.89.53.4.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.4.1.7

Mpumep npocmoTpa cucremHoro MAC-aapeca KommyTtatopa

KomaHpa CLI:
show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.4.1.7
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[Tlpocmomp Uptime kommymamopa

MIB: SNMPv2-MIB

Ucnonbsyemble Tabnmupi: sysUpTime — 1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3

MNpumep npocmoTtpa Uptime KommyTaTopa

KomaHpa CLI:
show system

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3

[lpocmomp Uptime nopma

MIB: SNMPv2-MIB, IF-MIB

Ucnonb3yemble Tabnnupi:
sysUpTime — 1.3.6.1.2.1.1.3
ifLastChange — 1.3.6.1.2.1.2.2.1.9

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.9.{ifindex}

Mpumep npocmotpa Uptime nopra Gigabitethernet1/0/2

KomaHpga CLI:
show interface status Gigabitethernetl/0/2

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.9.50

/ MpumeyaHue: U3 BbIBOAA NePBON KOMaHAbl HEOBXOAMMO OTHATL BbIBOA, BTOPOWM KOMaHAbI.
MonyyeHHOe 3HayeHue 1 ByaeT aBAATbCA uptime nopra.

BkatoyeHuUe cepsuca MoHUMOpUHaa npuxodauwie2o Ha CPU mpaguka

MIB: rlsct.mib

Ucnonbsyemble Tabnmupi: riSctCpuRateEnabled — 1.3.6.1.4.1.89.203.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.203.1.0 i {true(l), false(2)}

Mpumep BKAOYEHUA CepBUCa MOHUTOPUHIA Nnpuxogawero Ha CPU Tpaduka

KomaHpa CLI:
service cpu-input-rate

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.203.1.0 i 1
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[Mpocmomp c4yem4ukos u KoauYecmea obpabameigaemsbix CPU 8 cekyHOy nakemos (no munam

mQG@UKGZ

MIB: rlsct.mib

Ucnonb3ayemble Tabnuupl: eltCpuRateStatisticsTable — 1.3.6.1.4.1.35265.1.23.1.773.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.773.1.2.1.1.{rate in pps(2), packets count(3)}

Mpumep npocmoTpa Koanvectsa obpabatbiBaembix CPU B ceKyHAy NakeToB

KomaHpa CLI:
show cpu input-rate detailed

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.773.1.2.1.1.2

v/

Mpueaska uHdekcoe K munam mpacuka:

stack(1)

http(2)

telnet(3)

ssh(4)

snmp(5)

ip(6)

arp(7)

arplnspec(8)

stp(9)

ieee(10)
routeUnknown(11)
ipHopByHop(12)
mtuExceeded(13)
ipv4Multicast(14)
ipv6Multicast(15)
dhcpSnooping(16)
igmpSnooping(17)
mldSnooping(18)
ttlExceeded(19)
ipv4lllegalAddress(20)
ipv4HeaderError(21)
ipDaMismatch(22)
sflow(23)
logDenyAces(24)
dhcpv6Snooping(25)
vrrp(26)
logPermitAces(27)
ipv6HeaderError (28)
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UN3meHeHuUe numumos CPU

MIB: eltSwitchRateLimiterMIB.mib

Ucnonbayemble Tabamupi: eltCPURateLimiterTable — 1.3.6.1.4.1.35265.1.23.1.773.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.773.1.1.1.1.2.{index} i {limiter value}

Mpumep ycTaHOBKM orpaHudeHus snmp-tpadpuka gaa CPU B 512 pps

KomaHpa CLI:
service cpu-rate-limits snmp 512

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.773.1.1.1.1.2.4 i 512

/I CnucoK uHAeKcoe:

eltCPURLTypeHttp(1)
eltCPURLTypeTelnet(2)
eltCPURLTypeSsh(3)
eltCPURLTypeSnmp(4)
eltCPURLTypelp(5)
eltCPURLTypelLinkLocal(6)
eltCPURLTypeArpRouter(7)
eltCPURLTypeArplnspec(9)
eltCPURLTypeStpBpdu(10)
eltCPURLTypeOtherBpdu(11)
eltCPURLTypelpRouting(12)
eltCPURLTypelpOptions(13)
eltCPURLTypeDhcpSnoop(14)
eltCPURLTypelgmpSnoop(16)
eltCPURLTypeMIdSnoop(17)
eltCPURLTypeSflow(18)
eltCPURLTypeLogDenyAces(19)
eltCPURLTypelpErrors(20)
eltCPURLTypeOther(22)

MoHumopuHe 3aepy3ku CPU

MIB: rimng.mib

Ucnonb3yemble Tabauupbi:
rlICpuUtilDuringlLastSecond — 1.3.6.1.4.1.89.1.7
rlICpuUtilDuringlLastMinute — 1.3.6.1.4.1.89.1.8
rlICpuUtilDuringlLast5Minutes — 1.3.6.1.4.1.89.1.9

e 3arpyska 3a nocnegHue natb cekyHa: snmpwalk -v2c -c <community> <IP address>
1.3.6.1.4.1.89.1.7

e 3arpyska 3a 1 muHyTy: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.1.8

e 3arpyska 3a 5 muHyT: snmpwalk -v2c -c <community> <IP address>1.3.6.1.4.1.89.1.9
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Mpumep npocmoTpa 3arpysku CPU 3a nocnegHmne NATb CEKYHA,

KomaHaa CLI:
show cpu utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.1.7

BrknrwoyeHue moHumopuHaa 3a2py3xku CPU no npouyeccam

MIB: RADLAN-rndMng

Ucnonbayembie Tabnunupi: riCpuTasksUtilEnable — 1.3.6.1.4.1.89.1.6

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.1.6.0 i {true(l), false(2)}

Mpumep BKAOYEHUA MOHUTOPUHTA 3arpy3ku CPU no npoueccam

Komanga CLI:

service tasks-utilization

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.1.6.0 1 1

MoHumopuHe 3aepy3ku CPU no npouyeccam

MIB: ELTEX-MES-MNG-MIB

Ucnonb3yembie Tabnuubi:

eltCpuTasksUtilStatisticsUtilizationDuringlLast5Seconds — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3,
eltCpuTasksUtilStatisticsUtilizationDuringlLastMinute — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.4,
eltCpuTasksUtilStatisticsUtilizationDuringlLast5Minutes — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3.{5sec(3), 1min(4), 5min(5)}.{task index}

Mpumep npocmoTpa 3arpysku CPU no npoueccam 3a nocnegHue 5 CeKyHa,

Komanpga CLI:
show tasks utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3

,, [pusA3Ka UHOEKCOo8 K rpoyeccam

LTMR(0) NTST(50) IPRD(100)
ROOT(1) CNLD(51) PNGA(101)
IT33(2) HOST(52) UDPR(102)
IV11(3) TBI_(53) VRRP(103)
URGN(4) BRMN(54) TRCE(104)
TMNG(5) COPY(55) SSLP(105)
I0TG(6) TRNS(56) WBSO(106)
IOUR(7) MROR( 57) WBSR(107)
I0TM( 8) DFST(58) GOAH(108)
SSHU(9) SFTR(59) ECHO(109)
XMOD(10) SFMG(60) TNSR(110)
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MSCm(11)
STSA(12)
STSB(13)
STSC(14)
STSD(15)
STSE(16 )
CPUT(17)
EVAP(18)
HCLT(19)
EVLC(20)
SELC(21)
SEAU(22)
ESTC(23)
SSTC(24)
BOXS(25)
BSNC(26)
BOXM(27)
TRMT(28)
D_SP(29)
D_LM(30)
PLCT(31)
PLCR(32)
exRX(33)
3SWF(34)
MSRP(35)
HSES(36)
HSCS(37)
MRDP(38)
MLDP(39 )
SETX( 40)
EVTX(41)
SERX(42)
EVRX(43)
HLTX(44)
LBDR(45)
DDFG(46)
SYLG(47)
CDB_(48)
SNMP(49)

pocmomp obuwie2o ob6vema ornepamusHol namamu

HCPT(61)
EVAU(62)
EVFB(63)
EVRT(64)
EPOE(65)
DSPT(66)
B_RS(67)
TRIG(68)
MACT(69)
SW2M(70)
3swQ(71)
POLI(72)
OBSR(73)
NTPL(74)
L2HU(75)
L2PS(76)
SFSM(77)
NSCT(78)
NSFP(79)
NVCT(80 )
NACT(81)
NSTM(82)
NINP(83)
L2UT(84)
BRGS(85)
FHSS(86)
FHSF(87)
FFTT(88)
IPAT(89)
IP6M(90)
IP6L(91)
IP6C(92)
IP6R(93)
RPTS(94)
ARPG(95)
IPG_(96 )
DNSC(97)
ICMP(98 )
TFTP(99)

MIB: ELTEX-PROCESS-MIB.mib

TNSL(111)
SSHP(112)
PTPT(113)
NBBT(114)
SQIN(115)
MUXT(116)
DMNG(117)
DSYN(118)
HSEU(119)
DTSA(120)
SS2M(121)
DSND(122)
STMB(123)
AAAT(124)
AATT(125)
SCPT(126)
DH6C(127)
RCLA(128)
RCLB(129)
RCDS(130)
GRN_(131)
IPMT(132)
SNTP(133)
DHCP(134)
DHCp(135)
RELY(136)
MSSS(137)
WBAM(138)
WNTT(139)
RADS(140)
SNAS(141)
SNAE(142)
SNAD(143)
MNGT(144)
UTST(145)
SOCK(146)
TCPP(147)
UNQt(148)

Ucnonbayemble Tabnuupi: eltexProcessMemoryTotal — 1.3.6.1.4.1.35265.41.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.41.1.2.1.1.3.0

Mpumep npocmoTpa obuiero o6bema onepaTMBHON NamATH

KomaHpga CLI:

show cpu utilization
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KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.41.1.2.1.1.3.0

[Mpocmomp csobo0H020 0b6bema onepamusHol namamu

MIB: ELTEX-PROCESS-MIB.mib

Ucnonb3syemble Tabnuupli: eltexProcessMemoryFree — 1.3.6.1.4.1.35265.41.1.2.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.41.1.2.1.1.7.0

Mpumep npocmoTpa cBo60AHOro o6bema onepaTMBHON NAMATH

Komanga CLI:

show cpu utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.41.1.2.1.1.7.0

BkrtoyeHuUe nodoepiKu caepx0s1uHHbIX Kadpos (jumbo-frames)

MIB: radlan-jumboframes-mib.mib

Ucnonbsyemble Tabnuubi: rlJumboFrames — 1.3.6.1.4.1.89.91

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.91.2.0 i {enabled(l), disabled(2)}

Mpumep BKAIOYEHUA NOAAEPIKKUN CBEPXAJUHHBIX KaapoB

Komanpa CLI:
port jumbo-frame

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.91.2.0 1 1

4.2 CucmemHble napamempol

KoHmponab cocmosHusa 610K08 numaHus

MIB: riphysdescription.mib

Ucnonb3ayembie Tabnunupli: riIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

e OcHoBHoW 610K nuTaHma: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.2
e Pe3epBHblii 610K NUTaHUA: snmpwalk -v2c -c <community> <IP address>1.3.6.1.4.1.89.53.15.1.3

Mpumep NPocMoTPa COCTOAHUA OCHOBHOTO 6/10Ka NUTaHUA

KomaHpa CLI:
show system
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KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.2

/ 1) AnA ocHOBHOro 6/10Ka NMTaHMA BO3MOXHbI CAeAyloLMne COCTOAHUA:

normal (1)
warning (2)
critical (3)
shutdown (4)
notPresent (5)
notFunctioning (6)

2) ona pesepBHOro 6,J10Kka NUTaHUA BO3MOXKHbI C/leaylowue COCTOAHUA:

normal (1)
warning (2)
critical (3)
shutdown (4)
notPresent (5)
notFunctioning (6)

MoHumopuHz cmamyca AKB

MIB: eltEnv.mib

Ucnonbayemble Tabauupi: eltEnvMonBatteryState — 1.3.6.1.4.1.35265.1.23.11.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.11.1.1.2

Mpumep npocmortpa cratyca AKb

KomaHpga CLI:
show system battery

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.11.1.1.2

7 Bo3MOXHble COCTOAHUA:

normal (1) — 6aTapes 3apsaxeHa

warning (2) — 6atapes pa3psarKaeTca

critical (3) — HM3KuMi41 ypoBeHb 3apaaa 6atapeun

notPresent (5) — 6aTapes oTcyTcTByeT

notFunctioning (6) — aBapua pacuenuTens ToKa NuTaHuA 6atapeun
restore(7) — 6arapes 3apsarkaercs

MoHumopuHe yposHsa 3apada AKb

MIB: eltEnv.mib

Ucnonbayemble Tabauupi: eltEnvMonBatteryStatusCharge — 1.3.6.1.4.1.35265.1.23.11.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.11.1.1.3
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Y

Mpumep npocmoTpa ypoBHA 3apaga AKb

KomaHaa CLI:
show system battery

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.11.1.1.3

KoHmMposab cocmoAaHUA 8EHMUAAMOPO8

MIB: riphysdescription.mib
Ucnonb3ayembie Tabnnupli: riIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

e BeHtunatop 1: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.4
e BeHtunatop 2: snmpwalk -v2c¢ -c <community> <IP address>1.3.6.1.4.1.89.53.15.1.5
e BeHTtunaTop 3: snmpwalk -v2¢ -c <community> <IP address>1.3.6.1.4.1.89.53.15.1.6
e BeHTtunatop 4: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.7

Mpumep NpocmoTpa COCTOAHUA BeHTUNATopa 3 KommyTtaTtopa MES3324F

KomaHpa CLI:

show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.6

/ Bo3moXKHbI cheaylouime COCTOAHUA:

normal (1)
notFunctioning (5)

KoHmposab nokazaHul memnepamypHbsIX 0am4yuKos

MIB: riphysdescription.mib
Ucnonb3syemblie Tabnuupl: riPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.1

e TemnepatypHbiit gatumk 1: snmpwalk -v2c¢ -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.10

Mpumep npocmoTpa TemnepaTypbl aTYUKa

Komanpga CLI:
show system

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.10

MES5324 umeet 4 TemnepaTypHbIX AaTYNKA, NOKA3AHUA KOTOPbIX MOXXHO NOCMOTpETb,
BbiNo/AHUB KomaHay CLI: show system sensors.

KomaHga SNMP:

1 patumk:

snmpwalk -v2c¢ -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.4.68420481

2 paTyYunK:

snmpwalk -v2c¢ -c <community> <IP address> \
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1.3.6.1.4.1.89.83.2.1.1.1.4.68420482

3 patumk:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.4.68420483

4 paTymK:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.4.68420484

KoHmposabs cocmoaHua memnepamypHbiX 0am4yuKos

MIB: rIphysdescription.mib

Ucnonbayemble Tabanupi: rIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

TemnepaTypHbIi gaTumnk 1: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.11

Mpumep

KomaHpga CLI:

show system sensors

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.11

/ MES5324 umeert 4 TemnepaTtypHbIX AaTYMKA, COCTOAHUA KOTOPbIX MOXHO
V NOCMOTpeTb, BbiNnoJHMB KOmaHay CLI: show system sensors.

KomaHga SNMP:

1 paTymk:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.5.68420481

2 paTyunK:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.5.68420482

3 paTuuK:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.5.68420483

4 paTumk:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.5.68420484

/ CocroAaHusA TemnepaTtypHbiX AaTYNKOB:
V ok (1)

unavailable (2)
nonoperational (3)

4.3 [Mapamempsl cmeka

MoHuUmopuH2 napamemposg cmeka

MIB: rlphysdescription.mib

Ucnonbayemble Tabauupi: riPhdStackTable — 1.3.6.1.4.1.89.53.4
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snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.4

Mpumep npocmoTpa napameTpoB CTeKa

KomaHpa CLI:
show stack

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.4

MoHUMOopUH2 cMeKo8bIX Mopmos

MIB: riphysdescription.mib

Ucnonb3lyemble Tabnuuypbi: rlCascadeTable — 1.3.6.1.4.1.89.53.23

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.23

Mpumep NPOoCMOTPa COCTOAHUA CTEKOBbIX MOPTOB

KomaHpa CLI:
show stack links

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.23

4.4 YnpaeneHue ycmpolicmeom

3a0amb/cmeHums hostname Ha ycmpolicmee

MIB: SNMPv2-MIB

Ucnonb3syemble Tabnuupl: sysName — 1.3.6.1.2.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.5.0 s "{hostname}"

Mpumep npucsoeHunsa hostname "mes2324"

Komanpga CLI:
hostname mes2324

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.1.5.0 s "mes2324"

BKﬂIO'-IGHUG/OITIKfII-O‘I&‘HUG management acl

MIB: RADLAN-MNGINF-MIB

Ucnonb3yemble Tabnumubi:
rIMngInfEnable — 1.3.6.1.4.1.89.89.2
rIMngInfActivelistName — 1.3.6.1.4.1.89.89.3
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n et V2C -c <community> <IP address>
1.4.1.89.89.2.0 1 {true(l), false(2)}\
1.

.1.89.89.3.0 s {name}

P

e
wa

S
.6.
.6.

Mpumep BKAOYEeHMA management acl c umeHem eltex

KomaHpga CLI:
management access-class eltex

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.89.2.0 1 1 \
1.3.6.1.4.1.89.89.3.0 s eltex

Hcnons3osaHue ymuaumsl ping

MIB: rlapplication.mib

Ucnonbayemble Tabauubl: rsPinglnetTable — 1.3.6.1.4.1.89.35.4.2

snmpset -v2c -c <community> <IP address>\

1.3.6.1.4.1.89.35.4.1.1.2.{IP address>} i {Packet count}\
1.3.6.1.4.1.89.35.4.1.1.3.{IP address>} i {Packet Size}\
1.3.6.1.4.1.89.35.4.1.1.4.{IP address>} i {Packet Timeout}\
1.3.6.1.4.1.89.35.4.1.1.5.{IP address>} 1 {Ping Delay}\
1.3.6.1.4.1.89.35.4.1.1.6.{IP address>} i {Send SNMP Trap(2) }\
1.3.6.1.4.1.89.35.4.1.1.14.{IP address>} i {createAndGo(4), destroy(6),
active (1)}

Mpumep KomaHAb! ping y3na 192.168.1.1

KomaHga CLI:
ping 192.168.1.1 count 10 size 250 timeout 1000

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.35.4.1.1.2.192.168.1.1 1 10 \
1.3.6.1.4.1.89.35.4.1.1.3.192.168.1.1 i 250 \
1.3.6.1.4.1.89.35.4.1.1.4.192.168.1.1 1 1000 \
1.3.6.1.4.1.89.35.4.1.1.5.192.168.1.1 1 0 \
1.3.6.1.4.1.89.35.4.1.1.6.192.168.1.1 1 2 \
1.3.6.1.4.1.89.35.4.1.1.14.192.168.1.1 i 4

V" Mpu ycraHoBKe B none rsPingEntryStatus 3HaueHusa 4 (createAndGo) cospaértca um
aKTUBMpYeTCcA onepauusa ping.
Yro6bl NOBTOPHO NMPONWHIrOBaTb yAANEHHbIN XOcT, Tpebyetrca B none rsPingEntryStatus
BbICTAaBUTb 3HaueHue 1(active).
Mocne OKOH4YaHMA onepauuu obA3aTenbHO HAJZO yAANUTb BCE 3anMUCU, BbICTaBMB B noJse
rsPingEntryStatus 3HaueHune 6 (destroy). UHaue uepes CLI 1 SNMP onepauuio ping go
APYroro xocta BbINOJIHUTb He yAacTcs.

Mpumep yaaneHumsa:

snmpset -v2c -c private 192.168.1.30\
1.3.6.1.4.1.89.35.4.1.1.2.192.168.1.1i 10\
1.3.6.1.4.1.89.35.4.1.1.3.192.168.1.1 i 250\
1.3.6.1.4.1.89.35.4.1.1.4.192.168.1.1 i 1000\
1.3.6.1.4.1.89.35.4.1.1.5.192.168.1.1 i 0\
1.3.6.1.4.1.89.35.4.1.1.6.192.168.1.1 i 2\
1.3.6.1.4.1.89.35.4.1.1.14.192.168.1.1i 6
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MoHuUmopuH2 ymuaumel ping

MIB: rlapplication.mib

Ucnonb3yemble Tabnuubl: rsPingEntry — 1.3.6.1.4.1.89.35.4.1.1

snmpwalk -v2c -c <community> <IP address>\

1.3.6.1.4.1.89.35.4.1.1.{KomuecTBO OTNpaBJIeHHX IakeTos (7), KolmuecTBO NPUHATHX
naxeToB (8), MuHmMMasbHOe BpeMsa oTBerTa (9), CpexmHue Bpemsa orBeTa (10), MaxcumaJibHOeE

BpeMsa orBeTa (ll) }

Mpumep NpocmoTpa KoANYeCcTBa NPUHATbIX NAaKeTOB

KomaHaa CLI:
ping 192.168.1.31

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.35.4.1.1.8

V Mpu yctaHoBKe B none rsPingEntryStatus 3HaueHua 6 (destroy) moHuTOpuHr 6Gyaer
| 3anpelwéH 40 cCo3aaHUA HOBO onepauuum.

Hacmpolika cucmemHo20 xypHaaa

MIB: DRAFT-IETF-SYSLOG-DEVICE-MIB

Ucnonbsyembie Tabauupbl: snmpSyslogCollectorEntry — 1.3.6.1.4.1.89.82.1.2.4.1

snmpset -v2c¢ -c¢ <community> -t 10 -r 5 <IP address> \

1.3.6.1.4.1.89.82.1.2.4.1.2.1 s "{name}" \
1.3.6.1.4.1.89.82.1.2.4.1.3.1 1 {ipv4d (1), ipve(2)} \
1.3.6.1.4.1.89.82.1.2.4.1.4.1 x {ip add in HEX} \
1.3.6.1.4.1.89.82.1.2.4.1.5.1 u {udp port number} \
1.3.6.1.4.1.89.82.1.2.4.1.6.1 i {syslog facility(16-24)} \
1.3.6.1.4.1.89.82.1.2.4.1.7.1 1 {severity level} \
1.3.6.1.4.1.89.82.1.2.4.1.9.1 1 {createAndGo(4), destroy(6)}

Mpumep gob6asneHuna cepsepa ANA NOrMPOBaHUA

KomaHpa CLI:
logging host 192.168.1.1 description 11111

KomaHaa SNMP:
snmpset -v2c¢ -c¢ private -t 10 -r 5 192.168.1.30 \

1.3.6.1.4.1.89.82.1.2.4.1.2.1 s "11111" \
1.3.6.1.4.1.89.82.1.2.4.1.3.1 1 1 \
1.3.6.1.4.1.89.82.1.2.4.1.4.1 x COA80101 \
1.3.6.1.4.1.89.82.1.2.4.1.5.1 u 514 \
1.3.6.1.4.1.89.82.1.2.4.1.6.1 1 23 \
1.3.6.1.4.1.89.82.1.2.4.1.7.1 1 6 \
1.3.6.1.4.1.89.82.1.2.4.1.9.1 i 4
V Severity level 3a0aemca cnedyrowum obpaszom:

emergency(0),

alert(1),

critical(2),
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error(3),
warning(4),
notice(5),
info(6),
debug(7)

Facility:

local0(16),
local1(17),
local2(18),
local3(19),
local4(20),
local5(21),
local6(22),
local7(23),
no-map(24)
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5 HACTPOMKA CUCTEMHOIO BPEMEHU

Hacmpolika adpeca SNTP-cepsepa

MIB: risntp.mib

Ucnonb3ayemble Tabnunupl: riISntpConfigServerinetTable — 1.3.6.1.4.1.89.92.2.2.17

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.2.17.1.3.1.4.{ip address in DEC. Bawute IP-azmpeca
pasmensaorca Toukamm} 1 {true(l), false(2). Ykaszaume 3Hauenmus poll} \
1.3.6.1.4.1.89.92.2.2.17.1.9.1.4.{ip address in DEC. BawTm IP-azpeca
paszmensaorca Toukamm} u 0 \
1.3.6.1.4.1.89.92.2.2.17.1.10.1.4.{ip address in DEC. BawuTm IP-azmpeca
pasnmensanTcsa Toukammu} 1 {createAndGo (4), destroy(6)}

Mpumep ykasaHua SNTP-cepsepa c IP-agpecom 91.226.136.136

Komanpga CLI:
sntp server 91.226.136.136 poll

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.2.17.1.3.1.4.91.226.136.136 1 1 \
3.6.1.4.1.89.92.2.2.17.1.9.1.4.91.226.136.136 u 0 \
3.6.

1.
1. 1.4.1.89.92.2.2.17.1.10.1.4.91.226.136.136 1 4

YcmaHoska spemeHu onpoca 018 SNTP-knueHma

MIB: risntp.mib

Ucnonbayembie Tabnaunupi: riSntpNtpConfig — 1.3.6.1.4.1.89.92.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.1.4.0 1 {range 60-86400}

Mpumep ycTaHOBKM BpemeHu onpoca B 60 ceKyHp,

Komanga CLI:
sntp client poll timer 60

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.1.4.0 1 60

Yro6bl BEpHYTLCA K HACTPOMKAM NO YMOJIYAHUIO, A,O0CTaTOYHO YCTAaHOBUTbL Bpems B 1024
CeK.

Hacmpolika pabomesl 00HoadpecHbix SNTP-knueHmos

MIB: risntp.mib

Ucnonb3syembie Tabnunupi: rISntpConfig — 1.3.6.1.4.1.89.92.2.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.92.2.2.5.0 1 {true(l), false(2)}
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Mpumep paspewieHUa nocnegoartenbHoro onpoca SNTP-cepsepos

KomaHpga CLI:
sntp unicast client poll

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.2.5.0 1 1

HobasneHue yacosoz20 nosaca

MIB: rlsntp.mib

Ucnonbayemble Tabauupi: riTimeSyncMethodMode — 1.3.6.1.4.1.89.92.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.1.6.0 s "{TimeZonel}l" \
1.3.6.1.4.1.89.92.1.7.0 s "{NameZone}"

Mpumep po06aBneHUA 4acOBOro NOACA Ha YCTPOWCTBE

KomaHpga CLI:

clock timezone test +7

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.1.6.0 s "+7:00"™ \
1.3.6.1.4.1.89.92.1.7.0 s "test"
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6 KOH®UrYPUPOBAHME UHTEP®EMNCOB

6.1 [lMapamempeol Ethernet-unmepdgbelicos

[TIpocmomp Description nopma

MIB: IF-MIB nau eltMng.mib

Ucnonb3syembie Tabnuupl: ifAlias — 1.3.6.1.2.1.31.1.1.1.18 unu iflongDescr —
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.18.{ifIndex}

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1.{ifIndex}

Mpumep npocmortpa Description Ha uHtepdeiice GigabitEthernet1/0/1

Komanga CLI:
show interfaces description GigabitEthernet 1/0/1

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.18.49

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1.49

[Mpocmomp Description vlian

MIB: Q-BRIDGE-MIB

Ucnonbsyemble Tabnuubl: dotlqVianStaticTable — 1.3.6.1.2.1.17.7.1.4.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.3.1.1.{vlan id}

Mpumep npocmotpa Description vian 100

Komanpga CLI:
show interfaces description vlan 100

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.1.100

[Tpocmomp ckopocmu Ha uHmepdgetice

MIB: IF-MIB

Ucnonb3syemble Tabnuupl: ifHighSpeed — 1.3.6.1.2.1.31.1.1.1.15

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.15.{ififndex}
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Mpumep npocmoTpa ckopocTu Ha GigabitEthernet1/0/2

KomaHpga CLI:

show interface status GigabitEthernetl/0/2
KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.15.50

BKaroyeHue/8bika4eHue agmocoaaaco8aHus CKopocmu Ha uHmepdgelice

MIB: rlinterfaces.mib

Ucnonbayemble Tabauupl: swifSpeedDuplexAutoNegotiation — 1.3.6.1.4.1.89.43.1.1.16

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.16.{ifIndex} i {negotiation(l), no negotiation(2)}

Mpumep BbikAOUYeHUA negotiation Ha GigabitEthernet1/0/2

KomaHaa CLI:
interface GigabitEthernetl/0/2
no negotiation

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.16.50 1 2

BraryeHue nponycka npouedypsbl a8mocoenaco8aHus, ecau napmHep Ha ecmpe4vyHoli cmopoHe
He omee4yaem.

MIB: eltinterfaces.mib

Ucnonbayemble Tabaunupi: eltSwifAutoNegotiationBypass — 1.3.6.1.4.1.35265.1.23.43.1.1.3
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.43.1.1.3.{ifIndex} i {negotiationbypass(l), no
negotiation bypass(2)}

Mpumep BbIKNIOUEHUA negotiation Ha TenGigabitEthernet1/0/2

KomaHpga CLI:
interface TenGigabitEthernetl/0/2
no negotiation bypass

KomaHpaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.43.1.1.3.106 1 2

YcmaHOo8Ka pexumMo8 a8moco2a1aco8aHUA CKOpPocmu Ha uHmepgelice

MIB: rlinterfaces.mib

Ucnonbayemble Tabamupl: swifAdminSpeedDuplexAutoNegotiationLocalCapabilities —
1.3.6.1.4.1.89.43.1.1.40

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.40.{ifIndex} x {negotiation mode (HEX) }
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Mpumep HacTpoiiKK aBTOCOrNacoBaHua Ha ckopoctu 10f u 100f Ha uHTepdeiice GigabitEthernetl1/0/2

KomaHaa CLI:
interface GigabitEthernetl/0/2
negotiation 10f 100f

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.40.50 x 14

V' 1) B pBouuHOi cucteme 10f u 100f 3anucbiBaetcA Kak 00010100. B
v wecTHaguatepuyHoi (HEX) cucteme cuncneHms ato 14.

2) Onucanue 6umoe

default(0),
unknown(1),
tenHalf(2),
tenFuli(3),
fastHalf(4),
fastFull(5),
gigaHalf(6),
gigaFull(7).

Mopadok bumos

01234567

pocmomp duplex-pexcuma nopma

MIB: EtherLike-MIB

Mcnonb3syembie Tabnnupi: dot3StatsDuplexStatus — 1.3.6.1.2.1.10.7.2.1.19

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.19.{ifindex}

Mpumep npocmortpa duplex-pexkuma nopra GigabitEthernet 1/0/1

Komanpga CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.19.49

V Pacwudgpoeka sbidasaembix 3HaYeHUl

unknown (1)
halfDuplex (2)
fullDuplex (3)
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CmeHa duplex-pexcuma Ha uHmMepaelice

MIB: RADLAN-rlInterfaces

Ucnonbayemble Tabamupi: swifDuplexAdminMode — 1.3.6.1.4.1.89.43.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.3.{ifIndex} i {none(l),half(2),full (3)}

Mpumep cmeHbl duplex-pexxnma nopra GigabitEthernet1/0/1

KomaHpa CLI:
interface GigabitEthernetl/0/1
duplex half

KomaHga SNMP:
snmpset-v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.3.49 i 2

[Tpocmomp cpedbi nepedayu UHmMepgelica

MIB: EtherlLike-MIB

Ucnonbayemble Tabanupi: swifTransceiverType — 1.3.6.1.4.1.89.43.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.7.{ifindex}

Mpumep npocmoTpa cpeabl nepegaum nopra GigabitEthernet 1/0/1

KomaHaa CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \

1.3.6.1.4.1.89.43.1.1.7.49

V Pacwugposka 8bidasaembix 3Ha4yeHuUll

Copper (1)
FiberOptics (2)
ComboCopper (3)
ComboFiberOptics (4)

YnpasneHue nomokom (flowcontrol)

MIB: RADLAN-rlInterfaces

Ucnonbsyembie Tabamupi: swifFlowControlMode — 1.3.6.1.4.1.89.43.1.1.14

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.14.{ifindex} 1 {on(l),0ff(2),auto (3)}
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Mpumep BKAOUYEHUA yNpaBaeHUA NOTOKOM Ha uHTepdeiice GigabitEthernetl1/0/2

KomaHaa CLI:
interface GigabitEthernetl/0/2
flowcontrol on

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.14.50 1 1

[Mpocmomp aOMUHUCMPAMUBHO20 COCMOAHUA nopma

MIB: IF-MIB

Ucnonb3syembie Tabnnupl: ifAdminStatus — 1.3.6.1.2.1.2.2.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex}

Mpumep npocmoTpa cTaTtyca nopra GigabitEthernet1/0/1

Komanpga CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \

1.3.6.1.2.1.2.2.1.7.49

' ) Bo3moiHbIe sapuaHmel

up(1)
down(2)
testing(3)

Bkrtoyums/8bika04UMb KOHGU2ypupyemsili uHmepgeltic

MIB: IF-MIB
Ucnonb3ayembie Tabnunupi: ifAdminStatus — 1.3.6.1.2.1.2.2.1.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex} 1 {up(l),down(2)}

Mpumep ebiknoueHusa nHtepdeliica GigabitEthernet 1/0/1

KomaHpa CLI:
interface GigabitEthernet 1/0/1
shutdown

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.49 1 2
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[Ipocmomp ornepamugHO20 COCMOAHUA nopma

MIB: IF-MIB

Ucnonbayemble Tabanupi: ifOperStatus — 1.3.6.1.2.1.2.2.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.8.{ifIndex}

Mpumep npocmoTpa cTaTtyca nopra GigabitEthernet1/0/1

KomaHpa CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \

1.3.6.1.2.1.2.2.1.8.49

' i Bo3MOXy(HbIe sapuaHmol

up(1)
down(2)

OnpedeseHue murna noodKAYeHUA nopma

MIB: rlinterfaces.mib

Ucnonbayemble Tabamupl: swifTransceiverType — 1.3.6.1.4.1.89.43.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.7.{ifIndex}

Mpumep onpepeneHna Tuna nopta GigabitEthernet1/0/1

KomaHpga CLI:
show interfaces status

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.7.49

V Bo3moiHble eapuaHmel

regular (1)
fiberOptics (2)
comboRegular (3)
comboFiberOptics (4)

lpocmomp cyemyuka unicast-nakemos Ha uHmepgelice

MIB: IF-MIB

Ucnonbayemble Tabauupi: ifinUcastPkts — 1.3.6.1.2.1.2.2.1.11

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.11.{ifIndex}
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Mpumep NpocmoTpa cyeTUMKa BXOAALLMX Unicast-nakeToB Ha UHTepdelice GigabitEthernet1/0/2

KomaHaa CLI:
show interface counters GigabitEthernet1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.11.50

[Mpocmomp cyem4uka multicast-nakemos Ha uHmMepdgelice

MIB: IF-MIB

Ucnonb3syembie Tabnnupi: ifinMulticastPkts — 1.3.6.1.2.1.31.1.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.2.{ifindex}

Mpumep npocmoTpa cueTumKa Bxogawmx multicast-naketos Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show interface counters GigabitEthernetl1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.2.50

[lpocmomp cyemyuKka broadcast-nakemos Ha UHmMepgelice

MIB: IF-MIB
Ucnonbsyemble Tabnuubi: ifinBroadcastPkts — 1.3.6.1.2.1.31.1.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.3.{ifindex}

Mpumep npocmoTpa cueTunKa exogAawmx broadcast-nakeros Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show interface counters GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.3.50

[lpocMmomp cyem4yuKa oKmemos Ha UHmepgelice

MIB: IF-MIB

Ucnonb3yemble Tabnuubi:

iflInOctets — 1.3.6.1.2.1.2.2.1.10
ifHCInOctets - 1.3.6.1.2.1.31.1.1.1.6
ifOutOctets— 1.3.6.1.2.1.2.2.1.16
ifHCOutOctets - 1.3.6.1.2.1.31.1.1.1.10

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.10.{ifindex}
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Mpumep NpocmoTpa cueTYNKa NPUHATLIX OKTETOB Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpga CLI:
show interface counters gigabitethernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.10.50

V‘ MNopa, oKTeToM MMeeTca B BUAY KONYeCTBO 6aifT.

1 oktet = 1 6aiiT

Mpocmomp cyemyuka FCS Errors Ha uHmepgelice

MIB: EtherLike-MIB
Ucnonbayemble Tabamupi: dot3StatsFCSErrors — 1.3.6.1.2.1.10.7.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.3.{ifindex}

Mpumep npocmoTpa cuetumnka FCS Errors Ha nHtepdeiice GigabitEthernet1/0/2

KomaHpga CLI:

show interface counters GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.3.50

[Mpocmomp cyemyuka Internal MAC Rx Errors Ha uHmepgelice

MIB: EtherLike-MIB
Ucnonb3ayemble Tabamubl: dot3StatsinternalMacReceiveErrors — 1.3.6.1.2.1.10.7.2.1.16

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.16.{ifindex}

Mpumep npocmortpa cuetumKa Internal MAC Rx Errors Ha uHtepdeliice GigabitEthernet1/0/2

KomaHpa CLI:
show interface counters GigabitEthernetl1/0/2

KomaHpaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.16.50

lMpocmomp cyemyuka Transmitted Pause Frames Ha uHmepaelice

MIB: EtherLike-MIB
Ucnonbayemble Tabanupi: dot30utPauseFrames — 1.3.6.1.2.1.10.7.10.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.10.1.4.{ifindex}
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Mpumep npocmoTpa cuetunka Transmitted Pause Frames Ha uHTepdeiice GigabitEthernet1/0/2

KomaHaa CLI:
show interface counters GigabitEthernetl1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.10.1.4.50

[pocmomp cyemyuka Received Pause Frames Ha uHmepaelice

MIB: EtherlLike-MIB
Ucnonb3ayembie Tabnunupl: dot3InPauseFrames — 1.3.6.1.2.1.10.7.10.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.10.1.3.{ifindex}

Mpumep npocmoTpa cuetunka Received Pause Frames Ha uHtepdeiice GigabitEthernet1/0/2

Komanga CLI:
show interface counters GigabitEthernetl1/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.10.1.3.50

O4yucmKa cyem4yuKos UHmepagelicos

MIB: rlinterfaces.mib

Ucnonb3syembie Tabnunupi: rlifClearPortMibCounters — 1.3.6.1.4.1.89.54.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.54.4.0 x {BuTroBasg Macka}

Mpumep oUUCTKU cHETYUKA MHTepdencoB ansa KommyTatopa MES2324B

Komanpga CLI:

clear counters

Komanga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 x
000000000000Ef£££££00000000£0000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000001£££e0000000000

Mpumep oUMCTKU cueTYnKa uHTepdeincos ana KommyTtatopa MES5324

Komanpga CLI:

clear counters

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 x
FEFFFFFFOOOOOBFFEFFFFFOOOO08FFEFFFFFOOOOOSFFFFEFFFOO0O0O08FFFFFEFFO00008FFFFFFEOO00008E
FFFFFFO000008FFFFFFF000008000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000001FFFE0000000000
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/ 1) B 3HayeHMe OUYMCTKU CHETUMKOB B CTEKe 3ajaeTca 6uTOBaA Macka AnAa Bcex
nopTOB BCEX IOHUTOB CTEKa:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 X
000000000000FFFFFFO0000000F000000000000FFFFFFO0O000000F

000000000000FFFFFFO0000000F000000000000FFFFFFO0000000F0000000000
OOFFFFFFO

0000000F000000000000FFFFFFO0000000F000000000000FFFFFFO0000000F000
00000000

OFFFFFFO0000000F0000000000000000000000000000000001 FFFE0000000000

2) NocmoTpeTb 3HaUeHMe 6UTOBOI MACKM MOXKHO KOMaHAOM:

snmpwalk -v2c -c public <IP address> \
1.3.6.1.4.1.89.54.9.0

MoHuUmopuH2 3a2py3KU NOPMO8 KOMMymamopa

MIB: eltMes.mib

Ucnonbayemble Tabanubl: eltSwifUtilizationEntry — 1.3.6.1.4.1.35265.1.23.43.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.43.2.1.{parametr}

Mpumep

KomaHpga CLI:

show interfaces utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.43.2.1.1

- ' CnucoK 803MOXHbIX NApamMmempos

eltSwifUtilizationlfIndex(1)
eltSwifUtilizationAverageTime(2)
eltSwifUtilizationCurrentinPkts(3)
eltSwifUtilizationCurrentinRate(4)
eltSwifUtilizationCurrentOutPkts(5)
eltSwifUtilizationCurrentOutRate(6)
eltSwifUtilizationAveragelnPkts(7)
eltSwifUtilizationAveragelnRate(8)
eltSwifUtilizationAverageOutPkts(9)
eltSwifUtilizationAverageOutRate(10)
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6.2 KoHgpueypuposaHue VLAN

JobasneHue vian so vian database

MIB: rlvlan.mib

Ucnonb3yemble Tabnuubi:

rldotlgVlanStaticList1t01024 — 1.3.6.1.4.1.89.48.69.1.2
rldotlgVlanStaticList1025t02048 — 1.3.6.1.4.1.89.48.69.1.3
rldotlgVlanStaticList2049t03072 — 1.3.6.1.4.1.89.48.69.1.4
rldotlgVlanStaticList3073t04094 — 1.3.6.1.4.1.89.48.69.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.69.1.2 x {BuroBas mMacka}

Mpumep cosaanua 994 vlan'a B vlan database

Komanga CLI:
vlan database
Vlian 994

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.69.1.2.0 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000040000000

1) Npu pacueTte 6uTOBOI Macku gna vlian 1025-2048 BbINONHUTb BbluMTaHue 1024 ot
V Heobxogumoro vilan, a 3aTem yrKe BbINONHATb pacyeT Macku. AHanorM4Ho gna vlan
2049-3072: Heobxoammo BbluecTb 2048 nepea pacyetom. Ana 3073-4094 — BbluecTb

3072. butoBas MacKa A0/1*KHa BK/OYaTb B ceba He meHee 10 cumBONOB.

2) Mpumep pacyeta 6uTOBOIM MacKu npusBegeH B pasgene «fMpunoxkeHue A.
MeToauka pacyeta 6MTOBOIT MacKkn».

JMlobasneHue vlan Ha nopm

MIB: rlvlan.mib

Ucnonb3syembie Tabnunupli: ridotlgPortVlanStaticTable — 1.3.6.1.4.1.89.48.68

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{1-8}.{ifIndex} x {vlan B BuUOe OMTOBON MACKN}

Mpumep pobasneHuns vian 622 1 3100 Ha uHTepdeiic GigabitEthernet 1/0/2 B pexkum trunk

KomaHpa CLI:
interface GigabitEthernet 1/0/2
switchport mode trunk
switchport trunk allowed vlan add 622,3100

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004
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snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.4.50 x 0000001000

Mpumep pobasneHus vian 622 Ha uHTepdeiic GigabitEthernet 1/0/2 B Kauectse native vlan

KomaHpa CLI:

interface GigabitEthernet 1/0/2
switchport mode trunk

switchport trunk native vlan 622

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.5.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

Mpumep pobasneHus vlian 622 Ha uHTepdeiic GigabitEthernet 1/0/2 B pexxume access

KomaHpga CLI:
interface GigabitEthernet 1/0/2
switchport access vlan 622

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004 '\
1.3.6.1.4.1.89.48.68.1.5.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

V 1. MepeyeHb Tabauu,;:

ridotlqPortVianStaticEgressList1t01024 — 1.3.6.1.4.1.89.48.68.1.1.{ifindex}
ridotlgPortVlanStaticEgressList1025t02048 — 1.3.6.1.4.1.89.48.68.1.2.{ifindex}
ridotlgPortVlanStaticEgressList2049t03072 — 1.3.6.1.4.1.89.48.68.1.3.{ifindex}
ridotlgPortVianStaticEgressList3073t04094 — 1.3.6.1.4.1.89.48.68.1.4.{ifindex}
rldotlgPortVlanStaticUntaggedEgressList1t01024 —
1.3.6.1.4.1.89.48.68.1.5.{ifindex}
ridotlgPortVlanStaticUntaggedEgressList1025t02048 —
1.3.6.1.4.1.89.48.68.1.6.{ifindex}
ridotlgPortVlanStaticUntaggedEgressList2049t03072 —
1.3.6.1.4.1.89.48.68.1.7 {ifindex}
ridotlgPortVlanStaticUntaggedEgressList3073t04094 —
1.3.6.1.4.1.89.48.68.1.8.{ifindex}

2. Mpumep coctaBneHMa 6UTOBOK MacKu npueeaeH B pasgene «lpunoxeHue A.
MeTtoauKa pacyeta 6MTOBOIA MacKu».

3. buTtoBas macKa A0/KHA BK/OYATb B ceba He meHee 10 cMMBONOB.
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3anpemums default VLAN Ha nopme

MIB: eltVlan.mib

Ucnonb3ayembie Tabnuupl: eltVianDefaultForbiddenPorts — 1.3.6.1.4.1.35265.1.23.5.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.5.5.1.0 x {mopT B BuIe OMUTOBOM MacKu}

Mpumep 3anperta default vlan Ha nopre GigabitEthernet 1/0/5

KomaHpa CLI:
interface GigabitEthernetl1l/0/5
switchport forbidden default-vlan

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.5.5.1.0 x 00000000000008

/ 1. Npumep cocTaBneHns 6UTOBOI MacKu npuBegeH B pasgene «lMpunoxkeHue A.
MeToauka pacyeta 6MTOBOIT MacKkn».

2. buTtoBasa macka A0/1XKHA BK/lOYaTb B ceba He meHee 10 cumBONIOB.

[Tpocmomp umeHu VLAN

MIB: rlvlan.mib

Ucnonb3syembie Tabnunupli: rldotlgVianStaticName — 1.3.6.1.4.1.89.48.70.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.70.1.1.{vlan}

Mpumep npocmoTtpa umeHun vian 5

Komanpga CLI:
show vlan tag 5

Komanaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.70.1.1.5

[Tpbocmomp yneHcmaea nopma 8o VLAN

MIB: rlvlan.mib

Ucnonb3syembie Tabnunupli: ridotlgPortVlanStaticTable — 1.3.6.1.4.1.89.48.68

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{1-4}.{ifindex}
snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{5-8}.{ifindex}
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Mpumep npocmortpa vlan Ha GigabitEthernet1/0/5

KomaHpga CLI:
show interfaces switchport GigabitEthernetl/0/5

KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.1.54

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.5.54

/ 1. B npumepe npeactaBneHbl 2 KomaHabl snmpwalk. Ecam nopt Tagged —
V napameTpbl B BbiBOAE BTOPOiA KOMaHAbl NPUMHUMAIOT Hy/IeBOe 3HaYeHue, U Homep
Vlan cooTBeTcTBYET 3HaUeHMAM BbiBOAA NepBoi KomaHabl. Ecan nopt Untagged — B
BblBOAE BTOPOA KOMaHAbl NPUCYTCTBYIOT 3HAaUEHUA, OT/IMYHbIE OT HY/A, U HOMep

Vlan cooTBeTcTBYeT STUM 3HaUEHUAM.

2. NepeueHb Tabauwy;:

ridotlgPortVianStaticEgressListit01024 — 1.3.6.1.4.1.89.48.68.1.1.{ifindex}
ridotlgPortVianStaticEgressList1025t02048 — 1.3.6.1.4.1.89.48.68.1.2.{ifindex}
ridotlgPortVianStaticEgressList2049t03072 — 1.3.6.1.4.1.89.48.68.1.3.{ifindex}
ridotlgPortVianStaticEgressList3073t04094 — 1.3.6.1.4.1.89.48.68.1.4.{ifindex}
rldotlqPortVlanStaticUntaggedEgressList1t01024 —
1.3.6.1.4.1.89.48.68.1.5.{ifindex}
rldotlqPortVlanStaticUntaggedEgressList1025t02048

— 1.3.6.1.4.1.89.48.68.1.6.{ifindex}
ridotlgPortVianStaticUntaggedEgressList2049t03072

— 1.3.6.1.4.1.89.48.68.1.7.{ifindex}
rldotlgPortVianStaticUntaggedEgressList3073t04094

— 1.3.6.1.4.1.89.48.68.1.8.{ifindex}

3. NonyyeHHble B pe3y/nbTaTe BbINONHEHMA 3aMpoca 3HAUYEHUA NPeACcTaBAAlT U3
ceba 6uTOBYIO MaCKy, MeTOAMKA pacyeTa KOTOpPOU npuBegeHa B pasgene
«MpunoxeHune A. MetoauKa pacueta 6UTOBOI MacKu».

Hacmpolika pexcuma pabomel nopma

MIB: rlvlan.mib

Ucnonbayemble Tabamupi: vianPortModeEntry — 1.3.6.1.4.1.89.48.22.1
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.22.1.1.{ifIndex} 1 {general(l), access(2), trunk(3),

customer (7) }

Mpumep nepesopa nHtepdeiica GigabitEthernet 1/0/2 B pexxum trunk

KomaHpa CLI:
interface GigabitEthernet 1/0/2
switchport mode trunk

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.22.1.1.50 1 3
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[Ipocmomp pexcuma nopma

MIB: rlvlan.mib

Ucnonbayembie Tabnnupl: vianPortModeState — 1.3.6.1.4.1.89.48.22.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.22.1.1.{ifindex}

Mpumep npocmoTpa pexkuma Ha GigabitEthernet1/0/2

KomaHpa CLI:
show interfaces switchport GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.22.1.1.50

V Bo3mosicHble sapuaHmoi

general(1)
access(2)
trunk (3)
customer (7)

HasHayume pvid Ha uHmepaelic

MIB: Q-BRIDGE-MIB.mib

Ucnonb3syemble Tabnuupl: dotlqPortVlanTable — 1.3.6.1.2.1.17.7.1.4.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.5.1.1.{ifindex} u {1-4094}

Mpumep Ha3HaueHua pvid 15 ana GigabitEthernet 1/0/2

Komanpga CLI:
interface GigabitEthernet 1/0/2
switchport general pvid 15

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.5.1.1.50 u 15

Hacmpolika map mac

MIB: rlvlan.mib

Ucnonb3ayembie Tabnunupl: vianMacBaseVlanGroupTable — 1.3.6.1.4.1.89.48.45

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.48.45.1.3.{MAC address in DEC}.{mask} 1 {map-group number} \
1.3.6.1.4.1.89.48.45.1.4.{MAC address in DEC}.{mask} i {createAndGo(4),
destroy (6) }

48 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP



HELTEX

Mpumep HacTPoiiKM map mac

KomaHpga CLI:
vlan database
map mac a8:£9:4b:33:29:c0 32 macs-group 1

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.45.1.3.168.249.75.51.41.192.32 1 1 \
1.3.6.1.4.1.89.48.45.1.4.168.249.75.51.41.192.32 1 4

YecmaHoska nipasuna Kaaccuguxkayuu VLAN, ocHosaHHo20 Ha npusaske K MAC-adpecy, 044

UHmMepagelica

MIB: rlvlan.mib

Ucnonb3zyemble Tabauubl: vianMacBaseVlanPortTable — 1.3.6.1.4.1.89.48.46.1.2

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.48.46.1.2.58.1 u {vlan} 1.3.6.1.4.1.89.48.46.1.3.58.1 1

{createAndGo (4), destroy(6)}

Mpumep BKAOUEeHUA npaBuna Knaccudukaumm VLAN gna nutepdeiica gigabitethernet 1/0/10

KomaHaa CLI:
interface Gigabitethernet 1/0/10
switchport general map macs-group 1 vlan 20

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.46.1.2.58.1 u 20 \
1.3.6.1.4.1.89.48.46.1.3.58.1 1 4

6.3 Hacmpoiika u moHumopuHe errdisable-cocmoaHusa

[lpocMomp HacmpoeK 0718 asmomamu4yeckoli arkmusayuu uHmepaelica

MIB: rlinterfaces_recovery.mib

Ucnonbayemble Tabauupi: rlErrdisableRecoveryEnable — 1.3.6.1.4.1.89.128.2.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.2.1.2

Mpumep: NPOCMOTP HACTPOEK ANA AaBTOMATUUECKOI aKTUBauumn uHtepdeiica

KomaHpga CLI:
show errdisable recovery

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.128.2.1.2
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[Mpocmomp npu4uHs! 610KUPOBKU Nopma

MIB: rlErrdisableRecoverylfReason

Ucnonb3ayemble Tabnunupl: rlErrdisableRecoverylfReason — 1.3.6.1.4.1.89.128.3.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.3.1.1

Mpumep

KomaHpa CLI:
show errdisable interfaces

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.128.3.1.1

/ Bo3moxcHble sapuaHmeol:

loopback-detection (1)
port-security (2)
dotlx-src-address (3)
acl-deny (4)
stp-bpdu-guard (5)
stp-loopback-guard (6)
unidirectional-link (7)
dhcp-rate-limit (8)
12pt-guard (9)
storm-control (10)

Hacmpolika asmomamuyeckol akmusayuu UHmepgelca

MIB: rlinterfaces_recovery.mib

Ucnonb3syembie Tabnunupl: rlErrdisableRecoveryEnable — 1.3.6.1.4.1.89.128.2.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.2.1.2. {index of reason} i {true(l), false(2)}

Mpumep BKAKOUYEHMA aBTOMATUYECKOM aKTUBaL MK uHTepdeiica B cnydae loopback detection

KomaHpa CLI:
errdisable recovery cause loopback-detection

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.128.2.1.2.1 1 1
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/“ Bo3morKHble 3HaueHua index of reason, B 3aBMCMMOCTM OT TUMa BbIMNOJHAEMOM

HaCTPOUKMU:

loopback detection — (1)
port-security — (2)
dotlx-src-address — (3)
acl-deny — (4)
stp-bpdu-guard — (5)
stp-loopback-guard (6)
unidirectional-link — (8)
storm-control — (9)
12pt-guard — (11)

Hacmpolika uHmepsana ebixo0a uHmepgelica us errdisable cocmosaHus

MIB: rlinterfaces_recovery.mib

Ucnonbayemble Tabauubi: rlErrdisableRecoveryinterval — 1.3.6.1.4.1.89.128.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.1.0 1 {interval 30-86400}

Mpumep HacTpoiikn 30-TM ceKyHAHOro MHTepBana Bbixoaa u3 errdisable-coctoaHua

KomaHpa CLI:
errdisable recovery interval 30

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.128.1.0 1 30

6.4 Hacmpolika voice vian

JlobasneHue voice vlan

MIB: RADLAN-vlanVoice-MIB

Ucnonbayemble Tabamuypbi: vianVoiceAdminVid — 1.3.6.1.4.1.89.48.54.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.8.0 1 {vlan id}

MNpumep po6aBneHus voice vian id 10

KomaHpga CLI:

voice vlan id 10

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.8.0 1 10
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Akmusauyus voice vian Ha uHmepgelice

MIB: RADLAN-vlanVoice-MIB

Ucnonb3syemblie Tabnunupl: vianVoiceOUIBasedPortTable — 1.3.6.1.4.1.89.48.54.12.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.12.5.1.1.{ifIndex} i 1 \
1.3.6.1.4.1.89.48.54.12.5.1.2.{ifIndex} u {voice vlan id}

Mpumep akTuBauum voice vlan Ha uHtepdeiice GigabitEthernet1/0/3

KomaHaa CLI:
interface GigabitEthernetl1l/0/3
voice vlan enable

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.12.5.1.1.51 i 1 \
1.3.6.1.4.1.89.48.54.12.5.1.2.51 u 10

PedakmuposaHue mabauus! OUI

MIB: rlvlanVoice.mib

Mcnonb3syembie Tabnuupl: vianVoiceOUIBasedTable — 1.3.6.1.4.1.89.48.54.12.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.12.4.1.3.{0UI in DEC. BalTH pasiejigOTCs TOUuKaMM} i
{createAndGo (4), destroy(6)}

Mpumep ao6aBneHus B Tabaunyy OUI

KomaHpa CLI:
voice vlan oui-table add 002618

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.12.4.1.3.0.38.24 i 4

6.5 Hacmpoiika LLDP

[nobanbHoe skaYeHue/omkntodyeHue LLDP

MIB: riLIdp.mib

Ucnonb3ayembie Tabnunupl: riLidpEnabled — 1.3.6.1.4.1.89.110.1.1.1

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.110.1.1.1.0 1 {true (1), false (2)}

Mpumep oTkNtoueHua LLDP

Komanpga CLI:
no Lldp run

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.1.1.0 i 2
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Hacmpolika lldp-med nonumuku ¢ ykazaHuem Homepa voice vlan 019 me2uposaHH020 mMpagpuKa
voice vlan

MIB: rllldb.mib

Ucnonbayemble Tabauupi: riLidpXMedLocMediaPolicyContainerTable — 1.3.6.1.4.1.89.110.1.2.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.110.1.2.1.1.2.1 1 {voice(l), voice-signaling(2), guest-voice(3),
guest-voice-signaling(4), softphone-voice(5), video-conferencing(6), streaming-
video(7), video-signaling(8)} \

(
1.3.6.1.4.1.89.110.1.2.1.1.3.1 1 {vlan} \
1.3.6.1.4.1.89.110.1.2.1.1.4.1 1 {priority} \
1.3.6.1.4.1.89.110.1.2.1.1.7.1 {true(l), false(2)} \
1 1.3.6.1.4.1.89.110.1.2.1.1.9.1 i {createAndGo(4), destroy(6)}

Mpumep HacTpoiiku lidp-med noanTtukm c ykasanmem VLAN 10, ykasaHuem npuopurtera 4

KomaHpga CLI:
11dp med network-policy 1 voice vlan 10 vlan-type tagged up 4

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.110.1.2.1.1.2.1 1 1 \

1.3.6.1.4.1.89.110.1.2.1.1.3.1 i 10 \
1.3.6.1.4.1.89.110.1.2.1.1.4.1 1 4 \

1.3.6.1.4.1.89.110.1.2.1.1.7.1 1 1 \

1.3.6.1.4.1.89.110.1.2.1.1.9.1 1 4

Hacmpolika lldp-med noaumuku 0s18 meauposaHH020 mpaguKa voice vlan

MIB: rllldb.mib

Ucnonbsyemble Tabnauupi: riLidpXMedNetPolVoiceUpdateMode — 1.3.6.1.4.1.89.110.1.7

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.110.1.7.0 1 {manual(0), auto(l)}

MNpumep Hactpoiiku lldp-med nonuTtukm B pexkume auto

KomaHpga CLI:
no 1lldp med network-policy voice auto

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.7.0 1 O
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7 HACTPOWKA IPV4-AAPECALIUU

Co3daHue IP-adpeca Ha interface vian:

MIB: rlip.mib
Ucnonbsyembie Tabnunupl: rsipAddrEntry — 1.3.6.1.4.1.89.26.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.1.1.2.{1ip address(DEC)} 1 {ifIndex} \
1.3.6.1.4.1.89.26.1.1.3.{ip address (DEC)} a {netmask}

Mpumep HacTpoliku agpeca 192.168.10.30/24 Ha vian 30

KomaHpa CLI:
interface vlan 30
ip address 192.168.10.30 /24

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.1.1.2.192.168.10.30 i 100029 \
1.3.6.1.4.1.89.26.1.1.3.192.168.10.30 a 255.255.255.0

YoaneHue IP-adpeca Ha interface vian:

MIB: rlip.mib
Ucnonbsyembie Tabnnupl: rsipAddrEntry — 1.3.6.1.4.1.89.26.1.1

pset -v2c -c <community> <IP address> \

1.3. 6.1.4 1.89.26.1.1.2.{ip address(DEC)} 1 {ifIndex} \
.3.6.1.4.1.89.26.1.1.3.{ip address(DEC)} a {netmask} \

1.3.6. l 4.1.89.26.1.1.6.{ip address(DEC)} 1 2

}—‘

Mpumep yaaneHus IP-agpeca 192.168.10.30 Ha uHTepdeiice vian 30

KomaHpa CLI:
interface vlan 30
no ip address 192.168.10.30

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.1.1.2.192.168.10.30 1 100029 \
1.3.6.1.4.1.89.26.1.1.3.192.168.10.30 a 255.255.255.0 \
1.3.6.1.4.1.89.26.1.1.6.192.168.10.30 1 2

[onyyeHue IP-adpeca no DHCP Ha interface vian

MIB: radlan-dhcpcl-mib.mib

Ucnonb3syembie Tabnunupl: riDhcpClActionStatus — 1.3.6.1.4.1.89.76.3.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.76.3.1.2.{ifIndex} 1 {createAndGo (4), destroy(6)}
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Mpumep nonyuenus IP-agpeca no DHCP Ha interface vlan

KomaHpga CLI:
interface vlan 30
ip address dhcp

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.301\1.3.6.1.4.1.89.76.3.1.2.100029 1 4

ﬂo6aeumb/ydaﬂumb W3 1o ymoa4YaHuro

MIB: rlip.mib

Ucnonbayemble Tabnuupi: rlinetStaticRouteEntry — 1.3.6.1.4.1.89.26.28.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {metric(4)} \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {remote(4)} \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {createAndGo (4),

destroy(6) }

Mpumep pobasneHus ip default-gateway 192.168.1.10

KomaHpga CLI:
ip default-gateway 192.168.1.10

KomaHaa SNMP:

snmpset -v2c -c private 192.1

1.3.6.1.4.1.89.26.28.1.7.1.4. 1.4.192.168.1.10.0 u 4
3.6.1.4.1.89.26.28.1.8.1.4. 1.4.192.168.1.10.0 1 4

3.6.1.4.1.89.26.28.1.10.1.4.0.0.0.0.0.1.4.192.168.1.10.0 i 4

68.1.30 \
0.0.0.0.0. \
1. 0.0.0.0.0. \
1.
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8 HACTPOMKA IPV6-ALPECALUU

BrntoyeHue/sbikao4eHue IPv6 adpecauyuu Ha interface vlan

MIB: ip-mib.mib
Ucnonb3ayemble Tabnuupl: ipvbinterfaceEnableStatus — 1.3.6.1.2.1.4.30.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.30.1.5.{ifindex} i {enable(l), disable(2)}

Mpumep BrkAOUeHUA IPv6 agpecauyuu Ha vian 2

Komanga CLI:
interface vlan 2
ipv6 enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.30.1.5.100001 i 1

Co3daHue/YdaneHue IPv6 adpeca Ha interface vlan

MIB: rlip.mib
Ucnonb3zyemble Tabauupbi: rlipAddressEntry — 1.3.6.1.4.1.89.26.36.1

snmpset -v2c¢ -c¢ <community> <IP address> \

1.3.6.1.4.1.89.26.36.1.5.{xonmuecTBO DOanT B ampece}.{xaxnel OaWT B HOEeCATUUHOM
BuUme uepes paspenuresb}.2.0 1 {ifindex} \
1.3.6.1.4.1.89.26.36.1.13.{kxomuuecTBO OanT B ampece}.{kaxnem OanT B HOEeCATUYHOM
BUIe uepes pasgenmuTesib}.2.0 u {Macka B mecaTMuHOM Buae}\
1.3.6.1.4.1.89.26.36.1.11. {xonnuecTBO OauT B anpece}.{xaxniel OauT B OEeCATUUHOM
BUme uepes paszmenurenb}.2.0 i1 {createAndGo (4), destroy(6)}

Mpumep pobasneHns agpeca 2001::1/64 Ha vlan 2

KomaHpa CLI:
interface vlan 2
ipv6e address 2001::1/64

Komanga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.26.36.1.5.2.16.32.1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0 1 100001 \
1.4.1.89.26.36.1.13.2.16.32. u 64 \

1.4.1.89.26.36.1.11.2.16.32. i4

1.3.6. 1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0
1.3.6. 1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0
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9 HACTPOMKA GREEN ETHERNET

[nobanbHOEe omKar4YeHue green-ethernet short-reach

MIB: rigreeneth.mib

Ucnonbayemble Tabanupi: riGreenEthShortReachEnable — 1.3.6.1.4.1.89.134.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.2.0 i {true (1), false (2)}

Mpumep oTkNtoueHun green-ethernet short-reach

KomaHpa CLI:

no green-ethernet short-reach

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.134.2.0 1 2

[nobanbHOe omKar4YeHue green-ethernet energy-detect

MIB: rigreeneth.mib

Ucnonbayemble Tabauupl: riGreenEthEnergyDetectEnable — 1.3.6.1.4.1.89.134.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.134.1.0 i {true (1), false (2)}

Mpumep oTKAloUueHUn green-ethernet energy-detect

KomaHpga CLI:
no green-ethernet energy-detect

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.134.1.0 1 2

[pocmomp napamempos green-ethernet

MIB: rlGreenEth.mib

Ucnonbayemble Tabauupi: riGreenEthCumulativePowerSaveMeter — 1.3.6.1.4.1.89.134.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.5

Mpumep npocmoTpa napameTpos green-ethernet

KomaHpga CLI:
show green-ethernet

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.134.5
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10 HACTPOWMKA KONbLEBbIX MPOTOKO/1I0B

10.1 Mpomokon ERPS

OnpedeneHue Homepa west-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3syemblie Tabnunupl: eltexErpsMgmtRAPSWestPort — 1.3.6.1.4.1.35265.35.1.1.3.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.2

Mpumep onpegeneHna Homepa west-nopTta

KomaHpa CLI:

show erps

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.2

[Ipocmomp cocmoaHuA west nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3ayembie Tabnunupli: eltexErpsMgmtRAPSWestPortState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.3

Mpumep npocmoTpa cocToAHUA west-nopra

KomaHpa CLI:
show erps vlan 10

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.3

/ Bo3MOXKHble COCTOAHUA nopTa:

1. Forwarding (1)

2. Blocking (2)

3. Signal-fail (3)

4. Manual-switch (4)
5. Forced-switch (5)

OnpedeneHue Homepa east-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3yemble Tabnuubl: eltexErpsMgmtRAPSEastPort — 1.3.6.1.4.1.35265.35.1.1.3.1.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.4
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Mpumep onpegeneHna Homepa east-nopra

KomaHpga CLI:
show erps

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.4

[Ipocmomp cocmoAHuA east-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbayemble Tabnuupi: eltexErpsMgmtRAPSEastPortState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.5

Mpumep NpocmoTpa cocToAaHUA east-nopTta

KomaHpa CLI:

show erps vlan 10

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.5

/ Bo3MOXKHble COCTOAHUA NopTa:

1. Forwarding (1)

2. Blocking (2)

3. Signal-fail (3)

4. Manual-switch (4)
5. Forced-switch (5)

[Ipocmomp cocmoAaHUA KOAbya

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbayemble Tabauupi: eltexErpsMgmtRAPSRingState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.12

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.12

Mpumep NPOCMOTPa COCTOAHUA KONbLa

KomaHpga CLI:
show erps vlan 10

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.12
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/ BO3MO>Hble COCTOAAHUA KO/bL,a erps:

. Init (1)

.Idle (2)

. Protection (3)

. Manual-switch (4)
. Forced-switch (5)
. Pending (6)

AUV A WNPR

10.2 Hacmpoliika npomokona Spanning-tree

BkrntoyeHue/omkKnaoveHue npomokosaa Spanning-tree

MIB: radlan-brgmacswitch.mib

Ucnonb3syembie Tabnunupl: rldotldStp — 1.3.6.1.4.1.89.57.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.3.0 1 {enabled(l), disabled(2)}

Mpumep oTKAOUEHUA Spanning-tree

KomaHpa CLI:

no spanning-tree

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.57.2.3.0 1 2

BKﬂI’O'—IEHUE/GbIKﬂI'O‘-IeHue MPOMOoKo1a spanning-tree Ha KOHgu2ypupyemom uHmepgelice

MIB: BRIDGE-MIB

Mcnonb3ayembie Tabnuupl: dotldStpPortTable — 1.3.6.1.2.1.17.2.15.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.15.1.4.{ifIndex} 1 {enabled(l), disabled(2)}

Mpumep oTKAOUeHMA paboTbl spanning-tree Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
interface GigabitEthernetl/0/2
spanning-tree disable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.15.1.4.50 1 2

BrntoyeHue/sbikaroYeHue pexcuma obpabomku rnakemos BPDU uHmepdpelicom, Ha Komopom

8bIK/1I0YEeH MpomokKosa STP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonbayembie Tabnunupli: rldot1dStpPortTable — 1.3.6.1.4.1.89.57.2.13.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.13.1.4.{ifIndex} 1 {filtering(l), flooding(2)}
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Mpumep BkaoueHna ¢punabTpauum BPDU Ha uHtepdeiice Gigabitethernet 1/0/2

KomaHpga CLI:
interface gigabitethernet 1/0/2
spanning-tree bpdu filtering

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.57.2.13.1.4.50 1 1

Hacmpolika pexcuma pabomesl npomokonaa spanning-tree

MIB: draft-ietf-bridge-rstpmib.mib
Ucnonbayemble Tabanupi: dotldStpVersion — 1.3.6.1.2.1.17.2.16

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.16.0 1 {stp(0), rstp(2), mstp(3)}

Mpumep ycTaHOBKM pexkuma paboTbl NPoTOKONa Spanning-tree

KomaHpa CLI:

spanning-tree mode rstp

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.16.0 1 2

[lpocmomp ponu nopma 8 STP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonbayemble Tabamupi: ridotldStpPortRole — 1.3.6.1.4.1.89.57.2.13.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.13.1.7.{ifindex}

Mpumep npocmotpa ponu Gigabitethernet0/2 s STP

KomaHpga CLI:
show spanning-tree Gigabitethernet0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.2.13.1.7.50

/ Bo3moiHble cocmoaHua nopma:

1. Disabled (1)
2. Alternate (2)
3. Backup(3)

4. Root(4)

5. Designated(5)
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[Ipocmomp cocmosaHua nopma 8 MSTP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonb3ayembie Tabnunupl: rldotlsMstplnstancePortState — 1.3.6.1.4.1.89.57.6.2.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.6.2.1.4.1.{ifindex}

Mpumep npocmoTpa coctoaHua Gigabitethernet0/2 8 mstp

KomaHpa CLI:
show spanning-tree Gigabitethernet(0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.6.2.1.4.1.50

( Bo3MOXHble COCTOAHMA NopTa:

1. Disabled (1)
2. Blocking (2)
3. Listening (3)
4. Forwarding(5)

[Mpocmomp epemeHu ¢ nocaedHe20 nepecmpoeHus (topology change)

MiIB: BRIDGE-MIB

Ucnonb3ayembie Tabnuupl: dotldStpTimeSinceTopologyChange — 1.3.6.1.2.1.17.2.3.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.3.0

Mpumep NnpocmoTpa BpemMeHM € NoC/eAHEro nepecTpoeHus

KomaHpa CLI:

show spanning-tree

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 1.3.6.1.2.1.17.2.3.0

Konuyecmeo nepecmpoeHuli (topology change)

MIB: BRIDGE-MIB
Ucnonb3ayembie Tabnnupi: dotldStpTopChanges — 1.3.6.1.2.1.17.2.4.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.4.0

Mpumep NnpocmoTpa KoAUUYECTBa NepecTpPoeHui

Komanpga CLI:

show spanning-tree

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 1.3.6.1.2.1.17.2.4.0
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[pocmomp uHmepagbelica, c Komopo2o NpuHAM nocaedHul topology change

MIB: eltBridgeExtMIB.mib

Ucnonbayemble Tabauupi: eltdotldStplastTopologyChangePort — 1.3.6.1.4.1.35265.1.23.1.401.0.5.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.401.0.5.2

Mpumep npocmoTtpa MHTepdeinca, C KOTOPOro NPUHAT nocneaHui topology change

KomaHpa CLI:
show spanning-tree

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 1.3.6.1.4.1.35265.1.23.1.401.0.5.2
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11 rerynnoBsAAd AAPECALMUA

11.1 MNpasuna epynnoeoii adpecayuu (multicast addressing)

3anpeuwjeHue QUHaMuUYecKo20 00basaeHuUsa nopma K MHo2oaopecHol epynne

MIB: rlbrgmulticast.mib

Ucnonb3ayembie Tabnunupl: rIBrgStaticlnetMulticastEntry — 1.3.6.1.4.1.89.116.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.116.5.1.6.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 x
0000000000000000 \

1.3.6.1.4.1.89.116.5.1.7.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 x
{ButoBasa macka uHTepbdercal \

1.3.6.1.4.1.89.116.5.1.8.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 1
{createAndGo (4), destroy (6)}

Mpumep 3anpeta nayyeHus rpynnbi 239.200.200.17 Ha nopTe GigabitEthernet 1/0/1 8 vlan 622

KomaHpa CLI:
interface vlan 622
bridge multicast forbidden ip-address 239.200.200.17 add GigabitEthernet 1/0/1

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.116.5.1.6.622.1.4.239.200.200.17.1.4.0.0.0.0 x 0000000000000000
\

1.3.6.1.4.1.89.116.5.1.7.622.1.4.239.200.200.17.1.4.0.0.0.0 x 0000000000008000
\

1

.3.6.1.4.1.89.116.5.1.8.622.1.4.239.200.200.17.1.4.0.0.0.0 i 4

1) CymmapHoe Konudectso uudp 8 OID 1.3.6.1.4.1.89.116.5.1.6 1 OID
V 1.3.6.1.4.1.89.116.5.1.7 f,01KHO 6bITb OAUHAKOBBIM U YETHBIM.

2) MeToauMKy pacyeta 6UTOBOI MaCKU MOXKHO NOCMOTPETb B pasgene
«MpunoxeHne A. MeToguKa pacueta 6UTOBON MaCKu».

3anpeuweHue npoxoxoeHus HesapeaucmpuposaHHoz20 Multicast-mpaguka

MIB: rlbrgmulticast.mib

Ucnonb3syembie Tabnnupl: riMacMulticastUnregFilterEnable — 1.3.6.1.4.1.89.55.4.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.4.1.0 x "{BuroBasa Macka mnjsa uHTepdelicor}"

Mpumep 3anpelileHUs nNPOXOXKAEHUA HesaperucTpuposaHHoro Multicast-tpaduka pna noptos
GigabitEthernet 1/0/20-21

KomaHpa CLI:
interface range GigabitEthernet 1/0/20-21
bridge multicast unregistered filtering

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.4.1.0 x "000000000000000018"

64

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

/ 1) Ona ypaneHna HACTPOMKU HaAo 3aMeHUTb COOTBETCTBYIOLME NopTam nons B
‘ éuToBoii macke Ha 0.

2) MeToauKy pacyeta 6MTOBOW MACKM MOXKHO MOCMOTPeTb B pasgene
«MpunoxeHne A. Metoguka pacueta 6UTOBOM MaCKU».

Puabmpayua MHO20a0pPeCHO20 MPAaduKa

MIB: rlbrgmulticast.mib

Ucnonbayemble Tabamupi: riMacMulticastEnable — 1.3.6.1.4.1.89.55.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.1.0 i {true(l), false(2)}

Mpumep BKAOYUEHUA GUNbTPALMM MHOTOa4PECHOro TpaduKa

KomaHpa CLI:
bridge multicast filtering

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.1.0 1 1

[nobanbHOe 8KaAOYEeHUe igmp snooping

MIB: rlbrgmulticast.mib

Ucnonbayemble Tabanupi: rligmpSnoopEnable — 1.3.6.1.4.1.89.55.2.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.55.2.2.0 1 {true(l), false(2)}

Mpumep rnobanbHOro BKAKYEHUA igmp snooping

KomaHga CLI:

ip igmp snooping

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.2.2.0 1 1

BkntoyeHue igmp snooping 8 vlan

MIB: rlbrgmulticast.mib

Ucnonbsyemble Tabauuypi: rligmpMIdSnoopVlanEnable — 1.3.6.1.4.1.89.55.5.5.1.3

snmpset -v2c —-c <community> <IP address> \
1.3.6.1.4.1.89.55.5.5.1.3.1.{vlan id} i {true(l), false(2)}

Mpumep BKAOUYEHUA igmp snooping B vian 30

KomaHpa CLI:
ip igmp snooping vlan 30

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.5.5.1.3.1.30 i 1
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[Mpocmomp mabauysl igmp snooping

MIB: rlbrgmulticast.mib

Ucnonb3ayembie Tabnunupi: rligmpMIdSnoopMembershipTable — 1.3.6.1.4.1.89.55.5.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.5.4

Mpumep npocmoTpa Tabauubl igmp snooping

KomaHpa CLI:
show ip igmp sSnooping groups
KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.55.5.4

Hacmpolika multicast-tv vian (MVR)

MIB: rlvlan.mib

Ucnonb3syemblie Tabnunupl: vianMulticastTvEntry — 1.3.6.1.4.1.89.48.44.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.44.1.1.{ifIndex} u {vlan-id} \
1.3.6.1.4.1.89.48.44.1.2.50 1 {createAndGo (4), destroy (6)}

Mpumep HacTpoliku multicast-tv vlan 622 Ha uHTepdeiice gigabitethernet 1/0/2

KomaHpa CLI:
interface gigabitethernet 1/0/2
switchport access multicast-tv vlan 622

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.44.1.1.50 u 622 \
1.3.6.1.4.1.89.48.44.1.2.50 1 4

Hactpoiika pexuma pabotbl multicast-tv vlan <customer/access/trunk/general>
V 3aBMCUT OT pe)KMMa HaCTPOMKM nopTa, T.e. OT KomaHabl switchport mode
customer/access/trunk/general.

11.2 ®yHkyuu oepaHuveHus multicast-mpaguka

Co30aHue multicast snooping profile

MIB: eltlpMulticast.mib

Ucnonb3ayembie Tabnunupli: eltMeslpMulticast — 1.3.6.1.4.1.35265.1.23.46.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.46.1.1.2.{Index of profile} s {profile name} \
1.3.6.1.4.1.35265. 1.23.46.1.1.3.{Index of profile} i {deny(l), permit(2)} \
1.3.6.1.4.1.35265. 1.23.46.1.1.4.{Index of profile} i {createAndGo(4),
destroy (6) }
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Mpumep co3gaHua npodpuna c umeHem IPTV (npegnonoxum, uto npodpunb byaer umeTb NOPALKOBbIN
Homep 3)

KomaHpga CLI:
multicast snooping profile IPTV

KomaHga SNMP:

snmpset -v2c -c private 192.168.
1.3.6.1.4.1.35265.1.23.46.1.1.2.
1.3.6.1.4.1.35265.1.23.46.1.1.3.
1.3.6.1.4.1.35265.1.23.46.1.1.4.

w w w

YKka3aHue duana3oHos Multicast-adpecos 8 multicast snooping profile

MIB: eltlpMulticast.mib

Ucnonbayemble Tabamupi: eltMeslpMulticast — 1.3.6.1.4.1.35265. 1.23.46.3

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.46.3.1.3.{index of rule}.{Index of profile} i
{ip(1),1ipv6(2)} \

1.3.6.1.4.1.35265. 1.23.46.3.1.4.{index of rule}.{Index of profile} x {ip-
ampec Hauajla OManasoHa B WMEeCTHANUaTepPUUHOM Bume} \

1.3.6.1.4.1.35265. 1.23.46.3.1.5.{index of rule}.{Index of profile} x {ip-
aIpec KOHIA IOManas30Ha B MEeCTHAaAlaTepuuyHoM Bume} \

1.3.6.1.4.1.35265. 1.23.46.3.1.6.{index of rule}.{Index of profile} i
{createAndGo (4), destroy(6)}

Mpumep orpaHuuyeHus myabTuKacT rpynn 233.7.70.1-233.7.70.10 ana npoduna c mmeHem IPTV
(npeanonoxum, uto nNpoduib MmeeT NOPAAKOBbLIM HOomep 3. B nepsom npodune 2 npasuna, BO
BTOPOM—OZHO)

KomaHpga CLI:
multicast snooping profile IPTV
match ip 233.7.70.1 233.7.70.10

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.3.1.3.4.3 1 1 \
1.3.6.1.4.1.35265.1.23.46.3.1.4.4.3 x E9074601 \
1.3.6.1.4.1.35265.1.23.46.3.1.5.4.3 x E907460A \
1.3.6.1.4.1.35265.1.23.46.3.1.6.4.3 1 4

V index of rule — cuntaetca no cymme Bcex nNpaBua BO BCceX Npopunsnx.

HasHayeHue multicast snooping profile Ha nopm

MIB: eltlpMulticast.mib

Ucnonbayemble Tabanupi: eltMeslpMulticast — 1.3.6.1.4.1.35265. 1.23.46.7.1

snmpset -v2c —-c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.46.7.1.1.{ifIndex}.{Index of profile} i {ifIndex} \

1.3.6.1.4.1.35265. 1.23.46.7.1.2.{ifIndex}.{Index of profile} i {Index of
profile} \

1.3.6.1.4.1.35265. 1.23.46.7.1.3.{ifIndex}.{Index of profile} i
{createAndGo (4), destroy(6)}
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Mpumep pobasneHna npoduna test (c uHaekcom npodpuna 3) Ha uHtepdelic Gigabitethernet 1/0/2

KomaHaa CLI:
interface Gigabitethernet 1/0/2
multicast snooping add test

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.7.1.1.50.3 1 50 \
1.3.6.1.4.1.35265.1.23.46.7.1.2.50.3 1 3 \
1.3.6.1.4.1.35265.1.23.46.7.1.3.50.3 1 4

Hacmpolika oepaHu4eHusa koau4ecmea Multicast-epynn Ha nopme

MIB: eltlpMulticast.mib

Ucnonb3syemble Tabauubi: eltMeslpMulticast — 1.3.6.1.4.1.35265.1.23.46.6.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.46.6.1.2.{ifIndex} 1 {MAX number}

Mpumep HacTpoliku orpaHnyeHus 8 Tpu Multicast-rpynnbi Ha uHTepdeiice Gigabitethernet 1/0/2

KomaHpa CLI:
interface Gigabitethernet 1/0/2
multicast snooping max-groups 3

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.6.1.2.50 1 3
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12 oYHKUUU YMNPABJIEHUA

12.1 MexaHu3sm AAA

LobasneHue H08020 10s16308aMeNA

MIB: rlaaa.mib

Ucnonbayemble Tabauupi: rIAAALocalUserTable — 1.3.6.1.4.1.89.79.17

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.17.1.1.{number of letters}.{Login in DEC, kaxzmas OykBa
JIOTMHAa OTHeJjiseTCsa OT cienyiomer Toukon} s {login} \
1.3.6.1.4.1.89.79.17.1.2.{number of letters}.{Login in DEC, kaxnas OykBa
JIOTMHA OTIeJyideTCcsda OT cJjenywmel Toukol} s "#{encoding password}" \
1.3.6.1.4.1.89.79.17.1.3.{number of letters}.{Login in DEC, kaxzmas OykBa
JIOTMHA OTIeJigeTCcsa OT cJjenywimer Toukoi} i {privelege level (1-15)} \
1.3.6.1.4.1.89.79.17.1.4.{number of letters}.{Login in DEC, kaxnas OykBa
JIOTMHa OTHEeJISeTCs OT cJjenywmely Toukor} i1 {create and go(4)}

Mpumep pob6aBneHua nonb3osarena techsup c naponem password u yposHem npusuneruii 15

KomaHpa CLI:
username techsup password password privilege 15

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.17.1.1.7.116.101.99.104.115.117.112 s techsup \
1.3.6.1.4.1.89.79.17.1.2.7.116.101.99.104.115.117.112 s
"#5baa6ledc9b93f3f0682250b6cf8331b7ee68£d8" \
1.3.6.1.4.1.89.79.17.1.3.7.116.101.99.104.115.117.112 i 15
\1.3.6.1.4.1.89.79.17.1.4.7.116.101.99.104.115.117.112 i 4

/) 1. loruH nepesogutca us ASCIl B HEX ¢ nomoubto Tabauubl, KOTOPYHO MOXHO HaATH
V no ccoinke https://ru.wikipedia.org/wiki/ASCII

2. NMaponb 3a4aeTcA UCKAIOUYMTENBHO B WMPOBAHHOM Buae, nuiietca obasatenbHo
B KaBbluKax, nepepg, naponem gobasnsercs #.

Hacmpolika memodos asmopu3sayuu 014 login

MIB: rlaaa.mib

Ucnonbayemble Tabauupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.2.15.{"1login c default” in DEC, kaxpasa OykKBa JIOTMHa
oTmesigaeTcd OT cyemywomer Touxkol} 1 {enable(2),radius (4),tacacs(5),local (3)} \
1.3.6.1.4.1.89.79.15.1.2.15.{"1ogin_n default” in DEC, xaxzmasa OykBa JIOTMHa
oTHmesigseTcd OT cJyemywmel Toukoi} 1 {enable(2),radius(4),tacacs(5),local(3)} \
1.3.6.1.4.1.89.79.15.1.3.15.{"1login c default” in DEC, kaxpasa OykKBa JIOTMHa
oTmesigaeTcd OT ciemywoumel Touxkol} 1 {enable(2),radius(4),tacacs(5),local (3)} \
1.3.6.1.4.1.89.79.15.1.3.15.{"1login n default” in DEC, kaxpasa OykKBa JIOTMHa
oTHmesigseTcd OT cJyemywmel Toukoi} 1 {enable(2),radius(4),tacacs(5),local(3)} \
1.3.6.1.4.1.89.79.15.1.4.15.{"1ogin_c_default” in DEC, xaxzmaa OykBa JIOTMHa
oTmesigaeTcHd OT cyemypomer Touxkol} 1 {enable(2),radius(4),tacacs(5),local (3)} \
1.3.6.1.4.1.89.79.15.1.4.15.{"1login n default” in DEC, kaxpasa OykKBa JIOT'MHa
oTmesigaeTcHd OT ciemypomer Touxkol} 1 {enable(2),radius(4),tacacs(5),local (3)} \
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1.3.6.1.4.1.89.79.15.1.10.15.{"1login _c default” in DEC, kaxpasa OyKBa JOTMHA
oTmesiseTcsa OT ciemypmeir Touxkoin}) i 1 0\
1.3.6.1.4.1.89.79.15.1.10.15.{"1login n default” in DEC, kaxnasa OyKBa JIOI'MHA
oTmeyigeTcsa OT cJijenylmer Toukon} i 1

Mpumep HacTPoOiKN meToaos asTopusauum gna login

KomaHaa CLI:

aaa authentication login authorizationdefault local

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108
.116 1 3\
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.110.95.100.101.102.97.117.10
8.116 i 3 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.99.95.100.101.102.97.117.10
8.116 i 1 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.110.95.100.101.102.97.117.1
08.116 i 1
V Mone 1.3.6.1.4.1.89.79.15.1.2.15 HacTpaMBaeT NepBblii MeTO4 aBTOPU3aLUK;
. None 1.3.6.1.4.1.89.79.15.1.3.15 HacTpanBaeT BTOPOii meTopm, aBTOpU3aLUK;
None 1.3.6.1.4.1.89.79.15.1.4.15 HacTpanBaeT TPeTUii MeToa, aBTOpU3aLmm.
V 108.111.103.105.110.95.99.95.100.101.102.97.117.108.116 nepesoautca u3 ASCIl

Tabaunubl (pacwmdposbiBaetca login_c_default).

108.111.103.105.110.95.110.95.100.101.102.97.117.108.116 nepeBogutca us ASCII
Tabaunubl (pacwmndposbiBaetca login_c_default).

YoaneHue Hacmpoliku Memodos aemopu3ayuu 04 login

MIB: rlaaa.mib

Ucnonb3ayembie Tabnunupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.2.15.{"1login c default” in DEC, xaxnmas OykBa JIOTMHa
oTmesiseTcsa oOT cienykumer Touxkon} i 3\
1.3.6.1.4.1.89.79.15.1.2.15.{"1ogin n default” in DEC, xaxnmas OykKpea JIOTMHa
oTmeNigeTca OT ciemypomer Touxkonm} 1 3\
1.3.6.1.4.1.89.79.15.1.3.15.{"1login c default” in DEC, xaxnmas OykBa JIOTMHa
oTmesiaeTcda oT cienyomer Touxkom} 1 0 \
1.3.6.1.4.1.89.79.15.1.3.15.{"1login n default” in DEC, xaxnmasa OykKpea JIOTMHa
oTmesiseTcsa OT ciyenywomen Touxkon} i1 0 \
1.3.6.1.4.1.89.79.15.1.4.15.{"1login _c default” in DEC, xaxnada OyKBa JIOTMHa
oTmesiaeTcda oT cienyomer Touxkom} 1 0 \
1.3.6.1.4.1.89.79.15.1.4.15.{"1login n default” in DEC, xaxnada OyKBa JIOTMHa
oTmesiseTcsa OT ciyenywomen Touxkon} i1 0 \
1.3.6.1.4.1.89.79.15.1.10.15.{"1login_c default” in DEC, kaxpasa OyKBa JOIMHA
oTmesiaeTcda oT cienywomer Touxkom} 1 0 \
1.3.6.1.4.1.89.79.15.1.10.15.{"1login n default” in DEC, kxaxnmaa OykBa JIOT'MHA
oTmeygeTcsa OT cienywomer Toukom} i 0

Mpumep yaaneHna metoaos asTopusauum gna login

Komanpaa CLI:

no aaa authentication login default

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
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1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108

116 1 3\
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.110.95.100.101.102.97.117.10
8.116 i 3 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.99.95.100.101.102.97.117.10
8.116 i 0 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.110.95.100.101.102.97.117.1
08.116 1 O

MNone 1.3.6.1.4.1.89.79.15.1.2.15 HacTpanBaeT NepBblii MeTo4 aBTOPU3aLUMK;

MNone 1.3.6.1.4.1.89.79.15.1.3.15 HacTpauBaeT BTOpPOii MeToA, aBTOpU3aLum;

MNone 1.3.6.1.4.1.89.79.15.1.4.15 HacTpanBaeT TpeTUN MeTOA aBTOPU3aLIUN.

108.111.103.105.110.95.99.95.100.101.102.97.117.108.116 nepesBogutca u3 ASCII
Tabaunubl (pacwudposbiBaertca login_c_default).

108.111.103.105.110.95.110.95.100.101.102.97.117.108.116 nepeBoautca u3 ASCII
Tabaunubl (pacwudposbisaetca login_c_default).

Hacmpolika memodos asmopu3zayuu 011 enable

MIB: rlaaa.mib

Ucnonbzyemble Tabanybl: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.16.1.2.16.{ enable_c default” in DEC, kaxpmas OyKBa JIOTMHAa
oTmesiseTcsa OT cienynumei Toukoi} 1 {enable(2),radius (4),tacacs(5)} \
1.3.6.1.4.1.89.79.16.1.2.16.{"enable n default” in DEC, xaxpnasa OyKBa JIOTMHAa
oTmesigseTca OT ciemybomel Touxkol} 1 {enable(2),radius (4),tacacs(5)} \
1.3.6.1.4.1.89.79.16.1.3.16.{“enable c default” in DEC, kaxpas OykKBa JIOTMHa
oTmesigseTca OT ciemybomel Touxkol} 1 {enable(2),radius (4),tacacs(5)} \
1.3.6.1.4.1.89.79.16.1.3.16.{"enable n default” in DEC, kaxpasa OyKBa JIOTMHAa
oTmesigeTcsa OT ciemynumei Toukoi} 1 {enable(2),radius (4),tacacs(5)} \
1.3.6.1.4.1.89.79.16.1.4.16.{ enable c default” in DEC, kaxpmas OykKBa JIOTMHa
oTmesigseTca OT ciemybomel Touxkoi} i1 {enable(2),radius (4),tacacs(5)} \
1.3.6.1.4.1.89.79.16.1.4.16.{"enable n default” in DEC, kaxnasa OyKBa JIOTMHAa
oTmesigeTcsa OT ciemybumei Toukoi} i {enable(2),radius (4),tacacs(5))} \
1.3.6.1.4.1.89.79.16.1.10.16.{"enable c default” in DEC, xaxnas OykBa JIOTMHAa
oTmesigseTcd OT ciemybomer Touxkom} i 1\
1.3.6.1.4.1.89.79.16.1.10.16.{"enable n default” in DEC, xaxmas OykBa JIOTMHAa
oTmesiseTCsa OT cJjenywmer Touxkoin} i 1

Mpumep HaCTPOIiKN MeTO[0B aBTOPU3aLMu Ana enable

KomaHpga CLI:
aaa authentication enable authorization default tacacs radius enable

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1

08.116 i 5 \

1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117.
108.116 1 5 \
1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.
108.116 1 1 \
1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117
.108.116 1 1

MNone 1.3.6.1.4.1.89.79.16.1.2.16 HacTpanBaeT NepBblii MeTOA aBTOPU3aLUM;

Mone 1.3.6.1.4.1.89.79.16.1.3.16 HacTpanBaeT BTOpPOii meToA, aBTOpU3aLum;
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V None 1.3.6.1.4.1.89.79.16.1.4.16 HacTpanBaeT TPETUI1 MeToA, aBTOpU3aL M.

101.110.97.98.108.101.95.99.95.100.101.102.97.117.108.116 nepesogurtca us ASCII
V Tabaunubl (pacwmdposbiBaetca enable_c_default).

101.110.97.98.108.101.95.110.95.100.101.102.97.117.108.116 nepesoautca us ASCII
Tabauubl (pacwmdposbiBaetca enable_n_default).

YoaneHue Hacmpoliku memodos asmopu3ayuu 014 enable

MIB: rlaaa.mib

Ucnonb3syembie Tabnnupl: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.2.16.{"enable c default” in DEC, kaxnasa OyKBa JIOIMHA
oTmeNiseTCcsa OT cJjenmypimer Touxkom} 1 2 \
1.3.6.1.4.1.89.79.15.1.2.16.{"enable n default” in DEC, xaxpmasa OykKBa JIOTMHa
oTmesiseTcsa OT cienypmeir Toukoi} 1 2 \
1.3.6.1.4.1.89.79.15.1.3.16.{"enable c default” in DEC, kaxnasa OyKBa JIOIMHA
oTmesyiaeTca oT cienypomen Touxkom} i 0 \
1.3.6.1.4.1.89.79.15.1.3.16.{"enable n default” in DEC, kaxpasa OykKBa JOTMHa
oTmesigeTca oOT ciyenywomen Touxkon} 1 0 \
1.3.6.1.4.1.89.79.15.1.4.16.{"enable c default” in DEC, kaxnasa OyKBa JIOIMHA
oTmesyiaeTca oOT ciyenypomenr Touxkom} i 0 \
1.3.6.1.4.1.89.79.15.1.4.16.{"enable n default” in DEC, kaxnasa OyKBa JIOIMHA
oTmesigeTcsa oOT cienmyomen Touxkon} 1 0 \
1.3.6.1.4.1.89.79.15.1.10.16.{“enable c default” in DEC, xaxnas OykBa JIOTMHa
oTmesigeTcsa oT cienykumenr Touxkor} i 0 \
1.3.6.1.4.1.89.79.15.1.10.16.{"enable n default” in DEC, xaxnmasa OyKBa JIOTMHAa
oTmenseTcs OT cjyenyomer Toukon} i 0

Mpumep yaaneHnsa metoaos aBTopusauum ana enable

KomaHpa CLI:

no aaa authentication enable default

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1
08.116 1 2 \

1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117.
108.116 1 2 \
1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.
108.116 1 0 \
1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117
.108.116 1 O

V None 1.3.6.1.4.1.89.79.15.1.2.15 HacTpanBaeT NepBbiA MeTOA aBTOPU3aLUK;

24 MNone 1.3.6.1.4.1.89.79.15.1.3.15 HacTpanBaeT BTOPOii meToA, aBTOpU3aLuu;

MNone 1.3.6.1.4.1.89.79.15.1.4.15 HacTpauBaeT TPeTUii MeToa, aBTOpU3aLmMu.
V 101.110.97.98.108.101.95.99.95.100.101.102.97.117.108.116 nepesogurtca mn3 ASCII
‘ Tabauupbl (pacwudposbiBaetca enable_c_default).

101.110.97.98.108.101.95.110.95.100.101.102.97.117.108.116 nepesogutca us ASCIl
Tabauupl (pacwudposbiBaetca enable_n_default).
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12.2 Hacmpoliika docmyna

BrnroueHue telnet-cepsepa

MIB: radlan-telnet-mib.mib

Ucnonbayemble Tabauupi: riTelnetEnable — 1.3.6.1.4.1.89.58.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.58.7.0 1 {on(l), off(2)}

Mpumep sKatoueHus telnet-cepsepa

KomaHpa CLI:
ip telnet server

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.58.7.0 1 1

BkrroueHue ssh cepsepa

MIB: rlssh.mib
Ucnonbayemble Tabauupi: riSshServerEnable — 1.3.6.1.4.1.89.78.2.102

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.78.2.102.0 1 {on(l), off(2)}

Mpumep BKkAtOUYeHUn ssh-cepsepa

KomaHpga CLI:

ip ssh server

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.78.2.102.0 1 1

[pocmomp akmusHbix ceccull

MIB: rIAAA.mib

Ucnonbayemble Tabanupi: rIAAAUserinetName — 1.3.6.1.4.1.89.79.57.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.57.1.5

Mpumep NPOCMOTPA aKTUBHbDIX CECCUIA

KomaHpa CLI:

Show users

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.79.57.1.5
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13 3EPKA/IMPOBAHUE NMOPTOB

Hacmpolka 3epKaaupo8aHusa nopmos

MIB: rfc2613.mib

Mcnonb3syembie Tabnunupl: portCopyTable — 1.3.6.1.2.1.16.22.1.3.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.16.22.1.3.1.1.4.{ifindex src port}.{ifindex dst port} 1
{copyRxOnly (1), copyTxOnly(2), copyBoth(3)} \
1.3.6.1.2.1.16.22.1.3.1.1.5.{ifindex src port}.{ifindex dst port} i
{createAndGo (4), destroy(6)}

Mpumep 3epkanuposaHua Tpaduka c uHTepdeiica GigabitEthernet 1/0/1 Ha untepdeiic GigabitEthernet
1/0/2

Komanpga CLI:
interface GigabitEthernet 1/0/2
port monitor GigabitEthernet 1/0/1

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.16.22.1.3.1.1.4.49.50 1 3 \
1.3.6.1.2.1.16.22.1.3.1.1.5.49.50 1 4

Hacmpolika 3epkanuposaHusa vlan

MIB: rfc2613.mib

Mcnonb3syembie Tabnnupl: portCopyTable — 1.3.6.1.2.1.16.22.1.3.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.16.22.1.3.1.1.4.{ifindex vlan}.{ifindex dst port} i
{copyRxOnly (1)} \

1.3.6.1.2.1.16.22.1.3.1.1.5.{ifindex vlan}.{ifindex dst port} i
{createAndGo (4), destroy(6)}

Mpumep HacTpoikn 3epKkanuposaHua vlian 622 Ha uHtepdeiic GigabitEthernet 1/0/2

Komanga CLI:
interface GigabitEthernet 1/0/2
port monitor vlan 622

KomaHaa SNMP:

snmpset -v2c —-c private 192.168.1.30 \
1.3.6.1.2.1.16.22.1.3.1.1.4.100621.50 1 1 \
1.3.6.1.2.1.16.22.1.3.1.1.5.100621.50 1 4
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14 oYHKUMUU ANATHOCTUKN PUSUYECKOIO YPOBHA

14.1 fuazHocmuka medHoz20 Kabensa

3anyck TDR mecma 018 nopma

MIB: rlphy.mib
Ucnonbayemble Tabauupi: riPhyTestSetType — 1.3.6.1.4.1.89.90.1.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.90.1.1.1.1.{ifIndex} 1 2

Mpumep 3anycka tdr ana nopra GigabitEthernet 1/0/12

KomaHpga CLI:
test cable-diagnostics tdr interface GigabitEthernet 1/0/12

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.90.1.1.1.1.60 1 2

V | Dnsa 3anycka Tecta tdr-fast ykasatb napamertp i 25.

YmeHue uHghopmauyuu no napam npu mecmuposaHuu memooom TDR

MIB: eltPhy.mib
Ucnonbayemble Tabnuupl: eltPhyTdrTestTable — 1.3.6.1.4.1.35265.1.23.90.1.1

e (Cratyc1 (1-2) napbl:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.2.{ifIndex}

e (Cratyc 2 (3-6) napbl:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.3.{ifIndex}

e Cratyc 3 (4-5) napsbl:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.4.{ifIndex}

e Cratyc 4 (7-8) napsbl:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.5.{ifIndex}
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Mpumep npocmoTpa cTaTyca napbl 1 Ha nHTepdelice GigabitEthernet 1/0/12

KomaHaa CLI:
show cable-diagnostics tdr interface GigabitEthernet 1/0/12

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.90.1.1.1.2.60

/ BapuaHTbl CTaTycoB nap:

test-failed(0) — d¢usuueckas HeucnpaBHOCTb; nNMB6O B MOMEHT 3anpoca uaer
AWNArHOCTUKa INHUY;

ok(1) — napa B nopsaake;

open(2) — paspbis;

short(3) — KOHTaKTbl napbl 3aMKHYTbI;

impedance-mismatch(4) — pasHuua B conpotuBneHun (camwkom 6Gonblioe
3aTyxaHue B JINHUK);

short-with-pair-1(5) — 3ambikaHue mexkay napamu;

short-with-pair-2(6) — sambikaHue mexKay napamu;

short-with-pair-3(7) — sambikaHue mexKay napamu;

short-with-pair-4(8) — 3ambikaHue mexKay napamm.

UsmepeHue 0auHbI nap 019 memoda TDR

MIB: eltPhy.mib
Ucnonb3syembie Tabnunupli: eltPhyTdrTestTable — 1.3.6.1.4.1.35265. 1.23.90.1.1

e [lnnna 1 (1-2) napbl:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.6.{ifIndex}

e [1nuHa 2 (3-6) napbl:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.7.{ifIndex}

e [1nuHa 3 (4-5) napbl:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.8.{ifIndex}

e [lnunHa 4 (7-8) napebil:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.9.{ifIndex}

Mpumep usmepeHua aamHbl napbl 4 ana metoga tdr Ha uHTepdeiice GigabitEthernet 1/0/12

Komanpga CLI:
show cable-diagnostics tdr interface GigabitEthernet 1/0/12

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.90.1.1.1.9.60
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N3mepeHue 8sauHbl Kabeaa MemoOoM, OCHOBAHHbLIM HA 3aMYyXaHUU

MIB: rlphy.mib
Ucnonbayemble Tabnmupl: riPhyTestGetResult — 1.3.6.1.4.1.89.90.1.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.90.1.2.1.3.{ifIndex}

Mpumep nsmepeHUs AAUHbI Kabena Ha BceX aKTUBHbIX NOPTaXx

KomaHpa CLI:
show cable-diagnostics cable-length

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.90.1.2.1.3

14.2 fluazHocmuKa onmu4yecko20 mpaHcusepa

CHamue noka3aHuti DDM

MIB: riphy.mib
Ucnonbayemble Tabnuupi: riPhyTestGetResult — 1.3.6.1.4.1.89.90.1.2.1.3

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.90.1.2.1.3.{muHmexc noprTal}.{Tun napamerpa}

Mpumep 3anpoca nokasanunii DDM c untepdeiica TengigabitEthernet1/0/1 (gna Bcex napameTpos)

KomaHpga CLI:

show fiber-ports optical-transceiver interface TengigabitEthernet0/1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.90.1.2.1.3.105

/ Tun napameTpa MOXKET NPUHUMaTb CaeayloLmne 3HauYeHUA:

rIPhyTestTableTransceiverTemp (5) — Temnepatypa SFP TpaHcuBepa;
riPhyTestTableTransceiverSupply (6) — HanpsaxeHue NuTaHUA B MKB;

riPhyTestTableTxBias (7) — TOK cmeleHnA B MKA;

riPhyTestTableTxOutput (8) — ypoBeHb MOLHOCTU Ha Nepegade B mDbm;

rIPhyTestTableRxOpticalPower (9) — ypoBeHb MOLWHOCTM HA Npueme B mDbm.

[Tpocmomp cepuliHo2o Homepa SFP-mpaHcusepa

MIB: eltMes.mib

Ucnonbsyemble Tabanupl: eltMesPhdTransceiver — 1.3.6.1.4.1.35265.1.23.53

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.53.1.1.1.6.{mHOekc nopra}
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Mpumep npocmotpa cepuitHoro Homepa SFP ¢ wuHTepdeiica GigabitEthernet 1/0/2 (ana Bcex
napamerpos)

KomaHaa CLI:
show fiber-ports optical-transceiver interface GigabitEthernet 1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.53.1.1.1.6.50
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15 3NEKTPONUTAHUE NO NUHUAM ETHERNET (POE)

Mpocmomp nompebagemoll/HoMuHanbHOU MowHocmu PoE

MIB: rfc3621.mib

Ucnonbayemble Tabanupi: pethMainPseEntry — 1.3.6.1.2.1.105.1.3.1.1
snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.2.1.105.1.3.1.1.{nominal(2), consumed(4)}.{unit}

MNpumep npocmoTpa NoTpebasemoit MOLHOCTU

KomaHpga CLI:

show power inline

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.105.1.3.1.1.4.1

[lpocMmomp noKasaHul memnepamypHo20 0amyuka PoE

MIB: rIPoe.mib

Ucnonb3ayemble Tabanubl: rlPethPowerPseTemperatureSensor — 1.3.6.1.4.1.89.108.3.1.6
snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.108.3.1.6.{unit}

Mpumep NpocMoTPa NOKa3aHUI1 TemNepaTypHOro AaTuMKa

KomaHga CLI:

show power inline

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.3.1.6.1

[pocmomp aumuma mouwHocmu Ha uHmepgelice PoE

MIB: rlPoe.mib

Ucnonbsyemble Tabanupi: ripethPsePortOperPowerlimit — 1.3.6.1.4.1.89.108.1.1.9

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.1.1.9.{unit}.{ifindex}

Mpumep NpocmoTpa AMMUTa MOLLHOCTU Ha MHTepdeiice GigabitEthernet1/0/2

KomaHpga CLI:
show power inline GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.1.1.9.1.50
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[pocmomp 3HaYeHUsa mowHocmu Ha UuHmepagelice PoE

MIB: rfc3621.mib

Ucnonb3ayemblie Tabnnupl: pethPsePortActualPower — 1.3.6.1.2.1.105.1.1.1.15

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.105.1.1.1.15.{unit}.{ifindex}

Mpumep npocmoTpa 3HaUYEHUA MOLLHOCTU Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show power inline GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.105.1.1.1.15.1.50

[Mpocmomp 3Ha4eHUA moKa Ha uHmepaelice PoE

MIB: rlPoe.mib

Ucnonb3ayemblie Tabnunupl: ripethPsePortOutputCurrent — 1.3.6.1.4.1.89.108.1.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.1.1.4.{unit}.{ifindex}

Mpumep npocmoTpa 3HaUYeHUA TOKa Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show power inline GigabitEthernetl/0/2

Komanga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.1.1.4.1.50

[Mpocmomp 3Ha4yeHUA HanpaXceHua Ha uHmepagelice POE

MIB: rlPoe.mib

Ucnonb3syembie Tabnuupli: ripethPsePortOutputVoltage — 1.3.6.1.4.1.89.108.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.1.1.3.{unit}.{ifindex}

Mpumep npocmoTpa 3HaUEHUA HanNpPAXKeHUA Ha nHtepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show power inline GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.1.1.3.1.50
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OmekntoyeHue Power over Ethernet Ha nopme

MIB: rfc3621.mib

Ucnonbayemble Tabanupi: pethPsePortAdminEnable — 1.3.6.1.2.1.105.1.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.105.1.1.1.3.{unit}.{ifindex} 1 {auto(l), never(2)}

Mpumep oTknoueHnn PoE Ha nHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
interface GigabitEthernetl/0/2
power inline never

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.105.1.1.1.3.1.50 1 2
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16 PYHKLUMU OBECNEYEHUA BE3ONACHOCTU

16.1 ®yHkyuu obecnevyeHus 3auumsl NOPMoO8

O2paHuyeHue Koaudecmaa MAC-adpecos, usyyaemoix Ha Ethernet-nopmax

MIB: rlinterfaces.mib

Ucnonb3syembie Tabnuupl: swifTable — 1.3.6.1.4.1.89.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.38.{ifIndex} i1 {max mac addresses}

Mpumep orpaHnyenns B 20 MAC-agpecos Ha nopt GigabitEthernet1/0/2

KomaHpa CLI:
interface GigabitEthernetl/0/2
port security max 20

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.38.50 1 20

BkaroyeHue port security

MIB: rlinterfaces.mib

Ucnonb3ayembie Tabnunupl: swifPortLocklfRangeTable — 1.3.6.1.4.1.89.43.6

v2c -c <community> <IP address> \

4.1.89.43.6.1.3.1 i {locked(l), unlocked(2)} \

4.1.89.43.6.1.4.1 1 {discard(l), forwardNormal (2), discardDisable(3),
HaI MakeToM, He MOoMaBUMM [OI MNpaBuiia port security} \
4.1.89.43.6.1.5.1 i {true(l), false(2). Insa oTnpaBku TpamnoB} \
4.1.89.43.6.1.6.1 i {uacToTa oTmpaBKM Tpamnos (cek)} \
4.1.89.43.6.1.2.1 x {ifindex B BuIe OMUTOBOM MACKM}

Mpumep HacTpoiiKku port security ana nntepdeicos GigabitEthernet 1/0/1-2

Komanpga CLI:
interface range GigabitEthernet 1/0/1-2
port security discard trap 30

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.6.1.3.1 1 1 \
1.3.6.1.4.1.89.43.6.1.4.1 1 1 \
1.3.6.1.4.1.89.43.6.1.5.1 1 1 \
1.3.6.1.4.1.89.43.6.1.6.1 1 30 \
1.3.6.1.4.1.89.43.6.1.2.1 x "0000000000QOQOCO"
MeTogmuka pacueta 6UTOBOM Macku npueeaeHa B pasgene «lMpunoxeHue A.
V MeTtoamMKa pacueta 6UTOBO MACKU».

82 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP



HELTEX

YcmaHoska pexcuma pabomel port security

MIB: rlinterfaces.mib

Ucnonbayemble Tabamupi: swifTable — 1.3.6.1.4.1.89.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.37.{ifIndex} 1 {disabled(l), dynamic(2), secure-
permanent (3), secure-delete-on-reset(4)}

Mpumep HaACTPOMKM pexkMma OorpaHUYEHUA NO KOAMYecTBY usyudeHHbix MAC-agpecos Ha uHTepdeiice
GigabitEthernet 1/0/2

KomaHpa CLI:
interface GigabitEthernet 1/0/2
port security mode max-addresses

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.37.50 1 2

lpocmomp cmamyca port security

MIB: rlinterfaces.mib

Ucnonbayemble Tabanybl: swifLockAdminStatus — 1.3.6.1.4.1.89.43.1.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.8

Mpumep npocmoTpa cratyca port security

KomaHpga CLI:
show ports security

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.8

lpocmomp muna port security

MIB: rlinterfaces.mib

Ucnonbayemble Tabamupi: swifAdminLockAction — 1.3.6.1.4.1.89.43.1.1.20

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.20

Mpumep npocmoTpa TMNa port security

KomaHpga CLI:
show ports security

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.20
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[Tpocmomp MaKcumanbHO20 3a0aHHO20 Konauvecmsea MAC-adpecos, u3dyvaemsix Ha Ethernet
nopmax

MIB: rlinterfaces.mib

Ucnonb3ayembie Tabnnupl: swifLockMaxMacAddresses — 1.3.6.1.4.1.89.43.1.1.38

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.38

Mpumep npocmoTpa MaKcMmasnbHOro 3agaHHoro Konmdecrsa MAC agpecos, usyvyaemblix Ha Ethernet-
noprax

KomaHpa CLI:
show ports security

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.38

[lepesod nopma 8 pexcum Uu3o0aayuu

MIB: rlprotectedport.mib

Ucnonb3syembie Tabnuupl: riProtectedPortsTable — 1.3.6.1.4.1.89.132.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.132.1.1.1.{Ifindex} i {not-protected(l), protected(2)}

Mpumep HacTPOIKM n3onaumMmn Ha noptax GigabitEthernet 1/0/1 n GigabitEthernet 1/0/2

KomaHpa CLI:
interface range GigabitEthernet 1/0/1-2
switchport protected-port

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.132.1.1.1.49 i 2 \
1.3.6.1.4.1.89.132.1.1.1.50 1 2

Hacmpolika omnpasku mpaguka Ha uplink-port

MIB: RADLAN-vlan-MIB

Ucnonb3syembie Tabnuupl: vianPrivateEdgeStatus — 1.3.6.1.4.1.89.48.37.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.37.1.1.{Ifindex} i {ifindex} \
1.3.6.1.4.1.89.48.37.1.2.{Ifindex} i {createandGo (4),destroy(6)}

Mpumep HacTpoiiku oTnpaBKu TpaduKa Ha uplink-nopt

KomaHpa CLI:
interface GigabitEthernet 1/0/6
switchport protected GigabitEthernet 1/0/8

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.37.1.1.54 1 56 \
1.3.6.1.4.1.89.48.37.1.2.54 i 4
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Co30aHue cmamuyeckol npusasku 8 MAC-mabauuye

MIB: Q-BRIDGE-MIB

Ucnonbayemble Tabnuupl: dot1qgStaticUnicastTable — 1.3.6.1.2.1.17.7.1.3.1

snmpset -v2c -c <community> -t 20 -r 0 <IP address> \

1.3.6.1.2.1.17.7.1.3.1.1.4.{vlan id}.{mac address (DEC). Bauter MAC-anmpeca
paznensawonrcsa ToukamMu}.{ifIndex} i {other(l), invalid(2), permanent (3),
deleteOnReset (4), deleteOnTimeout (5) }

MNpumep npusaskn MAC-agpeca 00:22:68:7d:0f:3f B vlan 622 Kk uHtepdeliicy Gigabitethernetl/0/2 s
pexume secure (Mo gedonty ucnonbsyerca pexkum permanent)

KomaHpga CLI:
mac address-table static 00:22:68:7d:0f:3f vlan 622 interface
gigabitethernetl/0/2 secure

KomaHaa SNMP:
snmpset -v2c -c private -t 20 -r 0 192.168.1.30 \
1.3.6.1.2.1.17.7.1.3.1.1.4.622.0.34.104.125.15.63.50 1 1

[Mpocmomp MAC-mabauuybl

MIB: Q-BRIDGE-MIB

Ucnonbzyemble Tabaunubl: dotlgTpFdbTable — 1.3.6.1.2.1.17.7.1.2.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2

Npumep npocmotpa MAC-Tabauubl

KomaHaa CLI:
show mac address-table

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2

Co30aHuUe cmamu4yeckol npusda3ku 8 arp-mabauye

MIB: RFC1213-MIB

Ucnonbsyemble Tabamupi: ipNetToMediaTable — 1.3.6.1.2.1.4.22

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{vlan id}.{IP address} x {,MAC address“} \
1.3.6.1.2.1.4.22.1.3.{vlan id}.{IP address} a {IP address} \
1.3.6.1.2.1.4.22.1.4.{v1lan id}.{IP address} 1 4

Mpumep npusasku ip 192.168.1.21 u MAC aa:bb:cc:dd:ee:ff K vlan 1

KomaHpa CLI:
arp 192.168.1.21 aa:bb:cc:dd:ee:ff vlian 1

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2.100000.192.168.1.21 x "aabbccddeeff" \
.2.1.4.22.1.3.100000.192.168.1.21 a 192.168.1.21 \

1.3.6.1
1.3.6.1.2.1.4.22.1.4.100000.192.168.1.21 1 4
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1. Ana yaaneHusa npuBAasKu Heobxoaumo B none 1.3.6.1.2.1.4.22.1.4 npUcBouTb
V 3HauyeHue 2.
2. IP-aapec ycrpoiictBa u IP-agpec co3gaBaemoit cTaTUuecKoi 3anmucu B arp-tabauue
BAONKHbI HAXOAUTbLCA B OA4HOI NoAcCeTU.

Mpocmomp arp-mabauysi

MIB: RFC1213-MIB.mib, Q-BRIDGE-MIB.mib

Ucnonb3yemble Tabnuubi:
pNetToMediaPhysAddress — 1.3.6.1.2.1.4.22.1.2
dotlqTpFdbEntry — 1.3.6.1.2.1.17.7.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{(2) ip address, (3)MAC address}

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2.1

Mpumep npocmoTpa arp-Tabauubi

KomaHpa CLI:

show arp

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2.1

V 1. 3HaueHue Tabaunubl pNetToMediaPhysAddress otobparkaer IP-agpec 1 MAC-agpec vian.
2. 3HayeHue Tabauubl dotlqTpFdbEntry oTobpaikaet ctatyc U naeHTUPUKALUOHHBIN
HOMep MOopTa, C KOTOPOro AO0CTYNHO YCTPOICTBO.

16.2 KoHmponab npomokona DHCP u onyus 82

BknoyeHue/sbiknoyeHue DHCP-cepsepa Ha KoMmmymamope

MIB: rldhcp.mib

Ucnonb3ayembie Tabnuupli: riDhcpRelaylnterfacelistTable — 1.3.6.1.4.1.89.38.29

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.38.30.0 1 {true(l), false(2)}

Mpumep BrknoueHna DHCP-cepBepa Ha KommyTaTope

KomaHpa CLI:
ip dhcp server

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.30.0 1 1
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Mpocmomp 3anuceti mabauybl dhcp snooping

MIB: rIBridgeSecurity.mib

Ucnonb3yemble Tabanupbi: rlipDhcpSnoopEntry — 1.3.6.1.4.1.89.112.1.11.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.11.1

MNpumep npocmotpa Tabamubl dhcp snooping

KomaHpa CLI:
Show ip dhcp snooping binding

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.112.1.11.1

BraroyeHue/soikaroyeHue dhcp snooping 2106as16HO

MIB: rlbridge-security.mib

Ucnonbayemble Tabauupi: rlipDhcpSnoopEnable — 1.3.6.1.4.1.89.112.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.2.0 1 {enable(l), disable(2)}

Mpumep rnobanbHoro BkatoueHusa dhcp snooping

KomaHpga CLI:
ip dhcp snooping

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.2.0 1 1

BkrntoyeHue/sbikntoyeHue dhep snooping so vian

MIB: rlbridge-security.mib
Ucnonbayemble Tabauupi: rlipDhcpSnoopEnableVianTable — 1.3.6.1.4.1.89.112.1.12

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.112.1.12.1.2.{v1lan id} i1 {createAndGo(4), destroy(6)}

Mpumep BrkAtoyeHusa dhcp snooping B vlian 622

KomaHpa CLI:
ip dhcp snooping vlan 622

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.12.1.2.622 1 4
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Hacmpolika ip DHCP information option

MIB: rlbridgesecurity.mib

Ucnonb3syembie Tabnunupl: rlipDhcpOpt82insertionEnable — 1.3.6.1.4.1.89.112.1.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.8.0 i {enable(l), disable(2)}

Mpumep HacTpoiiku ip DHCP information option

KomaHpa CLI:
ip dhcp information option

KomaHga SNMP:
snmpset -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.112.1.8.0 i 1

Hacmpolika dosepeHHo20 nopma dhcep

MIB: rlbridge-security.mib
Ucnonb3syembie Tabnunupl: rlipDhcpSnoopTrustedPortTable — 1.3.6.1.4.1.89.112.1.13

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.112.1.13.1.2.{ifIndex} 1 {createAndGo(4), destroy(6)}

Mpumep HacTpoliku poBepeHHOro uHtepdeiica GigabitEthernet 1/0/2

KomaHpa CLI:
interface GigabitEthernet 1/0/2
ip dhcp snooping trust

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.13.1.2.50 1 4

Hacmpotika DHCP relay so vian

MIB: rldhcp.mib

Ucnonb3yemble Tabauubi:

rIDhcpRelaylinterfacelistVlanld1To1024 — 1.3.6.1.4.1.89.38.29.1.3
rIDhcpRelaylinterfacelistVlanld1025T02048 — 1.3.6.1.4.1.89.38.29.1.4
rIDhcpRelaylinterfacelistVlanld2049To3072 — 1.3.6.1.4.1.89.38.29.1.5
rIDhcpRelayinterfacelListVIanld3073To4094 — 1.3.6.1.4.1.89.38.29.1.6

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.38.29.1.3.1 x {BuToBas Macka}

Mpumep HacTpoiiku ip DHCP relay enable Bo vlan 1

KomaHpa CLI:
Interface vlan 1
Ip dhcp relay enable

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.29.1.3.1 x 800000000000
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Npumep HacTpoiiku ip DHCP relay enable Bo vlan 1026

KomaHpga CLI:
Interface vlan 1026
Ip dhcp relay enable

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.29.1.4.1 x 400000000000

V Mpumep pacueTa 6UTOBOI MacKM MOXKHO NOCMOTPeTb B pasaene «Mpunoxenue A.
- MeTtoauKa pacueta 6UTOBOI MacKu».

16.3 3awuma IP-adpeca Knuenma (IP source Guard)

BK/HO‘*IGHUG/BbIK/HOLIEHUE ip source quard 2106aa6HO

MIB: rlbridge-security.mib
Ucnonbayemble Tabanybl: rlipSourceGuardEnable — 1.3.6.1.4.1.89.112.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.2.2.0 i {enable(l), disable(2)}

Mpumep rnobanbHOro BKAKOYEHUA ip source guard

KomaHpa CLI:
ip source-guard

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.2.2.0 1 1

Co30aHue cmamu4ecKkol npusa3Ku ip source quard

MIB: rlbridge-security.mib
Ucnonbayemble Tabanupi: rlipDhcpSnoopStaticTable — 1.3.6.1.4.1.89.112.1.10

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.112.1.10.1.3.{vlan id}.{MAC in DEC. Kaxnmemt OamT MAC-ampeca
oTmeyigseTca OT HNpensaymero Toukoi} a {ip address (DEC)} \
1.3.6.1.4.1.89.112.1.10.1.4.{vlan id}.{MAC in DEC. Kaxnem OamT MAC-anmpeca
oTmesiseTca OT npensngymero Toukoi} 1 {ifIndex} \
1.3.6.1.4.1.89.112.1.10.1.5.{vlan id}.{MAC in DEC. Kaxmemt OauT MAC-ampeca
oTHmesifseTCsd OT NPemuHnymero Toukow} i1 {createAndGo (4), destroy(6)}

MNpumep npuBaskm MAC appeca 00:11:22:33:44:55 Kk IP 192.168.1.34, vlan 622, wuHTepdeicy
GigabitEthernet 1/0/9

KomaHpga CLI:
ip source-guard binding 00:11:22:33:44:55 622 192.168.1.34 GigabitEthernet
1/0/9

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.10.1.3.622.0.17.34.51.68.85 a 192.168.1.34 \
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.4.1.89.112.1.10.1.4.622.0.17.34.51.68.85 1 57 \
.4.1.89.112.1.10.1.5.622.0.17.34.51.68.85 1 4

BKﬂiO'-‘IEHUE/BbIKﬂ}O'-‘IEHUE ip source quard Ha uHmMepdgelice

MIB: rlbridge-security.mib
Ucnonb3ayembie Tabnuupl: rlipSourceGuardPortTable — 1.3.6.1.4.1.89.112.2.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.2.5.1.2.<ifIndex> 1 {createAndGo(4), destroy(6)}

Mpumep BKAoUeHuUA ip source guard Ha nHtepdeiice GigabitEthernet 1/0/9

KomaHpa CLI:
interface GigabitEthernet 1/0/9
ip source-guard

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.2.5.1.2.57 1 4

BK/HO‘—IEHUE/BbIK/HO‘-IEHue ip source quard so vlan

MIB: eltBridgeSecurity.mib

Ucnonbsyemble Tabauubi: eltlpSourceGuardPortTable — 1.3.6.1.4.1.35265.1.23.112.8.1,
1.3.6.1.4.1.35265.1.23.112.8.1.1.1 — vlan1-1024, 1.3.6.1.4.1.35265.1.23.112.8.1.1.2 — vlan1025-2048,
1.3.6.1.4.1.35265.1.23.112.8.1.1.3 — vlan2049-3072, 1.3.6.1.4.1.35265.1.23.112.8.1.1.4 — vlan3073-4094

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.112.8.1.1.1.<ifindex> x {BurToBasg mMacka}

Mpumep BKAoUueHuUA ip source guard Ha nHTepdeiice GigabitEthernet 1/0/1 so vlan 2

KomaHpa CLI:
interface GigabitEthernet 1/0/9
ip source-guard vlan 2

Komanaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.35265.1.23.112.8.1.1.1.49 x
"400000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000"

16.4 Kovmponb npomokosna ARP (ARP Inspection)

BkntoveHue/sbikao4YeHue arp inspection 2106a1bHO

MIB: rlbridge-security.mib
Ucnonb3ayembie Tabnunupl: rlipArplnspectEnable — 1.3.6.1.4.1.89.112.3.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.2.0 1 {enable(l), disable (2)}

Mpumep rnobanbHOro BKAOUEHUA arp inspection
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KomaHpga CLI:
ip arp inspection

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.2.0 1 1

BkrtoyeHue/sbikaro4eHue arp inspection 8o vian

MIB: rlbridge-security.mib

Ucnonbayemble Tabauupi: rlipArpinspectEnableVianTable — 1.3.6.1.4.1.89.112.3.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.6.1.3.{vlan id} 1 {createAndGo(4), destroy(6)}

Mpumep BKAIOUYEHUA arp inspection Bo vlan 622

KomaHpa CLI:

ip arp inspection vlan 622

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.6.1.3.622 1 4

Hacmpolika dosepeHHo20 nopma arp inspection

MIB: rlbridge-security.mib
Ucnonbayemble Tabauupi: rlipArpinspectTrustedPortRowStatus — 1.3.6.1.4.1.89.112.3.7.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.7.1.2.{ifIndex} i {createAndGo(4), destroy(6)}

Mpumep HacTpoiiku posepeHHoro nHtepdeiica GigabitEthernet 1/0/2

KomaHaa CLI:
interface GigabitEthernet 1/0/2
ip arp inspection trust

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.7.1.2.50 1 4

lpusAaska ip arp inspection list K vlian

MIB: rlbridge-security.mib
Ucnonbayemble Tabamupi: rlipArpinspectAssignedListName — 1.3.6.1.4.1.89.112.3.6.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.6.1.2.{vlan id} s {list name}

Mpumep NpuBA3KK KUCTa € UMeHeM test K vlan 622

KomaHpa CLI:
ip arp inspection list assign 100 test
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KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.6.1.2.622 s test

16.5 lposepka NodnUHHOCMU KaAueHma Ha ocHoee nopma (802.1x)

BKaroyeHue aymeHmugukauuu 802.1X Ha Kommymamope

MIB: dot1xPaeSystem.mib

Ucnonb3ayembie Tabamupi: dotlxPaeSystemAuthControl — 1.0.8802.1.1.1.1.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.1.1.0 i {enabled(l), disabled(2)}

Mpumep BrkAtoyeHua 802.1x

Komanga CLI:

dotlx system-auth-control

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.1.1.0 1 1

BkrtoyeHue nepuoduyeckoli mosmopHol nposepKu nodauHHocmu (nepeaymeHmugukayuu)
KaueHma

MIB: draft-ietf-bridge-8021x.mib

Ucnonbayembie Tabnunupl: dotlxAuthReAuthEnabled — 1.0.8802.1.1.1.1.2.1.1.13

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.13.{ifIndex} i {true(l), false(2)}

Mpumep BKAIOYEHUA NEPMOAMYECKON MOBTOPHOI NPOBEPKU NOAJAMHHOCTM KAWEHTa Ha UHTepdelice
Gigabitethernet 1/0/2

Komanga CLI:
interface gigabitethernet 1/0/2
dotlx reauthentication

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.13.50 1 1

YcmaHoska nepuoda mexoy nosmopHbLIMU NposepKamu nodauHHocmu

MIB: draft-ietf-bridge-8021x.mib

Ucnonb3ayembie Tabnnupi: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.12

snmpset -v2c -c¢ <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.12.{ifIndex} u {size 300-4294967295}

Mpumep ycraHoBKM nepuoga B 300 ceK me)ay NOBTOPHbIMM NpoBepKamu Ha wuHTepdeice
Gigabitethernet 1/0/2
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KomaHpga CLI:
interface gigabitethernet 1/0/2
dotlx timeout reauth-period 300

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.12.50 u 300

Hacmpolika pexcumos aymeHdmugukayuu 802.1X Ha uHmepgelice

MIB: draft-ietf-bridge-8021x.mib

Ucnonbayemble Tabamupi: dot1xAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.6

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.6.{ifIndex} i {force-Unauthorized(l), auto(2), force-
Authorized (3) }

Mpumep HacTpoiikm ayteHTUGMKauumn 802.1X B pexkume auto Ha uHtepdeiice Gigabitethernet 1/0/2

KomaHaa CLI:
interface gigabitethernet 1/0/2
dotlx port-control auto

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.6.50 1 2

BKaroyeHue aymeHmuguKayuu, ocHosaHHol Ha MAC-adpecax noss3osamesneli

MIB: radlan-dot1x-mib.mib

Ucnonbayemblie Tabauupi: ridotlxAuthenticationPortTable — 1.3.6.1.4.1.89.95.10.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.95.10.1.1.{ifIndex} i {destroy (1), mac-and-802.1x(2), mac-—
only(3)}

Mpumep BKAIOYEHUA ayTeHTUPUKALMKM, OCHOBAHHON TOoNbKO Ha MAC-agpecax, Ha uHTepdeiice
GigabitEthernet 1/0/3

KomaHpga CLI:
interface gigabitethernet 1/0/3
dotlx authentication mac

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.95.10.1.1.51 1 3

PaspeweHue Hanu4us 00HO20/HeCKOAbKUX KAUEHMO8 Ha a8mopu308aHHOM rnopme 802.1X

MIB: rlinterfaces.mib

Ucnonbayemble Tabamupi: swifTable — 1.3.6.1.4.1.89.43.1.1.30

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.30.{ifIndex} i {single(l), none(2), multi-sessions(3)}
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Mpumep paspelleHUA HAIMUNA HECKONbKMX KNMEHTOB Ha uHTepdeiice Gigabitethernet 1/0/3

KomaHaa CLI:
interface Gigabitethernet 1/0/3
dotlx host-mode multi-sessions

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.30.51 1 3

BrrntoyeHue 00HO20 uau 08yx Memo0oos8 nNposepKu MNodAUHHOCMU, aemopusayuu U yyema (AAA)
014 UCnosab3084aHUA Ha UHMepgeticax IEEE 802.1x

MIB: rlaaa.mib

Ucnonb3syembie Tabnuupl: rIAAAEapMethodListTable — 1.3.6.1.4.1.89.97.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.97.1.1.1.7.{"default” in DEC, kaxzmas OykBa oTIeJigdeTCd OT
crenymomen Touxkom} s {authentication list} \1.3.6.1.4.1.89.97.1.1.2.7.{“default”
in DEC, xaxmas OyKBa OTHOeJsgeTcs OT cJjeznymwomer toukon} i {Deny(0), radius(l),
none (2)} \

1.3.6.1.4.1.89.97.1.1.3.7.{%default” in DEC, kaxmasa OyKBa OTIEJIS€TCH OT
crnenywomen Toukoi} i {Deny(0), radius(l), none(2)} \
1.3.6.1.4.1.89.97.1.1.7.7.{"default” in DEC, kaxmasd OyKBa OTIeJII€TCS OT
cregnyomer Toukom} i 1

Mpumep BKAOYeHUA cnucka RADIUS-cepBepoB ana ayteHTUGUMKaLUM Nnonb3oBaTens

KomaHpa CLI:

aaa authentication dotlx default radius none

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.97.1.1.1.7.100.101.102.97.117.108.116 s default \
1.3.6.1.4.1.89.97.1.1.2.7.100.101.102.97.117.108.116 i 1 \
1.3.6.1.4.1.89.97.1.1.3.7.100.101.102.97.117.108.116 i 2 \
1.3.6.1.4.1.89.97.1.1.7.7.100.101.102.97.117.108.116 i 1

1) Ana Toro uto6bl BEPHYTbCA K HAaCTPOIiKaM NO YMOJIYaHUIO, AOCTaTOYHO 3HAYeHUA
V nomeHATb Ha Deny(0).

2) Default nepesogurca us ASCIl B HEX ¢ nomouwbio Tabauubl, KOTOPYIO MOXKHO
HauTK no ccoike https://ru.wikipedia.org/wiki/ASCII

JlobasseHue YyKa3aHH020 cepsepa 8 CrIUCoK ucnoabzyemoix RADIUS-cepsepos

MIB: rlaaa.mib
Ucnonbsyemble Tabnunupli: riIRadiusServerlinetTable — 1.3.6.1.4.1.89.80.8

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.80.8.1.2.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} x "{ip adress (HEX)}" \

1.3.6.1.4.1.89.80.8.1.1.1.4.{ip address (DEC)}.{default UDP port 1812}.{default
UDP port 1813} i {ipv4(l), ipv6(2), ipv4z(3)} \

1.3.6.1.4.1.89.80.8.1.3.1.4.{ip address(DEC) }.{default UDP port 1812}.{default
UDP port 1813} i {default UDP port 1812} \

1.3.6.1.4.1.89.80.8.1.4.1.4.{ip address(DEC) }.{default UDP port 1812}.{default
UDP port 1813} i {default UDP port 1813} \
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1.3.6.1.4.1.89.80.8.1.9.1.4.{ip address (DEC)}.{default UDP port 1812}.{default

UDP port 1813} s "#{encoding key}"™ \
1.3.6.1.4.1.89.80.8.1.13.1.4.{1ip address (DEC) }. {default
1812} .{default UDP port 1813} i {createAndGo(4), destroy(6)}

Npumep po6aBneHua cepeepa B CNUCOK ucnosib3yembix RADIUS-cepeepoB

UDP port

KomaHpga CLI:
radius-server host 192.168.1.10 encrypted key da90833£f59%9be

KomaHaa SNMP:
snmpset -v2c -c privat
1.3.6.1.4.1.89.80.8.1.
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16.6 MexaHu3m obHapy»ceHusa nemens (loopback-detection)

FnobanbHoe sKarYeHue loopback-detection

MIB: rllbd.mib

Ucnonbzyemble Tabanubl: riLbdEnable — 1.3.6.1.4.1.89.127.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.1.0 1 { true(l), false(2) }

MNpumep rnobanbHoro skaoueHus loopback-detection

KomaHaa CLI:
loopback-detection enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.1.0 1 1

UsmeHeHuUe uHmMepsana loopback-detection

MIB: rllbd.mib

Ucnonbayemble Tabauupi: riLbdDetectioninterval — 1.3.6.1.4.1.89.127.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.2.0 I { seconds 1-60 }

Mpumep nsmeHeHuna nHtepsana loopback-¢ppeiimos Ha 23 ceKyHAbI

KomaHpga CLI:
loopback-detection interval 23

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.2.0 1 23

UUsmeHeHue pexcuma pabombsi loopback-detection
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MIB: rllbd.mib

Ucnonb3syembie Tabnuupli: riLlbdMode — 1.3.6.1.4.1.89.127.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.3.0 1 {source-mac-addr(1l),base-mac-addr(2), multicast-mac-
addr (3) ,broadcast-mac-addr (4) }

Mpumep nameHeHua pexkuma paborbl loopback-detection Ha source-mac-addr

KomaHpa CLI:
loopback-detection mode src-mac-addr

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.3.0 1 1

BknroyeHue/omksnoveHue loopback-detection Ha uHmepgelicax

MIB: rllbd.mib

Ucnonbzyemble Tabauubi: riLbdPortAdminStatus — 1.3.6.1.4.1.89.127.4.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.4.1.1.{ifindex} 1 { enable(l), disable(2)}

Mpumep skaoueHus loopback-detection Ha uHTepdeiice TengigabitEthernet1/0/2

Komanga CLI:
interface TengigabitEthernetl/0/2
loopback-detection enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.4.1.1.106 1 1

[Mpocmomp paboyezo cocmoaHusa loopback-detection Ha uHmepgelice

MIB: rllbd.mib

Ucnonb3ayembie Tabnuupli: riLbdPortOperStatus — 1.3.6.1.4.1.89.127.4.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.4.1.2.{ifindex}

Mpumep npocmotpa coctossHusa loopback-detection Ha HTepdeiice GigabitEthernet1/0/2

Komanpga CLI:
show loopback-detection GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.127.4.1.2.50

/ Mpu ncnonb3oBaHUM ShMpP KOMaHAbI:

1 — cocroAHue inactive,
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2 — cocTtofiHMe active,
3 — loopdetected.

Mpocmomp 3ab6sa0kuposaHHbix VLAN 8 pexcume vian-based

MIB: rllbd.mib

Ucnonbayemble Tabnmupl: eltMesLdb — 1.3.6.1.4.1.35265.1.23.127

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.127.4.1.3.{ifindex}.{vlan}

Mpumep npocmotpa coctosaHua vlan 2 Ha uHtepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show loopback-detection GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.127.4.1.3.50.2

/ Bo3MOXKHble COCTOAHUA:
1 — active,
2 — blocked

16.7 KoHmposnb wupoKoeewamenbHo20 wmopma (storm-control)

Hacmpolika storm-control Ha uHmepagelice

MIB: radlan-mib.mib

Ucnonblyemble Tabanybi: rIStormCtrl — 1.3.6.1.4.1.89.77

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.77.12.1.2.{ifindex}.{broadcast(l),multicastRegistred(2),multicas
tUnregistred(3), multicastAll (4), unknownUnicast(5)} u {rate} \
1.3.6.1.4.1.89.77.12.1.3.{ifindex}.{broadcast (1), multicastRegistred

(2) ,multicastUnregistred(3),multicastAll (4),unknownUnicast(5)} I
kiloBitsPerSecond (1) ,precentaged(2)} \
1.3.6.1.4.1.89.77.12.1.4.{ifindex}.{broadcast (1), multicastRegistred

(2) ,multicastUnregistred(3), multicastAll (4), unknownUnicast(5)} i

{none (1), trap(2),shutdown (3), trapAndShutdown (4) }

Mpumep BKaoueHus storm-control ana broadcast-tpaduka Ha untepdeiice GigabitEthernet1/0/1

KomaHpga CLI:
interface GigabitEthernetl/0/1
storm-control broadcast kbps 10000 trap shutdown

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.3.49.1 i 1 \
1.3.6.1.4.1.89.77.12.1.2.49.1 u 1000 \
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|1.3.6.1.4.1.89.77.12.1.4.49.1 i 4

Mpumep oTKAoueHUa storm-control ana broadcast-tpadpuka Ha nHTepdeiice GigabitEthernet1/0/1

KomaHpaa CLI:
interface GigabitEthernetl/0/1
no storm-control broadcast

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.49.1 u O

Bkntovyums/sbikaroyums storm-control das unknown unicast-mpaguka

MIB: radlan-stormctrl.mib

Ucnonb3syembie Tabnunupl: riIStormCtrlRateLimCfgTable — 1.3.6.1.4.1.89.77.12

snmpset -v2c -c <community> <IP address> \
1s0.3.6.1.4.1.89.77.12.1.2.{1ifIndex}.5 u {Kbps, orkmounts (0) }

Mpumep BKAIOUEHUA KOHTPONA HEM3BECTHOrO ogHOaapecHoro Tpaduka Ao 50 K6uT/c

Komanga CLI:
interface GigabitEthernetl/0/2
storm-control unicast Kbps 50

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.50.5 u 50
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17 KOH®UTYPUPOBAHME IP U MAC ACL (CMTUCKU KOHTPONA AOCTYNA)

Co30aHue mac access-list

MIB: gosclimib.mib

Ucnonbayemble Tabanupi: rlQosAclTable — 1.3.6.1.4.1.89.88.7

-v2c -c <community> <IP address> \
1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}" \
1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip
1.

Mpumep co3panHmna MAC ACL c nipgekcom 207

(
89.88.7.1.4.{index-of-acl} i {createAndGo(4), destroy (6

2)} \
)}

KomaHpga CLI:
mac access-list extended 7-mac

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.207 s "7-mac" \
1.4.1.89.88.7.1.3.207 1 1 \

1.3.6.
1.3.6.1.4.1.89.88.7.1.4.207 1 4

Co30aHue ip access-list (ACL)

MIB: gosclimib.mib

Ucnonbayemble Tabanupi: rlQosAclTable — 1.3.6.1.4.1.89.88.7
et -v2c -c <community> <IP address> \
1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}" \
1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip
1.

snmpset
1 6.1.
1 6.1.
1 6.1.

w W w

.3.6.1.4.
.3.6.1.4.
.3.6.1.4.

Mpumep co3aanus IP ACL c unaekcom 107

(2)
89.88.7.1.4.{index-of-acl} i {createAndGo (4), destroy(6)}

2)} \

KomaHga CLI:
ip access-list extended 7-ip

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.107 s "7-ip"™ \
1.4.1.89.88.7.1.3.107 i 2 \
1.4.1.89.88.7.1.4.107 1 4

1.3.6.
1.3.6.

V MNpumep HanonHeHua ACL npaBuaamum noapobHO paccmoTpeH
«Mpunoxenue b. NMNpumep cosgaHuna tTunosoro IP ACL».

[Mpussaska IP unu MAC ACL K nopmy

MIB: gosclimib.mib

Ucnonb3yemble Tabauubl:
rlQoslfAclin — 1.3.6.1.4.1.89.88.13.1.14
rlQoslfPolicyMapStatus — 1.3.6.1.4.1.89.88.13.1.13

B pa3pene
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pset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.14.{ifIndex}.2 1 {Index-of-acl} \
.3.6.1.4.1.89.88.13.1.13.{ifIndex}.2 i 1

Mpumep Ha3HauyeHUa npasuaa c uHaekcom 107 (HassaHue ACL 7-ip) Ha nopT GigabitEthernet 1/0/2

KomaHaa CLI:
interface GigabitEthernet 1/0/2
service—acl input 7-ip

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.50.2 1 107 \
1.3.6.1.4.1.89.88.13.1.13.50.2 1 1

V Ona ypaneHua ACL c nopta gocraTtouHo nHaekc ACL sameHuTtb Ha 0.
' snmpset -c -v2c private 192.168.1.301.3.6.1.4.1.89.88.13.1.14.50.2 1 0
1.3.6.1.4.1.89.88.13.1.13.50.2i 1

lMpussaska IP u MAC ACL kK nopmy

MIB: gosclimib.mib

Ucnonb3yemble Tabnumubi:

rlQoslfAclin — 1.3.6.1.4.1.89.88.13.1.14

rlQoslflpv6Aclin — 1.3.6.1.4.1.89.88.13.1.201.3.6.1.4.1.89.88.13.1.20
rlQoslfPolicyMapStatus — 1.3.6.1.4.1.89.88.13.1.13

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.14.{Ifindex}.2 i {Index-of-mac-acl} \
1.3.6.1.4.1.89.88.13.1.20.{Ifindex}.2 i {Index-of-ip-acl} \
1.3.6.1.4.1.89.88.13.1.13.{ifIndex}.2 1 1

Mpumep HasHaueHUA npaBuaa c uHgekcom 107 n 207 (HassaHue ACL 7-ip gna IP ACL un 7-mac gna MAC
ACL) Ha nopT GigabitEthernet 1/0/2 (Ifindex 50)

KomaHpa CLI:
interface GigabitEthernet 1/0/2
service-acl input 7-mac 7-ip

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.50.2 1 207 \
1.3.6.1.4.1.89.88.13.1.20.50.2 1 107 \
1.3.6.1.4.1.89.88.13.1.13.50.2 1 1

V Ana ypanenna ACL c noprta goctatouyHo uHgekc IP u MAC ACL 3ameHuTb Ha 0.

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.50.2i 0 \
1.3.6.1.4.1.89.88.13.1.20.50.2i 0 \
1.3.6.1.4.1.89.88.13.1.13.50.2i 1

Co30daHue policy-map u npusaska K Hemy ACL

MIB: qosclimib.mib
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Ucnonb3yemble Tabaunubl:

rlQosClassMapTable — 1.3.6.1.4.1.89.88.9
rlQosPolicyMapTable — 1.3.6.1.4.1.89.88.11
rlQosPolicyClassPriorityRefTable — 1.3.6.1.4.1.89.88.39

Cxema: cosgaHue policy-map npoBoAMTCA B HECKOIbKO 3aMpocoB

1. Co3paem class n HasHayaem eMy CBOMCTBA

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.9.1.2.{index-of-class} s "{name-of-class-map}" \
1.3.6.1.4.1.89.88.9.1.3.{index-of-class} i {matchAll (1)} \
1.3.6.1.4.1.89.88.9.1.7 {index-of-class} i {index-of-acl} \
1.3.6.1.4.1.89.88.9.1.9.{index-of-class} i {Mark vlan disable (1), enable(2)} \
1.3.6.1.4.1.89.88.9.1.13.{index-of-class} i {create and go(4),destroy(6)}

2. Co3paem policy-map v BKAtoYyaem ero

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.11.1.2.{index-of-policy-map} s {name-of-policy-map} \
1.3.6.1.4.1.89.88.11.1.3.{index-of-policy-map} i {createAndGo(4), destroy(6)}

3. NpusasbiBaem class-map K policy-map

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.39.1.2.1.{index-of-class} i {index-of-class} \
1.3.6.1.4.1.89.88.39.1.3.1.{index-of-class} i {index-of-policy-map}

4. Co3gaem orpaHMyeHne ckopoct gas class-map

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.10.1.2 {Number-of-class-in-policy} s {Policer-cm-20} \
1.3.6.1.4.1.89.88.10.1.3.{Number-of-class-in-policy} i {single(1), aggregate(2)} \
1.3.6.1.4.1.89.88.10.1.4.{Number-of-class-in-policy} i {rate} \
1.3.6.1.4.1.89.88.10.1.5.{Number-of-class-in-policy} i {burst} \
1.3.6.1.4.1.89.88.10.1.6.{Number-of-class-in-policy} i {none(1), drop(2), remark(3)} \
1.3.6.1.4.1.89.88.10.1.8.{Number-of-class-in-policy} i {createAndGo(4), destroy(6)}

5. MpuBAsbiBaem orpaHUYeHME CKOPOCTH K class-map
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.9.1.6.{index-of-class} i {Number-of-class-in-policy}

6. 3apaem 3HayeHe meTku Tpaduky DSCP n/mnu cos, yKasbiBaem BbIXOAHYIO ovepeab

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.88.5.1.1.{index-of-class}.{setDSCP(3), setQueue(4), setCos(5)} i {setDSCP(3),
setQueue(4), setCos(5)} \

1.3.6.1.4.1.35265.1.23.88.5.1.2.{index-of-class}.{setDSCP(3), setQueue(4), setCos(5)} i {Mark value of
DSCP/queue/cos(DEC)}\

1.3.6.1.4.1.35265.1.23.88.5.1.3.{index-of-class}.{setDSCP(3), setQueue(4), setCos(5)} i {createAndGo(4),
destroy(6)}
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Mpumep npusasku IP ACL c index-of-acl = 107 K class-map c umeHem test un BbicTaBneHna metku DSCP =
36(DEC), cos = 4 u queue = 8 ana Tpaduka, nognaswero nopg, IP ACL. Class test npusasbiBaetca K policy-
map ¢ umeHem testl

KomaHaa CLI:
gos advanced

ip access-1list extended 7-ip
permit ip any any any any
exit

class-map test

match access-group 7-ip
exit

policy-map testl

class test

set dscp 36

set queue 8

set cos 4

police 97000 524288 exceed-action drop
exit
exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.2.20 s "test" \

1.3.6.1.4.1.89.88.9.1.3.20 i 1 \
1.3.6.1.4.1.89.88.9.1.7.20 i 107 \
1.3.6.1.4.1.89.88.9.1.9.20 i 1 \
1.3.6.1.4.1.89.88.9.1.13.20 i 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.11.1.2.1 s "testl" \
1.3.6.1.4.1.89.88.11.1.3.1 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.39.1.2.1.20 i 20 \
1.3.6.1.4.1.89.88.39.1.3.1.20 1 1

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.88.10.1.2.1 s "Policer-cm-20" \
1.3.6.1.4.1.89.88.10.1.3.1 i 1 \
1.3.6.1.4.1.89.88.10.1.4.1 u 97000 \
1.3.6.1.4.1.89.88.10.1.5.1 u 524288 \
1.3.6.1.4.1.89.88.10.1.6.1 i 2 \
1.3.6.1.4.1.89.88.10.1.8.1 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.6.20 i 1

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.5.1.1.20.3 1 3 \
1.3.6.1.4.1.35265.1.23.88.5.1.2.20.3 1 36 \
1.3.6.1.4.1.35265.1.23.88.5.1.3.20.3 1 4
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.5.1.1.20.4 1 4 \
1.3.6.1.4.1.35265.1.23.88.5.1.2.20.4 1 8 \
1.3.6.1.4.1.35265.1.23.88.5.1.3.20.4 1 4
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.5.1.1.20.5 1 5 \
1.3.6.1.4.1.35265.1.23.88.5.1.2.20.5 1 4 \
1.3.6.1.4.1.35265.1.23.88.5.1.3.20.5 1 4
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HasHauyeHue Policy-map Ha nopm

MIB: gosclimib.mib

Ucnonb3yemble Tabauupi: rlQoslfPolicyMapPointerin — 1.3.6.1.4.1.89.88.13.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.3.{Ifindex}.2 1 {Index-of-policy-map}

Mpumep Ha3HaueHua policy-map c uHgekcom 1 Ha nopT GigabitEthernet 1/0/3

KomaHpa CLI:
interface GigabitEthernet 1/0/3
service-policy input testl

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.3.51.2 1 1
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18 KOH®UT'YPALIUA 3ALLUTDBI OT DOS-ATAK

BrnaroueHue security-suite

MIB: riSecuritySuiteMib

Ucnonb3yemble Tabnuubi:
rISecuritySuiteGlobalEnable — 1.3.6.1.4.1.89.120.1

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.1.0 1 {enable-
global-rules-only (1), enable- all-rules-types (2), disable (3)}

Mpumep BKAOYEHUA KNacca KOMaHA, security-suite gna Bcex npasun

Komanga CLI:

security-suite enable

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.1.0 1 2

Hacmpolika pexcuma pabomel security-suite

MIB: rISecuritySuiteMib

Ucnonb3ayemble Tabauubi: rlSecuritySuiteSynProtectionMode — 1.3.6.1.4.1.89.120.10

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.10.0 i {disabled
(1), report (2), block (3)}

Mpumep BKAKOUYEHUA pexkuma paboTbl "report”

KomaHpa CLI:
security-suite syn protection mode report

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.10.0 1 2

Bobikaoyume  3auwiumy om tcp-nakemos ¢ 00HO8PEMEHHO ycmaHosaeHHbimu SYN- u  FIN-

_dZHGZGM u

MIB: rISecuritySuiteMib

Ucnonb3ayembie Tabnunupl: rlSecuritySuiteDenySynFinTcp — 1.3.6.1.4.1.89.120.9

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.9.0 i {(deny (1),
permit (2)}

Mpumep BbikAOYEHUA 3aWwmTbl oT TCP-nakeTos ¢ yctaHoBAeHHbIMU SYN- n FIN-pnaramm

KomaHpa CLI:
security-suite deny syn-fin

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

104

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

19 KAYECTBO OBC/YXMUBAHUA — QOS

19.1 Hacmpoiika QoS

OrpaHun4yeHue ncxoaallen ckopoctn Ha Ethernet-noprax

MIB: gosclimib.mib

Ucnonbayemble Tabanupi: rlQosifPolicyEntry — 1.3.6.1.4.1.89.88.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.6.{ifindex nopra}l.2 i {disable(l),enable
(1)

1
1
1

w W -
o O

.3.6.1.4.1.89.88.13.1.7.{ifindex nopTa}.2 i {traffic-shape} \
.3.6.1.4.1.89.88.13.1.8.{ifindex nopra}.2 i {Burst size in bytes}

Mpumep orpaHUYEHUA UCXOAALLEI CKOPOCTU Ha UHTepdelice A0 3HaYeHnsa 20M6umT/c

KomaHpa CLI:
interface GigabitEthernet 1/0/1
traffic-shape 20480 500000

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.6.49.2 1 2 \

1.3.6.1.4.1.89.88.13.1.7.49.2 1 20480 \
1.3.6.1.4.1.89.88.13.1.8.49.2 1 500000

OzpaHuyeHue sxodauweli ckopocmu Ha Ethernet-nopmax

MIB: radlan-mib.mib

Ucnonbayemble Tabanupi: riIStormCtriRateLimCfgTable — 1.3.6.1.4.1.89.77.12

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.77.12.1.2.{ifIndex}.6 u {limit} \
1.3.6.1.4.1.89.77.12.1.5.{ifIndex}.6 u {Burst size in bytes}

Mpumep orpaHuuyeHua BxogAwel cKopoctTn Ha uHTepdeiice GigabitEthernet 1/0/1 po 3HaueHus
10M6wut/c

KomaHpa CLI:
interface GigabitEthernet 1/0/1
rate-1limit 10240 burst 500000

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.49.6 u 10240 \
1.3.6.1.4.1.89.77.12.1.5.49.6 u 500000

V DOna otknoueHua rate-limit Ha nHTepdeiice HeobxoaMMo BbINONAHUTL (Ha Npumepe
uHtepdeiica GigabitEthernet1/0/1):

snmpset -v2¢ -¢ private 192.168.1.30 1.3.6.1.4.1.89.77.12.1.2496 u 0
1.3.6.1.4.1.89.77.12.1.5.49.6 u 128000
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Co30aHue npoghuna qos tail-drop u pacwupeHue deckpunmopos 014 oyepeodeli

MIB: eltQosTailDropMIB.mib

Ucnonb3yemble Tabauubl: eltQosTailDropProfileQueueTable — 1.3.6.1.4.1.35265.1.23.12.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.1.1.4.{Homep npodumina (1-4)}.{HoMep ouepenmu(1-8)}
i {size (0-400)}

Mpumep co3zgaxna npodpunsa qos tail-drop u paclwmpeHma geckpuntopos ana ouepeaem

KomaHpa CLI:
gos tail-drop profile 2
queue 1 limit 400

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.1.1.4.2.1 1 400

V YT06bl BEPHYTbCA K HAaCTPOMKaM MO YMONYAHUIO, AOCTAaTOYHO YCTaHOBUTb 3HAYeHUe
— paBHbIm 12,

YcmaHo8Ka pasmepa nakemHo20 pa3densaemoz0 nyaa 044 nopma

MIB: eltQosTailDropMIB.mib

Ucnonb3syemble Tabnuupl: eltQosTailDropProfileTable — 1.3.6.1.4.1.35265.1.23.12.1.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.4.1.2{noMep npoduns (1-4)} i {size (0-400)}

Mpumep ycTaHOBKM pa3mepa NAaKETHOro pasAensiemoro nyna

KomaHpa CLI:
gos tail-drop profile 2
port-limit 400

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.4.1.2.2 1 400

HasHa4yeHue co30aHHO20 npoguanga Ha UHmMepagelic

MIB: eltQosTailDropMIB.mib

Ucnonb3syembie Tabnunupl: eltQosTailDroplfConfigTable — 1.3.6.1.4.1.35265.1.23.12.1.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.2.1.1.{IfIndex} i {Homep mnpoduna (1-4)}

Mpumep HazHaueHnA npoduna Ha uHTepdeiic GigabitEthernet 1/0/1

Komanpga CLI:
interface GigabitEthernet 1/0/1
gos tail-drop profile 2
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KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.2.1.1.49 1 2

lMpocmomp omobpaxceHusd 2106aabHbIX AUMUMOB, 0eckpurnmopos, bygdepos

MIB: radlan-mib.mib

Ucnonbayemble Tabauupi: eltQosTailDropConfigTable — 1.3.6.1.4.1.35265.1.23.12.1.1.3

snmpwalk -v2c -c <community> <ip address> \
1.3.6.1.4.1.35265.1.23.12.1.1.3

Mpumep npocmoTpa oTobpaKeHUs rnobanbHbIX IMMUTOB, AeCKpUnTopos, 6ydepos

KomaHpa CLI:
show gos tail-drop

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.3

pocmomp _mabauybl 8618000 _MEKYUWUX _GA0UUPOBAHHbLIX _Pecypcos gqos  (Aumumos,
deckpunmopos, bygepos)
MIB: ELTEX-MES-QOS-TAIL-DROP-MIB
Ucnonbayemble Tabauupbi: eltQosTailDropStatusTable — 1.3.6.1.4.1.35265.1.23.12.1.2.1
snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.2.1
Mpumep NpocMmoTpa BbIBOAA TEKYLLLUX IMMUTOB, AeCcKpunTtopos, bydepos
KomaHga CLI:
show gos tail-drop
KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.2.1
lepemapkuposka DSCP g COS
MIB: eltQosclimib.mib
Ucnonbayemble Tabamupl: eltQosCos — 1.3.6.1.4.1.35265.1.23.88.6.1.2
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.88.6.1.2.{mMeTka DSCP} i {mMeTxa COS}
Mpumep HacTpoiiku nepemapkuposku DSCP 30 B meTky 5 COS
KomaHpa CLI:
gos map dscp-cos 30 to 5
KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.6.1.2.30 1 5
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19.2 Cmamucmuka QoS

[Mpocmomp Tail Drop-cdemy4yuKos no o4epeodam

MIB: eltMesCounters.mib
Ucnonb3syembie Tabnanupl: eltMesCountersMIB — 1.3.6.1.4.1.35265.1.23.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.8.1.2.1.1.1.{Dropped packets(5), Passed
packets (7)}.{ifIndex}.{1-8}.0

Mpumep NpocMoTPa CYETUMKOB A8 NepBoii ouepeam

KomaHaa CLI:
show interface GigabitEthernetl/0/6

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.8.1.2.1.1.1.7.54.1.0
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20 MAPWIPYTU3ALIUA

20.1 Cmamuyeckaa mapwpymusayus

[pocmomp mabauysl mapwpymusayuu

MIB: radlan-mib.mib

Ucnonbayemble Tabamupi: ipCidrRouteTable — 1.3.6.1.2.1.4.24.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.24.4

Mpumep npocmoTpa Tabanubl MapLupyTU3aLum

KomaHpga CLI:

show ip route

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.24.4

[Ipocmomp cmamu4yecKux mapupymos

MIB: rlip.mib
Ucnonbsyemble Tabauupi: rlipStaticRouteTable — 1.3.6.1.4.1.89.26.17.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.17.1

Mpumep NPoCcMOTPa CTaTUHECKUX MAPLUPYTOB

KomaHga CLI:

show running-config routing

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.17.1

20.2 [JuHamu4veckaa mapwpymu3ayus

lpocmomp cocedcmaa OSPF

MIB: rlip.mib
Ucnonbayemble Tabanupi: rl0spfNbrTable — 1.3.6.1.4.1.89.210.11

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.210.11

Mpumep npocmoTpa coceactsa OSPF

KomaHpga CLI:
show ip ospf neighbor
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KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.210.11
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NPUNOMXEHMUE A. METOAUKA PACYETA BUTOBOI MACKU

BuTtoBble Macku cocToAT 3 128 6alT (LecTHaguaTepUYHbIX pa3psagos Bcero 256).
Kaxablin pa3pag obosHavaeT YeTbipe VLAN/nopta. Mo Homepy VLAN/nopTa onpeaenserca Hy>KHoe none.

lpumep 1
3anucatb 6MTOBYIO MacKy Ansa UHTepdelicos GigabitEthernet 1/0/20-21:

— ana 1G nutepodeicos ifindex HaumHaeTcs c 49;
— ananopra gil/0/20 ifindex paseH 68, gnsa gi1l/0/21 - 69.

OnpegeneHne Homepa paspaaa:

68/4=17 69/4=17,25 (Kaxabln pa3psag oTsevaeT 3a 4 iflndex. Mpu genenuun ifindex Ha 4 ana
onpeaeneHus Ne paspaga 415 3anmMcy Noay4YeHHOE 3HaYEHUNE OKPYIAETCA B 60/bLIYIO CTOPOHY).

Ecnn Ham Hy»kHbl nopTbl gi0/20-21 (ifindex 68,69), TO OHM AOMKHbI BbITb 3anucaHbl B 17 1 18 none.

B paBouyHOM nocneposaTenbHocTM 17 none 6ygetr 3anmcaHo craeaylowmm obpasom: 0001
(MocnepHas 1 - 68 nnaekc). Mepesoaum B HEX, nonyyaem 1.

B aBonuyHOM NocneaosaTtenbHOCTM 18 nose 6yaeT 3anucaHo cneaytowmm obpasom: 1000 (Mepsas 1
- 69 nHaekc). Nepesoamm B HEX, nonyyaem 8.

UToro B butoBoit macke byaet 16 Hynen, 1, 8: 000000000000000018.

lpumep 2
3anucatb 6uTOBYIO Macky ana vian 622, 3100.

— 622/4=155,5 (kaxablin 0 oTBeyaeT 3a 4 vlan. Mpu aenennn vlan Ha 4 gns onpeaenexHna No
nons Ans 3anvMcu OKpyrieHue Bceraa naeT Beepx).
Ecnm Ham HyxKeH vlan 622, To oH gosixKeH 6bITb 3anucaH B 156 none.
B aBonyHOM NocnegoBatenbHOCTM 156 none 6yaeT 3anucaHo cnegyowmm obpasom: 0100
(sTopas 1 — 622 vlan). Nepesogum B HEX, nonyyaem 4.
UToro B 6utoBoi macke byaet 155 Hynen n 4:
000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000
000000000004

— 3100/4=775
TpebyeTca NpMHATbL BO BHUMAHME, YTO A8 yKaszaHMA Homepa VLAN bepyTca Tabamupbl:
rldotlgPortVlanStaticEgressList1to1024
rldot1lqPortVlanStaticEgressList1025t02048
rldotlgPortVlanStaticEgressList2049t03072
rldotlgPortVlanStaticEgressList3073to4094
Tak Kak Haw vlan nonagaet B 4 Tabauuy, To 775-256*3=7.
Vlan 3100 6yzet 3anucaH B 7 none AaHHOM Tabaumubl.
B ABOMYHOM nocnegoBaTenbHOCTM 7 none 6yaeT 3anuMcaHo cnepytowmm obpasom: 0001
(nocnegHas 1 — 3100 vlan). Mepesogum B HEX, nosnyyaem 1.
UToro B 6uToBOM Macke 6yaet 6 Hynei 1 1: 0000001.
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NMPUNOXKEHUE b. MPUMEP CO3JAHUA TUMOBOTO IP ACL

B 4aHHOM NpPUIOXKEHMM PAacCMOTPEH Npumep HanonHeHus IP ACL c index-of-acl = 107 npaBunamu Buaa:

ip access-list extended 7-ip

deny udp any bootps any bootpc ace-priority 20

permit igmp any any ace-priority 40

deny ip any any any 224.0.0.0 15.255.255.255 ace-priority 60

permit ip any any 37.193.119.7 0.0.0.0 any ace-priority 80

permit ip any any 10.130.8.3 0.0.0.0 any ace-priority 100

permit ip any any 192.168.0.0 0.0.0.15 any ace-priority 120

permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0 any
ace-priority 140

permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any ace-priority 160
exit

Co30aHue npasuna deny udp any bootps any bootpc

MIB: gosclimib.mib

Ucnonb3syembie Tabnnupi: rlQosTupleTable — 1.3.6.1.4.1.89.88.5, rlQosAceTidxTable —
1.3.6.1.4.1.89.88.31

Cxema: co3faHve npasuia NPoBOAUTCA B [1Ba 3anpoca.

1. 3apatoTcA napameTpbl NpaBuaa

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nona 1} 1 {protocol (1)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue noyga 1} x {protocol index (HEX)} \
1.3.6.1.4.1.89.88.5.1.3.{38auenue nona 1} 1 {3HaueHue B Tabiulle nopTa Ijsd
nporokojyia = 0. KoHcTaHTa mJjig ®TOTro IpaBmiaal \

1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nonsa 2} 1 {udp-port-src(6)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenuue nong 2} i {Number of source port (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nojyg 2} x {source ip (HEX)} \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue noyg 3} 1 { udp-port-dst(6)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenue noyga 3} 1 {Number of dst port (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nonsa 3} x {dst ip (HEX) }

2. MpwuBA3sKa npasuna no nHaekcy (index-of-rule) k ACL no nnaekcy (index-of-acl) kak deny.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny(2)} \

1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {udp(3)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3Hauenme noysa 1} \
1.3.6.1.4.1.89.88.31.1.7.{index-of-acl}.{index-of-rule} 1 {3HaueHume nossa 3} \
1.3.6.1.4.1.89.88.31.1.9.{index-of-acl}.{index-of-rule} 1 {3HaueHue nonug 2}

MNpumep pgobasnenusa npasmuna deny udp any bootps any bootpc B IP ACL 7-ip (T.K. npegnonaraercsa, 4to
npasuno nepsoe no cuety, To index-of-rule=20)

Komanpga CLI:

ip access-list extended 7-ip

deny udp any bootps any bootpc ace-priority 20
exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.1 1 1 \
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1.3.6.1.4.1.89.88.5.1.4.1 x "0x11 FF" \
1.3.6.1.4.1.89.88.5.1.3.1 1 0 \
1.3.6.1.4.1.89.88.5.1.2.2 1 6 \
1.3.6.1.4.1.89.88.5.1.3.2 1 67 \
1.3.6.1.4.1.89.88.5.1.4.2 x "0x00 00" \
1.3.6.1.4.1.89.88.5.1.2.3 1 7 \
1.3.6.1.4.1.89.88.5.1.3.3 1 68 \
1.3.6.1.4.1.89.88.5.1.4.3 x "0x00 0O"
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.20 1 2 \
1.3.6.1.4.1.89.88.31.1.4.107.20 1 3 \
1.3.6.1.4.1.89.88.31.1.5.107.20 1 1 \
1.3.6.1.4.1.89.88.31.1.7.107.20 1 2 \
1.3.6.1.4.1.89.88.31.1.9.107.20 1 3

Co3daHue npasuaa permit igmp any any

MIB: gosclimib.mib

Ucnonbsyemble Tabnunubl:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: cosgaHue npasuaa NpoBOAUTCA B ABa 3anpoca.
1. 3apgatotca napameTpbl Npasuaa

set -v2c -c <community> <IP address> \
6 .1.89.88.5.1.2.{3uauenue moyg 4} i {protocol(l)} \
6 .1.89.88.5.1.4.{sHauenue noyg 4} x {protocol index (HEX) }

snm

n
1
1

w w'o

.3.6.1.4
.3.6.1.4
2. MpwuBsA3sKka npasuna no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit.
snmpset -v2c -c <community> <IP address> \

.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {igmp (8)} \
.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3HaueHue nomng 4}

N
w w w

MNpumep pobasneHua npasuna permit igmp any any B IP ACL 7-ip (T.K. npegnonaraerca, 4To NpasuIo
BTOpOeE no cuety, To index-of-rule=40)

KomaHpga CLI:

ip access-list extended 7-ip

permit igmp any any ace-priority 40
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.4 1 1 \
1.3.6.1.4.1.89.88.5.1.4.4 x "0x02 FE"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.40 1 1 \
1.3.6.1.4.1.89.88.31.1.4.107.40 i 8 \
1.3.6.1.4.1.89.88.31.1.5.107.40 1 4
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Co3daHue npasuna deny ip any any any 224.0.0.0 15.255.255.255

MIB: gosclimib.mib

Ucnonbsyemble Tabnuubi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlIQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuvaa NpPpoBoAUTCA B ABa 3anpoca.

1. 3apatotca napameTpbl Npasuna

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3uauenne mnossg 5} i {ip-dest(3)} \
1.3.6.1.4.1.89.88.5.1.4.{38auenue nona 5} x {dst ip +wildcard mask (HEX)}

2. Mpwusaska npasuaa no uHaekcy (index-of-rule) Kk ACL no uHaekcy (index-of-acl) kak deny.

snmpset -v2c -c <community> <IP address> \

.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny (2)} \
.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHue noxa 5}

w W W

e
o oo 0D
N N N
== Q

1
1.
1

MNpumep pobasneHua npasuna deny ip any any any 224.0.0.0 15.255.255.255 B IP ACL 7-ip (T.K.
npeAanonaraeTcsa, YTo NPaBUIO TpeTbe Nno cuyety, To index-of-rule=60)

KomaHpa CLI:

ip access-list extended 7-ip

deny ip any any any 224.0.0.0 15.255.255.255 ace-priority 60
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.5 1 3 \
1.3.6.1.4.1.89.88.5.1.4.5 x "OxEO 00 00 00 OF FF FF FE"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.60 1 2 \
1.3.6.1.4.1.89.88.31.1.4.107.60 1 1 \
1.3.6.1.4.1.89.88.31.1.5.107.60 1 5

Co30aHue npasuaa permit ip any any 37.193.119.7 0.0.0.0 any

MIB: gosclimib.mib

Ucnonbayembie Tabnunupl:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuvaa NpoBoAUTCA B ABa 3anpoca.

1. 3apatotcAa napameTpbl NpasBuaa

snmpset 2c -c <community> <IP address> \

nmpset -v
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue noysa 6} 1 {ip-source(2)} \
1.3.6.1.4.1.89.88.5.1.4.{3HaueHue nojs 6} x {source ip +wildcard mask (HEX) }
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2. [Mpwusnaska npasuna no uHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit

-c <community> <IP address> \
.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHme nojgsa 6}

[
W W WS
> o o O
e
s
o

MNpumep pobaBneHnsa npaBuna permit ip any any 37.193.119.7 0.0.0.0 any B IP ACL 7-ip (T.K.
npepnonaraerca, YTo NPaBuUJIo YeTBepToe no cuery, To index-of-rule=80)

KomaHpga CLI:

ip access-list extended 7-ip

permit ip any any 37.193.119.7 0.0.0.0 any ace-priority 80
exit

KomaHpa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.6 1 2 \
1.3.6.1.4.1.89.88.5.1.4.6 x "0x25 C1 77 07 00 00 00 0O"
pset -v2c -c private 192.168.1.30 \
4.1.89.88.31.1.3.107.80 1 \
4.1.89.88.31.1.4.107.80 \
4.

mpset

.3.6.1.
.3.6.1.
.3.6.1.4.1.89.88.31.1.6.107.80

[ ]
o P

Co30aHue npasuaa permit ip any any 10.130.8.3 0.0.0.0 any

MIB: gosclimib.mib

Ucnonblyemble Tabnuubi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3faHve nNpasuna NpoBoAMTCA B 4Ba 3anpoca.

1. 3apatotca napameTpbl Npasuna

snmpset
1.3
1.3

s 2c -c <community> <IP address> \
1.89.88.5.1.2.{3Hauenne nosa 7} i {ip-source(2)} \

et -v
.6.1.4.
.6.1.4.1.89.88.5.1.4.{3Hauenue noysa 7} x {source ip +wildcard mask (HEX) }

2. MpwueAaska npaBuaa no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit
snmpset -v2c -c <community> <IP address> \

.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3Hauenme noysa 7}

e
w W W

.3.6.1.4.1
.3.6.1.4.1.
.3.6.1.4.1.
MNpumep pobaBneHusa npasuna permit ip any any 10.130.8.3 0.0.0.0 any B IP ACL 7-ip (T.K.
npepnonaraeTca, YTo NpaBuUIO NAToe no cuety, To index-of-rule=100)

KomaHpa CLI:

ip access-list extended 7-ip

permit ip any any 10.130.8.3 0.0.0.0 any ace-priority 100
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.7 1 2 \
1.3.6.1.4.1.89.88.5.1.4.7 x "0x0A 82 08 03 00 00 00 OO"
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snmpset -v2c -c private 192.168.1.30 \
1.3.6.1. 4 1.89.88.31.1.3.107.100 i 1 \
1.3.6.1.4.1.89.88.31.1.4.107.100 i 1 \
1.3.6.1.4.1.89.88.31.1.6.107.100 1 7

Co30aHue npasunaa permit ip any any 192.168.0.0 0.0.0.15 any

MIB: gosclimib.mib

Ucnonb3yemble Tabauubi:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npaBuia NpoBOAUTCA B ABa 3anpoca.

1. 3apatoTcAa napameTpbl Npasuaa.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nossgs 8} i {ip-source(2)} \
1.3.6.1.4.1.89.88.5.1.4.{38auenue nona 8} x {source ip +twildcard mask (HEX)}

2. Mpwusnaska npasuaa no nHaekcy (index-of-rule) Kk ACL no nHaekcy (index-of-acl) Kak permit.
2c —-c <community> <IP address> \
.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.89.88.31.1.4.{index-of-acl}.{index-of-rule} 1 {ip (1)} \
.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3Hauenue nomns 8}

w W W'

]
o ooy D
e
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Mpumep pobaBneHusa npasuna permit ip any any 192.168.0.0 0.0.0.15 any B IP ACL 7-ip (T.K.
npeAnonaraerca, YTo NPaBuUAO LIEeCToe No cyeTy, To index-of-rule=120)

Komanpga CLI:

ip access-list extended 7-ip

permit ip any any 192.168.0.0 0.0.0.15 any ace-priority 120
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.8 1 2 \
1.3.6.1.4.1.89.88.5.1.4.8 x "0OxCO A8 00 00 00 00 OO OF"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1. 4 1.89.88.31.1.3.107.120 1 1 \
1.3.6.1.4.1.89.88.31.1.4.107.120 1 1 \
1.3.6.1.4.1.89.88.31.1.6.107.120 1 8

Co30aHue npasusaa permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0 any

MIB: qosclimib.mib
Ucnonb3yemble Tabnuubi:

rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuvaa NpoBoAUTCA B ABa 3anpoca.
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1. 3apgatoTcA napameTpbl Npasuaa

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenne noysg 9} 1 {ip-source(2)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenne nosusa 9} x {source ip +wildcard mask (HEX)} \
1.3.6.1.4.1.89.88.5.1.2.{3Havenue nong 10} i {mac-src(10)} \
1.3.6.1.4.1.89.88.5.1.4.{3nHauenue nosndgd 10} x {source mac +wildcard mask (HEX) }

2. MpwueAaska npaBuaa no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHue nomnsa 9} \
1.3.6.1.4.1.89.88.31.1.6.{index-of-acl}.{index-of-rule} 1 {3Hauenme nong 10}

MNpumep aobasneHuna npasuna permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0
any B IP ACL 7-ip (T.K. npeanonaraeTcs, 4To NPaBUJIO ceabmoe no cuety, To index-of-rule=140)

KomaHpga CLI:

ip access-list extended 7-ip

permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0 any
ace-priority 140

exit

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.9 1 2 \

1.3.6.1.4.1.89.88.5.1.4.9 x "0Ox25 C1 77 07 00 00 00 00" \
1.3.6.1.4.1.89.88.5.1.2.10 i 10 \
1.3.6.1.4.1.89.88.5.1.4.10 x "0x001916151416000000000000"
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.140 i 1 \
1.3.6.1.4.1.89.88.31.1.4.107.140 1 1 \
1.3.6.1.4.1.89.88.31.1.5.107.140 1 9 \
1.3.6.1.4.1.89.88.31.1.6.107.140 1 10

Co30aHue npasuaa permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any

MIB: gosclimib.mib

Ucnonb3yemble Tabnuupi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npaBuia NpoBOoANUTCA B ABa 3anpoca.

1. 3agatoTcA napameTpbl Npasua.

snmpset -v2c -c <community> <IP address> \
. {3Hauenme nona 11} i {mac-dest (11)} \
1.3.6.1.4.1.89.88.5.1.4.{3nauenue noyusa 11} x {dst mac +wildcard mask (HEX)}

2. MpwueAaska npaBuaa no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3Hauenme nong 11}
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MNpumep pobasneHna npasuna permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any B IP ACL 7-ip
(T.K. npegnonaraeTca, YTo NPaBUAO BOCbMoOe No cyeTy, To index-of-rule=160)

Komanpaa CLI:

ip access-list extended 7-ip

permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any ace-priority 160
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.11 i 11 \
1.3.6.1.4.1.89.88.5.1.4.11 x "0x01000c000000000000££££££"

nmpset -v2c -c private 192.168.1.30 \
4.1.89.88.31.1.3.107.160 1 1 \
1.89.88.31.1.4.107.160 1 1 \

S
1.3.6.1.
1.3.6.1.4.
1.3.6.1.4.1.89.88.31.1.5.107.160 1 11
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MPUNOXEHUE B. NPUMEP CO3AAHUA, HANONHEHMA N YOANEHUA OFFSET-LIST
C NPUBA3KOM K MAC ACL

B AaHHOM NpUNOXKEHUM PacCMOTPEH NpUMep co3gaHus u HanonHeHua MAC ACL c index-of-acl = 207
npasunamu Bnga:

mac access-list extended 7-mac

offset-1list PADO 12 12 00 88 12 13 00 63 12 15 00 07
deny any any offset-list PADO ace-priority 20

Co30aHue mac access-list

MIB: gosclimib.mib

Ucnonbayemble Tabanybl: rlQosAclTable — 1.3.6.1.4.1.89.88.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}" \
1.3.6.1.4.1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip (2)} \
1.3.6.1.4.1.89.88.7.1.4.{index-of-acl} i1 {createAndGo(4), destroy(6)}

Mpumep co3panHna MAC ACL c nupgekcom 207

KomaHpa CLI:

mac access-list extended 7-mac

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.207 s "7-mac" \
1.3.6.1.4.1.89.88.7.1.3.207 i 1 \
1.3.6.1.4.1.89.88.7.1.4.207 1 4

Co30aHue offset-list

MIB: gosclimib.mib

Ucnonb3yemble Tabnunubi:
rlQosOffsetTable — 1.3.6.1.4.1.89.88.4
eltMesQosCliMib — 1.3.6.1.4.1.35265.1.23.88

Npumep cospanHus offset-list PADO 12 12 00 88 12 13 00 63 12 15 00 07:
CosaaHue npasuia NPoM3BOAMTCA B ABa 3anpoca.

1. 3agatoTcA napameTpbl Npasuaa

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.4.1.2.{3Hauenue nonsa 1 B offset-1list} 1 {layer2-start(2) -
yKasaHue 3aroJioBKa IakeTa WM OTIEJIbHHX [IapaMeTpOoB 3aroJjioBka} \
1.3.6.1.4.1.89.88.4.1.3.{3HaueHue noja 1 B offset-list} i {I[IOPsAOKOBEIM HOMED
BariTa B 3arojioBke} \

1.3.6.1.4.1.89.88.4.1.4.{3nauenue nojusa 1 B offset-1list} i {WildcardMask B ©Oanre
B DEC} \

1.3.6.1.4.1.89.88.4.1.5.{3Hauenue nojsa 1 B offset-1list} i {3HaueHme OamrTa C
yueToM WildcardMask B DEC} \
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1.3.6.1.4.1.89.88.4.1.7.{3Hauenve noja 1 B offset-1list} i {createAndGo(4),
destroy (6) }

1.3.6.1.4.1.89.88.4.1.2.{38auenue nona 2 B offset-list} 1 {layer2-start(2) -
yKaszaHue 3arojioBKa [akKeTa WM OTIAEJSIbHEIX [IapaMeTpPOB 3arojioBkal} \
1.3.6.1.4.1.89.88.4.1.3.{3HauenHue nonsg 2 B offset-1list} 1 {[lopgamKoOBEI HOMEP
BailiTa B 3aroJjioBke} \

1.3.6.1.4.1.89.88.4.1.4.{3Hauenue noja 2 B offset-list} i {WildcardMask B Oamre
B DEC} \

1.3.6.1.4.1.89.88.4.1.5.{3Hauenue nong 2 B offset-list} 1 {3HaueHme 6HBamra C
yueToM WildcardMask B DEC} \

1.3.6.1.4.1.89.88.4.1.7.{3Hauenue nojsa 2 B offset-1list} i {createAndGo(4),
destroy (6) }

1.3.6.1.4.1.89.88.4.1.2.{3Hauenue nojas 3 B offset-list} 1 {layer2-start(2) -
yKaszaHue 3arojioBKa [akKeTa WM OTIEJIbHEIX [IapaMeTpPOB 3arojioBkal} \
1.3.6.1.4.1.89.88.4.1.3.{38auenue nona 3 B offset-list} 1 {I[IOpAOKOBEIM HOMEDP
fariTa B 3arojioBKe} \

1.3.6.1.4.1.89.88.4.1.4. {3Hauenve noja 3 B offset-list} i {WildcardMask B Oamre
B DEC} \

1.3.6.1.4.1.89.88.4.1.5.{3Hauenue nong 3 B offset-list} 1 {3HaueHue 6HBamra C
yueroM WildcardMask B DEC} \

1.3.6.1.4.1.89.88.4.1.7.{3Hauenre nojsa 3 B offset-list} i {createAndGo (4),
destroy (6) }

2. Mpusaska offset-list no Ha3BaHuMIO K MHAeKcy ACL (index-of-acl).

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.88.1.1.1.{index-of-acl}. {KomnuecTBo OYKB B HA3BAHUU
offset-list}.{Haspauue offset-1list in DEC, kaxmasa OykBa Has3BaHMA OTIEJII€TCSI OT
crnenyomeln Toukon} i {index-of-acl}
1.3.6.1.4.1.35265.1.23.88.1.1.3.{index-of-acl}. {KomnuuecTBo OYKB B HaA3BAHUU
offset-list}.{Haspauue offset-list in DEC, kaxnmasd OykBa Has3BaHMA OTHEJII€TCS OT
crenywomer Toukoin} 1 {3Hauenme nojyg 1 B offset-list} \
1.3.6.1.4.1.35265.1.23.88.1.1.4.{index-of-acl}. {KomnuecTtBo OYKB B HaA3BAHUU
offset-1list}.{HasBauume offset-list in DEC, xaxmas OyKBa HAa3BaHUSA OTIEJIS€TCS OT
crenypomer Toukoi} 1 {3HaueHue nojysa 2 B offset-list} \
1.3.6.1.4.1.35265.1.23.88.1.1.5.{index-of-acl}. {KomnuecTBo OYKB B HA3BAHUU
offset-list}.{Haspauue offset-list in DEC, kaxnmasd OykBa Has3BaHMA OTHEJII€TCS OT
crenypomer Toukoi} 1 {3HaueHue nojyg 3 B offset-list} \
1.3.6.1.4.1.35265.1.23.88.1.1.8.{index-of-acl}. {KomnuuecTBo OYKB B HA3BAHUU
offset-1list}.{HasBauume offset-list in DEC, xaxmas OyKBa HAa3BaHUSA OTIEJIS€TCS OT
cnenywomey Toukoi} i {createAndGo(4), destroy(6)}

Mpumep po6asneHna npasuna deny udp any bootps any bootpc B MAC ACL 7-mac (T.K.
npepnonaraeTca, YTo Npasuao nepsoe no cyety, To index-of-rule=20)

KomaHpa CLI:

mac access-list extended 7-mac

offset-1list PADO 12 12 00 88 12 13 00 63 12 15 00 07
exit

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.4.1.2.1 1 2 \
1.3.6.1.4.1.89.88.4.1.3.1 1 12 \
1.3.6.1.4.1.89.88.4.1.4.1 1 0 \
1.3.6.1.4.1.89.88.4.1.5.1 1 136 \
1.3.6.1.4.1.89.88.4.1.7.1 1 4 \
1.3.6.1.4.1.89.88.4.1.2.2 1 2 \
1.3.6.1.4.1.89.88.4.1.3.2 1 13 \
1.3.6.1.4.1.89.88.4.1.4.2 1 0 \
1.3.6.1.4.1.89.88.4.1.5.2 1 99 \
1.3.6.1.4.1.89.88.4.1.7.2 1 4 \
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1.3.6.1.4.1.89.88.4.1.2.3 1 2 \
1.3.6.1.4.1.89.88.4.1.3.3 1 15 \
1.3.6.1.4.1.89.88.4.1.4.3 1 0 \
1.3.6.1.4.1.89.88.4.1.5.3 1 7 \
1.3.6.1.4.1.89.88.4.1.7.3 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.1.1.1.207.4.80.65.68.79 1 207 \
1.3.6.1.4.1.35265.1.23.88.1.1.3.207.4.80.65.68.79 1 1 \
1.3.6.1.4.1.35265.1.23.88.1.1.4.207.4.80.65.68.79 1 2 \
1.3.6.1.4.1.35265.1.23.88.1.1.5.207.4.80.65.68.79 1 3 \
1.3.6.1.4.1.35265.1.23.88.1.1.8.207.4.80.65.68.79 1 4

HassaHue offset-list nepesogurca us ASCIl 8 HEX ¢ nomowblo Tabnuupl, KoTopylo
MOXHO HaiiTh no ccobinke https://ru.wikipedia.org/wiki/ASCII

Co30aHue npasusaa deny any any offset-list PADO

MIB: gosclimib.mib

Ucnonbsyemble Tabanubl:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable —1.3.6.1.4.1.89.88.31

Co3spaHune npasuaa NPOBOAUTCA B ABa 3anpoca:

1. 3apatoTtca napameTpbl npasuaa

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.88.5.1.2. {3HaueHue noJysg 1
1.89.88.5.1.2. {3HaueHue nondg 2
1.89.88.5.1.2. {3HaueHue nonudg 2
1.89.88.5.1.3. {3HaueHue noJyssg 1

ACL}
ACL}
ACL}
ACL}

{general (15)} \
{general (15)} \
{general (15)} \
{3Hauenmue mnoyig 1 B offset-
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.89.88.5.1.3. {3Hauenue nojsa 2 ACL} i {sHaueHwume nonsg 2 B offset-
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.4.1.89.88.5.1.3.{38auendue nojna 3 B ACL} 1 {3Hauenme noja 3 B offset-
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.4.1.89.88.5.1.5.{38auenue nona 1 B ACL} i {createAndGo(4), destroy(6)}

w
(o))
.
=
H

.89.88.5.1.5.{3Hauenmue nojysa 2 B ACL} 1 {createAndGo(4), destroy(6)}

.3.6.1.4.1.89.88.5.1.5.{3Hauenure nossa 3 B ACL} i {createAndGo(4), destroy(6)
lIpueBsa3Ka HOpaBuia No MHIekcy (index-of-rule) x ACL no mHmekcy (index-of-acl
kKak deny

snmpset -v2c —-c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny(2)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {mac(5)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3HaueHue noss 1 B
ACL} \

1.3.6.1.4.1.89.88.31.1.6.{index-of-acl}.{index-of-rule} 1 {3HaueHme nond 2 B
ACL} \

1.3.6.1.4.1.89.88.31.1.7.{index-of-acl}.{index-of-rule} i {3HaueHue noss 3 B
ACL}

N T e e e e e e
. . P TN o« e

}
)

MNpumep paobasneHua npasuna deny any any offset-list PADO 8 MAC ACL 7-mac (T.K. npegnonaraercs,
YTO NpaBuKao NepBoe No cyety, To index-of-rule=20)

KomaHpa CLI:
mac access-list extended 7-mac
deny any any offset-list PADO ace-priority 20

MoHumopuHe u ynpaseneHue Ethernet-kommymamopamu MES no SNMP 121



https://ru.wikipedia.org/wiki/ASCII

HELTEX

exit

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.1 1 15 \
1.3.6.1.4.1.89.88.5.1.2.2 1 15 \
1.3.6.1.4.1.89.88.5.1.2.3 1 15 \
1.3.6.1.4.1.89.88.5.1.3.1 1 1 \
1.3.6.1.4.1.89.88.5.1.3.2 1 2 \
1.3.6.1.4.1.89.88.5.1.3.3 1 3 \
1.3.6.1.4.1.89.88.5.1.5.1 1 4 \
1.3.6.1.4.1.89.88.5.1.5.2 1 4 \
1.3.6.1.4.1.89.88.5.1.5.3 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.207.20 1 2 \
1.3.6.1.4.1.89.88.31.1.4.207.20 1 5 \
1.3.6.1.4.1.89.88.31.1.5.207.20 1 1 \
1.3.6.1.4.1.89.88.31.1.6.207.20 1 2 \
1.3.6.1.4.1.89.88.31.1.7.207.20 i 3

Co30aHue npasuaa 8 MAC ACL Ha ocHose EtherType

MIB: gosclimib.mib

MUcnonb3ayemble Tabaunupbi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: cosgaHue npasunaa NpPpoBOoANUTCA B ABa 3anpoca.

1. 3apatoTca napameTpbl Npasuna

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nong 1} 1 {mac-src(10), mac-dest(1l1l),

vlian(12)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nonga 1} x {protocol index (HEX)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenue nonsa 1} i {3HaueHume B Tabiule nopra Iajs
nporokojsia = 0. KoHcTaHTa mJjig 2TOro mpasBuiaal \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenuue nojysg 2} 1 {ether-type(17)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenue nonga 2} 1 {ether-type (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{30auenue nonsa 2} x {HyjneBoe moJjie - KOHCTaHTAa}

2. MpwuBaAska npasuna no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit.

snmpset -v2c -c <community> <IP address> \
.1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)
.1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} 1 {mac(5)} \
.1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HauveHume mojysa 1} \
.1.3.6.1.4.1.89.88.31.1.9.{index-of-acl}.{index-of-rule} i {3HaueHue nojsa 2}

MNpumep aobasneHunsa npasuna permit 00:1f:c6:8b:c6:8a 00:00:00:00:00:00 any 806 0000 8 MAC ACL 7-
mac (T.K. npegnonaraeTca, YTo NpaBuIo NepsBoe no cuety, To index-of-rule=20)

KomaHpa CLI:
mac access-list extended 7-mac

permit 00:1f:c6:8b:c6:8a 00:00:00:00:00:00 any 806 0000 ace-priority 20
exit
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KomaHaa SNMP:
snmpset -v2c -c private
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HELTEX

TEXHUYECKAA NOALOEPXKKA

Ona  nonyyeHma TEXHMYECKOM KOHCynbTauMM MO  BOMPOCAM  3KCmayatauunm  obopyaoBaHus
000 «MpeanpuaTtne «3/ITEKC» Bbl MoxKeTe 06paTUTbCA B CEPBUCHDIM LLEHTP KOMMNAHWUK:
dopma obpaTtHOM cBA3K Ha calTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha oduuymanbHOM caliTe KOMNaHUW Bbl MOXKETE HAWTU TEXHUMYECKYHD AOKYMEHTALUMIO M MPOrpaMmHOe
obecneyeHne gna npoaykuum OO0 «Mpeanpuatue «3I/ITEKC», obpatutbca K 6a3e 3HaHMN, OCTaBUTL
WHTEPAKTUBHYIO 3aABKY WJIW MPOKOHCY/NbTUPOBATLCA Y WMHXeHepoB CepBMCHOrO LEHTPA Ha TEXHUYECKOM

dopyme:

OdunumanbHbIi cant komnanuu: https://eltex-co.ru/

TexHunueckuii popym: https://eltex-co.ru/forum

ba3a 3HaHwui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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