MexceTeBble akpaHbl cepun ESR FSTEC A4

TexHUUyeckoe onucaHue ”_“‘e LTeX

KomnneKcHble peleHna Ana nocTpoeHna ceTel

Tunosble 3a4a4u, peliaembie C MOMOLLLbIO MEXCETEBbIX SKPAHOB:

— MocTpoeHue 3awmeHHoro nepumetpa cetu (NAT, Firewall)

— PasrpaHuyeHune 4ocTyna nosib3osartesnen

— OpraHuMsauma 3aWMLLEHHbIX CeTeBbIX TyHHenel mexay duananamm
KOMMNaHUM

— MNocTpoeHne pacnpenenieHHbIX YaCTHbIX CeTel, obbeauHeHMUe
yAaNneHHbIX 0GMCOB KOMMAHUI B e4UHYIO CEeTb

— duabTpauma CeTeBbIX AaHHbIX MO Pa3/IMYHbIM KpUTEpUAM (BKAtOYas
bOUABTPALLUIO MO NPUNOKEHUAM)

— B3aumogpeicTemne ¢ cyuiecTByloleinl ceTeBoli MHPPACTPYKTypon é
3aKa34MKa, UCNob30BaHMe AJ1f 3TOTO onpeAenfaeMblX OTpacaeBbIMM e
CTaHZApPTaMM TUMOB KaHa/lOB CBA3WM - KaHanbl TY, BblaeneHHble U ESR-100/200/1000 FSTEC A4

KOMMYTUPYeMble IMHUK, NTOTOKK E1
— MapuwpyTt1sauyma gaHHbIX
— Pe3sepsupoBaHme WAN-coegmHeHN

NMpoussoanTenbHOCTb

KntoueBbIMM 31eMeHTaMM YCTPOMCTB ABAAIOTCA CPeACTBa annapaTHOro
YCKOpeHunsa obpaboTKM AaHHbIX, MO3BOJAOWME AOCTUYb BbICOKMUX
YyPOBHEW NMpPOU3BOAUTENBHOCTU. lMporpammHas M annapaTHas
06paboTKa pacnpeneneHbl MexXay y3namm ycTpomncTsa.

®dYHKUMOHAN MeXKceTeBOoro 3KpaHa

MerKceTeBble 3KpaHbl cepTudnumpoBaHbl PegepanbHolt cny»b6oi no
TEXHUYECKOMY M 3KCMOPTHOMY KoHTpoato (®PCTIK), uto nossonser
ncnonb3oBatb ESR FSTEC B KayecTBe MeXceTeBblX 3KpaHoB Tuna “A”
yeTBEpPTOro KJjacca 3aWuTbl B FOCYAapPCTBEHHbIX OpraHM3aumax,
BEAOMCTBEHHbIX CTPYKTYpax, B MHPOPMALMOHHbLIX CUCTEMAX
NepcoHanbHbIX AaHHbIX U APYrUX OPraHmsauuax C MOBbILEHHbIMU
TpeboBaHUAMM K Nepesaye KOHOUAEHUMANbHbIX AaHHbIX.

B cootBetctBUM c TpeboBaHMAMKM DCTIK K MexKceTeBbIM 3KpaHam
ycTpolictea ESR FSTEC obecneunBatoT cieaytowmin GyHKLMOHaN:

® KOHTPO/1b U dUALTPALUNA TPaDUKa;

° ayTeHTUdPUKaLMA NoNb30BaTeNEN;

* cbop M XpaHeHMe CTaTUCTUKN COObITUIA;

°* B3aMMOAENCTBUE C APYTMMU CPeACTBAMM 3aLMTbl MHGOPMaLUK.

ESR-21 FSTEC A4

TakKe, ycTtpoiictBa ESR FSTEC npoTMBOAEWNCTBYIOT CAeAyHOWMM :
e soop

yrpo3am: | RESEs ' E—.—ﬁ -;ﬂ = Eﬂ proces

° HeCaHKUMOHWPOBaHHOMY gocTyny K uudbpoBoh WHPopmaumum
opraHmsaumy; ESR-1500 FSTEC A4’
* OTKa3y B 06C/yKMBAHUM UHPOPMALMOHHOM CUCTEMbBI NO MPUYUHE
HEKOHTPO/IMPYEMBIX CETEBbIX MOAKNoYeHUl (B Tom uymcne DDoS-
aTakam), yA3BMMOCTEN, HELOCTATKOB HACTPOEK;

* HeCaHKUMOHUPOBAHHOW nepeaavye MHOPMaLMK U3 BHYTPEHHEN
CUCTEMbI OPraHM3aLMK BO BHELLIHIOK Cpesy, B TOM YMC/Ie BCAeACTBUE
paboTbl BpELOHOCHOIO NPOrpamMHOro obecneyeHus;

°® BO34eMCTBUIO Ha M3 C Lenbio HapyLlueHWs ero GyHKLMOHMPOBaHUA.

ESR-1511 FSTEC A4

*Cepmd;wkau,wﬂ ESR-20, ESR-21, ESR-1500 v ESR-1511 3annaHupoBaHa Ha 3-i, 4-ii kBapTtanbl 2020 roga
Cnucok mogenen, noaaepKmBatoLmx GyHKLMOHAA MEXCETEBOMO 3KPaHa, YyTOUHANTE Ha cailTe

www.eltex-co.ru




MexceTeBble akpaHbl cepun ESR FSTEC A4

TexHnueckoe onucaHue J\e LTGX

KomnneKcHble peleHna Ana nocTpoeHna ceTel

— CootBetcTBUE TpeboBaHUAM dPeaepasibHON CNyK6bl N0 TEXHUYECKOMY U SKCNOPTHOMY
KoHTpoto (PCTIK) B KauecTBe mexKceTeBbIX IKpaHOB

— Ucnonb3oBaHue B KauecTBe MeXXCeTeBbIX IKPaHOB TMNa «A» YETBEPTOro Knacca 3aluThbl’

— Macwrabupyemoe pelieHue gaa pasindHbix obaacteit npumeHeHUs

— Pa3BuTbiit UHTepdeiic KoOMaHAHOM CTPOKU ANA yNpaBAeHUA

— MMbKoe KoHpUrypupoBaHue cepBmcoB

— Bo3MOXXHOCTb conpsa}KeHus ¢ 06opyaoBaHUEM BeAyLLUX NpoussoguTenei

— AnnapaTtHoe yckopeHue 06paboTKu AaHHbIX

— Mopgenu ycTpoicTs ¢ NOBbILLEHHOW HAAEKHOCTbIO U pe3epBMPOBAHMEM KPUTUHECKUX Y3108

Cxembl npumeHeHuA

TunoBasa cxema NPUMeHeHMA B KOPNOPATUBHOM CeTH:

CeTeBble cepBucbl 1 CeTeBble cepaucbl N
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1 NHbopmaumio 0 Hanmuum geincreyrowmx ceptudmrkatos @CTIK MOXKHO NOYYUTL Ha caitte https://eltex-co.ru/catalog/firewalls/

www.eltex-co.ru




0 MexceTteBble aKpaHbl cepun ESR FSTEC A4

DHELTEX

KomnnekcHble pelleHna gaa NoCTpoeHua ceTen

TexHuueckue xapaktepuctuku ESR-20/21/100/200 FSTEC A4

_ ESR-20 FSTEC A4 ESR-21 FSTEC A4 ESR-100 FSTEC A4 ESR-200 FSTEC A4

O6uwue napameTpbl

MaKeTHbI NpoLeccop Broadcom NS2 Broadcom XLP104 Broadcom XLP204

UHTepdeiicbi

Combo 10/100/1000BASE-T/
1000BASE-X

Ethernet 10/100/1000BASE-T 2 8 = 4
Ethernet 10/100/1000BASE-X — 4 _

Serial (RS-232) — 3 _

Console (RJ-45) 1

USB 2.0 1

usB 3.0 1

MpousBogUTENbHOCTD

MponssBoguTeNnbHOCTb
Firewall/NAT/mapLupyTrsaumm 3 réut/c; 255 k naketos/c 2 rbut/c; 192 k naketos/c
(dperimbl 1518B)

1,5 réut/c; 125 k 2,3 reut/c; 187 k
naketos/c naketos/c

0,75 éut/c; 64 k
nakertos/c

MpounssogutenbHocTb IPsec VPN

(bpeiimbl 14568) 0,63 6ut/c; 54 k naketos/c 0,5 réut/c; 43 k naketos/c

CucTeMHble XapaKTePUCTUKU

Konnyecteo VPN-TyHHenewn 250

Cratuyeckune mapLupyTbl 11k

KonnuectBo KOHKYPEHTHbIX ceccui 256k

Moppepka VLAN 00 4k aktusHbix VLAN B cooTsetctBum ¢ 802.1Q
Konunuyecteso mapwpytos BGP 1,5M

Konunyectso mapwpytos OSPF 300k

Konunyectso mapuwpytos RIP 10k

Tabnanua MAC-aapecos 2k 3anuceit Ha 6puaK

Pasmep 6a3bl FIB 1,4M

VRF Lite 32

Habop dyHKumit cooTBeTcTBYET Bepcum MO 1.5

www.eltex-co.ru




0 MexceTteBble aKpaHbl cepun ESR FSTEC A4

DHELTEX

KomnnekcHble pelleHna gaa NoCTpoeHua ceTen

TexHuueckue xapakrepuctuku ESR-1000/1500/1511 FSTEC A4

ESR-1000 FSTEC A4 ESR-1500 FSTEC A4

06w me napameTpbl

ESR-1511 FSTEC A4

MakeTHbIM NpoLeccop Broadcom XLP316L Broadcom XLP516 Broadcom XLP532

UHTepdeiicbi
Combo 10/100/1000BASE-T/

1000BASE-X - o

Ethernet 10/100/1000BASE-T 24 4

10GBASE-R SFP+/1000BASE-X 2 4

40GBASE-X QSFP+ _ 2
Console (RJ-45) 1

USB 2.0 2

MNpoussoauTeNnbHOCTbL

Mpon3BoANTENbHOCTb
Firewall/NAT/mapLupyTrsaumm 9,8 r6ut/c; 808 k naketos/c 10 réut/c; 852 k naketos/c 19,7 réut/c; 1700 k nakeTtos/c
(dpermbl 1518B)

MpowussoautenbHocTb IPsec VPN

(bpeiimbl 14568B) 3,8 M6ut/c; 330 k nakeTos/c 3,9 Iéut/c; 343 k naketos/c 7,9 Iéut/c; 687 k naketos/c

CUCTEMHbIE XapaKTEPUCTUKU

Konunuectso VPN-TyHHeEnewn 500

CraTtmyeckune mapLupyTbl, 11k

KonmqveCTBo KOHKYPEHTHbIX 512k

ceccum

Noppepkka VLAN 00 4k aktmsHbIx VLAN B cooTBeTcTBMM ¢ 802.1Q
Konunuyectso mapupytos BGP 2,8M

Konnyectso mapwpyTtos OSPF 500k

Konunyectso mapuwpytos RIP 10k

Tabanua MAC-agpecos 16k 32k
Pasmep 6a3bl FIB 1,7M

VREF Lite 32

Habop dyHKuMit cooTBeTcTBYET Bepcum MO 1.5

www.eltex-co.ru




MexceTeBble akpaHbl cepuu ESR FSTEC A4
TexHUuYeckoe onucaHue ’ e LTeX
b

KomnneKkcHble peleHna Ana nocTpoeHna ceTel

dusnueckue xapakTepUCTUKU

_ ESR-20 FSTEC A4 ESR-21 FSTEC A4 ESR-100 FSTEC A4 ESR-200 FSTEC A4
duUsnyeckne XxapakTePUCTUKMU M YCNOBUA OKpYXKaloLel cpeabl

MakKc. notpebaseman MOLHOCTb 20 Bt 20 Bt 25 Bt
MutaHne 220B AC +-20%, 50 I,

WHTepBan paboumx Temnepatyp ot -10 po +45 °C

NHTepBan TemnepaTypbl XpaHeHUA o1 -40 po +70 °C

OTHOCUTENbHAA BNAXKHOCTb npu
3KcnayaTauumn

He 6onee 80%

OTHOCUTENIbHAA BAAXKHOCTb NpU

N — ot 10% po 95%

Fabaputbl 267x212x44 mm 430x225x44 mm 310x240x44 mm
Bec 2 Kr 3,15 kr 2,5 Kr
CpefiHui CPOoK CayK6bl 15 net

_ ESR-1000 FSTEC A4 ESR-1500 FSTEC A4 ESR-1511 FSTEC A4
dusnueckne XxapakTepUCTMKM 1 YCIOBUA OKpY»KatoLel cpeabl

Makc. noTpebasemas MOLHOCTb 75 Bt 160 BT

220B AC +-20%, 50 Iy,
MutaHne -36..-72B DC
[0 ABYX UCTOYHMKOB MUTAHUA C BO3MOMKHOCTbIO rOpAYeit 3aMeHbl

WHTepBan pabounx Temnepatyp o1 -10 po +45 °C
MHTepBan TemnepaTtypbl XpaHeHuUA ot -40 po +70 °C

OTHOCUTENbHAA BAAKHOCTbL NpU
aKcnayaTaumm

He 6bonee 80%

OTHOCUTeNbHaA BNAXKHOCTb npu

— ot 10% no 95%

[abapuTbl 430x352x44 mm 430x425x44 mm
Bec 3,6 Kr 7 Kr
CpefHuii CpoK caykbbl 15 net

www.eltex-co.ru




MexceTeBble akpaHbl cepun ESR FSTEC A4

TexHUueckoe onucaHue ._’\e LTex

KomnneKcHble peleHna Ana nocTpoeHna ceTel

(D)’H KUMOHaAbHbl€ BO3MOXHOCTHU

Mopakntouaemble HTepdeiicnbl ®DYHKLUU ceTeBO 3aLUTbI

— USB 3G/4G/LTE mogem — Pa3geneHuve ceTeBbiX MHTEPPENCOB Ha 30HbI

KnueHtol VPN — M3onsuma 30H, Firewall, npasuna punsTpaummn gaHHbIX

— PPTP, PPPOE, L2TP —IPsec:

Cepsep VPN OueHKa napameTpoB

— L2TP, PPTP, OpenVPN — Pexxumbl “policy-based” u “route-based”
TyHHenupoBaHue — Anroputmbl wndposaHua DES, 3DES, AES, Blowfish,

—IP over GRE, Ethernet over GRE Camellia

—IPIP — AyteHTUdMKauma coobueHunii IKE MD5, SHA-1, SHA-2
—L2TPv3 — Mopaep»Ka CNMCKOB KOHTPO/IA AoCTyna Ha 6a3e L2/L3 nonei

— LT (inter VRF-lite routing) — 3awmra ot DoS/DDoS-atak 1 onoseLieHe 06 atakax

®DyHKuum L2 — JlornpoBaHue cobbITUiM aTak, cobbiTuiA cpabaTtbiBaHUA NPaBuUA

— KommyTaumsa naketos (bridging) — dunbTpauma TpaduKa No NPUNOKEHUAM

— STP, RSTP, MISTP 802.1D (Tonbko ESR-1000) MOHUTOPUHT U ynpaBaeHue

— Arperauma nHtepdericos LAG/LACP (802.3ad) —MNopaaeprKKa CTaHAAPTHbIX M paclumMpeHHbix SNMP MIB, RMONv1
— Moaaepka VLAN (802.1Q) —YnpaBneHue ypoBHeM A0CTyNa Npu agMUHUCTPUPOBAHUM

— M3onauma noptos (Port Isolation) (Tonbko ESR-1000) — BcTpoeHHbIii Zabbix agent

— Private VLAN Edge (PVE) (Tonbko ESR-1000) — AyTeHTUMKaLMA NoNb3oBaTes1el No I0KaAbHOM Hase cpeacTBamm
— Jlornyeckune nHtepdeincsl npotokonos RADIUS, TACACS+, LDAP

— LLDP — 3aWwmTa oT oWMBOK KOHPUIYPUPOBAHUA, aBTOMATHYECKOE

— VLAN Ha ocHoBe MAC BOCCTaHOB/IEHWNE KOHbUIypauuu. BoamoxHoCTb cbpoca
®dyHKuum L3 (IPv4/IPv6) KOHOUIypauum K 3aBOACKMM HaCTpOKam

— TpaHcnauna agpecos NAT, Static NAT, ALG — UHTepdelicbl ynpasnenus CLI

— CTaTuyecKkme mapLupyThbl —MNopaepKa Syslog

— OnHamuyeckume npoTokosbl MapwpyTmsauum RIPv2, OSPFv2/v3, BGP — MOHMTOP MCMNO/Ib30BaHNA CUCTEMHbIX PECYPCOB

— dunbTpauma mappytos (prefix list) — Ping, traceroute (IPv4/IPv6), BbiBoA MHGOPMaLMKM O NaKeTax B

— VRF Lite KOHCONU

— Policy Based Routing (PBR) — O6HoBneHwue MO, 3arpyska U Bbirpyska KoHpurypaumm no TFTP, SCP,
— BFD gna BGP, OSPF, ctatnyeckmx mapLipytos FTP, SFTP

Ynpasnenue IP-agpecauueii (IPv4/IPv6) —MNopaeprka NTP

— Cratnyeckue IP-agpeca — Netflow v5/v9/v10 (akcnopt cratuctmkm URL ansa HTTP, host ans
— DHCP-KAneHT HTTPS)

— DHCP Relay Option 82 — JloKanbHOE ynpaB/iieHne Yepes KOHCOMbHbIN nopT RS-232 (RJ-45)
— BctpoeHHbIvi cepsep DHCP, nopgaepkka onumii 43, 60, 61, 150 — YnaneHHoe ynpasneHue, npotokonsl Telnet, SSH (IPv4/IPv6)

— DNS lookup — BbIBOA, MHPOPMALIMM MO cepBuUcam/npoLieccam

—IP unnumbered ®yHKUMK KOHTponsa SLA

KauectBo ob6cnykusaHusa (QoS) — Eltex SLA

— 8 npuopuTeTHbIX oYepenel Ha NopT OueHKa NapaMeTpoB KaHa/I0B CBA3MU:

— L2 un L3 npuoputnsauma Tpaduka (802.1p, DSCP, IP Precedence) — Delay (one-way/two-way)

— lMNpepoTBpalyeHne neperpyskn ovepesneit RED, GRED — Jitter (one-way/two-way)

— HasHauyeHue npuopuTeTos no noptam, no VLAN — Packet loss (one-way/two-way)

— CpeacTBa nepeMapKnpoBaHus NpuopuTeToB — KoaddurumeHT owmnbok B nakeTax

— MNpumeHeHune noanTuk (policing) — HapyweHuve nocnenoBaTesibHOCTU LOCTaBKM MAKeTOB

— YnpaBneHue nonocon nponyckaHus (shaping) — Wellink SLA (wiSLA)1

— Mepapxunyeckuit QoS

— MapKnpoBKa ceccui

CpepcrtBa obecneyeHma HaEXKHOCTU CETU

— Dual homing (Tonbko ESR-1000)

—VRRP v2,v3

— YnpaBneHue maplpyTtamm Ha ocHoBe cocToaHusa VRRP (tracking)

— BanaHcupoBKa Harpysku Ha WAN-uHTepdeicax, nepeHanpasieHme
NMOTOKOB Al@aHHbIX, NEPEK/OYEHME NPU OLLEHKe KayecTBa KaHana

— Pe3epBupoBaHue ceccuit firewall

Habop ¢yHKumit cooTBeTcTByeT Bepcum MO 1.5

1 o
AKTMBMpyeTCH NngeHsnen

www.eltex-co.ru




MexceTeBble akpaHbl cepun ESR FSTEC A4

TexHnueckoe onucaHue ._’\e LTex

KomnneKcHble peleHna Ana nocTpoeHna ceTel

UHPopmauusa pna 3akasa
Hamvewosawie | Omucawne

MeskceTeBol akpaH ESR-20 FSTEC A4, 2x10/100/1000BASE-T, 2xCombo 10/100/1000BASE-T/1000BASE-X (SFP),
ESR-20 FSTEC A4 1xUSB 2.0, 1xUSB 3.0, 1 cnot gns SD-KapT, Console, 46 RAM, 476 Flash.
BcTpoeHHbI mogynb nuTaHMa 220B nepeMeHHOro ToKa

MeskceTeBow akpaH ESR-21 FSTEC A4, 8x10/100/1000BASE-T, 2x10/100/1000BASE-X, 1xUSB 2.0, 1xUSB 3.0, 1
ESR-21 FSTEC A4 cnot ans SD-kapT, Console, Serial (RS-232), 4T RAM, 4T Flash.
BcTpoeHHbI moaynb nuTaHua 220B nepemeHHOro Toka

MeskceTeBoi skpaH ESR-100 FSTEC A4, 4xCombo 10/100/1000BASE-T/1000BASE-X SFP, 1xUSB 2.0, 1xUSB3.0, 1
ESR-100 FSTEC A4 cnot ans SD-kapt, 46 RAM (816 gocTynHo no 3anpocy), 16 NAND-Flash
BcTpoeHHbIi Moayib nuTaHusa 220B nepemeHHOro Toka

MesceTeBoi sKkpaH ESR-200 FSTEC A4, 4x10/100/1000BASE-T, 4xCombo 10/100/1000BASE-T/1000BASE-X SFP,
ESR-200 FSTEC A4 1xUSB 2.0, 1xUSB3.0, 1 cnot ana SD-kapT, 4I'6 RAM (8I'6 gocTtynHo no 3anpocy), 1I'6 NAND-Flash
BcTpoeHHbIi Moayib nuTaHusa 220B nepemeHHOro ToKka

MesceTeBol akpaH ESR-1000 FSTEC A4, 24x10/100/1000BASE-T, 2x10GBASE-R SFP+, 2xUSB 2.0, 1 cnot ans SD-

RGO IECE KapT, 4T'6 RAM (8Ib soctynHo no 3anpocy), 1F'6 NAND-Flash, 2 cnota ana mogynei nutaHma 220B ACunmn 488 DC

MexceTeBoi akpaH ESR-1500 FSTEC A4, 4x10/100/1000BASE-T, 4xCombo 10/100/1000BASE-T/1000BASE-X,
ESR-1500 FSTEC A4 4x10GBASE-R SFP+, 8I6 RAM (16lb goctynHo no 3anpocy), 16 NAND-Flash, 2 chota ana mogyneit nutaHus
220BAC

MexceTeBoi akpaH ESR-1511 FSTEC A4, 4x10/100/1000BASE-T, 4xCombo 10/100/1000BASE-T/1000BASE-X,
ESR-1511 FSTEC A4 4x10GBASE-R SFP+, 2x40GBASE-X QSFP 8I'b RAM (16I'B goctynHo no 3anpocy), 16 NAND-Flash, 2 chota gns
moaynen nutaHmna 220B AC

BAOKM nUTaHUs"

YcTpoucTBO brok nuTaHua AC Baok nutaHua DC

ESR-1000 FSTEC A4 PM160-220/12 PM100-48/12
ESR-1500 FSTEC A4 PM160-220/12 =
ESR-1511 FSTEC A4 PM160-220/12 =

1
3aKa3blBatoTcA 0TAe/bHO

Caenatb 3aka3s O komnaHuum Eltex

Npepanpuatne “INTEKC” - Begywmii poCCUNCKUI pa3paboTynKk u

‘ ﬁ :E;:: npousBoAuTENb KOMMYHUKAaLMOHHOTO 06opyaoBaHusa ¢ 25-neTtHei
+7 (383) 274 1001 eltex@eltex-co.ru www.eltex-co.ru nctopueit. KOMNIeKCHOCTb pelleHnit U BO3MOMKHOCTb UX 6ecluoBHOM
+7(383) 274 48 48 MHTErpaummn B MHPPaCTPyKTypy 3aKasumka - MpUOpUTETHOE HanpasneHue

Pa3BUTUA KOMNaHUK.

www.eltex-co.ru
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