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ESR-Series. Release notes. Bepcus 1.13.0

Bepcusa 1.13.0

MNepeueHb N3MEHEHUIT B BEpCUMK:

+ Mopaepxka mapupytusatopos ESR-1511 n ESR-3100
+ Moppaepxka pyHkymoHana Content-Filter ana HTTP-Tpaduka
+ Mopaepxka dyHKunoHana Anti-Spam gna HTTP-Tpacdvka
* MapuwpyTtunsaums:
+ BGP:
* YBenuuyeHue BGP RIB ESR-10/12V/12VF/14VF pgo 1M mapLupyToB
* ¥Ysenuyenune BGP RIB ESR-20/21/100/200 go 2,5M mapLupyToB
* YBenuyeHue BGP RIB ESR-1000/1200/1500/1510 go 5M mapLipyTtos
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Bepcna 1.12.0

MNepeueHb N3MEHEHUIT B BEpCUMK:

* IDS/IPS:
* MoppepxaHo B3anmopgeinicTeme c Eltex Distribution Manager ansa nonyyeHus nuueH3snpyemoro
KOHTeHTa — Habop npasun, npegoctasnsiemMbix Kaspersky SafeStream |l
* IPsec:
+ [Jo6aBneHa BO3MOXHOCTb NpocmoTpa debug nHcopmauymmn gns IPsec
+ MPLS:
+ Oo6asneHa nogaepxka VPLS Kompella Mode
+ [Jo6aBneHbl KOMaH4b! BbIBOAA onepaTnBHoON nHcopmaummn gns L2VPN
+ USB-Modem:
* Mopaepxka moaemos ¢ npotwmskoi HILINK
* MapupyTtunsaums
+ ISHS:
+ [Job6asneHa BoO3MOXHOCTb 3-way handshake ycTtaHoBeHus coceacrea
* MOHWUTOPWHT ¥ yrpaBs/ieHve:
+ CLLI:
* Y6paHa BO3MOXHOCTb ayTeHTUdnKaL M nog nonb3osarenem root
* TyHHenuposaHue:
+ Jlo6aBneHa BO3MOXHOCTb 3afaHnsa AAA cnnckos ayTeHTUdukaumm ans OpenVPN-k1MeHToB
* dunsTpaums:
* HTTP proxy
+ [ob6aBneHa BO3MOXHOCTb JIOTMPOBAaHNSA COOLITUI hrnbTpauun
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Bepcna 1.11.2

MNepeueHb N3MEHEHUIT B BEpCUMK:

* BRAS:
+ MopaepxaHa paboTta BRAS B VRF ana cxembl BK/itoueHns L3
* MoppepxaHo aobasneHne Option 82 n3 DHCP nakeToB KNIMEHTOB B aKKayHTUHT
+ MNopaepxaHo nonyyeHve yncna cepsncos u ceccuin BRAS yepes SNMP
+ SNMP:
+ MopaepxaHo paspyLueHne TyHHenen softgre
* MOHWTOPWHT 1 yrpaBs/ieHve:
+ CLLI:
+ [lo6aBneHa komaHaa merge, KOTopas 06beANHAET 3arpyXXeHHY KOHUrypaLmio ¢
candidate-config
+ [lo6aBnieHa BO3MOXHOCTb NPOCMOTpPa MHAOpMaL N 0 KoOHdUrypauumn onpeaeneHHoro
Bridge
+ [Job6aBneHa BO3MOXHOCTb NPOCMOTPA KOHpurypaumm onpegeneHHol object-groups ¢
yKasaHvem Tuna
+ [lo6aBnieHa BO3MOXHOCTb MPOCMOTpPA KOHpUrypaumm onpesesieHHoro TyHHe s
+ [lo6aBnieHa BO3MOXHOCTb NPOCMOTpPa KOHpUrypaumm onpegeneHHoro route-maps
+ [lo6aBneHo coxpaHeHue 10rMHa nosb3oBaresns B MM KOHurypauum npy pesepsmpoBaHnm
KOHpurypauum nokasnbHO
+ [lo6aBrieHa BO3MOXHOCTb MPOCMOTPA Pa3HuLbl MeXy apXMBHbIMW KOHPUIypaLumamm
+ [ob6asneHa KkomaHza clear vrrp-state, koTopast octaHaB/MBaET BbINO/IHEHNE NPOTOKONA
VRRP Ha Bpems 3* Advertisement_Interval+1. 3T0 gaeT BO3MOXHOCTb MapLipyTusaTopy,
HaxopsLLemMycs B COCTOSAHMM backup, BbINONHNUTL Nepexsar MacTepcTea
+ SLA:
* MopaepxaH IP SLA B pexume ICMP-ECHO
* TyHHenupoBaHue:
+ MopaepxaHa CUHXPOHM3aLMA TyHHenel wireless-controller mexay mapLipyTusaTopamu ¢ pasHoi
Bepcueii MO



ESR-Series. Release notes. Bepcus 1.13.0

Bepcna 1.11.1

MNepeueHb N3MEHEHUIT B BEpCUMK:

* IPsec:
+ PeanusoBaHa BO3MOXHOCTb 0TktoueHust Mobility and Multihoming Protocol (MOBIKE) ans IKEv2
+ Mopaepxka IPsec ayteHTUdMkauum no ceptudpukaram
+ NMoppaepxka CRL u punsTpayun no nonto arpubyta Subject-name



ESR-Series. Release notes. Bepcus 1.13.0

Bepcna 1.11.0

MNepeueHb N3MEHEHUIT B BEpCUMK:

+ CLLI:
+ Peasi3oBaHa BO3MOXHOCTb tounstpauum no TCP/UDP-noptam npy 0TO6paXXeHnn 1 04UCTKE
firewall/NAT-ceccuii
* PeanunsoBaHa BO3MOXHOCTb NpocMoTpa kKoHdurypaumm mDNS
* IPsec:
+ PeanusoBaHbl pexumbl nepe-nogknioveHns knmeHtos XAUTH ¢ ogHum nioruHom/naponem
* Peasin3oBaHa BO3MOXHOCTb OTK/THOUEHUSI NPOBEPKM Nnons atpmbyTa Subject nokasibHOro u
ypaneHHoro ceptudpukara XAUTH
* MapuwpyTtunsaums:
+ PeanunsoBaHa BO3MOXHOCTb UCMO/b30BaHust Multiwan Ha pppoe, [2tp, openvpn, pptp 1 vti-
TYHHEnemn
* TyHHenupoBsaHue
+ GRE
+ Peanun3oBaHa BO3MOXHOCTb MUcnosib3osaHusa a1 GRE-TyHHenel B ka4yecTBe JI0Kas/TbHOro
nHtepdeinca: USB-modem, pptp, 12tp, pppoe-TyHHeneii n e1, multilink-nHtepdeicos
+ Peanu3oBaHa BO3MOXHOCTb nocTpoeHns GRE-TyHHenel ot IP-uHTepdgeicos otnnyHoro VRF
+ PeannsoBaHa BO3MOXHOCTb 06ecrneyeHns L2 cBA3HOCTU MeXAy KNMeHTamMun U3 pasHblX
TYHHENen B paMkax 04HO nokaumm B cxeme ¢ wireless-controller
* PPPoE
+ [lo6aBnieHa BO3MOXHOCTb UCMO/b30BaHus cumBonos ", "/" n "\" B MUMeHn nonb3oBatens
+ OrpaHuyeHa noggepxka gainnosbix cuctem gns USB-Hakonuteneli 1 SD/MMC kapT. MNMogaepxmeaeTcs
Tonbko FAT
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Bepcua 1.10.0

MNepeueHb N3MEHEHUIT B BEpCUMK:

* MapupyTtunsaums:
+ [JobGaBneHa nogaepxka NpoTokosa MapLipytmsaumm IS-IS
+ [JobGaBneHa nogaepxka npoTokosa mappytmsaummn RIP NG
+ lMepepabotaHo KoHUrypuposaHue BGP
+ BGP:
+ [lo6aBneHa nogaepxka BGP Graceful restart
+ [Oo6asneHa nogaepxka arpudyta BGP Weight
+ OSPF:
+ [lo6aeneHa nogaepxka OSPF Graceful restart
* MOHWUTOPWHT 1 yrpaBs/ieHue:
+ [lo6aBneHa BO3MOXHOCTb BK/IHOYEHUSA MOHOMO/IBHOTO A0CTYNa K KOHurypaumm
+ [No6asneHa Bo3mMoXHoCTb copoca CLI-ceccuin
+ [Job6aBneHa BO3MOXHOCTb OYMCTKN CNNCKa aBapuii
* TyHHenupoBaHue:
+ [ob6aBneHa BO3MOXHOCTb BblGOpa MeToga ayTeHTUdnKaumm nonb3osartenei ans L2TP n PPTP-
cepBepoB
+ [Job6aBneHa BO3MOXHOCTb MCNOIb30BaHUA NPUBATHOIO K/tova u ceptudpmkata OpenVPN-kiveHTa
+ MPLS:
+ [Job6aBneHa nogaepxka npotokona LDP
+ Oo6asneHa nogaepxka L2VPN VPWS
+ Oo6asneHa nogaepxka L2VPN VPLS Martini mode
+ Oo6asneHa nogaepxka L3VPN MP-BGP
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Bepcusa 1.8.7

MNepeueHb N3MEHEHUIT B BEpCUMK:

+ USB-Modem:
+ [Job6aBneHa komaHga "no compression” 419 3anpeta Ucnosib30BaHMsa MeTo4a CxXaTus 3aro/loBKOB
TCP/IP BaH Ako6coHa
* MOHWUTOPWHT 1 ynpaB/ieHune:
+ [lo6aBneHa BO3MOXHOCTb BbINO/HATL KOMaHAbl N0 SSH B HEMHTEPAKTMBHbIX CECCUAX KOMaHAHO
cTpoku (CLI)
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Bepcusa 1.8.5

MNepeueHb N3MEHEHUIT B BEpCUMK:

+ Security:
+ [lobaBneHa BO3MOXHOCTb MCNONb30BaHUsA demo-nuueH3unii ana IDS/IPS
+ SLA:
+ O6HoBneH areHT Wellink SLA Ha ycTpoiictBax ESR-10/12V/12VF
+ USB-Modem:
+ [Jo6aBneHa BO3MOXHOCTb UCNOMb30BaHUA cumMBO/IOB ', '@', ., ' 4219 NONs user B pexume
KoHdpurypupoBaHus cellular profile
* MOHUTOPWHT:
+ [No6asneH thyHkumoHan Zabbix-proxy
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Bepcusa 1.8.3

MNepeueHb N3MEHEHUIT B BEpCUMK:

* IPsec:

+ PeweHa npobnema HecTtabunbHoil paboTbl IPsec ¢ DMVPN n L2TPv3
+ Multilink:

+ PeweHa npobnema mapwpytusaumm Tpacumk ns multilink

+ PeweHa npobnema ¢ gobasneHnem BTOPOro 1 nocneaywwmx nitepdeiicos 8 multilink
+ OSPF:

+ PeweHa npobniema ¢ 06HOBNEHEM MapLUPYTHOM MHhOopMaLn
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Bepcus 1.8.2

MNepeueHb N3MEHEHUIT B BEpCUMK:

+ MNopgaepxka mappyTtusatopos ESR-20/21/1500/1510
* OpenVPN cepsep:

* YBeNM4YEeHO KONMYECTBO NOMb30BaTenen ao 64
+ ACL:

+ ESR-1X: yBenuueHo kosMyecTso npasun o 255
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Bepcus 1.8.1

MNepeueHb N3MEHEHUIT B BEpCUMK:

* OpenVPN cepsep:
+ Bo3MOXHOCTb Ha3HavyeHus ctatudeckoro IP-agpeca ana OpenVPN-nonb3osatens
+ BO3MOXHOCTb aBTopm3auun Heckobknx OpenVPN-nonb3oBartenein ¢ oAHUM cepTUdINKaTOM
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Bepcua 1.8.0

MNepeueHb N3MEHEHUIT B BEpCUMK:

* TyHHenuposaHue:

* MopaepxxaH DMVPN
+ BGP:

* Ysenuyenune BGP RIB ESR-20/21/100/200 go 2M mapLupytos

* YBenuyeHue BGP RIB ESR-1000/1200/1500/1510 go 3M mapLipyToB
+ SNMP:

* Mopaepxka LLDP-MIB
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Bepcuna 1.7.0

MNepeueHb N3MEHEHUIT B BEpCUMK:

* dunsTpaums:

* MNogaepxaH IDS/IPS

+ HTTP proxy: go6asneHo koHurypuposaHue redirect noptos
+ CLI

ESR-1700: ¥YBennuyeHo makcumanbHoe KonmyecTtso object-group network go 1024
+ [lo6aBneHa Bo3MOXHOCTb B Prefix List, route-map ykasbiBatb npedukc 0.0.0.0/0
+ [Job6aBneHa BO3MOXHOCTb B Object-group url ykasbiBaTb CCbI/IKM B BUAE PEryNAPHbIX BbIPaXEHWUI
+ [Job6aBneHa BO3MOXHOCTb U3MeHsATb MAC-agpec on3nyeckux n arpermpoBaHHbIX MHTepdeiicos
*+ MepeHoc komaHy, ip http proxy redirect-port, ip http proxy redirect-port noptos 13 BRAS B

HTTP(S) Proxy

* NAT:

+ ESR-1700: ¥YBenmueHo makcumasnbHoe konndectBo NAT pool go 1024
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Bepcua 1.6.6

MNepeueHb N3MEHEHUIT B BEpCUMK:

* TyHHenuposaHue:
+ MNopgaepxaH HOBbI MexaHn3Mm keepalive gns softgre TyHHeneli. MNpoBepka TyHHeNel
BbINOJIHAETCA MO ping-probe OT KIMEHTCKUX YCTPOCTB. HOBbIN pexnm paboTbl BKIKOYAETCH
komaHgol keepalive mode reactive B koH(purypaumm wireless-controller
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Bepcua 1.6.5

MNepeueHb N3MEHEHUIT B BEpCUMK:

« CLI:
+ [Job6aBneHa BO3MOXHOCTb BK/IHOYEHWSI O4HOMO/1b30BaTEIbCKOro pexnma
KOHpurypmpoBaHus
+ [Job6aBneHa koMaHga Ans 3aBeplieHns ceccuii CLI
+ [o6aBneHo onoseLeHne 0 HeNPeMEHHbIX U3MEHEHWSX B KOHGUrypauum npu

BXOAe/BbIX0Ae B/U3 pexuma KoHuryprposaHus n CLI
* TyHHenupoBaHue:

+ [lo6aBneHa BO3MOXHOCTb BK/toUeHUS sub-TyHHens softgre B Bridge, KoTopblii HaxoanTcs
B VRF
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Bepcua 1.6.4

MNepeueHb N3MEHEHUIT B BEpCUMK:

* BRAS:
+ [lobaeneHa komaHaa show subscriber-control sessions count gns nogcueta uncna ceccuin BRAS
+ [No6asneHa komaHga show subscriber-control services count g5 nogcuera uncna cepsrncos
BRAS
+ mDNS
+ [lo6asneH gyHkuymoHan mDNS-reflector
+ [Jo6asneH thyHkunoHan counstpaunm cepsmucos mDNS
+ [lo6aBneHa komaHga show ip mdns-reflector nns npocmoTpa HanaeHHbIX ceprcoB MDNS
+ [lo6aBneHa komaHga clear ip mdns-reflector g 06HOBNEHNS cncka cepBMCOB
* MOHUTOPWVHT 1 ynpas/ieHue:
« CLI
+ [o6asneHsl unstpbl dynamic/static n tunnel softgre ana komaHg show/clear mac
address-table
* TyHHenupoBaHue:
+ [lo6aBneHa komaHga clear tunnels softgre remote-address <ip> gns yananenus softgre
TYHHENS 418 KOHKPETHOW TOYKM
+ [lo6aBneHa komaHga clear tunnels softgre gnsa yananenns scex softgre TyHHenelk
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Bepcua 1.6.2

MNepeueHb N3MEHEHUIT B BEpCUMK:

* BRAS:
* MNopgaepxaH Ha ESR-1X/2X
+ [Job6aBneHa BO3MOXHOCTb 3a4aHns MHTepgeica ¢ guHammnyeckumm IP agpecamu B kayecTse nas-
ip
* DHCP:
+ [Job6aBneHa BO3MOXHOCTb 04MCTKK 3anuceli apeHa DHCP cepsepa
*+ YBenu4yeHo umcno crartmdeckux DHCP 3anuceli B nyne go 128
* QoS:
+ [Jo6aBneHa knaccudurkauma Ha ncxogswem nHTepdeice, YTo NO3BOMSET HE NCMNO/b30BaTb
ingress nosINTUKN
+ [lobaBneHa BO3MOXHOCTb 3ajaHuNsl B Kacce HecKonbkux ACL
+ [Job6aBneHa BO3MOXHOCTb 3afaHus B knacce knaccudgukaumm no DSCP
+ VolIP:
+ [Job6aBneHa BO3MOXHOCTb KOHhurypupoaHus PBX
* NHTepdpeiicsl:
+ MNopgaepxaH pexunm paboTbl HTepdgelica routerport/switchport/hybrid
* MoppepxaH ET HDLC
+ MoapnepxaH Serial (RS-232):
+ OpraHusauus NoAKI0YEHNS C MOMOLLbIO aHaoroBbiX MogemMoB B pexume Dial up, leased line
* YnpasneHve coceHMn yCTPOMCTBaMM NO KOHCON
* MapupyTtunsaums
+ BGP:
+ MNopaepxaH Flow Specification Rules
+ MopaepxaH atpubyT weight
+ [lo6aBneHa BO3MOXHOCTb 3agaHus route-map default route, le/ge/eq
« [ns onuumn remove-private-as gob6aenexsl onumu all, nearest, replace

* MoppaepxaH IP Unnumbered
+ [o6aBneHa BO3MOXHOCTb OTK/IOUeHMA oTnpasBku oTBeToB ICMP unreachable/redirect
* MoppepxaH IPv6 Router Advertisement
* MultiWAN:
* MoppepxaH mexaHnam ounctkm NAT ceccuii nocne o6HapyXeHUs HefoCTYMHON uenu
* MOHWUTOPWHT 1 yrpaBs/ieHue:
+ AAA:
+ [Job6asneHa BO3MOXHOCTb 3agaHus IP agpeca uctouHunka ans TACACS/LDAP cepsepoB
+ [ob6aBneHa BO3MOXHOCTb 3a4aHns nHTepdeica B kauectse UcTouHnka ans RADIUS
cepsepa
+ Pasmep kntoua TACACS cepsepa pacwmpeH go 60 cumsonos
+ [lo6aBnieHa BO3MOXHOCTb OTK/IIOYEHUS ayTEHTUPMKALMM Yepe3 KOHCOJTbHBIN NopT
+ CLI
+ [lo6aBneHa BO3MOXHOCTb 3ajaHns NCEBAOHMMOB KOMaH/,
+ [lo6aBnieHa BO3MOXHOCTb NPOCMOTpPA CTaTUCTUKN UCMOb30BaHUA NHTepdeiica
+ [Jo6aBneHa BO3MOXHOCTb NPOCMOTPA CTaTUCTUKM Ucnonb3osaHms CPU
+ [lo6aBneHa BO3MOXHOCTb 3aZjaHns UMEHMN A/19 CTaTUYeCcKoro MmapLupyra
+ [ob6aBneHa BO3MOXHOCTb BbIYUCMIEHNS XeL CyMM (halinos
+ [ob6aBneHa BO3MOXHOCTb NPOCMOTPA CMMCKa TEKYLLMX aBapuii
+ [lobaBneHa BO3MOXHOCTb BbIK/THOUEHNS Aebara 0HO KOMaHAoiA
+ [ob6aBneHa BO3MOXHOCTb BbIBOAA COOOLLEHNIA MPX NPOCMOTPE JI0roB 3a OnpeaesieHHbIlN
NMPOMEXYTOK BpeMeH!
+ [lo6aBrieHa BO3MOXHOCTb BbIrpy3ku 3arpy34mkoB
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+ [lo6aBneHa BO3MOXHOCTb NPOCMOTpPa OnucaHusa npasw/ia B BbiBoAe KoMaHabl show ip
firewall counters

+ [lo6aBneHa BO3MOXHOCTb konmpoBaHusi paiinos no npotokony HTTP (S)

+ [lo6aBneHa BO3MOXHOCTb MPOCMOTPA Pa3HULLbl MeXay KoHgurypaumsimm (running,
candidate, factory)

+ [lo6aBsieHa BO3MOXHOCTb MPOCMOTpPa KOHpMrypaumm ¢ MetagaHHbIMU

* Y6paHa komaHga commit update

SNMP:

+ [lo6aBnieHa BO3MOXHOCTb 3aZ,aHss community an1s trap coo6LeHnii

+ [lo6aBnieHa BO3MOXHOCTb 3agaHus IP agpeca nctouHunka A1 trap coobLieHnii

+ [lo6aBnieHa BO3MOXHOCTb Bblbopa cogepxumoro Tpanos linkDown/linkUp mexay
cTaHZapTHbIM u cisco-like

SSH:
+ [lo6aBneHa BO3MOXHOCTb 3agaHus IP agpeca nctouHuka gnsa SSH knveHTta
* MoppaepxaH Cisco SLA responder
* MoppaepxaH Eltex SLA
* MopgpepxaH SFTP cepeep
+ dunbTpauma u TpaHcnAuns
+ Firewall:
+ [ob6asneHa BO3MOXHOCTb ounsTpauum no umenn tuna ICMP coobueHns
« HTTP (S) Proxy:
+ [o6aBneHa BO3MOXHOCTb onnbTpaumm no tuny KoHteHTa: ActiveX, JS, Cookies
+ [lo6aBneHa BO3MOXHOCTb (hunstpaunn/pegmpekTta no NokasibHbIM/yAaIeHHbIM CriMcKam
+ [lo6aBneHa BO3MOXHOCTb 06HOBNEHUS yaaneHHbIx cnuckoB URL yepes RADIUS CoA
+ NAT:

+ [lo6aBneHa BO3MOXHOCTb OCYLLECTB/IATb TPAHCIALMIO agpecos ¢ TyHHens PPTP/PPPoE

* TyHHenupoBaHue:
* IPsec:

+ [lo6aBneHa BO3MOXHOCTb Mcnonb3oeaHus IP agpeca, nonyyeHHoro no DHCP, B kauecTBe
NIOKasIbHOTO LW3a

+ [lo6aBfieHa BO3MOXHOCTb MPOCMOTpPa pacluMpeHHolr nHopmaumm 06 ayTeHTudmKaumnm
TYHHene

* MopaepxaH XAuth knneHT

+ Moapnepxka PFS (perfect forward secrecy) ¢ ucnonb3zosaHuem rpynnsi DH
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Bepcua 1.4.4

MNepeueHb N3MEHEHUIT B BEpCUMK:

* PPPoE knuneHT:
+ [No6asneHbl meTogbl ayTeHTudnkaumm PAP, MS-CHAP, MS-CHAPv2, EAP
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Bepcua 1.4.2

MNepeueHb N3MEHEHUIT B BEpCUMK:

+ 3awmra oT arak:
+ [lo6aBneHa komaHaa show ip firewall screens counters, no3sonsoLlasi npocmaTpmBarb
CTaTUCTUKY MO 3aPMKCMPOBAHHbLIM CETEBbIM aTtakam
+ PeanuzoaHa 3awmTa ot XMAS 1 TCP all flags
+ SNMP:
+ [ob6aBneHa BO3MOXHOCTb YCTaHaB/IMBaTb NapaMeTpbl snmp-server contact 1 snmp-server
location. lo6asneHsl OID ansa aTnx napameTpoB
+ PeanunszosaH SNMP View: npegocrasneHne nay sanpeT goctyna gssa community v user rno OID
* NTP:
+ PacwupeH BbiBog show ntp peers: 06aB/ieHbl CTpaTyM U CTaTyC CUHXPOHM3aUUN
+ Firewall:
+ [lo6aBneHa komaHaa ip firewall sessions tracking sip port, nossonstouas seiGupats TCP/UDP
nopt g4 SIP session tracking
+ Firewall:
+ [lo6aBneHa komaHaa ip firewall sessions tracking sip port, nossonstouas seiGupars TCP/UDP
nopt g4 SIP session tracking
* TyHHenuposaHue:
+ PeanusoBaH L2TP knneHT ¢ nogaepxkoii IPSec
+ IP SLA areHT (Wellink):
+ [Job6aBneHa BO3MOXHOCTb ynpaB/ieHns TectaMu 6e3 yyactus noprana
*+ MNepepaboTaHbl KOMaHAb! yNpaBneHns 1 MOHUTOPUHIa
+ [Jo6aBneHbl KOMaH4bl yNpaBneHns noporaMmu: yctaHoBKa NoporoB NpeBbIWeHNst U HopMainsauum
3Ha4YeHuii napameTpoB TecTa, onoselleHne B CLI, SYSLOG n SNMP o nepeceyeHun noporos
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Bepcusa 1.4.1

MNepeueHb N3MEHEHUIT B BEpCUMK:

* TyHHenuposaHue:

+ Passutue GRE:

+ PeanusoBaH mexaHun3m keepalive gnis Ethernet over GRE TyHHenelk

* YBE/IMUYEHO MakcumasibHoe konmuecTBo SoftGRE TyHHenel ao 8K (ESR-1200/ESR-1700)

+ [Jo6aBneHa BO3MOXHOCTb HacTpoikn MTU Ha SUB-GRE TyHHensix

+ Pa3Butme IPsec:

+ [lo6aBneHa komaHga encryption algorithm null B pexxume koHdurypmposaHus config-ipsec-
proposal, oTknovatowasn wudposaHne ESP-Tpadmka

+ Moppaepxka paboTsl policy-based IPsec B VRF

* BRAS:

*+ MNopaepxka orpaHu4yeHne CKopoCcTy Ha abOHEHTCKYH0 CECCUIO

+ [lo6aBneHa komaHga session ip-authentication B pexvme koHdurypuposaxus config-subscriber-
control. [Mpy BKNKOYEHHOW ONuUK ayTeHTMdINKaLMsS Nosb3oBaTesnel npoxoauT no IP-agpecy

+ No6asneHa komaHga show subscriber-control radius-servers 15 npocmoTtpa nHpopmaumm 06
ucnosnb3yemblx RADIUS-cepBepax

+ SNMP:

* BO3MOXHOCTb NPMMEHUTb KOHUIypauumio 1 nepesarpy3vTb YCTPOUCTBO C MOMOLLbO
commitConfirmAndReload SetRequest

* NMoppepxka areHTa RMON, no3BonstoLLero cobuparb CTaTUCTMKY O XapakTepe Tpadmka Ha
ceTeBbIX UHTEpdIencax

+ PeanusoBaHo ynpasneHue VolP-cepsucamu no npotokosy SNMP

+ MNopaepxka oTrnpasBkun yBeoMIeHU Npu o6HapyxeHun DoS-atak

+ PeanusoBaHa otnpaska SNMP traps npu 4OCTMXEHUN NOPOroBbIX 3HAYEHWIA:

+ 3arpysku ceTeBblX UHTEpeicos

+ GRE/SUB-GRE TyHHenei

+ KonnuectBa TyHHenei BKI4YeHHbIX B bridge-group

+ BRAS-ceccwuii

+ AAA:

+ BO3MOXHOCTb yKa3aTb source-address [i/15 3anpocoB K cepBepy aBTopu3aunm n ayteHTugmnkasmm

B pexumax koHdurypmpoBaHusi config-tacacs-server n config-ldap-server
* MultiWAN:

+ [lo6aBneHbl KoMaHabl wan load-balance B pexnmve koHdurypuposarus config-cellular-modem,

no3sonstowmne HactpomTb Multiwan ¢ ucnons3osaHmem USB-mogema
* L3-mapuwpyTtusauus:

+ Mopaepxka TexHonorun BFD ans ctatnyeckoin mapLupyTtmsauumn

+ Passutue BGP:

+ [lo6asneHbl KomaHAapb! default-information originate B pexxvime koHgurypmposanus config-
bgp-af, default-originate B pexume koHcurypmnposaHusi config-bgp-neighbor,
No3BONAOLLME aHOHCMPOBATb MapLUPYT MO YMO/TYaHWUIO

+ CLI

+ [Oo6asneHa nogaepxka ropayumx knasuww Ctrl-P n Ctrl-N gns npocmoTpa nctopmm BBefeHHbIX
KOMaHp,

+ [lo6aBrieHa BO3MOXHOCTb MPOCMOTpPA TEKYLLLEro COCTOAHUA 0O6BEKTOB TPEKMHIA C MOMOLLLbO
komaHabl show tracking objects

* LLDP:

+ Job6asneHa nogaepxka pacwmpenns MED ¢ nogaepxkoi aHoHcupoBaHus napameTpos DSCP,
VLAN, PRIORITY g9 pas/ivyHbIX TUNOB YCTPOWCTB. MNocpeacTBOM AAaHHOIO paclumpeHns
peanusyetca nepegada Voice VLAN

* Firewall:
+ Peasin3oBaHa TeXHONOMMA KnaccudukaLmm Tpaduka npunoxeHuin

22



ESR-Series. Release notes. Bepcus 1.13.0

« [lo6aBneHa komaHga ip firewall logging screen B pexxvme koHdurypupoaHus config,
no3BosisoLMe siormposatb 06HapyXeHHble DoS-ataku
QoS:
+ PeanusoBaH mexaHuam GRED (Generic RED) gnsi ynpaBneHus nepenosiHeHeM ovepeaeit Ha
ocHoBaHuu I[P DSCP nnu IP Precedence
VRRP:
* MoppepxaHa pa6ota B VRF
+ [o6asneH VRRP track-ip
Zabbix:
+ BHegpeH Zabbix-areHT
KoHdpurypuposaHue:
+ Peasin3oBaHO aBTOMAaTU4eCKOE YTeHNe KOH(IUIypauumn ¢ NepeHoCHbIX HOCUTeNen Npu 3arpyske
ycTpoicTBa 6e3 KoHdurypaumm
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Bepcua 1.4.0

MNepeueHb N3MEHEHUIT B BEpCUMK:

* TyHHenuposaHue:

+ [lo6aBneH PPTP-knueHT

« [lo6aBneH PPPoOE-knneHT

+ Moppepxka TyHHens Ethernet over GRE

* Mopaepxka cozgaHusa cabuHtTepdgeicos ansa Ethernet over GRE TyHHenei

+ Bo3moxHocTb yBennueHnma MTU ansa TyHHenen go 10000

+ Pa3Butme IPsec:

+ Moppaepxka XAuth gnsa guHamnueckux IPsec-TyHHenell
+ Passutne OpenVPN
+ PaclumpeHuve cnvicka aroputMoB LWNpoBaHNA 1 ayTeHTUdINKaLUN
BRAS:

+ Bo3moxHocTb TpaHcnsumm Tabnmubl USER IP - PROXY IP no npotokony NetFlow gns

NPOKCUPYEMbIX COEAVHEHWI
L2 kommyTaLms:
+ [lo6aBneHa komaHga force-up B pexum KoHdurypuposaHus config-vlan. B gaHHom pexurmve VLAN
BCerga HaxoauTcsa B cocTossHum «Up»
L3 mapLupytmsaums:
* BO3MOXHOCTb OMUMOHaNIbHOIO BKOYeHUA IPv6 cTeka Ha nHTepdericax
+ Pa3sutue BGP:
* YBeNMYeH gnanasoH 3HavyeHuii gna napametpa local preference
+ PacwupeH BbiBog komaHabl show ip bgp neighbors
+ PeanusoBaH VRRP tracking: nsmeneHne MED 1 AS-path atpnbyToB Ha OCHOBE COCTOSHUSA
VRRP
CLI:

+ Bo3MOXHOCTb MaclTabmpoBaHus pasMmepa TepMnHana nog pasmep okHa Ha MK npm
NCMo/Ib30BaHMM KOHCO/bHOIO noakntoveHnsi. KomaHaa terminal resize

+ PaclumpeH Habop gonyctumMbix cumBonoB B APN B pexunme kKoHdurypuposaHusi config-cellular-
profile. lo6aBneHsbl cumBosnbl "@", ".", "-"

* MOHUTOPWHT:

* Bo3moxHoCTb dousisTpaumm Tpaduka no MAC-agpecy UCToYHMKa/Ha3HavyeHus

+ Bo3moxHOCTb npocmoTpa expect-ceccuii Firewall

+ BbiBOA MHhOpMauun o ctatyce nHTepdelica npu BbizoBe show ip interfaces
DHCP:

+ [ob6aBneHa BO3MOXHOCTb UCKtoveHus IP-agpeca 13 nyna agpecos DHCP-cepsepa

+ [Job6aBneHa BO3MOXHOCTb 3a4aHnsi NPON3BOJIbLHON onumn B hopmare IP-agpeca, ctpoku, HEX-
CTPOKM

NAT:
+ Moppepxka Static NAT
NTP:

+ KomaHpga ntp enable vrf <NAME> yctapena. CUHXpOHM3aUuUsi BDEMEHU MO NPOTOKO/Y BK/HOYAETCS
KomaHzol ntp enable 1 6ygeT paspelueHa 419 BCEX CEPBEPOB M NUPOB B KOHIUTypaLum

+ No6asneHa komaHga ntp logging, nos3sonstowasn nornposartb NTP-co6bITHSA

+ [Nob6asneHa komaHza ntp source address <IP>, no3sonstowasn yctaHosuts IP-agpec ans scex NTP
peers

SNMP:

+ KomaHga snmp-server vif <NAME> ycTapena. JocTyn no NpoTOKO/y BK/HOYAETCSt KOMaHA0M
snmp-server 1 6yaeT paspeLueH g8 scex coobuiects 1 SNMPv3 nonb3oBartenei B
KOHpurypauum

* Ynpas/neHue:

+ MNopaepxka onepauuini KONMPoOBaHNS NPOLUMBOK, KOHPUrypaumm, cepTnnkaTos
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Mopaepxka onepaunii ¢ koHdmrypaumeli (commit, confirm, restore, rollback n 1.4.)
B0O3MOXHOCTb cO3gaHusA nHTepdencos

B0O3MOXHOCTb CMeHbI 06pa3a akTueHoro MO

B0O3MOXHOCTb Nepesarpy3ku ycTpoiicTea (To/IbKo Npu BK/IKOYEHHOM Ha €Sr Snmp-server
system-shutdown)

Bo3MOXHOCTb HacTpoliku npotokona VRRP

* MOHUTOPWHT:

+ SYSLOG:

B0O3MOXHOCTb MPOCMOTpa YMcna CyLecTBYOLWMX MHTEPKENCOB N TYHHENEel BCEX TUMOB
Bo3moxHOCTb NnpocmoTpa pasmepa ARP-Tabnmubl

* ,ﬂ,06aBﬂeH0 NlorMpoBaHne 0CTaHOBOK/3amnyCcKoB CUCTEMHbIX NMPOLLECCOB

* VRRP:

+ [lo6aBneHa komaHga vrrp force-up. B gaHHom pexume VRRP IP-nHTepceiic Bcerga HaxoguTtcs B
coctosaHun «Up»
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Bepcua 1.3.0

MNepeueHb N3MEHEHUIT B BEpCUMK:

+ 3awmra oT arak:
+ 3awwuTta ot DoS arak:
+ ICMP flood
+ Land

« Limit-session-destination
* Limit-session-source

+ Syn flood
- UDP flood
* Winnuke

* BIOKMpPOBKA LLUNMOHCKOI aKTUBHOCTU:

+ Fin-no-ack
+ ICMP type
+ IP sweep

+ Port scan

+ Spoofing

+ Syn-fin

+ TCP-no-flag

+ BNoKMpoBKa HECTAHAAPTHbIX MAKETOB

+ ICMP fragment
+ |IP fragment

+ Large ICMP

+ Syn fragment
+ UDP fragment

+ Unknown protocols
* Moppepxka paspeweHna DNS-umeH. Kewnpytowwmii DNS-cepsep

+ Mopaepxka npotokona LLDP

* Noppepxka 3G/4G USB-mogemos

+ AAA:

ESR-Series. Release notes. Bepcus 1.13.0

+ BO3MOXHOCTb PEryNIMPOBKN KOJIMYECTBA HEYAAUHbIX MOMbITOK ayTEHTUhMKaLMM

* BO3MOXHOCTb HACTPOIKN BPEMEHW XWN3HW Naposs

* BO3MOXHOCTb HACTPOIKN MaKCMMasIbHOTO KOMMYEeCTBa Naposield, XpaHUMbIX B UCTOPUX AN

KaXx[0ro f10KkasibHOro nosib3oBaress
* ®yHKUMS HANOMUHAHUS 06 M3MEHEHUN NEePBOHAYa/ILHOTO Napons
+ BO3MOXHOCTb HacTpoOiikvn TaiiMayTa 4/19 ceaHca Bxoga

- [lo6aBneHa HaCTPOIika, paspeLuatoLlas/3anpelyaollas aBTopu3oBaTbCs OT MMEHM NOMb30BaTeNs

root npu noaknoueHun yepes RS-232 (console)

+ TpeboBaHMe CMeHbl Naposis Noc/e NCTEUYEHUS ero cpoka AencTBus

*+ BO3MOXHOCTb KOHTPO/IS1 C/IOXHOCTM Napons

+ BGP:

+ O6beguHeHve NMPOB B FPynnbl ¢ Habopom aTpnbyToB

* BRAS:

+ Oo6asneH atpnbyT Framed-IP-Address, cogepxawumii IP-agpec aboHeHTa B Access-Request

nakeTbl npotokona RADIUS
+ OnTMm3auus NpoussBoanTenbHOCTM Proxy cepsepa

+ CLI

+ MNopaepxka npotokona SFTP ans 3arpy3kn/BbIrpy3kv daiisioB NPoLLNBKK, KOHGIUTYpaLuin 1

ceptudmkaToB

+ MNopaepxka USB-Hakonuteneit, SD/MMC kapT B onepauusax KonuposaHus gaiisioB NpoLLNBKN,

KOHoUrypauuii u ceptucpmkaTon
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+ BO3MOXHOCTb NPOCMOTpa pasMepoB Tab/uL, U NPUOPUTETOB NPOTOKO/IOB MapLLpyTH3aLmm
+ BO3MOXHOCTb NPOCMOTPa BCEX MApPLLPYTOB, BXOAALLMX B YKa3aHHY0 NOACETb

DHCP:

* DHCP client. PyuHoii nepesanpoc IP-agpeca
* Moppepxka DHCP-cepeepa B VRF
+ Moanepxka onuwii 150 (tftp-server ip) n 61 (client-identifier HH:<MAC>) ansi DHCP- cepBepa

Firewall:

+ Bo3moxHocTb ynpasneHus ALG-mogynamm
* B0O3MOXHOCTb OTKNHOYEHWSA ApOMna NakeToB, OTHOCALLMXCA K CECCUM C HEKOPPEKTHLIM CTaTyCcoM
(Hanpumep, NpK aCUMMETPUYHO MapLLpYyTU3aLMK)

IPSEC:

L2 k

+ B0o3MOXHOCTb yCcTaHOBKM 3HavyeHus any ans local address npu HacTpolike IKE gateway
+ MNopaepxka cepTugonkaTos

oMMyTauus:

* Bo3moxHocTb npoxoxaeHns BPDU vepes mocT Ha ESR-100/200

* BO3MOXHOCTb BK/IHO4YEHMNA (hr3myeckoro nopta B MocT Ha ESR-100/200

MultiWAN:

+ Peanu3oBaHO aBTOMaTMYECKOE NEPEK/IOYEHME HA PE3EPBHbIN KaHauT NPU yXyALeHUn
xapaktepuctuk (LOSS, jitter, RTT) TekyLiero kaHana

+ Mopgaepxka pa6oTbl B VRF

* Mopaepxka LT-TyHHenewn

NTP:

+ Mopaepxka ayTeHTugmkaumm
* Mopaepxka uibTpaLmm no Tunam coobLleHui

SNMP:

VLA

* Bo3moxHocTb oTkoueHns SNMPv1
* Peasin3oBaHbl CMNCKM KOHTPOA AOCTyna
* BO3MOXHOCTb KOHTPOIA C/IOKHOCTU Napons osisa snmp-server community

* BO3MOXHOCTb HACTPOINKM MakCUMasibHOro YMc/ia NonbITOK ayTeHTUUKaLMN 418 NOAKIYEHNUS NO
SSH

+ BO3MOXHOCTb HACTPOIKM MHTEPBa/Ia OXMAAHUA NPOBEPKM NOAIMHHOCTM NOAKMHYEeHMA no SSH

+ BO3MOXHOCTb HACTPOIKM MHTepBasia 0OHOBEHNS nap Kntoyel ans SSH

+ Bo3moxHoCTb Bblbopa Bepcun SSH

+ PeasiM3oBaHa HacTpoiika a/iropuTMOB ayTeHTUmrkaumm, LinppoBaHns, obMeHa Kirovamm

+ BO3MOXHOCTb reHepaumm RSA-ko4a nepemMeHHOoN AnHbI

N

* YnpasneHuve onepaTnsHbiM cocTosiHnem VLAN (ESR-1000/ESR-1200)

* NMopaepxka MAC based VLAN

+ BO3MOXHOCTb aBTOMaTMyecKkoro fobas/sieHns nopTos B cylecTayowme VLAN

VRRP

+ Bo3moxHocTb ncnosnb3oBaHus VRRP IP B kauectse IP-agpeca uctouHunka ansa GRE, IP41P4, L2TPv3
TyHHenen n RADIUS-knveHTa

* MpocnywwusaHve VRRP IP-cepsepamu L2TP/PPTP

* NMoppepxka VRRPv3

* McnpaBneH HEKOPPEKTHbIA NOPSA0K BUPTYaNibHbIX IP-aapecoB B nakeTe
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Bepcua 1.2.0

MNepeueHb N3MEHEHUIT B BEpCUMK:

* TyHHenuposaHue:
* NMoppepxka GRE Keepalive
+ L3 mapwpytmnsaums:
+ BGP:
+ [lobaBneHune onncaHus coceei
*+ BkntoyeHve/BbIKNOYEHME coceel
* ¥YBennyeHo cymmapHoe umcno BGP nupos go 1000
+ [pocmoTp cymmapHOoi nHdpopmaLmm no nupam
+ Multiwan:
+ [pocmoTp onepaTyBHON MHAOpMaLUn
* VRRP:
+ 3apaHue mackun nogcetu anst VRRP IP
* YnpaBneHvem onepatuBHbIM cocTosiHueM Port-Channel (ESR-100/200)
* IPsec:
+ Moppaepxka pexmma Policy-based IPsec
+ TmbkasiHacTpoiikanepecornacoBaHusknoyenTyHHeneli(margin seconds/packets/bytes,
randomization)
+ 3akpbiTne IPsec TyHHensa nocrne nepejayv 3afaHHoro Ymicna naketos/6anT
+ 3ajlaHne BPeMEeHHOro MHTepBasia, No UCTEYEHUIO KOTOPOTro CoeANHEHNe 3aKpbiBaeTCs, eC/in He
6b1/10 MPUHATO UM NepeaaHo HXN OAHOrO nakeTta yepes SA
+ SNMP:
+ OTobGpaxeHue TekyLe ckopocTn nHTepdeiicos B napameTpe ifSpeed B IF-MIB
+ SNMP Trap:
+ Trap 0 npeBbILIEeHMM NOPOroBbIX 3Ha4YEeHWUn 3arpy3kn 1 Temneparypbl CPU, ckopocTu
BEHTUNATOpPA, cBO6OAHOro npoctpaHcTea RAM n FLASH
+ CLI
+ PunbTpauus MapLUpyTHOM HopMaLLMm No NPOToKoNam
« duneTpauusa no nHtepdeiicy, IP-agpecy n MAC-agpecy B komaHgax oumctkn ARP/ND Tabnuy,
+ XpaHeHue log haitioB B 3HEpProHe3aBMCMMO NaMATU YCTPONCTBa
+ Bbirpyska log ¢ainnos ¢ yctpoictea ¢ NOMOLLbI0 KOMaHbl copy
+ MpocmoTp cogepxumoro critlog komaHgoin show syslog
+ MpocmoTp cogepxumoro log chaiinos ¢ KoHua. JobasneHa komaHaa show syslog from-end
+ HacTtpoiika Taimepa noaTBepxaeHus koHburypaumun. [lo6aBneHa komaHga system config-
confirm timeout
* MI3meHeHve B KOMaHAHOM MHTepdelice:
+ Cisco-like nytn ans gainos:

v1.2.0: system:..

esr# copy system:running-config
v1.1.0: fs://.../

esr# copy fs://running-config

+ AAA:
+ [lo6aBrieH pexunm, B KOTOPOM Npu ayTeHTUdmnkaLmm 6yayT UCNosb30BaTbCsA criefytoLLme no
nopsaKy MeTofpbl B Crlydae HeloCTYNHOCTU NPUOPUTETHOTO
* NTP:
+ MNopaepxka ayTeHTUdmKauum
* Firewall:
* YBenu4yeHo 41cno nap 30H 6esonacHoctn Ao 512
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+ [lo6aBneHa BO3MOXHOCTb MPOXOXAEHUSI NAKETOB, A1 KOTOPbIX HE YAA/I0CH ONpPeaenuTh
NPUHALANEXHOCTb K KAKOMY-NIM60 N3BECTHOMY COEAVMHEHUIO 1 KOTOPbIE HE SIB/ISIKOTCA HAa4YaloM

HOBOro coefnHeHus. lobaBneHa komaHaa ip firewall sessions allow-unknown
* QoS:

+ KoHdhurypupoBaHue anviHbl KpaeBbix ovepeneli B Basic QoS
* BRAS:

* LWewinuHr no SSID 1 odmcam
+ AyTeHTudmkauua aboHeHToB nNo MAC-agpecy
+ HacTpoiika pe3epB1MpoBaHNs aKTUBHbI/pe3epBHbIi Ha 0cHoBe cocTosAHUSA VRRP
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Bepcua 1.1.0

MNepeueHb N3MEHEHUIT B BEpCUMK:

* BRAS:
+ TepMuHauma nosb3oBartenei
+ ObpaboTtka RADIUS CoA, B3aumopgeictene ¢ AAA
+ benble/yepHble cnuckn URL
+ KBOTMpOBaHue no o6bemy Tpadmka U BpeMeHU CECCUK, WU KBOTUPOBaHWE No 0601M
napameTrpam
* HTTP Proxy
+ HTTP Redirect
+ HTTPS Proxy
+ HTTPS Redirect
* MonyuyeHwne cnuckos URL ot PCRF
+ AKKayHTUHr ceccuii no npotokony Netflow
+ OnumoHasbHas AoNoHNUTeNbHaA NPOBEpPKa aBTOPU30BaHHbIX Nosib3osateneii no MAC-agpecy
* Netflow:
+ Netflow v10. 9kcnopt ctatucTmkm no URL
* Moppepxka VRF
+ Mopaepxxka Domain Observation ID
* VHhbopmauusa o NAT-ceccunax
+ Okcnopt HTTPS Host
+ 3kcnopT nHopmaumm o L2/L3 location
+ HacTtpoiika active-timeout
+ 3agaHue IP-agpeca ncTovHnKa ansa nakeToB otnpaensembix Ha Netflow-konnektop
+ HacTtpoiika akcnopTa Ha nHtepdelrice npu BktodeHHoM Firewall
* VRRP:
+ TpekvHr MmapLupyToB Ha ocHoBe cocTosAHnsa VRRP-npouecca
+ CLI
+ ABTOZOMO/IHEHNE 1 OTOOPaXKEHUE B NOACKA3KaX UMEH CO34aHHbIX OOBbEKTOB
+ OTO6paxeHne cymmapHoii Hpopmaumm no ceccusam Firewall u NAT
* [pocmoTp onepaTnBHOW MHhopMauuy No paboTaoLLmmM cepBmcam/npoLeccam
* NHchopmaTtuBHas nofckaska B criydae HEKOPPEKTHOro BBOAA NapaMeTpoB
+ SYSLOG:
+ Bo3moxHOCTb 3afaHus IP-agpeca nctouHunka ans ssammogeiicteusa ¢ SYSLOG cepsepamu
* L2 kommyTaums:
* Q-in-Q cabuHTepdeicsl

+ L3 mapwipytmnsaums:
+ Passutue VRF:
« Virtual Ethernet Tunnel (TyHHenb cBsizbiBatoLLmii VRF)
+ Passutue BGP:
+ HacTtpolika IP-agpeca ncTouHuka ansi obMeHa MapLipyTHoii nHdopmaumeii (update-source)
* Moppepxka BFD
+ DHCP Relay:
+ Mopaepxka Option 82
* Moppepxka VRF
+ Moapnepxka point-to-point nHTepdeiicos (GRE, IP-IP n T.4.)
* WHTepdpbeiicbl ynpaBnieHus:
+ SNMP:
* Mopaepxka MAU-MIB
* QoS:
+ YBenuuyeHue umcna QoS policy-map go 1024 u class-map go 1024
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+ Wi-Fi Controller:

+ TMonyyeHne HacTpoek (06cnyxmnBaembix TyHHenem SSID n napameTpsbl weiinuHra) DATA-TyHHenei
¢ RADIUS-cepBepa
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Bepcua 1.0.8

MNepeueHb N3MEHEHUIT B BEpCUMK:

YnydlleH KOHTPOos1Ib paboToCnoCO6HOCTM CETEBLIX CEPBUCOB
AAA:
+ 3apaHue source IP gna B3aumopeictens ¢ RADIUS-cepepamu
* YpaneHue knoyein SSH-xocToB
+ MNopaepxka yctapeBLUMX MPOTOKO/OB WMdPOoBaHUS ANns nogkntodeHns no SSH ¢ ycTpolicTs
ApYrux npoussoguTenen
L3 mapLupytmsaums:
* MultiWAN: per-flow mapLupyTnsauus
* PekypcuBHasa ctatnyeckas mapLupytmsauns
+ BGP nopggaepxka yctaHoBku blackhole/unreachable/prohibit B kauectse Nexthop
+ Passutue VRF-lite:
* Moppepxka NTP
* NMoppepxka GRE-TyHHenel
Passutue CLI:
+ MNopaepxka KOPPeKTHOro AOMNOSTHEHUS YACTUYHO BBEAEHHbIX NapameTpoB
+ OTob6paxeHne anTaiima ceTeBbIX MHTepdielicoB B komaHae show interfaces status
+ 3ameHa npuBaTHbIX AaHHbIX MPU NIOTMPOBaHNM BBEAEHHbIX KOMAH/, Ha ***
+ [lo6aBneHbl komaHAbl no nat { source | destination } ana 6bicTporo yaaneHus Bceli KOHpUrypaumm
NAT
VRRP:
* Mopaepxka Bepcun 3
+ Mopaepxka KoHurypuposaHusa GARP Master napameTpos
+ OaHoBpeMeHHoe KoHpurypuposaHusa go 8 Virtual IP Ha npouecc
PesepBupoBaHue cecculi Firewall Tenepb HacTpauBaetcs He3aBucumo ot Wi-Fi Controller'a
Multiwan:
* BbiBOA CO06LLEHNI 06 N3MEHEHUN COCTOAHUIA MapLIpyTOB
ESR-100/ESR-200:
* Moppaepxka TpaHcmeepoB T00BASE-X Ha Kombo-nopTax
ESR-1000:
+ Bpuax: 3anpet kommyTauumn unknown-unicast Tpacuka
WHTepdbeiicbl ynpaBnieHus:
+ SNMP:
+ SNMP Trap:
+ Trap 0 BbICOKOWA Harpy3ke Ha CPU
+ SNMP MIB:
+ IP-MIB
+ TUNNEL-MIB
+ ELTEX-TUNNEL-MIB
* RL-PHYS-DESCRIPTION-MIB
+ CISCO-MEMORY-POOL-MIB
+ CISCO-PROCESS-MIB
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Bepcua 1.0.7

MNepeueHb N3MEHEHUIT B BEpCUMK:

* YnpasneHve yCTPOMCTBOM: KOH(pUIryprpoBaHue pexvima paboTbl BEHTUNATOPOB
+ L3 mapwpytmnsaums:
 ABTOMaTuueckm BbigeneHHble VLAN (Internal Usage VLAN) He MeHSIHOTCS MPpU NPUMEHEHNUN
KOHpurypauum
+ MultiWAN: 6e3ycnioBHasi nposepka Lesnm
+ Y6paHa nposBepka B3amMHoro nepeceveHuns DirectConnect-ceteil n ctatMyecknx mapLupyToB
* N3meHeHne TCP MSS
* VI3MeHeHVe orpaHnyeHmnin Ha MakCUMasibHOe UYNC/I0 akTUBHbIX MapLipyToB (FIB)
+ OrpaHuyeHne MakCMMasibHOrO Yrcna MapLUpyToB AJ/19 KaXA0ro NpoToKo1a AMHaMUYeCKOM
mapLupyTtusaumn (RIB)
+ BO3MOXHOCTb hvbTpaumm mapLupyTta no ymonyanuto B Prefix List
* Mopaepxka BGP
+ BGP ECMP
+ ABTOKaslbkynauus Tainmepa keepalive
+ Moppaepxka Policy-based routing (IPv4 only)
+ JlormpoBaHue U3mMeHeHuli COCTOSAHUA coeanHeHunin ¢ nupamn B npotokonax OSPF n BGP
* Bo3moxHOCTb npuMeHeHus route-map g9 OSPF, RIP
+ Passutue VRF-lite:
* Mopaepxka BGP
* Moppepxka OSPF
+ Mopaepxka QoS
* YnpaeneHue maplupytusatopom (AAA, Telnet, SSH, SNMP, Syslog, komaHaa copy)
+ Pa3sutue IPv6:
* Mopaepxka BGP
+ MNopaepxka yctaHoBky Nexthop B route-map
* Noppepxka RADIUS/TACACS/LDAP
* Moppepxka MultiwAN
* TyHHenupoBaHue:
+ AyteHTudmkaumsa yepes RADIUS cepsep ansa PPTP/L2TP cepBepos
* OpenVPN
+ YcTapeBaHue aBTOMaTMyeckn nogHsTbix Ethernet-over-GRE TyHHeneli (Wi-Fi koHTponnep)
+ Pa3Butme IPsec:
+ Moppepxka npotokona DES
+ [NonyyeHve onepatnMBHON MHOpPMaLMn

+ ARP/ND:
+ KoH(purypupoBaHue BpeMeHM XN3HU 3anncei
* DHCP Server:
+ KoHcpurypuposaHue onumm netbios-name-server B nyne agpecos DHCP
+ Pa3sutme CLI:
+ [pocMOTp Harpys3ku Ha ceTeBbIX MHTepdeiicax
+ PacwwnpeH cnucok npotokosios B ACL
+ MapameTp untagged/tagged caenaH HeobsazaTernbHbIM Npu yaaneHun VLAN komaHzon switchport
general allowed vlan remove
+ MpocmoTp Tpadmka Ha ceTeBbIX MHTepdiencax
* VRRP:
+ KoHcpurypuposaHue preempt delay
+ OaHOBpeMeHHOe KoHurypmuposaHue Heckonbkux Virtual [P
+ Multiwan:
+ MpoBepka Bcex uenei us target list
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ESR-100/ESR-200:
+ Policy-based QoS
+ ACL
ESR-1000:
+ ABTOMarumyeckoe onpegeneHue SFP-TpaHcusepa a1a 10G noptos
+ bpupx: sonauusa TyHHenen nnu cab-uHtepdeincos B 6puapxe
NHTerpaumsa copta CTOPOHHUX pa3paboTUMKOB:
* IP SLA areHt (Wellink)
SYSLOG: [lo6aBneHa ycTaHoBKa timezone nepef, BbIBOAOM COOOLLEHW
NHTepdelicbl ynpasneHus:
+ SNMP:
* SNMP Trap
+ SNMP MIB:
« ENTITY-MIB
* IANA-ENTITY-MIB

ESR-Series. Release notes. Bepcus 1.13.0
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Bepcua 1.0.6

MNepeueHb N3MEHEHUIT B BEpCUMK:

* YnpasneHve 1 MOHUTOPUHT:
+ ABTOMAaTMYeECKOe pe3epBrpoBaHne KoHdurypawmum
+ COOop CTaTUCTUKMN:
* Netflow v5/v9/v10(IPFIX)
+ sFlow
+ Tabnuua MAC-agpecos:
* BO3MOXHOCTb orpaHuyeHuns nsydaemolx MAC-agpecos
* BO3MOXHOCTb perynnpoBaHusa BpemeHu xpaHeHus MAC-agpecos
* YnydweHwue nornposaHus B Syslog:
* JlormpoBaHue KPUTUYHbIX KOMaHL,
* JlornpoBaHue paboTbl NPOTOKOM0B MapLLpyTU3aLmum
+ Passutme CLI:
+ dunbTpauus TpaccupoBok kKoMaHg no | include/exclude/begin/count
+ [lopaboTka pexunma nocTpaHNYHOro NPOCMOoTPa KOMaH/,
+ MepeBopg npocmoTpa gainnos syslog Ha NOCTPaHNYHBIN PEXUM
+ Mopaepxka BBOAA NopTa, Ha koTopom paboTaet cepsuc TFTP/SSH/FTP Ha yaaneHHOM cepBepe B
KOMaHze copy
+ [lo6aBneHo otob6paxkeHune Bo3pacta ARP/IPv6 3anuceii n Self-3anuceli B komaHgax show arp n show
ipv6 neighbors
* MI3meHeHns B KOMaHAHOM UHTepdpeiice:
+ [Nob6asneHa komaHza ip path-mtu-discovery
+ DHCP: KomaHga ip address dhcp enable nsmeHeHna Ha ip address dhep

v.1.0.6:(config)# interface gigabitethernet 1/0/1
(config-if-gi)# ip address dhcp

v.1.0.5:(config)# interface gi 1/0/15
(config-if)# ip address dhcp enable

+ DHCP: KomaHpga ip address dhcp server <IP> n3meHeHa Ha ip dhep server address <IP>

v.1.0.6: (config)# interface gigabitethernet 1/0/1
(config-if)# ip dhcp server address 10.10.0.1
v.1.0.5: (config)# interface gigabitethernet 1/0/1
(config-if)# ip address dhcp server 10.10.0.1

+ DHCP: KomaHpa ip address dhcp {<Ignore, lease-time, reboot, set reboot time, retry,
select-timeout, timeout, vendor-class-id>} namexena Ha ip dhcp client {<Ilgnore, lease-time,
reboot, set reboot time, retry, select-timeout, timeout, vendor-class-id>}

v.1.0.6: (config)# interface gigabitethernet 1/0/1
(config-if)# ip dhcp client timeout 60

v.1.0.5: (config)# interface gigabitethernet 1/0/1
(config-if)# ip address dhcp timeout 60

+ Firewall: KomaHaa show security zone-pair counters nsveHeHa Ha show ip firewall counters

v.1.0.6: # show ip firewall counters
v.1.0.5: # show security zone-pair counters

+ Firewall: KomaHpa clear security zone-pair nsmeHeHa Ha clear ip firewall counters

v.1.0.6: # clear ip firewall counters
v.1.0.5: # clear security zone-pair

+ sNAT: KomaHga service nat source nameHeHa Ha nat source
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v.1.0.6: (config)# nat source
v.1.0.5: (config)# service nat source

+ dNAT: KomaHpa service nat destination nameHeHa Ha nat destination

v.1.0.6: (config)# nat destination
v.1.0.5: (config)# service nat destination

+ NTP: KomaHpa service ntp {< broadcast-client, dscp, enable, peer, server>} nsmeHexa Ha
ntp {< broadcast-client, dscp, enable, peer, server>}

v.1.0.6: (config)# ntp peer 10.10.10.10
v.1.0.5: (config)# service ntp peer 10.10.10.10

* MULTIWAN: KomaHpga target <IP> nsveHeHa Ha ip address <IP>

v.1.0.6: (config)# wan load-balance target-list eltex
(config-wan-target-list)# target 3
(config-wan-target)# ip address 10.10.0.1

v.1.0.5: (config)# wan load-balance target-list eltex
(config-wan-target-list)# target 3
(config-wan-target)# target 10.10.0.1

+ IPsec: KomaHga ipsec authentication method psk n3meHeHa Ha ipsec authentication
method pre-shared-key

v.1.0.6: (config)# remote-access 12tp elt

(config)# ipsec authentication method pre-shared-key
v.1.0.5: (config)# remote-access 12tp elt

(config)# ipsec authentication method psk

+ PasButume QoS:
* Mproputesaums ynpasnsawoLwero Tpaduka
+ PasButme Firewall:
* YnpaBneHve Taimepammn 1 KOsIMYeCTBOM CECCUIA
+ PasButume SSH:
+ leHepauus knodeli RSA, DSA, ECDSA, Ed25519
+ Passutue NAT:
+ Bo3moxHocTb pa6oTbl NAT npu BbiktoueHHOM Firewall
* Wcnonb3oBaHue bridge B koMaHAe orpaHuyeHnsi 06nacTn NpMMEHEHUS rpynnbl NpaBu
+ Passutme MultiwAN:
* YkazaHue SUB-uHTepdieiicoB B Ka4ecTBe L3a
+ PasButne SNMP:
* Noppepxka ifXTable
+ SNMP IPv6
* BktoyeHne/oTkNIoYEeHNe Nonb3oBaTens A1 HA3KOypPOBHEBOIO AOCTYNa TEXHUYECKOW NoaAepPXKKM
+ HacTtpoiikn nponsonbHoro MAC-agpeca Ha CETEBOM MOCTY
+ L3 mapwipytmsaums:
+ Passutue BGP:
+ ExtCommunity
+ Pexxnm yganeHuns npusatHbIxX AS
+ Pexum aHoHcupoBaHusa default-maplipyTta Hapsgy ¢ apyrviMm mapLupyTamm
+ dubTpauma U HasHavYeHne napaMeTpPoB Ha MapLIpyTbl NPy peancTpuoboLnn
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Bepcua 1.0.5

MNepeueHb N3MEHEHUIT B BEpCUMK:

+ Pa3sutme CLI:
* YpaneHve ogHOTUMNHBIX CYLLHOCTEl 0gHON kKoMaHaol Yepes onuyuto ‘all’
* WHTepdpeiicsl:
+ Mopaepxka Jumbo Frame (MTU go 10000 6aiiT)
+ HasHaueHuve npedmkcos /32 Ha Loopback-uHrepdeiicol
* Firewall:
* BO3MOXHOCTb NpepbIBaHWA/0UNCTKN YCTAHOB/IEHHbIX CECCUM
+ OTKNoYeHne doyHKumn Firewall
* QoS:
+ MapkupoBaHve/nepemMapkmpoBaHvie Tpagmka
* Myrtauus kogos DSCP
+ Mepapxuueckuii QoS (HQoS)
* YnpaBrnieHve nosnocoii nponyckaHus (shaping), war 1k6ut/c
+ PesepBurpoBaHMe nonockl No knaccam Tpaguka (shaping per queue)
* YnpasneHve neperpyskoi ouepegeii RED, GRED
* YnpasneHue ouvepegamu SFQ
+ Policy-based QoS
+ CeteBble cepBUChI:
+ Cnucku KoHTpons gocTtyna (ACL)
+ Mopaepxka Bbigaum IP-agpecos DHCP-cepsepom no MAC-agpecy knineHTta
* NMopaepxka cpunstpaumm no MAC-agpecam B Firewall
+ Mopaepxka ogHoBpemeHHol paboTbl DHCP-cepeepa n Relay-areHta
* Telnet, SSH-kNMeHTbI
+ Mopaepxka nHtepdericos E1:
+ CHAP
+ PPP
+ MLPPP (Multilink PPP)
+ AAA:
+ AyTeHTudmkaumsa n aBTopmsaLmsa no okasibHOM 6a3e nonb3osarenei, no npotokonam RADIUS,
TACACS+, LDAP
* AKKayHTWHT komaHg, no npotokosy TACACS+
+ AkkayHTUHr ceccuii: SYSLOG, RADIUS, TACACS+
* YnpasneHvie ypoBHAMY NPUBUIETNIA KOMaHL,
+ L3 mappytmnsaums:
+ Passutue BGP:
« dunbTpauus no atpubytam n Moandukaumsa atpubyTtos (local preference, AS-path,
community, nexthop, origin, metric, subnet)
+ MNopgaepxka goyHKumn Route-Reflector
* HacTtpoiika napameTpoB ayTeHTUdMKauum 418 onpefeneHHoro cocega
+ Mopaepxka 32-pa3psafHbiX HOMEPOB aBTOHOMHbIX CUCTEM
+ BO3MOXHOCTb NPOCMOTPA NOJTyYeHHbIX OT COCefa Y aHOHCHpYyeMbIX cocefy npedunKcoB
* BO3MOXHOCTb NPOCMOTPa MHhopmauum no onpeaeneHHomy npedukey
+ Pa3sutue RIP:
+ CymmMuMpoBaHue aHOHCUPYeMbIX NoACeTel
+ Crartndyeckoe cocencTtso
+ Pa3sutne OSPF:
+ CymmMuMpoBaHue aHOHCUPYeMbIX NoACceTel
* Moppepxka napametpa eligible gna NBMA-uHtepdeiicos
* YnpaBneHue pacnpocTpaHeHneM MapLLpyToB (MPednKC-IMCTbI C BOSMOXHOCTLH 3aJaHuns
L0MYyCTUMbIX NPEINKCOB C UCMOb30BaHNEM npaBus eq, le, ge)
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+ Cratnyeckne mapwpyTbl ¢ HazHauveHnem blackhole/prohibit/unreachable
VREF Lite:
+ Pab6oTta ceTeBbIX (OyHKUMI B KOHTekcTe VRF:

* IPv4/IPv6-agpecauus

+ Cratnyeckas mapwpyTtunsaums
* NAT

+ Firewall

MOHUTOPUHI CUCTEMHBIX PECYPCOB:
* MoHUWTOpPUHT coeauHeHuii/noTokoB (flow)
* MOHUTOPWHT TabnuL, MapLupyT1sanmm
YnyuweHus B pabote Syslog
Pe3epBurpoBaH/ie MapLUpyTU3aTOpOB:
+ PesepBupoBaHue ceccuii Firewall
*+ Pe3epsupoBaHune apeHg DHCP-cepsepa
+ Pe3sepBupoBaHune SoftGRE TyHHenen ansa Touek goctyna Wi-Fi
Mopaepxka agpecauunn IPv6 B cnefyowmnx ceTeBbIX cepBucax:

Appecauus

CraTnyeckan mapLpyTmaums
Firewall

OSPFv3

Prefix-List

NTP

Syslog

YTunutel ping, traceroute
Telnet client/server

SSH client/server

DHCP Server/Relay/Client

+ SNMP:

+ [lo6aBneHa nogpepxka npotokona SNMP v3
+ [lo6aBneH SNMP MIB (MoHuTopuHr) anst QoS
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Bepcua 1.0.4

MNepeueHb N3MEHEHUIT B BEpCUMK:

« CLI:
+ BO3MOXHOCTb MMnopTa 1 akcnopTa haiisioB ¢ nomoLbo npotokosos FTP, SCP
+ MpocMOoTp KoHGUrypauuii no pasgenam
+ Bo3MOXHOCTb 06HOBNEHMS U-boot N3 komaHAHOTO MHTepdeica cucTemMsl
* I3meHeHne B KOMaHAHOM nHTepdelice:
+ NAT: KomaHga proxy-arp interface n3meHeHa Ha ip nat proxy-arp

v.1.0.4: (config)# service nat source

(config-snat)# proxy-arp interface gigabitethernet 1/0/15 SPOOL
v.1.0.3: (config)# interface gigabitethernet 1/0/15

(config-if)# ip nat proxy-arp SPOOL

+ IKE: KomaHga policy nsmeHeHa Ha ike-policy

v.1.0.4: (config)# security ike gateway gw1
(config-ike-gw)# policy ik_pol1

v.1.0.3: (config)# security ike gateway gw1
(config-ike-gw)# ike-policy ik_pol1

+ IPSec: KomaHaa vpn-enable nameHeHa Ha enable

v.1.0.4: (config)# security ipsec vpn vpn1
(config-ipsec-vpn)# vpn-enable

v.1.0.3: (config)# security ipsec vpn vpn1
(config-ipsec-vpn)# enable

« VTI: KomaHpa interface vti nsmeHeHa Ha tunnel vti

v.1.0.4: (config)# tunnel vti 1
v.1.0.3: (config)# interface vti 1

+ DHCP: KomaHga service dhcp-server nameHeHa Ha ip dhcp-server

v.1.0.4: (config)# ip dhcp-server
v.1.0.3: (config)# service dhcp-server

+ SNMP:
+ [Nob6asneHa nogaepxka npotokosia SNMP gnis MoOHUTOpUHra
* MoanepxaHbl cTaHaapTHble SNMP MIB (MOHUTOPUHT)
* PYHKUMM MapLUpyTU3aLmN:
+ Authentication key-chain
+ OSPF:
* NSSA
+ Stub Area
+ MD5 AyteHTudomkaums
* Pexium MTU Ignore
* RIP:
+ MD5 AyteHTudomkaums
+ BGP:
* NMoppepxka EBGP Multihop
+ Nopaepxka atpmubyTa next-hop-self
+ CraTnyeckas MmapLupyTusaums:
+ MNopaepxka KOHOUTYpUPOBaHNS HECKONBKUX MapLUPYTOB MO YMOTHAHUIO
+ KoHdomrypupyemsiii preference ans npoTokonoB MapLupyTm3anum
+ PYHKUMM pe3epBUpOBaHUS:
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+ MNopaepxka VRRP
+ Mopaepxka pesepsupoBaHmsa DualHoming
* KoHTponb 1 pesepsupoBaHne WAN (Wide Area Network) coeimHeHwit
+ BanaHcupoBska Harpy3ku Ha WAN-uHTepdeiics!
Mpotokon DHCP:
* Moppaepxka DHCP relay

* MNpuoputesaums Tpaduka
+ O6paboTka L3-nproputetos (DSCP)
+ MNopgaepxka 8-mMun NPUOPUTETHBIX oYepeaeit
« AnropuTmbl 06paboTkm odepegein SP, WRR
* YcTaHOBKa OrpaHM4eHnst MPoMyckHON CNOCOBHOCTM NHTEPMHENCOB A1 BXOASLLETO U NCXOAALLErO
Tpadmka
NHTepdelicsbl:
* NMopaepxka loopback-nHtepdeiicos
NAT/Firewall:
+ MNoagaepxka M3MeHeHUs1 Hymepaummn npasu
+ MpocmoTp MHhbopmaLuuy 06 YyCTaHOB/IEHHbIX CECCUSIX
«+ JlopaboTaH MOHUTOPUHT ceccuii ans psiga npotokonos (H.323, GRE, FTP, SIP, SNMP)
« AKTVBaUMA N AeakTBaUMsa CYETUNKOB Tpadimka ceccuii
* VI3MeHeHne B KOMaHAHOM MHTepdheiice: y/lyylleHo aBTOA0NOTHEHE KOMaH,
3epkannpoBaHue:
+ MNopgaepxka yHKLMN 3epKavpoBaHus Tpadmka
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Bepcua 1.0.3

MNepeueHb N3MEHEHUIT B BEpCUMK:

* KommyTtauums:
+ KoHtpurypuposaHue VLAN
* LAG (static n LACP)
+ STP/RSTP/MSTP
* M3onauma noptos
* Bridge-rpynnbl
* MapupyTtunsaums:
+ OSFP
+ BGP
* RIP
* NAT:
* Proxy ARP gnsa Source NAT
* YpaneHHblin AocTyn:
+ L2TPv3
* IPv4-over-IPv4
* GRE
+ Syslog:
+ BO3MOXHOCTb HACTPOIKMN TOTMPOBaHMs B yaaneHHbix ceccusix (SSH n Telnet)
+ ®dopmar coobueHuii npuseaeH k RFC5424
*+ XXypHasimpoBaHve BBOAVNMbIX KOMaH/,
+ CLI
* BO3MOXHOCTb 06HOBNEHMS NPOrpaMMHoOro obecnevexms yepes CLI
+ BO3MOXHOCTb NPOCMOTPa OnepaTvBHOIO COCTOAHUA NHTepdeincoB
+ MNopaepxka ytunusaumm nopTos
+ Moppepxka npocmoTtpa ARP-Tabnuubl
+ KomaHpga npocmoTtpa cepuiiHoro Homepa
+ KomaHpga npocmotpa Bepcum hardware
* Mopaepxka ouncTkn ARP-Tabnmubl
* CuUcTeMHbIe npaBKu:
+ MNopaepxka MueH3npoBaHus
* Moppaepxka kHonku "Flash”
+ Peasi3oBaHa aBTOMarnyeckas 6anaHcMpoBKa Harpyskm mexay sapamu mapLupytmsaropa
+ Be3onacHocCTb:
+ Mopaepxka rpynnel metogoB ayteHTUdmkaumm SHA-2 B IKE IPsec
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Bepcua 1.0.2

MNepeueHb N3MEHEHUIT B BEpCUMK:

+ KoHtpurypupoBaHue:

B03MOXHOCTb KonvpoBaHus kKoHdurypauum Ha (c) TFTP-cepeep(a)

Hostname

CuctemHoe Bpems (BpyUHYH0)

OnucaHune nHTepgelicos

B0O3MOXHOCTb (hunsTpaunn ainpsosiom Tpadmka TpaHC/IMPOBAHHOTO /IM60 HETPAHC/IMPOBAHHOIO
cepsucom DNAT

B03MOXHOCTb UTHOpPUpOBaThL onpeaeneHHsole onuuy B DHCP-knneHTe

N3meHeHns B kKomaHaax IPSec, cBi3aHHbIX C ayTeHTUdIMKaUmei n WwugpoBaHnem
MpoBepka Ha ay6nuposaHne nHgopmauun B object-group service/network
B0O3MOXHOCTb cHpoca K 3aBOACKOIM KOHhurypawmm

BO3MOXHOCTb HACTPOVKM YaCOBbIX MOACOB

OnepaTtnBHasa nHopmayus:

MapameTpbl OKPY>XXEHUSI CUCTEMbI

+ AKTUBHbIE CECCUM MOMb30BaTeNEMN

Harpy3ska Ha ousnyecknx nHTepgoencax
CocTosiHMe nornyeckux nHTepdencos
CyeTumkn nornyecknx NHTepdencos

YpaneHHbli goctyn:

NTP:

PPTP
L2TP/IPSec

PexumMbl cepBepa, nupa, KNveHTa

MHankaumna 10G nopTtos
YTUnutebl:

Ping
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Bepcus 1.0.1

MNepeueHb N3MEHEHUIT B BEpCUMK:

* TpaHcngaunsa agpecos:
+ Source NAT
* Destination NAT
+ Static NAT
* Buptyanusaums, VPN:
+ IKE
+ TyHHenupoBaHue (IPsec)
+ WundbposaHne coeauHeHuii (3DES, AES)
+ AyTeHTudmkauma coobueHuii no anroputmam MD5, SHAT, SHA256, SHA384, SHA512
+ CeteBble CepBUCbI:
+ DHCP Server
+ DHCP Client
* DNS
+ L3 mapwipytmnsaums:
+ Cratnyeckue MapLupyThbl
* PYHKUMM CETEeBOM 3almThI:
* Firewall
* Ynpas/neHue:
* WHTepdheiickl ynpaBieHus:
+ CLI
* Telnet, SSH
* YnpaBeneHue J0cTynoM (flokanbHas 6a3a nosib3oBateneii)
* YnpaBneHue KoHturypaumnei
+ ABTOMAaTMYeCKOoe BOCCTAHOB/IEHNE KOH(UrypaLum
+ O6HOB/EHVE NporpamMmmHoro o6ecnevyeHus (u-boot)
* MOHUTOPWHT:

+ Syslog

Mpon3soanTeibHOCTS:
[NpoussodumesibHocms Firewall (6onbwiue nakemsi) 5,9 rum/c
[poussodumenbHocmb NAT (6o/abliue nakemai) 5,9 rum/c
[poussodumensHocms IPsec VPN (6onbwue nakemsi) 3,7 F6um/c (AES128bit / SHA1)
Konuyecmso VPN-myHHenel 100
Konuvyecmso cmamuyeckux Mapuwpymos 100
Konuyecmso KoHKypeHmHbIX ceccull 512 000

OrpaHunyeHnsa Bepcun:

« lMponyckHas cnoco6HOCTb orpaHuyeHa (500M6uT/c Ha IPsec TyHHENb)
+ banaHcupoBka Harpy3ku CPU nogaepxaHa ¢ orpaHu4yeHnamMm
+ He nopaepxmsaetcs policy-based VPN
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O6HoBneHuve MO TonbKO cpeacTBamn u-boot
Cratnyeckoe ynpasneHue switch

HeTt annapartHoro yckopeHus bridging

HeT koHdpurypuposanus VLAN (bridging)
Het nogaepxkn SNMP, Webs

HeT koHuryprpoBaHusa timezone
OrtcytctByeT NTP
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