CepBUCHbIe MapLupyTUu3aTopbl cepumn ESR

TexHUUyeckoe onucaHue .’_“ie LTGX

KomnneKkcHble peleHna ana nocTpoeHua ceTei

Tunosbie 3ag3auu, peLiaemble C MOMOLLbIO CEPBUCHbIX MapLLPYTU3aTOPOB:

— MapuwpyT1sauma gaHHbIX

— MHoronpoToKonbHas KommyTauusa no metkam (MPLS)

—MNocTpoeHune 3awmiLeHHoro nepumetpa cetn (NAT, Firewall)

— MOHUTOPWHT U NpeaoTBpalleHune ceTesbix atak (IPS/IDS)

— MOHUTOPWHT KayecTBa 0b6cnyRunBaHumaA (SLA)

— ®unbTpaLma ceTeBbIX AAaHHbIX NO PA3/IMYHBIM KPpUTEPUSAM (BKItOYaAN
dUNBTPALUIO MO MPUSIOKEHUAM)

— OpraHunsaums 3alMLWEHHbIX CETEBLIX TYHHENEN MexXay duananamm
KOMMaHWM

— YnaneHHoe NoAKAyYeHne COTPYAHMKOB K oducy

— YnpasneHue v pacnpegeneHue WnpuHbl IHTEpHeT-KaHana B opuce
nocpeacrsom QoS

— OpraHu3auna pe3epBHOro coegMHeHUs (NPoBoagHOE UK
nocpeactsom 3G/LTE-moaema)

— TepMUHMPOBaHME K/IMEHTOB U OFrpaHUYeHMIA NO nosioce
nponyckaHus BRAS (IPoE)

MNpoussoguTenbHOCTb

KntoueBbiMK anemeHTamu cepum ESR ABnstoTCA cpeacTsBa anmapaTHOrO YCKOpPeHWsa obpaboTKM AaHHbIX, NO3BoAAOWME
[0CTUYb BbICOKMX YPOBHEN NPOMN3BOANTENBHOCTU. [TporpammHan 1 annapaTHasa obpaboTka pacnpeneneHa mexay y3namu
yCTpOMCTBa.

®dYHKLMOHANbHOE Ha3HaueHue

CepBucHble maplipyTusaTopbl ESR-10, ESR-12V(F), ESR-14VF, ESR-20, ESR-21, ESR-100 u ESR-200 npeaHasHayeHbl Ans
MCMNONb30BaHMA B KOPMOPATUBHbBIX CETAX CBA3N A/1A NOAKNIOUEHUA HeBONbLIMX U cpefHUX 0dUCOB KOMMNaHUI. DYHKUMOHaNb-
HOCTb MEXCETEBOIO 3KpaHa M MapLIpyTU3aTopa No3BoaseT obecneynTb 6€30MacHOCTb NPU PA3IMYHbIX BAPUAHTAX MOAK/IO-
YyeHuA Yepes ceTb MIHTepHET. YCTPOMCTBA NOAAEPHKMBAIOT PacLUMpeHHble GYHKLMN MapLupyTM3aLmMm, GYHKLUKU OpraHn3aLmm
TeppUTOpUaAbHO-pacnpeseneHHbIX ceTel n GyHKLMM obecrneveHns ceTeBoi 6e30nacHOCTH.

e VYctporictea ESR-12V, ESR-12VF nmetoT B coctaBe nopTbl FXS, UTo No3BoAAET YyCTAaHOBUTL B 0oduCe A0 TPEX aHANOroBbIX
TenedOoHHbIX annapaToB U NOAKAOUUTD UX K KOpnopaTUBHON TenedoHHOM ceTh 6e3 NpumeHeHUA OTAebHbIX TenedoH-
HbIX Wo308. Hannume nopta FXO no3sonsAeT 3ape3epBunpoBaTtb TenedOHHOE NOAKAOYEHWE MO aHANIOTOBOM IMHUMK B
C/ly4yae OTCYTCTBUSA CBA3M A0 LeHTpasabHoM ATC.

*  Mogenb ESR-14VF otanyaertca tem, yto umeet 4 FXS-nopta n He umeeT FXO-nopTos.

e YcrpovictBa ESR-20 n ESR-21 npeactaBnsatoT cobolt yHMBepcanbHble CEPBUCHbIE MapLLIPyTM3aTopbl, pa3paboTaHHble ¢
yyeTom TpeboBaHMUIi NpeanpuaTUin sHepreTMYeckomn n Hedrterasosoi otTpacsei. OTANYUTENBHON 0COBEHHOCTLIO MOAENN
ESR-21 aBnaeTca e€ ocHaWeHHOCTb A0MNOIHUTEIbHbIMUW NOPTamm cTaHgapTa RS-232, KOoTopble MOTyT MCMO/1b30BaTbLCA AN1A
peanusaummn AoNOAHUTENbHbIX GYHKUMIA — yAaNeHHOro KOHCO/MbHOMO AOCTyna K psAAoM cTosAlemy ob6opyaoBaHUIO
(pexxknum AUX), nogKntoueHUs K CEpBUCHOMY MapLUpyTU3aTopy NPoBOAHbIX 1 GSM-mogemos.

e Ycrporictea ESR-100 1 ESR-200 umetot B coctase 4 Combo-nopTa 10/100/1000BASE-X ¢ BO3MOMHOCTbIO MCMO/b30BaAHMSA
TpaHCUBEPOB A4 ONTUYeCKoro nogkatoyeHna nnu RJ-45 ana sanektpudeckoro. ESR-200 umeet gononHutenbHo 4 nopTta
10/100/1000BASE-T.

Cxema npuMeHeHuUA
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR

DHELTEX

KomnnekcHble pelleHna gaa NoCTpoeHua ceTen

TexHUUYEeCKUe XapaKTePUCTUKU

_ ESR-10 ESR-12V | ESR-12VF | ESR-14VF ESR-20 ESR-21 ESR-100 ESR-200

06Lwme napameTpbl

Broadcom  Broadcom

MakeTHbIN npoLeccop Broadcom NS+ (BCM58625) Broadcom NS2 XLP104 XLP204

UHTepdeicbl

Combo 10/100/1000BASE-T/

1000BASE-X SFP (LAN/WAN) - - - a 2 - 4 4

Ethernet 10/100/1000BASE-T

Ty 4 8 8 8 2 8 4

Ethernet 10/100/1000BASE-X SFP 5 B X . B . B B

(LAN/WAN)

Serial (RS-232) — — — — — 3 — —

Console (RJ-45) 1

FXS - 3 3 4 - - - —

FXO - 1 1 — — — — —

USB 2.0 2 1

USB 3.0 — 1

Cnot gna SD-kapt = 1

Ei'::;z:j;’ﬂ:;;ﬂ';';‘:f;;maaLW 0,33 r6uT/c; 1,97 r6ut/c; 1,97 M6ut/c; 1,28 M6ut/c; 1,92 réut/c;

(bpeiimbl 1518B) 27 k nkt/c 162 k nkt/c 162 knkt/c 106 k nkt/c 158 k nKkt/C

fpoussoaurencrocts 25 M6uT/c; 231 M6ut/c; 199 M6ut/c; 63 M6uT/c; 93 MBUT/C;

AR E U R 42 k nkt/c 391 knkt/c 336 knkrt/c 106 k nkt/c 158 k nKT1/C

(dperimbl 70B)

MpoussoautenbHocTb IPsec VPN 153 Méut/c; 0,52 réur/c; 0,53 réur/c; 0,30 réut/c; 0,48 r6UT/C;

(dpeimbl 1456B) 13 k nkt/c 44 knkt/c  46knkr/c 26 knkr/c 41 knkrt/c

MpowussoanTenbHocTb IPS/IDS 10k 34 M6ut/c; 88 M6but/c; 88 Mbut/c; 34 Mbut/c; 43 Mbut/c;

npasun 8,5 k nkt/c 18,2 k nkt/c 18,2 k nkt/c 8,5 k mkt/c 10,3 k nKt/c

M

Kop;’l:lniigﬂ:.;en'wb:&ab 0,42 réut/c; 3,62 I6ut/c; 3,62 T6ut/c; 2,9T6ut/c; 3,9 réut/c;
39 k nKkt/c 299 k nkt/c 299 k nkt/c 238 k nkt/c 323 k nKT/C

(dbperimbl 1518B)

CUCTEMHbIE XapaKTEPUCTUKU

Konnuectso VPN-TyHHenel 10 250
CTaTU4ecKme mapLupyTbl 1k 11k
KonnyecTBo KOHKYPEHTHbIX ceccuii 4k 256k
Mogpepkka VLAN 00 4k aktnsHbIx VLAN B cooTBeTcTBMM € 802.1Q
Konnuyectso mapwpytos BGP 1M 2,5M
Konuuectso mapwpytos OSPF 30k 300k
Konnuyectso mapwpytos RIP 10k

Tabanua MAC-agpecos 2k 3anuceit Ha 6puaK

Pasmep 6a3bl FIB 1M 1,4M
VRF Lite 32

Habop ¢yHKLMI cooTBeTcTBYeT Bepcum MO 1.13.0
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CepBUCHbIe MapLupyTUu3aTopbl cepumn ESR
TexHUueckoe onucaHue ’ e LTeX
39

KomnneKkcHble peleHna Ana nocTpoeHna ceTel

dusnyeckne xapakTepucTUKH

_ ESR-10 ESR-12V | ESR-12VF | ESR-14VF m ESR-21 ESR-100 ESR-200

duUsnyeckne xapaKTePUCTUKU M YCIOBUA OKpYXKaloLei cpeabl

MakKc. notpebaseman MOLHOCTb 9 Bt 22 Bt 25 Bt 32 Bt 20 Bt 25 BT
Makc. ypoBeHb Wwyma = 57 nb

220 B AC

(4epes

Mutanue apgantep 100-264 B AC, 50-60 Iy,

nUTaHnA

12B,1,5A)

NHTepBan paboumx Temnepatyp o1 0 po +40 °C oT-10 pgo +45 °C
MNHTepBan TemnepaTypbl XpaHEHUA o1 -40 pgo +70 °C

OTHOCHTENbHAA BAAXKHOCTb NpK
aKcnayaTauum

He 6onee 80%

OTHOCUTENbHAA BNAXKHOCTb Npu

ot 10% po 95%
XpaHeHnn
Fabaputbl (LLUXBXT, mm) 185x32x118 267x43,6x160,5 267x44x212 430x44x225 310x44x240
Macca 0,300 Kkr 1Kr 2 Kr 3,15 kr 2,5 Kr
CpoK cny»bbl He meHee 15 net
NopgKkntoyaemble MHTEpPPEMCDI ®yHKuumn L2
— USB 3G/4G/LTE-moaem — KommyTtaumsa naketos (bridging)
— E1 TopGate SFP — Arperauua nHtepdeiicos LAG/LACP (802.3ad)
- DialUp-mogem (Tonbko ESR-21) — Noppep:xka VLAN (802.1Q)

KnueHTtbl Remote Access VPN — Jlornyeckune nHtepdenco!

— PPTP/PPPOE/L2TP/OpenVPN/IPsec XAUTH —LLDP, LLDP MED

— VLAN MAC
Cepsep Remote Access VPN Ha OCHOBE

— L2TP/PPTP/OpenVPN/IPsec XAUTH ®yHKuuy L3 (IPv4/IPV6) _
Site-to-site VPN — TpaHcnauma agpecos NAT, Static NAT, ALG

. — CTaTnyeckne mappyTbl
— IPsec: pexkumsbl «policy-based» n «route-based»
— DMVPN — AnHamunyeckme NpoToKoAbl MapLlipyTtmsaumm RIPv2,

— Anroputmbl wndposanHua DES, 3DES, AES, B C?Ja:i\;zg\/?’y;gls,;:, E’JGPTOB (orefix list)
Blowfish, Camellia pa, pwpy P

— VRF Lite
- A 1 IKE MD5, SHA-1
yTeHTUdUKauma coobieHmin 5§ , _ Policy Based Routing (PBR)

HA-2
S — BFD gna BGP, OSPF, cTaTU4eCKMX MapLupyToB
TyHHenuposaHue 1
BRAS (IPoE)
- E, E E
B :E:)PGR , EOGR — TepmunHauma nonb3osaTenemn
— benble/yepHblie cnuckn URL
—L2TPv3

— KBoTupoBaHue no 0b6bémy TpadumKa, No BpemeHu

— LT (inter VRF-lite routin
( g) CeCccumn, No CETEBLIM MPUIOKEHUAM

Habop ¢pyHKuMIA cooTBeTcTBYeT Bepcum MO 1.13.0
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CepBUCHbIe MapLupyTUu3aTopbl cepumn ESR
TexHUueckoe onucaHue

SHELTEX

KomnneKcHble peleHna Ana nocTpoeHna ceTel

QPyHKUMOHaAbHbIE BO3MOXHOCTU (MPOAO/NKEHUE)

BRAS (IPoE)* (npoaon:keHue)

— HTTP/HTTPS Proxy

— HTTP/HTTPS Redirect

— AKKayHTUHT ceccuii no npoTtokony Netflow

— B3anmogeiicteume ¢ cepsepamm AAA, PCRF

— YnpasneHne NoN0COM NPONyCcKaHUA nNo opmcam um
SSID, ceccuam nonb3osaTenen

— AyteHTnduKauma nonb3osateneit no MAC- nam IP-
agpecam

®yHKUMM ceTeBOM 3aLUTDI

— Cuctema obHapyKeHuA 1 npeaoTBpaLLeHMA
BTOpPKEeHMii (IPS/IDS)’

— B3sanmogeiictaume c Eltex Distribution Manager
ANA NONYYEeHUA NULEH3UPYEMOrO KOHTEHTA —
Habopbl Npasua, Nnpeaoctasnsemble Kaspersky
SafeStream II'

— Web-¢unbrpaums no URL, no coaepxmmomy
(cookies, ActiveX, JavaScript)

— Zone-based Firewall

— ®unbtpauma Ha 6ase L2/L3/L4-nonent n no
NPUNOXKEHNAM

—MNoppepKKa cnUcKkoB KoHTpona aoctyna (ACL) Ha
6ase L2/L3/L4-nonei

— 3awwmTa ot DoS/DDoS-aTaK 1 onoselleHne 06
aTakax

— JlornpoBaHue cobbITUM aTak, cobbITUI
cpabaTbiBaHWA NpPaBUA

KauectBo 06cnykusanua (QoS)

— [10 8-MU1 NPUOPUTETHBIX NN B3BELUAHHbIX
oyepegen Ha nopT

— L2- u L3-npuoputursauma Tpadmka (802.1p (cos),
DSCP, IP Precedence (tos))

— MpenoTBpalleHne neperpyskn odepeaen RED,
GRED

— CpeacTtBa nepemMapKUpoBaHMA NPUOPUTETOB

— MpumeHeHne noantuk (policy-map)

— YnpasneHune nonocom nponyckanusa (shaping)

— Nepapxunyeckuin QoS

— Mapku1poBKa ceccui

YnpasneHue IP-agpecauumeii (IPv4/IPv6)

— Cratnyeckue IP-agpeca

— DHCP-knneHT

— DHCP Relay Option 82

— BcTpoeHHbiit cepsep DHCP, nogaep»Ka onumi
43, 60, 61, 150

— DNS resolver

—IP unnumbered

Habop ¢yHKLMIA cooTBeTcTBYET Bepcum MO 1.13.0
T AKTMBMpPYETCA NNLEH3MEN

CpepcTBa obecneyeHUA HafEeXHOCTU CeTH

—VRRP v2,v3

—YnpasaeHue mapLpyTammn Ha OCHOBE COCTOAHUA
VRRP (tracking)

— banaHcmpoBska Harpysku Ha WAN-uHTepdeiicax,
nepeHanpasaeHMe NOTOKOB AaHHbIX, NepeKatoYeHne
Npu OLLeHKe KayecTBa KaHana

— Pe3epBupoBaHue ceccuit firewall

MOHWUTOPUHT U yNpaBsieHUue

—MNopaepKa CTaHAAPTHbIX M pacwmpeHHbIX SNIMIP
MIB, RMONv1

— BcTpoeHHbIli Zabbix agent

— AyTeHTUdUKaLMA No/Ib30BaTe/EN MO JIOKa/IbHOM base
cpeactesamm npotokonos RADIUS, TACACS+, LDAP

— 3awmTa oT oWMBOK KOHPUTYpMpOBaHUA,
aBTOMATMYECKOEe BOCCTAHOB/IEHNE KOHPUTYpaLUK.
B03MOXKHOCTb cObpoca KOHOUIypaLMK K 3aBOACKMM
HaCTpoMKam

— WHTepdeiicbl ynpasneHus CLI

—Noppep:kka Syslog

— MOHUTOP UCNONL30BAHUA CUCTEMHbIX PECYPCOB

— Ping, traceroute (IPv4/IPv6), BbiBOA, MHPOPMaLMM O
naKeTax B KOHCONU

— O6HoBneHue MO, 3arpysKa n BbIrpyska
KoHourypaunum no TFTP, SCP, FTP, SFTP, HTTP(S)

—Noppepxka NTP

— Netflow v5/v9/v10 (akcnopt ctatuctmkmn URL ans
HTTP, host ans HTTPS)

— JlokanbHOe ynpaBneHue Yepes KOHCObHbIN NopT RS-
232 (RJ-45)

— YpaneHHoe ynpasneHue, npoTtokosnbl Telnet, SSH
(IPv4/1Pv6)

— BbiBOA, MHPOPMaLMKM No cepBMcam/npoLeccam

— JlokanbHoe/ypaneHHoe COXpaHeHMe KOHGUrypaumi
MapLIpyTM3aTopa

MPLS

— MNopgaepka npotokona LDP
—Noppepxka L2VPN VPWS

— Moaaep»kka L2VPN VPLS Martini Mode
—Noppepxka L2VPN VPLS Kompella Mode
—MNopaepxka L3VPN MP-BGP

www.eltex-co.ru




CepBUCHbIe MapLupyTUu3aTopbl cepumn ESR

TexHnueckoe onucaHue ._’\e LTex

KomnneKcHble peleHna Ana nocTpoeHna ceTel

QPyHKUMOHaAbHbIE BO3MOXHOCTU (MPOAO/NKEHUE)

®dyYHKUMU KOHTpOAaA SLA

— Eltex SLA
OugeHKa NapameTpoB KaHaN0B CBA3M:

— Delay (one-way/two-way)
— Jitter (one-way/two-way)
— Packet loss (one-way/two-way)
— KoadduumeHT owinmbok B nakeTax
— HapyweHue nocnenoBaTeibHOCTM AOCTaBKU
nakeToB
— Wellink SLA (wiSLA)"

Habop ¢pyHKumi cooTBeTcTBYET Bepcum MO 1.13.0
T AKTUBMpPYeTCA IMLEH3Me

NUHdopmaumsa ana 3akasa
Hamwenosawnel  Omcawe |

CepBuCHbIN mappyTrsatop ESR-10, 4xEthernet 10/100/1000BASE-T, 2x1000BASE-X (SFP), 1xConsole (RJ-45),

e 2xUSB 2.0, 16 RAM, 512MB NAND-Flash, 12 B DC (220 B AC 4epes agantep nutaHus).

ESR-12V CepBuCHbI MappyTrsaTop ESR-12V, 8xEthernet 10/100/1000BASE-T, 1xConsole (RJ-45), 2xUSB 2.0, 3xFXS,
1xFXO, 1I'b RAM, 512MB NAND-Flash, 100-264 B AC.

ESR-12VE CepBuCcHbI MapLpyTusatop ESR-12VF, 8xEthernet 10/100/1000BASE-T, 1x1000BASE-X (SFP), 1xConsole (RJ-
45), 2xUSB 2.0, 3xFXS, 1xFXO, 16 RAM, 512MB NAND-Flash, 100-264 B AC.

ESR-14VF? CepsucHbI maplupyTmsatop ESR-14VF, 8xEthernet 10/100/1000BASE-T, 1x1000BASE-X (SFP), 1xConsole (RJ-
45), 2xUSB 2.0, 4xFXS, 1I'6 RAM, 512MB NAND-Flash, 100-264 B AC.

ESR-20 CepBucHbIN maplupyTmsaTop ESR-20, 2x10/100/1000BASE-T, 2xCombo 10/100/1000BASE-T/1000BASE-X
(SFP), 1xConsole (RJ-45), 1xUSB 2.0, 1xUSB 3.0, 1 cnot ana SD-kapt, 4I'b RAM, 476 Flash, 100-264 B AC.

ESR-21 CepBuCHbIN MapwpyTrsaTop ESR-21, 8x10/100/1000BASE-T, 4x10/100/1000BASE-X, 1xConsole (RJ-45),
1xUSB 2.0, 1xUSB 3.0, 1 cnot gns SD-KapT, 3xSerial (RS-232), 4T RAM, 476 Flash, 100-264 B AC.
CepBuCHbIN MapwpyTrsatop ESR-100, 4xCombo 10/100/1000BASE-T/1000BASE-X (SFP), 1xConsole (RJ-45),

ESR-100 1xUSB 2.0, 1xUSB 3.0, 1 cnot gns SD-KapT, 46 RAM (86 goctynHo no 3anpocy), 1'6 NAND-Flash, 100-264 B

AC.

CepBucHbI maplupyTmsatop ESR-200, 4x10/100/1000BASE-T, 4xCombo 10/100/1000BASE-T/1000BASE-X SFP,
ESR-200 1xConsole (RJ-45), 1xUSB 2.0, 1xUSB 3.0, 1 cnot ana SD-kapT, 4I'6 RAM (86 goctynHo no 3anpocy), 16
NAND-Flash, 100-264 B AC.

2 Mopenb AOCTyMHa nog, 3aKas

Caenatb 3aka3s O komnaHuum Eltex

Npepnpuatue «3NITEKC» — Beaywnit poccUncKknin paspaboTynk u

‘ ﬁ :E;:: npousBoAuTeNb KOMMYHMKALMOHHOrO obopyaosaHua ¢ 6onee uem 25-
+7(383) 2741001 eltex@eltex-co.ru www.eltex-co.ru neTHen uctopueil. KOMNIEKCHOCTb pewWweHnin U BO3MOXKHOCTb MX
+7(383) 274 48 48 6ecLIOBHOW MHTerpaummn B MHGPACTPYKTYpy 3aKaszumka — npuopuTeTHOE

HanpasBneHWe pasBUTUA KOMNaHUN.

www.eltex-co.ru
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