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1 BBeaeHwue

YctporictBa RG-35-Wac 1 RG-35-WZ asnstotcs Toukamu goctyna Wi-Fi ¢ nHTerpupoBaHHbIM
MapLupyTm3atopoM. OcHoBHOe npegHasHayveHne RG-35-Wac n RG-35-WZ: yctaHOBKa BHYTpu 34aHuii B
KayeCcTBe TOUKM A0CTyNna K pa3fIMyHbIM UHTEPAKTVBHbLIM CEPBMCAaM Mo NPOBOAHLIM 1 6eCrNpOoBOAHbLIM CETAM
nepegayv faHHbIX.

YCTpOICTBA OPMEHTMPOBAHbI Ha AOMAaLLHUX Nosib3oBaTeneli u He6onblUMe OUCHI.

B HacTosLeM pyKOBOACTBE MO 3KCrnayaraumm N3noxeHbl Ha3HauyeHne, OCHOBHble TEXHUYECKMe
XapaKkTepuCTHKKN, KOHCTPYKTUBHOE NCMOJTHEHWE, MOPALOK YCTaHOBKM, Npasuia KOH(OUrypupoBaHus,
MOHWUTOPUWHIA 1 CMeHbI NPOrpaMMHOro obecneyeHns aboHeHTCkux TepmuHanos RG-35-Wac n RG-35-WZ.

1.1 YcnoBHble 0603HaYeHus

MNopckasky, NpuMeYaHusa u npeaynpeXxaeHus

© nMopackaskm cogepxar BaXHY0 MH(hOpMaLUIO, COBETbI UM PEKOMEHAALMM MO UCMOMb30BaHUI0
M HacTpoWiKe ycTpoiicTBa.

& MpumeuaHus copepXxart [ONOMHUTENbHYIO UH(POPMALUIO NO UCNO/Ib30BAHUIO U HACTpOIlike
ycTpoiicTBa.

© nNpepynpexaeHns NHGOPMUPYIOT NONb30BATENSA O CUTYaLUAX, KOTOPbIE MOTYT HAHECTU Bpes
YCTPOWUCTBY U/IN YeNOBeKY, MPUBECTU K HEKOPPEKTHOI paboTe yCTPOMCTBA WU NoTepe AaHHbIX.
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2 OnucaHue nsgenus

2.1 Ha3HaueHue

ABOHeHTCKne TepmuHanbl RG-35-Wac 1 RG-35-WZ (ganee «ycTpoiCcTBO») — efiMHble TOUKU A0CTyna

K COBPEMEHHbIM MHTEPAaKTUBHbIM CepBM1CaM Mo NPOBOAHLIM U 6eCrNPOBOAHBIM CETAM Nepeaayn AaHHbIX:
WuTepHeT mn Full HD IPTV. RG-35-Wac 1 RG-35-WZ nogkntoyaloTcsa K NpPOBOAHOWN CETM C NOMOLLbIO
10/100/1000M Ethernet-uHTepdelica, 1 ¢ NOMOLLbIO pagnovHTeEPdIECOB co34atoT 6ecnpoBOAHON AOCTYN A/1A
yCTpolicTB, nogaepxuBatolmx TexHonoruo Wi-Fi (IEEE 802.11a/b/g/n/ac/k/v) B ananasoHe 2.4 1 5 Ty,

K RG-35-Wac 1 RG-35-WZ MOXHO NoAKIUNTL A0 YEeTbIpeX YCTPOMCTB NpoBoaHoN ceTn. USB-pasbem
NCNONb3yeTca /19 NOAK/IOYEHNS BHELLHMX HAKONUTEeNen.

B ycTpoiicTBax Takke peasim3oBaH pacluMpeHHbli QOyHKUMOHaN ANns ctabuibHol paboTsl IP-TenesmaeHuns no
6ecrnpoBOAHON CeTn: NporpamMmmHbIMU CpeacTBaMy 06ecnevmBaroTcs NIaBHOCTb Y HENPEPbIBHOCTb
BocrnpousBegeHns sugeo. RG-35-Wac n RG-35-WZ nmetoT BO3MOXHOCTb O4HOBPEMEHHOWN TPaHCASALMM
BM/E0MOTOKOB 1 Nepefayn faHHbIX.

YcTpolicTBa noaAepXmBatoT COBPEMEHHbIE TPEOOBaHMS K KA4eCcTBy CEPBUCOB M MO3BO/AIT NepesaBaTb
Hanbonee BaxHbIli Tpadvk B 60/1€€ NPUOPUTETHBIX OYEPEAAX NO CPABHEHUIO C OObIYHbIM.
ObecneyeHne NpropuTA3aL K NPOUCXOAMT NPU NOMOLLM OCHOBHbIX TexHONoruii QosS.

RG-35-WZ nmeeT BCTPOEHHbIA KOHTpOsIEP «YMHOro AoMa», COBMeCTUMbI ¢ Z-Wave ycTpoiicTBamu, o5
B3aMMO/ENCTBUS C AaTumKaMm U yCTPOCTBAMU CUCTEMbI «YMHBIA AOM» 1 ynpaBieHus UMK Yyepes nnatopmy
Eltex Smart Control (Eltex SC).

RG-35-Wac 1 RG-35-WZ nogpaepxusatoT EasyMesh - TexHonoruio, kotopasi 06beMHAET BCe YCTPOWCTBA B
e[lIMHyI0 YNpaBnsieMyto CeTb. YCTpOCTBa MOryT 1cnosib3oBaTbes B ceTv EasyMesh B kauecTBe koHTposiepa.
Mopaepxka ctaHpaptoB IEEE 802.11k/v ynyywaet pacnpefeneHuve tpaguka B ety U No3Bonsier
Npon3BOANTbL GECLLOBHOE NEPEK/IOYEHNE K/TMEHTOB MEXAY PasHbIMM TOUKamMu OCTyna 1 AvanasoHamm
NOAK/THOUEHMS.

2.2 XapakTepuCTUKM YCTPONCTBa
MTaHMe yCTPOoNCTBa OCYLLECTBASIETCA Yepes BHeLWHWn agantep 5.3 B ot cetn 220 B.
Nnmepabelicbi:

* LAN: 4 nopta Ethernet RJ-45 10/100BASE-T;

« WAN: 1 nopt Ethernet RJ-45 10/100/1000BASE-T;

« WLAN: IEEE 802.11b/g/n 2.4 Ty 1 802.11a/n/ac 5Ty;
+ USB: 1 nopt USB2.0.

PyHKYyUUu:

+ CeteBble (yHKUNN:
+ paboTa B pexume «MmapLupyTusaropar», «<MocTa,
+ nopaepxka PPPoE (PAP, SPAP n CHAP-aBTopu3auus, PPPoE-komnpeccus);
* nopaepxka ctatnyeckoro agpeca v DHCP (DHCP-knneHT Ha ctopoHe WAN, DHCP-cepBep Ha
cTopoHe LAN);
* nogaepxka DNS;
* nogaepxka NAT;
* nogaepxka UPnP;
+ ceTeBoi1 akpaH (Firewall);
+ knoHuposaHne MAC-agpeca Ha WAN-uHTepdeiice;
* nogaepxka NTP;
* nopaepxka STP;
* MoAAepXKa mexaHn3MoB KavecTsa 06cnyxumsaHmsa QosS;
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* «npo6poc» nopto. (Port forwarding);
+ cTaTMyeckas u AMHamuyeckas MapLupyTusauns;
* orpaHu4yeHue goctyna K yctporicty Yepe3 WAN n LAN.
* Moanepxka dpyHkuwmii IPTV (IGMP-proxy);
+ O6HoBneHne MO yepes web-nHTepdeiic;
+ TR-069;
* YaaneHHblil MOHUTOPWHT, KOH(hMryprupoBaHue n HacTpolika: web-nHtepdelic, Telnet;
* YnpaeneHue Z-Wave-coBMeCT/MbIMK ycTpoiicTBamu (ans RG-35-W2);
+ Mopaepxka TexHonornn EasyMesh.

Cxema npumeHeHus yctpoincts RG-35-Wac n RG-35-WZ:

e

ﬁc:
CeTb STB NV
npoeakgepa ﬁ
Wi-Fi 802.11a/b/g/n/ac/k/v
2,4 TTu/5 My, ( (r
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Cxema npumMeHeHus yctpoictB RG-35-Wac n RG-35-WZ B kauecTBe koHTponnepa EasyMesh:
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© Koutponnep B cetn EasyMesh

ABGOHEHTCKUII TEpMUHAN MOXET UCNO/Ib30BaTbCA B CBA3Ke ¢ penuTepom RR-10 (Bepcusa MO He
Huwke 1.1.0) gna noctpoeHus cetu EasyMesh. AGOHeHTCKUIA TepMUHa/ BbINOJHAET POJib

KOHTponnepa EasyMesh.

© EasyMesh

CeTtb EasyMesh siBnsietcAa eguHoii ynpaBnsieMoii ceTbio. KOHTponnep onpegensieT Hannyuiunia
nyTb A1 COeAUHEHUSA K/IMEHTA C CETbIO U GaslaHCUMpPYeT Harpy3Ky Ha ceTb. Bce HacTpoiikn
MeXAy KOHTpossiepom u areHTamu EasyMesh cuHxpoHusupytorcs.

2.3 OCHOBHblE TEXHNYECKME NnapamMeTpbl

O6Lwwme napameTpbl

MNpoueccop

TakToBas yactota

RAM DDR (onepaTuBHasi namaTh)

ROM eMMC flash (cuctemHasi namsTb)
OnepauuoHHas cuctema

MapameTtpbl WAN-uHTepcpelica Ethernet
KonnuectBo nHTepdeicos

Tvn pasbema

CkopocTb nepegaun, Méut/c

Moanepxka ctTaH4apPTOB

MapameTtpbl LAN-uHTepdcpeiica Ethernet
KonunyecTBo nHTEpdheiicos

Twun pasbema

CkopocTb nepegaun, Méut/c

lMNoppepxka ctaH4apToOB

MapameTpbl 6ecnpoBogHOro nHTepdelica
KonnyectBo aHTEHH

Tvn aHTeHH

CraHpapTsl

YacToTHbI AnanasoH

MIMO

Realtek RTL8197F

1My

128 M6

16 M6 (RG-35-Wac), 32 M6 (RG-35-W2)

Linux

1
RJ-45
10/100/1000, aBTOCOrIacoBaHVe”

BASE-T

4
RJ-45
10/100, aBTOCOrNAcoBaHne

BASE-T

2
BHYTpPEHHME
802.11 a/b/g/n/ac/k/v

24122472 MIy
5180-5320 MIy
5660-5825 MIL|

24TTy 2x2
51Ty 2x2
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Mopgynsauna

CKopocCTb nepefaun AaHHbIX

MakcumasibHasa BbIxo4Has MOLLHOCTb
nepegardymka

UyBCTBUTENBHOCTb NPUEMHUKA

Be3onacHocTb

YMHbI gom (RG-35-WZ)

CurHan Z-Wave moflynsi Ha yactoTe
YnpaBneHue

YpaneHHoe ynpasfeHune
OrpaHuyeHune gocryna
dursunyeckue napameTpbl
MutaHue

MoTpebnseMas MOLHOCTb

Pabounin gnana3oH Temnepatyp

OTHOCUTENbHAS BNAXXHOCTb NPU TemMnepaType

25°C
ra6apuTbl (LUXBXI)

Macca

2,4 TTu: DSSS, CCK, BPSK, QPSK, 16QAM, 64QAM
5 I'Tuy: BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b no 11 Méut/c

802.11a go 54 Méut/c

802.11g po 54 MéuT/c
802.11n(HT20) go 144 Méut/c
802.11n(HT40) go 300 M6éuT/c
802.11ac(HT80) no 866 M6uT/C

2.41Tuy (802.11 b/g/n): no 15 nbm
51Ty (802.11 a/n/ac): po 17 abm

2,4TTy: 802.11n(MCS0): -90 dBm
802.11n(MCS4): -79 dBm
802.11n(MCS7): -72 dBm

57Ty 802.11n(MCS0): -92 dBm
802.11n(MCS4): -82 dBm

802.11n(MCS7): -76 dBm

WEP, WPA (TKIP+AES), WPA2 (TKIP+AES), WPA/WPA2 (TKIP+AES)

869 My

Web-uHtepdeiic, Telnet, TR-069

no naponto, no IP-agpecam, no MAC-agpecam

BHELUHWIA aganTep NUTaHus NOCTOsiHHOro Toka 220B/5.3B, 2A
He 6onee 8 BT

oT +5 go +40°C

1o 80%

150x27x110 Mmm

He 6onee 0,2 kr

*
Mo-ymonuaxuto ckopoctb WAN-nopTa orpaHmuyeHa 100M6umT/c. CHSITb 3TO OrpaH1UYeHe MOXHO B pasaene

«HacTtpolika noptoB»
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2.4 KOHCTPYKTMBHOE MCNOSHEHNE

YctporictBo RG-35-Wac/RG-35-WZ BbINoO/IHEHO B M/1aCTUKOBOM Kopriyce pazMmepamu 150x110x27 mm.

2.4.1 TepenHss NnaHenb ycTpoicTBa. OnucaHve CBETOBOW UHAMKALM

BHelwHWIA BUA nepeaHel naHenu ycTponcTea:

OnvcaHve NHANKATOPOB NepeaHei naHeny ycTpoicTea:

Homep VikoHka WHaukaTop CocTtosHuMe nHankaropa CocTosiHMe ycTpolicTBa
1 . Power 3e/1eHbIiA, FOPUT NOCTOSIHHO ~ BK/IKOYEHO NUTaHKe YCTPOICTBa,
O HopMmanibHas paboTta
2 » Status 3e/1eHblii, MUraet 3anyueHa dyHkuma WPS/3anyuueH
e (1 TaKT B cekyHay) npoLiecc 06HOB/IEHMA NPOrPaMMHOro

obecneyeHust ycTpoiicTea

3e/1eHbIl, Muraet naet npouecc 3arpy3ku CPE n
(5 TaKkTOB B CEKYHAY) YCTAHOBKUN COEMIMHEHWS C CETbIO
nposaligepa

3e/1eHbIiA, FTOpUT NOCTOSIHHO HOpMasibHas paboTta

3 usB 3€/1eHbIN, ropuT USB-ycTpoicTBO NOAKOHEHO
He roput USB-ycTpoicTBO He NOAK/IYEHO
4 WAN 3€/1eHbIiA, FTOPUT NOCTOSAHHO ~ YCTAHOB/IEHO COeAMHEHME MEXAY
@ CTaHUMOHHbLIM TEPMUHA/IOM U

abOHEHTCKMM YCTPONCTBOM Ha
ckopoctn 10/100 méut/c

OpaHXeBblii, ropuT YCTaHOB/IEHO COEAMHEHNE MEXIY

NMOCTOSIHHO CTaHUMOHHbIM TEPMUHAIOM 1
aBOHEHTCKMM YCTPONCTBOM Ha
ckopocTtun 1000 mbut/c
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Homep MKoHka WuavkaTop CocTosiHMe nHankaropa CocTosiH/e yCTpoiicTBa

Muraet npoLiecc NakeTHol nepegayn AaHHbIX
no WAN uHTepdeiicy

He roput WAN-kabenb He NoAKYeH
5 — WLAN 3e/1eHbIiA, ropuT NOCTOSAHHO  ceTb Wi-Fi akTuBHa B faHHOM
—
- ananasoHe: 2,4 'y n/vinn 51Ty,

MuraeT NpoLLeCC NaKeTHON Nepegayn fdaHHbIX
no 6ecnpoBoAHO CETM B AAHHOM
ananasoHe: 2,4 'y n/vnn 51Ty,

He roput Touka poctyna Wi-Fi gaHHoro
AvanasoHa oTkaveHa: 2,4 'y u/vnm 5
My
6 LAN 3e/1eHblIl, ropuT YCTaHOB/1EHO COEANHEHUNE C
]"T NOAK/THOYEHHBIM CETEBbLIM YCTPOCTBOM
Muraet npoLecc NakeTHOl nepefayn AaHHbIX

no LAN-nHTepdheiicy

He roput LAN-kab6enb He NoAK/UeH

2.4.2 3apHasa nadHenb ycTponcTea. OnucaHne NopToB N pasbeMOB

BHeluHWIA BUA 3aHen NnaHenn ycTpoiicTea:

1 2 3 4

OnucaHue NOPTOB 1 pa3beMOB 3a4Hei NaHenn ycTponcTea:

AnemeHT 3aAHeil naHenun OnucaHue

1 LAN 4 nopta 10/100BASE-T Ethernet (pazbem RJ-45) Ans NoAKOYEHNS CETEBbIX
YCTPOIACTB

2 WAN MopT 10/100/1000BASE-T (pasbem RJ-45) Ana nogkioUeHns K BHELLHel ceTu

3 USB Pasbem USB ans nogkniouerus BHewHero USB-ycTtpolicTa (USB flash, xxecTkuii
[MCK)

4 5vDC Pazbem g5 nogknoyeHnsa agantepa nutaHms
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2.4.3 BbokoBas naHesnb ycTpoucTBa. OnucaHne 3/1eMeHTOB yrpaB/ieHus

BHeLHMIA B, 60KOBOI NaHenun ycTpomncTaa:

1 2
OnucaHne 371eMEHTOB YrpaBfieHnst 60KOBOW NaHesnu yCTPoncTBea:
AnemMeHT HMWKHeil naHenu OnucaHue
1 ({ .]) KHonka BkntoueHusi/otknouernuns Wi-Fi
2 ‘, KHonka ansa nogknioveHns kameHTa no npotokony WPS

2.5 COpoc ycTponcTBa K 3aBOCKMM HacTpoKam

Ha HWXHeit naHenn ycTpoiicTBa HaxoauTcs YHKLMOHaIbHAsA KHOMKa «F», KoTopasi No3BoO/ISieT nepesarpy3nTb
YCTPOICTBO W COPOCUTL HACTPOIKM K 3aBOACKMM. ICMob30BaTh KHOMKY «F» HY)XXHO, KOraa aboHEHTCKWIA
TepMuHas BK/IOUYEH M FOTOB K paboTe: nHaukaTop «Power» ropuT 3eneHbIM, MHAMKaTop «Status» roput/muraet

3€/1EHBLIM UJTN OPaHXXeBbIM LIBETOM.

1. [ns nepesarpysku yCTPONCTBA 3AXMUTE KHOMKY «F» B TEUEHME 2-X CeKYH/I, @ 3aTEM OTNyCTUTE.
2. [lns 3anycka ycTpoicTBa C 3aBOACKMMMW HACTPOVKaMU HXXMUTE 1 yaepxmBaiiTe KHOMKY «F» 6onee 5-Tu
CEeKyHA, NoKa MHAMKaTop «Status» He HAYHET MUraTb 3e/eHbIM LiBETOM. Mpon3oiigeT aBToMaTmyeckas

nepesarpyska ycTpoiicTea.

© nNpu 3aBogckux yctaHoBKax Ha WAN-uHTepdelice sanyueH DHCP-knneHT

© nNpu 3aBogcknx yctaHoBKax Ha LAN-unTepdpeiice sanywex DHCP-cepsep.
+ Adpec uHmepagetica LAN — 192.168.1.1, macka nodcemu — 255.255.255.0;
+ Onsa poctyna yepe3 web-uHtepdpeiic nog y4yétHoii 3anucbkio User ums nonb3oBarenst —
admin, naponb — password;
+ Onsa poctyna yepe3 web-uHTtepdpeiic ¢ NOBbILWEHHBLIMY NPUBUIETNAMU NOA YYETHOMN
3anucbio Admin nma nonb3oBaTensa — superadmin , naponb — password.
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2.6 NoakntoyeHne no WPS

YCTponcTBO noggepxusaet yHKUM0 nogkntoveHuns knmenTa Kk Wi-Fi ceTn aboHeHTCKOro TepMuHasna no
ctaHpapty WPS.

MopsAnoK NOAKNHOUEHNSA:

1. Bblbepute Ha KNIMEHTCKOM YCTPOICTBE cnocob nogkitodexHms WPS.

2. Ha npaBoii 60KOBOI NaHenn aboHEHTCKOro TePMUHaIA HAXXMUTE 1 yaepXusaiiTe B TedeHne 1-i
cekyHapb! kHonky WPS.

KNMeHT nogkntounTcst K aBOHEHTCKOMY TEpMUHaTy aBTOMaTUYECKN.

MoAk/IYeHNe KNMEHTCKOro YCTPOMCTBa K aBOHEHTCKOMY TEPMUHaUTY 3aHUMAaEeT He 6osee 2-X MUHYT. Ecnu He
yAan0Cb NOAKNIUYNTL YCTPOMCTBO C NEPBOro pasa, NOBTOPUTE NONbITKY U y6eauTech, 4to yHkuma WPS Ha
K/IMEHTCKOM YCTPOICTBE Oblnia BK/IOYEHA HE No3aHee YeM yepes 2 MUHYTbI Nocsie BKAYeHnUs yHkumm WPS
Ha abOHEeHTCKOM TepMuHase.

© Mo ymonuanuio pyHkuma WPS BknodeHa. OTKNIOUMTb (DYHKLMIO MOXHO B web-uHTepdpeiice B
meH «Wi-Fi 5 'Tu» nnu «Wi-Fi 2.4 I'Ty», B nogMmeHto «WPS».

© EasyMesh
Mpu ncnonb3oBaHun B KauecTBe KaMeHTa penutepa RR-10 ¢ Bepcueii MO He Huxe 1.1.0
npon3oinaeT aBToMmaTtuyeckas Hactpoiika penutepa RR-10 B kauectBe areHTa B cetu EasyMesh.

2.7 KoOMMneKkT nocTtaBKu

B 6a30BbIi1 KOMNEKT NOCTaBKN YCTPONCTB BXOAAT:

1. AGOHEHTCKWIA TepMuHar;

2. Apantep nuTaHusa 220B nepemeHHOro Toka/5.3B noctosHHOro ToKa, 2.0 A;
3. PykoBOACTBO MO yCTAaHOBKE U HACTPOIKE;

4. MamATKa 0 AOKyMeHTauuu.
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3 lNopaaok yctaHOBKM

3.1 VIHCTpYKUUM N0 TeXHUKe 6€30MacHOCTK

1. He yctaHaBnuBaiiTe yCTPOWCTBO PSAAOM C UCTOYHMKAMU Tenaa v B NOMELLEHNAX C TEMMNePaTypoin Hmxe
5°C nnu Bbiwe 40°C.

2. He ncnonb3ylite yCTPOMNCTBO B NOMELLEHUAX C BbICOKOM BNAXHOCTbIO.

3. He noggepraiite yCTpOIACTBO BO3AEWCTBUIO AbIMa, MbIAN, BOAbI, MEXaHNYECKMX KonebaHnin nnn yaapos.

4. He BCKpbIBaliTe KOPMyC YCTPOMCTBA. BHYTpY yCTpOCTBA HET 3/1IEMEHTOB, NpeAHa3Ha4YeHHbIX A5
06CNyX1MBaHUS NOSIb30BaTE/NEM.

© Bo ns6exaHue neperpesa KOMMNOHEHTOB YCTPOWCTBA U HAPYLLEHMUS €ro paGoThbl 3anpeLyaercs
pasmeLiaTb nNpegmeTbl Ha NOBEPXHOCTU 060PYAOBaHUA.

3.2 PekomeHpaumu rno ycTaHOBKe

1. MNepeps yCTaHOBKOW M BK/IIOYEHNEM YCTPONCTBA HEOOXOAMMO NPOBEPUTL YCTPOMCTBO Ha Hasimune
BUAVMbIX MEXAHUYECKMX NOBPeXAeHUA. B cnyyae Haimumns noBpexaeHnin cnegyeT npekparuTb
yCTaHOBKY YCTPONCTBA, COCTaBUTb COOTBETCTBYHOLUMIA aKT N 06PaTUTLCA K NOCTABLLNKY.

2. Ecnv ycTpoicTBO Haxo4uioch AsMTeNlbHoe BpeMs Npy HU3KOW TeMneparype, nepes Hadasiom paboTbl
cnefyeT BblaepxaTb ero B TedeHue [ByX 4acoB Npu KOMHaTHOW Temneparype.

3. Ecnn ycTpoiicTBO Haxo4uioch A/iMTeNlbHoe BPeMS B YC/TOBUSIX MOBbILLEHHOW BNaXXHOCTW, HEO6X0AMMO
nepeg, BK/IlOYEHNEM BblAepXaTb ero B HOPMaslbHbIX YC/I0BUSAX HE MeHee 12 Yacos.

4. YCTpOWCTBO yCTaHaBNNBAETCH B FOPU3OHTA/TbHOM MOJSIOXEHUN, COBM0A4aA NHCTPYKLMM MO TEXHUKE
6e30nacHoOCTH.

5. Mpwu pasmeLLeHnn ycTponcTea 418 obecneyeHns 30Hbl NokpbITUs cetn Wi-Fi ¢ Hannyudwmmm
XapakTepucTMkamMu yunTbiBanTe cneayolme npasuna:

a. MuHumK3NpyiiTe uncno nperpag (CTeHbl, NOTONKK, Me6enb 1 Apyroe) Mexay a6oHEeHTCKUM
TePMUHaIOM 1 ApYyruMn 6ecnpoBOLHbIMU CETEBLIMU YCTPOMCTBaMU;

b. He yctaHaBnuBalite ycTpoiicTBO B6/1M3M (Nopsiaka 2 M.) aNeKTPUYECKmX, paamo YCTPONCTB;

c. He pekomeHayeTcsa ncnosb3oBatb paguotenedoHsl 1 agpyroe o6opyaoBaHue, paborarolee Ha
yacTtote 2,4 Ty, 5 I'Ty, B pagnyce aenctensa 6ecnposogHoit cetn Wi-Fi;

d. MNpenaTcTBuUs B BUAE CTEKNSAHHbIX/METAIINYECKNX KOHCTPYKLMIA, KUPNNYHBLIX/OETOHHBIX CTEH, a
TakKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauuTe/IbHO YMeHbLUNTb pagunyc gerictena Wi-Fi ceTtn.

3.3 Tlopagok BKIKYEHUA

1. Mogkniounte cetesoin Ethernet-kabens, NpoBeAeHHbIV BawMM MHTEPHET-NpoBaigepom, K pasbemy WAN
yCTpOWCTBA.

2. Ecnwn ycTpoiicTBo 6yaeT Mcnosb30BaTbCA B Ka4ecTBe AOMalLHEero npoBo4HOro MapLupyTm3aropa, T0
nogkntounte ceteBoin Ethernet-kabenb k pasbemam LAN ab0OHEHTCKOro TepmMmmnHasia 1 Ballero ceteBoro
ycTpoiicTBa (KOMMbOTEP, NPUHTEP, TENIEBU3NOHHASA NpUCTaBKa 1 ApYyroe).

3. MogknounTe WHYpP agantepa NUTaHUs K pa3bemy nNuTaHus ycTporictea SV. [lanee nogknwounte agantep
K UICTOYHUKY MUTaHUA.

4. Tlocne NoakItYeHNs YCTPOICTBA K CETU NUTaHWA JOXAMTECH NOSHON 3arpy3ku ycTpoiicTea (3To MoXeT
3aHSATb HECKO/IbKO MUHYT).
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4 YnpaBneHue ycTpoicTBOM vepes web-nHtepdoeinc

4.1 Hauyano pa6oThl

1. Ana Havana paboTbl HY)KHO MOAKNHUYMTLCA K YCTPOcTBY no nHTepdeicy LAN nan WLAN:

. MpoBoaHoe noakntoueHne (LAN):

MogxnouMTe Ball KOMMNbIOTEP K YCTPOMCTBY C NOMOLLbIO Kabens Ethernet;

_
O

BecnposogHoe nogkntoueHue (Wi-Fi):

MoaxntounTe Ball KOMNbOTEP, TenedoH uaun nnadwet kK Wi-Fi cetn yctpolicta (ums cetu — EltexWiFi5G
unu EltexWiFi2.4G, naponb — cepuliHblli HOMep ycmpolcmaa).

© WHpopmaums o Wi-Fi ceTn ocTynHa Ha CTMKepe Ha HUXKHE CTOPOHe YCTpolicTBa.

2. OTkpoitTe web-6pay3ep, BBeaUTe B afipecHoli CTpoke bpaysepa aapec yCcTponcTaa.

© 3asodckoii IP-adpec ycmpolicmsa: 192.168.1.1, macka nodcemu: 25 5.255.255.0.

Mpw ycnewHoM 06HapyXXeHUn yCTPONCTBa B OKHE Gpay3epa 0Tobpa3nTcs cTpaHuLa Bxoaa B web-uHtepdeiic
C 3anpocoM UMEHM Nob30BaTenNs 1 Naponsi.

Bxop,

Onsa nocTtyna K AomMeHy http://192.168.1.1
Heo6Xxo4MMO yKasaTb MMs Mosib30BaTeNs 1
naposb. MoAKAYEHNEe K CalTy He 3aLLMLLEHO

NmMsa nonb3oBaTtens

[Maponb

OTMeHa Bxop,

CmpaHuya asmopusayuu web-uHmepdpelica
3. BBeauTe ums nonb3oBarens U Naposb.

© [Ans yuetHoii 3anucu User: uma nonb3osatens — admin, naponb — password.
Ona yueTHoli 3anucu Admin: uma nonb3oBaTtens — superadmin, naponb — password.

4. HaxxmuTe KHOMKy «Bxog». B okHe 6pay3epa O0TKpoeTcs cTpaHuua «FnasHas».

13



ABOHEHTCKMe TepMuHasibl RG-35-Wac, RG-35-WZ. PykoBOACTBO M0 3Kcn/yaTtauun. Bepcus 2.3.0

4.2 TMpuMeHeHne KoHdourypaumm

1. NMpuMeHeHne KoHurypawumm

COXpaHnTb COXpaHnTb W MPUMEHHTb

Mo HaxkaTuio Ha KHOMKY «COXpaHnTb» MPOUCXOANT CoXpaHeHne KoHdurypauum Bo flash-namsaTts ycTpoiicTsa.
UTO6bLI HACTPOIKM BCTYNUM B CUMY HAXMUTE Ha KHOMKY «COXpaHnUTb 1 MNMPUMEHNTb». HeKOTopble HaCTPOKK
BCTYNST B CU/Y TO/ILKO NOC/e Nepesarpysku yctTpoictea. Cuctema npeaynpeant 06 3ToM Npy HaxkaTum Ha
KHOMKY.

2. OTMeHa N3MeHeHN

OTMEHS

OTMeHa U3MEHEHWI NPOM3BOANTCS TOMBKO [10 HAXATUS Ha KHOMKY «COXpaHUTb 1 MprUMeHNTb». B 3ToM cnyyae
N3MEHEHHbIE Ha CTpaHuLIe NapaMeTpbl 0GHOBSATCS TEKYLLMMU 3HAYEHUSIMU, 3annCaHHbIMK B NaMsITU
ycTpoiicTBa. Mocne HaxaTusl Ha KHomKy «CoxpaHuTb U MpYMEHNUTL» BO3BPAT K NpeablAyLLIVMM HACTpoikam
6yAeT HEBO3MOXEH.

4.3 MaHesnb ynpasneHnsi yCTPOMCTBOM

Bce n3meHeHUs1 HacTpOeK YCTPOCTBA BbIMOMHSAKTCS NPy NOMOLM BKNaAokK MaHenn ynpasneHus,
pacnosIoXXeHHOWN Ha NeBO CTOPOHE web-nHTepdeiica.
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4.3.1 OcHOBHbIe 3n1eMeHTbl web-nHTepdelica

SHELTEX

1. KHonka cmeHbl si3blka web-nHTepdpelica.

2. BepxHee ropusoHTasIbHOe MEHH BK1aA0K.

3. JleBoe BepTUKa/IbHOE MEHIO BKNAA0K [/18 BbINO/THEHUS] HACTPOEK.

4. OCHOBHOE Mosie HaCTPOEK YCTPOINCTBA, COOTBETCTBYIOLLEE BbIOPaAHHON BKNaaKe U3 nons 3.

5. KHOMKM coxpaHeHns nsMeHeHuiA KoHcurypaumm n cépoca A0 NOCNEAHNX COXPAHEHHbIX 3HAYEHWIA.
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4.3.2 MeHo «naBHasa»

B MeHI0 «[naBHas» MOXHO MOCMOTPETL CTaTyC YCTPOMCTBA, a Takke BCEX ro MHTeEpPKeicoB.

4.3.2.1 TlMoomeHro «Cmamyc»
B sTom nogmMeHto oTobpaxaeTcs MHhopmaumsi 06 yCTPONCTBE U OCHOBHbIE HACTPOKK, Takne Kak:

+ CuctemHble napameTpbl (Bpems v BepCusi NPOLUMBKN);
* MapameTpbl 6ecnpoBogHbIX HTepdeiicoB (WLAN);

* MapameTpbl UHTepdelicoB nokanbHoli cetn (LAN);

+ MapameTpbl uHTEpdeiica BHelHen cetn (WAN).

CraTtyc poyTtepa

JTa cTpaHuLa oTobpax)aeT Tekyllee COCTOAHWE YCTPOICTBA, & TakKe HEKOTOPhIE OCHOBHbLIE HACTPOMKN.

Cucrema

Bpema pabotbl Oday:0h:0m:38s

Bpema cbopku Mon Qct 26 09:34:00 +07 2020
Mogens ycTpoAcTBa RG-35-WZ

H/W eepcua w7

MNpousBogMTENb ELTEX

CepuiHbIA HoMep VI57000274

Bepcua MO 2.3.0-b171

Kondwmrypaywsa 6ecnpoBogHoro uHtepdeiica 1

Pemum T4

YacToTHLIA guanasoH 5 GHz (A+N+AC)
SSID EltexWiFi5G
KaHan 149
Lncposaxue WPA2

BSSID e2:d9:e3:7e:e9:f3
KAWeHTbl 0

4.3.3 MeHo «Wi-Fi 2.4 TTu» n «Wi-Fi 5 TTu»

B meHto «Wi-Fi 2.4 T'Tu» n «Wi-Fi 5 I'Tu» BbINONHATCA HACTpolikn 6ecnposogHoi Wi-Fi cetn. Hactpolikn
BbinonHsatoTcA ansa cetn Wi-Fi Ha wacTtote 2.4 Ty, mnam 5 U, YCTpoiicTBO nogaepxusaet paboTy
O[HOBPEMEHHO B AByX AnanasoHax 4yacTtorT.
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4.3.3.1 MoomeH «OCHOBHblEe HAaCMpPOUKU»

OcHOBHbIe HacTpoiiku 6ecnpoBogHoro uHtepdeica 5y,

JTa cTpaHuUa npefHasHayeHa 418 HacTpoWKKM napaMeTpos cetn Wi-Fi.

OTkNouMTE WLAN-MHTepdeiic

OTKMOYATE OCHOBHYHD TOUKY fOCTYyNa

YACTOTHLIA AWMaNasoH: 5 GHz (A+N+AC) -
Pexum paboTsl: Ta -
MmA ceTn (SSID): EltexWiFisG

LMpuHa kaHana: 80MHz hd
KaHan: ABTO hd
ABTOMaTHUuYeCKWid BbIDOp KaHana COBMEeCcTUMbIA -

« Omkmodums WLAN uHmepgbelic — npu yctaHosneHHom donare cetb Wi-Fi B gnanasoHe 2.4 I'Ty nnun 5
Ty BbIKNOYEHA.
* OMKJ/1I04UMb OCHOBHYH MOYKY docmyra — npu YyCTaHOB/IEHHOM dolare OCHOBHas Touka AocTyna 6yaet
OTK/I0YEHa.
« YacmommHsbIl duana3oH — NO3BOISIET BblbpaTb peXxum paboTbl 45151 6eCcnpoBOAHOr0 MHTEpdieica B
COOTBETCTBMM C cepueir ctaHgapToB Wi-Fi 802.11.
« Ona2.4T1Tuy;
+ 2.4 GHz (B) — ecnu Bce 6ecnpoBoHble KIMEHTbI NogaepxmnBatoT ctaHgapT 802.11b, no
[aHHOMY CTaHAapTy MakcMMasibHas CKOpocTb coctasnseT 11 Méut/c;
+ 2.4 GHz (G) — no ctaHgapTy 802.11g MakcumasibHasi CKOPOCTb cocTaBnseT 54 M6UT/c;
+ 2.4 GHz (N) — no ctaHaapTy 802.11n MakcumasibHas ckopocTb cocTtaBnsiet 300 M6uT/c;
*+ 2.4 GHz (B+G) — ecnv B ceTv NpUCYTCTBYIOT 6ECMNPOBOAHbLIE KNNEHTbI C NOAAEPXKKOI
802.11b n 802.11g, no ctaHgapty 802.11g MmakcMmasibHass CKOpOCTb cocTaBnsieT 54 MouT/c;
+ 2.4 GHz (G+N) — ecnu B ceTu NpucyTCTBYOT 6GECNPOBOAHbIE KIMEHTLI C NOAAEPXKKONA
802.11g n 802.11n, To MakcumasibHas ckopocTb cocTasnseT 300 MéuT/c;
+ 2.4 GHz (B+G+N) — ecnun B ceTy NpucyTCTBYOT 6GECNPOBO/HbIE KNIMEHTbLI C NOAAEPXKKOA
802.11b, 802.11g n 802.11n, To MakcMMasibHasi cCkopocTb cocTasnsieT 300 MéuT/c.
 Ana ST
+ 5GHz (A) — makcMmasnibHasi CKopocTb cocTaBnisieT 54 M6uT/c;
* 5GHz (N) — paHHbIi cTaHAapT NpeaycmaTpuBaeT MakCcMMasibHy ckopocTb Ao 150 M6uT/c;
+ 5 GHz (A+N) — cTaHaapT nogaepxusaet paboty yctpoiicTe ¢ 802.11a 1 802.11n;
+ 5 GHz (AC) — paHHbIii cTaHAapT NpeaycMaTpuBaeT MakCUMasibHY CKOpoCTb 0 867 MouT/
C
5 GHz (N+AC) — cTtaHaapT nogaepxmsaet paboty yctpoiicTe ¢ 802.11n 1 802.11ac;
+ 5 GHz (A+N+AC) — cTaHAapT noaaepxusaet paboTy ycTpoiicTs ¢ 802.11a, 802.11nu
802.11ac ¢ makcmasibHOIM CKOpoCTbo 867 MouT/C.
* Pexxum pabomsl — NO3BOJSAET BblOpaTh B KAKOM pexunme byaeT pabotarb paguomonysib:
* T[ — pexunm ToYKM gocTyna.
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F'ocmesble cemu — NO3BONSAET HACTPOUTL A0 4-x SSID Ha KaxAblil Aranas3oH ¢ pas/IMyHbIMU
HacTpoiikaMmn 6e30NacHOCTU.

Mpu po6aBneHnn HOBOW rocTeBOI CeTU ee Heo6xoaMMO A06aBuUTb K cyuiecTBytowemy WAN-
coefiHeHuIo.

Vmsi cemu (SSID) — none BBoJa UMEHN 6eCNPOBOHON CETU, UCNOMb3YEMOI A5t NOAKYEHMS K
yCcTpoincTBy. MakcumasnibHas f/imHa UMeHn — 32 CMMBO/1a, BBOZ, C YYETOM perncrpa knasuarypsbi.
[aHHbIi napameTp MOXeT COCTOATb U3 Lmdp, NaTuHCKUX Byks, Npo6enos, a Takke cumsonos “-“, “_", “.",
“" 0 # npwn atom cumsonel ‘1, 4", “#” n npo6en He MoryT CTOSITb MEPBbLIMU.

UlupuHa kaHasia — LWMpUHa NOMI0Ckl YacTOT KaHasa, Ha KOTOpoM paboTaeT 6ecnpoBOfHasA ToUKa
AocCTyna, NnpuHuMaeT 3Hadvenuns 20, 40 MI'y Ha yacToTe 2.4 'y, nnu 20, 40, 80 MI'y, Ha yacToTe 5w,
KaHasn — Homep kaHana s pabotbl 6ecnpoBogHoli ceTu. MNpu Bbibope 3HaYeHUA «ABTO»

aBToMaTnyeckn onpegendetca KaHasl C HauMeHbLUM YPOBHEM MOMEX.

EasyMesh
B ceTu EasyMesh npu nameHeHun nmenu cetu (SSID), LUMPUHBI UM HOMEpPaA KaHasla Ha
KOHTPOJI/Iepe HAaCTPOKM GyAyT aBTOMATUUECKM CUHXPOHU3UPOBaHbI C areHTaMu.

Asmomamuyeckull BbI60p KaHa/1a — BbiNaAatoLMii CNMCOK C BO3MOXHOCTbIO BblOpaTb peXxum
aBTOMAaTUYeCKOro OnpeaesieHnsa kaHana:
+ CoBMecTUMbI — Bkovaetcs ¢ 1 no 11 kaHan gna 2.4 My, ¢ 36 no 48 n c 149 no 161 kaHan ansa 5
My,
+ [Nonb3oBaresibCkMii — NPaBo BblGoOpa BKHOYAEMOrO KaHana NnpefocTaBnseTcs Nosb30BaTesto;
+ TlonHbI — BKNOYAKTCA BCE AOCTYMHbIE KaHaIbl.
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36|40 |44 | 48 | 52 | 56 | 60 | 64 | 132|136 |140| 144149153 | 157|161

PaspelwerHsble KaHanbl

VAR VER VIR v (VRN VAN VRN v
CKpblBaTL MMA CETH (SSID): Het hd
BrnoudTe pexum Wi-Fi Multimedia -
(WMM):
CHOpOCTL: ABTO hd
OrpaHWyeHne nepenadu: 0 MBuT/c (0:6e3 orpaHUYeHKi)
OrpaHvyeHre Npuema: 0 Mb6wuT/c (0:6e3 orpaHuyeHnit)
MaKcyMansHoe KOMMYEeCTBO KNWEHTOB 0

AKTUBHBIE COBAMHEHMS! MokasaTb cnMcok BecnpoBOiHbLIX KTMEHTOB

BinwuuTe KNoHuposaHne MAC

BKNIOUMTE PEXUM YHWBEpCANbHOMo MoBTopuTensa (PaboTaeT B kauyecTee T/ W KIMEHTA 0AHOBDEMEHHO)

WMms ceTu (SSID) gononHUTENLHOTD UHTepdeiica:

PaspeweHHbIe kaHasibl — BbIOOP KaHaU10B, HA KOTOPbIX ByaeT paboTarb Touka AocTyna.
CkpbiBamb umsi cemu (SSID) — npu ycTaHOB/IEHHOM chnare Touka AocTyna 6yaeT ckpbiTa B agvpe.
MoAaxNIYMTLCA K HEN MOXHO 3apaHee 3Has eé SSID.

EasyMesh
TexHonorus EasyMesh HecoBMecTuMa ¢ chyHKUMeli CKpbITUA uMmeHn cetu (SSID).

Bknrouums pexxum Wi-Fi Multimedia (WMM) — npwn ycTaHoBNeHHOM donare BkatoueHa dhyHkumust Wi-Fi
Multimedia, koTOpas No3BoNseT ONTMMU3NPOBATL Nepegady My/bTUMEAUNHOrO Tpadumka no
6ecnpoBoHoOl cpese.
CKkopocmb — BblNafatoLLnii CN1COK, MO3BONSAOLLNI BbIOPATb 3HAYEHWE KaHa/IbHOW CKOPOCTMU.
OepaHuyeHue nepedaqu — rno3BOMAET 3afaTb orpaHnyeHune no nepegadve tpaduka Wi-Fi knneHTtam.
OepaHuyeHue rnpuema — Nno3BOJIAET 3ajaTb orpaHuyeHne no npuemy Tpaduka Wi-Fi kimeHTam.
MakcumasibHoe Ko/siu4yecmso K/iueHmos — nosne Beoga konmyectsa Wi-Fi ycTpoicTs, koTopble
O[HOBPEMEHHO MOTYT ObITb MOAK/MIOYEHbI K TOYKE AoCTyna. /18 TOro Ytobbl CHATL OrpaHnyeHve
BbiCTaBuTe 3Ha4yeHue 0.
AKMUBHblE COEOUHEHUS — OTKPbIBAET B HOBOM OKHe Tabunuy Co CrMCKOM BCex NogkntoveHHbIX K Wi-Fi
CETU K/INEHTOB.
Bkmodums K/1oHUpogaHue MAC — npu ycTaHOBNEHHOM do/iare BbINoSHAETCA kKnoHuposaHne MAC-
agpeca AN TekyLero nitepdetrica.
Bkirouums pexum YHusepcasibHo20 losmopumesisi — NepeBog, yCTPONCTBa B pexmnm paboTsl
«penutep» (paboTa B KAUECTBE TOYKM JOCTYNa W KIMEHTA OAHOBPEMEHHO), YTO NO3BOMUT PaCLUNPUTL
nnowaab NokpbiTa cetn Wi-Fi:
* Wms cetn (SSID) gononHmTenbHOro nHTepdeiica — UMsi pacluMpeHHoro nHTepdeiica, K KOTopomy
OyayT NOAK/IYaTLCA MoNb30BaTENY,
+ BkntoyeHus npoduin 6ecnpoBoAHOrO YyCTPOMCTBa — Npu YCTaHOBIEHHOM chnare no3sonseT
COXpaHATbL NPOOWIV NOAKNIOYEHNS K APYTUM TOYKaM 0OCTYNa;
+ Cnucok npodmniein — npotnav NOAKIYEHNUS K APYTMM TOYKaM A0CTyna ¢ COOTBETCTBYOLLUMU
nmeHamu ceteli (SSID) n TMnamm WrdpoBaHus.
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4.3.3.2 TNodmeHK «PaclwiupeHHbIe»

PacwmpeHHble HacTpolku 6ecnpoBoagHoro uHtepdgenca 5rruy
NaHHblIE HaETpOIFIKIf‘I npeaHasHaqYeHbl ANA ONbITHRIX nonb3oBaTenei. He MeHARTe 3T HachOFIKM. =[]
HE MMEETE NPpeAcTaBNeHnA O TOM, Kakom Sq]q)E,‘KT OHKW A0MAHEl OKA38Te Ha DEEDTY TOYKW OOCTYNaA.
Mopor dparmexTaLn: 2346 (256-2346)

Mopor RTS: 2347 (0-2347)
MHTepean noceinkn naketa "Mank": 100 (20-1024 mc)
IAPP: ) BenioueHo @) BriknioueHo
Sawuta Kagpos: ® Brnrouerno ) BeiknmioueHo
Arperayun: ® Brnrouerno ) BeiknmioueHo
KopoTkuil 3aLLWTHEIR WHTepBaN: ® Brnroueno ) BeikmoueHo
WLAN Partition: O Binoueno @ BriknioueHo
STBC: ® Binoueno O BriknioueHo
LDPC: ® Brnrouerno ) BeiknmioueHo
TX Beamforming: ® Brniouerno ) BreiknioueHo
Mutilcast to Unicast: ® Brnrouerno ) BeikmoueHo

* lNopoe hppaemeHmayuu (Fragment Threshold) — none BBoga MakCMMasIbHOTO pasmepa HenpepbIBHOMO
6/10Ka AaHHbIX ANs nepegayn no 6ecnpoBoAHON ceTu. JaHHble 6onbluero pasmepa dyayT pasouTbl Ha
4yacTu — (pparMeHTUpPOBaHbI; NPUHUMAET 3HaYeHUs oT 256 [0 2346.

* lMopoe RTS (RTS Threshold) — none BBoAa MakcMMasibHOMO 3anpalumBaemMoro pasmepa 6/10ka AaHHbIX
Ans nepepaun. B texHonorun CSMA/CA naketbl RTS (request to send) nocbinatotrca 6a3oBoii cTaHUmm
[0 Nepefaun peasibHbIX AaHHbIX. Mpy HaM4UKMM cBo6OAHOrO OKHa 6a3a oTBevaeT naketoM CTS (clear to
send), 1 KIMEHT OTCbINIAET NAKeT 3anpoLLEHHOT0 pasMepa. YeM MeHblue pasmep RTS, Tem 6osblue
BEPOATHOCTb MONYYUTb paspelueHne o1 6a30BON CTaHLMK, TeM GbICTpee BOCCTaHaB/IMBAETCS CETb
nocne KoA1M3uia, HoO TeM MeHbLLIEe NPOU3BOANTENIBHOCTb CETU B Lie/IoM. MNMpuHnMaeT 3HadeHus ot 0 o
2347.

* VIHmepsan nocwlniku nakema «Masik» (Beacon Interval) — none BBoga NnpomexyTka BpEMEHU MeXAY
CNy>Xe6HbIMM coobLEHNAMI (MasikaMu) B 6ecnpoBogHOi ceTu. CnyxebHble COOBLIEHNSA NepefatoT
napamMeTpbl YacTOT, MPOTOKO/10B, 6e30MacHOCTY, MOLLHOCTH NepesaTynkoB, 3aJepXek 1 T.4. NMpuHumaet
3HadeHns ot 20 go 1024.

+ IAPP — npotokon IAPP (Inter-Access Point Protocol), no3sonstoLimii KnneHTam, HaxoasLwmmcs B
pOyMUHIe MapLupyT1saTopa, B3aMMo4eicTBoBaTb BHyTpY OAHOIO CerMeHTa ceTu, NocpeacTBOM
nepenoaxtoyeHns K opyroMmy MapLupytusatopy. IHhopmaums o kimeHTe nepefaeTcs OT O4HOM ToUke
[AocTyna K Apyroii n Ha eé 0CHOBaHWW OCYLLECTBNSAETCA NepenoakioyeHre KaneHTa.

+ 3awuma kadpos (Protection) — cneumanbHblii MexaHu3m ans ceteli 802.11b/g. BkntoueHne MexaHnama
rapaHTMpyeT BO3MOXHOCTb paboTbl MeAJ/1eHHbIX YCTPONCTB cTaHAapTa b B cpege ¢ 60nbLwmnm
KO/IM4eCTBOM BbICOKOCKOPOCTHBIX YCTPOWCTB CTaHgapTa g. 3T0 4OCTUraeTcs nyTemM yBe/IM4eHns
BPEMEHM 06CYXMBaHUA CTapbIX KNIMEHTOB, 3a[iaHNsA 419 HAX MeHbLUero pasmepa okHa RTS n cHuxeHus
06LLero 6bICTPOAENCTBUSA CETH.

+ Aepeezayusi (Aggregation) — BK/IlOUEHNE BO3MOXHOCTU 06bEAVHEHNA HECKO/IbKMX MasIEHbKMX NaKETOB
ANs nepefayn B 0O4HOM 60/bLIOM.
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* Kopomkuli 3awumHbIli uHmepsas (Short GI) — cpeCTBO CHUXXEHMS OLUMGOK Npu B3auMogeicTBUN
paano yCTPOMCTB — NYCTON NPOMEXYTOK Mexay nepefaBaeMbIMU LeCTHaALATEPUYHBbIMU CUMBO/IAMU
(0,1, ... E, F). CTaHaapTHbIi ANvHHBIN 3awmTHbIi nHTepBan (Long Gl) nmeeT npogomkmtensHocTb 800
HC. CunTaeTcs, YTO 3a 3TO BPEMS CUrHaU1 NMOMHOCTLIO AOXOANUT A0 NPUEeMHMKA C YYETOM BCeX 3a[iepXKeK U
OTpaxeHwuii. o ncteyeHnm aToro MHTepBasia, nepegaetcs cnegyowmii cumaon. Short Gl gnutca 400 Hc.
Wcnonb3oBaHune Short Gl noBbiwaeT 06LLy0 NPON3BOAUTENILHOCTL 6ECNPOBOAHON CETU NPUMEPHO Ha
11%, HO HOTAA BeEeT K yBe/IMYEeHMIO OLIMOOK nprema/nepesavn.

+ WLAN Partition — BK/to4YeHMe 3anpeta B3aMMoaencTBusa 6ecnpoBOAHbIX KTIMEHTOB MeXAy Cob6oW
(M30nauma 6ecnpoBOAHbLIX KTMEHTOB).

+ STBC — Bk/toveHne mexaHusma Space Time Block Coding (STBC), ncnonb3yetcs B 6ecnpoBoAHbIX CETSX
ANA nepefayy Konuin NoToka AaHHbIX Yepe3 HECKO/IbKO aHTEHH U ANs obecrneyeHns npuema pasHbixX
Bepcuii 6n1oka faHHbIX B LieNsIX NOBbILEHNS HAAEXHOCTM 06MeHa faHHbIMK. VI3BECTHO, UTO
paanocurHasl pacnpocTpaHaeTcs B cpefe No AOCTaTOYHO CNIOXHbLIM TPaeKTOPUsM 1 NOABEPXKEH
B/IMSAHUIO OTPaXXeHUs, pedhpakLmn, paccenBaHns, a Takke NCKaxaeTcs BO34eNCcTBMeM TEN0BOIO Wyma
NPUEMHNKA, YTO B KOHEYHOM CYeTe NPUBOAUT K TOMY, YTO OAHW KONWUK NepefaHHoro curHasia MmoryT
OKas3aTbCA 3HAYMTE/BHO Jlyylle Apyrux (MEHEE UCKaKEHbI). DTa N3GbITOYHOCTL MOBbLILLAET BEPOSATHOCTb
KOPPEKTHO AeKoAMpOoBaTb CUTHaUT U3 HECKOJIbKMX €ro KOMuil Ha NnpuemMHol ctopoHe. TexHonorus STBC
06beanHAET BCe KONUM NPUHATOrO 6/10Kka AaHHbIX ONTUMasibHbIM 06pa3oM A/15 U3BneYeHns
MaKCYMaJ/IbHOro KonmyecTBa MHAPOpMaL MmN U3 Kakaon U3 HUX.

* LDPC — ncnonb3oBaHve KOPPEKTMPYIOLLEro Koga ¢ Masoi N/I0THOCTbLIO NPOBEPKN HA YETHOCTb Low-
density parity-check code (LDPC), koTopblii No3Bo/ISieT 60/1ee 3¢hheKTUBHO 0GHaPYXMBaTb 1
ncnpasisaTb BO3MOXHbIE OLUMOKM Npy Nnepegave curHana yepes 6ecnpoBogHON NHTepdeiic.

« TX Beamforming — TexHonorus, nogpasymMeBatoLias hopMyvpoBaHne 3/1EKTPOMArHUTHOIO MO aHTEHHbI
6a30B0iA CTaHUWM B Aa/ibHel 30He B BUAe Y3KOHAarNpaB/eHHOro r/1aBHOMO sienecTka, OPUEeHTUPOBAHHOIO B
CTOPOHY abOHEHTCKOro YCTPOCTBA C BO3MOXHOCTHIO M3MEHEHMWSA HanpaB/ieHHbIX CBOWCTB Npu
N3MEHEHWMN NOJTOXEHUSA 3TOT0 060PYA0BaHUSA.

+ Multicast to Unicast — no3BonsieT nepefaBaTtb 6eCnpoBOAHbIM ycTpoincTBam Multicast noTok B Buae
Unicast.

TDLS Prohibited: ) BrnioueHo @) BeiknkougHo

TOLS Channel Switch Prohibited: ) Biniouero ® Briknroueo

MoLHOCTE pagno-Moayna: ®100% O80% CO60% O40% O20%
802.11k Support: ® Brniouerno ) BriknwoueHo

Enable STA Control Prefer 5GHz |~

802 11v BSS Transition Support: ® Brnioueno ) BuikniueHo

* MowHocmb paduo-mMody/isi — BbI6Op 3Ha4YeHnsa molHocTn Wi-Fi mogynsi.

+ 802.11k Support — nogaepxka TexHonorum 802.11k Ans ynpasneHms pagmnopecypcamu.

+ Enable STA Control — BkntioueHue TexHonorum Band Steering Ans nepekioyeHns KNMeHToB/areHToB
Mexay AvanasoHamy € ykazaHuem npeanovyTuTelbHoro gnanasoHa.

+ 802.11v BSS Transition Support — Bk/itoueHne TexHonornm AP Steering Ansa nepekntoyeHns KNneHTos/
areHToB Mexay Toukamu goctyna.

BkntoueHue HacTpoek 802.11k, Support Enable STA Control, 802.11v BSS Transition Support
Heo6XxoAUMO AJ/151 KOPPEKTHOI pa6oTbl TexHonorum EasyMesh.
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4.3.3.3 lNoomeH «be3onacHocmb»

HacTtpoiika napameTpoB 6e3onacHOCTU Ans nHTepcpeiica 5y,

JaHHble HacTpoKKM NO3BOMSIOT 3a/1aTh NapameTpsl GezonacHocTi. Beibop TUNa WWpPoBaHWS NOMOXET NPEoTEPaTUThL
HecaHKLIMOHMPOBaHHBI AocTyn K GecnpoBogHON ceTu.

Bribepute SSID: OcHoeHana T[ - EltexWiFISG hd

CoxpaHuTk CoxpaHnTe ¥ NpUMEHUTE OTMeHa

MeToq NpoBepKW NOANMHHOCTI: WPA2 v

MeTop ayTeHTUChHKaLMI: Enterprise (RADIUS) © personal (Pre-Shared Key)
Tun wudposaHs WPA2: Tkip B4 aES

3aluTa ynpasnawLmnx KaJpos: O Buikniouero COnNUWOHANLHO ObazatensHo
Dopmar KYa: Kniou GesonacHocTy hd

Kntou: MNokazarte Nnapones
BoccTaHoeneHne napona

* Bbibepume SSID — BbI6Op CeTK, 4151 KOTOPOW ByaeT BbINOMHATLCS KOHbUrypmpoBaHue.
+ Memod rposepKu nod/IUHHOCMU — BbIGOP pexuma 6e30nacHOCTN 6ecnpoBOAHON CETU:

* BbIk/1t04€HO — LWinhpoBaHne 6ecnpoBOAHO CETU OTCYTCTBYET, HU3KMIT yPOBEHb 6€30MacHOCTY;

+ WEP — wundposaHne WEP. WEP-knto4 o/mKeH COCTOATb U3 LWeCcTHaguaTepuyHbIX LMgp n nMeTb
AnvHy 10 nnn 26 cCMMBO/IOB, TGO [O/MKEH 6bITb CTPOKOV (CMBOSbI @-Z, A-Z, 0-9, ~I@#$%"&*()_-
+=) U UMETb A/IMHY 5 Unn 13 CUMBOJIOB;

+ WPA — wudppoBaHne WPA. lnnHa kntoya coctaBnsieT oT 8 4o 63 cMMBO/OB. Pa3peluaeTtcs
CMNO/b30BaTh TO/ILKO CUMBOSIbI: a-Z, A-Z, 0-9, ~!@#S%*&*()_-+=;:\\|/?.,<>""" unu npo6en.

+ WPA2 — wundpposaHne WPA2. lnnHa kntova coctaBnsieT oT 8 4o 63 cMMBO/oB. PaspeluaeTtcs
CMO/b30BaTh TO/ILKO CUMBOSIbI: a-Z, A-Z, 0-9, ~!@#S%*&*()_-+=;:\\|/?.,<>""" unu npo6en.
LndpoesaHne WPA2 obnagaet ropa3fo 60/bWnM YPOBHEM 3aLlMTbl N0 cpaBHeHWUo ¢ WEP;

+ WPA-Mixed — wndpposaHne WPA n WPA2. lnvHa kntoya coctaBnsieT ot 8 40 63 CMMBO/IOB.
PaspeluaeTcs UCMo/b30BaTh TO/IbKO CUMBOJIbI: a-Z, A-Z, 0-9, ~1@#S%"&*()_-+=;:\\I/2.,<>"" nnn
npoo6en.

© PekomeHayeTcs UCNOMb30BaTb peXum 6esonacHocT WPA2 Kak Haubonee 6€30nacHbIi.

& EasyMesh
TexHonorusa EasyMesh coBMmecTuma TonbKO ¢ pexumom 6esonacHoctu WPA2. Mpu
Heo6X0ANMOCTUN CMEHbI peXxnmMa 6e30MacHOCTU HEOGXOAUMO OTK/TIOUUTL PEXUM KOHTponepa
EasyMesh Ha ycTpoiicTBe.

© EasyMesh
B ceTu EasyMesh npu nsmeHeHun napons unu Hassanus cetu (SSID) Ha KOHTponnepe
HaCTPOIKM1 GyAyT aBTOMATMUYECKU CUHXPOHU3NPOBaHbI C areHTaMu B CETU.
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* Memod aymeHmuchukayuu — BblI6Op cnocoba ayTeHTUdmKaLum Npm NOAKAKYEHNN YCTPOICTBA.
BapuvaHTbl 3aBUCAT OT BbIGOpa MeToAa NpoBepPKM NOA/IMHHOCTU:
+ Open System — ayTeHTUMKaUUS B peXUME OTKPbITON cUCTeMbl He TpebyeT napons, obnagaet
HU3KUM YPOBHEM 3aLM1Tbl;
+ Shared Key — ayTeHTumKaums ¢ ncnosb3oBaHNMeM 06LLEero kit4a K cetn ans wudposarHus WEP;
+ Auto — aBTOMaTU4YeCKUin BbIOOP NOAXOAALLEr0 cnocoba ayTeHTUugmKaumm;
* Enterprise (RADIUS) — npoTokon, npegHa3HayeHHbIli Ana 06ecneyeHmnst LeHTpasim30BaHHOM
ayTeHTudurkaumm, asTopusaLmun 1 yyeta nonb3osaresnei.
+ Personal (Pre-Shared Key) — ayTeHTudhmKaumsa ¢ MCnosib3oBaHNEM OGLLENO NAPOSIA K CETU.
* Tun wugpposaHus WPA/WPA2 — Bbi6op Tuna wndpposaxHua TKIP nnn AES.

Cnyx6a WPS 6yaeT BbIK/1HO4Y€EHa, ec/iv BbIGpaH MeTog npoBepku nognanHHoctu WPA unu
BblOpaH Tun wudposaHus TKIP.

+ [/uHa k/1toya — BbI6Op ANVHbI KNtoya npu wndposaHum WEP: 64-bit nnun 128-bit.

*+ 3awjuma ynpas/isrouux Kaopos — BK/IOYeHUe 3awumsl (hpeliMos ynpassieHus. 1pu sbibope sapuaHma
OMNYUOHa/ILHO oCMYIeH MyHKM C BK/IIOYEHUEM ghyHKYUU XawuposaHusi no asz2opummy SHA256.

* Popmam K/toua — Bblbop hopmaTta kiova wudposarus: Hex nnv ASCII ans wndposanma WEP, a
Takke Passphrase («cekpeTHast hpaszar) unm HEX64 (64 cumsona) ans WPA2 n WPA-Mixed.

* Koy — none BBOAA KNtoya LIMpoBaHUs, Mo KOTOPOMY ByeT obecneunsaTbca AOCTYN K CETH.
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4.3.3.4 [MoomeHro «Ynpas/ieHue 0ocmyrnom»

B nogmeHto «YnpasneHvue fOCTyNoM» BbINOSIHAETCA HacTpoiika dounstpaumm goctyna no Wi-Fi n MAC-agpecy
KNneHTa.

YnpaBneHune goctynom 5y,

"Benblii cnUCoK” NO3BONAET NOAKMHYATLCA TOMBKO KNMEeHTaM U3 JaHHOro cnvucka. MyHKT "YEpHkIi cnvcokK” orpaHuyMBaeT
[OCTYN K TOYKe AOCTYNa ANA KAMEHTOB W3 3TOr0 CrKCKA.

PexumM KOHTpONA AOCTYNA: BbIknQyeHo hd
MAC-aapec

KommeHTapuii:
CoxpaHnTk CoxpaHnTe 1 MNpUMEHUTL OTmeHa

CNWECoK YCTPORCTB 1A BbIDPaHHOTO PEXUMA KOHTPO/A JOCTYNa:

MAC-agpec KommeHTapun:

OUUCTHUTL

* Pexxum KoHmMposisi docmyrna — BbIG0OP OAHOI0 M3 TPEX PEXMMOB PaboTbl ¢ 6eCcnpPoBOAHbLIMU
yCTpOiicTBaMMU:
* BbIKNIOYEHO — HET OrpaHMyYeHnin No NOAKNIOYEHNIO YCTPONCTB;
+ Benbih cnucok — K Wi-Fi ceTn MmoryT noaktounTbCa ToMbKO yecTpolicTtBa ¢ MAC-agpecamu 3
crncka paspeLueHHbIX;
* UepHbin cnucok — K Wi-Fi ceTn moryT noaknioyaTbesl BCe YCTPOMCTBA, 3a UCK/THUYEHNEM
NnepeyvncneHHbIX B CMCKe.
+ MAC-adpec — none BBoga MAC-agpeca ycTpoiicTBa. Aapec BBOAUTCS CM/IOLLIHbIM TEKCTOM C
pasgenutenamu unm 6es, Hanpumep: a8f94b214fa0 nnn a8:f9:4b:21:4f:a0.
+ KommeHmapul — none ana kommeHTapus K gaHHomy MAC-agpecy. He o6s13atenbHO N5 3ano/iHEHNS.
[na ypobcrBa pekoMeHAyeTcs 3anucbiBaTb Ha3BaHMe YCTPONCTBa, AJ/151 KOTOPOro 3aBOAMTCA 3anuchb B
CIMUCOK.
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4.3.3.5 MoomeHto «O630p cemeli u nooksodeHue Kk WISP»

B nogmeHto «O630p ceTeli u nogxnodeHne K WISP» moxHo 3anyctutb nouck apyrux Wi-Fi ceTeli B 3agaHHOM
4aCTOTHOM Auana3oHe C Le/blo onpeeneHns MUHUMasTbHO 3arpy)XeHHOro kaHasa npy TOHKOW HacTpolike
ceTun.

O630p GecnpoBogHbIX ceTen 5Ty,

JTa cTpaH1ua COAePUT MHCTPYMEHT ANA CKaHWpoBaHWA BecnpoBoAHOR ceTH. 34eck MOMHO MOAKMIOYMTLCA K HailaeHHOR
TouKe gocTyna npu pabote nHTepdeiica Wi-Fi B pexvme knweHTa. BozmoxHa ycTaHoBka cepTudmkaros 802.1x.

MNpockaHWpoBaTh
Mpadmueckoe npeacTasneHue

SSID BSSID Kanan: Pemum LUubposaHue CurHan, dBm
Home_Wi-Fi_5g E2:D9:E3:7D:AA24 56 (A+N+AC) AP WPA2-PSK 52
Guest_5g ABF9:4B:BO:2Z:AA 52 (A+N+AC) AP no 77
Test_guest_5g EO:D9:E3:8A:AA48 36 (A+N+AC) AP no -86

4.3.3.6 MoomeHo « WPS»
B noameHto « WPS» BbinosHsieTcs HacTpoiika npotokona WPS (Wi-Fi Protected Setup).

WPS — cTtaHgapTt nonyaBToMaTn4eckoro cosgaHust 6ecnposogHoli cetn Wi-Fi. Llenbto npotokona WPS
ABMSIETCA YNPOLLEHNe npoLecca HacTpoikn 6ecnpoBogHoli cetn. WPS aBTomaTnyeckn 0603HavaeT UMs CeTu 1
3aiaeT WngpposaHre Ans 3aWnTbl OT HECaHKUMOHMPOBAHHOIO AOCTYNa B CETb, NPY 3TOM HET HEOBXOANUMOCTH
BPYYHYHO 3aaBaTb BCe napamMmeTpbl.

HacTtpoika sawmuwénHoro Wi-Fi (WPS)

WPS (Wi-Fi Protected Setup) obecneuvsaeT nerkuid v bezonacHelii cnoco coznaHna GecnposogHoii ceTw. [lna 3anycka
WPS BbibepuTe Start unu Haxmute kHonky WPS Ha D0KoBO# CTOpOHe YCTPOACTBa B TeUEHUM 3-X CeKyH.

OTHNHYUTE WPS

CoxpaHuTk CoxpaHuTe 1 MNpUMeHUTE OtmeHa

3anycTuTb
OcTaHoBUTL

TekylLWe HACTPOIKM NapaMeTpos He3onNacHoOCTY:

MeToa npoBepk NOAAMHHOCTI: WPA2-Mixed PSK
LWndposanne AES

®dyHKUMa WPS MoXeT 1Ccnosb30BaTbCA OTAENBHO A8 KaKA0ro gManasoHa 4yacTtorT.

25



AGOHEeHTCKMe TepMuHanbl RG-35-Wac, RG-35-WZ. PykoBoACTBO Mo aKcnsiyataumm. Bepeus 2.3.0

|/|CI'IOJ'Ib3yFI TEPMUHOIOTNIO WPS, yCTpOI7ICTBO MOXET HaxXoAnTbCA B ABYX COCTOAHUAX:

1. CkoHtpypupoBaHHoe (Configured) — Touka goctyna (xoTa 6bl B OAHOM AMana3oHe 4yacToT)
CKOH(pUryprpoBaHa — 3TO 3HA4YUT, YTO HACTPOEHbI UMA CETY, NapameTpbl LUNGPOBaHNSA 1 Apyrue
napameTpbi;

2. HeckoHtpurypuposaHHoe (Unconfigured) — Touka gocTyna B 060Mx AvanasoHax YacToT He
CKOH(UryprpoBaHa — 3T0 3HauuT, YTo BCce napameTpbl Wi-Fi MMeloT HacTpoliki No ymo4yaHuto.

B 3aBMCUMOCTU OT COCTOSIHMA TOUKM A0CTYyna HeKoTopble oyHKUUM WPS MoryT 6bITb 3a6/10KMPOBaHbI.

* Omksmoyums WPS — npu BbicTaBneHHoM donare doyHkumsa WPS 6ygeT oTk/oyeHa Ha BblIGpaHHOM
AvanasoHe.

+ 3arnycmumsb — BbINOHAET PyHKUMM KHONKM WPS Ha koprnyce ycTpoiicTsa. MogkntoyeHme kiaveHTa
MPOVCXOANT aBTOMAaTUYECKM MOC/e HaXKaTUA Ha AaHHYH0 KHOMKY. MoaknoveHne knaveHTa no kHonke PBC
BO3MOXHO Kak 13 cocTosiHna «Unconfigured» (Touka goctyna He CKOH(UIrypmpoBaHa), Tak 1 13
cocTosiHua «Configured» (Touka focTyna ckoHUryprpoBaHa). MNpv NOAKMOUEHUN U3 COCTOSHUA
«Configured» kIMEHT NonyyaeT HACTPOEHHbIE HA YCTPOWCTBE UMSI CETU 1 NapameTpbl WndpoBaHus. Mpu
nogktoyeHnn n3 coctosiHus «Unconfigured» ycTpoiicTBO aBTOMATUYECKM FTEHEPUPYET N Ha3Ha4YaeT
KNIMEHTY NMSA CETU U NapaMeTpbl WwWndposaHusa. INocne Haxatua Ha kHonky PBC dyHkuma WPS aktusHa
B TEYEHNE OBYX MUHYT.

+ OcmaHoBsUMb — NPUHYAUTENIBHO NPEeKpaLLaeT Npouecc co3faHnsa HoBoro nogknoyeHus no WPS. Takxe
npoLecc npekpalLaeTcs aBTOMaTu4ecku, eCNn B TEYEHUE ABYX MUHYT He yAas10Cb CO34aTb COeAVHEHNS.

4.3.3.7 [ModmeHr «PacriucaHue»

B 3TOM MeHI0 3a4atoTcs MHTEpBasibl paboTbl 6ECNPOBOAHOIO MHTEPEeica B pa3/iIMyHbIe Yachl 1 AHW HeAesu.
Mpw BK/TKOYEHHON hyHKLMM GeCcnpoBOAHas CeTb OyeT HeOCTYNHA BO BPEMS, HE BXOASLLEe B pacnucaHue. Mo
YMO/TYaHMIO0 (PYHKLMSI pacnmcaHus BbIK/IIOUEHa.

PacnucaHune pabotbl 6ecnpoBogHoOro uHTepdeica

3Ta cTpaHuLa NO3BOMUT 3a4aTk pacnicaHve paboTsl OecnposoaHoro uHTepdeiica. MoxanyicTa, He 3abyakLTe HACTPOUTL
CUCTEMHOE BPEeMS nepef BKAKYEHUEM JAHHOW OnLMM.

BKNO4KTE paboTy No pacnucaquio

MepexnioyaTes pexvMMa TaiMepa

# [eHb or Oo [eicTene
¥ yac 00 ¥ dac -
1 BockpeceHbe ¥ ' ’ B
- 0o - (aeWcTeme)
MWH. MUH.
¥ yac 00 ¥ yac -
2 BocKpeceHbe ' ’ B
- 0o - (aefcTeme)
MUWH. MUH.
¥ vac 00 ¥ jac -
3 BoCKpeceHbe ' ’ B
- 0o - (aedcTeme)
MWH. MUH.

* Bk/todums pabomy o pacrnucaHur — npu BbicTaBneHHoM dhnare Wi-Fi ceTb B BbIGpaHHOM AyanasoHe
paboTaeT B COOTBETCTBUW C YKa3aHHbLIM pacnucaHnem.

« [Mepeknodamerb pexuma maliMepa — Npu BbICTAB/IEHHOM doniare pacnucaHue paboTaeT B pexmme
MIaHNPOBLLVMKA 3aaHuii. BbibpaHHOe nosb3oBaTesnieM [AeliCTBIE BbINO/IHUTCS B 33jaHHOE BPEMS.
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4.3.4 MeHo «<EasyMesh»

B 3TOM MeHI0 fOCTYNHO KOH(UIyprpoBaHe napameTpoB KOHTposepa EasyMesh, a Takxe nHgopmauus o
cetu EasyMesh.

4.3.4.1 TNoomeHH «OCHOBHbIE HACMPOUKU»

B nogmeHto «OCHOBHbIE HACTPOIKM» AOCTYMNHO KOHDUTypupoBaHue napameTpoB EasyMesh.

OcCHOBHbIe HacTpolkn EasyMesh

3Ta cTpaHuLa UCNoNb3YeTCA ANA KOHGUIypUpoBaHua EasyMesh-napaMeTpoB TOYKM JOCTYNA.

Mma ycTpoicTea: EasyMesh_Device

Pexum KoHTponnepa: ® BrnoyeHo O BolkmoueHo

Nobaewutk HoBoe EasyMesh-ycTporcTBO
CoxpaHnTs U NpUMEHUTL

* VImsi ycmpolicmsa — nosne BBoAa UMeHN KOHTponnepa B cetn EasyMesh.
* Pexxum KoHmposi/iepa — BK/IOYEHNE 1 OTKNIOYEHME pexuma KoHTponnepa EasyMesh.

© Mo ymonuaHuio pexumM KOHTPOIepa BK/IOUEH.

+ [Jobasumsb HoBoe EasyMesh-ycmpolicmso — npu HaXkaTumn Ha KHOMKY 6yaeT akTuBupoBaHa ceccusa WPS.
B TeueHun aByx MMHYT HEOBX0AMMO HaxkaTb kKHONKy WPS Ha ycTpolicTBe-areHTe ans Aob6asneHus ero B
ceTb EasyMesh. [lo6aBneHne HOBOro yCTpONCTBa NPON30AET aBTOMaTUYECKUN, UIBMEHEHUS 0TOBPA3ATCA
B NOAMEHI0 «TONOsorns».

4.3.4.2 TloomeHr «Torosio2us»

B nogmeHto «Tononorus» goctynHa nHcopmaumsa o cetn EasyMesh. N3HavanbHO B TONoNOrMM 0To6paxkeHo
Wb OHO YCTPOKcTBO — RG-35 B kavecTBe KOHTpOsI/iepa.

Tononorua cetu EasyMesh

2T1a cTpaHuua otoDpaxaet Tononoruk cety EasyMesh.

Tononorua cetu:

EasyMesh_Device

MAC-agpec: 02:20:80:B8:E9:7B
|P-agpec: 192.168.1 1

HoBoe ycTpoiicTBO nocne gobasneHus B cetb EasyMesh 6yaet otobpaxeHo B Tononorun. 18 ycTpoincTs
EasyMesh B Tononoruun goctynHa nHdopmaums o MAC-agpece, IP-agpece, guanasoHe NoaKNHYEeHNS, a Takke
YPOBHe curHasna.
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Tononorua cetu EasyMesh

3Ta cTpaHuua oTobpaxkaeT Tononorui ceT EasyMesh.

Tononorva ceTH:

EasyMesh_Device

MAC-appec: 02:20:80:B8:E9:7B
IP-appec: 192.168.1.1

EM_Agent_d952

MAC-aapec: E8:28:C1:CF:D9:52 [oaknoyeHne: 51T
IP-aapec: 192.168.1.10 VpOBEHL CUTHANA: 99%

OOHOBUTL

+ [MoOpob6Hee — NpK HaXXaTUK Ha KHOMKY MOXHO NPOCMOTPETb CMMCOK NMOAK/UYEHHbIX K YCTPONCTBY
areHToB W K/IMEHTCKUX YCTPOCTB U MHpOPMALMIO O HUX. NS NOAK/THOUYEHHbIX KNMEHTOB A0CTYNHA
nHchopmaums o MAC-agpece, avanasoHe NOAKIHOUYEHUS], YPOBHE CUrHaa 1 KaHaslbHOl CKOPOCTH.

Uudopmauna ob ysne cetn EasyMesh

3Ta cTpaHWLA UCMONB3YETCA ANA KOHMDUIYpUPoBaHUA EasylMesh-napaMeTpos TOYKM A0CTyna.

MopaknoYeHHble EasyMesh-areHTsl:

MAC-anpec Mma ycTpoicTea IP-agpec YpOBEHb CHIHANA [OJKNKYEHNE

E828:C1:CF:D9:52 EM_Agent_d952 192.168.1.10 97% 50Ty

MogKnHYeHHBIE KITMEHTLI

MAG-anpec Y¥poBEHb NoaKioYeHHe KaHanbHasA CKOpOCTb KaHanbHaA CKopoCTb
CHrHana IO KNWeHTA OT KNMEHTS
96:DA4AGAF4.BA 73% 2Ty 135 6

OOHOBUTE 3aKpLITh
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4.3.5 MeH «TCP/IP»

B aToM MeHIo focTynHbI 418 KoHpuryprposaHus napametpbl LAN 1 WAN nHTepdeincoB yCTPOCTBa, a Takke

napameTpbl CoeHeHnin ¢ ncnonb3osaHnem VLAN.

4.3.5.1 TlMoomeHro «Hacmpolika LAN»

B nogmeHto «HacTtpoiika LAN» HaxogaTca napamMeTpbl NoKasibHbIX MHTepdenicos ycTporicTtea u DHCP-
cepsepa.

Hacrtpoiika LAN-uHTepdeiica

3Ta cTpaHvua npegHasHadYeHa Ans HAcTPoMkY napaMeTpos JlokansHoi BeluncnutensHoi CeTu, nogknoyeHHor K LAN-
nopTam poyTepa. 3[4eck MOXHO U3MEeHWUTL IP-agpec, Macky nogceTtu, HacTpoliku DHCP u npouee.
IP-appec 192.168.1.1

Macka noaceTu: 255.255.255.0

OCHOBHOA LIMH3: 192.168.1.1

DHCP: Cepsep A

Ha4anbHblid agpec nyna IP-agpecos: 192.168.1.10

KoHeuHelii agpec nyna IP-agpecos: 192.168.1.200

Bpemsa apexgbl DHCP: 480 (1 ~ 10080 MUHYT)

Mma gomeHa: rglocal

Mopoepwyka STP: BrntoyeHo hd

KnoHuposate MAC-aapec: 00:00:00:00:00:00

+ IP-adpec — nokanbHbIi IP-agpec ycTpoicTtea. 19 NOAKIUYEHHbIX KNIMEHTOB 3TO ByAeT agpec
OCHOBHOTrO wWnto3a. Mo ymonyanumio 192.168.1.1.
* Macka nodcemu — 3HavyeHne macku LAN-ceTu. Mo ymonuaHumio 255.255.255.0.

+ OcHosHoU w1103 — afpec LLUM03a, Ha KOTOPbIn OTNPAB/ISETCS NaKeT, KOrAa MapLipyT K CETW Ha3HaYeHus!

NnakeTa HEN3BECTEH.

+ DHCP — BkntoyeHue nnv otkroveHne sBHyTpeHHero DHCP-cepBepa yctpoiicTBa ans nogkitoveHns LAN-

K/IMEHTOB MO 3TOMY MPOTOKONY.
* HayasibHblIl adpec nysna IP-adpecos — 3Ha4yeHne HadasibHoro IP-agpeca, HauMHas ¢ KOToporo 6yayT
BblgaBaTbCs agpeca kaveHTam. Agpec A0/HKEH Nonaaartb B Anana3oH BblIGpaHHONM CeTU.

* KoHeuHblIl adpec nyna IP-adpecos — nocnegHuin IP-agpec, KOTopbIii YCTPONCTBO MOXET BblAaTb KITMEHTY
. To ero JOCTWXEHMIO My CYATAETCA MCHEPnaHHbIM 40 MOMeEHTa 0CBOOOXAEHWSA YXKe 3aHATOro agpeca.
Afpec oo/mKeH nonagatb B Avanas3oH BblIGpaHHOW CeTU.
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* [Mokazamb criucok akmusHbix DHCP-Kk/iueHmos — 0To6paXkeHne cnmcka NoAKIYEHHbIX K YCTPONCTBY
K/IMEHTOB.

* Bpemsi apeHobl DHCP — none BBOAa BPEMEHN apeHbl B MUHYTaX, MO UCTEYEHWNIO KOTOPOro K/IMEHT
A0/mKeH nMbo ocBo6oANTb agpec, MO0 NPOAINTL Ha TaKO Xe NPOMEXYTOK.

* Hacmpouka cmamuydecko2o DHCP — no3BonseT 3afatb ctatudeckue |IP-agpeca noak/IoyYeHHbIM
KNIMeHTam.

* ViMs domeHa — none Beoga umeHn gomeHa DHCP-cepeepa.

* Moddeprxka STP — npotokos STP HeobxoAnM ANs yCTpaHeHUs neTesib B TONOI0rMN NMPON3BO/IbHON CETU
Ethernet, B KoTOpOli ecTb 04nH unn 6onee ceTeBbIX MOCTOB, CBA3AHHbIX U30bITOYHbIMU COEANHEHNSMM
(NpenATcTBYyeT 06pa30BaHNI0 CETEBLIX KONMEL,).

* KnoHuposamb MAC-adpec — none BBoga nn1a nsmeHenmnsa MAC-agpeca LAN-NopToB ¢ 3aBOACKOrO Ha
CTOPOHHWIA.

4.3.5.2 NoomeHtro «<Hacmpolika WAN»

B nogmeHto «<HacTpoiika WAN» MOXHO ckoHmrypupoBatb Heckosibko WAN-uHTepheincos.

Cnucok WAN-uHtepdeiicoB
Ha gaHHOi cTpaHuLe MOXHO ckoHdurypupoBaTk WAN-uHTepeiick
Wma WAN Pexum WAN Tun cepeuca
BislioueH WANL DHCP client INTERNET

BuiknioueH WAN2 = =
BhiknoueH WAN3 == ==
BuikmoueH WAN4 == =
BhiknioueH WANS - =
BuiknioueH WANG = =
BoiknoueH WAN7 == =
BhiknoueH WANS == =

Bwniounte npobpoc Tpadhuka IPsec

Buniounte npobpoc Tpactuka PPTP

BrnwounTs npobpoc Tpadmka L2TP

Pasmep MTU: 1500 (1400-1600 baiiT)

+ Pasmep MTU — none Beoga pa3smepa kaapos Ethernet, nepegasaembix yuepes WAN-nopt.

[na pepaktuposaHns WAN-nogktoueHns Heo6XoANMO HaxaTb «M3MEHUTb».

30



AGOHEeHTCKMe TepMuHanbl RG-35-Wac, RG-35-WZ. PykoBoACTBO Mo aKcnsiyataumm. Bepeus 2.3.0

HacTtpoiika WAN-uHTepdeiica

Ha 3Toil cTpaHWLie MOXHO HACTPOMTL NapaMeTpel AOCTYNa K CeTH IHTepHeT.

Brknwounts WAN VMicnonb3oeaTtk B KauecTBe ocHoBHoro WAN
Tun coeguHeHns IPoE b
Tun cepenca INTERNET hdl

MpUBA3Ka NOPTOB

LAN-nopt LAN1 LAN2 LAN3 LAN4

Wi-Fi 5 My OcHoBHasa T[]

Wi-Fi 24Ty OchosHas T[

BrNounTe TerMpoBaHHbIi VLAN

VLAN ID(1 - 4094):

MNpuopuTeT

KnoHwpoeate MAC-agpec: 00:00:00:00:00:00

Brnwoumnte UPNP

£ Bkniounts NAT

« Tun coeduHeHusi — BbIGOP NPOTOKO/A, M0 KOTOPOMY GYAET OCYLLEeCTBNATLCS nogkntoyeHne WAN-
MHTepdelica ycTpoiicTBa K CETU NpeaoCcTaBeHNs YCNyr npoBaiigepa:

+ IPoE — pexunm paborTbl, npu koTopom IP-agpec, macka noacetn, agpec DNS-cepeepa, W3 Mo

YMOYaHWIo 1 Apyrue napaMmeTpbl, HEO6XoAUMbIe A5 PaboThl B CETK, ByayT nosydeHbl ot DHCP-
cepBepa aBTOMAaTNYECKU.

* PPPoOE — pexwum paboTtbl, npu kotopom Ha WAN-uHTepdpeiice nogHumaetcst PPPoE-ceccusi.
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4.3.5.2.1 IPoE

Mpw BbIGOpe IPOE-coeanHeHNst 4OCTYNHO HECKO/IbKO PEXUMOB PaboThbl.

WAN

Pesaam VWARN Static IP v

STATIC_IP

IP-agpec

Macka nogcetn:

OCHOBHON WINK3:

« Static IP — pexum paboTbl, Npy koTopoM IP-agpec n Bce Heobxoammble napameTpbl WAN-uHTepderica
HasHadyaloTcAa ctarmdecku. MNMpu Bbibope Tuna «Static IP» ona pegaktnpoBaHns CTaHyT AOCTYMHbI
cnefywouime napameTpsbl:

+ IP-agpec — none BBoga IP-agpeca WAN-uHTepdoeiica ycTpoiicTea B ceTu npoBaligepa;

+ Macka nogceTtn — nose BBoAa Macku BHELUHel NoaceTy;

+ OCHOBHOI1 LW/HO3 — aApec Wwo3a N0 YMONYaHMIo, Ha KOTOPbI OTNPaBAseTCs NakeT, ecnv Ans
Hero He HalifieH MapLwpyT B Tabnvue mapLipyTmsaumm.

WAN

Pesxaam WAN DHCP Client v
DHCP

MmA xocTa: ELTX-RG35WZ

* DHCP Client — nonyyeHne HacTpoek poytepom ot DHCP-cepsepa.
* /Ims xocTa — none BBOAA CETEBOr0 UMEHN YCTPOCTBA.

Tun coeguHennA IPOE b
Tun cepenca OTHER -
WAN

Pesam WAN Bridge »

* Bridge — nogko4yeHne poyTtepa B pexviMe CeTeBoro mocra.

© [ns Toro, uTo6bI 6GbIN AOCTYNEH PEXUM CETEBOr0 MOCTa, HE06X0AUMO BbIGpaTh «TUN cepBucar
— OTHER.
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4.3.5.2.2 PPPoE

PPPOE

MmA nonb3oBarens

MNaponb

MmA cepsnca

Mma AC

Tun coeguHeHns MocToAHHOE hd
TaiimayT HEaKTUBHOCTM: (1-1000 cexkyHn)
Pasmep MTU: 1492

Mpw BbIGope PPPOE-coeanHeHnst ons pefakTMpoBaHusi CTaHyT AOCTYMHbI CieaytoLive napameTpsbi:

* VMg nonb3oBarena — UMA Nonb3osBarend 4sisa astopusaunn Ha PPPoE-cepsepe;
* Maponb — naponb AN asTopusaunm;
* msa cepBuca — 3HayeHne Tara Service Name B coo6ueHnmn PADI (none Heo6si3aTeibHO Ans
3anosiHeHus);
* ima AC — 3HauveHune Tara Host-Uniq B coobuieHnn PADI, onpegenstowero uMs KoHUeHTparopa goctyna
(Access Concentrator) (none Heo6s13aTeNbHO 415 3arN0/IHEHUS);
+ Tun coeguHeHus — BbIG6op TMNa nogktodeHna PPPOE:
* lMocTosiHHoe — PPPoE-ceccusa yctaHaBnueaeTcs NnepMaHeHTHO;
* Mo TpeboBaHnio — PPPoE-ceccusi ycTaHaBMBaeTCs NPy HA/IMYNN CETEBOI aKTUBHOCTU U
paspbiBaeTcs Npy OTCYTCTBUM NO TaimMayTy HeaKTUBHOCTMY;
* BpyuHyo — PPPoE-ceccus yctaHaBnnBaeTcs BpPyUHYHO KHOMKamu «MoakniounTs/ OTKIUNTY.
+ TalimayT HeaKTMBHOCTU — BPEMS, Yepe3 KOTOPOe HeakTuBHOe coegnHeHne PPP 6yaeT pasopsaHo
+ Pasvmep MTU — makcMMasibHbIA pa3mep naketa B 6aitax

4.3.5.2.3 OO6Lme HacTporiku

* Tun cepsuca:

* INTERNET — npefoctaBnseT 4OCTYyN B UHTEPHET;

+ TR069 — 3anyckaet TR069-knneHT Ha nHTepelice;

+ TRO69_INTERNET — npepocTasnisiet 4OCTyn B UHTEPHET 1 3anyckaeT TRO69-k/imeHT Ha
nHTEpdelice;

* IPTV — koHdmrypupyeT IPoE-coeguHeHune co ctatndeckum IP-agpecom 0.0.0.0 n IGMP Proxy ans
BELLaHNs NOTOKOBOIO MY/I5TUKACT-KOHTEHTA;

+ OTHER — nossonsert Bbi6patb pexum WAN «Bridge».

* Bksiro4umb meauposaHHbIt VLAN — npu BbiCTaBNieHHOM chiare no3BonseT CBA3bIBaTb NOPTbl B peXnve
NAT wnv Bridge n 06beguHaTh nx Bo VLAN ¢ ncnonb3oBaHveM Teros ctaHgapta 802.1Q.

* VLAN ID — BbI60p HOMepa VLAN, KoTopbIin 6yaeT MCcnosib30BaTbCA Ha BblOpaHHbIX NopTax.

* Mpuopumem — 3HaueHue nons Priority code point (PCP), ncnonb3yemoro ctaHgaptom |[EEE 802.1p ana
3a/laHunA npuopuTeTa nepegasaemMoro Tpagmka.

* KnoHuposamb MAC-adpec — nossonset nameHntb MAC-agpec WAN-nopTa ¢ 3aBOACKOrO Ha CTOPOHHMWIA,
€C/I1 CO CTOPOHbI NpoBaligepa peannsosaHa nposepka MAC-agpecoB abOHEHTCKUX YCTPOIACTB.

* Brsmoyums UPNP — npotokost UPNP ncnonb3yetca NnpuioXeHnsaMn 419 aBTOMaTUYeCKOoro co3gaHuns
npasun npobpoca TCP/UDP-nopToB, NCNO/b3yEeMbIMU 3TUMWN NPUTOKEHUAMMU, HA BbILLECTOALLEM
MapLupyTtusarope. PekomeHayetcs Bkounte UPNP ans obecneyeHns pabotbl cepBncoB ob6MeHa
hainamun B ceTu.
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* Bksroyumb NAT — BK/IHOYEHWE TpaHCNsUMM ceTeBbIX aapecoB (oTktodeHre NAT BO3MOXHO TO/TbKO Ha
He ocHoBHOM WAN).

4.3.5.2.4 YpaneHHblin goctyn

B AaHHOM MyHKTE MOXHO HacTpouTb yaaneHHblli goctyn (HTTP/HTTPS/TELNET) Ha ycTpOIiCTBO, a Takxe
paspewnTb PING 3anpockl (ICMP) Ha WAN uHTepdeiic (HacTpoiika npaBun U3 faHHOro nyHkTa pa6otaet
ToNbKo ans IPv4).

Ooctyn IP agpec Macka MopT KommeHTapui Bribpate
TELMET - - 23 ]
HTTP - - 8080 ]
MNpoTokon: ICMP hd
IP-appec: (0 - MioGor)
Macka: (0 - MinGor)
Mopr:
Kommentapuit:
YOANWTE BeIGpaHHLIE YOANWTE BCE

* [lpomokorn:

+ ICMP — npu HacTpoeHHOM npaswusie YCTPOCTBO byaeT oTBevaTb Ha ICMP 3anpochl, npuxogsime
Ha WAN-uHTepdeiic;
« HTTP — poctyn Kk web-untepdelicy yctpoiictea n3 WAN cetun no npotokony HTTP;
« HTTPS — goctyn k web-untepdgoeiicy yctpoiictea ns WAN cetun no npotokony HTTPS;
« TELNET — poctyn k ycTtporictey u3 WAN ceTtu no npotokony TELNET;
+ IP-adpec — none BBoga IP-agpeca, Ana KOToporo 6yayT paspeLleHbl BXoAsuwmMe 3anpochl.
* Macka — none eBoga macku IP-agpeca ceTu.
+ [Mopm — none BBOAA 4715 U3MEHeHWs nopTa gocTtyna Kk web-uHtepdericy v TELNET n3 WAN cetn. Ans
npotokosna ICMP none He ncnonb3yercs.
+ KommeHmapul — none BBoAA 419 3aMETOK.

[N NpUMEHeHNs NpaBuia He06X0AMMO HaxaTb «[06aBUTb NPaBKUIo», a 3aTeM «CoXpaHnUTb 1 MPUMEHNTbY.

© Bblwe npuBeaEH NpuMep cos3gaHHbIX NpaBun Ansa goctyna no npotokony TELNET uepes nopt
23 W HTTP uepes3 nopt 8080 6e3 orpaHuueHuii no IP-agpecy.

4.3.5.2.5 Hacmpolika DNS

+ Hacmpolika DNS — 610k, B KOTOPOM npou3BoamuTcs HacTpoilka DNS-cepsepoB. Agpeca 1cnosb3yembix
DNS-cepBepoB MOXHO Kak nosy4nTtb asTomarmyecky no DHCP, Tak 1 yka3atb BpyUHyHO.

* Bkrodums IGMP Proxy — npwv BbICTaB/IeHHOM ¢ofiare yCTpoincTBo obpabarbiBaeT 3anpockl IGMP,
KOTOpble HeobxoamMbl Ans padoTs! IPTV.

4.3.5.3 TlMoomeHr «Hacmpolika Mmapwpymusayuu»

B meHto «HacTpoiika MapLupyTnsauumn» ycTaHaBIMBatoTCA AMHAMUYECKME U CTaTUYeCKe MapLUpyThbl
yCTpOiicTBa.
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4.3.5.3.1 OnHamnyeckasa mapLupytusauns

HacTpoWka MaplipyTusauum

NpaBuna cCTaTHYECKOR MapLpyTHIaLum.

Ha aTol CTPAHWLIE MOKHO 33AaThk NAPAMETPE ANHAMWYECKOA MAPLIPYTH3ALIMKY, A TAKKE HACTPOMTE

L] BrntounTs AUHAMUYECKYH) MAPLLPYTAZALMID

MAT: BrntodeHo BrlkntoueHo
RIP Send: Burnioueno RIP 1 RIF 2
RIP Recv: BuiknioueHs RIP 1 RIP 2
RIPng: BuknioueHs BrMKUEHD

COXpaHHTb OTMEHa

* Bk/1ouumb OUHaMUYeCKyo Mapuipymu3ayuro — Npu BeiCTaB/ieHHOM thnare padoTaeT yHKUNS

AVHaMU4YecKor MapLupyTusalun.
* NAT — ncnonb3oBarb Npu AMHaAMUYECKO MapLupyTusaLun.

* RIP Send/RIP Recv (lMepedaya/lNpuem) — BbIGOP UCNO/Ib3YyeMOro NPOToKo1a ANHAMUYECKO

MapupyTtusauun RIP1T nnu RIP2 ons cooTBETCTBYIOLLEIO HaNpaBeHNs.

* RIPng — npw BbICTAB/IEHHOM cpiare BK/IHOYAETCS MPOTOKON AMHAMUYECKON MapLipyTusauum ansi ceTu

IPv6.

4.3.5.3.2 Crartnyeckas mapwpyTtunsaums

O Pa3pelunTs cTaTMyeckue MapLupyThl
|P-appec

CeTeBan macka

Wnroa

MeTpuka

MHTephelic LAN -
Tabnuya maplwpyTHaauum OcHoBHaA Tafnuua -

Brntounts WAN Mapping

COXpaHWTb M MPUMEHNTE OTMEHA
Moka3aTb TAGNMLY MAPLIPYTH3ALIMK

CrucoK CTaTUYECKUX MapLIpPYTOB:

CeTeean

Lleneean ceTk UNW XOCT Macka

LWnwa Metpuka WuTepdeic TaGnuua

OYUCTUTE

Cramyc

* Paspewums cmamuyeckue Mapwpymsl — NPy BbICTAB/IEHHOM dpniare ctatyeckue MapLipyTbl 6yayT

fo6aBneHbl B TabnvuUy MapLupyT3aLUmu.
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+ IP-adpec — none BBOAA afpeca XocTa Uin CETU HazHauYeHUs, 40 KOTOPO yka3biBaeTCs MapLUpyT.

+ Cemesasi Macka — none BBoga mMacku nogcetu. [1na xocta Macka nogceTn yctaHaBNNBAETCA B
3HadeHne 255.255.255.255, a8 nogcetn — B 3aBUCMMOCTU OT €€ pasmepa.

* Lmo3 — none Beoga IP-agpeca Lw03a, Yepes KOTOPbI OCYLLeCTBSETCA BbIXOZ Ha «IP-agpec».

* Mempuka — none BBoAa YMCNOBOro nokKasaress, 3a4aloLero npeanoyTMTesIbHoCTb MapLupyTa. Yem
MeHbLLe YnC/1o, TeM 6onee nNpennoyTUTENIeH MapLLpPYT.

* VIHmepgbelic — BbIGOP TUNA BbIXOAHOTO MHTEepdieiica ycTpoiictea (LAN nnm WAN), uepes KoTopblli
[OCTyMHa LiefieBas CeTb.

+ Tabsuya mapwpymusayuu — OTKPbIBAET B HOBOM OKHe TeKyLLyto Tabvuy MapLupyTusauum ycTponcTaa.

+ WAN Mapping — Bk/to4eHve nogaepxkm B gpansepe WAN-mannuHra.

4.3.5.4 [MoomeHro «Hacmpolika nopmos»

B nogmeHto «<HacTpoiika noptoB» HacTpavsaeTcs pexum pa6otsl WAN-nopta. joctynHo asa pexvuma: 100
mout/c n 1000 méut/c.

HacTtpoiika nopTtoB

31a cTpaHMUa npeaHazHaueHa Ana HacTPoiky pexuma pabGotel WAN-nopTa.

CropocTe WAN-nopra: 100 Moutic  ~

OTmeHa
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4.3.6 MeHto «Firewall»

B aTOM MeHI0 fOCTYNHbI hyHKUMW, No3BONALWMe ynpasnAts goctynom mexay LAN n WAN uHtepdpeiicamu.

4.3.6.1 [MoomeHr «Dusibmpayusi rno rnopmams»

dunbTpaumsi NOPTOB NO3BOMASET 3anpeTuTb Tpadunk mexay LAN n WAN Ha 3afaHHbIX Anana3oHax NopToB.
Ncnonb3oBaHue donnsTpa MoXeT ObITb NoNe3Ho A5 3awmTtbl LAN-ceTn unu orpaHmyeHusa gocryna.

dunbTpayms NopToB

3anucu B Tabnuue npeaHasHaueHs! 1A Toro, yTobbl 6NoKMpoBaTL 0BMEH NakeTaMmu onpeeneHHoro Tuna. McnonszoesaHue
noAo06HbIX (UNLETPOB MOXET ObITh NOME3ZHO [1A 3alUWThl NOKANLHOR CETK WK OTPaHUUYeHUA AOCTYNA.

BKMHOYUTL COMNETP NOPTOB

YEpHbIid cNMCOoK -

[nanasoH nopTos -
MpoTokon hd

KoMMmeHTapuiA:

AwanasoH NnopToe Mpotokon KommeHTapmwii:

CoxpaHuTh YannTb BelOpaHHble Ynanutk Bce OTmeHa

* Brsmoyums ¢hu/ismp rnopmos — Nnpu BbICTaBIEHHOM doiare IUNLTP BKOYEH. [Mpy BKIKOYEHUN MOXHO
BblGpaTb TUM CrmMcKa:
* YEpHbIN CNMCOK — AOCTYN Yepes NopTbl, BHECEHHbIE B CMIMCOK, OByAET 3anpeLleH;
+ benblil cnucok — AoCTyn 6yAeT pa3peLleH TO/IbKO Yepes NopTbl, BHECEHHbIE B CMUCOK, U 3arpeLleH
Mo BCEM OCTa/TbHbIM.
+ [luana3oH nopmos — nosie BBOAAa HOMEPOB MOPTOB, TPAMKVK C KOTOPbLIX Bbl XOTUTE 3aNpPeTuThb.
+ [pomokos — BbIGOp TUNa npoTtokona Tpaduka TCP, UDP nnu oba.
* KommeHmapul — none BBOAA A1 3aMETOK /15 (PU/IbTPOB.

37



ABOHEHTCKMe TepMuHasibl RG-35-Wac, RG-35-WZ. PykoBOACTBO M0 3Kcn/yaTtauun. Bepcus 2.3.0

4.3.6.2 [MoomeHro «Pusbmpayust ro IP»

®dyHKUMA «dunsrpaums IP» No3BONASET OrpaHNyYnTb AOCTYN A1 onpegeneHHbix yetpoincts B WAN-ceTb
(MHTepHEeT), Npy 3TOM pecypcbl BHYTpu LAN-CETI OCcTaloTCA AOCTYMHbI.

PunbTp IP-agpecoB

3anucu B Tabnuue npegHasHayeHsl A8 Toro, ytobsl B1okMposaTe 00MeH naketTamu onpejeneHHoro Tuna. Menons3osaHne
noao6HLIX hUNETPOB MOXET BbITh NOME3HO AN 3alMThl NOKaNLHOR CETW UMW OTPaHWUYEeHUs AOCTYNA.

BKMHOYMTL hUNETp |P-aapecor

UEpHbIA cnncok -

NokanbHblid IPv4-agpec

NokaneHblit IPv6-agpec

YaaneHHslii IPvd-anpec
YganeHHolit IPvG-agpec
MNpoTokon: _P/UDF A

KommeHTapwia:

CoxpaHnTb CoxpaHuTe W lNMpUMeHnTL OTmeHa

CnucoK 0efcTByLMX (huNsTpoB:

MokankHLIA IP-agpec YaaneHHeIi |P-agpec MpoTokon KoMMeHTapuii

OUNCTUTL

* Bkmroyums pusibmp IP-adpecos — npu BbICTaB/IEHHOM hare ouasTp BKHOUEH.
+ JlokasibHbIl IP-adpec — none BBoga IP-agpeca NcTouHvKa.

+ YoaneHHblil IP-adpec — none BBoga IP-agpeca HazHavyeHus.

*+ [Mpomokos — BblbOp Tvna npoTtokosna Tpacumka TCP, UDP nnmn oba.

* KommeHmapuli — none Beoga A1 3aMeToK Ans (OUNbLTPOB.

38



ABOHEHTCKMe TepMuHasibl RG-35-Wac, RG-35-WZ. PykoBOACTBO M0 3Kcn/yaTtauun. Bepcus 2.3.0

4.3.6.3 [lMoomeHro «dunbmpayusi no MAC»

B nogmeHto «dunbtpauus MAC» BbINOMHAETCA HAacTpoiika dunsTpaummn goctyna no MAC-agpecy KnneHTa,
MOAK/IHYEHHOro B oaunH 13 LAN-nopTos.

Punbtp MAC-agpecoB

3anucu B Tabnuue npegHasHadeHsl 408 Toro, Uytobbl BNokMpoBaTh 0OMeH NakeTaMmu onpeaeneHHoro Tuna. Menonb3osaHue
noAo6HbIX hILTPOB MOXET ObiTk NOMNE3HO [ANA 3ALMTLI TOKaNLHOW CETH UMK OTPaHMYeHrs JoCTyna.

BkniounTh hiunsTp MAC-apecos

UEpHbIA cnucok hd
MAC-agpec KommenTapwii:
MAC-agpec
KommeHTapuii:

CoxpaHnTk ¥nanuTe BolibpaHHbie Yoanute Bce

* Brsmodums ¢pusiemp MAC-adpecos — npuv BbICTaBNeHHOM hriare ouisTp BK/IOYEH. MNPy BKIKOYEHUM
HY)XHO BblGpaTb TuM domnbTpa:
+ YépHbIl crnucok — AocTtyn 6yaeT 3anpeLleH yctpolictBam ¢ MAC-agpecamn, BHECEHHbIMA B
CMUCOK;
* Besbili cnucok — foctyn 6yaeT paspeLUeH To/IbKO YyCTPOMCTBaM, BHECEHHbLIM B CMICOK, U
3anpeLyeH BceM OCTasIbHbIM.
+ MAC-adpec — none BBoga MAC-agpeca yCTpOIACTBa, KOTOPOMY HY>XHO OrpaHn4nUTb AOCTYM.
* KommeHmapul — none BBoja A1 3aMeToK 4151 (PUNLTPOB.
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4.3.6.4 TMoomeHK «Dusibmpayusi no HoMepy rnpPomokxosia»

B noameHo «®unibTpauusi no HoMepy NPOTOKO/a» BbINOMTHAETCS HACTPoOlika hmasTpaLmmn gocTtyna no Homepy

npoTokosa.

dUnbLTP N0 HOMepy NPOTOKO/A

3anucu B Tabnuie npegHasHaueHsl 4ns Toro, uTobkl GNoKMpoBaTL 06MeH NakeTaMu onpefeneHHoro Tuna. Mcnonb3oeaHne
noAo6HLIX hUNLTPOB MOXET BbiTh NONE3HO AN 3ALMTLI NOKaNbHOWN CETW WK OTPaHNYeHns AOCTYNa.

BKAKMMTE hMNETP NO HOMEPY NpoToKoNa
YEPHbIA CNMCOK -
Homep npotokona KommeHTapuid:
Homep npoTtokona

KoMMeHTapwia:

MoNHBIA CNMCOK NPOTOKONOE W WX HOMEDOE MOXHO NOCMOTPETE 3AECH

CoxpaHnTk ¥0nanuTe BelDpaHHsle YnanuTe BCe

* Bk/to4ums ¢busibmp o HoMepy NpomokKosia — NpPW BbICTAB/IEHHOM doiare ouibTP BKKOYEH. Mpu
BK/TOUEHMUW HY)XXHO BbIGpaTh TUM (UALTPA:
* YépHblii cnncok — AocTyn 6yaeT 3anpeLleH ycTpoiicTeam ¢ MAC-agpecamil, BHECEHHbIMI B
CMM1CoK;
+ Benblit cnucok — focTyn GyAeT pas3peLleH TO/IbKO YCTPONCTBAM, BHECEHHbBIM B CMCOK, 1
3anpeLleH BCEM OCTa/TbHbIM.
* Homep npomoko/sia — none BBOAA HOMepa NPOTOKO/a, KOTOPOMY HY)KHO OFrpaHUuuTb A0CTY.
+ KommeHmapuii — none BBoAa A1 3aMeTOK A/151 OUNLTPOB.
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4.3.6.5 MoomeHro «[pobpoc nopmos»

Mpo6poc ceTeBbIx NOPTOB HeobxoamM, korga TCP/UDP-coeanHeHne ¢ nokasbHbIM (NogkntoueHHbIM K LAN-
MHTepdielicy) KOMMbIOTEPOM YCTaHABIMBAETCA 13 BHELLHEN ceTu. [laHHOe MEHI0 HACTPOEK NO3BO/SIET 3a4aTb
npasuna, paspeLuarLine NpoxoXxaeHne nNakeToB N3 BHELLHEN CETU Ha yKa3aHHbI aApec B JIOKasIbHON CeTH,
TeM cambIM fienast BO3MOXHbIM YCTaHOB/IeHNe coeanHeHns. Npobpoc NopToB r1aBHbIM 06pa3oM Heobxoaum
npu ucnosnb3osaHuy Torrent- u P2P-cepBurcoB. 19 3TOro B HacTpoiikax torrent- unun p2p-kMeHTa Hy>HO
nocmMoTpeTb ncnonb3yemole nm TCP/UDP-nopThl 1 3a4atb AN 3TMX MOPTOB COOTBETCTBYHOLIME NpaBuna
npo6poca Ha IP-agpec Bawero komnbioTepa.

NMpoGpoc noptoB

Mepeaapecauvs NOPTOR NO3BONAET YAANEHHLIM KOMMNLIITEPaM NOAKMHYATLCA K KOHKPETHOMY KOMMbLHTERY NOKansHOW cetu.
3TM HACTPOHKK MOTYT ObITh NOME3HLI, ecNi HeobXoQUMO NPeaoCTaBUTL JOCTYIN K JTOKankHOMY Beb UM nouToBoMYy
cepBepam, HaxoaawumMes 3a wmo3om NAT Firewall'a. Takke npobpoc nopToB MOXET NoTpeboBaThes A1A NONHOLEHHOI
paboThkl HekoTopbix P2P npunoxeHuid (Hanpumep, BitTorrent).

Bce WAN
WAN1 WANZ2 WAN3 WAN4 WANS WANG WANT WANS

NokanbHbli IP-agpec

[Junana3oH NoKasbHbIX NOPTOB -

YoanexHolit IP-agpec

[OuanasoH BHeLWHYX NopToB -

MpoTokon TCP/UDP hd

KommeHTapwi:

CoxpaHuTb CoxpaHuTs 1 NpUMeHnTb OtmeHa

CnMCcoK NpoBpoLLIEHHbIX MOPTOE:

AvanasoH

NokansHbIi 1P- YaaneHHbIH IP- AunanazoH i
agpec nokaneHelx MNpoTokon appec BHELIHWX NOPTOR Wma WAN Craryc HKommenTapwid:
nopToB
192.168.1.12 a0 TCP+UDP ANY 880 WAN1 Enabled

¥Yoanuts BelbpaHHble YnanuTts Bce OuKnCTUTH

Bbibepute Heobxoanmble WAN-NogKMO4eHUSA 418 MHAMBUAYa/TbLHOMO CO34aHns npasuia npobpoca nopTos,
YCTaHOBUB psiiom chnaxkok unm Bbloepute «Bce WAN».,

+ JlokaribHsbil IP-adpec — none Beofa IP-agpeca ncTouHmKa.

+ [Juana3soH s10ka/ibHbIX NOPMoB — BbI6OP AnanasoHa npobpackiBaeMbIX MOPTOB CO CTOPOHbLI LAN.

+ YOasieHHblill IP-adpec — none BBoaa IP-agpeca HazHaueHus.

+ [Juana3oH BHeWHUX nopmos — BbIOOP AnanaszoHa NopToB co cTopoHbl WAN-nHTepdelica, OH MOXeT
coBnagarb WM oTindaTbCa OT HoMepa nopTa co CTopoHbl LAN.
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+ lpomokos — BbIGOp TUNa npoTokona Tpaduka TCP, UDP nnu oba.
+ KommeHmapul — none BBOAA A1 3aMETOK A4/15 (PUIbTPOB.

© Bblwe npuseaEH NnpuMep co3aaHHOro Npasuna npoépoca noptos. Bee Bxoaslme nakeTbl No
npotokosty TCP n UDP Ha WAN IP-agpec mapLipyTusaTropa ¢ NnOpTOM HasHaueHusl, paBHbiM 880,
6yayT nepeHanpaBnATbea Ha IP-agpec 192.168.1.12 B N0OKa/IbHOW CE€TU C MOPTOM Ha3HauYeHuUs,
paBHbIM 80, 6e3 orpaHuueHus no IP-agpecy UCTOUHUKA.

4.3.6.6 [lMoomeHKo «Punsmpayus URL»

®unbtp URL No3BOMSIET OrpaHnumnTb AOCTYN K pecypcam B VIHTepHeTe no ux goMeHHbIM agpecam (URL).

dunTp URL-agpecos

DUNLTP UCNONL3YETCH AnA GNOKMPOBKA JOCTYNA K afpecam W3 CriicKa.

BrniounTh hunsTpayuio URL
UEDHbIA CNMCOK
Benblit cnucok

URL-agpec
CoxpanuTs 1 TpieHTs

Tekylwue npasuna uNETPaLuK

URL-agpec

Ounctutb

* Brsmodums ¢huismpayuro URL — npy BbICTaBneHHOM hriare ouibsTp BK/IOYEH. MpU BKIKOYEHUM YKaXKUTE
T™™nN unesTpa:
+ Y&pHbIn cnncok — gocTyn 6yaet 3anpelleH no URL, KOTOpble BHECEHbI B CNUCOK;
+ benblin cnucok — gocTyn 6yaet paspelueH no URL, KOTopble BHECEHbI B CMUCOK, U 3anpeLLeH no
BCEM OCTaJIbHbIM.
+ URL-adpec — none Beoga URL-agpeca pecypca, 4OCTYN K KOTOPOMY Bbl XOTUTE 3a6/10KMPOBaTb.

& ounbtpaymsa no URL He pa6oTaeT gnsa npotokona HTTPS u gpyrux npoToKonos, UCNO/Mb3YOLWMNX
wwudcpposaHue TLS nnm SSL.
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4.3.6.7 lMoomeHro «DMZ»

JemunnTapusoBaHHas 30Ha (DMZ) no3BosisieT BblAeMTb 04HOro knneHTa B LAN Takim 06pas3om, UTo6bl Bce
BXOASLLME NnakeTbl NepeHanpasnsannce Ha Hero. O6blYHO DMZ-xocT cogepxuT cepsuckl Tuna HTTP/HTTPS-
cepsep, FTP-cepeep, DNS-cepeep u npouue.

DMZ

BupTyansHan 3oHa DMZ nozBonsaeT nokasbiBaTk B MIHTepHeTe 0AWH KOMNLIOTE TaK, YTO BCE BXOAALIME NaKeTkl OyayT
nepeHanpaenAaTLCA HA YCTAHOBNEHHbIA komnbioTep. O6biuHo DMZ-X0CT coaepXuT YyCTPOMCTEA, AOCTYMHLIe AN1A UHTEPHET-
TpadwKka, Takme Kak Beb-cepeepul, FTP-cepsepsl, DNS-cepeepbl 1 npoune.

BrniouwTe DMZ

IP-agpec DMZ-xocTa:

CoxpaHuTb CoxpaHnTb 1 MNMpuMeHnTb OTtmeHa

* Bkrouums DMZ — npwu BbicTaBneHHoM donare DMZ BkntoueH
+ IP-adpec DMZ-xocma — none Beofa IP-agpeca knmeHTa B LAN-ceTU, KOTOPOro HYy>XXHO NepeMecTuTb B
30Hy DMZ.

& B cnyyae ucnonbsosaHusa DMZ BmecTe ¢ npaBusiamu yaa/iéHHOro gocTyna uav npaBuiamm
npo6poca noptoB DMZ 6yaet umeTb MeHbLINIA NPUOPUTET.

4.3.6.8 [MoomeHo «SPI»

OnucaHne TexXHOMornm npnBeaeHo Ha PUCYHKE HUXe.

SPI

TexHonorua SPI (Stateful Packet Inspection - MHCNEKUWA NaKeTOB C XpaHEeHWeM COCTOAHWA) NO3BONAET AONOMHUTENLHO
3alMTUTLCA OT aTaK, BbINOAHAA NPOBEPKY NPOXOASLLEro TPathMKa Ha KOPPEKTHOCTL (paboTakT Ha CETEBOM, CEAHCOBOM W
npukNagHoM YpoBHAX mogdenin OSl).

Brno4mte SPI

CoxpaHuTh CoxpaHuts 1 MNpuMeHnTL OTtmeHa

* Brsmoyums SPI — npu BbicTaB/ieHHOM donare SPI Bk/oyeH.

MeH1o «Quality of Service (QoS)»

TexHonorusi obecneyeHns kayectsa 06¢nyxunaHns (QoS) No3BoNseT pacnpenenaTb NPonyckHYy
CMOCOGHOCTL MeXay BCeEMU KIMeHTaMu, MOAKII0YEHHbIMM Kak K npoBogHbiM LAN-noptam, Tak u no Wi-Fi.

& MeHio «Quality of Service (QoS)» A4OCTYNHO TONLKO NOA yYeTHoli 3anuckio Admin.
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MopmeHio «LWeiinuHr Tpadukar
LWennuHr Tpadhmka Heobxoaum oNsa orpaHMyeHns nponyckHor cnocobHoctn Ha WAN/LAN.

LeinuHr Tpadmka

JaHHas cTpaHvla npeHasHauyeHa s HacTPORKKY NPaBWn WelnuHra Tpadmka, npoxoasilero yepes WAN-uHTepdeiic.

BKNHOYWTL LWEANWUHT

OrpaHuyeHne UCXo4ALel CKOPOCTH NO MHTepdeRcam
WHTepdeidc AsTo PyuHan ycTaHoeka (kbps)

WAN

LAN1
LANZ
LAN3

LAN4

CoxpaHWTb CoxpaHuTb U [pUMEHUTE OTMeHa

[na aktnsayum LernuHra yCTaHoBUTE q)ﬂa)KOK «BKNHOUMTb LUIEWMMHI», @ 3aTEM CTaTUYECKM UMK
aBToOMaTnyeCckn orpaHmnybsTe nosiocy nponyckaHuna, NCnosb3y4d Nonasa n (*)J'Ia)KKVI, npmnBeneHHbIe Ha PUCYHKe

BblLLE.
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4.3.6.9 [MoomeHr «Morumuku QoS»

OnucaHune NOAMEHIO NPUBEAEHO Ha PUCYHKE HUXE.

Monutukmn QoS

[JaHHanA cTpaHuLa npefHazHayeHa s HacTpoikn nonuTuK QoS n HacTpoiikk ouepenei. [na PRIO, MeHblUee 3HaueHne
obo3HauaeT bonbwwiA npuopuTeT M HaobopoT ana WRR.

Ouepegb ouepens 1 v
Monutuka SP WFQ
Bec (1-20)

CoxpaHuTk CoxpaHute ¥ MpUMeHUTL Reset

Tabnuua Tekywmx nonutuyk QoS

Ouepegb Craryc MonuTHKa Bec

OYyncTUTE

4.3.6.10 TlloomeHro «CosdaHue npasusi QoS»

[JaHHas cTpaHuua npegHasHadeHa Ans HacTpoliku npaeui QoS.

Co3pgaHue npaBun QoS

JaHHas cTpaHnia npeHasHaueHa 1A HacTpoiiku npaeun QoS.

Tabnuua Tekywmx npaeun Qos

Bepcua
P

IP-afpec Mopt IP-appec Mopt

S | | e e e e HCTOYHWKA WCTOYHWMKA HasHaYeHWA HasHaYeHWA

MpoTokon

PenakTpoBaTh BeIOpaHHOE NpaBunno QuWUCTUTL

* Bk/irouums — Npy BbicTaBneHHoM doniare oyHKUmusa QoS BktoveHa.
+ HassaHue npasusia — NOHATHOE UMSA npasuna.
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4.3.6.10.1 lMpaBuna otéopa Tpadmka

lpaeuna otbopa Tpaduka:

Hanpaenexue Mcxogawmia v
WHTepheiic WWAN1 v
Bepcua IP i
MpoTokon v

IP-appec uctounmnka

MopT MCToOUHKKEE -
|P-anpec HaaHayeHuA

MNopT HaaHaueHwA -
MAC-agpec ucTouHKKa

MAC-agpec HaaHauyeHuA

Puanyecknii nopt (1-4)
DSCP: (0-63)
VLAMN ID: (1-4095)
Hostname:

* HanpassieHue — BbIOOP Hanpas/ieHnsa Tpadouka 48 npuoputmusanmn.

* MIHmepgpelic — Bbibop WAN-nHTepdeiica n3 WAN-tabnmybl (WAN1T-8).

* Bepcusi IP — Bbl6op Bepcun IP-npoTokona.

* [lpomoko/1 — BbIGOP NPOTOKONA, A1 KOTOPOro byaeT pabotaTb Npasusio.

* IP-adpec ucmoyHuka — none Beoga IP-agpeca yctpoiictBa co cTopoHbl LAN.

+ Mopm ucmoyHuka — none Beoga nopta TCP/UDP co ctopoHbl LAN, ans Kotoporo 6yaeT BbINOMHATLCA
npasuno.

* IP-adpec Ha3HayeHusi — none BBoga IP-agpeca yctpoiictBa co ctopoHbl WAN an1s gaHHOro npasuna.

+ lNopm HasHa4yeHust — none seoga nopta TCP/UDP co ctopoHbl WAN.

* MAC-adpec ucmoy4Huka — nosne ssoga MAC-azpeca UCTOYHMKA 1A AaHHOTo npasuna.

* MAC-adpec HasHa4deHusi — none Beoga MAC-agpeca HasHauyeHus 019 JaHHOro npasuna.

*+ usuyeckul nopm — agpec gumaunyeckoro nHtepcpeica Ethernet.

+ DSCP — meTka 3aronoBka QoS, no KoTopoii 6yAeT BbINONHATLCA NpaBusio.

+ VLAN ID — none BBoga naeHtucukaropa VLAN (1-4095).

* Hostname — none BBOAa UMEHU XOCTa.
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4.3.6.10.2 [elictBuA Hag TpatuKom

[leAcTEHA Hag TpadiuKoM:

Ouepess HeT aocTynHeIX -

Cmena metn DSCP (0-63)
Cmena metkn 802 1p (0-7)
Pesm OrpaHdMTE MaKCHMANBHYHD CEY.

CropocTe Wwelinudra (Kout/c)

CoXpaHuTb CoXpaHWTE W MPUMEHUTE OTMeHa

+ Oyepedb — MeTKa npuoputeTta 411 npasuna.
+ CmeHa memku DSCP (Remark DSCP) — 3ameHa mMeTku B 3aronoske QoS npu npoxoxaeHun LAN-WAN.
+ CmeHa memku 802.1p (Remark 802.1p) — 3ameHa METKM NPMOPUTETA B 3aro/I0BKE NPy NPOX0XAEHNN
LAN-WAN.
* Pexum:
+ [apaHTMpoBaTb MYHUMaJIbHYHO CKOPOCTb;
+ OrpaHuyvBaTb MakCUMaslbHYH0 CKOPOCTb.
+ Ckopocms welnuHea (8xo00suje20/ucxodsiuje2o coeOuHeHUs1) — BBeanTe TpebyeMoe 3HauYeHve B
3aBMCMMOCTU OT BbIOGP@HHOIO pexuma.
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4.3.6.11 TlMoomeHro «Wi-Fi Q0S»

[aHHasa cTpaHuLa No3BONSAET BKIOUNTL U HACTPOUTL Npuoputmnsaumto Tpadurka Wi-Fi cetn gns 6ecnpoBogHbIX
nHTedgeincos 2.4 'y n 5 'y, nytem npucBamBaHms knaccy tpaduka DSCP kateropun goctyna EDCA
6ecnpoBoAHOl CeTH.

QoS ansa 6ecnpoBOAHbLIX UHTepcpeiicoB.

JlaHHan cTpaHvua no3BonseT npuceanBars Knaccy Tpadgwka DSCP kateropuo goctyna EDCA GecnposogHoii ceTu.

WLAN 2.4 GHz

BrnwyuTe QOS

DSCP EDCA

Cs0: BE (HopmankHbIH) -
CSl: BK (Huzkuit) -
cs2: BK (Huzkwuit) A
CS3: BE (HopmanbHbIi) -
Cs4: VI (BeiCOKWIA) hd
Cs5: VI (BeicoKnin) hd
CS6: VO (Haveslcwni) -
CsT: VO (HavBbicLuwia) A

* Bksiro4ums QoS — npuv yCTaHOBNEHHOM chnare npuoputu3aumsa Tpadgurka Toukn goctyna éyaer
BK/IHOYEHa.

« DSCP ( Differentiated Services Code Point ) — none B IP-nakeTe, No3BosstoLLiee HA3HAYNTL CETEBOMY
TpadmKy pasnnyHble ypoBHU 06CyXnBaHUA. HamBbICLLniA npyopuTeT npucsamsaetcs s CS7,
HanmeHbLumii ans CSO.

+ EDCA (Enhanced Distributed Channel Access) — no3BosisieT co3fath 4 ouepeay A/1s NpuopuTU3aLmm
Tpadmka :

- BE (Best Effort) — 6e3 BblgeneHusi u perynnpoBaHns Knaccos Tpaduka;
 BK (Background) — choHOBBbII1 Knacc npuopuTeTa Tpadnka;

+ VI (Video) — MHTEpaKTUBHbI MyNLTUMEANIAHBIN KNacc npuopuTeTa Tpaguka;
+ VO (Voice) — MHTepaKTVBHbII FO/I0COBOI Kilacc npuoputeTa Tpaduka.

HacTpoiika npropuTr3auum BbinonHseTcs nytem conoctaenenus CS (Class Selector) n EDCA.
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4.3.7 MeHI «AOMUHUCTPUPOBAHUE»

B aTOM MeH0 HaxoamTcs nHhopMauusi 06 YCTPOICTBE, Er0 COCTOSIHUWM, a Takke napaMeTpbl KOHburypaumm n
o6HoBneHua MNo.

4.3.7.1 lMoomeHro «Cmamucmuka»

B 3TOM NOAMEHI0 HAXOASATCA JaHHbIe O NepefaHHbIX U NPUHATLIX NaKeTax Nno KaxkaoMy uHTepdeiicy.

Cratuctuka
Ha 370 cTpaHuLe noKasaHbl CYUETUMKM OTNPABMNEHHLIX N NPUHATLIX NakeTos ans WLAN u Ethernet-wHtepdelicos.
OTnpaBneHo NakeTos 466
Wireless 1 LAN
MNony4yeHo NakeTos 4
OTnpaBneHo NaKkeToB ]
Virtual AP1
MNony4yeHo NakeTos 0
OTnpasneHo NaKeTos 797
Wireless 2 LAN
Mony4yeHo NakeTos 1301
OTnpaBneHo NakeTos 4091
Ethernet LAN1
MonyyeHO NakeTos ]
OTnpaeneHo NakeTos 4091
Ethernet LAN2
Mony4eHoO NaKeToOB 0
OTnpaeneHo NakeTos 4090
Ethernet LAN3
MonyyeHo NakeTos 0
OTnpaeneHo NakeTos 18058
Ethernet LAN4
Mony4eHoO NaKeToOB 22495
OTnpaeneHo NakeTos 3355
Ethernet WAN
MonyyeHo NakeTos 6298
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4.3.7.2 TMoomeHro «DDNS»

B 3TOM NOAMEHI0 MOXHO aKTMBUPOBATb YCyry npefocTaB/ieHNst NOCTOAHHOIO JOMEHHOIO MEHN YCTPOMCTBY
C AvHamMmuyeckum IP-agpecom.

AunHamuuyeckuin DNS

[OuHamuyeckuwii DNS - TexHonorus, KoTopas NpUMEHSETCA 418 HAa3HaUYeHWA NOCTOAHHOIND JJOMEHHOI0 WMEeHW YCTPOHCTBY C©
AvHamuyeckum [P-agpecom.

Brnounte DDNS
MocTaBLLMK YCIyT: DynDINE
JOMeHHoe UMA:
Norun/email:

MNaponb/knoy:

lMpumeyaHue:
Ang TZO0, 86l MoXeme noayyums npobHsIl akkyadm Ha 30 0Hed 30ecs unau ynpasaams cyljecmsyrowum TZ0 akkayHmomM Ha

KOHMPOABHOI NaHeu
Ans DynDNS, sel Moxeme cozdame csoll DynDNS akkayHm 3deck

CoxXpaHUTh CoxpaHuTs W MNMpUMeHNTE OTMeHa

*+ Mocmaswjuk ycsye — Bblbop noctasuka ycnyru DDNS.
+ [lomeHHoe umsi — none BBOAA AOMEHHOr0 UMEHW MoCTaBLLVMKa YC/YT.
* Jlo2uH/email — none BBOAA /I0TMHA MOSIb30BaTE/NSA Ha caiTe nocTaBLyuKa YCNyru.

+ [Naposib/K/1o4 — nosie BBoja napons.
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4.3.7.3 lMoomeHro «<Hacmpolika 0ambl U BpeMeHU»

B aToM nogMeHto HacTpavBaeTcs farta U CUCTEMHOE BpPeMsi YCTPOMCTBA NPW NOMOLLM CUHXPOHU3aummn ¢ NTP-
cepBepom.

HacTpoiika gatbl U BpeMeH!

Bbl MOXETe HACTPOUTE CUMCTEMHOE BPeMs MPW NOMOLLM CUHXPOHU3ALIMK © MyBnvudHeIM NTP-cepeepom.

Tekylwee BpeMA:

2020 10 28
log Mecay OeHb
10 46 50
Yac MuH Cek
CKONWpOBaTL BPEMA KOMNLITEPa OBHOBWTL
BbibepuTe BpEMEHHYIO 30HY: (GMT)Greenwich Mean Time: Dub...

Pa3peLnTL CMHXPOHU3AUWI C NTP-Cepeepom
ABTOMATAYECKWIA NEPEXOL HA NETHEE BPEMA

Anpeca NTP-cepeepos: ntp.local

CoxpaHuTs CoxpaHuTs M INprMeHnTs OTmeHa

+ Tekywee spemsi — none BBOAa TeKyllel AaTbl U BpeMeHW. ECTb BO3MOXHOCTb BMECTO BBOAA
CKONMpOBaTb 3TN AaHHbIE U3 KOMMbOTEpa.

* BpemeHHasi 30Ha — 4acoBOl NOSAIC B KOTOPOM HaxoAmUTCS YCTPOMUCTBO. B 3aBMCUMOCTK OT 3TOro byaet
BbINO/IHATLCA NOACTPONKA BPEMEHN.

* Paspewums cuHxpoHu3ayuro ¢ NTP-cepsepomM — nNpu BbICTaB/IEHHOM (p/iare npomcxoguT
CVHXPOHU3aUMs C CepBEPOM TOYHOTO BPEMEHM.

+ Asmomamuyeckul rnepexoo Ha /iemHee speMsi — Npuv BbICTaBNEHHOM hriare, nepexos Ha fieTHee BpeMs
BbINOJIHAETCHA aBTOMaTU4eCKM.

+ Adpeca NTP-cepsepa — none seoga agpeca NTP-cepBepoB A/19 CUHXPOHU3ALU MM BPYUHYIO.
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4.3.7.4 TMoomeHro «Hacmpolika TR-069»

B nogmeHto «HacTpolika TR-069» BbINO/HAETCA HACTPOKa NPOTOKO1a aBTOMATMYECKOro KOHMIyprpoBaHus
aboHeHTCKMX ycTpolicTe TR-069.

& MNopmeHio «<HacTpoiika TR-069» 4OCTYNHO TONLKO NoA yUYeTHOoI 3anucbio Admin.

4.3.7.4.1 OGwue
HacTtpoiika TR-069

JTa cTpaHdua ucnonb3yetca AnA HacTpordkn TR-069 CPE. 3geck MOXHO M3MEHUTE NapamMeTpel gocTyna Kk ACS.

HacTpoiiku ACS

TRO69: Buikniouero ‘@ Brmouero
Monyyark HAcTpoikn TR-069 no DHCP Buikniouero '@ BrnmioyeHo
URL: http://acs-eltex. local:9595

Wma nonb3osaTens acs

MNaponb acsacs

BrIWYUTE NEpUOaUYECKUE

OMNOBELLEHWA: Boikntoueto ‘@ Brnioueto

WHTEpBAN NEPUOJUYECKUX

", 60
onoBelWeHn:

+ TR-069 — npu ycTaHOB/IEHHOM (hnare pa3peLueHa paboTa BCTPOEHHOro knneHTa npotokona TR-069,
MHaye — 3anpeLleHa;

* Monyd4ams Hacmpoliku TR-069 no DHCP — npw BktodeHnn, TR-069 knueHT 6yaeT ncnonb3osartb
napameTpsbl, nony4yeHHble B 43 onuum DHCP (nons Hke npy 3TOM OCTaHyTCS HEM3MEHHbIMU, HO ByayT
UIHOPVPOBATLCSt KTMEHTOM);

+ URL — none BBOAA aapeca cepBepa aBTOKOHUrypuposaHus. Agpec Heobxoaumo BBOAUTL B popmarte
http://<address>:<port> unu https://<address>:<port> (<address> — IP-agpec nnm gomeHHoe nvsa ACS-
cepBepa, <port> — nopt cepeepa ACS, no ymonyaHuto nopt 9595). Bo BTOPOM crlyyae KIvMeHT byaet
ncnonb3oBaTb 6e3onacHbii npotokon HTTPS ans o6meHa nHgopmauyuein ¢ cepsepom ACS;

* Wms nosib3os8ameris, MNaposib — none BBOAA MMEHW Nosib30Batesns U napons A1a AoCTyna KaneHTa K
ACS-cepsepy;

* Bksiro4ums rnepuoduyeckue orosewjeHusi — Npy yCTaHOBIEHHOM priare BCTPOEHHbI k/ineHT TR-069
ocyLLecTBNSAET nepuoguveckunini onpoc cepsepa ACS ¢ MHTepBasioM, paBHbIM MIHmepBsasty
nepuoduyeckux ornosewjeHul, B cekyHaax. Lienb ornpoca — 06HapyXu1Tb BO3MOXHblE U3MEHEHUS B
KOHGoUrypaumm ycTporcTBaa.
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4.3.7.4.2 3anpoc Ha noAknwyeHne

3anpoc Ha NnogenyeHne

MMA nonb3osarens: admin
Maponk: admin
MyTb:

MopT: 7474

CoxpaHuTs CoxpaHnts 1 lNpUMeHnTL OTmeHa

YnpaeneHue
cepTUukaTamm:

06z0p... dalin He BbIOpaH.

* Vmsi nonb3osameris, lNaposib — none BBoga MMeHMU rnosb3osaTtens u napona gns gocryna ACS-cepesepa
K knueHTty TR-069;

+ [Mymb — none BBOAA agpeca vHuymanumsaumm ansa 3anpoca;

* [Topm — ncnonb3yeMblil NOPT A/15 NOAK/TYEHWS;

+ CA-cepmucbukam — 3arpy3ntb BPYyUHY KOpHEBOW cepTudmkar SSL.

4.3.7.5 TModomeHr «CucmeMHbIl XypHas»

MoameHto «CUCTEMHbIN XypHasT» NpeAHa3HaYeHo A4/1s HaCTPOViKM BbIBOAA PA3HOT0 poa OTN1af0uHbIX
COO0OGLLEHWNI CUCTEMBI B LIENSIX 06HApYXeHNUs npo6em B paboTe yCcTpoiicTBa.

CucTeMHbIW XypHan

Ha 370if cTpaHWLie MOXHO HACTPOUTE NapameTpbl BeIEHWA CUCTEMHOTO KypHana (syslog), a Takke NPOCMOTPETL 3anucy B
HeM.

BK/IYMTL NIOrMpOBaHUe

Bce cMcTemHble cooblyeHua

BecnpoeogHan CeTb

DoS

Debug

icnonb30BaTh YAANEHHbIA cepeep Ana MorMpoBaHus

Afpec yaaneHHOTo cepeepa:

CoxpaHuTk

* Bk/to4ums s102UposaHuUe — Npu BbICTAB/IEHHOM do/iare oyHKLMS XXypHana akTUBHa,;
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* Ylcrnonib3oBameb yoasneHHbili cepsep 07151 102upoBaHuUsi — NPV BbiCTaBMIeHHOM dniare 0T1afouHas
nHhopMaLms ByaeT OTNPaBATLCA Ha YAa/IeHHbIn cepBep No npoTokony syslog. Ero aapec 3agaeTcs B
nosne «AApec yaasleHHOro cepBepan.

4.3.7.6 [MoomeHto «O6HOoB/IEHUE MPOWUBKU»

MoameHto «O6HoBMeHNe MNO» npefHa3HavYeHo A1 06HOB/IEHNS yNpasnsaoLLeli MUKPONporpamMmmbl YCTPOUCTBA.

OGHOBNEHNE NPOLINBKA

Ha 370if cTpanvue MoxHo 0BHOBUTE cucTemHoe MO poyTepa ao Gonee HoBO Bepcuu. MoxanyicTa, He BuIKMOYaiTe
YCTPOHCTBO B NpoLecce 0BHOBMEHWS - 3TO MOXET NPUBECTH K NOpUe NamsaTu.

Bepcwa MNO: 2.3.0-b171

BoibepwTe chaiin ¢ NpoLwMBKOIA: 063op... ®aiin He BbIOpaH.

Pe3epBWpOBAHWE NPOILMBKA
AKkTUBHaA obnacte: 2.3.0-b171

Pe3sepsHan obBnacTe: 2.3.0-b171

* Bepcusi [1O — Bepcusi NporpaMMHOro 06ecneyeHns, yCTaHOB/IEHHOO Ha YCTPOICTBeE.

* Bbibepume ¢halis ¢ npowuskol — NPy HAIMUYNK NTOKaUTbHOTO (haiina ¢ NPoLLMBKOA MOXHO 06HOBUTL 10,

yKasaB NyTb K 3TOMy haliny n Haxas KHOMKY «OBGHOBUTb.

° B cnyyae noppexapeHuns OCHOBHOW NMPOLWNBKN aBTOMAaTUYECKU 3arpyxaertcs pe3epBHas.

© B cnyuae ycnewHoro o6HOB/EHUA NPOLWNBKNA Yepes 10 MUHYT 3anycKaeTcs NpoLecc
pe3epBUPOBaHUA NPOLUNBKN.
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4.3.7.6.1 OGHOBNEHWNE MPOLUMBK/ MO CETU

YCTpONCTBO NogaepXnBaeT BO3MOXHOCTb 0OHOB/IEHUS MPOLLMBKM MYyTEM CKauvBaHus ee u3 ceTu. B kauecTse
MCTOYHWUKA OGHOBMEHNA MOXET ObITh yAaneHHbIl cepBep (eltex-media.ru) nnn npsiMble CCbISIKM Ha NPOLLMBKY B
Bunge HTTP, FTP, TFTP-agpeca.

[nsa 06HOBNEHNWS C MCMONb30BaHWEM YAa/IEHHOIO CEPBEPA, B BbiNagatoLeM cnmcke Bbloepute «O6GHOBNEHME C
yAAIEHHOIO cepBepar, 3aTeM Haxmnte «MpoBepuTb Hamune o6HOBNEHUIA». B cniyyae, ecnm nverotcs
AOCTYMNHble 06HOBMEHNS, ByAeT 0TOOPaKEHO COOOLEHNE C AOCTYNHOW BEPCUEN N KHOMKOI «OBHOBUTL». 1A
npocmoTpa Cnncka U3MeHeHWM, HXKMUTE Ha NoAYepPKHYTOe HanMEeHOBaHNe BEPCUN NPOrpaMMHOro
obecrneyveHus.

OBHOBNEHWE C YOANEHHOTD CEpEEpE -

OBHOBNEHWA OTCYTCTEYHOT

© [Ansa pa6oTbl hyHKUMM NPOBEPKU OGHOBNEHUA HEOGXOANUMO Hanuume Bbixoaa B IHTepHeT.

[na o6HoBnenus npowmnekn ¢ HTTP, FTP nnu TFTP cepepa He06XxoauMO yKasaTb NPSIMYHO CCbIIKY.

HTTP-ccrinka -
OBbHoeuTE npowweky no HTTP-cceinke.

HTTP-ccuinka:

FTP-cchinka -
OBHOBWTE NPOLWWEKY No FTP-Cohinke.

FTP-ccuinka:

TFTP-ccuinka v
DBHoBWTE Npowwneky no TFTP-coeinke.

TFTP-ccuinka:

[na 3anycka npouecca 06HOB/EHNSI MPOrpamMmmMHOro o6ecrneyeHmnsi, HAKMUTE KHOMKY «OGHOBUTbY.

© He otkniouaiite NMTaHMe yCTPOICTBA, He BbINOJIHANTE ero nepesarpysky B npouecce
o6HoBneHus MNO.
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4.3.7.7 [lMoomeHro «CoxpaHeHue/3azpy3ka HaCmpoekK»

B nogmeHto «CoxpaHeHne/3arpy3ka HacTpoek» BbINOSIHAETCA COXpaHeHne 1 06HOBNEHME TeKyLLel
KOHUrypaumm.

CoxpaHeHuel/3arpyska HacTpoek

Ha 3Toif CTpaHWLie MOXHO COXPaHWTE TEKYLLIME HACTPOWKKM B thaiin unu 3arpyanTh MX U3 daiina. Takke MoxHO c6pockTh
TeKyLLWe HACTPOMKA K 3aBOACKUM.

COXpaHUTL HACTROMKN: CKauaTb...

CrayaTb 3awmndposaHHbli daiin:

3arpy3uTb HACTPOMKK: Obzo0p... ®aiin He BbibpaH.

COpOCHTE HACTROMKK K 38BOACKAM:

+ CoxpaHumb HacmpoUliKu — 1S COXpPaHeHUs TekyLen KoHmrypaumm ycTpocTBa Ha NTOKasIbHbIN
KOMMNbIOTEP HAXXMUTE KHOMKY «CKayaTtb...».

+ CKkadamb 3awughpoBaHHsbIl ¢hali/l — npu ycTaHOB/IEHHOM thnare 6yAeT ckauymMBaTbCs 3allMpPOBaHHbIN
dhann.

+ 3aepy3umb HacmpolKu — BbIGOP COXPaHEHHOTO Ha SI0Ka/IbHOM KOMMbOTepe (haiina KoHurypaumm.
[nsi 06HOBNEHMSA KOHpUrypaLmm YCTPOKCTBa HAXKMUTE KHOMKY «O630p», yKaxuTe dhaiin (B
chopmarte .dat) u HAXXMUTE KHOMKY «3arpy3nTb». 3arpy>XeHHas KoHUrypauus npuMeHsieTcs
aBTOMaTunyecku 6e3 nepesarpysku ycTponcTea.

+ Copocumb HacmpoUKu K 3aBOOCKUM — AN cOpoca BCeX HACTPOEK YCTPOICTBA Ha CTaHAAPTHbIE
3aBO/ACKME YCTaHOBKM, HXXMUTE KHOMNKY «COpOCUTbY.
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4.3.7.8 TlodmeHKo «YrnpasieHue 00Cmyrnom»

B nogmeHto «Ynpas/ieHve AOCTyNnoM» yCTaHaBIMBalOTCA MMSA NOMb30BaTeNs U naponb focTtyna Kk web-
NHTepdeicy ycTporcTea Ans YYETHbIX 3anuceit Admin v User.

YnpaBneHue gocTynom

Ha 3Toii CTpaHMLLe MOXHO HACTPOUTL aKKayHT /1 JOCTYNa K MApLUpYTU3ATopY.

Admin

Wma nonb3oearens:

Hosbli napons:

MoaTeepXASHWE Napons:
User

WM nonb3oearens:

Hosblid naponk:

MNoaTeep#aeHUe Napona:;

CoxpaHutb OTmeHa

* VIMs nosib308ame/isi — Nnose BBOAA A/19 U3MEHEHNS UMEHW MO/b30BaTenNs.
* Hosblli napo/sib — nosne BBoAa HOBOTO Naposis K yCTPOMCTBY.
« [ModmseepxdeHue naposisi — nosie NOBTOPHOrO BBOAA HOBOTO MAapo/is C LE/b0 ero NoATBEPKAEHUS.

© o ymonuanuio ans yuetHoii sanucn Admin ucnonb3yeTca UMsa Nonb3osaTens — superadmin,

naposnb — password.
Ansa yueTHoli 3anucu User ucnonb3yeTtcs uMs nonb3oBartens — admin, naponb — password.

& V3meHeHMe JaHHbIX yueTHoW 3anucu Admin nog yuyeTHoli 3anucbkio User HefoCTYNHO.
[nsa BCTynneHms B CUy HOBOWM KOHGIUIypaunum 1 3aHECEHUS HACTPOEK B AHEProHEe3aBMUCUMYH0 NaMATb

HaXXMUTE KHOMKY «COXPaHUTb». [1151 OTMEHbI M3MEHEHWIA NOKUHBLTE CTPaHWLY 6e3 CoOXpaHeHns n3MeHeHwui. Jns
BOCCTAHOB/IEHWUSI 3HAYEHMIA N0 YMONMUYAHUIO HAXKMUTE KHOMKY «OTMeHa.

© B uenax o6ecneyeHns 6e30NacHOCTN NPU HACTPOIiKe YCTPOCTBA PEKOMEHAYETCA N3MEHUTL
MMs nNonb3oBaTtesia U Naposb.

57



AGOHEeHTCKMe TepMuHanbl RG-35-Wac, RG-35-WZ. PykoBoACTBO Mo aKcnsiyataumm. Bepeus 2.3.0

4.3.7.9 TMoOMeHI «YMHbIU 0OM»

B faHHOM NoAMEHH0 BbINOHAETCA HACTPOKa KOHTPOs1/1epa yMHOro oMa.

a

YMHBIV AOM fOCTYMNeH TonbKo Ha RG-35-WZ.

HacTtpoiika CuctemMmbl "YMHbIA JoM™

3Ta cTpaHMua Wenonb3yeTca ANA U3MeHEHWA NapameTpoB cvcTeMbl "YMHbIA Jom"

BKAKYUTL CEpBIC "YMHbIA Jom"

Appec nnatpopmbl smart.eltex-co.ru

Homep nopta 8070

CoxpaHuTk ¥ [NpUMEHUTE Cbpoc HacTpoek "YmHoro Joma"

3alUlLEHHOE COeqUHEHUE

Bksiroyums cepsuc «YMHbIU 0OM» — NPY BbICTaBNEHHOM hriare oyHKUUA KOHTPO/1Iepa «yMHOIo Aomar
BKJ/IOYEHA.

Adpec nnamghopmbl — none Beoga agpeca cepsepa Eltex Smart Control (Eltex SC). Agpec Heo6xoanMo
BBOANTb B hopmaTe <address>.

Homep nopma — none BBoAa noprta Ansi CBA3M ¢ nnardopmoit ymHoro goma «Eltex Smart Control», no
ymonyanumio nopt 8070.

3awjuweHHoe coeduHeHuUe — Npu BbiCTaB/IEHHOM ch/1are Ucrnosb3yeTca NPOTOKON WwndoposaHms SSL.
Mpn ncnonb3oBaHUN 3alUULLEHHOIO coeiMHEHNA B none «Homep nopta:» ykaxute nopt 8072.
CoxpaHums u lNpumeHumb — AN151 COXPaHEHUSA BHECEHHbIX U3MEHEHWNIA HAXXMUTE Ha KHOMKY.

C6poc Hacmpoek «YMH020 doMa» — nepesarnyck KOHTposiepa v yaasieHne Bcex NoaKIYeHHbIX Mo
npotokony Z-Wave ycTpoIiCTB.

4.3.7.9.1 AnbTepHaTMBHasi HACTPOKa «YMHOro goma» yepes telnet

1.

2.

Bkntounte nutaHve yCcTpoiicTBa 1 nogxknoumTe KOMnboTep ¢ nomollbio Ethernet-kabens k WAN-nopty
abOHEHTCKOro TepmMmHana.
OTKpoliTe AocTyn K ycTpoicTBy no Telnet, ansa atoro:
Mepeiignte B MeH0 «TCP/IP»;
OTkpoiite Bknagky «Hactpoiika WAN»;
Pagom ¢ WANT Haxxmute «3MeHNTb,
B Bbinagatoliem cnucke «Mpotokon» Bbloepnte « TELNET»;
B none «Mopt» BBEAUTE MNOPT, N0 KOTOPOMY OyAeT OCYLLEeCTBNATLCA AOCTYN K YCTPONCTBY;,
HaxmuTte KHonky «[106aB1Tb NpaBnio,
g. Haxmunte kHonky «CoxpaHnTb v NMpUMeHUTb,
Mocne 3arpy3kun ycTpolicTea ycTaHoBuTe telnet-coeguHeHne Mexay KOMNbITEPOM U
ycTpolictBom,ucnonb3ys WAN IP-aapec ycTpoiicTBa, nornH — superadmin, napons — password.
[na npocmoTpa TekyLwmx napameTpoB CoeANHEHNA C N1aTOPMON BbINOHUTE KOMaHAY:
a. flash all | grep ZWAY
HacTpoiiTe napameTpbl COeANHEHNS C NNAT(OPMOIA:
a. flash set ZWAY_REGISTERED [ 1 unn 0] — ycTaHOBKa coefiMHeHusi ¢ nnatgpopmoii: 1 — Bk, 0 —
BbIK/;
b. flash set ZWAY_CLOUD_HOST [ adpec nnamegopmbi ] — HacTpoiika aapeca nnatgopmsbi;

-0 Q00O
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c. flash set ZWAY_CLOUD_PORT [ nopm | — ycTaHOBKa HoMepa nopTa n/atgopMbl, N0 YMOMHYAHNIO

8070;
d. flash set ZWAY_UNSECURE [ 0 nnv 1] — BKNOUNTb W BIK/OUYNTL WKchpoBaHNe Tpadhuka npu

coeanHeHnn ¢ NNaTgopMOi.

© nMpumep HACTPOEK NO YMONUYAHUIO:
flash set ZWAY_REGISTERED 1
flash set ZWAY_CLOUD_HOST smart.eltex-co.ru
flash set ZWAY_CLOUD_PORT 8070
flash set ZWAY_UNSECURE 0

6. lMepesarpy3nTe yCTPOWMCTBO NO NuUTaHuto. Mocne nepesarpy3kn HoBblE NapamMeTpbl BCTYNSAT B CUNY U
YCTPOWCTBO 6yAET rOTOBO K MOHTaXy Ha 06bEKTE.

4.3.7.10 TlodmeHro «lNepe3azpy3kar»

OnucaHune CoAePXNMOro CTPaHNLbl MPUBEAEHO HA PUCYHKE HUXKE.

MNMepe3arpyska

37a cTpaHWLa No3BOMWT NEPe3arpysvTb poyTep

Bl 1eiiCTBUTENELHO XOTUTE Nepesarpy3nTs poyTep?

[Nepesarpyzaka

& EasyMesh
Mocne nepesarpy3sku KoHTponnepa EasyMesh TpeGyeTcs HECKOIbKO MUHYT ANl NepPecTPoeHus

cetu EasyMesh n nepenogkntouyeHus areHTOB.

4.3.7.11 TlNoomeHto «Bbixo0»

OnucaHne coaepXMMOro CTPaH Ll NPUBEAEHO HA PUCYHKE HIXKE.

Bbixopg

3Ta cTpaHWLA NO3BOMUT BbIATU M3 YUETHOM 3anucu

Bbl AeHCTBUTENLHO XOTUTE BhIATU?

BriiiTi

4.3.8 MeHio «USB»

B meHio «USB HacTpoiikn» MOXHO NpefocTasniAaTb OCTYN K haiinam Ha nogkitoveHHoM USB-HakonvTtene no
npotokony SMB u cepsucy DLNA.
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4.3.8.1 lMoomeHro «Obwast uHghopmayusi»

B aTOM nogmMeHto oTobpaxaeTcs MHpopmaumst 0 HocuTesne: 06wuin o6bem NnamaTh, 4OCTYNHOe cBO6oAHOe

MEeCTO Ha HOcuTesle, 3aHATbI 06beM NaMaTH, a Takke Tun anIoBoi CUCTEMBI.

O6wan nHdopmauusa

Ha aT0if cTpannue oTo6GpaxkaeTcs WHOPMaLWA 0 HocuTeNe.

Paznen O6WMKA obbem CeobogHo Mcnons3o08aHo
[dev/sdal 19.811(G) 19.433(G) 0.378(G)
/dev/sda2 0.226(G) 0.218(G) 0.008(G)
/dev/sda3 97.133(G) 52.059(G) 45.074(G)

HMcnons3oeaHo,
L]

2%
4%

46%

Twun halnoBoN CHCTEMBI

fat
fat

fuseblk

® oaiinosas cuctema NTFS B web-uHTepdpelice yctpoiictea oTobpaxaeTcs kak fuseblk

4.3.8.2 TlModmeHr «Hacmpolika docmyna»

B 3TOM NOAMEHI0 MOXHO ,06aBUTb W YAA/IUTL YYETHbIE 3anuck Samba, C KOTOpbIX GYAET BO3MOXEH JOCTYN K

USB-HocuTento.

4.3.8.3 [MoomeHro «<Hacmpotika USB npusoxeHul»

B 3TOM NOAMEHI0 MOXHO BK/THOUNTL/BbIK/IOUMTL cepBucbl DLNA, Samba.

HacTtpoiika USB-npunoxeHuid

3Ta cTpaHuua MCnob3yeTca Ana BknodeHna/BoiknioueHna DLNA, Samba v 1.4

Brnwounts DLMA

Brnioynth Samba

CoxpaHuTk

& DLNA pgocTtyneH Tonbko Ha RG-35-WZ.
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4.3.8.4 lMoomeHto «Obwue narnku»

B 3TOM NogMeH0 MOXXHO M3MEHUTb NpaBa AOCTyna K narnkam Ha BKIOUEHHOM B aBOHEHTCKMIn TepmuHan USB-

YCTPOWCTBE /151 HEaBTOPM30BaHHbIX NOJIb30BaTeNe.

Oo6wmwme nanku

3Ta cTpaHuLa Ucnonb3yeTca Ana nobasneHualyaaneHna oBILIWX Nanok.

MyTk K Nanke:

Pazgen: Mvarftmp/usb/sdal -
AHOHWMHBIA JOCTYM:

Mpasa: ToNbKO YTEHWUE hd

CoxpaHuTk

CnWcok oBLWKMX Nanok:

BriGpars MyTk K Nanke Bnageney Mpaea

¥aanute BelbpaHHbIe Yoanuts Bce OTmeHa

* Mymb K nanke — abCOoNOTHbIN NyTb K Nanke, kotopas 6yaeT oTobpaxaTbCsi B CETU.

+ Pa3des1 — NoKasibHbIN pasgen, kK KoTopoMy ByaeT npefocTasneH 4OCTYN Mo CeTu.

* AHOHUMHbIU docmyr — Npu yCTaHOB/IEHHOM dh/iare AOCTYN K nanke MoXeT ObITb OCyLLeCcTB/eH 6e3
asTopusauuu.

+ lMpasa — BbIGOP NpaB focTyna k ceTeBoli nanke (Tosbko YTeHMe/YTeHne 1 3annch).
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5 Cnucok nameHeHun

Bepcua gokymeHTa

Bepcusa 1.2

Bepcusa 1.1

Bepcua 1.0

Bepcusa nporpamHoro
obecneyeHus
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[Jara Bbinycka CopepxaHve n3meHeHuli

10.2020 [o6aBneHbl pasgensl:

* MoameH «HacTpoiika NnopToB»

O6HOB/NEHbI pasaensbl:

+ XapakTepucTUKM ycTpolicTea

+ OCHOBHble TEXHMYECKME napameTpbl

+ NepenHssa naHesnb ycTpoicTea. OnucaHve
CBETOBOW MHAMKaL MK

+ 3afHAs naHenb yctporictea. OnvucaHue
NMOPTOB 1 pa3beMoB

+ COpoc ycTpoicTBa K 3aBOACKMM
HacTpolikam

* YnpaBneHue ycTpoiicTBOM yepes web-
nHTEepdeiic

* MoaMeHto «OCHOBHbIE HACTPONKM»

* MNoameHio «PacnucaHue»

+ MNoameHio «Hactpoiika WAN»

* YpaneHHbli focTyn

* MoameHto «Co3gaHuve npasun QoS»

+ MNoameHto «HacTtpoiika TR-069»

+ OG6HOB/IEHVE NPOLUMBKM MO CETU

* MeHto «USB»

05.2020 [Job6aBneHbl pasgens:

« MeHto «EasyMesh»

OG6HoB/EHbI pasgensi:

* YnpaBneHue ycTpoIicTBOM Yepes3 web-
nHTepdelic
+ Hauano paboThl
* MprmeHeHne KoHuUrypaymm
* MNogmeHto «CTaryc»
* MeHto «Wi-Fi 2.4 TTu» n «Wi-Fi 5 T'Tu»
* [logmeHto «OCHOBHbIE
HaCTPONKN»
* [MTogmeHto «PaclumpeHHble»

Y6paHbl pasgens:

* MeHto «Wi-Fi 2.4 Tu» n «Wi-Fi SI'Tu»
* MopgmeHto «becnpoBoaHoi
MOCT»

08.2017 Mepsas nybnukaums
2.3.0
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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