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YCNOBHbIE OBO3HAYEHUA

0O603HauyeHue OnucaHue

MonyXmpHbim WpMPTOM BblAENEHbI NPUMEYAHUS W NpeaynpexKaeHus,

NonyXXupHbiii WpneT
Ha3BaHWe rna., 3aro/I0BKOB, 3aro/I0BKOB TabaunL,.

Kypcueom Calibri Kypcusom Calibri ykasbiBaeTcs nHGopmaums, Tpebytowaa 0ocoboro BHUMaHus.

MpumeyaHua u npegynpexaeHua

MpumeuaHna cogeprkaT BaXkKHYO UWHPOpMaLUIO, COBETbl WAM pPeKoMeHJauuu no
MCNO/1Ib30BAHUIO U HACTPOMKe YCTPOIiCTBa.

MpeaynpexkaeHna MHGOPMUPYIOT MONL3OBATENA O CUTYaALMAX, KOTOpPble MOTYyT HAHecTu
Bpep, yCTPOACTBY UM YeNOBEeKY, NPUBECTU K HEKOPPEKTHOI paboTe ycTpoiictBa unu notepe
AaAHHbIX.

.-
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BBEAEHUE

B Hactoswee Bpemsa IP-tenedpoHua asnsetca oaHOM M3  Hambonee ObICTPO pasBMBAOLLMXCA
TeNEeKOMMYHUKaLUMNOHHbIX ycayr. [as Bo3MoXKHOCTM npegoctaBneHma VolP-ycnyr aboHeHTam ceTu paspaboTtaHbl
aboHeHTCcKue wWto3bl cepumn TAU-IM.IP (nanee — «yCcTPONCTBOY).

AB6oHeHTckMn wo3 IP-tenedpoHun TAU-IM.IP Cc BCTPOEHHbIM MapLUIPYTM3aTOPOM WCMO/b3YeTca AJs
NoAKAOYEeHMA aHanoroBoro TesiedoOHHOro annapaTa K CEeTAM MaKeTHOM nepeaayun AaHHbIX, BbIXO4 Ha KOTopble
ocyuwecrsasetcs yepes uHtepoeic Ethernet.

YCTpOMCTBO OPMEHTUPOBAHO HA AOMALLHMX NONb30BaTeNen U Hebonbwne oduchl.
B HacToslleM pYKOBOACTBE MO 3KCMJ/yaTalMW W3M0XKEHbl Ha3HAYeHMEe, OCHOBHble TeXHWYEeCcKue

XapaKTEPUCTUKK, MNpaBuaa KOHOUIYPUPOBAHUA, MOHWUTOPUHIA M CMeHbl NPOrpamMmmHoOro obecneyeHus
aboHeHTCKux wato3o. IP-TenepoHmm TAU-IM.IP.

AboHeHmckul wo3 TAU-IM.IP 7
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1 ONMWCAHUE U3LAENUA

1.1 HasHauyeHue

YctpoiictBo TAU-IM.IP — BbICOKONPOU3BOAUTE/IbHbLIM abOHEHTCKUIA W3 |IP-TefiedOoHUM € MOJIHbIM
Habopom yHKLMIA, NO3BOAAIOLLMX MOTPEOUTESIO UCMOIb30BaTh NpemnmyllecTsa IP-tenepoHunm.

A6oHeHTCcKMI wno3 TAU-IM.IP npepHa3HavyeH Ana NOAKAKYEHMA aHanoroBoro tenedoHHOro annapaTa
unn  dakc-mogema K IP-cetn. bnarogaps BCTPOEHHOMY MapLllpyTUM3aToOpy YCTpoOMcTBO obecneymBaeT
BO3MOXHOCTb NOAKAOYEHMA 060pyA0BaHMA NOKAbHOM CETU K CETU LIMPOKONOAOCHOro gocTyna. K yctponcrey
MOHO MOAK/OUYUTL A0 ABYX KOMMbIOTEPOB, AOCTYNM B MHTEPHET AAA KOTOPbIX BO3MOMEH C MOMOLLbIO
BCTPOEHHbIX ¢yHKuMit  NAT/DHCP-cepBepa. USB-pasbem wucnosib3yetca A0A MOAK/AOYEHUA BHELIHEero
HakonuTens, 3G/4G USB-mogema unu Wi-Fi-agantepa®.

1.2 XapaKTrepucTuka ycTpoiictsa
Unmepagpeiicoi:
o FXS: 1 nopt RJ-11;
e LAN: 2 nopta Ethernet RJ-45 10/100BASE-T;
¢ WAN: 1 noprt Ethernet RJ-45 10/100BASE-T;
e USB: 1 nopt USB2.0.

MuTaHMe WAK3a OCYLLEeCTBAAETCA Yepes BHelWHMI aganTtep 12 B noctosHHOro ToKa ot cetn 220 B.
®yHKYuu:

e ceTeBble PYHKUUM:

— paboTa B pexxnme «MOCTa» UaM «MapLIpyTU3aTopa»;

— noaaepKa PPPoE (PAP-, SPAP- u CHAP- aBTopusauyma, PPPoE-komnpeccus);

— noaaep*xka PPTP;

— noaaepkka L2TP;

— noaaeprKKa ctatmyeckoro agpeca u DHCP (DHCP-knuneHT Ha ctopoHe WAN, DHCP-cepsep
Ha ctopoHe LAN);

— noaaep*xKa DNS;

— noaaepxKka NAT;

—  CeTeBOW 3KpaH;

— noaaepxka NTP;

— noaaeprkKa mexaHU3mMOB KayecTBa obcnyxuBaHma QoS (QoS no DSCP n 802.1P);

e nopaepKa pyHkumn IPTV;
e npoTtokonbl IP-TenedonHum: SIP;
e  3X0 KomneHcauus (pekomeHaaumu G.168);

e [eTeKTop akTuBHOCTM peuu (VAD);

! Tekyuwel Bepcun NO Wi-Fi-agantepbl He NoaaeprKMBatoTcaA
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e reHepaTop KOMGOPTHOrO LLYMa;

e 0bOHapyKeHue 1 reHepupoBaHue curHanos DTMF;
e nepeaaya DTMF (INBAND, rfc2833, SIP INFO);

e nepepava dakca:

—  G.711 a-law/G.711 p-law;
— T.38;

e paborta c SIP-cepBepom u 6e3 Hero;

e pyHKyuu LABO:

— ypepkaHue Bbizoa — Call Hold;

— nepepaya Bbizosa — Call Transfer;

— yBeAoM/eHMe 0 NocTynaeHum HoBoro Bbi3osa — Call Waiting;
— nepeagpecauma no 3aHatoctn — Call Forward at Busy;

— nepeagpecauma no HeoteeTy — Call Forward at No answer;
— besycnosHasa nepeagpecauus — Call Forward Unconditional;
— He becnokoutb — DND;

— Caller ID: FSK, DTMF;

— ropa4yas anmHuA — Hotline;

—  TpynnoBoii BbI30B;

— nepexsaT BbizoBa — Call Pickup;

—  TPEexCTOPOHHAA KOHpepeHuUs;

—  IMBKMI NNaH Hymepauuu;

e ob6HoBneHwue NO yepes Web-uHtepdeiic;

e nopaaep*ka DHCP-based autoprovisioning;

e TR-069;

e  yAaNeHHbI MOHUTOPUHT, KOHOUIypUpoBaHMe n HacTpolika: Web-nHtepodelic, Telnet.

Ha pucyHKke 1 npusegeHa cxema BraoveHmna TAU-IM.IP.

CeTb
npoBaigepa

3G/4G mogem
UsB

FXS t

TAU-1M.IP

10/100Base-T

— STB NV
nK

PucyHok 1 — ®yHKUMOHaNbHaA cxema ucnosb3oBaHua TAU-1IM.IP
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13 CTpyKTypa 1 npuHUMN paboTtbl nsgenus

ABOHeHTCKUI TepmuHan TAU-1IM.IP cocToUT U3 cneayiowmx noacucTem:

e KOHTPOJI/ZIEP, B COCTaB KOTOPOrO BXOAMT:

—  BbICOKOMHTErpMpoBaHHanA cuctema Ha Kpuctanne (System-on-a-Chip — SoC) Realtek
RTL8972C, BKAtoYaowaa B cebs npoueccop, 100-merabuTHbIN KOMMyTaTop CO
BCTPOeHHbIMK PHY, annapaTtHyto akcenepauuio Tpaduka L2/L3/L4, USB 2.0 noptbl, PCI-E

KOHTponnepbl, 8 KaHanos PCM ana pabotbl npunoxenunii VolP;
— flash-namaTtb — 8MB;
— onepatuBHaa namAaTb SDRAM — 128MB;

e aboHeHTCKMI KomnaeKT SLIC;

e Ethernet-kommyTatop RJ-45 10/100BASE-T Ha 2 nopTa — LAN;
e Ethernet-moaynb WAN: RJ-45 10/100BASE-T;

e USB Host-nopr.

CTpYKTypHan cxema yCTponcTBa NpMBeAeHa Ha PUCYHKe 2.

RJ45 R145 RJ45
LAN2

KOHTpoOnnep

ETHERNET SWITCH

‘ P U USB-uHTepdeiic

FXS

RJ11

PucyHoK 2 — CTpyKTypHaa cxema TAU-1M.IP

YcTpoitictBo paboTaeT nog ynpasAeHWEM OMEPAUMOHHOM cucTembl Linux. OCHOBHble ¢yHKUUK
ynpaBneHua cocpepoTodeHbl B npoueccope Realtek, KoTopbiit ocyliecTBaseT maplupyTvsauumio |IP-nakeTos,

obecneunsaeT paboty |IP-TenedpoHUK, NPOKCUMPOBAHUE rPYNNOBOro TpaduKa 1 T.A4.

10 Ab6oHeHmckuli wino3 TAU-IM.IP
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@PYHKUMOHA/IbHO YCTPONCTBO MOXHO pa3aennTb Ha 4 6/10Ka:

e bnok nopaeprKku ceteBbix GYHKUMIA YCTPOMCTBA;

e bnok IP-TtenedoHuy;

e bnok 06paboTkm multicast-tpaduka;

e Bnok ynpasneHus (onepauuoHHas cuctema Linux).

BnoK nopapepKku ceteBbiX GYHKUMWA YyCTpoiicTBa obecneymBaeT MPOXOXKAEHWE U KommyTauuio |P-
NakKeToB B COOTBETCTBMU C Tabanuein maplipyTusaumm yCTPONCTBA, MoXKeT 06pabaTbiBaTb KaK HETETMPOBAHHbIE,
TaK U TErMpoBaHHbIE NaKeTbl B 3aBUCUMOCTU OT HACTPOMKK ceTeBbiX UHTepdelicoB. MoaaepKmMBaeT NPOTOKO/bI
DHCP, PPPOE, PPTP, L2TP.

bnok IP-renedpoHun obecneumBaeT paboTy ycTpoiicTBa no npoTtokoay SIP gns nepepaun peyesbix
CUTHaNoB MO CETU C KOMMyTauuMeit naketos. PeyeBol curHan aboHeHTa NOCTynaeT Ha MoAylb abOHEHTCKMX
komnnektos SLIC, rage npeobpasosbiBaeTca B undpposoit Bug. OumdpoBaHHbIA CUrHAA HanpaeaseTcsa B 610K IP-
TenedoHum, rae KoampyeTca no ogHOMy U3 BblIBpaHHbIX CTaHA4APTOB U B BUAE LMPPOBbLIX NAaKETOB NOCTyNaeT B
KOHTPO//IEP Yepe3 BHYTPUCUCTEMHYIO Maructpanb. Lindposblie nakeTbl cogepykaT, KPOME PeyeBbiX, CUrHasbl
yrpaB/eHus U B3aMMOLENCTBUA.

Bnok o06pabotkm multicast-tpaduka npegHasHayeH ana ob6paboTkn IGMP-cooblueHnin n multicast-
TpaduKa c uenbio nogaepKkn GyHKLMM IP-TenesmaeHus.

BNOK ynpasBneHus Ha 6a3e onepaLMoHHOW cucTembl Linux KOHTpoiMpyeT paboTy BCex OCTasbHbIX 610KOB
M NoACUCTEM YCTPOICTBA M 0becneynBaeT nx B3auMoaencTeme.

dyHKUMOHanbHas cxema ycTponctea TAU-1IMLIP npeacTtaBieHa Ha pUcyHKe 3.

Bnok

Bnok |P-TenedhoHum
noaAepPHKKK

ceTeBbIX

DYHKLUNIA

CTpOKCTBa
ycTpovcr Bnok obpaboTku

multicast-Tpaduka

PucyHok 3 — ®yHKLMOHaNbHaA cxema ycTpoictea cepumn TAU-1IM.IP
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14 OCHOBHble TeXHUYeCKue napameTpbl

OCHOBHble TEXHUYECKME MapaMeTpbl YCTPOMCTBA NpMBeaeHbl B Tabanue 1.

Tabanuya 1 — OCHOBHble TEXHUYECKME NAapaMeTpbl

Mpotokonbl VolP

| MNoppep»mMBaemble NPOTOKObI | SIP
Ayaunokoaeku
Kopekn G.729, annex A, annex B

G.711 a-law, G.711 p-law,

G.723.1,G.722, G.726-24, G.726-32

Mepepayva mogema: G.711 a-law, G.711 p-law
Mepepaya dakca: G.711 a-law, G.711 p-law, T.38

Napametpbl WAN-uHtepdeiica Ethernet

Konnyectso noptos 1
DNEeKTPUYECKNt pasbem RJ-45
CropocTb nepegaumn, Méut/c 10/100, aBTOOMNpeaeneHne
MNopnep»Ka CTaH4APTOB BASE-T
NapameTpbl LAN-uHTepdeiica Ethernet
Konnuyectso uHtepdeicos 2
DNEeKTPUYECKN pasbem RJ-45
CropocTb nepegauun, Méut/c 10/100, aBTOONpPeaeneHne
MNopaep»Ka cTaH4apTOB | BASE-T
MapameTpbl aHAaNOroBbIX aBOHEHTCKMX NOPTOB
Konnyectso noptos 1
ConpoTtusneHue wneda (6es yyeta conpotusneHus TA) 00 800 Om

Mpuem Habopa

MMMNY/IbCHbIN/YacToTHbIN (DTMF)

3awmTa abOHEHTCKMX OKOHYaHUI

MO TOKY U NO HanpA>XeHUk

Bbigaua Caller ID

FSK BELL202/FSK V.23/DTMF

YnpasneHue

YaaneHHoe ynpasneHue

Web-uHtepdoeiic, Telnet, SSH, SNMP, TR-069

OrpaHuyeHue gocTtyna

no nNapoako

O6wue napameTpbl

MuntaHue

agantep NuTtaHmA 12 B noctoaHHOro Toka, 1,5 A.

MoTpebnsemas MOLLHOCTb

Pabounin gnanasoH TemnepaTyp ot +5 go +40°C
OTHOCUTEIbHAA BNIAXKHOCTb Npu Temnepatype 25°C no 80%
labaputhbl 122x96x33 mm
Macca He 6onee 0,15 Kr.

12 AboHeHmckul wmo3 TAU-IM.IP
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1.5 KOHCTpYKTMBHOE UcnosHeHue

ABOHeHTCKUI TepMmuHan TAU-IM.IP BbINONHEH B NACTMKOBOM Kopnyce padmepamm 122x96x33 mm.

1.5.1 BepxHAA naHenb YCTPOMCTBA

BHewHwm Bug BepxHei naHenu yctpoiictea TAU-1M.IP npuBeaeH Ha pucyHke 4.

~

) @ 57 -‘lJz

;8 JL; K3
o0 0000000000000 00000
o0 0000000000000 00 00
e . 000 : eeec o
ccoeoe /| o0 e . C
e o000 - -~ eoeo0 o
o0 0000000000000 00 00
o0 0000000000000
o0 0000000000000 00 00
o0 0000000000000 0000 0
o0 0000000000000 000 0
o0 0000000000000 00 00

PucyHoK 4 — BHewHun Bug BepxHeit naHenn TAU-1M.IP

Ha BepxHel naHenun yctpoicrtea TAU-1IM.IP pacnonoeHbl CBETOBblE MHAMKATOPbI, ONMCaHHbIE B Tabanue
Tabnvua 2:

Tabanua 2 — OnvcaHue MHAMKATOPOB M OPraHOB yNpaBiAeHWs NepeaHei naHenm

dnemeHT nepegHeii naHenu OnucaHue

1 Power WHAMKATOP NUTaHUA U cTaTyca paboTbl ycTpoicTBa

) USB MHAMKaTop paboTbl BHewHero USB-ycTpoiictea (USB flash, BHeLWHWIA KecTKMiA
anck, 3G/4G USB-mopem)

3 » WHAMKaTOp paboTbl aHanorosoro TenedoHHOro nopTa

4 LAN MHAMKaTopbl nopToB LAN-uHTepdeica

5 WAN mHamkatop WAN-uHTepdelica

1.5.2 3apHAA naHenb yCTpPOMCTBA

BHewHM BMA 3aaHen naHenun yctpoiictea TAU-1M.IP npuBeaeH Ha puUcyHKe 5.

Phone| LAN(|10/100

PucyHok 5 — BHewHuin BuA, 3agHei naHenn TAU-1M.IP

AboHeHmckul wmo3 TAU-1IM.IP 13
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Ha 3apgHei

naHenn ycTpoKncTea

npeacrtassieHHble B Tabanue Tabaumua 3.

TAU-IM.IP pacnonoxeHbl pa3bemMbl M OpraHbl yrpasiaeHus,

Tabanya 3 — OnMcaHue MHAMKATOPOB U OPraHOB yNpaBneHua 3agHer naHenn TAU-1IM.IP

dnemeHT 3agHei naHenm OnucaHue

6 12v pasbem AN1A NOAKMYEeHMA aganTepa NUTaHUA

7 USB pasbem USB pna nogkntoueHus BHewHero USB-yctpoiictea (USB flash,
»ecTkuin amnck, 3G/4G USB-mogem)

8 Phone pasbem RJ-11 Ana NoAKNOYEHMS aHANoOroBoro TesiepOHHOro annapara

9 LAN 2 nopta 10/100BASE-T Ethernet (pasbem RJ-45) ana noaknoYeHns
JOKa/IbHbIX CETEBbIX YCTPONCTB

10 WAN nopt 10/100BASE-T (pazbem RJ-45) ans noaxt04eHNA K BHELLHEN ceTH

1.6 CsetoBasa UHAUKaALMUA

Tekylee coctosHue ycTpoictea TAU-1IM.IP otobparkaeTtcs npu nomowm nigmkatopos WAN, LAN, Phone,

Power — PaCNONOXEHHbIX Ha BerHeVI naHenn. nepe‘-IEHb COCTOSAHWM MHOWKATOPOB npueeneEH B Ta6nmu,e 4,

Tabnnuya 4 — CBeToBas MHAMKALMA COCTOAHUSA yCTpolicTBa cepumn TAU-IM.IP

UHpukatop

CocroAaHUe MHAMKaTOpA

CocTofiHMe yCTpoiicTBa

roput  (3eneHbim  — 10  Mbps,
opaHXxeBbim — 100Mbps)

YCTaHOB/EHO coeanHeHune mexay
CTaHUMNOHHbIM TEPpMUHA/IOM U ab0OHEHTCKMM

WAN YCTPOWCTBOM
npouecc nakeTHoOM nepegayun gaHHbix no WAN-
muraet o
nHTepdeicy
roput  (3eneHsim  — 10 Mbps, | yCTaHOBAEHO COEAMHEHME C MNOAKNOYEHHBIM
LAN opaH:KeBbim — 100Mbps CeTeBbIM YCTPOMCTBOM

Mmuraet

npouecc nakeTHoOW nepegayn AaHHbix no LAN-
nHTepoeicy

3€J'I€Hb|ﬁ, ropuUT NOCTOAHHO

TenedoHHas TpybKa NOAHATA (MMHMUA aKTUBHA)

He roput

TpybKa nonoxkeHa, HopManbHas paboTa

3€e/IeHbIN, B TEYEHUE CEKYHAbI MUTAET C
yactotot 20 lu, 3atem 4 ceKyHAbl
naysa

Ha TenedOoHHbI MOPT MOCTynaeT BXOAALLMMA
BbI30B

3eeHbll,
MUraHue

nepunogunyeckoe peakoe

OTCYTCTBYET perucrtpauma aboHeHTCKOro mnopTa
Ha SIP-npoKcu cepeepe

3eﬂeHbIV1, ﬂ,BOﬁHble KOPOTKNE MUraHnAa
C MHTEPBaNIOM B 3 CeKyHAbl

naeT Tect JMHUU

3e/1eHbIN, ropuT

USB-ycTpoCTBO NOAK/IOYEHO

USB "
He roput USB-yCTPONCTBO He NOAKAKYEHO
o BKNIOYEHO MUTaHWE YCTPOMCTBA, HOpMasibHas
3e/1eHbIl, FOpUT NOCTOAHHO
paboTa
OpaHXKeBbll, FOPUT NOCTOAHHO OTCYTCTBYET BbIxog, B IHTepHeT
Power KPaCHbIN, rOPUT NOCTOAHHO 3arpyskKa ycTpomncrea

nepunogn4yeckoe nonepemeHHoe
MUraHue KpaCHbIm n 3e/1eHbIMm
LBeTamu

cbpoc ycTpoICTBa K 3aBOACKMM HaCTPOMKam

14
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1.7 C6pocC K 3aBOACKMM HACTpOiMKam

[ns 3anycka ycTpoincTea € 3aBOACKMMU HACTPOIMKaMn HEOBXOAMMO B 3arpyKEHHOM COCTOAHUM HaXaTb U
yOEepKuBaTb KHOMKy «F», KOTOopaA Haxoautca Ha OOKOBOW MaHenW ycTpOoKCTBA, NOKa WMHAMKATOp «Power»
Ha4yHeT nepunognvyeckm mMuratb nonepemeHHO KpaCHbIM U 3e/ieHbiM LBeTaMMu. I'Ipom3017|p,eT aBTOMaTHU4YeCKan
nepesarpyska yctpoiictea. Mpu 3aBoackux yctaHoBKax Ha WAN-uHTepdeice 3anyweH DHCP-knueHT, agpec
uHTepdeiica LAN - 192.168.1.1, macKka noacetm — 255.255.255.0; uma nonb3osaTtensa/naposb 418 AOCTyNa Yepes
Web-uHtepoeiic: admin/password.

1.8 KomnnaeKT noctaBku

B 6a308Bblii KOMNIEKT NOCTAaBKM ycTponcTBa cepun TAU-IM.IP BxopAT:

e TepMMWHan abOHEHTCKUIN YHUBEPCA/IbHbIN;
e agantep nuTaHua 220/12B 1,5 A;
e PYKOBOACTBO MO YCTaHOBKE U HACTpoOliKe.

AboHeHmckul wmo3 TAU-IM.IP 15
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2 YNPABJIEHUE YCTPOUCTBOM YEPE3 WEB-KOH®UTYPATOP

2.1 Hauano pa6orbi

[na Hayana paboTbl HYXKHO MNOAKAYNUTLCA K yCTPOoNCTBY No nHTepdeincy LAN yepes Web-6paysep:
1 Otkpoitte Web-6paysep (nporpammy-npoCMOTPLIMK TMNEPTEKCTOBbIX AOKYMEHTOB), Hanpumep,

Firefox, Opera, Chrome.
2 BseawuTte B agpecHOM CTpoKe bpaysepa IP-agpec ycTpolicTsa.

__ﬁ_ |I 3aBopackoi IP-agpec ycrpoiictBa: 192.168.1.1, macka nogcetu: 255.255.255.0

Mpu ycnewHom obHapyXKeHUM YyCTPOMCTBA B OKHe Bpaysepa oTobpasmuTca CTpaHMLA C 3aNpPOCOM MMEHM
no/sib3oBaTesiA U Napos.

TAU-1M.IP u v

TNorx:

Mapont:

3 BeeauTe uMMA nonb3oBatena B CTpoke «JlorH» M naponb B  cTpoke «[Maposib».

£ “ 3aBoAcKue YyCTaHOBKWU: 1I0rUH: admin, naponb: password.
4 HarKmuTe KHOMKy «BoliTn». B okHe Bpay3epa OTKpoeTcA MeHo 6bICTPoro.

2.2 CmeHa nonb3oBaTeneu

Ha ycTpoiicTBe cyulectsyeT Tpu Tuna nonb3osaTteneit: admin, user n viewer. Monb3osBatenb admin
(apmuHKUCcTpaTOp, Naponb MO ymonyaHuio: password) nmeeT NoAHbIA A0CTYN K YCTPOMCTBY: YTEHME U 3anucb
MobbIX HacTPOeK, NOAHbIA MOHUTOPUHI COCTOAHWUA YCTpolcTBa. Mosb3oBaTeNb user (HENPUBUAETUPOBAHHDIA
nonb3oBaTesb, Napo/ib MO YMOAYaHUIO: USer) MMeeT BO3MOXHOCTb BbINOJHUTL TO/bKO HacTpoitKy PPPoOE ans
noaKAoYeHus K MHTepHeTy, He umeeT A0CTyna K MOHMTOPUHIY COCTOAHMA ycTpoicTea. Monb3oBaTtenb viewer
(Habnopgatenb, Naponb MO YMOAYaHWUIO: viewer) MMeeT NpasBo TONbKO MPOCMaTPUBaTb BCHO KOHGUrypauuio
ycTpoiicTBa 6e3 BO3MOMKHOCTU YTO-IMBO pefaKTUpPoBaTb, MOHUTOPMHI COCTOAHMA YCTPOMCTBA eMy AO0CTYMneH B
nosHOM obbeme.

TAU-1M.IP

m IP-tenecbonmna  IP-teneeupgeHne  MNokanbHele uHTepdrenicel Cuctema

QoS HacTpoika MAC-agpecos DHCP-cepeep NokaneHblid DNS MNAT 1 npopoc nopToB CeTeBol sKpaH ACL

DUNLTP MAC MapLpyTu3auua OMHaMHU4ecknid DNS SNMP MoneaoeaTensckue VAN

16 AboHeHmckul wmo3 TAU-IM.IP
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Mpu HaxKaTMM Ha KHOMKY «8bIX00» TEKYLasA Ceccun nonb3osaTens byaer 3aBeplieHa, 0TOH6PasUTCA OKHO
aBTOpU3aLUMK:

M.IP

Torvx:

admin

rapone:

[na cmeHbl gocTyna HeobXoAMMO YKasaTb COOTBETCTBYHOLIME WMMA MOJb30BATeNA M Napo/ib, HaxaTb
KHONKY «Bolimu».

2.3 Pexxumbl paboTtbl Web-uHtepdeiica

Web-uHtepdelic ycrpoiictea TAU-1IM.IP moxeT paboTaTb B Tpex pexmmax:

e MOHMUTOPUHT — PEXUM MOHUTOPMHIA CUCTEMBI — UCMONb3YETCA A8 NPOCMOTPA Pas/IMYHOro Poaa
nHdopmauum o paboTe yCTPOICTBA: aKTUBHOCTb MIHTEPHET-COeAMHEHWA, COCTOAHME TelepOHHOro
nopta, 06bem NpPUHATbIX/NepeaaHHbIX AaHHbIX NO ceTeBbIM MHTepdeicam 1 Tak aanee;

e TANTKM — perMm BbICTPOro KOHOUIYPUPOBAHUA CUCTEMBI — B KarKAOM MAUTKE CrpynmnupoBaHbl
HaCTPOMKM NO UX GYHKLMOHANbHOMY HasHayeHuto: UHTepHeT, IP-TenedoHus, IP-TenesngeHme u
Cuctema. B nNAuTKy BbiBeAEHbl TO/IbKO OCHOBHble MapaMeTpbl, MO3BOAAIOWME MaKCMMasbHO
6bICTPO HACTPOUTL ONpeaeNeHHY0 GYHKLMIO YCTPOMCTBA;

e HacTpoWKM — paCWMPEHHbIM pPEeXMM  KOHPUIYPUPOBaAHUA cUCTEMbl (peXMm  MOHOro
KOHOUIYpMPOBaHUSA) — NO3BOAAET BbINONHUTL MOJHOE KOHOUTYPUPOBaHME YCTPOMCTBA.

Ana Hasuraummn mexgy pexnmammn Web-uHtepdeiica cnykut naHenb, KOTopas HaxoAuTcs C /eBOWA
ctopoHbl Web-uHtepoerica. Mpu HaBeAeHUMN YKa3aTeNs Mbily NaHe b PacKpbiBaeTca:

UHTepHet WHTepHer
Pexun pabo Pesin pafo
MpoTok MpoToK
IP-a3ap IP-a8y
* Nacka nogce @ MOHWUTORKMHT Wacka No4CH
EE8 LLInKIE A0 yMom-aH 22 MNMTRK |LInto3 No ymon<aH)
i+ MEpBM-HEIR D £+ HacTpoiki MepeHEIiR D
BTOpM4HER D BTOpM4HEIR D

N3 pexkuma «MAnTKM» B pekMm «HacTpOMKM» Nepexos BO3MOXKEH TaKKe Yyepes CCbIKy «nodpobHee» B
Ha3BaHWW NIUTKM.

AboHeHmckul wmo3 TAU-1IM.IP 17



S ELTEX

24 MNpumeHeHne KOHPUrypauum n oTMEHa U3SMEHEHUN

2.4.1 TMpumeHeHue KOHPUrypauum

Mo HaXKaTUIO Ha KHONKY « [T pMMeHUTb» NPOUCXOAUT COXpaHeHue KoHdurypauuu Bo flash-namarb
YCTPOIACTBaA M NPUMEHEeHMe HOBbIX HAacTpoeK. Bce HAacTpoiKKu BeTynatoT B cuny 6e3 nepesarpysku
YCTPOMCTBaA.

KHonKa «lMpumeHUTb» B MeH ObICTPOro KOHOUIYpUPOBAHUA M B MEHIO pPaACLUMPEHHbIX HACTPOEeK

COOTBETCTBEHHO UMeeT BUA,: 5 .

B Web-nHtepdeiice peannsoBaHa BM3yanbHAA MHAMKALMA TEKYLLEro COCTOSHWUA MpoLecca NpUMeHeHUs
HacTpoek, onucaHHas B Tabauua 5.

Tabanuya 5 — BusyanbHana MHAMKAUMS TEKYLLETO COCTOAHMA NPOLLEecca NPMMEHEHNA HAacTPoeK

BHelwHwMit Bug, OnucaHue cocToAHUA

MNMocne HaxaTuA Ha KHOMKY ((anMEHVITb)) nponcxogunT npouecc npuMmeHeHUAa N 3anmcu

HacTpoRkd CETMH £ HaCTpoeK B MamATb ycTponctea. 06 sTom MHGOPMUPYET 3HAYOK H B Ha3BaHWW BKAAAKMU
N Ha KHONKe «[puMeHunTb».

O6 yCnewHoM COXPaHEHWU WU MPUMEHEHUU HacTpoek WHbopmUpyeT sHauok [ &
HacTpoMkd ceTi @ HasBaHWW BKNAAKN.

Ecnn 3HauyeHue napameTpa 6b110 YKa3aHoO C OmM6KOﬁ, TO Noc/sie HaXXaTuA Ha KHOMNKY

HacTpoRki ceTH @ ((rlpMMeHMTb» noABUTCA COOTBETCTBYHOLUEE C006LLI,EHVIe C YKas3aHmem npuynHbl, a B

Ha3BaHWWN BKNa4KU 0T06p33VITCFI 3HA4YO0K E]

2.4.2 OTmeHa nusmeHeHuM

OTMeHa U3MeHeHU NPOM3BOAUTCA TO/IbKO A0 HaXKaTUA Ha KHONKY «MpumeHuTb». B 3TOM Cnyvae
OTPefaKTUPOBaHHbIE HA CTPaHUUEe napameTpbl OGHOBATCA TEKYWMMM  3HAYeHUAMM,
3aNUCaHHBIMKU B MaMATU YCTpoKcTBa. Mocne Ha)aTMA Ha KHOMKy «MpuMMeHUTb» BO3BPaT K
npeablayLWMM HacTpoKam 6yaeT HeBO3MOXKEH.

KHOMKa OTMeHbl M3MEHEHWIA B MEHIO BbICTPOrOo KOHOUIYPUPOBAHWUA U B MEHIO PACLUMPEHHbIX HAaCTPOEK

x ® Otmena
COOTBEeTCTBEHHO MMmeeT Bna,: 5

2.5 MeHto 6bicTpOoro KoHUrypmupoBaHma

B MeH10 6bICTpOro KoHGUryprMpoBaHMA 0TOBParKatoTCA OCHOBHbIE HAaCTPOWMKM YCTPOICTBaA, PUCYHOK 6.
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WHTepHeT

Pesxim paGoTel
MpoTokon

BHelWwHWiA IP-agpec
Macka nogceTu
LUNK3 Mo yMOMYaHNID
MNepBHYHEIR DNS

BTOpWYHEIR DNS

|P-teneBugeHune

BrntounTs IPTV

Brnounte HTTP-
MpoKCK

MopT HTTP

nogpoGHee

MaplpyTusaTtop ¥
Static v
192.168.18.111
2552552550

192.168.181

= -

nogpoGHee

IP-Tenedonnn

MuHMA 1 SIP
BKNOUNTE
Homep
AyreHTHdMKaLMA

VIMA nonb3oBaTena

MNapone

Cucrema

001

HocTtyn £ Web yepes WAN

HTTP

HTTPS

i

3 -

nogpoGHee

nogpoGHee

PucyHoK 6 — MeHto 6bIcTporo KoHUryprupoBaHua

HaCTpOVIKM pa3geneHbl No cheayrowmm KaTeropmam:

2.5.1 WHTepHer

UNHmepHem — BbICTPan HaCTPOMKA BbIXOAA B CeTb MHTEpHET;
IP-meneghoHus — BbICTpas HacTpoiKa TenedoHuu;
IP-menesudeHue — KOHPUTYpUPOBaHUE YCTPONCTBA ANA NoaaepPKKN GYyHKLUMA IPTV;
Cucmema — HacTpolika goctyna kK Web-uHtepdeincy yepes WAN-noprt.

Ona poctyna K cetM UHTepHeT HeobXxoAMMO YCTaHOBUTb OCHOBHblE HAcTPOMKK B pasgene «MHTepHeT».
[NA yKasaHua OOMNOAHUTENbHbIX NapaMeTpPoB NeperanTe B PEXKMM PACLUMPEHHbIX HACTPOEK, HaKaB CCblIKY

«noapobHeey.

Pexxnm paboTbl — pexkum paboTbl yCTPOICTBA:

Mapwpymuzamop - mexgy LAN- u WAN-uHTepdpelicom yCTaHaBAMBAETCA pPeXMM
mapuwpyTtnsaTtopa (LAN nsonmposaH ot WAN);
Mocm — mexgy WAN n LAN-nHTepdpencom ycTaHaB/IMBAETCA PEKMM MOCTA: AaHHble

nepeaatortca npospayvyHo M3 LAN 8 WAN 1 06paTHoO;

Mpomokosn — BbIGOP MPOTOKOMA, MO KOTOPOMY OyAeT OCylecTBAATbCA nogkatodeHne WAN-
MHTepdelica yCTPOMCTBA K CeTU NpoBaliaepa:

AboHeHmckul wmo3 TAU-1IM.IP
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—  Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce Heobxoaumble napameTpbl Ha WAN-
nHTepdelic HasHavyatoTca ctaTuyecku. Mpu Bbibope TMNa «Static» ana pegakTMpoBaHuUA
6yayT AOCTYMNHbI CAeayowme napameTpbl:

BHewHuli IP-adpec — yctaHoBKa IP-agpeca WAN-uHTepdeica ycTpoictBa B ceTu
nposanaepa;

Macka nodcemu — macka BHeLWHel noaceTu;

LUno3 no ymoa4yaHuto — afpec, Ha KOTOpblii OTNpaBAAeTcA NakeT, eciu Oas Hero He
HangeH mapLpyT B Tabamue MapLpyTm3aumnm;

MepsuyHsbili DNS, BmopuuHbili DNS — aapeca cepBepoB AOMEHHbIX UMEH (MCnob3yoTcs
ans onpegeneHusa IP-agpeca ycTpoicTBa Mo ero AomMeHHOMY umeHu). [laHHble nona
MOKHO He 3aN0/IHATb, EC/IN B HUX HET HEOHXOAMMOCTH.

— DHCP — pexum pabotbl, Nnpn Kotopom IP-agpec, macka noacetu, agpec DNS-cepsepa,
W/t03 MO YMONYAHUIO M Apyrue napameTpbl, Heobxoaumble ansa paboTtbl B ceTn, 6yayTt
nony4yeHol ot DHCP-cepBepa aBTOMaTHUYeCKW.

MNopaepXmnsaemble onuum:

1 — macka cetu;

3 —aapec ceTeBOro W/3a No YMOAYAHUIO;

6 —appec DNS-cepsepa;

12 — ceTeBOE MMA YCTPOICTBA;

15 — pomeHHOEe nms;

26 — pasmep MTU;

28 — WnpoKoBeLLaTeNbHbIV afpec CeTH;

33 - cTaTMyecKkMe mappyThbl;

42 —appec NTP-cepsepa;

43 — cneunduyHan nHpopmauma nponssoguTens;
60 — anbTepHaTMBHbIN Vendor ID;

66 —aapec TFTP cepsepa;

67 — uma daiina NO (gns 3arpy3km no TFTP ¢ cepBepa ns onuummn 66);
82 - uHpopmaums areHTa DHCP Relay;

120 - outbound SIP-cepBepa;

121 — 6ecknaccoBble CTaTUYECKME MaPLLPYThI.

B DHCP-3anpoce B onuuu 60 ycTponcTBO NepeaaeT caeayroLyto MHGopMaumio nponssoguTens B
dopmare:

[VENDOR:npoussoautenb][DEVICE:Tun ycTtpoiictea][HW:annapaTtHaa Bepcua] [SN:cepuiiHbIi
Homep][WAN:MAC- agpec nHTepdelica WAN][LAN:MAC- aapec uHTepdelica
LAN][VERSION:Bepcua nporpammHoro obecneyeHums]

MNpumep:
[VENDOR:Eltex][DEVICE:TAU-1M.IP][HW:1.0][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:28:f9:4b][VERSION:# 2.3.1]

- IMepsuyHelli DNS, BmopuuHbili DNS — |P-agpeca DNS-cepsepoB — ecnn agpeca DNS-
CepBepPOB He Ha3HayaloTCA aBTOMATMYecKM no npotokony DHCP, npu HeobxoaumocTu
3afaiTe WX BPyYHylo. Aapeca, 334aHHble BPYYHYlO, OyayT UMeETb NPUOPUTET Hag,
agpecamu DNS-cepsepoB, nosyvyeHHbIX No npoTtokony DHCP.

Cnucok wucnonb3yemblx DHCP-onumMit Ha Kaxaom ceTeBom UHTepdeice (Internet, VolP,
Management) MOXHO 3afaBaTb BPy4YHyo. MHPOPMaLMA NO HACTPOWKe CNUCKA NpeacTaBieHa B
NMpunoxerue B. HACTPOMKA dhcp-KAMeHTOB B MyNbTUCEPBUCHOM pesknme

20
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—  PPPoE — pexnm paboTtbl, npu kotopom Ha WAN-uHTepdelice nogHumaetca PPP-ceccus.

Mpu BbIbOpe «PPPOE» ANA pefakTMPOBAHMA CTaHYT AOCTYMNHbI Cheaytowme napameTpbl:

- UIMA nosv3osamend — uma Nonb3osaTena Ana asTopmsaunm Ha PPP-cepsepe;

- lMaposb —naponb gna asTopmsaumm Ha PPP-cepsepe;

- Service-Name — nms ycnyrm — 3HadeHue Tera Service-Name B coobueHumn PADI ana
WMHULManm3aumm PPPoE-coeanHeHua (Mcnosb3oBaHWE [AAHHOM OMUMM He ABASEeTCS
obA3aTeNbHbIM, 3TOT NapaMeTp HacTpanBaeTcs TO/IbKO Mo TpeboBaHMIo NpoBanaepa);

- Bmopoli docmyn — TN AOCTyNa K  JIOKaJIbHbIM  CETEBbIM  pecypcam.

Mo*KHo BbIOpaTb 2 BapuaHTa:
DHCP — pauHamuyeckuit poctyn, Korga IP-agpec u Bce HeobxoaMmblie napameTpbl
nosnyyatorca no npotokony DHCP;
Static — cTaTuyeckMii — B 3TOM c/yyae Heobxogumble ANA AOCTyNa napameTpbl HYXKHO
YKa3aTb BPY4HYIO:

= |P-adpec — Npu CTaTUYECKOM A0CTYMe C 3TOro aapeca ocylwectsaseTca gocrtyn ao PPTP-cepsepa;
= Macka nodcemu — Npu CTaTUYECKOM A0CTyrne Macka NoAceTu;

= DNS-cepsep — npu ctatuyeckom goctyne cepsep DNS, ncnonbayemblii B 10KaIbHOM ceTy;

= [lIn1103 — NpW CTaTMYECKOM A0CTyne W3 Ana AocTyna K PPTP-cepsepy (ecam Heobxogum).

—  PPTP — pexXum, Npu KOTOPOM BbIXO4, B MIHTEpPHET OCyLLecTBAAETCA Yepes cneumasbHbli
KaHan, TYHHeNb, ucnonb3ya npoTtokon PPTP. Mpu Bbibope « PPTP» nna pefakTMpoBaHuA
CTaHYT AOCTYMHbI Cegytolme napameTpbl:

- PPTP-Cepsep — agpec cepepa PPTP (aomeHHoe ums unm IP-agpec B popmare IPv4);

- Umsa nonb3osamesnsa — NMA NONb30BaTeNA AnAa asTopusaummn Ha PPTP-cepsepe;

- laposs — naponb Ana astopusaumm Ha PPTP-cepsepe;

- Bmopol docmyn — TMN AOCTyna K NOKanbHbIM ceTeBbiM pecypcam u PPTP-cepsepy.

Mo*KHo BbIGpaTb 2 BapnaHTa:

DHCP — pauHamuyeckuit poctyn, Koraa IP-agpec u Bce Heobxoaumblie MapameTpbl
nosny4atorca no npotoxkony DHCP;

Static — cTaTMYeckuin, B 3TOM c/lyyae Heobxoammble gns goctyna K PPTP-cepsepy
napameTpbl 3a4a0TCA BPYYHYIO:

e |P-adpec — Npu CTaTUYECKOM AOCTYMNe € 3TOro agpeca OCyLLecTBaAAeTca A0CTYn A0
PPTP-cepBepa;

e Macka nodcemu — Npu CTaTUYECKOM A,0CTYMe MacKa NnoaceTy;

e DNS-cepsep — npu ctatudeckom goctyne cepsep DNS, ncnonb3yemoln B 1OKanAbHOM

cetu;
e llin03 — npu cTaTUYECKOM AocTyne w3 Aana goctyna K PPTP-cepsepy (ecnu
Heobxoaum).

— L2TP — pexXum, Npu KOTOpOM BbIxog, B MHTepHET oCyLLeCcTBAAETCA Yepes crneunasbHbIn
KaHan, TYHHeNb, ucnosb3ysa npotokon L2TP. Mpu Bbibope «L2TP» ana penakTMpoBaHus
CTaHYT AOCTYMHbI cneaytowme napameTpbi:

L2TP-Cepsep — anpec cepsepa L2TP (gomeHHoe nma nnn IP-agpec 8 dopmarte IPv4);
Uma nonbzosamesna — UMA NONb30BaATeNA ANA aBTOpU3aumm Ha L2TP-cepsepe;

lMaponb — naponb Ana asTopmusaumm Ha L2TP-cepsepe;

Bmopoli docmyn — Tun [ocTyna K J0KaAbHbIM ceTeBbiM pecypcam u L2TP-cepsepy.
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MoKHo BbIOpaTb 2 BapuaHTa:

DHCP — puHamuyeckuit poctyn, Korga IP-agpec M Bce Heobxoammble napameTpbl
nonyyatorca no npotokony DHCP;

Static — cTaTMYecKMn, B 3TOM C/lydae Heobxogumble ana poctyna K L2TP-cepsepy
napameTpbl 3a4aL0TCA BPYUHYIO:

= |P-gdpec — Npu CTaTUYECKOM A0CTYyrNe € 3TOro agpeca ocylecTsaserca goctyn ao PPTP-cepBepa;
= Macka nodcemu — Npu CTaTU4ECKOM A0CTyNne Macka noaceTu;

= DNS-cepgep — npu cTtatndyeckom aocrtyne cepsep DNS, ncnosb3yemblii B IOKa/IbHOM CETU;

= [l//1103 — NPV CTaTMYECKOM A0CTyMe W3 ana aoctyna K L2TP-cepsepy (ecam Heobxoaum).

Mpotokonbl PPTP u L2TP mncnonb3yloTca ANA CO34aHMA 3aLMLLEHHOrO KaHana CBA3MU
yepes Internet mexay KOMNbOTEPOM YyAaNEeHHOro NOMb30BaTeNA M YACTHOM CeTbio ero
opraHmsaummn. PPTP n L2TP ocHoBbiBaloTCA Ha npoTokone Point-to-Point Protocol (PPP) u
ABNAIOTCA ero pacwupeHuamn. [aHHble BepxHUX YyposHel mogenn OSI  cHavana
WHKancyaupytotca B PPP, a 3aTtem B PPTP mnum L2TP ana TyHHeNbHOM nepepayun yepes ceTu
obwero poctyna. ®yHKUMOHaNbHbIE BO3MOXHOCTM PPTP n L2TP pasauyHbl. L2TP moxet
MCMNONb30BaTbCA He TO/IbKO B IP-ceTax, cnyKebHble coobLIeHUs Ans co3gaHuA TYHHena u
NnepecbiIKK Mo HeMy AaHHbIX UCNO/b3YIOT O4MHAKOBbIA GopmaTt M NpoTokobl. PPTP moxket
NPUMeEHATbCA ToMbKO B IP-ceTax, n emy HeobxoguMmo oTgenbHoe coeguHeHue TCP ana
CO3[laHMA U WUCNONb30BaHMA TyHHena. L2TP nosepx IPSec’ npegnaraet 6onblue ypoBHEN
6esonacHocTn, Yyem PPTP, M uMMeeT BbICOKYH CTeneHb 3allMWEeHHOCTU BaKHbIX AAs
OpraHm3aumm AaHHbIX.

OcobeHHocTM L2TP penatoT ero oYeHb NEpPCrnekTUBHbIM MPOTOKOAOM A/A MOCTPOEHMUS
BMPTYaNbHbIX CETEMN.

Ana BCTynaAeHnA B CUNy HOBOWM KOH(I)VIpraLI,MM N 3aHeCeHUA HaACTPOEK B 3HEProHe3aBUCMMYIO MaMATb

Ha*XMute KHOMKRyY . Ana oTmeHbl WU3MEHEHUIN HAaXXMUTE KHOMKY

Y106bl NOAKNIOYUTL YCTPOWCTBO K CETU NpoBangepa, HEOBXOAMMO YTOYHUTb Yy oOrepaTopa CeTeBble
HacTpoMKu. Mpu NCNoNb30BaHNKN CTAaTUYECKMX HACTPOEK B Nosie «MPOTOKO» HYXKHO BblbpaTb 3HaueHme «Staticy,
3ano/HUTL nons «BHewHuin IP-agpec», «Macka noacetu», «lUno3 no ymonyaHuio», «lMepBuuHbii DNS» 1
«BTopuyHbIM DNS» npenocTaBieHHbIMM NPOBANAEPOM COOTBETCTBYHOLWMMM 3HAYEHUAMU. Ecan ycTpoictea B
CeTM npoBsakgepa MNO/yyaloT ceTeBble HACTPOMKKM no npoTtokonam DHCP, PPPoE, PPTP uau L2TP — B none
«MpoTokon» BblIGEpUTE COOTBETCTBYHOLMIA MPOTOKON M BOCMOAb3YHTECh MHCTPYKUMAMM nposangepa Ana
NOJIHOM W NPaBUIbHOM HACTPOMKN YCTPOMCTBA.

2.5.2 IP-tenedoHus

Ons pabotbl IP-TenepoHUN HeobXOAMMO YCTaHOBWUTb HACTPOMKM B pasgene «IP-tenedoHus». [Ons
YKasaHua [OMOJHWUTENbHbIX MapaMeTpoB MeperanTe B PEXUM PACLIMPEHHbIX HACTPOEK, HaXKaB CCbUIKY
«nodpobHeey.

Bo BKkMagKe «JIMHMA 1» BbINOAHAKOTCA OCHOBHbIE HAacTPOlKn TenedpoHHoro nopta « Phone» ycrpolicrsa:
e BKa0YUMb — NPU YCTaHOBEHHOM dnare faHHaA IMHUA aKTUBHA;
e Homep — abOHEHTCKMIN HOMeEp, 3aKpeneHHbI 3a TenedoHHOM NNHUeN;
e Umsa nonvzosamess — UMA NONb30BaTeNs Ana ayTeHTUdMKaumm Ha SIP-cepBepe;

e [laposab —naponb Ans ayteHTMPUKaumm Ha SIP-cepsepe.

Bo Bknaake «SIP» BbINOAHAOTCA OCHOBHbIE HAaCTPoOMKK ans SIP-npokcu cepeepa:

2 Ona KoppeKTHOM paboTbl IPSec cnepyeTt OTKNIOUNTL TPAHCAALMIO aapecoB OTNpaBUTeNa.
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e SIP-npokcu cepsep — ceteBoi agpec SIP-cepBepa — yCTPOMCTBA, OCYLLECTBAAIOWErO KOHTPO/b
AocTyna scex aboHeHTOB K TesiedOHHOM ceTn npoBanaepa. MoXHO yKasaTb Kak IP-agpec, Tak u
AOMEHHOoe MMsA (4epe3 ABOETOUYME MOMKHO 3a4aTb anbTepHatTuBHbIM UDP-nopt SIP-cepsepa, no
ymonyaHuio 5060);

e Peaucmpayus — npu ycTaHOBAeHHOM ¢nare paspellieHa perncrtpaums aboHEHTCKMX MOPTOB Ha
cepBepe permcrpaumu;

o (Cepsep peaucmpayuu — CETeBON agpec YCTPOMCTBA, Ha KOTOPOM OCYLLECTBAAETCA perucrpauma
Bcex aboHeHTOB TenepOoHHOM CeTH C Le/ibio NpeaoCcTaBAeHMa UM NpaBa Noib30BaTbCs YC/Iyramum
CBA3M (4epes OBOETOYME MOMKHO YKasaTb a/fibTepHaTMBHbIA MOPT cepBepa pPerucrpaumu, no
ymonyaHmio 5060). MoKHO yKasaTb Kak |P-agpec, Tak u gomeHHoe uma. OBbIMHO cepsep
pernctpaumnmn pusmnyeckm coemelleH c SIP-npokcu cepsepom (OHM MMEIOT OAMHAaKOBbIN aapec);

e SIP domain — pOMeH, B KOTOPOM HaxoAMTCA YCTPOMCTBO (3ano/sHATb Npu HeobxoamMmocTu),
Ha3HayaeTcA aBTOMaTUYecKn npu noayvyeHuun 15 onuunmn npotokona DHCP naun 3agaetca Bpy4Hyto.
JomeH, 3a4aHHbI BPYYHYIO, UMEET NPUOPUTET Hag, HACTPOMKoM noayyeHHon no DHCP.

[na BCTyNAeHUA B CUAYy HOBOM KOHOUrypaLuum M 3aHECEHMS HAaCTPOEK B SHEProHesaBUCUMYI0 MamsATb

HaXXMUTe KHOMKY . ,ﬂ,ﬂﬂ OTMEHbI USMEHEHUI HaXXMUTE KHOMKY =

2.5.3 IP-teneBupgeHue

Ons pabotbl dyHKUMKM IPTV HYKHO BbINOAHUTL OCHOBHbIE HAaCTPOMKK B pasgene «IP-tenesugeHune». Ans
YKa3aHuA [OMONHMTE/IbHbIX MapameTpoB NepenguTe B PEXUM PACLUMPEHHbIX HACTPOEK, HaXKaB CCbUIKY
«nodpobHee».

e  BKawoyume IPTV — npu ycTaHOBAEHHOM dare paspelleHa TpaHCcAAauua nakeTos IP-teneBnaeHus c
WAN-uHTepdeiica TAU-IM.IP (13 ceTu npoBalgepa) Ha YCTPOWMCTBA, NOAKAOYEeHHble K LAN-
nHTepoelicy;

e  Bkawyume HTTP-npoKcu — npu ycTaHOBAEHHOM dnare ncnonbsoatb HTTP-npokcu. HTTP-npokcu
ocyuwecTtBaseT npeobpasosaHne UDP-notoka B notok HTTP, 4To NO3BOAIAET Y/AYYLIUTb KAauyecTBO
TPaHCANPYEMOTO M306paXKEHNA NPU NJIOXOM KaYecTBE KaHana CBA3W B NOKA/IbHOM CETW.

e [lopm HTTP — Homep nopTta HTTP-npoKcK, ¢ KoToporo Byaer ocylwecTBAATbCA TPaHCAMPOBaHME
BMAEO-NOTOKa. Mcnonb3yiiTe 3TOT NOPT ANA NOAKAYEHMA K TPAHCAMPYEMbIM YCTPOMCTBOM
notokam IPTV.

Hanpumep, ecnm yctpolicteo umeeT Ha LAN-uHTepdeiice agpec 192.168.0.1, ans nopTa NpoKcu-cepsepa
BblbpaHO 3HayeHue 2345, n HeobxoaMmo BocnpomsBecTn KaHan 227.50.50.100, TpaHcaupytowmiica Ha UDP-
nopt 1234 - ana nporpammol VLC aapec NOTOKa HYXXHO 3a4aTb B Buae:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

Ona sctynneHmna B cuny HOBOM KOHd)MpraLI,MM N 3aHeCeHnA HACTPOEK B 3HEProHe3aBUCMMYKO NMaMATb

Ha*XMute KHOMKy . Ona otmeHbl M3MEHEHUIN HaXKMUTe KHOMKY

2.5.4 Cucrema

B pasgene «Cuctema» BbINOAHAETCA HacTpoika poctyna K Web-koHdurypatopy ycTpoictea. [ns
YKasaHua [OMNONHWUTE/bHbIX MapaMeTpPoB MeperanTe B PEXMM PACLIMPEHHbIX HACTPOEK, Ha¥KaB CCbIIKY
«nodpobHeey.

Loctyn Kk Web yepe3 WAN:

e HTTP — npu yctaHOBNEHHOM dnare paspelleHo noaxkntodeHune Kk Web-koHburypatopy ycTpoicrsea
yepe3 WAN-nopT no npotokony HTTP (He6e3onacHoe noakAo4eHue);
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e HTTPS — npu ycTtaHoBAeHHOM dnare paspelieHo noakaodeHne K Web-koHdurypaTtopy
ycTpoiictea yepe3s WAN-nopT no npotokosy HTTPS (6e3onacHoe noaknoUyeHue).

Mo ymonuanuio aoctyn K Web-untepdeiicy ycrpoiictea paspelueH ToabKo yepe3 LAN-untepdeiic.

[na BCTynaeHus B cUAy HOBOW KOHOUrypaumm M 3aHECeHMs HACTPOeK B SHEpProHesaBMCMMyo NamAaTb

Ha*XXMute KHOMKy . ,ﬂ,l’lﬂ OTMEHbI USMEHEHWNI HaXKMUTE KHOMKY -

2.6 PacwmpeHHble HaCcTpPoiKu

[Ons nepexoga B peXMm paclUMpeHHbIX HAaCTPOEK YCTPOMCTBA HaXKMUTE CCbl/IKY «100pobHee» B Ha3BaHUU
Nto60oM NAUTKM UK HA NAaHeM cieBa BbibepuTe NyHKT «HacTpoiku».

2.6.1 OcHoBHble anemeHTbl Web-untepdeiica

Ha pucyHKe 7 npepacTaBieHbl 3nemeHTbl Hasuraumm Web-koHdurypatopa B pexkume pacliMpeHHbIX
HaCTPOEK.

TAU-1M.IP 1 - admin

Cere QWLGEHELLLULE IP-TeneBnaeHve  JlokanbHele MHTepdielicel  Cuctema 2

QoS HacTpokika nuHuiA  Mpocpunu SIP. Mpodpunu dialplan  Mpedwkcsl ynpaenenus B0 Curkankl Bbi30Ba  MICTOPHA Bbi30BOB %Y

CeteBble HacTpouku IP-TenedoHrnm s

Mcnonb3osaTth HAacTpoiky Intermet  #

£ Hactpoiika IPSec

BrIO4MTE o

Bepeus M0 (rekyman sepcna MO}

© 000 "Mpednpusmue "3nmexc”, 2011 — 2018 -
f Bepeus se0-usmepgeiica: (Tekywan BepcHa Bed-nHTep(heica)

PucyHoK 7 — dnemeHTbl Hasuraumm Web-koHdurypatopa
OKHO N0Nb30BaTENbCKOrO UHTepdelica pa3geneHo Ha cemMb obnacTel:

1 WmAa nonb3oBaTtens, noj KOTOPbIM 6bll OCYLLECTBNAEH BXOZ4, B CUCTEMY, KHOMKa 3aBeplueHus
ceaHca paboTbl B Web-uHTepdeiice (8b/x00) noa, AaHHbIM NOAb30BaTENEM M BbINagalolLee MeHIo
BblbOpa A3blka Web-uHTepdelica.

2 BKnagkM MeHlo TpynnupyloT BKAaAKM nogmeHto no Kateropusam: Cetb, IP-TtenedonHusn, IP-
TenesuaeHue, JlokanbHble uHTepdeiicbl, Cucrema.

3 BKnagku nogmeHo CNyXaT ANnAa ynpasaeHnAa nonem HaCTtpoek.

4 MaHenb cmeHbl pexuma Web-koHdurypaTopa (onucaHue npuseaeHo B pasgene 2.3 Pexumbl
paboTbl Web-uHTepdelica).

5 Tone HacTpoek ycTpoicTea, KoTopoe 6asmpyeTca Ha Bbibope Noab30BaTeNs, NpeaHasHayYeHo Ans
MPOCMOTPa HacTPOEK YCTPOWCTBA M BBOAA KOHOUIYPaLMOHHbIX AaHHbIX.

6 KHOMKM ynpaBaeHusa KoHduUrypaumein, noapobHas nHbopmauma npuseseHa B pasgene 2.4.
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- [pumeHUMb — NPUMEHNUTb U COXPaHUTb TEKYLLYID KOHPUIypauuio B 3HEProHEe3aBUCUMYIO
NamsATb YCTPOWCTBA;
- OmmeHa — 0OTMEeHa U3MEHEHUI (BO3MOKHA TO/IbKO 10 HAXKaTUA Ha KHOMKY «[TpuMeHUmMb»).

7 WHdopmaumoHHOe nosie, B KOTOPOM OTOBpaXKaercsa Bepcus nporpaMmmHoro obecneyeHms, Bepcus

Web-unntepdeiica.

2.6.2 MeHio «CeTb»

B meHo «CeTb» BbIMOMHAETCA KOHPUIYPUPOBAHME CETEBLIX HACTPOEK YCTPOMCTBA.

2.6.2.1 MNMopameHio «AHTEepHET»

B nogmeHto « MHTepHEeT» BbIMOMHAETCA KOHOUIYpUpPOBaHUe BHeLHel ceT (no npoTokonam PPPoE, DHCP,

PPTP, L2TP, cTaTU4YECKM, B PEXMME MapLUPYyTU3aTOPa U MOCTa) U IOKA/IbHOW CeTH.

ObWwwe HacTROWKK

MmA xocTa

BHelWHAR ceTb

MNogrnioderne k MHTepHET
CKopoCTh M AYNMEKE
HacTpoHKku NogKnoYeHun
Pexum paboThl
Mporokon
AnETepHaTHBHLIA endor 1D (enuua 80)
Wudopmauus areqta DHCP Relay (Onuus 82)
Mepardrei DM
Bropuytbig DMNS
Pazmep MTU
Wenonesosats WVLAN

OTENIOHUTE TPEHE MALMID 84PEC OB CTNIPABUTENS

INoKkaneHasa ceTb
IP-agpet

Macka nggeetu

HacTpoika IPSec

BrnicumTh

MpoBGHEE NOFKIICHEHKE

Auto

MapLupy THEaTOR

DHCP

1500

192.168.1.1

JEE I IE5 0

Obuwue HacmpoUKu

. Mma xocTa — ceTeBoe Uma yCTpOl\;lCTBa.
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BHewHss cemb

e [lodKnroveHue Kk UHmepHem — cnocob NoAKAOYEHUA YCTPOMCTBA K BHELLHEN CeTH:

— [IpogoOHoe rnodKnoueHue — NoaKAOHEHNE K ceTU UHTepHET OCyLLEeCTBASETC TONbKO Mo
Ethernet-kabento yepes nopt WAN;

— 3G/4G USB-modem — nopxaodeHue K cetm WMHTepHeT ocyulectsnserca yepes
becnposogHon USB-mogmem 3G/4G (uepes ceTb MOBUIbHOM CBA3K), MOAKIOYEHHbIN K
USB-nopTy ycTpoincrea.

— AsmomamuyecKu nepexodumes HA pe3epsHbill KaHAaA — NoAKAoYeHue K cetn UHTepHeT
OCYLLECTBASETCA MO OCHOBHOMY KaHasy (3agaetca Huxke B none « OCHOBHOM KaHan»), U B
cnyyae nponagaHus AocTyna K cet MHTepHeT no oCHOBHOMY KaHany byaeT npousseneH
aBTOMATUYECKUIA Nepexos Ha pe3epBHbIi KaHan.

e CKOpOCTb M AynneKc — yCTaHOBKa CKOPOCTU Mepefayn AaHHbIX U pexuma paboTbl gynnekca Ha
Ethernet-nopty WAN aboHeHTCKOro Wwto3a:

— Auto — aBTOMaTM4YeCKOe COornacoBaHMe CKOPOCTU U AyNeKca;

— 100 Half — noanepnsaetca ckopocTb 100 M6UMT/C € NoayaynaeKCHbIM PEXUMOM;
— 100 Full — noaaepxusaetca ckopoctb 100 M6UT/C ¢ AynieKCHbIM PEXNUMOM;

— 10 Half — nopgaep»unsaetca ckopoctb 10 M6MT/C € NONYAYNNEKCHbIM PEXKUMOM;

— 10 Full - nopaepskmeaeTcs ckopocTb 10 MBUT/C ¢ AynieKCHbIM PEXUMOM.

Hacmpoliku nodkawoyeHus

Mpu Bbibope cnocoba nogknoueHusa «MpoBogHoe nNoOAKAOYEHMe» OyayT AOCTYNHbI chaegytowme
HaCTPOWKM NOAKIOYEHUS:

e Pexum pabotbl — perknm paboTbl YCTPOMNCTBA:

—  Mapwpymuzamop — mexagy LAN- n WAN-uHTepdeincamm ycTaHaBAMBAETCA pPEXMM
mapuwpyTtusaTtopa (LAN nsonmposaH ot WAN);

—  Mocm — mexagy WAN un LAN-MHTepdeincamun ycTaHaBMBAETCS PEXMM MOCTA: AaHHble
nepeaatorca npospadyHo ns LAN B WAN 1 06paTHO — paKTMUYECKH yCTponcTBo paboTaeT B
perKMme KOMMyTaTopa.

Mpu BblbOpe pexnma paboTbl «Mapwpymuszamop» 6yayT AOCTYMHbI CAeAylolWMe HacTPOWKK
NOAK/IOYEHUs:

e [lpomokon — BblIbOP MNPOTOKO/MA, MO KOTOpOMYy bOyaeT ocywecTBaaTbca nogknoveHne WAN-
UHTepdelica yCTPOMCTBA K CETU NPeaoCcTaBAeHMA yCayr NpoBangepa:

—  Static — pexXum paboTbl, Npu KoTopom IP-agpec 1 Bce HeobxoamMmble napameTpbl Ha WAN-
nHTepdelic HasHavatoTca cTaTudecku. Mpu Bblibope TMNa «Staticy gns pesakTUpPOBaHMUSA
CTaHYT AOCTYMHbI CNefytolme napameTpbl:

- BHewHul IP-adpec ycmpolicme — yctaHoBKa |IP-aapeca WAN-uHTepdelica ycTpoicTea B
ceTu NpoBanaepa;

- Macka nodcemu — MacKa BHELLIHeN NoACeTH;

- a3 no ymon4aHuto — appec, Ha KOTOpblA OTNPaBAAETCA NAKeT, ecan ANA HEero He
Hal4eH MapLwpyT B Tabanue mapLupyTmsaumnu;

- MepsuyHsbiii DNS, BmopuuHbili DNS — aapeca cepBepoB AOMEHHbIX MMEH (MCMob3ytoTcs
ana onpepenenuns IP-agpeca ycTpoicTBa No ero JOMEHHOMY MMeHMu). [aHHble nons
MOKHO OCTaBUTb NYCTbIMW, ECIN B HUX HET HEOOXOAMMOCTU.
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— DHCP — pexkum paboTbl, npu Kotopom |IP-agpec, macka noacetn, agpec DNS-cepsepa,
LW/I03 MO YMONYAHUIO U Apyrue napameTpbl, Heobxoaumble ans paboTtbl B cetu, byayT
nonyyeHol ot DHCP-cepBepa aBTOMaTUYECKM.

Moaaepxnsaemble onuum:

1 — macka cety;

3 —apapec ceTeBOro W/k3a No YMONYAHUIO;

6 —agpec DNS-cepsepa;

12 — ceTeBO€E UMSA YCTPOMCTBA;

15 — pomeHHOoe ums;

26 — pasmep MTU;

28 — WKnpoKoBeLaTeNbHbIM aapec ceTy;

33 - cTaTMyecKkue mapLpyThbl;

42 —appec NTP-cepsepa;

43 — cneundunyHaa nHpopmauma nponssoauTens;
60 — anbTepHaTMBHbIN Vendor ID;

66 —agpec TFTP-cepsepa;

67 — uma daitna MO (gna 3arpy3km no TFTP c cepsepa 13 onunn 66);
82 - uHpopmaums areHTa DHCP Relay;

120 — outbound SIP-cepBepa;

121 — 6ecknaccoBble CTaTUYECKME MAPLLPYTbI.

Ons npotokona DHCP nmeetca BO3MOMKHOCTb 334aTb Heobxoaumoe 3HayeHue onuuii 60 n
82.

AnomepHamusHsili Vendor ID (onuyus 60) — npwn ycTaHOBAEHHOM dnare YyCTPOMCTBO
nepeaaér 8 DHCP-coobuweHusax B onumm 60 (Vendor class ID) 3HaueHne u3 nona Vendor ID
(onyusa 60). Npu nyctom none onuua 60 B coobueHnax npotokona DHCP He nepegaétcs.

Ecnn dnar AnemepHamusHeiii Vendor ID (onyus 60) He yctaHoBAeH — B onumn 60 nepegaetcs
3HaYeHue Mo yMOoIMaHUIO, KOTOPOE MMEET caeaytowmii opmar:
[VENDOR:npoussoautens][DEVICE:Tun yctpoiictea][HW:annapaTtHaa Bepcua] [SN:cepuitHbin
Homep][WAN:MAC-agpec nHTepdelica WAN][LAN:MAC-agpec nHTepdelica
LAN][VERSION:Bepcua nporpammHoro obecneyeHus]

Mpumep:
[VENDOR:EItex][DEVICE:TAU-1M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:# 2.3.1]

UHpopmayua azeHma DHCP Relay (onyus 82) — npwn yctaHoBneHHom dnare nossonset
nobasutb B DHCP-3anpoc:

= loeHmugukamop uyenu azeHma (Onyua82) — nossonset pobasutb B DHCP-3anpoc onuuio 82,
nogonumto 1 - Agent Circuit ID;

= loeHmugukamop yoaneHHo20 azeHma (Onyus82) — no3sonaeTt aobasutb B DHCP-3anpoc onuuio 82,
nogonuuto 2 - Agent Remote ID.

Cnucok ucnonbsyembix DHCP-onuuii Ha Kaxagom ceTeBom WHTepodelice (Internet, VolP,
Management) MOXKHO 3aaBaTb Bpy4YHYto. MHGOpPMaums no HacTpomKe Crincka npeacraBieHa
8 Mpunoxerue B. HACTPOMKA dhcp-KNMeHTOB B My/IbTUCEPBUCHOM PEXUME

lMepsuyHsili DNS, BmopuuHsili DNS — |P-appeca DNS-cepsepoB — ecan agpeca DNS-
CepBEPOB He Ha3HayalTCA aBTOMaTMYecKu no npoTtokony DHCP, npu HeobxogumocTu 3agdaite ux
BPy4YHyto. Aapeca, 3afaHHble BPY4YHylO, OyayT MMmeTb npuopuTeT Hag aapecammn DNS-cepsepos,
Nnosy4YeHHbIMK No npoTokony DHCP.
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—  PPPoE — pexum pabotbl, npn koTopom Ha WAN-uHTepdeiice nogHumaetca PPP-ceccus.
Mpu Bbibope «PPPOE» ansa pesakTMpOBaHUA CTAHYT AOCTYMHbI Cheaytowme napameTpbl:

Umsa nonbzosamersnd — A NOAb30BaTeNAa 41a asTopmsaunm Ha PPP-cepsepe;

lapons — naponb Ana aBTopusauunm;

MTU — maKcMmanbHbi  pasmep 610Ka JaHHbIX, MepeAaBaemMbliX MO CETU
(pekomeHayemoe 3HaveHne — 1492);

Service-Name — uma ycnyru — 3HadyeHue Tera Service-Name B coobuweHun PADI (none He
0bA3aTeNIbHO ANA 3aN0NHEHUA);

Tun coeduHeHus — B 3aBUCMMOCTM OT BblOpaHHOro 3HaveHus PPPoE-ceccus nogHATta
Bcerga (AlwaysOn), MHUUMMpYeTcA Npu HeobxoanmmocTu nepegaym Tpadumka (OnDemand)
UAM  UHULMUPYETCA W TEPMUHMPYETCA BPYYHYIO NPU MNOMOLLM KHOMOK «BKAOYNTDL
TYHHeNb/BbIKNOYMTL TYHHENb» (Manual);

Talimaym HeakmusHoCMU, C — MPOMENXYTOK BPEMEHM, MO WUCTEYEHUU KOTOPOro
npouncxogut paspbis PPPoOE-ceccnn no HeakTMBHOCTHM B pexkume OnDemand;

LCP echo uHmepesasn, c — nepuog, otnpasku LCP-3anpocos;

Konuuecmso owubok LCP echo — KonundyectBo HeoTBe4yeHHbIXx LCP-3anpocos, nocne
KOTOpbIX NponcxoamT paspbis PPPoE-ceccuu;

Bmopoli docmyn — TN p[oCcTyna K JIOKafbHbIM ~ CEeTEBbIM  pecypcam.

Mo*KHo BbIOpaTb 2 BapuaHTa:
DHCP — puHamwuueckuit poctyn, Koraa IP-agpec M Bce Heobxoaumblie MapameTpbl
nosnyyatorca no npotokony DHCP;
Static — cTaTnuyeckuit — B 3ToM cnydae HeobxogMmble gas AOCTYNa NapameTpbl 3a4atoTcs
BPYYHYIO:

= |P-a0pec — Npu CTaTUYECKOM A0CTyMNe C 3TOro afapeca ocywectsaseTtca gocrtyn 4o PPTP-cepsepa;
= Macka nodcemu — Npu CTaTUYECKOM A0CTyrne MacKa NoACeTH;

= DNS-cepsep — npu cTatuyeckom goctyne cepsep DNS, ucnonbayemsiii B NOKaNbHOM CeTY;

= [lI1103 — NpW CTaTUYECKOM A0CTyne W03 gns goctyna K PPTP-cepsepy (ecnm Heobxoanm).

Ucnonezoeamse emopoli docmyn 0as VolP — onuua [ocTynHa, eciM gnsa cepsuca |P-
TenedoHMM He HACTPOeH BblaeneHHbI uHTepdenc (yctaHosneH d¢nar «Mcrnons3zosame
HacmpolKu Internet»). Mpwn cHAaTom dnare (Nno ymonyaHuo) cepsuc IP-TenepoHmmn
ncnonb3yeT Ans csoei paboTbl MHTepdelic PPP, npu ycTaHOBAEHHOM — UHTepdelic BTOpOro
poctyna (IPoE);

AnnapamHoe ycKkopeHue mpaguka — B 3aBUCUMOCTM OT BbIBPAaHHOIO 3HAYeHMA A0CTUraeTcA
yBe/NIMYEHME MPONYCKHOM cnocobHOCTU ycTpoicTBa Npu nepegade Tpaduka PPP (npwm
Bbibope PPP) unu IPoE (npwu Bbibope Ethernet).

— PPTP — pexum, Npu KOTOPOM BbIXO4 B MHTEpHET OCyLecTBAAETCA Yepe3 crneunasbHbIn
KaHan, TYHHenb, ucnonb3ya npoTtokon PPTP. Mpwu Bbibope «PPTP» ana penaktMpoBaHuA
CTaHYT AOCTYMHbI cCheaytowme napameTpbi:

PPTP-Cepsep — IP-appec cepsepa PPTP;

Uma nonbzoseamersda — UMA NOAb30BaTeNna 4na astopmsaumm Ha PPTP-cepsepe;

lMaponb — naponb AnAa asTopusaummn Ha PPTP-cepsepe;

MTU — MaKcMmanbHblA  pasmep 6/710Ka  AaHHbIX, MepegaBaemMblx MO  CeTU
(pekomeHayemoe 3HayeHue — 1462);

Tun coeduHeHUA — B 3aBUCMMOCTW OT BblbpaHHOro 3HauyeHuAa PPTP-ceccus noaHsTa
Bcerga (AlwaysOn), wuvHUUMMpyeTcA nNpu  HeobxoAMMOCTM nepedadn TpaduKa
(OnDemand) vwnu vHUUMKMpPYETCA U TEPMUHUPYETCA BPYUHYIO NPU MOMOLLM KHOMOK
«BKaouume myHHesns/Bbikaoyums myHHens» (Manual);
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Talimaym HeaKkmusHOCMU, C — MPOMEXYTOK BPEMEHM, MO UCTEYEHUN KOTOPOro
npouncxoguT paspbis PPTP-ceccnmn no HEAaKTUBHOCTM B pexxume OnDemand,

LCP echo uHmepsasn, c — nepuog otnpasku LCP-3anpocos;

Konuuecmso owubok LCP echo — KonuvectBo HeoTBeuveHHbIX LCP-3anpocos, nocne
KOTOpPbIX NpoucxoauT paspbis PPTP-ceccuu;

Bmopoli docmyn — TMN A0CTyNa K JIOKa/ibHbIN ceTeBbiMm pecypcam n PPTP-cepsepy.

Mo3KHO BbIOpaTh 2 BapMaHTa:
DHCP — puHamuyeckuit poctyn, Korda IP-agpec M Bce Heobxoaumble napameTpbl
noay4yatorca no npotokony DHCP;
Static — cTaTUYecKuil, B 3TOM CcJlydae Heobxogumble ana pgoctyna K PPTP-cepsepy
napameTpbl 334a0TCA BPYUHYIO:

= |P-adpec — Npwn CTaTUY4ECKOM AOCTyrne ¢ 3TOro agpeca ocylecreaserca goctyn go PPTP-
cepBsepa;

= Macka nodcemu — npu cTaTUHECKOM A0CTyNe MacKa NoACceTH;

= DNS-cepsep — npu ctatuyeckom goctyne cepsep DNS, ncnosbsyembli B JI0KA/IbHOM

cetu;
= [lInto3 — Npu CcTaTUYECKOM [AocTyne w3 ana goctyna K PPTP-cepsepy (ecan
Heobxoaum).

Ucnoneszosame emopoli docmyn 0as VolP — onuua [octynHa, ecaM gna cepsuca |P-
TenedoHUM He HACTPOEH BblAENEHHbIN MHTepdelc (ycTaHoBAeH dnar «Mcrnoans3oeame HacMpoUku
Internet»). Mpu cHATOM dnare (No ymonuyaHuio) cepsBuc IP-TenedpoHMM ncnonb3yeT gas cBoei
paboTbl MHTepdeiic PPP, npu ycTaHOBAEHHOM — MHTepdenc BToporo goctyna (IPoE).

AnnapaTHoe ycKopeHue TpaduKa paboTaeT ToNbKo Ana nHtepdeica sBToporo gocryna (IPoE).

— L2TP — pexum, npu KOTOPOM Bbixog B MHTEPHET OCYLLECTBASETCA Yepes cneumasbHbli
KaHan, TYHHeNb, ncnonb3ya npotokon L2TP. Mpu Bbibope «L2TP» Ana peaakTMpoBaHuA
CTaHYT AOCTYMHbI Cegytolme napameTpbl:

L2TP-cepsep — IP-apgpec cepsepa L2TP;
Umsa none3zosamesnsa — uMA NONb30BaTeNA ANA aBTopu3aunmn Ha L2TP-cepsepe;
lMapons — naponb gna asTopmusaumm Ha L2TP-cepsepe;
MTU — maKcumanbHblit pasmep 610Ka AaHHbIX, NepesaBaeMbix Mo ceTU (pekomeHayemoe
3HayeHue — 1462);
Tun coeduHeHUs — B 3aBUCUMOCTM OT BblIbpaHHOro 3Ha4YeHma PPTP-ceccua noaHATa Bceraa
(AlwaysOn), nHUuMMpyeTcs Npu HeobxoamMmocTM nepedaun Tpaduka (OnDemand) wnum
MHULMUPYETCA U TEPMUHUPYETCA BPYYHYIO MNpPU  NOMOLWM KHOMOK  «BKawoyums
myHHenb/Boikaoyume myHHens» (Manual);
Talimaym HeaKmMuU8HOCMU, C — NPOMEXKYTOK BPEMEHU, NO UCTEYEHNN KOTOPOro NPOUCX0ANT
pa3pbiB L2TP-ceccumn no HeaKTUBHOCTU B pexxnume OnDemand;
LCP echo uHmepean, c — nepuog, otnpasku LCP-3anpocos;
Konuyecmeo owubok LCP echo — KonnyecTBo HeoTBeueHHbIX LCP-3anpocoB, nocsie KoTopbixX
npouncxogut paspbis L2TP-ceccuu;
Bmopoli docmyn — Tvn AocTyna K 10KanbHbIM ceTeBbIM pecypcam n L2TP-cepsepy.
MoKHO BblIGpaTb 2 BapMaHTa:

DHCP - pnHamuyeckuin poctyn, Korga |IP-agpec M Bce HeobxoauMmble NapameTpbl
nony4atorca no npotoxkony DHCP;
Static — cTaTMyeckuidi, B 3TOM C/y4ae Heobxoaumble pna goctyna K L2TP-cepsepy
napameTpbl 334aL0TCA BPYUHYIO:

- IP-adpec — npu cTaTMYeCKOM AOCTyne C 3TOro agpeca ocyllecTsaaeTca goctyn go PPTP-

cepBepa;
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- Macka nodcemu — nNpu CTaTUHECKOM A0CTyNe Macka NnoaceTu;
- DNS-cepgep — npu ctatudyeckom goctyne cepsep DNS, vcrnosib3yemblit B N0OKaNbHOM

cetu;
- lLino3 — npu cTaTMYecKom JAocTyne waw3 ans aoctyna K L2TP-cepsepy (ecau
Heobxoaum);

- Ucnonezosames emopoli docmyn 071 VolP — onumua gocTynHa, ecan ans cepsuca |P-
TenepoHUM He HaAcTPoeH BblaeneHHblh uHTepdelic (yctaHoBneH dnar «Mcnonbzosams
Hacmpoliku Internet»). MNMpu cHAatom ¢nare (No ymondyaHuio) cepsuc IP-tenepoHun
nucnosnb3yetr ana csoei pabotbl mHTepdeiic PPP, npu ycTaHOBAEHHOM — WHTepdenc
BTOpOro aoctyna (IPoE).

AnnapaTHoe yckopeHue TpaduKa paboTaeT ToNbKo AN uHTepdeica BToporo goctyna (IPoE).

Mpotokonbl PPTP u L2TP mncnonb3yloTca ANA CO34aHMA 3aLUMLLEHHONO KaHana CBA3MU
yepes Internet mexay KOMNbOTEPOM YyAaNeHHOro NOMb30BaTeNA M YACTHOM CeTbio ero
opraHmsaummn. PPTP n L2TP ocHoBbiBaloTcA Ha npoTokone Point-to-Point Protocol (PPP) u
ABNAIOTCA ero pacwupeHuamu. [aHHble BepxHUMX YyposHel mogenu OS|  cHayana
WMHKancynunpytotca B PPP, a 3aTtem B PPTP mnun L2TP ana TyHHeNbHOM nepepayun yepes ceTu
obuwero goctyna. ®yHKUMOHaNbHbIE BO3MOXHOCTU PPTP un L2TP pasnunuHbl. L2TP mokeT
MCNONb30BaTbCA He ToNbKO B IP-ceTax, cny:kebHble coobuieHna AnA co3gaHua TyYHHeNna u
NepecblsIKN MO HEMY [l@aHHbIX UCMOJb3YIOT OANHAKOBbIM GopmMaT U NpoTokobl. PPTP morkeT
NPUMeHATbCA ToMbKO B IP-ceTax, n emy HeobxoguMmo oTgenbHoe coeaumHeHwe TCP pgns
CO3[laHMA U WUCNONb30BaHMA TyHHena. L2TP nosepx IPSec® npegnaraet 6onblue ypoBHeN
6esonacHocTy, Yem PPTP, 1 rapaHTMpoBaTb BbICOKYHO CTeneHb 6e30MacHOCTb BaXKHbIX AN
OpraH13aunun SaHHbIX.

OcobeHHocTM L2TP penatoT ero ovyeHb MNEPCreKTUBHbIM MPOTOKO/IOM ANA MNOCTPOEHUA
BMPTYasibHbIX CETEMN.

Ucnonezoseame VLAN — npu ycTaHOBAeHHOM dnare UCnosb3oBaTb AAA BbixoAa B MHTepHeT
naeHtTnomkatop VLAN, ykasaHHbIl B none «VLAN ID».

—  VLAN ID —vnaentudumkatop VLAN, ncnonb3yemblit s gaHHOM ycnyru;

— 802.1P — npwusHak 802.1P (gpyroe HasBaHue CoS — Class of Service), yctaHaBAnMBaeMmMblit
Ha ucxopAwme ¢ gaHHoro nHtepdeiica IP-naketbl. MpuHUMaeT 3HavyeHMsa oT O (HU3LWKIA
npuopuTet) Ao 7 (HamsbiCWKNI NPUOPUTET).

VLAN — supmyanbHas n10KAAb6HAA cemb. MpeacTaBaset coboi rpynny XxocTos, 06beanHEHHbIX
B OAHY CeTb, HE3aBMCMMO OT MX OUSNYECKOTO MECTOHAXOXKAEeHMA. YCTPOWCTBa,
CrpynnNupoBaHHble B OAHY BUPTYanbHylo ceTb VLAN, MMEOT OA4MHAKOBbIN UAEHTUDUKATOP
VLAN-ID.

OMKAlYUMb MPAHCAAYU adpecog omnpasumesns — NpU YCTaHOBNEHHOM ¢nare OTKAtoYeHa
noAmeHa afpeca MWCTOYHMKA OTNpaBMTENA NakeTa W3 J/IOKa/NbHOM noacetTn (OTKAYeHue
masquerading).

Mpu BbIGOpE pexxnma paboTbl « Mocm» ByayT AOCTYNHbI CAeAyoLIMe HAaCTPOMKM NOAKNOYEHUA:

Mpomokon — BbIGOpP NPOTOKOSA, MO KOTOPOMY OyAeT OCywecTBaATbcA noakatodeHne WAN-
NMHTepdelica yCTPOMCTBA K CETU NPeaoCTaBAEHMA YyCAyT NpoBanaepa:

—  Static — pexxum paboTbl, Npu KoTopom IP-aagpec 1 Bce HeobxoamMmble napameTpbl Ha WAN-
nHTepdelic HasHayatoTca cTaTudecku. Mpu Bbibope TMNa «Static» ANa peaakTMpoBaHus
CTaHYT AOCTYMHbI Cheaylolme napameTpbi:

3 fina KOpPEKTHOM paboTbl IPSec cnepyeT OTKNHOUMTL TPAHCAALMIO agpPecoB OTNPaBUTENs.

30

AboHeHmckul wo3 TAU-IM.IP



O ELTEX

IP-adpec — yctaHoBKa IP-agpeca WAN-uHTepdelica ycTponcTea B CeTU NpoBanaepa;
Macka nodcemu — macKa BHELLHeN NoAceTH;

LUnto3 no ymoa4yaHuto — afpec, Ha KOTOpblii OTNpaBAAeTcA NaKeT, ecin gas Hero He
HangeH mapLlpyT B Tabmue MapLipyTm3auunm;

MepsuyHsbiii DNS, BmopuuHbili DNS — aapeca cepBepoB AOMEHHbIX MMEH (MCNoNb3yroTCA
ans onpepenexHus IP-agpeca ycTponctsa no ero AOMeHHOMY MMmeHMu). [laHHble nons
MOXHO OCTaBUTb NyCTbiMU, eCin B HUX HET HEO6XO,CI,VIMOCTVI.

— DHCP — pexxum paboTbl, npu Kotopom |IP-agpec, macka nogcetn, agpec DNS-cepsepa,
W03 MO YMOAYAHMIO M ApyrMe napameTpbl, Heobxoaumble ans paboTtbl B ceTw,
Ha3Ha4vatoTcAa no npoTokony DHCP.

- AnbmepHamusHbili Vendor ID (onyus 60) — npu ycTaHoBAeHHOM dnare YCTPOMCTBO
nepenaér 8 DHCP-coobuweHusax B onuum 60 (Vendor class ID) 3HaueHue u3 nona Vendor ID
(onyus 60). Mpu nyctom none onums 60 B cooblueHMAx npoTokosa DHCP He nepegaéTca.
Ecnn ¢nar AnbmepHamusHeili Vendor ID (onyus 60) He ycTaHoBAeH — B onuumn 60
nepegaeTcsa 3Ha4YeHne Nno yMoa4aHuUIo, KOTOPOE UMEET cneayroLmii Gopmar:
[VENDOR:npoussoautens][DEVICE:T1n yctpoiictea][HW:annapaTHas Bepcus]
[SN:cepuinHbIn Homep][WAN:MAC-agpec nHtepdpeinca WAN][LAN:MAC-agpec uHtepdeiica
LAN][VERSION:Bepcua nporpammHoro obecneyeHus]

Mpumep:
[VENDOR:Eltex][DEVICE:TAU-1M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:# 2.3.1]

NHdopmauusa areHta DHCP Relay (onuus 82) — npu yctaHoBneHHom d¢nare nosBosser
nob6asutb B DHCP-3anpoc:

= loeHmugukamop uyenu azeHma (Onyua82) — nossonset pobasutb B DHCP-3anpoc onuuto 82,
nogonumto 1 - Agent Circuit ID;

® loeHmugukamop yoaneHHo20 azeHma (Onyus82) — nossonaet aobasmtb B DHCP-3anpoc onuuto 82,
nogonuuto 2 - Agent Remote ID.

Cnucok ucnonbsyembix DHCP-onumii Ha Kaxgom ceTeBom WHTepodelice (Internet, VolP,
Management) MOXKHO 3aaBaTb Bpy4HYyto. MHPOpMaLma No HAacTpoOMKe CNUCKa NpeacTaBaeHa
B NpUNOXKeHun B.

MepsuyHsili DNS, BmopuuHsili DNS — IP-agpeca DNS-cepsepoB — ecnn agpeca DNS-cepsepos He
Ha3HayaloTcA aBTOMaTMyeckn no npoTtokony DHCP, npu HeobxoauMMoCTWM 3afaiTe MX BPYYHYLO.
Appeca, 3agaHHble BpPy4YHylo, 6yayT uMMeTb npuoputeT Hag agpecamm  DNS-cepsepos,
nosy4YeHHbIMK No npotokony DHCP.

—  PPPOE — pexum pabotbl, npu KoTopom Ha WAN-uHTepdelice nogHumaetca PPP-ceccus.
Mpw BbIGOpEe «PPPOE» ana pefakTMPOBaHUA CTaHYT AOCTYMHbI CAeAyiolWme napameTpbl:

Umsa nonb3zosamensa — uMma NONb30BaTeNA ANA asTopusaunmu Ha PPP-cepsepe;
lMapons — naponb Ana aBTopusauunm;
MTU — maKcumanbHblli pasmep 6/10Ka AaHHbIX, NepesaBaeMblx Mo CETU (peKomeHayemoe
3HavyeHue — 1492);
Service-Name — ums ycnyrn — 3HadeHune Tera Service-Name B coobueHun PADI (none He
0643aTeNIbHO AN1A 3aMN0/IHEHUS);
Konuyecmeo owubok LCP echo — KonuyectBo HeoTBeyeHHbIx LCP-3anpocoB, nocne KOTOpbIX
npoucxogmt paspbis PPPoE-ceccuy;
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Y

nonA:

Mpu Bbi6ope PPPOE B pexkMme mocTa TMN coeanHeHus Bcerga 6ypet AlwaysOn.

Bmopoli docmyn — TMR pgocTyna K  JIOKaJlbHbIM  CeTeBbIM  pecypcam.
MoKHo BbIOpaTb 2 BapuaHTa:
DHCP - pauHamwuueckmn poctyn, Korga |IP-agpec m Bce Heobxogumble napameTpbl

noay4yatorca no npotokony DHCP;
Static — cTaTnyeckuit — B 3ToM ciydae Heobxogmmble gas AOCTYNa NapameTpbl 3a4atoTca

BPY4YHYIO:

= |P-adpec — npu CTaTM4ECKOM A0CTyne C 3TOro ajpeca OCyLecTBAAETCA A0CTYn A0
PPTP-cepBepa;

* Macka nodcemu — Npu CTaTUYECKOM LOCTyNe Macka NoaceTH;

= DNS-cepsep — npu ctatuyeckom goctyne cepsep DNS, ncnosnbsyemblii B I0KanbHOM

cetu;

= [lImo3 — npu cTaTMYEeCKOM AocCTyne w3 ans goctyna K PPTP-cepsepy (ecam
Heobxoaum).

Mpu BbiBope cnocoba noakatoveHna «3G/4G USB-mogem» ana HacTpoliku ByayT AOCTyMnHbI cieayroume

Moakn4esne K MHTEpHET

HacTpoHKW NoaKNKYeHHA

IMoGunbHbIR NpoBaigep

VM= nons3oeatens

Mapone

Homep fossoHa
NoNoNHUTENEHEIE NapaMeTpel

MTU

[nA 3anonHeHUA HacmpPoex peKoMeHd08aHHLIMU

-T‘IUOBEQGE'DD-‘}.‘ FHAYEHURMU HaMMUMe KHOMNKY

OTKNHOYWTE TPAHCNALWKD a0pecoB OTNPaBUTENA

3G/AG USB-mogem

IMegafon

AT+CGDCONT=1, IR internet
1492

# 110 yMOM4aHuio

e MobunbHbili nposalioep — nma NpoBanaepa, NpeaocTasasoWero 4octyn K cety 3G/4G. U3 cnucka
Bbl MmorkeTe BbIOpaTb OAHOMO U3 WECTU MOBOWbHBIX ONepaTopoB (HAaCTPOMKM KaxKAoro M3 HUX
XPAHATCA B NAaMATU YCTPOWMCTBA), MPUCYTCTBYIOWMX HaA TeppuTopumn Poccuiickot Pepepauyuu:
MeradoH, bunaiiH, MTC, CkannumHk, Tene2, Yota. Mpu HaxaTum Ha KHOMKY «[lo ymondYaHuto»
NPOM30MAET 3aMN0NHEHNE HAaCTPOEK NOAKIOYEHMA NapaMmeTpaMn BbibpaHHOro npoBaiaepa. Ecam
HaCTPOWMKM NpoBangepa B Bawem pernoHe oTAnYatoTcA OT NPeA/IOKEHHbIX, OTPeAAKTUPYNTE UX B
COOTBETCTBUM C HEOBXOAMMbBIMM 3HAYEHUAMU.

Ecnn Bawero npoBaiigepa HeT B CnvcKe — BbibepuTe 3HayeHue «[pyroli» u 3anonHWTe BCe NOAA B
COOTBETCTBUM C HAacTpoKamu Baluero npoBanaepa;

e [Ipomokos — none [QOCTYNHO TO/MBKO MpW Bblbope 3HauyeHUa «[pyron» u3 cnmMcka MOOUbHbIX
npoBaiaepos. B 60/bWMNHCTBE CAy4aeB MOBWU/IbHbIE ONEpPaTopbl UCMOAb3YIOT NpoToKkon PPPoOE
ANA A0CTyna K CBOeM CeTu, oAHaKo AnA paboTbl C MOAEMaMM HEKOTOPbIX NPOBaNAEPOB MOXKET
notpeboBaTbca BbIbOp NpoToKosia DHCP;

e Uma noneszosamensa
becnpoBoaHOW ceTy;

MmMma nonb3osatenia AanAa MAGHTMd)MKaLI,MM npn noaKNt4YeHnn K
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KHonka

lMapons — naponb Ana naeHTMdUKaunum npm nogKaAo4eHnn K 6ecnpoBoagHOM ceTu;
Homep 00380HG — HOMeEp [,03BOHA A5 NOAKAOYEHNA K BecnpoBoaHOM ceTn (Npumep: *¥99***1#);

JlonosnHumensHble napamemps! — NapameTpbl A8 MOAKAOYEHUS K CeTU MOBWUNbHOW cBA3M
(npumep: AT+CGDCONT=1,IP,internet — ana MeradoH); B AaHHOI CTPOKe Henb3A UCNOAb30BaTb
KaBblYKU;

MTU — MmaKcMmasibHbii pa3mep 6Jsioka fAaHHbIX, NepeaaBaemMbiX MO CETU, PeKoMeHayemoe
3HavyeHune — 1492;

OMmKMo4UMbs MpPaHcAayuo adpeco8 ommpasumesns — MNPU yCTaHOBNEHHOM ¢Jiare OTKAoYeHa
nogMeHa agpeca WCTOMHWMKA OTNPaBWUTENA MaKeTa M3 NOKa/lbHOM noacetn (oTKAoueHue
masquerading).

«llo  ymonyaHuO» nNpefHa3HayeHa [ANA 3ano/fHEeHWMA HacTpoeK npoBaigepa 3apaHee

npeaycTaHOB/EHHbIMW 3HAYEHUAMMN, XPAaHUMbIMWU B NAMATU YCTPOMUCTBA, TEM CambiM 36aBAAs Nonb3oBaTeNs OT
HEeobXxo4MMOCTU UCKaTb 3T HACTPOMKK B MIHTEpHeTe.

Mpu BbibOpe crnocoba noaxnloyYeHMs «ABTOMATMYECKM NEpexoauTb Ha pe3epBHbI KaHan» byayT
LOCTYMHbI CeAytoLMe HacTPOMKK:

BHeLIHAA CceTb

MoarnkHesre k MHTepHeT AETOMATHYECKH NepexoanTs ¥

‘OCHOBHOH EaHan MposoaHon b
CEOpOCTS M gyninexc Auto L4

HacTpoiku NposoaHoro NogKMHOHeHHA
MpoTokon DHCP v

AnbTepHatHeHs Vendor 1D (onuws 60)
Wrdopmauma areqTa DHCP Relay (Onwas 82)
Mepawqtemt DNS | 55838
ETopuuteld DNS
Pasmep MTU 1500
Wcnonesosate WLAN
HacTpodky GeCnpoB0AHOre NOAKNH4EHHA
MoSHnEHEN! NpoEAIaEp Megafon v
A nonb3sosaTens
Mapone
Homep gossoHa
[JononHUTENbHbIE NapaMeTpal
MTU 1492

JINA 3ENGNREHLA HECTIDOSK DEXOMEHODESHH LMY # Mo ymonsarme
MPOSSH0800M SHIHSHUAMU HEXMUIME KHOMRY

OTEMKMATE TPAHCNALUMIC a0peCcOE OTNpaENTENS

OcHosHoli kaHan (Preferred channel) — n3 BbiNaaaloWero CN1cka Hy»KHO BbIGpaTb TMN OCHOBHOTO
KaHana:

— [poeodHoli (Wired) — kaHan uepes Ethernet WAN nopT ycTpoiicTsa.
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— bBecnpoeodHsili (Wireless) — KaHan 4yepe3 ceTb MOBMAbHON CBA3M MocCpeaCcTBOM
6ecnposoaHoro USB-moaema.

Hacmpoliku npo8od0H020 NOOKAYEHUSA:

HacTpolkn WAEeHTUYHbI HacTpoikam ans cnocoba nopknoueHus «lMpoBogHOE NOAKAIOYEHUE» C
Bbl6paHHbIM pexkMmom « MappyTusaTop».

Hacmpoliku 6ecripogo0H020 MOOKAOYEHUSA:

HacTpoliku naeHTUYHbI HacTpoiKam ans cnocoba nogknoveHna «3G/4G USB-mogem».

[posepKka Haau4yusa docmyna 8 UHmMepHem:

MpoEepka HaNMW4YMA QOCTYNa E HHTEPHET

TadmayT o#MaaHWA OTEETA OT CEPBENa, MC 1000
Yucno NonbITes JOCTyNa K cepeepy 10
HMHTEpEAN MESKAY LIAKNEMA ONPOCE CEPESPOE, © 240

Ping-cepeep 1

e Talimaym oxudaHus omeema om cepsepa, C — BPEMSA, B TEYEHME KOTOPOro OXUOAeTCA OTBET OT
PING-cepBepa;

e Yucno nonbimok Aocmyna K cepeepy, C — MaKCMMa/JbHOE 4YUC/AO MOMbITOK Aoctyna K PING-
cepBepy, noc/e yero byaeT NPUHATO peLEHME O NEPEXOAE Ha Pe3epBHbIV KaHan;

e VHmepsan mexdy UYUKAAMU OMpPoCcd cepeepos, C — MPOMEKYTOK BpPEeMEeHW, MO UCTeYEeHUU
KOTOPOro HauMHaeTcA HOBbIM UMK onpoca PING-cepBepoB.

e Ping-cepsep 1..5 — IP-agpec nnn gomeHHoe nma PING-cepsepa. Nona gna ssoaa PING-cepsepos
2..5 nosasnatoTca nocne 3anoJHeHUA NpeablAyLLero noas.

JIoKanbHaa cemso:

e |P-adpec ycmpolicmea — |P-agpec ycTponCTBa B /IOKa/IbHOM CETY;

. Macka nodcemu — macka noacetTn B JIOKaNbHOWM ceTu.

V Mpu M3MeHeHUM apapeca NOKaNAbHOW NOACETUM MPOUCXOAUT aBTOMATMUECKaA CMeHa nyaa
agpecos noKanbHoro DHCP-cepsepa (Cetb — DHCP-cepsep).

Hacmpolika IPSec:

B AaHHOM pasgene ocyliecTBAAETCA HAaCTPoWKa wudposaHmMa no TexHonormm IPSec (IP Security).
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IPSec — ato Habop npoToKosioB Ans obecnevyeHms 3alMTbl AaHHbIX, NepeaaBaeMbiX MO MEXCEeTeBOMY
npotokony [P, nNo3BonsoWMiA OCYWECTBAATL MOATBEP)KAEHUE MNOAAMHHOCTU (ayTeHTUdUKALMIO), NPOBEPKY
uenoctHoctn u/vnn wudposaHue IP-naketos. IPSec TakyKe BKAOYaeT B ceba MPOTOKO/bI AAA 3alMIEHHOrO
obmeHa Kntodamm B cetn MHTepHeT.

B TeKkywel Bepcum nporpamMmmMHoro obecrneyeHua nocpeacTBOm IPSec MOXKHO OCyLecTBAATb TOJbKO
[OCTYN K uHTepdelicam ynpasneHus yctponctsom (Web, Telnet, SSH).

HacTpoiika IPSec
Brnounte ¥

uTepdeic Ethernet s
NokaneHuii IP-agpec
AJpec nokanbHoi nogceTH
Macka nokansHoil NogceTy
Appec yaaneiHoi nogceTty
Macka yganeHHol nogceTy
YOaneHHbIA wins

Pesm NAT-T Off v
ATPECCHEHBIN PEXUM

Tun HgeEHTHRHKATOpA address ¥

NgeHTuduEaTop

Pasa 1

JapaHee 3aJaHHblil KNy

ANTOpUTM 8YTEHTHRMEALHH md5 hd
ANropuTM WHEPOBAHUA des b
pynna Ouddu-Xennmada 1 ¥

Bpema =uzHn dazel 1, cek 285400

hasa 2

ANropuTM ayTEHTHGMEALMM hmac_md5s b
ANropuTM™ WHBpCBaHUA des v
Ipynna Oudidm-Xennmana 1 w

Bpema musHu asel 2, cex 3600

e BKao4umMe — paspewnTb NCNoIb30BaHME NPOToKoAa IPSec gnsa wudpoBaHUA AaHHbIX;

e UHmMepdgelic — HacTpolKa UMeeT cuay TONIbKO Npu Bbibope ana UHTepHeTa npotokonos PPPOE,
PPTP unu L2TP n onpeaennet, ana gocTyna no Kakomy nHTepdeicy ncnonbsosatb IPSec: Ethernet
(nHTEpdeiic BTOporo aocrtyna) nam PPP (uHTepdeiic nepsoro goctyna). Mpu Bbibope NpoToKoN0B
DHCP wnun Static B ycnyre akTMBeEH TOMbKO 0AMH UHTepdelic (Ethernet), no KoTopomy BO3MOXKeH
[0CTYyN ToNbKO nocpeactsom IPSec;

o JloKanweHbil IP-a0pec — aapec ycTpoicTea ansa paboTtbl no npoTtokony IPSec;

e Adpec noKanbHoli nodcemu coBMecTHO ¢ Mackol noKaneHoU nodcemu onpeaenatoT N0KaNbHYO
noaceTb A9 CO34aHMA TONONOMMIA CETb-CETb MW CETb-TOYKA;

e AOlpec ydaneHHoli noocemu coBmecTHO ¢ Mackoli yoaneHHol nodcemu onpeaenarT agpec
yAaneHHOM noaceTn ANA CBA3M C UCNOb30BaHWeM WwWndpoBaHUA No npoToKoay IPSec. Ecam macKa
nmeeT 3HayeHue 255.255.255.255 — cBA3b OCyLLeCcTBAAETCA C e4AMHCTBEHHbIM XocTomM. MackKa,
oTAn4yHaa oT 255.255.255.255, nosBonseT 3adaTb LUeAyl noaceTb. Takum obpasom,
dYHKUMOHabHblE BO3MOXHOCTM YCTPOWMCTBA MNO3BO/MAKT OpPraHM3oBatb 4 TOMOJOrMK CETU C
NCNoNb30BaHMEM WNGPOBAHMA TPaduMKa No NPoToKony IPSec: TouyKa-To4yKa, CETb-TOYKA, TOUKa-
ceTb, CETb-CEeTh;
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®asza 1

WwndpoBaHus,

YOaneHHsIl w03 — W03, Yepes KOTOPbIM OCYLLEeCcTBAAETCA A0CTYN K yAaNeHHOW NoAceTu;

Pexcum NAT-T — Bbibop pexkuma NAT-T. NAT-T (NAT Traversal) uHkancyaupyet tpaduk IPSec n
ofHOBpeMeHHO co3aaeT nakeTbl UDP, KoTopble ycTponctBo NAT KOppeKTHO nepecbinaeT. s
atoro NAT-T nomellaeT AoNoOAHUTENbHbIN 3aronoBok UDP nepen naketom IPSec, utobbl OH BO
Bcein ceTn obpabaTbiBanca Kak obbluHbIM nakeT UDP, n xocT nony4yatens He NpoOBOAUA HUKAKUX
NPOBEPOK LEeNOCTHOCTM. [locne nocTynneHuAa nakeTa K MeCTy HasHavyeHua 3aronosok UDP
YOANAETCA, M MaKeT AaHHbIX NPOA0KAET CBOW Aa/ibHENLMIA NYTb KaK MHKAMNCY/IMPOBaHHbIA NaKeT
IPSec. C nomouibto TexHUKu NAT-T BO3SMOXKHO YyCTaHOBAEHUE CBA3U MeXAy KaneHTamum IPSec B
3aLLMLLEHHDBIX CeTAX U 06WeaoCcTyrnHbIMM XocTaMK IPSec yepes merkceTeBble 3KpPaHbl. Pexxumbl
pabotbl NAT-T:

— On — pexum NAT-T akTMBMpyeTca TOAbKO npu obHapyxeHun NAT Ha nytm K xocty
Ha3Ha4vyeHus;

—  Force — B ntobom cnyyae ucnonob3osatb NAT-T;

—  Off —He ucnonb3osaTb NAT-T Npu yCTaHOBAEHUN COEAMHEHNA.

JoctynHbl cnegyrowme HacTpoiikn NAT-T:

— UDP-nopm NAT-T — UDP-nopT nakeToB, B KOTOpble OCYLECTBAAETCA WHKancynauma
coobueHunit IPSec. Mo ymonyaHumto 4500.

— WHmepsan omnpasku nakemos NAT-T keepalive, cek — WHTepBan OTNPaBKK
nepuoamYecKkmx coobLLleHMii ANA NoadepKaHUA aKTUBHOro coctosHmMAa UDP-coeanHeHua
Ha yCTponcTBe, BbinoaHAtowero ¢pyHKumn NAT.

AepeccusHsbili pexcum — pexum paboTbl Ha ¢ase 1, Korga obmeH Bcen Heobxoaumown
nHpopMaumelt ocylLecTBaAeTCA Tpems HelwndpPoBaHHbIMU MakeTamu. B cTaHZapTHOM perKume
(main mode) obmeH ocyLecTBAnAeTCs WeCTbo HewndpoBaHHbIMKU NaKeTaMu;

Tun udeHmugukamopa — TN naeHtTuduKaTopa ycrpoictea: address, fqdn, keyed, user_fqdn,
asnldn;

nNdeHmugukamop — naeHTUGMUKaToOp YCTPOICTBA, MCNOb3YEMbIN ANA NAEHTUOUKALMM Ha dase 1
(3anonHATE Npu HeobxogumocTu). Popmat uaeHTMdUKaTOpPa 3aBUCKT OT TUNa.

. Ha nepsom sTane (¢dase) asa y3na «AorosapuBatoTca» 0 MeTode UaeHTUbUKauuu, aaroputme

xew-anroputme u rpynne Diffie Hellman. OHK Takxke naeHtubuumnpytoT apyr apyra. Ans ¢asel 1

MMEeTCA chegyoumne HaCTpOﬁKM:

3apaHee 300aHHLIU KoY — CEKPETHbIN KN4, UCMOIb3YEMbIN B aNrOpUTMe ayTeHTUMKaLMM Ha
¢dase 1. MpeacraBnset coboit cTPOKy oT 8 A0 63 CMMBO/IOB;

Aneopumm aymeHmuguKayuu — BblI6Op OAHOIO U3 CMMCKa anropuTMoB ayTeHTUduKauymm: MD5,
SHA1;

Aneopumm wiugposaHus — BbIBOP OAHOrO M3 CNMcKa anroputmos wudposaHus: DES, 3DES,
Blowfish;

pynna Auppu-XenamaHa — Bbibop rpynnsl Diffie-Hellman;

Bpemsa xusHu pasel 1, cek — BpemsA, MO WCTEYEHUMM KOTOPOro Yy3nam Heobxoammo
nepemaeHTMOUUMpPOBaTbL APYr APYyra U CPaBHUTb NOAUTUKY (Apyroe Ha3BaHue IKE SA lifetime). Mo
ymonyaHuio 24 yaca (86400 cekyHa).
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®a3a 2. Ha BTOpOM 3Tane reHepupytoTca AaHHbIe K/loYel, y3/bl «40roBapuBatoTca» 06 Mcnosiblyemon
NOANTUKE. DTOT PEXKUM, TaKKe HasblBaeMblit BbicTpbiM pexumom (quick mode), oTanuaetca ot nepsoli dasbl
TeM, YTO MOXKET YCTAaHOBMTLCA TOJIbKO MOC/Ie NepPBOro 3Tana, Koraa Bce nakeTbl BTOpoi ¢asbl wudpytotes.

e Anzopumm aymeHmugpuKkayuu — BbiIbop OAHOIo M3 CNUCKa aroputMmoBs ayTeHTudmkaumm: HMAC -
MD5, HMAC-SHA1, DES, 3DES;

e Aneopumm wughposaHUa — BbIDOP OAHOrO M3 CNWUCKA anroputmos wndposaHua: DES, 3DES,
Blowfish;

o [pynna Augpgpu-XenamaHa — Bbibop rpynnel Diffie-Hellman;

e Bpems u3sHU a3l 2, cek — Bpems, yepes KOTOpoe MPOUCXOAUT CMEHa Katoua wudpoBaHus
AaHHbIX (apyroe HasBaHue IPSec SA lifetime). Mo ymonuaHuio 60 MuHyT (3600 cekyHA,).

[na BCTynAeHWA B CUAY HOBOM KOHOUrypaLum M 3aHECEeHMA HACTPOeK B SHEProHe3aBUCUMYIO NaMATb
HaXXMUTE KHONMKY «[TpumeHumo». [N OTMEHbl MU3MEHEHUI HaXKMUTE KHOMKY «OmmeHa».

/ DaHHaa peanusauma IPSec paboTaeT TONbKO NpPU OTKAIOYEHHOW TPAHCAAUMU appecoB
oTnpasuTtens, Tak Kak IP-agpec knaneHTta yyacrsyet B popmmuposaHum wudpa.

2.6.2.2 TMoameHto «QOS»

B nogmeHio «Q0S» OCyLLECTBNAETCA HAaCTPOMKa NprMopuTeToB 06paboTKKM TpaduKa 1 TMNa oyepesei.

HacTpoiika QoS

KoHTpOMb NoTOKa ™

" [IPHMEHWTE X OTmeHa

Hacmpolika QoS

e KoHmMposab nomoKka — BKAOYEHME/BbIKNOYEHME MexaHW3Ma YnpaB/JeHUA MOTOKOM nepesayu
OaHHbIX no npoTtokony TCP;

e Boibop npuopumemos — Bbib6op cnocoba npuopuTesaunn Tpaduka:

— DSCP — mexaHuM3M KnaccuouKaumu, ynpasneHua Tpadukom u obecrnedyeHua KayecTsa
06CNyKMBAHMA NOCPEACTBOM NPUOPUTETOB;

— 802.1p — npusHak (gpyroe HasBaHue CoS — Class of Service), ycTaHaBnMBaeMbli Ha
ncxogAawme ¢ gaHHoro uHtepdeinca IP-naketbl. MpuHUMaeT 3HadeHus oT O (HU3WWUIA
npuopuTeT) Ao 7 (HamBbICWNI NPUOPUTET).

V Mpu BKNIOYEHHOM KOHTPO/IE NOTOKA HAaCTPOIKU NPUOPUTETOB HEAOCTYNHDI.
e Tun oyepedu — BbIGOP ANCLUNAMHBI 06CAYKUBAHUA OYepeaent:

—  Strict — aucumnanHa obcayKMBaHUA odyepeaen, NPy KOTopol Tpaduk c 6onee HU3KUM
NPMOPUTETOM Mepeaaercs, TONbKO KOrda yxe nepeaaHa odyepedb c¢ 60nee BbICOKUM
NPMOPUTETOM;

— WRQ - pgucumnanHa obcny:KMBaHMA odepedein, NpuW KOTOPOM AOCTynHas nosoca
NPOMNYCKaHUA AeNNTCA MeXAy oYepeasmmn NPonopLUMOHaNbHO NPUOPUTETY.
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lMpuopumem 0..5 — onpegenaeTca Bec NnpuopuTeTa B gnanasoHe ot 1 go 127, yem Bblwe
BEC, TEM NPUOPUTETHEE TPadUK.

2.6.2.3 NoameHto «Hacrpoiika MAC-appecoB»

B noameHto «Hactpoika MAC-agpecos» MoKHO nameHutb MAC-agpec WAN-uHTepdeliica ycTponcTsa.

Hactpoika MAC-agpeca WAN
MepeonpeaenuTs MAC

- MAC =

HacTpoiika MAC-agpeca Ha uHTepdelice "IP-TenecoHuns"

MAC -

Hactpoiika MAC-agpeca Ha uHTepdheiice "MHTepdelic ynpaenexums’

MAC -

e [lepeonpedenums MAC — npu ycTtaHoBneHHOM dnare Ha uHTepdelice MHTepHET Mcnosb3yeTcs
MAC-agpec n3 nona MAC.

Mpn HaxaTMM Ha KHOMKY BbiNagawowero meHw B none «MAC» go3momHo 3anucatb MAC-agpec
KOMMbOTEPa, C KOTOporo Bbl noakntouveHsbl K Web-KoHpUrypaTopy. 3T1a dyHKUMA ByaeT nosiesHa, ecim Ha CceTu
Bawwero MHTepHeT-npoBaligepa ncnosib3yeTtcs Nnpueaska no MAC-agpecy. B stom cnyyae, ecnv Bam Heobxognmo
nucnonb3oBatb yctpoihctBo TAU-IM.IP B KayectBe Maplpytusatopa, Ha WAN-uHTepdeinc ycTpoiicTea
Heobxoanmo HasHaumTb MAC-agpec Bawero kKomnbtoTepa (KOTOpbIN paHee Bbla NOAKNOYEH K ceTU UHTepHET).

Onsa nepeonpepeneHma MAC Ha wuHTepdeince «IP-tenedoHus» wunn «UHTepdeiic ynpaBaeHUa»
BOCMNOAb3yMTECh pasgenammn «Hactpoitka MAC-agpeca Ha uHTepodeice "IP-meneporHua» wnn «HacTpoiika
MAC-agpeca Ha uHtepdeiice "MiHmepdgpelic ynpasneHusa'».

[Nna BCTyNAeHUsA B CUAY HOBOW KOHOUIypauumn M 3aHeceHWs HACTPOEK B IHEProHEe3aBUCUMYIO MamATb
HaXXMUTe KHONKY «[TpumeHume». N OTMEHbl USMEHEHUI HAXKMUTE KHOMKRY «OmmeHa».

2.6.2.4 MNMopmeHio «DHCP-cepsep»

B noameHtio «DHCP-cepBep» BbINOAHAKOTCA HACTPOMKM noKanbHoro DHCP-cepBepa, ycTaHaBauBatoTcA
CTaTUYeCcKue NPUBA3KU aapecos.

YcTponcTeo TAU-IM.IP  nmeeT  BO3MOXHOCTb nocpeacrtsom NPoOTOKOAA  AMHAMMYECKOoro
KoHdurypmposaHma (DHCP — Dynamic Host Configuration Protocol) aBTomatmMyecku HasHauatb IP-agpeca u
Heobxoanmble ana Bbixoda B MHTepHET MapamMeTpbl KOMMbloTepam, nogxaoveHHbim K LAN-uHTepdeiicy. Ero
MCNONb30BaHWE MO3BOASAET M3bexaTb OrpaHUYeHU Py4yHOW HACTPOMKM npoTokona TCP/IP. DHCP-cepsep
[OCTyNeH ana KoOHPUrypmpoBaHuaA, TONbKO ecaun cepBuc MHTepHeET HaCTPOEH B PEXMME MapLLpyTM3aTopa.
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HacTpoiikn DHCP-cepeepa
Brnioyen ¥

HavansHsii IP-agpec 19216812

KonudecTeo aapecos | 250

CpOK apeHas! (B MUHyTax) | 720

CTaTu4yeckne nNpuBA3KU agpecos

MAC-appec IP-aapec

Hacmpoliku DHCP-cepsepa

e  BKaw4eH — npu yCTaHOBAEHHOM ¢dnare BKAOYUTb IoKanbHbIM DHCP-cepBep;

e HauanbHelli IP-adpec — HavanbHbIN agpec nyna IP-agpecos;

o Konuyecmso adpecos — KONNYECTBO afPECOB B MNy/E;

o CpoK apeHObl  — YCTaHOBKA MaKCMMa/sbHOrO BPEMEHW UCMO/b30BaHUA MOAKAOYEHHbBIM
ycTpoiicteom IP-agpeca, HasHayeHHoro DHCP-cepBepom, MUHYTBI.

[Nna BCTYyNAEHUs B CUAY HOBOW KOHOUIYpauuu M 3aHeceHWs HaCTPOeK B 3HEProHEe3aBUCUMYHO MamATb
HaXXMUTe KHONKY «TpumeHuUmoe». AN OTMEHbl USMEHEHUI HaXKMUTE KHOMKY «OmmeHa».

/ Mpu nonbiTKe U3MEHUTb HAYaJIbHBIA agpec Ha 3HAaYeHUe U3 APYroi NoACETU MO OTHOLEHUIO K
nogcetm uHtepdeiica LAN npoucxoguT aBTOMATUUECKAss YCTAaHOBKA Nyna Moj TeKyuiee
3HauYeHue agpeca I0Ka/IbHOM NOACETH.

Cmamuyeckue npueasKu adpecos

[Ona pobaBneHMA HOBOWM CTaTUYECKOM NPUBA3KMU HaXXMUTE KHOMKY «/obasumb» U 3aN0NHUTE cneadylolme
nona:

CospaTte CTaTUYECKYH NPUBA3KY agpecoB
Wma
MAC-agpec -

IP-agpec

e MMA TeKyLLel CTaTUYeCcKon NPUBA3KY;

e MAC-agpec — ycTaHoBKa ctatndeckoro MAC-agpeca. 3agaetca B ¢popmate XX XX:XX:XX:XX:XX,
BO3MOXEH BblOOP agpeca NOAKNOYEHHbIX YCTPONCTB U3 BCMNJIbIBAIOLLETO MEHIO;
e IP-apgpec— ycTaHOBKa cTaTMyecKoro IP-agpeca ana ykasaHHoro MAC-aapeca.
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KoHdurypupoBaHue cTaTUYECKUX MPUBA3OK MoJie3HO, ecim Bam Heobxogmmo, 4Tobbl onpeaeneHHoOMY
KOMMbloTepy, noakntodeHHomy K LAN-uHTepdeicy ycTponcTea, Bcerga HasHa4vasca onpeaeneHHbli IP-agpec.

Haxkmute KHoNKy «llpumeHumes» pna BHeceHUA IP-agpeca B CNMUCOK cTtatudeckux IP-agpecos gna DHCP-
cepBepa. 119 OTMEHbl U3MEHEHUN HaXKMUTE KHOMKY «OmmeHa».

[na yoaneHus agpeca v3 crmcka HEOOXOAMMO YCTaHOBUTL daar HaNpPOTMB COOTBETCTBYHIOLLEN 3aMUCKU U
Ha)KaTb Ha KHOMKY «YO0aaume».

2.6.2.5 MopmeHIo «JloKanbHbliA DNS»

B nogmeHto «JTokanbHbIi DNS» npounssoautca KoHpuUrypmposaHue nokaaoHoro DNS-cepBepa ycTpoitcTea
nytem gobasneHus B 6asy nap IP-agpec — LOMEHHOe ums.

JNlokanbHbIn DNS nossosdeT w3y noayumtb IP-agpec B3ammopeincreytowero ycTponcTtsa Mo ero
AOMeHHOMY umeHU. B cnyyae otcytcTBuAa cepeepa DNS B cermeHTe ceTu, KOTOPpOMY NPUHAANENKUT LIAKO3, HO NpKU
HeobXoAMMOCTM MapLUPYTU3aLUKN MO CeTEBbIM MMEHAM AMBO MUCNONb30BaHUA B KavyecTBe aapeca SIP-cepsepa
€ro ceTeBOro MMeHM, MOXKHO MCNOo/b30BaTb «JloKanbHbIM DNS». Mpyn aToM HEO6X0AMMO 3HATb YCTAaHOBNAEHHbIE
COOTBETCTBUA MEXKAY UMEHaMM y310B (4omeHamm) u ux IP-agpecamu.

MmeHa ysnos

[omeHHoe UMA IP-agpec

test.ru 192.168.12.12

Hacmpolika y3nos

Ona pobaBneHns agpeca B CMMCOK HeOBXOAMMO HaKaTb KHOMKy «/Jobasume» n B OKHe «Co30ameb
coomeemcmaeue» 3anoNHNUTb CeaylolLme Nos:

CosgaTtb cooTBETCTBUE
NomeHHoe uma | local

IP-agpec | 127.0.0.1

e [lomeHHOe UmA — umA y3na;
e |P-agpec - IP-agpec y3na.

Haxkmute KHOMKy «[IlpumeHUmMs» AnAa co3paHua cooteeTcTeuA IP-agpec — AomeHHoe umAa. [na oTMeHbl
M3MEHEHUIN HaXmuTe KHOMKY «OmmeHa». OnAa ypaneHuna 3anucm m3 cCnucka HeO6XOAMMO YCTaHOBUTb cbnar
Hanpotmse COOTBETCTByIOLLI,eﬁ 3aMUCU N HaXXaTb Ha KHOMKY «Yoanumo».

2.6.2.6 MNoameHto «NAT u npobpoc nopToB»

B noameHto «NAT 1 npobpoc NopToB» BbINONHAETCA HAacTPoiKa npobpoca nopTos (ports forwarding) m3
WAN-uHTepdeiica B LAN-nHTepdeic. MogmeHto A0CTyNHO, TONbKO ecin cepBuc MHTepHET HAaCTPOEH B pexnme
mapLipyTusaTtopa.
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NAT - (Network Address Translation) pexum TpaHCAAUMKM CceTeBbIX aapecoB — NO3BoAAET
npeobpasosbiBaTb |P-agpeca u ceteBble nopTbl IP-naketoB. [pobpoc ceTeBbix MOPTOB Heobxoaum, Koraa
TCP/UDP-coeauHeHMne ¢ fioKaibHbIM (nogkatouyeHHbIMm K LAN-uHTepdeincy) KomnbioTepom ycTaHaBAMBAaETCA U3
BHelWHen ceTu. [laHHOe MeHH0 HaCTPOEK NO3BOAET 3a4aTb NPaBM/IA, Pa3peLlaoWMe NPOXOXKAEHWE NAKETOB U3
BHELWHEN CeTM Ha YKasaHHbIA agpec B JIOKA/NbHOM CeTU, TeEM CaMbiM Aenlaa BO3MOMKHbIM YCTAaHOB/EHME
coegmHeHuna. NMpobpoc nopToB rnaBHbIM 06pasom HeobxoaMm MpPU MUCMOAb30BAaHUKM torrent- M p2p-cepBUCOB.
[na 3Toro B HacTpoikax torrent- namM p2p-KAMeHTa HYKHO MOCMOTPETb Mcnosiblyemble um TCP/UDP-nopTs! u
3a4aTb 419 3TUX NOPTOB COOTBETCTBYOLWME NpaBuaa npobpoca Ha IP-agpec Bawero komnbloTepa.

HacTtpoiiku NAT

BENOUMTS NAT &

Mpaeuna NAT

[4L%E] LAN IP MopTel LAN NpoTtokon WAN IP MopTel WAN

Hacmpolika npasuna NAT

Ona nob6asneHus Hosoro npasuna NAT HaxkmuTe KHOMKY «Jobasume» 1 B OTKPbIBLIEMCA OKHe «Co3aaTb
HOBOE MPaBWIo» 3aMoIHUTE CiedylolLme Nons:

Co3paTts HoBOE npasuno
Mma
IP-aApec HalHayeHUs nakeTos LAN
MopTel HasHaveHnA LAN
MpoTokon TCP v
IP-afipec MCTOYHMKA NakeToB WAN

MopTel HasHaveHnA WAN

PAITIEET S x OTheHa

. UmA — Ha3BaHMe npasunna (I'IOHE obAsaTeNnbHO AanAa 3aI'IOJ'IHEHMH),'

e |P-a0pec HaszHa4yeHua nakemoe LAN — |P-agpec xocTa B JIOKa/IbHOW CeTW, Ha KOTOpbIi
OCYLLEeCTBAAETCA TPAHCAALMA NAKETOB, NoANaAatoLwmx noa AaHHOe NPaBUAo;

e [lopmbl HasHayeHua LAN — 3HauyeHus TCP/UDP-nopToB nosy4atensd, Ha KoTopble 6yayTt
TPAHCAMPOBATLCS MaAKeTbl B JIOKA/NbHYHO CeTb (J0NYyCKAaeTcs yKasblBaTb MO0 OAMHOYHbIN MOPT,
nmbo yepes “-“ ananasoH nopTos);

e [Ipomokon — BblbOp NpOTOKONA NakeTa, noanajalollero nog AaHHoe npasuno: TCP, UDP,
TCP/UDP;

e |P-adpec ucmouHuka nakemos WAN — |P-agpec oTnpaBuTensa nNakeTa BO BHELWHEN CETH,
noAnajatoLLero noa AaHHoOe NpasBuno;
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e [Topmel HazHayeHus WAN — 3HauyeHua TCP/UDP-nopToB nony4yaTens naketa BO BHELIHEW ceTw,
NPV KOTOPbIX MaKeT NoAnaaaeT noj AaHHOe NPaBuo (A0MNyCcKaeTca yKasbiBaTb MO0 OANHOYHbIN
nopt, 1Mbo yepes “-“ ananasoH NopToB).

Mpasunno npobpoca noptos paboTaeT cneayrowmm obpasom. Y naketa, npuxogawero Ha agpec WAN-
mHTepdelica ycTponcTBa Mo NPOTOKOAY «[1pomoKoa» Ha nopT u3 aAuanasoHa «lopmei WAN» n nmetowero
agpec WCTOYHWMKa «IP-adpec WAN» (echn 3TO napameTp OCTaBUTb MNYCTbIM — aApec WUCTOYHUKa He
aHaM3MpPYeTCcA), OCyLecTBAAeTCA NogMEHa agpeca W MNopTa HasHayeHUs Ha coaepykumoe nosei «IP-adpec
LAN» v «Mopmei LAN» cOOTBETCTBEHHO.

Haxkmute KHoMKy «[TpumeHume» ana pobasneHUs HOBOro npasuaa. s OTMEHbl USMEHEHUN HaXMUTe
KHOMKY « OmmeHa».

Ons ypaneHus npaBuaa U3 cnMcka HEOH6XOAMMO YCTAaHOBUTL dnar HaNPOTUB COOTBETCTBYIOLLEN 3aNUCK U
HaXaTb Ha KHOMKY «YAanuTb».

2.6.2.7 NoameHto «CeTeBOI IKpPAH»

B nogmeHto «Cemesoli 3KpaH» YCTAaHABAMBAIOTCA NPaBUAA MPOXOXKAEHMA BXOLALLENO, UCXOAALLErO U
TpaH3UTHOro TpaduKa. MmeeTcss BO3MOMKHOCTb OrpaHnYMBaTb NPOX0OXKAeHMe TpaduKa pa3Horo TMna (BXoAALmiA,
NCXOAALWMNA, TPAH3UTHBIN) B 3aBUCMMOCTM OT NPOTOKOAA, |IP-agpecos UCTOYHMKA M HasHaveHus, TCP/UDP-nopTtos
WCTOYHMKA W Ha3HayeHus (ana coobuieHunit npotokonos TCP uan UDP), Tna coobueHunsa ICMP (gna coobuieHuni
npotokona ICMP).

Mpasuna gns exogsawero Tpaduka

Wms MpeTokon Adpec oTnpaeuTens MopTEl oTNpaBuTens MopTeI neny4arens DOeicteue

@

Mpasuna gna ucxogawero Tpaduka

= Wms MpeTokon MopTel 0OTNpaEuTEns Agpec nony4arens MopTel neny4arens DOeicreue

MpaBuna AnA TPaH3UTHOro Tpaduka

Wmsa  Mpotocken  Appec oTNpaBMTens MopTel 0TNpaBUTENs Aapec nony4arens MopTel nonyyarens DOedcTene

Hacmpolika npasusa cemego2o 3KkpaHa

Ana ,D,OﬁaBl'IeHMﬂ HOBOIo npasunia HaXXMUTe KHOMKY «,qO6asumb» M B OTKpbIBLLEMCA OKHE «Co3patb
HOBOE NpasBuno» 3anN0/IHNTE cneayroume nona:

COG,EI,Ein HOBOE Npaenno
Hma
Tun Tpaduka Bxog AL v
Mporokon TCP v
Anpet oTNpaEMTENA
MopTel CTNPAEMTENA 0
MopTel nonyYatens 0

OencTens MponycTHTE v

" [DUMEHUTE X OTmeHa
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e  Umsa —HasBaHWe NpaBuna;
e Twun Tpadmka — BbI6OP TMNA TpadMKa, Ha KOTOPbIA PACNPOCTPaAHAETCA AeNCTBME A4AHHOTO NpaBuKa:

—  BxoOdsawuli — BXOAALWMIN Ha YCTPOMCTBO TpaduK (NoslydaTenem aBaseTcs HeNnocpeacTBEHHO
OAMH U3 ceTeBblX MHTepdelicoB ycTponctea). Mpu Bbibope AaHHOro TMna Tpaduka Ans
pefaKTUPOBaHMA CTaHYT AOCTYMHbI Cieaytowme noas:

=  A0pec omnpasumend — 3agaeT HadyabHbIl IP-agpec oTnpasuTens. Yepes cMmBon
"/" MOXHO YKa3aTb MacKy noacet B GpopmaTax XXX.XXX.XXX.XXX UK XX, Hanpumep,
192.168.16.0/24 van 192.168.16.0/255.255.255.0, 4To6bl BblAEINTL CPA3Y LiEbI
AvanasoH agpecos (3anmMcb Mmacku B Buae /24 COOTBETCTBYeT 3anucu
/255.255.255.0).

—  Ucxooawuli — ncxodawmin ¢ yctpoictea TpaduK (TpaduK, reHepupyemblli JIOKaNbHO

YCTPOWMCTBOM C O4HOr0O U3 ceTeBbiX UHTepdeiicos). Mpu Bbibope gaHHOro TMna Tpaduka

ONA pefaKkTMPOBAHUA CTaHYT AOCTYMHbI CAeaytowme nons:
= Adpec nosyyamena — 3apaet IP-agpec nonydarensa. Yepes cumson "/" moskHO

yKasaTb Macky noacetTm B dopmaTax XXX.XXX.XXX.XXX WAW XX, Hanpumep,
192.168.18.0/24 van 192.168.18.0/255.255.255.0, 4Tobbl BblAEIUTL CPA3yY LEbIiA
ANanasoH agpecos.
TpaH3umMHbIG — TPaH3UTHbIA TpaduK (TpaduK, NpPoOXogAMA MeXLY ABYMSA CETEBbIMM
UHTepdericamu, Korga oTnpaBuTesIeM U NoJiyyaTenem SIBSIOTCA BHELWHMEe YCTPOWCTBa).
Mpwu BbIGOpPE AaHHOro TMNa TpaduKa ANA peAaKTUPOBaHUA CTaHYT AOCTYMHbI creayolme
nons:
=  Adpec omnpasumens — 3agaet IP-agpec otnpasutens. Yepes cumeon "/" moxKHO
yKasaTb Macky nogcetm B dopmaTax XXX.XXX.XXX.XXX WAW XX, Hanpumep,
192.168.16.0/24 van 192.168.16.0/255.255.255.0, 4To6bl BblAEINTL CPA3Y LIE/bIN
ANanasoH afpecos;

=  Adpec nosayyamens — 3apaet |P-agpec nonyyatens. Yepes cumson "/" moxHO
yKasaTb Macky noacetm B GopmaTax XXX XXX.XXX.XXX WAW XX, Hanpumep,
192.168.18.0/24 van 192.168.18.0/255.255.255.0, 4Tobbl BblAEIUTL CPa3y LEbliA
ANanasoH agpecos.

e [lpomoKos — NPOTOKO/ NaKeTa, HAa KOTOPbIN pacnpoCTpaHAeTcsa AencTeme gaHHoro npasuna: TCP,
UDP, TCP/UDP, ICMP, nio60¥.

e [Jlelicmsue — peictBume, coBepluaeMoe Haj, naketamu (oTbpocnTb/NnponycTuThb).

Mpw BbIGOpe NnpoTokonos TCP, UDP, TCP/UDP ana peaaktupoBaHus 6yayT AOCTYNHbI HACTPOWKU:
e [lopmel omnpasumesnsa — CNUCOK NOPTOB OTNPABUTENA, NaKeTbl KOToporo 6yayT nonagatb nog
AaHHOoe npaBuio (gonyckaeTcs yKasbiBaTb AMBO oAMHOYHbLIM nopT, nMbo yepes “-“ gmanasoH
nopToB);
e [lopmbl nosnyyamesns — CNUCOK MOPTOB MOAy4YaTens, NakeTbl KoToporo 6yayT noanagate Mog
AaHHOe npaBuio (gonyckaeTcs yKasbiBaTb AMOGO OAMHOYHbLINM NOpT, AMbo yepes “-“ gmanasoH
nopTos).
Mpw BbI6OpE NpoTokona ICMP ana pensakTMpoBaHus ByayT AOCTYNHbI HACTPOMKM:
e Tun coobweHus — MOXHO CO34aTb NPABWUIO TONbKO A/a onpeaeneHHoro Tuna ICMP-coobLueHmns
nmbo ana Bcex.
Haxmute KHOMRy «MpumeHuTb» ana aobasneHns HOBOro npaswaa. Ona OoTMeHbl MU3MEHEHUIN HAaXKMUTE
KHONKy «OTmeHa». [na yAaneHua 3anuMcu M3  CNUCKa HeobxoAuMMo yCTaHOBWUTb ¢nar HanpoTue
COOTBETCTBYHOLLENM 3aNNCK U HaXKaTb Ha KHOMKY «YAanuTb».

2.6.2.8 MMoameHo «ACL»

B nogmeHto «ACL» BbINO/MHAIOTCA HACTPOMKM cnMCKOB gocTyna. Access Control List nam ACL — cnmcok
KOHTPO/A [,OCTYNa, COAEPKUT NpaBuUaa, onpeaenatoLmne NpoxoxaeHne Tpadmka yepes uHtepdelic.
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OrpaHudenua no MAC-agpecam

Ne CraTyc MAC-agpec Noctyn OrpaHW4YeHMHe CKOpoCTH

= [] ofaBHTE H YnanuT

OrpanwdeHua no URL-agpecam

Ne Cratyc URL

<+ [ofasnTo i Yaanus

OrpaHWyeHWA No BpemMeHn CYTOK

Ne Cratyc Hauano Koxew Noctyn OrpaHu4YeHue CKOpocTH

= [] ofaBHTL T YanuTh

OzpaHuyeHusa no MAC-adpecam

CosnaTh HOBOE NpaBuno

ErnicquTe
MAC-agpec -

JanpeTuTe gocTyn

Bkntoyume — npu ycTaHOBAEHHOM dnare akTuBupyetca npasuno punstpaunmn no MAC;
MAC-adpec — MAC-agpec ycTponcTBa, A4/18 KOTOporo 6yaeT AencTBoBaTb CO34aHHOE NPaBUNo;
3anpemums docmyn — nNpw ycTaHoBaeHHOM diare ¢ 3af,aHHOro yCTpoicTBa ByAeT NONHOCTbIO
3anpewéH JocTyn 1 nepegadva TpaH3uTHoro TpaduKa. Ecam dnar He ycTaHOBAEH, CKOpocTb byaeT
orpaHu4YyeHa A0 yKa3aHHOro 3HavyeHus;

OzpaHuveHue cKkopocmu, Kbum.c — MaKCMMaNibHas CKOPOCTb MOTOKA AAHHbIX A/A YCTPOMCTBA C
yKasaHHbIM MAC-aapecom (OK6UT/c — 3KBMBANEHTHO OTCYTCTBMIO OrpaHMYEHNA CKOPOCTU NOTOKa
OaHHbIX);

OzpaHuyeHusa no URL-adpecam

CoanaTte HOBOE NPABMNO

BrnquTh

URL

BKa0o4UMb — Npy ycTaHoBAeHHOM dnare akTuBupyeTca npasuao dunbTpaumm no URL;

URL — URL-agpec ycTpoicTBa, A1a KOTOporo byaeT AeicTBoBaTb CO34aHHOE NPaBuo;
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O2paHuUYeHUA no spemeHuU Cymok

CDS,EI,Ein HOBOe NpaewIio
BrNICHHTE
Hauano D000
Koney 00:.00

3anpeTuTte gocTyn &

" [pMMEHHTE *x OTMeHz

e BKaoyume — npuv ycTaHOBAEHHOM dnare Npasuao GUAbTPaLMKN aKTUBUPYETCA N AeaKTUBMpPYETCA
B Ha3Ha4YeHHoe Bpems;

e Hauano — Bpems B 24-yacoBom dopmarte cymcieHusa (44:MM) , C KOToporo byaeTt AeicTBOBaThb
CO34aHHOE NPaBuo;

e KoHey — Bpema B 24-yacoBom dopmaTe cuucieHusa (44:mm), 4O KoToporo byaeT AelcTBoBaTb
co3faHHOe NpaBwuno;

e 3anpemums Oocmyn — NpW YCTaHOBAEHHOM ¢nare 6yAeT NOMHOCTbIO 3anpewéH AocTyn u
nepezava TPaH3UTHOro Tpaduka. Ecam dnar He ycTaHOBNEH, CKOPOCTb ByaeT orpaHuMyeHa Ao
YKa3aHHOro 3HayeHus;

. OZ,DGHUHEHUE CKopocmu, K6UI’T7/C — B Té4eHne 3a4aHHOro nHTepeasia BpeMmeHU CKOPOCTb 6y,£I,ET
OorpaHn4yeHa A0 YKa3aHHOro 3Ha4eHuA (0 K6MT/C — 3KBUBANIEHTHO OTCYTCTBUKO OrpaHU4YeHUuA
CKOPOCTHK NOTOKa AaHHbIX).

2.6.2.9 MoagmeHo «Punbtp MACH

B noameHto «dPnabTp MAC» BbINOAHAOTCA HACTPOMKa dunbTpauus goctyna no MAC-agpecy KnmeHTa.

HocTyn K ycTpoWcTRY

Pesium thUnBTRa NPOBGIHOW CETH Brikniouero b

+ [IpMMEHHTE X OTmeHa

o Pexum punesmpa —onpenenset oguH U3 Tpex anroputmos pabotbl GUAbTPaA B 3aBUCMMOCTU OT
MAC-agpeca KnneHra:

—  Omkaryums — dpunbtpauma no MAC-agpecam OoTKAOYEHA — BCEM KAMEHTAM PaspeLleHo
MOAKN0YATLCA K YCTPOCTBY;

—  YépHobil cnucok — B AaHHOM pexunme paboTbl duabTpa KaveHTam, MAC-agpeca KOTOpbIX
yKasaHbl B «Cnncke MAC-agpecoB», 3anpeLeHo NogKA4aTbCA K YyCTPoMCcTBY. ABOHEHTaM,
MAC-agpeca KOTOpbIX He YKa3aHbl B CMIMCKE, NOAKAIOYEHME Pa3peLLEeHo;
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— bensblli cnucok — B gaHHOM pexxume pabotbl duabTpa KameHtam, MAC-agpeca KOTOpbIX
yKasaHbl B «Cnucke MAC-agpecoB», pa3pelleHo NoaKao4aTbca K yCTpoicTBy. ABOHEHTam,
MAC-agpeca KOTOpbIX B CMUCKe He YKa3aHbl, NOAKAI0YeHMe 3anpeLLeHo.

Cnucok MAC-adpecoe

B cnncoK MoOKHO BHecTM a0 Tpuauatm MAC-agpecoB KAMEHTOB, AO0CTYN KOTOPbIM K YCTPOMCTBY
perympyeTca HacTPOMKOM pexmnma ¢ouibTpa.

Ona nobaBneHMa HOBOIoO KAMEHTa B CMMCOK HaxKmMuTe KHOMKy «Zobasumoe» n Beegute ero MAC-agpec,
IMB0 HAXKMUTE KHOMKY BbiNagatoLero meHo un Bbibepute MAC NoAKIOYEHHOTO YCTPOMCTBA.

[na BCTynaeHus B CUy HOBOM KOHOUIypauumM M 3aHECEHUA HACTPOEK B SHEProHe3aBUCUMYHD MamsAaTb
HaXXMUTe KHONKY «[TpumeHume». AN OTMEHbI USMEHEHUI HaXKMUTE KHOMKRY «OmMMeHa».

2.6.2.10 NMoameHto « MapLipyTtusauma»

B nogmeHio « MapLpyT13aLma» HacTPaUBatOTCA CTaTUYECKME MapLUPYTbl YCTPOMCTBA.

MapwpyTusauyns
Wma Appec HasHa4YeHus Macka negcetu Wnkos
@
routet 192.168.23.0 255.255.255.0 192.168.0.254

Ana AOGaBJ'IEHVIFI HOBOI0O MapuwpyTa HaXXMUTE Ha KHOTMKRY ((ﬂ'OGaBVITb» 1 3anonHUTE cheagyroume nonAa:

Jobasute mapwpyT
Kma
AZpec HasHayeHus
Macka nogceTu

LLinko3

. UmA — Ha3BaHUe MapuwpyTa, Ucnonb3yeTca gnAa yAO6CTBa BOCMPUATMA YenoBeKom. lone MOXKHO
OCTaBUTb NYCTbIM,;

e Adpec Ha3HayeHus — IP-agpec xocTa WAM MOACETU Ha3HAYyeHWus, 40 KOTOpbIX Heobxoaumo
YCTaHOBWUTb MapLUPYT;

e Macka nodcemu — macKka nogcetu. [na xocta macka NOACETU YCTaHAB/IMBAETCA B 3HayeHue
255.255.255.255, ana noacetn — B 3aBMCMMOCTM OT e€ pasmepa;

e llmo3— IP-aapec Wnto3a, Yyepes KOTOPbI OCYLLECTBAAETCA BbIX04 Ha «Adpec Ha3Ha4YeHus».

[Nna BCTYNAeHMs B CUAY HOBOW KOHOUIypauumn U 3aHeceHWUs HaCTPOEeK B 3HEProHe3aBMCUMYIO MamsATb
HaXXMUTe KHONMKY «[TpumeHumob». [ns OTMEHbl U3MEHEHUI HaXKMUTE KHOMKY «OmmeHa».
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2.6.2.11 NopgmeHio «AnMHamuuyeckun DNS»
B noameHto «AuHammnuyeckmin DNS» BbInoNHAETCA HAaCTPOMKa COOTBETCTBYHOLLEro cepBMca.

JuHamuyeckuli DNS (D-DNS) nossonset uHpopmaumm Ha DNS-cepsBepe 06HOBAATLCA B peasibHOM
BPEMEHM B aBTOMATUYECKOM pexume. [lNpumeHseTca AAA Ha3HAYeHWA MOCTOAHHOTO AOMEHHOFO WMEHMU
YCTPOICTBY (KOMNbOTEpPY, pOyTEpPY) C AMHaMUYecKkum IP-agpecom.

OnHamnyecknin DNS 4yacTo npuMeHseTcs B JIOKaJ/IbHbIX CETAX, FAe KAneHTbl noay4atot IP-agpec no DHCP, a
NOTOM PErncTpuUpytoT CBOM MMeHa Ha iokanbHom DNS-cepsepe.

OuHamudyecknin DNS
BrmoumTe D-DNS ¥
Mpoeaigep D-DNS dyndns.org -
MmA nonb3oBaTeEnA
MNaponk

[NOMEHHOE MMA

e  BKaw4yumoe D-DNS — npu yctaHoBneHHom dnare cepuc D-DNS akTMBEH M ANnA pefakTUpoBaHMUS
[OCTYMHbI CNeaytoLme HaCTPOMKM:

e [Iposalidep D-DNS — appec nposaigepa D-DNS — Bbibepute ogHoro nposangepa M3 CrmcKa
OOCTYMHbIX UM BBEAUTE agpec NpoBaiepa BpyyHyto;

e VimA nonv3osamesns — UMA NONb30BaTENS ANA AOCTyNa K y4eTHoM 3anucu cepsnca D-DNS;
e [laponb — Naponb ANnA A0CTyna K yyeTHol 3anucu cepsuca D-DNS;

e [lomeHHoe umsa — perucTtpypyemoe pgomeHHoe wuma Ha D-DNS cepsepe. O6HoBneHue
nHpopmauumn ob IP-agpece ycTpoiicTBa Ha cepsBepe MNpoBakfepa NPOUCXOAUT MEPUOAUYECKM
yepes 60 cekyHA.

[Nna BCTyNAeHUs B CUAY HOBOW KOHOUIypauum M 3aHECEHWA HACTPOEK B SHEProHEe3aBUCUMYIO NaMATb
HaXXMUTe KHONKY «[TpumeHumoe». N OTMEHbl U3MEHEHUI HaXKMUTE KHOMKRY «OmmeHa».

2.6.2.12 NopgmeHio «SNMP»

MporpammHoe obecneyeHne TAU-1M.IP no3BonAaeT NpoBoAUTb MOHUTOPUHT COCTOSIHUA YCTPOMCTBA U ero
KOHUrypmpoBaHue, ncnonbsya npotokon SNMP. B noameHtio «SNMP» BbINONHAKTCA HAaCTPOMKN NapameTpoB
SNMP-areHTa. YcTpoiCTBO NogaepKmMBaeT NpoTokobl Bepcnit SNMPv1, SNMPv2c.
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HacTpoiika SNMP

BrNHHMTE SNMP

Mapont Ha YTeHue

Mapons Ha 3anuck

Anpec AnA npuEma Tpanos vi

Anpec AnA npuéma Tpanoe v2

Anpec AnA npuéma coobileHuid Inform
CHMCTEMHOE MMA yCTPoACTEA

KOHTaKTHaA WH(OPMAaLMA NpOM3BOAMTENA
MecTononoxeHWe yCcTpoiAcTea

Maponk B Tpanax

e Bkaoyume SNMP — npu ycTaHoBNeHHOM diare paspeLleHo ncnosb3oBaHne npoTokona SNMP;

e [laposab Ha YmeHuUe — Naposib HA YTeHWe NapameTpos (0bLenpuHATLIN: public);

e [laposab Ha 3anuce — Napo/b Ha 3anNuncb NapameTpoB (06LENPUHATLIN: private);

e AOlpec 0nq npuéma mpanos vl — IP-agpec nam gomeHHoe MmA nNpuemHuKa coobueHmii SNMPv1-
trap B popmate HOST [COMMUNITY [PORT]];

e AOlpec 01 npuéma mpanos v2 — IP-agpec nam gomMmeHHoe MMA NpuemHuKa coobueHmii SNMPv2-
trap B popmarte HOST [COMMUNITY [PORT]];

e AO0pec 0ns npuéma coobujeHuli Inform — IP-agpec UAnM AOMEHHOE MMA NPUEMHUKA coobLeHun
Inform B dopmate HOST [COMMUNITY [PORT]];

e CucmemHoe ums ycmpolicmaa — UMA YCTPOWCTBA;

e  KoHmakmHas uHgopmayua npou3sodumesna — KOHTAKTHaA MWHbOpMaLMA NPOM3BOAUTENA
YCTPOMCTBA;

e MecmononoxeHue ycmpolicmea — uHGoOpMaLMA O MECTOMOOKEHUM YCTPONCTBA;

e [laponb 8 mpanax — Naposb, COAEPHKAWMIACA B TPaNax (Mo ymonyaHuio: trap).

B Tekywel Bepcun nporpammHoro obecnedyeHua Mo npotokony SNMP  ummeeTcs BO3MOXKHOCTb
KOHdUrypmpoBaTb OTAE/bHbIE MapaMeTpbl YCTpPoMCTBa: obuwme HacTpolku SIP, HacTpoiikn SIP-npoduneis,
HacTpoMKm FXS-nopTa, HaCTPOMKKM rpynn BbI30Ba, HACTPOMKKU KoaoB ynpasaeHma ABO c TenepoHHOro annapara,
HacTponkn SNMP, HACTPOMKM CUCTEMHOTO KypHana.

Hu)Ke npuBeseH CNMCOK OOBEKTOB, NOAAEPHKUBAEMbIX A YTEHUA U KOHOUIYPUPOBAHMA NOCPEACTBOM
npotokosna SNMP:

— Enterprise.1.3.1 — o6wme HacTpoiku SIP-npodunen;

— Enterprise.1.3.2.1 — HacTpoliku SIP-npodunei;

— Enterprise.1.1.2.1 — HacTponKkuK FXS-nopTa;

— Enterprise.1.5 — koap! aktuBauum ABO c TenedpoHHOro annapaTa;
— Enterprise.2.1 — HacTtpoinkn SNMP;

— Enterprise.3.1 — HaCTPOMKM CUCTEMHOTO KypHana.

roe Enterprise —1.3.6.1.4.1.35265.1.56 ngeHtnduKaTop ycTpoiictsa.

[Na 3anMcK HacTpoeK B 3HEProHe3aBUCUMYIO MaMATb HaXKMUTE KHOMKY «[lpumeHums». [ANA OTMEHbI
N3MEHEHWUIN HaXKMUTE KHOMKY « OmMeHa».
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2.6.2.13 MNMoagmeHto «Monb3oBatenbckne VLAN»

Monb3oBaTtenbckas VLAN onpeaensaetca naeHtupukatopom VLAN, ceTeBoit TpadumK B npeaenax KoToporo
npoxoaut npo3spavyHo ¢ WAN-uHTepdelica yctpoiictea Ha LAN ¢ nocseaytowmMm CHATUEM Tera B SIOKa/IbHOM CeTu.
To ecTb GpaKTMUECKU MPU BKAOYEHMM NONb30BaTeNbCKOM VLAN B yCTpOIACTBE MHULMANNBUPYETCA CETEBOM MOCT
mexgy WAN-noptom wu  onpegeneHHbimu  LAN-noptamu, npu  3TomM Ha ctopoHe WAN-TpaduK
nepeaaérca/npMHMMaeTcs ¢ 3a4aHHbIM naeHTuonkatopom VLAN, a Ha ctopoHe LAN Ter cHumaetcs.

MonbsosaTteneckne VLAN
& -
Crartyc WUmna cepenca VLAN ID WHTeptenckl
= VLAN O BriknoqeH WLAND
o WVLAN 1 BhikntoHeH WLAN1
VLAN 2 BblknoHeH WLANZ
VLAN 3 BhIKNHHEH VLANSZ
Lns npusaaky LAN-Topmos yempolcmea K nonsaoeamensexun VLAN nepeddume Ha empaxuly "fokanshsie uvmepgedes -
DyHKYUOHANEHOE e

e Cmamyc — otobpaskaeTca coctoaHue gaHHoro VLAN (BKkatoueH/BbIKIOYeH);
e VmsA cepsuca —vma nonb3oBaTenbckon VLAN;
e VLAN ID — naeHtudukatop VLAN;
e UHmepdgelicol — cnucok noptos LAN, npuBA3aHHbIX K AaHHOM nonb3oBaTesnbckol VLAN.
B ycTpoiictBe MOXHO CKOHOUrypuMpoBaTb A0 4YeTblpéx nonb3oBaTenbckux VLAN. YTobbl OTKPbITH
HacTpoikn VLAN ana pefakTMpoBaHuUA, KIMKHUTE No 04HOM U3 ccblniok VLANO...VLAN3:

PepaktuposaTe VLAN O

BrniunTh

®

MMA cepenca VLANO

VLANID 0

WHTeppeickl

Ang npusasky LAN-mopmoe yempolcmea K mofs3oeamensckuM VLAN nepeldume Ha nnumky "MokansHsie UHmepgrelcs!".

+ [PUMEHHTE x OTMEH2

e BKaw4yume — npw ycTtaHoBnAeHHOM ¢nare nosnb3osBatenbckaa VLAN BkatouveHa. Mpu nonbiTke
OTKNOYMTb NoNb3oBaTenbcknin VLAN, K KOTOpOMy NpuBA3aHbl OAMH UAM HeckonbKo LAN-nopTos,
9T LAN-nopTbl NpuBAXKYTCA K cepaucy UHTepHeT;

e UmsA cepsuca — Npon3BOJIbHOE MMA, CONOCTaBAEMOE C AaHHbIM Noab3oBaTenbckum VLAN;

e VLAN ID — noeHTUPMKaunoHHbIn Homep VLAN, npuHUmaeT 3Ha4veHua oT 1 ao 4095; He AonKeH
coBnagaTth ¢ uaeHTMdmKatopamm VLAN gpyrnx cepsumcos;

e UHmMepdgelicbl — cNUCOK MHTepdencoB, KoTopble MNpPUBA3aHbI K AaHHOMY MO0/b30BATE/IbCKOMY
VLAN. Hepepgaktupyemoe none. Ana npueasku LAN-MoOpTOB YyCTPOMCTBA K MO/b30BATE/1bCKOM
VLAN nepeiante Ha NnanTKy "/lokanbHble UHTepdelicbl".

[Na 3anMcK HacTpoeK B 3HEProHe3aBMCMMYI0 MamMATb HaXKMUTE KHOMKY «[lpumeHums». [ANA OTMeHbI
N3MEHEHUIN HaXKMUTE KHOMKY « OmMeHa».
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2.6.3 MeHw «IP-tenedpoHua»

B meHio «IP-TenedoHma» BbinonHatOTcA HacTpolikn VolP (Voice over IP): HacTpolika npoTtokosa SIP,
KOHOUrypauua nnutepdeica FXS, yctaHOBKa KOAEKOB, MJlaHa HymMepaLuum1, MeToA0B nepeaayuun dakca u mogema.

2.6.3.1 NoameHto «HacTpouKku ceTn»

B noameHto «HacTpoitku cetu» nmeeTca BO3MOXHOCTb 3aZaTb COOCTBEHHble CeTeBble HACTPOMKM ANA
ycnyru VolP.

CeTeBtle HacTpoiku IP-Teneconun

Wcnonb3oBaTe HACTPOMKKM Intemet ¥

Hactpoliika IPSec
Brnounte ¥

NokankHeli |P-agpec

Afpec NokansHol NoaceTH

Macka NokansHOW NoOCEeTH

Afpec yOaneHHOW NogceT

Macka yoaneHHoil nogceT

YAaneHHbIA W3

Pestum NAT-T Ooff v

ATPECCUBHBIA pEsUM

Tun naeHTHdukaTopa address v
MaeHTnguKaTop
®asza 1
3apaHee 3a0aHHbIi Koy
ANropuTM ayTEHTUEMEALWK mds v
ANTOPUTM LWNDPOBAHUA des v
Ipynna Quepu-Xennmana 1 v
Bpema Ku3HW Pasel 1, C 86400
®aza 2
ANTOPUTM 3y TEHTUPHKALNM hmac_mds v
ANTOPUTI LWMDPOBAHUA des v
Mpynna Qudptpu-Xennmaa 1 v

Bpema ¥13Hn @assl 2, 3600

e MUcnonvzosame HGCI’npOUKU Internet — npu ycTaHOBAEHHOM d)nare Mcnonb3oBaTb HaCTpOﬁKM cetn,
YCTaHOB/IEHHbIE B MEHIO «Cemb» -> «MlHmepHem», wHadye — HaCTpOﬁKM, YCTaHOB/IEHHbIE B
TeKylwem MeHIo,
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e MWcnonbsosatb VLAN*— npu ycraHosneHHom dnare cepsuc IP-tenedoHmn byget ncnonb3osaThb
ana ceoel paboTbl BblAeNEHHbIN MHTepdelic B oTaenbHo VLAN, Homep KOTOpOW yKasaH B none
«VLAN ID» .

e 802.1P - npwusHak 802.1P (apyroe Ha3BaHue CoS — Class of Service), yctaHaB/iMBaemblit Ha
ncxoaawme ¢ gaHHoro nHtepdeiica IP-naketbl. MpuHUMaeT 3HaYeHna oT O (HU3WKI npuopuTeT)
80 7 (HauBbICLWIMIA NpUopuUTET).

e [lpomoKos — BbIOOP NPOTOKO/IA Ha3HAYeHMA aapeca Ha uHTepdeinc ycayru VolP:

—  Static — pexxum paboTbl, Npu KoTopom IP-aapec n Bce Heobxoanmble HacTpolikm Ha WAN-
nUHTepdelic HasHadyaeTcAa BpyyHyto. lMpu Bbibope TMna «Static» anAa pepakTMpoBaHUsA
CTaHYT AOCTYMHbI Cnegytowme napameTpbl:

IP-adpec —ycTaHoBKa IP-agpeca nHtepdeica ycayrmn VolP;

Macka nodcemu — macka noacetn nHtepdetica ycnyru VolP;

Lno3 no ymonvaHuro — IP-appec nedontHoro wato3a uHTepdeiica ycnyrm VolP;
MepsuyHbili DNS, BmopuyHeili DNS — |P-agpeca DNS-cepBepoB, Heobxoanmblx o
pabotbl ycnyru VolP.

DHCP — pexum paboTbl, Npu KoTopom IP-agpec, macka nogceTtu, agpeca DNS-cepsepos u
Apyrne napameTtpbl, Heobxoaumble pna paboTbl ycayrn (Hanpumep, cTaTUYecKue
MmapLpyTbl Ao SIP-cepsepa, cepBepa peructpaumu), byayt nonydyenbl ot DHCP-cepBepa
aBTomMaTuyecku. Ecam oT nposaligepa He yaaétca nonyyumtb agpeca DNS-cepsepos, Bbl
MOXKEeTe HasHauuTb WX BPy4YHyto B nonax «llepsuyHelli DNS» wn «BmopuyHbili DNS».
Appeca, 3aflaHHble Bpy4Hylo, byayT umeTb npuoputeT Hag agpecamm DNS-cepsepos,
nosy4YeHHbIMK No npoTokony DHCP.

Ons npotokona DHCP nmeeTcs BO3MOXHOCTb 334aTb HeobxoanMoe 3HayeHre onuuin 60
n82.

- AnbmepHamuseHbili Vendor ID (onyus 60) — npu ycTaHoBAeHHOM dnare YCTPOMCTBO
nepeaaét 8 DHCP-coobuweHusax B onunmn 60 (Vendor class ID) sHayeHne us nons Vendor ID
(onyusa 60). Npu nyctom none onuua 60 B coobueHnAx npotokona DHCP He nepegaércs.

Echn dnar AnemepHamusHeili Vendor ID (onyus 60) He ycTaHoBneH — B onuuu 60
nepegaeTca 3Ha4YeHne Nno yMoa4aHuIo, KOTOPoe MMeeT cneayrolmii popmar:
[VENDOR:npoussoautens][DEVICE:Tun yctpoiictea][HW:annapaTHas Bepcus]
[SN:cepuitHbIn Homep][WAN:MAC-agpec nHtepdpeinca WAN][LAN:MAC-agpec uHtepdelica
LAN][VERSION:Bepcua nporpammHoro obecneyeHus]

MNpumep:

[VENDOR:Eltex][DEVICE:TAU-1M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:# 2.3.1]

UHpopmayua azeHma DHCP Relay (onyus 82) — npwu yctaHoBneHHom dare nossonset
nobasutb B DHCP-3anpoc:

= WoeHmugukamop yenu azeHma (Onyus82) — nossonset gobasutb B DHCP-3anpoc
onumtio 82, nogonuuto 1 - Agent Circuit ID;

= WoeHmugukamop yoaneHHoz2o0 aeeHma (Onyua82) — nossonseT aobasutb B DHCP-
3anpoc onumio 82, nogonumio 2 - Agent Remote ID.

4B Bepcum MO 1.9.1 paspelaeTca 3a4aBaTb MHAMBUAYA/IbHbIE CETEBbIE HACTPONMKK ycayrm VolP TonbKo B BblaeneHHol VLAN.
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Cnucok mcnonbayemblx DHCP-onumit Ha Kaxgom ceteBom UHTepdeice (Internet, VolP,
Management) MOMHO 3agaBaTb BpPYy4YHyl. WMHOOpMauMs NO HACTPOMKe ChnMcKa
npeacTtasneHa s Mpunosxenne B. HACTPOMKA dhcp-KNMEHTOB B My/IbTUCEPBUCHOM pPeXnme

Hacmpolika IPSec:

B AaHHOM pasfesnie ocyLecTBAAETCS HacTPOMKa WndpoBaHMA no TexHonormn IPSec (IP Security).

IPSec — aT0 Habop NpOTOKOJIOB A/s obecnevyeHns 3alMTbl AaHHbIX, NepeaaBaeMbiX MO MEXCEeTEBOMY
npotokony [P, nNo3BoAnAloWMIA OCYWECTBAATL MOATBEP)KAEHUE MNOAANHHOCTU (ayTeHTUdUKALMIO), NPOBEpPKY
uenoctHoctn u/vnm wudposaHue IP-naketos. IPSec Take BKAOYaeT B ceba MPOTOKOJIbI A/1A 3aWMILEHHOTO
obmeHa Kiodamu B ceTn NIHTepHer.

B Tekyuleli BepcuM nporpammHoro obecneyeHua nocpeactsom IPSec MOXKHO OCYLLECTBAATb TOJIbKO
AOCTYN K HTepdericam ynpasneHus yctponctsom (Web, Telnet, SSH).

MoppobHoe onucaHune HacTpoek IPSec npuseaeHo B 2.6.2.1 B rpade Hacmpolika IPSec.

[nsa BCTynAeHWa B CUAY HOBOW KOHQWUrypaumm M 3aHECEHMA HACTPOEK B SHEProHesaBMCUMYI0 MamATb
HaXXMUTe KHOMKY «[TpumeHuUmoe». AN OTMEHbl USMEHEHUI HaXKMUTE KHOMKRY «OmMmeHa».

2.6.3.2 TMoameHw «QOS»

B nogmeHto «QoS» HacTpamsatoTca GyHKUMKM obecneyeHuns KayecTsa obcnyxunsaHua (Quality of Service).

HacTpolika ananasoHa RTP-noptoB

200

Musmmanshei RTP-nopt | 23000

Makc umanbrei RTP-nopT

+ [pUMEHHTL X OTmena

HacTporika DSCP ana curdanuaauum (S1P)

SIP-nopT DSCP

Hacmpolika duanasoHa RTP-nopmos

e MuHumansHbll RTP-nopm - HWXHAA TpaHMUa Auana3oHa RTP-nopToB, Mcnonb3yembix AnA
nepesayv pasroBopHoOro TpadukKa;

e MakcumansHbili RTP-nopm - BepxHAA rpaHMua AuanasoHa RTP-noptoB, ucnonb3yemblx AnA
nepesayv pasroBopHOro TpadukKa;

Hacmpolika DSCP 0n1 cuzHanusayuu (SIP)

NobaBuTe
SIP-nopt H

DSCP o

«* [pUMEHHTE ® OTMmeHa
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Hacmpolika npasuna QoS

e SIP-nopm — 3HaYyeHMe NopTa UCTOYHMKA ANA UCXOAALLEro ronocoBoro Tpaduka, KoTopbi byaet
MapKupoBaTbcA 3a4aHHbIM Kogom DSCP;

e DSCP —3HauyeHue nons DSCP 3arosioBKa IP-nakeTta 419 ronocosoro TpaduKka ¢ 3a4aHHbIM NOPTOM
MCTOYHWMKa

Ona BCTynnaeHua B CUY HOBOW KOHOUrypauuu U 3aHECEeHUs HAacTPOeK B 3HEpProHe3aBMCUMMYIO MamMATb
HaXKMUTE KHOMKY «[TpumeHums». Ana OTMEHbl USMEHEHUI HAaXKMUTE KHONKY «OmmeHa».

2.6.3.3 NMoameHIo «HacTpoiKa AMHUA»

B noameHio «Hacmpolka AuHU» BbINOMHAIOTCA HAaCTPOMKM TenedoHHOro nopTa.

Cnucok TenedoHHbIX NMMHWIA

NuHUA Cratyc Homep TenedoHa WMA nonb3oBatens Norux SIP nopT Npodunes

®

BrnoueH 333 5060 1st profile

ONna pefakTMpPOBaHUA HACTPOEK HaXKMUTE IeBOM KHOMKOW MbILM MO CCbIIKE C HOMEPOM HacTpanBaemMo
NMHUK (1) U B OTKPbIBLIEMCA OKHe «PeaaKkTMpOoBaTh IMHUIO» 3aNONHUTE Caeayiolime Nos:

PepakTuposate NuHWKO 1: HacTpolika akkayHTa
BrNio4nTE
Mpocpuns SIP 1st profile v
Homep Tenedpoda 001
Mmga nons3oBarens
MCnone308aTk ankTepHaTHEHD ] HOMED

SIP-nopt 5060

KaTeropus adoHeHTa He ucnonk3osats A
AYTeHTHRUKAUMA
TNorux
Mapons
Yenyrn BO
Pesum HCNonbL3oBaHKuA Flash Transmit flash v

MpAMoi Homep
OMOaHe BbI3oBa

Bblaada HoMepa Bbi3blBatoWere aGoHEHTa NPH OXUAaHUH
BbIZ0BA

OcTaHoBKa Habopa npu #
TopAyas/Tennan nuH1A
BesyCrioBHan nepeagpecauma
MepeanpecalMa No JaHATOCTH
Mepeagpecayus No HEOTBETY
He BECToKoNTb

Pa3pelllTe NEpeXBaT Bbl30BA Ha MopT @

CLIR Boikn v
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HacTpoika douandecknx napameTpoB

Eulnava Homepa BbisblBatILero Off v
TanmayT Hadopa Nepsol uwtpkl, © [i]
TadmayT "Janato", ¢ 120
TaAmayT ewsoBa aSoHeHTa, © 1]
MuHMmMansHoe Bpems oSHapy:esns othoA, Mo 200
MuHumansHoe Epema obHapykerna Flash, mc 100

YouneHwe Ha npueme, 0.1dB -70
YouneHwe Ha nepegade, 0.1dB 1]
YpoeeHe ronoca ¢ Tenedona, dB 0

YpoBeHs ronoca ¢ mukpodona, dB [i]

ONHTENEHOCTE KMNYNECE UHGPE, MO 100
MHHUMANEHBIA MessUME OB MHTEPEAN, MC 200
TaxcodoH Bearn. v

HacTpoiAka ceTeBkIX NapaMeTpoB

DSCP |0

w [IPHMEHMTE X Ommena

Hacmpolika akkayHma

Bknoyume — npun yCTaHOB/IEHHOM cbnare NOPT aKTUBEH,

Mpoghune — BbIGOP SIP-npoduna ns nepeyHa AocTynHbix. Hactpolika npoduneit npomssoauTca B
MeHto «IP-menegoHus» -> «lipogunuy;

Homep meneghoHa — abOHEHTCKMI1 HOMep, MPUCBOEHHbIV TeNlepOHHOMY NOPTY;

YmsA nonvzosamens — UMA MONb30BATENA, CONOCTaBAEHHOE C NOPTOM (OTobparkaeTca B nose
Display-Name 3aronoBka From B ucxoaawmx coobuieHusx SIP);

Ucnonvbzoeams asnbmepHamueHsbili Homep — NpW yCTaHOBAEHHOM ¢nare B 3arosoBokK «From»
coobueHnit SIP, oTnpaBasemblix ¢ 4aHHOro nopta, 6yaeT NoACTaBAATLCA aNbTePHaTUBHbIN HOMep
(8 yacTHoOCTK, YTOBbI MacKMpoBaTb CBOW peanbHbli HOmep OT cuctembl AOH Bbi3biBaeMoro
aboHeHTa);

Moocmaename 3a201080K 8 Contact — anbTePHATUBHbLIA HOMeEp, NPUCBOEHHbI TenedpoHHOMY
nopty, 6yAeT 3amMeHeH Ha YKasaHHbIM Homep B 3aronoske Contact coobuweHua SIP.
[aHHaa HacTpoiKa MCMONb3yeTcs TONAbKO A/1A MOPTOB, HAXO4ALMXCA B rpynne Bbl30Ba;

SIP nopm — UDP-nopT ana npMéma Bxoasawmx coobuieHunii SIP Ha AaHHbIA aKKayHT, a TakKe Ans
OoTnpaBKU ncxogAawmx SIP-coobuieHuit ¢ AaHHOrO akkayHTa. MpuHUMaeT 3HayeHus 1-65535 (no
ymonyaHuio 5060);

Kamezopua aboHeHma — KaTeropua Bbi3biBatowero aboHeHnta (calling party category) —
MCnosib3yeTca A/1A nepeaayun B 3aroNoBKe «From» Ucxoaalmx coobLeHnit; NocneaHnini Npu 3Tom
nepeaaetca B dopmate Tel-URI (cm. RFC3966);
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e Jlo2uH u napone 044 aymeHMU@PUKAyUU — WUMA NONb30BaTeNs U Mapo/b, UCMNO/Ib3yemble ANnA
ayTeHTUOMKaummn aboHeHTa Ha SIP-cepBepe (1 cepBepe perucTpaumn);

Hacmpolika A1BO

e Pexum ucnons3osaHus flash — pexxnum ncnonbsoBaHus GpyHkumm flash (KopoTkuit otb0IM):

— Transmit flash — nepepaua flash B KaHan (oAHMM M3 MeTOA0B, HAaCTPOEHHbIX BO BKNaAKe
«MNpodunn» B napametpe lMepedaya Flash);

— Attended calltransfer — flash obpabaTtbiBaeTcA NOKaNAbHO YCTPOMCTBOM (Nepeaaya Bbi3oBa
OCYLLECTBASETCA NOC/e YCTAaHOB/IEHUA cOeaMHEHMUA ¢ TpeTbum aboHeHTom). MoapobHoe
onucaHue anroputma pabotol «Attended calltransfer» cmotpute B pasagene 3.1 Nepenaya
BbI30BA;

— Unattended calltransfer — flash obpabaTbiBaeTca /IOKasbHO YCTPOWCTBOM (nepepgaya
Bbi30Ba OCYLLECTB/SETCA MO OKOHYaHWIO Habopa Homepa TpeTbero aboHeHTa).
MopgpobHoe onucaHne anroputma pabotol «Unattended calltransfer» cmoTtpute B
pasgene 3.1 MNepepaya Bbi3oBa.

e Pexcum nepedayu 8613080 — HACTPOMKa A0CTyNHa TonbKo ans Attended calltransfer n oTBevaer 3a
PEXMM aKTUBALLMW YCIYTU Nepeaaym Bbi30Ba:

—  KombuHMpoBaHHbIN — Nnepenaya BbI30Ba aKTMBMUPYeETCA No 0TOO M No HaxKaTuio R 4;
—  Flash+4 —nepepaya BbI30Ba aKTUBMPYETCS Nocse Haxkatua R 4;
— Mo otboto — nepesaya BbI30Ba aKTUBMPYETCA Nocae oTbos.

e OxuOaHUe 8bI308a — NPU YCTaHOBNeHHOM dnare paspelueHa ycayra « OxcudaHue 8biz08a» (ycnyra
OOCTYMHa B perknme ncnonbsoBanusa ¢oyHkumm flash — call transfer);

e Bblgaya Homepa Bbi3biBatoWEero aboHeHTa Npu OXKMUAAHUWU BbI3OBa — MPW YCTaHOBAEHHOM ¢nare
NPOUCXOAMUT Bblgavya Homepa aboHeHTa 41 YCNYTU OXKUAAHMWS BbI30Ba;

e OcmaHosKa Habopa npu # — Npu ycTaHOB/IEHHOM dare NCNob30BaTb KHOMKY ‘#’ Ha TenedpoHHOM
annapaTe gaa oKOHYaHWA Habopa, MHaye ‘#’, HabpaHHas ¢ TenedoOHHOro annapara, UCNob3yeTcs
KaK 4acTb HOMepa;

e [opA4as/mennas AUHUA — NPU YCTaHOB/JEHHOM ¢nare paspelleHa ycayra «zopa4as/mennas
AUHUA». Ycnyra no3BosifeT aBTOMATUYECKM YCTAaHOBUTb MCXOAsLEee coeauHeHWe Mpu nogbeéme
Tpybku TenedoHa 6e3 Habopa Homepa ¢ 3aZaHHOM 3a4epKKoM (B ceKyHaax). Mpu ycTaHOBNEHHOM
dnare 3anonHWTe cnegytowme nons:

— Homep ycayau "eopauas/mennas auHua" — Homep TenedpoHa, C KoTopbim byaeT
YCTaHaB/AMBATLCA COEAMHEHME Yepe3 Bpems, paBHoe «TalMayTy 3a4epKKu», nocne
noaHATUA TpybKM TenedoHa (B NnaHe Hymepaumm ucnonbsyemoro SIP-npodunsa gonxkeH
6bITb NPePUKC Ha AaHHOE HanpaBieHue);

— Talimaym 3a0epiKu, ¢ — NHTEpPBaN BPeMEeHU, Yepe3 KOTopbli byaeT ycTaHaBAMBaTbCA
coeauHeHue ¢ BCTpeYHbiM abOHEHTOM, B CEKYHAaAX;

e besycsnoeHas nepeadpecayus — Npu ycTaHoBAeHHOM ¢are paspelueHa ycayra CFU (Call Forward
Unconditional) — Bce BxoasAwume BbI30Bbl MePeEHANPaBAAIOTCA Ha YKa3aHHbIA HoMmep 6e3ycoBHOM
nepeaapecaumu. MNpu yctaHoBAEHHOM daare 3anoAHUTe caeaytowme nons:

— Homep 6e3ycnosHoli nepeadpecayuu — HOMEP, Ha KOTOPbIA NepeHanpaBaAlTcA BCE
BXOJALLME BbI30Bbl, NPU BKAIOYEHHOM ycayrn «besycnoBHaa nepeagpecauua» (B naaHe
Hymepauum wucnonb3yemoro SIP-npoduna poakeH 6biTb NpeduKC Ha  gaHHoe
Hanpas/ieHue);

e [lepeadpecayua no 3aHAMocmu — NpU ycTaHOBNeHHOM dnare paspeweHa ycayra CFB (Call
Forward at Busy) — nepeaapecaunsa Bbi30Ba NpuU 3aHATOCTM abOHEHTa Ha yKa3aHHbIA Homep. Mpu
yCTaHOB/IeHHOM dnare 3anoAHUTE cneayowme Nons:
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— Homep nepeadpecayuu no 3aHAMOCMU — HOMEpP, HA KOTOPbIA MepeHanpaBAAloTCA
BXOAALLME BbI30BbI MPU 3aHATOCTM abOHEHTa Npu BKAOYEHHOM ycayre «[lepeagpecauma
Mo 3aHATOCTU» (B NAaHe Hymepauumn ucnonbsyemoro SIP-npopuns gonkeH 6biTb NpeduKc
Ha gaHHOe HanpaB/eHue);

Mepeadpecauua no Heomsemy — MNpU ycTaHOBAeHHOM ¢nare paspeweHa ycayra CFNA (Call
Forward at No Answer) — nepeaapecauma Bbi30Ba Npun HeoTBeTe aboHeHTa. MNpu ycTaHOBNEHHOM
¢dnare 3anonHUTE cneaytowme nona:

— Homep nepeadpecayuu no Heomeemy — HOMEpP, Ha KOTOPbIM MepeHanpaB/AloTCA
BXOA4ALME BbI30BbI NPU HEOTBETE aBOHEHTA NPW BKIOYEHHOM ycayre «Mepeagpecauma no
HeoTBeTy» (B M/aHe Hymepauun ncnonbyemoro SIP-npodunsa gonxeH 6biTb NpeduKe Ha
AaHHOe HanpaBaeHwue);

— Talimaym Heomeema, ¢ — WHTepPBa/a BpPeMeHMU, Yepe3 KoTopbl byaeT npou3BOAMTLCS
nepeagpecaums Bbi30Ba B C/lydae HeoTBeTa aboHeHTa;

He 6ecriokoums — npu yCcTaHOBAEHHOM ¢iare ycTaHaB/IMBAEeTCA BPEMEHHbIN 3anpeT BXoaAlen
cBA3u (ycnyra DND — Don’t Disturb).

MpU BKAOYEHMM OAHOBPEMEHHO HECKONIbKMX YCAYr MPUMopuTeT caeaylolmii (B nopagke
CHUXeHuA):

—  CFU;
—  DND;
—  CFB, CFNA.

Pa3spewumb nepexsam 8bi308a HA MNOpM — NPU BKAKOYEHHON OMNUUW paspelleH nepexsaT
BXO4AWMX Ha NOPT BblI30BOB (NepexBaT paspellaeTcs TO/AbKO B MNpeaenax OAHON rpynnbl
nepexsaTa v NPU YCAO0BMM UCNONb30BAHUA NopTamun ogHoro SIP-npodunsa);

CLIR — orpaHuyeHne naeHTUPUKaLmMm Homepa Bbi3blBalOLWEro aboHeHTa:

—  Boeikn—ycnyra CLIR oTKAo4eHa;

— SIP:From — B 3aronoBke From coobuweHnit npotokona SIP 6yaetr nepeaaBaTbeA
Anonymous sip:anonymous@unknown.host;

—  SIP:From u SIP:Contact — B 3aronosKax From u Contact coobueHnit npotokona SIP byget
nepepasaTtbca Anonymous sip:anonymous@unknown.host.

Hacmpolika ¢huzuyeckux napamempos

Bblgaya HOMepa BbI3blBAlOWLIEro — BblbepuTe pexkum onpeneneHna HOMEpPA Bbi3blBAOLLENO
aboHeHTa (Caller ID). Ons pabotbl Caller ID Heob6xoaMmo, UTOBbI TeNnedOoHHbIM annapaT aboHeHTa
NnoAfep:KMBa YyCTaHOB/IEHHbIN MeToA;

—  Off — onpegeneHne Homepa Bbi3biBalOLWEro aboHEHTa BbIK/IIOYEHO;

— FSK Bell 202, FSK V.23 — onpegeneHve HOMepa WU MMEHM BbI3blBaloWEro aboHeHTa
metogom FSK (no craHpapty Bell202, wam ITU-T V.23). Bblgaya HOMepa B JIMHUIO
OCYLLECTBNAETCA MeXKAY NepPBbIM N BTOPbIM CUTHANOM MOCLIZIKU Bbl30Ba MOTOKOM AaHHbIX
C YaCTOTHOM Mmoaynaumen.

— DTMF — onpepeneHue Homepa Bbi3blBatollero aboHeHTa metogom DTMF. Bbigaua
HOMEpPA B IMHWUIO OCYLLECTBAAETCA MEXAY NepBbIM U BTOPbIM CUTHAaAOM NMOCbIIKU Bbl30Ba
AByx4yacToTHbiMW DTMF-nocbinkamu;

— RUS AON - npeHtndumkauma nMHUKM Bbi3biBatoLero aboHeHTa metogom «Pycckunii AOH».
Homep onpepensetca no curHany «3anpoc AOH», BblaaBaemomy TesiepoHOM
Bbl3blBAaEMOro aboHeHTa;
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e Talimaym Habopa nepsoli yugppsl, ¢ — TanMep oxuaaHua Habopa nepson uMdpbl Homepa. Mpu
OTCYTCTBMM Habopa B TeYeHWe YCTAHOB/JIEHHOro BpemMeHM aboHeHTy OyaeT BblgaH CUrHan
«3aHATO», a NpMem Habopa Homepa byaeT npekpaLleH;

e Talimaym «3aHAMO», ¢ — TauMep BblAa4Yn abOOHEHTy curHana «3aHaTo». Ecam no ucrevyeHun
YCTAHOBNEHHOrO TaiMayTa abOHEeHT He MOAOoXKMWT Tpybky TenedoHa — B AMHMIO ByaeT BblgaH
CUIHaN OWKNBKY;

e Talimaym 8bi308a aboHeHmMa, C — 3anycKaeTca Mpu NOCTYMN/IeHUN BXOLALLErO Bbl30Ba U
onpeaenseT MakKCMMasibHOe BpeMs OTBETa Ha BbI30B. [10 MCTeYeHUM YCTaHOBAEHHOMO TalmayTa
yAaneHHoOMy aboHeHTYy 6yaeT oTnpas/ieH CUrHaJ 3aHATOCTU.

o MuHumanoHoe spema obHapyxiceHUs omb6os, MC — MUHUMAIbHOE Bpemsa ObHapyxeHusa otbos.
OpHOBpPEMEHHO € 3TWMM, [AaHHbIA  MNapamMeTp  ABAAETCA  MaKCMMA/IbHbIM  BpEeMEHEM
AEeTeKTUpoBaHMA KopoTKoro otbos (flash).

e  MuHumanoHoe epemsa obHapyxceHua flash — muMHUManbHoe Bpems OOHApy*KEHMA KOPOTKOro
oT60s1, (80-1000) mc;

e YcuneHue Ha npuem, 0.1dB — ycuneHue curHana Ha Npuém (CUrHan, KoTopbii BblAaeTcsa B TPYOKy
TenedoHa), (-200..200) eanHunua nsmepenma — 0,1 ab;

e YcuneHue Ha nepedaye, 0.1dB — ycuneHue curHana Ha nepegady (cMrHana, nocTynawoLlLero B
MUKPOPOH TenedoHHow Tpybku), (-200..200) eanHuua nsmepexua — 0,1 ab;

e YposeHb 20s10ca ¢ menegoHa dB — HACTPOIiKa YPOBHA peyeBoro curHana K aboHenTy, (-31..31)
dB;

e YposeHb 20s10ca ¢ MUKPOOHA dB - HAcTpOliKa ypPOBHA peyeBoro curHana ot aboHeHTa, (-31..31)
dB;

o JlaumensHocms umMnynasca yugpel, MC — HACTPOMKA HeobxoaMMa NPU MMNYAbCHOM pexume
Habopa Homepa, (10-150) mc;

o MuHumanbHLIlG Mexuyugpposoli uHMepPsasn — HACTPOMKa HeObXoaMMa NPU MMNYAbCHOM pexume
Habopa Homepa, (150-20000) mc;

e TakcoghoH (Payphone) — HacTpoiika pexmma paboTbl IMHUM NPU NOAKAOYEHMM TaKcodOoHa:

—  Bbikn. (Off) — 0bblUHbIN peXxum, TaKCoGOH He NOAKNIOYEH;

- lMepenontocoska (Polarity reversal) — vameHeHMe NONAPHOCTU HaNPAXKEHWUA MUTaHUA
JIMHUM NPU UCXOLALLEM BbI30BE MOC/IE OTBETA BCTPEYHOIrO abOHEHT];

- Umnynscel 12 KMy (12 kHz) — npn ucxogAwem Bbi3OBe B JIMHWUIO OAWH pa3 B CEKyHAYy
BblgaeTcsa TapudHbIM MMnyabc YacToTol 12 Klu;

— Umnynscel 16 KMy (16 kHz) — npn ucxogAwem Bbi3OBe B JIMHWUIO OAWH pa3 B CEKyHAY
BblgaeTcsa TapudHbIN MMNyabc YacToTol 16 Kru.

Hacmpolika cemesbix napamempos

e DSCP - 3HaueHue nons DSCP 3aronoBKa IP-naketa gna rosocoBoro Tpadumka ¢ HacTpamMBaemomn
NMHUM.

[Nna BCTYNAeHMA B CUAY HOBOW KOHOUIypauumn M 3aHeceHWUs HACTPOEK B IHEProHEe3aBUCUMYIO MamATb
HaXXMUTe KHONKY «[TpumeHumoe». N OTMEHbl U3MEHEHUI HAXKMUTE KHOMKRY «OmmeHa».

2.6.3.4 NopmeHto «Mpodpunu SIP»

B noameHio «Mpodunn SIP» BbINOAHAOTCA HaAcTpoiKn SIP-npodunen yctponcrea. 3a Kaxabim SIP-
npoduiem MoOXHO HazHAUUTb COOCTBEHHbIE aapeca SIP-cepBepa v cepBepa pernctpaLmm, ronocoBble KOLgeKU U
Kogekn daKkca/moaema, WHAMBMAYaNbHbIA NAaH Hymepauum W apyrme napameTtpbl. HeobxoammocTb
MCNONb30BaHWUA pasHbix SIP-npodunelt BO3HMKaET, KOrga pasHble abOHEeHTCKME NopTbl paboTatoT Yepes pasHble
HanpasneHusa cBa3n (pasHble SIP-cepsepbl). MpM 3TOM 3a KarKAbiM aOOHEHTCKMM MNOPTOM MOXKET ObiTb
3aKpen/ieH ToAbKo oanH SIP-npodunb (HacTpoiKa B MmeHo «IP-menegoHusa» -> «Hacmpolika AuHuii»).
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Cnucok npodgunen SIP

Hma npodgung NuHAKw SIP-npokcH cepeep Cepeep perdcTpayya SIP-goMer Pesum Outbound
15t profile 1 Off
Znd profile Off
2rd profile Off
4th profile Off
Sth profile Off

OBLWKe HacTPORKK

Wenonbsosate STUN
Taimep T1, Mc 500 (100-1000)
Talmep T2, mc 4000 {1000-32000)

Tadmep B, Mc 32000

Lns zaN0AHEHUS HECMDOEK MaUMepos SIF # Mo ymomdasunmn
.O?F\'DME-".@OS BRHDIM U SHEYERURMU HEXMUME KHONKY

TpaHenopT UDP (npegnoytuTensHe), TCE *

CneywdukaLma TOHOB Poccus v

[NnA penakTMpoBaHWA HAcTpoek NPoduaA HaXKMUTE NEBOM KHOMKOW MbILM NO CCbIJIKE HACTPaMBaeMoro
npo¢unn. B oTKpbiBLLEMCA OKHe «Pegaktnposatb npoduab SIP» 3anonHuTe cnegytowme nons:

Penaktnpoeats npodoune SIP "1st profile”

MapameTpe SIP

Coctae npodans  MuHKeA 1
ma npoduans 1st profile
Pestiam venonssoeanua SIP-npokck Homing A
SIP-npokck cepeep
PerncTpauws
Cepeep perHcTpaLMA
MeTon KOHTPONS GCHOBHOMD CEPEEpa Invite r

Mepuon KoHTPOMA OCHOBHOTD CEPEEpa, © 30

Pesepexbie SIP-npokcu

ERLGER T YanuTe

lMapamempesi SIP

e Cocmae npoguns — CNUCOK abOHEHTCKMX MOPTOB, KOTOPbIM HasHayeH npoduab, none He
peaakTupyemoe;

e VMmsa npoghunaa — nonb3osaTeIbCKOe MMA HacTpanBaemoro npoouns;
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e Pexcum ucnons3osaHuA SIP-npoKcu — B BbiCMaAaloWeM CMCKE MOXKHO BblbpaTb pexmum paboTbl ¢
SIP-cepBepom:

— He ucnonb3oBaTtb— pexum, npm Kotopom SIP-NpOKCcKM cepBep He MCNOAb3yeTcA, a BCe
3anpocbl INVITE oTtnpaBastoTca Ha agpec, YKasaHHbIA Mocsie cMmBoJsia «@» B 3amnucu
MACOK MNJlaHa HyMepaLluu;

— Parking — pexxum pesepsupoBaHua SIP-npokcn 6e3 KoHTPoA 0CHOBHOTO SIP-npokcy;

— Homing — pexnm pesepBupoBaHuA SIP-NpoKcK ¢ KOHTPOIeEM OCHOBHOrO SIP-npoKcu.

LWnto3 moxkeT paboTaTb ¢ O4HMM OCHOBHbIM M MAKCMMYM YeTbipbMA pe3epsBHbIMKU SIP-npokcu.
Mpu pabote ToNbKO C OCHOBHbIM SIP-npoKcu, pexumbl Parking 1 Homing Huuem pgpyr ot apyra He
oT/nyaloTca. B aTom csiyyae npu oTKase ocHoBHOro SIP-npoKkcu notpebyetca ero BOCCTaHOB/IEHWE ANA
obecneyeHuns paboTocnocobHOCTH.

Mpu Hannuum pesepBHbIX SIP-Nnpokcn paboTa B pexumax Parking v Homing ocywectensetcs
cnepytowmm obpasom. Mpu coBepLUeHMM NCXOAALLENO BbI3OBA W03 oThnpasaseT coobuweHne INVITE Ha
agpec ocHoBHOro SIP-NpoKcn uamn nNpu nonbiTKe pernctpaumm — coobweHne REGISTER. B cayyae ecam no
nctevyeHmm BpemeHu Invite total timeout ot ocHoBHOro SIP-NpoKcn He npuxoguT oTeeT, IMbo NpUxoanT
oTtBeT 408 nnm 503 — wato3 otnpasnseT INVITE (nimb6o REGISTER) Ha agpec nepsoro pesepsHoro SIP-
NpoKcu. Ecnv oH ToXe He A0CTyneH, 3anpoc NepenpasfAeTca Ha ciefyowmnin pesepsHblit SIP-npokecn u
T.4. Kak TonbKo AocTynHbI pe3epBHbIit SIP-npokcn 6yaet HalgeH, Npov3onaeT nepepernctTpaumsa Ha
HeMm.

[Janee, B 3aBUCMMOCTM OT BbIBPaHHOIO peXXnma pesepBMpoBaHuUA, 4ENCTBUA ceaytolme:

B pexume parking HeT KOHTposna ocHoBHoro SIP-nMpoKcu, M WA3 npoAoaKaet paboTtatb ¢
pe3epBHbIM SIP-NMPOKCK, AarKe eciiM OCHOBHOM BOcCCTaHOB/eH. Mpu noTepe €BA3WU C TeKywmm SIP-
NPOKcKM byaeT NPoAO/IXKEH OMPOC MOCAeAyloWmMX pesepBHbIX SIP-Nnpokcn No onucaHHOMY Bbilwe
anroputmy. Mpu HeZOCTYNHOCTU NocaeAHero pes3epBHOro SIP-NpPoKcK onpoc NPOAO/IKUTCA MO KPyry,
Ha4YMHaAA C OCHOBHOTO.

B pemme homing pocTtynHo TpuM BMAA KOHTPOAA OCHOBHOro SIP-npoKcu: nocpencTeom
nepuogMyeckon nepegaym Ha ero agpec coobuweHuii OPTIONS, nocpeactBom nepuoamnyeckoi
nepeaaun Ha ero agpec coobuweHunit REGISTER nnbo nocpeacrtsom nepepgaum 3anpoca INVITE npwu
coBeplweHun ucxogaulero sbizosa. 3anpoc INVITE cHayana nepepgaetcs Ha ocHoBHOM SIP-npokey, a
3aTeMm, B C/ly4ae ero HeAOCTYNHOCTU, Ha TERYLWMIA pe3epBHbIi U T.4. He3aBUCMMO OT BUAA KOHTPOAS,
ecnm obHapy»KeHo, YTO OCHOBHOM SIP-NpOKCK BOCCTAaHOBWJICA — MPOUCXOAUT NepeperucTpaumns Ha
Hem. LLnto3 HaunHaeT paboTaTb ¢ OCHOBHbIM SIP-nNpoKcu.

e SIP-npoKkcu cepsep — ceTeBoi agpec SIP-cepBepa — yCTPOWCTBA, OCYLLECTBAAIOLLErO KOHTPO/b
[ocTyna Bcex aboHeHTOB K TenedoHHOW ceTh nposaiigepa. MoXHO yKasaTb Kak IP-agpec, Tak u
OOMEHHOe MmsA (Yepes gBoeToUYMe MOXKHO 3aaaTb UDP-nopTt SIP-cepBepa, no ymonyaHuto 5060);

e Peazucmpayua — npu yctaHoBAeHHOM dniare perncTpmpoBaTb MOPTbl, UCMO/b3yHOWUE AAHHbIN
npodunb, Ha cepBepe perncrTpauum;

o Cepsep peaucmpayuu — CeTEBOW aapec yCTPOMCTBA, HA KOTOPOM OCYLLECTBAAETCA pPerncrpauuns
BCEX abOHEHTOB TeslepOHHOM CEeTU C Le/Ibio NPesocTaBieHNa UM NPaBa NoJIb30BaTbCA YCayramm
cBA3M (4epes ABoeTouMEe MOXKHO yKasaTb UDP-nopT cepsepa perucrpaumum, no ymondanuto 5060).
MoHO yKasaTb KaK IP-agpec, Tak n gomeHHoe uma. OBbIYHO cepBep perncrpaumm Gusmnyecku
coBMelLLeH ¢ SIP-NpoKcK cepeepom (OHU MMEIT 0A4MHAKOBbIE agpeca);

e MemoO KOHMPOoA OCHOBHO20 cepsepa — BbIBOP METOAA KOHTPOAS AOCTYNHOCTM OCHOBHOrO SIP-
cepsepa B pexxume Homing:

= /nvite — KOHTPO/b NOCPEACTBOM Nepesayn Ha ero agpec 3anpoca INVITE npu coseplieHmnn
NCXoAALLero Bbl30Ba;

= Register — KOHTPONb NOCPEACTBOM NEPUOANYECKON Nepenaym Ha ero agpec coobLieHni
REGISTER,;
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=  QOptions — KOHTPO/Ib NOCPEACTBOM NEPUOANYECKON Nepeaadn Ha ero agpec cooblieHni
OPTIONS;

e [lepuod KOHMPOAA OCHOBHO20 cepsepa — WHTEPBAA OTMNPABKM NEPUOANYECKMX COODOLLEHMA B
CEeKyHAaxX C Lenbio NpoBEPKM A0CTYNHOCTU OcHOBHOrO SIP-cepeepa.

Pe3sepsHbie SIP-npokcu

Ona pobasneHus pesepBHOro SIP-MpPOKCU HaxKMUTE KHOMKY «[Job6aBuUTb» W BbINOJHUTE cleaylolime
HACTPOMKK:

e  SIP-npokcu cepsep — ceTeBoi aapec pesepBHoro SIP-cepeepa. MoXHo yKasaTb KaK IP-agpec, Tak u
AOMeHHOoe UMsa (Yepes aBoeToume MoXKHO 3aaatb UDP-nopT SIP-cepBepa, no ymonyaHuio 5060);

e C(Cepsep peaucmpayuu — CETEBOW afpec pPe3epBHOrO CepBepa perucrTpauuu (depes gBoetouune
MOKHO yKa3aTb UDP-nopT, no ymonuyaHuto 5060). MosKHO yKa3aTb Kak IP-agpec, Tak u gomeHHoe
nma. Ecam yctaHosneH dnar nepes nonem Cepgepa peaucmpayuu, TO BKAKOYEHA pPerucTpauma Ha
pe3epBHOM cepBepe.

[na ynaneHua pesepsHoro SIP-npokcu yctaHoBUTe $nar HanpoTMB 3a4aHHON0 agpeca U HaXXMUTe KHOMKY
«Yaanutb».

SIP-nomeH
MpumeHiaTs SIP Domain ANA perMeTpaunmME
Peskum Qutbound EbmriousH T
Meprog BpeMeH NEpEperHcTPaLMK 1300
WHTEpBAN NOETOPA PErHCTPALMK 30
MySnusHbIA agpec
Wenenesosate SIP Display Mame npu pervctpavsan
Buigaya KT1B npw nomy<erny 153 Progress
YANATE HEGKTHEHBIE MEIMKA
Buisos aboqexTa 180 Ringing v
MNepenagate cumeon # kak %23
100re! Supported v

Paspewmts Timer o

MUHHMANBHDS BPeMA CECCAM, C 120
Bpesmn ceccum, © 1300
Mepuoanseckni onpoc SIP-cepespa OTEMICHEH v

OEpafateieate saronoeck Alert-Info
MpoeepATL TCNBED MMA NonksoeaTens 8 RURI

Mepegaears IP-agpec & saronoese Call-ID

e SIP domain — poOMeH, B KOTOPOM HaxoguTCA YCTPOWCTBO (3aMONHATb NpU HeobxoaAmmocTu),
Ha3HayaeTca aBTOMaTUYEeCKMU npu noaydyeHuun 15 onumum npotokona DHCP unu 3apaeTca Bpy4Hyto.
JomeH, 3afaHHbI BPYYHYIO MMEET NPUOPUTET HaL, HAaCTPOMKOM, noayvyeHHon no DHCP;

e [lpumeHums SIP Domain 0n4a peaucmpayuu — npu yctaHosaeHHOM ¢dare npumeHuts SIP Domain
ans pernctpaunu (SIP-gomeH byaet noacrasnatbea B Request-Line 3anpocos Register);

e Pexcum Outbound — pexkum Outbound:

—  BbIknovyeH — mapLpyTM3npoBaTh BbI30BbI COM/IACHO MNJIaHa Hymepaumu;
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— Outbound — pna paboTbl UCXoAALWLEN CBA3N Heobxoaum naaH Hymepauuu, o4HaKo Bce
BbI30Bbl OyayT MaplipyTusnpoBatbca 4epe3 SIP-cepBep; B C/Ayd4ae OTCYTCTBMA
perncrpaunm aboHeHTy BblAaeTcs OTBET CTaHUMWU, YTOObl MOXHO OblI0 OCYWECTBAATb
ynpasneHne aboHeHTCKUM cepBrcom (ynpasneHue 4BO);

— Outbound c sbiOayeli «3aHAMoO» — AnA paboTbl Mcxoaalen cBsA3M HeobxoAum naH
HYMepauun, OAHAKO BCe BbI30Bbl OyAyT mMaplupyTusnpoBatbcsa 4vepes SIP-cepsep; npwu
OTCYTCTBMM PErncTpaLmm BOCMO/ib30BaTbCA TenedoHnen byaeT HEBO3IMOMXKHO: B TPYOKy
BbIAAETCS CUTHaN OWMOKN.

o [lepuod spemeHu nepepe2ucmpayuu — BPEMS, B TEYEHME KOTOPOro AeNCTBUTE/IbHA perncrpauymsa
aboHeHTCKoro nopta Ha SIP-cepBepe. MNepeperncTpaums nopTa OCyLLECTBAAETCA B CpeHEM Yepes
2/3 yKasaHHOro nepuosa;

e UVHmMepsan nosmopa peaucmpayuu  — TMNPOMEXYTOK BPEMEHU  MeXAY MNOMbITKAMMU
3aperucTpupoBaTbca Ha SIP-cepBepe B C/ly4ae HeYyCneLwHoM perncTpaunu;

o [lybauyHbll adpec — AaHHbIN NapamMeTp MUCMNONb3yeTcA B KaYecTBe BHELUHEro agpeca yCcTponcTea
npu pabote 3a NAT (3a wnwo3om). B KavectBe nybauMyHOro agpeca nNponucbiBaeTcAa aapec
BHewHero (WAN) nHtepdelica wntosa (NAT), 32 KoTopbim ycTaHoBAeH TAU-IM.IP. Mpwu 3TOM Ha
camom wno3e (NAT) Heobxoaumo caenatb npobpoc cooTtsBeTcTBYOWMX SIP- 1 RTP-noptos,
MCMNONb3yEMbIX YCTPOCTBOM;

e Ucnonsvzoeamoe SIP Display Name npu peaucmpayuu — npyn ycTaHoBAeHHOM dnare nepegasaTtb
nms nonbsosatens B nose SIP Display Info coobweHun Register;

e Bowidaua «KIMB» npu nosayyeHuu 183 Progress — npu ycTaHOBAEHHOM ¢nare BblgaBaTb CUrHan
«KOHTpPOAb NOCBIIKM BbI30Ba» Npu Npueme cooblueHns «183 Progress» (6e3 BnoxeHHoro SDP);

o Y0aname HeakmueHsle Meduu - NPWU YCTaHOBAEHHOM daare yaanaTb HeaKTUBHble Meana NOTOKM
npyn moandukaumm SDP-ceccumn. UcnonbsyeTca ana B3aMMOLENCTBUA CO LUNHO3aMKU, HEKOPPEKTHO
noagep:kmeatowmmm pekomeHgaumto rfc3264 (no pekomeHAaLMM KOAMYECTBO NOTOKOB, MpM
MOANDUKALMAX CECCUU HE A0MKHO YMEHbLUATLCA);

e Bbi3os aboHeHma — npeaBapuUTesbHbI  OTBET, KOTOPbIM  OTNPaBAAETCA  YCTPOMCTBOM
BbI3blBatoLLEeMYy 060pYL0BaAHMNIO NPU BXOLALLEM 3BOHKE:

— 180 Ringing — Bbi3blBatowemy obopypoBaHuio oTnpasaserca otseT 180; nosayyms 31O
coobLeHue, Bbi3biBatowee obopya0BaHNE AOMKHO BblAATb B IMHUIO IOKANbHbIA CUTHAN
KNB;

— 183 Progress with SDP — Bbi3biBatowemMy obopyaoBaHuio oTnpasaseTtcs oTseT 183+SDP —
NCNonb3yeTca A/A MNPOKAKYEHWA Pas3roBOPHOrO TpaKTa A0 OTBeTa Bbi3biBaemoro. B
OaHHOM cnydae TAU-IM.IP 6ynet yaaneHHo BblAaBaTh Bbi3blBatoLEeMy abBOHEHTY CUrHan
KNB.

— [epedasamb cumeon # Kak %23 — npu yctaHoBnAeHHOM dnare nepenasaTtb 3HaK PyHTa
("peweTkry") B SIP URI Kak escape-nocnenoBatenbHOCTb "%23", nHaue - Kak cumson "#".

e 100rel — vcnonb3oBaHMe HageXHbIX NpeaBapuTeNbHbiXx oTBeToB (RFC3262):

- Supported — nogaepxkKa NCnosib3oBaHMA HagaeXHbIX NpeaBapuUTe/IbHbIX OTBETOB;
- Required— Tp66OBaHMe MCNO/1b30BaTb HaaeXHble NpeaBapuUTe/ibHble OTBETI;
—  BbIKnto4YeH — He NCnonb3oBaTb HaZeXHble npeaBapuTe/ibHble OTBETbI.

MpoTokonom SIP onpeaeneHo ABa TMMNa OTBETOB Ha 3anpoc, MHUUMUpPYLWMi coegmuHeHune (INVITE) —
npeasBapuTenbHble M OKoHYaTenbHble. OTBeTbl Knacca 2xX, 3xX, 4xX, 5xx Wn 6xx ABAAOTCA
OKOHYaTe/IbHbIMM M NepeaatoTca HAAEKHO — € NoaTBepPKAeHMeM Ux coobeHnem ACK. OTBeTbl Knacca
1xx, 32 ucknoveHuem otseta 100 Trying, ABNAOTCA NpeABapuUTENbHbIMU U NepeaatoTca HEHAAEeXKHO —
6e3 noareepaeHunsa (RFC3261). 9TM oTBeTbl coaeprkaT MHPOPMaLMIO O TeKyllel cTagum obpaboTKu
3anpoca INVITE, Bcnegctsne 4yero notepsa TakMX OTBETOB HexesaTesbHa. Micnonb3oBaHWe HadeXHbIX
npeasapuUTesibHbIX OTBETOB TaKXe npeaycmoTpeHo npoTtokosom SIP (RFC 3262) v onpeaensaetcs
Hannumem Tera 100rel B WHMUMMPYIOLWLEM 3aMpoce, B 3TOM C/yvyae npeaBapuTesibHble OTBETbI
noaTeBepaatoTca coobuieHnem PRACK.
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Paboma HacmpoliKu npu ucxoosaujeli cea3u:

— Supported — nepepaBatb B 3anpoce INVITE Tter supported: 100rel. B 3tom cnyyae
B3aMMOLENCTBYIOWNIA  WAKO3 MO  CBOEMY  YCMOTPEHMIO  MOXET  nepenaBaTb
npeaBapuTenbHble OTBETbl MO0 HageXHo, MMbo HeT;

— Required — nepepnasaTtb B 3anpoce INVITE Tern supported: 100rel v required: 100rel. B
3TOM C/ly4ae B3aMMOLENCTBYIOLWMI W03 AO/MKEH NepenaBaTb NpesBapuUTe/ibHble OTBETDI
HageHo. Ecan  B3aMMOZENCTBYIOWMWA  WAKO3  He  MNOoAAEPKMBAET  HAAEMHble
npeasapuTesibHble OTBETbl, TO OH [AOJ/IKEH OTKAOHWUTb 3anpoc coobuweHnem 420 ¢
YKasaHuem HenoagepxuMpaemoro Ttera unsupported: 100rel, B 3tom cnydae byaer
oTnpas/sieH NoBTOpHbI 3anpoc INVITE 6e3 Tera required: 100rel,;

— BolknoyeH — He nepepasatb B 3anpoce INVITE HM oanH w3 Teros supported: 100rel v
required: 100rel. B 3Tom cAy4ae B3aMMOAENCTBYIOWMI WAO3 OyaeT nepenasBaTtb
npeasapuTesibHble OTBETbI HEHALEKHO.

Paboma Hacmpoliku npu exodsaweli ceasu:

— Supported, Required — npu npueme B 3anpoce INVITE Tera supported: 100rel, nmbo Tera
required: 100rel, nepenaBaTtb NnpeaBapuTenbHble OTBETbI HageKHo. Ecaun Tera supported:
100rel B 3anpoce INVITE HeT, To NnepeaaBaTb NpeaBapuTe/ibHble OTBETbl HEHAAEKHO;

—  BebikatoueH — npu npueme B 3anpoce INVITE tera required: 100rel, oTKNOHMTbL 3anpoc
coobuweHnem 420 ¢ yKasaHMem HenogaeprkmBaemoro Tera unsupported: 100rel. B
OCTa/IbHbIX Cy4asax NepenasaTb NpeaBapuTesibHble OTBETbl HEHAAEKHO.

Paspewums timer — npyn ycTaHoBNeHHOM dnare BK/AOYEHa nogaepiKa pacwmpeHua timer (RFC
4028). Nocne ycTaHOBNEHUSA COEANHEHUS, eCiM 0b6e CTOPOHbI NOAAEPHKMUBAKOT timer, o4Ha U3 HUX
nepuvogmyeckn otnpasnaset 3anpocsl re-INVITE gna KoHTpons coeauHeHusa (ecnm obe CTOPOHbI
nogaeprkmpatotr metog UPDATE, gns uyero oH posxeH 6biTb yKkasaH B 3arosnoBke Allow —
O6HOB/IEHME CECCUM OCYLLECTBAAETCA NOCPeACTBOM MepuoaMYEecKoi OTNPaBKM COObLLEHMIA
UPDATE);

MuHuManbHoe 8pemMs ceccuu, C — MWHUMANbHbIM WHTEpPBaAn NPOBEPKU paboTocrnocobHocTH
coegmHeHuns (o1 90 go 1800 c, no ymonyaHuto 120 c.);

Bpemsa ceccuu, ¢ — nepuvos BpPeMeHW B CEKYHZAX, MO WMCTEYEHUM KOTOPOro npousonaet
NPUHYAUTENIbHOE 3aBEpPLUEHNE CecCUU, B C/lydae ecim ceccus He byaeT BoBpems obHoBaeHa (oT
90 no 80000 c., pekomeHayemoe 3Ha4yeHme - 1800 ¢, 0 — Bpemsa ceccum He orpaHUYeHo);

Mepuooduyeckuli onpoc SIP-cepsepa — Bbibop cnocoba onpoca SIP-cepsepa:

—  OmeknroyeH — SIP-cepsep He onpalnBaeTcs;

— Options — onpoc SIP-cepBepa npu nomoum coobueHuii OPTIONS;
—  Notify — onpoc SIP-cepsepa npu nomolum coobueHunit NOTIFY;

— CLRF—onpoc SIP-cepsepa nyctbim UDP-naketom;

MHmepean onpoca — nepuos BPeMeHW B CEeKyHAaX, Yepes KoTopblit BbinoaHAeTca onpoc SIP-
cepsepa;

Obpabameisams 3020/1080K Alert-Info — obpabaTbiBaTbh 3aronoBok Alert-Info B 3anpoce INVITE
ANA BblAAYM Ha aBOHEHTCKMIA NOPT OT/IMYHOM OT CTaHAAPTHOM NOCLINKK BbI30Ba;

lposepsamb mosbKo umsa nonezoeamena 8 RURI — ecnn ¢dnar ycTaHOBAEH, TO aHanu3upyetca
TONIbKO abOHEHTCKMII HOomep (user), MpM COBMAZEHUM KOTOPOro BbI3OB OyAeT Ha3HayeH Ha
aboHeHTCKMI nopT. Ecnn ¢nar cHAT, TO NpM NOCTYN/AeHMM BXOLALLErO BbI30BA NPOU3BOAMTCA
aHanuns scex anemeHToB URI (user, host n port — aboHeHTCKMIt Homep, IP-aapec u UDP/TCP-nopT).
Mpu cosnageHun scex anemeHToB URI BbI30B 6yAeT HasHauYeH Ha abOHEHTCKUI NOpT;
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lMepedasams IP-adpec 8 3aeon08Ke Call-ID — ecnu ¢nar yctaHosseH, To B 3arososke Call-ID npu
ncxoasLen cBasn ncnonb3yetca cobcTBeHHbIN IP-agpec yctponctea B dopmate localid@host.

TpexcmopoHHAA KOHepeHyus

TpEXcTOpCoHHAR KoHpepeHLMA

Peskama NokansHan Y

Cepeep koHDEepeHLMN

Pexcum — pexkum paboTbl TPEXCTOPOHHEN KOHEpPEHLMU. BO3MOXKHO ABa pexmnma:

JloKanbHas — KoHdepeHuMa CcobMpaeTcs JIOKaJibHO YCTPOMCTBOM MOC/AE Ha)KaTus
KombuHauum «flash+3»;

YoaneHHaa (RFC4579) — koHbepeHumna cobupaeTtca Ha yAaJleHHOM cepBepe, ANA Yero
nocne Haxatua «flash+3» Ha cepBep oTnpasnsetca coobuwieHue Invite Ha Homep,
yKa3aHHbIl B none «Cepsep KoHgepeHyuu». B aTom cnydyae KoHdepeHuma pabotaeT no
anroputmy, onncaHHomy B RFC4579. MoapobHOo AaHHbIN anropuTm onucaH B nyHkTe 3.3.2.

Cepsep KoHgpepeHuyuu — B 0OLLEM Cayvyae afpec cepsBepa, OCYLLECTBAAIOWEro YCTaHOBAEHWE
KoHdepeHUuMM Mo anroputmy, onmcaHHomy B RFC4579. Aapec 3agaetca B dopmate SIP-URI:
user@address:port. Mo»KHO yKa3aTb TOJIbKO NO/Ib30BaTeNbCKY0 YacTb URI (user) — B aTom ciyyae
coobuieHue Invite oTnpasutca Ha agpec SIP-npokcu.

Hacmpolika IMS

Hactpo#ka IMS

Peztaam IMS BrarnioueH v

Pexcum IMS — pexknum paboTbl ¢ IMS. BO3MOXKHO TpU pexkmma:

BbiKknoueH — IMS He ncnonbayercs;

6e3 noonucku - paspeLleHo yrnpaBieHne HEKOTOPbIMM BUAaAMK ycayr ¢ cepsepa IMS (IP
Multimedia Subsystem). B 3Tom cnyyae BKAOYEHME ycayr «TpPexcTOpOHHAS
KoHbepeHuma» (paboTaeT ToNbKO no anroputmy RFCA579), «YaeprkaHue BbI3OBaY,
«OxunaaHue Bbi3oBa», «lopayvan AMHUA» (HE3ABUMCUMO OT TOFO, BK/KOUYEHBI OHU UN HET B
KOHGUrypaLmm) Npom3BoAUT yaaneHHo cepeep IMS nocpeacTsom OTMNPaBKM COOBLLEHMUI
Notify, B Tene KoTopbix MepegaloTcd KOMaHAbl Ha aKTMBALMIO/4eaKTMBAUMIO YCayr B
dopmate XCAP (paktuueckm — XML, RFC4825). Mpu Takom BapuaHTe 3anpocbl SUBSCRIBE
nocne perncrpauym aboHEHTOB LW/IO30M He OTNpPaBaAloTcA, 06pabaTbiBalOTCA TONbKO
NOTIFY-3anpocbl, npuHATble OT IMS, C NOMOLWBIO KOTOPbIX NPOUCXOAUT YynpaBaeHue
ycnyramu;

C nodnuckoli - paspelleHo yrnpasBieHne HEKOTOPbIMM BMAaMW ycayr ¢ cepsepa IMS (IP
Multimedia Subsystem). B 3Tom cny4ae BKAOYeHMe ycayr  «TPexcTOPOHHASA
KoHbepeHuma» (paboTaeT TonbKO no anroputmy RFCA579), «YaeprkaHue BbI3OBay,
«O¥unaaHue Bbi3oBa», «lopayvan AMHUA» (HE3ABUCMMO OT TOFO, BK/IIOYEHDBI OHU U/ HET B
KOHPUrypaLmm) Npom3BoAUT yaaneHHo cepsep IMS nocpeacTsom OTNPaBKM COOBLLEHUI
Notify, B Tene KoTopbiXx MepepaloTcd KOMaHAbl Ha aKTMBaLMIO/AeaKTMBAUMIO YCayr B
dopmate XCAP (daktuueckm — XML, RFC4825). Mpu TakoM BapuaHTe L3 OTnpaBaseT
3anpocbl SUBSCRIBE nocne peructpaumMm aboHEHTOB M NpW yCNeWHoOW noAanucke
obpabatbiBaeT NOTIFY-3anpocbl, npuHATbie OT IMS, C MOMOLIBLIO KOTOPbIX NPOUCXOAUT
ynpasieHue ycayramm.
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e  Umsa ycayau “YOoepmcaHue ebi3o8a” — HasBaHue 3nemeHTa XML B Tene coobueHunsa Notify,
MCNO/Ib3yemMoro ANA nepefadn KomaHAbl akTUBaLMK/AeakTUBaLMM ycayrn «YaepKaHue Bbi3oBay.
Hanpumep, ecnm umsa ycayrm  mmeeT 3HadeHue «call-hold», To KomaHaa aktuBauum b6yaet
BbIFIA4ETb TaK:

<call-hold active="true"/>
a KOMaHJa AeaKTuBaLun:
<call-hold active="false"/>

e Uma ycnyeu "OmcudaHue 6bi1308a" — HasBaHwe snemeHTa XML B Tene coobuweHua Notify,
MCNO/Ib3yemMoro 414 nepefadvn KoMaHabl akTMBaunmn/geaktusaumm ycayrn « OxkmaaHue Bbi3oBay.
Hanpumep, ecam mma ycayrm  umeeT 3HadeHue «call-waiting», To KomaHAa aktuBauuu 6yaet
BbIFNA4ETb TakK:

<call-waiting active="true"/>
a KOMaHAa JeaKkTuBaLmu:
<call-waiting active="false"/>

e Uma ycayeu "TpexcmopoHHAA KoHgepeHuyusa" — HasBaHuWe anemeHTa XML B Tene coobuieHus
Notify, wucnonbayemoro gna nepegayuM  KOMaHAbl  aKTMBaUMMU/AeaKkTMBaLUMW  yCayru
«TPexCTOPOHHAA KoHdepeHuuMsa»., Hanpumep, ecam uma ycayrm umeeT 3HayeHue «three-party-
conference», To KOMaHAa akTUBaLMK ByAeT BbIFNAAETb TaK:

< three-party-conference active="true"/>
a KOMaHZa feaKTUBaLmMu:
< three-party-conference active="false"/>

e Uma ycayeu "lopauaa auHus" — HasBaHWe anemeHTa XML B Tene coobuweHuna Notify,
NCNONb3yemoro Ana nepejadym KOMaHAbl akKTMBauuu ycnyrn «lfopadasa nuvHuA». B KomaHpe
aKTMBaLMM nepenatoTca Homep TenedoHa ropadent IMHUM U TalmayT BbisoBa. Hanpumep, ecam
UMA YyCAyrM uUmeeT 3HadeHue «hot-line-service», n HeobxoAuMMO coBepllaTh BbI30B Ha HOMep
30001 yepes 6 cekyHA nocne nogbema TpybKM TenedoHa - KomaHaa aKTUBaALMU BYAET BbIrNAAETh
Tak:

<hot-line-service>
<addr>30001</addr>
<timeout>6</timeout>
</hot-line-service>
Ecnv KomaHaa aKTMBaLMK He NoaydeHa, yeayra «fopadas AMHUA» byaeT BbiKNtoveHa.

e Umsa ycayeu "lepedaya ebizoea" — Has3BaHMe anemeHTa XML B Tene coobueHusa Notify,
MCNOMb3yemMoro Aaa nepegayv KOMaHAbl aKTUMBaUMM/OeaKTMBaUMM YCAyrn «TPexcTOPOHHASA
KoHdepeHuua». Hanpumep, ecim vmsa ycayrm  umeeT 3HadeHue «call-transfer», To KomaHaa
aKkTMBaumm 6yaeT BbIrNAAETb TakK:

< call-transfer active="true"/>
a KoOMaHAa AeaKTMBauuun:
< call-transfer active="false"/>
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Mo YMOYaHUIO eCin He npusia KOMaHAa Ha akKTUBauUMKO — BCe Bbllle nepedyncsieHHble ycnyru
AeaKTnBMNpPOBaHbLI.

[1naH Hymepayuu

[naH HymepaLuu

HacTpoitka nnasa HymepaLmin S5, LS ([<ABCD*E].8)

MnaH Hymepaumm 3a[3eTcA NpPU MOMOLUM PEerynspHbIX BblpaXkeHWin B nose «HacTpoika naaHa

HyMepaLmmn».

Huke npuBoanuTCa CTPYKTypa M $opmaT perynspHbiX BblpaxKkeHWin, obecrnevymBaloWwmnx pasnyHblie
BO3MOXHOCTM Habopa Homepa.

CTpYKTypa perynsipHoro BblparkeHus:

Sxx, Lxx (),

rae

XX — NMPOM3BO/IbHblE 3HaYeHMA Talmepos S u L;
() — rpaHMUpBI NNaHa HyMepauun.

OcHoBol sBnaatTcA 0603HayeHMA AAa 3aNUCU  NOCAeAO0BaTENbHOCTM  HabpaHHbIX  uuobp.
MocnepoBatenbHOCTb UMdP 3aNUCLIBAETCA C MOMOLLbIO HECKO/bKMX 0603HauyeHuin: umnopbl,
Habupaemsble ¢ KnasmaTypbl TenedoHa: 0, 1, 2, 3, ..., 9, # 1 *. Ucnonb3oBaHue cumBona # B nnaHe
HyMepauum moxKeT 610KMpoBaTh 3aBepLueHne Habopa C NOMOLLbIO 3TOiA KnaBuLuK!

MNocneposatenbHOCTb LI,Md)p, 3aK/NOYEHHAA B KBagpaTHblE CKO6KM, COOTBETCTBYET mo6omy n3
3aK/IIOYEHHbIX B CKOOKM CnmBOAy.

—  MNpwumep: ([1239]) — cooTtBeTcTBYET Ntobont M3 umdp 1, 2, 3 an 9.

‘-Iepe3 TUPE MOXKeET 6bITb YKa3aH AgunanasoH CUMMBOJI0B. Yawe Bcero MCNONb3YyeTCA BHYTPU
KBa4paTHbIX CKOBOK.

—  MNpwumep 1: (1-5) — nobas undpa ot 1 Ao 5.
—  MNpwumep 2:([1-39]) — npumep 13 npegblayLWEero NyHKTa ¢ MHOM bopmoli 3anucu.

Cumeon X cooTtBeTcTBYET Ntoboit undpe ot 0 Ao 9.

—  Mpumep: (1XX) - ntob60M TPEX3HAUHbIN HOMEP, HauMHatoWMicA Ha 1.
«.» - MOBTOPEHME NpeapblayLiero cumaona ot 0 4o 6eCKOHEYHOCTH pas.
«+» — MOBTOPEHME NpeaplayLero cuMmeona ot 1 40 6eCKOHEeYHOCTH pas.
{a,b} — noBTOpPEHME NPeablayLLErO CMMBOAA OT a A0 b pas;
{a,} — noBTOpPEHME NpeablayLLErO CUMBOJIA HE MEHbLLE a pas;
{,b} — noBTOpEHME NpeabiayLLeEro cMMBONA He Bosblue b pas.

—  Mpumep: (810X.) — mexkAyHAPOAHbIA HOMEP C H06bIM KONMYECTBOM LUDP.

HacTpoliku, Bavsiowme Ha 06paboTKy NaaHa HymMepauuu:

— Interdigit Long Timer (6ykBa «L» B 3anucu naaHa Hymepalmm) — BpemMa OXnaaHMa BBOAA
cneayowen umMdpbl B TOM Caydae, ecim HeT wabnoHos, noaxoaalmx noa HabpaHHyo
KOMBUHaUMIo;
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— Interdigit Short Timer (bykBa «S» B 3anucK NaaHa HymepaLuum) — BPEMS OXUOAHWA BBOAA
cneaywouwen umdpbl, ecnm ¢ HabpaHHOM KOMOMHAUMEN MOMHOCTbIO cOBNagaeT XoTs Obl
OAMH WabNoH, U NPU 3TOM MMeEeTCA elle XoTA bbl 0AMH Wab/ioH, A0 NONHOrO COBNaAeHUA
C KOTOPbIM HEOHXOAMMO OCYLLECTBUTL AOHAOOP HOMepa.

JonosHuTenbHblIe BO3MOXHOCTU:

1 3ameHa HabpaHHOW noc/iea0BaTeIbHOCTH
CuHTakeuc: <argl:arg2>

[aHHas BO3MOMHOCTb MO3BO/MAET 3aMeHUTb HabpaHHYO MociefoBaTeNbHOCTb Ha  obyio
nocsea0BaTeNbHOCTb HabupaemblXx CMMBOOB. [pU 3TOM BTOPOW aprymeHT Ao/xeH ObiTb YKasaH
onpeaenéHHbIM 3HayeHnem, 0b6a aprymeHTa mMoryT 6biTb MYCTbIMU.

—  MNpumep: (<83812:> XXXXXX) - maHHaA 3anucb byaeT COOTBETCTBOBaTb HabpaHHbIM
undpam 83812, Ho 3Ta Noc/ienoBaTeNbHOCTb ByAeT onyweHa n He byaeT nepegaHa Ha
SIP-cepsep.

2 BcTaBKa TOHa B Habop

an BbIXO4E Ha MeXropos (B Od)MCHbIX CTaHUUAX - Ha ropo,a,) NMPUBbLIYHO CAblWaTb OTBET CTAHUUN, YTO
MOXHO peann3oBaTb BCTaBKOW 3ansToN B HYXXHYO NO3nynio nocnenoBaTte/ibHOCTU Ll,Md)p.

—  MNpumep: (8, 770) - npu Habope Homepa 8770 nocne umobpbl 8 6yaeT BbiAaH
HenpepbIBHbIA TOH.

3 3anpet Habopa Homepa

Echm B KoHue wabnoHa Homepa n[06aBUTb BOCKAMLATENbHbIM 3HAK ‘', To Habop Homepos,
COOTBETCTBYOWMX WabnoHy, byaeT 3a610KMpPOBaH.

—  Mpumep: (8 10X xxxxxxx ! | 8 XXX XXXXXXX ) — Bblpa)keHWe paspeluaeT Habop TONbKO
MEXAYropoAHUX HOMEPOB U UCK/OYAET MeXKAYHapO4Hble Bbi30Bbl.

4 3ameHa 3HaYeHun TaimepoB Habopa Homepa

3HayeHWs TaliMepoB MOryT ObiTb Ha3HayeHbl KaK Aaa BCero nJaHa Hymepauuu, Tak M Ana
onpeaenéHHoro wabnoHa. bykBa «S» oTBeuyaeT 3a ycTaHoOBKy «Interdigit Short Timer», a «L» - 3a
«Interdigit Long Timer». 3HayeHMA TaliMepOB MOMKET ObITb YKa3aHO ANA BCex WabnoHOB B MJaHe
HYMepaLUun, eCan 3HAYEHUA NEPEUNC/IEHDI 4,0 OTKPbIBAIOLLLEACA KPYT0M CKOOKM.

—  Mpumep: S4 (8XXX.) nnm S4,L8 (XXX)

Ecnn 3TM 3HaYeHMA yKa3aHbl TO/IbKO B O4HOWN U3 NOCAeA0BaTENbHOCTEN, TO AEUCTBYHOT TONbKO ANA HEE.
TaK)Ke B 3TOM C/y4Yyae He HaJo CTaBUTb ABOETOUME MEXKAY KNHOYOM U 3HaYeHUem TailmayTa, 3HayeHune
MOXKET BbITb PacnonoXKeHo B tlobom mecTe WabnoHa.

—  Mpumep: (5S4 8XXX. | XXX) nam ([1-5] XX SO) — 3anmcb BbI3OBET MIHOBEHHYIO nepenavy
BbI30Ba NpM Habope Tpex3HaYHoro Homepa, HauymMHatouerocs Ha 1,2, ..., 5.

5 Habop no npsmomy agpecy (IP Dialing)

CumBoOn «@», NOCTaBNAEHHbIMA Noc/ie HOMepa, 03HAYaeT, YTo ganee byaeT yKasaH afapec cepsepa, Ha
KOTOpbIN OyAeT OTNpaBaeH BbI30B HA HabpaHHbIN Homep. PekomeHayeTca ucnonb3osatb «IP Dialing»,
a TaKXe npuém 1 nepenady Bbi3oBoB 6e3 peructpaunu («Call Without Reg», «Answer Without Reg»).
3To MOKET MOMOYb B C/lydae OTKasa cepsepa.

Kpome Toro, popmat agpeca c IP Dialing moxeT 6bITb MCNO/Ib30BaH B HOMepax, NpegHasHaYeHHbIX a1
nepeagpecaLmm 3B0OHKOB.
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—  Npumep 1: ( 8 XXX XXXXXXX ) - 11-3HaUYHbIN HOMEP, HAYMHAOLWMICA Ha 8.

—  Npumep 2: ( 8 XXX XXXXXXX | <:8495> XXXXXXX ) - 11-3HaUHbI HOMEpP, HaYMHAKOLWMIACA Ha 8,
ecnv BBeAEH 7- 3HaYHbIN, TO ,06aBUTb K NnepegaBaemomy Homepy 8495.

—  Mpumep 3: (0[123] | 8 [2-9]xx [2-9]xxxxxX) - HA6OP HOMEPOB IKCTPEHHbIX C/Y}KO, a TaKKe
HEKOTOPbIX MEXAYropoaHUX HOMEPOB.

—  Mpumep 4: (SO <:82125551234>) - 6bICTPbI HabOp YKa3aHHOro HOMepa, aHanor pexknma
«Hotline» Ha gpyrux wnto3sax.

— Mpumep 5: (S5 <:1000> | xxxX) - AaHHbIA NAaH Hymepauuu no3sonset HabpaTb N0boi
HOMeEp, COCTOALWMA U3 Undp, a ec/IM HAYEro He BBEAEHO B TeyeHue 5 ceKyHza, Bbi3BaTb
Homep 1000 (aonycTum, 3To cekpeTapb).

— Npumep 6:  (FSXFxxXX*xH | * 2x* XXXXXXXXXXXH | #xx# | [2-7]xxxxx | 8, [2-9]xxxxxxxxX | 8,
10x. | 1xx<:@10.110.60.51:5060>).

— Mpumep 7: (Ixx|0[1-9]|00[1-8] | *Sx*xxxx*x# | * 2x* xxxxxxxxxxx# | #xx# | [2-7]xxxxx |8, [2-
9Ixxxxxxxxx | 8, 10x.).

YcmaHoska npoguneli dialplan

Ons KarKaoro HanpaB/ieHWA MOXHO BblbpaTb He 6onee ogHoro npodunsa dialplan, Kotopbin 6yaet
onpeaensaTb NapamMeTpbl BbI30OBOB HAa 3TOM Hanpas/ieHUW. HAcTpoiku npodunieint nponssoaatcs B pasgene
«Mpoounn dialplan». Ona Kaxkgoro HanpaBneHWA HACTPOMKAa asbTePHATMBHOIO NPOdUAS YKasbiBaeTcs B
KpYr/ibix cCKobkax nocne cnosa «profile:».

Mpumep:([23]xxx(profile:0)

Hacmpolika 20s10c08bix KOOeKos8

HacTpoika ronocoBLIX KOOEKOB

Kogex 1 G.7M1a v

Kogex 2 G7Mu v

Kopex 3 G.723.1 v

Kogex 4 G729 v

Kogex 5 BranicueH A

Bpenma nakeTHsawm G711, Mo 20 v

Bpema narkeTHzawam G729, mc 20 v

Bpewma nakemuzaumn G.723.1, mc 30 v

CWrHanbHbIM NPOLLeccop YCTPOMCTBA BbINOAHAET PYHKLUUM KOAMPOBAHMA aHaNoOroBOro pevyeBoro Tpaduka,
AaHHbIX PaKkca/mogema B LMOPOBbIE CUTHANbI, a TakKe obpaTHoro aekoampoBaHua. LWnwo3 noppeprkmBaert
cneaylowme ronocosble Kogeku: G.711 a-law, G.711 p-law, G.729, G723.1.

G.711 - npeactasnset coboi MKM-kogupoBaHue 6e3 cxkaTus pedyeBor MHboOpmauuun. [aHHbIM Koaek
[O/IKeH 6bITb 06A3aTeNbHO NogaepkaH Bcemu npoussogutensmmn VolP-obopyaosarua. Koagekn G.711 a-law u
G.711 p-law oTamyatoTca 4pyr OT Apyra 3aKOHOM KoAMPOoBaHMUA (A-3aKOH — IMHEHOe KoguMpoBaHue U U-3aKoH -
HennHeliHoe). KognposaHue no U-3akoHy npumeHseTcs B CeBepHoli AmepuKe, no A-3akoHy — B EBpone.

G.722 — WWPOKOMONIOCHBIN KogeK, ucnonb3yowmnii AAUKM c pasgeneHnem Ha noaamanasoHbl U
paboTatoLLmii co cKopocTblo 48, 56 1 64 KBUT/C.

G.723.1 — KoAgeK Co cxaTuem peyeBo MHGopmaLMK, NpeaycMaTPMBaET ABa pexnma paboTbl: 6.3 Kbut/c
n 5.3 Kéut/c. Kogek G.723.1 nmeeT AETEKTOP peyeBoi aKTUBHOCTM U obecneynBaeT reHepaumio KoMmpopTHOro
LWYMa Ha yAaneHHOM KOHLEe B Nepuoa, MoNYaHuA.
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G.726-24, G.726-32 - KOoAeK cO cxKaTuem pedvyeBo MHbopmauum no anroputmy AANKM mn ckopocTbio
nepeaauun 24 vam 32 Kéut/c.

G.729 — TaKXKe ABASETCA KOAEKOM CO CXaTuem peyeBon MHPopmauum M obecneymBaeT CKOPOCTb
nepeaaun 8 K6ut/c. AHanornyHo Kogeky G.723.1, kogek G.729 noaaepsKnsaeT AeTEKTOp peyeBoit aKTUBHOCTM U
obecneymBaeT reHepaLnio KOMPOPTHOrO LWYMa.

—  Kooek 1..7 — nossonseT BblbpaTb KOAEKM M NOPAJOK, B KOTOPOM OHWU OyayT
NCcnosb3oBaTbCA. KogeK ¢ HanBbICLUMM NPUOPUTETOM HYXKHO Nponuncatb B nose «Kogek 1».
[Ona paboTbl HEOH6XOANMMO YKa3aTb XOTA Obl OAUH KOAEK:

—  BbiKatoYeH - Kogek He UCnosb3yeTcs.

— G.711a— nucnosb3oBaTb Kogek G.711 a-law;

— G.711u—vcnonb3oBaTb KogeKk G.711 p-law;

— @G.723 —ucnonb3oBaTb Koaek G.723.1;

— G.729 (A, B) — ncnonb3oBatb Koaek G.729 annexA nnm G.729B.

—  G.726-24 - ncnonb30BaTh Koaek G.726 co ckopocTbio 24 Kbut/c

— G.726-32 - ncnonb3oBaTh Koaek G.726 co ckopocTbio 32 Kbut/c

— @G.722 - ncnonb3oBaTb Kogek G.722

e Bpemsa nakemusayuu — YUCNO MUNAUCEKYHA peun B ogHom RTP-nakete (ans Kogekos G.711,
G.729,G.723.1 1 G.726).

e Tun Haepysku - TUN ANHAMUYECKOIN Harpy3Kku ansa Kogeka G.726-24 nnm G.726-32 (paspelueHHble
AN UCNONb30BaHUA 3HaYeHua — ot 96 ao 127).

V MoryT 6biTb 3a4aHbl aNlbTEPHATUBHbIE FOJIOCOBbIe KOAEKU ANA BblOpaHHOro Hanpas/ieHus.
Ona Kaxpaoro w3 Hanpas/feHMA B NNaHe HymMepauuu ecTb BO3MOXKHOCTb 3a4aHuA
npeanouTUTENIbHOrO KoAeKka Ana nepegaum  peun. [Na  KaXAOro Hanpas/ieHUA
OONONHUTENbHbIE HAaCTPOMKM KOAEKOB YKa3biBalOTCA B KpPYyrMblX CKOBKax nocne cnosa
«codecs:».

Ecnm Heobxo4MMO MCNOb30BaHME HECKONIbKUX KOAEKOB, TO UX MEPEUYUCAAIOT Yepes CUMBOA «,». MOXHO
YKasbiBaTb HECKO/IbKO MNapameTpoB ANA HanpaB/ieHMA. B Takom cnyvyae OHM [AO/MKHbl OblTb pasgeneHbl
cumBosiom  «;» - (paraml:subparaml,subparam2;param2:subparaml,subparam2). donyctumble 3HayYeHUs
cybnapametpoBs subparamX: g711a, g711u, g729, g723.

JdonycTumsble 3HaueHMA napameTpos paraml n param2 — codecs u rfc2833_PT cooTBETCTBEHHO.

Npumep: ([23]xxx(codecs:g729; rfc2833_PT:96)|8x.(codecs:g711a;8711u)).

[wummep-6ygep

[xutTep-Gydep
MuHMManbHaA 308Kk, MC 40 v
MakcHManbHan 3anepeka, MC 130 v
Mopor HEMEANEHHOND YANEHWS NAKETOE, MC 500 v
CAKTOP ONTHMK3ALWAW Dydbepa T v
Dxuntrep (jitter) — 3TO HepaBHOMEPHOCTb nepunoaoB BpemeHU, oTBedeHHbIX Ha AO0CTaBKy MNaKeTa.

3ageprkKa B A0OCTaBKe NaKeTa U AXKUTTEP UCUNCAAETCA B MUIMCEKYHAAX. BeanunHa gykuttepa nmeet 60blioe
3HauyeHue Npu nepegaye MHGOPMALMM B PEKMME peasibHOro BpeMEHM (Hanpumep, roaoc Uan BUAEO).

B npotokone RTP, KOTOpbIN eLle Ha3blBalOT «NPOTOKOIOM NOTOKa Nepeaatolient cpeapl» (media stream),
€CTb NnoJsie ANA METKM TOYHOro BpeMeHU nepegaym oTHOCUTeIbHO Bcero RTP-noToKa. MpuHumatollee ycTpoicTeo
NCMO/b3YeT 3TU BPEMEHHbIe METKWU ANA BbIACHEHWA TOTO, KOr4a cneayeT OXuaaTb NakeT, cobatogeH v nopaaok
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naketos. Mcxoas w3 3toit MHPoOpMaLMM, MPUEMHAn CTOPOHA BbIACHAET, KaK cnefyeT HacTpOUTb CBOU
napameTpbl, YTO6bl 3aMaCKMPOBaTb NOTEHLMA/bHbIE CETEBbIE NPOBeMbl, TaKUE KaK 3a4epKKM U AxuTTep. Ecan
oXuAaemoe Bpemsa Ha [0CTaBKy NakeTa OT OTMNPaBUTENs K MPUEMHUKY Ha NPOTAMEHWM BCEro nepuoaa
pa3roBopa CTPOro paBHO onpeaeneHHOMY 3HauyeHUo, Hanpumep 50 Mc, MOXKHO YyTBEpPXKAaTb, UTO B TaKoW ceTu
OXUTTepa HeT. HOo 3ayacTyio MaKeTbl 3aJepKUBalOTCA B CETU, U BPEMEHHOW MHTepBan [0CTaBKM MOMKET
KonebaTtbcsA B AOBOJIbHO HONbLLIOM (C TOUKM 3peHUsa TpadUKa, KPUTUUHOIO KO BpEMEHW) BpeMeHHOM AuanasoHe.
B cnyyae ecnv npunoskeHne-npueMHUK TaKoro 3ByKa Mav Bugeo byaet BOCNpoU3BOAUTb €ro B TOM BPEMEHHOM
nopsaKe, B KOTOPOM MPUXOAAT MaKeTbl, Mbl MONYYMM 3aMeTHOe yXyALleHWs KayecTBa rosioca (Mau Buaeo).
Hanpumep, eciv 3To KacaeTcs rosioca, To Mbl YC/bILLMM MPepbiBaHME B FON0CE U ApYrve NOMEXM.
YCTpOMCTBO MMEET c/ieAytoLme HacTPOMKN axuTTep-bydepa:

—  MuHumaneHaa 3a0epywKa, MC — MWHUMANIbHOE OXUAAEMOE BpPEMA 334EepPKKM
pacnpocTpaHeHua IP-nakeTa no cetu;
— MakcumanoHaa 3a0epywKa, MC — MaKCMMa/ZbHOE OXWAAEeMOe BPEMA 3aLEePKKU

pacnpocTpaHeHua IP-nakeTa no cetu;

— [lopoz HemeOdneHHO20 yOasneHUA NAKemos, MC — MaKCUMa/lbHbI MPOMEXKYTOK BPEMEHM,
yepes KOTOpbI NPOUCXOAMUT YaaNeHMe peyeBbiX NakeToB U3 bydepa. 3HaueHMe JaHHOrO
napameTpa 6osblie AN PaBHO MaKCUMa/IbHOM 3a4EPHKKE;

—  ®akmop onmumu3sayuu bygepa — napameTp, UCNOAb3yEMbIN ANA ONTUMM3ALUKN pa3mepa
oxunTTep-bydepa. PekomeHayeTcA BbICTaBAATbL ero 3HayeHue B 0.

[epedaya ¢pakca u modema

MNepenava thakca U Mogema

Mepenada Mogema G711aVvBeD b
Konex drakca 1 G711a v
Kooek drakca 2 G.71u v
Koner dearca 3 BriknioseH b

OSHapy#eHwe dakca Obe cTopoHb: v

MpuHUMaTE nepexed B T.33

Mepepava pakca MOXKET OCYLLECTBAATLCA C MCNO/b30BAHMEM PeYeBOro Kogeka 711 mam cneuymanbHoOro
KoZeKa gns nepenayn pakcMmmibHbIX cooblieHmin T.38.

T.38 — cTaHAapT, onucbiBaloWMn nepegady GakCMMMUAbHBIX COOBLLEHNI B peasibHOM BpemMeHM Yepes |P-
ceTu. CUrHanbl U AaHHble, Nnepegasaembie GaKCUMUIbHBIM annapaTom, KOAMPYIOTCA B NaKeTbl NpoTokona T.38.
B popmupyemble NakeTbl MOXKET BBOAMUTLCA M3ObITOYHOCTb — AaHHblE U3 NPeAblAyLWMX NaKeTOB, YTO NO3BONAET
OCYLLECTBAATb HAaZEXKHYI0 Nnepeaavy ¢akca no HecTabuabHbIM KaHanam.

e [lepedaya modema — BbIBOP KOAEKA, KOTOPLIN ByAeT NCNOb30BaTLCA A4 Nepeaayn AaHHbIX Npu
AETEKTMPOBAHMM LW/IHO30M CUTHANI0B MOAEMA:

—  BbIKNOYEH — HE AEeTEKTUPOBATb CUTHA/Ibl MOAEMA;
— G.711a VBD — ncnonb3oBaTtb Kogek G.711 a-law B pexxume VBD;
— G.711u VBD - ucnonb3oBaTb KogeKk G.711 p-law B pexxkume VBD.

B perkume VBD (Voice band data) wno3 BbiKAOYaeT AETEKTOP aKTMBHOCTU peun (VAD), reHepaTop
KomdopTHoro wyma (CNG) 1 axoKomneHcaTopbl, YTO HEO6X0AMMO NPU YCTAaHOBAEHUN MOLEMHOMO COeANHEHUS.

/ Bbl6paHHblﬁ KoAeK AO0NMXKeH 6bITb TaK)Xe aKTUBEH B CNUCKe Pa3roBOpPHbIX KOAEKOB.
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e Kodexk ¢pakca 1..3 — no3BonseT BbiOpaTb KOAEKM U NOPAAOK,

B KOTOPOM OHM byayT

ncnonb3oBaTbcA. KogeKk ¢ HaMBbICWIMM NPUOPUTETOM HYXKHO NponucaTb B none «Koaek dakca 1».
Ons paboTbl HeO6X0ANMMO YKasaTb X0TA Bbl O4MH KOAEK:

—  BbiKat0YeH — KOAEK He UCMONb3YyeTcs;
— G.711a —vucnonb3oBaTb KogeK G.711 a-law;
— G.711u—wucnonb3oBaTtb Kogek G.711 p-law;
— T.38 —ucnonbzosatb npoTokon T.38.

/‘ Bce Koaeku ¢pakca gomKHbl 6biTb pasHbimu! Kpome storo npm Bbibope G.711 a-law uaun
G.711 p-law cooTBeTcTBYIOWMIA KOAEK AONKEH BbITb aKTUBEH B CNUCKEe Pa3roBOPHbIX

KOZEKOB yCTpOoiicTBa.

e [IpuHumMmame nepexod 8 T.38 — npu ycTaHOBAEHHOM ¢nare paspeLleH BXOAALNI re-invite Ha T.38

OT BCTPEYHOro Wk3a;

o QOO6HapyxmeHue akca — onpepensetT Hanpas/JeHMe BbI30Ba,

npu

KOTOPOM paspeLLeHo

[LEeTEKTUPOBATL TOHbI PpaKca, Nocae Yero byaeT ocyLwecTBAATbL Nepexos Ha Kogek dakca:

— He demekmuposame mOHbI haKca — OTKOYAET AETEeKTUPOBaHWE TOHOB ¢aKca, HO He
3anpeluaet nepefady dakca (He ByLeT MHULMMPOBATLCA NMEPExXos Ha KoaeKk ¢akca, Ho

,Cl,aHHbIﬁ nepexog Mmoxet 6bITb caenaH BCTpeYHbIM LIJI'II-030M);

— 06e cmopoHbl — [EeTEKTUPYIOTCA TOHbI Kak Npu nepefadve ¢akca, Tak v npu npueme. Mpu
nepenaye dakca gertektupyetca curHan CNG FAX c aboHeHTcKon AunHuu. Mpu npueme
¢dakca pgetektupyetca curHan V.21 c aboHeHTCKOM MHWK;

— Bebi3bigarowaa — AETEKTUPYIOTCA TOHbI TOIBKO Npu nepeaade ¢akca. Mpu nepepadve dakca
aetekTupyetcsa curHan CNG FAX c aboHeHTCKoW nnHuu;

— Bobi3bisaemaa — [ETEKTUPYIOTCA TOHbl TO/IbKO Npu npueme dakca. Mpu npueme dakca
aeTekTnpyetcs curHan V.21 c aboHEeHTCKOM INHUN,

e Pasmep uszbbimouyHocmu T.38 Redundancy — pobaBneHne nsbbITOMHOCTM B NaKeTbl T.38, 3HauyeHue
COOTBETCTBYET KO/MMYECTBY MNPeablayWMX MNaKeToB, KOTOpoe Ayb/MpyeTca B KaXKAOM HOBOM
nakeTe T.38. Takol cnocob nM3bbITOYHOCTU UCNONbL3YETCA B C/ly4ae NoTepyu NakeToB Npu nepeaaye.

donoaHumensHbie napamempbi

,ﬂDI’IOﬂHHT@HbeIe napamMeTpel
Mepegawa DTMF
Mepenada Flash
Twun Harpyskm onA naketos RFC 2833
ClAMHAKOEBIA THN HATPY3KA QN8R NPMEMA 1A NEPEeaqn
Henonezoeate oSHApY:HEHHE THLLUMHEI
enenbsosate sxonoaasneHue
Wenonesogate RTCP

Bpema gucnepcun, Mc

 TMMEHHTE X OTmeHa

RFC 2833

SIP Infe (Hookflash)

96

e [lepedaya DTMF — cnocob nepepaun curdanos DTMF:

— Inband — BHYTpMNoOaOCHan Nnepegaya;

70 AboHeHmckul wmo3 TAU-IM.IP



O ELTEX

— RFC2833 — cornacHo pekomeHgaumu RFC2833 B KauyecTBe BblAENEHHON Harpysku B
peyesbix nakeTax RTP;
—  SIP info — nepepaya coobueHnit no npotokony SIP B 3anpocax INFO.

e [lepedaya Flash — cnocob nepeaauu Flash:

— SIP info (Hookflash) — nepepaya cooblieHniA Ha B3aMMOAENCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitve flash nepepaetca B paclMpeHuu
Application/Hook Flash kak signal=hf;

— SIP info (DTMF Relay) — nepepnava cooblleHnin Ha B3aMMOAENCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitve flash nepepaetca B pacluMpeHuUun
Application/dtmf-relay kak signal=hf;

— SIP info (Broadsoft) — nepegaya COOBLWEHUI Ha B3aUMOAEWUCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitve flash nepepaetca B pacluMpeHuUu
Application/Broadsoft kak event flashhook;

—  SIP info (S5CC) — nepepava coobleHWI Ha B3aMMOAENCTBYIOLLYIO CTOPOHY MO NPOTOKO/Y
SIP B 3anpocax INFO. Cobbitve flash nepegaetca B pacwmpeHumn Application/sscc Kak
event flashhook.

V B TeKyweit Bepcuun MO nepeaaya Flash BoamokHa TonbKo no npotoKkony SIP.

e Tun Haepysku 014 nakemos RFC2833 — Tun Harpysku Ana nepegaym naketos no RFC2833
(pa3pelueHHble ANA UCNONb30BaHMA 3HaYeHUsa — oT 96 ao 127);

o OOuHaKosbIli mumn Ha2py3KUu 0414 NPUEMa u nepedaqyu — ONUMUA UCMONb3YETCA MPU UCXOAALLEM
Bbl30BE A/1A COr/1acoBaHMA TUNA HArpyskn cobbiTnin, nepeaasaembix no RFC2833 (DTMF wu Flash).
Mpu yctaHoBneHHoM d¢nare nepegaya M npuem cobbituit no RFC2833 ocywectBnseTca ¢
HarpysKoM 13 NPUHATOro OT BCTPEYHOM CTOPOHbI coobueHuns 2000k. Mpu cHATom dnare nepepaya
cobbiTMin no RFC2833 ocyuwecTBAfeTcA C Harpyskoli m3 npuHatoro 2000k, a npuém — ¢ TMnom
Harpysku n3 cobcTBeHHOM KOHGUIypaunm (yKasbiBaeTcs B Ucxoaawem Invite);

. Ucnons3osames O6Hpr)+(€HU€ muwuHbl — Npn yCTaHOB/ZIEHHOM cbnare MCNonb30BaTb OETEKTOP
TULWLIWNHDI,

. Ucnonb3zosams 3xonodasneHue — npun yCtTaHOB/IEHHOM cbnare MCnonb30BaTb aXxonoaaBneHue,;

e Ucnonezosame RTCP — npu ycTaHoOBAEHHOM ¢nare Mcnoab3oBatb NpoTtokon RTCP gna KoHTponsA
33 pa3roBOPHbIM KaHaOM:

—  WHmepsan nepedayu — nHTEPBaN nepenaym naketos RTCP, cek;

— [epuod npuema — nepuos npuéma coobuieHma RTCP nsmepnetca B eANHULAX MHTEPBaNa
nepegayn; ecnnm Mo WUCTeYeHMM nepuoga Npuéma OT BCTPEYHOM CTOPOHbI He byaer
nony4yeHo HM ogHoro RTCP-naketa — TAU-1IM.IP pa3pbiBaeT coegmuHeHune.

— RTCP-XR — npu yctaHoBneHHom dnare byayT oTnpasBnatbcs nakeTbl RTCP Extended
Reports B cootseTcTBum ¢ RFC 3611;

e Bpemsa ducnepcuu, MC — NapameTp, NO3BONAOLMIA BOPOTbCA C IXOM, BbI3BAaHHbIM AMcnepcuen
pe4yeBoro CMrHana. 3Ha4yeHuA NapameTpa U3IMEHAKOTCA B MPOMEXKYTKe 0T 2 40 128 mc.
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O6wme HacTpoiiku npoduneii SIP

ODWmWe HACTPORKM
Wenonbsosats STUM
Tadmep T1, Mc 200 {100-1000)
Ta#mep T2, mMc 4000 {1000-32000

Taitmep B, o 32000 (1000-39000

THEHLT HECMPOSK MalmMepos SIP # Mo ymomsanno
PEXOMERCOSSHHBIMY SHEHEHLAMY HENMUITE KHOMKY

TpascnopT UDP (npegnosTyTensHo), TC ¥

CreymudukaLma ToHOE Pocoua v

+ MpHMeHITL X OTmeHa

e MUcnonvzoeams STUN — npwu yctaHoBneHHOM ¢nare ucnosb3yetcs npotokon STUN (Session
Traversal Utilities for NAT) gnsa onpeaeneHua nybanyHoro agpeca ycTponcTea (BHewWHero agpeca
NAT). PekomeHayeTcA MCNo/1b30BaTb AaHHbIM NPOTOKOA Npu paboTe ycTpoiicTa Yepes NAT;

e Aodpec STUN-cepsepa — IP-agpec nnn gomeHHoe nma cepsepa STUN, yepes ABoeTouMe MOMKHO
BBECTM aNbTepPHATUBHbIN NOPT cepsepa (No ymonyaHuio 3478);

e UHmepsan onpoca STUN-cepsepa, cek — WHTepBan, MO UCTEYEHUM KOTOPOro OTMnpasBAAeTcA
3anpoc Ha cepsep STUN. Yem meHblle MHTepBaa ONPOCa, TeM Bbille CKOPOCTb PeaKkuuu Ha
nameHeHwue nybanMyHoro agpeca;

-~ Talimep T1, mc — NHTepBan mexay nocbinkon nepsoro INVITE u BTOporo npu OTCYTCTBUM
oTBeTa Ha nepsbii B mc, ana nocnegyowmx INVITE (TpeTbero, 4eTBepTOro M T.4.) AaHHbIN
WMHTepBan yBennymsaeTca BaBoe (Hanpumep, npu 3HadyeHun 300 mc, BTopon INVITE byaet
nepeaaH yepes 300 mc, TpeTuin —yepes 600 mc, yeTBepTbit —yepes 1200 mc 1 T.4.);

— Talimep T2, MC — MaKCMManbHbIN MHTepBan ans nepenocblikn He-INVITE 3anpocoB wm
otseTtos Ha INVITE-3anpochl;

— Talimep B, mc — obwmii TamayT nepegaum coobueHumin INVITE B mc. Mo ucreyeHmm gaHHoro
TaimayTa onpeaensercsa, YTo HanpaB/ieHWe HeaoCTynHO. Mcnonb3yeTca ANA OrpaHUYeHus
peTpaHcaauuii coobweHnn INVITE, B Tom uncne gnsa onpegeneHms 4oCcTynHocTu;

e TpaHcrnopm — BbIGOP NPOTOKOANA AA TPAHCNOPTUPOBKM COOBLEHUI NpoToKona SIP;

o Creyugurayus moHos - BbIbop CTpaHbl ANa onpeaeneHns Ncnonb3yemoro Habopa TOHOB.

[Nna BCTynAeHus B CUNYy HOBOW KOHOMUIypauuu M 3aHECEHWA HACTPOEK B SHEProHEe3aBMCUMYID NaMATb
HaXXMUTe KHONKY «[TpumeHume». [N OTMEHbl U3MEHEHUI HaXKMUTE KHOMKRY «OmmeHa».

2.6.3.5 NoameHto «Mpodpunm dialplan»

B nogmeHto «Mpodpuam dialplan» moxKHO HacTpouTb NPoduaM BbI30BA A/1F UCNONb30BAHUA HA Pa3ANYHbIX
HanpasBAEHMAX.

Cnucok npodpunen dialplan

Homep npodmna dialplan Mpodpuna SIP

profile: 0

profile: 1
profile: 2

profile: 3

Bcero mo»Ho HacTpouTtb 4 npoduns dialplan.
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PedakmuposaHue npoguns dialplan

Pepaktuposarne npocouna dialplan 0
Koaekn
Kogex 1
Konoek 2
Konek 3
Kodex 4
Konoek 3
Konexk &
Kodex 7
Bpewma nakeTusaumm G.711, mc
Bpemr nakeTnaaywn G.729, mc
Bpema NakeTH3aLun G.723, Mc
Bpema naketusayun G.726-24, mc
Bpema nakeTusauyun G.726-32, mc
THN HATPY3KW G.726-24

Tun Harpyskm G.726-32
Mepepaya chakca U mogeMa

Mepega4a moaema
Kopek takca 1
Konek (pakca 2
Konek dakca 3

MpHHMMaTE Nepexoq B T.36
AononHuTenkeHele NapameTpel

Mepenaya DTMF

Tun Harpy3km ana naketos RFC 2833
Mcnone3oeaTe oBHapYKeHne THLIMHEI
MCnonb30Bars 3X0NogaBneHue
Bpema aucnepcuu, mc
IMaKCHMaNbHOE KONMYECTEO BLI30BOB

DxuTTep-Gydep

MUHUMANEHEA 3aepxKka, mc

MakcumMankHan 3anepsea, mc

DaxTop onTHMKU3aUWK Oydepa

Mopor HeMEANEHHOT0 YAANeHHA NaKeTos, MC
OOMHAKOBBIA TUM HAMPY3KM ANA NPUEMA U NEPEaYH
AETOMBTH4ECKOE YCUNEHUE Ha Npuene

YpOBEHb YCUNEHWA NpUema

ABTOMETU4ECKOE YCUMEHWE Ha nepejade

¥POBEHb YCMNEHWA Nepefaqu

G.711a

G.729

G.711u

G.723

G.726-24

G.726-32

G722

20

20

30

20

20

103

104

G.711a VBD

G.711a

G.711u

BriknoueH

RFC 2833

w
&

-25 4B

2515
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Kodeku

e Koldek 1..7 — no3BonsieT BblOpaTb KOAEKN W MOPSAAOK, B KOTOPOM OHWM ByayT MCNONb30BaATbCA.
KogeKk ¢ HamBbiClUMM MPUOPUTETOM HY)KHO nponucatb B none «Kogek 1». [OnAa pabotbl
HeobXxo4MMO YKa3aTb XOTA Obl O4ANH KOLEK:

—  BbIKa0YeH - KOOEK He NCNONb3YeTCA.

— G.711a —vucnonb3oBaTb KogeK G.711 a-law;

— G.711u—wucnonb3oBaTtb Kogek G.711 p-law;

— @G.723 —ucnonb3oBaTb Koaek G.723.1;

— G.729 (A, B) — ncnonb3oBaTtb Koaek G.729 annexA nnu G.729B;
— G.726-24 - ncnonb30BaTh KogeK G.726 co ckopocTbio 24 Kbut/c;
— G.726-32 - ncnonb3oBaThb Kogek G.726 co ckopocTbio 32 Kbut/c;
— @G.722 - ncnonb3oBaTb Koaek G.722.

e Bpemsa nakemusayuu — YACNO MUANUCEKYHA peun B ogHom RTP-nakete (ans Kogekos G.711,
G.729, G.723.1 n G.726).

e Tun Haepysku - TUN ANHAMUYECKOIN Harpy3Kku ansa Kogeka G.726-24 nnm G.726-32 (paspelueHHble
AN UCNONb30BaHUA 3HaYeHua — ot 96 ao 127).

[epedaya ¢hakca u modema

e [lepedaya modema — BbIOOP KOAEKA, KOTOPLIV BYAET NCNO/IL30BATLCA A1A Nepesayun AaHHbIX Mpu
OEeTeKTMPOBAHMM LWJIHO30M CUTHAI0B MOLEMA:

—  BbIK/IOYEH — HE AEeTEKTMPOBATb CUTHA/Ibl MOAEMA;
— G.711a VBD — ncnonb3oBaTtb Kogek G.711 a-law B pexkxume VBD;
— G.711u VBD — ucnonb3oBaTb KogeK G.711 p-law B pexxkume VBD.

B perxknme VBD (Voice band data) wnto3 BbiKAOYaeT AeTeKTOp akKTMBHOCTU peun (VAD), reHepaTop
Kom¢popTHoro wyma (CNG) 1 axokomneHcaTopbl, YTO HEOBXOAMMO NPU YCTAaHOBAEHUN MOLEMHOIO COeANHEHUS.

V BbI6paHHbIi KOAEK A0/KeH 6bITb TaKKe aKTUBEH B CMIUCKE Pa3roBOPHbIX KOAEKOB.

e KolOek ¢akca 1.3 — nosBossfeT BbIGPaTb KOAEKM W NOPAZOK, B KOTOPOM OHM 6yayT
Mcnosb3oBaThbcA. KoAek ¢ HauMBbICWMM NMPUOPUTETOM HYXKHO NponucaTh B none «Koaek dpakca 1».
[na paboTbl HEOBXOAMMO YKa3aTb XOTA Bbl OANH KOAEK:

BbikntoveH — Koaek He UCNoNb3yeTca.
G.711a — ucnonb3osaTb Kogek G.711 a-law;
G.711u — ncnonb3oBatb Koaek G.711 p-law;
T.38 —ucnonb3osatb NnpoToKkon T.38.

A WN R

/ Bce KoaeKku ¢aKca fonKHbI 6bITb pasHbimu! Kpome atoro, npu Bbibope G.711 a-law nam G.711 p-
law cooTBeTCTBYIOLWMIA KOAEK [0MKEH 6bITb aKTUBEH B CNUCKE Pa3roBOPHbIX KOAEKOB
YCTpOWCTBa.

e [IpuHumMmame nepexod 8 T.38 — nNpu ycTaHOBAEHHOM dnare paspelleH BXoAALM re-invite Ha T.38
OT BCTPEYHOrO LW/033;

e Pasmep uzbbimoyHocmu T.38 Redundancy — pobasneHune n3bbITOMHOCTM B NaKeTbl T.38, 3HaueHne
COOTBETCTBYET KO/AMYECTBY MNpeablayliunx MNaKeToB, KOTOpoe AybauMpyeTca B KaXKAOM HOBOM
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nakete T.38. Takoh cnocob W3OLITOMHOCTM MNpeAHa3HAYeH B Cayvyae NOTEpM MaKeToB Mpwu
nepegave.

JlonosiHUMenbHbIe napamempsi

e [lepedaya DTMF — cnocob nepegaym curHanos DTMF:

— Inband — BHyTpMNoO/aOCHan nepenaya;

— RFC2833 — cornacHo pekomeHgauum RFC2833 B KauyecTBe BblAE/IEHHON HArpysku B
peyesbix nakeTax RTP;

—  SIP info — nepepaya coobueHnit no npotokony SIP B 3anpocax INFO.

e Tun Haepysku 014 nakemos RFC2833 — Tun Harpysku Ana nepegayn naketos no RFC2833
(paspelueHHble ANA UCNONb30BaHMA 3HaYeHusA — oT 96 go 127);

U Ucnons3osames O6H0py)f(€HU€ MUuWwuHbl — NpU YCTaHOB/IEHHOM d)nare MCNOoNb30BaTb AETEKTOP
TULWWNHDI,

. Ucnionb3zosams sxornodasneHue — npun yCTaHOB/ZIEHHOM d)nare MCcnonb3oBaTb axonoaaBneHune,

e Bpemsa ducnepcuu, Mc — napameTp, NO3BONAKOLMNIA HOPOTLCA C 3XOM, BbI3BaHHbIM Aucnepcueit
pevyeBOro cUrHana. 3Ha4yeHUA NapameTpa M3MEHAITCA B MPOMeXKyTKe OoT 2 A0 128 mc;

. MakcumanbHoe Konau4yecmeo 86130808 — 3TOT napameTp no3BOsIAET YCTAHOBUTL OrpaHU4YEHNE Ha
KOnm4yecTBo O4HOBPEMEHHDIX BbI3OBOB Ha HalnpaB/aieHUNU.

[xummep-6ygep

e MuHUMGAbHAA 300epPHKA, MC — MUHUMA/IbHOE OXXWOAEMOE BpPemMsa 3a4epKKMU pacnpocTpaHeHus
IP-naKeTa no cety;

o MakcumanbHas 3a0epHKa, MC — MaKCUMa/IbHOE OXMAaeMoe Bpems 3a4epHKKM pacnpocTpaHeHus
IP-naKkeTa no cety;

e [lopoz HemeOseHHO20 yOasneHUs MaKemos, MC — MaKCUMa/bHbIM NPOMEXKYTOK BpeMeHW, Yyepes
KOTOPbIN MPOUCXOAMUT yAaNeHWe pedyeBbiX NaKeToB M3 bydepa. 3HauyeHWe JaHHOro napameTpa
60/blie UK PaBHO MaKCMMaNbHOM 3aaep:KKe (gonycTumble 3HauyeHusa ot 0 go 500, Ho He meHee
3HaYeHua MaKkcumanbHoro bydepa AKUTTEPa);

e Garkmop onmumusayuu Oygepa — napameTp, WUCMOAb3YeMbI AAA ONTUMM3ALMM pasmepa
AXKuTTEP-bydepa. PekomeHayeTcs BbICTaBAATbL €ro 3HaveHue B 0;

e OO0uHaKosbIl mun HaepysKu 045 Npuéma u nepedaqyu — NpPn ycTaHOBAEHHOM dJiare MCNoab30BaTb
OAMHAKOBbIN TUN HAarpy3Kn 418 NpMemMa U nepegauu;

e Asmomamuyeckoe ycusneHue Ha Mpuéme — ecnn ¢nar ycTaHOBAEH, TO NPUHUMAEMbIA CUTHaN
byaeT ycuneH [0 3a4aHHOTO ypoBHA (MaKcMMasnbHoOe ycuaeHuwe curHana +/- 1546), uHaue
ycuaeHue NpovsBoguTbCa He byaerT;

e YposeHb ycuneHus npuéma — onpefenser 3HayeHue YpoBHA, A0 KOTOporo byaeT ycunuBaTbes
aHa/NIoroBbIM CUTHaN Npu Npueme (AoNyCTUMbI 3HadveHus -25, -22, -19, -16, -13, -10, -7, -4, -1 ab);

e Asmomamuyeckoe ycuneHue Ha nepedave — ecnu dnar ycTaHOBAEH, TO NepeAaBaemMblit CUrHan
6yaeT ycuneH A0 3a4aHHOTO ypoBHA (MaKcMMasnbHoOe ycuaeHue curHana +/- 1546), uHaue
ycuaeHue NpovsBoauTbCa He byaerT;

e YposeHb ycuneHuAa nepeda4yu — onpenenser 3HaueHWe YpOBHSA, A0 KOTOporo byaeTt ycunmsatbea
aHa/NIoroBbIN CUrHaN Npu Nepeaaye (Ao0NyCcTMMbI 3HadveHua -25,-22, -19, -16, -13, -10, -7, -4, -1 aB).
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2.6.3.6 MopgmeHio «Mpedukcobl ynpasneHna OBO»

B nogmeHto «lpedukcbl ynpasneHua [BO» HacTpamsatoTcA Koabl, Habupaemblie ¢ TenedoHHOro
annapaTta, 4na akTMBaumu nnm geaktunsaumm ycayr 4B0O.

ABGOHEHT MOXeT ynpaBAATb COCTOAHMEM YCAYyr cO cBoero TenepoHHoOro annapata. JocTynHbl
cnepytowme GyHKLUK:

—  aKTuBaumsa ycayrm — * koa_ycnyru #;
—  NpoBepKa aKTUBHOCTU ycayru — *# kog_ycnyru #;
— OTmeHa ycnyru - # Koa_ycayrn #;

Ona aktuBauum ycayr «besycnoBHas nepeagpecaunsa», «lepeagpecauma Bbi30Ba MO 3aHATOCTUY,
«Mepeagpecaumsa no HeoTeeTy», «[opAYas/Tennas AMHUA» TpebyeTca BBECTM HOMep TenedpoHa:

* koa_ycnyrn * Homep_tenedoHa #

Mocne BBOAA KOAA aKTUBALMU WUAM OTMEHbl YCIyrM aboHEHT yCabllUT curHan «MNoaTeepkaeHue» (3
KOPOTKMX CUrHaNa), KOTOPbI FTOBOPUT O TOM, YTO YC/Iyra yCNeLwHO akTUBMPOBaHa UAN OTMEHeHa.

Mocne BBOZA KoAa MPOBEPKM YCAYrM abOHEHT MOMKET yc/blwaTtb AMbo curHan «OTBeT CTaHLMU»
(HenpepbIBHbIN curHan), 1Mbo curHan «3aHATo» (KopoTkue ryaku). CurHan «OTBET CTaHLMMY» FOBOPUT O TOM, YTO
yC/yra BKAOUYEHa M aKTUBUPOBaHa, CUrHa «3aHATO» — yC/yra BbIKNOUYeHa.

Mpedwukcel ynpasnenna 4BO

Yenyrn ABO Kog akTMEaunm Koo geaktveBaumn Koo npoEepkM cTaTyca ycnyru
@

BesycnoeHan nepeagpecayua - 21 . #21# EN#

Mepeagpecayus No 3aHATOCTH « 22 e #22# H22%
a E

Mepeagpecaumra No HEOTBETY - B1 . #51# *HE1#

FPa3pelwuTe NEPEXBAT BbI30Ba Ha NopT - 08 . #08# “#05#

ropAYas/Tennan NMH1A « 53 L #53# 53

O#HAAHWE BbIZ0BA . 43 " #43% HAH

He GecnokouTe - 26 " #26# “H26#

« [PUMEHHTL *® OTMeHa

YnpasneHue aboHEHTCKUM cepsucom

e Ycnyau [1BO — cnucok ycnyr [BO:

— besycnosHaa nepeadpecayus — Yycayra, nNpuv aKTMBaUMM KOTOPOW BCE BbI3OBbI,
noctynuelLMe aboHEHTY, NepeHanpPaBAAOTCA Ha 3a4aHHbI HoMep;

— lepeadpecayus ebi308a Mo 3aHAMOCMU — YCAyra, NPU aKTUBALMW KOTOPOI BCE BbI30BbI,
noctynueluMe aboHeHTY, B C/Ay4ae ero 3aHATOCTM NepeHanpasBAAloTCA Ha 3aAaHHbIN
HoMmep;

— lepeadpecauus no Heomeemy — ycayra, NPU aKTUBaUMM KOTOPOM BCE BbI3OBbLI,
noctynueluMe aboHeHTy, MNepeHanpaBAAlOTCA Ha 3afaHHblIA HOMep nNpW HeoTBeTe
aboHeHTa B TeyeHWe onpeaeleHHOro BpeMeHu;
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— Paspewums nepexeam 861308a Ha NOPM — €CAW YCAyra akTMBMPOBaHa aboHEHTOM —
MOCTYMMBLIME HA HEro BbI30Bbl MOTYT BbITb NepexsayeHbl APYrMMU aboHeHTamMKn 13 TOoM
e rpynnbl nepexsara;

— Tlopsyasa/Tennaa AMHMA — NpU aKTMBAUMM YCAYTW, MOCAe NOAHATUA TPYB6KM 4epes
YCTAHOBNEHHbIN WMHTEPBAN BPEMEHM MPOUCXOAMT aABTOMATMYECKMII Habop 3apaHHOro
Homepa;

—  OudaHue 8bI13080 — aKTUBALUMA YCAYrM NO3BoASET abOHEHTY B COCTOAHWKM pasrosopa
noay4aTb yBegoMeHME O HOBOM MOCTYMMBLUEM Bbl30BE. ABOHEHT MOMKET MPUHATD,
OTKNOHWUTb MM UTHOPUPOBATb OXKMAaOLWNIA BbI3OB;

— He b6ecriokoumb — ycnyra nossonsetr aboHeHTYy BPEMEHHO OrpaHu4uTb BCe BXoAdAlLmne
BbI30Bbl.

e Kod akmusayuu — Kog, s akTMBaLLUK YCAyru;
e Kod deakmusayuu — Kog, ANA AeaKTUBaLUM YCayru;
e KoO nposepKku cmamyca ycayau — Ko4 AN KOHTPOA aKTUBHOCTU YCAYTU.

Kog AeakTvBaumu U Koz, NPOBEPKM CTaTyca YCAyru 3amnoHATCA aBTOMaTUYECKM Ha OCHOBaHWMM Koga
aKTUBaLMK.

[na BCTYyNAEHMsA B CUAY HOBOW KOHOUIypauuu M 3aHeCceHWs HACTPOeK B IHEProHEe3aBUCUMYHO MamsATb
HaXXMUTe KHOMKY «[TpumeHumoe». AN OTMEHbl USMEHEHUI HaXKMUTE KHOMRY «OmMeHa».

2.6.3.7 MoameHo «CurHanol Bbi3oBa»

B nogmeHIo «CurHanbl Bbi30Ba» OCYLLECTBAAETCA HACTPOMKa aNbTepHaTUBHOIO CUrHana MOCbI/IKM BbI30Ba
(kapeHuMKM) B 3aBUCMMOCTM OT 3HayeHUs 3aronosKa Alert-Info Bo Bxoasawem Invite. 3HayeHne KageHUUU ANA
Ka*K[oro curHana Bbi3oBa 3a4aéTcA B BMAE NOC/Aef0BaTeIbHOCTU Yepeayowmxca AAUTeNbHOCTe MMNYAbca U
nays, pasgeneHHbix cumsonom " wam ";". 3HauyeHWe AAMTENbHOCTM MMNy/abca/maysbl 3agaetca B
MWANCEKYHAAX M AO0/MKHO BbiThb KpaTHO 100. MuHMManbHas ANUTENbHOCTb MMMY/bca/maysbl cocTaBaseT

200mc, maKkcumanbHasna - 8000 mc.

Ons Toro 4to6bl NPUBA3aTL ONPEeAEeNnEHHY0 KaZeHUMIo K 3HauyeHuto 3aronoBka Alert-Info Bo Bxoaswem
Invite, Heobxoaumo B cooTBeTcTBYtoWwEeM npodune SIP akTuBuposatb daar « Obpabamsieams 3a201080K Alert-
Info», a B HacTpoOlKax KaZeHUNM yKa3aTb Ha3BaHMe CUrHana B nosie «HasBaHue curHana» (Hanpumep, Example-
cadence). KageHuua 6yaeT npourpaHa B IMHUIO, eCcin BO BXogAwem Invite 3aronosok Alert-Info byget nmetb
3HayeHue <http://127.0.0.1/Example-cadence>.

Ecnm KageHuma no 3aronosky Alert-Info He HaliaeHa, 6yaeT npoussedeHa NOMNbITKA HAWTU KadeHUMIO No
HOMepy BblI3biBatowero aboHeHTa. [pM OTCYTCTBUM MocneAHen BblAaeTca CTaHAapPTHbIA CUrHan Bbi3oBa C
KageHuumel "1000,4000".

Tabnuua curHanos

HaseaHue curHana KageHuwns
Bellcore-dr1 1000.4000
Bellcore-dr2 1000,3000
Bellcore-dr3 1000,2000
Bellcore-drd 1000,1000
Bellcore-drs 700,700,700,3000
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Ona pepaktMpoBaHMA onpegeneHHOro CUrHana HaXMuTe Ha COOTBETCTBYIOLLYKO CCbIZIKY B KOJIOHKe
«Ha3saHue cuzHana».

Onsa pobaBneHna cMrHana HaxkmuTe KHOMKY «[106aBUTb» 1 BbINONHUTE CAeAytowme HaCTPOMKM:

Pe,D,aKTIﬂpOEaTb curHan
Haseanue curHana  Bellcore-dri

KageHuua 1000.4000

e Ha3BaHuWe curHana — UMA CUrHana;

e KapgeHuua — A4AUTeNbHOCTb NOLAYM BbI3bIBHOFO HanpsXKeHMA Ha TenedOHHbIM annapaTt u yepes
3aNATYIO/TOYKY C 3anATON A/IMTENbHOCTb MNay3bl M4y CUrHanamu Bbi3oBa, oba 3HadeHus
OO0/MKHbI 6bITb KpaTHbI 100 Mc, MMHMManbHoe 3HadYeHne 200mc, makcumanoHoe — 8000 mc;

[na BCTyNAeHWs B CUAY HOBOW KOHOUIypauuu M 3aHeCceHWUs HACTPOEeK B IHEProHEe3aBUCUMYHO MamsATb
HaXXMUTe KHOMKY «[TpumeHuUmoe». AN OTMEHbl USMEHEHUI HaXKMUTE KHOMKRY «OmmeHa».

2.6.3.8 MeHI0 «UcTOpUA BbISOBOBN

B nogmeHto ((MCTOpMFI Bbl30OBOB» NMPON3BOAUTCA HaCTDOVIKa BeaeHnA XpOHO/10rmm Bbi30OBOB.

MCTOpHH BbI30BOB
Faamep MCTOPKMW BEIZOBOE 20

MonyyuTe Gain MCTOPUN BEI30B0E * Crauark

OYWUCTUTE UCTOPMWID BEIZ0BOE m

MocmoTpets "won

UKD EBIZ0B0E

e Pa3smep ucmopuu 66130808 — MaKCMMaA/JbHOE KONMYECTBO 3aNuCen B XKypHasae, NpUHMMaeT
3HayeHna ot 0 go 10000 cTpoK. 3HauveHne «0» OTKAOYaAET BedeHWE MCTOPUKM BbI30BOB. [pu
OOCTUXKEHMM YCTAHOBEHHOIO OTFpPaHUYEHUA B XKypHasie Ka)kgaa nocieaylowas 3anucb yaanut
CaMylo CTapylo 3anucb B Hayvasle }KypHana;

e [loayyume ¢halin ucmopuu 86130808 — ANA coXpaHeHus dainna «voip_history» Ha nokanbHom MK
Ha*KMUTe Ha KHOMKy «CKavaTb»;

e O4uCMUMb UCMOPUIO 8bI130808 — AN OYNCTKN UCTOPUN BbI3OBOB HAXKMUTE Ha KHOMKY « OUMCTUTLY;
[na NnpocMoTpa UCTOPMM BbI3OBOB NepeinguTe no ccblike «flocmompems “Ucmoputo 86130808 ».

[Nna BCTYNAeHMA B CUAY HOBOW KOHOUIypauumn M 3aHeceHWUs HACTPOEK B 3HEProHEe3aBMCUMYIO MamATb
HaXXMUTe KHOMKY «[TpumeHumMob». [Jna 0OTMEHbl U3MEHEHWNIN HaXXMUTE KHOMKY «OmMmeHa».
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2.6.4 MeHw «IP-teneBungeHue»

2.6.4.1 MoameHto «IPTV»

B nogmeHto «IPTV» BbINONHAIOTCA HAaCTPOMKM ANna paboTbl cepsuca «IP-TenesmaeHme».

HacTponkn uudposoro TenesngeHus

BKNHOYMTE IPTV

"

Bepcua IGMP 3 v

Mepuoguyeckoe 0GHOBNEHWE NOANMCKM
BKMHOUKUTE &
MNepuog oGHOBNEHKA, C 30
ELICTPEIA BBIXOA W3 FPYNnkI
BrmounTe &
HacTpoika VLAN ans IPTV
Vicnons3oBaTb VLAN &
VLAN 1D 0
802.1P 0 v
HacTpoWka HTTP-npokcH
BrnounTe ¥

MopT HTTP 1234

Braouume IPTV — npu ycTaHoBAEHHOM dnare paspelleHa TpaHcasuma curHanos IP-TenesmnaeHus
¢ WAN-untepdeiica TAU-IM.IP (n3 ceTn npoBalgepa) Ha yCTPOMCTBA, NOAK/AOYEHHble K LAN-
nHTepoelicy;

Bepcus IGMP — Bepcus npotoKkona IGMP ana otnpaBku IGMP-coobuweHnii ¢ WAN-unTepdelica
(coobLieHN  aKTMBAUMKM  WMAM  OeaKTMBaUMKM  NOAMWUCKM Ha  KaHanol |P-TenesuaeHus).
MNopaepxnsatoTca sepcumn 2 u 3.

lepuoduyeckoe obHosseHUe NodnucKu

BKAOYUMb — NPU BKAOYEHHOW ONUMM NPOUCXOANT Nepuoaudeckan otnpaska ¢ WAN-uHTepoeiica
COOBLEHNI CO CMUCKOM aKTUBHbIX IPTV-KaHaNoB Ha BbIlLECTOAWMMN CepBep, OCYLLECTBAAIOLLMIA
TpaHcnAUuMIO curHanos |IP-TenesnaeHuna. BraloyeHne ¢yHKUMM nepuoamdeckoro obHoBAeHUs
NOANUCKN HeobXoAUMO, eCAN BbIWECTOALMIA cepBep OTKAYaeT TpaHcaauuio |IPTV-kaHanos
yepes onpeaeneHHbI UHTEPBan BpeMeH!;

lMepuo0 obHoBMEHUSA, C — NEpUOA, OTNPABKU COOBLLEHMIA CO CMMCKOM aKTMBHbIX IPTV-KaHanos, B
CEeKyHAax. YCTaHOBUTE Be/IMUYMHY Mepuoaa OBHOBMEHMA B 3HAYEHME, MEHblUee, YemM TakmayT
OTKNIOYEHUA TPAHCAALUN CUTHANA BbILLECTOALLUM CEPBEPOM.

Bbicmpsili 8b1x00 U3 2pynnbl

BKaw4uUmMb — Npy yCTaHOBAIEHHOM d1are BK/IOYEH pexxum BbICTPoro Bbixoga U3 rpynnbl. JaHHasa
OYHKUMA yMeHbLUAeT 3a4ep’KKy YCTPOMCTBA Ha NepekoveHMe MexXay MHOroagpecHbimm
NOTOKaMK (OTK/OYEHME NOTOKA MPOUCXOAMUT Cpasy Mnociae MoJyYeHUA OT KAMEHTa COObLEeHUN
«Leave Group» 6e3 gononHuTeNbHOro nepecnpoca). He pekomeHAyeTcA UCNO/b30BaATh AaHHbIN
peXKnm, Korga kK ogHomy nopty LAN noakntoueHo 6onee ogHoro npuémuuka IPTV.
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Hacmpolika VLAN 9oaq IPTV

e Ucnonezosams VLAN — npu ycTtaHoBNeHHOM dnare ucnosib3oBaTb AnsA ycayrn IPTV BblaeneHHbI
VLAN (Homep VLAN moskeT coBnagaTtb ¢ Homepom VLAN ana ycayrn UHTepHet uam STB), nHave
ana IPTV b6yaeT ucnosb3oBaTbcA MHTepdenc ycayru UHTepHeT. ITa HacCTpoiKa no3Bosset
onpeaenuTb UHTepdelic ana npuéma IPTV-cMrHaoB U3 BHELLHEN ceTu;

e VLAN ID — npeHTudUKaumoHHbI Homep VLAN ana npnéma curHanos IP-tenesmaeHus;

e 802.1P — npusHak 802.1P (apyroe Ha3BaHue CoS — Class of Service), ycTaHaBAnMBaemblii Ha
ncxoaalme ¢ gaHHoro nHtepdeiica IP-naketbl. MpuHMMaeT 3HayeHUA oT O (HM3WKIA NpuopuTeT)
[0 7 (HauBbicwMit npuopuTeT). Ucnonb3yeTca B paboTe anroputmoB obecneyeHus KayecTBa
cepsuca (QoS).

Hacmpolika HTTP-npokcu

e BKaw4Yume — NpWU yCTaHOBAeHHOM dnare BKAoYeHa OyHKumMAa HTTP-npokcu. HTTP-npokcu
ocyuwecTtsaseT npeobpasosaHMe UDP-notoka B notok HTTP, wcnonb3ytowmin npotokon TCP
(npoToKoN HaAeXHOW AO0CTaBKM MAKETOB), YTO MO3BOAAET YAYULWUTb KAauyecTBO TPaHC/IMPYEMOro
n306parKeHnsA NPU NIOXOM KayecTBe KaHasla CBA3M B JIOKa/IbHOM CeTu;

e [lopm HTTP — Homep nopTta HTTP-npoKcK, c KOToporo 6yaeT OCyLLeCcTBAATLCA TPaHC/IMPOBaHMe
BMAE0-MOTOKa. Micnonb3yiTe 3TOT NOPT ANA NOAKAYEHUA K TPAHCAMPYEMbIM ycTpolictBom TAU-
IM.IP noTokam IPTV.

Hanpumep, ecan TAU-IM.IP umeeT Ha LAN-uHTepdelice agpec 192.168.0.1, ana noprta nNpokcu-cepsepa
Bbl6paHo 3HauyeHne 2345, 1 Heob6XxoAMMO BOCMPOU3BECTM KaHan 227.50.50.100, TpaHCAMpYOLWMNCS Ha
UDP-nopt 1234 - pgna nporpammbl  VLC agpec nNOTOKA  HYXHO 33agatb B Buge:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

Ana BCTynaAeHnAa B CUNy HOBOWM KOHCI)VIpraLI,MM N 3aHeCeHUA HACTPOEeK B 3HEProHE3aBUCMMYIKO MaMATb

HaXXMUTe KHONKY «TpumeHuUme». N OTMEHbl U3MEHEHUI HaXKMUTE KHOMKRY «OmmeHa».

2.6.4.2 TMopmeHto «STB»

B noameHto «STB» BbINOMHAIOTCA HAaCTPOWKKM BbigeneHHol VLAN ans paboTbl uMdppoBoi TeNEBU3UOHHOM

npuctasku (Set-Top Box).

HacTpoiika BeigeneHHoro VLAN ana TB-npuctaeku (Set Top Box)

Brnwounte STB ¥
Wcnonsaoeate VLAN &
Woentugmkarop VLAN - 0

g02.1P [

[ns npuessxu MokansHex uHmepelcoe k cepeucy STB nepeldume Ha cmpaxuly "MoxansHse usmepthbelce! - DYHKULOHANEHOE HazHaueHUe "

e  BKaoyumse STB — npu ycTaHOBAEHHOM dnare 6yaeT BKAKOYEH pexXum STB ana cooTBETCTBYIOLMX
nopToB B pa3aene «JloKanbHble MHTEPdENCHI»;
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e Ucnonezoseame VLAN — npu ycTaHoBAeHHOM d¢nare WcNonb3oBaTb A8  TB-npucTaBku
BblgeneHHbI VLAN (Homep VLAN moxkeT coBnagatb ¢ Homepom VLAN ansa ycnyrn UHTepHeT unm
IPTV), nHaue — byaet ocylectenserca pabota STB 6e3 Tera VLAN Bo BHellHel ceTy;

e UdeHmugukamop VLAN — Homep VLAN, KoTOpbIi ByaeT ncnosib3oBaTbca Ana nepeaaymn Tpadumka
cepsuca STB ¢ uHtepoeiica WAN ycTpoincTBa;

e 802.1P — npusHak 802.1P (apyroe Ha3BaHue CoS — Class of Service), ycTaHaBAMBaeMblil Ha
ncxoaawme ¢ gaHHoro nHtepdeiica IP-nakeTbl. MpuHUMaeT 3HayeHMsa oT O (HM3WKIA NnpuopuTer)
0o 7 (Hausbicwnii npuoputeT). Mcnonbsyetca B paboTe anropuTtmoB obecrneyeHWs KayecTsa
cepsuca (QoS).

JobasneHne noptoB LAN B cepBuc STB npousBoamntca B nanTke «llopmel» U3 pexuma bbicTporo
KOHUrypMpoBaHua ycTponcTea. Chegyet OTMETUTb, UTO B C/ly4ae BK/OYEHHOM onuun «Mcnonb3oBaTtb VLANY
uHTepdeirica WAN Tpaduk yxoanuT n NpUHUMAETCs € HacTpoeHHbIM Terom VLAN, a Ha uHTepdeiice LAN (WLAN) —
TpadUK HETErMPOBAHHbIW (Ter CHUMaeTcs).

[na BCTynAeHWa B CUAY HOBOW KOHQUIypaumm U 3aHECEHMA HACTPOEK B SHEProHesaBMCUMYIO MamATb
HaXXMUTE KHONMKY «[TpumeHumeo». AN OTMEHbl U3MEHEHUI HaXKMUTE KHOMKY «OmmeHa».

2.6.5 MeHi0 «JloKanbHble uHTepdeicbI»

B meHto «JloKasbHble MHTepdEencbl» ANs Kaxaoro uHTepderica ycTaHaBauBaeTcs ¢yHKLMOHANbHOE
HasHauyeHue.

2.6.5.1 MogmeHI0 «PYHKLUNOHANIbHOE Ha3HAYEHUEe»

B noameHio «DyHKUMOHANbHOE HA3HA4YeHWe» AnA Kaxgoro nopTta LAN ycTaHaBauBaeTca Tun
npeaocTaBAAemMon ycnyru.

<pyHKLI,MOHaJ'II:>HC!e Ha3Ha4eHne

LAM 1 WHTepHet v

LAM 2 WHTepHeT v

/ B TeKkyLwei Bepcum NO oA NOKaNbHbIX MHTEPdEicoB MOXKHO BbI6paTb TN cepBuca MHTepHerT,
STB uam nonb3osaTtenbckue VLAN. Mpu 3TOM Ha KaxKAabli NOKaNbHbIA MHTepdelic paspeLuaerca
TPaHCAALUA CUTHANOB IP-TeneBuaeHUA NPy BKAOYEHHOW GyHKUuK IPTV,

Tun cepsuca MHTepHeT 03Ha4yaeT, 4To ¢ AaHHoro LAN-nopTta OyaeT OCyLecTBAATbCA BbIXOA B CETb
NHTepHeT; TMN cepsuca STB — aaHHbIM LAN-nopT npegHasHavyeH oA NOAKAOMEHUA TeNEBU3NOHHOM NPUCTAaBKU
(Set-Top-Box). Mpu 3atom nopT UHTepHeT coeamHeH ¢ WAN-uHTeppencom OAHOMMEHHOW YCAyrun 4epes
mapuwpyTtusaumio, a nopTt STB coeauHeH ¢ WAN-uHTepdeincom ycnyru STB yepes mocT (TpaduK npoxoauTt
npo3spayHo ¢ WAN Ha LAN n obpaTHO).

WAN-uHTepdelic ycnyrn STB HacTpansaeTca B pasgene 2.6.4.2 NoameHwo «STB».

[Nna BCTyNAeHWs B CUAY HOBOW KOHOMIypaLuu M 3aHECEHWA HACTPOEK B SHEProHe3aBMCUMYID MaMATb
HaXXMUTe KHOMKY «pumeHUTb». [1Na OTMEHbl USMEHEHMUI HAXKMUTE KHOMKY « OTMEHa».
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2.6.6 MeHo «Cncrema»

B meHto «Cuctema» BbIMONHAKTCA HACTPOMKM CUCTEMBI, BPEMEHMW, AOCTYNA K YCTPOWCTBY MO Pas/IMYHbIM
NpPOTOKO/aM, NPOMU3BOAUTCA CMEHa Napoia U o6HoBAEHME NPOrpamMHOro obecnedyeHus yCTpoOMCTBa.

2.6.6.1 [MMoameHio «Bpema»

B nogmeHto «HacTpolKn BpeMeHM» BbIMOIHAETCA HAaCTPOMKA NPOTOKOMa CUHXPOHM3aLUmn BpemeHu (NTP).

HacTpolikn BpemeHu

Yacosol noac Moscow, Russia ¥

ABTOMATUYECKUIA NEPEXOA Ha NETHee! ¥

EHH IMMHEE BpEMA
o Mepexos Ha NeTHee Bpems - vo- v - v
B - b - v
Mepexoa Ha IMMHEE BPEMA - v - v - v
B| - - - v
COBUT BpEMEHK (MIH.) 60

Brntounts NTP - #

CepBep CUHXPOHKU3aUMK pool.ntp.org -

Hacmpoliku epemeHu

Yacoeoli nosc — nossonset YCTaHOBUTb 4YacoBOW MOAC B COOTBETCTBMU C BAMMNKaNALWNM ropoaom B
Bawem pernoHe n3 3agaHHOro CnNucka,

Asmomamuyeckuli nepexod Ha semHee/3umHee 8peMs — NpPW yCTaHOBNeHHom dnare byaeT
nepexog, Ha neTHee/3MumHee Bpems OyAeT BbINONHATLCA aBTOMATMUYECKM B 3aJaHHbIM nepuos
BPEMEHMU:

— [epexod Ha nemHee epemsa — AEHb, KOoraa 6yaeT BbINONHATLCA NEPEXOL Ha IeTHee Bpems;

— [lepexod Ha 3uMHee spems — AeHb, KOraa ByAeT BbINONHATLCA NEPExos, Ha 3MMHee Bpems;

— Cdsuez spemeHuU (MUH.) — Nnepuos BpeMeHW B MWHYTaX, Ha KOTOPbIW BbINONHAETCA CABUT
BPEMEHMU.

Brarovyume NTP — yctaHoBuTe daar, eciv HeOBXOAMMO BKAOUYUTb CUHXPOHM3ALMIO CUCTEMHOIO
BPEMEHMW YCTPOMCTBA C onpeaeneHHoro cepsepa NTP;

Cepsep cuHxpoHusayuu — IP-agpec/AOMeHHOE MMA cepBepa CUHXPOHM3ALMU BPEMEHM.
Bo3mokeH pyyHoWi BBOZ agpeca cepBepa uam Bbibop M3 cnucka.

[Nna BCTyNAeHMs B CUNY HOBOW KOHOMUIypaLuu M 3aHECEHWA HACTPOEK B SHEProHE3aBMCUMYIO NaMATb
HaXXMUTe KHONKY «[TpumeHumob». [ns OTMEHbl U3MEHEHUI HaXKMUTE KHOMKY «OmmeHa».
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2.6.6.2 NMoameHto «foctyn»

B nogmeHto «JlocTyn» HacTpauBaeTca AOCTyn K ycTponcTBy nocpeactsom Web-uHtepdelica, Telnet u
SSH, a TakXe goctyn no npotokoay FTP K Hakonutento, nogkatoyeHHomy K nopTy USB.

MNopTel gocTyna
Nopr HTTP B0

Mopr HTTPS | 443

MNopr 35H 22
,D,UET‘_\-T Kycnyre I'MHTE[:IHE.'T"
Web
Bezwwrr oste @ HTTF @ HTTFE
okancHan ceTe @ HTTP @ HTTPS
Telnet
BuswnER 0T
Mok aneHas osTe W
S5H
BHEWHRR CET
o¥EM=HER o=TE 7
,D,UET‘_\-T Kycnyre “alP"
Web HTTP HTTPS
SSH
,D,UET}-T Kycnyre "MHTEFJEDEI:&E, ‘_\-'I'paE:ﬂEHHF"
Web HTTP TTPS

SEH
HocTyn Kk USB
BuslRER 05T
CREMEHER 08Te F
Fa3peiwTe LOCTYT SHOBMMEONY NOM: 308 3TN o
FRIpeliTe 33MH0E SHORAMBONY NONE 308 3TN

Mopmel docmyna

B faHHOM pa3sgene BbiNOHAETCA HacTpolika TCP-nopToB A8 A0CTyNa K YCTPOWCTBY MO MPOTOKO/Mam
HTTP, HTTPS, Telnet, SSH.

e [lopm HTTP — Homep nopTa gna goctyna K Web-uHtepdeicy yctpoiictea no npotokonay HTTP, no
ymon4yanumio — 80;

e [lopm HTTPS — Homep nopta ansa goctyna kK Web-uHtepdeiicy yctpoicrtea no npotokony HTTPS
(HTTP Secure — 6esonacHoe NoAKAOYEHME), NO YyMOUYaHUIO — 443;
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e [lopm Telnet — HOMep NopTa 4NA JOCTYNa K YCTPOMCTBY NO NpoTokoay Telnet, no ymonydaHuio — 23;
e [Tlopm SSH — Homep nopTa g5 A0CTyNa K yCTPOMCTBY NO NPOTOKoAy SSH, no ymonyaHuio — 22.
Mo npoTokonam Telnet n SSH ocywecTBAseTca AO0CTYN K KOMaHAHOM cTpoke (KoHcosb linux). Umsa
nonb3oBaTena/naponb ANA NOAKAYEHUA K KoHconu: admin/password.

Llocmyn K ycnyze MHmepHem

Ons nonyyeHus gocTyna K yCTPOMUCTBY € MHTepdencoB ycnyrm MHTepHeT yCTaHOBUTE COOTBETCTBYHOLME
paspelueHua:
Web, BHelwHAA ceTb:

e HTTP — npu yctaHOBNAEHHOM dare paspelleHo noakntodeHune Kk Web-koHburypatopy ycTpoincTea
yepe3 WAN-nopt no npotokony HTTP (Hebe3onacHoe nogxknoueHue);

e HTTPS — npu ycTaHOBAeHHOM dnare paspeweHo noakaoyveHme K Web-kKoHdurypatopy
ycTporicTea Yyepe3 WAN-nopT no npoTtokosy HTTPS (6e3onacHoe nogxnoyeHue).

Web, BHyTpeHHAA ceTb:

e HTTP — npu ycTaHOBNAEHHOM dare paspelleHo nogKkntodeHme K Web-koHburypatopy ycTpoincTea
yepes LAN-nopt no npoTtokony HTTP (Hebe3sonacHoe noakao4YeHue);

e HTTPS — npu ycTaHOBAEHHOM dnare paspeweHo noakaoveHme K Web-KoHdurypatopy
ycTporicTea Yyepes LAN-nopT no npotokony HTTPS (besonacHoe noaxntoUyeHue).

Telnet:

Telnet — npoToKon, NpegHasHayeHHbIM A48 OpraHu3auMy ynpasaeHus no cetu. Mo3BosfeT yaaneHHo
NOAK/IOYUTLCA K W/IO3Y C KOMMbIOTEPA A7 HAaCTPOMKKN U yNpaBieHus.

[na paspelweHuna AOCTyNa K yCTpoOMCTBY Mo npoTokosay Telnet u3 BHewHei (4epes WAN-nopT) mam
BHYTPEHHEeN ceTn yCTaHOBUTE COOTBETCTBYIoLWME dnaru.

SSH:

SSH — 6e30nacHbli NPOTOKOA YAANEHHOTO yNpaBaeHua ycTpoicTBamn. B otanume ot Telnet, npotokon
SSH wundpyeT Becb Tpaduk, BKAOYAA NepesaBaemble NApPou.

Ons paspelweHus gocTyna K YyCTpPoOMcTBY Mo npoTokony SSH u3 BHewHen (yepes WAN-nopt) umaum
BHYTpeHHel (Yepe3 LAN-nopT) ceTu ycTaHOBUTE COOTBETCTBYHOLWME daru.

Hocmyn K ycayze VolP:

B faHHOM paspgene ocywecTBAAETCA HACTPOMKa [0CTyna K uHTepdeicy ycnyrn VolP (uHTepdelic yeayrm
VolP HacTpauBaeTca Ha cTpaHuue IP-tenedoHns — Hactpoika cetn) yepes Web (npotokonbl HTTP unam HTTPS), a
TakKe no npotokonam Telnet n SSH. [na paspelweHna A0CTyna NO KaKOMY-AIMOO M3 YKasaHHbIX NPOTOKO/IOB
yCTaHOBMUTE COOTBETCTBYOWME daaru.

docmyn K ycnyze IHmepdpelic ynpasneHus:

Pa3aen no3sonAeT HaCTPOUTb A0CTYN ANA YNPABAEHUA YCTPONCTBOM, UCNONb3yA NPOTOKoAbl HTTP, HTTPS,
Telnet unu SSH. Hactpoiika uHTepdeica npousBoautcs Ha cTpaHuue Cuctema — VLAN ynpasnenua. [na
paspeLleHnsa 4OCTyNa No KaKOMY-1M60 M3 yKa3aHHbIX MPOTOKO/I0B YCTAHOBUTE COOTBETCTBYIOLLME daaru.

Ona asTopusauum no nporokosnam Telnet n SSH no ymonyaHuio cnonb3yloTca MMA Noab3oBaTensa
v admin v naponb password. Mocne aBTOpuU3aUUM CTAHET [OCTYNMHA KOHCONb OMnepauUoOHHOWM

cuctembl Linux ¢ BO3MOXHOCTbIHO MCNO/1b30BaHUA OCHOBHbIX KOMaH4 KOMaHAHOrO MHTepnpeTaTopa

shell.

Hocmyn k USB:

B naHHOM pasaene OCyLLeCTBAAETCA HACTPOMKa A0CTyNa K YCTPOMCTBY, NogKAo4eHHOMY K USB-nopTy, no
npoTtokony FTP.
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Ona paspeweHuns goctyna K nogkntoyeHHomy USB-ycTpolicTBy no npoTokony FTP 3 BHewHel (4epes
WAN-nopT) nav BHyTpeHHen (4epe3 LAN-NopT) cetTn ycTaHoBMUTE COOTBETCTBYOWME dnaru.

Ons paspelweHns goctyna K nogkatoyeHHomy USB-ycTpoiAcTBY aHOHMMHOMY MOJ/Ib30BATEND YCTAHOBUTE
¢dnar «Paspewntb 40CTYN aHOHUMHOMY NOJIb30BATENIOY.

Onsa paspeweHna 3anucu gaHHbix Ha USB-ycTpoOMCTBO aHOHMMHOMY NOAb30BaTeNlO yCTaHOBWUTE d¢nar
«PaspeLwwmnTb 3aNnUCb aHOHMMHOMY NONb30BATENION.

[na BctynneHna B cuny HOBOM KOHQUIypaLMuM U 3aHECEHWUA HACTPOEK B IHEProHe3aBMCUMMYIO MaMATb
HaXXMUTe KHOMKY «[TpumeHumMs». Qs OTMEHbl USMEHEHWUIN HaXXMUTE KHOMKRY «OmmeHa».

2.6.6.3 TMMoameHto «KypHan»

MogmeHto «HypHan» npegHasHavyeHO 4S9 HACTPOMKM BblBOLA PA3HOro poa OT/af0uYHbIX COODLLEHM
cucTemMbl B Lensix obHapyKeHusa npuymH npobnem B pabote ycrpoictea. OTA1af0uHY0 MHPOPMALMIO BO3MOXKHO
NoaYy4YnTb OT CAEAYOLWMX MPOrPaMMHbIX MOAYNEN YCTPONCTBA:

MeHegakep TenepoHnn — oteeyaet 3a paboty PyHKumi IP-TenedoHum.
e CuCTeMHbIN MeHea Kep — OTBEYAET 33 HACTPOIMKY YCTPOMCTBA coriacHo daiiny KoHdpurypaumm.

e MeHeaKep KOHOUrypaunm — oteevaeT 33 paboTty ¢ Gaknom KOHPUrypauum (4TeHune u 3anucb B
KOHQUIYypaUMOHHbIN daiin U3 PasAUUHbIX MUCTOYHWUKOB) M cbop WHDOPMaLMM MOHUTOPUHTA
YCTPOMCTBA.

HypHan TenedoHumn
BuiB0g #ypHana OTHENIYEHD v
Ownbrm
Npegynpesxgeina
OTnagoyHas HHfopMaLns
lHdopMaLHoHHBIE cooBleHna

YpoBEHE TPAcCCHpoBKM SIP o b

}K}'DH&J’I CHCTEMHOIO MeHeKepa
BuiB0g #ypHana OTHENIYEHD v
Ownbrm
Npegynpesxgeina
OTnagoyHas HHfopMaLns

lHdopMaLHoHHBIE cooBleHna

}K}'DH&J’I MeHexepa KOHCbHF}'DaMHH
BuiB0g #ypHana OTHENIYEHD v
Ownbrm
Npegynpesxgeina
OTnagoyHas HHfopMaLns

lHdopMaLHoHHBIE cooBleHna

HacTtpolika Syslog
BrnunTe
Pemim Cepaep T
Agpec Syslog-cepaepa syslog.server

MNopT Syzlog-cepaepa 514
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MypHaa menegoHuUU

e Bblg00 M#(ypHaAsna — Hanpas/ieHMe BbIBOAA COOOLEHN KypHana:

—  OMKAYeHo — XypPHaN OTKNOYEH;

— Syslog — coobuieHua BbIBOAATCS MO MPOTOKOAY Syslog Ha yaaneHHbld cepsep nbo B
NIOKanbHbI $painn (HacTpoiKa NPOTOKONA OCYLLLECTBAAETCA HUNKE);

— KoHcosb — cooblieHna BbIBOAATCA B KOHCOJIb YCTPOKCTBA (HEOHX0AMMO NoAKAUYeHMe
yepes nepexoaHnk COM-nopra);

— Telnet — coobuweHunsa BbiBOAATCA B telnet-ceccuto; ana 3Toro cHavana HeobxoaMmo
€034aTb NOAKAOYEHME NO NPOTOKOAY telnet.

Huke HacTpanBaeTcs TMN COOBLLEHMI, BbIBOAMMbIX B *KYPHAN TenedoHUu:

e Ouwubku —ycTaHoBuTe daar, eciv HEOHXOANMMO BbIBOAUTL COOBLLEHMA TUNa « OWNOKKY»;

o [IpedynpexcdeHus — ycTaHoBUTe ¢nar, ecan HeobxogMmo BbIBOAUTb coobleHua Tuna
«[MpedynpexcoeHusn»;

e  OmaadoyHaA UHPpoOpmayus — ycTaHoBUTe ¢nar, ecnm HeobXoAUMMO BbIBOAUTb OTNaAO04YHblE
coobuieHus;

e UHpopmayuoHHble coobujeHus — ycTaHoBuTe d¢nar, ecnanm HeobXoAMMO  BbIBOAWUTb
MHGOPMALMOHHbIE COODLLEHMS;

e YposeHb mpaccuposku SIP — 3apaéT ypoBeHb BbiBOAa cOOOLWEHMI cTeKa SIP-meHegkepa
TenepoHuu.

HypHan cucmemHo20 MmeHeoxepa

e BbI800 #ypHaAaa — HanpaB/ieHWe BbIBOAA COODLEHWI KypHana:

—  OMKYeHo — KypHaN OTK/IOYEH;

— Syslog — coobuieHnn BbIBOAATCA MO NPOTOKO/Y syslog Ha yAaneHHbI cepBep AM6O B
NIOKanbHbIM dann (HacTponKa NPOTOKOIAa OCYLLECTBAAETCA HUNKE);

— KoHconb — coobleHns BbIBOAATCA B KOHCO/Ib YCTPOMCTBA (HEOHXOAMMO MOAKAOYEHME
yepes nepexogHnk COM-nopra);

— Telnet — coobuweHuns BbiBOAATCA B telnet-ceccuto; AnAa 3Toro cHavyana HeobxoaMmo
co3aaTb NOAK/AOYEHME MO NpoToKoy telnet.

Huxe HaCTpanBaeTCcAa Tun COO6IJ.I,EHMVI, BbIBOAMNMDIX B XXYPHa/1 CUCTEMHOIo meHeaXxepa:

e Owubku —ycTtaHoBuTe daar, ecim HeobxoANMO BbIBOAUTb cO0BLLEHMA TUNA «OWNBKNY;

e [lpedynpexdeHua — ycCTaHoBMTe ¢nar, eciM HeobXxoAMMO BbIBOAUTL COOBLWEHNA TUNa
«[MpedynpexcoeHus»;

e  OmnadoyHaa uHpopmayus — ycTaHoBUTe ¢aar, ecnm HeobXoAMMO BbIBOAUTb OTNaA04YHble
coobuieHus;

e  UWHpopmayuoHHble coobujeHUs — yctaHosuTe ¢nar, ecan  HeobXxoAMMO  BbIBOAUTb

MHPOPMaLMOHHbIE COOBLEHMS;

HypHan meHedxcepa KOHGu2ypayuu

e Bblg0o0 #ypHaaa — HanpaBneHWe BblBOAA COOBLLEHWI KypHana:

—  OmeknroyeHo — XYPHaNn OTKNHOYEH,
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— Syslog — coobuieHna BbIBOAATCA MO NPOTOKoAy syslog Ha yaaneHHbI cepsep Anbo B
JIOKanbHbI ¢painn (HacTpoiKa NPOTOKONA OCYLLLECTBAAETCA HUNKE);

— KoHconb — coobLeHNs BbIBOAATCA B KOHCOJ/Ib YCTPOWCTBA (HEO6XOAMMO MOAK/OYEHME
yepes nepexoaHnk COM-noprta);

— Telnet — coobuweHnsa BbiBOaATCcA B telnet-ceccuto; ana 3Toro cHavana HeobxoaMmo
co3aaTb NOAK/IoYEHME Mo NpoToKoy telnet.

HuKe HacTpamBaeTcs TUN COObLEHMIA, BbIBOANUMbIX B }KYpPHaN MeHeaXepa KoHbUrypaumm:

e OwubkKu —ycTaHoBuTe dnar, ecim HeobxoaMMO BbIBOAUTb COODOLLEHMA TUMA « OWNOKUY»;

o [lpedynpemdeHus — ycTaHoBuTe ¢aar, ecin HeobxoAMMO BbIBOAMUTL COODLWEHUA TuNa
«[pedynpexcoeHusn»;

e OmnaadoyHas UH@oOpMayus — ycTaHoBUTe ¢nar, ecin HeobXxoAMMO BbIBOAUTbL OT/AL0uYHbIE
coobueHus;

e UHpopmayuoHHble coobujeHua — ycTaHoBuTe ¢nar, ecam HeobxoaMMO  BbIBOAMTb

MHPOPMALMOHHbIE COODLLEHMA.

Hacmpolika Syslog

Ecnn xoTa 6bl 04MH U3 KypHaAnoB (MeHegKepa TenedoHMM, CUCTEMHOIO MEHEeAKepa UAN MeHeaxKepa
KOHOMrypaumm) HacTpoeH gns BbiBoda B Syslog, HeobxoguMmo BKAOUMTbL Syslog-areHTa, KoTopbliii 6yaet
nepexeaTbiBaTb OT/1IAf04YHbIE COODOLLEHUA OT COOTBETCTBYIOLLEro MeHen)Kepa W OoTnpasaaTb ux Anbo Ha
YyOaNeHHbI cepBep, MO0 COXPaHATb B IOKaNbHbIN dalin B popmaTe Syslog.

e BKao4ume — Npu ycTaHOBAEHHOM diare 3anyLueH Syslog-areHT;
e Pexcum — pexkum pabotbl Syslog-areHTa:

— Cepsep — WHPOPMaAUMA KYPHANOB OTNPABAAETCA Ha yZaneHHbl Syslog-cepsep (3TOT
PEXMM Ha3bIBAETCA KYAANEHHbIN KYPHAN»);

—  JloKanoHelil ¢alin — nHopmMaLMs }KYPHANOB COXPAHAETCA B IOKasibHOM daitne;

— Cepsep u galin — nHbopMaLMa }KypHANOB OTNPABAAETCA Ha yAaNeHHbIi Syslog-cepsep u
COXpaHAeTcA B oKasibHOM daitne.

[anee, B 3aBUCMMOCTM OT perkmMma Syslog-areHTa, fOCTYyNHbI HACTPOWMKM:

e Aolpec Syslog-cepeepa — |P-agpec unu gomeHHoe ums Syslog-cepsepa (He0b6Xxo0aAMMO ANA pernma
«Cepsep»);

e [lopm Syslog-cepgepa — nopT Ans BxoaAwmx coobuieHuin Syslog-cepsepa (no ymondaHuio 514,
HeobxoaMmo ana pexmnma «Cepsep»);

o Uma galina — uma danna ana xpaHeHUs KypHana B popmate Syslog (HeobxogMmo Ana perrmma
«Panny»;

e Pasmep ¢palina, Kb — makcumanbHbIi pasmep daiina KypHana (HeobxoaMmo AnA perkuMma
«Dann»).
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2.6.6.4 MoameHio «AyteHTUPukauma Web»

MapameTpsl ayTeHTUdKUKaLMn

Digest-ayrermmdurauma WEBE &

o TpHMEHNTE. X Omumera

Maponk agmuHucTpatopa (admin)

Mapone

@

NogreeprgeqHne

Naponk HeNpUBKMNENMPOBAHHOTO NONL30BAaTENA (User)

]

Mapone

Moareepaneqne

Mapons Habnwaarena (viewer)

Mapone

@

Meareepaerne

B noameHio «AyTeHTuduKaums WEB» ycTaHaBAMBalOTCA MNapoan  [oOCTyna  agMWMHWUCTPATopa,
HENPMBUIErMPOBAHHOIO NOb30BaTeENA U HabaoAaTens.

Digest-aymeHmucgpuxkayus WEB (WEB Digest-authentication) — npu ycTaHOBAeHHOM  dnare
ayTeHTUOMKaUMA NONb30BaTENEN OCYLLLECTBAAETCA B COOTBETCTBUM C aaropuTmamm digest.

YcTaHOBAEHHbIE MAapPOaM MCMONL3YIOTCA AAA AO0CTyNa K ycTponctey yepes Web-uHtepdelic, a Takxke no
npotokonam Telnet n SSH.

Mpu Bxoge yepes Web-uHTtepdelic agmuHMcTpaTop (Naposib No ymondaHuio: password) MMmeeT MoJiHbIMI
[OCTYN K YCTPOWCTBY: YTEHME W 3anucb NOObIX HACTPOEK, MOJHbIM MOHUTOPWHI COCTOSIHUA YCTPOWCTBA.
HenpueunernposaHHbI NoAb30BaTeNb (MAPO/b MO YMOAYAHUIO: USEr) UMEeeT BO3MOXKHOCTb BbINOJHUTb TO/MIbKO
ceTeBble HACTPOMKM (KpOMe HacTpoeK NogKNtoveHUA K UHTepHeT), UMeeT AOCTYN K MOHUTOPUHIY COCTOAHMSA
ycTporictea. HabaopaTtenb (Naposb Mo yMOAYaHWIO: viewer) MMeeT BO3MOMKHOCTb TOJIbKO MPOCMaTpMBaTb
KOHOMIypaumto 1 AaHHblE MOHUTOPUHTA YCTPOMCTBA 6€3 BOSMOXKHOCTM BHOCUTb Kakne-1Mbo nameHeHus.

V JNlornH agmuHuctpatopa: admin
JlornH HenpuBMIErMPOBAHHOTO NONb30BaTENA: User
JNoruH Habnopgatens: viewer

e [lapoab aOmMuHucmpamopa — B COOTBETCTBYHOLME NOASA BBEAUTE NApo/ib aAMWHMUCTpaTopa M
noATeepAuTe ero;
e [lapoab Hernpususae2upoB8aHHO20 0/b308aMesA — B COOTBETCTBYIOWME NOAA BBEAUTE MNapo/b
HeNnpPWBUAErMPOBAHHOrO N0b30BaTENA U NOATBEPAUTE €rO;
e [laponb Habawoamens — B COOTBETCTBYlOWME NOAA BBeAUTE Naponb Habaogatens u
noATBepAunTe ero.
[Nna BCTYNAEeHMA B CUAY HOBOW KOHOUIypauumn M 3aHeceHWUs HACTPOEK B 3HEProHEe3aBMCUMYIO MamATb
HaXXMUTe KHONKY «[TpumeHumo». [na OTMEHbl U3MEHEHUI HaXKMUTE KHOMKY «OmmeHa».

V MNpu o6HOBNEHUN Bepcum A0 2.3.0 1 Bblwe Bce naponu 6yayT 3awmndposaHbl. Mpu Bo3BpaTte Ha
Bepcuio 2.1.0 n HuxKe Tpebyetca c6pocnTb KOHPUTrypaL MO YCTPOICTBA A0 3aBOACKOM.
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iﬂ HaumHas c Bepcuun MO 2.3.0 agoctynHa pyHKUMA wndposaHua naponeii B paiine KoHpurypaumm
v ycTpoicTBa. Mpu nogrotoeke ¢panna cfg.yaml gns aBTomatmueckoro KOHPUrypMpoBaHusa, ecnm
TpebyeTca U3MeHUTb O4UH U3 NapoJien Ha yCTpoiicTBe, Heob6xogumo ybpatb ‘encrypted’ n
3agaTtb naposnb. Hanpumep, 4TOo6bI U3MEHUTb NAapPO/b A4N1A NOJb30BaTenA admin, HyXXHO B
3HaueHun «AdminPassword» ctepeTb ‘encrypted’ 1 3aaaTb HOBbIN NapoJb ‘*HOBbIM Nnaponb™’.

2.6.6.5 MNoameHto «YnpaBneHue KoHPuUrypaumemn»

B nogmeHio «YnpaBneHue KOHPUrypaumem» BbINONHAETCA COXpaHeHME U OOHOB/AEHME TeKyliein
KOHUrypauum.

®aiinel kKoHuUrypayum

MonmyynTe apxue KoHfUrypaumn c * Cravars
yCTpoiicTea

SHFF}’ZMTIJ apxue KDH¢L-1Q,'FHHI-11-I Ha

Bribepure daiin @aiin He skIbpaH
yCTpOfcTBO

CBpoc Ha 3aBofcKNE HACTPORKK % Chpoc

[ony4yeHue KoHgu2ypayuu

YT06bl COXPaHUTb TEKYLLYH KOHUrypauumio yCTPOMCTBA Ha NOKasibHblA KOMMbIOTEP, HAXXMWUTE KHOMKY
«CKayaTtb».

Ob6HosneHUe KoHgpu2ypayuu

e 3gepy3umb apxu8 KOH@Uaypauuu HA YCTPOUCTBO — BbIOOP COXPAHEHHOrO Ha JIOKa/JbHOM
KomnbloTepe dalina KoHourypaummn. Ons obHOBAEHMA KOHOUrypaumm YCTPOMCTBA HaXmuTe
KHOMKY «Bblbepume ¢haliny, ykaxute dann (B popmaTe .tar.gz) U HaXKMUTE KHOMKY «302py3ume».
3arpyKeHHasa KOHPUrypaLma NPUMeHAETCs aBTOMaTMYecKM 6e3 nepesarpysku ycTporcTsea.

e (Cbpoc Ha 3a0800cKkue Hacmpoliku — ana cbpoca YCTPOMCTBA K HACTPOMKam MO YMOAYaHMUIO
HaXXMUTe KHOMRY «COpoc».

2.6.6.6 MNopgmeHio «O6HOBNEHME NMO»

MNogmeHto «O6HoBneHMe [MO» npeaHasHayeHO AAA  OOHOBAEHWMA YNPABAAIOWEN MUKPOMPOrpammbl
YCTPOMCTBA.

TAU-1M.IP m-  admin
CeTe  IP-TenedoHuA IP-TeneeuaeHue  NoKankHbie HHTepdEeRChI

Bpems  Joctyn Hypran Aytenmudukaumua WEB  Ynpaenedwe koHDMrypaLmen O6Hoenetwne MO Mepesarpyska ABETOROHEMIYPUPOSaHKE

WHTepdeic ynpasnesua CepmvdmkaTs: HononHUTenbHE HACTPOREK

OBHOoBNEHWE NporpamMmMHore obecneyeHnna

L]

®ain obHoeneHuA Mo Buibepue qain | Pain He exidpan

Ha espowe 113 u HuKE, KO
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e AxkmusHas sepcus 10 — Bepcua nporpammHoro obecrneyeHuns, yCTaHOBIEHHOTO Ha YCTPOMCTBE;

e [Iposepumb 06HOBAEHUA — KHOMKAa AN MNPOBEPKM aKTyasIbHOCTM BEPCUM MPOrPamMMHOro
obecneyeHuns. C nomoLLbio 3ToM GyHKLMK Bbl MoXKeTe BbICTPO NpoBEepPUTb HasMuMe HOBOI BEPCUMU
nporpammHoro obecrneyeHus u, B ciyd4ae Heob6xoaMMOCTU, BbINOSHUTL €ero 06HoBEHME.

« Dna pa6oTbl pyHKLMM NpoBEepKU 06HOBNEHUA HeO6X04MMO Hannume Bbixoga B UHTepHerT.

O6HOBUTbL NporpammHoe obecrneyeHue yCTPOMCTBA MOXKHO TaKkKe BPYYHYIO, NpeABapuUTENbHO 3arpy3us
dann MO c canTa http://eltex-co.ru/support/downloads n coxpaHuB ero Ha KomnbtoTepe. A8 3TOro HaxKMuTe
KHOMKY «Bbibepute dann» B none @alin ob6HosneHuA 0 n yKaxXute nytb K Gpaiiny ynpasaatowen nporpammel B
¢dopmare .tar.gz.

Ons 3anycka npouecca O6OHOBNEHMA HeobXxoAMMO Ha)KaTb KHOMKy «3arpysutb ¢ainn». [lpouecc
0OHOB/IEHUA 3alIMeT HECKOJIbKO MUHYT (O ero Tekywem cTatyce OyAeT yKasaHO Ha CTpaHuWLE), nocne 4Yero
YCTPOMCTBO aBTOMATUYECKM Nepe3arpysunTcs.

' | He oTKnlouaiiTe NUTaHMe YCTPOICTBaA M He BbINOJ/IHANTE ero nepesarpysky B npouecce o6HoBNEHUA
~e | NO.

2.6.6.7 TMMopgmeHto «lMepe3arpyska»

B nogmeHio «Mepesarpyska» BbINOAHAETCA Nepe3anyck yCTpoicTea.

Mepesarpyaka ycTpolicTea

Z NepesarpysnTs

®

[lna nepesarpysku yCTPOMCTBA HaXXMMTe Ha KHOMKY «[lepesarpy3untb». Mpouecc nepesarpysKku ycTponcTsa
3aHMMaeT NPUMEPHO 1 MUHYTY.

2.6.6.8 TMoameHo «ABTOKOHPUTypUpOBaHUE»

B noameHo  «ABTOKOHOWUrypuMpoBaHME»  BbINOMHAETCA  HacTpoiKa anroputma  DHCP-based
autoprovisioning (aBTOKOHGUrypMpoBaHMe Ha ocHose npoTokosa DHCP) v npotokona aBTOMATMUYECKOro
KOHdUrypmpoBaHua aboHeHTCKux yctpoiicte TR-069.

ABTOKOHChUrypupoBaHme Ha ocHoee npotokona DHCP
MpUOPKHTET NapamMeTpoB M3 DHCP options v

Howndpurypauua

ABTOMETHHEC Koe 0OHOBNEHKE Mepuoguqet ku .

Dain KoHGMWry paLmum (tftp(http ). download server loc/config_file.cfg)
WMHmepean oOHCBNEHWA KOHGMMY PALMHK, © 300

Mporpammuce obecnedeHne

ABTOMATHYEC Koe OGHOBNEHKS Mepuogudes kn i

®ain Mo (thp(hitp).idownlcad . server locfirmware. file)
WHTepean ofhoenednws NO, ¢ 3500
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ApTOKOHpUIryprpoBaHWe no npotokony TR-069

Obwwe
BrntounTh knuenTa TR-055 &
WuTeptheilc Internet v
Appec cepeepa ACS hitp:ifupdate local: 5555/

BENtMTE Nnepuoguyec kui onpoe

[=1]

MNepuwog onpoca, ©
Janpoc coegMHeHHA ¢ ACS

Mma nonesceamens

]
£
L]

Maponb reren
3anpoc COEOHHEHMWA C KNHEHTOM
ma nonbsceatens admin
Maponb e
Hactpoukw NAT
Pewam NAT STUN v

Agpec STUM-cepeepa stun.local
Mopt STUN-cepeepa 3478
MUHUMANbHEIR NEPUEE CNpoca, ¢ 30

hake MManbHEIA NEPHOG CNPOCE, ¢ &0

ABTOKOHOUTrypMpoOBaHMe Ha ocHoBe NpoTtoKoaa DHCP:

Mpuopumem napamempoe U3 — AAHHbIN NapameTp onpeaenseT, OTKyAa HeobxoAMMOo B3ATb
Ha3BaHMWA U pacnonoxKeHune painnos KOHOUIypaLMmM U NporpaMmmHoro obecrneyeHums:

— Static settings — nytM K ¢alnam KoHoUrypaumm WM nporpammHoro obecneyeHus
onpeaensloTca COOTBETCTBEHHO M3 MapameTpoB «@alin KoHpueypayuu» n «alia MO,
noapobHee o paboTe aAropMTMa CMOTpUTE B pasgene 5;

— DHCP options — nytm K dainam KoHoUrypauum u nporpaMmmHoro obecnevyeHus
onpeaenstotca us DHCP-onunii 43, 66 1 67 (a5 aToro Heobxoaumo ana ycayrm UHTepHeT
Bbl6paTb NpoTokon DHCP); noapobHee o paboTe anropMtma cMOTpUTe B pasaene 5;

Asmomamuyeckoe 0bHOBneHUe — anAa obHoBNEHMUA KOHd)MpraLI,MM n MO oTAeNbHO MOMKHO
3a4aTb OANH U3 HECKOJIbKUX peXXnMoB obHoBNEHUA:

—  BblKaoyeHo — aBTomaTMyeckoe O06HOBAEHME KOHOMIypauuum WAM MNPOrpaMmmHOro
obecneyeHunn YCTPOMCTBA OTK/IOYEHO;

— [epuoduvecku — aBTOOBHOBAEHME KOHOUrypauum MAW NporpammHoro obecneyeHus
ycTpoictea 6yaeT Npon3BoOAMTCA Yepes 3a4aHHbli MPOMEKYTOK BPEMEHM;

— [lo pacnucaHuto — aBToObHOBAEHWME KOHOUIypauun MAK NporpammHoro obecneyeHus
ycTpoicTtea 6yaeT NpoM3BoOAMTLCA B 3a4aHHOE BPEMS, B YKa3aHHble AHW Heaenu.
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e  ®alin KoHguaypauuu — NONAHbIA NyTb K ¢ainy KoHburypaumum — 3anaétca B popmate URL (Ha
AaHHbIN MOMEHT BO3MOXHa 3arpy3Kka ¢aiina KoHpurypaumm no npotokonam TFTP u HTTP):

tftp://<server address>/<full path to cfg file>

http://<server address>/<full path to cfg file>

roe < server address > — aapec HTTP- unu TFTP-cepBepa (aomeHHoe ums unu IPva),
< full path to cfg file > — nonHbIM NyTb K dpaliny KoHbUrypaumm Ha cepBepe;

e UWHMepsan obHoBAEHUA KOHGU2ypayuu, ¢ — NPOMEXKYTOK BPEMEHU B CEKYHAAX, YEPE3 KOTOPbIN
ocyulecTBasieTca nepuoanyeckoe obHoBneHWEe KoHUrypauum yctpoiictea; Bbibop 3HayeHus O
03HayaeT 0AHOKpaTHOe 06HOB/IEHUE TOIbKO Cpasy Noc/ie 3arpy3Ku yCTPOMNCTBa;

e Bpemsa obHosneHusa ¢alina KoHgu2ypayuu - Bpems B 24-4yacoBom ¢dopmaTte, B KoTopoe byaeT
NpPOu3BOANTCA aBTOOOHOB/IEHNE KOHOUTYpauuu;

e [lHU 00HOB/MeHUA KOHGU2ypauyuu - [HU Hedenn, B KOTOpble B 3ajaHHOe Bpema byper
NPOU3BOAUTLCSA aBTOOOHOBIEHNE KOHUTYypaLmu.

e @aliin MO — nonHbIK NyTb K Paliny nporpammHoro obecneyeHus — 3agaérca B ¢opmate URL (Ha
AaHHbIN MOMEHT BO3MOXHa 3arpyska daiina MO no npotokonam TFTP n HTTP):

tftp://<server address>/<full path to firmware file>

http://<server address>/<full path to firmware file>

roe < server address > —agpec HTTP- unu TFTP-cepBepa (aomeHHoe ums unm IPv4),
< full path to firmware file > — nonHbIit NyTb K danny MO Ha cepBepe;

e UHmepsan o6HoeneHus [10, ¢ — NPOMEXKYTOK BpemMeHW B CEKyHAaX, 4Yepe3 KOoTopblit
OCYLLECTBNAETCA Nepuogmyeckoe 06HOBEHWE NPOrpPamMHOro obecrneyeHns yCTpoMCTBa; BbIGOP
3HayeHua 0 03Ha4YaeT OL4HOKpPaTHOe O6HOB/IEHWNE TOJ/IbKO CPa3y NOC/e 3arpy3Ku YCTPOMCTBa;

e Bpemsa obHoeneHua 10 - Bpema B 24-yacoBom ¢opmaTte, B KoTopoe 6yaeT npomsBoaumTCS
aBTOOOHOB/IEHWE NPOrPAaMMHOro obecrneyeHus;

e [lHU obHoeneHua 1O - gHWU Hepdenu, B KoTopble B 3agaHHoe Bpema b6yaeT MpPoM3BOAMTHCA
aBTOO6HOB/IEHWE NPOrpamMMHOro obecnedyeHus.

JeTtanbHoe onucaHuve anropuTma aBTOMaTUYECKOro 0b6HOBNEHUA HaA OCHOBe NPOTOKONAa DHCP
npeacTaBieHo B pasgene 5.

ABTOKOHOUTypMUpoBaHuMe no npotokony TR-069:

O6wue:

e  BKaw4yumse KkaueHma TR-069 — npw ycTaHoBAeHHOM ¢nare paspelleHa paboTa BCTPOEHHOro
KNnMeHTa npoToKona TR-069;

e UHmepgelic — BbIbOp MHTEPdEliCA, Yepes KOTOPbI ByaeT BbINOAHATLCA aBTOKOHGUTYpUpoBaHue
ycTpoictea gna paboTbl no npotokoay TR-069. Ecav Ha wto3e BKAOYEH uHmepgelic ynpaeseHus,
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To AaHHasa VLAN aBtomaTtmyecku byaeT ucnonb3oBatbca Ans paboTbl no npotokonay TR-069.
HacTtpoiika Bbibopa nHtepdeiica byaet 3a6/10KMPOBaHa;

Adpec cepsepa ACS — aapec cepBepa aBTOKOHUIypMpoBaHUS. Agpec HeobxoaMmo BBOAMUTL B
dbopmame http://<address>:<port> nnm https://<address>:<port> (<address> — IP-agpec mau
AomeHHoe uma ACS-cepsepa, <port> — nopt cepsepa ACS, no ymondyaHuio nopt 80). Bo BTopom
c/yyae KIMeHT byaeT ncnosb3oBaTtb 6e3onacHbii npoTokoa HTTPS ana obmeHa nHpopmaumen c
cepsepom ACS. ACS-cepep ¢pupmbl Eltex no ymonyaHuio ncnonbsyet anaa ceasm nopt 9595;

Bkaw4yumbe nepuoduyeckull onpoc — npu ycTaHOBAEHHOM dsiare BCTPOEHHbIA KaneHT TR-069
ocyllecTensaeT nepmogmyeckmin onpoc cepsepa ACS ¢ MHTepBasiom, paBHbIM «[Tepuody onpoca», B
cekyHAax. Llenb onpoca - 06HapyXUTb BOSMOXKHbIE U3MEHEHWUA B KOHPUIYpaLLMKM YCTPOMCTBA;

lMepuod onpoca — NHTepBan oTnpasku coobuieHumin 2 PERIODIC.

3anpoc coeguHeHusa c ACS:

Umsa none3zosamerns, lapoab —wnmaA NoNb30BaTeNA M NAPOab A4 A0CTyna KaMeHTa K ACS-cepsepy.

3anpoc coegUHEHUA C KTINEHTOM:

Uma nonezosamerns, laposab — MMA NOAb30BaTeNA U Napob Ana goctyna ACS-cepsepa K KameHTy TR-069.

Hactpoiiku NAT:

Ecnm Ha nyTn mexKay KaneHTom m cepsepom ACS nmeet mecto npeobpasoBaHue ceTeBbix agpecos (NAT —
network address translation) — cepsep ACS MoOXeT He MMeTb BO3MOXHOCTM YCTAaHOBWUTb COeAMHEHME C
KMEHTOM, eC/IN HE UCNO/Ib30BaTb ONpeaeieHHble TEXHOOMMN, NO3BOAAOLME 3TOFO M36eXKaTb. ITU TEXHONOTUM
CBOAATCA K OMpefesnieHu0 KAMEHTOM CBOEro, Tak HasblBaemoro nybauuyHoro agpeca (agpeca NAT wam no-
APYromy — BHELHEero agpeca Wito3a, 33 KOTOPbIM YCTAaHOBAEH KAMeHT). Onpeaenvs cBoi nyb6anyHbIN agpec,
KAMEHT coOobLllaeT ero cepeepy, M CepBep B AafibHeWWeM ANA YCTAHOB/AEHUA COEAMHEHUA C KAMEHTOM
MCMONb3YET Y}Ke He ero SIoKasbHbIM agpec, a Ny6ANYHbIN.

Pexcum NAT — onpegenseT, Kakum 0bpasom KAMEHT AO0/KEH MOoAy4uTb MHGOPMaUMIo O CBOemM
ny6anyHOM agpece. BO3MOXKHbI Cleaylolme pexumsi:

—  STUN — ucnonbsoBsatb npotokon STUN gns onpegenenuns nybaMyHoro agpeca;

— Manual — py4HON perkum, Korga nybanyHbIiM agpec 3a4aeTca ABHO B KOHGUIypaLuumu; B
3TOM peXXMme Ha YCTpoicTBe, BbinosHAowem ¢yHKUMM NAT, Heobxoanmmo [06aBUTL
npasuno npobpoca TCP-nopTa, Ucnonbyemoro KameHtom TR-069;

— Off — NAT He ncnonb3yeTca — AaHHbIA PEXUM PEKOMEHAYETCA WCMNO/Mb30BaTb TO/bKO
Korga yCTpOMCTBO NoAKAto4eHO K cepepy ACS Hanpamyto, 6e3 npeobpa3oBaHnA ceTEBbIX
aapecos. B aTom cnyyae nyb6amMYHbIV agpec COBNAAAET C IOKA/IbHbIM afpecoMm KMeHTa.

Mpu BbibOpe pexuma STUN Heobxoammo 3aaaTh ceaytolme HacTPOMKK:

Adpec STUN-cepsepa — |IP-agpec unn nomeHHoe uma STUN-cepsepa;
Mopm STUN-cepsepa — UDP-nopTt STUN-cepBepa (no ymonyaHuio 3HauyeHue 3478);

MuHumanbHell nepuod onpoca, ¢ U MakcumanbHeil nepuod onpoca, ¢ — onpeaensatoT UHTepPBan
BPEMEHM B CEKyHAax ANA OTNpaBKM Nepuoguyeckmx coobuieHuit Ha STUN-cepsep C uenbto
06Hapy:KeHna nsmeHeHms NnybanyHoro agpeca.

Mpu Bbibope pexuma Manual ny6ANYHbIN agpec KNMeHTa 3a4aeTca BPy4YHylo yepes napameTtp Adpec
NAT (appec Heobxoamnmo BBOAUTL B dopmaTe IPv4).
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/ Dna KoppeKTHoit paboTbl ¢ ACS-cepsepom 3a NAT muMHMManbHbIN nepuog onpoca STUN-cepsepa
DONXKeH 6biTb MeHblLUue, YeM MaKCMMasibHOe Bpemsa coxpaHeHus ceccun NAT-ycTpoiicTBom.

Mo npotokony TR-069 BO3MOXHO MPOM3BECTM MOSHOE KOHOUIypUpPOBaHME YCTPOMCTBA, OOHOBAEHUE
nporpammHoro obecnevyeHus, yteHne uHdopmaumm ob ycrpoictee (Bepcusa MO, moaens, cepUtHbIN Homep U
T.[1), 3arpy3Ky M BbIrpy3Ky Lenoro daiina KoHPUrypauum, yaaneHHyo nepesarpysKy ycTpoicTea (noaaepaHbl
cneundukaumm TR-069, TR-098, TR-104).

Ona BCTynaeHWa B CUYy HOBOM KOHOUIypaLuMW U 3aHECEeHUs HAaCTPOEK B SHEProHe3aBUCUMYIO MaMATb
HaXXMUTE KHOMKY «[TpumeHums». Ana OTMeHbl USMEHEHUI HaXXMUTE KHONKY «OmmeHa».

2.6.6.9 NoameHto «UHTepdeiic ynpaBaeHUa»

MeHto No3BOSIAET HAaCTPOUTb ceTeBOM MHTepdelc ANA opraHM3aL MM CETEBOrO YNpPaBAEeHUS YCTPOMCTBOM,
ncnonbaysa npoTtokosbl HTTP, HTTPS, Telnet n SSH.

MHTepdenc ynpasneHua

BKNHMUTE MHTEPDERC ynpaBnekus ¥
Tun gocTyna Tagged T
WLAN 1D 20
802.1P o v
Mporoken DHCP r

AnETepHaTHEHEIR endor 1D (onuua 80)
Whdropmauwa aresta DHCP Relay (Onuus 82)
MeperHbbid OMNS

Bropudsbii DNS

+ [pHMEHHTE X OTMeHa

e Brawvume uHmepdgelic ynpasneHus — NpuU yCTaHOBAeHHOM dnare ynpasieHWe YCTPOMNCTBOM
NpPOM3BOANTCA Yepe3 AaHHbIN MHTepdEC,
e Tun docmyna — 3afaeT peXxunm paboTbl MHTepdeiica:
— Tagged — paHHble NepefatoTca UHTepdeicom ¢ ucnonbloBaHmem 3agaHHoro VLAN ID;
— Untagged — paHHble nepegatoTca nHTepdelricom 6e3 ncnonb3osaHms VLAN.
e VLAN ID — ngeHtTMduMKaTop 411 BblaeneHUA MHTepdelica B BUPTYasIbHYIO SIOKabHYIO CETb;
e 802.1P — npusHak 802.1P (gpyroe HasBaHue CoS — Class of Service), yctaHaBAMBaemMbli Ha
ncxogawme ¢ gaHHoro nHtepdeiica IP-naketbl. MpuHMMaeT 3HauyeHUsa oT 0 (HU3WKIA NnpuopuTeT)
00 7 (HauBbICWINK NpUOPUTET);
e [Ipomokos — BbI6OP NPOTOKOMA HAa3HaYeHUA afapeca Ha MHTepdeiic:

—  Static — pexxnum paboTbl, Npu KoTopom IP-agpec 1 Bce Heobxoanmble HacTpokn Ha WAN-
nHTepdelic HasHayatoTcA BpydHyto. MNpu Bbibope TuNa «Static» Aana pesakTMpoBaHuUA
CTaHYT AOCTYMHbI cheaytowme napameTpbi:

= |P-adpec —ycTaHoBKa |IP-agpeca nHtepdeica ynpaBaeHus;

=  Macka nodcemu — Macka NoAceTn nHTepdelica ynpaBieHus;

= o3 no ymon4yaHuto — IP-aapec ceTeBoro wWito3a no ymoad4aHuo nHtepdeiica
ynpasneHus;
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= [lepsuyHbili DNS, BmopuuHsili DNS — IP-agpeca DNS-cepsepoB, HeobxoaAnMbIX
Ana paboTbl NPOTOKO/NOB aBTOKOHOMIYPUPOBAHUA LIKO3a, HACTPOMKA KOTOPbIX
NPOn3BOANTCA Ha CTpaHuue Cuctema — ABTOKOHOUIypupoBaHue.

— DHCP — pexxum paboTbl, npn KoTtopom IP-agpec, macka noacetun, agpeca DNS-cepsepos u
Apyrue napameTpbl, Heobxoaumble ana paboTbl UHTepdelica (Hanpumep, cTaTUYecKkue
MapLupyThl), 6yayT nonyyeHol otr DHCP-cepBepa aBTomaTmyecku. Ecnu oT nposaligepa He
VAQéTca nonyuutb agpeca DNS-cepsepos, Bbl moXKeTe HAa3HAuYMUTb MX BPYYHYIO B MOAAX
«lMepsuyHbili DNS» n «BmopuyHbiti DNS». Aapeca, 3agaHHble BPy4YHylo, byayT MmeTb
npuopuTteT Hag agpecamn DNS-cepsepos, nonydeHHbIMK No npotokoay DHCP.

Ona npotokosia DHCP nmeeTcsa BO3MOXKHOCTb 3a4aTb Heobxogmmoe 3HaueHne onuyuli 60
u82.

e AnbmepHamusHsili Vendor ID (onyus 60) — npu yctaHOB/AeHHOM dJiare yCTPOCTBO nepesaéT B
DHCP-coobuwenuax B onumm 60 (Vendor class ID) 3HayeHune u3 nons Vendor ID (onuus 60). MNpu
nyctom nose onuus 60 B coobLieHmnsx npoTtokosa DHCP He nepepaérces.

Ecnn dnar AnbmepHamusgHeili Vendor ID (onyus 60) He ycTaHOoBAeH — B onuuu 60
nepefaeTca 3HaYeHWe No YMOJIHaHUIO, KOTOpPOEe MMeeT cieayoLmin popmar:
[VENDOR:npoussoautens][DEVICE:Tun yctpoiictea][HW:annapaTHas Bepcus]
[SN:cepuinHbIn Homep][WAN:MAC-agpec nHtepdpeinca WAN][LAN:MAC-agpec uHtepdeiica
LAN][VERSION:Bepcua nporpammHoro obecneyeHus]

Mpumep:
[VENDOR:Eltex][DEVICE:TAU-1M.IP][HW:1.0][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:# 2.3.1]

o UHpopmayusa aeceHma DHCP Relay (onyus 82) — npu yctaHoBieHHOM diare no3sonseT Aob6asuTb
8 DHCP-3anpoc:

HNoeHmugukamop uyenu azeHma (Onuyua82) — nossondetr pobasutb B DHCP-3anpoc
onumtio 82, nogonuuto 1 - Agent Circuit ID;

HNoeHmugukamop ydaneHHo20 azeHma (Onyua82) — nossonsieT AobasmTe B DHCP-3anpoc
onumtio 82, nogonuuto 2 - Agent Remote ID.

Cnuncok ucnonbsyembix DHCP-onumit Ha Kaxgom ceteBom MHTepdeice (Internet, VolP, Management)
MOXHO 334,aBaTb BPy4YHY0. MHPOpMaLMA NO HAaCTPOMKe CNMCKa NpeacTaB/ieHa B NPUIoKeHun B.

[Nna BCTYNAEeHMA B CUAY HOBOW KOHOUIypauumn M 3aHeceHWUs HACTPOEK B IHEProHEe3aBUCUMYIO MamATb
HaXXMUTe KHONKY «[TpumeHumeo». N OTMEHbl U3MEHEHUI HAXKMUTE KHOMKRY «OmmeHa».

2.6.6.10 NogmeHio «CepTndunKaTtbI»

CepTtuchukatsl
Tun O6wee UMA OpraHnzaumns
KopHeBOW cepTUMUEAT

KNUEHTCKWA cepTUdHKaT

WEB-cepTuduKaT
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MoameHto «CepTudMKaTbl» NO3BOAAET MPOCMATPUBATb, CKauMBaTb W 3arpykaTb Ha YCTPOMCTBO
cepTMdUKaTbl 41A NCNONb30BAHMA B 3aLUMLLEHHbIX coeanHeHuax TLS.

KopHeBoW ceptudpukar

Kop
HeBOW cepTUdMKAT UCNONb3YETCA ANA NPOBEPKU MOLJMHHOCTM CePTUPUKATOB MPU BXOAALLMX COEAUHEHMUAX.
I3T1OT cepTUDMKAT AOMKEH ObITb NOANUCAH LEHTPOM aBTOPU3ALLUN.

KopHeBoli cepTucmkar

CepTudmkat
CepHiiHbIi HoMep  CA9F:FB8:C4:A3:CC:9C:4F
HepeiicTeuTened oo 16.06.2017

HenedcTeuTened nocne  16.06.2018
WmA nonyyatens

Ofuwee mma  192.168.1.1
OpraHnsauMa  Eltex

[ononHUTENbHbIE AOMEHHbIE agpeca —
LleHTp aBTOpUzaLun

Ofuwee mma  192.168.1.1

OpraHnsauMa  Eltex
OnepauwK ¢ cepTHdhUKaToM
Cka4aTb CEpTUDMKAT C yCTPoACTBa * Crayatb

3arpyauTb cepTUUKaT Ha YCTPOACTBO BbiGiepuTe (paitn | Pain He BeiGpaH

€ Hazag

e CepuiiHbli HOMEP — CEPUNHbBIN HOMEp BblibpaHHOro cepTudUKaTa;
e HepelicTBUTeNeH A0 — AaTa Hayana Aenctema cepTUdmKaTa;
e HepelicTBUTeNeH Nocae — [aTa OKOHYAHWUA AeNACTBUA cepTUdUKaTa;

e Wma nonyyatena —  AaHHble O noJsydyatene ceptudmkaTta (Ob6wee wuma, OpraHusaums,
[ononHutenbHble AOMEHHbIE aapeca);

e LleHTp aBTOpM3aLMM — AaHHbIE O LeHTpe aBTopm3auumn (Obwee nmsa, OpraHmsauus).
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KnueHTcKuii ceptudumkar

KnneHTcKknin cepTuduKaT NCNoNb3yeTCs NPU UCXoAAWMX coeanHEHUAX no npotokoay SIP c ucnonbsoBaHnem TLS.

KnueHTcknii ceptudomkar

CepTudhnkat
CepuiAHbIA Homep  AB457TE:84:9D:39:51:F7
HepeicteuTeneH oo 16.06.2017

HepeiicTemtened nocne  14.06.2027
Wm# nonyvatens

ObLee UMA 192 16811
Oprannsauua  Eltex

[ononHWTeneHeble JOMeHHblE agpeca  —
LieKTp aBTOpH3aLMM (caMonognKc aHHbLIA cepTHdMKaT)

Ofwee uma  192.168.1.1

OpraHusaums  Eltex
Onepauum ¢ cepTuduKaTom
CkavaTb cepTUdMKaT ¢ yCTporcTea * Ckavate

3arpysuTb CepTUDHUKAT Ha YCTPOACTED BriGepuTe dhairn ®ain He BeIOpaH
& 3arpyauts

€ Hasag

e CepuliHbili HOMep — cepUnHbIN HOMep BblIbpaHHOro cepTudUKaTa;
e HeodelicmeumeneH 0o — paTta Ha4vana AencTeua cepTnudmrKaTa;

. HedelicmeumeneH nocne — AaTa OKOHYaHUA ,CI,EI;'ICTBMH cemechKaTa;

e Umsa noaydamens — [OaHHble O nosydyatene ceptuoukata (Obwee wmma, OpraHusauus,

JononHuTenbHble AOMeHHbIe aapeca);

e lleHmp aemopu3ayuu — AaHHble O LeHTpe aBTopusauun (Obwee uma, OpraHusaums).
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WEB-ceptudpukar

WEB-ceptuduKaT ncnonbayetcs npu goctyne K Web-koHdurypatopy ycrpoicrtsa no npotokony HTTPS.

WEB-cepTudukar

CepTutpnkat

CepuiHBIR HoMep
HepeiicTBUTENEH 40

Hepne#cTeutenex nocne
WmA nonyyarens

Obwee ums
OpraHnsayus

TONONHUTENBHBIE NOMEHHBIE afpeca
LleHTp aBTOPN3ALMM (CAMONOANMC AHHBINA CepTUGNKAT)

Oowee Uma

OpraHn3aumuna

Onepaunn ¢ cepTUUKaTOM

CKayaTb CepTURMKET C YCTpOACTEa

3arpysnTb CEPTM(MMKAT Ha YCTPORCTEO

€ Hasan

D3:40:BD:8F:BD:63:76:B5
01.01.1970

18.01.2038

192.168.1.1

Eltex Ent

192.168.1.1

Eltex Ent

* Ckauate

Beibepure chaiin | Pain He Bei0paH

CepuliHbili HOMmep — cepUnHbIN HOMep BblbpaHHOro cepTUdUKaTa;
HedelicmeumeneH 0o — paTta Hayana gencreus ceptudmkara;
HedelicmeumeneH nocae — [ata OKOHYaHUA AeUCTBUA cepTUPUKaTa;
Umsa noayyamensa —  paHHble O nosyyatene cepTuduKata (Obwee ums,
JononHuTenbHble LOMEHHbIE aapeca);
LleHmp aemopu3ayuu — AaHHble O LeHTpe aBTopusauum (Obwee umsa, OpraHusaums).

OpraHusaums,
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2.6.6.11 MoameHto «[loNONHUTENbHbIE HACTPOUKNY

B nogmeHto «1onoAHUTENbHbIE HACTPOMKU» MOXKHO BKAOUYMTL UPNP.

UPnP

BrnioynTe UPNP ¥

3apesepenposaHHsle VLAN ID

HauansHen VLAN 1D 1

KoHeuHeIl VLAN D 6

e Bkawo4yume UPnP — npu yctaHoBneHHom dnare npoTokon UPnP 6yaet aktuseH. Mpotokon UPnP
MCNO/Ib3YeTCA HEKOTOPbIMU NPUIOKEHUAMM (Hanpumep, DC-KnneHTamm, Takumm Kak FlylinkDC++)
AN aBTOMATUYEeCKOro cosgaHusa npasun npobpoca TCP/UDP-nopToB, MCMO/b3yeMbIX 3TMMMU
NPUIOKEHUAMM, HA BblWECTOoALWEeM MaplpyTm3aTtope. PekomeHayetca Bkawountb UPnP  gna
obecneyeHus paboTbl cepBrcoB obmeHa daiinamm B ceTu.

3apesepsuposaHHbie VLAN ID

3apesepBupoBaHHble VLAN ID HeobxoamMmbl 4151 BHYTPUCUCTEMHbIX HYKA, L0332 U MOTYT 6bITb U3MEHEHDI
B 3aBMCMMOCTU OT ncnoabsyemoro Ha cetu VLAN ID:

e HavanbHbin VLAN ID — HayanbHoe 3HayeHue uaeHTudukatopa VLAN B 3apesepBMpOBaHHOM
AvanasoHe, NpMHUMaeT 3HavyeHua [1-4090];

e KoHeuHbin VLAN ID — HavanbHoe 3HayeHune ugeHTudukatopa VLAN B 3apesepBUpPOBaHHOM
AvanasoHe. [JaHHaa HacTpoiKa HeAoCTyNHa JANA pPefaKTUPOBaAHUA UM PaccyUTbiBaeTCA
ABTOMATUYECKM.

[Nna BCTYNAEeHMA B CUAY HOBOW KOHOUIypauuun M 3aHeceHWUs HACTPOEK B IHEProHEe3aBUCUMYIO MamATb
HaXXMUTe KHONKY «[TpumeHumoe». N OTMEHbl USMEHEHUI HaXKMUTE KHOMKRY «OmmeHa».
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2.7 MOHUTOPUHT cUCTEMBbI

Ons nepexofa B peXnMm "MOHUTOPUHT cUCTEMBI" Ha NaHenn cnesa BblbepuTe NYHKT « MOHUTOPUHI.

/ Ha HeKOTOpbIX CTpaHULAX He peann3oBaHO aBTomaTUyeckme o6HOBIEHUE AaHHbIX MOHMTOPUHTrA

= OBHOBHTE

ycTpoiictea. Ana noayyeHUa Tekylei MHGOoOpMauum ¢ yCTPOMUCTBa HAaXKMUTE KHOMNKY

2.7.1 MNMoameHo «UHTEepHET»

B noameHio «MIHTEpHET» OCyLLLeCTBAAETCA NPOCMOTP OCHOBHbIX CETEBbIX HACTPOEK YCTPOMCTBA.

Beixoa B VIHTepHeT

MoAKNI4EHNE K CETH MpoBoAHOE

TMpoTokon gocTyna DHCP

IP-agpec 192.168.8.96
[OMEHHOE UMSA myhostrg54. ddns net
Cratyc D-DNS PerucTpauma yenelHa

< OGHOBHTB

Bbixo0 8 UHmepHem

. lModknaoueHue K cemu — cnocob noaKnw4YeHnA K CetTn nepenayvym OaHHbIX. HaCTpOl\;IKa
noAKNH4YEHNA NPON3BOAUTCA B pasgene Cetb — MHTepHeTZ

— [IposoOHoe — noAKAOYEHWE K CeTM npoBakfepa OCYyLEeCTBAAETCA MOCPeACTBOM
coeguMHEeHMA MedHbIM MW ONTUYECKMM NaTy-Kopaom c noptom WAN;

— 3G/4G USB-modem — nopaknoyeHue K ceTu nposaigepa ocyllectsaserca yepes 3G/4G
USB-moaem, noakntoYeHHbIM K nopTy USB Ha 3agHel naHe M ycTpoicTaa.

e [Ipomokos docmyna — NPOTOKOA, UCMOb3YEMbIN ANs J0CTyNa K ceTu UHTepHeT;
e |P-a0pec — IP-agpec ycTpoicTBa BO BHELWHEN ceTy;

e |P-adpec 8o sHympeHHeli cemu nposalidepa — |P-aapec, KOTOPbIA UCNONb3YETCA BO BHYTPEHHEW
ceTv NpoBaigepa Ana A0CTYNa K I0KaibHbIM CETEBbIM pecypcam nposaiaepa.

Ecnrv BblbpaH cnocob noaknloyeHua «ABTOMATMUECKU MepexoauTb Ha pe3epBHbIA  KaHan»,
oTobparkaeTca ABa NOAKAOYEHUA, A1A KOTOPbIX A0MNOAHUTENbHO BbIBOAATCA CAeaytolue nona:

° Hanu4yue ceAa3u — noKasblBaeT AOCTYNHOCTb ping—cepBepa yepe3 AaHHOE NoAK/NHYEHNE;

e AKMuUBHOCMb — MOKa3blBaeT, YTo VIHTepd)eﬁC ncnonb3yeTca AnAa nepenayvym nosib3oBaTe/IbCKUX
AaHHbIX.
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2.7.2 MNMopgmeHio «IP-tenedpoHUn»

B noameHio «IP-tenedoHMs» OCYyWECTBASIETCA MNPOCMOTP COCTOAHUS ceTeBoro uHTepdelica VolP,
MOHUTOPUHT aBOHEHTCKMX KOMMIEKTOB, TECTUPOBAHUE IMHWUIN, MOHUTOPUHT IMS.

COCTOAHKWE CETEBOMD WHTepderca VolP

IP-agpec 192.168.1.20

MOHWTOPMHI A00HEHTCKUX KOMNMEKTOR

JI— NokansHuA PerncTpaums Hcrewaer Appec CocToRHWE
HOMEp yepes CEpPEEpA  FIWHWW
1 001 Crrmioueta Hearmnera

)]

MoHuTOpUHT IMS

Mtz 1
Ynpaenenue c IMS BriknueHo
TPEXCTOPOHHAR KoHDepeHUMS -
YepKaHHe Bbiz0ea -
O#MIaHHE BHI30BA -
MopAYaAfTennan MMHUA -
Homep ropA<en niaHme -
TadmayT ropAden NiHWM, © -

KA yenyru "Tlepeaada Boisoea” -

CocToRkMe  YOaneHH:I

CocToRHMe  YOaneHHbH

EbI30Ea 2

afoHeHT 2

Tect
TIHHHH

TecT

Crarnctura
FX5

Mokasats

CocmosHue cemeso2o uHmepgetica VolP

e |P-adpec — IP-agpec ceTeBoro nHtepoeliica ycnyru VolP.

MoHumopuHa ab0HEHMCKUX KOMIAEKMOB8

e JluHUA — HOMep abOHEHTCKOro KOMNIeKTa YCTpOﬁCTBa;

o JlokanobHoblili Homep — HOoMep TEJ'IE(I)OHa a6OHEHTa, 3aernﬂeHHbIl;’l 3a AdHHbIM abOHEHTCKUM

nopTom;

e Peazucmpayus — cocTosiHMe perncrTpaumm TenedoHHOro HoMepa rpynnbl Ha NPOKCU-CEPBEpE:

—  OmkKawyeHa — GyHKUMA pernctpaumm Ha SIP-cepBepe BbIK/OYEHA B HACTPOWMKax npoduas

SIP;

—  OwubKa — npoueaypa perncTpaumnm 3akoHYnAacb Heyaaden;

—  BbinosHeHa — npoueaypa perucTpaumm Ha SIP-cepsepe BbINOIHEHA YCMNELLHO.

e Vcmekaem yepes — BpemMa 40 UCTeYEHUA perncTpauumn aboHeHTCKoro nopTa Ha SIP-cepBepe;

e Adpec cepgepa — aApec cepsepa, Ha KOTOPOM MoCAeAHUIA pa3 NPOLLAa perncTpaumio aboHeHTCKan

JIMHUA;

. CocmoAHue AUHUU — COCTOoAHME d)msmqecxoﬁ AMHUKU. JIMHUMA MOXKEeT HaxoAMTbCA B O4HOM U3

cneayoLmx COCTOAHUN:
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— He akmusHa — TenedoHHas Tpybka nonoskeHa (NMB60 abOHEHTCKUIA MOPT BbIKAOYEH),
HopMmanbHaA paboTa;

— AKmusHa — TenedoHHan Tpybka NoaHATa; B /IMHUIO BblJAeTCA CUTHaN OTBEeTa CTaHLUW,
nmbo curHan KNB, anbo curHan ownbku, (60 AMHUA HAXOAMUTCA B COCTOSIHUM Pa3roBopa;

— locbinka 8bi308d — Ha TenedoH NOAAETCA BbI3bIBHOW CUrHan (NpuM MNOCTynaeHuu
BXO/ALLEr0 3BOHKA);

— TecmuposaHue — 3anyLeH NPoLLecc TeCTUPOBAHMA IMHUMN.

e CocmosHue 8b1308a 1, 2 — KaxKAabli aBOHEHTCKMI MOPT MOXKET 04HOBPEMEHHO NOAAEPKMBATL 40
[BYX CeaHCcoB CBf3W. B maHHOM mone oTOOparKaeTcA COCTOSIHME BbI30BA C COOTBETCTBYHOLLMM
yZAaseHHbIM abOHEHTOM. BbI30B MOKET HAXO4UTLCA B O4HOM U3 C/IeAYIOLMX COCTOSHUIA:

— Habop Homepa — ocylecTBaseTca Habop Homepa ¢ TefiepOHHOro annapara;

— 30HAMO — BbI3OB MO KaKMM-IMBO MpPUUYMHAM OTOUACA, B /NIMHWUIO BbIAAETCA CUTHAN
«3aHATOY;

—  Ucxooauwuli 861308 — OCYLLECTBAAETCA BbI3OB YAaNeHHOro aboHeHTa, B IMHUIO BblaaéTca
curHan KIMB;

—  BxoOswuli 8bi1308 — Ha TenepoHHbLIN NOPT MNOCTYMNAeT BXOAAWMN BbI3OB, B JIMHUIO
Bbl4AETCA BbI3bIBHOM CUTHaN;

— Pa32060p — yCTaHOBNEHO PAa3roBOPHOE COeAMHEHME C YAANEHHbIM aBOHEHTOM;

—  BcmpeyHblli Ha yoepiaHuu — yaaneHHbli abOHEHT NOCTaBAEeH HA yAepKaHWe;

—  JloKkasnbHbIl HO yOepIHaHuUU — NOKaNbHbIA aDOHEHT NOCTaBAEeH YAaNEHHbIM Ha yAEePKAHUE;

— OwubKa, nonoxume mpybKy — B NUHWUIO BblOAeTCcA CUrHan owunbKM. CurHan ownbKu
06bIYHO BbIZAETCA MO UCTEYEHUW TalmayTa Bblgauu CUrHaNA «3aHATO» (HacTpauBaeTcs
OTAEeNbHO AN KaXKA0M IMHMK), Korga 3abblnn NonoKnTb TpyoKy TenedoHa.

e YOaneHHbIl aboHeHm 1, 2 — Homep TenedoHa yaaneHHOro aboHeHTa KaXK40ro ceaHca CBA3K.

e Tecm aAuHUU — MO KHOMKe TecT 3anycKaeTcA NpoLecc TecTMpoBaHWA abOHEHTCKOM AuHuu, O
cTaTyce npouecca cBUAeTenbCcTByeT obpaTHbi Talimep (B crtonbue «CoOCTOSIHWME NUHUWY),
CUrHaNM3UpYOWMN 06 ocTaBLIEMCS BpPeMeHM TecTa. Henb3a 3anycTuTb TeCT OAHOBPEMEHHO Ha
HECKONIbKUX NnHUAX. [pogokutensHocTb Tecta — 80 cekyHa. Ha Bpemsa Tecta aboOHEHTCKMI
KOMM/IEKT B/IOKMpYeTCs — coBepLaTb U NPUHNUMATL 3BOHKM ByAeT HEBO3MOXKHO.

TokanbHbIi WeTekaeT  Appec CocTofAHIe YpaneHHbIi CocToAHIe YaaneHHsbIi Tect
TR PericTpayia CocTOAHIE MIMHIN ~ h

HoMep Hyepes cepBepa BbI3OBA 1 aGoHeHT 1 EbI3OBA 2 AG0HeHT 2 nHHIK
1 20000 EcTe 00:06:12 192.168.16.250 { TecTMposanMe [75)

Q :
Mo OKOHYaHUK TecTa pe3y/ibTaT MOXHO MOCMOTPETb, HaXKaB Ha KHOMKY i...... B CTO}'I6LI,E «TecT "MHUN».

PesynbTaT npeacrasiseTca B Buae Ta6J'IMLI,bI N cogepxunT cnegyrowine aaHHbIE:

e [laTaTecrta

e TlocToAHHOE CTOPOHHEee HanpsxeHue Ha nposoae A (TIP)

e [locToAHHOE CTOPOHHee HanpsxeHue Ha nposoae B (RING)
e [lepemeHHOe CTOPOHHEE HanpsxeHue Ha nposoae A (TIP)
e [lepemeHHOe CTOPOHHEE HanpsxeHue Ha nposoge B (RING)
e HanpaxeHue NUTaHUA NAUHUU

e [onepeyHblit TOK (TOK B INHUK)

e [poaonbHbIN TOK (TOK yTeUYKM)

e ConpoTusneHue mexay nposoaamu A (TIP) n B (RING)

e ConpoTusneHue mexay nposoaom A (TIP) n semnéit

e Conpotusnenue mexay nposoaom B (RING) n semnéit

o Emkoctb mexay nposogamu A (TIP) u B (RING)

o EmKocTtb mexay nposogom A (TIP) 1 3emnéii

e Emkoctb mexay nposogom B (RING) n 3emnéii
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o TenedoHHbIl annapaT — MHPOPMaLMA O HAaAUYMK NoaKAodeHusa TA (TenedoHHOro annapara).

Mpumep pesynbTata Tecta AMHUNM 1.

Peaynstar Tecta: JIMHUA 1 x
Oara tecTa 15:28:07 25.12.2019
MocTosHHOE CToPOHHEE HAaNPA#EHKE Ha nposoge A (TIP) -0 224173 B

MocToRHHOE CTOPOHHES HAaNPAXEHHE Ha nposoas B (RING)  -0.261757 B
MepemeHHOe CTOPOHHES HANPAXEHKWE Ha npoBoge A (TIF) 0.027715B

MepemeHHOe CTOPOHHEE HANPAMXEHKWE Ha npoeoge B (RING)  0.019651 B

Hanpa#eHUe NATAHAR MHEHA -21.459770 B
TonepeqHEN ToK 0346112 ma
MpogonsHER TOK 0573283 mA
ConpotveneHue mexgy nposogamn A (TIP) u B (RING) 1105.065796 kCm
ConpotveneHue mexgy nposcgom A (TIF) u semnsn 518245667 kCm
ConpoTuBnerne meskay nposogom B (RING) w semnén 381.920074 £Cm
EmrocTs mexay nposogamm A (TIP) u B (RING) 50 HP

EmrkocTs mesay nposogom A (TIP)  semnéd 50 HP

EmrocTs mekay nposogom B (RING) M semnéi 50 HP
TenedoHHL annapat He noogmiouwen

o ¥oanuTe | X 3akpemb

e Cmamucmuka FXS — oToBparkaeT KOIMYECTBO BXOAALLMX U UCXOSALLMX 3BOHKOB, NOCTYNMUBLUMX Ha
MopT, a TaK»Ke nocneaHuit HabpaHHbIA HOMep.

CratucTuka FXS: NMnna 1 %

MocnegHnh HabpaHHBIA HoMEp B001
KonMHYeCcTES EXOIALIMY SE0HKOE 1

KonWYecTES MCXOARLLMX 3B0HK0E | 2

X 3AEpHITE 3 CHpOC CTATMCTEM

MNog Ta6l'|MLl,eﬁ MoHuTOpKUHra abOHEHTCKMX KOMMIEKTOB HaXo4ATCA KHONMKWU AONnA ﬂpMHyAMTeanOVI
perncTpautmmn nam oTmeHbl permcTtpaummn Bbl6paHHbIX NNHWA.

MoHumopuHe IMS

MoHUTOpUHT IMS NOKa3blBaeT COCTOAHWE HEKOTOPbIX YCAYr (aKTMBMPOBAHA WM He aKTMBMPOBaHA) Ha
abOHEHTCKOM NIMHUK, NPU YCNOBUK, YTO Ha 3TOM NIMHUKM paspeLleHo yaaneHHoe ynpasaeHue ¢ cepsepa IMS (IP
Multimedia Subsystem).

e YnpasneHue ¢ IMS — noKasbiBaeT, BK/AKYEHO WAU HET yAaneHHoe ynpas/ieHue ycayramm
aboHeHTCKoM nnHMKM ¢ cepeepa IMS (HacTpamBaetcsa B npodune SIP, cm. MoameHio «Mpodunu
SIP»).

o TpEXCMOPOHHAA KOHepeHyUs — NOKa3blBAET, NPULLAA UMW HET KOMaHAA Ha aKTUBALMIO yCayru
«TPEXCTOPOHHAA KOHPepeHUUa» c cepaepa IMS;
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e YOepicaHue 8b1308a — NOKaA3bIBAET, NPULLIA UM HET KOMaHAA Ha akTMBALMIO yCayru «YaepKaHue

Bbl3oBa» c cepsepa IMS;

e OxcudaHue 8613084 — MNOKA3bIBAET, NPULLJIA UKW HET KOMaHAA Ha akTUBaUUIO ycnyrn «OxKuaaHue

Bbl3oBa» c cepsepa IMS;

e [0pAYaA AUHUA — NOKa3bIBaeT, MPULLAA UM HET KOMaHZA Ha aKTMBALMIO ycayrn «fopadan AMHMA»

c cepsepa IMS;

e Homep eopsayell nUHUU — NOKa3biBaeT Homep TenedoHa gns ycayrm «fopayasa AMHUA» B KOMaHAe
aKTueauum ot cepsepa IMS;

e Talimaym eopsaveli nuHUU, ¢ — NOKasblBaeT TalmayT Habopa ana ycnyrm «lfopayasa nuMHMA» B
KOMaHe aKTMBauum ot cepsepa IMS.

e Umsa ycayau «llepedaya 8bi308a» - NOKa3bIBaeT 3a4aHHOE UMA ycayru «lNepenaya BbI3oBa».

' —ycnyra akTUBMPOBaHa;

%X —ycnyra He akTMBMpOBaHa.

2.7.3 NoameHio «Ethernet-nopTbi»

B nogmeHto «Ethernet-nopTbi» BbINOAHAETCA NPOCMOTP cocToAHUA Ethernet-nopToB ycTpoiicTsa.

CocTosiHue Ethernet-noptoe

Mopt MogknwveHne CKOpOCTE
WAN Bkn 100 MouT/c
LAN 1 BhIkn
LAN 2 BhIkn

Z OGHOBMTH

MepenaHo

5.1 MBaiT (5 350 778 DaiT)

MpUHATO

180.5 MGaiT (189 216 185 GanT)

CocmosHue Ethernet-nopmos

Mopm — Ha3BaHuWe nopTa:

—  WAN — nopt BHeLWHeN ceTy;

— LAN 1..2 — nopT I0OKaNnbHOM CeTu.

. lModkaoueHue — cocTosHue NoAKNKOYEHNA K AaHHOMY NOPTY:

—  BKa. — K NOPTY NOAK/IIOYEHO CETEBOE YCTPOMCTBO (IMHK aKTUBEH);
—  BbIKA. — K NOPTY He NOAKNIOYEHO CETEBOE YCTPOMCTBO (IMHK HE aKTUBEH).

e CKOpocmb — CKOPOCTb MOAK/OYEHUA BHELIHEero ceTeBoro ycTpoictea K nopty (10/100/1000

Méut/c);

. Pexcum — pexkxnm nepenaym faHHbIX:

—  Full-duplex — nonHbIA gynnekc;
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— Half-duplex —nonyaynnekc;
e [lepedaHO — KONNMYECTBO NepeaaHHbIXx 6anT c NopTa;

e [IpuHAMO — KONIMYECTBO NPUHATbLIX 6aT NoOpTOM.

Ons nonyyeHuma Tekylen nHdopmauymm o coctoaHmn Ethernet-noptos Haxkmute KHONKY « O6HOBUTL Y.

2.7.4 MNopgmeHto «<DHCP»

B nogmeHo «DHCP» MO*KHO MOCMOTpPETb CMUCOK NOAKAOYeHHbIX K LAN-HTepdeicy cetTeBbiX YCTPOMNCTB,
KOTOpbIM 6bliM HasHadeHbl IP-agpeca nokanbHbiM DHCP-cepBepom, a TaKKe BpemMa 0 uctevyeHus apeHabl IP-
agpeca.

Cnucok DHCP-knueHTOB

MAC-agpec WNMA KnneHTa IP-agpec EpemMa A0 UCTe4YeHWA apeHakl

< OOHOBUTE

AKkmusHblie DHCP-apeHObI

e  MAC-adpec — MAC-agpec NoAKAOYEHHOro YCTPOMCTBA;
e UmA KaueHma — ceTeBoe UM NOAKIOYEHHOTO YCTPOICTBA;
e |P-adpec — IP-agpec, HasHAYeHHbIN KAUEHTY U3 NyNa a4pecos;

e Bpemsa do ucmeveHus apeHObl — CPOK, Yepe3 KOTOPbIN UCTEKAET apeHaa BblAe/IeHHOIO agpeca.
Ons nonyyeHuna Tekywen nHdopmauymm o DHCP-KAneHTax Haxkmute KHomnKy « OBHOBUTbY.
2.7.5 MNopgmeHo «ARP»

B nogmeHto «ARP» BbinonHsaeTca npocmoTp ARP-Tabnuubl. B ARP-Tabnunue cogeputca nHbopmaums o
cootBeTcTBUM IP- 1 MAC- agpecoB coceiHMX CETEBbIX YCTPOMCTB.

ARP-tabnuya

IP-agpec MAC-agpec Hma knnexTa HHTephenc
182.168.18.1 AZ:F9:4B:20:ET:00 WAN
182.168.18.50 F0:79:59:5A:D2:6B WAN

192.188.18.47 C2:60:00:57.67:74 WAN

ARP-mabauya

e |P-adpec — IP-agpec ycTponcTBa;
e MAC-adpec — MAC-agpec ycTpoiiCTBa;
e UmA KaueHma — ceTeBoe MMSA NOAKIOYEHHOTO YCTPOMCTBA;
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e UHmepdgelic — nHTepdeiic, co CTOpOoHbI KOTOPOro akTMBHO ycTporicteo: WAN, LAN, Bridge.

Onsa nonyyeHuma Tekyleni MHGOPMALMU HAXKMUTE KHOMKY « OBHOBUTb».

2.7.6 NoameHI0 «YCTPOICTBO»

B nogmeHto «YcTponcTBo» npmeeneHa obwan nHbopmaums ob ycTpoiicTae.

TAU-1M.IP - admin

MuTepHer  IP-TenedionMA  Ethernetnoptel DHCP  ARP Ry =08 CPU  Conntrack

MapwpyTusauns  WCToOpWS BbIZ0BOE  [IHArHOCTHEA

WMHdpopmauma ob ycTpoRCcTee

Manenune TAU-1MIP
= Bepcwa MO (Texywan sepcua MQO)
] Zascockon MAC-agpec AZFI4B:0AET T
o CepuiHEIA HoMep VI3AD04315
CuctemHoe BpemA 07:31:01 18122019
Bpems paboTesl 5 g, 00:00:25

UHpopmayusa 06 ycmpolicmse

e M30enue — HAMMEHOBAHME MOLE/NN YCTPOWCTBA;

e Bepcusa 10 — Bepcua NporpammMmHoOro obecrneyeHus yCcTponcTBea;

e 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepdeica ycTpolicTBa, YCTaHOB/EHHbIM 3aBOA0OM-
N3roToBUTENIEM;

e CepuliHbili HOMep — cepUitHbI HOMep YCTPOWMCTBA, YCTaHOBNEHHbIN 3aBOAOM-U3roTOBUTEIEM;

e CucmemHoe 8pemMs — TEKyLLMEe BpeMs U aTa, YCTAaHOB/EHHbIE B CUCTEME;

e Bpemsa pabomel — Bpemsa paboTbl C MOMEHTa MNOCAEAHEro BK/OYEHUA UKW Mepesarpysku
YCTPOMCTBA.

2.7.7 MNopmeHo «CPU»

B noameHto « CPU» oTobparkatoTca AaHHble Mo UCNO/1b30BaHMIO NpoLeccopa.

Wcnons3oeaHne npoleccopa
IRG 0.00%
a
i System | 7.40%
o
Steal 0.00%
User | | 129%
SoftiRC | 0.52%
10VWait 0.00%
Idle —— 78T%
Mice 0.00%
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Ucnonv3osaHue npoyeccopa

IRQ — NPOLEHT NPOLECCOPHOro BpeMeHM, NOTPaYeHHOro Ha o6 paboTKy annapaTHbIX NPepbIBaHUN;
Systerm — NPOUEHT UCNO/Ib30BaHMA NPOLLECCOPHOIO BPpEMEHM NPOLLeCCamMmM A4Pa;
User — npoLeHT Ucnosib30BaHMA NPOLLECCOPHOIO BPEMEHMW M0JIb30BATENIbCKMMM NPOrpammamu;

SoftlRQ — npPOUEHT NPOLECCOPHOro BPEMEHM, MOTPAYEHHOro Ha 06pPabOTKY NpPOrpammHbIX
npepbiBaHUN;

IOWait — npoLLeHT NPOLLECCOPHOro BpeMeHMU, MOTPAYeHHOro Ha onepaLum BBOA3;

Idle — npoLeHT He3agencTBOBaHHbIX MPOLLECCOPHbIX PECYPCOB;

e Nice — nNpoueHT WCNONb30BaHMA MPOLLECCOPHOrO BPEMEHW MPOrpaMmamMm C M3MEHEHHbIM

NPUOPUTETOM.

2.7.8 TMopmeHto «Conntrack»

B nogmeHtio «Conntrack» OTO6pa)'Ka|'OTCFI TEKyLlMe aKTUBHbIE CeTeEBblE COEANHEHUA yCTpOﬁCTBa.

MpoTekeon
unknown
unknown
tcp

tep

udp

udp

tep

tep

fcp

udp

tep

tep

BolBoa akTuBHbIX ceccuin NAT

YUCNO AKTUBHLIX COEANHEHMI 11

YHMCMO MOKAIAHHEIX COBAMHEHUA 11

CnucoK coeguHeHWn

AQpPec UCTOHHHKA
192.168.1.1

2222

192168 27 1281504
192.168.27.128:1503
127.0.0.1:40143
192.168.10.20:48834
192.168.27.128:1590
192.168.27.128:1505
1921686 27.126:1592
127.0.0.1:47601
102.168.27.128:1589

192.168.27.128:1591

< OCHOBMTL

Appec HasHaYeHUA
224001
224001

192 168 10 20°80
182.168.10.20:80
127.0.0.1:53

192 168.10.1:53
192.166.10.20:80
182.166.10.20:80
192 168.10 20:680
127.001:53
182.168.10.20:80

192.168.10.20:80

TadmayTt

9 MuH 51 cek
9 muH 51 cek
1 MUH 59 cek
1 MWH 39 cek
9cex

2 MuH 39 cek
o cex

4 OH 23 4 59 MUH 50 cek
1 MUH 26 cek
Ocex

ek

9cex

Bbigo0d akmusHbix cecculi NAT

Yucno akmueHsbix coeduHeHuli — O6LU,ee YNCNIO aKTUBHDbIX CETEBbLIX COEAMHEHMVI;

Yucno noKasaHHbIX coeOuHeHUl —YnNcno coeauHeHU, BbiBeaeHHbIX B Web-uHTepdelic. YTobbl He
CHUXKaTb nNpousBoanTenbHOCTb paboTbl Web-uHTepdelica, makcuManbHOe YMCIO MOKa3aHHbIX
COeAMHEHUI OrpaHnyeHo 3HadeHnem 1024. OcTanbHble COeAUMHEHUS MOMXKHO MOCMOTPETL Yepes
KOMaHZAHYIO KOHCO/b YCTpOWCTBa (KomaHaa cat /proc/net/nf _conntrack).
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Criucok coeduHeHul

e [IpOMOKOs — NPOTOKOA, MO KOTOPOMY YCTaHOBJIEHO COEAVNHEHMUE;
e Adpec ucmoyHuka — IP-agpec u1 Homep NopTa MHULMATOPA COeANHEHUS;
e Adpec Ha3zHa4yeHusA — |P-agpec 1 HOmep NopTa agpecata CoeANHEHUS;

e Talimaym — nepuog, BPEMEHMU 0 YHUUTOXKEHUS COeANHEHUA.

Ons nonyyeHuma Tekylen MHGOPMaLMU HAXKMUTE KHOMKY « OBHOBUTb».

2.7.9 MoameHo «MapwpyTusauman

B nogmeHio « MapLpyTrsaumsa» oTobpaxkaeTca Tabimua maplupyTmMsalmm yCTponcTaa.

Tabnuya mapwpyTusaunus
Aapecar Wnros Macka dnarn MeTpuka OGpaweHnna OGHapyXeHUA WHTepdenc
192168 1.0 0000 2552552550 u 0 o 0 bro
-
192 168 10.0 0000 255 255 2550 u o o o eth1
0.0.0.0 192.168.10.1 0.0.0.0 uc o o o eth1
E-3

e Adpecam — IP-agpec xocTa UAn NOACETM Ha3HAYEHMWA, A0 KOTOPbIX YCTAHOB/IEH MapLIPYT;
e Llmo3—IP-agpec WwWto3a, Yyepes KOTopbI OCYLLECTBAAETCA BbIXOA HA agpecaTa;
e Macka nodcemu — macka NoaceTw;

e ®ngzu — onpeaeneHHble XapaKTEPUCTMKM JaHHOro MapuwpyTa. CyliecTsyloT ciegytowme
3HauyeHun ¢1azo8:

— U - yKasbiBaeT, 4TO MapLUpyYT CO34aH U ABAAETCA MPOXOANUMbBIM;

— H-yKasbiBaeT Ha MapLlwpyT K onpesesieHHOM y31y;

— G - yKasblBaeT, YTO MapLUpyT Mnposeraet yYepes BHewWwHM wno3. CeteBol MHTepdelic
CUCTEeMbl NpeaocTaBnAeT MapLIpyTbl B CeTUM C NpAMbIM MNoAKAoYeHuem. Bce npouue
MapLpyTbl NPOXOAAT Yepe3 BHewHue wato3dbl. rarom G 0TMeYaloTca BCE MapLUpyThbl,
KpOme MapLupyTOB B CETU C NPAMbIM MOAKAOHEHUEM;

— R - yKasblBaeT, YTO MapLIpyT, CKopee Bcero, Obln co34aH AMHAMUYECKMM MPOTOKO/IOM
MapLlipyTusaummn, paboTalowmmM Ha NOKaAbHOM cuUCTemMe, MNOCPEACTBOM MapameTpa
reinstate;

— D - yka3biBaeT, YTO MapwpyT 6bln gobaBneH B pesynbTaTe MOAYYEHUSA COOBOLLEHMA
nepeHanpasneHun ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLipyTe U3
coobuweHus ICMP Redirect, mapwpyT BKAOYaeTcA B TabAMLy MapLpyTM3aumMm, 4TobbI
WCKNIOYUTL NepeHanpasfieHne ANA nocaefyowmnx NakeTos, NpegHasHavyeHHbIX TOMY Xe
agpecaTy. Takne mappyTbl oTmeyeHbl pnarom D;

— M - yKasbIBaeT, YTO MApPLIPYT NOABEPrCcA U3MEHEHUIO - BEPOSATHO, B pe3ysibTaTe paboTbl
OVMHAMMWYECKOro NpOTOKO/Ia MapLUpPyTM3auuM Ha JIOKAaJbHOM CUCTEME W MPUMEHEHUA
napameTpa mod;

— A -yKa3sblBaeT Ha 6ydepn30BaHHbIA MapLIPYT, KOTOPOMY COOTBETCTBYET 3anucb B Tabauue
ARP.

— C-yKasblBaeT, YTO MCTOYHUKOM MapLUpyTa ABaseTca bydep mapwpytmsaumm sapa;
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L - yKka3blBaeT, YTO NYHKTOM HasHauyeHUa mapLupyTa ABAAEeTCA OAMH M3 a[lpecoB AaHHOro
KomnbloTepa. Takue «J/IoOKajsbHble MapLIpyTbi» CYLLECTBYIOT TO/MbKO B 6ydepe
mapLpyTusaumm;

B - yKa3blBaeT, YTO KOHEYHbIM MYHKTOM MapLUpyTa ABAAETCA WMPOKOBELLATENbHbIM aapec.
TakMe  «WMPOKOBELWATE/IbHblE  MApLpPYTbl»  CYLLECTBYIOT TO/NbKO B bBydepe
mapLpyTusaumm;

| - yKa3bIBaeT, YTO MapLUPYT CBA3aH C KonbLesbiM (loopback) uHTepdeiicom c Lenbio NHOM,
Hexenn obpalleHne K KoMbLEeBOW CeTU. TaKMe «BHYTPEeHHWE MapLUpyTbl» CyLLeCcTBYIOT
TONbKO B bydepe mapLipyTmsaumm;

| - yKasbiBaeT, YTO AenTarpammbl, Hanpassgemble Mo 3ToOMy agpecy, byayT oTBepraTbca
cucTemowm;

e Mempuka — onpegenser «CTOMMOCTb» MapwpyTa. MeTpuKa WUCnonb3yeTca ANS COPTUPOBKM
Ay6AnpyloWmMX MapLIPYTOB, eC/IM TaKOBbIe NPUCYTCTBYIOT B Tabunue;

o ObpauwjeHusa —3adUKCUPOBAHHOE YMCN0 06PALLEHWNI K MAPLLPYTY C LLe/Ibio CO34aHMNA coeanHeHUA
(He ncnonbsyetca B cucteme);

e Ob6HapyxceHus —4ncno obHapyKeHWUM MapLIpyTa, BbINOJHEHHbIX NPOTOKoAOM |P;

e VHmepdgelic — umsa ceTeBoro nHTepdelica, yepes KOTOPbIN NposieraeT AaHHbIA MapLUpYyT.

Ona nonyyeHusa

TeryLwen MHGOPMALLUU HAXKMUTE KHOMKY « OBHOBUTL Y.

2.7.10 NopgmeHo «UcTopunA BbI3OBOB»

B noameHto «U

CTOpunA BbI3OBOB» MOXHO MPOCMOTPETb CNUCOK COBEPLUEHHbIX Teﬂed)OHHbIX BbI3OBOB, a

TaKXKe CBOAHYI0 MHPOPMaLMIO NO KaXKA0MY BbI30BY.

B onepatnsHoW
Ko/iMyectee 3anwucei
[o6aBnaoTca HoBblE.

NamsATM YCTPOMCTBA MOMKHO coxpaHuTb Ao 10 000 3anucelt o coBepLIEHHbIX Bbl3oBax. [Mpu
6onee 10 000 cambie cTapbie (BBepxy Tabauubl) yaanswoTcs, U B KoHeu, daiina

3anucb CTaTUCTUKM B XypHane Bbi30OBOB HE BEAETCA NPU HYZIEBOM pa3mMmepe UCTOPUN.

duneTp (NokasaTtb)

20 7 | 3anuceit Ha cTpaHuLe

CTpaHuua 1 u3 1

TNoKaneHEeld  YAaneHHeli _ OnuTeneHocTe CocToAHWE Tun Mepepavo MepegaHo [puHATO [IpUHSATO
# JnauA ECTPE4YHOM MOCTYNNEHWA Havana - -
HOMep HOMep pasroeopa BLIZOBA BLIZOE3  NaKeToB BaiT naketoe  GauT
CTOPOHEI EBI3OEA pasroecpa
11 004 - 05:55:45 - - local BXoAAWmA 0 0 0 0
17.03.2015
21 004 - 05:55:53 - - local BXOAAWMA O 0 0 0
17.03.2015

808

IP-agpec Bpema Bpemsa

OnucaHue none

" TabAnLLbl KUCTOPUA BbI3OBOBY:

e #-NOpAAKOBbIM HOMEP 3anucK B Tabanue;

e JIuHuUA — Homep abOHEHTCKOro NopTa yCTPOICTBa;
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e JlokanbHbIli HOMep — Homep aboHeHTa, 3aKpenieHHbI 33 AaHHbIM aDOHEHTCKMM NOPTOM;

e YOaneHHsbIli HOMep — HOMep yAaieHHOro aboHeHTa, C KOTOpPbIM OblN0 yCTaHOBAEHO TesiepOHHOe
coeiHeHNe;

e |IP-adpec scmpeyvHoli cmopoHsi — IP-agpec yaaneHHoro aboHeHTa, ¢ KOTopbIM 6bI/10 YCTAHOBIEHO
TenedoHHoEe coeanHEHUE;

e Bpems nocmynsneHus 8613084 — BPeMSA W AaTa NocTynneHMa/coBepLIeHNs BbI30Ba;
e Bpems Ha4yana pa3z2o80pa — Bpema 1 Aata Hauyana pasrosopa;
e JlnumesnbHOCMb PA32080pa — ANNTENBHOCTb Pa3roBopa B CEKYHAAX;

e CocmosHue 8b1308a — NPOMEXKYTOYHOE COCTOAHME NGO NPUUNHA 3aBEPLLEHMA BbI30Ba; ONUCcaHne
CTaHOBMUTCA AOCTYMHbIM MPU HaBEAEHNN Kypcopa Ha 3anmcb COCTOAHMA BbI30Ba;

e Turn 8613080 — TUN BbI30BA: UCXOAALLMA AN BXOSALLMMA;

e [lepedaHo nakemos — KONNYECTBO NepeaaHHbix RTP-NakeToB 3a Bpems pasroBopa;
e [lepedaHo 6alim — KoNM4YecTBO NepenaHHbIx 6alT 3a Bpems pasroBopa;

e [IpuHAmMO Nakemos — KOAMYECTBO NPUHATLIX RTP-NaKeToB 33 BpeMsA pasroBopa;

e [IpuHAmMo 6alim — KONNYECTBO NPUHATLIX BANT 3a Bpems pa3rosopa.

B TabauLe UCTOpMM 3BOHKOB MOXKHO MPOU3BECTM OTOOP 3anucel No pasMYHbIM napameTpam. [ns 3aToro
HaXXmuTe ccbiky «PunbTp (NOKaszaTb)». PUALTPALLMA MOMKET NPOM3BOANUTLCA MO HOMEPY abOHEHTCKOM NNHUK,
NIOKa/IbHOMY WM yAaneHHOMYy Homepy, |P-aspecy BCTPeYHOW CTOPOHbI, BPEMEHW MOCTYN/JEHUA BbI30Ba,
BpPeMeHM Haya/ia PasroBopa, COCTOSHUIO BbI30BA M TUMY 3BOHKa. OnuvcaHue napameTpoB ¢ubTPaAL MU YKa3aHO B
onuncaHuu nonem Tabanubl UCTOPUN BbI3OBOB BbILLE.

Bpemsa nocmynaeHus evi3oea om/0o wnu Bpems Hauyasaa paseosopa om/00 — BPEMEHHble PaMKM
nocTynaeHus/coBepLIeHNn BbI30Ba MKW Hayana pasroBopa B popmarte «Y4:MM:CC A44.MM.ITIT.

[NA CKpbITUA HACTPOMKM NapameTpoB GpuAbTPaUMM 3anunceil B Tabauue HaxkmuTe Ha cCbinky Puaemp
«CKpbIMb».

[ns HacTpoOWKM NapameTpoB MCTOPUM 3BOHKOB HAXKMUTE Ha CCbUIKY «HacTpouTb napameTpbl UCTOPUU
BbI30BOB». [logpobHOe onncaHne HacTPOMKKM NapameTPOoB NpMBeAeHO B pasaene 2.6.4.2 TodmeHro «STB».

H o o
Mpuv HaXXaTUM Ha KHOMKY nponsonaer nepexon K Ta6nmu,e, Ha4nHaA C nepBown 3anncu.

MpY HaXKaTMM Ha KHOMKY NPOM30MAEeT Nepexos, K NpeablayLwel cTpaHuLue ¢ Tabanuein nctopmum
BbI30BOB.

’
Mpu HaXaTUM Ha KHOMKY npon3sonaer nepexon K cneayroulen CtpaHuue C Ta6}'IMLI,EM ncropun
Bbl30BOB.

M . o
Mpu HaXXaTUM Ha KHOMKY npon3sonaer nepexon K Ta6m4u,e, 3aKaH4yMnBaAa nocnegHen 3anmcblo.

Cenektop «3anuceit Ha cTpaHWULE» NO3BOJIAET HAaCTPOUTb KOMYECTBO BbIBOAUMbIX 3annceit Tabamubl Ha
OAHOWM CTpaHuLe.
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2.7.11 NMopgmeHIo «AMarHoCTUKa»

B nogmeH0 MOXHO BbINMOJIHUTb NPOBEPKY AOCTYMHOCTU y3/1a B CETU U ONpesennTb MapLpyT cneaoBaHmA
OAHHbIX.

[uarHocTuka
Hazeanue canta google.com
Hazeahue canta google.com

% traceroute

CeTeBble yTUAUTDI:
e  Ping — yTMAUTa ANA NPOBEPKM COeANHEHWI B ceTAX Ha ocHose TCP/IP;
e Traceroute — yTUAUTa ANa onpefesieHns MapLLpyToB ce40BaHnA AaHHbIX B ceTax TCP/IP.

2.8 Mpumep HacTpoiikn

e MNogkntounte MK K ogHomy w3 LAN-nopToB YycCTpoMcTBa, NpOBOA OT CETM npoBakgepa
nogkntoumnte K nopty WAN;

e B agapecHoli cTpoke 6paysepa BeBeauTte IP-agpec watosa (no ymonyanumio 192.168.1.1);

e [lpn ycnewHOM NOAKNOYEHUM K YCTPOWUCTBY MOABUTCA OKHO C 3aMpoOCOM J/IOTMHA W Napons.
3anonHUTE NOAA U HAXKMUTE KHOMKY «BoiTM» (Mo ymonyaHuto norvH:admin, naponb:password).

TAU-1M.IP i

JormH:

Mapont:

Ecnm 37O OKHO He nosBuaocb, ybeauTecb, YTO B HACTPOMKax CETEBOro NOAKAOYeHMe Ha Bawem MK
yCTaHOBNEHO aBTOMaTu4eckoe nonyyeHue IP-agpeca.

e B nauTKe «MHTepHeT» HacTpanmBaeTcs BHelwHee coeanHeHune. Ecnm TAU-IM.IP 6yaeT ucnonb3oBaTbes B
KayecTBe MaplupyTM3aTopa — B NAMTKe «MHTepHeT» Bbibepute 3HayeHMe nona «Pexum paboTbi» -
MmapLupyTusatop. B none «MpoTtokon» BbibepuTe NPOTOKOA, UCMOb3YEMbIl BalLlMM NMOCTaBLUUMKOM YCAyr
NHTepHeT, M BBeauUTe HeOobXoAWMMble f[aHHble COMACHO WMHCTPYKUMAM nposavgepa. Ecam pgns
NOAKMIOYEHUA K CEeTM MpoBavgepa MCNONb3YIOTCA CTaTUYECKMEe HACTPOWMKM, TO B nosie «[poToKon»
HY)XHO BblOpaTb 3HauyeHue «Static», 3anofHMTL nona «BHewHwi IP-agpec ycTpokicTBa», «Macka
nogcetny», «LlLno3 no ymonyaHuio», «MepsruyHbin DNS» 1 «BTopuyHbI DNS» - 3HauyeHMAa napameTpos

" v
npeaocTaBaAoTCcA NnposBangepom. [Jna coxpaHeHNA N NPUMEHEHUA HAaCTPOEK HAXKMUTE KHOMKY .

MHTepHET nogpoGHee
Pexum paboTtel | MapwpyTusatop v
Mpotokon | PPPOE v

Mma none3oeatena | login
Mapons | ===
Service-Name | internet

BTopoit goctyn | DHCP v

2 -
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Onsa yKasaHWA [ONONHUTENbHLIX MAapaMeTPoB MepenguTe B PEeXMM PaCLMPEHHbIX HACTPOEK, Haxas

CCbIZIKY «noapobHee» (cmoTpuTe pasgen 2.6.2.1 NoameHo «UHTepHET).

e Ecan B cetn Bawero WMHTepHeT-npoBaiigepa Mcnonb3yetcA npuesaska K MAC-agpecy, HaKMUTE KHOMKY
«nogpobHee» B naAnTke «MHTepHeT» M OTKpoiTe nogmeHto «Hactpoiika MAC-agpecos». B pasgene
«HacTtpoitka MAC-agpeca WAN» yctaHosuTe dnar «lNepeonpeasenmte MAC» 1 seeaute 8 none « MAC» MAC-
aZpec yCTPOMCTBA, KOTOPbIN paHee Obln NOAK/OUYEH K ceTn MHTepHeT. Ecim 6bin noaktoyeH MK, ¢ Kotoporo
Npou3BOAUTCS B AaHHbI MOMEHT HacTPpOMKa YCTPOMCTBA, TO [AOCTAaTOMHO Ha)kaTb Ha  KHOMKY
«KnoHuposame», 4TOObI HasHauuTb w3y MAC-agpec Bawero K. [ns coxpaHeHWs U MPUMEHEHUA
HACTPOEK Ha*KMUTE KHOMKY «[TpuMeHUTb».

HacTpoiika MAC-agpeca WAN

NepeonpegeniTs MAC &

hopmaT: JOCH0 000

®

Ecnm TAU-IM.IP 6yneT ncnonb3oBaTbCA B KaYecTBe 3-NOPTOBOrO KOMMYTATOPa, TO B NAUTKE KMHTEpHET»
BblbepuTe 3HauyeHMe nona «Pexum paboTbl» - mocT. B none «IP-appec» ykaxute agpec, Kotopbli byaet
Ha3HayeH yCcTpPoOMcTBY ANA AoCTyna K Hemy. BBeaute macky nogcetu (no ymonyaHnuio 255.255.255.0). Ons

COXpPaHEHUA N NPUMEHEHNA HACTPOEK HAaXXMUTE KHOMKY .

MHTepHET nogpo&Hee
Pexum padotel | MocT v
MpoTtokon | Static v

IP-agpec | 192.168.1.1
Macka noaceTn | 255.255.255.0
LUnto3 no ymonuaHuo | 192.168.10.1
MepeuyHbli DNS | 192 168.10.1

BTopuyHelil DNS

3 -

B pexxnme mocma wnto3 He byaeT aBTOMATUYECKM BblaaBaTh IP-agpeca no npotokony DHCP ycTpoicteam,
NOAKNOYEHHbIM K MHTepdelicy LAN.
B nanTtke «IP-TenedoHuna» BbiNoOAHAETCA ObICTPan HacTpolika abOHEHTCKOM AMHMKM gna paboTbl NO NPOTOKOAY
SIP. Ona atoro BblbepuTe BKNaAKy «J/IMHUA 1». OTMeTbTe MYHKT «BKAOYMTL», BBeAUTe Homep TenedoHa,
KOTOpbIN ByAeT Ha AaHHOW JIMHWUKM, NIOTUH M NApOAb ANA aBTopu3aumm Ha SIP-cepepe. [nA coxpaHeHua U

v
NPUMEeHEHNA HACTPOEK HAXKMUTE KHOMKY .

|P-renedroHun nonpoGHee
Muaua 1 SIP

BrniounTs ¥

Homep | 333
AyTeHTUdHKaUmA

MMA nonb3osatena | 20007

MNapong | ===
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e Bbibepute Brknaaky «SIP» B nantke «IP-tenedoHua» ana Hactpoikm napametpos SIP. YKaxute IP-agpec
UAn pgomeHHoe ums SIP-cepBepa uM cepBepa perucrTpaumm (Npm HeobXxogMMOCTU) B COOTBETCTBYHOLLMX
nonax. Ecam Ha cepBepax MCNONb3YIOTCA HOMEpPa NOPTOB, OTANYHbIE OT 5060, TO Yepes3 ABOETOUYME YKAKUTE
anbTepHaTMBHble NOPTbl. YKaxuTe SIP gomeH npu HeobxogmumocTn. YctaHoBuTe dnar «Pernctpauma», ecau
Ana paboTbl TenedpoHUM Heobxoamma peructpauua aboHeHTa Ha SIP-cepBepe (06blMHO, peructpauus

Heobxoamnma). ns coxpaHeHUs U MPUMEHEHUA HacTPOEK HaXXMUTE KHOMKY .

IP-TenechoHuns noapoGHee
MuHuA 1 | SIP

SIP-npokcw cepsep
Pernctpauua
CepBep perncTpauuu

SIP fomeH

= -

[nAa yKasaHua AOMONHWUTE/NbHLIX MapaMeTpoB MNeperauTe B PEXUM PaCIMPEHHbIX HACTPOEK, HayKas
CCbINIKY «noapobHee» (cmoTpuTe pasgen 2.6.3 MeHio «IP-TenedoHuaA»).

e Ecnu npepnonaraetca Mcnonb3oBaHue |IP-teneBuaeHnA — B nanTke «IP-teneBuaeHue» OTMETbTE MYyHKT
«Brntountb IPTV». [lna BKAOYEHMA BO3MOXKHOCTM nepegaun IPTV-notokos no HTTP oTmeTbTe NyHKT
«BKkAtounTte HTTP-npokcn». B none «MopT HTTP» yKaxuTe MOPT, KOTOPbIM ByAeT Mcnosib3oBaTbcA AAs
NOAKNIOYEHUA BHELWHWUX YCTPOWMCTB K JioKanbHomy HTTP-npokcu. [nA coxpaHeHMAa M NpUMEHEHUsA

v
HaCTPOEK HAXXMUTE KHOMRY .

IP-TeneengeHune nogpoGHee

BrnioynTe IPTV @

BrniunTe HTTP- &
npoKkCH

MopT HTTP 1234

2 -

Ecam gna ycayrmn IPTV mncnonb3yetca otaenbHbii VLAN, nepengute B peXXUM PaclUMPEHHbIX HACTPOEK,
HaKaB CCbIIKY «noapobHee», n ykaxkute ID VLAN B cooTBeTCTBYIOLEM None (cmoTpute pasgen 2.6.4 MeHio «IP-
TeNeBUAEHUEN).
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3 UCNOJZIb3OBAHUE AOMNO/HUTE/IbHbIX YCNYT

3.1 NMepepaya Bbi30Ba

Ycnyra «llepepaya Bbi30Ba» MOMET BbINOMHATLCA JIOKaNbHO CPeacTBamuM WAo3a AnMbo cpeacrTsamu
B3aMMogencTBytowero ycrponcrtea. Ecam  ycnyra  ocywectsnfeTca  cpeAcTBAMW  B3aMMOZEMCTBYIOLWLENO
YCTPOICTBa, TO AOCTYN K ycayre «Mepenaya Bbi30Ba» yCTaHaB/IMBAETCA Yepe3 MeHI0 HacTpoeK aboHeHTCKoro
nopta «/P-menegoHus» -> «Hacmpolika auHuli» nytem Bblbopa 3HadyeHua «Transmit flash» B8 none «Pexcum
ucnone3osaHusa flash». B 3Tom cnyyae NOrMKy BbIMNOAHEHUA YCAYyruM onpeaenseTr B3auMOAENCTBylollee
YCTPOWCTBO.

Mpun BbINOAHEHUM ycayru «[flepedaya 8bI308a» NOKANbHO CpPeACTBaMM  LWA3A AOCTYN K Hel
YyCTaHaB/AMBAETCA Yepe3 MEeHIo HacTpoeK aboHeHTCKoro nopTa «IP-menegoHuA» -> «Hacmpolika auHuli» nytem
Bblbopa 3HaueHua «Attended calltransfer» nubo «Unattended calltransfer» B none «Pexcum ucrnosb308aHUsA
flash».

Ycnyra «Attended calltransfer» nossonseT BpemeHHO pas3opBaTb coeaMHeHWe C  aboHEeHTOM,
Haxo4ALWMMcA Ha cBA3M (aboHeHT A), yCTaHOBUTb coefuHeHue ¢ ApyrMm aboHeHTom (aboHeHT C), a 3aTem
BEPHYTLCA K MperKHeMy coeanHeHnto 6e3 Habopa Homepa IMbo NepesaTh BbI3OB C OTKAOYEHWEM aboHeHTa B.

Ucnonb3oBaHue ycnyrun «Attended calltransfer»:

HaxopaAcb B COCTOAHUKN pa3roBopa C abOHEHTOM A, yCTaHOBUTb €ro Ha yaepsKaHue C NOMOLLbIO KOPOTKOro
oT60s flash (R), gorKaaTbcs cMrHana «OTBET CTaHUMU» M HabpaTb Homep aboHeHTa C. MNocne oTBeTa aboHeHTa C
BO3MOXHO BbIMONHEHWE Cleaytowmnx onepaymii:

. RO — oTkawoueHune 860HeHTa, HaxogAweroca Ha ygepxXaHuu, coeanHeHune C a6OHEHTOM,
HaxXo4auBLWMMCA HA CBA3MU,

e R 1-oTK/AouyeHne aboHeHTa, HAaXOAALLEroca Ha CBA3W, coeanHeHMe C abOHEHTOM, HaXOo4MBLLUMMCSA
Ha yaep»KaHuu;

e R 2-nepeknoyeHne Ha Apyroro aboHeHTa (cmeHa aboHeHTa);
e R 3-—KoHOpepeHUUs;
e R4 -nepepaya BbI30Ba, YyCTaHABAMBAETCA PAa3roBOPHOE coegmMHeHMe MmexKay aboHeHTamu A u C;

e R oT60l — Nnepeaaya BbI30Ba, YCTaHAB/IMBAETCA PA3rOBOPHOE COEAUHEHME MeKay aboHeHTamu A
nC.

Huke Ha pucyHKe npeacTaBieH anroputm paboTbl yenyru «Attended calltransfer»:
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ABoHeHT B knaget
Tpy6ry (nepegava
8bl308a)

ABoHeHT B paspsieaer

coeanHeHue ¢
aboxenTom A

_ AboHeHT C
INVITE 2
” 100 Trying ABoHeHT A
3 ycTaHaBansaeTt
180 Ringing coeanHeHME C
= 200 OK aBonentom B
ACK o
= INVITE sendonly
~ ABOHeHT B crasurt
I Ry aboxenTa A Ha
200 OK receiveonly | yaep#aHue (Hamumaer
| Fl
= ACK ash)
INVITE |
- 100 Trying
180 Ringing
200 OK
ACK _

Ha pasHom arane aboxenT B mower: nepexntouarsca memay aboHexramm A v C,

ucnonbaya komBuHaumio R (Flash) 2; orBurs onsoro 3 aboHenToB, uenonssyn
womburauuto R 0, nubo R 1; coeay 6 AuC Toy6KY.
INVITE sendonly ~
» 100 Trying
200 OK receiveonly
ACK >
¢ REFER (replaces)
202 Accepted >
NOTIFY Activated o
< 200 OK
INVITE (replaces) >
100 ';Mﬂl
) 180 Rllnging
ZOOlOK
ACK

AGownenT C paspbiBaet BYE

coeauHenue ¢ abonextom B

NOTIFY Terminated

v

A

200 OK

7

200 OK

h 4

’

BYE

L.

200 OK

h 4

ABoHeHT B
ycTaHasnusaet
cOBAUHEHNE C
aboxenTom C

ABoHeHT B crasut
aboreHTa C Ha
yAepKanue

ABoHeHT A
ycraHasnmeaer

coeguHeHue ¢
aboHeHTom C
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Ycnyra «Unattended calltransfer» nossonseT noctaBuTb Ha yaepyaHue aboHeHTa, HaxoAslwleroca Ha
cBasn (aboHeHT A), ¢ nomoulblo KopoTkoro otbosa flash u ocyuectButb Habop Homepa Apyroro aboHeHTa
(aboHeHTa C). Mepenaya BbI30Ba OCYLLECTBAAETCA aBTOMATMYECKM MO OKOHYaHMI0 Habopa Homepa aboHeHTom B.

Huxe Ha pucyHKe npeacTaBaeH aaroputm pabotel yeayrmn «Unattended calltransfer»:

ABoHenT A AboHeHT B

INVITE u \
100 Trying ABOHEHT A
= ycraHasnueaer
180 Ringing coeauHeHme ¢
200 OK abonenTom B
ACK N
INVITE sendonly
. ABoHenT B crasur
100 Trying P aboHeHTa A Ha
200 OK receiveonly yAepxarue (Haxumaer
» Flash)
ACK
ABoHeHT B nabupaer
Homep aboHeHTa C u / REFER (replaces)
knaper Tpy6xy
(MNepenava sbiaosa) \ 202 Accepted >
NOTIFY Activated -
200 OK
ABoHeHT B pa3pbisaer BYE
coeguHenme ¢ 200 OK !
aboreHTOM A INVITE .
f P
l, 100 Trying ABoHeHT A
o T yCTaHaenueaer
¢ 180 Rl"@"‘s COEAVHEHME C
L 200 OK abonenTom C
ACK >
NOTIFY Terminated &l
200 OK 1
3.2 YBegomneHue o nocTynneHun Hoeoro BbizoBa — Call Waiting

ycnyra no3BonAeT a6OHeHTy, Npun 3aHATOCTU €ro Tene¢0HHbIM pa3rosopom, C Nnomoulbto onpeaneneHHoro
CUrHasa Nnony4nTb onoselleHne o0 HOBOM BXo4ALLEM Bbl30OBeE.

Monb3oBaTesib, NPU MNOJIY4EHUN OMNOBELLEHUA O HOBOM BbI30BE, MOXET MPUHATbL MAN OTKJAOHUTb
OXUAAloLWNM BbI3OB.
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JocTyn K ycayre ycTaHaBAMBaEeTC Yepes MeHI0 HacTpoek aboHEHTCKON AMHUK nNyTem Bbibopa 3HaYeHUs
«Attended calltransfer» nnbo «Unattended calltransfer» B none «Pexcum ucnonv3osaHusa flash» n ycTaHOBKU
dnara «OxucudaHue 86i13080a».

Ucnonb3oBaHuWe ycayru:

B cocToAHWMM pas3roBopa M MNOAYYEHUM WHAMKALMW O MOCTYMJEHUM HOBOTO BbI30Ba BO3MOXKHO
BbINOSIHEHUE CeAYHOLMX ONepaLyuii:

e R 0O—o0TKas oT HOBOrO BbI30B3;
e R 1-npuHATb OXXNAaloLWwmii BbI3OB;
¢ R 2-—nepekntoyeHune Ha HOBbI BbI30B (CMeHa aboHeHTa);

e R —KopoTtkuit otboi (flash).

33 TpexcTopoHHAA KOHpepeHUUA

TpexcTopoHHAsA KoHbepeHuuMsa — ycayra, obecneymsatollas BOSMOKHOCTb O4HOBPEMEHHOro YCTaHOB/IEHUA
TenedoHHOro coeanHeHUa MexXay Tpems aboHeHTamu. Nepexon B pexMm KOHpepeHUMM ocyLecTBAseTCa no
Ha*KaTuto Knasuw R 3 (onucaHo B pasgene 3.1 Mepeaaya BbI3OBA).

ABOHEHT, CObpaBLINA KOHbEpPEHUUIO, ABNAETCS ee MHULMATOPOM, Apyrne ABa abOoHeHTa — ee y4acTHUKaMMU.

Bo3amMoXKHO fgBa pexunma paboTbl TPEXCTOPOHHEN KOHpEepeHUMU: NOKaNbHbIN U yaaneHHbln. B nepsom
pexnume KoHbepeHuuss cobupaetcs JIOKanbHO abOHEHTOM-MHULMATOPOM, BO BTOPOM — KOHdepeHuus
yCTaHaB/AMBAETCA C MOMOLLbIO YA3/IEHHOTO CepBepa, Tak Ha3bIBAEMOro cepBepa KoHbepeHuMu.

3.3.1 JlokanbHasa KoHdepeHuUua

B perume KoHbepeHUMM HaxkaTve KopoTKoro otbos flash mHuumatopom urHopupyetca. CooblueHus
NPOTOKOMA CUTHANW3aUMKM, NPUHATbIE OT YYAaCTHUMKOB M NepeBoAsllMe CTOPOHY MHMLMATOpa B PEXMM
yAEPKaHWA, NPUBOAAT K BbIBOAY 3TOrO YYacTHWMKA M3 KOHOEPEeHUMN, MPM 3TOM MHMLMATOP U BTOPOMN YYACTHUK
NnepeKkNtoYaTcA B COCTOAHNE 0BbIYHOMO ABYCTOPOHHETO PA3roBopa.

KoHdepeHuus paspyLaeTcs, eciv ee NoKMAaeT MHUMLMATOP, 060MM y4aCTHUKAM Npu 3ToM byZeT nepenaHo
coobuieHne oT6oA. Ecam KoHdepeHLMIO NOKNAAET Nt0b60M U3 YYaCTHUKOB, TO €e MHULLMATOP M BTOPOW YYaCTHUK
nepekntoyaTca B COCTOSIHME OB6bIMHOrO [ABYCTOPOHHero pasroBopa. KopoTkuii otboi flash npu stom
obpabaTbiBaeTcAa Kak onuncaHo B pasgenax 3.1 MNepegaya Bbi3oBa M 3.2 YBeAOMAEHUE O MOCTYNJIEHUU HOBOIO
BbizoBa — Call Waiting.

Ha pucyHKe HUXe npeacTaB/ieH aaropuTM BbINoIHEHUA ycayrn «3-way conference» nokanbHo aboHeHTOM B
no npotokony SIP.
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INVITE
100 Trying R \ WHuunatop
o b | yctaHasnusaet
180 Ringing > | coeamHeHme ¢
200 OK N 3‘ y4yacTHukom 1
ACK
 Yeramosnencemnc 1
INVITE sendonly .
100 Trying \ MHuumaTop cTaBuT
) > | yyacTHuKa 1 Ha
200 OK receiveonly »| | vaepxanue (Haxumaer
ACK / Flash)
INVITE :
< 100 rylng "‘3 WHuumatop
180 Ringing ‘ ycTaHaBnuBaeT
200 OK coeAnHeHue ¢
< / y4acTHUKOM 2
ACK /
UHuumatop Haxumaer flash 3 - INVITE (sendrecv)

cobupaet KoHdepeHuuto.

YyacTHuK 1 npu atom 200 OK (sendrecv)

A4

CHUMAETCA C YAEPMKaHUA. “1‘ 200 OK
BYE
< ) Y4YacTHUK 2 nokngaer
200 OK KoHdepeHuuo
MHALMATOPOM 1
HUKOM 1
BYE
WHuumatop paspbiBaer
200 OK

v

coeaunHeHue

3.3.2 YpaneHHaA KoHdepeHUUA

YpaneHHas KoHdpepeHUuus paboTaeT no anroputmy, onncaHHomy B RFC4579. OcobeHHOCTb anropmutma
COCTOWUT B TOM, 4TO Mo Haxatuio flash+3 aboOHEHT-MHMUMATOP YCTaHaB/AMBAaET COeAUHEHWE C CEPBEPOM
KOHbepeHUMM (TakKe GOKycom), nocne 4yero nNpocuT GpoOKyC YCTaHOBWUTb COEAMHEHWME C ABYMA ApYrUmMu
y4YacTHMKaMM KoHbepeHLMn. HuKe Ha pUCyHKe AeTaslbHO N306parkeH anropmuTm paboTbl.
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EEm | e mn e

INVITE o
L. . | ABoHeHT A
150 Ringing ' ycTaHaenveaet
200 OK | coepuHeHwWe ¢
| ABoHeHTOM B
ACK >
_ RTP ABoHeHT A
INVITE, sendonly N  CTaBWT Ha
200 OK o | yaepwarne
| (Haxkmmaer
ACK N / Flash)
INVITE aboHeHTa B N
L "l \ ABoHeHT A
< 180 Rlnglng ‘I yCcTaHaBAnBaeT
- 200 OK | coeguHeHwe ¢
- | ABoHeHTOM C
ACK L/
<4
INVITE, sendonly | . AB6OHeHT A cTaBuT
200 OK |\ hayaepkanue
“ | (Haskmumaert Flash)
ACK / abowneHTa C

A 4

ABoHeHT A (MHUUMaTop) ’«" INVETE, Sy A >

OTNpasAAeT Ha cepeBep | 180 Ringing
| <
3anpoc Ha ycraHosnenne | 200 OK Contact:Conf-1D;isfocus)|
KOHpepeHUuMn | <
(Haxkmmaer 3) ACK N
MHuumaTop npocut l‘_‘-‘ REFER sip:Conf-ID Refer-To:C >
cepBep yCTaHOBUTL | 202 Accepted
| <

coeguHeHue ¢ - -
aboHenTom C | |—NOTIFY (Trying)

\

200 OK
INVITE Contact:Conf-ID;isfocus =
. "| . Cepsep
< 180 Ringing | ycTraHaBnuBaeT
. 200 OK | coeauHeHune ¢
- _‘." aboHeHTOM C
ACK |/
L
P NOTIFY (OK)
200 OK

SUBSCRIBE sip:Conf-1D
200 OK

v

ACK
200 OK

v

P NOTIFY (OK)
200 OK
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Bye
200 OK

REFER sip:Conf-ID Refer-To:B .

WMHnumatop n nr .

Lmarop npocur 202 Accepted F2
cepeBep ycTaHoOBWUTbL |

coeauvHeHue ¢ NOTIFY (Trying) F3
aboHeHTOM B 200 OK F4

INVITE Contact:Conf-ID;isfocus FS

Cepeep

180 Ringing F6 | ycTaHasnwueaetr
\

200 OK F7 ‘ coeariHeHuWe C
] aGoHeHTOM B

ACK F8

@
NOTIFY (OK)

200 OK

> SUBSCRIBE sip:Conf-1D

200 OK

NOTIFY

200 OK

NOTIFY (OK)
200 OK

Bye
200 OK
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4 AJNNOPUTMbI YCTAHOBNIEHUA COEAUHEHUA

4.1 Anroputm ycnewHoro Bbi3oBa no nportokony SIP

Mpotokon SIP (Session Initiation Protocol) — npoToKkon ycTaHOBAEHUA ceaHca obecneynBaeT BbINOJHEHUE
6a30BbIX 33434 YNpaB/ieHMA BbI30BOM, TaKMX KaK OTKPbITUE U 3aBEPLUEHME CEaHCa.

Mpotokon SIP onpeaenaeT 3 0OCHOBHbIX CLEHAPMA YCTAHOBAEHNA COEANUHEHUA: MEXAY NOAb30BaTeNAAMM, C
yyacTmem MpoOKcu-cepBepa, C y4vacTuem cepsepa nepeagpecaunn. OCHOBHblE anrOPUTMbl YCTAHOBJ/IEHUA
coefunHeHna onucaHbl B aokymeHte |ETF RFC 3665. B pgaHHOm pasgene npuseseH npumep cueHapwusa
YCTaHOBAEHUA coeAnHEeHUA Mo NpoToKoay SIP mexay ABymA WI03aMK, KOTOPbIM 3apaHee n3secTHol IP-agpeca
Apyr apyra.

ABOHEHT A ABOHeHT B

o

INVITE 1
100 Trying 2
180 Ringing 3

200 OK a

ACK
5
BYE
6
200 OK
7

OnucaHue aIfoOpnUTMma:

1 AG6OHeHT «A» Bbi3biBaeT aboHeHTa «B».

2 Wnto3 aboHeHTa «B» npuHAN KomaHay Ha 06paboTKy.
3  ABOHeHT «B» cBobOAEH. B 3TOT MOMEHT Ha annapaT aboHeHTa « B» BblaaeTcA «[ocCbl/IKA BbI30BAY,
a aboHeHTY «A» « KOHTPO/Ib NOCbI/IKK BbI30Ba».
4  ABOHEeHT «B» oTBeYaeT Ha Bbi30B.
5 LWno3 aboHeHTa «A» NoATBEPXKAAET YCTAaHOB/IEHNE CECCUN.
6 OT601 aboHeHTa «A», abOHEHTY «B» BblAAETCA aKYCTUUYECKUIM CUTHAN «3aHATOY.
7 LWno3 aboHeHTa «B» noaTBEPKAAET NPUHATYIO KOMaHAY 0T60s1.
4.2 Anroputm Bbi3oBa ¢ yyactuem SIP npokcu-cepsepa

B OaHHOM pasfene ONWUCbIBAETCA CLEHApWi YCTaHOBAEHWUA COEAMHEHUA MeXAy ABYMA LWAH03aMMU C
y4yactmem SIP npoKcu-cepBepa. B aTom cinydyae Bbi3biBalOWMIA W03 (aBOHEHT A) AOMKEH 3HATb MOCTOSAHHbIN
aapec aboHeHTa M IP-aapec npokcu-cepsepa. SIP npokcu-cepsep obpabaTtbiBaeT coObLLEHUSA, NOAYYEHHbIE OT
«aboHeHTa A», BbINOAHAET MOMUCK «aboHeHTa B», nMpurnawaer K ceaHCy CBA3W W BbINOAHAET GYyHKUMM
MapLIpyTU3aTopa Mexay ABYMSA LU03aMM.
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ABoHEHT A SIP proxy

SERVER

O

2 N

: Register
ABoHeHT A 3anpawmsaet ; Register
asTOpu3aumio lig 401 Unauthorized \ AboeHT B 3anpatuusaer
~ 401 Unauthorized aBTOpU3aLUIO
6 Register >
AboHeHT A peructpupyeTcs ¢ Register
asTopu3aLueit i 200 OK AboHeHT B peructpupyetca ¢
Iy 200 OK 3| ) asTopusaumen
INVITE
SIP-cepsep TpebyeT { i 407 Proxy authentication required
ayTeHTUdMKaLnio \ ACK
BbizoB ( INVITE
ayTeHTUdMKaumen 9 2 100 Trying
INVITE
100 Trying
180 Ringing
180 Ringing
200 OK
2 200 OK
ACK
ACK "
BYE
BYE
200 OK
o 200 OK

OnucaHue aNropuTma:

Pernctpauua Ha SIP-cepsepe.

ABOHeHT «A» 1 aboHeHT «B» peructpupytotca Ha SIP-cepsepe.

SIP-cepBep 3anpaluimBaeT aBTOpM3aumIo.

ABOHeHT «A» 1 aboHeHT «B» perucTpupytotca Ha SIP-cepBepe c aBTopuM3auueit.
OtBeT SIP-cepBepa 06 ycnewHoi perncrpaumnu.

ABOHEHT «A» BbI3blBaeT aboHeHTa «B».

3anpoc ayTeHTUPMKauum ot SIP-cepsepa.

LLnto3 aboHeHTa «A» NOATBEPKAAET NPUHATYIO KOMAHAY Ha 3aNpOoC aBTOPMU3aLLMK.
ABOHEHT «A» BbI3blBaeT aboHeHTa «B».

SIP-cepBep NpuHAN KOMaHAy Ha 06paboTKy.

SIP-cepBep TpaHCAMpPYET 3aMNpoc Bbi3oBa aboHEHTOM «A» aboHeHTa «B».

LWnto3 aboHeHTa «B» npuMHAN KOMaHAy Ha 06paboTKy.

ABOHeHT «B» cBOO6OAEH. B 3TOT MOMEHT Ha annapaT aboHeHTa « B» BblaaeTca «[ocbI/IKA BbI30BAY,
a aboHeHTy «A» — «KOHTPO/b NOCbINIKM BbI30Ba».

13 AB6OHeHT «B» oTBeYaeT Ha BbI30B.

14 LWnto3 aboHeHTa «A» NOATBEPKAAET YCTAHOBAEHUE CECCUMN.

15 Ot60i1 aboHeHTKa «A», abOHeHTYy «B» BblaaeTcA akyCTUYECKUIN CUTHAN «3aHATOY.
16 LWnto3 aboHeHTa «B» noaTBepKAAET NPUHATYIO KOMaHAY 0T6oA.

OO NOOTUDE WN -

Y
N = O

4.3 Anroputm Bbi30Ba C yYacTUeM cepBepa nepeagpecauum

B OaHHOM pasaene ONWCbIBAaeTCA CLEHapWit YCTaHOBAEHWUA COEAMHEHUSA MeXAy ABYMA LWAH03aMMU C
yyacTMem cepBepa nepeagpecaumn. B atom cnyyae BbisbiBatowmin w3 (aboHeHT A) camocToATeNbHO
yCTaHaBAMBaET COeANHEHUNE, a CepBep Nepeaapecaumn Anlb peanmsyeT npeobpasoBaHMe NOCTOAHHOrO agpeca
Bbi3blBaemMoro aboHeHTa B ero TeKylui agapec. Aapec cepsepa nepeagpecauunm aboHEHT nosyyaeT oOT
aAMMHUCTPaTOpa CeTU.
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ABOHeHT A

Cepsep

nepeagpecaimu

<

O

1 INVITE

2 | 100 Trying

3 302 Moved Temporarily

4 ACK

) INVITE

6 100 Trying

7 180 Ringing

8 200 OK

9 ACK

10 BYE

11 200 OK
A =1

OnucaHue aAropuTma:

N o b

8
9

ABGOHeHT «A» BbI3blBaeT aboHeHTa «B». BbI30B HanpaBadeTcA Ha cepBep nepeagpecauuun ¢
nHdopmaumen ob agpece Bbi3bIBAEMOro aboHeHTa.

Cepsep nepeagpecaumm NPUHAN KOMaHAY Ha 06paboTKy.

CepBep nepeagpecauumm 3anpocun nHPopmaumio o Tekywem agpece aboHeHTa «B» y cepsepa
MeCTononoKeHuA. MNonyyeHHas HopmMauma (TEKYLLMIN aapec BbI3bIBAEMOTO M0/Ib30BaTENA UM
CMWCOK 3aPerMcTpMpoBaHHbIX afpeCcoB Bbi3biBAaEMOro MoJsib30BaTeNA) nepesaerTca B CoobLweHUn
«302 moved temporarily» aboHeHTy «A».

LLinto3 aboHeHTa «A» NOATBEPKAAET NPMEM OTBETA OT CEPBEpPA NepeaspecaLmu.

ABOHEHT «A» HanpsMyto Bbi3blBaeT aboHEeHTa «B».

LWnto3 aboHeHTa «B» npuMHAN KOMaHAy Ha 06paboTKy.

ABOHeHT «B» cBO6OAEH. B 3TOT MOMEHT Ha annapaT aboHeHTa « B» BblaaeTcA «[oCbIKa BbI30BAY,
a aboHeHTy «A» — «KOHTPONb NOCbINIKM BbI30Ba».

ABOHEHT «B» OTBEYAET Ha BbI30B.

Lnto3 aboHeHTa «A» NOATBEPKAAET YCTAHOBNEHME CECCUM.

10 Ot60i1 aboHeHTKa «A», aboHeHTYy «B» BblaaeTcA akyCTUYECKUI CUTHAN «3aHATOY.
11 Wnio3 aboHeHTa «B» NnoATBepKAAET NPUHATYIO KOMaHAy oT6oA.
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5

AJITOPUTM PABOTbl ABTOMATUYECKOTO OBHOB/IEHUA YCTPOMCTBA HA OCHOBE
NMPOTOKOJIA DHCP

CeTe  IP-TenedpoHuAa  IP-TeneemgeHue  JokankHble WHTepdieicel O

Bpems  [Joctyn HypHan AyTenmudmkauuwa WEB  Ynpasneswe kosdurypaumen OSxoenesns MO EEE I ETE N ABTORDHGW Y pHPOBaHWE:

Wurepdeic ynpasnesua CepmwdmraTs JomonHHTENbHEE HACTPOWEM

ABTOKOH(DUIypUpOBaHe Ha ocHoee npoTokona DHCP

MpHOPHTET NAPaMETPOE M3 Static setfings v

HoHdmrypauus

AETOMATHYECEDE 0OHOENEeHWE MeprogH4sckl v

©ann KoHEMrypaLwamn {fftp(http)-f'download. server loc/config_file.cfg)
HMHTepEan oGHOBNEHMA KOHDMIYPaLWK, © 300

MporpammHoe oDecneYeHne

AETOMATHYECEDE OOHOENSHWE MeprogH4EcEd v

@©ain Mo (tftp(http)iidownload. server loc/finmware. file)
Wurepean obhosnerma MO, © 3600

Anroputm paboTbl NpoLesypbl aBTOMaTUYECKOro OBOHOBNEHMA YCTPOWCTBA OnpeaenseTca 3HayeHnem
napameTpa «Tpuopumem napamempos u3».

Ecnm BbibpaHo 3HaueHue «Static settings», To U3 napameTpoB «Palin koHgpuaypauuu» v «dPalin MNO»
onpeaensieTca NoJHbIA NyTb (BKAOYAA NMPOTOKON A0CTyna M agpec cepsepa) K daiinam KoHdurypauum u
nporpammHoro obecneveHus. MonHbI NyTb yKasbiBaeTcA B popmate URL (nogpep)kmsatoTca NpOTOKOJbI
HTTP u TFTP):

<protocol>://<server address>/<path to file>, rae

<protocol> — npoToKon, ucnonb3yemblli ANA 3arpyskM COOTBETCTBYloWero ¢aina c cepsepa
(nopaeprxuBatotca npotokosbl HTTP u TFTP);

<server address>— afpec cepsepa, C KOTOPOro HeobXoANMMO 3arpy3unTb pai (LoMeHHoe UMA Uan
IPv4);

<path to file> — nyTb K dainy Ha cepsepe.

B URL ponyckaeTca MCNoAb3oBaHWE CAeAyIOWMX MaKpPOCoB (3ape3epBMPOBaHHbIE C/OBA, BMECTO
KOTOPbIX YCTPOWCTBO NOACTaBAAET onpeneNeHHble 3HaYeHUs):

SMA — MAC address — BmecTto AaHHoro makpoca B URL ¢aitna ycTpoictBo noacrasnset
cobcTBeHHbIN MAC-aapec;

SSN — Serial number — Bmecto gaHHoro makpoca B8 URL daitna ycTpoicteo noacrasnser
COBCTBEHHbIN CepUiiHbIA HOMEp;

SPN — Product name — BmecTo gaHHoro makpoca B URL daitna ycTpoicTBo noactasaseT Ha3BaHue
moaenu (Hanpumep, TAU-1M.IP);

SSWVER — Software version — Bmecto aaHHoro makpoca B URL ¢aitna ycrpoitctBo noacrasnaser
HOMep BEpPCUKN NPOrpamMmmHoro obecrneyeHus;
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e SHWVER — Hardware version - Bmecto gaHHoro makpoca 8 URL ¢daiina yctpoiictBo noacrasnser
HOMep annapaTHOM BepCcUK yCTPoMCTBa.

MAC-agpec, cepuintHbliA Homep U Ha3zBaHWE MOAE/IM MOXKHO Y3HaTb Ha CTPaHULE MOHUTOPUHIA B pasgene
«YcTpoincTBo».

Mpumepbl URL:

tftp://download.server.loc/firmware.file,
http://192.168.25.34/configs/taulm/my.cfg,
tftp://server.tftp/SPN/config/SSN.cfg,
http://server.http/SPN/firmware/SMA.frm u T.4.

Mpu sTom AonycKaeTca onyckaTb HekoTopble napametpbl URL. Hanpumep, ¢paiin KoHPUrypaumum moxHO
3a4aTb B Takom dopmare:

http://192.168.18.6
nnu
config_taulm.cfg

Echm 3 URL-daiina KoHdurypauum wuam nporpammHoro obecneyeHus He yaaétca U3B/eYvb BCe
Heobxoanmble gns 3arpysku daiina napameTpbl (MPOTOKOA, agpec cepeepa Wau NyTb K daitny Ha cepsepe) —
6yaer npoussBeneHa NOMbITKA M3BAeYb HEU3BECTHbIM napameTp M3 DHCP-onumit 43 (Vendor specific info)
unun 66 (TFTP server) n 67 (Boot file name), B cnyyae ecam B ycnyre VIHTEPHET YCTaHOBAEHO MO/yYeHMe
agpeca no npoTtokony DHCP (dopmat n aHanns DHCP-onuuii 6yaet npmusenén Huke). Ecan ns DHCP-onumin
He MoJlyyaeTca M3BNEYb HeAoCTaloWwMi napameTp, 6yAeT MCNONb30BaTbCA 334aHHOE 3HayeHue Mo
YMONYaHWIO:

—  AnA npoToKkona: tftp;

— Ans agpeca cepsepa: update.local;

—  AnAa umeHu daina KoHdurypaumm: taulm.cfg;

—  4na umeHu dalina nporpammHoro obecneyeHumsa: taulm.fw.

Taknum obpasom, ecnu nona «@alin KoHpuaypayuu» n «®aiin N10» ocTaBUTb NYCTbIMU, U MO NPOTOKONY
DHCP He 6yayT nonydeHbl onuumn 43 nam 66, 67 c yKasaHMeEM mecTononoxeHua atux ¢arnos — URL dainna
KOHOUIypaumm byaet uMeTb BUA;:

tftp://update.local/taulm.cfg,
a URL ¢anna NO:
tftp://update.local/taulm.fw.

Ecnn BbibpaHo 3HaueHne «DHCP options», URL ¢annos KoHdpuUrypauum n nporpammHoro obecneyeHumsn
ussnekatorca u3 DHCP-onuuit 43 (Vendor specific info) nan 66 (TFTP server) n 67 (Boot file name), ana yero B
ycnyre MIHTepHeT A0/1KHO BbiTh YCTaHOB/IEHO NoslydeHMe agapeca no npotokony DHCP (dopmat 1 aHanns DHCP-
onuuin byaer npuseaéH HuKe). Ecnm ns DHCP-onuuii He yaaeTca onpeaenvTb Kakolh-HMbyab napametp URL —
ONA Hero Ucnosb3yeTca 3a4aHHOe 3HaYeHUe No YMOYAHMUIO:

e AnA npoTokona: tftp;

e Ons agpeca cepsepa: update.local;

e ANA MmeHu daina KoHburypaumm: taulm.cfg;

e ana umeHu daina nporpammHoro obecneyenus: taulm.fw.
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dopmart onumm 43 (Vendor specific info)

1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5]|<server_url>|6|<config.file>|7|<firmware.file

1 - ko4 aapeca cepBepa aBTOKOHOUTYPUPOBaHMA No NpoToKoay TR-069;

2 - Ko4, ANA yKasaHua napameTpa Provisioning code;

3 - KOo4 MMeHM NosIb30BaTeNa ANA aBTopusaumm Ha cepeepe TR-069;

4 - Kopg napona gna asTopmsaumm Ha cepsepe TR-069;

5 - Kop, afpeca cepBepa; aapec cepsepa 3agaetca B popmate URL: tftp://address uan http://address. B
nepBoOM BapuaHTe yKasaH agpec cepsepa TFTP, Bo BTopom — HTTP;

6 - Kog UMeHU paina KoHOUrypaLmu;

7 - Kog, umeHu darina MNO;

"|" - obsA3aTeNbHbIN pa3feNUTeNbHbIN CUMBO MEXAY KO4aMM U 3HAYEHUAMM NOAOMLMNA.

' Ona aBTOKOHOUrypupoBaHMUAa no npotokoay TR-069 noaonuuu 1, 3 u 4 6yayT NnpUMeHATbCA, Koraa
B pa3gene aBTOKOHOUIrypupoBaHMA Ha ocHoBe npoTokona DHCP 6ygert BbibpaH npuoputer mu3
DHCP-onuui.

Anroputm onpegenerHua napametpos URL ¢aiinos KoHdurypaunm u nporpammHoro obecneyeHms us
DHCP-onuuit 43 u 66, 67

1 Wuunymanmsauyma DHCP-obmeHa
Mocne 3arpysku ycTponcTeo nHnummnpyet DHCP-obmeH.

2 Auxanus onuun 43

Mpu nonyyeHun onumu 43 BbINONHAETCS aHaNAU3 NOAONUUIN C Kogamu 5, 6 n 7 ¢ uenbto onpeaeneHns
agpeca cepsepa M UMEH GpannoB KOHOUrypaLMmM U NPorpammHoro obecrneyeHums.

3  AHanus onumu 66

Ecam onuma 43 ot DHCP-cepsepa He nosyyeHa AnMb60O NoayvyeHa, HO M3 HEE He yAanocb M3B/eYb agpec
cepBepa — OCyuwlecTBaseTcA MNOUCK onummnm 66. Ecanm umsa dakina MO TakKe He ypanocb MNOAYyYUTb —
oCyLLecTBAsSIeTCA NOUCK onumn 67. M3 HUX M3BNEKAIOTCA COOTBETCTBEHHO aapec cepsepa TFTP u nyTb K danny
MNO. fanee daitnbl KOHOUTYpaLUUKM U NporpaMmHoro obecnedyeHma ByayT 3arpyKaTbCa € aApeca M3 onuum 66 no
npotokony TFTP.

Oco6eHHOCTU 06HOBNEHUA KOHOUTypauumn

daiin KoHOUrypauumn gonxkeH nmeto ¢opmart .tar.gz (B gaHHOM dopmaTe NPOUCXOAMUT COXpPaHEHMe
KoHourypaumm udepes Web-uHtepdeiic B 3aknagke «Cuctema» - «YnpaBieHUE KOHUrypauuen»).
3arpy»KeHHas ¢ cepepa KoHOUrypaLma NPUMEHAETCA aBTOMATHMYeCKM 6e3 nepesarpysKku ycTpomncTaa.

OcobeHHOCTU 06HOBNEHUA nporpammMmHoOro obecneueHus

dain nporpammHoro obecneyeHua AoNXKeH uMmeTb dopmar .tar.gz. Mocne 3arpysku daiina NO
OCYLLECTBASIETCS €r0 PacnakoBKa M NPoBepKa Bepcuu (No coaepxumomy daiina version B tar.gz-apxmee).

Ecnm Tekywan Bepcus NporpamMmMHOro obecnevyeHus coBnagaeT ¢ Bepcuen daiina, NoAy4eHHOro no
npoTtokony DHCP, o6HosneHune MO nponsBoautbea He byaeT. O6HOBEHNE NPOMU3BOANTCS TOBKO B Cay4yae
HecoBnageHua Bepcuit. O 3anyLeHHOM npouecce 3anucn obpasa nporpammHoro obecneyvenuns Bo flash-
NamATb YCTPOMCTBA CBUAETENLCTBYET NOOYEpeSHOE LMKIMYECKOE MUTAHWE MHAMKATOpPa « Power» 3es1eHbIM,
OpPaHKEeBbIM U KPACHbIM LLBETOM.

’ He oTtknlouaiiTe nuTaHMe M He neperpyKaTe YyCTPOICTBO BO BpemaA 3anucu obpasa Bo flash-
namatb. [laHHble [AeWCTBUA nNpuBeAyT K uYacTUuHoi 3anucu MO, yTO paBHOUEHHO nopue
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3arpysouyHoro pasgena ycrpoiictsa. [lanbHeiiwana pabora ycrpoiictBa 6yaer HeBO3MOXKHa. AnA
BOCCTaHOB/IeHMA PaboTocnocobHOCTU YCTPOiCTBa BOCNO/b3yWTECb WHCTPYKUMel, KoTopas
npuseaeHa B pasaene 6.
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6 nNPOLUEAYPA BOCCTAHOBJIEHMA CUCTEMbl NOCNE CBOA TMPU  OBHOBJIEHUU
MPOrPAMMHOIO OBECIMEYEHUA

Ecnv npu BbINONHEHMM Npoueaypbl 06HOBEHUA nporpammHoro obecneyeHus (yepes Web-uHTepoeiic
WAWN 4Yepe3 MexaHW3M aBTOMaTUYecKoro o6HOB/AeHMA Ha ocHoBe npoTtokona DHCP) npowusowen c6oi
(Hanpumep, n3-3a cayyaliHOro OTKAOYEHUA NUTaHMA), B pe3yabTaTe Yero gasbHelilas paboTa ycTpolicTBa cTana
HEBO3MOXKHOM (MHAMKaTOp «Power» MNOCTOAHHO TOPWUT KPacHbIM LBETOM), BOCMOJ/b3yMTECh CleayloWwmum
aNroOpUTMOM BOCCTaHOB/IEHWS PaboTOCNOCOBHOCTM YCTPOMCTBA:

e Pacnakyiite apxuBs c paitnom nporpaMmHOro obecneyeHums.

e Moakntounte MK K nopty WAN ycTpoiicTBa, ycTaHOBUTE Ha ceTeBOM MHTepdeiice agpec u3
noacetn 192.168.1.0/24.

e 3anyctute Ha MK TFTP-knveHTa (ana Windows pekomeHAyeTcA MCNO/b30BaTb MNporpammy
Tftpd32), B KauecTBe agpeca yaanéHHoro xocTa yKkaxkute 192.168.1.6, a a4na nepegayn sbibepute
daiin linux.bin U3 pacnakoBaHHOro apx1Ba NporpammHoro obecneyeHus.

e 3anycTMTe KOMaHAy OTNpaBku ¢aina Ha yaaneHHbl XxocT (KomaHga Put). JoskeH 3anycTUTbCS
npouecc nepeaaun dpaiina Ha ycrpoiicteo TAU-IM.IP.

e Ecnu npouecc nepegaun danna Hayancs — AOMKAMTECb ero OKOHYaHusA, nocne yero TAU-IM.IP
npounsseaeT 3anucb NPOrpaMmMHoOro obecneyeHus B NamaATb M aBTOMATUYECKM BbIMOJHUT 3anycK
cucTembl. Bpema 3anmncu coctaBasieT okoao 5 muHyT. O6 ycnewHoM BOCCTaHOB/IEHUW YCTPOMCTBA
CBUOETENbCTBYET OPAHIKEBbIN UK 3e/1eHbll LBeT MHAMKATopa «Power». Mpu 3Tom Ha ycTpolicTee
coxpaHseTca KoHdurypaums, Kotopasa b6bina o cboda. EcnvM noaKnounTbcs K YCTPOMCTBY He
ypaéTtca — npousBeaunTe cbOpoc 40 3aBOACKMX HAaCTPOEK.

e Ecnu npouecc nepepaun ¢aina He Hadanca, ybeamtecb B KOPPEKTHOCTM CETEBbIX HACTPOEK
KOMMbtoTepa 1 nonpobyiite ewe pa3. B cnyyae Heyaayu yCTPOMCTBO HeOBXOAMMO OTNPaBUTL B
PEMOHT 60 BbIMOAHUTbL BOCCTAHOBAEHME, NOAKNHUYMBLIUCH K ycTpoiicTBy no COM-nopTy yepes
cneuyanbHbI agantep (Npu ero Haanumm).
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NPUNOMXEHUE A. PACYET A/INHbI TENE®OHHOW NMHUU

Tabnanua 6 — 3aBUCUMOCTb 3/IEKTPMUYECKOrO COMPOTUBAEHMUA 1 KM Lieneli abOHEHTCKUX KabenbHbIX ANHUIA
NOCTOSTHHOMY TOKY Npu TemnepaType oKkpyrKatowei cpeabl 20°C oT npumeHAemMoro Kabens.

Mapka Kabena gna AJIFTC AvameTp AneKTpUUyecKoe AnvHa anHum AnvHa
}UAbl, MM conpoTusBieHue (apyrme TA), Km | auHum (TA
1 Km uenu, Om, Pycb), Km
He 6onee
TAN, TNNsn, TAN3, TNN3n3, 0,32 458,0 3,537 1,528
TNNB, TAN snb, TAN3B6, 0,40 296,0 5,473 2,365
TANGr, TNNanblr, TNMB6LLUR, 0,50 192,0 8,438 3,646
TANsnB6LWnN, TNN366LLURN, 0,64 116,0 13,966 6,034
TNN3snb6LWn, TAMT 0,70 96,0 16,875 7,292
TNB, TN36l 0,32 458,0 3,537 1,528
0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
Tr, T6, TBI, TK 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
TCrlWn, TALR 0,50 192,0 8,438 3,646
0,70 96,0 16,875 7,292
TCB 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
KCn3n 0,64 116,0 13,966 6,034
KCnn, KCN3m, KCMne, 0,90 56,8
KCN3ne, KCnnr, KCN3Mr,
KCN3nkK 28,521 12,324
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MPUNOXKEHUE b. 3ANMYCK NMPOU3BOJIbHOIO CKPUMTA NMPU CTAPTE CUCTEMDbI

MNeproamyeckm BO3HUKAET HEOBXOAMMOCTb NPU CTapTe YCTPOMCTBA BbIMNOAHATL ONpeaenéHHble 4eUCTBUS,
KOTOpble HEeNb3A OCYLECTBUTb 3aJaHMEM onpeneneHHbIX HacTpoek yepes dain KoHourypaumn. [na storo
cnyyan B ycTpoiictee TAU-IM.IP npeaoycMoOTpeHa BO3MOMKHOCTb Yepe3 KOHPUIypaumoHHbIn ¢aiin HacTpouTb
3aMyCK MPOM3BO/IBHOFO CKPUMTA, B KOTOPbI MOMHO MOMECTUTb /0Oy Kenaemyr nociesoBaTeslbHOCTb

KOMaHZ,

[nAa 3anycka Nnpou3BOJIbHOro CKpuUnTa B dpaiine KoHPUrypauum cosgaHa ceKLmMa HacTPOEK:

UserScript:
Enable: "0"
URL: ""

Onuma «Enable» paspeluaeT (ecnm 3HauyeHue 1) uau 3anpellaet (ecam 3HadeHue 0) 3anycK CKpUNTa, NyTb K
KOTOPOMY YKa3aH B napametpe URL.

3anycKkaemblil CKPUNT MOXET pacrnosiaraTbCA Kak Ha yAanéHHOM cepBepe, Tak U Ha camom ycTpoicTee. C
YOANEHHOro cepBepa CKPMNT MOXKET ObiTb 3arpyKeH nocpeactsom npotokonos HTTP uau TFTP. PaccmoTpum
npumepsbl dpanna KoOHOUrypaLmm Ana 3anycka Nosib30BaTe/IbCKOrO CKPUMTA C Pa3HbIX UCTOYHMKOB.

1 3anyck c HTTP-cepsepa

Ons 3anycka ckpunta c HTTP-cepBepa Heobxoanmo B napameTtpe URL yKasaTb NosHbIM NyTb K daiiny
B popmaTe HTTP-URL:

URL: “http://192.168.0.250/user-script/script.sh”

B aTom cnyyae nocne ctapTta ycTtpoictBa ¢ain script.sh, xpaHAwmiica B Katanore user-script no
agpecy 192.168.0.250, aBTomaTuyecku 3arpysutca no npoTtokony HTTP ¢ yKasaHHoro cepsepa,
nocne yero 6yaeT NnponsBeaEH ero 3anyck.

2 3anyck c TFTP-cepsepa

[ns 3anycka ckpunTa ¢ TFTP-cepBepa Heobxoammo B napametpe URL yKkasaTb NOAHbIN NyTb K painy
B dopmaTte TFTP-URL:

URL: “tftp://192.168.0.250/user-script/script.sh”

B atom cnyyae nocne crapTta ycrporictea ¢aiin script.sh, xpaHawmiica B Katanore user-script no
aapecy 192.168.0.250, aBTomaTMyeCKu 3arpy3nTca no npotokony TFTP ¢ ykasaHHOro cepsepa, nocne
yero byaeT nponsseaEH ero 3anyck.

3 3anycK N0Ka/sbHOro CKpunTa

Beuay ocobeHHocTen ¢aiifioBOM CUCTEMBI JIOKANbHbLIA CKPUMT A0/KEH PAcnonaratbCA TOMbKO B
KaTanore /etc/config, Tak KaK TO/MIbKO COAEPKMMOE 3TOro KaTajora COXpaHaeTca nocne
nepesarpysku ycrtpoictea. CKpunT B KaTanore /etc/config moxHO co3gatb AM60 C NOMOLLbIO
penaktopa vi, iMbo 3arpysutb ero ¢ BHewHero TFTP-cepeepa (KomaHgoh tftp —gl user.sh <TFTP-
server address>). MNocne co3gaHuMa CcKpunTa emy HeOOXOAMMO HA3HAuYMTb MpaBa Ha 3anyck
KomaHgol chmod 777 /etc/config/user.sh.

B daine koHourypaumm URL ans 3anycka N0KaIbHOrO CKpUnTa uMeeT BUA:

URL: “File://etc/config/user.sh”

BaXKHO OTMETUTb, YTO NO/Ib30BATENbCKMIA CKPUNT A0/XEH HauMHATLCA ¢ AupeKTussbl #1/bin/sh.
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NPUNOMKEHWUE B. HACTPOMKA DHCP-K/IMEHTOB B MY/IbTUCEPBUCHOM PEXXUME

Ha ycrtpoiicteax TAU-1M.IP, HauuHaa c¢ Bepcum 1.14.1, nmeeTca BO3MOMKHOCTb HACcTpauBaTb OMUUM,
nonyyaemble DHCP-KnmMeHTaMm Ha pasHbix MHTepdencax.

Tonbko Internet + VolP Internet + VoIP + Managment
uHtepdeic Int
Option pbeit
ernet Internet VolP Internet VolP MNG
1 = Subnet Mask + + + ‘ + ‘ + +
3 = Router + + + ‘ + ‘ + +
6 = Domain Name
+ + + + + +
Server
12 = Host Name + + o 5 -
15 = Domain Name + + o - -
26 = Interface MTU + + + + + +
28 = Broadcast
+ + + + + +
Address
33 = Static Route + + + + + +
40 = Network
Information Service + + o o - +
Domain
41 = Network
Information Service + + o o - +
Servers
42 = Network Time
+ + o o o +
Protocol Servers
43 = Vendor-Specific
. + + = - - +
Information
66 = TFTP Server
+ + = - - +
Name
67 = Bootfile name + + = - - +
120 = SIP Servers + - + 5 + -
121 = Classless Static
+ + + + + +
Route
249 =
Private/Classless
. + + + + + +
Static Route
(Microsoft)

CornacHo npuseaeHHon Tabauue, onunu 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawwmeatbca DHCP- KnneHTamm
ONa Kaxporo cabuHtepdeica. COOTBETCTBEHHO, AaHHble onuuu 6yayT MHAMBMAYANbHO MNPUMEHEHbI ANA
Karkgoro cabuHTtepdeica. Onummn 12, 15, 40, 41, 42, 43, 66, 67, 120 moryT 3anpalliMBaTbCA M NPUMEHSTHCS
ToNbKO Ana ogHoro DHCP-KnAneHTa, Tak KaK OHM 0OLLECUCTEMHbIE, T.e HEe NPUBOAAT K HACTPOMKe CeTeBOro
nHTepdodelica.

KoHdurypaumio cnvcka 3anpaliMBaemMbiX OMUMA MOXHO M3MEHATb, U XPAHWUTCA OHA, KaK W BCE OCTasbHble
HaCTPOMKK, B KOHPUrypaumoHHom daine: fetc/config/cfg.yaml. Mo ymonuaHunio cnmvckn onumin He NponucaHbl
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(8 KOHUrypaumm — cnepgytowan 3anucb: DHCPOptionList:
NPUMEHAIOTCA COrNAacHoO NpuBeaEHHON Bbile Tabauue.

), 3TO 3HaAuuUT, YTO OMNUMK 3anpalinBaloOTCA U

Cnocobbl peaakTMPOBaHUA KOHOUrypauum
l. C nomoLblo pegakTopa vi

1. Cnucok onuumii ans wuHtepdenca Internet 3agaétca B napamertpe DHCPOptionLlist cekunm
Internet=>Network.

2. Cnucok onuuit pgna uHTepdeitca VolP 3agmaétca B napametpe DHCPOptionList cekuuu
Voip=>Network.

3. Cnucok onuuit ana uHtepdeiica Management 3agaétca B napameTrpe DHCPOptionList cekuum
System=>ManagementVLAN.

Mocne peaakTMPOBaHMUA M COXPaHEHUA B peAaKTope Vi He06X0ANMO BbINOHUTL CNeAyoLmMe KOMaHabl:

1. reloadcfg - npumeHAaem n3MeHeHHY0 KOHOUIypaLmio B paboTy, pe3ybTaT BbINOJIHEHMA KOMaHAb!
JomKeH 6biTb "Configuration accepted"”;
2. save - COXpaHAEeM U3MEHEHHY KOHbUrypauua B SHeProHe3aBUCMMYO NaMATb.

KomaHAay save MOXXHO BbINOJIHATb TOMbKO B C/Ay4ae YCNELWHOro BbINOJIHEHUA NpeAblAyLen
KomaHabl. Echu npu BbinonHeHun KomaHpabl reloadcfg pesynbtat 6bin "Configuration not
accepted", save BbINONHATbL 3anpeLLeHo.

.‘

1. C nomoLublo KoMmaHAb! setconf

[aHHbIN meTog, — peKkomeHayembln. TakKe oH M3baBnsieT OT Heob6Xo4MMOCTM BbINOHEHMA KOMaHg, reloadcfg
save. getconf (BbIBECTM Ha 3KpaH TeKyLlyto KoHdurypauumto) u setconf (yctTaHOBUTb 3HaYeHMe nNapameTpa).

MNpumep 1. Heobxoammo nonyunts 3HayeHne DHCPOptionList:
ana nHtepdeica Internet

getconf Internet.Network | grep DHCPOptionlList

ans nutepdeliica VolP

getconf Voip.Network | grep DHCPOptionList

AnAa nHtepdenca Management

getconf System.ManagementVLAN | grep DHCPOptionList

MNpumep 2. Heobx04MMO Ha3HaYMUTb HEKOTOPbIN CMMCOK ONLUIA:
Ana nHtepdenca Internet

setconf Internet.Network DHCPOptionlList "3,6,26,28,33,121,249,12"

Ans nHtepoeiica VolP (HasHayaem CNMCOK ONuMii N0 YMONYaHUIO)

setconf Voip.Network DHCPOptionList ""

ana nHtepdeinca Management

setconf System.ManagementVLAN DHCPOptionlList "3,6,26,28,33,42,43,66,67,121,249"
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1l. KoHdurypuposaHue Ha nepcoHasibHOM KOMNbioTepe

MpeaBapuTenbHO CKauMBaeTca KOHPUrypaumsa c yctpoicrtea Ha MK (yepes Web-nHtepdelic), Aanee ¢ NOMOLLbIO
Moboro TEKCTOBOro penakTopa MEHSITCA 3HAYeHWs, COXPAHAIOTCS W3MEeHeHWs. 3aBeplualowMm 3STarnom
ABNAETCA 3arpy3Ka MU3MEHEHHOM KOHPUIYpaLLMK B YCTPOMCTBO.

' Ucnonb3oBaHue AaHHOro MeToga He peKkomeHayeTcsa!
[ J

MNpasuna pepgaktuposaHna DHCPOptionlList

1 BanunpgHble 3HaveHus: 3,6,12,15,26,28,33,40,41,42,43,66,67,120,121,249;

2 Onuuun B napameTtpe DHCPOptionList yKasbiBatoTcs Yepes 3anaTyto U 6e3 npobenos mexay onuuamm,
npumep DHCPOptionlList: "3,6,12,15,26,120,121";

3 MNopsgok cnegosanHus onumii B DHCPOptionList HeBaxkeH;

4 Kaxpgas w3 onumin 12, 15, 40, 41, 42, 43, 66, 67, 120 moxeT 6bITb 3anpoLieHa U NPUMEHEHbI TO/IbKO C
OfHOro nHTepodeiica;

5 Onuun 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawwusatbca DHCP-kaMeHTamn ana Kaxkporo
cybuHTepdodeiica;

6 Onuun 66 N 67 AOMKHbBI ObITb YKa3aHbl HA OAHOM M TOM e UHTepdelce;

7 Ecnn B DHCPOptionlList HMYero He ykasaHo, TO Torga CNUCOK 3anpaliMBaEMbIX ONUMIA — MO YMOYAHUIO
(c yueTom nyHKTa 8);

8 Ecnn B DHCPOptionlList ykasaHbl onuuu (M3 nyHKTa 4), KOTOpble MO YMOAYaHWUIO 3anpalinBaroTca C
apyroro nHtepdelica (Ha kotopom DHCPOptionList He 3anonHeH), To Torga onuuu 6yayT 3anpalmMBaTbCs
C nepsoro nHTepdeiica, a Ha BTOPOM — AaHHble ONuUM ByayT UCKAOYEHbI U3 CMIMCKA MO YMOYaHUIO *;

9 Ecnm ana mHtepodeica B DHCPOptionList ykasaH cnucok onuuii, To ByayT 3anpalumMBaTbCA TOJIbKO 3TU
onuuu;

10 Onumio 1 8 DHCPOptionList Henb3a yKasbiBaTb, OHAa 3aNpPalIMBAETCA M NPUMEHAETCA BCerga M co Bcex
NHTepdelcoB He3aBMCMMO OT MPOYUX HACTPOEK.

Ecnn Kakoi-1Mbo M3 NYHKTOB HapylleH, TO Npu NpumMeHeHUn KoHdurypauum byaet BbiBeAeHO cooblieHue
"Configuration not accepted". OwmMBKy B KOHPUrypaLMM MOMKHO y3HaTb, eC/iM BKAOYUTbL lorn configd, Toraa npu
NpUMeHeHNN KoHPUrypaumm 6yaeT noapobHO yKasaHa NpuYmnHa, NO KOTOPOWN KOHPUrypaLmUa He NpUMEHEHa.

* Mpumep K NyHKTY 8:

donyctnm, ana nHtepodeliica internet ykasaH cnegyrowmii CNMCOK onuumin:
Internet.Network.DHCPOptionlList: "3,6,26,28,33,121,249,12"

A ana nHtepdeirica management HU4Yero He ykasaHo: System.ManagementVLAN.DHCPOptionList:

Torga, COrnacHO  NYHKTY 7, AomkeH  ObiTb  3anpoweH  CAMCOK  ONuUuMA  NOo  YMOJMaHWIO
3,6,12,15,26,28,33,40,41,42,43,66,67,121,249, HO TaK KaK onuua 12 yKasaHa ABHO Ha WHTepdeice Internet, To
M3 3TOro CNMCcKa OHa byaeT UcKoYeHa.

B uTore cnmckun byayT BbIrnaaeTb cneayowmm obpasom:
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3HayeHue napametpa: Internet.Network.DHCPOptionlList: "3,6,26,28,33,121,249,12"
3anpalwmBaemslii cnmucok onuuii: 1,3,6,26,28,33,121,249,12
3HayeHue napameTpa: System.ManagementVLAN.DHCPOptionList: ""
3anpalwmBaemslii cnmucok onumit: 1,3,6,15,26,28,33,40,41,42,43,66,67,121,249

V MNocne pepaktupoBaHua DHCPOptionList pekomeHayetrca nepesarpy3ka YCTpoOKCTBa.

nepesarpysku KoppekTHaa paboTa ycTpoiicTBa He rapaHTUpyeTCA.

Do
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TEXHUYECKAA NOAAEPKKA

Ona nonyvyeHma TEXHUYECKOM KOHCYNbTauMM Mo BOMpocam 3KchnayaTaumm obopygosaHma 000
«Mpegnpuatme «/ITEKC» Bbl moxkeTe 06paTnTbca B CEPBUCHDBIN LLEHTP KOMMNAHUW:

Poccuiickaa ®Pepepauma ,630020, r. Hosocnbupck, ya. OkpyxHas, gom 29B.

E-mail: techsupp@eltex.nsk.ru

Ha oduuymanbHom calite KomnaHuMM Bbl MOXKETe HAWTU TEXHUYECKYH [AOKYMEHTALMI0 W MNporpammHoe
obecrneueHne ana npoaykuum 00O «lMpeanpuatne «3/ITEKC», obpatutbca K B 6a3e 3HaHWIA, OCTaBUTb
WMHTEPAKTUBHYIO 3afBKY WM MPOKOHCY/IbTUPOBATLCA Y MHMKeHepoB CepBMCHOrO LEHTPa Ha TEeXHUYECKOM

dopyme:

OdurumanbHbIA calnT KomnaHuu: http://eltex-co.ru/
TexHuyeckuit popym: http://forum.eltex-co.ru/

basa 3HaHwuit: http://kcs.eltex.nsk.ru/

LleHTp 3arpy3ok: http://eltex-co.ru/support/downloads/

AboHeHmckul wno3 TAU-IM.IP 135



