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2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

[ns BO3MOXHOCTK npegocTasneHuns VolP-ycnyr aboHeHTam ceTun paspaboTtaHsbl IP-TenedoHbl cepun VP.
YcTpolicTBa OPUEHTUPOBaHbI Ha AOMALLHMX Nofb3oBarteneli n HebosbLume ouUcChI.

B HacTosLEeM pyKkoBOACTBE MO 3KCnyaTaunmn N3noXxeHbl Ha3HayeHne, OCHOBHbIE TEXHUYECKME

XapakTepucTrKK, Npasuia KOHPUrypupoBaHus, MOHUTOPUHTA U CMEHbI MporpaMMHOro obecrneveHus |P-
TenedgoHoB cepun VP.



2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

1 Onucanue VP-12, VP-12P

* HasHaueHue

+ CTpyKTypa v NnpuHumMn paboTbl

+ XapakTepuUcTUKM yCcTponcTBa

* KOHCTPYKTVBHOE MCMNOIHEHNE
+ BepxHsasa naHesnb ycTpoiicTea. Hankaumsa
+ 3ajHssi NnaHeNb YCTPOIiCcTBa

* NHankauma cocToAHNA Ha gucnnee

* KomnnekT nocrasku

1.1 HazHauyeHune

VP-12(P) — IP-TenedhoH, npeAHa3HauYeHHbI 415 NpefoCcTaBIeHNS TO/IOCOBbIX YCAYT U NOAK/THYEHNS
nepcoHasIbHOTO KoMMbloTepa B IP-ceTb N0 ogHOMY Kabesto. YCTpoicTBO o61agaeT nepefoBbiM
hyHKUMOHANOM, UMeeT NnoafepxKy TexHonorun PoE, BbICOKOe KavyeCcTBO 1 YHUBEPCa/IbHbI An3aiiH.

VP-12(P) nogoiaet ans opraHusauumii ¢ BbICOKMMY TPe6OBaHUSIMUN K KauecTBy nepeaaBaeMoii rofiocoBoi
NHpopMaLmK, HAAEXHOCTU 1 YA06CTBY NCMO/b30BaHNS.

Huxe n3obpaxeHa cxema sk/ao4eHuUs1 ycmpolicmsa VP-12(P):

Cxema skntodeHus1 VP-12(P)



2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

1.2 CTpyKkTypa v NpuHUmMn paboTsbl

IP-tenedpoH VP-12(P) cocTouT U3 crieaytoLlmx nogcmcTeM:

* KOHTpPOJI/Iep, B COCTaB KOTOPOro BXOAMUT:

* BbICOKOVHTErPMpPOBaHHasi cucTema Ha kpuctanne (System-on-a-Chip — SoC) Realtek RTL8972C,
BK/IlOYaKoLLasn B cebs1 npoueccop, 100 MmerabuTHbI KOMMYTaTop CO BCTPOEHHbIMK PHY,
annapartHoe yckopeHue Tpadunka L2/L3/L4;

« flash-namsatb — 16MB;

+ oneparmBHas namaTb SDRAM — 128MB;

* kozek (ADC/DAC);
* XKMAKOKpUCTaNIMYecKknii gucnneii ¢ paspeweHnem 128x64 nukcene;
*+ 3BYKOBOW kofek Realtek ALC5621 nnn Realtek ALC5633Q;

® B 3aBMCMMOCTM OT BEPCUM annapaTHoro obecneueHns: ansa Bepcuii Hke 2.0 — kogek Realtek
ALC5621; ans Bepcuin 2.0 n Bbiwe — kogek Realtek ALC5633Q.

* MOSIHOLEHHAs UMhpoBas knaBuatypa ¢ JONOMHUTENbHLIMU (OYHKLMOHA/IbHBIMMW KNaBuLamu,;
1 nopt LAN: RJ-45 10/100BASE-T;

1 nopt PC: RJ-45 10/100BASE-T;

1 nopt Handset: RJ-9 (4P4C) ans noakoueHns Tpyoky;

1 nopt Headset: 3.5 mm jack nnu RJ-9 (4P4C) ansi nogxntoueHust Tpy6ku;

(® B 3aBMCMMOCTY OT BEpCcUM annapaTHoro obecneveHus: ans sepcuii Hke 2.0 — pasbem 3.5 mm
jack, ons Bepcwii 2.0 n Bbiwe — RJ-9 (4PAC).

CTpyKTypHasi cxema ycTpoiicTBa NpuBeAeHa Ha PUCYHKE HUXKE.

RJ45 R145

RoHTpoAnep Ethernet

switch
Aucnaeii
mazm

it Weons 23

Knapwarypa

YCTpOIACcTBO paboTaeT nog ynpaBneHnem onepaymoHHon cuctemsbl Linux. OCHOBHbIE (DYHKLMKN yNpaBieHUst
cocpeaoToyeHbl B npoueccope Realtek, koTopbliii ocywiecTBnseT mapwpyTtu3aumto IP-naketoB, obecneunsaeT
pa6oty IP-tenecoHun.



1.3 XapakTtepucTukn ycTponcraea

OGwWwume napameTpbl

MutaHue

MoTpebnsiemasi MOWHOCTb B paboyeM pexvme

Pa6ounii grnanasoH Temnepartyp

OTHOCUTENbHAA BIXKHOCTL Npu TemnepaType

25°C
raGaputbl (LLUXBXI)
Macca

[JocTynHble nHTepdelichl

MapameTpbl LAN- nHTepdpeiica Ethernet

KonnuecTtso nopToB
DNEeKTPUYECKNI pa3bem

CkopocTb nepegaun

Mognepxka ctTaH4apTOB

MapameTpbl PC- uHTepdpeiica Ethernet

KonunyecTtso noptos
DNeKTPUYECKUNA pasbem

CkopocTb nepegaun

Mognepxka ctTaH4apTOB

2.5.0 PykoBOACTBO No akcnayartauum IP-tenetoHoB cepun VP

+ afantep nutaHusa 220 B AC/5BDC, 2 A
+ nuTtaHue no Ethernet-kabento PoE IEEE 802.3af (Tonbko ans
VP-12P)

He 6onee 3,5 BT (MakcMmasibHbIii noTpebnsiemslii Tok 0,7 A)
oT +5 go +40°C
0o 80%

223x89,5x178 mm
He 6onee 0,52 kr

+ LAN: 1 nopt Ethernet RJ-45 10/100BASE-T
+ PC: 1 nopt Ethernet RJ-45 10/100BASE-T
+ Handset: 1 pazbem RJ-9 (4P4C) anst noakntoUeHns Tpyokn

+ Headset: 1 pasbem N5 NOAK/THOYEHNS TAPHUTYPbI

1
RJ-45

+ 10, Méut/c
+ 100, M6ut/C
+ aBTOONpeaeneHve

BASE-T

1
RJ-45

+ 10 M6éut/c
+ 100 M6éut/c
+ aBTOONpeaeneHve

BASE-T



2.5.0 PykoBOACTBO No akcnayartauum IP-tenetoHoB cepun VP

OCHOBHbIE (hyHKUUOHa/IbHbIE BO3MOXHOCMU ycmpolicmsa

CDyH KUUOHaJ/IbHble BO3MOXHOCTU VolP

MoaaepxXnmBaemble NPOTOKO/ bl

Konunyectso aKKayHTOB

KntoueBble 0CO6EHHOCTY

Pabota 3a NAT

ObecneveHne 6e30MacHOCTH

lonocosble hyHKLNN

O6HapyXeHue 1 reHeprpoBaHMe CUTHa/I0B
DTMF

Koaekn

SIP

2 SIP-akkayHTa C HE3aBMCUMOIA HACTPOIAKON

Moaaepxka Ao 4-x pesepBHbIX SIP-cepBepoB

M6kniAi NnaH HyMepauun

PaboTa 6e3 SIP-cepsepa

OTOoGpaxeHe HOMepa 1 MeHU Bbi3biBatoLLero a6oHeHTa (CallerID)
OTkntoueHne mukpodpoHa (Mute)

MoBTOpHbLIN HaGop Homepa (Redial)

VHavBuayanbHas HacTpolika pUHITOHOB Ha akkayHTax C
BO3MOXHOCTbI0 3arpy3kn COGCTBEHHbIX PUHTTOHOB

WcTopus BbizoBos (Call History)

NokanbHas TenedoHHas kHura Ha 200 Homepos (Local Phonebook)
TenechoHHas kHura LDAP (LDAP Remote Phonebook)

MoaaepXka pexuma rpoMKoii CBA3N

Pa6ota 3a NAT

Mepeaaya n Npuem KOpOoTKUX TEKCTOBLIX cooblueHuii (SIP MESSAGE)
MpOCMOTP CHETYMKOB rOSI0COBOW NOYTHI

BusyanbHoe yBefloM/IeHIE O NOyYEHNI HOBOTO F010COBOTO
coobLeHnst (MWI)

YpaneHHasn TenecdoHHas kHura (Remote Phonebook)
NAT keepalive

STUN mode
Public IP

« SIP over TLS
+ SRTP

axonogasneHue (AES)
[LetekTop akTuBHOCTU peun (VAD)
O6HapyXeHue 1 reHepmpoBaHme curHanos DTMF

Inband
RFC2833
SIP INFO

G.729
G.711a
G.711u
G.723.1
G.726-24
G.726-32



®yHkumn ABO

2.5.0 PykoBOACTBO No akcnayartauum IP-tenetoHoB cepun VP

+ YpaepxaHue BbizoBa — Call Hold

+ lMepepaya BbI3oBa — Call Transfer

+ YBegom/ieHne o NOCTyn/ieHn1 HoBoro BbidoBa — Call Waiting;
+ Mepeagpecauyus no 3aHAToctTn — Call Forward on Busy

*+ Mepeagpecauusa no HeoteeTy — Call Forward on No response
+ BesycnoBHasa nepeagpecauuns — Call Forward Unconditional

+ He 6ecnokonts — DND

+ CoBeplieHne aHOHNMHbIX Bbl3oBOB — CLIR

+ lopsvasa/Tennasn nuHus — Hotline/Warmline

+ TpexcTopoHHAS KoHepeHuus — 3 Way-conference

+ OcTaHoBKa Habopa Mo HaxaTuio #
+ Tpuem MHTEPKOM-BbI30Ba
+ ABTOMAaTUYECKWI1 OTBET Ha BbI30B

CeTteBble (DYHKUNOHa/IbHbIE BO3MOXXHOCTH

KntoueBble 0COGEHHOCTHU

[poToKO/bI

Mopnepxka PPPoE

Moppaepxka DHCP onuwii

Moanaep)ka MeEXaHN3MOB KadyecTsa
o6cnyxmeaHus QoS

Moppepxka DNS

+ B03MOXHOCTb pasgeneHus voip, managment u pc-data Tpadomka no
pasHbIM vian

- Static IP
- DHCP

- PPPOE
* NolIP

+ PAP, SPAP 1 CHAP aBTOpu3auus
+ PPPoE komnpeccus

1 - Subnet Mask

3 - Router

6 - Domain Name Server

12 - Host Name

15 - Domain Name

26 - Interface MTU

28 - Broadcast Address

33 - Static Route

42 - Network Time Protocol Servers
43 - Vendor-Specific Information

66 - TFTP ServerName

67 - Bootfile name

120 - SIP Servers

121 - Classless Static Route

249 - Private/Classless Static Route(Microsoft)

« |P DSCP header
802.1P

+ CTtaruyeckn HacTpoeHHble agpeca DNS-cepeepoB
+ [IMHamunyeckoe nonyyeHune agpecos DNS-cepsepos no DHCP



Mopnoepxka NTP

OrpaHnyeHne CeTeBoro focTyna

MapLpyTtusauns

CeTeBoe 06HapyxXeHune

YHpaBneume N MOHUTOPWUHT

KntoueBble 0CO6EHHOCTY

VHTepdeiichl

BbIBOA 0T/12404HOM UHCDOpMaLWK B

3arpy3ka/obHoBneHue MO u
KoHdomrypauum

2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

Cratnyeckoe ykasaHue agpeca NTP-cepsepa
JOnHamnyeckoe nonyvexHve agpeca NTP-cepsepa no DHCP

CeTeBoWi 3KpaH
®unstp MAC

+ Craruyeckas mapLipyTtusaums
* HasHaueHvie npaBwn mMaplpytusauum no DHCP (Option 33, 121, 249)

LLDP, LLDP MED

+ OrpaHuyeHue AocTyna rno ceTeBbIM UHTEPElicam
+ MbKas HacTpoiika focTyna K 3/leMeEHTaM MEHI0 Ha gucnsee

ycTpolicTBa

+ [Bysi3bl4HbIN MHTepeiic

Web-unHTtepdeiic

SSH

Telnet

TR-069

MeHto Ha ancnsee ycTponcTea

Syslog
Telnet
File

ABTOOGHOB/IEHNE MO pacnmcaHuio
Mepuroanyeckoe aBTOO6HOB/IEHNE
LleHTpanun3oBaHHoe 06HoBMeHMe Yepe3 ACS cepeep (TR-069)



2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

1.4 KOHCTPYKTMBHOE UCMNOJSIHEHNE

IP-TenedpoH VP-12(P) BbINOMHEH B N1ACTUKOBOM Kopnyce ¢ pasMepamu 223x89,5x178 mMm.

1.4.1 BepxHsa naHenb ycTpoiictea. MHankauus

BHewwHuii BuA BepxHeli naHenu yctpoiictea VP-12(P) npuBeaeH Ha pUCYHKE HUXE.

1234
NELTEX \
I )
CElEI=l (=)
@@
@& & g5
@
OO ® @
[ wow ) @
~J

L

Ha BepxHeli naHenu yctpoiictea VP-12(P) pacnofoXeHbl CnefytoLiye CBETOBbIE NHANKATOPbI:

AnemMeHT OnucaHue CocTosiHue CocTosiHue ycTpoiicTBa
nepepHeii MHauKaTopa
naHenu
1,2 L1,L2 VHauKaTopbl COCTOAHUSA He roput AKKayHT 3aperncTprpoBaH U HaxoauTCs B
nepBoii N BTOPOI NINHUN pexvmMe oXuaaHnsa BXoAALEero/CXoasLLero
BbI30Ba.
rOpuT 3e/1eHbIM AKKayHT aKTUBEH 1 Haxo4WUTCH B pexvme

pasroBopa wim Habopa Homepa.

MUraeT 3e/1eHbIM AKKayHT B npoLecce perucrpauum

(B pexume

oXnaaHus)

MUraeT 3e/1eHbIM BxofsiLLuii BbI3OB HA BTOPOIA IMHWW, OAWH
(Bo Bpewmsi nnn 6onee BbI30BOB Ha yAepXaHUu
pasroeopa)

MUraeT 3efieHbiM (B0 Bxoasuiwii BbI3oB
BPEMSI BXOAALLEro
BbI30BA)

10



AnemMeHT OnucaHue

nepegHeii

naHenu

3 MSG MHAmMKaTop Ha/Mumsa HOBbIX
CO0O6LLEeHWI

4 DND VHOuKaTop COCTOAHNA yCyru
DND

5 MUTE MHAnKaTop OTK/IHYEHHOIo
MUKpOodhoHa

1.4.2 3apHsas naHenb ycTponcTea

2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

CocTosiHue
MHOMKaTopa

ropuUT KpacCHbIM

FOPUT OPaHXeBbLIM

MUraeT KpaCHbIM

He ropuT

ropuUT KpacCHbIM

He ropuT

ropuUT KpacCHbIM

He ropuT

CocTosiHue ycTpoiicTBa

OwwubKa perucrpaumm

AKKayHT HaxoauTcsi B pexxume DND (He
6ecrnoKounTb)

EcTb HenpounTaHHbIe COO6LLI,EHI/IFI nnn
HOBbI€ r0/10COBLIE COO6LL|,eHI/IFI

OTCYTCTBYIOT HOBbIE COOBLLEHNS

Kak MMHUMYM Ha OOHOM akkayHTe
aKkTusmpoBaH pexvum DND

Pexxum DND He akTnBMpoBaH

AKTMBUPOBAH pPeXxum mute A1 TeKyLLEero
pasroBopa

Pexxum mute He akTnBnpoBaH

BHeluHwit Bug, 3aaHeli naHenn VP-12(P) 3aBUMCHT OT BepcuM annapatHoro obecnedyeHns. BHelWwHnid Bug, ons Bepcuii
Hke 2.0 npuBeaeH Ha pucyHke A, ons Bepcun 2.0 1 Bbille — Ha pUcyHke b.

20

—r

6

7

PucyHok A — BHelwHwuii Bug 3agHeit naHenn VP-12(P) ansa Bepcuii annapatHoro obecnedeHus Huxe 2.0

11
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2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

9

(h 0

-

®
o4

R — —

6 7 8 9

PucyHok b — BHelwHuii BUg, 3agHeli naHeny VP-12(P) ans Bepcwii annapatHoro o6ecneyenus 2.0 1 Bbille

OneMeHT 3agHeii naHenun

6

Headset

DC

PC

LAN

OnucaHue

pasbeM A/18 NOAKMOUEHNS TAPHUTYPbI:

+ A9 BEpPCUiA annapatHoro obecneveHnst HWxke 2.0 — pasbem 3.5 Mm

+ ans Bepcum 2.0 1 Bbile — pazbem RJ-9 (4P4C)
pasbeM An4 NoAKNIYeHns agantepa nutaHus, SV 2A
nopt 10/100BASE-T Ethernet (pazbem RJ-45) ana nogkniouexns MK

nopT 10/T00BASE-T Ethernet (pazbem RJ-45) ansi noaknoueHus K ToKasibHOWM cetu

12



2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

1.5 NHAnKauma cocTosaHNA Ha aucnnee
1 2

MHOukayusi cocmosiHuUsl Ha oucrisiee

No OnucaHue

1 ViHanKaTop 3BYKOBOro UHTepdeica:

i — 1eneoHHan TpybKa NoaHATa;

= ]
" O I 6 .
TenedoHHaa Tpy6Ka NosoxeHa;
lil:!! ]
m;{l 1 .
— CNNKephoH aKTUBMPOBAH;
i
~* — nopxniouera rapHuTypa.
2 VIM#A TeKyLLero akkayHTa, a npu ero oTcyTCTBUN — TenedOHHbIR HoMep
3 Tekywiasa gata n Bpems
4 [LelicTBusS, BbINOSTHAEMbIE MPU HAXaTUW COQIT-KNaBMLL

1.6 KoMnaekT nocTaBKu

B 6a30Bblii KOMMNEKT NOCTaBKM ycTpoiicTBa cepumn VP-12(P) BXxogsT:

* IP-TenedhoH VP-12(P);

+ TenehoHHas TpybKa 1 kabenb ANa NOAKAYEHUS TPYOKK;
- Apantep nuTaHus 220/5B 2A (Tonbko ans VP-12);

+ Kabenb RJ-45;

* WHchopmauusi o ToBape 1 rapaHTuu.

@ Mo 3anpocy B KOMMEKT NOCTaBKY MOXET GbiTb f06aBNeHa rapHUTypa

13



2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

2 OnucaHwue VP-15, VP-15P

* HasHaueHue

+ CTpyKTypa 1 NnpuHumn padoTsl

+ XapakTepucTuKKN YyCTpoiicTBa

* KOHCTPYKTMBHOE MUCMNOJIHEHNE
+ BepxHsasa naHenb ycTpoincTea. MiHankaums
+ 3ajHssi NnaHeNb YCTPOIiCcTBa

* IHAnKaumusa coCTOAHNA Ha gucnnee

* KOMMNIEKT nNocTaBKK

2.1 Ha3HaueHune

VP-15(P) — IP-TenecboHbl, NpegHasHaueHHble 4718 NPef0CTaB/IEHUSI TOI0COBbLIX YCNYT U NOAK/IYEHUS
nepcoHasIbHOro KomneloTepa B IP-ceTb No ogHOMY Kabesno. YCTponcTBo 06r1agaet nepefosbim
hyHKUMOHANOM, UMeeT NnoafepxKy TexHonorun PoE, BbICOKOe KavyeCcTBO 1 YHUBEPCa/IbHbI An3aiiH.

VP-15(P) nogoiaet ans opraHusauumii ¢ BbICOKMMY TPe6OBaHUSIMUN K KauecTBy nepeaaBaeMoii rofiocoBoi
NHpopMaLmMK, HAAEXHOCTM 1 YA06CTBY UCMO/Ib30BaHNS.

2.2 CTpyKkTypa 1 npuHumn pabotsbl

IP-tenedoH VP-15(P) cocToMT 13 Creayrowmux noacucTem:

* KOHTPO//IEP, B COCTaB KOTOPOrO BXOAWT:
* BbICOKOVMHTErpUpoBaHHas cuctema Ha kpuctasne (System-on-a-Chip — SoC) Realtek RTL8972C,
BK/IHOYaKLLas B cebs npoueccop, 100-merabuTHbIli KOMMYTaTOp CO BCTPOEHHbIMK PHY,
annaparHoe yckopeHue Tpadnka L2/L.3/L4;
« flash-namate — 16MB;
+ oneparmBHas namaTe SDRAM — 128MB;
+ kogek (ADC/DAC);
* XUOKOKPUCTAUT/IMYECKUIA Ancnnen ¢ paspelweHnem 128x64 nukcenei;
*+ 3BYKOBOW kogek Realtek ALC5633Q;
* MOJIHOLEHHAas UndgpoBas knasmnatypa ¢ AONOSHUTENbHLIMW (DYHKLMOHAIbHLIMUW KaBULLamu;
+ 1 nopt LAN: RJ-45 10/100BASE-T;
+ 1 nopt PC: RJ-45 10/100BASE-T;
1 nopt Handset: RJ-9 (4P4C) gnsi noakntoueHust TpyGKu;
+ 1 nopt Headset: RJ-9 (4P4C) ans nofk/oueHnsi rapHUTYpbI.
CTpyKTypHast cxema yCcTpoiicTBa NpuBEAEHA Ha PUCYHKE HUXE.
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2.5.0 PykoBOACTBO No akcnayartauum IP-tenetoHoB cepun VP
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YCTpoiicTBO paGoTaeT nof ynpas/eHnem onepawLyoHHoli cuctembl Linux. OCHOBHbIE (OYHKLMM yNpaBieHus
cocpeaoToUeHsl B npoLieccope Realtek, KoTopbiil ocyLlecTBAsieT MapLipyTusauuio |IP-naketos, o6ecneuvBaet

pa6oty IP-tenecoHun.

2.3 XapakTepucTukuM yCTporcTBa

Oo6LwWwwme napameTpbl

MutaHue

MoTpebnsiemas MOLLHOCTb B
pabouem pexvve

Pa6ounii aranasoH Temnepartyp

OTHOCUTENbHAsA BNAXHOCTb NP
Temnepartype 25°C

Fa6apuTbl (LUXBXI)
Macca

JocTyrnHble uHTepdelicsl

+ agantep nutaHua 220 B AC/5BDC, 2 A
* nuTaHue no Ethernet-ka6ento PoE IEEE 802.3af (Tonbko gns VP-15P)

He 6onee 4 BT (MakcumanbHblii noTpe6nsemMblii Tok 0,8 A)

oT +5 go +40°C
00 80%

205x86x210 mm
He 6onee 0,80 kr

* LAN: 1 nopt Ethernet RJ-45 10/100BASE-T
+ PC: 1 nopt Ethernet RJ-45 10/100BASE-T
+ Handset: 1 pasbem RJ-9 (4P4C) onsi nogkitoueHust Tpy6ku

+ Headset: 1 pasbem RJ-9 (4P4C) o5t NOAKIHOUEHUS FapHUTYPBI
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MapawmeTtpbl LAN-uHTepdeiica Ethernet

KonnuectBo noprtos 1
DNeKTpuyeckuii pasbem RJ-45
CkopocTb nepegaun + 10, M6ut/c

+ 100, M6ut/C
+ aBTOOMNpegeneHe

Moanepxka cTaH4apToB BASE-T

MapameTtpbl PC-uHTepdeiica Ethernet

Konnuectso noprtos 1
DNeKTpuyeckuii pasbem RJ-45
CkopocTb nepegayn + 10 M6ut/c

+ 100 M6uT/c
+ aBTooOnpeaeneHne

Moanepxka ctTaH4apTOB BASE-T

OcCHoBHble Cl)yHKL{UOHaﬂbeIe BO3MOXHOCMU ycmpoUcmsa

PYHKUNOHANNbHbIE BO3MOXHOCTU VolP

MopaepxvBaemMble NPOTOKO/IbI + SIP

KonnyectBo akkayHTOB 2

2.5.0 PykoBOACTBO No akcnayartauum IP-tenetoHoB cepun VP
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KntoueBble 0CO6EHHOCTH

Pabota 3a NAT

ObecneveHne 6e30MacHOCTH

lonocosble hyHKLNN

O6HapyXeHue 1 reHeprpoBaH1e CUTHasI0B
DTMF

Kopekn

2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

2 SIP-akkayHTa C HE3aBMCUMO HACTPOIAKON

Moanepxka fo 4-x pesepBHbIX SIP-cepeepoB

MMGKMIA NNaH Hymepauun

PaboTa 6e3 SIP-cepsepa

OT0o6paxeHe HoMepa 1 UMEHM Bbi3biBatoLLEro aboHeHTa
(CallerID)

OTkntoueHne mukpodhoHa (Mute)

MoBTOpHLI HaGop Homepa (Redial)

NHAMBMAYyabHas HacTpoiika PUHITOHOB Ha akKayHTax ¢
BO3MOXHOCTbIO 3arpy3ku COGCTBEHHbLIX PUHITOHOB
WcTopmsi BbizoBoB (Call History)

NokanbHas TenedoHHas kHura Ha 200 Homepos (Local
Phonebook)

TenecpoHHas kHura LDAP (LDAP Remote Phonebook)
MoaaepXka pexuma rpoMKoii CBA3N

Pa6ota 3a NAT

Mepepaya u NpMem KOpPOTKUX TEKCTOBLIX cooblLeHuii (SIP
MESSAGE)

MpOCMOTP CYETUMKOB rO/IOCOBOW MOYThI

BusyanbHoe yBefloM/IeHN e O Noy4YeHN HOBOTO r0/10COBOTO
coobLeHnst (MWI)

YpaneHHast TenedhoHHas kHura (Remote Phonebook)
OTo6paxeHune cTatyca Habntogaemoro a6oHeHTa (BLF)

NAT keepalive
STUN mode
Public IP

« SIP over TLS
« SRTP

axonogasneHue (AES)
[LeTtekTop akTuBHOCTY peun (VAD)
O6HapyXeHue 1 reHepupoBaHue curHanios DTMF

Inband
RFC2833
SIP INFO

G.729
G.711a
G.711u
G.723.1
G.726-24
G.726-32
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®yHkumn ABO

CeTteBble (DYHKUNOHa/IbHbIE BO3MOXXHOCTH

KntoueBble 0COBGEHHOCTU

[poToKO/bI

Mopnepxka PPPoE

Moppaepxka DHCP onuwii

Moanaep)ka MeEXaHN3MOB KadyecTsa
o6cnyxmeaHus QoS

Moppepxka DNS

2.5.0 PykoBOACTBO No akcnayartauum IP-tenetoHoB cepun VP

+ YnepxaHue Bbizosa — Call Hold

+ Mepepaya BbI3oBa — Call Transfer

+ YBegom/ieHVe o NOCTyN/IeHn HOBOro BbidoBa — Call Waiting;
+ Mepeagpecayus no 3aHAToctTn — Call Forward on Busy

+ NMepeagpecauus no HeotseTy — Call Forward on No response
+ BesycnoBHasn nepeagpecaums — Call Forward Unconditional

+ He 6ecnokontb — DND

+ CoBepLieHne aHOHUMHbIX Bbl3oBOB — CLIR

+ lopsyasa/Tennasn nuHus — Hotline/Warmline

+ TpexcTopoHHSAs KoHdepeHuus — 3 Way-conference

- OcTaHoBKa Ha6opa no Haxatuio #
+ ABTOMAaTUYECKMIi OTBET Ha BbI30B

+ Mepexsar BbI3oBa - Call Pickup

+ Bo3MOXHOCTb pasgeneHus voip, managment n pc-data Tpadhmka
no pasHbim vlan

 Static IP
- DHCP
- PPPOE
* NolP

+ PAP, SPAP 1 CHAP aBTOpu3auus
+ PPPoE komnpeccus

1 - Subnet Mask

3 - Router

6 - Domain Name Server

12 - Host Name

15 - Domain Name

26 - Interface MTU

28 - Broadcast Address

33 - Static Route

42 - Network Time Protocol Servers
43 - Vendor-Specific Information

66 - TFTP ServerName

67 - Bootfile name

120 - SIP Servers

121 - Classless Static Route

249 - Private/Classless Static Route(Microsoft)

« |P DSCP header
- 802.1P

+ Cratnyeckn HacTpoeHHble agpeca DNS-cepeepoB
+ JmHamunyeckoe nosnyyeHune agpecos DNS-cepsepos no DHCP

18



Mopnoepxka NTP

OrpaHnyeHne CeTeBoro focTyna

MapLpyTtusauns

CeTeBoe 06HapyxXeHune

YHpaBneume N MOHUTOPWUHT

KntoueBble 0CO6EHHOCTY

VHTepdeiichl

BbIBOA 0T/12404HOM UHCDOpMaLWK B

3arpy3ka/obHosneHune MO 1 KoHurypaumm

2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

Crartnyeckoe ykasaHue agpeca NTP-cepsepa
OunHamunyeckoe nonyderue agpeca NTP-cepsepa no DHCP

CeTeBoil 3KpaH
®dunetp MAC

+ Crarudeckas mapLupyTtusaums
* HasHaueHwve npaBwui Mapwpytusauum no DHCP (Option 33, 121,

249)

LLDP, LLDP MED

+ OrpaHuyeHune [ocTyna no ceTeBbIM UHTEphelicam
+ MbKas HacTpoiika focTyna K 3a/leMeHTam MEHI0 Ha gucnee

ycTpoiicTea

+ [Bysi3blUHbIN MHTEpeiic

Web-uHtepdeiic

SSH

Telnet

TR-069

MeHto Ha aucnnee ycTponcTea

Syslog
Telnet
File

ABTOOGHOB/IEHNE MO pacnmMcaHuio
Mepuroanyeckoe aBTOO6HOB/IEHNE
LleHTpanunsoBaHHoe 06HoBMeHMe Yepe3 ACS cepeep (TR-069)
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2.5.0 PykoBOACTBO No akcnayartauum IP-tenetoHoB cepun VP

2.4 KOHCTPYKTMBHOE MUCNOJSIHEHNE

IP-TenedpoH VP-15(P) BbINOMHEH B NaCTUKOBOM kopnyce ¢ pasMepamu 205x86x210 mm.

2.4.1 BepxHss naHesnb yCcTponcTea. MHamkaums

BHewwHuii BuA BepxHeli naHenu yctpoiictea VP-15(P) npuBeaeH Ha pUCyHKe HUXE.

1

©@©——24
®——>s
@) 6

L

L AELTEX

Ha BepxHeli naHenu yctpoiictea VP-15(P) pacnonoxeHbl cneayrowme cBETOBblE UHANKATOPbI:

dnemeHT nepeaHeii naHenu  OnucaHue CocTosiHne CocTosiHne ycTpoiicTea
MHAMKaTopa
1 o o VHaukaTopsl 3aBUCUT OT KOH(UrypaLmm
o © NporpaMMm1pyeMbIX KIaBuLL
(=) o
2 @ CucTemHblii HAVKaTOP 3aBUCUT OT KOHAUrypaLmm
(D)
o
()
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AnemeHT nepeaHei NnaHenn

OonucaHue

NHavkaTop Ha/amums HOBbIX
coobLeHnin

ViHArKaTOp BK/HOYEHHOIA
rapHUTYpbI

VHgukaTop OTK/1I04EeHHOro
MUKpodhoHa

VHpukaTop rpomKoli cBsisu

2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

CocTosiHue
MHAUKaTopa

MwuraeT 3eneHbIM

He roput

[opuT 3eneHbImM

He roput

[opuT 3eneHbIM

He roput

[opuT 3eneHbIM

He roput

CocTosiHue ycTpoiicTBa

EcTb HeMpounTaHHbIe COOBLLEHNSA
WM HOBbIE FO10COBbIE
coobueHus

HeT HOBbIX COOOLLEHWI

AKTMBMpOBaHa rapHuTypa

FapHMUTYpa He aKkTMBMpOBaHa

AKTMBMPOBAH pexumM mute 415
TeKyLLEero pasroBopa

Pexxum mute He akTnBMpoBaH

AKTVBMpPOBaHa rpomMkas cBsisb

'POMKas cBA3b He aKTMBMpPOBaHa
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2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

2.4.2 3agHAaa naHesnb ycTporcTBa

BHeluHwi1 Bug, 3aaHeli naHenn VP-15(P) nprBeaeHa Ha pUCYHKE HUXeE.

AnemeHT 3agHei naHenu

10

11
12

DC

PC

Reset

LAN

MapHuTypa
Tpy6ka

==Y

®

i
i

7 8910 11 12

OnucaHue

pasbem A4 NoAKIIYEeHUs aganTtepa nutaHus, 5B 2A

nopT 10/100BASE-T Ethernet (pazbem RJ-45) ansi nogknoueHus MK
KHonka ansi nepesanycka ycTpoiicTaa

nopt 10/100BASE-T Ethernet (pasbem RJ-45) ans nogkoueHus K 10KasibHON CeTu

nopT RJ-9 A7 NOAKNOUEHNS FAPHUTYPbI

nopt RJ-9 ans nogkoueHns Tpyokm
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2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

2.5 VHoMKauusa coCToAHUA Ha gucniee
1 3

17Ty oH | Mero

WIHOukayus cocmosiHusi Ha oucrijiee

Ne OnucaHue

1 MHAavKaTop 3ByKOBOrO MHTEpdeiica:

 — tenethoHHan TpybKa NoaHATa,

i
il 6 :
TenedgoHHasi TPy6Ka NosIOKEHa;

al-
i cnvkepdoH aKTMBMPOBaH;

2 Tekywasa nara 1 Bpems

3 ViIMeHa BK/TlOYEHHbIX aKKayHTOB, a NPy OTCYTCTBUN UMEH — TefIECbOHHbIﬁ HOMeEp (aKKayHT no ymosi4yaHuio
NnomMeyeH 3aKpalleHHbIM JIEBbIM HMXXHUM yFJ'IOM)

4 [JelicTBuS, BLINOHSIEMbIE NMPU HAXATUN COQIT-KNABMLL

2.6 KoMnnekT noctaBKu

B 6a30Bblii KOMMNEKT NOCTaBKM ycTpoiicTBa cepumn VP-15(P) BXxogsAT:

« IP-TenedgoH VP-15(P);

+ [Byxno3uu1OoHHasA NOACTaBKa,;

+ TenedoHHas Tpybka u Kabenb 418 NOAKNIOYEHUA TPYOKY;
+ Apantep nutaHus 220/5B 2A (Tonbko ans VP-15);

+ Kab6enb RJ-45;

* VHdopmauus o ToBape v rapaHTum.

@ Mo 3anpocy B KOMMAEKT NOCTaBKV MOXET 6bITb f06aBNeHa rapHUTypa
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2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

3 YnpaBneHue yepe3 web-koHdurypatop (IP-tenedoHbl cepun VP)

3.1 Hauano pa6orthl (IP-tenedoHsbl cepun VP)

+ lNoaroToBka K pabote
+ OnucaHne web-nHTepgielica
+ OCHOBHbIE PeXUMbI PaboThl
+ OCHOBHbIe 3/1EMeHTbI web-nHTepdeiica
+ lMpuMeHeHne KoHdUrypawlum
+ OTMeHa U3MeHeHui

3.1.1 MopgroTtoBka K paboTe

© Mpu nepBom BK/OYEHUN YCTPOCTBA PEKOMEHAYETCA COPOCUTL €ro K 3aBO/CKUM HacTpolikam. A1
3TOr0 B 3arpy>X€HHOM COCTOSIHMM NPW NOMOLLM KHOMOK M MEHI0 Ha Aucnniee TenedoHa BbINoHUTE
cbpoc HacTpoek:
MeHio - 3. HacTpoiikn - 2. Cuctema — 5. Copoc HacTpoek - [Ja
YCTpOWCTBO aBTOMATMYECKN Nepe3arpy3mnTcs.
[ns Hayana paboTbl NOAKIYMTECH K YCTPONCTBY No MHTepdheiicy LAN yepes web-6paysep:
1. OTKpoliTe web-6pay3ep, Hanpumep: Firefox, Opera, Chrome.

2. BBeaute B agpecHoi cTpoke bpay3epa IP-agpec yctpoicTsa.

© Mpwu 3aBoACKMNX YCTAHOBKAX YCTPONCTBO paboTaeT B PeXMMe MOCTa C aBTOMaTUYECKUM MOyYeHneM
IP-agpeca v gpyrmx napameTpoB ceTu no npotokosy DHCP.
Y3HaTb Nosy4veHHbll IP-agpec MOXHO Npu NOMOLLM MEHIO Ha 3KpaHe YCTPONCTBa, A4/15 3TO criegyeT
nepentn no cneaytoulemy nytn: MeHto -> 1. Ctatyc -> 1. CeTb

Mpwn ycnewHom o6HapyXeHUN YCTPOIACTBa B OKHe bpay3epa 0To6pasnTcsl cTpaHuLa ¢ 3anpocom UMeHU
nonb3oBaTens 1 Napons:

VP-12P rev.B u -
Nomx
MNapens:

+ Boim

® 000 "Mpednpuamue “3nmexc”, 2011 — 2018

© Mo ymonuanwio, uMs nonb3osarens — admin, napons — password
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2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

3. BBeauTe uMs nonb3oBarens B CTPOKe «/10rMH» 1 Naposib B CTPOKE «[Maposib».
4. HaxmuTe KHOMKy «BoliTn». B okHe Gpay3epa OTKPOEeTCsl NaHelb MOHUTOPUHTA.

© nMepep paboToii C YCTPOWCTBOM PpEKOMEHYETCS 06HOBUTL NPOrpaMMHOE 06ecredeHns [0 akTyasibHOM
Bepcuun (cMm. pazgen MogmeHto «O6HoBNeHMe MO») .
AKTyanbHyto Bepcuto MO MOXHO NOMYyYNUTb HA CTPaHULE 3arpy3ku Uam Npu obpaLleHnun B CePBUCHbIT
ueHTp komnanun SMTTEKC. KOHTakTbl TEXHUYECKOWN NOAAEPXKKN M NOME3HbIE CCbISIKM CMOTPUTE B
paszgene TEXHNYECKAA MNMOALEPXKA.

3.1.2 OnucaHune web-nHTEepdeiica

3.1.2.1 OCHOBHbIE pexumbl pabomsl

Web-uHtepdeiic yctpoincts cepum VP MoxeT paboTaTb B ABYX pexunmax:

+ HacTtpoiikn — pexuvM KOH(pMrypmpoBaHusi CUCTEMbI — MNO3BONSAET BbINOMNHWUTL NOMIHOE KOHDUTypupoBaHmne
ycTpoiicTBa. JaHHOMY pexrmMy COOTBETCTBYHOT Tpu BKNagkm «CeTby, «IP-TenegoHums» n «Cucteman.

* MOHUTOPUHI — PEXUM MOHUTOPWHIA CUCTEMbI — UCMOJ/b3YeTCH 415 MPOCMOTPa pas/InyHoro poga nHdopmatmu,
KoTopas kacaeTcs paboTbl yCTPONCTBA: aKTUBHOCTb IHTEPHET-COEAMHEHNS, COCTOSHUE Tenie(pOHHOro NopTa,
06beM NPUHATLIX/NepefaHHbIX AaHHbIX N0 CETEBbIM MHTepheiicaM 1 Tak ganee. PeXXumy MOHUTOPUHIA
COOTBETCTBYET OAHONMEHHAsA BKNnagka «MOHUTOPUHI».

3.1.2.2 OcHoBHbIe aniemeHmMbl web-uHmepgbelica

OKHO No/b30BaTeNbCKOro NHTepdielica pasaeneHo Ha LWecTb o6nacTeit (CM. pucyHok "OCHOBHbIE 3M1EMEHTbI
web-koHpurypatopa”):

1. Imsi nonb3oBaresnis, Nog, KOTOpbIM ObIsT OCYLLECTB/IEH BXO B CUCTEMY, KHOMKA 3aBepLUEHUS] ceaHca
paboTbl B Web-nHTepdeiice (8b1x00) Noj, AaHHLIM NOSIb30BATENEM U BbiNaAatolee MeHo Bbibopa si3blka
web-nHTepdelica.

2. BknaZkn MeHto, KOTopble NMO3BO/IAKT BbIOUPATb KaTeropmm HaCTPOEK UM MOHUTOPUHTA
: Cetb, IP-TenedoHuna, Cucrema, MOHUTOPUHT.

3. Bknafikv NofIMeH0, HE06X0ANMbIE [/151 YPaBIEHNS NMOIEM HACTPOEK.

4. MNone HacTPOEeK YCTPOIACTBa, KOTOpoe 6asnpyeTcst Ha Bbibope nosb3oBartesisi. [JaHHoe nose
npeAHasHa4YeHo /718 NPOCMOTPa HACTPOEK YCTPOICTBA M BBOAA KOH(IMIYPALMOHHBIX JaHHbIX.

5. KHomnkv ynpasneHus koHdurypaumeii, nogpobHas nHpopmauus npusegeHa B pasgerne [puveHerve
KOHdpurypaunn.

+ [MpuMeHUMb — NPUMEHNTb N COXPaHUTb TEKYLLYH KOH(IUIypaumio B 3HEPTrOHE3AaBUCUMYIO NaMATb
YCTPOWCTBA;
+ OmmeHa — OTMeHa U3MeHeHUlA (BO3MOXHA TOMbKO A0 HaXaTus Ha KHOMKY «[TpUMEHUMbY).

6. IHchopmaumoHHoe nose, B KOTOPOM 0TOOpaXaeTcsi BepCrsi MPorpaMMHOro obecnevyeHusi, Bepcust web-
nHTEepdeiica.
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2.5.0 PykoBOACTBO No akcnayartauum IP-tenetoHoB cepun VP

VP-12P 1 w-
IP-renecodns  Cuctema  MoHWTOpPUHF y
QoS HacTtporka MAC-aapecos NokaneHeld DNS CeTeBoi aKkpaH ®uneTp MAC MapwpyTusayna SNMP ‘/
O6Lpne HacTpolku il
Wma xocTa
CKOpOCTL W Aynneke Auto v
BHelwHaAs ceTb (LAN)
MpoTokon DHCP v
AnbrepHaTustblit Vendor |D (onuus 60)
MepBuyHbIA DNS
BTOpUYHBIA DNS
Pasmep MTU 1500
Hcnonb3oatb VLAN
HacTpoiika IPSec
BKNIOYHTD
© 000 "Tpednpusmue "3nmekc”, 2011 — 2018 - Bepcuna M0O: 1.3.0.239
®) Bepcus eeb-umepgelica: 1.3.20

OcCHoBHbIe arieMeHmbl web-koHghuzypamopa

3.1.2.3 TllpumeHeHue KoHgu2ypayuu

+ [IpMMEHHTE

KHonka «[MpuMeHnTb» MeeT BUA; . Mo HaxaTuo Ha KHOMKY «[pUMEHNTb» NPOUCXOANT
coxpaHeHue KoHdurypauum Bo flash-namsTb ycTpolicTBa 1 NpMMeEHeHVe HOBbIX HACTPOEK. Bce HacTpoiiku
BCTyNaloT B CU/ly 6e3 nepesarpysku ycTporcTaa.

B web-nHTepdeiice peannsoBaHa BM3yasibHasi UHAMKALMS TEKYLLIErO COCTOSIHMSA NpoLecca NpMMeHeHus
HacTpoek, KOTopasi NokasaHa B Tab/mue HUXe.
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2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

Bu3syasnibHasi UHOUKayusi meKyuje2o cCoCmosiHUS MPoYecca npuUMeHeHUst HacCmMpPoek

BHewwHwMii BUg, OnucaHue coCcTosIHUA

Mocne HaxaTus Ha KHOMKY «MPUMEHNUTL» NPOUCXOANT NPOLLECC NPUMEHEHUS 1

3anmcu HacTPoeK B NamMsTb YCTpoiicTBa. O6 3TOM MHKDOPMUPYET 3HAUOK H B
Ha3BaHWV BKNAAKN U Ha KHOTKE «[IPUMEHUTb»

HacTpoMky ceTi <%

O6 yCneLwHoM COXpaHeHUN 1 MPUMEHEHWUN HACTPOEK MHADOPMUPYET 3HAYOK s
Ha3BaHUW BK1AKN.

HacTpoikn ceTy &

HACTHOMKM CETH @ Ecnu 3HaueHue napameTpa 6bl/10 yKa3aHo C OLLIMGKOIA, TO NOC/Ie HaXaTusi Ha
A THOMEK CETE
ALTHOWKMA CE KHOMKY «[IpUMEHNTb» NOSIBUTCSA COOTBETCTBYIOLLEE COOBLLIEHNE C YKA3aHNEM

NPUYMHBI, @ B HA3BaHNM BK/IAAKN 0TOBPA3UTCS 3HAYOK h=d.

3.1.2.4 OmmeHa usmeHeHul

. X OtmeHa n "
KHOrMkKa OTMeHbl U3SMEHEHU NMEEeT BUA! . Mpn HaxxaTuu Ha KHomky "OTMeHa

oTpefakTUpoBaHHbIE Ha CTPpaHULUE NnapaMeTpbl 06HOBNAOTCSA TEKYLLUMMU 3HAYEHUAMN, 3alnCaHHbIMW B NaMATU

yCTpOWCTBa.

© OTmMeHa n3MeHeHW NPoN3BOANTCS TOMBKO 10 HAXKATUS Ha KHOMKY «[PUMEHNTL». Moce HaxaTus Ha
KHOMKY «[pUMeHUTb» BO3BPAT K Npe/blAyLLM HacTpoiikam GyAeT HEBO3MOXEH.
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2.5.0 PykoBOACTBO No akcnayartauum IP-tenetoHoB cepun VP

3.2 KoHgurypuposaHue (IP-tenedpoHbl cepumn VP)

[nsa nepexofa B pexmm KOHUIrypmpoBaHus YCTPOICTBa BblbepuTe 0AHY U3 Tpex BKNaaok «CeTby, «IP-
TeneoHua» v «Cuctema» B 3aBUCUMOCTM OT Lie/IM KOHCOUITYypPUpPOBaHUS:

* B meHo «CeTb» BbINO/HAETCS KOH(DUTYPUPOBaHNE CETEBbIX HACTPOEK YCTPONCTBA.

+ B meH1o «IP-TenedhoHusi» BbinonHsAoTcs HacTpoiiku VolP (Voice over IP): HacTpoiika npoTtokona SIP,
KOHhurypaums akkayHToB, yCTaHOBKa Kofekos, 1BO 1 niaHa Hymepaumu.

* B meHIo «Cuctema» BbIMOSHAKTCA HACTPOVKN CUCTEMbI, BDEMEHM, AOCTYNA K YCTPOMCTBY MO pas3/INyHbIM
NpoTOKONaM, MPOM3BOANTCHA CMEHa Naposis U 06HOBNEHNE NPOrPaMMHOr0 06ecneyeHuns yCTpoiicTsa.

SNeMeHTbI MEHIO pexrma KOHPUIyprpOoBaHWS:

* MeHto «CeTb»

MoameHto «IHTepHeT»
MoameHto «802.1X»
MoameHto «QoS»

HacTpoiika «MAC-agpecoB»
MoameHto «JlTokanbHblii DNS»
MoameHto «CeTeBOl aKpaH»
MoameHto «duistp MAC»
MogMmeHto «MapLupyTusaunsa»

* MeHio «IP-TenecoHus»

MoameHto «HacTponku ceTuy»
MoameHto «SIP akkayHTbI»
MoameHto «O6ume HacTponkm SIP»
MoameHto «QoS»

MoameHto «TeneoHHasa KHura»
MoameHto «/IcTopusi BbI3OBOB»

+ MeHio «Monb3oBaTenbCKuii HTepderic»

MoameHto «KnasuLLm»
MoameHto «Menoann»
lNoamMeHo «YBeoM/1eHUA»
MoameHto «POMKOCTb»

* MeHito «Cuctema»

MoameHio «Bpemsa»

MogmeHto «JocTyn»

MogMeHto «KypHan»

MoameHto «Maponn»

MogmeHto «YnpasneHne KoHurypaumen»
MoameHto «O6HoBNEHNE [1O»

MogMmeHto «[epesarpyska»

MogmeHo «ABTOKOH(pUIypupoBaHue»
MoameHto «/HTepdoeinc ynpasneHus»
MoameHto «CepTudankatbl»

MogmeHto «[JonosTHNTENbHbIE HACTPOKN»
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3.2.1 MeHto «CeTb»

B MeHt0 «CeTb» BbINOSTHSAETCS KOH(PUTYPUPOBaHME CETEBLIX HACTPOEK YCTPOICTBA.

3.2.1.1 lNoomeHo «MMHMepHem»

B nogmeHto «IHTEepHET» BbINOMHAETCHA KOHMIYPUPOBaHUE NIOKa/IbHOM CETK NO
npotokonam PPPoE, DHCP u Static.

m IP-renecbonma  Cuctema  MoHWTOPMHr

QoS HacTpoiika MAC-anpecoB  JlokaneHeld DNS — CeTeBoil 3kpaH  ©unmsTp MAC — Mapwpytusauus  SNMP

Ob6Lwume HacTpoiikK

Mma xocTa
CKOpOCTE M QyNnekc Auto v
BHewHsas cetb (LAN)
MpoTokon DHCP v

AnsTepHaTHEHLIA Vendor 1D (onuyua 60)
MepenyHblil DNS
BTopW4HbIA DNS

Pasmep MTU 1500

Mcnonesoeate WLAN

HacTpoiika IPSec

BEMOYUTE

O6Lume HacCTpPOIiKn

* VIMs1 xocma — ceTeBOe MMS YCTPOICTBA.
+ Ckopocmb u Oyri/iekc — yCTaHOBKa CKOPOCTU Nepegayun AaHHbIX U pexuma paboTtbl gynnekca Ha Ethernet-
nopty LAN ycTpoiicTea:
+ Auto — aBTOMaTU4Yeckoe cornacoBaHue CKOpOCTU 1 Ayn/eKca;
+ 100 Half — nopaepxuBaetcs ckopocTb 100 MGUT/C ¢ NONYAYNNEKCHBIA PEXUMOM;
+ 100 Full — nopgaepxwvBaetca ckopoctb 100 M6GUT/C ¢ AYN/IEKCHBIM PEXMMOM,;
+ 10 Half — nogaepxwvBaeTcsi ckopocTs 10 MGUT/C ¢ NoNyAynIeKCHbIM PEXMMOM;
+ 10 Full — nopgaepxmBaetcst ckopocTb 10 MOUT/C C AyN/IEKCHBIM PEXNMOM.
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BHelwHsAsA ceTb (LAN)

+ [1pomokos1 — BbIGOP NPOTOKOMA, MO KOTOPOMY BYyAET OCYLECTBAATLCA nogkntovueHmne LAN-uHTepdoeiica yctpoiictea
K ceTu nepefayv faHHbIX:

+ Static — pexum paboTbl, Npn KoTopom IP-agpec 1 Bce Heobxoanmble napameTpbl Ha LAN-
NHTepgence Ha3Ha4arTCsl CTaTUYECKY;

+ DHCP — pexum paboTsl, npy koTopom IP-agpec, macka nogcetn, agpec DNS-cepsepa, W03 N0 yMOYaHmo
N gpyrue napameTpbl, Heobxoaumble Ans paboTbl B ceTu, byayT nony4deHsl oT DHCP-cepeepa
aBTOMaTNYyecKku;

+ PPPOE — pexum paboTbl, npn KoTopoM Ha LAN-uHTepdpeiice nogHumaetcss PPP-ceccus yepes Ethernet;

* No IP — pexum paboThbl, Npy KOTOPOM NHTEpdIency He HasHavaeTcs IP-agpec.

lpomokon "Static"
Mpw BbIGOpE NpoTokona Tuna «Static» ANna pefakTMpoBaHNA CTaHyT AOCTYMHbI Cneaytolme napaMeTpbi:

+ |P-adpec — yctaHoBKa IP-agpeca LAN-uHTepcpelica ycTpocTBa B CETU nepegayn AaHHbIX;

+ Macka nodcemu — mMmacka BHeLUHel noaceTtw,

+ L1103 no ymo/iyaHuo — afipec, Ha KoTopblii OTNPaBASAETCA NakeT, eC/v 419 HEro He HalifeH MmapLipyT B Tabnuue
MapLupyTu3auuu;

* epsuyHblli DNS, BmopuyHbili DNS — afpeca cepBepoB AOMEHHbIX UMEH (MCrnosb3ytoTes Ansi onpegenexns IP-
ajpeca ycTpoiicTBa Nno ero JOMeHHOMY UMeHH). [JaHHble NosIsi MOXHO OCTaBWTb NYCTbIMU, EC/IN B HUX HET
HEeob6XoAMMOCTH.

+ Pasmep MTU — makcMMasibHbI pasmep 6noka AaHHbIX, nepegaBaeMbliX No CETH.

lpomokon "'DHCP"
Mpwu BbIGOpe npoTokona Tuna «DHCP» ana pegakTMpoBaHnsa CTaHyT AOCTYMHbI cneayowmne napaMmeTpbl:

- AnbTepHatuBHbIli Vendor ID (onuwst 60) — npw ycTaHoBNEHHOM chare ycTpoiicTBo nepeaaét B DHCP-coo6LeHumsIX
B onuum 60 (Vendor class ID) 3Hauenne u3 nons Vendor ID (onyus 60). Ecnv donar AniemepHamusHbili Vendor ID
(onyus 60) He ycTaHoBMEH — B onuumn 60 NepeaaeTcsl 3HaYeHre No ymMosi4aHuio, KOTopoe UMEET criefyoLLuii
dhopmar:

[ VENDOR :npoussoautens][ DEVICE :tun ycTporicteall HW :annapatHas sepcus] [ SN :cepuiitbiii Homep][ WAN :M
AC-agpec nntepdeiica WAN][ LAN :MAC-agpec nxtepderica LAN][ VERSION :Bepcus nporpaMMHOro
o6ecneveHus]

Mpumep: [VENDOR:Eltex][DEVICE:VP-12P][HW:1.0][SN:VI23000118] [WAN:A8:F9:4B:03:2A:DO][LAN:
02:20:80:a8:f9:4b][VERSION:#1.1.0]

- Vendor ID (onyus 60) — 3HaueHue onuum 60 (Vendor class ID) nepenasaemoe B DHCP coo6uieHusix. Mpu
nyctom nosne onums 60 B coobueHnsix npotokona DHCP He nepepaéTcs.

* epsuyHblli DNS, BmopuyHbili DNS — afpeca cepBepoB AOMEHHbIX UMEH (MCrnosb3ytoTes ansi onpegenexns IP-
ajpeca ycTpoiicTBa Nno ero JOMeHHOMY MMeHN). AApeca, 3ajaHHble BPYUHYH0, ByayT UMETb NPUOPUTET Hag,
agpecamy DNS-cepBepos, nosnyyeHHbIMu no npotokosy DHCP.

+ Pasmep MTU — makcMMarsibHbI pasmep 6n1oka AaHHbIX, nepegaBaeMbiX No CETH.

Cnuncok ncnonb3dyembix DHCP onumin Ha kaxkaom ceTeBoM MHTepdielice MOXHO 3aaBaTtb BPY4HYHO.
VHdhopmauumsi no HacTpolike cnucka B npunoxeHnn Hactporika DHCP-kAVeHToB B My/ITUCEPBUCHOM PEXMME.

Mpomokon "PPPOE"
Mpwu BbIGOpe npoTokona Tuna «PPPOE» Ana pegakTMpoBaHus CTaHyT AOCTYMNHbI Cneaytowme napameTpbi:

* MIMs no/sib3o8ame/isi — UM NMOMb3oBartesis 4na asropusaunn Ha PPP-cepeepe.
+ [Naposib — naponb AN agTopusaunn.
« MTU — makcumasbHbIil pasmep G/10Ka AaHHbIX, nepeaaBaembix No ceth (pekoMeHayemoe 3HadeHne — 1492).
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- Service - Name — umsi ycnyrm — 3HaueHue Tara Service-Name B coo6uieHnn PADI (none He o6s13aTefibHO Ans
3anofHeHus).

« Bmopoli docmyn — Tun goctyna (IPOE) K nokasibHbIM CETEBbIM pecypcam. MoXHO BblGpaTb OfiMH U3 ABYX 2
BapuaHTOB:

+ DHCP — guHamuueckunii goctyn, korga IP-agpec n Bce He06x0AMMble NapamMeTpbl NO/y4aroTCs N0 NPOTOKONY
DHCP;

+ Static — cTatnyeckuin — B 3TOM c/lydyae Heobxoaumble AN AocTyna napameTpbl 3a4atTcs BpyUHyto: IP-
agpec, Macka nogcetn, DNS-cepsep, LLn03;

@ NMpu BbIGOPE OHOMO U3 CNOCO60B HasHaYeHus IP-agpeca Ha uHTepdeiice BTOPOro
[l0CTyna NosIBAATCS A0NOMHUTENbHbIE NapaMeTPbl, COOTBETCTBYIOLLME BbIGPAHHOMY
MPOTOKO/Y.

+ Wcnonb3osamb smopoli docmyn 019 VolP — onunsi AOCTYyNHa, ecnv ans cepsuca IP-tenedoHnn He HacTpoeH
BblAENEHHbIN MHTepdueiic (ycTaHoBneH dinar «Mcnosib3osames Hacmpoliku Internet »). Mpu cHAToM dnare (no
yMo/4aHuio) cepsuc IP-TenecoHnn ncnonb3yeT ans cBoeli paboTbl MHTepdieiic PPP, npu ycTaHOBNEHHOM —
nHTepdeiic BToporo goctyna (IPoE).

« AnlbmepHamusHbili Vendor ID (onyusi 60) — npu ycTaHOBNEHHOM chnare ycTpoiicTBo nepeaaét 8 DHCP-
coo6uieHunsx B onuum 60 (Vendor class ID) s3Hauenune us nonsi Vendor ID (onyusi 60). Ecnu conar
AnbmepHamusHbili Vendor ID (onyus 60) He ycTaHoBMEH — B onuumn 60 nepeaaeTcs 3HaYeHVe No YMOTYaHUIO,
KOTOpoe UMeeT cneayroLnin popmar:

[ VENDOR :npoussoautens][ DEVICE :tun ycTpoiicteall HW :annapatHas sepcus] [ SN :cepuiitbiii Homep][ WAN :M
AC-agpec untepdeiica WAN][ LAN :MAC-agpec nxtepdeiica LAN][ VERSION :Bepcus nporpaMMHOro
o6ecneveHus]

Mpumep: [VENDOR:Eltex][DEVICE:VP-12P][HW:1.0][SN:VI23000118] [WAN:A8:F9:4B:03:2A:DO][LAN:
02:20:80:a8:f9:4b][VERSION:#1.1.0]

- Vendor ID (onyus 60) — 3HaueHue onuum 60 (Vendor class ID) nepenasaemoe B DHCP coo6uieHusix. Mpu
nyctom nosne onums 60 B coobueHnsix npotokona DHCP He nepepaéTcs.

Mpomokon "No IP"

Mpwu BbIGOPE AAaHHOTO pexmma paboTbl ceTeBOMY MHTepdielicy He HazHavyaeTcs IP-agpec. aHHbIA pexum
paboTbl NpeaHasHaveH ansa cny4vaes, korga IP-tenedoHns pabotaet B BbigeneHHom VLAN.

© Bbi6GupaTb AaHHbI PEXVM CresyeT ¢ 0C060i 0CTOPOXKHOCTbLIO. MNepes BbIBOPOM JAaHHOTO pexuma
pekomeHayeTtcsa y6eanTbesi B ToM, Uto VolP VLAN aktuBupoBaH (MoaMeHo «HacTpoiikin ceTtn») u
paspeLleH JoCTyn ANa YNpaB/eHusi Yyepes3 COOTBETCTBYHOLWNI nHTepdeiic ([oameH «[ocTymn»).

© Mpu ucnonbsosannmn peskuma No IP 1 nonyueHmem cetesbix nonuTtuk no LLDP MED pekomeHayeTcs
BK/IIOUMTb MHTepeiic ynpaBneHns (CM. pasgen MoaveHio «/HTepdelic ynpasneHns») u paspelunTb
foctyn yepes Hero (cM. pasgen [oaveHo «[JocTyn»).

Ncnonb3oBatb VLAN

VLAN — BupTyanbHas nokanbHas cetb. MNpeacTtasnset coboi rpynny XocToB, 06beUHEHHbIX B O4HY CETb,
He3aBMCUMO OT UX (PU3NYECKOro MECTOHAXOXAEHUS. YCTPONCTBA, CrpynnMpoBaHHbIe B O4HY BUPTYa/lbHYHO
ceTb VLAN, nmetot ognHakosblii ngeHtndpmkatop VLAN-ID.

* Wcnonb3osamb VLAN — npun ycTaHOB/IEHHOM chiare UCnosib30oBaTth A/18 Bbixoda B ceTb naeHTudukatop VLAN,
nponucaHHblli B nosne «VLAN ID».
+ VLAN ID — ngeHtudomkatop VLAN, ncnonb3yemblii 415 gaHHOro CETEBOro UHTepdeiica.
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-+ 802.1P — npu3Hak 802.1P (apyroe Ha3BaHne CoS — Class of Service), yctaHaBnmBaemblii Ha ucxogsiime ¢
[JaHHoro nHTepdeiica IP-nakeTbl. NMpuHUMaeT 3HaueHust oT 0 (HU3WKiA NpropuTeT) A0 7 (HamBbICLLIWiA
npuopuTer).

HacTtpoiika IPSec
B naHHOM pasgesne ocyLecTBASETCA HACTpolika wudpoBaHus no TexHonoruu IPSec (IP Security).

IPSec — 310 HA6Op NPOTOKO/OB A/151 06ECNEUEHNS 3aLLMTbI A@HHbIX, NepeAaBaeMbIX N0 MEXCETEBOMY
npoTokoy |IP, N03BONSOWMIA OCYLECTBNATL NOATBEPXKAEHNE NOAMHHOCTY (AyTEHTUIMKALMIO), MPOBEPKY
LIe/IOCTHOCTM 1/unu wndppoBaHue IP-nakeToB. IPSec Takke BKIOYAET B ce6SI NPOTOKO/bI A1 3aLLMLLEHHOO
o6MeHa K/ouamm B CeTU VIHTEpHeET.

B TekyLlLeil Bepcumn nporpaMMHoro obecneyeHunsi nocpeactsoM IPSec MOXHO OCyLLecTBAATb TO/IbKO AOCTYN K
nHTepdpeiicam ynpaeneHus yctpoiicteom (Web, Telnet).

HacTpoiika IPSec

Brneo4HTE &

WHTEpMenc thermet v
Nokanetwn IP-agpec
AQpec NoKaNbHOW NOACETH
Macka NoKanbHOW NOACETH
Agpec yaaneHHoW NoOACeTH
Macka yaaneHHoW NoaceT
YAANEHHBIA WNK3

Pesrm MAT-T off v
ATPECCHEHBIN PERIM

Tun waeHTHHKaTOpa address v

AneHTuuEaTOp

daza 1
3apanes 3agaHHbIA Koy
ANTOPHTI Ay TEHTHIDUKALMH mid3 v
ANTopUTIA WHPPOBAHMA des v
Ipynna Quobu-Xennmana 1 v
Bpewa #3nn (asw 1, ¢ BE400
®aza 2
ANTOPHUTI Sy TEHTHIMKALMH hmac_ma: v
AnNropHTIA WKDPOBAHWA des v
Ipynna Qudipu-Xennmana 1 v

BpeMA WA3HW (paibl 2, ¢

* BK/Ilo4UmMb — paspeLlunTb Mcnonb3oBaHme npotokona IPSec ans wngposaHns gaHHbIX;
* ViHmepgbelic — HacTpolika MMeET Cusy TOMbKO Npu Bbibope Ana ViHTepHeTa npoTtokona PPPoE u
onpegensieT, A4ns AOCTyna no kakomy nHTepdeiicy ucnonb3osarb IPSec: Ethernet (HTepdelic BToporo
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poctyna) unu PPP (uHTepdpeiic nepsoro gocTyna). Mpw Beibope npotokonos DHCP unu Static B ycnyre
aKTVBEH TO/MbKO 0AuH MHTepdueiic (Ethernet), No koTopoMy BO3MOXeEH A0CTYN TOMbKO NocpeacTeoM IPSec;
JlokasnibHbIl IP-adpec — agpec ycTpoiicTBa Ans paboTbl No npotokony IPSec;
Adpec s1okasibHOU nodcemu COBMECTHO ¢ Mackoli /1okasibHoU nodcemu onpeaensitoT NoKasibHY NOACETb
ON5 CO30aHMA TONOJOINI CETb-CETb UN CETb-TOUKE,
Adpec yoasieHHol nodcemu COBMECTHO ¢ Mackol ydasnieHHOU nodcemu onpeaenstoT agpec yaanieHHom
NoACETU AN CBA3U C MCNOMNb30BaHNEM LWNpoBaHns No npotokosny IPSec. Ecnu macka nmeeT 3HadyeHune
255.255.255.255, cBA3b OCYLLECTB/IAETCA C €e4NHCTBEHHbIM XOCTOM. Macka, OT/in4Has ot 255.255.255.255,
No3BOMSET 3afaTb Lenyo NoACeTb. Takum 06pa3om, PYHKLMOHaTbHbIE BO3MOXHOCTN YCTPOCTBA
NO3BO/IAOT OpraHn3oBaTh 4 TOMONOMMW CETU C MCNOJb30BaHEM LWMPOBAHMA Tpadmka no NpoToKony
IPSec: Touka-TouKa, CETb-TOYKA, TOUKA-CETb, CETb-CETh;
YoasieHHbIl W/13 — W3, Yepes KOToPbI OCYLLIECTBASETCS AOCTYN K yAa/IeHHOM NoAceTy;
Pexum NAT-T — Bbi6op pexnma NAT-T. NAT-T (NAT Traversal) nHkancynupyet Tpadgvk IPSec u
ogHoBpeMeHHOo co3gaet naketbl UDP, koTopble ycTpoiicTBo NAT koppekTHO nepecbinaet. Ans atoro NAT-T
nomeLaeT gonosHUTeNbHbIN 3aronoBok UDP nepepn naketom IPSec, UTo6bl OH BO BCe ceTy 06pabaTtbiBasics
Kak 006bI4HbIA nakeT UDP, 1 XOCT nonyyarens He NPOBOAW/ HUKAKUX NPOBEPOK LLeNoCcTHOCTU. Nocne
NOCTYM/IEHNS NakeTa K MecTy HasHadyeHus 3aronioBok UDP ynanseTcs, u nakeT AaHHbIX NPOoAo/mKaeT CBOA
OanbHERWNA NyTb Kak MHKancyMpoBaHHbIin nakeT IPSec. C nomouybio TexHukn NAT-T BO3MOXHO
yCTaHOBNEHNE CBA3N MeXay kaneHTamm IPSec B 3almLLEHHbIX CETAX 1 06Lea0CTynHbIMM XocTamu IPSec
yepes MexceTeBble 3KkpaHbl. PexuMbl paboTbl NAT-T:

* On — pexum NAT-T akTuBMpyeTCS TONbKO Npu o6HapyxxeHnn NAT Ha nyTu K XOocTy

HasHa4yeHus;
+ Force — B nto6om cny4vae ucnono3osarb NAT-T;
+ Off — He ncnonb3oBatb NAT-T nNpu yCTaHOB/IEHUN COEAMNHEHMSI.

[ocTynHbl cneayowime HacTpoitku NAT-T:

* UDP -nopm NAT - T — UDP-nopT nakeToB, B KOTOPbIE€ OCYLLECTB/IAETCA UHKaNCyNAuua
coobueHnin IPSec. Mo ymonuanuio 4500.

« Viumepsan omnpasku nakemos NAT - T keepalive, cek — nHTepBas OTNPaBKN NePUOANYECKNX
COO00OLEeHNn ona nogaepXaHns akTMBHoro coctosiHust UDP-coeanHeHmns Ha yCTponcTBe,
BbINoAHSALWEro doyHkumn NAT.

+ AepeccusHbill pexxum — pexumMm paboTbl Ha dhase 1, korga 06meH Bceli HeobxoANMOoi
NMHhopmMaumeli OCyLLLECTBAETCS TPEMS HELLMAIPOBaAHHbLIMKN NakeTamn. B ctaHgapTHOM
pexume (main mode) 06MeH OCYLLECTBAAETCS LLECTbI0 HELLMIPOBAHHLIMM NaKeTaMm.

+ Tun udeHmuchukamopa — Tun ngeHtTudunkatTopa ycrporictea: address, fqdn, keyed, user_fqdn, asn1dn;
* MdeHmughukamop — NAeHTUGMKaTOP YCTPOICTBA, CMO/b3yeMblii 418 naeHTUdMKaumn Ha pase 1 (3anonHsATL

Pa3za 1

npv HeoGxoaMMocTK). dopMat UAEHTUGMKATOpPA 3aBUCUT OT TUMa.

Ha nepBom aTane (pase) ABa y3na «40oroBapuBaroTcs» 0 MeTofie MAEHTUMKALMW, aNTopUTMe LIMDPOBaHNS,
xalw anroputme u rpynne Diffie Hellman. OHu Takke naeHTudnumpytoT apyr apyra. Ans gassl 1 umetotcs
cnepyoLe HacTPOKN:

3apaHee 3adaHHbIll K/1H04 — CEKPETHbIN K104, UCMOMb3yEMbIA B afirOpuTMe ayTeHTudnkaumm Ha dhase 1.
MpeactaBnset coboli CTPoKy OT 8 A0 63 CMMBO/IOB;

Asieopumm aymeHmucghukayuu — BbI6Op OAHOro U3 cnmncka anroputMoB ayTeHTudukauun: MD5, SHAT,
An2o0pumm wughposaHusi — BbIGOP OHOr0 U3 cnmcka aaroputmoBs wndgposanus: DES, 3DES, Blowfish;

Mpynna Quggpu-XennmaHa — Bbi6op rpynnbi Diffie-Hellman;

Bpewmst xu3Hu ¢hasbl 1, cek — BpeMsi, N0 UCTEUEHMM KOTOPOro y3/1am HeobxoaMmMo nepenaeHTngnLmMpoBaTs gpyr
Jpyra 1 cpaBHWUTb NONUTKKY (apyroe HassaHue IKE SA lifetime). Mo ymonuanuio 24 yaca (86400 cekyHa).
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Pa3za 2

Ha BTOpOM aTane reHepupyoTCsi AaHHbIE K/THUeid, y3/bl «10roBaprnBatoTCs» 06 NCMO/b3yeMOoit NoNuTrkKe. IToT
PEXUM, TaKKe HasbiBaeMblii GbICTPbIM pexrmom (quick mode), oTnyaeTcs oT NepBoit pasbl TEM, YTO MOXKET
YCTaHOBUTLCS TOMLKO NOC/Ie NEPBOro aTana, KorAa BCe NakeTbl BTOPOI goasbl LMGPYOTCS.

Arieopumm aymeHmucghbukayuu — BblI6Op OAHOIO U3 cnucka airoputmos ayteHTudnkaumm: HMAC - MD5, HMAC-
SHAT1, DES, 3DES;

A720pumm wughposaHusi — BbIGOP OHOr0 U3 cnmcka anroputmoBs wndgposanus: DES, 3DES, Blowfish;
« pynna Jugpchu-XennmaHa — Bbli6op rpynnbl Diffie-Hellman;

Bpemsi xu3Hu ¢hasbl 2, Cex — BPEMS], Yepes KOTOPOE NPOUCXOANT CMeHa K/oua LNPoBaHUs AaHHbIX (apyroe
HasBaHue IPSec SA lifetime). Mo ymonuanuio 60 MuHyT (3600 cekyHa).

© [ns BcTynneHns B CUy HOBOI KOHJDMIypaLyn U 3aHECEHNSI HACTPOEK B 3HEPrOHE3aBUCUMYHO NaMAThb
HaXKMUTE KHOMKY «[TpuMeHUMb». [INs OTMEHbl U3MEHEHUIN HAXXMUTE KHOMKY «OmMeHa».

3.2.1.2 TloomeHro «802.1X»

B nogmeHto «802.1X» ocyLiecTBNAeTCA HACTpoliKa napameTpoB ayTeHTudmkauum no cneumdurkauum 802.1X.

m IP-Tenecponma Cuctema  MOHWTOPHMHT

WuTephet QoS Hactpoiika MAC-agpecos  [lokaneHeni DNS  CeTesoit akpad ©unetp MAC Mapwpymzauwa  SNMP

802.1X

Brniounte ¥
WMma nonb3cearens
Mapone
Auth Tadmayt | 30
Held TaimayT | 60

MakcumansHoe KONMUECTBO NONLMoK. | 3

o

Bknroyums — ycTaHoBUTE donar, 4Tobbl BKNHOYMTL ayTeHTMdMKaumo no cneyndomkaumm 802.1X.

* Vimsi nosib308amesis — UMS NMOMb30BaTess, UCNOIb3yeMoe Npu ayTeHTudmkaumm.

+ [Naposib — naposib, UICNOMb3YeMbI NpK ayTeHTUduKaLmm.

Auth malimaym — Bpemsi OXugaHus oTBeTa 0T ayTeHTUIMKATopa Ha 3anpoc ayTeHTUMKaLun.

+ Held maiimaym — nHTepBan BpeMeHN MeXAy NonbiTkaMn ayTeHTUUKaLNN.

MakcumasibHOE KOMMYEeCTBO NOMbITOK — MakCMMaslbHOEe KO/IMYeCTBO MOMbITOK OTNpaBkM coobueHnin EAPOL-Start.
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3.2.1.3 TlNoomeHto «QoS»
B nogmeHto «QoS» ocyLeCcTBASETCSA HACTPOKa NPUopmuTETOB 06pPaboTKN Tpadimka 1 Tuna ovepeaen.

m IP-renecroHma  Cuctema  MOHWTOPMHI

WHTEpHET m HacTpoika MAC-anpecos  JlokanbHeld DNS — CeTegoil akpaH — ©uneTp MAC  MapwpyTu3auus  SNMP

HacTpoiika QoS

KOHTpONk NoToka
BbiGOp NPHOPHTETOR DSCP v

Tun oyepenn Strict v

+ KOHmMpo/ib Nomoka — BK/oUeHWe/BbIK/II0YEHNEe MexaHn3ma ynpaBneHns NoTOKOM nepefayn AaHHbIX No NPoToKony
TCP;

+ Bbi60p npuopumemos — Bblbop cnocoba npuoputusauumn Tpaguka:

+ DSCP — mexaHun3m knaccudmkauun, ynpasneHns Tpadukom 1 obecnedeHns kayectsa 06CnyXnBaHns
nocpeacTBOM NPYOPUTETOB;

+ 802.1p — npusHak (apyroe HasBaHue CoS — Class of Service), ycTaHaBnMBaeMblii Ha UCXodsiLme C JaHHOro
nHTepdelica IP-naketsbl. MpuHMMaeT 3HaueHust ot 0 (Hu3wwnii npropuTeT) Ao 7 (HamBbIiCLINI MPUOPUTET).

® Mpwu BKNOYEHHOM KOHTPOJIE NOTOKA HACTPOIKN NPUOPUTETOB HELOCTYIMHbI.

« Tun o4yepedu — BbI6GOP AUCYUMN/IUHBI 0BC/Y)XUBaHUU oYepeodel:

« Strict — gucumnanHa o6CnyXuBaHMsa ovepenei, Npu KOTopoit Tpadmk ¢ 601ee HU3KMM NPUOPUTETOM
nepegaeTcs, TONbKO KOrAa yxe rnepegaHa ouepesb ¢ 60s1ee BbICOKUM NPUOPUTETOM,;

+ WRQ — ancumnnvHa o6cnyxmBaHust odepeseii, npy KOTopoii AocTynHas nosioca nponyckaHust AennTcst
Mexay ovepeasiMmv NponopLUoHanibHO NPUOPUTETY.

+ [puopumem 0..5 — onpeaensieTcs Bec npuopuTeTa B guanasoHe ot 1 4o 127, yem Bbllle BEC,
TeM NPUopuTETHEE TpauK.

© [1ns BcTynneHns B CUy HOBO KOHGDMIypaLymn U 3aHECEHNS HACTPOEK B 3HEPrOHE3aBUCUMYIO NaMAThb
HaXKMUTE KHOMKY «[TpuMeHUMb». 1N OTMEHbl U3MEHEHUIN HAXMUTE KHOMKY «OMmMeHa».

3.2.1.4 Hacmpolika «MAC-adpecos»

B nogmeHto «<HacTtpoiika MAC-agpecoB» MOXHO nameHntb MAC-agpec LAN-mHTepdoeiica ycTpoicTsa.
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m IP-tenecoHma CuctemMa  MOHMTOPMHK
MHTEpHET QoS HacTpoiika MAC-aapecos  REIGLELETNE ERlNE] CeTeBoW 3KpaH duneTp MAC MaplpyTusauma SNMP

HacTpoiika MAC-agpeca LAN

MepeonpeaeniTs MAC

MAC v

+ [Mepeonpedesniumb MAC — npu ycTaHOBNEHHOM donare Ha nHTepdeiice NHTepHeT ncnonbdyetrcs MAC-agpec 13
nona MAC.
+ MAC — MAC-aapec, KOTOpbIil byAeT Ha3Ha4YeH CeTeBOMY MHTepdhelicy ycTpoiicTea.

[nsa nepeonpegenerns MAC Ha nHtepgoeiice «IP-Tenedonunsi» nnn «VLAN ynpaBneHusi» BOCNO/b3ynTecb
pasgenamu «HacTtpoiika MAC-agpeca Ha nHTepdeiice "IP-menecghoHusi"» nnn «Hactpoiika MAC-agpeca Ha
nHtepdoeiice "VLAN ynpasneHust"».

© [1ns BcTynneHns B CUy HOBO KOHQDMIypaLyn U 3aHECEHNS HACTPOEK B 3HEPrOHE3aBUCUMYHO NaMAThb
HaXKMUTE KHOMKY «[TpuMeHUMb». 1N OTMEHbl U3MEHEHWIN HAXXMUTE KHOMKY «OmMeHa».

3.2.1.5 TlNoomeHro «/TokasibHbIl DNS»

B nogmeHto «JlokanbHbIi DNS» nponssBoantcs KoHhrrypmposaHme nokanbHoro DNS-cepsepa ycTpoiictea
nytem nobasneHus B 6a3y nap |IP-agpec — JOMeHHOe uMS.

JNokanbHbiii DNS no3sonseT w3y nonyuntsb IP-agpec B3aMMOoAencTByoLLEero yCTPoCcTBa no ero 4OMeHHOMY

nMeHun. B cnyyae otcyTcTBusA cepepa DNS B cermeHTe ceTu, KOTOPOMY NPUHAAIEXNT LWJIH03, HO NpU

HeobXo4UMOCTN MapLIpyTM3aLmMm No ceTeBbiM MMeHaM IGO0 UCNOosb30BaHUsA B KavecTBe agpeca SIP-cepsepa
€ro CeTeBoro MMeHu, MOXHO MUCNosb30BaTh «J/1okasibHbIi DNS». MNpy 3ToOM HE06X0AMMO 3HaTb YCTaHOB/IEHHbIE

COOTBETCTBUS Mexay MMeHaMu y3n10B (aoMeHamun) n ux IP-agpecamu.

m IP-tenechonmus  Cuctema  MOHWMTOPMHI

WHTEpHET  Q0S  HacTpoilka MAC-aapecoe  [IENECETEN NI CeTeroil akpaH  ©OWneTp MAC  MaplipyTusauua  SNMP

MmeHa yanos

OoMeHHO2 UMA IP-agpec

test. 192.168.12.12

Ansa no6asneHns agpeca B CNCOK HEOOXOAMMO HaXaTb KHOMKY «/Jobasums» U B OkHe «Co30amb
coomsemcmaue» 1 3anofHUTb creaytoLLme nons:
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CosgaTb cooTBETCTBHE

HNomeHHoe ma local

IP-agnpec 127.0.01

+ [lomeHHOe uMsi — UMA y3na;
+ IP-adpec — IP-agpec y3na.

© HaxmuTe KHOMKY «MPUMEHUTLY /15 CO3MaHNs COOTBETCTBUSA IP-apec — JOMEHHOE UMS. [/151 OTMEHbI
N3MEHEHUI HaXXMUTE KHOMKy «OTMeHa». [N yaaneHus 3anvicy u3 cnucka Heobxoavmo yCTaHOBUTb
chnar HanpoTVB COOTBETCTBYIOLLEI 3ANNCU N HAXATb HA KHOMKY «YAannTb.

3.2.1.6 TMoomeH «Cemesoll 3KpaH»

B nogmeHto «Cemesol akpaH» yCTaHaB/IMBAKOTCA NMpasuia NpoxXoXAeHNA BXOAALLEro, UCXO4ALLErO U
TPaH3UTHOrO Tpadnka. MimeeTtca BO3MOXHOCTb OrpaHnyYMBaTh NPoOXoXaeHne Tpadmka pasHoro tuna
(BXOOALLMIA, UCXOAALLMIA) B 3aBUCMMOCTU OT NPOTOKONA, IP-agpecoB ncTouHMKa 1 HasHadveHus, TCP/UDP-
MOPTOB UCTOYHMKA U Ha3HauveHUs (aNa coobueHnii npoTokonos TCP nnn UDP), Tna coo6uexunst ICMP (ana
coobuieHuii npotokona ICMP).

WHTEpHET

m IP-tenecpoHma  Cuctema  MOHMTOPMHr

QoS  HacTpoitka MAC-anpecos  JTokanbHbld DNS OuNeTp MAC  MapwpyTusauua  SNMP

MNpaeuna onsa exogdawlero Tpadguka

Wmsa MpoTokon Agpec oTNpaBuTenA MopTel oTNpaBWTenA MopTel NonyyaTens OeicTENe

MpaBuna ona nucxodgllero Tpaduvka

Wmsa MpoTokon MopTel oTNpaBWTeNA Afpec nonyyaTens MopTel NonyYaTens OeicTENE

[na nobasneHns HOBOro Npasuia HaXXMUTe KHOMKY «/Jo6asumsb» U B OTKPbIBLLUEMCSA OKHe «Co3aaTb HOBOE
npaBuIo» 3amnosiHUTE cneayoLwme nosnsi:
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CosnaTtb HoBOE npasuno

MR
Tun Tpathuka Bxoaawmin v
MpoTokon TCP v

Agpec oTnpasuTens
MopTel OTNPABKUTENA 0
MopTel Nony4aTens 0

DeficTene MponycTUTE v

* VIMs — HasBaHue npasuna.

« Tun mpaghuka — BbIGOP TUNa Tpadinka, Ha KOTOPbIA pacnpoCcTpaHsieTcs AeCTBME AaHHOro npasuna:
+ Bxooswuli — BXOASILLMIA HA YCTPOIACTBO Tpaduk (nonydyatenem siBsieTcs HenocpeACcTBEHHO OAMH U3
ceTeBbIX UHTEPeicoB YCTPOIiCTBa);

* Ucxodsiwjud — uexoasimia ¢ ycTpoiictea Tpaduk (Tpaduk, reHepupyemblii NoKasibHO YCTPOWCTBOM C OfIHOTO
N3 ceTeBbIX MHTEP(ECOB).

« Adpec omnpasumesis — 3aaeT HauyanbHblli IP-agpec oTnpasutens. Yepes cumBon "/" MOXHO
yKasaTb MacKy NnofceTn B hopmarax XxXX.XXX.XXX.XXX Un XX, Hanpumep, 192.168.16.0/24 vnn
192.168.16.0/255.255.255.0, uT06bI BblEUTL Cpa3y Lenblii AnanasoH aapecos (3anuch
Macku B BuAe /24 coOTBETCTBYET 3anucu /255.255.255.0). MapaMeTp AOCTYNEH B Cydasnx
Korga napameTp "Tun Tpaduka" MeeT 3HaueHune "Bxooswul'".

« Adpec nonyyamesns — 3agaeT IP-agpec nonyyatens. Yepes cumBon "/" MOXHO yKazaTb Macky
NoAceTM B hopmMaTax XxXX.XXX.XXX.XXX Ufn XX, Hanpumep, 192.168.18.0/24 vnn
192.168.18.0/255.255.255.0, 4TobbI BbIZENUTL CPA3Y Lesblil AnanasoH agpecos. MNapameTtp
[OCTYNeH B c/y4yasix koraa napametp "Tun Tpadomka" nmeeT 3HaveHue "Vcxoosuwul'.

+ [Mpomokos — NPOTOKON NakKeTa, Ha KOTOPbI/i pacnpoCTpaHseTcs AelCTBME AaHHOTO Npasuna:
+ TCP;
+ UDP;
+ TCP/UDP;
+ ICMP;
* NOGONA.

- [elicmsue — felicTBue, coBepLIaeMoe Haf, nakeTamu (0T6POCUTL/NPONYCTUTD).

Mpwu BbIGOpe npoTokonos TCP, UDP, TCP/UDP ansa pegaktupoBaHus 6yayT AOCTYNHbI HACTPONKM:

* [Mopmbl omnpasumesisi — CNMCOK NOPTOB OTNPABUTESS, NAKETbI KOTOPOro ByayT nonaaath nof AaHHoe NpasBuio
(nonyckaeTcsi ykasbiBaTh IM60 OAMHOUYHbI NOPT, TM6G0 Yepes “-“ AnanasoH NopToB).

* [Mopmbl nosyyamesisi — CIMCOK NOPTOB NoslyyaTessi, NakeTbl KOTOPOro 6yayT nonaaatb Nog AaHHoe NpaBuio
(nonyckaeTcsi ykasbiBaTh IM60 OAMHOUYHbI NOPT, TM6G0 Yepes “-“ AnanasoH NopToB).

Mpu BbIGOpe npoTokona ICMP ans pegakTMpoBaHust 6yayT AOCTYMHbI HACTPOMKU:

+ Tun coobweHus1 — MOXHO c034aThb NPaBu/o TONbKO ANsi onpeaeneHHoro Tuna ICMP-coobLeHna Nnnbo s BCEX.

© HaxmuTe KHOMKY «MPUMEHUTB» A5 [O6ABEHNS HOBOTO Npasua. /1 OTMEHbI U3MEHEHUN HaXXMUTE
KHOMKY «OTMeHar. N5 yaaneHusi 3anucum U3 cnmcka Heo6xoaumMo YCTaHOBUTL do/iar HanpoTyB
COOTBETCTBYHOLLEI 3aNMUCU N HAXATb HA KHOMKY «YAa/UTb.
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3.2.1.7 loomeHr «dusibmp MAC»

B nogmeHto «dnnstp MAC» BbINOAHAKTCA HacTpoiika hunstpauun goctyna no MAC-agpecy xocTa.

m IP-renecboHnAa Cuctema  MOHWTOPMHI

MHTEpHeT QoS  HacTpoiika MAC-agpecoe  JokaneHulidl DNS  Cetesol akpaq  EOZHEnAUEYeM MapwpyTusauus  SNMP

JocTyn K yCTPONCTBY

PeXUM UMNETpa BLIKMKEHD v

Pexum dmnstpa — onpesenser o4vH 13 Tpex a/iroputmoB paboTsel ounstpa B 3asucumocty oT MAC-
agpeca KnneHTa:

+ Omismouyums — connstpauma no MAC-agpecam oTKHOYEHa — BCEM XOCTam paspeLleHo Noakovarbes
K YCTPOIACTBY;

* YépHbIlU cnucok — B aHHOM pexume paboTel connstpa xoctaM, MAC-afpeca KOTOpbIX yKa3aHbl B
«Cnmncke MAC-aapecoB», 3anpeLleHo NogknyaTbcs K ycTpoiicTBy. XocTam, MAC-agpeca KoTopbiX He
yKasaHbl B CrMCKe, NOAK/TIOYEHNE pa3peLleHo;

+ Besbili crnucok — B AaHHOM pexume paboTtbl unsTpa xoctam, MAC-agpeca KoTopbIX ykasaHbl B
«Cnmncke MAC-aapecoB», pa3peLleHo NoAxoyaTbcs K ycTpoiicTBy. Xoctam, MAC-agpeca KOTopbIX B CMCKE
He ykasaHbl, NoAK/Ilo4YeHUe 3anpeLleHo.

Cnucok MAC-agpecoB

B cnncok MoxHo BHecTu o Tpuauat MAC-agpecoB XOCTOB, AOCTYN KOTOPbIM K YCTPONCTBY perynvpyeTcs
HaCTPOWNKON pexuma unstpa.

Cnucok paspewwénHbix MAC-agpecos

MAC-agpec
AS:F9:4B:00:11:22

05:00:27-A3:3E:63

[na no6aBneHns HOBOro XOCTa B CMMCOK HAXXMUTE KHOMKY «/[Jobasums» n BBeanTte ero MAC-agpec.
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HobBasute MAC-agpec

MAC-agpec ad

© HaxmuTe KHOMKy «MpUMeHNTL ana fobasneHus Hosoro MAC-agpeca. 15 OTMeHbl U3MEHEHWA
HaXkKMUTe KHOMKY «OTMeHay». [Ans yaasieHns 3anmcu n3 cnucka Heobxoaumo yCTaHoBUTb thiar
HanpoTMB COOTBETCTBYIOLLEN 3aMnUCh U HaXKaTb Ha KHOMKY «YAa/IUTb».

3.2.1.8 ModmeHo «Mapwpymu3sayusi»

B nogmeHto «<MapLupyTusauusi» HacTpanBarTCsl CTaTuueckne MapLpyThl YCTPOCTBA.

m IP-tenechoHna  Cuctema  MOHWMTOPMHI

VIHTEpHET QoS HacTpoika MAC-agpecos TNokaneHeld DNS CeTeBon akpaH PUneTp MAC MapLupy TH3aLua SHNMP

MapwpyTrusayms
Uma Afpec HazHavYeHWA Macka nogcetH LWinwa
route 192 168.23.0 2552552550 192.1658.0.254

[nsi [o6aBNeHVss HOBOrO MapLUPyTa HAXMUTE Ha KHOMKY «106aBUTb» 1 3aN0NHUTE CReaytoLLme Nons:

[obaentb mapwpyT

ma
AJIpec HasHaYeHnA
Macka nogceTm

LLinko3

* VimMsi — Ha3BaHMe MapLupyTa, UCNOoMb3yeTcs A8 ya06CTBa BOCNpMATUS YenoBEKOM. [one MOXHO OCTaBUTb NyCTbIM;

+ Adpec HasHa4eHus1 — IP-agpec xocTa unm nogceTn HazHaveHus, 40 KOTOPbIX HEOBXO4UMO YCTaHOBUTL MapLUpYT;

* Macka noocemu — macka nogcetu. [1na xocta macka nofaceTn yctaHaBnmBaeTcs B 3HaveHne 255.255.255.255, ans
noAceT — B 3aBMCMMOCTU OT e€ pasmepa;
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+ Lmo3 — IP-agpec wWwo3a, Yepes KOTOPbI OCYLLECTBASETCA BbIXOA, HA «AOpPEC Ha3HaYEeHUsI».

© HaxmuTe KHOMKY «MPUMEHUTLY 415 [06aB/IEHNS HOBOTO MapLpyTa. [/ OTMEHbI U3MEHEHUI
HaXKMUTE KHOMKY «OTMeHa». [1N1s yaaneHus 3anmcy 3 cnicka Heo6xoMmMo YCTaHoBUTL donar
HaNpPOTMB COOTBETCTBYIOLLIEV 3aMUCK 1 HaXKaTb Ha KHOMKY «YAanuTb».

3.2.2 MeHtio «IP-tenecoHuns»

B meHto «IP-TenedhoHus» BbinonHatoTcs HacTpoliku VolP (Voice over IP): HacTpolika npoTokona SIP,
KOHoUrypaumst akkayHToB, yCTaHOBKa Kogekos, IBO 1 nnaHa Hymepauuu.

3.2.2.1 ModmeHo «Hacmpoliku cemu»

B nogmMeHto «HacTpoiky cetu» nMmeeTcs BO3MOXHOCTb 3a,aTb COOCTBEHHbIE CETEBbIE HACTPONKM ANs
ycnyru VolP.

Cete QLGECHEWLLUEN Cuctema  MOHWUTOPMHN
SIP AKKaYHTbI C@LLI,HB HElCTpCHHH SIP QoS _eJ'IE{1]CIHHaF KHHra METGpI-1ﬂ Bbl30BOB

CeTeBble HacTpoikn IP-TenedoHun

Mcnone3oeatk HaCTpOIFIKH Internet

Mcnone3osare V0LAN

VLAN ID 10
802.1P 0 v
MpoTokon DHCP Y

AnbTepHaTHBHLIR Vendor 1D (onunA 60)
MepsuyHblid DNS

BTopHyYHbIA DNS

HacTtpoiika IPSec

BKNOYUTE

* Vicnonb3osames Hacmpoliku Internet — Npu ycTaHOBMEHHOM ch/iare UCMosib30BaTb HACTPOIKMN CETH,
YCTaHOB/IEHHbIE B MEHI0 «Cemb» -> «/IHmepHemy», Haue — HaCTPOIKK, YCTaHOB/IEHHbIE B TEKYLLEM MEHIO;

Hactpoiika VLAN

* Vicrnonb3osambs VLAN — npwu yctaHoBneHHOM donare cepsuc IP-tenecoHnn 6yaet ncnonb3oBarb 475t CBOE
paboTbl BblgeNneHHbIi MHTepdielic B otaenbHoii VLAN, Homep KoTopoii ykasaH B nosie «VLAN ID».
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* VLAN ID — ngenTtudpmkatop VLAN, ucnonb3yemsblii 4nsi AaHHOIO CETEBOro UHTepdeica.
-+ 802.1P — npu3sHak 802.1P (apyroe Ha3BaHue CoS — Class of Service), ycTaHaBMBaeMmblii Ha ucxoasiiue ¢
[JaHHoro nHTepdeiica IP-nakeTbl. MpuHUMaeT 3HaueHunst oT 0 (HM3LWKiA NpropuTeT) A0 7 (HaMBbICLUWIA NPUOPUTET).

CeTeBble HACTPOWKMN

+ [1lpomokos1 — BbIGOP NPOTOKO/A Ha3HauYeHnst agpeca Ha uHtepdeeic ycnyru VolP:
+ Static — pexum paboTbl, Npn KoTopom IP-agpec 1 Bce HeobxoaMMble HacTpoikn Ha LAN-uHTepdoeic
HasHa4yaeTCs BPY4HYH0.
+ DHCP — pexum paboTsl, npu koTopom IP-agpec, Macka nogcetn, agpeca DNS-cepsepoB u gpyrue
napameTpbl, HE0GXoAUMbIe AN PaboThl ey (Hanpumep, cTaTudeckme MapLupyThbl Ao SIP-cepeepa,
cepBepa peructpaumm), 6yayt nonyyeHsl ot DHCP-cepBepa aBToMaTUYECKN.

lpomokon "Static”
Mpw BbIGOpe Tna «Static» ANA peaakTMpoBaHWA CTaHyT AOCTYMNHbI Criefyowme napameTpbl:

+ IP-adpec — yctaHoBKa IP-agpeca nHtepdgeiica ycnyru VolP.

+ Macka nodcemu — macka nogcetun nHrepdeica ycnyru VolP.

« Lmo3 no ymondaHuto — IP-agpec nHtepgeica ycnyrn VolP y wo3a, HasHa4eHHOro N0 YMOYaHNIo.

+ Mepsu4Hbili DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepBepoB, Heobxoanmbix s paboTtbl ycayru VolP.

NMpomokon "DHCP"
Mpw BbIGOpe npoTokona Tuna «DHCP» ansa pegakTupoBaHusa CTaHyT AOCTYMHbI CneayoLme napaMmeTpbi:

« AnbmepHamusHbili Vendor ID (onyusi 60) — npu ycTaHOBNEHHOM dofiare ycTpoiicTBo nepenaét 8 DHCP-
coob6uieHusx B onuuu 60 (Vendor class ID) 3Hauenne us nonsi Vendor ID (onyusi 60). Ecnu donar
AnbmepHamustbili Vendor ID (onyus 60) He ycTaHoBMEH — B onuumn 60 nepeaaeTcs 3HaYeHre No yMoyaHuio,
KOTOpOoe UMEET cneayrowmin oopmar:

+ [ VENDOR :npowussogutens][ DEVICE :1un yctpoiictea][ HW :annapartHas sBepcus] [ SN :cepuitHblii Homep][ WAN :M
AC-agpec nntepdeiica WAN][ LAN :MAC-agpec untepdeiica LAN][ VERSION :Bepcus nporpaMMHOro
o6ecneveHus]

* Mpumep: [VENDOR:Eltex][DEVICE:VP-12P][HW:1.0][SN:VI23000118] [WAN:A8:F9:4B:03:2A:DO][LAN:
02:20:80:a8:f9:4b][VERSION:#1.1.0]

- Vendor ID (onyus 60) — 3HaueHne onuum 60 (Vendor class ID) nepegasaemoe B DHCP-coo6LeHusix. Mpu
nyctom nosne onums 60 B coobueHnsix npotokona DHCP He nepegaeTcs.

* epsuyHblli DNS, BmopuyHbili DNS — afpeca cepBepoB AOMEHHbIX UMEH (MCrnosnb3ytoTes ans onpegenexns IP-
afpeca ycTpolicTBa Nno ero JOMeHHOMY MMeHN). AApeca, 3ajaHHble BPYUHYL0, GyayT UMETb NPUOPUTET Hag,
agpecamn DNS-cepBepoB, nosnyyeHHbIMU No npotokosy DHCP.

Cnucok ucnonb3yembix DHCP-onuuii Ha Kaxaom CETEBOM MHTepIeiice MOXHO 3ajaBaTh BPYUHYIO.
MHdhopmaLysa no HacTPOiiKe cnucka B NpunoxexHun B.

HacTtpoiika IPSec
B naHHOM pasgesne ocyLecTBASETCA HACTpolika WwudpoBaHus no TexHonoruu IPSec (IP Security).

IPSec — 310 HA6Op NPOTOKO/OB A/151 06ECNEUEHNS 3aLLMTbI A@HHbIX, NepeAaBaeMbIX N0 MEXCETEBOMY
npoTokosy |IP, N03BONSAOWMIA OCYLECTBNATL NOATBEPXKAEHNE NOAIMHHOCTY (ayTEHTUIMKALMIO), NPOBEPKY
LIe/IOCTHOCTM 1/unu wndppoBaHune IP-nakeToB. IPSec Takke BKIOYAET B Ce6SI NPOTOKO/bI A1 3aLLMLLEHHOMO
o6MeHa K/ouamm B CeTU VIHTEpHeET.

B TekyLlLieil Bepcumn nporpaMMHoro obecneyeHunsi nocpeactsoM IPSec MOXHO OCyLLecTBAIATb TO/IbKO AOCTYN K
nHTepdoelicam ynpaeneHus yctpoiicteom (Web n Telnet).
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Moapo6Hoe onncaHne HacTpoek IPSec npuBeaeHo B pasaene MNMoamerto «/HTepHeT» B rpadye Hactpolika
IPSec.

© [1ns BcTynneHns B CUy HOBOM KOHADUIypaLmmn 1 3aHECEHNSI HACTPOEK B 3HEPIOHE3aBNUCUMYHO NaMsiTh
HaXKMUTE KHOMKY «[TpuMeHUMb». 1N OTMEHbl U3MEHEHWIN HAXXMUTE KHOMKY «OmMeHa».

3.2.2.2 TMoomeHto «SIP akkayHmbi»

Bbi6paTb akkayHT 418 peAakTUPOBaHKsS MOXHO B BbINaAarLWEM MEHIO «akKKayHT».

Cete QGECHELLETEN Cuctema  MoHWTOPMHr
HacTpoiku ceTn SIP aKkayHTbl OfLWMe HAacTporkn SIP QoS MCTOpHA BbI3OBOB

SIP akkayHTbI

(AKKayHT ARKEYHT 1 v ]

3a KaxablM akkayHTOM MOXHO Ha3HauMTb COOGCTBEHHbIE agpeca SIP-cepBepa v cepsepa permcrpauuu,
rof10CoBble KOAEKMN, UHANBUAYa/TbHBINA M1aH HyMepauuy 1 gpyrue napametpsbl.

OCHOBHble HaCTPOIKU

Cete QEECHELLUTEE lMonbsoBaTenbckui MHTepdeinc  Cuctema  MoHUTOpMHr

HacTpoiki cetv  [SEETENIn M  OGWMe HAacTpoiky SIP QoS TenedhoHHaA kHUra  MCTOPMA BbI30BOB

SIP akkayHTbI

ARKAYHT | AKKayHT 1 v

OCHOBHbIE HACTPORKM  Koaeku HacTpoiiki cepeucos  [ONONHUTENBHLIE NAPAMETPLI

MnaH HymMepaumm

BrnioumTs ¥
MMA akkayHTa
Homep TenedoHa 001
Mma nonb3osartens
MCNonNb30BaTh AnbTEPHATUEHLIA HOMED
SIP-nopt 5060
Kareropus aboHeHTa He ucnonb3osate v

Homep ron OCOBOA NOMTEI

* BK/104UMb — NPU YCTAHOB/IEHHOM chniare akkayHT aKTUBEH.

* VIMs1 akkayHma — MeTKa akkayHTa, KoTopas 6yaeT Ucnosib3oBaTbCs 418 UAeHTU(MKAL MU aKTUBHOTO akkayHTa unm
akkayHTa no ymon4aHuio.

+ Homep meneghoHa — abOHEHTCKMIA HOMEP, 3aKPENJ/IEHHbIN 32 akKayHTOM.
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* WmMsi nosib30B8amesisi — UMS NOJb30BAaTENSs], CONOCTAB/IEHHOE C akkayHTOM (0Tobpaxaetcsi B nosie Display-
Name 3arosioBka From B ncxogsimx coobuieHusx SIP).

* Ycnonb3osame a/ibmepHamusHbili HOMep — Nnpu yCTaHOBAEHHOM donare B 3aro/ioBok «From» coobuueHuii SIP,
OTNPaBASIEMbIX C JAHHOIO akKayHTa, 6y1eT NOACTaBSATLCA a/IbTEPHATUBHbIN HOMEP (B YaCTHOCTW, UTOGI
MacKMpoBaTb CBOI peasibHblli HoMep oT cucTeMbl AOH Bbi3biIBAEMOr0 a6OHEHTA).

+ [odcmaenisimb 3a20/1080K 8 Contact — NCNONb30BaTh a/lbTEPHATUBHbI HOMEp B
3aronoske Contact coo6uieHmns SIP.

+ SIP - nopm — UDP-nopT ans npmemMa BXxogswmx coobuieHunii SIP Ha faHHbI akkayHT, a Takke 418 OTrnpaBKu
nexoasaimx SIP-coobLUeHNit ¢ AaHHOO akkayHTa. MpuHUMaeT 3HadeHust 1-65535 (no ymonyaHuio 5060).

- Kamezopusi aboHeHma — kaTeropus Bbi3blBatollero aboHeHTa (calling party category) — ucnonb3syetcsa ans
nepegaun B 3arofioBke «Fromy» ncxoasiimx coobLeHuiA; nocneaHnin npu atom nepegaetcsa B popmate Tel-
URI (cMm. RFC3966).

+ Homep 20s10c0800 nodmsl — HOMEP TeniedpoHa, Ha KOTOPbIA 6yAET COBEPLUATLCS BbI3OB NpU BbiIbope abOHEHTOM
onumu "BbI3oB" (41151 NPOCNYLIMBAHNUS FO/I0COBOI NOYTbI) B MEHIO FO/I0COBOWA MOYTHI.

AymeHmucbukayusi

AyTeHTUcuKaums
Norun 4201

MNapone

+ JlozuH — M NofIb30BaTeNs, UCNOMb3yeMoe A1 ayTeHTudmkauum aboHeHTa Ha SIP-cepsepe 1 cepsepe
peructpauum.
+ [Naposib — Nnaponb, UCNOb3yeMbIn ANs ayTeHTUudmkaunm aboHeHTa Ha SIP-cepBepe 1 cepBepe perncrpaumn.
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lMapamempsi SIP

B cekuuu «MapameTpbl SIP» BbINOMHAITCA HACTPOIiKM SIP-napaMeTpoB akkayHTa.

MapameTpel SIP

PesuM MCNonb3oBaHua SIP-Npokcy Homing v
SIP-npoKcH cepsep
Peructpauus
MeToa KOHTPONA OCHOBHOM Cepeepa Invite v
Tpaxcnopt UDP (npeanoytutensHo), TCl »
Tavmep T1, mc | 500
Taimep T2, mc 4000
Taiimep INVITE TpaH3akuuM (Taimep B), mc 32000
Moanucka gna Mwi

CepBep Nojn1coK

* Pexum ucrionib3o8aHusi SIP -npokcu — B HUCNAAAKoLWEM CNUCKE MOXHO BblGpaTh pexum paboTsl ¢ SIP-cepsepom:
* He ncnonb3osartb;
+ Parking — pexum pesepBupoBaHus SIP-npokcn 6e3 KOHTPONsA 0CHOBHOTO SIP-npokcy;
+ Homing — pexum pesepsupoBaHus SIP-npokcy ¢ KOHTPOsIeM OCHOBHOTO SIP-Npokcu.

TenedoH MOXEeT paboTaTb C OIHNM OCHOBHbIM U MakCUMYM YETbIPbMS pe3epBHbIMU SIP-npokcu. MNpu
paboTe TO/IbKO C OCHOBHbIM SIP-npokck, pexumsl Parking 1 Homing H14em gpyr ot gpyra He
oTnnyaroTcs. B aTom cnyyae npu otkase 0CHoBHOro SIP-npokcu noTpebyeTcs ero BOCCTaHOB/IEHNE
Ans obecneyeHnst paboTocnoCo6HOCTL.

Mpu Hanmumm pesepBHbIX SIP-npokcn paboTta B pexumax Parking n Homing ocyuiectensietcs
cnenywoummMm obpasom:;

Mpwn coBepLLEeHM UCXOASLLETO Bbi3oBa TenedoH otnpasnseTr coobuieHune INVITE Ha aagpec
OoCHOBHOrO SIP-npokcy nnn npy nonbiTke pernctpaumm — coobuieHne REGISTER. B cnyyae ecnm no
ncTeyeHnn Bpemenn Invite total timeout oT 0CHOBHOro SIP-NPoKCK He NPUXOANT OTBET UM NPUXOANT
otBeT 408 nnu 503 — TenedoH otnpasnsieT INVITE (nm6o REGISTER) Ha aapec nepBoro pe3epBHOro
SIP-npokcn. Ecnn oH ToXe He AO0CTYMEH, 3anpoc nepenpasisaeTcs Ha cneayoumii pesepsHbiii SIP-
NpoKcK n T.4. Kak TonbKo AOCTYMHbIV pe3epBHbIii SIP-npokcn 6yaeT HalaeH, npon3onaet
nepeperncTpaumsi Ha Hem.

[lanee, B 3aBNCMMOCTY OT BbIGBPAHHOTO peXxvMa pe3epBMpOoBaHUs, AeNCTBUS crieaytoLme:

B pexume parking HET KOHTpons ocHoBHOro SIP-npokcu n TenedoH npogo/mHKaeT paboTtatb C
pe3epBHbIM SIP-NpoKcK, gaxxe ecnin OCHOBHOM BOCCTAHOB/EH. [pu noTtepe cBs3n ¢ TekyLimm SIP-
NPoKcK ByaeT NPoAo/HKEH ONPOC NOCNeayrLWmx pesepBHbIX SIP-Npokcu No onucaHHOMY Bbille
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anroputMy. Mpy HeOCTYNHOCTY NOC/eAHEr0 pe3epBHOro SIP-NPOKCKU onpoc NPOAO/IXUTCS MO KPYrY,
HauMHasi C OCHOBHOTO.

B pexume homing AOCTYNHO Tpu BMAa KOHTPONSA OCHOBHOTO SIP-npokcu: nocpeacTBoOM
nepuoamyeckon nepegaym Ha ero agpec coobuwexnin OPTIONS, nocpefcTBOM Neprognyeckoi
nepepaym Ha ero agpec coobueHnii REGISTER nn6o nocpeactsom nepegaun 3anpoca INVITE npu
coBepLueHnn nexoasauero Bbizosa. 3anpoc INVITE cHayana nepegaetcs Ha oCHoBHoi SIP-npokey, a
3aTem, B c/lyyae ero HefJOCTYMHOCTY, Ha TEKYLLMIA pe3epBHbIA 1 T.4. He3aBucumo oT Buaa KOHTPONS,
€CNn 06HapYy>XeHO, YTO OCHOBHOW SIP-NPOKCK BOCCTAHOBU/ICA — NPOUCXOAUT Nepeperucrpaums Ha
HeM. TenedoH HaunHaeT pabotaTb ¢ OCHOBHbIM SIP-npokcy.

SIP-npokcu cepsep — ceTeBol agpec SIP-cepBepa — yCTPOICTBa, OCYLLECTBASOLWENO KOHTPO/Ib 4OCTYNa BCeX
aboHEHTOB K TenedioHHOI ceTu npoBaiigepa. MoXHO ykasaThb kak IP-agpec, Tak U JoMeHHoe ums (Yepes
[ABoeToune MoxHo 3agatb UDP-nopt SIP-cepsepa, no ymonyaxuto 5060).
Peaucmpayusi — npun yCTaHOB/IEHHOM dhfiare perncTpupoBaTh akkayHT, Ha cepBepe pernctpauun.
Cepsep pecucmpayuu — CeTeBOW afpec YCTPOWCTBa, Ha KOTOPOM OCYLLECTBSAETCA perncrpauunst Bcex aboHeHToB
TenedgoHHOI CETY C LeNbio NpeaocTaB/eHus UM NpaBa Nnosib30BaThCs YCyraMmu CBA3u (Yepes ABOEToUME MOXHO
ykazaTb UDP-nopT cepBepa pernctpawmu, no ymondyaHuio 5060). MoXHO ykasaThb kak IP-afpec, Tak U loMeHHoe
nmva (Yepes aBoeToune MoxHo 3agatb UDP-nopt SIP-cepsepa, no ymonyaxuto 5060). O6bIYHO cepBep permcrpaumu
chusmnyeckn coBmellieH ¢ SIP-npokcy cepBepoM (OHM UMEIOT OAMHAKoBbIE afpeca).
Memod KoHMposisi OCHOBHO20 cepsepa — BbIBOP MeToAa KOHTPO/IA [OCTYNHOCTM OCHOBHOrO SIP-cepsepa B
pexume Homing:

* Invite — KOHTPO/Ib NOCPEACTBOM Nepegayn Ha ero agpec 3anpoca INVITE npu coBepLieHnmn ncxogawero

BbI30B3;

* Register — KOHTPOb NOCPEACTBOM NEPUOAMNHECKON Nepeaayum Ha ero agpec coobuieHnii REGISTER;

+ Options — KOHTPO/1b NOCPEACTBOM NEPUOAMNYECKON Nepefaymn Ha ero agpec coobuieHmii OPTIONS.
[epuod KOHMPOsIsi OCHOBHO20 cepsepa — UHTEPBasT OTNPaBKN NEPUOANYECKNX COOBLLEHNI B CEKYHAAX C LENbHo
NPOBEPKM AOCTYMNHOCTM OCHOBHOro SIP-cepBepa.
TpaHcrnopm — BbIGOP NPOTOKOMA A1 TPAHCMOPTUPOBKN CO06LLEHMIA npoTokona SIP.
Talivep T1 — nHtepsan mexay nocbisikoin nepeoro INVITE 1 BTOporo npu oTCyTCTBUM OTBETA HA NEPBbI B MC, ANs
nocneaytoumx INVITE (TpeTbero, UeTBEPTOro 1 T.[1.) AaHHbI UHTEPBAN yBENMUMBAETCS BABOe (Hanpumep, npu
3HaueHumn 300 mc, BTopoli INVITE 6yaet nepegaH vyepes 300 mc, Tpetuii — yepes 600 mc, yeTBepThiin — vepes 1200
MC 1 T.4.);
Talimep T2 — makcuMaUibHbI MHTepBa Ans nepenocblsikn He-INVITE 3anpocoB 1 oTBeToB Ha INVITE 3anpocsi;
Talimep B — obwmii TanmayT nepegadn cooblueHmnin INVITE B mc. Mo uctevyeHnn gaHHoro TaimayTa onpegensiercs,
YTO HanpasfeHne HeAOCTYMNHO. VICNob3yeTcs AN orpaHMYeHns petTpaHcasumii coobuenunin INVITE, B Tom uncne
ANns onpegeneHns AOCTYMHOCTY;
lMoonucka 0n15 MWI — npu ycTaHoBneHHOM doniare 6y1eT oTNpaBnAaTbCs 3anpoc NOAMNNCKM Ha cobbiTue "message-
summary". locse nony4yeHns 4aHHOro 3anpoca cepBep NOANUCOK OyAeT YBeAOM/ISTb YCTPONCTBO O HaIMunm
HOBbIX r0/10COBbIX co06LEeHUsX nocpeacTesom NOTIFY-3anpocos;
Cepsep noonucok — CeTeBOI agpec YCTPONCTBA, Ha KOTOPbIN 6yayT oTnpaBnATbes 3anpocsl SUBSCRIBE anis
MOAMNMCKM Ha cobbITs "message-summary” n "dialog”. MoxHo ykas3aThb Kak IP-agpec, Tak 1 JoMeHHOe 1Ms (uepes
[ABoeToune MoxHo 3agatb UDP-nopt SIP-cepsepa, no ymonyaxuto 5060).

© IMpu ucnonb3osaHuu pasHkix 3HaueHul malimepos Ha akkayHmax, SIP-nopmsi akkayHmos
makxxe 00/HKHbI OM/IUYaMbCS.
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Pe3zepsHbie SIP-npokcu

PezepeHble SIP-npokcu

SIP-npokck cepeep Cepeep perucrpaumm

[nsa npo6asneHns pesepBHOro SIP-npokcyn HaxXmmnTe KHoMKy «06aBnTb» U BbINOHWUTE CrieAyowme HacTPOKN:

+ SIP-npokcu cepsep — ceTeBoit agpec pesepBHoro SIP-cepsepa. MOXHO yka3aTb Kak IP-agpec, Tak U JOMEHHOe UMs
(uepe3 aBoeToune MoxHo 3agatk UDP-nopT SIP-cepBepa, no ymonyaHuio 5060).

- Cepsep peaucmpayuu — CETEBOI1 afipec pe3epBHOro cepeepa peructpaumm (Yepes ABoeToUe MOXHO yKa3aTb
UDP-nopT, no ymonuaHuto 5060). MoxHO yka3aTb kak IP-afpec, Tak 1 loMeHHoe ums. Ecniv yctaHoBneH donar
nepeg nonem Cepsepa perncrpawmu, To BK/IKOYEHa perncrpaLms Ha pesepBHOM cepBepe.

[na ypanexnua pesepsHoro SIP-npokcy yctaHoBuTe donar HanpoTyBe 3a4aHHOro agpeca v HaXMUTE KHOMKY
«Y[anuTb».
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HdononHuTensHble napameTtpol SIP

SIP-ponmen eltextest loc
MpumenuTe SIP Domain gnA permvctpagun &
Pexama Outbound Briknkuen
Mepuog EpemMeH NepepervcToaUmK, © 1600
WHTepean noetopa pervetpauun, ¢ | 30
WMicnoneaoeate STUN
MyBnuyHel aopec
Kecnonsaoeate SIP Display Name npu
perMcTRaLmMu
Beigaua KIMB npw nonyueHum 183 Progress
Hapewsan 4oCTaEKS NPEQBapMTENEHEX Supported v

oTeeToE (1xx)
Pazpewmte Timer &
MUHMIMANEHOE BPEMA CECCHN, C 120
Bpema ceccuu, ¢ 1800
Mepuoguueckmit onpoc SIP-cepsepa CrenioueH v
SIP-oTEET NpW CTKNOHEHWW BLIZ0EA 480 Temporarily Unavailable v
ObpabateieaTte 3aronoeok Alert-Info
MpoeepATe ToNBKo MMA NonezceaTena B RURI

MNepenaeate IP-agpec B 3aronoexe Call-1D

<o

+ SIP -domeH — [IOMEeH, B KOTOPOM HaxouUTCS YCTPOICTBO (3ano/HSTb Npu Heo6XoAMMOCTH).
* [pumeHums SIP Domain 07151 pecucmpayuu — npn ycTaHoBNEHHOM donare npuMmeHnTb SIP-gomeH ans
pernctpauum (SIP-gomeH 6yaeT noactaBnsATbcs B Request-Line 3anpocos REGISTER);
* MpumeHums SIP Domain 07159 noAnNUCoK — Npu yCTaHOBIEHHOM dofiare NpuMeHnTs SIP-gomeH ans nognucok (SIP-
[lomeH 6yaeT noactaBnsaTbes B Request-Line 3anpocos SUBSCRIBE);
« Pexxum Outbound — pexwum Outbound:
* BbIK/IlO4EH — MapLUPYTU3MPOBATbL BbI30BbI COMIACHO NiaHa Hymepauumu;
+ Outbound — ans paboTbl UCXoasLLel CBSA3N He06XoAMM NnaH HyMepaLlmm, 0fiHaKo BCe Bbi30Bbl ByayT
MapLUpyTU3mpoBaTbcs Yepes SIP-cepsep; B criydae OTCyTCTBUSA perncrpaLumn aboHeHTy BblAaeTcs OTBET
CTaHLMK, YTOGbI MOXHO 6bI/T0 OCYLLECTB/IATHL YNpaB/ieHne aboHeHTCKUM cepBucom (ynpaenexue ABO);
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+ Outbound c 8bldayeli «3aHsIMo» — aNs paboTbl UCXOAALLEN CBA3M HEOOXOAUM MaH HyMepaLmm, OgHaKo Bce
BbI30Bbl OyayT MapLUpyTU3mpoBaTtbcs Yepes SIP-cepsep; Npyu OTCYTCTBMU perncTpawmm BOCnosb30BaTbCs
TenedoHnel yaet HEBO3MOXHO: B TPYOKY BblAAETCS CUrHaT OLLNOKN.

lNepuod spemeHU nepepeasucmpayuu — BPEMS, B TEHEHME KOTOPOro AelCTBUTENIbHA perncTpaLms akkayHta

Ha SIP-cepsepe. Nepeperncrpauns akkayHTa OCyLeCcTB/ISEeTCH B CpefHeM Yepes 2/3 ykaszaHHOro nepuoaa,;
ViHmepsas1 nosmopa pesucmpayuu — NPoMeXyTOK BpeMEHN MeXay NonbITkaMu 3apernctpuposarses Ha SIP-
cepBepe B C/lyvae HeyCcneLlHoW perncrpauun,

lMepuod 06HOB/EHUSs MOONUCOK — BPEMS, B TEUEHME KOTOPOro AeNCTBUTENbHA NoAnncKka Ha cobbiTs. O6HOBMEHNE
NOANNCKM OCYLLECTBNSAETCA B CpefHeM yepes 2/3 ykasaHHOro neproaa;

WiHmepsas1 nosmopa nodnucok — NPOMEXYTOK BPEMEHN MeXay NonbITKaMy NoanncarTbCcsa Ha cobbiTue B Criyyae
HeycneLHOoM NoANnCKY;

Vcnonb3osambs STUN — npu ycTaHOBMEHHOM dhnare ncnonb3yetcs npotokosn STUN (Session Traversal Utilities for
NAT) ans onpeaeneHuns ny6nnyHoro agpeca ycTpoiicTea (BHellHero agpeca NAT). PekoMeHayeTcsi UCMnosib30BaThb
[OaHHbI NPOTOKON Npu paboTe ycTpoicTea Yepe3 NAT.

Mpu ncnonb3oBaHUM pasnuuHbix HacTpoek STUN Ha akkayHTax, SIP nopTbl akkayHTOB A0/KHbI
pasnuuaTbCs.

[My671uy4HbIl adpec — AaHHbIR NapaMeTp UCNOMb3YeTCs B Ka4eCcTBE BHELUHErO ajpeca YCTPolicTBa npu paboTe
3a NAT (3a wnio3om). B kauecTBe Ny6nMYHOro aapeca nponucbiBaetcs agpec BHeluHero (WAN) nHtepdeiica
wso3a (NAT), 3a KoTopbIM ycTaHoBneH IP-TenedpoH cepum VP. Mpu aTom Ha camom winto3e (NAT) Heobxoaumo
caenatb nNpobpoc cooTBeTCTBYOWMX SIP- n RTP-NopToB, NCNO/b3yeMbIX YCTPOACTBOM.
Vicnonb3zosams SIP Display Name npu peaucmpayuu — npu ycTaHOB/IEHHOM chnare nepegasartb UMS
nonb3oBaTens B none SIP Display Info coobuieHns Register.
Bbidada «KIB» nipu nosy4eHuu 183 Progress — npu ycTaHOBAEHHOM chriare BblgaBaTb CUrHa1 «KOHTPOb MNOChISIKK
BbI30Ba» Npu npueme coobuieHus «183 Progress» (6e3 BnoxeHHoro SDP).
100rel — vcnonb3oBaHMe HaAEXHbIX NpeaBapuTenbHbix oTBeToB (RFC3262):

+ Supported — nogaepxka NcMnosib30BaHNA HafEeXHbIX NpeaBapuTesbHbIX OTBETOB;

* Required — TpeboBaHWe UCMNONb30BaTb HALEXHbIE NpeABapuTe/bHbIE OTBETDI;

* BbIK/IlO4EH — HE UCNO/b30BaTb HaAeXHble NpeaBapuTeSibHbIe OTBETLI.

Mpotokonom SIP onpeaeneHo Aga TUna OTBETOB Ha 3anpoc, MHULUMnpytowmii coeamHenne (INVITE) —
npeaBapuTeNibHble Y OKOHYaTesIbHble. OTBEThI Knacca 2XX, 3XX, 4XX, SXX U 6XX ABMAKTCA
OKOHYaTeNbHbIMN U NepefarnTcsa HaL4eXHOo — € noaTeepxaeHmnem nx coobeHnem ACK. OTBeTbl
knacca 1xx, 3a ucknoyeHvem orseta 100 Trying, ABNATCA NpeABapuTe/lbHbIMU U NepesarTcs
HeHaaexHo — 6e3 noaTeepxaeHust (RFC3261). 3T 0TBETHI coflepXaTt MHhopMaLMio O TEKYLLEe
cTaanm obpaboTku 3anpoca INVITE, BcrneacTBme Yero noTeps TakMx OTBETOB HeXesaTesibHa.
Vcnonb3oBaHre HafexXHbIX npefsapuTeibHbIX OTBETOB TaKXe npeaycMoTpeHo npoTokosioM SIP
(RFC 3262) 1 onpegensietca Hanmumem Tera 100rel B MHALMMPYIOLLEM 3anNpoCe, B 3TOM c/lyyae
npeaBapuTenbHble OTBETHLI NoAgTBEPXAatoTCA coobuleHmnem PRACK.

Paboma Hacmpolku 100rel npu ucxoosiwel css3u:

+ Supported — nepepaBatb B 3anpoce INVITE Ter supported: 100rel. B aTom cnyyae
B3aVIMOAECTBYHOLLMIA LIHO3 MO CBOEMY YCMOTPEHUIO MOXET Nepefasatb NpeasapuTesibHble
OTBETbI MO0 HAZEXHO, NGO HET;

* Required — nepepgasaTth B 3anpoce INVITE Teru supported: 100rel v required: 100rel. B aTom
C/lydae B3aMMOAENCTBYHOLWMIA LIKO3 AO/MKEH NepejaBaTtb NpeasapuTe/ibHbIe OTBEThI
HagexHo. Ecnn B3anmogeincTBYOLLMIA W03 HE NOAAEPKMBAET HAAEXHbIE NpeaBapUTesbHble
OTBETbI, TO OH A0/KEH OTKNIOHUTL 3anpoc coobuieHnem 420 ¢ ykazaHnem
HenogaepxuBaemMoro Tera unsupported : 100 rel, B 3ToM cnyyae 6yaeT oTrnpaB/ieH NoBTOPHbIi
3anpoc INVITE 6e3 Tera required : 100 rel;

* BhbIk/toueH — He nepepgasaTh B 3anpoce INVITE Hu oamH ns Teros supported : 100 rel v required :
100 rel. B aToM cnyyae B3avMoAencTByOLWMIA W03 ByAeT NnepefaBatb nNpeaBapuTesibHble
OTBETbl HEHAZEXHO.
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Paboma Hacmpolku 100rel npu Bxodsiwel cBs3u:

+ Supported, R equired — npu npueme B 3anpoce INVITE tera supported: 100rel, nu6o Tera
required: 100rel, nepefaBatb NpeaBapuTesibHbie OTBEThI HAAEXHO. Ecnu Tera supported:
100rel B 3anpoce INVITE HeT, To nepegaBaTh NpeaBapuTesibHble OTBETbI HEHAAEXHO;

* BsblkmoueH — npu npueme B 3anpoce INVITE Tera required: 100rel, oTKNOHUTL 3anpoc
coob6uieHnem 420 ¢ ykazaHueM Henogaepxmnsaemoro Tera unsupported: 100rel. B ocTanbHbIx
cnyyasix nepefasarb npefBapuTesibHble OTBETbI HEHAAEXHO.

Paspewums timer — npu ycTaHOB/IEHHOM do/iare BK/loUeHa noaaepxka paclumperus timer (RFC 4028). Mocne
YCTaHOB/IEHNS cCOeANHEHNS, eCnn 06e CTOPOHbI NOAAEPXKMBALOT timer, o4Ha U3 HUX NEPUOANYECKN OTNPAaB/IAET
3anpocsl re-INVITE ansi KOHTpons coeamHeHuns (ecnu o6e cTopoHbI nogaepxueatot metog UPDATE, ansi uero oH
[OMKeH ObITb yKasaH B 3arosioBke Allow — 06HOB/IEHNE ceccun OCYLLLECTBSETCS MOCPELACTBOM NEPUOANYECKOA
oTnpasku coobleHunii UPDATE).
MuHumMasibHoe speMsi ceccuu, C — MUHUMaSbHbIA MHTepBa NPOBEPKU PaboTocnocobHoCTH coeamHeHus (ot 90 ao
1800 ¢, no ymonuaHuto 120 c.).
Bpewmsi ceccuu, ¢ — nepuog BpeMeHU B CEKyHAAX, N0 MCTEYEHMUN KOTOPOro NPOU30ONAET NPUHYAUTENIbHOE
3aBeplleHne ceccum, B cyyae ecnim ceccust He 6yaet BoBpeMsi o6HoBneHa (ot 90 go 80000 c., pekomeHayemoe
3HadeHune - 1800 ¢, 0 — Bpems ceccum He orpaHUYEeHo).
lMepuoduyeckuli onpoc SIP-cepsepa — BbIGOp cnocoba onpoca SIP-cepeepa:

* OmksmovyeH — SIP-cepBep He onpaluvBaeTcs;

+ Options — onpoc SIP-cepsepa npu nomoLuy coobuieHnii OPTIONS;

* Notify — onpoc SIP-cepsepa npu nomolym coobuuennii NOTIFY;

* CLRF — onpoc SIP-cepsepa nyctbim UDP-nakeTom.
ViHmepsas1 onpoca — nNepuog BpeMeHN B CeKyHAax, Yepes KOTopbI BbinosHseTca onpoc SIP-cepepa. JocTtyneH
npwv BK/IOYEHHOI onumm "Mepuoanyeckuii onpoc SIP-cepsepa”.
SIP-omsem ripu 0MK/I0HEHUU BbI308a — BblOOP SIP-0TBETA NpPU OTKIOHEHMMN BXOASLLENO Bbl30BA.
Obpabamsisamsb 3a20/1080K Alert - Info — o6pabatbiBaTb 3aronioBok Alert-Info B 3anpoce INVITE ans
Bbl4a4u MOCbIIKM BbI30Ba OT/IMYHOW OT CTaHL4APTHOMN.
lposepsimb Mo/IbKO UM rosib3osamesiss 8 RURI — ecnn chnar ycTaHOBMEH, TO aHa/IM3MPYETCS TO/TbKO
aboHeHTCKMIn Homep (user), Npy CoBMNaAeHNM KOTOPOro BbI3OB BGYAET Ha3HaYeH AaHHOMY akkayHTy. Ecnv conar
CHSIT, TO NpW NOCTYN/IEHUN BXOASALLENO Bbl30Ba NPon3BoanTCs aHanus Bcex anemeHToB URI (user, host u port —
aboHeHTCKMI Homep, IP-agpec n UDP/TCP-nopT). Mpu coBnageHunmn Bcex anemeHToB URI Bbi3oB GyaeT
Ha3Ha4yeH JaHHOMY akKayHTY.
lMepedasamsb IP -adpec B 3azoso08ke Call - ID — ecnu conar yctaHoBneH, To B 3aronoBke Call-ID npu ncxoasuieii
CBSI131 MCMOMNb3yeTcs COOGCTBEHHBIN IP-agpec ycTpolicTea B hopmare localid@host.

[Nsi BCTYN/IEHUSI B CU/y HOBOW KOHGOUIypaLuum 1 3aHeCEHNSI HACTPOEK B SHEPTOHE3ABHCUMYIO NaMSITh
HaXKMUTE KHOMKY «[TpuMeHUMb». [INs OTMEHbl U3MEHEHWIN HAXXMUTE KHOMKY «OmMeHa».
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Kopeku

2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

CeTk IP-TenedoHHA Cuctema MOHWTOPHHI

SIP akkayHThbI

ArKayHT

HpMOpMTeT KoOdeKoB
Kopex 1
Kopex 2
Koper 3
Kopex 4
Koper &
Kopex 6

Koper 7

Bpemsa nakeTuzayuu

Bpema naketuzauum G.711, mc
Bpema naketuzaumm G.729, mc
BpemA naketuzaumm G.723, mc
Bpema naketuaayun G.726-24, mc

Bpema naketuaagun G.726-32, mc

Tun Harpysku

Tun Harpysem G.726-24

Tun Harpysem (5.726-32

<o

Hactpoiku cetn  JRSllE=Tve 0 = Obwpe HacTpodkn SIP QoS TenedwonHad wivra  McTopuA BoizoBce

Axrayur 1 v

OcHoBHBIE FECTpDFPlrI HO,'J,EKH HacTpofkm cepencos ,10'0.'-!.:1TE]'Ib-|:;IE: NapamMeTpb

G.T1a v
G729 v
G.711u v
G723 v
G.726-24 v
(.726-32 v
BriknioueH v
20 v
20 v
30 v
20 v
20 v
103

104

lMnaH HymepaLmu

*+ Kodek 1..7 — no3Bo/sieT BbIGpaTh KOAEKM 1 MOPSIA0K, B KOTOPOM OHM ByAyT MCNOMb30BaThCs. KOAEK C HAaUBbICLLMM

MPVOPUTETOM HYXHO nponucathb B nose «Kogek 1». 4ns paboTbl HE06X0AMMO yKasaTb XOTs 6bl OAMH KOAEK:

BbIKk/1104€H — KOLEK HE UCNOJIb3yeTCs.
G.711a — ncnonb3oBaTb kKogek G.711A;
G.711u — ncnonb3oBatb kKogek G.711U;
G.723 — ncnonb3oBatb kKogek G.723.1;
G.729 — ncnonb3oBatb Koaek G.729;

G.726-24 — ncnonb3oBatb kogek G.726 co ckopocTbio 24 K6uT/c;
G.726-32 — ncnonb3oBaTtb kogek G.726 co ckopocTbio 32 K6uT/C.
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- Bpewmsi nakemusayuu — YACN0o MUNUCEKYHA, peumn B ogHoM RTP-nakeTe (a1 kogekos G.711A,, G.729,G.723 n G.
726).

- Tum Hagpy3KU - TUN AUHAMUYECKOW Harpyskn Ans koaeka G.726-24 nnn G.726-32 (paspelleHHblie ans
1CNob30BaHns 3HaueHus — ot 96 o 127).

© [1ns BcTynneHns B CUy HOBOI KOHJDMIypaLyn U 3aHECEHNSI HACTPOEK B 3HEPrOHE3aBUCUMYHO NaMAThb
HaXKMUTE KHOMKY «[TpuMeHUMb». [INs OTMEHbl U3MEHEHUIN HAXXMUTE KHOMKY «OMmMeHa».

HacTpoliku cepBucoB

Cete QLECHCHLETEE MonesosaTenbCckuid MHTepenc Cuctema  MoOHWTOPMHP

HacTpoHKu CeTH SIP akKkayHThl OB6LWKe HacTpoiku SIP QoS TeneoHHaA kHura WMcTopuA Bbi30BOB

SIP akkayHTbI

AKKaYHT AKKSYHT 2 v

OCHOBHbIE HACTPOAKK Koperu HacTpoik1 CepBUCOB [oNoNHWTENBHBIE NApPaMETPBI MNaH HyMepaLuuu

O#WAGHWE BbI30EA

He Gecnokoute [

OcTaHoeka HaGopanpn # [
CLIR Brikn. v

Fopsuaa/tennas nuima [

PaspelnT NpUeM WHTEPKOM BBI30BA
TEHEPUPOBATE TOH

MpUOPUTET WHTEPKOM BbizoBa [

PaspelunTs ABTOOTEET Ha Bbi3oBbl [

PTT (Push To Talk) [

+ OxudaHue BbI308a — MNP YyCTAHOB/IEHHOM ¢hnare paspeLleH Npuem BXo4ALwmUX BbI30BOB, BO BPEMS aKTUBHOTO
BbI30BAa, MHAYe Ha 3anpoc BXOASLEro Bbi30oBa OyAeT oTrnpassieH oTBeT 484 Busy here.
+ He 6ecrnokoumbs — NpW YCTaHOBIEHHOM dh/lare ycTaHaB/IMBaeTCs BPEMEHHbI 3anpeT BXOASLLEN CBA3N
(ycnyra DND — Don't Disturb).
+ OcmaHoBKa Habopa rpu # — npy ycTaHOBNEHHOM dh/iare UCnosib3oBaTh KHOMKY ‘#' Ha TenedoHHOM annapare Ans
OKOHYaHuWs Habopa, Have ‘#, HabpaHHasi ¢ TeNedIOHHOro annaparta, NCMNosb3YeTCs Kak YacTb HOMEpa;
+ CLIR — orpaHuyeHue ngeHTndmkaum Homepa Bbi3blBatLLEr0 abOHEHTA:
* Bobiks1 — ycnyra CLIR oTkntoveHa;
+ SIP: From — B 3aronoske From coobweHunii npotokona SIP 6yaeT nepegasarbca Anonymous  Sip :
anonymous @ unknown . host;
+ SIP:From u SIP:Contact — B 3aronokax From n Contact coo6uieHuii npotokona SIP 6yaet
nepegasatbcsi Anonymous sip:anonymous@unknown.host.
+ [opsiyasi/meniasi IUHUS — NPW YCTaHOB/IEHHOM dpfiare paspeLleHa ycnyra «ropsadas/Tennas nuHus». Yenayra
NO3BOMISIET aBTOMATUYECKN YCTAHOBUTL UCXOASLLEE COeAUHEHME NpU NogbEMe Tpyokm TenedoHa 6e3 Habopa
HoMepa C 3afjaHHOI1 3aaepXKoli (B cekyHaax). Mpu ycTaHOBEHHOM doniare 3anosiHuTe cneayoLme noss:
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+ Homep ycnyau "2opsiyasi/mensas uHUS" — HoMep TesnieddoHa, ¢ KOTopbIM ByAeT ycTaHaB/IMBaTLCS
coefVHeHne yepes BpeMsl, paBHoe «TalimayTy 3aiepxKu», nocne NogHATUA Tpy6ku TenedhoHa (B nnaHe
HyMepaLumn ncnosnb3yemoro SIP-npodnns AomkeH 6biTb NPeUKe Ha AaHHOe HanpaB/eHue);

+ Talimaym 3a0epikku, C — UHTEPBa/1 BPEMEHMU, YePe3 KOTOPbIi ByAeT yCTaHaBNMBATLCSA COeANHEHNE C
BCTPEYHbIM abOHEHTOM, B CEKYHAAX;

+ Paspewums npuemMm UHMEPKOM BbI30808 — MPU BbIK/IKOUEHHOR ONLMM NHTEPKOM BbI30BbI 6YAYyT aBTOMATUYECKN
OTK/IOHATbLCS;

+ [eHepuposamb MOH — Nepes, aBTOMATUYECKMM OTBETOM Ha MHTEPKOM BbI30B OyAET NPoMrpaH KOPOTKUIA 3BYKOBOV
curHan;

+ [Mpuopumem UHMepPKOM Bbi308a — KOTAA ONLMS BK/TIHOYEHA, MHTEPKOM BbI30B UMEET NPMOPUTET MO OTHOLLEHWIO K
aKTMBHOMY BbI30BY. [lepej, aBTOMaTMYECKMM OTBETOM Ha UHTEPKOM BbI30B, aKTUBHbI BbI30B OyAET NOCTaB/EH Ha
yaepxaHue. Korga onums oTK/Io4eHa, NPy aKTMBHOM BbI30BE aBTOMATMYECKUIA OTBET HA MHTEPKOM BbI30B
cpabaTbiBaTb He OYAET;

+ Paspewums ABMoOomsem Ha 8bI308bl - PN BK/ILOYEHHON onummn 6yaeT NPONCXO4UTb aBTOMAaTUUECKNIA OTBET Ha
BCE BXOASILLME BbI30BbI

+ YBedomums nepeod asBmoomsemom — nepes aBToMaTnyeckum OTBETOM OyAeT NpourpaH KOpOTKMIA 3BYKOBOIA
curHan;

+ [Mpuopumem asmoomsema Ha 8bI308 — KOTa OMuUsi BK/IHOYEHA, HOBbIV BXOASLLMI BbI30OB UMEET NPMOPUTET MO
OTHOLLUEHUIO K aKTUBHOMY BbI30BY. [lepes aBTOMaTMYeCKM OTBETOM Ha BbI30B, aKTUBHbI BbI30B OYAET NOCTaB/eH
Ha yaepxaHue. Korga onuyus oTkodeHa, Npy akTMBHOM Bbl30BE aBTOMATUYECKMIA OTBET Ha BbI30B cpabaTtbiBaTb He
OyneT;

+ 3adepxxka neped aBmoomsemom, ¢ - UHTEPBas1 BPEMEHN BPEMEHUN B CEKYHAAX MeXAy MOCTYN/IEHNEM BXOAALLEr0
BbI30Ba 1 aBTOMATMYECKNM OTBETOM Ha HEro.

lMepeadpecayusi

MNepeagpecayun
BesycnoeHan nepeagpecaumn &
Homep GezycnoeHoA nepeagpecaliu
Mepeagpecalua no 3aHRTOCTH ¥
Homep nepeagpecalyi No 3aHATOCTH
MNepeagpecalva No HeoTeeTy &
Homep nepeanpecauyi No HEoTEETY

TammayTHeoTeeTa, ¢ 0

« BesycsiosHas nepeadpecayusi — Npv ycTaHOBMEHHOM donare paspelieHa ycnyra CFU (Call Forward Unconditional)
— BCe BXOAsLUMe BbI30Bbl MepeHanpaBsTca Ha yka3aHHbI Homep 6e3ycnoBHON nepeagpecaunu.

+ Homep 6e3ycs08HOU nepeadpecayuu — HOMeP, Ha KOTOPbIA NepeHanpas/IAoTCA BCe BXOAALLME BbI30BbI,
npu BKOUEHHOI ycnyrn «besycrioBHas nepeagpecauusi» (B niaHe Hymepauum ucnosb3yemoro SIP-
npochunsa fo/mkeH GbITb NPedIMKC Ha JaHHOE HanpaB/ieHne).

+ [MNepeadpecayus o 3aHsImMocmu — Npu yCTaHOBNEHHOM chniare paspelueHa ycnyra CFB (Call Forward at Busy) —
nepeagpecauusi BbI30Ba Npu 3aHATOCTU abOHEHTa Ha yKasaHHbI HoMep.

+ Homep nepeadpecayuu o 3aHIMocmu — HOMEp, Ha KOTOPbI MepeHanpaBAsTca BXOAsLLME BbI30BbI NpK
3aHSITOCTM aBOHEHTa, NPU BK/OYEHHOI yenyre «Mepeagpecauusi o 3aHATOCTU» (B MsiaHe HyMepauum
ncnosnb3yemoro SIP-npoduns gomkeH 6biTb NPeqVKC Ha JaHHOe HanpaB/ieHue).

+ [Nepeadpecayusi No Heomsemy — NpW YCTaHOB/IEHHOM chnare paspeLleHa
ycnyra CFNA (Call Forward at No Answer) — nepeagpecauysi Bbl3oBa Npy HeoTBeTe aboHEeHTa.
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+ Homep nepeadpecayuu rno Heomsemy — HOMEP, Ha KOTOPbI NepeHanpas/IATCA BXOASALME BbI30BbI NP
HeoTBeTe abGoHeHTa NpPW BKOUEHHOI ycnyre «Mepeagpecauys No HeoTBeTy» (B NiaHe HyMepauum
ncnosnb3yemoro SIP-npochnnst gomkeH 6biTb NPedIKC Ha faHHOe HanpaeB/eHue).

+ Talimaym Heomsema, C — HTepPBaJ1 BPEMEHW, Yepe3 KOTOpPbI ByAeT NPoM3BoAMTLCS Nepeaapecaums
BbI30Ba B C/ly4yae HeoTBeTa aboHEHTa, B CEKYHAAX.

Mpu BKMOYEHNN OAHOBPEMEHHO HECKO/bKMX YCYT NMPUOPUTET CRIEAYHOLLMIA (B NOPSIAKE CHUXKEHUS):

+ CFU,
* DND;
+ CFB, CFNA.

TPEXCMOPOHHSISi KOHGhepeHYusi

TpEXcTopoHHARA KoHdepeHUNS
Pestiam YoanenHan (RFC4579) v

Cepeep kondepeHyn | conf

<o

* Pexxum — pexvmM paboTbl TPEXCTOPOHHEN KOH(epeHLUMN. BO3MOXHO ABa pexuma:

+ JlokasibHasi — KOHhepeHLUnsi cobmpaeTcs YyCTPOMNCTBOM SIOKaUIbHO nocsie HaxaTtus kKombuHaumm «CONF»;

* YoaneHHas ( RFC 4579) — koHdpepeHuusi cobmpaeTcsl Ha yaanieHHOM cepBepe, nocne Haxatns «CONF» Ha
cepBsep, ykasaHHbIin B nosie «Cepeep KOHepeHLMn», 0TNpaBsieTcs cooblyeHne Invite. B aTom cnyyae
KOHbepeHunst paboTaeT no anropuTmy, onmcaHHomy B RFC4579.

+ Cepsep KOHghepeHyuu — B 06LLEM Cydae agpec cepsepa, OCYLLECTB/AOLWEro YCTaHOB/IEHWE KOH(IEPEHLMN Mo
anropuTmy, onmcaHHomy B RFC4579. Agpec 3agaetca B hopmate SIP-URI: user@address:port. MOXHO yka3atb
TO/bKO Nosib3oBatenbekyto yactb URI (user) — B 3ToM criyyae cooblueHmne Invite otnpaButcsa Ha agpec SIP-npokeu.

© [1ns BcTynneHns B CUy HOBO KOHJDMIypaLyn U 3aHECEHNS HACTPOEK B 3HEPrOHE3aBUCUMYIO NaMAThb
HaXKMUTE KHOMKY «[TpuMeHUMb». AN OTMEHbl U3MEHEHUIN HAXMUTE KHOMKY «OMmMeHa».
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JononHutesnbHble NapamMmeTpbl

Cete QIEECHEHLETEE lMonbsoeaTenbckni MHTeptheric  Cuctema  MoHWTOPMHE

HacTpolku ceT SIP aKkayHTH O6LKe HacTporkun SIP QoS TeneoHHaA kKHUra McTOpKUA Bbl30BOB

SIP akkayHTBI

ARKaYHT AKKaYHT 2 v
OCHOBHBIE HACTPONKK Kopekn HacTpoiiku cepeucoe | JIONoMHMTENBHLIE NapaMeTpel MnaH HyMepayuu
Nepena4a DTMF RFC 2833 v

Tun Harpy3tW 4nA nakeToe RFC 2833 96

OQMHEKOBLIA TUN Harpyakm and npuéma n - [
nepenaqu

lcnonb3oBats oGHapYKEHWE THIWMHEL [
MCnone30BaTh 3X0N0A3BNEHUE

rRTCP O

PaspelluTh NepexeaT Bbl30Ba

PexuM Nepexeara Bbi30Ba Replaces v

RTP

MUHUMANBHBIA RTP-nopt 23000

MakcumaneHeli RTP-nopt 26000

lMepedaya DTMF — cnocob nepegauun curHanos DTMF:

+ Inband — BHyTpuMNosocHas nepegaya;
+ RFC2833 — cornacHo pekomeHgaunm RFC2833 B kauecTBe BblAeNIeHHO Harpy3ky B pedeBbix naketax RTP;
+ SIP info — nepepaya cooblueHuii no npotokony SIP B 3anpocax INFO.

« Tun Haepy3ku 0515 nakemos RFC2833 — Tun Harpy3ku Ans nepegaum naketos no RFC2833 (pa3pelleHHble ans
1CNosIb30BaHWs 3HaUeHUs — ot 96 go 127);

+ O0uHakoBbIlU mun Hagpy3ku 0715 rpuéma u nepedayu — ONunUs UCMNO/b3YEeTCHA NPU UCXOAALLEM BbI30Be A5
COrnacoBaHvs TMna Harpy3ku cobbITuii, nepegaBaembix no RFC2833 (curianios DTMF). Mpw ycTaHOBNEHHOM
chnare nepegaya 1 npmem cobbIThini no RFC2833 ocyLecTBASETCS C HArpy3KoiA M3 MPUHSATOrO OT BCTPEYHOWA
CTOpPOHbI coobuweHnsa 2000k. Mpu cHaTom chrare nepegadva cobbiTuin o RFC2833 ocyLecTBAseTca ¢ Harpy3koi us
npuHaToro 2000k, a NpMEM — ¢ TUMOM Harpy3ku U3 CO6CTBEHHOI KOHMUrypaumm (yKasblBaeTcs B UCXOAALEM
Invite);

* Ylcnonb3o8amb 06HapyxeHuUe muwuHbl — NPV YCTaHOB/IEHHOM dh/iare UCnosib30BaTh AETEKTOP TULLUHBI.

* Ylcnonb3oBame axonodaseHue — Npy yCTaHOB/IEHHOM ¢ofiare MCrnonb30BaTh 3X0N0AAB/EHNE;

* Vcnonb3osams RTCP — npu ycTaHOBNEHHOM dosiare Ucnosb3osartb NpoTokos RTCP A4ns KOHTPos 3a pasroBOpPHbIM
KaHas1oM:

* VMiHmepsas nepedaqu — nHTepsan nepegadn naketos RTCP, cek;

+ [Nepuod npuema — nepuog, npuéma coobleHns RTCP namepseTtca B eguHMLAX MHTEpPBaUIA Nepegayn; ecniv
no ucteyeHnn nepmoga Nnpuéma oT BCTPEUHOW CTOPOHBI He ByaeT nonyyeHo H1 ogHoro RTCP-nakeTa
— YCTPOICTBO pa3pbliBaeT COeANHEHME,;

+ RTCP - XR — npw ycTaHoBneHHOM dhnare 6yayT otnpaBnsatbes nakeTbl RTCP Extended Reports B
cooteetcTBUM ¢ RFC 3611.
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Paspewums nepexsam B8bI308a - PN YCTAHOB/IEHHOM ¢hnare HaxaTune Ha BLF knBuwwy 6yaet nHMumMmMpoBatb
nepexear Bbl30Ba NOCTynaroLLero kK aboHeHTY Ha KOTOpOro HacTpoeHa BLF knaBuwa;
Pexxum nepexsama B8bI308a - CNOCO6 KOTOPbIEM OCYLLECTBASETCH Nepexsar BbI30Ba:

* Replaces - nepexear ¢ NomMoLLpblo 3aronoBka Replaces;

+ Feature Code - nepexBaT ¢ NOMOLLI0 Npedinkca Ao6ansiemMoro K Homepy aboHeHTa Ha KOTOpPOro HacTpoeHa

BLF knaBuwa.

Kod nepexsama - npedukc KoTopbli byaeT gobaBneH K HOMepy aboHeHTa Ha KOTOporo HacTtpoeHa BLF knasuuwa;
3aseplwumbs HoMep cumMsosioMm '#' - fobaBneHne cumBona '#' npy nepexeare Bbi3oBa Nocnie HoMepa aboHeHTa Ha
KOTOporo HacTpoeHa BLF knasuwa.

RTP

* MuHumasibHbIl RTP -iopm — HWKHAS rpaHuLa gnanasoHa RTP-NopToB., MCNOMb3yeMbIX A48 nepegaydn
pasroBOpHOro Tpadnka;

+ MakcumasibHbIl RTP -rnopm — BepxHAs rpaHvua gnanasoHa RTP-nopToB, ncnonb3yembix Ans nepegayn
pasroBOpHOro Tpadgmka.

SRTP
SRTP
Brnrounms
KpunTorpadpmueckni Habop 1 AES &0 v
KpunTtorpadpuueckui Habop 2 AES 32 v

* Bxso4ums — Npu yCcTaHOB/IEHHOM chnare 6yAeT ncnonb3oBaTbes WwndgposaHne RTP-notoka. Mpu aTom
B SDP ncxogawmx INVITE-3anpocos 6yaet ykaszaH RTP/SAVP-npodunb. Takke B SDP BxogaLmx 3anpocos byaet
nponssoantbea nouck RTP/SAVP-npocdnnsa. Ecnn RTP/SAVP-npochwib He ByaeT HailaeH, To BbI30B byaeT
OTK/IOHEH,;

+ Kpunmoepacgpuueckuli Habop 1-2 — NO3BONSET BblbpaTb a/ITOPUTMbI LUMGIPOBAHUS 1 XELLMPOBAHHUS,
KoTopble ByayT MCNo/ib30BaTbCA. KpMnToHab0op ¢ HanBbICLLIMM NPYOPUTETOM HY)XHO MPONMcaTh B None
«Kpuntorpadmueckuii Habop 1». nA paboTbl HEOOXOAMMO yKasaTb XOTS 6bl OGUH KPUMTOrpadnyeckmii Habop:

+ AES_80 — cootBetctByeT AES_CM_128_HMAC_SHA1_80;
* AES_32 — cootBetctByeT AES_CM_128_HMAC_SHA1_32.
xummep-6ychep
OxuntTep-bydep
MWHMMANEHAR 330SpHES, MC 40 v
MakcumaneHanA 3agepsea, Mo 130 v
[Noper HeMeaneHHoro YAANEHUA NAKETOB, MC 500 A
DarkTop onTuMuaalmn Bydepa 7 ¥

DxuTTep (jitter) — aTo HEpaBHOMEPHOCTb NEPVOA0B BPEMEHU, OTBEAEHHbIX HA JOCTABKY NakeTa. 3afepxka B
[OCTaBKe NakeTa U KMTTEP UCUNCISETCS B MUNIMCEKYHAAX. BenmunHa pkuttepa MMeeT 60/1bLIoe 3HaYeHne
npv nepegade MHOPMAaLIMK B PeXMme peasibHOro BpeMeHm (Hanpumep, rosioc Uav BUAEO).

B npotokosnie RTP ecTb none gna MeTku TOUHOIo BpeMeHW nepefayn oTHocuTenbHo Bcero RTP-noToka.
MpuHMMatoLLee YyCTPOMCTBO UCMO/b3YET 3T BPEMEHHbIE METKM A/18 BbISICHEHWSA TOrO, Korga cnegyeT oxuaatb
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nakeT, cob/ofieH Ny NopsAoK NakeToB. icxoas 13 aToi MHdopMauum, NpuemMHasi CTOPOHA BbISICHSIET, Kak
cnepfyeT HAaCTPOUTL CBOM NapaMeTpPbl, YTO6bI 3aMackMpoBaTh NOTEHLMa bHbIE CETEBbLIE NPOBIEMbI, TAKME Kak
3afepXKM U pKTTEpP. ECnn oXxngaemoe BpeMs Ha AOCTaBKY NakeTa OT OTnpaBuTens K NPUEMHUKY Ha
MPOTSXKEHUM BCETO Nepuoaa pasroBopa CTPOro paBHO onpeaeneHHoMy 3Ha4YeHuto, Hanpumvep 50 Mc, MOXHO
yTBEPX/ATb, UTO B TaKOV CETW AXUTTepa HeT. Ho 3a4acTyto NakeTbl 3a[epXXMBAtOTCS B CETW, U BPEMEHHOIA
MHTEpBas AOCTaBKM MOXET Ko/ie6aTbCsi B I0BO/IbHO 60/1bLLIOM (C TOUKM 3peHNs Tpadinka, KPUTUUHOTO KO
BPEMEHV) BPEMEHHOM AManas3oHe. B criyyae ecnv NpuioXeHne-npMeMH1K Takoro 3Byka unv Bueo oyaet
BOCMPOW3BOAWTb €70 B TOM BPEMEHHOM MOpPsiAKe, B KOTOPOM NPUXOASAT NAKETbl, Mbl NMOY4YMM 3aMETHOE
yXyfALeHusi KadecTsa rosioca (Uv BUAEO). Hanpumep, ec/in 3T0 KacaeTcs ronoca, To Mbl YC/IbILNM
npepbIBaHVe B rofoce 1 Apyrue NoMexu.

YCTPOICTBO UMEET CreaytoLLMe HacTPOKN MKUTTep-6ydepa:

* MuHumasibHast 3a0epXxka, MC — MUHUMa/IbHOE 0XMAAaeMOe BPEMS 3a4ePXKM pacnpocTpaHeHus IP-naketa no cety;

+ MakcumasibHasi 3a0epXKa, MC — MakCUMaJslbHOE OXMAaemMoe BpeMs 3afepXku pacnpocTpaHeHus IP-naketa no
cetu;

+ [lopoz HeMeO/1eHHO20 yoasieHUs1 Makemos, MC — MaKCUMasibHbI NPOMEXYTOK BPEMEHM, Yepe3 KOTOPbIl
NPOVNCXOAUT yAa/IEHNE peyeBbiX NakeToB 13 Bydhepa. 3HaueHre AaHHOro napameTpa 60/ibLie Uan paBHO
MaKCMMasibHOM 3a4EepXKKeE;

+ akmop onmumu3sayuu bychepa — napameTp, UCNOb3yEMbIA AN ONTMMU3aLMM pasmepa pxuTTep-bydepa.
PekomeHayeTcs BbICTaBsATb €ro 3HaveHne B 0.

YcusieHue cueHa/oB

YeuneHwe curHana ¢ MukpodoHa

Mpomkoi CEAZM 0 a6
[apHuTypL 0ab
ThyBru 0 a6

+ YcuneHue cuzHana c MUKpoghoHa 2poMKOU CBSI3U — ONpefensieT 3HaueHne Ha KoTopoe ByAeT YCUIeH CUrHas ¢
MUKpPOJoOHa FPOMKOI CBA3W (A0MyCTUMble 3HaueHus -9, ... 9 ab, ¢ warom 1,5 aB);

+ YcuneHue cuzHana ¢ MUKpoghoHa 2apHUMypbl — ONpeaensieT 3HaueHne Ha KoTopoe ByaeT YCUeH CurHan c
MUKpPOdoOHa rapHUTYpPbI (AonycTUMble 3HadYeHus -9, ... 9 ab, ¢ warom 1,5 AB);

+ YcuneHue cuzHana c MUKpoghoHa mpybku — onpefensieT 3Ha4ueHne Ha KoTopoe ByAeT YCUeH CUrHan c
MuKpodpoHa TenedoHHo Tpy6ku (AonycTUMble 3HaueHus -9, ... 9 ab, ¢ warom 1,5 AB).

© [na BcTynnieHuns B cUy HOBOW KOHGIMIYpaLMY 1 3aHECEHNS HACTPOEK B 3HEPTOHE3aBUCUMYIO NaMSATh
HaXXMUTE KHOMKY «[TpuUMEeHUMb». NS OTMEHbI U3MEHEHWIT HAXKMUTE KHOMNKY «OmmeHan.
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MnaH Hymepauuun

CeTk Cuctema  MOHMTOPHMHI

Hactpor cetn  ESIIGETCEE Il OOwpe HacTpolikn SIP QoS TenedonHan kiura  MoTopua BwizoE0R

SIP akkayHTbI

ArrayHT AprayHt 1 v
OcHoeHele HacTpoln  Kogesn  HacTpoiem cepemcoe  [ONoNMHMTENEHEIE NapaMeTph MMnax HymepaLmm
HacTpoiika nnaqa Hymepauun | 54 L8([%].)

MnaH Hymepauuy 3agaeTcs Npy NOMOLLM PErynsipHbIX BbIPAXEHWUIA B Nose «HacTpoiika nnaHa Hymepaummy.
Huxe npvBoaMTCA CTPYKTypa 1 chopMart 3anvcu npasu MapLipyTm3aumm, 06ecneunsatomx pasnnyHble
BO3MOXHOCTV Habopa Homepa.

CTpyKTypa 3anucu nnaHa MapLupyTm3aumu:
S xx, L xx (MpaBuno1 | NpaBuno? | ... | MpaBunoN)
roe:

* XX — NPOU3BOJIbHbIE 3HAYeHWs TalimepoB S u L;

+ () — rpaHMUBI N1aHa Hymepauuy;

* | — pasgenuTens NpaBw NaaHa Hymepauuy;

+ MpaBuno1,MpaBuno2,NMpasunoN — wabnoHbl HOMEPOB, HA KOTOPbIE Pa3peLleH UK 3anpeLLeH BbI30B.

CTpyKTypa 3anvcy npasui MapLLpyTU3aLum:
Sxx Lxx prefix@optional(parameters)
roe:

* XX — MPOU3BO/IbHbIE 3HAYEHNS TaliMepoB S 1 L. Talimepbl BHYTPU NpaBua MOryT GbiTb OMYLLEHbI, B 3TOM C/ly4ae
UCNosb3yloTcs 1106asibHble 3HAUYEHUsI TaliMEPOB, YKa3aHHbIe nepeq, KpyriibiMy ckobkamu;

+ prefix — npedomkcHasn yacTb NpaBuna;

+ @optional — onuyoHanbHas YacTb NpaBuaa (MOXeT 6bIThb OMyLieHa);

+ (parameters) — fononHUTENbHLIE NApaMeTPbl (MOryT 6bIiTh OMYyLUEHbI).

Talmepsbi

« Interdigit Long Timer (6ykBa « L » 8 3anucu naaHa Hymepayuu) — BPEMS OXWUAHUA BBOAA c/eaytolein uudpsl B
cnyyae, eCc/iv HeT Wab/IoHOB, MOAXOAALLMX NOA, HAbpaHHY KOMBUMHALMIO.

« Interdigit Short Timer (6yksa « S » 8 3anucu naaHa Hymepayuu) — BPEMS OXUAAHUA BBOAA cliefytoLei uudpsl,
€CNn ¢ HabpaHHOW KOMBMHaLMeli NONHOCTBLIO COBNaAaeT XOTS Obl 0AMH WabA0H 1 NP 3TOM MMEETCS eLLe XOTS Obl
OfMH LWa6MIOH, A0 NOSTHOTO COBMNAaAEHNS C KOTOPbIM HEOOGXOAMMO OCYLLECTBUTL AOHA60P HOMepa.
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3HauyeHVs1 TaliMepoB MOryT 6bITb HA3HAYEHbI Kak A/1s1 BCETO MaHa MapLipyTu3aumi, Tak 1 A5s onpeaenéHHoro
npaBua. 3HaYeHVs1 TaliMepoB, yKa3aHHble nepes, KpPYrioi CKoGKoM, NPUMEHSIIOTCS KO BCEMY MiaHy
MapLIpyT13aLmi.

Opumep: S4 (8XXX.) nnu S4, L8 (XXX)

Ecnu 3HauyeHns TaliMepoB yKasbIBatoTCsl B MpaBusie, TO OHY NPUMEHUMbI TO/IbKO K 3TOMY npaBuy. 3HavyeHune
MOXET ObITb PacnosioKeHo B IHO6OM MecTe LabnoHa.

Opumep: (S4 8XXX. | XXX) nnm ([1-5] XX S0) — 3anuch BbI30OBET MTHOBEHHYIO Nepeaadvy Bbi3oBa Npu Habope
TPex3HayHoOro Homepa, HaunHarouwlerocs Ha 1,2, ..., 5.

MpegbukcHasi yacmb Mpasu/ njaaHa Hymepayuu

MpedimKcHasn YacTb NpaBuia MOXET COAepPXaTb CNEeAYIOLLME 3IEMEHTbI:

nemeHT OnucaHve

npeduKCHO

n yactu

Xvnm x Mo6as undppa ot 0 A0 9, paBHO3HaUYHO AnanasoHy [0-9]
0-9 Lincbpbl ot 0 go 9

* CumBon * (3Be3a0uka)

# CumBon # (peLueTka)

© Vicnonb3oBaHue cuMBona # B NiaHe HyMepaLm MOXET 6/10KMPoBaTh 3aBepLLIEHNe Habopa C
MOMOLLbIO 3TOI KNaBuLLn!

[] YkasaHue gvanasoHa (Yepes Tupe), nepeuncrieHne (6e3 npo6esnos, 3anaTbiX 1 NPOYMX CUMBOJIOB MEXY
uncbpamm) U KoMGMHaLMS 13 fuanasoHa U NepeyncieHus.

Npumep ananasoxa: ([1-5]) — no6as undppa ot 1 Ao 5.

Npumep nepeuvcnenus: ([1239]) — cooTBeTCTBYET N1060IA M3 LMdp 1,2, 3 nn 9.

OpumMep Kom6UHaUMK AvanasoHa v nepedvcnenus: ([1-39]) — npumep 13 npeapblAyLEero NyHKTa ¢ HO
cdhopmoli 3anmcm, T.e. cooTBeTcTBYeET undpam ot 1 go 3 mn 9.
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{a.b}
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OnucaHue

YKazaHue konuuecTsa NoBTOPEHUI CMMBO/IA, CTOALLIETO Nepes, ckobkamu, guanasoHa 1M CUMBOSIOB *#.
roe:

* min — MUHUMa/IbHOE KONIMYECTBO NOBTOPEHWIA,
* max — MakCuMaJibHOe.

B0O3MOXHbI crieaytoLLyie oopMbl 3anmncu:

+ {{max} — paBHo3HauHo {0,max},
+ {min,} — paBHO3Ha4HO {Min,c}.

Mpumep 1: 6{2,5} — uudopy 6 MOXHO HabpaTb OT ABYX [0 NATW pa3. PaBHO3Ha4YHO 3anuncu 66 | 666 | 6666
66666

Mpumep 2: 8{2,} — undppy 8 MoxxHO HabpaTb OT [ABYX pa3. PaBHo3HauHO 3anucu 88 | 888 | 8888 | 88888 |
888888 | ...

Mpumep 3: 2{,4} — undppy 2 MOXXHO HabpaTb [0 YeTbIpex pas. PaBHO3HAUYHO 3anucu 2| 22 | 222 | 2222.

CneLcMMBON «TOUKa» YKa3blBAET HA BO3MOXHOCTL MOBTOPEHWS NPEeALLECTBYIOLLEN Nepes AaHHbIM
CUMBOJIOM Lchpbl, AUanasoHa Uiv CUMBOJIOB *# OT Hy/sl 10 6ECKOHEYHOCTU pa3. PaBHO3HAYHO 3anucu

{0.}.

Mpumep: 5x.* - X B 4aHHOM NpaBu/ie MOXET /IM60 OTCYTCTBOBaThL BOOOLLE, MO0 MPUCYTCTBOBAaTbL CKOJIbKO
YrofiHO pa3. PaBHO3HAYHO 3anucy 5* | 5x* | Sxx* [Sxxx* |...

CneucrMBO «MOC» NOBTOPEHME NPE/LLECTBYIOLLEN Nepes CUMBOIOM «+» LAIPbI, AnanasoHa nnm
CYMBO/IOB *# OT 0HOr0 0 6ECKOHEYHOCTY pa3. PaBHo3HauHO 3anucK {1,}.

Mpumep: 7x+ - X B faHHOM npasuie LO/HKEH NPUCYTCTBOBaTL Kak MUHUMYM OAWH pas3. PaBHO3Ha4YHO
3anucK 7x | 7xXX |7xXxX | 7XXXX |...

3ameHa HabpaHHoi nocnefoBaTelbHOCTU. JaHHas BO3SMOXHOCTb NO3BO/SAET 3aMEHUTb HaBPaHHY0
nocnepoBatesibHOCTb (arg1) B 3anpoce Ha SIP-cepBep, Ha ApYryto Noc/eA0BaTe/IbHOCTb CUMBO/IOB

(arg2). Moguchrkaumsi NO3BOMISIET yaansaTh — <XX:>, 406AB/ATE — <XX>, NGO 3aMeLLaTh — <XXXX>

undpbl U CUMBOTbI.

Npumep 1: (<9:8383>XXXXXXX) — paHHas 3anuck 6yAeT COOTBETCTBOBATb HAGpaHHLIM Lidpam
IXXXXXXX, HO B nepegaHHOM 3anpoce nepegaHa Ha SIP-cepsep, BMecTo 9 6yaeT noacrasneHa
nocnegosaresibHoCTb 8383

Npumep 2: (<83812:>XXXXXX) — gaHHas 3anncb GyeT COOTBETCTBOBATL HABGPaHHbLIM Liudpam

83812XXXXXX, HO aTa nocnegoBatesibHOCTb 83812 6yaeT onyweHa u He ByaeT nepegaHa Ha SIP-
cepsep.
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OnucaHue

BcTaBka ToHa B HA60p. Mpy COBEPLLIEHUN MEX/AYTOPOAHUX 3BOHKOB (B OCOMCHbIX CTaHLMSX - 3BOHKOB Ha
ropofckMe HoMepa BHe 0orca) MPUBbLIYHO C/bILLATL OTBET CTaHLMK. OTBET MOXHO peasin3oBatb
BCTABKOIA 3aMsTOW B HY>XHYI0 NO3ULMIO NOC/EN0BaTENIbHOCTM Ldp.

Npuwmep: (8, 770) - npu Ha6ope Homepa 8770 nocne undpbl 8 GyaeT BblAaH HenpepbiBHbI ToH ("OTBET
cTaHuumn").

3anpet Habopa Homepa. Ecnv B KOHUEe LWabnoHa HoMepa [06aBUTb BOCKNULATENbHBIA 3HakK ‘I, To Habop
HOMEpPOB, COOTBETCTBYHOLLUX LLAG/IOHY, ByAeT 3a6/10KMpPOBaH.

Npumep: (8 TOX XXXXXXX ! | 8 XXX XXXXXXX ) — BblpaXXeHue paspeLlaeT Habop TONbKO MEXAYrOPOAHUX
HOMEPOB 1 UCK/TYAET MEeXAyHapoaHbIEe BbI30BbI.

© 3Banpeuwaiolye npaswna AoMKHbI 6bITb NPOMUCAHBI NEPBLIMU.

OnyuoHa/sibHas Yacme rpasu/i rnjaaHa Hymepayuu

OnuuoHasnbHas 4acTb NpaBu/ia MOXET OMyLLEHa, HO EC/IM OHA BCE TaKW MUCMOMb3YeTCs TO MOXET coAepXaTb
cneayoLlye aNIeMeHTbI:

anemeHT OnvcaHune

ONUUVOHANIbHOA

yactu

@host:[port] Ha6op no npsimomy agpecy (IP Dialing). CumBon «@», NOCTaBMEHHbII1 NOC/Ie HOMEpPa, 03HaYaeT,

yTOo gasniee OyAET yKasaH afpec cepBepa, Ha KOTOpbIi 6yAeT OTNpaB/eH BbI30B HA HAOPaHHbIl
Homep. Kpome Toro, chopmart agpeca c IP Dialing MoxeT 6bITb MCNO/Ib30BaH B HOMEpPAX,
npegHasHauYeHHbIX A5 nepeajpecaummn 3BOHKOB. B ciyyae ecnn @host:port He yka3aH, BbI30Bbl
MapLUpyTU3npyroTca yepes SIP-proxy.

Npumep: ( Txxxx@192.168.16.13:5062) - Bce NsATU3HAYHbIE HAGOPBI, HAYMHatOLMeCs ¢ 1,
MapLupyTusmpytotca no IP-agpecy 192.168.16.13 Ha nopt 5062

JononHumesibHbIe napamemps! Mpasus rnaaHa Hymepayuu

®opwmar: (param1: value1, .., valueN; .. ;paramN: value1, .., valueN)

+ param — UMsi napameTpa, HECKOMbKO NapaMeTPOB YKa3bIBAKTCS Yepes TOUKy C 3ansiToi, Bce napameTpbl
3ak/oyaoTCcs B 06LLMe KpyT/ble CKOOKY;
* value — 3HaYeHNe NapameTpa, HECKO/MbKO 3HAYEeHW OQHOTO NapaMeTpa yKasbliBatoTCs Yepes 3ansTyHo.
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JlonycTMble napaMeTpbl U NX 3HAYEHNUS:

MapameTp OnncaHve

line AkKayHT. COBEpLUEHME BbI30Ba YEPE3 AAHHbIN akKayHT, BO3MOXHbIE 3HaYeHusi 0 1 1.
3HaueHue 0 cooTBeTCTBYET 1 akkayHTy, 3HaYeHe 1 — BTOPOMY akKayHTY.
Npumep: 12x(line:1) — BbI3OB Ha TPEX3HAUYHbIE HOMEP], HauUMHatowuecs Ha 12, GyayT
COBEpLUEHbI YUEPE3 BTOPOI akKayHT.

lMpumepsbi
Opumep 1: (8 xxx Xxxxxxx ) — 11-3HauHbIi HOMEp, HauMHalLLKMiAca Ha 8.

Opumep 2: (8 xxx XxxxxxX | <:8495> xxxxxxx ) — 11-3HauHbIi HOMEp, HAUMHaKLWNIACA Ha 8, ecnin BBEEH 7-
3HauHbIl, TO 4O6aBUTL K NepegaBaemMomMy Homepy 8495.

MNpumep 3: (0[123] | 8 [2-9]xx [2-9]xxxxxX) — HA60P HOMEPOB 3KCTPEHHbIX CYXO, & TaK )Xe HEKOTOPOro
CTpaHHOro Habopa MexyropoAHux HOMEpPOB.

Npumep 4: (SO <:82125551234>) — GbICTPbI HAGOP YKAa3aHHOTO HOMEPA, aHasor pexuma «Hotline».

MNpumep 5: (S5 <:1000> | xxxx) — AaHHbI NaH HyMepaLymn No3BoNsieT HabpaTb /1060 HoMep, COCTOSILLIMIA 13
LMdp, a ecnnm HUYero He BBEAEHO B TeueHne 5 cekyHp, BbiaBaTb HoOMep 1000 (gonycTum, 3T0 cekpeTapb).

MNpumep 6: (8, 10x.|1xx@10.110.60.51:5060) — AaHHbI NNaH HymepaLun No3BosSeT HabpaTb HoMepa
HaunHaoumecs Ha 810 n coaepxalme Kak MUHUMYM oaHY undpy nocne "810". Mocne BBoaa 8 byaeT BbiaaH
curHan "oTBeT cTaHuuKn". A Takke Habop Tpex3aHauHbIX HOMEPOB, HaYMHaOLLMXCA Ha "1", BbI30B Ha KOTOPble
6yaet otnpasneH Ha IP - agpec 10.110.60.51 n nopt 5060.

Opumep 7: (S3 *xx#|#xx#|#xx#[*xx*x+#) — ynpaBneHue n ncnonb3osaxue ABO.

© [1ns BCTynneHns B CUy HOBOI KOHADMIypaLmn 1 3aHECEHNA HACTPOEK B 3HEPrOHE3aBUCUMYIO NaMAThb
HaXXMUTE KHOMNKY «MpUMeHNUTb». [11 OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OTMeHa.

3.2.2.3 lMoomeHro «Obwue Hacmpouku SIP»

CeTk IP-TenedOHHA Cuctema MOHWTOPHHI
Hactpoikm cetw SIP arkayHTh (OTTIENTEN LTl Sl QoS Tenedhonnan kiwra McTopua BxizoEce

Obwue HacTpoiku

Anpec STUN-cepsepa
WMHtepean onpoca STUN-cepeepa, ¢ 30

CneumdmkaLma TOHOE Poccua v

<ona

+ Adpec STUN-cepsepa — IP-agpec nnu gomeHHoe nms cepsepa STUN, yepes gBoeToume MOXHO BBECTU
asisTepHaTUBHbIV nopT cepeepa (no ymonuaxmio 3478).
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* MIHmepsas1 onpoca STUN-cepsepa, cek — nHTepBaJsl, N0 UCTEYEHNN KOTOPOro OTNpaBseTca 3anpoc Ha cepsBep
STUN. Uem MeHbLLE MHTEpPBaS OMNpOCca, TEM BbllLE CKOPOCTb peakuumn Ha N3MeHeHne nyennmyHoro agpeca
+ Cneyughukayusi moHo8 — BblI6Op CTpaHbl, 47151 onNpeaeneHuns Ncnoab3yemMoro Habopa TOHOB.

© [1ns BcTynneHns B CUy HOBOI KOHJDMIypaLyn U 3aHECEHNSI HACTPOEK B 3HEPrOHE3aBUCUMYHO NaMAThb
HaXKMUTE KHOMKY «[TpuMeHUMb». [INs OTMEHbl U3MEHEHUIN HAXXMUTE KHOMKY «OMmMeHa».

3.2.2.4 TlloomeHto «QoS»

B nogmeHto «QoS» HacTpanBatoTcst hyHKLMKN ob6ecnedeHnst kauecTBa ob6enyxuanms (Quality of Service).

CeTk Cuctema  MOHWTOPMHr

Hactpoiku cetm SIP arkayHTh OBwwme HacTpoitku SIP @ TenathonHan kHura MicTopua BeI20B0R

HacTpoiika DSCP gns SIP
AxxayHT 1 0

Arraynut 2 0

HacTpoiika DSCP gna RTP
ArrayHt 1 0

Arrayntr 2 0

Hactpoiika DSCP gns SIP:

+ AkkayHm 1 — 3HadeHue nons DSCP 3aronoska IP-naketa gisi curHanbHoro Tpaduka npotokona SIP gna
nepBoi NUHUN.

+ AkkayHm 2 — 3HadeHue nonsa DSCP 3aronoska IP-naketa gisi curHanbHoro Tpaduka npotokona SIP gna
BTOPO NNHUN.

Hactpoiika DSCP gnsa RTP:

+ AkkayHm 1 — 3HaueHne nons DSCP 3aronoBka IP-naketa ans ronocoBoro Tpadyuka ans nepBon ANHNUN.
+ AKkayHm 2 — 3HaueHne nons DSCP 3aronoBka IP-naketa ans ronocoBoro Tpadyuka ans BTOpoi INHUN.

© [1ns BcTynneHns B CUy HOBO KOHGDMIypaLmn U 3aHECEHNS HACTPOEK B 3HEPrOHE3aBUCUMYIO NaMAThb
HaXKMUTE KHOMKY «[TpuMeHUMb». AN OTMEHbl U3MEHEHWIN HAXMUTE KHOMKY «OMmMeHa».
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3.2.2.5 TloomeHr «TesneghoHHas KHu2a»

YnpasneHue NoKasibHOW TenieOHHO KHUTOWA

Cete WLEEELELLENE CucTema  MOHWTOPMHT
Hactpomm cetwn SIP akkayHTw Obwwe HacTpolim SIP QoS McTopuA BlzoE0E

NokansHan LDAP

MonyunTe TenedgoHHYK KHUTY © YyeTpoWcTBa

Qopmat thaina csv

= xml

* Crauats

3arpy3nTb TenedOHHYK KHUTY Ha YCTPOMCTBO

Oain TenethoHHOR KHIMA Beibepute diaiin | O30 He Beibpan
Qopmat haina csv

& xml

Pexam gobaeneHma

QuncTuTe TeneoHHYO KHUIY

Bnok napamempos "Tlosydums menegoHHY KHU2y ¢ ycmpolicmsa”
B naHHOM 6/10ke MOXHO cKavatb painn TeneqOHHON KHUTK.

+ opmam ¢palina — BblbepuTe chopmart thaiina ans ckaunmBaHus. [OCTynHbl cneaywoLme opmMartbl:
* CSV — TEeKCTOBbIi dhopmart haiina, B KOTOPOM KOHTaKThbl 3anuncaHbl B BUAE Tabnuupbl. 3HayeHnst B Tabnumue
OTAENATCA APYT OT Apyra BblOpaHHbIM pasgesimTenem.
+ xml — eXtensible Markup Language — paclumnpsiemblii A3blk pasmMeTKu.
+ Pasdesniumesib — CUMBO/ pa3ferneHns 3HaueHniA B CTPOKe. Vcnonb3yeTcs 1 UMEET 3HauyeHus npu Bbibope dopmarta
CSV.
« [obasums 3a20/1080K — Mpun BbIGOpE AaHHO ONuMK B BbIrpy)XXaeMoMm csv-haiine nepBasi CTpoka 6yaeT cogepxaTb
3aros10BOK.

Bnok napamempos "3azpy3umb meneghoHHY KHU2y Ha ycmpolicmso”
B naHHOM 6110ke HacTpanBatoTCsl NapameTpbl BOCCTAHOB/IEHWS TeNedhOHHON KHUTN 13 pe3epBHOI KoMK,

+ opmam ¢halisia — BbIbOP hopmarta 3arpykaemoro daiina. JocTynHbl creayouwme dopmarhbi:
* CSV — TEeKCTOBbIi dpopmart chaiina, B KOTOPOM KOHTaKThbl 3anuncaHbl B BUAE Tabnuupbl. 3HayeHnst B Tabnumue
OTAENATCA APYT OT Apyra BblopaHHbIM pasgesimTenem.
+ xml — eXtensible Markup Language — paclumnpsiemblii A3blk pasmeTKu.
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2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

+ [Mpucymcmsyem 3a20/1080K — ONUMs fOCTyNHa Npy Bblbope hopmaTta CSV 1 03Ha4aeT, YTo nepBasi CTpoka
COOEPXUT 3aro/I0BOK — MpW MMMOPTE NepBasi CTpoka GyAeT NTHOPUPOBATbLCS.
+ Pexum dobas/fieHuUs1 — Npun yCTaHOB/IEHHOM dhlare KOHTaKTbl U3 3arpyxaemoro dpanna 6yayT obas/ieHbl K

CYLLIECTBYIOLLIMM.

© Ecnu donar "Pexum 106aBneHns" He YCTaHOB/EH, KOHTAKTbI U3 3arpyxaeMoro goaiinia 3ameHsT

CYLLECTBYIOLLME.

YnpaBneHue TenegoHHo kHurovi LDAP

B nogmeHto «TenedoHHasi KHUra» HactpamBaeTcs nogxoueHme k LDAP-cepBepy 1 napameTpbl noucka.

CeTk CucTema MOHUTOPHHT

Hactpoiiku cetn SIP arkayHThl OBuwe HacTpoitkm SIP QoS

TenedoHHaA KHUIA

NokansHan LDAP

Brrmounts LDAP &
Agpec LDAP-cepeepa
Mopt LDAP-cepeepa | 389
HauaneHaA seTka noucka
MNoruH
Mapones
BepcwAa npoTokona 2 3

MakcMMansHoe KONWYECTEO 3anUcel B
OTEETE CT CepeEepa

ATpHGYT MMEHN KOHTaKTa
ATpMEYT HOMERA KOHTaKTa
ATpHEYT MMEHW BRIECAUMOND
CUNETP NCHEKA MMEH

CUNbP NOMCKA HOMERA

lMouck Npu ExoAALLEM Brizose &

<o

WMcTopua exizoeoe

* Bkwoyums LDAP — npun ycTaHOBNEHHOM dhniare CTaHET BO3MOXEH AOCTYM K afjpeCHO KHUre yepes akpaHHoe

MEHIO.
+ Adpec LDAP-cepsepa — gomeHHoe ums unu IP-agpec LDAP-cepBepa;
+ Mopm LDAP-cepsepa — nopT TpaHcnopTHoro npoTtokona LDAP-cepsepa;

* HauvasibHasi Bemka rnoucka — ykasblBaeT MecTonosioxeHue B katasiore LDAP 6a30Boro karasiora, cogepxaltiero
TenegoHHY KHUTY, U N3 KOTOPOro HauYMHaeTCs NoUCK. YkasaHne 6a30BOro katasiora cyxaeT 06/1acTb noncka n Tem

CaMbIM YMeHbLUaeT BpeMs Noncka KOHTaKTa.

+ Jlo2uH — NOTWH, KOTOpPbI ByAeT NCnonb3oBaTbCs Npu aBTopusaumn Ha LDAP-cepsepe.
+ [lapo/sib — Naponb, KOTOPbIA ByAET MCMONb30BaTbCA NPy aBTopu3aumn Ha LDAP-cepsepe.

* Bepcusi npomokosia — Bepcus npoTtokona LDAP dhopmMmnpyembix 3anpocos.




2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

MakcumasibHoe Ko/iu4ecmso 3anuceli 8 omseme om cepsepa — napameTp, ykasbiBatloLWwmnii MakcMMasibHOe
KO/INYECTBO pe3y/ibTaToB NOMCKa, KOTOpble 6yayT Bo3BpaLleHbl cepeepom LDAP.

© OueHb 601blLOE 3HaYeHNe «Makc. Hits » 3ameansieT ckopocTk novcka LDAP, noatomy napametp
[O/MKEH ObITb HACTPOEH B COOTBETCTBUM C AOCTYMHOW NPOMYCKHOM CNOCOGHOCTbLIO.

Ampubym UMeHU KOHmMakma — napametp, yka3blBaloLnin aTpubyT MMEHWN KaKAoi 3anvcy, BO3BpaLL,aemoi
cepsepom LDAP.

Ampubym HoMepa KOHmakma — napameTp, ykasblBaloLuii aTpmbyT HoMepa KavkAoi 3anvMcu, BO3BpaLlaemoi
cepsepom LDAP.

Ampubym UMEHU BbIBOOUMO20 — NapaMeTp, yKasbiBatoLmii aTpnubyT MMEHN ANs BbIBOAA Ha 3KpaH.

dubmp rnoucka umeH — PUNLTP, NCNONb3YeMbI ANnsi noucka uMeH. CMMBOS «*» B oUNbTPe 0603HaYaeT 6o
cmmBos. CMMBOS «%» B hunbTpe 0603Ha4aEeT CTPOKY BBOAA, UCMO/b3YyEMYHO B KauecTse npedinkca ycnoBusi
dunerpa.

dunbmp roucka Homepa — PUALTP, UCNONb3YEMbIA ANt noncka Homepa. CUMBOA «*» B hubTpe 0603Ha4aeT
n6oin cumeon. Cumeon «%» B ounbTpe 0603HaYaeT CTPOKY BBOAA, MCMOMb3yEMYHO B KauecTse npedimkca ycrioBus
dunerpa.

lMouck ripu BxodsiLem BbI308e — MOUCK MMEHW MO HOMEepPY NPV BXOASALLNX BbI30Bax.

© [1ns BcTynneHns B CUy HOBOI KOHQIMIypaLyn U 3aHECEHNSI HACTPOEK B 3HEPrOHE3aBUCUMYIO
NaMsaTb HKMUTE KHOMKY «/[TpUMEeHUMb». [ANsi OTMEHbI U3MEHEHUI HAXKMIUTE KHOMKY «OmMeHa».
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2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

YnpaBneHue yaaneHHoii Tened)OHHOW KHUroii

Cete QEECHEHLLTUEE lMonesoBaTtenbckui MHTepdec  Cuctema  MOHWUTOPMHI
HacTpoiku ceTn SIP akkayHTb OfLyne HacTpoikn SIP QoS McTOpHA BbI30BOB

NokaneHas  LDAP  YaanewHas

BKMIOYUTL YAANEHHYIO TENEMOHHYID KHUTY &

URL TenedoHHoil kuMr  http://update.local/phonebook.xm | (http: / fip: / hitps://download.server loc/phonebook file)
WA nonk3oBaTens
Mapons [
PeixuM 3arpy3ku Mepuoguyecku v

VHTEpBan 00HOBNEHUA TENEMOHHON KHUIK, C 300

* Br/ro4ums yoaneHHyo mesehoHHYH KHU2y — Npu yCTaHOBNEHHOM chnare BK/loUaeTca agToMarTnyeckas 3arpyska
TenedoHHON KHUTY;

+ URL meneghoHHOU kHU2u — NOMHbI NyTh K dhaiiny TenedoHHoi kHuru — 3agaetcs B gpopmate URL (Ha gaHHbIi
MOMEHT BO3MOXHa 3arpy3ka goaitna KoHgurypaumm no npotokonam TFTP, FTP, HTTP n HTTPS);

* VIMs1 nosib308ame/is — UCNOMb3yeTcs Ana asTopmsaumn Ha FTP/HTTP/HTTPS-cepsepe npu 3arpy3ke TenetpoHHO
KHUTY;

+ Maposnb — wucnonb3yetcs gnsa asTopusaunm Ha FTP/HTTP/HTTPS-cepBepe npwu 3arpy3ke TenedyoHHO KHUTK;

* Pexum 3a2py3ku — BblGOp pexmma 06HOBMEHNA TenedOHHOM KHUMW, MO pacnucaHuio UM asToMaTuyecky;

* VIHmepsas1 06HOB/IEHUS MmeiethOHHOU KHU2U — NMPOMEXYTOK BPEMEHMW B CEKYHAAX, YEPE3 KOTOPbIi
OCyLLeCTBNSAETCA nepuoanyeckoe 06HoBIeHVe TenedOoHHOM kHurn. Ecnu napameTp paseH 0, Tened)oHHasn kHura
06HOBUWTCS TOMIbKO OAMH pa3 — cpasy nocsie 3arpy3ku yCTPOnCTBa,;

+ [IHuU 06HOoB/IeHUSs1 meniethOHHOU KHU2U — OHW HeAenu, B KOTOpble B 3a[jaHHOe Bpems GyaeT Npov3BoaMTbCA
aBToMaTmyeckoe 06HOBNEHME TenedOHHOW KHUY;

* Bpemsi 06HOB/1eHUS mesieghOHHOU KHU2U — BpeMs B 24-4acoBoM dhopmMaTe, B KOTopoe ByaeT Npov3BOAUTLCA
aBTOMaTMyeckoe 06HOB/IEHME TENEJIOHHON KHUTW.

© Haxmute KHOMKy «[PUMEHUTLY A1 4O6ABNEHUS HOBOTO NpaBua. [11s OTMEHbI U3MEHEHUI HaXKMUTE
KHOMNKy «OTMeHa». [N yaaneHus 3annucy 3 cnucka HeobxoanmMo yCTaHOBUTL dhaiar HanpoTyB
COOTBETCTBYHOLLEN 3an1UCU N HaXKaTb Ha KHOMKY «YAanTb».
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3.2.2.6 TloomeHro «Vicmopusi 8b130808»

2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

B nogmeHio «/cTopus BbI30BOB» NPOU3BOAUTCSA HACTPOIKA BEAEHMWSI XPOHOMOMM BbI30BOB.

CeTk CucTema MOHUTOPUHT

Hactpoikm cetn SIP akkayHTh

MCTOPMH BbI3CBOB

PE.BME[J HCTOPHK BIZOBOE

MonyurTe dain WCTOpUK BEIZOE0E

MocMoTpeTs "Ucmopuko exlzoeos”

«onma

Obuwpe HacTpoii SIP - QoS TenedhonHan kHura  ZIRE T E RSN

CUMCTWTE MCTOPMEC BLIZCECE W OuMeTHTE

0

* Crayars

+ Pasmep ucmopuu 8b130808 — MaKkC/MaslbHOE KO/IMYECTBO 3anuceii B XypHasie, NpyHUMaeT 3HadeHus ot 0 o
10000 ctpok. 3HaueHne «0» OTK/IOYAET BefleHe UCTOPUN BbI30BOB. py AOCTUXEHNN YCTaHOBNEHHOro
orpaHVyeHns B XypHasie kaxaas nocneayowas 3an1cb yaaauT camyto CTPYHo 3anuch B Ha4Yase XypHana.

+ [Monyyums ¢halin ucmopuu 85130808 — 4718 cOXpaHeHus daiina «voip_history» Ha nokasibHoM MK HaxXMKTe Ha

KHOMKY «CKayaTb».

* Oyucmumsb ucmopuro B8bI30808 — ANA OYUCTKU NCTOPUN BbISOBOB HXKMUTE Ha KHOMKY «OUnNCTUTB».

[ns npocmoTpa UcTopumn BbI30OBOB NepeianTe no cebifike «[locMompems “Ucmoputo BbI30808"». OnncaHmne
MOHUTOPVHIa NapamMeTpoB NpUBeAeHO B pasgene [oaMeH «/ICToprs BbI3OBOBY .

[nsa BCTynneHns B CUy HOBOWM KOHQIUIypaumum 1 3aHeCEHUs HaCTPOEeK B AHEProHe3aBMCMYH0 NamMATb
HaXKMUTE KHOMKY «[IpuMeHUMb». [Nsi OTMEHbl U3BMEHEHWIA HAXXMNTE KHOMKY «OmMeHa».
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2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

3.2.3 MeHio «[Nonb3oBaTenbCknii MHTepgenc»

3.2.3.1 [lNoomeHro «Knasuwiu»

Cete  IP-tenedonma QIGGISLESIED IR CERTN GG G Cuctema  MoHWTOpPHHE

HacTpolka KnaeuL

CFi SKpaH A WcTopus A ~
D SKpaH A YaaneHHsA Ten ¥ fzn) e}
&

3rpaH T NMokanbHblE Kok ¥

. -

1

3rpaH T MeH v
(D OedcTene He BuiGp: ¥
DedcTene He Buibp: ¥

il
&l
-

OedcTene He BoISp: ¥

AKEEYHT v ARKayHT 1 v
AKEEYHT v Arkayut 2 v
DedicTeme He auifp:s ¥
OencTene He Buibp: ¥
@ OencTene He Buibp: ¥
@ OencTene He Buibp: ¥
@ MepeknunTs akka; ¥
@ MepernynTL aKka) ¥
@ OedcTeme He BoISp: ¥

Ha gaHHOI BKnaake BblGMpatoTcsi AeiCTBUS KOTOPbIE NPOUCXOANAT NPU HaxXaTun knaeui. HacTpoiku
BbIMO/IHEHBI B BUAE TabNULibl, CO CNEAYIOLLMMUN CTONBLAMM:

1. Knasuwa
2. [OelictBre — BbIOGOP AENCTBUS, KOTOpoe ByaeT BbINOTHEHO NPY HaXKaTUKM Ha Knasuwly. JOCTyMHbI
crepyoLLve BapuaHTbl:
a. [eicTBMe He BbIGpaHO — HaXKaTue Ha knaeully He Byaet o6pabaTbiBaTbCs;
b. akpaH — npu HaxaTun Ha KnasuLy ByAeT OTKPbLIT 3KpaH, BblIOpaHHbIA B fONONHUTENbHBIX
napamMeTpax;
C. BbI30B — NPV HaxXXaTuUM Ha KNaBuLly 6yaeT Npon3BeaeH BbI30B HA HOMEP, BblIOpaHHbIN B
[OOMOTHUTENbHBIX NapamMeTpax;
d. nepekoYMTb akkayHT — CMeHa akkayHTa no yMO/4aHuio;
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e. BLF — HasHauyaeTcsi Ha KNaBuLIV C BCTPOEHHbIM CBETOAMOAHBIM MHAMKATOPOM. CBETOANOAHbII
MHAMKATOP 0TOBPAXAETCS COCTOsIHNE aBOHEHTA, YKa3aHHOrO B A0NOMHUTE/bHbLIX HACTPOIKaXx.
HaxaTve KnaBuLIn MHULMUPYET BbI30B B PEXMME OXMUAAHNS. A B PEXUM pa3roBopa NepesoanT
BbI30B Ha YKa3aHHOro aboHEeHTa.

MeTka — MeTKa K/aBWuLLK, KoTopasi 0oToO6paxaeTcs psAoM Ha aKpaHe.
[ononHMTE NbHbIE NapaMeTpbl — BbIGOP A0MNO/IHUTE/ILHOTO NapaMeTpa AN AeNCTBUS KnaBuLLm (onums
3aBUCUT OT BbIGPaAHHOTO AeicTBUs).

A w

[ © [ns pabotbl oyHKLMM BLF HE06X0AMMO yKas3aTh cepBep NOAMUCOK B HACTPOKaxX Sip-akkayHTa. ’

[ © NoameHo «Knaeuwwm» OCTYMNHO TOMLKO Ans yctpoiicts VP-15 n VP-15P. ’

© [ns BcTynneHns B CUy HOBOI KOHJDMIypaLyn U 3aHECEHNSI HACTPOEK B 3HEPrOHE3aBUCUMYHO NaMAThb
HaXKMUTE KHOMKY «[IpuMeHUMb». [N OTMEHbl U3MEHEHWI HXXMUTE KHOMKY «OmMeHa».
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3.2.3.2 [NoomeHro «Menoduu»

B nogmeHto «<Menoaum» MOXHO 3arpy3utb ayamochaina n ycTaHoBUTb Ero Kak Menoamio BbI3oBa. MOXHO
3a/laBaTb pasHble MesloAMmn BbI30Ba AJ151 Pa3HbIX akKayHTOB.

Cetb  IP-tenecorma [ELLLEELEEVCHEEOERT GG Cuctema  MoHMTOPMHT

ynpasne:HMe MenognAmMK Bbl30Ba

3arpysuTe dann Menoguu BriGepuTe thaiin ©aiin He BrIGpaH

Wenonesyetca 0% M3 AOCTYNHOMO NPOCTPaHCTEa ANA menoaui (0 KGaiT of 384 KoanT)

Menoguu

HazeaHue AKKayHT 1 AKKayHT 2 Pazmep OeAcTBHA
default_ringtone.wav ® ® 20.0 KOa#T (20 513 Gaiit) >

[laHHyl0 BKNaKy yCNOBHO MOXHO pasfeninTb Ha Tpu YyacTu:

+ 610K 3arpy3ku Menoguu;

* VMHAMKaTOP 3aHATOro NPOCTPAHCTBA Ha HakonuTenu 1 061Kl pa3Mmep NpoCcTPaHCTBa Ha HaKonuTerne,
npeAHa3HauYeHHOro A8 XpaHeHUst MeNoAuii BbI30Ba;

* CMNUCOK 3arpy>XeHHbIX MENOAMNA.

® Mepep 3an1Cbi0 HA HAKOMUTETb MENOANN CXUMAIOTCS U B UHAMKATOPE 3aHATOr0 NPOCTPaHCTBa
OTOOpaXKaeTcs pasmep CXKaroro apxmea BCeX Menoaunii.

Cnuncok 3arpyXeHHbIX Menoamnii BbINOSTHEH B BUAE Tab/unLbl, CO CrieAyoLwyMm cToN6uamMm:

+ HasBaHue — nmsa paiina menoguy;

+ AKKayHT 1 — Ha3HauyeHue MefoMN Ha NepPBbIA akKayHT;

+ AKKayHT 2 — Ha3Ha4yeHue MeNoAMN Ha BTOPOI akkayHT;

+ Pa3smep — pasmep Hecxartoro chaiina;

+ [elicTBuA — knasuLla BOCNPOM3BEAEHE MENOAMM / OCTaHOBKAa BOCNpomn3seaeHus. Mpu HaxaTnm Ha Knasuiy
mMenoausa byaer npourpaHa yCTponcTBoM.
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® Ecnn HeobxoAMMO yAa/UTb OAHY UM HECKOSTLKO MENToAUii, TO HE0BXOAMMO OTMETUTL UX (RSTAKKOM B
nepBOM CTON6LE TabNULbl U HaXKaTb KNaBuLy «YAanuTb» nog Tabnuuei.

& [ns Toro 4ToGbl MENOANS BbI30BA KOPPEKTHO BOCNPON3BOAMNACL HA YCTPOWCTBE, ee thaiin [omKeH

YA0BMETBOPATL C/IeaAyOLWVM YC/TOBUAM:

+ Yactorta guckpetunsauymm — 8000 Iy,

- Konuuectso kaHanoB — 1 (MoHo);

+ PaspsagHocTb — 8 bu;

+ Kogek — A-Law.
WHCTpyKumus no noarotoBke thaiina menogumn npMBeaeHa B NPUAOXeHUN [Noarotoska arina Menoanm
BbI30Ba.

3.2.3.3 T[NoOMeHto «YBeooM/IeHUs»

B nogmMeHto «YBegoMAEHMA» MOXHO BbIK/THOUUTb U BKHOYUTL ONpeAeneHHble BCN/ibiBalOLMe yBeAOMIEHNSA
Ha 3KpaHe yCTponcTaa.

Cete IP-tenecornmna [RIEHEELREETEHES GRS Cuctema  MOHWTOPMHT

Knasuwm Menoguu ‘YBegoMneHua POMKOCTE

b/npaaneHme yBegJoMneHnAamn

YBEAOMNATL O NPONYLLEHHBLIX BbI30BAX
YBEAOMIATL 0 NEpeagpeCcoBaHHbIX Bbl30Bax

YBEAOMNATL O HENPOYMTAHHbLIX TEKCTOBBIX
COo0DLLEHUAX

YBEOOMNATE 0 HENPOCIYWAHHBIX ronocosex [
COOGLIEHUAX

* YBedom/1simb O MPoryWeHHbIX 8bI308axX — NPW YCTAHOB/IEHHOI ONUMK HA 3KpaHe GyAeT oTobpaxaTbes
YBEZJOM/IEHMS O NPONYLLEHHbIX BbI30BAX;

* YBedom/1simb 0 nepeadpecoBaHHbIX 8bI308aX — NPV YCTAHOB/IEHHOW ONMLUMK Ha 3KpaHe ByAeT 0To6paxKaTbCs
yBe[JOM/IEHUs 0 NepeaipecoBaHHbIX BbI30BaX;

* YBeAoM/1imb 0 HEenpoYyuMaHHbIX MEKCMOBbIX COO6WEHUSIX — NPY YCTaHOB/IEHHOM ONUMK HA 3KpaHe GyaeT
0To6paXaTbCsl YBEIOM/IEHNSI O HEMPOUNTAHHbLIX TEKCTOBbIX COOBLLEHUSAX;

* YBeAoM/Iimb O HENpPOC/lyWaHHbIX 20/10COBbIX COO6WEHUSIX — NPW YCTaHOB/IEHHOM ONUMK Ha 3KpaHe GyaeT
0TO6paXaTbCsl YBEJOM/IEHUSI O HEMPOC/YLLAHHBIX TO/T0COBbLIX COOBLLEHNSIX.

3.2.3.4 lNoomeHK «[pOMKOCMb»

B nogMeHo «FPOMKOCTb» MOXHO HAaCTPOUTb FPOMKOCTb B Pa3/inyHbIX pexmmMax paboTbl yCTPOACTBA.
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2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

Cete IP-tenechorna QILLEEGEEIEH GRG0 S Cuctema  MoHMTOpPMHE
Knasuium Menoguu YeenomMneHHa

HacTpolk rpoMKOCTH

MpoMKan CBA3L TMHAMYM

TPOMKOCTH 3BOHKA 5

lapHuTypa

|

TenedoxHan Tpyoka

+ [pomkasi cBsi3b — FPOMKOCTb MPW PasroBope No rpoMKoi CBSA3K;

+ [pomMKOoCMb 380HKa — rPOMKOCTb ME/IOAUN BbI30B3;

+ [apHumypa — rpoOMKOCTb NpW pa3roBoOpe Mo rapHUTYpE;

+ TeneghoHHasi mpy6ka — rpOMKOCTb MpK pasroBope no TeniedpoHHON Tpyoke.

3.2.4 MeH «Cucrtema»

B MeHIo «CucTeMa» BbIMO/THATCSA HACTPOKN CUCTEMbI, BPEMEHW, 0CTYNa K YCTPOACTBY N0 Pa3/nuHbIM
NPOTOKO/1aM, NPOU3BOAUTCS CMeHa Naposnsi 1 06HOBNEHVE NPOrPaMMHOI0 06ecneyeHns yCTpoiicTea.

3.2.4.1 TNloomeHto «Bpemsi»

B nogMeHto «HacTpoiiku BpeMeHM» BbINOMHAETCSA HACTPOIika NPOTOKoNa cHXpoHusauum spemenn (NTP).

CeTe  IP-TenedoHMA m MOHWTOPHMHT

SR [octyn JKypnan  TMaporm Ynpasnenuwe kondurypaupedt  OBhoenenwe MO TMepesarpyska  AstokoHdwrypuposadue  MuTepdbeiic yopaenenus

CepTudukaTs JononHuTensHbIE HACTROMKEK

HacTpoiku BpemeHu
Moscow v

Yacoeon noAc

ABTOMATHUECKMIA Nepexod Ha neTHee/
3MMHEE BDEMA

Brniouute NTP &

Cepeep cHHXPOHUIALMM

WHTepdeic

«one

pool.ntp.org -

Internet T

+ Yacogol rosic — no3BO/SiET YCTAHOBUTbL YacOBOW MOSIC B COOTBETCTBMM C Brvxaiilumm ropogom B Bawiem pernoHe

13 33JaHHOTO CMMUCKa,;
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Asmomamuyeckuli nepexod Ha iemHee/3uMHee 8peMs — Npu YCTaHOBNEHHOM (hnare ByaeT nepexofs Ha netHee/
3MMHee BpeMs ByA€eT BbINO/HATLCA aBTOMATUYECKW B 3ajaHHbIN Nepunos, BpEMEHN:

+ [lepexod Ha /iemHee BpeMsi — OeHb, KOrAa BbINOMHATL NePeXos, Ha IeTHee Bpems;

+ [lepexod Ha 3uMHee BpeMsi — [eHb, KOrAa BbINOHATL NePexos Ha 3VMHee BpeMsi.
CoBue spemeHu (MUH.) — Nepuoa, BPEMEHN B MUHYTaX, Ha KOTOPbIV BbINOMHAETCA CABUT BPEMEHU;
Bkatodums NTP — ycTaHoBUTE dhnar, ecnm Heo6xo4MMO BKTHOUUTE CUHXPOHM3ALMI0 CUCTEMHOTO BpEMEHN
yCcTpoicTBa ¢ onpegeneHHoro cepeepa NTP;
Cepsep cuHxpoHu3ayuu — IP-agpec/LO0MEeHHOe UMS cepBepa CMHXPOHM3aLM BpeMeHN. BO3MOXeH py4Hol BBOS,
agpeca cepsepa unu BbIGOP U3 CNNCKa;
MHmepgbelic — BbIGOP CETEBOIO NMHTEpAIECa, MCNOAL3YEMOrO A/151 OTNPaBKM 3anpocoB CUHXpoHm3aumm NTP.

[ONsi BCTYN/IeHUsI B Uy HOBOW KOHGOUIypauumn 1 3aHeCEHNSI HACTPOEK B SHEPTOHE3ABHCUMYIO NaMSITh
HaXKMUTE KHOMKY «[IpuMeHUMb». [N OTMEHbl U3MEHEHWI HAXXMUTE KHOMKY «OmMmeHa».
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3.2.4.2 TMoomeHto «[ocmyr»

B nogmeHto «[locTyn» HacTpamBaeTcsa AOCTYN K yCTPOWCTBY nocpeacTsom web-nHtepderica n no
npotokonam Telnet n SSH.

Cete  IP-Tenedonna [EEWCITZ MOHHTOPHHT

Bpews WM Hypran  Mapond  YnpaensHue kosdwrypsumen  OGhosnstue MO Mepesarpyska  AsToxokdurypuposarwe  Wemepdeiic ympseneHs  CepTwdikaTsl  [ONOMHHTENEHLIE HACTDORN

MopTel AocTyna
Mopr HTTP | &0
MopT HTTRPS | 442
Mopr Telnet | 23

MopTS5H | 22

Hoctyn Kycnyre "MHTepHeT"
Web # HTTP # HTTPS
Telnet &

55H =

Hoctyn kycnyre "VolP"
Web HTTP HTTPS
Telnet

S5H

Hoctyn K ycnyre "MHTepdedc ynpaeneHma"
Web HTTP HTTPS
Telnet

S5H

[ocTyn K 3anemeHTam MeHo

ipasnenue yonyraum

e il asroroncmrypnpoecime ] cers x L s x 1 orpan x ) €D
YnpaEnEHHE YETpOC TEOM

' [IPHMEHHTE X OTmesa

MopTkl gocTtyna

B gaHHOM pasgene BbInonHAeTca HacTporika TCP-nopToB 418 gocTyna K yCTPOoUCTBY No
npotokonam HTTP, HTTPS, Telnet, SSH.

+ Mopm HTTP — Homep nopta gns goctyna k WEB-nHTepdeiicy yctpoiictea no npotokony HTTP, no ymonyaHuio —
80;
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 Mopm HTTPS — Homep nopTa ansa goctyna k WEB-uHTepdeiicy ycTpoiicTBa no npotokony HTTPS (HTTP Secure
— 6e3onacHoe NoAK/IUYeHMNE), N0 YyMonYaHuio — 443;

« MMopm Telnet — HoMep nopTa A1 A0CTYyna K YCTPOICTBY No npoTokony Telnet, no ymonyaxuo — 23;

+ [Mopm SSH — HoMep nopTa Ans goctyna K yCTpPOWCTBY No NpoTokosay SSH, no ymonyaHuo — 22.

Mo npotokonam Telnet n SSH ocylecTBAseTCA AOCTYN K KOMaHAHO cTpoke (KoHconb linux). Nvs
no/sib3oBatens/naposb Ans NoAKIYeHus K koHconu: admin/password.

[ocTyn K ynpaBneHuio yepes uHTepdeiic ycnyrm UHTepHeT

[Nsi nonyyeHus 1ocTyna K yCTPOWCTBY C MHTepdheiicoB ycnyr IHTEPHET YyCTaHOBUTE COOTBETCTBYHOLLME
paspeLLeHus:

Web

« HTTP — npu ycTaHOBNEHHOM cp/iare paspeLleHo noax/toyeHme K web-koHgurypatopy yCcTpoicTBa no
npotokony HTTP (He6e3onacHoe Nofk/IloUeHue);

« HTTPS — npu ycTaHOBMEHHOM dofiare paspeLleHo noaktoyeHne kK web-koHdurypatopy ycTpoiicTea no
npotokony HTTPS (6e3onacHoe nofk/loUeHne).

Telnet — npoTokon, NpeiHa3HauYeHHbIi 418 opraHu3aLymn ynpaeneHus no ceTu. Mo3BossieT yaaneHHo
MOAK/THUNTLCS K YCTPOCTBY C KOMMNbOTepa [/ HACTPOIKM 1 ynpaeneHus. [Ana paspelleHunst Aoctyna K
YCTpOIACTBY No npoTokosy Telnet ycTaHOBKTE COOTBETCTBYIOLLMIA chnar.

SSH — 6e30nacHblii NPOTOKON YAA/IEHHOTO YNpaB/eHus ycTpoiicTBaMu. B oTinuve
oT Telnet npoTokon SSH wwndpyeT Beck Tpadovk, BKoUas nepeaaBaeMble naponu. [Ana paspelleHns gocTtyna
K YCTPOICTBY Mo NpoTokosly SSH ycTaHoBMTE COOTBETCTBYOLLMIA donar.

[ocTyn K ynpaBneHuio yepes uHtepdceiic ycnyru VolP

B aaHHOM pasaene ocyLeCTB/ISIETCA HACTPOiika AocTyna K uHTepdeiicy ycnyru VolP (MHTepdpeiic

ycnyru VolP HacTpamBaeTcs Ha cTpaHuue IP-TenedoHna — HacTpoiika cetun) uepes web

(npotokonbl HTTP nnn HTTPS), a Takke no npotokonam Telnet u SSH. ns paspelleHns goctyna no Kakomy-
60 13 yKasaHHbIX NPOTOKO/I0B YCTAHOBUTE COOTBETCTBYIOLLME hiaru.

BocTyn K ycnyre «/MHTepdeiic ynpaBneHus»

Pasfnen no3BonsieT HacTPOUTbL AOCTYN 415 YNpaB/ieHNs YCTPOCTBOM, UCNO/b3YS

npotokonbl HTTP, HTTPS, Telnet n SSH. HacTtpoiika nHtepderica nponsBognTcsa Ha cTpaHuue Cuctema

— VLAN ynpaBneHus. [Ins paspeLueHns 4ocTyna rno Kakomy-mbo 13 ykaszaHHbIX MPOTOKO/10B yCTaHOBUTE
COOTBETCTBYIOLLME hnaru.

© [ns asTropusauum no npotokonam Telnet n SSH no yMonuaHuio NCMosb3yTca UMSI NOMb30BaTENS
admin, naponb — password. [locne aBTopy3aummn CTaHeT JOCTyMNHA KOHCO/b ONepPaLoHHON
cucTeMbl Linux ¢ BO3MOXXHOCTbIO MCMOMb30BaHUSI OCHOBHbIX KOMaH4, KOMaHAHOTo
nHtepnpetartopa shell.

JocTtyn K 3anemMeHTamM MeHIo

B paHHOM 61oke HaxogAaTcsa Tpu rpynrbl 3/IEMEHTOB, AO0CTYN K KOTOPbIM MOXHO 3anpeTnTb A4 nosib3oBaresis.
Ecnu TOT unm nHom anemeHT YKa3aH B ClMNCKe, TO AOCTYMN K HEMY pa3peLUeH.
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3aI'IpETVITb AO0CTYyn MOXXHO, HaXKaB Ha KPeCTUK crnpaBa OT Ha3BaHUA 3/1leMeHTa MEHIO @ . Qna Toro,

+
4yTOObI Pa3peLLnTb AOCTYN A0 paHee 3anpeLeHHOoro 3/ieMeHTa MeHI0, HE0OX0AMMO HaxaTb Ha KHOMKY n3
BbINaatoLLEero cnmcka BblopaTb HEOOXOANMbIA 3/TEMEHT.

[nsa Toro, 4To6bl AAMUHUCTPATOPY NOJYUYUTb AOCTYN KO BCEM 3/1IEMEHTaM MEHH0, B TOM UMC/IEe U CKPbITbIM A5
nonb3oBaTesnsi, He06xoAMMO NePEKNOUNTLCA B PEXUM agMUHMCTpaTopa. [1a 3Toro B pasaene MeHto «Bbibop
nonb3oBaTens» Bbl6epuTe NyHKT «AAMUHUCTPATOP» 1 BBEAMTE Napo/ib.

© [1na gocTyna K CKPbITbIM 3/1IeMEHTaM MEHIO UCMO/b3YETCS TOT Xe Naposib, YTo 1 418 AocTyna K web-
NMHTepdeiicy.

© /s BcTynnieHuns B cUy HOBOW KOHGIMIYpaLMY 1 3aHECEHNS HACTPOEK B 3HEPTOHE3ABUCUMYIO NaMSATh
HaXXMUTE KHOMNKY «[TpuMeHUMb». ONs OTMEHbl U3MEHEHUH HAXXMUTE KHONKY «OmMeHay.
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2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

3.2.4.3 TNloomeHo «)XKypHasi»

MoameHo «KypHas» npegHasHayeHo A1 HaCTPOViKM BbIBOAA PA3HOro poAa OT/1af04HbIX COOOLLEeHNI
CUCTEMbI B LieNsiX 06HapyXeHus npuynH npobnem B paboTe ycTpoinctea. OTnafouHyo MHhopmaumo
BO3MOXHO MOMYYUTb OT CNeayoLWwmnx nporpaMMHbIX MOAy el yCTpocTBa:

+ MeHedxep mesehoHUU — OTBEYAET 3a paboTy dyHKuuia IP-TenedoHny;

+ CucmemHbIl MeHedxep — OTBEYaET 3a HACTPOIiKy YCTPOCTBa CornacHo goaliny KoHdurypauuu;

+ MeHedxep KoHthueypayuu — OTBEYaET 3a paboTy ¢ dhaiiioM KoHdurypaumm (YTeHre 1 3annick B koHdur-chaiin us
Pa3/IMUYHbIX NCTOYHMKOB) 1 COOP MHGOPMALMM MOHUTOPUHTA YCTPOIACTBA;

+ MeHedxep uHmepghelicos — 0TBeYaEeT 3a paboTy MHTePIECOB B3aUMOAENCTBISA YCTPONCTBA C NONb30BaTENIEM
(Takmx Kak knaBuaTypa, Aucnnein, cnukepdioH, TenedoHHas Tpy6ka u T.4.).

Cete  IP-tenecdoHun m MOHUTOPUHI

Bpema  foctyn WRGTGELEM Mapond  YNpaeneHWe koHgMrypaumeRd  OGCHoENMeHWe MO [epesarpyaka  ABTOKOHDMIYpPUpOBaHWe  MHTepdeic ynpasneHna

CepTudukatel  [10MOMHUTENBHLIE HACTPOMKK

KypHan TenedoHum

BoiBOg, #ypHana OTHMHOYEHD v
OwmkK
Mpenynpexaesus
OTNago4Han HHDoPMAaLWMA
MHpopMalnoHHble coobWeHna

YpOBEHb TpaccUpoBKkM SIP

>KypHan cucTeMHoro meHeaxepa

BoiBoA #ypHana OTKMHYEHD v
OLWKNGKM
Mpegynpexaedna
CTnago4Han UHpopMaLuma

MHpopMaluuoHHble coobleHnA
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YKypHan meHemkepa KoHcurypaumn

BbiBOL, *ypHana

OWKOKK

MpenynpexaeHia

OTNanoyHan MHPOPMALMA

WMHopMaLMOHHEIE COOBLLEHHA

OTENOYEHD

YKypHan meHemxepa nHTepdeicos

BbiBOL, *ypHana

OLWHGKK
MpenynpexaeHia
OTNanoyHan MHPOPMALMA

WMHopMaLMOHHEIE COOBLLEHHA

HacTpolika Syslog
BENH4YUTE
Pexmm
Apnpec Syslog-cepsepa

MopT Syslog-cepeepa

OTENOYEHD

XXypHan TenecoHun

* BbIB0A XypHana — Hanpas/eHNE BbIBOAA COOBLLEHWIA XypHana:
OMK/IYEHO — XypPHaN OTK/IHOUEH;
Syslog — coo6LeHNs BbLIBOASTCS NO NPOTOKO/Y syslog Ha yaaneHHbIi cepeep NM60 B NOKa/IbHbIV chaiin

(HacTpoiika NPOTOKO/MA OCYLLECTBSETCS HUXE);

KoHco/b — cO06LLEHNSI BLIBOAATCS B KOHCO/Tb YCTPOCTBA (HEO6XOAMMO NOAK/IIUEHUE Yepes NepexoaHuk

COM-nopTa);

Telnet — Co06LLEeHNA BbIBOASTCS B telnet-ceccuto; [O151 3TOr0 CHavasia HeobxoauMOo co3aaThb NOAKNIYEeHNE

no npotokony telnet.

* OwubKu — ycTaHoBUTe hnar, ecnv Heo6XxoANUMO BbIBOAUTL COOOLLEHNS TUNAa «OLLNOKNY;

+ [pedynpexdeHus1 — ycTaHoBUTE chnar, eciv HeE06X04MMO BbIBOAWTL CO0OLLEHUS Tuna «[peaynpexaeHuns»;

+ OmnadoyHasi uHghopmMayusi — ycTaHoBuUTe donar, eciv HeobxoAYMOo BbIBOAWTL OTNaA04YHbIE COOBLLEHNS;

* VMIHghopmayUOHHbIE COOBWEHUST — yCTaHoBUTE donar, eciv Heo6Xo4MMO BbIBOAWNTL UHADOPMALMOHHbIE COOBLLEHUS;
* YposeHb mpaccuposku SIP — 3a4aéT ypoBeHb BbIBOAA CO06LLEHW cTeka SIP-meHempkepa TenedoHny;

)KypHas cMCTEMHOro MeHemKepa, MeHemKepa KoHurypauum, meHeaxepa nHtepceiicos

* BbIB0A XypHana — HanpaBNeHNE BbIBOAA COOBLLEHUI XypHana:
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* OMK/IOYEHO — XYPHaUT OTK/THOYEH;
+ Syslog — coo6LLeHMs BbIBOAATCSA N0 NPOTOKOAY Syslog Ha yaasieHHbIi cepep NM6G0 B SIOKasTbHbIN thaiin
(HacTpolika NpPoOTOKONA OCYLLECTBASIETCA HUXE);
* KoHCo/1b — CO06LIEeHUS BbIBOASTCS B KOHCO/b YCTPOWCTBa (HEO6GX0AMMO NOAK/II0UEHNE Yepes
nepexogHuk COM-nopTa);
+ Telnet — cooblleHus BbIBoasTcA B telnet-ceccuto; Ans aToro cHavana Heo6xoAMMO co3aTh NOAKMHYEHME
no npotokony telnet.
+ OwubKu — ycTaHoBuUTe chnar, ecsim HeobxoANMO BbIBOAUTb COOOLLEHNST TUNA «OLLNGKNY;
+ [pedynpexoeHusi — ycTaHoOBUTE donar, ec/in He06X0AMMO BbIBOAUTL CO0OLLEHUS TUNA «[pedyrnpexxoeHus »,
+ OmnadoyHasi UHghopmayusi — yctaHoBuTe donar, ecnm HeobxoAMMo BbIBOAUTL OTN1af04uHble COOBLLEHNS;
* VIHghopmayuoHHbIE COOBWEHUST — YCTaHOBUTE dhnar, ecm HeobXoAUMO BbIBOANTL MHPOPMALMOHHbLIE COOBLLEHNS.

HacTpolika Syslog

Ecnu xoTs 6bl 04MH U3 XypHaNoB (MeHemkepa TenetoHN, CUCTEMHOTO MeHepkepa 1 MeHekepa
KOHGpUrypawmm) HacTpoeH ans BoiBoga B Syslog, Heobxoammo BkounTb Syslog-areHTa, KoTopblli 6yaeT
nepexBaTbiBaTb OT/1af04HbIE COOOLLEHUSI OT COOTBETCTBYHOLLETO MEHEMKEPA U OTNPABAATL UX IGO0 Ha
yAaNeHHbIN cepBep, NMM60 CoXpaHsiTb B /IOKa/bHbIN daiin B dpopmarte Syslog.

* Bk/1o4umbs — Npu yCTaHOB/IEHHOM chnare 3anyueH Syslog-areHT;
+ Pexum — pexum paboTbl Syslog-areHTa:
+ Cepsep — NHGopMaLms XXYPHaIoOB OTNPaB/seTcs Ha yaasneHHbli Syslog-cepeep (3TOT peXxum HasbIBaeTCs
«YAANEHHbI XypHas»);
+ JlokasibHbili hali/n — HdhopmaLus XXypHai0B COXpPaHSAETCS B /IOKas/lbHOM doaiine;
« Cepsep u ¢halin — nHdopmMaL sl XypHanoB 0TNpaBnseTcs Ha yaaneHHbln Syslog-cepBep 1 coxpaHsieTcs B
nokanbHOM ¢haiine.
+ Adpec Syslog-cepsepa — IP-agpec unu gomeHHoe nms Syslog-cepeepa (Heobxoammo ansi pexmma «Cepeep»);
- opm Syslog-cepsepa — nopT Ans BXoAALmMX coobLeHnit Syslog-cepeepa (Mo ymonyaHuio 514, Heo6xoaumMo ans
pexuma «Cepsep»);
+ Wms ghalina — umsa dpaiina ans xpaHeHus xypHana B popmarte Syslog (Heo6xoammo Anst pexuma «daiin»);
- Pa3smep chaiina, kb5 — MakcuMasbHbIi pasMep daiina xypHana (Heobxoaumo ansa pexuma «dPaiin).

© [ns BcTynneHns B CUy HOBOI KOHJDMIypaLyn U 3aHECEHNSI HACTPOEK B 3HEPrOHE3aBUCUMYHO NaMAThb
HaXKMUTE KHOMKY «[IpuMeHUMb». [N OTMEHbl U3MEHEHWI HAXMUTE KHOMKY «OmMeHa».

3.2.4.4 TloomeHro «[1aponu»

B noameHto «Maponu» ycTaHaBIMBatoTCA Naposv AOCTyna agMUHUCTPATOPA, HENPUBUIETMPOBAHHOTO
nonb3oBatens v Habnogatens.

YcTaHOBMEHHbIE NAPOV UCMONL3YTCA A1 AOCTyNa K YCTPOCTBY Yepe3 web-nHTepdeiic, a Takke no
npotokony Telnet.

Mpw BXxoge yepe3 web-uHTepdeiic agMmHucTpaTop (Naposb No ymonyaHuio: password) MMeeT NOoJHbIA focTyn
K YCTPOWCTBY: UTEHME U 3anNunCb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOSAHWSA YCTPOCTBA.

@ orvH agmuHucTpatopa: admin
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CeTe  IP-TenedoHMA m MOHUTOPMHT

Bpema  [octyn  Wypnan [EEEWGYTEE Ynpaenesue koHpurypaupedt  OBhoenenwe MO Mepesarpyska  AeTokoHdurypuposanne  WMHtepdpeiic ynpaenenma — Ceprudmkatel

[ononHuTensHEIE HACTROREW

Maponb agmuHucTpaTopa (admin)
Mapons

lMoaTeep#aeHue

. I'Iap0ﬂb aGMUHucmpamopa — B COOTBETCTBYHOLME NOJIA BBEAUTE NAapO0/ib aAMUHUCTPAaTOPa 1 noaoTeepanTe ero,

© [na BCTynneHus B cusly HOBOV KOHCDUIYpaLIMK N 3aHECEHUS HACTPOEK B SHEPTOHE3ABUCKMYHO NaMSATh
HaXXMUTe KHOMKY «[TpuMeHuUmsb». AN OTMEHbl U3MEHEHUI HXXMUTE KHOMNKY «OmmeHa».
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3.2.4.5 TMoomeHto «Ynpas/sieHue KoHgpuzypayuel»

B nogmeHto «YnpasrieHve KoHurypaumeii» BbINOMHAETCA cOXpaHeHne 1 06HOBEHUE TeKyLLein
KOHdUrypaumm.

CeTe  IP-TenedoHus m MOHWUTOPMHT

Bpema ocTyn  HypHan Maporn WY HWE KOHM 'Vl ObHoenenwe MO TMepezarpyaka  AsToroHdwurypuposadve  Wdtepchedic ynpaenenwna  CepTudmeats
7 4 7 ) )
[ononHUTENEHEIR HACTRORKK
dainbl KoHpUrypaymmn

Mony4nTe apxXMe KOH(UMYPALMK © * Cravyate
YCTpOWCTER

3arpyauTb apXWE KOHCOUIYPALWMW Ha BriGepute taiin Dann He BoIbpaH
. | BEDEpHTE (iain |
YCTPOMCTED

& 3arpyaums

CBpoc Ha zaBoACKNe HACTPOMKN x Cépoc

MonyyeHune KOHUrypayum

UTO6bI COXPaHUTL TEKYLLYH KOH(UIypauuo YCTPOCTBA Ha JIOKasIbHbIA KOMMbIOTEP, HXKMUTE KHOMKY
«CKavaTb».

OGHoOBNEeHNEe KOH(Urypaumm

[na o6HOBNEHMSA KOHGUIypauumn yCTPOMCTBA HaXKMUTE KHOMKY «BblbepuTe halin» B CTpoke «3agpy3ums apxus
KOHhuz2ypayuu Ha ycmpolcmso», ykaxute daiin (B oopmarte .tar.gz) n HaXMUTE KHOMKY «3arpy3nTb».
3arpyxeHHas KoHUrypauusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

COpocC K 3aBOACKUMM HacTpoiikam

[na cépoca ycTpoicTBa K HacTporikam Nno yMONYaHUI0 HaXXMUTE KHOMKY «Copoc».

© TMpu cbpoce KoHGMrypaumy GyayT Takke COPOLLEHbI:
* KOHTaKThbl
* NCTOpUA BbI3OBOB
* TEKCTOBble COOOLEHMNSA
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3.2.4.6 TlloomeHto «ObHosneHue MNO»

MoameHto «O6HOBEeHNe NO» npefHa3HavYeHo A1 06HOBEHNS ynpaBnsaoLLeli MUKPONporpaMmmbl YCTPOUCTBA.

CeTe  IP-TenecpoHuR m MOHWTOPMHT

Bpema  [Joctyn  Hypwan  [Maporm  YnpaeneHuwe kondwrypauywed QRETEWEGERTERNONE [epezarpyska AeTokoddwurypupoeadwe  WMWTepdieiic ynpaenedna  CepTudweatsl

[ononHUTENsHEIE HACTROMEW

OBHoeneHve nporpammHuoro obecnedeHns

AxTuEHAA BepckA MO 1.5.D.134.

Pezepevan eepcua MO 1.5.0.127

ObHoenerua 10 matowe docmynue! no adpecy: hitp:Veltex-co. ru/supportdownloads’

®aiin obHorneHua MO BuiGepute chaiin | Pain He Buibpan

+ AkmusHas sepcusi [10 — Bepcusi NporpaMmMHOro obecneyeHnsi, yCTaHOB/IEHHOTO Ha YCTPOICTBE;

+ [Mposepumb 06HOB/IEHUST — KHOMKA /151 MPOBEPKM NOCeAHeRn Bepcmmn NporpaMMHoro obecneveHms. C noMoLLbo
3TOW hyHKUMMN Bbl MOXETE BbICTPO NPOBEPUTL HAMYME HOBOI BEPCMM MPOrpamMMHOro obecrneyeHus 1 B ciyyae
Heo6X04MMOCTU BbINOHUTL €10 OGHOBEHME;

+ PesepsHas sepcusi 10 — Bepcus NPOrpaMMHOro o6ecneyeHmns], yCTaHOB/IEHHOIO Ha YCTPOCTBE, Ha KOTOPYHO
MOXHO NepeiTh B criydae npobnemM ¢ akTMBHOW Bepcueit MO;

+ Codennamb akmusHoU — KHOMKa, N03BONSOWas caenartb pe3epsHyto Bepcuio MO akTUBHON, 418 3TOro notpebyetcs
nepesarpyska ycTpoicTea. AkTuHas Bepcus MO B 3TOM c/lyyae CTaHET Pe3epBHONA.

© [1ns paboTbl PyHKLMN NPOBEPKM 0BHOBEHUA HEOBXOAMMO HasIMumMe BbIXoAa B VIHTEpHET.

OG6HOBUTbL NPOrpamMmMHoOe 06ecrneyeHne yCTPOoMCTBa MOXHO Takke BpyUHyto, NpeaBapuTesibHO 3arpy3vs dhaiin

MO c caita http://eltex-co.ru/support/downloads/ n coxpaHuB ero Ha KomnbtoTepe. [N 3T0ro HaxMmmnTe
KHOMKy «Bbibepute chaiinx» B none dadsn o6HosneHus MO v ykaxuTe NyTb K oaiiy ynpasstoLleli nporpambl

B (hopmare .tar.gz.

[nsi 3anycka npolecca 06HOBMEHNSI HEOGXOAMMO HaxkaTb KHOMKY «3arpy3uTb dpaiin». Mpouecc 06HOBNEHNS
3aiiMeT HeCKOo/IbKO MUHYT (0 ero TekyLLeM cTaTyce 6yAeT yKasaHo Ha CTpaHuLE), Moc/ie Yero yCTPoicTBO
aBTOMATWNYECKN nepesarpysuTcs.

© He otkntovaiite nuTaHne yCTPOIICTBA, HE BLIMNOHATE €ro nepesarpysky B npotecce 06HosneHus MO.
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3.2.4.7 TloomeHro «[Nepe3azpy3ka»

B nogmeHto «lMepesarpy3ka» BbINO/HAETCA nepe3anyck yCTPoMcTBa.

CeTe  IP-TenedhoHUR m MOHWTOPMHF

Bpema  [Joctyn  MypHan  [aponw  Ynpaenewue kondwrypaumelt  OBuoenenuve MO IECEEGETEM  Astokondmrypuposadne  Wumepdbeic ynpaenesna  CepTudimkaTs

J,DI'ICJ'IH-I TENLHLIE HACTPOHKM

MNepesarpyska ycTponcTea

 MNepesarpyaka

[nsi nepesarpy3ku yCTpoiicTBa HaXMKUTE Ha KHOMKY «[epe3sarpy3nTb». [pouecc nepesarpy3ki ycTpoictea
3aHVMaeT NPUMEPHO T MUHYTY.

3.2.4.8 lNoomeHo «ABMOKOHU2YypupoBaHuUe»

B nogmeHto «ABTOKOHOUIyprpOBaHme» BbINOHAETCSA HacTpoiika anroputma DHCP-
based autoprovisioning (aBTokoHbUryprpoBaHue Ha ocHoBe npoTokona DHCP) n npoTokona aBToMaTu4eckoro
KOHpMrypupoBaHusa aboHeHTCKMxX ycTpoincTts TR-069.

Cete  IP-TenedpoHMA m MOHMTOPHHT

Bpema  Joctyn  Mypwan  Maporw  ¥npaenenue komdurypaumen  OGHoenenwe MO TMepeszarpyaka AVt yatsel:=00 00  |HTephelic ynpaeneHns

Ceptudmeatel  [JoNonHUTENEHBIE HACTPORKKA

OBwume HacTpolkun

MpUOpUTET NAPaMETPOE W3 DHCP options v

AsTomatudeckoe o6HoeneHwe MO v kKoHdUrypaymm

Kondpurypaums

AgTomaTuueckoe obHoENEHUE Mepuoguueckn v
Daiin koHurypaLm (tftp(http):/idownload.serverloc/config_file.cfg)
WMHTepean obHoeneHuA kondmrypagun, ¢ 300
MporpammHoe obecneyenune

ABTOMaTHYEC Koe DDHOBENEHUE Mepuonuuecku v
Daiin MO (tftp(http):/idownload.server loc/firmware file)

WMurepean obnoenenwa MO, ¢ 3600

* [Mpuopumem napamempos U3 — AaHHbIi NapameTp onpeaenseT, 0Tky4a HeobxoAMMO B3STb Ha3BaHWA 1
pacnonoxeHue haiinos KOHpUrypaumm n NporpaMMHOro obecneyeHmus:
+ Static settings — nyTu k paiinniam KoHUrypauum n nporpaMmmMHoOro ob6ecneyeHns onpeaensTcs
COOTBETCTBEHHO M3 NapameTpoB «daiin koHdurypaumm» n «daiin Moy,
+ DHCP options — nyTu Kk haitnam koHcpurypaumm n nporpamMmmHoro obecnedeHms onpegensorcsa n3 DHCP
onuuii 43, 66 1 67 (ons 3TOro Heo6xoAMMO Ans ycnyrn MHTepHeT BbibpaTth npoTokon DHCP).
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Moapo6Hoe onucaHne anropuTMOB paboThl ONMCaHO B pasaesne [oAMeH0 «/IHTEPHET».

ABTOKOHpUrypmposaHue Ha ocHoBe npotokosia DHCP

* WM nonb3osamesisi FTP — ncnonb3yeTtcs ans astopmsauun Ha FTP cepeepe npu 3arpysku KoHdurypaumm unm MNo;
+ [Maposnb FTP — ncnonb3yetcs anga astopusaummn Ha FTP cepsepe npu 3arpy3kn koHdurypaumm unm Mo.

KoHtpuaypayusi

+ ABmomamuyeckoe 06Hos/1eHuUe — ANsi 06HOBNEHUS KOHGomrypauum u MO oTAeNbHO MOXHO 3a4aTb OANH U3
HECKO/TbKUX PEXNMOB OGHOBNIEHNS:

* BbIK/TIOYEHO — aBTOMAaTUYECKOe 0OHOB/IEHME KOHhUrypaumm nam nporpammMHoro obecneveHmns ycTponcrea
OTK/1OUEHO;

+ [lepuoduyecku — aBTOOGHOBEHME KOHhUrypaumm nam nporpaMmmHoro obecnevyeHuns yctpoictea byaet
NPOVN3BOAMTCS Yepes 3afaHHblii NPOMEXYTOK BPEMEHMU;

+ [1o pacnucaHuto — aBTOOBHOB/IEHME KOHMIypaummn nam NnporpaMmMHOro obecnevyeHunst yctponcTea oyaet
NPOVN3BOAMTCA B 33, aHHOE BPEMS], B YKa3aHHble AHW Hefenu.

« @alin koHghueypayuu — NosHbIi NyTb K doaiiny koHdurypaumn — 3agaetcs B gpopmate URL (Ha JaHHbIi MOMEHT

BO3MOXHA 3arpy3ska dhaiina koHdurypaumm no npotokonam TFTP u HTTP):
« tftp://<server address>/<full path to cfg file>;
+ http://<server address>/<full path to cfg file>;
« ftp://<server address>/<full path to cfg file>;
- rae <server address> — agpec HTTP-, TFTP- unu FTP-cepBepa (aomeHHoe nms unu IPv4),
<full path to cfg file> — nonHbI NyTb K thaitny KoHGUrypauumn Ha cepBepe;

* VIHmepsas1 06HOB/EHUST KOHGbU2ypayuu, C — NPOMEXYTOK BPEMEHU B CEKYHAAX, YePe3 KOTOPbIA OCYLLECTBISETCS
nepvoanyeckoe 06HOBNEHNE KOHIUTYpaLMM YCTPONCTBA; BbI6Op 3HaueHms O 03Ha4aeT 0gHOKpaTHOe OOGHOBNEHNE
TO/TbKO Cpasy Moc/e 3arpy3kn YyCTPOCTBa;

+ Bpemsi 06Hos/eHUs ghalisia KoHghuaypayuu — BpemMs B 24-4acoBom dhopmare, B KOTopoe GyaeT Npon3BoanTCs
aBTOOOHOB/MEHME KOHpUTYpauuy;

+ []JHU 06HOB/1EHUST KOHthu2ypayuu — OHU HeAENW, B KOTOPbIe B 3a4aHHOEe BpeMs ByaeT Npon3BoanNTbLCS
aBTOOOHOB/MEHME KOHpUTYpaLUN.

[MpozpammHoe obecrieyeHue

+ ABmomamuyeckoe 06Hos/1eHuUe — ANsi 06HOBNEHUS KOHGomrypauum u MO oTAeNbHO MOXHO 3a4aTb OANH U3
HECKO/TbKUX PEXNMOB OGHOBNIEHNS:

* BbIK/TIOYEHO — aBTOMAaTUYECKOe 0OHOB/IEHME KOHhUrypaumm nam nporpammMHoro obecneveHmns ycTponcrea
OTK/1OUEHO;

+ [lepuoduyecku — aBTOOGHOBEHME KOHhUrypaumm nam nporpaMmmHoro obecnevyeHuns yctpoictea byaet
NPOVN3BOAMTCS Yepes 3afaHHblii NPOMEXYTOK BPEMEHMU;

+ [1o pacnucaHuto — aBTOOBHOB/IEHME KOHMIypaummn nam NnporpaMmMHOro obecnevyeHunst yctponcTea oyaet
NPOVN3BOAMTCA B 33, aHHOE BPEMS], B YKa3aHHble AHW HeLenu.

« @alin MO — nonHbIA NyTh K chaiiny NnporpamMmMHoro obecnedenusi — 3agaétcsa B gpopmate URL (Ha AaHHbIi MOMEHT
BO3MOXHA 3arpy3ska cpaiina Mo no npotokonam TFTP n HTTP):
« tftp://<server address>/<full path to firmware file>;
+ http://<server address>/<full path to firmware file>;
« ftp://<server address>/<full path to firmware file>;
- rae <server address> — agpec HTTP-, TFTP- unu FTP-cepBepa (aomeHHoe nms unu IPv4),
<full path to firmware file> — nonHbIi NyTb Kk doaliny MO Ha cepBepe.

* MIHmepsas o6Hos/eHust O, ¢ — NPOMEXYTOK BPEMEHU B CEKYHAAX, YEPE3 KOTOPbIA OCYLLEeCTBASETCS
nepvoanyeckoe 06HOBNEHNE NPOrpaMMHOro ob6ecneyeHnst yCTpoCTBa; BbIoop 3Ha4eHns 0 o3HavyaeT ogHOKpaTHoe
0GHOB/EHME TO/IbKO Cpasy Nnocsie 3arpy3ku YCTponCTBa;

+ Bpewmsi o6HosseHus 10 — Bpems B 24-4acoBoM chopmarte, B KOTOpoe 6yaeT NPon3BoOAMTCS aBTOOOHOB/IEHNE
NporpaMmMHOro o6ecneyeHus;
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+ [JHuU 06Ho8neHus MO — aHW Hepenu, B KOTOPble B 3afaHHOE BpeMsi ByAeT NPoM3BOAMTLCA aBTOOGHOBIEHNE
NporpaMmMHOro obecneyeHus.

[eTanbHoe onvcaHne asiropuTmMma aBToMaTMyeckoro 06HoBNEHMA Ha OCHOBe npoTokosia DHCP cmoTpuTte B
NPUNOXeHUM ANropuTM paboTbl aBTOMATUYECKOro 06HOBEHNS YCTPOICTBA Ha OcHOBe npoTokosia DHCP.

ABTOKOHpUrypuposaHue no nporokony TR-069

Mo npoTokosny TR-069 BO3MOXHO NPOM3BECTM NO/THOE KOHIMIyprpOBaHUe YCTPOCTBa, 0GHOBNIEHNE
NporpaMMHOro o6ecneveHus], UTeHre nHgopMauuy o6 yctpoiicTee (Bepcus MO, Mofenb, CepuiiHblii HoMep 1
T.71), 3arpy3Ky 1 BbIrpy3Ky Lie/1oro goaiinia KoHdurypauuy, yaaneHHyro nepesarpysky ycTpoicTsa.

ABToKOHGpUrypupoBaHue no npotokony TR-069
Obume
Brnrounte knuenta TR-063 &
WHTepdeic Internet v
Anpec cepeepa ACS hitp:/fupdate local:9595/
BrniounTe Nepuoguueckui onpoe &

Mepwog onpoca, © &0
3anpoc coeguHeHnA c ACS

MmnA nonbaoearens acs

Mapone
3anpoc coe0MHEHHA C KNHEHTOM

MiA nonb3osarens | admin
Mapone
Hactpoiiku NAT
Pestaaa NAT STUN v
Anpec STUN-cepeepa | stun.local
Mopt STUN-cepeepa | 3478
MuHUMAaNEHEIA Nepuog, onpoca, ¢ 30

MakcumMansHER nepuog onpoca, © &0

Oo6wue

* Brrowums kinueHma TR -069 — npu ycTaHOB/EHHOM donare paspelleHa paboTta BCTPOEHHOrO KnneHTa
npotokona TR-069;

* MiIHmepgpelic — BbIGOP MHTepdielica ans paboTtsl no npotokony TR-069. Eciv Ha ycTpoiicTBe BKIOYEH MHTepdieiic
VLAN ynpasneHus, 10 paHHaa VLAN aBTomatuyeckn 6yaeT Ncnonb3oBarbesa A1 padoTbl no npoTtokony TR-069.
HacTpoiika BbiGbopa nHTepdielica 6yaeT 3a6N0KMpoBaHa;

+ Adpec cepsepa ACS — afpec cepBepa aBTOKOH(UryprpoBaHusi. Aqpec Heobxoammo BBoanTb B chopmare http://
<address>:<port> unu https://<address>:<port> (<address> — |P-agpec nnun gomeHHoe umsa ACS-cepsepa, <port> —
nopt cepepa ACS, no ymonyanuto nopt 80). Bo BTOPOM Cy4yae KAMEHT GYAET UCNOMb30BaTb Ge30MaCHbIi
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npotokon HTTPS ans o6meHa nHdopmaumeii ¢ cepepom ACS. ACS-cepsep thmpmbl Eltex no ymonuyaHuio
ncnonb3yeT Ana ceasu nopt 9595;

* BK/ro4ums riepuoduyeckuli ornpoc — nNpu yCTaHOBAEHHOM hnare BCTPOEHHbIN knneHT TR-069 ocyulecTBnsiet
nepvioanyecknii onpoc cepeepa ACS ¢ nHTepBasiom, paBHbIM «[1epuody onpocar, B cekyHaax. Llenb onpoca —
06GHapPYX1UTb BO3MOXHbIE N3MEHEHUS B KOH(pUIypaumm yCTPONCTBa.

3anpoc coeduHeHusi ¢ ACS

* Wmsi nonb3osamersi, Naposib — Msi NoSb30BaTeNs U Naposb ANst 4ocTyna kineHTa k ACS-cepsepy.

3anpoc COEOUHEHUSsI C K/ITUeHMOM

* VIms1 nonb3osameris, [1aposib — UMA NoNb3oBaTens 1 naposb ana gocryna ACS-cepsepa K knneHTy TR-069.

Hacmpoliku NAT

Ecnu Ha nyTn Mexay KnveHTom u cepeepom ACS nMeeT MecTo npeo6pasoBaHie ceTeBbix aapecoB (NAT —
network address translation) — cepeep ACS MOXeT HEe UMETb BO3MOXHOCTb YCTAHOBUTL COEAVHEHMNE C
K/TMEHTOM, €C/IM HE UCMO/b30BaTb ONpPeAe/eHHbIE TEXHOIOMMY, NO3BO/SIOLIME 3TOM0 M3GexaTb. U
TEXHO/IOTUI CBOASATCS K ONPEAENEHNIO KNIMEHTOM CBOETO TaK Ha3biBAEMOro My6/IMYHOI0 ajpeca

(appeca NAT vnu no-apyroMy — BHELLHErO afipeca L33, 3a KOTOPbIM YCTAHOB/EH KNMEHT). Onpeaenvs
CBOIi MyG/INYHBIN afpec, KNMEHT COOGLLAET ero CEPBEPY, 1 CEPBEP B AasIbHENLLEM A/ YCTaHOB/IEHUS
COE[IHEeHUSI C KNIMEHTOM MCMOb3YET Y)XKe HE ero NokasbHbIi aapec, a ny6MuHbIi.

+ Pexxum NAT — onpefensier, KakuM 06pa3om KANEHT A0/MKEH NONyUYnTb MHOpMaLmMio 0 cBoeM nybsmyHom agpece.
BO3MOXHbI criefyroLme pexmmbl:

+ STUN — ncnonb3oBatb npotokon STUN ans onpeaenexus nyo6anyHoro agpeca;

« Manual — py4Hoii pexxum, npu Belibope pexmnma Manual ny6nnyHbIin agpec KNneHTa 3aaeTcs BpyUHyto
uepe3 napameTp Adpec NAT (agpec Heo6xoauMo BBOAUTL B dpopmaTte IPv4). B aTom pexume Ha
YCTPOWCTBE, BbiNoNHALLWEM yHKUnN NAT, Heo6xoammo Ao6aBuTb npaBuio npobpoca TCP-nopta,
ncnosb3yemoro knneHtom TR-069;

« Off — NAT He ncnonb3yeTcst — AaHHblli PEXUM pEKOMEHAYETCS UCMO/b30BaThk, TO/IbKO KOrAa yCTPOACTBO
noaknyeHo k cepepy ACS Hanpsimyto, 6e3 npeobpasoBaHnsi CETEBbIX aApecoB. B aTom cnyyae
Ny6/IMYHBIN agpec coBnafaeT C JI0Ka/lbHbIM aApecoM KneHTa.

Mpu BbiGope pexrma STUN Heo6xoauMo 3aaTh CefyHoLye HacTPOKM:

+ Adpec STUN-cepsepa — IP-agpec nnn gomeHHoe nvst STUN-cepBepa;

« opm STUN-cepsepa — UDP-nopT STUN-cepBepa (No ymonyaHuto 3HaueHne 3478);

* MuHumasibHbIl nepuod onpoca n MakcumasibHbIl nepuod onpoca — ONpeaensitoT HTepBasl BDEMEHM B
CekyHAaax Asis1 oTnpaBku nepunogmnyeckux coobueHnin Ha STUN-cepBep C Lesblo 06HapYXXeHUs NSMEHEHWS
ny6nuyHoro agpeca.

© [1ns koppekTHOI1 pa6boTbl ¢ ACS-cepsepom 3a NAT MUHMMasbHbIN neprog onpoca STUN-cepeepa
[O/MKEH MeHbLLUE, YeM MakcMMasibHoe BpeMsi coxpaHeHust ceccum NAT-yCTpOCTBOM.

© [na BCTynneHus B cuily HOBOW KOHCDUIYpaLIMK 1 3aHECEHNS HACTPOEK B SHEPTOHE3aBUCHMYHO NamsTh
HaXKMUTE KHOMKY «[IpuMeHuUmb». ANa OTMEHbl U3MEHEHUIN HAXKMUTE KHOMKY «OmmMeHan.

3.2.4.9 TloomeHK «VIHmepabelic yrnpasieHuUs »

MeHI0 No3BOISAET HACTPOUTL CETEBOW MHTEpPDEC ANs opraHM3auumn CeTeBoro ynpas/ieHnsa yCTPONCTBOM,
ncnonb3ys npoTtokosnbl HTTP, HTTPS n Telnet.
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CeTe  IP-TenedoHus m MOHUTOPUHT

Bpema  Hoctyn  yphan  Maporm  Ynpaenenwe koHwrypauwedn  Obuoenenne MO TMepesarpyska  Astokoncpurypuposanine [GEIEWVGWETSMWEEDEINEE  CepTrdukaTs!

[ononHUTENEHEIE HACTPOMEN

HTEepdelic ynpaBneHns

BrniounTe wHTepdpeic ynpaenesus ¥

Tun gocTyna Tagged v
VLANID | 20

B02.1P 0 v

MpoTokon DHCP v

AnstepHatvexiil Vendor ID (onuwa 60)
MepewyHeii DNS

Bropuyneiii DNS

* Brmodums uHmepgpelic yripasieHusi — Npy yCTaHOB/IEHHOM hriare ynpas/ieHne yCTPONCTBOM NPOU3BOANTCA
yepes gaHHbI MHTepdeiic:

« Tun docmyna — 3afaeT pPexumM paboTbl nHTepdeiica:

+ Tagged — paHHble nepeaalTcs MHTepdelicom ¢ ncnonb3oBaHneM 3agaHHoro VLAN ID;
+ Untagged — naHHble nepepatotca nHTepdeiicom 6e3 ncnonb3osaHus VLAN.

+ VLAN ID — naeHTudpmkaTop Ans BblaeneHns nHtepdpeiica B BUPTYasibHYH I0Ka/IbHYHO CETb;

+ 802.1 P — npusHak 802.1P (gpyroe HasBaHne CoS — Class of Service), ycTaHaBMBaeMblii Ha ucxogsiime ¢
[JaHHoro nHTepdueiica IP-nakeTbl. MprHUMaeT 3HadeHns oT 0 (HU3LWKMA NpuopnuTeT) Ao 7 (HauBbICLLNIA
npuopuTer);

+ [lpomokosa — BbIGOP NPOTOKONA Ha3HaYeHUs agpeca Ha nHTepdelic:

+ Static — pexum paboTbl, Npn KoTopom IP-agpec 1 Bce HeobxoanMble HacTpoikn Ha LAN-
nHTeppenice HasHa4YaeTCa BPYUHYHO;

+ DHCP — pexum paboTbl, npy koTopom IP-agpec, macka noacetn, agpeca DNS-cepsepoB u
[Apyrve napameTpsbl, Heo6xoanMble 418 paboTbl HTepdelica (Hanpumep, cTaTnyeckme
MapLUpyTbl), 6yayT nonyyeHbl ot DHCP-cepBepa aBTOMaTUYECKN.

MpoTokon "Static"
Mpwn BbiGOpe Tuna «Static» ANa pegakTMpoBaHus CTaHyT AOCTYMNHbI CAeaytoLmMe napameTpbl:

+ IP-adpec — yctaHoBKa |IP-agpeca nHtepdeica ynpaBneHus;

+ Macka nodcemu — Macka nogcetun nHtepdeiica ynpasnieHus;

 LWm03 no ymondaHuto — IP-agpec ceTeBoro Wwi3a no ymon4aHuio nHtepdienca ynpasnieHus;

+ MepsuyHbili DNS, Bmopu4Hbiti DNS — IP-agpeca DNS-cepBepoB, He06XxoAnMbIX A/1s1 paboTbl NPOTOKO10B
aBTOKOH(PMIypupoBaHmWs LLMH3a, HACTPOKa KOTOPbIX NPON3BOAMTCA Ha cTpaHuue Cuctema —
ABTOKOH(hUrypupoBaHue.

Mpotokon "DHCP"

Mpu BbIGOpe npoTokona Tuna «DHCP» Ans peakTupoBaHusi CTaHyT AOCTYMHbI C/eAyolimMe napameTpbi:
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« AnnbmepHamusHbili Vendor ID (onyusi 60) — npu ycTaHOBNEHHOM dofiare ycTpoiicTBo nepenaét 8 DHCP-
coobuleHnsx B onuum 60 (Vendor class ID) s3Hauenne us nons Vendor ID (onyus 60). Ecnu donar AibmepHamugHs!
i Vendor ID (onyusi 60) He ycTaHOBNEH — B onumn 60 NnepeaaeTcs 3HaYeHWE N0 YMO/YaHWI0, KOTOPoe MeeT
cnepywowmii oopmart:
[ VENDOR :npoussoauTens][ DEVICE :tun yctpoiicteall HW :annapatHas Bepcus] [ SN :cepuiinbiii Homep][ WAN :M
AC-agpec nntepdeiica WAN][ LAN :MAC-agpec uxtepdeiica LAN][ VERSION :Bepcus nporpaMMHOro
o6ecneveHus]
Mpumep: [VENDOR:Eltex][DEVICE:VP-12P][HW:1.0][SN:VI23000118] [WAN:A8:F9:4B:03:2A:DO][LAN:
02:20:80:a8:f9:4b][VERSION:#1.1.0]

- Vendor ID (onyusi 60) — 3Hauexue onuum 60 (Vendor class ID) nepesaBaemoe B DHCP coo6buieHusix. Mpu nyctom
none onums 60 B coobLeHnsix npotokona DHCP He nepepaércs;

* MepsuyHblli DNS, BmopuyHbili DNS — afpeca cepBepoB AOMEHHbIX UMEH (MCrnosnb3ytoTes ans onpegenexns IP-
ajipeca ycTpoiicTBa No ero oMeHHOMY UMeHK). Apeca, 3afaHHble BPYUHYo, 6yyT UMETb NPUOPUTET Hag,
agpecamn DNS-cepBepoB, nosyyYeHHbIMU No npotokosy DHCP.

Cnucok ncnonb3dyembix DHCP onumin Ha kaxkaom ceTeBoM MHTepdielice MOXHO 3aaBaTtb BPY4HYHO.
VHdhopmauumsi no HacTporike cnucka B npunoxeHnn Hactporika DHCP-kAVeHToB B My/ITUCEPBUCHOM PEXMME.

© [ns BcTynneHns B CUy HOBOI KOHJDMIypaLUyn U 3aHECEHNSI HACTPOEK B 3HEPrOHE3aBUCUMYHO NaMAThb
HaXKMUTE KHOMKY «[TpuMeHUMb». [INs OTMEHbl U3MEHEHWIN HAXXMUTE KHOMKY «OMmMeHa».

3.2.4.10 TlNoomeHro «Cepmuchukamai»

CeTe  IP-TenedoHuA m MOHWTOPMHT

Bpema  Joctyn  Mypwan TMaponw  Ynpaenewwe koHdwirypaupelt  Obdoenedne M0 Mepezarpyaka  Astokondmrypupoeadme  WMurepdieic ynpaenenna S the ys)

[ononHUTENsHBIE HACTPOHKW

CepTtudoukaTbl
Tun Obuwee umMA OpraHuzauyua
KopHesoit cepmidoukar 192.168.1.1 Eltex
KnueHTckui cepTudmrar <cepmuchuKam omeymcmeyem
WEB-ceptudmkar 192.168.1.1 Eltex Ent

MogmeHto «Cepmucbukamal» NO3BONSIET MPOCMATPMBATh, CKauUMBaTb U 3arpyaTb Ha YCTPOCTBO
cepTUAMKaTbI 4718 MICMOIb30BaHUSA B 3aLLMLEHHBIX COeAMHEHMSX TLS.
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KopHeBoii cepTucpmkar

KopHeBoii cepTudmKaT Ucnonb3yeTcs A1 NPOBEPKM NOAMHHOCTYA CEPTMAMKATOB NPV BXOASILLMX
coefiHeHMsIX. TOT CEPTUIMKAT AO/MKEH ObITb NOANMCAH LIEHTPOM aBTOPU3aLMN.

CeTe  IP-TenedqoHus m MOHUTOPMHT

Bpema  [Hoctyn  ypwan  [Maponw  Ynpaenenue koHwrypauwern  CObnoenenwe MO Mepesarpyska  Astokodpurypuposadne  MHTepdbeiic ynpaenenna RO atvetle ]

[ononHUTENsHEIE HACTPOWHKK

KopHeBoit cepTudmkaT

Ceprudmkar

CepwiiHeii Homep  81:72:33:DD:0D:F4:26:C7
Heneitcteutenen po 01.01.1970

Heneicteutened nocne  31.12.1975
WmA nonyyatena

OBwee vua  192.166.1.1
Opranmzauma  Eltex

[ononHuTenbHEIe AoMeHHbIE 3gpeca  —
LlenTp aBTOpM3aUmMK

OBwee vua  192.166.1.1

Opranmzauma  Eltex
Onepaunu ¢ cepTHgQMUKaTOM
Crauars cepTuhMKaT ¢ yeTporcTEa 7 Crauate

3arpyanTe CepTUDWKAT Ha YCTPOACTEO Bribepute dbaitn | D3N He Buibpan
: === e |

& 3arpyauts

€ Hazag

+ CepuliHbili HOMepP — CepuiiHbIil HOMeP BbIGPaHHOrO cepTudukaTa;

* HedelicmsumersieH 00 — Aata Hadasia AeincTBusa ceptTmgukara;

* HedelicmsumesieH noc/ie — aata OKOHYaHUS AeACTBUA cepTudmkaTta;

* Wmsi noslyyamesnsi — AaHHble o nonyvatene ceptudirkara (O6Lee ums, OpraHnsaums, LonosHUTe bHble
[IOMeHHble afpeca);

- L{eHmp asmopusayuu — faHHble 0 LieHTpe aBTopusauumn (O6Luee nms, OpraHuzaums).
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2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

KnueHTcKuii cepTudpmkar

KnueHTckuii cepTdomkat 1cnosib3yeTcs Npu CXOAALLMX COeAMHEeHMsIX No npoTokosy SIP ¢ ucnosb3oBaHneMm
TLS.

CeTe  IP-TenedgoHMA m MOHWMTOPMHHT

Bpemn  [octyn HypHan MNapany YnpasneHue koHdwrypaumei OBHoaneHue MO Mepesarpyaka AsToroHbMrypHMposaHWe HHrepdeic ynpaenerin  JEESRTHITE NS

[ononsuTensHbe HacTpoiku

KNueHTCKUW cepTUduKaT

CepTwdhmiar
CepuiHsii Homep
Hegedictemtened go  16.04.2018
HepedcteuTened nocne  16.04.2019
Wmn nomyyatens
Obwee mma  vpl2-left
Opramzagms  Eltex

[lononHMTeNbHBIE AOMEHHRE aapeca <EMPTY> -
LieHTp asTOpHiaLnmK

Oblwes viMr  Root CA

Opramzauyms  Eltex

Onepaumm ¢ cepTHdHKaTOM

CramaTe cepTigwkar © ycTpodcTea #* Crauame
3arpyanTe ceptuurat Ha yeTpoicTeo BribiepuTe thain Dain He exbpan
& 3arpyaume
& Hazag

+ CepuliHbili HOMep — CepuiiHblii HOMeP BbIGPaHHOTO cepTudukaTa;

* HedelicmsumersieH 00 — Aata Hadasna AeincTeusa ceptTmdukara;

+ HeodelicmsumersieH nocsie — aara OKOHYaHUSA AeACTBUA cepTudmkaTta;

* Wms noslyyamesnsi — faHHble o nonydyatene ceptudoukara (Obiuee nms, OpraHnsaums, JononHuTenbHble
[IOMEHHble afpeca);

- L{eHmp asmopusayuu — faHHble 0 LeHTpe aBTopusauumn (O6Liee nms, OpraHuzaums).
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2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

WEB-cepTtudumkar

WEB-cepTucmkat ncnonb3yeTcsa npu goctyne kK web-koHdurypartopy yctpoiictea no npotokony HTTPS.

Cete  IP-TenedhoHmMA m MOHWTOPHHT

Bpema  Toctyn  yphan  Taponu  YnpaeneHue koHdwrypaupedt  OBroenenwe MO Mepesarpyska  Aestokodwrypuposanwe  WHtepdbelic ynpaenennn  EEESRithitlie) B

[ononHUTENEHEIE HACTPORKK

WEB-ceptudpukar

Ceptudhukar

Cepuiinbii omep  CD:02:8E:EE:3F-25:3F.B8
HepeiicteuTenend po 01.10.2018

Hepefcteutenex nocne  18.10.2086
WMmA nonyyatens

OBwee s 152.165.1.1
Opranvzagms  Eltex Ent

[ononHnTentHsIe AOMEHHEIE AOpecad  —
LlenTp aBTOpH3aLMK (caMmonognucaHHbIA cepTHdmkar)

Obweewma  152.168.1.1

Oprasmzagna  Eltex Ent

Onepaunm ¢ cepTUdrkaTom

Cravate cepTuduraT ¢ yeTpoRcTEa 7 Cravam

3arpyauTs cepTMdMKAT Ha YCTPOMCTED BuiGepure dhaitn ©ain He eeibpan

& 3arpyaums

€ Hazap

+ CepuliHbili HOMEpP — CepuiiHbIii HOMeP BbIGPaHHOrO cepTudukaTa;

* HedelicmsumersieH 00 — Aata Hadasna AeincTeusa ceptTmdukara;

* HedelicmsumesieH noc/ie — aara OKOHYaHUS AeCcTBUA cepTudmkaTta;

* Wmsi noslyyamesnsi — AaHHble o nonyvatene ceptudivkara (O6uee ums, OpraHnsaums, JonosHUTe NbHbIe
[IOMeHHble afpeca);

- L{eHmp asmopusayuu — faHHbIe 0 LieHTpe aBTopusauumn (O6Liee nms, OpraHuzaums).
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2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

3.2.4.11 TlModmeHto «[orno/IHUmesibHble HacmpouUKu»

MeH!0 No3BONISIET HACTPOUTb [0MNOTHUTE/bHbIE HACTPOIKM YCTPOICTBA.

CeTk IP-TenedgoHUA NonksoBaTeneECKWA HHTEpgERC m MOHWTORMHT

Bpema  Joctyn  HypHan Maponw  ¥Ynpaenenwe koHdwrypauwel  ObHoeneduwe MO [Nepezarpyska  AsToKOHOMrypUpOBaHWE

WMutepheic ynpaenenua  Ceptudimeare QI TG T TR T olelt 1]

3apesepsuporaHHblie VLAN |D

HayaneHzm YLAN 1D 1

Koreusen WLAN 1D

HacTtpoliku LLDP

Brniouwts LLOP

Mepuop nepegauun LLOP | 30

3apesepBupoBaHHbie VLAN ID

3apesepsuposaHHblie VLAN ID Heobxoanmbl 4151 BHYTPUCUCTEMHbBIX HYXXA, LL/IHO3a U MOTYT ObiTb N3MEHEHbI B
3aBMCUMMOCTHM OT ncnosib3yemoro Ha cetn VLAN ID:

+ HayvasnibHbll VLAN ID — HavanbHoe 3HavyeHne naeHtundmkatopa VLAN B 3ape3epBUpoOBaHHOM AnanasoHe,
npuHUMaEeT 3HaueHus [1-4090];

* KoHeuHbIl VLAN ID — HayanbHOe 3HavyeHne naeHTudmkatopa VLAN B 3ape3epBuMpoBaHHOM gnanasoHe. JaHHas
HacTpoiKka HefOoCTyNHa 415 pefakTUPOBaHUA N PaCcCUNTLIBAETCS aBTOMATUYECKN.

LLDP

* Bkroyums LLDP — npu ycTaHOB/MIEHHOM dhiare Mcnonb3oBatb NpoTokon LLDP;
+ [epuod nepedayu LLDP — nHTepBan nepegaydn cooblieHunii no npotokony LLDP. Mo ymonuanuio — 30 cexk.

© [1ns BcTynneHns B CUy HOBOI KOHQDUIypaLyn U 3aHECEHNSI HACTPOEK B 3HEPrOHE3aBUCUMYHO NaMAThb
HaXKMUTE KHOMKY «[TpuMeHUMb». [N OTMEHbl U3MEHEHWI HXMUTE KHOMKY «OmMmeHa».
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2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

3.3 MoHuTtopuHr (IP-TenedoHbl cepun VP)

* MOHUWTOPWHI CETEBLIX NapamMeTpoB

* MoHuTOpUHr IP-TenedoHum

* MoHwuTopuHr Ethernet-noptos

* TpocmoTp ARP-Tabnuupl

+ [pocMoTp nHthopmaumm 06 ycTporicTee
* MOHUTOPWHI CETEBbIX COEANHEHNI

+ [MpocMoTp Tab/m1Lbl MapLIpyTM3aumm

+ [poCcMOTp UCTOPUY BbI3OBOB

[lna nepexofia B PEXUM MOHUTOPMHIA CUCTEMbI HA NAHENN BKNA0K BbiGepUTe NyHKT «MOHUTOPUHT».

© Ha HeKoTopbIX CTpaHMLAxX He peasiM30BaHO aBTOMATUYECKE OBHOBMEHME AaHHbIX MOHUTOPUHTA

2 ORHOEMTE

yCTpoiicTBa. 151 NofyyYeHns TeKyLLel MHGhopMaLMmn ¢ YyCTPONCTBA HAXKMUTE KHOMKY
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3.3.1 MOHUTOPWHT CeTeBbIX NapamMeTpoB

2.5.0 PykoBOACTBO No akcnayartauum IP-tenetoHoB cepun VP

B nogmeHo «/IHTepHET» OCYLLECTBNSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOCTBA.

CeTk IP-TenedpOHUA CucTema MOHWTOPHHI

Beixog B IHTepHeT

MpoTokon gocTyna DHCP

IP-apgpec 192.168.6.74

= ObHoBUTL

|P-tenedosna  Ethemet-noptet ARP Yetpolicteo  Conntrack Mapwpytusauwa  MeTopun Beizoe0s

+ [lpomokosn docmyna — NPOTOKO/, MCNOJb3YEMbI 418 AOCTYNA K JIOKaSIbHON CeTu.

+ IP-adpec — IP-agpec ycTpoicTBa B /IOKa/IbHOW CETHU.

3.3.2 MoHuTopuHr IP-tenedoHum

B nogmeHto «IP-TenedpoHmsi» OCyLLLeCTBSIETCS MPOCMOTP COCTOSIHUSA ceTeBOro uHTepdieiica VolP u

MOHUTOPUHI aKKayHTOB.

Cete  IP-TenedoHnAs  CucTema

WMareprer EEEENEGETEM Ethernet-noprs ARP Yetpolictee  Conntrack

CocTtosaHue ceTeBoro ukTepdelica VolP
IP-anpec 192.168.3.74

MoHutopuHr SIP-akkayHTOB

MNe AxkayHT NokansHeIA HoMep Cratyc

1 Account 1 001 BeiknioueH

2 Account 2 001 Belkniouen
@ PerucTpupoats | ® PasperucTpupoBats

TekywWe BbIZ0BbI

NokanksHbie NapaMeTphl YnaneHHan CTOpPOHa

Akkaynt Homep [Mopr Homep Wma  IP-appec MMopr

MapupyTuaauua

Me TOPMA BRIZOBOE

Peructpauyua Wcrekaet yepez Appec cepeepa
Otknkouena
COTknkoueqa
Bpemna nayana [nwrensvocTe CocToAanne  Tun Bryrpernui SIP CalllD
noeHTHMEaTOR
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2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

CocTtosiHue ceTteBoro nHtepdevica VolP
+ IP-adpec — IP-agpec ceteBoro untepdgeeiica ycnyru VolP.
MoHuTOpuHr SIP-akKkayHTOB

+ Ne — NopsiAKOBbIi HOMEpP akKayHTa.
* AKKaQyHmM — MS aKKayHTa.
+ Jloka/ibHbIli HOMep — HoMep Tened)oHa aboHeHTa, 3aKpen/IeHHbIN 3a AaHHbIM akKayHTOM.
+ Cmamyc — cTaTyC akkayHTa:
* BKJ/IHOYEH,;
* BbIK/IIOYEH.
+ Peasucmpayusi — COCTOSIHWE pernctpauny TenedOHHOro Homepa rpynnbl Ha NPOKCU-cepBepe:
+ Omk/royeHa — oyHKUMSA permctpaumm Ha SIP-cepeepe BbikNOYeHa B HacTpoiikax npoduns SIP;
+ Owubka — npoueaypa perncTpaummn 3akoHYMnachb Heygadeii;
* BbinosiHeHa — npouegypa peructpaunn Ha SIP-cepeepe BbINoIHEHA YCMELLHO.
* Micmekaem 4yepes3 — BpeMs [0 UCTeUYEeHNA pernctpaumm akkayHta Ha SIP-cepeepe;
+ Adpec cepsepa — agpec cepBepa, Ha KOTOPOM nocriefHuii pas npowia perncrpaLlmnio aboHeHTckas NMHUS;

Mop Tabnuueli MoHuTopuHra SIP akkayHTOB HaxXoAATCS KHOMKW A5 NPUHYAUTENbHO pernctpaumm unm
OTMEHbI perncTpaLuy BbiIGpaHHbIX akKayHTOB.

Tekyllue BbI3OBbI
NokanbHble napameTpbl

+ AKKayHm - IMs1 akkayHTa Yepes3 KOTOpbIiA OCYLLLeCTB/EH BbI30B UM HA KOTOPOM MPUHST BbI30B.
* Homep - TenedOoHHbIi HOMEpP Ha3HAYEHHbIN Ha AaHHOM akKayHTe.
+ [Topm - nokanbHbIin nopT RTP noTtoka.

YpaneHHas cTOpoHa

* Homep - TenedoHHbIi HOMEpP BCTPEYHOW CTOPOHbI.

* VIMS1 - M5l BCTPEYHOI CTOPOHBI.

+ IP-adpec - IP-agpec BCTPEUHOWN CTOPOHbI Ucnonb3yemsiin anst RTP.

+ [Mopm - UDP nopT BCTPEYHOW CTOPOHbI Ucnosnb3yemslin gnst RTP notoka.

O6Lue napamMmeTpbl

* Bpems Hauyasia — BpeMs Havasia Bbl30Ba.
* [numenbHocmb — NPOAOIMKUTENBHOCTbL BbI30BA.
+ CocmosiHue — COCTOsiHUE BbI30Ba. BbI30B MOXET CyLLLECTBOBATb B OAHOM U3 CeAYOLNX COCTOSHWIA:
* BbI30B — nogaetcsl curHan KB (npu coBepLUEHNN UCXOASALLETO 3BOHKA);
* BXOfSILLWIA BbI30B — Ha TenedioH NoJaeTcs BbI3bIBHOWM curHan (Npu NoCTyneHNN BXOASLLIErO 3BOHKA);
* pasrosop
* Ha yaepxaHun
* KOHhepeHuus
* Tun - TN BbI30OBA:
+ BXOAALWMIA
* MCXOAsLWMi
* BHyTpeHHUn ngeHtudukarop
+ SIP Call-ID
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3.3.3 MoHuTopuHr Ethernet-noptos

2.5.0 PykoBOACTBO No akcnayartauum IP-tenetoHoB cepun VP

Cete IP-TenedborHMna  Cuctema QROLLEGIULIY

Whteprer  IP-Tenedonun [ESGERESvoi*l ARP  Yerpodctee  Conntrack  Mapwpymvzauma  VcTopus Beizceos

CoctosHue Ethernet-nopTos

Mopr  Mopkntoyenne Cropoctb Pesxmm
LAN Ben. 100 Meuric Full-duplex
FC Beikn.

< OBHOBUTL

Mepenaxo MpuuaTo

12.7 MBa#T (13 357 936 Dailt) 95.5 MbaiT (100 143 837 Gadr)

* [Mopm — Ha3BaHne nopra:
+ LAN — nopT BHELUHel ceTy;
* PC — nopt ansa nogkntodeHns Mk.

* [MoOK/Ho4HeHU€e — COCTOSIHVE MOAKMHYEHUS K JaHHOMY NOpTY:
* Bk/1. — K NOPTY MOAK/IOUEHO CETEBOE YCTPOCTBO (JIMHK aKTUBEH);
* BbIK/1. — K NOPTY He MOJAK/IOUEHO CeTeBOe YCTPOMCTBO (JIMHK HE aKTUBEH).
+ CKOpOoCMb — CKOPOCTb MOAK/H0UYEHNS BHELLHEro ceteBoro yctpoiictea k nopty (10/100 MéuT/c).

+ Pexum — pexum nepegayn AaHHbIX:

* Full-duplex — nonHbIin aynnexc;

* Half-duplex — nonyaynnekc.
+ [lepedaHO — KONMMYECTBO NepeaaHHbIX GaiT ¢ nopra.
* [IpUHSIMO — KONWMYECTBO NPUHSTbLIX GalT NOPTOM.

© [ns nonyueHns Tekylei nHdopmaLumn o cocTosiHum Ethernet-nopTos 1 06HOBNEHNSA 3HAYEHS

CYETYMKOB MNPUHATHLI N NepegaHHbIX 6anT HaXXMUTE KHOMKY

5 OBHOEWTE
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2.5.0 PykoBOACTBO No akcnayartauum IP-tenetoHoB cepun VP

3.3.4 TpocmoTtp ARP-Tabnmubl

B noameHto «ARP» BbinosHseTcs npocMmoTp ARP-Tabnmubl. B ARP-Tabnvue cogepXxutcsa nHpopmauus o

cooTBetcTBUM IP- 1 MAC- agpecoB coceH/X CETEBbIX YCTPONCTB.

CeTk IP-TenedoHKA CucTema
WMuteprher  IP-TenedonnAa  Ethernet-nopre m Yetpoiicteo  Conntrack  Mapwpytvzaums  MeTopur Beizoeos
ARP-Tabnuua
IP-appec MAC-appec WmA knuenTa
192.168.8.47 32:55:E3:E9:06:A8
192.168.5.1 12:01:DE:43:6E:4F
192.165.5.46 TEG2:70:11:8C:43
< OGHOBUTE

WuTepdeic
Bridge
Bridge

Bridge

+ IP-adpec — IP-agpec ycTpoiicTBa.
+ MAC-adpec — MAC-agpec ycTpoiicTsa.
* VImsi klueHma — ceTeBOe MMS NOAK/IHYEHHOro yCTpoiicTBa.

* MIHmepgpelic — nHTepdeiic, Co CTOPOHbI KOTOPOro akT1BHO ycTpoiicTeo: LAN, PC, Bridge.

= OBHOEMTE

[Nsi nonyyeHns TekyLlein nHgopMaLum HXXMUTE KHOTKY
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2.5.0 PykoBOACTBO No akcnayartauum IP-tenetoHoB cepun VP

3.3.5 MpocmoTp nHchopmaunmn o6 ycTpomncTee

B nogmeHto «YcTpoincTBo» NprBeaeHa obuas nHpopmaums o6 ycTpoincTsee.

Cete IP-TenecpoHMA  Cuctema [ELLDTNGTUHTY

WMuTepher  IP-tenedoonuA  Ethernet-nopte ARP Elapieiai:vl Conntrack  Mapwpytusauma  WcTopuA Bki30B0E

NHdopmauwna ob ycTpoicTee

Manenue WP-12P rev.B
Bepcua MO

Bepcua annaparHoro obecneveHua

Bepcua aarpyzumka

Jasoncroin MAC-anpec EO:DIE3TE.DC:45
CepuiHEIR HoMeD

CucTeMHOS EpEMA 14:36:45 16.11.2018

Bpema paboTel 2 aH, 19:35:26

* MI30esiue — HaMMeHoBaHWe MOAENUN yCTpolicTBa.

+ Bepcus O — Bepcus nporpaMMHOro 06ecneyeHnst ycTpoicTea.

* Bepcus annapamHo20 obecrieyeHusi — HOMepP PeBU3UN YCTPOICTBA.

+ Bepcus 3aepy3duka — Bepcusi MO HavyasibHOro 3arpysyvka ycTpoiicTsa.

+ 3aBodckol MAC-adpec — MAC-agpec yCTpOIiCTBa, yCTaHOB/IEHHbI 3aBOA0M-U3rOTOBUTE/IEM.

+ CepulHbili HOMep — CEepWHbIA HOMep YCTPONCTBA, yCTaHOB/IEHHbI 3aBOAOM-U3rOTOBUTENEM.

+ CucmemMHoe BpeMs — TeKyLune BpeMs 1 AaTa, yCTaHOB/IEHHbIE B CUCTEME.

+ Bpewmsi pabombsl — BpeMs paboTbl C MOMEHTA NOC/IeAHEro BKIKUEHMS UK Nepesarpy3ky yCTpoicTea.
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2.5.0 PykoBOACTBO No akcnayartauum IP-tenetoHoB cepun VP

3.3.6 MOHUTOPMHT CETEBbLIX COEANHEHNI

B nogmeHto «Conntrack» oTobpaxatoTcs Tekylme akTUBHbIE CEeTeBblE COeAVHEHMNS YCTPOICTBA.

CeTe IP-TenecpoHMa CucTema [LLEUII]g

WMuteprer  IP-tenedonmA  Ethernet-nopTe ARP  YetpordcTee EESLIEES  Mapwpytuaauwa  WcTopuA BoizcEos

BeiBog, akTWBHbIX ceccuil NAT

UnCcno aKTHMBHLD COSIMHEHHIA B

YWCno NoKazaHHex coeguHeHnd B

Cnucok coegMHeRWA

MpoTokon Apnpec ucto4Huka Appec HazHaveHWA TadmayT
TCP 192.168.27.86:61208 192.168.5.74:80 1muH 52 ¢
TCP 192.168.27.86:61207 192.168.5.74:80 1 muH 42 ¢
ucp 192.168.6.74:33205 192.168.5.47:53 53c
TCP 192.168.27.86:61193 192.168.5.74:80 TMuH2 ¢
TCP 192.168.27.86:61211 192.168.5.74:80 4aH 23459 muH B9 ¢
TCP 192.168.27.86:61192 192.168.5.74:80 TMuH2 ¢
< OBHoBMTL

BbiBog akTUBHbIX ceccuii NAT

+ Yuc1o akmusHbIx coeduHeHul — 06LLee YMC0 aKTUBHbIX CETEBbIX COeANHEHWA.

*+ Yuc10 nokasaHHbIX COEOUHEHUU — YNCO COeAVHEHWIA, BbIBEAEHHbIX B web-uHTepdpeiic. YTobbl He CHMXaTb
npoun3soanTensHOCTL paboTbl WEB-uHTepdelica, MakcMasibHOe YMC/I0 NOKa3aHHbIX COeAVHEHUIA OrpaHNyYeHo
3HayeHneM 1024. OcTasibHbIE COEAVHEHNSI MOXHO NMOCMOTPETbL Yepes KOMaHAHYH KOHCO/b ycTpoiicTea (koMmaHaa
cat /proc/net/nf_conntrack).

Cnucok coeguHeHWnIi

* [IpomoKo/1 — NPOTOKO/, MO KOTOPOMY YCTaHOB/IEHO COEAVHEHNE;

+ Adpec ucmoydHuka — IP-agpec 1 Homep nopTa UHULMATOpa COeAUHEHMS;
+ Adpec Ha3HadeHusi — |P-aipec 1 HoMep nopTa agpecarta CoeAUHEHUS;

+ Talimaym — nepuvog, BpeMEHU [10 YHUUTOXEHNS COEeUHEHMSI.

& ORHOEMTE

[ONsi nonyyeHns TekyLein nHdopMaLum HKMUTE KHOTKY
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2.5.0 PykoBOACTBO No akcnayaraumm IP-tenedoHoB cepun VP

3.3.7 MpocmoTp Tabnuubl MapLLpyTU3auum

B nogmeHo «<MapLupyTu3aums» oTobpaxaerca Tabnmua MapLipyTusagum ycTpoicTea.

CeTb IP-TenedoHUA CucTtema m
WMHteprer  IP-tenedwonmAa  Ethermnet-nopts ARP  Ycrpoiicteo  Conntrack MeTopuR esizoeoe
Tabnuua MaplpyTU3aLMmn
Appecat LWinkoz Macka ®naru MeTpuka ObpaweHna ObHapy#eHua MHTepdeic
192.168.7.0 192.168.8.7 2552552550 UG 0 0 0 br0
192.165.46.0 192.168.6.9 255.255.255.0 UG 0 0 0 br0
192.165.47.0 192.165.6.10 2552552550 UG 0 0 0 br0
192.168.45.0 192.165.6.8 2552552550 UG 0 0 0 br0
192.165.58.0 0.0.0.0 2552552550 U 0 0 0 br0
0.0.0.0 192.168.6.1 0.0.0.0 UG 0 0 0 br0
 OOHOBWTE

+ Adpecam — IP-agpec xocTa Wiun NoAceTy HasHavYeHus, 40 KOTOPbIX YCTaHOB/IEH MapLUpyT.

+ W03 — IP-agpec Wto3a, Yepes KOTopbI OCYLLECTBASAETCA BbIXOA Ha agpecara.

+ Macka — macka nofcetu.

* @s1a2u — onpepesieHHble XapakTepUCTUKM faHHOro MapLupyTa. CyLecTBYIOT criedytoLLme 3HauYeHns ¢p/1a2os:

+ U — yKa3blBaeT, YTo MapLupyT CO34aH 1 AB/IAETCA MPOXOAUMbIM;

* H — ykasbiBaeT Ha MapLLpyT K ONpeaenieHHoM y3hy;

+ G — yKkasbIBa€eT, UTO MapLLUpyT Npo/ieraeT Yepes BHELLUHWUIA LWto3. CeTeBoi MHTepdelic CMCTEMbI
npefocTaBAseT MapLUpyThl B CETM C MPSAMbIM NOAKMI0YEHNEM. Bce npoune MapLupyTbl NpoXoasnT yepes
BHELUHME WNto3bl. narom G oTMeYalTCa BCe MapLUpyThl, KPOME MapLUpyTOB B CETU C NPSMbIM
NOAKNIYEHNEM,;

* R — yKkasbiBaeT, UTo MapLIpyT, CKOpee BCEero, Obl1 co34aH ANHaMUYECKUM NMPOTOKOIOM MapLupyTU3auuu,
paboTatoLmM Ha NoKasibHOM crucTeme, NOCpeacTBOM napamerpa reinstate;

+ D — yKkasblBaeT, 4to MapLpyT 6b11 o6aB/IEH B pe3ysibTare noyyeHus CoobLeHNs nepeHanpasieHmns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe 13 cooblieHusi ICMP Redirect,
MapLUPYT BKOYAETCA B TabnuLy mapLupyTusaumnm, YTobbl UCKTIOUNTL NepeHanpas/ieHne A1
nocneayowmx nakeTos, NpegHasHavYeHHbIX TOMY Xe agpecary. Takme MmapLlipyTbl OTMeyeHbl doiarom D;

* M — ykasbIBaeT, YToO MapLIpyT NoABEPIcA N3MEHEHWIO - BEPOATHO, B pe3dy/ibTaTe padboTbl ANHAMUYEeCKOro
MpPOTOKONA MapLUpyTU3aLun Ha I0KasIbHOM ccTeMe U MpUMEHEHMs napameTpa mod;

+ A — yKasbiBaeT Ha Gydhepn3oBaHHbI MapLLpyT, KOTOPOMY COOTBETCTBYET 3annch B Tabnmue ARP.

+ C — yKasbIBaEeT, UTO UCTOYHNKOM MapLLpyTa ABAseTca 6ydhep mapupyTmsaumm aapa;

+ L — ykasbIBaeT, YTO NYHKTOM Ha3Ha4YeHUss MapLupyTa ABNSETCA O4MH U3 apecoB AaHHOIo KOMMNboTepa.
Takme «noKanbHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydoepe mapLupyTusaumu;

+ B — yKasbIBaeT, 4TO KOHEUYHbIM MYHKTOM MapLupyTa SBASETCA LUMPOKOBeLLaTeNbHbI agpec. Takme
«LLIMPOKOBELLATE bHbIE MapLLPYThI» CYLLECTBYIOT TO/IbKO B Bychepe mapLupyTusauum;
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+ | — yKasblBaeT, YTO MapLUPYT CBsA3aH ¢ KosbLeBbIM (loopback) uHTepdieiicom ¢ Lesnbo MHOI, Hexenu
ob6palleHne K KoNbLeBOl ceTu. Takne «BHYTPEHHME MapLUPYTbI» CYLLECTBYHOT TO/IbKO B Bydepe
MapLipyT13auum;

+ 1 — ykasbIBa€eT, UTo AeliTarpaMMbl, HaNpPaBAsemble N0 3TOMY agpecy, 6yayT OTBepraTtbCs CUCTEMOIA.

+ Mempuka — onpegensieT «CTOMMOCTb» MapLupyTa. MeTpuka Mcnonb3yeTcs A1 COPTUPOBKM Ay6/IMPYOLLMX
MapLUPYTOB, €C/IN TaKOBblE NPUCYTCTBYIOT B Tabnuue.

- O6pauwjeHusi — 3aMKCMPOBAHHOE YKCN0 06pPAaLLEHNIT K MAPLLPYTY C Lie/IbIo CO3AaHnsl coeauHeHust (He
NCnosb3yeTcsl B CUCTEME).

+ O6Hapy»XeHUs1 — YNCN0 OBHAaPYXXEHNI MapLLPYTa, BbIMOMHEHHbLIX MPOTOKOIOM IP.

* VMiHmepgbelic — nms ceTeBoro MHTepgenca, Yepes KOTopbIii NponeraeT AaHHbI MapLIpyT.

& ORHOEMTE

[ONsi nonyyeHns TekyLlein nHdopMauum HaXXMUTE KHOTIKY

3.3.8 lMpocmoTp ncTtopun BbI3OBOB

B nogMeH!o «/ICTopusi BbI30BOB» MOXHO NMPOCMOTPETL CMNCOK COBEPLLEHHbIX TeNIe(POHHbIX BbI30OBOB, a Takke
CBO/HYI0 MHC)OPMALMIO MO KaXA0MY BbI30BY.

B onepatvBHOI namsaTn ycTpoiicTBa MOXHO coxpaHuTb 40 10 000 3anuceii 0 coBepLUeHHbIX Bbi3oBax. [Mpu
konmuecTBe 3anuceli 6onee 10 000 camble cTapble (BBEpXY TabnuLbl) yAANAOTCA, U B KOHeL, dhaiina
[06aBATCA HOBbIE.

3anuncb CTaTUCTUKK B XXypHane BbI30BOB He BEAETCA NPW HY/1IEBOM pa3Mepe UCTOPUN.

CeTb IP-TenedgoHmA Cucrema m

Muteprer  IP-TenecdbonmA  Ethemetnopres ARP Yetpoiicteo  Conntrack  Mapwpymusauus et RReryznt:)

®uneTp (NoKaszaTs)

R T T e

2CMPOUME MapaMempyl UCMOopUY 8530808

_ IP-appec EBpemn EBpemna
NokaneHeld YAaneHHbIA Ap . P P AnuTeneHocTe CocToRHWe TWn NepegaHo Mepeaado TMpWHATe [PHHATO
# JuHKA BCTPE4HON NOCTYNNEHWMA HaYana ) ;
HOMep HOMEp pasroeopa EbII0EA BbII0OEA NakeTos Bait nakeToE GalT
CTOPOHEI EEIZ0E3 pasroecpa
1 2 008 - - 03.04:14 - - local BXOAAWMA O 0 0 0
01.01.1970
2 007 - - 03.0416 - - local gxogAwmin 0 i} i} 0
01.01.1970

20 -
= v IAaNNCen Ha CTpaHnue

CTpanmuya 1 m3

OnucaHune nonem Ta6f|l/lL|,bI «NCTOPUA BbISOBOB»:

+ # — NopsiAKOBbIA HOMEP 3anucu B Tabnuue;
*+ JluHUs — HOMep abOHEHTCKOro NopTa yCTPONCTBa;
+ Jloka/ibHbIl HOMEepP — HOMEP abOoHEHTa, 3aKpenIeHHbI 3a faHHbIM aBOHEHTCKUM NOPTOM;
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* YOa/ieHHbIl HoOMeP — HOMEP YAa/IEHHOIO aboHEHTa, C KOTOPbIM ObI/10 YCTAHOBMEHO Te1eDOHHOE COEANHEHME;

+ IP-adpec scmpeyHoli cmopoHbl — IP-aapec yaaneHHOro aboHeHTa, C KOTOpPbIM ObI/1I0 YCTaHOBNEHO TenedoHHoe
coefnHeHue;

+ Bpewmsi nocmyrieHusi 8biI308a — BPEMS W farta NnocTyn/eHns/CoBepLUEHNS BbI30Ba;

+ Bpewmsi Hayasia pa3eosopa — BpeMs U aarta Hadana pasroBopa,;

+ [JsumenbHocmb pas2osopa — f/IMTENbHOCTb pa3roBopa B CEKyHAAX;

+ CocmosiHue 8bI308a — NPOMEXYTOYHOE COCTOSHME NMO0 NPUYMHA 3aBEpPLLEHNS BbI30Ba, ONncaHne CTaHOBUTCSA
OOCTYMHbIM MPU HaBeAeHUN Kypcopa Ha 3anncb COCTOSHNSA BbI30Ba;

+ Tun 8bI308a& — TUN BbI30BA: UCXOOALLNIA NN BXOAALLNIA;

+ [lepedaHo nakemos — KONN4YecTBO nepefaHHbix RTP-nakeToB 3a BpeMs pa3roBopa;

+ [lepedaHo 6alim — KONNYeCTBO NepefaHHbIX 6aiT 3a BPeMS pa3roBopa;

* [IpuHsAMOo nakemos — KONN4ecTBO NPUHATLIX RTP-nakeToB 3a Bpems pasrosopa;

+ [puHsmo 6alm — KoNn4ecTBO NPUHATLIX 6T 3a BPEMS pa3roBopa.

B Tabnuue ncToprmn 3BOHKOB MOXHO NMPOU3BECTU OTGOP 3anvceli No pas3/IMyHbLIM napaMeTpam Afsi 3Toro
HaXXKMUTE CCbINKY «PUNLTP (MoKasaTb)». ®UbLTpaLmUs MOXET NPOV3BOANTLCS MO HOMEPY aBOHEHTCKON IMHUN,
NOKasIbHOMY UK yaaneHHoMy Homepy, IP-aapecy BCTPEYHOI CTOPOHbI, BPEMEHY MOCTYN/IEHNS BbI30BA,
BPEMEHV Hauyana pasroBopa, COCTOSIHUIO BbI30Ba U TWMy 3BOHKA. OnvcaHne napameTpoB (omnbTpaLumn ykasaHo
B OMNWCaHNM Noneit TabnuLibl UCTOPKN BbI30BOB BbILLIE.

+ Bpemsi nocmyrsieHusi BbiI308a 0m/00 Unu Bpemsi Hadasa pasa2osopa 0m/00 — BPpEMEHHbIE paMK/ NOCTynAeHus/
COBepLUEHMS BbI30Ba UM HaYas1a pa3roBopa B dpopmare «44:MM:CC A4.MM.ITIT».

[Nsi CKPbITUSI HACTPOViKM NapaMeTPoB YULTPALIMI 3anUCeil B Tab/ULLE HAXMUTE Ha CCbINKy u/ibmp
«CKPbIMb».

[Nsi HACTPOIKN NapamMeTPOB UCTOPKM 3BOHKOB HAXXMUTE Ha CCbI/IKY «<HacTpoMTb NapameTpbl MCTOpUK
BbI30BOB». [10ApO06GHOE ONMcCaHNe HACTPOIKM NapamMeTpoB NpPUBeAEHO B [oaMeH0 «TenlethoHHas KHuray.

H o o
MpKn HAXATWUN HA KHOTKY Npou3oiiAeT nepexos K Tabnuue, HaumHasi C NepPBoit 3anucu.

$ o o o
Mpy HAXaTUKN Ha KHOMKY npou3oiiaeT nepexoq K npeablaylei cTpaHuLe ¢ Tabnuueit NCTOpUn BbI3OBOB.

>

Mpn HaXkaTUM Ha KHOMKY NPON30ALET Nepexoa K creaytoLLeil CTpaHuLe ¢ Tabnuuei MCTOpuK BbI3OBOB.

i o .
Mpy HaXaTUKM Ha KHOMKY npou3oiigeT nepexoq Kk Tabnvue, 3akaHumBas nocnegHeli 3anuncbio.

CenekTtop «3anuceil Ha CTpaHMLEe» No3BOMSIET HACTPOUTb KOMIMYECTBO BbIBOAMMbIX 3anMcei Tabnmubl Ha
OOHOW CTpaHuLe.
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4 Mpumep HacTpolikn (IP-TenedoHbl cepun VP)
1. Ha MK oTkpoitte web-6pay3ep, Hanpumep, Firefox, Opera, Chrome.

2. B agpecHolii cTpoke 6paysepa BeeauTe IP-aapec ycTpoiicTaa.

© Mo ymonuaHuio ycTpoiicTo nonyyaet IP-aapec 1 apyrue napametpbl CeTy no npoTtokony DHCP. Ans
AanbHeiiweri paboTbl He06x0AMMO Y3HaTh IP-agpec koTopblii nonyunn IP-tenedgoH ot DHCP cepsepa.
Cpoenarb 370 MOXHO NPV MOMOLLY 3KPAHHOIO MEH!HO:
1. HaxmuTte codpT-KI1aBuLLy «MeHH»
2. B pasgene «ctatyc» nocMoTpuTe Kakoi IP-agpec nonyunn tenedoH.

Ecnu IP-agpec yctaHoBneH B 3HadeHue 0.0.0.0, To 310 3HauunT IP-TenedyoH He nonyunn ero ot DHCP
cepsepa. B Takom cnyyae He06X04MMO HAaCTPOUTL CETEBbIE NapaMeTpbl BPYYHYHO NPU NOMOLLU
3KPaHHOTO MEHHO.

Mpu ycnewHoM NoAKNYEHNN K yCTDOVICTBy NOSABUTCS OKHO C 3anpoCcoM JlIorMHa 1 napons. 3anonHuTe
nosiaA N HAXMUTE KHOMKY «BonTn».

VP-12P

Norx:

Maponk:

© Mo ymonuanuio norviH: admin, naposns: password.
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anI yCI'IeLUHOVI aBTopun3alnm OTKPOETCA CTpaHnua C MOHUTOPUHIOM TEKYLLLETo COCTOAHUA yCTpOVICTBai
VP-12P e
Cets  IP-tenedona Cucrema m

MHTEpHET IP-Tenedonna Ethemnet-noptsl ARP YCTpoiAcTeo Conntrack hapwpyTusayma MCTOpWA BLI30BOB

CocTosiHne ceTeBoro MHTepdeica VolP

IP-agpec 192 168877

MoHuTopuHr SIP-akkayHTOB

AKKaYHT TNoKankeHBIW HoMep Peructpauusa WcTekaeT yepes Appec cepeepa CocToAHWE NTMHUK
1 oo OTENHYEHR HeakTHEHa
2 001 OTENHYEHR HeakTHEHa

o Feperipo

@ 000 "Mpednpuamue "3nmekc”, 2011 — 2018 Bepcus MNO: 1.3.0.239
Bepcus seb-uimepgeiica: 1.3.20

B BEpXHEM MPABOM YI/1y, NPU HEOBXOANMOCTU, BO3MOXHO CMEHUTb A3blK Web-HTepdelica Ha HyXHbIiA:

VP-12P rev.B

m IP-Tenecpornas  CucTeMa  MOHMTOPMHT / ru

QoS  Hactpoika MAC-agpecoe  [lokanshbi DNS  CeTepoi akpa @unetp MAC Mapwpytuzayma  SNMP

OBwue HacTpoWKN

WA xocTa
CropocTe W Oynnekc Auto v
BHewHas ceTb (LAN)
MpoTokon DHCP v
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3. NS UI3MeHeHns1 CETEBbIX HACTPOEK YCTPOIiCTBa nepelignTe B pasaen «CeTb — VIHTEpHET».

B none «MpoTokon» Bbi6epuTe NPOTOKO/, UCMOMb3YEMbIil BaLLM MOCTABLUVKOM YCYT VIHTEPHET, 1
BBEAUTE HEOBXOAVMbIE AAHHbIE COMMTACHO UHCTPYKLMSAM NpoBaligepa. Eciv ans nogx/ityeHns K ceTu
npoBaiigepa 1cnosb3ykTcs CTaTUYeckne HacTPolikK, To B nosie «MPoTOKO/» HY)HO Bbi6paTh 3HaUYeHne
«Static», 3anonHMTL Nonsa «BHelwHwWii IP-aapec ycTpoiicTBar, «Macka noaceT», «LLIno3 no yMonyaHuio»,
«MepBuYHbIi DNS» 1 «BTopUyHbIii DNS» - 3HaYeHns1 NnapameTpoB NpeaoCcTaB/soTCs NpoBaliiiepom.

" MpUMEHTE

[na coxpaHeHnsa U NpUMEHEHNA HaCTPOEK HaXKMNTE KHOMKY

VP-12P u -
IP-tenechbonna  Cuctema  MoHMTOPMHI
QoS  HacTpoiika MAC-agpecos  JlokanbHolid DNS — CeTesoi 3kpaH  ©unsTp MAC  MapwpyTusauus  SNMP
OO0wre HacTpOMKK
Mna xocta
CKOpOCTb M Jynnekc Auto v
BHelwHsas ceTb (LAN)
MpoTokon DHCP v

AnbTepHaTHBHbI Vendor 1D {onuwma 60)
MepsuyHbIA DNS
BTOpUYHLIA DNS

Pasmep MTU 1500

Menoneszoeats VLAN

HacTpolika IPSec

BHIHYHTE

® 000 "MpednpuAmue "Snmekc”, 2011 — 2018 Bepcuna M10: 1.3.0.239
Bepcus sef-unmepghedca: 1.3.20

Ecnu B ceTun Bawero ViHTepHeT-npoBaligepa ncnonb3yercsa npusaska k MAC-agpecy, OTkpoviTe BKnagky
«CeTb - > Hactpoiika MAC-agpecoB». B pasgene «Hactpoiika MAC-agpeca LAN» yctaHoBuTe donar
«lMepeonpenennts MAC» 1 Beegute B nose «MAC» Heobxoaumbli MAC-agpec ycTporictea. Ans

' [TpUMEHKTE

COXpPaHEeHUA N NpUMEHEHNA HACTPOEK HAXXMUTE KHOMKY
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oo [P-TenechoHna Cuctema  MOHWUTOPMHr
AHTepHET QoS HaCTpDFIKa MAC—a,qpecou NoKkanbHeIA DNS CeTesoi JKpaH '$l-1J'IbT|J MAC

HacTpoiika MAC-agpeca LAN

MepeonpeaeniTs MAC ¥

MAC 00:11:22:33:44:55 -

Ha Bknagke «IP-TenedpoHmst -> SIP akkayHTbI» BbINO/IHAETCS HACTPOIiKa akkayHTOB A/1s1 paboThbl Mo
npotokony SIP. 11 3Toro BbibepuTe B BbiNagatoLLeM CIUCKE «AKKAYyHT», KOTOPbIVi HEO6X0AMMO

HaCTpPOWUTb.

CeTb Cuctema  MOHWTOPWHr

Hactpoiku cetn STV Obume HacTpodin SIP QoS MeTopwAa Brizoece

SIP akkayHTbl

AxrayHT ArxayHt 1 ¥

OTMeTbTE NYHKT «BKNOUNTbL», BBEAMTE HOMEP TenedioHa, KOTopbIii 6yAeT HasHaYeH AaHHOMY akKayHTY, a
Takxe yKaxuTe /I0rMH U Naposib A5t aBTopu3aumm Ha SIP-cepeepe.

BkouuTE ¥
Homep TenedoHa 4201
MM#a nonb3oBaTena 4201
Mcnone308aTe ansTepHaTMBHEIA HOMep
SIP-nopT 5060

Kateropua aboHeHTa He ucnonb3oeaTh v

AyTeHTUUKauns
Norwe 4201

Mapone sone
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Hwxe Ha Bknagke ykaxute IP-aapec unm gomeHHoe ums SIP-cepeepa v cepeepa peructpauum (npm
HEeo6X0MMOCTMN) B COOTBETCTBYIOLLMX NONsX. EC/N Ha cepBepax 1CMnosib3yloTcs HoMepa NnopToB,
OT/IMYHbIe oT 5060, To Yepe3 ABOETOUME YKaXKWTE a/lbTepPHATVIBHbIE NOPTbI. YCTaHoBUTE dhnar
«PerucTpauusi», ecnu ans paboTbl Tened)oHMn Heobxoama permcTpauns aboHeHToB Ha SIP-cepeepe
(06bI4HO, perucTpaums HeobxoaMma).

MNapameTpol SIP

Pexam ucnonezoeannA SIP-npokcn Homing v
SIP-npokcy cepeep | ecss 10 eltextest loc

Peructpaums &

Cepeep pervcTpauun | ecss 10 eltextest loc
MeToa KOHTPOMA OCHOBHOMD CepEepa Invite v
Mepuog koHTpona ocHoeHoro cepeepa, ¢ | 30

Ykaxute SIP gomeH (npy Heo6xoaumocTu) B 6/10Kke napameTpoB «JonosHUTeNbHble NapamMeTpbl SIP». Mpw
Heo6Xx04MMOCTM UCNOIb30BaHNA JOMEHHOro UMEHN Npu perncTpauum, yctaHosute SIP-gomeH B pasgene
«[lononHuTteneHble napameTpbl SIP»:

[ononHuTensHble napameTpsl SIP

SIP-noMeH eltextest.loc

MpuMeHuTE SIP Domain ona o

pPETUCTPALMK
Pesxun Outbound BhIKNHOYEH v
MNeprog BpeMeHn nepeperncTpaLin 1800

MHTepean NoeTopa perdcTpayum 30

My GnuyHbIA agpec

+ TIpHMEHTE

[nAa coxpaHeHnsa U NpUMEHEHNA HACTPOEK HAXXMNTE KHOMKY
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5 MpunoxeHus K pykoBoAcTBy no akcnnyaTtaumm (IP-tenedpoHsbl cepun VP)

5.1 Anroputm paboTbl aBTOMATU4eCcKOro 06HOBMEHUSA YCTPOICTBA HA OCHOBE
npotokosia DHCP

VP'12P - admin

Cete  IP-TenedoHun m MOHUTOPWHT
Bpema  Hoctyn  AypHan  Maponu  ¥npaeneHue koHurypauued  OOHoenedue MO Mepesarpyska G Llel IRy =TS

WMHTEpMENRT YNpaBneHna [ononHUTENBHBIE HACTPORKH

O6LWwune HacTporKK

MpUOPUTET NapamMeTpos U3 | DHCP options v

AsTomaTnyeckoe obHoeneHue MO K KoHdUrypaymm

KoHdpurypauua
ABTOMBTH4EC KOE ODHOBINEHUE BhIKINH4EHD v
MporpaMmHoe oGecneyeHne

ABTOMETHYEC KOS ODHOBMNEHNWE BuIKn4eHo v

ANropuTm paboTbl NPoLEeAypbl aBTOMATUYECKOr0 06HOB/IEHNS YCTPOACTBA ONPeAensieTcs 3HaUeHem
napameTpa «/Tpuopumem napamempos U3».

Ecnu BbiGpaHo 3HaueHune «Static settings», To 3 napametpoB «daiin koHdurypaumm» n «daiin No»
onpeaensieTcs NnonHblli NyTh (BKOYas NPOTOKON AOCTyna 1 aapec cepBepa) K chaiinam KoHdurypauum n
nporpaMmmHoro o6ecneyeHust. MonHblii NyTb ykasbiBaetcs B gpopmate URL (nogaepxvBatoTcst NPOTOKO/b
HTTP n TFTP):

<protocol>://<server address>/<path to file>, rge

<protocol> — npoToKon, NCNoMb3yeMblii ANs 3arpy3kn COOTBETCTBYIOLLETO haiina ¢ cepeepa (NoaaepKMBatoTcs
npotokonbl HTTP n TFTP);

<server address> — agpec cepBepa, C KOTOPOro Heo6XxoANMO 3arpy3nTb doaiin (AomeHHoe umsi unu IPv4);
<path to file> — nyTb K haiiny Ha cepBepe, halin AomKeH UMeTb pacluMpeHue tar.gz.

B URL gonyckaeTcsa Ucnosib3oBaHue CrefyroLiyx MakpocoB (3ape3epBrpoBaHHbIe C/10Ba, BMECTO KOTOPbIX
YCTPOIACTBO NOACTABNSET ONpee/ieHHbIe 3HAUEHNS):

+ SMA — MAC address — BmecTO AaHHoro makpoca B URL haiina ycTpoiicTBO NoAcTaBAseT CO6CTBEHHbI
MAC-agpec;

+ 8SN — Serial number — BmecTo gaHHoro makpoca B URL ¢haiina ycTpoiicTBO NoACTaB/ISAET COBCTBEHHbII
CEpPUIiHbIA HOMEP;

+ $PN — Product name — BmecTo gaHHoro Makpoca B URL dhaiina ycTpoiicTBO NoacTaBnser Ha3saHue
mogenu (Hanpumep, VP-12P);
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« SSWVER — Software version — BMecTo gaHHoro makpoca B URL dhaiina ycTpoiicTBO NOACTaBAAET HOMEP
BEPCKM NPOrpamMmMHOro obecneyeHus;

« SHWVER — Hardware version — BMecTo jaHHoro Makpoca B URL dhaiina ycTpoiicTBO NoacTaBnser Homep
annapaTrHoi Bepcum yCTpolicTBa.

MAC-agpec, cepuiiHblii HOMEp ¥ Ha3BaHWe MOAENV MOXHO Y3HaTb Ha CTpaHuLe MOHUTOPUHIa B pasgene
«YCTPOWCTBOY.

Mpumepbl URL:
tftp://download.server.loc/firmware.tar.gz,

http://192.168.25.34/configs/vp-12(p)/mycfg.tar.gz,
tftp://server.tftp/SPN/config/SSN.tar.gz,
http://server.http/SPN/firmware/SMA .tar.gz u T.4.

Mpu 3TOM JonycKaeTcsl onyckaTb HekoTopble napameTpbl URL. Hanpumep, ghaiin KoHgUrypawumm MoxHo
3a4aTb B TakoM doopmare:

http://192.168.18.6/ nnu config_vp12.tar.gz

Ecnu n3 URL-thaiina KoHumrypaumm nnmn nporpaMMHOro obecrneyeHns He ygaétca nssneds Bce Heobxoanmble
ANs 3arpy3ku calina napameTpsbl (NPOTOKO/, aApec cepeepa v NyThb K chaiiny Ha cepsepe), byaet
npon3BeAeHa NnonbiTka U3BMeYb Hen3BecTHbI napametp n3 DHCP-onuuii 43 (Vendor specific info) nnn 66
(TFTP server) n 67 (Boot file name), ecnu B ycnyre VIHTEPHET yCTaHOBMEHO NOMyYeHMe aapeca no npoTokKony
DHCP (cpopmart 1 aHanus DHCP onuuii 6yaeT npmBeaéH Huxe). Ecnm n3 DHCP-onumii He nonyyaertcs u3Bfedb
HefocTaloWwMii napameTp, byaeT NCnonb3oBaTbCA 3a4aHHOE 3HAYEHKE N0 YMOYaHWIO:

« ans npotokona: tftp;

« Ans agpeca cepeepa: update.local;

* Ans uMeHn dhaiina koHdurypaumn: SMAC.cfg;

* AN UMeHu haiina nporpaMmHoro obecneyenus: vpl2.fw.

Takum o6pasom, ecniv nons «Palizn KoHguzypayuu» n «Padis1 MNO» ocTaBUTb NYCTbIMKU, 1 NO NpoTokony DHCP
He 6yayT nonyyeHbl onuun 43 nnn 66, 67 ¢ ykazaHnem MecTononoxeHms atnx gaiinos — URL dainna
KOHpurypauumn éyaeTt uMeTb BUA:

tftp://update.local/A8.F9.4B.00.11.22.cfg,
a URL dpanna No:
tftp://update.local/ vp12.fw.

Ecnu BbiGpaHo 3HaveHne «DHCP options» — URL chaitnos koHMrypaumm n nporpaMMHOro obecneyeHms
nssnekatorca n3 DHCP onuuii 43 (Vendor specific info) nnn 66 (TFTP server) n 67 (Boot file name), ans uero B
ycnyre VIHTEpHET JO/KHO ObITb YCTAHOBNEHO MosyyYeHne agpeca no npotokosy DHCP (chopmart 1 aHanms
DHCP onuuii 6yaet npusegeH Huxke). Ecnun n3 DHCP onuwii He yaaetcs onpeaenuntb Kakolii-Hnbyabp napameTp
URL — ans Hero ncnosnb3yeTcs 3afaHHoe 3HaYeHre No yMONYaHuio:

« ans npotokona: tftp;

« Ans agpeca cepeepa: update.local;

* Ans uMeHn dhaiina koHdurypaumn: SMAC.cfg;

* AN UMeHu haiina nporpaMmHoro obecneyenus: vpl2.fw.
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He cmoTps Ha umsa daiina koHdourypaumu SMAC.cfg, dhopmart dhaiina gonxeH 6biTh .tar.gz
He cmoTps Ha ums daina npowwuskm vp12.fw, hopmat daina go/mkeH 6bITb .tar.gz
Bo3MoOxHa 3arpyska TEKCTOBOro oainia KoHdurypauum, paclumpenune aiina npn atom
06513aTe/IbHO A0/HKHO 6bITh .yaml

Wn =

dopmat onyum 43 (Vendor specific info)
1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6|<config.file>|7|<firmware.file>
1 - Kog afpeca cepBepa aBTOKOHpUrypmpoBaHumsa no npotokony TR-069;
2 - koA, onsa ykasaHusa napametpa Provisioning code;
3 - KO4 IMeHW nosb3oBartena Ang asTopusauumn Ha cepsepe TR-069;

4 - kof naponsd ansa asropusaumm Ha cepeepe TR-069;

5 - kog, appeca cepBepa; agpec cepsepa 3agaercs B popmare URL: tftp://address nnwm http://address. B
nepBOM BapuaHTe yka3aH agpec cepsepa TFTP, Bo sTopom — HTTP;

6 - Ko MeHun dhaiina KoHurypaumy;
7 - xof, meHun chainna Mo;

"I" - 06A3aTenbHbIV pasgenuTenbHbIl CUMBO MeXAy KoAaMy U 3Ha4YeHUSMW NOA0NLNIA.

© [na aBTOKOHGMIypHpPOBaHMA No npoTtokony TR-069 nogonuum 1, 3 1 4 GyayT NPUMEHATLCS, KOraa B

pasgene aBTOKOHUIyprpoBaHus Ha ocHoBe npoTtokosia DHCP 6yaet BbibpaH npuoputeT n3 DHCP
OnuuiA.

Anroputm onpegeneHus napametpos URL dhaiinoB KoHurypauum n nporpaMMHOro oéecnevyeHums us
DHCP onuutii 43 n 66.

1. Wununanusauyms DHCP-o6meHa
Mocne 3arpy3ku ycTpoicTBo nHuummpyet DHCP-o6meH.

2. AHanus onuumn 43
Mpun nony4vyeHun onumm 43 BbINONHAETCA aHa/IM3 NOAONUMIA € kogamun 5, 6 1 7 ¢ uenblo onpeaeneHns
azpeca cepsepa U UMEH haiinnioB KOHGUrypauum 1 NnporpammHoOro o6ecneyeHus.

3. AHanus onuuu 66
Ecnu onumns 43 ot DHCP-cepBepa He nonyyeHa NM60 nosiyvyeHa, Ho U3 Heé He yaanoch 13BeYb agpec
cepBepa — OCyLeCcTBASeTcsa nouck onumm 66. Ecnv uma darina MO Takke He yaanocb NoayYnTb —
OCYLLeCTBNAETCA NOMCK onumu 67. 13 HUX N3B/IeKaloTCs COOTBETCTBEHHO agpec cepeepa TFTP n nyTb K

dhaniny MO. Janee dhainbl KOHpUrypaLmm n nporpaMMHOro obecrnedeHuns 6yayT 3arpyxartbcs ¢ agpeca
13 onuun 66 no npotokony TFTP.

OCco06eHHOCTN OGHOBIEHUSA KOHhUrypauyumu.

daiin KoHdUrypauum AomkeH MMeTb oopmar .tar.gz (B gaHHOM chopmate NpouCXoanT COXpaHeHne
KOHdhurypaumm yepes web-nHtepdeiic B 3aknagke «Cuctema» — «YnpasrieHue KOHGUrypaumeii»).
3arpyxeHHas ¢ cepBepa KoHpurypauma npuMeHsieTcs aBTomarnyecky 6e3 nepesarpysky ycTpoucTaa.
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OCco0GeHHOCTU OGHOBMEHUA nporpaMmMmHoOro o6ecneyeHuns.

®daiin nporpaMMHOro o6ecneyeHuns Jo/MKEH MMETb dropMar .tar.gz. Mocne 3arpysku gpaiina Mo
OCYLLIECTB/ISIETCS €70 pacnakoBka 1 npoBepka Bepcum (Mo cogepXxrMoMy chaiina version B tar.gz-apxvee).

Ecnu Tekywasa Bepcus NnporpaMMHOro obecneveHns coBnagaeT ¢ Bepcueli doarina, nony4YeHHoOro no npoTokosny
DHCP, o6HoBNneHune MO npounsBoanTbes He byaeT. O6HOBNEHNE NPON3BOAMTCS TOMLKO B Clyyae
HecoBnageHus sepcuii. O 3anyLweHHOM npouecce 3anncu obpasa nporpammHoro obecneveHus Bo flash-
namsaTb YCTPOWCTBA CBUAETENLCTBYET NOOYEpPEAHOE LMKIMYEeCcKoe MuraHue nHavkaropa «Power» 3eneHbiv,
OpaHXeBbIM U KpacHbIM LBETOM.

© He otkniovaiite nuTaHne 1 He neperpyxaiiTe yCTPOMCTBO BO Bpems 3anucu obpasa Bo flash-namsats.
[JaHHble aelicTBMA NPUBEAYT K YacTUYHOI 3anmcu MO, YTo paBHOLLEHHO MOpYe 3arpy304Horo pasgena
ycTpoiicTBa. JanbHelilwas pabota ycTpoiicTBa 6yaeT HEBO3MOXHA. [l1s1 BOCCTaHOB/IEHNS
paboToCNOCO6HOCTY YCTPOCTBA BOCMO/b3YATECH MHCTPYKLUMEN, KOTOpasi NpuBeAeHa B NPUIOXKEHUN
Mpoueaypa BoCCTaHOB/IEHMS CUCTEMbI Moc/ie c605 Npy 06HOB/IEHMM NPOrPaMMHON0 06ecneyeHus.

5.2 Tpouenypa BOCCTaHOB/IEHUSI CUCTEMbI NOCc/1e 6o Npyu 0GHOBAEHUN
nporpamMmmMHoro obecrneyeHus

Ecnu npu BbINONHEHWUN NpoLeaypbl 06HOBNEHMS NporpaMMHOro obecneyeHns (Yepes web-nHtepdeiic nnm
yepe3 MexaH13M aBTOMaTMYeCckoro 06HOBEHUSt Ha ocHoBe npoTokonia DHCP) npousowwen c6oii (Hanpumep,
13-3a CNly4aliHOro OTK/IIOUEHUSI MUTaHKSA), B pe3y/ibTate Yero fasbHelasn paboTa ycTpoiicTBa ctana
HEBO3MOXHOI (MHAvKaTop «Power» NOCTOSAHHO rOPUT KPacHbIM LBETOM), BOCMNO/Ib3YIHTECH CNeAY LM
aNIropUTMOM BOCCTaHOB/1EeHNSI pab0oTOCNOCOBHOCTM YCTPOWCTBA:

1. PacnakyiTe apxuB C haiiziom NnporpaMmMHOro obecneveHus.

2. Mogkntounte MK k nopty LAN yCTpOICTBa, yCTaHOBMTE Ha CETEBOM MHTEpelice agpec 13 NoaceTu
192.168.1.0/24.

3. 3anyctute Ha MK TFTP-knueHTa (ana Windows pekomeHayeTcsi ucnonb3osatb nporpammy Tftpd32), B
KayecTBe agpeca yaasieHHOro xocta ykaxuTte 192.168.1.6, a ansa nepegayum Bobidbepute gaiin linux.bin n3
pacnakoBaHHOIO apxvBa NporpaMMHOro obecneyeHus.

4. 3anycTuTe KOMaHAy OTNPaBKK haiina Ha yaaneHHbll XxocT (komaHaa Put). [lo/mkeH 3anycTUTbCs
npouecc nepegauyn daiina Ha yctpoiictso VP-12(P).

5. Ecnu npouecc nepegaun aitna Hayasncs — AoXAUTECH ero OKoHYaHus, nocne yero VP-12(P)
npov3BedeT 3annMcb NPorpaMMHOro obecnevyeHuns B namsaTb U aBTOMATUYECKN BbIMOSTHUT 3amnycK
cucTembl. Bpems 3anuncu coctaBnisieT okosio S MUHyT. O6 ycneLwwHOoM BOCCTaHOB/IEHMM YCTPOICTBA
CBUAETENbCTBYET OPaHXEBbIM U 3eM1eHbI UBET nHamkatopa «Power». Mpu aToM Ha yCcTpoincTBe
coxpaHsieTcs KoHdpurypauums, kotopas 6bin1a fo c605. Ecnm nogkoumTbCs K YCTPONCTBY He yaaeTcs —
npovsseanTe cOpPOC Ha 3aBOACKNE HACTPOIKN.

6. Ecnv npouecc nepegaun daina He Havasics, yoeamTecb B KOPPEKTHOCTU CETEBbIX HACTPOEK
KOMnNbloTepa 1 nonpobyiiTe elle pas. B ciyyae Heyaaum — yCTPOMNCTBO HEOBXOAMMO OTNPaBuTh B
PEMOHT N160 BbINO/THUTL BOCCTAHOB/IEHUE, NOAK/THUUBLUMCE K ycTpoicTBy no COM-nopTy yepes
cneuuasnbHblii agantep (Npy ero HaIMunm).

5.3 3anyck Npon3BOILHOIO CKpMMTa Npu cTapTe CUCTEMbI

Mepuroanyecky BO3HMKAET HEOOGX0AMMOCTb NPK CTapTe YCTPOCTBA BbIMOHATL ONpeAeneHHble AenCcTBUS,
KOTOpPble HeNMb3a OCYLECTBUTL 3a/laHneM onpeaeneHHbIX HacTPoeK Yepes goaiin KoHdurypaumm. s atoro B
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ycTpoiicTBe cepum VP npefycMoTpeHa BO3MOXHOCTb HACTPOIKM 3amnycka Npou3Bo/IbHOTO CKpUNTa Yepes
KOHCpUIypaLVOHHbI dhaiin. B CKpUNT MOXHO NOMECTUTDL /1H00YH0 Xenaemyto Noc/1eaoBaTe/lbHOCTb KOMaHI.

[lns 3anycka Npon3Bo/IbHOrO CKpunTa B doariie KoHdurypaumy cosgaHa cekumsa HacTpoek:
UserScript:

Enable: "0"

URL: "

Onuus «Enable» paspeluaet (ecnv 3HadeHve 1) unum 3anpewtaet (ecnm 3HayeHune 0) 3anyck cKpunTa, NyTb K
KoTopoMy yka3aH B napametpe URL.

3anyckaeMblil CKpUNT MOXET pacnonaratbCs Kak Ha yAasIeHHOM cepBepe, Tak U Ha caMoM ycTpoiicTee. C
yOasIeHHOro cepeepa CKpUNT MOXET ObITb 3arpy)XeH nocpeactsom npoTtokonoB HTTP wan TFTP. PaccmoTpum
npumepsbl dalina KoHdurypaumm 45 3anycka nonb3oBaresibCKoro CKpunTa ¢ pasHbIX UCTOYHUKOB.

1. 3anyck ¢ HTTP-cepBepa

[ns 3anycka ckpunta ¢ HTTP-cepBepa Heobxoammo B napameTpe URL ykasaTb NONHbIV NyTb K doaiiny B
opmatre HTTP-URL:

URL: “http://192.168.0.250/user-script/script.sh”

B aTtom cniyyae nocne ctapta ycTporictea dhaiin script.sh, xpaHswwmiics B katanore user-script no agpecy
192.168.0.250, aBTOMaTU4YECKN 3arpy3nTcsa no npotokony HTTP ¢ ykasaHHOro cepeepa, nocrie yero oyget
NPOu3BEAEH ero 3anyck.

2. 3anyck ¢ TFTP-cepeepa

[nsa 3anycka ckpunta ¢ TFTP-cepBepa Heobxoammo B napameTpe URL ykasaTb NO/HbIA NyTb K doaiiny B
oopmate TFTP-URL.:

URL: “tftp://192.168.0.250/user-script/script.sh”

B aTtom cniyyae nocne ctapta ycTporictea dhaiin script.sh, xpaHawwmiics B katanore user-script no agpecy
192.168.0.250, aBTOMaTU4YECKN 3arpy3nTca no npotokony TFTP ¢ ykazaHHOro cepsepa, nocse yero oynet
NPOu3BeAEH ero 3anyck.

3. 3anyck nokasbHOro ckpunTa

BBuagy ocobeHHoCTel (haiinoBoit CUCTEMbI TOKa/IbHBIA CKPUNT AO/MKEH pacnonaraTbCsa TONbKO B Katanore /etc
/config, Tak Kak TO/IbKO COAEPXMMOE 3TOrO Katasiora COXpaHseTcs nocne nepesarpysku yctporictea. CKpunT B
katanore /etc/config MoXHO co3gaTb NMG0 ¢ NOMOLLLIO peAakTopa Vi, b0 3arpy3nTb ero ¢ BHELLIHEro
TFTP-cepBepa (komaHaoii tftp —gl user.sh <TFTP-server address>). [Mocne co3gaHus ckpunta emy
Heob6x0AMMO Ha3HauMTb NpaBa Ha 3anyck komaHaoi chmod 777 /etc/config/user.sh.

B dhaiine koHdumrypauum URL gns 3anycka oKasibHOro CKpunTa umMeeT BUA;
URL: “File://etc/config/user.sh”

© BaxHO OTMETUTB, YTO NO/L30BATE/LCKUIA CKPUMT JO/MKEH HAUMHATLCA C AUPEKTUBLI #!/bin/sh.
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5.4 Hactpoiika DHCP-knMeHTOB B My/IbTUCEPBUCHOM pPeXnmMe

Ha ycTtpoiictBax cepun VP nmeeTcsi BOSMOXHOCTb HacTpamBarb onuuu, nosyvyaemole DHCP-knueHTamn Ha
pasHbIX MHTEpgeiicax.

PacnpegeneHue 3anpaliMBaeMblx Onuuii Npu MynsTUCEPBUCHOM PEXUME:

Option Tonbko Internet + VolP Internet + VolP + Managment
MHTepdeiic
Internet
Internet  VolP Internet  VolP MNG
1 = Subnet Mask + + + + + +
3 = Router + + + + + +
6 = Domain Name Server + + + + + +
12 = Host Name + + - - - +
15 = Domain Name + + - - o +
26 = Interface MTU + + + + + +
28 = Broadcast Address + + + + + +
33 = Static Route + + + + + +
42 = Network Time Protocol Servers + + - - - +
43 = Vendor-Specific Information + + - - - +
66 = TFTP Server Name + + - - - +
67 = Bootfile name + + - = o +
120 = SIP Servers + - + - + -
121 = Classless Static Route + + + + + +

...
+
+
+
+
+

249 = Private/Classless Static Route (Microsoft)
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CornacHo npueggeHHol Tabnuue onuun 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawmBatbes dhcp-knneHTamm
AN Kaxaoro cyouHtepdeiica. CoOTBETCTBEHHO AaHHble onuuy 6yayT UHAMBUAYa/TbHO NPUMEHEHbI ANS
Kakgoro cyouHtepdpeiica. Onuum 12, 15, 42, 43, 66, 67, 120 moryT 3anpalumBaTbCs U NPUMEHSATLCS TOMTbKO AN
oaHoro dhcp-knmeHTa, Tak kak OHU 0BLEeCUCTEMHbIE, TO eCTb HE NPUBOASAT K HACTPOIiKe CEeTeBOro nHTepdeiica.

KoHcpurypauumio cnvcka 3anpatunBaeMblX OMNLMii MOXHO U3MEHSITb U XPaHWUTCS OHa Kak 1 BCe OCTaslbHble
HacTpoikn B KOHGMUrypauuoHHom cpaiine: /etc/config/cfg.yaml. Mo ymonyaHuio cnuckn onuuin He NponucaHbl
(B KoHcpurypauum cnegytrowian 3anuce DHCPOptionList: ™), 3To 3HAUUT 4TO ONLMK 3anpaLLMBatOTCA U
NMPUMEHSIOTCSI COr/TAacHO NPUBEAEHHOM Bbile Tabnuue.

Cnoco6bl pegakTupoBaHusi KOHurypaumm
I. C nomouyblo pegakropa vi.

1. Cnucok onuuin ana nHtepdieiica Internet 3agaetcs B napametrpe DHCPOptionList cekunn
Internet=>Network.

Cnucok onuuin ansa nHtepderica VolP 3agaetca B napametrpe DHCPOptionList cekumn Voip=>Network.
Cnucok onuuin ansa nHtepderica Management 3agaetcsa B napametrpe DHCPOptionList cekunn
System=>ManagementVLAN

wN

Mocne pefakTpoBaHUsS 1 COXPaHeHUsi B peflakTope Vi He0GX0AMMO BbINOSIHATL CrEAYOLLME KOMaHIbI:

+ reloadcfg — npumeHsieM n3MeHeHHyo KOHUrypauuo B paboTy, pe3ysibTaT BbINoSHEeHUs] KOMaHAb! A0/MKEH GbiTh
"Configuration accepted"
*+ save — COXpaHseM U3MEHEHHY0 KOH(UIypaLus B 3HEProHe3aBUCMMYIO NamsiTh

© KomaH[y save MOXHO BbIMNO/HATL TO/ILKO B C/lydae YCMeLHOro BbINO/IHEHNS NpeablayLieli KoMaHapbl.
Ecnn npn BbinonHeHnn komaHabl reloadcfg pesynstat 6bin "Configuration not accepted”, save
BbIMO/IHATb 3arpeLyeHo.

Il. C nomowbto KomaHAabl setconf (PekomeHAyem UCnosib30BaTh AaHHbIN MeTon)

[aHHbIli MmeToa n36aBnseT OT HEO6XOAMMOCTU BbINONHEHUS komaHz reloadcfg n save. icnonb3yiiTe komaHab!
getconf (BbIBECTM Ha 3KpaH TEKYLLYIO KOHpMrypaumio) n setconf (ycTaHOBUTb 3HaUEHME NapaMeTpa).

Mpumep 1. Heobxogumo nonyunTb 3HadeHne DHCPOptionList:

+ Oons nHTepdeiica Internet
getconf Internet.Network | grep DHCPOptionList
+ Ona nHTepdpeiica VolP
getconf Voip.Network | grep DHCPOptionList
+ 0na nHTepdpeiica Management
getconf System.ManagementVLAN | grep DHCPOptionList

Mpumep 2. Heo6x04UMO HA3HAYUTL HEKOTOPbIA CINCOK ONUMWIA:

+ 0ns nHTepdeiica Internet
setconf Internet.Network DHCPOptionList "3,6,26,28,33,121,249,12"
« ons uHtepdelica VolP (HasHauyaem cnmncok onuuii Mo yMon4aHuio)
setconf Voip.Network DHCPOptionList "
+ 0na nHTepdpeiica Management
setconf System.ManagementVLAN DHCPOptionList "3,6,26,28,33,42,43,66,67,121,249"
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lll. KoHdourypupoBaHue Ha NnepcoHasILHOM KoMMnbloTepe (He pekoMeHAyeM UCNO/b30BaTh AaHHbI
MeToa)

MpeaBapuTenbHO ckadaiite KOHUrypauumio ¢ ycTpoiictea Ha MK (uepe3 web-uHTtepdoeiic), ganee ¢ NomMolLbo
Nto60ro TEKCTOBOTO peAakTopa NoMeHsIiTe 3HaueHUsl, COXpaHnTe N3MeHeHMsl. 3aBepLuatoLLMM 3TarnoM
SIBNAETCS 3arpy3ka U3MEHEHHOI KOHhUrypaLmm B yCTPOICTBO.

MpaBuna pegaktuposaHusa DHCPOptionList

1. BanugHble 3HaveHus: 3,6,12,15,26,28,33, 42,43,66,67,120,121,249;

2. Onuwmn B napameTpe DHCPOptionList yka3biBatoTca yepes 3ansaTyto u 6e3 npobenoB Mmexay onumusimu,
npumep DHCPOptionList: "3,6,12,15,26,120,121"

3. Mopsagok cnepgoaHns onuuin B DHCPOptionList He BaxeH,;

4. Kaxpgan us onuuii 12,15, 42, 43, 66, 67, 120 MOXET 6bITb 3anpoLLeHa U NpMMeHeHa TO/IbKO C OAHOr0
NHTEpdelica;

5. Onumn 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpatumBatrbcs dhcp-knveHTammn ans Kaxaoro

cybuHTepdieiica;

Onuun 66 n 67 4OMKHbI ObITb YKa3aHbl HA OAHOM 1 TOM Xe UHTepdeiice;

7. Ecnn B DHCPOptionList H14ero He ykasaHo, TO CMMCOK 3anpaluvMBaeMblX onuuii — no ymonyaHmio (c
y4yeToM MyHkTa 8);

8. Ecnv DHCPOptionList ykazaHbl onuuu (M3 nyHkTa 4), KOTOpble N0 YMO/YaHWio 3anpallunBaroTcs ¢ Apyroro
nHTepgeiica (Ha kotopom DHCPOptionList He 3anosiHeH), To Toraa onuuy GyayT 3anpallnBaTbCs C
nepBoro nHTepdelica, a Ha BTOPOM U3 CMCcKa MO YMOMYaHWIO AaHHble ONuMmn 6yayT UCKHOYEHbI ;

9. Ecnu ans untepgeiica B DHCPOptionList ykazaH cnMcok onuuid, To 6yayT 3anpalumBaTtbCs TO/IbKO 3TU
onuuw;

10. Onumio 1 B DHCPOptionList Henb3sa ykasbiBaTb, OHa 3anpalunBaeTcs U NPUMEHSIETCA BCerga n co Bcex
NHTepencoB He3aBMCKMMO OT NPOYUX HACTPOEK;

o

Ecnu kakoli 6o 13 NyHKTOB HapyLLEH, TO NPy NPUMEHEHUN KOHQIUTypaummn OyaeT BbIBEAEHO CO0OLLEHNe
"Configuration not accepted”. OwnbKy B KOHGMrypaLum MoXHO y3HaTb ecnv BKNunTb noru configd, Torga
npu NPYMEHEeHUN KOHUrypauum 6yaet Nogpo6HO ykazaHa NpuyMHa no KOTOpoii KoHdurypaums He
npUMeHeHa.

* [pumep K NYyHKTY 8:

Honyctum ana nHtepdpeiica Internet ykasaH cnegyrowmii cnmcok onuuia: Internet.Network. DHCPOptionList: "3,
6, 26, 28, 33, 121, 249, 12"

A ans nHTepdeiica management H1Yero He ykasaHo: System.ManagementVLAN.DHCPOptionList: ", Torga
COr/1IaCHO NYHKTY 7, AO/MKEH ObITb 3anpoLLeH CNMCOK onumid No ymonyanuio 3, 6, 12, 15, 26, 28, 33, 42, 43, 66,
67,121, 249, HO Tak Kak onuuio 12 Mbl yKkasanu siBHO Ha UHTepdoeiice Internet, To U3 atoro cnucka oHa Gyaet
NCK/OYEHa.

B ntore 6yayT cnegytowme CnmMcKu:

3HadyeHune napametpa: Internet.Network. DHCPOptionList: "3, 6, 26, 28, 33, 121, 249, 12"
3anpalumBaeMblii cnnucok onuuii: 1, 3, 6, 26, 28, 33, 121, 249, 12
3HadeHne napametpa: System.ManagementVLAN.DHCPOptionList:
3anpalumBaemblii cnucok onuuii: 1, 3, 6, 15, 26, 28, 33, 42, 43, 66, 67, 121, 249

© nMocne pegaktuposaHus DHCPOptionList pekoMeHayeTcs nepesarpyska ycTpoiicTea. [Jo nepesarpysku
KOppeKTHasi paboTa yCTpolicTBa He rapaHTUpyeTcs
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5.5 lMoprotoBka (hanna menoamu Bbi3oBa

[nsa Toro, 4To6bl MeNoausa Bbi30Ba BOCNPON3BOANIACL KOPPEKTHO, 3arpyXaemsblii ayguodalin AomKeH
oTBevartb cnegylowmm TpeboBaHnAM:

+ YactoTta anckpetusaumm — 8000 Iy,
+ KonuyectBo kaHasioB — 1 (MoHo);

+ Pa3psgHocTb — 8 buT;

+ Kogek — A-Law.

MoaroToBUTL oalin Menoanmn BbiI3oBa MOXHO PasiMyHbIMK CnocoGamu:

1. MNpu nomowm aygnopegaktopa «Audacity» nam aHanornyHoro, Hanpumep, «Sony Sound Forge»;
2. Tpy NnomoLLy KOHCONbHbIX yTUAnT (sox, ffmpeg, gstreamer);
3. Mpwv nomowwm oHNaliH cepsuca.

Hwxe npuBegeHa MHCTPYKUMSA MO NOArOTOBKe ayamodaiia ¢ NnomMoLLbio pegaktopa «Audacity».

5.5.1 MNopgrotoBka dhaiia menoguun Bbi3oBa B ayanopeaaktope «Audacity»

1. Jo6aBbTe hailn menoguv B NpOeKkT

MNew Ringtone

®ain [lMpaeka Beigenuts Bug Ynpaenenwe J[opoxkw Co3gaHue 3JbdexTtel AHannz Cnpaeka

I > —~ " o . ’T-E' Ve ﬂﬂ 57 -48 IKH‘HKI3aII'IyCITH:I'NiOHIHTlI)pl';HrI 12 -6-30
Q|ek| O] 57 48 -2 36 30 24 -18 12 -6-30
OF L 3 KOO | @[RIIQI > e

ALSA ™ \!J default: Front Mic:1 ~ || 2 (ctepeo) k. Y ‘D default ot

v IBD % 30 1:00 1:30 2:00 2:30 3:00 3:30 4:00
. n o o o ' o o ' o o ' o o ' o o . o n . o o ' o o ' o

x| New Ringtorw| 1, - L B IIW“.'V”"]M“]H

Tuxo | Como

Crepeo, 44100Hz | _
32-bit float

. BN T v
MI‘F""WF‘H"F"W’P“‘TH N ' 'WHN'HF"N’HF

WWMW.LL.UH.L.JM,. B Y OV .|.....Mnt.um.m.|. l._‘,‘._...‘| - .JWLJM,JJH

YacToTa npoekTa (ru): MNpuannaTb K Mo3znuwa ayguo Ha4ano ¥ ANWMTEeNsHOC T BblOENEHKA b

44100 v Buikn w 00400m00.000c™ 00400m00.000c> 00400mO00.000cw

OcraHoBNEHOD.
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2. Paspmenute fopoxKy Ha ABe (Npeo6pasyiiTe B ABE MOHOAOPOXKN) — BblGEPUTE MYHKT «PazaenunTb
CTepeoAopOXKKy B MOHO» B MEHH0 YNpaB/IeHUs [IOPOXXKOIA.

Mew Ringtone

@awn Mpaeka Beyenuts Bwg Ynpaenenwe Jopoxkw Co3paHue 3¢¢9KTI:I AHanuz Cnpaska
_‘-‘,’ 8|1 57 48 K 12 -6-30
I &4 nmsanycruTMoumopnnr 12 -6-30
» ® LJ J”

Qe k| Wf 57 48 42 -36 -30 24 -18 -12 -6-30

n - m K«

OF Y < KO LLEVER s
ALSA ™ \!-' default: Front Mic:1 | 2(crepeo)k ™ 4) default
Esln . ) t] o 3.‘, . . l:lr.lo . . 1:|30 . ] Z:Po o 2:|:n . . 3:.00 . . s:lso . ] 4:90 ]
x| New Ringtonw| 1,0 [T R 1
b |
— HazeaHme... ;
il
1. - f ‘ |
Rl Bl et e Ml e I|1L||.|| m N ..I.”thll...]“

®) BonHa

) Ocumnnorpamma (46) :

_) CnexTporpamma
_ il

MomMmeHATE cTepeo KkaHanesl

PazAenuib cTEpec A0POXKY

PaszgennTs cTepeo 4OPOXKY B MOHO A
R osnen repeo sopoxsy s[> [ OO

Wave Color > w00m00.000c> 00uy00m00.000c* 00u00OMO0.000ce
DopmaTt >

oa =P \.. (Shift+M)
Yactota ?
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3. Y6epuTte ofiHy U3 AOPOXKEK. [151 3TOr0 HAXKMUTE KHOMKY «3aKpbITh» B MAHENN YNPABEHNS.

Mew Ringtone

@ann Mpaska Boigenwte Bwg Ynpaenenwe fAopoxkv Co3gaHve 3pdexTol AHanwz CnpaBka
’T-}"ﬂ ﬂﬂ -E;'.-' o -4|8 IKnlnxlsaFlyc‘Tu;r H-"iOHIHTt:)pIr;HI‘h -12 ' -6 -|3 OI
n > = N n
ﬂzﬂ ‘D'FI -57 -48 .—42 -36 -30 -24 -18 -12 -6-30
$s L) o | XD it > &&IQQ[»|io
ALSA ¥ \!' default Front Mic:1 ™~ | 2 (cTepeo) k v 49 default B2
E:u 30 1t oo 1:30 2:00 2:30 3:00 3:30 4:00
] e Ringtnere e T P A e ey W T _._,l.“.l,l,][,.,,]ﬂ
Tuxo [ Cono |
= . ] I ' :
n n
.I—_._’.—-——I.
Mono, 44100Hz
32-bit float | [ H
folll J.II.II m I . ||.]||.J|.||] I

w \ Wk
|

il A ‘ -l

32-hil103‘ Mﬂuhh 17 Ji

YacToTa npoekTa (u): MpuannaTte K MNo3nuna ayauo Hayano n ANMTENEHOCTE BEIASNEHWNS v
R Brakn ~  |[00u00m00.000cr 00400m00.000c 00400M00.000c™
QOCTaHOBNEHO. 3aKpLITs
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4. Ecnv Heo6XxoayMo, 06PEXLTE NLLIHEE — BbIAENNTE HEHYXHYH UM MOBTOPSIIOLLYIOCS YacTb doaiina u

HaxkmuTe «Delete».

®ain (paeka BeigenuTe BuA Ynpaenenue [opoxku Co3gaHue 3¢¢enﬂu

New Ringtone

AHaNM3 Cnpamca

P " P ’Tﬁ 7 ﬂﬁ -57 -48 Knmc sanymn MOHHTopHHr -2 -6-30
gﬂ* W 57 48 42 36 30 24 -18 -1'2 " 6-30

]| P
6
ALsa v | &

T KM QIQIQI.QI »:

default: Front Mic:1

™ | Z(crepeo)k ™ 1) default

10 2,0 3,0 4,0 5,0 5 0 T o ﬂ.D 9,0 10 0 ll D 12 0 15 0 lll 0 15 0 16 0
P S S S S . . .

| New Ringtorrw

Tuxe | Cono

Mouo, 44100Hz
32-bit float

-~

YactoTa npoekTa (Mfu): MpuamnaTb kK

~

OcTaHOoBAEHO.

U_‘nm.mmmh m

™ YT Ry

o d Ml h i o AR

Mo3wumns ayano Ha4ano v ANUTeNLHOCTE Bl AeneHus v

e ~ 00400m2005lc* 00400M20.051c* 00400MO00.000cw
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5. CMeHuTe YacToTy AuckpeTusaumy npoekTa Ha 8000 L B HUXKHE YacTu BCNOMOraTe/lbHOro OKHa.

MNew Ringtone

Dain Mpaeka BoegenuTe Bwg Ynpaenenwe [fopoxku Co3gaHue

¢pdextel AHanuz CnpaBxa

IT'E'& Mﬂ =57 I-4|8 IKnluklsaFlyc‘Tu:r H-"iOHIHTIOpIp;HI‘- -1I2‘ -ﬁ -|3 ClI
n > ® M = N
Eg**EEJ!MH 57 -48 -42 -36 -30 -24 -18 -12 -6-30
$s L) - o | XD 1wt i~ @& P>
ALSA ¥ \.!-' default: Front Mic:1 2 (cTepeo)k 49 default A
E’Jo -,0 00 1,0 20 30 40 5,0 €0 70 80 90 100 11,0 12,0 13,0 14,0 150 1s.o|

ﬁlmwmngtmw 0,57

i11025
| 16000
| 22050
32000
44100
48000

88200

96000

176400

192000

352800

'w"'W'm‘wmrw'mvwwﬁnwﬁwn] =

384000 jekTa (Ty): MpUannaTe K Mo3vuna ayano

Buikn ~| 00u00m20051cr

OcTaHoBNEHD.

Ha4ano n ANUTENbHOCTE BbIAENEHWA o

00400mM20051cy 00400M00.000c
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6. CMeHUTe 4acToTy AMCKPETM3aLmMy ayanoA0POXKN B MEHIO «[JOPOXKM» — «CMEHUTb 4acToTy
[INCKPETU3ALNN LOPOXKKN...».

®aian Mpaeka BugenwTs Bug  Ynpaenenue Cozfanve 3pdexTul AHanu3 Cnpaska
Co343Te HOBYHO > MOHUTOpUHI ~12—-6--3-0
n = m K M ® e
-24 -18 -12 -6-30

Ceectu

s . e
ALSA v \!J default: Front Mic:1 v 2(c
Vo -10 00 1,0 20 30 4

CMEHMTE YACTOTY AVICKPETNZALMMN JOPOXKN

B oRoRH ? 12,0 13,0 140 15,0 15.0|
P, W N s 1.

BKANUNTE/BLIKNIOYAWTE 3BYK >

x| New Ringtorre|

Twsa | Cono MNaHopaMyMpoBaHue

BhIPOBHATE A0POXKA

YRopRAoUMTE A0POXKM

Moo, 44100Hz

32-bit float ) g T
. X | Crocpouuzau gopoxer (axn/om) b b i

YacTtoTa npoekTa (y): MpuaunaTte K Moswuynsa ayguno Ha4ano 1 ANWTENLHOCTE BLIASAEHWA v
8000 ~ T ~  00mM00mM20/051cy (00u400M20051cy 00u00MOD.000c
OcTaHoBnEHO.

MepeguckpeTHzayma ~ 0

HoBan 4yacToTa guckpeTuaaun (fu): v

8000 A

O cancel || 11025

16000

22050

32000

44100

48000

88200

96000

176400

192000

352800

324000
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7. 2KcnopTupynte menoaunto: MeHro «daiin» — «Export» — «39KCnopT ayamno»

MNapameTpsl CTpaHMLs...

MNeyats...
3KCNOPTUPOBATE B HRCKONBKO ¢aAnoe... Shift+Ctri+L
BrIXog crkQ
COoXpaHWTb OKaTyH KOMMID NPOeKTa...
YacToTa npoekTa (Mu): MpuavnaTte K Mo3nuna ayano Ha4ano U AAUTENLHOCTL BLIASNEHNS v
8000 ~ Brikn ~| [00u00mM08410cy (0040OOMO8B410cy 00400M00,000/cH

OcraHoBneHO.

[ -] Mew Ringtone
m Mpaska B = Bug ¥np Cozganme 3Spdextsl Ananus Cnpaeka
Co3AaTe NPoOeKT Cerl+N [Tilﬂ ﬂﬂ 57 -48 IKn.nxlsaFlyc‘Tw;r I\'ionlun“:pﬁhrl 12 -6-30
Orkperte... o QK| D[] 57 s 42 36 -30 24 -18 .12 -6-30
HepgaeHue bainsl > Y 3(||ﬁ||j|-{l 'H‘ h‘fx Q|Q|1Q“Q“ ki_._..’_._._._._‘
Zakpeits Ctrisw | ¥ | 2(cTEpeo)k ™ o) | defaulc i
CoxXpaHnTL NPoEKT Cirl+s 3‘.0 ] AII.CI ) 5:0 ] 8‘.0 i 7‘.0 ) S:OIQ 9.'0 i 1{?,0 ) 1):,0 ) 12.'0 . 13I.0 ) 14l.ol 15.'0 ) 18I.0
COXpaHWTL NPOEKT KaK... P T ' - m () S N
po 3KNOPTMPOBaTE Kak MP3
—— 5 IKCNOPTMPOBATE Kak WAV
3xcnopTMpoBRaTE Kak 0GG
Llenouki > opT aya

B nosBmBLUEMCA OKHE BblbEpUTE:

+ MecTo B haiifioBoi cnucTeme rae HeobxoAMmMo COXPaHUTb METOAMID;
+ Nmsa doaiinag;

+ 3aronosok WAV (Microsoft);

+ KoguposaHue A-Law.
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Name: Mew Rinbwne.wa\r

Saveinfolder: < | £t wladimir

Places Name

Q, search B virtualBox Vs
[8 Recently Used H eugeo
D e

) pesktop = 3arpyskn

File System [ mzeBpaxenva
efi I Myzuia

blp 22 O6LeocTyNHEIR
Filesystem root El pabioumi cron

£ WabnoHe!
T
MNapameTpobl

3aronoBoK:

Kogupoeanve:

Create Folder

~  Size | Modified

18.11.2019
15.10.2019
NatHuua
20.01.2020
16:45
BTOpHMK
15.01.2020
14.10.2019
15.10.2019

Mpouke HeckaTse dainsi a

WAV (Microsoft)

A-Law

& cancel Save

8. Ypanute Teru n 3aBepLumTe 3KCrnopT

U3meHnTs Tarm

Wcnone3ynTe ctpenky (Mau ENTER nocne pegakTUpoBa HAR) ANA HABMUIaLMK Mo NONAM.

MeTKa
Artist Name
Track Title
Album Title
Track Number
Year
Genre
Comments

Software Lavf57.71.100

Jobasute

HKaHpel LIabnox

3Ha4yeHwne

Vaanute OumcTnTe

V3MEHMTE BOCCTAHOBUTE. .. 3arpy3mTh... COXpPaHUTE... HazHaUMUTE NO YMONUAHUKD

& cancel v OK

®daiin rotoB An1a 3arpy3km B Ka4ecrtse Mmesniognn BbisoBa.
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

Poccuiickas ®egepauns ,630020, r. HoBocubupck, yn. OkpyxHas, ,om 29B.
E-mail: techsupp@eltex.nsk.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymansHbIn cant komnanum: hitp://eltex-co.ru
TexHuyeckuin chopym: hitp://eltex-co.ru/forum
Basa 3HaHuii: htip://eltex-co.ru/support/knowledge

LleHTp 3arpysok: hitp://eltex-co.ru/support/downloads
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