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1 BBeaeHwue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOTbI M K AAHHOMY MOMEHTY B KOPOTKOE BPEMSI MPOLL/IN OFPOMHBI/ NMyTb OT HECTABWBHBLIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU C BbICOKMMU KPUTEPUSMU K KQUECTBY NPefOCTaB/IEHUS YCAYT.

OcHoBHoe npegHasHavyeHne WEP-3ax, WEP-3ax-Z — ycTaHOBKa BHYTPW 3[@aHUi1 B Ka4ecTBe TOUKM JOCTyna K
pas/IMyHbIM pecypcam ¢ co3gaHnem 6ecLLIOBHOM 6eCrnpoBOAHON CETU U3 HECKONbKNX NOEHTUYHBLIX TOYEK
poctyna («PoyMUHI»), ecniv TeppUTOpUS NOKPbITUSE AOCTATOYHO BE/IMKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30nacHoii aKkcnlyaTauum yCTpoicTBa,
pekoMeHAaLuy No YCTaHOBKE 1 HACTPOIAKE.

1.2 YcnoBHble 0603HaYeHUs

© MpumedaHus cogepxart BakHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOMCTBA.

MNpumeuaHns n npegynpexaeHus

© nNpepynpexaeHns MHOPMUPYIOT MOb30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBA UK NOTEPE AAHHbIX.




PykoBogacTBo no akcnayarauun WEP-3ax, WEP-3ax-Z

2 OnucaHue nsgenus

2.1 Ha3HaueHue

[na BO3MOXHOCTY NpefocTaB/ieHnsa AoCTyna nosib3oBaresieil K BbICOKOCKOPOCTHO, 6e30MnacHOoiA
6ecnpoBoHoOl ceTn paspaboTaHbl 6ecnpoBogHble Toukn goctyna WEP-3ax, WEP-3ax-Z.

OCHOBHbIM MpejHa3Ha4YeHneM yCTpoNCTB ABMSETCA co3faHne 6ecrnpoBOAHON ceTu nepesayn AaHHbIx L2-

YPOBHS Ha CTblKe ¢ NpoBoAHol ceTblo. WEP-3ax, WEP-3ax-Z nogktouaeTcs K NpOBOAHOWN CETU C NOMOLLbHO
100/1000/2500M Ethernet-nHTepdetica, 1 ¢ NOMOLLbIO CBOVX pagnonHTepdIeiicoB co3aaet 6ecnpoBOAHON
BbICOKOCKOPOCTHOW A0CTYN 419 YCTPOWUCTB, nogaepxmsatomx texHonorno Wi-Fi B gnanasore 2.4 n 51w,

YcTpoiicTBa cogepxar ABa OCHOBHbIX paguonHTepdelica ans opraHmsauum AByx hn3nyeckmx 6ecnpoBoaHbIX
ceTel U TPETUN JONONTHUTENbHbIV pagMonHTEpPAIEiC, NpegHa3HaYeHHbIA AN HE3aBUCMMOro CKaHNPOBaHNS

adpmpa.

WEP-3ax, WEP-3ax-Z noggepXuBaet COBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB M NO3BOSAIOT
nepefasarb Hanbosiee BaxHbIn Tpauk B 60/1ee NPUOPUTETHBIX O4epeasix N0 CPaBHEHWUIO C 0ObIYHbLIM.
ObecneyeHne NpropuTU3aL UM NPOUCXOAMT HA OCHOBE OCHOBHBbIX TEXHO/0rM QoS: CoS (CneuuanbHble METKM
B none VLAN-naketa) n ToS (meTku B none IP-naketa).

Mopaepxka wennuHra Tpaduka Ha kaxaom VAP, no3BonseT B NOMIHOW Mepe ynpaBisaTb KA4eCTBOM CEPBUCOB
N OrpaHNYeHUssMI, Kak o1 Bcex abOHEHTOB, Tak U [/1 K&X40ro B YaCTHOCTMU.

YCTpOIAiCTBO OPMEHTMPOBAHO Ha YCTAHOBKY B 0chuchl (rocyupexaeHus, KOHPepeHL-3asbl, naboparopuu,
FOCTUHWLBI 1 Apyroe). Bo3MOXHOCTb CO3A4aHNs BUPTYaslbHbIX TOUYEK AOCTYNA C pas/IMYHbIMK TUNamu
LWwndopoBaHus no3sonset ycraHasnmatb WEP-3ax, WEP-3ax-Z B opraHusaumsx, rae TpebyeTtcsa pasrpaHnyeHune
npas focTyna mexay 06bl4HbIMY NO/b30BaTeNIAMN U BblAeNIeHHbIMY FpynnamMu nosb3osartesnen.

2.2 XapaKkTepucTuKa yCTponicTBa
Nnmepabelicnbi:

+ 1 noprt Ethernet 100/1000/2500 Base-T(RJ-45) ¢ noaaepxkoii POE+;

« Wi-Fi 2.4 Ty IEEE 802.11b/g/n/ax;

« Wi-Fi 5Ty IEEE 802.11a/n/ac/ax;

+ Wi-Fi 2.4/5 Ty IEEE 802.11a/b/g/n/ac (aHanusatop nakeToB) Ha ocHoBe uuna Broadcom BCM43570E.

PyHKYyUUu:
BosmoxHocmu WLAN:

* Moppepxka ctaHaapToB IEEE 802.11a/b/g/n/ac/ax;

+ Moppepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

+ Arperauusi aaHHbIx, Bkntovast A-MPDU (Tx/Rx) n A-MSDU (Rx);
+ [proputeTbl U N1aHNPOBaHNE nakeToB Ha ocHose WMM,;

+ [nHamuueckuii BbiI6op yacToTbl (DFS);

* MNopaepxka ckpbiToro SSID;

+ 32 BupTYyasibHble TOYKM OOCTYNa,;

+ O6Hapy)XeHne CTOPOHHMX TOYEK AOCTYNa;

+ CnekTpoaHanm3arop;

+ ABTOBbIOOpP KaHana.

Cemesble (hyHKYUU:

+ ABTOMAaTMYeCKOe cor/iacoBaHne CKOPOCTU, AYN/IEKCHOIO pexuMa 1 NepeksiioveHnsa Mexay pexnmamm
MDI n MDI-X;

* MNopaepxxka VLAN;

* Mopaepxka ayteHTudukaymm 802.1X;

* MNopaepxka NTP;



PykoBO/ACTBO No akcnyatauum WEP-3ax, WEP-3ax-Z

* Mopaepxka GRE;
* DHCP-knneHT.
®dyHkyuu QoS:

+ OrpaHunyeHne NponyckHoM cnocobHocTn ansa Kaxaoro SSID;
+ OrpaHuyeHne cKopocTn ANnd KnneHta Ha kaxgom SSID;
* Mopgaepxka npunoputnsauumn no CoS n DSCP.

be3onacHocmb

* LleHTpanunsoBaHHas aBTopu3aums yepe3 RADIUS-cepsep (WPA Enterprise);
+ WndpposaHne gaHHbix WPA/WPA2/WPA3;
+ Moppaepxka Captive Portal.

Ha pucyHke 1 npuBegeHa cxema npumeHeHunsa obopyposaHnus WEP-3ax, WEP-3ax-Z.

’@ APM /

? onepartopa e Wnro3

{

Cepsep

DHCP, RADIUS

PucyHok 1 — ®dyHKUMoHasibHasa cxema ncnosib3oBaHna WEP-3ax, WEP-3ax-Z

2.3 TexHunyeckme napameTpbl yCTPOMCTBa

Ta6numua 1 — OCHOBHbIE TEXHUYECKME NapaMeTpbl

MapaveTpbl WAN-uHTepdielica Ethernet

KonnuecTtBo nopTos 1
DNeKTPUYECKU pasbem RJ-45
CkopocTb nepegaun 100/1000/2500 M6uT/C, aBTOONpPEaENeHne

Mopnepxka ctaHAapTOB BASE-T



MapameTpbl 6ecnpoBogHOro nHTepdelica

CraHpapTsl
YacToTHbI gnana3oH
Mopaynsauns

Paboune kaHasbl

CKOpOCTb Nepefaun AaHHbIX

MakcumasibHasa MOLLHOCTL NnepejaTyunka

UyBCTBUTENBHOCTb NPUEMHUKA

Be3onacHocTb

Mognepxka 2x2 MIMO

PykoBogacTBo no akcnayarauun WEP-3ax, WEP-3ax-Z

802.11a/b/g/n/ac/ax

2402-2482 Mr'y, 5170-5835 My,

DSSS, CCK, BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM
802.11b/g/n/ax: 1-13 (2402-2482 MI'y)

802.11a/n/ac/ax:

- 36-64 (5170~5320 MI'wy)
- 100-144 (5490-5720 MTw)
- 149-165 (5745-5835 MI'Ly)

2.4 1Ty, 802.11ax: 574 MéuTt/c
51Ty, 802.11ax: 1201 M6uTt/c

2.4TTu: po 22,5 pbm
5TTuY: 8o 24 pbm

2.4T1Tu: po-92 nbm
51Ty go-93 gbm

LieHTpannsoBaHHas aBTopu3auus yepe3 RADIUS-cepeep (WPA
Enterprise)

LLindpoBaHune aaHHbIx WPA/WPA2/WPA3

Moppepxka Captive Portal

BcTpoeHHsbii Wi-Fi unn Broadcom BCM47622 (2.4 n 5TTw)

YnpaBneHue

YpaneHHoe ynpas/seHue
OrpaHnyeHve goctyna

O6wue napameTpbl
MNpoueccop

Flash-namaTtb

RAM

MutaHue

MoTpebnsiemast MOLWHOCTb
Pa6ounii granasoH Temnepartyp

OTHOCUTENIbHAasA BNAXHOCTb Npu
Temnepartype 25°C

raGaputsl (AnameTp x BbicoTa)

Macca

WEB-unHTepdeiic, Telnet, SSH, NETCONF, cuctema ynpasnexus EMS.

Mo naposto

Broadcom BCM47622 1,5TTy,

256 MB NAND Flash

1 GB RAM DDR4

PoE+ 48B/56B (IEEE 802.3at-2009)
He 6onee 14,5 Bt

oT +5 go +40°C

0o 80%

230x56 Mm
0,56 kr



PykoBogacTBo no akcnayarauun WEP-3ax, WEP-3ax-Z

2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE

Yctporicteo WEP-3ax, WEP-3ax-Z BbIno/siHeHO B N/1aCTUKOBOM Kopryce.

2.4.1 OcHoBHasi NaHesb yCTpolicTBa

BHeLLHWiA BUA NaHenn yCcTpoiicTBa NpMBEAEH HA PUCYHKE 2.

)

— 2{5GE (Pok) = ==
o7 O 2460 R
[=] °
FT 56G

© 2

|
A

2 3 45

PucyHok 2 — BHelwwHwuii BuA, ocHoBHoi naHenn WEP-3ax, WEP-3ax-Z

Ha ocHoBHoli naHenun yctpoiictea WEP-3ax, WEP-3ax-Z pacnonioxeHbl cneaytolime CBeTOBble MHANKATOPDI,
pa3beMbl 1 OpraHbl ynpaeneHus (Tabnuua 2).

Tabnuua 2 — OnucaHve HOUKATOPOB, NMOPTOB 1 OPraHoB ynpaseHns

AnemeHT naHenun OnucaHue
1 LAN CeeToBasi nHaMKaLusi cocTosiHusA nopta 2.5GE (PoE)
2 RF MHavkaTop aktuBHocTY Tpetbero Wi-Fi mogyns
3 2.5GE (PoE) Mopt 2.5GE pgnsa nogkntodeHuns Ethernet-kabenst n nogaun nutanms PoE+
4 F KHonka cbpoca K 3aBOACKUM HaCTpoikam
5

Wi-Fi VHpukaTopbl aktuBHOCTU cooTBeTcTByowmx Wi-Fi mogynei



2.5 CaetoBas nHgukauus

PykoBogacTBo no akcnayarauun WEP-3ax, WEP-3ax-Z

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatropos Wi-Fi, LAN, Power. NepeyeHb

COCTOSIHUIA MHAMKATOPOB NpuBeaeH B Tabnumue 3.

Tabnuua 3 — CeeToBas NHAMKaLMA COCTOSAHWUS YCTPOICTBa

Nuanka CocTosiHue nHaukaropa
TOp
Wi-Fi 3€/1EHbII, TOPUT NOCTOSAHHO

3e/1eHblii, Muraet

LAN ropwT 3eneHblit ceeToamog (100 Mbps)/ ropuT opaHXeBblit
csetoamog, (1000, 2500 Mbps)

MUraeT 3efeHblii cBeToamnop,

Power 3€/1eHbIiA, TOPUT NOCTOSIHHO
(Ha

BEpXHeN 5

nasenu OpaHXeBblii, FOPUT NOCTOSHHO
YCTPOICT

Ba o
) KpacHbIU, TOPUT MNOCTOAHHO

2.6 CO6pocC K 3aBOACKMM HacTpoiikam

CocTosiHMe ycTpoicTBa

cetb Wi-Fi-aktnBHa

npoLecc nepefaqn faHHbIX No 6eCNpoBOAHON
cetm

YCTaHOB/IEHO COEAMHEHUE C MOAK/TIOUEHHBIM
CEeTEeBbIM YCTPONCTBOM

npoLecc NakeTHoM nepeaaun gaHHbix no LAN-
nHTepdeiicy

BK/IIOYEHO NTaHWEe YCTPOICTBa, HOpMasibHas
paboTa

YCTPOICTBO 3arpyXeHo, HO He nosny4eH |IP-
agpec no DHCP

3arpyska ycTpoicrea

[nsa cépoca ycTpoicTBa K 3aBOACKMM HACTPOiKaM He06X0AMMO B 3arpy>KEHHOM COCTOSAHUM HavKaTb U
yAepXuBaTtb KHOMKY «F», noka nHgmkarop «Power» He HauHeT muratb. Mpon3onaeT aBToMaTnyeckas
nepesarpyska yctpoiictsa. [Mpu 3aBoACKMX ycTaHOBKax 6yaeT 3anyweH DHCP-knneHT. B cnyyae ecnm agpec
He 6yaeT nonyyeH no DHCP, To y ycTpolicTBa 6yAeT 3aBOACKOI ip-agpec - 192.168.1.70, macka nogcetu —

255.255.255.0.

2.7 KomnnekT nocTaBKu
B koMmnnekT nocTtaBku BXOOAT:

+ becnpoBogHas Touka goctyna WEP-3ax/WEP-3ax-Z;

* KOMN/eKT Kpenexa,;

+ PykoBOACTBO Mo akcnnyatauum (noctaensietcst Ha CD-gucke);
+ CepTudomkar CoOOTBETCTBUS;

* [acnopr.
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PykoBogacTBo no akcnayarauun WEP-3ax, WEP-3ax-Z

3 MpaBuna n pekoMmeHgaumm No ycTaHOBKe YCTPOCTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He yctaHaBnmBalite yCTPOMNCTBO PALAOM C UCTOYHMKAMK TeMn1a U B MOMELLEHUSX C TEMMepaTypoi Huxe
5°C nnu Bbiwe 40°C.

2. He vcnonb3yiiTe yCTPONCTBO B NOMELLLEHMAX C BbICOKOM BNaXXKHOCTLIO. He nogsepraiite yCTPOMCTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

3. He BckpbiBaiiTe Kopnyc ycTpoicTea. BHYTpM yCTPOICTBa HET 3/1EMEHTOB, NpeAHa3HauYeHHbIX A1
06CNyXNBaHUA NONb30BaTENEM.

© Bo unsbexaHune neperpesa KOMMNOHEHTOB YCTPOWCTBA 1 HAPYLLIEHUS €r0 paboThbl 3arnpeLLaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumu rno ycTaHOBKe

1. PekomeHAyemoe ycTaHaBMBaeMoe NosioXkeHue: ropusoHTasIbHoe, Ha NOTOSIKE.

Mepen yCcTaHOBKOW 1 BKNHOYEHNEM YCTPONCTBA HEOOXOAMMO NPOBEPUTL YCTPOMCTBO Ha Ha/lnune
BUAVMbIX MEXAHUYECKMX NOBPeXAeHUA. B cnyyae Hamunsa noBpexaeHnin cnegyeT npekparuTb
YyCTaHOBKY YCTPOWCTBA, COCTaBUTb COOTBETCTBYHOLUMIA aKT N 06PaTUTLCA K NOCTABLLNKY.

3. Ecnm ycTpoiicTBO Haxoauioch AsvTeNibHoe BpeMs Npy HU3KOW Temneparype, nepes Hadasiom paboTbl
cnefyeT BblAepXxaTb ero B TedeHue [ByX YacoB Npu KOMHATHOWN Temnepartype. lNMocne ganTesibHoro
npebbiBaHNA YCTPONCTBA B YC/TIOBUAX MOBbILLEHHOW BNaXKHOCTW Nepes, BK/IIYEeHEM BblAepXaTb B
HOPM&J1bHbIX YC/I0BUAX HE MeHee 12 yacosB.

4. Tpwn pa3meLleHnmn ycTpoicTBa ans obecrnedeHuns 30Hbl NokpbiTua cetn Wi-Fi ¢ Hannyywmmm
XapakTepucTvkamMu yuntbiBanTe cneaytolme npasunia:

a. YctaHaBnuBaiTe yCTPOICTBO B LEHTPE 6ECNPOBOAHON CETY;

b. MuHummanpyiite uncno nperpag (CTeHbI, NOTONKK, MeGENb U APYroe) MeXay TOUKOW gocTyna u
ApyrMMuy 6ecrnpoBOAHbIMU CETEBLIMWN YCTPONCTBAMM,;

c. He yctaHaBnuBaliTe ycTpolicTBO B6/1M3uM (Nopsdka 2 M.) 3N1eKTPUYecKmX, paamo YCTPONCTB;

d. He pekomeHayeTcsi MCNoNb30BaTh pagnoTenedoHbl U Apyroe 060pyaoBaHne, paboTarLlee Ha
yacTtote 2.4 'y, 5 'y, B pagnyce aelicteus 6ecnposogHoii cetn Wi-Fi;

e. MpenAatcTBusA B BUAE CTEK/ISAHHbIX/METaIINYECKUX KOHCTPYKLMI, KUPNUYHBIX/GETOHHbIX CTEH, a
TakKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauuMTeNIbHO YMeHbLUNTb paguyc gerictena Wi-Fi ceTtn.
He pekomeHayeTcsa pa3melLeHne co BHYTPEHHEN CTOPOHbI (PasibLUNOTO/IKa, TakK Kak
MeTasI/INYeCKNiA KapKac BbI3bIBAET MHOro/lydeBoe pacnpocTpaHeHne curHasa n 3atyxaHve npu
NPOXOXAEHUN Yepes3 peLleTKy Kapkaca hasibLUnoTosika.

5. Mpu pasmeLLeHnn HeCKOIbKMX TOYEK, paZmnycC COTbl LJO/HKEH NepecekaTbCs C CoceHel COTON Ha YpOBHe
-65 +-70 dBm. [JonyckaeTcsi yMeHbLLEHNE YPOBHS curHana Ao -75 dBm Ha rpaHuuax coT, ecnm He
npegnonaraetcs ucnosib3osaHve VolP, N0TOKOBOro BUAeoBeLLaHs U OPYroro YyBCTBUTETbHOIO K
notepsam Tpadmka B 6eCcrnpoBOAHON CETH.

3.3 Pacuet Heo6Xx0o4MMOro Yncsia Todek goctyna

Mpwn BbIGOPE KONMYECTBA HEOBXOANMbIX TOUEK AOCTyNa A5 NOKPLITUSA NMOMELLEHNS HEOOX0AMMO NPOUN3BECTU
OLEeHKy Tpebyemoli 30HbI oxBata. /19 6051ee TOYHOW OLEeHKN HeO6X0AMMO NPOU3BECTY paguonccesoBaHne
nomeLeHus. MprubnuanTenbHbIN paguyc oxeata yBepeHHOro npuema Todkm goctyna WEP-3ax, WEP-3ax-Z npwu
MOHTaXe Ha NOTOJIKE B TUMNOBbLIX OPUCHBIX NomMeLeHmax: 2.4 I'Ty: 40-50 m, S I'Ty; 20-30 m. MNpu nonHOM
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PykoBogacTBo no akcnnyatauum WEP-3ax, WEP-3ax-Z

OTCYTCTBUM NPENSTCTBUI paaunyc oxBata: 2.4 I'y: o 100 m; 5Ty go 60 m.
B Tabnuue 4 npueeaeHbl NpUbM3NTENbHbIE 3HAYEHNS 3aTyXaHUS.

Tabnuua 4 — 3HayeHns 3aTyxaHuns

Matepuan MN3meHeHne ypoBHA curHana, ob
24T1Ty, 5My
OprcTekno -0,3 -0,9
Kupnuny -4,5 -14,6
Crekno -0,5 -1,7
fmncokapToH -0,5 -0,8
acn 1,6 1,9
dPaHepa -1,9 -1,8
LLITykaTypka C MeTasI/In4eCKOn CETKOW -14,8 -13,2
LLinako610K -7 -11
MeTan. pewetka (sueiika 13*6Mm, MeTas1/1 2MM) -21 -13

3.4 BbIb0Op KaHa10B COCEACTBYIOLNX TOUYEK

Bo n3bexaHve MexkaHasIbHOl MHTEPEPEHLIMI MEX Y COCEACTBYIOLLMMM TOYKAMU AOCTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLIMECS KaHa/TbI.

KaHansi

2.402 My IH 22 MIy, —ﬁ 2.483 Ty,

PucyHok 3 — O6uiasn guarpamma nepekpbITUs YacTOTHbIX KaHasoB B 2.4 Ty,

MpuMep cxembl pacnpesesieHns KaHasioB Mexay CocefHVMN ToukaMu B auanasoHe 2.4 [Ty npy wupuHe
kaHana B 20 MI'y, NpuBefEeH Ha pUCYHKe 4.

PucyHok 4 — Cxema pacnpefeneHns kaHanos Mexzay CoCeiHMMM ToYKamMu AocTyna B ananasoHe 2.4 'y npu
LWMpUHe kaHauia B 20 MI'y,

12



PykoBO/ACTBO No akcnyatauum WEP-3ax, WEP-3ax-Z

AHa/I0TMYHO PeKOMEeHyeTCs COXPaHSATh AaHHbIVi MeEXaHU3M pacrnpeaesnieHnsi KaHasioB Npy PacrosIoKEeHUN
TOUEK MEXAY 3TaXaMmM, pPUCYHOK 5.

AP TG
%ﬂ@
D e

) P ELY,

PucyHok 5 — Cxema pacnpefeneHunsi KaHasioB Mexay COCeHMMN ToUKamu A0CTYNa, PACno/IOKEeHHbIMU MEXy
aTaxamu

Mpn ncnonb3oBaHUK WUPKHBI KaHasa 40 MINy, B AnanasoHe 2.4 [T, HeT HenepekpbiBaloLLMXCA KaHas0B. B
Takux criyqasix CTOUT BblGMpaTb MakCMasIbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz
1 | 1 I I |
EEEChannel # 182330823 SSS-CSII883F 23558
1 I I

20 MHz L\
aomvHz N\ VN
80 MHz |/ \/ \
160 MHz |
Examples of _ _
-cont
sovagiane L) —

setup
S R,

PucyHok 6 — KaHasnbl, ucnonb3yemsble B AgnanasoHe 5 'y npu wunpuHe kaHana 20, 40, 80 My,

g
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B
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PykoBogacTBo no akcnayarauun WEP-3ax, WEP-3ax-Z

4 YcTaHOBKa yCTPOWCTBa

YCTPOIACTBO MOXET BGbITb YCTAHOB/IEHO HA N/1I0CKOI NOBEPXHOCTM (CTEHA, NOTOMOK), CO6M0AAA MHCTPYKLMMN NO
TEXHVKe 6e30MacHOCTV U pEKOMEHJaLMK, NPUBEAEHHbIE BbILLE.
B KOMNNIEKT NOCTaBKM YCTPOICTBA BXOAMT KPENEX AJ151 YCTAHOBKM YCTPOCTBA Ha N/IOCKYH MOBEPXHOCTb.

4.1 TopAafoK KpenseHnsa Ha CTeHY

1. 3akpenuTte NIacTUKOBbIV KPOHLITENH (BXOAUT B KOMM/IEKT NOCTaBKM) HA CTEHE:

MNacTUKOBLIA KPOHLITEAH

WEP-3ax

PucyHok 7 — KpenneHne KpoHLTeliHa Ha CTeHe

a. Mpumep pacnosioXeHUs NIacTMKOBOrO KPOHLITEHA NoKa3aH Ha pUCyHke 7.

b. Mpu ycTaHOBKe KPOHLLTEHA HY)XHO NPOMYCTUTL NPOBOAA B COOTBETCTBYIOLLME Nasbl HA
KPOHLUTENHE, PUCYHOK 7.

c. CoBMeCT/Te TPV OTBEPCTUSA [/ BUHTOB Ha KPOHLLTEWHE C TakMU e OTBEPCTUAMM Ha
noBepPXHOCTK. C NOMOLLbI0 OTBEPTKM MPUKPENNUTE KPOHLLTENH BUHTAMM K MOBEPXHOCTMW.

2. YCTaHOBUTE YCTPOICTBO.

a. MopgkntounTte Kabens K COOTBETCTBYIOLMM pa3bemMam YCTPOCTBa, ONUCaHNe pa3bemMoB
npvBefeHo B pasaene KoHCTPYKTUBHOE VCTOSHEHVE,
b. CoBMecTuTe yCTPOINCTBO C KPOHLITENHOM U 3adMKCUPYIATE NOSTOXKEHWE, NOTAHYB Ero BHUS.

4.2 Tlopafok KpensieHns Ha hanbLUnoTonokK

© He pekomeHayeTca pasMeLLeHe YCTPOICTBA CO BHYTPEHHEN CTOPOHbI (DasTbLLMOTOSKA, TaK Kak
MEeTa/IINYECKNi KapKac BbI3bIBAET MHOTO/TyYeBOE PacrnpoCTPaHEHNE CUTHA/IA U 3aTyxaHue npu
MPOXOXAEHUN Yepes3 pPeLLIeTKy kapkaca asibLUNoTosKa.
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PykoBogacTBo no akcnayarauun WEP-3ax, WEP-3ax-Z

1 — MeTaNINYeCcKnii KPOHLUTENH; 2 — NaHe/lb apMCTPOHT; 3 — NAACTUKOBbIV KPOHLUTENH; 4 — 60NT; 5 —

YCTPOWCTBO.

PrcyHok 8 — MoHTax ycTpoiicTBa Ha (dasibLUNOTONOK

1. 3aern|/|Te MEeTa/I/INYECKNIA U NSTaCTUKOBbI KpOHLIJTGVIHbI Ha NoTOoJIKe, PUCYHOK 8.

a.

MNacTKoBbI KPOHLITENH (3) coeamHsieTcst Ha hasibLUNOTOsKE ¢ MeTanmyeckum (1) B
cnepyoLeM nopsagke: MeTasl/IMYeCcKUin KPOHLWITENH -> NaHelb apMCTPOHT -> N1aCTUKOBbIN
KPOHLUTENH.

B naHenn apMCTPOHT npopesaeTcs 0TBepCTMe, pa3MepoM C OTBEPCTME METa/I/TIMYECKOTO
KpoHLWTeliHa. Yepes faHHoe oTBepCcTMe 3aBOAATCS NPOBOAa.

CoBMecCTUTE OTBEPCTUS HA META/I/INYECKOM KPOHLUTEHE, NaHeIn apMCTPOHT U N1aCcTUKOBOM
KpoHLUTeliHe. [lanee COBMeECTUTE TPpU OTBEPCTUS A1 BUHTOB Ha NAACTUKOBOM KPOHLUTENHE C
TakMMK XXe OTBEPCTUAMUN Ha METa/I/IMYECKOM KpoHLUTeliHe. C NOMOLLbI0 OTBEPTKM coeanHuTe
KPOHLUTEiHbI BUHTaMW.

2. YcTaHoBUTE YCTPOICTBO.

a.

b.

MopxntounTe Kabens K COOTBETCTBYIOLLMM pa3bemMaM yCTPOICTBa, OnNucaHne pasbeMoB
npuBeaeHo B pasgesne KOHCTPYKTUBHOE UCTOMHEHNE.,

CoBMecTuTe YCTPOCTBO C M/IACTUKOBLIM KPOHLUTEAHOM 1 3addUKCUPYIATE NOMTOXEHNE
noBopaymBas yCTPONCTBO NO YaCOBOW CTPeSIKe.

4.3 TopsiiloK CHATUA YCTPOMCTBA C KPOHLUTEHA

[ns cHATWA yCTPOICTBA C KPOHLUTEHA:

1. TOTAHMTE YCTPONCTBO BBEPX, PUCYHOK 7.
2. CHuMUTE YCTPOICTBO.
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PykoBogacTBo no akcnayarauun WEP-3ax, WEP-3ax-Z

S5 YnpasneHue yctponcteom Yepe3 WEB-nHtepdgoeric

5.1 Hauano pa6otsbl

[ns Hayana paboTbl HYXXHO MOAKIYNUTLCA K yCTpocTBy no nHtepdericy WAN yepes WEB-6pay3ep:
1. Otkpoiite WEB-6pay3ep, Hanpumep Firefox, Opera, Chrome.
2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka nogcetut: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpw ycnelwHomM o6HapyXeHnn yCTPOoCTBa B OKHe Bpay3epa 0Tobpa3nTcs cTpaHuua ¢ 3anpocoM MMeHN
nonb3oBatens v napons

WEP-3ax

3. BBeauTe MM Nosib30BaTesis B CTPOKE «/10rMH» 1 Naposib B CTPOKe «[aposiby.

© 3aBopckue ycTaHOBKW: NOTMH: admin, naposnb: password.

4. HaxkmuTte KHOMKy «BoliTu». B okHe 6pay3epa OTKPOeTCs MEeHI0 MOHUTOPMHIa COCTOSIHWSA YCTPOICTBA.

yELTEX WEP-3ax

MoHuTopuHr Radio VAP CeteBble HAacTpOHKM BHeluHWe cepBuchl Cuctema - (BBIXOO)
Wi-Fi KNUeHTBI Wapnenue WEP-3ax
AnnapaTHas BepcusA 1v3

CraTucTika no Tpadmxy
3asoackoit MAC-agpec E4:5A:D4:E2:C4:.A0

CkaHuposaHue achvpa
CepMidHbIiA HoMep WP3ED00056

CnekTpoaHannaarop Bepews MO

HKypHan cobbiTuit PesepsHas Bepcua M0

Bepcua 3arpysdnka
CeTeBas MHhopmaums p 2

CucTeMHoe BpeMsa 01.07.2021 13:51:42
WHdbopmaums o
paguouHTepdeicax Bpewms paboTel 0 o+, 00:42:04

& OBHOBUTL
WHthopmauma ob ycTpoiicTee >

5. Npy HeoBXOANMOCTU MOXHO MEPEKIOUNTL A3bIK 0TOBpakeHnsa nHdpopmaunn. Ana WEP-3ax, WEP-3ax-Z
[OCTynHa pycckas v aHrnuiickas sepcua WEB-uHTepdeiica.
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elTeX WEP-3ax

MoHuTopuHr Radio VAP CeteBble HAacTpOHKM BHeluHWe cepBuchl Cuctema - (BBIXOO)
Wi-Fi knmeHTs Wapenue WEP-3ax
AnnapaTHasA BepcuA 1v3

CraTucTika no Tpadpmxy
3asogckon MAC-agpec E4:5A:D4:E2:C4:.A0

CkaHuposaHue achupa
CepUiiHbIiA HoMep WP3ED00056

Cne»(*poaHaﬂma*op Bepcua MO

HKypuan cobeitnit PesepsHan Bepcus MO

Bepcua 3arpysqvka
CeTesan uHdopmauma P Py

CucTeMHoe Bpemsa 01.07.2021 13:51:42
WHdbopmaums o
paguonHTepdeicax Bpems paboTbl 0 o+, 00:42:04

& OBHOBUTL
WHdpopmauma ob yeTpoiicTee >

5.2 lMpuMeHeHne KoHurypauum n oTMeHa U3MeHeHui

1. MNpumeHeHre KoHpurypawmm

" [IpMMEHHTR

Mpy HaXXaTUn KHOMKMN 3anyckaeTcs Npouecc coxpaHeHnst koHdurypauum Bo flash-namatb
yCTpoOIicTBa 1 NPMMEHEHNEe HOBbIX HAaCTPOeK. Bce HacTpoiikn BCTynakoT B cusly 6e3 nepesarpyski
yCTpolicTBa.

B WEB-uHTepdhelice ToUku AoCTyna peasiM3oBaHa BU3yasibHas MHAMKALMS TEKYLLEro COCTOSIHMS npoLecca
MPVYMEHEHVS1 HacTpoek, Tabnuua 5.

Ta6nuua 5 — BuayasnbHaa MHAMKALMS TEKYLLETO COCTOSHIS NpoLecca NPUMEHeHUst HAaCTPOEK

BHeLHWIA BUA, OnucaHue cocTosiHUS

Mocne HaxaTus Ha KHOMKY «MpUMEHNTL» MPOUCXOANT NPOLIECC MPUMEHEHNS U

3anncK HacTpoek B NamMsiTh YCTPoiicTea. O6 3TOM MHADOPMUPYET 3HAUOK Kl B
Ha3BaHUW BKIAAKW U Ha KHOMKe «[PUMEHNTbY.

O6 ycneLHOM COXPaHEHUN 1 MPUMEHEHNU HACTPOEK MHADOPMUPYET 3HAYOK
+ [pUMEHUTL
B Ha3BaHUW BKIAKN.

2. OTMeHa U3MeHeHuM

© OtmveHa n3MeHeHi NPOV3BOANTCS TOMBKO 10 HAXKATUSA Ha KHOMKY «[IPUMEHNTL». Mpn HaxkaTum Ha
KHOMKY «[pUMEHUTBL» N3MEHEHHbIE Ha CTpaHuLEe napamMmeTpbl OyayT 06HOBMEHbI HA TEKYyLLMEe 3HAYEeHNS,
3anvcaHHble B NaMsATU yCTpoicTea. ocne Haxatusa Ha KHOMKY «[puMeHnTb» BO3BPAT K NpeablayLuum
HacTpoikaM 6yaeT HEBO3MOXEH.

. X OTmeHa
KHoMKa OTMeHbI U3MeHeHW nMeeT BUf;
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5.3 OcHoBHbIe anemeHTbl WEB-nHTEpheica

Ha pucyHke Hwxe npeacTas/ieHbl anemeHTbl Hasurauun WEB-nHTepdoeiica.

ELTEX  WEP-3ax

MoHuTopUHT Radio VAP CeTeBble HACTPOWKW BHelwHWe cepBuckl Cucrema
Wi-Fi knueHTs! Wapenwe WEP-3ax
AnnapaTtHas BepcuA 13

Cratuctuka no Tpagury

B3asoackon MAC-anpec E4:5A:D4:E2:C4:A0
CkaHuposarue acupa
CepHiiHbliA Homep WP3ED00056

CriekTpoaHanuaarop Bepcua MO

YKypHan cobbiThil Peaepsras sepcua 10

Bepcus sarpysunka
CeTeBas MHOpPMaUMA P 24

CucTtemHoe Bpema 01.07.2021 13:51:42
WHdpopmaums o
paauonHTephencax Bpema pabotbl 0 gH, 00:42:04

= OGHOBWTL
MHbopmauws o6 ycTpoiicTee »

© 000 "Mpednpusmue "3nmekc”, 2019 — 2021 BepeuA M10:

(BbixO)

OKHO No/b30BaTeNIbCKOTO HTEpdielica pasaeseHo Ha NsATb 06/1acTel:

1. Bknagku MeHK — A1a rpynnmMpoBKM NogmMeHto no kateropusim: MoHutopuHr, Radio, VAP, CeTeBble

HacTpoiiku, BHelwHue cepBuckl, Cuctema.

2. Bbl6op A3blka MHTEpdeiica 1 kHomnka (BbixoA), NpegHasHauyeHHas A41a 3aBePLLEHUSI ceaHca paboTbl B

WEB-uHTepdelice nog AaHHbIM No/ib30BaTeeM.
Bknagku nogMeHIo — 415 ynpas/ieHnsa nonemM HacTpoek.
Mone HacTpoek yCTpoincTBa — 419 NPOCMOTPa AaHHbIX U KOHGIUTypauun.

aprw

YCTpPOWCTBE.

NHpopmaumoHHoe none, otobpaxatoiee sepcum MO n WEB-uHTepdelica, ycTaHOB/IEHHbIX Ha
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5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

HaxmunTe Ha KHOMKy «O6HOBUTL», YTOGbI 0GHOBWTL MHGDOPMALIMIO Ha CTPaHULIE.

L TEX WEP-3ax
MonuTopurr ~ Radio VAP Ceresbie HacTpoiiku  Brewnne cepeiucel  Cucrema e (sexom)
CrarueTuka no Tpaduky
Link Link Link Quality RSSI, SNR, TX BW, RXBW, Bpems
Ckarmposatme acvpa N2 Wmga xocTa IP-appec MAC-aapec WnTepdperic  Capacity Quality Common ABM .13 TxRate RxRate My Mry, paboTbl
> 1 tester-HP-ProBook-450- 192.168.0.35 38:b1:db:25:65:63 wlan0-vap1  100% 100% 100% -22/-34 83/55 MCST7722 MCS7 72.2 20 20 00:03:27
CnexTpoananusaTop P
Hypran coberuii ~ 2 HUAWEI_P40_Pro- 192.168.0.36 a2:4d:0a:0a:ab:6d wilani-vap0  100% 100% 100% -55/-57 35/38 HENSS2-MCS11 2xLTF HE NSS2-MCS11 4xLTF 80 80 00:02:48
81afe9c34a Gl 0.8us 1200.9 Gl 3.2us 10208
Ceresas wcpopmaLs
MNepenaro / NpUHATO Beero, BaiT 14 613 482 474 / 59 484 Mepenato ¢ ownbkamu, NakeTos 1255
WndpopmaLus o
panvouHTepeiicax Mepenaro / NpUHATO BCETO, NaKETOB 6185 044 /351 MosTopsl Nnepenayn 3a NocneAHmit NEpHoA, NakeTos 0
o MepeaaHo / NPUHATO AaHHBIX, GalT 14 613 482 408 / 59 137 OOBLee yncno NOBTOPOB Nepedayn, NakeTos 0
Whcbopmauus of yeTpoicTee
MNepenaro / NpuHsTO arisix, naketos 6 185 042 / 348 Cropocts nepenaun / npuena, Kontlc 669 893 /1
Moaynsuus MepeaaHo naketos MpnHsTo nakeTos
OFDMé 0 0% 4 1%
OFDM24 0 0% 22 8%
HE-NSS1-MCS8 128 0% 0 0%
HE-NSS1-MCS9 64 0% 13 4%
HE-NSs1-Mcs10 6 0% 0 0%
HE-NSS1-MCS11 59357 1% 2 1%
HE-NSS2-MCS3 0 0% 2 1%
HE-NSS2-MCS4 816 0% 10 3%
HE-NSS2-MCS5 5373 0% 130 37%
HE-NSS2-MCS6 153680 2% 30 9%
HE-NSS2-MCS7 34125 1% 37 1%
HE-NSS2-MCS8 818154 13% 29 8%
HE-NSS2-MCS9 811928 13% 38 11%

* Ne — HOMep NOAK/IOYEHHOIO YCTPOICTBA B CMMUCKE,;

* WIMsi xocma — ceTeBoe UMS YCTPOICTBa;

* IP-adpec — IP-agpec noaxnH4YeHHOro yCTPOICTBa;

* MAC-adpec — MAC-aapec NOAK/HYEHHOTO YCTPOICTBA;

* MIHmepdpelic — nHtepdelic B3anmogenctamnsa WEP-3ax, WEP-3ax-Z ¢ noaknto4eHHbIM YCTPOIACTBOM;

* Link Capacity — napameTp, KOTOpbIli 0To6paxaeT aphekTUBHOCTb NCMNO/b30BaHNSI TOYKOW AOCTyna
MoAynsaLMn Ha nepegady. PaccumTbiBaeTcst UCX0OAS U3 KONNMYECTBA NAKeTOB, NepefaHHbIX Ha KaXXaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hMUMeHTOB. MakcumarbHoe 3HadeHne- 100% (o3Havaer,
4TO BCE MakeTbl NepeaatoTcsa A0 KMEHTa Ha MakCUMasibHOM MOAYNSALMN 018 MakCMMa/ibHOTO Tuna nss,
noAZepXX1MBaemoro KfmeHToM). MuHuManbHoe 3HaueHune- 2% (B cnyyae, Korga nakeTbl nepeaaroTcst Ha
moaynaumm nssTmes0 ans kaveHTa ¢ nogaepxkkoii TexHonornm MIMO). 3HaueHne napameTpa
paccunTbiBaeTcs 3a nocsegHue 10 c.

* Link Quality — napameTp, KOTOPbIi OTO6PaxXaeT COCTOSAHUE /IMHKA A0 KNIMEHTA, paccumMTaHHbI Ha
OCHOBaHMKN KO/IMYeCcTBa PETPaHCMUTOB MakeToB, OTNPaBeHHbIX K/TIMEHTY. MakcMMasibHOe 3HavYeHne —
100% (BCe nepeaaHHble NakeTbl OTNPaBUANCH C NEPBOIA NONbITKA), MUHUMasIbHOE 3HauYeHne — 0% (Hu
OfIMH NakeT A0 KMeHTa He 6blN YCNeLIHO OTrnpaB/ieH). 3HaueHe napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 c.

* Link Quality Common - napameTp, KOTOPbI/i 0TO6PaxXaeT COCTOSAHME NIMHKA A0 KIMEHTa, pacCynUTaHHbI
Ha OCHOBaHWM KONNYeCcTBa PeTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KMEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepefaHHble NakeTbl OTNPABUINCH C NEPBOV NONbITKM), MUHUMa/IbHOE 3HaueHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN YCNeLIHOo OTnpaB/ieH). 3HaueHe napaMeTpa paccunTbiBaeTcs 3a Bce
BPEMS NOAK/HOYEHUS KITMEeHTa.

* RSSI - ypoBeHb NpMHMMaeMoro curHana, abm;

* SNR — oTHOwWeHNe curHan/wym, ab;
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TxRate — kaHanbHasA CKOPOCTb Nepegayun, MouT/c;
RxRate — kaHasnibHasi CKOpOCTb Npuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegadye, MIy;

Rx BW — nonoca nponyckaHusa Ha npueme, My,

Bpems pabomsi — Bpems coeguHeHns ¢ Wi-Fi knueHTom.

[ns BbiBofA 60/1€€ pa3BepHyToil MHGoOpMaL MK Mo onpeaesieHHOMY K/IMeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKOYAET B cebs cneaytoLie napameTpbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KOIMYECTBO NepefaHHbIX/NPUHATLIX HA NOAK/IYEHHOe YCTPOCTBO
oaiT;

lNepedaHo/npuHsAMO Bce20, Nakemos — KONIMYeCTBO NnepefaHHbIX/NPUHATBLIX Ha NOAK/THYEHHOE
YCTPOWCTBO NaKeTOB;

lMepedaHo/npuHamMo 0aHHbIX, 6alim — KONNYeCcTBO NnepefaHHbIX/MPUHATBLIX Ha NMOAK/THYEHHOoe
YCTPOWMCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAKHOYEHHOe
YCTPONCTBO NaKeTOB AaHHbIX;

lMepedaHo ¢ owubkamu, Nnakemos - KONNYeCTBO NaKeTOB, NepefaHHbIX C OLIMOBKaMmn Ha NOAKIOYEHHOE
YCTPOWCTBO;

lMosmopsb! nepedayu 3a rnocsaedHull Nepuoo, nakemos - KOIM4ecTBO NOBTOPOB Nepejayn Ha
NOAKNOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos - KOIMYecTso NOBTOPOB Nepeaayn Ha NoAKII0YEHHOoe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHNUS;

Ckopocmb repedadu/npuema, Kbum/c - aktyanbHas CKOPOCTb nepefayn Tpaduka B HaCcTOALMIA
MOMEHT BPEMEHW.
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5.4.2 ToameHio «CtaTncTnka no Tpadonky»

B nogmeHto «Ctatuctuka no tpacuky» otobpaxarorcsa rpaddukm CKOpocTu npuema/nepegayum Tpacurka 3a
nocnegHvie 3 MMHyTbI, a Takke MHpopMaLmsa 0 KO/IMYecTBe nepesaHHoro/nosry4eHHoro Tpadmka ¢ MOMeHTa
BKJ/THOYEHWSA TOYKU AOCTyna.

WELTEX  WEP-3ax

MOHWUTOpMEHD Radio VAP CeTeBble HACTPOMKN BHelHWe cepBMC! Cucrema - (Bbixom)

WLANO Tx/Rx mbps

Wi-Fi knneHTw
Rx: 0 mbps (max: 0 mbps)
@ Tx:31.4 mbps (max: 32 mbps)
CratucTuka no Tpadmey > mbgg
—r——— N — e A e e
CraHuposaHue shupa 28

- 25
CnekTpoananuzatop
21
HypHan coObITHA
18

CeTeBan MHEHOPMALMA
CeTteBa pra 14

MHthopMaUns o 11
papuouHTepdencax
.
MH(bopMaLnA of YeTporcTee 1
] LN
13:22:24 13:22:44 13:23:04 13:23:24 13:23:44 13:24:04 13:24:24 13:24:44 13:25:04 13:25:24 t,s

WLAN1 Tx/Rx mbps

Rx: 0 mbps (max: Omg
b ® Tx 623 3 mbps (max: 699.6 mbps)
mbps

750
622 ’—\/\—/\/_/\\m P ~——
544 (—Mﬁj

L I o e I o o B B o
13:22:24 13:22:44 13:23:04 13:23:24 13:23:44 13:24:04 13:24:24 13:24:44 13:25:04 13:25:24 &5

Mpadmkn WLANO n WLANT Tx/Rx noka3biBaloT CKOPOCTb NepeaaHHOro/nonyyeHHoro tpaguka yepes Radio 2.4
'y, (WLANO) 1 Radio 5 'y, (WLANT) nHTepdeiicbl Touku gocTyna 3a nocnegHue 3 MuHyTbl. Mpaduk
aBTOMaTUYeCKN 0BHOBNSAETCH Kaxkable 2 CEKYHAbI.

LAN Tx/Rx mbps
R 624.6 mbps (max: §26.5% mbps)

@ T 0.2 mbps (max: 0.2 mbps)
"85 |

557
4387
418
348
278
209

139

70

L o o R

10:31:14 10:31:34 10:31:54 10:32:14 10:32:34 10:32:54 10:33:14 10:33:34 10:33:54 10:3414  ts
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Mpadmk LAN Tx/Rx nokasblBaeT CKOPOCTb NepeaaHHOro/nonyyeHHoro tpadgmka vyepes Ethernet-nHtepdpeiic
TOUKM AOCTyna 3a nocnegHue 3 MUHYTbI. padink aBTOMaTMyeckn 06GHOBNAETCH Kaxable 2 CeKkyHabl.

MNepenaHo v
WHTepdeic Bcero nakeToB Bcero 6aiT OTSpoleHO NAKETOE OWHEKN
LAN 136732 127833191 0 0
WLANO 10803772 1582403395 0 1703
WLAN1 85266546 19314705267 0 5057
wlan0-vap0 10222823 711937730 0 16
wlan0-vap1 580952 870466265 0 1687
wlan1-vap0 710503 1511677557 0 2687
wlan1-vap1 7556043 17803027710 0 2370

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgelic — nmsa nHTepgelica,;

+ Bcezo nakemos — KONMYEeCTBO YCMELIHO OTMpaB/ieHHbIX NaKeToB;

* Bcezo 6alim — KOniM4ecTBO YCneLHO OTrnpaB/ieHHbIX 6aliT;

* Om6poweHo nakemos — KONIMYEeCTBO NaKeToB, OTOPOLLEHHbIX NPV OTNPAaBKE;
* OWUubKU — KOIMYEeCTBO OLUMOOK.

MpuHATO v
WHTepdeic Becero nakeToB Bcero Gadr OTGpOoWEeHO NAKETOB Ownbkn
LAN 34845083 37799619840 2376 0
WLAND 3635 544999 19 0
WLANT 110558 141915530 12 0
wlan0-vap0 1167 222681 14 0
wianO-vap1 2468 322318 5 0
wlan1-vap0 109594 141828008 12 0
wlan1-vap1 964 87522 0 0

OnucaHune Tabnuupl «[IPUHIMO»:

* ViIHmepdpelic — nma nHtepdelica;

+ Bcez2o nakemos — KONNYEeCTBO YCMNELIHO NPUHATBLIX NaKeTOB;

* Bceeo 6alim — KONMYeCcTBO YCNEeLHO NPUHATbIX 6aliT;

* Om6pOWEHO Nakemos — KOSIMYeCcTBO NaKeToB, OTOPOLLEHHbIX NPY NOSTYYEHWY;
* OWU6KU — KONNYeCTBO OLLNOBOK.

5.4.3 TMoameHto «CkaHMpoBaHue agompa»

B nogmeHo «CkaHupoBaHue 3adompa» OCYLLECTB/ISIETCS CKAHMPOBAHME OKPYXXatoLLLEero paanoadmpa ¢ Lenbo
06HapyXXeHNs coceHNX Touek AocTyna.
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elTeX
ST WEP-3ax
MOHWTOPHHI Radio VAP CeTeBble HAaCTPOHKW BHelwHwWe cepercsl Cwuctema
Wi-Fi knueHTs

MocnenHee ckadvpoBadue Gwino 01.07.2021 13:36:38

241T1Ty 5Ty

CTatcTka no Tpaduy

CraHwpoeanWe achupa »

CnexkTpoaHanuzarop AnanasoH SSID Pexum GesonacHocTk
JHypHan cobsIThi 24Ty it Open
~ 24Ty Eltex-SC-2.4-412 WPAZ
Cetepan WHopMaLma
24Ty RT-WiFi-33ce WPAZ
MHCpopMaLua o
papuonHTEpdeicax 24TTu RT-WiFi-p420 WPAZ
Whtbopmauws of ycTpoicTee 24TTu AndroidAP Open
24Ty testnet Open
2471y -OTT-ent-06 WPA_TXWPAZ_1X
24Ty ESRAP1_of3_Enquiment WPA_1X/WPA2_1X
24TTy test_gos Open

MAC-agpec
ABF94B:B0:FF:F1
E2:D9E3:98:37:27
EA28:C1ES:33:D2
EA28:C1ES:B4:24
E0:D9:E3:45:AE:BF
ABF9:4B:B0:2C.C5
EQ0:DE3SB0T1F
ABF9:4B:B0:2C:.C6

ABF9.4B:B0:2C.CT

Kanan /
LWnpuHa

620
620
620
620
9/40
11/20
11/20
11720

11/20

- (BbIX0O)

RSSI, gBm
-54
-61
-75
-70
-T2
-66
=37
-66

-66

[na 3anycka npouecca ckaHMpoBaHUA adompa HaXXMUTe Ha KHonky «CkaHnpoBaTb». [ocrie 3aBepLueHns
npouecca Ha CTpaHuue NosSBMUTCA CNMCOK OOHAPYXXEeHHbIX B paanoadiupe Touek goctyna n nHpopmaumnsa o HuX:

* NocnedHee ckaHUpoBaHUe 6bI/10... — faTa U BPEMS MOC/IEAHETO CKAHVPOBAHWS;

+ [luana3oH — ykasbiBaeTcs ananasoH 2.4 'y nnm 5w, B KOTOPOM Obls1a 06HapYy>KeHa Touka A0CTyna,;

+ SSID — SSID o6HapyXeHHOI ToUK1 40CTYynNa;

* Pexum 6e3onacHocmu — pexvmMm 6e30nacHOCTM 06HapPY>XXEHHOW TOYKN [OCTYNa;

* MAC-adpec — MAC-agpec o6HapyXeHHOW TOUKM JOCTYnNa;

* Kanasi/lLlupuHa — pagmokaHasl, Ha KOTOpoM paboTaeT 06HapyXeHHas Touka 4OCTyna;
* RSSI - ypoBeHb, C KOTOPbIM YCTPOWCTBO NPMHMMAET CUTHa/1 0GHapPY>XXEHHOW TOYKN A0CTYnNa, ABMm.

© O6parute BHMMaHWe, BO BPEMS OCYLLECTB/IEHNSI CKAHMPOBAHUS 3hupa paanonHTepdeiic ycTpoicTea
Oy[eT OTK/IHOUEH, YTO NPUBELET K HEBO3MOXHOCTY Nepegayn AaHHbix o Wi-Fi kniMeHToB BO Bpems

CKaHMpOBaHWs1.

5.4.4 TlogmeHio «CnekTpoaHann3arop»

B nogMeHo «CnekTpoaHanin3aTop» OCyLLECTB/ISIETCS 3anyCcK 1 MOHUTOPUHT paboTbl CNekTpoaHannsaTopa.

Ha WEP-3ax, WEP-3ax-Z ecTb BO3MOXHOCTb 3arnycka cnekrpoaHanuisaropa Ha A0ono/IHATE/IbHOM
CKaHUpYOLLIEM paanonHTepdieiice, a Takke Ha OCHOBHbIX paanonHTepdieiicax Radio 2.4 'y v Radio 5 Ty,

3anyck cnekrpoaHasMsaropa Ha A0oNoHNTE/IbHOM QQQ,VIOVIHTGQQDSVICG

[lononHnTenbHbIM pagmovHTepdeiic noaaepXxmeaeT paboTy B ABYX Avana3oHax, YTo No3BOSIET NPON3BECTU

CKaHMpoBaHMe KaHasi0B Kak B AnanasoHe 2.4 Ty, Tak n B ST,
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*
SNELTEX  WEP-3ax
MoHWTOPMHT ~ Radio VAP CeTeBbie HAcTpOMKM  BHEWHWe cepeucel  CHUCTEMa o~ (Bbixon)
Wi-FT knMenTs CkaHMpoBaHue 3aiimeT He Gonee 45 cexyHa
CTaTMCTHEA No Tpaduky
MocnegHee ckaHupoeaune Oeino 2021-07-01 16:12:54
CKaHWpOBaHUe 3tpupa
2410y 50Ty [ononHHUTENEHLIN HHTepMheNRC
CnekTpoaHan1aatop
Kanan 3arpyxeHHoCTL
JypHan coBLITHiA
1 34% N
CeTeBan MHIDOpMaLnA
2 14% L
WMHtpopMaLua o .
papMouHTEphencax 3 2% '
4 1% |
MHdopmauwa ob ycTpoicTee
5 8% (|
6 13% L
7 7% [ |
8 3% [ |
9 0%
10 1% |
now —
12 2% [ |
13 2% |
36 3% [ |
40 2% |
24 0%
48 4% [ |
52 4% [ |
56 5% [ |

[ns 3anycka pa6oTbl CNeKTpoaHa/M3aTopa HaXXMUTe Ha KHomky «CKaHMpoBaTb». B MHpOpMaLMOHHOM OKHE,
pacno/IoXXeHHOM CrpaBa OT KHOTKW, 0TObpaxaeTcsl BpeMsi B CEKYHAAX, NpoLLe/LIee C Hauyana 3anycka
CKaHMpoBaHusl. Bpemsi pa6oTbl CekTpoaHasim3aTopa Ha [A0no/IHUTe/IbHOM paavonHTepdeiice He NpeBbIllaeT
45 cekyHg,. Mocne 3aBepLUeHst NPoLecca Ha CTpaHuLE NOSIBUTCS creaytoLas MHOoPMaLMS:

« [MocnedHee ckaHuposaHue 6bI/10... — fata U BpeMs Noc/ieAHEro CKaHMpPOBaHWs;
* KaHasn — Homep KaHasla, Ha KOTOPOM MPOU3BOAUIOCH CKAHNPOBAHME;
+ 3aepyxeHHOCmb — UHOPMALMS O 3arpy)XeHHOCTN pafMoKaHana, BblpakeHHas B NPOLEHTAX.

3anyck cnekrpoaHaamM3aropa Ha OCHOBHbIX novnHTepdericax

© O6parute BHMMAHMe, 4TO NPy 3anycke crnekTpoaHamsaTopa Ha OCHOBHOM paavounHTepdeiice (Radio
2.4 I'Tu vnm Radio 5 I'TL) oH GyAeT NepeBefeH B PEXUM CKaHUPOBaHWS, YTO NPUBEAET K OTK/IHOUEHWIO
Bcex Wi-Fi KIMEHTOB, NOAKMOUYEHHBIX K A@HHOMY paAviouHTepdENicy.
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EILTEX  WEP-3ax

Wi-Fi knuenTs = CraHupoBats CraHupoBaHue 3aimeT ve Gonee 20 cekyHp,

CratucTuka no Tpadmey
MocnenHee ckaHupoeadue Geino 2021-07-01 21:31:03

CrkaHWpoBaHue achupa Cnucok kaHanos: 16 11

24TT oI OMOMHUTENEHLIA MHTEpphenc
CneKTpoaHanuaaTtop u H h |

_ Kanan 3ar EHHOCThL
HypHan cobuITHi YK
CeTeean nHopMaUMA
: a0% ]
WMHhopMmalma o
pavonepgeicax 1 63% ]

WHdpopmauma ob ycTpoicTee

MOHWTOpHHD Radio VAP CeTesble HACTDOMEW BHELIHWE CEPBMCH Cucrema - (BIXOO)

[na 3anycka paboTbl CnekTpoaHann3aTopa HaXMUTE Ha KHomnky «CkaHMpoBaTb». B MHhOpMaLMOHHOM OKHe,

PacnofoXeHHOM CrpaBa OT KHOTKW, 0TOBpaxXaeTcsi BpeMsi B CeKyHAax, NpoLle/liee ¢ Hauyana 3anycka

CKaHMpoBaHus. Bpems paboTbl cnekTpoaHanm3aTopa Ha Radio 2.4 Ty, 3aHMMaeT He 6onee 20 cekyHa, Ha

Radio 5 'y He 6onee 25 cekyHA.

« [NocnedHee ckaHuposaHue 6bi/10... — faTa U BPeMSs NOC/IeIHETO CKaHNPOBAHNS;

+ Crnucok kaHa/108 — CNNCOK KaHas10B, Ha KOTOPbIX BYAET NPOU3BeAEeHO CKaHNPOBaHWE,

* KaHas — HoMep KaHasia, Ha KOTOPOM NPOV3BOAUIOCH CKAHVPOBAHWE;

* 3azpy)xeHHOCMb — UHOPMALMS O 3arpy>XEeHHOCTW paAnoKaHasa, BbIpaXkeHHas B MPOLEHTax.

© CnektpoaHann3atop Ha OCHOBHOM pajuonHTepdeiice paboTaeT TOMbLKO Ha TeX KaHaslax, KoTopble

oTpaxeHbl B napameTpe «Cnnucok kaHanos». Hanpumep, ecnu B cnucke kaHanos Ha Radio 2.4 Ty,

yKasaHbl KaHasbl '1 6 11', TO aHanNu3 cnekTpa 6yAeT NPoun3BeAeH TONbKO A8 KaHanoB 1, 6 n 11. UTo6bl

[06aBUTbL/yAaNNTb KaHasbl U3 JAHHOTO CMMCKa, NepeliauTe B COOTBETCTBYHOLLYHO AAaHHOMY

pagvouHTepdeiicy Bknaaky Ha ctpaHule «Radio» n BHecuTe n3meHeHusi B napameTtpe «OrpaHnunTb

CNNCOK KaHas10B».
[nsa Toro, uTo6b! ObIN NPON3BEAEH aHA/IN3 BCEX KAHA/I0B AnanasoHa, Ha KOTOPOM paboTaeT
paanonHTepdeiic, nepenante B COOTBETCTBYHOLLYIO AHHOMY paanonMHTepdiency BKkaaky Ha

cTpaHuue «Radio» 1 cHAMUTE TasiouKy HanpoTuB NapameTpa «OrpaHnyYMUTL CIMCOK KaHasloBy. Mocne

nonyyYeHnss pesynbTatoB paboThl CNEKTPOAHANIN3ATOPa, MOCTaBbLTE ra/I0uKy HANpPoTMB
napameTpa «OrpaHn4mTb CNUCOK KaHa10B» 06PaTHO.

C 60nee noapo6HOIi MHG)OpMaLME O HACTPoiike pagnonHTepdeica yepes WEB-nHTepgeiic
MOXHO 03HAKOMUTbLCS B pasaene Mewo «Radio».

5.4.5 TMoameHo «KypHasn cobbITUin»

B nogmeHto «)KypHasn co6bITUii» NnpeacTaB/ieH CMcok CoBbITHIA, MPOMCXOAALLMX Ha YCTPOCTBE B peaslbHOM

BPEMEHW, CoflepXallinii cneayoLyto MHopMaLyio:
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vELTEX

MOHWTOPHHD Radio VAP

Wi-Fi knueHTs
CTatucTuka no Tpadmey
CraHupoeakue admpa
CnekTpoaHanuaatop
ypHan cofbITuA »
CeTeran MHGopMaLmna

WMHchopmauua o
papuouHTepdencax

WHdopmaumna ob ycTpoicTee

WEP-3ax

CeTeBble HACTPOMKKN

BHelwHWe cepBMCckl

o
Z OGHOBMTE [ OUMCTUTE

Oatawn
BpemA

Jul 1
13:2748

Jul1
13:13:95

Jul1
13:13:55

Jul 1
13:13:40

Jul1
13:13:40

Jul1
13:13:23

Tun

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

Mpouecc

hostapd

hostapd

hostapd

hostapd

hostapd

hostapd

Cwctema - (BbOA)

CoobGuwenne

Client 'a2:4d:0a:0a:ab:6d" disassociated by STA on 'wlan1', SSID "WEP-3ax_Personal', Domain 'root, RSSI
-34', Reason: "Sending station is leaving (or has left) IBSS or ESS"

Client 'a2:4d:0a:0a:ab:6d" successfull authorized with 'wian1', SSID "WEP-3ax_Personal', Domain 'root', RSSI
s

Client 'be:2e:fé:cc:85:46' disassociated by STA on 'wlant’, SSID 'WEP-3ax_Personal', Domain 'root’, RSSI
-43', Reason: "Sending station is leaving (or has left) IBSS or ESS"

Client 'bc:2e:fé:cc:85:46' successfull authorized with ‘wlan1', SSID "WEP-3ax_Personal', Domain 'root’, RSSI
Lag

Client 'a2:4d:0a:0a:ab:6d" disassociated by STA on 'wlan1', SSID "WEP-3ax_Personal', Domain 'root, RSSI
-47', Reason: "Sending station is leaving (or has left) IBSS or ESS"

Client 'a2:4d:0a:0a:ab:6d" successfull authorized with 'wian1', SSID "WEP-3ax_Personal', Domain 'root', RSSI
51"

« [ama u BpemMsi — BPeEMS, Koraa coobiTue 6b1/10 CreHepPUPOBaHO;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTU COObLITUS;
+ poyecc — nmsa npouecca, CreHepupoBaBLLErO COOOLLEHME,;

+ CoobuweHue — onucaHme cobbITuS.

Tabnmua 6 — OnuncaHne KaTeropuii BaXXHOCTU COObITUI

YpoBeHb

0

N o o a0 b~ 0N

Tvn BaXXHOCTN COOOLLEHWI OnucaHne

UpesBblyaiiHble (emergency)

CwurHansl Tpesoru (alert)

Kputnueckue (critical)

Owwn6ouHbIe (error)

MpeaynpexaeHus (warning)

YBepomneHus (notice)

B cucteme npov3zoluna Kputuyeckas owmneka,
cucTema MOXeT paboTaTb HenpaBusIbHO.

Heob6xoayMo HeMea/IeHHOe BMeLlaTe/IbCTBO B
cucTemy.

B cucteme npousoLuna Kputuyeckas oLmoka.
B cucteme npousoLuna owmbka.
MpepynpexaeHue, HeaBapuinHoe coobLeHune.

YBegomMmnieHne CUCTEMBI, HeaBapI/IVIHOG coo6u.|,eH|/|e.

NHdpopmaLmoHHble (informational) VHghopMaUnOHHbIe COOBLLEHNSA CUCTEMBI.

OTtnagouHble (debug)

OTnafo4Hble COOGLLEHUSI NPEOCTaBNAIOT
Nos1b30BaTeNto UHAIOPMALMIO /151 KOPPEKTHO
HaCTPOWKN CUCTEMBI.

[ns nonyyYyeHns HOBbIX COOOLLEHUI B XXypHae COObITUIN HEOBXOAUMO HaxXaTb Ha KHOMKY «OBGHOBUTbLY.

Mpu Heo6XOANMOCTU BCE CTapble COOBLLEHUS 3 XypHAIA MOXHO YAA/IUTb, HAXaB Ha KHOMKY «OUNCTUTb.
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5.4.6 lMogmeHto «CeTeBas MHGopMaLns»

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

=LTEX WEP-3ax

MOHWUTOPHHT Radio VAP CeTesble HACTPOMKKN BHelwHWe cepeurch CucTema

Wi-Fi knUeHTs C'[a‘ryc WAN
CratucTuka no Tpadpuey WHTepthenc br0
CraHupoBaHue sgupa Mpatokon bHCP
IP-agpec 10.24.80.94
CnekTpoaHanuzaTop
MpuHATO 90.3 MoanT (96 935 158 754 GanT)

JypHan cobuTHi
ypran coberm Mepenano 6.3 MGaiiT (8 703 226 GaiiT)

CeTesan WHEOPMaUWA » Ethernet

WMHbopMauma o CoCTOAHKME nopTa Up
pafuonHTepdeicax
CropocTe 1000

WHbopMaumus of yeTpoicTee
Aynnekc Full

ARP ~
Ne IP-agpec MAC-agpec
0 10.24.80.37 14:CC:20:05:A9:7TE
1 10.24.80.40 2C:FD:A1:5C:EEBE
2 10.24.80.1 E0:DYEIESET40
MaplpyTsl ~
Ne WHTepdgenc HaszHauyeHWe Wino3 Macka
0 bro 0.0.0.0 10.24.80.1 0.0.0.0
1 bro 10.24.80.0 0.0.0.0 255.255.255.0

‘@narn

UG

|BblXoq )

Cratyc WAN:

* MiHmepdpelic — nmsa nHTepdelica;

* [Mpomoko/1 — NPOTOKOA, NCNOMb3yeMblli Ans goctyna k cetm WAN;
* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLUHEN CETY;

* [puHAMO — KonnM4yecTBo NpUHATLIX Ha WAN 6aiiT;

*+ lNepedaHo — konu4yecTBo nepegaHHbix ¢ WAN 6aliT.

Ethernet:

+ CocmosiHue nopma — coctosiHue Ethernet-nopTa;
+ CKopocmb — CKOPOCTb NoAgkdeHuns no nopty Ethernet;
* [lynzekc — pexum nepefayn gaHHbIX:

* Full = nonHbIn gynnexc;

* Half - nonygynnekc.

ARP

B ARP-Tabnuue cogepxuTcsa nHopmaums o cootseTcTeun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

* IP-adpec - IP-agpec ycTpoicTBa;
* MAC-adpec — MAC-agpec ycTpoiicTsa.

MapLipyThbl:

* MiHmepdgpelic — nmsa nHTepdielica;
+ HasHaveHue — IP-agpec xocTa Win NoACEeTV Ha3Ha4YeHus, O KOTOPbIX YCTAaHOB/IEH MapLUpYT;
+ Wmo3 — IP-agpec wnto3a, Yepes KOTOPbIA OCYLLECTBIAETCA BbIXOA, HAa afpecara;
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+ Macka — macka nogceTu;
*+ s1a2u — onpepeneHHble XapakTepuCcTUKM AaHHOro mapupyTa. CyuecTByOT cneayowme 3HaveHus
donaros:

U — yka3bIBa€eT, YTO MapLLpPYT cO34aH 1 IBNSETCA NPOXOANMbIM.

H - ykasbiBaeT Ha MapLupyT K onpeaeneHHOM y3ny.

G — yKasblBaeT, YTO MapLipyT NponeraeT yepes BHELHWIA W3, CeTeBo nHTepdelic cuctemsl
npeaocTaBAseT MapLUpyTbl B CETU C NPsiMbIM NOAK/OYEHNEM. BCe npoune mapLupyTbl npoxogaTt
yepes BHelUHMe Wto3bl. Prarom G oTMeyaroTcsa Bce MapLUpyThl, KOOME MapLupyTOB B CETU C
NpsIMbIM NOAK/TIOYEHNEM,

R - yka3bIBa€eT, 4TO MapLUpyT, CKopee BCero, 6b11 co3aaH AMHaMUYECKAM MPOTOKO/IOM
MapLupyTM3aumm, paboTalolwmmM Ha NIoKasTbHOI cucTeme, nocpeacTBOM napameTpa reinstate;

D — yka3bIBa€eT, YTO MapLUpyT 6bl1 f06aBNEH B pe3ynbraTe NoyyeHnst Coo0LEHNS
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLipyT BkIo4aeTcsa B TabavUy MapLupyTm3aunm, 4Tobbl UCKHOYNTD
nepeHanpasneHne ansa nocneayoumx nakeTos, NpeaHasHauYeHHbIX TOMY Xe agpecary.

M — yka3bIBa€eT, YTO MapLUPYT NOABEPrcA N3MEHEHUIO, BEPOSITHO, B pe3ysibTate paboThl
AVHaMMYEeCKOro NpoTOKO/a MapLupyTn3aumm Ha NoKaslbHON cuctemMe 1 NpMMEHEHUs napameTpa
mod.

A — yKa3biBaeT Ha 6ychepun3oBaHHbIii MapLUpPyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKa3sbIBa€eT, YTO UCTOYHMKOM MapLupyTa siBAsieTca bydep mappyTmnsauymm agpa.

L — yka3bIBa€eT, 4TO MYHKTOM Ha3Ha4YeHUs MapLupyTa SABNSETCA OANH U3 aApecoB AaHHOro
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMapLupyTusaumm.

B — ykasblBaeT, UTO KOHEYHbIM MYHKTOM MapLUpyTa SABASETCS LWMPOKOBeLWaTe bHbI agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLLUPYTbI» CYLLECTBYIOT TONIbKO B 6ydhepe MapLupyTM3auuun.

| — yka3bIBa€eT, UTO MapLLPYT CBsi3aH ¢ KonbLeBbiM (loopback) nitepdeiicom ¢ Luenbo NHOW,
HeXxenn obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYThI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTmU3aLmn.

I — ykasbIBa€eT, YTO AelTarpaMmbl, HanpasasieMble N0 3TOMY apecy, byayT oTBepraTbes
CUCTEMOM.
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5.4.7 TMoameHo «MHGopmauusa o pagmonHTepgencax»

B nogmeHto «MHhopMaums o pagmouHTepeiicax» 0TOOPaXKEHO TeKyLee COCTOSHNE paaonHTepdencos
WEP-3ax, WEP-3ax-Z.

(TEX WEP-3ax

MoHWTOPHHD Radio VAP CeTesble HACTPORKK BHellHWe cepBmMchl Cucrema - (BbiXon)
Wi-Fi knvenTs Radio 2.4 'Tu
Cratnctvika no Tpadmky Craryc BrnoueHo
Ia/ In’
Crkanvposanue ampa Pesin IEEE 802 11big/n/ax

KaHan 6
CnekTpoaHanuaaTtop
LLinpuHa kasana, My 20

MypHan coBuITHA

MolHoCTs nepenayn, bBm 16.0
CeTesan MHPOPMALIMA Radio 5 Ty
Wrpopmauua o Cratyc  BrnioueHo
pafuouHTEpgeicax »
Pemim |EEE 802.11a/n/ac/ax
MHbopMaumna of ycTpoicTee
Kanan 48

LvpwHa kasana, My &0

MolHocTs nepenadyn, bm 18.73

PagunovHTepdelicbl TOUKM AOCTYNa MOMyT HAXOAUTLCA B ABYX COCTOAHUAX: «BK/IIOYEHO» U «BbIK/THOUYEHO.
Crartyc Kaxaoro u3 pagmonHtepdencos oTpaxaeTcs B OAHOMMEHHOM napameTpe «Cratyc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /1M Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasIbHbIE TOUKM
poctyna (VAP). B cnyyae, ecnu Ha pagnoviHTepderice umeetcst XoTsi 6bl ogHa aktuBHasa VAP, Radio 6yaet
HaxoamuTbCA B cTartyce «Bk/ioyeHo», nHaye — «BbIK/IoYeHOo».

B 3aBucmMmMocTu ot cTaryca Radio Ans MoHUTOpMHra AocTynHa cnegyowas nHpopmaums:
«BbIK/H0YEHO:

+ Cmamyc — COCTOsiHVE paanonHTepdeiica;
«BK/OYEHOY:

+ Cmamyc — COCTOsiHVE paanonHTepdeiica;

* Pexxum — pexum paboTbl pagnonHTepdeica cornacHo ctaHgaptam IEEE 802.11;

+ KaHas1 — Homep 6ecnpoBOAHOr0 KaHasa, Ha KOTOPOM paboTaeT pagMonHTEPAIENAC;

* LupuHa kaHasz1a — LMpUHa NoJsIoCkl YacToT KaHasla, Ha KOTopoM paboTaeT paguovnHTepdeiic, My,
* MowHocmb nepedayu - thakTmyeckas usnyvyaemas MOLLHOCTb nepegaryvka, abm.
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5.4.8 MoameHto «MHdopmaumsa 06 ycTpoincTee»

B nogmeHto «MHhopmauusn 06 ycTpoicTee» 0TOOpaxeHbl OCHOBHble xapaktepuctukn WEP-3ax, WEP-3ax-Z.

ELTEX  WEP-3ax

MoHUTOpUHT Radio VAP CeTeBble HaCTPOHKU BHelHWe cepBUChHI Cuctema - (BbIXOA)
Wi-Fi KMeHTb Wanenve WEP-3ax
AnnapaTHas sepcus 1v3

CraTHcTMKa no Tpadmky
3aeoackoi MAC-agpec E4:5A:D4:E2:C4:A0

CkaHupoeaH1e apmpa
CepWiAHbIA HoMEp WP3ED00056

CnekTpoaHanuaarop Bepcua MO

KypHan cobeITui PesepeHas sepcua MO

. Bepcua sarpya4vka
CeTeBan uHhopmaumn p 24

CucTeMHoe BpeMs 01.07.2021 13:51:42
WHdopmauma o
pagvouHTepdeitcax Bpema paboTbi 0 oH, 00:42:04

k
WHchopmauma ob ycTpoiicTee »

* MI30esiue — HaumMeHoBaHNe MOAENN YCTPOICTBa,

« AnnapammHdasi Bepcusi — BepCus annapaTHoro obecneyeHms yCTponcTea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepdoeiica yCcTponcTea, yCTaHOB/IEHHbI 3aBOA0OM-
n3roToBUTENEM,

+ CepuliHbili HOMEP — CEPUHbLIA HOMEP YCTPOINCTBA, YCTAHOB/IEHHbIV 3aBOAOM-U3rOTOBUTENEM;

* Bepcusi MO — Bepcusi NPOrpaMmMHOro o6ecneyeHnst yCTpoicTBa;

* PesepsHas sepcus O — npepblaywian yctaHoseHHada sepcus MO,

* Bepcusi 3a2py3yuka — Bepcus NporpaMMHOro obecnevyeHns 3arpy3ymka ycTponcTea;

+ CucmeMHoe BpeMsi — TeKyLLMe BPEMS 1 AaTa, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabomsbi — Bpems pab0oTbl C MOMEHTa NOC/AEAHEro BKIKYEHUS NN Nepesarpy3kn yCTPocTaa.

[na 06HOBNEHUA MHpopMaL MM Ha CTpaHnLe HaXXMUTEe Ha KHOMKY «OBHOBUTL».

30



PykoBogacTBo no akcnayarauun WEP-3ax, WEP-3ax-Z

5.5 MeHw «Radio»

B meHto «Radio» nponsBogunTca HacTpolika pagnonHTepgericoB ycTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B nogmeHto «Radio 2.4 I u» ocyLecTBASOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeiica
yCTPOWCTBa, paboTatowero B AgvanasoHe 2.4 'y,

=LTEX WEP-3ax

IMOHWTOPHHT Radio VAP CeTeBble HAaCTPOHKKH BHELHWE CEPBUCH Cucrema - (BbIxO0)

Radio2.4Ty> ObLwue
Radio 5 Ty Pexum IEEE 802.11b/g/n/ax v
NononHUTENBHO ABTOMATUYECKHA
BbIDOp KaHana
OrpaHu4MTL CHCOK
KaHanos
LupuHa kaHana, My 40 v
(QCHOBHORA KaHan Lower v
MOLHOCTE CHIHANA, 16 v

abm

LONonHUTENBHO v

* Pexum — pexum paboTbl UHTEppeiica cornacHo ctaHgapTam:
+ IEEE 802.11ax
+ |IEEE 802.11b/g/n
+ IEEE 802.11b/g/n/ax

« ABmomamu4eckull BbI6GOP KaHasia - Npy YyCTaHOBIEHHOM doiare Touka 6yaeT aBToMaTUyeckn
BblGMpaTbh HaVIMeHee 3arpy>eHHblin pagnokaHan ans pabotbl Wi-Fi nHtepdpelica. Mpu cHAaTom thnare
OTKpbIBAETCH AOCTYN A1 YCTAHOBKM CTaTM4yeckoro paboyero kaHana.

* KaHas1 — BbIGOp KaHana nepegayn AaHHbIX;

+ OepaHuyums CrnucoK KaHasios - Npu YCTaHOBIEHHOM chniare Touka focTyna éyaeT Ucnosb30BaTb
OrpaHnYeHHbI Nosb3oBarTesieM CUCOK KaHas10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnn donar HanpoTtne «OrpaHnYnTbL CNMCOK KAHaU10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO To4ka focTtyna 6yaeTt Bblouparb pabounii KaHasl U3 BCeX AOCTYMHbIX KaHa10B JaHHOro
AnanasoHa 4yacTtoT. KaHanbl gnanasoHa 2.4 'u;: 1-13.

+ UlupuHa kaHana, MMy — WwyprHa nosiockl HacTOT KaHas1a, Ha KOTOPOM paboTaeT Touka gocTtyna. Moxet
npuHuMaTh 3HaveHune 20 nnmn 40 MIu.

* OCHOBHOU KaHaJ/1 - napaMeTp MOXET ObITb U3MEHEH TOJIbKO NMPY NPOMNYCKHON CNOCOBHOCTY CTaTUYeCKM
3aZjaHHoro kaHana pasHoi 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTh COCTOALLMM U3 ABYX kaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tu ABa KaHana 20 MI'y, Ha3biBatoT NePBUYHBIM U
BTOPWYHbIM KaHanamu. MNepBuYHbIA KaHasl MCNO/b3YeTCs KNMeHTamu, KOTopble NoAAEPXMBAKOT TObKO
nonocy nponyckaHusa kaHana 20 My,

* Upper — nepBU4YHbIM KaHasiom 6yaeT BepxHuii kaHan 20 MMy B nonoce 40 MIy;
* Lower — NepBUYHbIM KaHa/10M ByAeT HWKHUIA kaHan 20 MMy B nonoce 40 MIu.
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* MowHocme cueHasia, 0bM — perynupoeka MOLWHOCTK curHasna nepegatymka Wi-Fi B gbm. MpuHumaet
3HayeHue ot 6 40 16 abm.

© B cnyuae, ecn B cnivicke «OrpaHnunTL CMIMCOK KaHAM0B» YKasaH HefoCTYNHbIN A5 Bbi6opa KaHasl, OH

Oy4eT oTMeyeH cepbiM LBETOM. [11A Toro, 4To6bl HoBas KoHdurypauus obisia npMeHeHa Ha TOUKY
JocTyna, B cnucke «OrpaHnymTb CNMCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CNMCOK KaHaU10B» yKasaHbl
KaHasbl: 1, 6, 11.
Jonyctum Heo6xoaMMO yCcTaHOBUTbL NapameTp «LLnpuHa kaHana» pasHbii 40 MITy,. MNpy n3MeHeHun
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoauT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcsl napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHuio - <Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb Napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb «cepble» KaHasbl U3 CUCKa, TO
NPV HXaTnn Ha KHOMKy «[prMeHnTb» B 6pay3epe NosaBuTCA onbka - «<BBegeHHble faHHble cogepxar
OLWNGKN. I3MEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOMCXOAWT MO NPUYMHE TOrO, YTO KaHaslbl, BbIAENEHHbIE CEPLIM LIBETOM, B
cnmcke «OrpaHMYnTb CNMCOK KaHaI0B» He NOAXOAST Nog, onpeaeneHne «OCHOBHO kaHas» = Lower.

B pasgene «[0No/IHUTENBHO» OCYLLECTBSETCS HACTPOMKA A0NO/THUTENbHbIX NapamMeTPoOB paanonHTepdeiica
yCTpOWCTBA.

JononHUTensHO ~

DOBSS Coexistance

KOPOTKWIA 3aLMTHBIA
WHTEpBaN

STBC O
Mepuod OTNPasKK 100

cny#edHeIx
cooBLWEHHR, MC

Mopor (pparMeHTagmum 2346
Mopor RTS 2347
Arperauus

KopoTkaa npeamdyna

TexHonorua Airtime
Fairmess

+ OBSS Coexistence — pexvum aBTOMaTtM4eCKOro yMeHbLLEHNS LWMPUHBI KaHasna Npu 3arpy>eHHoM
paanoadhmpe. MNMpn ycTaHOBIEHHOM plare pPeXxmnm BKITHOYEH;

* Kopomkul 3awjumHbil uHmepsasa — nogaepxka yKopoyeHHOro 3almTHOro nHTepsasia. Touka gocrtyna
nepenaeT AaHHble, Mcnosb3ys 400 He 3awnTHBbI HTepBasn (BMecTo 800 HC) NpU OBLLEHNM C KNNEHTaMMU,
KOTOpble TakkKe NoaaepX1BatT KOPOTKMI 3alUUTHbIA NHTepBaUT,

+ STBC — meToq, NPOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOMO KOAMPOBAHMS, HaNpPaB/IEHHbIN HA NOBbILLEHNE
HaAEeXHOCTU nepefayn gaHHbIX. Mpu ycTaHOB/IEHHOM ¢hiare yCTPOMCTBO nepefaeT oAuH NOTOK AaHHbIX
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yepe3 HeCKOMbKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, YCTPONCTBO He NepefaeT O4VH U TOT Xe NOTOK
OaHHbIX Yepes HeCKO/IbKO aHTEHH;

*+ [Mepuod omnpasKu c/y)XebHbix coobuweHul — nepunog Nnocbinkn Beacon-gopeinmoB. ®pelimbl
nepegaloTcs /18 o6HapyXeHnsa ToUKM AocTtyna B achupe, npuHumMaet 3HavyeHus 20-2000 mc, no
ymonyaHuto - 100 mc;

+ lopoz chpazmeHmayuu — nopor oparmeHTaumm dperima, B 6aiitax. NMpuHUMaeT 3HaveHns 256-2346, no
yMosyaHuo — 2346;

* lMopoe RTS — ykasbIBaeT unC/I0 6aiiT, Uepes KOTopoe nocbliaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KoNM4ecTBe MoAK/UYEHHbIX KNIMEHTOB, O4HAKO 3TO YMEHbLUAET O6LLYH NPOMYCKHY CNOCOBHOCTb
6ecnpoBogHoli cetu. NpuHmaeT 3HadveHns 0-65535, no ymonuaHuo — 2347,

+ Agpezayus — BknoveHue nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — NCNONb30BaHWe KOPOTKOIN npeambysibl NakeTa;

+ TexHonozausi Airtime Fairness — pyHKLMA 3QUPHOI pagmofocTynHocTu. MNpy ycTaHoOBNEHHOM donare
JoyHKUMA aKTUBHA - 3OMPHOE BPEMS PaBHOMEPHO pacrpefenserca Mmexay nosib3osaresisiMu.

5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 Ny ocyLecTBASTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHtTepdenca
YCTPOWCTBa, paboTatoLlero B gnanasoHe 5 Ty,

L TEX WEP-3ax

MOHWUTOPMUHT Radio VAP CeTeBble HACTPONKK BHeLLHWE CepBUCHI Cuctema - (BbIx0a)

Radio 2.4 Ty OBLwue

Radio 5Ty > Pemum IEEE 802.11ax v

[NononHUTENEHO ABTOMATHYECKMIA
BbIfOp KaHana

OrpaHn4nTL CIMCOK
KaHanoe

LnupuHa kadana, My 80 v

MoLHOCTE CHrHaMa 19 v
aEm

[JononHUTENLHO v

* Pexum — pexum paboTbl UHTepheica cornacHo ctaHgapTam:
+ |IEEE 802.11ax
+ |IEEE 802.11a/n/ac
+ |IEEE 802.11a/n/ac/ax
* ABmomamuyeckul B8bI60p KaHas1a - Npy YCTaHOB/IEHHOM doiare Touka 6yAeT aBToMaTnyeckn
BblOMpaTh HaMMeHee 3arpyXXeHHblil pagunokaHan gnsa pabotsbl Wi-Fi nHtepdpeiica. Mpu cHaTom cnare
OTKpbIBaEeTCA A0CTYN A1 YCTaHOBKM CTaTUYeCKOro paboyero kaHasna.
* Kanas — BbIGOp KaHana nepefayn faHHbIX;
* O2paHuUyumsb CrnUCoK KaHasi08s - Npu YCTaHOB/IEHHOM chniare Touka AocTyna 6yaeT ucnosnbL3oBarb
OrpaHNYeHHbI Nob3oBaTeNIeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu cpnar HanpoTue «OrpaHnynTb CMUCOK KaHa/10B» He YCTAHOB/IEH WU B CMIUCKE OTCYTCTBYIOT
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KaHasbl, TO To4Ka gocTtyna 6yaet BbioupaTtb pabounii KaHa U3 BCeX AOCTYMHbIX KaHa10B JaHHOro
AnanasoHa yacToT. KaHasnbl gnanasoHa 5 'u: 36-64, 132-144, 149-165.

* lupuHa kaHasna, My — WwnprHa NosI0Ckl YacToT KaHas1a, Ha KOTOPOM paboTaeT Touka [oCTyna,
npuHuMaeT 3HaveHuns 20, 40 n 80 MIu.

* OCHOBHOU KaHa/1 - napaMeTp MOXET 6bITb U3MEHEH TOJIbKO NPW NPOMNYCKHON CNOCOBHOCTN CTaTUYECKM
3a4aHHoro KaHana pasHol 40 MI'y,. KaHan 40 My, MOXHO cunTaTb COCTOALWMM U3 ABYX KaHanoB no 20
MI U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NePBUYHBIM U
BTOPMYHbIM KaHanamu. MepBuYHbI KaHas MCNO/b3yeTCs KNNeHTamu, KOTopble NOoAAEPXKMBAIOT TOIbKO
nosaocy nponyckaHnsa kaHana 20 My,

* Upper — nepBuYHbIM KaHasiom 6yaeT BepxHuii kaHan 20 MMy B nonoce 40 My
+ Lower — nepBMYHbIM KaHa10M ByaeT HMmxHWUIA KaHaun 20 MITy, B nonoce 40 MIu.

* MowHocme cueHasia, 0bm — perynupoeka MOLWHOCTK curHasna nepegatymka Wi-Fi B gbm. MpuHumaet

3HadeHne ot 10 go 19 abm.

© B cnyuae, ecriv B cnivcke «OrpaHnynTb CNCOK KAHAOB» yKa3aH HeAoCTYMHbIV 715 BbI6opa KaHaul, OH

Oy4eT oTMeyeH cepbiM LBETOM. [11A Toro, 4To6bl HoBas KoHdurypauus obisia npMeHeHa Ha TOUKY
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonvaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CNMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum Heo6xoaMMO yCcTaHOBUTbL NapameTp «LnpuHa kaHana» paHbii 40 MITy,. MNpy n3mMeHeHun
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHuio - <Lower»,
*+ kaHasbl 40 n 48 B cnucke «OrpaHMYnUTb CMMCOK KAHa/10B» MEHSAOT CBOW LIBET C CUHETO Ha Cepbli.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb «cepble» KaHasbl U3 CUCKa, TO
NPV HaXXaTnn Ha KHOMKy «[prMeHnTb» B 6pay3epe nosaBuTCA onbka - «<BBeeHHble faHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOMCXOAUT MO NPUYMHE TOrO, YTO KaHaslbl, BbIAENEHHbIE CEPLIM LIBETOM, B
cnucke «OrpaHMunTb CNMCOK KaHaI0B» He NOAXOAST Nog, onpeaeneHvne «OCHOBHO kaHas» = Lower.

B pasgene «[OoNo/IHUTENBHO» OCYLLECTBNSETCS HACTPOIKA A0NO/THUTENbHbIX NapamMeTPoOB paanonHTepdeiica
yCTpOWCTBA.
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JONoNHNTENBHO v

OBSS Coexistance
Mogaepxka DFS MpPHHYAWTENEHO w

KOpOTKWIA 33WWMTHEIA
WHTEpBan

STBC ]

lNepuog, oTnpasku 100
Cny#edHbIX
COOGLUEHWA, MC

Mopor dparMeHTauumn 2346
Mopor RTS 2347
Arperayma

KopoTkas npeamoyna

TexHonorka Airtime
Fairmess

OBSS Coexistence — pexnm aBTOMaTtn4yecKoro yMeHbLUIEeHNS WNPUHbI KaHana npu 3arpy>XeHHOM
paanoadupe. MNMpu ycTaHOB/IEHHOM dh1are pexxnm BK/IOYEH;
lModdepxxka DFS — mexaHn3m AMHaMN4eCcKoro Bbibopa 4acToThl. TpebyeT oT 6ecnpoBOAHbIX YCTPOWCTB
CKaHupoBaTb pagnoadunp 1 nsberartb UCMNOb30BaHNS KaHa10B, COBNaatoLmx ¢ kKaHasamMmu, Ha KOTOPbIX
paboTaloT paamonokaumoHHble cuctemsl B 5 Ty, ananasoHe:

* BbIK/IlOYEHO — MeXaHWN3M Bblk/toueH. DFS-kaHasbl He [OCTYMHbI 415 BbI6OPa;

* BK/IlO4EHO — MeXaHU3M BKJ/THOYEH;

* [IpuHyoumesibHO — MexaHu3M Bblk/odeH. DFS-kaHasbl [OCTynHbI 415 Bblbopa.
Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOr0 3aLllMTHOrO MHTepBaia. Touka gocTtyna
nepenaeT AaHHble, Mcnonb3ys 400 He 3awmTHBbI HTepBas (BMecTo 800 HC) NpU OBLLEHNM C KNNEHTaMM,
KOTOpble Takxe NoaLepX1BatT KOPOTKUIA 3allUUTHBIA NHTepBaUT,
STBC — meTof NpoCcTpaHCTBEHHO-BPEMEHHOIro 6/104HOT0 KOAMPOBAaHWSA, HAaMpaB/IEHHbIN Ha NOBbILLEHVEe
HaAEeXHOCTU nepesayun aaHHbIX. MNpu ycTaHOB/IEHHOM dh/iare yCTPOMCTBO nepefaeT OAMH NOTOK AaHHbIX
yepes HeCKOJIbKO aHTeHH. Ecnu dpnar He ycTaHOB/EH, YCTPOUCTBO He nepejaeT O4UH U TOT Xe MOTOK
[l@aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/yxebHbix coobweHul — nepnog, nocblnikn Beacon-thpelimos. ®pelimbl
nepegaroTcs A/ 06HapyXeHNsa TOUKM AocTyna B adhupe, npuHumMaeT 3HaveHmns 20-2000 mc, no
ymosi4anuio - 100 mc;
lMopoe hpaecmeHmMayuu — nopor pparmeHTauumn dpeima, B 6antax. MpuHMMaeT 3HavyeHust 256-2346, no
yMon4aHuio — 2346;
lMopoe RTS — ykasbIBaeT YNC/O0 GaiiT, Uepes KoTopoe nocbliiaeTcst 3anpoc Ha nepegady (Request to
Send). YMeHblLUEHME AAaHHOTO 3HAUYEeHMS1 MOXET YyULINTL PaboTy TOUYKM AOCTyna Npu 60/1bLWOoM
KO/IMYeCcTBE NOAK/IHOYEHHBIX K/TMEHTOB, OAHAaKO 3TO YMeHbLUaeT 06LLYH NPONYCKHYK CNOCOBHOCTb
6ecnpoBogHoin ceTu. MpuHMMaeT 3HavyeHust 0-65535, no ymonuanuwo — 2347,
Aepezayusi — BknoveHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — nCNo/b30BaHNe KOPOTKOM npeambysibl NakeTa;
TexHonozusi Airtime Fairness — doyHKUMS 3hMpHON paanofocTynHOCTU. MNpu ycTaHOB/IEHHOM hnare
hyHKLUMA aKTMBHA - 3OUPHOE BPEMS paBHOMEPHO pacrnpenensietca Mmexay nosb3oBaresisimu.
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5.5.3 MoameHo «AonosHUTENbHO»

B nogmeHI0 «[lonoNHUTENbHO» OCYLLECTB/IAETCA HACTPOIKa AOMOMHUTENbHbLIX NapaMeTpoB
paavonHTepencos ycTpocTea.

ELTEX  WEP-3ax
MOHWTOPUHT Radio VAP CeTeBble HACTPOMKN BHElWHWe CepBHCHI Cucrema - (BbIXOT)
Radio 2.4 Ty LononHUTENLHO
Radio 5Ty MmoGanbHas n3onAumMa O

[ONONHUTENEHO >

* [7106as1bHas u30/154yust - NPY YCTaHOBNEHHOM p/iare BK/IOYAETCH U30NAUMa Tpadvika Mexay KiveHTamm
pasHbix VAP 1 pasHbIX pagmonHTepdencos.

,ﬂ.flﬂ BCTYyNn/1€HNA B CUNY HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpI/IMeHI/ITb». .U,I'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.6 MeHo «VAP»

B meHto «VAP» BbINOSHSIETCS HACTPOiiKa BUPTYasibHbIX Touek gocTtyna Wi-Fi (VAP).

5.6.1 MNMoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTo6paatoTcst HacTpoiikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5MTu,.

Mo ymMon4aHuio Ha CTpaHuULLEe OTpaXakTcs TOMbKO NepBble YeTbipe VAP kaxaoro paavovHtepdeiica. Ans Toro,
4TO6bI YBMAETb NOJHbIV CMMCOK A0CTYMHbLIX VAP He06X0AMMO HaxaTb Ha KHOMKY «[oKa3aTk Bce». UTo6b!
BEPHYTb 0To6paxeHue konuyectsa VAP B cnvcke B UICXOAHOE COCTOSIHWE, HAXKMUTE Ha KHOMKY «CBEPHYTb».

7~
elTe WEP-3ax
MoruTopuHr Radio VAP CeTesble HACTPOWKK BHelwwHve cepsucs Cucrema - (Bblxon)
CymmapHo > 24Ty 5Ty
24Ty Pexmm
Pexum TpaHcnuposBatb Band VLAN General Wsonauuna
51Tu VAP  BkniouyeHo Gesonachoct VLAN ID SsID SsID Steer Trunk  Mode General VLANID  aboneHToB
VAPO BeikmiodeHo 1000 WEP-3ax_Portal ]
VAP1 WPAWPAZ 2 WEP-3ax_Personal O 0
VAPZ O BulkrioueHo Virtual Access Point 2 (2.4GH
VAPS O BulkrioueHo Virtual Access Point 3 (2.4GH
MokasaTk Bee
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+ VAPQ..15 — nopagKoBbIli HOMep BUPTYaslbHOM TOYKM A0CTYNa;

* Bks1o4eHOo — npu yCTaHOBNEHHOM ch/iare BMpTyasibHas ToYKa AOCTyna BKHYEHa, MHavye — BbIK/TIOYEH3,;

* Pexum 6e3onacHocmu — TN WNPOBaHNA AaHHbIX, UCNO/b3yeMblil Ha BUPTYyaslbHOW TOUYKe 40CTYNa;

* VLAN ID - Homep VLAN, c koToporo 6yaeT cHumarbca MeTka npu nepepade tpadvka Wi-Fi kiveHTam,
NOAKNOYEHHBIM K faHHoin VAP. MNpu npoxoxaeHnn Tpadnka B 06paTHy0 CTOPOHY, HETErMpoBaHHOMY
Tpaduky oT KneHToB 6yaeT npucBanBaTbest MeTka VLAN ID (npu oTkntoueHHoM pexxume VLAN Trunk);

+ SSID — nms BUpTyasibHOW 6ecnpoBOAHO ceTy;

+ TpaHcnuposams SSID — npu ycTaHOBNEHHOM donare BK/lOYEHO BellaHue B acpup SSID, nHave —
BbIK/TIOYEHO;

* Pexum Band Steer - npn ycTaHOB/IEHHOM dh/iare akTyBHO NPUOPUTETHOE NOAK/OYEHNE KneHTa K 5 Ty,
cetn. Ans paboTbl hyHKUUN HYXXHO co3faTb VAP ¢ ognHakoBbiM SSID Ha kaxaoM pagnovHTepdelice,
aKTMBMpOBaTb Ha HUX napameTp «Pexum Band Steer»;

+ VLAN Trunk — npun ycTaHOBNEHHOM (hriare aboHeHTY nepefaeTcs TerMpoBaHHbIN Tpaduk;

*+ General Mode — npv ycTaHOBNIEHHOM (piare paspeluaeTcs nepefaya HeTerMpoBaHHOIo Tpaduka
COBMECTHO C TErMpoBaHHbIM (AOCTYNHO Npu BKAtoueHHOM pexume VLAN Trunk);

« General VLAN ID — c yka3zaHHoro VLAN ID 6yaet cHumatbcsa metka u Tpadmk atoro VLAN 6yaet
nepegaH knneHty 6e3 Tera. MNpun NpoxoxaeHUn Tpadouka B 06paTHy0 CTOPOHY, HETETMPOBAHHOMY
Tpaduky OT KMeHToB byaeT npucBanBaTbcsa MeTka General VLAN ID;

* U3onsyus aboHEHMOB — NPV YCTaHOBIEHHOM ch/iare BK/IIOYEHa N30/1AumMa Tpadinuka Mexay KnneHtamuy B
npegenax ogHoi VAP.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.6.2 lMoameHto «VAP»

(TEX WEP-3ax

MOHWTODMHT Radio VAP CeTesble HACTPORKK BHelHWe CepBHCHI Cucrema - (Bbix0O)
CymmapHo VAPO VAP VAPZ VAP3 VAP4 VAPS VAPEG VAPT VAPS VAPS
24TTuy> VAP10  VAP11 VAP12 VAP13  VAP14  VAPI5
51Ty OBLWwWe HACTPOWKK

BrroueHo

VLAN ID

1000

551D WEP-3ax_Portal

<]

TpaHcnupoeats SSI1D

<]

Pexum Band Steer

WLAN Trunk

<]

<]

General Mode

General VLAN 1D

<]

MaonAauwa adoHeHToB

Mpuoputer DSCP v
Pexum Minimal Signal
MUHUMaNEHLIA YpOBEHS -73

curiana, gbm

Mopor ypoBHA curHana -70
NP1 poyMuHre, ABEM

WuTepaan Minimal 10
Signal, ¢

Pexum Ge30nacHOCTK WPA3 v

Knrou WPA ssssssee

(]

O6ume HacTpOikK

* Bk/1104eHO — Npu yCTaHOB/IEHHOM chnare BUPTYyasibHas Touka AOCTYna BK/IYEHa, MHayYe — BbIK/IH0YeHa,;

+ VLAN ID - Homep VLAN, ¢ koToporo 6yaeT cHumatbcs MeTka npu nepegadve Tpadvka Wi-Fi kiveHTam,
NOAK/THOYEHHbIM K AaHHOoN VAP. MNpu npoxoxaeHnn Tpadmnka B 06paTHyt0 CTOPOHY, HETErMpOBaHHOMY
TpaduKy oT KIMeHToB ByaeT npucBanBaTbest MeTka VLAN ID (npu oTknoueHHoM pexume VLAN Trunk);

+ SSID - msa BUPTYyasibHO 6eCnNpPOBOAHON CETYH;

+ TpaHcnuposams SSID — npy ycTaHOBNEHHOM doniare BK/IOYEHO BellaHue B acpup SSID, nHave —
BbIK/THOYEHO;

* Pexum Band Steer - npn ycTaHOB/IEHHOM ¢h/1are akTMBHO MPUOPUTETHOE NOAK/OYEHNE KneHTa K 5 T
cetn. Ans paboTbl PyHKLMN HYXXHO co3gaTb VAP ¢ ogmHakoBbiM SSID Ha KaxgoM pagmonHTepdeiice, u
aKTMBMpoBaTb Ha HUX napameTp «Pexunm Band Steer,

* VLAN Trunk — npu ycTaHOB/IEHHOM dhiare aboHEHTY nepefaeTcs TerMpoBaHHbIA Tpaduk,;

+ General Mode — npu ycTaHOB/IEHHOM (h/are paspeluaeTcsa nepegada HeTermpoBaHHOro Tpadguka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKIoueHHOM pexume VLAN Trunk);

+ General VLAN ID - c¢ ykazaHHoro VLAN ID 6yzeT cHumatbca meTka u Tpacumk atoro VLAN npoiget Ha
KnuneHTa 6e3 Tera. Mpu npoxoxaeHun Tpacurka B 06paTHy0 CTOPOHY Ha HETErMpoBaHHbIV Tpaduk 6yaeT
HaBewwmBaTbca meTka General VLAN ID;
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* U3on1syus aboHEHMOB — NPV YCTaHOBNIEHHOM (oiare BK/I0YeHa N30NAuns Tpadmka Mexay KMeHTamu B
npegenax ogHoi VAP.

* [Mpuopumem — BbIGOP cnocoba npuopuTnsaunn. Onpeaenser nose, Ha OCHOBaHUN KOTOPOro Tpadv,
nepeparowmiica B pagno nHtepderic byaet pacnpegensatbcs no ovepegam WMM:

+ DSCP - 6ypget aHanmsnpoBaTbea npuoputeT u3 nona DSCP 3aronoska IP-nakeTa;

+ 802.1p - 6yget aHanm3npoBaTbes npuopuTeT U3 nonst CoS (Class of Service) TermpoBaHHbIX
MakeToB.

* Pexum Minimal Signal — npn yctaHOB/IEHHOM donare yHKUMA OTKoYeHUS KneHTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. 15 paboTbl (PyHKLMOHaNa
Heob6X04MMO HACTPOUTL CrieaytoLme napaMmeTpsbl:

* MuHuMmasibHbIU YPOBEHb CU2HA/IA — YPOBEHb CUTHaNa B ABM, HUXe KOTOPOro NpoucxoanT
OTK/IHOYEHVE KIMEHTCKOro 060pyA0BaHNsA OT BUPTYasIbHON CeTK;

* [lopoe yposHs cuaHasia rnpu poyMuHae — ypoBeHb YyBCTBUTENIbHOCTU POYMUHTa B ABM, HVXe
KOTOPOro NPOVCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp JO/MKEH ObITb HXe, YeM MUHUMa/IbHBIU YPOBEHb cu2Haa: eCn MuHUMa lbHbIU
yposeHb cu2Hasna = -75 pbwm, 1o Nopoe ypoBsHs cu2Hasia npu poymMuHae [OMKeH ObiTb paBeH,
Hanpuwmep, -70 abwm;

* WiHmepsas Minimal Signal — nepvog, BpemeHu, N0 UCTEeYEHUN KOTOPOro NPUHMMaeTcs pelleHne 06
OTKJ/THOYEHUM KNIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* Pexum 6e3onacHocmu — pexvmM 6e30nacHOCTM focTyna K 6ecnpoBOAHON CeTu:

* BbIK/IIO4EHO — He WCMO/b30BaTh WKU(IPOBaHWe 419 nepefayn AaHHbIX. Touka AOCTynHa AN
MOAK/TIOYEHMA NHOOOTO K/TMEHTS,;

« WPA, WPA2, WPA/WPA2, WPA3 — cnocobbl LundypoBaHus, Npu Bbi6ope 04HOro 13 crnocobos oyaet
[OCTyNHa cnefyloLLas HacTponka:

+ Koy WPA — kniou/naposnb, He06XoAMMbIN AN NOAK/IHYEHNS K BUPTYa/lbHOWN TOUKe
foctyna. [l/ivHa kntoya coctasiser oT 8 4o 63 CMBO/OB;

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise — pexum LWingpoBaH1s KaHasa
6ecrnpoBOAHOl CBA3U, NPV KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [ HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepsepa. Npu BbI6Ope OAHOM0 M3 peXMMOB LUMdpoBaHns BydeT AOCTyrnHa cnegytouias

HacTpoiika:
RADIUS
Oomen root
IP-agpec RADIUS cepeepa 192.168.1.20
MNopt RADIUS cepeepa 1812
Mapone RADIUS cepeepa sesene @
MCnons30BaTs aKKAYHTUHT Yyepes RADIUS
Mcnonb30BaTs Apyrie HAcTPOMKK ONA akkayHTUMHra
|IP-anpec RADIUS cepeepa ONA akkayHTUHIA 192.168.1.20
Mopt RADIUS cepeepa ONA akkayHTUHE 1613
Mapons RADIUS cepeepa ONA akkayHTUHra [ITTTT] @
MepvonMYeckan OTNPaBKa akkayHTMHa
MHTepBan OTNPaBKK aKkkayHTUHra 30

+ [lomeH — pomeH nonb3oBarens;
+ IP-adpec RADIUS cepsepa — agpec RADIUS cepsepa;
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* Mopm RADIUS cepsepa — nopT RADIUS cepBepa, KOTOpbIi UCMOMb3yeTcs AN
ayTeHTMdmkKaumm 1 aBTopmsaunm,
+ lMaposb RADIUS cepsepa — naponb ana RADIUS cepsepa, ncnonb3yemoro g/
ayTeHTMdukKaumm 1 aBTopmsaunm,
* Vicnosnib308ame akkayHmuHz Yyepe3 RADIUS — npu yctaHoBNeHHOM thniare 6yayT
oTnpaBnAaATbLCA cooblieHnsa «Accounting» Ha RADIUS cepsep;
* Uicriosib308amb Opyaue HacmpoUiKu 0719 akKkayHmuH2a:
+ IP-adpec RADIUS cepsepa 0151 akkayHmuHza — agpec RADIUS cepsepa,
NCMNOJIb3yeMOro A1 aKKayHTUHTa;
+ lNaposb RADIUS cepsepa 07151 akkayHmuHz2a — naponb ana RADIUS cepsepa,
NCMNOJb3yeMOr0 A1 aKKayHTUHTa;
* Mopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTopbIi ByAeT ncnosb3oBaH ansa cbopa
akkayHTuHra Ha RADIUS cepsepe;
* [Nepuoduyeckasi omrnpaska akkayHmuHaa — BK/IHOUYUTb NEPUOLNYECKYO OTNPaBKy
coobuweHunii «<Accounting» Ha RADIUS cepsep:
* MIHmepBas omnpasku akkayHmuHaa — IHTepBaJs1 OTNpaBKun coobLeHunin «<Accounting»
Ha RADIUS cepBep B cekyHAax.

MopTaneHaa asToprsauns
BKNIO4UTD
HasBaHwe BUPTyanbHOro noprana default
Adpec AnA NepeHanpasnedua http://192.168.0.1:8080/eltex_portal/
RADIUS
Vicnonk3oBaTh akkayHTHHN Yepes RADIUS
[NomeH root
|P-anpec RADIUS cepeepa ANA akkayHTMHA 192.168.1.20
MopT RADIUS cepBepa ONA akkayHTUHE 1813
Mapone RADIUS cepeepa ANA akKKayHTMHA | seeees @
Mepuoguyeckas oTNPaBKa aKKAYHTUHIA
VIHTEpBan OTNPaBKK aKKayHTUHrA 30
OrpaHu4eHmns CKopocTH
BKNIO4HTD
VAP Limit Down Ol o KEHUT/C
VAP Limit Up O o KOWT/C
STA Limit Down Ol o KGHUT/C

STA Limit Up o KOUT/C

[MNopTanibHaa aBTopu3aLIns

Mpu pexnmax 6e3onacHocTu: BoikntoueHo, WPA, WPA2, WPA/WPA2, WPA3 Ha VAP focTynHa HacTpolika
nopTasibHOI aBTOpU3aLINNA.

* Bk/1104UMb - NPU YCTAHOBNIEHHOM dp/iare aBTopu3alusi nosib3oBateneli B ceTv 6yaeT Npon3BoANTLCS
nocpeAcTBOM BUPTYa/lbHOroO nopTana;

* HassaHue BuUpmyasibHo20 ropmasa - UMsi BAPTyas/lbHOro NnopTasia, Ha KoTopblii ByaeT nepeHanpaBieH
nosib30BaTesib Npu NOAKIHOUYEHNM K CETY;

* Adpec 07159 nepeHanpas/ieHus - afpec BHeLIHero BUPTyaslbHOro NnopTasna, Ha KoTopblii 6yaeT
nepeHanpas/ieH Nonb3oBaTesb NPU NOAK/IYEHUN K CET.
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RADIUS

Wcnonb3osameb akkayHmuHe 4epe3 RADIUS — npu ycTaHOB/IEHHOM (hriare 6yayT OTnpas/iaTLCA
coobuweHns «Accounting» Ha RADIUS cepsep;

* [lomeH — poMeH nonb3oBaTens,

IP-adpec RADIUS cepsepa 0151 akkayHmuHaa — agpec RADIUS cepBepa, Mcrnosb3yemoro ans
akKayHTUHT g,
IMopm RADIUS cepsepa 07151 akkayHmuHaa — NnopT, KOTOPbIA 6yAeT NCNo/b30BaH 418 coopa akkayHTUHra
Ha RADIUS cepsepe;
Maposib RADIUS cepsepa 0151 akkayHmuHa2a — naponb ana RADIUS cepeepa, ucnosbsyemoro gns
aKKayHTUHT g,
lNepuoduyeckas omnpaska akkayHmuHaa — BKIIIOUNTb NePUOLNYECcKyHo OTNPaBKy COOOLLEHWI
«Accounting» Ha RADIUS cepsep:

* VIHmepBas omrnpasku akkayHmuHaa — UHTepBaJs1 OTnpaBkun coobLieHunin «<Accounting» Ha RADIUS

CepBep B CeKyHOax.

OrpaHnyeHve cKkopoctu

Bk/mo4umb — aKTMBMPOBAaTh Nosie HacTPOoek;

VAP Limit Down — orpaHmyeHne nponyCcKHOM CNOCOBGHOCTN B HanNpaBfeHUN OT TOUKM AOoCTyna Ao
K/TMEHTOB (B CYMME), NOAK/THUEHHbIX K faHHoli VAP, K6nT/c;

VAP Limit Up — orpaH1U4eHne NponyckHO CNOCOGHOCTY B HanpaB/ieHnn OT KNUEHTOB (B cymMMme),
NOAK/MOYEHHbIX K gaHHon VAP, 0o Toukn goctyna, K6ut/c;

STA Limit Down — orpaHu4eHune nponyckHoli cnoco6HOCTU B HaNpaB/ieHUM OT TOYKM AoCTyna Ao
K/TMEHTOB (KaXXA0ro B OTAENbHOCTM), NOAKMOUEHHbIX K AaHHON VAP, Kbut/c;

STA Limit Up — orpaHuyeHune nponyckHoi cnoco6HOCTM B HanpaB/ieHUN OT KIMEHTOB (KaXAoro B
OTAENbHOCTM), NOAKMOYEHHBIX K AaHHO VAP, 1o Toukn goctyna, K6ut/c.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.7 MeHo «CeTeBble HAaCTPONKN»

5.7.1 MoameHto «CnuctemHas KoHdurypaums»

(TEX WEP-3ax

MOHWUTOPKMHD Radio VAP CeTeBble HAaCTPOHKKN BHewHwe cepemcs Cuctema - (BiXon)

CUCTEMHARA KOH(PUTypaums > MmA xocTa WEP-3ax

Ooctyn Meocrpaduyeckmn gomed root
VLAN ympasneHuA Forwarding v
VLAN 1D
MpoTokon Static v
Cratuueckmn IP 192.168.1.10
CeTesan macka 255.235.295.0
LWnwo3
MepeudHEIn DNS

BropuuHein DNS

* MIMsi Xxocma — ceTeBoe NMSA YCTPOWCTBA, 3aaeTcs CTpoka 1-63 CMMBOOB: NaTUHCKME 3ar/iaBHble 1
CTPOUHbIe BYKBbI, LMPPBbI, 3HAK AedInC «-» (Aednc He MOXET GbiTb NOC/IeAHUM CUMBO/IOM B UMEHM);
+ [eocpachudeckuli OOMeH - JIOMeH y3/1a iepesa YCTPOUCTB cucTeMbl ynpasneHns EMS, B koTopom
pacnonaraeTcs Touka JOCTyna;
* VLAN ynpas/neHus:.
* Bbik/moyeHo — VLAN yrnipaBfieHnsa He UCnonb3yeTcs;
+ Terminating — pexum, npn kotopom VLAN ynpasneHnsa TepMUHUPYETCS Ha ToUKe A0CTyna; B 3TOM

C/lydae y K/IMeHTOB, NMOAK/MIOYEHHbIX Yepes3 paanMonHTepdeinc, HeT goctyna Ao gaHHon VLAN;

« Forwarding — pexum, npu kotopom VLAN ynpaBneHus nepefaeTtcsa Takxke B paanonHTepdeinc

(npu cooTBeTCTBYtOLLEN HacTpoiike VAP).

VLAN ID — vaeHtudmkatop VLAN, ncnonb3yemslit Ans AoCTyna K yCTPOMCTBY, NPUHUMAET 3HaUYEHNs

1-4094;

*+ [Mpomokos — BbIGOP NPOTOKO/A, N0 KOTOPOMY ByAeT OCyLeCTBNATLCA NoakaveHne no Ethernet-
NHTEepdIecy yCTPOINCTBa K CeTV NpefocTaB/ieHns yCyr nposangepa:

+ DHCP — pexum paboThl, npn KotopoMm IP-agpec, macka noacetu, agpec DNS-cepsepa, W3 no
YMOJIHaHMIO U Apyrve napameTpbl, Heoo6xoanMble 15 paboTbl B ceTun, 6yayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4eckuy;

+ Static — pexum paboTbl, Npu KoTopoMm IP-agpec n Bce Heobxoanmble napameTpbl Ha WAN-
NHTEpdec HazHavarTcA cTatuyecku. Mpu Bolbope Tuna «Static» A4Ns pegakTMpoBaHnsa CTaHyT
[OCTYMNHbI cneayoLme napameTpsbl:

+ Cmamuvyeckuli IP — IP-appec WAN-nHTepdheiica yCcTpoicTBa B CETU NpoBaiiaepa;
+ Cemesasi Macka — MacKa BHeLUHel noacetu;
* LL103 — afpec, Ha KOTopbI OTMNPaBAseTCA NakeT, eC/in AJ/15 HEro He HaleH MapLpyT B
Tabnuue mapwpyTunsauumu;
+ lNepsuyHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepeepoB. Ecnn agpeca DNS-cepBepoB He
Ha3Ha4arTCca aBTOMaTM4Yeckn no npotokony DHCP, 3agaiiTe nx Bpy4yHylo.
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,ﬂ.flﬂ BCTYyn/1€HNA B CUNYy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpI/IMeHI/ITb». .U,I'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.7.2 ToameHo «JocTyn»

B nogmeHo «ocTyn» NpOU3BOAUTCA HACTPOMKa AocTyna K ycTpoicTBy nocpegctsom WEB-uHtepdpeiica,

Telnet, SSH, NETCONF n SNMP.

Mapons Ha 4YTeHue

Mapons Ha 3anucs

Adpec onA npuéma
Tpanoe v1

Anpec Ana npuéma
Tpanoe v2

Anpec onA npuéma
coobweHniA Inform
CUCTEMHOE UMA
yCcTpoicTBa
KoHTaKTHaR
WHCbopMaLUuA
NpoW3BOaMTENA
MecTononoxeHue
YCTDOWCTEA

Mapone B Tpanax

eLTEX WEP-3ax

MOHUTOPHHT Radio VAP CeTegble HACTPOMKKA BHewWH

CHCTEMHAA KOHQUIypauma WEE

Noctyn » HTTP-nopt

WEB-HTTFS

HTTPS-nopr

Telnet

SSH

NETCONF

SNMP

<]

a

a

O

public

private

- BbiX00

« [na BkNoveHus gocTyna K yctpoiicty yepe3 WEB-uHTepdheiic no npotokony HTTP yctaHoBute donar
HanpoTue «WEB». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NOMeHsiTb HTTP-nopT (no ymonuaxuto 80).
[nanasoH 4onycTMMbIX 3HA4YE€HUI NOPTOB, MOMNUMO YCTaHOB/IEHHOIO Mo ymonyaHuto, ¢ 1025 no 65535

BK/TOUNTESIBHO,

« [nsa BknoveHus goctyna K yctpoiicty yepes WEB-nHTepdoeiic no npotokony HTTPS yctaHoBuTe donar
HanpoTtne «WEB-HTTPS». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NomMeHsiTb HTTPS-nopt (no
ymMonyaHumio 443). lnanasoH AonyCTUMbIX 3HAYEHWUIA NOPTOB, MOMUMO YCTAHOB/IEHHOMO MO YMO/IYaHMIO, C

1025 no 65535 BKIHOUNTENBHO;

© O6parute BHUMaHWe, NOPThbI 415 NPOTOKo/10B HTTP 1 HTTPS He A0/MKHbI UMETL OAMHAKOBOE

3Ha4YeHune.

« [1ns BKOYEHMS AOCTyna K yCTpoiicTBy uepes Telnet yctaHoBMTe donar HanpoTuB «Telnet»;
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+ [nsa BKIOYEHNA focTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe donar Hanpotus «SSH»;
+ [nsa BknoveHus goctyna K yctporictsy yepe3 NETCONF yctaHosuTe donar Hanpotmue «NETCONF».

MporpammHoe o6ecneveHne WEP-3ax, WEP-3ax-Z no3BonsieT NpoBOAMTb MOHUTOPUHI COCTOSIHUS YCTPOCTBa
N ero A4aTymkoB, Ucnonb3ysa Npotokonn SNMP. YCTpolicTBO nogaepXusaeT NpoTokosbl Bepcuii SNMPv1,
SNMPv2.

[na n3ameHeHusa Hactpoek SNMP-areHTa ToukM fOCTyna, He06X0A4MMO BbICTaBUTh donar Hanpotue «SNMP» r
Haxatb Ha ccbl/iky «SNMP», OTKpOETCA Cnncok napameTpoB AOCTYMHbIX 419 PpeAakTUPOBaHUS:

« [Maposib Ha YmeHue — Naposb Ha YTeHne napaMeTpoB (06LWEeNPUHATBLIN: public);

« Maposib Ha 3anuck — Naposib Ha 3anucb napameTpoB (06LLENPUHSATBIN: private);

+ Adpec 071 npuéma mparos v1 — IP-agpec nnn gomeHHoe nms npuemHmka coobweHnii SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 0719 npuéma mparios v2 — IP-agpec nnn JoOMeHHoe nMs npuemMHmka coobeHnii SNMPv2-trap B
topmate HOST [COMMUNITY [PORT]];

« Aodpec 9515 npuéma coobwjeHuli Inform — IP-agpec nnn JoMeHHoe UMS NPUeMHUKa coobLueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

+ CucmemHoe umsi ycmpoticmsa — NMSl YyCTPOICTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTaKTHas MHhopmaLusa NPonN3BOANTENS YCTPOICTBA,

+ MecmonosnoxeHue ycmpotlicmsa — UHopMauust 0 MECTONOSIOXKEHUN YCTPONCTBa,

* Maposib 8 mparnax — Nnaposib, CoAepxalmniica B Tpanax (no ymonyasuto: trap).

Hwxe npuBegeH CNMCoK 06bLEKTOB, NOAAEPXMBAEMbIX A/ UTEHUSA Y KOH(PUTYPMPOBaHKSA NOCPeaCTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPUHI NapaMeTpPoB TOYKM AOCTyNa U NOAK/IHOUEHHbIX KIIMEHTCKUX YCTPOWCTB;
+ eltexLtd.1.127.3 - ynpaBneHune Toukoli gocTtyna (nepesarpyska).

roe eltexLtd — 1.3.6.1.4.1.35265 - ngeHtuncoukartop npegnpuatnsa TEKC.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.8 MeHt0 «BHellHMe cepBUCHI»

5.8.1 MoameHto «[MopTasibHas aBTopusauuns»

MoameHto «MopTanbHasA aBTOpU3aUUs» NpeaHasHaueHo /1 BK/UYEHMS] U HAaCTpolikn ceperca APB Ha Touke
focTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHns NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOJK/THOUYEHHbIX K CEPBUCY.

ELTEX  WEP-3ax

IMOHWTOPHHT Radio VAP CeTeBble HaCTPOWKK BHELUHWE CEPBMCHI Cuctema - (BbIXOO)
MopTansbHas asTopu3aLma » BRMIO4UTE
Anpec cepsuca APB ws://192.168.1.1:8090/apb/broadcast

* Bksmo4umb — Npy yCTaHOBEHHOM donare Touka byaeT nogkaoyarbcsa K cepsucy APB, agpec kotoporo
ykasaH B none «Agpec cepsuca APB», ans obecneyeHnss nopTasibHOr0 POyMUHTa K/IMEHTOB;

+ Adpec cepsuca APB - agpec cepsuca APB an1s nogaepXkn poyMnHra B pexmmMe nopTasibHO
aBTopu3auuun. 3agaertcs B oopmare: «ws://<host>:<port>/apb/broadcast».

5.9 MeHo «Cuctema»

B MeHI0 «CucTema» BbINOSHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pas/iyHbIM
NPOTOKO/1aM, NPON3BOAUTCS CMeHa Naposnsi 1 06HOB/IEHVE NPOrPaMMHOr0 06ecneyeHns ycTpoiicTea.

5.9.1 MoameHto «O6HoBNEeHMe MO ycTpoincTBar

MogmeHto «O6HOBMeHUe MO ycTpoicTBar NpefHasHavYeHo a1 06HOBMNEHMA NporpaMMHOro obecnevyeHmns
YCTPOWCTBA.

ELTEX  WEP-3ax

MOHUTOPMHI Radio VAP CeTesble HACTPOWKKN BHelwHWe CepBUCH Cucrema - (BbIXOZ)
OBHoBneHue MO ycTpoilcTsa > AKTMBHaA sepcus MO
KoHdurypauma

AkmyansHas eepeus 10 docmynHa no adpecy. hitp.eltex-co_ru/supportidownloads/
Mepesarpyska
®ain o0HOBNEHHA MO | BulGepuTe ann \ @ain He BoIOpaH
Mapons

KypHan

[ata u spemsa
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+ AkmusHasi sepcusi 10 — Bepcusi NPOrpaMMHOro obecrneyeHmns, ycTaHOBNEHHOIO Ha YCTPOCTBE,
paboTatoLlasi B 4aHHbI MOMEHT;
* PesepsHasi sepcusi 10 — Bepcus NporpammMHoOro obecneyeHuns, ycTaHOB/IEHHOTO Ha YCTPONCTBE, Ha
KOTOPYO MOXHO NnepekntounTbes 6e3 3arpysku taiina Mo,
+ Coesnamb akmusHoU — KHOMKa, N03BO/IAOLWANA caenatb pe3epBHyto Bepcuto MO akTMBHOM, AN
aToro noTpebyeTcs nepesarpyska ycTporictsa. AKTBHas Bepcus MO B 3TOM C/iyyae cTaHeT
pe3epBHOIA.

O6HoBEHME MPOrpaMmMHOro obecnevyeHms

3arpysute chaiin MO c caiita http://eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha Komnbtotepe. Nocne
3TOro HaXXMUTe KHOMKy «Bblbepute daiin» B none ®adisn 06HosieHus MO n ykaxuTe nyTb K chainny MO B
hopmare .tar.gz.

[ns 3anycka npouecca 06HOB/IEHNSE HEOBXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOB/EHME. [pouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyweM ctatyce 6yAeT ykazaHo Ha CTpaHuLE), NOC/e Yero
YCTPOICTBO aBTOMATUYECKM Nepe3arpy3nTcs.

© He oTknovaiiTe NUTaHMe yCTPOIICTBa, HE BbINOJHANTE ero nepesarpysky B npotecce o6HosneHus Mo.

5.9.2 MoameHto «KoHurypaums»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHNEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

=LTEX

IMOHWUTOPKHI Radio VAP CeTeBble HACTPOMKH BHeLWHWe CEPBUCH Cucrema - (Bblx00)

WEP-3ax

O6HoBNEHUe MO ycTpoilcTaa Mony4nTh apxve r* Ckadats
KOHCDWIYpaLum C yCTpORCTBa

KOHQMrypaums >

Mepesarpyska

Maponb

HypHan

3arpysuTb apxuB | BribepuTe ain | ®ain He BrIOpaH

KOHGMrypaumm Ha yCTPONCTEO

CBpoc Ha 3aBofckue

CoXpaHnTb NapaMeTpel 4OCTyna

[ara u spema

[Nony4yeHne KkOHJMrypauum

YT0O6bl COXpaHUTb TEKYLLYIO KOH(PUTYpaLMIO YCTPOCTBA Ha IOKasIbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKauaTb».

O6HoBAEHUE KOHUTYpaLUnu

[ns 3arpy3ky coXxpaHeHHOro Ha JIoKaJlbHOM KOMMbloTepe dhaina KoHUrypauum Ncnonb3yeTcsa NyHKT
3azpy3umb apxus KoHghuaypayuu Ha ycmpolicmso. [Ans 06HOBNEHMSA KOHGUIypauum yCTpoicTBa HaXMUTE
KHOMKY «BblGepuTe chaiin», ykaxkute caiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHas KOH(UrypaLmusa npuMmeHseTcs aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoicTBa Ha 3aBOACKNE HACTPONKN

UTo6bl caenatb CO6POC BCEX HACTPOEK YCTPOCTBA Ha CTaHAAPTHbIE 3aBOACKME YCTAHOBKU, HAXXMUTE KHOMKY
«C6poc». Ecnu akTBrpoBaH chnar «CoxpaHnTb NnapamMeTpbl 40CTynar, To 6y4yT COXPaHeHbI Te napameTpbl
KOHGpMrypaLmm, KoTopble 0TBEYAKOT 3a A0CTYN K YCTPOCTBY (HacTpoiika IP-agpeca, HaCTpoiiku foctyna no
Telnet/SSH/SNMP/Netconf/WEB)
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5.9.3 TloameHio «lMepe3arpyska»

[na nepesarpyskn yCTpocTBa HaXKMUTE Ha KHOMKY «lMepe3arpy3skar. MNpouecc nepesanycka ycTpoinctea
3aHUMaEeT NPUMEPHO 1 MUHYTY.

"ELTEX  WEP-3ax

IMOHWTOPHHT Radio VAP CeTeBble HACTPOMKM BHeLIHWE CepBUCHI Cuctema - (BbIXOM)

O6HoBneHne MO ycTpoilcTea Mepe3arpy3ka ycTpoRCTEa

KoHgmrypaums

Mepesarpyska »
Maponb
HypHan

Lata u Bpema

5.9.4 TogmeHio «lMaponb»

Mpw Bxoae yepe3 WEB-uHTepdeiic agmmuHuctpatop (naposib no ymonyaHuto: password) MMeEeT NosiHbIii A0CTYn
K YCTPOIACTBY: YTEHME 1 3aNUCH J1H0ObIX HACTPOEK, MOJHbIA MOHUTOPMWHI COCTOSIHWNS YCTPOICTBA.

[nsi cMeHbl Napons BBeAUTE HOBbLIV Naponb CHavana B nose «Maponb», 3aTeM NOBTOPUTE HOBbIN Naposib B
none «roareepxaeHve Naposns» N HOKMUTE KHOMKY «MPUMEHUTb» OJ/19 COXpaHEHUs1 HAaCTPOEK.

WELTEX  WEP-3ax

MOHUTOPUHT Radio VAP CeTeBble HaCTPOMKH BHELUHKE CEPBUCHI Cucrema -~ (Bbix0a)
OGHoBneHue MO ycTpoiicTea Maponk @
KoHpurypauyus MofaTBEpAEHWE Napona &

MNepesarpyska
+ [pUMEHNTE X OTmeHa
Mapons >

KypHan

Lara U BpEMA
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5.9.5 TloameHo «©KypHau»

MoameHo «KypHan» npefHa3HavyeHo A1 HACTPOMKM BbIBOAA Pa3HOro poga OTn1af0uHbIX COOOLEeHW
CUCTEMbI B LIeNsIX 06HapyXeHus npuynH npobnem B paboTe yCTponcTaa.

ELTEX  WEP-3ax
MOHHUTOPUHT Radio VAP CeTeBbie HaCTPONKH BHelwHWe cepsnchb Cucrema - (BbIXOL)
OGHoENeHHe MO ycTpoicTea Pestium Cepeep W tain v

KoHurypauma Adpec Syslog-cepeepa syslog.server
Mepesarpyska MopT Syslog-cepeepa 514
Mapons Pasmep chaiina, kb 1000
HypHan
+ [pMMEHNTL X OTmeHa

[ata v Bpemsa

* Pexxum — pexum paboTbl Syslog-areHTa:
* Jloka/ibHbIl ¢halin — nHGopMaums XypHasia CoxpaHsaeTca B /IoKasibHOM chaiisie n ocTyrnHa B
WEB-uHTepdelice ycTpoiicTBa Ha BKnagke «MOHUTOPUHI/XKypHast COBbITUI»,
+ Cepsep u ¢halin — nHpopmaums XXypHana oTnpasBaseTcs Ha yaaseHHblli Syslog-cepsep u
COXpaHsieTcs B JIOKa/IbHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnn gomeHHoe ums Syslog-cepsepa;
* Mopm Syslog-cepsepa — NopT ANs BXoASALWMX coobLeHni Syslog-cepeepa (No ymonyaHuto 514,
[AonycTumble 3HaveHust 1-65535);
+ Pasmep ¢halina, kKb — MakcumasibHbIil pasmep daiina xypHana (gonyctumble 3HadeHns 1-1000 KB).

5.9.6 TMoameHio «data n Bpemsa»

B nogmeHto «jata u BpeMsi» MOXHO HACTPOWUTbL BPEMS BPYUHYH UM C MOMOLLbIO MPOTOKO/A CUHXPOHM3aLIMN

BpemMeHun (NTP).

BpyuHyto
ELTEX  WEP-3ax
MOHMTOPHHI Radio VAP CeTeBble HACTPORKK BHeLWWHWE CepBUCH Cucrema - (Bbixom)
OGHoBNeHue MO yCTpoiicTea Pexum @ Bpyudylo (O NTP cepsep
KomdmrypaLms [ara v BpeMa yCTpoRcTea 10.07.2020 13:20:26 | # Penartvposars
Yacosoif noac Mockea, Poccha v
MNepesarpyska
BKMIO4YUTL Nepexoj Ha NeTHee
Mapons spems
JypHan Mepexod Ha NeTHes BpeMA (He eniGpaHo) (He eniGpano) (He ebifpaqo) B —
ypHar
[aTa v Bpems » MNepexoa Ha 3UMHEE BpemA (He eiBpat+o) (He exiGparo) (He ewibparo) |B| -
CABWr BpEMEHN (MHH.) 60
+ TpuMeHnTL ® OTmena

+ [Jama u Bpems ycmpolicmsa — Aata 1 BpeMs Ha YCTPOICTBE B AaHHbIi MOMEHT. Ecnin Tpebyetcs
KOPPEKLS, HAXXMIUTE KHOMKY «PeaakTnpoBaTb,
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+ [ama, spemsi — 3af,ainTe TeKyLLyH AaTy U BPEMS UM HOKMUTE KHOMKY «Tekyllas gara v Bpems»

AN ycTaHOBKM BpemeHu MK Ha ycTpoicTBO;

*+ Yacosol rnosic — no3BoNSET YCTAHOBUTb YaCOBO MOSAC B COOTBETCTBMMN C 6/IVXKANLLMM rOPOAOM B
Bawem pervoHe 13 3a4aHHOro Cnmncka;

* Bksioyums repexoo Ha siemHee spemMsi — NP YCTaHOB/IEHHOM dofiare nepexog Ha neTHee/3vMHee

BpemMA 6y,qu BbIMOJ/IHATLCA aBTOMAaTU4e€CKN B 3aAaHHbII7I nepunoj spemMeHun:

* [Mepexod Ha nemHee BpeMsi — IeHb 1 BpeMsi, Koraa 6y1eT BbINOMHATLCSA Nepexoq Ha neTHee

BpeMS;

+ [Nepexod Ha 3uMHee BPeMsi — [ileHb U BPeMS, Koraa GyeT BbINOMHATLCS Nepexos Ha 3UMHee

BpeMS;

+ CoBue BpeMeHU (MUH.) — Nepyof BPEMEHM B MUHYTaX, HA KOTOPbIA BbINO/THAETCS CABUT BPEMEHMN.

NTP cepsep

LTEX

MOHWTOPUHT Radio VAP

OfHoBneHue MO ycTpoicTea
KoHurypauma
Mepesarpyaka

Maponb

ypran

[arta v BpemA >

WEP-3ax

PenM

[lata n Bpema yCTpoRCTea
NTP cepsep

Yacosoil noAc

BIMIO4MTE NEpPexoq, Ha NeTHee
BpEMA

Mepexod Ha NeTHee BpeMA

MNepexoq Ha 3UMHes Bpema

CABM BPEMEHN (MHH.)

CeTeBble HaCTPOWKK BHellHWe CepBHCH Cucrema

() BpyyHyro @ NTP cepeep
10.07.2020 13:20:58

pool.ntp.org -

Mocksa, Poccua hd

(He ébi0paHo) (He 8b10paHo) (He 8bl0paHo)

(He 85i60aH0) (He 8bIGPaHO) (e 8516pEH0)

60

+ [IpUMEHNTL ® OTmeHa

- BbIX0f)

+ [lama u spemsi ycmpolicmsa — aata v BpeMs Ha YCTPOWCTBE B AAHHbIA MOMEHT,

* NTP cepsep — IP-agpec/pomMeHHOe UMSA cepBepa CUHXPOHU3aUnmn BpeMeHn. Bo3MOXHO 3a4aTtb agpec

NN BbIGPATb M3 CYLLIECTBYIOLLETO CMNCKA,

+ Yacosol rnosic — N03BONSET yCTaHOBUTb YacOBOM NOSIC B COOTBETCTBUM C G/IMXKaALLMM ropoAom B
Bawem pervioHe 13 3aaHHOro cnvcka.

Ansa BCTYMJ/ieHna B CuUny HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HACTPOEK B 3HEPIrOoHE3aBNCMYIO NMaMATb

HaXXMUTE KHOIMKY «I'Ipu:vleHumb». [na oTMeHbl N3MEHEHWUIT HAXMUTE KHOMKY «OmmeHanr.

49



PykoBogacTBo no akcnayarauun WEP-3ax, WEP-3ax-Z

6 YnpaB/ieHne YyCTPOMNCTBOM C NOMOLLIO KOMaHAHO CTPOKM

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoIicTBa, HaXXMITe codeTaHue Knasuil (B aHrnniickoii packnagke) - [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexofa B npeablayLinii pasgen KoHpurypaumm BeeamTe kKomaHay - exit.

6.1 MoakntyeHne K yCTpomnCcTBy

Mo ymonuyanuto yctpoiicteo WEP-3ax, WEP-3ax-Z HacTpoeHo Ha nony4veHue agpeca no DHCP. Ecnv atoro He
NPOU30LLSIO, NOAKMHOUNTLCA K YCTPOMCTBY MOXHO MO 3aBofckomy IP-agpecy.

© 3asopckoii IP-agpec yctpoiictea WEP-3ax: 192.168.1.10, macka noacetu: 255.255.255.0.

MogxnYeHne K yCTpocTBy ocylecTsasieTcs ¢ nomowbio SSH/Telnet:

ssh admin@<IP-adpec ycmpolicmsa> , fanee BBOAMM Naposb

telnet <IP-adpec ycmpolicmsa>, BBOAVM /TIOTMH U Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HaCTPOﬁKa CTaTudeCKMX ceTeBbIX NapaMeTpoB TOYKM AoCcTyna

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# br0

WEP-3ax(config):/interface/br0# common

WEP-3ax(config):/interface/br0/common# static-ip X.X.X.X (rae X. X.X.X - |P-agpec WEP-3ax)
WEP-3ax(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X - Macka nogcetn)
WEP-3ax(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X - IP-agpec dns-cepsepa
Ne1)

WEP-3ax(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X - IP-agpec dns-cepsepa
Ne?2)

WEP-3ax(config):/interface/br0/common# protocol static-ip (/13veHeHne pexviva paboTsl ¢ DHCP Ha
Static-IP)

WEP-3ax(config):/interface/br0/common# save (CoxpaHeHne HacTpoek)

Jo6aBneHne ctTaTnyecKkoro MapuipyTta

WEP-3ax(config):/interface/br0/common# exit

WEP-3ax(config):/interface/br0# exit

WEP-3ax(config):/interface# exit

WEP-3ax(config):/# route

WEP-3ax(config):/route# add default (rae default - HazsaHne maplupyTa)
WEP-3ax(config):/route# exit

WEP-3ax(config):/# route

WEP-3ax(config):/route# default

WEP-3ax(config):/route/default# destination X.X.X.X (rae X.X.X.X - |P-agpec cetn nnn y3na HasHa4yeHus,
Ans nedontHoro maplupyTa - 0.0.0.0)

WEP-3ax(config):/route/default# netmask X.X.X.X (rge X.X.X.X - Macka ceTv HazHauyeHus, A5
aedhonTHoro mapiupyta - 0.0.0.0)

WEP-3ax(config):/route/default# gateway X.X.X.X (rae X.X.X.X - |P-agpec wno3a)
WEP-3ax(config):/route/default# save (CoxpaHeHne HacTpoek)

HacTpoiika nonyyeHus ceTeBbIX NnapaMmeTpos no DHCP

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# br0

WEP-3ax(config):/interface/br0# common
WEP-3ax(config):/interface/br0/common# protocol dhcp
WEP-3ax(config):/interface/br0/common# save (CoxpaHeHne HacTpoek)
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6.2.1 HacTpolika ceTeBbIX NapameTpoB C NOMOLLbIO YTUINUTLI Set-management-vlan-mode

HeTerupoBaHHbIli gocTyn

MonyyeHne ceteBbix HacTpoek no DHCP:
WEP-3ax(root):/# set-management-vian-mode off protocol dhcp

Cratnyeckue HaCTQOVIKMZ

WEP-3ax(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (roe X.X.X.X - ctatnueckuii IP-agpec, Y.Y.Y.Y - macka noacetu, Z.Z.Z.Z - Winto3)

DocTtyn yepes VLAN ynpaBneHus B pexume Terminating

Mony4yeHne ceteBbiX HAacTpoek no DHCP:

WEP-3ax(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rae X - VLAN ID,
MCNONb3yeMblil 418 40CTyNa K YCTPOCTBY. Bo3MOXHble 3HaueHus: 1-4094)

Cratunyeckue HaCTQOVIKl/IZ

WEP-3ax(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rae X - VLAN ID, ucnonb3yemblii Ana goctyna K yCTpOncTBy,
BO3MOXHble 3HaueHus: 1-4094; X.X.X.X - ctatndeckuii IP-agpec; Y.Y.Y.Y - macka noacetu; Z.Z.Z.Z - nto3)

JocTtyn yepes VLAN ynpaBneHus B pexume Forwarding

MNonyyeHne ceteBbix HacTpoek no DHCP:

WEP-3ax(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X - VLAN ID,
MCNONb3yeMblil 418 4OCTyNa K YCTPOCTBY. Bo3MoXHble 3HaueHus: 1-4094)

Cratnyeckme HacTpOWKK:

WEP-3ax(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rae X - VLAN ID, ucnonb3yemblii Ana AocTyna K yCTpOncTBy,
BO3MOXHble 3HaueHus:: 1-4094; X.X.X.X - ctatnyeckuii IP-agpec; Y.Y.Y.Y - macka noacetw; Z.Z.Z.Z - Wwinio3)

3aBeplueHne U coXpaHeHne HaCcTPoeK

WEP-3ax(root):/# save (CoxpaHeHuie HacTpoek)

6.3 HacTpolika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpw HacTpolike VAP cnefyet NOMHUTB, YTO Ha3BaHWe UHTepPAeicoB B AnanasoHe 2.4 [T, HaumHaeTcs ¢
wlan0, B gnanasoHe 5 My, — wlan1.
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Tabnuua 7 - KomaHabl A4nsi HaCTPOWKK pexnma 6eszonacHocT Ha VAP

Pexxm 6e3onacHocTu KomaHga ans HacTpoiiku pexuma 6e3onacHocTu
Be3 napons mode off

WPA mode WPA

WPA?2 mode WPA2

WPA/WPA2 mode WPA_WPA2

WPA3 mode WPA3

WPA-Enterprise mode WPA_1X

WPAZ2-Enterprise mode WPA2_1X

WPA/WPA2-Enterprise mode WPA_WPA2_1X

Hwxe npeactaBneHbl npuMepbl HAcTPorikn VAP ¢ pa3nnyHbiMu pexmmammn 6esonacHocTy ans Radio 51Ty,
(wlan1).

6.3.1 HacTtpoiika VAP 6e3 lumndpoBaHus

CospgaHue VAP 6e3 wincpoBaHus

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan1-vap0

WEP-3ax(config):/interface/wlan1-vap0# common
WEP-3ax(config):/interface/wlan1-vap0/common# enabled true (Bk/itoueHne BUPTYasbHOR TOUKN
[ocTyna)

WEP-3ax(config):/interface/wlan1-vap0/common# exit

WEP-3ax(config):/interface/wlan1-vap0# vap

WEP-3ax(config):/interface/wlan1-vap0/vap# ssid 'SSID_WEP-3ax_open' (/13vieHeHne nmexn SSID)
WEP-3ax(config):/interface/wlan1-vap0/vap# ap-security ([lepexos B 6510k HACTPOEK pexrma
6e3onacHocTy Ha VAP)

WEP-3ax(config):/interface/wlan1-vap0/vap/ap-security# mode off (Pexim wnchposaHus off - Bes
napons)

WEP-3ax(config):/interface/wlan1-vap0/vap/ap-security# save (CoxpaHeHue HacTpoek)
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6.3.2 HacTtpoliika VAP ¢ pexumom 6e3onacHoctn WPA-Personal

CospaHue VAP c pexumom 6e3onacHocTu WPA-Personal

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan1-vap0

WEP-3ax(config):/interface/wlan1-vap0# common
WEP-3ax(config):/interface/wlan1-vap0/common# enabled true (Bk/itoueHne BUpTYasibHOM TOYKM
focTyna)

WEP-3ax(config):/interface/wlan1-vap0/common# exit

WEP-3ax(config):/interface/wlan1-vap0# vap

WEP-3ax(config):/interface/wlan1-vap0/vap# ssid 'SSID_WEP-3ax_Wpa2' (/1zvieHeHve nveHn SSID)
WEP-3ax(config):/interface/wlan1-vap0/vap# ap-security (lepexoz B 6710k HACTPOEK pexnma
6e3onacHocTy Ha VAP)

WEP-3ax(config):/interface/wlan1-vap0/vap/ap-security# mode WPA_WPA2 (Pexim LuntpoBaHus -
WPA/WPA?2)

WEP-3ax(config):/interface/wlan1-vap0/vap/ap-security# key-wpa password123 (rae password123 -
K/1k04/naposib, He06XoAMMbIV A/15 NOAKMOUEHNS K BUPTYasIbHOM Touke JocTyna. [/iMHa Koda Ao/mkHa
COCTaBNATb OT 8 A0 63 CUMBOJIOB)

WEP-3ax(config):/interface/wlan1-vap0/vap/ap-security# save (CoxpaHeHre HacTpoek)
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6.3.3 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3zgaHue VAP c pexxumom 6esonacHocTy WPA2-Enterprise c nepnoguyeckoii oTnpaBKOW akKKayHTUHIa Ha
Radius-cepBep

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan1-vap0

WEP-3ax(config):/interface/wlan1-vap0# common

WEP-3ax(config):/interface/wlan1-vap0/common# enabled true (Bk/itoueHne BUpTYasibHOM TOYKM
focTyna)

WEP-3ax(config):/interface/wlan1-vap0/common# exit

WEP-3ax(config):/interface/wlan1-vap0# vap

WEP-3ax(config):/interface/wlan1-vap0/vap# ssid 'SSID_WEP-3ax_enterprise' (/13veHeHne nvieHn SSID)
WEP-3ax(config):/interface/wlan1-vap0/vap# ap-security (lepexoz B 6710k HACTPOEK pexnma
6e3onacHocTy Ha VAP)

WEP-3ax(config):/interface/wlan1-vap0/vap/ap-security# mode WPA_WPA2_1X (Pexum wndpoBaHus -
WPA/WPA2-Enterprise)

WEP-3ax(config):/interface/wlan1-vap0/vap/ap-security# exit
WEP-3ax(config):/interface/wlan1-vap0/vap# radius
WEP-3ax(config):/interface/wlan1-vap0/vap/radius# domain root (rze root - [lomeH noss3osatess)
WEP-3ax(config):/interface/wlan1-vap0/vap/radius# auth-address X.X.X.X (rae X.X.X.X - IP-agpec
RADIUS cepgepa)

WEP-3ax(config):/interface/wlan1-vap0/vap/radius# auth-port X (rze X - MopTt RADIUS cepsepa, KoTopsblii
MCnonb3yeTcs ANs ayTeHTUMKaLMM 1 aBTopu3aumm. Mo ymonyaHumio: 1812)
WEP-3ax(config):/interface/wlan1-vap0/vap/radius# auth-password secret (1€ secret - [Naposib s
RADIUS cepBepa, UCrnonb3yeMoro Ass ayTeHTUdmKaLumMm 1 aBTopusatiim)
WEP-3ax(config):/interface/wlan1-vap0/vap/radius# acct-enable true (Bk/toueHne otnpasky coobLeHni
«Accounting» Ha RADIUS cepsep. Mo ymonuyaHuto: false)
WEP-3ax(config):/interface/wlan1-vap0/vap/radius# acct-address X.X.X.X (rae X.X.X.X - IP-agpec
RADIUS cepBepa, Cnosb3yemoro A/1s1 akkayHTUHra)
WEP-3ax(config):/interface/wlan1-vap0/vap/radius# acct-password secret (r/e secret - [apons ans
RADIUS cepBepa, Cnosb3yemoro A/1s1 akkayHTUHra)
WEP-3ax(config):/interface/wlan1-vap0/vap/radius# acct-periodic true (Bk/itoueHvie nepnogmnyeckoi
OTNpaBKK coobLeHunit «Accounting» Ha RADIUS cepeep. Mo ymonyaHuto: false)
WEP-3ax(config):/interface/wlan1-vap0/vap/radius# acct-interval 600 (/IHTepBan oTnpasky CooOLEHNT
«Accounting» Ha RADIUS cepsep)

WEP-3ax(config):/interface/wlan1-vap0/vap/radius# save (CoxpaHeHne HacTpoek)
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6.3.4 HacTtpoliika VAP c nopTtanbHOi aBTopusaumeii

KomaHgb! A1 HACTPOIIKM NOPTa/IbHOW aBTOpU3aLUN C OTNPABKOI akkayHTUHra Ha Radius-cepeep

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan1-vap0

WEP-3ax(config):/interface/wlan1-vap0# common
WEP-3ax(config):/interface/wlan1-vap0/common# enabled true
WEP-3ax(config):/interface/wlan1-vap0/common# exit

WEP-3ax(config):/interface/wlan1-vap0# vap

WEP-3ax(config):/interface/wlan1-vap0/vap# vlan-id X (rae X - VLAN-ID Ha VAP)
WEP-3ax(config):/interface/wlan1-vap0/vap# ap-security ([lepexo/ B 6710k HACTPOEK pexnma
6e3onacHocTy Ha VAP)

WEP-3ax(config):/interface/wlan1-vap0/vap/ap-security# mode off (Pexuim wnchposanus off - bes
napons)

WEP-3ax(config):/interface/wlan1-vap0/vap/ap-security# exit
WEP-3ax(config):/interface/wlan1-vap0/vap# ssid 'Portal_WEP-3ax' (/13veHeHne nvieHn SSID)
WEP-3ax(config):/interface/wlan1-vap0/vap# captive-portal
WEP-3ax(config):/interface/wlan1-vap0/vap/captive-portal# scenarios
WEP-3ax(config):/interface/wlan1-vap0/vap/captive-portal/scenarios# scenario-redirect
WEP-3ax(config):/interface/wlan1-vap0/vap/captive-portal/scenarios/scenario-redirect# redirect-url
http://<IP>:<PORT>/eltex_portal/ (Y«kazats URL BupTyasnLHoro noprana)
WEP-3ax(config):/interface/wlan1-vap0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-
name default (Ykaszatb umsa noptana. Mo ymonuyaxuto: default)
WEP-3ax(config):/interface/wlan1-vap0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-3ax(config):/interface/wlan1-vap0/vap/captive-portal/scenarios# exit
WEP-3ax(config):/interface/wlan1-vap0/vap/captive-portal# enabled true
WEP-3ax(config):/interface/wlan1-vap0/vap/captive-portal# exit
WEP-3ax(config):/interface/wlan1-vap0/vap# radius
WEP-3ax(config):/interface/wlan1-vap0/vap/radius# domain root (rie root - [lomeH nons3osaresns)
WEP-3ax(config):/interface/wlan1-vap0/vap/radius# acct-enable true (Bk/toueHne otnpasky coobLeHni
«Accounting» Ha RADIUS cepsep. Mo ymonuaHuto: false)
WEP-3ax(config):/interface/wlan1-vap0/vap/radius# acct-address X.X.X.X (rae X.X.X.X - IP-agpec
RADIUS cepBepa, Cnosb3yemoro A/1s1 akkayHTUHra)
WEP-3ax(config):/interface/wlan1-vap0/vap/radius# acct-password secret (r/e secret - [apons ans
RADIUS cepBepa, Cnosib3yemoro A/1s1 akkayHTUHra)
WEP-3ax(config):/interface/wlan1-vap0/vap/radius# acct-periodic true (Bk/itoueHvie nepnogmnyeckoi
OTNpaBKK coobLeHnit «Accounting» Ha RADIUS cepeep. Mo ymonyaHuto: false)
WEP-3ax(config):/interface/wlan1-vap0/vap/radius# acct-interval 600 (/IHTepBan oTnpasky COOOLEHNT
«Accounting» Ha RADIUS cepsep)

WEP-3ax(config):/interface/wlan1-vap0/vap/radius# save (CoxpaHeHne HacTpoek)
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6.3.5 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-3ax(config):/interface/wlan1-vap0/vap# vlan-id X (rae X - Homep VLAN-ID Ha VAP)

BkntoueHue VLAN trunk Ha VAP

WEP-3ax(config):/interface/wlan1-vap0/vap# vlan-trunk true (BisitoueHne VLAN Trunk Ha VAP. [1ns
oTkNtoueHus seeaute false )

BkntoueHue General VLAN Ha VAP

WEP-3ax(config):/interface/wlan1-vap0/vap# general-vlan-mode true (Bk/itoueHne General VLAN Ha
SSID. Ans otkntoueHns seeauTe false )
WEP-3ax(config):/interface/wlan1-vap0/vap# general-vlan-id X (rne X — Homep General VLAN)

BbiGop cnoco6a npuoputnsauumn

WEP-3ax(config):/interface/wlan1-vap0/vap# priority-by-dscp false (AHanuz nproputeta nz nons CoS
(Class of Service) TernpoBaHHbIX NAKETOB. 3HAYEHNE N0 YMO/IYaHWI0: true . B aToMm
cnyyae aHanmaunpyetcs npuopuTeT 13 nonst DSCP 3aronoBka IP-nakeTa)

BknioyeHune ckpbiToro SSID

WEP-3ax(config):/interface/wlan1-vap0/vap# hidden true (BkoueHune ckpsitoro SSID. [11s OTK0UEeHNS
BBeauTe false )

BknioyeHue pexxuma Band Steer

WEP-3ax(config):/interface/wlan1-vap0/vap# band-steer-mode true (Bi/toueHne pexxiva Band Steer.
Ans otknoueHust BeeauTe false )
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BkniouyeHne nsonaumm KimeHTos Ha VAP

WEP-3ax(config):/interface/wlan1-vap0/vap# station-isolation true (BktoueHve nzonauys tpadguka
Mexay KnveHTamu B npegenax ogHoi VAP. ina oTkntoueHus BBeanTe false )

BknioueHune Minimal Signal 1 Roaming Signal

WEP-3ax(config):/interface/wlan1-vap0/vap# check-signal-enable true (Bk/oueHve ncnons3osaHns
chyHkumoHana Minimal Signal. Ans oTkntoueHns sBeeauTe false )
WEP-3ax(config):/interface/wlan1-vap0/vap# min-signal -X (rae X - noporosoe 3HaueHve RSSI, npu
LLOCTVKEHMMN KOTOPOTO, ToUKa ByaeT oTkoyaTh knveHTta oT VAP. MNMapaMeTp MOXET NpUHMMaTh 3Ha4YeHus
oT-100 go-1)

WEP-3ax(config):/interface/wlan1-vap0/vap# check-signal-timeout X (e X - neproa Bpemeny B
CeKyHAax, N0 UCTeYEHMN KOTOPOro NPMHNMAETCS peLleHne 06 OTK/TIYEHMUN KITMEHTCKOTO 060pyA0BaHMsA
OT BUPTYa/1bHOI ceTu)

WEP-3ax(config):/interface/wlan1-vap0/vap# roaming-signal -X (rze X - noporosoe 3Havexne RSSI, npu
[LOCTVKEHMN KOTOPOTO, MPONCXOANT NEPEK/THYEHNE KIIMEHTCKOr0 060pyA0BaHNSA Ha APYryi TOUKY
foctyna. MapameTp MoXeT NpuHMMaTh 3HadeHus ot -100 go -1. MapameTp roaming-signal omkeH 6bITb
HWXe, 4em min-signal: ecnn min-signal = -75 gbm, To roaming-signal gomkeH 6bITb paBeH, Hanpuvep, -70

ABM.)
WEP-3ax(config):/interface/wlan1-vap0/vap# save (CoxpaHeHne HacTpoek)
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HacTpoiika orpaHMYeHuns1 CKOpPOCTU

HacTpoiika wevinepa B HanpaBJ€HUN OT K/INEHTOB (KaXAO0ro B OTAEe/IbHOCTU), NOAK/IHOYEHHbIX K
AaHHoii VAP, oo Touku gocrtyna:

WEP-3ax(config):/interface/wlan1-vap0/vap# shaper-per-sta-rx
WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-sta-rx# value X (raie X - MakcumaibHas CKopocTh
B KbuTt/C)

WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-sta-rx# mode kbps (Bkiouenne weiinepa. s
oTkntoueHns seegute off)

WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-sta-rx# exit
WEP-3ax(config):/interface/wlan1-vap0/vap# save (CoxpaHeHne HacTpoek)

HacTtpoiika wWelinepa B HanpaBAeHUU OT TOYKU AOCTYNa A0 KAUEHTOB (K Oro B OTAE/IbHOCTU
NOAKNOYEHHbIX K aaHHo VAP:

WEP-3ax(config):/interface/wlan1-vap0/vap# shaper-per-sta-tx
WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-sta-tx# value X (rae X - makcumasibHas ckopocTh
B KbuTt/C)

WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-sta-tx# mode kbps (BkoueHue welinepa. s
oTkntoueHns seegute off)

WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-sta-tx# exit
WEP-3ax(config):/interface/wlan1-vap0/vap# save (CoxpaHeHne HacTpoek)

HacTpoiika weiinepa B HanpaBaeHUU OT K/IMEHTOB (B CyMMe), NOAK/IIUYEHHbIX K gaHHoW VAP, o
TOYKM gocTyna:

WEP-3ax(config):/interface/wlan1-vap0/vap# shaper-per-vap-rx
WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-vap-rx# value X (rzae X - MakcumarsibHas
ckopocTb B K6uT/C)

WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-vap-rx# mode kbps (Bknouerue weiinepa. [5s
oTkntoueHns seegute off)

WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-vap-rx# exit
WEP-3ax(config):/interface/wlan1-vap0/vap# save (CoxpaHeHne HacTpoek)

HacTpoliika weiinepa B HanpaBJeHUN OT TOYKN AOCTYNa A0 KJINEHTOB (B CyMMe), NOAK/TIKUYEHHbIX K
paHHoin VAP:

WEP-3ax(config):/interface/wlan1-vap0/vap# shaper-per-vap-tx
WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-vap-tx# value X (rae X - makcumvasibHas CKOpocTh
B KbuTt/C)

WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-vap-tx# mode kbps (BknoueHue weiinepa. s
oTkntoueHns seegute off)

WEP-3ax(config):/interface/wlan1-vap0/vap/shaper-per-vap-tx# exit
WEP-3ax(config):/interface/wlan1-vap0/vap# save (CoxpaHeHne HacTpoek)

Hactpoiika 802.11r

[aHHbI BUA poyMUHra AOCTYMNEH TO/bKO A5 TEX KAMEHTCKMUX YCTPOICTB, KOTopble noaaepxunsatot 802.11r.

PoymuHr 802.11r Bo3MoxeH Tonbko mexay VAP ¢ pexumammn 6esonacHocTn: WPA/WPA?2 Personal n WPA/

WPAZ2 Enterprise.
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C vHCTpyKLumeit no HacTpoiike VAP ¢ pasnimyHbiMy pexriMaMy 6e30nacHOCTU MOXHO O3HAKOMUTLCA B pasgene
HacTtpolika VAP ¢ pexumom 6e3onacHocT WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYanbHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) - TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTporikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTtpoiika 802.11r Ha TA1

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# enabled false
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# r1-key-holder-id 02:03:04:05:06:07 (MAC-azpec
VAP. MoXHO nocmMoTpeTb B BbiBoAe komaH bl ifconfig)
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# r0-key-holder-id 12345 (YHuiKaibHbIA KoY 15
AaHHol VAP)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# mobility-domain 100 ([lomeH fomkeH coBnagartk
Ha BCTpeyHbix VAP)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# mac
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-aapec
BCTpeYHoli Toukmn goctyna - TA2)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac# exit
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# mac
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456
(YHuKanbHbIn kntoy BCTpeuHoi VAP Toukun goctyna TA2)
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id
02:04:05:06:07:08 (MAC-aapec BcTpeuHoli VAP Ha T[2)
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key
0102030405060708 (CnyualiHblii kntoy. He gomkeH coBnagath ¢ r1-kh-key TA1, HO 0653aTeNbHO AO/KEH
coBnagatb c r1-kh-key BcTpeuHoit TA2)
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key
0001020304050607 (CnyualiHblii kntod. He gomkeH coBnagath ¢ r0-kh-key TA1, HO 06513aTeNbHO AO/MKEH
coBnagatb c r0-kh-key BcTpeuHoit TA2)
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac# exit
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# enabled true (Bk/itoueHne paboThbl TOUKM fOCTYyna
no npotokony 802.11r)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# save (CoxpaHeHne HacTpoek)
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HacTpoiika 802.11r Ha T2

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# enabled false
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# r1-key-holder-id 02:03:04:05:06:08 (MAC-aapec
VAP. MOXHO NocMOoTpeTb B BbiBoge komaHb! ifconfig)
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# r0-key-holder-id 23456 (YHuikanbHbI KoY A/15
faHHoro VAP)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# mobility-domain 100 ([lomeH fomkeH coBnaaatk
Ha BCTpeYHbix VAP)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# mac
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-aspec
BCTpeYHoI Toukm goctyna - TA1)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac# exit
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# mac
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345
(YHukanbHbIii kntou BcTpeyHoli VAP Toukm goctyna TA1)
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id
02:03:04:05:06:07 (MAC-agpec BctpeuHoro VAP Ha TA1)
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key
0001020304050607 (CnyuaiiHblli kntoy. He gomkeH coBnagath ¢ r1-kh-key T[12, HO 06s13aTeNbHO AO/MHKEH
coBnagathb c r1-kh-key BcTpeuHoii TA41)
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key
0102030405060708 (CnyuaiiHblli kntou. He gomkeH coBnagath ¢ r0-kh-key T[12, HO 06s13aTeNbHO AO/MKEH
coBnagatb c r0-kh-key BcTpeuHoit TA41)
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config/mac# exit
WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# enabled true (Bk/itoueHne paboThbl TOUKK AOCTYyNa
no npotokony 802.11r)

WEP-3ax(config):/interface/wlan1-vap0/vap/ft-config# save (CoxpaHeHne HacTpoek)

HacTpoiika 802.11k

PoyMuHr no npotokosny 802.11k MOXeT 6bITb OpraHn3oBaH Mexay Nto6bIMu ceTsimu (OTKpbITble/
LINppoBaHHbIE). EC/IM Ha Touke AocTyna HacTpoeHa pa6oTa no npotokosy 802.11k, To, Npy NOAKAUYEHUN
KNWEeHTa, ToUKa AoCTyna nepeaaeT eMy CMCOK «APY>XECTBEHHbIX» TOYEK AOCTYNA, Ha KOTOPbIE KINMEHT MOXET
nepeknYUTbLCA B Npouecce poymuHra. Cnncok cogepxut nHgpopmauuio o MAC-agpecax Tovek goctyna v
KaHanax, Ha KOTopbIX OHM paboTatoT.

Mcnonb3oBaHne 802.11k No3BONSET COKPATUTL BPEMS, KOTOPOE K/IMEHT 3aTpaynBaeT Ha NOUCK ApYroin ceTu
NPy POYMUHTe, Tak KakK KNIMEHTY He HY)XXHO NPOU3BOANTbL CKAHNPOBAaHWE KaHa/10B, Ha KOTOPbIX HET LeNeBbIX
To4YeK AocTyna AOCTYMNHbIX 418 NepekNoYeHns.

[aHHbI BUA poyMyHra AOCTYNEH TOMbKO ANsi TeX KIIMEHTCKUX YCTPOICTB, KoTopble noaaepxmeatoTt 802.11k.

Hwxe npeactaBneH npumep HacTpoiikm 802.11k Ha ToUKe A0CTyna - COCTaB/IeHME CNUCKa «APYXXECTBEHHbIX»
Touek gocTyna.
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HacTtpoiika 802.11k

WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config# enabled false
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config# mac
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (re
E8:28:C1:FC:D6:90 - MAC-aapec «apy>XeCTBEHHO» TOUKM AOCTYyna)
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config/mac# exit
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config# mac
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132
(rne 132 - kaHan, Ha KoTopoM pa6oTaeT Touka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r1e
E8:28:C1:FC:D6:70 - MAC-aapec «apy>XeCTBEHHO» TOUKM AOCTYyna)
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config/mac# exit
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config# mac
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (r1e
36 - kaHas, Ha KOTOpOM paboTaeT Touka goctyna ¢ MAC-aapecom E8:28:C1:FC:D6:70)
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config/mac# exit
WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config# enabled true (Bk/toueHre paboTbl TOUKY
focTyna no npotokosny 802.11k)

WEP-3ax(config):/interface/wlan1-vap0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)

HacTtpoiika 802.11v

PoyMuHr no npotokosny 802.11v MOXET 6bITb OpraHM30oBaH Mexay MoobiMi ceTsMU (OTKPbITbIe/
LUNgopOBaHHbIE). ECnn Ha Touke A0CTyna HacTpoeHa pa6oTa no npotokosny 802.11v, To ToUKa AocTyna B
npouecce cBoei pa6oTbl N0 KOMaHAE aAMUHUCTPATOPa/KOHTPO/I/Iepa OTNPaB/seT cneyunanbHblii naket (BSS
Transition) B CTOPOHY KNNEHTa, C peKoMeHAaLmnein 06 ocyLLeCTB/IEHUI KIMEHTOM poymuHra. MNocneayet nin
K/IMEHTCKOEe YCTPONCTBO COBETY TOUKM AOCTYNa WK HET, rapaHTUpoBaTh He BO3MOXHO, Tak Kak B KOHEYHOM
CYeTe peLLeHne O NepeksItYeH Ha APYTYH0 TOUKY AOCTYNa NPUHUMAET KIMeHTCKas CTOpoHa. B COBOKYNHOCTY
co ctaHgaptom 802.11k, B cO06LLIEHNN C peKOMeHaaLMen 0 NepekNiYeHnn KNMEeHTY Tak Xe nepeaaetcs
CMUCOK PEKOMEHAYEMbIX A1 pOYMUHIa TOYEK A0CTYNa, C ykasaH1eM Ha Kakom KaHase paboTaeT kaxaas
Touka 1 Ha kakom ctaHaapte (IEEE 802.11n/ac/ax). MNocne Yero KAMeHT aHann3upyeT acup 1 B 3aBUCMMOCTH
OT YPOBHS CUrHanNa, 3arpy>eHHOCTU KaHana, KOHUrypawumm BCTPEYHOM TOUKM A0CTyna NPpUHUMAET peLueHuve.

[aHHbIA BUA poyMUMHIa AOCTYNEH TO/bKO A5 TEX KIAMEHTCKMUX YCTPOICTB, KOTopble noaaepxnsatot 802.11v.

HacTpoiika 802.11v

wl -i wlan1-vap4 wnm_bsstrans_req 7 150 84:ab:1a:c6:db:17 0 0 (oTnpaBka coobLieHus ¢
pekomeHaaumein o poymuHre knneHTy ¢ MAC-agpecom 84:ab:1a:c6:db:17, nogkntoueHHomy K wlan1-vap4.
Ecnu B TeyeHne 15 cekyHA nocne oTnpasBku AaHHOTO COOOLLEHNS KNIMEHT He NepeiaeT Ha Apyryto TOUKY
[I0CTYNa, AaHHas ToUYKa NPUHYANTENIbHO OTK/IOYMT KNIMEHTCKOE YCTPOIACTBO OT 6eCnpOBOAHON CeTm)

wl -i wlan1 wnm_bsstrans_req 3 150 84:ab:1a:c6:db:17 5 0 (oTrpaska coobLeHns ¢ pekovmeHaalmneli o
poymuHre knveHTy ¢ MAC-agpecom 84:ab:1a:c6:db:17, nogkntoueHHomy K wlan1-vap0. OTnpaBka
Co06LLIEeHNs1 6e3 NPUHYAUTENLHOTO OTK/IIOYEHMS KITMEHTCKOTO YCTPOCTBA OT GECMNPOBOAHON CETN)
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6.4 HacTpoliiku Radio

Ha Radio no ymonyaHuto ncnosnb3yeTca aBToMaTuyeckunin Bbibop pabouero kaHana, 415 Toro 4toobl
YCTaHOBUTb KaHaus1 BPYUYHYIO U/IM CMEHUTb MOLLHOCTb, UCNOJb3YyiTe criefytoLme KoMaHabl:

CmeHa paguokaHana, WWPUHbI NOIOCbl U MOLHOCTY paguonHTepdelica

WEP-3ax(root):/# configure

WEP-3ax(config):/# interface

WEP-3ax(config):/interface# wlan0

WEP-3ax(config):/interface/wlan0# wlan

WEP-3ax(config):/interface/wlan0/wlan# radio

WEP-3ax(config):/interface/wlan0/wlan/radio# channel X (rae X - Homep cTaTuyeckoro kaHana, Ha
KOTOpoM GyaeT paboTaTb TOUKA)

WEP-3ax(config):/interface/wlan0/wlan/radio# auto-channel false (Brikntouerve cyHkmoHana
aBTOMaTMYeCcKoro Bblbopa kaHasna. 151 BKIoUYeHust BBeauTe true)
WEP-3ax(config):/interface/wlan0/wlan/radio# use-limit-channels false (OTktoueHne ncnons3osanus
OrpaHVWYeHHOro crvcka kaHasioB. 11 BK/oYeHus BBeauTe true )
WEP-3ax(config):/interface/wlan0/wlan/radio# bandwidth X (rae X - wiprHa kaHana)
WEP-3ax(config):/interface/wlan0/wlan/radio# tx-power X (rae X - YpoBeHb MoLHocTY B ABM. [MapameTp
MOXET NpuHMMaTh 3HaueHue: anst Radio 2.4 Iy (wlan0): 6-16 abwm; anst Radio 5 'y, (wlan1): 10-19 abm)
WEP-3ax(config):/interface/wlan0/wlan/radio# save (CoxpaHeHne HacTpoek)

© Cnucku AOCTYNHbLIX KAHANIOB
Ana Radio 2.4 Ty agnsa BbIGOpaA AOCTYMHbI CaieAYIOUNe KaHaJbl:
* Npu WwupuHe kaHana 20 Mru;: 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Mpu wupuHe kaHasia 40 Mly;
+ ecnu «control-sideband» = lower: 1, 2, 3,4, 5, 6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11,12, 13.

Ana Radio 5 'y anAa BbIGOpa AOCTYNHbI CAeAYIOWNE KaHa/bl:
* npu WwupuHe kaHana 20 Mlry; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Mpu WwupuHe kaHasia 40 Mly;
« ecnu «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npwu wupuHe kaHana 80 MI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

6.4.1 [ononHutenbHble HacTpoiikn Radio

N3meHeHue pexuma paboTbl paguonHTepdelica

WEP-3ax(config):/interface/wlan0/wlan/radio# work-mode X (rae X - pexxum paboTsl paano nHtepdeiica
cornacHo ctaHgapty IEEE 802.11. Bo3amoxHble 3HaueHus: anst Radio 2.4 Ty (wlan0): bgn, bgnax, ax; ans
Radio 5 I'"y, (wlan1): anac, anacax, ax)
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HacTpoiika orpaHM4eHHOro Cnucka KaHasnoB

WEP-3ax(config):/interface/wlan0/wlan/radio# use-limit-channels true (BxntoueHne rcnonbL30BaHms
OrpaHMYeHHOro Crnucka kaHasioB B paboTe aBTOBbIGOpa kaHaoB. [ns BbIK/IOYEHUs BBeaMTe true )
WEP-3ax(config):/interface/wlan0/wlan/radio# limit-channels 1 6 11' (rae 7 6 77 - kaHa/ bl AnanasoHa, B
KOTOPOM MOXET paboTaTb HacTpamBaeMblii paanonHTepdeiic)

MN3meHeHne OCHOBHOIO KaHas1a

WEP-3ax(config):/interface/wlan0/wlan/radio# control-sideband lower (lapavetp moxeT npuHumaTh
3HaueHue: lower, upper. Mo ymonuaxuio lower)

BkitoueHne Mcnosib30BaHMA KOPOTKOro 3alUTHOro MHTepBasia

WEP-3ax(config):/interface/wlan0/wlan/radio# sgi true (BkntoueHve ncnonb30BaHns YKOPOUEHHOTO
3alMTHOrO MHTepBasia Ans nepeaayn AaHHbix - 400 He, BMecTo 800 He. Ans oTkNtoueHns BeeauTe false )

BknroueHue STBC

WEP-3ax(config):/interface/wlan0/wlan/radio# stbc true (BiitoueHve metoza npocTpaHCTBEHHO-
BpeMeHHOro 61104Horo koanpoBaHus (STBC), HanpaBieHHOro Ha NOBbILLIEHNE HAAEXHOCTU Nepeaayn
JaHHbIX. ns oTknoueHus seeauTe false )

BkntoueHue arperayuu

WEP-3ax(config):/interface/wlan0/wlan/radio# aggregation true (BkntoueHve arperatymn Ha Radio -
nogaepxkm AMPDU/AMSDU. Ains otkntoueHns Beegute false )

Bk/1l0u€eHMe NCNoJ/Ib30BaHUA KOPOTKOIA npeamMmoy bl

WEP-3ax(config):/interface/wlan0/wlan/radio# short-preamble true (Bi/itouerne ncnonsbzoBaqus
KOPOTKOi Npeamby bl NakeTa. [Ans oTkntoueHns seeaute false )

BknioueHune Wi-Fi Multimedia (WMM)

WEP-3ax(config):/interface/wlan0/wlan/radio# wmm true (Bxitouerve nogaepxkn WMM (Wi-Fi
Multimedia) Ans oTknoueHus BeeauTe false )
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HacTpoiika mexaHuama DFS

HacTpoiika npon3BoamnTcsa To1bko Ha Radio 5 Ty (wlan1)

WEP-3ax(config):/interface/wlan1/wlan/radio# dfs X (rae X - pexum pa6otsl mexaHuzva DFS. MoxeT
npvHUMaTh 3HadveHus: forced - MexaHn3m BbikItoueH, DFS-kaHanibl 4OCTynHbI ANs BbiGbopa; auto -
MexaHun3m Bk/toyeH; disabled - mexaHn3m BbikntoueH, DFS-kaHanbl He AOCTYMHbI AN BbI6OPa)

BknioueHne pexnva aBTOMATUUEeCKOIi CMEeHbI LWMNPUHDbI KaHa/1a

WEP-3ax(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/itoueHne pexviva asToMaTnyeckoin
CMEHbI LWNPUHBI KaHana ¢ 40 My Ha 20 MIL, npw 3arpy>XeHHOM paavoadupe. [ns OTKIoUEeHNS BBEAUTE
false )

6.5 CucCTeMHbIe HaCTPOIiKK

6.5.1 O6HoBNeHue MO ycTpolicTea

Oo6HoBneHune MO Toukn goctyna no tftp

WEP-3ax(root):/# firmware upload tftp <ip-agpec tftp-cepBepa> <Ha3BaHue cpaitna MO> ([pumvep: firmware upload
tftp 192.168.1.100 WEP-3ax-1.4.0_build_137.tar.gz)
WEP-3ax(root):/# firmware upgrade

OGHoBeHne MO Touku goctyna no http

WEP-3ax(root):/# firmware upload http <URL gnsa ckaunBaHusa cpanna MNO> (Mpumep: firmware upload http http://
192.168.1.100:8080/files/WEP-3ax-1.4.0_build_137.tar.gz)
WEP-3ax(root):/# firmware upgrade

MepekntoueHne Ha pe3epBHYIO Bepcuio MO Touku gocTyna

WEP-3ax(root):/# firmware switch

6.5.2 YnpaBneHue KoHdurypaumein yctporictea

C6poc KoHdmrypauum yctpoiictea B AehosiTHoe coOCTosiHME Ge3 CoOXpaHeHUs NapamMeTpoB AocTyna

WEP-3ax(root):/# manage-config reset-to-default
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C6poc KoHurypauum yctpoiicTea B Aed)oNITHOe COCTOSIHME C COXpaHEeHWEM NapameTpoB JocTyna

WEP-3ax(root):/# manage-config reset-to-default-without-management

CkauyaTb KOHchurypaymoHHbIVi daiin yctpoiicTBa Ha tftp cepsep

WEP-3ax(root):/# manage-config download tftp <ip-agpec tftp-cepBepa> ([1pvmvep: manage-config download tftp
192.168.1.100)

3arpy3nTtb KOHhUrypaunoHHblii chaiin Ha ycTpoiicTBO c tftp cepBepa

WEP-3ax(root):/# manage-config upload tftp <ip-agpec tftp-cepBepa> <HasBaHue cpaiina
KoHdburypauum> (Mpumep: manage-config upload tftp 192.168.1.100 config.json)
WEP-3ax(root):/# manage-config apply (lprmeHeHe KoHUTypaLyn Ha ToUKy A0CTyna)

6.5.3 [lepesarpyska ycTpolicTtea

KomaHaa Ans nepesarpysku ycTpoiicTBa

WEP-3ax(root):/# reboot

6.5.4 HacTtpoiika gaTbl 1 BDEMEHMN

KomaHgb! gns HaCTp0I7IKI/I CUXpOoHU3aLuu BpemeHun c cepsepom NTP

WEP-3ax(root):/# configure

WEP-3ax(config):/# date-time

WEP-3ax(config):/date-time# mode ntp (BktoueHve pexuva pabotsl ¢ NTP)
WEP-3ax(config):/date-time# ntp

WEP-3ax(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (YcraHoska NTP-cepeepa)
WEP-3ax(config):/date-time/ntp# exit

WEP-3ax(config):/date-time# common

WEP-3ax(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (YctaHoska
BPEMEHHOIA 30HbI)

WEP-3ax(config):/date-time/common# save (CoxpaHeHne HacTpoek)
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6.5.5 [ononHuTtenbHble HACTPONKN CUCTEMBI

BktoueHue rnoGanbHOW nsonayum

WEP-3ax(root):/# configure

WEP-3ax(config):/# system

WEP-3ax(config):/system# global-station-isolation true (Bk/toueHune rnobansHoi nzonsauus tpacuka
mexay KneHTamu pasHbix VAP 1 pasHbix pagnovHTepdelicos. s oTknoueHus BBeaute false)
WEP-3ax(config):/system# save (CoxpaHeHne HacTpoek)

N3MeHeHUe MMeHU YCTpOolicTBa

WEP-3ax(root):/# configure

WEP-3ax(config):/# system

WEP-3ax(config):/system# hostname WEP-3ax_room2 (r1e WEP-3ax_room?2 - HOBOE 1UMs YCTPONCTBA.
MapameTp MOXeT coAepxatb oT 1 40 63 CMBOJ/IOB: TATUHCKME 3ar/aBHble U CTPOUHbIE GYKBbI, LMGPbI,
3HaK geduc «-» (aednc He MOXET BbITb MOCNEAHUM CUMBO/IOM B UMeHN). Mo ymonyaHuto: WEP-3ax)
WEP-3ax(config):/system# save (CoxpaHeHne HacTpoek)

N3meHeHue reorpauueckoro goMmeHa

WEP-3ax(root):/# configure

WEP-3ax(config):/# system

WEP-3ax(config):/system# ap-location ap.test.root (i1 ap.test.root - foveH y3na fepesa ycTpoicTB
cucTeMbl ynpaeneHus EMS, B koTopom pacnonaraercs Touka goctyna. Mo ymonyaHumo: root)
WEP-3ax(config):/system# save (CoxpaHeHne HacTpoek)

N3meHeHune napons

WEP-3ax(root):/# configure

WEP-3ax(config):/# authentication

WEP-3ax(config):/authentication# admin-password newpassword (r1e newpassword - HOBbII1 Naposib
L1 BXOAa B CUCTEMY TOUKM AocTyna. Mo ymonyanuio: password)

WEP-3ax(config):/authentication# save (CoxpaHeHne HacTpoek)
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6.6 HacTtpolika cepsuca APB

Cepsuc APB ncnonb3yeTcsi g1 06ecneyeHmnst NopTasibHOr0 POyMUHIa KIMEHTOB MEXAY TOYKaMu J0CTyna,
NOAK/MOYEHHBIX K CEPBUCY.

KomaHgb! AN HacTpoiiku cepBuca APB

WEP-3ax(root):/# configure

WEP-3ax(config):/# captive-portal

WEP-3ax(config):/captive-portal# apbd

WEP-3ax(config):/captive-portal/apbd# roam_service_url <Agpec cepBuca APB>

(Mpumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)
WEP-3ax(config):/captive-portal/apbd# enabled true (Bxtouerne cepsrca APB. [ OTK/IHOUEHNS
BeeauTe false)

WEP-3ax(config):/captive-portal/apbd# save (CoxpaHeHne HacTpoek)
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6.7 MOHUTOPWHT

6.7.1 Wi-Fi knneHTbI

WEP-3ax(root):/# monitoring associated-clients

hw-addr
authenticated
associated
authorized
ip-addr
hostname
domain

rssi-1

rssi-2

rssi-3

rssi-4

noise-1
noise-2
noise-3
noise-4

snr-1

snr-2

snr-3

snr—4

tx-rate
rx-rate
actual-tx-rate
actual-rx-rate
tx-fails
tx-retry-count
rx-retry-count
tx-bw

rx—bw
tx-period-retry
link-capacity
link-quality

link-quality-common

uptime
interface
wireless-mode
name

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

62:33:e6:73:bf:ec
yes

yes

yes

10.24.80.65
HUAWEI

-53
-52
0

0
-96
-97
0

0
43
45
0

0

0

0

0

0

12

20

20

0

100%

100%

100%
00:00:02
wlanl-vap0
ax
wlanl-vap0:sta-0

Transmitted

100
6378
31
6312

enterprise.service.root

Received

PykoBogacTBo no akcnayarauun WEP-3ax, WEP-3ax-Z

HE NSS2-MCS11 2xLTF GI 0.8us 286.8
HE NSS2-MCS9 2xLTF GI 0.8us 229.4
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Rate Transmitted Received

ofdmé | © | 0% 6 | 5%
ofdm24 | © | 0% 59 | 58%
he-nss2-mcs7 | © | 0% 7| 6%
he-nss2-mcs8 | © | 0% 1| 0%
he-nss2-mcs9 | © | 0% 13 | 12%
he-nss2-mcs10 | © | 0% 11 | 10%
he-nss2-mcsl1l | 4 | 100% 4 | 3%

6.7.2 VH(opmaumsa o6 ycTpoinctee

WEP-3ax(root):/# monitoring information

system-time: 10:05:45 01.07.2021
uptime: 02:03:33
software-version: 1.4.0 build 137
uboot-version: 1.4.0 build 137
secondary-software-version: 1.3.0 build 167
boot-version: 1.3.0 build 167
memory-usage: 31

memory-free: 690

memory-used: 316

memory-total: 1006

cpu: 0.54

is-default-config: false
board-type: WEP-3ax

hw-platform: WEP-3ax

factory-mac: E8:28:C1l:xx:XX:XX
factory-serial-number: WP3EQOOQ56
hw-revision: 1v3
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6.7.3 CeteBas UHpopmaums

WEP-3ax(root):/# monitoring wan-status

interface: bro
protocol: dhcp
ip-address: 192.168.1.15
mac: e8:28:Cl:xX:iXX:iXX
mask: 255.255.255.0
gateway: 192.168.1.1
DNS-1: 192.168.1.253
DNS-2: 172.16.7.40
rx-bytes: 82542744
rx-packets: 1119782
tx-bytes: 2281191
tx-packets: 8853

WEP-3ax(root):/# monitoring ethernet

link: up

speed: 1000

duplex: enabled
rx-bytes: 82842279
rx-packets: 1124216
tx-bytes: 2283061
tx-packets: 8875

WEP-3ax(root):/# monitoring arp

# ip mac
0] 192.168.1.1 02:00:48:XX XX 1XX
1 192.168.1.151 2c:fd:ial:ixx:xx:xx

WEP-3ax(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 UG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro
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6.7.4 BecnpoBogHble MHTepdelChI

WEP-3ax(root):/# monitoring radio

wlan0:

hwaddr:
status:

E8:28:ClixXiXX:XX

on

channel: 1
bandwidth: 20
frequency: 2412

power:
mode:
wlanl:

hwaddr:
status:

15.75

ax

E8:28:C1lixXiXX:XX

on

channel: 40
bandwidth: 20
frequency: 5200

power:
mode:

19.0

anacax

6.7.5 XypHan co6bITuii

WEP-3ax(root):/# monitoring events

Feb 25 05:00:
Feb 25 05:00:

Feb 25 05:00:
lease on 192.

Feb 25 05:14:

Feb 25 05:57:
on 192.168.1.

Feb 25 06:22:
successfully.

19 WEP-3ax

20 WEP-3ax

26 WEP-3ax
168.1.15.

59 WEP-3ax

22 WEP-3ax
15.

55 WEP-3ax

syslog.info syslogd: started: BusyBox v1.30.1
daemon.info networkd[907]: Networkd started

daemon.info networkd[907]: DHCP-client: Interface br® obtained

auth.info login[1738]: root login on 'pts/0'

daemon.info networkd[907]: DHCP-client: Interface br® renew lease

daemon.info configd[651]: The AP startup configuration was updated

Ansi ynaneHusi Bcex coo6LUeHuii 13 XypHana cobbITii BBEANUTE KOMaHLy monitoring clear-events.

6.7.6 CkaHunpoBaHue achmpa

© O6parute BHMMaHWe, BO BPEMS OCYLUIECTB/IEHNSI CKAHMPOBAHUS 3hupa paanonHTepdeiic ycTpoicTea
Oy[eT OTK/IHOYEH, YTO NPUBELET K HEBO3MOXHOCTU Nepesayn AaHHbix o Wi-Fi knineHToB BO Bpems
CKaHMpOBaHWS.
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WEP-3ax(root):/# monitoring scan-wifi

SSID |Mode |Security]|MAC |Channel|RSSI, dBm|
Bandwidth, MHz

HOT_SSID | |off |e8:28:cl:da:cf:f2 |1 |-40 |20
EltexWiFi | |off |e8:28:cl:fc:d2:cO |1 |-63 |20
Eltex-Local | |wpa/wpa2|e8:28:cl:fc:d6:40 |1 |-30 |20
test_wpa | |wpa/wpa2|a8:f9:4b:b0:22:a3 |1 |-46 |20
EltexWiFi2.4G | |wpa/wpa2|e2:d9:e3:98:36:bd |5 |-62 |20
Nikitenko_2.4 | |off |aa:f9:4b:2d:04:f3 |11 |-65 |20
Eltex-Local | |wpa/wpa2|e8:28:cl:da:cf:01 |11 |-56 |20
BRAS-Guest | |off |e8:28:cl:da:cf:06 |48 |-66 |20
Eltex-Guest | |off |e8:28:cl:da:cf:07 |48 |-68 |20
Eltex-Local | |wpa/wpa2|e8:28:cl:da:cf:08 |48 |-68 |20
WEP-2L_open | |off |e8:28:cl:da:cf:09 |48 |-68 |20
EltexWiFi5G | | wpa2 |e2:d9:e3:9f:6b:8c |153 |-76 | 80
lwep3ax_test5 | |off |e8:28:cl:fc:74:30 |157 [-81 | 80
test_1 | |off |a8:f9:4b:17:02:33 |161 [-71 |20

6.7.7 CnektpoaHasmsarop

Ha WEP-3ax, WEP-3ax-Z ecTb BO3MOXHOCTb 3arnycka CrekrpoaHanimsaropa Ha AOMNo/IHATEIbHOM
CKaHvpytoLLem paanovHTepdeiice wlan2 (2.4 n 5Ty) , a Takke Ha OCHOBHbIX paanonHTepdeiicax wlan0 (2.4
ry) nwlan1 (5 My). Huxe npeacTaBneHbl KOMaHAbl MO 3anycKy U MOHUTOPUHIY PaGoThbl
crnekTpoaHasm3aTopa.

© O6parute BHMMAHMWe, 4TO NpW 3anycke CrekTpoaHamsaTopa Ha OCHOBHOM paavonHTepdeiice (wlan0
nnm wlan1) oH 6yaeT NnepeBefeH B PEXMM CKaHMPOBAHUS, YTO NPUBEAET K OTKoUYeHM0 Bcex Wi-Fi
K/TMEHTOB, NOAK/TOYEHHBIX K JAaHHOMY pafnonHTEPECy.

© CnektpoaHannsartop Ha OCHOBHOM pajuovHTepdeiice paboTaeT TOMbLKO Ha TeX KaHaax, KoTopble
yKasaHbl B napameTtpe limit-channels B HacTpoiikax aaHHoro Radio. Hanpumep, ecnu B limit-channels
Ha wlan0 yka3aHbl kaHanbl '1 6 11', TO aHanIM3 cnekTpa GyaeT NponsBeAeH TONbKO ANst KaHanoB 1, 6 1
11.
[na Toro, 4Tobbl 6b11 NPOM3BEAEH aHAIN3 BCEX KAHAU10B Anana3oHa, Ha KOTOpoM paboTaeT
paavounHTepdeiic, naMeHnTe 3HavyeHne napametpa use-limit-channels B HacTpolikax
pagvounHTepcpeiica Ha false. Mocne nonyyeHuss pesynsLtaTtoB paboThbl CNEKTPOaHaIN3aTopa, BEpHUTE
3HayeHune use-limit-channels 06paTHO K NCXOAHOMY 3HAYEHMIO true.
C 6onee noapo6HOI MHdhopMaLmei 0 HacTpoike pagnonHTepdeiica yepes CLI MOXHO 03HaKOMUTLCS
B pasaene Hactpoiikn Radio.
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KomaHabl A4 3anycka cnekrpoaHaansaTopa

3anyck cnekTpoaHannsaTropa Ha CKaHupyloLem paguovHTepdeiice wlan2

WEP-3ax(root):/# monitoring spectrum-analyzer

Interface: wlan2 last scanned channel: 165
Channel| CCA
1| 34%
2| 14%
3] 2%
4l 1%
5] 8%
6| 13%
7| 7%
8| 3%
9] 0%
0] 1%
11| 15%
12 2%
13| 2%
36| 3%
40| 2%
44| 0%
48| 4%
52| 4%
56| 5%
60| 1%
64| 0%
132 2%

136| 100%
140| 100%
144 0%
149| 100%
153| 100%

157] 91%
161] 1%
165 1%

3anyck cnekTpoaHanusaropa Ha paguouHtepdeiice wlan0

WEP-3ax(root):/# monitoring spectrum-wlan0

Interface: wlan® last scanned channel: 11
Channel| CCA

1] 70%

6] 0%

11| 38%
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3anyck cnekTpoaHanusaTopa Ha paguouHTepdelice wlanl

WEP-3ax(root):/# monitoring spectrum-wlan1

Interface: wlanl last scanned channel: 48
Channel| CCA

36| 8%

40| 1%

44| 9%

48| 6%

PykoBogacTBo no akcnayarauun WEP-3ax, WEP-3ax-Z
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MOHMTOPUHT paboTbl CNeKTpoaHansaTopa

WEP-3ax(root):/# monitoring spectrum-status

wlano:

State - Idle

Last run time - Thu Jul 1 16:31:46 2021
Channel| CCA

1] 70%
6] 0%
11| 38%

wlanl:

State - Idle

Last run time - Thu Jul 1 16:32:53 2021
Channel| CCA

36| 8%

40| 7%

44| 9%

48| 6%
wlan2:

State - Idle
Last run time - Thu Jul 1 16:12:54 2021
Channel| CCA

1] 34%
2| 14%
3] 2%
4] 1%
5| 8%
6| 13%
7] 7%
8| 3%
9] 0%
0] 1%
11| 15%
12| 2%
13| 2%
36| 3%
40| 2%
44| 0%
48| 4%
52| 4%
56| 5%
60| 1%
64| 0%
132] 2%

136| 100%
140| 100%
144 0%
149| 100%
153| 100%

157] 91%
161] 1%
165] 1%

PykoBogacTBo no akcnnyatauum WEP-3ax, WEP-3ax-Z

76



7 CnncoK nameHeHun

Bepcusa gokymeHTa Jarta Bbinycka
Bepcusa 1.2 31.07.2021
Bepcunsa 1.1 26.03.2021
Bepcua 1.0 30.06.2020

Bepcus nporpammHoro obecnevenns 1.4.0

PykoBogacTBo no akcnayarauun WEP-3ax, WEP-3ax-Z

CopgepxaHue n3mMeHeHuii

CuHxpoHusauus c sepcuein MO 1.4.0
[o6aBneHo:

* 5.4.4 TNopMeHo «CnekTpoaHannisaTop»

+ 6.2.1 HacTpoiika ceTeBbix NnapameTpoB C
nomMoLLbio yTUANTLI Set-management-vlan-mode

* 6.5.5 lononHUTeNbHbIE HACTPONKM CUCTEMBI

* 6.7.7 CnekTpoaHanusarop

KoppekTupoBka:

* 6.3.5 lononHutenbHble HacTpoikn VAP
* 6.7.5 XKypHan cobbITnin

CuHxpoHu3auus ¢ sepcuein MO 1.3.0

MepBas ny6nvkauus.

i



TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/

	Введение
	Аннотация
	Условные обозначения

	Описание изделия
	Назначение
	Характеристика устройства
	Технические параметры устройства
	Конструктивное исполнение
	Основная панель устройства

	Световая индикация
	Сброс к заводским настройкам
	Комплект поставки

	Правила и рекомендации по установке устройства
	Инструкции по технике безопасности
	Рекомендации по установке
	Расчет необходимого числа точек доступа
	Выбор каналов соседствующих точек

	Установка устройства
	Порядок крепления на стену
	Порядок крепления на фальшпотолок
	Порядок снятия устройства с кронштейна

	Управление устройством через WEB-интерфейс
	Начало работы
	Применение конфигурации и отмена изменений
	Основные элементы WEB-интерфейса
	Меню «Мониторинг»
	Подменю «Wi-Fi клиенты»
	Подменю «Статистика по трафику»
	Подменю «Сканирование эфира»
	Подменю «Спектроанализатор»
	Подменю «Журнал событий»
	Подменю «Сетевая информация»
	Подменю «Информация о радиоинтерфейсах»
	Подменю «Информация об устройстве»

	Меню «Radio»
	Подменю «Radio 2.4 ГГц»
	Подменю «Radio 5 ГГц»
	Подменю «Дополнительно»

	Меню «VAP»
	Подменю «Суммарно»
	Подменю «VAP»

	Меню «Сетевые настройки»
	Подменю «Системная конфигурация»
	Подменю «Доступ»

	Меню «Внешние сервисы»
	Подменю «Портальная авторизация»

	Меню «Система»
	Подменю «Обновление ПО устройства»
	Подменю «Конфигурация»
	Подменю «Перезагрузка»
	Подменю «Пароль»
	Подменю «Журнал»
	Подменю «Дата и время»


	Управление устройством с помощью командной строки
	Подключение к устройству
	Настройка сетевых параметров
	Настройка сетевых параметров с помощью утилиты set-management-vlan-mode

	Настройка виртуальных точек доступа Wi-Fi (VAP)
	Настройка VAP без шифрования
	Настройка VAP с режимом безопасности WPA-Personal
	Настройка VAP с Enterprise-авторизацией
	Настройка VAP с портальной авторизацией
	Дополнительные настройки VAP

	Настройки Radio
	Дополнительные настройки Radio

	Системные настройки
	Обновление ПО устройства
	Управление конфигурацией устройства
	Перезагрузка устройства
	Настройка даты и времени
	Дополнительные настройки системы

	Настройкa сервиса APB
	Мониторинг
	 Wi-Fi клиенты 
	Информация об устройстве
	Сетевая информация
	Беспроводные интерфейсы
	Журнал событий
	Сканирование эфира
	Спектроанализатор


	Список изменений

