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Bepcua aokymeHTa

J[laTta BbinycKa

CopgeprKaHue U3MeHeHuM

Bepcua 1.26

30.07.2021

[Oo6asneH kommyTtaTtop MES2324P ACW

U3meHeHuA B pasgenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

2.4.1 BHewWwHW BUA U ONUCaHUE NepeaHeli NnaHen ycTpoicTBa
2.4.2 3aaHAA 1M BepPXHAA NaHeNu YCTPoiicTBa

2.4.4 CeBeToBasA MHAUKALMUA

4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHAabl ynpaBaeHus cuctemoi

5.8 HacTpoiika cucTeMHOro BpemeHu

5.10.1 Napametpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back- uHtepdeiicos

5.17.5 CemeiicTBO NnpoTtoKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.22 ¥ypHan aBapuii, npotokon SYSLOG

5.31 KoHdwurypauua DHCP-cepsepa

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.6 HacTtpoiika Route-Map

Bepcua 1.25

30.04.2021

Do6asneHbl pasgensl:
5.25.3 luarHocTMKa MHAUKauMmn nHtepdeincos

U3meHeHuUA B pasgenax:

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.4 HacTpoiika nHrepdeiica IP

5.11 Selective Q-in-Q

5.12 Storm Control ana pasnuuHoro Tpaduka (broadcast,
multicast, unknown unicast)

5.13.3 Hacrpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.18 Voice VLAN

5.21.1 MexaHusm AAA

5.28.6 KoHTponb npotokona ARP (ARP Inspection)

5.28.2 NpoBepKa NOAJANMHHOCTM K/IMEHTA HA OCHOBe NopTa (cTaH-
Bapt 802.1x)

5.28.3 Hactpoiika ¢pyHkumumn MAC Address Notification

5.33 KoHdwurypaumsa 3awurol ot DoS-atak

5.34.1 HacTpoiika QoS

Bepcua 1.24

02.03.2021

CuHXpoHusauuma c sepcueit N0 4.0.15.3

Bepcua 1.23

10.02.2021

U3meHeHuUA B pasgenax:

2.2.3 dyHKUMM BTOPOro YpOBHA ceTeBoii moaenu OSI

2.4.4 CeeTtoBaA UHAMKALMUA

4.5.1 ba3oBasa HacTpoiiKa KOMMyTaTopa

4.5.2 Hactpoiika napameTpoB cuctembl 6e3onacHocTn

5.5 KomaHgbl ynpasieHusa cuctemon

5.12 Storm Control ans pasaunuHoro Tpaduka (broadcast, mul-
ticast, unknown unicast)
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Bepcua 1.22 24.12.2020 [Oo6aBneHbl pa3gensi:
5.35.12 NpoTtokon GRE

U3meHeHus B paspenax:

5.7.4 KomaHpabl gna aBToMaTU4ecKoro o6HoBieHUA U KOHUrypa-
uum

5.10.2 Hactpoiika VLAN u pexumoB KommyTauum uHtepdeincos
5.10.3 HacTpoiika Private VLAN

5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.17.1 HacTpoiika npoTtoKkona DNS — cuctembl SOMEHHbIX UMEH
5.21.3 Npotokon TACACS+

5.28.4 KoHTtponb npotokona DHCP u onuua 82

5.33 KoHdwurypaumsa 3awmrol ot DoS-atak

5.34.1 Hactpoiika QoS

MpunoxkeHue I'. OnucaHMe NPOLLECCOB KOMMYTATOPA

Bepcua 1.21 27.10.2020 U3meHeHua B paspgenax:

2.5 KomnneKT nocraBku

5.7.2 KomaHpab! gnsa paboTbl ¢ painamm
5.33 KoHdurypaumsa 3awuTbl ot DoS-atak

Bepcua 1.20 16.10.2020 U3meHeHuUn B pasgenax:

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

5.17.4 MexaHuam o6Hapy:keHus netenb (loopback-detection)
5.20.4 dyHkumna IGMP Proxy

Bepcua 1.19 14.09.2020 UsmeHeHuA B paspenax:

5.1 ba3soBble KOMaHAbl

5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback- uHtepdoeiicos

5.17.11 Hactpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
5.21.4 NpoToKon ynpasneHusa cetbto (SNMP)

5.28.1 ®PyHKLUUM 06ecneyeHUA 3aWwmTbl NOPTOB

5.28.5 3awwmrTa IP-agpeca knueHTa (IP source Guard)

Bepcuna 1.18 02.09.2020 [Nob6aBneHbl pasgenbi:

5.26 IP Service Level Agreements (IP SLA)

5.28.2.3 HacTpoiika akTUBHOro ceaHca KnmeHta (CoA)
5.35.5 HacTpoiika npotoKona IS-IS

5.35.8 HacTpoiika cBA3KM Kntoueii

U3meHeHunA B pasgenax:

2.3 OCHOBHbIe TEXHUYECKNE XapaKTEePUCTUKU

2.4.4 CeeTtoBaA UHAMKALMUA

2.5 KomnneKT nocraBku

5.7.2 KomaHgab! gnsa paboTbl ¢ painamm

5.10 KoHdwurypauma uHntepdeiicos n VLAN

5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback- uHrepoeiicos

5.19.1 PyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.20.4 dyHKumua IGMP Proxy

5.21.1 MexaHusm AAA

5.27 dneKTponuTtaHue no amHuam Ethernet (PoE)

5.28.1 dyHKUMU 06ecneyeHnA 3aLmTbl NOPTOB

5.28.4 KoHTponb npotokona DHCP u onuua 82

5.32 KoHdurypauma ACL (cnucku KOHTpoAa aocTyna)

5.34 KauectBo o6cnyxmnsaHusa — QoS

5.35.2 HacTpoiika npotoKona RIP

5.35.3 HacTtpoiika npotokona OSPF, OSPFv3

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx 3
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5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcua 1.17

23.01.2020

[Oob6asneH KommyTtatop MES3510P, y6paH MES2326

U3meHeHus B paspenax:

5.10.1 Napametpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back- uHtepdeiicos

5.10.2 Hactpoiika VLAN u peKumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBO npoToKonoBs STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.19.1 ®dyHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.19.3 MLD snooping — NPOTOKO/ KOHTPO/i MHOFOa4pecHoro
Tpaduka B IPv6

5.28.4 KoHtponb npotokona DHCP u onuua 82

Bepcua 1.16

22.10.2019

Do6asneHbl pasgensi:

3.3 YcTaHoBKa ycrpoiicte MES3508, MES3508P, MES3510P Ha
DIN-peiiry

4.5.1.2 PaclumpeHHasa HacTpoiKa ypoBHA AocTyna

5.13.3 Hacrpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.21.7.3 YaaneHHbl 3anycK KomaHg, nocpeacrsom SSH

5.28.7 ®dyHKumoHan First Hop Security

5.35.11 Hactpoiika npotokona Bidirectional Forwarding Detec-
tion (BFD)

U3meHeHuUA B pasgenax:

5.7.2 KomaHgapb! gna pabotbl ¢ painamm

5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback- uHtepdoeiicos

5.10.2 HacTpoiika VLAN u peMumoB KommyTauum nHtepdeiicos
5.17.5 CemeiicTBO NnpoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hacrpoiika npotokonos PVSTP+, RPVSTP+

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.2.2 PaclwumnpeHHasa npoBepKa NoAJMHHOCTU

5.29.2 ®dyHKummn DHCP Relay gns IPv6 u Lightweight DHCPv6
Relay Agent (LDRA)

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npotoKona IS-IS

Bepcuna 1.15

16.09.2019

[ob6aBneHbl pasgenni:

5.29.1 ®dyHKuumn DHCP Relay gna IPv4

5.29.2 ®dyHKummn DHCP Relay gas IPv6 u Lightweight DHCPv6 Re-
lay Agent (LDRA)

U3meHeHuA B pasgenax:

2.3 OCHOBHble TEXHUYECKNE XapaKTEePUCTUKU

2.5 KomnneKT noctaBku

4.5.1 ba3oBasa HacTpoiiKa KOMMyTaTopa

5.10 KoHdwurypauma untepdeiicos n VLAN

5.22 XypHan aBapuii, npotokon SYSLOG

5.28.2.3 HacTpoiika akTUBHOro ceaHca KnueHta (CoA)
5.32 KoHdwurypauma ACL (cnucku KOHTpoAa aocTyna)

Bepcua 1.14

27.05.2019

Do6asneHbl pa3gensl:

5.17.10 Hactpoiika ¢pyHKuum Flex-link

5.19.5 RADIUS-asTopusauuma sanpocos IGMP
5.20.2 dyHKkuma PIM Snooping

Ethernet-kommymamopesi cepuli MES23xx, MES33xx, MIES35xx, MES53xx
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5.20.3 NpoTtokon MSDP
5.35.5 Hactpoiika npotokona IS-IS
5.35.7 HacTpoiika Prefix-List

U3meHeHus B paspenax:

2.2.4 dyHKUMM TpeTbero ypoBHA ceTeBoit mogenu OSI

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

5.10 KoHdurypauma unitepdeiicos u VLAN

5.14 Hacrtpoiika IPv4-agpecauum

5.19.4 dyHKUUM orpaHnyeHua multicast-tpaduka

5.20.1 NMpoTtokon PIM

5.20.4 ®dyHKumua IGMP Proxy

5.21.4 NpoToKon ynpasaeHua cetbio (SNMP)

5.28.4 KoHTponab npotokona DHCP u onuua 82

5.32.1 KoHdurypaumsa ACL Ha 6ase IPv4

5.35 KoHdurypauma npoToKON0B MapLupyTusaumum

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcma 1.13 05.02.2019 U3meHeHunA B paspenax:

2.2.4 dyHKUMK TpeTbero ypoBHA ceTeBoit mogenu 0S|
4.4 Pexxum paboTbl KOMMyTaTOpa

5.17.3 Hactpoiika npotokona GVRP

5.21.7.1 Telnet, SSH, HTTP u FTP

5.25.2 inarHoCTUKa ONTUYECKOro TpaHcusepa
5.27.2.2 PaclumMpeHHas HacTPOMUKa NOAJMHHOCTHU
5.27.3 KoHTtponb npotokona DHCP 1 onuun 82
5.28 ®dyHKuumn DHCP-Relay nocpeaHuka

5.5 KomaHgbl ynpaBieHUsa cuctemon
YBenuueHo Koaundecrso Port-Channel go 48

[No6aBneHbl pa3genbi:

5.17.9 Hactpoiika npotokona CFM (Connectivity Fault Manage-
ment)

5.34.4 HacTpoiika npotoKkona BGP (Border Gateway Protocol)

Bepcma 1.12 01.11.2018 U3meHeHuA B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTuKu

5.17.4 MexaHusm o6Hapy:KeHus nerenb (loopback-detection)
5.5 KomaHgbl ynpasaeHUsa cuctemoim

5.19.2 Npasuna rpynnoBoii agpecaumnun (multicast addressing)

Bepcma 1.11 28.09.2018 [No6asneH pasgen:
5.17.5.3 Hactpoiika npotokona PVST+

U3meHeHus B paspgenax:

2.4.1 BHewWHMii BUA M onucaHue nepeaHeit NaHenn yCTPOUCTBa.
4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHgbl ynpasaeHUsa cuctemoim

5.17.3 Hactpoiika npotokona GVRP

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.2 Npasuna rpynnoBoi agpecauunun (multicast addressing)
5.25.2 inarHoCcTMKa ONTUYECKOro TpaHcuBeepa

5.25.1 lnarHocTMka meaHoro Kabens

5.21.2 Npotokon RADIUS

5.26 dneKTponuTtaHue no amHuam Ethernet (PoE)

5.27.1 ®dyHKuMA obecneyeHuUs 3aLMUTbI NOPTOB

5.30 KoHourypauma DHCP-cepBepa

5.4 HacTpoiika MaKpOKOMaHA,

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx 5
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Bepcua 1.10

28.06.2018

U3meHeHUA B pasgenax
5.13 Mpynnbl arperauum KaHanos — Link Aggregation Group (LAG)

Bepcma 1.9

28.05.2018

[No6aBneHbl pa3gensi:

5.3 NepeHanpaeneHue BbiBoAa KOMaHg, CLI B Npon3BobHbIiA
daiin Ha N3y

5.34.5 Hactpoiika Equal-cost multi-path (ECMP)

U3meHeHuUA B paspenax:

2.3 OCHOBHbIe TeXHUYECKUE XapaKTePUCTUKHU

5.7.4 KomaHAabl gna aBTOMAaTUYECKOro o6HoBAeHUA U KoH$uUrypa-
umm

5.10.1 Napamertpbl Ethernet-unrepodeiicos, Port-Channel n Loop-
back-untepdeiicos

5.13 F'pynnbl arperauum KaHanos Large Aggregation Group

5.14 Hactpoiika IPv4 agpecauumn

5.17.1 Hactpoiika npotokona DNS — cuctembl SOMEHHbIX UMEH
5.17.9 Hactpoiika pyHkumu Layer 2 Protocol Tunneling (L2PT)
5.19.5 dyHKUUA MHOroaapecHoi mapwpyTtusauum IGMP Proxy
5.20 MHoroagpecHaa maplpyTtusauma — npotokon PIM

5.30 KoHourypaumsa DHCP-cepBepa

5.34.3 HacTpoiika npotoKkona OSPF, OSPFv3

NPUNOMKEHUE A. TPUMEPbI NPUMEHEHMUA U KOHOUTYPALIUU
YCTPOWUCTBA

NPUNOMKEHUE I. ONMNCAHUE NPOLECCOB KOMMYTATOPA

Bepcua 1.8

12.12.2017

U3meHeHuUA B pasgenax:

2.3 OcHOBHbIe TeXHUYECKUE XapaKTepPUCTUKHU

2.4 KOHCTPYKTUBHOE UCNOJIHEHUE

2.4.4 CBeTtoBaA UHAMKALMA

5.4 KomaHabl ynpaBneHusa cuctemoim

5.9.1 Napametpbl Ethernet-unrepdeiicos, Port-Channel n Loop-
back-unrepdeiicos

5.9.2 Hactpoiika VLAN 1 pexxumos KommyTauum uHtepdeiicos
5.16.7 Hactpoiika npotoKona LLDP

5.18.1 dyHKUMA NocpegHUKa npoTokona IGMP (IGMP Snooping)
5.20.4 MpoTokon ynpasaeHua cetoto (SNMP)

5.20.6 Cnucku poctyna ACL ana ynpaBieHUA yCTPOMCTBOM
5.24.2 inarHocTMKa onTU4ECKOro TpaHcMeepa

6.2 XXypHan aBapwii, npoTtokon Syslog.

6.9 KoHdurypauus PPPoE Intermediate Agent

Bepcua 1.7

18.09.2017

[ob6aBneHbl pasgenni:

5.9.3 HacTtpoliika Private VLAN

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYECKUEe XapaKTepUCTUKU

5.4 KomaHgbl ynpaBieHUA CUCTeMoi

5.9.2 HacTtpoiika VLAN u pe:kMumoB KommyTauumn uHtepdeiicos
5.16.4 MexaHu3am ob6Hapy:xeHusa netenb (Loopback-detection)
5.18 'pynnosasa agpecauma

5.20.6 Cnucku pgocrtyna ACL ana ynpaBieHUA yCTPOCTBOM
5.20.2 NMpotokon RADIUS

5.20.4 NpoToKon ynpasneHus cetbto (SNMP)

5.21 XypHan aBapuit, npotokon SYSLOG

5.26.3 KoHTtponb npotokona DHCP v onuua 82

5.28 KoHdwurypauma PPPoE Intermediate Agent

5.32.1 HacTpoiika QoS

Bepcua 1.6

25.05.2017

Do6asneHbl pa3gensl:
5.16.9 Hactpoiika pyHKuum Layer 2 Protocol Tunneling (L2PT)

Ethernet-kommymamopesi cepuli MES23xx, MES33xx, MIES35xx, MES53xx
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U3meHeHun B paspenax:

2.2.4 dyHKUMM TpeTbero ypoBHA ceTeBo mogenu OSI

5.9 KoHdurypaums nutepodeiicos n VLAN

5.12 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)
5.16.4 MexaHu3am o6Hapy:xkeHusa netenb (Loopback-detection)
5.16.6 HacTtpoiika npotokona G.8032v2 (ERPS)

5.20.4 NpoToKon ynpasneHus cetbto (SNMP)

5.20.7.1 Telnet, SSH, HTTP u FTP

5.26.1 PyHKLUUM 06ecnevyeHUA 3aWwmUTbl NOPTOB

5.27 ®yHKuum DHCP Relay nocpeaHuKka

5.28 KoHourypauma PPPoE Intermediate Agent

5.30.3 KoHdurypaumua ACL Ha 6a3e MAC

5.32.1 Hactpoiika QoS

5.33.3 Hactpoiika npotokona OSPF, OSPFv3

Bepcua 1.5 23.03.2017 [No6aBneHbl pasgensi:

5.6.3 KomaHpabl gna pesepsnpoBaHna KoHuUrypaumm
5.26.6 Hactpoiika ¢pyHKkumn MAC Address Notification
ANPUNOXEHUE T ONUCAHUE NPOLLECCOB KOMMYTATOPA
U3meHeHus B paspgenax:

4.3 3arpy3o4yHoe MeHto

5.4 KomaHgbl ynpaBieHUA CUCTEMOM

5.6.2 KomaHab! gna paboTbl ¢ paiinamu

5.9 KoHurypauus nHtepodeiicos

5.18.2 ®dyHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.16.2 HacTtpoiika npoTtoKona ARP

5.16.5.1 Hactpoiika npotokona STP, RSTP

5.20.1 MexaHusm AAA

5.26.3 KoHTtponb npotokona DHCP u onuua 82

6.1 MeHto Startup

Bepcna 1.4 09.09.2016 [ob6aBneHbl pa3genni:

2.4 KOHCTPYKTUBHOE UCMOJIHEHNe — A06aBneHo onucaHne Kom-
myTtatopos MES2308

5.8 KoHdurypauus BpemeHHbIX UHTepBanoB time-range

5.15.8 Hactpoiika npotokona OAM

5.17.4 ®yHKUMM orpaHmnueHuna multicast-tpagpuka

5.24 dneKkTponuTtaHue no nmHuam Ethernet (PoE)

5.27 KoHowurypaumusa PPPOE Intermediate Agent

U3meHeHuUA B pasgenax:

2.3 OCHOBHbIe TEXHO/IOTUYECKUE XapaKTEPUCTUKHU

5.4 KomaHgbl ynpaBaeHUA cMCTemoin

5.7 HacTpoiiKa CUCTEMHOrO BpeMeHU

5.8 KoHdurypauua nHtepdeiicos

5.12 Hactpotiika IPv4-agpecauum

5.15.5 CemeiicTBO NpoToKoaoB STP (STP, RSTP, MSTP)

5.17.1 Npasuna rpynnosoi agpecauunun (multicast addressing)
5.17.2 dyHKUuMA nocpesHUKa npotokona IGMP (IGMP Snooping)
5.19.1 MexaHusm AAA

5.19.2 Npotokon RADIUS

5.19.5 MpoTokon ynpasneHusa cetbio (SNMP)

Bepcusa 1.3 22.07.2016 [o6aeneHbl pasgenol:

5.15.6 Hactpoiika npoTtokona G.8032v2 (ERPS)
U3meHeHus B paspgenax:

2.2.3 dyHKUMM BTOPOro YPOBHA ceTeBoii moaenu OSI
5.4 KomaHgbl ynpaBieHUA cUCTemMoi

5.8.2 HacTtpoiika untepdeiica VLAN

5.19.1 MexaHusm AAA

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx 7
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5.19.8.1 Telnet, SSH, HTTP u FTP
5.20 XXypHan aBapuit, npotokon SYSLOG
5.27 KoHdwurypauma ACL (cnucku KoHTponsa pgoctyna)
Bepcma 1.2 25.05.2016 [Nob6aBneHbl pasgenni:
2.3 OCHOBHbIe TEXHO/IOTUYECKUE XapaKTEPUCTUKHU
2.4 KOHCTPYKTUBHOE UCMOJIHEHUE - ONUCaHUEe KOMMYTaTopoB
MES2348B
Bepcua 1.1 12.05.2016 Do6aeneHbl pasgenol:
2.3 OCHOBHbIe TeXHONIOTMYECKUEe XapaKTEPUCTUKMU
2.4 KOHCTPYKTUBHOE UCNO/IHEHUE - ONUCAHUE KOMMYTaTOpPOB
MES3324, MES2324
YpaneH pasgen:
5.14.2 TyHHenupoBaHue npotoKona IPv6 (ISATAP)
Bepcma 1.0 25.03.2016 MNepBasa ny6ankaums.
Bepcua No 4.0.16.2

Ethernet-kommymamopesi cepuli MES23xx, MES33xx, MIES35xx, MES53xx
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HELTEX

YCNTOBHbIE OBO3HAYEHUA

0O603HauyeHue OnucaHue

B KBagpaTHbIX CKOBKax B KOMaHAHOM CTPOKE YKa3blBaloTcA HeobsA3aTenbHble

[] napameTpbl, HO UX BBOA, NPeAOoCTaBAAET onpeaeneHHble AONONHUTE/IbHbIE
onuun.

0 B durypHbIx ckobKax B KOMaHAHOW CTPOKE YKa3bIBalOTCS BO3MOKHble 065-
3aTesibHble napameTpbl. Heobxoanmo BbIO6paTb 0OANH U3 MapameTpoB.

«,» JaHHble 3HaKN B ONUCAHUM KOMaHAbl UCMOAb3YIOTCA O1A YKa3aHMA guana-

«=» 30HOB.

«|» [aHHbIM 3HaK B ONUCAaHUM KOMaHAbl 0603HaYaeT «Uan».

«/» JaHHbI 3HaK B ONUCaHNEe KOMaHAbl YKa3blBAaeT Ha 3HAa4YEHME N0 YMOTHAHUIO.
KypcuBom Calibri yKkasbiBaloTca nepemeHHble MAM NapameTpbl, KOTopble

Kypcus Calibri yp y P P pel, P

Heo6X0AMMO 3aMEHUTb COOTBETCTBYIOLLMM C/IOBOM MU CTPOKON.

NonyXupHbin
MonyXMPHbIM LWPUPTOM BblaeNEHbI MPUMEYAHNA N NPeayNperKaeHN.

Kypcus

<MonyxcupHoliii MoNy*KMPHbIM KYPCUBOM B YI/10BbIX CKOOKax YKasblBAtOTCA Ha3BaHMA Ka-
Kypcue> BULL Ha KnasuaType.

Courier New MNonyxunpHbim LW pndtom Courier New 3anncaHbl npumepbl BBOAA KOMaHA,

LWpudtom Courier New B pamKe C TEHbIO YKasaHbl pe3y/bTaTbl BbINOJHEHUA
KOMaHa,

Courier New

MpumeyaHuna u npegynpexaeHus

BaHUIO U HAaCTPOMKe YCTPOICTBA.

MNpeaynpexxaeHna MHPOPMUPYIOT NONIb30OBATENA O CUTYALUAX, KOTOpPble MOryT HaHecTu
Bpep, yCTPOICTBY UM YeNOBEeKY, MPUBECTU K HEKOPPEKTHO paboTe ycTpoiicTBa Mamn notepe

/;‘- MpumeyaHua cogeprKaTt BarKHYIO MHGOPMALUIO, COBETbI MIM PEKOMEHAALMM NO UCMONb30-
o OaHHbIX.
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DHELTEX

1 BBEAEHME

B nocnegHue roabl HabnwoaaeTca TeHAEHUMA K OCYLECTBNAEHMIO MaclWTabHbIX NPOEKToB Mo
NOCTPOEHUIO CceTeil CBA3U B COOTBETCTBUM C KoHUenumeir NGN. OaHOM 13 OCHOBHbIX 33434 NpU peanusaumm
KPYNHbIX MY/NbTUCEPBUCHBIX CETel ABAAETCA CO34aHMEe HafeXHbIX W  BbICOKONPOU3BOANUTENbHbIX
TPaAHCMOPTHbIX CeTel, KOoTopble ABAAKTCA OMOPHbIMU B MHOFOC/OMHOW apXUTEKType ceTell cneaytoluero
NOKONEHMA.

Mepesaya wHPopmMaumm Ha 6ONbLWIKMX CKOPOCTAX, OCOBEHHO B CETAX KPynHOro MacwTaba,
noApasymeBaeT BbI6Op TaKoW TOMONOIMM CETM, KOTOpas Mo3BOAAET MMOKO OCYLLeCcTBAATb pacnpenesneHne
BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTtatopbl cepuit MES53xx, MES33xx 1 MES23Xxx MOryT MCNO/Ib30BaTbCA Ha CETAX KPYMHbIX
npeaAnpuATUIA U NPeanpPUATMIA Manoro u cpeaHero busHeca (SMB), B onepatopckux cetax. OHM obecneymBatoT
BbICOKYO NMPOU3BOANTENBHOCTb, TMBKOCTb, 6€30MacHOCTb, MHOTOYPOBHEBOE KayecTBO 0bcnyKmneaHuA (QOS).
KommyTtatopbl MES5324 n MES3324 061a4at0T NOBbILWEHHOW HAZEKHOCTbIO 33 CYET Pe3epPBUPOBAHUA Y3/10B,
onpegenaolwmx becnepeboitHOCTb PYHKLUMOHUPOBAHUA — MOAYAEN MUTAHMA U MOAYNEN BEHTUNALMNN.

JInHeiKa npomblLweHHbIx KomMmyTaTopos I/ITEKC cepmum MES35xx npegHasHavyeHa 158 opraHu3aumm
3alUMLLEHHbIX OTKA30YyCTOMUMBbLIX CeTel nepegaym AaHHbIX Ha 0ObEeKTax, rae HeobxoAMMO BbIMOJIHEHUE
TpeboBaHMI MO YCTOMYMBOCTM K BO3LAENCTBMAM pPaA3/IMYHOIO BMAA TEMMEPATYPHbIM M MEXAaHUYECKUM
BO34eNCTBMAM, BUOpaLLMn 1 ap.

B HacTosALLEM PYKOBOACTBE M3/10XKEHbI Ha3HaYeHMe, TEXHMYECKUE XapaKTePUCTUKU, peKOMEHAauumn no
HaYya/IbHOM HACTPOMKE, CUHTAKCUC KOMaHA A1a KOHPUIypaunmn, MOHUTOPMHIA U O6HOBIEHMA NPOrPaMMHOIO
obecneyeHna KommyTaTopa.
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2 OINUCAHUE U3AENUNA

2.1 Ha3HaueHue

KommyTatopsl arperauum cepuit MES53xx, MES3xx — 3TO BbICOKOMNPOW3BOAUTE/NbHbIE YCTPOMCTBA,
OCHalleHHble WHTepdeircamm 10GBASE-G, 40GBASE-G w npegHasHauyeHHble ANA WUCNO/Mb30BaHMA B
onepaToOPCKMX CETAX B KAYECTBE YCTPOMCTB arperaumm 1 B LeHTpax obpaboTtkm aaHHbIx (LLOA) B Kavectse Top-
of-Rack nnun End-of-Row KommyTtaTopos.

MopTbl ycTpoicTea noaaepskusatotT paboty Ha ckopoctax 40 Féut/c (QSFP+) (MES5324), 10 Iéut/c
(SFP+) nan 1 Téut/c (1000BASE-X 1 1000BASE-T SFP), yto obecneumsaeT rubKOCTb B MCMNOJIb30BaHUU U
BO3MOHOCTb NOCTENEHHOro nepexofa Ha 6osiee BbICOKME CKOPOCTM nepedayn AaHHbIX. Hebnokmpyemasn
KOMMYTaLMOHHaA MaTpuLa NO3BOJIAET OCYLLECTB/IATb KOPPEKTHYIO 06paboTKy MakeToB Npu MakCUMabHbIX
HarpysKax, COXpaHsaa npu 3TOM MUHMMa/IbHblE M NPeACKa3yemble 3a4ePrKKU Ha BCex TUNAxX TpaduKa.

Cxema BeHTMAaummn front-to-back obecneumBaer apdeKTMBHOE OxNarKAeHME MPU UCMNOb30BAHUMU
YCTPOICTB B yCA0BMAX cOBpPeMEHHbIx LLO/.

,El,y6nmposaHHb|e BEHTUNATOPbI U WUCTOYHUKU NUTAHMNA NOCTOAHHOIO WIAU NepemMeHHOro TOKa B
COYETaHWUM C PA3BUTOW CUCTEMOIN MOHUTOPMHIA arnnapaTHOW YacTW YCTPOWCTBA NO3BO/IAOT NO/YYNUTb BbICOKME
NMoKasaTenn HaAeXHOCTU. YCTPOMCTBA MMEIOT BO3MOMKHOCTb ropsAYelt 3ameHbl Mogynen MuUTaHuA W
BEHTUAALMOHHbIX Mogysiei, obecneymBan 6ecnepeboinHOCTb GYHKLMOHUPOBAHUA CeTM onepaTopa.

KommyTaTopbl goctyna cepum MES23xx — ynpaBasemble KOMMYTaTOpbl YPOBHA L2+, ocywecTBaaoT

NOAKNIOYEHNE KOHEYHbIX MO/Ib30BaTe/Ied U ceTel npeanpuaTMn manoro u cpefHero 6usHeca K ceTam
onepaTopoB CBA3M C NoMoLlblo nHTepdelicos 1/10Gigabit Ethernet.

2.2 O®yYHKUUM KOMMYTATOpA

2.2.1 basosble hyHKYuU
B Tabnnue 1 npuBeaeH cNMcok 6a30Bbix GYHKLUWUI YCTPOMUCTB, AOCTYNHbIX ANA aAMUHUCTPUPOBAHUSA.

Tabnnua 1 — basoBble PpyHKLMM YCTPONCTBA

3awuma om BAOKMPOBKa BO3HUKAET B C/lyHaAx Neperpysku BbIXOAHbIX MOPTOB YCTPOMCTBA Tpa-
6n0KuposKu GVKOM OT HECKOJIbKMX BXOAHbIX MOPTOB. ITO NPUBOAMUT K 3aJeprKKaM nepesayu
oyepedu (HOL) OaHHbIX U MOTepe NakeTos.
Moddeprcka c 6
nocobHOCTb NoAAEepKUBATb Nepesady CBEPXAJ/IMHHbLIX KagpoB, YTO No3BoAseT

C8epXOAUHHbIX ALEp PEAAYy CBEPXA APOB, .

nepeaBaTbh AaHHbIE MEHbLUMM YMUC/IOM NAKETOB. ITO CHUMKAET 06bEM CyKebHOM
Kadpos (Jumbo

MHPopmaLmu, Bpema 06paboTKn 1 nepepbiBbl.
frames)

YnpaBieHne NoTOKOM NO3BOIAET COeAMNHATb HU3KOCKOPOCTHOE YCTPOMCTBO C Bbl-
YnpaeneHue COKOCKOPOCTHbIM. N5 NpeAoTBpalLeHMA nepenoaHeHns bydpepa HU3KOCKOPOCT-
MOMoOKoOM HOEe YCTPOMCTBO MMeeT BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, TemM cambim WH-
(IEEE 802.3X) bopMMpys BbICOKOCKOPOCTHOE YCTPOMUCTBO O HEOBXOAMMOCTU CAenaThb naysy npu

nepegaye nakeTos.
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KommyTtaTop noanepkmsaeT obbeAnHEHWE HECKOIBKMUX YCTPOMCTB B CTEK. B aTOM
cny4ae KOMMYTATOpbl PAacCMATPMBAOTCA KaK efuHOe YCTPOMCTBO C O6LWMMM
Paboma e cmeke HacTpoiKamun. BO3MOKHbI ABe TOMONAOrMM NOCTPOEHUA CTEKA — KO/bLO W Le-
ycmpoiicme nouka. Mpu aTom NapameTpbl NOPTOB BCEX YCTPOMCTB, BKHOYEHHbIX B CTEK MOMKHO
334aTb C KOMMyTaTopa, paboTaioliero B pexume «mactep». CTeKMpoBaHue
YCTPOWCTB NO3BO/IAET CHU3UTb TPYA0EMKOCTb YPABAEHUSA CETbIO.

2.2.2 ®yHKyuu npu pabome c MAC-adpecamu
B Tabanue 2 npuseaeHbl GYHKLUUN YCTPOMCTB Npu paboTe ¢ MAC-agpecamu.

Tabnmua 2 — PyHKUMKM paboTbl c MAC-agpecamm

Tabauya MAC- KommyTaTop cocTaBnfet B NamATK TabauLly, B KOTOPOW yCTaHaB/AIMBAETCA COOTBET-
adpecos ctere mexkgy MAC-agpecamu 1 y3namum nopToB KOMMYTaToOpa.

B oTcyTcTBME 0byuyeHMs, AaHHble, MOCTynalLiMe Ha Kakoi-nMbo nopt, nepesa-
IOTCA HA BCE OCTa/ibHble MOPTbl KOMMYyTaTOpa. B pexunme obyyeHUa KommyTaTop
aHanM3MpyeT Kaapbl 1, onpegenvs MAC-agpec oTnpaBuTens, 3aHOCUT ero B Tab-
NMuy KommyTaumu. Bnocneacteum kagp Ethernet, npegHasHauyeHHbIN 4N XocTa,
MAC-aapec KOTOPOro y¥Ke ecTb B Tabauue, nepeaaeTcs TONbKO Yepes yKasaHHbIN
B Tabsmue nopr.

Pexcum obyyeHus

Mododepxka
nepeodayu Ha

HecKkonbko MAC- LaHHanA d)YHKLI,Mﬂ NO3BONIAET YCTaHaBANBATb coeaNHEHUA «OAUH KO MHOTMM» U

«MHOTME KO MHOrMm». Takum obpasom, Kagp, aapecoBaHHbli MHOroaapecHom

adpecos rpynne, nepeAaeTca Ha KaXAabl NOPT, BXOAALLNI B rpynny
(MAC Multicast ' ’
Support)
AsmomamuyecKoe . AC o
8pems XpaHeHus Ecam ot YCTPOUCTBa C onpeaeneHHbim M -aZlpecoMm 3a onpeaeneHHbl nepmnoa
BpemMeHU He NOCTYyNatoT NaKeTbl, TO 3anNUCb ANA AaHHOIo agpeca yCtapeBaeTn a-
MAC-adpecoe p Y , ANA L, Aap ycrap YA
Aut tic Aqi naetca. 9To no3sonser noaaepxmeatb Ta6l]MLI,y KOMMYTaUUnU B aKTyaZlbHOM CO-
(Automatic Aging for J——
MAC Addresses)
CmamuyecKue .
CeteBon KOMMYTATOpP NO3BOJIAET NO21b30BaTENO oNpeaenTb CtTatTuyeCkme 3anncu
3anucu MAC o
. . cooTBeTcTBU MAC-afpecoB, KOTOpble COXPaHSAOTCA B Tabinue KOMMyTauUu.
(Static MAC Entries)

2.2.3 ®yHKyuu emopo20 ypoeHa cemeesoli moodenu OSI|

B Tabnmue 3 npuseaeHbl pyHKUUM M 0COBEHHOCTM BTOPOTo YpoBHA (ypoBeHb 2 OSI).

Tabnunua 3 — OnucaHune GyHKUMIA BTOporo ypoBHaA (yposeHb 2 OSl)

Peanusauua npotokosa IGMP no3sonseT Ha ocHoBe MHPOPMALMU, NONYYEHHOM

@®yHkyusa IGMP npu aHanunse cogepknmoro IGMP-nakeTos, onpeaennTb, Kakne ycTpomncTsa B

Snooping CeTM y4acTBYIOT B rpynnax MHOroa4pecHoOM paccbliku, U agpecosaTb TpaduK Ha
COOTBETCTBYOLME NOPThI.

dyHKyua MLD Peanusauma npotokona MLD no3sonseT ycTponcTsy MUHUMU3NPOBATL MHOTO-

Snooping agpecHbiit IPv6 Tpaduk.
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®yHkyusa MVR

®PyHKUMA, NO3BONAOWAA NepeHanpaBaATb MHOrOaAPecHbIM TpaduK U3 ofHOM
VLAN B apyryto Ha ocHoBaHUM IGMP-co0bLLEeHMIA, YTO NO3BONAET YMEHbLINTb
HarpysKy Ha uplink-nopTty. MpumeHnaeTca B peweHusax lll-play.

3awyuma om «wmopma»
(Broadcast, multicast,
unknown unicast

Storm Control)

«WTopm» — 370 pasmHoxeHue broadcast-, multicast-, unknown unicast-
MaKeToB B Ka)XAOM Yy3/ile, KOTOPOe MPUBOAUT K J1aBUHOOOPaA3HOMY pPOCTy WX
yucna v napanusyet paboty cetn. KommyTaTopbl metoT GYHKLMIO, NO3BONAIO-
LYt OFpaHUYUTb CKOPOCTb NepesayYn MHOroagpPecHbIX U LUIMPOKOBELATENbHbIX
KaApoB, NPUHATbIX U NepeaaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoe
(Port Mirroring)

3epkanupoBaHue NopToB no3sonseT Aybamposatb Tpaduk Habnogaembix nop-
TOB, Mepecblias BXOAALME U/MAN UCXOZALME MAKETbl HA KOHTPOAUPYHOLLUIA
nopTt. ¥ nonb3oBaTens KOMMyTaTOpa eCTb BO3MOXHOCTb 334aTb KOHTPONPYIO-
LM M KOHTPOJ/IMPYyeMble NMOopTbl U BbiIBpaTb TMN Tpaduka (BXxoAawmin n/mam mc-
XOAALWMNIM), KOTOPbIN ByaeT nepeaaH Ha KOHTPOAUPYIOLWMIA NOPT.

U3zonayua nopmos
(Protected ports)

[JaHHas yHKLMA no3BONAET HazHAYUTb NopTy ero uplink-nopT, Ha KoTopbIl 6es-
yC/IOBHO ByaeT nepeHanpasnsTbecs Becb Tpadumk, obecneynsas Tem cambiM U30-
NALMIO C APYrMMM NopTamu (B Npeaenax 04HOro KOMMyTaTopa), HaxoAALWMXCA B
3TOM e WupoKoBewaTenbHom gomeHe (VLAN) B npeaenax ogHOro KommyTa-
TOpa.

Private VLAN Edge

[aHHaa GyHKUMA No3BoNAET U30MPOBaTb rPynny NOPTOB (B Npeaenax og4HOro
KOMMYTaTopa), HaxoAAWMXCA B OAHOM LUMPOKOBELLATE/IbHOM JOMEHE MEXAY
coboi, no3sonAA Npu sTom 06MeH TpadUKOM C APYrMMU NOPTaMM, HAXOAALLMU-
MWUCA B STOM K€ LUMPOKOBELLATENbHOM AOMEHe, HO He MPUHAANEKAWUMU K
aTOM rpynne.

Private VLAN (light
version)

ObecneunBaeT M30NALUMIO MEXAY YCTPOMNCTBAMM, HAXOAALWMMMUCA B OLHOM LLUK-
pOKOBeLlaTeNlbHOM [lOMeHe, B npeaenax Bcei L2-ceTu. PeannsoBaHbl TO/IbKO
OBa pexunma pabotbl nopta Promiscuous u Isolated (Isolated-nopTbl He moryT
06MeHMBATLCA APYT C APYIOM).

MododepiKa
npomokona STP
(Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoit NPOTOKO/, OCHOBHO 3aga4yeil KOTOPOro AB-
naetca npusegeHmne cet Ethernet ¢ n3bbITOUHBIMM COEAUHEHUAMM K APEBOBUA-
HOM TOMONOrMK, UCKAtOYatOLLEe NeTAn. KommyTaTopbl 06MeHMBAOTCA KOHOUTY-
PaLMOHHBIMU COOBLLEHUAMM, UCMO/b3YA Kaapbl CneunansHoro Gpopmara, U Bbl-
6OPOYHO BKAKOYAIOT M OTKAKOYAIOT Nepesady Ha nopTbl.

Mododepxka
npomokona RSTP
(IEEE 802.1w Rapid
spanning tree
protocol)

Rapid (6bicTpbiit) STP (RSTP) — sABAseTcA ycoBeplUEeHCTBOBaHWEM MNPOTOKO/A
STP, xapaKTepuM3yeTca MeHbLIMM BpeMeHeM NpUBEeAEHNA CETU K APEBOBUAHOM
TOMONOTUK U UMeeT 6oJiee BbICOKYH YCTOMYMBOCTb.

lpomokon ERPS
(Ethernet Ring
Protection Switching)

MpoToKoN NpeaHasHauyeH A8 NOBbILWEHUS YCTOMYMBOCTM U HAAEKHOCTU CETU
nepefayy AaHHbIX, UMeHLWel KOAbLEBYHO TOMOMOMMIO, 33 CYET CHUXKEHUA Bpe-
MeHW BOCCTaHOB/IEHWA CETU B C/lyyae aBapun. Bpema BOCCTaHOBNEHUA He Mnpe-
BbllWwaeT 1 CeKyHAbl, YTO CYLLECTBEHHO MEHbLLE BPEMEHW NePEeCcTPONKK CeTn Npu
MCNo/Ib30BaHUK NPOTOKO/IOB CEMENCTBA spanning tree.

Moddepika VLAN

VLAN — 3To rpynna nopToB KOMMyTaTopa, 06pasyowmx o4Hy LWMPOKOBeLLa-
TenbHyo obnactb (AomeH). KommyTatop noaaepKMBaeT pas/inyHble CpeacTsa
KnaccudurKaummn NaKeToB ANA onpeaeneHma ux NPUHaANEeXKHOCTU K onpeseseH-
Hoi VLAN.

Moddepxka
npomokona OAM
(Operation,
Administration, and
Maintenance, IEEE
802.3ah)

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah —
dYHKUNM YPOBHA KaHana nepeaadn AaHHbIX NpeacTaBasatoT cobo NpoTOKO MO-
HUTOPWMHra COCTOAHMA KaHana. B aTom npoToKose gaa nepegaum nHdopmauum
0 COCTOAHWUM KaHaNa MeXay HeNnocpeaCTBEHHO NOAKAOYEHHbBIMUW YCTPOMCTBAMM
Ethernet ucnonbsytoTca 6/0KM paHHbIX npoTokona OAM (OAMPDU). O6a
YCTPOWCTBA A0MKHbI NoaAepKusatb ctaHgapT IEEE 802.3ah.
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Moddepxcka GVRP
(GARP VLAN)

MpoTtokon peructpaumm GARP VLAN obecneumBaeT AnHamuyeckoe pobasne-
Hue/yaanexue rpynn VLAN Ha nopTax KommyTaTopa. Eciv BKAOYEH NPOTOKON
GVRP, KommyTaTop onpeaenset, a 3aTeM pacnpocTpaHAeT AaHHble O NPUHaA-
nexkHoctn K VLAN Ha Bce NopTbl, ABAAIOLLMECA YACTblo aKTUBHOM TOMNO/IOMUM.

Moddepxka VLAN Ha
6ase nopmos
(Port-Based VLAN)

PacnpeaeneHune no rpynnam VLAN BbINOAHAETCA NO BXOAALWMM nopTam. [laHHOe
pelweHne MNo3BOMAET MCMOJIb30BaTb Ha Ka)KAOM MOPTY TOAbKO OAHY rpynny
VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbIM CTaHAAPT, KOTOPbIM ONMUCbIBAET NpoLeaypy Termposa-
HUA TpaduKa ANa nepesadun MHGopmaumm o npuHagnexkHoctn K VLAN. MNosso-
NAeT NCNoNb30BaTb HecKobKo rpynn VLAN Ha ogHOM nopTy.

ObveduHeHue
KaHan08e ¢
ucnonb3oeaHuem
LACP

MpoTtokon LACP obecneynBaeT aBTOMaTM4eckoe o6begMHEHNE OTAE/IbHbIX CBA-
3ei Mexay AByMA YCTPOMCTBaMM (KOMMYTaTOp—KOMMYTATOP UM KOMMYTaTop—
cepBep) B e4AMHbIN KaHan nepesayn AaHHbIX.

B NpoTOKO/1€ NOCTOAHHO ONpeaenaeTca BO3MOXHOCTb 06beAMHEHNA KaHaNOoB, U
B C/ly4ae OTKasa cCoeAMHEHUA, BXOAALWEro B 06beAMHEHHbIN KaHas, ero TpaduK
aBTOMATUYECKW MnepepacnpefenseTca Nno He OTKa3aBLIMM KOMMOHeHTaM 06b-
eANHEeHHOro KaHana.

Co3daHue 2pynn LAG

B ycTpoiicTBax nogaeprkuBaeTca GyHKLMA CO34aHNA FPynn KaHanos. Arperaums
KaHanos (Link aggregation, trunking) nan IEEE 802.3ad — TexHonorus obbveau-
HEHUA HECKONbKMX GU3NYECKUX KaHAOB B OAMH SIorMYeckunin. 3To cnocobertayeT
He TO/MIbKO YBE/IMYEHMUIO MPOMNYCKHOW CMOCOBHOCTM MarmcTpasbHbIX KaHasioB
KOMMYTaTOp—KOMMYTaTOpP MM KOMMYTaTOp—CepPBep, HO M MOBLILEHUIO UX
HaAEeKHOCTWU. BO3MOXKHbI TpM TMNa 6anaHCMPOBKM — Ha ocHoBaHnn MAC-agpe-
COB, Ha OCHOBaHMK |P-aipecoB U Ha OCHOBaHMM nopTa (socket) HazHaueHus.
lpynna LAG cOCTOUT M3 NOPTOB C OAMHAKOBOM CKOPOCTbIO, paboTatowmx B Ayn-
NEKCHOM peXKuMme.

Moddepxcka Auto
Voice VLAN

MpepocTaBnAeT BO3MOXHOCTb NAEHTUGULMPOBATL FON0COBOM TPadUK Ha OCHO-
BaHuKM OUI (Organizationally Unique Identifier — nepsblie 24 6uta MAC-agpeca).
Ecnn B MAC-Tabanue kommyTtatopa npucytcreyet MAC-agpec ¢ OUI ronocosoro
wnto3a unn ke IP-tenedoHa, To AaHHBIN NOPT aBTOMaTMYecKn aobasnsetca B
voice vlan (naeHTuduKaums no npotokony SIP nnm xe no MAC-agpecy nonyya-
TeNnsA He NoAnepKMBaeTca).

Selective Q-in-Q

Mo3BonseT HasHauyaTb BHewwHKUt VLAN SPVLAN (Service Provider's VLAN) Ha oc-
HOBE CKOHOMUIypMpOBaHHbIX MNpPaBua GUABTPALUM MO HOMEpPaM BHYTPEHHUX
VLAN (Customer VLAN). MpumeHeHune Selective Q-in-Q no3sonseTt pa3obpaTtb
Tpadumk aboHeHTa Ha Heckonbko VLAN, nsmeHntb metky SPVLAN y naketa B oT-
AEeNbHOM Yy4YacTKe ceTu.

2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeeoii modenu OSI

B Tabnmue 4 npuseaeHbl GyHKUMM TpeTbero ypoBHsA (yposeHb 3 OSI).

Tabnuua 4 — OnucaHne GpyHKLUMI TpeTbero ypoBHsA (Layer 3)

KnueHmeoi BootP u
DHCP

YcTpoiicTBa cnocobHbl aBTOMaTMYecKM noaydaTb IP-agpec no nNpoToKony

(Dy. namic l'_los t BootP/DHCP.

Configuration

Protocol)

Cmamuyeckue IP- AOMUHUCTPATOP KOMMYTATOPa MMEEeT BO3MOXKHOCTb A406aBNATb U yaanAaTb CTaTu-
mapwpymsi YyecKue 3anucu B Tabaumuy mapLipytmsaumm.
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lpomokon ARP
(Address Resolution
Protocol)

ARP — npoTokon conocTtasneHus |IP-agpeca n ¢usmnyeckoro agpeca ycTpomcTea.
CooTBETCTBME YCTaHaBAMBAETCA Ha OCHOBE aHa/nM3a OTBeTa OT y3/1a CeTu, aapec
y3/1a 3anpalmBaeTca B LUMPOKOBELATE/IbHOM NaKeTe.

lpomokon RIP
(Routing Information
Protocol)

MPOTOKON AMHAMUYECKON MapLIPYTU3aLMKM, KOTOPbIA NO3BOIAET MapLUpyTU3aTo-
pam 06HOBAATL MAPLUPYTHYIO MHOPMaLMIO, MOJIyYan ee OT COCeAHMNX MapLIpyTH-
3aTOpOB. B 3a4a4n NpoToKO/1a BXOAMT OnNpeaeneHme OnTMMasbHOro MapLupyTa Ha
OCHOBAHWW AaHHbIX O KOJIMYECTBE NPOMEXKYTOUHbIX Y3/108.

Dyukyusa IGMP
Proxy

IGMP Proxy — ¢pyHKLMA yNPOLLEHHOM MApLIPYTM3aLUN MHOTOAAPECHDBIX AaHHbIX
Mexay cetamu. [na ynpaBneHWs mapLlipyTMsauuein MCnonb3yeTca NPOTOKOA
IGMP.

lMpomokon OSPF

MpPOTOKO/N AMHAMMYECKON MapLUpyTU3aLLMKW, OCHOBAHHbLIA Ha TEXHOJ/IOTMK OTC/e-
YKMBaHMA cocToAHMA KaHana (link-state technology) n ncnonb3yowmit ans Haxox-
AeHunA Kpatyarwero nytn Anroputm enkctpbl. MpoTokon OSPF pacnpocTpaHaeT
MHbOPMaALMIO O AOCTYMHbIX MAPLUPYTaX MEXAY MapLUpyTU3aTopaMn OA4HON aBTo-
HOMHOWM CUCTEMDI.

lpomokon BGP

BGP (Border Gateway Protocol — npoToKon rpaHU4YHOrO W/03a) ABAAETCA NpoTo-
KOJIOM MapLUpyTM3aLMM MeXKAy aBTOHOMHbIMKM cuctemamu (AS). MapipyTusa-
TOpbl 06MeHMBAOTCA MHOPMALMEN O MAPLUPYTAX K CETAM HasHayeHus.

lpomokon VRRP

Mpotokon VRRP npeaHasHayeH Ana pe3epBMpoOBaHUA MapLUPyTU3aTOPOB, BbINOA-
HAOLWMX POJb LWK03a MO YMOYaHMIO. 3TO AOCTUraeTcs NyTém obbeanHeHus IP-
WMHTepdencos rpynnbl MapLIPyTM3aTOPOB B OAWMH BUPTYasibHbIN, KOTOPbIA ByaeT
MCNONb30BATLCA KaK LUAO3 NO YMOAYAHUIO AN KOMMbIOTEPOB B CETH.

PIM-npoToKkon MHoroagpecHo mapwpyTtusaunm gnsa IP-cetein, cosgaHHbIA ana
peweHua npobnem rpynnosoi Maplpytusaumm. PIM  6asupyeTtca Ha
TPAaAMLMOHHbIX MapLPYTHbIX NpoToKoNax (Hanpumep, Border Gateway Protocol),

lpomokon PIM BMeCTO TOro, 4Ttobbl co34aBaTb COOCTBEHHYKO ceTeBylo Tomonoruo. PIM
Mcnosib3yeT unicast-Tabavuy maplpytmsaumm gnsa nposepku RPF. 3T1a nposepKa
BbINOJIHAETCA  MaplipyTvM3aTopamu, 4Tobbl  ybeguTbes, UTO  nepenava
MHOr0aZpecHoro TpaduKa BbINOAHAETCA Mo NyTH 6e3 neTenb.
MpoTtokon ana obmeHa wnHdopmauumeld 06 WMCTOUHMKAX MY/IbTUKAcTa Mex
lpomokon MSDP P A opmay y Ay

pa3nnyHbimu RP B PIM.

2.2.5 ®yHkyuu QoS

B Tabauue 5 npmBeaeHbl oCHOBHble PpYHKLUMU KayecTBa obcnyxkunsanua (Quality of Service).

Tabnnua 5 — OCHOBHble GYHKLUMM KayecTBa 06CyKMBaHNA

Moddepika
npuopumem~Hbix
oyepedeii

YCTpOWCTBO NoAAepKMBaeT NPUOPUTM3aLMIO UCXOAALLEro TpaduKa No ouepesam
Ha KaXk4om nopTy. PacnpeseneHve NakeToB No o4yepessm MOMKET NPOU3BOANTLCA
B pe3sy/bTaTe KnaccubuKkaumm Naketos no Pas/iMyHbIM NOAAM B 3aro/I0BKax nake-
TOB.

ModdepxKa Knacca

CraHgapT 802.1p cneunduumpyeT MeTos yKasaHusa npuoputeTa Kagpa U anro-
PUTM MCNO/NIb30BAHUA NPUOPUTETA B LENAX CBOEBPEMEHHOW AOCTaBKU YyBCTBU-

obcnyrusaHusa TE/IbHOTO K BPEMEHHbIM 3aaeprKkam Tpaduka. CtaHgapT 802.1p onpeaensaeT Bo-
802.1p cemMb ypoBHel npuoputetos. KOMMyTaTopbl MOTYyT UCMONb30BaTb 3HAa4YEHME NpU-
oputeTta 802.1p Ans pacnpeneneHma Kagpos No NPUOPUTETHLIM O4Yepeasm.
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2.2.6 ®yHKyuu obecneyeHusa bezonacHocmu

Tabnmua 6 — PyHKUMKN 0becnevyeHmn Be3onacHoOCTH

®YHKUMA KOMMYTaTOpa, NpeAHa3HaYeHHaa ANA 3alWMTbl OT aTak C UCMO/Ib30Ba-
Huem npoTokona DHCP. Ob6ecneunsaet dunbrpaumio DHCP-coobuieHnin, nocry-

DHCP snooping MUBLUMX C HEHAZEKHbIX MOPTOB MYTEM NOCTPOEHUA U NOAAEP!KAHUA 6a3bl AAHHBIX
npueaskn DHCP (DHCP snooping binding database). DHCP snooping BbinoaHAeT
AencTena bpaHamayspa Mexay HeHaZeKHbIMM noptTamu 1 cepsepamm DHCP.
OnuymA, KoTopasa nossonsaeT npomHpopmmposatb DHCP-cepBep 0 Tom, ¢ Kakoro
Onyus 82 DHCP-peTpaHcaaTopa 1 Yepes Kakon NOpT npuLwen 3anpoc.

npomokona DHCP

Mo ymon4aHMo KoMMmyTaTop, Mcnosbsyrowmin pyHKumio DHCP snooping, obHapy-
KuBaeT un otbpacbiBaeT ntoboii DHCP-3anpoc, cogep:Kalmin onumio 82, KOTOPbIN
OH MoNyuYun Yyepes HeHaAEXHbIN (untrusted) nopr.

UDP relay MepeHanpasnieHne wmpokoselLatesbHoro UDP-TpadumKa Ha yKasaHHbIN IP-agpec
DHCP-cepBep ocyLLecTBASIET LEHTPaAM30BaHHOE ynpaB/iieHWe CEeTeBbIMWU aape-
®yHkyuu DHCP- psep ocyLy LEHTP ynp ap
CaMM U COOTBETCTBYIOLWMMMU KOHOUIYPaALMOHHBIMW NapameTpamMn, aBTomaTuye-
cepsepa

CKU npenoctaBnaa X KIMEHTAM.

IP Source address
guard

dPyHKUMA KOMMyTaTopa, KoTopasa orpaHunymneaet IP-Tpaduk, duabTpya ero Ha oc-
HOBaHWK TabanLUbl COOTBETCTBUIA 6a3bl AaHHbIX NpuBa3kM DHCP — DHCP snooping
M CTaTUYeCcKM CKoHoUrypupoBaHHbix IP-agpecoB. ®PyHKUMA mMcnonb3yetca Ana
60pbbbI c NnogmeHow IP-agpecos.

CDyHKLI,VIﬂ KOMMYTaATOpa, NpegHa3Ha4yeHHaA ONA 3aWnTbl OT aTaK C UCNO/1b30Ba-

Dynamic ARP Huem npoTokona ARP. CoobuieHne, KOTOpoe NOCTynaeT ¢ HEeHaAEeKHOro nopTa,
Inspection noagepraeTcaA NnpoBepKe — cooTseTcTByeT A IP-agpec B Tene npuHatoro ARP-na-
(Protection) KeTa IP-agpecy oTnpasuTtens.

Ecnv appeca He cOBNAAaloT, TO KOMMYTATOp OTOpacbiBaeT NakerT.

Ha ocHoBe MHpOopMaLMK, CoOAep KaLLLENCa B 3aro/IoBKax ypoBHen 2, 3 1 4, y agmu-
L2 -13—L4ACL dopmaty AepsKaLLy yp yaa

(Access Control List)

HUCTPATOpPa eCTb BO3MOMKHOCTb HAaCTPOWTL MPaBKUIa, COrNacHO KOTOPbLIM NakeT by-
net 0bpaboTtaH, 1Mbo oTbpoLLeH.

Time-Based ACL

Mo3BonsAeT CKOHPUrYpPUpPOBaTb BPEMEHHbIE PaMKK, B TeYEHNE KOTOPbIX AaHHbIM
ACL byaeT peiictsoBaThb.

Moddepicka OcHoBHasA GYHKUMSA BNOKMPOBKM — MOBbICUTL 6€30NacHOCTb CeTH, NPeaoCcTaBans
3a6/10KUPOBAHHbIX [0CTyn K MOPTYy KOMMyTaTopa TO/IbKO 1A ycTpoicTe nmetowmnx MAC-agpeca, 3a-
nopmos Kpen/ieHHble 3a 3TUM MOPTOM.

lposepka

noodsAUHHOCMU Ha
ocHoee nopma
(802.1x)

MposepkKa noanMHHocTu IEEE 802.1x npeactasnset cobot MexaHM3mM KOHTPOAA
[0CTyNa K pecypcam yepes BHeLWHWIA cepsep. Mpolweawne npoBepKy NOAANHHO-
CTM NONb30BaTENN NOAYHAOT AOCTYN K pecypcam BblbpaHHOM ceTu.

2.2.7 ®yHKYuU ynpasseHus KOMmmymamopom

Tabnnua 7 — OCHOBHble GYHKUMW yNpaBAeHUs KOMMYTaToOpamm

3azpy3Ka u
ebi2py3Ka ¢aiina
Hacmpoliku

MapameTpbl YCTPONCTB coXpaHAtOTCA B daiine HaCTPOIMKKU, KOTOPbIN COAEPKUT
AaHHble KOHOUTypaL MM KaK BCel CUCTEMBI B LLeIOM, TaK U onpese/ieHHOoro nopTa
YCTPOMCTBA.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx
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lpomokon TFTP
(Trivial File Transfer
Protocol)

MpoToKkon TFTP ncnonbsyetcs ana onepawmini 3anmucu n yteHus ¢aiinos. MNpotoKkon
OCHOBAH Ha TpaHCNopTHOM npoToKosae UDP.

YCTpOICTBa NOAAEPKMUBAIOT 3arpy3Ky M nepesady no LaHHOMY NpPoToKoay dainios
HaCTPOMKKN 1 06pa3oB NporpammHoro obecnevyeHus.

lpomokon SCP
(Secure Copy)

MpoToKkon SCP ncnonb3yeTtcs A4 onepaunin 3anucu u yteHma dpainnos. MpoTtokon
OCHOBAH Ha ceTeBOM NpoToKosie SSH.

YCTpOoICTBa NOAAEPKMUBAIOT 3arpy3Ky M nepesady no LaHHOMY NpoTokoay dainios
HaCTPOMKKN 1 06pa3oB NporpammHoro obecnevyeHus.

YoaneHHbili
MOHUMOpPUH2
(RMON)

YpaneHHbii MOHUTOPUHT (RMON) — cpeacTBO MOHUTOPUHIA KOMMBIOTEPHbIX Ce-
Ten, pacwmpeHme SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAKOT cobupaTb Ana-
FHOCTUYECKME AaHHble C MOMOLLbIO CTaHUMM ynpasaeHuna cetbto. RMON — 3T0
cTaHAapTHaA 6a3a MIB, B KoTopoW onpeaeneHbl TEKYLLAA U NpeablayLwasn cTaTu-
cTuKa ypoBHA MAC 1 06beKTbl ynpasieHuUs, NpeAoCcTaBAsatolme AaHHble B peanb-
HOM BpeMeHMW.

lpomokon SNMP

MpoToKkosa SNMP ncnonb3lyetca o158 MOHUTOPUHIA U YPaBAEHUA CETEBLIM YCTPOW-
cTBOM. 114 yNpaBAeHUA JOCTYNOM K cUCTeMe onpeaenaeTca CNMCoK 3anucen co-
obLecTBa, Kaxaan U3 KOTOPbIX COAEPKUT NPUBMAETMM JOCTYNA.

Unmepdpeiic
KoMaHOHOUi cmpoKu
(CLI)

YnpasneHue kommytatopamm nocpeactsom CLI ocyuiectBnaeTca n0KanbHO Yepes
nocnegoBaTenbHbIM nopT RS-232, nnbo yaaneHHo yepes telnet, ssh. UHTepdelic
KOMaHAHOW CTPOKK KoHconu (CLI) sBnAeTcs NpoMbIWAEHHbIM CTaHAAPTOM. UH-
TepnpeTaTtop CLI npegocTaBnfeT CNMCOK KOMaHZA, U K/OYEBbIX C/I0B A1 MOMOLLN
Mo/b30BaATENO U COKPALLEHWNIO 06beMa BBOAMMbIX AAHHbIX.

Syslog — npoToko, obecneunsatoLmit nepeaady coobLLeHMIt 0 TPOUCXOAALIMX B

Syslog N

cucteme cobbITUAX, a TaKKe yBegOMNEHUI 06 OLWIMBKaxX yaaneHHbIM cepBepam.
SNTP Mpotokon SNTP — NpPOTOKON CUHXPOHM3ALUU BPEMEHU CeTU, rapaHTUpPyeT ToY-
(Simple Network HOCTb CMHXPOHM3aL MM BPEMEHM CETEBOTO YCTPOMCTBA C CEPBEPOM A0 MUAAUCE-

Time Protocol)

KYHZbl.

Traceroute — cnyxebHas GyHKUMA, NpegHa3HAYeHHan gaa onpeaeneHms mapiu-

Traceroute
pyTOB Nepegayn AaHHbIX B IP-ceTax.
YnpaeneHue A .
MUHUCTPATOP MOXKET onpeaennTb OBHU nNpusunernn A4ocCctyna AnAa noab3oBa-
KOHmMpoaupyemsim A . P . P PeA P P AocTYRa & N
Tenen yCTpoucTtea U XapPakKTepUCTUKU ONA KaXXA0ro ypoBHA npuBuiaernn (TOlleO
docmynom —

ypoeHu npusunezulii

ANA uTeHns — 1 ypoBeHb, NOAHbIN 4ocTyn — 15 ypoBeHb).

KommyTaTop cnocobeH ycTaHaBAMBaTh 3anpeT AOCTyna K Kaxkaomy uHTepdeicy
ynpasneHus (SNMP, CLI). 3anpeT MoKeT 6bITb YCTAaHOBNEH OTAENbHO 418 KaXKA0ro

baokuposka
< TMNa gocTyna:
UHMe, euca .
P Telnet (CLI over Telnet Session)
ynpaenenus Secure Shell (CLI over SSH)
SNMP
JlokanbHasa Ona nokanbHOM ayTeHTUPUKALUKN NoAAEPrKUBAETCA XpaHeHWe naposel B H6ase
aymeHmudukayus ZLaHHbIX KOMMYyTaTOpa.

dunempayus IP-
adpecoe 0153 SNMP

Loctyn no SNMP pa3peluaetca gna onpegeneHHblx IP-agpecos, ABAAKOLWMXCA Yne-
Hamn SNMP-coobuiecTsa.

Knuenm RADIUS

Mpotokon RADIUS ucnonbsyetca gns ayTeHTMOMKaLMK, aBTopM3aLum M y4yeTa.
Cepsep RADIUS ncnonb3yeT 6a3y AaHHbIX Nosib30BaTeNen, KOTopasa COAEPHKUT
LaHHble NPOBEPKU NOAJIMHHOCTU ANA KaXAoro nonb3osarens. Kommyratopbl co-
AeprKaT KAMEHTCKYIO YacTb NpoTokosa RADIUS.

20

Ethernet-kommymamopesi cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

YCTPOMCTBO NpesocTaBAAeT NOAAEP!KKY MPOBEPKU NOANMHHOCTU K/IMEHTOB MO-

TACACS+ cpeactsom npoTokona TACACS+. MpoTtokon TACACS+ obecneunBaeT LeHTPaIn30-

(Terminal Access BaHHYt0 cucTemy 6e30nacHOCTU ANA NPOBEPKM NO/b30BaTes1ei, NoayYatoLWmx fo-

Controller Access CTYN K YCTPOMCTBY, a TaK¥Ke LeHTPasIn30BaHHYO CUCTEMY YNpaBaeHMA npu cobato-

Control System) AeHunn coemectumoctn ¢ RADIUS n apyrumun npoueccamm NpoBepKM NOAJANHHO-
cTn.

Cepeep SSH ®yHKUMA cepsepa SSH nosBonseT KAMeHTy SSH ycTaHOBUTb € YCTPOMCTBOM 3aLLu-

LeHHoe coegnHeHne gnAa ynpasneHna nm.

JaHHas o¢yHKUMA npefocTaBAseT BO3MOMKHOCTb CO34aBaTb MaKPOKOMaHAbI,
npeactasaawolme coboint Habop KoOmaHA, U NPUMEHATb UX AA KOHPUrypaumm
yCTpOICTBa.

Moddepxka
MAaKpPOKOMAHO

2.2.8 /[lononHumenobHble pyHKYyUU
B Tabnnue 8 npuseaeHbl AONONHUTENbHbIE GYHKLIMWN YCTPOICTBA.

Tabnmua 8 — [onosHuTenbHble GYHKLUN YCTPOMCTBA

BupmyansHoe CeTeBble KOMMYTaTOPbl MMEKT B CBOEM COCTAaBE NPOrPaMMHbIE M annapaTHble
mecmuposaHue cpeAcTBa, NO3BOIAOWME BbINOAHATL GYHKLUWU BUPTYaNbHOrO TecTepa Kabensa —
Kabens (VCT) VCT. TecTep No3BONAET ONPEAENUTb COCTOAHNE MeAHOro Kabena cBA3M.

YCTpPOMCTBO NO3BONAET TECTMPOBATb ONTUYECKUI TpaHcuBep. MNpu TecTupoBaHun
AuazHocmuka P P P p- 1P P

OTC/NEXMBAIOTCA TaKME NapameTpbl, KaK TOK U HanpsaXXeHne NUTaHUA, TemnepaTtypa
onmu4yecKoeco o

TpaHcuBepa. Oaa peanusaumn TpebyeTca noaaepka 3Tmx OyHKLMIA B TpaHCK-
mpaHcusepa

Bepe.

[aHHbI MexaHW3M MO3BONSAET KOMMYTAaTOPY CHU3UTL 3HepronotpebneHue 3a
CYET OTK/IIOYEHWNA HEAKTUBHbIX 3/IEKTPUHECKUX MOPTOB.

Green Ethernet

2.3 OCHOBHbIe TeXHUYEeCKUue XapaKTepucTuku

OCHOBHble TEXHUYEeCKMe napamMeTpbl KOMMYTATOpPOB NpueeaeHbl B Ta6nmu,e 9.

Taﬁnmu,a 9 — OCHOBHbIe TeXHUYECKue XapPaKTeEPUCTUKN

O6wue napameTpbl

MES5324 Marvell 98CX8129-A1 (Hooper)

MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F

Marvell 98DX3336-A1 (PonCat3)
MaKeTHbIM NpoLeccop

MES3508P
MES3508 Marvell 98DX3333A1-BTD41000 (PonCat3 Industrial)
MES3510P

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx
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MES2324

MES2324B

MES2324F

MES2324FB

MES2324p Marvell 98DX3236-A1 (AlleyCat3)

MES2324P ACW

MES2348B

MES2348P

MES2308

MES2308P Marvell 98DX3233

MES2308R
1x10/100/1000BASE-T (OOB)
1x10/100/1000BASE-T (Management)

MES5324 24x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x40GBASE-SR4/LR4 (QSFP+)
1xKoHcobHbIM nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)
20x1000BASE-X/100BASE-FX (SFP)

MES3324F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHcobHbIM nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)
20x10/100/1000BASE-T

MES3324 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHcobHbIM nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)
12x1000BASE-X/100BASE-FX (SFP)

MES3316F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo

NHTepdeinchbl 1xKoHconbHbIN nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)
4x1000BASE-X/100BASE-FX (SFP)

MES3308F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHcobHbIM nopT RS-232 (RJ-45)
24x10/100/1000BASE-T (RJ-45)

mggijB 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHcobHbIM nopT RS-232 (RJ-45)

MES2324P 24x10/100/1000BASE-T (RJ-45) PoE/PoE+

MES2324P ACW 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHcobHbIM nopT RS-232 (RJ-45)
20x1000BASE-X/100BASE-FX (SFP)

MES2324FB 4x10GBASE-R (SFP+)/1000BASE-X (SFP)

MES2324F 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHcobHbIM nopT RS-232 (RJ-45)
48x10/100/1000BASE-T (RJ-45)

mg:gii:B 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHcobHbIM nopT RS-232 (RJ-45)
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48x10/100/1000BASE-T (PoE/PoE+)

MES2348P 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHcobHbIM nopT RS-232 (RJ-45)
48x1000BASE-X/100BASE-FX (SFP)

MES3348F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)
10x10/100/1000BASE-T (RJ-45)

MES2308 2x1000BASE-X (SFP)
1xKoHcobHbIM nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+)
2x10/100/1000BASE-T (RJ-45)

MES2308P 2x1000BASE-X (SFP)
1xKoHcobHbIM nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES2308R 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3508P 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHcobHbIM nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3510P 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES3508 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHcobHbIM nopT RS-232 (RJ-45)

Ontuyeckune nHtepdeicol 1/10/40 rémut/c

MES5324 o
nekTpuyeckune nHtepdeiicol 10/100/1000 M6éuTt/c

MES3324F

MES3324

MES3316F

MES3308F

MES2324

MES2324P

MES2324P ACW OnTuyeckmne uHTepdelicol 1/10 Méut/c

MES2348B dneKkTpuyeckue nHtepdeiicsl 10/100/1000 M6uT/c

CKopocCTb nepeaayn MES2348P
[aHHbIX MES3348

MES3348F

MES2324B

MES2324FB

MES2324F

MES2308R

MES3508P OnTuyeckune uHtepdeitcsl 100/1000 M6but/c

MES3508 dneKkTpuyeckue nHtepdeiicsl 10/100/1000 Méut/c

MES3510P

MES2308P OnTuyeckune uHTepdeiicol 1 rémt/c

MES2308 dneKkTpuyeckune nHtepdeiicsl 10/100/1000 Méut/c

rponyckHas MES5324 800 6ut/c
CnocobHocTb

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx
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MES3324
MES3324F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F

128 rémt/c

MES2348B
MES2348P
MES3348

MES3348F

176 Téut/c

MES3316F 112 réwut/c

MES3308F 96 r6ut/c

MES2308R
MES3508P 20 réut/c
MES3508

MES2308
MES2308P 24 T6ut/c
MES3510P

MES5324 512,8 MPPS

MES3324

MES3324F 95 MPPS

MES2324
MES2324B
MES2324FB
MES2324F

92,1 MPPS

MES2324P

MES2324P ACW 93,1 MPPS

S MES2348B
poussoauTeb MES2348P

HOCTb Ha MakeTax 130,9 MPPS

NMHOM 64 BaliTa MES3348
i MES3348F

MES2308R 14,7 MPPS

MES3508P

MES3508 14 MPPS

MES3510P 17,8 MPPS

MES2308

MES2308P 17,7 MPPS

MES3316F 83 MPPS

MES3308F 71 MPPS

O6bem
6ydepHoit MES5324 4 Mb6aint
namaTu
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MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P

1,5 M6ant

MES2348B
MES2348P
MES3348

MES3348F

3 Mb6ait

O6bem O3Y (DDR3)

MES5324

4 T6ant

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P

MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P

512 M6ait

O6bem M3Y (RAW
NAND)

MES5324

2 M6aunt

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx
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MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P

512 M6aint

MES5324 64K

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES23248
MES2324FB
MES2324F
MES2348B 16K
MES2348P

Tabnuua MAC-
aapecos

MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P

MES5324 7748

MES3324F
MES3324

MES3316F
Konnyectso ARP- MES3308F
3anuceit! MES3348 4023
MES3348F
MES3508P
MES3508

MES3510P

! ina kaxpgoro xocta B ARP-Tabnauue cosgaerca 3anuch 8 TabanLe mapLpyTmsauum
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MES2324
MES2324P
MES2324P ACW
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P

820

MNopnepskka VLAN

cornacHo 802.1Q go 4 094 akTusHbIX VLAN

Konnuectso npasun

SQinQ

MES5324

1375 (ingress)/75 (egress)

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

1320 (ingress)/72 (egress)

MES2324
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P

360 (ingress)/72 (egress)

Konunuectso npasun
ACL

MES5324

1982

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3 006

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx
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MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F 958
MES2348B
MES2348P
MES2308
MES2308R
MES2308P

MES5324 2048

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3072
MES3348F
MES3508P
MES3508

MES3510P

Konunuectso ACL MES2324

MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F 1024
MES2348B
MES2348P
MES2308
MES2308R
MES2308P

Konnyectso npasun ACL 8 ogHom ACL 256

7 748 IPv4

MES5324 1942 IPv6

MES3324F
MES3324

Konunuectso MES3316F

mapwpyTos L3 MES3308F

Unicastt 12 866 IPv4
MES3348 3222 IPv6

MES3348F
MES3508P
MES3508

MES3510P

! MapuwpyTbl IPv4/IPv6 Unicast/Multicast ncnonb3ytoT oblme annapatHble pecypcbl
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MES2324
MES2324P
MES2324P ACW
MES23248B
MES2348B
MES2348P
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P

818 IPv4
210 IPv6

Konunyectso rpynn
L2 Multicast (IGMP
snooping)

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4K

MES2348B
MES2348P
MES2324P
MES2324P ACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P

2K

Konunyectso
mapupyTtos L3
Multicast (IGMP
Proxy, PIM) !

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4024 I1Pv4
1006 IPv6

! MapuwpyTbl IPv4/IPv6 Unicast/Multicast ncnonb3ytot oblme annapaTHble pecypcbl

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx
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MES2348B
MES2348P
MES2324P
MES2324P ACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P

412 IPv4
103 IPv6

Konnuvectso VRRP-mapwpyTmnsatopos

50

MakcumanbHoe
Konmnyectso ECMP-
MapLpyToB

MES5324

64

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P

Konunyectso L3-
NHTepdencos

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

2048

MES2324
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB

130

30
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MES2324F
MES2308

MES2308R
MES2308P

Konunuectso BupTyanbHbix Loopback-

UHTepdencos

64

Arperayusa KaHanos (LAG)

48 rpynn, oo 8 NOpTOB B KaxAa0M

Konnyectso aksemnaapos MSTP 64
Konnyectso sk3emnnapos PVST 63
Konunuectso DHCP pool 32

KauecTBo obcnyxusaHua QoS

npuopuTMsauma Tpadurka, 8 ypoBHemn
8 BbIXO4HbIX OUYepesel C pasHbIMU NpUopUTETaMU NS
Kaxkgoro nopta

Ceepxa/iMHHbIE Kaapbl (jumbo frames)

MaKCMMasbHbIM pasmep naketos 10 240 6aiT

CreKknpoaHue

no 8 yctpoiicts (Kpome MES3508, MES3508P 1 MES3510P)

CooTBeTcTBME CTaHAA pTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2308P,
MES2324P, MES2324P ACW, MES2348P, MES3508P un
MES3510P)

YnpasneHue

JlokanbHoe ynpasnieHue

Console

YpaneHHoe ynpasneHue

SNMP, Telnet, SSH, Web

dusnyecKkne XapaKTepPUCTUKMN U YCI0BUA OKPYIKatoLen cpeabl

NCTOYHMKM NUTaHMA

MES5324 CeTb NnepemeHHOoro Toka: 100-240 B, 50-60 Iy,

MES3324F ceTb NOCTOAHHOrO ToKa: 36—72 B

MES3348 BapWMaHTbl NUTAHUA:

MES3348F - OAWH UCTOYHMK NUTAHMA NOCTOAHHOIO AN NepemMeHHOro
MES3324 TOKa;

MES3316F - ABA UCTOYHWUKA NUTAHMA NOCTOAHHOIO MW NEPEMEHHOro TOKa
MES3308F C BO3MOMHOCTbIO ropsiyein 3ameHbl.

MES2324 AC

MES2308 CeTb NnepemeHHOoro Toka: 110-250 B, 50-60 Iy,

MES2308R

mgz;ggiz ﬁg CeTb NepemMeHHOoro Toka: 170-264 B, 50-60 'y,

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx
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MES2324P ACW ceTb NnepemeHHoro Toka: 100-240 B, 50-60 I'y,
ceTb NnepemeHHOoro Toka: 100-240 B, 50-60 Iy,
BapWaHTbl NUTAHUA:
MES2348P - OAWH UCTOYHUK NUTAHMUA NEPEMEHHOrO TOKa;
- ABA UCTOYHMKA NMUTAHUA NEPEMEHHOTO TOKAa C BO3MOMXKHOCTbIO
ropsayei 3ameHbl.
MES3508P CeTb NOCTOAHHOIO TOKa: C BKAKOYEHHOM GyHKUMel PoE:
MES3510P 45-57 B; c oTKAtoueHHOW ¢yHKumen PoE: 20-57 B
MES3508 CceTb NOCTOAHHOrO ToKa: 20—75 B
CeTb NepemMeHHOoro Toka: 110-250 B, 50-60 I'y,
CBMHLOBO-KUC/IOTHbIW akKymynaTop: 12 B
XapaKTepuCTUKM 3apAaaHOro YCTPOMCTBA:
- TOK 3apaga:
2,710.2 A — MES2324FB n MES2348B;
+ —
MES2324B }f;:.:l:ewlgisgézzajj;samn acuenutensa Harpyskm — 10—
MES2324FB 08 > P pacti Py
MES2348B "

- NOPOroBoe HanpAXeHue MHANKaunmM H1U3Koro 3apaga — 11 B
/. CeueHue nposoga ana nogknodeHusa AKB, He
V meHee 1,5 mm. Ana MES2324B pekomeHayeTtca
ncnonb3oBaTb AKb éMmKocTblo He meHee 12Ah,
ana MES2324FB n MES2348B pekomeHpayeTtca
ucnonb3oBatb AKB émKocTblo He meHee 20Ah.

MES2324F DC
MES2324 DC

MES2324P DC
MES2308P DC

CeTb NOCTOAHHOTIO TOKa: 36—72 B

MES5324 He 6onee 85 Bt
MES3324F He 6onee 45 Bt
mggié; He 6onee 25 Bt
MES3324
MES3316F He 6onee 35 BT
MES2324F
MES2324B He 6onee 50 Bt
MES2324FB He 6onee 85 BT

Motpebnsemasn MES3348 He 6onee 45 BT

MOLLIHOCTb
MES3348F He 6onee 89 Bt
MES2348B He 6onee 45 Bt/ He 6onee 85 BT (c yueTom 3apsaaa 6atapen)
MES2348P He 6onee 1600 BT
MES2308 He 6onee 20 BT
mEgigZR He 6onee 15 BT
MES2308P He 6onee 270 Bt
m:;iiji ACW He 6onee 410 Bt
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MES3508P

He 6onee 255 BT

MES3510P

He 6onee 260 BT

AnnapaTHa“
nogaepxka Dying
Gasp

MES2308R

eCTb

MES5324
MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES2324B
MES2324FB
MES2324F
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2308
MES2308P

HeT

labapuTHble
pa3mepbl (LLUxBx)

MES5324

430x44x298 mm

MES2324
MES2324B

430x44x158 mm

MES2324P
MES2324P ACW

440x44x203 mm

MES2324FB
MES2324F

430x44x243 mm

MES3324F
MES3324

MES3316F
MES3308F

430x44x275 mm

MES2348B

440x44x280 mm

MES3348

440x44x316 mm

MES3348F

440x44x330 mm

MES2348P

430x44x490 mm

MES2308
MES2308R

310x44x158 mm

MES2308P

430x44x158 mm

MES3508P
MES3508

85x152x115 mm

MES3510P

85x175x115 mm

NHTepBan paboumnx
Temneparyp

MES5324

ot 0 go +45 °C

MES2308
MES2308P DC

o1-20 go +45 °C

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx
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MES2324
MES2324P
MES2324P ACW
MES2324B oT-20 go +50 °C
MES2308P AC
MES2308R
MES2348B
MES2348P o7-10 go +50 °C
MES2324F .
MES2324FB oT-20 Ao +65°C
MES3324F
MES3324
MES3316F o
MES3308F o1 -10 po +45 °C
MES3348
MES3348F
MES3508P
MES3508 ot -40 go +70 °C
MES3510P
MES5324 3,95 Kkr
MES2308
MES2308R 1,45 kr
MES2308P AC 2,55 Kr
MES2308P DC 2,35 Kr
MES2324
MES23248 2,25 kr
MES2324P AC
MES2324P ACW 3,16 kr
MES2324P DC 4,02 kr
MES2308P AC 2,55 Kr
ME2324F
2

Macca MES3316F 323 Kr
MES2324FB 3,55 Kkr
MES2348B 3,85 Kr
MES2348P 9,55 Kr
MES3308F 3,15 kr
MES3324 3,25 Kkr
MES3324F 3,50 Kr
MES3348 3,95 Kkr
MES3348F 4 Kkr
MES3508 1,36 Kr
MES3508P 1,40 Kr
MES3510P 1,74 kr

34 Ethernet-kommymamopesi cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

WHTepBan TemnepaTypbl XpaHeHus oT -50 go +70 °C (ot -50°C
o +85 °C ana MES3508, MES3508P 1 MES3510P)
ﬁ Mepep nepBbiM BKIOYEHMEM NOC/E XPAHEHUA NpU
[ TemnepaType MmeHbluein, yem -20°C, unu npu 6onblueit,
yem +50°C, TpebyeTca BbigepKaTb KOMMYTATOp NpU
KOMHATHOM TemnepaType He MeHee YeTbIpEX YacoB.

MHTepBan TemnepaTypbl XpaHeHUA

OTHOCUTeNbHaA BAAXKHOCTb NpK
aKcnnyaTtaumm (6e3 obpasoBaHUs He 6onee 80%
KOHZeHcaTa)

OTHOCUTENIbHAA BAAXKHOCTb NPU XpaHEHUN

0, () 0, 0,
(6e3 06pasoBaHA KoHaeHcaTa) ot 10% 8o 95% (o1 5% no 95% gns MES3508P)

CpoK cny»bbl He meHee 15 net

ﬂ Tun nuTaHua yCTpOVICTBa onpeaenaeTca npu 3aKase.

2.4 KOHCTPYKTUBHOE UCNOJSIHEHUE

B faHHOM pasgenie onncaHo KOHCTPYKTMBHOE MCMONHEHME YCTPOWCTB. MNpeacTaBneHbl M3obparkeHus
nepeaHein, sagHei (BepxHelt gna MES3508P) 1 60K0OBbIX NaHesei YCTPOMCTBA, ONMCaHbl Pa3beMbI, CBETOAM-
0AHble MHAMKATOPbI M OpraHbl yNnpaBaeHus.

Ethernet-kommyTaTopbl cepnin MES53xx, MES33xx, MES23xx BbINO/HEHbI B META/IZINYECKOM KOpnyce ¢
BO3MOXHOCTbIO YCTaHOBKM B 19” Kapkac, BbicoTa kopnyca 1U.

Ethernet-kommyTaTopbl cepmumn MES35xxX BbINO/IHEHbI B METa/IMYECKOM Kopryce A4/1A KpenieHus Ha
DIN-peitky.

2.4.1 BHewHuii 8ud u onucaHue nepedHeli naHenu ycmpolicmea

BHewHWn BMA nepegHen naHenu yctpoincts cepuii MES53xx, MES33xx, MES23xx n MES35xx nokasaH
Ha pucyHKax 1-19.

L2 o Bt o o e g o Bt o

Aetrex - I!-&li!i (i mrir :
o= T v e | T
o [ sl o e e e s v
e~ | [e=m s ey [ S = = ==
Qws 1) o T -
.
1 2 34 & B 7 8

PucyHok 1 — MepeaHAas naHenb MES5324

B Taﬁnmu,e 10 npmeeneH nepeyvyeHb pasbemos, CBETOANOAHbIX MHONKATOPOB U OPraHOB ynpasB/eHUA,
PaCNONOXEHHbIX Ha nepe,a,Hel‘/'l naHen KOoMMyTaTopa.
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Tabnnuya 10 — OnucaHue pasbemoB, UHANKATOPOB M OPraHOB ynpaBaeHus nepegHern naHenm MES5324

Ne

dnemeHT nepeaHeit

naHenu

OnucaHue

Unit ID

MHAMKaTOp HOMepa YCTPOICTBA B CTEKeE.

Power

MHAMKATOp NUTaHMA YCTPOMCTBA.

Master

NHauKaTop pexuma paboTbl ycTpolicTBa (Beayumit/seaombiii).

Fan

MHAaMKaTop paboTbl BEHTUNATOPOB.

RPS

MHAuKaTop pe3epBHOro 3N1eKTPONUTaHus.

Console

KOHCONbHbIM NOPT AN5 IOKANbHOIO YNpaBAeHUA YCTPOWCTBOM.
PacnnHoBKa pasbema cieaytoluan:

He ncnosb3yeTcs

He ncnosb3syerca

RX

GND

GND

TX

He ncnosb3yeTcs

He ncnosb3syeTcs

He ncnosb3yeTca

Pacnaiika KoHCO/IbHOro Kabens npueeaeHa B pasaene «lMpunoxexue b.
KoHCO/IbHbIV Kabenb.»

OCooONOOULL D WNPE

usB

USB-nopr.

00B

MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpas-
NEeHUn YCTPONCTBOM.

YnpaeneHve ocyLLEeCTBAAETCA N0 CeTU, Pa3ae/bHO C KaHa oM nepeaaym
OaHHbIX.

Mgmt

MopTt 10/100/1000BASE-T (RJ-45) ana yaaneHHOro ynpasieHnsa yCTpoi-
CTBOM. YnpasaeHue oCyLLEeCTBAAETCA N0 CeTU nepesayn AaHHbIX.

dyHKLMOHaNbHAA KHOMKa A/1a nepesarpyskun ycTpoicTea u cbpoca K 3a-
BOACKMM HACTPOMKam:

- MPM HAXKaTUM Ha KHOMKY AAUTeNbHOCTbI0 MeHee 10 ¢ npoucxoamT ne-
pe3arpyska ycTpoucTBa;

- NPW HaXaTuM Ha KHOMKY AauTenbHocTblo 6onee 10 ¢ npowucxoamt
cbpocC HACTPOEK YCTPOMCTBA 4,0 3aBOACKOM KOHDUTYpaLuu.

[1-24]

CnoTbl Ana ycTaHOBKM TpaHcusepos 10G SFP+/ 1G SFP.

XLG1, XLG2
XLG3, XLG4

Cnotbl XLG1-XLG4 gns yctaHOBKKU TpaHcueepos 40G QSFP+.

36
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3 24

PN e

._roooo._
0000~

—-

PucyHok 2 — lMNepeaHaa naHeno MES3324F

PucyHok 3 — lMepeaHAas naHenb MES3324

3 24

1

PucyHok 4 — lMepeaHaa naHenb MES3316F

PucyHok 5 — lNepeaHaa naHeno MES3308F

B Tabnvue 11 npuBegeH nepeyeHb PasbemoB, CBETOANOAHbBIX MHAMKATOPOB U OPraHOB ynpaBaeHus,

MES3308F, MES3316F, MES3324, MES3324F.

PacnoNOXKEHHbIX Ha NepeaHel NaHean KOMMYTaTOpPOB

37
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Tabnnua 11 — OnucaHWe pa3bemMoB, MHAMKATOPOB M OPraHOB ynpasieHus nepeaHen naHenn MES3308F,
MES3316F, MES3324, MES3324F

UnitID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power NHOMKaTOp NUTaHMA YCTPOMCTBA.
1 Master NHauKaTop pexxuma paboTbl ycTpoiicTBa (Beayuimnii/seaombiit).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKaTOp pe3epBHOro a1eKTPONUTaHuA.
2 Console KOHCO/IbHbIV NOPT AN1A NOKAIbHOTO YNPaBAEHUS YCTPOMNCTBOM.

MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpas-
NeHWA YCTPONCTBOM.

3 (0]0]:]
YnpasieHne ocyLLecTBAAETCA MO CETHU, Pa3fesibHO C KaHANoOM nepesayn
JaHHbIX.
dyHKUMOHaNbHAA KHOMKa ANA Nepe3arpyskun ycTponcTea M cbpoca K 3a-
BOACKMM HacTpOlKam:
4 F - NPY HaXKaTUKM Ha KHOMKY A/MTebHOCTbI0O meHee 10 ¢ npoucxoauT ne-
pesarpyska yCTpoicTBa;
- NPV Ha)KaTUM Ha KHOMKY AnuTesbHOCTbio 6osnee 10 ¢ mpoucxoaut
cbpoC HacTpoeK YCTPOMCTBA A4,0 3aBOACKON KOHPUTypaLuu.
[1-24] CnoTbl ANs yCTaHOBKM TpaHcueepos 1GSFP.
5 [1-16] MopTbl 10/100/1000BASE-T (RJ-45).
[1-8]
[11-12, 23-24]
6 [7-8, 15-16] Komb60o-nopTbi: noptsl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
[3-4, 7-8]
XG1, XG2

XG3, XG4 CnoTbl Ans yctaHoBKM TpaHcusepos 10GSFP+/1GSFP.

Yy
Fower O O O
Master O O O
Enielele]

Aerm QO O O
is,

PucyHok 7 — lMepeaHaa naHenb MES2324P, MES2324P ACW
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B Tabaunue 12 npuseseH nepevyeHb pasbemoB, CBETOANOLHbIX UHAMKATOPOB U OPraHOB YNpaB/ieHUs,
pacnonoXKeHHbIX Ha NepegHen NnaHenn kommyTtatopa MES2324, MES2324P, MES2324P ACW.

Tabnmua 12 — OnucaHMe Pas3bemoB, MHAMKATOPOB M OPraHoOB yrnpasneHua nepegHein navenn MES23241,
MES2324P, MES2324P ACW

Ne dnemeHT ne 7
peAHen OnucaHue
naHenu
1 ~110-250VAC max 2A Pasbem onAa NOAKNIOYEHUA K UCTOUHUKY 3N1EKTPONUTaHNA NepemMeHHOoro
TOKa.
Unit ID NHAMKaTop HOMepa yCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA YCTPOMCTBA.
2 Master MHAMKaTop pexkrMma paboTbl yCTpoicTBa (BeayLumit/Begombiit).
Status NHAMKATOP COCTOAHMA YCTPOMCTBA.
Alarm NHankaTop asapuu.
3 Console KoHCObHbIM NOPT AN IOKANbHOTO YNpaBaeHUA YCTPONCTBOM.
PyHKLMOHabHAA KHOMKA ANA nepe3arpysku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 P - IPY HAXKaTUM Ha KHOMKY AANTeNbHOCTbIO meHee 10 c. npoucxoaut ne-
pe3arpyska ycTpoWcTBa;
- NP HaXXaTMM HA KHOMKY AfauTenbHocTbio H6osnee 10 c. npoucxoguT
cHbpOoC HACcTPOEK YCTPOWCTBA A0 3aBOACKOM KOHUrypaumm.
5 [1-24] MopTtbl 10/100/1000BASE-T (RJ-45).
6 Link/Speed CBeToBan MHAMKALMA COCTOAHUA ONTUHECKUX MHTepdeicoB.
XG1, XG2
7 XG3: XGa Cnotbl ana yctaHoBKM TpaHcnsepos 10GSFP+/1GSFP.

PucyHok 8 — lNMepegHaa naHenb MES2348P

B Tabaunue 13 npusBeneH nepeyeHb pasbemoB, CBETOANOLHbIX UHAMKATOPOB WU OPraHoOB yNpaB/eHuUs,
pacnonoXeHHbIX Ha nepeaHen naHenAn kommyTtatopa MES2348P.

! KommyTatopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6biTb ocHalweHbl noptom OOB (nopt (out-of-band)
10/100/1000BASE-T (RJ-45) ana yaaneHHOro ynpas/ieHna yCTPOMCTBOM. YNpaB/ieHne OCyLLeCTBAAETCA MO CETU, Pa3AebHO
C KaHaoM nepesayn AaHHbIX).
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Tabnunuya 13 — OnucaHune pasbemoB, UHANMKATOPOB M OPraHOB ynpaBaeHus nepeaHen naHenn MES2348P

Unit MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Status MNHAMKaTOp COCTOAHMA YCTPOICTBA.
1 Master NHauKaTop pexuma paboTbl ycTpoiicTBa (Beayuimnit/seaombiit).
PS1 NHAnKaTop cocToAHUA nepBoro 610Ka NUTaHus.
PS2 MHAMKATOP COCTOAHUS BTOPOro 6,10Ka NMTaHuA.
PyHKLMOHANbHAA KHOMKa A4 nepe3arpy3Kku ycTpoincTea u cbpoca K 3a-
BOZACKMM HAaCTPOMKaM:
) r - MPY HaXKaTUKM Ha KHOMKY A/NTeNbHOCTbI0 MeHee 10 ¢ nponcxoanT nepe-
3arpysKa ycTpoucTBa;
- NPW HAXXKaTUM HA KHOMKY AAnTeNbHOCTbo 6osiee 10 ¢ nponcxoamT cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKON KOHPUrypaumu.
3 Console KOHCO/IbHbIV NOPT AN1A NOKAbHOTO YNPaBAEHUS YCTPOMNCTBOM.
4 [1-48] MopTbl 10/100/1000BASE-T (RJ-45).
XG1, XG2
! 1 +/1 .
5 XG3, XG4 CnoTbl ans yctaHoBKM TpaHcusepos 10GSFP+/1GSFP

6 7 8

UL ELTET

)

PucyHok 10 — MES2324FB, nepeaHAa naHenb
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PucyHok 12 — MES2348B, nepeaHaa naHenb

PucyHok 13 — MES3348, nepegHAasa naHenb

PucyHok 14 — MES3348F, nepegHAA naHenb

B Tabnnue 14 npuBeneH nepevyeHb PasbeMOoB, CBETOANOAHbIX MHAMKATOPOB M OPraHoOB ynpaB/eHus,
pacnonoXeHHbIX Ha nepeaHel naHenn Kommytatopos MES2324B, MES2324FB, MES2324F DC, MES2348B,
MES3348, MES3348F.
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Tabnnua 14 — OnucaHWe pa3bemoB, MHAMKATOPOB M OpPraHOB yrnpaBieHWUa nepegHer naHenn MES2324B,
MES2324FB, MES2324F DC', MES2348B, MES3348, MES3348F

3 -
No NIEMEHT nepegHen Onucanme
naHenu
~110-250VAC, 60/50Hz Pasbem ana nogKNtoYeHUA K UCTOYHUKY INEKTPONUTAHUA nepemeH-
max 2A HOrO TOKa.
1
48 (45 ~ 57) VDC Pasbem gna nNoAKNHOYEHUA K UCTOYHUKY SNEKTPONUTaHUA NMOCTOAH-
HOro TOKa.
2 12VDC max 3A Knemmsbl gns NogKAOYEHUA aKKYMYATOPHOM 6aTapen 12V.
Unit ID MNHAMKaTOp HOMepa YCTPOICTBA B CTEKeE.
Power MHAMKATOp NUTaHMA YCTPOMCTBA.
Master NHAMKaTop pekrnma paboTbl yCTpoicTBa (BeayLwmii/BeaoMblif).
3
Fan MHanKaTop paboTbl BEHTUAATOPOB.
Battery MHauKkaTop cocToAHmA batapeu.
RPS MHAMKATOP pe3epBHOro 31eKTPONUTaHUA.

4 Console KoHCONbHbBIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.
®yYHKUMOHaIbHaA KHOMKa ANA nepe3arpysku ycTpoinctea u copoca K
33aBOACKMM HaCTPOMKam:

5 . - MPM HaXaTUM Ha KHOMKY ANnuTenbHocTblo meHee 10 c. npoucxoamt
nepesarpyska yCTpOWCTBa;

- NPW HA)KaTUKW Ha KHOMKY AanTenbHocTbio 6onee 10 c. npoucxoaut
cbpOC HAaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHPUrypauuu.
MES2324B MopTbl 10/100/1000BASE-T (RJ-45).
[1-24]
mgi;i? CnoTbl 4NA ycTaHOBKKU TpaHcueepos 1G SFP.
[11-12,
6 23-24] MES2324FB Kom6o-nopTbl 10/100/1000BASE-T (RJ-45) / 1000BASE-X.
MES2348B
n 10/100/1000BASE-T (RJ-45).
(1-48] MES3348 opTbl 10/100/1000BASE-T (RJ-45)
MES3348F CnoTbl 4N8 yCTAaHOBKKU TpaHcueepos 1G SFP.
7 Link/Speed CBeToBasA MHAMKALMSA COCTOSHMUA ONTUYECKMX NHTePENCOB.
XG1, XG2
’ 1 +/1 .
8 XG3, XG4 CnoTbl ANA yCTaHOBKU TpaHcueepoB 10GSFP+/ 1GSFP

! KommyTatopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6biTb ocHalweHbl noptom OOB (nopt (out-of-band)
10/100/1000BASE-T (RJ-45) ana yaaneHHOro ynpasieHna yCTPOMCTBOM. YNpaB/ieHWe OCYLLECTBAAETCA MO CeTU, Pa3AeNbHO
C KaHa/IoM nepesayn AaHHbIX).
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PucyHok 18 — MepeaHas naHenb MES2308R

B Tabnmue 15 npueepeH nepeyeHb pPasbeMOB, CBETOAMOAHbLIX WMHOMKATOPOB M OPraHOB ynpasBaeHus,
pacnonoXeHHbIX Ha nepegHeln naHenn kommytatopos MES2308, MES2308P, MES2308R.
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Tabnnua 15 — OnucaHMe pa3bemMoB, MHAWMKATOPOB M OPraHoB yrnpaBneHus nepegHel naHean MES2308,
MES2308P, MES2308P DC, MES2308R

dnemeHT nepegHe
Ne PeaHEN OnucaHue
naHenun
Knemma 3azemneHunn o
1 . Knemma pgns 3asemneHuma yCTponcTBa.
~110-250VAC, 60/50Hz Paszbem gna nogkntoyeHUA K UCTOYHUKY NEeKTPONUTAaHUA NepemMeHHOoro
max 2A TOKa.
2
48 (45 ~ 57) VDC Pasbem ana noaKNOUYEHUA K UCTOYHUKY INEKTPONUTAHMA NOCTOAHHOIO
TOKa.
Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKaTOp NUTAHUA YCTPOMCTBA.
3 Master NHauKaTop pexkuma paboTbl ycTpoiicTea (BeayLumii/seaomoiit).
Status MNHAMKaTOp COCTOAHMA YCTPOICTBA.
Alarm MHanKaTop aBapuu.
4 Console KOHCONbHbIN NOPT A1A NOKANbHOrO YNpaBAeHUs YCTPONCTBOM.
dPyHKUMOHaNbHan KHOMKA 4/1A nepe3arpyskun ycTpomncTea n copoca K 3a-
BOACKMM HaCTpOMKam:
5 . - MPY HAXKaTUM HA KHOMKY A/MTeNIbHOCTb0 MeHee 10 ¢. nponcxoauT ne-
pes3arpysKa ycTpoicTBa;
- MPM Ha)KaTUW Ha KHOMKY AauTenbHoCTbio 6onee 10 c. npoucxoguT
cbpocC HacTpoeK yCTPOoICTBa A0 3aBOACKON KOHUrypaumm.
6 [1-10] 10 nopTos 10/100/1000BASE-T (RJ-45).
7 Link/Speed CBeToBasA MHAMKALMSA COCTOAHNA ONTUYECKMX NHTePENCOB.
8 [11,12],[9, 10] CnoTbl AnA ycTaHOBKM TpaHcneepos 1G SFP.
oot Aelrex
3 @ % MES3508
1 2
0 0
D
3 4
17 O 0
5
B QPWRL
9
Orwrz 3
10|
O Temp
s n 4
o B |-
L L Console
PucyHok 19 — lMepeaHas naHenb MES3508
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Tabnnua 16 — OnucaHune pasbemoB, UHANKATOPOB M OPraHOB ynpaBaeHus nepeaHen naHean MES3508

1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 9,10 Kom6o-rnoptbl 10/100/1000BASE-T (RJ-45) / 1000BASE-X.
PWR1, PWR2 NHAMKATOPbI NUTAHUA YCTPOMCTBA.
3
Temp MHanKaTop Temnepatypsl.
DyHKUMOHANbHAA KHOMKa A1A nepesarpysku ycTpoiicTea u cbpoca K 3a-
BOZACKMM HAaCTPOMKaM:
4 r - NPW HaXKaTUM Ha KHOMKY A/MTeNbHOCTbIO MeHee 10 c. nponcxoauT ne-
pesarpyska ycTpoWncTBa;
- NPW HaXKaTMM Ha KHOMKY AAuTenbHOCTblo 6onee 10 c. npoucxoauT
cHpOC HAaCTPOEK YCTPOMCTBA A0 3aBOACKOM KOHPUrypaumu.
5 Console KOHCO/IbHbIV NOPT AN1A NOKAbHOTO YNPaBAEHUS YCTPOMNCTBOM.

| I

N

w
»

PucyHok 20 — lMepeaHasa naHenb MES3508P

Tabnnuya 17 — OnucaHme pasbemoB, MHAMKATOPOB M OPraHOB yrnpaBaeHna nepeaHeln naHenm MES3508P

1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).

2 [1-8] CeeToBas nHaMKauma PoE.

3 9,10 Kom6o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MNHAMKATOpPbI NUTAHUA YCTPOMCTBA.

4 Alarm MHanKaTop aBapuu.
Temp NHauKaTop TemnepaTypbl.

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx
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PyHKUMOHaNbHAA KHOMKA A/1A Nepe3arpyskun ycTpomncTea n copoca K 3a-
BOACKMM HacTpoOliKam:
- NPY HaXKaTUM Ha KHOMKY A/IUTENbHOCTbIO MeHee 10 ¢. npoucxoauT ne-

5 F o
pesarpyska yCcTpoicTBa;
- NPV HaXKaTUM Ha KHOMKY AnuTtenbHocTblo H6onee 10 c. npoucxoaut
cbpOoC HacTpoEK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.

6 Console KOHCONbHbIM NOPT ANA IOKaNbHOFO YNPaB/EHUA YCTPOUCTBOM.

LeLTex
| MES3510P

I

=
Jihel

INK O
sp0 O

INK O
sP0 O

INK O
PO

1..8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 21 — lNepeaHaa naHenb MES3510P

Tabanuya 18 — OnuncaHue pasbemoB, MHANKATOPOB M OPraHOB ynNpaBaeHus nepeaHen naHean MES3510P

o -
Ne dnemeHT nepeaHen Onncanme
naHenu
1 [1-8] 8 nopTtoB 10/100/1000BASE-T (RJ-45).
2 [1-8] CeeToBasa MHAMKauUmMaA PoE.
3 9,10,11,12 100/1000BASE-FX/1000BASE-X (SFP).
PWR1, PWR2 MHAMKATOPbI NMUTAHUA YCTPOMCTBA.
4 Alarm MHanKaTop aBapuu.
Temp MHAMKaTop TemnepaTtypsbl.
®YHKUMOHaIbHaA KHOMKa A1A Nepe3arpysku ycTporncTea u cbpoca K 3a-
BOACKMM HaCTpOMKam:
5 . - MPY HaXKaTUM Ha KHOMKY A/MTenbHOoCTbio meHee 10 c. npoucxoant ne-
pesarpyska ycTpoWcTBa;
- MPM HaXXaTUW Ha KHOMKY AgnuTenbHocTbio 6onee 10 c. npoucxoaut
cbpocC HacTpOEK yCTPOCTBA 40 3aBOACKOM KOHpUTrypauum.
6 Console KOHCONbHbIV NOPT AN5 NOKANbHOO YNPaB/eHUs YCTPOUCTBOM.
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2.4.2 3a0HAa u 8epxHAA naHenu ycmpolicmea

BHewHW BUA 3agHen naHenn KommyTtatopos MES5324 npuBeaeH Ha pUCyHKe 22.

PucyHok 22 — 3agHaa naHenb MES5324

B Tabsimue 19 npmBeaeH nepevyeHb Pa3bemMoB, PACMOIOKEHHbIX HA 3a4HEN NMaHeAM KOMMyTaTopa

MES5324.

Tabnmua 19 — OnuncaHue pa3bemoB 3aHen naHean kommyTtatopa MES5324

Ne dnemeHT 3agHell naHenm OnucaHue
—rh v
1 Knemma 3asemnenna = Knemma pns 3a3emneHuns ycTponcTea.
CbeMHble BEHTUNALMOHHbIE MOAY/IU C BO3MOXHOCTbIO ropsiyeli 3a-
2 CbeMHble BEHTUAATOPbI
MeHbI.
3 48VDC Pasbem gnsa nogKNOUYEHNA K UCTOYHUKY 3NEKTPONUTAHMUA MOCTOAH-
HOro TOKa.
Pazbem anA NoOAKAKOYEHUA K UCTOYHUKY INEKTPOMUTAHUA nepe-
4 ~220 VAC 50 Hz max 1A ANA TOA y P P
MEHHOTIO TOKa.

BHewWwHW BUA 3a4HUX NaHenen KommyTtatopos cepmn MES33xx npmBeneH Ha pUcyHKax 23-26.
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PucyHok 24 — 3agHaa naHenb MES3348
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PucyHok 25 — 3agHaa naHenb MES3308F
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PucyHok 26 — 3agHaa naHenb MES3316F

Tabanuya 20 — OnucaHne pasbeMoB 3a4HEN NaHeNN KoMmyTaTopoBs cepmmn MES33xx

Ne dnemeHT 3agHel naHenu OnucaHue
—_i— o

1 Knemma 3asemnenuna —= Knemma ana 3azemaeHus ycTpomncTea.

CbemHble BEHTUAALMOHHbIE MOAY/IM C BO3MOMKHOCTbIO ropsaYyeit 3a-
2 CbeMHble BEHTUNATOPbI

MeHbl.
3 48VDC Pasbem 414 NOAKAOUYEHUA K UCTOYHWMKY SNEKTPOMUTAHUA MOCTONH-

HOTO TOKa.

Pazbem ana nogKNoUYEeHUA K UCTOYHUKY 3NEKTPOMUTAHUA NepemMeH-
4 ~220 VAC 50 Hz max 1A AR TOA y P P

HOro TOKa.

BHelWHM BMA 3a4HEN NaHen KomMyTaTopos cepumn MES23xx npuBeaeH Ha pUcyHKax 27-31.

PucyHok 27 — 3agHaa naHenb MES2324, MES2324B
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PucyHok 31 — 3agHaa naHenb MES2348B

Tabnunua 21 — OnucaHune pa3bemoB 3aaHeN NaHenn KommyTtatopos MES2324x, MES2348B

Ne dnemeHT 3agHel naHenu OnucaHue
1 Knemma 3azemneHuna = Knemma ansa 3asemneHusn ycTpoincTsa.
2 BeHTunAaTopbLI.
3 12VDC max 5A Knemmbl gna nogKkntoveHma akkymynatopHon 6atapen 12V.
4 ~110-250VAC, 60/50Hz Paszbem gna NOAKAOYEHMA K UCTOYHUKY SNEKTPOMNUTAHUA NepemeH-
max 2A HOro TOKa.

BHewHM BMA 3aaHeN naHenn kommyTtatopa MES2348P npuBeaeH Ha puUcyHKe 32.
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PucyHok 32 — 3agHAaa naHenb MES2348P

B Tabanue 22 npuBeneH nepevyeHb Pa3beMOB, PACNONOKEHHbIX Ha 3a4Hel NaHenn KommyTaTopa
MES2348P.

Tabnunua 22 — OnucaHune pasbemoB 3agHeln naHenn KommyTtatopa MES2348P

Ne dnemeHT 3agHel naHenu OnucaHue

CbeMHble BEHTUAALMOHHbIE MOAY/IN C BOSMOXHOCTbIO ropsayeit 3a-
1 CbeMHble BEHTUAATOPbI

MEHbI.

e — v
2 Knemma 3asemnenua = Knemma gna 3aszemneHunsa yCTpoucTBa.
3 ~100-240VAC, 60/50Hz Paszbem gna NOAKNOYEHNA K UCTOYHUKY 3/IEKTPONUTAHMA NEPEMEH-
max 10A HOro TOKa.

BHewHW BUA 3agHen naHenn KommyTtatopos cepun MES2308x npuseaeH Ha pucyHKe 33.

BELTEX %Mﬂ
LALRURILIAR I
O
SN YOO0000000

PucyHok 33 — 3agHaa naHenb MES2308, MES2308P, MES2308P DC, MES2308R

BHeWwHMN BMA, BepxHen naHenm kommytatopos MES3508, MES3508P n MES3510P npuBeaeH Ha
pucyHKe 34.
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NC-COM-NO]
Dry contact

PucyHok 34 — BepxHaa naHenb MES3508, MES3508P, MES3510P

Tabnunua 23 — OnucaHmne pa3beMoB BepXHel naHean kommyTtatopos MES3508, MES3508P, MES3510P

Ne dnemeHT 3agHen naHenun

" —
1 Knemma 3asemnenua =

Knemma g/1a 3a3emneHuns ycTpomncTea.

48 (20~ 70) VDC (pns
MES3508)

Pasbembl Ana noAKNK4YeHUA K UCTOYHUKaM 31EKTPONNTAaHNA NOCTO-

2
48 (45~ 57) VDC (ana AHHOrO TOKa.
MES3508P n MES3510P)
3 12VDC max 5A PeneiHbIV BbIxoZ4 aBapuUiiHOM curHanmnsaumm: 1A 24V DC.
2.4.3 bBokoevle naHenu ycmpolicmea
L]
OOO@@@@@%@@@@@OO G
ooog@@@@@@%@@%o Q
OLgeeagel &

®

PucyHok 36 — JleBas 6oKoBasa naHenb Ethernet-kommyTtatopos

Ha 60KoBbIx naHensx YCTpOVICTBa PacnonoXeHbl BEHTUNAUNOHHDbIE PELUETKU, KOTOPbIE CAyXKaT ANA
oTtBoga Tenna. He 3aKprBaﬁTe BEHTUNAUNOHHbIE OTBEPCTUA MOCTOPOHHMMU nNpegmeTamu. 37O MmoXKeT
npuneecTn K neperpesy KOMMNOHEHTOB YCTDOﬁCTBa M BbI3BATb HapyweHUA B ero pa60Te. PekomeHpgaumn no

YCTaHOBKe YCTpOﬁCTBa PacnonoXeHbl B pa3gene «YCTaHOBKA 1 NOAKNOYEHUE Y.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx
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2.4.4 Ceemoesasn uHOUKayusa

CocTosaHue nHTepdeicos Ethernet nHanumpyerca ABymMaA CBETOAMOAHbIMM UHAMKaTOpamm, LINK/ACT
3e/1eHoro ugeta n SPEED aHTapHOro useta. PacnonoXeHue cBeToANO40B NOKA3aHO Ha pucyHKax 37, 38, 39.

LINK/ACT SPEED

PucyHok 37 — BHelwHK BuA pasbema ¢ QSFP+-TpaHcMBepamu

o

VA VA

LINK/ACT SPEED

PucyHok 38 — BHelwHWi Bua, pasbema SFP/SFP+

LINK/ACT SPEED

PucyHoK 39 — BHewHu1 Bug pasbema RJ-45

Tabnnua 24 — CeeToBas MHAMKAUMSA cocTOAHUA XLG-nopToB

BblkntoyeH BbikntoueH MopT BbIKAOYEH NN COEAUNHEHWNE HE YCTAaHOBAEHO
lFopuT NoCcTOAHHO lFopuT nocTofAHHO YcTaHOB/IEHO coeanHeHue Ha ckopocTu 40G6uT/c
FopuT NOCTOAHHO Mwuranune MaoeT nepegava gaHHbIX
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Tabnunua 25 — CeBeToBas MHAMKAUMA COCTOAHUA XG-NopTOB

CeeyeHue uHOUKamopa

CeeyeHue UuHOUKamopa

CocmosHue uimepdeiica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKAOYEH AN COeANHEHME HE YCTAHOBAEHO
BbikntoueH [opuT nocTtoAHHO YcTaHOB/IEHO coeanHeHne Ha ckopoctu 1G6ut/c

[opuT NOCTOAHHO

[opuT NnocToAHHO

YcTaHOB/IeHO coenHeHne Ha ckopocTi 10G6uT/c

X

Mwuranue

MpaeT nepepaya AaHHbIX

Tabnuua 26 — CeBetoBan MHAMKauma cocTosHus Ethernet-noptos 10BASE-T

CeeyeHue uHOUKamMopa

CeeyeHue uHOUKamopa

CocmosHue uHmepdgelica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKNOYEH AN COeANHEHME HE YCTAHOBAEHO
YcTaHOBMEHO coeAuHeHuWe Ha ckopoctn 10M6éut/c
BbikntoueH [opuT nocToAHHO

nnn 100M6éuT/c

rOpMT NMNOCTOAHHO

rOpVIT NOCTOAHHO

YcTaHOB/IEHO coeamHeHme Ha ckopoctn 1000M6uT/c

X

Mwuranue

NaeT nepenaya AaHHbIX

NHankatop Unit ID (1-8) cnyuT ansa o6o3HaYeHna HOMepa YCTPOMCTBA B CTEKe.

CuctemHble MHaMKaTopbl (Power, Master, Fan, RPS) cny»aT gns onpegeneHua cOCTOAHUA paboThbl
y310B KommyTaTtopos cepmumn MES53xx, MES33xx, MES23xx, MES35xx.

Tabnunua 27 — CeeToBas MHAMKALMA CUCTEMHbIX MHANKATOPOB

HaszeaHue PyHKYuA o
CocmosHue uHAuKkamopa CocmosHue ycmpolicmea
uHOuKamopa uHAukamopa
BbikntoueH MuTaHne BbIKJOYEHO
3eneHbli, roput MuTaHMe BKAOYEHO, HOpMabHaA
NOCTOAHHO paboTa ycTpoicTea
CoctosAHue . CamoTecTMpoBaHMe yCTPOMCTBA NpK
3eneHbii, mepuaer
Power WCTOYHWKOB ctapte (POST)
nUTaHnA OTcyTCTBME NEPBUYHOIO NUTAHMA OT
KpacHbiin, roput OCHOBHOIO MCTOYHMKA (NpW NUTAHWUK
NOCTOAHHO YCTPOICTBA OT pe3epBHOro
WUCTOYHMKA)
MpwusHak 3eneHbl, roput YCTpPOMCTBO ABAAETCA «KMAacTEPOM» B
BE, ero NOCTOAHHO CTeKe
Master 'D'yu:", -
yCTPOICTBa Npwm YCTpPOMCTBO He ABAAETCA «KMacTepoOM»
BbikntoueH
paboTe B cTeKe B CTEKe
3eneHbli, roput
CoctoAHwne Bce BeHTMIATOPBI MCNpPaBHbI
NOCTOSHHO
Fan BEHTMNIATOPA >
KpacHbiin, roput OTkas ogHoro unu 6onee
OXNaXKAeHuA
NOCTOAHHO BEHTU/IATOPOB
3eneHsbli, roput .
HopmanbHasa paboTa ycTpoictsa
NHankaTop NOCTOAHHO
Status COCTOAHUA . OTKa3 ogHoro nau bonee
. KpacHbin, roput
yCTpONCTBa HOCTOAHHO BEHTUIATOPOB, UK aBapuaA PoE
(MES2348P)
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3arpyska ycTpovcTtea. He HasHaueH
. . IP-agpec HM Ha oAWH 13
KpacHbIn-3eneHbin, AP . A
MaraeT nHTepdeicos, MMbO B cTEKe He
obHapy:xeH mactep (MES2324,
MES2324FB, MES2324F DC)
o MoakntoyeH notpebutens PoE (roput
MHavkaTop 3eneHoli, roput WHAMKATOP, COOTBETCTBYOLMI
PoE coctoAaHna PoE- NOCTOAHHO !
nopty)
nopTtos
BbikntoueH Motpebutenn PoE He NoAKNIOYEHDI
3eneHbli, roput Pe3epBHbIN UCTOYHUK NMOAK/IOYEH U
Pexkum paboTbl NOCTOAHHO paboTaeT HOpmabHO
e3epBHOro " OTcyTCcTBME NEPBUYHOIO NUTaHUA
RPS pesep KpacHbin, roput i P
WCTOYHMKA pe3epBHOro UCTOYHMKA UK ero
NOCTOAHHO
nNUTaHMA HENCNPaBHOCTb.
BbikntoueH Pe3epBHbIN UCTOYHMK HE MNOAKOYEH
3eneHbli, roput
AKB nogkntoyeHa, nnTaHne B Hopme
NOCTOAHHO
3eneHblit, muraet AKB 3apsarkaeTca
Battery MHavkaTop KpacHblin-3enéHbli OcHoBHOE NuTaHuMe oTKAtoYeHOo, AKB
(MES2324B, COCTOAHUA MnraeT ! paspmKaeTc !
MES2324FB, AKKYMYNATOPHOWN K " m " AKE
aCHbIN, Muraet M3KUIM ypOBEHDb 3apAda
MES2348B) GaTapen P ’ yp PAA
BbikntoueH AKB oTK/04eHa
KpacHbiin, roput ABapusa PTB (pacuenuTens Toka
NOCTOSIHHO 6artapewu)
3eneHbli, roput BNOK NUTaHMA yCTaHOB/IEH B C/OT,
NOCTOAHHO NUTAHWE BKAOYEHO
BAOK NUTaHMA yCTaHOB/IEH B C/IOT, HO
UHankaTop
PS1, PS2 cocTORHNsA KpacHbiih. ropuT nuTaHue OTKAOYEeHO; 610K NUTaHUA
(MES2348P) P » TOP YCTaHOBJIEH B C/IOT, NUTaHMWe
6710K0B NUTaHKA NOCTOAHHO
BK/IHOYEHO, HO MMeeTCA
HEeUCNpaBHOCTb
BbikntoueH BNOK NUTaHWA He YCTaHOB/EH B CNOT
KpacHbIi-3enéHbll, Harpyska POE Bblilwe HacTpPOWKK
Mmuraet usage-threshold
CseToBas Kputnueckasn owmnbKa B pabote POE,
Alarm WHAMKaLMA KpacHbiin, roput npuseALwan K oTKAto4YeHuo POE Ha
CUCTEMHBIX NOCTOSAHHO BCex nopTax Mbo 0TKas 04HOro Uan
WHAMKaTOpPOB 6051ee BEHTUNATOPOB
HarpysKa PoE HM}Ke HacTpoMKu
BbikntoueH
usage-threshold

2.5 KomnneKrt nocraBku

B 6a30BblIii KOMMNAEKT NOCTAaBKM BXO4AT:

e Ethernet-kommyTtaTop;

o  KoMnnekT Kpenerka B CTOMKY;

e llHyp nuTaHus EepoBunka-C13 1.8m (Tonbko ana MES2308, MES2308R, MES2308P AC,
MES2324 AC, MES2324B, MES2324P AC, MES2324P ACW, MES2324FB, MES2348B);

e LHyp nutaHua NBC 2x1.5 2m (Tonbko ans mogeneit MES2308P DC, MES2324 DC, MES2324F
DC, MES2324P DC, MES3508, MES3508P, MES3510P);

e [lamATKa 0 AOKyMeHTaLuu;

e CepTuduKaT COOTBETCTBUS;
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e [lacnopr.
Mo 3anpocy B KOMMNAEKT MOCTAaBKM OMNLMOHANbHO MOTYT BbITb BKAOYEHDI:

e PyKoBOACTBO MO aKcnayataumun Ha CD-gucke;

e KoHCONbHbIN Kabenb;

e Moaynb nutaHma PM160-220/12 (ana cepuit MES33xx, MES5324) nan PM950-220/56 (ans
MES2348P);

e LUHyp nuTaHua EBpoBunka-Cl3 1.8m (B cnyyae KOMMeKTaumu moaysiem nuTtaHusa PM160-
220/12 nam PM950-220/56);

e Moaynb nutaHua PM100-48/12 (ana cepuin MES33xx, MES5324);

e LUHyp nutaHua NBC 2x1.5 2m (B cnydyae KoMnaeKkTauum moaynem nutaHmsa PM100-48/12);

e SFP/SFP+/QSFP+-TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B oaHHOM pa3gene onncaHbl npoueaypbl YCTaHOBKU O60py,ﬂ,OBaHMﬂ B CTOVIKy N NOAKNKOYEHUA K NUTa-

oLen cetu.

3.1 KpenneHue KpOHWTENHOB

B KOMNAeKT NoCTaBkM YCTpOﬁCTBa BXOo4AT KpOHLLITEVIHbI AnAa yCtTaHOBKU B CTOVIKY 1 BUHTbI ANA Kpenne-

HWMA KPOHLUTEMHOB K KOpMycy YCTPOMCTBaA. [N YCTAaHOBKM KPOHLUTEMHOB:

®|
8|

PucyHok 40 — KpenneHune KpOHLITENHOB

5 &
IS

N

1. Mpu HaANMYUM TPAHCMOPTHOIO BUHTA YAANNTE €ro Nepes, Hauyaiom YCTaHOBKM (CM. pUCyHOK 38).
2. CoBMmecTuTe YeTblpe OTBEPCTUA 418 BUHTOB Ha KPOHLUTEMHE C TAKUMMU Ke OTBEPCTUAMM Ha 6o-
KOBOW NaHenu ycTpoiicTaa.

C NoMOLLLbI0 OTBEPTKU MPUKPENUTE KPOHLUTENH BUHTAMM K KOPyCy.

4. TMosTopuTe AeicTBmA 1, 2 414 BTOPOro KPOoHLWWTEelHa.

w

3.2 YcTaHOBKa ycTpoiicTBa B CTOMKY (Kpome MES3508, MES3508P, MES3510P)

[nA yCTaHOBKM YCTPOICTBA B CTOMKY:

1. TpunoxKnTe YCTPOMCTBO K BEPTUKAbHBIM HanpaBAAOLWMM CTONKMN.

2. CoBMecTUTe OTBEPCTMA KPOHLUTEMHOB C OTBEPCTMAMM Ha HAaNPaBAAIOLLMX CTOMKKU. Mcnonb3yiite
OTBEpCTUA B HaNpPaBAAOLLMX Ha OAHOM YPOBHE C 06enX CTOPOH CTOMKK, A4/1A TOFO YTO6bI YCTPOM-
CTBO pacno/iarasiocb FOPU30OHTaNbHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMM.
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PucyHok 41 — YcTaHOBKa YCTPOMCTBA B CTOMKY

Ha pucyHKke 42 npusegeH npumep pasmeLleHuns KommyTtatopos MES5324 B cToitke.

o MES-5324 N1 o
o KabenbHbii opraHaiisep o
o| MES-5324 N2 )
(] KabenbHblii opraHansep o
o] MES-5324 N3 °
(] KabenbHbiin opraHanaep (]
o  MESB5324N4 o
(] KabenbHbiin opraHanaep o
o] MES-5324 N5 °
o KabenbHblin opraHanaep (o]

PucyHok 42 — PasmeleHune kommyTtaTopos MES5324 B cTolike

l He 3aKkpbiBaiiTe BEHTUNALMOHHDbIE OTBEPCTUA, @ TAKKE BEHTUIATOPbI, Pacno/IOXKeHHblIe Ha
3aAHeN naHe/n, NOCTOPOHHUMU NpeaMeTaMu BO usbexkaHue neperpeBa KOMMNOHEHTOB
KOMMYTaTOpa M HapyLlueHuA ero paboTbl.
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3.3 YcraHoBKa ycTpoiicte MES3508, MES3508P, MES3510P Ha DIN-peiiky

e}

YCTPOMACTBO pa3mellaeTca BEPTUKAIbHO, TaK Kak 60KoBble NnaHenn obecneunsaloT Ten-
radrl ] nooteoa,.

[ns yctaHoBKK ycTpoiicTea Ha DIN-peliky:

1. MpuUNoxutb KpenaeHue Ha 3agHeN CTeHKe KommyTaTopa nosepx DIN-peiku.
2. ToTAHYTb KOMMYTATOP BHM3 A0 ynopa.
3. HapaBuTb Ha HUXKHIOKO YacTb KOMMYyTaTOpa A0 3alLe/IKUBAHUA.

3.4 YcTaHOBKa mopynei NUTaHuA

KommyTaTop MOXeT pa6OTaTb C OAHUM Unn AByma Mmoaynamum nUTaHuA. YcTaHOBKa BTOpPOro moAayna

NMNTaHUA HEO6XOAMMa B C/lyd4ae WuMCNno/2ib30BaHUA yCTpOVICTBa B ycCnoBusax, Tp66leLLI,MX NoBbIWEHHOMN
HaOEeXHOCTU.

MecTa g8 yCTaHOBKM MOAYNEN NMUTAHNA C SNEKTPUYECKON TOUYKU 3PEHMA PaBHOLLEHHbI. C TOYKM 3peHus
MCMNO/Ib30BaHWUA YCTPOMCTBA, MOAYNb NUTAHWA, HAaXo4ALWMNCA BIMXKE K Kpato, CYMTAETCS OCHOBHbIM, Baunxke K
LEHTPY — pe3epBHbIM. Moaynn nNUTaHWA MOTyT YCTaHaB/AMBaTbCA M U3BAEKaTbCA 6e3 BbIKAYEHMUs

ycTpoiictea. Mpu ycTaHOBKE WM U3BAEYEHWUM AONOJHUTENBHOMO MOAYAA MUTAaHNA KOMMYTAaToOp NPOAOKAET
paboTy 6e3 nepesanycka.

' ‘ Mepep 06cnyKMBaHMeM U34eNnA, PEMOHTOM UAWN APYTMMU aHANIOTUYHBIMU AEACTBUAMU
| OTK/AOUMUTE U3aenmne oT BCeX UCTOYHUKOB NUTAHUA.

PucyHok 43 — YcTaHOBKa moay/ieit NnuTaHua

CoctoaHue Mo,a,yneﬁ NMUTAaHUA MOXKET ObITb nposepeHo Nno MUMHAOWKAUUN Ha nepep,Heﬁ naHemn

KommyTaTopa (cm. pasgen 2.4.4) wuau No [MArHoCTMKe, AOCTYMHOM yepe3 MHTepdeincbl ynpaBaeHus
KOMMYTaTOPOM.

UHAaUKauma asapum moayna NUTaHUA MOXKeT 6bITb Bbi3BaHa He TOJIbKO OTKAa3om moAayns,
radRCl) HO U OTCYyTCTBMEM NEPBUYHOIO NNUTAHUA.
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3.5 TMMoaknioueHue NUTaOLWEN ceTU

1. Mpexae yem K ycTponctay 6yaeT NOAKAOYEHA NUTAlOLWANA CeTb, HEOOXOAMMO 3a3eMNTL KOp-
nyc yCTpoicTBa. 3asemsneHne HeobxoAMMO BbINONHATE U30IMPOBAHHBIM MHOFOXW/bHbIM NPO-
BOZOM. YCTPOWCTBO 3a3eM/IEHUA U CEYEHME 3a3EMIAIOLLENO NPOBOAA AOJIXKHbI COOTBETCTBO-
BaTb TpeboBaHuam My3.

' nOAKI"OLIEHMe AO/TKHO OCyWecTBNATbCA KBaI'IVIdJMIJ‘VIpOBaHHbIM cneynanncTtom.
-

2. Ecnu npepgnosaraeTtca NoAKAYEeHUe KoOMMbloTepa UM MHOro 060pyaoBaHUs K KOHCO/IbHOMY
NMOpPTY KOMMYTATOPa, 3TO 060PYL0BAHME TaKKe AOIKHO ObITb HAZLEKHO 333EMJIEHO.

3. TMoaKnwunTe K yCTPONCTBY Kabeb NnTaHUA. B 3aBUCMMOCTU OT KOMMJIEKTALMM YCTPOIACTBA, NK-
TaHWE MOKET OCYLLLECTBATLCA OT CETU MePEMEHHOTO TOKa IMBO OT CeTM NOCTOAHHOTO ToKa. Mpu
NOAK/IIOUYEHNN CETU NMEPEMEHHOTO TOKa C/IelyeT UCMO/b30BaTb Kabesb, BXOAALLMI B KOMMIEKT
ycTpoicTBa. Mpu NoaKAOYEHUN K CETU NOCTOSHHOTO TOKa UCNOb3yNTe NPOoBOA, CEYEHNEM He
MmeHee 1 Mm% 1 cobogaiite NONAPHOCTb, YKa3aHHYIo Ha 610Ke NUTaHuA.

Bo nsbexkaHme BOSHMKHOBEHUA KOPOTKOro 3amMbiKaHUA NpU NOAKNIOYEHUUN K CeTU NOCTO-
AHHOrO TOKa peKkomeHAayeTcAa Npou3BecTu 3a4UCTKY NPoBOAA Ha AJINHY 9 mm.

LN

Llenb NUTaHUA NOCTOAHHbIM TOKOM A,0/13KHA cogepiKaTtb YCTPOﬁCTBO OTK/IIO4YEHNA NUTAaHUA
C ¢M3M‘-IECKMM pasbegnHeHnem coegnHeHuA (BblKﬂlO‘-laTeﬂb, pa3beém, KOHTAKTOp, aBTO-
MaTUYeCKUI BblKAlOYaTeNb U T.N.).

AL

4. BknouuTe NUTaHme yCTpOVICTBa n Y6eAMTECb B OTCYTCTBUMU aBapMﬁ MO COCTOAHUIO MHONKATOPOB
Ha I'IEpEAHEﬁ naHenn.

3.6 NMoakntoueHne AKb kK MES2324B, MES2324FB, MES2348B

MoakntoyeHne AKB ocyLecTBaseTca MeAHbIM NPOBOAOM ceYeHnem He meHee 1,5 mm2. Mpu nogknto-
yeHnn AKB Heobxoanmo cobntoaaTb NONAPHOCTb.

EmKocTb AKB, He meHee 20Ah.

PucyHok 44 — MNogakntoveHne AKB K ycTpoictey
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3.7 YcraHoBKa u yaaneHue SFP-tpaHcuBepos

?‘,17 YcTaHOBKa ONTUYECKUX Mo,qyneﬁ MOXeT NpounsBoanNTbCA KakK NPU BbIKNIIOYEHHOM, TAK U
(=) npun BKAKOYEHHOM yCTpOﬁCTBe.

1. BcTaBbTe BepXxHMit SFP-Moaynb B CAIOT OTKPbITOM YacTblo pa3bema BHU3, @ HUXHUI SFP-moaynb
OTKPbLITOM YacTblo pa3bema BBEPX.

PucyHok 45 — YctaHoBKa SFP-TpaHcmBepos

2. Hapasute Ha mMmoAaynb. Korpa oH BCTaHeT Ha MecTo, Bbl ycabiwunTe xapaKTepru‘/'l LLLENTYOK.

PucyHoK 46 — YcTaHoBneHHble SFP-TpaHcuBepbl
[na ynaneHna TpaHcusepa:

1. OTKpoliiTe 3alenky moaynsa.

PucyHok 47 — OTKpbITMe 3awenkn SFP-TpaHcuBepos
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2. WU3Bnekute moaynb U3 cnoTa.

PucyHok 48 — N3BneyeHune SFP-TpaHcmBepoB
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4 HAYA/NbHAA HACTPOMKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuHana

Ha KomnbloTepe 3anycTutb nporpammy amynsaumm TepmuHana (HyperTerminal, TeraTerm, Minicom) u
NpPOM3BECTU C/ieflytoLMe HAaCTPOMKM:

— BblbpaTb COOTBETCTBYIOLWMI NOCAeA0BaTENbHbINA NOPT;

—  YCTaHOBWUTb CKOPOCTb Nepeaayn gaHHbix — 115200 6oa;

— 3apaatb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 CTONOBbIM 6UT, 6€3 KOHTPOA YETHOCTY;

—  OTK/JKYUTb annapaTHOe M NPOrpaMMHOE yrnpaBaeHMe NOTOKOM AaHHbIX;

— 334aTb PEXUM IMYyNALMM TepMUuHana VT100 (MHorMe TepMmUHa/IbHbIE MPOrPaMmMbl UCMO/b3YHOT
OAaHHbIW peXnUM aMyNAUnM TEPMUHANA B KAYECTBE PEXMMa MO YMOJTYaHUIO).

4.2 BKA4YeHue YyCTpPoOMCTBa

YCTaHOBUTb COeANHEHME KOHCONMU KOMMYTATOpPa (I'IOpT «console») C pa3bemMom nocnegoBartesibHOro
MHTepd>el7|ca KOMMNbIOTEPQA, HA KOTOPOM YCTAaHOB/1IEHO NMNPOrpaMmmMHoOe obecneueHue IMYyNAUNUN TEPMUHANA.

BKAouMTb  yCcTpoWCTBO. [pM  KarKAOM  BK/AIOYEHMM KOMMYyTaTopa 3anycKaerca npoueaypa
«TeCTMPOBAHMA CUCTEMBI MpU BKAoYeHMM» (POST), KoTopas no3sonseT onpegenvTb paboTocnocobHOCTb
YCTpOICTBA Nepes 3arpy3Koi UCNOIHAEMOM NPorpammbl B onepaTuBHYO namaTs (O3Y).

OTobpaxkeHue xoaa BbiNnonHeHUs npoueaypbl POST Ha KommyTaTopax MES5324:

BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0

High speed PHY - Version: 2.1.5 (COM-PHY-V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDR3 Training Sequence - Ver 5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1
DDR3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U-Boot. Press ctrl+shift+6 to enable debug mode.

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa ABe CeKyHAbl noc/e 3aBeplueHns npoueaypbl POST HaunHaeTcs aBTo3arpysKa nporpaMmmHoro
obecneyeHns KOMMyTaTopa. [Aa BbINOJAHEHUA ClieumanbHbIX Npoueayp UCNoab3yeTca MeHto Startup, BonTu
B KOTOPOE MOXHO NPepBaB 3arpysKy HaXkatmem Knasuwmu <Esc> unu <Enter> B Te4EHUE 3TOrO BPEMEHN.
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Mocne ycnewHoi 3arpy3ku KOMMyTaTopa NOABUTCA CUCTEMHOE NpUrialweHue nHTepderica KomaHLHOM

cTpokm CLI.

>1lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***** (admin)

console#

/’};‘ [na 6bicTpOro BbI30Ba CNPABKU O AOCTYMHbIX KOMaHAAX UCMO/b3YyiiTe KOMBUHaUUIO Kna-
o BUwW <Shift>n <?>.

4.3 3arpy3o4yHoe MmeHIo

Ona BXxoda B 3arpy3oyHoe MeEHI0 ciedyeT MOAKAUMTLCA K YCTPoOMCTBY 4yepe3 uHTepdeinc RS-232,

nepesarpysuTb YCTPOMCTBO, U B TEYEHME ABYX CEKYH/, NOc/ie 3aBeplueHma npoueaypsbl POST HaxkaTb “ESC” nau
“ENTER”:

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 Q3.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupg, 3arpy3o4yHoro meHto:

Startup Menu
[1] Restore Factory Defaults
[2] Boot password
[3] Password Recovery Procedure
[4] Image menu
[5] Back
Enter your choice or press 'ESC' to exit:

Tabnunua 28 — dyHKUMM MHTepdelica 3arpy304HOro MEHIO

DyHKYUA

OnucaHue

Restore Factory Defaults

BoccTaHOBUTL 3aBOACKME HACTPONKM

Boot password

YcTaHOBUTL / yAanuTtb Naposib Ha bootrom

Image menu

BbibpaTb akTMBHbI 06pasa cuctemHoro MO

Password Recovery Procedure

COpOoCUTb HAaCTPOMKM ayTeHTUPUKALUK

Back

MpoaoKUTb 3arpysKy
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4.4 Pexum paboTbl KOMMYyTaTOpa

KommyTaTtopbl cepuit MES53xx, MES33xx, MES23xx paboTaloT B peXXnMme CTeKMPOBAHMUS.

/ KommyTtaTtopbl
o, CTEeKUPOBaHMA.

CTeK PYHKLMOHUPYET KaK eAnHOE YCTPOMCTBO M MOMKET 06beanHATL 40 8 KOMMYTaTOPOB OAHOM U TOW

MES3508, MES3508P u MES3510P He noaaepXuBaloT peXum

e Modenu, UMeloLLMX cieaytolme poau, onpeaensemble X NopaaxkosbimmM Homepamu (UID):

— Master (UID yctpoictBa 1 unum 2), ¢ Hero NpoucxoamT ynpasjeHne BCceMun YCTPOMCTBaMU B

CcTeke.

—  Backup (UID yctpolictBa 1 uam 2) — ycTpoicTBo, noauumHaAwlleecs master. ybaupyet sce
HACTPOWKM, U, B C/Iy4ae BbIXo4a YNpas/AoLWEro ycTpoiicTea 13 cTpos, bepeT Ha ceba dyHKLUK

yrpaB/ieHNA CTEKOM.

—  Slave (UID ycTpoiicts oT 3 fo 8) — ycTpolicTBa, nogumHstoweeca master. He moxket pabotaTb B

aBTOHOMHOM peXKMMme (ecam oTcyTcTByeT master).

Mo yMONYaHUIO KOMMYTATOP ABASETCA MacTepoM, NopTbl XLG (XG) yyacTByloT B Nepegaye AaHHbIX.

B pexume creknposaHma MES5324 wucnonbsyer XLG noptbl ANA CUHXPOHM3ALMM, OCTasibHblE
KOMMYTaToOpbl cemelictea, Kpome MES2308, MES2308P — XG nopTbl, MES2308 n MES2308P ncnonbsytoT 1G-
noptbl. Mpn 3TOM yKasaHHble MNOPTbl HE Y4aCTBYKOT B nepegadve AaHHbIX. BO3MOMKHbI gBe TOMONOrmMu
CUHXPOHU3UPYIOLNXCA YCTPOMCTB — KOJ/bLLEBAA M NINHEMHaA. 1A NoBbIWEHMA OTKA30YyCTOMUYMBOCTM CTEKA
peKOMeHAYEeTCA NUCNO0Ab30BaTb KOJbLLEBYO TONONOIMI0. [Tpn MCNONB30BAHUM IMHEMHOM TOMOOTUM B CXEME
N3 ABYX IOHUTOB CTEKOBbIE NOPTbl 06beANHsAOTCA B LAG, UTO NO3BOASET NOBLICUTL NPOMNYCKHYIO CNOCOBHOCTb

KaHana.

V Ona KommyTtatopos MES2348P, MES2348B, MES3348, MES3348F pgna o6beguHeHusa B

JIMHENHOW TON0N0rMK CTeKoBbIX NopToB B LAG Heobxoanmo ucnonb3osatb uHTepdeiicobl

tel-8/0/1, tel-8/0/4 wnn tel-8/0/2,tel-8/0/3. Mpu nw0bbLIX APYrUX KoMGUHALMAX
CTEKOBbIX NOPTOB OAUH U3 HUX ByaeT HAXOAUTbCA B pe3epse U UMmeTb cTaTyc Standby.

Hacmpolika cmeKuposaHus KOMMymamopos

3anpoc KoOMaHAHOM CTPOKU MMeeT caeayowmii BUa;:

console (config) #

Tabnuua 29 — basoBble KOMaHAbI

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

stack configuration links
{fo1-4| te1-4 | gi9-12}

HasHauaeT uHTepdeiicsl 4NA CMHXPOHM3aLMK PaboTsl
KOMMYyTaTOpa B CTEKe.

stack configuration unit-id

HasHauaeT Homep ycTpolicTBa «unit-id» nokanbHOMy

unit_id u:l:ttgl;j/:a(ult'f' YCTPOMCTBY (Ha KOTOPOM BbINOAHEHa KOmaHAa). CMeHa Homepa
YCTPOWCTBA NPOMU3OMAET NOC/Ie Nepesarpy3km KoMmyTaTopa.

no stack configuration YoaneHue HacTpoeK CTeka.

stack unit unit_id unit_id: (1..8, all) Mepexon, K KOHPUTYPUPOBAHMIO FOHUTA B CTEKE.

stack configuration master MpUHYAWUTENbHO HAa3HAYaeT YCTPOMCTBO MacTepom (MacTepcTBO

unit unit_id unit_id: (1..2),— 6yneT Bcerga COXpaHeHo 3a IHUTOM B CllyYae Hanu4ums

ero B CTeke).
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no stack configuration
master unit unit_id

Bo3Bpaluaet BbI6Op macTepa K CTaHAAPTHOMY asiropuUTmy.

’ ﬂﬂﬂ npuMmeHeHUA HaCTpPoeK CTeKa HeOGXOAMMa nepesarpys3kKa yCTpOﬁCTBa.
-

[pumep

=  0b6beanHUTb B CTeK aBa KommyTaTopa MES5324. HasHaunTb BTOPbIM IOHUTOM, UCNO/b30BaTb UHTEP-
delicbl fol-2 B KauecTBe CTEKUPYIOLMX.

console# config

console (config)# stack configuration unit-id 2 links fol-2

console (config) #

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOW CTPOKM UMEET c/ieaytoLmnin BUA;

console#

Tabanua 30 — ba3oBble KOMaHAbI, A4OCTYNHbIe B pexkume EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeilicmeue

show stack

OTobparkaeT HGopMauuto 06 yCTPOICTBaX, BXOAALLMX B CTEK.

show stack configuration

OTobparkaeT MHGOPMALMIO O CTEKMPYIOLWMX MHTepdencax
IOHUTOB B CTEKE, a TaKXKe TeKyLuii BapuaHT Bbibopa macTepa.

show stack links [details]

PaclumpeHHoe oTobpaxkeHne MHPOPMALMKN O CTEKUPYIOLLMX
nHTepoericax.

= [pumep ncnonb3osaHua KomaHabl show stack links:

console# show stack links

Topology is Chain

Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links

1 fol/0/1 fo2/0/2 40G fol/0/2

2 fo2/0/2 fol/0/1 40G fo2/0/1

YcTpoiicTBa ¢ oAMHaKOBbIMU uaeHTuduKaropamm «Unit ID» He moryT pabotatb B ogHOM

vadBl CTeKe.

4.5 Hacrpoiika pyHKUMII KOMMmyTaTOpa

®YHKUMM NO HaYaNbHOMY KOHGUIYPMPOBAHUIO YCTPOMCTBA MOXKHO Pa3AennTb Ha ABa TUna.

— ba3oBas HacTpoiika — BK/lO4YaeT B cebsa onpeaeneHme 6a30BbIX GYHKUMN KOHPUrypauumn u

HaCTPOWKY AMHaMMUYecKux IP-agpecos.

— Hactpoitka napameTpoB cucTeMbl 6e30MacHOCTM — BK/OYaeT YynpaBieHWe cucTemon
6e3onacHOCTM Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).
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/ Mpwu nepesarpysKe ycTpoiicTBa Bce HECOXPAHEHHDbIE AaHHble 6yayT yTepAHbl. Ana coxpa-
HeHUA No6bIX BHECEHHbIX MU3MEHEHMIT B HACTPOMKY KOMMYTaTopa UCNob3yeTca caeayio-
WaA KOMaHAaA:

console# write

4.5.1 ba3osasa Hacmpolika Kommymamopd

Ona Hayana KoHoUrypauum ycTponcTea HEOOX0AMMO MOAK/IOUYMUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocneaoBaTe/ibHbIM NOPT. 3anyCTUTb Ha KOMMbIOTEPE NPOrPaMmMy IMYALMN TEPMUHANA COTNACHO NYHKTY 4.1
«HacTtpoitka TepmuHana».

Bo BpemsaA HayabHOM HAaCTPOMKN MOXKHO onpeaenntb MHTepdeiic, KoTopbl byaeT MCno/ib30BaTbCA AR
NOAKNIOYEHUSA K YCTPONCTBY YAaNEeHHO.

basosan HaCTpOVIKa BK/IIOHaeT cheaytoulee:

1. 3agaHue napona ans nonbsosartens «adminy» (c yposBHem npusunernin — 15).
Co3paHue HOBbIX MO/Ib30BaTENEMN.

HacTtpoiKa ctatuyeckoro IP-agpeca, Macku NOACETU U1 LIJIHO3a MO YMOJIYaHUIO.
Monyyenune IP-agpeca ot cepsepa DHCP.

HacTtpoitka napameTtpos npotokona SNMP.

vk wnN

4.5.1.1 3adaHue naposs 044 nosavzosamess «adminy» u co30aHUe Ho8bIx Nosb3osameneli

[Ana obecneyeHms 3aLiMLLEHHOrO BXOAA B CUCTEMY HEO6XO4MMO Ha3HAUYMTb Napob Npu-
ral BUJIErMPOBaHHOMY No/sib3oBaTento «adminy».

Mms nonb3oBaTens U Naponb BBOAWUTCA MPU BXOAE B CUCTEMY BO BPEMSA CEAHCOB agMUHUCTPUPOBAHMSA
ycTpoicTBa. s co3gaHna HOBOro Nob30BaTeA CUCTEMbI UM HACTPOWKM N1060ro 13 NapameTpoB — MUMEHWU
noab30BaTe s, NApPoA, YPOBHA NPUBUAETVIA, UCNO/b3YIOTCA KOMaHAbI:

console# configure
console (config)# username name password password privilege {1-15}

V YpoBeHb npuBuaeruii 1 paspelsaeT 40CTyN K YCTPOICTBY, HO 3anpeLuaeT HacTPOMKy. Ypo-
BeHb NpuBMaerunii 15 paspelwaer Kak A0CTyN, TaK U HACTPOMKY YCTPOMUCTBA.

Mpumep KomaHg, ana 3agaHusa nosab3osatento «admin» napona «eltex» u cosgaHusa nosnb3osatens
«operator» c naposnem «pass» 1 ypoBHem npusuaernin 1:

console# configure

console (config) # username admin password eltex privilege 15
console (config) # username operator password pass privilege 1
console (config)# exit

console#
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4.5.1.2 PacwupeHHaa Hacmpolka yposHsa docmyna

Ha ycTpoiicTBe Cyw,ecTByeT BO3MOXKHOCTb pacnpesesnieHnn npaB NnoJsib3oBaTesiell B 3aBUCMMOCTM OT
YPOBHS NPUBWUAErMIA, Ha KOTOPOM KaxKAbl M3 nosib3oBaTenelt 6bln co3gaH. KOHKPETHOMY YPOBHIO
NpuBMUAErUiA NpMUcBaMBaeTCca Habop KOMaHA, KOTOpble MOTYT BbIMOHATLCA MO/1b30BATENAMMN C YPOBHEM He

HWXe 3a4aHHOro.

KommyTtatop nopgep:kuBaeT cucTemy Hac/lefo0BaHMA Habopa KOMaHg oT 6osee HU3KUX

N YPOBHeii npuBuaeruii.
’ MNpuBuAerun BbICTPANBAIOTCA TONbKO A1 KOHKPETHO 3a4aHHOro y3na. Kaxayo KomaHay
o Heo6X04MMO NPONUCbIBaTb ABHO, HE UCNOJIb3yA COKpalleHHble popmbl.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypnpoBaHus:

console (config) #

Tabnnua 31 — KomaHapl 419 HaCTPOMKKM pacluMpPeHHOro A4ocTyna

KomaHaa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

privilege context level
command

no privilege context level
command

level: (1..15); 33aHHYI0 KOMaHAy.
/ypoBeHb npusunernii | - context — pexum paboTbl KOMaHAHOW CTPOKM;
KOMaHJ, pexunma - level — ypoBeHb NpuBUAEruii, Ha KoTopom byaet
EXEC — 1, [AOCTyNHa HacTpanBaemasa KOMaHAa,
BCeX OCTaNbHbIX -command — KOMaHAa.

KOomaHg — 15

MpuceanBaeT yKasaHHOMY YPOBHIO NPUBUAETUiA

Ypanaet goCTyn K KOMaHAe C YPOBHA, Ha KOTOPOM
KOMaH/Aa 6bina pa3pelleHa.

= [Ipymep HacTpoIiKn Habopa KOMaHA ANA Nosib3oBaTena «admin» c 4 ypoBHeM nNpusmMaernii M Habopa
KOMaHZA, oA nonb3oBaTtens «usery» ¢ 10 ypoBHeM npuBuaerni

console# configure
username admin password passl privilege 4
username user password pass? privilege 10

console (confiqg) #
console (config) #
console (config) #
console (confiqg) #
console (confiqg) #
console (confiqg) #

privilege
privilege
privilege
privilege

exec 4 configure terminal
exec 4 show running-config
config 10 vlan database
config-vlan 10 vlan

Tenepb A1 NOKa/bHbIX MO/b30BaTe/1el, Yell ypOBEHb NPUBUIETUIA BbllLe UK paBeH 4, CTaHEeT AOCTyneH
BbIBOA, KOMaHAbl show running-config, Ho He ByaeT gocTynHa HacTpoiKa vlan. [1na nonb3oBatenel, ypoBeHb
npuBmMaeruii Kotopbix cootTsetcTayeT 10 u Bbiwe, 6yaeT A4OCTyNHA HacTpolika 1 vlan, u BbiBog, KomaHAabl show

running-config.

4.5.1.3 Hacmpoliika cmamuueckozo IP-adpeca, Macku nodcemu u wist03a no yMoa4YaHUKo

[na BO3MOXKHOCTU yNpaBeHMA KOMMYTAaTOPOM M3 CETU HeOBX0AMMO Ha3HAUYNUTb yCTpoicTBy IP-agpec,
MacKy NoACceTn 1, B Cy4Yae yrnpaBaeHUs U3 gpyroi ceTu, W3 No yMmoayaHuto. IP-agpec MoXKHO Ha3HauYuUTb
nobomy nHtepdeiicy — VLAN, dusmnyeckomy nopty, rpynne noptos (No ymondaHuto Ha nHtepdeiice VLAN 1
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Ha3HaueH IP-agpec 192.168.1.239, macKa 255.255.255.0). IP-agpec wnto3a A0KEeH NpUHagNeKaTb K TOM e
noAceTu, YTo U oAnH n3 IP-nHTepdeincos ycTponcTaa.

/ B cnyyae ecnu IP-agpec HacTpauBaetca ana uHrepdeiica pusnMueckoro nopra uam rpynnbl

nopToB, 3TOT uHTepdeiic yaanaetca us rpynnbl VLAN, KOTOpOi OH NpUHagneskan.

V IP-agpec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha ntobom nHTepdeice cTaTuuecku

uam no DHCP He co3aaH apyroii IP-agpec.

V Mpu yaaneHun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy byaeT ocyww,ecTBaaTbea no

IP-agpecy 192.168.1.239/24.

Mpumep KomaHg, HacTpolkm IP-agpeca ana nHtepodeica VLAN 1.

MapameTpbl MHTEpdelica:

IP-adpec, HazHayaemeolli 0na uHmepgpelica VLAN 1 — 192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winto3a no ymonyaHuro — 192.168.16.1

console# configure

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config)# ip default-gateway 192.168.16.1
console (config) # exit

console#

[na Toro utobbl y6eanTbea, 4To agpec 6bin HasHayYeH UHTepdENCy, BBeAMTE KOMaHAYy:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 [llony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyeHna IP-agpeca MoxKeT ncnosb3osatbeA NnpoTokon DHCP, B cnyvae ecam B ceTu NpucyTcTeyeT

cepsep DHCP. IP-agpec oT cepsepa DHCP mokHO nony4atb Yepes nobont uHtepdelic — VLAN, dusmnyeckuii
nopT, rpynmny NopToB.

V Mo ymonuaHuio DHCP-KnAneHT BKAOYEH Ha uHTepodeiice VLAN 1.

Mpumep HACTPOMKMK, NpeAHa3HAYeHHOM ANA NosyvyeHma guHammyeckoro IP-agpeca ot DHCP-cepBepa

Ha nHTepdeice vlan 1:

console# configure

console (config) # interface vlan I
console (config-if)# ip address dhcp
console (config-if)# exit

console#
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[nsa Toro utobbl yoeanTbea, uTo agpec bbin HasHayYeH UHTepPdENCY, BBeAUTE KOMaHAY:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpolika napamempos npomokosaa SNMP 0as docmyna K ycmpolicmey

YCTPOWCTBO coaepKMT BCTPOEHHbI areHT SNMP 1 noaaep»kunsaeT Bepcum npoTokona vl/v2c/v3. Arent
SNMP noagep:xunBaeTt Habop cTaHAAPTHbIX NepemeHHbIX MIB.

[na BO3MOMHOCTM aAMUHUCTPUPOBAHMA YCTPOMCTBA MocpeacTBOmM npoTokona SNMP Heobxoaumo
€034aTb X0TA 6bl 04HY CTPOKY coobuiecTBa. KommMyTaTopbl NOAAEPMKMBAKOT TPM TMNA CTPOK coobLuecTBa:

— ro — onpegensaeT A4OCTYN TO/IbKO Ha YTeHue;
— rw — onpegenaet 4oCTyn Ha YTEeHWEe M 3anucb;
— su — onpegensaet goctyn SNMP-agmuHuctpaTtopa.

Hanbonee pacnpocTpaHeHO UCMONb30BaHME CTPOK coobuiecTtBa public — ¢ AOCTYNOM TONbKO As
yteHuss obbekToB MIB © private — ¢ AOCTYNOM Ha yTeHMe U M3MeHeHune obbeKkToB MIB. Ona Kaxaoro
coobuiecTBa MOXKHO 3aa4aTb IP-agpec cTaHUMM ynpaBaeHUs.

Mpumep co3paHma coobuiectBa private ¢ AOCTYNOM Ha 4YTeHMe M 3anucb M IP-agpecom craHumu
ynpasnexHna 192.168.16.44:

console# configure

console (config)# snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config) # exit

console#

[na npocmoTpa co3aaHHbIX CTPOK cooblecTBa 1 HacTpoek SNMP ncnosib3yeTca KomaHaa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec
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Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpolika napamempos cucmemol be3onacHocmu

Ona obecneyeHnss 6e30MacHOCTM CUCTEMbI WCMOAb3yeTca MmexaHuam AAA  (ayTeHTUOUKaums,
aBTopusauma, yyet). Ana wndpposaHMA AaHHbIX UCMONb3YeTCa MexaHu3m SSH.

— Authentication (ayTeHTUdUKaLMA) — conocTaBNeHMe 3anpoca CyLLLEeCTBYoLWEen YYETHOM 3anucK
B cucTeme 6€30MacHOCTH.

— Authorization (aBTopuM3aLmaA, NpoBepKa ypOBHA A0CTyna) — conocTaB/eHne y4ETHOM 3anucu B
cucteme (Npoweauwert ayTeHTUGUKaLMIO) U onpeaenEHHbIX NOIHOMOYMINA.

— Accounting (y4éT) — cnexeHue 3a notpebsieHMem pecypcoBs Noab30BaTENIEM.

MpK MCNONb30BaHUM HACTPOEK YCTPOMCTBA MO YMOMYAHUIO UMA Monb3osaTena — admin, naponb —
admin. Maponb HasHayaeTcA Mnosb3oBaTeseM. B cnyyae, ecav Naposib yTpayeH, MOXKHO MnepesarpysuTb
YCTPOMCTBO M Yepes CEPUMHbIA NOPT NPepBaTh 3arpysKy, HaXKaB Knasuwy <Esc> wunu <Enter>. B TeueHuM
nepBbIX ABYX CEKYHA Noc/e NoABAeHMA COOBLLEHMA aBTO3arpy3KM OTKPOETCA MeHIo Startup, B KOTOPOM HYXHO
3anycTUTb Npoueaypy BoccTaHoBAeHMA napons ([2] Password Recovery Procedure).

/' Monb3oBatenb no ymonuaHuio (admin/admin) cywecteyer ao Tex nop, Nnoka He co3gaH
nboi apyroii nonb3oBaTenb C ypoBHeM nNpusunerui 15.

A Mpu ypaneHun Bcex co3aaHHbIX Nonb3osateneii ¢ 15 yposHem npusunernin 4ocrtyn K
KommyTatopy 6yaeT OCywecTBAATbLCA NOA, NOAb30BaTenem Mo  YMONYaHUIO
(admin/admin).

Ana obecneyeHus nepBOHaqaanoﬁ 6esonacHoCTH napo/ib B CUCTeMe MOXHO 3a4aTb ANA CEPBUCOB:

— KoHconb (noakntoyeHme yepes cepuiHbln NOpT);
— Telnet;
— SSH.

4.5.2.1 YcmaHosKka rnaposs 075 KOHConu

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# line console

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password console

B oTBeT Ha npurnaweHne sBeCtn nNaposib BO BpemAa perncrpaumnm B YCTpOﬁCTBe yepe3 ceaHC KOHCOUn
BBeAUTE Naposib — console.
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4.5.2.2 YcmaHosKa napons 0ns Telnet

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password telnet

B oTBeT Ha npuraaleHne BBECTM Napo/ib BO BPemMsA PEerucTpaumnm B ycTpoiictee yepes ceaHc Telnet
BBeguTe naponb — telnet.

4.5.2.3 YcmaHoska napons 011 SSH

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config) # ip ssh server

console (config) # line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password ssh

B oTBET Ha NpurnaweHMe BBECTM NAapPOb BO BPEMA PErMcTpaumm B yCTPOMCTBE Yepes ceaHc SSH BBeanTe
naponb — ssh.

4.5.3 Hacmpolika 6aHHepa

[na yaobcrea aKcnyaTaummn ycTpoiMCcTBa MOXKHO 3a4aTb baHHep — cooblieHune, coaepsKalyee nobyto
nHdopmaumto. Hanpumep:

console (config)# banner exec ;

Role: Core switch
Location: Objedineniya 9, str.
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5 YNPAB/JIEHUE YCTPOUCTBOM. UHTEPPENC KOMAHAHOW CTPOKU

[Nna KOHPUIypaLMM HacTPOEK KOMMYTAaTopa MCMO/b3yeTcA HECKONIbKO PEKMMOB. B Kaxkaom perkume
[OCTyNeH onpeaeneHHbld CNMCOK KoMaHa. BBog cMmBONa «?» CAYXWT AnA NpocmoTpa Habopa KomaHg,
AOCTYMHbIX B KaXKAOM U3 PEKUMOB.

[na nepexoda M3 OA4HOMO pe)MMa B APYroi WCMOAb3YIOTCA CrneuManbHble KomaHabl. MepedeHb
CYLLECTBYIOLLMX PEKMMOB N KOMaHA, BXOAa B PEXNM:

KomaHOHbili pexcum (EXEC), paHHbIM pexum gocTyneH cpasy nocse ycrnewHowm 3arpyskn KommyTtaTopa
M BBOAA MMEHW MOJIb30BaTeNs M Napona (4Nns HenpuBMAErMpoBaHHOIO nosb3oBaTens). MpurnawexHue cu-
CTEMbI B 3TOM peXuUmMe COCTOUT U3 MMeHM ycTpolicTBa (host name) n cumsona “>”.

console>

MpueuneauposaHHbiii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN pexXMm AOCTyNeH cpasy nocne
yCNewHoM 3arpy3kn KOMMyTaTopa, BBOAA MMEHM NONb30BaTeNA M Napons. MpurnaleHne cUcTembl B 3TOM
perKMme CoCTOUT U3 UMeEHM ycTpoiicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanvHoii KoHpuypayuu (global configuration), naHHbin pexum npeaHasHadyeH AnA 3aaa-
HUA 0b6LWMX HacTpoeK KommyTaTopa. KomaHabl pexuma rnobanbHo KoHbUrypaumm gocTynHbl U3 Atoboro
noapexmma KoHpurypaumm. Bxoa B pexxmm ocyLL,ecTBAAETCA KOMaHA0N configure.

console# configure
console (config) #

Pexcum KoHdpucypayuu mepmuHana (line configuration), paHHbili pexxnum npegHasHadeH Ansa KoHu-
rypaumm, cBasaHHol ¢ paboToi TepmmMHana. BXoa B pexunm ocyLLecTBAAETCA U3 peXxnma rnobanbHoi KoHOK-
rypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3soBble KOMaHAbI

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKK B pexxkmnme EXEC nmeet cneayowmin Bua;

console>

Tabnnua 32 — ba3oBble KOMaHAbl, AOCTYMHbIe B pexxmume EXEC

3HaveHue/3HayeHue .
KomaHda / Aeilicmeue
Mo yMmoA4YaHuo

enable [priv] MepeknoUnTLCS B MPUBMAETMPOBAHHBIN PEXUM (ecnun 3HayeHne

priv: (1..15)/15 N
He yKa3aHo — TO ypoBeHb npusunervi 15).
login — 3aBeplueHmne TeKyLLLel CecCMU U CMeHa Nob30BaTess.
exit — 3aKpbITb aKTUBHYH TEPMUHAJIbHYIO CECCUIO.
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help

3anpoc cnpaBoYHoW MHPopmauum o paboTe nHTepdeliica
KOMaHZHOM CTPOKM.

show history

MoKasaTb UCTOPUIO KOMAHA, BBELEHHbIX B TEKYLLEN
TEPMUHANbHOW ceccum.

show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

—/dyHKUMA BKAKOYEHa

BKOUNTL GYHKLMIO COXPaHEHWA UCTOPUM BBEAEHHbIX KOMaHA,
018 TEKyLLEeN TEPMUHAIbHOW CECCUU.

OTKNOUNTD GYHKLMIO COXPAHEHUA UCTOPUMN BBEAEHHbBIX KOMaHA,
018 TEKyLLeN TEPMUHAbHOW CECCUU.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pazmep Bydepa MCTOPUM BBEAEHHBIX KOMaHA AnA
TeKyLLeN TEPMUHAIbHOW Ceccumn.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

terminal datadump

terminal no datadump

—/BblBOA, KOMaHA,
pasgensetca no
CTpaHMLuam

OT06pa3unTb BbIBOA KOMaHA 6e3 pasaeneHnsa Ha CTPaHMLbI
(pasgeneHuve BbIBOAA CNPaBKM NO CTPAHWLLAM OCYLLECTBAAETCA
cTpoKkoi: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

terminal prompt

terminal no prompt

—/dyHKUMA BKAKOYEHA

BKOUNTL NOATBEPKAEHMWE Nepes BbINONHEHNEM HEKOTOPbIX
KOMaHa,

OTKNIOYMTD NOATBEPKAEHWNE Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHA.

show banner [login | exec]

OTobparkaeT KoOHOUTypaLnto 6aHHePOB.

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKU MMeeT caeayowmii BUa;

console#

Tabnuua 33 — ba3oBble KOMaHAbl, AOCTYMHbIE B pexume privileged EXEC

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda HAelicmeue

BepHyTbCcA B KOMaHAHbIV pexkum (EXEC) us

priv: (1,7, 15)/1 NPUBUNErMPOBAHHOIO KOMAHAHOIO pexxuma (privileged EXEC).

disable [priv]

configure[terminal] - MepeinTn B pexkMm KoHPUrypawumm.

debug-mode —

set system mode {acl-sqinq
| acl-sqging-udb}

MepeiTn B peXXMM OTNALKM.

YCTaHOBUTb PEXUM HACTPOWMKM duabTpaumnm Tpaduka.

- acl-sqing — pexXunm No ymonyaHuio;

- acl-sqing-udb — BABOE yMEHbLUIEHO KOIMYECTBO BO3MOXHbIX
npasua SQinQ; aobasneHa BO3MOXHOCTb GUABTPALLUM MO
TpuHaguatv opdcetam (B pexxknme No yMOAYaHUIO — MNATb).

acl-sging

KomaHObl, docmyrnHble 80 8cex pexumax KoOHguaypayuu

3anpoc KOMaHAHOW CTPOKU UMEET OAMH M3 CAeayIoLLMX BUAOB:
console#

console (confiqg) #
console (config-line) #

Tabauua 34 — ba3oBble KOMaHAbl, 4OCTYMHbIE BO BCEX PeXMMax KoHOMTrypaumm

3HayeHue/3HayeHue

no ymoa4yaHuro
exit BbIliT 3 Nto60ro pexxmma KoHGUrypaLmMm Ha ypoBeHb Bbille B
- nepapxmmn komaHg, CLI.

KomaHda Aeiicmeue
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end _ BbIMTK M3 NH06OTO pexrrma KOHGUTYpaLMn B KOMaHAHbINA PeXUm
(Privileged EXEC).

do . BbINONHWUTL KOMaHAY KomaHgHoro ypoBHa (EXEC) n3 noboro
peXkmMma KoHbuUrypaumm.

help — BbIBOAWT CNpaBKy NO UCMONb3yeMbIM KOMaHAAM.

KomaHOb! pexrcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT caeayroLwmii Bua;

console (confiqg) #

Tabnnua 35 — ba3oBble KOMaHAbl, JOCTYMHbIE B peXKMME KOHOUTYypauum

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

banner exec d
message_text d

no banner exec

3afaTb TeKCT coobLLeHMs exec (Npumep: No/b30BaTes b
YCNELIHO BOLWE B CUCTEMY) W BK/IIOYMTb BbIBOA, HA 3KPaH.
- d — pasgenuTtens;

- message_text — TeKcT coobuieHun (B cTpoke go 510
cumBonos, obuwee 2000 cumBonos).

YpanuTb TeKCT coobieHuns exec.

banner login d
message_text d

no banner login

3apaTb TeKcT coobuieHun login (MHPopmaumoHHoe cooblueHue,
KOoTOpoe oTobpaxaeTcA nepes BBOLOM MMEHU NOJIb30BaTeNA U
napoAs), U BKAOYMTb BbIBOA, HA SKPaH.

- d — pasgenuTtens;

- message_text — TeKcT coobuieHua (B cTpoke go 510
cumBonos, obuee 2000 cmBoOB).

Yaanutb TekcT coobuieHus login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

3anpoc KOMaHZHOM CTPOKU B pPeXMME KOHPUIypaLmm TepMrUHaNa UMeeT caeayowwmnin BUuA;:

console (config-line) #

Tabauua 36 — ba3oBble KOMaHAbl, LOCTYMHbIE B peXKMME KOHOUTypauumn TepMMHana

3HayeHue/3HavyeHue "
KomaHda / Aeilicmeue
1o ymon4aHuio
history BKNOUNTL YHKLMIO COXPAHEHUA UCTOPUM BBEAEHHBIX KOMAHA,.
no history —/dYHKUMA BKAIOYEHA | BbIKAIOUMTL GYHKLMIO COXPAHEHWUSA UCTOPUM BBEAEHHbIX

KOMaHa,

history size size
no history size

size: (10..207)/10

MN3meHnTb pasmep bydepa UCTOPUM BBEAEHHbBIX KOMaHA,

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3afaTb TaliM-ayT TeKyLell TePMUHANBbHOM CECCUU B MUHYTAX.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

5.2 ®dunbTpayma coobuieHnii KOMaHAHOMN CTPOKU

dunbTpaums coobLLeHNt N03BoAAET YMEHbLWNTL 06beM O0TOBpaKaeMbIX SaHHbIX B OTBET HA 3anpochl
nosib3oBaTensi U 0baerynTb NOUCK Heobxoammon nHpopmaumn. Onsa bunbTpaunmn nHbopmauumn Tpebyetca
006aBUTb B KOHel, KOMaHAHOM CTPOKM cumBOoA “|” U ucnonb3oBaTb OAHY W3 onuuid GpuabTpauumu,
nepeyncieHHbIx B Tabanye 37.
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Tabnnua 37 — KomaHabl pexkmma rnobanbHo KoHpUrypaumm

Memod 3HayeHue/3HayeHue Lleiicmaue
10 yMon4aHuio
begin pattern [MoKasbiBaeT CTPOKWU, nepBble CUMBO/Ibl KOTOPbIX COOTBETCTBYHOT
wabnoHy pattern.
include pattern - BbIBOAVIT BCe CTPOKMU, coagepKauine WabnoH.
exclude pattern BbIBOAWT BCE CTPOKM, HE cogepKallme WabnoH.

5.3 MMepeHanpasneHue BbiBOAA KOMAHA CLI B nponsBonbHbIN ¢aiin Ha N3Y

NHTepdelic KOMaHAHOM CTPOKU NPefoCcTaBAseT BO3MOMKHOCTb NepeHanpas/ieHNs BbiBOAA KOMaHA, B
Npown3Bo/ibHbIN dain Ha M3Y.

[na Toro 4yTobbl KONUPOBATL BbIBOA KOMaHAbI B dain (nepesanucatb ¢ai, eciv Takon yxe cylie-
cTBYeT), TpebyeTtca nocne Habopa KomaHabl 0TobparkeHUs MHGopMaLMK 406aBUTb CUMBO «>» U YKa3aTb UMA
daiina. Ons Toro, 4Tobbl KONMPOBATL BbIBOA KOMaHAbl B KOHeL, ¢aina, nocne Habopa KomaHabl 0TOOpaXKeHuA
nHpopmauum Ao06aBUTb CUMBOJ «>>» U YKasaTb UmsA daiina. MNpmumep UCrnosib30BaHUA:

console# show system >> flash://directory/filename

MepeHanpaBAATb BbIBOA KOMaHA, B ¢aitl MOXKeT TOJ/IbKO N0/1b30BaTe b ¢ 15 ypoBHeMm npu-
BUNIETUMA.

R

5.4 HacTpoiiKa MaKpOKOMaHA,

[aHHas GyHKUMA NO3BOAAET CO34aBaTb YHUOUUMPOBaHHbIE HAabopbl KOMaHg — MaKpOoCbl, KOTopble
MOXHO BNOCNeACTBUN NPUMEHATb B MPOLLECCe KOHUTYpauum.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabanua 38 — KomaHapl pexxunma rnobanbHon KoHoUrypaumm

Komanda 3HayeHue/3HayeHue leiicmeue
no ymoa4YaHuro
macro name word [track Co3zaeT HOBbI HAboOp KOMaHA, eciv Habop C TaKUM UMEHEM
object [state activa- cywiecTByeT — nepesanucbiBaeT ero. Habop KomaHa, BBoAUTCA
tion_statel]] NOCTPOYHO. 3aKOHYUTH MAKPOC MOXKHO C MOMOLLLbIO CUMBOAA
“@". MakcmanbHas gavHa makpoca — 510 cumonos. B Tene
word: (1..32) MaKpoca MOXHO UCMO0/Ib30BaTb A0 TPEX NePEeMEHHbIX B
CMMBONOB KOHdurypaumu. Ecnun 3agaH napametp track, makpoc 6yaet
object: (1..64); aKTMBMPOBAH Npu n3meHeHMm TRACK o6beKTa ¢ Homepom
activation_state: (any, | object, B cooTBeTcTBMM C NapameTpom state (up — aKkTMBaLMA
up, down)/any npu nepexoze un3 coctoaHna DOWN B coctosHme UP, down —

aKTUBaLmA npu nepexose us coctosHna UP B coctoaHne DOWN,
any — aKkTMBaumA Npu Nt06OM U3MEHEHUM COCTOAHMA). MaKpoc
He MOXKeT 6bITb aKTUBUPOBaAH M3meHeHnem TRACK obbekTa npu
Ha/IM4YNN NepPeMEHHbIX B Tene.
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no macro name word Ypanaert ykasaHHbI MaKpoc.
macro global apply word word: (1..32) MpUMeHAET yKa3aHHbI MaKpoc.
CUMBONOB
macro global trace word word: (1..32) MpoBepsaeT ykasaHHbIN MAaKPOC Ha Ba/IMAHOCTb.
CMMBOOB
macro global description Co3paeT CTPOKY-AeckpunTop rnobanbHOro Makpoca.
word: (1..160)
word
— CMMBO/IOB
no macro global description Ypansaer cTpoKy-4eckpunTop.

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabanuya 39 — KomaHab! perkmma EXEC

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymoa4YaHuro
macro apply word [patternl MpUMeHsAEeT yKaszaHHbI MaKpoc.
valuel] [pattern2 value2] - pattern — wabnoH, cocToAWwmit U3 06bABNEHUA, Hanpumep
word: (132) nen VA
[pattern3 value3] cumeona "$", M nepemeHHOM, HanMcaHHbIX CIMTHO
CMMBO/10B
- value — nepemeHHan KoHoUrypaumum
macro trace word MpoBepsaeT yKa3aHHbIA MAaKpOC Ha BaMAHOCTb.
show parser macro [{brief . OTobparkaeT NnapameTpbl HACTPOEHHbIX MAaKPOCOB Ha
parser | [{brief | gi_port: (1..8/0/1..48); P pamerp P P

description [interface {giga- ycTpoiicTae.

te_port: (1..8/0/1..24);

bitethernet gi_port | tengi- fo_ port: (1..8/0/1..4);

gabitethernet te_port | for-

tygigabitethernet fo_port | g\:lc:;:z 8;‘2;'
port-channel group}] | cmmiaongs

name word}]

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KOMaHAHOW CTPOKM permMma KoHoUrypaumm nuHtepoderica:

console (config-if) #

Tabanua 40 — KomaHabl pexkMma KoHourypauum nHtepdelica

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
macro apply word [pattern1 MpuMeHAEeT yKaszaHHbI MaKpoc.
valuel] [pattern2 value2)] word: (1..32) - pattern — wabnoH, cocToALmMiA U3 06bABNEHNA, HAaNPUMeEpP
[pattern3 value3] CMMBOJ/10B cumBosnia "'$", M nepemeHHOM, HanMcaHHbIX CJIMTHO
- value — nepemeHHas KoHdUrypaLmm
macro trace word word: (1..32) MNpoBepsaeT yKaszaHHbI MaKpOC Ha BaANAHOCTb.
CMMBOOB

macro description word word: (1..160) YcTaHaBAMBaAET CTPOKY-AECKPUNTOP MaKpoca.
no macro description CMMBO/IOB Ypansaert cTpoKy-AeckpunTop.
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5.5 KomaHpgbl ynpaBaeHMUAa cuctemom

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 41 — KomaHabl ynpaBaeHus cuctemon B pexkume EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host}
[size size] [count count]
[timeout timeout]
[source A.B.C.D] [df]

host: (1..158) cumBoNOB;
size: (64..1518)/64 6aiT;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHaa cnyut ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP yKazaHHOMY y31y CETH, a TaKKe ANA KOHTpoNA
noctynatowwmx otseTos (ICMP Echo-Reply).

-A.B.C.D — IPv4-agpec y3na cetu;

- host — nomeHHoOe Ums y3na cetu;

- Size — pa3mep NaKeTa A/1a OTNPaBKK, KoaMYecTso 6aliT B
nakete;

- count — KONIMYECTBO NaKeTOB A/ Nepesayu;

- timeout — Bpems OXKMAaHWA OTBETA Ha 3anpoc;

- df — oTMeHUTb pparmeHTaLMIO NAKETOB.

ping ipv6 {A.B.C.D.E.F |
host} [size size] [count
count] [timeout timeout]
[source A.B.C.D.E.F]

host: (1..158) cumBonos;
size: (68..1518)/68 6aiT;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHgza cnyxut ana nepegaym sanpocos (ICMP Echo-Request)
npotokona ICMP yKaszaHHOMY y31y CETH, a TaK XKe, Ana
KOHTpoAs noctynatowwmx oteetos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-appec y3na ceTu;

- host — BOMeHHOe UMA y3n1a CeTy;

- Size — pasmep nNakeTa A4/1a OTNPaBKKU, KOANYECTBO 6T B
nakerte;

- count — KOIMYECTBO MAKETOB A/1A Nepesayu;

- timeout — BpemA OXKMAAHUA OTBETA Ha 3anpoc.

traceroute ip {A.B.C.D |
host} [size size] [ttl tt/]
[count count] [timeout
timeout] [source
ib_address]

host: (1..158) cumBonos;
size: (64..1518)/64 6aiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c;

OnpegeneHve mapLupyTa TpaduKa A0 y3na HazHaveHua.
- A.B.C.D — IPv4-agpec y3na cetu.
- host — nomeHHOE MMsA y3na ceTu;
- size — pa3mep NaKeTa Ana OTNPaBKW, KOAnYecTso 6aiiT B
nakete;
- tt/ — MaKcMManbHOe KO/IMYEeCTBO YHaCTKOB B MapLupyTe;
- count — KOIMYECTBO NOMbITOK Nepesaym nakeTa Ha KaxKaom
yyacTKe;
- timeout — Bpema OXWAAHWA OTBETA Ha 3anpoc;
- IP_address — IP-agpec nHTepdeiica KommyTaTopa,
Mcnonb3yemblil Ana nepegayn NakeTos;
OnucaHne own60K NpU BbINOJHEHNUN KOMaHA, U
pesynbTaToB npusepex 43, 44.

traceroute ipv6
{A.B.C.D.E.F | host} [size
size] [ttl tt/] [count
count] [timeout timeout]
[source ip_address]

host: (1..158) cumBonos;
size: (66..1518)/66 baitr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 c;

OnpegeneHve mapLupyTa TpaduKa A0 y31a HazHaYeHuA.
- A.B.C.D.E.F — IPv6-agpec y3na ceTu.
- host — pomeHHOe nmA y3na ceTu;
- size — pa3mep NaKeTa 4nA OTNPABKM, KoanyecTso 6aiiT B
nakeTe;
- tt/ — maKcMManbHOe KO/IMYeCcTBO YHaCTKOB B MapLUpyTe;
- count — KONNYeCTBO MOMbITOK Nepefayn naketa Ha KaXKaom
yyacTke;
- timeout — BpemsA OXKMAAHWA OTBETA Ha 3anpoc;
- IP_address — |P-agpec uHTepdelica KommyTaTopa,
Mcnonb3yemblil A4NA nepesayn nakeTos.
OnucaHue own60oK NpuU BbINOJIHEHUN KOMaHA, U
pe3ynbTaToB NpuBeAeHo B Tabauuax 43, 44.
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telnet {A.B.C.D | host}
[port] [keyword]1...]

host: (1..158) cumBonoB;
port: (1..65535)/23

OTkpbiTe TELNET-ceccun ana ysna cetu.

- A.B.C.D — IPv4-appec y3na cetu;

- host — nomeHHoe Ums y3na cetu;

- port — TCP-nopT, no KoTopomy paboTaeT cny:kba Telnet;

- keyword — kntouyeBoe CNOBO.
OnucaHue cneuuanbHbiXx KomaHg Telnet u Knroue-
BbIX C/10B NpusBeAeHo B Tabauue 45

ssh {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonoB;
port: (1..65535)/22;

OTKpbITHe SSH-ceccum ansa ysna cetu.
-A.B.C.D — IPv4-apgpec y3na cetu;
- host — [OMeHHOoe UMA y311a CeTH;
- port — TCP-nopT, Nno KoTopomy paboTaeT cay»kb6a SSH;
- keyword — kntoyeBoe €n10BO.
V OnucaHue KA4YEeBbIX CI0B NpUBeAeHO B Tabauue
46.

resume [connection]

connection:
(1..5)/nocnegHnsn
YCTaHOB/IEHHanA ceccua

MNepekntoveHne Ha apyryto yctaHoBneHHyto TELNET-ceccuto.
- connection — Homep ycTaHoBneHHOW telnet-ceccun.

show users [accounts]

OTobpaxkeHne MHGOPMALUKN O NOJIb30BATENAX, UCMO/Ib3YHOLLMX
pecypcbl yCTPOMICTBa.

show sessions

OTobpaxkeHne nHbopmauumn ob OTKPbITbIX CECCUAX K
YA3aNEHHbIM YCTPOMCTBAM.

show system

BbiBOA, CUCTEMHOWN MHPOPMaLUN.

show system battery

OTtobpaxkeHne nHbopmauuu o batapee.

[unit unit] unit: (1..8)/— - unit — Homep YCTPOICTBA B CTEKE
show system id [unit OTobpakeHne cepuitHOro Homepa yCTPOMCTBA, PEBU3UN NAATbI
unit] unit: (1..8)/— n 6asosoro MAC-agpeca.

- unit — Homep YCTPOICTBA B CTeKe.
show system [unit unit] unit: (1..8)/— OTobpaxkeHue cuctemMHol nHbopmaLmMmM KommyTaTopa.

- Unit — HoMep YCTPOWCTBA B CTEKE.
show system fans [unit . OTobpakeHne MHOPMaLMKN O COCTOAHUN BEHTUAATOPOB.
unit] unit: (1..8)/— - unit — HOMep YCTPOICTBA B CTEKe.
show system power-
supply — OTobpaxkeHne MHOPMaLMKN O COCTOAHUN UCTOYHUKOB NUTAHUA.
show system sensors — OT06parkeHne MHOOPMALMKN TeMNEPATYPHbIX AATYMKOB.
show version OTobparkeHue TekyLel BEPCMU CUCTEMHOTO MPOrPamMMHOro

- obecneyeHuns yCTpoOUCTBa.

show system router OTobparkeHre pasmepa M 3aHATOCTM annapaTHbIX Tabau,
resources yCTpoMcTBa (MapLpyTm3aumm, coceaen, nHtepdeicos).
show system tcam OTobpakeHue 3arpysku pecypcos namatu TCAM (onpepeneHHo
utilization unit: (1..8)/— agpecyemasn namsaTb).
[unit unit] - unit — Homep YCTPOMCTBA B CTeKe.

show tasks utilization

OTobparkeHne ypoBHSA 3arpy3ku pecypcos LLeHTPasibHoOro
npoueccopa KOMMyTaTopa ANA KaXA0ro CMCTEMHOrO npotecca.
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show tech-support
[config | memory]

OTobpaxkeHne nHpopmauumn 0b ycTpoictee, Heobxognumon ans
Ha4ya/ZIbHOM ANArHOCTUKM Npobaem.
BbiBOA KOMaHAbI NpeacTaBaseT coboit KombuHauuo
V BbIBOAOB NepPeynC/eHHbIX HUXKe KOMaHA:

show clock

show system

show version

show bootvar

show running-config
show ip interface

show ipv6 interface

show spanning-tree active
show stack

show stack configuration
show stack links details
show interfaces status
show interfaces counters
show interfaces utilization
show interfaces te1/0/xx

show fiber-ports optical-transceiver

show interfaces channel-group
show cpu utilization

show cpu input-rate detailed
show tasks utilization

show mac address-table count
show arp

show errdisable interfaces
show vlan

show ip igmp snooping groups
show ip igmp snooping mrouter
show ipv6 mid snooping groups
show ipv6 mld snooping mrouter
show logging file

show logging

show users

show sessions

show system router resource
show system tcam utilization

show storage devices —

OTobpaxkeHne nosHoro cnvcka M3Y v ux pasgenos.

' ' KomaHpga «show sessions» oTobpaykaeT Bce yaaneHHble coeguHeHUA TONbKO U3 TEeKyLLel
rad ceccuu. [laHHaA KOMaHAa UCNoNb3yeTca cnepylowmm obpasom:
1. BbINONAHUTb NMOAK/IOUEHUE K YAANEHHOMY YCTPOMUCTBY C KOMMYTATOpPa C NMOMOLLbIO

2.

TELNET nnm SSH;

BepHyTbCA B pOAUTENLCKYIO ceccuio (Ha KommyTtaTop). AnA 3Toro HaxKaTb KOMGMHALMIO
Knasuw <Ctrl+Shift+6>, oTnycTUTb M HaXaTb <x> (uKc). MponsongET nepexos B poau-

TeNbCKYIO Ceccuio,

BbINnOAHUTL KOMaHAY «show sessions». B 'ra6nuu,e AO0J/KHbI NPUCYTCTBOBATb BCeé UCXO-

AAlWMe coeanHeHUa B TeKyLeil ceccum;

DA Toro uto6bl BEpHYTHCA K CECCUM YAANEHHOrO YCTPOMUCTBA, HEO6XOAMMO BbINONAHUTL
KomaHay «resume N», rae N — HOmep coeauHeHUA U3 BbiBOAA KOMaHAbl «show

sessions».
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KomaHObI pexcuma privileged EXEC

3anpoc KoMaHAHOM CTpoKK B pexume privileged EXEC umeet cneaytowmii Bua;

console#

Tabnnua 42 — KomaHabl ynpaBieHua cuctemon B pexknme privileged EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro

reload [unit unit_id] unit_id: (1..8)/— KOM.aqu,a CNYXKUT gns neE)e3anyCKa yCTpOWCTBa.

- - unit_id — HoMmep yCTpOIACTBa B CTEKe.
reload in {minutes | minutes: (1..999); YCcTaHOBKa NPOMEXKYTKA BPEMEHMU, Yepes KOTOPbI NponsongeT
hh:mm} hh: (0..23), mm: M

(0..59). OT/I0XKEeHHan nepesarpysKa ycTponcTea.
reload at hh:mm hh: (0..23), mm: N

(0.59). YcTaHOBKa BpeMeHM nepesarpysku ycTpoicTea.
boot password password YcTaHOBKa naposia Ha bootrom.
no boot password - YpaneHue naponsa Ha bootrom
reload cancel — OTMmeHa OT/I0XKEHHOro nepesanycka.
show cpu utilization OTobparkeHune CTaTUCTUKM NO YPOBHIO 3arpy3Kn pecypcos

- LLEHTPa/IbHOrO NpoLeccopa.
show cpu input rate OTOob6parkeHne CTaTUCTUKM MO CKOPOCTU BXOAAWMX Gpeimos,
o obpabaTbiBaeMbIx MPOLLECCOPOM.
show cpu input-rate OTOob6parkeHne CTaTUCTUKM MO CKOPOCTU BXOAALWMX Gpeimos,
detailed - obpabaTbiBaeMbIx MPOLECCOPOM MO TUMY TpaduKa.
show cpu thresholds - OTobparkeHne cn1cka HacTpoeHHbIX noporos gas CPU.
show memory thresholds — OTobparkeHune CNMCKa HaCTPOEHHbIX Noporos a41a RAM.
show sensor thresholds — OTobparkeHne Cnncka Noporos A1 AATYNKOB.
show storage thresholds - OTobparkeHne cnncka Noporos 415 pas3fesioB yCTPOUCTB.
show system mode _ OTobparkeHne nHbopmaLmmn o napameTpax puabTpaumnm
TpadukKa.

= [Ipumep MCNONb30BaHUA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x ok

Ta6nv1u,a 43 — OnucaHune pe3ynbTaToB BbIMNONHEHMA KOMaHAbl traceroute

Mone OnucaHue
1 MopAAKOBbLIA HOMEP MapLIPyTM3aTopa B MYTU K YKa3aHHOMY Y37y CETH.
gateway.eltex CeTeBO€e MMA 3TOrO MapLIpyTM3aTOpa.
192.168.1.101 IP-agpec aToro maplpyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a KOTorioe nakeT 6bli NepefaH M BEPHY/CA OT MapLipyTM3aTopa. YKasbliBa-
eTCA ANA KaXKA0M NONbITKM Nepefayn nakeTta.

Mpu BbINO/NHEHUM KOMaHAbI traceroute MoryT NPou3oinTn olWMBKKN, onnucaHne oWNBOK NpMBeaEHO B
Tabnnue 44.
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Tabnnua 44 — OWMBKKM NpU BbINOJIHEHMM KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TalimayT Npu NoNbITKE Nepesayn nakeTa.
? HewnsBecTHbIM TUM NaKeTa.
A ALMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT Npu BNOKMPOBAHUM UCXOAA-
wero Tpadmka no npasmnam B Tabauue goctyna ACL.
F TpebyeTcs pparmeHTaumna n yctaHoBKka 6mTos DF.
H Y3en cety HeJOCTynNeH.
N CeTb HegOCTyNHa.
P lpoToKON HepoCTyneH.
Q MCTOYHMK noaaBieH.
R NcTekno Bpems NOBTOPHOM cObopKu dparmeHTa.
S OwnbKa ncxoaallero mapLupyTa.
U MopT HepocTyneH.

MporpammHoe obecneyeHne Telnet KOMMYTaTOpOB MNOAAEPXKMBAET CneumanbHble KOMaHAbl —
bYHKLMWN KOHTPONA TepmMMHana. Jna BXo4a B peXMM CneupmanbHbIX KOMaHZ BO Bpems akTusHoM Telnet-
Ceccum NCNoIb3yeTcs KOMBUHALUMA KNaBuw <Ctrl+shift+6>.

Tabnuua 45 — CneumanbHble KomaHabl Telnet

CrieyuanbHAA KOMAHOA Ha3HayeHue
AN Mepepatb no telnet paspbiB coeguHeHUs.
A C Mepepatb no telnet npepbiBaHne npouecca (IP).
AN K Mepeaatb no telnet yganeHue cumsona (EC).
AN o Mepeaatb no telnet npekpalyeHne Bbisoga (AO).
ARt Mepepatb no telnet coobuweHne «Are You There?» (AYT) Ana KOHTpoOAs nogkntoye-
HUA.
ANy Mepepaatb no telnet ctupaxue ctpoku (EL).
AN x Bo3BpaT B peXXMmM KOMaHAHOM CTPOKMU.

TaKKe BO3MOXKHO MCNO/b30BaHME AOMNONHUTEbHbIX ONLUMIA Npu OTKPbITMM Telnet- n SSH-ceccuit:

Tabnunua 46 — Kntouyesble €10Ba, UCMOJIb3yemble Npu oTKpbITUKM Telnet- n SSH-ceccuit

Onyusa OnucaHue
/echo JloKanbHO BKAtOYaeT PyHKLMIO echo (nogaBneHne BbIBOAA HA KOHCO/b).
/password Onpegendaet naponb Ana Bxoaa Ha SSH-cepsep.
/quiet He ponycKaet BbIBOA Bcex coobueHunit nporpammHoro obecneveHus Telnet.
/source-interface Onpeaensaet UHTEPDENC-UCTOYHMK.

BkntouyaeT 06paboTKy NOTOKA, KOTOPbIN paspeluaeT HesawmueHHoe TCP-coeanHeHne
6e3 KoHTpoA nocnegoBaTenbHocTel Telnet. MoTokoBoe coeanHeHue He obpabaTbi-
/stream BaeT Telnet-onuum U MOXKET UCNONbL30BATLCA A5 NOAKNIOYEHMA K NOPTAM, Ha KOTO-
pbiX 3anylueHbl nporpammbl KonuposaHusa UNIX-to-UNIX (UUCP) nnbo apyrue npoto-
Kobl, He ABasAowmecs Telnet-npoTokonamum.

Juser OnpegendaeTt uma Nnonb3oBaTena gnAa exoga Ha SSH-cepsep.
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KomaHObI pexxcuma 2a06an6Hol KOHgu2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXXnme rnobanbHON KOHOUIypauum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 47 — KomaHgpbl yNpaB/ieHUn cUCTEMOW B pexknme rnobanbHoi KoHourypauum

3HayeHue/3HayeHue .
KomaHoa Aelicmesue
no ymon4aHuro

hostname name name: (1..160) KomaHaa cny»KuT o1 3aaHua CeTeBoro MMeHu yCTpolCTBa.

no hostname CMMBO/I0B/ — BepHyTb ceTeBoe MMsA YCTPOICTBA B 3HAYEHUE MO YMOSYAHUIO.

service tasks-utilization PaspeLlunTb YCTPOMCTBY NPOrPaMMHO M3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPabHOro NPOLLEeCccopa KOMMYTaTOPa A/ KaXAoro
CUCTEMHOrO npouecca.

- — —/BK/OYEHO —

no service tasks-utilization 3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MEPATL YPOBEHb 3arpy3Ku
pecypcoB LLeHTPabHOro NpoLeccopa KOMMYTaTopa A/ Kaxaoro
CUCTEMHOrO npouecca.

service cpu-utilization PaspeLlunTb YCTPOMCTBY NPOrPaMMHO M3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPanbHOro NpoLeccopa KOMMyTaTopa.

- —— —/BKAlOYEHO —

no service cpu-utilization 3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MEPATL YPOBEHb 3arpy3Ku
PEecypcoB LLeHTPaAbHOro Npoueccopa KoMmyTaTopa.

service cpu-input-rate PaspelunTb yCTPOMCTBY NPOrPaMMHO MU3MEPATb CKOPOCTb
BXOAALWMX PppelimoB, 06pabaTbiBaeMbIX LEeHTPabHbIM
NpPOLEeCcCOpOM KOMMyTaTopa.

—/BKNOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY NPOrPamMmMHO M3MepPATL CKOPOCTb
BX04ALWMX dperimos, 06pabaTbiBaeMbiX LEHTPATbHbIM
MpPOLEeCcCoOpoOM KOMMyTaTOpa.

service cpu-rate-limits
traffic pps

no service cpu-rate-limits

traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options,other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YcTtaHoBKa Ha CPU orpaHuyeHnii ckopocTu Bxoaawmx penmos
ANA onpeaeneHHoro Tuna Tpadumka.
- pps — NaKeTOB B CEKYHAY.

BoccTaHas/iMBaeT 3HauYeHUe pps No YMOAYAHMIO ANA
onpegeneHHoro Tpaduka.

syn);

pps: 8..2048

service password-recovery Pa3peLwmnTb BOCCTaHOBNEHWE NAPOA Yepes 3arpy304HOe MeHIo
bled «password recovery procedure» ¢ coxpaHeHVUeM KOH$UTypaLmu.
no service /enable Pa3peLwmnTb BOoCCTaHOBNEHWE NAPOAA Yepes 3arpy304HOe MeHIo
password-recovery «password recovery procedure» ¢ yaaneHnem KoHourypauum.
link-flapping enable Jenabled BKAtounTb NpegoTepalieHme GaannuHra IMHKa.
link-flapping disable enavie OTKNOYUTL NpeaoTBpalleHne GaannumHra IMHKa.
service mirror- Co3paaBaTb pe3epBHYHO KOMUIO TeRyLL el KOHOUrypaLuu.
configuration
- —/enabled

no service .
mirror-configuration OTKNOUUTB KONMPOBAHUE TEKYLLEN KOHOUTYpaLUK.
system router resources ip_entries: YcTaHOBKa pasmepa TabauLbl MapLLpyTU3aLmK.
[ip-entries ip_entries | (8..8024)/5120;
ipv6-entries ipv6_entries | ipv6_entries:
ipm-entries ipm_entries | (32..8048)/1024;
ipmv6-entries ipm_entries:

ibmv6_entries]

(8..8024)/512;
ipmv6_entries:
(32..8048)/512
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cpu threshold index index
interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recov-
ery-notify {enable | disa-
ble}]

no cpu threshold index in-
dex

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apatb nopor gna 3arpysku CPU.

- index — NpPoun3BO/IbHbLIV MHAEKC NOPOra;

- interval — vHTepBan namepeHua 3arpysku CPU. 3HaueHue 3a-
rpysku CPU 3a aToT MHTepBan byaeT cpaBHMBATHLCA C MOPOro-
BbIM;

- relation — oTHoweHMe mexay 3arpy3kor CPU n noporosbim
3HayeHuem, Heobxogmmoe ans cpabaTbliBaHMA NOPOra;

- value — 3Ha4yeHWe Nopora;

- flap_interval — 3HayeHune, onpegenaiollee MOMEHT BOCCTa-
HOB/IEHUA Nopora nocse cpabaTbiBaHuUS;

- severity — ypOBeHb BaXHOCTW TPanoB A/ 3TOro Nnopora;

- notify — BK/tOYaeT/oTKkNOYAET OTNPaBKy Tpanos o cpabatbl-
BaHWW nNopora;

- recovery-notify — BKlouaeT/oTK/IIOMaeT OTNPaBKy TPanos o
BOCCTaHOBJ/IEHUW NOpPOTra.

Y4anuTb Nopor ¢ 3afaHHbIM UHAEKCOM.

memory threshold index
index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3agaTtb nopor ans obvema ceobogHo namaTv RAM.

- index — NPoW3BO/IbHbIN MHAEKC NOPOra;

- relation — oTHOLWeEHME MeXKaYy 06BbeMOM cBOOOAHON NamATU U
NMoporosbiM 3Ha4YeHUeM, Heobxoaumoe a1 cpabaTbiBaHUA
nopora;

- value — 3HayeHWe Nopora;

- flap_interval — 3HayeHune, onpegensatoLLee MOMEHT
BOCCTAHOB/IEHUSA NOpora nocse cpabaTbiBaHUs;

- severity — ypOBeHb BaXHOCTWU TPanoB A/ 3TOro Nnopora;

- notify — BKAloYaeT/oTK/IOYaEeT OTNPABKY TPAMNoB 0
cpabaTbiBaHUM Nopora;

- recovery-notify — BK/lO4aeT/0TKAOYAET OTNPABKY TPANos o
BOCCTAHOB/IEHUM NOpPOra.

Y4anuTb NOpor ¢ 3afaHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id
index index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no sensor threshold fan
fan_num unit-id unit_id
index index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..1000000000)
060pOTOB/MUH;
flap_interval:
(0..1000000000)/0
060pOTOB/MUH;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apaTb Nopor ANA faT4MKa CKOPOCTU BPaLLeHUA BEHTUAATOPA.
- fan_num — Homep BEHTUAATOPA;

- unit_id — Homep tOHMTa, Ha KOTOPOM Haxo4MUTCA BEHTUNATOP;
- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — OTHOLIEHME MEXKAY CKOPOCTbIO BPaLLEeHUs
BEHTUIATOPA M MOPOroBbIM 3HAYEHNEM, Heobxoanmoe ans
cpabaTbiBaHWA NOpPoOra;

- value — 3Ha4yeHuWe Nopora;

- flap_interval — 3HayeHWe, onpegensaoLLee MOMEHT
BOCCTaHOB/IEHWA NOpora nocsae cpabaTbiBaHUA;

- severity — ypoBeHb Ba*KHOCTM TPanoB A/1A 3TOro Nopora;

- notify — BK/IlO4aeT/OTKAIOYAET OTNPABKY TPaANos o
cpabaTbiBaHUKM NOPOra;

- recovery-notify — BK/Il04aeT/0TKAIOYAET OTNPABKY TPANos O
BOCCTQHOB/IEHMM NOpPOra.

YAanuTtb Nopor ¢ 3alaHHbIM UHAEKCOM ANA BeHTUAATopa fan_num
Ha toHUTe unit_id.
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sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index
relation value [flap-interval
flap_interval] [severity
level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apaTb Nopor 4NA gaTyvMKa TemnepaTypbl.

- sensor_num — HOMep TePMOAaTUMKa;

- unit_id — Homep IOHWUTA, Ha KOTOPOM HAXOLMUTCA TEPMOLATUUK;
- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — OTHOLWEHWE MeXAY TeMNepaTypolr U MOPOroBbIM
3HayeHuem, Heobxoammoe ans cpabaTbliBaHMA NOPoOra;

- value — 3Ha4eHue nopora;

- flap_interval — 3HayeHue, onpegensaioLLee MOMEHT
BOCCTAHOB/IEHWA NOpora nocse cpabaTbiBaHUA;

- severity — ypOBeHb Ba)*KHOCTU TPanoB A/a 3TOro nopora;

- notify — BKatouYaeT/oTK/IO4aEeT OTNPaBKy TPanos o
cpabaTbiBaHUKM NOPOra;

- recovery-notify — BKAtoYaeT/oTKAOUaEeT OTNPaBKy TPanos o
BOCCTaHOB/IEHUW NOpOTra.

YAanuTb NOpor ¢ 3a4aHHbIM UHAEKCOM A/1A TepMoSaTUMKa
Sensor_num Ha toHuTe unit_id.

storage threshold index
index interval relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
interval: (0..100)/0
NPOLLEHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert;

3agaTtb nopor ana obvema ceobogHoOM NnamaTh Ha M3Y.

- index — NPoW3BO/IbHbIN MHAEKC NOPOra;

- relation — oTHOWeEHME MmeXKay 06bema cBOOOAHOM NAaMATU U
NMoporosbiM 3Ha4YeHUeM, Heobxoaumoe a1 cpabaTbiBaHUA
nopora;

- value — 3HayeHWe Nopora;

- flap_interval — 3HayeHune, onpegensatoLLee MOMEHT
BOCCTAHOB/IEHUSA NOpora nocse cpabaTbiBaHUs;

- severity — ypOBeHb BaXHOCTWU TPanoB A/ 3TOro Nopora;

- notify — BKAloYaeT/oTK/IOYaEeT OTNPABKY TPAMNoB O
cpabaTbiBaHUM Nopora;

- recovery-notify — BK/l04aeT/0TKAOYAET OTNPABKY TPANos 0O
BOCCTAHOB/IEHMW NOpPOra.

Y4anuTb NOpor ¢ 3afaHHbIM UHAEKCOM.

reset-button {enable |
disable | reset-only}

—/enable

HacTpoiika peakuym KoMmyTaTopa Ha HaXKaTne KHonku F.

- enable — npu HaxaTMK Ha KHOMKY AANTENbHOCTbIO MeHee 10
CeK, NPOMCXOAMT NepesarpysKa yCTPOMCTBa; Npu HaXKaTuM Ha
KHOMKY AnuTenbHocTbio 6onee 10 cek, nponcxoguT copoc
YCTPOWCTBA [0 3aBOACKOWN KOHOUIypauuu;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — To/bKO nepesarpyska.

5.6 KomaHpgbl oNA HACTPOIKKM NapamMeTPoB ANA 3a4aHUA naponaei

[laHHbIN KOMMNIEKC KOMaHA npefHasHavyeH Ansa 3a4aHna MUHUMabHOM CAOMKHOCTM Mapoifa, a TakkKe
ON1A 3a43aHMA BPeMeHU AeNCTBMA Napons.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXKMME r106anbHON KOHPUTYpaLmMn MMEET CAeayioWwmnin Bua;
console (config) #

Tabnunua 48 — KomaHabl ynpaBieHUa CUCTEMOW B peXxume rnobanbHol KoHpUrypaumm

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHoa

3agaer BpemMsa Xu3Hu naponeit. Mo nctedeHnn 3agaHHOro CPoKa
6yaeT npepsioKeHo CMeHUTb Naposb. 3HadeHne O roBopuT O
TOM, YTO BPEMSA }KM3HM NapoJieit He 3a4aHo.

passwords aging age
age: (0..365)/180 aHeit
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no password aging BoccTaHaB/iMBaeT 3HauYeHWe No YMOYaHuIO.

passwords complexity ena- BkAtouaeT orpaHuyeHve Ha dopmat napons.

ble
—/BbIKAOYEHO

no passwords complexity BbikntoyaeT orpaHuyeHve Ha popmat napons.

enable

passwords complexity Bk/touaeT orpaHuyeHue, 3a4aioliee MMHUMaNbHOE KONYecTBO

min-classes value KN1acCoOB CMMBO/IOB (CTPOYHble OYKBbI, 3arnaBHble OyKBbI,
value: (0..4)/3 undpbl, CUMBOALI).

no passwords complexity BoccTaHaBnMBaeT 3HavyeHMe No YMOYAHUIO.

min-classes

passwords complexity BKNtOYAET OrpaHUYeHe Ha MMHUMAbHYIO A/IMHY Napons.

min-length value

value: (0..64)/8

no passwords complexity BoccTaHaB/IMBaAET 3HaYEHME N0 YMONYAHMIO.

min-length

passwords complexity BK/loYaeT orpaHuyeHue, 3ajaloliee MaKCMMasbHOE Kosmue-

no-repeat number CTBO NOCNeA0BaTENbHO NOBTOPAIOLLMXCA CUMBOJIOB B HOBOM Ma-
number: (0..16)/3 pone.

no password complexity BoccTaHaB/MBaET 3HaYeHNE N0 YMONYAHMIO.

no-repeat

passwords complexity 3anpeLaeT NpU CMeHe Naposs UCMO/Ib30BaTb B KAaYecTBe HO-

not-current Jenabled BOrO CTapblii.

no passwords complexity enable Pa3pelaeT ncnonb3oBaTh CTapblil NAPO/b NPU CMEHE.

not-current

passwords complexity 3anpeLaeT UCNONL30BaATb B KayecTBe Mapo/ia MMA Mo/b30Ba-

not-username bled Tens.

no passwords complexity /enable PaspeluaeT “cnonb3oBaTb B KayectTee Napoas MMA Nob30Ba-

not-username Tens.

Tabnunua 49 — KomaHabl ynpasieHua cuctemon B pexknume Privileged EXEC

3Ha4yeHue/3HayeHue
Mo ymMoa4YaHuto
show passwords configuration — OtobparkaeT MHGOpPMaLMIo 06 OrpaHUYEHUAX Ha MAPONW.

KomaHoa Aelicmeue

5.7 Pab6ora c paitnamm

5.7.1 OnucaHue apeymeHmoe KOMaHO
Mpu ocywecTBneHmm onepaumn Hag dannamm, B Ka4ecTBe apryMeHTOB KOMaHg, BbicTynatoT agpeca URL
— onpegenntenn MecCToHaxoxXaeHuna pecypca. OnucaHue KnyeBbix CNoB, UCNOJ1b3yemblX B onepauunax,

npuseneHo B Tabauue 50.

Tabnumua 50 — Cnucok KAoYeBbIX C/I0B U UX ONUCaHKNe

Knrouesoe cnoeo OnucaHue

McxoaHbIv afpec unm aapec MecTa HasHauYeHWUs AJ1f SHeProHe3aBUCUMON NaMATH.
flash:// HeproHesaBncUMan NaMATb UCMOb3YETCA MO YMONYaHuio, eciv agpec URL onpegeneH 6e3
npedukca (npedukcamm asnstotes: flash:, tftp:, scp:...).

running-config daiin TekyLLelt KoHoUrypaumm.
mirror-config Konus ¢aiina Tekywen KoHouUrypaumm.
startup-config daiin nepBoHaYaNbHOM KOHOUTYypauuu.
active-image daiin ¢ aKTMBHbIM 06pasom.
inactive-image daiin c HeaKTMBHLIM 06pasoMm.
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tftp://

UcxopHbI agpec nnm agpec mecta HasHadeHua ana TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory/] filename.

- host — IPv4-agpec unun ceTeBoe MMs YCTPOMCTBA;

- directory — katanor;

- filename — nma daina.

UcxogHbI agpec unm agpec mecta HasHayeHua ana SSH-cepsepa.
CuHTakcuc: scp://[username[:password]@]host/[directory/] filename
- username — WMA NONb30BATENS;

scp:// - password — napo/b No/b30BaTeNs;

- host — IPv4-agpec unun ceTeBoe UMA YCTPOMUCTBA;

- directory — katanor;

- filename — nma daina.

logging

®aiin c uctopmein KomaHa,

5.7.2 KomaHObI ns pabomel ¢ paiinamu

3anpoc KomaHgHoM cTpoKu B pexume Privileged EXEC nmeeT cneayrowmin ua;

console#

Tabnnua 51 — KomaHabl ans pabotbl ¢ paiinamm B pexkume Privileged EXEC

copy source_url running-config

copy running-config
destination_url [exclude | include-
encrypted | include-plaintext]

copy startup-config destination_url

3HayeHue/
KomaHda 3HayeHue no Aeiicmeue
YMOAYAHUIO
copy source_url destination_url KonuposaHue dalina 3 MecTononoKeHna UCTOYHUKA B
[exclude | include-encrypted | MECTOMNO/I0MKEHWNE Ha3HaYeHusn.
include-plaintext] - source_url — mectononoxeHune konupyemoro ¢anna;
- destination_url — appec mecTa HasHauyeHus, Kyaa ain byaet
CKOMMPOBaH.
Cnegytolme onuum JOCTYMNHbI TONbKO NPU KONUPOBaHUK U3
daitna KoHpUrypaumm:
- exclude — MHbopmaLmsa, KpUTUYHAA ANa 6e3onacHoOCTH, He
byAeT BK/AOYEHA B KOHeYHbIN daiin;
- include-encrypted — nHpopmauua, KpuTMuHaa gnn
source_url: 6e3onacHocTH, 6yeT BKAIOYEHa B KOHEUHbIN daiin B
(1..160) 3alndpoBaHHOM BUAE;
CMMBO/IOB; - include-plaintext — nHpopmaLma, KPUTUUHEA ANA
destination_url: | gesonackocti, Gyaer Bkntouena B KoHeuHbIN daiin B
(1..160) He3awnbpoBaHHOM BUE.
CUMBO/IOB;

KonuposaHue dalina koHdUrypaLmm c cepsepa B TEKYLLYIO
KOHOUrypaumto.

CoxpaHeHue TeKyLLeh KoHbUrypauumn Ha cepeepe.

- exclude — 1CKAOUMTL U3 KONUPYEMBIX AAHHBIX MHDOPMALLMIO O
K/IloYax, Naponisx v T.n;

- include-encrypted — coxpaHATb gaHHbIE O KAtOYaX, MAPOIAX B
wndpoBaHHOM BUAE;

- include-plaintext — coxpaHATb AaHHble 0 KNtoYax, Naponsx B
ABHOM BUaeE.

CoxpaHeHue NepBOHaYanbHOM KOHGUIypaLLmMmM Ha cepBepe.

copy running-config startup-config

CoxpaHeHue TeKyLLeh KoHGUrypaLmmn B nepBoHaYasibHyo
KOHUrypaumto.

copy running-config file

CoxpaHeHue TekyLelh KOHOUrypaLuum B 3a4aHHbIN pe3epBHbIi
dain KoHpurypaumu.

copy startup-config file

CoxpaHeHwue nepBoHa4anbHOW KOHOUIYpaLum B 3a4aHHbIV
pe3epBHbIi dann KoHbUrypauum.

boot config source_url

KonuposaHue dalina KoHoUrypaumm c cepsepa B dpaiin
nepBOHaYasbHOM KoOHbUrypauuu.

dir [flash:path | dir_name]

OTobparkaeT cn1coK $aiioB B yKazaHHOM KaTasiore.
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more {flash:file | startup-config |
running-config | mirror-config |
active-image | inactive-image |
logging | file}

OTobpaxkaeT cogepxumoe daina.

- startup-config — otobpaxkaet cogepkmumoe darina
nepBOHaYasbHOW KOHOUTIypauuu;

- running-config — oTobparkaeT cogeprkumoe daiiia TekyLen
KOHOUrypaumu;

- flash: — oTobpaskaet daitnibl ¢ pnew-namaT ycTpoincTBa;

- mirror-config — oTobparkaeT cogeprmMmoe daina TexkyLen

file: (1..160) KOHOUIypaumm ¢ 3epkana;
CMMBO/IOB - active-image — oTobpakaeT Bepcuio TekyLero galina obpasa
no.
- inactive-image — oTobpakaeT Bepcuto HeakTMBHOro daiina
obpasza MoO.
- logging — oTobparkaeT cogepknumoe daina }KypHana.
- file — umsa daina.
' | daitnbl oTobpaxkatotca B popmate ASCII.
.
delete ur/ — Yaanenue ¢anna.
delete startup-config — YaaneHus daiina nepBoHavanbHON KOHGUIypaumu.
boot system source_url KonuposaHue datina MO c cepBepa B HeaKTUBHYO 061acTb
- namATu Ha mecTto pesepsHoro MNO.
boot system inactive-image — 3arpy3unTbca ¢ HeakTMBHoOro obpasa MO.
show {startup-config | running- gi_port: OTobparkaeT cogepMmoe dalina nepsoHavyanbHOM
config} [brief | detailed | (1..8/0/1..48); KoHduUrypaumm (startup-config) nam tekywien KoHourypaumm
interfaces {gigabitethernet gi_port te_port: (running-config).
| tengigabitethernet te_port | (1..8/0/1..24); - interfaces — KoHOUrypauus nHTepdelicos KommyTaTopa —
fortygigabitethernet fo_port | oob fo_port: dusnyeckmx nHtepdelicos, rpynn uHTepdeincos (port-channel),
| port-channel group | vlan (1..8/0/1..4) VLAN-uHTepdeincos, oob-nopTa, MHTepdeica 3amblKaHMA Ha
vlan_id | tunnel tunnel_id | group: (1..48); cebs, TyHHeneMn.
loopback loopback_id}] vlan_id: Cnepytoume onumm AOCTYNHbI NPU BbIBOAE TEKYLLEN
(1..4094); KOHdUrypauuu:
tunnel_id: - brief — BbiBOA KOHPUIrypaL MM 6e3 BOUYHBIX AAHHBIX,
(1..16); Hanpumep, SSH u SSL kntoveir.
loopback_id: - detailed — BbIBOA KOHOUIYPALMK C BKIHOYEHUEM [,BOUNYHbIX
(1..64) OaHHbIX
show bootvar MoKa3blBaeT akTUBHbIV Paitn cuctemHoro MO, KoTopbil
- YCTPOWCTBO 3arpysKaeT Npu 3amnycke.
write [memory] CoxpaHeHwue TeKyLLein KoHourypaunm B gpain nepBoHavanbHoOM
- KOHduUrypaumm.
boot license source_url — 3arpysuTb Ha yCTPOMCTBO hain NMLEH3IUN.
rename url new_url url, new_url: MN3meHeHne umeHu daiina.
(1..160) - url — Tekywee nmsa daina;
CMMBOOB - new-url — HoBoe UMs daiina.

Cepsep TFTP He moxKeT 6bITb aApPecoMm UCTOHHUKOM M a4 pPecom Ha3HaYeHUa ANA OA4HOMN Ko-

- MaHAbl KONUpoBaHUA.

[Tpumepbl UCNoAb308aHUS KOMAHO

= Yaanutb ¢paiin test 3 sHeproHe3aBUCUMOM NAMATH:

console# delete flash:test

Delete flash:test?

[confirm]

Pe3yanaT BbIMOJIHEHNA KOMaHAbI: NoCsie noaTBepXKAeHUA cbaﬁn 6y,£l,€T y4aneH.

CYLLI,ECTByeT BO3MOXHOCTb MPOCMOTpPa KOHd)VIpraLI,MVI ANnA TEKYLWEro mecrtononoxeHuna anAa cheayto-

LWMX PEKMMOB KOHPUIypaLMK:

" vlan database
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= interface {gigabitethernet gi port | tengigabitethernet te port |
fortygigabitethernet fo port | port-channel group | loopback
loopback id | vlan vlan id | ip ip addr}

= interface range {gigabitethernet gi port | tengigabitethernet te port
| fortygigabitethernet fo port | port-channel group | vlan vlan id}

Tabnnua 52 — KomaHgpbl NpocmMoTpa KOHGUIrypaLmm U3 TEKYLLLETO MECTOMNO0MKEHNSA

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymon4aHuro

show — OTO6pPa3nTb HACTPOMKM ANA TEKYLLETO PEKMMA KOHOUIypauuu.

5.7.3 KomaHObI 0na pe3epsuposaHus KOHguaypayuu

B pOaHHOM pasgene onucaHbl KOMaHAbl, NpeAHasHayeHHble AN HACTPOMKM pe3epBUMPOBaHUA
KOHdUrypaLmm no TaiMmepy MAN NPU COXpaHeHUU TekyLwen KoHpurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKU B pexkume rnobanbHoi KoHOUTypaunmn MMeeT cneayoLmnin Bua;
console (config) #

Tabnuua 53 — KomaHabl ynpaBieHusa cucTemoit B pexxume rnobanbHoi KoHbuUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio

backup server server YKazaHue cepBepa, Ha KOTopbli byaeT NnponssBoguTbCa pesep-

server: (1..22) BMpOBaHMe KOHbUrypauum. Ctpoka B dopmare
CMMBOJ10B «tftp://XXX XXX XXX XXX ».

no backup server YpaneHue cepBepa AN1A pe3epBMPOBaHUA.

backup path path YKasaHue nyTu pacnonoxkeHusa daina Ha cepsepe u npeduKkca
path: (1..128) darina. Mpu coxpaHeHnn K npedukcy byaer o6aBNATLCA TEKy-

CUMBO/IOB was Aata v Bpems B dopmate rrrrMmaA4YMMCC.
no backup path YpoaneHve nytv gna pes3epBupoBaHus.
backup history enable BKNOUNTL COXPaHEHWE NCTOPUU pe3epPBHbIX KOMUNA.
- —/BbIK/IOYEHO —
no backup history enable OTKNOUYNUTL COXPAHEHUE NCTOPUM pe3epBHbIX KONUA.
backup time-period timer YKasaHWe NpoMeKyTKa BPeMeHM, No UCTeYEHUN KoToporo by-
timer: [eT OCYLLEeCTBAATLCA aBTOMATUYECKOe pe3epBMpPOBaHUE KOHU-
(1..35791394)/720 muH | rypauuu.

no backup time-period BoccTaHaB/IMBaEeT 3HaYeHWe No YMOYAHUIo

backup auto BK/iloYeHMe aBTOMAaTUYECKOro pe3epBMpoBaHUA KoHOUrypa-
—/BbIKAOYEHO T8

no backup auto YcTaHOBKa 3HaYeHMA No YMOAYaHMIO.

backup write-memory Bk/toueHne pe3epBUPOBaHUA KOHOUTYpaLMKM NPU COXPaHEeHUMU
— /BbIKNIOYEHO nosb3oBaTtenem KoHourypaumm Ha flash-Hakonutens.

no backup write-memory YcTaHOBKa 3Ha4YeHWA Mo YMOAYaHMIO.

Tabnunua 54 — KomaHabl ynpasieHua cuctemon B pexknume Privileged EXEC

3HayeHue/3HayeHuUe .
KomaHoa / Aeiicmeue
no ymoa4aHuro

show backup . OtobparkaeT MHGOPMALMIO O HACTPOMKaX pe3epBUpPOBaHUSA
KoHbUrypauum
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show backup history OTo6parkaeT NCTOPUIO YCMELLHO COXPaHEHHbIX Ha cepBep
KOHbUrypauui.

5.7.4 KomaHObI 013 asmomamuyecko2o0 ob6HoeneHUA u KOHgu2ypayuu

[Mpouecc asmomamu4yecko2o 0b6Ho8nEHUA

KommyTaTop 3anyckaeT npouecc aBTomaTyeckoro obHosneHus, 6asmpytowminica Ha DHCP, ecan oH
BK/OYEH M uMmA TekctoBoro ¢aiina (DHCP-onuusa 43, 125), copep:kawero mma obpasa MO, 6bin1o
npegocrtasneHo cepsepom DHCP.

Mpouecc aBTomaTUyeCcKoro 0B6HOB/IEHWNS COCTOMUT M3 cneayroumnx aTanos:

1. KommyTaTop 3arpyKaeT TEKCTOBbIV Qalii 1 YuTaeT U3 Hero ums ¢aiina obpasa NO Ha TFTP-cep-
Bepe;

2. KommyTaTtop cKaumBaeT nepsbiii 610K (512 6aliT) obpasa MO c TFTP-cepBepa, B KOTOPOM coaep-
*utca sepcma MNO;

3. KommytaTtop cpaBHuBaeT Bepcuio daiina obpasa MO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuel
akTMBHOro obpasa NO KommyTaTopa. Ecim oHM oTanYatloTcA, KoMmMmyTaTop 3arpyaet 0bpa3 MO ¢
TFTP-cepBepa BMeCTO HeaKTMBHOIo obpasa N0 KommyTaTopa M AenaeT AaHHbIN 06pa3 aKTUBHbLIM;

4. Ecnu o6pas MO 6bin1 3arpyKeH, TO KOMMYTaTOp Nepes3arpyr*Kaercs.

[Tpouyecc asmomamu4ecko20 KOHGU2ypPUPOBAHUSA

KommyTaTop 3anycKkaeT NpoLLecc aBTOMaTUYeCKOro KoHOUrypmnpoBaHusa, 6asunpytowwmiica Ha DHCP, npu
BbIMNOJIHEHUW CAEAYIOLLMX YCAOBUNA:

— B KOHOUrypaumm paspelleHo aBTOMaTMYeCKoe KOHOUrypuposaHue;

— otBeT DHCP-cepsepa comepxut IP-agpec TFTP-cepsepa (DHCP-onuua 66) n uma daiina
KoHourypaumm (DHCP-onuma 67) B popmate ASCIL.

MonyueHHblit daitn KoHUrypauum 3arpyKaerca B NnepBoHayYanbHyto (startup) KoHouUry-
e pauuio. Mocne 3arpy3Kku KOHGUrypaLmMmM KOMMyTaTop NepesarpyrKaerca.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkume rnobanbHoi KOHOUTypaLMn MMeeT CaeayoLni Bua,;

console (config) #

Tabnnuya 55 — KomaHabl ynpaBaeHUa cUcTeMOW B pexxnume rnobanbHo KoHpUrypaumm

3HaveHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymoa4aHuro

boot host auto-config BK/toueHMe aBTOMaTMYeCKOW KoHdurypauuum, 6asmpytoweinca

Ha DHCP.
- —/BKNOYEHO — -

no boot host auto-config BbIkNtoueHe aBTOMaTUYECKOM KOHbUTypauum, 6asmpytowencs
Ha DHCP.

boot host auto-update BkntoyeHne aBTomaTuyeckoro obHosneHua MO, 6asuvpyrowe-
roca Ha DHCP.

—/BKNtOYEHO

no boot host auto-update BbIKNtoYeHMe aBTOMaTUYecKoro obHosneHus MO, 6asmpyrowe-

rocs Ha DHCP.
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KomaHObI pexcuma privileged EXEC

3anpoc KoMaHAHOM CTpoKK B pexume privileged EXEC umeet cneaytowmii Bua;

console#

Tabnnua 56 — KomaHabl ynpaBaeHua cuctemon B pexkume privileged EXEC

3HayeHue/3HayeHue .
KomaHoa / Aelicmesue
no ymon4aHuiwo

show boot MpocmoTp HacTpoek aBTOMATUYECKOro 0BHOBEHMA U
KOHbUrypauuu.

= [pumep KoHurypaumm ISC DHCP Server:

option image-filename code 125 = {

unsigned integer 32, #enterprise-number. MmeHTudMKATOP NPOM3BOOUTENS, BCEerLma PaBeH
35265 (Eltex)

unsigned integer 8, #data-len. [namMHa BCeX HAHHHX ONUMM. PaBHa IOJIMHE CTPOKM sub-—
option-data + 2.

unsigned integer 8, #sub-option-code. Kopm nomomnuuy, BCerma paBeH 1

unsigned integer 8, #sub-option-len. InuHa cTpoku sub-option-data
text #sub-option-data. Umsa TexcrToBOTO Oarna, comepxamero uMs
obpaza IIO

bi

host mes2124-test {

hardware ethernet a8:f9:4b:85:a2:00; #mac-agpec KoMMyTaTopa

filename "mesXXX-test.cfg"; #1Ma KOHOMIT'ypaLMM KOMMyTaTopa

option image-filename 35265 18 1 16 "mesXXX-401l.ros"; #/MSI TEKCTOBOTO
banna, comepxamero mMsa obpasza IO

next-server 192.168.1.3; #IP-ampec TFTP cepBepa

fixed-address 192.168.1.36; #IP-ampec KOMMyTaTopa

5.8 HacTpoiKa cucTeMHOro BpemeHum

/",-;‘ Mo ymonyaHMI0O aBTOMaTUYECKUIA Nepexon, Ha IeTHee BPEMSA OCYLLLECTBAETCA B COOTBET-
' CcTBUM co cTaHAapTamu CLUA v EBponbl. B KOHGuUrypauum moryt 6biTb 3aaaHbl tobble agaTta
M BpemsA ANA nepexoaa Ha eTHee Bpemsa U o6paTtHo.

KomaHOb! pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnnuya 57 — KomaHAabl HACTPOMKKM CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro
clock set hh:mm:ss day hh: (0..23); PyyHasn ycTaHOBKa CUCTEMHOrO BpemeHu (KomaH4a A0CTYnHa
month year mm: (0..59); TONIbKO ANA MPUBUAETMPOBAHHOIO MNO/1b30BaTENS).
clock set hh:mm:ss month ss: (0..59); - hh — Yyacbl, MM — MWHYTbI, SS — CEKYHAbl;
day year day: (1..31); - day — peHb; month — mecsau,; year — rog,
month: (Jan..Dec);
year: (2000..2037)
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show sntp configuration

MNokasbiBaeT KoHbUrypaunio npotokosia SNTP.

show sntp status

lMokKasbiBaeT cTaTyc npoTtokona SNTP.

KomaHOobl pexcuma EXEC

3anpoc KoMaHAHOM CTPoKM B pexkxume EXEC numeet cneaytowmin sua;

console>

Tabnnua 58 — KomaHAabl HACTPOMKM CUCTEMHOTO BpeMEHU B pexknume «EXEC»

KomaHda

3HayeHue/3HayeHue
10 yMon4aHuio

Aeilicmeue

show clock

show clock detail

lNoKa3biBaeT cucteMHoe Bpemsa 1 AaTy.

JonoaHutensHo 0To6pa)+<aeT napameTpbl 4HaCoBOro nNoAca n
nepexoia Ha NeTHee Bpema.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B peXxume rnobanbHoM KOHOUTYpaLMN MMEET CAeay LN BUA,;

console (config) #

Tabanua 59 — CNUCOK KOMaHA ANA HAaCTPOMKM CUCTEMHOTO BPEMEHM B peXKMMe rnobanbHOM KOHUrypaLmm

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

clock source {sntp | ntp |
browser}

no clock source {sntp | ntp
| browser}

—/BHELIHWNIA UCTOYHUK
He ucnonb3yerca

Mcnonb3oBaHMe BHELWHEro UCTOYHMKA AN YCTAaHOBKU CUCTEMHOTO
BPEMEHMU.

33I'Ip€LU,3€T UCNO/1Ib30BaHWe BHELWHero NCTOYHUKa ANnAa yCTaHOBKK
CUCTEMHOIO BpeMeHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT ONUCaHMA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAMBaET 3HaYeHMe YacoBOro nosca.

- zone — cnoBo, cGOPMUPOBaAHHOE U3 NEPBbIX BYKB
C/I0BOCOYETAHMSA, KOTOPOE OHO 3aMEHSET (ONMCaHWe 30Hbl);

- hours-offset — yacoBoe cmeLLeHne OTHOCUTE/IbHO HY/IEBOTO
mepuanaHna UTGC;

- minutes-offset — MUHYTHOE CMEeLLLeHNE OTHOCUTE/IbHO HYNEBOrO
mepuamaHa UTC.

YcTaHaBAMBaeT 3HaYeHne Mo YMOAYaHUIO.

clock summer-time zone
date date month year
hh:mm date month year
hh:mm [offset]

clock summer-time zone
date month date year
hh:mm month date year
hh:mm [offset]

zone: (1..4) cumsona/
HET OMMCcaHMUA 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUH;

3ajaeT Aaty v Bpems 419 aBTOMaTMYeCKOro nepexo/a Ha fieTHee
BpemMA 1 Bo3BpaTa 0bpaTHO (45 onpeaeneHHoro roaa).

MepBbiM B KOMaHAE YKa3blBaeTCA ONMCaHMe 30Hbl, BTOPbIM Bpems
0N NepexoAa Ha nNeTHee Bpems M TPeTbUM Bpema 4/1a Bo3BpaTa.
- zone — cnoBo, cGOPMMUPOBaAHHOE M3 NEPBbIX BYKB
C/I0BOCOYETAHUA, KOTOPOE OHO 3aMeHSAET (onmncaHme 30Hbl);

- date — uucno;

- month — mecsu;

- year — rog;

- hh — yacbl, mm — MUHYTbI;

- offset — KonMyecTBO MUHYT, A06aBAAEMbIX NPU NEpexoae Ha
neTHee Bpems.
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clock summer-time zone
recurring {usa | eu | {first |
last | week} day month
hh:mm {first | last | week}
day month hh:mm} [offset]

no clock summer-time

Mo ymonuyaHutio
nepexog, Ha neTHee
BPEMA BbIKNIOYEH

3apaet Aaty v Bpems 419 aBTOMaTMYeCcKoro nepexoa Ha etHee
BpPemMA 1 BO3BpaTa 0O6PaTHO B peKMME exXerogHo.

- zone — cnoBo, cGOpPMUPOBaAHHOE U3 NEPBbIX OYKB
C/I0BOCOYETaHUSA, KOTOPOE OHO 3aMeHSAET (onucaHme 30Hbl);

- usa — yCTaHOBUTb NpaBuIa Nepexosa Ha NeTHee Bpems,
ucnonbsyemble B CLUA (nepexos Bo BTOPOe BOCKpeceHbe MapTa,
06paTHO B NepBOe BOCKPeECEHbe HOABPA, B 2 Yaca yTpa no
MECTHOMY BpeMeH#);

- eu — yCTaHOBWUTb NpPaBu/Ia Nepexoaa Ha NeTHee Bpems,
ncnonb3yemble EBpocotosom (nepexos B nocnegHee BOCKpeceHbe
MapTa, 06paTHO B NocnesHee BOCKpeceHbe OKTAbpA, B 1 yac ytpa
no FpuHBMYY);

- hh — yacbl, mm — MUHYTbI;

- week — Hepens mecAua;

- day — peHb Hepenu;

- month — mecsu;

- offset — KonmyecTBO f06aBASEMbIX MUHYT NPU Nepexose Ha
NleTHee Bpems.

OTK/IlO4aeT aBTOMATUYECKUI Nepexos, Ha NeTHee Bpems.

sntp authentication-key number: YcTaHaBAMBAET K/HOY NPOBEPKN MNOAJIMHHOCTM A5 MPOTOKO/1a
number md>5 value (1..4294967295); SNTP.

encrypted sntp authentica- value: (1..32) - number — HOMep KNtoua;

tion-key number md5 value CMMBOJIOB; - value — 3HayeHue KtoYa;

Mo ymonuyanuio - encrypted — 3afaTb 3HaYeHMe K/OYa B 3alIMPPOBaHHOM BUAE.
no sntp authentication-key npoBepka YaanaeT K4 NpoBepKU NOAAMHHOCTU AN NpoTokoaa SNTP.
number NoA/IMHHOCTH

OTK/IIOYEHa
sntp authenticate —/npoBepka TpebyeT npoBepKy NOAJAMHHOCTU A/1A NONYYEeHUss HOPMaLUK OT
NOAJIMHHOCTU He NTP-cepBepoB.
no sntp authenticate Tpebyetca YCcTaHaBAMBAET 3HAaYEHME N0 YMONYAHUIO.
sntp source-interface {for- fo_port: (1..4); OnpegenseT IP-uHTepdeiic UCTOYHMKA AN nakeTos IPv4.
tygigabitethernet fo_port | te_port: (1..24);
tengigabitethernet te_port gi_port: (1..24);
| gigabitEthernet gi_port | Ib_port: (1..64);

loopback /b_port | tunnel
tn_port | port-channel
group | oob | vlan vian_id}

no sntp source-interface

tn_port: (1..16);
group: (1..48);
vlan_id: (1..4094)
/BbIK/OYEHO

YcTaHaBAMBaET 3HAYEHWe Nno YMONYaHULO.

sntp source-interface-ipv6
{fortygigabitethernet
fo_port | tengigabitether-
net te_port | gigabitEther-
net gi_port | loopback
Ib_port | tunnel tn_port |
port-channel group | oob
| vlan vian_id}

no sntp source-interface-
ipv6

fo_port: (1..4);

te_port: (1..24);
gi_port: (1..24);

Ib_port: (1..64);

tn_port: (1..16);

group: (1..48);
vlan_id: (1..4094)

/BbIKNIOYEHO

OnpegenseT IPv6-nHTEpdENC UCTOUYHMKA A5 NakeToB IPv6.

YcTaHaBAMBaeT 3HaYeHUe o YMONYaHUIO.

sntp source-port udp_port

no sntp source-port

udp_port:
(1..65535)/no
YMONYaHUIO
ncnosb3yetcs
C/ly4yaiHbIN NopT

YctaHasnausaeT SRC UDP-nopT gna naketos SNTP.
) Mpwu ucnonbsosaHumn UDP-nopTtos 13 guanasoHa 1-1024
V npeABapUTeNIbHO HYXHO Y6eAUTbCA, YTO AaHHbIM NopT
cB060eH U He UCNO/Ib3YeTCA APYTMMU CEPBUCAMMU.
MopT 50000 siBnAeTca aedponTHbIM AN GyHKLMOHaNA peer
detection ipaddr.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp trusted-key key_num-
ber

key_number:
(1..4294967295);
Mo ymonyanumio

OcyLuecTBnAeT NPoBepKy NOAJMHHOCTU CUCTEMBI, OT KOTOPOA
CUHXPOHU3MpyeTca ¢ nomoLbio SNTP no 3agaHHOMY Katouy.
- key_number — HOomep KAwoya.

no sntp trusted-key nposepka YcTaHaBAMBaeT 3Ha4YeHue No YMOIHaHUIO.
key_number noAJ/IMHHOCTH
OTK/IIOYEHAa
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sntp broadcast client ena-
ble {both | ipva | ipv6}

PaspewaeT paboTy wupokosewaTenbHbix SNTP-KN1MeHTOB.

- —/3anpelyeHo
no sntp broadcast client en- YCTaHaBAMBaET 3HAaYEHME N0 YMONYAHUIO.
able
sntp anycast client enable PaspewaeT paboTty SNTP-KAneHTam, NoaaepK1BatoL MM MeTos,
{both | ipv4 | ipv6} PaccbINIKM NaKeToB, NO3BONAIOLLMIA NOCLINATL AaHHblEe
—/3anpelyeHo 6uKaviemMy yCTPOMCTBY U3 rpynnbl NoayYaTenen.
no sntp anycast client ena- YCTaHaBAMBAET 3HaYEHME N0 YMONYAHUIO.
ble
sntp client poll timer sec- seconds: YcraHasausaeT spema onpoca gna SNTP-cepsepa.

onds

no sntp client poll timer

(60...86400)/1024

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

sntp client enable {fortygi-
gabitethernet fo_port |

tengigabitethernet te_port
| port-channel group | oob

PaspewwaeT paboty SNTP-KAneHTam, NoAAEPKUBAIOLMM METOZ,
PacCbIIKM MAKeTOB, NO3BONAIOWMIA NOCLIIATL AAHHbIE
6uKaliemMy yCTPOMCTBY U3 FPYNMbl NONyYaTeNnen, a TakKe
WwrpoKoBelaTesbHbiM SNTP-kaneHTam a4 BblbpaHHOro

| vlan vian_id} tl;o_poorr;t.: ((112‘2)' nHTepdelica.
Fc?u _'(1 .1'18)', - noapobHoe onucaHne NHTepdelicoB U3N0KEHO B pasaene
g .p. e «KoHourypauma nHtepdeiicos».
- vlan_id (1..4094)
no sntp client enable {for- YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
L. /3anpeleHo

tygigabitethernet fo_port |

tengigabitethernet te_port

| port-channel group | oob

| vlan vian_id}

sntp unicast client enable Paspewaet paboTty ogHoaapecHbix SNTP-KAneHTOB.

no sntp unicast client ena- —/3anpeweHo YcTaHaBAMBAET 3HAYEHME MO YMOTYAHUIO.

ble

sntp unicast client poll PaspelaeT nocnefoBaTeNbHbIM ONPOC 3a43aHHbIX OAHOAAPECHbIX
— /3anpeweHo SNTP-cepBepos.

no sntp unicast client poll

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

sntp server {ipv4_address |
ipbv6_address | ipv6_link_lo-
cal_address%{vlan {integer}
| ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

no sntp server
{ipv4_address | ipv6_ad-
dress | ipv6_link_local_ad-
dress%{vlan {integer} | ch
{integer} | isatap {integer} |
{physical_port_name}} |
hostname}

hostname: (1..158)
CUMBO/IOB;
keyid: (1..4294967295)

3apaet agpec SNTP-cepsepa.

- ipv4_address — IPv4-appec y3na cetyu;

- ipv6_address — IPv6-afpec y3na cetu;

- ipv6z-address — |Pv6z-agpec y3na cetm ans ping.
dopmat agpeca ipv6_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbif IPV6 agpec KaHana;
interface_name — uma ncxogsuwero nHTepdeica 3agaerca B
cneaytowem dopmare: vian {integer} | ch {integer} | isatap
{integer} | {physical_port_name}

- hostname — pomeHHOe UMs y3na ceTu;

- poll — BKAtoyaeT onpoc;

- keyid — naeHTuduUKaTOp KAtoya.

YpaneHune cepsepa u3 cnucka NTP-cepsepos.

clock dhcp timezone

no clock dhcp timezone

—/3anpeweHo

PaspelwaeT nosyyeHne TakMx AaHHbIX KaK YHaCOBOWM NOAC U NeTHee
Bpems oT DHCP-cepsepa.

3anpeLyaeT NoayYeHNA TakMX JaHHbIX KaK 4acoBOW NOAC U neTHee
Bpemsa oT DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

3anpoc KOMaHAHOM CTPOKM B pexmme KoHoUrypauum nHtepdenca nmeeTt cneayowmii Bua;:

console (config-if)#

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx

93



HELTEX

Tabnnua 60 — CNUCOK KOMaHA ANA HAaCTPOMKM CUCTEMHOTO BPEMEHU B perkume KoHOUIypauumn niTepdeiica

Komanda 3HavyeHue/3HavyeHue Neiicmeue
no ymon4aHurw
sntp client enable PaspewaeT paboty SNTP-KAneHTy, KOTOPbIY NoAAepKUBAET

MEeTO/, PacCbl/IKM NAKeTOB, MO3BONAIOLWMIA NOCbINATL AAHHbIE
yCTpoicTBY BanKaiwemy U3 rpynnbl Noay4YaTenein, a Takke

wnpokosewatenbHomy SNTP-KAMeHTy Ha HacTpansaemom

nHTepodeiice (Ethernet, port-channel, VLAN)

—/3anpelyeHo

no sntp client enable YcTaHaBAMBaET 3HaYeHMe N0 YMOAYAHWIO.

[pumepbl 8b1M0AHEHUS KOMAHO

- OTO6pa3MTb CNCTEeMHOE BpeEMA, AaTy U AaHHbIe Mo 4acoBOM 30He:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyc Npouecca CUHXPOHM3ALMKN BpPeMeHU OTOBparkaeTcA C MOMOLLbI0 AOMOAHUTENbHO CUMBOAA
nepeg, 3Ha4eHMeM BPEMEHMU.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

Mcnonb3ytoTca cheaytowme 0b03HauyeHuA:

— TOuKa (.) 03HauaeT, YTo Bpemsa AOCTOBEPHO, HO HET CUHXPOHU3aLNUK ¢ cepBepom SNTP;
—  OTCYTCTBME CMMBO/JIa O3HAYAET, YTO BPEMSA LOCTOBEPHO U CUHXPOHU3ALMA eCTb;
— 3Be3go0uKa (*) o3HauyaeT, UTo Bpems He4OoCTOBEPHO.

= 334aTb AATy M BPeMA Ha CUCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OT106pa3unTb cTaTyc npotokona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast
Unicast servers:

Server : 10.10.10.1
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Source : Static

Stratum HENC]

Status :oup

Last Response 10:37:38.0 UTC Jun 22 2016
Offset 1040.1794181 mSec

Delay 0 mSec

Anycast server:

Broadcast:

B npumepe Bbille CUCTEMHOE BPeMA CUMHXPOHM3MpPOBaHO OT cepsepa 10.10.10.1, nocnegHuin otset
nosayyeH B 10:37:38, HecoBnageHmne CMCTEMHOIO BpeEMEHU C BpemeHem Ha cepsepe coctasmno 1.04 c.

5.9 KoHo}wurypauma BpemeHHbIX MHTEepBanoB time-range

KomaHObI pexcuma KoHpu2ypayuu 8pemMeHHbIX UHMepsasnos

console# configure
console (config)# time-range range name, rme

range_name — cUMBOAbHbIN (1...32) MAeHTMdMKATOP BPEMEHHOro MHTepBana
console (config-time-range) #

Tabnnua 61 — KomaHabl pexkMma KoHGUrypauum BpeMeHHOro MHTepBsana

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
absolute {end | start} hh:mm hh: (0..23); 3apaTb Hayano v (MAKn) KoHel, BpeEMEHHOTO MHTepBana B popmarTe:
date month year mm: (0..59); Yyac: MUHYTa AeHb MecsL, rof.
no absolute {end | start} date: (1..31); YanuTb BpeMeHHOM UHTepBan.

month: (jan..dec);
year: (2000..2097);

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3af4aTb BpEMEHHOM MHTepBas B TeYEHWE O4HOrO M3 AHEl Heaenu
W/IN KaXKa0ro [HA Hedenu.

Y4anutb BpeMeHHON HTepBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm
to weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3apatb BpeMeHHOI7I WHTEpPBa/ B TeHeHUE Heaenn.

YAanutb BpeMeHHOM MHTepBas.

5.10 KoHdurypauusa nHrepdeiicos n VLAN

5.10.1 NMapamempeoi Ethernet-unmepdgbelicos, Port-Channel- u Loopback- unmepdpeliicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Ouana3oHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..} | loopback lIloopback id}

console (config-if) #
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[aHHbIN pexnm OOCTynNeH U3 pexkMma KoHOUrypauum M npegHasHayeH ANs 3a4aHus NapameTpos
KOHdUrypaumm nHtepdeiica (nopta KOMMyTaTOpa UAK FPYNMbl NOPTOB, PAbOTAlOLWMX B PEXMME pasaeneHnn
Harpysku), inbo grManasoHa MHTepdencos.

Bblibop MHTepdeica ocyWwecTBASETCA NPU NOMOLLM KOMaHA:

Ona MES5324

Tabanuya 62 — KomaHabl Bbibopa nHTepdelica aaa MES5324

KomaHoa Ha3HauyeHue
interface fortygigabitethernet fo_port Ons HacTpoliku 40G-uHTepdelicos
interface tengigabitethernet te_port Ons HacTpolikm 10G-uHTepdelicos
interface gigabitethernet gi_port ANA HAacTponkn 1G-uHtepdeiicos
interface port-channel group ONA HAaCTPOMKM rpynn KaHanoB
interface oob [OJ19 HAaCTPOMKM UHTepdeiica ynpaBaeHus
interface loopback /oopback_id L1 HACTPOMKM BUPTYasibHbIX MHTepdeicos

roe:

— group — NopsAKOBbI HOMepP rpynmnbl, obLiee KOMYECTBO coracHo Tabamue Tabnuue 9 (cTpoka «Ar-
perauua kaHanos (LAG)»);

— fo_port — nopaakosbii Homep 40G-uHtepdeiica, 3agaetca s suge: 1..8/0/1..4;

— te_port — nopagkosbii Homep 10G-nHTepdeliica, 3agaerca 8 suae: 1..8/0/1..24;

— gi_port — nopagKosblii Homep 1G-uHTepodeiica, 3agaerca 8 suge: 1..8/0/1;

— loopback_id — nopagkoBblit HOMep BUPTYanbHOro MHTepdelica, obliee KOANYECTBO COrnacHo Tab-
nvue (ctpoka «KonnuecTso BUpTyanbHbix Loopback-nHtepdericos»).

Ana MES3324F, MES3324, MES2324, MES2324B, MES2324P, MES2324P ACW, MES2324F, MES2324FB

Tabnuua 63 — KomaHabl Bbibopa nHTepdeiica ana MES3324F, MES3324, MES2324, MES2324B, MES2324P,
MES2324P ACW, MES2324F, MES2324FB

Komanda Ha3HayeHue
interface tengigabitethernet te_port AnA HacTponkn 10G-nHTepdeiicos
interface gigabitethernet gi_port O1A HACTponKKM 1G-uHTepdeincos
interface port-channel group [O1A HAaCTPOMKM rpynn KaHanos

ON1A HACcTPOMKM UHTepdelica ynpasneHua (MHTepoelic ynpasne-
HWA NPUCYTCTBYET HE Ha BCEX KOMMYTaTOPax)
interface loopback /oopback_id [OJ/1 HACTPOMKM BUPTYasbHbIX MHTepdencos

interface oob

roe:

— group — nopsaAKOBbIM HOMep rpynnbl, obLee KONMYECTBO cornacHo Tabauvue 9 (cTpoKka «Arperaums
KaHanos (LAG)»);

— te_port — nopsaakosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopsaaxosbit Homep 1G-nHTepdeiica, 3aaaetca 8 suae: 1..8/0/1..24;

— loopback _id — nopagKoBblit HOMep BUPTyanbHOro UHTepdelica, obliee KONYeCcTBO CornacHo Tab-
nvue (ctpoka «Konnuectso BMpTyanbHbIXx Loopback-uHTepdeiicos»).

[Ona MES2348B, MES3348, MES3348F

Tabnnua 64 — KomaHgbl Bbibopa uHTepdelica ana MES2348B, MES3348, MES3348F

KomaHoa Ha3HayeHue
interface tengigabitethernet te_port Ons HacTpoliku 10G-uHTepdelicos

96 Ethernet-kommymamopesi cepuli MES23xx, MES33xx, MIES35xx, MES53xx



DHELTEX

interface gigabitethernet gi_port

08 HacTpoliku 1G-uHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHaioB

interface loopback /oopback_id

L1 HACTPOMKM BUPTYabHbIX MHTEpPdencoB

roe:

— group — NoOpPAZKOBbIA HOMEpP rpynnbl, obliee KoaMYecTBo coriacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopaakosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;
— gi_port — nopaaxosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..48;

— loopback_id — nopazkosblit HOMep BUPTYasbHOrO MHTepdelica, obliee KOAMYECTBO COMNacHO Tab-

nvue (cTpoka «Konuuyectso BMPTYasbHbIx Loopback-uHtepdelicos»).

[ina MES3316F

Tabnnua 65 — KomaHab! Bbibopa uHTepdelica ana MES3316F

KomaHoa

HasHaveHue

interface tengigabitethernet te_port

ons HacTpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

018 HacTpolikK 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHaioB

interface oob

O HAaCTPOWKKN nHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HWMA NPUCYTCTBYET HE Ha BCEX KOMMYTaTOpax)

interface loopback /oopback_id

ON1A HAaCTPOMKN BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — nopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;
— gi_port — nopaaKosblii Homep 1G-uHTepodeiica, 3agaetca 8 suge: 1..8/0/1..16;

— loopback_id — nopsagKoBbIi HOMep BUPTYaNbHOro MHTepdeica, obLiee KOMYECTBO, COrlacHo Tab-

nvue (cTpoka «Konuuyectso BMPTYyasbHbIx Loopback-uHtepdeiicos»).

Ana MES3308F

Tabnnua 66 — KomaHabl Bbibopa uHTepdelica ana MES3308F

KomaHoa

Ha3HauyeHue

interface tengigabitethernet te_port

bns HacTpoliku 10G-uHTepdelicos

interface gigabitethernet gi_port

L5 HAacTpolikn 1G-nHTepdeicos

interface port-channel group

[NA HACTPOMKM rpynn KaHanos

interface oob

ON1A HACcTPOMKM UHTepdelica ynpasneHua (MHTepoelic ynpasne-
HWA NPUCYTCTBYET He Ha BCeX KOMMYTaTopax)

interface loopback /oopback_id

D15 HACTPOMKM BUPTYabHbIX MHTepdencos

roe:

— group — nopAAKoBbIA HOMep rpynnbl, obliee KoaMYecTBo cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;
— gi_port — nopsaaxosbin Homep 1G-nHTepdeiica, 3agaetca 8 suae: 1..8/0/1..8;

— loopback id — nopsagKoBbli HOMep BMPTyasbHOro UHTepdeiica, obliee KoANYeCcTBO COrlacHoO Tab-

nnue (ctpoka «Konuuectso BMpTyanbHbix Loopback-uHtepdelicos»).
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Ona MES2308 u MES2308P

Tabnuua 67 — KomaHabl Bbibopa nHtepdeinca ana MES2308, MES2308P

KomaHoa

Ha3HnayeHue

interface gigabitethernet gi_port

018 HacTpolikm 1G-uHTepdeincos

interface port-channel group

[AN15 HACTPOWIKM rpynn KaHaioB

interface loopback loopback_id

[OJ19 HAaCTPOMKM BUPTYanbHbIX MHTepdencos

roe:

— group — NOPAZKOBbIA HOMEpP rpynnbl, obliee KoaMYecTBo coriacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..12;
— loopback _id — nopsagKoBbii HOMep BMPTYyasibHOro UHTepdelica, obliee KoJMYeCcTBO COrlacHO Tab-
nnue (ctpoka «Konmyectso BUpTyanbHbix Loopback-nHtepdeiicos»).

[ina MES2308R

Tabnnua 68 — KomaHab! Bbibopa nHTepdelica ana MES2308R

KomaHoa

Ha3sHauyeHue

interface gigabitethernet gi_port

ANA HAacTponkn 1G-uHTepdeiicos

interface port-channel group

A9 HAaCTPOWMKM rpynn KaHanoB

interface loopback /oopback_id

015 HACTPOMKM BUPTYaNbHbIX MHTEpdeincos

roe:

— group — NOpAAKOBbIN HOMep rpynmnbl, obLee KONMYECTBO cornacHo Tabaumue 9 (cTpoKka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaaKosblii Homep 1G-uHTepodeiica, 3agaetca 8 snge: 1..8/0/1..10;
— loopback_id — nopazkoBblit HOMep BUPTYasibHOrO MHTepdelica, obliee KOAMYECTBO COrNacHoO Tab-
nvue (cTpoka «Konuuyectso BMPTYasnbHbIx Loopback-uHtepdeiicos»).

Ana MES3508 n MES3508P

Tabnnua 69 — KomaHab! Bbibopa uHTepdelica ana MES3508 u MES3508P

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

L5 HAacTpolikn 1G-nHTepdeicos

interface port-channel group

[NA HACTPOMKM rpynn KaHanos

interface loopback loopback_id

[NA HAaCTPOUKM BUPTYaNbHbIX MHTepdeicos

roe:

— group — NopsAAKOBbIA HOMep rpynnbl, obLiee KOAMYeCcTBO cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaaKosblii Homep 1G-uHTepodelica, 3agaetca 8 suge: 1/0/1..10;
— loopback_id — nopagkoBblit HOMep BUPTYasibHOro MHTepdelica, obliee KOMYeCTBO COrnacHo Tab-
nvue (cTpoka «Konuuyectso BMPTYasbHbIx Loopback-uHtepdeiicos»).
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[ina MES3510P

Tabanua 70 — KomaHabl Bbibopa nHTepdeiica ana MES3510P

KomaHoa

Ha3HnayeHue

interface gigabitethernet gi_port

018 HacTpolikm 1G-uHTepdeicos

interface port-channel group

[AN15 HACTPOWIKM rpynn KaHaioB

interface loopback loopback_id

[OJ19 HAaCTPOMKM BUPTYanbHbIX MHTepdencos

DHELTEX

roe:

group — NopAAKOBbIN HOMepP rpynnbl, obliee KONMYECTBO cornacHo Tabauue 9 (cTpoka «Arperaumsa
KaHanos (LAG)»);

gi_port — nopsaaKosbin Homep 1G-nHTepdeirca, 3agaetca 8 suge: 1/0/1..12;

loopback _id — nopaakoBbIn HOMepP BUPTYasibHOTro MHTepdelica, obliee KOMYecTBO COracHo Tab-
nnue (ctpoka «Konuuectso BMpTyanbHbix Loopback-uHtepderiicos»).

3anucb uHTepdeica

1..8/0/1..N

HOMEp YCTPOMCTBA B CTEKE HOoMmep csioTa Homep uHTepdelica

KomaHabl, BBEAEHHble B peXMMe KOHPUrypaumum uHTepdeica, NPUMEHsaoTcA K BblbGpaHHOMY

nHTepoeicy.

Hu)Ke npuBeAeHbl KOMaHAbl 414 BXO4a B PEXMM HacTpoWKku aecatoro Ethernet-wHtepodeiica (ans

MES5324) nepBoro ycTpoiCTBa B CTEKE U BXO43 B PEKMM HACTPOMKKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config)# interface port-channel I

console (config-if) #

Bbi6op ouana3oHa uHmepdgeiico8 ocyLLecTBASETCA NPU MOMOLLM KOMaHA,:

— interface range fortygigabitethernet portlist — pnsa HacTpoliku ananasoHa fortygigabitether-
net-nHTepdencos;

— interface range tengigabitethernet portlist — nna HacTpoiKkM AmnanasoHa tengigabitether-
net-uHTepdeiicos;

— interface range gigabitethernet portlist — pna HacTpoMku gmanasoHa gigabitethernet-
nHTepdelicos;

— interface range port-channel grouplist — ana HacTpoWKKW gManasoHa rpynn NopToB..

KomaHabl, BBEAEHHbIE B AaHHOM peXXume, NPUMEHAIOTCA K Bbl6paHHOMy Anana3oHy MHTepdDEﬁCOB.

HuKe npuBeaeHbl KOMaHAbl 418 BXOA4A B PEXMM HAacTPOKM gnanasoHa Ethernet nHtepdeliicos ¢ 1 no

10 (ans MES5324) un ans BxoAa B PeXKMM HACTPOMKM BCEX FPyMnn NOPTOB.

console# configure
console (config) # interface range tengigabitethernet 1/0/1-10
console (config-if)#
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console# configure

console (config) # interface range port-channel 1-8
console (config-if)#

Tabanua 71 — KomaHabl pexxMma KoHourypauum nHtepdeiicos Ethernet u Port-Channel

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
shutdown BbIkNtoUUTb KOHUTYpmpyemblli nHTepdelic (Ethernet, port-
—/BKAtOYEH channel).
no shutdown Bkntountb KOHOUTrypupyembli MHTepdelic.
description descr descr: (1..64) [ob6aeutb onucaHue nHtepdeliica (Ethernet, port-channel).
no description cumsonos/et YpanuTb onucaHue nHtepdelica.
onucaHusa
speed mode mode: (10, 100, 1000, 3a4aTb CKOPOCTb Nepeaayn gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTb 3HaYEHME N0 YMOYaHMIO.
duplex mode 3afatb pexum gynnekca uHtepdeiica (nonHoaynnekcHoe
mode: (full, half)/full coeauHeHue, NnoayaynaekcHoe coeguHeHmne, Ethernet).
no duplex YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

Bk/touaeT aBTOCOr1IacOBaHME A1 CKOPOCTU U Ayn/ieKca Ha
HacTpavBaemom MHTepdeiice. MOXKHO yKasaTb onpeaeneHHble
COBMECTMMOCTV NapameTpa aBTOCOI/IaCOBaHNUA, eC/IM NapameTpbl
He 3a/laHbl, TO NOAAEPKMBAIOTCA BCe coBmecTuMocTu (Ethernet,
port-channel).

BbIK/lOYaET aBTOCOr1IacoBaHMe ANA CKOPOCTM M AyneKca Ha
HacTpanBaemom uHTepodeiice.

negotiation bypass

no negotiation bypass

—/BKNtOYEHO

BbikntoyeHne nponycKka npoueaypbl aBTOCOr/1acoBaHUA, eCnau
napTHEpP Ha BCTpe‘-IHOﬁ CTOpOHEe He oTBeYaeT.

BkntoyeHume nponycka npoueaypbl aBTOCOr1acoBaHUA, ecnun
napTHEpP Ha BCTpe‘-IHOl71 CTOpPOHEe He OoTBeYaeT.

flowcontrol mode

mode: (on, off,

3apaTb pexum ynpasneHusa notokom flowcontrol (BkAounTb,
OTK/IOYUTb UM aBTOCOrIacOBaHNE). ABTOCOr1acoBaHue
flowcontrol paboTaeT ToNbKO B cayyae, ecam pexnm

auto)/off aBTOCOrNacoBaHMA negotiation BK/AOYEH Ha HacTpaMBaemMom
nHtepoeiice (Ethernet, port-channel).
no flowcontrol OTKAOUUTD PEKMM YNPaBAEHUA MOTOKOM.
back-pressure BkntoyaeT GyHKUMIO «0BPATHOrO AaBeHUA» HA HAaCTPaNBaEMOM
nHtepdeiice (Ethernet).
—/BbIKNtOYEH

no back-pressure

BbIKk/oYaeT GyHKLMIO «06paTHOro AaBaeHUA» Ha HacTpaMBaemMom
MHTepodeiice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBWTb NEPUOA, B TEHEHME KOTOPOro COBUPAETCA CTaTUCTMKA
0 Harpyske Ha uHTepdeiice.
V' Mpwu 3TOM MHTEpPBaN pacyéTa CYETUYMKOB He
M3MeHsAeTcA.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

media-type {force-fiber |
force-copper | prefer-fiber}
[auto-failover]

no media-type

—/prefer-fiber

Bbi6bop TMNa KOMBO-NOPTa B KAYECTBE OCHOBHOMO HOCUTENS.
-force-fiber — paspelueHa akKTMBHOCTb TONILKO ONTUYECKOM YacTu
KOoMb0-nopTa;

-force-copper — pa3pelleHa akTMUBHOCTb TO/IbKO MeZHOM YacTu
KOMb0-nopTa;

-prefer-fiber — npenmyLLecTBO oNTUYECKOTO NIMHKa.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.

mtu size YcTaHOBUTbL 3HaYeHMe maximum transmission unit (MTU)
size: (128..1500)/1500 V Hactpoiika MTU He pa6oTaeT Ana TpaH3UTHOro TpaduKa
6anT o
Hactpoiika npumeHseTca nocie nepesarpysku
YCTpOMCTBa.
100 Ethernet-kommymamopesi cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

no mtu YCTaHOBWTb 3HaYeHME N0 YMOYAHUIO
snmp trap link-status BkntouaeT oTnpaBKy SNMP trap-coobuieHnin 0 CoCTOAHUK
—/BKNIOYEHO MHTEPENCHbIX TMHKOB.
no snmp trap link-status OTkAtoyaeT oTnpasky SNMP trap-coobLeHuit.
hardware profile portmode MNepekntoyeHne pexknma noptos XLG1-XLGA4.
{1x40g | 4x10g} V KomaHaa 4ocTynHa ToNbKO aNA NopTos
—/1x40g fortygigabitethernet yctpoiictea MES5324.
V' Hactpoiika npumeHseTca nocae nepesarpysku
yCTpOMCTBa.
feccl74 BK/ItOYaET peMM NPAMOI KoppeKLumn owmnbok cl74 Ha
HacTpanBaemom uHTepodeiice (XLG1-XLG4).
V‘ KomaHpaa aocTynHa ToNbKO AN1A NOpToB
— /BbIK/IOYEH fortygigabitethernet ycrpoiictBa MES5324.
V KomaHaa HepoCTynHa AN CTEKOBbIX JIMHKOB.
fec off OTKNOYaET PEXMM NPAMOI KOPPEKLUM ONOOK.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKU B pexume rnobanbHol KoHdUrypaumm:
console (config) #

Tabnunua 72 — KomaHabl pexmMma obuwmx HacTpoek nHtepdeiica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

port jumbo-frame

PaspewaeTt KommyTaTopy paboTaTb ¢ pperimamm 6oabworo
pasmepa.
V 3HaueHne maximum transmission unit (MTU) no
ymonuaHuio 1500 6air.

HacTpoiika BCTynuT B cUAy TO/IbKO Nocne nepesarpysku
—/3anpeweHo V .
ycTpoiicTBa.
3HaueHne maximum transmission unit (MTU) npu
V HacTpoiike port jumbo-frame 10200 6aiiT.
no port jumbo-frame 3anpewaet KoMmyTaTopy paboTaTb ¢ pperimammu 6onbLIoro
pasmepa.
errdisable recovery cause BK/110YMTb aBTOMATMUYECKYIO aKTUBaLMIO MHTepdelica noce ero
{all | loopack-detection | OTKNIOYEHMA B CNEAYIOWMX CAyYanX:
port-security | dotlx-src- - loopback-detection — 06Hapy:KeHue netensb;
address | acl-deny | stp- - port-security — HapyweHue 6e3onacHoCcTK Ans port security;
bpdu-guard | stp-loopback- - dotlx-src-address — HenpoxoxaeHue ayTeHTUdUKALMM,
guard | unidirectional-link 0CHOBaHHOW Ha MAC-azpecax nosib3oBaTenei;
| storm-control | link- - acl-deny — HecooTBeTcTBMe cnnckam aoctyna (ACL);
flapping | I12pt-guard | pvst - stp-bpdu-guard — akTtnBauua 3awmTsl BPDU Guard (nepegaya
| vpc} — /3anpetueHo HecaHKLMOHNPOBaHHOro naketa BPDU yepes nHtepdeiic);

- stp-loopback-guard — obHapyxeHune netenb npoTokonom STP;
- udld — akTMBauma 3awuTbl UDLD;

- storm-control — 3awuTa OT «WTOPMa» ANA PA3/MYHOrO
Tpaduka;

- link-flapping — dnannuHra nuHka;

- I2pt-guard — npesbieHNe KoAMYeCcTBa BXOAALLMX NAKETOB
dyHKRUMK L2PT;

- pvst — owmnbKKM NpoToKoaa PVST;

- vpc — owmnbKku npotokona VPC.
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no errdisable recovery YCTaHOBWTb 3HaYEHME N0 YMOHAHMIO.
cause {all |
loopack-detection |
port-security |
dotlx-src-address |
acl-deny | stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control |
link-flapping}

errdisable recovery interval YCTaHOBUTb BpEMEHHOM MHTepBan ANA aBTOMATUYECKOro

seconds:

seconds NOBTOPHOIO BK/OYEHUA MHTepdelica.
- (30..86400)/300

no errdisable recovery cexyH YCTaHOBWTb 3HaYEHME N0 YMOHAHMIO.

interval

Cbpoc HacTpoek nHTepdeica nam rpynnbl MHTEPGENCOB Ha
3Ha4yeHUA, YyCTaHOBJ/IEHHbIE MO YMO/IHaHUIO.

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
loopback loopback_id}

gi_port: (1..8/0/1..28);
fa_port: (1..8/0/1..24);
group: (1..48);
loopback_id: (1..64)

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnnua 73 — KomaHabl pexkmuma EXEC

3HayeHue/3HayeHue

Aeiicmeue
o ymon4aHuwo

KomaHda

clear counters - C6poc CTaTUCTUKM AnA Bcex MHTepdencos.

clear counters {oob | giga- C6poc cTaTUCTUKM Ana nHTepdeiica.
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan

vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

AKTMBMPYET NOPT UK FPYNNY NOPTOB, BbIKNHOUYEHHbIX KOMaHAO0M
shutdown.

set interface active {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKa3aTb CBOAHYIO MHPOPMALMIO O COCTOAHUM, HACTPOLKe U
CTaTUCTUKe nopTa.

show interfaces {giga-

bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

port-channel group} group: (1..48)

show interfaces configura- MoKa3aTb KOHGUTYpaLMIO MHTEpPdENCOoB.
tion {oob | gigabitethernet gi_port: (1..8/0/1..48);

gi_port | tengigabitether- te_port: (1..8/0/1..24);

net te_port | fortygiga- fo_port: (1..8/0/1..4);

bitethernet fo_port | port- group: (1..48)

channel group | detailed}

show interfaces status — MoKasaTb COCTOAHUE BCEX MHTEPdENCOoB.
show interfaces status {oob MokasaTtb cocToaHue Ethernet-nopTa, rpynnbl NOpToB.
| gigabitethernet gi_port | gi_port: (1..8/0/1..48);

tengigabitethernet te_port te_port: (1..8/0/1..24);

| fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port | port-channel group: (1..48)

group | detailed}
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show interfaces advertise

MokasaTb NapamMeTpbl aBTOCOI/1acoOBaHWA, 06bABIEHHbIE AN BCEX
WHTepdelicos.

show interfaces advertise
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3aTb NapameTpbl aBTOCOI/1aCOBaHMA, 06bAB/EHHbIE ANA
Ethernet-nopTa, rpynnbl nopTos.

show interfaces description

MoKasaTb onncaHua Bcex MHTepdencos.

show interfaces description
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb onucaHue Ethernet-nopTa, rpynnol NopTos.

show interfaces counters

MoKasaTb CTaTUCTUKY 414 BCeX UHTepdeiicos.

show interfaces counters
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id | detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

MoKa3aTb CTAaTUCTUKY ANA UHTepdelica.

show interfaces utilization

MoKas3aTb CTaTUCTUKY MO HArpysKe As1A Bcex MHTepdencos.

show interfaces utilization
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb CTaTUCTUKY MO Harpyske ans Ethernet-untepdeiica.

show interfaces mtu {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | loopback loop-
back_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback-id: (1..64);
vlan_id: (1..4094)

MokasaTtb HacTpoliky MTU ansa uHtepdeiica

show ports jumbo-frame

MokasaTtb HacTpoliKy jumbo-frames B KOommyTaToOpe.

show errdisable recovery

MoKasaTb HaCTPOMKM ANA aBTOMATUUYECKOM NOBTOPHOM aKTUBaLMK
nopra.

show errdisable interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKa3aTb NPUYMHY OTK/IHOYEHUA NOPTa, FPYNMbl MOPTOB U
COCTOAIHWE aBTOMATUYECKOM aKTUBALLMMK.

show hardware profile
portmode

MoKa3aTtb pexxum noptos XLG1-XLG4.

V | KomaHga gocrtynHa Tonbko ana MES5324.

[pumepsi 8biM0AHEHUS KOMAHO

= [loKasaTb COCTOAHME UHTEPdENCOoB:

console# show interfaces status

Mdix
Port Type
Mode Port Mode

Duplex

Speed Neg

Flow Link Uptime Back

ctrl State (d,h:m:s) Pressure
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gil/0/1 1G-Copper - - - -— Down - -
-- Access
gil/0/2 1G-Copper - - - -- Down -- -
-= Access
gil/0/3 1G-Copper - - - -- Down -- -
-= Access
gil/0/4 1G-Copper - - - -- Down -- -
-= Access
gil/0/5 1G-Copper - - - -- Down -- -
-= Access
gil/0/6 1G-Copper - - - -- Down -- -
-= Access
gil/0/7 1G-Copper - - - -- Down -- -
- Access
gil/0/8 1G-Copper - - - -- Down -- -
- Access
gil/0/9 1G-Copper - - - -- Down -- -
- Access
gil/0/10 1G-Copper - - - -- Down -- -
- Access
gil/0/11 1G-Copper -= -= - --  Down - --
- Access
gil/0/12 1G-Copper -= -= - --  Down - --
- Access
gil/0/13 1G-Copper - - - -- Down -- -
- Access
gil/0/14 1G-Copper -= -= - --  Down -= --
-- Access
gil/0/15 1G-Copper - - - -- Down - -
-- Access
gil/0/16 1G-Copper - - - -- Down - -
-- Access
gil/0/17 1G-Copper - - - -- Down - -
-- Access
gil/0/18 1G-Copper - - - -- Down - -
-- Access
gil/0/19 1G-Copper - - - -- Down - -
-- Access
gil/0/20 1G-Copper - - - -- Down - -
-- Access
gil/0/21 1G-Copper - - - -- Down - -
-- Access
gil/0/22 1G-Copper - - - --  Down - --
-- Access
gil/0/23 1G-Copper - - - --  Down - --
-- Access
gil/0/24 1G-Copper - - - --  Down - --
-- Access
tel/0/1 10G-Fiber Full 10000 Disabled Off Up 00,04:37:36 Disabled
Ooff Trunk
tel/0/2 10G-Fiber Full 10000 Disabled Off Up 00,04:37:10 Disabled
Ooff Trunk
tel/0/3 10G-Fiber - - - -- Down - --
-- Access
tel/0/4 10G-Fiber -- -- - --  Down -— --
-- Access

Flow Link

Ch Type Duplex Speed Neg control State
Pol -= -- -- -= Not Present
Po2 -= - - -= Not Present
Po3 -= -- -- -= Not Present
Po4 - - - -= Not Present
Po5 -= -- -- -= Not Present
Po6 -= -- -- -= Not Present
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Po7 -= - - - -= Not Present
Po8 — - - -— -= Not Present
Po9 - - - - -— Not Present
Pol0 — - - -— -= Not Present
Poll — - - -— -= Not Present
Pol2 - - - - -— Not Present
Pol3 — - - -— -= Not Present
Pol4 -= - - - -= Not Present
Pol5 — - - -— -= Not Present
Pol6 — - - -— -= Not Present

MokasaTb CBOAHYIO MHPOPMALIMIO O COCTOAHMM, HACTPOMKe M cTaTucTMKe Ethernet-nopra (pexum

OoTObparkeHUs CTaTUCTUKM KnaccuduKaumm Tpadumka):

console# show interfaces TengigabitEthernet 1/0/1

tengigabitethernetl/0/1 is down (not connected)
Interface index is 1

Hardware is tengigabitethernet, MAC address is a8:f9:4b:fd:00:41

Description: ME5100 erl 17.161 te 0/0/1
Interface MTU is 9000

Link is down for 0 days, 0 hours, 3 minutes and 28 seconds

Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s

0 packets input, 0 bytes received
broadcasts, 0 multicasts
input errors, 0 FCS, 0 alignment
oversize, 0 internal MAC
pause frames received
packets output, 0 bytes sent
broadcasts, 0 multicasts
output errors, 0 collisions

eNeoNololoNoNoNoNe)

pause frames transmitted

(@]

excessive collisions, 0 late collisions

symbol errors, 0 carrier, 0 SQE test error

Output queues: (queue #: packets passed/packets dropped)

1: 0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

O J oUW

lMoKa3aTb NapameTpbl aBTO-COr/1IaCOBAHMUA:

console# show interfaces advertise

Neg Preferred
Disabled --
Disabled -—
Disabled --
Disabled -—

Disabled -—
Disabled -=
Enabled

Port Type
tel/0/1 10G-Fiber
tel/0/2 10G-Fiber
tel/0/3 10G-Fiber
tel/0/4 10G-Fiber
fol/0/3 40G-Fiber
fol/0/4 40G-Fiber
gil/o/1 1G-Copper
Pol -
Po2 -
Po8 -

Enabled
Enabled
Enabled

Slave
Slave
Slave

Operational Link Advertisement
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Oob Type Neg Operational Link Advertisement
oob 1G-Copper Enabled 1000f, 100f, 100h, 10f, 10h
= [lokasaTb CTaTUCTMKY MO UHTepdelicam:
console# show interfaces counters
Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0
Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0
OOB InUcastPkts InMcastPkts InBcastPkts InOctets
oob 0 13 0 1390
0O0B OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
oob 3 616 0 39616
- [MokasaTb CTaTUCTUKY NO rpynne KaHanos 1:
console# show interfaces counters port-channel 1
Ch InUcastPkts InMcastPkts InBcastPkts InOctets
Pol 111 0 0 9007
Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
Pol 0 6 3 912

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: O
Multiple Collision Frames: O
SQE Test Errors: O
Deferred Transmissions: 0
Late Collisions: 0
Excessive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
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Symbol Errors:
Received Pause Frames: 0
Transmitted Pause Frames: 0

= [lokasaTb HacTpolKy jumbo-frames B KOmMmyTaTOpE:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnuua 74 — OnucaHue cYeTYMKoB

Cuemyuk OnucaHue
InOctets Konnuectso NpuHATLIX 6alTOB.
InUcastPkts KonnyectBo NPUHATBLIX 04HOAAPECHbIX NAaKeToB.
InMcastPkts Konnyectso NPMHATLIX MHOTOAAPECHbIX MAaKeToB.
InBcastPkts KonnyectBo NPUHATBIX WMPOKOBeELLATebHbIX NAaKeTOB.
OutOctets Konnuectso nepeaaHHbIX 6aiToB.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAKETOB.
OutMcastPkts Konnyectso nepefaHHbIX MHOTOaApeCcHbIX MaKeToB.
OutBcastPkts Konnyectso nepefaHHbIX LWMPOKOBELLLATE/IbHbIX MAaKeTOB.

Alignment Errors

Konunyectso NpuHATLIX GperiMOoB C HapyLIEHHOM LeNIOCTHOCTLIO (C KOIMYECTBOM
6aliT He COOTBETCTBYOLWNM AJIMHE) U HE NPOLLEALINX NPOBEPKY KOHTPOIbHOWM
cymmbl (FCS).

FCS Errors

Konnyectso NpuHATLIX GPernMoB C KONIMYECTBOM 6aiT, COOTBETCTBYIOLWMM AJNHE, HO
He NpoLeALnX NPoBePKY KOHTPOAbHOM cymmbl (FCS).

Single Collision
Frames

Konnuectso ¢ppeimoB, BOBNEUYEHHbIX B €AMHUYHYIO KOMIU3UIO, HO BNOCAEACTBUM
nepesaHHbIX yCneLwHo.

Multiple Collision
Frames

Konnuyectso d)peﬁMOB, BOBJ/IeYEHHbIX bonee yem B OAHY KONAnU3nto, HO BnocneAa-
CTBMU NepeaHHbIX ycnewHo.

Deferred Transmis-
sions

Konnyectso ¢peiimoB, 418 KOTOPbIX NepBas NonbITKa nepeaaymn oT10XKeHa 13-3a 3a-
HATOCTW cpeabl nepeaaqn.

Late Collisions

Konunuectso cnyyaes, Koraa Konnmsma sadmMKcMpoBaHa Nocsie Toro, Kak B KaHan
CBA3M yKe bblan nepenaHbl nepsble 64 6aiT (slotTime) nakera.

Excessive Collisions

Konnuectso ¢ppeimoB, KOTopble He Hbliv NepesaHbl M3-3a M3ObITOYHOIO KO/IMYecTBa
KONNU3UNA.

Carrier Sense Errors

Konunyectso ciiyyaes, KOrga coCToAHME KOHTPOAA HecyLllei 6bi10 NoTepaHo, MMbo He
YTBEP)KAEHO NPU NONbITKe Nepegauun pperima.

Oversize Packets

Konnuectso NpMHATLIX NAKETOB, pasMep KOTOPbIX NMPeBbIAeT MaKCMMaslbHbIl pas-
pelleHHbI pasmep dpelima.

Internal MAC Rx
Errors

Konunyectso ¢pperimos, KOTopble He HbIAN NPUHATbI YCNELWHO U3-3a BHYTPEHHEN
owmnbKKM npuema Ha yposHe MAC.
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Symbol Errors

Onsa nutepdeiica, pabotatowero B pexkmume 100M6/c — KONMYECTBO Cayyaes, Koraa
MMENCA HeAONYCTUMbIN CUMBOA AAHHbIX, B TO BPEMA KaK NPaBU/IbHasA HecyLwan

6bina npeacraBaeHa.

[na vHuTepdelica, paboTatoliero B noayaynnekcHom pexkume 1000M6/c — Konnye-
CTBO C/ly4aeB, KOraa cpeacTsa Nnpuema 3aHATbl B TeYeHUEe BPeMeHU, PaBHOMY NN
6o0/bLeMY Yem pasmep cnoTa (slotTime), n B Te4eHME KOTOPOro MMENOCh XOTA Bbl
04HO cobbiTne, KoTopoe 3acTasaseT PHY BbigaBaTb oWMBKY npvema gaHHbix (Data
reception error) nav ownbky Hecywel (Carrier extend error) Ha GMII.

[na vuTepdelica, paboTatollero B NoJHOM AynaeKcHoM pexxume 1000M6/c — Ko-
JIMYeCTBO CNy4aeB, Korga cpeactsa NpMema 3aHATbl B TeYeHMe BpeMeHU, paBHOMY
nnun 6osbliEMY YEM MUHUMANbHBIM pasmep ¢perma (minFrameSize), n B TeueHne
KOTOPOro MMenocb XxoTs 6bl 0AHO cobbITUE, KOTOPOE 3acTasaseT PHY BbligaBaTh
oLWKMBKY NprMema AaHHbIx (Data reception error) Ha GMII.

Received Pause
Frames

Konunyectso npuHaTbix ynpasastowmx MAC-ppeiimos ¢ kKogom onepaummn PAUSE.

Transmitted Pause
Frames

Konnuectso nepegaHHbix ynpasnstowmx MAC-dpelimos ¢ Kogom onepaumm PAUSE.

5.10.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgeiicoe

KomaHObI pexcuma 2a0baab6HoU KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume r1ob6asibHOMN KoHdUrypaumm:

console (config) #

Tabnuua 75 — KomaHab! pexxkmma rnobanbHoOn KoHUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4YaHuo

Aelicmeue

vlan database

MepeliTn B pexxmm KoHourypaumm VLAN

vlan prohibit-internal-usage
{add VLANIist | remove
VLANIist | except VLANIist |
none}

VLANIist: (2..4094)

- add — go6asuTb ykasaHHble VLAN ID B nepeyeHb 3anpeLueH-
HbIX 419 BHYTPEHHEro UCMo/ib30BaHUS;

- remove — yaanuTb yKasaHHble VLAN ID 13 nepeyHAa 3anpe-
LLIeHHbIX 1A BHYTPEHHEro MCnoab30BaHus;

- except — f06aBUTb B NepeyeHb 3anpeLLeHHbIX AN BHYTPeH-
Hero ucrnonb3osaHua Bce VLAN ID, 3a UCKAOYEHMEM YKa3aHHbIX
B Ka4yecTBe NapameTpa;

- none — ouncTuTb nepeyeHb VLAN ID, 3anpeLLeHHbIX 418 BHYT-
peHHero Mcnosib30BaHuA.

vlan mode {basic | tr101}

—/basic

BK/OYMTb BO3MOXKHOCTb A06aBfeHNA Ha PpU3NUECKOM UHTEep-
delice B pexume customer cpasy AByX uaeHTUOMKATOPOB
VLAN.

vlan statistics ingress {low |
high}

—/BbIK/IOYEHO

no vlan statistics ingress
{low | high}

BKAtOUMUTL CHOP CTAaTUCTUKKM ANA guana3oHos VLAN:
- low — VLAN 1-2047
- high — VLAN 2048-4094

BbIkntounTb c60p CTaTUCTUKKN ONA YKAa3aHHOIo AMnana3oHa.
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vlan tr101 map inner-vlan
c_vian_id interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no vlan tr101 map inner-
vlan c_vlan_id interface {gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group}

c_vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

CHATb Ha ¢u3nyeckom mHTepdeiice cpasy 2 naeHTUPUKaTopa
VLAN (B pexknme customer), 6a3mnpyrosicb Kak Ha s_vlan_id, Tak
1 Ha c_vlan_id. Mpu atom peicreue BbINOJHAETCA TONbKO ANA
Tpadwmka, uaywero ¢ uHTepdelica, yKasaHHOro B JaHHOWM
HacTpoMiKe.
- c_vlan_id — ngeHTMdMKaLMOHHbIV HOMep BHYTpeHHe VLAN.
- interface — cnucok uHTepdelicoBs, K BXxoaallemy TpaduKy Ko-
TOPbIX BO3MOXHO MPUMEHEHME AAHHOrO npasuaa. [uanasoH
HOMEpPOB UHTEPENCOB MOXKHO 3a4aTb NepeyncieHnem yepes
3anATYylO UM yKa3aTb Haya/lbHOE U KOHEYHOEe 3HaYeHunn auana-
30Ha Yepes gedwuc.

' Ona paboTbl [AHHOM  KOMaHAbl

N HacTpoiika pexuma «vlan mode tr101».

Heobxoguma

Ypanute npasuno.

KomaHObl pexcuma KoHguaypayuu VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHdurypaumm VLAN:

console# configure
console (config)# wvlan database
console (config-vlan) #

[aHHbIV pexxnum OoCTyneH U3 pexunma rnobasbHon KoHGUrypaLmm 1 npegHasHayeH ana 3agaHna

napameTpoB KoHPurypaumm VLAN.

Tabnnua 76 — KomaHabl pexmma KoHourypauum VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cMMBONIA

[o6asutb VLAN nan Heckosibko VLAN.

Ypanntb VLAN naun Heckonbko VLAN.

map protocol protocol [en-
caps] protocols-group

group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb MPOTOKO K rpynmne NpoTOKO/10B, aCCOLMMPOBAHHbIX
BMmecTe.

YpanuTb NpuBAsKy.
*— Homep npoTokona (16 6uT).

map mac mac_address
{host | mask} macs-group
group

no map mac mac_address
{host | mask}

mask: (9..48)

Mpueasate MAC-agpec unm gnanasoH MAC-azpecoB Mo macke K
rpynne MAC-aapecos.

YpanuTtb NpuBA3KY.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KoHpurypaumm nHtepderica VLAN:

console# configure
console (config) # interface {vlan vlan id | range vlan VLANIist}
console (config-if) #

[aHHbIN pexum AOCTYMeH U3 perrMma KoOHOUrypaumm v npegHasHaydeH Ansa 3afaHusa napameTpos
KoHduUrypaummn nutepoeica VLAN nnbo grmanasoHa nHTepdencos.

Bbibop MHTepdeica ocyLwecTBASETCA NPU NOMOLLM KOMaHAbI:

interface vlan vian id

Bbibop AnanasoHa MHTePPENCOB OCYLLECTBAAETCA NPU NOMOLLM KOMaHAbI:
interface range vlan VLANIist

Huxke npuBeaeHbl KOMaHAbl 418 BXO4A B PEXMM HAcTpoiku mHTepdeinca VLAN 1 n Bxoga B perrum
HacTpoiku rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan !

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if)#

Tabnuua 77 — KomaHgbl perkmma KoHourypaumm nitepoeiica VLAN

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda HAelicmeue

name name name: (1..32) [Oo6asnTb uma VLAN.

no name CMMBO/I0B/UMA YCTaHOBWTb 3HaYEHME MO YMOHAHUIO.
COOTBETCTBYET HOMEpPY
VLAN

KomaHOwbi1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnel nopmos

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHurypaumm nntepoeliica Ethernet, nHtepodeica
rpynnbl NOPTOB:

console# configure
console (config) # interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | oob | port-channel

group | range {..}}
console (config-if) #

[aHHbIN pexum JOCTyneH U3 pexkMma KoHOUrypauum M npegHasHaveH ANs 334aHus NapameTpos
KOHdUrypaumm nHtepdeiica (nopTa KOMMYTaTOpa UAK FPYNMbl NOPTOB, PAbOTAIOWMX B PEXUME pasaesieHns
Harpysku), inbo granasoHa MHTepdencos.
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MopT MoXKeT paboTaTb B YETbIPEX PEKMMAX:

— access — vHTepdelic gocTyna — HeTermpoBaHHbI UHTepdelic ana ogHon VLAN;
—  trunk — wvHTepdenc, NPUHUMaIOLLMIA TOIbKO TErMPOBaHHbIA TPadUK, 3a UCKAOYEHUEM Of-
Horo VLAN, KOTopbI MOXKeT 6biTb 06aBieH ¢ MoOMOLbIO KOMaHAbl switchport trunk native

vlan;

— general — vHTepdelic ¢ nonHol noaaepKkoi 802.1q, NPMHUMAET KaK TErMPOBaHHbIN, TaK U
HeTerMpoBaHHbIV TpaduK;
— customer — Q-in-Q uHTepdeiic.

Tabnmua 78 — KomaHabl pexkmuma KoHpurypaumm uHtepoeiica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3apaTb perxmum paboTtbl nopta B VLAN.
- mode — pexum pabotbl nopta B VLAN.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nHtepdeiica goctyna.
- vlan_id — naeHTMduKaumMoHHbIn Homep VLAN.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

switchport general accepta-
ble-frame-type {untagged-
only | all}

—/npuUHMMaTh BCe
TUnbl Gpernmos

MprHUMaTb Ha nHTepdelice ToNbKO Gperimbl onpeaeseHHOro
TMNa:

- untagged-only — TONbKO HETErMPOBAHHbIE;

- all — Bce pperimbl.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnucok VLAN ana nutepoeiica.

- vlan_list — cnucok VLAN ID. inana3oH Homepos VLAN MOXKHO
3a/aTb NepeyncneHrem Yyepes 3anATylo AN YKa3aTb Ha4yaibHOE U
KOHEYHOe 3HayeHus granasoHa Yepes gedpuc "-".

Ypanute cnucok VLAN gns untepdeliica.

switchport trunk native
vlan vian_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

Jobasnaet Homep VLAN B Kayectse Default VLAN gns gaHHoro
nHTepodelica. Becb HeTerMpoBaHHbIM TpaduK, NOCTyNAOLWLMIA Ha
OaHHbIM NopT, onpeaenserca B AaHHyto VLAN.

-vlan_id — npeHTMdUKaLMOHHbIN Homep VLAN.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN gna nntepdeiica.

- tagged — nopt byaeT nepesasaTb TErMPOBAHHbIE NAKETbI ANA
VLAN;

- untagged — nopT 6yaeT nepefaBaTb HETErMPOBAHHbIE NAKETbI
ana VLAN.

- vlan_list — cnucok VLAN ID. inana3oH VLAN MOXHO 334aTb
nepeyncieHMem Yepes 3anaTyro UM YKasaTb HayasbHOE U
KOHeyHoe 3HayeHus guanasoHa yepes geduc "-".

Yaanute cnucok VLAN ans uHtepoelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 —
ecnu ycraHosneH VLAN
no YyMON4YaHuUIo

Ho6asutb ngeHtndukatop VLAN nopra (PVID) ans ocHoBHOro
WHTepodelica.
-vlan_id — naeHTMounKaumMoHHbIn Homep VLAN nopTa.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.

switchport general in-
gress-filtering disable

no switchport general in-
gress-filtering disable

—/bunbTpauus
BK/IIOYEHA

BbIKNOUNTL ANA OCHOBHOTO MHTepdenca GUabTpaL Mo BXOAALLMX
NakeToB Ha OCHOBe NPMUCBOEHHOro um 3HaveHma VLAN ID.

BKAtOUMTb ANA OCHOBHOTO UHTepdelica GUNbTPaLMIO BXOAALLMX
NakeToB Ha OCHOBE NPUCBOEHHOro Um 3HadyeHuna VLAN ID.

Ecnun dunbTpauma BKAOYEHA, M NAKeT He BXxoauT B rpynny VLAN c
NPUCBOEHHbIM NakeTy 3HayeHnem VLAN ID, To nakeTt
oTbpacbiBaeTcA.
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switchport general accepta-
ble-frame-type {tagged-
only | untagged-only | all}

no switchport general ac-
ceptable-frame-type

—/npuHMMaTh BCe
TMNbl Gpeimos

MpUHUMaTbL Ha OCHOBHOM MHTepdece ToNbKO dperimbl
onpeaeneHHoro TMna:

- tagged-only — TonbKO TerMpoBaHHble;

- untagged-only — To/NbKO He TerMpoBaHHbIe;

- all — Bce pperimbl.

MpWHUMaTbL Ha OCHOBHOM MHTepdeiice Bce TUNbI GPerimoB.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHOBUTL Npasuio knaccudurkaumm VLAN ana nHtepdeiica,
OCHOBAHHOE Ha NPMBA3KE K NPOTOKOAY.

- group — MAeHTUOUKALMOHHBIV HOMep Fpynnbl;

-vlan_id — npeHTMduUKaLMoHHbIN Homep VLAN.

Y4anuTb NpaBuao KnaccuduKkaumm.

switchport general map
macs-group group vlan
vlan_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHOBUTL Npasuio knaccudumraumm VLAN ana nHtepdeiica,
OCHOBaHHOe Ha npueAaske K MAC-agpecy.

- group — MAeHTUOUKALMOHHBIM HOMep rpynnbl;

- vlan_id — naeHTMduKaumMoHHbIn Homep VLAN.

Y4anuTb NpaBuao Knaccudurkaumu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHOBUTL Npasuio knaccudumraumm VLAN ana nHtepdeiica,
OCHOBaHHOE Ha NPUBA3KE K MPOTOKOY.

- group — NaeHTUOUKAUMOHHbI HOMEP FPynnbl;

- vlan_id — naeHTMduKaumMoHHbIn Homep VLAN.

Y4anutb NpaBuao Knaccudurkaumu.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq
ethertype egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1q VLAN-Terax nakeTos,
NCXOAALMX C AaHHOTO UHTepdeiica.
[onyctumble 3HaueHus EtherType cm. NMpunokeHue B.
. NoapepkuBaemblie 3HaueHus Ethertype.

3ameHuTb ethertype NCXoAsALLero ¢ MHTepdeiica naketa Ha
3Ha4YeHne No YyMONYaHMIO.

switchport dotlq ethertype
ingress stag add ethertype

switchport dotlq ethertype
ingress stag remove
ethertype

ethertype: (1..ffff)
(hex)

[o6asutb TPID B Tabanuy knaccupukatopos VLAN.
[Jonyctumble 3HaueHua EtherType cm. MpunokeHue B.
Moaaep:knsaemole 3HaueHus Ethertype.

Yaanute TPID 13 Tabauubl knaccudukatopos VLAN.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer
vilan

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeNbCcKoro MHTepdeica.
- vlan_id — naeHTMonKaumMoHHbIN Homep VLAN.

[06aBuUTb K BXOAALMM HETEFMPOBAHHbLIM NaKeTaM Ha KJIMEHTCKOM
nopTy BHyTpeHHUI 802.1q 3aronosok — C-VLAN (inner-vlan) u
BHewWwHMI 802.1q 3aroNoBOK, coaepKawmin pvid 4ONONHUTENBHON
VLAN (S-VLAN).
Ana paboTtbl 3TOM KOMaHAbI HEO6X0AMMO BK/IIOYUTD
. rno6anbHo pexxum «vlan mode tr101».

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

switchport customer mul-
ticast-tv vlan add vian_list

switchport customer mul-
ticast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelwaeT npMHMMaTb MHOTOaAPECHbIN TPAdUK U3 YKa3aHHbIX
VLAN (He asnatowmxca VLAN nonb3oBaTenbCKoro uHTepoeiica) Ha
HacTpansaeMom UHTepdelice, COBMECTHO € NO/1b30BaATENAMM
LPYrux Nonb30BaTENIbCKMX NOPTOB, MPUHUMAIOLLIUX
MHOroazpecHbiii Tpadumk U3 gaHHbIX VLAN.

- vlan_list — cnucok VLAN ID. inana3oH VLAN MOXHO 3agaTb
nepeyncieHMem Yyepes 3anaTyo UAK YKa3aTb Ha4yabHOE U
KOHEYHOe 3HayeHus gManasoHa Yepes gedpuc "-".

3anpelLaeT NPUHUMaTb MHOFOaAPEeCcHbIN TpaduK Ha
HacTpanBaemom uHTepdelice.
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switchport forbidden vlan 3anpeTuTb AobaBneHne ykasaHHbix VLAN nopTy.
add vian_list . - vlan_list — cnucok VLAN ID. inana3oH VLAN MoHO 3agaTb
vlan_list: (2..4094,
nepeymcieHnem Yyepes 3anaTyto UaK YKas3aTb HavaibHoOe U
all)/sce VLAN "o
KOHeyHoe 3HayeHus ananasoHa yepes gedwuc "-".
- - paspeLleHbl NopTy
switchport forbidden vlan PaspewnTb fobasneHme ykasaHHbix VLAN-noprty.
remove vian_list
switchport forbidden de- 3anpetutb gobasneHune gedontHoi VLAN-noprty.
Mo ymonyanumo
fault-vlan o
- - UYNIEHCTBO B AedONTHOM
no switchport forbidden YCTaHOBUTb 3HaYEHWE NO YMOIYAHUIO.
VLAN pa3pelieHo
default-vlan
switchport protected-port MepeBoAUT NOPT B PEXUM U30NALUN BHYTPU rPynbl NOPTOB.
no switchport pro- — BoccTaHaBMBaeT 3HaYeHME N0 YMONYAHUIO.
tected-port
switchport protected {giga- gi_port: (1..8/0/1..48); | MepesoauT nopT B pexkum Private VLAN Edge. OtmeHseT
bitethernet gi_port | tengi- te_port: (1..8/0/1..24); | mapwpyTusaumio no 6ase gaHHbIX n3yveHHbIx MAC-aapecos (FDB)
gabitethernet te_port | for- fo_port: (1..8/0/1..4); W HampasaseT BeCb OAHOaAPECHbIN, MHOrOaApPeCHbIN U
tygigabitethernet fo_port | group: (1..48) LWMpOKOoBeLLaTenbHbIM Tpaduk Ha uplink-noprT.
port-channel group} Mo ymonyaHuio
no switchport protected ncnonbsyerca OTK/IlO4aeT OTMEHY MapLpyTu3aumm no 6ase AaHHbIX U3yYEeHHbIX
MapuwpyTtusauma no MAC-agpecos (FDB).
6a3e AaHHbIX
n3y4eHHbIx MAC-
aapecos (FDB)
switchport default-vian YCTaHOBUTbL NOPT KakK Ternpytowmii B gedponTtHom VLAN.
tagged
no switchport default-vlan YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
tagged

KomaHOowbl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHONM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnuua 79 — KomaHab! pexxkuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
show vlan — Mokasatb MHopmaumto no scem VLAN.
show vlan tag vian_id vlan_id: (1..4094) MNokaszatb uHpopmauuto no VLAN, nouck no ngeHtduKkaTopy.
show vlan internal usage MNMokasaTtb cnucok VLAN ana BHyTpeHHero ncnosib3oBaHuA
- KOMMYTaTOPOM.
show default-vlan-mem- MokasaTtb cocTtas rpynnbl gedpontHon VLAN.

bership [gigabitether-

net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | de-
tailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnnua 80 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymona4aHuro
show vlan multicast-tv vlan MoKa3aTb NOPTbI-UCTOYHUKU U NPUEMHUKU MHOTOQAPECHOro
vlan_id vlan_id: (1..4094) Tpaduka B gaHHoM VLAN. MNopTbl UICTOYHUKM MOTYT KakK
nepenasaTb, TaK U MPUHUMATb MHOTOAAPECHbIV TpaduK.

show vlan protocols-groups — MoKa3aTb MHGOPMALMIO O rpynnax NPOTOKO/OB.
show vlan macs-groups — Mokasatb nHdpopmaumio o rpynnax MAC-aapecos.
show interfaces switchport MoKa3aTb KoHbUIypauuio nopTa, rPynnbl NOPTOB.
{gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}
show interfaces pro- MoKa3aTb cocToAHWE NOPTOB: B pexkume Private VLAN Edge, B
tected-ports [gigabitether- . rivate-vlan-edge-coobuiecTse.
not o :ort I [tge ﬁgiga_ gi_port: (1..8/0/1..48); | P J W

T te_port: (1..8/0/1..24);
bitethernet te_port | for-

.. fo_port: (1..8/0/1..4);

tygigabitethernet fo_port | }
port-channel group | de- group: (1..48)
tailed]

[pumepbl 8bINOAHEHUS KOMAHO

= [lokasaTb MHPopmauuto o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by
1 1 tel/0/1-24, D
fol/0/1-4,9i1/0/1,
Pol-16
2 2 S
3 3 S
4 4 S
5 5 S
6 6 S
8 8 S

MoKa3aTb NOPTbl UCTOYHUKM U MTPUEMHUKN MHOroagpecHoro Tpadumka B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : tel/1
Receiver ports: te0/2,te0/4,te0/8

= [loKa3aTb MHGOPMALMIO O rPyNMax NPOTOKO/IOB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPv6) Ethernet
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= [loKasaTb KoHbUrypaumio nopta TenGigabitEthernet 0/1:

console# show interfaces switchport TengigabitEthernet 0/1

Added by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, T-Guest VLAN, V-Voice
VLAN

Port : tel/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll

Ingress UnTagged VLAN ( NATIVE ): 1

Protected: Disabled

Port is member in:

Vlan Name Egress rule Added by

1 Untagged
2 Tagged
3 Tagged
4 Tagged
5 Tagged
6 Tagged
8 Tagged
28 Tagged

N ooy Ul WwN
N nnh n n nnnd

Forbidden VLANS:
Vlan Name

Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.10.3 Hacmpolika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonset npousBoAWUTb pasrpaHuyeHne Tpaduka Ha BTOPOM
yposHe mogenu OS| mexay nopTamm KOMMYTATOpa, KOTOpPble HaxoA4ATCA B O4HOM LUMPOKOBELLATE/IbHOM
JOoMeHe.

— Ha kommyTatopax moxKeT bbITb CKOHGUIyprpoBaHo Tpu Tuna PVLAN nopTos:

— promiscuous —nopT, KOTOPbIA cnocobeH obMeHNBATLCA AaHHBIMU MeXAay NtobbiMK
nHTepdelicamm, Bkatoyas isolated n community noptel PVLAN;

— isolated — nopT, KOTOPbIN NONHOCTBIO U30/IMPOBAH OT APYrMX NOPTOB BHYTPU OA4HOO
n Toro Xe PVLAN, Ho He oT promiscuous noptos. PVLANbI 610KNpYIOT Becb Tpaduk,
NayLWwmi B CTOPOHYy isolated nopToB, Kpome TpaduKa CO CTOPOHbLI Promiscuous NOPTOB.;
nakeTbl CO CTOpPOHbI isolated nopToB MOryT nepefaBaTbCA TOJbKO B CTOPOHY
promiscuous NOpToB;

— community — rpynna nopTos, KOTOPbIe MOFYT 0OMeHMBATLCA AAaHHbIMU MexXay cobol
W promiscuous nopTamu, 3T MHTepdencbl oTAeNeHbl HAa BTOPOM ypoBHe mozenun OSI
OT BCEeX OCTa/IbHbIX community nHTepdelicos, a Take isolated noptos BHyTpM PVLAN.
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Mpouecc BbINOAHEHUA GYHKUMU OOMNOJAHUTENLHOrO pasAeneHusa NOpPTOB C MOMOLLbIO TEXHOAOTUK
Private VLAN npegctasneH Ha pucyHke 49,

Promiscuous ports

=0

Trunk ports
VLAN 100 VLAN 100
Switch A Switch B
E I
VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 49 — Mpumep paboTbl TexHonornm Private VLAN

Bua 3anpoca KOMaHAHOM CTPOKK B pexkume KoHdurypauum nutepdeitca Ethernet, nurepdeiica Vian,
nHTepdelica rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..} | vlan vlan id}

console (config-if) #

Tabnnua 81 — KomaHapl pexunma KoHdurypaumm nHtepdelica Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

switchport mode private-
vlan {promiscuous | host}

no switchport mode

3apaTb pexkum paboTsl nopta B VLAN.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

switchport mode private-
vlan trunk {promiscuous |
secondary}

no switchport mode pri-
vate-vlan trunk

3agatb pexkum pabotbl nopta B VLAN Trunk.

YCTaHOBWTb 3HaYeHMe MO YMOJTHaHUIO.

switchport private-vlan
mapping [trunk] pri-
mary_vlan add second-
ary_vlan

primary_vlan:

switchport private-vlan
mapping [trunk] pri-
mary_vlan remove second-
ary_vlan

(1..4094);
secondary_vlan:
(1..4094)

no switchport private-vian
mapping

[o6aBnTb OCHOBHYIO 1 BTopocTeneHHble VLAN Ha promiscuous
MHTepodenc.
Jﬁ" Ha oauH promiscuous-uHtepdeiic Henb3a A06aBUTb
/
S

6onblue ogHoi primary vlan.

Ypanutb BTopocTeneHHble VLAN Ha promiscuous nHTepdeiic.

Ypaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.
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switchport private-vlan
hostassociation pri-
mary_vlan secondary_vilan

no switchport private-vlan
host-association

primary_vlan:
(1..4094)
secondary_vlan:
(1..4094)

[o6asuTb primary u secondary vlan Ha host nHtepdeiic.
/1 Ha opuH host-untepdeiic Henbsa pobaeutb Gonble
opHou secondary vlan.

Ynanutb OCHOBHYO 1 BTopocTeneHHble VLAN.

switchport private-vlan as-
sociation trunk pri-

primary_vlan:

[o6aeutb primary un secondary vlan Ha trunk-secondary
MHTepoeic.

mary_vlan secondary_vlan (1..4094) Ha oguH trunk-secondary unrepdeiic Henb3sa gobasutb
secondary_vlan: 6onblie oaHoit secondary vlan.
no switchport private-vian (1..4094) YAanuTb 0OCHOBHYHO M BTOopocTeneHHble VLAN.
association trunk
switchport private-vlan [o6aBuTb Ha PVLAN Trunk-untepdeiic VLAN, He y4aBcTBYOLLYIO B
trunk allowed vlan add PVLAN.
vlan
vlan: (1..4094)

switchport private-vlan
trunk allowed vlan remove
vlan

Ypanutb Ha PVLAN Trunk-untepdeic VLAN, He yyaBcTByiOLLYIO B
PVLAN.

switchport private-vlan
trunk native vlan vian

no switchport private-vlan
trunk native vlan

vlan: (1..4094) / 1

[Oo6asnTb Homep VLAN, He yyascTBytowyto B PVLAN, B KauecTse
Default VLAN ana PVLAN Trunk-uHtepdeiica.

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

Tabanua 82 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BKkntoumTb mexaHu3m Private VLAN 1 3agatb TMN uHTepdelica.

OTKAOYMTb MexaHuM3m Private VLAN.

private-vlan association
[add | remove]

secondary_vlan

[o6asuTtb (yaanuTb) npussasky sTopocteneHHoin VLAN K
OCHOBHOW. HacTpolika npumeHuMma Tonbko ans primary VLAN.

no private-vlan association (1..4094) Yaanutb npusAsky BTopocteneHHol VLAN K OCHOBHO.
[ MakcumanbHoe KonnyecTso BTopocteneHHbix VLAN — 256
MakcumanbHoe Konnyectso community VLAN, KoTopbie MOryT 6bITb acCcOLUMPOBaHbI

c oaHoi ocHoBHOI VLAN — 8.

[Mpumep Hacmpolku uHmepagelicos Kommymamopa Switch A (pucyHok 49 — pumep pabomel mex-

Hoso2uu Private VLAN)

e promiscuous nopT — interface gigabitethernet 1/0/4
e isolated nopt — gigabitethernet 1/0/1
e community nopt — gigabitethernet 1/0/2, 1/0/3.

exit
1

exit

interface gigabitethernet 1/0/1
switchport mode private-vlan host
description Isolate

switchport forbidden default-vlan
switchport private-vlan host-association 100 201

interface gigabitethernet 1/0/2
switchport mode private-vlan host
description Community-1
switchport forbidden default-vlan
switchport private-vlan host-association 100 202
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interface gigabitethernet 1/0/3
switchport mode private-vlan host
description Community-2
switchport forbidden default-vlan
switchport private-vlan host-association 100 202

exit

|

interface gigabitethernet 1/0/4
switchport mode private-vlan promiscuous
description to Router
switchport forbidden default-vlan
switchport private-vlan mapping 100 add 201-202

exit

|

interface tengigabitethernet 1/0/1
switchport mode trunk
switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2
switchport forbidden default-vlan

exit
|

interface vlan 100
name primary
private-vlan primary
private-vlan association add 201-202

exit

|

interface vlan 201
name isolate
private-vlan isolated

exit
|

interface vlan 202
name community

[Mpumep Hacmpoliku uHmepagelicos npu pabome mexHoao2uu Private VLAN Trunk

e trunk-isolated nopt— gigabitethernet 1/0/1
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3
e trunk-promiscous nopt — interface gigabitethernet 1/0/4

interface gigabitethernet 1/0/1
switchport mode private-vlan trunk secondary
description Trunk-Isolated
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit
|
interface gigabitethernet 1/0/2
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit
|
interface gigabitethernet 1/0/3
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit
|

interface gigabitethernet 1/0/4
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switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan
exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

|

interface vlan 201

name isolate

private-vlan isolated
exit

|
interface vlan 202

name community

private-vlan community

5.10.4 Hacmpolika uumepgelica IP

IP-uHTEepdenc co3gaétca npu HasHadeHun |P-agpeca Ha nwobot U3 MHTepdencoB YCTPOMCTBA
gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, port-channel nnu vlan.

Bupg, 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPurypaumm nHtepdeica IP.
console# configure

console (config)# interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexknm A0CTynNeH U3 pexkuma KoHOUrypauum M npegHasHaveH ANs 3a4aHuA NapameTpos
KoHduUrypaummn nutepdeiica IP.

Tabnnua 83 — KomaHabl pexkmma KoHourypauum uHtepdelica IP

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

directed-broadcast BkntoyaeT ¢pyHKumio nepesoaa IP directed-broadcast nakerta B
CTaHAAPTHbIN LWMPOKOBELLATeNbHbI NaKeT U pa3peLlaert
nepegayy Yepes BbibpaHHbIN MHTepdelic.

3anpewaeT TpaHcnaumio IP directed-broadcast naketos.

—/BbIK/IIOYEHO

no directed-broadcast
helper-address ip_address

BkntoyaeT nepeagpecaumio wnpokoseluatenbHolx UDP-nakeTos
Ha onpezeneHHbIN agpec.
- ip_address — |P-afpec Ha3Ha4YeHUs, Ha KOTOpbI ByayT

ip_address: A.B.C.D
nepeHanpasaATbCA MNaKeTbl.

no helper-address ip_ad-

OTKANtoYaeT nepeagpecaunto WnpokosewatenbHbix UDP-nakeTos.

dress

ip irdp Pa3peluaeT paccbiiky aHoOHcoB npoTokona IRDP (ICMP Router
—/BKAOYEHO Discovery Protocol).

no ip rdp OTKANIOYaEeT PacCbliKy aHOHCOB.
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[pumepbl 8bINOAHEHUS KOMAHO

= Bratountb dyHKUMIO directed-broadcast:

console# configure

console (config)# interface PortChannel 1
console (config-if)# ip address 100.0.0.1 /24
console (config-if)# exit

console (confiqg)# interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.11 Selective Q-in-Q

JaHHas GyYHKUMSA NO3BOMSIET Ha OCHOBE CKOHQPUIYPUPOBAHHbLIX MpPaBui GUAbLTPALUM MO HOMEpPam
BHyTpeHHMX VLAN (Customer VLAN) npoussoamnTb aob6asneHune sHewHero SPVLAN (Service Provider’s VLAN),
noameHaTb Customer VLAN, a TakxKe 3anpewartb NpoxoxaeHune Tpaduka.

[na ycTponcTea co34aeTca CUCOK NPaBua, Ha OCHOBaHMM KOTOPOTro byaeT obpabaTtbiBaTbcA TpadpuK.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelticos) Ethernet u Port-Chan-
nel

Bua 3anpoca KOMaHAHOW CTPOKM perkMma KoHOUrypaLumm nHTepoeiica KoHdpurypauum:

console# configure

console (config) # interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..1}

console (config-if)#

Tabnuvua 84 — KomaHgbl perkmma KoHourypaumm nHtepdeiica (guanasoHa nHtepoeincos) Ethernet

3Ha4yeHue/3HayeHue
Mo yMOMYaHUIO

KomaHoa HAelicmeue

selective-qinq list ingress
add_vlan vian_id [in-
gress_vlan ingress_vlan_id]

Co3pgaeT NpaBuio, Ha OCHOBaHMUM KOTOPOTO K BXOZALLEMY
nakeTy ¢ BHelLHel meTKoW ingress_vlan_id 6yaeT pobasnatbes
BTOpas meTKa vlan_id. Ecnv ingress_vlan_id He yKa3biBaTb —
npasuao Byaet NPUMEHATLCA KO BCEM BXOAALLMM NakeTam, K
KOTOPbIM He B6blnn NPUMEHEeHbI Apyr1e npasuna («Npasuao no
YMOYAHMION).

vlan_id: (1..4094)
ingress_vlan_id: (1..4094)

selective-qinq list ingress
deny [ingress_vlan in-
gress_vlan_id]

Co3paert 3anpeLyatoLLee NpaBuIo, Ha OCHOBAaHUW KOTOPOTO
BXOAALLME NaKeTbl C BHEWHeN MeTKol Tera ingress_vlan_id
byayT oTbpacbiBaTeeA. Ecaum ingress_vlan_id He yKa3sbiBaeTca —
6yayT oT6packIBaTbCA BCE BXOAALLME NAKETbI.

ingress_vlan_id: (1..4094)

selective-qinq list ingress
permit [ingress_vlan in-
gress_vlan_id]

ingress_vlan_id: (1..4094)

Co3aaert paspeLuatoLee NPaBuo, Ha OCHOBaHWM KOTOPOTO
BXOAALLMeE NaKeTbl C BHEWHeN MeTKol Tera ingress_vlan_id
byayT nepenasaTbcsa 6€3 usmeHeHuit. Ecau ingress_vian_id He
yKasblBaeTcs — byAyT nepeaaBaTbCs Bce BXOAALLME NaKeTbl 6e3
N3MEHEHWUN.

selective-qinq list ingress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3gaet npasnao, Ha OCHOBaHWM KOTOPOrO BHELLHAA MeTKa
ingress_vlan_id Bxoaawero naketa 6yaeT 3ameHATbLCA Ha
vlan_id. Ecam ingress_vilan_id He yKka3biBaTb — npaBuio byget
NMPUMEHATLCA KO BCEM BXOAALMM NaKeTam.
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no selective-ginq list in-

gress [ingress_vlan vian_id] vlan_id: (1..4094)

Ypanset ykaszaHHoe npasuso selective qging gna sxogawmx
naketos. KomaHaa 6e3 napameTpa «ingress vlan» yaansaer
NpaBu/Io0 NO YMOAYAHUIO.

selective-ginq list egress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3gaeT Npasuo, Ha OCHOBAHWM KOTOPOTO BHELLHAA MeTKa
ingress_vlan_id vcxoaawero naketa 6yaeT 3ameHATbCA Ha
vlan_id.

no selective-ginq list

. . vlan_id: (1-4094)
egress ingress_vlan vian_id

Ypanset cnucok npasua selective ging ans ncxoaawmx nakeTos.

KomaHObI pexcuma KoHguypauyuu uHmepagetica VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexume KoHurypaummn nutepdeiica VLAN:

console (config-if)#

Tabanua 85 — KomaHabl pexkmuma KoHourypaumm nHtepderica Vian

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

KomaHoa

Aelicmeue

ip management outer-vlan
outer_vilan_id

outer_vlan_id: (1-4094)

Co34aTb NpaBMaO 419 YyNpaBAeHUA KOMMYTaTOPOM C MOMOLLbHO

Q-in-Q TpaduKa.

V B kauectBe outer_vlan_id wucnonb3yerca BHewWwHMit
VLAN (S-VLAN). Aina paboTbl AaHHOrO NpaBuaa UHTep-

deiic Vlan (C-VLAN) gonxeH 6biTb B coctoaHum Up.

no ip management

Ypanaet gaHHoe npaBuo.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 86 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show selective-ging

OTobpakaeT cnucok npasun selective ging.

show selective-qinqg inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT0b6parkaeT cNMCOK npasua selective ging ana ykasaHHOro
nopra.

show ip management [vlan

vian_id] vlan_id: (1-4094)

OTobparkaeT CNUCOK NpaBuAa gaa ynpasaeHUs KOMMYTaTOPOM C
nomoupto Q-in-Q TpaduKa.

[Tpumepbl 8bINOAHEHUA KOMAHO.

Co3patb NpaBUIO, HA OCHOBAHMM KOTOPOTO,
HATbCA Ha 10.

console# configure

BHELUHAA MeTKa Bxogsllero nakerta 11 6yaer 3ame-

console (config) # interface tengigabitethernet 1/0/1
console (config-if) # selective-ging list ingress override vlan 10

ingress-vlan 11
console (config-if) # end
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=  (OT06pas3nTb CNNCOK CO3AaHHbIX Npasua selective ging:

console# show selective-ging

Direction Interface Rule type Vlan ID Classification by Parameter

ingress te0/1 override vlan 10 ingress vlan 11

5.12 Storm Control gna pasnnuHoro Tpadpuka (broadcast, multicast, unknown
unicast)

«LlTopm» BO3HUKaeT BCneacTsMe 4pe3mepHOro Koaumdectsa broadcast-, multicast-, unknown unicast-
coobLeHNI, 04HOBPEMEHHO nepeaaBaeMblX Mo CeTU Yepes oAuH NOPT, YTO NPUBOAUT K Neperpyske pecypcos
CeTU 1 NOSIBNEHUIO 3aeprKeK. « LLITopm» MOKeT BOSHUKHYTb MPW HA/IMYMU «3aKO/IbLLOBAHHbIX» CEFMEHTOB B CETU
Ethernet.

KommyTaTop n3mepAaeT CKOpOoCTb MPUHMMAeMOro LWwnpokosewaTte/qbHOro, MHOrFroagpecHoro w
HEN3BECTHOIoO OA4HOAAPECHOIo Tpad)MKa AnAa NopToB C BK/AKOYEHHbIM KOHTPOJIEM LWKWPOKOBELWATE/IbHOIO
«wTopma» n OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBbIWAET 3a4aHHOE MaKCMMa/ibHOE 3Ha4YeHuUe.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol
nopToB:

console (config-if) #

Tabnunua 87 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoan4aHuo
storm-control multicast BK/tOYaeT KOHTPOJ/Ib MHOTOaAPEeCcHOro TpadumKa:
[registered | unregistered] - registered — 3aperncTpuMpoBaHHOro;
{level level | kbps kbps} - unregistered — He3aperncTpMpPoOBaHHOrO.
[trap] [shutdown] - level — 06bem TpadmKa B Npou,eHTax OT NPONYyCKHOM CNOCO6HO-
level: (1..100); CTM uHTEpdeiica;
kbps: (1..10000000) - kbps — obbem TpaduKa.

Mpw 0bHapy»KeHMM MHoroaapecHoro TpadmrKa nHTepdelic mo-
eT 6bITb oTKNtoYeH (shutdown) nnn gobasneHa 3anuch B Xyp-
Han coobuueHwuii (trap).

no storm-control multicast BbIKNtOYaET KOHTPO/Ib MHOFOaAPECHOTO TpaduKa.
storm-control multicast BK/ItOYAET KOHTPO/Ib MHOTOA4PECHOrO TpadumKa:
[registered | unregistered] - registered — 3aperncTpupoBaHHoOro;

{pps pps} [trap] [shutdown] - unregistered — He3aperncTpPMpPoOBaHHOrO.

- pps — KONIMYECTBO NaKeTOB B CEKYHAY.

Mpu 06HapyKEeHUN MHOroaApPeCcHOro TpaduKa nHTepdeinc moxKeT
6bITb OTKAtOYeH (shutdown) nnun gobasneHa 3anuch B XKypHan co-
obueHnit (trap).

pps: (125.. 19531250)

no storm-control multicast BbIK/IO4AET KOHTPOJ/Ib MHOrOaAPecHOro TpaduKa.

storm-control unicast {level BKNtOYaeT KOHTPOJIb HEM3BECTHOTO OAHOAAPECHOro TpaduKa.
level | kbps kbps} [trap] - level — 06bem TpaduKa B NpOLLEHTaX OT MPOMYCKHOM CNOCO6HO-
[shutdown] CTU UHTepodelica;

level: (1..100);

kbps: (1..10000000) | _KPPs — obvem rpaduia.

Mpu 06HapyKeHWM Henm3BecTHOro OLHOAAPECcHOro TpaduKa WH-
Tepdeiic MoxeT 6bITb OTKNtoYeH (shutdown) nnu gobasneHa 3a-
NUCb B }KYpHan cooblueHni (trap).
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no storm-control unicast

BbIK/IOYaET KOHTPO/Ib OAHOAAPECHOro TpaduKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/tOYaeT KOHTPO/Ib HEU3BECTHOFO O4HOAAPECHOrO TpadumKa.

- pps — KONMYECTBO NaKETOB B CEKYHAY.

Mpu 06HapyXeHUM HEeM3BECTHOrO 04HOaAPECHOro TpaduKa MH-
Tepdeiic MoxKeT b6bITb OTKNtoYeH (shutdown) nnu gobasneHa 3a-
NUCb B XKypHan coobuieHunii (trap).

BbIK/IOYaET KOHTPO/Ib OAHOAAPECHOro TpaduKa.

storm-control broadcast
{level level | kbps kbps}
[trap] [shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/ItOYaEeT KOHTPO/Ib LWMPOKOBeLLaTeNbHOro TpaduKa.

- level — 06bem TpaduKa B NPOLLEHTAX OT MPONYCKHOM CNOCO6HO-
T nHTepdeiica;

- kbps — obbem TpadukKa.

Mpn 0bHapyEeHUN LIMPOKOBELLLATENbHOTO TPadMKa MHTEpdENC
MOXeT 6biTb oTKAtoYeH (shutdown) nan gobasneHa 3anucb B
YKypHan cooblueHwnit (trap).

BbIK/IlOYaET KOHTPO/Ib WMPOKOBELLATENbHOIO TpadumKa.

storm-control broadcast
{pps pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BK/ItOYaET KOHTPO/b LIMPOKOBELLATENIBHOTO TpaduKa.

- pPS — KOJIMYECTBO NAKETOB B CEKYHAY.

Mpn 0bHapyeHUN LWMPOKOBeLLLaTeNbHOTO TpaduKa UHTepdeic
MOKeT 6biTb oTKAtoYeH (shutdown) unm pgobasneHa 3anucb B
YKypHan cooblueHwnit (trap).

BbIK/IlOYAET KOHTPO/Ib WMPOKOBELLAaTENbHOIO TpaduKa.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 88 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show storm-control inter-
face [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

Moka3biBaeT KOHPUIYypaLMto GYHKLUU KOHTPONA «WTOpMa» Ans
yKasaHHoro nopta, nmbo Bcex NopTos.

[pumepsi 8biM0AHEHUS KOMAHO

= BK/OYNTb KOHTPOJIb LIMPOKOBELLATENIbHOTO, MHOTO3APECHOro U ogHoagpecHoro TpaduKa Ha 3-m
nHTepoeiice Ethernet. YcTaHOBWTb CKOPOCTb 414 KOHTPOIMpyemoro Tpaduka — 5000 K6/c: ans wn-
poKoBselatenbHoro, 30% nonocbl NPONyCcKaHMA 418 BCEro MHoroaapecHoro, 70% Ans HeM3BeCTHOro

OoAHOaApecHOoro.

console# configure
console (config) # interface TengigabitEthernet 0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if) # storm-control unicast level 70 trap
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5.13 lpynnbl arperayun KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneymBaloT noagep:kky rpynn arperaumm KaHanos LAG B Ko/iMYecTBe COr/IacHO
Tabnuue (cTpoka «Arperauma KaHanos (LAG)»). Kaxaan rpynna noptos AOMXKHA COCTOATb U3 MHTepdeiicos
Ethernet ¢ oaMHaKkoBoOW CKOpOCTbO, paboTatowmx B AyNAeKCHOM pexnme. ObbeamMHeHWe NOpToB B rpynny
YyBENNUYMBAET NPOMYCKHYHO CMOCOBHOCTb KaHafa MeXK 4y B3aMMoAeNCTBYIOWMMM YCTPONCTBAMU M NOBbIWAET
OTKa30yCTOMYMBOCTb. [Pynna nopToB ABASETCA A/19 KOMMYTaToOPa OAHWM NOTMYECKMM NMOPTOM.

YCTpOWCTBO NOAAEPKMBAET ABA pPexkMma paboTbl rpynnbl NOPTOB — CTaTMYecKaa rpynna v rpynna,
pabotatowas no npotokony LACP. Pabota no npotokony LACP onucaHa B COOTBETCTBylOWEM pasaene
KOHUrypaumum.

/ Ecan ana untepdeiica npomsseaeHbl HaCTPOMKK, TO ana aobasneHus ero B rpynny cie-
AYeT BepHYTb HAaCTPOIKM NO YMONUYAHMIO.

[obasneHne nHTepdelicos B rpynny arperalun KaHanoB AOCTYMHO TONbKO B peKMme KoHdUrypauum
nHTepdelica Ethernet.

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if)#

Tabnnua 89 — KomaHapl pexxnma KoHdpurypaumm nHtepodelica Ethernet

Komanda 3HauyeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuio
channel-group group mode [o6asunTb ethernet-uHtepdeiic 8 rpynny nopTos.
mode group: (1..48); - on — pobasuTb NOPT B KaHan 6e3 LACP;
mode: (on, auto) - auto — po6asuTb NOpPT B KaHan ¢ LACP B pexxume «activer.
no channel-group Ypanutb Ethernet-uHtepdeiic 13 rpynnbl nopTos.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console# configure
console (config) #
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Tabnnua 90 — KomaHabl pexkmma rnobanbHo KoHpUrypaumum

Komanda 3HavyeHue/3HavyeHue Leiicmeue
no ymosn4aHuro
port-channel load-balance 3agaeT mexaHn3m 6anaHCMpPOBKM HArpy3Ku ANsA cTpaTerum
{src-dst-mac-ip | ECMP 1 ana rpynnbl arpermpoBaHHbIX NOPTOB.
src-dst-mac | src-dst-ip | - src-dst-mac-ip — mexaHu3m 6anaHCUPOBKM OCHOBbIBAETCA Ha
src-dst-mac-ip-port | MAC-agpece u IP-agpece;
dst-mac | dst-ip | src-mac | - src-dst-mac — mexaHn3m 6anaHCMPOBKM OCHOBBIBAETCA HA
src-ip} [mpls-aware] MAC-agpece;
- src-dst-ip — mexaHu3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha IP-

appece;
- src-dst-mac-ip-port — mexaHn3m 6anaHCcMpPoOBKU
ocHoBblBaeTca HAa MAC-aapece, IP-agpece n TCP-nopTe
—/src-dst-mac-ip Ha3HayeHus;

- dst-mac — mexaHu3m 6anaHcMpoBKKM ocHOBbIBaeTcA Ha MAC-
agpece nony4yarens;

- dst-ip — mexaHn3m 6anaHCUPOBKM OCHOBbIBAETCA Ha IP-
agpece nony4yartens.

- mpls-aware — Bk/oueHue napcuHra L3/L4 3aronoskos
nakeTtos ¢ MPLS-meTKamu gns BCEro ycTpomncTea. AKTyaibHO
TO/IbKO C pexkumamu 6anaHcnposku no L3/L4-3aronoskam
nakerta.

no Port-Channel load-bal-

ance Bo3BpaT K HacTpovikam 6anaHCMPOBKM HaArpy3Ku N0 YMOYAHUIO.

KomaHOobi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnnua 91 — KomaHabl pexkmuma EXEC

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
10 yMoA4aHuio
show interfaces [MoKa3blBaeT UHOpPMaLMIO NO rpynne KaHanos..
group: (1..48) bopmay, Py
port—channel [group]

5.13.1 Cmamuyeckue 2pynnel azpe2ayuu KaHan0e

®yHKuMel ctaTuyeckux rpynn LAG aBnsetca o6begmHeHne HECKObKUX GU3NYECKMX KaHaN0B B OAMH,
YTO MO3BO/IAET YBEANUYUTb MPOMYCKHYI CNOCOBHOCTb KaHana M NOBLICUTb €ro OTKa3oyCTOM4YMBOCTb. A
CTaTUYECKMX FPYNn NPUOPUTET UCMONb30BaHUA KaHAN0B B 06begMHEHHOM MyYKe He 3a4aeTcs.

/ DOna BKNoueHUA paboTbl UHTepdeiica B COCTaBe CTaTUYECKOMW FPynnbl UCNONb3YATE KO-
maHgy channel-group {group} mode on B pexxume KoHdpUrypauum cooTBETCTBYIOLLLETO UH-
Tepdeiica.

5.13.2 lMpomokon azpezayuu KkaHanoe LACP

dyHKumen npotokona Link Aggregation Control Protocol (LACP) aBnseTca o6beanHEHME HECKONbKMX
dU3MYECKMX KaHanoB B OAMH. ArperMpoBaHWe KaHa/NoOB WCMONb3yeTcs A8 YBeJWYEHUA MNPOMYCKHOW
CNOCOBHOCTM KaHana WM NOoBbIWEHWA ero oTkasoyctoiumsocTn. LACP nossonseT nepegasatb TpaduK Mo
06BbegMHEHHbIM KaHaNam B COOTBETCTBMM C 3a4aHHbIMU NPUOPUTETAMU.
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V Ona BKAouyeHuA paboTbl MHTepdelica no npotokony LACP ucnonb3yite KomaHay
channel-group {group} mode auto B pexxume KoHpUrypauum cooTBeTCTBYIOLLErO UHTEP-
deiica.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 92 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumnm

3HavyeHue/3HayeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
lacp system-priority value YcTaHaBAMBAET NPUOPUTET CUCTEMBI.
— value: (1..65535)/1
no |an system-prlorlty YcTaHaBAMBaeT 3Ha4YeHUe no YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if)#

Tabanua 93 — KomaHabl pexxmma KoHourypauum nHtepdelica Ethernet

3HaveHue/3HayeHue .
KomaHda / HAelicmeue
no yMmon4aHuo

lacp timeout {long | short} YcTaHaBAMBaeT aAMUHUCTPATUBHBINM TaliMayT npoTokosa LACP:
Mo ymonyanuio o
- long — anvTenbHOe Bpems TalimayTa;

ncnonb3yercs o
- short — manoe Bpemsa TalimayTa.
- 3HauyeHue long
no lacp timeout YcTaHaBAMBAET 3HAaYEHWE MO YMOAYAHMUIO.
lacp port-priority value YcTaHasnuBaeT npuopuTeT nHtepdeiica Ethernet.
—— value: (1..65535)/1
no lacp port-priority YcTaHaBAMBAET 3HAaYEHWE MO YMOAYAHMUIO.

KomaHOobi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 94 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymMmoa4aHuro
show lacp {gigabitethernet MoKa3sblBaeT nHbopmaumio o npotokone LACP ana untepoerica
gi_port | tengigabitether- Ethernet. Ecnn fononHWTeNbHbIE NapaMeTpbl HE UCMOb3YIOTCA,
net te_port | fortygiga- gi_port: (1..8/0/1..48); To byaeT nokasaHa Bca MHbopmaLms.
bitethernet fo_port} [pa- te_port: (1..8/0/1..24); - parameters — MoKasblBaeT NapaMeTpbl HACTPOMKHK
rameters | statistics | pro- fo_port: (1..8/0/1..4); NpOTOKONa;
tocol-state] - statistics — nokasblBaeT CTaTUCTMKY paboTbl NPOTOKONA;
- protocol-state — nokasbiBaeT cocToAHMe paboTbl NPOTOKONA.

show lacp port-channel group: (1..48) MokasbiBaeT MHGopMauuto o npoTtokose LACP gns rpynnbl
[group] nopToB.
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[pumepbl 8bINOAHEHUS KOMAHO

= Co3patb Nnepsyto rpynny noptos, paboTatolLyto no npotokoay LACP u BKAtovatoLwyto ABa UHTepdelica
Ethernet — 3 n 4. CkopocTb paboTbl rpynnbl — 1000 M6uT/c. YcTaHOBUTL NPUOPUTET CUCTEMbI — 6,
npuoputetbl 12 n 13 gna noptos 3 n 4 COOTBETCTBEHHO.

console# configure
console (config) # lacp system-priority 6

console (config) # interface port-channel I
console (config-if)# speed 10000

console (config-if) # exit

console (config)# interface TengigabitEthernet 1,/0/3
console (config-if)# speed 10000

console (config-if) # channel-group 1 mode auto
console (config-if)# lacp port-priority 12

console (config-if)# exit

console (config) # interface TengigabitEthernet 1,/0/4
console (config-if)# speed 10000

console (config-if) # channel-group 1 mode auto
console (config-if)

console (config-if)

# lacp port-priority 13
# exit
5.13.3 Hacmpolika mexHonozauu Multi-Switch Link Aggregation Group (MLAG)

Kak n LAG, BuptyanbHble LAG no3sonatoT o6beauHUTL OAHY WM HeckonbKo Ethernet-nuHuii ans
yBeANYEeHMA CKopocTu K obecneyeHmsa oTKasoyctonumBocTn. MLAG TaK e u3BecTHa Kak VPC (Virtual port-
channel). Npu 06blMHOM LAG arperMpoBaHHble IMHUM A0KHbI ObITb HAa OAHOM GU3MYECKOM YCTPOICTBE, B
cnyyae xe ¢ VPC arpervpoBaHHble JIMHUN HaxoAATCA Ha pa3Hbix dmamyeckux yctpoicreax. ®yHkuma VPC
No3BONAET COEAMHUTD ABa GMU3NYECKUX YCTPOICTBA B OAHO BUPTYanbHOE.

/ Mpwu HacTpoiike VPC Ha 0AHOPaAHroBbIX KOMMYTATOpaXx A,0/1KHa 6biTb 0AMHAKOBasA BEPCUA
nporpammHoro obecneyeHus.

/ VPC Port-Channel KOHTpoAMpYyOTCA TONbKO KOMMYTaTOPOM C poAabto Primary, KommyTa-
Top Secondary ucnonb3yeTt HacTpoiiku Primary;

KomaHObI pexcuma 2n0b6anabHol KoHgu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rinobanbHoM KoHbUrypauum:

console (config) #

Tabnnua 95 — KomaHabl pexkmuma rnobanbHo KoHGUrypaumum

3HaveHue/3Ha4yeHue ”
KomaHoa / Aeilicmeue
o YyMOAYAHUIO

vpc domain domain_id Cosaaet VPC-gomeH.

Ha oaHOMm ycTpoiicTBe MoXKeT 6biTb CO3A4aH TONbKO
domain_id: (1..255) V oAauH aomeH VPC. Ha napHbIX yCTPOACTBaX A0/MKEH

6bITb 0aMHaKOBbIN VPC-g0MeH.

no vpc domain domain_id Ynansaet VPC-gomeH c ycTpolicTBa.
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vpc group group_id

no vpc group group_id

group_id: (1..63)

Cospaet VPC-rpynny. [1na KaXkaoro arperMpoBaHHOro nHTep-
delica fonKHa bbITb co3gaHa oTaenbHaa VPC-rpynna. Ha nap-
HbIX ycTpoicTBax Homepa VPC-rpynn AonHbI coBNagaTh.
1 CymmapHoe Konuyectso VPC-rpynn He moXKeT npe-
V BbICUTb 48.

Ynansaet VPC-rpynny c ycTpoiicTBa.

vpc

no vpc

—/BbIK/OYEHO

BkntouaeT pexkum VPC. UcnonbsyeTca nocne KoHUrypauum
VPC.

Bbikntovaet pexkum VPC.

KomaHOb1 pexcuma KoHguaypayuu VPC

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaummn VPC:

console (config) # vpe domain domain id
console (config-vpcdomain) #

Tabnnua 96 — KomaHabl pexkmma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

peer link group

no peer link

group: (1..48)

HasHauaeT Port-Channel B kauectse peer-link.

Mckntouaet Port-Channel us yyactua s VPC.

peer detection

no peer detection

—/BbIK/IIOYEHO

Bkntouaet peer detection protocol.
Peer-detection — gonosiHUTeNbHbIN Mexa-
V HU3M, o6ecneumBaOLWmii PyHKLIMOHUPOBaA-
Hue VPC B cnyuyae o6pbiBa peer-link. MNMo-
3TOMYy 3anpeujaerca ucnoab3osaHue peer-link ansa
opraHusauumm uHrepdgeica peer-detection.

BbikntouaeT peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3afaeT MHTepBan OTNPaBKM coobuieHuii peer detection pro-
tocol.

YcTaHaBAMBaeT 3Ha4YeHue no YMOANYaHUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3afaTb Bpems oXuaaHua oTeeTa peer detection protocol.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port]

no peer detection ipaddr

udp_port:
(1..65535)/50000

HacTtpawnsaet IP-agpec nony4yatena naketos, IP-agpec otnpa-
sutena u UDP nopt ans peer detection protocol

YcTaHaBAMBaeT 3HaYeHue no yMON4aHuUo

peer keepalive

no peer keepalive

BkntouaeT cnyxby keepalive

BbikntovaeT cnyxby keepalive

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3afaTb BpeMA OXMAAHWA OTBeTa Ha 3anpoc LLeNOCTHOCTU
peer-link

YcTaHaBAMBaeT 3HaYeHue No YMONYaHUIo

128

Ethernet-kommymamopesi cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

role priority value

no role priority

value: (1..255)/100

YcTaHaBAWBaET NPUOPUTET YCTPOMCTBA. YCTPOMCTBO C MeHb-
WKM 3HaYeHnem bygeT HasHayeHo Primary.

YcTaHaBAMBAET 3HA4YeHUeE No YMON4YaHUIO

system mac-addr mac_ad-
dress

no system mac-addr

YcraHasnausaer MAC-agpec cuctembl ana otnpasku B VPC
nopTbl.

YcTaHaBAMBaeT 3HaYeHue No YyMONYaHuo

system priority value

no system

value: (1..65535)/32767

YcTaHaBAMBaeT npuopuTeT cuctembl ana otnpasku B VPC
nopTbl. JonKeH 6biTb 04MHAKOBbIN Ha 060MX YCTPOMCTBAX.

YcTaHaBAMBAET 3HA4YEeHUE No YMON4YaHUIO

KomaHOb! pexcuma KoHgpu2ypayuu VPC

Bua 3anpoca KoMaHAHOM CTPOKM pexunma KoHdurypaumm VPC-group:

console (config)# wvpc group group-id

console (config-group) #

Tabnmua 97 — KomaHapl pexxmma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

domain domain_id

no domain domain_id

domain_id: (1..255)

YctaHasnumsaet VPC-group yneHom VPC-gomeHa.

Mckntouvaet VPC-group ns VPC-gomeHa.

vpc-port group

no vpc-port group

group: (1..48)

[ob6asnset Port-Channel 8 VPC-rpynny.

Wckntouaet Port-Channel us VPC-rpynnbl

KomaHOob! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 98 — KomaHgbl perkmuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aeilicmeue

show vpc

OTobpaxkaeT nHbopmaumio o Kodurypaumum VPC

show vpc group id

OTobparkaeT MHGopmauuto o Tekylem coctosiHum VPC Group id

show vpc peer-detection

OTobparkaeT cocTosHMe cnyKbbl peer detection protocol)

show vpc role

OTobparkaeT MHGOPMALUIO O POSIU YCTPOICTBA

show vpc statistics peer {
keepalive | link | detection

}

OTobparkaeT COCTOAHME CHETUMKOB CNYK6bl VPC
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5.14 HactpoukKa IPv4-agpecauun

B AaHHOM pasaene onucaHbl KOMAHAb! AN HACTPOMKM CTAaTUYECKUX NapameTpoB IP-agpecauun, Takmx
Kak IP-agpec, macka nopaceTu, W3 MO ymosyaHuto. HactpoiKka npotokosnoB DNS u ARP onucaHa B
COOTBETCTBYIOLWMX pa3genax AOKyMeHTauuu.

KomaHObI pexcuma KoHgu2ypauuu uHmepgeltica Ethernet, uHmepdgpelica 2pynnesl nopmos, VLAN,
Loopback

Bua 3anpoca KOMaHAHOM CTPOKM B pexmnme KoHoUrypaumm nHtepdelica Ethernet, nntepdeiica rpynnoi
noptos., nHTepdeica VLAN, nutepdeiica Loopback.

console (config-if) #

Tabnnua 99 — KomaHabl pexkmma KoHourypauum nHtepdelica

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuio
ip address ip_address {mask HasHauyeHue 3agaHHOMY UHTepdelicy IP-agpeca M macku noa-
| prefix_length} ceTu.
. | 3HauyeHMe MacKu MoXKeT 6bITb 3anncaHo nn6o B pop-
prefix_length: (8..32) V mate X.X.X.X, nm6o B popmare /N, rae N — Konunue-
CTBO €AUHUL, B ABOMYHOM NpPeACTaBIeHUN MACKU.
no ip address [/P_address] YpaneHnue IP-agpeca uHtepdeiica.
ip address dhcp MonyueHue IP-agpeca pna HacTpamBaemoro WHTepdelica oT
DHCP-cepsepa.
V He ucnonb3syetca gna loopback—uHrepdodeiica.
no ip address dhcp 3anpeT ncnonb3oBaHus npotokona DHCP gnsa nonyyeHusa IP-
afpeca BblbpaHHbIM MHTEpdeicom.
ip unnumbered [vlan PaspelaeT KoHOUTYypupyemomy uHTepdericy 3aMmcTeoBaTth IP-
vian_id | loopback loop- vlan_id: (1..4094); appeca VLAN un Loopback-nHtepdeiica.
back_id] loopback_id: (1..64)
no ip unnumbered OTKAtoYaeT GYHKUMIO 3aMMCTBOBAHMA agpeca.

KomaHObI pexcuma 210banabHol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHGUrypauumu:

console (config) #

Tabnnua 100 — KomaHabl pexkuma rnobasnbHol KoHdurypaumm

3HaveHue/3Ha4yeHuUe .
KomaHoa / Aeilicmeue
Mo ymon4YaHuro
ip default-gateway ip_ad- 3afaeT 414 KOMMYyTaTopa afPec LUAK03a NO YMOAYaHUIO.
dress — /w3 no
- YMON4YaHUIO HE 3a4aH o
no ip default-gateway yﬂ,a)‘lﬂE‘T Ha3Ha4YeHHbIN agpec Wa3a N0 YMONYaHULO.
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ip helper-address {ip_inter-
face | all} ip_address
[udp_port_list]

no ip helper-address {ip_in-
terface | all} ip_address

—/BbIK/OYEHO

BkntouaeT nepeagpecaumio wmpokoselaTenbHoix UDP-nakeTtos
Ha onpeAenieHHbIN agpec.

- ip_interface — IP-agpec uHTepdelica, ANA KOTOporo
BbINO/IHAETCA HACTPOIKA;

- all — no3BonaeT BbIGpaTh BCe IP-MHTEpdENChI yCTPONCTBa;

- ip_address — |P-aapec Ha3Ha4YeHusA, Ha KoTopbIil ByayT
nepeHanpasnATbcA nNakeTbl. 3HaveHue 0.0.0.0 oTkaovaeT
nepeazpecauuto;

- udp_port_list — cnucok noptos UDP. LLnpokoBeLLaTebHbIl
TpaduK, HaNpaBAEHHbIM Ha NepeYncieHHble B CNIMCKe NOPTbl,
nogsepraeTca nepeagpecaunun. MakcumanbHoe obuiee
KO/IM4eCcTBO NOPTOB M afpecoB Ha ycTporcTeo — 128.

OTMmeHseT nepeagpecalmio Ha 3afiaHHbIX UHTepdericax.

KomaHObI pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabanua 101 — KomaHgbl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

clear host {* | word}

word: (1..158)
CUMBOIOB

Ypanaet U3 namATu nonyyeHHble no npotokony DHCP 3anucu
COOTBETCTBUI MMeEH UHTepdeiicos n nx IP-agpecos.
* — y[anuTb BCe COOTBETCTBUA.

renew dhcp {gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
vlan vian_id | port-chan-
nel group | oob} [force-au-
toconfig]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

Otnpasnset 3anpoc kK DHCP-cepBepy Ha o6HoBNeHMe IP-agpeca.
- force-autoconfig — npu o6HoBNEHUM IP-aapeca 3arpyKaeTcs
KoHoUrypaums c TFTP-cepsepa.

show ip helper-address

OTobpaxkaeT Tabmuy nepeaapecaLmm LWNPOKOBELLATENbHbIX
UDP-nakeToB.

KomaHObi pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKM B pexxume Exec:

console>

Tabnunua 102 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show ip interface [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback_id | vlan
vlan_id | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback_id : (1...64)
vlan_id: (1..4094)

MoKasbiBaeT KoOHdUrypauuio IP-agpecaummn ans yKasaHHOro
nHTepdelica.
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5.15 Hacrpoika Green Ethernet

Green Ethernet — TEXHONO0IMA, no3sonAarwand CHU3UTb :—)Hepron0Tpe6neHme yCTpOl\aCTBa 3a cyer
OTKNIIOYEHUA NUTAHUA ONA HEAKTUBHbIX 3/TEKTPUHECKUX MOPTOB N UISMEHEHUNA YPOBHA NepeanaBaeMoro CMurHana

B 3aBUCMMOCTU OT O/IUHbI Kabens.

KomaHOb! pexrcuma 2106aabHOU KOHU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabanua 103 — KomaHgb! pexkuma rnobanbHoi KoHdurypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

green-ethernet energy-de-
tect

BkAtoyaeT saHeprocbeperaowmii PerkMm ANs HeaKTUBHbIX
nopToB.

no green-ethernet
short-reach

no green-ethernet en- /Beinioden OTK/tOYaeT aHeprocbHeperaoWwmin pexxmm ana HeakTUBHbIX
ergy-detect nopToB.
green-ethernet short- BktoyaeT sHeprocbeperatowmin pexxum g4 NopTos, K KOTOPbIM
reach NOAK/IIYAOTCA YCTPOMCTBA C ANMHOW Kabensa noakatoveHus
MeHbLLEe NOPOroBOro 3HAYEHWA, YCTAHABNIMBAEMOTO C MOMOLLbHO
—/BbIKIOYEH

KomaHzabl green-ethernet short-reach threshold.

OTKAtoYaeT sHeprocbeperatoLmii pexxMm Ha OCHOBaHUU A/HbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPuUrypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabanua 104 — KomaHgb! pexxuma KoHdurypaumm nntepdeliica Ethernet

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

green-ethernet energy-de-
tect

BkntoyaeT sHeprocbeperatowmii pexxum ans nHtepoeiica.

no green-ethernet
short-reach

no green-ethernet en- [BKnioden OTKAtoYaeT sHeprocbeperatowmii pexxum ans nHtepoeiica.
ergy-detect
green-ethernet short- BkAtovaeT sHeprocbeperatowmii PeKMm Ha OCHOBaHMM ANNHbI
reach Kabens.

—/BKAtOYeH

OTKAtoYaeT aHeprocbeperatoLmiti pexmnm Ha OCHOBAHUK A/IUHbI
Kabens.

KomaHOb! pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#
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Tabnnua 105 — KomaHgb! pexxkuma Privileged EXEC

3HavyeHue/3Ha4yeHue o
Komanoa / Aelicmesue
no ymosn4aHuro
show green-ethernet [giga- OTobparkaeT CTaTUCTUKY green-ethernet.
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48);
gabitethernet te_port | for- te_port: (1..8/0/1..24);
tygigabitethernet fo_port | fo_port: (1..8/0/1..4);
detailed]
green-ethernet power-me- . C6pacbIBaeT CYETYMK U3MEPUTENA MOLLLHOCTM.
ter reset
[Mpumepsi 8bINOAHEHUA KOMAHO
=  OT0obpa3nTb CTaTUCTUKY green-ethernet:
console# show green-ethernet detailed
Energy-Detect mode: Disabled
Short-Reach mode: Disabled
Power Savings: 82% (0.07W out of maximum 0.40W)
Cumulative Energy Saved: 0 [Watt*Hour]
Short-Reach cable length threshold: 50m
Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length
tel/0/1 on off on off off
tel/0/2 on off on off off
tel/0/3 on off on off off
tel/0/4 on off on off off
tel/0/5 on off on off off
tel/0/6 on off on off off

5.16 Hactpoiika IPve-agpecauun

5.16.1 Npomokon IPv6

KommyTtatopbl noaaep:kusatoT paboTy no npoTtokony IPv6. Moageprkka IPv6 sBnaetcs BaXKHbIM
OOCTOMHCTBOM, MOCKOJIbKY MNpOTOoKon IPv6 npusBaH, B nmepcnekTuse, NOJIHOCTbIO 3aMeHUTb ajpecaluio
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npotokon IPv6 nmeet paclwmpeHHoe agpecHoe npocTpaHcTeo — 128
6uT BmecTto 32. Agpec IPv6 npeacraBaseT cobon 8 6/10K0B, pasaeieHHbIX ABOETOUYMEM, B KaxKaom 61oKe 16
6U1T, 3aNNCaHHbIX B BUAE YETbIpeX LeCTHaALATEPUYHbIX YMCen.

MoMUMO yBENMYEHWA a[PECHOro MNPOCTPAHCTBA MNPOTOKON IPV6 MMeeT MepapxXMyecKkylo cxemy
agpecaunn, obecrneyvBaeT arperaumio MaplUIpyToB, ynpoliaeT Tabavuy MaplpyTM3aumu, npyv 3TOM
3bPEKTUBHOCTL PabOTbl MapLIPYTU3ATOPA MOBLILLAETCA 33 CYET MeXaHU3Ma OBHapyKeHUs coceLHMX y3/108.

JNlokanbHble agpeca IPv6 (IPv6Z) B KOmMMyTaTope HasHayalTcA WHTepdeincam, nNo3ToMmy npwu
NCcNoNb30BaHUK IPV6Z-aapecoB B CMHTaKCUCE KOMaHA, UCMONb3YETCA CaeayoLmii bopmar:

<ipv6-link-local-address>%<interface-name>
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roe:

interface-name — vmsa nHTepdeiica:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>

decimal-number=0|1]12|3|4|5]|6|7]|8]9

physical-port-name = gigabitethernet (1..8/0/1..48) | tengigabitethernet (1..8/0/1..24) | for-
tygigabitethernet (1..8/0/1..4)

V Ecau 3HaueHue rpynnbl UM HECKOJIbKUX FPpynn Nnoapaa B agpece npotokona IPve paBHo
Hynto — 0000, TOo paHHble rpynnbl MOryT 6biTb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 mo<eT 6bITb cCOKpaleH go FE40::AD21:FE43.
CoKpalleH o He MOryT 6bITb NOABEPrHyTbl 2 pa3faesieHHble HyneBble rpynnbl U3-3a Bo3-
HUKHOBEHUA HEOAHO3HAYHOCTM.

V EUI-64 — 310 ngeHtnduKkarop, co3pgaHHblii Ha 6aze MAC-agpeca uHtepdeiica, asnaio-
wmiica 64 mnagwmmm 6utamm IPv6-agpeca. MAC-agpec pasbusaerca Ha aABe yacTy no 24
6uTta, mexKay KoTopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHOM KOHGUIypauum:

console (config) #

Tabnnua 106 — KomaHabl pexkuma rnobanbHoM KoHduUrypaumm

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

KomaHoa Aelicmeue

ipv6 default-gateway
ibv6_address

no ipv6 default-gateway
ibv6_address

3apaeT 3HaYeHue IoKanbHOro agpeca IPv6-wao3a no
YMONYAHMIO.

Ypanser HacTpolKu IPv6-1unt03a MO yMONYaHUIO.

ipv6 neighbor ipv6_address
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}
mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Co3spaet cTtaTnyeckoe cooteeTtcTene mexagy MAC-agpecom
cocefiHero ycTponcTtaa 1 ero IPv6-agpecom.

- ipv6_address — IPv6-agpec;

- mac_address — MAC-agpec.

Ypansaer ctatuyeckoe cooTseTcTeue mexay MAC-agpecom
cocegHero ycTpoicTea u ero IPve-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3agaeT orpaHuyeHue ckopoctu ans ICMPv6-coobuieHmnii 06
owmnbKax.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ipv6 route
prefix/prefix_length
{gateway} [metric]

no ipvé6 route prefix
/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1

[obaBneHue cTaTmyeckoro mapuwpyta IPvé

- prefix — ceTb Ha3HayeHwus;

- prefix_length — npeduKc macku ceTu (KONMYeCcTBO eauHNLL, B
Macke);

- gateway — W03 ANA JOCTYNA K CETU HAa3HaYeHusn;

YpaneHue ctatnyeckoro mapupyra IPv6.
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ipv6 unicast-routing BkntoyaeT nepeHanpaBieHne 04HOAAPECHbIX MaKeToB.

— /BbIKOYEHO

no ipv6 unicast-routing OTKANtoYaeT NnepeHanpaBieHne 04HOALPECHbIX NAKETOB.

KomaHOb! pexcuma KoHgpuaypayuu uHmepaetica (VLAN, Ethernet, Port-Channel)

BunAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHUrypaumm nHtepdeica:

console (config-if) #

Tabnuua 107 — KomaHapl pexkuma KoHpurypaumm nHtepdelica (Ethernet, VLAN, Port-channel)

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

ipv6 enable

no ipvé enable

—/BbIK/IOYEHO

BKatoyaeT noaaepkky IPv6 Ha uHtepdelice.

OTkAntoyaeT noaaepky IPv6 Ha nHtepdeiice.

ipv6 address ipv6_address/pre-
fix_length [eui-64] [anycast]

no ipv6 address [ipv6_ad-
dress/prefix_length] [eui-64]

prefix-length: (0..128)
((0..64) ecnn
ucnonb3yetcs napameTp
eui-64)

3agaet IPv6-agpec Ha nHTepdelice.

- ipv6_address — IPv6-agpec, HasHauyeHHbI UHTepdelicy (8
610K0B pa3aeieHHbIX ABOETOYMEM, B KaxKgoM 610Ke 16 6uT, 3a-
NMUCaHHbIX B BUAE YETbIPeX LWeCTHaALATEePUYHbIX Ynucen);

- prefix_length — pnuHa npedukca IPv6 — pecatmyHoe yncno
— KO/IMYECTBO CTapLIMX BUT agpeca COCTaBAAOLWMX NPedUKC;

- eui-64 — naeHTUPUKATOP, CO3AaHHbIN Ha H6ase MAC-agpeca
MHTepodeiica, 3anucbiBaetcs B 64 mnaawmnx 6uta IPv6 agpeca;

- anycast — yKa3blBaeT, YTo 3a4aHHbIM agpec anycast-agpec.

Ypanset IPv6-aapec c uHtepoeiica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonuyaHutio
aBTOMaTUyecKas
KOHUrypaLma BKAOYEHA,
ajpeca He Ha3Ha4eHbl.

BKAtoYeHWe aBTOMATMYECKOM KoHpurypaumm IPv6-agpecos Ha
uHTepderice. Aapeca HacTpamBaloTCA B 3aBUCMMOCTM OT npe-
¢duKcoB, KoTOopble nosyyeHbl B coobuweHuax «Router
Advertisement».

YcTaHaBAMBaEeT 3HAYEHNE MO YMOYAHUIO.

ipv6 address ipv6_address/pre-
fix_length link-local

no ipv6 address [ipv6_ad-

Mo ymonyaHuio 3HayeHne
NIOKaNbHOro agpeca:

3agaeT noKanbHbIN IPv6-agpec nHtepdeliica. Crapwme 6uUTbl 1o-
KanbHbIX IP-agpecos B IPv6 — FE80::

Ypanset nokanbHbIn IPv6-aapec.

dress/prefix-length link-local] (FE80=EUI64)
ipv6 nd dad attempts at- 3afaeT KOMYecTBO COObLEeHUN-TpeboBaHUI, NepesaBaemMbix
tempts_number (0..600)/1 MHTepdencom B3aMmMoAeNCTBYOLWEMY YCTPOMCTBY B Cly4Yae 06-
: HapyKeHua aybnunkaumm (konnmsum) IPve-agpeca.
no ipv6 nd dad attempts Bo3BpalaeT 3HayeHne No yMOAYaHUIo.
ipv6 unreachables BkntoyeHne ICMPV6 coOBLLEHUIT O HEAOCTUKMMOCTM agpecaTa
—/enabled npu nepegaye NakeTos Ha onpeaeneHHbI nHTepdeiic.

no ipv6 unreachables

YcTaHaBAMBaeT 3HaYeHUe No YMOSYAHUIO.

ipvé mld version version

no ipvé mid version

version: (1..2)/2

OnpepeneHuve Bepcum npotokona MLD gna nHtepdelica.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO

KomaHOowbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#
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Tabnnua 108 — KomaHgb! pexuma Privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmeue

show ipv6 neighbors
{ipv6_address | giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MNokasbiBaeT MHGOpMaLUto o coceaHux IPv6 ycTpoiicTBax, co-
OeprKallyroca B Kalue.

clear ipv6 neighbors

OunwaeTt Kaw, copepkalwmii uHGOPMALUIO O COCeaHUX
yCTpoicTBax, paboTatoLlwmx no npotokony IPv6. MHdopmauma
O CTAaTUYECKMX 3aMnCAX COXPaHAETCA.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanua 109 — KomaHgb! pexkmuma EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmesue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MNMoKasblBaeT HACTPOWKKM NpoToKoa IPV6 AnA yKasaHHOIo UH-
Tepdeiica.

show ipv6 route [summary
| local |connected | static
| ospf | icmp | nd |
ipv6_address[ipv6_prefix |
interface {gigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

gi_port | fo_port: (1..8/0/1..4);
tengigabitethernet te_port group: (1..48);
| fortygigabitethernet vlan_id: (1..4094)

fo_port | port-channel
group | loopback | vlan
vlan_id}]

MNokasbiBaeT Tabanuy IPv6-mapLpyTos.
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5.17 HacTtpoiKa npoToKo/i0B

5.17.1 Hacmpolika npomoKosaa DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHOW 3asa4eli npoTokona DNS ssnsetcs onpeaeneHue IP-aapeca y3na cetu (xocTta) no 3anpocy,
coAeprKalleMy €ero AoMeHHoe uMA. basa fAaHHbIX COOTBETCTBUIA AOMEHHbBIX MMEH Y3/10B CETU WU
cooTBeTCcTBYHOWMX UM IP-agpecos Beaetca Ha DNS-cepsepax.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B peXxume rnobanbHo KoHPUrypaumu:
console (config) #

Tabanua 110 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip domain lookup

no ip domain lookup

—/BKAKOYEHO

Paspewaet ncnonb3osaHune npotokona DNS.

3anpewaeT ucnosib3oBaHue npotokona DNS.

ip dns server

no ip dns server

—/BbIK/IOYEH

BkntouaeT paboty DNS-cepBepa.

BbikntoyaeT paboty DNS-cepBepa.

ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

no ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

Onpepaenser IPv4/IPv6-agpeca ana goctynHbix DNS-cepsepos.

Ypansaet IP-agpec DNS-cepBepa 13 cnucKa JOCTYMHbIX.

ip domain name name

no ip domain name

name: (1..158) cumsonos

Onpepenser 4OMEHHOE UMA MO YMOIYaHMIo, KoTopoe byaert
MCMO/Ib30BATLCA MPOrPAMMON, AR [OMONHEHMA
HenpaBu/IbHbIX LJOMEHHbIX UMeH (LlOMEHHbIX MMeH 6e3 TOUKM).
[N OMEHHbIX MMeH 6e3 TOUYKM B KOHeL, MMeHn byaeT
£06aBNATLCA TOUYKA U YKa3aHHOEe B KOMaHAe 4OMEHHOe UMS.

Ypanaet AOMEHHOe MMA NO YMOSHYAHMUIO.

ip host name address1
[address2 ... address8]

no ip host name

name: (1..158) cumsonos

OnpeaensaeT cTaTUYECKMe COOTBETCTBUA UMEH Y3108 ceTu IP-
agpecam, obaBNsAeT yCTaHOB/IEHHOE COOTBETCTBME B KILL.
DyHKLUMA nokanbHoro DNS. MoxHO onpeaenuTb A0 BOCbMy |P-
agpecos

Ypanaet ctaTuyeckue COOTBETCTBUA MMeEH Y3108 ceTu IP-
ajpecam.

KomaHOobi pexcuma EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK B pexxkunme EXEC:

console#
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Tabnnua 111 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
no ymon4aHuio

KomaHoa

Aelicmeue

lear host *
clear host {name | *} name: (1..158) cumsonos

YpanseT 3anucb COOTBETCTBMA MMEHM y31a ceTu IP-agpecy Kawa
nmbo Bce 3anmcu (*).

show hosts [name]

name: (1..158) cumsonos

OTob6parkaeT AOMEHHOE MMA MO YMOAYaHUIO, CNUCOK DNS-
cepBepoB, CTaTUYeCKME U KILLIMPOBAHHbIE COOTBETCTBUA UMEH
y3n08B cetu 1 IP-agpecos.

Mpyn Ncnonb30BaHUKN B KOMAHAE UMEHU y3/1a CeTH,
oTobpaykaeTcsa COOTBETCTBYOLWMI emy IP-aapec.

show ip dns server

OTobparkaet ctatyc DNS-cepBepa M CNUCOK AOCTYMHbIX
cepBepos.

show ip dns server cache —

OTtobparkaeT Kaw DNS-cepsepa.

show ip dns server cache
query_name query_type

query_name: (1..158)
CMMBOJIOB:
query_type: (1..255, a,
ptr, aaaa)

OTobparkaeT Nogpob6HbIV BbIBOZ 3aNUCK, BKAOYAOLWMI B cebs
oTBeTbl RR Ha AaHHbIV 3anpoc query_name v query_type.

show ip dns server
counters

OTo6parkeHune obLyero ymcna 3anpocos v obLuero ymcna
OTBETOB HalAEeHHbIX B cache-hit.

clear ip dns server cache —

Oumnctutb Kaw DNS-cepsepa.

clear ip dns server
counters

OﬁHyﬂVlTb CYETYMKM 3anpoCcoB N OTBETOB.

[pumepbl UC016308AHUS KOMAHO

Mcnonb3oBate DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, ycTaHOBUTb AOMEHHOE UMA

Nno YMO/ZTYaHNIO — mes:

console# configure

console (config) # ip name-server 192.168.16.35 192.168.16.38

console (config) # ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBME: Y3/ CeTU C UMeHeMm eltex.mes numeet IP-agpec 192.168.16.39:

console# configure

console (config) # ip host eltex.mes 192.168.16.39

5.17.2 Hacmpolika npomoKona ARP

ARP (Address Resolution Protocol — npoTokon paspelleHua aapecoB) — MPOTOKO/ KaHa/IbHOro
YPOBHA, BbINOAHALWMIA PyHKUMIO onpeaeneHns MAC-agpeca Ha OCHOBaHMM cogeprralleroca 8 3anpoce |P-

agpeca.

KomaHab! pexkuma rnobanbHon KoHOUrypaumm

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume rnobanbHon KoHGUrypaumm:

console (config) #
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Tabnnua 112 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port

¢dopmart ip_addr: A.B.C.D;
dopmat hw_address:

| fortygigabitethernet H.H.H
fo_port | port-channel H:H:H:H:H:H
group | vlan vian_id | oob] H-H-H-H-H-H;

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port| port-channel
group | vlan vian_id | oob]

[JobaBnaeT cTaTMYecKyto 3anucb cooTeeTcTemsa IP- 1 MAC-
agpecos B Tabanuy ARP ansa ykasaHHOro B KOmaHae
uHTepdelica.

- ip_address — IP-agpec;

- hw_address — MAC-aapec.

Ypanaet ctatnyeckyto 3anuce cootsetctausa IP- 1 MAC-agpecos
13 Tabnunupl ARP gna ykasaHHOro B KOMaHAe nHTepdelica.

arp timeout sec
sec: (1..40000000)/60000

HacTpansaeT Bpemsa }KM3HM AUHAMUYECKUX 3anmcen B Tabanue
ARP (cek).

no ip arp proxy disable

" ceK
no arp timeout YcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.
ip arp proxy disable OTKAIOYaET perKMMm NpoKcmpoBaHua ARP-3anpocos gns
. KommyTaTopa.
—/OTK/IOYEH

BkatouaeT pexkum npokcmposaHua ARP-3anpocoB ans
KOMMyTaTopa.

KomaHOb1 pexcuma privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunua 113 — KomaHgb! pexuma privileged EXEC

3Ha4yeHue/3HayeHue
no ymoa4aHuo

KomaHda

Aelicmeue

clear arp-cache

Ypansaert Bce AnHaMmunyeckne 3anncu u3 ARP-Tabaumubl (KomaHaa
O0CTYMHA TONIbKO A1A NPUBUAETMPOBAHHOIO NOb30BaTENSA).

show arp [ip-address ip_ad-
dress] [mac-address
mac_address] [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | oob]

dopmar ip_address:
A.B.C.D
dopmat mac_address:
H.H.H vav H:H:H:H:H:H
nnun H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

MokasbiBaeT 3anmcu ARP-Tabauubl: Bce 3anucu, duabtp no IP-
agpecy; ounbtp Nno MAC-agpecy; dunbTp no nHTepdelicy.

- ip_address — |P-agpec;

- mac_address — MAC-agpec.

show arp configuration

MoKa3sblBaeT rnobanbHyto KoHdUrypaumuto ARP 1 KoHbUrypauuio
ARP pgns nntepdelicos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bug, 3anpoca KoMaHAHOM CTPOKK B pexkume interface configuration:

console (config-if)#
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Tabnunua 114 — KomaHab! pexumma interface configuration

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4aHurw

ip proxy-arp Bkntoyaet pexmm npokcmposaHma ARP-3anpocoB Ha

HacTpanBaemom MHTepoeince
- —/BKNOYEHO

no ip proxy-arp OTKAOYaeT pexxnm npokcuposaHma ARP-3anpocos Ha
HacTpanBaemom MHTepodeiice.

arp timeout sec HacTpaunBaeTt Bpems }U3HM gUHAMUYECKUX 3anucelt B Tabanue

sec: (1..40000000)/ ARP (cek) ans HacTpansaemoro nHTepoeiica.

no arp timeout rnobanbHan HacTpolika | YcTaHaBAuBaeT 3HauYeHMe No yMOoAYaHMIo (ycTaHaBAMBaeTca
rnobanbHo).

ip local-proxy-arp BKntoyaeT Ha MHTepdeice pyHKUMoHan Local Proxy ARP
(kommyTaTop 6yaeT oTBevaTb Ha ARP-3anpochbl K XoCTam,
HaxoAALMMCA B TOM YMCNEe Ha 3TOM Xe L3-uHTtepdeiice). Ona

—/BbIK/OYEHO o

paboTbl AaHHOW GYHKUUM HA NOPTY HEOBXOAMMO BKAOUUTD
06bI4HbIN Proxy ARP (IP proxy-arp).

no ip local-proxy-arp OTkntovaeT dpyHKumoHan Local Proxy ARP Ha uHtepdelice.

[pumepbl UC0/16b308AHUS KOMAHO

[JobaBuTb ctaTnyeckyto 3anucb B ARP-tabauuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBUTb BPEMSA XKU3HU AMHAMUYecKMX 3anucein B ARP-Tabaunue — 12000 cekyHA:

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet
1/0/2

console (config) # exit

console# arp timeout 12000

= [lokasaTtb coaeprkumoe ARP-Tabanubl:

console# show arp

VLAN Interface IP address HW address status

vlian 1 te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.17.3 Hacmpolika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpauuu. MNpoTokon nossonset
pacnpocTpaHnTb no cetu uaeHTndumkatopbl VLAN. OcHoBHOM ¢yHKUMeN npoTokona GVRP sBnsetcs
obHapyKeHne nHdopmaLmm 06 OTCYyTCTBYIOWMX B 6ase AaHHbIX KommyTaTopa VLAN-ceTax npu noayvyeHuu
coobuieHnit GVRP. Nonyune nHpopmaumio o6 otcytcreyrowmx VLAN, KommyTaTop AobaBnseT ee B cBoto H6asy
OAHHbIX.

KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHOUrypaumm:

console (config) #
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Tabnnua 115 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

gvrp enable

no gvrp enable

—/BbIK/IOYEH

Bkntoyaet ucnonb3osaHue NpoTokona GVRP-kommyTaTopom.

BbikntoyaeT ncnonb3osaHue npotokoaa GVRP-kommyTatopom.

gvrp static-vlan

no gvrp static-vlan

MNonyuyeHHble no GVRP vlan 6yayT aBTomaTuyeckn Aob6aBnaTbes
Bo vlan database.

OTKAouUTL AobasneHue vlan’os, NoAyYeHHbIX MO MPOTOKOAY
GVRP Bo vlan database.

KomaHObl pexcuma KoHgpuaypauuu uHmepgelica (QuanazoHa uHmepgeticos) Ethernet, uHmepdgpelica

epyrnnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHpurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

NnopToB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if) #

fortygigabitethernet fo port | port-channel group}

Tabnnua 116 — KomaHabl pexkuma KoHpurypauum nntepdeliica Ethernet, rpynnbl uHTepdelicos

no gvrp
vlan-creation-forbid

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
no ymosa4yaHuro
gvrp enable Bkntoyaet ncnonb3osaHme npoTtokona GVRP Ha HacTpaBaemom
nHTepoelice.
— /BbIKAtOYEH
no gvrp enable BbikntoyaeT ncnonb3osaHue npotokoaa GVRP Ha HacTpavBaemom
MHTepodeiice.
gvrp vlan-creation-forbid 3anpelaet AMHaMMYeckoe nameHeHue nam cosgaxHme VLAN ana
HacTpanBaemoro nHTepdeica.
—/paspelueHo

Pa3spewaet aguHammyeckoe nameHeHune nam cosgaxHme VLAN ana
HacTpanBaemoro nHTepoeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonyanuio
co3gaHue un
peructpauma VLAN Ha
nHTEpdelice
paspeLieHa

BbinonHAeT cHATUe pernctpaumm ana scex VLAN 1 He gonyckaeT
€034aHUA UK perucTpauun Hoebix VLAN Ha JaHHOM MHTepdeiice.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B perxnume KoHodurypaumm nutepdeinca VLAN:

console (config-if)#

Tabnunua 117 — KomaHabl pexkuma KoHdurypaumm nntepdeiica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

gvrp advertisement-forbid

no gvrp advertisement-for-
bid

3anpewaeT aHoHcupoBsaHue VLAN no npoTtokony GVRP.

OTmeHseT 3anpeT Ha aHoHcupoBaHue VLAN no npotokony GVRP.
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KomaHObI pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabanua 118 — KomaHgbl pexkuma privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
clear gvrp statistics OunLLaeT HaKOMNIEHHYIO CTaTUCTUKY nNpoTokona GVRP.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
KomaHOb! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>
Tabanua 119 — KomaHgb! pexkmma EXEC
Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show gvrp configuration Moka3sblBaeT KoHdUrypaumio npotokona GVRP gaa ykasaHHOro
[gigabitethernet gi_port | nHTepoeiica, NMbo ans Bcex MHTepdencos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]
show gvrp statistics MoKa3blBaeT HAaKOMNEHHYIO CTAaTUCTUKY No npoTokony GVRP ansa
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | ykasaHHOro uHTepodeiica, 1Mbo ansA Bcex MHTepdeincos.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
show gvrp error-statistics MoKasbIBaeT CTaTUCTUKY Mo oWMnbKam npu paboTte NPoToKoia
[gigabitethernet gi_port | GVRP ana ykasaHHoro nHtepdeiica, 1Mbo gas Bcex nHTepdeiicos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]
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5.17.4 MexaHu3m obHapyxceHusa nemens (loopback-detection)

[aHHbIN MexaHU3M MO3BOAIAET YCTPOMCTBY OTC/EKMBATL 3aKO/IbLOBaHHbIE MOPTbI. [eTns Ha nopTy
0o6HapyKMBaeTCA NYTEM OTCbINIKM KOMMYTaTOpom ¢ppeiima ¢ aapecom HasHauyeHUs, COBNAAAOLLMM C O4HUM
13 MAC-agpecoB yCTpOMCTBa.

KomaHOb! pexrcuma 2106aabHOU KOHU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHo KoHPUrypauuu:

console (config) #

Tabnnua 120 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue .
KomaHoa Aelicmesue
o ymMmon4aHuio
loopback-detection enable / BK/loYyaeT mexaHn3m obHapyKeHUa NeTenb 418 KOMMyTaTopa.
- —/BbIK/OYEHO
no loopback-detection enable BoccTaHaBMBaeT 3HaveHMe No YMONYAHUIO.
loopback-detection interval YcTaHaBAMBaeT UHTepBan mexay loopback-pperimamu.
seconds: (10..60)/30 o
seconds - seconds — vHTepBan BpemeHu mexay LBD ppeirimamu.
— CEeKYHA
no loopback-detection interval BoccTaHaBMBaeT 3HaYeHMe N0 YMONYAHUIO
loopback-detection mode Onpepensetr MAC-aapec Ha3HauyeHus, yKasbiBaembili B LBD-
{src-mac-addr | obpeiime.
base-mac-addr | - source-mac-addr — B KauecTBe agpeca HasHayeHus
multicast-mac-addr | ncnonbsyerca MAC-agpec nopTa-UCTOYHUKA;
broadcast-mac-addr} - base-mac-addr — B KauecTBe agpeca HazHa4YeHMA UCMO/b3yeTcA
—/broadcast-mac-
dd MAC-agpec KommyTaTopa;
addr .
- multicast-mac-addr — B KauecTBe agpeca HasHa4YeHus
MCMNONb3YeTCca rpynnoBoi agpec;
- broadcast-mac-addr — B KauecTBe agpeca HasHa4yeHUA
MCNONb3YyeTCA LWNPOKOBEeLLATENbHbIW agpec.
no loopback-detection mode BoccTaHaBMBaeT 3HaYeHMe N0 YMONYAHUIO
loopback-detection vlan-based BrntouaeT pexkum obHapyxeHua netam o VLAN. Mpu Hannumm
netaun Bo VLAN paHHas VLAN byzet 3abnokupoBaHa Ha nopTy, Ha
—/BbIKAOYEHO KOTOpOM Bblna obHapyKeHa neTns.
no loopback-detection
P OTKANOYaeT pexxnm obHapyKeHua netam 8o VLAN.
vlan-based
loopback-detection vlan-based 3apaet Bpema 6nokmposku VLAN.
recovery-time value - value — Bpems, no ncreyeHune kotoporo VLAN aBTOMaTUYECKM
value: (30..1000000)
pa3bnokupyeTtcs.
- /BbIKNOYEHO
no loopback-detection 3abnokuposaHHbie VLAN He byayT BocCTaHaB/IMBaTbCA
vlan-based recovery-time aBTOMATUYECKM.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bupa 3anpoca KoMaHAHOW CTPOKK B pexkume KoHpurypaummn nutepdeica Ethernet, nntepdeitca rpynnoi
NopTOB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | port-channel group}

console (config-if) #
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Tabnnua 121 — KomaHgbl pexuma KoHdurypaumm nHtepdeica Ethernet, rpynnbl nHtepdeicos, nHtepoeiica
VLAN

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4aHurw
loopback-detection enable / BKntoyaeT mexaHn3m obHapyKeHua neTesb Ha NOPTY
—/BbIK/OYEH
no loopback-detection enable BoccTaHaBAMBaeT 3Ha4YeHMeE NO YMOYAHUIO

KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 122 — KomaHgb! pexkmuma EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no ymoa4yaHuro

show loopback-detection OTobparkaeT coctosHMe mexaHnsma loopback-detection.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48).
group | detailed]

5.17.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHoOW 3agavei npotokona STP (Spanning Tree Protocol) aBnsetca npuseaeHue cetu Ethernet c
MHOXECTBEHHBIMW CBA3AMM K OPEBOBUAHON TOMOIOTUKM, WUCKAIOYAKOLWeN LMKAbl naketoB. KommyTtatopbl
0b6MeHMBaOTCA  KOHOUIYypaLMOHHBIMW COOBLEHUAMM, WCMONb3YA KaAapbl cneuuanbHoro ¢opmarta, u
BbIOOPOYHO BK/IOHALOT M OTK/IOYAIOT Nepeaayvy Ha NopTbl.

Rapid (6bicTpbiii) STP (RSTP) saBnsetcs ycoBeplueHCTBOBaHMEM MnpoTokona STP, xapakTepusyertcs
MEHbLUMM BpeMEHeM NpUBELEHUA CETU K APEBOBUAHON TONOAOMMU U MMeeT 6osiee BbICOKYH YCTOMUMBOCTb.

Mpotokon Multiple STP (MSTP) saBnaetca Hambosee coBpemeHHOW peanusaumenn STP,
nogaeprkmeatoweit ncnonbszosaHne VLAN. MSTP npegnonaraet KoHpurypaumto Heobxoammoro KoimyecTsa
3K3eMNNAPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBMCMMOCTM OT ymcna rpynn VLAN Ha KommyTaTope.
Karkabli 3K3eMnNasap MOXKET coaepaTtb HeckosbKo rpynn VLAN. Hegoctatkom npoTokona MSTP asnseTca To,
YTO Ha BCEX KOMMYTATOpax, B3aumoaencteyowmx no MSTP, fonKHbl 6bITb 0AMHAKOBO CKOHPUIYpPMUPOBaHbI
rpynnbl VLAN.

V MaKcMMmanbHO A0NYCTUMOE KOIMYECTBO 3K3emnaapos MSTP yKasaHo B Tabauue 9.

MexaHun3m Multiprocess STP npegHasHavyeH 419 CO34aHNA He3aBncMmbix aepesbes STP/RSTP/MSTP Ha
nopTax ycTponcTea. M3ameHeHMA COCTOAHUSA OTAENbHOTO AepPeBa He OKA3blBalOT BAUMAHUA Ha COCTOAHUE APYInX
OEPEBLEB, YTO NO3BOJIAET NOBbLICUTb YCTOMYMBOCTb CETU U COKPATUTb BPEMSA NEPECTPOEHMUA AepeBa B Cyyae
0TKa30B. [pu KOHOUIypupoBaHMKU criedyeT WCKAUUTb BO3MOMKHOCTb BO3HMKHOBEHMA KOJEL, MexKay
nopTamm-4seHamm pasHbIX gepesbeB. [ 00CNYKUBAHMA M30/IMPOBAHHbBIX AEPEBLEB B CUCTEME CO3AAETCA
OTAENbHbIM Npouecc Ha Kaxkgoe aepeso. C NpoLeccom CoONoCTaBAATCA NOPTbl YCTPOUCTBA, NPUHAANEKaLMe

aepesy.
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5.17.5.1 Hacmpolika npomokona STP, RSTP

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BunA 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoOm KOHOUIypaLumm:

console (config) #

Tabanua 123 — KomaHgbl pexkuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

spanning-tree

PaspelsaeT ncnonb3osaHne KOMMYTaTopom npotokona STP.

- —/BKAKOYEHO
no spanning-tree 3anpewaet UCNo/Ib30BaHME KOMMYTAaTOPOM NpoTokosa STP.
spanning-tree mode {stp | YcTaHaBAMBAET perum paboTbl NpoToKosa STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
—/RSTP - mstp — |EEE 802.1S Multiple Spanning Tree Protocol.

no spanning-tree mode

- pvst — Per-Vlan Spanning Tree Protocol.
- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YcTaHaBAWBaeT 3HaYeHUe Mo YMOAYAHUIO.

spanning-tree forward-time
seconds

no spanning-tree for-
ward-time

seconds: (4..30)/15 cek

YcTaHaBAMBaeT MHTepPBa/l BPEMEHM, 3aTPaunMBaeMbli Ha
NPOCAyLMBaHNE U U3yYeHNe COCTOAHUN nepes,
nepekNtoYeHNeM B COCTOAHME Nepesayn.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBAMBAET MHTEPBaN BPEMEHU MeX Ay nepefadamm
LWMpOKOoBeLLaTesbHbIX coobuweHni «Hello» K
B3aMMOAENCTBYIOLMM KOMMYTaTOPaM.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree loopback-guard

PaspelaeT 3awwmTy, BblKAOYatOLLYLO to6oi MHTepdenc npu
npveme naketos BPDU.

- —/3anpelyeHo - —
no spanning-tree loop- 3anpeLyaeT 3aLMTy, BbIK/OYaloLWYyo MHTepdeic npu npuéme
back-guard naketos BPDU.
spanning-tree loopguard de- BkntounTb dyHKLMIO Loop Guard gna Bcex NnopToB.
fault

—/OoTKAIOUYEHO

no spanning-tree loopguard
default

OTKAtoUMTb PyHKUMIO Loop Guard.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT BpemsA KU3HM cBasytoLwero aepesa STP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

Hactpansaet npuoputet ceasytowero aepesa STP.
3HayeHuWe NnpuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHne o YMOAYaHUIO.

spanning-tree pathcost
method {long | short}

YcTaHaBAMBAET METOZ, Onpeae/ieHUs LLeHHOCTU MyTu.
- long — 3HauyeHMe LeHHoCTU B aAnanasoHe 1..200000000;

—/long - short — 3HauyeHue LeHHOCTM B AnanasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.
method
spanning-tree bpdu {filter- OnpegenseT pexxnum 06paboTkmn naketos BPDU-
ing | flooding} NHTepdercom, Ha KOTOPOM BbIK/IOYEH NPOTOKoA STP.
- filtering — Ha nHTepdelice ¢ BbIKNOYEHHbIM MPOTOKO/IOM
—/flooding STP BPDU-nakeTbl punbTpytoTcs;

no spanning-tree bpdu

- flooding — Ha nHTepdeiice c BbIKNHOYEHHbIM MPOTOKO/IOM
STP HeTermpoBaHHble BPDU-nakeTbl nepegatoTcs,
TerupoBaHHble — GUNLTPYIOTCA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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spanning-tree process id

id: (1..31)/0

no spanning-tree process id

KomaHza co3gaert oTaenbHbli Npouecc 1 nepesoaut
KOMaHZHbIN MHTePdEIC B peXXNM ero KoHouUrypaumm.
BHyTpM npouecca npMMeHUMBbI BbileyKa3aHHble
V KOMaHAbI:
spanning-tree forward-time seconds;
spanning-tree hello-time seconds ;
spanning-tree max-age seconds ;
spanning-tree priority prior_val

Ypanaet yKasaHHbIV npouecc.

spanning-tree tc-protection

no spanning-tree tc-protec-
tion

BK/lOYaeT orpaHMYeHne Ha KonnyecTso obpabaTtbiBaeMbIx
TCN/TC BPDU 3a yCTaHOB/IEHHbI MHTEPBA/ BPEMEHM AN
STP, RSTP, HyneBoro ak3emnnapa MSTP.

BbIKkntouaeT orpaHnYeHne Ha KoanmyecTBo obpabaTbiBaeMbix
TCN/TC BPDU.

spanning-tree tc-protection
interval seconds

no spanning-tree tc-protec-
tion interval

seconds: (1..10)/2 cek.

YcTaHaBamnBaeT MHTEepBaa OrpaHNYeHnA Koam4vectsa
ob6pabaTbiBaembix TCN/TC BPDU.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree tc-protection
treshold count

count: (1..255)/1

no spanning-tree tc-protec-
tion treshold

YcTaHaBAMBaET MaKCUMa/IbHOE KO/IMYECTBO
obpabaTbiBaembix TCN/TC BPDU 3a 3a4aHHbIN MHTepBan
BPEMEHM.

YcTaHaBAWBaeT 3HaYeHUe Mo YMOAYAHUIO.

’ ' Mpu 3apgaHum STP napameTpos forward-time, hello-time, max-age Heo6xoaumo Bbi-
e nonHeHue ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, uHmepdgelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexmme KoHourypaumm nHtepdeliica Ethernet, nntepdeiica rpynnoi

nopToB:

console (config-if) #

Tabnuua 124 — KomaHabl pexkuma KoHourypaumm nHtepdeica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpewaeT paboTy npoTtokona STP Ha KOHOUTYpUpyemom
nHTEpdelice.

no spanning-tree disable —/paspeuiero PaspewaeT paboTy npotokona STP Ha KOHPUTYpUpyemom
MHTepodeiice.
spanning-tree cost cost YcTaHaBAMBaeT LLeHHOCTb NyTU Yepes AaHHbIA UHTepdelic.
cost: - cost — LeHHOCTb NMyTW.

no spanning-tree cost

(1..200000000)/cm.
Tabavuy 125

YcTaHaBAMBAET 3HaYeHWe, onpeaensiemoe Ha OCHOBaHUK
CKOPOCTM NOpTa M MeToAa onpeaeneHun LeHHOCTU NyTy,
cm.Tabaumuy 125

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YcTaHaBAMBaeT NpUopUTET nHTepdeiica B CBA3YIOLLEM LepeBe
STP.

V 3HauyeHue NpuopuTeTa AONKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

spanning-tree portfast
[auto]

no spanning-tree portfast

—/auto

BK/tOUAET pexknm, B KOTOPOM MOPT NPU NOAHATUM HA HEM IMHKA
Cpa3y CTaHOBUTCA B COCTOSIHWE NMEpeaayu, He JOKNAAACh
ucTeueHus Taumepa.

- auto — nob6aBnAeT 3a4ePKKY 3 CeKyHAbI Nepes nepexosom B
COCTOsIHUE Nepesayun.

Bbikntovaer PeEXNUM MOMEHTA/IbHOro nepexoaa B CoOCTtoaHune
nepegadun no NOAHATUIO «JIMHKa».
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spanning-tree guard {root |
loop | none}

no spanning-tree guard

—/ucnonb3oBaHue
rnobanbHOM HaCTPOIKK

BkAtouyaeT 3alnUTy KKOPHA» ANA BCeX CBA3YHOLWNX AepeBbeB STP
Bbl6paHHOro NopTa.

- root — 3anpeaeT nHTepdelicy 6bITb KOPHEBLIM MOPTOM
KOMMYTaTOpa;

- loop — BK/toYaeT Ha HTepdece AONONHUTENBbHYIO 3aLLUTY OT
netenb. B cnyyae, ecnn uHTepdeiic HAXOANTCA B COCTOAHMUM,
oT/iMyHom oT Designated v npu aTom nepectaet nosyyatb BPDU,
MHTepdeinc bnokupyercs;

- none — oTKato4aeT Bce Guard-dyHKLMM Ha nHTepdeiice.

Mcnonb3oBaTh r106abHYH0 HACTPOMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree
bpduguard

—/BbIK/OYEHO

PaspelaeT 3awmTy, BbIKAOYAOLLYO MHTepdeC Npu npuéme
naketos BPDU.

3anpeLaeT 3aWmTy, BbIKNHOYAOLWYO MHTEpdeC Npu Nnpuéme
naketos BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

—/onsa gynnexkcHoro
NopTa «TOYKA-TOYKa»,
ANA NonyaynaekcHoro
— «pPa3BEeTBNEHHbIN»

YctaHaBauBaet npoTokon RSTP B nepepatoLee cocToAHUE U
onpeaenser TMN cBsA3uM Ana BbIbpaHHOro nopra:

- point-to-point — To4YKa-TOuKa;

- shared — pa3BeTBAEHHbI.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree re-
stricted-tcn

no spanning-tree re-
stricted-tcn

—/BbIK/IOYEHO

3anpewaet npvem BPDU c pnarom TCN.

PaspewaeT npvem BPDU c ¢narom TCN.

spanning-tree bpdu {filter-
ing | flooding}

no spanning-tree bpdu

OnpeaensneT pexknm ob6paboTkun naketos BPDU-nHTepdeicom, Ha
KOTOPOM BbIKAOYEH NpOoToKoA STP.

- filtering — Ha nHTepdeiice c BbIkNOYEHHBIM NpoTOKO/IOM STP
BPDU nakeTbl GpUNbTPYOTCA;

- flooding — Ha nHTepdeiice ¢ BbIKNOYEHHBIM NPOTOKONOM STP
HeTermposaHHble BPDU-nakeTbl nepeaatoTca, TermpoBaHHble —
bunbTpytoTca.

YcTaHaBAMBaeT 3HAYEHNE MO YMOJYAHUIO.

spanning-tree binding-pro-
cess id

no spanning-tree bind-
ing-process

id: (1..31)/0

MpuBA3bIBAaET NOPT K YKazaHHOMY npoueccy. Mo ymoayaHuio, Bce
MopTbl NPUBA3aHbI K HY/IEBOMY MpoLieccy.
- id — Homep npouecca.

BoccTaHas/iMBaeT NpMBA3KY NOPTa MO YMOYAHUIO.

Tabnuua 125 — LleHHOCTb NyTH, yCTaHOB/IEHHasA NO YMOAYaHUIO (spanning-tree cost)

Memoo onpedeneHus yeHHocmu nymu

Unmepdpedic Long Short
Port-channel 20000 4
TenGigabit Ethernet (10000 Mbps) 2000000 100
FortyGigabit Ethernet (40000 Mbps) 2000000 100
Gigabit Ethernet (1000 Mbps) 2000000 100

KomaHObl pexcuma privileged EXEC

Bunpa 3anpoca KOMaHAHOM CTPOKK perkuma privileged EXEC:

console#
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Tabnnua 126 — KomaHgb! pexuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aeilicmeue

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

lMokKasbiBaeT coctoaHMe NpoToKkoaa STP.

show spanning-tree detail
[active | blockedports]

MoKasbiBaeT NoapobHy0 MHGOPMALIMIO O HACTPOMKAxX NpPOTo-
Kona STP, uHbopmaumio 06 aKTUBHbLIX UK 3aBNOKMPOBAHHbBIX
noprax.

clear spanning-tree de-
tected-protocols [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MNepesanycKkaeT npouecc MUrpaLmMm NPoToKoNa. 3aHOBO Npowuc-
Xo4uT nepecyér gepesa STP.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 127 — KomaHab! pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);

MoKa3blBaeT pexkum 06paboTkmn naketos BPDU Ha uHTepdelicax.

5.17.5.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 128 — KomaHabl pexkuma rnobasnbHol KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

spanning-tree

Pa3pewaet ucnonb3oBaHne KOMMyTaTOpOM NpoToKkoa STP.

pvst}

no spanning-tree mode

- —/paspeleHo
no spanning-tree 3anpeLaeTt NCMoib30BaHWE KOMMYTAaTOPOM NpoTokosa STP.
spanning-tree mode {stp | YcTaHaBAMBAET pexkmMm paboTbl npoTokona STP.
rstp | mstp | pvst | rapid- —/RSTP

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.
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spanning-tree pathcost YcTaHaBAuBaeT MeToA onpeaeneHus LeHHOCTU NyTw.
method {long | short} - long — 3HauyeHue LeHHoCTU B ananasoHe 1..200000000;

—/long - short — 3HauyeHue ueHHOCTM B Anana3oHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaeT 3HaYeHMe MO0 YMONYAHUIO.
method
spanning-tree mst in- YcTaHaBAMBAET NPUOPUTET 418 J@aHHOIO KOMMYyTaTopa nepes,
stance_id priority priority OCTaNbHbIMM, UCMONb3YHOWMMM 06WKMiA ak3emnaap MSTP.

- instance_id — ak3emnnap MST;
instance_id: (1..15); - priority — npuopuTeT KOMMyTaTOpAa.

priority: (0..61440)/32768 V 3HaueHue npuopuTeTa A0/MKHO 6bITb KpaTHO 4096.

no spanning-tree mst in- YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYAHUIO.

stance_id priority

spanning-tree mst YcTaHaBAMBaeT MaKCMMaibHOE KOJIMYECTBO TPAH3UTHbBIX
max-hops hop_count y4yacTkoB gns naketa BPDU, Heobxoaumbix ana GopmuposaHms

AepeBa v yaepaHua nHpopmauum o ero ctpoeHun. Ecam naker
y)Ke NpoLlen MakcMmManbHOe KOIMYECTBO TPAH3UTHbIX Y4aCTKOB,
hop_count: (1..40)/20 TO Ha c/leAytoLwem y4acTke oH oTbpacbiBaeTca.

- hop_count — makcMmanbHOE KONIMYECTBO TPAH3UTHbIX
y4acTKoB A4na naketa BPDU.

no spanning-tree mst YcTaHaBAMBaET 3HaYeHMe MO YMONYAHUIO.
max-hops
spanning-tree mst in- BktoyaeT orpaHuyeHne Ha Konnyectso obpabaTtbiBaembix TC

stance_id tc-protection
no spanning-tree mst in-

BPDU 3a ycTaHOBNEHHbIV UHTEPBA BPEMEHW.
BblkntoyaeT orpaHnyYeHmne Ha KosmyectBo obpabatbiBaembix TC

instance_id: (1..15);

stance_id tc-protection BPDU.

spanning-tree tc-protec- YcTaHaBAMBAET MHTEPBa OFPAHUYEHUA KOMYecTBa
tion mst instance_id inter- obpabaTbiBaembix TC BPDU.

val seconds instance_id: (1..15);

no spanning-tree tc-pro- seconds: (1..10)/2 cek. YcTaHaBAnBaeT 3HaYeHMeE MO0 YMONYAHUIO.

tection mst instance_id in-

terval

spanning-tree tc-protec- YcTaHaBAMBAET MaKCMMabHOE KO/IMYecTBO 0bpabaTtbiBaeMbix
tion mst instance_id tresh- TC BPDU 3a 3afaHHbI MHTEPBAN BPEMEHM.

old count instance_id: (1..15);

no spanning-tree tc-pro- count: (1..255)/1 YcTaHaBAUBAET 3HAYeHMeE MO0 YMONYAHMUIO.

tection mst instance_id

treshold

spanning-tree mst Bxog, B pexvm KoHourypaumm npotokona MSTP.

configuration

KomaHObI pexcuma KoHgu2ypauyuu npomokxoaa MSTP

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHPUrypaumm npotokona MSTP:
console# configure

console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnnua 129 — KomaHgbl pexxuma KoHdpurypaumm npotokosna MSTP

Komanda 3HaueHue/3Ha4yeHue eiicmeue
no yMmoa4YaHuro
instance instance_id vlan Co34aeT COOTBETCTBME MENKAY IK3EMMNIAPOM NPOoTOoKoAa MSTP n
vlan_range rpynnamm VLAN.
instance_id:(1..15); - instance-id — npeHTMdUKaTOp aK3emnaapa npotokona MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id Ypanaet cooTBETCTBME MEXKAY IK3eMNAAPOM NpoTokona MSTP n
vlan vlan_range rpynnamm VLAN.
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name string

no nhame

string: (1..32) cumBona

3apaeT umsa KoHourypaumm MST.
- string — uma KoHdurypauum MST.

Ypanser uma KoHdurypauym MST.

revision value

no revision

value: (0..65535)/0

3agaeT Homep peBnsnn KoHdurypaumm MST.
- value — Homep peBunsnn KoHdurypauum MST.

YcTaHaBAMBaEeT 3HayeHue No ymondauuio (value).

show {current | pending}

Moka3sblBaeT TeKyLyto (current) nmbo oxugatowyto (pending)
KoHUrypauuio MST.

exit _ Bbixoa 13 pexkuma KoHpurypaumm npotokona MSTP ¢
coXpaHeHnem KoHdurypaumu.
abort Bbixog, 13 pexxnma KoHdurypaumm npotokona MSTP 6e3

COXPaHEHUA KOHOUTypaLmu.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica Ethernet, uHmepdaelica epynnsi nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

NnopToB:

console (config-if) #

Tabnnua 130 — KomaHabl pexkuma KoHourypaumm nHtepdeica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

spanning-tree guard root

no spanning-tree guard
root

—/3almTa BbIKAOYEHA

BKAtOYaeT 3alnTy «KOPHA» ANA BCeX CBA3YOWMNX aepeBbes STP
BblbpaHHOro nopTa. [laHHaA 3awumTa 3anpeLwaer uHTepdeicy 6biTo
KOPHEBbIM MOPTOM KOMMYyTaTOpa.

YcTaHaBAMBaEeT 3HAYEHUE MO YMOYAHUIO.

spanning-tree mst in-
stance_id port-priority pri-
ority

no spanning-tree mst in-
stance_id port-priority

instance_id: (1..4094);
priority: (0..240)/128

YcTaHaBAuBaeT npuopuTeT nHTepdeiica B aksemnnsape MSTP.

- instance-id — npeHTUdUKATOpP 3K3emnaapa npotokona MSTP;
- priority — npuopuTeT uHTepdeiica.

V 3HaueHuMe NnpuopuTeTa A0MKHO BbITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst in-
stance_id cost cost

no spanning-tree mst in-
stance_id cost

instance_id: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaET LeHHOCTb NyTW Yepes BblbpaHHbIV UHTepdelic ana
onpeaeneHHOro sksemnasapa npotokona MSTP.

- instance-id — npeHTUOUKATOP 3K3emnaspa npoTokosaa MSTP.

- cOSt — L@HHOCTb NyTH.

YcTaHaBMBaeT 3HaYeHne, onpeaensiemoe Ha OCHOBaHUN
CKOPOCTM MopTa M MeToAa onpeaeNeHuns LeHHOCTM MyTH, CM.
Tabanuy 125

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YcTaHaBAMBaeT NpUopuTeT nHTepdeiica B KOPHEBOM CBA3YIOLLEM
pepese MSTP.
/| 3HaueHue npuopuTeTa AOMKHO BbITb KpaTHO 16.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#
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Tabnnua 131 — KomaHab! pexkuma EXEC

KomaHda 3HayeHue/3HayeHue

no ymos4aHurw

Aelicmeue

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group] [in-
stance instance_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
instance_id: (1..64).

MokasbiBaeT KoHOUrypauuto npoTokoaa STP.
- instance_id — naeHTMdMKaTOp 3K3emniApa npoTokona MSTP.

show spanning-tree detail
[active | blockedports] [in-

stance instance_id] instance_ id: (1..4094)

Moka3sblBaeT NoApobHY MHPOPMALMIO O HACTPOIKEe NPOTOKONA
STP, ndopmaumio 06 aKTUBHbIX UK 3aBJOKMPOBAHHbIX MOPTaX.
- active — npocmoTp MHbOpPMaLLMM 06 aKTUBHbIX NOPTax;

- blockedports — npocmoTp MHPopmaumnm o 3a610KMPOBAHHBIX
nopTax;

- instance_id — npeHTMdMKaTOp 3K3emniapa npoTokoaa MSTP.

show spanning-tree
mst-configuration

Moka3sbiBaeT MHGOpMaLMIO O CKOHOUTYPUPOBAHHBIX IK3EMNAAPaAX
MSTP.

clear spanning-tree de-
tected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MNepesanyckaeT npouecc murpaumm npoTokona. 3aHoBo
NponCxXoauT NPOCcYET aepesa STP.

[Mpumepbl 8b1M0AHEHUS KOMAHO

= BKAKOYMTb NOAAEPHKKY NPOTOKOAA STP, yCTaHOBUTb 3HaUYeHMe npuopuTeTa ceasytowero gepesa RSTP
— 12288, nntepsan forward-time — 20 cekyHA, UHTEPBAN BPEMEHN MeXKAY Nepeaayamu LNPOKO-
BellaTeNbHbIX coobuieHnin «Hello» — 5 cekyHA, Bpems XU3HM CBA3YOLWLEro gepesa — 38 CeKyHA,

MNMoKa3aTb KOHOUrypaLmto npoTokona STP:

console (config
console (config
console (config

console (config
console (config

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree

( ) #
( ) #
( ) #
console (config) #
( ) #
( ) #
( ) #

console (config exit

console# show spanning-tree

mode rstp
priority 12288
forward-time 20
hello-time 5
max-age 38

Spanning tree enabled mode RSTP
Default port cost method: short

Loopback guard: Disabled

Root ID

Priority
Address

32768

5 sec

Number of topology changes 0 last change occurred 23:45:41 ago

Times: hold 1, topology change 58,
hello 5, max age 38,
Interfaces
Name State Prio.Nbr Cost

a8:f9:4b:7b:e0:40
This switch is the root

Hello Time Max Age 38 sec

forward delay 20

Forward Delay 20 sec

notification 5

Sts Role PortFast
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tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -
Pol enabled 128.1000 4 Dsbl Dsbl No -

5.17.5.3 Hacmpolika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — ogHa 13 pasHoBuaHocCTen npoTokona Spanning Tree,
pacwmpatowana GyHKUMOHanbHOCTb STP ana ncnonbsosaHua B otaenbHbix VLAN. MpumeHeHMe gaHHOro npo-
TOKona no3sonseT B Kaxxaom VLAN co3gaTb otaenbHbI akzemnaap STP. PVSTP+ coBmectum ¢ STP.

Rapid (6bicTpbiit) PVSTP+ (RPVSTP+) sBnsieTca ycoBepLleHCTBOBaHMEM NpoToKona PVSTP+, xapakTtepusy-
€TCA MEHbLMM BPEMEHEM MPUBELAEHUA CETU K APEBOBUAHOMN TONONAOTUN N UMEET Hoslee BbICOKYHO YCTOMUK-
BOCTb.

’ | Bcero nopaep»kaHo 64 PVST/RPVST-uHctaHca. Mpu 3ToM HY/1eBOI MCNONb3yeTca ANA Bcex
e VLAN, B KOTOpbIX OTK/AloueH PVST/RPVST. Kaxxgomy VLAN c BKatoueHHbIm PVST/RPVST
cootBeTcTByeT oauH PVST/RPVST uHcraHc.

MopTbl, Ha KOTOPbIX aKTUBHbI 60nee 64 VLAN, npu nepexoae 8 pexkum PVST/RPVST Bpe-
MeHHO 610KMNpYIOTCA, NO3TOMY Nepep, BKaoueHnem PVST/RPVST Heobxoaumo pacumTaTtb
Konn4yectso ucnonbsyembix VLAN Ha KonbueBbiXx noprtax Kommyrtatopa. Echm paHHoe
3HaueHue npesblwaeT 63, TO NePBOHAYa/IbHO HYXKHO OTKAOUUTL PVST/RPVST B 36biTOu-
Hbix VLAN/RPVST KkomaHao# "no spanning-tree vlan <VLAN ID>".

.-

Mpwu BkAloYeHHOM pexkume PVST/RPVST kommyTtatopbl MES o6pabatbiBatot PVST bpdu
B0 Bcex VLAN. lNMoaTtomy B cny4asx, Korga B KO/bLie UCNONb3YIHOTCA KOMMYTaTOpPbl C KONU-
yectBom PVST/RPVST VLAN, npesbiwatowem 63, cnegyer paclumputb AMmutbl 06pa-
60TKu PVST bpdu-tpaduka Ha CPU. [ina aToro ucnonb3yerca KomaHga "service cpu-rate-
limits other-bpdu 1024".

.‘

Ecnam B npouece aKkcnayaTtaumm noHagoburca yépatb VLAN u3s PVST/RPVST-MHCTaHCOB U
B£,06aBUTb HOBbIE, HYXXHO NPOU3BECTU C/eayoLme A4eNCTBUA:

1) OTKNIOUUTDL BCE NOPTbI Ha KOTOPbIX HacTpoeHbl VLAN, yuacteylowme 8 PVST/RPVST (ko-
maHga «shutdown» B pexxume KoHdUrypuposaHua uHtepdeiica);

2) OTknounTb STP B He HyXKHbIX VLAN-ax (KomaHga «no spanning-tree vlan vian_list» B
rno6asbHOM pexxume KOHGUrypupoBaHus);

3) Bkaountb STP B HOBbIX VLAN-ax (KomaHga «spanning-tree vlan vian_list» 8 rno6anb-
HOM pexXume KoHPUrypupoBaHus);

4) BkntounTb Bce NopTbl (KomaHaa «no shutdown» B pexkume KOHPUIrypMpoBaHUA UHTEP-
deiica).

.‘

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHOM KOHGUIypauum:

console (config) #
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Tabnnua 132 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

spanning-tree vlan vian_list

spanning-tree vlan vian_list

vlan_list: (1..4094)/ no
YMO/TYHMIO BCE MHCTAHCbI
BKJIIOYEHbI

BKAtounTb paboTty npotokona PVSTP+, RPVSTP+ B yKazaHHbIX
VLAN.

OTKntoyaeT paboty npoTokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaB/MBAET MHTEPBAJI BPEMEHMU, 3aTpauymMBaeMblit Ha
npocnywmBaHUe 1 3y4yeHne COCTOAHUIN Nepes nepekntoyeHnem
B COCTOAHME Nepefayun ana ykasaHHbix VLAN.
V Taiimepbl AONKHbI COOTBETCTBOBATL C/eAy-
toweit popmyne:
2 * (Forward-Time - 1) > Max-Age 2 2 *
(Hello-Time + 1).

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBaET MHTepPBaa BpEMEHN MeXAy nepegayamm
LUMpPOKOBeLLaTe/IbHbIX coobuweHnin «Hello» K
B3aMMOZENCTBYIOLLMM KOMMYyTaTOpPaM AA YKa3daHHbIX VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree vlan vian_list
max-age seconds

no spanning-tree vlan
vlan_list max-age

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaET BpemMA XKM3HU ceAasytowero aepesa STP ana
yKa3aHHbIx VLAN.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

spanning-tree vlan vian_list
priority priority_value

spanning-tree vlan vian_list
priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HactpauBaet npuoputet ceAsyoLero gepesa STP.
V 3HaueHue BblI6UpaeTcA M3 ANManNasoHa C Wa-
rom 4096.

YcTaHaBAMBaEeT 3HAYEHUE MO YMOYAHUIO.

spanning-tree vlan
vlan_list tc-protection

no spanning-tree vlan
vlan_list tc-protection

vlan_list: (1..4094);

BkntoyaeT orpaHuyeHne Ha KonnyecTso obpabaTtbiBaemMbix
TCN/TC BPDU 3a ycTaHOBNEHHbI MHTEpBaN BpemeHn ansa STP,
RSTP, HyneBoro sksemnaapa MSTP.

BbIkntouaeT orpaHMyeHne Ha Koanyectso obpabaTbiBaeMbix
TCN/TC BPDU.

spanning-tree vlan
vlan_list tc-protection in-
terval seconds

no spanning-tree vlan
vlan_list tc-protection in-
terval

vlan_list: (1..4094);
seconds: (1..10)/2 cek.

YcTaHaBAMBaEeT UHTEPBaAs OrPaHNYEHMA KOMYECTBa
obpabaTbiBaembix TCN/TC BPDU.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

spanning-tree vlan
vlan_list tc-protection
treshold count

no spanning-tree vlan
vlan_list tc-protection
treshold

vlan_list: (1..4094);
count: (1..255)/1

YcTaHaBAMBaeT MaKCMManbHOe KonnyecTso obpabaTtbiBaemblx
TCN/TC BPDU 3a 3agaHHbI MHTEPBaN BPEMEHW.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHdurypaumm nHtepdeinca:

console (config-if) #
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Tabnunua 133 — KomaHgb! pexkuma KoHdpurypaumm nHtepdeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmesue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaET LLeHHOCTb NyTU Yepes AaHHbI UHTepdelic ana
yKasaHHbIx VLAN.
- €OSt — UEeHHOCTb NyTH.

YcTaHaBAMBaeT 3HaveHne, onpegeniemoe Ha OCHOBaHUM
CKOPOCTM NOopTa M MeToAa onpegeneHna LeHHOCTU NyTK ana
yKasaHHbIx VLAN

spanning-tree vlan
vlan_list disable

no spanning-tree vlan
vlan_list disable

vlan_list: (1..4094)

3anpewaet paboTty npoTtokona STP Ha KOHOUTypupyemom
nHTepderice ana ykasaHHbIx VLAN.

PaspewwaeT paboTy npoTokona STP Ha KOHUTyprpyemom
nHTepdelice ana ykasaHHbIx VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YcTaHaBAnBaeT NpuopuTeT nHTEpdelica B KOPHEBOM
ceAasyowem aepese STP.
V 3HauyeHue Bbl6MpaeTcA U3 AManasoHa C wa-
rom 16.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree vlan vian_list
guard {root | loop | none}

no spanning-tree vlan
vlan_list guard

vlan_list: (1..4094);

BK/IlOYaET 3aLMTY KKOPHA» HA AaHHOM UHTepdelice ana
yKasaHHbIx VLAN.

- root — 3anpewaeT MHTepdeicy HbITb KOPHEBLIM NOPTOM
KOMMYTaTopa;

- loop — BKAtOYAET Ha MHTepdENCce [ONONHUTENBHYIO 3aWUTY OT
netenb. B cnyyae, ecnm uHTepdenc HaXoAUTCA B COCTOA- HUM,
oTAnMyHoMm oT Designated n npu 3Tom nepecTaer noay- 4aTb
BPDU, nHtepdeiic 6aokmpyetcs;

- none — oTK/toYaeT Bce Guard-pyHKUMM Ha nHTepdeiice.

OTkAtoyaet Bce Guard-dyHKLMU Ha MHTepdeiice.

spanning-tree restricted-tcn

no spanning-tree restricted-
tcn

—/BbIK/IIOYEHO

3anpewgaet npuem BPDU c ¢narom TCN gns yKasaHHbIx VLAN.

Paspewwaet npuem BPDU c ¢pnarom TCN anna ykasaHHbix VLAN.

5.17.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTtokon ERPS (Ethernet Ring Protection Switching) npeAHa3HayeH AN NOBbILLEHNS YCTOWYNBOCTU U
HaZleXXHOCTU CeTWM nepefayn AaHHbIX, UMEIOLLEN KONbLLEBYIO TOMOJIOTUIO, 3@ CYET CHUMKEHWA BPEMEHMU
BOCCTAHOB/IEHUA CETM B C/ly4ae aBapuu. Bpema BOCCTaHOBAEHUA He NpeBblwaeT 1 ceKyHAbl, YTO CYLLECTBEHHO
MeHbLUe BpeMEeHW NepecTporKn CETU NPU UCNOIb30BAHUKN MPOTOKO/IOB CEMENCTBA Spanning tree.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 134 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HayeHue/3HayeHue
no yMmon4aHuwo

KomaHoa Aelicmesue

erps PaspewaeT paboTty npotokona ERPS.

—/BbIK/IIOYEHO

no erps 3anpewaeT paboTty npotokona ERPS.
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erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3paHue ERPS-konbua ¢ naeHtupukatopom R-APS VLAN, no
KOTOpol byaeT nepenaBaTbca cnykebHas MHGopmaums n
rnepexoz, B peXXMmM KOHOUrypaLmMm KosbLa.

- vlan_id — Homep R-APS VLAN.

Ypanernue ERPS-konbLa ¢ naeHtudurkatopom vian_id.

KomaHObI pexcuma KoHgu2ypayuu Konbya

Bua 3anpoca KOMaHAHOM CTPOKU B peXxnume KoHPUrypaumm KoabLa:

console (config-erps) #

Tabnnua 135 — KomaHab! pexkuma KoHpurypaumnm ERPS-konbua

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

protected vlan add vian_list

vlan_list:(2..4094, all)

[o6aenaeTt ananasoH VLAN B cn1cok 3awmiLeHHbIx VLAN.
- vlan_list — cnucok VLAN. [inanasoH VLAN MoxHo 3a4aTb
nepeyncneHnem yepes 3anAaTyto UM yKa3aTb HavyabHOE U
KOHEYHOEe 3Ha4YeHUs AManasoHa Yyepes gedpuc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN u3 cnucka 3awmueHHbix VLAN.
- vlan_list — cnucok VLAN ans yaaneHus.

port {west | east}{giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Bbibop west (east)-nopTa KOMMyTaTOpPa, BKAOYEHHOTO B KO/bLO.

group: (1..48)
no port {west | east} YpaneHue west (east)-nopTa KOMMyTaTopa, BKAOYEHHOTO B
KOJ/IbLLO.
rpl {west | east} {owner | Bbibop RPL-nopTa KOMMyTaTOpa M ero posiu.
neighbor} - west — RPL-nopTtom byzeT HazHayeH west-nopT;
- east — RPL-nopTom 6ygeT HazHayeH west-nopr;
—/no rpl - owner — KommyTaTop byaeT ABnaTbcA Bnagenbuem RPL-nopTa;
- neighbor — KommyTaTop ByAET ABNATLCA COCEAOM BAAAENbLA
RPL-nopra.
no rpl YpaneHve RPL-nopTta KommyTaTopa.
level level HacTtpoiika ypoBHs coobueHuii R-APS. Heobxoanmo ans
) npoxoxaeHus coobueHunii yepes CFM MEP.
level: (0..7)/1 - level — ypoBeHb coobuieHnit R-APS.
no level YcTaHOBKa 3Ha4YeHMA N0 YMONYAHUIO.
ring enable BKntoueHMe GYyHKUMOHNPOBAHMA KOJbLa.

no ring enable

—/BbIK/IOYEHO

BbikntoueHne GYHKLUMOHNPOBAHUA KObLA.

version version

no version

version: (1..2)/2

BbI6Op pexkrmma COBMECTUMOCTHM C APYTMMU BEPCUAMM NPOTOKONA
G.8032.
- version — BepcuaA npoTtokosia G.8032.

YCcTaHOBKa 3HaY€HWUA NO YMOJIYAHUIO.

revertive

no revertive

—/revertive

Bbibop perkrma paboTbl KobLa.

YCTaHOBKa 3HAY€HUA NO YMOJIYAHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHue NoAKobLA ANA 4AHHOMO KONbLA.
-vlan_id — Homep VLAN.

YpaneHue nogkonbLa.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKAOUUTL OTNPABKY CUrHaNa OYUCTKU MAC-TE6}'II4LI,bI B OCHOBHOE€
KO/1bLO NpU nepecTtpoeHnn NnoaKo/ibLa.

OTKNHOYUTB OTNPABKY CUTHaNA o4nCcTKM MAC-TabnuLbl B OCHOBHOE
KO/IbLLO NPU NepecTpoeHUmn NoAKobLA.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHoBKa Talimepa 610KMpytoLero yctapeslwme R-APS
coobleHus.

YCTaHOBKa 3HAY€HWUA NO YMOJYAHUIO.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx

155




HELTEX

timer holdoff value

value:(0..10000) mc,
KpaTHoe 100 ¢
TOYHOCTbIO 5 Mc/0 mc

no timer holdoff

YcTaHOBKa TaliMepa 3aiepKKN peakLum KoMmmyTaTopa Ha
M3MeHeHue B COCTOAHUN. BmecTo peakuuu Ha cobbiTue
BKJ/IlOYaeTCA Talimep, N0 UCTEYEHUW KOTOPOFrO KOMMYTaTop
MHGOPMUPYET O CBOEM COCTOAHWM. MpegHasHaueH Ans
yMeHblUeHus ¢ayaa nakeTos npu GpaannmHre NnopTos.

YcTaHOBKa 3Ha4YeHUA No YMOI4aHUIO.

timer wtr value

value:(1..12) muH/5

YcTaHOBKa Talimepa, KOoTopbili 3anyckaetcsa Ha RPL Owner
KOMMyTaTope B revertive-pexkume. Mcnonbsyetca ana
npeAoTBPALLEHNA YACTbIX 3aLMUTHBIX NEPEK/OYEHUI U3-3a

MmH CUrHAI0B O HEMCNPaBHOCTAX.

no timer wtr YcTaHOBKa 3HaY€HMA NO YMOYAHUIO.

switch forced {west | east} dopcupyeT 3anycK 3aLMTHOTO NePeKOYEHMS KobLa, NPY 3TOM
—/no 610KMpPYeTCA YKa3zaHHbIV NOpPT.

no switch forced OTmeHa GopCUMpPOBaAHMNA NEPEKIIOYEHMA KObLA.

switch manual {west | PyyHoe 610KMpoBaHMe yKazaHHOro west (east)-nopra u

east} —/no pa3bnokupoBaHue east (west).

no switch manual OTmeHa py4yHON 610KMPOBKU.

abort OTKaTUTb U3MEHEHUA, BHECEHHbIE C MOMEHTA BXOLA B PEXUM

KOoHbUrypauum Konbla.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 136 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
no yMmoa4aHuo

KomaHda

HAelicmeue

show erps [vlan vian_id] vian_id: (1..4094)

3anpoc nHdopmaumm 06 obuiem coctosHun ERPS nam coctosHum
YKa3aHHOro KonbLa.

5.17.7 Hacmpolika npomokKona LLDP

OcHoBHoOW ¢yHKUMen npoTokona Link Layer Discovery Protocol (LLDP) sBnsetca obmeH mexkay
CeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHWUW M XapakTepuctukax. MHbopmauma, cobpaHHaa nocpeacTBomM
npoTtokona LLDP, HakananBaeTca B yCTPOMCTBAX M MOXKET ObITb 3anNpoLLeHa YNPaBaAoLLLMM KOMMbIOTEPOM MO
npoTtokoay SNMP. Takum ob6pa3om, Ha 0OCHOBaHUM cOBpPaHHON MHPOPMaLMKM, Ha YNPaBAAIOLLEM KOMMbOTEPE
MOKeT HbITb CMOAEIMPOBaAHa TONOAOMUA CETU.

KommyTaTopbl NnoaaepKMBatoT nepefady Kak CTaHOAPTHbLIX NapamMeTpoB, Tak U ONUMOHANbHbIX, TAKMUX
KaK:

—  MM#A YCTPOICTBA M €ro onucaHue;
—  MMA NOpTa U ero onucaHue;

—  unHbopmauma o MAC/PHY;

- UT.A

KomaHObI pexcuma 2a06asa6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHom KOHGUrypaumm:

console (config) #
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Tabnnua 137 — KomaHgb! pexuma rnobanbHoi KoHdurypaumm

3HaveHue/3HavyeHue o
KomaHoa / Aelicmesue
no ymon4aHurw
lidp run /paspelero PaspelsaeT KoOMMyTaTOpPy UCNOAb30BaHMe NpoTokona LLDP.
no lidp run pasp 3anpeLLaeT KOMMYTAaTOPY UCNONAb30BaHWe NpoToKoaa LLDP.

lidp timer seconds

no lidp timer

seconds: (5..32768)/30
cek

Onpegenser, Kak 4acTo yCTpoWcTBo byaeT oTnpasaaTb
obHoBneHune nHdopmaumm LLDP.

YcTaHaBAMBAET 3HA4YeHUe No YMO4aHUIO.

lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3afaeT BeMYMHY BPEMEHU A5 NPUHUMAIOLLErO YCTPOMCTBa, B
TeyeHne KOTOPOTro HYXKHO yAepKMBaTb MPUHMMaeMble NaKeTbl
LLDP nepep, nx cbpocom.

[aHHaa BeanynHa nepegaeTca Ha NPUHUMaAEMyto CTOPOHy B LLDP
update nakeTtax (naketax 06HOBNEHMA), ABASETCA KPAaTHOCTbIO ANA
Tanmepa LLDP (lldp timer). Takum obpasom, Bpems KunsHu LLDP
naKkeToB paccynTbiBaeTcsa no ¢opmyne TTL = min (65535, LLDP-
Timer * LLDP-HoldMultiplier)

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

lidp reinit seconds

no lldp reinit

seconds: (1..10)/2 cek

MuHuMManbHoe Bpems, KoTopoe LLDP-nopT 6yaeT oxnaatb nepeg,
NOBTOPHOW UHULManu3aunen LLDP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp tx-delay seconds

seconds: (1..8192)/2

YcTaHaBAMBaeT 3a4epXKKy Mexay nocnegyowmmm nepeaa-
Yyamu naketos LLDP, MHULMNPOBAHHBbIMW U3MEHEHUAMMN 3HAYe-
HWIM MK cTaTyca B IOKaNbHbIX 6a3ax gaHHbIx MIB LLDP.

cex V PekomeHayeTtcs, u4TO6bl JaHHasA 3aAepiKKa
6blna MeHblie, Yyem 3HauyeHue 0.25* LLDP-
Timer.
no lidp tx-delay YcTaHaBAMBaET 3HAaYEHME N0 YMOIYAHUIO.
lidp lidpdu {filtering | OnpepenseT pexnm obpaboTkm naketos LLDP, koraa npoTokon
flooding} LLDP BbIKNtOYEH Ha KOMMYTaTOpe:
- filtering — yka3biBaeT, 4to LLDP-nakeTbl puabTpytoTCa, ecam
—/filtering npotokon LLDP Bbiknto4YeH Ha KommyTaTope;
- flooding — yKasbiBaeT, uto LLDP-naKkeTbl nepeaatoTcs, ecam
npoTokon LLDP BbIKAtOYEH HA KOMMYyTaTOpe.
no lidp lidpdu YcTaHaBAMBaET 3HAaYEHME NO YMOIYAHUIO.

lldp med fast-start
repeat-count number

no lldp med fast-start
repeat-count

number: (1..10)/3

YcTaHasauBaeT umcao nostopeHuii PDU LLDP gna 6bicTporo
3anycka, onpegensaemoro nocpeacrsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

lidp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged
| untagged}] [up priority]
[dscp value]

no lidp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpegaenseT npasuao gaa napamerpa network-policy (cetesas
NOAUTUKA yCTpoicTBa). JaHHbIM napameTp ABAseTcA
OMUMOHANbHbIM ANA pacwmpeHnsa npotokona LLDP MED.

- number — nopsAZKoBbIN HoMep npasuna network policy;

- application — rnaBHaa pyHKUMA, onpegeneHHas ana JaHHOro
npaswuaa network policy.

-vlan_id — naeHTuoukatTop VLAN gna AaHHOro npaBuna;

- tagged/untagged — onpegenser TernpoBaHHOM UK
HeTernpoBaHHoM byget VLAN, ucnonb3yemas gaHHbIM NPaBUIOM.
- priority — npuopuTeT faHHOrO NpasBua (MCNob3yeTca Ha
BTOpOM ypoBHe mogenu OSl);

- value — 3Ha4yeHune DSCP, ncnonb3yemoe AaHHbIM NPaBUIOM.

Ypansaet co3gaHHoe npasuio ansa napametpa network-policy.

lidp notifications interval
seconds

no lldp notifications
interval

seconds: (5..3600)/5
cek

YcTaHaB/MBaeT MaKCMMabHYIO CKOPOCTb Nepesayn
yBegomnenuii LLDP.

- seconds — nepuog, BpeMeHu, B TeYeHe KOTOPOro YCTPOMUCTBO
MOXeT 0TNpaBuTb He 60/1ee 04HOro yBeAOMAEHUS.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx

157



HELTEX

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if) #

Tabnmua 138 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeilicmeue

lidp transmit

no lidp transmit

lidp receive

no lidp receive

Mo ymonuyanutio
paspelieHo
MNCNonb3oBaHWe B 060mx
HanpaBAEHUAX.

Pa3spewaet nepeaayy naketos no npotokoay LLDP Ha
UHTepodeiice.

3anpeuaet nepegayy naketos no npoTtokony LLDP Ha
MHTepodeiice.

PaspewaeT npuem naketos no npotokony LLDP Ha
nHTepoelice.

3anpeuaeTt npMem nakeTos no npotokony LLDP Ha
nHTepoelice.

lidp optional-tlv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/lMo
YMONYaHUIO
onuMoHanbHble TLV He
BKJ/IOYEHbI B MAKET.

OnpeaenneT, Kakue onuuoHanbHble TLV-nons (Type, Length,
Value) byayT BK/OYEHbI YCTPOWCTBOM B NepesaBaemblit
LLDP-naker.
B KOMaHAy MOKHO BKIHOYUTL OT OAHOTO A0 NATU
onuMoHanbHbIx TLV.

TLV 802.3-power-via-mdi AocTynHa TO/NbKO Ha
V yCTpoiicTBax ¢ noaaeprkoii PoE.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

lidp optional-tiv 802.1
{pvid [enable | disable] |
ppvid {add | remove}
ppv_id | vlan-name {add |
remove} vian_id}

lidp optional-tlv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lidp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonyanuio
onuMoHanbHble TLV He
BKJ/IOYEHDI.

OnpepenseT, Kakue onumoHanbHble TLV-nona 6yayt
BKJIKOYEHbI YCTPOMCTBOM B nepesasaembiii LLDP-nakeT:

- pvid — PVID unHTepdelica;

- ppvid — nob6asutb/yganutb PPVID;

- vlan-name — po6asuTb/yaanuts Homep VLAN;

- protocol — n06aBUTb/yaannUTb onpeaeneHHbIA MPOTOKO.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

lidp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id1}

no lldp management-
address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).
Mo ymonyaHutio
ynpasasaowmin agpec
onpegenserca
aBTOMaTUYECKM.

OnpeaenseT ynpasnstoWmin agpec, 06bsABNEHHbIN Ha

MHTepodeiice.

- ip_address — 3apaetca ctatnyeckuii IP-agpec;

- none — yKa3bIBaeT, YTo agpec He 06bABAEH;

- automatic — yKasbIBaeT, 4TO CMCTEMa aBTOMATUYECKH

BblOMpaeT ynpaBastoLWmii agpec, U3 CKOHGUIYpUPOBaAHHbIX

afpecoB 3af,aHHOTo UHTepdelica.

Ecnm untepdeiic ethernet unmn nHtepdeitc rpynnsl nopTos

npuHaganexxat VLAN, To gaHHbIv agpec VLAN He byget

BKJIKOYEH B CMMCOK BO3MOMHbIX YNPaBAAOLWMX apeCcoB.

V B cnyyae Hanuuma Heckonbkux IP-appecoB cu-
cTema BblbMpaeT HayanbHbIW IP-agpec U3 guana-

30Ha AuMHamuyeckux IP-apgpecos. Ecnm guHamunyeckue

agpeca OTCYTCTBYIOT, TO CMCTeMa BblibMpaeT HayaNbHbIN

IP-aapec U3 gnanasoHa BO3MOXHbIX cTraTuyeckux IP-aa-

pecos.

Yapanset ynpasnatowuii IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Mo ymonyaHuio oTnpaBska
ysegomienuit LLDP
3anpeLLeHa.

PaspellaeT/3anpelyaeTt oTNpaBKy yBegomaeHui LLDP Ha
MHTepodeiice.

- enable — paspewaer;

- disable — 3anpelyaer.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.
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lidp med enable [t/v_list]

tvl_list: (network-policy,

Pa3spewaet ucnonb3osaHune pacwimpeHma npotokona LLDP

location, MED.
inventory)/3anpeLyeHo B KOMaHAY MOXHO BKAHOUYUTb OT OAHOIO 4,0 Tpex
MCNonb3oBaHNe cneuunanbHbix TLV.
paclmnpeHns NpoToKoa
LLDP MED.
lidp med network-policy HasHauaet npasuno network-policy gaHHomy nHtepdelicy.
{add | remove} number - add — Ha3HavyaeT npasuno;
number: (1-32) - remove — yaanseT npasusIo;

no lidp med network-policy

- number — Homep npasuna.

Ypanset npasuao network-policy ¢ faHHoro nHTepdeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-
elin ecs_elin_data}

coordinate: 16 6aitT;
civic_address_data:
(6..160) 6air;
ecs_elin_data: (10..25)

3afaeT MecToNo/I0KeHME YCTPOWCTBA A5 NpoTokona LLDP
(3HaueHue napameTpa location npotokona LLDP MED).

- coordinate — afpec B cMCTEME KOOPAMHAT;

- civic_address_data — agMUHUCTPATUBHBIN agpec
YCTPOWCTBA;

- ecs-elin_data — agpec B popmate, onpeaeneHHoOm
ANSI/TIA 1057.

- 6anr. — -
no lldp med location YpanaeT HaCTPOMKM NapameTpa MecTonosoxeHus location.
{coordinate | civic-address
| ecs-elin}
lidp med notification Paspellaet/3anpeLyaet oTnpasKy ysegomneHmnin LLDP MED
topology-change {enable | 06 U3MeHeHUN TONOJIoTUMN.
disable - enable — paspelwaeT oTNpaBKy yBEAOMIEHNN;

} —/3anpeweHo . pasp PaBKy yBeA .
- disable — 3anpeluaeT oTnpasKy yBeAOMIEHUIA.
no lldp med notifications YcTaHaBAMBaeT 3HaYeHMe N0 YMOIYAHUIO.
topology-change
/ Naketbl LLDP, npuHATbie Yepe3 rpynny NopTos, 3aNOMMUHAIOTCA MHAMBUAYANbHO Nop-
TaMu rpynnbl, NPUHABWNMU coobleHuna. LLDP otnpaBnsaeT pasnunyHble coobeHunn Ha

KaKablii NOPT rpynnbl.

/ Pabota npotokona LLDP He 3aBUCUT OT COCTOAAHUA NpoToKona STP Ha nopTy, nakeTbl LLDP
OTNPABAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMpPOBaHHbIX NPOTOKonom STP-nopTax.
Ecau nopT KoHTpoaupyetca no 802.1X, To LLDP paboTtaeT c nopToOM TO/IbKO B C/ly4ae, ecnum

OH aBTOpPU30BaH.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabanua 139 — KomaHgb! pexxkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear lidp table [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OuuiaeT TabanLy agpecos 06HAPYKEHHbIX COCEAHUX YCTPOUCTB
W HaYMHAET HOBbIM LMKA 0bMeHa nakeTamu no npotokoay LLDP

MED.

show lidp configuration [gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasbieaeT LLDP-koHOUrypaumm Bcex pusmnyeckmx nHtepdeincos

YCTPOICTBA, IM60 3a4aHHbIX UHTEPENCOB.
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show lidp med configura- Moka3sbiBaeT KoHGUIypaLun paclmpeHns npotokona LLDP —
tif)n [gigabitet.herrilet gi_port: (1..8/0/1..48); MED p,nﬂuBcex du3nYeCKMX HTepdecoB, MO0 3aaaHHbIX
gi_port | tengigabitethernet MHTepdencos.
L. te_port: (1..8/0/1..24);

te_port | fortygigabitether- fo, port: (1..8/0/1..4)
net fo_port | oob | de- - b
tailed]
show lldp local MNokasbiBaeT LLDP-MHpopmMaLmto, KOTOPYH aHOHCUPYET AaHHbIN
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | nopr.
tengigabitethernet te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port fo_port: (1..8/0/1..4)
| oob}
show lldp local MokasbiBaeT cTaTyc nepesarpysku TLVs LLDP.
tlvs-overloading .
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);

.. te_port: (1..8/0/1..24);
tengigabitethernet te_port | fo, port: (1..8/0/1..4)
fortygigabitethernet fo_port - B "
| oob]
show lldp neighbors MokKasbiBaeT MHOPMaALMIO O COCEAHUNX YCTPOMCTBAX, Ha KOTOPbIX
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | pa6otaer npotokon LLDP.
tengigabitethernet te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port fo_port: (1..8/0/1..4)
| oob]
show lldp statistics MoKasbiBaeT cTaTUCTUKY LLDP.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port fo_port: (1..8/0/1..4)
| oob | detailed]

[pumepbl 8bINOAHEHUS KOMAHO

= YcraHoBuTb Ans noprta tel/0/10 cneaytowme tlv-nona: port-description, sytem-name, system-de-
scription. lna gaHHoro nHtepdeica gobasuTb ynpasasatowmin agpec 10.10.10.70.

console (config)# configure

console (config) # interface tengigabitethernet 1/0/10

console (config-if) # 1lldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1ldp management-address 10.10.10.70

MocmoTpeTb KoHpUrypauuto LLDP:

console# show 1lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold Multiplier: 4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled
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Tabnnuya 140 — OnucaHue pesynbTaTos

lMone OnucaHue

Timer OnpeaenseT, Kak YacTo ycTpolicTBo wneT LLDP-o6HOBAEHMA.

Onpepenset BennumHy Bpemenu (TTL, Time-To-Live) ans npuHMMaloLwero ycTpo-
Hold Multiplier CTBa, B TEUEHME KOTOPOrO HY>KHO yepXnBaTb NPMHMMaeMble nakeTsl LLDP nepeg,
nx copocom: TTL = Timer * Hold Multiplier.

Onpegenaet MMHUMANbHOE BPEMSA, B TeHEHME KOTOPOro nopT 6yp,eT OXMOaTb nepen

Reinit delay nocbinkol cneaytouero LLDP-coobueHus.

Tx delay OnpegenseT 3afepXKy mexay nocnep,l/rou.l,mmm nepegavyamu LLDP-bpeiimos, nHu-
LUMUPOBAHHbIX U3MEHEHUAMM 3HaYEeHUN Anbo cTaTyca.

Port Homep nopTa.

State Pexum paboTbl nopTa gnsa npotokona LLDP.

TLV-onuuu, KoTopble nepeaatoTca
BO3MOKHble 3HaYeHunA:

PD — OnucaHue nopta;

SN — CuctemHoe nms;

SD — OnucaHue cuctTemsl;

SC — BO3MOKHOCTU CUCTEMDI.

Optional TLVs

Address AZpec ycTponcTBa, KoTopbli nepesaetcs B LLDP-coobweHusx.

Notifications YKa3blBaeT, pa3peLleHbl UK 3anpeLeHbl ysegomaeHuma LLDP.

MokasaTb MHGOPMaLMIO O COCEAHUX YCTPOWCTBAX

console# show lldp neighbors

Port Device ID Port ID System Name Capabilities
te0/1 0060.704C.73FE 1 ts-7800-2 B
tel/2 0060.704C.73FD 1 ts-7800-2 B
te0/3 0060.704C.73FC 9 ts-7900-1 B, R
te0/4 0060.704C.73FB 1 ts-7900-2 W

console# show 1lldp neighbors tengigabitethernet 1/0/20

Device ID: 02:10:11:12:13:00

Port ID: gi0/23

Capabilities: B

System Name: sandbox2

System description: 24-port 10/100/1000 Ethernet Switch
Port description: Ethernet Interface

Time To Live: 112

802.3 MAC/PHY Configuration/Status

Auto-negotiation support: Supported

Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 1000BASE-T full duplex, 100BASE-TX full
duplex mode, 100BASE-TX half duplex mode, 10BASE-T full duplex mode, 10BASE-T half
duplex mode

Operational MAU type: Unknown
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Tabnnuya 141 — OnucaHue pesynbTaTos

Mone OnucaHue
Port Homep nopTa.
Device ID Nma nnn MAC-agpec cocegHero ycTpomncrsa.
Port ID NpeHTMdMKaTOp NopTa coceagHEero ycTpomncraa.

System name

CuctemHoe MMA yCTPOMCTBa.

Capabilities

[aHHoe none onucbiBaeT TMN yCTPOMCTBa:

B — Mocr (Bridge);

R — MapuwpyTtusatop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T — TenedoH (Telephone);

D — DOCSIS-yctpoitcteo (DOCSIS cable device);
H — CeteBoe ycTpoicteo (Host);

r — MNosToputens (Repeater);

O — Tun HeusBecTeH (Other).

System description

OnucaHune coceaHero ycTpoicTea.

Port description

OnwucaHue nopTta cocefHero ycTpoicTaa.

Management address

Appec ynpasneHus ycTponcTeom.

Auto-negotiation
support

OnpegendeT, nogaep»1MBaeTca M aBTOMaTUYECKOe onpeaeneHne pexuma nopra.

Auto-negotiation OnpegenseT, BKAOYEHA /M NOALEPKKA aBTOMATUYECKOTO ONpeaeneHna pexnma
status nopra.

Auto-negotiation Onpegenset pexumbl, Nogaepxvsaemole GyHKLMER aBTOMATMHYECKOrO onpeaese-

Advertised HUA nopTa.

Capabilities

Operational MAU Pabouunii MAU-TUN ycTpoWcTea.
type

5.17.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — ¢yHKUMM yPOBHSA KaHana
nepenayn AaHHbIX NPeAcTaBAAOT cOOOM NPOTOKON MOHUTOPUHIA COCTOAHMA KaHana. B sTom npoTokone ana
nepefaym MHGOPMaLMM O COCTOAHUM KaHana MeXKAy HenocpeacTBEHHO NOAKAOYEHHBIMWU YCTPOMCTBAMMU
Ethernet ncnonbsytoTca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpolicTBa A0MKHbI NOAAePHKUBaTb
ctaHgapt IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdericos Ethernet:

console (config-if) #

Tabnunua 142 — KomaHabl pexkuma KoHdurypaumnm nHtepdelica Ethernet

3HayeHue/3HayeHue
no yMmoA4YaHuio

KomaHda Aeilicmeue

ethernet oam BkatounTb nopaep:kky Ethernet OAM Ha noprty.

—/OTKAIO4YEHO

no ethernet oam OtkntounTb Ethernet OAM Ha KoHdUIrypupyemom nopry.

YcTaHaBMBaeT NOPOr KO/IMYECTBA OLWMBOK 33 yKasaHHbIM nepuog,
(nepnopg, yctaHaBAnBaeTca komaHaol ethernet oam link-monitor
frame window).

ethernet oam link-monitor

frame threshold count count: (1..65535)/1
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no ethernet oam link-moni-
tor frame threshold

BocctaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ethernet oam link-monitor
frame window window

no ethernet oam link-moni-
tor frame window

window: (10..600)/100
Mc

YcTaHaB/MBaeT BPEMEHHOM NPOMENKYTOK ANA NnoAcyeTa
KO/IMYEeCTBA OLIMBOK.

BocctaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam link-moni-
tor frame-period threshold

count: (1..65535)/1

YcTaHaBauBaeT nopor a4 cobbitua «frame-period» (nepuog
ycTaHaBAuBaeTca KomaHaon ethernet oam link-monitor frame-
period window).

BocctaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ethernet oam link-monitor
frame-period window win-
dow

no ethernet oam link-moni-
tor frame-period window

window:
(1..65535)/10000

YcTaHaBAMBaeT BPEMEHHOMN NPOMEXKYTOK A/1a cobbitna «frame-
period» (B dpperimax).

BoccraHaBnnBaeT 3HaYeHME NO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-moni-
tor frame-seconds thresh-
old

count: (1..900)/1

YcTaHaBnvBaeT nopor ana cobbitus «frame-period» (nepuog,
ycTaHaBauBaeTcAa KomaHaon ethernet oam link-monitor frame-
seconds window), B cekyHaax.

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-moni-
tor frame-seconds window

window:
(100..9000)/100 mc

YcTaHaBMBaeT BPEMEHHOMN NPOMEXKYTOK AN cobbitna «frame-
period».

BoccraHaBnunBaeT 3HaYeHME NO YMONYAHUIO.

ethernet oam mode {active
| passive}

YcTaHaBAMBaeT pexxum paboTbl npoTokosa OAM:
- active — KommyTaTop noctoAHHo oTnpasnset OAMPDU;

—/active - passive — KommyTaTop HaunHaeT otTnpasaate OAMPDU Tonbko
npu Haanunum OAMPDU co BCTPeYHOM CTOPOHBI.
no ethernet oam mode BoccTaHaBAMBaeT 3HAYEHME MO YMOIYAHUIO.
ethernet-oam remote-fail- BkntoyaeT noaaepky n obpaboTky cobbitnii «remote-failure».
ure
—/BKNOYEHO
no ethernet oam re- BoccTaHaBMBaeT 3HaYeHMe N0 YMONYAHUIO.
mote-failure
ethernet oam remote-loop- BkntoyaeT noaaepKky GyHKLMKM 3aBOpoTa Tpaduka.
back supported
—/oTK/I04eHO
no ethernet oam re- BoccTaHaBMBaeT 3HaYeHMEe N0 YMONYAHUIO.
mote-loopback supported
ethernet oam uni-direc- BKAtoyaeT GyHKUMIO 0BHapYKeHUA O4HOHaNPABAEHHbIX CBA3EN Ha
tional detection 6ase npoTtokona Ethernet OAM.
no ethernet oam uni-direc- —/oTwniovero BoccTaHaBMBaeT 3HauYeHMe N0 YMONYAHUIO.
tional detection
ethernet oam uni-direc- OnpegaenseT peakumio KOMMyTaTopa Ha O4HOHaNPABAEHHYO
tional detection action {log CBA3b:
| error-disable} - log — otnpaska SNMP trap v 3anucb B KypHan;
—/log - error-disable — nepesog nopta B coctosfHue «error-disabley,
3anuncb B XXypHan n otnpaska SNMP trap.
no ethernet oam uni-direc- BoccTaHaBAMBaeT 3HaYeHMe N0 YMONYAHUIO.
tional detection action
ethernet oam uni-direc- BK/ItOYaeT arpeccmMBHbIN peXUm onpeseneHuns
tional detection agressive OZiHOHanpaB/eHHOW cBA3W. Ecnun oT coceaHero ycTpoinctaa
nepectatoT npuxogutb Ethernet OAM-coobueHns — NMHK
—/OTKAIO4YEHO

no ethernet oam uni-direc-
tional detection aggressive

nome4aeTca Kak Oﬂ,HOHaHpaBﬂeHHbIVI.

BocctaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ethernet oam uni-direc-
tional detection discovery
time time

time: (5..300)/5 cek

YcTaHaBAMBaeT BPeMEHHOM MHTepBan ANA onpeaeneHuns Tuna
CBA3W Ha NopTy.
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no ethernet oam uni-direc- BoccraHaBnnBaeT 3HaYeHMe NO YMOYAHUIO.
tional detection discovery-
time

KomaHObI pexcuma privileged EXEC

Bce KomaHAbl AOCTYNHbI AN NPUBUNETMPOBAHHOIO MNoJb3oBaTeNs. Bua 3anpoca KOMaHAHON CTPOKU
perknma privileged EXEC:

console#

Tabanua 143 — KomaHgbl pexkuma privileged EXEC

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
no yMmoA4YaHuo

clear ethernet oam statis- Ounwaet ctatncTmKy Ethernet OAM ana ykasaHHoro nHtepoeiica.
tics [interface {giga- gi_port: (1..8/0/1..48);
bitethernet gi_port | tengi- te_port: (1..8/0/1..24);
gabitethernet te_port | for- fo_port: (1..8/0/1..4).
tygigabitethernet fo_port}]
show ethernet oam discov- OTobpaxkaeT cocTosaHue npoTokona Ethernet OAM ansa
ery [interface {gigabitether- gi_port: (1..8/0/1..48); | ykasaHHoOro nHtepdeiica.
net gi_port | tengiga- te_port: (1..8/0/1..24);
bitethernet te_port | for- fo_port: (1..8/0/1..4).
tygigabitethernet fo_port}]
show ethernet oam statis- OTobparkaeT CTaTUCTUKY 0OMEeHa NPOTOKONbHbIMKU COOBLLLEHNAMM
tics [interface {giga- gi_port: (1..8/0/1..48); | 4nA yKasaHHOro MHTepdeica.
bitethernet gi_port | tengi- te_port: (1..8/0/1..24);
gabitethernet te_port | for- fo_port: (1..8/0/1..4).
tygigabitethernet fo_port}]
show ethernet oam status OTobpaxkaeTt HacTpolikm Ethernet OAM pns ykasaHHoOro
[interface {gigabitethernet gi_port: (1..8/0/1..48); | nHTepodeliica
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4)
bitethernet fo_port}]
show ethernet oam uni-di- OTobpakaeT coCToAHME MexaHU3Ma onpeaeneHns
rection'al dt.etection [inter- gi_port: (1..8/0/1..48); OZLHOHANpaB/EHHbIX CBA3EW ANA YKa3aHHOro MHTepdeica.
face {gigabitethernet

. .. te_port: (1..8/0/1..24);
gi_port | tengigabitether- fo, port: (1..8/0/1.4)
net te_port | fortygiga- - "
bitethernet fo_port}]

[pumepsi 8biM10AHEHUS KOMAHO

=  OTo6pa3uTb COCTOAHME NPOTOKONA ANA nopTa gigabitethernet 1/0/3:

console# show ethernet oam discovery interface GigabitEthernet 0/3

gigabitethernet 1/0/3

Local client

Administrative configurations:
Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported
MIB retrieval: not supported
Mtu size: 1500
Operational status:
Port status: operational

164 Ethernet-kommymamopesi cepuli MES23xx, MES33xx, MIES35xx, MES53xx



DHELTEX

Loopback status:
PDU revision:

no loopback
3

Remote client

MAC address: a8:£f9:4b:0c:00:03
Vendor (oui): a8 £9 4b
Administrative configurations:

PDU revision: 3
Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported
MIB retrieval: not supported
Mtu size: 1500

console#

5.17.9 Hacmpolika npomokona CFM (Connectivity Fault Management)

Ethernet CFM (Connectivity Fault Management), IEEE802.1ag — npeaocTtaBnset ¢yHKUMU Habaoge-
HMA, NOUCKa U YyCTPaHEHMA HeMcnpaBHocTel B ceTax Ethernet, N03BoAAs KOHTPOAMPOBATb COEAMHEHWE, U30-
NIMPoBaTb NPOB6EMHbIE YYACTKU CETU U MAEHTUPULMPOBATL KAMEHTOB, K KOTOPbIM MPUMEHAINCL OrpaHuYe-
HWA B CETW.

MpoToKoA onepupyeT cieayrowmmMmm NOHATUAMU:

=  Maintenance Domain (MD) — y4acToOK ceTu, NpuHaaiexKallunii U ynpaBasemMblii O4HUM ONepaTopom;

= Maintenance Association (MA) — cOBOKYNHOCTb KOHeuYHbIx Toyek (MEP), Kaxaas U3 KoTopbix umeeT
oAuHakoBbIn naeHTudumkatop MAID (Maintenance Association ldentifier), onpeaenatowmin Tun cep-
BUCa;

= Maintenance association End Point (MEP) — KoHeuyHas ToYKa cepBuca, PacrosioXKeHHas Ha ero rpa-
HULE;

= Maintenance domain Intermediate Point (MIP) — npomexyTo4Has To4YKa AOMEHa.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasnbHOro KOHGUIrypupoBaHus:

console (config) #

Tabnnua 144 — KomaHabl pexkuma rnobasnbHol KoHdurypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
1o yMOMYAHUIO
ethernet cfm domain name Co3paHue (Mnm cmeHa yposHa) CFM gomeHa (MD) ¢ umeHem
[level level] name:(1..32) «name» 1 Nepexos B peXXMm KOHOUTYPUPOBAHUA JOMEHA.
CMMBO/IOB - level — yposeHb CFM gomeHa.
no ethernet cfm domain level: (0..7)/0 YpaneHne CFM gomeHa (MD) ¢ umeHem “name”
name

KomaHObI pexcuma KoHgu2ypuposaHUa 0oMeHd

Bug, 3anpoca KOMaHAHOW CTPOKM B peXume KOHGUryprupoBaHua gomeHa:

console (config-cfm-md) #
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Tabnnua 145 — KomaHgb! pexkuma KoHdpurypuposaHma CFM-gomeHa (MD)

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

id { dns dns | name name
| mac mac_address num-
ber | null'}

no id

name: (1..43) cumBosioB
dns: (1..43) cumBonos
mac_address : H.H.H

man H:H:H:H:H:H namn H-

H-H-H-H-H
number: (0-65535)

Mo ymonyaHuto: id name

COOTBETCTBYET UMEHM
AomeHa

YkasaHue ngeHtuoumkatopa CFM gomeHa (MD). UmeHem gomeHa
MOXET bbITb:

- dns — dns-ums;

- name — TEKCTOBAA CTPOKa;

- mac_address number — MAC-agpec 1 YucnoBoi
NaeHTUOUKATOP JOMEHQ;

- null — NULL ngeHtndmkaTop.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

service port

{ vlan-id vian_id |
name name |
number number }

no service port

service vlan vian
{ vlan-id vian_id |
name name |
number number

no service vlan vian_id

vlan_id: (1..4094)
name: (1..45) cumBosios
number: (0..65535)

CospaHne CFM-cepsuca (MA) 6e3 npmesasku K VLAN 1 nepexog B
peXnm KoHOUTYpUpOoBaHUA cepBUCa.

Ypanerue CFM-cepsuca (MA).

Co3spaHue CFM-cepsuca (MA) npusasaHHoro K VLAN ¢ Homepom
«vlan» v nepexop, B peXxum KoHPUrypuposaHusa cepeuca. imeHem
cepBuca MOXKeT bbITb:

-vlan_id — Homep VLAN;

- name — TEKCTOBAA CTPOKa;

- number — 4YNCNOBON NAEHTUOUKATOP.

Ypanenue CFM-cepsuca (MA) npusasaHHoro K VLAN ¢ Homepom
«vlan_id».

mip auto-create [lower-
mep-only]

no mip auto-create

—/aBTOMaTNyeCcKoe
CO3/1aHNe OTKNIOYEHO

BK/tOYEHME aBTOMATUMUYECKOrO CO34aHMNA MPOMEXKYTOUYHbIX TOUEK
cepsuca (MIP). MpomeskyTouHble ToUuKkK cepsuca (MIP) cosgatoTca
Ha BCcex NopTax, Ha KoTopbix nponucaH VLAN cepBuca.
Heobs3aTenbHblii napameTtp «lower-mep-only» nckaoyaeT us
CMMCKa NOPTbI, Ha KOTOPLIX Y}Ke CO34aHa KOHeYHan TouYKa cepBuca.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgpu2ypuposaHuUs cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe KOHPUIyprpoBaHUa AoMeHa:

console (config-cfm-ma) #

Tabnunua 146 — KomaHabl pexkuma KoHpurypumposaHua CFM cepsuca (MA)

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

continuity-check interval
interval

no continuity-check in-
terval

interval: (1, 10, 100, 600)
cekyHa/1 cekyHaa

YcTaHoBKa MHTepBana oTnpasku Continuity Check coobeHuit.

YcTaHOBKa 3HaYeHUA N0 YMONYAHUIO

Direction down

No direction down

YcTaHaBAMBaET HanpaBAeHMe KOHeYHOM TouKkon cepsuca (MEP) B
HUcxoaALlee.

YcTaHaBAMBaET HanpaBAeHMe KOHeYHOM To4uKkK cepsuca (MEP) B
Bocxojsllee.

efd notify erps

no efd notify erps

— /BbIK/OYEHO

BK/itoyaeT oTNpaBKy yBesoM/IeHMI 06 06HaPYKeHUU U3MEHEHUA
cocTosHUA KonbLa ERPS Ha cobbiTua events propagation link
failure/restore n HapylweHMe CBAZHOCTH, AETEKTUPOBAHHBIX C
nomoupto Continuity Check Protocol (CCM)

OTK/IIOYNTb OTNPABKY YBEAOMAEHUIA.

mep id

id: (1..8191)

[obasneHne KoHeYHoM Touku cepsuca (MEP) c uaeHTUdMKaTopom
«id» K JaHHOMY CepBuCY.
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no mep id

JaHHOW KOMaHAO0M OCyLLecTBAAETCA TONbKO NPUBA3KA
MEP K cepBucy. MEP co3pgaetca B pexxume KOHGUTrypu-
poBaHus uHtepdeiica.

YpaneHue KoHe4yHol Touku cepeuca (MEP).

mip auto-create { lower-
mep-only | none }

no mip auto-create

—/Mo ymonyaHuio
MCMO/b3YETCA PEKUM,
CKOHOUIYPUPOBaHHbIN

ONA LOMeHa, B KOTOPOM

Haxo4MTCA CepBuC

BK/toYeHWe aBTOMATUYECKOrO CO34aHMNA NPOMEXKYTOYHbIX TOYEK
cepsuca (MIP). MpomexxyTouHble ToukK cepeuca (MIP)
€03[atoTCA Ha BCex NopTax, Ha KoTopbix nponucaH VLAN cepsuca.
Heobs3aTesibHble NapameTpbl:
—  lower-mep-only — uckao4aeT U3 cnncka nopTbl, Ha
KOTOPbIX Y}Ke co34aHa KOHeYHan Touka cepsuca (MEP);
—  none — He CO34aBaTb aBTOMATUYECKM MPOMENKYTOUHbIE
To4KM cepsuca (MIP).

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOW CTPOKU B pexknume KoHUrypupoBaHus mHtepdelica Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 147 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

ethernet cfm mep mep_id
domain domain_name
service {vlan-id vian_id |
name name | number
number}

no ethernet cfm mep
mep_id domain do-
main_name service {vlan-
id vlan_id | name name |
number number }

mep_id: (1..8191);
domain-name: (0..32)
CUMBO/IOB;
vlan_id: (1..4094);
name: (0..45) cumBo10B;
number: (0..65535).

CosaaHue Ha nHTepdeice KoHeYHOM ToUkK cepsuca (MEP) ¢
naeHTMdMKaTopom mep_id pna yKasaHHOTo cepBmuca B yKasaHHOM
OOMEHE 1 Nepexos, B pexxnm KoHourypmposarHma MEP.

YaaneHne KOHEYHOM TOUKK cepsuca ¢ MHTepdeitca.

KomaHObI pexcuma KoHgu2ypupos8aHUsa KOHEYHOU moYKu cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHGUIyprupoBaHUa AOMeHa:

console (config-if-cfm-mep) #

Tabnnua 148 — KomaHabl pexkuma KoHdpurypuposaHma CFM KoHeuHol Touku (MEP)

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

active

no active

—/BbIK/IOYEHa

BKAtoYeHWe KoHeyHoM TouKu cepsuca (MEP).

YcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.

continuity-check enable

no continuity-check ena-
ble

—/BbIKNOYEHA

BkntoyeHue otnpasku Continuity Check coobuieHnin.

YcTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

COs cos

no cos

cos: (0..7)/7.

YcTaHoBKa 3HaueHus npuoputeTa CoS, ¢ KoTopbim byayT
oTtnpasasaTbea Continuity Check coobuieHus.

YcTaHOBKa 3Ha4YeHUA no YMOI4aHUIO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKasaHue MHTEepBana 3a4epXKn, N0 UCTe4eHN KOToporo 6y,ﬂ,ET
reHepnpoBaTbCA aBapuA.

YCTaHOBKa 3HAYeHUA N0 YMONYAHUIO.
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alarm reset interval interval: (2500..10000) YKaaaHv‘l'e NPOMEXKYTKa BPEMEHU, MO UCTEYEHUN KOTOPOTO
Mc/10000 mc npounsonger cbpoc aBapuu.
no alarm reset YCTaHOBKa 3HAa4YeHWA N0 YMONYAHUIO.
alarm notification { all | BKntoueHue yBeLoMNEHUI ANA onpeaeneHHbIX TUNOB CObbITUNA.
error-xcon | remote-er- Tunbl cO6LITHI:
ror-xcon | mac-remote- - all — sce cobbiTna DefRDI, DefMACStatus, DefRemote, DefError,
error-xcon | xcon | none } DefXcon;
- error-xcon — Tonbko cobbitua DefError u DefXcon;
—/mac-remote-error- - remote-error-xcon — TonbKo cobbiTnsa DefRemote, DefError n
xcon DefXcon;

- mac-remote-error-xcon — To/1bKo cobbiTna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — To/bKo cobbiTne DefXcon;

- none — yBeA0M/IEHUA OTK/IHOUEHDI.

no alarm notification YCTaHOBKA 3HAYEHUA MO YMOAYAHUIO.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:
console#

Tabanua 149 — KomaHgbl pexkuma privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aeiicmeue

show ethernet cfm do-

main [name] name: (1..32) cumBonos | OTobparkaeT MHPopmaumto 06 yKasaHHOM JOMeHEe UAn 060 BCeX.

OTobparkaeT uHpopmauuto 06 owmbkax Continuity Check
NpoTOKONa.

show ethernet cfm errors _

show ethernet cfm
maintenance-points { lo- -
cal | remote }

OTobparkaeT UHGOPMALMIO O NOKANbHBIX AU YAANEHHbIX
KOHeYHbIx To4uKax cepsuca (MEP).

show ethernet cfm mpdb name: (1..43) cumBosios

[domain-id { dns name | mac-address: H.H.H OTo6parkaeT MHGOPMALIMIO O MPOMENKYTOUHbIX TOYKaX cepBuca
name | name name| mac H:H:H:H:H:H nan H-H-H- (MIP) /179 YKa33HHOTO AOMEH AW ANA BCex

mac-address number | H-H-H; ’

null}] number: (0-65535)

show ethernet cfm statis-
— OTobparkaeT CFM-CTaTUCTUKY 1A BCEX JOMEHOB.

tics

show ethernet cfm statis- domain-name: (0..32)

tics domain domain-name CMMBOJIOB;

service { vlan-id vian_id | vlan_id: (1..4094); OtobparkaeT CFM-CTaTUCTUKY 1A YKa3aHHOTO OMeHa.

name name | number name: (0..45) cumBo10B;

number } number: (0..65535)

show ethernet cfm statis- . OtobparkaeT CFM-CTaTUCTUKY AN YKa3aHHON KOHEYHOW TOYKM
. Ly id: (1..8191)

tics mpid id cepsuca (MEP).
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5.17.10 Hacmpoiika ¢pyHKyuu Flex-link

Flex-link — ¢yHKUMA pesepBMpoBaHMA, NpeaHasHayeHHaa gna obecneyeHMs HaZEMKHOCTM KaHana
nepeaaun aaHHbix. B ceaske flex-link moryt Haxoautbes ethernet n port-channel untepdelicl. OanH U3 aTNX
NHTepdericoB HaxoaMTCA B 3ab/IOKMPOBAHHOM COCTOAHUM M HAYMHAET NPONycKaTb TPadUK TONbKO B C/yyae
aBapuu Ha BTOPOM MHTepdeliice.

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica Ethernet, uHmepdpelica epynnel nopmos

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHOUrypupoBaHua nHtepdeinca Ethernet, nHrepodeiica
rpynnbl NOPTOB:

console (config-if) #

Tabanua 150 — KomaHabl pexkuma KoHourypmupoBaHua nHTepdeica Ethernet, rpynnbl noptos

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoaAYaHuro
flex-link backup { Bkntouaert flex-link Ha nHTepdelice n HazHauaeT BbIBpaHHOMY
tengigabitethernet te_port nHTepodericy ponb backup-nHrtepodelica 8 flex-link nape.
| gigabitethernet gi_port | te_port: (1..8/0/1..4);
port-channel port_channel} gi_port: (1..8/0/1..24);
no flex-link backup { port_channel (1..48)/— BbikntoyaerT flex-link Ha MHTepdelice 1 yaanaeT BbIbpaHHbIN
tengigabitethernet te_port nHtepderic us flex-link napsi.
| gigabitethernet gi_port |
port-channel port_channel}
flex-link preemption mode 3afaeT aencTene Npu NOAHATUM UHTepdeiica, y4acTBYOLLErO BO
[forced | bandwidth| off] flex-link:
- forced — ecnu nogHaBwwMiica nHTepdeic HaCTPoeH Kak master, To
OH CTaHeT aKTUBHbIM UHTepdelicom;
—Joff - bandwidth — npu nogHATUM MHTEpdelica akTUBHbBIM CTaHeT
nHTepoelic c 6onbluer NPONycKHOM CNOCOBHOCTLIO;
- off — nogHABLWMICA MHTepdeic ocTaHeTcs B 3a610KMPOBAHHOM
COCTOAHMU.
no flex-link preemption Bo3BpaluaeT 3HauYeHne No ymoayaHuio.
mode
flex-link preemption delay 3afaeT Bpema OT nepexoa OTK/IOYEHHOr0 NopTa B COCTOAHUE
delay «Up», N0 NPOLIECTBUMN KOTOPOFO BbINOHAETCA AeiCTBME,
delay: (1..300)/35 ycTaHoBneHHoe KomaHgoi flex-link preemption mode.
- delay — nepvog BpemeHu, B CEKYHAAX.
no flex-link preemption Bo3BpallaeT 3HauYeHUe Nno YMOIYaHUIO.
delay

KomaHOwbi pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma privileged EXEC:

console#

Tabnnuya 151 — KomaHapl pexxknma EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda Aeilicmeue

show interfaces flex-link
[detailed] { tengiga-
bitethernet te_port | gi-
gabitethernet gi_port |

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24); MoKa3sbiBaeT KoHoUrypaumio dyHkumm flex-link.
port_channel: (1..48)
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port-channel port-chan-
nel}

5.17.11 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKumsA Layer 2 Protocol Tunneling (L2PT) nosBonseT nponyckaTb C/y*KebHble NakeTbl pa3anyHbIx L2-
npotokonos (PDU) yepes ceTb npoBaliaepa, 4To NO3BOJISET KMPO3PAYHO» CBA3ATb KIMEHTCKUE CErMEHTbI CETH.

L2PT wuHkancynmpyet PDU Ha rpaHMYHOM KOMMyTaTope, nNepefaer UX Ha ApYyroh rpaHUYHbIN
KOMMYTaTOp, KOTOPbIM 0XMAAET CNeLManbHble MHKANCYyIMPOBaHHbIe Kafpbl, a 3aTeM AeKaNCyAUpPYyeT UX, YTOo
No3B0/IAET NO/b30BaTENSAM NepesaBaTb MHGOPMALNIO 2-T0 YPOBHA Yepes ceTb NpoBaiaepa.

KommyTatopsl cepun MES3000 npeaocTaBasioT BOSMOXKHOCTb MHKAMCY/IMPOBATb C/y»KeOHble naKkeTbl
npotokonos STP, LACP, LLDP, IS-IS.

[pumep

Ecan BkntounTb L2PT ana npotokona STP, To kommyTtaTopbl A, B, C u D byayT o6beauHeHbl B OAHO
CBA3ylOLLEEe AepeBO, HECMOTPA HA TO, YTO KOMMYTATOP A HE coeanHEH HanpAMYI ¢ KommyTaTopamu B, Cu D
(PucyHok 50 — lNpumep pabomei pyHKyuu L2PT). UHdopmauus 06 M3MEHEHUN TONONOTUU CETU MOXKET BbiTb
nepefaHa CKBO3b CeTb NpoBanaepa.

Cetb
npoBangepa

[ [Pou] |

Switch 2

PucyHok 50 — Mpumep paboTbl dyHKUUM L2PT
Anroputm paboTbl pyHKLMOHANA Creayowmii:
MHKancynauma:
1. Bce L2 PDU nepexsaTtbiBatoTca Ha CPU;
2. Nopacuctema L2PT onpeaensaet L2-npoToKoa, KOTOPOMY COOTBETCTBYET NpuHATbIA PDU, n npose-

pAET, BK/OYEHA /1M Ha NOPTY, C KOTOPOro NPUHAT 3ToT PDU, HacTpoiika I2protocol-tunnel ana pax-
Horo L2-npoToKona.
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Ecnu HaCTpOVIKa BK/TIO4€EHaQ, TO!:

— B0 Bce noptbl VLAN, Ha KOTOpPbIX BK/IKOYEHO TYHHEIMpPOBaHMe, oTnpasaseTca PDU-dpelim;

— B0 Bce noptbl VLAN, Ha KOTOpbIX BbIKJAOYEHO TYHHEAMPOBAHWME, OTNPaABAAETCA
WMHKancynnpoBaHHbi  PDU-dpelim  (McxoaHbii  ¢perm ¢ Destination MAC-agpecom,
N3MEHEHHbIM HA TYHHE/IbHbIN).

Ecnu HacTpoliKa BbIKAOYEHA, TO:
— PDU-¢peinm nepenaetca B 06paboTunK COOTBETCTBYIOLLLETO MPOTOKOA.
Jdekancynauua:

1. PeanusosaH nepexsaTt Ha CPU Ethernet-kagpos c MAC-aapecom Ha3zHayeHus, 3a4aHHbIM MPU no-
MmoLLLm KomaHapl [2protocol-tunnel address xx-xx-xx-xx-xx-xx. [lepexsaT BK/AtOYAETCA TO/IbKO TOrA4a,
Korga xoTa 6bl Ha 04HOM MOPTY BKAOYEHA HacTpoiKa I2protocol-tunnel (He3aBMcMMO OT NpoTO-
Kona).

2. [Mpu nepexsate naketa ¢ MAC-afApecom Ha3HAYEHMA XX-XX-XX-XX-XX-XX, OH CHa4yana nonagaeT B
noacuctemy L2PT, KoTopas onpegenseT L2-npoTokon aaa aaHHoro PDU no ero 3aronoBskKy, 1 npo-
BEPAET, BK/IOYEHA /IM HA MOPTY, C KOTOPOro MPUHAT WMHKANCyAMpoBaHHbIM PDU, HacTpoiika
I2protocol-tunnel ana aaHHoro L2-npoTokona.

Ecnu HacTpoliKa BKOYEHa], TO:

— MOPT, C KOTOPOro 6bla NOMyYeH MHKANCYMPOBaHHbIA PDU-ppeiitm, 61oKMpYeTCs ¢ NpUUMHOM
[2pt-guard.

Ecnun HacTpoiiKa BbIKAOYEHaA:

— BOo Bce nopTtbl VLAN, Ha KOTOpbIX BK/AOYEHO TYHHEAMPOBAHWE, OTNpaBAAeTCcA
AeKkancynmposaHHbI PDU-dpeiim;

— B0 Bce noptol VLAN, Ha KOTOPbIX BbIKJOYEHO TYHHEAMPOBAHWME, OTNpaBAAeTCA
WMHKancynnpoBaHHbI PDU-dppenm.

KomaHObI pexcuma 210banabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUrypaumm:

console (config) #

Tabnnua 152 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
o yMOAYAHUIO
12protocol-tunnel address 3agatb MAC-agpec HazHayYeHMA 4 TYHHenupyembix Gpenmos.
{mac_address} mac_address:

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
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01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

no I12protocol-tunnel ad-
dress

YCTaHOBWUTb 3HAYeHME No YMO/IHaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

/' Ha rpaHuyHOm uHTepdeice aomkKeH 6biTb OTKAOYEH npoTokon STP (spanning-tree

disable).

Buza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepodeica Ethernet, nHtepdeiica rpynnol

MopTOB:

console (config-if) #

Tabnmua 153 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

3HayeHue/3HayeHue
no yMmoA4YaHuo

KomaHda

Aeiicmeue

12protocol-tunnel {stp |
lacp | lldp | isis-I1 | isis-12
| pvst | cdp | dtp | vtp |
pagp}

no I2protocol-tunnel {stp |
lacp | lidp| isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp}

— /BbIKOYEHO

BksitoueHune pexkmuma nHKancynsaummn naketos STP BPDU.

BblkntoyeHMe pexmma MHKancynaunm naketos STP BPDU.

12protocol-tunnel cos cos

3apatb 3HaveHue CoS ans 3anakosaHHbIX PDU-¢dpelimos.

1..4096
no I2protocol-tunnel drop- ( )/BbiKkniodeHo

threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp}

cos: (0..7)/5
no I2protocol-tunnel cos 0.7/ YcraHoBKa CoS B 3Ha4yeHMe No YMOAYAHMUIO.
12protocol-tunnel drop- HacTpolika noporoBoro 3HayeHuMs CKopocTu BxogaLmx PDU-
threshold {stp | lacp | lidp dperimoB (B MakeTax B CEKYHAY), NOMYYEHHbIX U NoAeKalmx
| isis-I1 | isis-12 | pvst | cdp WHKancynauuu. NMpu npesbiweHun nopora PDU otbpacbisatoTcs.
| dtp | vtp | .
pagp} threshold treshold:

OTKANOYAET peXXMM KOHTPOA CKOPOCTU BxoaAwmx PDU-
dperimos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-I2
| pust | cdp | dtp | vip |
pagp} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-I2
| pvst | cdp | dtp | vip |
pagp}

treshold:
(1..4096)/BbIKNtO4EHO

HacTpoiika noporoBoro 3Ha4eHusa CKopocTn BxoaAaLmx PDU-
bperimoB (B MaKeTax B CEKYHAY), NONYYEHHBIX U NOA/EXALLUX
nHKancynauuu. Mpu npeeblweHnn nopora nopt byaer
nepeseaeH B coctonaHue Errdisable (oTkntouen).

OTKAtOYaeT pexXMm KOHTPOAA CKOpocTU Bxoaawmx PDU-
dpeiimos.

KomaHObl pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkuma privileged EXEC:

console#
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Tabnnua 154 — KomaHgb! pexkuma privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro

show I2protocol-tunnel OTobparkaeT MHbopmaumio L2PT ana ykasaHHoro nHtepdeliica
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); UK ana Bcex MHTepdelicoB, Ha KOTOPbIX BKAOYeH L2PT, ecau
tengigabitethernet te_port te_port: (1..8/0/1..24); MHTepdelc He yKasaH.
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: ( 1..48).
group]
clear I2protocol-tunnel OumncTKa cTaTUCTUKKM L2PT gns ykasaHHOro nHtepderica unum gna

statistics [gigabitethernet BCeX MHTepdeincos, Ha KOTOPbIX BKAtoYeH L2PT, ecan

gi_port: (1..8/0/1..48);

gl_p?rt |. te_port: (1..8/0/1..24); MHTepdEeic He yKasaH.
tengigabitethernet te_port
L fo_port:(1..8/0/1..4);
| fortygigabitethernet roup: ( 1..48)
fo_port | port-channel group:{ L.
group]

[pumepbl 8b1N0AHEHUS KOMAHO

= YcTaHOBUTb TyHHeNbHbIM MAC-aapec B 3HayeHue 01:00:0c:cd:cd:d0, Bktountb otnpasky SNMP traps
oT Tpurrepa I2protocol-tunnel (tpurrepa Ha cpabatbiBaHue drop-threshold n shutdown-threshold).

console (config) # l2protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) # snmp-server enable traps l2protocol-tunnel

= BK/AKOUYUTb pPeXUM TyHHenmnposaHusa STP Ha uHTepdeiice, yctaHOBUTb 3HaYeHMe CoS-nakeTos BPDU
pPaBHbIM 4, BKAKOUYUTb KOHTPOIb CKOPOCTU BXOAALWMX NakeTos BPDU.

console (config) # interface gigabitEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlan 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

—_— — — — ~— —

console# show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

gil/o/1 4 stp 100 40 650 0 450

Mpumepsbl coobLieHn o cpabaTbiBaHMM TpUrrepa:

12-Nov-2015 14:32:35 $-I-DROP: Tunnel drop threshold 40 exceeded for interface
gil/0o/1

12-Nov-2015 14:32:35 $-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface gil/0/1
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5.18 Voice VLAN

Voice VLAN wucnonbsyetca ana BblgeneHua VolP-obopygoBaHua B otaenbHyio VLAN. Ona VolP-
¢dpenmoB moryT 6bITb HazHa4YeHbl QOS-aTpPUOYTbI AnA NpuopuTUsaumm TpaduKka. Knaccuoukauma peiimos,
oTHocawwmxcs K pperimam VolP-obopyaosaHusa, 6asmpyetcs Ha OUIl (Organizationally Unique Identifier —
nepsble 24 6uta MAC-agpeca) otnpasutens. HasHaueHue Voice VLAN gns nopta nponcxoamT aBTOMaTUYECKH
— Koraa Ha nopt noctynaet ¢penm ¢ OUl ms tabnmupbl Voice VLAN. Korga nopT onpegensierca, Kak
npuHagnexkawmin Voice VLAN — gaHHbIn nopT aobasnnetca Bo VLAN Kak tagged. Voice VLAN npumeHum ans

cnegyrowmx cxem:

— VolP-06opypoBaHMe HacTpauBaeTcA, 4ToObl paccblnaTb TerMpoBaHHble nakeTtbl, ¢ ID Voice

VLAN, HacTpoeHHbIM Ha KOMMyTaTope.

— VolP-obopynoBaHue paccbinaet HeTermpoBaHHble DHCP-3anpocskl. B otBeTe ot DHCP-cepBepa
npucytcteyeT onuua 132 (VLAN ID), ¢ nomoLliblo KOTOPOWM YCTPOMCTBO aBTOMATUYECKM
Ha3HayaeT cebe VLAN ana mapkuposku TpaduKka (Voice VLAN).

Cnucok OUI npoussoantenei VolP-o60pya0BaHMA, LOMUHUPYIOLWMX HA PbIHKE.

Ooul dupma-npoussoam-
Tenb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Voice VLAN moKeT 6bITb aKTUBUPOBaH Ha NopTax, paboTalowmx B pexkume trunk n general.

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnunua 155 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

voice vlan aging-timeout
timeout

timeout: (1..43200)/1440

no voice vlan ag-
ing-timeout

YcTaHaBMBaeT TalmayT 4na NopTa, NpUHAANENKaLLero K voice-
vlan. Ecau ¢ nopra B TedeHue 3a4aHHOIO BpeMeHM He 6b110
¢dpemos ¢ OUI VolP-obopyaoBaHus, To voice vlan yaansercs c
[JaHHOro nopra.

BoccTaHaBimMBaeT 3HavYeHMe No YMONYAHMUIO.

voice vlan cos cos [remark]

cos: (0-7)/6

no voice vlan cos

YctaHasausaeT CoS, KOTOPbIM MapKUpYOTCsa dperimbl,
npuHaanexawme Voice VLAN.

- remark — BK/IlO4aeT NepemMapKNpPOBKY TPaH3UTHOTO TpaduKa B
Voice VLAN.

BocctaHaBnvBaeT 3HayeHue no YMONYaHUIO.

voice vlan id vian_id vlan_id: (1..4094)

YctaHasausaet ugeHtnedumkatop VLAN ana Voice VLAN
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no voice vlan id Ypansaet ugentuédurkatop VLAN ans Voice VLAN

Ana ypaneHua npgentuoukatopa VLAN Tpebyetca
npeaBapuUTeNbHO OTKAOUYMTL ¢yHKuMio voice vian
Ha Bcex noprax.

voice vlan oui-table {add Mo3BonseT pegakTMposath Tabauuy OUI.

oui | remove oui} [word] - oui — nepsble 3 6aliTa MAC-aapeca;

- word — onucaHue oui.

no voice vlan oui-table Ypansaert Bce nonb3oBaTesibckue nuameHeHna OUI-Tabanupl.

word: (1..32) cumsonos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei
NnopTOoB:

console (config-if) #

Tabnvua 156 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

3HavyeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o ymMoa4aHuio
voice vlan enable Bkntoyaet Voice VLAN ana noprta.
- —/OTKNO4EHO :
no voice vlan enable Otkatovaet Voice VLAN gna nopra.
voice vlan cos mode {src | BKkntoyaeT mapKMpoBKy TpadurKa ana scex dppeimos, mbo
all} —/src TONbKO A1 UCTOYHMKA.
no voice vlan cos mode BoccTaHaB/MBaAET 3HaYEHME MO YMONYAHUIO.

5.19 FpynnoBas agpecauyua

5.19.1 ®yHKYyus nocpedHuka npomokonaa IGMP (IGMP Snooping)

®yHKUMA IGMP Snooping ucnonb3yeTca B ceTAX rpynmnosoi paccblikn. OcHOBHOW 3agaven IGMP
Snooping ABnAeTcA NpefocTaBleHNEe MHOMoaApecHoro TpadurKa TONbKO A/1A TeX NOPTOB, KOTOPbIE 3aNPOCUIN
ero.

V IGMP Snooping moxeT UcnoNb30BaTbCA TONbKO B cTaTudeckom rpynne VLAN. NMopaepxu-
BatoTcA Bepcumn npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

’ ‘ Yro6bl IGMP Snooping 6bin akTUBHbIM, PyHKLUUA rpynnoBoi ¢unbTpauum “bridge mul-

e ticast filtering” ponkHa 6bITb BKAlOUeHa (cm. paspgen 5.19.2 NMpasuna rpynnoBoii agpeca-

uum (multicast addressing)).

PacnosHaBaHMe NOPTOB, K KOTOPbIM MOAKAIOYEHbI MHOFOaApeCcHbIe MapLLIPYTU3aTOPbl, OCHOBAHO Ha
cneayoLmx cobbITUaAX:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— naketbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NOpTYy;

— NakeTbl NPOTOKO/AA MHoroagpecHon mapuwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npunHATbI Ha NopTy;

— nakKetbl npoTtokona Multicast Open Shortest Path First (MOSPF) npuHAaTbI Ha NOpTy.
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KomaHObI pexxcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 157 — KomaHgb! pexknuma rnobanbHoi KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aeiicmeue

ip igmp snooping

no ip igmp snooping

Mo ymonuaHuio dyHKUUA
BbIK/IIOYeHa

PaspewaeT ncnonbsosaHune dpyHKLMM IGMP Snooping
KOMMYTaTOpPOM.

3anpewaeT ncnonb3oBaHue ¢pyHKUMM IGMP Snooping
KOMMYTaTOPOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)
Mo ymonyaHuio GpyHKumA
BbIK/IIOYEHA

PaspewaeT ncnonbsoBaHune PpyHKLMM IGMP Snooping
KOMMYTaTOpOM A8 AaHHoro nHtepdeiica VLAN.
- vlan_id — npeHTMounKaumoHHbIn Homep VLAN.

3anpewaeT ncnonb3oBaHue ¢pyHKUMM IGMP Snooping
KOMMYTaTOpPOM A1a AaHHoro nHtepdeica VLAN.

ip igmp snooping vlan vian_id
group-specific-query suppress

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)

BkntoyaeTt nepeHanpasaeHue scex naketos IGMP Group
Specific Query B nopTbl, NpUBA3aHHbIE K rpynne, COrMacHo
Tabauue ip igmp snooping groups.

OTKAtoyaeT nepeHanpasneHue naketos IGMP GroupSpecific
Query B NOpTbl, NPUBA3aHHbIE K rpynne, cornacHo Tabaunue
ip igmp snooping groups.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vian
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Peructpupyet rpynnosow IP-agpec B Tabauvue rpynnosoi
afpecaumm u ctatuyecku gobasnaet uHTepdeiicsl 13
rpynnol ana Tekywen VLAN.

- vlan_id — npeHTMounKaumoHHbln Homep VLAN;

- ip_multicast_address — rpynnosow IP-agpec.
MepeuncneHne nHTepdeincos ocyLLLECTBAAETCA Yepes «-» U

«,».

Ypanset rpynnosow IP-agpec U3 Tabanupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonyanuio
paspeleHo

PaspewaeT ana aaHHol rpynnbl VLAN aBTOMaTtuyeckoe
pacno3HaBaHWe NOPTOB, K KOTOPbIM MOAK/IIOYEHbI
MHOroaZpecHble MapLIpyTU3aTopbl.

-vlan_id — naeHTMounKaumoHHbIn Homep VLAN.

3anpeuwaeT ana gaHHou rpynnbl VLAN aBToMaTMyeckoe
pacno3HaBaHWe NOPTOB, K KOTOPbIM MNOAKAOYEHbI
MHOroaZpecHble MapLIpyTU3aTopbl.

ip igmp snooping vlan vian_id
mrouter interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | fortygi-
gabitethernet fo_port | port-
channel group}

no ip igmp snooping vian
vlan_id mrouter interface {gi-
gabitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

OnpepenaeT NOPT, K KOTOPOMY NOAK/IOYEH MApPLUPYTMU3ATOP
MHOroaZpecHoOM paccbiiku gna 3agaHHoi VLAN.
-vlan_id — naeHTMounKaumoHHbIn Homep VLAN.

YKasbIBaeT, YTo K NOPTY He NOAKNOYEH MapLIPYyTU3aTop
MHOTOaZpPecHOM PacCbINKN.
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ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter in-
terface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

YcTaHaB/IMBaET 3anpeT Ha onpeaesieHre nopTa (CTaTyeckw,
AVHAMMYECKM) KaK NopTa, K KOTOPOMY MOAK/oUEH
MapLUpPYTU3aTOP MHOTOAAPECHOM PACChINKM.

- vlan_id — ngeHTMdUKauMOoHHbIM Homep VLAN.

CHMMaeT 3anpeT Ha onpeaeneHne NopTa Kak NopTa, K
KOTOPOMY NOAKNOYEH MapLLPYTU3aTOP MHOFOAAPECHO
PacCbIIKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan
vlan_id querier

vlan_id: (1..4094);
—/BblAaya 3anpocos
OTKAlOYeHa

BkAatouaeT nogaeprKKy Bblgaum 3anpocos igmp-query
KOMMYyTaTopom B aaHHoM VLAN.

OTK/ItOYaeT NOAAEPKKY BblAAUYM 3aMpOCOB igmp-query
KOMMYTaTopom B aaHHoM VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094)

BkntouaeT 3ameHy IP-agpeca MCTOYHMKA HA YKa3aHHbIN IP-
appec Bo Bcex naketax IGMP report B 3agaHHo VLAN.
- vlan_id — npeHTMonKaumoHHbIn Homep VLAN.

OTkntovaeT 3ameHy IP-agpeca nctouHmka B naketax IGMP
report B 3agaHHoM VLAN.

ip igmp snooping vlan vian_id
querier version {2 | 3}

no ip igmp snooping vlan
vlan_id querier version

—/IGMPv3

YcTtaHaBauBaet sepcuto IGMP-npoToKona, Ha OCHOBaHUK
KoTopol byayT dopmuposaTtecs IGMP-query 3anpochbl.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

Onpepenset ucxoaHbin IP-agpec, KoTopbiit byaeT
ncnonb3oBatbea IGMP querier-om. Querier — ycTpomncTBo,
KoTopoe otnpasnsaeT IGMP-3anpochl.

YcTaHaBAMBaeT 3HaveHMe No ymonyaHuio. 1o ymonyaHumio
ecnu IP-agpec HacTpoeH ana VLAN, oH ncnonb3yetca B
KayecTBe agpeca uctodyHmnka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
immediate-leave [host-based]
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlan
vlan_id immediate-leave [host-
based] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]

vlan_id: (1..4094);
— /BbIKOYEHO
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha
Tekywel VLAN. O3HayaeT, 4To NopT A0/KeH bbITb
HemeaieHHO yaaneH us rpynnsl IGMP nocne nonyyeHua
coobuieHua IGMP leave.

- host-based — mexaHunsm fast-leave cpabatbiBaeT ToNIbKO B
TOM CNy4ae, Korga Bce Nosib30BaTeNn, MOAKOYEHHbIE K
AaHHOMY MOPTY OTNMCANNCL OT rPYNMbl (CHETUMK
nosnb3oBaTenen BegeTcs Ha ocHoBaHMK Source MAC-
aapecos B 3aronoskax IGMP-report’os);

- interface — npu Ucnoab30BaHWM JAHHOTO NapameTpa
mexaHu3m fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX
nHTepdericax (npu ycnosuu, yto npouecc IGMP Snooping
Immediate-Leave He BK/OYEH rN06anbHO Ha TeKyLL e
VLAN).

OTkAtounTb Npouecc IGMP Snooping Immediate-Leave Ha
Tekywwel VLAN nnm ykazaHHOM ¢pusnyeckom nHtepdelice.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BkntounTb PyHKLMIO proxy report B onpegeneHHom VLAN.
Mpu BKAOYEHUM 3TON GYHKLUM KOMMYTATOP Ha
npuwepwune IGMP query 6yaeTt oTBevaTtb OT CBOEro MMEHM.
KnueHtckue IGMP report npu aTom oTbpacbiBatoTcs.

- version — yctaHasauBaeT Bepcuto IGMP gns otnpaBku
naketos. [10 ymon4aHuio Bepcus onpeaenserca no
npuweawemy Ha KommyTtaTop nakety IGMP query.

BbikntounTb Proxy report B onpegeneHHom VLAN.
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ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);

no ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BkatoueHmMe mannuHra HeTermpoBaHHbIX IGMP 3anpocos
ana QinQ nHTepdelicoB Ha yKasaHHbIM vlan_id.
interface — mannuHT BKNIOYAETCA TO/ILKO Ha YKa3aHHbIX
MHTepdericax.

BbIkntoyeHMe mannuHra HeterMposaHHbIX IGMP 3anpocos
AN yKasaHHbix QinQ nHTepdeiicos.

interface — mannuHr BbIKNHOYAETCA TO/ILKO HA YKa3aHHbIX
MHTepdeiicax.

ip igmp snooping map cpe vian
cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

cvlan_id: (1..4094);
vlan_id: (1..4094);
gi_port: (1..8/0/1..48);

no ip igmp snooping map cpe
vlan cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BK/toueHMe mannuHra TermpoBaHHbIX cvlan-id IGMP
3anpocoB ana QinQ nHTepdencoB Ha yKasaHHbIM vlan_id.
interface — mannuHT BKAOYAETCA TOIbKO Ha YKa3aHHbIX
MHTepdeiicax.

BbIkNtoYEHME MannuHra TerMpoBaHHbIx cvlan-id IGMP
3anpocoB A/ yKasaHHbIx QinQ uHTepdericos.

interface — MannuHr BbIKNHOYAETCA TOJIbKO HA YKa3aHHbIX
nHTepdercax.

KomaHObI pexcuma KoHguaypauyuu uHmepapetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU pernma KoHourypaumm VLAN:

console (config-if) #

Tabnunua 158 — KomaHabl pexkuma KoHdpurypaumm nHtepderica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaeT 3Ha4YeHme ycTonumnsoctm gns IGMP.
Ecnu Ha KaHane HabatopgaeTcs NnoTeps AaHHbIX, 3HaYeHue
YCTOMYMBOCTU A0/IKHO ObITb YBE/IMYEHO.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

ip igmp version {2 / 3}

no ip igmp version

—/IGMPv3

YcraHasnusaet Bepcuto IGMP-npoTokona.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

ip igmp query-interval sec-
onds

no ip igmp query-interval

seconds: (30..18000)/125
c

YcraHaBAuBsaet TaﬁmayT, Nno KOTOpOMY CUCTEMA OTMNpPaBaAeT
OCHOBHbl€ 3anpOCbl BCeM YY4aCTHUKaM rpynnbl MHOFO&ApecHOﬁ
nepegavn ona NnpoBepPKM UX aKTUBHOCTU.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip igmp query-max-re-
sponse-time seconds

no ip igmp query-max-re-
sponse-time

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MaKCMManbHOE BpeMs OTBETa Ha 3anpoc.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

ip igmp last-mem-
ber-query-count count

no ip igmp last-mem-
ber-query-count

count: (1..7)/3HaueHune
nepemeHHol robustness

YcTaHaBAWBaET KOAMYECTBO 3anNpoCoB, NOC/AE PACCbIIKM
KOTOPbIX, KOMMYTATOP ONpeaenseT, YTo Ha JaHHOM MOPTY HeT
JKEeNatoLLMX y4acTBOBaTb B MHOTOAAPECHOM PaccbliKe.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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ip igmp last-mem-
ber-query-interval millisec-
onds

no ip igmp last-mem-
ber-query-interval

milliseconds:
(100..25500)/1000 mc

YcTraHaBAuBaet MHTEepBan 3anpoca AnAa nocneaHero y4acCtHUKa.

YcTaHaBAMBaAET 3HaUYeHWeE No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica (QuanasoHa uHmepgelicos) Ethernet

BunAa 3anpoca KoMaHAHOWM CTPOKM pexnma KoHurypaumm nHtepdeica:

console (config-if) #

Tabnmua 159 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vian

vlan_id: (1..4094)

BkntoyaeT nepeHanpasaeHune IGMP-3anpocos ¢ KAMEHTCKUX
Vlan B Multicast Vlan u mynbTuKactoBoro TpadumKka B KIMEHTCKME
Vlan ana nHtepdeiica B pexxume «access».

BbikntoyaeT nepeHanpassiieHme IGMP-3anpocoB € KNIMEHTCKUX
Vlan B Multicast Vlan u mynbTuKactoBoro TpadumKka B KIMEHTCKME
Vlan ana nHtepdeiica B pexxmme «access».

switchport trunk mul-
ticast-tv vlan vian_id
[tagged]

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasaeHune IGMP-3anpocos ¢ KAMEHTCKUX
Vlan B Multicast Vlan u mynbTuKactoBoro TpadumKka B KIMEHTCKME
Vlan ana nHtepdeiica B pexknme «trunk».

BbikntoyaeT nepeHanpassieHme IGMP-3anpocoB C KNMEHTCKUX
Vlan B Multicast Vlan n mynbTuKactoBoro TpadumKka B KIMEHTCKME
Vlan gna nntepdeiica B pexknme «trunk».

KomaHOobi pexcuma EXEC

Bce komaHgbl OOCTYNHbI TO/IbKO ANA NPUBUIETMPOBAHHOIO NO/Z1Ib30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 160 — KomaHgb! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuio

Aeilicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MokasbiBaeT MHPOpMaLMio 06 N3yHeHHbIX MHOTOAAPECHbIX
MapLIpyT13aTopax B yKasaHHol rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNokasbiBaeT MHopmaumto IGMP-snooping ans gaHHOTO
MHTepodeiica.

show ip igmp snooping
groups [vlan vian_id]
[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

MoKasbiBaeT MHPOPMaLMo 06 M3yHeHHbIX MHOr0a4pPeCcHbIX
rpynnax, y4acTBytoLLMX B TPYNMOBOM paccbiiKe.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasbiBaeT Tabanuy cooTBeTcTBMiA Mmexay VLAN
060pyA0BaHNUA, YCTAHOBAEHHOTO y nosib3osatens, u VLAN ans
TeneseLLlaHus.
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show ip igmp snooping BbiBOAMT NepeyveHb aBTOpU30BaHHbIX IGMP-rpynn Ha Bcex
authorization-cache nHTepdericax KommyTaTopa, b0 TONbKO Ha 3alaHHOM
[interface {gigabitethernet gi_port: (1..8/0/1..48); nHTepodelice.

gi_port | te_port: (1..8/0/1..24);
tengigabitethernet te_port fo_port: (1..8/0/1..4)
| fortygigabitethernet
fo_port}]

clear ip igmp snooping OuuiaeT Tabaunyy aBTopnsoBaHHbIX IGMP-rpynn Ha Bcex
authorization-cache nHTepdericax KommyTaTopa, b0 TONbKO Ha 3alaHHOM
[interface {gigabitethernet gi_port: (1..8/0/1..48); nHtepdeiice.

gi_port | te_port: (1..8/0/1..24);
tengigabitethernet te_port fo_port: (1..8/0/1..4)
| fortygigabitethernet
fo_port}]

[pumepbl 8bINOAHEHUS KOMAHO

Bkntountb dyHKLMIO IGMP snooping Ha kommyTaTtope. Ana VLAN 6 paspelnTb aBTOMaTUYECKOE pacro-
3HaBaHWe MNOPTOB, K KOTOPbIM MOAKAKOYEHbI MHOrOaApecHble MapLUpyTM3aTOpbl. YCTAaHOBUTb WMHTEpBan
mexay IGMP-3anpocamu — 100 cek. YBeAMUYNTb 3HAYEHWNE YCTOMUYMBOCTU A0 4. YCTaHOBUTb MaKCMManbHoe
Bpema oTeeTa Ha 3anpoc — 15 cek.

console# configure

console (config)# ip igmp snooping

console (config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

console (config-if)# ip igmp snooping query-interval 100

console (config-if)# ip igmp robustness 4

console (config-if)# ip igmp query-max-response-time 15

5.19.2 Mpaeuna 2pynnoesoli adpecayuu (multicast addressing)

[aHHbIA Knacc KomaHA npeAHasHayeH ANA 33[aHuA NpaBwWa rPynnoBOWM ajpecauuu B CeTU Ha
KaHa/IbHOM M ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

BunAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHpurypaumm nHtepoeiica VLAN:

console (config-if) #

Tabnnua 161 — KomaHgb! pexkuma KoHdurypaumm nHtepdeiica VLAN

Komanda 3HauyeHue/3HayeHue Onucanue
no ymosa4aHuro
bridge multicast mode 3aZaeT peXXMm rpynnoBon nepesaym SaHHbIX.
{mac-group | ipv4-group | - mac-group — MHoroagpecHasa nepegaya, ocHoBaHHaa Ha VLAN
ipva-src-group} n MAC-agpecax;
—/mac-group - ipv4-group — MHoroagpecHasa nepegaya ¢ TMnom GpuabTpaLum,
OCHOBaHHbIM Ha VLAN u agpece npvemHuKa B popmarte IPv4;
- ip-src-group — MHoOroagpecHas nepegaya ¢ TMnom GpuabTpauum,
ocHOBaHHbIM Ha VLAN v agpece otnpasuTens B popmare |Pv4.
no bridge multicast mode YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
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bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

[Lob6asnsaet rpynnosoit MAC-aapec B Tabauuy rpynnosom
afpecaumn u ctatuyeckn gobasnaeT uam yaanaet uHtepdencsl 13
rpynnol.

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — IP-agpec MHOroapecHoOM paccbiikuy;

- add — pob6asnaeT cTaTUYeCKyto NOANUCKY K rpynnosomy MAC-
afpecy gmanasoHa Ethernet-nopToB uaun rpynn nopTtos.

- remove — yaanaeT CTaTUYecKyto NOANMUCKY K rpynnosomy MAC-
aapecy.

MNepeuncneHve nHTepdeicoB OCYLLECTBAAETCA YEPes «-» U «,»

Ypansaet rpynnoeoit MAC-agpec n3 Tabanupi.

bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast forbid-
den address {mac_mul-
ticast_address | ip_mul-
ticast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeLyaeT NoAKNOYEHNE HACTPaMBaeMoro nopTa/nopTos K
rpynnosomy IPve-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — |P-agpec MHOroapecHoM paccbiikuy;
- add — no6asneHve NopTa/NoOPTOB B CMUCOK 3aMNpPELLEHHbIX;

- remove — ygasieHue nopTa/NopToB M3 CMCKA 3anpeLLeHHbIX.
MepeuncneHne NHTepHENCcoB OCYLLECTBAACTCA YEPEes «-» U «,»

Ypanset 3anpewatotee npasmao ana rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyanuio
nepesava Bcex
MHOroaApecHbIX
MaKeToB 3anpeLLeHa.

PaspelwaeT nepesavy Bcex MHOroaApecHbiX NakeTos Ha NopTy.
- add — no6asnser nopTbl/06bEANHEHHbIE NOPTbI B CMNCOK
NopTOB, A4/ KOTOPbIX paspeLleHa nepesaya BCex rpynnosbix
nakeTos;

- remove — y6upaeT rpynny nopTos/o6begnHeHHbIX NOPTOB K3
paspelaloLero npasuna.

MepeuncneHme NHTePdENCOB OCYLLECTBASETCA YEPES «-» U «,».

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

Mo ymonuyaHutio
NnopTam He 3anpeLueHo
AVHaMUYecKku
NpUCOeANHATLCA K
MHOroazpecHom
rpynne.

3anpeLyaeT NopTy AMHAMMYECKM £06aBAATLCA K MHOMOA4pecHOM
rpynne.

- add — no6asnser nopTbl/06bEAMHEHHbIE NOPTbI B CMINCOK
NopTOB, A4/1A KOTOPbIX 3anpeLLeHa nepeagaya Bcex rpynmnosbIxX
nakeTos;

- remove — y6upaeT rpynny nopTos/o6begnHEHHbIX NOPTOB U3
3anpelLLatowero npasuia.

MepeuncieHve MHTEPdENCoB OCYLLECTBAAETCA YEPEes «-» U «,».

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

bridge multicast ip-address
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ip-
address
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Peructpupyet IP-agpec B Tabavue rpynnosoi agpecaummn v
cTtaTnyeckun gobasnaert/yaanser uHTepdeicsl M3 rpynrbl.

- ip_multicast_address — rpynnoso# |IP-agpec;

-add — pobasnaer nopTbl K rpynne;

- remove — yaansaeT nopTbl U3 rpynnbi;

MepeuncneHve MHTEPdENCOB OCYLLLECTBASETCA YEPES «-» U «,».

Yaansaet rpynnosoi IP-agpec us Tabauubl.
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bridge multicast forbidden
ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpewaeT NOpTy AMHAMUYECKM J06aBAATLCA K MHOroaApecHom

rpynne.

- ip_multicast_address — rpynnoso# |IP-agpec;

- add — nobaeneHve NopTa/NOPTOB K CNUCKY 3aNpPeLLeHHbIX;

- remove — ygasieHue nopTa/NopToB U3 CIUCKA 3anpeLLeHHbIX.

MepeuncneHne NHTepdeNcoB OCyLLECTBAACTCA YEPE3 «-» U «,»
V Mpexae uyem onpepenuTb 3anpeLieHHble NOPTbI,

rpynnbl MHOrOaApPecHOM PacCblNKK AO0NMKHbI 6bITb 3a-
perucTpupoBaHbl.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast source
ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHaBAMBaeT cooTBeTCTBUE Mexay IP-agpecom nonb3oBatens un
rpynnoBbiM aZpecom B Tabauue rpynnoBom agpecauuu, 1
cTtatmyeckun gobasnsert/yaanser uHtepdeics! U3 rpynnbl.

- ip_address — vncxogHbliii IP-agpec;

- ip_multicast_address — rpynnoso# |IP-agpec;

- add — po6aBuTb NopThI B rpynny ucxogHoro IP-agpeca;

- remove — yaannTb NOPTbl U3 rpynnbl ucxogHoro IP-aapeca.

BoccTaHaBnvBaeT 3HauYeHMe No YMOYaHUIO.

bridge multicast forbidden
source ip_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

YctaHaBAuBaeT 3anpeT Ha gobasneHune/yaaneHve cooTBeTcTBuA
mexay IP-agpecom nosnb3oBaTens U rpynnoBbiM aJpecom B
Tabnuue rpynnosoii agpecauuy AN onpeaeseHHoro nopra.

- ip_address — ncxogHbiv IP-agpec;

- ip_multicast_address — rpynnoso# IP-agpec;

- add — 3anpet Ha fob6aBneHve nopTa B rpynny ucxogHoro IP-
afpeca;

- remove — 3anperT Ha yAaneHue NopTa U3 rpynnbl UCXo4HoOro IP-

group} group: (1..48) agpeca.
no bridge multicast BoccTaHaBnvMBaeT 3HaYeHMe Mo YMOYaHUIO.
forbidden source
ib_address group
ip_multicast_address
bridge multicast ipv6 mode 3aZaeT peXxum rpynnoson nepesayum gaHHblx ana IPv6-naketos
{mac-group | ip-group | MHOr0aZipeCHOM PacchbiNKu.
ip-src-group} - mac-group — MHoroagpecHasa nepegaya, ocHoBaHHaa Ha VLAN
n MAC-agpecax;
— /mac-group - ip-group — MHoroagpecHas nepegaya ¢ TMnom puabTpaumm,

no bridge multicast ipv6
mode

OCHOBaHHbIM Ha VLAN u agpece npvemHuKa B popmarte IPv6;
- ip-src-group — MHoOroagpecHas nepegaya ¢ TMNom GpuabTpauum,
ocHoBaHHbIM Ha VLAN v agpece oTnpasuTens B popmare IPv6.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

bridge multicast ipv6
ip-address
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

PerucTpupyert rpynnosoit IPv6-aspec B Tabauue rpynmnosoii
ajpecauuu, u ctatuyeckn fobasnset/yaanset uHtepdeincsl u3
rpynnbi.

- ipv6_multicast_address — rpynnosow IP-agpec;

- add — pobasnser nopTobl K rpynne;

- remove — yfanseT nopTbl U3 rpynmbi;

Mepeuncnerne nHTepdencoB OCyLLECTBAAETCA Yepes «-» U «,».

Ypansaet rpynnosoit IP-agpec 13 Tabanupl.
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bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeLyaeT NoAKNOYEHNE HAaCTpanBaeMoro nopTta/nopTos K
rpynnosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnoso# IP-agpec;

- add — nobaeneHve NopTa/NOPTOB B CMUCOK 3aNpPELLEHHbIX;

- remove — yjasnieHne nopTta/NnopToB M3 CMMCKa 3anpeLLeHHbIX.
MepeyuncneHne NHTepdeNcoB OCyLLECTBAACTCA YEPEes «-» U «,»

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO.

bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHaBAMBaeT coOTBeTCTBUE MmexXay IPvb-aapecom nonb3osaTtena
W rpynnoBbiM agpecom B Tabsimue rpynnoBon agpecaumu, n
cTtaTmyeckun gobasnsert/yaanser uHtepdeics! U3 rpynnbl.

- ipv6_address — ncxoaHbiii IP-agpec;

- ipv6_multicast_address — rpynnosow IP-agpec;

- add — po6aBuTb NoOpTbI B rpynny ucxogHoro IP-agpeca;

- remove — yaannTb NOPTbl U3 rpynnbl ucxogHoro IP-aapeca.

BoccTaHaBnvBaeT 3HauYeHMe No YMOYaHUIO.

bridge multicast ipv6
forbidden source
ipv6_address group
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden source
ibv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHaBAMBaeT 3anpeT Ha AobasneHve/yaaneHme cooTBeTCTBMA
mexay IPv6-aapecom nosb3oBaTens u rpynnoBbiM aApecom B
Tabsmue rpynnoBoi agpecaumm Ansa onpeaeneHHoro nopra.

- ipv6_address — ncxoaHoiii IPv6-agpec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- add — 3anpet Ha fobasneHue nopTa B rpynny ucxogHoro IPv6-
agpeca;

- remove — 3anperT Ha yZaa/ieHne nopTa u3 rpynrbl UCXOAHOTO
IPv6-appeca.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgpuaypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, VLAN, uH-

mepdpetica epynnel Nopmos

Bupa 3anpoca KOMaHAHOM CTPOKK B pexkxnume KoHpurypaummn nHtepdeiica Ethernet, VLAN, nutepdeitca
rpynnbl NOPTOB:

console# configure

console (config) # interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | port-channel group |
vlan | range {..}}

console (config-if) #
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Tabnnua 162 — KomaHabl pexkuma KoHpurypaumm nHtepdeliica Ethernet, VLAN, rpynnbl untepdeiicos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

OnucaHue

bridge multicast
unregistered {forwarding |
filtering}

no bridge multicast
unregistered

—/forwarding

YcTaHaBAMBaeT NpaBuIo Nepesayn NakeTos ¢
He3aperucTpUpoBaHHbIX FPYMNNOBbIX a4PECOB.

- forwarding — nepesaBaTb He3aperncTpMpoBaHHble
MHOroaZpecHble NakeTbl;

- filtering — dunbTpPOBaATL HE3apPEIrNCTPUPOBAHHLIE
MHOroaZipecHble NaKeTbl.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMma rnobanbHoM KOHGUIypauum:

console (config) #

Tabanua 163 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast
filtering

—/OTKAIOYEHO

BK/toYaeT GUALTPALMIO FPYNNOBbIX a4PECoB.

OTKAtoYaeT GUAbTPALMIO FPYNMNOBbIX a4PECOoB.

mac address-table
aging-time seconds

no mac address-table
aging-time

seconds: (10..630)/300
CeKyHA,

3agaeT Bpems xpaHeHua MAC-agpeca B Tabsvue rnobanbHo.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094,
all)/No ymonuanuio
BK/IOYEHO

Bkatountb nsyyeHne MAC-agpecos B gaHHom VLAN.

OTkNtounTb M3ydeHne MAC-agpecos B gaHHOM VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group} [permanent |
delete-on-reset |
delete-on-timeout |
secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[obasnsaeT ucxogHbli MAC-agpec B Tabauvuy rpynnosom
agpecauuu.

- mac_address — MAC-agpec;

-vlan_id — Homep VLAN;

- permanent — gaHHbI MAC-agpec MOXHO yAanuTb TO/IbKO C
nomoLLbio KoMmaHap! no bridge address;

- delete-on-reset — gaHHbIN agpec yaanuTca nocne
nepesarpysKku yCTponcTBa;

- delete-on-timeout — gaHHbIN agpec yaanuTcs no Tanm-ayTy;
- secure — AaHHbIV aApec yAannTcA TONbKO C NOMOLLbIO
KomaHzabl no bridge address nnav nocne BosspalieHuns nopTa B
pexxunm obyyeHua (no port security).

Ypanaer MAC-agpec 13 Tabaunubl rpynnoBoi agpecaumu.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | lic
sap | llc-snap pid ] {discard
| bridge}

ethtype: (0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

OnpegenseTt gencTene ANA NaKeTOB MHOFOaAPECHOM PACCbIKK
C 3ape3epBUPOBAHHOrO agpeca.

- mac_multicast_address — rpynnosoi MAC-agpec;

- ethtype — Tun naketa Ethernet v2;

- sap — Tvn naketa LLC;

- pid — Tvn naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepepgatotcs B pexkume bridge.
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no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic
sap | llc-snap pid]

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

mac address-table
lookup-length length

no mac address-table
lookup-length

length: (1..8)/3

3apaet pasmep obnact MAC-aapecos B afroputme
XelWmnpoBaHuA. M3meHeHUA BCTYNatoT B AeicTBMe nocne
pectapTta KOMMyTaTOpa.

YcTaHaBAMBaeT 3HaYeHWe No ymonyaHuio. MiameHeHusn
BCTYMAOT B AENCTBME NOC/E pecTapTa KOMMyTaTopa.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabanua 164 — KomaHgbl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

OnucaHue

clear mac address-table
{dynamic | secure}
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

YpanaeT craTyeckue/aMHammyeckue 3anucu us tabauubl
rpynnoBoi agpecauuu.

- dynamic — yaaneHve AMHaMUYecKux 3anucei;

- secure — yaaneHue CTaTUYECKUX 3anucen.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnnua 165 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}] [address
mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Moka3sbliBaeT Tabamuy MAC-agpecoB AN yKazaHHOTo UHTepdelica
nmbo Bcex MHTepdencos.

- dynamic — npocmoTp TONbKO AMHAMUYECKUX 3anuncelt;

- static — NpocMOTp TONbKO CTaTUYECKMX 3anucei;

- secure — NPOCMOTP TOJ/IbKO 6e30nacHbIX 3anucei;

-vlan_id — npeHTMdMKaLuMoHHbIN Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table
count [vlan vian_id]
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MoKa3blBaeT KoANYeCcTBO 3anucei B Tabanue MAC-agpecos ans
YKa3aHHOro nHTepderica nmbo ansa scex MHTepdencos.
-vlan_id — naeHTMounKaumMoHHbIn Homep VLAN.
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show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ibv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ipbv6_source_address}]

vlan_id: (1..4094)

MokasbiBaeT TabauLy rpynnoBbIX a4pecoB A1 YKasaHHOro
nHTepoerica 1mbo Bcex HTepdeicos VLAN (KomaHaa AocTynHa
TONbKO A/1A NPUBUIETMPOBAHHOTO NO/Ib30BaTENA).
-vlan_id — naeHTMduMKaLuMOoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;

- ipv4_multicast_address — rpynnosow IPv4-aapec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — |Pv4-aapec UCTOYHUKA;

- ipv6_source_address — IPv6-agpec UCTOYHMKA.

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address]
[source
ibv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKa3blBaeT TabumLy CTaTUYECKMX FPYyNMnoBbIX a4pecos ANA
yKasaHHoro nHtepdelrica nmbo scex nHtepdericos VLAN.
-vlan_id — npeHTuduUKaLMoHHbIN Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;

- ipv4_multicast_address — rpynnosou IPv4-aapec;

- ipv6_multicast_address — rpynnosoi IPv6-aapec;

- ipv4_source_address — |Pv4-aapec NCTOYHUKA;

- ipv6_source_address — IPv6-agpec UCTOYHUKA;

-ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHoM Tabaumubl.

show bridge multicast

filtering vian_id vlan_id: (1..4094)

MokasbiBaeT KOHOUrypaLuio GUAbTPaA rPYNNOBbIX aAPECOB ANA
yKasaHHoro VLAN.
- vlan_id — naeHTMduKaumMoHHbIn Homep VLAN.

show bridge multicast
unregistered
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasbiBaeT KOHOUrypaumio ¢punbTpa ana
He3aperMcTpMpoBaHHbIX FPYNMNOBbIX a4PECcoB.

show bridge multicast

mode [vlan vian_id] vlan_id: (1..4094)

MoKa3bIBaET PeXMM rpyrnnosow agpecaumm AN ykasaHHOro
nHTepoerica 1Mbo scex MHTepdeicos VLAN.
-vlan_id — npeHTMduMKaLuMoHHbIN Homep VLAN.

show bridge multicast
reserved-addresses

OTo6pa>KaeT npaBunaa, YCTaHOBNEHHbIe ONA rPynnoBbIX
3ape3epBMnpOBaHHbIX agpecos.

[pumepbl 8bIN0AHEHUS KOMAHO

= BKAOUYAUTL GUALTPALMIO TPYNMNOBbIX aAPECOB KOMMYTAaTOPOM. 3a4aTb Bpema xpaHeHna MAC-agpeca
450 ceKyHa, pa3pelmnTb nepeaady HesaperncTpUpoBaHHbIX MHOrOaApPecHbIX naketos Ha 11 nopty

KOMMyTaTopa.

console# configure

console (config) # mac address-table aging-time 450

console (confiqg)# bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding
console# show bridge multicast address-table format ip

Vlan IP/MAC Address Ports

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, te0/2
19 224-239.13012.2.8 static te0/1-8
19 224-239.13012.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:
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1 224-239.13012.2.3
224-239.13012.2.8

te0/8
te0/8

5.19.3 MLD snooping — npomoKosa KOHMponaa MHo20a0pecHo20 mpadguka e IPv6

MLD snooping — MmexaHWU3M MHOroafApecHOM PacCblIKM COOBLLEHMIA, MO3BONAOWMIA MUHUMU3NPOBATb
MHoOroaapecHbl TpadukK B IPv6-ceTsx.

KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaLumm:

console (config) #

Tabnmua 166 — KomaHabl rnobanbHOro pexxuma KoHourypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ipvé mld snooping [vlan
vian_id]

no ipv6 mid snooping [vlan
vian_id]

vlan_id: (1..4094)
—/BbIK/IIOYEHO

Bkatoyaet MLD snooping.

Otkntovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ipv6 mid snooping vlan
vlan_id static
ibv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Peructpupyert rpynnosoti IPv6-aapec B Tabauue rpynnosoi
ajpecaumu v ctatudeckn gobasnset/yaanser uHtepdenco 13
rpynnol ana Tekywen VLAN.

- ipv6_multicast_address — rpynnosoli IPv6-agpec;
MNepeuncneHne NHTepdeNcoB OCYLLECTBNAETCA YEPES «-» U &, ».

Ypanset rpynnosow IP-agpec n3 tabauubl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipv6 mld snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[obasnaeT npaBuso, 3anpeLlatoliee NOpTam M3 CrMcKa
pernctpmposaTtbca Kak MLD-mrouter.

Ypanaet npasuno, 3anpeLyatoLiee noptTam us cnmcka
pernctpmposaTtbca Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipv6 mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
—/BKNOYEHO

M3yyaTb NopTbl, NOAKAOYEHHbIe K mrouter'y no MLD-query-
nakeTam.

He u3yyaTtb nopTbl, NogKAOYEHHbIe K mrouter'y no MLD-query-
naketam.
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ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipvé mld snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[o6asnser cnucok mrouter-nopTos.

YpanseT mrouter-nopTbl.

ipvé mld snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group}]

no ipvé mld snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48);
—/BbIKNOYEHO

BKkatounTb npouecc MLD Snooping Immediate-Leave Ha TekyLieln
VLAN.

- interface — npu UcnNosb30BaHMM JAHHOTO NapameTpa MexaHM3M
fast-leave cpabatbiBaeT TO/IbKO Ha YKa3aHHbIX UHTepdericax (npu
ycnosuu, uyto npouecc MLD Snooping Immediate-Leave He
BK/ItOYEH rnobanbHo Ha Tekywei VLAN).

OTKAtounTb Npouecc MLD Snooping Immediate-Leave Ha Tekywien
VLAN nnu ykasaHHom nHtepdelice.

ipvé mld snooping querier

no ipvé mid snooping
querier

—/BbIK/IIOYEHO

BK/itoYaeT noaaepiKKy Bblgaum 3anpocos igmp-query.

OTKAtOYaeT NoaAep KKy Bblgaum 3aMpocoB igmp-query.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmepgelica

2pynnsl nopmos, uHmepaetica VLAN

Buna 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHdurypaummn nHtepdeica Ethernet, nHtepdeiica rpynnoi

noptos u nHTepdeiica VLAN:

console (config-if)#

Tabnvua 167 — KomaHgpbl peknma KoHPurypauum mHTepdeica (ananasoHa mHTepoeicos) Ethernet, nHtep-

delica rpynnbl nopTos, MHTepdeinca VLAN

3HayeHue/3HayeHue

last-member-query-interval

KomaHda Aeilicmeue
no ymoa4aHuro
ipvé6 mid 3a/aeT MaKCMMasbHYI0 33/lepXKKy OTBETa NOC/eAHEro YaeHa
last-member-query-interval interval: rpynmnbl, KOTOPas UCNO/b3YeTcA A9 BbIYMCNEHUA KOAA
interval (100..25500)/1000 MaKCMManbHoW 3agepKku oteeTa (Max Response Code)
no ipv6 mid MUNIUCEKYHS, BoccTaHaB/IMBAET 3HaUYeHMeE N0 YMONYAHUIO.

ipvé mld query-interval value

no ipvé mid query-interval

value: (30..18000)/125
CeKyHA,

3agaeT MHTepPBan PaccblIKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

ipvé mid
query-max-response-time
value

no ipvé mid
query-max-response-time

value: (5..20)/10 cekyHz,

3aaeT MaKCMMasbHYI0 331ePrKKY OTBETa, KOTopas
MCNoNb3yeTca A1 BbIUMCNEHNI KOAA MAaKCUMANbHOM
3a4€epMKKM OTBeTa.

BoccTaHaBnvMBaeT 3HavYeHMe No YMOTYAHUIO.
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ipvé mld robustness value YcTaHaBAMBaeT 3HaveHne KoadpuuneHTa

OTKasoycTonumsocTu. Ecam Ha KaHane HabatogaeTtca notepsa
value: (1..7)/2 LaHHbIX, KO3OOULMEHT OTKA30yCTOMYMBOCTUN AOJIKEH ObITb

YBE/INYEH.

no ipv6 mid robustness BoccTaHaBnvBaeT 3HaYeHMe No YMOAYAHUIO.

ipvé mid version version YcTaHaBAMBaET BEPCUIO NPOTOKOA, AENUCTBYIOLLYIO HA AaHHOM

version: (1..2)/2 uHTepdelice.
no ipvé mid version BoccTaHaBMBaeT 3HaYeHME N0 YMOAYAHUIO.

KomaHOwbi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabanua 168 — KomaHgb! pexkmuma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
Mo ymMon4YaHuto
show ipv6 mld snooping OTobparkaeT MHGOPMaLMIO O 3aPerncTPUPOBAHHbBIX Fpynnax B
groups [vlan vian_id] [address COOTBETCTBMM C 3a[@aHHbIMM B KOMaHAe napameTpamm
ibv6_multicast_address] vlan_id: (1..4094) dunbTpaymm.
[source ipv6 _address] - ipv6_multicast_address — rpynnosoii agpec IPv6;

- ipv6_address — IPv6-agpec UCTOYHMKA.
Otobparkaet nHbopmaumio o KoHdurypaumm MLD-snooping gnn
naHHol VLAN.

OTo6parkaeT MHGOPMaLMIO 0 mrouter-noprax.

show ipv6 mid snooping

interface vian_id vlan_id: (1..4094)

show ipv6 mid snooping

mrouter [interface vian_id] vlan_id: (1..4094)

5.19.4 ®yHkyuu ozpaHuveHusa multicast-mpaguka

®yHKUMM orpaHnyeHna multicast-tpaduka mcnonbsytoTca AnAa yaob6HOM HACTPOMKM OrpaHuyeHus
NPOCMOTpPa onpeAeneHHbIX FPynn MHOroagpecHoOM PaccbUIKK.

KomaHObI pexcuma 2a06an6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHom KoHGUrypaumm:

console (config) #

Tabnnua 169 — KomaHabl pexkuma rnobanbHol KoHduUrypaumm

Komanda 3HayeHue/3HayeHue leiicmeue
no ymoa4aHuro
multicast snooping profile Mepexopn, B pexxnum KoHouUrypauum multicast-npoduns.
profile_name
no multicast snooping profile_name: (1..32) YAanuTb yKasaHHbI multicast-npoduns.
profile profile_name CMMBO/I0B ' Multicast-npodunb moxKeT 6bITb yaaneH ToONbKO
. nocne Toro, Kak 6yzer oTBA3aH OT BCeX NOPTOB
KOoMMyTaTopa.
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KomaHObI pexcuma KoHgu2ypayuu multicast-npoguns

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypaumm multicast-npoduns:

console (config-mc-profile) #

Tabanuya 170 — KomaHgbl pexkuma KoHpurypaumum multicast-npoduna

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aeiicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BanngHbIi
multicast-agpec;
high_ip: BannaHbIn

3apaeT cooTBeTCTBME NPOdUNA YKasaHHOMY AnanasoHy IPv4
multicast-agpecos.

Ypanset cootBeTcTBUE NPpoduaa yKasaHHOMY AnanasoHy IPv4

no match ipv6 low_ipv6
[high_ipv6]

high_ipv6: BaangHbin
IPv6 multicast-agpec

[high_ip] multicast-agpec multicast-aapecos.
match ipv6 low_ipv6 low_ipv6: BannaHeilt IPv6 | 3apaeT cooTBeTcTBME NPOPUAA YKasaHHOMY AnanasoHy IPve
[high_ipve] multicast-agpec; multicast-agpecos.

Ypanset cootBeTcTBUE NPpoduaa yKasaHHOMY AnanasoHy IPve
multicast-agpecos.

permit

no permit

—/no permit

B cnyyae HecooTBeTCTBUA OAHOMY U3 3a4aHHbIX 4MaNAa30HOB,
IGMP-report 6yayT nponycKaTtbcs.

B cniyyae HECOOTBETCTBUA OAHOMY U3 334aHHbIX AMaNa3oHoB,
IGMP-report 6yayT oTbpacbiBaTbCs.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOW CTPOKM permMma KoHOUrypaumm nHtepoeica:

console (config-if) #

Tabnunua 171 — KomaHab! pexkuma KoHdpurypaumm nHtepdelica (gmanasoHa nHtepdencos) Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

multicast snooping
max-groups number

no multicast snooping
max-groups

number (1..1000)/—

OrpaHu4MBaeT KOJIM4YeCTBO O4HOBPEMEHHO NPOCMATPUBAEMBIX
multicast-rpynn ana nutepdeiica.

CHMMaET orpaHMyeHne Ha KOIMYEecTBO OAHOBPEMEHHO
npocmaTpMBaemblx rpynn ana uHrepderica.

multicast snooping add
profille_name

multicast snooping remove
{profille_name | all}

profile name: (1..32)
CMMBOJ/IOB

MpuBA3bIBaeT yKasaHHbIN multicast-npodunb K MHTepdeicy.

Yaansaet coorsetctBme multicast-npopuna (scex multicast-
npodunei) nHtepoeiicy.

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 172 — KomaHgb! pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
10 yMon4YaHuo

Aelicmesue

show multicast snooping
groups count

OT06parkaeT MHGOPMaLMIO A/18 BCEX MOPTOB O TEKYLLEM
KO/IMYEeCTBE 3aPerMcTPMPOBaHHbIX FPYMM, a TaKKe
MaKCMMa/ibHOe BO3MOXHOE KOMYecTBo.
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show multicast snooping
profile [profille_name]

profile name: (1..32) OtobparkaeT MHGOPMALMIO O CKOHOUTYPUPOBAHHbIX multicast-
CMMBO/IOB npodunax.

5.19.5 RADIUS-aemopu3sayus 3anpocoe IGMP

[aHHbIA MexaHU3M No3BO/SIET NPOM3BOAUTL aBTOPM3aLIMIO 3anpocoB npoTokona IGMP ¢ nomoubio
RADIUS-cepBepa. Ans obecneyeHns HaAeXKHOCTM M pacnpeaeneHua Harpy3kM MOMKET WCMNob30BaTbhCA
Hecko/sibKo RADIUS-cepBepoB. Bbibop cepBepa A1 OTNPaBKM o4epeHOro 3anpoca aBTopum3aumm nponcxoanTt
cnyyaiiHbim obpasom. Ecnm cepBep He OTBETWJ, OH MOMEYAETCA KaK BPEMEHHO Hepabouui, U nepecTaeT
Yy4acTBOBATb B MEXaHWU3Me ONPOCa Ha ONpeAeneHHbIN Nepros, a 3anpocC OTCbINIAETCA Ha Cneaytowmii cepsep.

|-|OI'|yl-IeHHbIe dBTOPU3aLUNOHHbIE AaHHblEe XPAHATCA B K3W-NaMATU KOMMYTATOpPa B Te4eHne 3a4aHHOro
nepuoga BPEMEHWU. ITO MNO3BOJAET YCKOPUTb MOBTOPHYHO 06paboTky IGMP-3anpocos. [apameTpsbl

aBTOPU3aLLMM BKIIOYAIOT B cebs:

=  MAC-agpec KIMEeHTCKOro YCTPOCTBa;
=  WpeHTudUKaTop NnopTa KOMMYTATOPA;
= |P-agpec rpynnbl;

=  PeweHune o goctyne — deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHGUIrypnpoBaHmsa:

console (confiqg) #

Tabnnua 173 — KomaHgb! pexkuma rnobasbHOro KoHGUrypmpoBaHus

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

ip igmp snooping authoriza-
tion cache-timeout timeout

no ip igmp snooping authori-

zation cache-timeout

timeout: (0..10000) muH/0

YCTaHaBAMBAET BPEMS KU3HU B Kawe. Eciv 3HayeHne pasHO
HY/I0 — OTCYET BPEMEHM ¥KMU3HM OTKAIOUEH (3anuch He
YyAaNAEeTCA Co BpemeHem).

YcTaHOBKa 3Ha4YeHuns no YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica (QuanasoHa uHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOW CTPOKM pexnma KoHPUrypupoBaHus nHtepdelica:

console (config-if)#

Tabnnua 174 — KomaHgbl pexxuma KoHpurypuposaHua nHtepdeica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeilicmeue

multicast snooping authorization
radius [required]

—/oTKNto4ueHa

no multicast snooping
authorization

BknatoyaeT aBTopm3aumto yepes RADIUS-cepep. Ecam yKasaH
napametp required, To B c/ly4ae HeZOCTYMHOCTU BCeX
RADIUS-cepsepoB IGMP-3anpocbl UTHOPUPYHOTCA.

B npotnuBHOM cnyyae IGMP-3anpoc 6yaet obpaboTaH gaxe
npwv OTCYTCTBUM OTBETA CEpBepa.

OTKntoyeHne aBTOpU3aLunn.
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multicast snooping authorization BksitouaeT npeaBapuTenbHyto obpaboTry IGMP-3anpocos Ha
forwarding-first nopty ao oteeta RADIUS-cepsepa. o nony4yeHuun oteeTa oT
cepBepa B C/ly4ae NOJI0XKMNTENbHOro OTBEeTa NOAMNMUCKA
—/oTknioyeHa oCTaetcs, B Cyyae oTpULaTeIbHOro — yaansaeTcs.

no multicast snooping

authorization forwarding-first BoccTtaHaBnAMBaeT 3HaYeHMe No YMONYaHULO.

KomaHOobl pexcuma EXEC

Bce komaHabl AOCTYNMHbI TO/IbKO AN1A NPpUBUNETMPOBAHHOIO NoJ1b3oBaTenA.

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabanua 175 — KomaHgb! pexkuma EXEC

KomaHoa 3HayeHue Aelicmeue
show ip igmp snooping authori- OTobparkaeT cogeprKMmoe Kala asTopumsaunmn IGMP.
zation-cache gi_port: (1..8/0/1..24); Ecnun B KOoMaHAe yKasaH nHtepdeiic — 1o oTobparkaroTcs
[gigabitethernet gi_port | te_port: (1..8/0/1..4). TO/IbKO Te rpynmnbl, KOTOPblE 3aPEerncTPUpPOBaHbI Ha
tengigabitethernet te_port ] yKa3aHHOM uHTepdeiice.
clear ip igmp snooping authori- OuunwaeT KL aBTopU3aLLUu.
zation-cache gi_port: (1..8/0/1..24); | Ecnv B KOMaHAe yKa3aH nHTepdeinc — ounLwatoTca 3anmcm
[gigabitethernet gi_port | te_port: (1..8/0/1..4). Kew Ana yKasaHHoro nHtepdeica.
tengigabitethernet te_port ] Ecnm uHTepdeic He yKazaH — Kell 04YMLLAETCA NOMHOCTbIO.

5.20 MapuwpyT1u3aymMa MmHoroagpecHoro tpadpuka

5.20.1 Npomokon PIM

PIM — npoToKo/n MHOroagpecHoi mapwpyTtmnsaumm ana IP-ceteld, co3gaHHbIN ans pelleHma npobaem
rpynnoBon maplupyTtmsaumun. PIM 6asmpyetca Ha TPagULMOHHbIX MapLUpyTHbIX NMPOTOKOAAX (Hampumep,
Border Gateway Protocol), Bmecto TOro, 4tobbl co3zaBaTb COOCTBEHHYK ceTeByto TOonosoruto. PIM
ucnonb3yeT unicast-Tabavuy mapwpytmsauum  gns  nposepkn RPF. 3Ta nposepka BbINOJIHAETCA
MapLLpyTU3aTopamu, 4Tobbl ybeanTbes, 4To Nepesaydya MHOroaApecHoro TpadumKa BbINONHAETCA No NyTH 6e3
netenb.

RP (rendezvous point) — TOuka paHAeBy, Ha KOTOpOM OyayT pPerucTpupoBaTbCA MCTOYHUKM
MHOTroaApecHbIX NOTOKOB 1 CO3aBaTbh MapLLPYT OT UCTOYHMKA S (cebsa) ao rpynnbl G: (S,G).

BSR (bootsrtap router) — mexaHu3am cbopa nHpopmaumm o RP KaHanaatax, bopmmpoBaHMm cnncka RP
ONA  KaXXOOM MHOFOaZpecHolr rpynnbl WM OTNpPaBKa CMNMCKa B npegenax pgomeHa. KoHdurypauus
MHOFoaApecHOM MapLIpyTM3aLmMn Ha base IPv4.

KomaHObI pexcuma 210b6aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoHbUrypaumm:

console (config) #
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Tabnnua 176 — KomaHabl rnobanbHOro pernma KoHourypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ip multicast-routing pim

no ip multicast-routing pim

—/MNo ymonuyaHuio
bYHKLMA BbIKIOYEHA

BKAOYMTb MHOTOQAPECHY0 MapLllpyTmM3auuto, npotokon PIM Ha
BCEX MHTepdeicax.

OTKAOYNTb MHOFOAAPECHYI0 MapLIPyTU3aLMIO U NPOTOKoA PIM.

ipvé multicast-routing pim

no ipvé multicast-routing
pim

—/MNo ymonuyaHuio
bYHKUMA BbIKAOYEHA

Bkatountb ana IPv6 mHOroagpecHyo mapLipyTmnsaLmio, NpoTOKON
PIM Ha Bcex uHTepdericax.

OTKAOYNTL ANA IPv6 MHOroagpecHyo mapLipyTnsaumo n
npoTokon PIM.

ip pim accept-register list
acc_list

no ip pim accept-register
list

acc_list: (0..32)
cMMBO/IA

MpumeHeHne GUNbTPaALUM PETUCTPALMOHHBIX cO0bLLEHMI PIM.
- acc_list — cnucok mHoroaapecHbIx NnpeduKcoB, 3a4aBaeMblii C
nomoLpto ctaHaapTHoro ACL.

OTKAKOYEHME aHHOro NapameTpa.

ipv6 pim accept-register list
acc_list

no ipvé6 pim accept-register
list

acc_list: (0..32)
cMMBOIA

MNpyvmeHeHne GunbTpaL MM perncTpaLMoHHbIX coobueHunin PIM
ona IPvé.

- acc_list — cnncok mHoroaapecHbix NnpeduKcoBs, 3agaBaemblil ¢
nomolLpto ctaHaapTHoro ACL.

OTKAKOYEHME 4aHHOro NapameTpa.

ip pim bsr-candidate ip_ad-
dress [mask] [priority prior-
ity_num)]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKasaTb yCTPOMCTBO KaK KaHauaaTa B BSR (bootstrap router).
- ip_address — BanuaHbIii IP-agpec KommyTaTopa;

- mask — macka nogcetw;

- priority_num — npuopwurerT.

OTKAKOYEHMEe 4aHHOro napameTpa.

ipv6 pim bsr-candidate
ipbv6_address [mask] [prior-
ity priority_num]

no ipv6 pim bsr-candidate

mask: (8..128)/126;
priority_num:
(0..192)/0

YKasaTb YCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ipv6_address — BanvuaHbii IPv6-agpec KommyTaTopa;

- mask — macka nogcetu;

- priority_num — npuopuTer.

OTK/IlOYEHME AAaHHOTO NapameTpa.

ip pim dm {range mul-
ticast_subnet | default}

no ip pim dm {range mul-
ticast_subnet | default}

BKNOUMUTL MapLIpyTM3aLmMio 3a4aHHOIO ANanasoHa
MY/IbTUKACTHbIX rpynn B pexxume PIM-DM.
- multicast_subnet — mHoroagpecHas noaceTs;
- default — ykasatb gnanasoH 8 224.0.1.0/24.
V KomaHAay MOXHO BBECTM HECKO/NIbKO pas3, 3agaB He-
CKOJIbKO AMANa3oHOB.

OTKAKOYEeHMEe 4aHHOro napameTpa.

ip pim rp-address
unicast_address [mul-
ticast_subnet]

no ip pim rp-address
unicast_address [mul-
ticast_subnet]

CospaHue ctatmyeckoit Rendezvous Point (RP), fononHuTenbHO
MOKHO YKa3aTb MHOroaZpecHyto noaceTb gna AaHHo! RP.

- unicast_addr — |P-agpec;

- multicast_subnet — mHoroagpecHas noaceTb.

YaaneHue ctatuueckoit RP unu yaanenune RP gna ykasaHHoM
noaceTu.

ipv6 pim rp-address
ibv6_unicast_address
lipv6_multicast_subnet]

no ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

Co3paHue ctatnyeckon Rendezvous Point (RP), aononHuTtensHo
MOKHO YKa3aTb MHOroaZpecHyto noaceTb gna AaHHoM! RP.

- ipv6_unicast_ addr — IPv6-agpec;

- ipv6_multicast_ subnet — mHoroazpecHas NnoaceTb.

YaaneHue ctatuueckoit RP unu yaaneHune RP gna ykasaHHoM
noaceTu.

ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs]

acc_list: (0..32)
cumBona
priority: (0..192)/192;
secs: (1..16383)/60
CeKyHA,

Co3paHune KaHguaata ans Rendezvous Point (RP)

- unicast_addr — |P-appec;

- acc_list — cnucok mHoroaapecHbIx NnpedrKcoB, 3a4aBaeMblii €
nomolLupto ctaHaapTHoro ACL;

- priority — NpMOPUTETHOCTb KaHANAATA;

- secs — nepuog, OTNpPaBKN COOBLLEHWNA.
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no ip pim rp-candidate
unicast_address

OTKNtOYEHME 4aHHOrO NapameTpa.

ipv6 pim rp-candidate
ipv6_unicast_address
[group-list acc_list] [priority
priority] [interval secs]

acc_list: (0..32)
cMmBosia
priority: (0..192)/192;
secs: (1..16383)/60

Co3paHune KaHgupata ans Rendezvous Point (RP)

- ipv6_unicast_addr — IPv6-aapec;

- acc_list — cnucok MHoroagpecHbIx NpeduKcoB, 3a4aBaemblii €
nomoubto ctaHgaptHoro ACL;

- priority — NpUOPUTETHOCTb KaHAMAATA;

- secs — nepuog, OTNpPaBKN COOBLLEHWNA.

. . N CERyH[,
no ipv6 pim rp-candidate OTKAtOYEHMEe JaHHOro NapameTpa.
ibv6_unicast_address
ip pim ssm {range mul- YKa3aTb MHOroafpecHyto noacertb
ticast_subnet | default} - range — yKasaTb MHOIOaApecHyo NoACeTb;
- multicast_subnet — MHOroagpecHas noaceTb;
- - default — ykasaTb AvanasoH B 232.0.0.0/8.
no ip pim ssm [range mul- OTKAKOYEHMEe aHHOro NapameTpa.
ticast_subnet | default]
ipv6 pim ssm {range YKa3aTb MHOroaZpecHyo noacetb
ipv6_multicast_subnet | de- - range — yKasaTb MHOrOa4pecHy NoaceTb;
fault} - - ipv6_multicast_subnet — mHoroagpecHas noaceThb;
- default — ykasaTb ananason B FF3E::/32.
no ipv6 pim ssm [range OTKAKOYEHME aHHOro NapameTpa.
ipv6_multicast_subnet | de- —
fault]
ipv6 pim rp-embedded BKNOUMTL paclumpeHHbiii pyHKLMOoHan rendezvous point (RP).
—/BKAtOYEHO

no ipv6 pim rp-embedded

OTKAOYUTL paclUMpeHHbI GpyHKUMOHan rendezvous point (RP).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 177 — KomaHgbl pexkuma KoHdurypaumm nHtepdelrica Ethernet

3HaveHue/ 3HayeHue o
KomaHoa / Aelicmeue
o ymMmon4aHuro
ip (ipv6) pim BkntoueHue PIM Ha uHtepoelice.
— - —/BKAOYEHO -
no ip (ipv6) pim BbikntoueHue PIM Ha uHtepderice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepeaayvy BSR-coobuieHnin ¢ nntepdelica.
— —/OTKAOUYEHO
no ip pim bsr-border OTKNOYEeHWE AaHHOTO NapameTpa.
ip (ipv6) pim dr-priority pri- YKazaHue npuopuTeTa ansa Boibopa DR-poyTepa.
ority . - priority — npuoputeT DR-poyTepa onpeaensatowmi, KTo n3
priority:

no ip (ipv6) pim dr-priority

(0..4294967294)/1

KOMMYyTaTopoB cTaHeT DR-poyTepom. KommyTaTop ¢ HanbonbLwmm
3HayeHuem ctaHeT DR-poyTepom.

Bo3BpalyaeT 3Ha4yeHne No YMOAYaHUIO.

ip ip (ipv6) pim hello-inter-
val secs

no ip (ipv6) pim hello-inter-
val

secs: (1..18000)/30 cek

YKazaHue nepuoga otnpasku hello-nakeTos.
- sec — nepvog oTtnpasku hello-naketos.

BosBpau.l,aeT 3Ha4YeHne No ymon4aHuio.

ip (ipv6) pim join-prune-in-
terval interval

no ip (ipv6) pim
join-prune-interval

interval: (1..18000)/60
CeKyHA,

YKaszaTb UHTEPBaA, B Te4EHME KOTOPOro KOMMYTaTOp OTCblNaeT
join nnu prune-coobuieHuns.
- interval — nepnopa BpeMeHu OTNPaBKM join, prune coobLueHui.

BosBpau.l,aeT 3Ha4YeHue No ymon4aHuio.

ip (ipv6) pim neighbor-filter
acc_list

acc_list: (0..32)
cumBona

dunbTpaums Bxoaawmx PIM-coobLueHunit.
- acc_list — cnucok agpecos, Ha OCHOBE KOTOPbIX NPOU3BOAMUTCA
dunbTpauma.
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no ip (ipv6) pim neigh- OTK/NOYEeHWe AaHHOro NapameTpa.

bor-filter

ip pim passive Bk/itoyeHWe NacCMBHOTO pexmnma Ha nHTepdeiice. ToT MHTepdeiic
He ByaeT oTNpPaBAATb U NPUHMMaATL coobLueHusa PIM oT gpyrux

—/disable mapLlpytnsaTopos PIM. HacTpoiika HUKaK He BAUAET Ha

coobueHus IGMP.

no ip pim passive BbIkntoyeHne NaccMBHOIO peXxmnma

ip igmp static-group Bk/itoueHue cTaTuyeckoro 3anpoca multicast-rpynnsi Ha

ip_addr [ source ip_addr] MHTepodeiice.

V Ha unTepdeiice aonxkeH 6biTb BKAOYEH PIM.

no ip igmp static-group BbIKkNtoueHWe cTaTUyeckoro 3anpoca multicast-rpynnei
ip_addr [ source ip_addr ]

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 178 — KomaHab! pexkuma EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue

o ymon4aHuio
show ip (ipv6) pim rp map- OTtobparkaeT akTuBHble RP, cBA3aHHbIE C MApPLUPYTHOM
ping [RP_addr] - MHbOpPMaumen.

- RP_addr — IP-agpec.

show ip (ipv6) pim neigh- OTobparkaeT uHpopmaumto o PIM-coceasax.
bor [detail] [gigabitether- gi_port: (1..8/0/1..48);
net gi_port | tengiga- te_port: (1..8/0/1..24);
bitethernet te_port | for- fo_port: (1..8/0/1..4);
tygigabitethernet fo_port | group: (1..48);
port-channel group| vlan vlan_id: (1..4094).
vlan_id]
show ip (ipv6) pim inter- OTobparkaeT nHbopmaumio no PIM-unHtepdelicam:

- state-on — oTob6parkaeT Bce MHTepdENChI, rae BKAtoYeH PIM;
- state-off — oTo6parkaeT Bce MHTEpdENCHI, rae BbikAoYeH PIM.

face [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id |state-on |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

state-off]

show ip (ipv6) pim group- . OTobparkaeT Tabmuy NPUBA3KM MHOTOAZAPECHbIX Fpynm.
map [group_address] - group-address — agpec rpynnoi.

show ip (ipv6) pim counters — OTobpaxkaeT cogepxnmoe PIM-cyeTynKos.

show ip (ipv6) pim bsr elec- . OtobpaxkaeT nHdopmaumio o BSR.

tion

show ip (ipv6) pim bsr rp- . OTobparkaeT UHGOPMaLMIO O U3yYEeHHbIX KaHanAaTax B RP.
cache

show ip (ipv6) pim bsr can- . OTobpaxkaeT cocTonaHWe KaHanaaTos B RP.

didate-rp

clear ip (ipv6) pim counters — O6HynaeT PIM-cyeTumnKu.
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[Mpumep Ucnonb308aHUA KOMAHO

= basoBas HacTpoiKa PIM SM c cratnyeckum RP (1.1.1.1). MpeaBaputenbHo foMKeH O6bITb HAaCTPOEH
NPOTOKO/ MapLIpyTM3aLMK.

console# configure
console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.20.2 ®yHkyusa PIM Snooping

®dyHKUMA PIM Snooping ncnoib3yeTca B CETAX, I4e KOMMYTAaTOP UCMOJTHAET po/ib L2-ycTpoincTBa mexay
PIM-mapuwpyTmusatopamm.

OcHoBHoM 3agayen PIM Snooping aBnaeTca npefocTaBieHMe MHOroaZ4pecHoro TpaduKka ToAbKo Ana
Tex NopPTOB, C KOTOPbIX 6bin nosydyeH PIM Join, PIM Register.

KomaHObI pexcuma 2a06anab6Hol KOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume r1ob6asibHON KoHdUrypaumm:
console (config) #

Tabnuua 179 — KomaHapl pexknuma rnobanbHom KoHdUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMmon4YaHuro
ip pim snooping PaspewunTb ncnonb3osaHue dyHKUUmM PIM Snooping
—/disabled KOMMYTaTOPOM.

no ip pim snooping 3anpeTuTb UCNosib3oBaHMe GyHKLUMM

ip pim snooping vlan PaspewaeT ucnonbzosaHune dpyHKLmMu PIM Snooping
vlan_id KOMMYTaTOpPOM A48 AaHHOro uHTepdeinca VLAN.

__ : vian_ id: (1..4094) vlan_id — vaeHTMdnKaumoHHbIn Homep VLAN. :

no ip pim snooping vlan 3anpewaeT ncnosb3osaHue GyHKUUKM PIM Snooping
vlan_id KOMMYTaTOPOM A/1A faHHOro uHTepderica VLAN.

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 180 — KomaHgb! pexkuma EXEC

3HayeHue/3HayeHue .
KomaHda Aeilicmeue
no ymoa4YaHuro
show ip pim snooping — Moka3biBaeT 06y MHGOPMaLMIO O HACTPOMKAX
show ip pim snooping vlan . MoKa3blBAaeT CTaTUCTUKY KOHTPOIA MHOToa4pecHoro Tpaduka B
P pim shooping vlan_id: (1..4094) > Y KOHTP AP pad
vlan_id - LaHHOM vian

show ip pim snooping groups — MoKa3blBaeT CNNCOK 3aperncTpMpoBaHHbIN rpynn
sh ip pim snooping neighbors - MoKa3blBaeT CNMCOK 3aperncTpmpoBaHHbIX y4acTHUKOB PIM
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5.20.3 Npomokon MSDP

MpoToKon 0bHapy»KeHMA UCTOYHMKOB MHOroaapecHon paccbiiku (MSDP) ucnonbsyetca ana obmeHa
nHbopmaumein o6 MCTOYHMKAX MyNbTUKACTa MeXay pasHbiMu PIM-gomeHamun. MSDP-coeauHeHune 06bI4HO
ycTaHaBnmBaeTca mexay RP Kaxgoro gomeHa.

KomaHObl pexcuma 2106aa6HOU KOHGU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHo KoHPUrypauuu:

console (config) #

Tabanua 181 — KomaHgb! pexknuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

router msdp

no router msdp

BkntoyaeTt npotokon MSDP 1 nepexoguT B pexxum ero
KoHbUrypauuu.

OcrtaHasnuBaeT npotokon MSDP un ygansaert scto ero
KOHUrypaumto.

KomaHObI pexcuma KoHgu2ypayuu npomokosaa MSDP

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KOHPUrypaumnm npotokosa MSDP:

console (config-msdp) #

Tabnunua 182 — KomaHapl pexknma KoHpurypaumm npotokona MSDP

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aeiicmeue

connect-source ip_address

no connect-source

HasHauuntb IP-agpec, koTopbiit ByaeT ncnosb3oBaH B KayecTse
nexoaawero npu coegmHeHnn ¢ MSDP-nupom

YCTaHOBUTb 3HAYEHMe Mo YMON4YaHUIO

cache-sa-holdtime secs

secs: (150..3600)/150 cek

YCTaHOBUTb Bpemsa KM3HW SA-3anucu B KaLle

no cache-sa-holdtime

YCTaHOBUTb 3HaYeHWe Mo YMOIYaHUIO

holdtime secs

no holdtime

secs: (3..150)/75 cek

YcTtaHoBuTb Taimep holdtime. Ecau B TedeHuMe 3TOro BpemeHu
He byaeTt npuHaTo keepalive-coobueHne, To coeguHeHune ¢
cocegom cbpacbiBaetca

YCTaHOBUTb 3HaYeHue no YMON4aHUIO

keepalive secs

no keepalive

secs: (1..60)/30 cek

YCTaHOBWTbL MHTEPBAN MexKay oTnpaBKoi keepalive-coobuieHnin

YCTaHOBUTb 3HaYeHue no YMON4aHUIO

originator-ip ip_address

no originator-ip

HasHauuTtb IP-agpec, ucnonbayemblii B Kayectse agpeca RP B
ncxogaWwmMx coobuteHunsax SA

YCTaHOBUTb 3HaYeHWe Mo YMOIYaHUIO

peer ip_address

no peer ip_address

Job6asneHune B KoHpUrypaumio MSDP-nupa 1 BXoa, B PEXUM ero
KOHbUrypauum

Yaanutb MSDP-nup

KomaHObI pexcuma KoHgu2ypauyuu MSDP-nupa

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypauum MSDP-nnpa:

console (config-msdp) #
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Tabnunua 183 — KomaHab! pexkuma KoHpurypauum MSDP-nupa

3HayeHue/3HayeHue
no ymon4aHuo

KomaHda

Aelicmeue

connect-source ip_address

HasHauuTb IP-agpec, KoTopbiit byaeT MCNoNb30BaH B KayecTse
ncxogAuero npu coeauHeHum ¢ MSDP-nnpom.

no connect-source

YCTaHOBUTb 3Ha4YeHMEe N0 YMOHAHMUIO.

description text

3agatb onucaHne MSDP-nmpa.

— text: (1..160) cumBona
no description

Ypanutb onucaHue.

mesh-group name

Lobasutb cocega kK MESH-rpynne.

name: (1..31) cumBona
no mesh-group

Ypanutb cocepa.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

sec_num:
(0..4294967294)

Co3patb NpaBuao GpuabTpaumm SA-coobLLEeHNI:

- permit — paspewatoiiee npasuao GuabTpaLmm;

- deny — 3anpeluatoliee npasnao GpuabTpaLmm;

- Sec_num — HOMep CeKUUu NpaBuna;

- ip_addr_rp — ¢unbTpauus no agpecy RP;

- ip_addr_gr — ¢unbTpauma no agpecy rpynnol;

- ip_addr_src — ¢unbTpauma no aapecy UCTOYHMKA
My/AbTUKacTa.

no sa-filter { in | out }
sec_num

YanaeT co34aHHYI0 CEKLMIO Npasua.

shutdown
—/disable

AOMWHUCTPATUBHO BbIKAtOYaeT ceccmio ¢ MSDP-nupom, He
yAanas ero KOHGuUrypaumm.

no shutdown

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

KomaHOobi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 184 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show ip msdp peers [ ip_addr]

MoKa3blBaeT MHGOPMALMIO O HACTPOEHHbIX NMPaXx, cTaTyce
coefiMHeHMA, HaCTPOMKax NMPOB, a TaK¥Ke CTaTUCTUKY 0bMeHa
coobuieHmamm npotokona MSDP

- ip_addr — IP-agpec nupa

show ip msdp source-active

MoKa3sbiBaeT cogepknumoe Kawa SA.

show ip msdp summary

MoKa3sblBaeT cyMmapHyto nHbopmaumio npotokona MSDP.

clear ip msdp counters

OBHyYNAET CYETUMKM.

clear ip msdp peers [ ip_addr]

MNepeyctaHaBnaunsaet coegmHeHna ¢ MSDP-nupamu
- ip_addr — IP-agpec nupa
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5.20.4 ®yHkyus IGMP Proxy

®YHKUMA  MHOroaapecH

oM MapLpyTusaumm

IGMP Proxy npegHasHayeHa Ana peanusauum

YNPOLLEHHOM MapLpyTM3aLMM MHOFOQAPECHbIX AAHHbIX MEXKAY CETAMMW, YNpaBAAemoi Ha OCHOBAHWUM
npotokona IGMP. C nomouwbto IGMP Proxy ycTpolicTBa, He HaxogsAwMecs B OAHOW CETU C CEepBEpom
MHOTrOa4pPeCHOM PACCbIZIKW, UMEIOT BO3SMOXHOCTb MOAKAOHATLCA K MHOTO4PECHbIM FPYMMNam.
MapLpyTM3aums oCyLLEeCTBAAETCA MeKay MHTepdericom BbiwecToswen cetu (uplink) u nntepdeincamm
Huxkectosawmx cetet (downlink). Mpun aTom Ha uplink-uHTepdelice KommyTaTop BeaeT ceba Kak 0bbIYHbIN
nosy4yatenb MHoroagpecHoro Tpaduka (multicast client) n popmupyet cobcTBeHHbIe coobLLeHMA NPoToKoAa
IGMP. Ha nHtepdeiicax downlink KommyTaTop BbICTynaeT B KaYecTBe cepBepa MHOroaapecHoOM PaccbiikK U
obpabaTbiBaeT coobuieHma npoTokosia IGMP oT ycTpoiACTB, NOAK/IIOYEHHbIX K 3TUM UHTepdeicam.

V’ KonunuectBo noapep)XuBaembliX rpynn MHOroagpecHoi paccbiiku nportokonom IGMP
Proxy ykasaHo B Tabnuue 9.
V’ IGMP Proxy nogpepxusaet go 512 downlink-unrepdeiicos.
V OrpaHuyeHus peanusaumm ¢pyHKummn IGMP Proxy:
- IGMP Proxy He noaaep}Xusaertca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeAenieH To/IbKO 0AUH UHTepdelic BbiluecTosALLel CeTu;
- Npu ucnonb3oBaHum Bepcum V3 npotoKona IGMP Ha nHTepdeiicax K HUKecTosLeit ceTn
o6pabaTtbiBatoTca ToNbKO 3anpocbl Tuna exclude (*,G) u include (*,G).

V Bo VLAN-e, B KOTOpbIi1 ocyliecTBaseTca npoKkcuposaHue, IGMP Snooping aoneH 6biTb
OTK/IOYEH.
V'» IGMP Proxy ana QinQ tTpadumkKa:
‘ Ona KoppeKTHoOW paboTtbl ¢pyHKUMOHana Heobxogmumo BKAuutb IGMP Proxy n IGMP

Snooping B SVLAN u CVLAN, a TaK»Xe HacTpouTb IP-agpeca Ha JaHHbIX uHTepdeiicax.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHo KOHPUrypaumm:

console (config) #

Tabnunua 185 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip multicast-routing
igmp-proxy

no ip multicast-routing
igmp-proxy

—/Mo ymonyaHuio
bYHKUMA BbIKNIOYEHA

Pa3pewaeT paboTy MapLupyTU3aLMM MHOMOaAPECHbIX AAHHbIX
Ha CKOHOUIypPUPOBaHHbIX UHTepdeicax.

3anpelyaeT paboTy MapLIpyTU3aLLMM MHOTOAAPECHBIX AaHHbIX
Ha CKOHOUIYPUPOBaHHBIX UHTepdeicax.

KomaHObI pexcuma KoHgu2ypauyuu uHmepagpelicos Ethernet, VLAN, uHmepgelica 2pynnsl nopmos

BunAa 3anpoca KOMaHAHOM CTPOKM B perkume KoHpurypauum nntepoeicos Ethernet, VLAN, nHtepdeiica

rpynnbl NOPTOB:

console (config-if) #
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Tabnnua 186 — KomaHab! pexkuma KoHpurypaumnm nHtepdeiicos Ethernet, VLAN, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ip igmp-proxy {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

KoHourypupyembiit nHTepdeiic aBnsetcs nHTepdericom K
HuXKecToAwwel ceTu. KomaHga HaszHavaeT cBsAzaHHbIN uplink-
MHTepdeNc, y4acTBYHOLLNIN B MapLLpyTU3aLUK.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma KoHdurypaumm VLAN:

console (config-if)#

Tabnnua 187 — KomaHgbl pexxuma KoHdpurypaumm nHtepoeiicos VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ip igmp-proxy dscp dscp

no ip igmp-proxy dscp

dscp: (0..63)/0

YcTtaHaBamBaeT 3HavyeHue DSCP B IP-3aronoBke ana nakeTos
npotokona IGMP, KoTopoe 6yAeT NCNO/1b30BaTbCA KOMMYTAaTOPOM
Ha uHTepodeiice VLAN

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip igmp-proxy cos cos

no ip igmp-proxy cos

cos: (0..7)/0

YctaHaBauBaet 3HayeHue 802.1p B IP anA nakeToB NpoToKoNa
IGMP, KoTOpoe byaeT MCNob30BaTbCA KOMMYTAaTOPOM Ha
nHTepodeice VLAN

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

KomaHOb1 pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 188 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip mroute
[ip_multicast_address
[ip_address]] [summary]

KomaHaa npegHasHayeHa A/18 NpocMoTpa CNUCKOB
MHOroaZpecHbIX rpynn. BosmosxeH BbI6op rpynn no agpecy
rPynmbl WA NO afipecy UCTOYHWKA MHOTOaAPECHbIX JaHHBIX.
- ip_multicast_address —|P-agpec rpynnbi;

- ip_address — |P-afpec UCTOYHMKA;

- summary — KpaTKoe COAgepXaHue KaxAoM 3anucu B
MHOroapecHo Tabauue mapLupyTUsaumm.

show ip igmp-proxy interface
[vlan vian_id | gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

NHbopmaumsa o ctatyce IGMP-proxy npymeHUTENbHO K
MHTepdericam.

[pumepbl 8bINOAHEHUS KOMAHO

console# show ip igmp-proxy interface
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* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
vlan30 downstream default - -

5.21 ®yHKUUM ynpaBaeHus

5.21.1 MexaHu3m AAA

Ona obecneyeHna 6e30MacHOCTM CUCTEMbI MCMOAb3yeTCcA MmexaHusm AAA  (ayTeHTUdMKaLMs,

aBTOpM3aLMA, yUeT).

— Authentication (ayTeHTUdMKaLmMa) — conocTaBaeHMe 3anpoca CyLLeCTBYoLein y4ETHOM 3anuncu

B cucteme besonacHoCTu.

— Authorization (aBTopu13aLus, NpoBepKa YPOBHA A0CTyNa) — COMNoOCTaBAeHNe y4ETHOM 3anncK B

cucTeme (Npolealueit ayTeHTUGUKaLMIO) U onpeaenEHHbIX NOJHOMOUUNA.
— Accounting (y4€T) — cnekeHue 3a noTpebeHnem pecypcoB no/ib30BaTesiIeMm.

AN WwndppoBaHMA AaHHbIX MCNONb3YETCA MeXaHU3M SSH.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHoOM KOHOUIypaLumm:

console (confiqg) #
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Tabnnua 189 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmesue

aaa authentication login
{authorization | default |
list_name} method_list

no aaa authentication
login {default |
list_name}

list_name: (1..12)
CMMBO0B;
method_list: (enable, line,
local, none, tacacs, radius);
— /Mo ymonyaHuio
OCYLLECTBAAETCA NPOBEPKa
no fIoKanbHol 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YcTaHaBAMBaeT cnocob ayTeHTUOUKALMM ANA BXOAA B CUCTEMY.
- authorization — paspelwaeT npoxoxaeHne aBTopM3aLMmn no
OMNUCAHHbIM HUXKE METOAAM;
- default — ncnonb3oBaTh 417 ayTeHTUMKALMM ONUCAHHbIE
HUXKe MeToAbl;
- list_name — nmsa cnucka ayTeHTUPUKALMOHHBIX METOAOB,
AKTUBM3UPYIOLLErocs, Koraa nosib3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune metoaos (method_list):
- enable — ncnonb3oBaTb Napob A4 ayTeHTUDUKaLMUK;
- line — ncnonb3oBaTb NAPOAb TEPMUHANG AN1A AYTEHTUDUKALMMK;
- local — ucnonb3oBaTb NI0KaNbHYIO 633y MMeH Nonb3oBaTenei
L8 ayTeHTUdUKaumm;
- none — He UCMNO0/b30BaTb AyTEHTUDUKALMIO;
- radius — nucnonb3oBaTb cnucok RADIUS-cepBepoB ans
ayTeHTUdMKaumK;
- tacacs — ncnonb3osatb cnucok TACACS cepsepos ana
ayTeHTUdMKaLMK.

V Ecamn meTtoa ayTeHTUPUMKaL MU He onpegeneH, To

BAOCTYN K KOHCOU BCerpa ycnewHbli.

Co3paHMe CNUCKA OCYLLLeCTBAAETCA KOMaHA0M:
V aaa authentication login list_name method._list.

Ucnonb3osaHue cnucka:

aaa authentication login list-name

I | Bo u3bexkaHue notepu AOCTyna cneayer BBO-
e AUTb HeobXo4MMbI MUHUMYM HAcTpoek AnAa
yKa3blBaemoro MeToaa ayTeHTupMKaumm.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.
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aaa authentication ena-
ble authorization {default
| list_name} method_list

list_name: (1..12)
CMMBO/10B;
method_list: (enable, line,
local, none, tacacs, radius);
—/MNo ymonyaHuio
OCYLLECTBAAETCA NPOBEPKa
no /IoKanbHoM 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YcTaHaBavMBaeT cnocob ayTeHTUGMKALMM NPU NOBbLILLEHWUM YPOBHSA
npuBuaerMii gna BXo4a B CUCTEMY.
- authorization — paspelwaeT npoxoxkaeHne aBTopM3aLumn no
OMUCAHHBIM HUXE MeTo4aM;
- default — ucnonb3oBaTh A41a ayTEHTUDUKALUM OMMCAHHbIE
HUKe MeTozbl;
- list_name — vmsa cnucka ayTeHTUUKALMOHHbIX METOA0B,
AKTUBU3UPYIOLLLErocs, Koraa No/ib3oBaTeslb BXOAMUT B CUCTEMY.
OnucaHue metogos (method_list):
- enable — “cnonb3oBaTb Napob ANA AyTEHTUDUKALUY;
- line — ncnonb3oBaTb NAPOAb TEPMUHANA A/1A ayTeHTUDUKALMMK;
- local — ncnonb3oBaTb NOKaNbHYO 6a3y UMeH nosb3oBaTenel
ANA ayTeHTUdUKaLmu;
- none — He UCMNOo/b30BaTb ayTeHTUUKaLNIO;
- radius — ncnonb3osaTb cnucok RADIUS-cepsepos ana
ayTeHTUdUKaumm;
- tacacs — ncnonb3osatb cnncok TACACS-cepsepos ana
ayTeHTUdUKALMM.

V Ecnu meTog ayTeHTUPUKALUU He onpeaenieH, TO

AOCTYN K KOHCONM BCeraa ycneLuHblii.

Co3f,aHne CNncKa OCyLLEeCTBAAETCA KOMaHAOiA:
V aaa authentication login list-name method_list.
Ucnonb3osaHue cnucka:
aaa authentication login list-name
' Bo u3bexkaHue notepu AOCTyna cnepyeT BBO-
H AUTb HeobXoAUMbBIi MMHUMYM HACTPOeK AnA
YyKa3biBaemMoro meToaa ayTeHTuduKauum.
no aaa authentication YcTaHaBMBaET 3HaYEHWE N0 YMONYAHMIO.
enable authorization {de-
fault | /ist_name}
enable password pass- YcTaHaBMBaeT Napob A1 KOHTPOAA U3SMEHEHNA NpUBUAErmit
word [encrypted] [level [0CTyna nosb3oBaTenen.
level] - level — ypoBeHb npusuneruii;
level: (1..15)/1; - password — naponb;
password: (0..159) - encrypted — 3apaTb 3aWMdpPOBaHHbIN Naponb (Hanpumep,
CUMBOJIOB naposb B 3alMPPOBaHHOM BUAE, CKONMPOBAHHbIN C APYroro

no enable password
[level level]

yCTpoicTBa).

YpanseT naposib AN COOTBETCTBYIOLLLETO YPOBHA NPUBUAETUA.

username name {nopass-
word | password pass-
word | password en-
crypted encrypted_pass-
word} [priveliged level]

Nno username name

name: (1..20) cumBONOB;
password: (1..64)
CUMBO/IOB;
encrypted_password:
(1..64) cumBonoB;
level: (1..15)

[obaBnseT Nnonb3oBaTeNs B IOKaAbHYO 633y AaHHBbIX.

- level — ypoBeHb Npusuieruii;

- password — napons;

- hame — UMs NO/b30BaTeNs;

- encrypted_password — 3awndpoBaHHbI Naponb (Hanpumep,
naponb B 3alIMPpPOBaHHOM BUAE, CKONMPOBAHHbIW C APYroro
yCTPOICTBA).

Ypanaet nonb3osarena ns NIoKanbHoM 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

—/Mo ymonyaHuio
BeJleHue y4yeTa 3anpeLleHo

PaspeluaeT BegeHme yyeTa (akkayHTa) 41a CeCCUid ynpasieHus.

BeaeHue yyeTa paspeLlleHo TONbKO A/1A No/sb30oBaTe-

V Nleid, BolWeALWNX B CUCTEMY MO UMEHMU U NAPONIO, ANA

nosb3oBaTesieii, BoweALWwWUX No Naposilo TepMUHana,
BeAeHMWe yyeTa 3anpeLueHo.

BepeHne yyeTta akTMBUpYeTCA U NpeKpalyaeTca, Koraa

V nosb3oBaTeNnb BXOAUT M OTK/IOYAETCA OT CUCTEMDI,
4TO COOTBETCTBYET 3HaueHUsM start u stop B coobuie-
HuAX npoTtokona RADIUS (napameTtpbl, coaeprawm-
eca B coobueHuax npotokona RADIUS, npusegeHbl B
Tabnuye 190).
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no aaa accounting login
start-stop

3anpewaeT BegeHue yyeTa (akkayHTa) ans seefeHHbIx 8 CLI Ko-
MaHA,.

aaa accounting dot1x
start-stop group radius

no aaa accounting dotlx
start-stop group radius

—/MNo ymonyaHuio
BeAeHMe y4yeTa 3anpeL,eHo

PaspelsaeT BegeHue yyeTa (akkayHTa) ana ceccuii 802.1x.
BepeHue yueta akTMBUPYETCA U NPEKpaLLaeTca, Korga
V nonb3oBaTe/lb BXOAUT U OTKAKOYAETCA OT CUCTEMbI,
4YTO COOTBETCTBYET 3HAUeHUAM start u stop B coobuie-
HUAX npoTokona RADIUS (napameTtpbl, cogeprKalm-
eca B coobuweHuax npotokona RADIUS, npusegeHbl B
Tabnuue 190).

| B pexxume Multiple sessions coobuieHuns start/stop
V NOCbINAIOTCA ANA KAXKAO0ro NO/b30BaTeNs, B pexmme
Multiple hosts — Tonbko ans nonb3osarens, npowen-

wero ayreHTUPMUKauumio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https] method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpegenaetr meTtoa ayTeHTUPUKauuM npu goctyne K HTTP-
cepsepy. Mpun ycTaHOBKE CNUCKA METOAO0B AOMOAHUTENbHbIN
meTog, 6yaeT NPMMEHATLCA TONbKO B TOM C/lyyae, Korga no oc-
HOBHOMY MeTOoAY ayTEHTUPUKALMM BO3BPaLLEHA OLWMOKa.

- method_list — meToA ayTeHTUOUKaumUK:

local — no meHn N3 NoKkanbHoM 6a3bl AHHbIX;

none — He UCMNONb3yeTCs;

tacacs — ncnonb3osBaHWe cnuckos Becex cepsepoB TACACS+H;
radius — vucnonb3oBaHue cnuckos Bcex RADIUS-cepBepos.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

aaa authentication mode
{chain | break}

—/chain

YcTaHaBAMBAET a/firOPUTM ONPOCa METOAOB ayTEHTUGUKALMM.

- chain — nocne HeyaauHOM NOMNbITKM ayTeHTUOUKALMM NO Nep-
BOMY METOAY B CMUCKe caeAyeT NonbiTKa ayTeHTUGUKaLmmn no
cneaylolemy MeToay B LLEMOYKE;

- break — nocne HeyzayHoW ayTeHTUPMKaALMKM NO NEPBOMY Me-
ToAy npouecc ayTeHTUdUKaLUM OCTaHaBANBAETCA.

aaa accounting com-
mands stop-only group
tacacs+

no aaa accounting com-
mands stop-only group

— /Mo ymonuyaHuio
BeAEHME yHeTa KOMaHL,
BbIK/IOYEHO

BkntouvaeT BegeHue yyeta BBeaeHHbIx B CLI komaHg no npoTo-
Kony Tacacs+.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

aaa authorization com-
mands {default |
list_name} group
method_list

no aaa authorization
commands {default |
list_name}

list_name: (1..15)
cumsonos; method_list:
(tacacs, local);

-/T10 yMOANYaHUIO aKTUBEH
CMUCOK

YcTaHaBAMBaeT cnocob aBTopM3aLLmMm BBOAUMBbIX KOMaHA.

- default — pepgaktupoBaTtb cnMcoK c umeHem default, KoTopbiii
MO YMOYAHMIO eCTb B CUCTEME;

- list_name — MMA CNMCKa MeToAOB aBTOpU3aLuMK, co3aaBae-
MOTO U pesakTMpPyemoro no/ib3oBaTesiem:

- tacacs — meToz, N03BONAIOLWMIA MCNO/b30BaTb cNcoK TACACS
cepBepos 4/1A aBTopusaLmu;

- local — meToa, Npu KOTOPOM aBTOPU3ALMA HE OCYLLEeCTBASA-
ercs.

BOCCTaHOBUTb 3HAYEHWME MO YMONYAHUIO.
- default — cbpoc cnucka ¢ umeHem default K 3HaueHuto no
YMOIHaHWIo;
- list_name — ypanuTb NoNb30BaTENbCKUI CMIUCOK C UMEHEM
list_name.
| Cnucok c umeHem default He moxkeT 6bITb yaaneH us
V cucTembl.

aaa authorization com-
mands {default |
list_name}

no aaa authorization
commands

list_name: (1..15)
CUMBOJIOB;
-/default

Mo3BonsAeT akTMBMPOBaTb CNMCOK METOAOB aBTOPM3aLLMM BBO-
OUMbIX KOMaHA,

- default — caenatb akTMBHbBIM CNUCOK ¢ UMeHem default;

- list_name — caenaTb aKTUBHbIM COOTBETCTBYHOLLMI NO/Ib30Ba-
TEeNbCKUIN CIINCOK.

BoccTaHOBUTL 3HaYeHMe NO YMOIHYAHWUIO.
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DOns Toro 4uTo6bl KAMEHT NOAYYUA AOCTYN K YCTPOMUCTBY, AaXKe eCn BCe MEeTOAbl ayTEeHTU-
' duKauum BepHynu oWMBKY, UCNOJb3YiTe 3HAYEHUE NOoc/iedHero MeToAa B KOMaHae —
o

none.

Tabanua 190 — AtpubyTbl coobuieHunit BeaeHMA yyeTa npotokona RADIUS ana ceccuit ynpasaeHums

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pucy pusy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NpeHTMdMKaLMa nosb3osaTens.
IP-agpec KommMmyTaTopa, KOTOPbIA UCNONb3yeTCA
NAS-IP-Address (4) EcTb EcTb AP o Y . P P y
Aana ceccunin ¢ Radius-cepsepom.
Mpoun3BoaAbHOE 3HaYeHMe, BK/IOYEHHOE BO Bce
Class (25) EcTb Ectb P N
coobLeHMA yyeTa ceccui.
. IP-agpec KommyTaTopa, UCNOb3YEMbIN ANA cec-
Called-Station-ID (30) EcTb EcTb vp,p v P y at
CUI ynpasnieHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP yUeTa.
. YKa3blBaeT MeTO/, N0 KOTOPOMY KNNEHT SO/IKEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUOULMPOBAH.
. . MoKa3blBaeT, KaKk 40/ro Noab3oBaTesb 6bi1 No4-
Acct-Session-Time (46) Het EcTb A A
KNIOYEH K cucTeMe.
Acct-Terminate-Cause
Het EcTb MpuymHa 3aKPbITUA Ceccum.

(49)

Tabanua 191 — AtpubyTbl coobLieHNt BeaeHMaA yyeTa npoTokona RADIUS ana ceccuin 802.1x

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pudy pudy onucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIA UCNONb3yeTCA
NAS-IP-Address (4) EcTb EcTb AP o Y . P P y
ana ceccunin ¢ Radius-cepsepom.
MopT KOMMyTaTOpa, Ha KOTOPOM MOAKOUMACA
NAS-Port (5) Ectb Ectb P Y P P A
nosib30BaTeNb.
Mpoun3BonbHOE 3HaYeHMe, BKIOYEHHOE BO BcCe
Class (25) EcTb EcTb P N
coobLeHnA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-appec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbIN MAeHTUPUKATOP yyeTa.
. YKa3blBaeT MeToz, N0 KOTOPOMY KNNEHT SO/TKEH
Acct-Authentic (45) EcTb EcTb A pomy A
ObITb ayTEeHTUDULMPOBAH.
. . MoKa3sblBaeT, KaK 40/ro No/b3oBaTesb bbli Noa-
Acct-Session-Time (46) Het EcTb A A
KNIOYEH K cucTeMe.
Acct-Terminate-Cause Het EcTb MpUYMHa 3aKpbITUA Ceccuu.

(49)
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Nas-Port-Type (61) EcTb EcTb Moka3sbiBaeT TMN NOPTa KAMEHTa.

Eltex-Data-Filter Het EcTb CnuncoK npaBwu, coaeprKalmii B cebe Kaoyesble
cnosa ACL (tabnmua 185)

Eltex-Data-Filter-Name Het Ectb MUma ACL. Echm He 3a4aHO, TO MMEET 3HaYeHue
«RADIUS_ACL»

Tabnunua 192 — Kntouesble cnosa ACL

Knrouesoe cnoeo

OnucaHue

Tun unu id npoTokona.
JonycTmble 3HaYeHUs:
- ona IPV4: icmp, igmp, ip, tcp, udp, ipinip, egp, igp, hmp, rdp, idpr,

prot ipv6, ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp,
ospf, ipip, pim, 12tp, isis;
- ana IPVe6: icmpv6, tcpvb, udpvé.

mac_src MAC-agpec UCTOYHMKA.

mac_dst MAC-agpec HasHayeHwus.

ip_src IP-agpec NcToyHuKa.

ip_dst IP-agpec Ha3HavyeHuA.

ipv6_src IPv6-apgpec ncToyHmnKa.

ipv6_dst IPv6-agpec HaszHauyeHuA.

dscp 3HauyeHue DCSP-nons (0..63).

ip_precedence MpuopwuTeT IP-Tpaduka (0..7).

tcp_flags TCP-dnar.

vlan MopagKosbit Homep VLAN.

icmp_type Tun coobuweHuii npotokona ICMP, ucnonbsyemsiit ana ¢punbTpa-
umm ICMP-naketos (0..255).

icmp_code Kog coobueHunit npotokona ICMP, ncnonbsyemsliii ans punbrpa-
umm ICMP-naketos (0..255).

igmp_type Tun npotokona IGMP.

udp_port_src

UDP-nopT ncYTOYHMKA.

udp_port_dst

UDP-nopT Ha3HayeHwuA.

tcp_port_src

TCP-nopT UCTOYHMKA.

tcp_port_dst

TCP-nopT Ha3Ha4YeHuUA.

udp_src_start

HayanbHoe 3HavyeHne UDP-nopTa n3s ananasoHa UDP-nopTtoB uc-
TOYHMKA.

udp_src_end

KoHeyHoe 3HayeHue UDP-nopta u3 gmanasoHa UDP-noptoBs uc-
TOYHMKa.

udp_dst_start

HayanbHoe 3HayeHue UDP-nopta 13 pguanasoHa UDP-noptos
Ha3HayeHuA.

udp_dst_end

KoHeyHoe 3HayeHue UDP-nopta w3 pguanasoHa UDP-noptos
Ha3HayeHus.

tcp_src_start

HayanbHoe 3HaveHne TCP-nopTta n3 guanasoHa TCP-nopTtoB uc-
TOYHMKa.
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KoHeuHoe 3HaueHune TCP-nopTta n3 auanasoHa TCP-nopToB nctou-

tcp_src_end
HMKa.

HayanbHoe 3HayeHne TCP-nopta u3 auwanasoHa TCP-noptos

tcp_dst_start
Ha3HayeHwus.

KoHeuHoe 3HaueHue TCP-nopTa 13 gnanasoHa TCP-nopToB Ha3Ha-

tcp_dst_end
yeHwus.

Eltex-Data-Filter n Eltex-Data-Filter-Name — ocobble Vendor-Specific atpnubyTtbl, NnpeaHasHayeHHble
ONA AnMHammdeckoro pobasneHus cnuckoB ACL Ha nopt yepe3 coobueHna oT RADIUS-cepsepa. [ns
MCNo/1b30BaHMA AaHHOro ¢yHKuMoHana Ha RADIUS-cepsepe HeobxoaMmo B c/i0Bapb aTpubyToB Aob6aBuTb
aTpunbyTbl 82 (Eltex-Data-Filter) n 83 (Eltex-Data-Filter-Name) ana seHzopa 35265 (Eltex).

Mpumep HacTtporikn Vendor-Specific atpubytos Eltex-Data-Filter Eltex-Data-Filter-Name pgna
Freeradius.

B daitn /path/to/freeradius/dictionary pobasutsb:

VENDOR Eltex 35265
BEGIN-VENDOR Eltex

ATTRIBUTE Eltex-Data-Filter 82 string
ATTRIBUTE Eltex-Data-Filter-Name 83 string
END-VENDOR Eltex

dopmar 3anucu IPv4 ACL, IPv6 ACL popmupyetca cnegytowmm obpasom: nepeble YeTbipe
CNoBa AOMKHbI 6bITb 3anucaHbl Yepe3 npoben B cTporom nopsake: acl_type, action
(permit nam deny), ip_precedence, prot. Mocne 3anucu o6A3atenbHbIX NapameTpPoB
ocTa/nbHble napameTpbl 3aNMUCbIBalOTCA B NPOU3BO/IbHOM NopsaaKe.

.‘

dopmart 3anucu MAC ACL dopmupyetca cnegylowmm obpasom: nepebie TPU C/A0OBa
AOJ/IKHbI 6bITb 3anucaHbl Yepes npoben B ctporom nopagke: acl_type, action (permit unm
deny), ip_precedence. Mocne 3anucu 06a3ateNbHbIX NapaMeTPOB OCTaNIbHble NapameTpbl
3anucbIBalOTCA B NPOU3BOJIbHOM NOpAAKe.

.‘

Macka gnsa IP-agpeca 3anucbiBaerca uepes «/» 6e3 npobenos.

.‘

’ ‘ MPOTOKON MOXKHO YKa3aTb KaK B YACAOBOM BUAeE, TaK U CTPOKOM.
-

Mpumep:

user3 Cleartext-Password := "hello"
Eltex-Data-Filter = "ip permit 1 prot=tcp ip src=10.0.0.3/0.0.0.255
ip dst=10.0.0.0/255.0.0.0 tcp port src=80 tcp port dst=443",
Eltex-Data-Filter-Name = "Filter-MIX1"

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXXUME KOHPUTrypaLmm TepMUHaNa:

console (config-line) #
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Tabnnua 193 — KomaHabl pexkuma KOHPUrypauum TepMmUHaIbHbIX CECCUIN

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmeue

login authentication {de-
fault | list_name}

list_name: (1..12)
CMMBO/I0B

no login authentication

3agaeT meTog, ayTeHTUdMKaLMM Npu BXoae ANA KOHconu, telnet,
ssh.

- default — ncnonb30BaTb CNNCOK «NO YMONYAHUION,
CO3/aHHbIM KoMaHaoW aaa authentication login default

- list_name — 1cnonb30BaTb CNUCOK, CO34aHHbIN KOMaHAOM aaa
authentication login /ist_name.

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

enable authentication {de-
fault | list_name}

list_name: (1..12)
CUMBOJI0B

no enable authentication

3apaeT meTo ayTeHTUOUKAL MU NOb30BATENA NPU NOBbILEHUN
YPOBHSA NpUBUAErNA ANA KoHconw, telnet, ssh.

- default — ncnonb30BaTb CAMCOK «MO YMOMYAHUIOY,
C034aHHbI KoMaHZoM aaa authentication login default

- list_name — ncnonb30BaTb CNUCOK, CO34aHHbIM KOMaHA0M aaa
authentication login /ist_name.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

password password [en-

ted
crypted] password: (0..159)

CMMBO/1I0B

no password

3agaeT naponb ANA TepmMuHana.

- encrypted — 3a4aTb 3aWwMdpPoOBaHHbINA Naponb (Hanpumep,
naponb B 3alWMbpPOBaHHOM BUAE, CKONMMPOBAHHbIN C APYroro
yCcTpoucTBa).

Ypansaet naponb oA TepMmuHana.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnuua 194 — Komanapl pexkmuma Privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

HAelicmeue

show authentication meth-
ods

MokasbiBaeT MHOpMaLMto 06 ayTEHTUDUKALMOHHDBIX METOAAX
Ha KomMmyTaTope.

show authorization
methods —

Moka3sblBaeT MHPOPMALLMIO O CO3L4aHHbIX Ha KOMMYTaTope
MeToZax aBTOpM3aLMmM KOMaHSA, YKa3biBaeT Ha aKTUBHbIV
MeToa,.

show users accounts

MoKasbiBaeT N0KaNbHyto 633y AaHHbIX NOAb30BaTeNEN U UX
npuBUIErni.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console>

Bce KomaHAbl AaHHOTO pasgena AOCTYMNHbI TOAbKO 41A NPUBMAETMPOBAHHbIX nonb3oBaTesnein.

Tabnnua 195 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHoa

Aelicmeue

show accounting

Moka3sbiBaeT MHOOPMALLMIO O HACTPOEHHbIX METOAAX BEAEHUA
yyeTa (aKkKayHTa).
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5.21.2 Npomokon RADIUS

Mpotokon RADIUS wucnonb3yetca anAa ayteHTUdUKaumm, astopusaumm m ydeta. Cepsep RADIUS
ncnonb3lyet 6a3y AaHHbIX N0Nb30BaTENEN, KOTOPAs COAEPKUT AaHHbIE NPOBEPKM NOAJANHHOCTU 4S8 KAXKAO0ro
nosib3oBartens. Takum obpasom, ncnosbzoBaHue npotokona RADIUS obecneumBaeT 4ONOAHUTENbHYIO 3aLUUTY
npu JOCTyMe K pecypcam CeTH, a TaKKe Npu JOCTyne K camomy KOMMYTaTopy.

KomaHOb! pexrcuma 2106aabHOU KOHU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxume rnobanbHo KoHPUrypaumu:

console (config) #

Tabnnua 196 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

radius-server host {ipv4-ad-
dress | ipv6-address | host-
name} [auth-port
auth_port] [acct-port
acct_port] [timeout
timeout] [retransmit re-
tries] [deadtime time] [key
secret_key] [priority prior-
ity] [usage typel]

encrypted radius-server
host {ipv4-address | ipv6-
address | hostname}
[auth-port auth_port]
[acct-port acct_port]
[timeout timeout] [retrans-
mit retries] [deadtime time]
[key secret_key] [priority
priority] [usage type]

no radius-server host
{ipv4-address | ipv6-address
| hostname}

hostname: (1..158)
CUMBO/IOB;
auth_port:

(0..65535)/1812;
acct_port:

(0..65535)/1813;

timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CUMBO/IOB;

priority: (0..65535)/0;
type: (login, dotl.x,
all)/all

[ob6aBnaeT ykasaHHbIN cepBep B CNUCOK Mcnoab3yembix RADIUS-
cepBsepos.

- ip_address — IPv4 vnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe uma RADIUS-cepBepa;

- auth_port — Homep nopTa gna nepefayn ayTeHTUGUKALMOHHbIX
LaHHbBIX;

- acct_port — Homep nopTa 419 nepeaayn JaHHbIX YYeTa;

- timeout — MHTepBaN OXKMAAHUA OTBETA OT CepBepa;

- retries — Konn4yecTso NonbITOK noncka RADIUS-cepBepa;

- time — BpemAa B MMHYTax, B Te4EHME KOTOPOro HeJOCTyMNHble
cepsepa He byayT onpawwusaTbca RADIUS-kaneHTOM
KOMMyTaTopa;

- secret_key — KAto4 gna ayTeHTUOUKALMM U LUMPPOBAHNA BCEro
obmeHa aaHHbiMK RADIUS;

- priority — npuopwuTeT Ucnonb3osaHus RADIUS-cepsepa (4em
HUXKe 3HaYeHUe, TeEM NPUOPUTETHEE CEPBEP);

- type — Tvn ucnonb3osaHuA RADIUS-cepsepa;

- encrypted — 334aTb K/toy B 3aWwndpoBaHHOM BUeE.

B cnyyae oTcyTcTBUA B KOMaHAe napameTpos timeout, retries,
time, secret_key nnsa paHHoro RADIUS-cepBepa ncnonb3sytoTca
3HaYeHMA HAaCTPOEHHbIE C MOMOLLbIO KOMaHZ, YKa3aHHbIX HUXe.

YaanaeT yKasaHHbIM cepBep M3 cnuncka ucnonbsyembix RADIUS-
cepsepos.

radius-server attributes nas-
id include-in-access-req [for-
mat word]

no radius-server attributes
nas-id include-in-access-req
[format]

word: (3..32)/%h

[ob6asnsaet aTpnbyT NAS-Id (onuma Ne32) B Access-Request
naketbl. Cumsonbl "%h", BcTpeyatowwmecs B8 popmaTHOM CTPOKe,
3aMeHATCA Ha TeKylee umsa xocTa (hostname).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO

[encrypted] radius-server
key [key]

no radius-server key

key: (0..128)
cMMBON0OB/MNO
YMOYAHUIO KoY —
nycras CTpoKa

YCcTaHaBAMBAET KANHOY, UCNONb3YEMBII MO YMONYAHUIO, A5
ayTeHTMdMKaLMK 1 WndposaHMa Bcero obmeHa aaHHbimM RADIUS
MeXXay YCTPOMUCTBOM U OKpyrKeHnem RADIUS.

- encrypted — 334aTb KoY B 3aWMdPOBAHHOM BUA,.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHaBAMBaET UHTEPBA/ OXMAAHWA OTBETA OT cepBepa,
MCMO/Ib3YyeMbliA MO YMOAYAHMIO.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx 209




HELTEX

radius-server retransmit re-
tries

no radius-server retransmit

retries: (1..15)/3

OnpegenaeT KOIMYECTBO NOMbITOK, UCNONb3yeMoe No
ymonyaHuto, nomcka RADIUS-cepsepa 13 cnucka cepsepos. Mpu
OTKa3e OCyLLEeCTB/IAETCA MOUCK CeAyoLWwero no npuopuTeTy
cepBepa 13 cnucka.

YcTaHaBAMBaET 3HaUYeHWe No YMOANYaHUIO

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MMWH

MNMo3sonaeT onTtummnsnposaTb Bpemsa onpoca RADIUS-cepsepos,
KOrga HeKoTopble cepBepa HeAOCTYMNHbl. YCTaHABANBAET BpeMA B
MWHYTaXx, UCMOJIb3yeMOoe NO YMOJIYaHUIO, B TEYEHME KOTOPOTO
HeAOCTyMNHble cepBepa He byayT onpawmeaTbea RADIUS-
KIMEHTOM KOMMYyTaTopa.

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

radius-server host
source-interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback_id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3agaeT nHTepdeiic ycTpoiicTea, IP-agpec Kotoporo byaer
MCNONb30BaTbCA MO YMOMYAHMIO B Ka4ecTse agpeca UCTOYHUKA
nepegasaemoro B coobuieHusax npotokona RADIUS.

YpanaeT uHTepdeinc ycTpoicTsa.

radius-server host
source-interface-ipv6 {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback_id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3agaeT nHTepdeiic ycTpolicTea, IPv6-agpec KoToporo byaet
MCMO/1b30BaTbCA MO YMOYAHUIO B Ka4eCTBe aApeca UCTOYHUKA
nepegasaemoro B coobueHusax npotokona RADIUS.

YaanaeT uHtepoeiic ycTponcrsa.

radius server accounting-
port port

no radius server account-
ing-port

port: (1-65535)

YCTaHOBWUTbL NOPT PerucTpaLmm y4éTHbIX 3anmceit Ha RADIUS-
cepsepe.

OTtmeHseT ucnonbsosaHme UDP-nopta gna perncrpaunm y4€THbix
3anucen.

radius server authentica-
tion-port port

no radius server autentifi-
cation-port

port: (1-65535)

YcraHosuTb UDP-nopT gna oTnpaBKu 3anpocoB Ha
ayTeHTUPMKALMIO YYETHBIX 3anNUCeN.

OTmeHseT ncnosnb3osaHne UDP-nopTta 4na 3anpocos Ha
ayTeHTUUKALMIO YHETHBIX 3amnncen.

radius server enable

no radius server enable

BkntoueHne RADIUS-cepBepa Ha KommyTaTope.

BbikntoueHne RADIUS-cepBepa Ha KOmmyTaTope.

radius server group word

word: (1-32)

3afaTb Ha3BaHWe ANA rPYNMbl CepBepa U NepenTy B pexxnm ee
KOH$UTypupoBaHus.

radius server secret key key
{ipv4 | ipv6 | default}

no radius server secret
[ipva | ipv6 | default]

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xi XX
key: (1-128) cumBona

YCTaHOBUTb KAtOY ANA UCNOb30BaHMUA radius server.
default — kntoy HasHauaeTca ANAa UCNOoNb30BaHUA KNINEHTaMU, He
MMernLwmnx onpegeneHHoro Ka4a.

YaanuTtb Koy gaa ucnonb3osaHua radius server.

radius server secret {ipv4 |

ipv6}
no radius server secret
{ipv4 | ipv6}

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX XoXiX;

Mcnonb3oBath 3awmdpoBaHHbIN KNOY JOCTYNa K cepBepy Ann
KOHKPETHOro xocTa.

YaanuTb KAoY 414 UCNoab30oBaHuA radius server.

radius server traps ac-
couting

no radius server traps ac-
couting

BK/tOYaeT NoaaepKKy trap-coobLieHnit Ha cobbITUA YYETHbIX
3anuce.

OTK/Il0YaeT NoAAep»KKy trap-coobLleHui.

radius server traps authen-
tication {failure | success}

BK/toYaeT noaaepKKy trap-coobueHuii, oTobpaxkatoLmx
pe3ynbTaTt ayTeHTUduKaummn Ha RADIUS-cepsepe.
failure — c60/1 Nnpu nonbITKe ayTeEHTUPUKALNN
success — yCrneLHo NpoinaeHHasa ayTeHTUbUKauma
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no radius server traps au- OTK/IlOYaeT NOALEPIKKY trap-coobLieHuA.

thentication

radius server user Co3AaTb NONb30BaTeNA U HA3HAYUTb ANA HEro rpynny Ha cepsepe
username username group C 334aHHbIM NapPOIEM UCMNOb30BaAHUA.

password pass —

no radius server user YpanuTb Nonb3oBaTena Ha cepsepe.
username username

KomaHObI pexcuma KoHgu2ypuposaHus radius server 2pynnsl

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUrypupoBaHus radius server rpynnbi:

console (config-radius-server-group) #

Tabnnua 197 — KomaHgbl pexkuma KoHdpurypumposaHua radius server rpynnbi:

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
acl acl_name acl_name: (1-32) Ha3HaunTb Mcnonb3oBaHMe yKa3aHHOM acl B AaHHOM rpynne.
no acl cMmBoOAa OTK/OYUTL UCNONb30BaHWE yKa3aHHOM acl B AaHHOM rpynne.
allowed-time-range HasHauntb nepuoa BpemeHun time-range Ha MCNONb30BaHUE
range_name range_name: (1..32) rpynnbi.
no allowed-time-range cMmBoNa OTK/OYUTL UCMONb30BaHKe time-range Ha UCNONb30BaHUe
rpynnoi.
privilege-level leve/ Ha3HaunTb ypoBeHb NPUBMAETUNI, HA KOTOPOM BYAET UCNOAHUMA
level: (1-15)/1 KoHUrypupyemas rpynna
no privilege-level YCTaHOBUTb 3HAaYEHWE MO YMOIYAHUIO.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

Tabanua 198 — KomaHgb! pexxkuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show radius-servers [key] OtobpaxkaeT napameTpbl HacTpoiku RADIUS-cepsepos (KomaHaa
- [AOCTyMHa TONbKO A/1A NPUBUAETMPOBaHHbIX NONb30BaTeNei).
show radius server {statis- OTobparkaeT cTaTUCTUKY nNpoTokona Radius, nHdopmaumto o
tics | group | accounting | nonb3osatenax, KoHourypaumio RADIUS-cepsepa.

configuration | rejected |
secret | user}

[pumepbl UC016308AHUA KOMAHO

= YCTaHOBWUTb r106anbHble 3HAYEHUS A4 NapamMeTPOoB: MHTEPBA OXWUAAHMA OTBETA OT cepBepa — 5
CEKYHZA, KONMYeCcTBO NonbITOK noncka RADIUS-cepsepa — 5, Bpems, B Te4eHUE KOTOPOro HeaoCTyn-
Hble cepBepa He b6yayT onpawmsBaTbca RADIUS-knneHTom KommyTtatopa — 10 MUHYT, CEKPETHbIN
Kntou — secret. [lobaBuTb B cnmucok RADIUS-cepBep, pacnonoeHHblh Ha y3ne cetu c IP-aapecom
192.168.16.3, nopT cepBepa AnA ayteHTMPMKaumm — 1645, KoAMYeCcTBO NOMNbITOK AOCTYNa K CepBepy
— 2.

console# configure
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console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645 retransmit
2

= [lokasaTb napameTpbl HacTpoliku RADIUS-cepsepoB

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.21.3 Mpomokon TACACS+

MpoTtokon TACACS+ obecneuymBaeT UEHTPA/NN30BaHHYIO cucTemy 6e30MacHOCTM Ans MPOBEPKU
nosib30BaTeNeN, NOAYyYAOLWMX AOCTYN K YCTPOMCTBY, NPM 3TOM Noanepusasa coemectmumoctb ¢ RADIUS wm
APYTMMUK NpoLeccammn npoBepkn nogmHHocTn. TACACS+ npefocTaBaseT cneaytowme cnyxooi:

— Authentication (nposepka nodoauHHocmu). ObecneynBaeTcs BO Bpemsa Bxoda B CUCTEMY MO
MMeHaM NoNb30oBaTesNel U onpeaeneHHbIM NOAb30BaTENSAMM NAPOIAM.

— Authorization (asmopusayus). ObecneynBaeTcs BO Bpems Bxoga B cuctemy. [locne
3aBepLleHMsa ceaHCa MNPOBEPKM MNOAJMHHOCTM  3aMyCKaeTcs CeaHCc asTopu3aumMm C
MCNO/Ib30BaHMEM MPOBEPEHHOIO0 MMEHW MO/Ib30BATENA, TaKKe CEepBEpPOM NpoBepAtoTCA
npuBMAErMM NoNb3oBaTeNS.

KomaHObI pexcuma 2a0b6aabHol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKume rnobanbHon KoHGUrypaumm:

console (config) #

Tabnnua 199 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

tacacs-server host hostname: (1..158) [ob6aBnaeT ykasaHHbIN cepBep B CNUCOK ucnonb3dyembix TACACS
{ip_address | hostname} CMMBO0B; cepBepos.
[single-connection] port: (0..65535)/49; - ip_address — |P-aapec TACACS-cepBepa;
[port-number port] timeout: (1..30) cek; - hostname — ceteBoe nma TACACS-cepBepa;
[timeout timeout] [key secret_key: (0..128) - single-connection — B KaXka,bli MOMEHT BpeMeHU UMEeTb He
secret_key] [priority CMMBOJIOB; 6onblue oAHOro coeanHeHMaA ana obmeHa gaHHbimu ¢ TACACS-
priority] priority: (0..65535)/0; cepBepom;
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encrypted tacacs-server
host {ip_address |
hostname} [single-
connection] [port-number
port] [timeout timeout]
[key secret_key] [priority
priority]

no tacacs-server host
{ip_address | hostname}

- port — Homep nopTa gna obmeHa aaHHbIMK ¢ TACACS-
cepBepom;

- timeout — NHTepBan OXKMAaHMA OTBETA OT CepBepa;

- secret_key — Kntoud ana ayTeHTUGUKaUUKU U LWnbpoBaHUs
Bcero obmeHa gaHHbimu TACACS;

- priority — npnopuTteT ncnonb3oBaHus TACACS-cepsepa (4em
HU}Ke 3HaYeHue, TeM NPUopUTETHEE CEPBEP);

- encrypted — 3HaueHwue secret_key B 3alunppoBaHHOM BUAE.
B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout,
secret_key pns paHHoro TACACS-cepBepa UCNo/b3yoTCA
3HaYeHWA, HAaCTPOEHHbIE C MOMOLLBLIO KOMaHA, YKa3aHHbIX
HUXKe.

YpanaeT yKasaHHbI cepBep U3 cnmncka ncnonbsyembix TACACS-
cepBepos.

tacacs-server key key

encrypted tacacs-server
key key

no tacacs-server key

key: (0..128)
CMMBOJI0B/NO YMONYAHUIO
KNt0Y — MycTan CTPoKa

YCTaHaBAMBAET K/IOY, MUCNO/b3YeMbI MO YMOYAHUIO, ANA
ayTeHTUOUKaUMK U WndpoBaHUA Bcero obmeHa AaHHbIMK
TACACS mexay ycTpoincTBom u okpykeHnem TACACS;

- encrypted — 3HayeHue secret_key B 3alunMppoBaHHOM BUE.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

Ypanaet 3HaYeHue no YMOAYaHUIO.

tacacs-server timeout
timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YcTaHaBAMBaeT MHTepPBaa OXMAAHWA OTBETa OT cepBepa,
I/ICI'IOJ1b3yeMbIl71 N0 YMO/IHaHUIO.
YCTaHOBWUTb 3HAYeHMe No YMOI4YaHUIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no tacacs-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id (1..64);
group: (1..48)

3apaeT nHTepdeiic ycTpoicTea, IP-agpec Kotoporo byaet
MCMO/1b30BaTbCA MO YMOIYAHUIO B KaYecTBe agpeca UCTOYHUKA
ons obmeHa coobweHnamm ¢ TACACS-cepeepom.

YaanaeT uHtepoeiic ycTponcTsa.

tacacs-server attributes
port {console | telnet |
ssh} word

no tacacs-server attributes
port {console | telnet |
ssh}

word: (1..160) cumsonos

HacTtpouTb popmart nons port.
Mcnonb3ytoTea cneaytolme wabnoHbl:
- %n — HOMep TeKyLLel ceccuu;

- % % — cumson %.

Ypanute popmart nons port.

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnunua 200 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show tacacs [ip_address |
hostname]

host_name: (1..158)
CUMBO/I0B

OTobparkaeT HAaCTPOIKY U CTaTUCTUKY AnA cepsepa TACACS+.
- ip_address — IP-appec TACACS+ cepBepa;
- hostname — nma cepsepa.
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5.21.4 NMpomokon ynpaeneHusa cemoio (SNMP)

SNMP — TexHosnorua, npusBaHHas obecneunTb ynNpaB/ieHWE W KOHTPO/Ib Hag, YCTPOWCTBaMM U
NPUNOXKEHUAMM B CETU CBA3M NyTéM obmeHa ynpasasiowen WHOOPMAULMEN MexKay areHTamu,
PacnoNOXKEHHbIMU HA CETEBbIX YCTPOWCTBAX, U MeHedyKepaMu, Haxo4AWMMMUCA HA CTaHUMAX YNpaBieHus.
SNMP onpegenseTr ceTb Kak COBOKYMHOCTb CETEBbIX YNPaBAAIOWMX CTaHLUMIN U 3N1eMeHTOB CeTU (rNaBHble
MaLUMHBbI, LWA3bl U MapLpPyTU3aTOPbl, TEPMUHA/NbHbIE CEPBEPbl), KOTOpble COBMECTHO obecneymBatoT

AAMUHUCTPATUBHDbIE CBA3U MeXAY CETEBbIMU YNPABAAWNMU CTAaHUNAMU U CETEBBIMUN areHTamMm.

KommyTaTopbl MO3BO/AKOT HAcTpouTb paboTy npoTokona SNMP ans yaaneHHOro MOHWMTOPWHIA M

ynpaB/aeHUA YCTPOMUCTBOM. YCTPOMCTBO NoaaepKnBaeT npoToKosbl Bepcnit SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXnma rnobanbHoM KOHGUIypauum:

console (config) #

Tabanuya 201 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

snmp-server server

no snmp-server server

Mo ymonyaxuio
nogAep:kka NnpoTokoa
SNMP oTkntoueHa

BkntounTb noagepkky npotokona SNMP.

OTkntoyvaeT nogaepKy npotokosa SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_ad-
dress | ipv6z_address]
[mask mask | prefix pre-
fix_length]] [view
view_name]

snmp-server commu-
nity-group community
group_name [ipv4_address
| ipv6_address | ipv6z_ad-
dress] [mask mask | prefix
prefix_length]

encrypted snmp-server
community encrypted_com-
munity [ro | rw | su]
[ipv4_address | ipv6_ad-
dress | ipv6z_address]
[mask mask | prefix pre-
fix_length]] [view
view_name]

encrypted snmp-server
community-group en-
crypted_community
group_name [ipv4_address
| ipv6_address | ipv6z_ad-
dress] [mask mask | prefix
prefix_length]

no snmp-server community
community [ipv4_address |
ipv6_address | ipv6z_ad-
dress]

community: (1..20)
CUMBOJIOB;
encrypted_community
:(1..20) cumBonos;
¢dopmar ipv4_address:
A.B.C.D;
dopmart ipv6_address:
XXX XX
dopmat
ipv6z_address:
X:X:X:X::X%<ID>;
mask: —
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBOJI0B;
group_name: (1..30)
CMMBOIOB

YcTaHaBAMBaeT 3HaYeHue CTPOKK coobuiectsa ana obmeHa
OaHHbIMK o npoTokony SNMP.

- community — cTpoKa coobuiecTsa (naposb) Ansa focTyna no
npotokony SNMP;

- encrypted — 3a4aTb CTPOKY coobuiecTsa B 3alMPOBAHHOM
BUAe;

- Y0 — [0CTYyN TO/IbKO ANA YTEHUS;

- rw — A0CTYn ANA YTEHUA U 3anucw;

- SU — A0CTyN aAMUHUCTPATOPa;

- view_name — onpegenset ums ana npasuaa o6osperHma SNMP,

KOTOpOe A0/MXKHO 6bITb npeasapnTenbHoO onpeaeneHo C NOMOLbO

KOMaHAbl snmp-server view. Onpegenser 06bekTbl, 4OCTYMHble
coobuiecTsy;

- ipv4_address, ipv6_address, ipv6z_address — |P-agpec
YCTPOICTBA;

- mask — macka agpeca IPv4, koTopas onpegenser, Kakme 6uTbl

aapeca UCTOYHUKA NaKeTa CPaBHUBAKOTCA C 3a4aHHbIM IP-a/J,pecom;

- prefix_length — uncno 6uT, KoTopble cocTaBnstoT npedukc IPv4-
afpeca;

- group_name — onpegenseTt UMa rpynnbl, KOTOPOE AO/KHO BbITb
npeagapuTebHO ONpPeseNeHo ¢ NOMOLLbI0 KOMaHAbl snmp-server

group. OnpeaenseT 06beKTbI, JOCTYNHblE cOObLLEeCTBY.

YpanseT napameTpbl Ana CTPOKK coobluecTBa.
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no encrypted snmp-server
community community
[ipv4_address | ipv6_ad-
dress | ipv6z_address]

snmp-server view
view_name OID {included |
excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CMMBOJI0B

CosfaeT unu pegaktmpyet npasuno obospenna ans SNMP —
paspelatoLlee npasuao, IMBO orpaHMYMBaloLLEE CEpBEPY-
obospesatento goctyn K OID.

- OID — npenTndmKaTop ob6bekTa MIB, NnpeacTaBneHHbIN B BUAE
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOKeT BK/OYaTb B ceba
3ape3epBUpOBaHHbIE C10Ba, Hanpumep: system, dod). C nomowybto
CMMBONA * MOXKHO 0603HaUYMTbL cemencTBo nogaepesbes: 1.3.%.2);
- include — OID BkAtouyeHa B NpaBuao ana obo3peBaHus;

- exclude — OID uckntoueHa us npasuna gna o603peBaHuUs.

Ypanaet npaBuio ob6o3peHus ana SNMP.

snmp-server group
group_name {vl1 | v2 | v3
{noauth | auth | priv} [no-
tify notify_view]} [read
read_view] [write
write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBOJIOB;
notify_view: (1..32)
CMMBOJIOB;
read_view: (1..32)

CMMBONOB; Write_view:

(1..32) cumBonos

Cosgaet SNMP-rpynny unu tabauuy cootsetctanin SNMP-
nosib3oBaTenei U npasun ob6o3perHnin SNMP.

-vl,v2,v3 — SNMP v1, v2, v3 mogens 6esonacHocTH;

- noauth, auth, priv — tun ayteHTMdumKaLmm, ucnonbyembiit
npotokonom SNMP v3 (noauth — 6e3 ayteHTudumKaumm, auth —
ayTeHTUdMKaumMA 6e3 WwndpoBaHUs, priv — ayTeHTUDMKaUmA C
wudpoBaHuem);

- notify_view — umsa npasuna o603peHns, KOTOPOMy paspeLleHO
onpeaenatb coobweHna SNMP-areHTa — inform u trap;

- read_view — ums npasuia 0603peHnsa, KOTOPOMY paspeLLeHo
TO/IbKO YTeHue cogepxmmoro SNMP-areHTa KOMMYTaTopPa;

- write_view — vma npaBuna 0603peHnsn, KOTOPOMy paspeLleHo
BBOAMTb laHHbIe U KOHOUIYypMpoBaTb cogepkmmoe SNMP-areHTa
KOMMyTaTopa.

Ypanaet SNMP-rpynny

snmp-server user
user_name group_name {v1
| v2c | v3 [remote
{ip_address | host}1}

no snmp-server user
user_name {v1 | v2c | v3
[remote {ip_address |
host}1}

user_name: (1..20)
CMMBOJIOB;
group_name: (1..30)
CMMBO/I0B

Cospaet SNMPv3-nonb3oBaTensa.
- user_name — UMA NONb30BaTENS;
- group_name — VMA rpynnbl.

Yaanaer SNMPv3-nonb3oBaTens.

snmp-server filter
filter_name OID {included |
excluded}

no snmp-server filter
filter_name [0OID]

filter_name: (1..30)
CMMBOJIOB

Coszpaet unu pegaktupyet npasnno SNMP-ounbtpa, KoTopoe
nossonseT ¢punbTpoBaTtb inform u trap-coobueHunn, nepesasaemolie
SNMP-cepsepy.

- filter_name — nma SNMP-dunbTpa;

- OID — npenTndmKaTop ob6bekTa MIB, npeacTaBneHHbIN B BUAE
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOKeT BK/OYaTh B ceba
3ape3epBUpPOBaHHbIE C0Ba, Hanpumep: system, dod. C nomoLubto
cMMBOAA * MOXKHO 0603HaUYUTL cemeicTBo noaaepesbes: 1.3.%.2);
- include — OID BKkAtoYeHa B NpaBuIo GUAbTPaLUK;

- exclude — OID vckntoyeHa 13 npasuna GpuabTpauun.

Ynansaet npasuao SNMP-¢unbtpa.
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snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps | informs] [version
{1 ] 2c | 3 {noauth | auth |
priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps | informs]

hostname: (1..158)
CUMBOJI0B;
community: (1..20)
CMMBO/IOB;
username: (1..20)
CUMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CMMBOJIOB;
seconds: (1..300)/15;
retries: (0..255)/3

Onpegenaer HaCTPOMKK ANa nepesadmn coobueHnit yBeaomneHus
inform v trap SNMP-cepBepy.

- community — cTpoka coobuwectsa SNMPv1/2c ana nepeaayn
co0bLLeHNI yBEAOMNEHMS;

- username — ums nosb3osBatens SNMPv3 ans ayteHTUdUKaLmu;

- version — onpegenaT Tun coobuiexunii trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKa3blBaeT NoA/IMHHOCTb NaKeTa 6e3 wudposaHus;

- noauth — He yKa3blBaeT NOANMHHOCTb NaKeTa;

- priv — yKa3sbIBaeT NOA/IMHHOCTb NaKeTa ¢ WndpoBaHUEM;

- port — UDP-nopt SNMP-cepsepa;

- seconds — Nepuoa, OXKMAAHUA NOATBEPKAEHUI Nepes NOBTOPHOM
nepegayert coobuweHni inform;

- retries — KO/IM4eCTBO NOMbITOK Nepeaayn coobuieHni inform, npu
OTCYTCTBUM UX NOATBEPKAEHUA.

Yaanaer HacTPOMKM ANA nepefayn coobLeHnii yBeaoMIeHs
inform v trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid
local

engineid_string: (5..32)
CUMBOJI0B

CospaeT naeHTudumkaTop nokanbHoro SNMP-ycTpoiictea —
enginelD.

- engineid_string — nma SNMP-ycTpolicTBa;

- default — npu ncnonb3oBaHUKM AaHHOM HAcTpoliKK engine ID
byneT aBTOMaTUYECKM CO34aH Ha ocHoBe MAC-aspeca ycTpoicTsa.

YpanaeT ugeHtndukatop nokanbHoro SNMP-ycTpoiictBa — engine
ID

snmp-server
source-interface {traps |
informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no snmp-server
source-interface [traps |
informs]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..48)

3apaeT nHTepdeiic ycTponicTea, IP-agpec Kotoporo byaet
MCNONb30BaTLCA MO YMOYAHMIO B KaYecTBe agpeca UCTOYHUKaA ANns
obmeHa coobueHnammn ¢ SNMP-cepsepom.

YaanaeT uHtepoenic yctponcraa.

snmp-server
source-interface-ipvé6 {traps
| informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no snmp-server
source-interface-ipvé [traps
| informs]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64);
group: (1..48)

AHanorn4Ho ana IPve.

YaanaeT untepoeiic yctTponcrea.

snmp-server engineid
remote {ipv4_address |
ipv6_address | hostname}

hostname: (1..158)

CosgaeT nageHtTndumKkatop yganeHHoro SNMP-ycTpoiictBa — engine
ID.
- engineid_string — npeHtTudmKatop SNMP-ycTpoiicTsa.

traps

- . CMMBO/I0B;
engineid_string L .

- engineid_string: (5..32) — -
no snmp-server enginelD CUMBO/IOB Ypanaet ngeHtudukaTop yaaneHHoro SNMP-ycTpoiictBa — engine
remote {ipv4_address | ID.
ipv6_address | hostname}
snmp-server enable traps BkntouaeT nogaepkky SNMP trap-coobuieHui.
no snmp-server enable —/BK1I04EHO OTKAtoYaeT noaaepkKy SNMP trap-coobLueHui.
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snmp-server enable traps
authentication

BkntoyaeT otnpasky SNMP trap-coobLuieHnin npu HeyaauHom
nonbITKe ayTeHTUdUKaLUN.

—/BKAIOYEHO
no snmp-server enable OTkntoyaeT oTnpaKy SNMP trap-coobuieHni.
traps authentication
snmp-server enable traps BkntouaeT oTnpaKy SNMP trap-coobuieHunin:

[erps | link-status] - erps npotoKona ERPS;

- link-status — cocTtoaHMA NHTEpPENCHbIX TMHKOB.

—/BKAKOYEHO -
no snmp-server enable OTkAtovaet otnpasky SNMP trap-coobuueHnii:
traps [erps | link-status] - erps npoTtokona ERPS;

- link-status — cocToAHUA nHTepdeNCHbIX TMHKOB.
snmp-server enable traps BkntouaeT oTnpaeky SNMP trap-coobuweHnin npu usmeHeHuUmn
flex-link —/ BKNIOYEHO coctoaHua napsl flex-link nHtepdeliicos.
no snmp-server enable OTKAto4aeT oTnpasky SNMP trap coobLieHuWi npy 3sMeHeHUK
traps flex-link cocToaHua napsl flex-link-uHTepoeicos.
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobLuieHnin npu nsmeHeHnn B
mac-notification change Tabanue nsyyeHHbix MAC-agpecos.
no snmp-server enable —/oTKto4eHo Otkntovaet otnpasky SNMP trap-coobLueHnii npyu usmeHeHuu B
traps mac-notification Tabnvue nsyyeHHbix MAC-agpecos.
change
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobuieHunin npu o6HapyKeHun
mac-notification flapping dnannmHra MAC-agpecos.
no snmp-server enable —/BKNOYEHO OTkAtoyaeT otnpasky SNMP trap-coobuueHuii npy obHapyKeHUn
traps mac-notification dnannuHra MAC-agpecos.
flapping
snmp-server enable traps BkatouaeT otnpasky SNMP trap-coobuieHunin npotokona OSPF.
ospf

—/BKAKOYEHO —
no snmp-server enable OTkntovaeT oTnpasKy SNMP trap-coobuieHni.
traps ospf
snmp-server enable traps BkntouaeT otnpasky SNMP trap-coobuweHuin npotokona OSPF
ipv6 ospf (IPv6).

—/BKAtOYEHO =
no snmp-server enable OTkntoyaet otnpasky SNMP trap-coobLueHui.
traps ipv6 ospf
snmp-server enable traps BkstovaeT otnpasky SNMP trap-coobLueHuii npu 4OCTUNKEHUM
dhcp-snooping limit clients npeaenbHoro KoanvecTsa nogkaodeHHbix DHCP-kaneHTOB.
no snmp-server enable —/oTKto4eHo OTkAtoyaet otnpasky SNMP trap-coobLueHui.
traps dhcp-snooping limit
clients
snmp-server trap PaspelwaeT nepesasaTb coobLLEHUA trap cepBepy, KOTOPbIN He
authentication npowen ayteHTUdMKaumio.

—/paspelseHo —
no snmp-server trap 3anpewaeT nepesaBaTtb cO0bLLEHMA trap cepBepy, KOTOPbIN He
authentication npowen ayteHTUdMKaLmto.
snmp-server contact text text: (1..160) OnpegenseT KOHTAKTHY MHPOPMALMIO YCTPOMNCTBA.
no snmp-server contact CMMBOJ10B YaanaeT KOHTAaKTHY0 MHPOpMaUumto ycTpoiicTBa.
snmp-server location text text: (1..160) Onpegenaet HGOPMALMIO O MECTOMNONONKEHWUM YCTPOMCTBA.
no snmp-server location CMMBOJI0B YaanaeT UHPOpMaLMio O MECTOMONOMKEHUN YCTPOMCTBA.

snmp-server set
variable_name namel
valuel [name2 value2 [...]]

variable_name, name,
value goMKHbI
3a/aBaTbcA B
COOTBETCTBUM CO

Mo3BONAET YyCTaHOBUTL 3HAYEHMA NepemeHHbIX B 6a3e gaHHbix MIB
KOMMyTaTopa.

- variable_name — nmsa nepemeHHoW;

- name, value — napbl COOTBETCTBUN UMSI — 3HAYEHMUE.

cneunduraumen
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobuuieHnit o cpabaTbiBaHMK
cpu notification nopora 3arpy3sku CPU.

—/OTKAIO4YEHO —

no snmp-server enable OTkAtoyaet otnpasky SNMP trap-coobuieHnii o cpabaTbiBaHUK
traps cpu notification nopora 3arpy3ku CPU.
snmp-server enable traps BkntouaeT otnpasky SNMP trap-coobueHunin 0 BOCCTaHOB/IEHUM
cpu recovery-notification nopora 3arpy3sku CPU.
no snmp-server enable —/oTKAto4eHo OTkAtovaet otnpasky SNMP trap-coobLueHuii 0 BOCCTaHOBAEHUM

traps cpu recovery-
notification

nopora 3arpy3ku CPU.
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snmp-server enable traps
memory notification

BkntoyaeT otnpasky SNMP trap-coobuuieHnit o cpabaTbiBaHMK
nopora ans obbema ceobogHoro mecta B RAM.

—/oTK/Il04EHO —
no snmp-server enable OTkAtoyaet otnpasky SNMP trap-coobuueHnii o cpabaTbiBaHUK
traps memory notification nopora ans obbema ceobogHoro mecta B RAM.
snmp-server enable traps BkntouaeT otnpaeky SNMP trap-coobueHunin 0 BOCCTaHOB/IEHUM
memory recovery- nopora a4na ob6bema csobogHoro mecra 8 RAM.
notification

—/OTKAKOYEHO -
no snmp-server enable OTkAtovaet otnpasky SNMP trap-coobLueHuii 0 BOCCTaHOBAEHUN
traps memory recovery- nopora 4na ob6bema csobogHoro mecta 8 RAM.
notification
snmp-server enable traps BkntouaeT otnpaeky SNMP trap-coobuweHunin o cpabaTbiBaHUK
sensor notification nopora A4 3HaYyeHuA JaTYNKOB.

—/OTKNIOYEHO —
no snmp-server enable OTKAto4aeT oTnpasky SNMP trap-coobLueHnit o cpabaTbiBaHUM
traps sensor notification nopora 411 3HaYeHUs AaTYNKOB.
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobLieHnin 0 BocCTaHOBNEHUM
sensor recovery- nopora AanAa 3HayeHua NaT4NKOB.
notification

—/OTK/IIOYEHO —
no snmp-server enable OTtkntovaet otnpasky SNMP trap-coobLueHuii 0 BOCCTaHOBAEHUM
traps sensor recovery- nopora 4/ 3Ha4eHUs AaTYNKOB.
notification
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobuueHnit o cpabaTbiBaHMK
storage notification nopora a1 ob6bema cBob60AHOrO MecTa Ha BCTPOEHHOM dreLwl-

namaTu.

—/OTK/IIOYEHO —
no snmp-server enable Otkntovaet otnpasky SNMP trap-coobuueHnii o cpabaTbiBaHUM
traps storage notification nopora ana ob6bema cBob60AHOr0O MecTa Ha BCTPOeHHoM deww-

namaTu.

snmp-server enable traps BkntouaeT otnpasky SNMP trap-coobuieHunin 0 BOCCTaHOB/IEHUM
storage recovery- nopora a1 o6bema cBo60AHOr0 MecTa Ha BCTPOeHHoM diew-
notification namaTn.

—/oTKA04EHO

no snmp-server enable
traps storage recovery-
notification

OTkntoyaeT otnpasky SNMP trap-coobuieHunii 0 BOCCTaHOBIEHUM
nopora ana ob6bema cBob6oAHOro Mecta Ha BCTPOEHHOW dnelwu-
namaATn.

snmp-server
description description

no snmp-server description

description: (1..160)
CUMBO/IOB;

M3meHseT 3HaueHune nona sysDescr gna BHewHero SNMP 3anpoca.

BosBpawiaeT gedpontHoe 3HaueHune nona sysDescr.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnunua 202 — KomaHabl pexkuma KoHdurypaumnm nHtepdelrica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

snmp trap link-status

no snmp trap link-status

—/BKAKOYEHO

BkntoyaeT otnpasky SNMP trap-coobLueHnin npu usmeHeHUn
COCTOAHMA HAaCTPaMBaemoro nopra.

BbikntoyaeT oTnpaBky SNMP trap-coobuieHunit npu UsmeHeHuu
COCTOAHWA HACTPaMBaeMoro nopra.
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KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 203 — KomaHgb! pexkuma Privileged EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aelicmeue

show snmp —

MokasbiBaeT ctatyc SNMP-coeguHeHnN.

show snmp enginelD

MokasbiBaeT naeHTUdMKaTOp NoKasabHoro SNMP-ycTpoicTea —
enginelD.

show snmp views
[view_name]

view_name: (1..30)
CMMBOJI0B

MokasbiBaeT npaBuna o6o3peHna SNMP.

show snmp groups group_name: (1..30)

MokasbiBaetr SNMP-rpynnbl.

[group_name] CMMBO/10B
show snmp filters filter_name: (1..30) MokasbiBaeT SNMP-buUbLTPSI.
[filter_name] CMMBO/OB

show snmp users
[user_name]

user_name: (1..30)
CMMBOJI0B

MokasbiBaeT SNMP-nonb3oBatenei.

5.21.5 MpomoKon yoanéHHo20 moHumopuHaa cemu (RMON)

MpoTokon moHuTopuHra cetn (RMON) nABnfeTca pacwumpeHvem npoTtokona SNMP, nossonas
npenocTaBuTb 6o/ee WMPOKME BO3MOXKHOCTM KOHTPOAIA ceTeBoro Tpadmka. Otanume RMON ot SNMP coctout
B XapakTepe cobupaemoit MHpopmaLmm — AaHHble cobupaemble RMON B nepByto oyepesb XapakTepusyoT
TpaduMK mexKay y3namu cetn. MHPopmaumsa, cobpaHHaa areHToMm, NepenaeTcs B NPUIOXKEHUE YNpPaBAeHUs

CeTblo.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHPUrypaumm:

console (confiqg) #

Tabnnua 204 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner

name
1 index: (1..65535);

type: (none, log, trap,
log-trap);
com_text: (0..127)
CMMBOJIOB;
desc_text: (0..127)
CUMBO/IOB;
name: CTPOKa

no rmon event index

HacTtpaunBaeT cobbITvA, MCNONb3yeMble B cUCTEME YAANEHHOTO
MOHUTOPUHTa.

- index — nHaeKc cobbITus;

- type — TMN yBeAOM/IEHUSA, TEHEPUPYEMOTO YCTPOIMCTBOM NO
3TOMY CObbITUIO:

none — He reHepupPoOBaTb yBeAOMIEHNA,

log — reHepupoBath 3anuceb B Tabauue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTh 3anuch B Tabaunue n otcbinatb SNMP
trap;

- com_text — cTpoKa coobuectsa SNMP gns nepecbiiku trap;
- desc_text — onucaHue cobbITus;

- hame — UMsA co3gaTens cobbITus.

Ypanaet C06bITVIe, ncnosbsyemoe B CUCTEME YOaNeHHOro
MOHUTOPUHTra.
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rmon alarm index mib_ob- HactpaunBaet ycnosua Bblaayuv aBapuiiHbIX CUTHANOB.
ject_id interval rthreshold - index — HZEKC aBapuUIMHOTO CobbITUA;
fthreshold revent fevent - mib_object_id — naeHTUPUKaTOp NnepeMeHHOM YacTn obbekTa
[type type] [startup direc- OID;
tion] [owner name] - interval — nHTepBan, B Te4eHNe KOTOPOro gaHHble oTbupatoTcs
index: (1..65535); M CPaBHMBAIOTCA C BOCXOAALLEN U HUCXOAALLEN TPAaHULLAMK;
mib_object_id: - rthreshold — Bocxoaslas rpaHULa;
KoppeKTHbIn OID; - fthreshold — HucxopAWAnA rpaHMLa;
interval: - revent — nHAEKC cobbITUA, KOTOPOE NUCNOb3yeTcA NpU
(1..2147483647) cek; nepeceyeHnn BOCXoaaLLen rpaHnLbl;
rthreshold: - fevent — nHpeKc cobbiTuA, KOTOPOEe UCNONb3YeTCA NpuU
(0..2147483647); nepece4yeHmm HUCXOAALEN TPaHULbI;
fthreshold: - type — meTog 0T6opa yKa3aHHbIX MepeMeHHbIX U NoacyeTa
(0..2147483647); 3HaYeHuA ANA CPaBHEHMA C rpaHULaAMK:
revent: (1..65535); MeTog, absolute — abcontoTHoe 3HaYeHue BbIGpaHHOWM
fevent: (0..65535); nepemeHHon byaeT CpaBHEHO C rpaHuLLEeN HA KOHLe
type: (absolute, nccnegyemoro MHTepBana;
delta)/absolute; Metog delta — 3HauyeHMe BbIBpaHHOM NepemeHHOon Npu
startup: (rising, falling, | nocneaHem ot6ope 6yaeT BbIUTEHO U3 TEKYLLEFO 3HAYEHUA U
rising-falling)/rising- pasHuLa 6yaeT cpaBHEHa € rpaHMLaMK (pasHULA MexXay
falling; 3HaYEeHMAMU NEPEMEHHOM B KOHLE U B Hayasie KOHTPO/IbHOMO
name: cTpoKa WHTEpBana);

- startup — WHCTPYKUMA ANA reHepaumm cobbITUin Ha NepBom
KOHTPOJIbHOM UHTepBane. OnpeaenaeT Npasuaa reHepaumm
aBApPUIHBIX COBbITUI o1 NEPBOr0 KOHTPOJIbHOTO MHTEPBana
nyTem cpaBHeHUA 0TobpaHHOW NepeMeHHOM ¢ 04HOW, MMbo
obenmu rpaHuLamu:

- rising — reHepupoBaTb eAMHMYHOE aBapuiiHoe cobbiThe no
BOCXOAALLEN rpaHuLe, ecv 3HaYeHne 0TObpaHHOM NnepemeHHow
Ha NepBOM KOHTPO/IbHOM MHTepBase 6onblue 1M6o paBHO 3TOM
rpaHuue;

- falling — reHepupoBaTtb egMHMYHOE aBapuiiHOe cobbiTUe No
HUCXOAALLEN FpaHuULLEe, eciv 3HaYeHne oTobpaHHOM NepemeHHo’
Ha NepBOM KOHTPO/IbHOM MHTepBasie MeHbLle IMH0 paBHO 3ToM
rpaHuue;

- rising-falling — reHepupoBaTtb egMHUYHOE aBapuitHoe cobbiThe
MO BOCXOAALLEN U/MAKN HUCXOAALLEN rPaHULLE, €CW 3HaYeHne
0TOb6pPaHHOW NepemMeHHON Ha NepPBOM KOHTPOIbHOM MHTepBane
60blue MMB6O paBHO BOCXOAALLEN FpaHULLE M/WAK MeHblue Anbo
PaBHO HUCXOAALLEN FPAHULLE;

- owner — UMs c034aTesIA aBapuIiHOro cobbITuA.

no rmon alarm index Yaansaer ycnosue BblAaun aBapuinHbIX COBbITUN.

rmon table-size {history 3azaeT MakcMmanbHbI pasmep RMON-Tabanu,

hist_entries | log log_en- - history — makcMmanbHOe KONMYecTBo CTPOK B Tabamue

tries} hist_entries: ncropuu;
(20..32767)/270; - log — MaKkcManbHOe KOIMYecTBO CTPOK B Tabsnue 3anucei.

log_entries: 3HaueHUe BCTYNUT B CUAY TOJIbKO Nocie nepesa-

(20..32767)/100 . rpysKu ycTpoiicrsa.

no rmon table-size {history YcTaHaBAMBAET 3HAYEHME MO YMOYAHMIO.

| log}

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepagelicos) Ethernet, uHmepgelica

epyrnnel nopmos

Bua 3anpoca KomaHAHOW CTPOKK B pexkmme KoHpurypaummn nutepdeica Ethernet, nntepdeitca rpynnoi
NopTOB:

console (config-if)#
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Tabnnua 205 — KomaHab! pexkuma KoHpurypaumum nntepdeiica Ethernet, rpynnbl uHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval inter-
val]

no rmon collection stats in-
dex

index: (1..65535);
name: (0..160)
CMMBO/IOB;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cek

Bk/itovaeT popMupoBaHME UCTOPUM MO FPYNNam CTaTUCTUKM A4
6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOpPUHra.

- index — nHpEKc Tpebyemoi rpynnbl CTaTUCTUKM;

- name — BnageneLw, rpynnbl CTaTUCTUKK;

- bucket_num — 3HauyeHue, accoummnpyemoe ¢ KoNMYeCTBOM
AYeeK AnA cbopa UCTOPUM MO rpynne CTaTUCTUKK;

- interval — nepwopg, onpoca gns $opmUpPOBaHUA UCTOPUN.

BbIK/NtOYaeT GopMMpoBaHME UCTOPUM MO Fpynnam CTaTUCTUKK AA
6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOpPUHra.

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 206 — KomaHab! pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

show rmon statistics {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKa3biBaeT cTaTUCTUKY UHTepdelica Ethernet, nnbo rpynnbl
NOPTOB, NCNO/Ib3YyEMYIO ANA YAANIEHHOTO MOHUTOPUHTA.

OTo6parkaeT MHGOPMaLMIO MO 3anpallinBaeMbim rpynnam
CTaTUCTUKM.

show rmon history index
{throughput | errors |
other} [period period]

index: (1..65535);
period: (1..2147483647)
ceK

MokasbiBaeT uctoputo Ethernet cratnctukn RMON.

- index — 3anpolueHHan rpynna cTaTUCTUKK;

- throughput — nokasblBaeT cyeTYNKM NPOU3BOANTENBHOCTU
(nponyckHoM cnocobHocTK);

- errors — MoKasblBaeT CYETYMKM OLLIMBOK;

- other — NoKa3sbIBaeT CYETUYMKM OOPbIBOB M KONIU3UIA;

- period — NoKasblBaeT UCTOPMIO 3a 3aMPOLUEHHbIV Nepuos,
BpPEMEHM.

show rmon alarm-table

MoKa3blBaeT CBOAHYO TabanLy aBapUiiHbIX COObITUIA.

show rmon alarm index

index: (1..65535)

MoKa3blBaeT KOHGUIypaLUI0 HACTPOMKMN aBapUNHBIX COBBLITUN.
- index — VHAEKC aBapUMHOro cobbITuA.

show rmon events

MokasbiBaeT TabauLy cobbITUIA YyAaNEHHOTO MOHUTOPKHTA
RMON.

show rmon log [index]

index: (0..65535)

MoKasbiBaeT TabavLy 3anucelt yAaneHHOro MOHUTOPUHIA
RMON.
- index — nHAeKc cobbITuA.

[Mpumepbl 8bINOAHEHUA KOMAHO

= [lokasaTtb ctaTucTUKY 10 nHTepdelica Ethernet:

console# show rmon statistics tengigabitethernet 1,/0/10
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Port te0/10

Dropped: 8

Octets: 878128 Packets: 978
Broadcast: 7 Multicast: 1

CRC Align Errors: 0 Collisions: 0
Undersize Pkts: 0 Oversize Pkts: 0
Fragments: 0 Jabbers: 0

64 Octets: 98 65 to 127 Octets: 0

128 to 255 Octets: 0 256 to 511 Octets: O
512 to 1023 Octets: 491 1024 to 1518 Octets: 389

Tabanuya 207 — OnucaHne pe3ynbTaTos

Mapamemp OnucaHue

Dropped KonnyecTBo 3aeTEKTUPOBAHHbIX COOLITUI, KOraa nakeTbl bl OTOPOLLEHDI.

Octets Konnuectso 6anT gaHHbIX (BKAoYan 6aliTbl NAOXMX NAKETOB), MPUHATbLIX U3 CETU (UC-
Kntoyasn dpperimoBble BUTbI, HO BK/tOYAA BUTbI KOHTPOSIBHOW CyMMbl).

Packets KonnyecTBo NpUHATBIX NAaKeTOB (BK/OYAsA MJIOXWE, LUIMPOKOBELLATE/IbHbIE U MHOTOa/-
pecHble NaKkeTbl).

Broadcast Ko/iMyecTBo NpUHATLIX WMPOKOBELLATE/IbHBIX NAKETOB (TO/IbKO KOPPEKTHbIE NAKETbI).

Multicast Ko/iMyecTBO NPMHATLIX MHOTOA4PECHbIX MAaKeTOB (TONIbKO KOPPEKTHbIE NaKeTbl).

CRC Align Errors

Konnuyectso NpuMHATLIX NAaKeTOB AANHOM OT 64 A0 1518 6aAT BKAKOYUTEIbHO, UMEIOLLUX
HEBEPHYI0 KOHTPOJIbHYIO CYMMY /INB0 C LebiM YUCAOM BalT (OWNMBKM NPOBEPKM KOH-
TponbHoM cymmbl — FCS), nnbo ¢ HeuenbiMm Yncnom 6aiT (OWMBKN BbIpaBHUBAHUA —
Alignment).

Collisions

OueHKa KomM4yecTsa KoAu3nii Ha gaHHom Ethernet cermenTe.

Undersize Pkts

KonnyecTso NPMHATbIX NAaKeTOB AAMHON MeHblle 64 6aiT (McKatoyas ¢dpeitmosble
6UTbI, HO BKAKOYAA BUTbI KOHTPOABLHOM CYMMbI), HO B OCTa/IbHOM NPaBWUAbHO chHopmMM-
POBAHHbIX.

Oversize Pkts

KonnyectBo NpMHATbIX NakeToB AnMHOM Bonbwe 1518 6aliT (McKntoyaa ppelrimoBsblie
6UTbI, HO BKAKOYAA BUTbI KOHTPOABLHOW CYMMbI), HO B OCTa/IbHOM NPaBuaIbHO chopmu-
POBaHHbIX.

Ko/iMyecTBo NPUHATLIX NaKeTOB A/IMHOM MeHble 64 6ailT (Mcknoyana dperimosble
6UTbl, HO BKAOYanA BUTbI KOHTPOJIbHOM CYMMbl), UMEIOLLUX HEBEPHYHO KOHTPO/IbHYIO

Fragments N "
cymmy 6o c uenbim ymcnom 6aiT (oWmMOKM NPOBEPKU KOHTPOJIbHON cymmbl — FCS),
nmbo c Heuenbim Yncaom 6aiT (oWwmMbKK BbipaBHMBaHMA — Alignment).
Konnuyectso NpuHATLIX NakeToB AnuHoK 6onblie 1518 6aiT (McKnoyaa GppelimoBblie
Jabbers 6UTbl, HO BK/OYAA BUTbI KOHTPO/IBHOM CYMMbI), UMEIOLWMNX HEBEPHYHO KOHTPOJ/IbHYIO
cymmy inbo c uenbim ymcnom 6aiT (OWMOKM NPOBEPKU KOHTPOJIbHON cymmbl — FCS),
mbo ¢ Heuenbim Yncaom 6aiT (oWwmnbKM BbipaBHMBaHMA — Alignment).
64 Octet Konnyectso NpMHATLIX NakeToB (BKAko4an Naoxue naketbl) gnnHon 64 6aiTta (Mckto-

Yyas ppeimoBble BUTbI, HO BKIOUYAA BUTbl KOHTPOJIbHOM CyMMbl).

65 to 127 Octets

KoanyecTBo NpMHATBLIX MaKeToB (BK/OYasn NioxXve NnakeTbl) AJnMHOM oT 65 Ao 127 6anT
BK/IIOUNTE/IBHO (MCKAtoYan ppenmoBbie BUTbI, HO BKIOYAA GBUTbI KOHTPOJIbHOW CyMMbl).

128 to 255 Octets

Konnuyectso NpuHATLIX MaKeToB (BKAtOYas NaoxXme nakeTbl) 4anHon ot 128 ao 255 6ant
BK/IIOUNTE/IbHO (MCKAtoYan ppeilnmoBble 6UTbI, HO BKIOUYAA BUTbI KOHTPOJIbHOW CyMMbl).

256 to 511 Octets

KonnuecTBo NpuHATLIX MaKeToB (BK/tOYas NA0XME NaKeTbl) A/ nHOM oT 256 go 511 6ant
BK/IIOUUTE/IBHO (MCKAtoYan ppeilnmoBbie BUTbI, HO BKIOYAA BUTbI KOHTPOJIbHOW CyMMbl).

512 to 1023 Octets

Konnyectso NpUHATbIX NAaKeToB (BK/AlYaa Njaoxue naketbl) AanHoi oT 512 ao 1023
6aiT BKAOUMTENbHO (UCKNtoYas dppelimoBble BUTbI, HO BKAOYaa BUTbI KOHTPO/bHOM
CYMMBbl).
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Ko/iMyecTBo NpuHATLIX NaKeToB (BKAOYan Naoxue nakeTbl) gnnHoi ot 1024 go 1518
6aiT BKAOUMTENbHO (UCKNtoYasa ¢ppelimoBble BUTbI, HO BKAOYAsa GUTbI KOHTPO/IbHOM
CYMMBbl).

1024 to 1518 Octets

MNMoKasaTb MHPOPMALMIO MO FPYNNaM CTaTUCTUKM 44 nopTa 8:

console# show rmon collection stats tengigabitethernet 1,/0/8

Index Interface Interval Requested Samples Granted Samples Owner
1 te0/8 300 50 50 Eltex
Tabnmua 208 — OnucaHune pesybTaToB
Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO NAEHTUOULMPYIOLLNIA 3aMnCh.
Interface Ethernet-uHtepdeiic, Ha KOTopom 3anyLLeH onpoc.
Interval MHTepBan B CEKyHOAX MeXay onpocamu.

Requested Samples

3anpoLeHHoe KOIMYeCTBO OTCHETOB, KOTOPOE MOMKeT 6bITb COXpaHeHo.

Granted Samples

PaspeweHHoe (OCTaBLIJEECFl) KONIN4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Owner

Bnageneu AaHHOM 3anucu.

lMoKa3aTb cHeTUMKH ﬂpOHYCKHOﬁ CHOCO6HOCTM,QHHprﬂﬂbICTaTMCTMKM 1

console# show rmon history I throughput

Sample set: 1 Owner: MES
Interface: giO/1 Interval: 1800
Requested samples: 50 Granted samples: 50
Maximum table size: 100
Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabnnua 209 — OnucaHue pesynbTaTos
Mapamemp OnucaHue
Time [aTta n Bpema co3gaHma 3anucu.
Octets Konnuectso 6aiT AaHHbIX (BKAKOYAs 6ANTbI NOXMX MAKETOB) NPUHATLIX U3 CETU (MCKAtO-
Yyas ppeimoBble BUTbI, HO BKAKOUYaA BUTbl KOHTPOIbHOM CYyMMbl).
Packets Konnuyectso NpuHATLIX NaKeToB (BKAKOUan Naoxue nakeTbl) B TeueHue nepnoaa Gpopmm-
pOBaHWA 3anucu.
Broadcast KonnyecTBo NpMHATLIX XOPOLIUX NAaKETOB B TeyeHMe nepmnoga GopmmMpoBaHmMA 3anuncu
HanpaB/IEHHbIX Ha LUMPOKOBELLATE/IbHbIE agpeca.
Multicast KonmyecTBo NpUHATBIX XOPOLLMX MAKETOB B TedeHue nepnosa GopmMmnpoBaHMa 3anmncu
HanpaB/IEHHbIX HA MHOroagpecHble agpeca.
OueHKa cpegHelt NponycKHOM cnocobHOCTM GpU3NYECKOro YPOBHS Ha AAaHHOM UHTEp-
Utilization delice B TeyeHne nepmoga GpopMmmnpoBaHus 3anncu. NMponyckHas cnocobHOCTb OLEeHU-
BAeTCA BE/IMYMHOM A0 TbICAYHOM NPOLEHTa.
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Konnuyectso NpuHATbIX B Te4eHUE Neproaa GopmMMpoBaHMA 3aNnUCK NAKETOB AJIMHON OT
64 no 1518 6ailT BKAOUYUTENBHO, MMEIOLMX HEBEPHYIO KOHTPOJIbHYIO CYMMY nbo C

CRC Align . o
LeNbiIM YnMciom 6aiT (oOWNBKM NPOBEPKM KOHTPOAbHOM cymmbl — FCS), anbo c Heue-
JIbIM ynciom 6aiT (ownbKM BbipaBHUBaHUA — Alignment).

Collisions OueHKa Koim4yecTsa KoM3uii Ha faHHoM Ethernet cermeHTe B TedeHme nepuosa ¢op-

MUPOBaHKUA 3annUCKH.

Undersize Pkts

Konnyectso NpUHATLIX B TeYeHWe nepuoaa GopMMPOBAHMA 3aNUCK NAKETOB AJIMHON
MeHblle 64 6alT (McKatoyas ¢dpelimoBble BUTbI, HO BK/IOYAA OWUTbl KOHTPO/IbHOM
CYMMbI), HO B OCTa/lbHOM NPaBUIbHO CHOPMMUPOBAHHbIX.

Oversize Pkts

KonnyecTBo NpuHATLIX B TeueHWe neprvoga GOpMMPOBaAHNA 3aMMUCK NAKeTOB AJIMHOM
6onble 1518 6aiT (Mckaovas dpelimoBble 6UTHI, HO BK/IOYAA BUTbI KOHTPOJIBHOM
CYMMbI), HO B OCTa/IbHOM MPaBU/IbHO CHOPMUPOBAHHbIX.

KonnyecTBo NpuHATLIX B TeYeHWe nepmosa GopmMMpoBaHMA 3anNmncK NaKeToB AJMHOW
MeHbwe 64 6aiT (UcKNoYas ¢peimoBble BUTbI, HO BKIOYAA BUTbI KOHTPOJIbHOM

Fragments CYMMbl), UMEIOLMX HEBEPHYIO KOHTPOJbHYIO CyMMy MBO C uenbiM yucaom bawt
(oWwmMBKM NpoBepKM KOHTPONbHOM cymmbl — FCS), n1Mbo c Heuenbim ynuciom 6anT
(owmnbKM BbipaBHMBaHUA — Alignment).
Ko/iimyecTBo NpuHATLIX B TeYeHWe nepmosa GoOpMMPOBAHNA 3aMMUCK NAKETOB AJIMHOM
6onbwe 1518 6anT (Mcknovan GperimoBble BUTbLI, HO BKIOYaA BUTbl KOHTPO/IbHOM

Jabbers CYMMbI), UMEIOWMX HEBEPHYID KOHTPOJbHYIO CymMMYy AMBO C LenbiMm yuciom 6anT
(oWwKMBKM NpoBepPKM KOHTPONbHOM cymmbl — FCS), n1Mbo c Heuenbim ynuciom 6anT
(owmnbKM BbipaBHMBaHUA — Alignment).

Dropped KonunyecTso 3a4eTeKTUPOBaHHbIX COBbITUIA, KOTAa NakeTbl 6blIM OTOPOLLEHBI B TEYEHME

nepuoga GopmMmMpoBaHMna 3anuncu.

= [loka3aTb CBOAHYIO TabMLYy CUFHANOB TPEBOTU:

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabanuya 210 — OnucaHue pesynbTaTos

Napamemp OnucaHue
Index NHAEKC, YHUKAbHO MAEHTUDMLMPYIOLLMIA 3aMKCb
oID OID KoHTpoAnpyemoi nepeMeHHoM
Owner Monb3oBaTtenb, CO34aBLUNIN 3aMUCh.

® [loKasaTb KOHOUIYpPaLUMIO aBapPUMHbIX COBLITUIN C MHAEKcoMm 1:

console# show rmon alarm I

Alarm 1

Interval:

Sample Type:
Startup Alarm:
Rising Threshold:

O0ID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

delta
rising

8700000
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Falling Threshold: 78
Rising Event: 1
Falling Event: 1
Owner: CLI

Tabnnuya 211 — OnucaHne pesynbTaTos

Mapamemp OnucaHue

OoID OID KOHTpPO/IMpYEMOI NEPEMEHHOMN.

3HavyeHMe NepemMeHHOI Ha NnocneaHeM KOHTPOIbHOM UHTepBane. Ecan meTtog otbopa
nepemeHHbIx absolute — 10 370 abcontoTHOE 3HAUYEHNE NnepemeHHOW, ecnm delta — To
PasHULA MeXAY 3HAYEHUAMU NEPEMEHHOW B KOHLLE U B HaYane KOHTPOJIbHOTO UHTEep-
Bana.

Last Sample Value

MHTepBan B ceKyHAax, B Te4yeHMe KOTOPOro AaHHble OT6VIpalOTCF| M CPaBHMBAKOTCA C

Interval . M
BEPXHEN U HUKHEN rpaHMLamMMm.

MeToz oT6opa yKasaHHbIX NepeMeHHbIX U NoAcyYeTa 3HaYeHUA ANA CPaBHEHUA C rpa-
Huuamu. MeTog, absolute — abcontoTHOe 3HaYeHWe BbIBpaHHON NepemeHHol byaeT
CPaBHEHO C rpaHMLelt Ha KOHLEe nccieayemoro nHtepsana. Metog delta — 3HauyeHue
BblbpaHHOW NepemMeHHOM Npu nociegHem oTbope 6yAeT BbIUTEHO M3 TEKYLLETO 3HaYe-
HUA, 1 pa3HMLA ByaeT cpaBHEHa C rpaHMLUamM (pasHMLA MeXKay 3HaYeHUAMMU NepemeH-
HOUi B KOHLLE U B Ha4a/ie KOHTPOJIbHOTO MHTepBana).

Sample Type

MHCTPYKUMA ANs reHepaumm cobbiTUiA Ha NEPBOM KOHTPO/IbHOM MHTepBane. Onpese-
NAeT NpaBuaa reHepauymmn aBapuitHbIx CoObbITUI 1A NEPBOrO KOHTPOALHOIO UHTEPBaa
nyTem cpaBHeHUs oTobpaHHOW nepemeHHol ¢ og4HON, IMbo 06enmu rpaHMLaMMU.
rising — reHepupoBaTb €ANHUYHOE aBapuiiHOe CobbITUE MO BOCXOAALLEW TPaHWUUE,
€C/K 3HaYeHne 0TobpaHHOM NepemeHHOM Ha NePBOM KOHTPO/IbHOM UHTepBane 60/1b-
wem NMbo paBHOM 3TOW rpaHuLe.

Startup Alarm falling — reHepupoBaTb egMHMYHOE aBapuiiHOe CObbITUE MO HUCXOAALWEN rpaHuLe,
€CAn 3HayeHue oTobpaHHOW NepemMeHHOW Ha MNepBOM KOHTPOJbHOM WHTepBaje
MeHblLLe NM60 PaBHO 3TOM rpaHuLLe.

rising-falling — reHepupoBaTtb eaMHUYHOE aBapuitHoe cobbiTe No BoCXxoaALen u/uam
HUCXOAALWEN FpaHuLe, eciu 3HauyeHue OTobpaHHOM nepeMeHHOW Ha MepBOM KOH-
TPO/IbHOM MHTepBae 60osiblie NMMBE0 PaBHO BOCXOAALLEN rPpaHULLE, M/UAK MeHbLue 60
pPaBHO HUCXOAALLEN rpaHuLe.

3HauyeHue BocxoAsulelt rpaHuubl. Korga 3HayeHue oTO6paHHON nepemeHHOn Ha
npeablaylem KOHTPOIbHOM MHTepBaae 6bi10 MeHbllle AaHHOW rPaHuLpbl, a Ha TEKY-
LLEeM KOHTPO/IbHOM WHTepBane 6onbliem AMB6O PaBHOM 3HAYEHWIO rpaHuMLbl, TOraa
eAMHNYHOe cobbiThe reHepupyeTcs.

Rising Threshold

3HauyeHMe Hucxoaswen rpaHuubl. Korga 3HavyeHne OTOOpPaHHOM nepemeHHOM Ha
npeablaywem KOHTPO/IbHOM MHTepBase 6bin0 6oblue AaHHOW FpaHuLbl, @ Ha TEKy-
LLEeM KOHTPONbHOM MHTEpPBasie MeHblle IMB0 PAaBHO 3HAYEHMIO FPaHWULLbI, TOrAa eau-
HWYHOe cobbiThe reHepupyeTcs.

Falling Threshold

Rising Event NHAeKc cobbITUA NCNONb3YIOLLErocs, KOraa BOCXoAALLan rpaHnLa nepeceyeHa.
Falling Event NHAEeKC cobbITUA NCMONb3YIOLLErocs, Koraa HACXoAAllas rpaHnLLa nepeceyeHa.
Owner Monb3oBaTeNb, CO34aBLUNIA 3aMMUCh.

= [lokasaTb Tabsmuy cobbITUit yaaneHHoro MoHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
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Tabnnuya 212 — OnucaHue pesynbTaTos

Mapamemp OnucaHue

Index NHAEKC, YHUKaNbHO MAEHTUOMLMPYIOLWMI cObbITUE.

Description KommeHTapuit, onucbiBaowmin cobbitue.
Tun yBeLOMIEHNA, FEHEPUPYEMOTO YCTPONCTBOM MO 3TOMY COObITUIO:
none — He reHepMpoOBaTb YBEAOM/IEHUA,

Type log — reHepupoBaTh 3anNuCb B Tabauue,
trap — otcbinate SNMP trap,
log-trap — reHepupoBaTb 3anucb B Tabanue u otcbinate SNMP trap.

Community Ctpoka coobuectea SNMP ana nepecbiniku trap.

Owner Monb3oBaTtenb, cO34aBLWNIA COBbITHE.

Last time sent Bpemsa un pata reHepupoBaHuA nocnegHero cobbitna. Ecam He 6bIn10 creHepupoBaHO
CObbITUI, TO 3TO 3HaYeHWe ByaeT PaBHO HYIO.

MNMokasaTtb Tabauuy 3anucelt yaganeHHoro moHmtopmHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

Tabnunua 213 — OnucaHue pesynbTaTos

Mapamemp onucaHue
Index MHAEKC, YHUKaNbHO MAEHTUOULMPYIOLMIA 3aNNCh.
Description KommeHTapuit, onvcbiBaloWwmin cobbiTue.
Time Bpemsa co3gaHuna 3anucu.

5.21.6 Cnucku docmyna ACL dna ynpaeneHus ycmpolicmeom

MporpammHoe obecrneyeHMe KOMMYTATOPOB MO3BOAIAET paspelwmnTb AMBO0 OrpaHMunTb AO0CTYyn K
ynpaB/aeHMto YCTPOMCTBOM Yepes onpegeneHHble nopTbl uav rpynnbl VLAN. a5 3TOM Lenn co3aaroTca CNMCKK
poctyna (Access Control List, ACL) ans ynpaBneHus.

' ~  ACL per VLAN pa6oTaeT ToNbKO B pexxume «acl-sqing»

KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnunua 214 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

management access-list
name

no management access-list
name

name: (1..32) cumBona

Co3p4aeT CNUCOK A0CTyNa 4415 ynpasaeHus. Bxoa B pexxum
KOHOUrypaumm cnucka AoCcTyna s ynpasaeHus.

YaanseT cnUMCcoK AOCTyna A4S YNpaBieHus.

management access-class
{console-only | name}

no management ac-
cess-class

name: (1..32) cumBona

OrpaHWuMBaeT ynpasaeHue yCTPOMCTBOM Mo onpeaeneHHoMy
cnucKy goctyna (access list). AKTUBMpPYET yKa3aHHbIM CIMCOK
AocTyna.

- console-only — ynpaBneHue ycTpoicTBOM LOCTYMHO TO/ILKO C
KOHCO/N.

OTMeHAEeT orpaHuYeHne Ha ynpasaeHne yCTPOMCTBOM Mo
onpeaeneHHoMy CnNMUcKy aocTtyna (access list).

KomaHObI pexcuma KoHgu2ypayuu crnucka docmyna 014 ynpassaeHus

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXXMUME KOHPUIypaL MM CNncKka A40CTyna ana ynpasaeHus:

console (config) # management access-list eltex manag
console (config-macl)#

Tabnuua 215 — KomaHabl perkMma KoHOUrypaumm cnmcka goctyna Ans ynpasaeHun

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

permit [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service ] [ace-
priority index]

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

3ajaeT pa3spellatoLlee ycnosme ANA ynpasaaoLero cnmcka
goctyna.

- service — Tvn gocrtyna.

- index — npuopuTeT Npasuna.

deny [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

3afaeT 3anpeLuatoLee yCN0BME ANA YNPaBAAIOLLErO CUMCKA
Joctyna.

- service — Tun goctyna,

- index — npuopwuTeT nNpasuna.
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deny ip-source
{ipv4_address |
ibv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

remove ace-priority index index: (1..65535)

Yoanutb ycnosue U3 cnmcka gocTyna.

KomaHOwbI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexnma Privileged EXEC:

console#

Tabnunua 216 — KomaHgb! pexxuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmesue

show management access-

1(1..32
list [name] name: (1..32) cumsona

MokasbiBaeT cnucku goctyna (access list) ans ynpasnenus.

show management ac-
cess-class

MokasbiBaeT MHbOPMaLMIo 06 aKTUBHbIX CNUCKAX 4OCTYNa
(access list) ona ynpasnenums.

5.21.7 Hacmpolika docmyna

5.21.7.1 Telnet, SSH, HTTP u FTP

[aHHble KOoMaHAbl npegHasHayeHbl

ana

HacTPOWKM CepBepoB AoCTyna Aaa ynpaBaeHus

KommyTaTtopom. MNoaaepkka cepsepos TELNET n SSH kommyTaTopom no3sonaeT yaasieHHO NOAKA4YaTbCA K

HeMy 418 MOHUTOPUHIA U KOHGUTypauuu.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 217 — KomaHabl pexkuma rnobasnbHol KoHdurypaumm

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHda

Aelicmeue

ip telnet server
Mo ymonyaHuio Telnet
cepBep BK/OYEH

no ip telnet server

PaspeluaeT yaaneHHoe KOHGUIypUpoBaHMe yCTpoicTea yepes
Telnet.

3anpelyaeT ygasneHHoe KOHOUIYpUpoBaHMe YCTPOMCTBA Yepes
Telnet.
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ip ssh server

no ip ssh server

Mo ymonyaHutio SSH
cepBep OTKIOYEH

Pa3speluaeT yaaneHHOe KOHPUIypUpoBaHMe yCTpOoiCTBa yepes
SSH.
Mo Tex nop, NoKa Koy Ana wudpoBaHUA He creHe-
pupoBaH, SSH-cepBep 6yaeT HaxoauUTbCA B pe3epse.
Mocne reHepauun Kaua (Mcnonbsyemble KOMaHAbI crypto
key generate rsa u crypto key generate dsa) cepsep nepeii-
Aet B pabouee cocTosHMe.

3anpelyaeT yaaneHHoe KOHOUTYPUPOBaHUME YCTPOMCTBA Yepes
SSH.

ip ssh port port_number

no ip ssh port

port_number:
(1..65535)/22

TCP-nopT, ucnonb3yemsbiii SSH-cepsepom.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

ip ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan vian_id}

no ip ssh-client source-in-
terface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3agaet nHtepdeiic ana SSH-ceccuii.

YpanaeT uHtepoeic.

ipv6 ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan vian_id}

no ipv6 ssh-client
source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3agaeT nHtepoeiic ana IPvé SSH-ceccui.

Ypanaer nHtepoeinc.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymonyaHuio
MCrnosiib3oBaHMe
nyb6anYHoOro Kaya
3anpelLueHo

PaspelaeT ncnonbsoBaHue Ny6AMYHOTO KNtoYa 418 BXOAALLUX
SSH-ceccuit.

3anpeLaeT Ucnosib3oBaHMe Ny6ANYHOro KAto4a A5 BXOAALLMX
SSH-ceccuit.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,
aes192, aes256, arcfour,
none)/paspeLueHsbl Bce
aNIrOPUTMbI, KPOME None

3agaeT CNMCOK paspelleHHbIX aAropuTMOB WndpPoBaHUa Ans
cepsepa

BoccTaHaBnmBaeT cnucok paspelweHHbIX anropuTmos obmeHa
KNK4Yamu no ymon4aHuto

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupi-shal)/
pa3speLleHbl Bce MeToAbl

3a/1aeT CNMUCOK paspelleHHbIX MEeTOA0B 0bMeHa KatoYamu ans
cepeepa

BoccTaHaBnMBaeT CNMCOK paspeLleHHbIX aiIfopUTMOB obmeHa
KNK4Yamu no ymon4yaHuto

ip ssh password-auth

no ip ssh password-auth

Mo YMONYaHUIO BKIKOYEHO

BK/toueHUe pexknma ayTeHTUdUKaLMKM No Napoto

OTKNIOYEHME peXrMMa ayTEHTUOUKALLMM MO Napoto

crypto key pubkey-chain
ssh

Mo yMmon4aHUIo KoY He
co3faH

Bxopg, B peMm KOHOUrypauum nybaMYHOro Kntoua.

crypto key generate dsa

FeHepupyeT napy Katodelt DSA — YacTHbIM U Ny6AMYHbINA ann
SSH-cepsuca.
V Ecnu xoTta 661 0AMH U3 Napbl K/toYelt yxKe co3aaH, To
cUCTEMA NPeasIoKUT NepesanmncaTb KoY.

crypto key generate rsa

leHepupyeT napy Katoveit RSA — yacTHbIM U Ny6MYHBIN ans
SSH-cepsuca.
V Ecnu xoTa 661 0AMH U3 Napbl KNoueid yKe co34aH, TO
cUCTeMa NPeasIoXKUT Nepe3anucaTb KA.

crypto key import dsa

encrypted crypto key im-
port dsa

MmnopTtupyeT napy Kntoueit DSA
- encrypted — B 3awmndposaHHOM BUAE.

crypto key import rsa

encrypted crypto key im-
port rsa

MmnopTtupyet napy kntouvein RSA
- encrypted — B 3awmndposaHHOM BUAE.
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crypto certificate {1 | 2}
generate

leHepupyeT SSL-cepTudmkar.

ip http server

no ip http server

Mo ymonyaHuto HTTP-
cepBep BK/IOYEH

PaspelaeT yaaneHHoe KOHGUrypupoBaHUe yCTpoCTBa Yepes
web.

3anpeLyaeT yaaneHHoe KOHOUrypupoBaHue yCTponcTBa Yepes
web.

ip http port port

no ip http port

1..65535/80

3agaet nopt HTTP-cepBepa.

BoccTaHaBnvBaeT 3HaveHMe No YMOYaHMIO.

ip http secure-server

no ip http secure-server

Mo ymonuanuto HTTPS-
cepBep BbIK/IOYEH

Bkntouyaet HTTPS-cepsep.

Bbikntoyaet HTTPS-cepBep.

ip http timeout-policy sec-
onds [http-only | https-
only]

no ip http timeout-policy

seconds: (0..86400)/600

3agaeTt TarimayTt HTTP-ceccum.

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

ip https certificate {1 | 2}

OnpegensaeT akTuBHbIN HTTPS-cepTudukar.

no ip https certificate —/1 BoccTaHaBauBaeT 3Ha4YeHMe NO YMOAYAHWIO.
crypto certificate {1 | 2} FeHepupyeT SSL-cepTudmKar.
generate
crypto certificate {1 | 2} im- . Mmnoptupyet SSL-cepTUdUKaT, HA3HAYEHHbIN LLEHTPOM
port cepTudUKaumm.
no crypto certificate {1 | 2} BoccTaHaBauBaeT SSL-cepTMdMKaT No yMmoNYaHUIO ANns
yKasaHHoro ceptuduKara.
V Knioum, creHepupoBaHHble KOMaHgamu crypto key generate rsa u crypto key generate dsa,
COXPAHAIOTCA B 3aKPbITOM ANA nosb3oBatena ¢aiine KoHourypauuu.

KomaHObI pexcuma KoHgu2ypayuu nybauyHo20 Kar4va

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KOHPUrypaumm nybaM4yHoro Katoua:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnuua 218 — KomaHabl pexkuma KoHoUrypaumm nyb6amMyHoro Kntoda

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

user-key username {rsa |
dsa}

no user-key username

username: (1..48)
CMMBOJIOB

Bxog, B peXXum co3aaHua MHAMBUAYANbHOTO Ny6anyHoro
KNtoya.

- rsa — co3gatb RSA-kntouy;

- dsa — co3aaTb DSA-Katou.

YpanseT ny6anyHbIN KN4 AN onpeseneHHoro
nosb3osaTens.

Bupg 3anpoca KOMaHAHOﬁ CTPOKU B pexXXnume co3aaHna nHanBmnayasabHOro I'IV6I'IVI‘-IHOFO K/Ao4a:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #
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Tabnnua 219 — KomaHgbl pexuma co3gaHus HANBMAYANbHOTO Ny6ANYHOrO KAtoua

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
key-string Co3paeT Nny6AnYHbIN KoY ANA onpeseneHHoro
o nosnb3osaTens.
key-string row key_string Co3pgaeT ny6ANYHbIN KoY AN onpeaeneHHoro

nonb3oBaTens. BBoA Ktoua oCyLLecTBAAETCA NOCTPOYHO.

- key_string — 4acTb Katoua.
Ana Toro uTobbl cUCTEMA NOHANA, YTO K/IOY BBe-
AEeH NONHOCTbIO, HEO6X0AMMO BBECTU KOMaHAY
key-string row 6e3 cumBonos.

KomaHOobl pexcuma EXEC

KomaHapl AaHHOro pasaena A0CTyNHbl TONIbKO A4 NPUBUAEIMPOBAHHbIX NO/b30BaTENEN.
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabanua 220 — KomaHgb! pexkmuma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o yMOAYAHUIO
show ip ssh Moka3sbiBaeT KoHOUrypaunio SSH-cepBepa, a TakKe aKTUBHblE
o Bxoaauwme SSH-ceccum.
show crypto key pub- username: (1..48) MokasbiBaeT Nyb6anyHble SSH-KtoUYK, coxpaHeHHble Ha
key-chain ssh [username CMMBO/IOB. KOoMMyTaTOpe.
username] [fingerprint Mo ymonyaHutio - username — UMA yAANEHHOIO KNNEHTA;
{bubble-babble | hex}] OTMNeYaToK Kawua B - bubble-babble — otneyaTok Kntoya B Koge Bubble Babble;
WecTHaALaTepPUYHOM - hex — oTneyaToK K/atoYa B LWECTHAALATEPUYHOM KOAe.
dopmare.
show crypto key mypubkey MoKa3sblBaeT Nyb6anyHble Katoun SSH-KommyTaTopa.
[rsa | dsa] -
show crypto certificate [1 | _ OTobpakaeT SSL-cepTuduKaTol ana HTTPS-cesepa.
2]

[pumepsi 8biM0AHEHUS KOMAHO

BKntounTb cepsep SSH Ha KommyTaTope. PaspelwmnTb Ucnob3oBaHUe Nyb6anyHbIx Katouen. Co3gatb RSA-
KAtoY ANnA nonb3osatena eltex:

console# configure

console (config)# ip ssh server

console (config)# ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTINRWPWIAl4kpgIwI9GBRoONZQZxJHKCKL6TrM1Q+ZNXEZS
kvHG+QusIZ/76ILmFT34v7u7ChFAE+VudGREpSwoQUvV35LgJJk67I0U/zfw011gkTwml75QR9gH
ujS6KwGN2QWXgh3ub8gDjTSgmuSn/WA05iDX2TExQWu0811icglk02LYciz+Z4TrEU/9FIxwPiVQO
JCc+KBXUuR0juNg5nFYsY0ZCkON/W9a/tnkmlshRE7Di71+w3fNiOA6wO044t6+AINEICBCCALAYCF6
zMzaTlwefWwX6f+Rmt5nhhgdAtN/40Jfcel66DgVX1gWmNzNRADYDvSzg01lDnwCAC8Qh
Fingerprint: a4:16:46:23:5a:8d:1d:05:37:59:eb:44:13:b9:33:e9

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx 231




HELTEX

5.21.7.2 KomaHObI KOHuU2ypayuu mepmuHana

KomaHZabl KOHOUIypauumn TepMmUHaNa CAy»KaT 41a HAacTPOMKM NapaMeTpoB JIOKa/NbHOW U yaaneHHoM

KOHCO/U.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHoOM KOHOUrypaumm:

console (config) #

Tabnnua 221 — KomaHab! pexuma rnobanbHom KoHduUrypaumm

3HayeHue/3HayeHue
no yMmon4YaHuo

KomaHda

Aelicmeue

line {console | telnet | ssh}

BXOJ, B pe3KMM COOTBETCTBYIOLLEro TepMMHaNa (noKanbHas
KOHCO/b, YAaneHHas KoHconb — Telnet unn yaaneHHas
3aLMLWEHHasA KOHCONb — SSH).

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUrypaLmm TepMnHana:

console# configure
console (config) # line {console |
console (config-line) #

telnet |

ssh}

Tabnuua 222 — KomaHapl pexkuma KoHoUrypaumm TepmmHana

3HayeHue/3HayeHue
Mo yMmoA4YaHuio

KomaHda

HAelicmeue

speed bps
peed bp. bps: (2400, 9600,

19200, 38400, 57600,

YcTaHaBAMBAET CKOPOCTb AOCTYNA MO JIOKaNbHOM KOHCO/U
(komaHaa AOCTyNHA TONBKO B pexume KoHPUTypaLmm
IOKaNIbHOM KOHCO/N).

no autobaud

115200)/115200 604
no speed YcTaHaBAWBAET 3HAaYEHMe MO YMONYAHMIO.
autobaud BK/tOYaeT aBTOMaTUYECKOE OnpeaeeHme CKOpoCTH AoCTyna
Mo NIOKa/IbHOW KOHCONM (KOMaHAa AOCTYMHa TONbKO B peXUme
— /BK/IIOYEHO KOHOUrypaLmm 0KasIbHOM KOHCOK).

BbIKntoyaeT aBTOMaTUYECKOE onpeaesieHne CKOpoCcTu AocCTyna
MO SIOKa/NIbHOM KOHCON.

exec-timeout minutes

[seconds] minutes: (0..65535)/10

MUH;
seconds: (0..59)/0 cek

no exec-timeout

3agaet WUHTEpBan, B Te4HeHNUe KOTOPOro CMCtema oxxmngaet
BBOJa No/ib3oBaTena. Ecan B TedeHne AaHHOIo MHTepBana
nonb3oBaTesib HUYEro He BBOAUT, TO KOHCO/1b OTK/IKOYaeTCA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnua 223 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

show line [console | telnet MMoKa3blBaeT NapameTpbl TepMUHana.
| ssh]

KomaHoa Aelicmeue

5.21.7.3 Y0aneHHslli 3anyck komaHO nocpedcmeom SSH

@DyHKUMA NO3BONAET YAaA/IEHHO OCYLLLECTBUTb BbIMOJIHEHNE KOMAHA Ha KOMMYyTaTope Yepes ceccmio SSH.
Ons paboTbl AgaHHOW GYHKUMK HeoBXoAMMO, YTOBbI Ha KOMMyTaTope bbin BKAtoYeH SSH-cepsep (KomaHAa ip
ssh server B rno6asbHOM peXxnme KOHPUIypUpoBaHus).
HuKe nokasaH npuMmep Ucnosib3oBaHUsa GYHKLUKW yaaNeHHOro 3anycka KomaHg yepes SSH.
BbinonHUTb KOMaHay show clock ana kommyTtaTtopa c IP-agpecom 192.168.1.239:

username@username-system:~$ ssh -1 admin 192.168.1.239 "show clock"
admin@192.168.1.239's password:

*10:12:59 UTC Jun 10 2019

No time source

Time from Browser is disabled

KomaHpgpbl, Tpebylowme nogresep:aeHuna (Hanpumep: write, reload u ap.), }kayT BBoga noarsep-

)KAEHVIﬁ M TONIbKO NOTOM coeanHeHue SSH pa3pbiBaeTcAa.

5.22 }XypHan aBapui, npotokon SYSLOG

CUCTEMHBIE 3KYPHasbl MO3BO/IAIOT BECTU UCTOPUIO COBBITUI, NPOM3OLLEALINX HA YCTPOMCTBE, @ TaKKe
KOHTPOJIMPOBaTb NpousoLesine cobbiTusA B peasibHOM BpemMeHW. B 3)KypHaa 3aHOCATCA cOObITUA CEMU TUMOB:
ypesBblYaliHble, CUTHaNbl TPEBOTM, KPUTUYECKME W HEe KpUTUYECKMe OWMUbKM, npesynpexRaeHus,
yBeAOMAEHNA, UHPOPMALMOHHbBIE M OTNAZ0UHbIE.

KomaHObI pexcuma 2106aa6Hol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasbHon KoHdUrypaLmm:

console (config) #

Tabnnua 224 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMOAYaHUIo
logging on BK/tOYaET perncTpaLmio 0TAag0uHbIX COOBLLEHNI 1
coobuieHunit 06 owmnbkax
no logging on BbIK/IlOYaET perncrTpaumio oTNag0uHbIX COObLLEeHUN U

—/pernctpauus BkoYeHa | cooblueHuii 06 olmnbKax.
Mpu BbIKNIOYEHHOI PerucTpaLmmn oTnagouHble co-
V obuweHuna n coobweHns 06 ownbkax 6yayt nepe-
AaBaTbCA Ha KOHCOb.
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logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

no logging host
{ip_address | host}

host: (1..158) cumBon0B;
port: (1..65535)/514;

level: (cm. Tabnnuy 226);

facility: (local0..7)/local7;
text: (1..64) cumsonos

BK/toYaeT nepesayy aBapuinHbIX M OTNAA0UHbIX COOBLLEHMIA
Ha yaaneHHbl SYSLOG cepsep.

- ip_address— IPv4 nnun IPv6-agpec SYSLOG-cepBepa;

- host — ceteBoe ums SYSLOG-cepBepa;

- port — Homep NopTa A1a nepeaayn coobeHuni no
npotokony SYSLOG;

- level — ypoBeHb BaKHOCTU COOBLLEHWNI, NepesaBaemMblX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepefaBaemas B COObLLEHUSAX;

- text — onuncaHue SYSLOG-cepBepa.

YaanaeT BbIOpaHHbIV cepBep U3 CNMcKa UCNob3yembixX
SYSLOG-cepBeposB.

logging console [level]

no logging console

level: (cm. Tabanuy
226)/informational

Bk/to4aeT nepeaady aBapuUnHbIX UAN OTA3A0UHbIX
co06LLEeHMNI BbIBPAHHOTO YPOBHA BaXKHOCTU HA KOHCO/b.

BbIk/toyaeT nepenayvy aBapuiHbIX UM OTNAA04HbIX
COObLLEHMI HA KOHCO/Tb.

logging buffered [sever-
ity_levell

no logging buffered

severity_level: (cm.
Tabavuy
226)/informational

BkntoyaeT nepenayy aBapuinHbIX AN OTNIAL04YHBIX
co06LLEeHMI BbIBPAaHHOTO YPOBHSA BaXKHOCTU BO BHYTPEHHU
bydep.

BbIk/tovaeT nepenayvy aBapuiHbIX UM OTNAA04HbIX
coobuieHnin Bo BHyTpeHHUI bydep.

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3meHAeT KonnyecTso coobLueHi, 3anoOMUHaEMbIX BO
BHYTpeHHeMm bydepe. HoBoe 3HaueHue pazmepa bydepa
NPUMMEHUTCA Noc/ie nepesarpy3kn yCTpomncTsa.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

logging file [level]

level: (cm. Tabnuuy 226)

BkntouaeT nepenayy aBapuinHbIX AN OTIAL04YHBIX
€006 LEeHNIM BbIBPAHHOTO YPOBHSA BaXKHOCTM B haiin KypHana.

no logging file /errors BblkntoyaeT nepesayy aBapuUMHbIX UAW OTNAL0YHbIX
coobuieHnin B daiin xypHana.
aaa logging login 3aHOCUTb B KYpPHanbl COBLITUA ayTEHTUDUKALMMY,
aBTOpU3aLmMK 1 yyeTa (AAA).
- - —/BKNOYEHO
no aaa logging login He 3aHOCUTb B KypHanbl cobbITUA ayTeHTUDUKALMMK,
aBTOpU3aLMK U yyeTa (AAA).
logging events BK/ItOYaET perncTpaLmio U3SMEeHEHUSA cTaTyca MHTepdencoB B
spanning-tree STP.
port-state-change
—/BKAKOYEHO

no logging events
spanning-tree
port-state-change

OTKAIOYAET perncTpaLmo U3SMeHeHna cTaTyca MHTepdencos B
STP.

logging events
spanning-tree
topology-change

no logging events
spanning-tree
topology-change

— /BbIKOYEHO

BKntoyaeT perncrpaumio MsmeHeHui Tonosormm 8 STP.

OTKNIOYAET PerucTpaLmio U3MeHeHnin Tonoaorum B STP.

logging events
spanning-tree root-
bridge-change

no logging events
spanning-tree root-
bridge-change

— /BbIKOYEHO

BK/tOYaeT perncTpaLmio cMeHbl root bridge.

BbIK/IlOYaEeT perncTpaumio cMeHbl root bridge.

logging cli-commands

no logging cli-commands

—/oTKAOYEHO

BkntoyaeT normposaHue BBeaeHHbIx B CLI KOmaHg,

OTKAKOYaeT norMposaHue BBeAeHHbIX B CLI KomaHa,.

file-system logging
{copy | delete-rename}

no file-system logging
{copy | delete-rename}

Mo ymonyaHuio
perncrpauma BkaYeHa

BkAtoyaeT pernctpaumio cobbiTnin hbannoBom cuctemsl.

- COpy — perucTpaumsa coobLieHui, CBA3aHHbIX C onepaLusamm
KonupoBaHua ¢aiinos;

- delete-rename — pervcTpaymsa coobLeHnin, CBA3aHHbIX C
yoaneHnem gpaiinos U nepeMmeHoBaHMEM OnepaLuii.

BbIKk/tOYaeT perncrpaumio cobbitnii GpainosBol cuctemsl.
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management logging
deny

no management logging
deny

Mo ymon4yaHuo
perucTpauma BKAOYEHA

BkatouaeT perncrpaumio cobbiTuii 0 3anpeTte fAocTyna K
yNpaBaeHWI0O KOMMYTaTOPOM.

BbIK/IlOYaEeT perncrTpaumio cobbiTuii 0 3anpete gocTyna K
yrpas/sieHno KOMMYTaTOPOM.

logging aggregation on

no logging aggregation on

—/OTKAIO4YEHO

BKAtoyaeT KOHTPOIb arperaymm syslog-coobuieHni.

OTKAloYaeT arperaymio syslog-coobuieHuit.

logging aggregation
aging-time sec

no logging aggregation
aging-time

sec: (15..3600)/300 cekyHA,

YCcTaHaBAMBaET BPeMA XpaHeHUA CrpynnupoBaHHbIX syslog-
CoO0bLLEHMIA.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

logging service cpu-rate-
limits traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpv6-
snooping, igmp-snooping,
mld-snooping, sflow, log-
deny-aces, vrrp)/—

BK/ItO4aET KOHTPO/Ib OrPaHUYEHMA CKOPOCTU BXOAALLMX
dpelimoB ana onpeneneHHoro TMna TpaduKa.

OTKANtoYaeT ormposaHme.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

—/HeT

3apgaeT napameTp, KOTOPbIN ByAeT MCNob30BaTbCA B
KauecTse ngeHTudMKaTopa xocrta B syslog-coobLieHusx.

Mcnonb3oBaTtb 3HaYEHME MO YMOIYAHMIO.

logging source-interface
{gigabitethernet gi_port |
tengigabitethernet

te port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan
vlan_id}

no logging source-
interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonb3osaTh IP-agpec ykazaHHOro nHtepdeica B Kayectse
ncTovHuKa B IP-naketax npotokona SYSLOG.

Mcnonb3osaTb IP-agpec ucxoasuiero nHtepdeiica.

logging source-interface-
ipv6 {gigabitethernet
gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan
vlan_id}

no logging source-
interface-ipv6

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonb3osaThb IPv6-agpec yKazaHHOro UHTepdelica B
KayecTBe UCTOYHMKa B IP-nakeTax npotokona SYSLOG.

Mcnonb3osatb IPv6-aapec ucxogaLero nHtepoeica.

system dry-contacts
enable [initial-state state]
cause alarm

no system dry-contacts
enable

state: (nc-com/no-com)
/BbIK/IOYEHO

BK/toYaeT paboTy NepeKoYeHNs CyXMX KOHTAKTOB Npu
BO3HMKHOBEHMM aBapMIMHOro cobbITuA.
- state — NONOXKeHNe KOHTAKTOB, KOTopble GUKCHMPYIOT
aBapuio.
TonbKo gns ycrpoiicte MES3508, MES3508P m
MES3510P.

Bk/toyaeT paboTy nepektoyeHmsa CyXMx KOHTAKTOB Npu
BO3HMKHOBEHMWM aBapUIiHOro CobbITUS.

alarms event erps ring-
protection

no alarms events erps
ring-protection

— /BbIK/OYEHO

BK/tOYaeT NepeKk/ioyeHne CyXMX KOHTaKTOB Mo cOBbITMIO
pa3pbiBa KONbLA erps.
' Tonbko pna ycrpoiicts MES3508, MES3508P u
MES3510P.

BbIK/IIOYaET NepeKIoYeHNE CyXMX KOHTAKTOB MO COBbITUIO
paspbiBa KosbLa erps.
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alarms events poe usage-
threshold-exceeded

no alarms events poe
usage-threshold-
exceeded

— /BbIKAOYEHO

BK/IlOYaET NEpEK/IoYEHME CYXMX KOHTAKTOB MO cOBbITUIO

HencnpasBHOCTN POE-KOHTpONepa nnun ero neperpysku.
Tonbko gna ycrpoiicte MES3508, MES3508P u
MES3510P.

BbIKNtOYaAET NEpPEKIOYEHNE CYXMX KOHTAKTOB MO COBbLITUIO
HeucnpasHoCcTH POE.

alarms events power-

supply [power-supply]
not-present

no alarms events power-

supply [power-supply]
not-present

power-supply:
(1..2)/BbIKNIOYEHO

BkAtoyaeT paboTy nepeKkntoHeHUs CyXMxXx KOHTaKTOB Npu OT-
KAtoYeHUn 610Ka NUTaHuA.
Tonbko gna ycrpoiicte MES3508, MES3508P m
MES3510P.

BbIKk/toYaeT paboTy NepekatoYeHNsa CyXMX KOHTAKTOB Npu
OTKAtoYeHMM 610Ka NUTaHKA.

alarms events sensors
critical-temperature

no alarms events sensors
critical-temperature

— /BbIK/OYEHO

BkatoyaeT paboTy NepekNtovYeHMAa CyxMx KOHTAKTOB Npw
BO3HWKHOBEHUWN KPUTUYECKOWN TemnepaTypbl Ha Temnepa-
TYPHbIX AaT4MKaX.
| Tonbko gnsa ycrpoiicte MES3508, MES3508P u
MES3510P.

BbIk/touaeT paboTy NepeKIOYEHNsA CYXMX KOHTAKTOB Npu
BO3HWMKHOBEHUM KPUTUYECKOI TemnepaTypbl Ha
TeMnepaTypHbIX AaTYMKaX.

KomaHObI pexcuma KoHgu2ypayuu uHmepapelica Ethernet

Bua 3anpoca KoMaHAHOM CTPOKM B pexnume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabnuua 225 — KomaHapl pexkuma KoHpUrypaumm nHtepoderica

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeilicmeue

alarms events link-status
[status]

no alarms events link-status
[status]

status: (up/down)
/BbIKNIOYEHO

BkntoyaeT paboTy NepeKktoYeEHMA CYXMX KOHTAKTOB Npwu
MU3MEeHEeHWM onepaTUBHOrO CTaTyca UHTepdelica.
Tonbko pgna ycrpoiicte MES3508, MES3508P wm
MES3510P.

BbIkntouaeT paboTy NepekntoueHUs CyxmMx KOHTaKTOB Mpu
M3MEHeHWM onepaTUBHOrO CTaTyca UHTepdeiica

Kaxkpoe cooblieHne nmeeT CBOMN ypoBeHb BaXHOCTU; B Tabaule 226 npuseneHbl TUMbl COOBLLEHNI B

nopAagke Y6bIBaHMFI MX BaXXHOCTWU.

Tabnuvua 226 — Tunbl Ba*KHOCTU COOBLLEHWUI

Tun eaxcHocmu coobujeruli

OnucaHue

B cucteme npounsowwna Kputnyeckas ownbKa, cMcTema MoXKeT paGOTaTb

YpesBblyaHble (emergencies)
HenpasuIbHO.

CurHans! Tpesoru (alerts) HeobxoanMo HemeaNneHHOEe BMeLLaTeIbCTBO B CUCTEMY.

KpuTnueckume (critical) B cucTeme npounsoluna KpUTUYeckan owmnbKa.

OwwnbouHble (errors) B cucteme npousoluna owmnbKa.

MpeaynpexaeHus (warnings) MpeaynpexaeHune, HeaBapuitHoe cooblueHue.

YBegomneHnus (notifications) YBegomieHne cucTembl, HeaBapuitHoe coobLieHue.

MHdbopmaumoHHble (informational) MHPopMaLMOHHbIE COOBLLEHUA CUCTEMBI.
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OTnazouHble coobLLeHMA, NPeoCTaBAAT N0Ab30BaTeN 0 MHGOPMALNIO

OTnapouHble (debuggin . .
A ( gging) 0151 KOPPEKTHOM HACTPOMKM CUCTEMDI.

KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 227 — KomaHga pexuma Privileged EXEC ana npocmoTpa daiina KypHana U aBapumnHbIX COObITUI

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o yMOAYAHUIO
clear logging — Ypansaet Bce coobuieHns s BHyTpeHHero bydepa.
clear logging file — Ypanset Bce coobuieHus us paina KypHana.
show logging file OTObparkaeT COCTOSIHME KYPHAa, aBapuiiHble U OTAaL04HblE
- cooblueHus, 3anncaHHble B paline KypHana.
show logging _ OTObparkaeT COCTOsHME }KYPHANa, aBapuiiHble U OTNaL04YHblE
coobuieHunn, 3anncaHHble BO BHYTpeHHem Bydepe.
show syslog-servers — OTobparkaeT HaCTPOMKKN ANA yaanéHHbIx syslog-cepsepos.
show alarms OTobparkaeT BClo MHOOpMaUuto 06 aBapuIAHbIX COBLITUAX.
— TonbKo pna ycrpoiicte MES3508, MES3508P u
MES3510P.
system dry-contacts [dry- MepeKkntoyaeT pexxMmbl PpaboTbl CyXMX KOHTAKTOB:
status] - lock — nepekntoyeHne Cyxmx KOHTAaKTOB MPOUCXOAMUT NO
cobbITUIO aBapuu;
dry-status: - unlock — no cobbITMIO aBapuM Cyxme KOHTaKTbl He byayT
(lock/unlock/toggle) repekntoyaTcs;
/unlock - toggle — NpuHYAUTENbHAA CMEHA NEPEKNIOYEHUA CYXUX
KOHTAKTOB.
Tonbko pna ycrpoiicte MES3508, MES3508P u
MES3510P.
show system dry-contacts OTobparkaeT TEKyLLME HACTPOMKMN CyXMX KOHTAKTOB.
— TonbKo gns ycrpoiicte MES3508, MES3508P m
MES3510P.

[Mpumepbl UCM1016308AHUS KOMAHO

- Bkntountb perncrpauyuio OLMNBOYHbIX C006LLI,EHI/II7I Ha KOHCOU:
console# configure

console (config)# logging on
console (config)# logging console errors

= OuunctuTb daiin KypHana:
console# clear logging file

Clear Logging File [y/n] y
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5.23 3epKanuposaHue (MOHUTOPUHT) NOPTOB

®YHKUMA 3epKaNNPOBaHNA MOPTOB NpeAHa3HAYeHa AN KOHTPO/IA CeTEBOro TpaduKa NyTem Nepecbiikm
KOMWIA BXOAALWMX U/UAN UCXOAALLMX NAKETOB C OAHOIMO MM HECKOIbKMX KOHTPOAMPYEMBIX NMOPTOB Ha OAMH
KOHTPOAMPYIOLWMIA NOPT.

MNpu 3epKanupoBaHun 6onee ogHoro ¢usmnueckoro UHTepdelica BO3MOXKHbl notepu TpaduKa.
° OT1cyTcTBME NOTEpb rapaHTUPYETCA TONbKO NPU 3epKaiMpoBaHUM og4HOro ¢pusmyeckoro nHrepdeinca

K KOHTpoaupyloLemy NOpPTy NPUMEHAIOTCA CAeaytolme orpaHMYeHns:
— MopT He MOoXKeT BbITb KOHTPOAMPYHOLLUM U KOHTPOANPYEMbBIM NOPTOM O4HOBPEMEHHO;
— MopT He MoXKeT BbITb YN1EHOM FPYNMbl NOPTOB;
— IP-uHTepdelic foNKeH OTCYyTCTBOBATL A4N1A 3TOrO NOpPTa;
— MpoTtokon GVRP gosKeH 6biTb BbIKAKOYEH Ha 3TOM MOPTY.

K KOHTpOoAMpyemMbiM NOPTaMm NPUMEHAIOTCA CAeayowme orpaHMyeHna:
— MopT He MOoXKeT BbITb KOHTPOAMPYHOLLUM U KOHTPOANPYEMbIM NOPTOM O4HOBPEMEHHO.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnuua 228 — KomaHapl pexkruma rnobanbHom KoHbUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no yMoan4YaHuto
port monitor mode 3afaeT pexum paboTbl nopTa
{monitor-only | network} - monitor-only — ¢pelimbl, nocTynatowme Ha nopT, oTbpackiBa-
—/monitor-only toTCA;
- network — no3BsosifeT BeCTM 06MeH AaHHbIMU.
no port monitor mode Bo3BpallaeT 3HauyeHMe Mo YMOAYaHMIO.
port monitor remote vian HasHauyeHune VLAN gna yaaneHHoro moHuTtopuHra (RSPAN), B
vlan_id [cos priority] [tx | rx] . KOTOpyto 6yayT NOMeLLaTbCA NAaKeTbl C KOHTPOAUPYEMBIX
vlan_id: (1..4094); N
Nt UHTepdelicos.
- priority: (0..7)/0
no port monitor remote vian Ypanernune VLAN gna yaaneHHOro MOHUTOPUHTA.
vlan_id

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:
console (config-if)#

[aHHble KoMaHAabl HeNb3A BbIMOJIHATD B peXXUme KoOHbUrypauum guanasoHa uHtepdein-
radl coB Ethernet.
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Tabnnua 229 — KomaHabl A0CTYMHbIE B peXMMe KoHpUrypauum nHtepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmesue

port monitor {remote | gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port} [rx | tx]

no port monitor {remote |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

BktoYaeT GYHKLMIO MOHUTOPUHIA HA HAaCTPanBaeMoOM
nHTepderice. [laHHbIN UHTEpdENC ByAEeT KOHTPOAUPYHOLLMM NOPTOM
017 YKa3aHHOTO B KOMaHAe KOHTPO/IMPyemoro nopra.
- gi_port, te_port, fo_port — KOHTpOAUPYEMbI NOPT;
- IX — KONWPOBaTb NaKeTbl NPUHATbIE KOHTPOIMPYEMbBIM NOPTOM;
- tX — KONMpPOBaTb MaKeTbl, NepesaHHble KOHTPOANPYEMbIM
nopTom;
Mpu OTCYTCTBMM NapameTpa rx/tx c KOHTPOAMpPYemoro nopTa
KOMUPYHOTCA BCE NAKETbI.
DYHKLMUA MOHUTOPUHIA MOXKeT 6bITb HaCTPOEHa Ha ABYX
nopTax o4HOBPEMEHHO

BbIK/tOYaET GYHKLMIO MOHUTOPUHIA Ha HAacCTPaMBaemMom
nHTepdelice.

port monitor vlan vian_id

no port monitor vlan
vlan_id

vlan_id: (1..4094)

BkatoyaeT GyHKLUIO MOHUTOPUHIA HA HAaCTPanBaeMOM
nHTepoerice. laHHbIN nHTepdeic byaeT KOHTPOMPYHOLWMM NOPTOM
o8 ykasaHHon VLAN.
MopT MOHMTOPUHIA HEe AO/MKEH NPUHAANEKATD K
V HacTpauBaemoit VLAN.

71 MoHuTopuHr VLAN MOXKeT 6biTb BK/IIOYEH IMLIb B TOM
c/lyyae, ec/im B cUCTEMe HacTpoeHo He 6onee ogHOro
KOHTpOAMpYloLero nopra.

/| ECnv KOHTPOIMPYIOLWMIE NOPT HAaCTPOEH paHee, TO TOIbKO
» 3TOT MOPT MOKET 6bITb UCNO/Ib30BaH AN MOHUTOPUHTa
VLAN.

Ypanaet ykazaHHyto VLAN U3 MOHUTOpPUHTA.

port monitor remote

no port monitor remote

BKAtoYaeT pyHKUMIO yaaneHHoro moHmTopuHra (RSPAN) Ha
HacTpanBaeMom uHTepdelice.

BbiKkntoyaeT GyHKLMIO yaaneHHOro moHuTopuHra (RSPAN) Ha
HacTpanBaeMom UHTepdelice.

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexxknme EXEC nmeet cneayowmin Bua;

console>

Tabanua 230 — KomaHgbl, AocTynHble B pexume EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show ports monitor

BbIBOANUT MHGOPMALLMIO MO KOHTPOIMPYIOLLUM U KOHTPOIMPYEMbIM
noptam.
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[pumepbl 8bINOAHEHUS KOMAHO

=  YcrtaHosuTb 13 Ethernet nHTepdeinc KoHTpoaunpytowmm ans 18 nHtepdeiica Ethernet. Becb Tpadumk
c 18 nHtepdeliica nepegasatb Ha 13.

console# configure
console (config)# interface tengigabitethernet 1/0/13
console (config-if)# port monitor tengigabitethernet 1,/0/18

= BbiBECTM MHGOPMALMIO MO KOHTPOIMPYIOLLMM U KOHTPOJIMPYEMbIM MOPTAM.

console# show ports monitor

RX: VLAN 5,
TX: VLAN 5,

tel/0/18

Port monitor mode:
RSPAN configuration
user priority 0
user priority O

monitor-only

Source Port Destination Port Type

tel/0/13 RX, TX

Status RSPAN

notReady Disabled

5.24 ®dyHKuua sFlow

sFlow — TexHoNOrnA, NO3BOAIOLLAA OCYLLECTBATD MOHUTOPUHT TPAadUKa B MAKETHbIX CETAX Nepesaym
OaHHbIX NYTEM YacTUYHOM BbIBOPKM TpadUuKa Aaa nocnenyowein MHKaNcyAaumm B cnewmnanbHblie coobeHus,
nepenaBaemMble Ha cepBep cbOpa CTaTUCTUKM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #

Tabnuua 231 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

dress | ipv6_address |

byte]

sflow receiver id {ipv4_ad-

ipv6z_address | url} [port
port] [max-datagram-size

no sflow receiver id

id: (1..8);
port: (1.. 5535)/6343;
byte: nonoxutensHoe
uenoe uncno/1400;
¢dopmar ipv4_address:
A.B.C.D;
¢dopmar ipv6_address:
XX Xe XX,
dopmar
ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumBonios

3apaeT agpec cepsepa cbopa ctatucTmkm sflow.

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-aapec;

- url — pomeHHoe UMSA XOCTa;

- port — HOMep NopTa;

- byte — maKkcMmanbHoOe KoimyecTBo 6aiT, KOTopoe MOXKET bbiTb
OTNPaBAEHO B OAMH NAKET AaHHbIX.

Ypansaet agpec cepsepa cbopa ctatnctmnkum sflow
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sflow receiver {source-in-
terface | source-interface-
ipv6} {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel | group | loopback
loopback_id | vlan vlan_id |
oob}

no sflow receiver source-in-
terface

vlan_id: (1..4094)
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..48)

3apaeT uHTepdelic yctpoiicTsea, IP-agpec Kotoporo 6yaeT ucnosb-
30BaTbCA MO YMOJIYAHUIO B KayecTBe afpeca UCTOYHMKA cbopa
CTaTUCTUKM.

YpanseT asHoe 3agaHue nHTepdelica, ¢ agpeca Kotoporo byaert
OTNPaBAATLCA CTaTUCTUKA sflow

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPuUrypaumnm nHtepdelica Ethernet:

console# configure
console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if)#

fortygigabitethernet fo port}

Tabnunua 232 — KomaHab! pexkuma KoHdpurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue

110 ymMon4aHuro

Aelicmesue

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (0..8);
bytes: (20..256)/128
6anT

3afaeT cpegHIo CKOPOCTL BbI6OPKM NakeToB. MTorogas ckopocTb
BbIGOPKM cumTaeTcs Kak 1/rate*current_speed (current_speed —
TEKyLLasa CpeaHasn CKOPOCTb).

- rate — cpegHAn CKOPOCTb BbIGOPKM NaKeTOB;

- id — Homep sflow-cepBepa;

- bytes — makcumanbHoe Konmnyectso 6aiT, KoTopoe byaer
CKOMMPOBaHO 13 obpasua nakera.

OTKAIOYaEeT CHETUUKMU BbI60pKM Ha nopTy.

sflow counters-sampling
secid

no sflow counters-sampling

sec: (15..86400)
CeKyHA;
id: (0..8)

OnpegaenseT MakCMMasbHbIM MHTEPBaa MeXAY YCneLHbIMU
BbI6OPKaMM MaKeToB.

- SeC — MaKCMMasbHbI MHTEPBaN MeXay BbIOOpKaMU B CEKYHAAX.
- id — Homep sflow-cepBepa (3apgaeTcs komaHaoit sflow receiver 8
rnobanbHOM peskmme KoHdurypaumm).

OTKAOYAET CHETUMKM BbIBOPKM Ha NOPTY.

KomaHOwbi pexcuma EXEC

3anpoc KomMaHAHOW CTPOKM B pexknme EXEC nmeet cneayowmin Bua;

console>

Tabnnua 233 — KomaHgbl, AocTynHble B pexume EXEC

KomaHda

3HayeHue/3Ha4yeHue

no ymon4aHuro

Aelicmeue

show sflow configuration
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet

fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

BbiBOAMT HacTpoiku sflow.
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clear sflow statistics [giga- Ounwaet ctatUcTmRy sFlow. Ecnm nHtepdelic He ykasaH,
bitethernet gi_port | tengi- KOMaH/a O4YmLLeT BCe CHETYMKM CTAaTUCTUKK SFlow.
gabitethernet te_port | for-
tygigabitethernet fo_port]

show sflow statistics [giga- OTOb6parkaeT cTaTUCTUKY sFlow.
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port]

[pumepbl 8bINOAHEHUS KOMAHO

= YcraHosuTb IP-agpec 10.0.80.1 cepsepa 1 ansa cbopa cratuctukm sflow. Ana ethernet-untepdeiicos
te1/0/1-te1/0/24 ycTtaHOBUTL CPpeaHIO CKOPOCTb BbIBOPKK NakeToB — 10240 K6UT/c U MaKCUManb-
HbI MHTEPBAN MeXAY YcnewHbiMU BbibopKkamm naketos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range)# sflow flow-sampling 10240 1
console (config-if)# sflow counters-sampling 240 1

5.25 ®YHKUMU AMArHOCTUKU PU3NUYECKOro YPOBHA

CeTeBble KOMMYTATOpbl coAepKaT annapatHble M MNpPOrpamMmHble CpeacTBa ANA  AMArHOCTUKM
dunsnyeckmx nHTepdeincoB U NHKIK cBA3KN. B nepeyeHb TeCTUPYEMbIX NAPAaMETPOB BXOAAT Cneaytowme:

[ns aneKkTpuyecknx nHTepdencos:
—  A/MHa Kabens;
—  paccTosHMe A0 MeCTa HEMCNPABHOCTM — 06pPbIBa MAKN 3aMblKaHMA.

[ns ontnyeckux nHtepoeicos 1G n 10 G:
— napameTpbl MUTAHUA — HaNpPAXKEHWe U TOK;

— BbIXOAHaA onNTU4YeCKaa MOLLHOCTb,
— ONTU4YeCKaa MOLWHOCTb Ha npuneme.

5.25.1 flJuazHocmuka medHo20 Kabens

KomaHOowbi pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnuua 234 — KomaHabl ANarHOCTUKM meaHoro Kabens

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro

test cable-diagnostics tdr BbINo/IHAET BUPTyasibHOE TECTUPOBaHWE Kabens AN ykasaHHOro
[all | interface gigabitether- gi_port: (1..8/0/1..48) nHTepodeiica.
net gi_port ] - all — pnsa Bcex uHTepdelicos
show cable-diagnostics tdr OTo6parkaeT pesyabTaTbl NOCAEAHErO BUPTYa/IbHOrO TECTUPOBAHMSA
[interface gigabitethernet gi_port: (1..8/0/1..48) Kabens gna ykasaHHoro uHtepoeiica.
gi_port]
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test cable-diagnostics tdr- BbINO/IHAET BUPTyaslbHOE TECTUPOBaHME Kabens ¢ HU3KOM
fast [all | interface giga- gi_port: (1..8/0/1..48) | TOUHOCTbIO ANA YKa3aHHOTO UHTepdeiica.
bitethernet gi_port ] - all — pnsa Bcex uHTepdelicos

OTO6parkaeT NPeAnoNOKUTENbHYIO A/IMHY Kabens, NOAK/IYEHHOro

K YKa3aHHOMY UHTepdeiicy (ecnm Homep NopTa He 3a4aH, To

show cable-diagnostics ca- . KOMaHZa BbINOAHAETCA A1 BCEX MOPTOB).

ble-length [interface giga- gi_port: (1..8/0/1..48) UHTepdeiic ponxkeH 6biTb aKTMBHbLIM U paboTaTtb B

bitethernet gi_port] V pexxume 1000M6ut/c nnn 100M6mT/c. LnarHoctnka
noaAepX1BaeTca TONbKO Ha HTepdeiicax

GigabitEthernet.

[pumepbl 86IN0AHEHUA KOMAHO:

= [lpotectuposatb nopt gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

5324#test cable-diagnostics tdr interface gi0/1

Cable on port gil/0/1 is good

5.25.2 fluaezHocmuKka onmu4yecKko2o mpaHcueepa

(DyHKuMﬂ ANArHOCTUKMN MNO3BONIAET OLEHUTb TeKyuwee COCTOAHME ONTUYECKOro TpaHCcMBeEpPa W
OMNTMYECKOM IMHUM CBA3MW.

Bo3MOKeH aBTOMaTMUYECKUIA KOHTPOIb COCTOAHUA IMHUI CBA3K. 1A 3TOr0 KOMMYTaTop NEPUOANYECKU
onpalnBaeT napameTpbl ONTUYECKUMX WHTEPdECcoOB M CPaBHMBAET WX C MOPOrOBbIMM 3HAYEHUAMM,
3aflaHHbIMM MPOU3BOAUTENAMM TpaHcMBepoB. [lpu BbiIXOAE MapameTpoB 3a AONyCTUMble npeaesnsbl
KommyTaTop GopmMuMpyeT NpeaynpexKaaloLlimne 1 aBapuiiHble coobLeHuUS.

KomaHOobi pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxnume EXEC umeet cneayowmii Bua;

console>

Tabnumua 235 — KomaHaa AMarHoCTUKKM ONTUYECKOro TpaHcueepa

3HayeHue/3Ha4yeHue
Mo ymon4YaHuro
show fiber-ports opti- Oto6paskaeT pe3ynbTaTbl ANarHOCTUKM ONTUYECKOro TpaHcuBeepa.
cal-transceiver [detailed]
[interface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

KomaHoa Aelicmeue

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

[Mpumep 8b6IM0AHEHUS KOMAHObI:

swl# show fiber-ports optical-transceiver interfaceFortygigabitEthernet
1/0/1

Port Temp Voltage Current Output Input LOS Transceiver
Power Power Type
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fol/0/1

Temp

Voltage
Current
Output Power
Input Power
LOS

OK

OK OK
OK
OK

OK

N/S OK No Fiber
OK No
OK No
OK No

- Internally measured transceiver temperature
- Internally measured supply voltage

- Measured TX bias current

- Measured TX output power in milliWatts/dBm

- Measured RX received power in milliWatts/dBm
- Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning,

E - Error

Tabnumua 236 — MNapameTpbl ANArHOCTUKM ONTUUYECKOrO TPaHCUBeEpPa

Mapamemp 3HaveHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpsaxeHne nuTaHuA TpaHcMBepa.
Current OTKNOHEeHWe TOKa Ha nepejave.
Output Power BbIxoAHaA MOLLHOCTb Ha nepegaye (MBT).
Input Power BxoAHas MOLLHOCTb Ha npueme (MBT).
LOS MNoTepA curHana.

3HayeHnA pe3ybTaToB ANATHOCTUKMU:

— N/A — HepocTynHo,
— N/S — He noaaepskmBaeTcs.

5.25.3 [lJuazHocmuka uHOUKayuu uHmepdgeiicos

KomaHOobi pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxume EXEC umeet cneayrowmii Bua;

console>

Tabnunua 237 — KomaHapl AMarHOCTUKN MHANKALUMU UHTEpdeicoB

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

test led port mode { force-
on | force-off |force-blink
| default [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-

bitethernet fo_port | all]}

gi_port: (1..8/0/1);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
/default all

BKAtOUYNTL HEOBXOAMMBIN PEXUM pPaboTbl MHAMKAUUKN MHTepdeca
- force-off — BbIK/ItOYEH;
- force-on — ropuT NOCTOAHHO;
- force-blink — muraHue;
- default — pexxum paboTbl CBETOBOM MHAMKALMWN NOPTOB,
OMWCaHHbIN B NYHKTE 2.4.4;

V- TonbKo ana ycrpoiicts MES5324.

show led port mode [giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet

fo_port]

0OT06pa3snTb MHHOPMALMIO O pexRMMe PaboTbl MHAMKALMMN Ha
MHTepodeiice.
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5.26 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHusi o6 ypoBHe obcny:kmBaHUsA B IP-ceTax) — TEXHOMOrMs aKTMBHOIO MOHWTOPUHIA,
MCNONb3YOLWAACA AN U3MEPEHMA NapameTpoB BbICTPOAENCTBUA KOMMbBIOTEPHbIX CETEN M KayecTBa nepesaym
AaHHbIX. AKTUBHbIA MOHUTOPUHT NPeACTaBAseT COHON NPOAOMKUTENBHYIO LMKANYECKYIO reHepaLmto TpaduKa,
c60p MHPOPMALMM O ero NPOXOKAEHUN NO CETU U BEAEHUE CTAaTUCTUKW.

Ha faHHbI MOMEHT 3MepeHME NAaPaMETPOB CETU MOXKET OCYLLECTBAATLCA C UCMOJ/Ib30BaHME NPOTOKOA
ICMP.

Mpu Kaxxgom BbinonHeHUn onepauum ICMP Echo yctpolictBo otnpasasaeT ICMP Echo request coobuieHne
Ha agpec HasHayeHun, oXunaaeT nonyyeHnn coobueHma ICMP Echo reply B TedeHUM 3a4aHHOIO MHTEPBana Bpe-
MEHMU.

C oaHoit IP SLA onepaumelt MOXKHO CBA3aTb HECKO/IbKo 06bekToB TRACK. CocTosHMe obbekTa TRACK um3-
MEHAETCA B MOMEHT M3MeHeHUA cocToaHus IP SLA onepaumm, nmbo c 3agaHHOMN 3a4ePHKKON.

Mpn M3MEHEHMUN COCTOAHMUA TPEKA BO3MOXHO BbIMOJIHEHME MaKpPOKOMaHA. MaKpOKOMaHAbl BbINOAHA-
0TCA B peXkume rnobanbHoro KoHGUrypuposaHua. 1A BbINONHEHMA KOMaHA pexmma privileged EXEC KomaHapl
HeobxoaMMO AONONHUTL NpedmKcom do. KomaHabl co3gaHua Habopa MmakpoKomaHg, npuseaeHbl B Tabanye 38.

Ona ncnonbzosaHua GyHKUMK IP SLA HeobXx0A4MMO BbINOAHUTL Caeaytolime AeUCTBUA:

— CospgaTb onepaumio icmp-echo 1 ckoHpUrypmupoBsaThb eé.

— 3anyctutb BbIMOJIHEHME OMNepaLymu.

— CosgaTtb TRACK 06beKT, cBA3aHHbIN C KOHKpeTHOM IP SLA onepaumelt U CKoHGMrypmnpoBaTb ero.

— Tpun HeobxoAMMOCTH, CO34aTb MaAKPOChl, BbIMNOJHAEMbIE MPU U3MEHEHUN COCTOAHUSA O0ObBEKTA
TRACK.

— [pocmoTpeTb CTaTUCTMKY, MPU HEOBXOANMMOCTU, OUUCTUTL ee.

—  [pn HeobxoANMMOCTU, MPEKPATUTb BbINONHEHWE ONEpaLLUN.

KomaHObI pexcuma 2a06asnab6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUrypaLmm:

console (confiqg) #

Tabnnua 238 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHuUe .
KomaHoa / Aelicmeue
no ymon4aHuro

ip sla operation MNepexogunT B pexum KoHPurypmuposaHusa IP SLA onepaumm

- operation — HOMep onepaumu.

no ip sla operation Ypansaert IP SLA onepauuio.

- operation — HOMep onepauuu.

- life — Bpems, B TeyeHWe KOTOpPOro onepaunsa ByaeT BbINOAHATLCA.
- start-time — Bpemsa 3anycka.

3anyckaeT Ha BbinoaHeHue |IP SLA onepauuto.

- operation — HOMep onepauuu.

- life — Bpems, B TeyeHWe KOTOPOTro onepauna byaeT BbINOAHATLCA.
- start-time — Bpemsa 3anycka.

operation: (1..64)

ip sla schedule operation life

i . R tion: (1..64);
life start-time start-time operation: ( )

life: (forever);
start-time: (now)

no ip sla schedule operation Mpekpawaet BbinonHeHue IP SLA onepauuu.
- operation — HoMep onepauuu.
track object ip sla operation Co3paeT TRACK 06beKT, KOTOpbI ByAeT oTCnexKMBaThb cocTosiHme IP
state object: (1..64); SLA onepauuu.
operation: (1..64) - object — Homep TRACK obbekrTa.

- operation — Homep IP SLA onepauuu.
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no track object ip sla Yaanaetr TRACK 06bekT.
- object — Homep TRACK obbeKTa.

logging events ip sla opera- BKntoyaeT BbIBOZ cO0bLLEHMI 06 M3MeHeHUH cTaTyca IP SLA onepa-

—/BKAKOYEHO

tion-state-change L.
no logging events ip sla oper- BbIKNtoYaeT BbIBOZ CO0bLEeHMIA 06 M3meHeHun cTaTyca IP SLA one-
ation-state-change pauuu.
logging events ip sla track- BKAtoyaeT BblBOA, COOBLWEHNI 06 U3MEHEHUM CTaTyca TpeKa.
gging p — /BKNIOYEHOD a L ycaTp

state-change

no logging events ip sla track- BbIKkNtOYaEeT BbIBOA, COOOLWEHMA 06 M3MEHEHMM CTATyca TPeKa.
state-change

Tabnuua 239 — KomaHabl pexmma co3gaHuma onepaunii IP SLA

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymMmon4YaHuro
icmp-echo {A.B.C.D [ host } MepexoauT B pexmm KoHburypuposarua ICMP ECHO one-
[source-ip A.B.C.D] host: (1..158) pauuu.
C1mBoO/I0B -A.B.C.D — IPv4-appec y3na ceTu;
- host — pomeHHoe 1MmA y3na ceTu.

KomaHObI pexcuma KoHguaypuposaHusa IP SLA ICMP ECHO onepauuu

Bupg, 3anpoca KOMaHAHOM CTPOKK B perknume KoHourypmposaHma IP SLA ICMP ECHO:
console (config-ip-sla-icmp-echo) #

Tabnnua 240 — KomaHabl pexuma KoHpurypuposaHua onepaumm ICMP Echo

3HavyeHue/3Ha4yeHue no "
KomaHoa / Aelicmeue
YMOAYAHUIO

YcTtaHaBnAuBaeT YactoTy nostopeHua ICMP ECHO onepauuu.

frequency secs
- §ecs — 4acToTa, B CeKyHAax.

secs: (10..500)/10 cek
YcTaHaBAMBaeT  3HAYeHWe  4acToTbl  MOBTOPEHWA MO
YMOIYaHMIO.

no frequency

YcTaHaBAMBaeT A/MHY TakimayTa, No MUCTEYEHUMU KOTOPOro,
ecnn He npuwen ICMP-oTeeT, onepaumsa byaeT cymTaTbCA
msecs: (50..5000)/2000 mc | HeyAauHoW.

- msecs — TaMayT, B MUININCEKYHAAX.

no timeout YCcTaHaBAMBaET 3HaYeHWe TalmMayTa No YMOYAHUIO.
YcTaHOBUTL KosiMyecTBo 6aiiT, nepesasaembix 8 ICMP-nakeTe
B KauecTBe AaHHbIX (payload).

- bytes — KonuyecTso 6alT.

timeout msecs

t-data-size byt
request-data-size bytes bytes: (28..1472)/28 6Gaiit

no request-data-size YCTaHOBUTb 3HaYeHWE KoAnYecTsa 6anT No yMmoI4aHuto.
' Ona HopmanbHoro BbinoaHeHuAa onepauuu ICMP Echo pekomeHayetca ycTaHaBAMBaTb
e 3HauyeHue YacToTbl BbINO/IHEHUA onepauun 60ablIMM, YeM 3HAYEeHUe TalimayTa onepa-
uuu.

KomaHObI pexcuma KoHgu2ypuposaHus mpeKa

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoOHGUIyprupoBaHuUsa Tpeka:

console (config-track) #
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Tabnunua 241 — KomaHab! pexuma rnobanbHoMn KoHduUrypaumm

KomaHoa 3HaveHue Aeilicmeue
delay {up secs down secs | YcTaHaBAnBaeT 3afepXKy Ana cmeHbl coctoaHmna TRACK
up secs | down secs} obbeKTa, Npu nameHeHun coctosHusa IP SLA onepaumu.

- Secs — 33JeprKKa, B CEKYHAAX.
- Up — 3aZeprKKa U3MEHEHUA COCTOAHUA, MPU NPU U3MEHEHUM
onepauumn B coctosHne OK;

- down — 3apepKKa U3MEHEHUA COCTOAHUA, MPU U3MEHEHUU
onepaumu B coctosaHue Error.

no delay [up] [down] YpanaeT 3afiepiKKy.

secs: (1..180)/0

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:
console#

Tabanua 242 — KomaHgbl pexkuma privileged EXEC

KomaHoa 3HaveHue Aelicmeue
show ip sla operation OTobparkaeT MHOOPMALMIO O HACTPOeHHbIX [P SLA
[operation] operation: (1..64) onepaumsax.
- operation — HOMep onepauuun.
show track [object] OTobparkaeT nHbGOpMaumio O HacTpoeHHbix TRACK
object: (1..64) obbeKTax.
- object — Homep ob6beKTa.
clear ip sla counters . O6HynseT cyeTumkm IP SLA onepauum.
[operation] operation: (1..64) - operation — Homep onepaLun.

Mpumep HACTPOMKMK, NpefHaA3HAYEHHON ANA KOHTPOAA y3na cetn ¢ agpecom 10.9.2.65 ¢ otnpasKomn
icmp 3anpoca Kaxkable 20 cekyHA, BpemeHem OTBeTa Ha icmp 3anpoc He npesbiwatowmm 500 mc 1 pasmepom
OaHHbIX 92 6aliTa; 3ageprkka cMmeHbl coctosiHMA TRACK obbekTa — 3 ceKyHAbl; NPU M3MEHEHMMU COCTOAHMA
TRAC ob6beKTa BbinonHAoTca Makpocbl TEST DOWN u TEST_UP:

console# configure
console (config) # interface vlan I

console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if) # exit

console (config) # macro name TEST DOWN track 1 state down
Enter macro commands one per line. End with the character '@'.
int gil/0/11

no shutdown

@

console (confiqg) #

console (config) # macro name TEST UP track 1 state up

Enter macro commands one per line. End with the character '@'.
int gil/0/11

shutdown

@

console (config) #

console (config)# ip sla I

console (config-ip-sla)# icmp-echo 10.9.2.65
console (config-ip-sla-icmp-echo)# timeout 500
console (config-ip-sla-icmp-echo)# frequency 20
console (config-ip-sla-icmp-echo)

console (config-ip-sla-icmp-echo)

request-data-size 92
exit

#
#
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console (config-ip-sla)# exit

console (config)# ip sla schedule 1 life forever start-time now
console (config) # track 1 ip sla 1 state

console (config-track) # delay up 3 down 3

console (config-track)# exit

console (config)# exit

console#

Mpumep BbIBOAA CTaTUCTMKM ana onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: O

roe

— Operation state — TekyLee COCTOAHME onepaymm:
= scheduled — onepauua BbINOHAETCS;
=  pending — BbINOJIHEHME ONEpaLMM OCTAaHOBNEHO.
— Operation return code — Kop, 3aBepLUeHMA NocaegHen BbINoOJAHEHHON onepauuu:
=  OK — ycnelwHoe 3aBepLueHne npeablayLlei onepaumm;
= Error — Heyga4yHoe 3aBepLueHne nocneaHer nonbiTkM U3MepeHus.
— Operation Success counter — KOAWMYeCTBO YCMNELIHO 3aKOHYEHHbIX Onepauui.
— Operation Failure counter — KONNMYeCTBO HEYAAYHO 3aKOHYEHHbIX ONepauui.
— ICMP Echo Request counter — KONM4ecTBO NPOBEAEHHbIX 3aMyCKOB onepaumu.
— ICMP Echo Request counter — KONM4ecTBO Noay4YeHHbIX oTBeToB Ha ICMP 3anpoc.

ICMP Error counter — CY4€TUYMK, OTOBpPaXKatoWMiA KONNYECTBO U3MEPUTENbHbIX ONepaLnii, 3aKOHYMB-

LWNXCA C COOTBETCTBYHOWMM KOA0M OLINOKM.

5.27 dnekTponutaHue no nnHuam Ethernet (PoE)

Mogenn kommyTaTopos ¢ cyddpurcom ‘P’ B 0603HaYEHUM NOAAEPHKMBAIOT 3/IEKTPONUTAHNE YCTPOICTB
no nnHum Ethernet B cooTsetcTBuK ¢ pekomeHgaumnamm IEEE 802.3af (PoE) u IEEE 802.3at (PoE+) no Tuny pac-

NMUHOBKMK A.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkume rn1obanbHon KoHGUrypaumm:

console (config) #
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Tabnunua 243 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/ 3Ha4yeHue no

KomaHoa Aelicmeue
YyMOMYAHUKO
power inline limit-mode {port | Bbibop pexkrMma orpaHUYeHUs MOLLHOCTU
class} 3/1eKTPONUTAHUSA:
- port —orpaH14yeHune ycTaHaB/NIMBAETCA Ha OCHOBaHWUU
—/class A4MMUHUCTPATMBHbIX MAPaMeTPOB NopTa;
- class — orpaHuyeHue ycTaHaBAMBaETCA HAa OCHOBAHUM
KNacca NoAKAYEeHHOro YCTponcTBa
no power inline limit-mode Bo3spaluaeT 3Ha4YeHne No ymoayaHuio
power inline restart auto BKAtOUMTL aBTOMaTUYeCKnit pectapT PoE B ciyyae
oTKAoYeHusa PoE-KoHTpoanepa.
no power inline restart auto —/BKAtOYEHO YCTaHOBWUTb 3HaYEHWEe Mo yMoN4YaHuo. OTKNHOUUTD

aBTOMaTU4YecKkuit pectapt PoE B ciyyae oTkAoueHuna PoE-
KOHTpoOANepa.

power inline usage-threshold
percent

no power inline usage-threshold

percent: (1..99)/95

YcTaHaBAuBaeT nopor notpebasemolt MOLWHOCTH, Npu
KoTopom dopmupyetcs HPopmaLMoHHOe coobLieHre
(snmp trap) o npeBbilweHMU Nopora.

BoccTaHaBnvBaeT 3HavyeHMe Nopora N0 YMOAYAHUIO.

power inline traps enable

no power inline traps enable

— /BbIK/IOYEHO

PaspelweHune popmuposaHne MHPOPMALNOHHbIX
coobuieHunii ghs nogcuctemnbl PoE.

Bo3BpallaeT HaCTPOIKM K NapameTpam No YMOIYAHMUIO.

power inline inrush test disable

no power inline inrush test
disable

—/BKAKOYEHO

BkAtoyaeT nposepky inrush-Toka.

OTK/tO4aeT NpoBepKy inrush-Toka.

power inline disable

no power inline disable

— /BbIK/IOYEHO

OTKAtoYaeT ucnonb3osaHune PoE.
/ HacTpoiika BCTynuT B cuay ToNbKO nocne
nepesarpysKu ycTpoiicTea.

BkntoyaeTt ncnonbsosaHme PoE.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHduUrypauumn nHtepdeliica Ethernet:

console# configure

console (config)# interface gigabitethernet gi port

console (config-if) #

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx 249




HELTEX

Tabnnua 244 — KomaHgbl pexkuma KoHdpurypaumm nntepdeliica Ethernet

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

power inline {auto | never} KomaHga ynpasnaeT paboToit npoTokona obHapyxKeHna PoE-
[time-range range_name] YCTPOWCTB Ha UHTepdelice.

-auto — paspelaer paboTy NpoToKona obHapyxeHua PoE-
YCTPOWCTB Ha MHTepdelce 1 BKAOYAET NoAavy 3/1eKTponuTa-
HUA HA UHTepdeEliC;

-never — 3anpelyaeT paboTy npoTokona obHapykeHua PoE-
YCTPOWCTB Ha UHTepdelice U OTKOYAET Nogauvy 3eKTponuTa-
HUA;

range_name : (1..32)
CUMBONA;
—/auto

-time-range — BpemeHHOI UHTEPBas, B Te4EeHME KOTOPOro
nuTaHue byaeT nogaBaTbcA Ha MHTepdENC.

power inline powered-device [obasnaeT nponsBosbHOe onucaHue PoE-ycTpoiictea ans
pd_type pd_type:(1..24) NoMOLLM B aAMUHUCTPMPOBaHUM 060pya0BaHUA.

no power inline CMMBO/I0B/He 3a4aHO Yaansaert paHee 3agaHHoe onucaHue PoE-ycTpoiicTsa.
powered-device

power inline priority {critical | 3agaét npuopuTeT nHTepdeiica PoE npu ynpaBaeHUU anek-
high | low} TponuTaHWeMm.

- critical — ycTtaHaBnMBaeT HaMBbLICLUIMIA NPUOPUTET SNEKTPO-
NMUTaHUA. DNEKTPONUTaHWE NOPTOB C TaKUM NpuoputeTom by-
AeT NpeKpalLaTbca B NOCAEAHIO o4Yepesb Npu neperpyske
cucrtembl PoE;

- high — ycTaHaBAnBaeT BbICOKMI NPUOPUTET 3N1EKTpONUTa-
HUA;

- low — ycTaHaBAMBAET HU3KUI NPUOPUTET INEKTPONUTAHUA.

—/low

no power inline priority BoccraHaBnuBaeT npuopuTET MO YMOTHYAHUIO.

ower inline limit power HasHavaeT npegen MOLWHOCTU 3EeKTPONUTAHUA ANA
P P power: (0..30000)/30000 PeACT Mot P A
Bbl6paHHOro nopTa.

T MBT
no power inline limit BoccTtaHaBnuBaeT npeaesn MOLWHOCTU NO YMONYAHUIO.

KomaHObl pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 245 — KomaHgbl pexkuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show power inline [giga-
bitethernet gi_port | unit
unit_id]

OTobpaXkaeT COCTOAHME INEKTPONUTAHUA NHTEPPENCOB,
noAAepKMBaKoLWMX NUTaHMe No AnHum PoE.
- unit_id — Homep OHWTa B CTEKeE.

gi_port: (1..8/0/1..8);
unit_id : (1..8)

show power inline con-
sumption [gigabitethernet
gi_port | unit unit_id]

OTOobparkaeT xapaKTepUCTUKKN NoTpebaeHna mowHocTn PoE-
WHTepdencoB yCTPOMCTBA.
- unit_id — Homep OHWTa B CTEKeE.

gi_port: (1..8/0/1..8);
unit_id : (1..8)

show power inline version OTobparkaeT Bepcuto NporpaMmmHoro obecneyeHus
KOHTpoAnnepa noacucrembl PoOE.

[Mpumepbl 8bINOAHEHUA KOMAHO

= [loKa3aTb COCTOAHME 3/1EKTPONUTAHUNA BCeX MHTepdenCcoB yCTpoiicTBa:

console# show power inline

| Power-1limit mode: Class based
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Usage threshold: 95%
Trap: Disable
Legacy Mode: Disable
Inrush Test: Disable
SW Version: 22.172.3
Unit Module Nominal Consumed Temp (C)
Power (W) Power (W)
1 MES2308P 240 219 (91%) 85
12-port 1G
Managed
Switch with
8 POE+ ports
2 MES2308P 240 0 (0%) 42
12-port 1G
Managed
Switch with
8 POE+ ports

Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto On 31.800 4 low
gil/o0/2 Auto On 31.800 4 low
gil/0/3 Auto On 31.0 4 low
gil/0/4 Auto On 31.400 4 low
gil/0/5 Auto Oon 31.500 4 low
gil/0/6 Auto On 31.0 4 low
gil/0/7 Auto On 31.600 4 low
gil/0/8 Auto Fault 0.0 0 low

MoKa3aTb COCTOAHME 3/1EKTPONUTAHNA BbIBpPaHHOrO MHTEpdelica:

console# show power inline gil/0/1

Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Searching 0.0 0 low
Port Status: Port is off. Detection is in process

Port standard: 802.3AT

Admin power limit (for port power-limit mode): 30.0 watts

Time range:

Operational power limit: 30.0 watts

Spare pair: Disabled

Negotiated power: 0 watts (None)

Current (mA): 0

Voltage (V) : 0.0

Overload Counter: 0

Short Counter: 0

Denied Counter: 0

Absent Counter: 0

Invalid Signature Counter: 0O

OnucaHune oTobparkaemMblx NapaMeTpPoB 3NEKTPONMUTAHUA NpuBeaeHO B Tabanue 246.

Tabnnua 246 — MapameTpbl CTaTyca 3/1€KTPONUTAHMA

Nominal Power HoMMHaNbHaA MOLWHOCTb MCTOYHUKA NUTaHMA nogcuctembl PoE.

Consumed Power MamepeHHOe 3HayeHne NoTpebAsemoit MOLHOCTY.

Usage Threshold Moporosoe 3HayeHne NoTpebaaemol MOLLHOCTH, NPK KOTopom dopmupyeTcs MHbop-
MaLMOHHOe coobleHne (snmp trap) o npeBbilWeHUN Nnopora.

Traps OTobparkaeT paspelieHme popmmpoBaHMe MHPOPMALMOHHBIX COOBLLEHNA.
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Port O603HayeHne nHTepderica KommyTaTopa.

Admin AOMUHUCTPATUBHOE COCTOAHME 3NEKTPONUMTaHWA noprta. BoamokHble 3HavyeHna —
auto u never.

Priority MpuopuTeT ynpaBaeHNs 3N1eKTPoNMTaHMEM NopTa. Bo3mokHble 3HaYeHua — critical,
high, low.

Oper OnepaTUBHOE COCTOAHUE 3EKTPONUTAHMA NopTa. Bo3moxKHble 3HaveHunA:

Off — nuTaHMe nopTa BbIKNOYEHO AAMUHUCTPATUBHO;

Searching — nuTaHue NopTa BKAOYEHO, OXMAaHWe nogxatoveHmna POE-ycTpoicTBa;
On — nuTaHWe nopTa BKAOYEHO W eCTb NpucoeamHeHHoe POE-ycTpoicTeo;

Fault — aBapua nuTaHuA nopTta. POE-ycTPOMCTBO 3anpocuao MOLWHOCTb 6onbluyto,
4yem [OCTYNHO MAn notpebnaemasn POE-ycTpOMCTBOM MOLLHOCTb MpeBbicMa 3a4aH-
HbIV Npegen.

Port standard Knaccudukaumsa noaknoyeHHoro yctpoictesa B cootsetcTeum ¢ IEEE 802.3af, IEEE
802.3at.

Overload Counter CyeTunK KONNYECTBa C/ly4aeB Neperpyskm No 3NeKTPOonUTaHuo.

Short Counter CYeTymK cny4aeB KOPOTKOrO 3aMbIKaHMA.

Denied Counter CyeTumK cnyyaeB OTKa3a B NOAA4Y€ INEKTPONUTAHKUA.

Absent Counter CyeTunK cniyyaeB MNpPEKPaLLEHUA SNEKTPOMUTAHMA M3-3a OTKOYEHUA MUTAEMOro
yCTpoOWMcTBa.

Invalid Signature CyeTumK oWmMbOoK KnaccudumKaumm noakAoHeHHbIX POE-ycTpoicTs.

Counter

5.28 dyHKuuu obecneueHns 6esonacHoCcTH

5.28.1 ®yHKyuu obecnevyeHus 3auwumeol NOpmMoe

C Lenbto NoBbiWeHna 6e3onacHOCTU B KOMMYTaTOPE CYLLLECTBYET BO3MOMXHOCTb HAaCTPOUTb KaKon-Nnmbo
NOpPT TaK, 4Tobbl ZOCTYN K KOMMYTaTOPYy Yepes 3TOT NOPT NPeAOoCTaBAANCA TONbKO 3a4aHHbIM YCTPOWCTBaM.
®YHKUMA 3alWMTbl NOPTOB OCHOBaHa Ha onpeaeneHnn MAC-agpecoB, KOTopbIM paspeluaetca goctyn. MAC-
aZipeca MoryT 6biTb HAaCTPOEHbI BPYYHYIO MAW M3yyeHbl KOMMYyTaTOpoM. locne u3ydeHua HeobxoauMbIX
aZlpecoB MopT cneayeT 3ab/0KMPOBATh, 3alUUTMB €ro OT MOCTYN/JEHUA NaKeToB C HeusydyeHHbiMu MAC-
agapecamu. Taknum obpasom, Koraa 3a6710KMPOBaHHbIM NOPT NoaydaeT nakeT, n MAC-agpec UCTOYHMKA NaKeTa
He cBA3aH C 3TMM NOPTOM, aKTMBU3MPYETCA MEXAHM3M 3aLUWTbl, B 3aBUCMMOCTM OT KOTOPOro MOryT 6bITb
NPUHATLI CeAylolWMe Mepbl: HECAHKLMOHUPOBaHHbIE MaKeTbl, MOCTynatowme Ha 3ab6J10KMPOBAHHbIN NOPT,
nepecbiNaoTcs, oTbpacbiBatoTca, NMBO e NopT, NPUHABLIMIA NaKeT, oTKAoYaeTca. PyHKumAa 6e3onacHoOCTM
Locked Port no3BonseT cCOXpaHUTb CMNMCOK M3yyeHHbix MAC-agpecos B daitie KOHPUrypauum, TakUm
06pa3om, 3TOT CMMCOK MOXKHO BOCCTAHOBUTb NOC/E Nepesarpysku ycTponicTBa.

/ CyuiecTByeT orpaHMyeHue Ha KonndectBo MAC-agpecoB, KOTOpoe MOKET U3yunTb Nopr,
MCNOAb3YIOLWNIT GYHKUUIO 3aLMUTDI.

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnel nopmos

BunAa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaumm nHtepdeica Ethernet, nHtepdeiica rpynnoi
NnopTOoB:

console (config-if)#
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Tabnunua 247 — KomaHab! pexkuma KoHpurypaumum nntepdelica Ethernet, rpynnbl uHTepdelicos

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

port security

no port security

—/BbIK/OYEHO

BrkntovaeT GyHKLUMIO 3aWwmMTbl Ha MHTepdeice. baokupyet
dYHKUMIO N3y4eHna HOBbIX agpecos Ana uHtepdeica. MakeTbl
€ HensyyeHHbIMM MAC-aapecamu UCTOYHMKA oTBpacbIiBatoTCA.
KomaHpaa aHanornyHa komaHge port security discard.

OTKAtoYaeT GYHKUMIO 3aLWmMTbl Ha MHTepdelice.

port security max num [voice]

no port security max

num: (0..65536)/1

3aaeT MaKCMMa/ibHOE KOIMYECTBO apecoB, KOTOPOE MOXKET
M3y4mnTb NOPT. Mpu 3TOM M3 06LLEero IMMUTA aApPECcoB
BbIUMTAETCA IMMMUT aApecos B voice vlan.

- voice — yCTaHaBNMBAET MAKCMMAsIbHOE KOIMYECTBO afpecos,
KOTOpOEe MOXKeT 6bITb M3yyeHO B voice-vlan.

JIumunT agpecos B voice-vlan He MOXKeT NpeBblLlaTb 06Nt
JSIMMKT.

YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYAHUIO.

port security routed se-
cure-address mac_address

no port security routed se-
cure-address mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

YcTaHaBAuBaeT 3aWwmLLeHHbIi MAC-agpec.

Ypansaet sawmueHHbii MAC-agpec.

port security {forward |
discard | discard-shut-
down | discard-shutdown-
vlan} [trap freq]

freq: (1..1000000) cek

BrkntouaeT GyHKUMIO 3aWmMTbl Ha MHTepdeiice. baokupyet
DYHKLMIO U3y4yeHMA HOBbIX afpecos Ans UHTepdelica.

- forward — nakeTbl ¢ HensydyeHHbIMM MAC-aapecamu muc-
TOYHWKa NepecblnaloTcA.

- discard — nakeTbl ¢ HensyyeHHbIMM MAC-agpecamm uc-
TOYHMKa OTHpacbIBatOTCA.

- discard-shutdown — nakeTbl ¢ HensyyeHHbIMU MAC-
afpecaMu UCTOYHMKa OTOpacbIBalOTCA, MOPT OTK/OYAETCA.
- discard-shutdown-vlan — nakeTbl ¢ HensyyeHHbIMM MAC-
ajpecaMu UCTOYHMKa oTbpacbiBatoTca. MopT yaanaeTtca us
cooTsetcTaytowein(nx) VLAN. BosspaT nopta 8o VLAN
ocyLecTiAeTcs KomaHaoh set interface active.

- freq — YacToTa reHepupyemMbix coobLeHUI npoTokona SNMP
trap npu NOCTyN/NeHNN HECAHKLMOHNPOBAHHbIX MaKeToB.

port security trap freq

freq: (1..1000000) cek

3apaeT YacToTy reHepupyemblx coobueHunit npotokona SNMP
trap Npu NOCTYN/IEHUMN HECAHKLLMOHMPOBAHHbIX MAKETOB.

port security mode {secure
{permanent | delete-on-
reset} | max-addresses |
lock}

no port security mode

—/lock

3agaeT pexum orpaHuyeHunsa nsydyeHna MAC-agpecos ana
HacTpanBaemoro nHtepdeiica.

- max-addresses — ygansaer TekyLlue AMHaMUYECKU
M3yyeHHble agpeca, cBA3aHHble ¢ MHTepdeicom. PaspeLueHo
N3yyeHne MaKCMMaIbHOro KOIMYeCTBa afpecos Ha NOpTy.
[oBTOpHOE M3yYeHMe U CTapeHne paspeLLeHbl.

- lock — coxpaHsaeT B KOHdUrypaL MO TEKyLLME AUMHAMUYECKU
M3yyeHHble agpeca, CBA3aHHble ¢ MHTepdencom v 3anpeLyaeT
obyyeHne HOBbIM aApecam U CTapeHUe YiKe N3yYeHHbIX
aapecos.

- secure — HacTpanBaeT CTaTUYeCKoe OrpPaHNYeHne U3ydyeHnn
MAC-agpecos Ha nopTy.

- permanent — gaHHbIn MAC-agpec coxpaHuTca B Tabauue
JaxKe nocne nepesarpysKkun ycTponcTaa.

- delete-on-reset — gaHHbIN agpec yaanuTca nocne
nepesarpysKku ycTpomcTaa.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 248 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMoaA4YaHUuto

show ports security {giga- MoKa3biBaeT HaCTPOMKM PYHKLUMKN BesonacHOCTM Ha
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48); BbIGPaHHOM MHTepdeiice
gabitethernet te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group | detailed}
show ports security ad- MoKa3biBaeT TEKyLLME AMHAMUYECKME agpeca ANA
dresses {gigabitethernet gi_port: (1..8/0/1..48); 3a6/10KMPOBaHHbIX NOPTOB.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)
channel group | detailed}
set interface active {giga- AKTUBU3UPYET NHTepPdEIC, OTKAOUYEHHDbIN GYHKLMEN 3aWmThbI
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48); nopTa (KomaHAaa AOCTYNHA TONbKO AN5 NPUBUAETMPOBAHHOTO
gabitethernet te_port | te_port: (1..8/0/1..24); nonb3osaTena).
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}
show ports security status - MoKa3bIBaET TEKYLLMI CTaTyC BCceX NHTepdelicoB.

[pumepbl 8bINOAHEHUS KOMAHO

= BKAOYAUTb OYHKLMIO 3aWwmTbl Ha 15 nHTepdelice Ethernet. YcTaHOBWUTbL OrpaHUYeHUe HA M3yveHue
agpecos — 1 agpec. MNocne nsyyeHns MAC-agpeca 3a610KknMpoBaTb GYHKUMIO M3YYEHUA HOBbIX aj-
pecoB gns MHTepdelica ¢ Lenblo 0TOPOCUTb NaKkeTbl ¢ HemsydeHHbIMKM MAC-agpecamm UCTOYHMKA.
CoxpaHuTb B paiin n3yvyeHHbIN agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
console (config-if) # port security max I

console (config-if)# port security

= [loaKNtouYUTb KAKEeHTa K nopTy n nsyuntbe MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock
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5.28.2 lMpoeepKa nodauHHOCMU KaAueHmMa Ha ocHose nopma (cmaHdapm 802.1x)

5.28.2.1 baszosas nposepka nodauHHocMu

AyTeHTUdUKaumMAa Ha ocHoBe cTaHaapTa 802.1x obecneymBaeT NPOBEPKY NOAJIMHHOCTM NOJ/ib30BaTeNeMN
KOMMYTaTOpa 4Yepe3 BHELWHUA CepBep Ha OCHOBE MOPTa, K KOTOPOMY MOAKAKOYEH KAMEHT. TONbKO
ayTEHTUPULMPOBAHHbBIE M AaBTOPWU3OBAHHbIE MOJ/Ib30BATE/IM CMOMYT NepefasaTb M MPUHUMATb AaHHbIE.
MpoBepKa NOAJMHHOCTM NOAb30BaTeiei NOPTOB BbiNoaHAeTcA cepsepom RADIUS nocpenctsom npoTokona
EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaLumm:

console (config) #

Tabnunua 249 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

Komanoa 3Ha4yeHue/3HayeHue Leiicmeue
no yMoaAYaHUIo
dotlx system-auth-control BkntoyaeT pexkum ayteHTudukaumm 802.1X Ha KOMmyTaTope.
no dotlx system-auth-con- —/BbIKAOYEHO BbikntoyaeT pexkmm ayTeHTMdUKaumm 802.1X Ha KommyTaTope.
trol
aaa authentication dotl1x 3afaeT O4AMH MKW ABa METOAa NPOBEPKU NOAMHHOCTH,
default {none | radius} aBTopu3aumm 1 yyeta (AAA), ANA UCNONb30BaHMA HA
[none | radius] nHTepoeiicax IEEE 802.1X.
- none — He BbINO/HATbL ayTeHTUUKaLMUIO;
- radius — ncnonb3osaTb cnucok RADIUS-cepsepos ans
—/radius ayTeHTMdMKaLMM Nob30BaTeNs.
Btopoit meTopa ayTteHTUPMKAuUM Ucnoab3yeTca
V TO/IbKO B C/lyyae, ecv No nepBomy ayTeHTMdUKauma
6biN1a HeycneLwHoM.
no aaa authentication YcTaHaBAMBaEeT 3HaYEHME N0 YMOAYAHUIO.
dotlx default

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:

console (config-if) #

/ Mpotokon EAP (Extensible Authentication Protocol) BbinonHaeT 3agaun ana ayteH-
TMdUKaLUM yaaNeHHOro KANEeHTa, Npyu 3TOM onpeaensas MexaHu3m ayTeHTuduKa-
uum.
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Tabnnua 250 — KomaHgb! pexxuma KoHdpurypaumm nHtepdeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmesue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

— /force-authorized;

HacTpauBaet ayteHTudUKaumio 802.1X Ha nHTepdeiice.
PaspelwaeT py4yHOW KOHTPO/Ib 3@ COCTOAHMEM aBTOPU3ALLUM
nopra.

- auto — ncnonb3osatb 802.1X AnA U3MeHeHUA COCTOAHNUA
KAWEHTa MeXy aBTOPM30BaHHbIM U HEAaBTOPU30BaAHHbIM;

- force-authorized — Bbik/oyaeT ayTeHTUdMKaumo 802.1X Ha
nHTepoderice. MopT NnepexoanT B aBTOPU30BAHHOE COCTOAHUE
6e3 ayTeHTUdMKauuu;

time: (1..32) .
- force-unauthorized — nepesoguT NopT B HEaBTOPM30BaHHOE
cocTofHUe. UrHOpMpytoTCA BCe NONbITKM ayTeHTUdUKaumm
K/IMEHTa, KOMMYTaTOpP He NpPesoCTaBaAAET CepBUC
ayTeHTUdMKauMm AN 3TOro nopTa;
- time — vHTepBan BpemeHuU. Ecnv gaHHbIN napameTp He
onpegenieH, To NOPT He aBTOPM30BaH.
no dotlx port-control YcTaHaBAMBaeT 3Ha4YeHMe NO YMONYAHUIO.
dotlx reauthentication —/nepuoanueckue Bk/toYaeT nepmoamnYeckme NoBTOPHbIE NPOBEPKM
NMOBTOPHbIE NPOBEPKM NOA/IMHHOCTM (NnepeayTeHTUMKALMIO) KANEHTA.
no dotlx reauthentication NoANMHHOCTU BbIk/ItOYaeT Nneproamnyeckmne NoBTOPHbIE MPOBEPKU
BbIK/IO4EHbI NOA/IMHHOCTY (NnepeayTeHTUUKALMIO) KNNEHTA.
dotlx timeout reauth-pe- . YcTaHaBAMBaET NepUog, MeXKAyY NOBTOPHbIMW NPOBEPKaMM
riod period period: NoA/IMHHOCTY.
. (300..4294967295)/
no dotlx timeout 3600 cek YcTaHaBAMBaET 3HAYeHME MO YMONYAHUIO.

reauth-period

dotlx timeout quiet-period
period

no dotlx timeout quiet-pe-
riod

period: (10..65535)/60
ceK

YcTaHaBAMBaET Nepuos, B Te4eHNe KOTOPOro KOMMYTaTopP
0CTaeTcs B COCTOAHMM MOIMAHMA NOC/E HEYAAYHON NPOBEPKM
NOA/IMHHOCTHU.

B TeyeHue NepmMoaa MONYAHUA KOMMYTATOP HE MPUHKUMAET U
HE MHULMMPYET HUKAKMX ayTEHTUGUKALMOHHBIX COOBLLEHWIA.

YcTaHaBAMBaeT 3HAYeHue no YMOAN4YaHUIO

dotlx timeout tx-period pe-
riod

no dotlx timeout tx-period

period: (30..65535)/30
ceK

YcTaHaBAMBAET Nepuos, B TeHEHNE KOTOPOro KOMMYTATOp
OXKMAaeT OTBET Ha 3amnpoc 60 naeHTUGMKaLMIO No
npotokony EAP oT KnneHTa, nepes NOBTOPHOM OTNPaBKOM
3anpoca.

YcTaHaBAMBaeT 3HAYEHKWe no YMONYaHULO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YcTaHaBAMBaET MaKCMMasibHOE YMCN0 NOMbITOK nepesayn
3anpocoB NPoToKona EAP-KAMeHTy nepes HOBbIM 3anycKom
npotiecca NPOBepPKM NOAJUHHOCTH.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

dotlx timeout
supp-timeout period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAMBaeT Neproj, Mexay NOBTOPHbIMKU Nepeaadyamum
3anpocos npoTokona EAP-knneHTy.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONAYaHUIO.

dotlx timeout
server-timeout period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAMBaeT nepuos, B Te4eHne KOTOPOro KOMMyTaTop
OXXWUpaeT oTBeTa OT cepBepa ayTeHTMd)VIKaLI,I/IVI.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

dotlx timeout silence-pe-
riod period

no dotlx timeout si-
lence-period

period: (60..65535)
ceKk/He 3aaHo

YcraHaBAuBsaet nepnog spemeHn HeakKTUBHOCTU K/IMEHTa, No
ncre4yeHne KOToporo KANEeHT CTaHOBUTCA HEABTOPU3OBAHHbIM.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO
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KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 251 — KomaHapl pexkmma Privileged EXEC

3Ha4yeHue/3HayeHue
o ymon4aHuro

KomaHda

Aeilicmeue

dotlx re-authenticate [gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Bpy4Hyto ocyLLecTBAAET NOBTOPHYO NPOBEPKY NOAJMHHOCTH
yKa3aHHOro noprta B KOMaHge, Mbo Bcex NopTos,
nogaepxusarowmx 802.1X.

show dotlx interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MNokasbiBaeT coctosiHMe 802.1X ana KommyTtatopa nbo ans
yKa3aHHOro uHTepdeliica.

show dotlx users
[username username]

username: (1..160)
CUMBOJI0B

[oKa3blBaeT aKTUBHbIX ayTEHTUPULIMPOBAHHbIX
nonb3osaTenen 802.1X kommyTaTopa.

show dot1x statistics inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MoKasbiBaeT cTaTUCTUKY no 802.1X anA BbibpaHHOro
nHTepoelica.

[pumepbl 8bIN0AHEHUS KOMAHO

= BKAKOUUTb pexum ayteHTMduKaumm 802.1x Ha KommyTtaTtope. Mcnonb3osatb RADIUS-cepsep anA
NPOBEPKU MOAJIMHHOCTU KANEHTOB Ha MHTepdencax IEEE 802.1X. Ana 8 untepdeiica Ethernet mc-

NoNb30BaTb PEXUM ayTeHTUDMKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

= [lokasaTb cocToaHue 802.1x gna KomMmyTaTopa, Ana 8 nHTepdeica Ethernet.

console# show dotlx interface tengigabitethernet 1,/0/8

Authentication is enabled
Authenticating Servers: Radius
Unauthenticated VLANs:

tel/0/8

Host mode: multi-host

Port Administrated Status: auto
Guest VLAN: disabled

Open access: disabled

Server timeout: 30 sec

* Port is down or not present
Reauthentication is disabled

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

Port Operational Status: unauthorized*
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Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec

Interfaces 802.1X-Based Parameters
Tx period: 30 sec

Supplicant timeout: 30 sec

Max reqg: 2
Authentication success: 0
Authentication fails: 0

Tabnmua 252 — OnuncaHue pesynbTaToB BbINOJHEHMA KOMaHA,

MNapamemp

OnucaHue

Port

Homep noprta.

Admin mode

Pexum ayteHTuduKaumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepaumnoHHbIN PeKMM NopTa: aBTOPU30BAHHbIN, HEABTOPU30BaAHHbIN, IMBO BbIKAIO-
yeHHbIN (Authorized, Unauthorized, Down).

Reauth Control

KoHTposib NnepeayTeHTUdMKaLUK.

Reauth Period

I'Iepmo,u, mexay NOBTOPHbIMUM NpoBepKamMu NO4/IMHHOCTU.

Mmna nonb3osatens npu ucnosbsosaHmum 802.1X. Ecnn nopT aBTOpM30BaH, To oTobpa-

Username KaeTca UmsA TeKyuiero nonb3oeaTensa. Ecim nopT He aBTOpM30BaH, TO oTobparkaeTca
MMA NOCNeAHEero yCnewHo aBTOPM30BaHHOIO N0Ab30BaTeNA Ha NOPTY.
Quiet period Mepuog, B Te4EHNE KOTOPOro KOMMYTATOP OCTAETCA B COCTOAHUM MOJIYAHUSA NOC/E He-
yAa4HOM NMPOBEPKM NOAJIMHHOCTH.
Tx period Mepuoga, B Te4eHNe KOTOPOro KOMMYTATOP OXKMAAET OTBET Ha 3anpoc AMb6o naeHTUdK-
P Kaumio no npotokoy EAP oT KineHTa, nepes, NOBTOPHOM OTNPaBKOI 3anpoca.
Max req MaKcumanbHoe YMC/Io NOMbITOK Nepesayn 3anpocoB NpoTokona EAP KaneHTy nepes

HOBbIM 3aMNyCKOM npouecca npoBepkn NOANINHHOCTH.

Supplicant timeout

Mepvog mexay NOBTOPHbLIMKM Nepeaadamm 3anpocos NpoTokona EAP KaneHTy.

Server timeout

Mepunog, B Te4eHME KOTOPOro KOMMYTATOP OXWAAET OTBETA OT CepBepa ayTeHTUdUKa-
unn.

Session Time

Bpems nogKkaoyYeHns Noib3oBaTens K yCTPOWCTBY.

Mac address

MAC-agpec nonb3oBartens.

Authentication
Method

MeToga ayTeHTUPUKALNKN YCTaHOBIEHHOM CeCCUMm.

Termination Cause

Mpun4ynHa 3aKkpbITUA ceccmu.

Tekyliee 3HauyeHWe aBTOMarta COCTOAHUI onpeaennTens NoAJMHHOCTM U BbIXOAHOMO

State o

ABTOMATa COCTOAHUN.
Authentication o .
success Ko/imyecTBo nonyyeHHbIX coobLeHnin 06 ycnewHol ayTeHTMdUKaumMm oT cepeepa.
Authentication fails KonnyecTBo nosiy4eHHbIX COOBLLEHNI O HeyCnewWwHON ayTeHTUPUKALMKN OT cepBepa.
VLAN pynna VLAN Ha3HayeHHaa nonb3oBaTento.
Filter ID NaeHTudukaTop rpynnbl duabTpaumn.

= [lokasaTb cTaTUCTMKY no 802.1x ana nHtepodeliica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx:
EapolFramesTx:
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1

12
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EapolRespFramesRx:
EapolRegIdFramesTx:
EapolRegFramesTx:
InvalidEapolFramesRx: 0O

EaplengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource:

EapolRespIdFramesRx: 4
6

3

00:00:02:56:54:38

Tabnnua 253 — OnuncaHMe pe3ybTaToB BbINO/IHEHMA KOMaHA,

Mapamemp OnucaHue

KonnuyecTBo KOPPEKTHbIX MakeToB ntoboro Tuna npotokona EAPOL (Extensible Au-
EapolFramesRx thentication Protocol over LAN), NpuHATbIX AaHHbIM onpeAenuTenem noASMHHO-

CTH.

Konnuectso KoppeKTHbIX nakeToB sitoboro tvna npotokona EAPOL, nepegaHHbIX
EapolFramesTx PP P peA

OaHHbIM onpeaennTenem NOAJIMHHOCTW.

Konunuectso naketos Start npotokona EAPOL, NpuHATLIX AaHHbIM onpeaennTesiem
EapolStartFramesRx P P A Peh

NOA/IMHHOCTHU.

Konnyectso naketos Logoff npoTtokona EAPOL, NnpuUHATbIX AaHHbIM onpeaennTe-
EapolLogoffFramesRx & P P A peA

nem NoAJIMHHOCTW.

Konunuyectso naketos Resp/Id npotokona EAPOL, NpuHATbIX AaHHbIM onpeaennte-
EapolRespldFramesRx p/1d np P A PeA

nem NoA/IMHHOCTW.

Konnuyectso naketos oteeToB (Kpome Resp/ld) npotokona EAPOL, NpUHATBLIX AaH-
EapolRespFramesRx (kp p/id) np P A

HbIM onpegenutenem NoOAANHHOCTU.

Konunuyectso naketos Resp/ld npoTtokona EAPOL, nepeaaHHbIX AaHHbIM Onpeaenu-
EapolReqldFramesTx p/d np PeA A PeA

Tenem NoSAMHHOCTU.

Konnyectso naketos 3anpocoB (Kpome Resp/ld) npotokona EAPOL, nepeaaHHbIX
EapolReqFramesTx P (kp p/id) np PeA

AaHHbIM onpeaenntenem NnoAIMHHOCTU.

InvalidEapolFramesRx

Konunyectso naketos npotokona EAPOL ¢ Hepacno3HaHHbIM TUNOM, MPUHATBIX AaH-
HbIM onpegenuTtenem NOAANHHOCTU.

EaplLengthErrorFramesRx

Konunyectso naketos npotokosia EAPOL ¢ HEKOPPEKTHOM ANMHOW, NPUHATLIX AaH-
HbIM OnpeaenuTeniem NoaJMHHOCTY.

LastEapolFrameVersion

Bepcua npotokona EAPOL, npuHATaA B camom nocnefHem Ha AaHHbIA MOMEHT na-
KeTe.

LastEapolFrameSource

MAC-agpec UCTOYHUKaA, I'IpMH‘r'lTbIﬁ B CamOM nocnegHem Ha AaHHbIVI MOMEHT Nna-
KeTe.

5.28.2.2 PacwupeHHas nposepKa nodsauHHocmu

PacwupeHHble HacTpoliku dotlx No3BOAAIOT NPOBOAMTL NPOBEPKY NOAJAMHHOCTM ANA HECKOAbKMX
K/MEHTOB, NOAK/OUYEHHbIX K NopTy. CyllecTByeT ABa BapuaHTa ayTeHTUPUKALMKN: NepBbli, Koraa NpoBepKa
NOA/IMHHOCTM Ha OCHOBe MopTa TpebyeT ayTeHTUGMKALMM TOIbKO OAHOTO KAMEHTA, YTO6bl 4OCTYN K cucTeme

nmenn BCe K/NEHTbI

(pexkum Multiple hosts),

BTOpOW,

Koraa npoBepKa MOANMHHOCTM TpebyeT

ayTeHTMOUMKALMM BCEX MOAKIIOYEHHbIX K MOPTY KAMeHToB (pexunm Multiple sessions). Ecan nopT B pexunme
Multiple hosts He NpoxoAWT ayTEHTUOUKALMIO, TO BCEM MNOAKNHOUYEHHBIM XOCTaM byAeT 0TKa3aHo B JOCTyMe K

pecypcam ceTu.
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KomaHObI pexxcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKume r1o6anbHOM KoHPUrypaumm:

console (config) #

Tabnunua 254 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

dotlx traps authentication
success [802.1x | mac |
web]

no dotlx traps authentica-
tion success

— /BbIKOYEHO

PaspeluaeT oTnpasKy trap-coobLLeHM, KOraa KAMEHT yCnewHo
NpoXoamT ayTeHTUUKaLMIO.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

dotlx traps authentication
failure [802.1x | mac |
web]

no dotlx traps authentica-
tion failure

— /BbIKOYEHO

PaspeluaeT oTnpasKy trap-coobLuieHmit, Koraa KAMEeHT He npoLuen
ayTeHTUdMKaLMIo.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

dotlx traps authentication
quiet

no dotlx traps authentica-
tion quiet

— /BbIKOYEHO

BKkntoyaeT oTnpaBKy trap-coobLLeHNt Npy NpeBbIleHUU
nonb3oBaTesIeM MAaKCMMalbHO AOMYCTUMOrO KONMYecTBa
6e3ycneLwwHblX NONbITOK ayTeHTUOUKALUW.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexnume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabnnua 255 — KomaHgb! pexkuma KoHdpurypaumm nntepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

HAelicmeue

dotlx host-mode
{multi-host | single-host |
multi-sessions}

—/multi-host

PaspeluaeT HafMuMe 04HOr0/HECKObKUX KNNEHTOB Ha
aBTOpM30BaHHOM nopty 802.1X.

- multi-host — HecKonbKo KANMEHTOoB;

- single-host — oguH KAneHT;

- multi-sessions — Hecko/bKO ceccuit.

dotlx violation-mode {re-
strict | protect | shut-
down} [trap freq]

no dotlx single-host-viola-
tion

—/protect;
freq: (1..1000000)/1 cek

3apaeT aeicTeme, KOTopoe HEObXOANMMO BbINOHUTL, KOFAA
ycTpoicTteo, MAC-agpec KoToporo otanyaerca ot MAC-agpeca
KNMEHTa, OCyLLLecTBAAET NOMbITKY A0CTyNa K MHTepdeicy.

- restrict — nakeTbl ¢ MAC-agpecom, oTamnyHbim oT MAC-aapeca
KWEHTa, NepecbINatoTCA, NPy STOM afpec UCTOUYHUKA He
nsyvaercs;

- protect — naketbl ¢ MAC-agpecom, oTiMdHbIM OT MAC-agpeca
KAWeHTa, oTbpacbiBatoTes;

- shutdown — nopt BbIkAtoYaeTcs, naketbl ¢ MAC-agpecom,
oTAnMYHbIM 0T MAC-agpeca KnveHTa, oTbpacbiBaloTcs;

- freq — YacToTa reHepupyemblx coobLeHuit npotokona SNMP
trap npu NOCTyN/IeHNN HEeCaHKLMOHNPOBAHHbIX NAKeTOB.

V KomaHga npumeHseTca TonbKo B pexkume single-host.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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dotlx authentication
[mac | 802.1x | web]

no dotlx authentication

— /BbIKOYEHO

BkntovaeT ayTeHTUDMKaLMIO
- mac — BK/IIOYaeT ayTeHTUdUKaLMIO, OCHOBaHHYIO Ha MAC-
agpecax;
- 802.1x — BKAtOYAET ayTEHTUDUKALMIO, OCHOBaHHYO Ha 802.1x;
- web -BkatouaeT mexaHnsam web-based ayTeHTUOMKaymm
, | - He fo/MKHO 6bITb cTaTMYECKMX NpuBa3ok MAC-agpe-
. COB.
- ®YHKLUMA NOBTOPHOWU ayTEHTUDUKALUN J0NKHA BbITb BKAIO-
YyeHa.

BbikntoyaeT ayTeHTUdMKaLMIO, OCHOBaHHY Ha MAC-agpecax
nosnb3osaTenein.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3a/aeT MaKCMMasibHOE KOIMYECTBO XOCTOB MPOLUEALLNX
ayTeHTUdUKaLMIO.

Bo3BpalaeT 3HaueHMe No YMONYaHMUIO.

dotlx max-login-attempts
num

no dotlx max-login-at-
tempts

num: (0, 3..10)/0

3a4aeT KONMYECTBO HeyaayHbIX NOMbITOK BBOAA /IOMMHa, Nocae
KOTOPbIX KANEHT BIOKMpYyeTCA.
0 — 6eCKOHEeYHOEe YNC/I0 NOMbITOK

Bo3BpaliaeT 3HaueHMe No YMOAYaHUIO.

dotlx radius-attributes fil-
ter-id

no dotlx radius-attributes
filter-id

— /BbIK/IOYEHO

BK/OYUMTbL NPOBEPKY NOA/IMHHOCTM, OCHOBaHHYH Ha ACL/
Ha3HauuTb QoS-Policy.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

dotlx radius-attributes
vlan {reject | static}

no dotlx radius-attributes
vlan

— /BbIKOYEHO

BkntoyaeT 06paboTky onumm Tunnel-Private-Group-ID (81) B
coobuweHmnax RADIUS-cepsepa.

BbikntoyaeT 06paboTky onumm Tunnel-Private-Group-ID (81) B
coobuieHmnsax RADIUS-cepsepa.

dotlx radius-attributes
vendor-specific data-filter

no dotlx radius-attributes
vendor-specific data-filter

— /BbIK/IOYEHO

BKntounTb PyHKLMIO AMHammMYeckoro aobasneHus ACL Ha nopT
yepes coobueHuns ot RADIUS-cepsepa.

BbIKNOUNTb GYHKLUMIO ANMHaMMYecKoro gobasneHua ACL Ha nopT
Yyepes coobueHuns ot RADIUS-cepsepa.

KomaHObI pexcuma KoHguaypuposaHusa VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHPUrypuposaHma nHtepoeica VLAN:

console (config-if) #

Tabnnua 256 — KomaHgb! pexxuma KoHpurypumposaHua nHtepdeica VLAN

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

dotlx guest-vlan

no dotlx guest-vian

Mo ymonyanutio VLAN
HeonpegeneHa Kak
roctesas

Onpepenset rocteByto VLAN.

OTKpbIBaeT HeaBTOPM30BaHHbIM NOb30BaTENAM UHTEpPdElica
npoctyn K roctesoit VLAN. Ecam roctesas VLAN onpegeneHa un
paspelleHa, NopT byaeT aBTOMaTUYECKU NPUCOEAUHATLCA K Hel,
Koraa He aBTOPM30BaH, U NOKWUAATb, KOraa nponaet
aBTopu3aumto. Ytobbl MCNONB30BaTb AaHHbIN GYHKLMOHAAN, NOPT
He A0NXKeH BbITb CTaTUYECKUM YneHom roctesoli VLAN.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 257 — KomaHgb! pexxkuma Privileged EXEC

3HayeHue/3HavyeHue .
KomaHoa / Aelicmesue
no ymon4aHuio

show dot1x interface HacTpolikun npoTtokona 802.1x Ha MHTepdeice (KomaHaa
{gigabitethernet gi_port | [AOCTYMNHA TO/IbKO A1A NPUBUIETMPOBAHHOIO NO/1b30BaTENA).
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

show dot1x detailed — MoKa3blBaeT pacluMpeHHble HacTPOMKKM NpoTokona 802.1x.

show dot1x users MoKa3blBaeT aBTOPU30BAHHbBIX K/IMEHTOB.
username: CTpoKa
[username]

show dot1x locked clients MoKa3blBaeT HEAaBTOPU30BaAHHbIX KNIMEHTOB, 3a6/10KMPOBAHHbIX
no TaMm-ayTy.

show dot1x statistics MokasbiBaeT cTaTUCTUKY 802.1X Ha UHTepdeiicax.
interface {gigabitethernet
gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port: (1..8/0/1..24);
te_port | fo_port: (1..8/0/1..4)
fortygigabitethernet
fo_port | oob}

5.28.2.3 Hacmpolika akmusHo2o ceaHca KnueHma (CoA)

RADIUS CoA (Change of Authorization) — 310 dpyHKLMSA, KOTOpan no3sonseT cepsepy RADIUS HacTpouTb
aKTMBHbIN CeaHC KNNEeHTa, paHee ayTeHTUPMLIMPOBAHHOIO Ha OcHOBe cTaHgapTa 802.1x. O6paboTka coobLeHN
CoA-Request npoucxoaumt B cootseTcTBum ¢ RFC 5176. ObpabaTbiBatoTca coobuieHuns, npuweawmne Ha UDP-nopT
3799 ot cepBepoB, 3afaHHbIX KOMaHAoM radius-server hosts 1 ¢ KAOYOM, 3a4aHHbIM KOMaHAoM radius-server
key. Ana ngeHTMPUKaumMm ceaHca KameHTa ncnonbytotcs RADIUS atpubyTol User-Name vnu Acct-Session-Id. na
HACTPOMKM ceaHca KaneHTa nogaepxuatotrca RADIUS-atpmbyTtel Tunnel-Private-Group-Id, Filter-Id, Eltex-Data-
Filter, Eltex-Data-Filter-Name.

KomaHObI pexcuma 2no0banbHol KOHpu2ypauyuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHOM KoOHOUIypaumm:
console (config) #

Tabnnua 258 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no yMmoa4YaHuro

aaa authorization dynamic BK/toYaeT GpYyHKLMIO HACTPOMKM aKTUBHOIO ceaHca KaneHTa (CoA).
radius

— —/BbIK/IOYEHO —
no aaa authorization BbIKntoYaeT GyHKLMIO HACTPOMKM aKTMBHOTO ceaHca KnneHTa (CoA).
dynamic
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5.28.3 Hacmpolika ¢pyHkyuu MAC Address Notification

®dyHKkuma MAC Address Notification nossonser oTcnexmnBaTb NoABNEHME U UCYE3HOBEHWE aKTUBHOIO
060pyL0BaHUA Ha CETU NYTEM COXPAaHEHUA ncTopun nsydeHna MAC-aapecos. Mpu 06HaAPYKEHUN USMEHEHNI
B cocTaBe n3ydyeHHbIx MAC-afpecoB KOMMYTaTOp coxpaHaeT MHopMaLmio B Tabnmue un n3selaeT 06 aTom ¢
NOMOLLbIO coobLLeHMI npoTokona SNMP. OyHKUMA MMeeT HacTpaMBaemble NapameTpbl — FyOGMHA UCTOPUM
0 COBbITUAX U MUHMMANbHbBIN MHTEPBaN OTNPaBKK coobuieHnin. Cepsmc MAC Address Notification oTkntoueH
MO YMO/IMaHUIO U MOXKET ObITb HACTPOEH BbIDOPOYHO ANA OTAENbHbBIX NOPTOB KOMMYyTaTOpa.

KomaHOb! pexcuma 2106aa6HoU KOHpU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKuUme r106anbHON KoHPUrypaumm:

console (config) #

Tabnunua 259 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

mac address-table notifica-
tion change

no mac address-table noti-
fication change

—/BbIK/IOYEHA

KomaHgza npegHasHavyeHa ans rnobanbHOro ynpasneHus
¢dyHKumen MAC notification. KomaHaa paspelaeT pernctpaumio
cobbiTuin aobasneHus u yaaneHna MAC-aapecos B/u3 Tabauu,
KOMMYTATOpa 1 OTNPaBKY yBEAOM/IEHUA O COOLITUAX.

Ona paboTbl GyHKLUUM HEOBXOAMMO LONONHUTENBHO PaspeLwwaTb
reHepaLmio yBegoMIeHUI Ha MHTepdelcax (Cm. HUXKe).

Bbikntovaet pyHKumMo MAC notification rnobanbHo 1 oTmeHaeT
COOTBETCTBYHOLME HACTPOMKM Ha BCeX MHTepdeiicax.

mac address-table notifica-
tion flapping

BkntounTb dyHKUMIO 06HapyKeHUa dnannuHra MAC-aapecos.

no mac address-table notifi- /Brniovena BbIkntounTh PyHKLUMIO 0BHapyxeHua dnannmHra MAC-agpecos.
cation flapping
mac address-table notifica- MaKcHMManbHbI1 MPOMENKYTOK BPEMEHWU MeXAY OTNpPaBKamm
tion change interval value SNMP-yBegomneHuin. Ecnvm 3HayeHue MHTepBasa BPEMEHWN PAaBHO
0, To reHepauusa yBeJOMJIEHWUI U COXPaHeHUE COBbITUI B UCTOPUIO
6y4eT OCyLWecTBAATLCA HEMEAIEHHO N0 Mepe BO3HUKHOBEHMSA
value: cob6bITUI 06 U3MeHeHUn cocTossHMA Tabanubl MAC-agpecos. Ecan

no mac address-table noti-
fication change interval

(0..4294967295)/1

3Ha4YeHMe NHTepBana BpemeHun 6osble 0, TO yCTpoicTBO byaeT
HakanausaTb cobbITnA 06 n3meHeHUM cocToaHNA Tabanubl MAC-
afipecoB B TeYeHWe 3TOro BpeMeHHu, a 3aTem OTnpaBAATb
yBefomneHusa npotokona SNMP 1 coxpaHaTb cOBbITUA B UCTOPUU.

BoccTaHaBivMBaeT 3HavyeHMe No YMOHAHMUIO.

mac address-table notifica-
tion change history value

no mac address-table noti-
fication change history

value: (0..500)/1

KomaHaa 3afiaeT MakcMMasibHoe KONM4ecTBo cobbiTnii 06
M3MEHEHWM CcOCTOAHUA Tabanubl MAC-agpecos, KoTopoe
coxpaHsetca B ucTopun. Ecam yctaHoBneH pasmep UcTopum
paBHbIi 0, To cObbITUA He coxpaHatoTcA. Mpu nepenoaHeHUK
6ydepa McTopumn HoBOe COBBITHE MOMELLAETCA HA MECTO CAMOTO
cTaporo.

BoccTaHaBnmBaeT 3HayeHue no YMONYaHUIO.

snmp-server enable traps
mac-notification change

—/BbIK/IOYEHO

KomaHga npegHasHaveHa ana BkaoveHua otnpaskn SNMIP-
yBeLoMIeHUi 06 M3meHeHnn cocTosHmA Tabanubl MAC-agpecos.
[na oTKNOYEHMA UCNOb3yeTca oTpuLaTesibHaa Gopma KOMaHAbI.
Ecnv oTnpasKa yBe4OMIEHUI BKAKOYEHA, TO YCTPOMCTBO byaeT
MHPOPMMPOBATL O COBLITUAX cO0bLLEHUAMMU NpoTOKoNAa SNMP 1
COXPaHATb COOTBETCTBYIOLWME CObbITUA B UCTOPUK. ECiM 0TNpaBKa
SNMP-yBeOMIEHUI BbIK/OYEHa, TO YCTPOMCTBO BYAEeT TO/IbKO
COXPaHATb COOBLITUA B UCTOPUMN.
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no snmp-server enable
traps mac-notification
change

OTkntoyaeT otnpasky SNMP-yBegomneHuii 06 usmeHeHum
cocToAHuA Tabamubl MAC-agpecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable
traps mac-notification flap-

ping

—/BKAtOYEHa

BKkntounTb oTnpaBKy Tpanos o ¢nannuHre MAC-agpecos.

OTKAOYUTL OTNPaBKy Tpanos o ¢aannuHre MAC-agpecos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if)#

Tabnmua 260 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

snmp trap mac-notification
change [added | removed]

no snmp trap mac-notifica-
tion change

—/BbIK/IlOYEHA

BK/tOUEeHWe reHepaLmu yBeAOMIEHUI Ha Kaxaom nHTepdeiice o
cobbITHAX U3MmeHeHua coctoaHna MAC-agpecos. OTaenbHO
MOXHO pa3peLlnTb reHepaLmio yBeAOMIeHW TONbKO 06
nsyyeHnn MAC-agpecos, 1Mb60 TONbKO 06 MX yaaneHuu.

OTKAKOYEHWE reHepauny yeegomaeHuii Ha uHtepoerice.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnuua 261 — Komanapl pexkmuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

show mac address-table
notification change history
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

OTobparkeHne BCEX yBEAOM/IEHUI 06 U3SMEHEHUM COCTOAHUSA
MAC-afpecoB, COXpaHEHHbIX B UCTOPUM.

show mac address-table
notification change statis-
tics

OTobparkeHne CTaTUCTUKM CepBurca: 0bLLLee KOIMYEeCTBO COObITUI
06 nsyyeHnn MAC-agpecos, obuiee Konn4ecTso cobbiTmii 06
yaaneHun MAC-agpecos, obLiee KOMYecTBO OTNPaBAEHHbIX
SNMP-coobuieHui.

[pumepbl UC10/16308AHUA KOMAHO

= B npumepe NoOKasaHO Kak HacTpouTb nepeaady coobuieHnin SNMP MAC Notification Ha cepBsep ¢
agpecom 172.16.1.5. Npun HacTpoiKe 3aaaeTca obuiee paspelieHne paboTbl cepBuca, HacTpa-
MBAEeTCA MUHMMA/IbHBIN MHTEPBAN OTNPABKM COOBLLEHUIM, 3a4aeTcA pasMep UCTOPUM COBLITUIN K
HacCTpamMBaeTcsA CEPBUC HA BbIBPaHHOM MOpPTY.

console (config)# snmp-server host 172.16.1.5 traps private
console (config)# snmp-server enable traps mac-notification change
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console (config)
console (config)
console (config) # mac address-table notification change history 100

( mac address-table notification change
(
(

console (config) # interface gigabitethernet 0/7
(
(
(

mac address-table notification change interval 60

#
#

console (config-if) # snmp trap mac-notification change
console (config-if) # exit
console (confiqg) #

5.28.4 Konmpone npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoli NpOTOKO/1, NO3BONAIOLLMIA KAMEHTY NO 3anpocy
nonyyatb IP-agpec n apyrve tpebyemble napameTpbl, Heobxoanmble ana pabotbl 8 cetn TCP/IP.

MpoTtokon DHCP moxeT ncnosib3oBaTbCA 310YMbILIEHHUKaMM A1A COBEPLUEHUA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KnneHTa, 3actasnaa DHCP-cepBep BblgaTh BCe AOCTYMHbIE agpeca, Tak U CO CTOPOHbI cepBepa,
nyTem ero nogmeHbol. MporpammHoe obecneyeHne KommyTaTopa NO3BOIAET 0becneynTb 3amUTy YCTPOMCTBA
OT aTaK € ucnosb3zoBaHnem npotokoaa DHCP, ana yero npumeHaeTca GyHKUMA KOHTPOAA npoTokona DHCP —
DHCP snooping.

YcTpoicTBo cnocobHo oTcnexuneaTb nossneHme DHCP-cepBepoB B ceTH, paspeluas Ux UCNoJib3oBaHMe
TO/IbKO Ha «A0BEPEHHbIX» MHTEpdENCaX, a TaKKe KOHTPOAMPOBaTb AOCTYyN KaneHToB K DHCP-cepsepam no
TabauLe COOTBETCTBUA.

Onuus 82 npotokona DHCP (option 82) ucnonb3ayercs ans Toro, 4ytobbl NnponHbopmmposatb DHCP-
cepsep 0 Tom, oT Kakoro DHCP-peTpaHcaaTopa (Relay Agent) n yepes Kakoi ero nopt 6bin NosyyYeH 3anpoc.
MpumeHaeTca oNa yCTaHOBNEHMA COOTBETCTBMI IP-aapecoB 1 NOPTOB KOMMYTATOPA, a TaKKe A4NA 3aluTbl OT
aTaK ¢ ucnosibzoBaHMem npoTokosa DHCP. Onuus 82 npeacTtaBnseT coboi AONONHUTENbHYIO MHbOPMaLMIO
(Mmsa ycTpoicTBa, Homep nopTa), fAobaBaseMyto KOMMYTaTOPOM, KOTOPbIN paboTaeT B pexkume DHCP Relay
areHTa, B Buge DHCP-3anpoca, npMHATOro oT KAneHTa. Ha ocHoBaHuM gaHHom onunun, DHCP-cepBep BblgenseT
IP-appec (ananasoH IP-agpecoB) n gpyrve napameTpbl NOpTy KOMMyTaTopa. Moayuyms Heobxoanmble gaHHbIE
oT cepsepa, DHCP Relay areHT Bblgensaet IP-agpec KNMEHTY, a TaKXKe nepesaet emy Apyrne Heobxoanmble
napameTpbl.

Onuma dopmupyeTca ¢ ydeTom npuopuTeTa (B NopaaKe yMeHblUeHUA): HACTPOMKM UHTepdelica Ethernet -
HacTpoliku uHTepderica VLAN = HacTpOMKKM pexxnma rnobanbHOro KOHGUrypmpoBaHus.

Tabnnua 262 — dopmat nonet onuyum 82

Mone Mepedaesaemas uHghopmayus

MmA xocTa ycTpoKcTBa.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MNocnepHuii 6akT — HOMep NOPTA, K KOTOPOMY NOAKAOYEHO YCTPOMCTBO, OTNPABAA-
towee dhcp-3anpoc.

Enterprise number — 0089c1

MAC-agpec ycTponcTsa.

Circuit ID

Remote agent ID

’ ‘ DOna ucnonbsoBaHua onuun 82 Ha yCTPOACTBE A0/1KHA ObiTb BKAlOYEeHA ¢yHKuua DHCP

. relay areHTa. Ana sBkatoueHuna DHCP relay areHTa ucnonb3syerca komaHaa IP dhcp relay
enable B pexxume rnobanbHoii KOHGUrypauum (CM. COOTBETCTBYIOLUIA pa3aen AO0KYMeH-
Tauum).
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DOna KoppeKTtHoW pabotbl pyHKumMn DHCP Snooping Bce ucnonbsyembie DHCP-cepBepbl
BONXHbI 6bITb NOAKNIOUEHDbI K «A0BEPEHHbIM» NopTam KommyTaTopa. [Ana aobasneHus
nopTa B CNUCOK «A4,0BEpPeHHbIX» ucnonb3lyerca KomaHaa IP dhcp snooping trust B pexxume
KoHdurypauum nHtepdeiica. Ana obecneyeHna 6e30nacHOCTU BCe OCTajibHble MOPTbI
KOMMYTaTOpa A0/KHbI 6bITb «Heg0BepeHHbIMU Y.

® —

KomaHObI pexcuma 2a0b6ans6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasnbHoM KOHPUrypaLmm:

console (config) #

Tabnunua 263 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

—/BbIK/IOYEHO

BkntoyaeT KOHTpoIb NpoTokona DHCP nytem BegeHua Tabaunupl
DHCP snooping 1 oTNpaBKM KANEHTCKUX LUMPOKOBELLATENbHbIX
DHCP-3anpocoB Ha «40BepeHHblie» NOPThI.

BbikntoyaeT KOHTPOIb NpoToKoia DHCP.

ip dhcp snooping vlan
vian_id

no ip dhcp snooping vlan
vlan_id

vlan_id:
(1..4094)/BbIKNtOYEHO

PaspeLluaeT KOHTpob NpoToKosia DHCP B npeaenax ykasaHHoM
VLAN.

3anpewaet KOHTPoab NpoTokona DHCP B npesenax ykasaHHOM
VLAN.

ip dhcp snooping
information option
allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonuaHuio npnem
DHCP-nakeToB ¢ onuueit
82 OT «HEeHaAEeXHbIX»
nopToB 3anpeLueH

Paspewaet npuHmumate DHCP-nakeTbl ¢ onumeit 82 ot
«HEHaZEeXHbIX» NOPTOB.

3anpewaet npuHUmatb DHCP-nakeTobl c onuuen 82 ot
KHEHaZEeXHbIX» MOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonuyanuio
BeprdUKaLuma BKAOYEHa

BkntouaeT BepuduKkaymo MAC-agpeca knmeHta u1 MAC-agpeca
NCTOYHMKA, npuHAToro B DHCP-nakeTe Ha «Hef0BEPEHHbIX»
nopTax.

BoikntoyaeT Bepudumkaumo MAC-agpeca knmeHTa n MAC-agpeca
NCTOYHMKA, npuHAToro B DHCP-nakeTe Ha «Hef0BEPEHHbIX»
nopTax.

ip dhcp snooping database

no ip dhcp snooping
database

Pe3sepBHbIV dpain He
ucnonbsyetca

PaspelaeT ucnonb3oBaHue pesepBHoro daina (6asbl) KOHTPoONA
npotokona DHCP.

3anpelyaeT Ucnosb3oBaHWe pesepBHOro daiina (6asbl) KOHTPoOAA
npotokona DHCP.

ip dhcp snooping port-
down action clear

no ip dhcp snooping port-
down action

—/BbIK/IIOYEHO

Mo3Bonaet ouncTuTb Tabanuy DHCP snooping npu nageHum
nHTepdelica.

3anpewaeT o4nCTKy Tabanusl DHCP snooping npu nageHnn
nHTepodelica.

ip dhcp information option

no ip dhcp information
option

—/BbIK/IOYEHO

PaspeluaeT ycTpoiicTBy AobaBneHne onummn 82 npu pabote
npotokona DHCP.

3anpewaet ycTponctay AobasneHue onuun 82 npu pabote
npotokona DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..32)
CMMBOJIOB

YcTaHoBKa naeHTuoukatopa Access Node ID onuum 82.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

ip dhcp information option
format-type remote-id
remote_id

remote_id: (1..128)
cMmBoONOB/—

YcTaHoBKa ngeHtudukatopa Remote agentID onuwmn 82.
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no ip dhcp information
option format-type
remote-id

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

format: (sp, sv, pv, spv,
bin,);
delimiter: (.,;#)/npo6en

no ip dhcp information
option format-type option

HacTpoiika popmarta DHCP onuuum 82.

dopmar:

- Sp — HOMep C/10Ta M NopTa;

- sV — Homep cnoTta u VLAN;

- pv — Homep nopTa u VLAN;

- Spv — Homep cnoTa, nopTa un VLAN;

- bin — 6uHapHbIi popmaT: VLAN, cnoT, noprt;

- user-defined — ¢opmat onpegenserca nonb3osatenem. Mpu
onpeaeneHnn UCNoNb3yTCA creaytowme WabnoHbl:
%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: ANMHHOE UMA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopTa (3HayeHue nons ifTable::ifType B
WeCcTHaALATEPUYHOM BUAE);

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H;
%U: HOMep HUTA;

%S: HOMep CNoTa;

%n: HOMep nopTa (Kak Ha IMLEBON NaHenu);

%i: ifiIndex nopTa;

%V: naeHtTnduratop VLAN;

%cC: MaK-aapec KnneHTta B popmate H-H-H-H-H-H;
%a: IP appec cuctemol B dopmate A.B.C.D;

%%: OAMHOYHbI cMMBOA %.

YCcTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.

ip dhcp information option
suboption type {tr101 |
custom}

—/tr101

no ip dhcp information
option suboption type

YcTaHoBKa dopmata onuum 82.

- tr101 — ycraHasauBaeT dopmat onumm 82 cornacHo
CUMHTAKCUCYy, MPUHATOMY B pekomeHgaumax TR-101 8
COOTBETCTBMM C GOPMATOM, KOTOPbI NpuBeaeH B Tabanue 264 —
dopmat nonert onuun 82 cornacHo pekomeHgaumam TR-101;

- custom — ycTaHaBnvBaeT Gopmart onumm 82 B COOTBETCTBUM C
dopmaTom, KoTopbll NpuBeaeH B Tabauue 265.

YCTaHOBKA 3HAYeHUA No YMONYaHUIO.

ip dhcp route {connected |
static}

no ip dhcp route

PaspeluaeT ycTpoiicTBy co3zaBaTtb 3anuck B Tabaunue
MapLUpyTU3aLmMm ¢ Mackol /32 ana Kaxaoro IP-agpeca
nony4yeHHoro kaneHtom ot DHCP-cepsepa.
3anucy B Tabanue mapLupyTM3aLmMm aBTOMATUYECKU YAANAOTCA
npu UcTevyeHnn cpoka apeHabl IP-agpecos.
— connected — mapLUpyT co3aaeTcA Kak NOAKNOYEHHbIN;
— static — mapLIpyT co3AaeTcA KaK CTaTUYeCKUi.

| ®yHKuuA paboTaeT TONbKO Npu BAOYEeHHbIX DHCP

Snooping u DHCP Relay.

3anpeluaeT ycTpoMCTBY CO34aBaTb 3anuch B Tabauue
MapLpyTusaummn gna Kaxgoro IP-agpeca nonyyeHHoro ot DHCP-
cepsepa.

Tabnunua 264 — dopmat noseit onuum 82 cornacHo pekomeHgaumam TR-101

lMone

lMepedasaemas uHgpopmayusa

Circuit ID

Mmsa xocTa yCTponcTea.

cTpokKa Buaa eth <stacked/slotid/interfaceid>: <vlan>
MocnegHuin 6aMT — HOMep NOpPTa, K KOTOPOMY NOAKAHYEHO YCTPONCTBO, OTNPABAAIO-

wee 3anpoc DHCP.

Remote agent ID

Enterprise number — 0089c1

MAC-agpec ycTpoincTsa.
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Tabnnua 265 — dopmat nonen onuum 82 pexknuma custom

VLAN (2 6aiiTa)
Homep moayna (1 6aiT)
Homep nopTa (1 6aiiT)

Mone lMepedasaemasn uHgpopmayusa
OnvHa (1 6awnT)
Twn Circuit ID
Circuit ID Anuwia (1 baitr)

Remote agent ID

OnvHa (1 6anT)

Tun Remote ID (1 6aiT)
OnvHa (1 6anT)
MAC-agpec KommyTaTopa

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepagelicos) Ethernet, uHmepgelica

epyrnnel nopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmMme KoHdurypaummn nHtepdeica Ethernet, nHrepdeiica rpynnsi

nopTOoB:

console (config-if) #

Tabnnua 266 — KomaHabl pexkuma KoHpurypauum untepdeliica Ethernet, rpynnbl uHtepdelicos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

HAelicmeue

ip dhcp snooping

no ip dhcp snooping

BkatoyaeT KOHTpob NnpoTokona DHCP B npepenax
nHTepodelica.

BbikntoyaeT KOHTposIb NpoTokona DHCP B npeaenax
nHTepoelica.

ip dhcp snooping trust

no ip dhcp snooping trust

Mo ymonyanumio
UHTepdeic He aBnaeTca
[OBEpPEHHbIM

[obasnaeT nHTepdeiic B CNUCOK «A0BEPEHHbIX» NPU
MCNONb30BaHUN KOHTPOIA NpoTokona DHCP. DHCP-Tpaduk
«[0BEpPEeHHOro» uHTepdelica cumtaetcs 6e30nacHbIM U He
KOHTpO/IMpYyeTCA.

YpanaeT untepdeiic u3 cnnUcka « 40BEPEHHbIX» NpU
MCNob30BaHMM KOHTpOAA npotokoaa DHCP.

ip dhcp snooping limit clients
value

no ip dhcp snooping limit cli-
ents

value: (1..2048)/He 3agaH

YcTaHOBUTb npeagenbHoe KOANYeCcTBO NOAKNKYEHHbIX
KNNEHTOB.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip dhcp information option
[global]

—/global

Paspewwaet ycTpoicTey fobasneHune onumm 82 Ha
nHTepoerice npu paboTte npotokona DHCP.

- global — po6asneHune onumm 82 onpepenserca
HacTpoiikamu Ha nHTepdeice VLAN.

no ip dhcp information option

3anpelaeT yctpoicTey fobaBneHue onumm 82 ans AaHHOTO
nHTepdeiica npu paboTte npotokona DHCP.

ip dhcp information option
format-type access-node-id

node_id: (1..32)

YcTaHOBKa ngeHtTuounKatopa access-node_id onumm 82 Ha
nHTEpdelice.

format-type circuit-id cir-
cuit_id

(1..63) cumsonos/—

node.id cumeonos/—

no ip dhcp information option YcTaHOBKa 3HAY€HMA N0 YMOJIYaHUIO.

format-type access-node-id

ip dhcp information option circuit id: YctaHaeauBaeT cneumoduyHbii Circuit-id Ha nHTepdelice.

no ip dhcp information option
format-type circuit-id

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.
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ip dhcp information option
format-type remote-id re-
mote_id

remote_id:

(1..63) cumsonos/—

YcTaHasauBaeT cneunduyHbiil Remote-id Ha nHTepdeiice.

no ip dhcp information option
format-type remote-id

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

format: (sp, sv, pv, spv, %p: KOPOTKOE MMA NopTa, Hanpumep gil/0/1;
bin, user-defined);
delimiter: (.,;#)/npo6en %t: TN nopTa (3HayeHue nons ifTable::ifType B

HacTpoiika popmata DHCP onuun 82 Ha nHTepdeiice.
dopmar:

- Sp — HOMep C/I0Ta M NopTa;

- sv — Homep cnoTta n VLAN;

- pv — Homep nopta n VLAN;

- Spv — Homep cnoTa, nopTa n VLAN;

- bin — 6uHapHbIl dopmaT: VLAN, cnoT, nopr;

- user-defined — dopmat onpegensetcs nonb3osaTenem.
Mpw onpeaeneHnm NCNoNb3YOTCA cneaytolme WabaoHbl:
%h: hostname;

%P: oiMHHOE UMms nopTa, Hanpumep, gigabitethernet 1/0/1;

LWeCcTHaALATEPUYHOM BUAE);

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;
%u: HOMep IHUTA;

%S: HOMep CNoTa;

%n: HoOMep nopTa (Kak Ha nLEeBoi NaHenu);

%i: ifindex nopTa;

%v: naeHtnounkatop VLAN;

%c: Mak-agpec KaneHTa B popmate H-H-H-H-H-H;
%a: IP agpec cuctemol B popmate A.B.C.D.

no ip dhcp information option
format-type option

YcTaHaBAMBaeT 3HAYEHNE MO YMOIYAHUIO.

ip dhcp information option
suboption-type {global | tr101
| custom}

—/global

Hactpovika dopmata onuum 82 Ha nHTepdeiice.

- global — popmat onummn onpeaenaerca HacTpolrikamu
onuun Ha uHTepodelice VLAN;

- tr101 — ycraHasamnBaeT GopmaT onumm 82 cornacHo
CMHTaKCUCY, NPUHATOMY B peKomeHaaumax TR-101 s
COOTBETCTBMM C GOPMATOM, KOTOPbIN NpUBEAEH B Tabaunue
264;

- custom — yctaHaBamBaeT dopmart onummn 82 B
COOTBETCTBUM C GOPMATOM, KOTOPbIM NpUBeAEH B Tabauue
265.

no ip dhcp information option
suboption-type

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHurypmposaHus nHtepoerica VLAN:

console (config-if)#

Tabnnua 267 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica VLAN

KomaHoa 3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ip dhcp information op-
tion [global]

—/global

no ip dhcp information
option

PaspewwaeT ycTpoinctey gobasneHue onumm 82 Ha uHTepdelice
npwv pabote npotokona DHCP.

- global — po6asneHune onumm 82 onpegenserca
rnobanbHbIMKM HACTPOMKaMMU.

3anpewaeT ycTpoicTy fAobasneHue onuun 82 gna AaHHOIO
VLAN npwu pabote npotokona DHCP.
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ip dhcp information op-
tion format-type access-
node-id node_id

no ip dhcp information
option format-type ac-
cess-node-id

node_id: (1..32)
cMmMBON0B/—

YcTaHOBKa ngeHtTMounKatopa access-node_id onumn 82 ana
paHHoro VLAN.

YcTaHOBKa 3Ha4YeHUA No YMO/I4aHUIO.

ip dhcp information op-
tion format-type remote-
id

no ip dhcp information
option format-type re-
mote-id

remote_id: (1..32)
cMmBON0B/—

YcTaHOBKa ngeHtuoukatopa remote_id onuym 82 ana
paHHoro VLAN.

YcTaHOBKa 3Ha4YeHUA No YMO/I4aHUIO.

ip dhcp information op-
tion format-type option
format [delimiter delim-
iter]

no ip dhcp information
option format-type op-
tion

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npo6en

HacTpoiika popmata DHCP onuuu 82 ana aaHHoro VLAN.
dopmar:

- Sp — HOMep C/10Ta M NOPTa;

- sv — Homep cnoTta n VLAN;

- pv — Homep nopta u VLAN;

- Spv — HOmep cnoTa, nopta u VLAN;

- bin — 6uHapHbI dopmart: VLAN, cnoT, nopr;

- user-defined — dopmat onpegensetca nonb3osartenem. Mpu
onpeaeneHum NCNob3yoTca cneaytolme WabnoHbl:
%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: AnMHHOE MMA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopTa (3HayeHue nons ifTable::ifType B
LecTHaAuaTeEPMYHOM BUAE);

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;

%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;
%Uu: HOMep OHUTA;

%s: HOMep CNoTa;

%n: Homep nopTa (KaK Ha ANMLEBOM NaHenwn);

%i: ifindex nopTa;

%V: naeHtnounkatop VLAN;

%C: MaK-agpec KnneHTa B popmate H-H-H-H-H-H;

%a: IP agpec cuctembl B popmate A.B.C.D.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

ip dhcp information op-
tion suboption-type
{global | tr101 | custom}

no ip dhcp information
option suboption-type

—/global

HacTtpoiika dopmata onuum 82 gna gaHHoro VLAN.

- global — popmat onummn onpegensercs rnobanbHbIMMU
HacTporKkamu;

- tr101 — yctaHaBAuBaeT ¢popmat onumum 82 cornacHo
CUHTAKCUCY, NPUHATOMY B pekomeHaaumax TR-101 B
COOTBETCTBUM C GOPMATOM, KOTOPLIN NpUBeAEH B Tabaunue
264;

- custom — ycTaHasavBaeT dopmaT onumm 82 B COOTBETCTBUM
¢ popmaTtom, KOTOpbIN NpUBEAEH B Tabanue 265.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

KomaHObi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#
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Tabnnua 268 — KomaHgb! pexuma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
ip dhcp snooping binding Lob6aenseT B dpain (6asy) KoHTpons npotokona DHCP
mac_address vian_id cooTBeTcTBMe MAC-agpeca kaneHTa, rpynne VLAN m IP-agpecy
ip_address {gigabitethernet ANA YKa3aHHOro uHTepodelica.
gi_port | [aHHas 3anucb byaeT aeicTBUTeIbHA B TEYEHME YKA3aHHOTO B
tengigabitethernet gi_port: (1..8/0/1..48); | KOMaHAe BPDEMEHM KM3HM 3aNNUCK, €C/IN K/IMEHT HE OTNPaBnT
te_port | te_port: (1..8/0/1..24); | 3anpoc Ha DHCP-cepsep Ha o6HoBneHMe. Talimep 0bHynAeTca
fortygigabitethernet fo_port: (1..8/0/1..4); B C/ly4ae NoJly4eHUs OT KIMEHTA 3anpoca Ha 06HOoBAEHNEe
fo_port | port-channel group: (1..48); (komaHAa [OCTYNHA TONbKO A8 MPUBUAETMPOBAHHOMO
group} expiry {seconds | seconds: nonb3osaTens).
infinite} (10..4294967295) cek | - seconds — BpeMA }U3HK 3anncK;
- infinity — Bpems }XN3HK 3aNMCcK He orpaHMYEHO.
no ip dhcp snooping Ypanset us ¢aina (6asbl) KOHTpPoOAA NpoTokosia DHCP
binding mac_address cooTBeTcTBMe MAC-aapeca KaneHTa u rpynnbl VLAN.
vian_id
clear ip dhcp snooping OuuwaeTt daiin (6asy) KoHTpons npotokona DHCP nau
database {mac-address oTAeNbHY0 3anucb B dpaiine(base) koHTponsa DHCP.
mac_address} {vlan vlan} gi_port: (1..8/0/1..48);
{gigabitethernet gi_port | te_port: (1..8/0/1..24);
tengigabitethernet fo_port: (1..8/0/1..4);
te port | group: (1..48);
fortygigabitethernet vlan: (1..4094)
fo_port | port-channel
group}

KomaHObI pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 269 — KomaHab! pexkmuma EXEC

3HaveHue/3Ha4eHue ”
KomaHoa / Aelicmeue
no ymMoa4YaHuto

show ip dhcp information . MokasbiBaeT nHGopmaLmo 06 Mcnonb3oBaHUK onumm 82
option npoTokona DHCP.
show ip dhcp snooping Moka3bIiBaeT KOHOUIypaumto GYHKLMM KOHTPOASA NPOTOKONA
istetherst oot | o g, | O
te gogrt | te_port: (1..8/0/1..24);

il L. fo_port: (1..8/0/1..4);
fortygigabitethernet roup: (1..48)
fo_port | port-channel group: {2..
group]
show ip dhcp snooping MoKa3blBaeT cooTBETCTBMA U3 paina (6asbl) KOHTpoONA
binding [mac-address npoTtokona DHCP.
mac_address] ['p'addref’S gi_port: (1..8/0/1..48);
ip_address ] [vlan vian_id]
[gigabitethernet gi_port | te_port: (1..8/0/1..24);

.. — fo_port: (1..8/0/1..4);

tengigabitethernet
te port | group: (1..48);
fo;tygigabitethernet vian_id: (1..404)
fo_port | port-channel
group]
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[pumepbl 8bINOAHEHUS KOMAHO

= PaspewunTtb ucnonbszosaHne DHCP onuun 82 B 10 VLAN:

console# configure

console (config)# ip dhcp snooping

console (config) # ip dhcp snooping vlan 10

console (config) # ip dhcp information option
console (config)# interface gigabitethernet 1/0/24
console (config) # ip dhcp snooping trust

= [lokasaTb BCe COOTBETCTBUA U3 Tabanupbl KOHTPOAA NpoTokoaa DHCP:

console# show ip dhcp snooping binding

5.28.5 3awuma IP-adpeca knueuma (IP source Guard)

®yHKUMA 3awmTbl IP-agpeca (IP Source Guard) npeaHasHaveHa ana uabTpaumm TpaduKa, NPUHATOrO
C UHTepdelica, Ha OCHoBaHMM Tabanupl cooteeTcTBUM DHCP snooping 1 cTatuyecknx cooteseTcTauit IP Source
Guard. Takum obpasom, IP Source Guard no3sonneT 6opoTbca c noameHol IP-agpecos B NakeTax.

V MockonbKy GYHKUMA KOHTpPOAA 3awuTbl IP-agpeca ucnonb3yer Tabaunubl cOOTBETCTBUIA
DHCP snooping, MmeeT CMbIC/1 MCNO/b30BaTb AAHHYIO (YHKUUIO, NpeaBapuUTeNibHO
HacTpous u Bkatouns DHCP snooping.

V’ dyHKumIo 3awumTbl IP-agpeca (IP Source Guard) Heo6xoAMMO BKAOUUTD rNo6anbHO U gNA
uHTepdeiica.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexRmMma rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnuua 270 — KomaHapl pexkruma rnobanbHom KoHdUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

ip source-guard BkatouaeT GpyHKUMIO 3alumTbl IP-agpeca KAneHTa gna Bcero

KOMMyTaTOopa.
- — /BbIK/OYEHO

no ip source-guard BbikntovaeT GyHKLMIO 3aWwunThl IP-agpeca KnneHTa Ans Bcero
KOMMyTaTOpa.

ip source-guard binding Co3paHue cTaTUYecKow 3anmcu B Tabanue COoTBETCTBUA

mac_address vlan_id ip_ad- mexay IP-agpecom KnvenTa, ero MAC-agpecom v rpynnoun

dress {gigabitethernet gi_port: (1..8/0/1..48); VLAN 55 yKasaHHOro B KOmaHae uHtepdelica.

gi_port | tengigabitether- te_port: (1..8/0/1..24);

net te_port | fortygiga- fo_port: (1..8/0/1..4);

bitethernet fo_port | port- group: (1..48);

channel group} vlan_id: (1..4094).

no ip source-guard binding YaaneHue ctaTuyeckol 3anmcu B Tabanue cooTBeTCTBMUA.

mac_address vlan_id

ip source-guard tcam re- 3apaeT YacToTy 06palleHmA YCTPOMCTBA K BHYTPEHHUM

tries-freq {seconds | never} pecypcam C LLe/iblo 3anncK B NaMATb HEAKTUBHbIX 3aLLMLLLEHHbIX

seconds: (10..600)/60 cek | IP-agpecos.

- never — 3anpeLLaeT 3an1cb B NaMATb HEAKTUBHbIX
3awmuieHHbIX IP-agpecos.
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no ip source-guard tcam
retries-freq

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

BuA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHpurypaunmn nHtepdeica Ethernet, nHtepdeica rpynnol

MopTOB:

console (config-if)#

Tabanua 271 — KomaHgb! pexkuma KoHpurypauum nntepderica Ethernet, rpynnel uHTepdelicos

KomaHda

3HayeHue/3HayeHue
Mo yMmon4aHuo

Aelicmesue

ip source-guard [vlan
{vlan-id}]

no ip source-guard [vlan
{vlan-id}]

— /BbIKOYEHO

BkntoyaeT dyHKUMIO 3awmThl IP-agpeca KimMeHTa ana
HacTpaMBaemoro uHTepodeiica.
- vlan — onuuoHanbHO ANA oTAeNbHbIX vian.

BbIKk/toYaeT GyHKLMIO 3awmThl IP-agpeca KaveHTa ana
HacTpaMBaemoro nHTepodeiica.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 272 — KomaHgb! pexunma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip source-guard tcam locate

BpyuHyto 3anycKaeT npouecc obpalleHns ycTpoicTea K

BHYTPEHHMUM PECcYpCam C Lie/Iblo 3anmcy B NamsTb HEAKTUBHbIX
3awWmLeHHbIX IP-agpecos. KomaHaa A0CTyNHa TObKO ANs

NPUBUNETMPOBAHHOIO NOb30BaTENA.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 273 — KomaHgb! pexkmuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

Aelicmeue

show ip source-guard con-
figuration [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

KomaHgza oTobpaskaeT HacTpoKy GpyHKUMM 3awmThbl IP-
afipeca Ha 3aflaHHOM, IMb0o Ha Bcex UHTepdeicax
yCTpoWcTBa.
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show ip source-guard sta- KomaHaa oTtobpaskaet ctatyc dyHKLMM 3awmThl IP-agpeca

tus [mac-address mac_ad- ANA yKa3aHHoro uHtepodelica, IP-agpeca, MAC-agpeca nnum
dress] [ip-address ip_ad- rpynnbl VLAN.

dress ] [vlan vian_id] [giga-

bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |

port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

show ip source-guard inac- KomaHgza oTobpaskaeT He akTMBHble IP-agpeca oTnpasuTens.
tive

[pumepbl 861N0AHEHUA KOMAHO

= [lokasaTb HAcTPOMKY GYHKLUMM 3aWwmThl IP-agpeca ana Bcex MHTepdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.
Interface State
te0/4 Enabled
te0/21 Enabled
te0/22 Enabled

= BKAOYAUTb OYHKUMIO 3awmTbl IP-agpeca gns ¢ounbTpaunmn TpadmKka Ha OCHOBAHMM TabauLbl COOTBET-
ctBuit DHCP snooping n ctatudeckunx cootsetcteui IP Source Guard. Co3aaTtbh CTaTUYECKYIO 3anuchb B
Tabnnue cootBeTcTBMA Ana uHTepdelica Ethernet 12: IP-agpec KnveHTa — 192.168.16.14, ero MAC-
agpec — 00:60:70:4A:AB:AF. UHTepdelic B 3-1 rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
tengigabitethernet 1/0/12

5.28.6 KoHmponb npomokona ARP (ARP Inspection)

dyHKUMA KoHTposia npotokona ARP (ARP Inspection) npegHasHayeHa Ans 3alMTbl OT aTak C
ncnonb3oBaHMem npoTokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpaduka). KoHTposb
npoTtoKosna ARP ocyliecTBaseTca Ha OCHoBe CTaTU4ecKkux cootsetcTeuit IP- 1 MAC-agpecoB, 3aAaHHbIX a8
rpynnosl VLAN.

’ | MopT, cKoHOUrypupoBaHHbIA «HepoBepeHHbIM» ana ¢pyHkuun ARP Inspection, gonxkeH
e TaK}Ke bbITb «HegoBepeHHbIM» ana ¢pyHKuum DHCP snooping uam coorsetrctene MAAC-ag-
peca u IP-agpeca ana 3Toro Nopra A0/XKHO 6bITb CKOHPUrypUpOBaHO cTaTUdecKn. UHaue

OAHHbIN NOPT He byaeT oTBeuyaTb Ha 3anpocbl ARP.

/ [Ona HeHapEXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTBeTcTBUiA IP- 1 MAC-agpecos.
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KomaHObI pexcuma 2a06an6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoHbUIypaumm:
console (config) #

Tabnunua 274 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ip arp inspection

no ip arp inspection

Mo ymonyaHuio GyHKUMA
BbIK/lOYEHa

BKkntoyaeT KoHTposib npoTokona ARP (dyHKumio ARP
Inspection).

BbIK/0YaeT KOHTPOb NpoTokona ARP (pyHKumMio ARP
Inspection).

ip arp inspection vlian
vlan_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094);
Mo ymonyaHuio GbyHKLUmMA
BbIK/lOYEHA

PaspelwaeT nposepky npotokosa ARP, ocHOBaHHytO Ha base
cooTBeTcTBMir DHCP snooping, B BbibpaHHoM rpynne VLAN.

3anpelaeT nposepky npoTtokosna ARP, ocHoBaHHyto Ha 6a3e
cootBeTcTBuit DHCP snooping, B BbiI6paHHOWM rpynne VLAN.

ip arp inspection validate

no ip arp inspection vali-
date

MpepocTtaBnseT cneunduyHble NPOBEPKN AN KOHTPOAA
npotokona ARP.

MAC-agpec nctoyHuka: ina ARP-3anpocoB n 0TBeTOB
npoeepAeTca cooteeTcTBMe MAC-aapeca B 3aronoeke Ethernet
MAC-agpecy UCTOYHMKA B COAEPKMMOM NpoToKona ARP.
MAC-agpec Ha3HavyeHuA: [ina ARP-oTBeTOB NpoBsepsaeTca
cooTseTcTBMe MAC-aapeca B 3arosioske Ethernet MAC-agpecy
Ha3HayeHMA B coaepXMmom npotokoaa ARP.

IP-agpec: Nposepaetca cogepxunmoe ARP-nakeTa Ha Hannuune
HeKoppeKTHbIX IP-aapecos.

3anpelyaet cneumdunyHble NPOBEPKM ANA KOHTPOAA
npotokona ARP.

ip arp inspection list create
name

no ip arp inspection list
create name

name: (1..32) cumBona

1. Co3gaHue cnucka ctatuyecknx ARP-cooTBeTCTBUNA.
2. Bxog, B pexxum KoHourypaumm ARP-CrIMCKOB.

YpaneHue cnucka ctatmyecknx ARP-cooTBeTCTBUNA.

ip arp inspection list assign
vlan_id

no ip arp inspection list as-
sign vlan_id

vlan_id: (1..4094)

HasHauaeT cnucok ctaTndecknx ARP-cooTBeTcTBUi ann
yKasaHHon VLAN.

OTMeHseT Ha3HayeHMe CrnucKa cTaTuyeckux ARP-cooTBeTCcTBUMIA
44 yKasaHHoi VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection log-
ging interval

seconds: (0..86400)/5 cek

3aaeT MMHMMANbHBIN MHTEPBaN MeXAy CoobLeHnaMN,
cofepalmmm nHobopmaumto npotokona ARP,
nepefasaeMbIMU B KypHan.

- 3HayeHue 0 yKasbiBaeT Ha TO, 4To coobLieHna byayT
reHepMpoBaTbCA He3ameannTesIbHO;

- infinite — He reHepnpoBaTb COOHOLLEHMI B XKypHanN.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

KomaHOwb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnel nopmos

BunAa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaumnmn nHtepdeica Ethernet, nHrepdeiica rpynnoi
NnopTOoB:

console (config-if)#
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Tabnunua 275 — KomaHab! pexkuma KoHpurypauum nntepdeiica Ethernet, rpynnbl uHtepdelicos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo ymon4yaHuo
MHTepdeiic He ABNaeTcA
[0BEpPEHHbIM

[obasnaeT uHTepdENC B CNUCOK «A0BEPEHHBIX» NPK
MCMNO/Ib30BaHUM KOHTPOAS NpoTokona ARP. ARP-TpaduK
«40BEPEHHOTO» UHTEpdelica cunTaeTca 6e30NacHbIM U He
KOHTpO/IMpYyeTCA.

YpanaeT uHtepdeiic U3 cnmcka «40BepPeHHbIX» Npu
MCNONb30BaHUWN KOHTPONA NpoToKoaa ARP.

ip arp inspection limit rate
rate

no ip arp inspection trust
limit rate

rate:(0..2048)/0 pps

HacTpouTb OrpaHMYeHNe CKOPOCTU paspeLleHHbIX arp-nakeTos
B pps.

Y4anuTb orpaHUYeHMe CKOPOCTU 418 Pa3peLLeHHbIX arp-
naKeTos.

KomaHObI pexcuma KoHgu2ypauyuu ARP-cnuckos

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxnume KoHpurypaumm ARP-cnuckos:

console# configure

console (config)# ip arp inspection list create spisok
console (config-arp-list)#

Tabnnua 276 — KomaHab! pexkmma KoHpurypaumm ARP-cnuckos

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuo

HAelicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-ad-
dress mac_address

[ob6asnaet ctaTnyeckoe cootsetctaune IP- u MAC-agpecos.

Ypansaet ctatnyeckoe cootsetctaume IP- 1 MAC-agpecos.

KomaHOobi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 277 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip arp inspection [gi-
gabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3sbiBaeT KOHGUTypauuio GyHKLUN KOHTPOIA NPOTOKOANA
ARP Inspection Ha Bbi6paHHOM MHTepdeiice/Bcex
MHTepdercax.

show ip arp inspection list

MNMoKasblBaeT CNMUCKKN CTaTUYeCKMX cooTBeTcTBui IP- u MAC-
aapecoB (KOMaHAa JOCTYMHA TOIbKO ANA NPUBUAETMPOBAHHOIO
nosnb3osarens).

show ip arp inspection sta-
tistics [vlan vian_id]

vlan_id: (1..4094)

MOKa3bIBaeT CTaTUCTUKY A1 CAeAYOLWMX TUMOB NaKeToB,
KoTopble Hbin 06paboTaHbl Npu nomoLm GyHKuMm ARP:
- nepegaHHble naketbl (forwarded);

- noTepsiHHble nakeTbl (dropped);

- own6kn B IP/MAC (IP/MAC Failures).
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clear ip arp inspection sta- OunLaeT CTaTUCTUKY KOHTpoAA npoTokona ARP Inspection.

tistics [vlan vian_id] vlan_id: (1..4094)

[pumepbl 8bINOAHEHUS KOMAHO

= BK/KOUYUTb KOHTPO/Ib NpoToKona ARP 1 go6asntb B cnncok spisok ctatuyeckoe cootsetctene: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. Ha3zHaunTb cnncok spisok ctatuyeckmx ARP-
cootBetcTBui ans VLAN 11:

console# configure

console (config)# ip arp inspection list create spisok

console (config-ARP-list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-1list)# exit

console (config) # ip arp inspection list assign 11 spisok

= [loKa3aTb CMUCKM CTaTUYECKUX cooTBeTCTBUIM IP- 1 MAC-aapecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.28.7 ®dyHkyuoHan First Hop Security

MakeT ¢yHKUMI First Hop Security BkatoyaeT B ceba aHanusatop DHCPv6-naketos, IPv6 Source Guard, ND
Inspection n RA Guard. [JaHHbI Habop GYHKLUMI NpegHa3HavyeH aaa obecneyeHns KOHTPoAA U puabTpaumm IPve
TpaduKa B ceTu.

AHanusaTtop DHCPv6 nakeTtoB nossonset fob6asnatb coceaert B Tabamuy npmeasok IPv6 binding table npwu
nony4yeHuun agpeca no DHCP, a TaKkKe no3sonseT 60poTbea ¢ HegoepeHHbIMU DHCPV6 cepeepamu.

IPv6 Source Guard no3BosifAeT yCTPOMCTBY OTKIOHATb TPAadUK, €C/IM OH UCXOLUT OT aapeca, KOTOPbIN He co-
XpaHeH B IPv6 binding table. Tabnanua npmusasok coceaeit IPv6 binding table, noakntoyeHHbIX K yCTPOKCTBY, CO-
3[,2eTCA M3 TaKUX UCTOYHMKOB MHPOPMALLMKM, KaK OTCNEKMBaAHME MO NPOTOKONY 0bHapyxKeHua coceaelt (NDP).

C nomoupbto dyHKumMmM ND Inspection kommyTaTop nposepnaeT coobuieHusa NS (Neighbor Solicitation) n NA
(Neighbor Advertisement) u coxpaHsaeT ux B IPv6 binding table. Ha ocHoBaHMM Tabanubl KOMmyTaToOp OTOpPachI-
BaeT /itobble nogaenbHble coobeHunsa NS / NA.

®yHKuMoHan RA Guard nossosseT 6J10KMPOBaTb AW OTKJOHATb HEXeNaTe bHble UM NOCTOPOHHUE CO06-
weHuns Router Advertisement (RA), nocTynatowpme Ha KOMMyTaTOp OT MapLIpyTU3aTopa.

KomaHObI pexcuma 210b6aab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoOHOUrypaumm:

console (config) #

Tabnnua 278 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
ipv6 neighbor binding pol- Co3aaTb NONUTUKY NPUBA3KK cocegeli (neighbor binding) n
icy policy_name policy_name: (1..32) nepenTn B peXXmMm eé KOHOUIypnupoBaHuA.
no ipv6 neighbor binding cMmBONa YaanuTb NOANTUKY NPUBA3KKU COCeaeln.
policy policy_name
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ipv6 first hop security log-
ging packet drop

no ipv6 first hop security
logging packet drop

— /BbIKOYEHO

AKTUBMPYET IOrMPOBaHUE APONa NaKeToB NpM HECOOTBECTBUN
nonuTMkam 6esonacHocTu cny»k6 RA Guard, ND Inspection,
DHCPv6 Guard u IPv6 Source Guard.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

ipv6 source guard policy
policy_name

no ipv6 source guard policy
policy_name

policy_name: (1..32)
cMMBOIA

Co3pgatb nonnTuKy Source Guard 1 nepeinTn B pexkum eé
KOHOUIypUpPOBaHUA.

Ypansaet nonutuky Source Guard.

KomaHObI pexcuma KoHgu2ypayuu noaumuku npussasKu coceoeli

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-nbr-binding) #

Tabnunua 279 — KomaHapl pexknuma noanuTUKN NPUBA3KKN coceael

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

logging binding enable

logging binding disable

— /BbIKOYEHO

BkatoyaeT nornposaHue gobasneHunsa/yaaneHus IPvé B Tabanuy
NPVBA3KK coceael.

BbIkntovyaeT nornposaHue aobasneHuna/yaanerqus IPv6 B
Tabamuy NpUBA3KKM coceaen.

max-entries {interface-
limit | vlan-limit | mac-
limit} {/imit | disable}

no max-entries

limit:
(0..65535)/0TKNtO4EHO

Onpeaenntb MakCMManbHOE KOJIMYECTBO 3anucen B Tabanue
NpuBA3KK coceaelt.

interface-limit — onpegenutb A(MMUT ana uHTepodeiica,
vlan-limit — onpegenute numut VLAN,

mac-limit — onpegenute numuT MAC-agpecos,

disable — paspewnTb MakcMMaibHOE KONNMYECTBO 3anunCen.
MaKcumanbHoe 3HaveHue = 4294967294.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

address-config {dhcp | any
| stateless}

no address-config

—/address-config

BkntounTtb AobaBneHune 3anumceli B Tabamuy NpuBA3KK cocesei
Ha OCHOBAHWUM:

dhcp — naketa DHCPv6 Reply. Mpwu stom Bce Link-local IPv6-
afipeca BHOCATCA B TabAuLly NPUBA3KM cocesieit No YMONYaHUIO
B pe3yabTaTte aHanmnsa ICMPv6-nakeTos,

any — no6asnaTb BCe agpeca,

stateless — Ha ocHoBe IPv6 RA coobuieHuit.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku Source Guard

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-nbr-srcgrd) #

Tabnnua 280 — KomaHgb! pexuma ipvé Source Guard noanTUKK

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmesue

trusted-port

no trusted-port

— /BbIKOYEHO

OnpeaenvTtb A0BEPEHHbIV NOPT. JaHHaA NOAUTUKA
HaBeLlMBAETCA Ha NOPT, HAa KOTOPOM He AO/IKHA NPUMEHATLCA
noanTuKa Source Guard.

YCTaHOBUTb 3HAYeHue no YMON4aHUIO
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KomaHObI pexcuma KoHguaypayuu uHmepagetica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHourypaumm nHtepoeica VLAN:

console (config-if)#

Tabnnua 281 — KomaHab! pexxuma KoHdpurypaumm nntepoeiica VLAN

3Ha4yeHue/3HayeHue o
KomaHoa / Aelicmesue
no ymon4aHuro
ipv6 first hop security BkntoyaeT ICMPv6 u DHCPV6 snooping Bo vlan.
- . - —/BbIK/IOYEHO -
no ipv6 first hop security Bobikntovaet ICMPv6 n DHCPV6 snooping Bo vlan.
ipv6 neighbor binding BKatoyaeT npuBA3sKy coceaeit M gobasneHune 3anvcen B Tabauuy.

—/BbIK/IOYEHO

no ipv6 neighbor binding BbikntovaeT NpmBA3Ky coceaelt n gobasneHue 3anucen B Tabamuy.

ipv6 source guard BkntoyaeT IPv6 Source Guard.
no ipv6 source guard —/Bbiknio4eHo Bbikntouaet IPv6 Source Guard.

KomaHOobl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 282 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

OT06pa3nTb HacTponkKM PpyHKLMI IPV6 First Hop Security.

show ipv6 first hop security

show ipv6 source guard _ OT06pasunTb cocTosiHMe dyHKUMM IPV6 source guard.
show ipv6 neighbor binding . OTto6pa3unTb Tabaunuy npussA3oK coceaen.
table

5.29 ®dyHkumm DHCP Relay nocpegHuka

5.29.1 ®yHKyuu DHCP Relay dns IPv4

KommyTtatopbl noagep:kusatoT ¢pyHKumm DHCP Relay areHTta. 3agaveit DHCP Relay areHTa siBnsetcs
nepenaya DHCP-nakeToB OT KAMeHTa K cepBepy 1 obpaTHo B cnydae, ecnm DHCP-cepBep HaxoauTca B 0AHOM
CETH, a KANEHT B Apyron. Jpyroin dyHKumel asnseTcs AobasneHne onosHUTeNbHbIX onumin B DHCP-3anpochl
KAneHTa (Hanpumep, onuum 82).

MpuHumn pabotel DHCP Relay areHTa Ha KOmMMyTaTope: KOMMyTaTop NPUHMMAET oT KaneHta DHCP-
3anpocol, NepeaaeT 3TM 3aNpocCbl cepBepy OT UMEHU KAMeHTa (0CTaBasA B 3amnpoce onuun ¢ Tpebyembimu
KJIMEHTOM NapamMeTpamu M, B 3aBUCMMOCTU OT KOHUrypaumm, gobasnss ceom onuuu). MNoayuns oTBeT OT
cepsepa, KOMMYTATOP NepeaaeT ero KANeHTy.
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KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 283 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip dhcp relay enable

Mo ymonyaHuto areHT

BkntoueHune ¢pyHKunit DHCP Relay areHTa Ha KommyTaTope.

no ip dhcp relay enable BbIK/IlOYEeH BobikntoueHne ¢yHKumuin DHCP Relay areHTa Ha KommyTaTope.

ip dhcp relay address ip_ad- vlan_id: (1..4094) 3apaér IP-agpec goctynHoro DHCP-cepsepa ana DHCP Relay
dress [vlan vian_id] Moxet areHTa.

no ip dhcp relay address 6biTb 338aH0 | ypanset IP-agpec U3 cnvcka DHCP-cepeepos st DHCP Relay
[ip_address] A0 BOCbMMU areHTa.

cepBepoB B BUuAe
AunanasoHa unu
nepeuncneHmem.

HacTpoiika popmata DHCP onuum 82.
dopmar:

- sv — Homep csioTa u VLAN;

- pv — Homep nopta n VLAN;

ip dhcp relay information
option format-type option

format [delimiter delimiter]
format: (sp, sv, pv,

sp\{, t?m); - Spv — HOoMep cnoTa, nopta n VLAN;
delimiter: - bin — 6uHapHbI popmar: VLAN, cnoT, nopr.
(.,;#)/npoben

no ip dhcp relay infor-
mation option format-type
option

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

ip dhcp relay information 3apaeT naeHTMdmMKaTop remote-id .

option format-type remote-

id word word: (1..63) cumeo-

no ip dhcp relay infor- nos Ypansaet ugeHtndukatop remote-id.
mation option format-type

remote-id

ip dhcp relay information YCcTaHOBKa CTPOKU MAEHTUPMKALMKM YCTPOMCTBa AOCTYNa.

option format-type ac- word: (1..48) cumso-

cess-node-id word nos/
- - naeHTnduKaTop —
no ip dhcp relay infor- o BOCCTaHOBWTbL HAaCTPOMKM MO YMONYAHUIO.
" . YCTPOWCTBA He
mation option format-type
. Ha3HayeH.

access-node-id
ip dhcp relay information HacTtpoiika ¢opmata onuum 82.
option suboption-type - tr101 — ycraHaBauBaeT ¢opmat onuumn 82 cornacHoO CUHTaKCUCy,
{tr101 | custom} npuHATOMY B pekomeHaaumax TR-101 (cm. Tabauuy 264);

- custom — ycTaHasamBaeT GopmaTt onumm 82 B COOTBETCTBUM C

—/tr101

dopmaTom, NpMBeLEHHOM B Tabanue 265.
no ip dhcp relay infor- Bo3BpalyaeT 3HayeHne No yMONYaHuUIo.
mation option suboption-
type
ip dhcp relay source-port Mcnonb3oBaTh B KaUecTBe MCTOYHWKA 3a4aHHbIn UDP-nopr.
port Port: (0..65535)/67
no ip dhcp relay source- BOCCTaHOBWTbL HAaCTPOMKM MO YMONYAHUIO.
port

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KoHdpurypaumm nHtepdeiica VLAN:

console# configure
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console (config) # interface vlan vlan id
console (config-if) #

Tabnnua 284 — KomaHab! pexkuma KoHpurypauum nntepdeiica VLAN, nHtepdelica Ethernet

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
0 YMOYAHUIO
ip dhcp relay enable BkntoueHune PpyHKumi DHCP Relay areHTa Ha HacTpanBaemom
M0 YMONYaHWUIO areHT nHTepdelice.
no ip dhcp relay enable BbIK/ItOYEH BbikntoueHne ¢pyHKumit DHCP Relay areHTa Ha HacTpavBaemom
MHTepodeiice.
KomaHOb! pexcuma EXEC
Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#
Tabanua 285 — KomaHgb! pexkmuma EXEC
3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no yMoan4YaHuto
show ip dhcp relay OTob6parkaeT KOHOUIrypaUnio HacTpoeHHo M ¢yHKumMmu DHCP
- Relay areHTa an1a KommyTaTopa v OTAENbHO ANs UHTepdecos,
a TaK¥Ke CMMCOK A0CTYMHbIX CEPBEPOB.

[pumepbl 8bIN0AHEHUS KOMAHO

= [lokasaTtb coctoaHue ¢yHKumMm DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.29.2 ®yHkyuu DHCP Relay dasa IPv6 u Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP relay gns npotokona IPv4 KoMmMyTaTop MOMKET BbINOHATL GYHKLMMU NOCPeaHUKa ann
DHCPv6. laHHbI PyHKLMOHAN peanm3oBaH B Buae nosHosecHoro DHCPv6 Relay Agent u Lightweight DHCPv6
Relay Agent cornacHo RFC6221.

®yHKumsa LDRA nossonsieT BCTaBUTb B KAneHTckMe DHCPv6-nakeTbl onumm 18 n 37, He usmeHnas popmaTt
naketa. MNonHosBecHbin DHCPv6 Relay nossosseT ocywectsanaTe nepegadyy DHCPv6-nakeToB OT KAMEHTa K
cepsepy 1 obpatHo B cayyae, ecnm DHCPv6-cepBep Haxo4WUTCA B O4HOM CETU, a KAMEHT B gpyron. dpyroi
dyHKUMelN naBnaetca pobasneHve onumn 18 m 37 B DHCPv6-3anpocbl KaueHTta. MpuHumMn paboTsl
nonHosecHoro DHCPv6 Relay areHTa Ha KoMmMyTaTope: KOMMYTaToOp NPUHUMAET OT KameHTa DHCP-3anpocsl,
nepenaer 3TM 3anNpocbl cepBepy OT UMEHU KNMEHTA (OCTaBnAA B 3anpoce onunm ¢ TpebyembiMU KANEHTOM
napameTpamu M, B 3aBUCMMOCTM OT KOHurypaumm, aobasnsa csom onummu). Monyums oTBeT OT cepsepa,
KOMMYTaTOp NepeaaeT ero KAUeHTy.
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KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnnua 286 — KomaHgbl peXxnuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa

3HayeHue/ 3HayeHue
o ymon4aHuro

Aeiicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YkasbiBaeT agpec DHCP-cepBepa nan HacTpamsaeT
nexogAawmn nHtepdeic.

Ypanset agpec DHCP-cepBepa nau ucxogawmii uHtepdeiic.

ipv6 dhcp information option
format-type interface-id word

no ipv6 dhcp information op-
tion format-type interface-id

word: (1..63) cumsonos

3agaeT naeHTUdPMKaTop nopta (onuma 18)

Ypanset ugeHtuduKaTop nopta

ipv6 dhcp information option
format-type remote-id word

no ipv6 dhcp information op-
tion format-type remote-id

word: (1..63) cumBonos

3apaet naeHtnodukatop remote-id (onuua 37)

Ypansaet ugeHtndukatop remote-id.

Ilvp6 dhcp guard policy word

no ipv6 dhcp guard policy
word

word: (1..32) cumBonos

Co3paét nonmtnky DHCPV6 Relay, BXoAMT B pexxum eé
KOHOUIypMpoBaHUA.

Ypanaet nonutuky DHCPv6 Relay.

ipv6 dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

Preference: (0..255)

HacTpanBaeT MMHMMAa/bHYIO U MaKCUMabHYO FPaHNULLy Ans
preference, otnpasnsemoro B Advertise dhcpv6 coobuieHmm
oT cepBepa KaneHTy. Advertise dhcpvé coobleHnma ¢
BbIXOAALWMMM 3a rpaHuuy preference 6yayT oT6poOLLEHDI.

YpanaeT MUHUMAabHYO U MaKCUMa/bHYIO rpaHuLy ANs
preference.

KomaHObI pexcuma KoHgu2ypuposaHusa noaumuxku DHCPv6 Relay

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-dhcp-guard) #

Tabnunua 287 — KomaHabl pexuma KoHpurypumposaHua nonntukn DHCPv6 Relay

KomaHda

3HayeHue/ 3HayeHue
o yMmon4aHuo

Aelicmeue

device-role {client | server}

no device-role

word: (1..63)
CMMBOJI0B

3a4aéT ponb NOPTa, K KOTOPOMY NpuBA3aHa NOAUTUKA. MopT
MOKeT 6bITb 0603HaYeH Kak J0BEPEHHbIN — B CTOPOHY
cepBepa U Kak He0BePEHHbIV — B CTOPOHY KAMEHTA.

Ypanser posib NOpTa, K KOTOPOMY NPUBA3aHa NOUTUKA.
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match reply disable OTKNIOYMTL NPOBEPKY BblAAHHbBIX CEPBEPOM afpECOB B

nosy4yeHHbIx coobuieHnax DHCPv6

—/BbIK/OYEHO

no match reply BK/1OYUMTb NPOBEPKY BblAAHHbIX CEPBEPOM aLPECOB B

nosy4yeHHbIx coobuieHnax DHCPv6

HacTpouTtb dpuabTpaLmio BblAAHHbIX CEPBEPOM aApecos B
nosnyyeHHbIx coobueHnax DHCPv6 cornacHo prefix-list

match reply prefix-list word
word: (1..32)
CUMBOJI0B

no match reply OTKNOUYNTL GUABLTPALMIO BblAAHHbIX CEPBEPOM aApecos B

nosnyyeHHbIx coobueHnax DHCPv6 cornacHo prefix-list

match server address disable OTKNOYUTBL NPOBEPKY agpeca cepBepa B NOYYEHHbIX

coobuieHunsax DHCPv6

—/BbIK/OYEHO

no match server address BK/1lOUMTbL NPOBEPKY aApeca cepBepa CepBepoM aapecos B

nosy4yeHHbIx coobuieHnax DHCPv6

HacTpouTb punbTpaumio agpeca cepepa B NONAYyYEHHbIX
coobweHuax DHCPv6 cornacHo prefix-list

match server address prefix-list
word word: (1..32)

CMMBOJI0B

no match server address OTKAOUUTDL GUALTPALMIO afpeca cepBepa B NOMYYEHHbIX

coobueHuax DHCPv6 cornacHo prefix-list

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKMU:

console (config-if) #

Tabnnua 288 — KomaHgbl pexkuma KoHpurypuposaHua nHTepoeica Ethernet

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmon4aHuio

Aeiicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vlan_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YKasbiBaeT agpec DHCP-cepBepa nan HacTpamsaeT
nexogAaWwmMn nHTepodeic.

Ypanset agpec DHCP-cepsepa nau ucxogawmii nHtepodeiic.

ipv6 dhcp relay information
option format-type interface-
id word

no ipv6 dhcp relay information
option format-type inter-
face-id

word: (1..63) cumBosioB

3asaet naeHTndMKaTop nopta (onumsa 18)

BoccTaHaBimMBaeT 3HavYeHMe No YMOTHAHUIO.

ipv6 dhcp relay information
option format-type remote-id
word

no ipv6 dhcp relay information
option format-type remote-id

word: (1..63) cumsonoBs

3apaeT naeHtuomkatop remote-id (onumsa 37)

BoccTaHaBivMBaeT 3HavYeHMe No YMOTHAHUIO.

ipv6 dhcp guard attach-policy
word [vlan vian_id]

no ipv6 dhcp guard attach-pol-
icy word

word: (1..32) cumsonos
vlan_id: (1..4094)

3apaeT ngeHTuoukatTop remote-id (onumsa 37)

BocctaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ipvé dhcp guard preference
minimum preference maxi-
mum preference

Preference: (0..255)

HacTpanBaeT MMHUMA/IbHYIO U MaKCUMa bHYIO FpaHuLLy ais
preference, otnpasnsaemoro B Advertise dhcpvé coobuieHnn
oT cepBepa KaneHTy. Advertise dhcpvé coobleHnma ¢
BbIXOAAWMMM 3a rpaHuuy preference 6yayT oTbpoLLeHbl.
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no ipv6 dhcp guard preference Yaanaer MUHUMANbHYIO U MaKCUMaJIbHYHO FPaHuLy ans
minimum maximum prefer- preference.
ence

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica VLAN

Bua 3anpoca KOMaHAHOWN CTPOKM:

console (config-if)#

Tabnnua 289 — KomaHgbl pexxuma KoHpurypuposaHua nHtepdeica VLAN

Komanda 3HayeHue/ 3HayeHue leiicmeue
no ymoa4aHuro
ipv6 dhcp relay destination YKasbiBaeT agpec DHCP-cepBepa niM HacTpansaeT
{ipv6_multicast_address | ncxogAaWwmMn nHTepdeic.
gigabitethernet gi_port |
tengigabitethernet te_port gi_port: (1..8/0/1..48);
| port-channel group | tunnel te_port: (1..8/0/1..24);
tunnel_id [ vlan vian_id } fo_port: (1..4);
no ipv6 dhcp relay destination group: (1..48) Ynansaet agpec DHCP-cepsepa naun ncxoaaumii nutepdeiic.
{ipv6_multicast_address | tunnel_id: (1..16)
gigabitethernet gi_port | vlan_id: (1..4094)

tengigabitethernet te_port
| port-channel group | tunnel
tunnel_id [ vlan vlan_id }

ipv6 dhcp relay information 3apaeT naeHTMounkaTop nopta (onuma 18)
option format-type interface-
id word

- - - word: (1..63) cumsonos
no ipv6 dhcp relay information BoccTaHaB/MBaET 3HAUEHME N0 YMONYAHUIO.

option format-type inter-
face-id

ipv6 dhcp relay information 3apaeT naeHTuounkaTop remote-id (onuma 37)
option format-type remote-id
word word: (1..63) cumBonos

no ipv6 dhcp relay information BoccTaHaBAMBaeT 3HaYeHMe Mo YMONYAHUIO.
option format-type remote-id

ipv6 dhcp guard [attach-policy 3apaeT naeHTuounkaTop remote-id (onuma 37)
word] word: (1..32) cumsonos

no ipv6 dhcp guard [attach- vlan_id: (1..4094) BoccTaHaBiMBaeT 3HaUEHME N0 YMONYAHMUIO.
policy word]

ipv6 dhcp Idra Bkntoyaet Lightweight DHCPv6 Relay Agent (LDRA).

—/BbIK/IOYEHO

no ipv6 dhcp Idra Bkntoyaet Lightweight DHCPv6 Relay Agent (LDRA).
ipv6 first hop security [attach- Paspewaet paboty ¢pyHKumMii DHCPV6 guard, Relay, LDRA,
policy word] ICMPv6, DHCPV6.

- - - —/BbIKNIOYEHO -
no ipv6 first hop security [at- 3anpewaet paboty ¢pyHKUMi DHCPV6 guard, Relay, LDRA,
tach-policy word] ICMPv6, DHCPV6.

Mpumep HacTpoikn DHCPv6 LDRA:

console#

console# configure

console (config) # ipvé dhcp guard policy DHCP RELAY TRUST
console (config-dhcp-guard) # device-role server

console (config-dhcp-guard) # exit

console (config)# !

console (config) # interface gigabitethernet 1,/0/12
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console (config-if) # ipv6é dhcp relay information option format-type
interface-id Gil2

console (config-if) # ipvé dhcp relay information option format-type remote-id
MES2324
console
console
console
console
console
console
console
console
console
console

config-if) # exit

config) # !

config)# interface gigabitethernet 1/0/24

config-if)# ipv6é dhcp guard attach-policy DHCP RELAY TRUST
config-if) # exit

config) # !

config) # interface vlan I

config-if)# ipv6é dhcp ldra

config-if)# ipvé dhcp guard

config-if)# ipvé first hop security

o o~

5.30 KoHpurypauua PPPoE Intermediate Agent

®dyHKuusa PPPoE IA peannsoBaHa B COOTBETCTBUM C TpeboBaHMAMKM gokymeHTa DSL Forum TR-101 u
npefHasHayeHa 410 UCNoAb30BaHMA Ha KOMMYTATOpax, paboTatoLmx Ha ypoBHe AOCTyna.

®YHKUMA No3BONAET A0ONOMHATL NakeTbl PPPOE Discovery Hpopmaumeit, xapakTepmsytolein nHtep-
deiic goctyna. 3To HeobX0AMMO ANA MAEHTUPUKALMM NONb30BaTENLCKOTO MHTepdeica Ha cepBepe gocTyna
(BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTtom n o6paboTkoit naketos PPPoE Active Dis-
covery ocyluecTBaseTca rnobanbHO ANA BCEro YCTPOWCTBA M BbIBOPOUYHO ANA KaxKaoro nHTepdeiica.

Peanunsaums ¢yHKkUMm PPPOE IA npegocTaBnseT 4ONOAHUTEIbHbIE BO3MOMKHOCTU KOHTPOS COOBLLEHN
NPOTOKO/a NyTeEM Ha3HAYeHUA A0BEPEHHbIX MHTepdECoB.

KomaHObI pexcuma 2a0baab6Hol KoOHGuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaLumm:
console (config) #

Tabnuua 290 — KomaHapl pexkruma rnobanbHom KoHdUrypauum

3HayeHue/3HayeHue

KomaHoa Aelicmeue
o ymMoa4aHuro
pppoe intermediate-agent Paspewntb paboTy PPPOE Intermediate Agent.
no pppoe intermedi- —/OTK/II04EH 3anpeTtutb paboty PPPOE Intermediate Agent.
ate-agent
pppoe intermediate-agent YCTaHOBUTb IMMUT BPEMEHU HEaKTUBHOCTM NO/Ib30BaTeNs.

timeout seconds
- - seconds :(0..600)/300 -
no pppoe intermedi- BoCCTaHOBWTbL HAaCTPOMKM MO YMOAYAHMIO.

ate-agent timeout
pppoe intermediate-agent

YCTaHOBKa CTPOKM MAEHTUOMKALLMM YCTPOICTBA JOCTyna.

. word: (1..48
format-type access-node-id ( )
word cumsona/
. . naeHTnduKaTop —
no pppoe intermedi- . BOCCTaHOBMTb HAaCTPOMKM MO YMOYAHMUIO.
YCTpOicTBa He
ate-agent format-type ac- Ha3HAYEH
cess-node-id )
pppoe intermediate-agent YcTaHOBKa TekcTa coobiieHua 06 olmbke npesbilieHWa pas-
format-type generic-er- word: (1..128) mepa naketa (MTU), otnpasnaemoro PPPoE IA 8 PADO uau
ror-message word . C"'MBO“a/PPPF’E PADS nakeTax.
Discover packet is too /i Ecnm coobuienne copepkuT cumBonbi npobena, ero
large to process. Heo6X0AMMO 3aK/NI0YMTb B KaBbIUKM.
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no pppoe intermedi-
ate-agent format-type ge-
neric-error-message

BoCCTaHOBUTb HACTPOMKM MO YMOMYAHMIO.

pppoe intermediate-agent
format-type option {sp | sv
| pv | spv | user-defined}
delimeter [.,:#/ ]

no pppoe intermedi-
ate-agent format-type op-
tion

—/ycTaHoBneH
dopmart B
cooTtBeTcTBUM ¢ TR-101:
slot / port : vlan;

Hactpoiika Habopa napameTpoB 1 pasgenuTens Mexay HUMK,
KOTOpble UCNOb3YtoTcA AN GopMUpoBaHUA Nnogonumm circuit -id.
B KOMaHAe MCnonb3yloTcA cneaytowme ycaoBHble 0603HaYeHus:
- sp — slot + port

-sv — slot + vlan

- pv — port + vlan

- spv — slot + port + vlan

- user-defined — dopmat onpegensetca nonb3osartesnem. MNpu
onpeaeneHum NCNob3yoTca cneaytolme WabnoHbl:

%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: oiMHHOE UMmA nopTa, Hanpumep, gigabitethernet 1/0/1;

%t: TN nopTa (3HayeHue nons ifTable::ifType B
LWeCcTHaALATEPUYHOM BUAE);

%m: MAC-agpec nopta B popmate H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B dopmate H-H-H-H-H-H-H;

%U: HOMep HHUTA;

%S: HOMep CNoTa;

%n: HoMep nopTa (Kak Ha InLEBO NaHenu);

%i: ifindex nopTa;

%v: naeHtnoukatop VLAN.

%c: MAC-agpec aboOHEHTCKOro yCTPOMCTBa;

%alvlan_id]: IP-agpec nntepdeiica VLAN. Ecam vlan_id He yKasaH,
To noacrtasnsaetca IP-agpec uHtepderica default vlian. Ecam IP-
appec He HaraeH, noactasnsetca agpec 0.0.0.0.

BOCCTaHOBUTbL HACTPOMKM MO YMOIYAHMIO.

pppoe intermediate-agent
format-type remote-id re-
mote_id

no pppoe intermedi-
ate-agent format-type re-
mote-id

remote_id: (1..128)
CUMBOIOB

HasHauyeHue naeHtuduKkatopa remote-id, nobasnsemoro Kom-
MYyTaTOPOM r106anbHO.

BoccraHaBnuBaer HaCTpOVIKy NO YMO/ZIHaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KOHPUrypaumnm nHtepdelica:

console (config-if) #

Tabnnua 291 — KomaHgb! pexkuma KoHpurypauum nHtepdelica Ethernet, rpynnbl noptos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

pppoe intermediate-agent

no pppoe intermedi-
ate-agent

—/3anpet

PaspeweHue paboTbl PPPOE Intermediate Agent Ha
nHTEpdelice.

3anpert paboTbl PPPOE Intermediate Agent Ha nHTepdeiice.

pppoe intermediate-agent
format-type circuit-id cir-
cuit_id

no pppoe intermedi-
ate-agent format-type cir-
cuit-id

circuit_id: (1..63)
CUMBOJI0B

HasHauyeHue nageHtTMduKaTopa circuit-id, sobasnsemoro
KOMMyTaTopom. MaeHTUPUKATOp, 3aZaHHbIA B KOMaHAe,
NONHOCTbIO Nepeonpeaensiet NAEHTUGUKATOP, BbIUUCAAEMbIN
Ha ocHoBe rn106anbHbIX NapameTpos access-node-id u
option/delimeter.

BoccTaHaB/IMBAET HACTPOMKY Ha OCHOBE rN06aNbHbIX
napameTpos access-node-id u option/delimeter.
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DHELTEX

pppoe intermediate-agent
format-type remote-id re-
mote_id

no pppoe intermedi-
ate-agent format-type re-
mote-id

remote_id: (1..63)
cumsonos/MAC-agpec
KomMmyTaTopa.

HasHaueHune ngeHtndmkatopa remote-id, nobasnsemoro
KommyTaTopom. NaeHTnduKaTop A0NKeEH BbITh
CKOHOUIYpUPOBaH Ha Bcex MHTepdericax KommyTaTopa, rae
paboTaeT PPPOE IA.

BoccTaHaB/MBAET HACTPOMKY MO YMONYaHUIO.

pppoe intermediate-agent
trust

no pppoe intermedi-
ate-agent trust

—/He asnsaeTca
[l0BEPEHHbIM.

YnpasneHne pexMMom foBepua K nHtepoelicy. Komarnga
nobasnaeT MHTepdenc K CNUCKY JO0BEPEHHDIX.
NHTepdelickl, K KoTopbiM nogKkntoveHbl PPPoE-cepsepbl,
HaCTPamMBatOTCA KaK AoBepeHHble. UHTepdenchl, K KOTopbiMm
NOAK/OYEHbI NO/Ib30BATENN, HACTPANBAOTCA KaK
HeAoBepeHHble.

BoccTaHaB/IMBAET 3HaUYEHME MO YMONYAHMUIO.

pppoe intermediate-agent
vendor-tag strip

no pppoe intermedi-
ate-agent vendor-tag strip

—/BbIK/OYEH

PaspeweHune yaaneHua vendor-specific onuumn ns naketos
PADO, PADS, PADT nepepg, 0TNpaBKoOM UX B CTOPOHY
nonb3osatena. OyHKUMA yaaneHUs MOXKeT bbITb UCNOb30BaHa
TONbKO Ha UHTepdelice, Ha KOTOPOM paspelleHa pabota PPPoE
IA 1 KoTopbIl sBAETCA f0BEPEeHHbIM MHTepdericom. ObbIHO
dYHKUMA yaaneHusa HacTpansaeTca Ha nHTepodeiice,
obpatlyeHHOM B cTopoHy PPPoE-cepBepa.

BbIKNIOYaAET peXXUM yaaneHus.

KomaHObl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 292 — Komanapl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMoM4YaHuo

Aeiicmeue

show pppoe intermedi-
ate-agent info [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTobpaxkeHune HacTpoek PPPoE Intermediate Agent. Ecam B
KOMaHZe ABHO He 3aaH nHTepdenc, To KoMmaHaa BbINOHAETCA
0N Bcex nHTepdelicos, rae paspeweHa pabota PPPoE IA n Bcex
[,0BEepeHHbIX NOPTOB.

show pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTobparkeHne cTaTUCTUKKM paboTbl PPPOE Intermediate Agent.
Ecnun B KOmaHAe He 3afaH ABHO UHTepdelic, To KoMaHAaa
BbINONHAETCA ANA BCex MHTepdelicos ¢ paspelleHHbiMm PPPOE |A 1
BCEX J0BEPEHHbIX MOPTOB.

clear pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OumncTKa CcTaTUCTMKK paboTbl PPPOE Intermediate Agent. Echv B
KOMaHZe He 3aJaH ABHO UHTepdelic, TO KOMaHAa BbINOMHAETCA
b5 BCcex MHTepdelicos ¢ paspelueHHbiM PPPOE IA 1 Bcex
[0BEPEHHbIX MOPTOB.

show pppoe intermedi-
ate-agent sessions [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTO6parKeHne Bcex 3aperncTpUPOBaHHbIX KIMEHTCKUX CECCU.
Ecnu B KOMaHAe He 3aZaH ABHO MHTepdelic, To oTobpaskatoTca Bce
Ceccum ¢ COPTUPOBKOM Mo nHTepdelicam.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx

287




HELTEX

clear pppoe intermedi-

dress]

ate-agent sessions [mac-ad-

mac address: (H.H.H
van H:H:H:H:H:H nan
H-H-H-H-H-H)

3aKpblBaeT KAMEHTCKYI0 ceccuto. Ecam He ykasaH mac address, To
BCE CEeCcuM.

5.31 KoHdwurypaumua DHCP-cepBepa

DHCP-cepBep ocywiectBafeT LEeHTPaIM30BaHHOE yNpaBAeHUe CeTeBbIMM agpecamm U COOTBETCTBYIO-
MMM KOHPUTYPALMOHHBIMW MapaMeTpaMmm, aBTOMaTUYECKN NPeaoCcTaB/iAfa UX KIMEeHTaM. DTO NO3BOIAET U3-
6exaTb Py4YHON HACTPOMKM YCTPOMCTB CETU N YMEHbLUAET KOJIMYECTBO OLLMOOK.

Ethernet-kommyTaTopbl MoryT paboTtaTb Kak DHCP-KnueHT (nonyyeHmne cobereseHHoro IP-aapeca ot cep-
Bepa DHCP), Tak 1 Kak DHCP-cepBep. BoamoskHa ogHoBpemeHHas pabota DHCP-cepsepa u DHCP-relay.

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 293 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip dhcp server

no ip dhcp server

—/BbIK/IIOYEHO

BkntoyeHune ¢pyHKumnn DHCP-cepBepa Ha KommyTaTope.
l Nepea sBkntoueHnem DHCP-cepBepa
. npepaBapuUTeNibHO A,0/XHbl 6bITb OTKAOUEHbI DHCP-
KnueHTbl Bo Bcex VLAN. B TOm uncne BKAKOYEHHDI
no ymonyaHuto DHCP-knmneHT 8o VLAN 1.

BbikntoueHue ¢yHKUMn DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool host name

no ip dhcp pool host name

name: (1..32) cumBonos

Bxog, B pexxum KoHbUrypaumm ctatuyeckux agpecos DHCP-
cepsepa.

Ypansaet koHdurypaumnto DHCP-KAveHTa ¢ 3a4aHHbIM
MMEHEM.

ip dhcp pool network
name

name

no ip dhcp pool network

name: (1..32) cumBonoB

Bxog B pexxum KoHoburypauumn DHCP-nyna agpecos DHCP-
cepsepa.
- name — umsa DHCP-nyna agpecos.
MakcumanbHo gonyctumoe Koandecrso DHCP pool
. YKa3aHo B Tabauue 9.

Ypanaetr DHCP-nyn ¢ 3agaHHbIM UMEHEM.

low_address [high_ad-
dress]

ip dhcp excluded-address

dress low_address
[high_address]

no ip dhcp excluded-ad-

YKasbiBaeT IP-agpeca, koTopble DHCP-cepBep He byaeT
Ha3HauyaTb ans DHCP-knuneHTOB.

- low-address — HayanbHbIV IP-agpec AnManasoHa;

- high-address — KoHeuHbIN IP-agpec ananasoHa.

YpaneHue IP-agpeca u3 cnnucka UCKAOYEHUI ANA Ha3HAYeHun
ero DHCP-knueHTam.

ip dhcp ping enable

no ip dhcp ping enable

—/BbIK/IIOYEHA

BkntounTb nepenady ICMP-3anpocoB Ha HasHavyaembli |P-
afpec, 4Tobbl NPOBEPUTL 3aHATOCTb agpeca, Npexae Yem oH
6yaet HazHayeH DHCP-knneHTy.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHAHUIO.

ip dhcp ping count number

no ip dhcp ping count

number: (1..10)/2

Onpegenset Konnyectso otnpasnsembix ICMP-3anpocos.

YCTaHOBUTb 3HaAYeHue no YMO/I4aHUIO.

ip dhcp ping timeout time

time: (300..1000)/500 mc

Onpepenset TalimayT, B TeueHue Kotoporo DHCP-cepsep
0OXMIaeT OTBET C afpeca, Ha KoTopblit nonyyeH ICMP-3anpoc.
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| no ip dhcp ping timeout I | YCTaHOBUTb 3HAY€HME N0 YMOJIYaHUIO. |

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckux adpecos DHCP-cepsepa

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXMme KoHdUrypaLumm ctatuyeckmx agpecos DHCP-cepeepa:

console# configure
console (config) # ip dhcp pool host name
console (config-dhcp) #

Tabanua 294 — KomaHgbl pexuma KoHurypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aeiicmeue

address ip_address {mask |
prefix_length} {client-iden-
tifier id | hardware-ad-
dress mac_address}

no address

PyyHoe pesepsuposaHue IP-agpecos gna DHCP-knuneHTa.

- ip_address — IP-aapec, KoTopblit 6yaeT conocTaBeH ¢
bU3MUECKUM aAPECOM KINEHT];

- mask/prefix_length — macka noacetu/gnuna npedukca;

- id — dusnyeckuin agpec (MaeHTMOUKATOP) CETEBOM KapTbl;
- mac_address — MAC-agpec.

Ypanaet 3ape3epsupoBaHHble IP-agpeca.

client-name name

no client-name

name: (1..32) cumBosioB

Onpegenaet uma DHCP-knueHTa.

Ypanaet uma DHCP-knueHTa.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumm nyna DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool network name
console (config-dhcp) #

Tabnuua 295 — KomaHapl pexkuma KoHoUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

address {network_num-
ber | low low_address high
high_address} {mask | pre-
fix_length}

no address

YcTaHaBAMBaeT HOMep NOACETM U MACKY NOACETU ANA nyna
agpecos DHCP-cepsepa.

- network_number — |P-agpec Homepa NoAceTy;

- low_address — HavyanbHbIN IP-agpec Anana3oHa afpecos;
- high_address — KoHeuHbIl IP-aapec AnanasoHa aapecos.
- mask/prefix_length — macka noacetn/anvHa npedukca.

Ynansaet koHourypaunio DHCP - nyna agpecos

lease {days [hours
[minutes]] | infinite}

no lease

—/1 peHb

Bpems apeHgbl IP-agpeca, KOTopblit Ha3HavyeH ot DHCP.
- infinite — Bpema apeHAbl He OrPaHNYEHO;

- days — Ko/M4ecTBo gHew;

- hours — KonnyecTBO Yacos;

- minutes — KOJIMYeCTBO MUHYT.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

ping enable

no ping enable

—/BbIK/OYEHA

BkntoumTb nepeaadvy ICMP-3anpocoB Ha Ha3Hayaembli IP-
agpec, 4Tobbl NPOBEPUTL 3aHATOCTb aZpeca, NPeXKae Yem oH
6ypet HazHayeH DHCP-knueHTy.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.
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KomaHOb1 pexcuma KoHguaypayuu nyaa DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp) #

Tabanua 296 — KomaHgbl pexxuma KoHpurypaumm

KomaHoa

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aeiicmeue

default-router ip_ad-
dress_list

no default-router

Mo yMONYaHMIO CINCOK
MapLLpPyTU3aTOPOB He
onpegaesneH.

Onpegenaer CNMCOK MapLIpyTU3aTOPOB MO YMOIYAHUIO An

DHCP-knueHTa:

- ip_address_list — cnucok IP-aapecoB mapLupyTM3aTOpPOB.,

MOXET COAepPKaTb A0 8 3anunceit, pasaeneHHbIx npobesom.
' IP-agpec mapupyTU3aTopa AOMKEH BbiTb B TOW XKe
- noACeTH, YTO U KANEHT.

YcTaHaBAWBaeT 3HaYeHUe No YMONAYAHUIO.

dns-server ip_address_list

no dns-server

Mo ymonyaHuio cnmucok
DNS-cepBepoB He
onpeaeneH.

Onpepensaet cnucok DNS-cepBepoB, AOCTYMNHbIX ANA
KknmneHTos DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, moXeT
cofepyKaTb 0 8 3anucei, pasaeneHHbIx npobenom.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

domain-name domain

no domain-name

domain: (1..32) cumBonos

Onpegenaet gomeHHoe umsa ana DHCP-knneHToB.

YcTaHaBAWBaeT 3HaYeHUe No YMONYAHUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonyaHumio cnmucok
WINS-cepBepoB He
onpeaesneH.

Onpegensaet cnucok WINS-cepBepoB, AOCTYNHbIX ANA
knmneHToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepBepos,
MOKET COAePKaTb A0 8 3anuceii, pasaeneHHbix npobenom.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

netbios-node-type {b-node
| p-node | m-node | h-
node}

no netbios-node-type

Mo ymonyaHuio TMn y3na
NetBIOS He onpegeneH.

Onpegenset Tun y3na NetBIOS Microsoft ana knneHToB
DHCP:

- b-node — WnpoKoBeELLATENbHbIN;

- p-node — TOYKa-TOYKa;

- m-node — KOMBUHMPOBAHHbIN;

- h-node — rmMbpuaHbIi.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

next-server ip_address

no next-server

Mcnonb3yetca anAa ykaszaHua DHCP-kaneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro AONKEH BbITb
NoNy4YeH 3arpy3o4Hblit pain.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3yetca anAa ykasaHua DHCP-kaneHTy umsa cepsepa, €
KOTOPOTro A0/IKEH ObITb NOyYeH 3arpy304Hblin dait.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

bootfile filename

no bootfile

filename: (1..128)
CMMBOJIOB

YKasblBaeT ums ¢aina, MCnoNb3yemoro aa HayanbHoM
3arpy3ku DHCP-knueHTa.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

time-server ip_address_list

no time-server

Mo YMON4YaHUIO CNNCOK
cepBepos He onpegeneH.

OnpegfensaeT CNMCOK CepBepoB BPeMeHM, AOCTYMHbIX AN1A
knmneHtos DHCP.

- ip_address_list — cnucok IP-agpecoB cepBepoB BPeMEHM,
MOXET coepaTtb A0 8 3anuncei, pasaeneHHbix npobenom.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}} [de-
scription desc]

code: (0..255);
bool_val: (true, false);
int_val: (0..4294967295);
ascii_string: (1..160)
CUMBOJIOB;
desc: (1..160) cumBosios

Hactpansaet onuum DHCP-cepBepa.

- code — Kopg onuuu DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- integer — uenoe NOI0XKNTEeIbHOE YNC/IO;
- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoKa B 16-om dopmarte;
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| no option code | Ypanset onumn gna DHCP-cepBepa. |

KomaHOwb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 297 — KomaHgbl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

clear ip dhcp binding
{ip_address | *}

YpaneHue 3anucei U3 Tabaunubl COOTBETCTBUA GUINYECKUX
aApecoB 1 aapecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — |P-appec, HasHauyeHHbIi DHCP-cepBepom;
- ¥ — yaanuTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHoUrypaumm DHCP-cepeepa.

show ip dhcp excluded-ad-
dresses

MpocmoTp IP-appecos, koTopbie DHCP-cepsep He byaeT
Ha3Ha4yaTb Ana DHCP-knneHTOB.

show ip dhcp pool host

MpocmoTp KoOHOUIypaumm ansa ctatudecknx agpecos DHCP-

[in_address | name] name: (1..32) cepsepa:
CMMBO/IOB - ip_address — IP-agpec KAneHTa;
- name — nma DHCP-nyna agpecos.
show ip dhcp pool network name: (1..32) MpocmoTp KoHbUrypauumn DHCP-nyna agpecos DHCP-cepsepa:
[name] CMMBO/I0B - name — nma DHCP-nyna appecos.

show ip dhcp binding
[ip_address]

MpocmoTp IP-agpecos, KOTOpble CONOCTaBAEHbI C
dU3NYECKMMU aZpecaMu K/IMEHTOB, a TaK e BPeMs apeHabl,
cnocob HasHavyeHuAa u coctosHue IP-agpecos.

show ip dhcp server statis-
tics

MpocmoTp ctatnctukn DHCP-cepsepa.

show ip dhcp allocated

MpocmoTp akTMBHbLIX IP-agpecos, BblaaHHbIX DHCP-cepsepom.

[pumepbl 8bIN0AHEHUS KOMAHO

=  Hactpoutb DHCP-nyn ¢ umeHem test n ykasatb gna DHCP-kaneHTOB: uma gomeHa — test.ru, wnios

no ymonyauuo — 192.168.45.1 n DNS-cepsep — 192.168.45.112.

console#

console# configure

console (config)# ip dhcp pool network test
console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

( )

( )
console (config-dhcp)# dns-server 192.168.45.112
console (config-dhcp) # default-router 192.168.45.1
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5.32 KoHdwurypauma ACL (cnucku KoHTpona aoctyna)

ACL (Access Control List — cnucoK KoHTpons gocTtyna) — Tabauua, KoTopasa onpeaenseT npasuaa
dunbTpaumm BxoZAlero U mncxogAawero Tpapuka Ha OCHOBAHMM MepenaBaembiX B MaKeTax NPOTOKOJIOB,
TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

V ACL-cnucku Ha 6ase IPv6, IPv4 1 MAC-agpecoB He A0/KHbl UMeTb OAUHAKOBble Ha3Ba-
HUA.

V IPv6- 1 IPv4-cnnucku moryT pabotatb BMecTe Ha ogHOM ¢pusnyeckom uHTepdeince. CNUcok

ACL Ha 6a3e MAC-aapecauumn He MOXKeT COBMELL,ATbCA co cnuckom IPv6. [1Ba cnucka oau-

HaKOBOro TMNa He MOryT paboTaTb BMecTe Ha UHTepdeiice.

KomaHapl Ans co3gaHua W pegakTupoBaHua cnmnckoB ACL aocTynHbl B pexume rnobanbHoM
KoHUrypaumu.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

KomaHaHan cTpoka B pexkume rnobasibHOM KOHOUIypauum MmeeT BUA,
console (config) #

Tabanua 298 — KomaHgbl 4na co3gaHma n KoHourypaumm cnuckos ACL

Komanoa 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
ip access-list access_list Co3paHune cTaHaapTHoro cnmcka ACL.
{deny | permit} {any | - deny — 3anpeTnTb NPOXOXAEHME NAKETOB C yKa3aHHbIMM
ip_address [ip_ad- napameTpamu;
dress_mask]} - permit — paspewunTb NPOXOXKAEHME NAKETOB C
yKa3aHHbIMM NapameTpamu.

no ip access-list access_list YpanuTb cTaHgapTHbIN cnncok ACL.
ip access-list extended ac- Co3zaHune HOBOro paclumpeHHoro cnmcka ACL ana
cess_list aapecaunu IPv4 1 Bxopa, B pexkum ero KoHourypauum (ecnm

CMUCOK C A@HHbIM UMEHEM eLLle He co3AaH), IMbo BXos B
pexunm KoHdUrypauumn paHee co3faHHOro Cnucka.

no ip access-list extended YpaneHue pacwmpeHHoro cnucka ACL ana agpecauum IPv4.
access_list

ipv6 access-list access_list Co3paHune HOBOro cTaHAapTHOro cnucka ACL ana agpecauumm
{deny | permit} {any | IPv6.

ipbv6_address [ipv6_ad- access_list: (0..32) - deny — 3anpeTuTb NPOXOXKAEHME NAKETOB C YKa3aHHbIMMU
dress_prefix]} cMmBoONa napameTpamu;

- permit — paspeLwmnTb NPOXOXKAEHME NAKETOB C
YKa3aHHbIMM NapameTpamu.

no ipv6 access-list ac- YpaneHue ctaHgapTHoro cnncka ACL ana agpecauumm IPv6.
cess_list

ipv6 access-list extended Co3gaHune HoBoro pacwmpeHHoro cnucka ACL ana
access_list aapecaunn IPv6 1 Bxopg, B pexkum ero KoHourypauum (ecnm

CMUCOK C A@aHHbIM UMEHEM eLLie He co3AaH), IMbo BXos B
peXxunm KoHdUrypauumn paHee co3faHHOrO CNucKa.

no ipv6 access-list ex- YpaneHue pacwmpeHHoro cnucka ACL ana agpecauum IPv6.
tended access_list
mac access-list extended Co3paHue Hosoro cnucka ACL Ha 6ase MAC-agpecaumm n
access_list BXOZ, B PEXMM €ro KoHUrypaLmm (ecam cnmcok ¢ AaHHbIM
MMEHEM elLLle He CO34aH), B0 BXOA, B PEXUM
KOHPUrypaLmm paHee CO34aHHONO CrMCKa.
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no mac access-list ex- Yaanenue cnucka ACL Ha 6a3e MAC-agpecaumu.

tended access_list

access-list configuration YcTaHaBAMBAET perKMM KoHpurypmposaHua ACL.

mode {default | commit} - default — ACL M0XXHO pefakTMpoBaTb TOIbKO TOrAa, Koraa
OH He NpMBA3aH HU K 0gHOMY 13 UHTepdeicos. HacTpoiiku

— /default npasun ACL npumeHATCcA HemeaIeHHO.

- commit — ACL M0OXXHO pefaKTMpPOBaTb, KOrga OH NpMBA3aH
K pusnueckomy nnm VLAN nnHtepdelicy. UameHeHun
BCTYNalOT B CU/Y NOC/IE BbINONHEHWUA KOMaHAbl access-list
commit.

access-list commit — MNpumeHaeT nsmeHeHna Bo scex ACL-cnuckax.

access-list commit {ac- access_list: (0..32) MpuMmeHAeT M3MeHeHus B onpegeneHHom ACL-cnucke.

cess_list} cMmBONa

access-lists statistics { port BktoyeHume cTaTucTukm cnmckos ACL

| vlan} - port — TonbKo ana cnnuckos ACL, npmBA3aHHbIX K
du3MYeckum nHTepdeicam;
-vlan — TonbKo ansa cnuckos ACL, NpuBA3aHHbIX K
nHtepoericam VLAN.

—/BbIKNOYEHO /' [Ona kommyTtatopos cepum MES23XX BO3MOXKHO
BK/IlOYEHMe CTaTUCTUKMU cnuckos ACL,
NPUBA3AHHbIX TONbKO K GU3NYECKUM NOpTam

WU TONbKO K uHTepdeiticam VLAN.

no access-lists statistics { BbIkntoyeHme ctaTucTmkm cnnckos ACL.

port | vlan}

time-range time_name Bxopg, B pexkum KoHdurypaumm time-range n onpegeneHue

time_name: (0..32) BPEMEHHbIX MHTePBaIoB A/1A CNUCKa AoCTyna.
cMMBONa - time_name — uma npoduna HacTpoekK time-range.
no time-range time_name YpaneHve 3agaHHoON KoHOUrypauum time-range.

Ons Toro u4tobbl aKTMBM3MpoBaTb cnmncok ACL, HeobxoguMmo cBA3aTb ero C MWHTepdelicom.
NHTepdelicom, NCNONb3YHOLMM CMUCOK, MOXKeT bbiTb Inb0 nHTepdeic Ethernet, anbo rpynna nopros.

KomaHObI pexcuma KoHguaypauuu uHmepgpetica Ethernet, VLAN, epynnsi nopmos

KomaHAaHan cTpoKa B pexkmume KoHourypaumm nitepdeliica Ethernet, VLAN, rpynnbl NOpTOB UMEET BUA,:

console (config-if) #

Tabnunua 299 — KomaHaa HasHadeHusa cnncka ACL-uHTepdeiicy

Komanda 3HayeHue/3HayeHue leiicmeue
no ymoa4aHuro
service-acl {input | out- B HacTpolikax onpeaenéHHoro pusnyeckoro nHTepderica
put} access_list KOMaHZa NpuMBA3bIBAET YKa3aHHbIN CMUCOK K lAHHOMY
nHTEpodelicy.
access_list: (0..32) 7! NpusasKa K nutepdeiicy VLAN BO3MOXKHa TONbKO
cumsona V ANA HanpaBaeHua input.
no service-acl {input | YaaneHue cnucka c nHtepdeiica.
output}

KomaHOwbi pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;:

console#
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Tabnnua 300 — KomaHab! Ana npocmoTpa cnnckos ACL

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmesue

show access-lists [ac-
cess_list]

show access-lists
time-range-active [ac-
cess_list]

access_list: (0..32)
cMMBOIA

MokasaTtb cnuckm ACL, co3gaHHble Ha KommyTaTope.

MokasaTtb cnuckn ACL, co3gaHHble Ha KOMMmyTaTope, KoTopble B
HacToALLee BpeMA ABNAIOTCA aKTUBHbIMM.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

MokasaTtb cnunckm ACL, HazHauYeHHble HTepdelicam.

clear access-lists counters
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

O6HYNTb BCe cyeTYMKM cnuckos ACL, 1MBO cHETUMKM 15 CIUCKOB
ACL 3agaHHoOro nHtepdelica.

show interfaces access-lists
trapped packets [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

loKa3aTb CHETYMKM CMCKOB A0CTyNa.

clear access-lists statistics

O4YncTUTb CTaTUCTUKY cnuckos ACL.

show access-lists candi-
date-config

MNMoka3sbiBaeT coctosiHne Bcex ACL-cnmMcKoB nocne BbiNOJIHEHMA
KOMaHAbl access-list commit.

show access-lists candi-
date-config {access_list}

access_list: (0..32)
cumBONa

MNoka3biBaeT cocTtosAHne onpeaeneHHoro ACL-cnucka nocne
BbIMOJIHEHMA KOMaHAbl access-list commit.

show candidate-config ac-
cess-list

MokasbliBaeT, Kak byayT Bbirnagets ACL-cnucku B show running-
config nocne BbINOHEHMA KOMAHAbI access-list commit.

KomaHOwbI pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeert sua;

console#

Tabnunua 301 — KomaHabl Ana npocmoTpa cnnckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show time-range
[time_name]

MoKasbiBaeT KOHdUrypaumio time-range
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5.32.1 KoHnepueypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBedeHbl 3HAYEHMA U OMMUCAHMA OCHOBHbIX MAapPaMeTPOB, WUCMOJIb3yeEMbIX B
COCTaBe KOMaHZA, HacTpoiKku cnmckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHue U BXOA B PEKUM
pefakTnpoBaHmnA cnnckoB ACL, ocCHOBaHHbIX Ha aapecaumn IPv4, ocywecTBaaeTca No KOMaHAe: ip access-
list extended access-l1ist. Hanpumep, gns cosgaHus cnucka ACL nog HassaHvem EltexAL
HeoHX04MMO BbINOJHUTL CAeaytoLmMe KOMaHAbI:

console#

console# configure
console (config)# ip access-list extended EltexAL
console (config-ip-al) #

Tabnumua 302 — OcHOBHbIE NapaMeTPbl, UCNO/Ib3YEMbIE B KOMaHAAX

MNapamemp 3HayeHue Aeilicmsue

permit [Oevicteue ‘paspewwinTs’ Co3pgaeT paspelatowee npasuno ¢uabtpaumm B cnmncke ACL.

deny [LewncTteue ‘3anpetuTs’ Co3pgaet 3anpewjatowee npasuno puabtTpaumm B cnucke ACL.

protocol Mone npegHasHa4yeHo ANA YKasaHUA NpoToKona (Mam Bcex
NPOTOKON0B), Ha OCHOBE KOTOPOro ByAeT ocyLiecTBAseTcA
dunbTpaymsa. Mpu BbibOpe NPOTOKOIA BOSMOXKHbI Cieaytowme

MpoTokon BapuaHTbl: icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6,

ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf,
ipinip, pim, 12tp, isis, ipip, 1M60 YncnoBoe 3HaYeHMEe NPOTOKONA, B
Aunanasone (0 - 255).
[na cootBeTcTBUA NIOBOMY NPOTOKONY MCNONb3YyeTCA 3HaveHue IP.

source Afpec McTouHMKa Onpegensaet IP-agpec UCTOYHMKA NaKeTa.

source_wildcard

Macka agpeca NCTOYHUKA

BuToBas macka, npumeHsaemas K IP-agpecy UCTOYHMKA NaKeTa.
Macka onpegensiet 6utbl IP-agpeca, KoTopble HeObX0ANMMO
MTHOPUPOBATb. B 3HaYEHMA UTHOPUPYEMbIX BUTOB A0/IXKHbI ObITb
3anncaHbl eanHnUbl. Hanpwmep, NUCNO/Ib3yA MaCKy, MOXXHO
onpeaennTb gna npasuna unbTpaumm IP-cetb. Ytobbl 06aBUTL B
npasuao punbtpaumm IP-cetb 195.165.0.0, Heob6x0AMMO 3a4aTb
3HayeHue macku 0.0.255.255, To ecTb cornacHoO AaHHOM Macke
nocnegHue 16 6ut IP-agpeca 6yayT UrHOPUPOBATLCA.

destination

Afpec HazHayeHun

Onpepensaet IP-agpec HasHavyeHMA NakeTa.

destination_wildcard

Macka agpeca
Ha3HayeHus

BuTOoBan mMacka, npymeHsaemMas K IP-agpecy HasHaueHWA nakeTa.
Macka onpegenset 6uTbl IP-agpeca, KOTopble He06X0AMMO
WrHOPUPOBaTb. B 3HaYeHMA THOPUPYEMbIX BUTOB JO/KHbI ObITb
3anucaHbl eaAnMHULbl. Macka UCnonb3yeTcs aHaNorMYHO Macke
source_wildcard.

KOHbUrypauum time-range

vlan NaoeHTudmkatop Vian Onpepensert Vlan, gnsa KoToporo 6yget NpMMeHATbCA NPaBuso.

dscp None DSCP & saronosKe L3 Onpe,a,enﬂ%T 3HayeHune DSCP-nons diffserv. BoamorkHble Koabl
coobuieHnin nona dscp: (0 - 63).

precedence Mpuoputet IP Onpegenset npuoputeT IP-Tpaduka: (0-7).

time_name Mma npoduna OnpeaenseT KOHPUIYPALMIO BPEMEHHbIX MHTEPBA/OB.
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icmp_type

Tun coobuieHunii npotokona ICMP, ncnonbsyemoliii Ans
dunbTpaymm ICMP-nakeToB. Bo3MOXHble TUNbl cCO0bLWweHMIA nons
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-
advertisement, router-solicitation, time-exceeded, parameter-
problem, timestamp, timestamp-reply, information-request,
information-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply,
domain_name-request, domain_name-reply, skip, photuris, nnéo
yncnosoe 3HayeHne TMna coobuieHus, B AnanasoHe (0 - 255).

icmp_code

Kopa coobueHunn
npotokona ICMP

Kog coobuweHunin npotokona ICMP, ncnonbsyemblit ana
dunbtpaymm ICMP-nakeToB. Bo3moXKHble Koapbl coobieHnin nons
icmp_code: (0 - 255).

igmp_type

Tun coobuweHun
npoTtokona IGMP

Tun coobueHunii npotokona IGMP, ncnonbayemblin ann
dunbTpaymm naketos IGMP. Bo3amoxKHble TUNbl co0bLeHnin nons
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nnbo Yncnosoe 3HayeHue
TMna coobuieHuns, B ananasoHe (0 - 255).

destination_port

UDP/TCP-nopt
Ha3Ha4vyeHuAqa

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3mosKHble 3HaueHua nona TCP-nopra: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprTa: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HadyeHue (0 - 65535).

list_of_flags

dnarn npotokona TCP

Ecnu pns ycnosua dunbtpaumm dnar goaKeH ObiTb YCTaHOBNEH, TO
nepes HUM CTaBUTCA 3HAK «+», €CN He LO/IKeH 6biTb YyCTaHOB/EH,
TO «-». BO3MOXHble BapuaHTbl ¢pnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn v -fin. Mpu ucnonbsosaHum
HECKOJIbKMX GNaros B ycnosuu puabTpaunm, dnarv oobveanHstoTca
B O4HY CTPOKY 6e3 npobenos, Hanpumep: +fin-ack.

disable_port

OTKNoYeHne nopta

BbIK/IlOYAET NOPT, C KOTOPOTo 6bl NPUHAT NaKeT,
YO,0BNETBOPAOLWMI yCI0BUAM Ntob0M U3 KomaHz 3anpeTa deny, B
cocTaBe KOTOpOW 6b110 oNMncaHo none.

log_input

OTnpaBKa coobweHni

BKkntoyaeT oTnpaBKy MHPOPMALIMOHHBIX COOOLLEHWUN B
CUCTEMHBIV KYPHAN NPU NONYYEHUN NAKETa, KOTOPbIN
COOTBETCTBYET 3aMuncH.

offset_list_name

HanmeHoBaHue cnucka
wabnoHoB Nonb3osaTens

3apaeT ncnosib3oBaHWe CNMcKa WabnoHoB Noab3oBaTens
ONA pacno3HaBaHWA NakeTos. [AnA Kaxgoro cnucka ACL
MOXKeT BbITb onpeaeneH cBoi CNUCOK WabIoHOB.

ace-priority

MpuoputeT 3anucun

NHAeKc 3aaaeT NON0XKEeHNe NpaBuaa B CNUCKE U ero
npuopuTet. Yem meHbLIe UHAEKC — TEM NPUOPUTETHEE
npasuno. JManasoH AONYCTUMbIX 3HAYEHUM
(1..2147483647). 3HaueHMe NHAEKCA AONKHO ObITb
YHUKANbHbIM B paMKax CNMcKa npasun 8 ogHom ACL.
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/ DOna Bbibopa Bcero anManasoHa napameTtpos, Kpome dscp u IP-precedence, ucnonbsyerca

napameTtp «any».

/ Mocne Toro Kak xota 6bl ogHa 3anuck gobasneHa B cnucok ACL, nocnegHeit No ymonuaHuio
pobaenaetca 3anucb deny any any any, KoTopasa 03Ha4yaeT UTHOPUPOBaAHUE BCEX NAKETOB.,

He yaosnetsopsatowmx ycnosmam ACL.

Tabnmua 303 — KomaHapbl, ucnosibayemole ans Hactponkm ACL-cnuckos Ha ocHoBe IP-agpecauunm

KomaHda

Aelicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp | prece-
dence precedence] [time-range time_name] [ace-priority
index]

JobasnsaeT paspeLatowyto 3annce GuabTpaLmm 4n8 NPOTOKONa.
MakeTbl, OTBEYAtOLLME YCA0BUAM 3anucK, byayT obpabaTbiBaTbCA
KOMMYTaToOpOM.

no permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp | prece-
dence precedence] [time-range time_name]

Yaanser co3gaHHylo paHee 3anmch.

permit ip {any | source_mac source_mac_wildcard}

{any | destination_mac destination_mac_wildcard}

{any | source_ip source_ip_wildcard} {any | destina-
tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name] [ace priority in-
dex]

[JobasnsaeT paspeLatowyto 3annce GuabTpaLmm Ans NpoTokona
IP. MakeTbl, 0TBEYalOWME YCAOBMAM 3anucu, byayT
0bpabaTbiBaTbCA KOMMYTATOPOM.

no permit ip {any | source_mac source_mac_wildcard}
{any | destination_mac destination_mac_wildcard}

{any | source_ip source_ip_wildcard} {any | destina-
tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name]

YpanaeT co34aHHYI0 paHee 3anuce.

permit icmp {any | source source_wildcard}{any | desti-
nation destination_wildcard} {any | icmp_type} {any |
icmp_code} [dscp dscp | ip-precedence precedence]
[time-range time_name] [ace-priority index] [offset-list
offset_list_name] [vlan vian_id]

[JobasnaeT pa3speLuatoLyto 3anncb GuUabTPaLmMmn ANa NPOToKoNa
ICMP. MakeTbl, OTBEYAtOLLME YCAOBUAM 3anucK, byayTt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence prece-
dence] [time-range time_name] [offset-list off-
set_list_name] [vlan vian_id]

YpanaeT co34aHHYI0 paHee 3anuce.

permit igmp {any | source source_wildcard} {any | desti-
nation destination_wildcard} [igmp_type] [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[JobaBnset paspeLlatoLyto 3anncb GuUabTpaLmMm Ana NpoToKoNa
IGMP. MakeTbl, OTBEYAIOLLME YCAOBUAM 3anucK, byayT
0bpabaTbiBaTbCA KOMMYTATOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

Ypanaet CO34aHHYIO paHee 3anunchb.

permit tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[Jobasnset paspeLlatoLyto 3anncb GuUabTpaLmMm Ana NpoToKoNa
TCP. MakeTbl, OTBEYAlOLLME YCAOBUAM 3anucK, byayT
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

YanseT co3faHHy paHee 3anuch.
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permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

LobasnaeT paspeLlatoLyto 3anmcs GUAbTPaLMK A5 NPOTOKoNa
UDP. MakeTbl, oTBEYatoLme yCA0BMAM 3anucu, byayT
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

Yaanaer co3faHHyo paHee 3anuch.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[JobasnaeT 3anpeLyatoLLyto 3anucb pUAbTPaLMM ANA NPOTOKOAA.
MakeTbl, OTBEYalOLLME YCNOBUAM 3anucu, ByayT 6aoKMpoBaTbea
KommyTaTopom. Mpu ncnonb3osaHuu Kntovesoro cnosa disable-
port dusnyeckuit uHTepdeiic, NPUHABLLMI TaKoM NakeT, byaeT
BbIK/toueH. Mpyu ncnonb3oBaHuKM Katoyesoro ciosa log-input
6yAeT 0TNpaB/ieHO co0bLLEHME B CUCTEMHDIV KypHan.

no deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Yaanser co3gaHHylo paHee 3anmch.

deny ip {any | source_ip source_ip_wildcard} {any | des-
tination_ip destination_ip_wildcard} [dscp dscp | prece-
dence precedence] [time-range range_name] [disa-
ble-port | log-input] [ace-priority index]

[JobasnsaeT 3anpewatowyto 3anuce GuabTpaumm 4aa NPoToKoNa
IP. MakeTbl, 0TBEYalOWME YCAOBMAM 3anucu, byayT
6710KMPOBATLCA KOMMYTATOPOM. MPU UCNOb30BAHUM K/THOYEBOTO
cnosa disable-port dpusnuecknin nnTepdeinc, NpMHABLINIA TaKoM
nakeT, byaeT BblkAtoYeH. Mpy CnoNb30BaHWUM KNKOYEBOTO C10Ba
log-input 6yaeT oTnpaBieHo coobLLEHME B CUCTEMHDIN KypHa.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name] [disa-
ble-port | log-input]

Yaanser co3gaHHylo paHee 3anmch.

deny icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[obasnsaeT 3anpeLatoLLyto 3anmcb GuUabTpaL MM ANA NPOTOKoA
ICMP. MakeTbl, OTBEYAtOLLME YCAOBUAM 3anuncK, byayTt
6/10KMPOBATLCA KOMMYTATOPOM. MPU UCMOb30BAHWUM K/HOYEBOTO
cnosa disable-port dbusnuecknin nHTepdeinc, NpMHABLINIA TaKoM
nakeT, byaeT BblkAtoYeH. Mpy CNoNb30BaHMM KAKOYEBOTO C10Ba
log-input 6yzeT oTnpaBieHo coobLLEHME B CUCTEMHDIN KYpPHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YpanaeT co34aHHYI0 paHee 3anuce.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[JobaBnser 3anpeLyaoLLyto 3anucb GUAbTPALLMM AN NPOTOKONA
IGMP. MakeTbl, OTBEYAIOLLME YCOBUAM 3anucK, byayt
6710KMPOBATLCA KOMMYTATOPOM. MPU UCNOL30BAHUM K/THOYEBOTO
cnosa disable-port ¢pusnueckunin HTepdenc, NpMHABLWKIA TaKoM
nakeT, byaeT BblkAtoYeH. Mpy CNoNb30BaHWM KOYEBOTO C/10Ba
log-input 6yzeT oTnpaBieHo coobLLEHME B CUCTEMHDIN KYpPHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anunchb.

deny tcp {any | source source_wildcard}{any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[JobasnsaeT 3anpeLatoLLyto 3anmcb GUAbTPaLMK ANA NPOTOKOA
TCP. MakKeTbl, OTBEYAOLME YCIOBUAM 3anucu, byayt
6710KMPOBATLCA KOMMYTATOPOM. MPU MCNOL30BAHUM K/THOYEBOTO
cnosa disable-port ¢pusnueckmnin HTepdenc, NpMHABLWIKIA TaKoM
nakeT, byaeT BblkAtoYeH. Mpy CNoNb30BaHWUM KAKOYEBOTO C10Ba
log-input 6ygeT oTnpaBieHo coobLLEHME B CUCTEMHDIN KYpPHa.

no deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anunchb.
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deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[JobasnseT 3anpeLyaoLLyto 3anucb GUAbTPALLMM AN NPOTOKONA
UDP. MakeTbl, oTBEYatoLme yCA0BMAM 3anucu, byayT
6/10KMPOBATLCA KOMMYTATOPOM. [1PU UCMONB30BAHWUM K/HOYEBOTO
cnosa disable-port dusnyecknii uHTepdelic, NPUHABLLMNIA TaKoM
nakert, 6yAeT Bblk/atoueH. [py NCnonb3oBaHUM KKOYEBOTO C/10Ba
log-input 6yaeT oTNpaBneHO cOOBLLEHME B CUCTEMHbIN XKYPHaI.

no deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

YanseT co3faHHyH paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co34aéET cNUCOK WaboHOB NoaAb30BaTeNA C UMeHeM name. Uma
MOXKeT BKAto4YaTb oT 1 40 32 cumBONOB. B 0A4HOM KOMaHAE MOXKET
copepKaTbCs 40 TPMHAALATH WABAOHOB B 3aBUCUMOCTH OT
BbIOPAHHOIO pPeXmnma HaCTPOMKK CIMCKOB AoCTyna (KomaHaa set
system mode), BKto4aloOLWMX CAeaytolme napameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOXKHbIe 3HAYeHUA:

I3 — Hayano cmelleHmMA ¢ Hayana IP-3aro10BKa;

14 — Hayano cmelleHmMA ¢ KoHua IP-3aronoBka.

- offset — cmeleHne baliTa faHHbIX B Npeaenax nakeTa.
basoBoe cmelleHne NPMHUMAETCA 3a HaYyano OTCYeTa;

- mask — macka. B aHanuse naketa NpUHMMALOT y4acTue TO/bKO
Te paspaabl bakiTa, ANA KOTOPbIX B COOTBETCTBYIOLLMX pPa3psaaax
Macku 3agaHa ‘1’;

- value — NCKOMOE 3HauyeHue.

no offset-list offset_list name

YanseT co3gaHHbIN paHee CMMCOK.

access-list commit

MNpumeHsaet nsmeHexnsa s ACL-cnucke.

5.32.2 Konepuzypayusa ACL Ha 6a3e IPv6

B paHHOM pasgene npusBedeHbl 3HAYEHMA M OMUCAHWA OCHOBHbIX MAPAMETPOB, MCMOJIb3yeMbIX B
cOCTaBe KOMaHZ, HacTpoMKKu cnnckos ACL, 0CHOBaHHbIX Ha agpecauum IPv6.

CosgaHue n BXO4, B pexum pegaktnpoBaHma cnuckos ACL, OCHOBaHHbIX Ha agpecaumun IPv6,
OCyLLeCTBAAETCA N0 KOMaHAe: ipv6 access-list access-1ist. Hanpumep, gna cosganua cnmcka ACL
nog, HazeaHnem MESipv6 HeobxoaMMO BbINOSHUTD CAeaylowme KOMaHabl:

console#
console# configure

console (config)# ipv6 access-list extended MESipvé

console (config-ipve-al) #

Tabanua 304 — OCHOBHblE NapamMeTpbl, UCNO/b3yemble B KOMaHAaX

MpoTokon

Mapamemp 3Ha4yeHue Aelicmesue
permit [JelicTBue paspelunTb Co3paet pa3pewatouiee npasuao ¢punbtpaumm B cnmcke ACL.
deny [Jenctene 3anpeTnTb Co3paeT 3anpeluatolee Npasnno punbTpaunm B cnmcke ACL.
protocol Mone npegHasHa4YeHO ANA YKasaHWA NpoToKona (Mam Bcex

NPOTOKO/0B), HA OCHOBE KOTOPOro ByaeT ocyliecTeaseTcs
dunbTpaums. Mpu BbiIbope NPOTOKOA BO3MOXKHbI CeaytoLme
BapuWaHTbl: icmp, tcp, udp, "Mbo YncnosBoe 3HaYeHUE NPOTOKONA
— icmp (58), tcp (6), udp (17).

[na cootBeTcTBUA N10BOMY NPOTOKOY UCNONb3YeTCA 3HaYeHne
IPv6.

source_prefix/length Apgpec oTnpasuTens u ero

ANMHa

Onpegenset IPv6-aapec n annHy npepukca cet (0-128)
(KonnuecTBo cTapwmnx 6UT agpeca) UCTOYHMKA NaKeTa.

destination_prefix/length AZpec HazHaYeHuA n ero

ANMHa

Onpegenset IPv6-aapec n annHy npedukca cetu (0-128)
(KonunuecTBo cTapwmnx 6UT agpeca) HasHaYeHMA NakeTa.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx

299




HELTEX

npoTokona ICMP

dscp Mone DSCP B 3aronoske OnpegaenseT 3HaveHue DSCP-nons diffserv. BoamoxHble Kogpl
L3 coobueHnin nona dscp: (0 - 63).
precedence MpwopuTer IP Onpegenset npuoputeTt IP-Tpadmka: (0 - 7).
time_name Mma npoduna OnpegenseT KOHPUrypaL MO BPEMEHHbIX MHTEPBasIOB.
KOHOUrypaumm time-range
icmp_type Ucnonbsyetca ana ¢punbtpaummn ICMP-nakeToB. Bo3moXKHble
TUMbI U YUCNOBbIE 3HAYEHUA COOBLLEHNI Nonsa icmp_type:
destination-unreachable (1), packet-too-big (2), time-exceeded
Tun coobuweHnn
npoTokona ICMP (3), parameter-problem (4), echo-request (128), echo-reply
(129), mld-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement
(134), nd-ns (135), nd-na (136).
icmp_code Koz coobuueHuii Ucnonbsyetca ana ¢punbtpaumm ICMP-nakeToB. Bo3moXKHble

3HayeHus nona (0 - 255).

destination_port

UDP/TCP-nopt
Ha3HayeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morKHble 3HayeHus noaa TCP-noprta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7),
finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc
(194), klogin (543), kshell (544), lpd (515), nntp (119), pop2
(109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-
ds (49), talk (517), telnet (23), time (37), uucp (117), whois (43),
www (80);

Ona UDP-noprTa: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).

JInbo uncnosoe 3HadyeHue (0 - 65535).

list_of_flags Ecnun pns ycnosua dunbtpaumm dnar 4oaKeH ObiTb YCTAHOBNEH,
O porokona TP | omste sapwstnes oot urg, +ack,
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.
disable-port BbIKNtOYaeT NopT, C KOTOPOro HbIN NPUHAT NAKeT,
OTKAtoYeHMe nopTa YA0BNETBOPAIOLWLMI ycnoBUAM Nt060M M3 KoMaHg, 3anpeTa deny,
B COCTaBe KOTOpOM, 6bI10 onncaHo none.
log-input BktoyaeT oTnpaBKy MHGOPMALMOHHBIX COOBLLEHUI B
OTnpaBKa coobLeHmii CMCTEMHBIM XKyYpHaA NP NOAYYEeHMUM NaKeTa, KOTOPbIN
COOTBETCTBYET 3aMuCK.
ace-priority NHaeKc npaBmaa B Tabaunue, 4em MeHblLUe NHOEKC —
Tem npuopuTeTHee Npasu/Io. JManasoH AONYCTUMbIX
MHaekc npasuna 3HayeHuin (1..2147483647). 3HaueHne UHAEKCa
OOIKHO 6bITb YHMKaZIbHBIM B paMKax CMMCKa NpasuAa B
ogHom ACL.
V' Onsa Bbibopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence ucnonb3syerca
napamerp «any».
V MNocne Toro, Kak xota 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHMMM B CNUCOK
pobasnaloTca 3anucu
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any
[Be nepBble U3 HMX pa3peLualoT NOUCK cocegHuX IPv6-ycTpoMCTB C NOMOLLbIO NPOTOKONA
ICMPv6, a nocneaHAAa O3Ha4YaeT UTHOPUPOBAHUE BCEX NAKETOB, HE YA0BAETBOPAIOLLUX
ycnosuam ACL.
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Tabnnua 305 — KomaHgbl, ucnonb3yemble ana Hactpoiikn ACL cnnckos Ha ocHoBe IPv6-agpecaunm

KomaHoa

Aeilicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[ob6asnseT paspeluatoLLyio 3anucb GpuabTpaLum ans
npoToKona. MakeTbl, OTBEYAOLLME YCNOBUAM 3anucy, byayT
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

YpanseT cosfaHHyo paHee 3anuch.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

JobasnaeT paspelatolLyto 3anmcb GuUnbTpaLmm gas
npotokona ICMP. MakeTbl, oTBEYatOLWMe YCA0BUAM 3anncu,
6yayT 06pabaTbiBaTLCA KOMMYTAaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

YpanseT cosgaHHyo paHee 3anuch.

permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[obasnseT paspeluatoLyto 3anuceb puabTpaumm ana
npoTokona TCP. MaKeTbl, OTBEYatOLLME YCIOBUAM 3aMUCH,
byayT o6pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit tcp {any | source prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

YpanseT cosgaHHyo paHee 3anuch.

permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

JobasnaeT paspeluatoLuyto 3anmcb GuUnbTpaLmm gas
npoTokona UDP. [MakeTbl, oTBeYatoLmMe yCA0BUAM 3aNunCK,
b6yayT 06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit udp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

Ypanaet CO34aHHYIO paHee 3anucb.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obasnseT 3anpeLLaoLyto 3anmcb GuabTpaunmn ana
npoTokona. MakeTbl, OTBeYatoLLMe YCNOBUAM 3anuncu, byayT
610KMPOBATLCA KOMMYTaTOPOM. MpPU NCNOb30BAHMM
Kntoyesoro cnosa disable-port dpusnyeckunin nHTepoeiic,
NPUHABLUWIA TaKoW NakeT, byaeT BbikAtoueH. Mpu
MCNONb30BaHWUM KAtoYeBoro cnosa log-input 6yaet
OTNPaBAEHO COOBLEHME B CUCTEMHDIN KYpHa.

no deny protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

Ypanaet co3gaHHyIo paHee 3anuchb.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

Job6asnaeT 3anpewatoluyto 3anucb puabTpaumm gna
npoTtokona ICMP. NakeTbl, OTBEYaOLMeE YCAOBUAM 3annCH,
6yayT 610KMpPOBATLCA KOMMYTATOPOM. MpPKU MCNONb30BaHUK
Kntoyesoro cnosa disable-port pusnuecknin MHTepdeiic,
NPWHABLUWI TaKOW NaKeT, byaeT BblkAoYeH. Mpu
MNCNONb30BaHWUM KatoYeBoro cnosa log-input 6yaet
OTNPaBAEHO COOBLEHME B CUCTEMHDIN KYpHa.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Ypanaet co3gaHHyIo paHee 3anuchb.
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deny tcp {any | source_prefix/length}{any | source_port}
{any | destination_prefix/length}{any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[ob6asnseT 3anpewatoLLyto 3anucb puabTpaumm gaa
npoTokona TCP. [MakeTbl, OTBEYatoLLME YCAOBUAM 3aMunCH,
6yayT 610KMpPOBATLCA KOMMYTATOPOM. MpKU UCNONb30BaHUK
Kntoyesoro cnosa disable-port pusnuecknin MHTEpdEiC,
NPWHABLUNI TaKoW NaKeT, byaeT BbikAoYeH. Mpu
MCNo/1b30BaHMK KtoueBoro ciosa log-input 6yaer
OTNPaB/EHO COOBLEHME B CUCTEMHDbIN KypHa.

no deny tcp {any | source_prefix/length}{any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YpanseT cosfaHHyo paHee 3anuch.

deny udp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

JobasnseT 3anpewatoLLyto 3anucb puabTpaumm gaa
npotokona UDP. MakeTbl, oTBEYatOLWMe yCNOBMAM 3aNnUCH,
b6yayT 610KMpPOBATLCA KOMMYTATOPOM. MpKU UCNOb30BaHUK
Kntoyesoro cnosa disable-port pusnueckuin nHTepdeiic,
NPUHABLUNIA TaKoW NakeT, byaeT BbikAtoueH. Mpu
MCNONb30BaHWMM KAtoYeBoro cnosa log-input 6yaet
OTNPaBAEHO COOBLEHME B CUCTEMHDIN KYpHa.

no deny udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanaet co3faHHyo paHee 3anuchb.

offset-list offset_list_name {offset_base offset mask value}

Co34aéT cnncoK WabnoHOB N0Ib30BATENA C UMEHEM hame.
Mma moxeT BkatoYaTb oT 1 4o 32 cumBonoB. B oaHoM
KOMaHAE MOXKET COAEPHKATLCA [0 TPMHAAUATK LWabloHOB B
3aBMCMMOCTU OT BbIBPAHHOTO peXMMa HacTPOMKM CINCKOB
pocTtyna (komaHaa set system mode), BKAOYaOLWMX
cnepyolme napameTpbi:

- offset_base — 6a3oBoe cmelleHMe. BO3MOXKHbIE 3HAYEHUA:
I3 — Hauano cmelLeHuns ¢ Havana IPv6-3aronoBKa;

14 — Hauyano cmelleHUs ¢ KoHua IPv6-3arosioBKa.

- offset — cmelueHue baliTa AaHHbIX B Npegenax nakera.
BasoBoe cmelleHNe NPMHUMAETCA 33 HaYa/lo OTCYETa;

- mask — macKa. B aHasM3e nakeTa NPUHUMAIOT yyacTue
TONIbKO Te paspazbl 6aiiTa, 419 KOTOPbIX B COOTBETCTBYHOLLMX
pa3paaax Mmacku 3agaHa ‘1’;

- value — nckomoe 3HayeHue.

no offset-list offset_list_ name

Ypansert co3faHHbIn paHee CNUCOK.

access-list commit

MpumeHaAeT nasmeHenma B ACL-cnucke.

5.32.3 Kongpuzypayusa ACL Ha 6a3e MAC

B paHHOM pasgene npuBegeHbl 3Ha4eHUA U ONUCAaHUA OCHOBHbIX MapameTpoB, UCNOJ/Ib3yemMbliX B

cOCTaBe KOMaHg, HacTpolKkKu cnnckos ACL, ocHoBaHHbIX Ha MAC-aapecauuu.

CosgaHue n BXOoA4 B pexum pegaktuposaHua cnmckos ACL, ocHoBaHHbIx Ha MAC-agpecaumm,
ocylw,ecTBiaeTca No KomaHae: mac access-list extended

co3gaHua cnucka ACL noa HaszsaHMem MESmac HeobxoaMMO BbIMONHUTbL Ceaytolmne KOMaHabI:

console#
console# configure

console (config) # mac access-list extended MESmac

console (config-mac-al) #
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Tabnnuya 306 — OcHOBHbIE NapameTpbl, UCMOJIb3yeMble B KOMaHAAX

Mapamemp 3HaveHue Aelicmeue
permit [eWncTBre paspewmnTb Co3paet paspewatouiee npasuao ¢punbTpaymm B cnmcke ACL.
deny [JelicTBue 3anpetuTb Co3paet 3anpewatouee npasuno ¢uabtpaumm B cnncke ACL.
source Appec oTnpasutensa Onpegenaer MAC-agpec NCTOYHWKA NaKeTa.

source_wildcard

butoBas macka,
npumeHsaeman Kk MAC-

aflpecy UCTOYHMKA NaKeTa

Macka onpegenset 6uTbl MAC-agpeca, KOoTopble He06X0ANMO
UrHOPUPOBaTb. B 3HaUeHUA MTHOPMPYEMBIX BUTOB A,0/1XKHbI ObITb
3anucaHbl eAnHULbI. Hanpumep, ncnonb3ysa Macky, MOXKHO
onpegenuTb ana npasuna puabtpaumm guanasoHa MAC-
aapecos. YTo6bl go6aBuTb B Npasuio ¢unbTpaumm sce MAC-
agpeca, HaumHatowmeca Ha 00:00:02:AA.xx.xx, He06x0aMMO
3a4aTb 3HayeHne macku 0.0.0.0.FF.FF, To ecTb, cornacHo gaHHoOM
macke, nocnegHue 32 6uta MAC-agpeca byayT He BaxKHbI 4/14
aHanusa.

destination

Appec HazHayeHun

Onpepensetr MAC-agpec Ha3HaYeHuMA nakeTa.

destination_wildcard

butosasa macka,
npumeHaemasn Kk MAC-
agpecy Ha3HayeHuA

Macka onpegenset 6utol MAC-agpeca, KoTopblie He06Xxo41MMO
UrHOpUpPOBaTb. B 3HaUeHWA MTHOPMpPYyeMbIX BUTOB A0/XKHbI ObITb
3anucaHbl eanHULbl. Macka MCNo/Ib3yeTca aHaIorMYHO Macke

naketa source_wildcard.
vian_id vlan_id: (0..4095) Moacetb VLAN ¢dunbTpyembix NakeTos.
cos cos: (0..7) Knacc obcnykmneaHma (CoS) puabTpyembix NakeTos.

cos_wildcard

butoBas macka,
npuMeHsaemas K Knaccy
o6cnyxusanus (CoS)
dUNBbTPYEMbIX NAKETOB

Macka onpegensnet 6utbl CoS, KoTopble Heob6xoaNMMO
UIrHOPUPOBaTb. B 3HaUeHUA UTHOPUPYEMBIX BUTOB A,0/1XKHbI ObITb
3anucaHbl eauMHULbl. Hanpumep, 4Tobbl Mcnonb30BaTb B Npasuie
dunbtpaumm CoS 6 n 7, Heobxoammo B none CoS ykasaTtb
3HauyeHue 6, MnMbo 7, a B Nosie Macku 3HadeHmne 1 (7 B ABOMYHOM
npeactasnedmn — 111, 1 - 001, nonyyaetca, 4To NocAeaHNUIA 6uT,
byaeT urHopupoBsaTbes, To ecTb CoS moxeT 6biTb b0 110 (6),
nmbo 111 (7)).

KOHdUrypaumm time-range

eth_type eth_type: (0..OXFFFF) Ethernet TMn duNbTPyEeMbIX NAKETOB B LWECTHAALATEPUYHOW
3anucu.

disable-port _ BbIK/IlOYaEeT NOPT, C KOTOPOTO BbIN MPUHAT NaKeT,
YA0BAETBOPAIOLLMIA YCNOBMAM KOMaHAbI 3anpeTa deny.

log-input BK/OYaeT oTNpaBKy MHPOPMALMOHHBIX COObLEeHNI B

OTnpaeka coobLyeHui CUCTEMHbIM }KYPHAN NPU NONYYEHMM NAKETA, KOTOPbIN

COOTBETCTBYET 3anncu.

time_name Wmsa npoduna Onpeaenaet KOHPUrypaLMIO BPEMEHHbIX MHTEPBaNOB.

offset_list_name

MobaliToBoE CMelleHne
OT K/II0YEBOM TOUKM

3afaeT ncnonb3oBaHMe CnvcKa WwabnioHoB nonb3oBaTensa ans
pacno3HaBaHMA NakeToB. Ona Kaxaoro cnvcka ACL moxKeT 6bITb
onpepesieH CBOW CNUCOK WaboHoB.

ace-priority MHAaeKc npaBuna B Tabavue, Yem MeHblLe MHAEKC — Tem
npuoputeTHee Npasuao. inanasoH JONYCTUMbIX 3HaYEHU I
NHaekc npasuna
A P (1..2147483647). 3HauyeHue NHAEKCA A0/MKHO BbiTb YHUKANbHbIM
B PaMKax CNu1cKa npasua B ogHom ACL.
/‘ DOnsa ebibopa Bcero gmManasoHa napameTtpos, Kpome dscp u IP-precedence ucnonb3syerca
napameTp «any».
/‘ Mocne Toro Kak xota 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHeii no ymMmoya-
HuIo aobaBnserca 3anucb deny any any, KOTopas 03Ha4yaeT UrHOPUPOBaHUE BCEX MAKETOB,

He yaoBneTsopsatowmx ycnosuam ACL.
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Tabnnua 307 — KomaHgpbl, ucnonb3yemble gns Hactpoiikn ACL-cnnckoB Ha ocHoBe MAC-agpecaumm

KomaHda

Aeilicmeue

permit {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name]
[ace-priority index] [offset-list offset_list_name]

[ob6asnseT paspeLatoLLyto 3anucb GuabTpaumu. MNakerbl,
oTBevaloLLMe ycnosuam 3anuck, byayT obpabaTtbiBaTbCa
KOMMYTaTOPOM.

no permit {any | source source-wildcard} {any | desti-
nation destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [off-
set-list offset_list_name]

YanseT co3faHHyH paHee 3anuch.

deny {any | source source-wildcard}{any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wild-
card] [eth_type] [time-range time_name] [disable-port
| log-input] [ace-priorityindex] [offset-list off-
set_list_name]

[LobasnaeT 3anpewatoLyto 3anmcb GuabTpaumu. NakeTsbl,
oTBeyatoLme ycaoBuam 3anucu, byayt 610KMpoBaTbCs
KoMMyTaTopom. Mpu UCNoNb30BaHUK KNHOYEBOTO C/10Ba
disable-port, pusnuecknit HTepdEC, NPUHABLINIA TaKoM
nakeT, byAeT BbIK/OYEH.

Mpw ncnonbsoBaHUM KatodeBoro ciosa log-input 6ypet
OTNPaBNEHO COOBLLEHUE B CUCTEMHbIV KYPHa.

no deny {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [dis-
able-port | log-input] [offset-list offset_list name]

YanseT co3gaHHy paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co342€ET CNUCOK WabsIoHOB NONb30BATENA C UMEHEM name.
Mmsa moxkeT BKAtoYaTb oT 1 Ao 32 cumBOoN0B. B oaHOM KOMaHae
MOMKET COAepKaTbCA 40 TPMHAAUATH WaboHOB B 3aBUCUMOCTM
OT BbIBPAHHOrO peXKMma HaCTPOIMKM CNMCKOB A0CTyNna (KomaHaa
set system mode), BK/loYalOLWMX Cneaytolme napameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOKHble 3HAYeHUA:
12 — Hayano cmeuleHma oT EtherType;
outer-tag — Hayano cmeleHua ot STAG;
inner-tag — Hayano cmeweHua ot CTAG;
src-mac — Havano cmelteHma ¢ MAC-agpeca UCTOYHMKA;
dst-mac — Havano cmeueHma ¢ MAC-aapeca HazHayYeHus.
- offset — cmelLeHne 6aiTa AaHHbIX B NpeAenax nakeTa.
basoBoe cmelleHMe NpMHMMAETCA 3a Ha4yao OTCYeTa;
- mask — macka. B aHanuse naketa NnpUHMMalOT yyactue
TONbKO Te pa3psaapbl 6aliTa, 417 KOTOPbIX B COOTBETCTBYHOLLMX
paspagax Macku 3agaHa ‘1’;
- value — UCKOMOe 3HayeHue.

no offset-list offset_list_ name

YaanseT co3faHHbIA paHee CrMCOK.

access-list commit

MpumeHsaeT nameHeHuna B ACL-cnucke.

5.33 KoHdwurypauma 3awmrbl oT DoS-atak

ﬂ,aHHbIVI K/1aCC KOMaH/, NO3BONIAET 6ﬂOKVIpOBaTb HeKOTOpble PaCnpOCTpPaHEHHbIE KN1aCCbl DoS-aTak.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

KomaHaHan CTpoka B perkume rnobanbHo KOHGUrypauum nmeet sua;

console (config) #
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Tabnnua 308 — KomaHAabl ANa HAaCTPOMKM 3aWwmTbl oT DoS-aTak

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

security-suite deny
martian-addresses
[reserved] {add | remove}
ip_address

ip_address: ip-agpec

3anpeluaeT NpoxoxaeHve GpenmoB ¢ HeZoNyCTUMbIMU
(«mapcraHcknmm») IP-aapecamu nctouHuka (loopback,
broadcast, multicast).

security-suite deny syn-fin

no security-suite deny syn-
fin

—/BKAIOYEHO

OT6pacbiBaeT nakeTbl tcp ¢ 0O4HOBPEMEHHO YCTAHOBIEHHbIMMU
SYN- 1 FIN- dnaramu.

BbikntoyaeT GyHKLMIO OTOpacbiBaHWA NAKeToB tcp ¢
oAHOBpeMeHHOo ycTaHoBaeHHbIMK SYN- 1 FIN- dnaramu.

security-suite dos protect
{add | remove}
{stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpelyaeTt/paspellaeT NPOXOKAEHME ONpeseneHHbIX TUNoB
TpaduKa, XapaKTePHbIX ANA BPELOHOCHbIX MPOrpamm:

- stacheldraht — oT6pacbiBaeT TCP-nakeTbl C NOPTOM UCTOYHMKA
paBHbiMm 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl ¢ NOpTOM
Ha3Ha4vyeHunA paBHbiM 2140 n nopToM UCTOYHUKa 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl C nopTom
Ha3HayeHuA 31337 1 nopTom UCTOYHMKa paBHbiMm 1024,

security-suite enable
[global-rules-only]

no security-suite enable

— /BbIKOYEHO

BK/ItOYaeT Knacc KomaHg, security-suite.
- global-rules-only — oTKno4aeT Knacc KomaHa security-suite Ha
nHTepoercax.
V He BauseT Ha paboTy KomaHAbl security-suite deny syn-
fin.

OTKAKOYaeT Knacc KOMaHA, security-suite.

security-suite syn
protection mode {block |
report | disabled}

no security-suite syn
protection mode

—/block

HacTpansaet pexkvm 3awmTbl oT SYN-aTak:

- block — oTbpacbiBaeT NnpegHa3HaveHHble yCTporncTay tep-
naKeTbl C ycTaHOB/IeHHbIM piarom SYN 1 popmupyet
npeaynpexaatouiee coobuieHme;

- report — dopmupyeT npeaynpexgaroLLiee coobleHne npm
npuxoae npeaHasHaYeHHOro ycTponCTBY tcp-nakeTa ¢
yCTaHOBNEHHbIM dnarom syn;

- disable — oTkntovaet 3awumTy.

Hactpansaet PexXnm no ymonyaHuio.

security-suite syn
protection recovery sec

no security-suite syn
protection recovery

sec: (10..600) / 60

OnpepenseT MHTepBas, N0 UCTEYEHUM KOToporo byaeT
pa3bnoknpoBaH paHee 3a6N10KMPOBaAHHbIN UCTOYHUK SYN-aTaku.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHUIO.

security-suite syn
protection threshold rate

no security-suite syn
protection threshold

rate: (20..200) / 80

OnpepaenseT cKOPOCTb (KOMYECTBO NAKETOB B CEKYHAY) OT
KOHKPETHOro UCTOYHMKA, NPY KOTOPOM 3TOT UCTOYHMK ByaeT
NAEHTUGULMPOBAH KaK aTaKyoLWMIA.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

security-suite syn
protection statistics

no security-suite syn
protection statistics

— /BbIKOYEHO

Bkntouaet BegeHue ctatuctmkm SYN-aTak.

BbikntoyaeT BeaeHue ctaTUCTUKKM SYN-aTak.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, epynnsi nopmos

KomaHaHan CTpoka B perkume KoHbUrypauumn nHtepdeliica Ethernet, rpynnsi NOpTOB MEET BUA,

console (config-if)#
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Tabnnua 309 — KomaHaa KoHpurypauum 3awmtbl ot DoS-aTak ana uHtepdencos

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmesue

security-suite deny {frag-

| remove} {any | ip_ad-
dress [mask]}

mented | icmp | syn} {add

ip_address: IP-agpec;
mask: macka B dpopmate
IP-appeca unu npedukca

no security-suite deny

{fragmented | icmp | syn}

Co3paeT NpaBuAo, 3anpeLuatoLiee NpoxoxaeHue Tpaduka,
COOTBETCTBYIOLLLETO KPUTEPUAM.

- fragmented — dparmeHTUpPOBaHHbIE NAKETbI

- icmp — ICMP-Tpaduk

- syn — syn-naketbl

Yaansert 3anpelyatouiee npasumio.

security-suite dos syn-at-

[mask]}

tack rate {any | ip_address

rate: (199..2000) nakeToB
B CEKYHAY;

no security-suite dos
syn-attack {any | ip_ad-
dress [mask]}

ip_address: — IP-agpec;
mask: macka B popmate
IP-appeca unun npedukca

3azaeT Nopor syn-3anpocoB Ha onpeaeneHHbli |P-
afpec/ceTb, NPy NPeBbILEHUU KOTOPOTro AnLLHNE Gpembl
byayT oTbpacbiBaTbCA.

BoccTaHasnvBaeT 3HaYeHMe No YMOYaHUIO.

KomaHObl pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabnmua 310 — KomaHga pexkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
Mo yMmon4YaHuio

Aelicmeue

show security-suite
configuration

OTobparkaeT HacTPOIKM 3aWwmTbl OT DoS-aTak

show security-suite syn
protection
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTobparkaeT HAacTPOIMKKM 3awmTbl oT SYN-aTak 1 onepaTuBHoOe
cocTosiHue nHTepdencos.

show security-suite syn
protection statistics
[detailed] [source-ip
ip_address | interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
groupj]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTobparkaeT HACTPOMKM CTAaTUCTUKM 3aLLmTbl OT SYN-aTaK u
MHPOPMaLMIO 06 MCTOYHMKAX aTaKK.

- detailed — oTobparkaeT LONONHUTENBHYIO MHPOPMaLUIO 06
WCTOYHWKE aTaKu;

- source-ip — oTobpaxaeT MHOPMaLMIO ANA YKA3aHHOTO ip
agpeca UCTOYHMKa;

- interface — oTo6pakaeT MHPOPMaLMIO AN YKa3aHHOTO
MHTepodeiica.

V B cTratuctuke coxpaHaerca uHpopmaums o 512

clear security-suite syn
protection statistics

nocneaHNUX UCTOYHUKAX aTak.
OunL@eT CTaTUCTUKY 06 MCTOYHMKax SYN-aTak.
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5.34 KauectBO 06CnyXusaHma — QoS

Mo ymon4yaHu1Io Ha BCcex MopTax KOMMYTaTopa UCNo/b3yeTca opraHM3auma oyepeam nakeTos No metoay
FIFO: nepsbiii npuwen — nepsblnt yweén (First In — First Out). Bo Bpema MHTeHCUMBHOM Nepeaayn Tpaduka npm
MCMNO/Ib30BaHUMN AAHHOIO METOAA MOTYT BO3HUKHYTb NPO6/1eMbl, MOCKO/IbKY YCTPOMCTBOM MIHOPUPYIOTCA BCE
nakeTbl, He Boweglwme B 6ydep odyepeam FIFO, n cooTBETCTBEHHO TepAtoTca 6e3803BPaTHO. PeluaeT AaHHyo
npobnemy mMeTos, opraHusyloWwmii ouepeaun no npuoputety Tpadmka. MexaHusm QoS (Quality of service —
KauyecTBO 0OCNYXKMBaHWUSA), peann3oBaHHbIi B KOMMYTAaTOpax, NO3BOAET OPraHM30BaTb BOCEMb O4Yepeaei
npuopuTeTa NakeTos B 3aBUCUMOCTM OT TUMaA NepeaaBaemblX AAHHbIX.

5.34.1 Hacmpolika QoS

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaLmm:

console (config) #

Tabanua 311 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda Aelicmeue

ip tx-dscp value YcTtaHaBamBaeT 3HavyeHue nona DSCP ana IP-nakeTos,

value: (0..64)/56 bopmUpyeMBbIX LLeHTPabHbIM MPOLECCOPOM.

no ip tx-dscp YCTaHOBWTb 3HAaYEHME MO YMOIHAHUIO.

ipv6 tx-user-priority value YcTaHaBnnBaeT 3HayeHue nona DSCP gna naketos, Gopmupyembix

value: (0..7)/7 LLeHTPa/IbHbIM NPOLLECCOPOM.

no ipv6 tx-user-priority

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ip tx-user-priority value

no ip tx-user-priority

value: (0..7)/7

YcTaHaBauBaeT 3HaYeHue nosa CoS ans TerMpoBaHHbIX MAKETOB,
bopmupyembIx LeHTPabHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

gos [basic | advanced
[ports-trusted |
ports-not-trusted]]

—/basic

Pa3pewaet KommyTaTopy ncnosb3osaTb QOS.

- basic — 6a308blii1 pexkum QoS;

- advanced — paclmpeHHbI pexxum KoHdurypaumm QoS,
BK/IHOYAIOLLMI MOHBIN NepevyeHb KOMaHA, HacTpolikn QoS;

- ports-trusted — B AaHHOM MoApeXKMMe NaKeTbl HaNPaBAAITCA B
BbIXOAHYIO o4yepesb Ha OCHOBaHUM NO/EN B 3TUX NaKeTax;

- ports-not-trusted — B JaHHOM NoApeXKMme BCce NaKeTbl
HanNpPaBAAOTCA B HY/IEBYHO BbIXOAHYIO o4epesb N0 YMONYaHUIO, ANA
OTNpPaBKuW B Apyrve ovepeam TpebyeTca HasHayYaTb Ha BXOAHOM
nHTepderic cTpaternio Knaccudumrkaumm Tpaduka (policy-map).

qos advanced-mode trust
{cos | dscp | cos-dscp}

no gos advanced-mode
trust

—/oTKAtO4eH

YCcTaHOBUTb MeTO/, A0BEPUA Ha NopTax Npu paboTe B pexxmme
paclmpeHHoro KoHeurypaumum QoS n nogpexunme ports-trusted.

- c0s — nopT AosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopT gosepsAet 3HadeHuto DSCP B IPv4/IPv6-nakeTax;

- cos-dscp — nopT posepaet o06oum yposHAM, ogHako DSCP nmeet
npuopuTeT Hag 802.1p.

YcTaHaBAuBaeT meToz no YMONYaHUIO.
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class-map
class_map_name [match-
all | match-any]

no class-map
class_map_name

class_map_name:
(1..32) cumsonos;
Mo ymonyaHuio
MCMONb3YyeTca onumn
match-all

1. Co3paeT cnUcoK Kputepues Knaccupurkaumm tpaduka.

2. BXoauT B pexXum pefaKkTMpoBaHMUA CNNCKA KpUuTepmes

KnaccuouKkaumm TpadukKa.

- match-all — Bce KpuTepun AaHHOIo CNMCKa A0XKHbI 6bITb

BbINOJIHEHDI;

- match-any — oauH, nt060W KpUTEPUIA AaHHOTO CNMUCKA AO/IKEH

6bITb BbINOHEH.

V‘ B cnucke KputepuesB moxeT 6bITb 0AHO MAKM ABa npa-
suna. Echn npasuna aAsa, n 06a oHM yKasbiBalOT Ha pas-

Hble Tunbl ACL (IP, MAC), To Knaccudpukaums 6yaer ocyuiecrs-

NATbCA NO NepPBOMY B CNMCKe BEPHOMY NpaBuay.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced

Ypanaet cnmucok Kputepmes Knaccudurkaumm Tpaduka.

policy-map pol-
icy_map_name

no policy-map pol-
icy_map_name

policy_map_name:
(1..32) cumBonos

1. Co3paert cTpaTteruto knaccudmrkaumm Tpaduka.
2. BXoAWT B peXXUM pefakTUPOBaHMA CTpaTernm Knaccuoukalmm
Tpaduka.
| B oaHOM Hanpas/eHUU NOAAEPIKUBAETCA TONbKO OAHA
V cTpaTterua Knaccudukauum tpadumka.
Mo ymonuaHuio policy-map ycraHasnausaetr DSCP = 0
ana IP-naketos u CoS = 0 AnA TerMpoBaHHbIX NAaKeTOB.

V [eiicTBYyeT TONbKO ANA pexuma qos advanced.

Ypanaet npasuio knaccudurkaumm Tpadumka.

qos aggregate-policer ag-
gregate_policer_name
committed_rate_kbps ex-
cess_burst_byte [ex-
ceed-action {drop | po-
liced-dscp-transmit}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_nam
e: (1..32) cumeona;
committed_rate_kbps:
(3..57982058) K6UT/C;
excess_burst_byte:
(3000..19173960) 6aiit

Onpeaenset WaboH HACTPOEK, KOTOPbIN MO3BOSET OFPAHNYUTD

nosocy NPOMNycKaHWsA KaHana 1 B TO Ke BPpeMs rapaHTMpoBaTh

onpefieNIeHHY0 CKOPOCTb Nepesayn AaHHbIX.

Mpu paboTe ¢ N0N10COI NPONYCKaHNA UCNOb3YETCA aIfOPUTM

MapPKMPOBAHHOM «KOP3MHbI». 3a4a4eit anropuTma asaserca

NPUHATUE PELLIEHUSA: NepeaaTb NakeT UAN OT6POCUTb.

MapameTpamu anroputma aBAATCA CKOpocTb noctynaeHus (CIR)

MapKepoB B «KOP3UHY» U 06BEM (CBS) «KOP3UHbI».

- committed-rate-kbps — cpepHee 3HaueHMe CKOPOCTU TpaduKa.

[aHHasA CKopoCTb rapaHTMpyeTcsA Npu nepepave MHGopmaLum;

- committed-burst-byte — pa3mep cAep*KMBAIOLWErO Nopora B

6anTax;

- drop — nakeT byaeT oTOpOLLEH, KOrAa «KOP3MHA» NepenoNHNUTCS;

- policed-dscp-transmit — npu nepenoaHeHNN KKOP3UHbI»

3HayeHwne DSCP byaeT nepeonpeseneHo.

V Henb3a yaanutb wabnoH HacTpoek, ecim oH UCNosb3y-
ercA B cTpaterum policy map, nepes yaaneHuem cne-

AyeT yAanuTb HasHauyeHue wWwabnoHa crpatermmn: no police

aggregate aggregate-policer-name.

V [eiicTByeT TONbKO AN pexxuma qos advanced.

Ypanaet wabnoH HACTPOEK perynnpoBaHnA CKOPOCTMU KaHaa.

308 Ethernet-kommymamopesi cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

qos aggregate-policer ag-
gregate_policer_name pps
committed_rate_pps ex-
cess_burst_packet [ex-
ceed-action {drop | po-
liced-dscp-transmit}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:(
125..19531250)

excess_burst_packet:(1..

19531250)

OnpegaenseT waboH HacTpoeK, KOTOPbI NO3BOAET

OrpPaHUYUTL NONOCY NPOMNYCKAHWUA KaHana 1 B TO »Ke Bpems

rapaHTMpoBaTb ONpeseNeHHY CKOPOCTb Nepeaaym AaHHbIX.

Mpwn paboTe c N0N0OCOM NPONYCKAHWUA UCMONb3YETCA arOPUTM

MapKMPOBaHHOW «KOP3WHbI». 3af3a4eit anroputma aBaseTca

NPUHATUE PeLleHuns: NnepeaaTh NAKeT UM OTOPOCUTD.

MapameTpamu anropmuTma ABAAKTCA CKOPOCTb NOCTYNAEHUA

(CIR) mapKkepoB B «KOp3MHY» 1 06BEM (CBS) «KOp3UHbBI».

- committed_rate_pps — cpepHee 3Ha4YeHWe CKoOpocTu Tpaduka

B pps. [laHHasa CKOpPOCTb rapaHTUpyeTca Npu nepegade

MHbopmaLmu;

- excess_burst_packet — pasmep caep’KMBaoLWEro nopora B

nakerax;

- drop — nakeTt 6yaeT oT6pOLIEH, KOraa «Kop3uHa»

nepenosiHUTCS;

- policed-dscp-transmit — npu nepenosiHeHUU «KOP3UHbI»

3HayeHue DSCP byaeTt nepeonpeaeneHo.

V Henb3a yaanutb WwWabnoH HaCTPOEK, eI OH UCMONb3Y-
eTcAa B cTpaterum policy map, nepes yaaneHuem cne-

AyeT yAanuTb Ha3HayeHue wabnoHa crpaterum: no police

aggregate aggregate-policer-name.

V [eiicTBYyeT TONbKO ANA pexxuma qos advanced.

YpanseT wabnoH HacTPOEK PeryiMpoBaHMa CKOPOCTU KaHaa.

Wrr-queue cos-map
queue_id cos1...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayeHua CoS no
YMOJIYaHUIO ANA
oyepepneit:
CoS=1— ovepeap 2
CoS =2 — oyepeapb 3
CoS =0 — ouepeap 1
CoS =3 — ouepeab 6
CoS=4 — ovepegb 5
CoS=5 — ovepeab 8
CoS =6 — ouepeap 8
CoS =7 — ouepeab 7

Onpegenset 3HaueHun CoS ana oyepeaeit ncxogalero Tpaduka.

YcTaHaBAMBaeT 3HAYEHUA No YMOYaHUIO.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonuaHuto Bec
KaXKaoi ouyepeam paseH
1

MpucBanBaeT BEC MCXOZALLMM OYEPESAM, UCMONb3YEMbIiA
mexaHuamom WRR (Weighted Round Robin — BecoBoit mexaHusm
pacnpeaeneHus HarpysKkm).

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

priority-queue out
num-of-queues
number_of _queues

no priority-queue out
num-of-queues

number_of_queues:
(0..8)

Mo ymonuaHuio Bce
ouyepeam
obpabaTbiBatoTCA No
anropuTtmy «strict
priority».

3apaeT KONMYECTBO NPUOPUTETHBIX oYepeaeit.
Ansa npuoputetHoii ouepegu Bec WRR 6yaer urHopm-
poBaTtbca.
Ecnn 3apgaetca otanyHoe ot «0» 3HayeHue N, 1o ctapuume N oye-
peaeit 6yayT npuoputetHoiMm (He 6yayT yyactsosatb 8 WRR).
Mpumep:
0: BCe ouepeau paBHONPABHbI;
1: cemb mnaawmx ovyepegeii yuyacteytotr B WRR, 8-as He yuyacr-
ByerT;
2: WwecTb MiagWwmx odepegeit yyacreyor B WRR, 7, 8 He yyacTt-
BYIOT.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

qos wrr-queue wrtd

no qos wrr-queue wrtd

Mo ymonyanmnio WRTD
BbIKNHOYEHO

Bkntoyaet WRTD (Weighted Random Tail Drop) Becosoit

MeXaHM3M yaneHns NakeToB U3 ouepesen.

V M3meHeHUAa BCTYNAT B CWIY nocie nepesarpysku
yCTpoicTBa.

Bbikntoyaet WRTD.

gos map enable {cos-dscp
| dscp-cos}

Mcnonb3oBaTh 3agaHHy0 TabiuLy nepemapKMpoBKU Ans AoBe-
PEHHbIX MOPTOB KOMMYTaTOPA.
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no gos map enable
{cos-dscp | dscp-cos}

He ncnonb3osaTtb TabauLy nepemapKkUpoBKH.

gos map dscp-mutation
in_dscp to out_dscp

no qos map dscp-
mutation [in_dscp]

in_dscp: (0..63),
out_dscp: (0..63)

Mo ymonuyaHuto KapTta
M3MEHEHUI ABNsAeTcA
nycToi, To ecTb
3HayeHua DSCP gna Bcex
BXOJALLMX NaKeTOB
OCTalOTCA HEM3MEHHbBIMM

3anonHaeT Tabanuy nepemapkuposku DSCP. [na BxoaAawmx na-
KeTOB C YKa3aHHbIMK 3HavyeHnAMMU DSCP 3aaaeT HOBble 3HaYeHuA
DSCP.
- in-dscp — onpegenset fo 8 3HayeHunn DSCP, 3HaueHus pasge-
NATCA 3HaKom npobena.
- out-dscp — onpegensieT go 8 HoBbix 3HaYeHui DSCP, 3HayeHuA
pasaenatoTca 3Hakom npobena.

V‘ JDeiicTBYyeT TONbKO ANA pexuma qos basic.

YcTaHaBAMBaeT 3HaYeHUA NO YMOSYAHUIO.

qos map dscp-dp dscp_list
todp

no qos map dscp-dp
[dscp_list]

dscp_list: (0..63)
dp: (0..2)
Mo ymonyaHuio Bce
nakeTbl UMeEKT
npuopwuTet cbpoca dp=0

CTaBuT B COOTBETCTBME 3Ha4YeHuto DSCP npuopuTeT otbpoca (4em
BbllLE YNC0BOE 3HAaYEeHWEe NPUOPUTETA, TEM HUXKE BEPOATHOCTb
TOro, YTO NakeT byaeT OTOPOLLEH; B NepByto ovepenb oTOpackiBa-
OTCA NaKeTbl ¢ NnpuopuTeTom cbpoca 0, 3aTem 1, 3aTem 2).
- dscp_list — onpepenser no 8 3HayeHuh DSCP, 3HayeHusn
pasaenatoTcs 3Hakom npobena.

V‘ DeiicTByeT TONbKO AnA pexxuma qos advanced.

YcTaHaBAMBaeT 3HAYeHUA No YMO4YaHUIO.

qos map dscp-cos
dscp_list to cos

no qos map dscp-cos
[dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHaet Tabanuy nepemapknposkm DSCP. 3ameHsAeT 3HayeHne
DSCP Ha CoS.

BepHyTbCA K 3HAaYEHMAM MO YMONYAHUIO.

gos map cos-dscp cos to
dscp_list

no gqos map cos-dscp [cos]

dscp_list: (0..63);
cos: (0..7)

3anonHaeT Tabanuy nepemapkmpoBku CoS. 3ameHseT 3HayeHne
CoS Ha DSCP.

BepHyTbCﬂ K 3Ha4YeHUAM MO YMO/THaHUIO.

qos map policed-dscp
dscp_list to
dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down:
(0..63)

Mo ymonyaHuio Tabanua
NOBTOPHOW MAaPKMUPOBKM
ABNAETCA NYCTOM, TO eCTb
3HayeHua DSCP gna Bcex
BXOAALLMX NAKETOB
OCTalTCA HEM3MEHHbIMMU

3anonHaeT Tabanuy nepemapknposku DSCP. Ona BxopAawmx na-
KEeTOB C yKa3aHHbIMM 3HaYeHuAMM DSCP 3apaeT HOBOe 3HaveHue
DSCP.

- dscp_list — onpepenset fo 8 3HauyeHul DSCP, 3HaueHus pasge-
NATCA 3HaKom npobena.

- dscp_mark_down — onpepenseT HoBoe 3HayeHue dscp.

V‘ [eiicTByeT TONbKO ANA pexuma qos advanced.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOHAHUIO.

gos map dscp-queue
dscp_list to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HayeHunA no
YMONYAHMIO:
DSCP: (0-7), ouepegab 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepeap
3
DSCP: (24-31), ouepeap
4
DSCP: (32-39), ouepeap
5
DSCP: (40-47), ouepeap
6
DSCP: (48-55), ouepeap
7
DSCP: (56-63), ouepeapb
8

YcTaHaBAMBaeT cOOTBETCTBME Mexay 3HadYeHnamu DSCP Bxoaa-
LLMX MAKETOB U ouepesamMu.

- dscp_list — onpepenset Ao 8 3HauyeHul DSCP, 3HaueHus pasge-
NATCA 3HaKom npobena.

YcTaHaBAMBaeT 3HaYeHUA NO YMONYAHUIO
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DHELTEX

qos trust {cos | dscp |
cos-dscp}

no qos trust

—/dscp

YcTaHaBAMBaET peMM A0Bepua KommyTaTopa B 6asoBom pe-
»ume QoS (CoS nam DSCP).
- €OS — YCTaHaB/AMBAET KAAcCUPUKALMIO BXOAALLMX MAKETOB NO
3HayeHuAm CoS. [na HeTermpoBaHHbIX NAaKeTOB MCNOJ/b3yeTcA
3HayeHue CoS no ymonyaHwmio;
- dscp — ycTaHaBAMBaeT KNaccuPUKaLmio BXOAALLMX MAKeTOB No
3HaveHuam DSCP.
- cos-dscp — yCTaHaBAMBAET KNacCUPMKaLMIO BXOAALLMX NaKETOB
no 3Ha4yeHunam DSCP ana IP-naketoB 1 no 3HayeHuam CoS ana He
IP-nakeToB.

V‘ feiicTBYeT TONbKO ANA pexuma qos basic.

YcTaHaBAMBaeT 3HaYeHUA NO YMOYAHUIO.

qos dscp-mutation

no qos dscp-mutation

Mo3BonsaeT NnpumeHnTb Tabanuy n3meHeHM dscp K COBOKYMHOCTU
dscp-f0BepeHHbIX NOPTOB. Mcnosib3oBaHMe TabanLbl USMEHEHU
no3Bo/iIAeT Nnepesanuncatb 3HaYeHua dscp B IP-nakeTax Ha HOBble
3HayeHuA.
V' MpumeHuTb Tabnuuy wusmeHeHuik DSCP BO3MOKHO
TO/IbKO ANA BXOAALLEro TpadpuKa AOBEPEHHbIX NOPTOB.

V [elicTByeT TONbKO ANA pexuma qos basic.

OTmeHAeT NCno/ib30BaHMe KapThbl N3MeHeHU dscp.

qos map dscp-mutation
in_dscp to out_dscp

in_dscp: (0..63);
out_dscp: (0..63)

Mo ymonyaHuio KapTta
M3MEHEHUN ABNseTCs
NycToW, To ecTb
3HayeHuna DSCP gna scex
BXOAALLMX NAaKEeTOB
OCTalOTCA HEM3MEHHbBIMM

3anonHaeT Tabanuy nepemapkuposku DSCP. [na Bxoaawmx na-
KeTOB C YKa3aHHbIMK 3HavyeHnAMKM DSCP 3aaaeT HOBble 3HaYeHuA
DSCP.

- in-dscp — onpepgensaeT go 8 3HayeHuit DSCP, 3HaueHus pasge-
NAOTCA 3HAaKOM npobena.

- out-dscp — onpegensieT go 8 HOBbIX 3HaYeHu DSCP, 3HayYeHuA
pa3aenatoTca 3Hakom npobena.

V [DeiicTByeT TONbKO ANA peXuma qos basic.

no qos map dscp-muta-
tion [in_dscp]

YcTaHaBAMBaeT 3HAYEHUA No YMOYaHUIO.

rate-limit vlan vlan_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058)
K6KnT/C;
burst: (3000..19173960)
6anT/128 KbanT

YcTaHaBAMBaeT orpaHMyeHme CKOPOCTU AA BXxoadauLero Tpaduka
Ans 3agaHHoi VLAN.

- vlan_id — Homep VLAN:

- rate — cpefHAA ckopocTb Tpaduka (CIR);

- burst — pasmep caepuBatoLLero nopora (orpaHvyeHme
cKopocTK) B BaitTax.

CHMMaEeT orpaHnyeHne CKOPOCTM BXoaALLero TpadumKa.

rate-limit vlan vian_id pps
rate_pps burst_packet

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate_pps: (125..
19531250) pps

burst_pps: (1..19531250
)packet

YcTaHaBAMBaET OrpaHNYEHNE CKOPOCTU ANA BXxoadawero Tpaduka
Ans 3aaaHHoi VLAN.

-vlan_id — Homep VLAN:

- rate_pps — KONIMYECTBO NaKETOB B CEKYHAY.

- burst_packet — pasmep caepuBatolero nopora (orpaHuyeHue
CKOPOCTM) B NaKeTax.

CHumaet orpaHun4yeHuMe CKOpPOCTU BXoaAallero Tpadwma.

qos tail-drop mirror-limit
{rx | tx} limit

no qos tail-drop mirror-
limit {rx | tx}

limit: (0..7000)/3500

HacTpoiika pacnpegeneHnus pecypcos bydepa AN CKONMPOBAHHbIX
MaKeToB B KOHTPO/IMPYIOLMIA NOPT

- rX — CKOMMPOBAHHbIE MAKETbI, MPUHATbIE KOHTPOMPYEMbIM
nopTom;

- tX — CKONWPOBAHHbIE NAKeTbI, NepeAaHHble KOHTPOMPYEMbIM
nopTom.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.
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HELTEX

traffic-limiter mode {kbps YcTaHaB/MBAET peXnm paboTbl orpaHnyeHus Tpaduka.
| pps} - kbps — orpaHuueHune BXxoAALMX KUNOBUT B CEKYHAY;
- ppPS — OrpaHnyeHne BXOAALLMX NAKETOB B CEKYHAY;
V [aHHasa KomaHAa U3MeHsAeT peXxum paboTbl gna
cnepyowero pyHKUMOHana: storm-control, rate-limit,
/kbps rate-limit vlan, police, qos aggregate-policer.
V Bbl6paHHbIi peXxMm f01KeH COOTBETCTBOBATb
HacTpoiiKam orpaHu4YeHUs TpaduKa MHaye orpaHnYeHuns
TpaduKa He npounsoiiper. Hanpumep: KomaHga storm-control
unicast kbps He 6yaeT orpaHMumnBaTb TpaduK, ecnv BBeAEHA
KomaHpaa traffic-limiter mode pps.

KomaHObI pexcuma pedarmuposaHUSA CIUCKA Kpumepues Kaaccugpukayuu mpaguka

Bua 3anpoca KOMaHAHOW CTPOKM pexnmMa pefakTUpOBaHWMA CMNUCKA KpuTepues KaaccubuKauuu
Tpaduka:
console# configure

console (config)# class-map class-map-name [match-all | match-any]
console (config-cmap) #

Tabanua 312 — KomaHgbl pexxuma pegakTMpoBaHUA CNIMCKA KpUtepues Knaccuduraumm TpaduKa

3HayeHue/3HayeHue .
KomaHoa Aelicmeue

no ymoa4YaHuro
match access-group [obasnsaeT kputepunit kKnaccudurkaunm Tpaduka. Onpegenset
acl_name npasuna ¢punbTpauum Tpaduka no cnmucky ACL gna

Knaccuoukaumm.
acl_name: (1..32) ¢ ..u'
[DeicTByeT TONIbKO ANA pexxuma qos advanced.
CMMBONIOB v

no match access-group YaanaeT Kputepuit kKnaccudurkaumm Tpaduka.
acl_name

KomaHObI pexcuma pedaKkmuposaHUa cmpame2uu Kaaccugukayuu mpaguKka

BunAa 3anpoca KOMaHAHOWM CTPOKM peXxnma peaakTMpoBaHMA cTpaTernm knaccudmkaumm tpadumka:
console# configure
console (confiqg)# policy-map policy-map-name

console (config-pmap) #

Tabauua 313 — KomaHabl perkMma peaakTMpoBaHMaA cTpaTernm Knaccuoukaumm Tpaduka

3HaveHue/3Ha4eHue ”
KomaHoa / Aelicmeue
no ymMmoa4YaHuro
class class_map_name [ac- Onpegenser Npasuao KnaccuduKkaumm Tpaduka u BXoauT B
cess-group acl_name] peXMM KOHPUrypaLmm npasmaa Knaccupukaumm — policy-map

class.
- acl_name — onpepensaeT npasuaa dpunbTpaunm Tpaduka no
cnucky ACL ana knaccuobukaumu. Mpu cosgaHmMm HOBOro Npasuna

class_map_name: (1..32)
KnaccudmKaumm onumMoHanbHbIN NapameTp access-group

CMMBOJIOB;
acl_name: (1..32) obnsateseH.
CUMBOJIOB [na Toro utobbl MCNONBL30BaTb HACTPOIKK cTpaTterum policy-

V map ans uHtepdeiica, ucnonb3yiite KOMaHAY service-
policy B pexxume KoHdurypaumm nntepdoeiica.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.
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Ypanset npasuao knaccudurkaumm tpadumka class-map us
cTpaternn policy-map.

no class class_map_name

KomaHObI pexcuma KoHgu2ypayuu rnpasusad Kaaccugukayuu

Bua 3anpoca KoMaHAHOM CTPOKM pexnma KoOHPUrypaumm npasuaa Knaccubumkaumu:

console# configure

console (confiqg)# policy-map policy-map-name
console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabanua 314 — KomaHabl pexkmma KoHPUrypauum npasuaa Knaccudurkaumm

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

trust

no trust

Mo ymonuaHuio pexxkum
[0BepuA He YyCTaHOB/EH

Onpegenser pexnum L0oBepua K onpegeneHHoMy Tmny Tpaduka
COFNacHO r106anbHOMY PeXUMY 40BEpPUS.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

set {dscp new_dscp | queue
queue_id | cos new_cos |
vlan vian_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YcTaHaBAMBaAET HOBble 3HaYeHuA ana IP-nakeTa.
V KomaHaa set aBnAeTcA B3aMMOMCKAIOUYaAlOLWEN C
KOMaHAoiI trust Ana oaHoOI M TOM XKe cTpaTeruu
policy-map.

V Crpaterum policy-map, ucnonb3syiowme KOMaHAabl
set, trust uam umerowmii Knaccudpukaumio ACL,

Ha3HaualoTCA TONIbKO ANA UCXOAALUNX MHTEPDEICOoB.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Ypanaet HoBble 3Ha4YeHUA gna IP-nakeTa.

redirect {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

no redirect

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Hanpasnset nakeTbl, ya0BneTBOPAIOLLME NPaBUIY
Knaccubukaumm Tpadumka, B yKasaHHbIM NopT.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

police commit-
ted_rate_kbps commit-
ted_burst_byte [exceed-ac-
tion {drop | policed-dscp-
transmit}]

committed_rate_kbps:
(3..12582912) k6uT/c;
committed_burst_byte:
(3000..19173960) 6aiiT;
aggregate_policer_name:
(1..32) cumBonos

M03BONISET OrPaHNYUTL NONOCY NPOMNYCKAHUA KaHaNa U B TO XKe
BPEeMA rapaHTMpPOBaTb OMNpee/ieHHYI0 CKOPOCTb Nepesaymn
JOaHHbIX.

Mpu paboTe ¢ N0/10COI NPONYCKaHNA UCNOb3YeTCA aIfOPUTM
MapPKMPOBAHHOW «KOP3MHBbI». 3aayein anroputma asnseTca
NPUHATUE peLleHnA: NnepeaTb NakeT Uan oTbpocuTb.
MapameTpamu anroputTma ABAAKOTCA CKOPOCTb NOCTYNAEHUA
(CIR) mapKepoB B «KOP3UHY» M 06bEM (CBS) «KOP3MHbI».

- committed_rate_kbps — cpepHee 3HauyeHWe CKOPOCTH
TpaduKa. [laHHaA CKOPOCTb rapaHTUPyeTCA Npu Nepeaye
MHbOopMaLmm;

- committed_burst_byte — pa3mep cAepKMBatoLLEro nopora B
baiiTtax;

- drop — naket 6ygeT oTOpoLEH, KOrga KKOpP3nHa»
nepenosiHnTCS;

- policed-dscp-transmit — npu nepenoaHEeHNUN KKOP3UHbIY,
3HauyeHue DSCP bygeT nepeonpeseneHo.

V [eicTByeT TONIbKO ANA pexuma gos advanced.
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police aggregate
aggregate_policer_name

HasHauaeT npaBuny KnaccuduKkaumm Tpaduka wabaoH
HaCTpPOeK, KOTOPbI NO3BONAET OrPaHNUYUTL NOSOCY
NPOMYCKaHWA KaHana 1 B TO }Ke BPeMA rapaHTUpPOBaTb
onpegfesnieHHyo CKOPOCTb Nepesayn AaHHbIX.

V JeiicTBYyeT TONbKO ANA pexxmma gos advanced.

committed_rate_pps burst-
packet} [exceed-action
{drop | policed-dscp-
transmit}]

no police

committed_rate_pps: (125..

19531250) pps;

committed_burst_packet:

(1.. 19531250) packet;
aggregate_policer_name:
(1..32) cumBonos

no police YpanaeT wabnoH HacTPOeK peryIMpoBaHnUA CKOPOCTU KaHasa
u3 npasuna knaccudukaumm Tpadumka.
police pps Mo3BonAeT orpaHNYUTL NOAOCY NPOMYCKaHWA KaHaia 1 B TO

YKe Bpems rapaHTMpOoBaTb onpeaesieHHY CKOpoCTb
nepegayn AaHHbIX.

Mpwu paboTe c NON0COM NPONYCKAHMA UCMOb3YyeTcA
ANITOPUTM MAPKMPOBAHHOM KKOP3UHbI». 3adaven
ANropUTMA ABNAETCA NPUHATUE PeLleHMA: NepeaaTtb NakeT
Unm oTbpocuTh. MapameTpamu anropuTma sBAAIOTCA
ckopocTb noctynneHus (CIR) MapKepoB B «KOP3UHY» U
06bEéM (CBS) «KOpP3MHbI».

- committed_rate_pps — cpefHee 3HaYeHWe CKOpoCTH
Tpaduka B pps. [laHHAA CKOPOCTb rapaHTUpyeTca Npu
nepegaye uHpopmauum;

- committed_burst_packet — pa3mep caeprkuMBatoLero
nopora B NaKeTBax;

- drop — naket 6yaeT oTOPOLLEH, KOr4a KKOP3UHaA»
nepenosIHNTCA;

- policed-dscp-transmit — npu nepenonHeHUN «KOP3UHbBIY,
3HavyeHue DSCP byaert nepeonpeseneHo.

V [DeiicTByeT TONbKO AnA pexxuma qos advanced.

YpanaeT WwabnoH HaCTPOEK Pery/IMpoBaHnUA CKOPOCTH
KaHana u3 npasunia Knaccuoukaummn Tpadumka.

KomaHObI pexcuma KoHgu2ypayuu rnpogung qos tail-drop

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdurypaumm npoduna qos tail-drop:

console# configure
console (config)# gos tail-drop profile profile id
console (config-tdprofile) #

V 3HaueHns AMMUTOB, 6/IM3KUX K MaKCUMaJIbHbIM, MOXXHO MCNOb30BaTb, TOJIbKO €C/IM pacluMpeHne
nammuTtos npoduna ao 400-1500 He nomoraeT n36aBUTbLCA OT 4PONOB B BbIXOA4HbIX o4Yepeanx.

Tabnunua 315 — KomaHabl pexkuma KoHdpurypaumnm npodpuns qos tail-drop

3HayeHue/3HayeHue ”
KomaHda / Aeilicmeue
no ymoa4aHuro
port-limit /imit MES23/33/35xx: 3agatb pasamep NakeTHOro pasgensaemoro nyna ana nopra.

limit] [without-sharing |
with-sharing]

no queue queue_id

limit: (0..5902)/18

MES5324:
limit: (0..7640)/10

queue_id: (1..8)

no port-limit limit: (0..5902)/88 YCTaHOBUTb 3HaUYEHME MO YMONYAHMIO.
MES5324:
limit: (0..7640)/108
queue queue_id [limit MES23/33/35xx: M3mMeHUTb NnapameTpbl oyepeau:

- queue_id — HoMep ovepeau;

- limit — KoNMYecTBO NAaKeTOB B oYepesu;

- without-sharing — 3anpeTuTb goctyn K obwemy nyny;
- with-sharing — paspewuTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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lpumep Hacmpoliku tail-drop profile u HasHayeHue e2o Ha nopm:

Co3pgaHue tail-drop profile:

console (config)# gos tail-drop profile 2

console (config-tdprofile)# queue 1 limit 400
console (config-tdprofile)# queue 2 limit 400
console (config-tdprofile)# queue 3 limit 400
console (config-tdprofile)# queue 4 limit 400
console (config-tdprofile)# queue 5 limit 400
console (config-tdprofile)# queue 6 limit 400
console (config-tdprofile)# queue 7 limit 400
console (config-tdprofile)# queue 8 limit 400
console (config-tdprofile)# port-limit 400

Ha3sHaueHwue tail-drop profile Ha nopT:

console (config) # interface Gigabit Ethernet 1/0/1
console (config-tdprofile)# gos tail-drop profile 2

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica Ethernet, 2pynnsi nopmos

BumAa 3anpoca KOMaHAHOM CTPOKM pexxnma KoHdurypaumm nHtepdeica Ethernet, rpynnel noptos:

console (config-if) #

Tabnnua 316 — KomaHgb! pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl noptos

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
service-policy {input | HasHauaeT nHTepdeiicy cTpatermto Knaccupmkaumm Tpaduka.
output} policy_map_name - deny-any — ot6pocuTb TpaduK, He NonagatoLmii noa aencremne
[default-action {deny-any | NONUTHKM;

policy_map_name:

ermit-an
P Vi (1..32) cumBonos

- permit-any — pa3pewmnTb NpoxoxaeHue Tpaduka, He
nonagatowero nog AeCcTBMe NONUTUKU.

no service-policy {input | YaansaeT cTpatervto knaccudpukaummn tpaduka c nHTepdeica.
output}

traffic-shape YcTaHaBAWBaET OrpaHUYeHme CKOPOCTU 41A UCXoAALLero TpadurKa
committed_rate yepes MHTepdeiic.

committed_rate:
(64..1000000) kbUT/C;

committed_burst:
(4096..16762902) 6aiiT

[committed_burst] - committed_rate — cpefHAA CKOPOCTb TpaduKa, KBUT/c;
- committed_burst — pa3mep caeprKMBatoLLEero nopora

(orpaHuuyeHue ckopocTu) B HanTax.

no traffic-shape CHMMaET orpaHUYeHne CKOPOCTU NUCXoAALLEero TpaduKa yepes
uHTEpodelicC.

traffic-shape queue YcTaHaBAMBaET OrpaHUYeHme CKopoCcTu Tpaduka yepes

queue_id committed_rate queue_id: (0..8); NHTepdelc gns ncxoaailei ovepegm.

[committed_burst] committed_rate: - committed_rate — cpefHAA CKOPOCTb TpaduKa, KBUT/c;
(36..1000000) k6UT/C; - committed_burst — pa3mep cAeprKMBatoLero nopora

committed_burst: (orpaHuuyeHue ckopocTu) B HaiTax.

no traffic-shape queue (4096..16769020) baint CHMMaeT orpaHuyeHmne CKopocTu TpaduKa Yepes MHTepdeic ans

queue_id ncxopsLLen oyepeam.

qos trust [cos | dscp | BKkntoyaeT 6a30BbIli MeXaHM3M (OS AN MHTepdeica.

cos-dscp] - €c0s — nopT AosepseT 3HaveHuto 802.1p User priority;

- dscp — nopt gosepseT 3Ha4yeHuto DSCP B IPv4/IPv6-nakeTax;

—/BKnioueno - cos-dscp — nopT gosepseT o6oMm ypoBHAM, ogHako DSCP
umeert npuoputeT Hag 802.1p.
no qos trust BbiKkntoyaeT 6a30Bbli MeXaHW3M qos ANs UHTepdelica.
rate-limit rate [burst burst] YcTaHaBAMBAET OrpaHUYEHME CKOPOCTU s BXOAALWEro Tpadumka.
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no rate-limit

rate: (64..10000000)
K6UT/C;
burst: (3000..19173960)
6anT/128 KbanT

CHUMaET orpaHuYeHmne CKopPoCTU BxoasLLero Tpaduka.

rate-limit pps rate_pps
[burst burst_packet]

no rate-limit

rate_pps:(125..

19531250)pps

burst_pps:(1..
19531250)packet

YcTaHaBAMBAET OrpaHUYeHne CKOpoCTH A/1A BxoadaLLero Tpaduka
B pps.

CHUMaET orpaHuYeHune CKopPoCTH BxoasaLero Tpaduka.

qos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YcTaHaBAuBaeT 3HayYeHume CoS no ymonyaHuio ana nopta (CoS,
NPUMEHsEeMbIV A1A BCEro HeTerMpoBaHHOro TpadukKa,
npoxoaaluero Yyepes nHtepdeiic).

YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica Vian

BunAa 3anpoca KoMaHAHOWM CTPOKM pexnma KoHdurypaumm nutepdeica Vlan:

console (config-if) #

Tabanua 317 — KomaHgb! pexkuma KoHpurypaumm nHtepderica Vlian

KomaHda

3HayeHue/3HayeHue
o ymon4aHuio

Aelicmesue

goOs Cos egress cos

NO qOs Cos egress

cos: (0..7)/0

YcTaHaBAMBaeT 3Ha4YeHUe napameTtpa nossa npmoputeta 802.1p
ONA UCXOAALLEro TerMpoBaHHOro Tpaduka.

YcTaHaBAMBaEeT 3HAYEHNE MO YMOYAHUIO.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK pexxnma EXEC:

console#

Tabnnua 318 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

show qos

MNokasbiBaeT pexkmm QOS, HacTPOEHHbIW Ha ycTpolicTee. B
6330BOM peKMme NoKasblBaeT «40BEPEHHbIN» pexunm (trust
mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cumBoNa

MoKasbIBaeT CNUCKM KpuTepues Knaccudukaumm Tpaduka.
/ | DeiicTByeT TONBbKO Ans pexuma qos advanced.

show policy-map [pol-
icy_map_name]

policy_map_name:
(1..32) cumBona

MoKasbiBaeT npaBuaa KnaccupmKkaumm Tpaduka.
/| Deiicteyet TONbKO ANA pexmuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumBona

MoKa3bIiBaeT HACTPOMKN CpeaHel CKOPOCTU U OrPaHUYEHUA
MoA0ChI NPONYCKaHUA ANA NPaBua KnaccuduKkaumm TpadumKa.
/ | [elicTByeT TONbKO gna pexkuma qos advanced.
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show qos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MNokasbiBaeT QoS-napameTpbl AnA MHTepdeica.

- vlan_id — Homep VLAN;

- gi_port — Homep nHTepdelicos Ethernet gl;

- te_port — Homep uHTepoencos Ethernet XG1-XG24;

- fo_port — Homep uHTepodeicos Ethernet XLG1-XLG4;

- group — HOMep rpynmnbl NOPTOB;

- buffers — HacTpoliku bydepa ana ouepeaeit MHTepdeiica;

- queueing — anroputm obpaboTkm ouepegeit (WRR nam EF),
Bec gna WRR-ouepegel, Knaccobl 06CnyKMBaHUA ana odyepenen
n npuopwutet gna EF;

- policers — ckoHbUrypmpoBaHHble cTpaTernu Knaccubukalmm
TpaduKa gns nHTepdelica;

- shapers — orpaHuyeHue CKOPOCTK ANA UcxoaaLLero Tpaduka.

show gos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation]

MNokasbiBaeT MHOPMaLMIO O 3aMeEHE NOJIeN B NaKeTax,
ncnonb3yemoix QOS.

- dscp-queue — Tabauua coorsetcTeuA DSCP n ouepesels;

- dscp-dp — Tabanua cootsetcTBunsa metok DSCP 1 npuopuTteTta
cbpoca (DP);

- policed-dscp — Tabanua nepemapkuposku DSCP;

- dscp-mutation — Tabaunua nsmeHeHuns DSCP-to-DSCP.

show qos tail-drop —

MpocmoTp napameTpos tail-drop.

show qos tail-drop
[gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

MpocmoTp tail-drop nHbopmaumumn No KoOHKpeTHOMY MopTy (BCcem
noptam).

fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port]

show qos tail-drop unit o MNpocmoTp tail-drop MHGopmaL MM No KOHKPETHOMY YCTPOMCTBY
unit_id unit_id: (1..8) B CTEKe.

show ip tx-priority

MpocmoTp MHPOPMaUUM 0 MapKMpOBKe TpaduKa,
bopmmrpyemoro LLeHTpasibHbIM NPOLLECCOPOM.

[pumepbl 8bIN0AHEHUS KOMAHO

= Brkawountb pexkum QoS advanced. Pacnpeaenntb Tpaduk no ovepeaam, naketbl ¢ DSCP 12 B nepsyto
ouyepesb, naketbl ¢ DSCP 16 Bo BTOpYl0. Bocbmaa ovepegb — npuoputeTHad. Co3aaTtb cTpaTernto
Knaccuoukaymm tpadmka no cnucky ACL, paspelsatowemy nepegady TCP-naketos ¢ DSCP 12 1 16 n
OrpaHMUMBAIOLLYIO CKOPOCTb — cpeaHasa ckopocTb 1000 K6ut/c, nopor orpaHuyeHuns 200000 6aiiT.
Mcnonb3oBaTh AaHHYO cTpaTernto Ha nHTepdeicax Ethernet 14 u 16.

console#

console# configure

console (config)# ip access-list tcp ena

console (config-ip-al)# permit tcp any any dscp 12
console (config-ip-al)# permit tcp any any dscp 16
console (config-ip-al)# exit

console (config)# gos advanced

console (config) # gqos map dscp-queue 12 to I

console (config)# gos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I
console (config)# policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c)# exit

console (config-pmap) # exit

console (config) # interface tengigabitethernet 1/0/14
console (config-if) # service-policy input

console (config-if) # exit

console (config) # interface tengigabitethernet 1/0/16
console (config-if)# service-policy input

console (config-if) # exit

. o
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console (config) #

5.34.2 Cmamucmuka QoS

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 319 — KomaHgbl pexkuma rnobanbHoi KoHdUrypaumu.

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

qos statistics aggregate-po-
licer aggregate_po-
licer_name

no qos statistics aggre-
gate-policer aggregate_po-
licer_name

aggregate_policer_name:
(1..32) cumBonos;
Mo ymonyaHuio QoS-
CTaTUCTUKA OTK/OYEHA

BkstouaeT QOS-CTaTUCTMKY MO OrpaHUYEHMIo NOA0C
NpPOnycKaHuA.

OTtkntoyaet QOS-CTaTUCTMKY MO OFrpaHUYEHMIO NON0C
nponycKkaHus.

qos statistics queues set
{queue | all}{dp | all} {gi-
gabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | all}

no qos statistics queues set

set: (1..2);
queue: (1..8);
dp: (high, low);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
3HayeHMe Mo YMONYAHUIO:
set 1: Bce NnpuopuTETHI, BCE
oyepeam, BbICOKUI
npuopwuTet cbpoca.
set 2: Bce MpUMOPUTETHI, BCE
oyepeam, HU3KUN
npuopwuTet cbpoca.

BkntouaeT QOS -CTaTUCTUKY A5 BbIXOAHbIX oYepesent.
- set — onpepenset Habop cYETYMKOB;

- queue — onpeaenseT UCXOAALLYIO ovepesasb;

- dp — onpepaenset npuopuTeT cbpoca.

OTkAtovaeT QOS-CTAaTUCTMKY A7 BbIXOAHbIX O4Yepesen.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi nopmos

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma KoHurypaumm nHtepoeiica Ethernet, rpynnel nopTos:

console (config-if)#

Tabanua 320 — KomaHgb! pexkuma KoHpurypauum nHtepdelica Ethernet.

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHoa Aeilicmeue

BkntoyaeT cbop QOS-CTaTUCTUKM Ha MHTepdeiice.

- policy-map_name — cTpaTerus Knaccupukaumm Tpaduka;
- class_map_name — cnncoK KpuTepmes Kaaccudurkaumm
TpaduKa.

qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumBonos;
class_map_name: (1..32)
CMMBO/IOB;

Mo ymonyaHuto cbop
QOS-CTaTUCTUKM
OTK/IOYEH

no gos statistics policer OTkAtoyaeT cbop QOS-CTaTUCTMKMU Ha MHTepdeiice.
policy_map_name

class_map_name

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnua 321 — KomaHab! pexkuma EXEC

3HaveHue/ 3HaueHue o

KomaHoa / Aelicmesue
o ymMoa4YaHuto

clear qos statistics - Oumnwaet ctatCcTMKy QOS.

show qos statistics — MokasbiBaeT cTaTUCTMKY QOS.

5.35 KoH}urypauma npoToKoN0B MapLupyTM3aLum

5.35.1 KoHdpueypayua cmamuyeckoli mapwpymu3sayuu

CTaTnyeckan mapLipyTmnsauma — BUg MapLLpyTU3aLmMn, Npu KOTOPOM MapLLpyTbl YKa3blBAtOTCA B ABHOM
BUAE NMPU KOHGUTYpPaLMM MapLLUpyTU3aTopa. Bca mapwpytusaums npy STOM NpomcxogamT 6e3 yyactmsa Kakux-
B0 NPOTOKONOB MApPLLPYTM3ALMMN.

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 322 — KomaHabl pexuma rnobanbHoi KoHdurypaumm

Komanda 3HayeHue/ 3HayeHue Neiicmeue
no ymMoa4YaHuto
ip route prefix {mask | pre- Co3paeT cTaTMyecKkoe NpaBMIO MapLpyTU3aLmm.
fix_length} {gateway [met- - prefix — ceTb Ha3zHauyeHus (Hanpumep, 172.7.0.0);
ric distance] |name name] - mask — macka cetu (B popmaTe feCATUYHOM CUCTEMDbI
| reject-route} ncumcneHus);
- prefix_length — npedurKc macku ceTv (KoNMYecTBo eauHUL, B
macke);
prefix_length: (0..32); - gateway — W03 ANA JOCTYNA K CETU Ha3HaYeHus;
distance (1..255)/1 - distance — Bec maplupyTa;
-name — UMA MapLIpyTa;
- reject-route — 3anpeLlaeT MapwpyTU3aLMIO K CETU HAa3HaYeHuA
Yyepes Bce LUHO3bI.
no ip route prefix {mask | YaanaeT npasuao us Tabanubl CTaTUYECKON MapLipyTU3aLmm.
prefix_length} {gateway |
reject-route}

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnunua 323 — KomaHab! pexkuma EXEC

Komanda 3HavyeHue/ 3HayeHue Leiicmeue
no ymoa4aHuro

show ip route [connected | lMoka3biBaeT TabnuLy MapLpyTU3aLLmMK, yL0BNETBOPAIOLLYIO

static | address ip_address 334aHHbIM KpUTEPUAM.

[mask | prefix_length] - connected — NoAKNIOYEHHbIA MapLIPYT, TO €CTb MapLUPYT, B3ATbIN

[longer-prefixes]] — C HenocpeaCcTBEHHO NOAKIYEHHOro U GYHKLMOHMPYOLWEro
nHTepdelica;
- static — cTaTMYeCcKMi1 MapLpyT, NPONUCaHHBbIN B Tabauue
MapLIpyTU3aLmUU.

[pumep 8b1M10AHEHUS KOMAHObI

= [loKas3aTb Tabanuy MapwpyTU3aLmm:

console# show ip route

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabanuya 324 — OnucaHue pesybTaTa BbINOSHEHMA KOMaHAbI

Mone OnucaHue
MoKa3blBaeT NPOMCXOXKAEHME MapLIpyTa:
c C — Connected (MapwpyT B3AT U3 HENOCPEACTBEHHO MOAKAOUYEHHOTO U GYHKLMOHK-
pytolLero nHtepdeiica),
S — Static (cTaTMyecknit MapLUpyT, NPONMUCaHHbIN B TabaMLe MapLupyTM3aLmm).
10.9.1.0/24 Apapec ceTu.
MepBoe 3HaYeHMe B CKOBKax — agMWHWUCTPATMBHAA AMcTaHuMA (cTeneHb AoBepus
[5/2] MapLUpyTU3aToOpPy, YEM YUCAO Bbille, TEM MEHblUe A0BEepuUe K MUCTOYHMKY), BTOpoe
4YncNo — METPMKA MapLUpyTa.
via 10.0.1.2 Onpepenset |P-agpec cnepyowero mapLllpyTM3aTtopa, Yepes KOoTOopbl npoxoauT
o MapLUpyT A0 CeTH.
00:39:08 Onpeaensiet Bpema nocnegHero 06HOBAEHMA MapLpyTa (4acbl, MMHYTbI, CEKYHAbI)
Vlan 1 Onpepaenset nHTepoeiic, Yepes KOTOPbIM NPOXOAUT MAPLIPYT A0 CETU.

5.35.2 Hacmpoiika npomokona RIP

MpoTokon RIP (aHrn. Routing Information Protocol) — BHYTpeHHMIN NPOTOKO/, KOTOPbIN NO3BOAAET
MapLIpyTU3aTOPaM AUHAMMYECKM OOHOBAATb MapLIpyTHYO MHPOpPMaLMIO, MoayyYas ee OT COCeAHMUX
MapLLpyTU3aTOPOB. ITO OYEHb NPOCTOM NPOTOKOA, OCHOBAHHbIN HA NPUMEHEHUW OUCTAHUMOHHOMO BEKTOPA
MapLpyTmsaumn. Kak AUCTaHUMOHHO-BEKTOPHbIN npoTokon, RIP nepuoanyeckn nocblnaet obHoBAeHMA
MeXay coceaamu, CTpoA, TakMm 06pa3om, TOMONOIUIO ceTU. B KaKaom OO6HOBNEHWW nepepaeTcs
MHPOPMALMA O AWUCTaHLUMM [0 BCEX CEeTell Ha cocegHMIi MaplipyTusatop. KommyTtatop nopaepskusaet
npotokon RIP Bepcum 2.
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KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKuUme r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 325 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

router rip

no router rip

Bxog, B pexxum KoHourypaumm npotokona RIP.

Yaanenue rnobanbHoi KoHdUrypauum npotokona RIP.

KomaHObI pexcuma KoHgu2ypayuu npomokosaa RIP

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #

Tabnmua 326 — KomaHabl pexmuma KoHpurypaumm npoTtokosa RIP

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmesue

default-metric [metric]

no default-metric

metric: (1..15)/1

YcTaHaBAMBaET 3HaYEHUE METPUKM, C KOTOpoK byayT
aHOHCMPOBATLCA MapPLIPYThl, NONYYEHHbIE APYTMMU
NPOTOKONaMM MapLupyTM3auuu. bes napamerpa yctaHasimsaer
3HAYEHUE Mo YMOYAHMIO.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

network A.B.C.D

A.B.C.D: IP-agpec

YctaHasnueaet IP-agpec nHtepdeiica, Kotopbi byaet
Yy4acTBOBaTb B MPOLECCe MaPLLIPYTU3ALMN,

no redistribute ospf [id]

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name: (1..32)

no network A.B.C.D nHTepdeiica Ypanset IP-agpec nHTepdeiica, KoTopbit byaeT yyactsoBaTb B
npolecce MapLpyTM3aLmu.
redistribute {static | con- Pa3pewaet aHoHcHMpoBaHMe mapupyTos Yepes RIP.
nected } [metric transpar- - 6e3 napameTpoB — 03HayaeT, 4To ByAeT UCNOb30BaATHLCA
ent] default-metric npy aHOHCMpPOBaHMM MapLLpPYTOB;
- metric transparent — o3HauvaeT, 4To byZeT NCno/b30BaTLHCA
B METPUKA U3 TabAuLbl MapLLPyTM3aLuu.
no redistribute {static | 3anpelLaeT aHOHCUMPOBaHME CTaTUYECKMX MapLipyToB Yepes RIP.
connected} [metric trans- - metric transparent — 3anpeLaeT UCNONb30BaTb METPUKY U3
parent] TabAnubl MapLLpyTU3aLUM.
redistribute ospf [id] [met- PaspelaeT aHoHcupoBaHune OSPF mapwpyToBs Yepes RIP.
ric metric | match type | - id — naeHTMdmKaTop npouecca OSPF;
route-map id: (1-65536) - type — Npon3BOANTL AHOHCUPOBAHME TONbKO A/1A YKA3aHHbIX
route_map_name] metric: (1..15, Tnnos OSPF mapupyTos;

- route-map_name — NPOU3BOAUTb aHOHCUPOBaHUE
MapLIpyTOB nocsae ux GuabTpaLmm Yepes yKasaHHyto route-
map;

Be3 napameTpoB 3anpeLLaeT aHOHCMpoBaHMe mappyTos OSPF

transparent)/1

[metric metric | match type CMMBO/1a yepes RIP. B cnyyae ykasaHua napameTpa BO3BpaLLaeT ero
| route-map aedonTHoe 3HaveHue.

route_map_name]

redistribute bgp metric Paspewwaet aHoHcnposaHue BGP mapuupyTos yepes RIP.
metric | transparent . - metric — 3Ha4YeHWe MeTPUKK AN UMNOPTUPYEMBbIX

! I P ] metric: (1..15, P A PTMPY

MapLIpPyTOB;
- metric transparent — o3Hauvaer, YTo 6yAeT NCNoNb30BaTLCA
METPUKA U3 TabAnLbl MapLLPYTU3ALUN.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx

321




HELTEX

no redistribute bgp metric
[metric | transparent]

be3 napameTpoB 3anpeLLaeT aHOHCMpPOBaHWe mappyTos BGP
yepes RIP. B cnyyae ykasaHua napameTpa BO3BpaLLaeT ero
AedonTHoe 3HaYeHue.

redistribute isis [/evel]
[match match] [metric
metric] [transparent]

no redistribute isis [/evel]
[match match] [metric
metric] [transparent]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Pa3spelwaet aHoHcupoBaHue IS-IS mapwpyTos yepes RIP.
- level — ycTaHOBUTD, U3 KaKoro ypoBHA IS-IS byayT
AHOHCMPOBATbCA MAPLLPYThI;

- match — npon3BOAMTb aHOHCMPOBAHMWE TONbKO ANA
YKa3aHHbIX TUNOB IS-IS mapwpyTos.

be3 napameTpoB 3anpeLLaeT aHOHCMPOBaHUE MapLpyTos IS-IS
yepes RIP. B cnyyae ykasaHWA napameTpa BO3BpaLLLAET ero
nedonTHoe 3HaueHue.

shutdown / BbIkAtOYatoT Npouecc mapwpyTtusaummn no npotokony RIP.
—/BKAtOYEHO
no shutdown BkatoyatoT npouecc mapLupyTtusauum no npotokony RIP.
passive-interface OTK/OYUTL OOHOBNEHNA MapPLIPYTU3ALMK.
—/BKAOYEHO

no passive-interface

BkntounTb 06HOBNAEHUA MapLLPYTU3aALUN.

default-information origi-
nate

no default-information
originate

—/MapLipyT He
reHepupyerca

leHepMpoBaTb MapLLPYT MO YMOAYAHUIO

BoccTaHOBUTL 3HaYeHMe NO YMOYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica IP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 327 — KomaHabl pexkuma KoHdpurypaumnm nHtepdelica IP

KomaHda

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip rip shutdown

no ip rip shutdown

—/BK/IIOYEHO

BbIK/tOYaOT Npouecc mapLpytusauum no npotokony RIP Ha
AaHHOM nHTepdeiice.

BkAtoyatoT npouecc maplupytmsaumm no npotokony RIP Ha
AaHHOM nHTepdeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymonuyaHutio
oTnpaBKa 06HOBNEHMI
BK/IIOYEHA

BbIKntoYaeT oTnpaBKy 06HOBAEHUI Ha nHTepdeiice.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[obasnseT cmelLeHne K MeTpuKe.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

ip rip default-information
originate metric

no ip rip default-infor-
mation originate

metric: (1..15)/1;
Mo ymonyaHutio
dYHKLMA OTKAKOYEHA

YcTaHaBAMBaeT METPUKY A/19 MapLLIPYTa MO YMOAYAHUIO
TpaHcaupyemoro yepes RIP.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication
mode

Mo ymonyanuio
ayTeHTUdMKaumA
OTK/ItOYEHa.

BKkntoyaeT ayTeHTMOMKaumio B RIP 1 onpepenset ee Tun:
- text — ayTeHTUOUKALMA OTKPLITBIM TEKCTOM;
- md5 — ayteHTUdMKaumm MD5.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip rip authentication
key-chain key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
CYMBO/I0B

OnpegaenseT Habop KAtoYel, KOTOPbI MOXET UCMO/1b30BaThCA
ONA ayTeHTUGUKaL UK.

YcTaHaBAMBaeT 3Ha4YeHune no YMOYaHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
CUMBOJI0B

OnpegensieT KoY AN ayTeHTUGUKALMM OTKPbITLIM TEKCTOM.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CUMBO/I0B

YcTaHasauBaeT ctaHaapTHbli IP ACL ana dunbtpaumm
QHOHCMPYEMbIX MapLLPYTOB.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.
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KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabanua 328 — KomaHgbl pexkuma privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
show ip rip [database | MpocmoTp nHdopmaumm o RIP-maplipyTmsaumu:
statistics | peers] - database — vHpopmaLma o HacTpolikax RIP;
- - statistics — cTaTUcTUYecKUe AaHHblE;
- peers — MHOPMALMA Y4aCTHUKA CETU.

[pumepbl UC016308AHUA KOMAHO

Bkntountb npotoKkon RIP ana noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeHTH-
dukaumo MD5 yepes Habop Kntouelt mykeys:

console#

console# configure

console (config) # router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if)# ip rip authentication key-chain mykeys

— e~ o~ —~

5.35.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — NpoTOKON ANHAMWYECKOW MapLLPYyTU3aLMKN, OCHOBAHHbIW Ha TEXHO-
JIOTUM OTC/IeXKMBAHMA cOCTOSHMA KaHana (link-state technology) 1 ncnonb3ylowmii Ans HaxoKAeHUA KpaTyai-
wero Nyt anroputm Aerkctpbl. MpoTtokon OSPF npeacraBnnet coboi NPOTOKON BHYTPEHHero wito3a (IGP).
MpoTokon OSPF pacnpocTpaHsaeT MHPOopMaLMIO 0 AOCTYMHbIX MapLUPYTax MeXAy MapLipyTU3aTopamm o4HOM
aBTOHOMHOW CUCTEMDI.

YcTpoiicTBo NnoanepkMBaeT 04HOBPEMEHHYHO PAabOTy HECKO/IbKMX HE3aBUCMMbIX SK3eMNNAPOB NpoLec-
coB OSPF. Hactpoitka napameTpoB ak3emnaspa OSPF nponsBoauTcs nyTem yKasaHua uaeHTuduUKaTopa K-
semnasapa (process_id).

KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHPUrypaumum:
console (config) #

Tabnnua 329 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

3HaveHue/3Ha4yeHue o
KomaHnoa / Aelicmesue
0 YMOAYAHUIO

router ospf [process_id] BKkntoyaeT mapLupyTmnsaumto no npotokony OSPF.

process_id: (1..65535)/1 3apaeT naeHTMouMKaTOp Npouecca.
no router ospf [process_id] BbIKk/tOYaeT mapLpyTrsaumto no npotokoay OSPF.
ipvé r'outer ospf [pro- process._ id: (1..65535)/1 BkatovaeT mappyTtusaumio no npotokony OSPFv3.
cess_id] 3afaeT naeHTUOUKaTop npouecca.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx 323




HELTEX

no ipv6 router ospf [pro-
cess_id]

BbikntoyaeT mapwpyTtunsaunio no npotokoay OSPFv3.

ipv6 distance ospf {in-
ter-as | intra-as} distance

no ipvé6 distance ospf {in-

ter-as | intra-as}

distance: (1..255)

3a4aeT agMUHUCTPATUBHYIO ANCTAHLMIO ans mapwpyTos OSPF,
OSPFv3.

- inter-as — An1a BHELWHNX aBTOHOMHbIX CUCTEM

- intra-as — BHYTPW aBTOHOMHOW CUCTEMbI

Bo3Bpallaer 3HaYeHMs No yMOYaHuIo.

KomaHOb1 pexcuma npouecca OSPF

BuA 3anpoca KoOMaHAHOWM CTPOKM B pexume KoHurypaunm npouecca OSPF:

console(router_ospf_process)#
console (ipvé router ospf process)#

Tabnnua 330 — KomaHab! pexkuma KoHdpurypaumum npouecca OSPF

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

[Jetictne

redistribute connected
[metric metric] [route-map
name] [subnets]

no redistribute connected
[metric metric] [route-map
name] [subnets]

metric: (1..65535);
name: (1..255) cumBonos

PaspelwaeT aHoHCHpoBaHUWe connected mapwpyTos:

- metric — 3Ha4YeHWe METPUKMU A1 UMMNOPTUPYEMbIX MapLL-
pyTOB;

- name — VMA NONUTVKM UMMOPTa, No3BonstoLei GuabTpo-
BaTb U BHOCUTb U3MEHEHWA B UMNOPTUPYEMbIE MaPLLPYTb;

- subnets — nossonser UMNopTMpOBaTL NOACETH.

bes napameTpos 3anpeliaeT aHOHCUpOBaHUe connected
MapLlpyToB. B CNy4vae yKa3saHuA napameTpa BO3BpPaLLAET ero
3Ha4yeHune No yYMO/14aHUIo.

redistribute static [metric
metric] [route-map name]
[subnets]

no redistribute static [met-
ric metric ] [route-map
name] [subnets]

metric: (1..65535);
name: (1..255) cumBonos

MmnopT cTaTnuyeckmx mapwpytos B OSPF.

- metric — ycTaHaBAMBAET 3Ha4YEHME METPUKMU ANA UMNOPTU-
pyeMbiXx MapLLIpyTOB;

-name — NpPUMEHAET NOJIMTUKY UMMNOPTa, MO3BONAOLLYIO
dUNbTPOBATL M BHOCUTb W3MEHEHWA B WMMMNOPTUPYemble
MapLLpyTbl;

- subnets — no3BonAeT MMNOPTUPOBATb NOACETH.

be3 napameTpos 3anpeLaeT MMMOPT CTaTUYECKUX MAPLLPYTOB B
OSPF. B cnyyae yka3aHuA napameTpa Bo3BpallaeT ero
3HaYeHue Mo YMONYAHMIO.

redistribute ospf id
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map name]
[match {internal | external-
1 | external-2}] [subnets]

id: (1..65535);
metric: (1..65535);
name: (0..32) cumBona.

MmnopT mapwpyTtos 13 npouecca OSPF B npouecc OSPF:

- nssa-only — ycTaHaBAMBaeT 3HaveHMe nssa-only ana Bcex
MMNOPTUPYEMbIX MAPLLPYTOB;

- metric-type type-1 — umnopTupyeT ¢ nomeTKoM Kak OSPF
external 1;

- metric-type type-2 umnoptupyet c nomeTkol Kak OSPF
external 2;

- match internal — umnopTupyet maplupyTbl B npesenax area;
- match external-1 — nmnoptupyet mapwpyTbl TNa OSPF
external 1;

- match external-2 — umnopTtupyet maplpyTbl Tuna OSPF
external 2;

- subnets — no3BonAeT UMNOPTUPOBATL NOACETH;

- name — NpUMeHAET yYKa3aHHYI NOUTUKY MMMOPTA,
no3BoAnAloLLyo GUAbTPOBATb U BHOCUTb USMEHEHUA B
MMNOPTUPYEMbIE MAPLLPYTbI;

- metric — ycTaHaBAMBAET 3HA4YeHNe MEeTPUKK ANA
MMNOPTUPYEMbIX MAPLLIPYTOB.

324 Ethernet-kommymamopesi cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map name]
[match {internal | external-
1 | external-2}] [subnets]

be3 napameTpos 3anpeLaeT MMNOPT MApPLLPYTOB U3 NpoLecca
OSPF B npouecc OSPF. B cnyyae ykasaHua napameTpa
BO3BpaLLAEeT ero 3HayeHne No YMONYAHUIO.

redistribute rip [metric
metric] [route-map name]
[subnets]

no redistribute rip [metric
metric] [route-map name]
[subnets]

metric: (1..65535);
name: (1..255) cumsona

MmnopT mapwpyTtos m3 RIP B8 OSPF.

- metric — 3HaYeHne MeTPUKKN ANA UMMOPTMPYEMbIX MapLL-
pyTOB;

- name — UMA NONUTUKN MMNOPTA, NO3BONAIOLLEN GUNBLTPO-
BaTb M BHOCUTb U3MEHEHWUA B UMNOPTUPYEMbIE MAPLLPYTbI;

- subnets — no3BonAeT UMNOPTUPOBATL NOACETH.

be3 napameTtpoBs 3anpeLtaetr uMNopT mapwpyTtos 13 RIP B
OSPF. B cnyyae yka3zaHWA napameTpa BO3BpaLLAET ero
3HaYeHMe NO YMOIHaHUIO.

redistribute isis [/evel]
[match match] [metric met-
ric] [filter-list acl_name]
[subnets]

no redistribute isis [/evel]
[match match] [metric met-
ric] [filter-list ac/_name]
[subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cMmBoONa

Mmnopt mappyTos u3 IS-IS 8 OSPF.

- level — ycTaHOBUTb U3 KaKoro ypoBHs IS-IS 6yayT
AHOHCMPOBATLCA MAPLLPYTbI;

- match — npon3BoAWTb aHOHCMPOBAHME TONbKO ANA
YKa3aHHbIX TUNOB IS-IS mapuipyTos;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLpyToB;

- acl_name — vms ctaHgapTtHoro IP ACL, KoTopblii bygeT
MCMnoab3oBaH Ana GUAbTPaLMN MMNOPTUPYEMbIX MapLIPYTOB.
- subnets — no3BonAeT UMNOPTMPOBATb NOACETU.

bes napameTpos 3anpeluaeT UMNOPT MapLpyTos 13 IS-IS B
OSPF. B cnyyae yKkasaHUA napameTpa BO3BpalLaeT ero
3HaYeHMe No YMOHAHUIO.

redistribute bgp [metric
metric] [route-map name]
[filter-list acl_name] [sub-
nets])

metric: (1-65535);
name: (1..255) cumBona;
acl_name: (1..32)

MmnopT mapwpyTtos 13 BGP B OSPF.

- metric — 3Ha4YeHne METPUKN AN UMMNOPTUPYEMbIX
MapLIpyTOB;

- name — MMA NOAUTUKM UMMOPTA, NO3BOAAIOLLEN
dUNbTPOBATb M BHOCUTb MU3MEHEHWA B UMNOPTUPYEMbIE
MapLpyTbl;

- acl_name — nms ctaHgapTHoro IP ACL, KoTopbiv bygeT
MCMOAb30BaH ANa GUALTPALMU UMNOPTUPYEMbIX MapLIPYTOB.

cumeona - subnets — No3BoAsAET UMMNOPTUPOBATL NOACETH.
no redistribute bgp [metric Bes napameTpos 3anpeLaeT MMMNOPT MapLLpyToB U3 BGP B
metric] [route-map name] OSPF. B cnyyae ykasaHWA napameTpa BO3BpaLlLaeT ero
[filter-list acl_name] [sub- 3HaYeHue Mo YMOMYaHMIO.
nets]
compatible rfc1583 Jenabled BkntouaeT coBmecTmocTb ¢ RFC 1583 (TonbKo ans IPv4).

no compatible rfc1583

BbikntoyaeT coBmectumocTb ¢ RFC 1583.

router-id A.B.C.D

no router-id A.B.C.D

A.B.C.D: uaeHtndukatop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca

YcTaHaBAMBaeT naeHTUdUKATOP MapLIpyTM3aTopa, KOTOPbIN
YHWUKanbHO naeHTUMLMPYET MapLipyTM3aTop B Npeaenax
OZHOW aBTOHOMHOM CUCTEMBI.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

network ip_addr area
A.B.C.D [shutdown]

no network ip addr

ip_addr: A.B.C.D

BkAounTb (OTKAOUNT) 3K3emnaap OSPF Ha IP-uHTepodelice
(ana IPv4).

Ypanset IP-agpec nHtepdelica.

default-metric metric

no default-metric

metric: (1..65535)

YcraHaBausaeT meTpuKy OSPF-mapwpyTa.

OTKAtoYeHWEe GYHKLMM.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub

A.B.C.D: uaeHTndukatop
MapLlupyTusaTopa B
dopmarte IPvi-agpeca

YcTaHaBAMBAET A4/ YKa3aHHOM 30Hb! TunN stub. 3oHa —
COBOKYMHOCTb CETEW Y MapLLPYyTU3aTOPOB, MMEIOLLMX OAUH U
TOT e uaeHTUdUKaTop.

- No-summary — He OTNPasAATb UHHOPMALMIO O
CYMMMPOBAHHbIX BHELUHMX MapLLpyTax.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.
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area A.B.C.D nssa [no-sum-
mary] [translator-stabil-
ity-interval interval] [trans-
lator-role {always | candi-
date}]

no area A.B.C.D nssa

A.B.C.D: naeHTndukatop
MapLipyT13aTopa B
dopmarte IPv4-agpeca;
interval: uenoe
NONOXKUTENIBHOE YNCNO;

YcTaHaBAUBAET AN YKa3aHHOM 30HbI Tun NSSA.

- no-summary — He NpMHUMaTb MHGOPMaLUIO O
CYMMUPOBAHHbIX BHELWHUX MappyTax BHYTPb NSSA-30HbI;
- interval — onpegenaeT NPoOMeXKyTOK BpeMeHMU (B cek), B
TeYeHWe KOTopOoro TPaHCAATOP byAeT BbINOAHATL CBOU
dYHKLMM NoC/e TOro, Kak 06HaPYXKUT, YTO TPAHCAATOPOM CTa
LpYroi rpaHUYHbIN MapLupyTUsaTop.

- translator-role — onpegenset, Kakum obpasom Ha
MapupyTusatope byaet GyHKLMOHMPOBATL PEKUM
TpaHcaaTopa (TpaHcnauum Type-7 LSA B Type-5 LSA):

- always — B npuHyANTENBHOM NOCTOAHHOM PEKUME;

- candidate — B pexxnme yyacTua B BbiIbopax TpaHcaATopa.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

no area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D: naeHTnduKatop
MaplupyTU3aTopa B
dopmare IPv4-appeca;
secs: (1..65535) cekyHa;
word: (1..256) cumonos

Co3faHWe BUPTYasIbHOFO COEANHEHUA MeXAY OCHOBHOM M
OPYrMMU yaaneHHbIMM 061acTAMM, KOTOPbIE UMEIOT MeXay
HUMK 0bnacTu.

- hello-interval — ykasaTtb hello-uHtepsan;

- retransmit-interval — yka3saTb MHTepBan Meay NOBTOPHLIMM
nepegadamu;

- transmit-delay — yKkasaTb Bpems 3agepKu;

- dead-interval — ykasaTb dead-uHtepsan;

- null — 6e3 ayTeHTUdMKauuy;

- message-digest — ayTeHTUdMKaLMA C WUNDpPOBAHUNEM;

- word — naposb gns ayTeHTUGUKaumm.

Ypanser BupTyasbHOE coegmnHeHue.

area A.B.C.D default-cost
cost

no area A.B.C.D default-
cost

A.B.C.D: uaeHTndukatop
MapLlupyTusaTopa B
dopmare IPv4-agpeca;
cost: uenoe
NONOXKUTENbHOE YNCSIO

YcTaHaBAMBAET 3HAYEHME CTOMMOCTM CYMMApHOTro MapLupyTa,
ncnonbsyemoro ana stub- u NSSA-30H (ans IPv4).

YcTaHaBAMBaEeT 3HAYEHWe no YMONYaHULO.

area A.B.C.D authentication
[message-digest]

no area A.B.C.D authentica-
tion [message-digest]

A.B.C.D: ngeHtuopukaTtop
MaplupyTU3aTopa B
dopmare IPv4-agpeca;
—/BbIK/IOYEHO

BkntoyaeT ayTeHTUDMKaUUIO gns Bcex MHTepdelicoB JaHHOM
30HbI (ana IPv4):
- message-digest — c wuodposaHnem MDS5.

OTKAtOYaeT ayTeHTUdMKALMIO.

area A.B.C.D range net-
work_address mask [adver-
tise | not-advertise]

no area A.B.C.D range net-
work_address mask

A.B.C.D: uaeHtndukatop
MapLipyTU3aTopa B
dopmarte IPvd-agpeca;
network_address:
A.B.C.D;
mask: E.F.G.H

Co3faeT CyMMapHbIi MaplwpyT Ha rpaHuLe 30HbI (ans IPv4).
- advertise — aHOHCMPOBATL CO3AaHHbIN MapLLPYT;
- not-advertise — He aHOHCMPOBaTb CO3AaHHbIN MapLLPYT.

Ypanaer cyMmMapHbIidi MapLupyT.

area A.B.C.D filter-list prefix
prefix_list in

no area A.B.C.D filter-list
prefix prefix_list in

A.B.C.D: uaeHTndukatop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)
cumBoONna

YcTaHaBAvBaeT GUALTP Ha MapLUPYTbl, aHOHCUpPYyeMble B
YKa3aHHYt0 30HY U3 gpyrux 30H (ans IPv4).

Yaanset GUAbTp Ha MapLIpyTbl, aHOHCUPYEMbIE B YKa3aHHYHO
30HY M3 ApYrux 30H (ana IPv4).

area A.B.C.D filter-list prefix
prefix_list out

no area A.B.C.D filter-list
prefix prefix_list out

A.B.C.D: uaeHtndukatop
MapLIpyTU3aTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)
cumBona

YcTaHaBauBaeT GUAbTP HA MapLLPYTbl, AHOHCUPYEMbIE U3
YyKa3aHHOW 30HbI B gpyrue 30Hbl (a1a IPv4).

Yaanset GpuabTp Ha MapLLpyTbl, aHOHCUPYEMbIE U3 YKa3aHHOM
30HbI B Apyrue 30Hbl (ans IPv4).

area A.B.C.D shutdown

OTkntoyaeT npouecc OSPF andA 30HbI.
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no area A.B.C.D shutdown

A.B.C.D: uaeHtndukatop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
—/BKNOYEHO

Bkatouaet npouecc OSPF gns 30HbI.

shutdown

no shutdown

—/BKAIOYEHO

OTtkntoyvaet npouecc OSPF.

Bkatoyaet npouecc OSPF.

summary-address
ipv4_addr mask [not-adver-
tise]

no summary-address
ip_addr mask [not-adver-
tise]

—/BbIK/IOYEHO

BKAOYNTL CYMMMPOBaHWE MapLLPYTOB ipv4, KoTopble bblin
nony4yeHbl OSPF 13 apyrmx npoToKonos.
not-advertise — npocymmunpoBaTb, HO HE aHOHCUMPOBATb.

OTKNOUNTD CYMMapm3aLmMio MapLIpPyTOB.

summary-prefix ipvé6 [not-
advertise]

summary-prefix ipvé6 [not-
advertise]

—/BbIK/IOYEHO

BKAOYNTL CYMMMPOBaAHWE MapPLLPYTOB ipv6, KoTopble bblin
nonyyeHbl OSPF 13 gpyrmMx npoToKON0B.
not-advertise — npocymmmnpoBaTb, HO He aHOHCMPOBaATb.

OTK/IIOUYUTD CYMMapM3aLLmMIo MapLLpyTOB.

timers spf delay delay

delay: (0..600000)/5000

YcTaHaBAMBaET Be/IMYUHY 3a4ePXKKN, NPOM3BOAUMON Nepes,
oyepeaHbIM NocnefoBaTe/ibHbIM pacyeTom SPF.

no timers spf delay me YcTaHaBAMBaeT 3Ha4YeHMe N0 YMONYAHUIO.
timers Isa throttle min_in- 3a43éT BpeMeHHble napameTpbl LSA-TpoTTAnHra. TpOTTAUHT
terval hold_interval max_in- [EeNCTBYET TONbKO Ha LSA, MICTOYHMKOM KOTOPbIX ABNAETCA
terval JIOKaNbHOE YCTPOMCTBO.
- min_interval — MUHUManNbHbIN BPEMEHHOM MHTEPBAN MeXAY
min_interval: ABYyMA nocsefosaTesibHO OTNPaBAALWUMNCA OANHAKOBbIMU
(0..60000)/5000 mc; LSA.
hold_interval: - hold_interval — wHTepBan, onpeaenaloWwmin TekyLee Bpemsa
(0..60000)/0 mc; 3afepKKu. C Kaxaow HoBoW nocnenoBatenbHom LSA aToT
max_interval: WHTEepPBa/ YMHOXaEeTCa Ha [1Ba, MOKa He AOCTUTHET 3HaYeHus

no timers Isa throttle

(0..60000)/0 mc

max_interval.

- max_interval — makcMManbHbIi BpEMEHHOM MHTEpPBan
MeXay ABYMA NOoC/ef0BaTeNbHO OTNPaBAAIOLWLMMUCA
oAMHaKoBbIMM LSA.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

timers Isa arrival min_arri-
val

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YcTaHaBANBaeT MUHUMA/IbHbI BPEMEHHOM MHTepBan, ¢
KOTOPbIM MapLupyTM3aTop 0bpabaTtbiBaeT NnpuHMMaemble LSA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #

Tabanua 331 — KomaHgb! pexkuma KoHdpurypaumm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeilicmeue

ip ospf shutdown

BbikntoyaeT mapwpyTtnsaunto no npotokoay OSPF Ha
nHTepdelice.

- —/BKAIOYEHO
no ip ospf shutdown BKkntoyaeT mapLlupyTusaymio no npotokony OSPF Ha
nHTepdelice.
ip ospf network {broadcast BblbpaTb TN ceTH:
| point-to-point} - broadcast — wrpoKoBeLaTeNbHaA CeTb C MHOXKECTBEHHbIM
—/broadcast [OCTYNOM;

no ip ospf network

- point-to-point — ceTb «TOYKa-TOYKa».

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.
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ip ospf authentication
[key-chain key_chain |
null | message-digest]

no ip ospf authentication
[keychain]

key_chain: (1..32)
CMMBOOB;
Mo ymon4yaHuio
ayTeHTUdUKaLmA
OTK/IOYEHA

BkntouaeT ayteHTUOMKaumto B8 OSPF u onpepenset ee tun. bes
yKasaHuWA napameTpoB b6yAeT UCNob30BaTbCA ayTeHTUdMKaLUA
C MOMOLLBIO0 NAaPoIA, 334aHHOFO OTKPbITbIM TEKCTOM.

- keychain — Bk/ouaeT ncnonb3oBaHue Habopa Kaoyen.
PaboTaeT B cBA3Ke C pexxnmom message-digest.

- key_chain — nmsa Habopa Knkouel, Co34aHHOro KoOMaHAoM
keychain;

- null — He ncnonb3oBaTb ayTEHTUPUKALMIO;

- message-digest — ayteHTUdUKauma MD5 c ucnonb3oBaHue
Habopa Kntovel.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

ip ospf authentication-key
key

no ip ospf authentica-
tion-key

key: (1..8) cumBonos

HasHauaeT naposib 4N ayTeHTMdUKaLMM coceaeit, AOCTYMHbIX
yepes Tekywmin nHtepdeiic. Maposb, yKazaHHbIA TaKUM
o6paszom, byaeT BHeAPEH B 3ar0/I0BOK KaXKA0ro YXOAALLEro B
3Ty ceTb NakeTa OSPF B KauecTBe K/AOYa ayTeHTUDUKALMK.

Ypaanaet naponb.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YcTaHaBAMBaAET METPUKY COCTOAHUA KaHana, KoTopas ABAseTCA
YCNOBHbIM NOKa3aTtesieM ""cTOMMOCTU" NepecbiIKK AaHHbIX NO
KaHany.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip ospf dead-interval {in-
terval | minimal}

no ip ospf dead-interval

interval: (1..65535)
CEKyHS;
minimal — 1cek

YcTaHaBAMBaET MHTEPBaA BPEMEHM B CEKYHAAX, NO UCTEYEHUN
KOTOporo coceg, 6yAeT cunTaTbCA HEAKTUBHbBIM. DTOT UHTEPBAN
[O/MKeH 6bITb KpaTHbIM 3HaveHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHtepsanam otnpasku hello-naketos.

YcTaHaBAMBaeT 3HAYEHWe Nno YMOANYaHULO.

ip ospf hello-interval inter-
val

interval: (1..65535)/10

YcTaHaBAMBaET MHTEPBa BPEMEHM B CEKYHAAX, NO UCTEYEHWUN
KOTOPOro MapLipyTM3aTop oTnpasnaseT cneayowmii hello-naker

CEKYHA, ¢ uHTepdelica.
no ip ospf hello-interval YcTaHaBAMBAET 3HAaYEHME NO YMONYAHUIO.
ip ospf mtu-ignore OTkAtoveHne nposepkn MTU.
no ip ospf mtu-ignore —/enabled YcTaHaBAWBAET 3HaYeHMeE MO YMOAYAHMIO.
ip ospf passive-interface 3anpewgaet IP-uHTepdericy obMmeHMBaTbCA MPOTOKOIbHBIMM
CO0BLWEHMAMM C COCeaAAMM Yepes yKa3aHHbIM GU3NYECKUit
—/disabled nHTepderic.

no ip ospf passive-inter-
face

PaspewwaeT IP-nHTepdelicy obmeHNBaTLCA NPOTOKObHbIMM
Co0bLLEHMAMM C coceaamm.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

YcTaHaBAMBaEeT NPUOPUTET MApPLLPYTU3aTOPa, KOTOPbIN
ncnosbsyetcs gns sbibopa DR 1 BDR.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

ip ospf retransmit-interval
interval

no ip ospf retransmit-inter-
val

interval: (1..65535)/5
CeKyHA,

BkntouaeT ayteHTUdMKauuto 8 OSPF u onpepensaet ee Tmn:

- text — ayTeHTUMKALMA OTKPbITbIM TEKCTOM;

- key_chain — vmsa Habopa Kntoyel, cCo3gaHHOro KomaHaou key
chain.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

ip ospf transmit-delay de-
lay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YcraHaBAuBsaet npumepHoe Bpema B CeKyHAaAX, HeO6X0,CI|MMOG
AnAa nepegadn naketa COCTOAHUA KaHana.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepapelica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOM CTPOKMU:

console (config-if) #
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Tabnnua 332 — KomaHab! pexkuma KoHpurypauum nntepdelica Ethernet, VLAN

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmesue

ipv6 ospf shutdown

no ipv6 ospf shutdown

—/BKAKOYEHO

BbikntoyaeT mappyTtmnsaunto no npotokoay OSPFv3 Ha
nHTepdelice.

BKAtoyaeT mapLpytusaumto no npotokony OSPFv3 Ha
nHTepdelice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: naeHTMouKaTop
MaplpyTusaTopa B
¢dopmarte IPv4-agpeca

BkntounTb (oTKAtOuMTL) OSPF npouecc ans onpeaeneHHom
30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YcTaHaBANBaAET METPUKY COCTOAHWUA KaHasa, KoTopas ABAseTCs
YCNOBHbIM NOKa3aTtesieM ""cTOMMOCTU" NepecbiIKK AaHHbIX NO
KaHany.

YcTaHaBAWBaeT 3HaYeHUe No YMONYAHUIO.

ipv6 ospf dead-interval in-
terval

no ipv6 ospf dead-interval

interval: (1..65535)
CEKYHA,

YcTaHaBAMBaET MHTEPBaa BPEMEHM B CEKYHAAX, NO UCTEYEHUN

KOTOporo coceg, 6yAeT cunTaTbCA HEAKTUBHbBIM. DTOT UHTEPBAN

[0/KeH 6bITb KpaTHbIM 3HadeHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHtepsanam otnpasku hello-naketos.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

ipv6 ospf hello-interval in-
terval

interval: (1..65535)/10

YcTaHaBAMBAET MHTEPBa BPEMEHMU B CEKYHAAX, MO UCTEYEHUN
KOTOPOro mapLipyTusaTop oTnpasaset cneayowmii hello-naker

CEKYHZ, ¢ uHTepdelica.
no ipv6 ospf hello-interval YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
ipv6 ospf mtu-ignore . OTkAtoveHne nposepkn MTU.
—/disabled

no ipv6 ospf mtu-ignore

YcTaHaBAMBaeT 3HAYEHKWe no YMOYaHUIO.

ipv6 ospf neighbor 3apaet IPv6 agpec coceaa.

{ipv6_address}

ipv6 ospf neighbor N Ypanaet IPv6 agpec cocena.

{ipv6_address}

ipv6 ospf priority priority YcTaHaBAMBAET NPUOPUTET MapLLPYTM3aTOpPa, KOTOPbIM

no ipv6 ospf priority

priority: (0..255)/1

ucnosb3syetcsa gns sbibopa DR v BDR.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ipv6 ospf retransmit-inter-
val interval

no ipv6 ospf retransmit-in-
terval

interval: (1..65535)/5
CeKyHA,

YcTaHaBAWBaET UHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEYEHUN
KOTOPOro MapLLpyTU3aTop NOBTOPHO OTMNPABUT NakeT, Ha
KOTOPbII HE MOAYYMA NOATBEPKAEHNA O NONYYEHUN
(Hanpumep, Database Description naket uau Link State Request
nakeTbl).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ipv6 ospf transmit-delay
delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YcTaHaBAMBaeT NnpMmepHoe Bpema B CEKYHAAX, HeO6XOp,VIMOG
AnAa nepegadun naketa COCTOAHUA KaHana.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

KomaHOb! pexcuma privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume privileged EXEC:

console#

Tabnnua 333 — KomaHgb! pexkuma privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
10 yMon4YaHuo

Aelicmeue

show {ip | ipv6} ospf [pro-
cess_id]

process_id: (1..65536)

OTobparkaeT KoHoUrypaumm OSPF.
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show {ip | ipv6} ospf [pro- OTobparkaeT uHdopmauum o6 OSPF-coceasx.
cess_id] neighbor
show ip ospf [process_id] process_id: (1..65536); OTobparkaeT uHoopmauum o6 OSPF-cocese ¢ yKazaHHbIM
neighbor A.B.C.D A.B.C.D: IP-agpec cocega | agpecom.

show {ip | ipv6} ospf [pro- OTobparkaeT KoHoUrypaumm scex OSPF-nHTepdeiicos.

cess_id] interface

process_id: (1..65536)

process_id: (1..65536)

show {ip | ipv6} ospf [pro- process_id: (1..65535); OTobparkaeT KoHOUrypaunm KoHkpeTHoro OSPF-nHTepdeiica.
cess_id] interface {giga- gi_port: (1..8/0/1..48);

bitethernet gi_port | tengi- te_port: (1..8/0/1..24);

gabitethernet te_port | for- fo_port: (1..8/0/1..4);

tygigabitethernet fo_port | group: (1..48);

port-channel group | vlan vlan_id: (1..4094);

vlan_id | tunnel tunnel_id} tunnel_id: (1..16)

show {ip | ipv6} ospf [pro- OTobpaxkaeT coctoaHMe 6a3bl 4aHHbIX NpoTokoaa OSPF.
cess_id] database [router | process_id: (1..65535)

summary | as-summary]

shon {ip | ipv6} os.pf vir- process. id: (1..65535) OTobparkaeT NapameTpbl U TEKYLLEE COCTOAHME BUPTYAJIbHbIX
tuallinks [process_id] JINHKOB.

5.35.4 Hacmpolika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoTOKOAN rpaHUYHOrO LWAK3a) ABAAETCA NPOTOKO/IOM MapLIpyTU3a-
LUKN MeXKay aBTOHOMHbIMKM cucTemami (AS). OcHoBHOWM dyHKUMeN BGP-cnuctembl agnseTcs obmeH MHPopma-
LMel o AOCTYNHOCTU CeTen C ApyrMmmn cuctemamm BGP. MHpopmaLmsa o AOCTYMHOCTU CETei BKNOYAET CNIMCOK
aBTOHOMHbIX cucTem (AS), Yepes KoTopble NPOXOAUT 3Ta MHPOPMALMA.

BGP aBnseTca NpoTOKO/IOM NPUKNAAHOMO YPOBHSA U QYHKLMOHUPYET NOBEPX NPOTOKONA TPAHCNOPTHOIO
ypoBHsA TCP (nopT 179). Mocne ycTaHOBKM CoeaMHeHUA nepeaaérca MHoopmauma 060 Bcex MapLupyTax, npea-
Ha3Ha4YeHHbIX 419 3KcnopTa. B AanbHelwem nepeaaétca ToNbKo MHPopMauma 06 M3mMeHeHUax B Tabauuax
MapLpyTU3aLmm.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:
console (config) #

Tabnnua 334 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

Komanoa 3HayeHue/3Ha4yeHue Leiicmeue
no ymoa4YaHuro
router bgp [as_plain_id_| BKAtoYaeT MmapwpyTu3aLmio no npotokony BGP.
as_dot _id] 3apaeT naeHTuounKaTop AS 1 NepexoanT B pexum eé
KOHGUTYpMpoBaHMA.
as_plain_id: - as_plain_id — naeHTMdMKaTOp aBTOHOMHOM CUCTEMBbI,
(1..4294967295)/1 MCNO/b3yeMblii MapLLPYTU3aTOPOM MPU YCTaHOBAEHUN
as_dot_id: cocencTsa U 06MeHe mapLIpyTHOW MHPOopMaLme.
(1.0..65535.65535) -as_dot_id — ngeHTMdunKaTop aBTOHOMHOM cucTeMbI B 32-
6uTHOM dopmarte
no router bgp OcrtaHasnuBaeT BGP-mapwpyTtunsaTop, yaanaer Bcto
[as_plain_id_| as_dot_id] KOHUrypaumio npoTokosa BGP.
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KomaHObI pexcuma KoHgu2ypayuu AS

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypaumum AS:

console (router-bgp) #

Tabnnua 335 — KomaHgbl pexxuma KoHdpurypaumm AS

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

bgp router-id ip_add

no bgp router-id

3agatb naeHTMduKaTop BGP-mapluipyTtunsatopa.

Yaanutb naeHtudukatop BGP-mappytusaTtopa.

bgp asnotation dot

3ageicTeyeT cucTemy o603HaueHme HomepoB AS B popmaTe

—/asplain asdot.
no bgp asnotation YcTaHaBAMBaET 3HaYeHMe No YMOAYAHUIO
bgp client-to-client reflec- BK/toYaeT nepecbl/IKy MapLUpyToB, Noay4eHHbIx oT reflector-
gp — /BKAIONEHO p Yy MapLipyToB, Y!

tion

KnveHTa, apyrum BGP-coceaam.

no bgp client-to-client re-
flection

BbIKAtOYaAET Nepecbiiky MapLpyToB, NoayyYeHHbIX oT reflector-
KnveHTa, apyrum BGP-coceaam.

bgp cluster-id ip_add

3apaéT naeHTndMKaTop Knactepa BGP-mapwpyTtusaTopa.
B cnyuae, ecnu uaeHTMdUKaTop KNacrepa He
V HACTpoeH, B KauecTBe ngeHtudpukatopa byaer
MUCNOAb30BaTbCA rNob6anbHbIi naeHTMdUuKaTop BGP-
mapLupyTMsaropa.

no bgp cluster-id

Ypanutb naeHtudukatop knactepa BGP-mapwpytmsaTtopa

bgp transport path-mtu-
discovery

BkntoyaeT npoueaypy Path MTU Discovery ans
aBTomaTu4yeckoro onpeaeneHma Maximum Segment Size npu
ycTtaHoBneHnn TCP-coeauHeHMA mexay coceaamu.
BkntoueHue Path MTU Discovery Ha npouecce
V BK/IIOYAET ero Ha Bcex coceasx.

no bgp transport path-
mtu-discovery

YcTaHaBAnBaeT 3HaYeHue no YMONYaHUIO

shutdown

no shutdown

—/no shutdown

AAMWHUCTPATUBHO BbIKAtOYaeT NpoTokon BGP, He yaanasa ero
KOHUrypaumto.
370 peiicTBue BeYET 3a co60M pa3pbiB BCEX ceccuii ¢
V BGP-coceaamm U O4UCTKY TabAULbI MapLIpyTU3aLmum
npotokona BGP.

BKkntounTb paboty AS.

neighbor ip_add

no neighbor ip_add

3apaTb IP-agpec ana BGP-coceaa nun nepemntn B pexxum
KOHMGrypMpoBaHUsA CyLLECTBYIOLWEro cocesa.

Ypanutb IP-agpec ana BGP-cocega

peer-group name

no peer-group name

name: (0..32) cumBona

Cospgaet Peer-rpynny
- name — MMA rpynnbl

Ypanaet co3gaHHyto Peer-rpynny

address-family ipv4
{unicast | multicast}

no address-family ipv4
{unicast | multicast}

—/unicast

YKasbieaeT Tmn IPv4 Address Family u nepesoguT KommyTaTop B
peXKmMm KoHpurypaumm cootsetcTeytowein Address Family.

BbikntoyaeT cooTseTcTytoWyto Address-Family

KomaHObI pexcuma KoHguaypayuu Address-Family

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume KoHpurypaumm Address-Family:

console (router-bgp-af) #
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Tabnunua 336 — KomaHab! pexkuma KoHdurypaumm Address-Family

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

network ip_add [mask
mask ]

no network ip_add [mask
mask ]

3apaeT noaceTb, KOTOpaa aHoHcUpyeTca BGP-cocepam.
- ip-add — appec noacetu.
- mask — macka nogcetu.
Ecnmn macka He yKasaHa, No yMO/4YaHUIO OHa 3agaeTca
V K/IacCOBbIM METO4,0M agpecaluu.
mask — macka IP-nogcetn unm gnvHa npedukca.

Ypanser aHOHC AaHHOM noaceTu.
- ip-add — appec noacetu.
- mask — macka nogceTu.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-4294967295);
name: (0..32) cumBona

PaspeluaeT aHoHCHpoBaHMe connected-mapLupyToB.

- metric — 3HayeHue aTpnbyTa MED, KOoTOpOe 6yaeT NnpucBoeHo
MMMOPTUPOBAHHBIM MapLLPyTaM.

- name — Ha3BaHue access-list, KoTopbIv byaeT NnpuMeHeH K
MapLipyTam.

3anpelLyaeT aHOHCMPOBaHKUe connected-mapLpyTos.

redistribute rip [metric
metric | filter-list name]

no redistribute rip

metric: (1-4294967295);
name: (0..32) cumBona

MmnopTtupyet mapwpytbl RIP 8 BGP.

- metric — 3HayeHune aTpnbyTa MED, KOTOpOE bYyAeT NPUCBOEHO
MMMNOPTUPOBAHHbIM MapLLpyTam.

- name — Ha3BaHuWe access-list, KoTopbIv byaeT NpUMeHeH K
MapLupyTam.

3anpeLaet MMNOPT MapLLPYTOB M3 NpoTokona RIP.

redistribute static [metric
metric | filter-list name]

no redistribute static

metric: (1-4294967295);
name: (0..32) cumBona

PaspeluaeT aHOHCUPOBaHME CTAaTUHECKMX MapLUPYTOB.

- metric — 3Ha4yeHue aTpubyTa MED, KoTOpoe byaeT npucBoeHo
MMMOPTUPOBAHHbIM MapLIpyTam.

- name — Ha3BaHue access-list, KoTopbIv byaeT NpUMeHeH K
MapLipyTam.

3anpeu.|,aeT AHOHCMpPOBaHME CTAaTUYECKUX MapPLUPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

no redistribute ospf

id: (1..65535);
metric: (1-4294967295);
type: (internal, external-

1, external-2); name:
(1..32) cumBonos;
mtype: (type-1, type-2);
name: (0..32) cumBona

MmnopTtupyet mapwpytbl OSPF B BGP.

- id — naeHTndukaTop npouecca OSPF.

- metric — 3HayeHue aTpnbyTa MED, KOTOpOE byaeT NPUCBOEHO
MMNOPTUPOBAHHBIM MApPLLPYTaMm.

- type — TN OSPF-mapLpyToB, aHOHCcMpyemblx B BGP.

- name — Ha3BaHuWe access-list, KoTopbIv ByaeT NpUMeHeH K
MapLUpyTam.

- mtype — TMn meTpuku Ex1 nam Ex2

3anpewaeT MMNOPT MapLLpPyTOB 13 npoTokona OSPF.

redistribute isis [level]
[match match] [metric
metric] [filter-list
acl_name]

no redistribute isis

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cMmBona

MmnopT mapwpyTtos 13 IS-IS B BGP.

- level — ycTaHOBUTb U3 KaKoro ypoBHs IS-IS 6yayT
QHOHCMPOBATbCA MAPLLPYThI;

- match — Npoun3BoAWUTb AaHOHCMPOBAHME TONbKO ANA
YKa3aHHbIX TMNoB IS-IS mapwpyTos;

- metric — 3Ha4YeHWe MEeTPUKM ANA UMINOPTUPYEMbIX
MapLIpyTOB;

- acl_name — vms ctaHgapTtHoro IP ACL, KoTopbili bygeT
MCMNoNb30BaH ANa GUALTPALMN UMNOPTUPYEMbIX MapLIPYTOB.

3anpeLaeT MMMNOPT MapLLPYTOB M3 NpoToKoAa IS-IS.
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DHELTEX

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bua 3anpoca KOMaHAHOM CTPOKK B pexkume KoHpurypaumum BGP-coceaa:
console (router-bgp-nbr) #

Tabnunua 337 — KomaHab! pexmuma KoHpurypaumm BGP-coceaa

3Ha4yeHue/3HayeHue no
yMon4aHuio

maximum-prefix value BK/tOYaeT orpaHnyeHne KoMYecTBa NPUHMMaeMblxX

[threshold percent | hold- MapuwpyToB oT BGP-cocepa.

timer second | action type ] - value — MmaKcMmanbHOE KONNMYECTBO NPUHMMAEMBbIX

MapLUpyTOB.

- percent — NPOLLEHT OT MaKCMMasIbHOTO KO/IMYecTBa

MapLUPYTOB, N0 AOCTUMKEHWUM KOTOPOro OTNPaBAAETCA

npegynpexaeHue.

- second — BpemMeHHOI NPOMEIKYTOK (B CeKyHAax), no

MCTEYEHMIO KOTOPOrO NPOUCXOAUT NEePEnoAKOYEHUE, eCan

ceccusa 6bina pasopBaHa M3-3a NPEBbLILLEHNA KOMYECTBA

MapLLpyTOB.

- type — Ha3HayaeT AeiCTBUE BbINOAHAEMOE MPU AOCTUKEHUN

MaKCMMaIbHOTO 3HAYeHMA — Pas3pblB ceccun <restart> nan

oTnpaBKa npeaynpexaeHus <warning-only>.

KomaHoa Aelicmesue

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

no maximum-prefix BbIk/to4aeT orpaHNYeHne KoanvecTsa NPMHMMaEMbIX
mapuwpyTtos ot BGP-coceaa.

advertisement-interval 3a4,3ET BpeMeHHble UHTepBabl.

adv_sec withdraw with_sec - adv-sec — MMHUMaNbHbIV MHTEPBAN MEXKAY OTNPaBKOM
UPDATE coobLueHuWiA 04HOIO M TOTO e MapLupyTa.

- With-sec — MWUHWManNbHbLIN UHTEPBAN MEXAOY
AHOHCMPOBaAHNEM MapLIPyTa M ero nocneayowmm ae-
QHOHCUPOBaHNEM.

MpumeyaHue:

- advertisement-interval gonkeH 6bITb HoMbLIE AN paBeH
withdraw-interval.

- MapuwpyTbl, KOTOpble J0/KHbI 6bITb aHOHCMPOBAHbI
cocefHUM BGP-mapLipytrusatopam, pacnpesenatorca no
Heckoibknm UPDATE-coobweHunam. Mexay oTnpaBKon 3TMX
UPDATE-coobLeHMI BblAEPKMBAETCA CNYyYaliHbI BpEMEHHOW
WHTEpBa/ TaKUM 06pa3om, UTobbl obLLee Bpema mexay
06HOB/IEHMEM MapLLPYTOB B IOKaNbHOM Tabvue BGP n
oTtnpasKow nocnegHero UPDATE-coobuieHUs He NpeBbIlLano
advertisement-interval unm as-origination-interval B cnyyae
OTMNPaBKM JIOKaNbHbIX (MapLwpyTbl U3 NOKanbHOW AS)
MapwpyToB B eBGP-coeanHeHnn. Takum 06pasom, Kaxaplii U3
MapLIPYTOB MOXKET UMETb CIY4alHYI0 BENNYNHY 3a4ePKKU
AHOHCUPOBaHMA.

- To4uHOCTb paboTbl TalimepoBs advertisement-interval,
withdraw-interval u as-origination-interval 3asucut ot
MaKCMMaNnbHOTrO 3HaYeHUA t06Oro U3 3TUX TPEX TaliMepoB,
HacTpoeHHbIX Ha BGP-mapLupyT1saTope (yunTbiBatoTcA
Talimepsbl, HAaCTpoeHHble ans Bcex BGP-cocepeit). Bce 3HaueHun
TaliMepoB aHOHCUPOBAHMA U Ae-aHOHCMPOBAHUA MAapPLLPYTOB,
CKOHOUIYPMPOBaHHbIX HA YCTPOWCTBE, AUCKPETUINPYIOTCA
MHTepBasom B 1/255 oT HanboblEro HaCTPOEHHOTO
3HayeHun. YBeMyeHne MakCMManbHOro 3HaveHus bygeT
NPUBOAUTD K YBE/IMYEHMIO YaCTOTbl AUCKPETM3aL MM TalMepoB
W, COOTBETCTBEHHO, K MOHWUMKEHUIO TOYHOCTU UX PaboTbl.

adv-sec: (0-65535)/30
CeKyHa;
with-sec: (0-65535)/30
CeKyHA,

no advertisement-interval YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKyHA,

3aaéT BpeMeHHOM MHTepBan mexay otnpaskoit UPDATE
COOBLLEHNI OAHOTO M TOTO e MapLIpyTa, UCNO/b3yeTcsa AnA
QHOHCA I0KasIbHbIX (MapLpyTbl U3 NOKanbHOW AS) mapLipyToB
eBGP cocepam.

YcTaHaBAMBaET 3HauYeHWe No YMONYaHUIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3a4,3ET BpeMeHHOM UHTePBaA, N0 UCTEYEHUIO KOTOPOro
BO306HOBASAETCA NOMbITKa co3aath BGP-ceccuio ¢ cocepom.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

next-hop-self

no next-hop-self

— /BbIK/OYEHO

BKkntoyaeT nogmeHy 3HauyeHuA aTpnbyTta NEXT_HOP Ha
JNIOKaNbHbIV agpec mapwpyTusaTtopa.

OTKAtounTL NnogMmeHy aTpmbyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot_id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3a4aéT Homep aBTOHOMHOW CUCTEMbI, B KOTOPOM HaxoamTcA
BGP-cocea. YcTaHOBNEHME cOCeACTBA HEBO3MOXKHO, NOKA
coceny He Ha3zHayeH Homep AS.
| JTo AeNCTBME BNEYET Pa3pbliB CECCUMM C COCEAO0M U
V OUYMCTKY BCEX NPUHATbIX OT HEro MapLUpPyYTOB.

Yoanute naeHTMoUKaTop coceaHelt aBTOHOMHOW CUCTEMDI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-21845)/30
CeKyHA,

3a4a€T BpemMeHHble MHTepBabl.

- holdtime — ecnu B Te4eHue 3TOro BpemeHu He byaeT
npuHaTo keepalive-coobuieHune, To coeanHeHWe ¢ cocefom
cbpacbiBaeTcs.

- keepalive — nHTepBan mexagy otnpaBkon keepalive-
coobuieHnn.

MpumeyaHue:

3HauyeHus holdtime n keepalive gonKHbI 6bITb NMM60 06a paBHbI
Hyt0, MMb60 0b6a 6onblue HynA.

holdtime ponxeH 6biTb 60nbLWeE MAK paseH keepalive.

- Ecnm 6bin BbibpaH Tamep hold, KOTOpbIN HacTpoeH Ha
JIOKaIbHOM MapLLpPYTM3aToOpPe, TO UCMO/b3YETCA NOKasibHOe
3HayeHue Talimepa keepalive;

- Ecnm 6bin BbibpaH Taimep hold, KoTopblit HacTpoeH Ha
coCelHEM MapLUPYTU3aTOPE M 3HAYEHWE JIOKANIbHO
HacTpoeHHoro Talimepa keepalive meHbuie yem 1/3
BblbpaHHoro Taimepa hold, To ncnonb3yercsa nokanbHoe
3HayeHue Talimepa keepalive;

- Ecnm 6bin BbibpaH Tamep hold, KoTopbI HacTpoeH Ha
cocelHEM MapLUPYTU3aTOPE M 3HAYEHWE JIOKANIbHO
HacTpoeHHoro Talimepa keepalive 6osble yem 1/3
BblbpaHHOro Talimepa hold, To ucnonb3syetcs yenoe uncno,
KoTopoe meHbLue Yem 1/3 BbibpaHHOro Taimepa hold.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4a€T BpeMeHHOM MHTePBan yaAep:KaHua cocena B COCTOAHUM
Idle nocne Toro, Kak oH 6bi1 COPOLLIEH B 3TO COCTOAHME. 33 3TOT
WHTepBa BCe MOMbITKM NepeycTaHOBUTb COeAMHEHNE C
cocefoM BYayT OTKAOHEHbI.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0 cekyHa

3a4,36T BpeMeHHOM UHTepBaN Mexay ycTaHoBKow TCP-
coeguHeHus n otnpasKoi nepsoro OPEN-coobuweHus.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

shutdown

no shutdown

—/no shutdown

ALOMUHWUCTPATMBHO BbIKAOYAET ceccuio ¢ BGP-cocegom m
OYMLLAET NPUHATLIE OT HErO MAPLLUPYTLI, HE yAaNnAs ero
KOHUrypaumm.

AZMMHUCTPATUBHO BKAKOYaeT ceccuto ¢ BGP-cocegom.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4);

HasHavaeT nHTepdelic, KoTopbili ByaeT NCNoNb30BaH B
KauecTBe UCXOAALLEro NMPU COeAMHEHUN C COCEA0M.

FortygigabitEthernet ) )
fo_port Port-Channel group group: (1..48);
Loopback /oopback Vlan loopback: (1-64);
phackioopbac vlan-id: (1-4094)
vlan_id ]
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no update-source

OTMEHSAET PyYHYH HACTPOMKY UCXOAALLErO MHTepdeica,
BK/IIOMAET aBTOMATUYECKUI BbIBOp UHTEpdElica

route-reflector-client [
meshed ]

no route-reflector-client

—/disabled

HasHauutb BGP-cocena Route-Reflector knneHtom.
- meshed — napameTp BbICTaBAETCA €CN UCNOAb3YeTcA mesh-
Tononorua. MNpu Nnoay4yeHUn OT Takoro KaneHta BGP-
MapLIPYTOB OHW He ByAyT NepecblNaTbCs APYTUM KNNEHTAM.
BGP-mappyTtusartop asnserca route-reflector'om,
V ecnu xoTa 6bl 04MH ero coces, CKOHGUIypPUPOBaH Kak
route-reflector knueHr.

YcTaHaBAMBaeT 3HaYeHue Mo YMONYaAHUIO

soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

—/disabled

KomaHgaa coxpaHsieT nosydeHHble OT coceAa MapLupyTbl B
oTAenbHol obaacTu namat. MeTog, No3BosAeT NPUMEHUTb
BXOAALLYIO NOAUTUKY "route-map in" ana cocega 6e3 cbpoca
COCEeACTBA M 3aMpoca MapLLIpPyTOB.

V Mo ymonuyaHuio paboraet mexaHusm Route Refresh.

OTKAOUYUTb MEXAHM3M COXPaHEHMA MapLLIPYTOB

prefix-list name {in | out }

no prefix-list name {in |
out}

name: (0..32) cumBona

- name — Ha3BaHwue IP prefix-list, koTopbilt ByseT npumeHeH
K @HOHCMPYEMbBIM MU NPUHUMAEMbIM MapLIpyTam.

OtsasaThb IP prefix-list

peer-group name

no peer-group

name: (0..32) cumBona

- name — vma Peer-rpynnbl, KOTopas byaeT npumeHeHa K

cocegay.
V Hactpoiiku Ha Peer-rpynne umetot 6onee Bbico-
KU NPUOPUTET, YeM HACTPOIKU HAa camom cocepe.

YpanuTb cocepa us rpynnbi

address-family ipv4 {
unicast | multicast }

YKasbiBaet Tvn IPv4 Address Family u nepeBoauTt KommyTa-
TOP B PEXWMM KOHOUIypaumm cooTBeTcTBytollert address

—/unicast family pna storo BGP-cocena
no address-family ipv4 { BbIKntounTb cooTBeTCTBYIOWY!IO IPVv4 Address-Family
unicast | multicast }
transport path-mtu-discov- BkatounTb npoueaypy Path MTU Discovery ans BGP-cocena
er
y —/disabled

no transport path-mtu-dis-
covery

Bbikntountb npoueaypy Path MTU Discovery ana BGP-
cocepna

fall-over bfd

no fall-over bfd

— /BbIK/OYEHO

Bkntountb npotokon BFD Ha cocepe.

BbikntounTb npoTtokon BFD Ha cocepe.

KomaHObI pexcuma KoHgu2ypayuu Address Family BGP-coceda

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume KoHpurypaummn Address Family BGP-coceaa:

console (router-bgp-nbr-af) #
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Tabnunua 338 — KomaHab! pexuma KoHpurypaumm Address Family BGP-cocega

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);

second: (30-86400); type:

(restart, warning-only)

BkntoyaeT orpaHuyeHne KoanyecTsa NPUHMMaEMbIX MapLLpPyTOB
ot BGP-cocepa.

- value — maKcMmanbHoe KoIM4YecTBO NPUHMMAEMbIX
MapLUpyTOB.

- percent — NpoOLEHT OT MaKCMManbHOro KOMYecTBa
MapLUpPyTOB, MO AOCTUXEHUN KOTOPOro OTNpaBaaeTcA
npeaynpexaeHue.

- second — BpeMeHHOW NPOMEXKYTOK (B cekyHAax), No
MNCTEYEHMIO KOTOPOTrO NPOUCXOANT NepenoaKaoyeHne, ecm
ceccua 6blna pasopBaHa M3-3a NPEBbILEHUA KOAUYECTBA
MapLUpyTOB.

- type — Ha3HavaeT feNncTBme BbINOHAEMOE NPU JOCTUKEHUN
MaKCMManbHOrMo 3Ha4YeHnA — paspbiB ceccuu <restart> nnum
OTNpaBKa npeaynpexaeHua <warning-only>.

Bbikntoyaet orpaHu4yeHune Konm4yectsa NPUHUMaemMbIX
mapLupyTos oT BGP-cocepa.

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

3a8aéT BpemeHHble MHTepBasbl.

- adv-sec — MUHUMAaNbHbIA UHTEPBAN MEXAY OTNPABKOWM
UPDATE cooblLueHuin 04HOTO M TOTO e MapLupyTa.

- with-sec — MMHUMaNbHbIN MHTEPBAN MeXAY aHOHCUMPOBAHUEM
MapLupyTa 1 ero nocaeayowmm ae-aHOHCUPOBaAHNEM.
Mpumeyarue:

- advertisement-interval gonkeH 6bITb 60abLLIE MK paBeH
withdraw-interval.

- MapuwpyTbl, KOTOpPblE JOKHbI 6bITb AaHOHCMPOBAHbI COCEAHUM
BGP-maplpyTnsatopam, pacnpesensatorca No HECKONbKUM
UPDATE-coobuwweHuam. Mexay otnpaskoit atux UPDATE-
COObLLEHWNI BblAEPKMBAETCA C/TyYalHbI BDEMEHHOM MHTEPBa
Taknm obpasom, 4Tobbl obLiee Bpema mexay obHoBNEeHMEM
MapLIPYTOB B JIOKaNbHOM Tabauue BGP 1 oTnpaskoi
nocnegHero UPDATE-coobuieHuns He NpeBbILLano
advertisement-interval nnu as-origination-interval 8 cnyyae
OTNPaBKM NIOKA/bHbIX (MapLwpyTbl U3 NOKaNbHOW AS) MapLipyToB
B eBGP-coeguHeHMU. Takum 06pa3om, Kaxabli U3 mapLupyTos
MOMKET UMETb C/TyHaMHYIO BENMYMHY 3aePKKMU aHOHCMPOBaHUA.
- TouHocTb paboTbl TalimepoBs advertisement-interval, withdraw-
interval u as-origination-interval 3aBUcuT OT MaKcMManbHOro
3HauyeHuA N6Oro U3 ITUX TPEX TaMepPOB, HACTPOEHHbIX Ha
BGP-mapLpyTm3aTope (yunTbiBatOTCA TaliMepbl, HACTPOEHHbIEe
ana scex BGP-coceaeit). Bce 3HayeHun Talimepos
QHOHCMPOBAHMUA 1 Ae-aHOHCMPOBAHUA MapLLPYTOB,
CKOHUIypUpPOBaHHbIX HA YCTPOWCTBE, AUCKPETU3NPYIOTCA
MHTepBasiom B 1/255 oT HanboblLEro HaCTPOEHHOrO 3HaYeHM .
YBennyeHne MakcMmasibHOro 3HauyeHua byaet NnpuBoauUTb K
YBEIMYEHMIO YacTOTbl ANUCKPETU3ALMKN TaNMEPOB U,
COOTBETCTBEHHO, K MOHUMKEHWUIO TOYHOCTU X PaboThbl.

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKyHA,

3apaéT BpemeHHO nHTepBan mexay oTnpaskoii UPDATE
COObLLEHWNI OAHOTO M TOTO e MapLLpyTa, MCNO/b3yeTcA ANA
QHOHCA /IOKaNbHbIX (MapLIPYTbl U3 TOKaNbHOM AS) MapLIpyToB
eBGP cocegam.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

route-map name {in |
out}

name: (0..32) cumBona

- name — VMA NOAUTUKM route-map, KoTopaa byaeT npume-
HeHa K cocegy B gaHHoi Address Family. Mo3sonset punbTpo-
BaTb U BHOCUTb U3MEHEHUA B aHOHCUPYyEMble U MPUHUMAe-
Mble MapLLpyThI.
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no route-map name {in |
out}

YpaaneHve NnoAUTUKKM ¢ AaHHon Address Family

next-hop-self

BKAtoyaeT noameHy 3HayeHua atpubyTta NEXT_HOP Ha

no route-reflector-client

—/BKNOYEHO JIOKa/IbHbIV aApec mapLlipyTusaTopa.
no next-hop-self OTKAtoYMTbL NoameHy aTpmbyTta NEXT_HOP.
route-reflector-client [ HasHauutb BGP-cocena Route-Reflector kaneHtom.
meshed ] - meshed — napameTp BbicTaBAeTCA €C/M UCMOb3yeTca mesh-
Tononorua. Npu noay4yeHnn oT Takoro KameHTa BGP-mapwpyTtos
—/disabled OHM He byayT nepecbiNaTbCa APYrMM KANEHTaM.

,  BGP-mapuwpyTtusatop asasetca route-reflector'om,
V ecnu xoTa 6bl 0g4UH ero coces CKOHGUIypPUMPOBaH KaK
route-reflector KnueHr.

YcTaHaBAMBAET 3Ha4YeHUe no YMO4YaHUKO

KomaHObI pexcuma KoHgu2ypauuu Peer-epynn

Bug, 3anpoca KOMaHAHOW CTPOKM B peXume KoHdurypaumm Peer-rpynn:

console (router-bgp-nbrgrp) #

Tabnunua 339 — KomaHabl pexkuma KoHdurypaumm Peer-rpynn

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmesue

maximum-prefix value
[threshold percent | hold-
timer second | action type ]

value: (0-4294967295);
percent: (0-100);

(restart, warning-only)

no maximum-prefix

second: (30-86400); type:

BKAtoYaeT orpaHUYeHne KoMYecTBa NPMHMMaeMbIX MapLpyToB
oT BGP-cocepa.

- value — MaKcMManbHOE KONMYECTBO NMPUHMMAEMbIX
MapLIpyTOB.

- percent — NPOLEHT OT MAaKCMMANbHOTO KOIMYECTBa
MapLUPYTOB, N0 AOCTUKEHUM KOTOPOro OTMNpaBAseTca
npegynpexaeHue.

- second — BpeMeHHOWN NPOMEKYTOK (B cekyHAax), no
NCTEYEHMNIO KOTOPOTro NPOUCXOAMUT NepenoakatoueHne, ecnm
ceccus bbina pasopsaHa M3-3a NPeBbILEHNs KOMYECTBA
MapLLpPYyTOB.

- type — HasHayaeT AelCTBUE BbINOJHAEMOE NPU AOCTUKEHUN
MaKCMMaNbHOro 3HAaYEHUA — PaspblB ceccum <restart> nau
OoTNpaBKa npeaynpexaeHuns <warning-only>.

BbIkntovaeT orpaHMYeHme KOAnYecTsa NPUHMMaEMbIX
mapuwpyTtos oT BGP-coceaa.
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advertisement-interval 3a4aéT BpemeHHble MHTepBabl.

adv_sec withdraw with_sec - adv-sec — MUHUMANbHbIA UHTEPBAN MEXAY OTNPaBKOWM
UPDATE coobLeHnit o4HOro 1 TOro e MapLupyTa.

- with-sec — MMHUMaNbHbIN UHTEPBaN MeXay
QHOHCUPOBaHWEM MapLIPYTa U ero NocaeayoLmm ae-
aHOHCUPOBaHMEM.

MpumeyaHme:

- advertisement-interval gonkeH 6bITb 60nbLIE MK paBEH
withdraw-interval.

- MapuwpyTbl, KOTOpPblE A0MKHbI 6bITb aHOHCMPOBaHbI COCEAHUM
BGP-maplwpyTtnsatopam, pacnpeaensatorca N0 HECKONbKUM
UPDATE-coobuweHunam. Mexay otnpaskoi 3tux UPDATE-
COObBLLEHUI BblAEPKMBAETCA C/IyYalHbI BDEMEHHOM UHTEpPBa
Taknm 06pasom, 4Tobbl obLiee Bpems mexay obHoBneHEeM
MapLUPYTOB B JIOKasibHOM Tabanue BGP u otnpaskow
nocnegHero UPDATE-coobuieHuns He NpeBbIano
advertisement-interval nnu as-origination-interval B ciyyae
OTNPaBKM NOKaNbHbIX (MapLwpyTbl U3 IOKanbHOM AS)
MmapLpyToB B eBGP-coeanHeHnn. Takum o0b6pasom, Kaxabl us
MapLUPYTOB MOXKET UMETb C/TyHaiHYH BENMYMHY 3a4EPHKKU
QHOHCUPOBAHWA.

- TouHocTb paboTbl TalimepoBs advertisement-interval,
withdraw-interval u as-origination-interval 3aBucut ot
MAKCMMa/IbHOrO 3HaYeHUsA 1l060ro 13 sTUX TPEX TaMMepoB,
HaCTpPOeHHbIX Ha BGP-mapLlupyTrsaTope (yunTbiBatoTCA
TalMepsbl, HaCTpoeHHble ana Bcex BGP-coceaelt). Bce 3HaueHus
TaliMepoB aHOHCUPOBAHUA U Ae-aHOHCUPOBAHUA MAPLLPYTOB,
CKOHPUIypUPOBaHHbIX HA YCTPOWCTBE, ANCKPETU3NPYIOTCA
MHTEpPBasiom B 1/255 0T HanbobLWIEro HACTPOEHHOTO 3HAYEHUS.
YBennyeHme MakcMmasibHOro 3Ha4yeHusa byaet NnpuBoaUTb K
YBENYEHMIO YacTOTbl ANUCKPETU3ALMKN TAMMEPOB U,
COOTBETCTBEHHO, K MOHUMKEHWNIO TOYHOCTU X PaboTbl.

adv-sec: (0-65535)/30
CEKYHA,;
with-sec: (0-65535)/30
CeKyHA,

no advertisement-interval YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

as-origination-interval 3a4aéT BpemMeHHOM nHTepBan mexay otnpaskoii UPDATE

seconds CcOO0bLLEHMIA OAHOTO 1 TOTO e MapLipyTa, UCNob3yeTca Ans

seconds: (0-65535)/15 " A PPy o v A
aHOHCA NI0KaNbHbIX (MapLpyTbl U3 NOKaNbHOM AS) MapLLpyTOB

CEeKYH
YHA eBGP cocepam.
no as-origination-interval YcTaHaBAMBaeT 3HaYeHMe Mo YMONYAHWIO.
connect-retry-interval 3aaET BpeMeHHOMN MHTePBan, MO UCTEHYEHUIO KOTOPOTO

seconds: (1-65535)/120

seconds B0306HOBAAETCA NONbITKA co34aTb BGP-ceccuto ¢ cocegom.
no connect-retry-interval CeRYHA YcTaHaB/MBaET 3HaYEHUE MO YMONYAHUIO.
next-hop-self BKntoyaeT nogmeHy 3HayeHua atpubyTa NEXT_HOP Ha
—/BbIKNIOYEHO JIOKa/IbHbIN afpec MapLipyTusaTopa.
no next-hop-self OTKAtoYMTbL NoameHy aTpmbyta NEXT_HOP.
remote-as [as_plain_id_| 3a4aéT HoMep aBTOHOMHOW CUCTEMbI, B KOTOPOI HaxoamUTCa
as_dot_id] as_plain_id: BGP-coceq. YcTaHOBNEHME COCEACTBA HEBO3MOXKHO, MOKa
(1..4294967295)/1 cocefly He HasHadyeH Homep AS.
as_dot_id: 3710 AeiicTBUE BNIEYET paspbiB CECCUM C COCEL,0M U
(1.0..65535.65535) V O4YUCTKY BCEX NPUHATbIX OT HEFrO MapLUPYTOB.
no remote-as Ypanutb naeHTMPUKaTop coceHelt aBTOHOMHOW CUCTEMBI.
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timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-21845)/30
CEeKYHA

3a8aéT BpemeHHble MHTepBasbl.

- holdtime — ecnu B TeuyeHue 3TOro BpeMeHu He ByaeT NPUHATO
keepalive-coobuieHne, To coeguHeHUe c coceaom
cbpacbiBaeTcs.

- keepalive — nHTepBan mexay otTnpasKkoi keepalive-
CO0b6LLEeHNIA.

MNpumeyaHue:

3HauyeHus holdtime u keepalive gonxHbI 6bITb NM60 06a paBHbI
Hynto, NMb0o 0ba 6osblie HynA.

holdtime gonxeH 6biTb 6onblue UK paBeH keepalive.

- Ecnm 6bin BbibpaH Tamep hold, KoTopbiit HacTpoeH Ha
NIOKaNbHOM MapLLPYTM3aToOpeE, TO UCNO/b3YETCA NOKasbHOe
3HayeHue Talimepa keepalive;

- Ecnm 6bin BbibpaH Tamep hold, KoTopbiit HacTpoeH Ha
coceflHEM MapLUPYyTU3aTOPE U 3HaYEHME SIOKAZIbHO
HacTpoeHHoro Taiimepa keepalive meHblie yuem 1/3
BblbpaHHOro Talimepa hold, To ucnonb3yeTtcs NokanbHoe
3HayeHue Talimepa keepalive;

- Ecnv 6bin BbIGpaH Talimep hold, KoTopbIli HAaCTPOEH Ha
CoCeflHEM MapLUPYyTU3aTOPE U 3HAYEHME SIOKANIbHO
HacTpoeHHoro Talimepa keepalive 6osblie yem 1/3 Bbi6paHHOrO
Tamepa hold, To Mcnonb3yeTca Lenoe 4YMCo, KOTOPOe MeHbLLEe
yem 1/3 BbibpaHHOro Tarimepa hold.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4,aET BpeMeHHOM UHTEePBaJ YAEPrKaHUA cocena B COCTOSHUM
Idle nocne Toro, Kak oH 6bln1 cOpoLIEH B 3TO cOCTOAHME. 3a 3TOT
WHTEPBa BCE MOMNbITKMU NEpPeyCcTaHOBUTb COeAUHEHME C
cocegom ByayT OTKNOHEHbI.

YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKyHA,

3a4a6ET BpeMeHHOM MHTepBan mexay ycTaHoBKol TCP-
coeanHeHus n otnpasKkol nepsoro OPEN-coobLeHus.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

shutdown

no shutdown

—/no shutdown

AZLMUWHUCTPATUBHO BbIK/IOYAET ceccumn co scemmn BGP-
cocefiAMM, BXOAALLMMM B COCTaB peer-rpynbl, U oumLLaeT
MPUHATbIE OT HUX MapPLIPYTbI, HE YAANAA UX KOHOUTYpaLUK.

B KOHMrypaLmio Kaxkaoro cocega, BXOAALLEro B peer-rpynny, 8
KOHTEKCT (router-bgp-nbr) gobasnserca komaHga shutdown.

AOMUHUCTPATUBHO BKAKOYAET ceccum co Bcemn BGP-cocegamu,
BXOZALLMMMU B COCTaB peer-rpynnbl. Yaanaetr KoMaHay
shutdown 13 KoHbUTYypaLum Kaxaoro cocesa, BXOAALLEro B
peer-rpynny.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

HasHauaeT uHTepodeiic, KoTopbliit 6yAeT UCNo/b30BaH B
KayecTBe UCXOAALLETO NPU COeMHEHUWN C COCELOM.

FortygigabitEthernet
vels fo_port(1..8/0/1..4);
fo_port Port-Channel group 11 48):
Loopback /oopback Vlan group: (1..48);
. loopback: (1-64);
vlan_id ]
= vlan-id: (1-4094) — —
no update-source OTMeHAET PyYHYI0 HacTPOMKY ncxoaallero nHtepdeiica,
BK/IKOYaeT aBTOMATMYeCKuii BbiIbop nHTepdelica
route-reflector-client [ HasHauutb BGP-cocena Route-Reflector knneHtom.
meshed ] - meshed — napameTp BbiCTaBAeTCA €C/M UCMOb3yeTca mesh-
Tononorus. Mpu NoNy4eHnu oT TaKoro KAneHTa BGP-mapLupyTos
—/disabled OHW He byayT NepecbINaTbCa APYIUM KANEHTAM.

no route-reflector-client

,  BGP-mapuwpyTtusatop asasetca route-reflector'om,
V ecnu xoTa 6bl 0AUH ero cocef, CKOHGUIYPUMPOBaH KakK
route-reflector kamneHr.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIKO
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soft-reconfiguration in-
bound

—/disabled

no soft-reconfiguration in-
bound

KomaHaa coxpaHsAeT noslydeHHble OT cocesa MapLLpyThbl B
oTAenbHOM 061acT namat. MeToa No3BoifeT NPUMEHUTb
BXOZALLYO NOAUTKKY "route-map in" ana coceana 6e3 cbpoca
COCe/ACTBA M 3aMpoca MapLLpPYTOB.

V Mo ymonuyaHuio pabotaetr mexaHusm Route Refresh.

OTKAIOYUTb MEXaHU3M COXPaHEHNA MapLUPyTOB

prefix-list name {in | out }

S . name: (0..32) cumBona
no prefix-list name { in |

out}

- name — Has3BaHwue IP prefix-list, KoTopbIli byaeT NpUMeHeH K
QHOHCMPYEMbIM WM NPUHUMAEMbIM MapLIPyTaM.

OrtsazaTb IP prefix-list

fall-over bfd
no fall-over bfd

—/BbIK/OYEHO

Bkatountb npoTokon BFD Ha peer-rpynne.

BbikntounTb npoTtokon BFD Ha peer-rpynne.

KomaHOb1 pexcuma privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR NMPUBMUAErMPOBAHHOIO MOAb30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKKM pexnma privileged EXEC:

console#

Tabnmua 340 — KomaHapl pexkmuma privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

clear ip bgp [ip_add]

MNepeycTtaHaBauBaeT coegmHeHna ¢ BGP-cocepgamm, oumian
NPUHATbIE OT HUX MapPLLPYTbI.

- ip-address — agpec cocegHero BGP-cnukepa, ¢ KoTopbim By-
[EeT nepeyctaHOB/EHa Ceccus.

show ip bgp [ip_add]

OT106pasunTb Tabaunuy BGP-mapwpyTos (Loc-RIB).
- ip-add — npedunKc noaceT HasHayeHus, No KOTopomy byaeT
oTobpaykeHa noapobHaa MHPopMaLMA O MapLIpyTax A0 Hee.

show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]

OT06pasnTb MHPOPMaLMIO O HACTPOEeHHbIX BGP-cocepsx.

- ip-add — apgpec cocegHero BGP-cnvKepa, no Kotopomy by-
AeT oTounbTpoBaHa nHbopmaLma.

- detail — oT06pas3nTb NOAPOGHYIO MHPOPMALUIO.

- advertised-routes — o0T06pa3uTb TabauLy MapLpyTOB,
aHOHCMPOBaHHbIX coceay.
- received-routes — o0T06pasuTb TabauLy MNPUHMMaEMbIX

MapLwpyToB 40 NPUMEHEHUA K HUM BXO,EI,FILIJ,GVI NOJINTUKU

show ip bgp peer-group
name

OT06pa3unTb co3zaHHble Peer-rpynmnbl U UX HAaCTPOMKMK.
- name — 0To6pasnTb HACTPOMKM rpynmnbl C UMEHEM name

show ip bgp peer-group
name neighbors

OT06pasunTb COCTOALLMX B peer-rpynne cocesei

340
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5.35.5 Hacmpoiika npomokona IS-1S

IS-IS (intermediate system to intermediate system) — NpOTOKOA ANHAMMUYECKOM MapLLIpPyTU3aLIMK, OC-
HOBAHHbI Ha TEXHOJ/IOTMM OTC/IEKMBAHUA COCTOAHMA KaHana (link-state technology) n ucnonbsytowmii ans
HAXOMAEHWUA KpaTyanwero nyTu anroputm [eiKkctpol. MpoToKkon IS-IS npeactasndaet coboi NPOTOKOA BHYT-
peHHero wnto3a (IGP). Mpotokon IS-IS pacnpocTpaHAeT MHPOPMALMIO O AOCTYMNHbIX MapLLPYTax MeXAay mapLi-
pyTM3aTopamMun 04HOM aBTOHOMHOWM CUCTEMDI.

KomaHObI pexcuma 2a06anbHoU KOHpuU2ypauuu

BuAa 3anpoca KOMaHAHOWN CTPOKM B pexume rnobanbHo KoHUrypaumm:
console (config) #

Tabnmua 341 — KomaHabl pexkmma rnobanbHomn KoHpurypaumm

Komanda 3HayeHue/3HayeHue no Neiicmeue
yMOA4YaHuIo
router isis 3anyckaert IS-IS mapwpyTrsaTop. BxoauT B pexxmm KoHdurypa-
—/ISIS mapwpyTusaTop uMn npotokona IS-IS.
no router isis OTK/ItOYEH OcTaHasnuBaeT IS-IS mapwpyTmsaTop. YaanaeT KoHburypaumio
npotokona IS-IS.

KomaHObI pexcuma KoHguaypauuu npomokona IS-I1S

Bua 3anpoca KoOMaHAHOW CTPOKM B pexkume KoHoUrypaumm npotokona IS-IS:
console (router-isis) #

Tabnnua 342 — KomaHgb! pexkuma KoHpurypaumum npotokona IS-IS

3Ha4yeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
address-family ipva B MNepexoguT B pexxmum KoHpurypaumm Address-Family.
unicast
authentication key word 3a4aTtb KoY ayTeHTMOMKaLMM B BUAE TeKcTa. Mcnonb3y-
[level] etcs gns ayteHTMduKaumm LSP, CSNP, PSNP PDU. JaHHas

HaCTpoiKa UrHOPUpPYEeTCA eCAn ANA ayTeHTUOUKaLUK yKa-

3aHa key-chain.
word: (1..20) cumBonos;

level: (level-1, level-2)/level-1-2 | - word — KN4 B TEKCTOBOM BUAE;
- level — ypoBeHb IS-IS, Ans KOTOPOro NpPUMEHUTCA
HaCTpoWKa.

no authentication key Yaanaer KAy ayTeHTUbUKaumm.

3agaet K4 ayTeHTUdMKauumM B 3awmMbpoBaHHOM Buae
(Hanpumep, naponb B 3aWMPpPOBaHHOM  BUAE,
CKOMMPOBaHHbIN C 4pYroro ycTpoicTea). Mcnonbsyerca ans
ayTeHTudMKauum LSP, CSNP, PSNP PDU. [laHHasA HacTpoliKa

authentication key en-
crypted encryptedword
[levell

encryptedword: (1..128) UTHOPUPYETCA ecnn ana ayTeHTMdMKauMu yKasaHa key-
CMMBOJIOB; chain.
level: (level-1, level-2)/level-1-2 | - encryptedword — kniou B 3aWMppoBaHHOM BUAE;
- level — ypoBeHb IS-IS, Ana KOTOporo npMMeHWTCA
HacTpoiKa.

YpanseT kato4 ayTeHTUdUKaumn.

no authentication key
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authentication key-chain
word [level]

no authentication key-
chain

word: (1..32) cumeona;
level: (level-1, level-2)/level-1-2

3apaTb MMA CBA3KM KAtoyeW, KoTopasa 6yaeT Mcnosb3o-
BaTbCA ANA ayTeHTUdUKaumm LSP, CSNP, PSNP PDU.

- word — NMA CBA3KN KAlo4el;

- level — vypoBeHb IS-IS, AnAa KoToporo RpUMeEHUTCA
HacCTpoMKa.

OTKNKOYaeT PeXMM MCMO/b30BaHWUA CBA3KW Kiouein ans
ayTeHTUdUKaLmu.

authentication mode
{text | md5} [level]

no authentication mode

level: (level-1, level-2)/level-1-
2;
Mo ymonyanuio
ayTeHTUdMKaLMA OTKAOYEHA.

BkntoyaeT ayteHTUOMKaumto B IS-IS n onpepnenset ee tun:
- text — ayTeHTMdMKALMA OTKPLITBIM TEKCTOM;

- md5 — ayTeHTUdUKauma MD5;

- level — ypoBeHb IS-IS, pnsa KOTOpOro nNpPUMEHWUTCA
HaCTpoMKa.

YcTaHaBAMBaET 3HauYeHWe No YMONYaHUIO.

hostname dynamic

BKAOUNTL NOAAEPKKY AMHamMMYecKmx hostname.

—/BKNOYEHO
. BbIKNOUNTL NOAAEPIKKY AMHAMUYECKUX hostname.
no hostname dynamic
. 3agaeT TMN maplupyTusaTopa B IS-IS gomeHe:
is-type {level-1 | level-2- IA 11 pwpy "p A
- level-1 — Bce B3aumogencTaus c TMMU MapLIpyTH3a-
only |level-1-2} A APy puipy
TOpPamMM NPOUCXOAAT Ha 1 ypoBHeE;
- level-2-only — Bce B3aMmogaeincTaus ¢ Apyrumu mapLupy-
—/level-1-2 TM3aTOPaMU NPOUCXOAAT HA 2 YPOBHE;

no is-type

- level-1-2 — ycTpoiicTBO NoaaepXMBaeT B3aMMOLENCTBUA
o0boux ypoBHeil.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

Isp-buff-size size

no Isp-buff-size

size (512-9000)/1500 6aiit

YcTaHaBAMBaET MaKCMMa/ibHO BO3MOXKHbIA pasmep OT-
npasnsembix LSP n SNP. 3HaueHue Isp buffer size He
O0/IXKHO NpeBblWwaTh 3Ha4YeHue pdu buffer size.

YcTaHaBAMBaET 3HAYEHUE MO YMOAYAHUIO.

Isp-gen-interval second [
level ]

no Isp-gen-interval

second: (1-65535000)/30000
MUNNCEKYHA;
level: (level-1, level-2)/level-1-2

3a4,36T MUHUMANbHbLIN UHTEPBAN B MC, MEXKAY reHepa-
uunen ogHoM 1 Toi e LSP.

- second — 3Ha4yeHWe UHTEPBaNa B MUIMCEKYHAAX, NO
ncTeyeHnn Kotoporo LSP morkeT 6biTb 3aHOBO CreHepupo-
BaHO.

- level — ypoBeHb A1 KOTOPOro NPUMEHUM AAHHbIN UH-
Tepsan. Ecnm He yKasbiBaTb, UHTEPBAN NPUMEHUTCA K
060MM YPOBHAM.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

Isp-refresh-interval sec-
ond

no Isp-refresh-interval

second: (1-65235)/900 cekyHa;

3a42ET MaKCMMasbHbI MHTEPBAN B CEKYHAAX, MEXAyY re-
Hepauuen LSP.
- second — 3HayeHWe MHTepBana B CEKyHAaAx, NO UcTeye-
HWUK KoToporo LSP byaeT 3aHOBO creHepMpoBaHo.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

max-Isp-lifetime second

second: (350-65535)/1200
CeKyHA;

3apaeT Bpems KnsHu LSP.

3HayeHue [OMKHO bbiTb X0TA Hbl Ha 300 cekyHA 6onblue,
yem Isp-refresh-interval.

- second — 3HayeHWe B CEKYHAAX.
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metric-style style [level]

no metric-style

style: (narrow, wide,
both)/both

level: (level-1, level-2)/level-1-2

3a4aeT UCNoNb3yeMbI CTUAb METPUKM.

- narrow — MoaaepKMBaTh TONbKO CTaHAAPTHYIO (Y3KYy10)
METPUKY.

-wide — MNoaaepKunBaTb TO/IbKO PaCLLUMPEHHYIO METPUKY.
- both — MNoapepxuneaTb 06a CTUAA METPUKK.

- level — YpoBeHb AN KOTOPOro NPMMEHUM YKa3aHHbIM
CTUNb METPUKU. ECNKn He yKasbiBaTb, METPUKA
NPUMEHUTCA K 060MM YPOBHSAM.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

net XX XXXX.XXXX.XX

no net

YcTaHaBAMBaeT Tak HasbiBaembit NET (Network Entity
Title) agpec — yHUKaNbHbIN MAEHTUDUKATOP MapLIPyTM3a-
Topa B npeaenax IS-1S gomena. Mpun 3anncn NET ncnonbsy-
eTCA WeCTHaAUATUPUYHAA CUCTEMA CHUCNEHUA.

Ypansaet naeHTMdMKaTop MapLupyTmMsaTopa.

shutdown

no shutdown

—/BK/IlOYEHO

OTkntovaet npouecc ISIS.

Bkntoyaet npouecc ISIS.

spf interval maximum-
wait second

no spf interval maxi-
mum-wait

second: (0-4294967295)/5000

YcTaHaBAMBAET MHTEpPBan Mexay ABymMAa nocneposartesib-
HbIMW NepecyeTamu anropmtma SPF B MunancekyHgax.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spf threshold restart-
limit number

no spf threshold restart-
limit

number: (1-4294967295)/10

YcTaHaBAMBAET CKOMbKO pa3 anroputm SPF moKeT 6bITb
npepsaH obHoBneHMem LSDB.

YcTaHaBAMBaEeT 3HAYEHNE MO YMONYAHUIO.

spf threshold updates-re-
start number

no spf threshold up-
dates-restart

number: (1-
4294967295)/4294967295

3apaeT KonnyecTso obHoBNAEeHUI LSDB, npu KoTopbix anro-
puTm SPF ocTaHaBaMBaeTCA U nepe3anycKaeTca

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

spf threshold updates-
start number

no spf threshold up-
dates-start

no max-Isp-lifetime

number: (1-
4294967295)/4294967295

Konunuyectso o6HoBneHu LSDB, Heobxoamnmoe ana Hemegs-
NeHHOro 3anycka anroputma SPF (spf interval maximum-
wait Npu aToM UrHopupyeTcs).

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma KoHpuaypauuu Address-Family

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume KoHdurypaumm Address-Family:

console (router—-isis—-af) #
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Tabnunua 343 — KomaHgb! pexkuma KoHdurypaumm Address-Family

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

PaspewaeT uMnopT connected mapLpyToB:

- level — ypoBeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATLCA
nepepacnpegeneHme MapLpyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapPLIPYTam TUN
MEeTPUKHU;

- metric — 3Ha4YeHWe METPUKM AN UMINOPTUPYEMbIX
MapLIpyTOB;

- name — nms cTaHgapTtHoro IP ACL, KoTopbiv bygeT
MCMob30BaH ANa GUAbTPALMN UMNOPTUPYEMbIX MapLIPYTOB.
Ecnun rnobanbHO BKAKOYEH CTaHAAPTHLIN (Narrow) ctunb
METPUKU, BCE 3HAYEHMA MEeTPUKKM bosblie 63 byayT yKasaHbl B
TLV Kak 63.

bes napameTpos 3anpeLaeT MMNOpPT connected mapwpyTos B
IS-IS. B cnyyae ykasaHWA napameTpa BO3BpaLLaeT ero
nedonTHoe 3HaueHue.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

PaspelsaeT MMnNopT cTaTUYECKNX MapLupyTos B IS-IS.

- level — ypoBeHb IS-IS, B KOTOPbIN ByAeT BbINONHATLCA
nepepacnpegeneHve MapLpyTos;

- type — YCTaHOBUTb MMMOPTUPYEMbBIM MAPLIPYTam TUN
METPUKHY;

- metric — 3Ha4YeHNe MEeTPUKM ANA UMMNOPTUPYEMbIX
MapLIpyTOB;

- name — nms cTaHgapTtHoro IP ACL, KoTopbiv bygeT
MCMOAb30BaH ANa GUALTPALMN UMNOPTUPYEMbIX MapLIPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHAAPTHbIN (narrow) CTuab
METPUKM, BCE 3HAYEHUS METPUKM bonblue 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpoB 3anpeLLaeT UMNOPT CTaTUYECKMX MapLUPYTOB B
IS-IS. B cnyyae ykasaHuA napameTpa BO3BpaLLaeT ero
nedonTHoe 3HayeHue.

redistribute rip [level /evel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

Paspelwwaet umnopt mapwpytos u3 RIP B IS-IS.

- level — yposeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATHCA
nepepacnpegeneHve MapLpyTos;

- type — ycTaHOBUTb UMMNOPTUPYEMbBIM MAPLUPYTaM TUN
MeTPUKW;

- metric — 3Ha4YeHne MeTPMKUN ANA UMNOPTUPYEMBIX
MapLUpyTOB;

- name — nms cTaHgapTtHoro IP ACL, KoTopbii bygeT
MCMo/b30BaH ANA GUAbTPALMN UMNOPTUPYEMbIX MapLIPYTOB.
Ecnun rno6anbHO BKNKOYEH CTaHAAPTHbIM (narrow) cTuab
METPUKU, BCE 3HAaYEHMA MeTPUKK bosblie 63 byayT yKasaHbl B
TLV Kak 63.

be3 napameTpoBs 3anpeltaetT umnopT mapwpyTtos 13 RIP B IS-IS.
B cnyyae ykasaHWA napameTpa Bo3BpalLaeT ero aedontHoe
3Ha4eHue.
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redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

Paspelwaet umnopt mapwpytos n3s BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbI ByAeT BbINOAHATLCA
nepepacnpegeneHme MmapLipyTos;

- type — yCTaHOBUTb MMNOPTUPYEMbIM MapPLIPYTaM TUM
MEeTPUKMY;

- metric — 3HaYeHWe METPUKM A1 UMNOPTUPYEMBIX
MapLLpPYyTOB;

- name — umaA cTaHgapTHoro IP ACL, KoTopsbiii byaet
Mcnonb3oBaH ANA GUALBTPALMM UMNOPTUPYEMbIX MApPLLPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIM (narrow) CTuab
METPUKU, BCe 3HAaYEHMA METPUKKM bonblie 63 byayT yKasaHbl B
TLV Kak 63.

be3 napameTpoBs 3anpeLtaetT UMNopT mappyTos 13 BGP B IS-IS.
B cnyyae ykasaHua napameTpa Bo3BpalLaert ero gepontHoe
3HauyeHue.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

no redistribute ospf [id]
[level level] [metric-type
type] [match match] [met-
ric metric] [filter-list name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal, external);
match:(internal, external-
1, external-2);
metric: (1-16777215);
name: (1-32) cumBona.

Paspewaet umnopt mapwpytos ns OSPF B IS-IS.

- id — naeHTndukaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATHCA
nepepacnpeseneHme MmapLipyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLIPYTam TUN
MEeTPUKHY;

- match — Tun mapwpyTta OSPF, nognexawmii umnopTy.

- metric — 3Ha4YeHWe METPUKM AN UMMNOPTUPYEMbIX
MapLIpyTOB;

- name — uma cTaHgapTHoro IP ACL, koTopeblii byaet
MCMob30BaH 1A GUALTPALMN UMNOPTUPYEMbIX MapLIPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIN (narrow) cTuib
METPWKM, BCE 3HAYEHUS METPUKM bonblue 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpeLaet umnopt mapwpyTtos u3 OSPF B IS-
IS. B cnyyae yKasaHuMA napameTpa BO3BpallaeT ero gepontHoe
3HayeHue.

KomaHObI pexcuma KoHguaypauyuu uHmepaetica Ethernet, VLAN:

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnunua 344 — KomaHabl pexkuma KoHdpurypaumm nntepdeliica Ethernet, VLAN

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip router isis

no ip router isis

— /BbIK/OYEHO

Bk/tovaeT NpoTOKOA MaplupyTM3aumm IS-IS Ha Tekylem nHTep-
delice.

BbiKkntoyaeT NpoToKon mapLlupyTmsaumm IS-IS Ha TekyLem nHTep-
delice.

isis authentication key
word [level]

no isis authentication key

word: (1..20) cumBo0B;
level: (level-1, level-
2)/level-1-2

3apatb KoY ayTeHTUdMKaUMM B BUAE TeKcTa. McnonbayoTea
ons ayteHTndukaumm HELLO PDU. [laHHaA HacTpoiKa UrHopwm-
pyeTtca ecnv gna ayteHTMdMKaLmMm ykasaH key-chain.

- word — KN4 B TEKCTOBOM Bnae;

- level — yposeHs IS-1S

Yaanaer Kaod ayTeHTudUKaumu.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx

345




HELTEX

isis authentication key en-
crypted encryptedword
[level]

no isis authentication key

encryptedword: (1..128)
CMMBOJ/IOB;
level: (level-1, level-
2)/level-1-2

3a4aeT KoY ayTeHTUOMKauuUKM B 3alIMbpPOBAHHOM BUAE
(Hanpumep, Nnaponb B 3awmdpoBaHHOM BUAE, CKONMPOBAHHbBIN C
LPYroro ycTpoicTea). McnonbsytoTtcs gns ayTeHTudmkaumm HELLO
PDU. laHHas HacTpoWKa UTHOPUPYETCA ecu ANs ayTeHTUPUKALUK
yKasaH key-chain.

- encryptedword — Kntod B 3alIMPPOBAHHOM BUAE.

YoansaeT ka4 ayTeHTUdMKaumuu.,

isis authentication key-
chain word [level]

no isis authentication key-
chain

word: (1..32) cumsona;
level: (level-1, level-
2)/level-1-2

3apaTb MMA CBA3KKU KAtoyel, KoTopas byaeT Mcnosib3oBaTbeA
ons ayteHTuduraumm HELLO PDU.
- word — VMS CBSI3KM KNKOYEN.

OTKNKOYAET PEXMM MCNONb30BAHUA CBA3KM KAtouel A1a ayTeH-
TUdUKaumm.

isis authentication mode

level: (level-1, level-

BkntouaeT ayteHTUOMKaymio B HELLO PDU Ha TeKywem uHTep-
delice M onpeaenset ee TMN:

{text | md5} [level] 2)/level-1-2;
- text — ayTeHTUdMKALMA OTKPbITHIM TEKCTOM;
Mo ymon4yaHuo
- md5 — ayteHTUdUMKauma MD5.
ayTeHTMdUKaumA
.. — YcTaHaBAMBAET 3HaYEHME NO YMOIYAHMIO.
no isis authentication mode OTK/IIOYEHa.
s YKa3blBaeT, COCeACTBa KAaKOro YPOBHA MOXKHO GOpMMPOBATL Ha
isis circuit-type {level-1 | ! ¢'a‘,, yp bopmup
aHHOM MHTepdeiice.
level-2-only |level-1-2} A P
—/level-1-2

no isis circuit-type

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

isis metric metric [level]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-
2)/level-1-2

YcTaHaBAMBaeT METPUKY ANA AaHHOro uHTepdeiica.

- metric — 3Ha4YeHWe MeTpUKK. Ecnn rnobanbHO BKAKOYEH CTaH-
JapTHbIA (narrow) cTUAb METPUKKM, BCE 3HAYEHUS METPUKM
6onbwe 63 6yayT ykasaHbl B TLV KaK 63.

- level — yposeHsb IS-IS, dna komopozo 6ydem npumeHAMbCA
Mempuka.

YcTaHaBAMBaEeT 3HAYEHWe no YMOANYaHULO.

isis passive-interface

—/NaccuBHbIN peXxum

MepeBoAUT UHTepdEIC B NACCUMBHbIN pexkuM. B aTom pexunme
WHTEpdelic He oTNpaBAseT U He NnpuHUmaeT HELLO PDU.

.. L OTK/tOYEH YcTaHaBAMBAET 3HAaYEHME NO YMONYAHUIO.
no isis passive-interface
.. . . YcTaHaBAuBaeT TUN UHTepdelica point-to-point.
isis network point-to-point po P P
—/broadcast YcTaHaBAMBAET 3HAaYEHME NO YMONYAHUIO.

no isis network point-to-
point

isis hello-padding value

no isis hello-padding

value: (disable, enable,
adaptive)/enable

YcTaHaBAMBaET pexkMm paboTbl NnagauHra hello-coobueHui.

- disable — oTKnOUNTL NaaAUHT BO Bcex coobueHunax hello;

- enable — BKkAOUNTL agaAnHT BO Bcex cooblueHusx hello;

- adaptive — BKNOYWUTb NAaAAMHT 0 YCTAHOB/IEHMA COCEACTBA.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

isis pdu-buff-size size

no isis pdu-buff-size

size (512-9000)/1500
6ant

YctaHaBausaet pasmep hello PDU. 3HayeHue pdu-buff-size
[ONXKHO 6bITb 60/blUe 3HaYeHus Isp-buff-size.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

KomaHObI pexcuma KoHguaypayuu uHmepgetica Loopback:

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if) #
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Tabnnua 345 — KomaHgbl pexkuma KoHdurypaummn nutepoeica Loopback

3Ha4yeHue/3HayeHue
1o ymMoA4YaHuio

KomaHda

Aeilicmeue

ip router isis

— /BbIKAOYEHO
no ip router isis

Bk/to4aeT NPOTOKON MapLipyTusaumm IS-IS Ha Tekywem nHTep-
delice.

BbIKk/ItO4aeT NPOTOKO MapLUpyTU3aLmm IS-IS Ha TekyLwem nHTep-
delice.

isis circuit-type {level-1 |

level-2-only |level-1-2} —/level-1-2

no isis circuit-type

YKasbIBaeT, COCEACTBA KaKOro ypOBHA MOXHO GOpMUPOBaTh Ha
naHHom nHTepdeiice.

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.

isis metric metric [level]

metric: (1-16777215)/10;
level: (level-1, level-
2)/level-1-2

no isis metric

YcTaHaBAMBAET METPUKY 418 AaHHOTo HTepdeiica.

- metric — 3Ha4yeHWe MeTpUKK. Ecnn rnobanbHO BKAKOYEH CTaH-
OApTHbIA (narrow) CTUAb METPUKW, BCE 3HAYEHUA METPUKM
6onblue 63 byayT ykasaHbl B TLV KakK 63.

- level — yposeHs IS-1S, dna komopozo bydem npumeHamocsa
MempuKa.

YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYAHUIO.

isis passive-interface o
—/NaccuBHbIN peXxnum

OTKNHOYeH

no isis passive-interface

MepeBoAWT MHTepdENC B NACCUBHbLIN pexkUM. B aTom pexknume
nHTepderc He oTnpaBaseT 1 He npuHUmaet HELLO PDU.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

KomaHOb! pexcuma privileged EXEC

Bug, 3anpoca KOMaHAHOW CTPOKU UMeEeT BUA,:
console#

Tabnnua 346 — KomaHgbl pexkuma privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

HAeilicmeue

show isis database [/evel]
level: (level-1, level-2)

OTobparkaeT 6a3y gaHHbIX TONO0rMK NpoTokoa IS-IS.

- level — yKa3sblBaeT ypoBeHb NpPoToKoAa IS-1S, 6a3y AaHHbIX KO-
TOPOro Heo6xoaMMo oTobpPasuTh.

show isis hostname

OTOb6parkaeT u3BecTHble COOTBETCTBMA SystemID u Hostname

show isis interfaces [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OTtobparkaeT nHpopmaLmio 06 uHTepdeiicax, yuacTsyloLuX B
IS-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback loopback|
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OTto6parkaeT MHPOPMALMIO O coceanx.

- detail — nucnonb3oBaHWe gaHHOro NapameTtpa No3sosfeT
0T06Pa3nTb AeTasbHYH MHPOPMALMIO O COoCeanX.
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clear isis CHpocuTb BCE COCEACTBA M OYUCTUTL TabANLLY MapLpyTU3aLMm
IS-IS.

5.35.6 Hacmpoiika Route-Map

MpumeHeHWe route-map NO3BONAET UIMEHSATb aTPUOYTbl Y aHOHCUPYEMBIX U MPUHUMAEMBIX MAPLLPYTOB
BGP.

KomaHObI pexcuma 2nobanbHol KOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 347 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HavyeHue/3HayeHue Neiicmeue
no yMoa4YaHuto
route-map name [ section_id ] Cospaet 3anuce route-map.
[ permit | deny ] MepeBoANT KOMAHAHYIO CTPOKY B PEXMM KOHOUTYPUPOBaHUA
route-map.
name: (0..32) cumsona; - nam.e —.HaaaaHme route-map. }
section_id: (1. - sectpn_ld — HOMep 3anucu B 3TOM route-map.
4294967295). - permit — NpMMeHUTb set KoOMaHAbl K MapLLpyTam,
- deny — oT6pPOCUTb MapLLpPyTbI.
V MakcumanbHoe KonuyecrTso route-map = 32
(BKNtOYanA ceKuumn oaHoro route-map).
no route-map name [ Ypanutb route-map
section_id ] [ permit | deny ] - section_id — ypanaert 3anucb ¢ HOMepom section_id.

KomaHObI pexcuma KoHgu2ypauuu cekyuu route-map

Bug, 3anpoca KOMaHAHOW CTPOKM B peXXume KoHdUrypaLmm cekumm route-map:

console (config-route-map) #

Tabnnua 348 — KomaHabl pexkMma KoHOUrypaumm cekumm route-map

3HayeHue/3HayeHue

Aeilicmeue
o ymon4aHuo

KomaHda

continue section_id [ and ] 3azaTb HOMep c/eayoLLel ceKumm route-map, Kotopas byaer

NPUMEHEHa K MapLUpyTam, Noc/ie NPUMEHEHUs TEKYLLEN.

- and — yKasbiBaeT, 4To match yctaHoBKM B 3TOM route-map

L0/MKHbI 6bITb Nornyeckn obbegmHeHbl (AND) ¢ match

YyCTaHOBKaMM B route-map, 0603HaueHHbIX NapameTpom

section_id: (1.. section_id.

4294967295). Co3paHue LenovekK route-map (6e3 napamertpa and)
V BO3MOXXHO, €C/IM TUN route-map BbiCTaBAEH B permit.

/! Ecnv npum co3panum Lenoykm npumeHseTca napamerp
and, To Bce set yCTaHOBKM A0/KHbl HAXOAUTbLCA B
nocneaHeu CeKUUM 3TOM L,eNOUKK.

no continue CbpacbiBaeT yCTaHOBKY
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match ip [ address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) cumBona

3apaet cootBetcTBue prefix-list u agpeca mapwpyTa.
- address — cootsetctaue prefix-list v ip agpeca mapupyrta.
- next-hop — cootsetcTBue prefix-list n next-hop ip agpeca
MapuwpyTa.
- route-source — cooTBetcTBue prefix-list u ip agpeca
MCTOYHMKa MapLupyTa.
| Y106bI He oT6pacbiBaAUCL OCTaZbHble MApLIPYTbl, He
V yKasaHHble B prefix-list, Heo6xoauMmo co3gatb nycrou
route-map U npuBA3aTb €ro K TeKywemy uepes
continue.

C6paCbIBBET cooTBeTCTBUE

match local-preference
value

no match local-preference

value: (1.. 4294967295).

3afaeT cooTBeTCTBME MapLipyTa ¢ aTpubytom local-preference.

CbpacbiBaeT cOOTBETCTBUE

match metric value

no match metric

value: (1.. 4294967295).

3afaeT cOOTBETCTBME MApPLUPYTA C aTpnbyTom metric.

C6paCbIBaeT cooTBeTcTBUE

match origin [ igp |egp |
incomplete ]

no match origin

3apaeT cooTBETCTBME MapLUpyTa ¢ aTpmubyTom origin.

- igp — MapwpyT 6611 NOMYYEH U3 NPOTOKONA BHYTPEHHEN
MapLupyT13auum (Hanpumep KomaHgou network)

- egp — MapLpyT Hbln Bbly4eH No npoTokoay EGP.

- incomplete — mapLpyT 6bin Bbly4eH KaKMM-TO UHbIM 06pasom
(Hanpumep komaHaol redistribute)

C6pacbiBaeT COOTBETCTBME

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[o6asutb K mapwpyty atpubyT AS_PATHLIMIT.

Hynesoe 3HaueHne orpaHM4YMBaeT aHOHCMPOBAHWNE JIOKANbHO
CreHepupoBaHHbIX MapLUPYTOB, TONIbKO mexay iBGP coceaamm
(He ByayT BUAHbI AN eBGP).

3HayeHue 6onbwe 0 03HayaerT, yto ecnm AS_PATH aTpubyT
nmeet b6onblie AS-HomepoB, Yem 3HaveHne AS_PATHLIMIT, To
HY»KHO ero oTbpocuTb Npu Bbixoae B eBGP.

CbpacbiBaet path-limit

set as-path prepend
as_number

as_number: (1-

[Oob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS Homepa.

4294967295)
no set as-path prepend CbpacbiBaeT gobasneHue K AS-Path
set as-path prepend local- [ob6asuTb K atpmnbyTy AS-Path value Homepos Local AS (Ha
as value Bbixoa eBGP cocepy).

value: (0-10) A AY)

no set as-path prepend lo-
cal-as

CbpacbiBaeT gobasneHue K AS-Path

set as-path remove
as_number

no set as-path remove

as_number: (0..127)
cMmBosIa

Ypanute n3 atpmnbyta AS-Path ykasaHHyto AS

C6pacbiBaeT yaaneHve

set ip next-hop ip_address

no set ip next-hop

YctaHoBUTb next-hop aTpubyT maplupyTa.
- ip_address — IP-agpec next-hop

CbpacbiBaeT yCcTaHOBKY aTpmnbyTa next-hop

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHOBUTL 3HayeHue aTpubyTa local-preference.

CbpacbliBaeT ycTaHOBKY aTpmbyTa local-preference.

set metric value

no set metric

value: (1-4294967295)

YCTaHOBWTb 3HaYeHue aTpubyTa metric.

CbpacbliBaeT ycTaHOBKY aTpmbyTa metric.

set next-hop-peer

no set next-hop-peer

—/atpubyT He
yCTaHOB/IeH

YcTaHOBWTL 3HaYeHue aTpubyTa next-hop, Kak agpec coceaa.

CbpacbiBaeT ycTaHOBKY aTpubyTa
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set origin [ igp |egp | in- YCcTaHOBUTb 3Ha4YeHue aTpubyTa origin.

complete ] - igp — MapLupyT 6611 NONYYEH U3 MPOTOKOA BHYTPEHHEN
MapLupyT13auum (Hanpumep KomaHzow network)

— - egp — MapLupyT 6bIN BblydeH No NpoTokoay EGP.

- incomplete — mapLpyT 6bln Bbly4eH KAKMM-TO UHBIM 06pa3om
(Hanpumep KomaHaoi redistribute)

no set origin CbpacbliBaeT yCTaHOBKY aTpmbyTa origin.

set weight value YcTaHOBWTL 3HaYeHwue aTpubyTa weight.
- value: (1-4294967295) >

no set weight CbpacbiBaeT ycTaHOBKY aTpmnbyTa weight.

KomaHObI pexcuma privileged EXEC

Bce kKomaHAb! AOCTYNHbI 419 NPUBUIETMPOBAHHOIO NOJIb30BaTeNA.

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnnua 349 — KomaHapl pexkmma privileged EXEC

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmesue
Mo yMmoA4YaHuo
show route-map [name MpocmoTp MHGOopMaLmM 0 co3aaHHbIX route-map.
Pl ] name: (0..32) cumBona P p vHdopmay, A P
- hame — uma route-map.

KomaHObI pexcuma KoHguaypauuu uHmepgpeticos Ethernet, VLAN, uHmepgelica epynnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKU B perKume KoHpurypauum nHtepoeicos Ethernet, VLAN, nHtepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnunua 350 — KomaHab! pexkuma KoHdurypaumm nntepoeiica Ethernet, VLAN, nHtepdeiica rpynnbi NopToB

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
ip policy route-map name Mp1MMeHnTb route-map ¢ MMeHeM name 415 3a4aHHOro
name: (0..32) cumBona nHTepderica.
no ip policy route-map Ypanutb route-map ¢ uHTepderica.

5.35.7 Hacmpolika Prefix-List

Prefix-nucTbl No3BoAAOT GUALTPOBATL MPUHUMAEMbIE U aHOHCHMPYEMbIe MAapLLPYTbl NPOTOKO/I0B AUHaMUYe-
CKOM MapLupyTU3aumm.

KomaHObI pexcuma 2a06anbHoU KOHpuU2ypauuu

Bupa 3anpoca KOMaHAHOM CTPOKU B pexume rnobanbHo KoHoUrypauymm:

console (config) #
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Tabnnua 351 — KomaHab! pexrma rnobanbHoM KoHduUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

ip prefix-list list-name [seq
seq_value] [description
text] {deny | permit}
ip_address [mask] [ge
ge_value] [le le_value]

list-name: (1..32);
seq_value: (1..
4294967294);

text: (0..80) cumsona;

ge_value: (1..32);
le_value: (1..32)

no ip prefix-list list-name [
seq seq_value]

Coszparb Prefix-list.
- permit — paspelatoLiee AeicTBUe ANA MapLUpyTa
- deny — 3anpeuatouiee aencrame gna maplipyTta
- list-name — nmsa cosgasaemoro prefix-nucra
- seq_value — Homep 3anucK B cnucke npeduKcos
- text — onucaHune cnucka npeduKcos
- ge_value — cooTBeTcTBUE ANIMHE NpeduKca, PaBHOM Un
6o/bliel, yem HacTpoeHHan AnuHa npeduKkca
- le_value — cooTBeTcTBME A/IMHE NpeduKca, KOTopaa pasBHa
WM MeHbLUe HAaCTPOEHHOM A/IMHbI NpeduKca.
Ecnn He HawWNoOCb HM OAHOIO COOTBETCTBUA, TO ByAeT
V npumeHeHa HeABHaA NOIMTMKA NO ymoayaHuio deny
any.

Ypanute co3gaHHbii Prefix-List.

KomaHObl pexcuma privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBMUAErMPOBAHHOIO MOAb30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabanua 352 — KomaHgbl pexkuma privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

HAelicmeue

show ip prefix-list [name] name: (0..32) cumsona

MNpocmoTp nHGopmaumm o co3ganHbix prefix-list.
- name — vma prefix-list.

5.35.8 Hacmpolika cesasku Knro4eli

CBA3Ka Kaloyeit nossosiAeT cosgaTb Habop naponeit (kKAwoueit) ¢ nocnepdyrowein BO3MOMKHOCTbIO
HaCTPOWKM BpemMeHM AENCTBMA KaxKaoro napons. Co3gaHHble Napoan MOryT MCNo/b30BaThcA NpoTokoiamu RIP,

OSPF, IS-IS ana ayteHTUdMKaUmN.

KomaHObI pexcuma 2no0banbHol KoOHgpu2ypauuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #

Tabnunua 353 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue
no ymoa4aHuro

KomaHda

Aeiicmeue

key chain word word: (1.32)

cumBona/—

no key chain word

Co3paeT CBA3KY K/oYel C UMEHEM word 1 BXOOUT B PEXKUM KOH-
duUrypaummn cBaskm Kaoyen.

YpanseT cBA3Ky KAtoyei ¢ umeHem word.
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KomaHObI pexcuma KoHgu2ypayuu ces3KU Karyel

Bug, 3anpoca KOMaHAHOW CTPOKM B peXUme KOHPUIypaLmm CBA3KK KtoYeln:

console (config-keychain) #

Tabanua 354 — KomaHabl pexkmma KOHPUrypauum cBAsKkn Kato4e

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmoAa4aHuro
key key_id CospaeT Kkt ¢ naeHTUPmMKkatopom key_id n BXoauT B peXMm KOH-
key_id: (1..255)/— burypauum kaova.
no key key _id Ypansaet knwou ¢ naeHtudukatopom key _id.

KomaHObI pexcuma KoHgu2ypauuu Kaw4a

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypaumnm Kntoua:

console (config-keychain-key) #

,ﬂ,aHHblﬁ peXum OOCTyneH U3 pexkmma KOH(I)MI'ypaLI,VIM CBAI3KU KNHOYEN n npeagHasHavyeH AnAa 3agaHuA
CaMOro K/1lo4a U ero napamMeTpos.

Tabnunua 355 — KomaHabl pexmuma KoHPUrypauum Knwoua

no send-lifetime

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuio
key-string word word: (1..16) 3apaeT 3Ha4YeHue Katova.
no key-string cumBonos/— Ypanaet 3HadyeHue Katova.
encrypted key-string 3apaeT 3HaYeHue KaYa B 3awndpoBaHHOM BUe.
encryptedword - encryptedword — 3awmnpoBaHHbIM Napoab (Hanpumep, Napob
encryptedword/— B 3aWndPOBAHHOM BUAE, CKONUPOBAHHbBIN C APYroro
YCTPOICTBA).
no encrypted key-string YpanaeT 3HayeHune Kaoya.
accept-lifetime time_to_start 3a/laeT BPEMS KMU3HW K/OYa, B TEYEHNE KOTOPOro KoY byaeT
{time_to_stop | duration | AeNCTBUTENIEH A/1A CBEPKM C K/HOYOM B MPUHMMAEMbIX
infinite} coobLeHuax.
- time_to_start — Bpems 1 faTta Hayana AelCTBUSA Kawoya.
3agaetca B dopmate hh:mm:ss month day year
V—/Bcer,a,a - time_to_stop — Bpems v faTa npeKkpaleHna AeicTBMA KNloya.
deicTBuTeNneH
3apaetca B popmate hh:mm:ss month day year
- duration — 3apaeT NPOAOKUTENIBHOCTb AEUACTBUA KNKOYa B
ceKyHAax
- infinite — ycTaHaBaMBaeT 6eCKOHEYHOe BpeMaA AeWCTBUA KtoYa
no accept-lifetime YOanuTb BpEMA KMU3HW KAtoYa
send-lifetime time_to_start 3a/aeT Bpems KU3HU Ktova, B TEYEHME KOTOPOro KitoY byaeTt
{time_to_stop | duration | OEeUCTBUTENEH ANA OTNPABKM COOBLLEHUN.
infinite} - time_to_start — Bpems 1 faTta Hayana AelCTBUSA Kawoya.
3agaetca B dopmate hh:mm:ss month day year.
—/Bcerpa - time_to_stop — Bpems v gaTa npeKkpaLlleHna AeiCcTBMA Kntoua.
AelncTeuTeneH 3apaetca B popmate hh:mm:ss month day year.

- duration — 3apaeT NPOAO/IKUTEIbHOCTb AEMNCTBUA KNtoYa B
CeKyHAax.
- infinite — ycTaHaBAMBaeT 6eCKOHeYHOe Bpems AeiCTBMA Kkoya.

Ypanutb Bpema XU3HU KNKo4da.

/ Ecnn B KaKOW-TO MOMEHT BpeMeHU Cpa3y HeCKOJIbKO Katoueit ByayT aBnATbCca AeiicTBUTENb-
HbIMM, TO GAKTUUYECKU UCNO/Ib30BaTbCA GyAEeT KNKOY C HAMMEHbLUUM MAEHTUPUKATOPOM.
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KomaHObI pexcuma privileged EXEC

Bug, 3anpoca KOMaHAHOW CTPOKU UMEET BUA,:
console#

Tabanua 356 — KomaHgbl pexkuma privileged EXEC

3HavyeHue/3Ha4yeHue .
KomaHda / Aeiicmeue
no ymoa4aHuro
show key chain word word: (1..32) OTobparkaeT MHGOPMaLMIO O CBA3KE KAKYEN C UMEHEM
cumBona/— word.

[pumepbl 8bIN0AHEHUS KOMAHO

Co34aTb CBA3KY KJlOYel ¢ umeHeM namel 1 nomecTuTb B Heé ABa K/toda. Ha katoue key 2 HacTpoutb
BPEMEHHOIN UHTEPBas, B TEYEHME KOTOPOTrO 3TOT K/OM MOMKET ObITb MCMO/Ib30BAH A/1A CBEPKM C KAHOYOM B
NPUHATbLIX NaKeTax.

console (config) # key chain namel

console (config-keychain) # key I

console (config-keychain-key) # key-string testkeyl

console (config-keychain-key) # exit

console (config-keychain) # key 2

console (config-keychain-key) # key-string testkey?

console (config-keychain-key) # accept-lifetime 12:00:00 feb 20 2020 12:00:00
mar 20 2020

MoKa3aTb MHGOPMaALMIO O CO34aHHOM CBA3KE KtOUEN:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9nRgqddPOa7W304gfrNBeGhigRuwwpomWCy69nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GIJwHBL6UXZyWVPzbqZ/6fI0OF3h3NB6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.35.9 banaHcuposka Hazpy3Kku Equal-Cost Multi-Path (ECMP)

banaHcupoBka Harpyskn ECMP nossondeTt nepegaBaTb MakeTbl OAHOMY MOAYYaATENO MO HECKONbKUM
«AYULWMM MapLpyTamy». [laHHbIA QYHKLMOHAN NpeaHa3HayYeH Ana pacnpeaeneHna Harpyskm 1 onTMmmsanmm
NponycKkHoM cnocobHoctn cetn. ECMP moxkeT paboTaTb Kak CO CTaTUYECKMMW MapLUpyTaMu, TaK U C NPOTOKO-
NlaMun guHamMmmnyeckor mappytusaumm RIP, OSPF, BGP.

KomaHObI pexcuma 2a06anbHoU KOHpuU2ypauuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUme rn1o6anbHOM KOHGUrypaLmm:

console (config) #
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Tabnnua 357 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa Aelicmesue

ip maximum-paths maxi-
mum_paths

3apaTb MaKcMMasibHOE KONMYECTBO NyTel, KOTopble MOryT HbITb
yCcTaHoBAeHbl B FIB Ana Kaxkaoro mapwpyTa.
HacTpoiika BCTynuT B CMNy TONbKO NOC/e COXpaHeHUus
KoHdUrypauum n nepesarpysku ycTpoiictsa.
YCTaHOBWTb 3HAYeHMe MO YMOYAHUIO.

maximum_paths:
(1..64)/1

no ip maximum-paths

5.35.10 Hacmpolika Virtual Router Redundancy Protocol (VRRP)

Mpotokon VRRP npegHasHayeH ana pesepsmpoBaHmMA MapLUPYTU3aTOPOB, BbINOAHAKOLWMX PO/b LW/IHO3A
no ymosiyaHuio. 3To gocturaetca NyTém obbeamHeHus IP-uHTepdelicoB rpynnbl MapLLIPYTU3aTOPOB B OAMNH
BMPTYa/bHbIN, KOTOPbIM OyAeT MCNONb30BaTbCA KaK LW/O3 MO YMOAYaHUIO A1 KOMMNbloTepoB B ceTu. Ha
KaHa/IbHOM ypoOBHe pe3epBupyemble nHTepdencol nmetotr MAC-agpec 00:00:5E:00:01:XX, rae XX — Homep
rpynnbl VRRP (VRID).

ToNbKO OANH U3 U3UYECKUX MAPLLPYTM3AaTOPOB MOXKET BbIMOJIHATL MaplupyTusauuto Tpadumka Ha
BUpTyanbHOM IP-uHTepdeice (VRRP master), octanbHble mapLupyTU3aTopbl B rpynne npeaHasHayeHbl Ans
pesepsuposaHusa (VRRP backup). Bbibop VRRP master npoucxoaut B cootsetcteum ¢ RFC 5798. Ecam Terywmi
master CTaHOBWUTCA HeAOCTYyMHbIM — BblIOOpP master'a nosTopsierca. HauBbICWIMA NPUOPUTET UMeEEeT
MapLipyTmM3aTop ¢ cobcTBeHHbIM IP-agpecom, coBnagamoWmMM ¢ BUPTYasbHbIM. B cnyyae AOCTYNHOCTM OH
Bcerga ctaHoBuTcAa VRRP master. MakcumansHoe konndectso VRRP-npoueccos — 50.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpelicos Ethernet, VLAN, uHmepdgelica 2pynnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B perkume KoHpurypauum nntepoeicos Ethernet, VLAN, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 358 — KomaHgb! pexkuma koHdurypaummn nutepoeiica Ethernet, VLAN, nHtepdeiica rpynnbl NnopToB

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no ymosan4aHuro
vrrp vrid description text vrid: (1..255); JobasneHune onmcaHua Leamn uam ncnosblosanusa gns VRRP
: __ text: (1..160 cUMBONOB). MapLUpyTMU3aTOpa C nAeHTUPGUKATOPOM vrid.
no vrrp vrid description YpaneHune onncanma VRRP-mapwpyTtusaTopa.
vrrp vrid ip ip_address Onpegenenune IP-agpeca VRRP-mappyTmnsaTopa
no vrrp vrid ip [ip_address] Yaanenue IP-agpeca VRRP ¢ mapwpyTmsaTopa. Ecnm B Kayectse
vrid: (1..255) napameTtpa He yKasaH IP-agpec, To yganartca sce IP-agpeca
BMPTYaNbHOrO MapLUpyTM3aTopa, BCAeACTBME Yero yAanmnTca u cam
BUPTYa/IbHbIN MapLUpyTU3aTop vrid Ha JaHHOM YCTPOWCTBE.
vrrp vrid preempt Bk/toueHUe pexnma, Nnpu Kotopom backup-mapLpytusatop ¢
60nee BbICOKMM NPUOPUTETOM By eT NbiTaTbCA NepexsaTUTb Ha
ceba posib master y Tekylero master-mapLupyTmsatopa c 6onee
vrid: (1..255); HU3KUM NPUOPUTETOM.
Mo ymonyanuio MapupyTusaTtop, KoTopblii ABAAETca Baagenbuem IP-
BKOYEHO V appeca maplupyTusaTopa, 6yaeTt nepexsarbiBaTb Ha
ce6s ponb master HE3aBUCMMO OT HAaCTPOEK AaHHOM
KOMaHAbl.
no vrrp vrid preempt YCTaHOBKa 3Ha4eHMA N0 YMONYAHMIO.
vrrp vrid priority priority vrid: (1..255); HasHayeHwne npuoputeta VRRP-mapwpyTtunsatopa.
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no vrrp vrid priority

priority: (1..254);
Mo ymonyanuio: 255 ana
Bnagensua IP-agpeca, 100
ONA OCTaNbHbIX

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

vrrp vrid shutdown vrid: (1..255); BbikntoueHne VRRP npoToKoia Ha AaHHOM MHTepodeiice.

no vrrp vrid shutdown Mo ymonuaHuio: BkntoueHne VRRP npoToKona Ha gaHHOM uHTepdelice.
BbIKNIOYEH

vrrp vrid source-ip ip_ad- Onpepenexue peanbHoro VRRP-agpeca, koTopblii byaeT

dress vrid: (1..255); ncnosib3oBaTbeA B KavecTtse IP-agpeca otnpasutens gna VRRP-

no vrrp vrid source-ip

Mo ymonuanuto: 0.0.0.0

coobLLeHMA.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

vrrp vrid timers advertise
{seconds | msec millisec-
onds}

no vrrp vrid timers adver-
tise [msec]

seconds: (1..40);
milliseconds: (50..40950);
Mo ymonuanutio: 1 cek

OnpegeneHne HTepBasa Mexay aHoHCaMKn master-
MmapLupyTmnsatopa. Ecam nHtepsan 3afaH B MUANCEKYHAAX, TO
NPOUCXOANT OKPYr/ieHne BHU3 A0 6anKanwen cekyHabl ana VRRP
Version 2 1 Ao 6AMKalLmMX COTbIX AoNel cekyHabl (10
munnucekyHa) ana VRRP Version 3.

YCcTaHOBKa 3HAYeHUA N0 YMOAYAHUIO.

vrrp vrid version {2 | 3 |
2&3}

no vrrp vrid version

OnpegeneHune nogaepxusaemoit sepcum VRRP npoTokona.

- 2 — nopaepxuaetca VRRPv2, onpeseneHHbit 8 RFC3768.
Monyyaemble VRRPv3 coobuweHuna otbpacoiBatoTca
mapuwpyTtusatopom. OTnpasnaoTca Tonbko VRRPvV2 aHOHCbI.

-3 — noaaepxusaetca VRRPv3, onpeaeneHHbin B RFC5798, 6e3
cosmectumocTu ¢ VRRPv2 (8.4, RFC5798). Monyyaembie VRRPv2
coobuieHmna otbpacbiBatoTca mapLupyTusatopom. OTnpasasatoTCA
TonbKO VRRPV3 aHOHCHI.

- 2&3 — nopaepxkunsaetca VRRPvV3, onpegenenHbiii B RFC5798 ¢
obpatHoit coemectumocTbto ¢ VRRPV2. Monyyaemble VRRPV2
coobuieHmnsa obpabaTtbiBatoTca maplupyTnusatopom. OTnpasasatoTca
VRRPv2 n VRRPv3 aHOHCbI.

MNoaaepknsaetca Tonbko VRRP Bepcuu 3. Pexkumsbl 2 1 2&3 6yayTt
noAAep:KMBaTbeca B byaylumx sepcuax MoO.

YcTaHOBKa 3Ha4YeHUA no YMO4aHUIO.

KomaHObI pexcuma privileged EXEC

Bce KomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJb30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 359 — KomaHabl pexxkuma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 YyMOAYAHUIO

Aeilicmeue

terface {gigabitethernet
net te_port | fortygiga-

channel group | vlan
vlan_id}]

show vrrp [all | brief | in-
gi_port | tengigabitether-

bitethernet fo_port | port-

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MpocmoTp KpaTKoi Uau AeTanbHOM MHbOPMaLMK ANA BCEX UK
0HOro HAaCTPOEHHOro BMPTYyasbHOro mapwpyTtunsatopa VRRP.

- all — npocmoTp MHPOPMaLUMK O BCEX BUPTYasIbHbIX
MapLUPYTU3aTOPaX, BKAKOYAA OTK/IOYEHHbIE;

- brief — npocmoTp KpaTKoit MHGOPMaLUK O BCEX BUPTYasIbHbIX
MapLIpyTU3aTOpPaX.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx

355



HELTEX

[pumepbl 8bINOAHEHUS KOMAHO

=  Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3oBaTtb 3TOT aA4pecC B KayecTse agpeca BUpTyab-
HOro MapLpyTtusaTtopa. Bkatounts VRRP-npoTtokon Ha nHtepdeice VLAN.

console (config-vlan)# interface vlan 10
console (config-if)# ip address 10.10.10.1/24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if)# no vrrp 1 shutdown

= [locmoTpeTb KoHPUrypaumio VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.35.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sonseT 6bICTpo 06HAPYKUTb HEUCNPABHOCTU IMHKOB. BFD moKeT paboTaTb KaK co cTa-
TUYECKMMU MapLUpyTamK, TaK U C NPOTOKOIaMKN ANHAaMMYecKon mapuwpyTtusaumum RIP, OSPF, BGP.
B Tekywen Bepcun MO peannsosBaHa paboTa ToNbKO C NpoTOKoN0M BGP.

KomaHObI pexcuma 2n06anbHol KOHpu2ypauuu

BunAa 3anpoca KoMaHAHOM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #

Tabnnua 360 — KomaHgb! pexkuma rnobanbHoM KoHdUrypaumm

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no yMoAYaHUto
bfd neighbor ip_addr [in- 3apaTb BFD-cocepa.
terval int ] [min-rx min] - int — MWMHUManNbHLIN MHTEPBAN NepeaayYn ana obHapyKeHun
[multiplier mult_num] . OWNBKY;
int: (150..1000)/150 . y )
. - min — MUHMMaNbHbIN MHTEPBaN NPUEMA N8 OBHApPYKEHUA
min: (150..1000)/150
OLINBKM.
mult_num: (1..255)/3
- mult_num — KoAn4yecTBo NoTepsHHbIX MaKeToB 40 pa3pbisa
ceccum
no bfd neighbor ip_addr YCTaHOBWTb 3HaYEHME MO YMOIYAHUIO.

KomaHOb1 pexcuma privileged EXEC

Bce KomaHAap! AOCTynHbl ANA NpUuBUNETMPOBAHHOIO NOJ/1b30BATENA.

356 Ethernet-kommymamopesi cepuli MES23xx, MES33xx, MIES35xx, MES53xx



DHELTEX

BuAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnnua 361 — KomaHgb! pexxkuma privileged EXEC

3HavyeHue/3HayeHue .
KomaHoa / Aeiicmeue
no ymoa4aHuro
show ip bfd neighbors MpocmoTp nHpopmaumm o6 akTmBHbIX BFD-cocegax
[ip_addr] [detail]

5.35.12 potokon GRE

GRE (Generic Routing Encapsulation) — npoToKon TyHHeNMPOBaHUA CeTEBbIX NakeToB. Ero ocHOBHoe
Ha3HaYeHMe — WHKarncyaauus MakeToB CeTeBOro ypoBHs ceteBoi mogenn OSI| B IP-nakeTtbl. GRE moxer
ncnonb3oBatbca Ana opraHmsaumm VPN Ha 3-m ypoBHe mogenn OSIl. B kommyTtaTtopax MES peannsosaHbl
cTaTuyeckume Heynpassaemblie GRE-TYHHENN, TO eCTb TYHHEIN CO34at0TCA BPYUHYIO NyTEM KOHOUTYPUPOBAHUA
Ha JNIOKaNbHOM W yAaneHHOM Yy3nax. [lapameTpbl TYHHenA A8 KaXpgoh M3 CTOPOH AOJ/KHbI ObiTb
B3aMMOCOI/TaCOBAHHbIMW UM NEPEHOCUMbIE AaHHble He ByayT AeKancyIMpPoBaTbCA NAPTHEPOM.

V MpoTtokon GRE nopgpaepxusaerca Ha mogenax cepumn MES33xx, MES35xx n MES5324.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME r106anbHOM KOHPUrypaLmm:

console (confiqg) #

Tabnuua 362 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

3HavyeHue/3Ha4yeHue o

KomaHda / HAelicmeue
no ymoa4aHuro

interface Tunnel tunnel_id tunnel_id: (1..16) Co3paeT HTepdenc TyHHens.

KomaHObI pexcuma KoHguaypayuu uHmepgelica myHHens

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHPUrypaummn nHtepderica TyHHena:
console (config-tunnel) #

Tabauua 363 — KomaHabl perkuma KoHourypaumm nHtepdeica TyHHens

3HayeHue/3Ha4eHue "
KomaHoa / Aeilicmeue
no yMoaYaHuro
tunnel mode gre ip 3apaet Tmn TyHHenAa GRE ¢ ncnonbsosaHuem IPv4.,
- — /BbIKOYEHO
no tunnel mode gre ip Yaanaer TyHHenb.

HasHauvaert IP-agpec nnv nntepdelic, Kotopblii byaer
MCNONb30BaTbCA B KAaYeCTBe aapeca OTnpaBuTeNna BHelHero |P-
3aronoska GRE TyHHens.

tunnel source {ipv4_address
| gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| port-channel group | tun-
nel tunnel_id | vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)
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no tunnel source Ypanaet IP-agpec otnpasuTens.

tunnel destination {_URL_ | HasHauaert IP-agpec nonyyatensa (KoHUA TyHHenNs).
ipv4_address} —

no tunnel destination Ypanaet IP-agpec nonyyartens.

ip address ipv4_address YctaHasnusaeT IP-agpec nntepdeiica TyHHens. C

MCMO/1b30BaHMEM 3TOrO aApeca KOMMYTaTop AOCTyneH Yepes
— TyHHEeNb. MOMeT UCMOb30BaTbCA B KaYecTse W33 Ha
YyZAaNEeHHOM YCTPOMCTBE NPU MApLIPYTU3aLLMM B TYHHENb.

no ip address Ypanset IP-agpec nHtepdeiica TyHHens.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabanua 364 — KomaHgb! pexkmuma EXEC

3HayeHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
o yMon4YaHuio

show ip tunnel [tunnel-id] tunnel_id: (1..16) OTob6parkaeT MHPOPMAUMIO TYHHENS.

show ip interface tunnel OTtobparkaeT nHpopmauuto 06 IP-uHTepdeice TyHHeNS.

tunnel. id tunnel_id: (1..16)

show interfaces tunnel tunnel-id tunnel_id: (1..16) OTobparkaeT Hpopmauuio HTepdeica TyHHens.

[pumep HacCMpPoUliKu MyHHenA

CosfaHne TyHHENA W HaACTPOMKa CTAaTMYECKOro MmaplupyTta A/A CeTM, Haxodsulenca Ha
NPOTUBOMOOXKHOMN CTOPOHE TYHHENSA:

= B KayecTBe JIOKaNbHOro agpeca gna TyHHena ucnoabsyetca IP-agpec 192.168.1.1;
. B KauyecTse yA4aNeHHOro agpeca gna TyHHena ucnono3yetca IP-agpec 192.168.1.2;
= IP-agpec TyHHeNs Ha IoKanbHoM cTopoHe 172.16.0.1/30;

. ceTb Ha NPOTUBOMOJIOXHOM CTOpoHe TyHHens 10.10.1.0/24

console (config)# wvlan database

console (config-vlan)# wvlan 301

console (config-vlan) # exit

console (config) # interface tengigabitethernet 1/0/1
console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 301
console (config-if)# exit

console (config) # interface vlan 301

console (config-if)# ip address 192.168.1.1/24

console (config-if)# exit

console (config) # interface Tunnel 1

console (config-tunnel)# Tunnel mode gre ip

console (config-tunnel)# Tunnel source 192.168.1.1
console (config-tunnel)# Tunnel destination 192.168.1.2
console (config-tunnel)# ip address 172.16.0.1/30
console (config-tunnel) # exit

console (config) # ip route 10.10.1.0/24 Tunnel 1

V Ha scTpeyHom ycrpoiiche HEOGXOAMMO BbINOJ/IHUTb B3aMMOCOrnacoBaHHblIe HaCTpOﬁKM.
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHto Startup vcnonb3yeTca AN BbINOJHEHMA CrieumanbHbIX NPoLeayp, TaKMX Kak BOCCTaHOB/EHMWe
3aBOACKUX HAaCTPOEK U BOCCTAHOB/NEHWE Napons.

[ns Bxoaa B meHto Startup Heobxoanumo npepBaTb 3arpy3Ky Haxatmem Knasuwm <Esc> unu <Enter> B
TeyeHue MepBbiX ABYX CEKYHZ Moc/e MoABAEeHWA cOOobLWeHMA aBTO3arpysku (MO OKOHYAHWUWM BbIMNOJAHEHWA
npoueaypbl POST).

Startup Menu
Restore Factory Defaults
Boot password
Password Recovery Procedure
Image menu
] Back
Enter your choice or press 'ESC' to exit:

[ —

[1
[2
[3
[4
[5

[OnA BbIXOZa U3 MEHIO W 3arpy3KM YCTPOMCTBA HAXKMUTE KaBuLly <5>, ninbo <Esc>.

Ecaun B TeueHue 15 cekyHa (3HaueHMe NO yMOYaHUIO) HEe BbIGpPaH HU OOUH U3 NMYHKTOB
MEHI0, TO 3arpy3Ka ycTpoMCTBa NPOLO/MKUTCA. Bpemsa 0XXnaaHUA MOXKHO YBE/IMUMUTb C No-
MOLLbIO KOMaHZ, KOHCONM.

LN

Tabnunua 356 — OnucaHne meHto Startup

Ne HassaHue OnucaHue
Restore Factory Defaults [aHHas npoueaypa MCnonb3yeTca AAa yAaneHUs KoHpurypaumu ycTpoMCTBa.
<1> BoccraHoBneHue BoccTaHoBNEHME KOHOUIYPaALLMM MO YMONYAHUIO.
33aBOJCKMX HaCTpoeK
Boot password [aHHan npoueaypa Ucnoib3yeTca A1 YCTaHOBKWU/yAaieHMA Napos Ha Havab-
<2> YcTaHoBKa / yaaneHue naponis | Hblid 3arpy3ymK.

Ha HaYa/IbHbIW 3arpy3ymK

[aHHana npoueagypa Ucnonb3yetca ANA BOCCTAHOBNEHUA yTpayYeHHOro napona,
OHa No3BONAET NOAKNHYUTBCA K yCTpOVICTBy 6e3 napona.

Password Recovery [na BoccTaHOBNEHMA NAapOoaA HaXKaTb KNaBULLY <2>, NPy NOCAeAYyHOLLLEM MOAK/0-
<3> Procedure YEeHWUW K YCTPOMCTBY Naponb ByaeT NpoOUrHopMpoBaH.
BoccTtaHoBneHne napons Current password will be ignored!

[na Bo3BpaTa B MeH!o Startup HakmuTe Knasuwy [enter].
==== Press Enter To Continue ====

[JaHHasa npoueaypa ncnonbsyetca Ana Bbibopa akTMBHOro ¢aitna cmcremHoro
no.

Ecnv He BblbpaH HOBbIN 3arpy»KeHHbI dain cuctemHoro MO aKTUBHbLIM, TO
YCTPOWCTBO BbINONHWUT 3arpy3Ky C UCMOJ/Ib30BaHMEM TeKyLLLero akTuBHOro obpasa
Image menu

[1] Show currentimage — npocmoTp AaHHbIX 0 Bepcusax MO Ha ycTponcTee

[2] Set currentimage — BbI6op akTMBHOrO ¢aitna cucremHoro MO

Image menu
<4> Bbibop akTMBHOrO daiina
cuctemHoro MO

[3] Back
<5> Back [nsa BbIXOAA U3 MEHIO U 3arpy3KM YCTPOMCTBA HaxkmuTe Knasuwy <Enter>, nnbo
Bbixog, 13 meHto <Esc>.
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.-

6.2 O6HOBnEeHUe nporpammHoro obecneyeHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLueH U HacCTPOeH Ha KomnbloTepe, € KoToporo byaer 3a-
rpyKaTbcA nporpammHoe obecneuyeHue. CepBep A0MKEH UMETb paspeLleHne Ha YTeHue
daiinos HauanbHoOro sarpysumka n/wam cucremHoro MNO. KomnbloTep ¢ 3anywweHHbIM
TFTP-cepBepom ponKeH 6biTb AOCTYNEH ANA KOMMYTaTOpa (MOXXHO NPOKOHTPOANPOBATh,
BbINOJIHUB Ha KOMMyTaTope KomaHay ping A.B.C.D, rae A.B.C.D — IP-apgpec Komnblo-
Tepa).

’ ‘ O6HoBANEHME NPOrpamMmmHOro obecneyeHUss MOXKET OCYLLECTBAATLCA TONbKO NPUBUIErU-
-

KOTO
cnew,
no.

.‘

POBaAHHbIM NOJib30BaTe/IEM.

6.2.1 O6HosMEHUE cUCMeMHO20 NPo2pPaMmmHo20 obecnevyeHusn
3arpyska YyCTPOWCTBa oOcyllecTBAAeTcs M3 ¢aiiia CUCTEMHOro nporpammHoro obecneveHua (MO),

pbii XxpaHutca BO ¢naw-namatu. Mpu obHoBNEHUM HOBbIM ¢dann cuctemHoro MO coxpaHsaeTcAa B
ManbHO BblAeIeHHOM ob6nacTy namaATn. MNpur 3arpyske yCTPOICTBO 3anyCcKaeT akTUBHbIN ¢painai CUCTEMHOTO

Ecan HomMep YCTPOICTBA He 3a4aH, 4aHHaA KOMaHAa NPUMEHAETCA K BegyLemy yCTpou-
cTBy.

[Ons npocmoTpa TeKylen Bepcum CUCTEMHOrO MporpammHoro obecneyeHus, paboTatowero Ha

ycTpolicTee, BBeauTe KomaHgy show version:

console# show version

Active-image: flash://system/images/ mes3300-403.ros
Version: 4.0.3
Commit: 25503143
MD5 Digest: 6£3757fabbb6ae3d20418e4d20a68céc
Date: 03-Jun-2016
Time: 19:54:26
Inactive-image: flash://system/images/mes3300-404.ros
Version: 4.0.4
Commit: 16738956
MD5 Digest: d907£3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

Mpoueaypa ob6HoBneHMA MO:

CKonnpoBaTb HOBbIN ¢daiii NporpaMmHOro obecrneyeHns Ha yCTPOMCTBO B BblAeseHHyo 0b6i1acTb na-

MHTM.¢OpMaTKOMaHAH!

boot system tftp://tftp_ip_address/[directory/]filename

Mpumep BbINOAHEHUA KOMAHAbI:

console# boot system tftp://10.10.10.1/mes5324-401.ros

26-Feb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/mes5324-401.ros destination URL flash://
system/images/mes5324-401.ros
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26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHeT akTUBHOW nocne nepes3arpyskn Kommyrtartopa.

[ns npocmoTpa AaHHbIX O BEPCUAX NPOrpammHoOro obecneyeHns U UX akTUBHOCTM BBEAUTE KOMaHAY
show bootvar:

console# show bootvar

Active-image: flash://system/images/mes5324-401.ros
Version: 4.0.1
MD5 Digest: 0534f43d80df854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ mes5324-401.ros
Version: 4.0.1
MD5 Digest: b66fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTteepanTe NepesarpysKy BBOAOM ‘y’.
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NPUNOXEHUE A. MPUMEPbI MIPUMEHEHUA U KOHOUTYPALUU YCTPOMUCTBA

HacTpoiiKa npoToKosa MHOXeCTBa CBA3YyOWMX aepeBbes (MSTP)

MpoTtokon MSTP no3BoAAET CTPOUTb MHOXKECTBO CBA3YIOLWMX AepeBbeB Ana otaensHoix rpynn VLAN Ha
KOMMYTaTOpPaXx IOKa/IbHOM CETU, YTO NO3BOAAET HaNaHCMPOBATb HarpysKy. 13 NPOCTOTbl PaCCMOTPUM CAyyait
C TPEMA KOMMYTaTOpPamM, 06beAMHEHHBIMM B KO/IbLEBYHO TOMOJIOTMIO.

MycTb vlan 10, 20, 30 o6bveanHaAoTca B nepBom 3k3emnasape MSTP, vlan 40, 50, 60 o6beanHaoTCca BO
BTOpOM 3K3emnnsape. Heobxoammo, utobbl Tpadmk VLAN-os 10, 20, 30 mexpy NepBbiM M BTOPbIM
KOMMyTaTopamu nepegasasnca Hanpamyto, a Tpadmk VLAN-oB 40, 50, 60 nepenasasncs TpaH3UTOM 4yepes
KommyTaTop 3. KommyTaTop 2 HasHauyMm KOpPHEBbIM A/1A BHyTpeHHero ceasylowero aepesa (IST — Internal
Spanning Tree) B KOTOPOM nepegaeTca cay»ebHaa nHbopmauma. KommyTtaTopbl 06BEANHAIOTCA B KOAIbLO,
ncnonb3sysa noptbl tel u te2. Huxe npuseaeHa cxema, M306parkaroLLan IOrMYECKyHo TOMOMOMMIO CETH.

VLAN 10,20,30 naaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHa4YeHbl Ha akseMnnap 2

xommyTarop 1 Kommyrarop 3

3TOT NOPT nepechbinaer Tpacmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ana akzemnnapa 1

3JTOT NOPT Nepechinaer Tpatdnk
Ans skaemnnapa 1 u Gnokupyer
Tpacduk ana akzemnnapa 2

KOoMmyTaTop 2

PucyHok A.1 — HacTpoiika NpoTOKO/1a MHOXECTBa CBA3YIOWMX AepPeBbEB

Korga ogyH M3 KOMMYTaTOPOB BbIXOAMT U3 CTPOs, MBO 0BpbIBAETCA KaHal, MHOMKECTBO AepeBbeB
MSTP nepecTpanBaeTcs, YTO NO3BOAAET MUHUMM3MPOBATbL NOCNEACTBUA aBapun. HuxKe npuBeaeH npouecc
KOHdUrypaumm KommyTtatopos. 18 6osee BbICTPO HACTPOMKM cO34aeTcs 06NN KOHOUTYPALMOHHDIN LIab-
JIOH, KOTOPpbIV 3arpyxaeTtcs Ha TFTP-cepBep M UCNOAb3yeTCA BNOCAEACTBUM A1 HACTPOMKM BCEX KOMMYTATO-
poB.

1. CosgaHue wabnoHa v KOHPUrypaLma NepBoro KOMmyTaTopa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if) # ip address 192.168.16.1 /24

console (config-if)# exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2
console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
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console (config-if) # exit

console (config) # spanning-tree mst configuration

console (config-mst)# name sandbox

console (config-mst)# instance 1 vlan 10,20,30

console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit

console# copy running-config tftp://10.10.10.1/mstp.conf

HacTpoiiKa selective-qinqg

Jobasnerue SVLAN

MpuBeAEHHbIN 34ecb NPUMEP KOHOUIypauum KOMMyTaTopa AEMOHCTPUPYET Kak A06aBnATb MeTKy

SVLAN 20 Ko Bcemy BxoaalemMy TpaduKy 3a nckntodeHnem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTax nepenayn AaHHbIX 4OBOIbHO YaCTO BO3HUKAIOT 334a4u, cBsizaHHble ¢ nogmeHol VLAN (Hanpu-
Mep, 419 KOMMYTaTOPOB YPOBHA A0CTYNa CYLLECcTBYeT TUNOBAA KOHPUTypaLLMaA, HO NONb30BaTE/NIbCKUIN TPadUK,
VOIP n TpaduK gns ynpasneHua Tpebyetca nepeaaBaTh B pa3Hbix VLAN Ha pas/inuHbIX HanpasieHusx). B atom
cnyyae 6bin10 6b1 yA0H6HO BoCMNob30BaTheA GyHKUMel noameHbl CVLAN ansa 3ameHbl TUNM3MpPOBaHHbIX VLAN
Ha VLAN ana tpebyemoro HanpasneHua. Huxe npueeseHa KOHPUrypauusa KOmmyTaTopa, B KOTOPOM OCY-
wecrenserca nogmeHa VLAN 100, 101 n 102 Ha 200, 201 1 202. O6paTHaa noaMeHa 40/1KHA OCYLLeCTBAATLCA

Ha 3TOM e uHTepdelice:

console# show running-config

vlan database
vlan 200-202
exit
|
interface tengigabitethernet 1/0/1
switchport mode trunk
switchport trunk allowed vlan add 200-202
selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
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selective-ging list egress override vlan 102 ingress vlan 202

selective-ging list ingress override vlan 200 ingress vlan 100

selective-ging list ingress override vlan 201 ingress vlan 101

selective-ging list ingress override vlan 202 ingress vlan 102
exit'!end

Hactpoitka multicast-TV VLAN

®yHKuMA «Multicast-TV VLAN» paeT BO3MOXKHOCTb MCMOb30BaTb A4/1A Nepesayn MHOroagapecHoro Tpa-
¢dwnka ogHy VLAN B ceTv onepaTtopa M AOCTaBAATb 3TOT TPAapUK NONb30BaTeNAM AaXKe B TOM C/ly4ae, eC/M OHU
He ansatoTca yneHamu aton VLAN. C nomolbto dyHKUumM «Multicast-TV VLAN» moxKeT 6biTb COKpalleHa
Harpyska Ha CeTb onepaTopa 3a CYeT OTCYTCTBMA AyONMPOBaHUA MHOFOAAPECHbIX AaHHbIX, HAaNpPUMep, Npu
npegocrtasaeHum ycnyrm IPTV.

Cxema npumeHeHuA GyHKLMM NpesnonaraeT, 4To NopTbl N0Ab30BaTeIEN PabOTalOT B pEKMME «access»
nnun «customer» U NpuHagnexKaT K nbol VLAN 3a uckntoyeHnem multicast-tv VLAN. MNonb3oBaTtenu nmerot
BO3MOXHOCTb TOJ/IbKO MOJIly4aTb MHOroaApecHbll Tpaduk M3 multicast-tv VLAN n He moryT nepefasatb AaH-
Hble B 31Ol VLAN. Kpome TOro, B KOMMyTaTope A0/IKeH ObiTb HAaCTPOEH NOPT-UCTOYHMK multicast-TpaduKa,
KOTOPbIN A0/IXKEH bbITb y4acTHMKOM multicast-tv VLAN.

Mpumep HacTpoiikn AnA nopTa B pexxume paboTbl access

1. BkAOUUTb UNLTPALMIO MHOTOAAPECHbIX AaHHbIX:

console (config) # bridge multicast filtering

2. Hactpoutb VLAN nonbsosateneit (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpasneHusa (VID
1200):

console (config)# wvlan database
console (config-vlan)# wvlan 100-124,1000,1200
console (config-vlan) # exit

3. HacTtpoutb nopTbl NoAb30BaTeNEN:

console (config) # interface range tel/0/10-24

console (config-if)# switchport mode access

console (config-if)# switchport access vlan 100

console (config-if)# switchport access multicast-tv vlan 1000
console (config-if) # bridge multicast unregistered filtering
console (config-if)# exit

4. Hactpoutb uplink-nopT, paspewmrs nepesayy MHoroaapecHoro TpaduKa, Tpaduka nosb3osaTesnei 1
yrnpasneHue:

console (config)# interface tel/0/1

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100-124,1000,1200
console (config-if) # exit

5. Hactpoutb IGMP snooping rnobanbHo 1 Ha nHTepdelicax, 406aBUTb NPUBSA3KY rpynn:

console (config) # ip igmp snooping
console (config)# ip igmp snooping vlan 1000
console (config) # ip igmp snooping vlan 1000 querier

364 Ethernet-kommymamopesi cepuli MES23xx, MES33xx, MIES35xx, MES53xx



DHELTEX

console (config

( )# ip igmp snooping vlan 100
console (config)

( )

( )

#

# ip igmp snooping vlan 101
console (config) #
console (config) #

ip igmp snooping vlan 102
ip igmp snooping vlan 103

console (config) # ip igmp snooping vlan 124
HactpouTb MHTepdeic ynpaBaeHus:

console (config) # interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit

Mpumep HacTPOIKM ANA NOpTa B peXKume customer

[aHHbIVA TMN NOAKNOYEHWNA MOKET BbITb MCMONb30BaH A8 TOrO, YTOHLI MOMeYaTb NOb30BaTebCKME

IGMP-report’bl onpegeneHHbix VLAN (CVLAN) oTaenbHbIMM BHELWHMMW meTKamu (SVLAN).

1.

BkntoumnTtb d)manpau,mo MHOroagapecHbIX AaHHbIX:

console (config)# bridge multicast filtering

Hactpoutb VLAN nons3osatenei (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpasneHus
(VID 1200):

console (config)# wvlan database
console (config-vlan)# wvlan 100,1000-1001,1200
console (config-vlan) # exit

HacTpouTb NopT Nosb3oBaTens:

console (config) # interface tel/0/1

console (config-if)# switchport mode customer

console (config-if)# switchport customer vlan 100

console (config-if)# switchport customer multicast-tv vlan add 1000,1001
( ) #

console (config-if exit

HactpouTb uplink-nopT, paspewns nepeaadyy MHOroaapecHoro Tpaduka, Tpadpuka noab3oBatenei u
yrnpaBneHue:

console (config)# interface tel/0/10

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100,1000-1001,1200
console (config-if) # exit

Hactpoutb IGMP snooping rnobanbHo 1 Ha MHTepdeicax, ,06aBUTb NpaBMaa MapPKUPOBKKU NO/Ib30Ba-
TenbcKux IGMP-report’os:

console (confiqg)
console (config)
console (config)
console (config)

# ip igmp snooping

# ip igmp snooping vlan 100

# ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
# ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001
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6. HactpouTb MHTepdeic ynpaBaeHus:

console (config) # interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit
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NPUNOXEHUE B. KOHCONbHbIN KABE/b

D@ G| W ©

6) (1) () (9

RI-45 DB-9

PucyHok B.1 — MogKntoueHne KoHCoIbHOTo Kabens
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NMPUNOXEHUE B. NOAAEPKUBAEMbIE SHAYEHUA ETHERTYPE

Tabnunua B.1 — MNogaeprkmBaemble 3HayeHun EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
0x22EF 0x8869 0x88b9 0x88d5 0x88ea 0Ox88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb Ox88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a Ox882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXEHUE T. OMNCAHUE NPOLLECCOB KOMMYTATOPA

Tabnnua .1 — OnucaHune npoLeccoB KOMMyTaTopa

WUmsa npo-
OnucaHue npouecca

uecca

3SMA Aging ana IP-multicast

3SWF Mepepayva nakeToB MeXAy YPOBHEM 2 1 CETEBbLIM YPOBHEM

3SWQ MporpammHasn ob6paboTtka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue un obpaboTtka metosos AAA

AATT CumynaTtop AAA ana nposepku metoaos AAA

ARPG Peannsauuna npotokona ARP

B_RS YnpaBneHne nepesarpy3kon yCTPONCTB B CTEKE

BFD Peanusauna npotokona BFD

BOXM JononHuTenbHble AeNCTBUA B CTeKe (NosydeHne cBeAeHUn O CTeKe, MHAMKauusa, obmeH
coobuieHnamu, cmeHa Unit ID)

BOXS O6paboTKa KOMaHA, cocToaHMA cTeka: gobasneHne Master/Slave, nsyueHue Tonosiorum,
obHoBneHne Bepcuu MO Begomoro ycTpoiicTea (slave)
Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard,

BRGS .
PPPoE Intermediate Agent
Bridge Management: EAPS, STP, onepauuu c FDB (nob6asneHue, yaaneHue 3anuceit), sep-

BRMN KanupoBaHue, KoHdurypauma noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP
multicast, OAM

BSNC ABTOMAT CUHXPOHMU3ALLUN BEAYLLETO U BEAOMOIO YCTPOMUCTB B CTEKE

BTPC Knnent BOOTP

CDB_ KonupoBaHne KOHPUIypaumMoHHbIX paiinos

CEAU OumncTka ovepegm cobbiTnii Address Update

CFM Peanusauus Ethernet CFM

CNLD 3arpysKa/Bbirpyska KoHourypauum

COPY YnpaBneHue konmpoBaHnem ¢paiiios

CPUM MoHuTopuHr 3arpyskm CPU

CPUT Ytnnunsauma CPU

D_LM Link Manager — oTcnermMBaHWe COCTOAHUSA CTEK-/IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c daitnoBoin cuctemoim

DFST PacnpegeneHHan daitnosasa cuctema (DFS). Mcnonb3ayeTca B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHue MHGOPMALUK C yaaneHHbIX OHUTOB (Bepcua MO, uptime,
yCTaHOBKa aKTuBHOro obpasa M0)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKa cobbITUIA OT yaaneHHbIX OHUTOB 06 U3MEHEHUM COCTOAHUA BEH-

DSPT TUNATOPOB, UCTOYHUKOB NUTaHMA, TepMmoaaTumKkos, SFP-TpaHcuBepos. MNosyyeHne coob-
LLLeHWN OT yaaneHHbIX oHUTOB 06 nx Bepcumn MO, cepuitHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application
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ECHO Mpotokon ECHO

EPOE PoE (B3aMmogelicTBMe c Nonb3oBaTeem)

ESTC JNlornpoBaHue cobbiTMit O npeBbiweHMn noporoB Tpadmka Ha CPU (cpu input-rate
detailed)

EVAP TRX Training — aBTOMaTM4yeckasa HacTpolika napameTpos SERDES

EVAU O6paboTKa cobbiTMin Address Update, HUKHUIN ypOBEHb, Nepeaaya Bbille

EVFB Onpoc coctoAaHmAa SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHMUA NOPTA, HUXKHUI YPOBEHb, Nepeaaya Bbilwe

EVRT RX Training

EVRX O6paboTKa cobbiTnit Npuéma naketa M3 Kommytatopa B CPU, HUKHUIN ypoBeEHb, Nepe-
Jaya nakeTa Ha ypoOBeHb 2

EVTX O6paboTKa cobbITMIA OKOHYaHMA OTNPaBKKM NakeTa M3 CPU B KOMMYTaATOP, HUMKHUI ypo-
BEHb

exRX O6paboTKa BbIXx0Aa NAKETOB C HUMKHETO YPOBHSA 2

FFTT YnpaBneHue Tabanuein mapLupyTmsaumm 1 MmapLipyTmnsauma nakeTos

FHSF IPv6 First Hop Security (O6paboTka Taimepos)

FHSS Mpunoxenusa IPv6 First Hop Security

FLNK Flex Link

GOAH Peannsauns web-cepsepa GoAhead

GRN_ Peanunsaumsa Green Ethernet

HCLT MNonyyeHne 1 06paboTKa KOMaHA HAaCTPOMKN YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3aumoaeincTemne c KOHTPONNEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTaTtop

HOST OcHOBHOW host-noToK, X0N10CTOM X04,

HSCS Stack Config — HacTpoitka GyHKLMIA KOMMyTaTOpPa Ha YAANEHHOM OHUTE

HSES Stack Events — o6paboTKa cobbiTuii link changed, address update ¢ yaaneHHbIX OHUTOB
Ha macTepe

HSEU O6paboTKa cobbITMiN CTEKa

ICMP Peanunsauna npotokona ICMP

I0TG YnpasneHune TepMmmHanamu BBoAa-BbiBoAA

I0TM YnpasneHne TepMmmHanamu BBoAa-BblBOAA

IOUR YnpasneHne TepMmmHanamu BBoAa-BblBoAA

IP6C Cyétumkn IPv4 n IPv6

IP6L Mpném u otnpaskKa IPv6-naketos

IP6M MapuwpyTtnsaumsa IPv4 n IPv6

IP6R Mpném u otnpaskKa IPv6-naketos

IPAT YnpasneHue 6a30li gaHHbIX IP-aapecos

IPG_ O6paboTKa nepexBayeHHbIX GparmeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHasa 3aaadva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpytnsaumeit u IGMP Proxy

IT60

IT61
3agaun ana paboTbl C NpepbiBaHUAMMU

IT64

IT99

V11 3afaya gns paboTbl C BUPTYaIbHbIMU NPEPbIBAHUAMMU

L2HU Mepepayva NakeToB Ha ypOBEHb 3

L2PS O6paboTKa cobbITUIN CMEHbI COCTOAHUA/HACTPOEK MHTepdENcoB 1 nepeaayda coobLieHNnn
3aperncTpUpPoBaHHbIM CayK6am

L2UT Ytunumsauus noptos (show interfaces utilization)

LACP MeHepgxep LAG n LACP
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LBDR Peanunsaums ¢pyHKumnm Loopback Detection

LBDT OtnpasKa naketoB Loopback Detection

LTMR O6uwan 3agaya gns BCeX TalMepos

MACT O6paboTKa cobbiTMa 06 OKoHUYaHUK aencteua B FDB (aging MAC-agpecoB)

MEMV MOHWUTOPUHT YyTUAU3ALNMU ONEPaATUBHOM NaMATH

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABTOTECTbI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBrpoBaHue KoHOUIypaLMoHHOro ¢aiiia B SHEeproHe3aBUCMMON NamMATH

MSCm MeHeaKep ana paboTbl C TEPMUHANBbHBIMU CECCUAMM

MSRP Mepenaya cobbITUiM B CTEKE NO/Ib30BATENBCKMM 334a4aM

MSSS MpocaywmsaHue IP-cokeTos

MUXT OTcnexmBaHue U3MEHEHMUI CTPYKTYPbI CTEKA

NACT BupTyanbHoe TecTupoBaHue Kabens (VCT)

NBBT N-Base

NINP PaboTta c kKombo-nopTamm

NSCT HacTpoiKa orpaHM4eHns CKOpoCcTK nepexeaTta naketos Ha CPU, BeaeHne CTaTUCTUKM MO
nepexBayeHHbIM NakeTam

NSFP OTcnexunBaHue cobbITuiM, cBA3aHHbIX ¢ SFP, Ha ceTeBOmM ypoBHe

NSTM Storm Control

NTPL Mepuroamnyeckas reHepaumsa curHana ana onpoca tabamuy, MAC, VLAN, nopToB, My/IbTUKa-
CTa, MapLpyTU3aLMn, NPUOPUTU3ALLUM

NTST [JobasneHune n yaaneHue toHUTOB B CTeKe, cbpoc Ha fedonT coCcToAHMA IOHMTA, Ha ceTe-
BOM ypOBHe

NVCT BcnomoraTtenbHasa 3agava gna VCT. 3anyck Tecta U OTC/IeXKUBaHME U3MEHEHUA COCTOAHUA
nopTa.

OBSR 3afaya 414 OTCNEKMBAHUA U yBEAOMNEHUA 06 U3MeHeHUAX cneumduyeckmx napameTpos
nHTepdelicos, Heobxoanmbix gnsa LLDP, CDP u gpyrux npoTOKOM0B.

PLCR O6paboTKa cobbITUIN CMEHbI COCTOSIHUA NMOPTOB YCTPOMCTB CTEKA

PLCT Ob6paboTka cobbITUIN CMEHbI COCTOAHMA NOPTOB

PNGA Peannsaumsa ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHt Remote CLI

Egt: Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTenbckuii Tack ana Bcex 3aaad

RPTS Routing protocol

SCLC OTcnexunsaHume coctoaHma OOB-nopTa

SCPT ABTOOBHOBNEHWNE M aBTOKOHOUIYpaLmA

SCRX MonyyeHune Tpaduka c OOB-nopTa

SEAU MonyyeHue cobbiTnit Address Update, HUXKHUI ypOoBEHb

SELC MonyyeHune cobbITUIN O CMEHe COCTOAHUA NOPTa, HUKHWNI YPOBEHb

SERT OTcnexnBaHue cobbITUiA Ha NOPTY ANA Havana npoueaypsbl RX Training

SERX MonyyeHune cobbiTnl NpUéma NakeTa U3 Kommytatopa B CPU, HUKHNI ypoBeHb

SETX MonyyeHne cobbITUN OKOHYAHUA OTNPaBKM Naketa n3 CPU B KOMMYTATOpP, HUMKHWI ypo-
BEHb
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SEMG sFlow Manager — o6paboTKka cobbiTuit usmeHeHua IP-agpeca, CLI/SNMP 3anpocos, Tai-
MepoB

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD ba3a gaHHbIXx SNA

SNAE O6paboTKa cobbiTMin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIXx SNA B MN3Y

SNMP Peanunszauna npotokona SNMP

SNPR SNMP Proxy

SNTP Peanusauna npotokona SNTP

SOCK YnpasneHue paboToii cokeTos

SQIN HacTtpoika Selective QinQ

SSIM Slave To Master — nepepaya cooblieHnin ¢ BeAOMOro ycTpoiicTtea (slave) Ha Beayllee
(master)

SSHP CepBep SSH — HacTpolika, 06paboTka KomaHa, Tanmep

SSHU Cepsep SSH — npoToKon

SSLP Peanusauma SSL

SSTC NlornposaHue cobbiTii 0 npesbilleHMn noporos Tpaduka Ha CPU (cpu input-rate
detailed)

STMB ObpaboTka SNMP-3anpocoB o cTaTyce cTeKa

STSA CLI-ceccusa yepes COM-nopT

STSB CLI-ceccuma yepes VLAN

STSC CLI-ceccna vyepes VLAN

STSD CLI-ceccna vyepes VLAN

STSE CLI-ceccna vyepes VLAN

STSF CLI-ceccna vyepes VLAN

STUT MOHUTOPWHT yTUAM3aLMn dnew-namaTm

SW2M O6paboTka cobbitnit Address Update ot FDB, 6/10KkMpoBKa NopTa Npyv BOSHUKHOBEHUM
OWMBOK Ha NopTy

SYLG BbiBOA cO0b6LEHNI B Syslog

TBI_ Tabanua BpemeHHbIX npomekyTkos aas ACL

TCPP Peanusauna npotokona TCP

TFTP Peanusauna npotokona TFTP

TMNG YnpasneHue npuoputeTamm 3agay

TNSL KnueHt TELNET

TNSR Cepsep TELNET

TRCE Peanusauusa traceroute

TRIG 3anyck gelicteua B FDB (aging MAC-aapecos)

TRMT YnpasneHue loHUTaMM B CTEKE C NOAAEPHKKOM TpaH3aKuui

TRNS File Transfer — KonupoBaHue dalinos mexay oHUTamu cteka (MO)

UDPR UDP Relay

UNQt O6paboTKa Nnathopmo3aBUCUMbIX COBbITUI

URGN O6paboTKa KPUTUUYECKUX COBBLITUI (Hanpumep, NnepesarpysKku)

UTST lMoacucrema HOHUT-TECTOB

VPCB VPC (pabota c MAC-Tabnuueit)

VPCM VPC (ocHOBHOI npouecc)

VRRP Peannsauuna npotokona VRRP

WBAM Web-based Autentification

WBSO B3anmopaencraue c web-KaneHTamm, HUNKHUN YPOBEHb

WBSR YnpaBneHue n Tanmepbl web-cepeepa
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WNTT

Mopaepkka NAT gna WBA

XMOD

Peanunsaums npotokosia X-modem
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TEXHUYECKAA NOAAEPKKA

Ona  nonyyeHMa  TeXHUYECKOM  KOHCyAbTauMM MO  BOMPOCAM  3KcnayaTauuum  obopynaoBaHuA
000 «Mpeanpusatne «3INNTEKC» Bbl MoxKeTe 06paTnTbes B CepBUCHbIN LEeHTP KOMNaHUK:
dopma obpaTHOI cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha odumumanbHOM caiite KOMMaHMM Bbl MOMKETE HAWTU TEXHUUECKYIO AOKYMEHTaUMI0 M NporpammHoe
obecneveHune ansa npoaykumnm 000 «[Mpegnpuatne «3J/ITEKC», 06paTtnTbCa K 6ase 3HaHMN, OCTaBUTb MHTEPAK-
TMBHYIO 3aIBKY WUJIM NPOKOHCY/IbTUPOBATLCA Y UHKeHepoB CepBUCHOTO LLEHTPa Ha TeEXHMYECKoM dopyme:

OdunumanbHbIi cant komnaHuu: https://eltex-co.ru/

TexHuueckuit popym: https://eltex-co.ru/forum

ba3a 3HaHwui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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