SHELTEX
—

'
Y™ oineKCHbIe pelleH v A1 NOCTPORHIA CeTeli

Kommyratopbi Ethernet

MES23xx, MES33xx, MES35xx, MES53xx

PykoBoacTBO No aKkcnayarauyuu, sepcua MO 4.0.16.2

|} s www.eltex-co.ru


https://eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/

HELTEX

Bepcua fOKymeHTa

JAara BbinycKa

CopeprkaHue UsmeHeHMmi

Bepcua 1.26

30.07.2021

[Oo6asneH KommyTtatop MES2324P ACW

U3meHeHuA B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUE XapaKTePUCTUKMU

2.4.1 BHewWwHW BUA U ONUCaHUe nepeaHeii NnaHenn ycTpoiicTea
2.4.2 3aaHAA 1 BepXHAA NaHeNu YCTPOiiCcTBa

2.4.4 CeeTtoBaA UHAMKALMA

4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHgbl ynpaBieHUsa cuctemoim

5.8 HacTpoiika cucTeMHOro BpemeHu

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel- u Loop-
back- untepdeiicos

5.17.5 CemeiicTBO npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.22 }XypHan aBapuit, npotokon SYSLOG

5.31 KoHourypaumsa DHCP-cepBepa

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.6 Hacrpoiika Route-Map

Bepcuna 1.25

30.04.2021

[No6aBneHbl pasgensi:
5.25.3 inarHocTuKa MHAUKauMmn nHtepdeincos

U3meHeHus B paspgenax:

2.3 OCHOBHble TEXHUYECKUNE XapaKTEePUCTUKHU

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.4 HacTpoiika uHtepdeiica IP

5.11 Selective Q-in-Q

5.12 Storm Control gna pasnuuHoro Tpaduka (broadcast,
multicast, unknown unicast)

5.13.3 Hacrpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.18 Voice VLAN

5.21.1 MexaHusm AAA

5.28.6 KoHTponb npoTokona ARP (ARP Inspection)

5.28.2 NpoBepKa NOAJMHHOCTM K/IMEHTA HA OCHOBe nopTa (cTaH-
Aapt 802.1x)

5.28.3 Hactpoiika ¢pyHKkumun MAC Address Notification

5.33 KoHdurypaumsa 3awuTbl ot DoS-atak

5.34.1 Hactpoiika QoS

Bepcua 1.24

02.03.2021

CuHxpoHusauuma c sepcueit N0 4.0.15.3

Bepcma 1.23

10.02.2021

U3meHeHus B paspgenax:

2.2.3 dyHKUMM BTOPOro ypoBHA ceTeBoii moaenu OSI

2.4.4 CBeTtoBaA UHAMKALMA

4.5.1 ba3oBasa HacTpoiiKa KOMMyTaTopa

4.5.2 Hactpoiika napameTpoB cuctembl 6e3onacHocTn

5.5 KomaHgbl ynpasaeHUsa cuctemoim

5.12 Storm Control ans pasaunuHoro Tpaduka (broadcast, mul-
ticast, unknown unicast)
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Bepcua 1.22 24.12.2020 [ob6aBneHbl pasgenni:
5.35.12 NMpoTtokon GRE

U3meHeHuUA B paspenax:

5.7.4 KomaHAabl gna aBTOMaTUYECKOro o6HoBneHUA U KoHdurypa-
unmn

5.10.2 Hactpoiika VLAN u pexumoB KommyTauum uHtepdeincos
5.10.3 HacTpoiika Private VLAN

5.13.3 HacTpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.17.1 Hactpoiika npotokona DNS — cucrembl AOMEHHbIX UMEH
5.21.3 NpoTtokon TACACS+

5.28.4 KoHtponb npotokona DHCP u onuyua 82

5.33 KoHurypauma 3awutbl ot DoS-atak

5.34.1 HacTpoiika QoS

Mpunoxkenue . OnucaHMe NpoueccoB KOMMyTaTopa

Bepcua 1.21 27.10.2020 U3meHeHuUn B pasgenax:

2.5 KomnneKT nocraBku

5.7.2 KomaHabl ana pabotbl ¢ paitnamm
5.33 KoHdwurypaumsa 3awurbl ot DoS-atak

Bepcua 1.20 16.10.2020 UsmeHeHuA B paspenax:

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

5.17.4 MexaHu3am o6HapyxeHusa netenb (loopback-detection)
5.20.4 ®dyHKumua IGMP Proxy

Bepcua 1.19 14.09.2020 U3meHeHuUn B pasgenax:

5.1 ba3oBble KOMaHAbI

5.10.1 Napamertpbl Ethernet-untepdgeiicos, Port-Channel- n
Loopback- nHrepoeiicos

5.17.11 Hactpoiika ¢yHKuuMmM Layer 2 Protocol Tunneling (L2PT)
5.21.4 NpoToKon ynpasneHusa cetbto (SNMP)

5.28.1 dyHKUUM 06ecneyeHUn 3aWmTbl NOPTOB

5.28.5 3awuTa IP-agpeca KnueHrta (IP source Guard)

Bepcma 1.18 02.09.2020 Do6aBneHbl pasgenbi:

5.26 IP Service Level Agreements (IP SLA)

5.28.2.3 HacTpoiika akTMBHOro ceaHca KnueHTa (CoA)
5.35.5 Hacrpoiika npoTtokona IS-IS

5.35.8 HacTpoiika cBs3Ku Kntoueit

U3meHeHus B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTUKu

2.4.4 CBeToBaA UHAMKALMUA

2.5 KomnneKT nocraBku

5.7.2 KomaHabl ana pabotbl ¢ paitnammu

5.10 KoHdurypauma uitepdeiicos u VLAN

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback- uHrepdoeiicos

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.20.4 ®dyHKuua IGMP Proxy

5.21.1 MexaHusm AAA

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.1 dyHKLUUM 06ecneyeHUA 3aWwmTbl NOPTOB

5.28.4 KoHtponb npotokona DHCP v onuua 82

5.32 KoHdwurypauma ACL (cnucku KOHTpOAA AocCTyna)

5.34 KauectBo ob6cnyxusaHua — QoS

5.35.2 HacTpoiika npotoKona RIP

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx 3
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5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

Bepcma 1.17

23.01.2020

[Do6asneH KommyTtaTtop MES3510P, y6paH MES2326

U3meHeHus B paspenax:

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel- u Loop-
back- untepdeiicos

5.10.2 Hactpoiika VLAN u peKMumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.3 MLD snooping — NPOTOKO/ KOHTPO/Si MHOFOa4pecHoro
Tpaduka B IPv6

5.28.4 KoHtponb npotokona DHCP u onuua 82

Bepcua 1.16

22.10.2019

Job6asneHbl pasgenbi:

3.3 YcraHoBKa ycrpoiicte MES3508, MES3508P, MES3510P Ha
DIN-peiiky

4.5.1.2 PaclumMpeHHas HaCTpoOiiKa ypoBHA AocTyna

5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.21.7.3 YpaneHHblid 3anyck KomaHg, nocpeacrsom SSH

5.28.7 dyHKumoHan First Hop Security

5.35.11 Hactpoiika npotokona Bidirectional Forwarding Detec-
tion (BFD)

U3meHeHus B paspgenax:

5.7.2 KomaHgapb! gnsa paboTbl ¢ paiinammu

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback- uHrepoeiicos

5.10.2 Hactpoiika VLAN u pe;KumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBO NnpoTtoKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.2.2 PaclumpeHHasa nposBepkKa NOA/IMHHOCTH

5.29.2 ®yHkuuu DHCP Relay ans IPv6 u Lightweight DHCPv6
Relay Agent (LDRA)

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npoToKona IS-IS

Bepcma 1.15

16.09.2019

[o6asneHbl pasaensbi:

5.29.1 ®yHKuumn DHCP Relay gna IPv4

5.29.2 ®dyHkuum DHCP Relay ans IPv6 u Lightweight DHCPv6 Re-
lay Agent (LDRA)

U3meHeHunA B pasgenax:

2.3 OCHOBHbIe TeXHUYECKNE XapaKTePUCTUKHU

2.5 KomnneKkT nocTaBKku

4.5.1 ba3oBasa HacTpoiiKa KOMMyTaTopa

5.10 KoHdwurypauma nnutepdeiicos n VLAN

5.22 XypHan aBapuii, npotoKon SYSLOG

5.28.2.3 Hactpoiika akTUBHOro ceaHca KameHTa (CoA)
5.32 KoHowurypauma ACL (cnucku KOHTpOAA AocCTyna)

Bepcua 1.14

27.05.2019

[ob6aBneHbl pasgenoi:

5.17.10 Hactpoiika ¢pyHKuum Flex-link

5.19.5 RADIUS-asTopusauma sanpocos IGMP
5.20.2 ®dyHKuma PIM Snooping

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx




A ELTEX

5.20.3 Npotokon MSDP
5.35.5 HacTpoiika npotoKona IS-IS
5.35.7 HacTpoiika Prefix-List

U3meHeHun B paspenax:

2.2.4 dyHKUMM TpEeTbero ypoBHA ceTeBoit mogenu OSI

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

5.10 KoHdwurypauma untepdeiicos n VLAN

5.14 Hacrtpoiika IPv4-agpecauumn

5.19.4 dyHKuUM orpaHuyeHua multicast-tpadpuka

5.20.1 NpoTokon PIM

5.20.4 dyHKuma IGMP Proxy

5.21.4 NpoToKon ynpasneHua cetbto (SNMP)

5.28.4 KoHTponb npotokona DHCP u onuua 82

5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.35 KoHdurypauma npoToKONI0B MapLupyTU3aumum

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcua 1.13 05.02.2019 U3meHeHuA B paspenax:

2.2.4 dyHKUMM TPETbEro YPOBHA ceTeBoi mogenu OSI
4.4 Pexxum paboTbl KOMMyTaTOpa

5.17.3 Hactpoiika npotokona GVRP

5.21.7.1 Telnet, SSH, HTTP n FTP

5.25.2 inarHocTMKa onTU4eCcKOro TpaHcmeepa
5.27.2.2 PaclumMpeHHas HacTPOMUKa NOAJMHHOCTHU
5.27.3 KoHTtpoab npotokona DHCP v onuuu 82
5.28 ®dyHKkuun DHCP-Relay nocpegHuka

5.5 KomaHabl ynpaBaeHUsa cuctemon
YBenuueHo Koaundecrso Port-Channel go 48

Do6asneHbl pasgensl:

5.17.9 Hactpoiika npotokona CFM (Connectivity Fault Manage-
ment)

5.34.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcuna 1.12 01.11.2018 UsmeHeHuA B paspenax:

2.3 OCHOBHbIe TeXHMYECKNe XxapaKTepucTukun

5.17.4 MexaHusm o6Hapy:KeHus netenb (loopback-detection)
5.5 KomaHgbl ynpasieHUa cuctemon

5.19.2 Npasuna rpynnosoi agpecauunun (multicast addressing)

Bepcma 1.11 28.09.2018 [Oo6asneH pasgen:
5.17.5.3 Hactpoiika npoTtokona PVST+

U3meHeHuA B paspgenax:

2.4.1 BHewWwHW BUA M onucaHue nepegHeit naHenun ycTpoicTea.
4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHgbl ynpaBieHUsa cuctemon

5.17.3 Hactpoiika npotokona GVRP

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.2 Npasuna rpynnoBoii agpecaumnun (multicast addressing)
5.25.2 inarHocTnKa onTM4eCcKOro TpaHcmeepa

5.25.1 ilnarHocTuKa megHoro Kabensa

5.21.2 Npotokon RADIUS

5.26 dneKTponuTtaHue no amHuam Ethernet (PoE)

5.27.1 ®dyHKuMA o6ecneyeHuUA 3aWwmTbl NOPTOB

5.30 KoHdurypauma DHCP-cepsepa

5.4 HacTpoiiKa MaKpOKOMaHp,

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx 5
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Bepcma 1.10

28.06.2018

N3meHeHuA B paspenax
5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)

Bepcma 1.9

28.05.2018

[o6aBneHbl pasgensl:

5.3 NepeHanpaeneHue BbiBoAa KOMaHg, CLI B Npon3BobHbIiA
daiin Ha N3Y

5.34.5 Hactpoiika Equal-cost multi-path (ECMP)

U3meHeHus B paspenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.7.4 KomaHgapb! gna aBTomaTuueckoro o6HoBneHus u KoHdurypa-
umm

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel u Loop-
back-untepdeiicos

5.13 F'pynnb! arperauum KaHanos Large Aggregation Group

5.14 Hactpoiika IPv4 agpecauumn

5.17.1 Hactpoiika npotoKona DNS — cuctembl SOMEHHbIX UMEH
5.17.9 Hactpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
5.19.5 dyHKUUA MHOroaapecHoi mapwpyTtusauum IGMP Proxy
5.20 MHoroagpecHasa maplipyTusaumua — npotokon PIM

5.30 KoHourypauua DHCP-cepsepa

5.34.3 Hactpoiika npotokona OSPF, OSPFv3

NPUNOXKEHUE A. NTPUMEPbI MTPUMEHEHUA U KOHOUTYPALIUU
YCTPOWMCTBA

NPUNOXEHUE I'. ONUCAHME NMPOLLECCOB KOMMYTATOPA

Bepcma 1.8

12.12.2017

U3meHeHun B pasgenax:

2.3 OcHOBHble TeXHUYECKUE XapaKTepUCTUKH

2.4 KOHCTPYKTUBHOE UCMONIHEHUE

2.4.4 CeBeTOoBasA MHAUKALMUA

5.4 KomaHabl ynpaBneHusa cuctemom

5.9.1 Napametpbl Ethernet-unrepdeiicos, Port-Channel n Loop-
back-untepdeiicos

5.9.2 Hactpoiika VLAN u peMmoB KoMmmyTauum uHtepdeiicos
5.16.7 Hactpoiika npotoKona LLDP

5.18.1 ®yHKUMA nocpeaHUKa npoTokona IGMP (IGMP Snooping)
5.20.4 NpoToKon ynpasneHua cetbto (SNMP)

5.20.6 Cnucku goctyna ACL ans ynpasieHUA YCTPOUCTBOM
5.24.2 inarHocTMKa onTU4ECKOro TpaHcMeepa

6.2 XXypHan aBapwii, npoTtokon Syslog.

6.9 KoHpurypauua PPPoE Intermediate Agent

Bepcua 1.7

18.09.2017

Do6asneHbl pasgensi:

5.9.3 Hactpoiika Private VLAN

U3meHeHunA B pasgenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKku

5.4 KomaHAbl ynpaBaeHUsa cuctemoim

5.9.2 Hactpoiika VLAN 1 pexxmmoB KommyTauuu uHtepdeiicos
5.16.4 MexaHu3am o6HapyxeHusa netenb (Loopback-detection)
5.18 I'pynnoBasa agpecaumsa

5.20.6 Cnucku pgocrtyna ACL ana ynpaBieHUA yCTPOCTBOM
5.20.2 NpoTtokon RADIUS

5.20.4 NpoTokon ynpasaeHus cetbto (SNMP)

5.21 }XypHan aBapuit, npotokon SYSLOG

5.26.3 KoHTtponb npotokona DHCP v onuua 82

5.28 KoHdurypauma PPPoE Intermediate Agent

5.32.1 Hactpoiika QoS

Bepcua 1.6

25.05.2017

[ob6asneHbl pasgenbi:
5.16.9 Hactpoiika ¢pyHKumm Layer 2 Protocol Tunneling (L2PT)

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx
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U3meHeHus B paspgenax:

2.2.4 dyHKUMM TpeTbero ypoBHA ceTeBot mogenu OSI

5.9 KoHdurypaums nutepodeiicos n VLAN

5.12 Fpynnbl arperauum KaHanos — Link Aggregation Group (LAG)
5.16.4 MexaHusm o6HapyxeHusa netenb (Loopback-detection)
5.16.6 Hactpoiika npoTtokona G.8032v2 (ERPS)

5.20.4 NpoToKon ynpasneHusa cetbto (SNMP)

5.20.7.1 Telnet, SSH, HTTP u FTP

5.26.1 PyHKLUM 06ecneyeHnn 3aWmTbl NOPTOB

5.27 ®yHKuum DHCP Relay nocpeaHuka

5.28 KoHdwurypaumsa PPPOE Intermediate Agent

5.30.3 KoHdwurypauma ACL Ha 6a3e MAC

5.32.1 HacTtpoiika QoS

5.33.3 HacTtpoiika npotokona OSPF, OSPFv3

Bepcua 1.5 23.03.2017 [Nob6aBneHbl pasgenoi:

5.6.3 KomaHabl gna pe3epBUpPoOBaHUA KOHGUrypauum
5.26.6 Hactpoiika ¢pyHKummn MAC Address Notification
ANPUNOXEHUE T ONUCAHUE NPOLLECCOB KOMMYTATOPA
U3meHeHuUA B pasgenax:

4.3 3arpy3o4yHoe MeHI0

5.4 KomaHAbl ynpaBaeHUsa cuctemom

5.6.2 KomaHab! gna paboTbl ¢ paiinamu

5.9 KoHdurypauua nHtepdeiicos

5.18.2 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.16.2 HacTtpoiika npoTtoKona ARP

5.16.5.1 Hacrpoiika npotokona STP, RSTP

5.20.1 MexaHusm AAA

5.26.3 KoHTpoab npotokona DHCP u onuua 82

6.1 MeHto Startup

Bepcua 1.4 09.09.2016 [No6aBneHbl pa3gensi:

2.4 KOHCTPYKTMBHOE UCNOJIHEHWE — A06aBNeHO ONUCAHUE KOM-
myTtaTtopos MES2308

5.8 KoHdurypauus BpemeHHbIX UHTepBanoB time-range

5.15.8 Hactpoiika npotokona OAM

5.17.4 ®dyHKUMM orpaHuyeHna multicast-tpadumka

5.24 dneKkTponutaHue no nuHuam Ethernet (PoE)

5.27 KoHowurypauma PPPOE Intermediate Agent

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHONOrNYeCcKue XapakKTepucTuKmn

5.4 KomaHgbl ynpaBieHUa cMCTemon

5.7 HacTpoiiKa CUCTEMHOrO BpemMeHU

5.8 KoHurypauusa nHrepdeiicos

5.12 Hacrpoiika IPv4-agpecauum

5.15.5 CemeiicTBO NnpoTokonos STP (STP, RSTP, MSTP)

5.17.1 Npasuna rpynnoeoi agpecauuun (multicast addressing)
5.17.2 dyHKuMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.1 MexaHusm AAA

5.19.2 Npotokon RADIUS

5.19.5 MpoTokon ynpasaeHus cetbio (SNMP)

Bepcua 1.3 22.07.2016 [ob6aBneHbl pasgenni:

5.15.6 HacTtpoiika npotokona G.8032v2 (ERPS)
U3meHeHuA B pasgenax:

2.2.3 dyHKUMM BTOPOro ypoBHA ceTeBoii moaenu OSI
5.4 KomaHgbl ynpasieHUa CMCTemon

5.8.2 Hactpoiika untepdeiica VLAN

5.19.1 MexaHusm AAA

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx 7
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5.19.8.1 Telnet, SSH, HTTP u FTP
5.20 XypHan aBapuit, npotokon SYSLOG
5.27 KoHdwurypauma ACL (cnucku KoHTponsa pgoctyna)
Bepcma 1.2 25.05.2016 [Nob6aBneHbl pasgenni:
2.3 OCHOBHbIe TEXHONOTUYECKUE XapaKTEPUCTUKMN
2.4 KOHCTPYKTUBHOE UCNO/IHEHUE - ONUCAHUE KOMMYTaTOpPOB
MES2348B
Bepcua 1.1 12.05.2016 Do6aeneHbl pasgenol:
2.3 OCHOBHbIe TEXHO/IOTUYECKUE XapaKTEPUCTUKHU
2.4 KOHCTPYKTUBHOE UCMOJIHEHUE - ONUCaHUEe KOMMYTaToOpPoB
MES3324, MES2324
YpaneH paspen:
5.14.2 TyHHenupoBaHue npoToKoa IPv6 (ISATAP)
Bepcusa 1.0 25.03.2016 MNepBasa ny6ankaums.
Bepcua No 4.0.16.2

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx
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HELTEX

YC/TOBHbIE OBO3HAYEHMUA

0O603HaueHue OnucaHue
B KBaZpaTHbIX CKOBKaxX B KOMaHAHOM CTPOKe yKa3blBatoTCcA HeobsA3aTeIbHble
[1 napameTpbl, HO UX BBOA, NPeAoCTaBAAET ONpeaeNeHHble AONONHUTE bHbIE
onumu.
B ¢urypHbIx ckobKax B KOMaHAHOWM CTPOKE YKa3blBAOTCA BO3MOXKHble 068-
i 3aTesibHble NapameTpbl. Heobxoammo Bbi6paTbh OANH M3 NAPaMeTPOB.
«,» ﬂ,aHHbIe 3HaKM B ONNCaHNUN KOMaHAbl UCNONb3YKOTCA ANA YKa3aHUA AMana-
«-» 30HOB.
«|» [JaHHbIN 3HaK B ONMCaHMM KOMaHAbl 0603HAYaeT KUANY.,
«f» JaHHbIN 3HaK B oNMUcaHWe KOMaHAbl YKa3blBAeT HA 3HAYEHME NO YMONIYAHUIO.

Kypcusom Calibri ykasbiBaloTca nepemeHHble WAM MapameTpbl, KOTopble

Kypcue Calibri .
HeobxoAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM U/IN CTPOKOM.

MonyXMUpHbIA
MonyXMpHbIM WPUPTOM BblAENEHBI NPUMEYAHNA U NPEaYNPEKAEHUA.

KypcuBs
<MonyxcupHolii MoNy*KMPHbIM KYPCMBOM B YI/10BbIX CKOOKax YKasblBalOTCA Ha3BaHUA Kna-
Kypcue> BWLU Ha KNaBuaType.

Courier New MNonyxunpHbim LW pudtom Courier New 3anuncaHbl npUmepbl BBOAA KOMAHA,

WpudpTtom Courier New B pamke C TeHbIO YKa3aHbl pe3ybTaThbl BbINOJHEHUA
KOMaHa,

Courier New|

MpumeyaHua u npegynpexaeHus

BaHMIO U HaCTPOWKe yCTPoiiCcTBa.

MpeaynpexaeHna UHGOPMUPYIOT NONb30BATENA O CUTYaLUAX, KOTOpble MOryT HaHecTu
Bpep, yCTPOUCTBY UM YUEIOBEKY, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa uam notepe

/f‘ MpumeyaHua copgepKaTt BaXKHYIO MH(')OpMaLI,MIO, coBeTbl WIn pekomeHaaumnm no ucnosib3o-
- AdHHDbIX.
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DHELTEX

1 BBEAEHMUE

B nocnegHue roabl Habnwogaetcs TeHAEHUMA K  OCYLLECTB/IEHUIO MAcCWITabHbIX MPOEKTOB Mo
NMOCTPOEHMUIO CeTelt CBA3K B cooTBeTCTBUM € KoHuenuueir NGN. OgHoM M3 OCHOBHbIX 33434 NpU peannsaumnm
KPYMHbIX MY/AbTUCEPBUCHBIX CEeTEeN ABAAETCA CO34aHMEe HaAEeKHbIX M BbICOKOMPOU3BOAUTENbHbIX
TPAHCMNOPTHbIX CETeN, KOTOpble ABAAIOTCA OMOPHbIMW B MHOFOC/IOMHOW apXUTEKType ceTel caeaytoLero
NOKONEHMUA.

Mepesaya wHPopmMaumm Ha 6ONbLWIKMX CKOPOCTAX, OCOBEHHO B CETAX KPynHOro MacwTaba,
noapasymeBaeT BbI6Op TakoW TOMONOIMM CETM, KOTOPas Mo3BOAAET rMOKO OCYLLecTBAATb pacnpeaesneHune
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTtatopbl cepuit MES53xx, MES33xx 1 MES23xx MOryT MCMNO/Ib30BaTbCA Ha CETAX KPYMHbIX
npeAnpuATUIA U NPeaNPUATUIA Manoro u cpeaHero busHeca (SMB), B onepaTtopckmux cetax. OHM obecneymBatoT
BbICOKYO NMPOU3BOANTENIbHOCTb, TMOKOCTb, 6€30MacCHOCTb, MHOrOYPOBHEBOE KauyecTBO 0bcayxunsanHma (QoS).
KommyTtatopbl MES5324 1 MES3324 061aaatoT NOBbILWEHHOW HaAeXHOCTbIO 3a CYET pe3epBUpPOBaHMA Y3108,
onpeaenatowmnx becnepebonHOCTb GYHKLNMOHNPOBAHMA — MOAYNEN NMUTAHUA U MOAYNEN BEHTUNALUN.

JNInHelika npomblwneHHbix KommyTaTopos IJITEKC cepun MES35xx npegHasHa4veHa 414 opraHM3aumm
3aLUMLLLEHHbIX OTKA30yCTOMYMBBLIX CETEl Mepefayn AaHHbIX Ha OObEKTax, rae HeobxoAMMO BbINOAHEHUE
TpeboBaHMI MO YCTOMYMBOCTM K BO3LENCTBUAM PA3NMYHOIO BMAA TEMMEpPaTypHbIM U MEXAHUYECKUM
BO34EeNCTBMAM, BUOpaLMK U Ap.

B HacToAwem pyKoBOACTBE U3/TI0XKEHbl Ha3HAYeHMe, TEXHUYECKUE XapaKTepPUCTUKU, peKoMeH4aumu no
Ha4YasbHOM HaCTpOVIKe, CUHTAKCUC KOMaHA4 AnA KOHd)MpraLI,MM, MOHWUTOPWUHIA U obHoBNEHUA nporpammHoro
obecnevyeHus KOMMYTaTOpa.
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2 OINUCAHUE U3AENUNA

2.1 Ha3HaueHue

KommyTaTtopbl arperaumnmn cepmin MES53xx, MES3xx — 3TO BbICOKOMPOM3BOAMUTENbHbIE YCTPOMCTB],
OCHalleHHble WHTepdeircamm 10GBASE-G, 40GBASE-G w npegHasHauyeHHble ANA WUCNO/Mb30BaHMA B
OMepaTopPCKMX CETAX B KaUecTBe YCTPOWCTB arperaummn 1 B LieHTpax o6paboTkm aaHHbIx (LLOA) B KauecTse Top-
of-Rack nnun End-of-Row kommyTtaTopos.

MopTbl ycTpoicTBa noaaep:kusatoT paboTy Ha ckopoctax 40 Féut/c (QSFP+) (MES5324), 10 Iéut/c
(SFP+) nam 1 rémt/c (1000BASE-X n 1000BASE-T SFP), uto obecneuymBaeT rmbKOCTb B MCMNOAb30BaHUU U
BO3MOKHOCTb NOCTENEHHOrO nepexosa Ha 6osee BbICOKME CKOPOCTM Nepepauyn AaHHbiX. Hebnokupyemas
KOMMYTaLMOHHAA MaTpuLa NO3BOJIAET OCYLLECTBATb KOPPEKTHYIO 06paboTKy NaKeToB Npy MaKCUMabHbIX
HarpysKax, COXpaHas Npu 3TOM MUHMMAa/bHbIE U NPeacKasyemMble 3aePKKM Ha BCeX TMNax Tpaduka.

Cxema BeHTUnAUMM front-to-back obecneunBaet adpdeKkTMBHOE OXNaKAEHME NPU WUCNOJb30BAHMM
YCTPOMCTB B YCA0BUAX COBpPeMEHHbIX LLOA,.

OybnvpoBaHHbIe BEHTUAATOPbI M WUCTOYHUKM MUTAHMA MNOCTOAHHONO WAW MNEPEeMEHHOro TOKa B
coYeTaHMM C Pa3BUTOM CUCTEMOWN MOHUTOPWMHTIA annapaTHOM YacTu YCTPOMCTBA NO3BOAAIOT NONYYNTb BbICOKME
MokasaTenn HaAeXHOCTU. YCTPONCTBA MMET BO3MOXHOCTb ropadYel 3ameHbl MOAyNen MNUTaHMA W
BEHTUNALMOHHBIX Moaynel, obecneunsan becnepeboiHOCTb GYHKUMOHUPOBAHMA CETU OnepaTopa.

KommyTatopsl goctyna cepmn MES23xx — ynpasnsaemble KOMMYyTaTOpbl YPOBHA L2+, ocywecTBaaoT

NMOAK/OYEHME KOHEYHbIX MOJIb30BaTeNie U ceTer npeanpuAaTUn Masioro M cpegHero busHeca K cetam
onepaTopos CBA3M C nomoulblo nHtepdeitcos 1/10Gigabit Ethernet.

2.2 ®YHKUUM KOMMYTaATOpaA

2.2.1 basosble hyHKYuU
B Tabanue 1 npuseaeH cnncok 6a3oBbix GyHKLKUIA YCTPOMUCTB, AOCTYMNHbIX 418 aAMUHUCTPUPOBAHUA.

Tabnuua 1 — basoBble GyHKLMN YCTPOUCTBA

3awjuma om BNOKMPOBKa BO3HUKAET B C/ly4aAx Neperpysku BbIXOAHbIX MOPTOB YCTPOMCTBA Tpa-
6510KUpOoBKU OMKOM OT HECKOJIbKMX BXOAHbIX MOPTOB. ITO NMPUBOAMUT K 3a4eprKKam nepeauu
oyepedu (HOL) [OaHHbIX N NOTepe NaKkeToB.
Moddeprcka c 6
nocobHOCTb NoAAEepXMBaTb nepenayvy CBepXAAUHHbIX KafapoBs, YTO Mo3BondeT

C8epXONUHHbIX AAep PeAatly PXA AP .

nepeaBaTbh AaHHbIE MEHbLUMM YMUC/IOM NAKETOB. ITO CHUMKAET 06bEM CyKebHOM
Kadpoe (Jumbo

MHbopmaLmn, Bpemsa 06paboTKM 1 nepepbIBbl.
frames)

YnpaBneHne NoTOKOM NO3BOIAET COEAUHATb HU3KOCKOPOCTHOE YCTPOMCTBO C Bbl-
YnpaeneHue COKOCKOPOCTHbIM. [11a npeaoTspalLeHns nepenoaHeHns bydpepa HU3KOCKOPOCT-
MnomokKom HOE YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBaATb nakeT PAUSE, Tem cambim WH-
(IEEE 802.3X) dopmMUpyA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTU cAenaTb Naysy npu

nepegaye nakeTos.
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KommyTaTop noaaepxunsaet o6begMHEHNE HECKObKUX YCTPOMCTB B CTEK. B aTOM
C/lydae KOMMYTATOpPbl PAacCMATPMBAOTCA KaK efuHOe YCTPOWCTBO C 06LWumM
Paboma e cmeke HacTpoiKkamu. BO3MOKHbI ABE TOMOMOrMM MOCTPOEHUA CTEKA — KO/bLO W Le-
ycmpolicme nouka. Mpu 3ToM NapameTpbl NOPTOB BCEX YCTPOMCTB, BKIHOUEHHbIX B CTEK MOMKHO
3afaTtb C KommyTaTopa, paboTalowero B pexume «mactep». CTeKMpoBaHWe
YCTPOICTB NO3BONSAET CHU3UTb TPYLOEMKOCTb YNPaBAEHMUA CETHIO.

2.2.2 ®yHKyuu npu pabome c MAC-adpecamu
B Tabnmue 2 npuseaeHbl GYHKLUUM yCTpOMCTB npu paboTte ¢ MAC-aapecamu.

Tabnunuya 2 — OyHKUMK paboTbl ¢ MAC-agpecamu

Tabauya MAC- KommyTaTop cocTaBAAeT B NamaTK TabauLy, B KOTOPOM yCTaHABAMBAETCA COOTBET-
adpecos ctere mexkgy MAC-agpecamu 1 y3namum nopToB KOMMYTaToOpa.

B oTcyTcTBME 06yYeHMs, AaHHble, NOCTynatolWme Ha Kakoi-nnbo nopT, nepesa-
IOTCA Ha BCe OCTa/ibHble MOPTbl KOMMYyTaToOpa. B pexvume obyyeHnsa KommyTaTop
aHanusupyeT Kagpbl 1, onpegenus MAC-afpec oTnpaBuUTeNs, 3aHOCUT ero B Tab-
MUy KommyTaumu. Bnocneacteum kagp Ethernet, npegHasHauyeHHbIN A5 XOCTa,
MAC-agpec KOTOpPOro y:e ecTb B Tabimue, nepefaeTcs TONbKO Yepes yKasaHHbIN
B Tabanue nopT.

Pexcum obyyeHus

Moddepxcka
nepedayu Ha

dHHaA HKUMA NO3BONAET YCTaHaB/IMBAaTb coeaAuHEHUNA «OAUH KO MHOTMM» U
HecKonbko MAC- A byHy, Y A A

«MHOTME KO MHOrMM». Takum 06pa3om, Kaap, afpecoBaHHbIi MHOTOaApecHoM

adpecos rpynne, nepeAaeTca Ha KaXKAblil NOPT, BXOAALMI B rpynny
(MAC Multicast ' '
Support)
Aemomamuveckoe } 5
epems xpaHeHus Ecau oT ycTpoiicTtea ¢ onpegeneHHbim MAC-agpecom 3a onpeaesieHHbIn nepuog,
BpemMeHUN He NOCTyNnakoT NaKeTbl, TO 3aNUCb ANA AaHHOIO a eCa yCTapeBaeT n a-
MAC-adpecoe p y Aana Aap ycTap YA
Aut tic Agi naetca. 9To no3BonsAeT noaaepxnBatb Ta61w|u,y KOMMYTaUuun B aKTyaZlbHOM CO-
(Automatic Aging for ———
MAC Addresses)
CmamuyecKue .
CeteBomn KOMMYTATOP NO3BO/IAET NO21Ib30BATENHO onNpeaennTb CtTatTnyeCkme 3anncu
3anucu MAC N
X . cooTBeTcTBNIN MAC-agpecoB, KOTOpble COXPaHAOTCA B TabnLe KOMMyTaLUN.
(Static MAC Entries)

2.2.3 ®yHKyuu emopozo ypoeHa cemeesoli modenu OSI

B Tabnmue 3 npuseaeHbl pyHKUUM M 0COBEHHOCTM BTOPOTo YpoBHA (ypoBeHb 2 OSI).

Tabnuua 3 — OnucaHune GyHKLMIA BTOPOro ypoBHA (ypoBeHb 2 OSl)

Peanusauus npotokona IGMP no3gosseT Ha 0CHOBE MHPOPMaLMK, MOSyYEHHOM

®yHkyusa IGMP npu aHanunse cogepkmmoro IGMP-nakeToB, onpeaennTb, Kakne yCTpomcTea B

Snooping CeTW yYacTBYIOT B rpyrnnax MHOroaApecHoOW paccblkuK, U agpecoBaTb TPaduK Ha
COOTBETCTBYIOLME NOPTHI.

®yHkyusa MLD Peanusauua npotokona MLD nossonaeT yCcTpOMCTBY MUHUMMU3UPOBATL MHOFO-

Snooping appecHbiii IPV6 Tpaduk.
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®yHkyua MVR

®yHKLMA, NO3BONAIOLWAA NepPeHanPaBAATb MHOroaApecHblit TpaduK U3 oaHOM
VLAN B apyryto Ha ocHoBaHUM IGMP-co0bLLEeHMIA, YTO NO3BONAET YMEHbLINTb
Harpysky Ha uplink-nopty. MpumeHseTca B peweHunsax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast

Storm Control)

«WTopm» — 370 pasmHoxkeHue broadcast-, multicast-, unknown unicast-
MaKeToOB B Ka)KAOM y3ne, KOTopoe NPMBOAMT K NaBMHOOGPasHOMY POCTY MX
yncna u napanusyet paboty cetn. KommyTatopbl UMeOT GYHKLMIO, NO3BONAID-
LYt OFpaHUYUTb CKOPOCTb NepesayYn MHOroagpecHbIX U LUIMPOKOBELATENbHbIX
KafpoB, NPUHATLIX U NepegaHHbIX KOMMYTAaTOPOM.

3epKkanuposaHue
nopmos
(Port Mirroring)

3epkanupoBaHue NopToB no3sonseT Aybamposatb Tpaduk Habnogaembix nop-
TOB, nepecblnas BXoAawme U/MAM UCXOZALLME NAKeTbl Ha KOHTPOAUPYHOLWMIA
nopT. Y nonb3oBaTens KOMMyTaTOpa eCTb BO3MOXKHOCTb 334aTb KOHTPOMPYO-
LM M KOHTPOIMPYeMble NOPTbI U BblIBpaTb TN TpaduKa (BXxoaAaLWwmMi u/mnm mc-
XOAALWMNI), KOTOpPbIN ByaeT nepeaaH Ha KOHTPOIMPYHOLWMIK NOpPT.

Uzonayusa nopmos
(Protected ports)

JaHHas pyHKLMA no3BONAET HazHAYUTb NopTy ero uplink-nopT, Ha KoTopbIN bes-
YCNOBHO ByAeT nepeHanpasaaTbcA Becb Tpaduk, obecneynsas Tem cambiM U30-
NALMIO C APYrMMM NopTamu (B Npesenax 04HOro KOMMYTaTopa), HaxoAALMXCA B
3TOM e WnpoKoselaTenbHom gomeHe (VLAN) B npeaenax ogHOro KOMmyTa-
Topa.

Private VLAN Edge

[aHHaa GyHKLMA NOo3BONSET U30IMPOBATL Pynny NOPTOB (B Npeaenax o4HOro
KOMMYyTaTopa), Haxo4AWMXCA B O4HOM LUMPOKOBELLATE/IbBHOM IOMEHE MeXay
coboii, No3BosAA Npu 3TOM 06MeH TpadMKOM C APYrMMU NOPTAMM, HAXOAALLMU-
MWUCA B 3TOM K€ LUMPOKOBELLATENbHOM AOMEHE, HO He NMPUHAANEXKAWMMU K
3ToM rpynne.

Private VLAN (light
version)

ObecneynBaeT U30AALMIO MEXAY YCTPOMCTBAMM, HAXOAALLMMMCA B OAHOM LIN-
pOKOBeLaTeNbHOM [lOMeHe, B npeaenax Bcel L2-ceTu. PeannsoBaHbl TO/IbKO
[Ba pexkuma paboTbl nopta Promiscuous u Isolated (Isolated-nopTbl He moryT
0bMmeHMBaTbLCA APYT C APYrom).

Moddepicka
npomokona STP
(Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoli NPOTOKO/, OCHOBHOV 3a4ayeil KOTOPOro fB-
naetcsa npusegeHue cetn Ethernet ¢ n36bITOUHBIMM COEAUHEHUAMM K PEBOBUL-
HOW TOMOI0TUK, UCKNtOYatoLLei neTan. KommyTaTopbl 06MeHMBaOTCA KOHOUTY-
PaLMOHHBIMM COOBLLEHMAMM, UCNONb3YA Kaapbl cneuunanbHoro Gopmara, v Bbl-
H6OPOYHO BKNKOYAIOT M OTK/IOYAIOT Nepesady Ha nopTbl.

Mododepxka
npomokona RSTP
(IEEE 802.1w Rapid
spanning tree
protocol)

Rapid (6bicTpbiit) STP (RSTP) — sABAseTca ycoBeplUEeHCTBOBaHWEM MNPOTOKO/A
STP, XxapaKTepusyeTtca MeHbLIMM BpeMeHeM NpuUBeaeHUs CETU K APEeBOBUAHOM
TOMNONOMMKN M MMeeT 60/1ee BbICOKYHO YCTOMYMBOCTb.

lpomokon ERPS
(Ethernet Ring
Protection Switching)

MpoToKkon nNpeaHasHayeH ANA NOBblWeHUA YCTOVIHMBOCTM M HadeXHOCTH cetun
nepeaayn gaHHbIX, UMerLLen KO/bLEBYIO TONONOIMIO, 3a CHET CHUXEHNA Bpe-
MeHM BOCCTAaHOBIEHUA CETU B C/lydae aBapuun. BpemA BoCCTaHOBAEHUA He npe-
BbllwaeT 1 CeKyHAbl, YTO CyLLECTBEHHO MEHbLLE BPpEMEHU I'IEpECTpOl‘;IKM cetn npun
MCNo/1b30BaHNKM NPOTOKO/10B cemeicTBea spanning tree.

Mododepxka VLAN

VLAN — 3To rpynna nopToB KOMMyTaTopa, 06pasyowmx o4Hy LWMPOKOBeLLa-
TeNnbHylo obnactb ([omeH). KommyTatop noaneprKMBaeT pas/inyHble cpeacTsa
KnaccudurKaLmm NakeToB ANs onpeaeneHns ux NpUHaLNEKHOCTU K onpeaeneH-
Hoi VLAN.

Moddepika
npomokona OAM
(Operation,
Administration, and
Maintenance, IEEE
802.3ah)

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah —
bYHKLMM yPOBHA KaHana nepefayn AaHHbIX NPeAcTaBAAoT cob0l NPOTOKOA MO-
HUTOPUHIa COCTOAHMA KaHana. B asTom npoTokone gna nepegaym nHdopmauum
0 COCTOAHWUM KaHaNa Mexay HenocpeaCTBEHHO NOAKAOYEHHbBIMUW YCTPOMCTBAMM
Ethernet ucnonbsytotca 610KM gaHHbIX npoTokona OAM (OAMPDU). O6a
YCTPOWCTBA A0/IXKHbI NoAaepKunBaTb cTaHaapT IEEE 802.3ah.
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Moddepxcka GVRP
(GARP VLAN)

MpoTtoKkon peructpaumm GARP VLAN obecneumBaeT AMHamuyeckoe pobasne-
Hue/yaanexue rpynn VLAN Ha nopTax KommyTaTopa. Eciv BKAOYEH NPOTOKON
GVRP, KommyTaTop onpeaenset, a 3aTemM pacnpocTpaHAeT AaHHble O NPUHAA-
nexHoctn K VLAN Ha Bce NopTbl, ABAAIOLLMECA YACTblO aKTUBHOM TONOIOTUN.

Moddepicka VLAN Ha
6ase nopmos
(Port-Based VLAN)

PacnpeaneneHune no rpynnam VLAN BbinoAHAETCA NO BXOoAALWMM nopTam. [laHHoe
pelweHne no3BOAAET UCNO/Ib30BaTb Ha Ka*kAOM MOPTY TO/IbKO OAHY rpynmny
VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpPbITbIN CTaHAAPT, KOTOPbIN ONUCbIBAET NpPOLLeAYpY TerMpoBa-
HUA TpaduKa gns nepenayun nHdopmauumn o npmHagnexkHoctn K VLAN. MNMosso-
NAeT NCcnosb3oBaTb HecKobKo rpynn VLAN Ha ogHOM nopTy.

Ob6veduHeHue
KaHan08e ¢
ucnonb3oeaHuem
LACP

MpoTtokon LACP obecneynBaeT aBTOMaTMYeCKoe 06begUHEHUE OTAE/IbHbIX CBA-
3eM MeXay ABYMA YCTpoicTBaMm (KOMMYTaTOP—KOMMYTaToOp UAWM KOMMyTaTop—
cepBep) B eAnHbIV KaHan nepeaayun AaHHbIX.

B npoTOKo/1e MOCTOAHHO ONpeaenseTca BO3MOXKHOCTb 06begMHEHNS KaHaNOB, U
B C/ly4ae OTKa3a CoegMHEeHUA, BXOAALWEro B 06beANHEHHbIN KaHa, ero Tpaduk
aBTOMATUYECKM MepepacnpesenseTca No He OTKa3aBLWIMM KOMMOHEeHTam 06b-
e[IMHEHHOrOo KaHana.

Co3zdaHue 2pynn LAG

B ycTpoiicTBax noaaepxunsaeTtca GyHKUMA CO34aHUA rpynn KaHanos. Arperauma
kaHanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHonorna obveam-
HEHMA HECKONbKMX GM3NYECKUX KaHaoB B OAMH orMyeckunit. 31o cnocobetyeT
He TO/NIbKO YBE/IMYEHUIO MPOMYCKHON CMOCOBHOCTM MarncTpasibHbiX KaHaNoB
KOMMYTaTOp—KOMMYTaTOP MM KOMMYTaTOp—CepPBEpP, HO M MOBLILEHUIO UX
HageXHOCTU. BO3MOKHbI TpM TMNa 6anaHCMPOBKM — Ha ocHoBaHuM MAC-agpe-
COB, Ha OCHOBaHMK |P-aApecoB 1 Ha 0OCHOBaHMKM nopTa (socket) HazHaueHMs.
lpynna LAG cocTouT 13 NOpTOB C 0AMHAKOBOM CKOPOCTLIO, paboTatowmx B Ayn-
NIEKCHOM peXKuMe.

Moddepicka Auto
Voice VLAN

MpepocTaBnAeT BO3MOXHOCTb NAEHTUGULMPOBATL F0N0COBOM TPadUK Ha OCHO-
BaHuK OUI (Organizationally Unique Identifier — nepBsblie 24 6uta MAC-agpeca).
Ecnn B MAC-Tabnnue KommyTtatopa npucytcreyet MAC-agpec ¢ OUl ronocosoro
wnto3a unn ke IP-tenedoHa, To AaHHbBIN NOPT aBTOMaTMYEeCKN aobasnsetca B
voice vlan (naeHTuduKauma no npotokony SIP nnm ke no MAC-agpecy nonyya-
Tenn He NoAAepKMBaeTCA).

Selective Q-in-Q

Mo3BonseT Ha3sHauyaTb BHewHKMt VLAN SPVLAN (Service Provider's VLAN) Ha oc-
HOBE CKOHOMUIypMpoBaHHbIX NpaBua GUABTPALMM NO HOMEpPam BHYTPEHHMUX
VLAN (Customer VLAN). MpumeHeHune Selective Q-in-Q nossonset pasobpatb
Tpaduk aboHeHTa Ha HeckonbKo VLAN, nameHutb meTky SPVLAN y nakeTa B OT-
OeNbHOM yyacTKe ceTw.

2.2.4 ®yHKyuu mpemeoe2o yposHa cemeeoii modenu OSI

B Tabaunue 4 npmseaeHbl GyHKUMM TPETbEro YPoBHSA (ypoBeHb 3 OSI).

Tabnunua 4 — OnucaHune GyHKUMI TpeTbero yposHsa (Layer 3)

Kauenmeoi BootP u
DHCP

(Dynamic Host
Configuration
Protocol)

YcTponctBa CNOCO6HbI
BootP/DHCP.

aBToOmMaTMyeckn nonyyaTtb IP-agpec no npoToKony

Cmamuyeckue IP-
mapuwpymeol

AOMUHUCTPATOP KOMMYTaTOPa MMEET BO3MOMXHOCTb 406aBAATb M y4aNATb CTaTU-
YyecKue 3anucu B TabanLy MapLLpyTU3aLmm.
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lpomokon ARP
(Address Resolution
Protocol)

ARP — npoTtoKon conoctaBnenua IP-agpeca u ¢pu1smMyeckoro agpeca ycTpomncTea.
CooTBeTCcTBME YCTAaHAB/MBAETCA HA OCHOBE aHa/M3a OTBeTAa OT y3/1a CeTu, agpec
y3Nna 3anpalumBaeTca B LUWPOKOBELLATE/IbHOM NaKeTe.

lpomokon RIP
(Routing Information
Protocol)

MpPOTOKO/ AMHAMWYECKOW MapLLpPYTM3aLMM, KOTOPbIMA NO3BOIAET MapLUpPYTM3aTo-
pam 06HOBATL MapLLPYTHYIO MHGOPMaLMIO, NOJyYas ee OT COCeAHMX MapLUpPyTH-
3aTopoB. B 3a4aum NnpoToKoNa BXOAUT onpeseneHne onTMMaabHOro MapLupyTa Ha
OCHOBaAHMWM AAaHHbIX O KONNYECTBE NPOMEKYTOUHbBIX Y3/10B.

®yHkyusa IGMP
Proxy

IGMP Proxy — ¢pyHKLMA yNPOLLEHHOM MApLIPYTM3aLUN MHOTOAAPECHbIX AaHHbIX
Mexagy cetamu. [aa ynpasneHVs MaplipyTusaumeit MCNosb3yeTcs NPOTOKON
IGMP.

Mpomokon OSPF

MPOTOKOA AUHAMMYECKON MapLIpyTM3aLMKN, OCHOBAHHbIW HA TEXHONOTMWU OTC/e-
YKMBaHMA cocToAHMA KaHana (link-state technology) n ncnonb3yowmit ans Haxox-
AeHna Kpatyanwero nytn Anroputm Jenkctpbl. Mpotokon OSPF pacnpocTpaHaeT
MHPOPMaALMIO O AOCTYMHbIX MAPLIPYTax MeX 4y MapLpyTU3aTopamm O4HOM aBTo-
HOMHOW CUCTEMBI.

lpomokon BGP

BGP (Border Gateway Protocol — NpoTOKOA rpaHWYHOrO Wt03a) ABNAETCA NPOTO-
KOJIOM MapLUpyTM3aLMM MeXKAy aBTOHOMHbIMKM cuctemamu (AS). MapipyTusa-
TOpbl 06MeHMBaOTCA MHPOPMaLMEN O MAPLLPYTaX K CETAM HasHaYeHuUs.

lpomokon VRRP

Mpotokon VRRP npegHa3HayeH Ana pe3epBuMpoBaHNA MapLUpPyTU3aTOPOB, BbINOA-
HAOLLMX POJ/b LWAKD3a NO YMOYAHMIO. ITO AOCTUrAeTca NyTém obbeanHeHus IP-
NHTepdEncoB rpynnbl MapLWpPyTU3aTOPOB B OAWMH BUPTYasbHbIN, KOTOPbIN Byaer
MCMNO/Ib30BaTbCA KaK L3 N0 YMOIYAHUIO ANA KOMMNbIOTEPOB B CETH.

PIM-npoToKkon MHoroagpecHo mapwpyTtusaunm gnsa IP-cetein, cosgaHHbIA ana
peweHua npobnem rpynnosoi Maplpytusaumm. PIM  6asupyeTca  Ha
TPaAULMOHHBIX MapLUPYTHbIX NPOTOKONax (Hanpumep, Border Gateway Protocol),

lMpomokon PIM BMECTO Toro, 4Tobbl cO34aBaTb COOCTBEHHYK ceTeByto Tononoruto. PIM
ncnosib3yeT unicast-Tabavuy maplpytusaumm gna nposepku RPF. 3T1a nposepkKa
BbIMOMIHAETCA  MapllpyTu3aTopamu, 4Tobbl  ybeauTbcs, 4TOo  nepefaya
MHOroazpecHoro TpaduKa BbINoaHAETCA No nNyTv 6e3 neTteno.
MpoTokon pgna obmeHa uHbopmMaumelh 06 MCTOUHMKAX MY/NbTUKACTA MEMX
Mpomokon MSDP P A bopmay, ¥ d

pas3nunyHbimum RP B PIM.

2.2.5 ®yHkyuu QoS

B Tabnuue 5 npmBeaeHbl oOCHoBHble PpYHKLUMU KadyecTBa obcnyxkmnaHma (Quality of Service).

Tabanua 5 — OcHOBHble PYHKLUMKM KayecTBa 06CNyKMBAHUA

Mododepxka
npuopumem~Hbix
ouepedeli

YCTPOWMCTBO NOAAEepKMBAET NPUOPUTM3ALMIO UCXOAALLErO TPadKKa Mo ouepesam
Ha KaXk4om nopTy. PacnpeaeneHve NakeTos Mo ouyepessm MOMKET NPOM3BOANTLCA
B pe3y/abTaTe KnaccudmnKkaumm naketos No Pas/iMyHbIM NOAAM B 3aro/I0BKax nake-
TOB.

Moddepxcka knacca

CraHgapT 802.1p cneunduumpyeT MeTos yKasaHusa npuoputeTa Kagpa U anro-
PUTM MCNO/Ib30BAHUA MPUOPUTETA B LENAX CBOEBPEMEHHON AOCTaBKU YyBCTBU-

obcayrcueaHus TE/NIbHOTO K BPEeMEeHHbIM 3aaeprKKam Tpaduka. CtaHgapT 802.1p onpeaensaeT Bo-
802.1p cemMb ypoBHel npuoputetos. KOMMyTaTopbl MOTYyT UCMNONb30BaTb 3HAa4YEHME Npu-
opuTeTa 802.1p anAa pacnpegeneHua Kafpos No NPUOPUTETHLIM OYepeaaM.
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2.2.6 ®yHKyuu obecneyeHusa bezonacHocmu

Tabnnuya 6 — OyHKUMKM obecneyeHns 6esonacHOCTH

®yHKUMA KOMMYTaToOpa, NpeAHa3HauYeHHaa AnA 3aWuTbl OT aTak C UCMNO/Ib30Ba-
Huem npoTokona DHCP. Ob6ecneunsaet dunbrpaumio DHCP-coobuieHnin, nocry-

DHCP snooping MUBLUNX C HEHAAEMKHbIX MOPTOB MyTEM NOCTPOEHUA U NoAAePKaHUA 6a3bl JaHHbIX
npueaskn DHCP (DHCP snooping binding database). DHCP snooping BbinoaHaeT
AencTena bpaHamayspa Mexay HeHaZeKHbIMM noptTamu 1 cepsepamm DHCP.
Onuusa, KoTopaa no3sonset npovHbopmmposate DHCP-cepeep 0 TOM, € Kakoro
Onyus 82 DHCP-peTpaHcnaTopa v Yepes Kakon NopT npuilen 3anpoc.

npomokona DHCP

Mo ymon4aHMo KOMMyTaTop, Mcnosb3yrowmin dyHKumio DHCP snooping, obHapy-
»KMBaeT un otbpacbiBaeT ntoboii DHCP-3anpoc, cogepsKalmin onumio 82, KOTOpbIn
OH MONY4YUN Yepes HeHaAEXKHbIM (untrusted) nopr.

UDP relay MepeHanpasneHune wmpokoselLaTesbHoro UDP-TpadurKa Ha yKasaHHbIN IP-agpec
DHCP-cepBep ocyuiectBAsSe€T LEHTPaAM30BaHHOE ynpaB/ieHWe CeTeBbIMWU aape-
®yHKyuu DHCP- pBep ocCyuy LEHTP ynp ap
CaMM U COOTBETCTBYIOLWMMMU KOHOUIYPaALMOHHBIMW NapameTpamMn, aBTomaTuye-
cepesepa

CKU NpenocTtaBnaa UX KIMEHTaM.

IP Source address
guard

PyHKUMA KOMMYTaTOpa, KoTopasa orpaHnyneaet IP-Tpaduk, dunbTpya ero Ha oc-
HOBaHWK TabanLUbl COOTBETCTBUIA 6a3bl AaHHbIX NpuBa3kM DHCP — DHCP snooping
M CTAaTUYECKM CKOHOUrypupoBaHHbIX IP-agpecoB. ®PyHKUMA Mchnonb3yeTca Ana
60pbbbI c NogmeHoW IP-agpecos.

(DyHKLI,MFI KOMMYTaTOpa, nNpegHa3Ha4yeHHaAa ONA 3alluTbl OT aTaK C MCNO/1b30Ba-

Dynamic ARP Huem npoTokona ARP. CoobuieHne, KOTOpoe NOCTynaeT ¢ HeHaAeKHOro nopTa,
Inspection noasepraeTca NpoBepKke — cooTBeTcTByeT An IP-agpec B Tene npuHAatoro ARP-na-
(Protection) KeTa IP-agpecy oTnpasuTtens.

Ecnun agpeca He coBnagatoT, TO KOMMyTaTop OTOpacbkiBaeT NakKer.

Ha ocHoBe MHpOopMaLMK, CoOAep KaLLLENCa B 3aro/IoBKax ypoBHen 2, 3 1 4, y agmu-
12 -13—-L4ACL dopmaty AepsKaLLy yp yaa

(Access Control List)

HWMCTPaATOPa €CTb BO3MOXHOCTb HACTPOUTL NPaBKUAA, COMNAaCcHO KOTOPbIM NakeT by-
net obpaboTtaH, nMbo oTbpoLleH.

Time-Based ACL

Mo3sonseT cKoHGUIrypupoBaTh BPEMEHHbIE PaMKKM, B TEUEHNE KOTOPbIX AaHHbIN
ACL bypeT aenctsoBaTb.

Modoepcka OcHoBHaA GYHKUMA BNOKMPOBKM — MOBbICUTL 6@30NacHOCTb CeTU, NPeaocTaBNas
3a6710KUPOBAHHbIX [0CTyn K MOPTYy KOMMyTaTopa TO/IbKO AnA ycTpoiicTe nmetowmnx MAC-agpeca, 3a-
nopmos KpenneHHble 33 3TUM NOPTOM.

lNpoeepka

nooAUHHOCMU HA
ocHoee nopma
(802.1x)

Mposepka noanvHHocTv IEEE 802.1x npeactasaset cobo MexaHM3M KOHTPOA
[OCTyna K pecypcam yepes BHeLHU cepsep. Mpolueawine npoBepKy NoaJMHHO-
CTM NONb30BaTENN NOAYHAOT AOCTYN K pecypcam BblbpaHHOM ceTu.

2.2.7 ®yHKYuU ynpasseHus KOMmmymamopom

Tabnnua 7 — OCHOBHble GYHKUMM YNpaBAeHMA KOMMYTaToOpamm

3azpy3Ka u
ebi2py3Ka ¢aiina
Hacmpoliku

MapameTpbl YCTPONCTB cOXpaHALOTCA B daiine HaCTPOIMKKN, KOTOPbIN COAEPKUT
JaHHble KOHOUIypaLmMmM KaK BCel CUCTEMBI B LLeIOM, TaK U onpeseieHHOro nopTa
ycTpoWncTea.

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx
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lpomokon TFTP
(Trivial File Transfer
Protocol)

MpoTtoKkon TFTP ucnonb3yeTcs Ans onepaumii 3anmcy u yteHus ¢paiinos. MNpoToKon
OCHOBAH Ha TpaHCNopTHOM npoToKosae UDP.

YcTpoicTBa noaaepuBatoT 3arpysKy 1 nepeaady no AaHHOMy NpoTokony ¢ainios
HaCTPOMKKN 1 06pasoB NporpammHoro obecneyeHus.

Mpomokon SCP
(Secure Copy)

MpoTokon SCP ncnonb3yeTtcs A1a onepaunin 3anucu u yteHmna dpainos. MpoTokon
OCHOBaH Ha ceTeBOM nNpoToKone SSH.

YCTpOoICTBa NOAAEPKMUBAIOT 3arpy3Ky M nepesady no LaHHOMY NpPoTokoay dainios
HaCTPOMKKN 1 06pa3oB NporpammHoro obecneyeHus.

YoaneHHbllii
MOHUMOPUH2
(RMON)

YpaneHHbii MOHUTOPUHT (RMON) — cpeacTBO MOHUTOPUHIA KOMMBIOTEPHbIX Ce-
Ten, pacwmpeHne SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAOT cobupaTb Ana-
rHOCTUYECKME AaHHble C MOMOLLbIO CTaHUMK ynpasneHuna cetbto. RMON — 370
CTaHAapTHaA 6a3a MIB, B KoTOpoW onpeaeneHbl TEKYLLAn U Npeablaywan ctaTm-
CTMKa ypoBHA MAC 1 06beKTbl yNpaBaeHUa, NPeaoCcTaBAAOWLME AaHHbIE B peasib-
HOM BPEMEHMW.

lpomokon SNMP

MpoTokon SNMP ncnonb3yerca A8 MOHUTOPUHIA U YNPaBAEHUA CETEBbIM YCTPOW-
cTBoM. [1nA ynpaBaeHMA AOCTYNOM K cUCTeEMe OnpesenseTca CNMCoK 3anmcei co-
obLecTsa, Kaxkaan U3 KOTOPbIX COAEPKUT NPUBUAETUN AOCTYNA.

Unmepdpeiic
KoMaHOHOUi cmpoKu
(CLl)

YnpaeneHne kommyTaTopamu nocpegctsom CLI ocyliecTBAsAeTcA SI0KabHO Yepes
nocnefosaTenbHbIM nopT RS-232, cnbo yganeHHo yepes telnet, ssh. MHTepdeiic
KOMaHOHOW CTPOKM KoHconu (CLI) ABnseTca npomblWIeHHbIM cTaHAapTom. UH-
TepnpetaTop CLI NpeflocTaBAfET CNUCOK KOMaHZ, U K/OYEBbIX C/OB A5 MOMOLLM
No/Ib30BaTeso U COKPaLLEeHMt0 06beMa BBOAUMBIX AAHHbIX.

Syslog — npoToKkon, obecneunBaroLLMii nepesady COObLLEHMI O MPOUCXOAALLUX B

Syslog N

cucteme cobbITUAX, @ TaKkKe yBegoMAeHU 06 olwmnbKax yaaneHHbIM cepeepam.
SNTP MpoTtokon SNTP — NPOTOKOA CUHXPOHWU3ALMKN BPEMEHW CeTu, rapaHTUpyeT Tou-
(Simple Network HOCTb CMHXPOHW3aLMWN BPEMEHWN CETEBOrO YCTPOMCTBA C CEPBEPOM A0 MUAAUCE-

Time Protocol)

KYHZabl.

Traceroute — cnyxebHaa GpyHKUMA, NpegHa3HaYeHHanA AnA onpeaeneHna maplu-

Traceroute
pyTOB Nepefayun AaHHbIX B IP-ceTax.
YnpaeneHue A .
MWHWUCTPATOP MOXKET onpeAeuTb YPOBHM NPUBMAETMIA A0CTYNA ANA NO/b30Ba-
KOHMpoaupyemoim A . P . P PEA P P Aoctyna A N
TeNen yCTPOUCTBA U XaPaKTEPUCTUKN ON1A KaXXA0ro ypoBHA npuBuiaernn (TOﬂbKO
docmynom —

ypo8HuU npusuneauii

ANA uTeHnsa — 1 ypoBeHb, NOAHbIN AocTyn — 15 ypoBeHb).

KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxaomy nHtepdeicy
ynpasneHus (SNMP, CLI). 3anpeT MoKeT bbITb YCTaHOB/IEH OTAE/bHO AN KaX40ro

bnokupoeka
» TMNa AocTyna:
uHmepdeiica .
PP Telnet (CLI over Telnet Session)
ynpaenenus Secure Shell (CLI over SSH)
SNMP
JlokanbHasn [NnA nokanbHOW ayTeHTUdMKaUUM NoanepXKUBAETCA XpaHeHue naponei B 6ase
aymeHmudguKkayus AaHHbIX KOMMyTaTopa.

dunompayus IP-
adpecoe 0153 SNMP

Joctyn no SNMP paspelaertca gna onpegeneHHblx IP-agpecos, ABAAKOLWMXCA Yne-
Hamn SNMP-coobuiecTsa.

Knuenm RADIUS

MpoTtokon RADIUS ucnonb3yetca ans ayTeHTMOUKALMM, aBTOPU3ALUN U y4deTa.
Cepsep RADIUS ncnonb3yeT 6a3y AaHHbIX Nosib30BaTeNen, KOTopasa COAEPHKUT
JaHHble NPOBEPKN NOASMHHOCTU ANA KaXAoro nonb3osatend. KommytaTopbl co-
AeprKaT KNAMEHTCKYo YacTb npoTtokona RADIUS.
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yCTpOVICTBO npeaoctasaAeT noggepXKy npoBepkn NOgMHHOCTU KIUMEHTOB NO-

TACACS+ cpeactsom npoTokona TACACS+. MpoTtokon TACACS+ obecneunBaeT LeHTPaIn30-
(Terminal Access BaHHYI cucTemMy 6e30MacHOCTM A8 NPOBEPKM NO/b30BaTeNeN, NoyYaloLWmX 40-
Controller Access CTYN K YCTPOMCTBY, @ TAK)Ke LLeHTPa/IM30BAHHYIO CUCTEMY YNPaBeHUs npu cobto-
Control System) AeHunn coemectumoctn ¢ RADIUS n apyrumun npoueccamm NpoBepKM NOAJANHHO-

cTwn.

®yHKUMA cepsepa SSH nosBonseT KAMeHTy SSH ycTaHOBUTb € YCTPOMCTBOM 3aLLu-
Cepeep SSH YHKL, psep y Y yctp u,

LLleHHOe coeMHEeHMe ANA YNPaBAEHUA UM.

aHHasA HKUMA NpenocTaB/iseT BO3MOMHOCTb €O34aBaTb MAKPOKOMaHAbI,

Moddepxa ﬁ ep,CTaBjI'I)Flylo:Vle coFt)SoAVl Habop KomaHz, u n MMEHHTS ux ana Kol:cbmr alfmm
MAKPOKOMAHO P P ’ P vP

ycTpoWcTea.

2.2.8 /[lonoaHumenbHble hyHKyuUU
B TabsiMue 8 npuseaeHbl A0MNONHUTEbHbIE GYHKLUN YCTPONCTBA.

Tabnunua 8 — JononHutenbHble GyHKLMM YCTPOICTBA

BupmyansHoe CeTeBble KOMMYTaTOPbl MMEKT B CBOEM COCTAaBE NPOrPaMMHbIE M annapaTHble
mecmuposeaHue cpencTBa, NO3BOIAOLWME BbIMNONHATL QYHKLMM BUPTYyanbHOrO TecTepa Kabensa —
Kabens (VCT) VCT. TecTep N0O3BOAAET ONPELENNTb COCTOAHNE MEAHOTO Kabena cBA3M.

YCTpPOMCTBO NO3BONAET TECTMPOBATb ONTUYECKUI TpaHcuBep. MNpu TecTupoBaHun
AduazHocmuKa P P P p-1ip P

OTC/IEXKMBAIOTCA TaKMeE MapaMeTpbl, KaK TOK U HanpsaXKeHne NuTaHuA, TemnepaTtypa
onmuYyecKo20 o

TpaHcuBepa. Ana peanusaummn TpebyeTca nogaeprkka 3Tux GYHKUMIA B TpaHCU-
mpaHcusepa

Bepe.

ﬂaHHblﬁ MeXaHU3M NO3BOJSIAET KOMMYTATOPY CHU3UTb aHepron0Tpe6neHme 3a
CYEeT OTK/II0YEHUNA HEAKTUBHbIX 3/1EKTPUYECKUX MOPTOB.

Green Ethernet

2.3 OCHOBHbIe TeXHUYEeCKUue XapaKTepucTuku

OCHOBHble TEXHUYECKME NapamMeTpbl KOMMYTaTOPOB NpuBeaeHbl B Tabaumue 9.

Ta6nv|u,a 9 — OCHOBHbIe TEXHMUYECKUNE XapPaKTePUCTUKN

O6wume napameTpbl

MES5324 Marvell 98CX8129-A1 (Hooper)

MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F

Marvell 98DX3336-A1 (PonCat3)
MaKeTHbI Npoueccop

MES3508P
MES3508 Marvell 98DX3333A1-BTD41000 (PonCat3 Industrial)
MES3510P

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx
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MES2324

MES2324B

MES2324F

MES2324FB

MES2324P Marvell 98DX3236-A1 (AlleyCat3)

MES2324P ACW

MES2348B

MES2348P

MES2308

MES2308P Marvell 98DX3233

MES2308R
1x10/100/1000BASE-T (OOB)
1x10/100/1000BASE-T (Management)

MES5324 24x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x40GBASE-SR4/LR4 (QSFP+)
1xKoHconbHbIN nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)
20x1000BASE-X/100BASE-FX (SFP)

MES3324F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)
20x10/100/1000BASE-T

MES3324 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHcobHbIM nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)
12x1000BASE-X/100BASE-FX (SFP)

MES3316F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo

NHTepdeicsl 1xKoHconbHbIN nopT RS-232 (RJ-45)
1x10/100/1000BASE-T (OOB)
4x1000BASE-X/100BASE-FX (SFP)

MES3308F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHcobHbI nopT RS-232 (RJ-45)
24x10/100/1000BASE-T (RJ-45)

mi:i:ijB 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2324p 24x10/100/1000BASE-T (RJ-45) PoE/PoE+

MES2324P ACW 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHcobHbIM nopT RS-232 (RJ-45)
20x1000BASE-X/100BASE-FX (SFP)

MES2324FB 4x10GBASE-R (SFP+)/1000BASE-X (SFP)

MES2324F 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHcobHbIM nopT RS-232 (RJ-45)
48x10/100/1000BASE-T (RJ-45)

mg;;i:B 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHcobHbIM nopT RS-232 (RJ-45)
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48x10/100/1000BASE-T (PoE/PoE+)

MES2348P 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)
48x1000BASE-X/100BASE-FX (SFP)

MES3348F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHcobHbIM nopT RS-232 (RJ-45)
10x10/100/1000BASE-T (RJ-45)

MES2308 2x1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+)
2x10/100/1000BASE-T (RJ-45)

MES2308P 2x1000BASE-X (SFP)
1xKoHcobHbIM nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES2308R 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHcobHbIM nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3508P 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3510P 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHcobHbIM nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES3508 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES5324 OnTuyeckune uHtepdeiicol 1/10/40 réut/c
dneKkTpuyeckue nHtepdeiicsl 10/100/1000 Méut/c

MES3324F

MES3324

MES3316F

MES3308F

MES2324

MES2324P

MES2324P ACW OnTuyeckune nHtepdeiicol 1/10 réur/c

MES2348B dneKkTpuyeckue nHtepdeiicsl 10/100/1000 M6uT/c

CkopocTb nepeaayun MES2348P
[aHHbIX MES3348

MES3348F

MES2324B

MES2324FB

MES2324F

MES2308R

MES3508P OnTuyeckune uHTepdeiicsl 100/1000 Mbéut/c

MES3508 dneKTpuyeckue nHtTepdericsl 10/100/1000 MbuT/c

MES3510P

MES2308P OnTuyeckune uHtepdeiicol 1 rémr/c

MES2308 dneKkTpuyeckue nHtepdeiicsl 10/100/1000 Méut/c

rponyckHas MES5324 800 r6ur/c
cnocobHocTb

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx
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MES3324
MES3324F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F

128 réur/c

MES2348B
MES2348P
MES3348

MES3348F

176 Iéut/c

MES3316F 112 réwut/c

MES3308F 96 I'éut/c

MES2308R
MES3508P 20 réwut/c
MES3508

MES2308
MES2308P 24 T6ut/c
MES3510P

MES5324 512,8 MPPS

MES3324

MES3324F 95 MPPS

MES2324
MES2324B
MES2324FB
MES2324F

92,1 MPPS

MES2324P

MES2324P ACW 93,1 MPPS

Mpoussogutenn MES2348B
P A MES2348P

HOCTb Ha NaKeTax 130,9 MPPS

NNHOM 64 6aliTa MES3348
A MES3348F

MES2308R 14,7 MPPS

MES3508P

MES3508 14 MPPS

MES3510P 17,8 MPPS

MES2308

MES2308P 17,7 MPPS

MES3316F 83 MPPS

MES3308F 71 MPPS

Ob6bem
6ydepHoi MES5324 4 Mb6ant
namaTu
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MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P

1,5 M6auT

MES2348B
MES2348P
MES3348

MES3348F

3 M6ait

O6bem O3Y (DDR3)

MES5324

4 T6ant

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P

MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P

512 M6ait

O6bem M3Y (RAW
NAND)

MES5324

2 M6aunt

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx
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MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P

512 M6aitt

MES5324 64K

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES23248
MES2324FB
MES2324F
MES2348B 16K
MES2348P

Tabnanua MAC-
aapecos

MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P

MES5324 7748

MES3324F
MES3324

MES3316F
Konunyectso ARP- MES3308F
sanuceit! MES3348 4023
MES3348F
MES3508P
MES3508

MES3510P

! ina kaxporo xocta B ARP-TabauLe co3aaetca 3anuch 8 Tabavue mapLipyTusauum
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MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P

820

MNopnepskka VLAN

cornacHo 802.1Q go 4 094 akTusHbIX VLAN

Konunyectso npasun
SQinQ

MES5324

1375 (ingress)/75 (egress)

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

1320 (ingress)/72 (egress)

MES2324
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P

360 (ingress)/72 (egress)

Konunuectso npasun
ACL

MES5324

1982

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3 006

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx
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MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F 958
MES2348B
MES2348P
MES2308
MES2308R
MES2308P

MES5324 2048

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3072
MES3348F
MES3508P
MES3508

MES3510P

Konnuectso ACL MES2324

MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F 1024
MES2348B
MES2348P
MES2308
MES2308R
MES2308P

Konnyectso npasun ACL B ogHom ACL 256

7 748 |1Pv4

MESS324 1942 IPv6

MES3324F
MES3324

Konunuectso MES3316F

MmappyTos L3 MES3308F

Unicast! 13000 IPv4
MES3348 3222 1Pv6

MES3348F
MES3508P
MES3508

MES3510P

1 Mapuwpytsl IPv4/IPv6 Unicast/Multicast ncnonb3ytoT obuime annapatHble pecypcsbl
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MES2324
MES2324P
MES2324P ACW
MES2324B
MES2348B
MES2348P
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P

818 IPv4
210 1Pv6

Koanyectso rpynn
L2 Multicast (IGMP
snooping)

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4K

MES2348B
MES2348P
MES2324P
MES2324P ACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P

2K

Konnuyectso
mapuwpyTos L3
Multicast (IGMP
Proxy, PIM)?

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4 024 IPv4
1006 IPv6

1 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3ytoT obuime annapaTtHble pecypcbl

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx
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MES2348B
MES2348P
MES2324P
MES2324P ACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P

412 IPv4
103 IPv6

Konnuyectso VRRP-mapwpyTmnsatopos

50

MakcumanbHoe

Konmnyectso ECMP-

MapLpyToB

MES5324

64

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P

Konunyectso L3-
nHTepdencos

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

2048

MES2324
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB

130

30
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MES2324F
MES2308

MES2308R
MES2308P

Konnyectso BupTyansHbix Loopback-

UHTepdeicos

64

Arperayusa KaHanos (LAG)

48 rpynn, oo 8 NOpTOB B KaxAa0M

Konnuectso ak3emnnapos MSTP 64
Konnuyectso aksemnaapos PVST 63
Konnuectso DHCP pool 32

KauectBo 06cnyxuBaHuma QoS

npuopuTM3auma TpaduKa, 8 yposHei
8 BbIXO4HbIX ouepeael ¢ pasHbIMW NpUopuTETaMU ANA
Kaoro nopta

CeepxanvHHble Kagpbl (jumbo frames)

MaKCMMasbHbIl pasmep naketos 10 240 6aiT

CreKknpoBaHue

Ao 8 yctpoiicts (Kpome MES3508, MES3508P n MES3510P)

CooTBeTcTBME CTaHAA pTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1g VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2308P,
MES2324P, MES2324P ACW, MES2348P, MES3508P un
MES3510P)

YnpasneHue

NokanbHoe ynpasieHve

Console

YpaneHHoe ynpasneHune

SNMP, Telnet, SSH, Web

dusnuecKkne xapaKTepUCTUKMK U YCI0BUA OKpPYIKatoLen cpeabl

NCTOYHMKM NUTaHMA

MES5324 ceTb nepemeHHOro Toka: 100-240 B, 50-60 Iy,

MES3324F CeTb NOCTOAHHOrO TOKa: 36—72 B

MES3348 BapWaHTbl NUTAHUA:

MES3348F - OAWH UCTOYHMK NUTAHMA NOCTOAHHOIO AN NepemMeHHOro
MES3324 TOKa;

MES3316F - ABA UCTOYHWUKA NUTAHMA NOCTOAHHOIO NN NEPEMEHHOIO TOKa
MES3308F C BO3MOHOCTbIO ropsiyein 3ameHbl.

MES2324 AC

MES2308 ceTb NnepemeHHOro Toka: 110-250 B, 50-60 Iy,

MES2308R

mizigii 25 ceTb NnepemeHHOro Toka: 170-264 B, 50-60 Iy,

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx
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MES2324P ACW ceTb nepemeHHOro Toka: 100-240 B, 50-60 Iy,
CeTb NnepemeHHOoro Toka: 100-240 B, 50-60 I'y,
BapMaHTbl NUTaHUA:
MES2348P - OAWH UCTOYHUK NUTAHMUA NEPEMEHHOrO TOKa;
- ABa UCTOYHMKA NUTAHUA NEePeMeHHOro TOKA C BO3MOMXKHOCTbIO
ropsyeit 3aMeHbl.
MES3508P CeTb NOCTOAHHOIO TOKa: C BKAKOYEHHOM PyHKUMel PoE:
MES3510P 45-57 B; c oTkNt0ueHHON dyHKumel PoE: 20-57 B
MES3508 CceTb NOCTOAHHOrO ToKa: 20—75 B
ceTb nepemeHHOro Toka: 110-250 B, 50-60 Iy,
CBUHL,0BO-KUCNOTHbIN akkymynaTop: 12 B
XapaKTepuUCTUKM 3apsAAHOro YCTPOWCTBa:
- TOK 3apaja:
2,7£0.2 A — MES2324FB 1 MES2348B;
+ —
MES23248 1.610.1 A — MES23248B.
- HanpsXeHue cpabaTbiBaHUA pacuennTens Harpyskm — 10—
MES2324FB 10.5 B:
MES2348B "

- NOPOroBOE HaNpPAXKeHWe MHAMKAUUM HU3KOoro 3apAaga — 11 B
/' CeueHue npoBoga ansa nogknoveHns AKB, He
V meHee 1,5 mm. Aina MES2324B pekomeHayeTca
ncnonb3oBatb AKb émMKoCTblO He meHee 12Ah,
ana MES2324FB n MES2348B pekomeHayeTtca
ucnonb3oBatb AKB @émKocTbio He meHee 20Ah.

MES2324F DC
MES2324 DC

MES2324P DC
MES2308P DC

CeTb NOCTOAHHOrO TOKa: 36—72 B

MES5324 He 6onee 85 Bt
MES3324F He 6onee 45 BT
mii;ig; He 6onee 25 BT
MES3324
MES3316F He 6onee 35 BT
MES2324F
MES2324B He 6onee 50 BT
MES2324FB He 6onee 85 Bt

MoTpebraemas MES3348 He 6onee 45 Bt

MOLLHOCTb
MES3348F He 6onee 89 Bt
MES2348B He 6onee 45 BT/ He 6onee 85 BT (c yueTom 3apsaaa 6atapen)
MES2348P He 6onee 1600 BTt
MES2308 He 6onee 20 BT
mg;ig:R He 6onee 15 Bt
MES2308P He 6onee 270 BT
mgziiijg ACW He 6onee 410 BT
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MES3508P

He 6onee 255 BT

MES3510P

He 6onee 260 BT

AnnapaTHaA
nogaepxka Dying
Gasp

MES2308R

eCTb

MES5324
MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES2324B
MES2324FB
MES2324F
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2308
MES2308P

HeT

labapuTHble
pa3smepbl (LLUxBxT)

MES5324

430x44x298 mm

MES2324
MES2324B

430x44x158 mm

MES2324P
MES2324P ACW

440x44x203 mm

MES2324FB
MES2324F

430x44x243 mm

MES3324F
MES3324

MES3316F
MES3308F

430x44x275 mm

MES2348B

440x44x280 mm

MES3348

440x44x316 mm

MES3348F

440x44x330 mm

MES2348P

430x44x490 mm

MES2308
MES2308R

310x44x158 mm

MES2308P

430x44x158 mm

MES3508P
MES3508

85x152x115 mm

MES3510P

85x175x115 mm

MHTepBan paboumx
Temneparyp

MES5324

ot 0 go +45 °C

MES2308
MES2308P DC

o1-20 po +45 °C

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx
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MES2324
MES2324P
MES2324P ACW
MES2324B o1-20 go +50 °C
MES2308P AC
MES2308R
MES2348B
MES2348P oT-10 po +50 °C
MES2324F .
MES2324FB o1-20 po +65 °C
MES3324F
MES3324
MES3316F o
MES3308F o1 -10 po +45 °C
MES3348
MES3348F
MES3508P
MES3508 oT-40 po +70 °C
MES3510P
MES5324 3,95 kr
MES2308
MES2308R 1,45 kr
MES2308P AC 2,55 Kkr
MES2308P DC 2,35 kr
MES2324
MES23248 2,25 ke
MES2324P AC
MES2324P ACW 3,16 kr
MES2324P DC 4,02 Kr
MES2308P AC 2,55 Kr
ME2324F
3,25 Kkr

Macca MES3316F
MES2324FB 3,55 Kkr
MES2348B 3,85 Kr
MES2348P 9,55 Kkr
MES3308F 3,15 kr
MES3324 3,25 Kkr
MES3324F 3,50 kr
MES3348 3,95 Kkr
MES3348F 4 Kkr
MES3508 1,36 Kr
MES3508P 1,40 Kr
MES3510P 1,74 kr
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MHTepBan TemnepaTtypbl XpaHeHus ot -50 go +70 °C (ot -50°C
8o +85 °C gna MES3508, MES3508P 1 MES3510P)
Mepep nepBbiM BKAOYEHMEM NOC/AE XPaHEeHUsA NpU
bﬁ TemnepaType meHbluei, yem -20°C, unum npu 6onbLuent,
yem +50°C, TpebyeTca BbigepKaTb KOMMYTaTOp NpuU
KOMHATHOM TemnepaType He MeHee YeTbIpEX YacoB.

MHTepBan TemnepaTypbl XpaHeHUA

OTHOCUTENbHAA BAAXKHOCTb NpK
aKcnnyaTtaumm (6e3 obpasoBaHUs He 6onee 80%
KOHAeHcaTa)

OTHOCKTENIbHAA BNAXKHOCTb npn XpaHeHUn

0, () 0, 0,
(6e3 06pasoBaHNA KoHaeHcaTa) ot 10% 8o 95% (o1 5% no 95% ans MES3508P)

CpoK cny6bl He meHee 15 net

bﬁ Tun NnUTaHUA yCTPOIMCTBa onpeaenseTca npu 3akase.

2.4 KOHCTPYKTUBHOE UCNOJSIHEHUE

B AaHHOM pasgene onmcaHo KOHCTPYKTMBHOE MCMONHEHME ycTpoincTs. MpeacTaBneHbl N306parkeHns
nepeaHen, 3agHei (sepxHeit ana MES3508P) n 60K0BbIX NaHenel yCTPoMCTBa, ONMcaHbl Pa3beMbl, CBETOAU-
OAHble MHAVKATOPbI M OpraHbl ynpasaeHus.

Ethernet-kommyTaTopbl cepuint MES53xx, MES33xx, MES23xx BbINONHEHbI B META/IZIMYECKOM KOpnyce ¢
BO3MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl cepnn MES35xx BbINOSIHEHbI B META/LIMYECKOM KOpyce ANA KpeneHUs Ha
DIN-peliky.

2.4.1 BHewHuli sud u onucaHue nepedHeli naHeau ycmpolicmea

BHewHM BNA nepegHeln naHenn yctpoicts cepunit MES53xx, MES33xx, MES23xx n MES35xx nokasaH
Ha pucyHKax 1-19.

P - s 1
B2 7] s ' e |
o [ GO0 GOt T T
S | | ' S T e | | | [ |
Qs a8 g I‘-:_"_":"_'_ ““““““““ N R A R A e me
I ‘ ]

1 2 34 5 B 7 8

PucyHok 1 — MepeaHAas naHenb MES5324

B Ta6m4u,e 10 npmeengeH nepeyvyeHb pasbemMoB, CBETOANOAHbIX MHOANKATOPOB U OpPraHOB ynpas/eHUA,
PaCnoO/10XKEeHHbIX Ha nepep,Hel‘/'l naHen KoMmmMmyTaTopa.
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Tabnnua 10 — OnucaHmne pasbemoB, MUHANKATOPOB M OPraHoB ynpasaeHus nepeaHel naHenm MES5324

Ne

dnemeHT nepepHei
naHenu

OnucaHue

Unit ID

MHAMKaTop HoMepa YCTPOCTBA B CTEKeE.

Power

MHAMKaTOp NMTaHMA YCTPOCTBA.

Master

NHauKaTop pexuma paboTbl ycTpolicTBa (Beayumit/seaombiii).

Fan

NHamKaTop paboTbl BEHTUAATOPOB.

RPS

MHAuKaTop pe3epBHOro 3N1eKTPONUTaHus.

Console

KoHCOo/1bHbIM NOPT 415 IOKANbHOIO YNPaB/AEHUA YCTPOUCTBOM.
PacnuHoBKa pasbema cneayrowan:

1 He ucnonb3yeTca

2 He ucnonb3yeTca

3 RX

4 GND

5 GND

6 TX

7 He ucnonb3yetca

8 He ucnonbyetca

9 He ucnonbyetca

Pacnalika KoHconbHOro Kabensa npuseaeHa B pasgene «lMpunoxeHue b.
KoHCO/IbHbIV Kabenb.»

usB

USB-nopr.

00B

MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpas-
JIeHUA YCTPOMUCTBOM.

YnpasaeHve ocyLwecTBAfeTCA No CeTH, Pa3ge/ibHO C KaHaiom nepegadn
OaHHbIX.

Mgmt

MopT 10/100/1000BASE-T (RJ-45) ans yaaneHHOro ynpasieHns ycTpoii-
CTBOM. YNpaB/ieHMe OCYLLECTBAAETCA NO CETU Nepefayn AaHHbIX.

PyYHKLMOHaNbHAA KHOMKa ANA Nepes3arpysku yctTpoictsa n cbpoca K 3a-
BOACKMM HaCTpOMKam:

- NPW HaXaTUKW Ha KHOMKY AAUTENbHOCTbI0 MeHee 10 ¢ npoucxoauT ne-
pesarpyska ycTponcTsa;

- MPU HaXaTUM Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ npoucxoamt
cbpoc HacTpoeK yCTPOMCTBA A0 3aBOACKOM KOHOUrypaumu.

[1-24]

CnoTbl Ana yctaHoBKM TpaHcusepos 10G SFP+/ 1G SFP.

XLG1, XLG2
XLG3, XLG4

Cnotbl XLG1-XLG4 ana yctaHoBKKU TpaHcueepos 40G QSFP+.

36
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(o0t

3 24

1[-0000-]¢
H.0000-|¢

PucyHok 2 — lMepeaHaa naHenb MES3324F

PucyHok 3 — MepeaHAas naHenb MES3324

1 3 24

PucyHok 4 — lMepeaHaa naHenb MES3316F

PucyHok 5 — lMepeaHaa naHenb MES3308F

B Ta6m4u,e 11 npmeeneH nepeyvyeHb pa3bemMoB, CBETOANOAHbIX MHONKATOPOB U OpPraHOB ynpas/1eHUA,

MES3308F, MES3316F, MES3324, MES3324F.

PaCnoO/10XKEeHHbIX Ha nepe,u,Heﬁ naHeIn KOMMYTaToOpoB

37
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Tabnnua 11 — OnucaHWe pa3bemMoB, UHAMKATOPOB M OPraHOB ynpasaeHus nepeaHen naHenn MES3308F,
MES3316F, MES3324, MES3324F

UnitID NHauKaTop HOMepa yCTPOICTBA B CTEKeE.
Power NHAMKATOP NUTAHMA YCTPOMCTBA.
1 Master NHauKaTop pexxuma paboTbl ycTpoiicTBa (Beayuimnii/seaombiit).
Fan NHauKkaTop paboTbl BEHTUAATOPOB.
RPS MHAMKATOP pe3epBHOro aNeKTPpoNUTaHuA.
2 Console KoHCONbHbIV NOPT A5 IOKANbHOIO YNPaB/eHUA YCTPOWCTBOM.
Mopt (out-of-band) 10/100/1000BASE-T (RJ-45) anq yaaneHHoOro ynpas-
3 00B JIEHMA YCTPOMUCTBOM.
YnpasneHune ocyLLLeCTBAAETCA MO CETH, Pa3fe/ibHO C KaHaoM nepeaaymn
JaHHbIX.
dyHKLMOHaNbHAA KHOMKA ANs Nepes3arpysku ycTporcTea n cbpoca K 3a-
BOZACKMM HAaCTPOMKaM:
4 r - MPY HaXaTUM Ha KHOMKY ANUTeNbHOCTbIO MmeHee 10 ¢ nponcxoauT ne-
pesarpyska ycTpoWcTBa;
- NPW HaXKaTUW Ha KHOMKY AnauTenbHocTbio H6onee 10 ¢ mpoucxoaut
cHpOC HAaCTPOEK YCTPOMCTBA 4,0 3aBOACKOWM KOHOUIYypaLuuu.
[1-24] CnoTbl 4Na yCTaHOBKK TpaHcusepoB 1GSFP.
5 [1-16] MopTbl 10/100/1000BASE-T (RJ-45).
[1-8]
[11-12, 23-24]
6 [7-8, 15-16] Komb60-nopTbl: noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
[3-4, 7-8]
XG1, XG2
+ .
7 XG3, XG4 CnoTbl ANA yCTaHOBKMU TpaHcnsepoB 10GSFP+/1GSFP

sasQ OO
MmO O O
15,

PucyHok 7 — lNepeaHasa naHenb MES2324P, MES2324P ACW
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B Tabnnue 12 npuBeaeH nepevyeHb PasbemoB, CBETOANOAHbIX UHAMKATOPOB M OpPraHoOB ynpaBaeHus,
pacrnonoXeHHbIX Ha nepeaHen naHean kommyTtatopa MES2324, MES2324P, MES2324P ACW.

Tabnnua 12 — OnucaHue pa3bemoB, MHAMKATOPOB M OPraHoB ynpaBneHus nepeaHent naHenn MES23241%,
MES2324P, MES2324P ACW

Ne dnemeHT nepeaHen
PeAHEH OnucaHue
naHenu
1 ~110-250VAC max 2A Pasbem onsa NOAKNHOUYEHUA K UCTOUHMKY 31EKTPONUTAHMA NEePEeMEHHOro
TOKa.
Unit ID NHAaMKaTop HOMepa YCTPOMCTBa B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
2 Master MHAanKaTop pexkmma paboTbl yCTpoiicTBa (BeayLumit/Begombiii).
Status NHAMKATOP COCTOAHMA YCTPOICTBA.
Alarm UHpuKaTop aBapuu.
3 Console KoHCO/bHbIM NOPT ANA IOKANBbHOIO YNPaB/AEeHUA YCTPOMUCTBOM.
PyHKLMOHaNbHAA KHOMKA ANA nepe3arpysku ycTpoicTea u cbpoca K 3a-
BO/ZCKMM HaCTPOMKam:
4 . - NPU HAXKaTUM HA KHOMKY AAUTeNbHOCTbI0O MeHee 10 c. npoucxoamt ne-
pesarpyska yCcTpoicTBa;
- NP Ha¥XaTMM HA KHOMKY AfuTesnbHocTbio H6osee 10 c. npoucxoguT
cHbpoc HacTpoeK yCTPOWCTBa A0 3aBOACKOM KOHUrypaumm.
5 [1-24] MopTtbl 10/100/1000BASE-T (RJ-45).
6 Link/Speed CBeToBaA MHAMKALUMA COCTOAHUA ONTUYECKUX NHTepPdencos.
XG1, XG2
7 XG3, XG4 Cnotbl gna yctaHoBKM TpaHcusepos 10GSFP+/1GSFP.

PucyHok 8 — lNepeaHaa naHenbs MES2348P

B Tabaunue 13 npuseneH nepevyeHb pasbemoB, CBETOANOAHbIX UHAMKATOPOB U OPraHOB YNpaB/eHUA,
pacnosoXeHHbIX Ha nepegHer naHenn kommytatopa MES2348P.

! KommyTatopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom OOB (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) gna yaaneHHOro ynpasaeHna yCTPOUCTBOM. YNpaBAeHWe OCYLLeCTBAAETCA MO CeTU, Pa3aeNbHO
C KaHaoOM nepesayn AaHHbIX).
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Tabnunua 13 — OnucaHune pasbemMoB, UHAMKATOPOB M OPraHoOB ynpaBaeHus nepeaHen naHenn MES2348P

Unit MNHauMKaTop HOMepa yCTPOMCTBA B CTEKeE.
Status MNHAMKATOP COCTOAHMA YCTPOICTBA.
1 Master NHauKaTop pexuma paboTbl ycTpoiicTBa (Beayuimnit/seaombiit).
PS1 NHOuMKaTOp CcOCTOAHMA NepBoro 6J10Ka NMTaHMA.
PS2 MNHaunKaTop cocToAHMA BTOporo 610Ka nuTaHus.
PyHKLMOHaNbHAA KHOMKa A/1A nepes3arpy3ku ycTpoicTea u cbpoca K 3a-
BOACKMM HaCTpOMKam:
) r - MPU HaXKaTUKM Ha KHOMKY A/nTeNbHOCTbi0 MmeHee 10 ¢ nponcxoanT nepe-
3arpysKa ycTpoicTBa;
- NPW HAXXaTUM Ha KHOMKY ANuTeNbHOCTbIo 6os1ee 10 ¢ nponcxoamT cbpoc
HaCTPOEK YCTPOMCTBA 4,0 3aBOACKON KOHbUTypauuu.
3 Console KOHCONbHbIV NOPT A5 IOKANbHOIO YNPaB/AEHUA YCTPOWCTBOM.
4 [1-48] MopTbl 10/100/1000BASE-T (RJ-45).
XG1, XG2
5 XG3, XG4 CnoTbl Ana ycTaHoBKM TpaHcueepos 10GSFP+/1GSFP.

PucyHok 10 — MES2324FB, nepeaHAsa naHenb
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PucyHok 12 — MES2348B, nepeaHaa naHenb

PucyHok 13 — MES3348, nepegHasa naHenb

PucyHok 14 — MES3348F, nepegHAaA naHenb

B Tabnnue 14 npuBeaeH nepevyeHb PasbeMoB, CBETOANOAHbIX UHAMKATOPOB M OpPraHoOB ynpaB/eHus,
pacnonoXeHHbIX Ha nepegHen naHenn KommyTtaTtopos MES2324B, MES2324FB, MES2324F DC, MES2348B,
MES3348, MES3348F.
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Tabnmua 14 — OnucaHMe pa3bemoB, MHAMKATOPOB M OPraHOB ynpaBieHuAa nepeaHei naHenn MES2324B,
MES2324FB, MES2324F DCY, MES2348B, MES3348, MES3348F

3 -
No NIEMEHT nepegHen Onucanme
naHenm
~110-250VAC, 60/50Hz Paszbem A4na NOAKAOYEHUA K UCTOYHUKY INEKTPOMUTAHUA nepemeH-
max 2A HOrO TOKa.
1
48 (45 ~ 57) VDC Pasbem gna NoAKNOYEHUA K MCTOYHUKY 31EKTPONUTaHMA NOCTOAH-
HOro TOKa.
2 12VDC max 3A Knemmbl gna NoaKNIO4EHUA aKKYMyNATOPHOW 6aTapen 12V.
Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOP NUTAHMA YCTPOMCTBA.
Master NHAanKaTop pexxnma paboTbl ycTpoicTea (Beaywmii/seaomblit).
3
Fan MHanKaTop paboTbl BEHTUAATOPOB.
Battery NHauMKaTop cocToAaHUA BaTapen.
RPS NHAnKaTop pe3epBHOro 3NeKTPOoNUTaHmA.

4 Console KOHCONbHbIM NOPT ANA NOKANBbHOFO YNpaB/eHUA YCTPOUCTBOM.
®YHKUMOHaIbHaA KHOMKa ANA nepes3arpysku ycTpoincTea u cbpoca K
33aBOACKMM HaCTpOMKam:

5 . - MPM HaXaTUM Ha KHOMKY AnuTenbHocTblo meHee 10 c. npoucxoaut
nepesarpyska ycTpoWCTBa;

- NPWU Ha)aTUKM Ha KHOMKY AauntenbHocTbio 6onee 10 c. npoucxoamt
cbpocC HacTPOEK YCTPOMCTBA A0 3aBOACKOM KOHPUrypauuu.
MES2324B MopTbl 10/100/1000BASE-T (RJ-45).
[1-24] MES2324FB
MES2324F CnoTbl 4NA yCTAaHOBKKU TpaHcueepos 1G SFP.
[11-12,
6 23-24] MES2324FB Kom6o-noptbl 10/100/1000BASE-T (RJ-45) / 1000BASE-X.
MES2348B
n 10/100/1000BASE-T (RJ-45).
(1.48] MES3348 opTbl 10/100/1000BASE-T (RJ-45)
MES3348F CnoTbl 4NA ycTaHOBKKU TpaHcusepos 1G SFP.
7 Link/Speed CBeToBaA MHAMKAUMA COCTOAHUA ONTUYECKNX NHTepdeCcoB.
8 ig;: igi CnoTbl gnAa yctaHoBKM TpaHcueepos 10GSFP+/ 1GSFP.

! KommyTatopsl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom O0B (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) gna yaaneHHOro ynpasaeHna yCTPOMCTBOM. YNpaBieHNe OCYLLeCTBAAETCA Mo CeTU, Pa3aenbHO
C KaHaNoOM nepesayn AaHHbIX).
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PucyHok 15 — lMepeaHasa naHenb MES2308
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PucyHok 16 — lMepeaHas naHenb MES2308P
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PucyHok 18 — lMepeaHas naHenb MES2308R

B Ttabnuue 15 npueeaeH nepevyeHb pPasbemMOB, CBETOAMOAHbLIX MHOMKATOPOB M OPraHOB ynpaBaeHus,
pacnonoXeHHbIX Ha nepegHel naHenn kommytatopos MES2308, MES2308P, MES2308R.
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Tabnmua 15 — OnucaHWe pa3bemoB, MHAMKATOPOB W OPraHoB ynpaBieHua nepeaHer naHennm MES2308,
MES2308P, MES2308P DC, MES2308R

dnemeHT nepegHe
Ne PEAHEH OnucaHue
naHenm
Knemma 3azemneHunsa o
1 - Knemma pgna 3azemneHuns ycTpomcTsaa.
~110-250VAC, 60/50Hz Pasbem gna nogKkntoyeHmA K UCTOYHUKY IN1EKTPONUTAHUA NepeMeHHOoro
max 2A TOKa.
2
48 (45 ~ 57) VDC Pasbem 414 NOAKNIOYEHUA K UCTOYHWUKY 3N1EKTPONUTAaHMA NOCTOAHHOIO
TOKa.
Unit ID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOP NUTAHMA YCTPOMCTBA.
3 Master MHanKkaTop pexxmnma paboTbl ycTpoiicTea (BeayLmil/segombii).
Status MNHAMKaATOP COCTOAHMA YCTPOMCTBA.
Alarm MHanKaTop aBapuu.
4 Console KOHCONbHbIM NOPT ANA NOKANbHOIO YNpaB/eHUA YCTPOUCTBOM.
®yYHKUMOHaIbHasA KHOMKa A/1A nepe3arpy3Ku ycTpoicTea n cbpoca K 3a-
BOZCKMM HAaCTPOMKaM:
5 . - MPY HaXKaTUM Ha KHOMKY AnuTenbHocTblo meHee 10 ¢. nponcxoauT ne-
pe3arpysKa yCcTpoIiCTBa;
- NPU Ha¥aTUM Ha KHOMKY AAuTenbHocTblo 6onee 10 c. npoucxogut
cbpocC HacTPOEK YCTPOMCTBA A0 3aBOACKOM KOHPUrypauuu.
6 [1-10] 10 noptos 10/100/1000BASE-T (RJ-45).
7 Link/Speed CBeToBaA MHAMKAUMA COCTOAHUA ONTUYECKNX NHTepdECcoB.
8 [11,12], [9, 10] CnoTbl ANA yCTaHOBKM TpaHcmBepos 1G SFP.
| Aelrex
MES3508
1
3
5
B QO PWRL
9
QO Pwrz
) P3
O Temp
: n 4
8| s
L L Console
PucyHok 19 — lMepeaHasa naHenb MES3508
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Tabnunua 16 — OnucaHune pasbemMoB, UHANKATOPOB M OPraHoOB ynpasaeHus nepeaHen naHean MES3508

1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).
2 9,10 Kom6o-nopTbl 10/100/1000BASE-T (RJ-45) / 1000BASE-X.
PWR1, PWR2 MNHAMKaTOPbI NUTAHUA YCTPOMCTBA.
3
Temp NHanKaTop TemnepaTypbl.
DyHKUMOHANbHAA KHOMKa A1A nepesarpysku ycTpoiicTea u cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 F - NPW HaXKaTUM HA KHOMKY A/UTeNbHOCTbIO MeHee 10 c. nponcxoauT ne-
pesarpyska ycTpoWncTBa;
- MPM HaXXaTUWM Ha KHOMKY gauTenbHocTbto 6onee 10 c. npoucxoaut
cbpoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.
5 Console KOHCO/IbHbIV NOPT AN1A NOKAbHOTO YNPaBAEHUS YCTPOMNCTBOM.
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[5555%
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PucyHok 20 — lMepeaHasa naHenb MES3508P

Tabnunua 17 — OnucaHune pa3bemoB, MHAMKATOPOB M OPraHoB ynpasaeHna nepeaHel naHenm MES3508P

1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).

2 [1-8] CeeToBas nHaMKauma PoE.

3 9,10 Kom6o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 NHAWKaTOPbI NMUTAHWUA YCTPOMCTBA.

4 Alarm MHanKaTop aBapuu.
Temp MHanKaTop TemnepaTypsl.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES53xx
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®YHKLMOHaNbHAA KHOMKA 1A NepesarpysKku ycTpoicTea M cbpoca K 3a-
BOACKMM HacTpoOliKam:
- NPW HaXKaTUK HA KHOMKY A/MTeNbHOCTbIO meHee 10 c. nponcxoguT ne-

5 F o
pesarpyska ycTpoicTBa;
- MPM HaXXaTUWM Ha KHOMKY gautenbHocTbto 6onee 10 c. npoucxoaut
cbpOoC HacTpoEK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.

6 Console KOHCONbHbIM NOPT ANA NIOKANbHOIO YNpaBeHNa YCTPOUCTBOM.

AelTex
. MES3510P

IR

=
el

INK O
spD O

INK O
spo O

NK O
sPo O

1..8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 21 — lMepeaHas naHenb MES3510P

Tabnunua 18 — OnucaHune pa3bemoB, UHANKATOPOB M OPraHOB ynpaBaeHus nepeaHen naHean MES3510P

o -
Ne dnemeHT nepeaHen Onmcanme
naHenm
1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 [1-8] CseToBanA MHAMKaUMA PoE.
3 9,10,11,12 100/1000BASE-FX/1000BASE-X (SFP).
PWR1, PWR2 MHAMKaTopbl MUTAHUA YCTPOMCTBA.
4 Alarm MHanKaTop aBapuu.
Temp MHanKaTop TemnepaTypsl.
®YHKUMOHaIbHaA KHOMKa A1A Nepe3arpysku ycTporncTea u cbpoca K 3a-
BOACKMM HACTPOMKaM:
5 P - MPM HAXKATUM HA KHOMKY ANUTeNbHOCTbIO MeHee 10 ¢. npoucxoauT ne-
pe3arpysKa ycTpolicTBa;
- MPU HaXXaTUW Ha KHOMKY AanuTenbHocTbto 6onee 10 c. npoucxoaut
cbpoC HacTpOEeK YCTPOMCTBA 4,0 3aBOACKON KOHPUrypauuu.
6 Console KOHCONbHbIV NOPT A5 NIOKANbHOIO YNpPaB/eHUs YCTPOUCTBOM.
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2.4.2 3a0HAA u 8epxHAA naHenu ycmpolicmea

BHewHW BuA 3agHeN NnaHenn KommyTtatopos MES5324 npuseseH Ha puUcyHKe 22.

AN
|f‘

~20 e

PucyHok 22 — 3agHaa naHenb MES5324

B Tabsnmue 19 npmBeaeH nepeyeHb pa3bemoB, PacnoIOKEHHbIX Ha 3a4HEN NaHeAn KoMmyTaTopa

MES5324.

Tabnnua 19 — OnucaHMe pa3bemoB 3aHeN NaHenn KommyTaTopa MES5324

Ne dnemeHT 3agHel naHenu OnucaHue
1 Knemma 3asemnexHunn = Knemma gns 3a3emneHuns ycTponcTea.
CbeMHble BEHTUNALMOHHbIE MOAY/IM C BO3MOXKHOCTbIO ropsivelt 3a-
2 CbeMHble BEHTUAATOPbI
MEHbI.
3 48VDC Pasbem ANA NOAKNKYEHNA K UCTOYHUKY INEKTPONMUTAHUA NOCTOAH-
HOro TOKa.
Pasbem A48 NOAKAOYEHWUA K UCTOYHWKY 3NEKTPONUTaHMA nepe-
4 ~220 VAC 50 Hz max 1A AIA TIOA y P P
MEHHOrO0 TOKa.

BHewWwHW BUA 3a4HUX NaHenen KommyTtatopos cepmn MES33xx npmBeneH Ha puUcyHKax 23-26.
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PucyHok 23 — 3agHaa naHenb MES3324F, MES3348F, MES3324
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PucyHok 24 — 3agHAaa naHenb MES3348

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx
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PucyHok 25 — 3agHaa naHenb MES3308F
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PucyHok 26 — 3agHaa naHenb MES3316F

Tabnnua 20 — OnucaHne pa3beMoB 3aHEN NaHen KommyTaTopoBs cepmumn MES33xx

Ne dnemeHT 3agHel naHenm OnucaHue
—_—i— v

1 Knemma 3aszemneHuna = Knemma gna 3asemneHunsa yCTpomCTBa.

CbeMHble BEHTUNALMOHHbIE MOAYAN C BO3MOXHOCTbIO ropayen 3a-
2 CbeMHble BEHTUNATOPbI

MEHbI.

Pazbem Ana NoAKNKYeHUA K UCTOYHUKY INEKTPONMUTAHNA NOCTOAH-
3 48VDC

HOrO TOKa.

Pasbem onsa NOAKNOYEHUA K UCTOYHWKY INEKTPOMNUTAHUA NepemeH-
4 ~220 VAC 50 Hz max 1A il TOKf: A 4 P P

BHewWwHM BMA 3a4HEN NaHeNn KomMyTaTopos cepmumn MES23xx npuBeaeH Ha pucyHKax 27-31.

O
(-]
PucyHok 27 — 3agHaa naHenb MES2324, MES2324B
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PucyHok 28 — 3agHaa naHenb MES2324P
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PucyHok 29 — 3agHAasa naHenb MES2324P ACW
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PucyHok 31 — 3agHaa naHenb MES2348B

Tabnnuya 21 — OnucaHue pasbemoB 3agHeN NaHeNnn KommyTaTtopos MES2324x, MES2348B

Ne dnemeHT 3agHel naHenu OnucaHue
[ — o
1 Knemma 3azemnenHunsa = Knemma gns 3asemneHusa yCTpomncraa.
2 BeHTMnATOpHLI.
3 12VDC max 5A Knemmbl gna nogKkntoveHma akkymynatopHon 6atapen 12V.
4 ~110-250VAC, 60/50Hz Paszbem ona NOAKAOYEHMA K UCTOYHWUKY SNEKTPONUTAHMA NepemeH-

max 2A

HOro TOKa.

BHewWwHM BMA 3aaHeN NnaHenn kommyTtatopa MES2348P npuBeaeH Ha puUCyHKe 32.

Ethernet-kommyma
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PucyHok 32 — 3agHaa naHenb MES2348P

B Tabnmue 22 npuBeaeH nepeyeHb pa3bemoB, PacnoIOKEHHbIX Ha 3a4HEN NaHeAn KoMMyTaTopa
MES2348P.

Tabnmua 22 — OnucaHue pasbemoB 3agHel naHean kommyTtatopa MES2348P

Ne dnemeHT 3agHel naHenun OnucaHue

CbeMHble BEHTUAALMOHHbIE MOAY/IN C BO3SMOXHOCTbO ropsayelt 3a-
1 CbeMHble BEHTUAATOPbI

MEHbI.

—_— o
2 Knemma 3aszemneHuns —= Knemma gns 3asemneHuma yCTpomncTaa.
3 ~100-240VAC, 60/50Hz Pasbem gna NOAKNIOYEHUA K UCTOYHUKY S/1EKTPONUTAHUA NepemeH-
max 10A HOro TOKa.

BHewWwHMI BMA 3aHEN NaHe I KommyTaTopos cepun MES2308x npuseaeH Ha pucyHKe 33.

satex 2

N
SIN XOO000000KK

PucyHok 33 — 3agHasa naHens MES2308, MES2308P, MES2308P DC, MES2308R

BHewHWMn BUA BepxHel naHenu KommyTtatopoB MES3508, MES3508P 1 MES3510P npuseseH
puUcyHKe 34.

Ha
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PWR2

s
PWR1

NC-COM-NO)
Dry contact

PucyHok 34 — BepxHaa naHenb MES3508, MES3508P, MES3510P

Tabnmua 23 — OnuncaHue pasbemoB BepXHen naHesm Kommytatopos MES3508, MES3508P, MES3510P

Ne dnemeHT 3agHei naHenu

OnucaHue

—_—i—
1 Knemma 3asemnenua =

Knemma g/1a 3a3emneHuns ycTpomncTea.

48 (20 ~ 70) VDC (gna
MES3508)

Pasbembl Ana NOAKNOYEHUA K UCTOYHMKAM 3N1EKTPONUTAHUA NOCTO-

2
48 (45~ 57) VDC (ana AHHOTO TOKa.
MES3508P 1 MES3510P)
3 12VDC max 5A PeneiHbIV BbIxoZ4 aBapuUiiHOM curHanmnsaumm: 1A 24V DC.

2.4.3 bBokoevle naHenu ycmpolicmea

® ®
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PucyHok 36 — JleBas 6bokoBas naHenb Ethernet-kommyTtatopos

Ha 60KoBbIx naHensx yCTpOﬁCTBa pacnonoXxeHbl BEHTUNAUNOHHDbIE PELUETKU, KOTOPbIE CAyXKaT ANnA
oTBo4a Tensa. He 3aKprBal‘;1Te BEHTUNAUNOHHbIE OTBEPCTUA MOCTOPOHHMMU nNpegmMmeTamMu. JTO MOXKeT
npumeBecTn K neperpesy KOMMNOHEHTOB yCTpOﬁCTBa M BbI3BATb HapylwleHUA B ero pa60Te. PekomeHpgaunm no
YCTaHOBKe yCTpOﬁCTBa pacrnonoxeHobl B pasgene «YCTaHOBKA U NOAKNOYEHUE Y.
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2.4.4 Csemosasn uHOUKayusa

CocTosAHue nHTepdeiicos Ethernet nHanumpyetca AByma CBETOAMOAHbIMU UHAMKaTOpamu, LINK/ACT
3e/ieHoro ugeta n SPEED aHTapHOro useta. Pacnono)keHne cBeToano40B NOKA3aHO Ha pucyHKax 37, 38, 39.

LINK/ACT SPEED

PucyHok 37 — BHewHK BMA pasbema ¢ QSFP+-TpaHcMBepamu

O

VA VA

LINK/ACT  SPEED

PucyHok 38 — BHelwwuHuit BuA pasbema SFP/SFP+

LINK/ACT SPEED

PucyHok 39 — BHewHu Bua pasbema RJ-45

Tabnunua 24 — CeeToBasA MHAMKAUMA cOCTOAHUA XLG-nopToB

BbIkntoyeH BbIkntoueH MopT BbIKNOYEH NN COEAUHEHUE HE YCTAaHOB/IEHO
lopuT NnOCTOAHHO [opuT nocToAHHO YCcTaHOB/IEHO coeAnHeHMe Ha ckopocTu 40G6uT/c
lopuT NnoCcTOAHHO Mwuranune MaeT nepegava gaHHbIX
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Tabnuua 25 — CBeToBaa MHAMKALMA cOCTOAHUA XG-NOPTOB

CeeyeHue UHOUKamopa

CeeyeHue uHOUKamopa

CocmosHue uimepdpelica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKAOYEH AN COeAUHEHME HE YCTaHOBAEHO
BbikntoueH [opuT NnocToAHHO YcTaHOB/IEHO coenHeHne Ha ckopocTu 1G6uT/c

[opuT NOCTOAHHO

[opuT NnocToAHHO

YcTaHOB/IeHO coenHeHne Ha ckopocTi 10G6uT/c

X

MwuraHune

MpoeT nepegava gaHHbIX

Tabnnua 26 — CeeToBas MHAMKAUMA cocToAHKUA Ethernet-noptos 10BASE-T

CeeyeHue uHOUKamopa

CeeyeHue uHOUKamopa

CocmosHue uimepdpelica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKNOYEH AN COeANHEHME HE YCTAHOBAEHO
YCTaHOB/MIEHO coeauHeHue Ha ckopoctn 10M6uTt/c
BbIkntoueH opnT NnocToAHHO

nan 100Méut/c

FopnT NnocToAHHO

[opnT NnocToAHHO

YcTaHoB/IeHO coeamHeHne Ha ckopocTu 1000M6éuT/c

X

Mwuranue

NaeT nepenaya AaHHbIX

NHaukaTop Unit ID (1-8) cny»KuT ana o603HavyeHUs Homepa yCTPOMCTBA B CTEKe.

CuctemHble nHamkaTopbl (Power, Master, Fan, RPS) cay)at ana onpefeneHus cocToaHuA paboTbl
y3/710B KOMmmyTaTopoB cepum MES53xx, MES33xx, MES23xx, MES35xx.

Tabnuua 27 — CBeToBaa MHAMKALMA CUCTEMHbIX MHAMKATOPOB

HaseaHue DyHKYUA o
CocmosHue uHOuKamopa CocmosHue ycmpolicmea
UHOUKamopa uHOUKamopa
BbikntoueH MuTaHue BbIKNOYEHO
3eneHbli, roput MuTaHWe BKAOYEHO, HOPMa/ibHanA
NOCTOAHHO paboTa ycTpolicTea
CocToaHue . CamoTecTMpoBaHMe yCTPOMCTBA NPK
3eneHblit, mepuaeT
Power WUCTOYHMKOB ctapte (POST)
nUTaHUA OTcyTCTBME NEPBUYHOIO NUTAHUA OT
KpacHbiin, roput OCHOBHOIO UCTOYHMKA (NpW NUTaHWUU
NOCTOAHHO YCTPOKCTBa OT pe3epBHOro
WUCTOYHMKA)
Mpu3Hak 3eneHbli, roput YCTpOCTBO ABNAGTCA «MacTeEPOM» B
BeAyllero NOCTOAHHO cTeke
Master y . =
YCTPOMCTBA NpHU YCTPOMCTBO HE ABNAETCA «KMAaCTEPOM»
BbikntoueH
paboTe B cTeke B CTEKe
3eneHsbli, roput
CocTosHue Bce BEHTUAATOPbLI NCNPABHbI
NOCTOAHHO
Fan BEHTUAATOPA ”
KpacHbin, roput OTKas ogHoro unu 6onee
oxnaxaeHus
NOCTOAHHO BEHTUNIATOPOB
3eneHsbli, roput .
HopmanbHana paboTa ycTpoiictsa
MHaukaTop NOCTOAHHO
Status COCTOAHUA . OTKas ogHoro nnun 6onee
. KpacHbin, roput
ycTpouctea HOCTORHHO BEHTUAATOPOB, NAn aBapua PoE
(MES2348P)
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3arpyska ycTpoucTtea. He HasHaueH
o . IP-agpec HX Ha oANH n3
KpacHbIn-3eneHobin, AP o A
Mraer nHTepdeicos, MMbO B cTEKe He
obHapykeH mactep (MES2324,
MES2324FB, MES2324F DC)
. MoaknoyeH notpebutens PoE (roput
MHpukarop 3eneHoli, roput WMHOMKATOP, COOTBETCTBYHOLLMI
PoE coctoAaHna PoE- NOCTOAHHO ! ¥
nopty)
nopTos
BbikntoueH MoTpebutenn PoE He NOAKNOYEHDI
3eneHbl, roput Pe3epBHbIi UCTOYHUK NOLKAOYEH U
Pexum paboTbl NOCTOAHHO paboTaeT HopmanbHO
€3epBHOro . OTcyTCTBME NEPBMYHOIO NMUTaHMA
RPS pesep KpacHbin, roput Y P
WCTOYHMKA pe3epBHOro UCTOYHMKA UK ero
NOCTOAHHO
NUTaHWA HEeNCNpPaBHOCTb.
BbikntoueH Pe3epBHbIN UCTOYHUK HE MOAKIIOYEH
3eneHbl, roput
AKB nogKkntoyeHa, nnTaHne B Hopme
NOCTOAHHO
3eneHblit, muraet AKB 3apsarkaeTca
Battery MHpmkarop KpacHblin-3enéHbli OcHoBHOE NuTaHuMe oTKAtoYeHOo, AKB
(MES2324B, COCTOAHUA MAraeT ! paspAaeTcs !
MES2324FB, AKKYMYNATOPHOWM K " H " AKE
acHbIN, muraet W3KUI YpOBEHb 3apAaa
MES2348B) GaTapen P ’ yp pAA
BbikntoueH AKB oTkntoueHa
KpacHbIn, roput ABapus PTE (pacuenuTtensa Toka
NOCTOSIHHO 6artapewu)
3eneHbli, roput BNOK NUTaHMA yCTaHOB/IEH B C/OT,
NOCTOAHHO nuUTaHWe BKIIOYEHO
BnoK NUTaHWA yCTaHOBAEH B C0OT, HO
NHanKkaTop
PS1, PS2 COCTORHMA KoacHbIl. roouT NUTaHWe OTKOYEHO; 610K NUTaHuUA
(MES2348P) P »fop YCTaHOBJIEH B C/IOT, NUTaHMWe
6710K0B NUTaHMUA NOCTOAHHO
BK/IIOYEHO, HO MMeeTCA
HEWCNPaBHOCTb
BbIkntoueH BNOK NUTaHMA He YyCTaHOBAEH B CNOT
KpacHbIn-3enéHbii, Harpy3ska PoE Bbiwe HacTponku
Mmuraet usage-threshold
CeeTtoBas Kputnueckas owmnbka B pabote POE,
Alarm UHANKaLMA KpacHbiin, roput npueeaLwasn K oTkAoYeHuto PoE Ha
CUCTEMHBIX NOCTOAHHO BCex nopTax Mb0 0TKas 04HOMo MU
WHANKATOPOB 6onee BEHTUNATOPOB
Harpy3sKa POE Hu»Ke HacTpOMKu
BbikntoueH
usage-threshold

2.5 KomnneKrt nocraBku

B 6a30BbIli KOMNAEKT NOCTaBKU BXO4AT:

e Ethernet-kommyTtaTop;

o KOMNAEKT KpeneKa B CTOMKY;

e LUHyp nuTaHusa EepoBunka-C1l3 1.8m (Ttonbko ana MES2308, MES2308R, MES2308P AC,
MES2324 AC, MES2324B, MES2324P AC, MES2324P ACW, MES2324FB, MES2348B);

e LHyp nutaHus NBC 2x1.5 2m (Tonbko ans mogeneir MES2308P DC, MES2324 DC, MES2324F
DC, MES2324P DC, MES3508, MES3508P, MES3510P);

e [lamATKa O AOKyMEeHTaLuu;

o CepTuduKaT COOTBETCTBMUS;
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e [lacnopr.
Mo 3anpocy B KOMMNAEKT NOCTABKM ONUMOHAZIbHO MOTYT ObITb BKAKOYEHDI:

e PykoBoactso no akcnayataunm Ha CD-gucke;

e  KoHcOnbHbIN Kabenb;

e Moaynb nutaHma PM160-220/12 (ana cepuii MES33xx, MES5324) nan PM950-220/56 (ans
MES2348P);

e UIHyp nuTaHua EBpoBuaka-Cl3 1.8m (B ciyyae Komnnektauum moaynem nuTtaHua PM160-
220/12 nnm PM950-220/56);

e Mogaynb nutaHna PM100-48/12 (ana cepuit MES33xx, MES5324);

e LUHyp nutaHua NBC 2x1.5 2m (B cnydyae KoMNaeKkTauum moaynem nutaHmsa PM100-48/12);

e SFP/SFP+/QSFP+-TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B naHHOM pa3gene onucaHbl NpoLeaypbl YCTaHOBKU 060pyA0BaHUA B CTOMKY U NOAKAOYEHUA K NUTa-
foLen cetu.

3.1 KpenneHue KpOHLWTENHOB

B KOMNAEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI AN1A YCTAHOBKM B CTOMKY M BUHTbI 418 Kpenje-
HUA KPOHLUTEMHOB K KOpMycy ycTpoicTBa. A4 YyCTaHOBKM KPOHLUTEAHOB:

PucyHok 40 — KpenneHune KpOHLWITENHOB

1. Mpu HaANUYUM TPAHCNOPTHOTO BUHTA YAANUTE €ro Nepes Havyaiom YCTaHOBKM (CM. pUCyHOK 38).
2. CoBmecTuTe YeTblipe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TaKUMMU Ke OTBEPCTUAMM Ha 6o-
KOBOW MaHenn ycTpoicTBea.

C NoMOLLLbI0 OTBEPTKU MPUKPENUTE KPOHLUTENH BUHTAMM K KOpPMyCy.

4. ToBTopuTe Aeicteua 1, 2 AnA BTOPOro KPOHLWTENHa.

w

3.2 YcTaHOBKa ycTpoiicTBa B CTOMKY (Kpome MES3508, MES3508P, MES3510P)

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKuTe yCTPOMCTBO K BEPTUKA/IbHBbIM HAaNPaBASIOWMM CTOMKMN.

2. CoBMecTUTE OTBEPCTUS KPOHLUTEMHOB C OTBEPCTMAMM Ha HANPaBAAIOLLMX CTOMKKU. cnonbayiiTe
OTBEpCTWA B HaMNpasAAOLWMX Ha OAHOM YPOBHE C 06eMX CTOPOH CTOMKM, AJ1A TOFO YTO6bI YCTPO-
CTBO Pacno/iarasocb rOPU3oHTabHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.
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PucyHok 41 — YcTaHOBKa YCTPOMCTBA B CTOMKY

Ha pucyHKke 42 npuBeaeH Npumep pasmelLeHns kommytatopos MES5324 B cToitKe.

o MES-5324 N1 o
(] KabenbHblin opraHanaep (]
o MES-5324 N2 )
o KabenbHblii opraHansep o
o MES-5324 N3 o
(] KabenbHbiih opraHanaep (]
o  MESB5324 N4 )
o KabGenbHeblii opraHansep (o]
o] MES-5324 N5 °
o KabenbHblli opraHaiisep o

PucyHok 42 — PasmelueHne kommytatopos MES5324 B cToike

I He 3aKpblBaiiTe BEHTUNALMOHHbIE OTBEPCTUA, a TaKKe BEHTUNATOPDI, PacNO/0XKeHHbIe Ha
3agHel naHenu, NOCTOPOHHMMU NpeaMeTamun Bo usbexkaHue neperpeBa KOMMNOHEHTOB
KOMMYyTaTOpa M HapylueHua ero paboTbl.
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3.3 YcraHoBKa ycTpoiicts MES3508, MES3508P, MES3510P Ha DIN-peiKy

YCTPOMCTBO pasmellaeTca BepPTUKaNbHO, TaK Kak 60KoBble NaHenu obecneunBaloT Ten-
vl nooTBOA,

[ns yctaHoBKK ycTpoiicTea Ha DIN-peliky:

1. Mpunoxutb KpenneHue Ha 3agHel cTeHKe KomMmyTaTopa nosepx DIN-peiku.
2. [oTAHYTb KOMMYTaATOpP BHM3 A0 ynopa.
3. HapasuTb Ha HUXKHIOK YacTb KOMMYTATOpPa A0 3aLLeNKUBAHUA.

3.4 YcTaHOBKa mopynei NUTaHuA

KommyTaTtop moxKeT paboTaTb C OAHUM UM ABYMA MOAY/IAMMU NUTaHUA. YCTaHOBKA BTOPOro moay/s
NMUTaHWA HeobxoaMma B C/ly4ae WCMOJIb30BaHUS YCTPOWCTBA B YC/NOBMUAX, TPEOYHOWMX MOBbILEHHOM
HaAEeKHOCTHU.

MecTa gna yCTaHOBKM MOAYNEN NMUTAHWUA C SINEKTPUYECKON TOUKN 3peHMA paBHOLLEHHbI. C TOYKM 3peHus
MCMNONb30BaHWUA YCTPOICTBA, MOAYNb NUTAHWUA, HaXOAALWMNCA BAMMKE K Kpato, CYMTAETCA OCHOBHbIM, BaunxKe K
LEHTPY — pe3epBHbIM. Moaynn nNUTaHWA MOTyT YCTaHaB/AMBaTbCA M U3BAEKaTbCA 6e3 BbIKAYEHMUs
ycTpolicTtea. Mpu ycTaHOBKE MU U3BAEYEHUWN SONONHUTENBHOTO MOAYASA MUTAHUA KOMMYTaTOP NPOLONKAET
paboTty 6e3 nepesanycka.

' ‘ Nepea ob6cnyKnBaHnem usaenunsa, PEMOHTOM UK APYFUMUW aHANOTMUYHBIMU AeNCTBUAMU
rad | OTKNIIOUMUTE U3aenue oT BCeX MCTOUHMKOB NUTaHMUA.

PucyHok 43 — YcTaHOBKa Moaynen nuTaHus

CoctosHue Mop,yneﬁ NUTaHUA MOXKeT ObITb nposepeHo NOo MHAWKAUUWN Ha nepep,Heﬁ naHenun

KommyTaTopa (cm. pasgen 2.4.4) uau NO [MArHOCTUKe, AOCTYMHOM yepes MHTepdeicbl ynpasaeHus
KOMMYTaTOPOM.

UHaukauma aBapun moayna nUTaHUA MOoXKeT 6bITb BbiI3BaHa He TOJIbKO OTKA3oMm moAaynsa,
o] HO U OTCYTCTBMEM NEPBUYHOrro NUTaHUA.
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3.5 MoaknioueHue NUTaloLWEN ceTU

1. Mpexae Yem K ycTpoiicTey 6yaeT NOAKAOYEHA NUTAOLWAA ceTb, HEOBXOAMMO 3a3eMNIUTL KOpP-
nyc yCTPOMCTBA. 3a3emaeHne HEOH6X0AMMO BbINOAHATL N30ANPOBAHHBIM MHOTOXWUAbHbBIM NPO-
BOZOM. YCTPOWCTBO 3a3eMJ/IEHUA U CeYEHME 3a3eMAIOLLEr0 NPoBOAA AOJIKHbI COOTBETCTBO-
BaTb TpeboBaHuam My3.

’ MopKnoueHUe A0MKHO OCYLLECTBAATLCA KBANMMPULMPOBAHHBIM CNELUaNncTom.
-

2. Ecau npegnonaraertca NoAK/AlouYeHne KoMMbloTepa Uan MHOro 060py0BaHNA K KOHCObHOMY
NOpPTY KOMMYTATOPa, 3TO 060PYyA0BaHME TaKKe A0/IKHO ObITb HAZEKHO 333eM/IEHO.

3. ToggntounTe K yCTPOWCTBY Kabenb NMTaHMA. B 3aBUCMMOCTM OT KOMNJIEKTAL MKW YCTPOMCTBA, NK-
TaHWE MOKET OCYLLLECTBAATLCA OT CETU NMepPeMEHHOr0 TOKa IMB0 OT CeTM NOCTOAHHOTO ToKa. Mpu
NOAK/IIOUYEHNN CETU NEPEMEHHOr0 TOKa CeayeT UCNO/b30BaTb Kabesb, BXOAALMI B KOMMNEKT
ycTpoiicTea. Mpu NOAKAOYEHUN K CETU MNOCTOAHHOMO TOKA UCMO/b3YTE NPOBOA CEYEHNEM He
meHee 1 Mm? 1 cobtoaaiite NONAPHOCTb, YKa3aHHY0 Ha 610Ke NUTaHusA.

Bo n3bexkaHne BOSHUKHOBEHUA KOPOTKOro 3amblKaHUA NPU NOAKIIOYEHUU K CeTU NOCTo-
AHHOrO TOKAa PEKOMEHAYEeTCA NPOU3BECTM 3aUMCTKY NPOBOAA Ha AANHY 9 MM.

.‘

’ ' Llenb nMTaHUA NOCTOAHHbBIM TOKOM [,0/1}KHa COAEPaTb YCTPOMUCTBO OTK/NIOYEHUA NUTAHUA
- ¢ dU3MUEeCKUM pasbeauHeHMem coeauHeHuna (BbIKAloUYaTeb, Pa3bem, KOHTAKToOp, aBTo-
MaTUUYECKUii BbIKOYaTeNDb U T.N.).

4. BK/OYMTE NUTAHME YCTPOMCTBA M yOeanTech B OTCYTCTBUM aBapuit MO COCTOSHUIO MHAWKATOPOB
Ha nepeaHen naHenun.

3.6 TMoaknioueHne AKb K MES2324B, MES2324FB, MES2348B

MoaxntoueHne AKB ocyLLecTBAAETCA MeAHbIM NMPOBOAOM ceyeHneM He meHee 1,5 mm2, Mpu noaknio-
yeHun AKB Heobxoanmo cobatogatb NOAAPHOCTb.

EmkocTb AKB, He meHee 20Ah.

PucyHok 44 — MoakntodeHune AKB K ycTponcTay
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3.7 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

f] YcTaHOBKa ONTUYECKUX MOAY/Iei MOXKeT NPOM3BOAUTLCA KaK NPU BbIK/IIOYEHHOM, TaK U
o NPV BKIOYEHHOM YCTPOUCTBE.

1. BcraBbTe BepxHU SFP-moayib B CIOT OTKPbLITOM YacTbio pa3bema BHWU3, a HUXKHUIA SFP-moaynb
OTKPbITOM YaCTbiO pa3bema BBEPX.

PucyHok 45 — YctaHoBKa SFP-TpaHcmBepoB

2. HapgasuTe Ha moay/b. Koraa oH BCTaHET Ha MECTO, Bbl YC/bILLIMTE XapPaKTEPHbIN LLE/TYOK.

PucyHok 46 — YcTaHoBneHHble SFP-TpaHcuBepbl
Ona ynaneHua TpaHcusepa:

1. OTKpoiiTe 3aLeNKky moayns.

PucyHok 47 — OTKpbITMe 3awenkn SFP-TpaHcueepos
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2. W3BnekuTe moaynb U3 cloTa.

PucyHok 48 — N3BneveHune SFP-TpaHcuBepos
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4 HAYA/NbHAA HACTPOUKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuHana

Ha KomnbloTepe 3anycTuUTb Nporpammy smynsaummn TepmuHana (HyperTerminal, TeraTerm, Minicom) u
NPOW3BECTM CReaytoWwmne HACTPOMKM:

— BblbpaTb COOTBETCTBYIOLLMI NOCAEA0BATE/NbHbIN NOPT;

—  YCTaHOBMTb CKOPOCTb Nepenaym AaHHbix — 115200 60p4;

— 3apatb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 CTONOBLIN BUT, 6€3 KOHTPOS YETHOCTY;

— OTK/NIIOYUTb afnnapaTHOEe U NPporpaMmmHoe ynpasaeHe NOTOKOM AaHHbIX;

— 334aTb PEXUM IMYyNALMM TepMUHaaa VT100 (MHOrMe TepMUHa/bHbIE MPOrPaMmMbl UCMO/b3YIOT
AAaHHbIN PEXUM IMYNALNM TEPMUHAA B KAUECTBE PEeXMMA NO YMOJTYaHUIO).

4.2 BKAlOYeHUue YyCTPOUCTBA

YCTaHOBUTb CoeAMHEHME KOHCOIM KOMMYyTaTopa (nopT «console») ¢ pasbeMom Moc/neaoBaTe/IbHOro
nHTepdelica KomnbloTepa, Ha KOTOPOM YCTAaHOB/IEHO NPOrpaMMHOe obecrneyeHme sMmyIaLUn TepMUHana.

BKAounTb  ycTpoictBo. [pM  KaskAOM  BK/AKOYEHMM KOMMYTaTopa 3anyckaeTca npoueaypa
«TeCTUPOBAHUA CUCTEMbI MpU BKAOUYeHUU» (POST), KoTopaa no3sonseT onpeaennTb paboTocnocobHOCTb
YCTpOIicTBa Nepes, 3arpy3Koit UCNONHAEMOM NporpamMmmsbl B onepaTusHyto namaTb (O3Y).

OTtobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax MES5324:

BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0

High speed PHY - Version: 2.1.5 (COM-PHY-V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDR3 Training Sequence - Ver 5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1
DDR3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U-Boot. Press ctrl+shift+6 to enable debug mode.

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa aBe CeKyHZAbl noc/e 3aBepleHus npoueaypbl POST HaunHaeTcs aBTo3arpysKa nporpaMmmHoro
obecneyeHns KommyTaTopa. [Ns BbINOJHEHUS CieumanbHbIX NpoLeayp UCNoIb3yeTcs MeHto Startup, BOMTU
B KOTOPOE MOXHO NPepBaB 3arpysKy Haxkatmem Knasuwu <Esc> unu <Enter> B Te4eHMe 3TOro BpeMeH!.
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Mocne ycnewwHoM 3arpy3kn KOMmMmyTaTopa NOABUTCA CUCTEMHOE NpuraaleHne nHtepdelica KomaHaHOM
cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***** (admin)

console#

/':f' [ns 6bicTporo BbI30Ba CNPABKMU O AOCTYMHbIX KOMaHAAX UCNO/b3yiTe KOMBUHALMIO KNa-
- BULWW <Shift>un <?>,

4.3 3arpy3o4yHoe MmeHIo

[na BXxofa B 3arpy3oyHOE MeHI0 ciefyeT MOoAKAYMTLCA K YCTPOMCTBY uyepes mHTepdeic RS-232,

nepesarpysuTb YCTPOWCTBO, U B TeYEHME ABYX CEKYHA, Nocae 3aBepLieHms npoueaypbl POST HaxaTtb “ESC” nnu
“ENTER”:

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1

Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupa 3arpy3o4HOro meHio:

Startup Menu
1] Restore Factory Defaults

[

[2] Boot password

[3] Password Recovery Procedure
[4] Image menu

[5] Back

Enter your choice or press 'ESC' to exit:

Tabnuua 28 — OyHKLMM MHTepdelica 3arpy304HOro MeHHo

®dyuKyua OnucaHue
Restore Factory Defaults BoccTaHOBUTb 3aBOACKME HAaCTPOMKHM
Boot password YcTaHoBUTL / yAannTb Naposib Ha bootrom
Image menu BbIbpaTb akTMBHbIVM 06pasa cuctemHoro MO
Password Recovery Procedure COpOoCUTb HAaCTPOIMKM ayTEHTUPUKALUK
Back MpoAoKUTb 3arpysKy
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4.4 Pexum paboTbl KOMMYyTaTOpa

KommyTtatopbl cepuit MES53xx, MES33xx, MES23xx paboTaloT B peXXnume CTEKMPOBAHMS.

V KommyTaTtopbl

CTEKUpOoBaHUA.

CTeK PpYHKLMOHUPYET KaK eaMHOE YCTPOMUCTBO U MOXKET 06beAMHATDL A0 8 KOMMYTAaTOPOB OLAHON U TOM

MES3508, MES3508P wn MES3510P He nopAaepXuUBAOT peXxum

e MogEeNN, UMEeIoLLMX Cieaytolme poaun, onpeaensemble nx nopaakosbimm Homepamu (UID):

— Master (UID yctpoictBa 1 uamn 2), ¢ Hero npoucxoamT yrnpasieHne BCeEMU YCTPOUCTBaMU B

CTeKke

— Backup (UID yctpolictBa 1 uam 2) — ycTpoicTBO, noaumHawolweecs master. Jybavpyet Bce
HaCTPOWKK, 1, B Cly4ae BbIXOAa YNPaBAAIOLLErO YCTPOWCTBA U3 CTpos, bepeT Ha ceba QyHKLMM

ynpaB/sieHnA CTEKOM.

—  Slave (UID ycTpoiicts oT 3 Ao 8) — ycTpolicTBa, nogunHsiolleeca master. He moxket paboTaTh B

aBTOHOMHOM peXume (ecam oTcyTcTByeT master).

Mo yMOYaHMIO KOMMYTATOP ABAAETCA MacTepom, NopTbl XLG (XG) yyacTByloT B nepeaave AaHHbIX.

B pexumme crekuposaHuAa MES5324 ucnonbsyetr XLG noptbl ANA CUHXPOHM3AUMK, OCTA/bHbIE
KOMMYyTaTOpbl cemeincTea, Kpome MES2308, MES2308P — XG noptbl, MES2308 n MES2308P ncnonb3sytoTt 1G-
noptbl. Mpy 3TOM yKa3aHHble MOPTbl HE Y4acTBYIOT B nepefaye AaHHbIX. BO3MOXKHbI gBe TOMOAOrMU
CMHXPOHU3UPYHIOLMXCA YCTPOMCTB — KO/bLEBas M AIMHeWHadA. [ noBblWeHUA OTKA30yCTOMYMBOCTM CTEKa
pPeKoOMeHAYEeTCA UCMOb30BaTb KObLEBYO TONOOTMIO. [1pM MCNONb30BAHUW IMHEHOM TONOIOTUN B CXeMe
U3 ABYX IOHUTOB CTEKOBbIE NOPTbI 06beAnHAIOTCA B LAG, 4TO N03BOAAET NOBLICUTb NPOMYCKHYI0 CNOCOBHOCTbL

KaHana.

V Ona kommytatopos MES2348P, MES2348B, MES3348, MES3348F pna obbeauHeHus B

NINHeiHOM TONON0rMKN CTEKOBbIX NopToB B LAG Heo6xoamMmo Mcnoib3oBaTb MHTepenchbl

tel-8/0/1, tel-8/0/4 wnn tel-8/0/2,tel-8/0/3. Mpu nw0bbLIX APYrUX KoMGUHALMAX
CTEeKOBbIX NOPTOB OAWH U3 HUX ByaeT HaXoAUTbLCA B pe3epsBe U UMeTb cTaTyc Standby.

Hacmpolika cmeKuposaHus KOMMymamopos

3anpoc KOMaHAHOM CTPOKU MMEEeT Caeayiolmii BUA,:

console (co

nfig) #

Tabnnua 29 — basoBble KOMaHAbI

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

stack configuration li

{fo1-4| te1-4 | gi9-12}

nks

HasHauaeT uHTepdeiicbl ANS CMHXPOHM3aLMU PaboTbl
KOMMyTaTopa B CTeKe.

stack configuration unit-id L HasHavaeT Homep ycTpoiicTBa «unit-id» nokanbHoOMy

unit_id ua:]l:tt_ol)d/:a(ult.f’ YCTPOMCTBY (Ha KOTOPOM BbINOAHEHAa KOMaHAa). CMeHa Homepa
YCTpOICTBA NPOU3OMAET NoC/e Nepesarpyskv KOMMyTaTopa.

no stack configuration YaaneHue HacTPOeK CTeKa.

stack unit unit_id unit_id: (1..8, all) Mepexon, K KOHPUTYPUPOBAHMIO FOHUTA B CTEKE.

stack configuration master MpUHYAUTENbHO HAa3HAYaeT YCTPOWCTBO MacTepom (MacTepcTBo

unit unit_id unit_id: (1..2),— 6yneT Bceraa COXpaHeHo 3a IOHWUTOM B C/lydae Hanmuus
ero B CTeke).
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no stack configuration
master unit unit_id

Bo3Bpaluaet BbI6Op MacTepa K CTaHAAPTHOMY aropuTmy.

’ [NnA npumeHeHUA HaCTpoeK cTeKa HeobxoaMMma nepesarpyska ycTpoicTsa.
-

[pumep

=  Ob6beanHUTb B CTEK ABa KommyTaTtopa MES5324. HazHaunTb BTOPbIM HOHUTOM, UCMO/1b30BaTb UHTEP-
delicbl fol-2 B KauecTBe CTEKMPYHOLLMX.

console# config

console (config)# stack configuration unit-id 2 links fol-2

console (config) #

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKU MMeeT caeayowmii BUa;

console#

Tabnnua 30 — ba3oBble KOMaHAbl, A4OCTYMHbIe B pexkmume EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show stack

OTobpaxkaeT HGopmMauuto 06 yCTPOICTBaX, BXOAALLMX B CTEK.

show stack configuration

OTobparkaeT MHGOPMALMIO O CTEKUPYHOLLMX MHTEpdencax
IOHUTOB B CTEKE, a TaK)Ke TEeKyL M1 BapnaHT Bbibopa macTepa.

show stack links [details]

PaclumpeHHoe oTobpaxkeHne MHGOPMALMKN O CTEKMPYIOLLMX
nHTepdelicax.

= [pumep ncnonb3osaHua komaHapbl show stack links:

console# show stack links

Topology is Chain

Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links

1 fol/0/1 fo2/0/2 40G fol/0/2

2 fo2/0/2 fol/0/1 40G fo2/0/1

CTeke.

.‘

YcTpoiicTBa ¢ ogMHaKoBbiMu naeHTudMKatopamm «Unit ID» He moryT paboTaTtb B 04HOM

4.5 Hacrpoiika pyHKUMII KOMMmyTaTOpa

®YHKUMM NO HaYaIbHOMY KOHPUTYPUPOBAHUIO YCTPOMCTBA MOXKHO Pa3AenunTb Ha fBa TUna.

— basoBas HacTpoiiKa — BK/to4aeT B ceba onpeaeneHne 6a30Bbix GyHKUMIN KOHOUIypaLumn u

HaCTPOWKY AMHaMMUYecKux IP-agpecos.

— Hacrtpoiika napameTpoB cuctembl 6€30MaCHOCTM — BK/OYAET YNpaB/iieHWEe CUCTEMOW
6e3onacHOCTU Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).
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/’ Mpu nepesarpy3Ke ycTpoicTBa BCe HECOXPaAHEHHble AaHHble 6yayT yTepaHbl. Ana coxpa-
HeHUA N06bIX BHECEHHDbIX MU3MEHEHUIT B HACTPOWKY KOMMYTaTopa UCNoJb3yeTca cieayio-
WanA KomaHaa:

console# write

4.5.1 ba3osasa Hacmpolika Kommymamopd

[na Hayana KoHOUrypaumum ycTpoincTea HEOHBXOAMMO MOLKAOUYUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocnenoBaTebHbIM NOPT. 3aNyCTUTb Ha KOMMbIOTEPE NPOrPAMMY SMYNALMM TEPMMUHANA COTNACHO NYHKTY 4.1
«HacTtpolika TepmuHana».

Bo Bpems HayaibHOM HACTPOMKN MOXKHO ONpeaennUTb MHTEPENAC, KOTOPbIN ByAeT NCNob30BaThCA ANA
NOAK/IOYEHMA K YCTPOWUCTBY YAaNEHHO.

Ba3oBas HacTPOiKa BKIIOYAET cneaylollee:

1. 3apaHue naposa A nosb3osaTtens «admin» (c yposHem npusunernin — 15).
Co3zaHue HOBbIX MNO/Ib30BaTENEMN.

HacTtpoiKa ctatuyeckoro IP-agpeca, Macku NOACETU U1 LIJIHO3a MO YMOJIYaHUIO.
MonyyeHune IP-agpeca ot cepsepa DHCP.

Hactpownka napameTtpoBs npotokona SNMP.

ukhwnN

4.5.1.1 3adaHue napona 014 nonv3osamesns «admin» u co30aHue Ho8bix nossb3osamerel

Ona obecneyeHuna 3alMLLEHHOrO BXO4a B CMCTEeMY HEO6X0AMMO Ha3HAUYUTb Naposb NpuU-
- BU/IErMPOBaHHOMY Nonb3osaTtesnto «admin»,

MmaA nonb3osaTensa n Naposib BBOAUTCA MPU BXOA4e B CUCTEMY BO BPEMA CEAHCOB aAMUHUCTPUPOBAHUA
yCTpOVICTBa. [na co3gaHna HOBOro NoJsib30BaTeNAa CUCTEMbI UTN HaCTpOVIKM noboro n3 napamMmeTpoB — MUMEHU
NoN1b30BaTENA, NAPOIA, YPOBHA I'IpMBMI'IEI'VIVI, MCNON1b3YHOTCA KOMaHAbI:

console# configure
console (config)# username name password password privilege {1-15}

V YposeHb npuBuaernii 1 paspeluaer 4ocTyn K yCTPOICTBY, HO 3anpeLyaeT HaCTPOMKy. Ypo-
BeHb npuBuaernii 15 paspeLuaer Kak 40CTyn, TaKk U HACTPOMKY YCTPOUCTBA.

Mpumep KoMaHg, Ana 3agaHua nonb3osatento «admin» napona «eltex» u cosgaHma nosnb3osartens
«operator» c naposiem «pass» 1 ypoBHeM npusuiernin 1:

console# configure

console (config) # username admin password eltex privilege 15
console (config) # username operator password pass privilege 1
console (config) # exit

console#
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4.5.1.2 PacwupeHHas HacmpoliKa yposHA docmyna

Ha ycTpoicTBe cyliecTByeT BO3MOMKHOCTb pacnpeneneHus npas MnoJsib3oBaTeneil B 3aBUCMMOCTU OT
YPOBHA MPUBUAEIUIA, Ha KOTOPOM KaxKAblii M3 nosb3oBaTene 6bln co3gaH. KOHKpeTHoMy YpOBHIO
NpUBUIETMA NPUCBanBaeTca Habop KOMaHA, KOTOpPble MOTYT BbIMOJIHATLCA MO/Ib30BATENSAMU C YPOBHEM He

HUKe 3aJaHHOro.

KommyTtatop noapeprusaeT cuctemy HacneaoBaHMA Habopa KomaHp oT 60s1ee HU3KUX

. YPOBHe npusunernia.
’ MpuBunernn BbICTPaNBAOTCA TONIbKO A1 KOHKPETHO 3aAaHHOro y3na. Kaxay KomaHay
o Heob6X0AMMO NPONUCbIBATb ABHO, HE UCNO/Ib3YA COKpaLLeHHble GopMbl.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bupg, 3anpoca KOMaHAHOM CTPOKM peXxmnma rnobanbHOro KOHGUIrypnpoBaHms:

console (config) #

Tabnmua 31 — KomaHabl 419 HAaCTPOMKM PaclUMPEHHOro AocTyna

KomaHga

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

privilege context level
command

no privilege context level
command

level: (1..15); 33aHHYIO KOMaHAy.
/ypoBeHb npusuaervii | - context — pexxnum paboTbl KOMAHAHOWN CTPOKMU;
KOMaHA, pexxmma - level — ypoBeHb NnpuBuUaeruii, Ha KoTopom byaet
EXEC —1, [OCTYMHa HacTpanBaemasi KomaHaa;
BCEX OCTa/IbHbIX - command — KomaHAaa.

KomaHg — 15

MprceanBaeT yKasaHHOMY YPOBHIO NPUBUAETUIA

Ypanser 4OCTyn K KOMaHAE C YPOBHA, Ha KOTOPOM
KomaHzaa 6bina paspelieHa.

*  [lpumep HacTpoikn Habopa KoMaHA 414 Nosib3osaTens «admin» c 4 yposHem npusMaernii u Habopa
KOMaHZA Ana nonb3osartens «user» ¢ 10 ypoBHem npusmaerni

console# configure
username admin password passl privilege 4
username user password pass? privilege 10

console (confiqg) #
console (config) #
console (config) #
console (confiqg) #
console (confiqg) #
console (confiqg) #

privilege
privilege
privilege
privilege

exec 4 configure terminal
exec 4 show running-config
config 10 vlan database
config-vlan 10 vlan

Tenepb AN NOKA/NbHbBIX NOJIb30BaTE/IEN, Yel YPOBEHb NPUBMUAETUIA BbllLEe UKW pPaBeH 4, CTaHeT AOCTyneH
BbIBOA, KOMaHAbl show running-config, Ho He byaeT aocTynHa HacTpoiika vlan. [1na nonb3oBaTtenei, ypoBeHb
npuBuneruii KoTopbix cooteetctayeT 10 v Bbiwe, OyAeT AOCTYNHA HACTPOliKa 1 vlan, n BbIBOA KoMaHAabl show

running-config.

4.5.1.3 Hacmpoliika cmamuueckozo IP-adpeca, Macku nodcemu u wist03a no yMoa4YaHUKo

[ns BO3MOXKHOCTM yNpaB/ieHNss KOMMYTaTOPOM M3 CETU HEODBXOAMMO Ha3HauUUTb ycTpoiicTay IP-agpec,
MacKy MOACETU U1, B C/ly4ae yNpaBaeHUs U3 APYrol CETH, W03 NO yMOAYaHUIo. IP-agpec MOXKHO Ha3HauuTb
nobomy nHtepoeiicy — VLAN, dnsmnueckomy nopty, rpynne noptos (Mo ymonyaHuto Ha nntepdeice VLAN 1
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Ha3HaueH IP-agpec 192.168.1.239, macKa 255.255.255.0). IP-agpec wnto3a A0KeH NpuHaaneskaTb K TOM e
noAaceTn, 4To U 04nH n3 IP-nHTepdeicos ycTponcTaa.

V B cnyuyae ecnu IP-agpec HacTpausaetca ana uHtepdeiica pusmyeckoro nopTa UM rpynnbl
; ) nopToB., 3TOT HTepdeic yaanaetca us rpynnbl VLAN, KOTOpOii OH NpuHagaexan.
V‘ IP-agpec 192.168.1.239 cywecTByeT A0 TeX NOP, NOKa Ha 1t06om UHTepdeice cTaTUHECKU
‘ nau no DHCP He co3aaH gpyroii IP-agpec.
V Mpu yaaneHun Bcex IP-aapecoB KOMMYTaTOpa A0CTYN K HeMy byaeT oCyLecTBAATbCA NO
IP-agpecy 192.168.1.239/24.

= [lpumep KOMaHA HacTponkm IP-agpeca gna nHtepderica VLAN 1.

MapameTpbl MHTEpdelica:

IP-adpec, HazHavyaembili 015 uHmepgpeiica VLAN 1 — 192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winro3a no ymonuaHuwo — 192.168.16.1

console# configure

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config)# ip default-gateway 192.168.16.1
console (config) # exit

console#

[Ona Toro 4tobbl yoeanTbes, YTo agpec bbi1 HaszHavyeH uHTepdelicy, BBeauTe KoMmaHay:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 lonyyeHue IP-adpeca om cepsepa DHCP

Ona nonyyeHna IP-agpeca MoxKeT ncnosb3osatbca npotokon DHCP, B cnyvae ecam B ceTy npucyTcTeyer
cepsep DHCP. IP-agpec ot cepsepa DHCP moKHO nonyyatb Yepes ntobont uHtepderic — VLAN, dusnueckuis
nopT, rpynny NopTos.

« Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mpumep HACTPOMKMK, NpeAHa3HAYeHHOM AN1A NoslyvyeHma guHammyeckoro IP-agpeca ot DHCP-cepBepa
Ha uHTepdelice vlian 1:

console# configure

console (config) # interface vlan I
console (config-if) # ip address dhcp
console (config-if)# exit

console#
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[ns Toro utobbl ybeantbea, Yto agapec 6bin HasHavyeH nHTepdelicy, BBeAUTE KOMaHay:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpoliika napamempos ripomokosaa SNMP dss docmyna K ycmpolicmeay

YCTPOCTBO COAEPKMT BCTPOEHHbIN areHT SNMP 1 noaaepsknsaeT Bepcum npoTtokona vi/v2c/v3. AreHt
SNMP noapep»xunsaeTt Habop cTaHZAPTHbIX NepemeHHbIx MIB.

[na BO3MOXHOCTM aAMMHUCTPUPOBAHMA YCTPOWMCTBA NOCpPeacTBOM npoTokona SNMP Heobxoammo
co34atb XoTA 6bl 0A4HY CTPOKY coobuiectBa. KommyTaTopbl NOAAEPNKMBAKOT TPM TMNA CTPOK coobliecTsa:

— ro — onpegensaeT AOCTYN TO/IbKO Ha YTeHue;
— rw — onpegensaet AOCTYN Ha YTEHUE 1 3anuchb;
— su — onpeaensaet goctyn SNMP-agmuHuctpaTopa.

Hanbonee pacnpocTpaHeHO WMCMNOJIb30BaHWE CTPOK coobuiectBa public — ¢ AOCTYNOM TONbKO ANs
yTeHus obbekToB MIB U1 private — c AOCTYNOM Ha 4YTeHWE U U3MeHeHMe obbekToB MIB. [na Kaxagoro
coobuiecTBa MOXKHO 3aaaThb IP-agpec cTaHUMK ynpaBaeHus.

Mpumep co3paHma coobuiectBa private ¢ JOCTYNOM Ha 4YTeHMe M 3anucb U IP-apgpecom craHumm
ynpasneHna 192.168.16.44:

console# configure

console (config)# snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config) # exit

console#

[ns npocMoTpa co34aHHbIX CTPOK coobuectsa n HacTpoek SNMP ncnonb3yeTca KomaHAa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec
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Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpolika napamempos cucmemol be3onacHocmu

Ona obecneyeHns 6e30MacHOCTM CUCTEMbl UCMOAb3yeTcs MmexaHusm AAA  (ayTeHTUdMKaums,
aBTOpM3aums, yyeT). Ans wnudpoBaHMA AaHHbIX UCNONb3YeTca mexaHu3m SSH.

— Authentication (ayTeHTUdUKaLmMA) — conocTaBieHME 3anpoca CyLLECTBYHOLWEN YYETHOM 3anucK
B cMcTeme 6e30nacHOCTH.

— Authorization (aBTopusauwus, NPOBEPKA YPOBHA AOCTYNAa) — COMOCTAB/EHWNE YYETHOM 3aMncK B
cucteme (NpolueaLwert ayTeHTUGUKaLMIO) U onpeaenéHHbIX MOAHOMOUNNA.

— Accounting (y4€T) — cnexeHue 3a noTpebieHrem pecypcoB No/ib30BaTe/IeM.

Mpn NCNONb30BaHUN HACTPOEK YCTPOMCTBA MO YMOYaHUIO UMA No/sib3oBaTena — admin, napons —
admin. Maponb HasHavyaeTca nosb3osaTenem. B cayyae, eciv naponb yTpayeH, MOXHO nepesarpy3uTb
YCTPOMCTBO U Yepe3 CepUMHbIA NMOPT NPepBaTb 3arpy3Ky, Haxas Kaasuwy <Esc> wnu <Enter>. B TeyeHnn
nepBbIX 4BYX CEKYHA, NOC/Ie NOABAEHNA COOBLLEHNA aBTO3arpy3Kn OTKPOETCA MeHIo Startup, B KOTOPOM HYKHO
3anycTuTb Npoueaypy BoccTaHoBNeHMA napons ([2] Password Recovery Procedure).

/' Monb3osaTtenb no ymonuaHuio (admin/admin) cywecteyeTt A0 Tex nop, NOKa He co3AaH
no6oi apyroii nonb3oBaTesib C ypoBHEM nNpusunerui 15.

A Mpu ypaaneHun Bcex co3gaHHbIX nosib3oBaTteneii ¢ 15 yposHem npusuaernii 4octyn K
KommyTaTopy 6yaeT OCylecTBAATbCA NOA MNONb30BaTe/sleM MO YMOJIMAHUIO
(admin/admin).

[ns obecneyeHuns nepBoHaYaabHOM 6€30MacHOCTM Naposib B CUCTEME MOXKHO 334aTb 419 CEPBUCOB:

— KoHconb (nogxntoUeHne Yepes cepuinHbliii NopT);
— Telnet;
—  SSH.

4.5.2.1 YcmaHo8Ka naposs 0415 KOHCOAU

console (config) # aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# line console

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password console

B oTBeT Ha NpurnaweHue BBeCTU Napoab BO BpeMA perncrpauunm B yCTpOVICTBe yepe3 ceaHC KoOHCon
BBeAUTE NapO/ib — console.
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4.5.2.2 YcmaHosKa napons 0ns Telnet

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password telnet

B oTBeT Ha npwuraaleHne BBECTM Napo/ib BO BPeMa Pernmctpauum B ycTpoicTee yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons 011 SSH

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config) # ip ssh server

console (config) # line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password ssh

B oTBET Ha Npu1raaweHMe BBECTM Napo/ib BO BPEMSA PErMCTPaLLMM B YCTPOMCTBE Yepes ceaHc SSH BBeauTe
naponb — ssh.

4.5.3 Hacmpoiika 6aHHepa

Ona yaobcrea aKcnyaTaumm ycTpoicTBa MOXKHO 3a4aTb 6baHHep — coobuleHune, coaepkaulee ntobyro
nHbopmaumio. Hanpmumep:

console (config)# banner exec ;

Role: Core switch
Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

Ons KoHPUrypaumm HacTPOEK KOMMyTaTopa UCMO/b3yeTCA HECKO/IbKO PEeXMMOB. B Kaxaom pexkmme
AOCTyNeH onpeaeneHHbli CMMCOK KOMaHA. BBoA CMMBO/IA «?» CAYXUT AN NPOCMOTpa Habopa KomaHa,
AOCTYMHbIX B KaXKA0OM U3 PEKNUMOB.

Ona nepexoga M3 Oo4HOro pexunma B ,ﬂ,perﬁ MCNOoNb3yTCA cneynanbHble KOMaHAbl. HEDEHEHb
CywecTByOWNX peXMMOB N KOMaHA BXO4a B PEXUM!

KomaHOHbili pexcum (EXEC), naHHbIN pexum A0CTyneH cpasy Noc/e ycrnewHol 3arpy3kmM KommMmyTaTopa
M BBOAA MMEHM NO/Nb30BaTeNs M naponsa (4Ns HenpueBMAErMPOBaHHOrO nosb3oBatens). MpurnaweHue cu-
CTEMbI B 3TOM peXUMe COCTOUT U3 UMeHU ycTpolicTBa (host name) n cumsona “>”.

console>

Mpusune2uposaHHbili KOMaHOHbIlU pexcum (privileged EXEC), naHHbI pexxmum A0CTyneH cpasy nocne
YCMeLHOoM 3arpy3kn KommMmyTaTopa, BBOAa MMEHWU Monb3oBaTtena U napons. MpurnaweHne cuctembl B 3TOM
peXKnme CoCTOUT U3 UMeHN ycTpolicTea (host name) u cumsona “#”.

console#

Pexcum 2n06anvHoii KoHgpu2ypayuu (global configuration), naHHbIN pexXum npegHasHayeH AnA 3aaa-
HUA 0BWMX HAcTpoeK KommyTaTopa. KomaHAabl peruma rnobanbHoW KOHOUrypaumm A0CTynHbl M3 Ntoboro
noApesKmma KoHoUrypaumun. Bxoa B pexmnm ocyLiecTBifeTcs KomaHaol configure.

console# configure
console (config) #

Pexcum KoHghu2ypayuu mepmuHand (line configuration), naHHbIV peXMm npeaHasHayveH ana KoHdu-
rypaumm, cB3aHHOM ¢ paboTon TepMMHana. Bxoa B pexmm oCyLLEeCTBAAETCA U3 pernma rnobanbHON KOHOK-

rypauuu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOb1 pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxume EXEC umeet cneayowmii Bua;

console>

Tabnnua 32 — ba3oBble KOMaHAbI, A4OCTYMHbIE B pexkume EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuo
enable [priv] priv: (1..15)/15 MepekNoUNTLCA B MPUBMAETMPOBAHHbIN PEXUM (ecnun 3HayeHne
He yKa3aHo — TO ypoBeHb npusuaeruii 15).
login — 3aBepLUeHMNE TEKYLLEN CECCUM M CMEHA NO/Ib30BaTENS.
exit — 3aKpbITb aKTUBHYIO TEPMUHA/IbHYIO CECCUIO.
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help

3anpoc cnpaBoYHoW MHPopmauum o paboTe nHTepdeiica
KOMaHAHOM CTPOKM.

show history

MoKasaTb UCTOPUIO KOMAHA, BBELEHHbIX B TEKYLLEN
TEPMUHANbHOW ceccum.

show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

—/dyHKUMA BKAKOYEHa

BKOUNTL GYHKLMIO COXPaHEHWA UCTOPUM BBEAEHHbIX KOMaHA,
ANA TeKywwel TepMUHANbHOM ceccuum.

OTKNOUNTD GYHKLMIO COXPAHEHUS UCTOPUMU BBEAEHHbIX KOMaHA,
018 TEKyLLeN TEPMUHAbHOW CECCUU.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHWTb pazmep Bydepa CTOpUM BBEAEHHBIX KOMaHA AnA
TeKyLLel TEPMUHAIbHOW Ceccuu.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

terminal datadump

terminal no datadump

—/BbIBOA, KOMaHA,
pasgensaeTca no
CTpaHULam

OT06pa3unTb BbIBOA KOMaHA 6e3 pasaeneHnsa Ha CTPaHMLbI
(pa3peneHve BbIBOAA CMPABKM NO CTPAHULLAM OCYLLLECTBAAETCA
cTpoKkoi: More: <space>, Quit: q or CTRL+Z, One line: <return>).

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

terminal prompt

terminal no prompt

—/dyHKUMA BKAKOYEHA

BKAOUNTBL NOATBEPKAEHWE Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHA.

OTKNOYNUTD NOATBEPKAEHNE NEPes, BbINOAHEHUEM HEKOTOPbIX
KOMaHa,

show banner [login | exec]

OTobpaxkaeT KoHOUTypaunto 6aHHeEPOB.

KomaHOb1 pexcuma privileged EXEC

3anpoc KoMaHAHOW CTPOKM UMEET c/ieaytoLmin BUA,

console#

Tabnunua 33 — ba3oBble KOMaHAbl, A4OCTYMHbIe B pexkume privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

BepHyTbCcA B KOMaHAHbIM pexkum (EXEC) ns

priv: (1,7, 15)/1 NPUBUNErMPOBAHHOIO KOMAHAHOIO pexxuma (privileged EXEC).

disable [priv]

configure[terminal] — MepenTn B peXMm KoHOUrypaumm.

debug-mode -

MepeinTn B pexkMm OTNagKu.

YCTaHOBUTb PEKUM HACTPOMKM dUAbTpaLmnm TpaduKa.

- acl-sqing — peXxunm no ymonyaHuio;

- acl-sging-udb — BaBOE YyMEHbBLIEHO KOIMYECTBO BO3MOMKHbIX
npasua SQinQ; obasneHa BO3MOXHOCTb GUABLTPALLUK MO
TpuHaguaTtv opdcetam (B pexkmme No yMOAYaHUIO — NATb).

set system mode {acl-sqinq
| acl-sqging-udb}
acl-sging

KomaHObI, docmyriHble 80 8cex pexrumax KoHguaypayuu

3anpoc KOMaHAHOM CTPOKM UMEET OANH U3 CAeAYIOWNX BUAOB:
console#

console (confiqg) #
console (config-line) #

Tabnuua 34 — BasoBble KOMaHAbI, OCTYMHbIE BO BCEX PEXMMAX KOHOUTYpaLumm

3HayeHue/3HayeHue
no yMmon4aHuio

exit BbIT 13 Nt060ro pexxrMma KOHGUIypaLMmn Ha ypoBeHb Bbille B
nepapxmun komaHg, CLI.

KomaHda Aeiicmeue
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end . BbITH 13 Nt060ro pexmma KOHPUrypaLmm B KOMaHOHbIN PeXMM
(Privileged EXEC).

do . BbINONHWUTL KOMaHAY KoMaHaHoro yposHs (EXEC) u3 noboro
pexmMma KoHbuUrypaumm.

help — BbIBOAUT CipaBKy NO UCMNOb3yeMbIM KOMaHAAM.

KomaHObI pexxcuma 2a0b6an6Hol KOHgpu2ypayuu

3anpoc KoMaHAHOM CTPOKU MMeeT caeayowmii BUA,:

console (confiqg) #

Tabanua 35 — ba3oBble KOMaHAbI, AOCTYMHbIE B PeXXMME KOHDUTypaumm

3HayeHue/3Ha4yeHue
no yMmoa4aHuo

KomaHda

Aeiicmeue

banner exec d
message_text d

no banner exec

3apaTb TeKCT cooblieHunn exec (Mpumep: Nonb3oBaTe b
YCNELHO BOLWEN B CUCTEMY) U BKIOYMTb BbIBOA HA IKPaH.
- d — pasgenutens;

- message_text — TeKcT coobuieHns (B cTpoke ao 510
cumBonos, obuee 2000 cumBooB).

Y8anuTtb TeKCT coobLieHms exec.

banner login d
message_text d

no banner login

3apaTb TeKcT coobuieHus login (MHPopmaumoHHoe cooblueHue,
KOTOpOe oTobpakaeTcsa nepes BBOLOM MMEHU NOJsib30oBaTeNA U
napoAs), U BKAOYUTb BbIBOA, HA 3KPaH.

- d — pasgenutens;

- message_text — TeKcT coobLueHus (B cTpoke go 510
cumBonos, obuwee 2000 cmBoOoB).

YpanuTb TEKCT coobuieHus login.

KomaHObI pexcuma KoHguaypayuu mepMmuHana

3anpoc KOMaHAHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CeayoW M BUA,:

console (config-line) #

Tabnnua 36 — ba3oBble KOMaHAbI, 4OCTYMHbIE B PeXKMME KOHOUIypaLmm TepmmHana

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymosn4aHurw
history BKkNtoUnTb GYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbBIX KOMAHA,
no history —/GYHKUMA BKIIOYEHA | BbIKNIOUMTL GYHKLMIO COXPAHEHNA NCTOPUM BBEAEHHbIX

KOMaHa,

history size size

" " size: (10..207)/10
no history size

MN3meHnTb pasmep bydepa NCTOPUM BBEAEHHbIX KOMaHA,

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

exec-timeout timeout timeout: (0..65535)/10

MUHYT

no exec-timeout

3apaTb TaliM-ayT TekyLiel TepMUHANbHOMN CecCcUU B MUHYTaX.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

5.2 ®unbTpayma coobuieHnii KOMaHAHOMK CTPOKKU

dunbTpauma coobLLEeHNA NO3BONAET YMEHbLWUTL 06beM 0TObpaXKkaembIX AaHHbIX B OTBET Ha 3anpochl
nosib3oBatenst U 0b6aerynTb NOUCK Heobxoammon nHpopmaumn. Onsa dbunbTpaunmn nHbopmauumn Tpebyetca
[06aBUTb B KOHeL, KOMaHAHOM CTPOKU CMMBON

nepeyncieHHsbix B Tabamue 37.

Illll
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Tabnmua 37 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

Memod 3HayeHue/3HayeHue Lleiicmaue
1o ymMoA4YaHuro
begin pattern MNoKa3blBaeT CTPOKM, NepBble CUMBOJIbl KOTOPbIX COOTBETCTBYIOT
wabnoHy pattern.
include pattern - BbIBOAMT BCE CTPOKMK, cogeprKalyme WwabnoH.
exclude pattern BbIBOAWT BCE CTPOKM, HE cogepKallme WabnoH.

5.3 MMepeHanpasneHue BbiBOAA KOMAHA CLI B nponsBonbHbIN ¢aiin Ha N3Y

NHTepdeiic KoOMaHAHOW CTPOKKU NpeaocTaBaseT BO3MOMKHOCTb NepeHanpaB/ieHnsa BbiBOAA KOMaHZ4, B
Nnpoun3Bo/ibHbIV dain Ha M3Y.

[ns Toro 4tobbl KONMPOBaTb BbIBOA, KOMaHAbl B daitn (nepesanucatb daiin, ecnm Takon yxe cylle-
cTBYeT), TpebyeTtcaA nocse Habopa KoMaHabl 0TObpaXkeHUsA MHGopMaLMK 406aBUTb CUMBOA «>» U YKasaTb UMSA
daiina. Ons Toro, 4Tobbl KONMPOBATL BbIBOA KOMaHAbl B KOHeL, ¢paina, nocne Habopa KoMmaHabl 0OTOOpaXKeHuA
MHPopMaLumn A06aBUTb CUMBOA «>>» U YKazaTb UmsA dalina. Npumep ncnonb3oBaHUA:

console# show system >> flash://directory/filename

MNepeHanpaBnATb BbIBOA, KOMaHA B ¢paitn MoXKeT TO/IbKO NoJsib3oBaTtenb ¢ 15 yposBHem npu-
BUANErvii.

.‘

5.4 HacTpoKa MaKpOKOMaHA,

[aHHaa dyHKUMA No3BOAAET CO34aBaTb YHUOUUMPOBAHHbIE HaBOPbl KOMAHL — MAaKPOCbl, KOTopble
MOXHO BNOCNEACTBUMN NPUMEHATb B NpoLLecce KoHUrypaumm.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnuua 38 — KomaHab! pexxkmma rnobanbHoN KoHGUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
macro name word [track Co3zaeT HOBbI HAboOp KOMaHA, eciv Habop C TaKUM UMEHEM
object [state activa- cywiecTByeT — nepesanucbiBaeT ero. Habop KomaHg BBOANUTCA
tion_statel]] NOCTPOYHO. 3aKOHYUTH MAKPOC MOXKHO C MOMOLLLbIO CUMBOAA
“@”. MakcumanbHasa anvHa makpoca — 510 cumBonos. B Tene
word: (1..32) MaKpoca MOXHO UCMO0/Ib30BaTb A0 TPEX NePEeMEHHbIX B
CMMBOOB KOHduUrypaumu. Ecnm 3agaH napametp track, makpoc byaet
object: (1..64); aKTMBMPOBaAH Npu n3meHeHUn TRACK ob6bekTa c Homepom
activation_state: (any, | object, B cooTBeTcTBMM C NnapameTpom state (up — aKkTMBaLMA
up, down)/any npu nepexoge mn3 coctosHua DOWN B coctosiHne UP, down —

aKTUBaumAa npu nepexose u3 coctosHmna UP B coctoaHne DOWN,
any — aKTMBaLMA Npu 1l060M M3MEHEHMM cOCToAHUA). MaKpoc
He MOXKeT 6bITb aKTUBUPOBAH M3meHeHnem TRACK o6bekTa npu
HaIMYMM NepeMeHHbIX B Tene.
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no macro name word Yaanser ykasaHHbI Makpoc.
macro global apply word word: (1..32) MNMpUMeHAET yKa3aHHbI MaKpoc.
CMMBOJI0B
macro global trace word word: (1..32) MpoBepsaeT yKasaHHbIM MaKpOC Ha Ba/IMAHOCTb.
CUMBOJI0B
macro global description Co3paeT CTPOKY-AeckpunTop rnobanbHOro Makpoca.
word: (1..160)
word
— CUMBO/I0B
no macro global description Ypanaer cTpoKy-4eckpunTop.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 39 — KomaHabl pexkmuma EXEC

3HavyeHue/3Ha4yeHue .
KomaHda / Aelicmeue
no ymMoa4YaHuto
macro apply word [patternl MpUMeHSET yKasaHHbI MaKpoc.
valuel] [pattern2 value2] - pattern — wab10H, coCcTOAWMIN N3 06BABNEHUA, HaNpUMep
word: (1..32) wen o
[pattern3 value3] cumeona "$", M nepemeHHOM, HanMcaHHbIX CIMTHO
CMMBOJI0B
- value — nepemeHHasa KOHGUrypaumm
macro trace word MpoBepaeT yKaszaHHbIM MaKpoC Ha BaMAHOCTb.
show parser macro [{brief . OTob6parkaeT napameTpbl HACTPOEHHbIX MaKPOCOB Ha
.p . i . | gi_port: (1..8/0/1..48); pu P P P P

description [interface {giga- yCTpoOWCTBE.

te_port: (1..8/0/1..24);

bitethernet gi_port | tengi- fo_ port: (1..8/0/1..4);

gabitethernet te_port | for-

:(1..48);
tygigabitethernet fo_port | g\:gig. E 1 33'
port-channel group}] | CMMEOH};B

name word}]

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepodeica:
console (config-if) #

Tabnnua 40 — KomaHabl pexkmma KoHourypauum uHtepdelica

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
macro apply word [patternl MpumeHAeT yKasaHHbI MaKpoc.
valuel] [pattern2 value2] word: (1..32) - pattern — WwWabnoH, COCTOAWMIA U3 06 BABNEHUA, HANPUMEpP
[pattern3 value3] CMMBOOB cumBosnia "$", M nepemeHHOM, HanMUCaHHbIX CIMTHO
- value — nepemeHHas KoHGUrypauum
macro trace word word: (1..32) MpoBepaeT yKasaHHbI MaKpOC Ha BaANGHOCTb.
CUMBOIOB

macro description word word: (1..160) YcTaHaB/MBaeT CTPOKY-AECKPUNTOP MaKpoca.
no macro description CMMBO/10B Ypanaet cTpoOKy-4ecKkpunTop.
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5.5 KomaHpbl ynpaBaeHUAa cucremom

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabanuya 41 — KomaHAabl ynpasaeHna cuctemon B pexkume EXEC

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host}
[size size] [count count]
[timeout timeout]
[source A.B.C.D] [df]

host: (1..158) cumBonos;
size: (64..1518)/64 6air;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHgza cnyxut ana nepegaym sanpocos (ICMP Echo-Request)
npotokona ICMP ykazaHHOMY Y31y CeTH, a TaKXKe A8 KOHTPONA
noctynatowmx oteeTtos (ICMP Echo-Reply).

- A.B.C.D — IPv4-apgpec y3na cetu;

- host — nomeHHoe Ums y3na cetu;

- Size — pasmep nNakeTa A4/1a OTNPaBKKU, KOIMYECTBO 6alT B
nakeTe;

- count — KOIMYEeCTBO MAKeTOB A/1A Nepeayu;

- timeout — Bpemsa 0XnaaHWa oTBETa Ha 3anpoc;

- df — oTmeHunTb dparmeHTaLMIO NAKETOB.

ping ipv6 {A.B.C.D.E.F |
host} [size size] [count
count] [timeout timeout]
[source A.B.C.D.E.F]

host: (1..158) cumBonoB;
size: (68..1518)/68 6aitr;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHaa cnyut ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP yKaszaHHOMY y31y CETH, a TaK XKe, Ana
KOHTpos nocTynatowmx oteetos (ICMP Echo-Reply).
-A.B.C.D.E.F — IPv6-apgpec y3na ceTu;

- host — [OMeHHOEe UMA y311a CeTH;

- Size — pa3mep NaKeTa A/1a OTNPaBKM, KONNYECTBO 6alT B
nakerte;

- count — KONWYeCTBO NaKeToB ANA Nepefayu;

- timeout — BpemsA OXKMAAHUA OTBETA Ha 3anpoc.

traceroute ip {A.B.C.D |
host} [size size] [ttl tt/]
[count count] [timeout
timeout] [source
ib_address]

host: (1..158) cumBonos;
size: (64..1518)/64 6aiiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

OnpegeneHune mapLupyTta TpaduKa 40 y31a HazHauyeHus.
- A.B.C.D — IPv4-agpec y3na cetu.
- host — nomeHHOE MMsA y3na ceTu;
- Size — pa3mep NaKkeTa A/1a OTNPaBKM, KONNYECTBO 6alT B
nakeTe;
- tt/ — MaKcMManbHOe KO/IMYECTBO YYaCTKOB B MapLUPyTeE;
- count — KOIMYECTBO MOMbITOK Nepesaym NakeTa Ha KaxKaom
yyacTke;
- timeout — Bpems OXKMAaHMA OTBETA Ha 3anpoc;
- IP_address — IP-agpec nHTepdeiica KommyTaTopa,
MCNonb3yemblit ANa nepesayn NakeTos;
OnucaHue own60K Npu BbINONHEHUN KOMAHA, U
pesynbTaTtoB npuseaex 43, 44.

traceroute ipv6
{A.B.C.D.E.F | host} [size
size] [ttl tt/] [count
count] [timeout timeout]
[source ip_address]

host: (1..158) cumBonoB;
size: (66..1518)/66 BaiiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

OnpegeneHne mapLupyTta TpaduKa A0 y31a HazHaYeHus.
- A.B.C.D.E.F — IPv6-agpec y3na ceTu.
- host — nomeHHOe Ums y3na cetu;
- Size — pasmep NaKkeTta A/na OTNPaBKM, KONNYECTBO 6alT B
nakerte;
- tt/ — MaKcMManbHOe KONMYECTBO YHaCTKOB B MapLUpyTe;
- count — KOIMYECTBO MOMbITOK NepeAaym NakeTa Ha Kaxgom
yyacTke;
- timeout — Bpems 0XWAaHWA OTBETA Ha 3anpoc;
- IP_address — |P-agpec uHTepderica KommyTaTopa,
MCMOo/Ib3yeMbli ANA Nepeaayn nakeTos.

V OnucaHue oWwK60K NpU BbINOIHEHUN KOMaHA, U

pe3ynbTaToB NpuBeAeHo B Tabauuax 43, 44.
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telnet {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OTtkpbiTve TELNET-ceccun ans ysna cetu.

- A.B.C.D — IPv4-apgpec y3na cetu;

- host — nomeHHOe MMA y3na ceTu;

- port — TCP-nopT, no KoTopomy paboTaeT cnykba Telnet;

- keyword — kntoueBoe €n10BO.
OnucaHue cneuunanbHbix KomaHg Telnet u Knioue-
BbIX C/1I0B NPUBEAEHO B Tabnuue 45

ssh {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonoB;
port: (1..65535)/22;

OTKpbITMe SSH-ceccnmn gns y3na cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — [OMeHHOe UMA y311a CeTH;
- port — TCP-nopT, No KoTopomy paboTaeT cnykba SSH;
- keyword — kntouyeBoe CN0BO.
V OnucaHue KAK4YeBbIX CI0B NpUBeAeHO B Tabauue
46.

resume [connection]

connection:
(1..5)/nocnegHss
YCTaHOB/IEHHAA ceccua

MNepekntoveHue Ha apyryto yctaHoBaeHHyto TELNET-ceccuto.
- connection — Homep ycTaHoBNeHHOMW telnet-ceccuu.

show users [accounts]

OTobparkeHne MHGOPMaL MM O NOIb30BATENAX, UCMO/b3YHOLLNX
pecypcbl ycTpoicTBa.

show sessions

OTobparkeHne nHPopmaLmm 06 OTKPLITLIX Ceccuax K
YAaNEHHbIM YCTPOMCTBAM.

show system

BbiBOA, cMcTeMHOM MHbOPMaL MK,

show system battery

OTobparkeHune nHbopmaumm o batapee.

. . unit: (1..8)/— . o

[unit unit] - unit — Homep YCTPOMCTBA B CTeKe
show system id [unit OTobparkeHne cepMMHOrOo HOMepa yCTPOMCTBA, PEBU3UUN NNATbI
unit] unit: (1..8)/— n 6asosoro MAC-agpeca.

- unit — Homep yCTPOMCTBA B CTEKe.
show system [unit unit] unit: (1..8)/— OTobparkeHne cucTeMHoM MHGOPMaLLMM KOMMYyTaTopa.

- unit — Homep yCTPOICTBA B CTeKe.
show system fans [unit . OtobparkeHne MHGOPMALMU O COCTOAHUN BEHTUNATOPOB.
unit] unit: (1..8)/— - unit — Homep YCTPOICTBA B CTEKe.
show system power-
supply — OtobparkeHne nHGOPMALMN O COCTOAHUN UCTOYHUKOB MUTAHMUA.
show system sensors — OTobparkeHne MHGOPMALMU TEMMNEPATYPHbIX AATYMKOB.
show version OTobparkeHne TeKyLLEN BEPCUN CUCTEMHOIO NPOrPaMMHOTO

- obecneyeHuns yCcTponCTBa.

show system router OTobparkeHne pasmepa M 3aHATOCTM annapaTHbIX Tabau,
resources YyCTpOICTBa (MapLpyTU3aumm, coceaen, MHTepdeicos).
show system tcam OTobparkeHue 3arpysku pecypcos namatv TCAM (onpeseneHHo
utilization unit: (1..8)/— afpecyemas NamsTb).
[unit unit] - unit — Homep yCTPOMCTBA B CTEKE.

show tasks utilization

OTobpakeHWe ypoBHA 3arpy3ku pecypcoB LEeHTPasbHOro
npoLeccopa KOMMYTaTopa A8 KaXKA0ro CUCTEMHOTO NpoLecca.
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show tech-support
[config | memory]

OTobpaxkeHne MHbopmauumn ob ycTpoictee, Heobxognumon ans
Haya/NbHOM ANArHOCTMKM Npobaem.
BbiBOA, KOMaHAbI NpeacTaBaseT coboit KombuHauuo
V BbIBOA,OB NEepPeynCc/IeHHbIX HUXKe KOMaHA:

show clock

show system

show version

show bootvar

show running-config
show ip interface

show ipv6 interface

show spanning-tree active
show stack

show stack configuration
show stack links details
show interfaces status
show interfaces counters
show interfaces utilization
show interfaces te1/0/xx

show fiber-ports optical-transceiver

show interfaces channel-group
show cpu utilization

show cpu input-rate detailed
show tasks utilization

show mac address-table count
show arp

show errdisable interfaces
show vlan

show ip igmp snooping groups
show ip igmp snooping mrouter
show ipv6 mld snooping groups
show ipv6 mld snooping mrouter
show logging file

show logging

show users

show sessions

show system router resource
show system tcam utilization

show storage devices —

OTobpaxkeHne nosHoro cnucka M3Y v ux pasgenos.

KomaHpa «show sessions» OTO6pa)KE|ET BCe yaa/JieHHble COegUHEHUA TOJZIbKO U3 TEKyLI.I,eﬁ
tad ceccuu. [laHHaA KOMaHAA UCNOIb3yeTCA Cneayowmum 06pa30M:

1.

2.

BbINONHUTL NOAKNIOYEHME K YAANEHHOMY YCTPOMCTBY C KOMMYTaTOpa C NOMOLLbIO

TELNET nnum SSH;

BepHyTbCA B pOAUTENbCKYIO ceccuio (Ha KommyTaTop). 1A 3Toro HaxkaTb KOM6MHaLMIO
Knasuw <Ctrl+Shift+6>, oTnycTUTb M HaxKaTb <x> (uKc). MponsonaET nepexopn B poau-

Te/IbCKYIO ceccutio,

BbINONAHUTL KOMaHAY «show sessions». B 'ra6nuu,e AO0J/KHbI NPUCYTCTBOBATb BCeé UCXO-

AAWMeE COeANHEHUA B TeKyL el ceccum;

Dns Toro uto6bl BEPHYTLCA K CECCUU YAANEHHOTO YCTPOICTBA, HEO6XOAMMO BbINONHUTD
KomaHAay «resume N», rae N — HOmep coeauHEHMA U3 BbiBOAA KOMaHAbl «show

sessions».
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KomaHOb! pexcuma privileged EXEC

3anpoc KoMaHAHoOM CTPoKM B pexkmme privileged EXEC umeet cheaytowmii Bua;:
console#

Tabnnua 42 — KomaHabl ynpaBaeHma cuctemon B pexkume privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

reload [unit unit_id] unit_id: (1..8)/— KOM.aqu.a CNYXUT aNA nepesanycka ycTponcTaa.

- - unit_id — Homep yCTpOWMCTBaA B CTEKE.
reload in {minutes | minutes: (1..999); YCcTaHOBKa NPOMEXKYTKAa BPEMEHM, Yepes KOTOopbIit nponsonaer
hh:mm} hh: (0..23), mm: M

(0..59). OT/NIO}KEHHan nepesarpyska ycTponcTea.
reload at hh:mm hh: (0..23), mm: .

(0..59). YcTaHOBKa BpeMeHM nepesarpysku ycTpoicTsa.
boot password password YcTaHOBKa naposia Ha bootrom.
no boot password - YaaneHnve napons Ha bootrom
reload cancel — OTMmeHa OT/I0XKEeHHOro nepesanycka.
show cpu utilization . OTobparkeHune CTaTUCTUKM NO YPOBHIO 3arpy3Kn pecypcos

LEeHTPaNbHOro npoLeccopa.
show cpu input rate OTobparkeHWe CTaTUCTUKM MO CKOPOCTU BXOAAWMX dpeinmos,
- 06pabaTbiBaeMbix MPOLLECCOPOM.
show cpu input-rate OTobparkeHune CTaTUCTUKM NO CKOPOCTU BXOAALLMX Gperimos,
detailed - obpabaTbiBaembIx NpoOLLECCOPOM MO TUNY TpaduKa.
show cpu thresholds — OTobparkeHne cn1cKa HacTpoeHHbIX noporos gas CPU.
show memory thresholds — OTobparkeHne CNMCKa HaCTPOEHHbIX Noporos Ana RAM.
show sensor thresholds — OTobparkeHune cn1cka Noporos ANs AaTYMKOB.
show storage thresholds — OTobparkeHune cnncka Noporos ANA pPa3fesoB YCTPOUCTB.
show system mode . OTobparkeHne nHbopmaLuum o napameTpax puabTpaumum
TpaduKa.

- Mpumep Mcnoab30BaHMA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x  *

Tabnnua 43 — OnucaHue pesynbTaToB BbINOJIHEHWA KOMaHAbI traceroute

lMone OnucaHue
1 MopAAKOBbIN HOMEP MapLIPYTM3aTopa B NMYTU K YKa3aHHOMY Y3y CETH.
gateway.eltex CeTeBOe MMA 3TOro MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplipyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a KOTO[ZOG nakeT 6bl1 NepegaH U BEPHYACA OT MapLipyTM3aTopa. YKasbia-
eTCA ANA KaXKA0M NONbITKM Nepefayn nakeTta.

Mpw BbINONHEHUN KOMaHAb! traceroute MOryT NPOU30NTM OLWMBKK, onucaHMe OWKNBOK NpUBEAEHO B
Tabnuue 44.
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Tabnunua 44 — OWwMBKKM NpU BbINOJHEHUN KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TamayT Npu NONbITKe Nepeaaym nakera.
? HeunsBecTHbIM TN NakeTa.
A AZLMUHUCTPATMBHO HepocTyneH. O6blMHO NpoucxoauT npu 6AOKMPOBaAHMM UCXOaA-
wero Tpadumka no npasmnam B Tabauue goctyna ACL.
F TpebyeTcs pparmeHTaums n yctaHoBka 6umTos DF.
H Y3en cety HeJOCTynNeH.
N CeTb HegoCTyMHa.
P MpoTOKON HeaoCTyNeH.
Q NCTOYHMK noaasneH.
R NcTekno Bpemsa NoBTOpHOM cbopkM pparmeHTa.
S OwnbKa ncxoaallero mapLupyTa.
U MopT HepocTyneH.

MporpammHoe obecneyeHme Telnet KommyTaTopoB MNoAAEPKMBAET cneuuanbHble KOMaHabl —
OYHKLUMN KOHTpOASA TepmMHana. Onsa BXoda B pexMm cneupmanbHbIX KOMaHZ BO Bpems akTuBHoli Telnet-
Ceccumn NCnosiblyeTcs KOMBUHaLUMA Knasuw <Ctrl+shift+6>.

Tabnuua 45 — CneumanbHble KomaHabl Telnet

CneyuanbHas KOMaHOA Ha3HayeHue
AN Mepepatb no telnet paspbiB coeguHeHUS.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN K Mepeaatb no telnet yaaneHme cumsona (EC).
Ao Mepepatb no telnet npeKkpauieHune sbisoga (AO).
ARt Mepeaatb no telnet coobuweHne «Are You There?» (AYT) ANA KOHTPOAA NoAKAOYe-
HUA.
A Mepepatb no telnet ctupaHue cTpokm (EL).
AN x Bo3BpaT B peXXMmM KOMaHAHOM CTPOKMU.

TaKye BO3MOKHO MCNONb30BaHME AONONHUTENbHBIX ONLUMIA NpK OTKpbITUKM Telnet- n SSH-ceccnii:

Tabnunua 46 — KntoyeBsble C10Ba, UCMOJIb3yemble Npu oTKPbITUKM Telnet- n SSH-ceccuit

Onyus OnucaHue
/echo JlokanbHo BKAOYaeT GpyHKLMIO echo (NoaaBaeHWe BbIBOAA Ha KOHCO/b).
/password OnpegenAaeT naponb gna sxoga Ha SSH-cepsep.
/quiet He ponycKaet BbIBOA Bcex coobueHunit nporpammHoro obecneveHus Telnet.
/source-interface OnpeaensieT MHTePdENC-UCTOYHMK.

BktoyaeT 06paboTKy NOTOKA, KOTOPbLIN paspeluaeT HesawmueHHoe TCP-coeanHeHne
6e3 KoHTpona nocnenosaTenbHocTel Telnet. MoToKoBoe coeamHeHWe He obpabaTol-
/stream BaeT Telnet-onuuun 1 MoXKeT MCNONb30BATLCA A5 NOAKIOYEHUA K NOPTaM, Ha KOTO-
pbixX 3anyLueHbl nporpammsl KonuposaHusa UNIX-to-UNIX (UUCP) nanbo apyrmue npoto-
Kosbl, He asAsAowmeca Telnet-npoTokonamu.

Juser OnpegenAaeTt uma Nonb3oBaTena gnAa exoga Ha SSH-cepsep.
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHGUTypauum MMeeT caeayowmii Bua,:

console (config) #

Tabnnua 47 — KomaHAbl ynpaBaeHNA CUCTEMOW B peXxume rnobanbHo KoHPUrypaumm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro

hostname name name: (1..160) KomaHga cnyxut gns 3agaHma ceTeBoro MMeHM yCTPOMCTBa.

no hostname CMMBO/IOB/— BepHyTb ceTeBOe MMsA YCTPOCTBA B 3HAYEHWUE MO YMOHAHUIO.

service tasks-utilization PaspewwnTb ycTpoincTBY NPOrpammMHO U3MepPATb YPOBEHb 3arpy3Kku
PecypCcoB LLEHTPaAbHOro NPoL,eccopa KOMMyTaTopa A8 KaX40ro
CUCTEMHOrO npoLiecca.

- — —/BK/IlOYEHO -

no service tasks-utilization 3anpeTuTb YCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3kmn
pecypcoB LLeHTPaAbHOro NpoLeccopa KOMMYTaTopa A/1A KaxKaoro
CUCTEMHOrO NpoLiecca.

service cpu-utilization Pa3spewunTb yCTPOICTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTpanbHOro NpoLeccopa KOMMyTaTopa.

- —— —/BK/IIOYEHO —

no service cpu-utilization 3anpeTuTb YCTPOMCTBY NPOTrPAMMHO M3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTpanbHOro npoLeccopa KOMMyTaTopa.

service cpu-input-rate Pa3pewnTb ycTpoICcTBY NPOrpamMMHO M3MePATb CKOPOCTb
BXOAALWMX PppelimoB, 06pabaTbiBaeMbIX LEHTPA/IbHbIM
npoLeccopom KommyTaTopa.

—/BKAOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY NPOrPaMMHO U3MEPATL CKOPOCTb
BXOAAWMX PppelimoB, 06pabaTbiBaeMbIX LEHTPANIbHbIM
npoLeccopom KommyTaTopa.

service cpu-rate-limits
traffic pps

no service cpu-rate-limits

traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options,other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YcTaHoBKa Ha CPU orpaHMYeHuMiA CKOPOCTU BXOAALLMX dpeiimoB
ANA onpepesieHHoro Tmna TpaduKa.
- ppS — NAKETOB B CEKYHAY.

BoccTaHaB/MBaEeT 3HaUYeHWe pps MO YMONYAHUIO ANA
onpegeneHHoro Tpaduka.

syn);
pps: 8..2048
service password-recovery Pa3pelunTb BOCCTaHOB/IEHME NAPOA Yepes 3arpy304HOE MEHIO
Jenabled «password recovery procedure» ¢ COXpaHeEHUEM KOHUrypaLumu.
no service enable Pa3pewwnTb BOCCTaHOBNEHME NAPO/IA Yepes 3arpy304HOE MEHHO
password-recovery «password recovery procedure» ¢ yaaneHmem KoHoUrypauuu.
link-flapping enable Jenabled BkAtounTb NpesoTepaleHme GbaannuHra MHKa.
link-flapping disable enable OTKNoUUTL NpegoTepalLeHme GaannuHra MHKa.
service mirror- Co3paBaTb pe3epBHYO KONUIO TeKyLwel KoHdUrypauuu.
conflgu.ratlon — Jenabled
no service .
mirror-configuration OTKNOYUTL KONUPOBaHWUE TeKyLLLEe KoHbUTypauuu.
system router resources ip_entries: YcTaHOBKa pasmepa Tabaumubl MapLipyTmM3aLmu.
[ip-entries ip_entries | (8..8024)/5120;
ipv6-entries ipv6_entries | ipv6_entries:
ipm-entries ipm_entries | (32..8048)/1024;
ipmvé6-entries ipm_entries:

ibmv6_entries]

(8..8024)/512;
ipmv6_entries:
(32..8048)/512
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cpu threshold index index
interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recov-
ery-notify {enable | disa-
ble}]

no cpu threshold index in-
dex

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apatb nopor gna 3arpysku CPU.

- index — NPou3BO/IbHbIN MHAEKC NOPOra;

- interval — vHTepBan namepeHua 3arpysku CPU. 3HaueHue 3a-
rpysku CPU 3a 3TOT uHTepBan 6yaeT cpaBHMBATLCA C NOPOro-
BbIM;

- relation — oTHoweHMe mexay 3arpy3kor CPU n noporosbim
3HayeHnem, Heobxoaumoe ana cpabaTbiBaHWA Nopora;

- value — 3Ha4yeHWe Nopora;

- flap_interval — 3Ha4yeHue, onpegenstollee MOMEHT BOCCTa-
HOB/IEHUA Nopora nocse cpabaTbiBaHuUS;

- severity — ypOBeHb Ba)*HOCTW TPanos A/1a 3TOro nopora;

- notify — BK/tOYaeT/oTKkNOYAET OTNPaBKy Tpanos o cpabatbl-
BaHMM NOpPOra;

- recovery-notify — BKlouaeT/oTK/IIOMaeT OTNPaBKy TPanos o
BOCCTAaHOBJ/IEHUW NOpOra.

Y8anuTb Nopor ¢ 3a4aHHbIM UHAEKCOM.

memory threshold index
index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3agaTtb nopor ans obvema ceobogHo namaTv RAM.

- index — NPOU3BOIbHbIN MHAEKC NOPOra;

- relation — oTHOLWeEHME MeXKaYy 06BbeMOM cBOOOAHON NamATU U
NoporosbiM 3HaYeHMeMm, Heobxoaumoe ana cpabaTbiBaHUA
nopora;

- value — 3HauyeHue nopora;

- flap_interval — 3HayeHWe, onpegensaoLLee MOMEHT
BOCCTAHOB/IEHMA NOpOra nocse cpabaTtbiBaHuUA;

- severity — ypOBeHb Ba)*KHOCTU TPANoB A/1a 3TOro nopora;

- notify — BKAloYaeT/oTK/IOYaEeT OTNPABKY TPAMNoB 0
cpabaTtbiBaHMM nopora;

- recovery-notify — BK/l04aeT/oTKAOYAET OTNPABKY TPANos o
BOCCTAaHOB/IEHUW NOpPOra.

Ypanutb nopor ¢ 3aaHHbIM MHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id
index index relation value
[flap-interval flap_interval]
[severity /evel] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no sensor threshold fan
fan_num unit-id unit_id
index index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..1000000000)
060pOTOB/MUH;
flap_interval:
(0..1000000000)/0
060p0OTOB/MUH;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apaTb Nopor ANA AaTYMKa CKOPOCTU BpaLLEHUA BEHTUAATOPA.
- fan_num — Homep BEHTUANATOPA;

- unit_id — Homep tOHMTa, Ha KOTOPOM Haxo4MUTCA BEHTUNATOP;
- index — NPOW3BO/bHBIN MHAEKC NOPOra;

- relation — OTHOLIEHWE MeXAY CKOPOCTbIO BPaLLLeHNA
BEHTUIATOPA M MOPOroBbIM 3HAYEHNEM, Heobxoanmoe ans
cpabaTtbiBaHMA NOpora;

- value — 3Ha4yeHue Nopora;

- flap_interval — 3Ha4YeHune, onpegensatoLLee MOMEHT
BOCCTaHOB/IEHWA NOpora nocse cpabaTblBaHUA;

- severity — ypOBeHb Ba)*XHOCTU TPanoB A/1a 3TOro nopora;

- notify — BK/IlO4aeT/OTKAOYAET OTNPABKY TPaNos o
cpabaTbiBaHWKM NOPOra;

- recovery-notify — BKktouYaeT/oTKOUaEeT OTNPaBKy TPanos o
BOCCTaHOB/IEHUW NOpOTra.

YAanuTb Nopor ¢ 3alaHHbIM UHAEKCOM ANA BEHTUAATOPA fan_num
Ha toHuTe unit_id.
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sensor threshold
unit-id unit_id index index

flap_interval] [severity
level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

thermal-sensor sensor_num

relation value [flap-interval

no sensor threshold

unit-id unit_id index index

thermal-sensor sensor_num

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apaTb Nopor ANA gaTyMKa TemnepaTypbl.

- sensor_num — HOMep TEPMOAATUNKA;

- unit_id — HoMep OHUTA, Ha KOTOPOM HaX0AUTCA TEPMOAATYMK;
- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — oTHOWEHME MeXAay TeEMNepPaTypoi U MOPOroBbIM
3HayeHuem, Heobxogumoe ans cpabaTbliBaHMA NOPOra;

- value — 3HayeHue nopora;

- flap_interval — 3HayeHue, onpegenatolLee MOMEHT
BOCCTaHOB/IEHWA Nopora nocse cpabaTbiBaHUSA;

- severity — ypOBEHb BaXXHOCTM TPaNoB Aa 3TOro Nopora;

- notify — BKloYaeT/oTKAOYaEeT OTNPaBKyY TPAMNos o
cpabaTbiBaHUKM NOPOra;

- recovery-notify — BktouaeT/oTK/0uaeT OTNPaBKy TPanos o
BOCCTaHOB/IEHUW NOpoOra.

YAanuTtb Nopor ¢ 3aaHHbIM UHAEKCOM ANA TepMoJaTimKa
sensor_num Ha toHuTe unit_id.

storage threshold index

[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

index interval relation value

index

no storage threshold index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
interval: (0..100)/0
NPOLLEHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert;

3agaTtb nopor ana obvema cBobogHOM NamaTh Ha M3Y.

- index — NPOU3BOIbHbIN MHAEKC NOPOra;

- relation — oTHowWweHWe mexay ob6bema cBOH6OAHON NaMATU U
NoporoBbiM 3HaYeHMeM, Heobxoaumoe ana cpabaTbiBaHUA
nopora;

- value — 3HayeHwue nopora;

- flap_interval — 3HayeHue, onpegensatollee MOMEHT
BOCCTAHOB/IEHMA NOpOra nocse cpabaTtbiBaHUA;

- severity — ypoOBeHb BaXXHOCTM TPaANoB AA 3TOro Nopora;

- notify — BKAloYaeT/oTK/IOYaEeT OTNPaBKyY TPAMNoB O
cpabaTtbiBaHMM nopora;

- recovery-notify — BK/lO4aeT/oTKAOYAET OTNPABKY TPANos o
BOCCTaHOB/IEHUM NOpPOTra.

Ypanutb nopor ¢ 3aaHHbIM UHAEKCOM.

reset-button {enable |
disable | reset-only}

—/enable

HacTpoWika peakuumn KoMmyTaTopa Ha HaXKaTue KHonku F.

- enable — npu Ha)kaTUK Ha KHOMKY ANUTENBHOCTBIO MeHee 10
CeK, NPOMCXOAWT NepesarpysKa ycTPoCTBa; NPy HaxKaTnu Ha
KHOMKY AAntenbHocTbio 6onee 10 cek, nponcxoamT cbpoc
YCTPOICTBA 4,0 3aBOACKON KOHOUrypaLmu;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — To/bKO NepesarpysKa.

5.6 KomaHpgbl gNA HACTPOIKKM NapamMeTPoB ANA 3a4aHUA naponaei

[JaHHbIA KOMNAEKC KOMaHA, NpeaHasHavyeH 418 3a4aHUA MUHUMAJIbHOM CNOXHOCTM NApOoA, a TaKKe

AN 334aHWA BPEMEHM AENCTBMA Naposs.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexkume rnobanbHo KOHOUTYpaLMN MMeET CAeayoLnin Bua;

console (config) #

Tabnnua 48 — KomaHabl ynpaBieHNa CUCTEMOW B pexxume rnobanbHo KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

passwords aging age

age: (0..365)/180 aHei

3afaeT Bpemsa XKu3Hu naponeit. Mo uctedeHnn 3aaHHOro CPoKa
6yaeT NpensiodKeHo CMeHUTb Naposb. 3HadeHve O roBopuT O
TOM, YTO BPEMSA }KM3HM Napoieit He 3a4aHo.
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no password aging BoccTaHaB/IMBaEeT 3HaYeHMe Mo YMONYAHMIO.
passwords complexity ena- BK/itoyaeT orpaHuyeHve Ha dopmart napons.
ble
—/BbIK/OYEHO
no passwords complexity BbIK/tOYaEeT orpaHuyeHne Ha Gopmat napons.
enable
passwords complexity Bk/ilo4aeT orpaHMyeHmne, 3a4aloLLee MMHUMa/bHOE KOIMYeCcTBO
min-classes value KNaccoB CMMBOJIOB (CTpouHble OyKBbI, 3arnaBHble OYKBbI,
value: (0..4)/3 undpbl, CUMBOALI).

no passwords complexity BoccTaHaBnMBaeT 3HavyeHMe No YMOYAHUIO.
min-classes
passwords complexity BK/IlOYaEeT OrpaHMYeHne Ha MMHUMaNbHYIO AJIMHY Naposs.
min-length value : value: (0..64)/8
no passwords complexity BoccTaHaB/IMBaET 3HaYeHME Mo YMONYAHMIO.
min-length
passwords complexity BK/loYaeT orpaHuWyeHue, 3ajaloliee MaKCMMasbHOE Kosuue-
no-repeat number CTBO MOC/e40BaTE/NbHO NOBTOPAIOLLMXCA CUMBOJIOB B HOBOM Ma-

number: (0..16)/3 pone.
no password complexity BoccTaHaB/MBaET 3HaYeHNE N0 YMONYAHMIO.
no-repeat
passwords complexity 3anpewaeT NpyM cMeHe Napoas UCMO/Ib30BaTb B KayecTBe HO-
not-current BOrO CTapblii.

—/enabled
no passwords complexity Pa3pelaeT ncnonb3oBaTh CTapblil NAPO/b NPU CMEHE.
not-current
passwords complexity 3anpeLaeT UCNONb30BaTb B KayecTse Maposif MMs Mo/b30Ba-
not-username Tens.
—/enabled

no passwords complexity PaspeluaeT “cnonb3oBaTb B KayectTee Napoas MMA Nob30Ba-
not-username Tens.

Tabnuua 49 — KomaHabl ynpaBaeHusa cuctemoii B pexkmme Privileged EXEC

3HayeHue/3HayeHue
no ymoa4aHuro
show passwords configuration — OtobparkaeT MHGOpPMaLMIo 06 OrpaHUYEHUAX Ha MAPONW.

KomaHoa Aelicmeue

5.7 Pab6ora c paitnamm

5.7.1 OnucaHue apesymeHmMoe KOMaHO
Mpu ocywecTaeHMn onepaLmin Hag dannamm, B KayecTBe apryMeHTOB KOMaHZ, BbicTynatoT agpeca URL
— onpegenntenn MecToHaxoxKaeHua pecypca. OnnMcaHue KAYeBbIX CNOB, UCMOJb3yeMbIX B Oonepaumax,

npuseaeHo B Tabauue 50.

Tabnunua 50 — CNMCOK KNtoYeBbIX CI0B U UX OnuMcaHue

Knrouesoe cnoeo OnucaHue

McxoaHbIv agpec nnm agpec Mecta HasHauyeHUA 419 SHepProHe3aBUCUMON NaMATH.

flash:// SHeproHesaBUcMMan NamaTb UCNONb3YETCA MO YMoNYaHuto, ecn agpec URL onpegeneH 6es
npedukca (npedukcamm asnstotes: flash:, tftp:, scp:...).

running-config daiin TekyLLelt KoHPUrypaumm.

mirror-config Konus ¢aiina Tekyuwiei KoHourypaumm.

startup-config daliin nepBoHaYanbHOI KOHbUIypauuu.

active-image daiin c akTMBHLIM 06pasom.

inactive-image daliin c HeaKTMBHbIM 0bpasom.
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tftp://

UcxopHbIv agpec nnm agpec mecta HasHaveHua ana TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory/] filename.

- host — IPv4-agpec unun ceteBoe MMs YCTPOMCTBA;

- directory — katanor;

- filename — vma daiina.

UcxogHbIV agpec unm agpec mecta HasHavyeHua ana SSH-cepsepa.
CuHTakcmc: scp://[username[:password]@]host/[directory/] filename
- username — VUMsA NOJib30BaTeNS;

scp:// - password — napo/b No/b30BaTeNs;

- host — IPv4-agpec unun ceTeBoe UMA YCTPOMUCTBA;

- directory — katanor;

- filename — vma daiina.

logging

daiin c uctopueit KomaHa,

5.7.2 KomaHObI ns pabomel ¢ paiinamu

3anpoc KomaHAHOM cTpoKu B pexxume Privileged EXEC nmeet cneayrowmii BuAa;

console#

Tabnuua 51 — KomaHapl ans pabotsl ¢ pannamm B pexknme Privileged EXEC

copy source_url running-config

copy running-config
destination_url [exclude | include-
encrypted | include-plaintext]

copy startup-config destination_url

3HayeHue/
KomaHoa 3HayeHue no Aelicmeue
YMOAYAHUIO
copy source_url destination_url KonuposaHue dalina 3 MecTononoKeHUA UCTOYHUKA B
[exclude | include-encrypted | MEeCTOMO/IOXKEHME Ha3HAYEeHUA.
include-plaintext] - source_url — mecTonosioxeHune Konupyemoro ¢anna;
- destination_url — agpec mecTta Ha3HayeHus, Kyaa dain byaer
CKOMUPOBaH.
Cnegytolme onuum JOCTYMNHbI TONbKO NPU KONUPOBaHUK U3
daiina KoHdurypaumu:
- exclude — MHbopmaLmsa, KpUTUYHAA ana 6e3onacHoCTH, He
byZeT BK/AOYEHA B KOHEYHbIN daiin;
- include-encrypted — nHpopmauua, KpuTMuHaa gnn
source_url: 6e3onacHocTH, 6yaeT BKAIOYEHa B KOHEUHbIN daiin B
(1..160) 3alndpoBaHHOM BUAE;
CMMBO/IOB; - include-plaintext — nHpopmauma, KpUTUUHaA ana
destination_url: | ge3onacHocTi, GyaeT BrAIOYEHa B KOHEUHbIN Gaiin B
(1..160) He3awundpoBaHHOM BUE.
CUMBO/IOB;

KonuposaHue dalina KoHPUrypaLmm ¢ cepsepa B TEKYLLYHO
KOHduUrypaumtio.

CoxpaHeHue TeKyLLei KoHbUrypauum Ha cepeepe.

- exclude — MckNOUYUTL U3 KONUPYEMBIX AaHHBIX MHGOPMaLMIO O
K/Il0YaX, Naponax n T.n;

- include-encrypted — coxpaHATb AaHHbIE O K/AtOYAX, MAPOIAX B
wndposaHHOM BUAE;

- include-plaintext — coxpaHATb AaHHble 0 KNtoYax, Naponsx B
ABHOM BUE.

CoxpaHeHue nepBoHaYanbHOM KoHbUIypaLmMm Ha cepaepe.

copy running-config startup-config

CoxpaHeHue TeKyLLeh KoHOUTypaLun B epBOHaYasIbHYHO
KOHOUrypaumto.

copy running-config file

CoxpaHeHue TeKyLLel KOHOUIypauum B 3a4aHHbIN pe3epBHbIi
daiin KoHpurypaumm.

copy startup-config file

CoxpaHeHwue nepsBoHayanbHOM KOHOUIypaLnuM B 3a4aHHbIN
pe3epBHbIi $aina KoHbUrypauum.

boot config source_url

KonuposaHue dalina KoHburypauum c cepsepa B dpaiin
nepBOHaYasibHON KOHdUTypaLmu.

dir [flash:path | dir_name]

OTobparkaeT cn1coK $anioB B yKazaHHOM KaTasiore.
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more {flash:file | startup-config |
running-config | mirror-config |
active-image | inactive-image |
logging | file}

OTobpaxkaeT cogepxumoe daina.

- startup-config — oTob6pakaeT coaepxumoe dpalina
nepBOHaYabHOW KOHOUTIypauuu;

- running-config — oTobparkaeT cogepkmmoe daiina TekyLel
KOHUrypauuu;

- flash: — oTobpaskaet daitnibl ¢ pnew-namaT ycTpoincTsa;

- mirror-config — oTobpakaert cogepxumoe dalina TekyLemn

file: (1..160) KOHOUIypaumm ¢ 3epkana;
CMMBO/IOB - active-image — oTobparkaeT Bepcuio TekyLero dpaina obpasa
no.
- inactive-image — oTo6pakaeT Bepcuio HeakTMBHOro darna
obpasa MoO.
- logging — oTob6parkaeT cogeprmmoe daiina xKypHana.
- file — nmsa daina.
I ®aiinbl otobpakatorca 8 popmare ASCII.
.
delete ur/ — Ypanenue ¢aiina.
delete startup-config — Yaanenus daina nepBoHavanbHON KOHGUIypaumu.
boot system source_url KonuposaHue daiina MO c cepBepa B HeaKTUBHYIO 061acTb
- NamATM Ha mecTo pesepsHoro MMO.
boot system inactive-image — 3arpy3mnTbcs ¢ HeakTMBHOro obpasa MNo.
show {startup-config | running- gi_port: OTobpaxkaeT cogepmumoe dalina nepBoHavabHOM
config} [brief | detailed | (1..8/0/1..48); KoHduUrypaumm (startup-config) nam tTekywen KoHourypaumm
interfaces {gigabitethernet gi_port te_port: (running-config).
| tengigabitethernet te_port | (1..8/0/1..24); - interfaces — KoHdUrypauus nHtepdelicos KommyTtaTopa —
fortygigabitethernet fo_port | oob fo_port: dusnyeckmx nHtepdelicos, rpynn uHTepdeincos (port-channel),
| port-channel group | vlan (1..8/0/1..4) VLAN-uHTepdeiicos, oob-nopTa, nHTepdeiica 3ambikaHuA Ha
vlan_id | tunnel tunnel_id | group: (1..48); cebs, TyHHenen.
loopback loopback_id}] vlan_id: Cnegaytouime onummn A0CTYNHbI NPY BbIBOAE TEKYLLEN
(1..4094); KOHOUrypaumu:
tunnel_id: - brief — BbIBOA KOHOUIYpaLWm 6e3 ABONYHBIX AaHHbIX,
(1..16); Hanpumep, SSH n SSL kntoue.
loopback_id: - detailed — BbIBOA KOHOUIYpPaUMK C BKNHOYEHUEM ABOUNYHbIX
(1..64) OaHHbIX
show bootvar MoKa3blBaeT akTUBHbIV Pain cuctemHoro MO, KoTopbll
- YCTPOMCTBO 3arpyKaeT npu 3anycke.
write [memory] CoxpaHeHue TekyLLel KoHbUrypauum B Gaia nepBoHavaibHOM
- KOHdUrypaumm.
boot license source_url — 3arpysuTb Ha ycTpOMCTBO hain NnLEH3UN.
rename url new_url url, new_url: MN3meHeHne umenun daiina.
(1..160) - url — Tekywee nmsa daina;
CMMBONOB - new-url — HoBoe UMsa daiina.

Cepsep TFTP He MOXeT 6bITb a4pPecoMm UCTOUHMKOM U aapecom Ha3HaueHUAa gna O4HOM Ko-

el MaHAbl KONUpoBaHUA.

[pumepbl UC016308AHUA KOMAHO

= Ypanutb ¢ann test N3 sHeproHe3aBUCUMOMN NaMATH:

console# delete flash:test

Delete flash:test?

[confirm]

Pe3ynbTaT BbINO/IHEHNA KOMaHAbl: MOC/e NOATBEPKAEHUA dain byaeT yaaneH.

Cle.I,ECTByeT BO3MOXHOCTb MPOCMOTpPa KOHd)MpraLl,VIM ANnA TEKYWEro mecrtononoxeHna ana cneayto-

LMX PEKMMOB KOHPUrypaLmm:

=  vlan database
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= interface {gigabitethernet gi port | tengigabitethernet te port |
fortygigabitethernet fo port | port-channel group | loopback
loopback id | vlan vlan id | ip ip addr}

= interface range {gigabitethernet gi port | tengigabitethernet te port
| fortygigabitethernet fo port | port-channel group | vlan vlan id}

Tabanua 52 — KomaHabl NpocmoTpa KOHOUIypaLmMm U3 TEKYLLETO MECTOMNONOXKEHNSA

3HayeHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
no ymon4aHuro

show — OT06pasnTb HACTPOMKM AR TEKYLLETO pPeXmnma KoHdUrypaumu.

5.7.3 KomaHObI 0na pe3epsupoeaHus KOHguzypayuu

B [AaHHOM pasgene OMNWCaHbl KOMAHAbI, MNpegHa3HavyeHHble AAA HACTPOWMKM pe3epBMpPOBaHUA
KOHUrypaumm no Tainmepy Mam Npu cCoxpaHeHUn TekyLen KoHpurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexxume rnobanbHoM KOHOUTYpaLMN MMEET CAeayioLWnin BUA,;
console (config) #

Tabnuua 53 — KomaHgpl ynpaB/ieHUa cUCTEMOW B pexknme rnobanbHoi KoHoUrypaumum

Komanda 3HayeHue/3HayeHue Jeiicmeue
no ymoa4aHuro
backup server server YKasaHue cepBepa, Ha KOTopbli byaeT nponssBoguTbCa pesep-
server: (1..22) BMpOBaHMe KOHdUrypaumu. CTpoka B dopmarte
CYMBO/IOB «tftp:// XXX XXX XXX XXX ».
no backup server YpaneHve cepBepa A8 pe3epBMpPOBaHUA.
backup path path YKasaHue nyTu pacnonoxeHusa daina Ha cepsepe u npeduKkca
path: (1..128) danna. Mpwu coxpaHeHuu K npedukcy byaet fob6aBNATLCA TEKY-
CUMBOIOB Wwas AaTta U Bpems B popmate rrrrMmaA44MMCC.
no backup path YpoaneHve nytv gna pes3epBupoBaHuA.

backup history enable BKtOUNTL COXPaHEHWE NCTOPUU pPe3epBHbIX KOMUNA.

—/BbIK/IIOYEHO

no backup history enable OTKNOYNUTL COXPaHEHWE UCTOPUM pPe3epBHbIX KONWUA.
backup time-period timer YKaszaHMe NPOMEeNKYyTKa BpeMeHU, Mo UcTeYeHUUn KoToporo by-
timer: [eT OCyLLecTBAATLCA aBTOMATUYECKOe pe3epBUpPOBaHUE KOHOU-
(1..35791394)/720 muH | Typauuu.

no backup time-period BoccTaHaBMBaeT 3HauYeHWe No YMONYaHUIo

backup auto BK/IlOYEHME aBTOMATUYECKOTO pe3epBMPOBaAHUA KOHOUrypa-
—/BbIKNOYEHO unu.

no backup auto YCTaHOBKa 3HAYEHWA MO YMOAYAHUIO.

backup write-memory BKNtoueHWe pe3epBUPOBAHUA KOHPUTYpaLMK NPU COXPaHEHUN
—/BbIKNIOYEHO nosnb3oBaTenem KoHourypauum Ha flash-Hakonurens.

no backup write-memory YCTaHOBKa 3HAYEHWA MO YMOIYAHUIO.

Tabnnua 54 — KomaHgbl ynpaBaeHua cuctemon B pexknme Privileged EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show backup . OTobparkaeT MHGOPMaLMIO O HACTPOMKAX Pe3epBUPOBAHMUA
KOHbUrypauum
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show backup history OTobparkaeT UCTOPUIO YCMELLHO COXPaHEHHbIX Ha cepBep
KOHOUIrypauui.

5.7.4 KomaHObI 013 asmomamuyecko2o0 ob6HoeneHUA u KOHgu2ypayuu

[Mpouyecc asmomamu4yecko20 0b6Ho8nEHUSA

KommyTaTop 3anyckaeT npouecc aBTomatMyeckoro obHoBneHun, 6asupyrowmiica Ha DHCP, ecam oH
BK/OYEH M uMmA Tekctosoro ¢aiina (DHCP-onuusa 43, 125), copep:kauwero uma obpasa MO, 6bino
npegocrasneHo cepsepom DHCP.

Mpouecc aBToMaTUYECKOro 06HOBIEHMA COCTOUT 13 CeAYIOWMX 3TAMNoB:

1. KommyTaTop 3arpy»KaeT TEKCTOBbIN dpaiin u umTaeT M3 Hero uma ¢daiina obpasa MO Ha TFTP-cep-
Bepe;

2. KommyTtaTop cKaumBaeT nepsbiit 650K (512 6aiiT) obpasa NO c TFTP-cepsepa, B KOTOPOM coaep-
»utca sepcuma MNO;

3. KommyTtaTop cpaBHMBaeT Bepcuto daiiia obpasa MO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuei
akTMBHOro obpasa NO KommyTaTopa. Ecim oHM oTanYatloTcA, KoMmMmyTaTop 3arpyaet 0bpa3 MO ¢
TFTP-cepBepa BMecTo HeakTMBHOro obpasa MO KommyTaTopa U AenaeT 4aHHbIM 06pa3 aKTUBHbIM;

4. Ecnv obpas MO 6bin 3arpykeH, TO KOMMyTaTOp Nepesarpyxaercs.

[Tpouyecc asmomamu4ecko20 KOHGU2ypPUPOBAHUSA

KommyTaTop 3anycKaeTt NpoLecc aBToMaTUYeckoro KoHpurypmpoBaHusa, 6asmpytowminca Ha DHCP, npu
BbINO/IHEHUM CEAYIOLLMNX YCIOBWIA:

— B KOHOUrypauum paspelleHo aBTOMaTMYeCKoe KOHOUrypupoBaHue;

— otBeT DHCP-cepBepa cogepxut IP-agpec TFTP-cepsepa (DHCP-onuua 66) n uma daiina
KoHdurypaumum (DHCP-onuma 67) B dopmate ASCIL.

NonyuyeHHbIN painn KoHPUrypauum 3arpyxaeTca B NepBoHavanbHylo (startup) KoHouUry-
e pauumto. Mocne 3arpy3kn KoHGUrypauum KOMMyTaTop NepesarpyrKaercs.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUIypauum MMeeT cleayowmii Bua;

console (config) #

Tabnuua 55 — KomaHapbl ynpaBieHUa cMcTeEMO B pexxmnme rnobanbHoi KoHoUrypaumum

3HayeHue/3Ha4yeHue ”
KomaHda / Aeilicmeue
no ymon4aHuio

boot host auto-config BKAtoYEeHME aBTOMATMYECKOM KOHdUrypaumu, basmpytouleica

Ha DHCP.
- —/BKAOYEHO — -

no boot host auto-config BbIkNtoueHe aBTOMaTUYECKOM KOHbUTypauum, 6asmpytowencs
Ha DHCP.

boot host auto-update BKntoueHMe aBTOMaTMyeckoro obHosnenus MO, 6asupytowe-
roca Ha DHCP.

—/BKNOYEHO

no boot host auto-update BbIKkNtoyeHMe aBTomaTnyeckoro obHosneHus MO, 6asmpyrowe-

roca Ha DHCP.

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx 89




HELTEX

KomaHOb! pexcuma privileged EXEC

3anpoc KoMaHAHoOM CTPoKM B pexkmme privileged EXEC umeet cheaytowmii Bua;:

console#

Tabanua 56 — KomaHabl ynpaBaeHma cuctemom B pexkume privileged EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmoA4aHuo

show boot MpocmoTp HacTpoek aBTOMATUYECKOro OBHOBEHMA U
KoHbUrypauuu.

= [pumep KoHPurypaumm ISC DHCP Server:

option image-filename code 125 = {
unsigned integer 32, #enterprise-number. VmoeHTudMKaATOP NPOM3BOIMTEJISI, BCeTIa PaBEeH
35265 (Eltex)

unsigned integer 8, #data-len. [iMHa BCeX IaHHHX ONUMM. PaBHa IJMHE CTPOKM Sub-
option-data + 2.

unsigned integer 8, #sub-option-code. Konm nomomnumy, BCerma paBeH 1

unsigned integer 8, #sub-option-len. [nmuHa cTpoku sub-option-data

text #sub-option-data. MmMs TexcTOBOTO OGarja, cCcomepXamero WM
obpaza IO

}i

host mes2124-test {

hardware ethernet a8:£9:4b:85:a2:00; #mac-ampec xoMmMyTaTopa

filename "mesXXX-test.cfg"; #YMS KOHOUTYpaALUVM KOMMYyTaTopa

option image-filename 35265 18 1 16 "mesXXX-40l.ros"; #yMsT TEeKCTOBOTIO
banna, comepxamero mMsa obpasza 10

next-server 192.168.1.3; #IP-ampec TFTP cepsepa

fixed-address 192.168.1.36; #IP-ampec KoMMyTaTopa

5.8 HacTpoiKa cucTeMHOro BpemeHum

/':_‘ Mo ymonuaHu1IO aBTOMATHMUYECKUIA Nepexos, Ha 1IeTHee BPeMsA OCYLLEeCTBAAETCA B COOTBET-
CTBUM cO cTaHaapTamu CLUA n EBponbl. B KoHdUrypaumm moryT 6biTb 3agaHbl Nobble gaTta
1 Bpema AN nepexoa Ha ieTHee Bpems U ob6paTHoO.

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHOM cTPokU B pexxunme Privileged EXEC nmeet cnegyownin Bua;:

console#

Tabnunua 57 — KomaHAabl HaCTPOMKKM CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
Mo YyMOAYAHUIO
clock set hh:mm:ss day hh: (0..23); Py4yHasn ycTaHOBKa CUCTEMHOIO BpemeHu (KomaHga AOCTyNHa
month year mm: (0..59); TONIbKO ANA NPUBUAETMPOBAHHOIO NO/b30BaTENS).
clock set hh:mm:ss month ss: (0..59); - hh — 4Yacbl, MM — MWHYTbI, SS — CEKYHAbI;
day year day: (1..31); - day — peHb; month — mecay,; year — rog,
month: (Jan..Dec);
year: (2000..2037)
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show sntp configuration

MNokasbiBaeT KoHbUrypauuio npotokoia SNTP.

show sntp status

Moka3sbiBaeT cTaTyc npoTtokona SNTP.

KomaHOwbl pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnepytowmii Bua;

console>

Tabanuya 58 — KomaHAabl HACTPOMKM CUCTEMHOTO BPEMEHU B pexnume « EXEC»

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

show clock

show clock detail

Moka3bIBaeT cMCTeMHOe Bpems 1 AaTy.

JononHutensHo OTOGpa)KBET napameTpbl 4aCoOBOro nNoAca n
nepexoaa Ha 1eTHee Bpema.

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoOHOUIypauum MMeeT cieayowmii Bua;

console (config) #

Tabanua 59 — CnMcoK KOMaHA AN1A HAaCTPOMKN CUCTEMHOIO BPEMEHMW B perknme rnobanbHOM KoOHbUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

clock source {sntp | ntp |
browser}

no clock source {sntp | ntp
| browser}

—/BHELIHWNIA NCTOYHUK
He Mcnonb3yercs

Mcnosib30BaHWe BHELWHEero MCTOYHWUKA A5 YCTAHOBKM CUCTEMHOIO
BPEMEHMU.

33I'Ip€LLI,a€T UCNO/1Ib30BaHWe BHELWHero NCTOYHUKa ANnAa yCTaHOBKK
CUCTEMHOIO BpeMeHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT ONUCaHuWsA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAMBaET 3HaYeHMe YacoBOro nosca.

- zone — cnoBo, cGOPMMPOBAHHOE U3 NEPBbIX OYKB
C/I0BOCOYETAHMSA, KOTOPOE OHO 3aMEHSET (ONMCaHWe 30Hbl);

- hours-offset — yacoBoe cmeLLeHNe OTHOCUTENIbHO HYNEBOrO
mepugmaHa UTC;

- minutes-offset — MUHYTHOE CMEeLLLeHNE OTHOCUTE/IbHO HYNEBOrO
mepuanaHa UTC.

YcTaHaBAMBaET 3HAYEHWe no YMONYaHULO.

clock summer-time zone
date date month year
hh:mm date month year
hh:mm [offset]

clock summer-time zone
date month date year
hh:mm month date year
hh:mm [offset]

zone: (1..4) cumsona/
HeT ONUCaHMA 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUWH;

3agaeT Aaty v Bpems 419 aBTOMaTMYeCKOro nepexoa Ha fieTHee
Bpema 1 Bo3BpaTa obpaTtHO (4N onpeaeneHHoro roaa).

MepBbiM B KOMaHAE YKa3blBaeTCA ONMCaHME 30HbI, BTOPbIM Bpems
017 Nepexona Ha nNeTHee BPems U TPETbUM BPeEMA A8 BO3BpaTa.
- zone — cnoBo, cGOPMMUPOBAHHOE U3 NEPBbIX OYKB
C/I0BOCOYETAHMSA, KOTOPOE OHO 3aMeHSAET (OnMcaHue 30Hbl);

- date — uucno;

- month — mecau;

- year — rog;

- hh — yacbl, mm — MUHYTbI;

- offset — KOAMYECTBO MUHYT, A06aBAAEMbIX NPY Nepexoae Ha
neTHee Bpems.
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clock summer-time zone
recurring {usa | eu | {first |
last | week} day month
hh:mm {first | last | week}
day month hh:mm} [offset]

no clock summer-time

Mo ymonyanuio
nepexop, Ha netHee
BPeMsA BbIK/OYEH

3apaeT AaTty M Bpema 414 aBTOMaTUYECKOro nepexosa Ha feTHee
BpeMsA 1 BO3BpaTa 06paTHO B perKMMe exXerofHo.

- zone — cnoBo, cdopMMpPOBaAHHOE M3 NEPBbIX OYKB
C/I0BOCOYETAHMSA, KOTOPOE OHO 3aMEHSAET (ONUCaHWe 30Hbl);

- usa — yCTaHOBMUTb NpaBu/Ia Nepexosa Ha fieTHee Bpems,
ncnonbdyemble B CLLA (nepexos BO BTOPOe BOCKpeceHbe mapTa,
06paTHO B NepBoe BOCKpeceHbe HOABPA, B 2 yaca yTpa no
MECTHOMY BPEMEHMU);

- eu — YCTaHOBUTb NPaBW/a Nepexosa Ha NeTHee BPeEMS,
ncnosb3yemble EBpocoto3om (nepexos B nocnegHee BOCKpeceHbe
MapTa, obpaTHO B NocseaHee BOCKpeceHbe OKTAbPA, B 1 yac yTpa
no FpuHBMYy);

- hh — yacbl, mm — MUHYTbI;

- week — Hepena mecaua;

- day — peHb Hepenu;

- month — mecsau;

- offset — KonmyecTBO f06aBASEMbIX MUHYT NPU Nepexose Ha
NeTHee Bpems.

OTKtOYaET aBTOMATUYECKUI nepexo Ha neTHee spems.

sntp authentication-key number: YCcTaHaBAMBAET KNKOY NPOBEPKM NOAJNMHHOCTM A/1A NPOTOKOANA
number md>5 value (1..4294967295); SNTP.

encrypted sntp authentica- value: (1..32) - number — HOMep KNtoYa;

tion-key number md5 value CMMBOJIOB; - value — 3HayeHue Koua;

Mo ymonyaHuio - encrypted — 334aTb 3Ha4YeHMWe K/toYa B 3allMbpPOBaHHOM BUAE.
no sntp authentication-key npoBepka YaanaeT Koy NpoBepKu NOSAMHHOCTU ANnsA npoTokona SNTP.
number NOA/IMHHOCTH

OTK/IIOYEHa
sntp authenticate —/nposepka TpebyeT npoBepKy NOAJAMHHOCTU A/1A NONYYEeHUs MHOPMaLUK OT
NOANMHHOCTU He NTP-cepBepoB.
no sntp authenticate Tpebyetca YCcTaHaBAMBAET 3HAYEHME N0 YMONYAHUIO.
sntp source-interface {for- fo_port: (1..4); OnpegaenseT IP-uHTepderic UCTOYHMKA Ans nNakeTos IPv4.
tygigabitethernet fo_port | te_port: (1..24);
tengigabitethernet te_port gi_port: (1..24);
| gigabitEthernet gi_port | Ib_port: (1..64);
loopback /b_port | tunnel tn_port: (1..16);
tn_port | port-channel group: (1..48);

group | oob | vlan vian_id}

no sntp source-interface

vlan_id: (1..4094)
/BbIK/OYEHO

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

sntp source-interface-ipvé
{fortygigabitethernet
fo_port | tengigabitether-
net te_port | gigabitEther-
net gi_port | loopback
Ib_port | tunnel tn_port |
port-channel group | oob
| vlan vian_id}

no sntp source-interface-
ipve

fo_port: (1..4);
te_port: (1..24);
gi_port: (1..24);

Ib_port: (1..64);
tn_port: (1..16);

group: (1..48);
vlan_id: (1..4094)

/BbIK/OYEHO

Onpegaenset IPv6-uHTepdeic MCToYHNKa AN nakeTos IPv6.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

sntp source-port udp_port

no sntp source-port

udp_port:
(1..65535)/no
YMOYaHUIO
ncnonb3yercs
C/lyYaiHbIi nopT

YctaHasnmsaeT SRC UDP-nopT gna naketos SNTP.
) Mpwu ucnonbsosaHumn UDP-nopTos u3s guanasoHa 1-1024
V npeaBapUTeNIbHO HYXXHO y6eauTbCA, YTO AaHHbIN NOpT
cB060eH 1 He Ucnonb3yeTca APYrMmu cepBucamm.
Nopt 50000 aBnaeTca gedonTHbIM anA pyHKLUMUOHaNA peer
detection ipaddr.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp trusted-key key _num-
ber

key_number:
(1..4294967295);
Mo ymonyanuio

OcyLecTBnseT NPOBepPKyY NOAJAMHHOCTU CUCTEMBI, OT KOTOPOW
CUHXPOHU3MpPYETCA ¢ NomoLLblo SNTP no 3agaHHOMY KAtouy.
- key_number — Homep KatoYa.

no sntp trusted-key nposepkKa YcTaHaBAMBaeT 3Ha4YeHMeE No YMOANYaHULO.
key_number noA/IMHHOCTH
OTK/IIOYEHa
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sntp broadcast client ena-
ble {both | ipva | ipv6}

PaspewwaeT paboTy wupokosewwaTenbHbix SNTP-KAnMeHTOoB.

- —/3anpelyeHo
no sntp broadcast client en- YcTaHaBAMBaeT 3Ha4YeHMe NO YMONYAHUIO.
able
sntp anycast client enable PaspewaeT paboty SNTP-KAneHTam, NoAaepK1BaOLMM METOZ,
{both | ipv4 | ipv6} PacCblINIKM MaKeToB, NO3BOAAIOWMIA NOCbIIATL AaHHbIE
—/3anpelyeHo 6uKaviLeMy yCTPOMCTBY U3 rpynnbl NoayYaTenen.
no sntp anycast client ena- YCTaHaBAMBAET 3HaYEHME N0 YMONYAHUIO.
ble
sntp client poll timer sec- seconds: YcraHasausaeT spema onpoca gna SNTP-cepsepa.

onds

no sntp client poll timer

(60...86400)/1024

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.

sntp client enable {fortygi-
gabitethernet fo_port |

tengigabitethernet te_port
| port-channel group | oob

PaspewwaeT paboTty SNTP-KAneHTam, NoAAEPKUBAIOWMM METOZ,
PaccbINIKM NaKeToB, NO3BONAIOLLMIA NOCLINATL AaHHblE
6avKaWemMy yCTPOMCTBY U3 FPyNMbl NONyYaTeNnei, a TakKe
WwrpoKoBelaTenbHbiM SNTP-KaneHTam ana BbibpaHHOro

. fo_port: (1..4); .
| vlan vian_id} te _port' ((1 22). nHTepodeiica.
Fc’:u .'(1 '4.18)" - nogpobHoe onucaHme NHTepPENCoB U310XKEHO B pasgene
g 'p. o «KoHburypauua nHtepdeiicos».
- vlan_id (1..4094)
no sntp client enable {for- YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
L. /3anpeleHo

tygigabitethernet fo_port |

tengigabitethernet te_port

| port-channel group | oob

| vlan vian_id}

sntp unicast client enable Paspewaet paboTty ogHoaapecHbix SNTP-KAneHTOB.

no sntp unicast client ena- —/3anpelyeHo YcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.

ble

sntp unicast client poll PaspeluaeT nocnefoBaTe/IbHbIN ONPOC 3a4aHHbIX O4HOAAPECHbIX
— /3anpeleHo SNTP-cepBeposB.

no sntp unicast client poll

YcTaHaBAMBaeT 3HAYeHue no YMONYaHUIO.

sntp server {ipv4_address |
ipv6_address | ipv6_link lo-
cal_address%{vlan {integer}
| ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

no sntp server
{ipv4_address | ipv6_ad-
dress | ipv6_link_local_ad-
dress%{vian {integer} | ch
{integer} | isatap {integer} |
{physical_port_name}} |
hostname}

hostname: (1..158)
CYMBOJIOB;
keyid: (1..4294967295)

3apaet agpec SNTP-cepsepa.

- ipv4_address — |Pv4-agpec y3na cetu;

- ipv6_address — IPv6-afpec y3na cetu;

- ipv6z-address — |Pvbz-agpec y3na cetu gns ping.
dopmat agpeca ipv6_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbli IPV6 agpec KaHana;
interface_name — nma ucxogawero nHTepdelica 3agaerca B
cneaytowem dopmare: vian {integer} | ch {integer} | isatap
{integer} | {physical_port_name}

- hostname — pomeHHOe UMs y3na ceTu;

- poll — BKAtoyaeT onpoc;

- keyid — naeHTuduUKaTOp KAtoYa.

YpaneHue cepsepa us cnucka NTP-cepsepos.

clock dhcp timezone

no clock dhcp timezone

—/3anpeweHo

PaspeluaeT nonyyeHme TakMX AaHHbIX Kak 4acoBOW MOAC U neTHee
Bpemsa oT DHCP-cepsepa.

3anpeLaeT NONYYEHUA TaKMX AAHHbIX KaK YacOBOWM NOAC M NeTHee
Bpems oT DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

3anpoc KOMaHAHOM CTPOKK B pexkume KOHPUrypauum nHtepdelica MMmeeT cieayowmin BUA:

console (config-if)#
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Tabanua 60 — CNUCOK KOMaHA ANA HAaCTPOMKM CUCTEMHOTO BPEMEHU B pexkume KoHdUrypaLuumn nHtepdeiica

Komanda 3HavyeHue/3HavyeHue Leiicmeue
no ymoa4aHuro
sntp client enable PaspelwaeT paboty SNTP-KANEHTY, KOTOpPbIN NoadepKusaeT

MeTOZ, PacCbl/IKM NaKeToB, NO3BONAIOLWMIA NOCbINATL AaHHbIE
ycTpoicTBy BanKawemy 13 rpynnbl NoaydYaTenein, a Takke

WwnpokoselwatenbHoMy SNTP-KAMeHTY Ha HacTpaneBaemom

nHTepodeiice (Ethernet, port-channel, VLAN).

—/3anpeweHo

no sntp client enable YcTaHaBAMBaeT 3Ha4YeHMe No YMOAYAHMIO.

[pumepebl 8b1M0AHEHUA KOMAHO

=  OT10b6pasuTb CUCTEMHOE BPeMsa, AaTy U AaHHbIe M0 YacOBOW 30He:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyC npouecca CUHXPOHU3aAUUN BpemMeHU OTOGpE])KE]ETCFl C nomoubo AONONHUTENIbBHO CUMBOJ1A
nepeg sHa4eHnem BpemeHu.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

Mcnonb3ytoTca cheaytowme o0b03HauyeHuA:

— ToyKa (.) 03HauaeT, YTo Bpemsa AOCTOBEPHO, HO HET CUHXPOHU3aLMK C cepBepom SNTP;
—  OTCYTCTBME CMMBOJ1a O3HAYaEeT, YTO BPEMA [OCTOBEPHO N CUHXPOHU3ALMA €CTb;
— 3Be3go4ka (*) o3HauaerT, YTo Bpems HeJoCTOBEPHO.

= 334aTb A4aTy M BpeMA Ha CUCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OT106pa3unTb cTaTyc npotokona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast
Unicast servers:

Server : 10.10.10.1
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Source : Static

Stratum : 3

Status : up

Last Response 10:37:38.0 UTC Jun 22 2016
Offset 1040.1794181 mSec

Delay 0 mSec

Anycast server:

Broadcast:

B npumepe Bbille CUCTEMHOE BPEMS CMHXPOHM3MpoBaHO OT cepeepa 10.10.10.1, nocnegHunin oTBeT
nony4veH B 10:37:38, HecoBnageHne CMCTEMHOIO BPEMEHU C BpemMeHeM Ha cepeepe coctasmno 1.04 c.

5.9 KoHourypauma BpeMeHHbIX MHTepBanoB time-range

KomaHObI pexcuma KoHpu2ypayuu 8pemMeHHbIX UHMepsasnos

console# configure
console (config)# time-range range name, rme

range_name — cuMBO/bHbIN (1...32) MAeHTUOMKATOP BPEMEHHOr0 MHTEpPBaa
console (config-time-range) #

Tabnnua 61 — KomaHapl pexxnma KoHPUrypaLmm BpeMEHHOTo MHTEPBaa

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymon4aHuio
absolute {end | start} hh:mm hh: (0..23); 3a4aTb Havyano U (M1M) KoHel, BpeMeHHOro MHTepBana B dopmaTe:
date month year mm: (0..59); Yyac: MUHYTa AeHb MecsL, rof.
date: (1..31);

no absolute {end | start}

month: (jan..dec);
year: (2000..2097);

YaanuTb BpeMeHHOM MHTepBa.

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BPEMEHHOM MHTEePBas B TEYEHUE OAHOTO M3 AHEN Heaenu
W/IN KaXKa0ro [HA Hedenu.

Y4anutb BpeMeHHON HTepBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm
to weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3apaTb BpeMeHHOle WUHTEpPBan B TedeHne Heaenu.

YAanuTb BpEMeHHON MHTEPBaI.

5.10 KoHdwurypauua untepoeicos n VLAN

5.10.1 NMapamempeoi Ethernet-unmepdgbelicos, Port-Channel- u Loopback- unmepdpeliicos

KomaHOb1 pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..} | loopback lIloopback id}

console (config-if) #
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[aHHbIN pexum AOCTYyMeH M3 perrMma KoHOUrypaumm v npegHasHayeH Ansa 3af4aHus napameTpos
KOHUrypaumm nHtepdeica (nopta KOMMyTaTopa MK rPynnbl MOPTOB, PaboTaloWmX B PEXKMME pasaeneHus
Harpysku), nin6o amManasoHa nHTepdencos.

Bbibop MHTEepdeinca ocywecTBAAETCS NPM NOMOLLM KOMaHA,:

Ona MES5324

Tabnnua 62 — KomaHabl Bbibopa nHTepdelica ana MES5324

Komanxda HasHavyeHue
interface fortygigabitethernet fo_port AnA HacTpoikn 40G-nHTepdeiicos
interface tengigabitethernet te_port AnAa HacTpoikn 10G-nHTepdeiicos
interface gigabitethernet gi_port ANA HAacTponkn 1G-nHtepdeicos
interface port-channel group [ON1A HAaCTPOWMKM rpynn KaHanoB
interface oob O HAaCTPOMKM UHTepdelica ynpaBaeHusa
interface loopback /oopback_id 015 HAaCTPOMKM BUPTYabHbIX MHTEpdeicos

roe:

— group — NopAAKoBbIi HOMep rpynnbl, 0bLLLee KOANYECTBO CornacHo Tabanue Tabnaumue 9 (cTpoka «Ar-
perauua kaHanos (LAG)»);

— fo_port — nopsaakosbln Homep 40G-uHTepdelica, 3agaetca 8 suge: 1..8/0/1..4;

— te_port — nopsaakosblii Homep 10G-nHTepdeliica, 3agaertca 8 suae: 1..8/0/1..24;

— gi_port — nopsaxosbit Homep 1G-nHTepdeiica, 3aaaetca B suge: 1..8/0/1;

— loopback_id — nopagakoBblit HOMep BUPTYanbHOro MHTepdelica, obliee KONMYECTBO cornacHo Tab-
nnue  (ctpoka «KonnuectBo BUpTYanbHbix Loopback-uHtepdeiicosy).

Ana MES3324F, MES3324, MES2324, MES2324B, MES2324P, MES2324P ACW, MES2324F, MES2324FB

Tabnnua 63 — KomaHgabl Bblbopa nHTepdeica gna MES3324F, MES3324, MES2324, MES2324B, MES2324P,
MES2324P ACW, MES2324F, MES2324FB

KomaHda HasHayeHue
interface tengigabitethernet te_port AnA HacTpoikn 10G-uHTepdeiicos
interface gigabitethernet gi_port O1A HACTpoMnKK 1G-uHTepdeincos
interface port-channel group [ONA HAaCTPOMKM rpynn KaHanoB

ON1A HAacTPOMKKM UHTepdelica ynpasneHuna (MHTepdelic ynpasne-
HWUA NPUCYTCTBYET HE HAa BCEX KOMMYTATOPaXx)
interface loopback loopback_id 017 HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicos

interface oob

roe:

— group — NoOpAAKOBbIN HOMep rpynmnbl, obLee KONMYECTBO cornacHo Tabauvue 9 (cTpoKka «Arperaums
KaHanos (LAG)»);

— te_port — nopaakosbit Homep 10G-uHTepdeiica, 3agaetca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaaKosblii Homep 1G-uHTepodelica, 3agaetca 8 suge: 1..8/0/1..24;

— loopback_id — nopagKoBblit HOMep BUPTYyasbHOro UHTepdelica, oblee KOMYECTBO COrnacHo Tab-
nvue (cTpoka «Konuuyectso BMPTyanbHbIx Loopback-uHTtepdeiicos»).

Ana MES2348B, MES3348, MES3348F

Tabnnua 64 — KomaHabl Bbibopa UHTepdelica ana MES2348B, MES3348, MES3348F

KomaHoa HaszHavyeHue
interface tengigabitethernet te_port Ons HacTpoliku 10G-uHTepdelicos
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interface gigabitethernet gi_port

L5 HAacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHaioB

interface loopback /oopback_id

L1 HACTPOMKM BUPTYabHbIX MHTEpPdencoB

roe:

— group — NopAAKOBbIA HOMep rpynnbl, obLiee KOAMYecTBO cornacHo Tabnaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbii Homep 10G-uHTepdelica, 3agaetca B suae: 1..8/0/1.. 4;
— gi_port — nopsakosbiit Homep 1G-nHTepdeiica, 3agaetca B8 euge: 1..8/0/1..48;

— loopback_id — nopagakoBblit HOMep BUPTYasibHOro MHTepdelica, obliee KoNMYeCcTBO COrnacHo Tab-

nnue (ctpoka «Konuuyectso BMpTyanbHbix Loopback-uHtepdelicos»).

Ans MES3316F

Tabanua 65 — KomaHgb! Bbibopa nHTepderica ana MES3316F

KomaHoa

Ha3HauyeHue

interface tengigabitethernet te_port

ons HacTpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

018 HacTpolikK 1G-nHTepdeicos

interface port-channel group

[ONA HAaCTPOMKM rpynn KaHanoB

interface oob

AN HacTpoMKK uHTepderica ynpasneHus (MHTepdeiic ynpasne-
HWUSA NPUCYTCTBYET HE HA BCEX KOMMYTaTOpax)

interface loopback /oopback_id

015 HAaCTPOMKM BUPTYabHbIX MHTepdeincos

roe:

— group — NoOpAAKOBbIA HOMEp rpynnbl, obliee KoMYecTBO cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopagkosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;
— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..16;

— loopback_id — nopagKoBblii HOMepP BUPTYanbHOro UHTepdeiica, obliee KONMYeCTBO, COrNacHo Tab-

nmue (ctpoka «KosnmuectBo BUPTYanbHbIX Loopback-nHTepdelicosy).

Ana MES3308F

Tabanua 66 — KomaHgb! Bbibopa nHTepdelica ana MES3308F

KomaHoa

Ha3sHauyeHue

interface tengigabitethernet te_port

41A HacTpoikn 10G-nHTepdeiicos

interface gigabitethernet gi_port

O1A HACTPoMnKM 1G-uHTepdeincos

interface port-channel group

AN HAaCTPOWKM rpynn KaHaioB

interface oob

ON1A HAcTPOMKM UHTepdelica ynpasneHua (MHTepoelic ynpasne-
HWUSA NPUCYTCTBYET HE HA BCEX KOMMYTaTOpax)

interface loopback /oopback_id

ONA HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — NopsAAKOBbIA HOMep rpynnbl, obLiee KoMYecTBO cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopaakosbit Homep 10G-uHTepdeiica, 3agaetca 8 suae: 1..8/0/1.. 4;
— gi_port — nopaaKosbiii Homep 1G-uHTepodeliica, 3agaerca 8 suge: 1..8/0/1..8;

— loopback_id — nopagkoBblit HOMep BUPTYasibHOrO MHTepdelica, obliee KOMYeCcTBO COrnacHo Tab-

nvue (cTpoka «Konuuyectso BMPTYasbHbIx Loopback-uHtepdeiicos»).
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Ona MES2308 u MES2308P

Tabnnua 67 — KomaHgb! Bbibopa nHTepdelica ana MES2308, MES2308P

KomaHoa

Ha3HnayeHue

interface gigabitethernet gi_port

ONA HacTpolikm 1G-uHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface loopback /oopback_id

DO HACTPOMKM BUPTYaNbHbIX MHTEpdeincoB

roe:

— group — NOPAZKOBbIA HOMEpP rpynnbl, 0bliee KoaMYecTBo coriacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsaakosbiit Homep 1G-nHTepdeiica, 3agaetca B8 euge: 1..8/0/1..12;
— loopback_id — nopagakoBblit HOMep BUPTYasibHOro MHTepdelica, obliee KOMYeCcTBO COrnacHoO Tab-
nnue (ctpoka «Konmyectso BUpTyanbHbix Loopback-nHtepdeicosy»).

[ina MES2308R

Tabanua 68 — KomaHgb! Bbibopa nHTepdelica ana MES2308R

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

018 HacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HaCTPOWKM rpynn KaHaaoB

interface loopback /oopback_id

015 HAaCTPOMKM BUPTYabHbIX MHTEpdeicos

roe:

— group — nNopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBo cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsaxosblit Homep 1G-uHTepdeiica, 3aaaetca 8 suge: 1..8/0/1..10;
— loopback_id — nopapKoBblit HOMep BUPTYyanbHOro MHTepdelica, obuiee KOANYECTBO COrNacHoO Tab-
nvue (cTpoka «Konuuyectso BMpTYasnbHbIx Loopback-uHtepdericos»).

Ana MES3508 n MES3508P

Tabnnuya 69 — KomaHabl Bbibopa nHTepdelica aaa MES3508 n MES3508P

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

O1A HACcTpoMnKK 1G-uHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHasos

interface loopback loopback_id

[O1A HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — nopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBo cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsaaxosbit Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1/0/1..10;
— loopback_id — nopaakoBblii HOMep BUPTYanbHOro MHTepderica, obliee KONMUYECTBO COrnacHo Tab-
nnue (ctpoka «Konuuectso BMpTyanbHbix Loopback-uHtepdelicos»).
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Ona MES3510P

Tabnnua 70 — KomaHabl Bbibopa uHTepdeiica ana MES3510P

Komanda HasHayeHue
interface gigabitethernet gi_port ANA HAacTponkn 1G-nHtepdeicos
interface port-channel group [O151 HACTPOMKM TPYNn KaHanos
interface loopback /oopback_id DO HACTPOMKM BUPTYaNbHbIX MHTEpdencos

roe:

— group — NOpPAZKOBbIA HOMEP rpynnbl, obliee KoMYecTBO coriacHo Tabauue 9 (cTpoka «Arperaums
KaHanos (LAG)»);

— gi_port — nopsaxosbliit Homep 1G-nHTepdeiica, 3agaetca B suge: 1/0/1..12;

— loopback_id — nopagakoBblit HOMep BUPTYasibHOro MHTepdelica, obliee KONMYeCcTBO COrnacHoO Tab-
nnue (ctpoka «Konnuyectso BMpTyanbHbix Loopback-uHtepdelicos»).

3anucb uHtepdeiica

1..8/0/1..N

HOMEp YCTPOMCTBA B CTEKE HOoMmep csioTa Homep uHTepdelica

KomaHapl, BBeAeHHble B peume KoHoUrypauum uHTepdeiica, MPUMEHAIOTCA K BblbpaHHOMY
nHTepdelicy.

Huxe npuBeaeHbl KOMaHAbl A1A BXOAa B PEXUM HaCTponKu aecAatoro Ethernet-uHtepdeitca (ana
MES5324) nepBoro ycTpolACTBa B CTEKE U BXO/a B PEXKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config)# interface port-channel I

console (config-if) #

Bbi6op duanazoHa uHmepdgeiicoe ocyLecTBASETCA NPU MOMOLLM KOMaHA,:

— interface range fortygigabitethernet portlist — pna HacTpoliku ananasoHa fortygigabitether-
net-uHtepdeiicos;

— interface range tengigabitethernet portlist — pna HacTpoitkn gmanasoHa tengigabitether-
net-uHTepdeiicos;

— interface range gigabitethernet portlist — pna HacTpoMku amanasoHa gigabitethernet-
nHTepdelicos;

— interface range port-channel grouplist — ana HacTpoWKku AMana3oHa rpynn NopToB.
KomaHgbl, BBeiEeHHble B J@aHHOM pPeXXunme, NPUMEHAOTCA K BbiIBpaHHOMY AMana3oHy nHTepdeiicos.

Hue npuseaeHbl KOMaHAbl ANA BXOAA B PEXUM HACTPOMKKN ananasoHa Ethernet untepdeiicos ¢ 1 no
10 (ana MES5324) u ana Bxoaa B peXXMM HaCTPOMKM BCex rpynn nopTos.

console# configure
console (config) # interface range tengigabitethernet 1/0/1-10
console (config-if) #
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console# configure

console (config) # interface range port-channel 1-8
console (config-if)#

Tabnnua 71 — KomaHabl pexkmma KoHourypauum nHtepdelicos Ethernet u Port-Channel

Komanda 3HavyeHue/3HavyeHue Leiicmeue
no ymon4aHuro
shutdown BbIkNtoUNTb KOHUTYpUpyembili HTepdelic (Ethernet, port-
—/BKAtOYEH channel).
no shutdown BKNIOUUTL KOHOUTYPUPYEMbBIN MHTEPDENC.
description descr descr: (1..64) [o6asunTb onucaHne nHtepoeiica (Ethernet, port-channel).
no description cumBonos/Het Yaanutb onucaHue nHtepdelica.
onucaHusa
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTbL Nepesayun gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTb 3HAYEHME MO YMOAYAHMIO.
duplex mode 3afatb pexum gynnekca uHtepdeiica (NnoaHoaynneKkcHoe
mode: (full, half)/full coeavHeHue, NonyaynaekcHoe coeguHenmne, Ethernet).
no duplex YCTaHOBWTb 3HaYEHMeE N0 YMOHAHUIO.

negotiation [capl
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BK/ito4aeT aBTOCOr1IacoBaHWe ANA CKOPOCTM U Ayn/eKca Ha
HacTpanMBaemom uHTepdeice. MOXKHO yKa3aTb onpegeneHHble
COBMECTMMOCTM NapameTpa aBTOCOINaCcoOBaHUSA, €CIM NAapameTpbl
He 3a4aHbl, TO NOAAEPXKUBAOTCA BCe coBMecTUMOCTH (Ethernet,
port-channel).

BbIKkntoYaeT aBTOCOrn1acoBaHue A1 CKOPOCTU M AynaeKca Ha
HacTpanBaemom uHTepodeiice.

negotiation bypass

no negotiation bypass

—/BKNOYEHO

BbIK/lOUEHME NPOoMycKa NpoLeaypbl aBTOCOr/1acoBaHuA, ecnm
napTHep Ha BCTPEYHOW CTOPOHE He OTBeYaer.

BK/itoYeHMe NponycKa NpoLeaypbl aBTOCOr1acoBaHNA, eCu
napTHep Ha BCTPEYHOM CTOPOHE He OTBeYaeT.

flowcontrol mode

mode: (on, off,

3apaTb pexum ynpasneHusa notokom flowcontrol (BkaounTb,
OTK/IOYUTb MK aBTOCOFNacoBaHNMe). ABTOCOrnacoBaHme
flowcontrol paboTaeT ToNbKO B cayyae, ecav pexnm

auto)/off ABTOCOrNacoBaHMA negotiation BKAOYEH Ha HAacTpaMBaemMmom
nHtepoerice (Ethernet, port-channel).
no flowcontrol OTKNOYUTD PEXUM YNPABAEHUA NOTOKOM.
back-pressure BkatoyaeT pyHKUMIO «0BPATHOrO AaBAEeHUA» HAa HAaCTPaNBaEMOM
nHTepdelice (Ethernet).
—/BbIKAOYEH

no back-pressure

BbikntoyaeT pyHKLMIO «0OPaTHOro AaBNEHUA» HAa HAaCTPAaNBAEMOM
nHTepoelice.

load-average period

no load-average

period: (5..300)/15

YCcTaHOBWTb NEPUOA, B TEHEHME KOTOPOTrO COBUPAETCA CTaTUCTUKA
0 Harpyske Ha uHTepodeiice.
V Mpu aTOoM MHTEpBan pac4yérta CHETYUKOB He
M3meHseTcA.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

media-type {force-fiber |
force-copper | prefer-fiber}
[auto-failover]

no media-type

—/prefer-fiber

Bblbop TMNa KOM60-NoOpPTa B KaUeCcTBe OCHOBHOIO HOCUTESNA.
-force-fiber — paspelueHa akKTMBHOCTb TONILKO ONTUYECKOM YacTu
KOMb0-nopTa;

-force-copper — pa3pelleHa akTUBHOCTb TO/IbKO MeAHOM YacTu
KOoMb0-nopTa;

-prefer-fiber — npenmyuectBo onTMyeckoro AnHKa.

YCTaHOBWTb 3HaYeHMe No YMOHYAHWIO.

mtu size YcTaHOBUTbL 3HAaUeHMe maximum transmission unit (MTU)
size: (128..1500)/1500 V Hactpoiika MTU He paboTtaeT anA TpaH3UTHOro TpaduKka
6anT o
Hactpoiika npumeHseTca nocne nepesarpysku
yCTpOWCTBA.
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no mtu YCTaHOBWTb 3HAYEHME MO YMOAYAHUIO
snmp trap link-status BkntouaeT oTnpaBKy SNMP trap-coobuieHnin 0 CoCTOAHUK
—/BKNIOYEHO MHTephENCHBIX TMHKOB.
no snmp trap link-status OTkntoyaeT otTnpaBky SNMP trap-coobueHnin.
hardware profile portmode MepekntoueHune pexkmuma noptos XLG1-XLG4.
{1x40g | 4x10g} V KomaHaa AOCTYyNHa TONbKO ANA NOPTOB
—/1x40g fortygigabitethernet yctpoiictea MES5324.
HacTpoiika npumeHseTca nocse nepesarpysku
yCTpOiCTBa.
feccl74 BK/tOYaeT pemnm npamoit Koppekuumn owmnbok cl74 Ha
HacTpanBaemom uHTepodeiice (XLG1-XLG4).
V' KomaHaa AOCTynHa TONbKO ANA NOPTOB
— /BbIK/IOUYEH fortygigabitethernet yctpoiictea MES5324.
V KomaHAaa Hea0CTynHa ANA CTEKOBbIX IMHKOB.
fec off OTKAOYaeT PeXnm NPAMON KOPPEKLUUN OLLUMBOK.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume r1o6aibHON KoHdUrypaumm:
console (config) #

Tabnuua 72 — KomaHabl pexxmma obmx HacTpoek nntepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

port jumbo-frame

PaspewaeT KommyTaTopy paboTaTh ¢ ppelimamm 60/1bWOro
pasmepa.
V' 3HaueHne maximum transmission unit (MTU) no
ymonuaHuio 1500 6air.

HacTpoiika BCTynuT B CUAy TOJIBKO nocne nepesarpysku
—/3anpeweHo V .
ycTpoiicTBa.
3HaueHne maximum transmission unit (MTU) npu
V HacTpoiike port jumbo-frame 10200 6aiiT.
no port jumbo-frame 3anpeLliaetT KoOMmyTaTopy paboTaTtb ¢ dpperimamu 6oabLIOro
pa3smepa.
errdisable recovery cause BKNIOUMTL aBTOMATMYECKYHO aKTUBALUIO MHTepdelica nocne ero
{all | loopack-detection | OTKNIOYEHMA B CNEAYIOWMNX CNYyYanX:
port-security | dotlx-src- - loopback-detection — ob6HapyxeHue netenb;
address | acl-deny | stp- - port-security — HapyweHue 6e3onacHoOCcTK Ans port security;
bpdu-guard | stp-loopback- - dotlx-src-address — HenpoxoxKaeHWe ayTeHTUPUKaLUN,
guard | unidirectional-link 0CHOBaHHOW Ha MAC-azpecax nosib3oBaTenei;
| storm-control | link- - acl-deny — HecooTBeTcTBME cnmnckam goctyna (ACL);
flapping | 12pt-guard | pvst - stp-bpdu-guard — akTnBauua 3awmTsl BPDU Guard (nepegaya
| vpc} — /3anpeliteHo HecaHKLMOHNPOBaHHOro naketa BPDU yepes nHtepdeiic);

- stp-loopback-guard — o6Hapy:KkeHue netenb npoTokosiom STP;
- udld — akTuBaums 3awmTbl UDLD;

- storm-control — 3awwTa OT «WTOPMa» ANA Pa3MYHOrO
Tpaduka;

- link-flapping — dnannuHra nnHKa;

- 12pt-guard — npesbilweHne KonnMyecTBa BXOAALMX NAaKeTOB
dyHKuuu L2PT;

- pvst — olwKn6KKM NpoTokona PVST;

- vpc — owmnbKku npoTtokona VPC.
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no errdisable recovery YCTaHOBUTb 3HaYeHME MO YMOIYaHUIO.
cause {all |
loopack-detection |
port-security |
dotlx-src-address |
acl-deny | stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control |

link-flapping}
errdisable recovery interval q YCTaHOBUTbL BPpEMEHHOW MHTEPBaA A/19 aBTOMATUYECKOro
seconds: o
seconds NOBTOPHOTO BK/OYEHUA MHTepdeica.
- (30..86400)/300
no errdisable recovery cekyHa YCTaHOBWTb 3HAYEHME N0 YMONYAHMIO.
interval

Cbpoc HacTpoek nHTepdeica nam rpynnbl MHTEpGENCcoB Ha
3HaYeHwuA, YCTaHOBJ/IEHHbIE MO YMONYAHWIO.

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
loopback loopback_id}

gi_port: (1..8/0/1..28);
fa_port: (1..8/0/1..24);
group: (1..48);
loopback_id: (1..64)

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHON CTPOKM B pexxume EXEC:

console#

Tabanuya 73 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue

Aeiicmeue
o yMmon4aHuio

KomaHda

clear counters — Cbpoc cTaTUCTMKKN ANA BCex nHTepdeicos.

clear counters {oob | giga- Cbpoc cTaTUCTUKKM ana uHTepdelica.
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan

vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

AKTUBMPYET NOPT UAW TPYNMY NOPTOB, BbIKAOYEHHbIX KOMaHA0M
shutdown.

set interface active {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb CBOAHYIO MHPOPMALMIO O COCTOAHUM, HACTPOMKE U
CTaTUCTUKe noprTa.

show interfaces {giga-

bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

port-channel group} group: (1..48)

show interfaces configura- MoKa3aTb KOHOUIrypaumio nHTepdencos.
tion {oob | gigabitethernet gi_port: (1..8/0/1..48);

gi_port | tengigabitether- te_port: (1..8/0/1..24);

net te_port | fortygiga- fo_port: (1..8/0/1..4);

bitethernet fo_port | port- group: (1..48)

channel group | detailed}

show interfaces status — MoKa3aTb cOCTOAHUE BCeX MHTepdencos.
show interfaces status {oob MokasaTtb cocToaHue Ethernet-nopTa, rpynnbl NopToB.
| gigabitethernet gi_port | gi_port: (1..8/0/1..48);

tengigabitethernet te_port te_port: (1..8/0/1..24);

| fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port | port-channel group: (1..48)

group | detailed}
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show interfaces advertise

MoKasaTb MapamMeTpbl aBTOCOr/1acoBaHuA, 06bABIEHHbIE 417 BCEX
WHTepdelicos.

show interfaces advertise
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKkasaTb NapaMeTpbl aBTOCOIaCcoOBaHWA, 06bABEHHbIE A5
Ethernet-nopTa, rpynnbl nopTos.

show interfaces description

MoKasaTb onncaHua Bcex MHTepdencos.

show interfaces description
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb onucaHue Ethernet-nopTa, rpynnol NopTos.

show interfaces counters

MoKa3aTb CTaTUCTUKY N5 BCEX UHTepdElicoB.

show interfaces counters
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id | detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

MoKasaTb CTaTUCTUKY ANA MHTepdelica.

show interfaces utilization

MoKasaTb CTaTUCTUKY MO HarpysKe 41 BCex nHTepdeiicos.

show interfaces utilization
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb cTaTUCTUKY No Harpyske ana Ethernet-nuHtepdelica.

show interfaces mtu {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | loopback loop-
back_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback-id: (1..64);
vlan_id: (1..4094)

MokasaTtb HacTpoliky MTU ans uHtepdeiica

show ports jumbo-frame

MoKa3aTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKa3aTb HAaCTPOMKM AN aBTOMATUYECKOM NOBTOPHOM aKTUBALUK
nopra.

show errdisable interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MNokasaTtb NPUYNHY OTKIKOYEHMA NOPTa, rpynnbl NOPTOB U
COCTOAAHWE aBTOMATUYECKOM aKTuBauun.

show hardware profile
portmode

Moka3satb pexum noptos XLG1-XLG4.

V' KomaHpa paoctynHa TonbKo gna MES5324.

[Mpumepbl 8bINOAHEHUA KOMAHO

= [lokasaTb cOCTOAHME MHTEPDENCOB:

console# show interfaces status

Mdix
Port Type
Mode Port Mode

Duplex

Speed Neg

Flow Link Uptime Back

ctrl State (d,h:m:s) Pressure
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gil/0/1 1G-Copper -- -- -- -- Down -= --
-= Access
gil/0/2 1G-Copper -- -- -- -- Down -= --
- Access
gil/0/3 1G-Copper - - -- -— Down - -
- Access
gil/0/4 1G-Copper - - -- -— Down - -
- Access
gil/0/5 1G-Copper - - -- -— Down - -
- Access
gil/0/6 1G-Copper - - -- -— Down - -
- Access
gil/0/7 1G-Copper - - -- -— Down - -
- Access
gil/0/8 1G-Copper - - -- -— Down - -
- Access
gil/0/9 1G-Copper - - -- -— Down - -
- Access
gil/0/10 1G-Copper - - —— -- Down —= -
- Access
gil/0/11 1G-Copper - - —— -- Down —= -
- Access
gil/0/12 1G-Copper - - —— -- Down —= -
- Access
gil/0/13 1G-Copper - - —— -- Down —= -
- Access
gil/0/14 1G-Copper - - —— -- Down —= -
- Access
gil/0/15 1G-Copper - - -— -- Down -- -—
-= Access
gil/0/16 1G-Copper - - -— -- Down -- -—
-= Access
gil/0/17 1G-Copper -- -- -- -- Down -= --
-= Access
gil/0/18 1G-Copper -- -- - -- Down -- -
- Access
gil/0/19 1G-Copper -- -- - --  Down -- -
- Access
gil/0/20 1G-Copper -- -- - --  Down -- -
- Access
gil/0/21 1G-Copper -- -- -- -- Down -= --
- Access
gil/0/22 1G-Copper -- -- -- -- Down -= --
- Access
gil/0/23 1G-Copper -- -- - -- Down -- -
- Access
gil/0/24 1G-Copper -- -- -- -- Down -= --
- Access
tel/0/1 10G-Fiber Full 10000 Disabled Off Up 00,04:37:36 Disabled
Off Trunk
tel/0/2 10G-Fiber Full 10000 Disabled Off Up 00,04:37:10 Disabled
Off Trunk
tel/0/3 10G-Fiber -- -- -— --  Down -- -
-- Access
tel/0/4 10G-Fiber -- -- -- -- Down - -
-— Access

Flow Link

Ch Type Duplex Speed Neg control State
Pol -- -- -- -- Not Present
Po2 -— - - -— Not Present
Po3 -- -= -= -- Not Present
Po4 -— - - -— Not Present
Po5 -= -= -= -= Not Present
Po6 -= -= -= -= Not Present
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Po7 -- -- -- -- --
Po8 -- -- -- -- --
P09 -- -- -- -- --
Po10 -- -- -- -- --
Po11l -- -- -- -- --
Po12 -- -- -- -- --
Po13 -- -- -- -- --
Po14 -- -- -- -- --
Po15 -- -- -- -- --
Po16 -- -- -- -- --

Not
Not
Not
Not
Not
Not
Not
Not
Not
Not

Present
Present
Present
Present
Present
Present
Present
Present
Present
Present

MoKasaTb CBOAHYIO MHPOPMALMIO O COCTOAHWUK, HAcTpoliKe n cTatuctuke Ethernet-nopTa (pexkum

0OTOOPaAYKEHWNA CTAaTUCTUKK KnaccudurKaumm Tpaduka):

console# show interfaces TengigabitEthernet 1/0/1

tengigabitethernetl/0/1 is down
Interface index is 1

(not connected)

Hardware is tengigabitethernet, MAC address is a8:£9:4b:£fd:00:41

Description: ME5100 erl 17.161 te 0/0/1
Interface MTU is 9000
Link is down for 0 days, 0 hours,
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
0 packets input, 0 bytes received
broadcasts, 0 multicasts
input errors, 0 FCS, 0 alignment
oversize, 0 internal MAC
pause frames received
packets output, 0 bytes sent
broadcasts, 0 multicasts
output errors, 0 collisions
excessive collisions,
pause frames transmitted
symbol errors, 0 carrier,
Output queues:
1: 0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

O OO OO0 OoO0ooOo

O J oy Ul b WN

0 late collisions

0 SQE test error
(queue #: packets passed/packets dropped)

3 minutes and 28 seconds

MokasaTb NapaMeTpbl aBTO-COr1acCoBaHMA:

console# show interfaces advertise

Operational Link

Advertisement

Port Type Neg Preferred
tel/0/1 10G-Fiber Disabled -—
tel/0/2 10G-Fiber Disabled --
tel/0/3 10G-Fiber Disabled --
tel/0/4 10G-Fiber Disabled --
fol/0/3 40G-Fiber Disabled --
fol/0/4 40G-Fiber Disabled -=
gil/0/1 1G-Copper Enabled Slave
Pol -= Enabled Slave
Po2 —-= Enabled Slave
Po8 -= Enabled Slave
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Oob Type Neg Operational Link Advertisement
oob 1G-Copper Enabled 1000f, 100f, 100h, 10f, 10h
= [lokasaTb CTAaTUCTMKY NO UHTepdelicam:
console# show interfaces counters
Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0
Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0
OOB InUcastPkts InMcastPkts InBcastPkts InOctets
oob 0 13 0 1390
OOB OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
oob 3 616 0 39616
= [loKas3aTb CTAaTUCTMKY MO rpynne KaHanos 1:
console# show interfaces counters port-channel 1
Ch InUcastPkts InMcastPkts InBcastPkts InOctets
Pol 111 0 0 9007
Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
Pol 0 6 3 912

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: 0
Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
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Symbol Errors:
Received Pause Frames: 0
Transmitted Pause Frames: 0

= [lokasaTb HacTpolKy jumbo-frames B KommyTaTOpE:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnunua 74 — OnucaHme cHeTYNKOB

Cuemyuk OnucaHue
InOctets Konnuectso NpuHATbIX 6aliToB.

InUcastPkts Konnyectso NPMHATBLIX 04HOAAPECHbIX NAKETOB.
InMcastPkts KonnyectBo NPUHATLIX MHOTOaAPEeCHbIX NaKeToB.

InBcastPkts KonnyectBo NPUHATBIX WMPOKOBeELLATebHbIX NAaKeTOB.

OutOctets Konnuectso nepeaaHHbIX 6aiToB.

OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAaKeToB.
OutMcastPkts Konnyectso nepefaHHbIX MHOTOa4pPEeCHbIX MAaKeToB.
OutBcastPkts Konnyectso nepefaHHbIX LWMPOKOBeLLLaTe/IbHbIX MaKeToB.

Alignment Errors

Konunyectso NnpuHATLIX GperiMOoB C HapyLIEHHOM LieIOCTHOCTBIO (C KOIMYECTBOM
6alT He COOTBETCTBYIOLWMM AJIMHE) U HE NPOoLWeaLNX NPOBEPKY KOHTPO/IbHOM
cymmbl (FCS).

FCS Errors

Konnyectso npuHATLIX GpeiMoB ¢ KONMYECTBOM 6aiT, COOTBETCTBYIOLWLMM AJINHE, HO
He NpoLeALnX NPOBEPKY KOHTPObHOMU cymmbl (FCS).

Single Collision
Frames

Konnuyectso d)peﬁMOB, BOB/1IE4YEHHbIX B €eAUHUYHYIO KON/TU3UIO, HO BNocneAacTsun
nepeaaHHbIX ycnewHo.

Multiple Collision
Frames

Konnyectso d)pel‘/'lMOB, BOBJIEYEHHbIX bonee yem B OA4HY KONN3nKo, HO Bnocaea-
CTBUU NepeaHHbIX yCcnewHo.

Deferred Transmis-
sions

Konnuyectso d)peﬁMOB, ANA KOTOPbIX NepBand NOMNbITKa nepeaavyn OTA0XKeHa U3-3a 3a-
HATOCTU Cpeabl nepegayn.

Late Collisions

Konunuectso cnydaes, Koraa Konnmsma sadrMKcMpoBaHa nocse Toro, Kak B KaHan
CBA3M yKe bbln nepeaaHbl nepsble 64 6anT (slotTime) nakeTa.

Excessive Collisions

Konnuectso ¢ppeiimoBs, KOTopble He Hblv NepesaHbl M3-3a M3BbITOYHOMO Ko/iMyecTsa
KONNU3UNA.

Carrier Sense Errors

Konunuectso cnyyaes, Koraa cOCTOAHWME KOHTPOAA HecyLwen 6bino noTepsaHo, AnMbo He
YTBEPXKAEHO MpU NomMbITKe Nepesayn ppenma.

Oversize Packets

KonnuecTso NPUHATLIX MAKETOB, pasmep KOTOPbIX NPEBbIAeT MaKCMMaslbHbIl pas-
pelleHHbI pasmep dpelima.

Internal MAC Rx
Errors

Konnuectso ¢ppeimoBs, KOTOpble He BblIM MPUHATBI YCNELHO U3-3a BHYTPEHHEN
owmnbKKM npuema Ha yposHe MAC.
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Symbol Errors

[na vuTepdelica, paboTatouiero B pexkmume 100M6/c — KonnuyecTso cayyaes, Koraa
MMesICA HeAONYCTUMBbIV CUMBOA AaHHbIX, B TO BPEMS KaK NpaBu/ibHasA HecyLuan
6blna npeacTaBneHa.

[Onsa nHtepdeiica, paboTatowero 8 noayayniekcHom pexmnme 1000M6/c — Konnye-
CTBO C/ly4yaeB, KOrga cpeacTsa NpUema 3aHATbl B Te4eHMEe BPEMEHU, PaBHOMY UK
6onbwemy yem pasmep cnoTta (slotTime), U B Te4eHNE KOTOPOro MMENOChb XOTA Bbl
04HO cobbITUe, KoTopoe 3acTasaneT PHY BblgaBaTh owMbKyY npMema aaHHbix (Data
reception error) uau owmnbKy Hecyuel (Carrier extend error) Ha GMIL.

[na nutepdelica, paboTatollero B NoJHOM AynaeKkcHom pexume 1000M6/c — Ko-
JINYECTBO C/y4aeB, KOraa cpeacTsa Npuvema 3aHATbl B TeYeHWe BPeMEHU, paBHOMY
unu 6onblieMy YHeM MUHUMA/bHbIN pasmep ¢peima (minFrameSize), u B TeueHue
KOTOPOro MMenocb XoTA 6bl 0AHO cobbITUE, KoTOpOe 3acTasnfeT PHY BblgaBaTthb
oLWKnBKY Nprema gaHHbIx (Data reception error) Ha GMII.

Received Pause
Frames

Konnuectso npuHATbIX ynpasaawwmx MAC-¢ppeimos ¢ Kogom onepaumm PAUSE.

Transmitted Pause
Frames

Konnuectso nepegaHHbix ynpasastowmnx MAC-dpelimos ¢ Kogom onepaumm PAUSE.

5.10.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgeiicoe

KomaHObI pexcuma 2a06anab6HolU KOHu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUME r106anbHON KOHPUrypaunm:

console (config) #

Tabnunua 75 — KomaHabl pexkmma rnobanbHol KoHpUrypaumm

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

vlan database

— MepeliTn B pexxmm KoHourypaumm VLAN

vlan prohibit-internal-usage
{add VLANIist | remove
VLANIist | except VLANIist |
none}

HbIX AN1A BHYTPEHHEero ncnonb3oBaHUA;

LEHHbIX A1 BHYTPEHHEro MCMno/b30BaHus;
VLANIist: (2..4094)

- add — no6asuTb yKkasaHHble VLAN ID B nepeyeHb 3anpeLueH-

- remove — yaanuTb ykasaHHble VLAN ID 13 nepeuHA 3anpe-

- except — f06aBUTb B NepeyeHb 3anpeLLeHHbIX AN BHYTPeH-
Hero ucnosnb3osaHuma sce VLAN ID, 33 UCKAOYEHMEM YKa3aHHbIX
B KayecTBe NnapameTpa;

- none — ounctuTb nepeyeHb VLAN ID, 3anpelyeHHbIX A8 BHYT-
PEHHEr0 MCNOb30BaHMA.

vlan mode {basic | tr101}

—/basic

BKOYMTL BO3MOXKHOCTb A06aBNeHUA Ha GpU3MUECKOM UHTep-
delice B peume customer cpasy AByX uAeHTUOMKATOpPOB
VLAN.

vlan statistics ingress {low |
high}

—/BbIK/IOYEHO

no vlan statistics ingress
{low | high}

BKkntoumTb cbOp cTaTUCTUKKM ana ananasoHos VLAN:
- low — VLAN 1-2047
- high — VLAN 2048-4094

BbikntounTb C60p CTaTUCTUKKN ONA YKAa3aHHOIo ANana3oHa.
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vlan tr101 map inner-vlan
c_vian_id interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no vlan tr101 map inner-
vlan c_vlan_id interface {gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group}

c_vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

CHATb Ha ¢u3nyeckom MHTepdelice cpasy 2 MaeHTUPUKaTopa
VLAN (B pexknme customer), 6a3mnpyrosicb Kak Ha s_vlan_id, Tak
1 Ha c_vlan_id. Mpu 3aTom aelicTBUE BbINONHAETCA TONbKO ANA
Tpadwmka, uaywero ¢ uHTepdelica, yKasaHHOro B JaHHOWM
HacTpoWKe.
- c_vlan_id — ngeHTMdMKaLMOHHbIV HOMep BHYTpeHHe VLAN.
- interface — cnucok uHTepdeiicos, K BXxoaslLemy Tpaduky Ko-
TOPbIX BO3MOXHO NMPMMEHEHMEe AAHHOro npasuaa. [uanasoH
HOMEpPOB UHTEPENCOB MOXKHO 3a4aTb NepeyncieHnem yepes
3anATY0 UM YKa3aTb Ha4ya/lbHOE U KOHEYHOEe 3HaYeHuA Auana-
30Ha Yepes gedwuc.

' Ona  paboTbl AaHHOW KOMaHADI

. HacTpoiika pexuma «vlan mode tr101».

Heobxoguma

Yaanutb npasuno.

KomaHObI pexcuma KoHguaypauyuu VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaumm VLAN:

console# configure
console (config)# wvlan database
console (config-vlan) #

[aHHbIN peMm LOCTYNeH U3 pexxmnma rnobanbHoM KOHPUrypaLumm u npeaHasHayeH ANs 3a4aHus

napameTpos KoHourypaumm VLAN.

Tabnuua 76 — KomaHgpbl perkuma koHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

vlan VLANIist [name
VLAN_namel]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBoNa

[o6asutb VLAN nan Heckosibko VLAN.

Ypanntbe VLAN nnaun Heckonbko VLAN.

map protocol protocol [en-
caps] protocols-group
group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb NPOTOKOA K rpynne NpoToOKO0/108, aCCOLUNPOBAHHbIX
BMmecTe.

Y4anuTtb NpuBA3KY.
*— Homep npoTokona (16 6uT).

map mac mac_address
{host | mask} macs-group

group

no map mac mac_address
{host | mask}

mask: (9..48)

Mpueasatb MAC-agpec unm gnanasoH MAC-azpecoB Mo macke K
rpynne MAC-aapecos.

YpanuTtb NpuBA3KY.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

BuA 3anpoca KOMaHAHOWN CTPOKM B pexxnme KoHpurypaunm nHtepoerica VLAN:

console# configure
console (config) # interface {vlan vlan id | range vlan VLANIist}
console (config-if) #

[aHHbIN peXxum AOCTYyMeH M3 perrMma KoHOUrypaumm v npegHasHayeH NS 3afaHus napameTpos
KoHdurypaumm nutepodeica VLAN nnbo grmanasoHa nHTepdencos.

Bbibop MHTEepdeica ocywecTBASETCS NPM MOMOLLM KOMaHAbI:

interface vlan vian id

Bbibop AnanasoHa MHTepdencoB OCyLLEeCTBASETCS NPM NOMOLLM KOMaHAb!:
interface range vlan VLANIist

Huke npuBeaeHbl KOMaHAbl ANA BXO4aA B peXXMM HacTpoiku mHtepdenca VLAN 1 n Bxoga B perkum
HacTpoukm rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan !

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnnua 77 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

name name name: (1..32) [No6aButb nmsa VLAN.

no name CMMBO/I0B/UMA YCTaHOBWTb 3HaYEHME MO YMOIYAHUIO.
COOTBETCTBYET HOMEpPY

VLAN

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnel nopmos

BunAa 3anpoca KOMaHAHOWN CTPOKM B pexknume KoHdurypaumm nHtepoeliica Ethernet, nHtepodeiica
rpynnbl NOPTOB:

console# configure
console (config) # interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | oob | port-channel

group | range {..}}
console (config-if) #

[aHHbIN pexnm AO0CTyneH U3 pexkuma KoHOUrypauum M npegHasHavyeH ANs 3a4aHuA NapameTpos
KOHdUrypaumm nHtepdeiica (nopta KOMmyTaTopa UAKW FPyNMbl NOPTOB, PAbOTAlOWMX B PEXMME pa3aenieHnn
Harpysku), nMbo ananasoHa nHTepdelicos.
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MopT MoXeT paboTaTb B YETbIPEX PEXKMMAX:

— access — vHTepdelic gocTyna — HeTermpoBaHHbI UHTepdelic ana ogHon VLAN;
— trunk — wHTepdeiic, NPUHUMAIOLWMIA TOJIbKO TETMPOBAHHbIM TPadUK, 32 UCKAOYEHNEM O4-
Horo VLAN, KoTopbIn MOXeT 6biTb A0b6aBAeH C MOMOLLbIO KOMaHAabl switchport trunk native

vian;

— general — nHTepdeic c nonHon noaaepxkoi 802.1q, NPUHUMAET KaK TETMPOBAHHbIN, TaK U
HeTermpoBaHHbIN Tpaduk;
— customer — Q-in-Q uHTepdeiic.

Tabnnua 78 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3agaTtb pexmum paboTbl nopta B VLAN.
- mode — pexum pabotbl nopta B VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

[ob6asutb VLAN ana nntepderica goctyna.
- vlan_id — naeHTMduKaumMoHHbIn Homep VLAN.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

switchport general accepta-
ble-frame-type {untagged-
only | all}

—/npuHUMaTh BCe
TUnbl Gpernmos

MprHUMaTb Ha nHTepdelice ToNbKO Gperimbl onpeaeseHHOro
™na:

- untagged-only — To/bKO HETerMpoBaHHbIe;

- all — Bce ppenmbl.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

LOo6asutb cnuncok VLAN ana nutepoeiica.

-vlan_list — cnucok VLAN ID. Anana3oH Homepos VLAN MOKHO
334aTb NepeyncieHnem Yyepes 3anAaTyro UAN YKasaTb HayaibHOE U
KOHEYHOe 3HayeHWus AranasoHa Yepes geduc "-".

Ypanute cnucok VLAN gns untepdelica.

switchport trunk native
vlan vian_id

no switchport trunk native
vilan

vlan_id: (1..4094)/1

[obasnaet Homep VLAN B Kauectse Default VLAN ans gaHHoro
nHTepodelica. Becb HeTerMpoBaHHbIM TpaduK, NOCTyNAOLWLMIA Ha
LaHHbIN NOpT, onpeaenseTtcs B faHHyo VLAN.

-vlan_id — npeHTMdUKaLMOHHbIN Homep VLAN.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[Oo6asutb cnuncok VLAN ana nHtepoeiica.

- tagged — nopTt byaeT nepesaBaTb TErMPOBaHHbIE NaKeTbl 415
VLAN;

- untagged — nopt byaeT nepenasaTtb HETErMPOBAHHbIE NAKETbI
ana VLAN.

- vlan_list — cnucok VLAN ID. inana3oH VLAN MOXHO 334aTb
nepeyncieHmem Yyepes 3anaTyto UAM YKa3aTb HauyabHOE U
KOHEYHOe 3HayeHus AManasoHa Yepes gedpuc "-".

Ypanute cnucok VLAN gns untepdeliica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 —
ecnu yctaHosneH VLAN
N0 YMOAYaHUIO

Lob6asutb ngeHtnedukatop VLAN nopta (PVID) ans ocHoBHoro
WHTepodelica.
-vlan_id — npeHTMduMKauMoHHbIN Homep VLAN nopra.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

switchport general in-
gress-filtering disable

no switchport general in-
gress-filtering disable

—/dunbTpaumsa
BK/IIOYEHa

BbIKNHOUNTL ANA OCHOBHOIO MHTepderca GUNbTPaALMIO BXOAALLUX
NakeToB Ha OCHOBEe NPUCBOEHHOro um 3HaveHma VLAN ID.

BKAOUYUTL AN OCHOBHOTO MHTEpdEeica GUabTpaLmio BXOSALLMX
NakeToB Ha OCHOBe NPUCBOEHHOro um 3HaveHma VLAN ID.

Ecaun dunbTpauma BkAOYEHA, U NaKeT He BxoauT B rpynny VLAN c
NPUCBOEHHbIM NakeTy 3HaYyeHnem VLAN ID, To nakeT
oTbpacbiBaeTcA.
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switchport general accepta-
ble-frame-type {tagged-
only | untagged-only | all}

no switchport general ac-
ceptable-frame-type

—/npuHUMaTb BCe
TMNbl Gpeimos

MpUHUMaTbL Ha OCHOBHOM MHTepdeNnce ToNbKO dperimbl
onpefeneHHoro Tuna:

- tagged-only — TonbKO TerMpoBaHHble;

- untagged-only — TONbKO He TerMpoBaHHbIE;

- all — Bce ppenmbl.

MpUHUMaTb Ha OCHOBHOM MHTepdeice Bce TUMbI GperimoB.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHOoBUTL NpasBuao kKnaccudpumrkaumm VLAN ana nHtepdeiica,
OCHOBaHHOE Ha NPMBA3KE K MPOTOKONY.

- group — NAeHTUOUKALUMOHHbBI HOMEP Fpynnbl;

-vlan_id — npeHTMdUKaLMoHHbIN Homep VLAN.

YoanuTb NpaBuao Knaccudurkauuu.

switchport general map
macs-group group vlan
vlan_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHOBUTL NpaBuao kKnaccudumrkaumm VLAN ana nHtepdeiica,
OCHOBaHHOe Ha npueAaske K MAC-agpecy.

- group — NAeHTUOUKALUMOHHbBI HOMEP Fpynnbl;

-vlan_id — npeHTuduUKaLMoHHbIN Homep VLAN.

Y4anutb NpaBuao Knaccudurkauum.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHOoBUTbL NpaBuao Knaccudumkaumm VLAN ana nHtepodeiica,
OCHOBaHHOE Ha NPMBA3Ke K NPOTOKOAY.

- group — nAeHTUOUKALMOHHBIM HOMep rpynnbl;

- vlan_id — naeHTMduKaumMoHHbIn Homep VLAN.

Y4anutb NpaBuao Knaccudurkaumm.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq
ethertype egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B8 802.1q VLAN-Terax nakeTos,
MUcXo4AWMX ¢ JaHHOro nHTepdelica.
[onyctumbie 3HaueHus EtherType cm. Mpunoxenue B.
. NoapepxuBaemblie 3HaueHus Ethertype.

3ameHuTb ethertype NCxoAALLEro ¢ MHTepdeica NnakeTa Ha
3Ha4YeHne No yMOYaHMIo.

switchport dotlq ethertype
ingress stag add ethertype

switchport dotlq ethertype
ingress stag remove
ethertype

ethertype: (1..ffff)
(hex)

Oo6asutb TPID B Tabaunuy knaccudpuratopos VLAN.
[Jonyctumble 3HauyeHua EtherType cm. MpunoskeHue B.
MNopaep:knsaemble 3HayeHuA Ethertype.

Ypanute TPID 13 Tabaunubl Knaccupumrkatopos VLAN.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer
vilan

vlan_id: (1..4094)/1

[ob6asutb VLAN ansa nonb3osaTenbCcKoro nHTepdeica.
- vlan_id — naeHTMonKaumMoHHbIN Homep VLAN.

[106aBUTb K BXOAALLMM HETEMMPOBAHHbIM MaKeTaM Ha KJMEHTCKOM
nopTy BHyTpeHHul 802.1q 3aronosok — C-VLAN (inner-vlan) u
BHelwHwuin 802.1q 3aroN0BOK, coaepiKalmii pvid 4ONOAHUTENbHON
VLAN (S-VLAN).
Ana paboTbl 3TOM KOMaHAblI HEO6XO0AMMO BKNIOUUTD
- rno6anbHo pexkum «vlan mode tr101».

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

switchport customer mul-
ticast-tv vlan add vian_list

switchport customer mul-
ticast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelwaeT NpMHMMaTb MHOTOaAPECHbIN TPAdUK U3 YKa3aHHbIX
VLAN (He asnawowmxca VLAN nonb3oBaTenibCcKoro nHtepdeica) Ha
HacTpauBaeMom MHTepdeice, COBMECTHO C NONb30BaTENAMM
ApYrux N0Nb30BaTENbCKMX NOPTOB, NPUHUMAROLLMX
MHOroagpecHbii Tpapuk n3 AaHHbIX VLAN.

- vlan_list — cnucok VLAN ID. inana3oH VLAN MOXHO 3a4aTb
nepeyMcaeHMem yepes 3anaTylo WM yKasaTb HayaabHoe 1

non

KOHe4YHOe 3Ha4YeHnA gnana3oHa vyepes p,ed)wc .

3anpelLaeT NPUHUMATb MHOFOAAPECHbIN TpadUK Ha
HacTpanBaemom MHTepoeice.
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switchport forbidden vlan
add vian_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NopTy

3anpetuTb gobaBneHme yKasaHHbix VLAN nopry.

-vlan_list — cnucok VLAN ID. Auana3oH VLAN MoXKHO 3agaTb
nepeyncieHnem yepes 3anaTyto UAK YKasaTb HavaabHOe U
KOHeyHoe 3HayeHus gnanasoHa yepes geduc "-".

PaspewunTtb gobaeneHue ykasaHHbix VLAN-nopTy.

switchport forbidden de-
fault-vlan

no switchport forbidden
default-vlan

Mo ymonyaHutio
UYNIEHCTBO B AedONTHOM
VLAN paspeLieHo

3anpetutb gobasneHune gedontHon VLAN-nopTy.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

switchport protected-port

no switchport pro-
tected-port

MepeBoAWT NOPT B PEXKUM U30AALMN BHYTPU FPYNNbl NOPTOB.

BoccTaHaBnvBaeT 3HayeHuMe no YMONYaHUIO.

switchport protected {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |

port-channel group}

no switchport protected

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyaHuio
ncnosbayercs
MapLpyTn3aumsa no
6a3e AaHHbIX
n3y4yeHHbIx MAC-
aapecos (FDB)

MepesoauT nopT B pexkmum Private VLAN Edge. OTmeHseT
MapLLpyTU3aumto no 6ase AaHHbIX U3ydeHHbix MAC-aapecos (FDB)
W HanpaBAseT BeCb O4HOALPECHbIA, MHOFOAAPECHbIN U
LWMpOKOoBeLLaTenbHbIM Tpaduk Ha uplink-noprT.

OTKAKOYAET OTMEHY MapLUpyTM3aumm no 6ase AaHHbIX U3yYeHHbIX
MAC-agpecos (FDB).

switchport default-vian
tagged

no switchport default-vlan
tagged

YCTaHOBUTbL NOPT KakK Ternpytowmii B gedponTtHom VLAN.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 79 — KomaHabl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show vlan

MokasaTb nHpopmaumto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHopmauuto no VLAN, nouck no ngeHtuduKkaTopy.

show vlan internal usage

MNokasaTtb cnucok VLAN ana BHyTpeHHero ncnosb3oBaHuA
KOMMYTaTOPOM.

show default-vlan-mem-
bership [gigabitether-

net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | de-
tailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb cocTas rpynnbl gedontHon VLAN.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnua 80 — KomaHabl pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

MoKasaTb NOPTbI-UCTOYHUKMU U NPUEMHUKN MHOTOALPECHOTO
Tpadmka B gaHHOM VLAN. MopTbl UICTOYHUKM MOTYT KaK
nepeaasatb, Tak U NPUHUMATb MHOFOAAPECHbIN TpaduK.

show vlan protocols-groups

MokasaTb MHGOPMALMIO O rpynNax NPOTOKOOB.

show vlan macs-groups

MokasaTtb MHPopmauuto o rpynnax MAC-aapecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb KOHMrypaLmMIo NOpPTa, rpynnbl NOPTOB.

show interfaces pro-
tected-ports [gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | de-
tailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb cocToAHWE NOpPTOB: B pexkume Private VLAN Edge, B
private-vlan-edge-coobuwecTse.

[pumepbl 8b1N0AHEHUS KOMAHO

= [lokasaTb MHPopmauuio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by
1 1 tel/0/1-24, D
fol/0/1-4,gi11/0/1,
Pol-16
2 2 S
3 3 S
4 4 S
5 5 S
6 6 S
8 8 S

Moka3aTb NOPTblI UCTOYHUKM U MPUEMHUKN MHOroaapecHoro Tpaduka B8 VLAN 4:

console# show vlan multicast-tv vlan 4

te0/1
te0/2,te0/4,te0/8

Source ports
Receiver ports:

Moka3aTb MHGOPMaLMIO O rpynnax NPOTOKOOB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet

0x86dd (IPv6) Ethernet

114

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

= [loKasaTb KoHbUrypaumio noprta TenGigabitEthernet 0/1:

console# show interfaces switchport TengigabitEthernet 0/1

Added by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, T-Guest VLAN, V-Voice
VLAN

Port : tel/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll

Ingress UnTagged VLAN ( NATIVE ): 1

Protected: Disabled

Port is member in:

Vlan Name Egress rule Added by

1 Untagged
2 Tagged
3 Tagged
4 Tagged
5 Tagged
6 Tagged
8 Tagged
28 Tagged

N ooy Ul WN
N nnnnn nog

Forbidden VLANS:
Vlan Name

Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.10.3 Hacmpolika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonseT npov3BoAMTb pasrpaHuyeHuMe TpaduMKa Ha BTOPOM
ypoBHe mogenun OS| mexay nopTamu KOMMYTaTopa, KOTopble HaxoAATCA B OAHOM LUMPOKOBeLLATe/IbHOM
JomeHe.

— Ha kommyTatopax moxeT bbITb CKOHOUIypmposaHo Tpu Tuna PVLAN nopTos:

— promiscuous —nopT, KOTOPbIA cnocobeH 06MeHNBATLCA AAaHHbIMU MeXAY N0bbIMK
nHTepoericamu, Bkatoyasa isolated u community noptel PVLAN;

— isolated — nopT, KOTOPbI NONHOCTBHIO M30MPOBAH OT APYIrUX NOPTOB BHYTPU OL4HOTO
n Toro e PVLAN, Ho He oT promiscuous noptoB. PVLANbI 610KNpYIOT Becb Tpaduk,
MayLnin B CTOPOHY isolated nopTos, Kpome TpadmrKa co CTOPOHbI promiscuous NOpPToB.;
nakeTbl CO CTOPOHbI isolated nopToB MoOryT nepenaBaTbCA TONbKO B CTOPOHY
promiscuous NoOpToB;

— community — rpynna nopToBs, KOTOPble MOTYT 06MeHUBATbCA AaHHbIMWU MeKAY coboi
M promiscuous nopTamu, 3sTu HTepdencol oTaeneHbl Ha BTOPOM yposHe moaenun OSI
OT BCEX OCTa/IbHbIX community nHTepdencos, a TakKe isolated noptos BHyTpM PVLAN.
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Mpouecc BbINOAHEHUA GYHKUMU AOMNOJAHUTENLHOrO pPasfeneHus NOpPTOB C MOMOLLbIO TEXHONOTUM
Private VLAN npepctaBneH Ha pucyHKe 49.

Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B
A

T

O U -

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 49 — Mpumep paboTbl TexHonorum Private VLAN

BuAa 3anpoca KOMaHAHOW CTPOKM B pexxnme KoHoburypaumm nHtepdeinnca Ethernet, nHrepoeitca Vlan,
uHTepdelica rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..} | vlan vlan id}

console (config-if) #

Tabanua 81 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymoa4aHuio

switchport mode private- 3apaTb pexum paboTbl nopta B VLAN.
vlan {promiscuous | host} —
no switchport mode YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
switchport mode private- 3apaTb pexum pabotbl nopta B VLAN Trunk.
vlan trunk {promiscuous |
secondary} —
no switchport mode pri- YCTaHOBWTb 3HaYeHMeE N0 YMOYAHUIO.
vate-vlan trunk
switchport private-vlan [06aBUTb OCHOBHYO U BTOopocTeneHHble VLAN Ha promiscuous
mapping [trunk] pri- nHTepodeiic.
mary_vlan add second- Ha oauH promiscuous-uHrepdeiic Henb3a [06aBUTb
ary_vlan primary_vlan: 6onbLue ogHoli primary vlan.
switchport private-vlan (1..4094); YaanuTb BTopocTeneHHble VLAN Ha promiscuous nHtepdeiic.
mapping [trunk] pri- secondary_vlan:
mary_vlan remove second- (1..4094)
ary_vlan
no switchport private-vlan Y[anutb OCHOBHYO 1 BTopocTeneHHble VLAN.
mapping
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switchport private-vlan
hostassociation pri-
mary_vlan secondary_vilan

no switchport private-vlan
host-association

primary_vlan:
(1..4094)
secondary_vlan:
(1..4094)

[o6asuTb primary u secondary vlan Ha host nHtepdeiic.
/I Ha opuH host-untepdeiic Henbsa pobaeutb 6onbwe
opHou secondary vlan.

Ynanutb OCHOBHYO 1 BTopocTeneHHble VLAN.

switchport private-vlan as-
sociation trunk pri-

primary_vlan:

[o6asuTb primary u secondary vlan Ha trunk-secondary
MHTepoeic.

mary_vlan secondary_vlan (1..4094) Ha oauH trunk-secondary nHtepdeiic Henb3s ao6asuTb
secondary_vlan: 6onblie oaHoit secondary vlan.

no switchport private-vlan (1..4094) YAanuTb 0OCHOBHYIO M BTOopocTeneHHble VLAN.

association trunk

switchport private-vlan [o6aBuTb Ha PVLAN Trunk-untepdeiic VLAN, He y4aBcTBYOLLYIO B

trunk allowed vlan add PVLAN.

vian vian: (1..4094)

switchport private-vlan
trunk allowed vlan remove
vlan

Yaanutb Ha PVLAN Trunk-uHTepdeic VLAN, He y4aBCTBYHOLLYHO B
PVLAN.

switchport private-vlan
trunk native vlan vian

no switchport private-vlan
trunk native vlan

vlan: (1..4094) /1

[ob6aeutb Homep VLAN, He yyaBcTBytoLyto B PVLAN, B KauecTse
Default VLAN ana PVLAN Trunk-uHtepdeiica.

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

Tabnnua 82 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BkntoumTtb mexaHu3m Private VLAN 1 3agatb TMN uHTepdeiica.

OTKNOYNTb MexaHn3m Private VLAN.

private-vlan association
[add | remove]

secondary_vlan

[Oob6asutb (yaanutb) npmeasky sTopocTteneHHoi VLAN K
OCHOBHOW. HacTpolika npumeHnMma Tonbko ans primary VLAN.

no private-vlan association (1..4094) Yaanutb npusasky sTopocteneHHol VLAN K OCHOBHOIA.
/' MaKcmmanbHoe KonM4yecTBo BTopocteneHHbix VLAN — 256
MakcumanbHoe Konmdectso community VLAN, KoTopbie MOryT 6bITb aCCOLUMPOBAHbI

c oaHol ocHoBHOM VLAN — 8.

[Mpumep HacmpolKku uHmMepagelicos Kommymamopa Switch A (pucyHok 49 — [pumep pabomesl mex-

Hoso2uu Private VLAN)

e promiscuous nopT — interface gigabitethernet 1/0/4
e isolated nopt — gigabitethernet 1/0/1
e community nopt — gigabitethernet 1/0/2, 1/0/3.

exit
|

exit

interface gigabitethernet 1/0/1
switchport mode private-vlan host
description Isolate

switchport forbidden default-vlan
switchport private-vlan host-association 100 201

interface gigabitethernet 1/0/2
switchport mode private-vlan host
description Community-1
switchport forbidden default-vlan
switchport private-vlan host-association 100 202
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interface gigabitethernet 1/0/3
switchport mode private-vlan host
description Community-2
switchport forbidden default-vlan
switchport private-vlan host-association 100 202

exit

|

interface gigabitethernet 1/0/4
switchport mode private-vlan promiscuous
description to Router
switchport forbidden default-vlan
switchport private-vlan mapping 100 add 201-202

exit

|

interface tengigabitethernet 1/0/1
switchport mode trunk
switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2
switchport forbidden default-vlan

exit
|

interface vlan 100
name primary
private-vlan primary
private-vlan association add 201-202

exit

|

interface vlan 201
name isolate
private-vlan isolated

exit
|

interface vlan 202
name community

Mpumep Hacmpoliku uHmepagelicos npu pabome mexHono2uu Private VLAN Trunk

e trunk-isolated nopt— gigabitethernet 1/0/1
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3
e trunk-promiscous nopt — interface gigabitethernet 1/0/4

interface gigabitethernet 1/0/1
switchport mode private-vlan trunk secondary
description Trunk-Isolated
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit
|
interface gigabitethernet 1/0/2
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit
|
interface gigabitethernet 1/0/3
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit
|

interface gigabitethernet 1/0/4
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switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan
exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

|

interface vlan 201

name isolate

private-vlan isolated
exit

|
interface vlan 202

name community

private-vlan community

5.10.4 Hacmpolika uumepgelica IP

IP-unTepdennc cosmaérca npu HasHadeHuu IP-agpeca Ha 0boM n3 uHTepdelcoB YCTPOMUCTBA
gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, port-channel nau vlan.

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHurypaumm nHtepdeica IP.
console# configure

console (config)# interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexum A0CTyNeH M3 perrMma KoHbUrypaumm v npegHasHaydeH ANA 3aflaHWA napameTpos
KOoHoUrypaumm nHtepodeiica IP.

Tabanua 83 — KomaHabl pexxmma KoHourypauum nHtepdelica IP

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

directed-broadcast BKkntouaeT dyHKumto nepesoga IP directed-broadcast naketa B
CTaHAAPTHbIV WMPOKOBELLATENbHbIV NaKeT U paspeluaeT
nepegayy Yepes BbibpaHHbIN MHTepdelic.

3anpewaeT TpaHcnaumio IP directed-broadcast nakeTos.

—/BbIK/IIOYEHO

no directed-broadcast

helper-address ip_address BKAtoyaeT nepeagpecaumio WwWupokosewatenbHbix UDP-nakeTos
Ha onpeaeneHHbI agpec.
- ip_address — |P-afpec Ha3Ha4YeHUs, Ha KOTOpbI ByayT

ip_address: A.B.C.D
nepeHanpaBiATLCA NAKETbI.

no helper-address ip_ad-

OTKANtoYaeT nepeagpecaunto WnpokosewatenbHbix UDP-nakeTos.

dress

ip irdp Pa3pelaeT paccbliky aHOHcoB npoTokona IRDP (ICMP Router
—/BKNIOYEHO Discovery Protocol).

no ip rdp OTK/ItOYaeT paccbl/iky aHOHCOB.
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[Tpumepbl 8bINOAHEHUA KOMAHO

= Bkawuuntb ¢pyHKUMIO directed-broadcast:

console# configure

console (config)# interface PortChannel 1
console (config-if)# ip address 100.0.0.1 /24
console (config-if)# exit

console (confiqg)# interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.11 Selective Q-in-Q

JdaHHaa ¢GyHKUMSA NO3BONSET HA OCHOBE CKOHOUIYPUPOBAHHbLIX NpaBun GUALTPALMM MO HOMepPam
BHyTpeHHux VLAN (Customer VLAN) npounssoantb aobasneHune sHewHero SPVLAN (Service Provider’s VLAN),
noameHaTb Customer VLAN, a TakKe 3anpewatb NpoxoxaeHue Tpadpuka.

[nsa ycTpoiicTBa co3aaeTcs CNMCOK NpPaBWA, Ha OCHOBAHMM KOToporo byaeTt o6pabaTbiBaThCA TPAadUK.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelticos) Ethernet u Port-Chan-
nel

Bupg, 3anpoca KOMaHAHOM CTPOKU perKMmMa KOHPUIypauum nHtepdenca KOHPUrypaumnm:

console# configure

console (config) # interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..}}

console (config-if)#

Tabnnua 84 — KomaHabl pexkmma KoHourypauum nHtepdelica (amanasoHa nHtepodeicos) Ethernet

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

selective-qinq list ingress
add_vlan vian_id [in-
gress_vlan ingress_vlan_id]

Co3aaet NpaBuIo, Ha OCHOBAHMM KOTOPOTO K BXOAALLEMY
NnaKeTy C BHeLWHel meTKkow ingress_vlan_id 6ypet nobasnatbcs
BTOpasA meTka vlan_id. Ecavi ingress_vlan_id He yka3biBaTb —
npasuno 6yaeT NPUMEHATLCA KO BCEM BXOAALLMM NakeTam, K
KOTOPbIM He 6blM NpUMeHeHbl Apyrue Npasuaa («Npasuio no
YMOJHaHMIO®).

vlan_id: (1..4094)
ingress_vlan_id: (1..4094)

selective-qinq list ingress
deny [ingress_vlan in-
gress_vlan_id]

Co3gaert 3anpeLyatolLee NpaBuIo, Ha OCHOBaHUM KOTOPOTO
BXOAALLME NAaKeTbl C BHELWHeN MeTKol Tera ingress_vlan_id
byayT otbpacbiBaTbea. Ecau ingress_vlan_id He yka3biBaeTca —
6yayT 0T6packIBaTbCs BCE BXOAALLME NAKETbI.

ingress_vlan_id: (1..4094)

selective-qinq list ingress
permit [ingress_vlan in-
gress_vlan_id]

ingress_vlan_id: (1..4094)

Co3gaeT paspeluatoLee Npasuao, Ha OCHOBaHMM KOTOPOTO
BXOZALLME MaKeTbl C BHELWWHEN MeTKoW Tera ingress_vlan_id
byayT nepeaaBatbes 6e3 usmeHeHui. Ecam ingress_vian_id He
YKasbiBaeTca — byayT NnepenaBaTbCs Bce BXOAALLME NaKeTbl He3
N3MEHEHWUN.

selective-qinq list ingress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3paet npaBuIo, Ha OCHOBAHUM KOTOPOTO BHELLHAA MeTKa
ingress_vlan_id Bxoasuiero naketa 6yaeT 3aMeHATbCA Ha
vlan_id. Ecnwn ingress_vlan_id He yKka3biBaTb — npasuio byaet
NPUMEHATLCA KO BCEM BXOAALLMM MaKeTam.
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no selective-ginq list in-

gress [ingress_vlan vian_id] vlan_id: (1..4094)

Yaansaert ykasaHHoe npaBuo selective ging ana Bxogawmx
naketoB. KomaHaa 6e3 napameTpa «ingress vlan» yaanaet
NpaBu/Io0 NO YMOAYAHUIO.

selective-ginq list egress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3sgaet npasuio, Ha OCHOBaHWM KOTOPOrO BHELLHAA MeTKa
ingress_vlan_id ncxoaauwero naketa 6yaet 3ameHATbCA Ha
vlan_id.

no selective-ginq list

. . vlan_id: (1-4094)
egress ingress_vlan vian_id

Ypanset cnucok npasua selective ging ans ncxoaawmx nakeTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxknume KoHurypaumm nutepoeiica VLAN:

console (config-if)#

Tabnunua 85 — KomaHabl pexkuma KoHourypaumm nHtepdelica Vian

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmesue

ip management outer-vlan
outer_vilan_id

outer_vlan_id: (1-4094)

Co3aaTb NPaBUAO 414 yNpaBieHUs KOMMYTaTOPOM C MOMOLLbIO

Q-in-Q Tpadwmka.

V B kauectBe outer_vlan_id wucnonb3yerca BHewWwHMit
VLAN (S-VLAN). Ons paboTbl AaHHOrO NpPaBuia UHTEp-

¢eiic Vlan (C-VLAN) gonxeH 6biTb B coctoaHum Up.

no ip management

Ypanaet gaHHoe npaBuo.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 86 — KomaHapbl perkmuma EXEC

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

HAelicmeue

show selective-ginq

Otobparkaet cnucok npasun selective ging.

show selective-ginq inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTob6parkaeT cNMcoK npasua selective qing 414 ykasaHHoro
nopra.

show ip management [vlan

vian_id] vlan_id: (1-4094)

OT0b6parkaeT CNMCOK NpasBua ANA YNPaBieHNA KOMMYTaTOPOM C
nomoubto Q-in-Q Tpaduka.

[pumepsl 8bIM0AHEHUS KOMAHO.

= Co34aTb NpaBW/IO, Ha OCHOBAHMM KOTOPOTO,
HATbcA Ha 10.

console# configure

BHELLHAA MeTKa Bxogslllero naketa 11 6yaer 3ame-

console (config) # interface tengigabitethernet 1/0/1
console (config-if) # selective-ging list ingress override vlan 10

ingress-vlan 11
console (config-if) # end
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OTob6pasnTb CNMCOK co3AaHHbIX NpasuA selective ging:

console# show selective-ging

Direction Interface Rule type Vlan ID Classification by Parameter

ingress te0/1 override vlan 10 ingress vlan 11

5.12 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«LLlTopm» BO3HMKAET BCAEACTBME Ype3mMepHOro KonuvectBa broadcast-, multicast-, unknown unicast-

coobLWeHN, oAHOBPEMEHHO NepeaaBaeMblX Mo CETU Yepes OAMH NOPT, YTO NPUBOAMUT K NeperpysKke pecypcos
CeTU M NOABNAEHUIO 3a4epKeK. « LLUITopm» MOXKeT BO3HUKHYTb NMPU Ha/IMUMK «3aKO/IbLLOBAHHbIX» CEFMEHTOB B CETU
Ethernet.

KommyTaTop uM3mepseT CKOPOCTb MNPMHMMAEMOro LIMPOKOBELATeNbHOMO, MHOr0agpecHoro W

HEeM3BeCTHOro O4HOaApPEecHOro TpaduKa ANA MOPTOB C BK/AKOYEHHbIM KOHTPOJIEM LUMPOKOBELLATENbHOMO

«wTopma» n OT6paCbIBBET NakKeTbl, eC/1IM CKOPOCTb NpeBblllaeT 3a4aHHOE MaKCMMaibHOE 3HavYeHue.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Buna 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaumm nHtepdeica Ethernet, Hrepdeiica rpynnoi

nopTOoB:

console (config-if)#

Tabnuua 87 — KomaHabl pexkmuma KoHpurypaumm uHtepoderica Ethernet

Komanda 3Ha4yeHue/3HayeHue leiicmeue
no ymoa4aHuro
storm-control multicast BKAtOYaEeT KOHTPOJIb MHOTOaApecHoro Tpaduka:
[registered | unregistered] - registered — 3aperMcTpMpoBaHHOro;
{level level | kbps kbps} - unregistered — He3aperncTpMpoBaHHOro.
[trap] [shutdown] - level — 06bem TpadumKa B NpoL,eHTax OT NPONyCcKHOM CNocobHo-
level: (1..100); CTU uHTepodelica;
kbps: (1..10000000) - kbps — o6bem TpaduKa.

Mpw 0bHapy»KeHMM MHoroaapecHoro TpadmrKa nHTepdeiic mo-
eT 6bITb oTKAtoUeH (shutdown) nnn gobasneHa 3anuch B XKyp-
Han coobuweHui (trap).

no storm-control multicast BbIK/IlO4aeT KOHTPO/Ib MHOTOaAPECHOro TpaduKa.
storm-control multicast BKAtOYaET KOHTPOIb MHOTO3APECcHOro TpaduKa:
[registered | unregistered] - registered — 3aperMcTpMpoBaHHOro;

{pps pps} [trap] [shutdown] - unregistered — He3aperncTpPMpPoOBaHHOrO.

- pps — KONMYECTBO MaKeToB B CEKYHAY.

Mpu 06HapyKEHUN MHOrOaAPECHOTo TpaduKa nHTepdenc moxeT
6bITb OTKAOYeH (shutdown) naun gobasneHa 3anuch B XKypHan co-
obueHni (trap).

pps: (125.. 19531250)

no storm-control multicast BbIK/IlOYAET KOHTPO/Ib MHOroagpecHoro Tpaduka.

storm-control unicast {level BKtOYaeT KOHTPOJIb HEM3BECTHOTO OAHOAAPECHOrO TpaduKa.
level | kbps kbps} [trap] - level — 06bem TpadurKa B NpoLEeHTax OT NPONycKHOM cnocobHo-
shutdown cT1 uHTepdeliica;

[ ] level: (1..100); pd

- kbps — ob6bem TpaduKa.

Mpu 06HapyKeHW HeM3BecTHOro OLHOaAPEcHOro TpaduKa WH-
Tepdeiic MoxeT b6bITb OTKNtoYeH (shutdown) nnu gobasneHa 3a-
NUCb B KYpPHan coobuieHnit (trap).

kbps: (1..10000000)
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no storm-control unicast

BbIK/tOYaET KOHTPOJIb OAHOAAPECHOTO TpaduKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/tOYaeT KOHTPO/Ib HEU3BECTHOFO O4HOAAPECHOrO TpadumKa.

- ppS — KO/IMHECTBO MaKeTOB B CEKYHAY.

Mpu 06HapyXeHUM HEeM3BECTHOrO 04HOaAPECHOro TpaduKa MH-
Tepdelic MoxKeT 6bITb oTKAtoYeH (shutdown) nam gobasneHa 3a-
NUCb B XKypHan coobuieHunii (trap).

BbIK/IOYaET KOHTPO/Ib OAHOAAPECHOro TpaduKa.

storm-control broadcast
{level level | kbps kbps}
[trap] [shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/ItOYaEeT KOHTPO/Ib LWMPOKOBeLLaTeNbHOro TpaduKa.

- level — 06bem TpadurKa B NpouLEeHTax OT NPONyCKHOM cNocobHO-
T nHTepdeiica;

- kbps — ob6bem TpaduKa.

Mpn 0bHapyEeHUN LIMPOKOBELLLATENbHOTO TPadMKa MHTEpdENC
MOXeT bbITb oTKAtoYeH (shutdown) uan pgobasneHa 3anuch B
YpHan coobuieHwnii (trap).

BbIK/IlOYaET KOHTPO/Ib LWMPOKOBELLAaTENbHOIO TpaduKa.

storm-control broadcast
{pps pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BK/ItO4aET KOHTPO/1b LIMPOKOBELATeIbHOro TpadmKa.

- pps — KONMYECTBO NaKETOB B CEKYHAY.

Mpn 0bHapyeHUN LWMPOKOBeLLLaTeNbHOTO TpaduKa UHTepdeic
MOXeT 6biTb oTKAtodeH (shutdown) nan pgobasneHa 3anucb B
YKypHan cooblueHwnit (trap).

BbIK/IlOYAET KOHTPO/Ib WMPOKOBELLAaTENbHOIO TpaduKa.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:

console#

Tabanuya 88 — KomaHab! pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show storm-control inter-
face [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

Moka3sbiBaeT KOHOUTypaLunio GYHKLUM KOHTPONA «LITOpMa» AnA
YKasaHHoro nopta, nnmbo Bcex NopTos..

[pumepbl 8bINOAHEHUS KOMAHO

= BKAOYUTb KOHTPO/b LUMPOKOBELLATE/NIbBHOTO, MHOTOaAPECHOrO U OA4HOaApPecHOro Tpaduka Ha 3-m
nHTepoeiice Ethernet. YcTaHOBUTb CKOPOCTb 414 KOHTROIMpyemoro Tpaduka — 5000 K6/c: ans wn-
poKkosewatenbHoro, 30% nosiocbl NPOMNYCKAaHUA 418 BCEro MHoroaapecHoro, 70% s HeM3BECTHOroO

0HOaApPecHoro.

console# configure
console (config) # interface TengigabitEthernet 0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if) # storm-control unicast level 70 trap
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5.13 lpynnbl arperayun KaHanos — Link Aggregation Group (LAG)

KommyTtatopbl obecneynBatoT NOAAEPKKY Fpynn arperaumm KaHanos LAG B KOAMYECTBE COFMacHO
Tabnuue (cTpoka «Arperauma KaHanos (LAG)»). Kaxkgas rpynna nopToB AOJIXKHa COCTOATb U3 UHTepdelicoB
Ethernet ¢ ogMHaKoBOM CKOPOCTbIO, paboTarowmx B AynaeKCHOM pexume. O6beanHeHMe NOPTOB B rpynny
YBEANYMBAET NPONYCKHYIO CNOCOBHOCTb KaHaa MeXKay B3aMMOAENCTBYIOWMMM YCTPOMCTBAMM U NOBbILWAET
0TKA30yCTOMYMBOCTb. [Pynna NOpTOB ABASETCA A7 KOMMYTATOPA OLHUM NOTUYECKMM NMOPTOM.

YCTpoMNCcTBO noadepKuBaeT ABa perknma paboTbl rpynnbl NOPTOB — CTaTUYeCcKaa rpynna v rpynna,
paboTtatowan no npotokony LACP. Pabota no npotokony LACP onucaHa B COOTBETCTBYIOLLEM pasaese
KoHUrypauuu.

/ Ecan ana uHtepdeiica npousBeaeHbl HACTPOKK, TO ana AobaBaeHuA ero B rpynny cae-
AyeT BepHYTb HAaCTPOIKM NO YMOTYAHUIO.

[JobasneHne nHTepdencos B rpynny arperaumm KaHaaos AOCTYMNHO TOJIbKO B peXume KoHPUrypaumm
nHTepodeliica Ethernet.

Bua 3anpoca KoOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if)#

Tabnmua 89 — KomaHabl pexkmma KoHpurypaumm uHtepodeiica Ethernet

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4YaHuro
channel-group group mode [ob6asuTtb ethernet-uHtepdeltic 8 rpynny nopros.
mode group: (1..48); - on — pob6aBuTb NOpT B KaHan 6e3 LACP;
mode: (on, auto) - guto — po6aBuTb NOPT B KaHan ¢ LACP B pexxume «active».
no channel-group Yaanutb Ethernet-uHtepdeiic n3 rpynnbl nopToB.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxunma rnobanbHom KoOHOUrypaumm:

console# configure
console (config) #
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Tabnmua 90 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

Komanda 3HavyeHue/3HavyeHue Leiicmeue
o ymoa4aHuro
port-channel load-balance 3afaeT mexaHuU3m 6anaHCMPOBKM HarpysKu Ana cTpaternu
{src-dst-mac-ip | ECMP v ans rpynnbl arperMpoBaHHbIX MOPTOB.
src-dst-mac | src-dst-ip | - src-dst-mac-ip — mexaHu3m 6anaHCUPOBKM OCHOBbIBAETCA Ha
src-dst-mac-ip-port | MAC-agpece u IP-agpece;
dst-mac | dst-ip | src-mac | - src-dst-mac — mexaHn3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
src-ip} [mpls-aware] MAC-agpece;
- src-dst-ip — mexaHu3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha IP-

apgpece;
- src-dst-mac-ip-port — mexaHn3m 6anaHCcMpPOBKU
ocHoBbiBaeTca Ha MAC-agpece, IP-agpece u TCP-nopTte
—/src-dst-mac-ip Ha3HayeHusn;

- dst-mac — mexaHu3m 6anaHCUPOBKM OCHOBbIBaeTcA Ha MAC-
agpece nony4yartens;

- dst-ip — mexaHn3m 6anaHCUPOBKM OCHOBbIBAETCA Ha IP-
agpece nony4yarens.

- mpls-aware — Bk/oueHue napcuHra L3/L4 3aronoskos
nakeTtos ¢ MPLS-meTKamu gns BCEro ycTpomncTea. AKTyasibHO
TO/IbKO C pexkumamu 6anaHcnposku no L3/L4-3aronoskam
nakera.

no Port-Channel load-bal-

ance Bo3BpaT K HacTpoikam 6anaHCUMPOBKM HArpy3Ku1 No yMoAYaHMIo.

KomaHObI pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabnunua 91 — KomaHgpbl perkmuma EXEC

3HavyeHue/3Ha4yeHue "
KomaHda / Aeiicmeue
no ymon4aHuro
show interfaces MokasbiBaeT MHOPMaLMIO MO rpynne KaHanos..
group: (1..48) opmay, Py
port-channel [group]

5.13.1 Cmamuyeckue 2pynnel azpe2ayuu KaHan0e

dyHKuMen ctatmyeckmnx rpynn LAG asnsetcs 06beanHEHNE HECKOIbKUX PUINYECKMX KaHAMO0B B O4MH,
YTO MO3BO/IAET YBEAMUYUTb MPOMYCKHYO CNOCOOHOCTb KaHasa M MOBbLICUTb €ro OTKAa30yCTOMYMBOCTb. A
CTaTMYeCKMX FPynn NPUOPUTET UCMO/Ib30BaHUA KaHaN0B B 06beMHEHHOM MyyKe He 3a4aeTcA.

/ Ona BKAOUYeHUA paboTbl MHTepdeiica B COCTaBe CTAaTUYECKOM rpynnbl UCNOb3yiiTe KO-
maHgy channel-group {group} mode on B pexxume KoHdpUrypauum cooTBETCTBYIOLLLETO UH-
Tepdeiica.

5.13.2 Npomokon azpezayuu KaHanoe LACP

dyHKumMel npoTokona Link Aggregation Control Protocol (LACP) siBnseTca o6beauHEHNEe HEeCKONbKUX
dU3NYECKMX KaHANOB B OAMH. ArperMpoBaHvMe KaHalOB MCMOAb3yeTCs AN YBE/MYEHUS MPOMYCKHOW
CNOCOBHOCTM KaHana W MOoBbIWEHMA ero oTKasoycTtoiumsoctu. LACP nossosifieT nepenasatb TpaduK no
06beANHEHHbIM KaHanam B COOTBETCTBUM C 334aHHbIMUW NPUOPUTETAMMU.
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V Ona BKAloueHns pabotbl UHTepdeiica no npotokony LACP ucnonb3yite KomaHay
channel-group {group} mode auto B pexxume KoHPpUrypaumm cooTBETCTBYIOLLErO UHTEP-
deiica.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 92 — KomaHabl pexkmma rnobanbHoM KoHGUrypaumum

3HayeHue/3HayeHue

KomaHoa Aelicmeue
no ymon4aHuro
lacp system-priority value YcTaHaBAnBaeT NPUOPUTET CUCTEMbI.
— value: (1..65535)/1
no lacp system-priority YcTaHaBAMBaeT 3HaYeHUE NO YMOHAHUIO.

KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if)#

Tabnnua 93 — KomaHgpl pexxnma KoHdpurypaumm nHtepdelica Ethernet

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
Mo ymon4aHuio

lacp timeout {long | short} YcTaHaBAMBaET aAMUHUCTPATMBHBIM TalMayT npoTokona LACP:
Mo ymonyanuio o

- long — pavTenbHoe Bpems TalimayTa;
ncnonbsyercs o

- short — manoe Bpemsa TalimayTta.

" 3HauyeHue long
no lacp timeout YcTaHaB/IMBaeT 3HaYeHUE NO YMOYAHUIO.

lacp port-priority value YcTaHaBnuBaeT npuopuTeT nHTepdeiica Ethernet.

value: (1..65535)/1

no lacp port-priority YcTaHaB/MBaEeT 3HaYeHWe N0 YMONYAHUIO.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 94 — KomaHabl pexkmuma EXEC

Komanda 3HaueHue/3Ha4yeHue Neiicmeue
o ymoa4aHuro
show lacp {gigabitethernet MoKa3sblBaeT nHbopmaumio o npotokone LACP ana untepoerica
gi_port | tengigabitether- Ethernet. Ecnu gononHuUTEIbHbIE NAaPaMETPbl He MCMOb3YHTCA,
net te_port | fortygiga- gi_port: (1..8/0/1..48); To byaeT nokasaHa Bca MHbopmaLms.
bitethernet fo_port} [pa- te_port: (1..8/0/1..24); - parameters — rNoKasblBaeT NapameTpbl HACTPOMKHK
rameters | statistics | pro- fo_port: (1..8/0/1..4); NPOTOKON3;
tocol-state] - statistics — nokasbliBaeT cTaTUCTUKY pPaboTbl NPOTOKON3;
- protocol-state — nokasbiBaeT cocTosiHMe paboTbl NPOTOKONA.

show lacp port-channel group: (1..48) MokasbiBaeT MHGOpMauuto o npotokone LACP gns rpynnbl
[group] nopToB.
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[Mpumepbl 8bINOAHEHUA KOMAHO

=  Co3paTb NepByo rpynny NnopTos, paboTatoLyto no npotokoay LACP n BkatoyatoLLyto Asa MHTepdeica
Ethernet — 3 n 4. CkopocTb paboTbl rpynnbl — 1000 M6uT/c. YcTaHOBUTL NPUOPUTET CUCTEMbI — 6,
npuoputeTbl 12 n 13 ana noptosB 3 1 4 COOTBETCTBEHHO.

console# configure
console (config) # lacp system-priority 6

console (config) # interface port-channel I
console (config-if)# speed 10000

console (config-if) # exit

console (config)# interface TengigabitEthernet 1,/0/3
console (config-if)# speed 10000

console (config-if) # channel-group 1 mode auto
console (config-if)# lacp port-priority 12

console (config-if) # exit

console (config) # interface TengigabitEthernet 1,/0/4
console (config-if)# speed 10000

console (config-if) # channel-group 1 mode auto
console (config-if)

console (config-if)

# lacp port-priority 13
# exit
5.13.3 Hacmpolika mexHonozauu Multi-Switch Link Aggregation Group (MLAG)

Kak n LAG, BupTyanbHble LAG no3BosAOT 06begMHUTb OAHY WAW HecKosibKo Ethernet-nuunii gns
yBeAnYeHMA CKopocTu K obecneveHmsa oTkasoyctolumsocTn. MLAG TaK e u3secTHa Kak VPC (Virtual port-
channel). Mpu obbluHOM LAG arpernpoBaHHble MMHUM AONXKHbI BbITb Ha OAHOM $GM3UYECKOM YCTPOMCTBE, B
cnyyae Xe ¢ VPC arperMpoBaHHble JIMHUW Haxo4ATCA HA pasHbix GU3nyeckux yctpoicreax. ®yHkuma VPC
No3BONSAET COeAMHUTD ABA GMU3UYECKUX YCTPOICTBA B OAHO BUPTYanbHOE.

/ Mpu HacTpoiiKe VPC Ha 04HOPAHIroBbIX KOMMYyTaTOpPaxX AONXKHA O6bITb 0A4UHAKOBAA BepCcUa
nporpammHoro obecneyeHus.

/ VPC Port-Channel KOHTpOAMPYIOTCA TONBKO KOMMYTaTOPOM C poJibio Primary, KommyTa-
Top Secondary ucnonb3yeT HacTpoiku Primary;

KomaHObI pexcuma 2106aa6Hol KOHuU2ypayuu

BuA 3anpoca KOMaHAHOWM CTPOKM pexxmnma rinobanbHoM KoHbUrypaumum:

console (config) #

Tabnuua 95 — KomaHab! pexxkmma rnobanbHon KoHGUrypaumm

3Ha4yeHue/3HayeHue ”
KomaHoa / Aeilicmeue
0 yMOAYAHUIO
vpc domain domain_id Cosaaet VPC-gomeH.
Ha ogHom ycTpoiictBe moXKeT 6biTb CO3AaH TO/IbKO
domain_id: (1..255) V oauH aomeH VPC. Ha napHbIX yCTPOACTBaX A0/MKEH
6bITb 0oguHaKoBbIi VPC-gomeH.
no vpc domain domain_id YaanaeT VPC-LOMEH ¢ yCTponcTBa.
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vpc group group_id

no vpc group group_id

group_id: (1..63)

Coszpaet VPC-rpynny. [Jna KaxA0ro arpermpoBaHHOro MHTep-
deica gonkHa bbiTb co3gaHa otaensHan VPC-rpynna. Ha nap-
HbIX ycTpoicTBax Homepa VPC-rpynn AonHbI coBNagaTh.
1 CymmapHoe konuuyectso VPC-rpynn He moxKeT npe-
V BbiCUTb 48.

Ypansaet VPC-rpynny c ycTpolicTBa.

vpc

no vpc

—/BbIK/OYEHO

BkntouaeT pexkum VPC. Ucnonb3yetca nocne KoHdurypaumm
VPC.

Bbikntoyaet pexxkum VPC.

KomaHOb! pexcuma KoHgu2ypayuu VPC

Bua 3anpoca KoOMaHAHOM CTPOKM pexunma KoHdurypaumm VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #

Tabnmua 96 — KomaHapl pexkmma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

peer link group

no peer link

group: (1..48)

HasHauaeTt Port-Channel B KauecTse peer-link.

Mckntouaet Port-Channel us yyactua s VPC.

peer detection

no peer detection

—/BbIK/IOYEHO

Bkntouaet peer detection protocol.
Peer-detection — gonosiHUTENbHbIN Mexa-
V HU3M, o6ecneumBaOLWmnii PyHKLMOHUPOBA-
Hue VPC B cnydae o6pbiBa peer-link. Mo-
3TOMYy 3anpeuwjaerca ucnonb3osaHue peer-link ansa
opraHusauumm uHrepdgeica peer-detection.

BbikntouaeT peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3afaeT MHTepBan OTMNPaBKK coobuieHuii peer detection pro-
tocol.

YcTaHaBAMBaEeT 3HaAYeHue no YMONYaHULO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3afaTb Bpems oXuaaHua oTeeTa peer detection protocol.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port]

no peer detection ipaddr

udp_port:
(1..65535)/50000

Hactpausaert IP-agpec nonyyatena naketos, IP-agpec oTnpa-
sutena u UDP nopt ans peer detection protocol

YcTaHaBAMBaeT 3HaYeHne no yMOoN4YaHuo

peer keepalive

no peer keepalive

Bkntoyaet cnykby keepalive

BbikntoyaeT cnyxkby keepalive

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3afaTb BpeMA OXMAaHWA OTBETa Ha 3anpoc LeNoCTHOCTU
peer-link

YcTaHaBAMBaeT 3HaYeHne no yMoN4yaHuio
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role priority value

no role priority

value: (1..255)/100

YcTaHaBAMBaeT NPUOPUTET YCTPOMCTBA. YCTPOMNCTBO C MEHb-
LWKMM 3HaYeHnem byaeT HazHayeHo Primary.

YcTaHaBAMBaeT 3HaYeHne Mo yMON4YaHuo

system mac-addr mac_ad-
dress

no system mac-addr

YcraHasnausaer MAC-agpec cuctembl ana otnpasku B VPC
nopTbl.

YcTaHaBAMBaAET 3Ha4YeHMeE No yMON4aHUIo

system priority value

no system

value: (1..65535)/32767

YcTaHaBnMBaeT NpuopuTeT cuctembl Ana otnpaskm B8 VPC
nopTbl. JonKeH 6biTb 04MHAKOBbIN Ha 060MX YCTPOMCTBAX.

YcTaHaBAMBAET 3HA4YEeHUE No YMON4YaHUIO

KomaHOb1 pexxcuma KoHguaypayuu VPC

BunAa 3anpoca KOMaHAHOM CTPOKK pexunuma KoHdurypaumm VPC-group:

console (config)# wvpc group group-id

console (config-group) #

Tabnnua 97 — KomaHabl pexkuma KoHourypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

domain domain_id

no domain domain_id

domain_id: (1..255)

YcraHasnusaet VPC-group uneHom VPC-gomeHa.

Ucknouvaet VPC-group us VPC-gomeHa.

vpc-port group

no vpc-port group

group: (1..48)

Lobasnsaet Port-Channel 8 VPC-rpynny.

Wckntouaet Port-Channel us VPC-rpynnbl

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 98 — KomaHabl pexkmuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show vpc

OTobparkaeT nHbopmaumto o Kodurypauum VPC

show vpc group id

OTobpaxkaeT uHGopmaumto o Tekylem coctossHum VPC Group id

show vpc peer-detection

OTobparkaeT cocTosHMe cnyKbbl peer detection protocol)

show vpc role

OTobparkaeT MHOPMALMIO O POAU YCTPOMCTBA

show vpc statistics peer {
keepalive | link | detection

}

OTobparkaeT cocToAHME CHETUMKOB CNyK6bl VPC
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5.14 Hactpoiika IPv4-agpecauun

B AaHHOM pa3gene onucaHbl KOMaHAbl ANA HACTPOMKKN CTaTUYECKUX NapameTpoB IP-agpecauunm, Takux
Kak IP-agpec, macka noaceTtu, W03 No ymosdaHuto. Hactpoiika npotokosioB DNS m ARP onucaHa B
COOTBETCTBYOWMX pa3genax 4OKYMeHTauuu.

KomaHObI pexcuma KoHgu2ypauuu uHmepgeltica Ethernet, uHmepdgpelica 2pynnesl nopmos, VLAN,
Loopback

BuA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol
noptos, nHTepdeica VLAN, nutepdeica Loopback.

console (config-if) #

Tabanuya 99 — KomaHabl pexkMma KoHourypaumm nHtepdelica

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
ip address ip_address {mask HasHauyeHue 3agaHHOMY UHTepdelicy IP-agpeca U macku noa-
| prefix_length} ceTu.
. 3HaueHMe MacKu MoKeT 6bITb 3anucaHo 6o B ¢pop-
prefix_length: (8..32) V mate X.X.X.X, nm6o B popmare /N, rae N — Konunue-
CTBO €AUHUL, B ABOMYHOM NpPeACTaBNEHUN MACKU.
no ip address [/P_address] Ypanenwue IP-agpeca nHtepdeiica.
ip address dhcp MNonyyeHune IP-agpeca gns HacTpaMBaemoro uHTepdenca ot
DHCP-cepsepa.
V He ucnonb3syetca gna loopback—uHrepdoeiica.
no ip address dhcp 3anpeT ncnonb3oBaHua npotokona DHCP gna nonyyeHua IP-
afpeca BblIbpaHHbIM MHTEpdeiicom.
ip unnumbered [vlan PaspewwaeT KoHbUTyprpyemomy UHTepdeicy 3aumcTeoBaThb |P-
vlan_id | loopback loop- vlan_id: (1..4094); appeca VLAN u Loopback-uxtepdelica.
back_id] loopback_id: (1..64)
no ip unnumbered OTKAtOYaeT GYHKLMIO 3aMMCTBOBaHMA aapeca.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOMW CTPOKM B peXKUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnuua 100 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

3HayeHue/3Ha4yeHuUe .
KomaHoa / Aeiicmeue
Mo ymon4YaHuro
ip default-gateway ip_ad- 3afaeT 414 KOMMYyTaTopa afPec LUAK03a NO YMOAYaHUIO.
—/wno3 no
dress
- YMONYaHMIO He 3a4aH —
no ip default-gateway YpanaeT HazHayYeHHbIN agpec Wt03a No YMOIYaHUIo.
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ip helper-address {ip_inter-
face | all} ip_address
[udp_port_list]

no ip helper-address {ip_in-
terface | all} ip_address

—/BbIK/OYEHO

BkntouaeT nepeagpecaumio wmpokoselwaTenbHoix UDP-nakeTtos
Ha onpeaeneHHbIN agpec.

- ip_interface — IP-agpec uHTepdelica, ANA KOTOporo
BbINOJIHAETCA HAaCTPOWMKaA;

- all — nosBonseT BbI6GpaTh Bee IP-uHTEpdElich ycTponcTBa;

- ip_address — |P-aapec Ha3Ha4YeHusA, Ha KoTopbIil ByayT
nepeHanpasnATbcA nakeTbl. 3HayeHme 0.0.0.0 oTKAOYaeT
nepeagpecauuio;

- udp_port_list — cnucok noptos UDP. LLinpokoBelLaTebHbIl
TpaduK, HanpaBAEHHbIM Ha NepeyncieHHble B CNIMCKe NOpPTbl,
nopaBepraeTca nepeagpecaunn. MakcumanbHoe obuiee
KO/IMYeCTBO NMOPTOB M aAPeCcoB Ha ycTpolicTBo — 128.

OTMeHseT nepeaspecaumio Ha 3agaHHbIX MHTepdelicax.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 101 — KomaHgb! pexxkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear host {* | word}

word: (1..158)
CMMBO/IOB

Ypaanaet n3s namAatn nonydeHHble no npotokony DHCP 3anucu
COOTBETCTBUI MMeH nHTepdeiicos n nx IP-agpecos.
* — yaanuTb BCE COOTBETCTBUA.

renew dhcp {gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
vlan vian_id | port-chan-
nel group | oob} [force-au-
toconfig]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

Otnpasnset 3anpoc K DHCP-cepeepy Ha obHoBneHMe IP-aapeca.
- force-autoconfig — npun o6HoBNeHUM IP-aapeca 3arpy:kaeTtcs
KoHdurypaumsa c TFTP-cepsepa.

show ip helper-address

OTobparkaeT Tabamuy nepeaspecaLMm LWMPOKOBELLATEIbHbIX
UDP-nakeToB.

KomaHObI pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKM B pexkume Exec:

console>

Tabnunua 102 — Komanapl pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

show ip interface [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback_id | vlan
vlan_id | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback_id : (1...64)
vlan_id: (1..4094)

MoKasbiBaeT KOHdUrypauuio IP-agpecaLmmn ans ykasaHHOTO
nHTepdelica.
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5.15 Hactpoiika Green Ethernet

Green Ethernet — TexHOnOrMA, NO3BONAKOLLAA CHU3UTb 3HepronoTpebsieHMe ycTPoOMCcTBa 3a cuyer
OTK/IIOYEHUA NMUTAHUA A1 HEAKTUBHbIX 9/1EKTPUYECKUX MOPTOB U U3MEHEHUA YPOBHSA NepesaBaeMoro CMrHana

B 3aBUCMMOCTU OT A/INHbI Kabens.

KomaHObI pexxcuma 2a0b6an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 103 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

green-ethernet energy-de-
tect

BkAtoyaeT saHeprocbeperaowmii PerkMm ANs HeaKTUBHbIX
nopToB.

no green-ethernet
short-reach

no green-ethernet en- /Beiknioden OTKAKOYaeT aHeprocbeperatoLLmit pexnm ana HeaKTUBHbIX
ergy-detect nopToB.
green-ethernet short- BkntovaeT sHeprocbeperatowmii pexkum AN NopTos, K KOTOPbIM
reach NOAKNHYAIOTCA YCTPOMCTBA C A/IMHOMN Kabensa NogKntoYeHus
MeHbLLE MOPOroBOro 3HaYEHWA, YCTaHABANBAEMOTO C MOMOLLbHO
—/BbIK/IOYEH

KomaHabl green-ethernet short-reach threshold.

OTK/OYaeT sHeprocbeperaoWwmin PeXXMM Ha OCHOBAHUU ANUHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabnunua 104 — KomaHabl pexkuma KoHdurypaumm nHtepdeliica Ethernet

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

green-ethernet energy-de-
tect

BKntoyaeT sHeprocbeperatowmii pexxum ana nHtepoeliica.

no green-ethernet
short-reach

no green-ethernet en- /Buntoten OTK/OYaeT aHeprocbeperaoWwmin pexxum ana nHtepdeica.
ergy-detect
green-ethernet short- BkntoyaeT sHeprocbeperatowmin pexkum Ha 0OCHOBaHUWN ANUHBI
reach Kabens.

—/BKNtoyeH

OTKAtoYaeT aHeprocbeperatoLmiti pexmnm Ha OCHOBAHUK A/IUHbI
Kabens.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#
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Tabnmua 105 — KomaHapl pexkmma Privileged EXEC

3HavyeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymosn4aHuro
show green-ethernet [giga- OTobparkaeT CTaTUCTUKY green-ethernet.
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48);
gabitethernet te_port | for- te_port: (1..8/0/1..24);
tygigabitethernet fo_port | fo_port: (1..8/0/1..4);
detailed]
green-ethernet power-me- . C6pacbIBaeT CYETYMK U3MEPUTENA MOLLLHOCTM.
ter reset
[pumepsi 8bIM0AHEHUS KOMAHO
=  OTo06pa3unTb CTaTUCTUKY green-ethernet:
console# show green-ethernet detailed
Energy-Detect mode: Disabled
Short-Reach mode: Disabled
Power Savings: 82% (0.07W out of maximum 0.40W)
Cumulative Energy Saved: 0 [Watt*Hour]
Short-Reach cable length threshold: 50m
Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length
tel/0/1 on off on off off
tel/0/2 on off on off off
tel/0/3 on off on off off
tel/0/4 on off on off off
tel/0/5 on off on off off
tel/0/6 on off on off off

5.16 Hactpoiika IPve-agpecauun

5.16.1 Npomokon IPv6

KommyTtaTopbl noagep:kusatoT paboty no npotokony IPv6. Mopgaeprkka IPv6 saBnaetcs BaXKHbIM
OOCTOMHCTBOM, MOCKOJIbKY MpPOTOKoA IPv6 npu3BaH, B mMepcnekTuse, NMOJIHOCTbIO 3aMEHUTb aZpecaLuto
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 nmeet pacwmpeHHoe agpecHoe npocTpaHcTeo — 128
61T BmecTo 32. Agpec IPv6 npeactasnseT cobont 8 6/10K0B, pasaefieHHbIX ABOETOYNEM, B KaxKaom 6aoKe 16
61T, 3aNMCaHHbIX B BUAE YeTblpex WeCcTHaAUaTePUYHbIX YNCe.

MoMUMO yBENMUYEHMA a[PECHOro MPOCTPAHCTBA MNPOTOKON IPV6 MMEeT MepapXMyecKkylo cxemy
agpecaumn, obecneuyvBaeT arperaumio MaplIpyToB, ynpollaer Tabauuy MapwpyTM3aumu, npyv 3TOM
a3 deKTMBHOCTb PaboTbl MapLIPYTU3aTOPa NOBbLILLAETCA 33 CYET MeXaHN3Ma 0BHapyKeHUs coceaHMX Y3108.

NokanbHble agpeca IPv6 (IPv6Z) B KOmMMyTaTope HasHayalTcA WHTepdeicam, nosTomy npwu
ncnoab3oBaHuKU IPv6Z-aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTCa caeayowmii popmar:

<ipv6-link-local-address>%<interface-name>
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roe:

interface-name — umsa nHtepdeinca:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>

decimal-number=0|1]12|3|4|5]|6|7]|8]9

physical-port-name = gigabitethernet (1..8/0/1..48) | tengigabitethernet (1..8/0/1..24) | for-
tygigabitethernet (1..8/0/1..4)

V‘ Ecnau 3HaueHMe rpynnbl UM HECKONIbKUX FPYNN NOAPAA B aapece npoTtoKona IPvé paBHO
Hynto — 0000, TO paHHble rpynnbl MoOryT 6biTb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moKeT 6bITb cOKpaweH o FE40::AD21:FE43.
CoKpalleHUIo He MoryT 6biTb NOABEPrHyTbl 2 pa3geneHHble HyaeBble rpynnbl U3-3a BO3-
HUKHOBEHUA HEOAHO3HAYHOCTM.

V ‘ EUI-64 — 3710 naeHTMdMKaTop, co3gaHHbI Ha 6ase MAC-agpeca uHtepdeiica, asnsio-
wmiica 64 mnagwmmm 6utamm IPv6-agpeca. MAC-agpec pasbusaerca Ha aABe yacTy no 24
6uTta, mexkay KoTopbimu aobaBnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabanua 106 — KomaHgb! pexuma rnobanbHoi KoHdUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 default-gateway
ibv6_address

no ipv6 default-gateway
ibv6_address

3apaeT 3HaYeHue IoKanbHOro agpeca IPv6-wao3a no
YMONYAHMIO.

Ypanaer HacTpolKku IPV6-1unt03a No yMonYaHuio.

ipv6 neighbor ipv6_address
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}
mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Co3paet cTaTnyecKkoe cooteeTtcTene mexgy MAC-agpecom
cocegHero ycTpoicTsa u ero IPv6-agpecom.

- ipv6_address — IPv6-agpec;

- mac_address — MAC-agpec.

Ypanaet ctatuyeckoe cootsetctame mexay MAC-agpecom
cocepgHero ycTpoicTsa u ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3agaeT orpaHuyeHue ckopoctu ans ICMPv6-coobuieHmnii 06
owmnbKax.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

ipv6 route
prefix/prefix_length
{gateway} [metric]

no ipv6 route prefix
/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1

JobasneHune ctaTmyeckoro mapupyta IPv6

- prefix — ceTb Ha3HayeHwus;

- prefix_length — npeduKc Macku ceTn (KONMYEeCTBO eauHNLL, B
Macke);

- gateway — W03 AN JOCTYNA K CETU HAa3HaYeHus;

YpaneHue ctatnyeckoro mapuwpyta IPv6.
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ipv6 unicast-routing BktouaeT nepeHanpasneHne o4HOAAPECHbIX NAKETOB.

— /BbIKOYEHO

no ipv6 unicast-routing OTKANtoYaeT NnepeHanpaBieHne 04HOALPECHbIX NAKETOB.

KomaHObl pexcuma KoHgpuaypauyuu uHmepaetica (VLAN, Ethernet, Port-Channel)

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdurypaumm nHtepdelica:

console (config-if)#

Tabnnua 107 — KomaHgbl pexkuma KoHdurypaumm nntepoeliica (Ethernet, VLAN, Port-channel)

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ipv6 enable

no ipvé enable

—/BbIK/OYEHO

BKntoyaeT noaaepkky IPv6 Ha uHTepdelice.

OTKAtovaeT noaaepKy IPv6 Ha uHTepdelice.

ipv6 address ipv6_address/pre-
fix_length [eui-64] [anycast]

no ipv6 address [ipv6_ad-
dress/prefix_length] [eui-64]

prefix-length: (0..128)
((0..64) ecnn
ucnonb3yetcs napameTp
eui-64)

3agaet IPv6-agpec Ha nHTepdelice.

- ipv6_address — |Pv6-agpec, HasHauyeHHbI MHTepdeicy (8
610K0B pa3aeieHHbIX ABOETOYMEM, B KaxKgoM 610Ke 16 6uT, 3a-
MUCAHHbIX B BUAE YETbIPeX LWeCTHAALATEPUYHBIX Ynucen);

- prefix_length — pnuHa npedukca IPv6 — pecatmyHoe yncno
— KOJZIMYECTBO CTapLlumx BUT agpeca cocTaBastowmx npeduKc;

- eui-64 — naeHTUPUKATOP, CO3AaHHbIN Ha H6ase MAC-agpeca
MHTepdeiica, 3anucbiBaeTca B 64 mnaawmnx buta IPv6 agpeca;

- anycast — yKa3blBaeT, YTo 3a4aHHbIM agpec anycast-agpec.

Ypanset IPv6-aapec c uHtepoeiica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyanumio
aBTOMaTUyecKas
KOHPUrypaLma BKAOYEHA,
ajpeca He Ha3HayeHbI.

BKntoueHMe aBTOMaTUYECKOW KOHUrypaumm IPvb-agpecos Ha
nHTepderice. Aapeca HacTpamBaloTCA B 3aBUCMMOCTM OT npe-
¢duKcoB, KoTOopble nosyyeHbl B coobuweHusx «Router
Advertisement».

YcTaHaBAMBaEeT 3HAYEHNE MO YMOYAHUIO.

ipv6 address ipv6_address/pre-
fix_length link-local

no ipv6 address [ipv6_ad-

Mo YMONYaHUIO 3Ha4YeHune
JI0KaNbHOTrO agpeca:

3agaeT noKanbHbIN IPv6-agpec nHtepdeliica. Crapwme 6uUTbl 1o-
KanbHbIX IP-agpecos B IPv6 — FE80::

Ypanset nokanbHbIn IPv6-aapec.

dress/prefix-length link-local] (FE80::EVI64)
ipv6 nd dad attempts at- 3afaeT KOMYecTBO COObLEeHUN-TpeboBaHUI, NepesaBaemMbix
tempts_number (0.600)/1 MHTepdEcoM B3aMMOAENCTBYIOLWEMY YCTPOMCTBY B C/lydHae 06-
- HapyKeHua aybnunkaumm (konnmsum) IPve-agpeca.
no ipv6 nd dad attempts Bo3BpaluaeT 3Ha4YeHWe Mo YMONYAHUIO.
ipv6 unreachables BkntoyeHne ICMPV6 coobLLEHUIT O HEJOCTUMKMMOCTM agpecaTa
—/enabled npu nepegave NakeTos Ha onpeaeneHHbI MHTepdeic.

no ipv6 unreachables

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ipvé mld version version

no ipvé mld version

version: (1..2)/2

OnpepeneHuve sepcum npotokona MLD ana nHtepdelica.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO

KomaHOb! pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#
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Tabnnua 108 — KomaHabl pexxuma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymMoa4YaHuro
show ipv6 neighbors Moka3sbiBaeT MHbopmaumio o cocegHux IPv6 ycTpoiicTeax, co-
{ipv6_address | giga- gi_port: (1..8/0/1..48); [AeprKallytocs B Kalle.
bitethernet gi_port | tengi- te_port: (1..8/0/1..24);
gabitethernet te_port | for- fo_port: (1..8/0/1..4);
tygigabitethernet fo_port | group: (1..48);
port-channel group | vlan vlan_id: (1..4094)
vlan_id}
clear ipv6 neighbors OumlaeT Kaw, cofepsKalmin MHPOpMaLUU0 O COCeAHMX
— ycTpoicTBax, paboTatoLwmx no npotokony IPv6. MHpopmaumn
0 CTAaTUYECKUX 3aNUCAX COXPaHAETCA.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 109 — KomaHab! pexkuma EXEC

KomaHda 3HayeHue/3Ha4yeHue Aelicmeue
Mo ymMon4YaHuto
show ipv6 interface [brief | MoKa3sblBaeT HAacTPOWKKM NpoToKoa IPv6 Ana yKasaHHOIo UH-
gigabitethernet gi_port | gi_port: (1..8/0/1..48); Tepdeiica.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48);
group | loopback | vlan vlan_id: (1..4094)
vlan_id]
show ipv6 route [summary MokasbiBaeT Tabanuy IPv6-mapLupyTos.

| local |connected | static
| ospf | icmp | nd |

ipv6_address/ipv6_prefix | gi_port: (1..8/0/1..48);
interface {gigabitethernet te_port: (1..8/0/1..24);
gi_port | fo_port: (1..8/0/1..4);
tengigabitethernet te_port group: (1..48);

| fortygigabitethernet vlan_id: (1..4094)

fo_port | port-channel
group | loopback | vlan
vlan_id}]
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5.17 HacTtpoiKa NnpoTOKoN0B

5.17.1 Hacmpolika npomoKosaa DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHoOW 3agayelt npotokona DNS sasnsetcs onpegeneHue IP-agpeca y3na ceTu (xocTta) no 3anpocy,
coAeprKalleMy €ero AoMeHHoe uMA. basa fAaHHbIX COOTBETCTBUIA AOMEHHbBIX MMEH Y3/10B CETU WU
cooTeeTcTBYOWMX UM IP-agpecos Begetca Ha DNS-cepsepax.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pexKume rn1o6anbHON KOHPUrypaumm:
console (confiqg) #

Tabnnua 110 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip domain lookup

no ip domain lookup

—/BKNOYEHO

PaspewaeT ncnonb3osaHue npotokona DNS.

3anpewaeT ucnosib3oBaHue npotokona DNS.

ip dns server

no ip dns server

— /BbIKAOYEH

BkntouaeT paboty DNS-cepBepa.

BbikntoyaeT paboty DNS-cepsepa.

ip name-server
{serverl_ipv4 address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

no ip name-server
{server1_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

Onpegensnet IPv4/IPv6-agpeca ansa goctynHbix DNS-cepsepos.

Ypansaet IP-agpec DNS-cepBepa 13 cnucKa JOCTYMHbIX.

ip domain name name

no ip domain name

name: (1..158) cumsonos

Onpepenser 4OMEHHOE UMA MO YMOIYaHMIo, KoTopoe byaert
MCNONb30BaTbLCA MPOrPaMMON, 418 AONOAHEHUA
HenpaBu/IbHbIX LOMEHHbIX UMEH (LOMEeHHbIX MUMeH 6e3 TOUKM).
[N OMEHHbIX MMeH 6e3 TOUYKM B KoHeL, MMeHn byaeT
[06aBNATLCA TOUKA M YKa3aHHOE B KOMaHAE LOMEHHOE UMS.

Ypanaetr fOMeHHOe UMA No YMOYaHUIO.

ip host name address1
[address2 ... address8]

no ip host name

name: (1..158) cumsonos

OnpepenseT cTaTUYeCcKMe COOTBETCTBMA MMEH Y3108 ceTu IP-
agpecam, Aob6aBaAeT ycTaHOB/IEHHOE COOTBETCTBUE B K3LL.
DyHKUMA nokanbHoro DNS. MorkHo onpegenuTs go BocbMu |IP-
agpecos

Ypanaet ctaTuyeckue COOTBETCTBUA MMeEH Y3108 ceTu IP-
ajpecam.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#
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Tabnnua 111 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
1o ymMon4YaHuro

KomaHoa

Aelicmeue

lear host *
clear host {name | *} name: (1..158) cumsonos

Ypanaet 3anucb COOTBETCTBUA UMEHM y3a ceTu IP-agpecy Kawa
nmbo Bce 3anucu (*).

show hosts [name]

name: (1..158) cumsonos

OTob6parkaeT AOMEHHOE MMA MO YMOAYaHUIO, CNMCOK DNS-
CepBepOB, CTAaTUYECKME U KILLIMPOBAHHbIE COOTBETCTBUA UMEH
y3nos cetu u IP-agpecos.

Mpyn Ncnonb30BaHUKN B KOMAHAE UMEHU y3/1a CeTH,
oTobpaKaeTcs COOTBETCTBYOLWMI emy IP-aapec.

show ip dns server

Otobparkaet ctatyc DNS-cepBepa M CNMCOK AOCTYNHbIX
cepBepos.

show ip dns server cache —

Otobparkaet Kaw DNS-cepsepa.

query_name: (1..158)
CUMBOJIOB:
query_type: (1..255, a,
ptr, aaaa)

show ip dns server cache
query_name query_type

OTobparkaeT NogpobHbIV BbIBOA 3aNUCK, BKAKOYAOLWMI B cebs
oTBeTbl RR Ha AaHHbIV 3anpoc query_name v query_type.

show ip dns server
counters

OTobparkeHne 0bLLero Yncna 3anpocos 1 obLLero uncna
OTBETOB HanAeHHbIX B cache-hit.

clear ip dns server cache —

OunctuTb Kaw DNS-cepsepa.

clear ip dns server
counters

OﬁHyﬂVlTb CYETYMKM 3anpoCcoB N OTBETOB.

[pumepbl UC016308AHUA KOMAHO

Mcnonb3osaTtb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, ycTaHOBUTb AOMEHHOE MMA

Nno YMO/ZTYaHNIO — mes:

console# configure

console (config)# ip name-server 192.168.16.35 192.168.16.38

console (config) # ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBUE: Y3€/1 CETU C UMeHeMm eltex.mes numeert IP-agpec 192.168.16.39:

console# configure

console (config) # ip host eltex.mes 192.168.16.39

5.17.2 Hacmpolika npomokona ARP

ARP (Address Resolution Protocol — npoTOKon paspelleHus aapecoB) — MNPOTOKOA KaHa/bHOIo
YPOBHSA, BbINOAHALOWMIA PyHKUMIO onpeaeneHns MAC-agpeca Ha OCHOBaHMM cogeprKalueroca B 3anpoce |P-

agpeca.

KomaHabl pexxuma rnobasbHon KoHdurypaumm

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaumumu:

console (config) #
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Tabnmua 112 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no yMmoa4YaHuro
arp ip_address hw_address [LobasnaeT ctaTMyeckyto 3anuncb cootsetcTamsa IP- 1 MAC-
[gigabitethernet gi_port | dopmart ip_addr: A.B.C.D; | aapecos B Tabnunuy ARP gna ykasaHHOro B KOmaHae
tengigabitethernet te_port ¢dopmat hw_address: uHTepdelica.
| fortygigabitethernet H.H.H - ip_address — IP-agpec;
fo_port | port-channel H:H:H:H:H:H - hw_address — MAC-agpec.
group | vlan vian_id | oob] H-H-H-H-H-H;
no arp ip_address gi_port: (1..8/0/1..48); YpanaeT ctaTMyeckyto 3annck cootsetctema IP- 1 MAC-aapecos
[gigabitethernet gi_port | te_port: (1..8/0/1..24); 13 Tabamupbl ARP 4ns yKasaHHOTO B KOMaHae MHTepodeiica.
tengigabitethernet te_port fo_port: (1..8/0/1..4);
| fortygigabitethernet group: (1..48)
fo_port| port-channel vlan_id: (1..4094)
group | vlan vian_id | oob]
arp timeout sec HacTpansaeT Bpemsa }KM3HM AUHAMUYECKUX 3anmcen B Tabanue
sec: (1..40000000)/60000 ARP (cex).
no arp timeout cex YcTaHaBAMBaeT 3HaYeHMeE MO YMONYAHMUIO.
ip arp proxy disable OTKAOYaeT pexkmum npoKkcnposaHma ARP-3anpocos ana
. KOoMMyTaTopa.
- - —/OTKNIOUEH
no ip arp proxy disable BkatouaeT pexkum npokcmposaHua ARP-3anpocoB ans
KoMMyTaTopa.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabanua 113 — KomaHgbl pexkuma privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
Mo ymMoan4YaHuro
clear arp-cache Yaanset Bce AMHaMUYeckue 3anmcu u3 ARP-Tabamupl (KomaHaa
o [LOCTYyMNHA TONbKO AN NPUBUIETMPOBAHHOTO No/b30BaTeNA).
show arp [ip-address ip_ad- dopmar ip_address: Moka3biBaeT 3anucn ARP-Tabaunupl: Bce 3anucu, duabTp no IP-
dress] [mac-address A.B.C.D agpecy; ounbtp Nno MAC-agpecy; dunbTp no nHTEpdelicy.
mac_address] [giga- dopmat mac_address: | - ip_address — |P-agpec;
bitethernet gi_port | tengi- H.H.H vam H:H:H:H:H:H | - mac_address — MAC-agpec.
gabitethernet te_port | for- unn H-H-H-H-H-H;
tygigabitethernet fo_port | gi_port: (1..8/0/1..48);
port-channel group | oob] te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);

group: (1..48)
show arp configuration MokasbiBaeT rnobanbHyo KoHdurypaumuto ARP 1 KoHbUrypauuio
o ARP pgns nntepdelicos.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bua 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:

console (config-if)#
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Tabnnua 114 — KomaHabl pexkuma interface configuration

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o ymoa4aHuro

ip proxy-arp BkntoyaeT pexkmm npokcuposaHua ARP-3anpocos Ha

HacTpanBaemom MHTepoeice
- —/BKAIOYEHO

no ip proxy-arp OTKNtOYaeT pexxnm NpoKcnposaHna ARP-3anpocos Ha
HacTpanBaemom MHTepoeice

arp timeout sec HacTpanBaeT Bpemsa }KMU3HM AMHAMUYECKMX 3anuceit B Tabauue

sec: (1..40000000)/ ARP (cek) ans HacTpansaemoro nHTepoeiica.

no arp timeout rnobanbHan HacTpoiika | YcTaHaBAMBaeT 3HaYeHME N0 YMONYaHMIO (yCTaHaBAMBaeTcA
rnobanbHo).

ip local-proxy-arp BkntoyaeT Ha nHTepdelice pyHkumoHan Local Proxy ARP
(kommyTaTop ByaeT oTBeyaTb Ha ARP-3anpochl K XocTam,
HaXoAALWMMCA B TOM YMcie Ha 3Tom e L3-untepdelice). Ana

—/BbIK/IOYEHO .

paboTbl AaHHON GYHKLMU Ha NOPTY HEOBXOAMMO BKIOUUTD
06bI4HbIV Proxy ARP (IP proxy-arp).

no ip local-proxy-arp OTKkntoyaeT dyHKumoHan Local Proxy ARP Ha uHTepdelice.

[pumepbl UCI016308AHUA KOMAHO

[Jo06aBuTb cTaTMyecKyto 3anucb B ARP-Tabauuy: IP-agpec 192.168.16.32, MAC-aapec 0:0:C:40:F:BC,
YCTAHOBMUTb BPEMS XKU3HU AMHAMUYECcKuMX 3anucein B ARP-Tabaunue — 12000 cekyHA:

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet
1/0/2

console (config)# exit

console# arp timeout 12000

= [lokasaTtb coaeprkmumoe ARP-Tabaunubl:

console# show arp

VLAN Interface IP address HW address status

vlian 1 te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.17.3 Hacmpolika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpaumun. MpoTokon nossonser
pacnpocTpaHuTb no cetn uaeHtuoumkatopbl VLAN. OcHoBHOM ¢yHKumen npotokona GVRP ssasetcs
obHapyKeHne nHbopmaunmn ob oTCyTCTBYIOLWMX B Base AaHHbIXx KommyTatopa VLAN-ceTAX Npu noayYyeHuu
coobuweHnit GVRP. Nonyuns nupopmaumio 06 otcytcreyrowmx VLAN, KommyTtaTop aobasnset ee B cBoto H6asy
OaHHbIX.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnmua 115 — KomaHabl pexkmma rnobanbHom KoHpuUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

gvrp enable

no gvrp enable

—/BbIK/IOYEH

BkatouaeT ncnonbsosaHme npoTokona GVRP-kommyTaTopom.

BbIkntoyaeT ucnonb3oBaHme npoTokona GVRP-kommyTaTtopom.

gvrp static-vlan

no gvrp static-vlan

MonyyeHHble no GVRP vian 6yayT aBTomaTMyecku f,06aBnaTbca
Bo vlan database.

OTKAtounTbL gobasneHme vlan’oB, NONyYEHHBIX NO NPOTOKONY
GVRP Bo vlan database.

KomaHObl pexcuma KoHgpuaypauuu uHmepgelica (QuanazoHa uHmepgeticos) Ethernet, uHmepdgpelica

epyrnel nopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

nopTOoB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if)#

fortygigabitethernet fo port | port-channel group}

Tabnmua 116 — KomaHabl pexmuma KoHpurypaumm nHtepdeiica Ethernet, rpynnbl nHtepdeiicos

no gvrp
vlan-creation-forbid

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymon4yaHuro
gvrp enable BkntoyaeT ncnonb3osaHune npotokona GVRP Ha HacTpavBaemom
nHTepoelice.
—/BbIKAOYEH
no gvrp enable BbikntoyaeT ucnonb3osaHme npotokosa GVRP Ha HacTpansaemom
nHTepoelice.
gvrp vlan-creation-forbid 3anpewaeT gMHamn4eckoe nsmeHeHne nam cosgarue VLAN gna
HacTpanBaemoro nHTepdeica.
—/paspelueHo

PaspelwaeT guHamun4yeckoe nameHeHue namn cosgarue VLAN gna
HacTpanBaemoro nHTepdeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonyanuio
co3gaHue u
pernctpauma VLAN Ha
MHTepodeice
paspelueHa

BbinonHAeT cHATUe pernctpaumm ana scex VLAN 1 He gonyckaeT
€034aHuA UAK perucTpauumn Hoebix VLAN Ha ZaHHOM MHTepdeiice.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

KomaHObI pexcuma KoHguypayuu uHmepgetica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHurypaumm nutepoeiica VLAN:

console (config-if)#

Tabnnua 117 — KomaHgb! pexkuma KoHdurypaumm nHtepoeiica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

gvrp advertisement-forbid

no gvrp advertisement-for-
bid

3anpewaeT aHoHcMpoBaHue VLAN no npotokony GVRP.

OTmeHseT 3anpeT Ha aHoHcupoBaHue VLAN no npotokony GVRP.
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KomaHOb! pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnnua 118 — KomaHgb! pexuma privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio
clear gvrp statistics OunLaeT HaKOMNIEHHYIO CTaTUCTUKY nNpoTokona GVRP.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
KomaHOs! pexcuma EXEC
Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console>
Tabnnua 119 — KomaHab! pexkuma EXEC
Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymon4aHuio
show gvrp configuration MokKasbiBaeT KoHbMrypauuio npoTtokosia GVRP ansa ykasaHHoro
[gigabitethernet gi_port | nHTepdeiica, 1Mbo ans Bcex MHTepdencos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]
show gvrp statistics MoKa3blBaeT HAaKOMNEHHYIO CTAaTUCTUKY No npoTokony GVRP ansa
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | ykasaHHoro uHtepdeiica, inmbo ana Bcex MHTepdeincos.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
show gvrp error-statistics MoKasblBaeT CTaTUCTMKY No owmnbKam npu paboTe NpoToKoIa
[gigabitethernet gi_port | GVRP ana ykasaHHoro uHtepoeltica, 1mbo ana sBcex uHTepdeicos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]
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5.17.4 Mexarnu3m obrHapyxceHusa nemeno (loopback-detection)

[aHHbIA MexaHM3M MO3BOASAET YCTPOMCTBY OTCAEXMBATb 3aKO/bLOBAHHbIE MOPTbI. [eTaa Ha nopTty
obHapyrKMBaeTcA NyTEM OTCbIIKM KOMMyTaTOpom dpelima c aapecom HasHauYeHMA, COBMAZAMOLLMM C O4HUM
13 MAC-agpecoB ycTponcTBa.

KomaHOb! pexrcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabanua 120 — KomaHgbl pexknuma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue

KomaHda Aelicmeue
no ymoa4aHuro

loopback-detection enable / BkatoyaeT mexaHU3M 0b6HapyKeHUA neTenb A4 KOMMYyTaTopa.

- —/BbIKAOYEHO
no loopback-detection enable BoccTaHaBAMBaeT 3HaYeHME MO YMONYAHUIO.
loopback-detection interval YcTaHaBavBaeT MHTepBan mexay loopback-ppennmamu.

seconds: (10..60)/30 o

seconds - seconds — vHTepBan BpemeHu mexay LBD dpperimamu.

— CeRYHA,
no loopback-detection interval BoccTaHaBMBaeT 3HaYeHMe N0 YMONYAHUIO
loopback-detection mode Onpeaensetr MAC-aapec Ha3HauyeHus, yKasbiBaembiii B LBD-
{src-mac-addr | dperme.
base-mac-addr | - source-mac-addr — B KauecTBe agpeca HasHayeHus
multicast-mac-addr | ncnonbsyetca MAC-agpec nopTa-UCTOYHMKaA;

- base-mac-addr — B KauecTBe agpeca HazHaYeHMA UCNO/b3yeTcA
MAC-agpec KommyTaTopa;

broadcast-mac-addr} _ Jbroadcast-mac

addr .

- multicast-mac-addr — B KauecTBe agpeca HasHayYeHus
MCNO/b3yeTCA rpynnoBoW agpec;
- broadcast-mac-addr — B kKauecTBe agpeca HazHayeHUs
MCNONb3yeTcA LWNPOKOBEeLLATeNbHbIW agpec.

no loopback-detection mode BoccTaHaBaMBaeT 3HaueHMe N0 YMONYAHUIO

loopback-detection vlan-based BkntoyaeT pexkum obHapykeHusa netam 8o VLAN. Mpu Hanuuumm
netaun Bo VLAN paHHas VLAN byzet 3abnokupoBaHa Ha nopTy, Ha

—/BbIKAOYEHO KOTopom Bblna obHapy:KeHa neTns.
no loopback-detection
P OTKANOYaeT pexxnm obHapyKeHua netam 8o VLAN.

vlan-based

loopback-detection vlan-based 3apaet Bpemsa 6n10kmposku VLAN.

recovery-time value - value — Bpems, no ucteyeHune kotoporo VLAN aBToMaTnyeckm

value: (30..1000000)
pasbiokupyetca.
- /BbIKNIOYEHO
no loopback-detection 3abnokuposaHHble VLAN He byayT BocCTaHaBIMBaTbCA
vlan-based recovery-time aBTOMATUYECKM.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgpelicos) Ethernet, uHmepgelica

epyrnnel nopmos

Bupa 3anpoca KoMaHAHOW CTPOKK B pexkume KoHpurypaummn nutepdeica Ethernet, nntepdeica rpynnoi
NopTOB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | port-channel group}

console (config-if) #
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Tabnmua 121 — KomaHabl pexuma KoHpurypaumm nHtepodeiica Ethernet, rpynnbl uHTepdeicos, nHTepdeica
VLAN

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no ymoa4YaHuro
loopback-detection enable / BK/tOYaeT MexaHW3m 0bHapy»KeHuna neTesb Ha NopTy
- —/BbIK/OYEH
no loopback-detection enable BoccTaHaBAMBaET 3HaYEHME MO YMOYAHUIO

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 122 — KomaHab! pexkuma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

show loopback-detection OTobparkaeT coctosHMe mexaHnsma loopback-detection.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48).
group | detailed]

5.17.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHOW 3agaveit npotokona STP (Spanning Tree Protocol) asnsetca npuseaeHue cetu Ethernet c
MHOXXeCTBEHHbIMN CBA3AMU K ,D,peBOBMAHOﬁ TONOJ10MUMK, VICKﬂPO'«IaI-OLLI,eﬁ LUWKNbl MaKeToB. KOMMyTaTOpr
06MeHMBalOTCA KOHOUIYpPaLMOHHBIMU COOBLEHNAMW, WCMONb3yA Kagapbl cneuuanbHoro ¢opmarta, u
BbIOOPOYHO BK/IHOYAIOT M OTK/KOYAIOT Nepeaayy Ha nopTbl.

Rapid (6bicTpbiit) STP (RSTP) saBnaeTcs ycoBeplueHCTBOBaHMEM npoToKona STP, xapaKTepusyetca
MEHbLUMM BpemeHeM NPUBeLEHUA CETU K APEeBOBMAHON TONOAOMMU U UMeET 60o/iee BbICOKYH YCTOMYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnsercA Haubonee coBpemeHHOM peanusaumen STP,
nogaeprkmeatollelt ncnonbsosaHne VLAN. MSTP npeanonaraet KoHpurypaumno Heobxoaumoro KonmyecTsa
3K3eMNASPOB CBA3YIOLWErO AepeBa (spanning tree) BHe 3aBMCMMOCTM OT umcna rpynn VLAN Ha KommyTaTope.
Kaxabl aK3eMNAAp MOXKET cogepraTb Heckosbko rpynn VLAN. Hegoctatkom npotokona MSTP sBnsieTcs 1O,
YTO HA BCEX KOMMYTATOpax, B3aumogenctaytowmx no MSTP, fonxHbl ObiTb OANHAKOBO CKOHPUIYPUPOBaHbI
rpynnol VLAN.

V MaKcumasibHO J0oNyCTUMOE KOMYecTBo 3K3emnaapos MSTP yKasaHo B Tabauue 9.

MexaHu3m Multiprocess STP npeaHasHayeH 418 co34aHuA He3aBUcUmbIX aepesbes STP/RSTP/MSTP Ha
nopTax yCTPoOMNCTBa. M3meHeHMA cOCTOAHUA OTAENbHOMO AePeBaA HE OKa3blBatoOT BAMAHMA Ha COCTOSIHUE APYruX
AepeBbeB, YTO NO3BOJIAET MNOBbICUTb YCTOMUYMBOCTb CETU U COKPATUTb BPEMA NEPeCcTPOEHMA AepeBa B Cy4yae
0TKa3oB. [pu KOHOUIypMpoBaHMU crieayeT WCKAUYUTb BO3MOMKHOCTb BO3HMKHOBEHMA KOJIEL, Mexay
nopTaMm-4seHaMm pasHbix gepesbeB. 18 06CnyKMBAHUA N30/IMPOBAHHbIX AEPEBLEB B CUCTEME CO34aETCA
OTAEe/bHbIN NpoLLece Ha Kaxgoe aepeso. C npoueccom conocTaBAaoTcA NOPTbI YCTPOMCTBA, MPUHaAfexKalme

aepesy.
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5.17.5.1 Hacmpolika npomokona STP, RSTP

KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoM KoHbUIypaumm:
console (config) #

Tabnnua 123 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmesue

spanning-tree

PaspewaeT ncnonb3oBaHne KOMMYTAaTOPOM NpoTOKona STP.

- —/BKAOYEHO
no spanning-tree 3anpelLlaeT UICNO/Ib30BaHME KOMMYTAaTOPOM NpoToKona STP.
spanning-tree mode {stp | YcTaHaBAUBaET pexkum paboTbl NpoTokona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
—/RSTP - mstp — IEEE 802.1S Multiple Spanning Tree Protocol.

no spanning-tree mode

- pvst — Per-Vlan Spanning Tree Protocol.
- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

spanning-tree forward-time
seconds

no spanning-tree for-
ward-time

seconds: (4..30)/15 cek

YcTaHaBAMBaeT MHTePBa/l BPEMEHM, 3aTPauMBaeMbli Ha
npocnywmBaHue u n3ydyeHme cocToAHUI nepes
nepekNtoYeHNeM B COCTOAHME Nepesayn.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBAMBAET MHTEPBaN BPEMEHU MEXK Ay nepeaadamm
LWMpOKOoBeLLaTeNbHbIX coobuweHuit «Hello» K
B3aMMOZLENCTBYIOLLMM KOMMYTaTOpPam.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree loopback-guard

PaspeluaeT 3aWwmTy, BbIKAOYAOLWYHO Nt060M MHTepdeNc npu
npuveme naketos BPDU.

- —/3anpeleHo - —
no spanning-tree loop- 3anpelLaeT 3aWuTy, BbIKAOYaOLLY0 MHTepdelic Npy Npuéme
back-guard nakeTtos BPDU.
spanning-tree loopguard de- BkntounTb dyHKLMIO Loop Guard gna Bcex NnopToB..
fault

—/oTK/04eHO

no spanning-tree loopguard
default

OTkAoUMTL dyHKLMIO Loop Guard.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT Bpemsa XU3HW cBasyloLwero aepesa STP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

Hactpansaet npuoputeT ceAasyoLwero aepesa STP.
3HayeHue nNpuopuTeTa A0KHO 6bITb KpaTHO 4096.

YcTaHaBAMBaET 3HAYEHWe Nno YMONYaHULO.

spanning-tree pathcost
method {long | short}

YcTaHaBAuBaeT MeTo, onpeaeeHns LLeHHOCTU NyTHn.
- long — 3HayeHune ueHHocTH B granasoHe 1..200000000;

—/long - short — 3HauyeHue LeHHOCTM B AnanasoHe 1..65535.
no spanning-tree pathcost YcTaHaBnMBaeT 3Ha4YeHne No yMONYaHUIo.
method
spanning-tree bpdu {filter- Onpegenser pexxum 06paboTku naketos BPDU-
ing | flooding} WHTEpdENcoM, Ha KOTOPOM BbIKtOYEH NPOTOKoA STP.
- filtering — Ha uHTepdelice c BbIKOYEHHBIM MPOTOKO/IOM
—/flooding STP BPDU-nakeTbl punbTpytoTcs;

no spanning-tree bpdu

- flooding — Ha nHTepdeiice c BbIKNHOYEHHbIM MPOTOKOIOM
STP HeTernpoBaHHble BPDU-nakeTbl nepegatorca,
TerupoBaHHble — GUNLTPYHOTCA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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spanning-tree process id

id: (1..31)/0

no spanning-tree process id

KomaHgza co3gaeT oTaenbHbli Npouecc U nepesoguT
KOMaHZAHbI MHTepdENC B peXXnUM ero KoHdurypauum.
BHYTpM npouiecca npMMeHMMBbI BbileyKa3aHHble
V KOMaHAbl:
spanning-tree forward-time seconds;
spanning-tree hello-time seconds ;
spanning-tree max-age seconds ;
spanning-tree priority prior_val

Ypanser yKasaHHbIM npoLecc.

spanning-tree tc-protection

no spanning-tree tc-protec-
tion

BKtoyaeT orpaHuYeHne Ha Konnyectso obpabaTtbiBaemMbIx
TCN/TC BPDU 3a yCTaHOBAEHHbIN MHTEPBaAN BpemeHu ana
STP, RSTP, HyneBoro ak3emnnapa MSTP.

BbIKNtOYaEeT orpaHuYeHme Ha KomyecTBo obpabaTbiBaembix
TCN/TC BPDU.

spanning-tree tc-protection
interval seconds

no spanning-tree tc-protec-
tion interval

seconds: (1..10)/2 cex.

YcTaHaB/MBaET MHTEPBA OFPaHUYEHNA KOIMYECTBa
obpabaTbiBaembix TCN/TC BPDU.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

spanning-tree tc-protection
treshold count

count: (1..255)/1

no spanning-tree tc-protec-
tion treshold

YcTaHaB/IMBaeT MaKCMMalbHOE KOJIMYECTBO
obpabaTbiBaembix TCN/TC BPDU 3a 3a4aHHbI MHTEpBan
BpeMEHMU.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

’ ' Mpun 3apaHun STP napametpos forward-time, hello-time, max-age Heo6xogumo Bbi-
e nonHexnue ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica epynnsl Mopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaumm nHtepdeica Ethernet, nHrepdeiica rpynnbi
NopTOB:

console (config-if) #

Tabnuua 124 — KomaHapl pexkuma KoHourypaumm nntepdeiica Ethernet, rpynnei noptos

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

spanning-tree disable

3anpewaeT paboTy npoTtokona STP Ha KOHOUTypUpyemom
nHTepoelice.

no spanning-tree disable —/paspewenio PaspewwaeT paboTty npotokona STP Ha KOHPUTyprpyemom
MHTepodeiice.
spanning-tree cost cost YcTaHaB/MBaeT LLeHHOCTb MyTW Yepes AaHHbIA uHTepdelic.
cost: - oSt — LLeHHOCTb NyTW.

no spanning-tree cost

(1..200000000)/cm.
Tabanuy 125

YcTaHaBAMBAET 3HaYeHWE, ONpeaeifieMoe Ha OCHOBaHUM
CKOPOCTM MOpTa U MeToAa ONpeseNeHUs LLeHHOCTU NyTH,
cm.Tabanuy 125

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YcTaHaBAMBaeT npuopuTeT nHTepdelica B cBasyioLLeM AepeBe
STP.

V 3HaueHue NpuMopuTeTa [0/KHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree portfast
[auto]

no spanning-tree portfast

—/auto

BKNOYAET PeXMM, B KOTOPOM NOPT NPU NOAHATAN HA HEM IMHKA
Cpa3y CTaHOBUTCA B COCTOSIHWUE Nepeaayn, He AOXMAAACH
ucteueHus Taumepa.

- auto — nobaBnseT 3a4epPKKy 3 CeKyHAbI Nepes nepexoaom 8
COCTOfIHWE Nepesayun.

BbIKNtOYaeT peXxMm MOMEHTa/IbHOro nepexo/a B COCTOAHME
nepegadn no NOAHATUIO KJIMHKa».
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spanning-tree guard {root |
loop | none}

no spanning-tree guard

—/vcnonb3oBaHue
rnob6anbHOM HaCTPOMKK

BkAtoyaeT 3alMTy «KOPHA» ANA BCeX CBA3YIOLWMX AepeBbeB STP
Bbl6paHHOro NopTa.

- root — 3anpewaeT nHTepdelicy 6bITb KOPHEBLIM MOPTOM
KOMMYTaTOpa;

- loop — BKAtOYaeT Ha UHTepdelice AONONHUTENBHYIO 3aLLUTY OT
netenb. B cnyyae, ecnn uHTepdeiic HAXOANTCA B COCTOAHMUM,
oTM4Hom oT Designated v npu sTom nepecraet nosnyyatb BPDU,
nHTepderic baokupyercs;

- none — oTKato4aeT Bce Guard-dyHKLMM Ha nHTepdeiice.

Mcnonb3oBaTh r106a/bHYH HACTPOMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree
bpduguard

—/BbIK/OYEHO

PaspelaeT 3aWmMTy, BbIKAHOYAOLLYO MHTEpdEC Npu Nnpuéme
naketos BPDU.

3anpeLuaeT 3aWmTy, BbIKAOYAOLWLYO UHTepdelc Npu npuéme
naketos BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

—/Bna gynnekcHoro
NnopTa «TOYKA-TOYKaY,
ANA NONyAynneKcHoro
— «pPa3BETBJ/IEHHbIN»

YctaHaBauBaeT npoTtokon RSTP B nepepatoLee coctoaHUe n
onpeaenseT TMN CBA3U ANA BblIbpaHHOro nopTa:

- point-to-point — TouYKa-ToOuKa;

- shared — pa3BeTBNEHHDIN.

YcTaHaBAMBaET 3HaYeHue no YMOYaHUIO.

spanning-tree re-
stricted-tcn

no spanning-tree re-
stricted-tcn

—/BbIK/IOYEHO

3anpewaet npvem BPDU c pnarom TCN.

PaspewaeT npvem BPDU c ¢narom TCN.

spanning-tree bpdu {filter-
ing | flooding}

no spanning-tree bpdu

Onpeaenset pexxnm ob6paboTkmn naketos BPDU-nHTepdeicom, Ha
KOTOPOM BbIK/IlO4eH NpoTokon STP.

- filtering — Ha MHTepdeiice c BbIKNOYEHHbIM NPOTOKOAOM STP
BPDU nakeTbl GpUNbTPYOTCA;

- flooding — Ha nHTepdeiice ¢ BbIKNOYEHHBIM NPOTOKONOM STP
HeTermpoBaHHble BPDU-nakeTbl nepeaatoTca, TermpoBaHHble —
bunbTpytoTca.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree binding-pro-
cess id

no spanning-tree bind-
ing-process

id: (1..31)/0

MpwBA3bIBAEeT NOPT K YKazaHHOMY npoueccy. Mo ymonyaHuio, Bce
nopTbl NPUBA3aHbI K HYN1EBOMY NnpoLieccy.
- id — Homep npouecca.

BoccTaHas/iMBaeT NpMBA3KY NOPTa MO YMOYAHUIO.

Tabnuua 125 — LieHHOCTb NyTW, yCTaHOB/IEHHAA MO YMOAYaHUIO (spanning-tree cost)

Memo0d onpedeneHusa yeHHocmu nymu

Unmepdeiic Long Short
Port-channel 20000 4
TenGigabit Ethernet (10000 Mbps) 2000000 100
FortyGigabit Ethernet (40000 Mbps) 2000000 100
Gigabit Ethernet (1000 Mbps) 2000000 100

KomaHOobl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnmua 126 — KomaHapl pexkmma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

lMokKasbiBaeT coctoaHMe npoTokonaa STP.

show spanning-tree detail
[active | blockedports]

MokasbiBaeT NoApobHy MHGOPMaLMIO O HACTPOMKax NpoTo-
Kona STP, uHpopmaumio 06 aKTUBHbIX MM 3aBJOKUPOBAHHbIX
nopTax.

clear spanning-tree de-
tected-protocols [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MNepesanyckaeT npouecc MurpaLm NpoTokona. 3aHOBO Npowmc-
XO04ANT nepecyéT aepesa STP.

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 127 — KomaHgb! pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);

Moka3biBaeT pexxum obpaboTku naketoB BPDU Ha nHTepdeliicax.

5.17.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxunma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnnua 128 — KomaHgb! pexuma rnobasnbHoin KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

spanning-tree

Pa3peluaeT UCNob30BaHME KOMMYTaTOPOM NPOToKona STP.

pvst}

no spanning-tree mode

- —/paspelueHo
no spanning-tree 3anpeLaeT UCMob30BaHWE KOMMYTAaTOPOM npoTokosa STP.
spanning-tree mode {stp | YcTaHaBAMBAET peXkrMm paboTbl npoTokona STP.
rstp | mstp | pvst | rapid- /RSTP

YcTaHaBAnBaeT 3HaYeHWe No YMOAYAHUIO.
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spanning-tree pathcost YcTaHaBAnBaeT MeTog, onpeaesieHUs LLeHHOCTU MyTH.
method {long | short} - long — 3HauyeHue LeHHoCTU B ananasoHe 1..200000000;

—/long - short — 3HaueHue LeHHOCTM B gManasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaET 3HaYeHMeE MO YMONYAHMUIO.
method
spanning-tree mst in- YcTaHaBAuBaeT NpUoOpUTET ANA aHHOTO KOMMYyTaTopa nepej,
stance_id priority priority OCTaNbHbIMM, UCMONb3YHOWMMM 06WKMiA ak3emnaap MSTP.

- instance_id — sk3emnnap MST;
instance_id: (1..15); - priority — npyopuTeT KOMMyTaTopa.

priority: (0..61440)/32768 V 3HauyeHuMe NpUopUTETa AOMKHO 6bITb KPaTHO 4096.

no spanning-tree mst in- YcTaHaBAMBaeT 3Ha4YeHMe NO YMONYAHUIO.

stance_id priority

spanning-tree mst YcTaHaBAMBaET MaKCMMa/ibHOE KOIMYECTBO TPAH3UTHbBIX
max-hops hop_count y4acTkoB Ana nakeTa BPDU, Heobxoanmbix ana popmmpoBaHmua

AepeBa v yaepaHna nHpopmauum o ero ctpoeHun. Ecam naker
yXe npowen makCmasibHOoe KO/INYeCTBO TPAH3UTHbIX Y4aCTKOB,
hop_count: (1..40)/20 TO Ha c/leAytoLwem y4acTke oH oTbpacbiBaeTca.

- hop_count — makcMmanbHOE KONMYECTBO TPAH3UTHbIX
y4acTKoB Ana naketa BPDU.

no spanning-tree mst YcTaHaBAMBaeT 3HAYEHUE MO YMONYAHUIO.
max-hops
spanning-tree mst in- BktoyaeT orpaHuyeHune Ha Konnyectso obpabatbiBaembix TC

stance_id tc-protection instance_id: (1..15); BPDU 3a ycTaHOBNEHHbI MHTEPBaN BPEMEHW.

no spanning-tree mst in- - BbIKNtOYaET OrpaHNYeHne Ha KosimyecTBo obpabaTbiBaembix TC
stance_id tc-protection BPDU.

spanning-tree tc-protec- YcTaHaBAMBaeT MHTEepPBaa OrpaHMUYEHUA KOIMYecTea

tion mst instance_id inter- obpabaTbiBaembix TC BPDU.

val seconds instance_id: (1..15);

no spanning-tree tc-pro- seconds: (1..10)/2 cek. YcTaHaBAMBaET 3HAYEHUE MO YMOAYAHUIO.

tection mst instance_id in-

terval

spanning-tree tc-protec- YcTaHaBAMBaeT MaKCMManbHoe KonmyecTso ob6pabaTbiBaembix
tion mst instance_id tresh- TC BPDU 3a 3a4aHHbl1 MHTEpBan BPEMEHMU.

old count instance_id: (1..15);

no spanning-tree tc-pro- count: (1..255)/1 YcTaHaBAUBAET 3HAYeHMeE MO0 YMONYAHMUIO.

tection mst instance_id

treshold

spanning-tree mst Bxog, B pexvm KoHourypaumm npotokona MSTP.

configuration

KomaHObI pexcuma KoHgu2ypauuu npomokoada MSTP

Bupg 3anpoca KOMaHAHOM CTPOKK B pexnume KoHdurypaumm npotokona MSTP:
console# configure

console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnnua 129 — KomaHabl pexxuma KoHdurypaumm npotokona MSTP

Komanda 3HayeHue/3HayeHue leiicmeue
no ymon4YaHuro
instance instance_id vlan Co3gaeT COOTBETCTBME MENKAY IK3eMNAApoM nNpoTokona MSTP n
vlan_range rpynnamm VLAN.
instance_id:(1..15); - instance-id — npeHTUdUKaTOpP aK3emnaapa npotokona MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id Ypanaet coOTBETCTBME MeXAY dK3emMNAApom npotokona MSTP u
vlan vian_range rpynnamu VLAN.
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name string

no hame

string: (1..32) cumBona

3agaeT ums KoHourypaumm MST.
- string — vmsa KoHpurypaumm MST.

Yaansaetr uma KoHdurypauym MST.

revision value

no revision

value: (0..65535)/0

3apaeT Homep peBnsnun KoHdurypaumm MST.
- value — Homep peBu3nn KoHdurypauum MST.

YcTaHaBAMBAET 3HaUYeHUe No ymonyaxuto (value).

show {current | pending}

MokasbiBaeT Tekyuyto (current) nMbo oxkuaatowyto (pending)
KoHoUrypaumo MST.

exit _ Bbixog, 13 pexxmma KoHourypaumum npotokona MSTP ¢
COXpaHeHWem KoHdUrypaumm.
abort Bbixog, 13 pexnma KoHdurypaumm npotokona MSTP 6e3

COXpaHeHWA KoHOUrypaLuu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepdgelica epynnsl Mopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei

nopTOoB:

console (config-if) #

Tabnmua 130 — KomaHabl pexkmuma KoHpurypaumm nHtepdeliica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

spanning-tree guard root

no spanning-tree guard
root

—/3almTa BbIKAOYEHA

BKAtouvaeT 3alnTy KKOPHA» ANA BCEX CBA3YIOLWNX AepeBbeB STP
BblbpaHHOro nopTa. [laHHaA 3awmTa 3anpewaet uHTepdeicy 6biTo
KOPHEBbIM NOPTOM KOMMYyTaTopa.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

spanning-tree mst in-
stance_id port-priority pri-
ority

no spanning-tree mst in-
stance_id port-priority

instance_id: (1..4094);
priority: (0..240)/128

YcTaHaBauBaeT npuopuTeT nHtepdeiica B sksemnnape MSTP.
- instance-id — npeHTUdUKaTOpP aK3emniApa NnpoTokona MSTP;
- priority — npuopwuteT nHTepdeica.

V 3HaueHMe NpUopuUTeTa J,OMKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst in-
stance_id cost cost

no spanning-tree mst in-
stance_id cost

instance_id: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaET LeHHOCTb NyTW Yepes BblbpaHHbIM NHTepdelic ana
onpeaeneHHOro sksemnaspa npotokona MSTP.

- instance-id — npeHTUdUKaTOp 3K3emnanapa npoTokona MSTP.

- cost — LLeHHOCTb NyTw.

YcTaHaBAMBAET 3HaUYeHWE, ONpeaeifieMoe Ha OCHOBaHUN
CKOPOCTM MOpTa M MeToAa OnpeseNeHunn LeHHOCTU NyTH, CM.
Tabanuy 125

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YcTaHaBMBaeT NpUopUTeT nHTepdeiica B KOPHEBOM CBA3YIOLLEM
pepese MSTP.
/! 3HaueHue npuopuTeTa AOMKHO BbITb KpaTHO 16.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

KomaHObl pexcuma privileged EXEC

Bunpa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnnua 131 — KomaHabl pexkuma EXEC

KomaHda 3HayeHue/3HayeHue

no ymosn4aHuro

Aelicmeue

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group] [in-
stance instance_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
instance_id: (1..64).

MokasbiBaeT KoHOUrypauuto npoTokoaa STP.
- instance_id — npeHTudUKaTOp 3K3emnaApa npoTokosa MSTP.

show spanning-tree detail
[active | blockedports] [in-

stance instance_id] instance_id: (1..4094)

Moka3sbiBaeT NoApob6HY0 MHPOPMaLMIO O HACTPOIKe NPOTOKONA
STP, ndopmaumio 06 aKTUBHbIX UK 3aBJOKMPOBAHHbIX MOPTaX.
- active — npocmoTp nHPopmaLmMm 06 aKTUBHbLIX NOPTax;

- blockedports — npocmoTp MHPopmaunmn 0 3a610KMPOBAHHBIX
noprax;

- instance_id — npeHTudUKaTOp 3K3emnaapa npoTokosa MSTP.

show spanning-tree
mst-configuration

MNokasbiBaeT MHOPMaLMIO O CKOHOUIYPUPOBAHHbIX IK3EMNAAPAX
MSTP.

clear spanning-tree de-
tected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MepesanyckaeT npoLecc MMrpauumn NPoTokona. 3aHoBo
npoucxoanTt Nnpoc4yér gepesa STP.

[pumepebl 8b1M0AHEHUS KOMAHO

= BKAOUMTb NOSAepPKKYy NpoToKona STP, ycTaHOBUTbL 3HaYeHMe npmopuTeTa ceAsytowero gepesa RSTP
— 12288, unntepsan forward-time — 20 cekyHA, MHTEPBaA/ BPEMEHM MeXKAy nepeaadyamm LNPOKO-
BelwaTenbHbIX cooblieHnit «Hello» — 5 ceKyHAa, Bpema KU3HM CBA3YOLLEro AepeBa — 38 cekyHa,.

MoKka3aTb KOHPUrypaumio npotokona STP:

console (config
console (config
console (config

( ) # spanning-tree
( ) #
( ) #
console (config) #
( ) #
( ) #
( ) #

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
exit

console (config
console (config
console (config

console# show spanning-tree

mode rstp
priority 12288
forward-time 20
hello-time 5
max-age 38

Spanning tree enabled mode RSTP
Default port cost method: short
Loopback guard: Disabled

Root ID Priority 32768
Address
This switch is the root

Hello Time 5 sec

Times: hold 1, topology change 58,
hello 5, max age 38,
Interfaces
Name State Prio.Nbr Cost

a8:£9:4b:7b:e0:40
Max Age 38 sec
Number of topology changes 0 last change occurred 23:45:41 ago

notification 5
forward delay 20

Forward Delay 20 sec

Sts Role PortFast
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tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -
Pol enabled 128.1000 4 Dsbl Dsbl No -

5.17.5.3 Hacmpoliika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — ogHa 13 pasHoBugHocTel npoTokona Spanning Tree,
pacwupsatowan GyHKUMOHaNbHOCTb STP ans ncnonb3oBaHua B otaenbHbiX VLAN. MpuMmeHeHMe gaHHOro npo-
TOKona no3sonseT B Kaxkaom VLAN co3gaTb otaenbHbIl ak3emnaap STP. PVSTP+ coBmectum ¢ STP.

Rapid (6bicTpbiit) PVSTP+ (RPVSTP+) siBnsieTcsa ycoBeplieHCTBOBaHMEM NpoToKkona PVSTP+, xapakTtepusy-
eTCA MEeHbLUMM BPEMEHEM NPUBELEHNA CETU K APEBOBULHON TONOOMMMN N UMeeT 6osiee BbICOKYO YCTOMYK-
BOCTb.

l ' Bcero nogaepaHo 64 PVST/RPVST-uHcTaHca. Mpr 3Tom HyneBou Ncnonb3yerca ansa Bcex
radl VLAN, B KOTOpbIX OTKAlOueH PVST/RPVST. Kaxgomy VLAN c BkatoyeHHbIm PVST/RPVST
cooTtBetcTByeT oguH PVST/RPVST uHcTaHC.

MopTbl, Ha KOTOPbIX aKTUBHbI 6onee 64 VLAN, npu nepexoge B pexxum PVST/RPVST spe-
MeHHO 610KNpYIOTCA, NO3TOMY nNepep, BKatoueHnem PVST/RPVST Heobxoaumo pacumTaTtb
Konu4yectso ucnonb3yembix VLAN Ha KonbueBbiX noptax kommyrtatopa. Ecnm paHHoe
3HauyeHue npesblwaeT 63, TO NePBOHAaYabHO HYXKHO OTKAOUUTL PVST/RPVST B 36bIiTOu-
Hbix VLAN/RPVST KomaHgo# "no spanning-tree vlan <VLAN ID>".

.-

Mpwu BkAloueHHOM pexkume PVST/RPVST kommyTtatopbl MES o6pabatbisatot PVST bpdu
B0 Bcex VLAN. MoaTtomy B cny4asx, Korga B KOJbLe UCNOJ/Ib3YHOTCA KOMMYTATOPbI C KOU-
yecteom PVST/RPVST VLAN, npesbiwaiowem 63, cneayer pacliMputb AMMUTLI 06pa-
60TKu PVST bpdu-tpaduka Ha CPU. [ina aToro ucnonb3lyerca KomaHga "service cpu-rate-
limits other-bpdu 1024".

.‘

Ecnam B npouece aKcnayaTtauum noHagoburca yépatb VLAN s PVST/RPVST-MHCTaHCOB U
[,06aBUTb HOBbIe, HYYXHO NPOU3BECTU C/eayoL e A4eACTBUA:

1) OTKNIOUUTDL BCE NOPTbI Ha KOTOPbIX HacTpoeHbl VLAN, yuacteytowme 8 PVST/RPVST (ko-
maHga «shutdown» B pexxume KoHoUrypuposaHua nHrepdeiica);

2) OTKnounTb STP B He HyXHbIX VLAN-ax (KomaHga «no spanning-tree vlan vian_list» B
rno6anbHoOm pexxume KOHPUrypupoBaHus);

3) Bknountb STP B HOBbIX VLAN-ax (KomaHga «spanning-tree vlan vian_list» B rno6anb-
HOM peXKume KOHGUIypupoBaHuUA);

4) BKnounTb Bce NopTbl (KomaHaa «no shutdown» B pexxume KOHGUryprMpoBaHUA UHTEp-
deiica).

.‘

KomaHObI pexcuma 210b6aab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUIypaumm:

console (config) #
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Tabnnua 132 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

spanning-tree vlan vian_list

spanning-tree vlan vian_list

vlan_list: (1..4094)/ no
YMOYEHMIO BCE MHCTAHCbI
BKJIIOYEHbI

BkntounTb paboTy npoTokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTKntoyaeT paboty npoTokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaBAMBaeT MHTePBaN BpeMeHW, 3aTpaynmBaemblii Ha
NpocnyWwnBaHMeE N N3y4YeHne COCTOAHNIN Nepes nepekoyeHnem
B COCTOAHME Nepefayn ana ykasaHHbix VLAN.
V Talimepbl A0MKHbI COOTBETCTBOBATb Cleay-
toweit popmyne:
2 * (Forward-Time - 1) > Max-Age 22 *
(Hello-Time +1).

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBaEeT MHTEPBA/ BPEMEHU MeXKAyY nepegadyamu
LUMpPOKOBeLLaTe/IbHbIX coobuweHnin «Hello» K
B3aMMOZENCTBYIOLLMM KOMMYTaTopam A1 yKasaHHbIX VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree vlan vian_list
max-age seconds

no spanning-tree vlan
vlan_list max-age

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaeT BpemMs XU3HU cBAsytowero aepesa STP ana
yKa3aHHbIx VLAN.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

spanning-tree vlan vian_list
priority priority_value

spanning-tree vlan vian_list
priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HacTtpaunBaeT npuopuTteT ceasytowero gepesa STP.
V 3HaueHue BblGUpaeTcA M3 ANManasoHa C Wa-
rom 4096.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

spanning-tree vlan
vlan_list tc-protection

no spanning-tree vlan
vlan_list tc-protection

vlan_list: (1..4094);

BkntoyaeT orpaHuyeHne Ha KonnyecTso obpabaTtbiBaemMbix
TCN/TC BPDU 3a ycTaHOBAEHHbIN MHTepBan BpemeHn gaa STP,
RSTP, HyneBoro sksemnaapa MSTP.

BbIkntouaeT orpaHMyeHne Ha KoanyecTso obpabaTbiBaeMbix
TCN/TC BPDU.

spanning-tree vlan
vlan_list tc-protection in-
terval seconds

no spanning-tree vlan
vlan_list tc-protection in-
terval

vlan_list: (1..4094);
seconds: (1..10)/2 cex.

YcTaHaBAMBAET UHTEPBAJ OrPaHUYEHMA KOMYeCTBa
obpabaTbiBaembix TCN/TC BPDU.

YcTaHaBAMBaEeT 3HAYEHUE MO YMOHAHUIO.

spanning-tree vlan
vlan_list tc-protection
treshold count

no spanning-tree vlian
vlan_list tc-protection
treshold

vlan_list: (1..4094);
count: (1..255)/1

YcTaHaBAMBaeT MakcMManbHoe Konyectso obpabaTbiBaemMblx
TCN/TC BPDU 3a 3a4aHHbIi1 MHTEpBaa BpeMeHMU.

YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU perknma KOHpUrypaumnm nHtepoeiica:

console (config-if) #
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Tabnunua 133 — KomaHabl pexkuma KoHdpurypaumnm nHtepdelrica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaBAMBAET LLeHHOCTb NYTU Yepes AaHHbIA MHTepdeinc ana
yKasaHHbIx VLAN.
- €OSt — UEeHHOCTb NyTH.

YcTaHaBAMBaeT 3HaveHue, onpegeniemoe Ha OCHOBaHUM
CKOPOCTM NOpTa U MeToAa onpeaeneHus LeHHOCTU NyTK ana
yKasaHHbIx VLAN

spanning-tree vlan
vlan_list disable

no spanning-tree vlan
vlan_list disable

vlan_list: (1..4094)

3anpewaeT paboTy npoTokona STP Ha KoHdUTypUpyemom
uHTepdelice Ana ykasaHHbIx VLAN.

PaspewwaeT paboTy npoTokona STP Ha KOHUTyprpyemom
uHTepdelice Ana ykasaHHbIx VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YcTaHaBAMBaEeT NpUopUTET UHTEpPdelica B KOPHEBOM
ceAasyowem aepese STP.
V 3HauyeHue Bbl6MpaeTcA U3 AManasoHa C wWa-
rom 16.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree vlan vian_list
guard {root | loop | none}

no spanning-tree vlan
vlan_list guard

vlan_list: (1..4094);

BK/ItOYAET 3aLMTY KKOPHA» HA JaHHOM UHTepdelice ana
yKasaHHbIx VLAN.

- root — 3anpelaeT nHTepdency bbiTb KOPHEBLIM NMOPTOM
KOMMYyTaTopa;

- loop — BK/tOYaeT Ha HTepdeiice AONONHUTENBHYIO 3aLLUTY OT
netenb. B cnyyae, ecnun nHtepdeiic HaXo4MTCA B COCTOA- HUM,
oTanMyHom oT Designated n npu 3Tom nepecTaer noay- 4aTb
BPDU, nHtepdeic bnokupyetcs;

- none — oTK/toYaeT Bce Guard-pyHKUUM Ha nHTepdeiice.

OTkntouyaeT Bce Guard-oyHKUMK Ha nHTepdeiice.

spanning-tree restricted-tcn

no spanning-tree restricted-
tcn

—/BbIK/OYEHO

3anpewgaet npuem BPDU c dnarom TCN gns yKasaHHbIx VLAN.

Paspewwaet npuem BPDU c pnarom TCN anna ykasaHHbix VLAN.

5.17.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npegHa3HayeH ANA NOBbILEHUA YCTOMUYNMBOCTU U
HaJEeXHOCTU CeTM nepefayn AaHHbIX, UMEIOLLEN KOMbLEBYIO TOMOJNOIMIO, 33 CYET CHUMKEHUA BpemMeHu
BOCCTAHOBJ/IEHMA CETU B C/lydae aBapuun. Bpemsa BOCCTaHOBIEHUA He NpeBbIwaeT 1 ceKyHApl, YTO CYLLECTBEHHO
MeHbLLEe BPEMEHW NepPecTPOKMN CETU NPU UCNOb30BaHMM NPOTOKOI0B CEMENCTBA spanning tree.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOm KOHOUrypaumm:

console (config) #

Tabnnua 134 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

erps
no erps

PaspewaeT paboTty npotokona ERPS.
3anpeuaeT paboTty npotokona ERPS.

—/BbIK/IOYEHO
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erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3pgaHue ERPS-konbua ¢ naeHtupukatopom R-APS VLAN, no
KOTOpol byaeT nepenaBaTbca cnykebHas MHGopmaums n
nepexoa, B PeXXMM KOHGUrypaLmm KosbLa.

- vlan_id — Homep R-APS VLAN.

Ypanernue ERPS-konbLa ¢ naeHtudurkatopom vian_id.

KomaHObI pexcuma KoHgu2ypayuu Koabud

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXUME KOHPUIypaLmm KobLa:

console (config-erps) #

Tabanuya 135 — KomaHgb! pexkuma KoHpurypaumum ERPS-konbua

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aelicmeue

protected vlan add vian_list

vlan_list:(2..4094, all)

[o6aenaeTt ananasoH VLAN B cn1cok 3awmiLeHHbIx VLAN.
- vlan_list — cnucok VLAN. unana3oH VLAN MOHO 3a4aTb
nepeymcieHnem Yepes 3anaTyto UM yKasaTb HavyanbHoOe U
KOHeYHoe 3HayeHus AunanasoHa yepes geopuc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN n3 cnucka 3awmweHHbix VLAN.
- vlan_list — cnucok VLAN ans yaaneHus.

port {west | east} {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Bbibop west (east)-nopTa KOMMyTaTOpa, BKIOYEHHOTO B KO/bLO.

group: (1..48)
no port {west | east} YpaneHue west (east)-nopta KoMmyTaTopa, BKAOYEHHOTO B
KO/IbLLO.
rpl {west | east} {owner | Bbi6bop RPL-nopTa KOMMyTaTopa v €ro poau.
neighbor} - west — RPL-nopTtom byaeT HazHayeH west-nopT;
- east — RPL-nopTom byaeT HasHayeH west-nopT;
—/no rpl - owner — KoMmmyTaTop byaeT aBnaTbCca Bnagenolem RPL-nopTa;
- neighbor — KommyTaTop ByAET ABNATLCA COCEAOM BAAAENbLA
RPL-nopra.
no rpl YpaneHve RPL-nopTta KommyTtaTtopa.
level level HacTtpoiika ypoBHs coobueHuii R-APS. Heobxoanmo ans
. npoxoxaeHua coobweHunit yepes CFM MEP.
level: (0..7)/1 - level — ypoBeHb coobuieHnin R-APS.
no level YCcTaHOBKa 3HaY€HMA N0 YMOJTYAHUIO.
ring enable BkAtoyeHWe pyHKLUMOHMPOBAHUSA KoMbLA.

no ring enable

—/BbIK/IIOYEHO

BbiKkAtoueHMe GYHKUMOHNPOBAHUA KosbLa.

version version

no version

version: (1..2)/2

Bbi6op pexkmma cCoOBMECTUMOCTM C APYTMMU BEPCUAMM NPOTOKONA
G.8032.
- version — BepcuaA npoTtokonia G.8032.

YcTaHOBKa 3Ha4YeHns no YMOI4aHUIO.

revertive

no revertive

—/revertive

Bbibop pexknuma paboTbl KosbLa.

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHue nogKoblLa 418 AAaHHOMo Kobla.
- vlan_id — Homep VLAN.

YaaneHve noAaKonbLa.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKAtOUYNTL OTNPABKY CUrHana o4nctkn MAC-TabmLbl B OCHOBHOE
KONbLLO NPV NepecTpoeHnn NoAKoAbLA.

OTKNOUUTD OTNPaBKYy CUTHANA O4YUCTKU MAC-TaﬁﬂMLI,bI B OCHOBHOE
KO/1bLO NpK nepecTtpoeHnn nogKobLa.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHOBKa Talimepa 610Kupytowero ycrapeswne R-APS
coobuieHus.

YCTaHOBKa 3HAY€HUA NO YMOJIYAHUIO.
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timer holdoff value

value:(0..10000) mc,
KpaTHoe 100 ¢
TOYHOCTbIO 5 Mc/0 mc

no timer holdoff

YcTaHOBKa Talimepa 3aieprKKM peakLmum KommyTaTopa Ha
M3MeHeHWe B COCTOAHUKN. BMecTo peakunu Ha cobbiTue
BKJ/IOUaeTCA Talimep, NO UCTeYEHUM KOTOPOro KOMMYTaTop
MHGOPMUPYET O CBOEM COCTOAHUM. NpegHasHaueH ans
yMeHbLieHWsa Gayaa NakeToB npu ¢aannmuHre NnopTos.

YCTaHOBKa 3HaY€HUA NO YMOYAHUIO.

timer wtr value

value:(1..12) munu/5

YcTaHOBKa Talimepa, KOoTopbili 3anyckaetcs Ha RPL Owner
KOMMyTaTope B revertive-pexume. Micnonbsyertca ana
npeAoTBPALLEHNA YACTbIX 3aLUMUTHBIX NEPEK/OYEHUI U3-3a

MmH CUFHANI0B O HEMCNPABHOCTAX.

no timer wtr YCcTaHOBKa 3Ha4YeHMA NO YMOYAHUIO.

switch forced {west | east} dopcupyeT 3anycK 3aLMTHOrO NepPeKYEHMA KoabLia, Npu 3ToM
—/no 610KMpYeTCA YKa3aHHbIM NOpT.

no switch forced OTtmeHa GopcrMpoBaHMA NepeKNoYeHNA KobLa.

switch manual {west | PyuHoe 610KMpoBaHMe yKazaHHOro west (east)-nopra u

east} —/no pa3bnokupoBaHue east (west).

no switch manual OTMmeHa py4yHoW 61OKMPOBKU.

abort OTKaTUTb U3MEHEHNA, BHECEHHbIE C MOMEHTA BXOAA B PEXUM

KOHUrypaumm KosbLa.

KomaHOob! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 136 — KomaHgb! pexkmuma EXEC

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

KomaHda

Aelicmeue

show erps [vlan vian_id] vian_id: (1..4094)

3anpoc nHdopmaumm 06 obwem coctosHum ERPS nnam coctoaHum
YKa3aHHOro Ko/bLia.

5.17.7 Hacmpolika npomokKona LLDP

OcHoBHOW ¢yHKumMen npotokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
ceTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHMU U XapaKTepucTMKax. MHpopmauma, cobpaHHana nocpeacTsom
npoTokona LLDP, HakanavBaeTcsa B yCTPOMCTBAX M MOXKET 6bITb 3aNpoLleHa YNPaBAAIoLLMM KOMNbIOTEPOM MO
npoTokony SNMP. Takum o6pa3om, Ha OCHOBaHWUM COBpaHHO MHGOPMaLMK, Ha YNPABAAIOWEM KOMMbIOTEPE
MOXeT 6bITb CMOAENIMPOBAHA TOMOOTUA CETU.

KOMMyTaTOpr nognepxnBaroT nepenayvdy Kak CTaHOaPTHbIX NapaMeTpoB, TaK U ONUMOHAIbHbIX, TAaKUX
KaK:

—  WMSA YCTPOMCTBA M €ro onuncaHue;
—  WMA MopTa U ero onucaHue;

—  uHbopmauusa o MAC/PHY;

- utA.

KomaHObI pexcuma 210banabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoOHOUIypaumm:

console (config) #
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Tabnnua 137 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HayeHue/3Ha4yeHue »
KomaHoa / Aelicmesue
no ymoa4aHuro
lidp run /paspelero PaspelsaeT KoOMMyTaTOpPy UCNOAb30BaHMe NpoTokona LLDP.
no lidp run pasp 3anpelaetT KOMMYTaTOpy MCNOb30BaHWe npoTokona LLDP.

lidp timer seconds

no lidp timer

seconds: (5..32768)/30
cek

Onpegensiet, Kak 4acTo yCTPOWCTBO 6yaeT oTnpas/iaTb
obHoBneHune nHdopmaumm LLDP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3apaeT Be/IMYNHY BPEMEHM ANA NPUHMMAIOLLENO YCTPOMCTBA, B
TeYeHNe KOTOPOro HYXKHO yAepXnBaTb NPUHMMAEMbIE NaKeTbl
LLDP nepeg ux copocom.

[aHHaa BeanynHa nepegaeTca Ha NPUHUMaAEMyto CTOPOHy B LLDP
update naketax (nakeTax o6HoBAEHWA), ABNAETCA KPAaTHOCTbIO AN
Tanmepa LLDP (lldp timer). Takum obpasom, Bpems KunsHu LLDP
naKkeToB paccymnTbiBaeTca no popmyse TTL = min (65535, LLDP-
Timer * LLDP-HoldMultiplier)

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

lldp reinit seconds

no lldp reinit

seconds: (1..10)/2 cek

MuHuManbHoe Bpems, KoTopoe LLDP-nopT 6yaeT oxkuaaTb nepes
NoBTOPHOW UHULManu3aunei LLDP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp tx-delay seconds

seconds: (1..8192)/2

YcTaHaBAMBAET 3afepXKKy Mexay nocnegylowmmm nepeaa-
Yyamu nakeTos LLDP, MHNLUMMPOBAHHBIMN N3MEHEHUAMM 3HaYe-
HWIM MK cTaTyca B IOKaNbHbIX 6a3ax gaHHbIx MIB LLDP.

cex V PekomeHayetcA, 4TObGbl AaHHAA 3afepKKa
6blna MeHblie, Yyem 3HauyeHue 0.25* LLDP-
Timer.
no lldp tx-delay YcTaHaBAMBAET 3HAYEHUE MO YMOIYAHMUIO.
lidp lldpdu {filtering | Onpepenset pexxnm o6paboTkun naketos LLDP, Koraa npoTokon
flooding} LLDP BbIKNKOYEH Ha KOMMYTaATOpE:
- filtering — yka3sbiBaeT, yTo LLDP-nakeTbl puabTpytoTCa, ecnm
—/filtering npoTokon LLDP BbikAtOYEH HA KOMMYyTaTOpE;
- flooding — yKkasbiBaeT, uto LLDP-naKkeTbl nepeaatoTcs, ecnm
npoToKon LLDP BbIkAtOYEH HA KOMMYyTaTOpe.
no lidp lidpdu YcTaHaBAMBAET 3HaYEeHMe N0 YMONYaHMIO.

lldp med fast-start
repeat-count number

no lidp med fast-start
repeat-count

number: (1..10)/3

YcTaHasauBaeT umcao nostopeHuii PDU LLDP gna 6bicTporo
3anycka, onpeaensemoro nocpeacrsom LLDP-MED.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

lidp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged
| untagged}] [up priority]
[dscp value]

no lldp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpegaenseT npasuno gaa napametpa network-policy (cetesas
NOIMTMKA YCTPOMCTBA). [laHHbIN NapameTp ABAAETCA
OMUMOHaNbHbIM A/1A pacwmpeHuna npotokona LLDP MED.

- number — nopsaKoBbI HoMep npasuna network policy;

- application — rnaBHas GyHKUMA, onpeaeneHHan ANA JaHHOTo
npasuna network policy.

-vlan_id — npeHtuoukaTop VLAN gna AaHHOro nNpaBuna;

- tagged/untagged — onpegenser TernposaHHOM NN
HeTernposaHHol byaet VLAN, ucnonb3yemas gaHHbIM NPaBUIoM.
- priority — npuopwTeT aHHOTO NPaBuaa (McnonblyeTca Ha
BTOpOM ypoBHe mogenu OSl);

- value — 3HayeHne DSCP, ncnonb3yemoe AaHHbIM NPaBUIOM.

YpanseT cosgaHHoe Npasuio ana napametpa network-policy.

lldp notifications interval
seconds

no lldp notifications
interval

seconds: (5..3600)/5
cek

YcTaHaBAMBAET MaKCMMasIbHYO CKOPOCTb Nepeaaun
yBefomneHuii LLDP.

- seconds — nepuoa, BpeMeHH, B TeYeHWe KOTOPOro YCTPOMCTBO
MOET OTNPaBUTb He 6os1ee 0AHOTO YBELOMIEHUS.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.
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KomaHObI pexcuma KoHgpu2ypayuu uHmepgelicos Ethernet

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KOHPuUrypaumnm nHtepdericos Ethernet:

console (config-if) #

Tabnnua 138 — KomaHab! pexkuma KoHdpurypaumm nntepdeliica Ethernet

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

lidp transmit

no lidp transmit

lidp receive

no lldp receive

Mo ymonyanumio
pa3spelleHo
Mcnosib3oBaHMe B 060mx
Hanpas/IeHUAX.

Pa3spewaet nepeaayy naketos no npotokoay LLDP Ha
MHTepodeiice.

3anpeLaeT nepegayy naketos no npoTtokony LLDP Ha
UHTepodeiice.

Paspewaet npuem naketos no npotokony LLDP Ha
UHTepodeiice.

3anpeuaeTt npMem nakeTos no npotokony LLDP Ha
MHTepodeiice.

lidp optional-tlv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMONYaHUIO
onuMoHanbHble TLV He
BK/HOYEHbI B NaKeT.

OnpeaenneT, Kakue onuMoHanbHble TLV-nons (Type, Length,
Value) 6yayT BK/lOYEHbI YCTPOMCTBOM B NepeaaBaemMblit
LLDP-naker.
B KOMaHAy MOKHO BKIHOYUTL OT OAHOTO A0 NATU
onuMoHanbHbIX TLV.

TLV 802.3-power-via-mdi AocTynHa TO/NbKO Ha
V yCTpOiCTBax ¢ noaaep:xkoii PoE.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

lidp optional-tiv 802.1
{pvid [enable | disable] |
ppvid {add | remove}
ppv_id | vlan-name {add |
remove} vian_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonyaHuio
onuMoHanbHble TLV He
BKJ/IOYEHDI.

OnpepenseT, Kakue onumoHanbHble TLV-nonsa 6yayt
BKJIOYEHbI YCTPOMCTBOM B Nepeaasaembiii LLDP-nakeT:

- pvid — PVID uHTepodeiica;

- ppvid — no6asutb/yganutb PPVID;

- vlan-name — po6asuTb/yaanuts Homep VLAN;

- protocol — f06aBuUTL/yaannTb onpeaeneHHbIA MPOTOKO.

YcTaHaBAMBaEeT 3HAYEHUE MO YMOYAHUIO.

lidp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]}

no lidp management-
address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).
Mo ymonyaHutio
ynpasAsaoLWmin agpec
onpegensaetca
aBTOMaTUYECKM.

OnpegaenseT ynpasaaowmin agpec, 06bABAEHHbIN Ha

MHTepodeiice.

- ip_address — 3apaetca cTatudeckuii IP-agpec;

- none — yKa3blBaeT, YTO agpec He 0O bsAB/EH;

- automatic — yKasblBaeT, YTO CUCTeMA aBTOMATUYECKU

BblOMpaeT ynpaBnstoLWmii agpec, U3 CKOHGUIYpPUPOBAHHBIX

af\pecoB 3af,aHHOTo UHTepdelica.

Ecnu untepdelic ethernet unun nHtepdeliic rpynnol noptos

npuHaanexat VLAN, To gaHHbiv agpec VLAN He byget

BK/IIOYEH B CMIUCOK BO3MOKHbIX YNPABAAIOLLMX a4 pecos.

V B cnyyae Hanuuma Heckonbkux IP-appecosB cu-
cTema BbibMpaeT HavyanbHbIN IP-agpec U3 guana-

30Ha AuMHamuyeckux IP-apgpecos. Ecam guHamuyeckue

appeca OTCYTCTBYIOT, TO CMCTeMa BblGUpaeT HavyaNbHbIi

IP-appec U3 AnanasoHa BO3MOXHbIX cTatuyeckux IP-aa-

pecos.

Ypanset ynpasnsatowuii IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Mo ymonyaHuio oTnpaBKa
yBefomaeHni LLDP
3anpeLueHa.

PaspeluaeT/3anpeLlaeT oTnpasKy yBeaomneHunin LLDP Ha
nHTEpdelice.

- enable — paspewaer;

- disable — 3anpewaer.

YcTaHaBAMBaeT 3HaYeHUe No YMOJIYAHUIO.
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lidp med enable [t/v_list]

tvl_list: (network-policy,

PaspelwwaeT ncnonb3oBaHWe pacliMpeHna npotokona LLDP

location, MED.
inventory)/3anpelyeHo B KOMaHAy MOKHO BK/IOYMTb OT OAHOIO A0 TPeX
MCNonb3oBaHNe cneuunanbHbix TLV.
pacwmpeHuns NpoToKkona
LLDP MED.
lidp med network-policy HasHauaet npasuno network-policy gaHHomy nHtepdelicy.
{add | remove} number - add — Ha3HavaeT npasuo;
number: (1-32) - remove — yaanseT npasusio;

no lidp med network-policy

- number — Homep npasuna.

Ypanset npasuao network-policy ¢ faHHoOro nHTepdeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-
elin ecs_elin_data}

coordinate: 16 6aiiT;
civic_address_data:
(6..160) 6aitr;
ecs_elin_data: (10..25)

3afaeT MecTono/IoKeHMEe YCTPOWCTBa Ans NnpoTokona LLDP
(3HaueHue napameTpa location npotokosa LLDP MED).

- coordinate — afpec B cMCTEME KOOPAMHAT;

- civic_address_data — afMMHUCTPATUBHbIN agpec
YCTPOWCTBa;

- ecs-elin_data — agpec B popmate, onpeseneHHoOM
ANSI/TIA 1057.

- 6anr. — -
no lldp med location YpanaeT HaCTPOMKM NapameTpa MecTonosoxeHus location.
{coordinate | civic-address
| ecs-elin}
lidp med notification Paspeluaet/3anpeLyaet oTnpaBKy ysegomneHuin LLDP MED
topology-change {enable | 06 M3MEHEHUWN TOMNONOTUMN.
disable - enable — paspelwaeT oTNpaBKy yBEAOMIEHWN;

} —/3anpeweHo . pasp PasKy yseA .
- disable — 3anpeuaeT oTNpaBKy yBEAOMIEHWIA.
no lidp med notifications YcTaHaBAMBAET 3HAYEHME MO YMONYAHMUIO.
topology-change
/ Naketbl LLDP, npuHATble yepe3 rpynny NopToB, 3aNOMMUHAIOTCA MHAMBUAYANAbHO NOp-
TaMu rpynnbl, NPUHABLWNMU coobweHua. LLDP otnpaBnsaeT pasnnuHble coobweHuns Ha

KaXX4bli NopT rpynnbl.

V Pabota npoTtokosna LLDP He 3aBUCUT OT COCTOAHUA NpoToKona STP Ha nopTy, nakeTbl LLDP
OTNPaBAAIOTCA U NPUHUMAIOTCA Ha 3a6/10KMPOBAHHbIX NPOTOKOAOM STP-noprax.
Ecnu nopT KoHTpoaupyetca no 802.1X, To LLDP paboTtaeT c nopTom TO/IbKO B C/lyyae, ecnum

OH aBTOpPU30BaH.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 139 — KomaHgb! pexkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

clear lidp table [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OuuiaeT TabanLy agpecos 06HAPYKEHHbIX COCEAHUX YCTPOUCTB
W HaYMHAeT HOBbIM LMKA 0bMeHa nakeTamu no npotokony LLDP

MED.

show lldp configuration [gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasbiBaeT LLDP-KoHUrypaLumum Bcex pusmyecknx nHtepdericos

YCTPOMCTBa, MO0 33A4aHHbIX MHTEpPdENCOoB.
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show lldp med configura-
tion [gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitether-
net fo_port | oob | de-
tailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNMoKasbiBaeT KOHOUIypaLUn paclumpeHus npotokona LLDP —
MED pns Bcex pusanyecknx nHTepdencos, NMbo 3agaHHbIX
MHTepodencos.

show lldp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasbiBaeT LLDP-MHpopmMaLmto, KOTOPYH aHOHCUPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

lMokKasbiBaeT cTaTyc nepesarpysku TLVs LLDP.

show lidp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokKasbiBaeT MHGOPMaLMIO O COCEAHMNX YCTPOMCTBAX, HAa KOTOPbIX
paboTaeT npoTtoko LLDP.

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasbiBaeT cTaTUCcTMKy LLDP.

[pumepbl 8b1N0AHEHUS KOMAHO

= YcraHosutb ans nopra tel/0/10 cneaytowme tlv-nona: port-description, sytem-name, system-de-
scription. ns aaHHoro uHtepdeiica gobasutb ynpasaaowmin agpec 10.10.10.70.

console (config)# configure

console (config-if)# 1lldp optional-tlv port-desc sys-name sys-desc

(

console (config) # interface tengigabitethernet 1/0/10
(
(

console (config-if)# 1ldp management-address 10.10.10.70

MocmoTpeTb KoHUurypaumio LLDP:

console# show 1lldp configuration

Hold Multiplier:

LLDP state: Enabled
Timer: 30 Seconds

Reinit delay: 4 Seconds

Tx delay: 2 Seconds
Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs
tel/0/7 Rx and Tx SN, SC
tel/0/8 Rx and Tx SN, SC
tel/0/9 Rx and Tx SN, SC
tel/0/10 Rx and Tx PD, SD

Address Notifications
None Disabled
None Disabled
None Disabled

10.10.10.70 Disabled
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Tabnnua 140 — OnucaHue pesynbTaTos

lMone OnucaHue

Timer OnpegenseT, Kak 4acTo ycTpoicTBo waeT LLDP-o6HOBAEHMA.

Onpegaenset BennumHy Bpemenu (TTL, Time-To-Live) Ana npuHMmatoLLero ycTpoi-
Hold Multiplier CTBa, B TEY4EHNE KOTOPOTO HYXKHO YAEepKnBaTb NpuHMMaeMble nakeTbl LLDP nepep,
ux cépocom: TTL = Timer * Hold Multiplier.

Onpefenser MMHUMaNbHOE BPEMs, B TEYUEHME KOTOPOro NopT ByAeT oXKnaaTb nepes,

Reinit delay nocbinkol cnegytoutero LLDP-coobueHums.

Tx deIay OnpeaenseT 3a4epKKy mexay nocnep,l/rou.l,mmm nepegavyamu LLDP-¢ppeimos, NHK-
LMMPOBAHHbIX U3MEHEHUAMM 3HaYeHU Anbo cTaTyca.

Port Homep noprTa.

State Pexxum paboTbl nopTa Ana npotokona LLDP.

TLV-onuum, KoTopble nepeaatoTca
Bo3MOXHble 3HaYeHuA:

PD — OnucaHue nopra;

SN — CuctemHoe nms;

SD — OnucaHume cuctemsl;

SC — BO3MOXXHOCTU CUCTEMDI.

Optional TLVs

Address Aapec ycTponcTBa, KoTopblii nepeaaetcs B LLDP-coobuieHusx.

Notifications YKa3blBaeT, pa3peLleHbl UK 3anpeLLeHbl ysegomaenma LLDP.

MoKasaTb MHGOPMaALMIO O COCEAHUX YCTPOWCTBAX

console# show lldp neighbors

Port Device ID Port ID System Name Capabilities
tel/1 0060.704C.73FE 1 ts-7800-2 B
te0/2 0060.704C.73FD 1 ts-7800-2 B
te0/3 0060.704C.73FC 9 ts-7900-1 B, R
te0/4 0060.704C.73FB 1 ts-7900-2 W

console# show 1lldp neighbors tengigabitethernet 1/0/20

Device ID: 02:10:11:12:13:00

Port ID: gi0/23

Capabilities: B

System Name: sandbox?2

System description: 24-port 10/100/1000 Ethernet Switch
Port description: Ethernet Interface

Time To Live: 112

802.3 MAC/PHY Configuration/Status

Auto-negotiation support: Supported

Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 1000BASE-T full duplex, 100BASE-TX full
duplex mode, 100BASE-TX half duplex mode, 10BASE-T full duplex mode, 10BASE-T half
duplex mode

Operational MAU type: Unknown
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Tabnunua 141 — OnucaHue pesynbTaTos

lMone OnucaHue
Port Homep nopTa.
Device ID Nma nnn MAC-agpec cocegHero ycTpomncrsa.
Port ID NpeHTudmKaTOp NopTa cocemHero ycTpomncTaa.

System name

CuctemHoe MMA yCTPOMCTBA.

Capabilities

[aHHoe none onucbiBaeT TMN yCTPONCTBa:

B — Mocr (Bridge);

R — MapuwpyTtusatop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T — TenedoH (Telephone);

D — DOCSIS-ycTpoitcteo (DOCSIS cable device);
H — CeteBoe ycTpoiictso (Host);

r — MosTopuTens (Repeater);

O — Twn HeusBecTeH (Other).

System description

OnwucaHue cocegHero ycTpoicTaa.

Port description

OnucaHre NopTa coceaHEero ycTpoicTaa.

Management address

Anpec ynpasaeHus yCTpoUCTBOM.

Auto-negotiation
support

OnpegenseT, nogaep1MBaeTca M aBTOMaTUYECKOe onpeaeneHne pexuma nopra.

Auto-negotiation Onpegenaet, BK/OYEHA /M NOAAEPXHKA aBTOMATUYECKOro onpeaeneHna pexxmma
status nopra.

Auto-negotiation OnpepenseT pexumbl, nogaepxnsaemole GyHKLMEN aBTOMATUYECKOrO onpeaene-

Advertised HUMA nopTa.

Capabilities

Operational MAU Pabouunit MAU-TUN ycTpoWncTBa.
type

5.17.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — pyHKLUMN ypOBHS KaHana
nepesayn AaHHbIX NPeACTaBAAOT cCO60M NPOTOKO/ MOHUTOPUHIA COCTOAHMA KaHana. B aTom npoTokone ann
nepesayn MHGOPMALMM O COCTOAHUM KaHana Mexay HenocpeACTBEHHO MOAK/YEHHbIMU YCTPOMCTBaMM
Ethernet ucnonbaytoTcs 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoiicTBa A01XKHbI NOAAEPKMBATL
cTaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if) #

Tabnnua 142 — KomaHgb! pexxuma KoHdurypaumm nntepdeliica Ethernet

3HayeHue/3HayeHue

Aelicmeue
o yMmon4aHuo

KomaHda

ethernet oam BkntounTb nopaepxkky Ethernet OAM Ha nopty.

—/OTKAIO4YEHO

no ethernet oam OTkntounTb Ethernet OAM Ha KoHduUrypmpyemom nopry.

YcTaHaB/MBaeT NOPOT KO/IMYECTBA OLIMBOK 33 YKa3aHHbIM Nepuog,
(nepuopg, yctaHaBAnBaetca komaHaol ethernet oam link-monitor
frame window).

ethernet oam link-monitor

frame threshold count count: (1..65535)/1
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no ethernet oam link-moni-
tor frame threshold

BoccTaHaBimMBaeT 3HavYeHMe NO YMOTHAHWUIO.

ethernet oam link-monitor
frame window window

no ethernet oam link-moni-
tor frame window

window: (10..600)/100
MC

YcTaHaB/IMBaeT BPEMEHHOMN NPOMEKYTOK A1a noacyera
KONM4yecTsa oWwnboK.

BocctaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam link-moni-
tor frame-period threshold

count: (1..65535)/1

YcTaHaBAuMBaeT nopor ansa cobbitna «frame-period» (nepuog,
ycTaHaBAuBaeTca KomaHaon ethernet oam link-monitor frame-
period window).

BocctaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ethernet oam link-monitor
frame-period window win-
dow

no ethernet oam link-moni-
tor frame-period window

window:
(1..65535)/10000

YcTaHaBAMBaeT BPEMEHHOM NPOMEKYTOK Ana cobbiTua «frame-
period» (B dpperimax).

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-moni-
tor frame-seconds thresh-
old

count: (1..900)/1

YcTaHaBAMBaeT nopor ansa cobbitna «frame-period» (nepuog,
ycTaHaBauBaeTcAa KomaHaon ethernet oam link-monitor frame-
seconds window), B cekyHAax.

BoccraHaBnunBaeT 3HaYeHME NO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-moni-
tor frame-seconds window

window:
(100..9000)/100 mc

YcTaHaB/IMBaeT BpeMEHHOM NPOMEKYTOK Ana cobbitua «frame-
period».

BoccraHaBnunBaeT 3HaYeHME NO YMONYAHUIO.

ethernet oam mode {active
| passive}

YcTaHaBAMBAET peXKMm paboTbl npoTokona OAM:
- active — KommyTaTop NocToAaHHO oTnpasnser OAMPDU;

—/active - passive — KommyTaTop HaunHaeT otnpasaaTe OAMPDU TonbKo
npv Haanynmn OAMPDU co BCTpeYHOM CTOPOHBI.
no ethernet oam mode BoccTaHaBMBaeT 3Ha4YeHME NO YMONYAHUIO.
ethernet-oam remote-fail- BKntoyaeT noaaepkKy n 06paboTky cobbiTmii «remote-failure».
ure
—/BKAOYEHO
no ethernet oam re- BoccTaHaBMBaEeT 3HaYeHWe MO YMONYAHUIO.
mote-failure
ethernet oam remote-loop- BkntoyaeT noaaepKky GyHKLMKM 3aBOpoTa Tpaduka.
back supported —JoTKntoueHO
no ethernet oam re- BoccTaHaBMBaeT 3HaYeHMEe N0 YMONYAHUIO.
mote-loopback supported
ethernet oam uni-direc- BkntoyaeT GyHKUMIO 0BHapYKeHNA O4HOHaMNPaBAEHHbIX CBA3El Ha
tional detection 6a3e npoTtokona Ethernet OAM.
no ethernet oam uni-direc- —/oTkniodeHo BoccTaHaBMBaeT 3HaYeHMEe NO YMONYAHUIO.
tional detection
ethernet oam uni-direc- OnpegaenseT peakLumo KOMMyTaTopa Ha OA4HOHaNPABAEHHYO
tional detection action {log CBA3b:
| error-disable} - log — otnpaska SNMP trap v 3anucb B KypHan;
—/log - error-disable — nepeBog nopta B coctoaHue «error-disable»,
3anuncb B XXypHan n otnpaska SNMP trap.
no ethernet oam uni-direc- BoccTaHaBAMBaeT 3HaYeHMe N0 YMONYAHUIO.
tional detection action
ethernet oam uni-direc- BK/ItOYaeT arpeccmMBHbIN peXUm onpeseneHuns
tional detection agressive OfHOHanpaBneHHoW cBa3n. Ecam oT cocegHero ycTpoicTea
nepecratoT npuxoamuTb Ethernet OAM-coobLeHna — NnMHK
—/OTKAIO4YEHO

no ethernet oam uni-direc-
tional detection aggressive

nome4yaeTca Kak OAHOHaHpaBﬂeHHbIﬁ.

BoccTaHaBimMBaeT 3HavyeHMe No YMOYAHMUIO.

ethernet oam uni-direc-
tional detection discovery
time time

time: (5..300)/5 cek

YcTaHaBAVBAET BPEMEHHOW UHTEPBAn A1 onpeaeneHus Tuna
CBA3M Ha NopTy.
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no ethernet oam uni-direc- BoccTaHaB/MBaET 3HaYEeHWe NO YMOYAHUIO.
tional detection discovery-
time

KomaHOb1 pexcuma privileged EXEC

Bce KomaHAbl AOCTYMHbI A8 NPUBUIEIMPOBAHHOIO NoJib30oBaTeNa. Bua 3anpoca KOMaHAHOW CTPOKM
pexxuma privileged EXEC:

console#

Tabnunua 143 — KomaHgb! pexuma privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro

clear ethernet oam statis- OumuiaeT ctaTUcTUKy Ethernet OAM ans yKasaHHoro nHtepdeiica.
tics [interface {giga- gi_port: (1..8/0/1..48);
bitethernet gi_port | tengi- te_port: (1..8/0/1..24);
gabitethernet te_port | for- fo_port: (1..8/0/1..4).
tygigabitethernet fo_port}]
show ethernet oam discov- OTobparkaeT coctosiHMe npoTokona Ethernet OAM ana
ery [interface {gigabitether- gi_port: (1..8/0/1..48); | ykasaHHoro nHtepdeiica.
net gi_port | tengiga- te_port: (1..8/0/1..24);
bitethernet te_port | for- fo_port: (1..8/0/1..4).
tygigabitethernet fo_port}]
show ethernet oam statis- OTobparkaeT CTaTUCTMKY 0b6MeHa NPOTOKO/IbHbIMW COOBLLEHNAMM
tics [interface {giga- gi_port: (1..8/0/1..48); | Ans ykasaHHOro nHtepdeiica.
bitethernet gi_port | tengi- te_port: (1..8/0/1..24);
gabitethernet te_port | for- fo_port: (1..8/0/1..4).
tygigabitethernet fo_port}]
show ethernet oam status OTobparkaeT HacTpoku Ethernet OAM ans yKkasaHHoro
[interface {gigabitethernet gi_port: (1..8/0/1..48); | nHTepodeiica
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4)
bitethernet fo_port}]
show ethernet oam uni-di- OTobparkaeT COCTOAHNE MEXaHM3MA onpeaeneHuns
rection-al dt?tection [inter- gi_port: (1..8/0/1..48); OZLHOHaNpaB/EHHbIX CBA3EW AR YKa3aHHOIo MHTepdeica.
face {gigabitethernet

. L. te_port: (1..8/0/1..24);
gi_port | tengigabitether- fo, port: (1..8/0/1..4)
net te_port | fortygiga- - "
bitethernet fo_port}]

[pumepbl 8bINOAHEHUS KOMAHO

= OT06pas3nTb COCTOAHWE NPOTOKOA ANA nopTa gigabitethernet 1/0/3:

console# show ethernet oam discovery interface GigabitEthernet 0/3

gigabitethernet 1/0/3

Local client

Administrative configurations:
Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported
MIB retrieval: not supported
Mtu size: 1500
Operational status:
Port status: operational
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Loopback status:
PDU revision:

no loopback
3

Remote client

MAC address: a8:£f9:4b:0c:00:03
Vendor (oui) : a8 f£f9 4b
Administrative configurations:

PDU revision: 3
Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported
MIB retrieval: not supported
Mtu size: 1500

console#

5.17.9 Hacmpolika npomokona CFM (Connectivity Fault Management)

Ethernet CFM (Connectivity Fault Management), IEEE802.1ag — npeaocTtasnset ¢yHKUMU Habaoae-
HWS, NMOWCKa U YCTpaHeHUA HeucnpasBHocTei B ceTax Ethernet, no3BonAa KOHTPOMPOBaTL coegUHEHNE, U30-
JINPOBaTb NPO6/IEMHbIE YYaCTKM CETU U AEHTUPULMPOBATL KIMEHTOB, K KOTOPbIM MPUMEHSAIUCH OrpaHuYe-
HWNA B CEeTun.

MpoToKOoN onepupyeT cieayoWmMmMmn NOHATUAMM:

=  Maintenance Domain (MD) — y4acTOK ceTu, NpUHaaNeKalLUnii U ynpaBaseMblii O4HUM ONePaTOPOM;

= Maintenance Association (MA) — COBOKYNHOCTb KOHe4YHbIx TodeK (MEP), Karkaas us KoTopbiX MUMeeT
oAMHaKkoBbIn naeHTudmkatop MAID (Maintenance Association Identifier), onpeaenstowmii Tun cep-
BUCa;

= Maintenance association End Point (MEP) — KoHeuyHas TOuKa cepBuca, pacno/ioXKeHHas Ha ero rpa-
HUUe;

= Maintenance domain Intermediate Point (MIP) — npomeKyTouyHan To4Ka AOMeHa.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasnbHOro KOHGUIrypupoBaHus:

console (config) #

Tabnnua 144 — KomaHgb! pexuma rnobanbHoi KoHdurypaumm

Komanoa 3HayeHue/3Ha4yeHue Leiicmeue
o YyMOAYAHUIO
ethernet cfm domain name Co3paHue (unn cmeHa yposHsa) CFM gomeHa (MD) ¢ umeHem
[level level] name:(1..32) «name» 1 Nepexos B peXXMm KOHOUTYPUPOBAHUA JOMEHA.
CMMBO/I0B - level — yposeHb CFM pomeHa.
no ethernet c¢fm domain level: (0..7)/0 Yananenune CFM gomeHa (MD) c umeHem “name”
name

KomaHObI pexcuma KoHgu2ypuposaHUa 0oMeHd

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUIyprupoBaHUa AOMeHa:

console (config-cfm-md) #
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Tabnunua 145 — KomaHabl pexkuma KoHdpurypuposaHma CFM-gomeHa (MD)

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

id { dns dns | name name
| mac mac_address num-
ber | null'}

no id

name: (1..43) cumBosioB
dns: (1..43) cumBonos
mac_address : H.H.H

mnn H:H:H:H:H:H vam H-

H-H-H-H-H
number: (0-65535)

Mo ymonuanuto: id name

COOTBETCTBYET UMEHM
AomeHa

YkasaHue ngeHtuoumkatopa CFM gomeHa (MD). UmeHem gomeHa
MOMKeT bblITb:

- dns — dns-nms;

- name — TEKCTOBAA CTPOKa;

- mac_address number — MAC-agpec 1 YMcnoBoM
MAeHTUPUKATOP AOMEHa;

- null — NULL npeHTtndmkatop.

YCcTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

service port

{ vlan-id vian_id |
name name |
number number}

no service port

service vlan vian
{ vlan-id vian_id |
name name |
number number

no service vlan vian_id

vlan_id: (1..4094)
name: (1..45) cumBosios
number: (0..65535)

Co3pgaHue CFM-cepsuca (MA) 6e3 npueasku K VLAN v nepexop, B
pexmMm KoHOUIypupoBaHUa cepeuca.

Ypanenue CFM-cepsuca (MA).

Co3zpaHue CFM-cepsuca (MA) npusasaHHoro K VLAN c Homepom
«vlan» v nepexop, B peXxum KOHPUrypuposaHua cepeuca. imeHem
CEepBUCa MOXKET ObITb:

-vlan_id — Homep VLAN;

- Nname — TEKCTOBasA CTPOKa;

- number — yncnoBoi naeHTUdMKaTop.

Ypanenune CFM-cepsuca (MA) npusasaHHoro K VLAN ¢ Homepom
«vlan_id».

mip auto-create [lower-
mep-only]

no mip auto-create

—/aBTOMaTnyecKoe
CO3AaHNe OTKAOYEHO

BKkntouyeHne aBTOMaTUYECKOrO CO34aHNA NPOMENKYTOUYHbIX TOYEK
cepsuca (MIP). MpomexyTouHble ToukK cepauca (MIP) cosgatoTcs
Ha BCex nNopTax, Ha KoTopbix nponucad VLAN cepsuca.
Heoba3aTenbHblVi napameTtp «lower-mep-only» nckatoyaeT us
CMMCKa NOPTbl, HA KOTOPbIX YXKe co34aHa KOHeYHaa TOYKa cepBuca.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypuposaHus cepsuca

BuAa 3anpoca KOMaHAHON CTPOKM B peXxnume KOHPUIrypnupoBaHMA JOMeEHa:

console (config-cfm-ma) #

Tabnuua 146 — KomaHapl pexkuma KoHpurypmuposaHma CFM cepsuca (MA)

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

continuity-check interval
interval

no continuity-check in-
terval

interval: (1, 10, 100, 600)
cekyHa/1 cekyHaa

YcTaHoBKa MHTepBana oTnpasku Continuity Check coobueHuit.

YCcTaHOBKA 3HAYeHUA no YMONYaHUIO

Direction down

No direction down

YcTaHaBAMBaET HanpaBAeHMe KOHeYHOoM TouKkow cepsuca (MEP) B
HUCxoAsLLee.

YcTaHaBAMBaET HanpaBAeHMe KOHeYHOM To4uKkK cepsuca (MEP) B
Bocxojsllee.

efd notify erps

no efd notify erps

— /BbIKOYEHO

Bk/itoyaeT oTnpaBKy yBeAoM/IeHMI 06 06HapYKeHUN U3MEeHeHUA
cocToaHMA Konbla ERPS Ha cobbiTua events propagation link
failure/restore n HapyweHuWe CBA3HOCTY, AETEKTUPOBAHHbIX C
nomoupbto Continuity Check Protocol (CCM)

OTKNIOYUTb OTNPABKY YBEAOMIEHWUNA.

mep id

id: (1..8191)

[ob6asneHne KoHeuyHoM ToukK cepsuca (MEP) c maeHTUdMKaTopom
«id» K AaHHOMY cepBuCy.
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no mep id

JlaHHOM KOMaHAO0W OCYLLEeCTBAAETCA TOJIbKO NPUBA3Ka
MEP K cepBucy. MEP co3pgaetca B pexxume KOHGUTrypu-
poBaHua uHTepdeiica.

YaaneHue KoHeyHon Touku cepsuca (MEP).

mip auto-create { lower-
mep-only | none }

no mip auto-create

—/Mo ymonyaHuio
MCMNONb3YETCA PEKUM,
CKOHOUIYPUPOBaHHbIN

ONA JOMEeHa, B KOTOPOM

Haxo4MTCA CepBuC

BK/IlOYEHWE aBTOMATUUYECKOTO CO34aHMNA NMPOMEKYTOUYHbIX TOYEK
cepsuca (MIP). MpomexyTouHble Touku cepsuca (MIP)
€03[atoTCA Ha BCex NopTax, Ha KoTopbix nponucaH VLAN cepsuca.
HeobsasaTenbHble napameTpbl:
—  lower-mep-only — uckao4aeT U3 cnncka nopTbl, Ha
KOTOPbIX y¥Ke co3aaHa KoHeyHas Touka cepsuca (MEP);
—  none — He CO34aBaTb aBTOMATUYECKM MPOMENKYTOUHbIE
To4YKM cepsuca (MIP).

YCTaHOBKa 3HaY€HUA N0 YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica Ethernet

BuAa 3anpoca KOMaHAHOW CTPOKU B pexknume KoHUrypupoBaHus mHtepdelica Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 147 — KomaHabl pexkuma KoHourypuposaHusa nHtepoeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet cfm mep mep_id
domain domain_name
service {vlan-id vian_id |
name name | number
number}

no ethernet cfm mep
mep_id domain do-
main_name service {vlan-
id vlan_id | name name |
number number }

mep_id: (1..8191);
domain-name: (0..32)
CMMBO/I0B;
vlan_id: (1..4094);
name: (0..45) cumBo10B;
number: (0..65535).

Co3paHue Ha uHTepdelice KOHeYHOM ToukK cepeuca (MEP) ¢
naeHTMdMKaTopom mep_id pna yKasaHHOTO cepBmuca B yKasaHHOM
JOMEHe 1 nepexos, B pexunm koHburypmposarHua MEP.

YaaneHne KOHEYHOW TOUKM cepBuca ¢ MHTepdeiica.

KomaHObI pextuma KoHgpu2ypupos8aHUs KOHeYHOU moyYKu cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXUMe KOHPUIyprpoBaHUa AoMeHa:

console (config-if-cfm-mep) #

Tabnuua 148 — KomaHapl pexkuma KoHpurypmuposaHma CFM KoHeuHol Touku (MEP)

3Ha4yeHue/3HayeHue .
KomaHoa Aeiicmeue
no ymoa4YaHuro
active BKAtoYeHWe KoHeyHoM TouKu cepsuca (MEP).
- —/BbIK/IlOYEHa
no active YCTaHOBKa 3Ha4YeHWs NO YMONYaHWIO.

continuity-check enable

no continuity-check ena-
ble

—/BbIK/IOYEHA

BkntoueHune otnpasku Continuity Check coobuweHuni.

YcTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

COs cos

no Cos

cos: (0..7)/7.

YcTaHoBKa 3HaueHus npuoputeTa CoS, ¢ KoTopbim byayT
oTnpasasaTbea Continuity Check coobuueHus.

YCcTaHOBKa 3HaYeHUA N0 YMONYAHUIO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKa3aHne nHTepBasia 3aZepXKn, N0 UCTEYEHUN KOTOPOro 6yp,eT
reHepnpoBaTbCA aBapuA.

YcTaHOBKa 3Ha4YeHuUs no YMONYaHUIO.
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alarm reset interval interval: (2500..10000) yKasaHVle NPOMEXKYTKa BPEMEHU, MO UCTEYEHUN KOTOPOTO
Mc/10000 mc npounsonget cbpoc aBapum.
no alarm reset YcTaHOBKa 3HaYeHMA NO YMOYAHMIO.
alarm notification { all | BK/loYeHWe yBeAOMIEHWIA ANa onpeaeneHHbIX TUMOB CObbITUIA.
error-xcon | remote-er- Tunbl cO6LITHI:
ror-xcon | mac-remote- - all — Bce cobbiTna DefRDI, DefMACStatus, DefRemote, DefError,
error-xcon | xcon | none } DefXcon;
- error-xcon — TonbKo cobbitna DefError n DefXcon;
—/mac-remote-error- - remote-error-xcon — TonbKo cobbiTna DefRemote, DefError un
xcon DefXcon;

- mac-remote-error-xcon — To/1bKo cobbiTna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — To/bKo cobbiTne DefXcon;

- none — yBelOMNIEHUA OTK/IHOYEHbI.

no alarm notification YCTaHOBKa 3HaYeHMA N0 YMONYAHUIO.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:
console#

Tabnnua 149 — KomaHgb! pexuma privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show ethernet cfm do-

. name: (1..32) cumBonos | OTobparkaeT uHPopmaumto 06 yKasaHHOM JOoMmeHe Uan 060 BCeX.
main [name]

OTobparkaeT nHdopmaumio 06 owmnbkax Continuity Check
npoToKona.

show ethernet cfm errors —

show ethernet cfm
maintenance-points { lo- —
cal | remote }

OTo6parkaeT MHPOPMALMIO O SIOKANbHbIX UAW YAANEHHbIX
KOHEeYHbIX ToYKax cepsuca (MEP).

show ethernet cfm mpdb name: (1..43) cumBonos

[domain-id { dns name | mac-address: H.H.H uu OTo6paskaeT MHPOPMALMIO O MPOMEXKYTOUHbIX TOUKaX cepsBuca
name | name name| mac H:H:H:H:H:H uan H-H-H- (MIP) 417 yKa3saHHOTO AOMeHa WA AN BCex

mac-address number | H-H-H; ’

null}] number: (0-65535)

show ethernet cfm statis-
— OTobparkaeT CFM-CTaTUCTUKY 419 BCEX LOMEHOB.

tics

show ethernet cfm statis- domain-name: (0..32)

tics domain domain-name CMMBOJIOB;

service { vlan-id vian_id | vlan_id: (1..4094); Otobparkaer CFM-CTaTUCTURY A1A YKa3aHHOIO JOMeHa.

name name | number name: (0..45) cMMBONOB;

number } number: (0..65535)

show ethernet cfm statis- . OTobparkaeT CFM-CTaTUCTUKY A1 YKa3aHHOW KOHEYHOW TOUKM
) L id: (1..8191)

tics mpid id cepsuca (MEP).
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5.17.10 Hacmpoiika ¢pyHKkyuu Flex-link

Flex-link — ¢yHKUMA pe3epBMpOBaHUA, NpeAHa3HaAYeHHaa aaa obecnevyeHUA HAZEKHOCTM KaHana
nepefaun faHHbix. B ceaske flex-link moryt Haxoautbca ethernet n port-channel untepdericol. OanH 13 aTNX
nHTepdelicoB HaxoaMTcA B 3a6/10KMPOBAHHOM COCTOSHUM M HaYMHAET NPOonycKkaTb TPadpuK TOIbKO B Cay4yae
aBapuKn Ha BTOPOM MHTepdelice.

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica Ethernet, uHmepdpelica epynnel nopmos

Bug, 3anpoca KOMaHAHOW CTPOKKU B pexkume KOoHUrypupoBaHua nHtepoelica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnuua 150 — KomaHabl pexkuma KoHpurypuposaHus nHtepdeiica Ethernet, rpynnbsi noptos

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o yMoA4YaHuto
flex-link backup { Bkntouaert flex-link Ha HTepdelice n HazHayaeT BbIBpaHHOMY
tengigabitethernet te_port nHTepodericy ponb backup-nHtepodelica B flex-link nape.
| gigabitethernet gi_port | te_port: (1..8/0/1..4);
port-channel port_channel} gi_port: (1..8/0/1..24);
no flex-link backup { port_channel (1..48)/— BbikntoyaerT flex-link Ha MHTepdelice 1 yaanaeT BbIbpaHHbIN
tengigabitethernet te_port nHtepderic us flex-link napsoi.
| gigabitethernet gi_port |
port-channel port_channel}
flex-link preemption mode 3afaeT aenicTeue Npu NOAHATUM UHTepdelica, y4acTBYOLLErO BO
[forced | bandwidth| off] flex-link:
- forced — ecnmn nogHaABLWMICA MHTepdENC HAaCTPOEH Kak master, To
OH CTaHeT aKTUBHbIM UHTepdelicom;
—Joff - bandwidth — npu nogHATUM MHTEpdElica aKTUBHbBIM CTaHeT
nHTepoelic c 6onbluer NPONycKHOM CNOCOBHOCTLIO;
- off — noaHABLIMICA MHTepdeiic ocTaHeTcs B 3a610KMPOBAHHOM
COCTOSIHUM.
no flex-link preemption Bo3BpaluaeT 3HauYeHne No ymoayaHuio.
mode
flex-link preemption delay 3apaeT Bpema OT nepexosa OTKNHYEHHOTO NopTa B COCTOAHME
delay «up», N0 NPOLLIECTBMM KOTOPOTO BbINOJHAETCA AENCTBME,
delay: (1..300)/35 ycTaHoBneHHoe KomaHaow flex-link preemption mode.
- delay — nepvopg BpemeHu, B CEKYHAAX.
no flex-link preemption Bo3BpaluaeT 3HayeHne No YMOYaHMIO.
delay

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 151 — KomaHapl pexknuma EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show interfaces flex-link
[detailed] { tengiga-
bitethernet te_port | gi-
gabitethernet gi_port |

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24); MokasbiBaeT KoHoUrypaumio dyHKuum flex-link.
port_channel: (1..48)
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port-channel port-chan-
nel}

5.17.11 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuMA Layer 2 Protocol Tunneling (L2PT) no3BonseT nponyckaTb CAy*KebHble NakeTbl Pa3/IndHbIX L2-
npoTtokonos (PDU) yepes ceTb NpoBaigepa, YTo NO3BOMAET «MPO3PAYHO» CBA3ATb KIMEHTCKME CETMEHTbI CETU.

L2PT wuHkancynmpyetr PDU Ha rpaHM4YHOM KOMMYyTaTope, nepedaeT WX Ha APYyroh rpaHUYHbIN
KOMMYTATOpP, KOTOPbIN OXKNAAET CreunasibHble MHKANCY/IMPOBaHHbIE Kafpbl, a 3aTemM AeKancyMpyeT ux, 4to
No3BOAAET NOAb30BaTeNAM NepeaaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb NpoBaiaepa.

KommyTaTtopbl cepum MES3000 npeaocTaBaatoT BO3SMOXKHOCTb MHKAMNCY/MPOBATb CyXKebHble NaKeTbl
npotokonos STP, LACP, LLDP, IS-IS.

[pumep

Ecnu Bratountb L2PT gns npotokona STP, To kommyTatopbl A, B, C u D byayT o6begmHeHbl B OAHO
CBA3ytOLEe AEePEBO, HECMOTPA Ha TO, YTO KOMMYTATOP A He coeAMHEH HaNPAMYLO C KommyTaTopamu B, Cu D
(PucyHok 50 — lNpumep pabomesi pyHKyuu L2PT). UHdopmaums 06 M3MEHEHUN TONONOTUU CETU MOXKET BbITh
nepegaHa CKBO3b CETb NPOBaliaepa.

Cetb
npoBangepa

[ [eou] |

Switch 2

PucyHok 50 — Mpumep paboTbl dyHKUMM L2PT
Anroputm paboTbl GyHKLMOHaNA cneayowmii:
MHKancynauma:
1. Bce L2 PDU nepexBatbiBatoTca Ha CPU;
2. Moacuctema L2PT onpeaensnet L2-npoToKOA, KOTOPOMY COOTBETCTBYET NpuHATLIN PDU, 1 npose-

pAeT, BK/AOYEHa 1N Ha NOPTY, C KOTOPOro NPUHAT 3ToT PDU, HacTpoiika I2protocol-tunnel ans aax-
Horo L2-npoToKkona.
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Ecnn HacTpolika BKAOYEHa, TO:

— B0 Bce noptbl VLAN, Ha KOTOpPbIX BK/IKOYEHO TYHHEIMpPOBaHMe, oTnpasaseTca PDU-dpelim;

— BO Bce nopTtbl VLAN, Ha KOTOpbIX BbIKJAOYEHO TYHHEAUPOBaAHUE, OTNpaBafeTcA
WHKancynnpoBaHHbiii  PDU-dperim  (McxogHbit  ¢dpelim ¢ Destination MAC-agpecom,
N3MEHEHHbIM Ha TYHHE/IbHbIN).

Ecnun HacTpoiiKa BbIKAOYEHA, TO:
— PDU-¢peinm nepenaetca B 06paboTunK COOTBETCTBYIOLLErO NPOTOKONA.
Jekancynauua:

1. PeanusoBaH nepexsat Ha CPU Ethernet-kagpos c MAC-aapecom HasHaYeHUs, 3aaHHbIM NPU Mo-
MoLLLM KomaHapl [2protocol-tunnel address xx-xx-xx-xx-xx-xx. lepexsaT BK/Ilo4aeTCA TO/IbKO TOrAa,
Korga xoTa 6bl Ha 04HOM NOPTY BKJIOYEHA HacTpoWKa |2protocol-tunnel (HesaBucumo ot npoTo-
Kona).

2. [pw nepexsaTe naketa ¢ MAC-agpecom HasHAYeHMA XX-XX-XX-XX-XX-XX, OH CHa4asa nonagaeT B
noacuctemy L2PT, KoTopasa onpegensaeT L2-npoTokon gna gaHHoro PDU no ero 3aronosky, 1 npo-
BEpAET, BK/OYEHA /IM HA MOPTY, C KOTOPOro MPUHAT WMHKaMcy/inpoBaHHbIM PDU, HacTpolika
[2protocol-tunnel ana gaHHoro L2-npoTokona.

Ecnn HaCTpOVIKa BK/1lO4€Ha, TO!

— MOPT, C KOTOPOro bbl/1 NOyYeH MHKaNCynpoBaHHbIM PDU-dpeinm, 61oKMpyeTca ¢ npuUYMHOM
[2pt-guard.

Ecnn HaCTpOVIKa BbIK/1lOY€EHa:

— BOo Bce nopTtbl VLAN, Ha KOTOpbIX BK/AOYEHO TYHHEAMPOBAHWE, OTNpaBAAeTCcA
AeKancyimpoBaHHbIi PDU-¢dpelim;

— B0 Bce noptol VLAN, Ha KOTOPbIX BbIK/JOYEHO TYHHEAMPOBAHWE, OTNpaBAAeTCA
WMHKaNCcyMpoBaHHbI PDU-dppenm.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua 3anpoca KoMaHAHOW CTPOKM pexkmma rnobanbHon KoHduUrypauum:
console (config) #

Tabnnua 152 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HaveHue/3Ha4eHue "
KomaHda / Aeilicmeue
no ymMoa4YaHuro
12protocol-tunnel address 3apaTb MAC-agpec HasHauYeHUs ANA TYHHenupyembix Gppeimos.
{mac_address} mac_address:

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:d0,
01:00:0c:cd:cd:d1,
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no I2protocol-tunnel ad-
dress

01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

YCTaHOBUTb 3HaYeHMe N0 YMOYAHWIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

y

disable).

Ha rpaHuyHom uHTepdeiice foMKeH 6biTb OTKAOYEeH NpoToKon STP (spanning-tree

BuA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHpurypaunmn nHtepodeica Ethernet, nHtepdeiica rpynnol

NnopTOoB:

console (config-if) #

Tabnnua 153 — KomaHabl pexkuma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

12protocol-tunnel {stp |
lacp | lldp | isis-I1 | isis-I2
| pvst | cdp | dtp | vtp |
pagp}

no I2protocol-tunnel {stp |
lacp | lidp| isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp}

— /BbIK/IOYEHO

BksitoueHune pexkmuma nHKancynsaummn naketos STP BPDU.

BbikntoueHue pexnma nHkancynaumm naketos STP BPDU.

12protocol-tunnel cos cos

3agaTtb 3HayeHue CoS gns 3anakoBaHHbIx PDU-dpelimos.

1.4
no I2protocol-tunnel drop- (1..4096)/BeiKNI04eHO

threshold {stp | lacp | lldp
| isis-I1 | isis-12 | pvst | cdp
| dtp | vtp | pagp}

cos: (0..7)/5

no I2protocol-tunnel cos (0.7)/ YcTaHoBKa CoS B 3Ha4YeHWe N0 YMOYAHUIO.
12protocol-tunnel drop- HacTpolika noporosoro 3HaueHus cKopocTu Bxoaswmx PDU-
threshold {stp | lacp | lidp dperimoB (B MakeTax B CEKYHAY), NOMYYEHHbIX U NoAeKalmx
| isis-I1 | isis-12 | pvst | cdp WHKancynsaumun. Npu npesbiweHun nopora PDU otbpacbisatoTes.
| dtp | vtp |

hold:
pagp} threshold treshold

OTKANOYaET peXXMM KOHTPOA CKOPOCTU BxoaAwmx PDU-
dperimos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vip |
pagp} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12
| pvst | cdp | dtp | vip |
pagp}

treshold:
(1..4096)/BbIKNOYEHO

HacTpolika noporosoro sHauyeHus ckopocTu Bxoaawmx PDU-
dperimoB (B MakeTax B CEKYHAY), NOAYYEHHbIX U NoA/eKalmx
WHKancynsumun. NMpu npesbilWeHn nopora nopt byaet
nepeseaeH B coctosiHue Errdisable (oTkntoyeH).

OTKANtOYaET peXXMM KOHTPOAA CKOPOCTU Bxoaawmx PDU-
dperimos.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnuua 154 — KomaHabl pexkmma privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o yMOAYAHUIO

show I2protocol-tunnel OTobparkaeT MHbopmaumio L2PT ana ykasaHHoro nHtepdeliica
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); UK ANa Bcex MHTepdeincos, Ha KOTOPbIX BKAtoYeH L2PT, ecnu
tengigabitethernet te_port te_port: (1..8/0/1..24); MHTepdelc He yKasaH.
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: ( 1..48).
group]
clear I2protocol-tunnel OuncTka cTatucTnkm L2PT gna ykazaHHOro nHtepdeiica nam ana

statistics [gigabitethernet BCeX MHTepdeincos, Ha KOTOPbIX BKAtoYeH L2PT, ecau

gi_port: (1..8/0/1..48);

gl_p?rt |' te_port: (1..8/0/1..24); nHTepdeiic He yKasaH.
tengigabitethernet te_port
L. fo_port:(1..8/0/1..4);
| fortygigabitethernet roup: ( 1..48)
fo_port | port-channel group:{ L..
group]

[pumepbl 8bINOAHEHUS KOMAHO

= YcTaHOBUTb TyHHenbHbIM MAC-agpec B 3HayeHuMe 01:00:0c:cd:cd:d0, BkntoumTb oTnpasky SNMP traps
oT Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-threshold n shutdown-threshold).

console (config) # l2protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) # snmp-server enable traps l2protocol-tunnel

= BK/KOYUTb PEXUM TyHHennpoBaHus STP Ha uHTepdeiice, yctaHOBUTbL 3HaYeHue CoS-naketos BPDU
paBHbIM 4, BKIHOUMUTb KOHTPO/Ib CKOPOCTU BXOAALLMX NakeToB BPDU.

console (config) # interface gigabitEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlan 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

—_— — — — ~— —

console# show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

gil/0/1 4 stp 100 40 650 0 450

Mpumepbl coobLueHuid 0 cpabaTbiBaHUK TpUrTrepa:

12-Nov-2015 14:32:35 $-I-DROP: Tunnel drop threshold 40 exceeded for interface
gil/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface gil/0/1
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5.18 Voice VLAN

Voice VLAN wucnonbsyetca gna BolgeneHma VolP-obopyposaHua B otaenbHyio VLAN. Ana VolP-
dperimoB moryT 6bITb HazHavyeHbl QOS-aTpUbyTLl ANA NpUopuTU3aunKn Tpaduka. Knaccudumrkaumnsa dpeinmos,
oTHocAawwmxca K pperimam VolP-obopyaosaHua, 6asmpyetca Ha OUI (Organizationally Unique Identifier —
nepsble 24 6uta MAC-agpeca) otnpasutens. HasHayeHue Voice VLAN ans nopTa nponcxoamt aBToMaTUYECKU
— Korga Ha nopt noctynaet ¢perim ¢ OUl n3 tabauubl Voice VLAN. Korgoa nopt onpegensierca, Kak
npuHagnexawmin Voice VLAN — gaHHbIn nopT gobasnsetca 8o VLAN KakK tagged. Voice VLAN npumeHum ans

cneayowmx CXem:

— VolP-obopypoBaHMe HacTpauBaeTcs, 4Tobbl paccbinaTb TerMpoBaHHble nakeTtbl, ¢ ID Voice

VLAN, HacTpoOeHHbIM Ha KOMMyTaTope.

— VolP-o6opynosaHue paccbinaet HetermpoBaHHble DHCP-3anpockl. B otBete ot DHCP-cepBepa
npucytcteyetr onuua 132 (VLAN ID), ¢ nomouiblo KOTOPOW YCTPOWCTBO aBTOMATMYECKM
Ha3HayvaeT cebe VLAN ana mapK1MpoBKu Tpadpuka (Voice VLAN).

Cnucok OUl npoussoanteneit VolP-obopyaoBaHus, AOMUHUPYIOLWMUX Ha PbIHKE.

oul dupma-npounssoaun-
Tenb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:D0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

v/

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

Voice VLAN mo:KeT 6biTb aKTUBUPOBAH Ha NopTax, paboTarowmx 8 pexkxume trunk n general.

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 155 — KomaHapl pexkruma rnobanbHom KoHdUrypauum

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

KomaHda

Aelicmeue

voice vlan aging-timeout
timeout

timeout: (1..43200)/1440

no voice vlan ag-
ing-timeout

YcTaHaBAMBaeT TalmayT 41a NopTa, NPUHAANENKALLEro K voice-
vlan. Ecam ¢ nopTa B Te4eHWe 3a,aHHOTo BpeMeHU He 6b110
¢dpemos ¢ OUI VolP-obopyaoBaHus, To voice vlan yaansercs c
AaHHOro nopra.

BoccTaHaBnvBaeT 3HayeHue no YMOANYaHUIO.

voice vlan cos cos [remark]

cos: (0-7)/6

no voice vlan cos

YctaHasauneaeT CoS, KOTOPbIM MapPKUPYOTCS perimbl,
npuHaanexawme Voice VLAN.

- remark — BK/OYaeT NnepemMapKMpPOBKY TPAH3UTHOrO TpaduKa B
Voice VLAN.

BocctaHaBnmBaeT 3HavyeHue no YMONYaHUIO.

voice vlan id vian_id vlan_id: (1..4094)

YctaHasnusaeT ngeHtnedumkatop VLAN ana Voice VLAN
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no voice vlan id Ypanset ugentuoukatop VLAN gns Voice VLAN

Ana ypaneHua npgentuoukatopa VLAN Tpebyetca
npeaBapuUTeNbHO OTKAOUUTb (YHKUMIO voice vian
Ha BCeX noprax.

voice vlan oui-table {add Mo3BonseT pegakTMposath Tabauuy OUI.

oui | remove oui} [word] - oui — nepsble 3 6anTa MAC-agpeca;

- word — onucaHue oui.

no voice vlan oui-table Ypanaert Bce nonb3oBaTesibckue nameHenuna OUI-Tabanupl.

word: (1..32) cumBonos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bunza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol
NnopToB:

console (config-if) #

Tabnuua 156 — KomaHabl pexkuma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o ymMoa4aHuio
voice vlan enable Bkntouaet Voice VLAN ana nopTa.
- —/OTKAIOUEHO -
no voice vlan enable Otkntouyaet Voice VLAN ana nopTa.
voice vlan cos mode {src | BKkAtoyaeT mapKMpoBKy TpadurKa ana scex dppeimos, mbo
all} —/src TOJIbKO A/1A UCTOYHMKA.
no voice vlan cos mode BoccTaHaBAMBaAET 3HAYEHME MO YMOYAHMIO.

5.19 I'pynnosas agpecauums

5.19.1 ®yHKYyus nocpedHuka npomokonaa IGMP (IGMP Snooping)

®yHKUMA IGMP Snooping ucnonb3yeTca B ceTAX rpynmnosoi paccblikn. OcHOBHOW 3agaven IGMP
Snooping ABNfeTcA NpefoCcTaBAeHNE MHOTOaAPecHOro TpadurKa TONbKO A/ TEX NOPTOB, KOTOPbIE 3aNPOCUIN
ero.

V’- IGMP Snooping moxeT Ucnoab30BaTbCA TO/NbKO B cTaTuueckoi rpynne VLAN. Mopaepxu-
BaloTca Bepcum nporokona IGMP — IGMPv1, IGMPv2, IGMPv3.

’ ' Y1o6bl IGMP Snooping 6bin akTMBHbIM, PyHKUMUA rpynnosoi ¢unbTpauum “bridge mul-

e ticast filtering” ponkHa 6bITb BKAOUEHa (cm. pa3pen 5.19.2 NMpasuna rpynnoBoit agpeca-

uum (multicast addressing)).

PacnosHaBaHWe NOPTOB, K KOTOPbIM MOAKAHOYEHBI MHOTOAZPECHbIE MapLLIPYTU3aTOPbl, OCHOBAHO Ha
cnepyowmx cobbITUAX:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— nmakeTbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— MaKeTbl NPOTOKO/MA MHOroaapecHon mapwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npuHATbI Ha NOpPTY;

— nakeTbl npoTokosa Multicast Open Shortest Path First (MOSPF) npuHaTbI Ha NopTY.
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BunA 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHOUrypaLmm:

console (config) #

Tabnunua 157 — KomaHab! pexuma rnobanbHom KoHduUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

ip igmp snooping

no ip igmp snooping

Mo ymonuaHuio dyHKUUA
BbIKNIOYEHa

PaspewaeT ncnonbsosaHune dpyHKLMM IGMP Snooping
KOMMYTaTOpPOM.

3anpeuaeT ncnonb3osaHue ¢yHKLMM IGMP Snooping
KOMMYTaTOpPOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vian
vlan_id

vlan_id: (1..4094)
Mo ymonuyanuio GyHKUMSA
BbIK/IlOYEHa

PaspewaeT ncnonbsosaHune dpyHKLMM IGMP Snooping
KOMMYTAaTOpOM A8 AaHHoro nHtepdeica VLAN.
- vlan_id — npeHTMounKaumoHHbIn Homep VLAN.

3anpewaeT ucnonb3osaHue GyHKuumn IGMP Snooping
KOMMYTAaTOpOM A/1a AaHHoro nHtepgeica VLAN.

ip igmp snooping vlan vian_id
group-specific-query suppress

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)

BkntoyaeTt nepeHanpasaeHue scex naketos IGMP Group
Specific Query B NopTbl, NPUBA3aHHbIE K rpynne, COrMacHo
Tabsavue ip igmp snooping groups.

OTKAtoyaeT nepeHanpasneHue naketos IGMP GroupSpecific
Query B NOpTbl, NPMUBA3aHHbIE K rPynne, cornacHo Tabavue
ip igmp snooping groups.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vian
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Pernctpupyert rpynnosoti IP-agpec B Tabaunue rpynnosom
agpecaumn n ctatuyeckn gobasnaeT MHTepdencol ns
rpynnol ana Tekywein VLAN.

- vlan_id — vnpeHTMounKaumoHHbIn Homep VLAN;

- ip_multicast_address — rpynnosoi IP-agpec.
MepeuncneHne nHTephEcoB OCyLLECTBAAETCA Yepes «-» U
«,”.

Ypanset rpynnosow IP-agpec n3 tabauubl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonyaHutio
paspeLleHo

Paspewaet ans aaHHow rpynnbl VLAN aBToMaTuyeckoe
pacrno3HaBaHWe NOPTOB, K KOTOPbIM NOAK/IOYEHbI
MHOroaZipecHble MapLIpyTU3aTopbl.

- vlan_id — npeHTMounKaumoHHbIn Homep VLAN.

3anpewaeT ans gaHHow rpynnbl VLAN aBTomaTuyeckoe
pacno3sHaBaHWe NOPTOB, K KOTOPbIM MOAKAOYEHbI
MHOroaZipecHble MapLIpyTU3aTopbl.

ip igmp snooping vlan vian_id
mrouter interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | fortygi-
gabitethernet fo_port | port-
channel group}

no ip igmp snooping vian
vlan_id mrouter interface {gi-
gabitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

OnpeaenaeT NOPT, K KOTOPOMY NOAK/IOYEH MapLUPYTM3aTOP
MHOr0aZpecHOM paccbiku gna 3agaHHoi VLAN.
-vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

YKasbIBaeT, YTo K NOPTY He NOAKNOYEH MapLIPYyTU3aTop
MHOrOaApecHo PaccblNKu.
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ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vian
vlan_id forbidden mrouter in-
terface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

YcTaHaB/MBaeT 3anpeT Ha onpeaesieHne nopTa (cTaTUyeckuy,
AVHAMMYECKM) KaK NopTa, K KOTOPOMY NOAK/OYEH
MapLUpPYTU3aTOP MHOTOAAPECHOMN PACcChbINKMU.

- vlan_id — naeHTMdUKauMOHHbIM HoMmep VLAN.

CHMMaeT 3anpeT Ha onpegeseHne NopTa Kak nopTa, K
KOTOPOMY MOAK/IIOYEH MaPLLPYTU3aTOP MHOTOa4pPecHoM
paccbiaKkm.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan
vlan_id querier

vlan_id: (1..4094);
—/Bblgaya 3anpocos
OTK/oYeHa

BkntouaeT noaaepiKKy BblAaun 3anpocoB igmp-query
KOMMYTaTopom B aaHHoM VLAN.

OTKAtoYaeT noaAepXKKY BblAaun 3anpocos igmp-query
KOMMYTaToOpom B aaHHoM VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094)

BkntouaeT 3ameHy IP-agpeca UCTOYHWMKA HA YKa3aHHbIN IP-
agpec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
- vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

OTkntovaeT 3ameHy IP-agpeca nctouHumka B naketax IGMP
report B 3agaHHol VLAN.

ip igmp snooping vlan vian_id
querier version {2 | 3}

no ip igmp snooping vlan
vlan_id querier version

—/IGMPv3

YctaHaBauBaet sepcuto IGMP-npoTokona, Ha OCHOBaHUU
KoTopol byayT dopmuposaTtecs IGMP-query 3anpochbl.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

OnpeaenseT ucxoaHbii IP-agpec, KoTopbiit bygeT
mcnonb3oBaTbea IGMP querier-om. Querier — ycTpomncTso,
KoTopoe otnpasnseT IGMP-3anpochl.

YcTaHaBaMBaeT 3Ha4YeHUe No ymonyaHuto. Mo ymonyaHmio
ecnu IP-agpec HactpoeH ana VLAN, oH ncnonb3yeTtca 8
KauyecTse agpeca ucrouyHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
immediate-leave [host-based]
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlan
vlan_id immediate-leave [host-
based] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]

vlan_id: (1..4094);
—/BbIKNOYEHO
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BKkatounTb npouecc IGMP Snooping Immediate-Leave Ha
Tekywel VLAN. O3HayaeT, 4To NopT A0/KeH bbITb
HemeaIeHHO yaaneH us rpynnsl IGMP nocne nonyyeHus
coobuieHua IGMP leave.

- host-based — mexaHu3m fast-leave cpabatbiBaeT ToNbKO B
TOM Cny4ae, Korga Bce Nosib30BaTenu, NOAKAOYEHHbIE K
AaHHOMY MOPTY OTNMCANNCL OT rPYNMbl (CHETUMK
nonb3oBaTenei BeaeTcs Ha ocHoBaHuKM Source MAC-
aapecos B 3aronoskax IGMP-report’os);

- interface — npu UcNoab30BaHWM JAHHOTO NapameTpa
mexaHu3m fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX
nHTepdeiicax (npu ycnosuu, yto npouecc IGMP Snooping
Immediate-Leave He BK/OYEH rN06anbHO Ha TEKyLL e
VLAN).

OTkntounTb Npouecc IGMP Snooping Immediate-Leave Ha
Terywel VLAN nnm ykasaHHom dusnyeckom nHtepdeiice.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BkntounTb PyHKLMIO proxy report B onpegeneHHom VLAN.
Mpu BKAtOYEHWUM 3TOM GYHKLMM KOMMYTATOP Ha
npuwegne IGMP query byaeT oTBe4aTb OT CBOETO UMEHM.
Knuentckune IGMP report npu atom oTbpacbiBatoTca.

- version — yctaHaBauBaeT Bepcuio IGMP gna otnpaBku
nakeTos. [10 ymonuaHuio Bepcua onpegenaeTtca no
npuweawemy Ha KommyTtaTop nakety IGMP query.

BbikntounTb Proxy report B onpegeneHHom VLAN.
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ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);

no ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BkatoueHMe mannuHra HetermpoBaHHbIX IGMP 3anpocos
ana QinQ nHTepdelicoB Ha yKasaHHbIM vlan_id.
interface — mannuHT BKNtOYAETCA TO/ILKO Ha YKa3aHHbIX
MHTepdemcax.

BbikntoueHWe mannuHra HeternposaHHbix IGMP 3anpocos
AN yKasaHHbix QinQ nHTepdeiicos.

interface — mannWHT BbIKNIOYAETCA TO/ILKO HA YKa3aHHbIX
MHTepdeiicax.

ip igmp snooping map cpe vian
cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

cvlan_id: (1..4094);
vlan_id: (1..4094);
gi_port: (1..8/0/1..48);

no ip igmp snooping map cpe
vlan cvlan_id [interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BKntoueHMe mannuHra TermposaHHbIx cvlan-id IGMP
3anpocoB gna QinQ nHTepdelicoB Ha yKasaHHbIM vlan_id.
interface — mannuHT BKNIOYAETCA TO/IbKO Ha YKa3aHHbIX
MHTepdeiicax.

BbIkNtoYeHMe MannuHra TermpoBaHHbIx cvlan-id IGMP
3anpocoB A/ yKasaHHbIx QinQ uHTepdericos.

interface — MannWHr BbIKNIOYAETCA TO/ILKO HA YKa3aHHbIX
MHTepdeiicax.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

BuAa 3anpoca KoMaHAHOM CTPOKK pexunuma KoHdurypaumm VLAN:

console (config-if) #

Tabnuua 158 — KomaHapl pexkuma KoHpurypaumm nntepderica VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBAET 3Ha4YeHMe ycTonumnsoctm gns IGMP.
Ecnu Ha KaHane HabatogaeTca NoTeps AaHHbIX, 3HaYeHue
YCTOMYMBOCTM AO0NKHO ObITb YBENNYEHO.

YcTaHaBAMBaeT 3HAYEHWe no YMONYaHULO.

ip igmp version {2 / 3}

no ip igmp version

—/IGMPv3

YcraHasnusaet Bepcuio IGMP-npoTokona.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

ip igmp query-interval sec-
onds

no ip igmp query-interval

seconds: (30..18000)/125
C

YcTtaHaBauBsaet TaﬁmayT, No KOTOpOMY CUCTEMA OTMNpaBaAeT
OCHOBHbI€ 3anpoCbl BCEM YHAaCTHUKAM rpynnbl MHOI'OE!,CI,pECHOl;i
nepegavn ona NnpoBepPKM UX aKTUBHOCTU.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip igmp query-max-re-
sponse-time seconds

no ip igmp query-max-re-
sponse-time

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MaKCMManbHoe BpemA O0TBeTa Ha 3anpoc.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

ip igmp last-mem-
ber-query-count count

no ip igmp last-mem-
ber-query-count

count: (1..7)/3HaueHune
nepemeHHol robustness

YcTaHaBAMBaeT KOJIMYeCTBO 3anpoCcoB, NOC/e PacCbUIKM
KOTOPbIX, KOMMYTAaTOp onpeaenAaeT, 4To Ha AaHHOM NOPTY HeT
Xenawuwmnx y4actsosaTb B MHOFOB,D,pecHOﬁ PaccblKe.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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ip igmp last-mem-
ber-query-interval millisec-
onds

no ip igmp last-mem-
ber-query-interval

milliseconds:
(100..25500)/1000 mc

YcraHaBAuBsaet MHTEepBan 3anpoca AnAa nocneaHero y4actHUKa.

YcTaHaBAMBaAET 3HaUYeHWeE No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdurypaumm nHtepdelica:

console (config-if) #

Tabnnua 159 — KomaHgb! pexkuma KoHdurypaumm nHtepdeliica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aeiicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

Bkntoyaet nepeHanpasneHue IGMP-3anpocoB € KANEHTCKUX
Vlan B Multicast Vlan n mynbTuKacToBoro TpadumKka B KIMEHTCKUE
Vlan ana nHtepdeiica B pexxume «access».

BbikntoyaeT nepeHanpasneHne IGMP-3anpocoB € KNMEHTCKMX
Vlan B Multicast Vlan n mynbTuKactoBoro TpadumKka B KIMEHTCKUE
Vlan ana nHtepdeiica B pexxmme «access».

switchport trunk mul-
ticast-tv vlan vian_id
[tagged]

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

Bkntoyaet nepeHanpasneHue IGMP-3anpocoB € KANEHTCKUX
Vlan B Multicast Vlan n mynbTuKacToBoro TpaduKka B KIMEHTCKUE
Vlan ana nHtepdeiica B pexknme «trunk».

BbikntoyaeT nepeHanpasneHne IGMP-3anpocoB € KNMEHTCKMX
Vlan B Multicast Vlan u mynbTuKacToBoro TpadumKka B KIMEHTCKUE
Vlan ana nHtepdeiica B pexknme «trunk».

KomaHObi pexcuma EXEC

Bce KOMmaHAb! AOCTYNHbI TONBKO 417 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 160 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MokasbiBaeT MHGopMaLMto 06 N3yYeHHbIX MHOrOaAPECHbIX
MapLIpyTU3aTopax B yKasaHHol rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNokasbiBaeT MHopmaumto IGMP-snooping ans gaHHOTo
nHTepoelica.

show ip igmp snooping
groups [vlan vian_id]
[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

MoKasbiBaeT MHPOPMaLMIo 06 M3yYeHHbIX MHOTOaAPeCcHbIX
rpynnax, y4acTBytoLLMX B TPYNMOBOM pacchiiKe.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasbiBaeT TabauLy cooTBeTcTBMIA Mexay VLAN
060pyA0BaHUA, YCTAHOBAEHHOTO Yy nosb3oBatens, u VLAN ans
TenesewlaHna.
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show ip igmp snooping BbiBOAMT NepeyveHb aBTOpu3oBaHHbIX IGMP-rpynn Ha Bcex
authorization-cache MHTepdeicax KommyTaTopa, IM60 TONbKO Ha 3a4aHHOM
[interface {gigabitethernet gi_port: (1..8/0/1..48); nHTepodelice.

gi_port | te_port: (1..8/0/1..24);
tengigabitethernet te_port fo_port: (1..8/0/1..4)
| fortygigabitethernet
fo_port}]

clear ip igmp snooping OuuiaeT TabanLy aBTopm3oBaHHbIX IGMP-rpynn Ha Bcex
authorization-cache nHTepdericax KommyTaTopa, b0 TONbKO Ha 3alaHHOM
[interface {gigabitethernet gi_port: (1..8/0/1..48); nHTepodelice.

gi_port | te_port: (1..8/0/1..24);
tengigabitethernet te_port fo_port: (1..8/0/1..4)
| fortygigabitethernet
fo_port}]

[pumepbl 861N0AHEHUA KOMAHO

Brkntountb PpyHKUMo IGMP snooping Ha KommyTaTope. [Ansa VLAN 6 pa3pelntb aBTOMaTU4ECKOE pacno-
3HaBaHWe MNOPTOB, K KOTOPbIM MOAK/AIOYEHbl MHOroagpecHble MapLlpyTu3aTopbl. YCTaHOBUTb WHTepBan
mexay IGMP-3anpocamun — 100 ceK. YBeNINYMUTb 3HAYEHME YCTOMUYMBOCTM A0 4. YCTAHOBUTb MaKCMManbHOe
Bpems oTBeTa Ha 3anpoc — 15 cek.

console# configure

console (config)# ip igmp snooping

console (config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

console (config-if)# ip igmp snooping query-interval 100

console (config-if)# ip igmp robustness 4

console (config-if)# ip igmp query-max-response-time 15

5.19.2 Mpaeuna 2pynnoesoli adpecayuu (multicast addressing)

[aHHbIM Knacc KomaHg npefHasHayeH Ans 3afaHuA NpaBwa rpynnoBoi agpecauuu B CeTU Ha
KaHaNbHOM U CETEBOM YPOBHAX moaenn OSl.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm nutepdeinca VLAN:

console (config-if)#

Tabnnua 161 — KomaHabl pexkuma KoHdpurypaumm nHtepdeiica VLAN

3HayeHue/3HavyeHue
KomaHnoa / OnucaHue
no ymon4YaHuro

bridge multicast mode 3a4aeT peXkuMm rpynnoson nepeaaymn AaHHbIX.
{mac-group | ipv4-group | - mac-group — MHoroagpecHasa nepegaya, ocHoBaHHaa Ha VLAN
ipva-src-group} 1 MAC-agpecax;

- ipv4-group — MHoroagpecHasa nepegaya ¢ TMnom GpuabTpaLum,

—/mac-group

ocHOBaHHbIM Ha VLAN u agpece npuemHuKa B popmarte IPv4;

- ip-src-group — MHoOroagpecHas nepegaya ¢ TMNom GpuabTpauum,

0OCHOBaHHbIM Ha VLAN u agpece oTnpasuTens B popmare |Pv4.
no bridge multicast mode YcTaHaBAMBAET 3HAYEHME MO YMOIYAHUIO.
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bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast address
{mac_multicast_address |
ib_multicast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Lobasnset rpynnosoit MAC-agpec B TabauLy rpynnosoi
afpecaumu n ctaTuyecku aobasnaeT unu yganset uHtepdencol us
rpynneoi.

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — IP-agpec MHOroaApecHoOM paccbiiky;
-add — pobasnsAeT cTaTMYecKyto NoAnNuCKy K rpynnosomy MAC-
agpecy avanasoHa Ethernet-noptos nau rpynn nopros.

- remove — yaanfaeT CTaTUYecKyto NoAnUCKy K rpynnosomy MAC-
agpecy.

MepeuncneHne NHTephecoB OCyLLECTBAACTCA YEpes «-» U «,»

Ypansaet rpynnoeoit MAC-agpec 13 Tabanupi.

bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast forbid-
den address {mac_mul-
ticast_address | ip_mul-
ticast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeLyaeT NoAKNOYEHNE HACTPaMBaeMoro nopTa/nopTos K
rpynnosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — IP-aapec MHOroapecHoOM paccbiikuy;
- add — no6asneHve NopTa/NoOPTOB B CMUCOK 3aMNpPELLEHHbIX;

- remove — yjasnieHue nopTa/NopToB M3 CMMCKA 3anpeLLeHHbIX.
MepeuncneHne NHTephecoB OCyLLECTBAAETCA YEPEs «-» U «,»

Ypaanaet 3anpewatouee npasuao gna rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonuyanutio
nepeaava Bcex
MHOroaApecHbIX
MaKeToB 3anpeLyeHa.

PaspeluaeT nepesayy BCEX MHOTOaZpPECHbIX MAKETOB Ha NOpPTY.
- add — pob6asnsaer noptbl/06beANHEHHDBIE MOPTbI B CMUCOK
NopTOB, A/1A KOTOPbIX pa3peLleHa nepeaaya BCeX rpynnoBbIX
NakeToB;

- remove — y6upaeT rpynny nopTos/o6begnHeHHbIX NOPTOB U3
paspeLuatoLLero npasuia.

MepeuncneHne NHTepHENcoB OCYLLLECTBAABTCA YEpes «-» U ,».

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

Mo ymonyanuio
nopTam He 3anpeLLeHo
AVHAMMUYECKM
npUcoeanHATLEA K
MHOroaZpecHomn
rpynne.

3anpelLaeT NopTy AMHAMUYECKU [06aBAATHCA K MHOrOaApecHOM
rpynne.

- add — po6asnser nopTbl/06beAMHEHHbIE NOPTbI B CMINCOK
NopTOB, A4/1A KOTOPbIX 3anpeLLeHa nepeagaya Bcex rpynmnosbIxX
NaKeToB;

- remove — y6upaeT rpynny nopTos/o6begnHeHHbIX MOPTOB U3
3anpeLuatoLLero npasuna.

MepeuncieHve MHTEPdENCOB OCYLLLECTBAAETCA YEPES «-» U «,».

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast ip-address
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group}

no bridge multicast ip-
address
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Peructpupyer IP-agpec B Tabauue rpynnoBoi agpecaummn n
cTaTuyeckun gobasnset/yaanset uHTepdeiicsl U3 rpynnbl.

- ip_multicast_address — rpynnoso# IP-agpec;

-add — pobasnaer nopTbl K rpynne;

- remove — yfanseT nopTbl U3 rpynmbi;

MepeuncnerHne MHTepPHENCOB OCYLLECTBAACTCA YEPES «-» U «,».

Yaansaet rpynnosoi IP-agpec us Tabauubl.
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bridge multicast forbidden
ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpelyaeT NOpTy AMHaAMMUYECKM [06aBAATHCA K MHOFOAApPeCcHOM

rpynne.

- ip_multicast_address — rpynnoso# IP-agpec;

- add — nob6aeneHve NopTa/NOPTOB K CNUCKY 3aNpPeLLEeHHbIX;

- remove — yjaneHue nopTa/NopToB U3 CINCKA 3anpeLLeHHbIX.

MepeuncneHve nHTepdencoB OCYLLLECTBNAETCA YEPEs «-» U «,»
V Mpexxge uyem onpepenuTb 3anpelieHHbie NOpPTbl,

rpynnbl MHOTOAAPECHO PacCbiIKU AOMKHbBI 6bITb 3a-
perucTpupoBaHbl.

BoccTaHaBnvBaeT 3HavYeHMe No YMOYaHUIO.

bridge multicast source
ip_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHaBAuBaeT cooTBeTcTBME mexay IP-agpecom nonb3osatena u
rpynnoBbIM agpecom B TabauLe rpynnoBoi agpecaunu, 1
cTaTuyeckun gobasnaet/yaanser uHTepdeiicsl U3 rpynnbl.

- ip_address — vcxogHbi IP-agpec;

- ip_multicast_address — rpynnoso# IP-agpec;

- add — po6aBuTb NopThI B rpynny ucxogHoro IP-agpeca;

- remove — yAanuTb NOPTbI U3 rPpynnbl cxogdHoro IP-agpeca.

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWIO.

bridge multicast forbidden
source ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

YcTaHaBAVBaeT 3anpeT Ha AobaBneHve/yaaneHme CooTBETCTBUSA
mexay IP-agpecom nonb3osaTens M rpynnoBbIM agpecom B
Tabsmue rpynnoBo agpecaumn 418 onpeseneHHoro nopra.

- ip_address — vncxogHbiv IP-agpec;

- ip_multicast_address — rpynnoso# |IP-agpec;

- add — 3anpet Ha gobaBneHune nopTa B rpynny ucxoaHoro IP-
agpeca;

- remove — 3anpeT Ha yganeHne nopTa U3 rpynnel ucxogHoro IP-

group} group: (1..48) agpeca.
no bridge multicast BoccTaHaBMBaeT 3HAYEHME MO YMOYAHUIO.
forbidden source
ip_address group
ip_multicast_address
bridge multicast ipv6 mode 3aZaeT peXXum rpynnoBon nepesayum gaHHblx Ana IPv6-naketos
{mac-group | ip-group | MHOrOaZpPecHoOM Pacchbiku.
ip-src-group} - mac-group — MHoroagpecHasa nepegaya, ocHoBaHHaa Ha VLAN
n MAC-apgpecax;
— /mac-group - ip-group — mMHoroazpecHas nepegaya c TMnom GuabTpaLmm,

no bridge multicast ipv6
mode

OCHOBaHHbIM Ha VLAN 1 agpece npuemHuka B popmare IPv6;
- ip-src-group — MHOroagpecHas nepegaya ¢ TMNom GbuabTpauum,
ocHoBaHHbIM Ha VLAN u agpece otnpasutens 8 dopmare IPv6.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

bridge multicast ipv6
ip-address
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Peructpupyet rpynnosoit IPv6-agpec B Tabaunue rpynnosom
afpecauuu, u ctatnyeckn gobasnset/yaanset nHtepdeicsl s
rpynnbl.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — pobaBnser nopTobl K rpynne;

- remove — yAanset nopTbl U3 rpynnbi;

MepeuncneHne NHTePHENCoB OCYLLECTBAACTCA YEPEs «-» U K, ».

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.
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bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeLLaeT NoAKNOYEHME HAaCTpPauBaemMoro nopTa/nopTos K
rpynnosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosow IP-agpec;

- add — nobaeneHve NopTa/NOPTOB B CMUCOK 3aNpPELLEHHbIX;

- remove — yjaneHue nopTa/NopToB M3 CINCKA 3anpeLLeHHbIX.
MepeuncneHve MHTepdencoB OCYLLLECTBNAETCA Yepes «-» U «,»

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHaBAuBaeT cooTBeTcTBME mexay IPv6-agpecom nonb3osatens
W rpynnoBbIM agpecom B Tabauue rpynnoBsoi agpecauuu, 1
cTaTuyeckun gobasnaet/yaanser uHTepdeiicsl U3 rpynnbl.

- ipv6_address — ncxoaHbivi IP-agpec;

- ipv6_multicast_address — rpynnosow IP-agpec;

- add — po6aBuTb NoOpTbI B rpynny ucxogHoro IP-agpeca;

- remove — yAanuTb NOpPTbI U3 rpynnbl UcxogdHoro IP-agpeca.

BoccTaHaBanBaeT 3Ha4YeHMeE NO YMONYAHWUIO.

bridge multicast ipv6
forbidden source
ipv6_address group
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden source
ibv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHaBAVBaeT 3anpeT Ha AobaBneHve/yaaneHme cooTBETCTBUA
mexay IPv6-agpecom nosb3oBaTens v rpynnosbiM a4pecom B
TabsimLe rpynnoBow agpecaumv Ansa onpeseneHHoro nopra.

- ipv6_address — ncxoaHsoii IPv6-agpec;

- ipv6_multicast_address — rpynnosou IPv6-aapec;

- add — 3anpet Ha fobasneHue nopTa B rpynny ucxogHoro IPv6-
agpeca;

- remove — 3anperT Ha yZa/ieHne nopTa u3 rpynnbl UCXO4HOMO
IPv6-agpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgpuaypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, VLAN, uH-

mepapelica 2pynnsl NopmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexmme KoHoUrypaumm nHtepdeica Ethernet, VLAN, nntepdeliica
rpynnbl NOPTOB:

console# configure

console (config) # interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | port-channel group |
vlan | range {..}}

console (config-if) #
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Tabnnua 162 — KomaHabl pexkuma KoHpurypaumm nHtepdeliica Ethernet, VLAN, rpynnbl untepdeiicos

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

OnucaHue

bridge multicast
unregistered {forwarding |
filtering}

no bridge multicast
unregistered

—/forwarding

YcTaHaBAMBaeT NpaBuIo Nepesayn NakeTos ¢
He3aperucTpUpPoBaHHbIX FPYMNNOBbIX a4PECOB.

- forwarding — nepesaBaTb He3aperncTpMpoBaHHble
MHOroaZpecHble NaKkeTbl;

- filtering — dunbTpPOBaATL HE3apPEIrNCTPUPOBAHHLIE
MHOroaZpecHble NakeTbl.

YcTaHaBAMBAET 3HAYeHUe No YMONYaHUIO.

KomaHObI pexxcuma 2a0b6an6Hol KOHgu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabnunua 163 — KomaHabl pexuma rnobanbHoM KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

OnucaHue

bridge multicast filtering

no bridge multicast
filtering

—/OTKAIOYEHO

BK/toYaeT GUALTPALMIO FPYNNOBbIX a4PECoB.

OTKAtoYaeT GUAbTPALMIO FPYNMNOBbIX a4PECOoB.

mac address-table
aging-time seconds

no mac address-table
aging-time

seconds: (10..630)/300
CeKyHA,

3agaeT Bpems xpaHeHua MAC-agpeca B Tabsvue rnobanbHo.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094,
all)/Mo ymonyaHuio
BKJ/IOYEHO

Bkatountb nsyyeHne MAC-agpecos B gaHHom VLAN.

OTkNtounTb M3ydeHne MAC-agpecos B gaHHOM VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group} [permanent |
delete-on-reset |
delete-on-timeout |
secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[obasnaeT ucxogHoli MAC-agpec B Tabnumuy rpynnosoi
agapecaumu.

- mac_address — MAC-agpec;

-vlan_id — Homep VLAN;

- permanent — gaHHbIit MAC-agpec MOXHO y4aAUTb TO/IbKO C
nomoLlblo KomaHap! no bridge address;

- delete-on-reset — faHHbIV agpec yaanutcs nocne
nepesarpysku yCTpoICTBa;

- delete-on-timeout — faHHbIV agpec yaanutca no Tanm-ayTy;
- secure — AaHHbIN agpec yAaamTCA TOIbKO C MOMOLLbIO
KomaHzabl no bridge address nav nocne BosspatieHuns nopTa B
pexunm obyyeHua (no port security).

Yaanaetr MAC-agpec 13 Tabavubl rpynnoBoi agpecauuu.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | lic
sap | lic-snap pid ] {discard
| bridge}

ethtype: (0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..OXFFFFFFFFFF)

Onpegenner gencTene ANA NaKETOB MHOrOaApPeCHOM PaccblKm
C 3ape3epBUPOBAHHOrO agpeca.

- mac_multicast_address — rpynnosoit MAC-aapec;

- ethtype — Tun naketa Ethernet v2;

- sap — Tvn naketa LLC;

- pid — Tvn naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepepgatotcs B pexkume bridge.
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no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic
sap | lic-snap pid]

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

mac address-table
lookup-length length

no mac address-table
lookup-length

length: (1..8)/3

3agaeT pasmep obnactm MAC-agpecoB B afiroputme
XewnpoBaHua. M3meHeHWUA BCTyNatoT B AeMCTBME Nocne
pecTtapTa KOMmyTaTopa.

YcTaHaBAMBaeT 3HaYeHWe No ymonyaHuio. MiameHeHusn
BCTYMatoT B AeMCTBME NOCAe pecTapTa KOMMyTaTopa.

KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnnua 164 — KomaHgb! pexuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

clear mac address-table
{dynamic | secure}
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Ypanaer cratnyeckve/aMHamuyeckme 3anncu us Tabaumupbl
rpynnoBoii agpecaumu.

- dynamic — yaaneHune guHamunyeckux sanucem;

- secure — yJaseHne CTaTUYeCKUX 3anuceil.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 165 — Komanapl pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}] [address
mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasbiBaeT Tabanuy MAC-aapecos g5 yKa3aHHOTo UHTepdelica
nmnbo Bcex MHTepdencos.

- dynamic — npocmoTp TONIbKO AMHAMUYECKUX 3anunceit;

- static — NpocMOoTp TO/IbKO CTaTUYECKMX 3anuceit;

- secure — NMPOCMOTP TOJIbKO 6e30MacHbIX 3anucei;

-vlan_id — npeHTMdMKaLuMoHHbIN Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table
count [vlan vian_id]
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MoKa3blBaeT KoAnYecTBo 3anucei B Tabanue MAC-agpecos ans
yKasaHHoro nHtepdelrica nMbo ana scex MHTephencos.
- vlan_id — naeHTMounKaumMoHHbIn Homep VLAN.
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show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ibv4_multicast_address |
ibv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MoKa3sblBaeT TabmLy rpynnoBbIX a4PecoB ANa YKa3aHHOTo
nHTepdelica mbo Bcex nHtepdelicos VLAN (KomaHga AoCTynHa
TO/NIbKO A1 NPUBUIETMPOBAHHOIO NO/1b30BaTENSA).
-vlan_id — npeHTuduUKaLMoHHbIN Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;

- ipv4_multicast_address — rpynnosow IPv4-aapec;

- ipv6_multicast_address — rpynnoso IPv6-aapec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — |Pv4-aapec UCTOYHUKA;

- ipv6_source_address — |IPv6-agpec UCTOYHMKa.

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ibv4_multicast_address |
ibv6_multicast_address]
[source
ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKa3sblBaeT TabmLy CTaTUYECKMX FPYyNMnoBbIX a4pecos ANA
yKasaHHoro nHtepdelrica nmbo scex nHtepdericos VLAN.
-vlan_id — naeHTMdUKaLMOoHHbIN Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;

- ipv4_multicast_address — rpynnosow IPv4-aapec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- ipv4_source_address — |Pv4-aapec NUCTOYHUKA;

- ipv6_source_address — |Pv6-aapec UCTOYHUKA;

-ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHoM Tabaumubl.

show bridge multicast

filtering vian_id vlan_id: (1..4094)

MokasbiBaeT KOHOUrypaLuio GUAbTPaA rPYNNOBbIX aAPECOB ANA
yKasaHHoro VLAN.
- vlan_id — naeHTMduKaumMoHHbIn Homep VLAN.

show bridge multicast
unregistered
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasbiBaeT KOHOUrypaumio ¢punbTpa Aaa
He3apermcTpMpoBaHHbIX rPYNMoBbIX aApecos.

show bridge multicast

mode [vlan vian_id] vlan_id: (1..4094)

MOKa3bIBaeT peXKMM rpynnoBon agpecaunu Ann yKasaHHoro
nHTepoerica nmbo Bcex MHTepdeiicos VLAN.
-vlan_id — npeHTMduMKaLuMoHHbIN Homep VLAN.

show bridge multicast
reserved-addresses

OTobpaskaeT npasuna, ycTaHOBAEHHbIE ANS PYNNOBbIX
3ape3epBMpPOBaHHbIX a4Pecos.

[pumepbl 8bINOAHEHUS KOMAHO

= Bkaountb GUAbTPaLMIO FPYNNOBbIX a4PecoB KOMMYTaTOpPoM. 3a4aTb Bpema xpaHeHua MAC-agpeca
450 cekyHA, pa3peLlwnTb nepegayvyy He3aperncTpupoBaHHbIX MHOroagpecHblx naketos Ha 11 nopty

KomMmyTaTopa.

console# configure

console (config) # mac address-table aging-time 450

console (config)# bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding
console# show bridge multicast address-table format ip

Vlan IP/MAC Address Ports

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel0/2
19 224-239.130(2.2.8 static te0/1-8
19 224-239.1302.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:
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1 224-239.13012.2.3
224-239.13012.2.8

te0/8
te0/8

5.19.3 MLD snooping — npomoKosa KOHMponaa MHo20a0pecHo20 mpadguka e IPv6

MLD snooping — MexaHW3M MHOroagpeCcHOM PacCblsIKWM COOBLLEHWNI, NO3BONAIOLLMA MUHUMU3UPOBATD
MHoOroaapecHsbI Tpaduk B IPv6-ceTsx.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 166 — KomaHabl rnobanbHOro pexnma KoHourypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mld snooping [vlan
vlan_id]

no ipvé mld snooping [vlan
vian_id]

vlan_id: (1..4094)
—/BbIK/IIOYEHO

Bkatoyaet MLD snooping.

OTtkatovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ipvé mid snooping vlan
vlan_id static
ibv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Peructpupyert rpynnosoti IPv6-aapec B Tabaunue rpynnosoi
ajpecaumu v cTaTudeckn gobasnaeTt/yaanser uHTepoenco 13
rpynnbl ana Tekywen VLAN.

- ipv6_multicast_address — rpynnosoti IPv6-agpec;
MepeuncneHne HTepdEcoB OCyLLECTBAACTCA HYEPE3 «-» U «,».

Ypanset rpynnosow IP-agpec U3 Tabanupl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipv6 mid snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[obasnaeT npaBuso, 3anpeLlatoliee NOpTam M3 CrMcKa
perucTpmpoBaTbca Kak MLD-mrouter.

Ypanaet npasuno, 3anpeLyatoLiee noptTam us cnmcka
pernctpmposatbca Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipv6 mld snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
—/BKNtOYEHO

M3yyaTb NopTbl, NOAKAOYEHHbIe K mrouter'y no MLD-query-
nakeTam.

He n3yyaTb nopTbl, NogKAOYEHHbIe K mrouter'y no MLD-query-
nakeTam.

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx

187




HELTEX

ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipvé mid snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);

,£l,o6a BNAET CMMUCOK mrouter-nopTos.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

Ypanaetr mrouter-nopTol.

ipvé mid snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no ipvé mld snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

BKkatounTb npouecc MLD Snooping Immediate-Leave Ha TekyLieln
VLAN.

- interface — npu McNonb30BaHUM AAHHOTO NapamMeTpa MexaHU3m
fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX MHTepdeicax (npu
ycnoBuu, uyto npouecc MLD Snooping Immediate-Leave He
BKJ/ItOUEH rnobanbHO Ha Tekylwen VLAN).

fo_port: (1..8/0/1..4);
group: (1..48);
—/BbIK/IlOYEHO

OTKAtounTb Npouecc MLD Snooping Immediate-Leave Ha TekyLiel
VLAN unu ykasaHHom nHtepdelice.

ipvé mid snooping querier

no ipvé mld snooping
querier

BK/iloYaeT NoaaepiKKy Bblgaum 3anpocos igmp-query.

—/BbIK/IIOYEHO

OTKAKOYaET NOALEPHKKY BblAAUYM 3aNpocoB igmp-query.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmepgelica

2pynnsl nopmos, uHmepaetica VLAN

Bunza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

noptoB un nHtepdenca VLAN:

console (config-if) #

Tabnuua 167 — KomaHgpbl peknma KoHurypauum nHTepdeica (ananasoHa mHTepoeicos) Ethernet, nHtep-

demca rpynnbl nopTtos, NHTepdenca VLAN

3HayeHue/3HayeHue

last-member-query-interval

KomaHda Aeiicmeue
no ymoa4aHuro
ipvé6 mid 3a/aeT MaKCMMasbHYI0 33/lepXKKy OTBETa NOC/eAHEro YaeHa
last-member-query-interval interval: rpynmnbl, KOTOPas UCMO/b3yeTcA A/1A BblYMCNEHUA KO4a
interval (100..25500)/1000 MaKCMManbHoW 3agepKku oteeTa (Max Response Code)
no ipv6 mid MUNIUCEKYHS, BoccTaHaB/IMBAET 3HaUYeHMeE N0 YMONYAHUIO.

ipvé mid query-interval value

no ipvé mid query-interval

value: (30..18000)/125
CeKyHA,

3afaeT HTepPBan PaccbiNKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

ipvé mid
query-max-response-time
value

no ipvé mid
query-max-response-time

value: (5..20)/10 cerkyHa,

3apaer MaKCUMaNbHYIO 3a4€epPXKKYy OTBETa, KOTOpaA
ncnonb3lyeTca anA BblYMCNEHMUM KOoA4a MaKCMManbHoWM
3a4epXKKU OoTBeTa.

BoccTaHaBnvBaeT 3HaveHMe No YMOTYaHUIO.
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ipvé mid robustness value YcTaHaBAuBaeT 3Ha4YeHue KoadpduuneHTa

oTKasoycTonymeoctu. Ecam Ha KaHane HabnopaeTca noteps
value: (1..7)/2 OaHHbIX, KO3GPULMEHT OTKA30YCTONYMBOCTM AONKEH ObITb

yBe/INYeH.

no ipv6 mid robustness BoccTaHaB/MBaeT 3HaUYeHMeE N0 YMONYAHUIO.

ipvé mid version version YcTaHaBAUBAET BEPCUIO MPOTOKO/A, AENCTBYIOLLYO HA JAHHOM

version: (1..2)/2 uHTepdelice.
no ipv6 mid version BoccTaHaB/MBaeT 3HaUYeHMeE MO YMONYAHUIO.

KomaHOwbi pexcuma EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 168 — KomaHab! pexkuma EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymMoa4YaHuto
show ipv6 mld snooping OTobparkaeT MHGOPMaLMIO O 3aPerncTPUPOBAHHbBIX Fpynnax B
groups [vlan vian_id] [address COOTBETCTBUM C 3a@aHHbIMM B KOMaHAE NapameTpamm
ibv6_multicast_address] vlan_id: (1..4094) dunbTpaymm.
[source ipv6 _address] - ipv6_multicast_address — rpynnosoii agpec IPv6;

- ipv6_address — IPv6-agpec UCTOYHMKa.

Otobparkaet nHbopmaumio o KoHdurypaumm MLD-snooping gnn
paHHoi VLAN.
OTobparkaeT MHGOpMaLMo 0 mrouter-nopTax.

show ipv6 mid snooping
interface vian_id

show ipv6 mld snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

vlan_id: (1..4094)

5.19.4 ®yHkyuu ozpaHuveHusa multicast-mpaguka

®yHKUMM orpaHnyeHna multicast-tpaduka mcnonbsytoTca AnAa yaob6HOM HACTPOMKM OrpaHuyeHus
NPOCMOTpPa OnpeAeneHHbIX FPynn MHOroaAapecHoOM paccbIKy.

KomaHObI pexcuma 2a06an6Hol KoOHpu2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnuua 169 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
multicast snooping profile Mepexon, B pexxum KoHdurypaumm multicast-npodunsa.
profile_name
no multicast snooping profile_name: (1..32) YaanuTb yKasaHHbI multicast-npodpus.
profile profile_name CMMBONOB ' Multicast-npodunb moxKeT 6bITb yaaneH ToONbKO
. nocne Toro, Kak 6yger oTBA3aH OT BCeX NOpPTOB
KoMMmyTaTopa.
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KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

BuAa 3anpoca KoMaHAHOM CTPOKM pexunma KoHdurypaumm multicast-npoduna:

console (config-mc-profile) #

Tabnnua 170 — KomaHab! pexkuma KoHdurypaumm multicast-npodunsa

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

match ip low_ip [high_ip]

no match ip low_ip
Lhigh_ip]

low_ip: BaAanaHbIN
multicast-agpec;

high_ip: BanngHbI
multicast-agpec

3apaeT cooTBeTCTBME NPOdUNA yKasaHHOMY AnanasoHy IPv4
multicast-agpecos.

Ypanset cootseTcTBUE NPoduaa yKasaHHOMY AnanasoHny IPv4
multicast-agpecos.

match ipv6 low_ipv6
[high_ipvé]

no match ipv6 low_ipv6
[high_ipvé]

low_ipv6: BanngHbiii IPv6
multicast-agpec;
high_ipv6: BanngHbIn
IPv6 multicast-agpec

3apaeT cooTBeTCTBME NPOdUNA YKasaHHOMY AnanasoHy IPve
multicast-agpecos.

Ypanset cootBeTcTBUE Npoduaa yKkasaHHOMY AnanasoHy IPve
multicast-aapecos.

permit

no permit

—/no permit

B cnyyae HecooTBeTCTBUA OAHOMY U3 3a4aHHbIX AMANA30HOB,
IGMP-report 6yayT nponycKaTtbcs.

B cniyyae HECOOTBETCTBUA OAHOMY U3 334aHHbIX AMaNa3oHoB,
IGMP-report 6yayT oTbpacbiBaTbCA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKU perknMma KOHOUrypauum nHtepdenca:

console (config-if)#

Tabnnua 171 — KomaHabl pexkuma KoHpurypaumm nutepdeliica (guanasoHa nHtepdeincos) Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

multicast snooping
max-groups number

no multicast snooping
max-groups

number (1..1000)/—

OrpaHu4MBaeT KOIMYeCTBO OLHOBPEMEHHO NPOCMATPMBAEMBbIX
multicast-rpynn ana nutepdeiica.

CHMMaEeT orpaHuyeHue Ha KOJIMYeCTBO O4HOBPEMEHHO
npocmaTtpusaemblix rpynn gna nHtepdeica.

multicast snooping add
profille_name

multicast snooping remove
{profille_name | all}

profile name: (1..32)
CMMBO/I0B

MpwuBA3bIBaeT yKasaHHbIM multicast-npodunb K nHTEpdeiicy.

Yaansaet cootrsetcTBme multicast-npopuna (scex multicast-
npoduneit) nHtepoelicy.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 172 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show multicast snooping
groups count

OTo6pakaeT MHHOPMALMIO 4R BCEX MOPTOB O TEKYLLEM
KO/IMYEeCTBE 3aperucTpupoBaHHbIX FPYNM, a TaKkxe
MaKCHMabHOE BO3MOMXHOE KOJIMYEeCTBO.
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show multicast snooping
profile [profille_name]

profile name: (1..32) OtobparkaeT MHGOPMALMIO O CKOHOUTYPUPOBAHHbIX multicast-
C“MBO/I0B npoounsx.

5.19.5 RADIUS-aemopu3ayus 3anpocos IGMP

[aHHbI MexaHM3M MO3BOSIAET NPOM3BOAUTL AaBTOPM3ALLMIO 3anNpocoB NpoTokonaa IGMP ¢ nomouwsto
RADIUS-cepBepa. Ona obecneyeHMAa HaAeKHOCTM W pacnpeneneHua Harpyskm MOXKEeT WCMO/b30BaTbCA
HeckosibKo RADIUS-cepBepoB. Bbibop cepBepa 415 0TNpaBKM 04epeaHOoro 3anpoca aBTopmsalmm NnponcxoguT
cny4YariHbiMm obpasom. Ecam cepBep He OTBETU/, OH NOMEYAETCA KaK BPeMeHHO Hepabouuii, n nepecraet
Yy4acCTBOBATb B MEXaHU3MeE OMpPOCa Ha onpeseneHHbI Nepmnos, a 3anpPoc OTCbIIAETCA HA CAeAyoWwmit cepaep.

MonyyeHHble aBTOPM3aUNOHHbIE AaHHbIE XPAHATCA B K3LW-MAaMATM KOMMYTaTopa B Te4eHWe 3aaHHOro
nepuoga BpeMeHW. ITO MO3BONAET YCKOPWUTb MOBTOPHYHO 06paboTky IGMP-3anpocoB. [MapameTpbl

dBTOPU3aLNN BKNKOYALOT B cebs:

=  MAC-agpec KIMEeHTCKOro YCTPOCTBa;
" UaeHTUOMKATOP NOPTa KOMMYTATOPa;
= |P-agpec rpynnbl;

=  PeweHue o goctyne — deny/permit.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:

console (config) #

Tabnnua 173 — KomaHabl pexkuma rnobanbHoro KoHGUrypupoBaHums

KomaHda

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ip igmp snooping authoriza-
tion cache-timeout timeout

no ip igmp snooping authori-

zation cache-timeout

timeout: (0..10000) mnH/0

YcTaHaBAMBaET BPEMA XMU3HU B Kalwe. Ecan 3HauyeHMe paBHO
HY/I0 — OTCYET BPEMEHM ¥KMU3HM OTKAIOUEH (3anuch He
YAANAETCA CO BPEMeHeM).

YcTaHOBKa 3Ha4YeHna no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypuposaHuUa uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM pexXnma KoHPUrypupoBaHua nHtepdelica:

console (config-if) #

Tabnunua 174 — KomaHabl pexxuma KoHpurypuposaHua nHtTepoeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeilicmeue

multicast snooping authorization
radius [required]

—/oTKntoueHa

no multicast snooping
authorization

Bkntouaet aBTopu3saumio yepes RADIUS-cepsep. Ecam ykasaH
napametp required, To B c/ly4yae HeAOCTYMHOCTU BCeX
RADIUS-cepsepos IGMP-3anpocbl UTHOPUPYHOTCA.

B npotusHom cnyyae IGMP-3anpoc 6yget obpaboTtaH gaxke
npu OTCYTCTBMM OTBETA CepBepa.

OTKAtoveHue aBTOpU3aLUnN.
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multicast snooping authorization BKkntouaeT npeasapuTenbHyo 06paboTky IGMP-3anpocos Ha
forwarding-first nopty ao oteeta RADIUS-cepsepa. o nony4yeHuun oteeTa oT
cepBepa B C/ly4ae NoN0OXKUTEIbHOIO OTBETA NoANUCKa

—/oTkno4eHa oCTaeTcs, B C/ly4ae OTPULATENIbHOMO — yAanfaeTca.

no multicast snooping

authorization forwarding-first BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

KomaHObi pexcuma EXEC

Bce KomaHAbl JOCTYMHbI TONBKO ANA NPUBUIETMPOBAHHOIO NOAb30BaTeNA.
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 175 — KomaHab! pexkuma EXEC

KomaHoa 3HayeHue Aelicmeue
show ip igmp snooping authori- OTobparkaeT cogeprKMmoe Kala asTopusaunn IGMP.
zation-cache gi_port: (1..8/0/1..24); | Ecnv B KOMaHAe yKa3aH nHtepdeic — To otobpaskatorca
[gigabitethernet gi_port | te_port: (1..8/0/1..4). TONbKO Te rPynnbl, KOTOpble 3aperncTpPMpPoBaHbI Ha
tengigabitethernet te_port ] yKa3aHHOM nHTepdelice.
clear ip igmp snooping authori- OuunLaeT KL aBTopU3aLLUM.
zation-cache gi_port: (1..8/0/1..24); | Ecnv B KOMaHAe yKa3aH nHTepdeinc — ounLwaroTca 3anucu
[gigabitethernet gi_port | te_port: (1..8/0/1..4). Kel ANs yKaszaHHoro uHtepdelica.
tengigabitethernet te_port ] Ecnm nHTepdeiic He ykazaH — Kell 04YMLLAETCA NOIHOCTbIO.

5.20 MapuwpyT1u3aymMa MmHoroagpecHoro tpadpuka

5.20.1 Npomokon PIM

PIM — npoToKo/n MHOroagpecHoi mapwpyTtmnsaumm gna IP-ceteld, CO3gaHHbIN gns peleHma npobaem
rpynnoBon maplupyTtmsaummn. PIM 6a3smpyeTtca Ha TpaguLMOHHbIX MapLUPYTHbIX MPOTOKOAax (Hanpumep,
Border Gateway Protocol), Bmecto TOoro, 4tobbl co3gaBaTb COOCTBEHHYIO ceTeByl Tonosnoruntoo. PIM
ncnosb3yet unicast-Tabauuy mapwpytusaumm  gna  nposepku RPF. 3Ta npoBepKa BbINOAHAETCA
MapLLpyTh3aTopamu, 4Tobbl ybeamTbesa, 4To Nepesaydya MHOroapecHoro TpadmKa BbINOAHAETCA No nNyTu 6e3
neTenb.

RP (rendezvous point) — TO4Ka paHAEeBYy, Ha KOTOpPOM OyAyT pPerucTpupoBaTbCsi MCTOYHUKM
MHOTroagpecHbIX MOTOKOB M CO34aBaTb MapLUPYT OT UCTOUYHUKA S (ceba) ao rpynnsi G: (S,G).

BSR (bootsrtap router) — mexaHu3am cbopa MHbopmaLumm o RP KaHamaaTax, popmupoBaHum cnucka RP
ONA  KaXXOOW MHOroagpecHol rpynnbl M OTAPaBKAa CAMCKa B npegenax AomeHa. KoHourypauma
MHOTroaapecHon mapLupyTnsaumm Ha 6ase IPv4.

KomaHObI pexcuma 210b6aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnunua 176 — KomaHabl rnobanbHOro pexmnma KoHourypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

ip multicast-routing pim

no ip multicast-routing pim

—/MNo ymonuyaHuio
bYHKUMA BbIKOYEHA

BKAOUMTL MHOTrOa4pPECcHY0 MapLpyTusaumio, npotokon PIM Ha
BCeX MHTepdeincax.

OTKAOYNTb MHOFOAAPECHYI0 MapLIPyTU3aLMIO U NPOTOKoA PIM.

ipvé multicast-routing pim

no ipvé multicast-routing
pim

— /Mo ymonyaHuio
bYHKUMA BbIKAOYEHA

Bkatountb ana IPv6 mHOroagpecHyo mapLipyTmnsaLmio, NpoTOKON
PIM Ha Bcex uHTepdericax.

OTKAOUMTL Ana IPv6 mHOroagpecHyto mapLupyTnsaumio n
npoTokon PIM.

ip pim accept-register list
acc_list

no ip pim accept-register
list

acc_list: (0..32)
cuMmBo/ia

MpumeHeHne GUNbTPaALUM PETUCTPALMOHHBIX cO0bLLEHMI PIM.
- acc_list — cnucok MHoroagpecHbix NpeduKcoB, 3a4aBaemblii €
nomolLupto ctaHaapTHoro ACL.

OTKAtOYEHMEe J4aHHOro NapameTpa.

ipv6 pim accept-register list
acc_list

no ipvé6 pim accept-register
list

acc_list: (0..32)
cumBOIa

MpumeHeHne GUNbTPaALUM PETUCTPALMOHHBIX coobLLeHMi PIM
ona IPvé.

- acc_list — cnucoK MHoroagpecHbIx NpeduKcoB, 3a4aBaemblii €
nomolLpto ctaHaapTHoro ACL.

OTKAKOYEHME 4aHHOro NapameTpa.

ip pim bsr-candidate ip_ad-
dress [mask] [priority prior-
ity_num]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKa3aTb YCTPOMCTBO KaK KaHauaata B BSR (bootstrap router).
- ip_address — BanuaHbIi IP-agpec KommyTaTopa;

- mask — macka noacetu;

- priority_num — npuopwurerT.

OTKAKOYEHME faHHOro NapameTpa.

ipv6 pim bsr-candidate
ipv6_address [mask] [prior-
ity priority_num]

no ipv6 pim bsr-candidate

mask: (8..128)/126;
priority_num:
(0..192)/0

YKasaTb YCTPOMCTBO KaK KaHauaata B BSR (bootstrap router).
- ipv6_address — BanuaHbii IPv6-agpec KommyTaTopa;

- mask — macka noaceTw;

- priority_num — npuopwrer.

OTKAKOYEHMe 4aHHOro napameTpa.

ip pim dm {range mul-
ticast_subnet | default}

no ip pim dm {range mul-
ticast_subnet | default}

BKntounTb MapLipyTm3aumio 3a4aHHOro AnanasoHa
MY/IbTUKACTHbIX rpynn B pexxume PIM-DM.
- multicast_subnet — mMHoroagpecHas noAceTb;
- default — ykasatb gnanasoH 8 224.0.1.0/24.
V KomaHay MOXXHO BBECTM HECKO/NIbKO pa3, 3afaB He-
CKOJIbKO ANana3oHoB.

OTKAKOYEeHMEe 4aHHOro napameTpa.

ip pim rp-address
unicast_address [mul-
ticast_subnet]

no ip pim rp-address
unicast_address [mul-
ticast_subnet]

Co3pgaHue ctatnyeckon Rendezvous Point (RP), aononHuTtensHo
MOXHO YKa3aTb MHOroaApecHyto NoAceTb ANA AaHHOW RP.

- unicast_addr — IP-agpec;

- multicast_subnet — mHoroagpecHas noaceTb.

YpaneHue ctatuueckoit RP unum yaanenune RP gna ykasaHHoM
noaceTw.

ipv6 pim rp-address
ipv6_unicast_address
lipv6_multicast_subnet]

no ipv6 pim rp-address
ipv6_unicast_address
lipv6_multicast_subnet]

Co3paHue ctatnuyeckon Rendezvous Point (RP), aononHuTtensHo
MOKHO YKa3aTb MHOroaZpecHyto noaceTb aaa AaHHOM RP.

- ipv6_unicast_ addr — IPv6-agpec;

- ipv6_multicast_ subnet — mHoroazpecHas noaceTb.

YpaneHue ctatuyeckon RP unn yaaneHue RP gns yKazaHHoOM
noaceTw.

ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs]

acc_list: (0..32)
cumBona
priority: (0..192)/192;
secs: (1..16383)/60
CeKyHA,

CospaHue KaHauaata ana Rendezvous Point (RP)

- unicast_addr — |P-appec;

- acc_list — cnucok mHoroaapecHbix npedrKcoB, 3a4aBaemMblii C
nomolupto ctaHaapTHoro ACL;

- priority — NpMOPUTETHOCTb KaHANAATA;

- secs — nepuog, OTNpPaBKN COOBLLEHWNA.
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no ip pim rp-candidate
unicast_address

OTKAlOYeHWe AaHHOrO NapameTpa.

ipv6 pim rp-candidate
ipv6_unicast_address
[group-list acc_list] [priority
priority] [interval secs]

acc_list: (0..32)
cMmBosia
priority: (0..192)/192;
secs: (1..16383)/60

Co3paHune KaHguaata ans Rendezvous Point (RP)

- ipv6_unicast_addr — IPv6-aapec;

- acc_list — cnMcok MHOroagpecHbIx NpedpuKcoB, 3a4aBaemblit ¢
nomoubto ctaHgaptHoro ACL;

- priority — NPUOPUTETHOCTb KAHAMAATA;

- Secs — nepuoz OTNPaBKM COOBLLEHNN.

: . N CeKyHA,
no ipv6 pim rp-candidate OTKAKOYEHMEe JaHHOro NapameTpa.
ipv6_unicast_address
ip pim ssm {range mul- YKasaTb MHOroaApecHyto NoaceTb
ticast_subnet | default} - range — yKa3aTb MHOTOAZPECHYH MNOACETH;
- multicast_subnet — mHoroagapecHasa NoAcCeTb;
- - default — ykasaTb ananasoH 8 232.0.0.0/8.
no ip pim ssm [range mul- OTKAKOYEHMEe aHHOro NapameTpa.
ticast_subnet | default]
ipv6 pim ssm {range YKaszaTb MHOroaApecHyto NoaceTb
ipv6_multicast_subnet | de- - range — yKasaTb MHOTOaApecHyo NoACeTh;
fault} - - ipv6_multicast_subnet — mHoroagpecHas noaceTb;
- default — ykasatb gnanasoH 8 FF3E::/32.
no ipv6 pim ssm [range OTKAKOYEHWEe aHHOro NnapameTpa.
ipv6_multicast_subnet | de- —
fault]
ipv6 pim rp-embedded BKNOUUTL paclumpeHHbiit pyHKUMoHan rendezvous point (RP).
—/BKNOYEHO

no ipv6 pim rp-embedded

OTKNOYNUTL paclUMpeHHbI GpyHKUmMOoHan rendezvous point (RP).

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnuua 177 — KomaHapl pexkuma KoHpurypaumm nntepderica Ethernet

3HavyeHue/ 3HayeHue .
KomaHda / Aelicmeue
no ymon4aHuro

ip (ipv6) pim BkntoyeHue PIM Ha uHtepoelice.

- - — /BKOYEHO -
no ip (ipv6) pim BbikntoueHue PIM Ha uHTepoerice.
ip (ipv6) pim bsr-border MpeKkpaTuTb Nepeaayvy BSR-coobuieHnin ¢ nntepdelica.

P —/oTKno4YeHo
no ip pim bsr-border OTKAKOYeHWe 4aHHOro napameTpa.
ip (ipv6) pim dr-priority pri- YKasaHwue npuopuTeta gaa sbibopa DR-poyTepa.
ority iorit - priority — npuopuTeT DR-poyTepa onpeaenatoLwmii, KTo 13

priority:

no ip (ipv6) pim dr-priority

(0..4294967294)/1

KOMMyTaTopoB cTaHeT DR-poyTepom. KommyTtaTop ¢ Hanbonblumm
3HayeHuem ctaHeT DR-poyTepom.

Bo3BpalaeT 3Ha4yeHMe No YMOAYAHMUIO.

ip ip (ipv6) pim hello-inter-
val secs

no ip (ipv6) pim hello-inter-
val

secs: (1..18000)/30 cek

YKasaHue nepuoga otnpasku hello-nakeTos.
- sec — nepuog oTnpasku hello-nakeTtos.

Bo3BpalyaeT 3Ha4yeHne No yMOAYaHUIO.

ip (ipv6) pim join-prune-in-
terval interval

no ip (ipv6) pim
join-prune-interval

interval: (1..18000)/60
CeKyHA,

YKas3aTb MHTEPBAA, B Te4EHME KOTOPOro KOMMYTATOP OTCbiNaeT
join unm prune-coobuweHuns.
- interval — nepuvopa BpemeHu OTNPaBKM join, prune coobLLeHNN.

Bosspau.l,aeT 3Ha4YeHne No ymon4aHuio.

ip (ipv6) pim neighbor-filter
acc_list

acc_list: (0..32)
cMmBoOIa

dunbTpauma exoaawmx PIM-coobLueHuii.
- acc_list — cnncok aapecos, Ha OCHOBE KOTOPbIX MPOU3BOAUTCA
dunbTpayms.
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no ip (ipv6) pim neigh- OTKNlOYEeHWE AaHHOTo NapameTpa.

bor-filter

ip pim passive BKAtoyeHWe naccMBHOIO pexknuma Ha nHtepdeiice. IToT MHTepdeic
He ByaeT oTNpPaBAATb U NPUHMMaATL coobLueHusa PIM oT gpyrux

—/disable mapLlpyTnsaTopos PIM. HacTpolika HMKaK He BAUSET Ha

coobueHus IGMP.

no ip pim passive BbIkntoyeHne NaccMBHOIO peXxmnma

ip igmp static-group Bk/itoueHue cTaTuyeckoro 3anpoca multicast-rpynnsi Ha

ip_addr [ source ip_addr ] nHTepoelice.

V Ha unTepdeiice aonxkeH 6biTb BKAOYEH PIM.

no ip igmp static-group BbIkntoueHMe cTaTMyeckoro 3anpoca multicast-rpynnbi
ip_addr [ source ip_addr ]

KomaHOowbi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 178 — KomaHgb! pexkmuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue

no ymon4aHuro
show ip (ipv6) pim rp map- OTtobparkaeT akTuBHble RP, cBA3aHHbIE C MApPLUPYTHOM
ping [RP_addr] — nHpopmaumei.

- RP_addr — IP-agpec.

show ip (ipv6) pim neigh- OTobpaxkaeT uHpopmaumto o PIM-cocepsax.
bor [detail] [gigabitether- gi_port: (1..8/0/1..48);
net gi_port | tengiga- te_port: (1..8/0/1..24);
bitethernet te_port | for- fo_port: (1..8/0/1..4);
tygigabitethernet fo_port | group: (1..48);
port-channel group| vlan vlan_id: (1..4094).
vlan_id]
show ip (ipv6) pim inter- OTobpaxkaeT uHpopmauuto no PIM-untepdericam:

- state-on — oTob6parkaeT Bce MHTepdENChI, rae BKAtoYeH PIM;
- state-off — oTob6pakaeT Bce UHTepdelichl, rae BbikatoYeH PIM.

face [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id |state-on |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

state-off]

show ip (ipv6) pim group- . OTobpaxkaeT TabmLy NPUBA3KM MHOTOAZAPECHbIX Fpynm.
map [group_address] - group-address — appec rpynnbl.

show ip (ipv6) pim counters — OTob6parkaeT cogepxmnmoe PIM-cueTynKoB.

show ip (ipv6) pim bsr elec- . OTobparkaeT nHbopmaumio o BSR.

tion

show ip (ipv6) pim bsr rp- . OTobparkaeT HGOPMaLMIO O U3YYEeHHbIX KaHanaaTax B RP.
cache

show ip (ipv6) pim bsr can- . OTobparkaeT cocTosHUe KaHauaaTos B RP.

didate-rp

clear ip (ipv6) pim counters — O6HynaeT PIM-cyeTumnKu.
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[Tpumep UcrnonbL308aHUS KOMAHO

= BasoBas HacTpoika PIM SM c ctatnyeckum RP (1.1.1.1). MpeaBapuTenbHO A0MKEH BbiTb HAaCTPoeH
NPOTOKO MapLupyTU3aLUmun.

console# configure
console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.20.2 ®yHkyusa PIM Snooping

®dyHKUMA PIM Snooping ncnosib3yeTca B CETAX, I4e KOMMYTAaTOP UCMOJTHAET poJ/ib L2-ycTpoincTBa mexay
PIM-mapuwpyTtmnsatopamm.

OcHoBHoW 3aga4ent PIM Snooping aBaseTca npegocTaBfieHMe MHOMOa4pecHoro TpaduKka ToNbKO A
TeX NopToB, C KOTopbIX bblIM NoaydeH PIM Join, PIM Register.

KomaHObI pexcuma 2a06anabHol KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKK B pexxume rnobanbHol KoHUrypaumm:
console (config) #

Tabnnua 179 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4YaHuro
ip pim snooping PaspewunTb ncnosnb3osaHue ¢yHKUUKM PIM Snooping
—/disabled KOMMYTaTOPOM.

no ip pim snooping 3anpeTuTb UCNONb30BaHME GYHKLMUK
ip pim snooping vlan PaspewaeT ncnonbsosaHue ¢pyHKumMmn PIM Snooping
vlan_id KOMMYTaTOpPOM A48 AaHHOro uHTepdeinca VLAN.

__ : vian_id: (1..4094) vlan_id — vaeHTMdmnKaumoHHbIn Homep VLAN. .
no ip pim snooping vlan 3anpewaeTt ucnosib3oBaHue pyHKUUKM PIM Snooping
vlan_id KOMMYTaTOPOM A/1A faHHOro uHTepderica VLAN.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnunua 180 — KomaHabl pexkuma EXEC

3HaveHue/3Ha4yeHue "
KomaHda / Aeilicmeue
no ymoa4YaHuro
show ip pim snooping — MoKa3sblBaeT 06LLyto MHGOPMALLMIO O HACTPOMKax
show ip pim snooping vlan . MoKa3bIBaeT CTAaTUCTUKY KOHTPOIA MHOTroaApecHoro Tpaduka B
PP . ping vlan_id: (1..4094) . ¥ P AP pad
vlan_id AaHHoM vlan

show ip pim snooping groups — MoKa3blBaeT CNNUCOK 3aperncTpmMpoBaHHbIv rpynn
sh ip pim snooping neighbors — lMoKa3bIBaeT CNMCOK 3aperncTpmpoBaHHbIX y4acTHUKOB PIM
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5.20.3 Npomokon MSDP

MpoToKoN 0BHAPYKEeHUA UCTOYHMKOB MHOroaapecHoi paccbiiku (MSDP) ucnonbayerca ans obmeHa
nHbopmaumenn 06 UCTOYHMKAx MyAbTUKACTa MexXay pasHbimu PIM-gomeHamn. MSDP-coegnHeHme 06bl4HO
yCTaHaBnmeaetca mexay RP Kaxgoro gomeHa.

KomaHObl pexcuma 2106aa6HOU KOHGU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnunua 181 — KomaHab! pexuma rnobanbHom KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

router msdp

no router msdp

Bkntoyaet npotokon MSDP n nepexoauT B pexum ero
KoHbUrypauuu.

OcTaHasnuBaet npotokon MSDP u yaanaet Bcto ero
KoHbUrypaumio.

KomaHObI pexcuma KoHgu2ypauuu npomokosaad MSDP

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm npotokona MSDP:

console (config-msdp) #

Tabnnua 182 — KomaHabl pexkuma KoHpurypauum npotokosna MSDP

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

connect-source ip_address

no connect-source

HasHauuTtb IP-agpec, KoTopbiit ByaeT Ncnoib3oBaH B KayecTse
nexoaawero npu coegmHeHnn ¢ MSDP-nupom

YCTaHOBUTb 3HAYEHMe Mo YMO4aHUIO

cache-sa-holdtime secs

secs: (150..3600)/150 cek

YCTaHOBUTb BpemsA KM3HU SA-3anncu B Kalle

no cache-sa-holdtime

YCTaHOBUTb 3HaYeHue no YMOA4aHUIO

holdtime secs

no holdtime

secs: (3..150)/75 cek

YcTtaHoBuTb Tamep holdtime. Ecau B TeyeHmMe 3TOro BpemeHun
He byaeTt npuHaTo keepalive-coobueHune, To coeguHeHune ¢
cocenom cbpacbiBaetcs

YCTaHOBUTb 3HAYEHME Mo YMON4YaHUIO

keepalive secs

no keepalive

secs: (1..60)/30 cek

YCTaHOBUTb MHTEPBaN Mexay oTnpasKkoit keepalive-coobuieHnin

YCTaHOBUTb 3HAYEHME Mo YMON4YaHUIO

originator-ip ip_address

no originator-ip

HasHauuTtb IP-agpec, ucnonbayemblii B Kayectse agpeca RP B
NcxoaALWmMX coobLeHmax SA

YCTaHOBUTb 3HaYeHue no YMON4aHUIO

peer ip_address

no peer ip_address

[obasneHue B KoHdUrypauuto MSDP-nupa v BXOZA B PEKMM €ro
KOHbUrypauum

Yaanutb MSDP-nup

KomaHObI pexcuma KoHgpuaypayuu MSDP-nupa

Bupa 3anpoca KOMaHAHOM CTPOKU B pexume KoHpurypaumm MSDP-nupa:

console (config-msdp) #

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx

197



HELTEX

Tabnnua 183 — KomaHabl pexkuma KoHpurypauum MSDP-nupa

3HayeHue/3HayeHue
1o ymMon4YaHuro

KomaHda

Aelicmeue

connect-source ip_address

HasHauuTb IP-agpec, KoTopbiit byaeT Mcnoib30BaH B KaYecTse
ucxoaaulero npu coeguHeHnn ¢ MSDP-nupom.

no connect-source

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

description text

3agatb onucaHne MSDP-nmpa.

— text: (1..160) cumBona
no description

Ypanutb onucaHue.

mesh-group name

Lobasutb cocega k MESH-rpynne.

name: (1..31) cumBona
no mesh-group

Yaanutb cocega.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr_rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

sec_num:
(0..4294967294)

Co3patb NpaBuao GpuabTpaumm SA-coobLLEeHNI:

- permit — paspewatoLlee NpaBuao GuUAbTpaLmm;

- deny — 3anpeuwiatouiee npasmno GuabTpaLmu;

- sec_num — HOMep CeKLUn Npasuna;

- ip_addr_rp — ¢unbTpauus no agpecy RP;

- ip_addr_gr — ¢unbTpauma no agpecy rpynnol;

- ip_addr_src — ¢unbTpauma No aapecy UCTOYHMKA
My/bTUKacTa.

no sa-filter { in | out }
sec_num

YaansaeT co3faHHYH CEeKLMIO NpaBuaa.

shutdown
—/disable

AOMWHUCTPATUBHO BbIKAtOYaeT ceccmio ¢ MSDP-nupom, He
yAanaa ero KoHdurypauuu.

no shutdown

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 184 — Komanapl pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show ip msdp peers [ ip_addr]

MoKa3sblBaeT MHGOPMALMIO O HACTPOEHHbIX NMPAXx, CTaTyce
coenMHEeHUs, HaCTPOMKax NMMPOB, a TaKXKe CTaTUCTUKY 0bmeHa
coobuieHmamm npotokona MSDP

- ip_addr — IP-agpec nupa

show ip msdp source-active

MoKa3biBaeT cogepknmoe Kawa SA.

show ip msdp summary

MoKa3blBaeT CyMMapHyto MHbopmaLmio npotokona MSDP.

clear ip msdp counters

OOHYNAET CYETUMKM.

clear ip msdp peers [ ip_addr]

MepeyctaHaBamneaeT coegmuHeHma ¢ MSDP-nnpamum
- ip_addr — IP-agpec nupa
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5.20.4 ®dyHkyua IGMP Proxy

®PyHKUMA MHOroagpecH

Ooli  MapLpyTUsaLmm

IGMP Proxy npegHa3HayeHa Ana peanusauum

YNPOLLEHHOW MApLIPYTU3aALMM MHOT0aAPECHbIX AAHHbIX MEXAY CETAMM, YrnpaBAaeMOM Ha OCHOBAHWUU
npoTtokona IGMP. C nomouwbto IGMP Proxy ycTpoicTBa, He HaxodllMecs B OAHOM CETU C CepBepom
MHOT0a4pPECHON PaCCbIIKM, UMEIOT BO3MOXKHOCTb MOAKAOYATLCA K MHOFOQAPECHbIM FPYNNam.
MapLpyT13aLma OCYLLECTBAAETCA MeXay MHTepdencom BbiwecToswel cetu (uplink) u nHTepdeincamm
Hukectoawmx ceteit (downlink). Mpu atom Ha uplink-nHTepderice kKommyTaTop BegeT ceba Kak 06bIYHbIN
nosay4yatenb MHoroagapecHoro Tpaduka (multicast client) n popmupyet cobctTseHHble coobleHMA NPOToKoAa
IGMP. Ha uHtepdeiicax downlink KommyTaTop BbICTynaeT B Ka4ecTBe cepBepa MHOroaApecHoOM PacCbiKM U
obpabaTbiBaeT coobuieHma npoTokosia IGMP oT ycTpoiACTB, NOAK/IIOYEHHbIX K 3TUM UHTepdeicam.

V KonunuectBo noapep)kmMBaembix rpynn MHOroagpecHoM paccbiIKM npotokosom IGMP
Proxy yKasaHo B Tabnuue 9.
V’ IGMP Proxy noagpep:usaet go 512 downlink-untepdeiicos.
V’ OrpaHuyeHus peanusauum ¢pyHKummn IGMP Proxy:
- IGMP Proxy He noaaep}Xusaetca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb OnpeaenieH To/IbKO oAuH UHTepdeiic BbilLecTonALLel CeTH;
- Npu ncnonb3osBaHum sepcum V3 npotokona IGMP Ha nHTepdeiicax K HUMKecToaLLen cet
o6pabaTtbiBaloTca ToNbKO 3anpocbl Tuna exclude (*,G) u include (*,G).

V’ Bo VLAN-e, B KOTOpbIii ocyLiecTBaAeTCA NpokcupoBaHue, IGMP Snooping aoneH 6biTb
OTK/IIOUYEH.
V IGMP Proxy ana QinQ Tpaduka:
Ona KoppeKTHoM pabotbl PyHKUuMOHana Heobxogumo BKAUMTL IGMP Proxy u IGMP

Snooping B SVLAN u CVLAN, a TaK»Ke HacTpouTb IP-agpeca Ha AaHHbIX uHTepdeiicax.

KomaHObI pexcuma 2a06an6Hol KoOHpu2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnuua 185 — KomaHapl pexkruma rnobanbHom KoHbUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip multicast-routing
igmp-proxy

no ip multicast-routing
igmp-proxy

—/Mo ymonyaHuio
DYHKLMA BbIKIOYEHA

PaspeluaeT paboTy mapLipyTM3aLMm MHOrOaApeCcHbIX AaHHbIX
Ha CKOHOUTYPUPOBAHHBIX MHTEpdecax.

3anpewaeT paboTy MapLIpyTU3aLMKU MHOTOAAPECHbIX AAHHbIX
Ha CKOHOUIYPUPOBaHHbIX UHTepdeicax.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet, VLAN, uHmepdgelica epynnel nopmos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHpUrypaumm nitepodeicos Ethernet, VLAN, nutepdeiica

rpynnbl NOPTOB:

console (config-if) #
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Tabnnua 186 — KomaHabl pexkuma KoHpurypauum nntepdelricos Ethernet, VLAN, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

ip igmp-proxy {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

KoHourypupyembiit uHTepdeiic apnsetcs uHTepdericom K
HuxecToAwwen ceTn. KomaHaa HaszHavaeT cBA3aHHbIN uplink-
MHTepdelc, y4acTBYHOLLMNIN B MapLLpyTU3aLUM.

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BunAa 3anpoca KOMaHAHOM CTPOKK pexunuma KoHdurypaumm VLAN:

console (config-if)#

Tabnunua 187 — KomaHab! pexkuma KoHdpurypaumm nHtepoericos VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp-proxy dscp dscp

no ip igmp-proxy dscp

dscp: (0..63)/0

YcTtaHaBauBaeT 3HavyeHne DSCP B IP-3aronoske ana nakeTos
npotokona IGMP, kKoTopoe 6yAeT CNO/Ib30BaTbCA KOMMYTATOPOM
Ha nHTepdetice VLAN

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

ip igmp-proxy cos cos

no ip igmp-proxy cos

cos: (0..7)/0

YctaHasamsaeT 3HaveHue 802.1p B IP ana nakeToB NpOTOKO/A
IGMP, KoTopoe byaeT MCNo/Ib30BaTbCA KOMMYTAaTOPOM Ha
nHTepodeice VLAN

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnumua 188 — Komanapl pexknuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show ip mroute
[ip_multicast_address
[ip_address]] [summary]

KomaHaa npesHasHayeHa Ans NPOCMOTPa CMUCKOB
MHOroagpecHbIx rpynn. BoamoseH Bbi6op rpynn no agpecy
rpynnbl AW NO afpecy UCTOYHWKA MHOTOaAPECHbIX AaHHbIX.
- ip_multicast_address —IP-agpec rpynnbl;

- ip_address — |P-appec UCTOYHUKA;

- summary — KpaTKoe CoZepKaHune Kax Aol 3anucu B
MHOroagpecHoi Tabauue mapLupyTM3auum.

show ip igmp-proxy interface
[vlan vian_id | gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

NHbopmaumsa o ctatyce IGMP-proxy NnpMmeHUTeNbHO K
MHTepdericam.

[Mpumepbl 8bINOAHEHUA KOMAHO

console# show ip igmp-proxy interface
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* - the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
v1lan30 downstream default - -

5.21 ®yHKUUM ynpaBaeHus

5.21.1 MexaHu3m AAA

Ona obecneyeHna 6e30MacHOCTM CUCTEMbI MCMOAb3yeTCcA MmexaHusm AAA  (ayTeHTUdMKaLMs,

aBTOpU3aLMA, yUeT).

— Authentication (ayTeHTU®MKaLMA) — cONOCTaBNEHME 3aNpOCa CyLLecTBYOLWen y4ETHOM 3anucu

B cucTeme 6e€30nacHOCTU.

— Authorization (aBTopusaums, npoBepKa YPOBHA A0CTyNa) — COMOCTaB/AeHNE YYETHOM 3anmcu B

cucteme (npollealieit ayteHTUGUKaLMIO) U onpeaenéHHbIX NOAHOMOUYMUA.
— Accounting (y4éT) — cnexxeHue 3a noTpebaeHMemM pecypcoB Nnosib3oBaTeNeMm.

Ons wudpoBaHUA AaHHbIX UCNONb3YeTCA MexaHu3m SSH.

KomaHObI pexcuma 2a0baab6HoU KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx

201




HELTEX

Tabnnua 189 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

aaa authentication login
{authorization | default |
list_name} method_list

no aaa authentication
login {default |
list_name}

list_name: (1..12)
CMMBO/10B;
method_list: (enable, line,
local, none, tacacs, radius);
—/MNo ymonyaHuio
OCYLLECTBAAETCA NPOBEPKa
no /IoKanbHoM 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YcTaHaBAMBaeT cNocob ayTeHTUOUKALMM A4N1A BXOAA B CUCTEMY.
- authorization — pa3spelaeTt npoxoxaeHne asBTopmsaLmm no
ONUCaAHHbBIM HUXKE MEeTOAAM;
- default — ncnonb3oBatb ANA ayTeHTUDMKALMM ONUCAHHbIE
HU¥Ke MeToabl;
- list_name — nma cnncka ayTeHTUPUKALMOHHBIX METOA0B,
AKTUBM3UPYIOLLLErocs, Koraa nosib3oBaTesib BXOAUT B CUCTEMY.
OnucaHue metogos (method_list):
- enable — ncnonb3oBaTb Napob A4 ayTeHTUDUKaLMK;
- line — ncnonb3oBaTb NAPOAb TEPMUHANG A/1A AYTEHTUDUKALMMY;
- local — ucnonb3oBaTb NI0KaNbHYO 633y MMeH Nonb3oBaTenei
ONA ayTeHTUdUKaLmu;
- none — He UCMNONb30BaTb ayTeHTUPMKaLMIO;
- radius — ucnonb3oBaTb cnucok RADIUS-cepBepoB ans
ayTeHTUdUKaumK;
- tacacs — ncnonb3osatb cnucok TACACS cepsepos ana
ayTeHTUDUKaUMK.

V‘ Ecamn meTtoa ayTeHTUPMKaL MU He onpegeneH, To

AOCTYN K KOHCOIN BCerAa ycnewHbli.

] Co3paHue CNUCKA OCYLLecTBAAETCA KOMaHA0M:
V aaa authentication login list_name method_list.
Ucnonb3oBaHue cnucka:
aaa authentication login list-name

' Bo u3bexkaHue notepu Aoctyna cnegyer BBO-
. AUTb HE06XO04MMbI MUHUMYM HAcTpoek AnAa
YKa3blBaemMoro MeToAa ayTeHTupuKauum.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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aaa authentication ena-
ble authorization {default
| list_name} method_list

list_name: (1..12)
CMMBO/10B;
method_list: (enable, line,
local, none, tacacs, radius);
—/Mo ymonyaHuio
OCYLLLEeCTBAAETCA NPOBEpPKa
no fIoKanbHo 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YcTaHaBAMBaET CNocob ayTeHTUOUKALMU MPU NOBbILLIEHUN YPOBHA
npuBWUAErUi ANA BXOAA B CUCTEMY.
- authorization — paspelaeT npoxoxaeHne aBTopm3aLmn no
OMNUCAHHbIM HUXKE METOAAM;
- default — ncnonb3oBaTh 419 ayTeHTUPMKALMYM ONUCAHHbIE
HUXKEe MeToAbl;
- list_name — nmsa cnucka ayTeHTUGUKALMOHHBIX METOAOB,
AKTUMBU3UPYIOLLLErocs, Koraa nosib3oBaTeslb BXOAUT B CUCTEMY.
OnucaHune metoaos (method_list):
- enable — ncnonb3oBaTb Naposib A4 ayTeHTUDUKaLMK;
- line — ncnonb3oBaTb NAPOAb TEPMUHANG ANA AYTEHTUDUKALMMK;
- local — ncnonb3oBaTb NIOKaNbHYO 633y MMeH Nonb3oBaTenem
Ons ayTeHTuduKaumm;
- none — He UCMNONb30BaTb ayTeHTUPMKaLMIO;
- radius — ucnonb3oBaTb cnucok RADIUS-cepBepoB s
ayTeHTUdUKaumK;
- tacacs — ncnonb3osBatb cnncok TACACS-cepsepos Ana
ayTeHTUdMKaLMK.

V Ecnun meTop ayTeHTUGMKaLUK He onpeaeneH, To

BAOCTYN K KOHCONM BCerga ycneLwHbli.

Co3faHue CnncKa ocyLLecTBASETCA KOMaHAOiA:
V aaa authentication login list-name method_list.
Ucnonb3osaHue cnucka:
aaa authentication login list-name
’ Bo u3bexkaHue notepu poctyna cneayer BBO-
e AUTb Heo6X0AMMbBI MUHUMYM HacTpoek AnA
YyKa3blBaemMoro meToaa ayTeHTUGMKauum.
no aaa authentication YCcTaHaBAMBAET 3HAYEHME MO YMONYAHMIO.
enable authorization {de-
fault | list_name}
enable password pass- YcTaHaBAWBaET Napo/ib A1 KOHTPOAA U3MEHEHWUA NPUBUAETUIA
word [encrypted] [level [0CTyna Nonb3oBaTeNen.
level] - level — ypoBeHb npusuneruni;
level: (1..15)/1; - password — naponb;
password: (0..159) - encrypted — 3a4aTb 3aWMdPOBAHHbLIN Naponb (Hanpumep,
CUMBOJIOB napo/ib B 3alWMdpPoBaHHOM BUAE, CKONMPOBaHHbIW C ApYyroro

no enable password
[level level]

YCTPOICTBA).

YaanseT naposib 419 COOTBETCTBYIOLLErO YPOBHA NPUBUAETUNA.

username name {nopass-
word | password pass-
word | password en-
crypted encrypted_pass-
word} [priveliged level]

no username name

name: (1..20) cumBoNOB;
password: (1..64)
CUMBO/I0B;
encrypted_password:
(1..64) cumBonos;
level: (1..15)

[lob6asnaer nonb3oBaTtens B IOKaNbHYIO 633y AaHHbIX.

- level — ypoBeHb npusuneruni;

- password — napons;

- name — VMA NoNb30BaTeNS;

- encrypted_password — 3awndpoBaHHbIV Napoab (Hanpumep,
naposb B 3aWMPPOBAHHOM BUE, CKONMPOBAHHbIV C APYroro
yCTPOMCTBA).

Ypanaet nonb3osartena us NIoKanbHOM 6a3bl AAHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

— /Mo ymonuyaHuio
BeJeHMe yyeTa 3anpeLleHo

PaspeluaeT BegeHWe yyeTa (aKKayHTa) AN ceccuii ynpasieHus.

BeaeHue yyeTa paspelleHo TONbKO A/1A No/sb30oBaTe-

V Neit, BoweALwWwmnX B CUCTEMY MO UMEHU U NAPONI0, ANA

nosb3oBaTeneii, BoweawWwuxX No Naposlo TepmMuHana,
BeAeHMe yyeTa 3anpeLieHo.

BepeHue yyeta akTMBUpYeETCA M NpeKpallaeTcs, Koraa

V nonb3oBaTe/Nib BXOAUT U OTK/IOYAETCA OT CUCTEMbI,
4YTO COOTBETCTBYET 3HAUeHUaM start u stop B coobuie-
HUAX npoTokona RADIUS (napameTtpbl, cogeprKawm-
eca B coobuweHuax npotokona RADIUS, npusegeHbl B
Tabauue 190).
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no aaa accounting login
start-stop

3anpewaeT BegeHue yyeTa (akkayHTa) ans eeeseHHbIx 8 CLI Ko-
MaHa,.

aaa accounting dotlx
start-stop group radius

no aaa accounting dot1x
start-stop group radius

—/Mo ymonyaHuio
BeAEeHMe y4yeTa 3anpeL,eHo

PaspelwaeT BegeHue yyeTa (akkayHTa) gna ceccuii 802.1x.
BepeHue yyeta akTMBUpPYETCA M NpeKpallaeTca, Koraa
V nonb3oBaTe/ib BXOAUT U OTK/IIOYAETCA OT CUCTEMDI,
4YTO COOTBETCTBYET 3HAUeHUAM start u stop B coobuie-
HuAX npoTtokona RADIUS (napameTpbl, cogeprKawyu-
eca B coobueHuax npotokona RADIUS, npuseaeHbl B
Tabnuue 190).

| B pexxume Multiple sessions coobuieHuns start/stop
V NOCbINAIOTCA ANA KAXKA0ro NoNb30BaTeNA, B pexxume
Multiple hosts — Tonbko ans nonb3osarens, npowepn-

wero ayteHTMduKaumio (cm. pasgen no 802.1x).

YcTaHaBAMBaET 3Ha4YeHue no YMONYaHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https] method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpeaenset metos ayTeHTUdPMKauum npu poctyne Kk HTTP-
cepsepy. Mpu ycTaHOBKeE CMNMUCKA METOAO0B LOMONHUTE/bHbIN
meToz, byaeT NPMMEHATLCA TOJIbKO B TOM Cayyae, Koraa no oc-
HOBHOMY MeTOAY ayTeHTUUKaAL MM BO3BpaLLLEHa OWKOKa.

- method_list — meToA ayTeHTUOUKaumUK:

local — no meHn U3 NoKanbHOM 6asbl JAHHbBIX;

none — He UCMNONb3yeTCs;

tacacs — ncnonb3oBaHMe cnNUcKoB Bcex cepsepoB TACACS+;
radius — ucnonb3oBaHue cnuckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

aaa authentication mode
{chain | break}

—/chain

YcTaHaBAMBAET a/IFOPUTM ONPOCa METOA0B ayTeHTUdUKaL UK.

- chain — nocne HeygayHOM NONLITKM ayTEHTUDMKaLUK MO nep-
BOMY MeToAy B CMMCKe ClefyeT NonbiTKa ayTeHTUGMKALMM NO
cneaylowemy MeToay B LIenoYKe;

- break — nocne HeyaauHoW ayTeHTUGUKALUKM MO NEPBOMY Me-
TOAY NPOLLECC ayTeHTUMKaLUM OCTaHABNMBAETCA.

aaa accounting com-
mands stop-only group
tacacs+

no aaa accounting com-
mands stop-only group

—/Mo ymonyaHuio
BeAEHME yHeTa KOMaHL,
BbIK/IIOYEHO

BkntouaeT BegeHue yyeta BBeAeHHbIx B CLI kKomaHg no npoTo-
Kony Tacacs+.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHULO.

aaa authorization com-
mands {default |
list_name} group
method_list

no aaa authorization
commands {default |
list_name}

list_name: (1..15)
cumeonos; method_list:
(tacacs, local);

-/T10 YyMONUYaHWNIO aKTUBEH
CMUCOK

YcTaHaBAnBaeT cnocob aBTopm3aLLMM BBOAMMBIX KOMAHA,

- default — pegaktMposaTb cnucok c umeHem default, KoTopbili
No YMOIYAHUIO eCTb B CUCTEME;

- list_name — nmA cnucka mMeToA0B aBTOpM3aL MK, co3aBae-
MOTO U pefiakTMPyeMoro nosib3oBaTesem:

- tacacs — meToga, N03BONAKOLWMIA MCNOAb30BaTb cnncok TACACS
cepBepoB ANs aBTopU3aLnu;

- local — meTog, Npu KOTOPOM aBTOPU3ALMA He OCYLLEeCTBAA-
eTcA.

BOCCTaHOBMTbL 3HAaYEHME MO YMOMYAHMIO.
- default — cbpoc cnucka ¢ umeHem default K 3HauyeHuto no
YMONYAHUIO;
- list_name — ypannTb NONb30BATE/NIbCKUIA CMIUCOK C UMEHEM
list_name.
| CnucoK c umeHem default He moxkeT 6bITb yaaneH us
V cUCTEMBI.

aaa authorization com-
mands {default |
list_name}

no aaa authorization
commands

list_name: (1..15)
CMMBOJIOB;
-/default

Mo3BoNAET aKTMBMPOBaTb CMMCOK METOA0B aBTOPM3aLLMM BBO-
OMMbIX KOMaHA,

- default — caenaTb aKTUBHbLIM CNUCOK ¢ MeHem default;

- list_name — cpenaTb aKTUBHbIM COOTBETCTBYIOLLMIA NONb30Ba-
TeNbCKUIA CMINCOK.

BoccTaHOBUTL 3HaYeHMe NO YMOHYAHWUIO.
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Onga Toro utobbl KAMEHT NOAYUUA AOCTYN K YCTPOMCTBY, AaXKe eCAU BCe MEeTOAbl ayTeHTU-
' duKauum BepHynn owmnbKy, MCNONb3YiTe 3HAYEHUE NOC/eAHEr0 METoAa B KOMaHAe —
-

none.

Tabnnua 190 — ATpubyTbl coobuieHnlt BeaeHMn yyeTa npotokona RADIUS ana ceccuit ynpasneHus

Haau4ue Hanau4ue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTndumKauma nonb3oBaTens.
IP-agpec KommyTaTopa, KOTOPbIA UCNONb3yeTCA
NAS-IP-Address (4) Ectb EcTb APEC KOMMyTaTopa, KoTop y
ana ceccuin ¢ Radius-cepsepom.
MpounsBonbHOE 3HAYEHWE, BKAOYEHHOE BO BCE
Class (25) EcTb Ectb P N
Co0bLWEeHMA yYeTa Ceccui.
. IP-appec KommyTaTopa, UCNO/b3yeMbIN ANA cec-
Called-Station-ID (30) EcTb EcTb vp,p y P y at
CUIA ynpaBaeHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUOMKATOP yyeTa.
. YKa3biBaeT MeTOA, N0 KOTOPOMY K/IMEHT AO/IKEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUDULMPOBAH.
. . MoKa3bIBaeT, KaK J0/ro Nosb3oBaTesb bbl NoA-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause
Het EcTb MpuymMHa 3aKpbITUA ceccun.

(49)

Tabnnua 191 — ATpubyTbl coobuleHUI BeaeHMA yyeTa npoTokona RADIUS ana ceccuin 802.1x

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym PUoY POy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTMdMKauMs nosb3oBaTens.
IP-agpec KomMyTaTopa, KOTOPbIA UCNONb3yeTCA
NAS-IP-Address (4) EcTb EcTb AP o Y . P P y
ana ceccnin ¢ Radius-cepsepom.
MopT KoMMyTaToOpa, Ha KOTOPOM MOAKAUMACA
NAS-Port (5) EcTb EcTb P ¥ P P A
nosb3oBaTeNb.
Mpon3BoabHOE 3HAYEHMeE, BK/IOYEHHOE BO BCe
Class (25) EcTb EcTb P N
Co0bLEeHMA yYeTa Ceccui.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) Ectb Ectb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb Ectb YHUKanbHbIN naeHTUGMKATOp yyeTa.
. YKa3blBaeT MeTOZ, MO KOTOPOMY KNWEHT SO/IKEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTMOULMPOBAH.
. . MoKa3blBaeT, KaK 40/ro nosb3oBaTesb 6bl1 No4-
Acct-Session-Time (46) Het Ectb A &
KNIOYEH K cUCTeME.
Acct-Terminate-Cause Het Ectb MpuymHa 3aKpbITUA ceccun.

(49)
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Nas-Port-Type (61) Ectb EcTb MNoKasbiBaeT TMN NOpTa KAMEHTa.

Eltex-Data-Filter Het Ectb Cnucok npaBwu, coaeprawmii B cebe Katoyesble
cnosa ACL (tabnumua 185)

Eltex-Data-Filter-Name Het Ectb Mmsa ACL. Echn He 3a4aHO, TO MMeeT 3HadyeHune
«RADIUS_ACL»

Tabnuua 192 — Kntouesblie cnosa ACL

Knrouyesoe cnoeo

OnucaHue

Tun nnu id npoTtokona.
Jonyctumble 3HavyeHusA:
- ona IPV4: icmp, igmp, ip, tcp, udp, ipinip, egp, igp, hmp, rdp, idpr,

prot ipv6, ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp,
ospf, ipip, pim, 12tp, isis;
- ans IPV6: icmpv6, tcpv6b, udpve.

mac_src MAC-agpec UCTOYHMKA.

mac_dst MAC-agpec HasHa4vyeHuA.

ip_src IP-agpec NCToYHMKa.

ip_dst IP-afpec HazHayeHwus.

ipv6_src IPv6-agpec UCTOYHMKA.

ipv6_dst IPv6-agpec HaszHayeHuA.

dscp 3HayeHue DCSP-nona (0..63).

ip_precedence Mpuoputet IP-TpadukKa (0..7).

tcp_flags TCP-dnar.

vlan Mopsaakosbii Homep VLAN.

icmp_type Tun coobueHnit npotokona ICMP, ucnonbsyemolit ana dbunbtpa-
umm ICMP-naketos (0..255).

icmp_code Kog coobuieHnit npotokona ICMP, ncnosnbsyemolii gns puabtpa-
umm ICMP-naketos (0..255).

igmp_type Tun npoTtokona IGMP.

udp_port_src

UDP-nopT ncYToYHMKa.

udp_port_dst

UDP-nopT Ha3HayeHus.

tcp_port_src

TCP-nopT NCTOYHMKaA.

tcp_port_dst

TCP-nopT Ha3Ha4yeHuA.

udp_src_start

HayanbHoe 3HavyeHne UDP-nopta n3 gmManasoHa UDP-nopTtoB uc-
TOYHMKA.

udp_src_end

KoHeuHoe 3HavyeHne UDP-nopTta u3 guanasoHa UDP-nopTtoB wuc-
TOYHMKA.

udp_dst_start

HayanbHoe 3HayeHne UDP-nopta u3 pguanasoHa UDP-noptos
Ha3HayeHwuA.

udp_dst_end

KoHeyHoe 3HayeHme UDP-nopta w3 auanasoHa UDP-nopTtos
Ha3HaYyeHuA.

tcp_src_start

HayanbHoe 3HayeHne TCP-nopTta n3 gwanasoHa TCP-nopTos uc-
TOYHMKa.
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KoHeuyHoe 3HayeHne TCP-nopTa 13 gmanasoHa TCP-nopToB NCTOY-

tcp_src_end
HMKa.

HauyanbHoe 3HaveHme TCP-nopta u3 pamanasoHa TCP-noptos

tcp_dst_start
Ha3HayeHwus.

KoHeuyHoe 3HayeHune TCP-nopTa u3 gnanasoHa TCP-nopToB HasHa-

tcp_dst_end
yeHwus.

Eltex-Data-Filter n Eltex-Data-Filter-Name — ocobble Vendor-Specific aTpnbyTtbl, npeaHasHaYeHHble
AN AMHammyeckoro gobasneHus cnvckoB ACL Ha nopt yepes coobuieHunsa oT RADIUS-cepsepa. [ns
NCNoab30BaHMA gaHHOro ¢yHKkuMoHana Ha RADIUS-cepBepe HeobxogMmo B cioBapb aTpubyToB 006aBUTH
atpubyTbl 82 (Eltex-Data-Filter) n 83 (Eltex-Data-Filter-Name) ana seHgopa 35265 (Eltex).

Mpumep HacTtpoikn Vendor-Specific atpubytos Eltex-Data-Filter Eltex-Data-Filter-Name pgns
Freeradius.

B daitn /path/to/freeradius/dictionary nobasuthb:

VENDOR Eltex 35265
BEGIN-VENDOR Eltex

ATTRIBUTE Eltex-Data-Filter 82 string
ATTRIBUTE Eltex-Data-Filter-Name 83 string
END-VENDOR Eltex

dopmar 3anucu IPv4 ACL, IPv6 ACL popmupyetca cnegytowmm obpasom: nepeblie YeTbipe
cnoBa AO0/MKHbI 6bITb 3anucaHbl yepes npoben B crporom nopsake: acl_type, action
(permit uan deny), ip_precedence, prot. NMocne 3anucu o6A3aTenNbHbLIX NapameTpPoB
OCTa/ZibHble NapameTpbl 3aNMUCbIBAIOTCA B MPOM3BOJIbHOM NopAaKe.

.‘

dopmar 3anucu MAC ACL dopmupyeTca cnegyowmm obpasom: nepsbie Tpu cAOBa
OO/MKHbI 6bITb 3anUcaHbl Yepes npoben B ctporom nopagkKe: acl_type, action (permit unm
deny), ip_precedence. Nocne 3anucu 06a3aTeNbHbIX NAapaMeTPOB OCTaNbHble MapameTpbl
3anuUCbIBalOTCA B NPOU3BO/IbHOM NopsAaKe.

.‘

Macka gnsa IP-agpeca 3anucbiBaerca uepes «/» 6e3 npobenos.

.‘

’ | MpPOTOKON MOXKHO YKa3aTb KaK B YUCZIOBOM BUpAe, TaK U CTpOKOVI.
-

Mpumep:

user3 Cleartext-Password := "hello"
Eltex-Data-Filter = "ip permit 1 prot=tcp ip src=10.0.0.3/0.0.0.255
ip dst=10.0.0.0/255.0.0.0 tcp port src=80 tcp port dst=443",
Eltex-Data-Filter-Name = "Filter-MIX1"

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bupg, 3anpoca KOMaHAHOM CTPOKM B pPeXXMMeE KOHPUTrypaLmm TepMmnHana:

console (config-line) #

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx 207




HELTEX

Tabauua 193 — KomaHabl pexkuma KoHOUrypaumm TepmuHanbHbIX Ceccuin

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

KomaHda

Aelicmeue

login authentication {de-
fault | list_name}

list_name: (1..12)
CMMBO/I0B

no login authentication

3afaeT meTog, ayTeHTUdMKaLMK Npu BXxoae ANs KoHconu, telnet,
ssh.

- default — ncnonb30BaTb CNNCOK «NO YMONYAHUION,
CO34aHHbI KoMaHZoM aaa authentication login default

- list_name — ncnonb30BaTb CNUCOK, CO34aHHbIM KOMaHA0M aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

enable authentication {de-
fault | list_name}

list_name: (1..12)
CMMBO/I0B

no enable authentication

3agaeT meTod ayTeHTUOUKAL MU NOb30BATENA NPU NOBbILEHUN
YPOBHSA NpUBUAErNA ANA KoHconw, telnet, ssh.

- default — ncnonb30BaTb CNNCOK «NO YMONYAHUION,
CO34aHHbI KoMaHZoM aaa authentication login default

- list_name — ncnonb30BaTb CNUCOK, CO34aHHbIA KOMaHAOoM aaa
authentication login /ist_name.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

password password [en-

ted
crypted] password: (0..159)

CMMBOJI0B

no password

3agaeT naponb ANA TepmMuHana.

- encrypted — 3aaTb 3aWMPPOBaHHbLIN Naposb (Hanpumep,
napo/ib B 3aWMdpPoBaHHOM BUAE, CKONMPOBAHHbIN C 4PYroro
YCTPOWCTBA).

YganseT naponb ona TepMUHana.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 194 — KomaHgb! pexuma Privileged EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show authentication meth-
ods

MoKasbiBaeT MHPpopmaLmio 06 ayTeHTUOUKALMOHHbBIX METOAAX
Ha KoMMyTaTope.

show authorization
methods —

Moka3sblBaeT MHPOPMALLMIO O CO3L4aHHbIX Ha KOMMYTaTope
MEeToAax aBTOPM3aLMmN KOMaHA, YKa3bliBaeT Ha aKTUBHbIN
MeToa.

show users accounts

MoKasbiBaeT N0KaNbHyto 633y AaHHbIX NOAb30BaTENEN U UX
npuBMAErni.

KomaHOobi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Bce KomaHAb! AaHHOrO pa3gena goCTynHbl TONIbKO ANA NPUBUNETMPOBAHHDBIX nosib3oBaTeneu.

Tabnunua 195 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

KomaHoa

Aelicmeue

show accounting

Moka3biBaeT MHOOPMALLMIO O HACTPOEHHbIX METOAAX BEAEHUA
yyeTa (aKkKayHTa).
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5.21.2 Npomokon RADIUS

MpoTtokon RADIUS wucnonb3yetca ana ayteHTMduMKaumm, astopusaumm u ydeta. Cepsep RADIUS
ncnosbayet 6a3y JaHHbIX NONb30BaTeNEN, KOTOPAA COAEPKUT AaHHbIE MPOBEPKM NOSJANHHOCTU ANA KaXKA0rO
nonb3oBaTtesia. Taknm ob6pasom, Ucnosib3oBaHne NpoTokosia RADIUS obecneunBaeT 4ONOAHUTENBHYIO 3aLLNTY
npu A0CTyNe K pecypcam CeTH, a TaKKe Npu AOCTyrne K CaMmoMy KOMMYTATopy.

KomaHOb! pexrcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabanua 196 — KomaHgbl pexnuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

radius-server host {ipv4-ad-
dress | ipv6-address | host-
name} [auth-port
auth_port] [acct-port
acct_port] [timeout
timeout] [retransmit re-
tries] [deadtime time] [key
secret_key] [priority prior-
ity] [usage type]

encrypted radius-server
host {ipv4-address | ipv6-
address | hostname}
[auth-port auth_port]
[acct-port acct_port]
[timeout timeout] [retrans-
mit retries] [deadtime time]
[key secret_key] [priority
priority] [usage type]

no radius-server host
{ipv4-address | ipv6-address
| hostname}

hostname: (1..158)
CUMBO/IOB;
auth_port:

(0..65535)/1812;
acct_port:

(0..65535)/1813;

timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CUMBO/IOB;

priority: (0..65535)/0;
type: (login, dotl.x,
all)/all

[JobasnaeT ykasaHHbIN cepsep B CMUCOK Ucnoab3dyembix RADIUS-
cepBsepos.

- ip_address — IPv4 vnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe uma RADIUS-cepBepa;

- auth_port — Homep nopTa A4 Nnepesayn ayTeHTUOUKaLMOHHbIX
LAHHbIX;

- acct_port — Homep nopTa 419 nepeaayn JaHHbIX YYeTa;

- timeout — NHTepBan OXKMAaHMA OTBETA OT cepBepa;

- retries — KOANYeCTBO NoNbITOK Noncka RADIUS-cepBepa;

- time — Bpema B MMHYTax, B Te4eHME KOTOPOro HeJoCTyMNHble
cepsepa He byayT onpawusaTbca RADIUS-kaneHTOM
KOMMyTaTopa;

- secret_key — K/to4 gna ayTeHTUOUKALMM U LUMPPOBAHUA BCEro
obmeHa aaHHbimK RADIUS;

- priority — npuopwuTeT Ucnonb3osaHus RADIUS-cepsepa (4em
HU}Ke 3HaYeHue, TemM NpUopuTeETHEE CEPBEP);

- type — TMn ucnonb3osaHua RADIUS-cepsepa;

- encrypted — 334aTb K/toy B 3aWwndpoBaHHOM BUeE.

B cnyuyae oTcyTCTBMA B KOMaHAe napameTpoBs timeout, retries,
time, secret_key nnsa paHHoro RADIUS-cepBepa ncnonb3sytoTca
3HAYeHMA HAaCTPOEHHbIE C MOMOLLbIO KOMaH/ YKa3aHHbIX HUXKe.

YpanaeT yKasaHHbIV cepBep U3 cnMcKa ncrnonbsyembix RADIUS-
cepBepos.

radius-server attributes nas-
id include-in-access-req [for-
mat word]

no radius-server attributes
nas-id include-in-access-req
[format]

word: (3..32)/%h

Hob6asnsaet aTpmbyT NAS-Id (onuma Ne32) B Access-Request
naketbl. Cumsonbl "%h", BcTpeyatowwmecs 8 popmaTHOM CTPOKe,
3aMeHAITCA Ha TeKyllee umsa xocta (hostname).

YcTaHaBAMBaeT 3HAYEHKWe Mo YMONYaHUIO

[encrypted] radius-server
key [key]

no radius-server key

key: (0..128)
CMMBON10B/NO
YMONHAHUIO KoY —
nycras cTpoka

YCTaHaBAMBAET KAHOY, UCMONb3YEMbI MO YMOYAHUIO, ANA
ayTeHTMdMKaLMK 1 WndposaHMa Bcero obmeHa aaHHbimM RADIUS
MeXay YCTPOWCTBOM M OKpyKeHnem RADIUS.

- encrypted — 334aTb KoY B 3aWMdPOBAHHOM BUA,.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcraHaBAuBaet MHTEpBan 0XXMaaHUA OTBETA OT CepBepa,
VICI'IOﬂb3yeMbIV1 NoO YMO/THaHUIO.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.
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radius-server retransmit re-
tries

no radius-server retransmit

retries: (1..15)/3

OnpegenseTt KOAMYECTBO MOMbITOK, UCNONb3yeMOE Mo
ymonyaHuto, nomcka RADIUS-cepsepa 13 cnucka cepsepos. MNpu
OTKa3e OCyLLLeCTB/AETCA NOUCK CNeAyoLLero No NpuopuTeTy
cepsepa 13 cnucKa.

YcTaHaBAMBaeT 3HaYeHue Mo YMONYaHUIO

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MMWH

MNo3sBonaet onTummsnposatb Bpemsa onpoca RADIUS-cepsepos,
KOrZia HeKOTopble cepBepa HEAOCTYNHbI. YCTaHaBAUBAET BPeEMSA B
MUWHYTaX, UCNO/Ib3yeMoe Mo YMONYaHUIO, B Te4EHUE KOTOPOro
HepoCTynHble cepBepa He byayT onpawwneaTtbes RADIUS-
K/IMEHTOM KOMMYyTaTopa.

YcTaHaBAWBaeT 3HaYeHne No YMONYAHUIO.

radius-server host
source-interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3apaet nHTepdeliic ycTpoicTsa, IP-agpec Kotoporo byaet
MCNO/1b30BaTbCA MO YMOJIMAHUIO B Ka4YecTBe afpeca UCTOYHUKA
nepegasaemoro B coobuieHnax npotokona RADIUS.

Ypanaer nHtepdeic ycTpoicTsa.

radius-server host
source-interface-ipv6 {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback_id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3agaeT nHTepdeiic ycTporicTea, IPvb-agpec koToporo byaet
MCNONb30BaTbCA MO YMONYAHUIO B KayecTBe agpeca UCTOUYHMKA
nepegasaemoro B coobuieHnnax npotokona RADIUS.

Ypanaer nHtepdeic ycTpoicrsa.

radius server accounting-
port port

no radius server account-
ing-port

port: (1-65535)

YCTaHOBUTbL NOPT pPernctTpaumm y4éTHbIx 3anmceit Ha RADIUS-
cepsepe.

OTmeHsAeT ncnonbsosaHmne UDP-nopTa gna perncrpaumm y4ETHbIX
3anucen.

radius server authentica-
tion-port port

no radius server autentifi-
cation-port

port: (1-65535)

YctaHosuTb UDP-nopT Ana oTnpaBKKW 3anpocoB Ha
ayTeHTUMKALMIO YHETHBIX 3aMUCeN.

OTmeHsAeT ncnosnb3osaHme UDP-nopTa gns 3anpocos Ha
AYTEHTUDUKALMIO YYETHBIX 3amnncei.

radius server enable

no radius server enable

BkntoueHne RADIUS-cepBepa Ha KommyTaTope.

BbikntoueHne RADIUS-cepsepa Ha KommyTaTope.

radius server group word

word: (1-32)

3apaTb Ha3BaHMe ANA rPYNMbl cepBepa U NepenTh B PeXnm ee
KOHOUIyprpoBaHus.

radius server secret key key
{ipv4 | ipv6 | default}

no radius server secret
[ipv4 | ipv6 | default]

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX XXX
key: (1-128) cumBona

YCcTaHOBUTb KAtOY A/1A UCMOAb30BaHMA radius server.
default — Knto4 HasHavyaeTca AN UCMOIb30BaHUA KINEHTAMU, HE
MMeIoLLMX ONpeaeneHHOoro Kakua.

Yaanutb KAoY ANA UCNOb30BaHUA radius server.

radius server secret {ipv4 |

ipv6}
no radius server secret
{ipv4 | ipv6}

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xi XX

Mcnonb3oBaTh 3alumMbpoBaHHbIN KAOY AOCTYNA K cepsepy Ans
KOHKPETHOro XocTa.

Yaanutb KN4 ANA MCNOb30BaHUA radius server.

radius server traps ac-
couting

no radius server traps ac-
couting

BK/lOYaeT NoaaepKKy trap-coobLueHnit Ha cobbITUA YYETHbIX
3anucei.

OTKNtOYaET NOAAEPHKKY trap-COOBLLeHN.

radius server traps authen-
tication {failure | success}

BkntoyaeT nogaepskKy trap-coobuieHnin, oTobparkaroLmx
pe3ynbTaT ayTeHTuduKauum Ha RADIUS-cepsepe.
failure — cboi npu nonbiTKe ayTeHTUMKaLUK
success — ycrnewHo NpoiaeHHan ayTeHTMdUKaLma
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no radius server traps au- OTKAKOYaeT NoAAEePKKY trap-coobLuieHuin.

thentication

radius server user Co3aaTb NoNb30BaTeNA U HA3HAYMTb AR HEro rpynny Ha cepsepe
username username group C 334aHHbIM NapPOIEM UCMNOb30BaAHUA.

password pass —

no radius server user YaanuTtb nonb3oBaTena Ha cepsepe.
username username

KomaHObI pexcuma KoHgu2ypuposaHusa radius server 2pynol

BuA 3anpoca KoMaHAHON CTPOKM B pexxnume KoHPuUrypuposaHua radius server rpynnbi:

console (config-radius-server—-group) #

Tabnuua 197 — KomaHabl pexkmma KoHpurypmposaHus radius server rpynnbl:

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
acl acl_name acl_name: (1-32) Ha3HaunTb ncnonb3osaHmMe yKasaHHOM acl B gaHHoM rpynne.
no acl cMMBONa OTKNOYMTbL UCMONb30BaHWE YKa3aHHoM acl B gaHHOM rpynne.
allowed-time-range HasHauntb nepuoa BpemeHun time-range Ha MCNONb30BaHUE
range_name range_name: (1..32) rpynnbi.
no allowed-time-range cMmBoa OTK/OYUTb UCNONb30BaHUe time-range Ha UCNONb30BaHUe
rpynnoi.
privilege-level level HasHaunTb ypoBeHb NpUBUAETUIA, HA KOTOPOM ByAeT MCNOHUMA
level: (1-15)/1 KOHUrypupyemas rpynna
no privilege-level YCTaHOBWTb 3HaYeHUE N0 YMONYAHUIO.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 198 — KomaHgb! pexuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4YaHuro
show radius-servers [key] OTobparkaeT napameTpbl HacTporikn RADIUS-cepBepoB (KomaHaa
- O0CTYMHA TONIbKO A1A NPUBUAETMPOBAHHBIX NOb30BaTeNEN).
show radius server {statis- OTobparkaeT cTaTUCTUKY nNpoTokona Radius, nHdopmaumto o
tics | group | accounting | nonb3osaTtensax, KoHourypaumio RADIUS-cepBepa.

configuration | rejected |
secret | user}

[Tpumepbl UCNoAb308aHUS KOMAHO

= YCTaHOBUTH r106anbHble 3HAYEHUA ANA NapamMeTPoB: MHTEPBaa OXWAAHUA OTBETA OT cepBepa — 5
CeKyHZA, KonmnyecTso nonbIToK noncka RADIUS-cepsepa — 5, Bpems, B Te4eHUe KOTOpOoro HeaoCTyn-
Hble cepBepa He 6yayT onpawmsatbca RADIUS-KnMeHTOM KommyTaTtopa — 10 MUHYT, CEKPETHbIN
Kntoy — secret. [lobasuTb B cnucok RADIUS-cepBep, pacnonoeHHblh Ha y3ne cetu ¢ IP-agpecom
192.168.16.3, nopT cepBepa gns ayTeHTMdMKaumm — 1645, KOoNMYeCTBO NOMbITOK AOCTyNa K cepeepy
— 2.

console# configure
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console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645 retransmit
2

= [lokasaTb NnapameTpbl HacTpoikn RADIUS-cepeepoB

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time

192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.21.3 Mpomokon TACACS+

Mpotokon TACACS+ obecneymMBaeT UEHTPANM30BaHHYIO cuctemy 6e3onacHoCcTM A/1a MPOBEPKMU
Nno/sib3oBaTe/iel, NoayyaloWmx A0CTYN K YCTPOMCTBY, NMPU 3TOM noagepuBasa cosmectumoctb ¢ RADIUS u
ApYrMmu npoleccamu nposepku nogamHHoctn. TACACS+ npeaoctasnneT caeaylolimne ciy»Kobi:

— Authentication (nposepka nooauHHocmu). ObecneynBaeTcs BO Bpems BXoda B CUCTEMY MO
MMeHaM Mo/ib30BaTesIel U onpeaeseHHbIM NOb30BaATENSMM NAPOIAM.

— Authorization (asmopusayus). ObecneumBaeTcs BO Bpems Bxoga B cuctemy. [locne
3aBeplleHMs CceaHCa MNPOBEPKM MNOLAMHHOCTM 3aMyCKaeTca CeaHC aBTopu3aumMu C
MCMNONb30BaHNEM MPOBEPEHHOTO MMEHW MNO/b30BaTeNA, TaKKe CepBEPOM MPOBepAlTCA
NpMBMUAErMM NONb30BATENA.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHGUrypaumu:

console (config) #

Tabnnua 199 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymoa4aHuro

tacacs-server host hostname: (1..158) [ob6aBnaeT ykasaHHbIN cepBep B CNUCOK ucnonb3dyembix TACACS
{ip_address | hostname} CMMBO/I0B; cepBepos.
[single-connection] port: (0..65535)/49; - ip_address — |P-apgpec TACACS-cepsepa;
[port-number port] timeout: (1..30) cek; - hostname — ceteBoe nma TACACS-cepBepa;
[timeout timeout] [key secret_key: (0..128) - single-connection — B Ka)XAbli MOMEHT BPeMeHU UMEeTb He
secret_key] [priority CMMBONOB; 6onblue oAHOro coeanHeHMA ana obmeHa gaHHbimu ¢ TACACS-
priority] priority: (0..65535)/0; cepBepom;
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encrypted tacacs-server
host {ip_address |
hostname} [single-
connection] [port-number
port] [timeout timeout]
[key secret_key] [priority
priority]

no tacacs-server host
{ip_address | hostname}

- port — Homep nopTa ana obmeHa aaHHbimK ¢ TACACS-
cepBepom;

- timeout — MHTepBan OXKMAAHUA OTBETa OT cepBepa;

- secret_key — Kntoud ana ayTeHTUGUKaUUKU U LWnbpoBaHUs
Bcero obmeHa gaHHbimu TACACS;

- priority — npnopuTteT ncnonb3oBaHus TACACS-cepsepa (4em
HU}Ke 3HaYeHune, TemM NpUopuUTeETHEE CEPBEP);

- encrypted — 3HaueHwue secret_key B 3alumppoBaHHOM BuAe.
B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout,
secret_key pns paHHoro TACACS-cepBepa UCNO/b3yoTCA
3HaYeHWA, HAaCTPOEHHbIE C MOMOLLBLIO KOMaHA, YKa3aHHbIX
HUXKe.

YnanaeT yKasaHHbIV cepBep U3 cnmncka ncnonbsyembix TACACS-
cepBepos.

tacacs-server key key

encrypted tacacs-server
key key

no tacacs-server key

key: (0..128)
CMMBOJI0B/NO YMOIYaHUIO
K/IKO4 — MyCTan CTPOKa

YCTaHaBAMBAET K/HOY, UCMONb3YEMBII MO YMOYAHUIO, AN1A
ayTeHTUdUKauMK U WndposaHUa Bcero obmeHa JaHHbIMK
TACACS mexnay ycTpoincTsom u okpyxeHnem TACACS;

- encrypted — 3HayeHue secret_key B 3alinMppoBaHHOM BUE.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

Ypanaet 3HaYeHue no YMOAYaHUIO.

tacacs-server timeout
timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YcTaHaBAMBaeT MHTEPBAN OXUAAHUA OTBETA OT cepeepa,
MCMNO/Ib3yeMbIV N0 YMONYAHUIO.
YCTaHOBWTb 3HAYEHME MO YMONYAHWIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no tacacs-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id (1..64);
group: (1..48)

3apaeT nHTepdeiic ycTpoicTea, IP-agpec Kotoporo byaet
MCMNoJIb30BaTbCA MO YMONYAHUIO B KauecTBe agpeca UCTOYHMKA
ons obmeHa coobweHnamm ¢ TACACS-cepeepom.

YpanaeT nHTepdeinc ycTpoicTsa.

tacacs-server attributes
port {console | telnet |
ssh} word

no tacacs-server attributes
port {console | telnet |
ssh}

word: (1..160) cumsonos

Hactpoutb dopmart nons port.
Mcnonb3ytoTca cneaytowme WwWabnoHbl:
- %n — HOMep TeKyLLel ceccuu;

- % % — cumBon %.

Ypanute popmart nons port.

KomaHObI pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKM B pexxkunme EXEC:

console#

Tabanua 200 — KomaHgb! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show tacacs [ip_address |
hostname]

host_name: (1..158)
CUMBOJI0B

OTobparkaeT HAaCTPOIKY U CTaTUCTUKY AnA cepsepa TACACS+.
- ip_address — IP-apgpec TACACS+ cepBepa;
- hostname — nma cepsepa.
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5.21.4 Mpomokon ynpasneHusa cemoio (SNMP)

SNMP — TexHonorus, npussaHHas obecneynTb ynpaBAeHWE M KOHTPOAb Haj, YCTPOMCTBAMMU W
NPUNOXKEHUAMM B CETU CBA3M NyTEM obMeHa ynpaBaawowen uHGOPMaUMENn mexay areHTamm,
PacnoNoXeHHbIMM Ha CETEBbIX YCTPOWCTBAX, U MEHeAXepamm, HAXOAALMMMUCA Ha CTaHUMAX ynpaBaeHus.
SNMP onpepensieT ceTb Kak COBOKYMHOCTb CETEBbIX YMPaBAAIOLWMX CTAaHLUMIA U 31E€MEHTOB ceTu (rnaBHble
MalLMHbI, WA3bl U MapLIPYyTU3aTOPbl, TEPMUHA/IbHbIE CEpPBEpbl), KOTOPble COBMECTHO obecneuynBatoT
AAMUHUCTPATUBHbIE CBA3M MEXAY CETEBbIMM YMPABAAOWMMMN CTAHLMAMM U CETEBLIMU areHTamm.

KommyTaTtopbl NO3BOAAKOT HAcTpoUTb paboTy npoTokosna SNMP gna yaaneHHOro MOHUTOPUHIA M
ynpaBaeHMA yCTPOMCTBOM. YCTPOIMCTBO NoanepKnBaeT npoToKobl Bepcnit SNMPv1, SNMPv2, SNMPv3.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 201 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HaveHue/3HaveHue Neiicmeue
o yMOMYaHUuo
snmp-server server Mo ymon4yanuio BkaounTb noaaepKky npotokona SNMP.
no snmp-server server NoAAEp>KKa NPOTOKO/MA | OTkAtovaeT noaaepKy npotokona SNMP.
SNMP oTkntoueHa
snmp-server community YcTaHaBAMBaET 3HaueHMe CTPOKK coobluecTsa gna obmeHa
community [ro | rw | su] AaHHbIMKW No NpoTokony SNMP.
[ipv4_address | ipv6_ad- - community — cTpoKa coobuiectsa (naposb) 4ns gocTtyna no
dress | ipv6z_address] npoTtokony SNMP;
[mask mask | prefix pre- - encrypted — 3a4aTb CTPOKY coobuiecTsa B 3aWNMdPpPoBaHHOM
fix_length]] [view BUAE;
view_name] - r0 — [OCTYN TONIbKO AJ1 YTEHUS;
snmp-server commu- community: (1..20) - W — A0CTYN ANA YTEHUA U 3aMUCK;
nity-group community CMMBONIOB; . - SU — A0CTYyn aAMUHUCTPATOPa;
group_name [ipv4_address encrypted_community | _yjey, nagme — onpeaenset uma ana npasuna 0603peHus SNMP,
| ipv6_address | ipv6z_ad- : (1"20)' CMMBO/IOB; KOTOpOe A0/MKHO BbITb NpeiBapuTeNbHO ONpeaeneHo C NOMOLLBIO
dress] [mask mask | prefix dopmat ipv4_address: | \omangpl snmp-server view. Onpeaenset 06beKTbl, 4OCTyMHbIE
prefix_length] A'_B'C'D; | coobuyecrsy;
encrypted snmp-server dopmat ipv6_address: | _jpy4 address, ipv6_address, ipv6z_address — IP-appec
. XXX XX o .
community encrypted_com- YCTpOWCTBa;
munity [ro | rw | su] _ ¢°p(’;";T . - mask — macka agpeca IPv4, koTopas onpezenseT, Kakue 6uTbl
liv4_address | ipv6_ad- )(I‘;(V)iz)zaxvl;elslg)i aZpeca MCTOYHMKA NaKeTa CPaBHMBAKOTCA € 3a4aHHbIM IP-agpecom;
dress | ipv6z_address] "'"k: ’ - prefix_length — uncno 6uT, KoTopble cocTasnatoT npedukc IPva-
[mask mask | prefix pre- /255 r;;; 2'55 255 aApeca;
fix_length]] [view P - group_name — onpegenser MMA rpynnbl, KOTOPOE AOMKHO 6bITb
view_name] prefix_length: npesBapuTeNbHO ONpeeneHO C NOMOLLLIO KOMaHAbl snmp-server
- (1..32)/32; group. OnpeaenseT 06beKTbI, JOCTYNHblE co0bLLEeCcTBY.
encrypted snmp-server view_name: (1..30)
community-group en- CUMBOIOB;
crypted_community group_name: (1..30)
group_name [ipv4_address
CUMBOJI0B
| ipv6_address | ipv6z_ad-
dress] [mask mask | prefix
prefix_length]
no snmp-server community YpanseT napameTpbl Ana CTPOKK coobLuecTBa.
community [ipv4_address |
ibv6_address | ipv6z_ad-
dress]
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no encrypted snmp-server
community community
[ipv4_address | ipv6_ad-
dress | ipv6z_address]

snmp-server view
view_name OID {included |
excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CMMBOJI0B

Co3paeT unu peaakTMpyet npasmao ob6o3penus gns SNMP —
paspelatoLlee npasuao, IMBO orpaHMYMBaloLLEe CEpBEPY-
obo3spesaTento goctyn K OID.

- OID — npeHTndurKaTop ob6bekTa MIB, NpeacTaBieHHbIN B BUae
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOKeT BK/OYaTb B ceba
3ape3epBUpPOBaHHbIE CN10Ba, Hanpumep: system, dod). C nomoLwpto
CMMBONA * MOXKHO 0603HaUYMTbL cemencTBo nogaepesbes: 1.3.%.2);
- include — OID BkntoueHa B Npasuao ana 0603peBaHuUs;

- exclude — OID uckntoueHa us npasuna gna o603peBaHuUs.

YpanaeT npaBuio ob6o3peHus ansa SNMP.

snmp-server group
group_name {vl1 | v2 | v3
{noauth | auth | priv} [no-
tify notify_view]} [read
read_view] [write
write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBOJIOB;
notify_view: (1..32)
CMMBOJIOB;
read_view: (1..32)

CMMBOIOB; Write_view:

(1..32) cumBonos

Cospgaet SNMP-rpynny nau Tabanuy coorsetctauii SNMP-
nosib3oBaTenei U npasua ob6o3perHnin SNMP.

-vl,v2,v3 — SNMP v1, v2, v3 moaenb 6esonacHocTu;

- noauth, auth, priv — tun ayteHTMdumKaLmm, ucnonbyembiit
npotokonom SNMP v3 (noauth — 6e3 ayteHTUdUKaunn, auth —
ayTeHTUdMKaumMA 6e3 WwndpoBaHUs, priv — ayTeHTUDMKaUmA C
wndposaHuem);

- notify_view — umsa npasuna o603peHns, KOTOPOMy paspeLleHO
onpepenatb coobweHna SNMP-areHta — inform u trap;

- read_view — nms npasuna o603peHns, KOTOPOMy paspeLleHo
TO/IbKO YTeHue cogepxmmoro SNMP-areHTa KOMMYTaTopa;

- write_view — uma npasuna 0603peHuns, KOTOPOMy paspeLLeHo
BBOAMTb AaHHble U KOHPUTrypupoBaTb cogepkumoe SNMP-areHTa
KoMMmyTaTopa.

Ypanaer SNMP-rpynny

snmp-server user
user_name group_name {v1
| v2c | v3 [remote
{ip_address | host}1}

no snmp-server user
user_name {v1 | v2c | v3
[remote {ip_address |
host}}

user_name: (1..20)
CMMBOIOB;
group_name: (1..30)
CMMBO/IOB

Co3paet SNMPv3-nonb3oBaTens.
- user_name — WMA NONb30BATENS;
- group_name — VM rpynnbl.

Yaanaer SNMPv3-nonb3oBaTens.

snmp-server filter
filter_name OID {included |
excluded}

no snmp-server filter
filter_name [0OID]

filter_name: (1..30)
CMMBOJIOB

Cosgaet unu pegaktupyet npasuno SNMP-ounbTpa, KoTopoe
nossonseT punbTpoBaTh inform u trap-cooblyeHuns, nepegaBaemble
SNMP-cepsepy.

- filter_name — nma SNMP-bunbTpa;

- OID — npeHTndUrKaTop ob6bekTa MIB, NpeacTaBNeHHbIN B BUAE
nepesa ASN.1 (cTpoka Bnaa 1.3.6.2.4, MOKeT BK/tOYaTb B ceba
3apesepBupoBaHHbIe €/10Ba, Hanpumep: system, dod. C nomoubto
CMMBO/IA * MOXHO 0603HaYnTL cemMeicTBO nogaepesbes: 1.3.%.2);
- include — OID BkAtoYeHa B NpaBuIo GUAbTPALLUW;

- exclude — OID nckntoyeHa 13 npasuna GUAbTPaL UK.

Ypansaet npasuao SNMP-¢unbTpa.
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snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps | informs] [version
{1 | 2c | 3 {noauth | auth |
priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps | informs]

hostname: (1..158)
CMMBO/IOB;
community: (1..20)
CUMBOJI0B;
username: (1..20)
CMMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CUMBOJI0B;
seconds: (1..300)/15;
retries: (0..255)/3

OnpegaenseT HaCTPOWKKN ANA nepesaym coobLieHuid yBeaoMaeHUn
inform n trap SNMP-cepBepy.

- community — cTpoka coobuwectsa SNMPv1/2c ana nepeaayn
coobuieHmnit yBegomneHus;

- username — uma nosb3osBatena SNMPv3 ana ayteHTudumKaumm;

- version — onpegenaT Tun coobuiexunii trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKa3bliBaeT NoA/IMHHOCTb NaKeTa 6e3 wudposaHus;

- noauth — He yKa3biBaeT NOANMHHOCTb NakeTa;

- priv — yKa3sbIBaeT NOA/IMHHOCTb NaKeTa ¢ WndpoBaHUEM;

- port — UDP-nopt SNMP-cepBepa;

- seconds — Nepuoa, OXKMAAHUA NOATBEPKAEHUN Nepes NOBTOPHOM
nepegavent coobueHuii inform;

- retries — KO/IM4eCTBO NOMbITOK Nepeaayn coobuieHni inform, npu
OTCYTCTBUW UX NOATBEPKAEHMA.

YaanaeT HaCTPoOWKK gna nepeaaym coobuieHmit yBeaoMaeHus
inform un trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid
local

engineid_string: (5..32)
CMMBO/IOB

Co3gaet naeHtTudukatop nokanbHoro SNMP-ycTpolictea —
enginelD.

- engineid_string — nma SNMP-ycTpoiicTBa;

- default — npu ncnonb3oBaHUK AaHHOM HAcTpoOliKM engine ID
byaeT aBToMaTUYECKM cOo34aH Ha ocHoBe MAC-agpeca ycTpoicTea.

Ypansaet nageHtudukaTop nokanbHoro SNMP-ycTpoiictBa — engine
ID

snmp-server
source-interface {traps |
informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no snmp-server
source-interface [traps |
informs]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..48)

3agaeT nHTepdeiic ycTpoicTea, IP-agpec Kotoporo byaer
MCNO0/1b30BaTbCA MO YMONYAHMIO B KAUecTBe agpeca UCTOYHMKA ANA
obmeHa coobuieHmamm c SNMP-cepeepom.

YaanaeT untepoeiic ycTponcTea.

snmp-server
source-interface-ipvé6 {traps
| informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no snmp-server
source-interface-ipvé6 [traps
| informs]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64);
group: (1..48)

AHanormyHo gna IPvé.

Ypanaer uHtepdeinc ycTpoicrea.

snmp-server engineid
remote {ipv4_address |
ipv6_address | hostname}

hostname: (1..158)

Cospaet naeHTMdnKatop yaaneHHoro SNMP-yctpoiictea — engine
ID.
- engineid_string — naeHtuounkatop SNMP-ycTpolicTsa.

traps

. . CMMBO/I0B;
engineid_string o .

- engineid_string: (5..32) — -
no snmp-server enginelD CUMBOIOB Ypanaet ngeHtudukaTop yaaneHHoro SNMP-ycTpoiictea — engine
remote {ipv4_address | ID.
ipv6_address | hostname}
snmp-server enable traps BkntoyaeT nogaepkky SNMP trap-coobuieHui.
no snmp-server enable —/BKNioYeHo OTkAtoyaeT noaaepKKy SNMP trap-coobueHui.
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snmp-server enable traps
authentication

BkntoyaeT otnpasky SNMP trap-coobLuieHnin npu HeyaavHom
nonbITKe ayTeHTUdUKaLun.

—/BKAIOYEHO —
no snmp-server enable OTKAto4aeT oTnpasky SNMP trap-coobuieHuiA.
traps authentication
snmp-server enable traps BkntouaeT oTnpaKy SNMP trap-coobuieHunin:

[erps | link-status] - erps npotoKona ERPS;

- link-status — cocTtoaHMA NHTEpPENCHbIX TMHKOB.

—/BKAIOYEHO
no snmp-server enable OTkAtovaet otnpasky SNMP trap-coobuueHnii:
traps [erps | link-status] - erps npotoKona ERPS;

- link-status — cocToAHUA NHTepdENCHbIX TMHKOB.
snmp-server enable traps BkntouaeT oTnpaeky SNMP trap-coobuweHnin npu usmeHeHuUmn
flex-link —/ BKNIOYEHO cocTosHuA napbl flex-link nHTepdelicos.
no snmp-server enable OtkAtovaet otnpasky SNMP trap coobLieHuin npu M3meHeHUn
traps flex-link cocTosaHua napsl flex-link-uHTepoeicos.
snmp-server enable traps BkntouaeT oTnpaeky SNMP trap-coobuweHunin npu UsSmMeHeHum B
mac-notification change Tabavue nsyyeHHbix MAC-agpecos.
no snmp-server enable —/oTKAto4eHo Otkntovaet otnpasky SNMP trap-coobLueHnii npyu usmeHeHuu B
traps mac-notification Tabauue nsyyeHHbix MAC-agpecos.
change
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobuueHunit npyu obHapyxeHUn
mac-notification flapping dnannmHra MAC-agpecos.
no snmp-server enable —/BKNOYEHO Otkntovaet otnpasky SNMP trap-coobLueHuii npy obHapyKeHun
traps mac-notification dnannuHra MAC-agpecos.
flapping
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobuieHui npotokosna OSPF.
ospf

—/BKNOYEHO "
no snmp-server enable OTkntoyaeT oTnpaeKy SNMP trap-coobuieHuni.
traps ospf
snmp-server enable traps BkntouaeT otnpaeky SNMP trap-coobuweHunin npotokona OSPF
ipv6 ospf (IPv6).

—/BKAKOYEHO
no snmp-server enable OTkntovaet otnpasky SNMP trap-coobLueHuit.
traps ipv6 ospf
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobLueHunii npn OCTUXREHNUN
dhcp-snooping limit clients npeAesbHOro KosnyecTsa noaxatodeHHbix DHCP-kAneHTOB.
no snmp-server enable —/oTKto4eHo OTkAtoyaet otnpasky SNMP trap-coobLueHui.
traps dhcp-snooping limit
clients
snmp-server trap PaspelwaeT nepesasaTb coobLLEHUA trap cepBepy, KOTOPbIN He
authentication npowen ayteHTUdnKauuio.

—/paspeLweHo —
no snmp-server trap 3anpewyaeT nepesaBaTb cO0bLEHMA trap cepBepy, KOTOPbIN He
authentication npoLen ayteHTUdMKaumio.
snmp-server contact text text: (1..160) Onpegaenaer KOHTaKTHYO MHGOPMALLMIO YCTPOMCTBA.
no snmp-server contact CMMBOIOB YaanaeT KOHTAKTHYO MHPOpPMaLumio yCTponcTBa.
snmp-server location text text: (1..160) Onpegenaer HGOPMaALMIO O MECTOMNONONKEHNM YCTPOMCTBA.
no snmp-server location CMMBONOB YpanaeTr nHGopmaLmo 0 MeCcTOMNON0KEHUN YCTPOICTBA.

snmp-server set
variable_name namel
valuel [name2 value2 [...]]

variable_name, name,
value goMKHbI
3aJaBaTbCA B
COOTBETCTBUM CO

Mo3BONAET YCTAHOBUTb 3HAYEHUA NepeMeHHbIX B 6ase gaHHbix MIB
KOMMyTaTopa.

- variable_name — vms nepemeHHoW;

- name, value — napbl COOTBETCTBUN UMSI — 3HAYEHMUE.

cneuuoukaumei
snmp-server enable traps BkntouaeT otnpasky SNMP trap-coobuieHunin o cpabaTbiBaHUK
cpu notification nopora 3arpy3sku CPU.

—/oTKNtO4EeHO

no snmp-server enable OTkAtoyaet otnpasky SNMP trap-coobuieHnii o cpabaTbiBaHUK
traps cpu notification nopora 3arpy3sku CPU.
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobLieHnit 0 BOCCTaHOBNEHUM
cpu recovery-notification nopora 3arpy3ku CPU.
no snmp-server enable —/oTKAIoYeHo OTKAtoYaeT oTnpasky SNMP trap-coobLueHunit 0 BOCCTaHOBAEHUM

traps cpu recovery-
notification

nopora 3arpy3ku CPU.
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snmp-server enable traps
memory notification

Bkntoyaet otnpasky SNMP trap-coobuieHnit o cpabaTbiBaHMK
nopora gna o6bema cBob6ogHOro mecta B RAM.

—/OTKAIO4EHO —
no snmp-server enable OTkntoyaeT otnpasKy SNMP trap-coobLueHuit o cpabaTtbiBaHUM
traps memory notification nopora gns obbema csobogHoro mecta 8 RAM.
snmp-server enable traps BkntouaeT otnpaeky SNMP trap-coobuieHunin 0 BOCCTaHOB/IEHUM
memory recovery- nopora gna obbema csobogHoro mecta 8 RAM.
notification

—/OTKAIO4EHO —
no snmp-server enable OTkntoyaeT otnpasKy SNMP trap-coobLieHnin 0 BOCCTaHOBAEHUM
traps memory recovery- nopora gna obbema csobogHoro mecra 8 RAM.
notification
snmp-server enable traps BkntouyaeT oTnpaBky SNMP trap-coobuweHunii o cpabaTbiBaHUK
sensor notification nopora gna 3HavyeHuA AaTYUKOB.

—/OTKNIOYEHO -
no snmp-server enable OTkntoyaeT otnpasky SNMP trap-coobuieHunin o cpabatbiBaHUM
traps sensor notification nopora gaa 3Ha4yeHna AaTYNKOB.
snmp-server enable traps BkntouyaeT otnpaeky SNMP trap-coobuieHunin 0 BOCCTaHOB/IEHUM
sensor recovery- nopora gaa 3Ha4yeHna AaTYNKOB.
notification

— /OTKAIOYEHO —
no snmp-server enable OTKkntoyaeT otTnpasky SNMP trap-coobLeHnit 0 BOCCTaHOBAEHUM
traps sensor recovery- nopora gaa 3Ha4yeHna AaTYNKOB.
notification
snmp-server enable traps BkntouyaeT otnpaeky SNMP trap-coobueHuii o cpabaTbiBaHUK
storage notification nopora gns o6bema cB0604HOro MecTa Ha BCTPOEHHOM dnew-

namaTu.

—/OTKAIOYEHO —
no snmp-server enable OTKkatoyaeT otnpasky SNMP trap-coobuieHnit o cpabaTtbiBaHUM
traps storage notification nopora gnsa o6bema cB0604HOro MecTa Ha BCTPOEHHOM delwu-

namsaTu.

snmp-server enable traps BkntouyaeT otnpaeky SNMP trap-coobueHunin 0 BOCCTaHOB/IEHUM
storage recovery- nopora ana o6bema cBO60AHOr0 MecTa Ha BCTPOEHHOM dneL-
notification namaTu.

—/OTKAIOYEHO

no snmp-server enable
traps storage recovery-
notification

OTKkntoyaeT otTnpaBky SNMP trap-coobLieHnit 0 BOCCTaHOBAEHMM
nopora ana o6bema cB0604HOIro MecTa Ha BCTPOEHHOM dell-
namaTu.

snmp-server
description description

no snmp-server description

description: (1..160)
CMMBOJIOB;

M3meHsaeT 3HaveHune nona sysDescr ana sHewHero SNMP 3anpoca.

BosBpawiaeT gedponTHoe 3HaueHune nona sysDescr.

KomaHOb1 pexcuma KoHgpu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPuUrypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabanua 202 — KomaHgb! pexkuma KoHdpurypaumm nntepoeliica Ethernet

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

snmp trap link-status

no snmp trap link-status

—/BKNIOYEHO

BkntoyaeT oTnpasKy SNMP trap-coobuweHnin npu usmeHeHuUmn
COCTOAHMA HacTpaMBaemMoro nopTa.

BbikntoyaeT oTnpaBKky SNMP trap-coobuieHunit npu UsmeHeHuu
COCTOAHMA HAaCTPaMBaemoro nopra.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnmua 203 — KomaHapl pexkmma Privileged EXEC

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHoa

Aeiicmeue

show snmp —

MokasbiBaeT ctatyc SNMP-coeguHeHUN.

show snmp enginelD

MokasbiBaeT naeHTMdMKaTop NoKkanbHoro SNMP-ycTpoicTBa —
enginelD.

show snmp views
[view_name]

view_name: (1..30)
CUMBOJI0B

Moka3sbiBaeT npasuna o6o03peHnsa SNMP.

show snmp groups group_name: (1..30)

MokasbiBaeT SNMP-rpynnbi.

[group_name] CMMBO/10B
show snmp filters filter_name: (1..30) Moka3sbiBaeT SNMP-dunbTpbI.
[filter_name] CMMBO/IOB

show snmp users
[user_name]

user_name: (1..30)
CMMBO/10B

MokasbiBaeT SNMP-nonb3oBatenei.

5.21.5 MpomoKon yoanéHHo20 moHumopuHaa cemu (RMON)

MpoTokon moHuTopuHra cetn (RMON) sABnseTca pacwimpeHvem npotokona SNMP, nossonsas
npeaocTasuTb 6oee WMPOKME BO3MOKHOCTM KOHTPOAA ceTeBoro Tpadmka. Otanume RMON ot SNMP coctout
B XapaKTepe cobupaemoi nHbopmaunm — aaHHble cobupaembie RMON B nepByto odepenb XapaKTepusyioTt
Tpaduk mexay yanamum cetu. MHpopmauma, cobpaHHas areHToM, nepesaeTca B NPUIOXKEHME ynpaBaeHus

CeTblo.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabanua 204 — KomaHgb! pexnuma rnobanbHoi KoHdurypaumm

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

KomaHoa

HAelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner

name
1 index: (1..65535);

type: (none, log, trap,
log-trap);
com_text: (0..127)
CUMBO/IOB;
desc_text: (0..127)
CUMBOJIOB;
name: cTpoka

no rmon event index

HactpaunBaet cobbiTvaA, UCnosb3yemble B cUCTEME YAaNEeHHOTO
MOHUTOpPUHra.

- index — nHaeKc cobbITus;

- type — TMN yBEAOM/IEHUA, TEHEPUPYEMOTO YCTPOMUCTBOM MO
3TOMY CObbITHIO:

none — He reHepupoBaTb yBEAOM/IEHUS,

log — reHepupoBaTh 3anuch B Tabnuue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTh 3anuchk B Tabaunue n otcbinatb SNMP
trap;

- com_text — cTpokKa coobuectsa SNMP gns nepecbiiku trap;
- desc_text — onucaHue cobbITUA;

- name — “MA co3aatens cobbiTua.

Ypanaet C06bITMe, ncnonblyemoe B CUCTeMe yaaeHHOro
MOHUTOPUHTra.
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rmon alarm index mib_ob-
ject_id interval rthreshold
fthreshold revent fevent
[type type] [startup direc-
tion] [owner name]

index: (1..65535);
mib_object_id:
KoppeKTHbIn OID;
interval:
(1..2147483647) cek;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: CTpoKa

HacTpaunBaet ycnosus Bblaayuv aBapuiiHbIX CUTHANOB.

- index — VHAEKC aBapUMHOTO cobbITUSA;

- mib_object_id — naeHTUPUKaTOp NnepeMeHHOM YacTn obbekTa
OID;

- interval — nHTepBan, B TeYeHMEe KOTOPOro AaHHble 0T6MpatoTCA
M CPaBHMBAIOTCA C BOCXOAALLEN U HUCXOAALEN rpaHULLaMK;

- rthreshold — Bocxoaslas rpaHnLa;

- fthreshold — HucxopAWAnA rpaHMLa;

- revent — nHAEKC cobbITUA, KOTOPOE NCNOob3yeTcA Npu
nepeceyeHnn BOCXoaaLLen rpaHnLbl;

- fevent — nHpeKc cobbiTUA, KOTOPOEe UCNONb3YeTCA NpuU
nepecevyeHnn HUCXoAALEeN rpaHuLbl;

- type — meTo4 0T60Pa YKa3aHHbIX MepeMeHHbIX M noacyeTa
3HaYeHuA ANA CPaBHEHMA C rpaHULaAMK:

MeTog absolute — abcontoTHoe 3HaYeHMe BbIBpaHHOM
nepemMeHHol 6yaeT cpaBHEHO C rpaHULLEN Ha KOHLEe
nccnesyemoro MHTepBana;

MeTog, delta — 3HauyeHue BbIGpaHHOM NepemeHHON Npu
nocsegHem otbope 6yAeT BbIUTEHO U3 TEKYLLLETO 3HAYEHUA U
pasHuLa byaeT cpaBHEHA € rpaHuLaMu (pasHuLa mexay
3HaYeHUAMM NepeMeHHOM B KOHLLE W B HaYaie KOHTPOJIbHOTO
WHTEpBana);

- startup — WHCTPYKUMA ANA reHepaumm cobbITUin Ha NepBom
KOHTPOJIbHOM WHTepBane. OnpeaenseT NnpaBuaa reHepaumm
aBapUMHbIX COBBLITUI AR NEepPBOro KOHTPONLHOIO UHTEPBANA
nyTem cpaBHeHUA 0TobpaHHOW NepeMeHHOM ¢ 04HOW, MMbo
obermu rpaHuLamm:

no rmon alarm index

- rising — reHepupoBaTb eAMHMYHOE aBapuiiHoe cobbiThe no
BOCXOAALLEN rPaHULLE, €CIN 3HAYEHME OTOBPaHHOM NepemeHHon
Ha NepBOM KOHTPO/IbHOM MHTepBane 6onblue 1Mbo paBHO 3TOM
rpaHuue;

- falling — reHepupoBaTb egMHMYHOE aBapuitHoe cobbiTUE No
HUCXO4ALLEN rPaHMLEe, ec/iM 3HaYeHne oTobpaHHON nepemeHHOoM
Ha NepPBOM KOHTPO/IbHOM WHTepBae MeHbLUe NMBO PaBHO 3TOM
rpaHuue;

- rising-falling — reHepupoBaTb egMHUYHOE aBapuitHOe cobbiThe
Mo BOCXOAALLEN U/MAN HUCXOAALLEN TPpaHuLE, eCAN 3HaYeHMe
0TOb6pPaHHOW NepemMeHHON Ha NepPBOM KOHTPOIbHOM MHTepBane
60/blue MBO paBHO BOCXOAALLEN rpaHuLLEe M/Wan meHblue Nnbo
PaBHO HUCXOAALLEN FPAHULLE;

- owner — UmA co3aaTeNs aBapuMHOro cobbiTua.

Ypanser ycnoBue Bblaaun aBapunHbIX COObITUIA.

rmon table-size {history
hist_entries | log log_en-
tries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3apaeT MakcMmanbHbll pasmep RMON-Tabaumu,.
- history — makcMmanbHoe KoM4ecTBO CTPOK B Tabanue
ncropuu;
- log — MakcMmanbHOe KONMYeCcTBO CTPOK B Tabavue 3anucen.
3HayeHMe BCTYNUT B CWIY TONIbKO nocjie nepesa-
H rpy3Ku yCTpoucTBa.

YcTaHaBAMBaeT 3HAYEHNE MO YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepagelicos) Ethernet, uHmepgelica

epyrnnel nopmos

Bupa 3anpoca KoMaHAHOW CTPOKK B pexkmme KoHpurypaummn nutepdeica Ethernet, nntepdeitca rpynnoi

NnopTOB:

console (config-if)#
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Tabnumua 205 — KomaHabl pexmma KoHpurypaumm uHtepoeliica Ethernet, rpynnbsl nHtepdeiicos

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval inter-
val]

no rmon collection stats in-
dex

index: (1..65535);
name: (0..160)
CMMBO/IOB;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cek

Bk/itovaeT popMUpoBaHME UCTOPUM MO FPYNNam CTaTUCTUKM A
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOpPUHra.

- index — nHpEKc Tpebyemoi rpynnbl CTaTUCTUKM;

- name — BnageneLw, rpynnbl CTaTUCTUKK;

- bucket_num — 3HauyeHue, accoummnpyemoe ¢ KoNMYeCTBOM
AYeeK A1 cbopa UCTOPUM MO rPynne CTaTUCTUKK;

- interval — nepwopg, onpoca gns $opmUpPOBaHUA UCTOPUN.

BbIK/NtOYaeT GopMMpoBaHME UCTOPUM MO Fpynnam CTaTUCTUKK AA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOpPUHra.

KomaHOwbi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabanua 206 — KomaHgb! pexkmuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show rmon statistics {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKa3biBaeT cTaTUCTUKY UHTepdelica Ethernet, nnbo rpynnbl
NOpTOB, NCNO/Ib3YEMYIO ANA YAANIEHHOTO MOHUTOPUHIA.

OTo6parkaeT MHGOPMaLMIO MO 3anpallnBaeMbim rpynnam
CTaTUCTUKM.

show rmon history index
{throughput | errors |
other} [period period]

index: (1..65535);
period: (1..2147483647)
ceK

MokasbiBaeT uctoputo Ethernet ctatuctukn RMON.

- index — 3anpolueHHan rpynna cTaTUCTUKK;

- throughput — nokasbiBaeT cYeTYMKM NPOU3BOANTENBHOCTH
(nponyckHoM cnocobHoCTK);

- errors — MoKasblBaeT CYETYMKM OLLIMBOK;

- other — noKasbiBaeT cYETUNKM 0BPbIBOB M KONIU3UIA;

- period — NoKa3blBaeT MCTOPMIO 33 3aNPOLLEHHbIN Nepuog,
BPEMEHM.

show rmon alarm-table

MoKa3blBaeT CBOAHYIO TabauLy aBapuiiHbIX COOLITUNA.

show rmon alarm index

index: (1..65535)

MoKa3biBaeT KOHOUIypaLLMIO HACTPOMKMN aBAPUNHBIX CODbITUNA.
- index — VHAEKC aBapUMHOro cobbITuA.

show rmon events

MokasbiBaeT TabauLy cobbITUIA YyAaNEHHOTO MOHUTOPKHTA
RMON.

show rmon log [index]

index: (0..65535)

MoKasbiBaeT TabauLy 3anucei yaaneHHOro MOHUTOPUHIa
RMON.
- index — nHaeKc cobbITuA.

[pumepsi 8biM0AHEHUS KOMAHO

= [lokasaTb cTaTucTUKy 10 nHTepdeica Ethernet:

console# show rmon statistics tengigabitethernet 1,/0/10
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Port te0/10

Dropped: 8

Octets: 878128 Packets: 978
Broadcast: 7 Multicast: 1

CRC Align Errors: 0 Collisions: 0
Undersize Pkts: 0 Oversize Pkts: O
Fragments: 0 Jabbers: 0

64 Octets: 98 65 to 127 Octets: 0

128 to 255 Octets: 0 256 to 511 Octets: 0
512 to 1023 Octets: 491 1024 to 1518 Octets: 389

Tabnnuya 207 — OnucaHue pesynbTaTos

Mapamemp OnucaHue

Dropped Ko/iMuecTBo 3a4eTEeKTUPOBaHHbIX COBbITUIM, KOraa NnakeTbl 6bIAM OTOPOLLEHDI.

Octets KonmyectBo 6aiT gaHHbIX (BKAOYas 6aiTbl NAOXMX NAKETOB), NPUHATLIX U3 ceTu (1c-
KNtoyas pperimoBble 6UTbl, HO BKAOYAA BUTbI KOHTPOIbHOW CyMMbl).

packets Ko/iMyecTBo NpUHATBLIX NakeToB (BKAlOYasA MAOXue, LMPOKOoBeLaTeibHbie U MHOroas-
pecHble NaKkeTbl).

Broadcast Ko/iMyecTBO NpMHATLIX WMPOKOBELLATE/IbHbBIX NAKETOB (TO/IbKO KOPPEKTHbIE NAKeTbl).

Multicast Ko/IMyecTBO NPMHATLIX MHOTOaApeCHbIX MaKeToB (TO/IbKO KOPPEKTHbIe NaKeTbl).

CRC Align Errors

Konnuyectso NpuMHATLIX NAaKeTOB AANHOM OT 64 A0 1518 6aAT BKAKOYUTEIbHO, UMEIOLLUX
HEBEPHYI0 KOHTPOJIbHYIO CYMMY IMB0 C LeNbiMm Ynciom 6anT (oWNBKM NPOBEPKN KOH-
TPONIbHOM cyMmbl — FCS), 1Mbo ¢ HeuenbiMm Yyncnom 6aiT (OWNBKM BblpaBHUBAHUA —
Alignment).

Collisions

OueHKa KoIMYyecTBa KoAan3uii Ha AaHHom Ethernet cermenTe.

Undersize Pkts

Ko/iMyecTBo NPUHATLIX NaKeTOB AJ/IMHOM MeHbwe 64 6aiT (Mckatoyas ¢dperimosble
6UTbI, HO BKtOYAs BUTbI KOHTPOBHOM CYMMbI), HO B OCTa/IbHOM NMPaBWUJIbHO chopmMu-
POBaHHbIX.

Oversize Pkts

KonnyecTBo NPUHATLIX NakeToB AAMHOM 6onble 1518 6aiT (McKaoyan Gppeimosble
6UTbI, HO BKAKOYAA BUTbI KOHTPOABLHOW CYMMbI), HO B OCTa/IbHOM NPaBuaIbHO chopmu-
POBAHHbIX.

Ko/iMyecTBo NPUHATLIX NaKeTOB A/IMHOM MeHble 64 6ailT (Mcknoyana dperimosble
6UTbI, HO BKAKOYAA BUTbI KOHTPOABHOM CYMMbI), UMEIOLWMX HEBEPHYIO KOHTPObHYIO

Fragments . o
cymmy 6o ¢ uenbim ymcnom 6ainT (oWmMBbKN NPoBEpPKU KOHTPOIbHON cymmbl — FCS),
nmbo c Heuenbim Yncaom 6aiT (oWwmnbKn BbipaBHMBaHUA — Alignment).
Konnyectso NpMHATbIX NakeToB AnMHOM 6onbwe 1518 6aliT (McKatoyaa pperimoBsblie
Jabbers 6UTbl, HO BKAOYanA BUTbI KOHTPO/IbHOW CYMMbI), UMEIOLWMUX HEBEPHYHO KOHTPO/IbHYIO
cymmy 6o ¢ uenbim ymcnom 6ainT (oWmMbKM NPoBEepPKU KOHTPOIbHON cymmbl — FCS),
nmbo c Heuenbim Yncaom 6aiT (oWwmnbKn BbipaBHMBaHMA — Alignment).
64 Octet Ko/iMyecTBo NPUHATBLIX NaKeToB (BKAKOYAA NAOXME NaKeTbl) AMHOMN 64 6aliTa (MCKAto-

Yyas ¢ppermoBble 6UTbI, HO BKIOYAA BUTbl KOHTPOJIbHOM CYMMbl).

65 to 127 Octets

Ko/iMyecTBo NpUHATbLIX NAKETOB (BKtOYasA NIOXME NaKkeTbl) AMHOM OT 65 fo 127 6ant
BK/IIOUNTE/IbHO (MCKAtoUYan ppeirnmoBble 6UTbI, HO BKAOUYAA BUTblI KOHTPOJIbHOW CyMMbl).

128 to 255 Octets

KonnuecTBo NpUHATLIX MaKeToB (BK/tOYas N0XMe NakeTbl) asanHon ot 128 go 255 6ant
BK/IIOUNTE/IBHO (MCKtoYan ppenmoBbie BUTbI, HO BKIOYAA BUTbI KOHTPOJIbHOW CyMMbl).

256 to 511 Octets

Konnuyectso NpuHATLIX NaKeToB (BKAtOYas NaoXMe NakeTbl) AAnHoM oT 256 go 511 6ant
BK/IIOUNTE/IbHO (MCKAtoUYan ppeirnmoBble 6UTbI, HO BKAOUYAA BUTblI KOHTPOJIbHOW CyMMbl).

512 to 1023 Octets

KonnyecTBo NpUHATLIX NAaKeTOB (BK/to4as njaoxuve naketbl) ganHon oT 512 ao 1023
6aiT BKAOUMTENbHO (UCKNtoYas dpelimoBble BUTbI, HO BKAOYAA GUTbI KOHTPO/IbHOM
CYMMBbl).
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Konnyectso NpuHATbLIX NAKeTOB (BKAKOYas Nioxue naketbl) anvHol ot 1024 go 1518
6aiT BKAOUMTENbHO (UCKNtoYasa ¢ppelimoBble BUTbI, HO BKAOYAsa GUTbI KOHTPO/IbHOM
CYMMbl).

1024 to 1518 Octets

= [loKas3aTb MHGOPMALMIO MO rpynnam CTaTUCTUKK gasa nopTa 8:

console# show rmon collection stats tengigabitethernet 1,/0/8

Index Interface Interval Requested Samples Granted Samples Owner
1 te0/8 300 50 50 Eltex
Tabnnuya 208 — OnucaHue pesynbTaTos
Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO MAEHTUOULMPYIOLWMIA 3aNNChb.
Interface Ethernet-nuHtepdeiic, Ha KoTopom 3anyLueH onpoc.
Interval NHTepBan B cCEKyHAAX MeXAay onpocamu.

Requested Samples

3anpoLeHHoe KOIMYeCTBO OTCHETOB, KOTOPOE MOMKeT 6bITb COXpaHeHo.

Granted Samples

PaspeweHHoe (OCTaBLIJEECFI) KO/IN4eCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpPaHeHOo.

Owner

Bnageneu, AaHHOM 3anucu.

= [loKas3aTb CYETYMKM NPOMYCKHOM CNOCOBHOCTU ANA FPynnbl CTaTUCTUKK 1:

console# show rmon history 1 throughput

Sample set: 1 Owner: MES
Interface: giO/1 Interval: 1800
Requested samples: 50 Granted samples: 50
Maximum table size: 100
Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabanuya 209 — OnucaHue pesynbTaTos
Mapamemp OnucaHue
Time [aTta u Bpema co3gaHma 3anucu.
Octets Konunuectso 6aiT AaHHbIX (BKAOYAs 6aNTbl NIOXMX NAKETOB) NPUHATbLIX U3 CETU (MCKAIO-
Yyas ppeimoBble BUTbI, HO BKAKOUYaA BUTbl KOHTPOIbHOM CYyMMbl).
Packets KonmyecTBo NPUHATBIX NaKeTOB (BKAtOYAA NNOXME NAKeTbl) B Te4eHue nepuoaa popmu-
poBaHMA 3anucw.
Broadcast Konnyectso NpMHATbIX XOPOLUMX NAaKeTOB B TeyeHMe nepnoaa GopmmMpoBaHuMA 3anuncu
HanpaB/ieHHbIX Ha LUIMPOKOBELLATEIbHbIE aZpeca.
Multicast Ko/nMyecTBo NPUHATBIX XOPOLUMX NAKeTOB B TedeHue nepnoaa GopmMmMpoBaHMA 3anmcK
HanpaB/ieHHbIX Ha MHOroagpecHble agpeca.
OueHKa cpeaHein NPonycKHoM cnocobHOCTU PU3MYECKOTOo YPOBHS Ha AaHHOM MHTEp-
Utilization delice B TeyeHne nepmoga bopmmpoBaHma 3anucu. MNMponyckHas cnocobHOCTb OUeHU-
BAeTCA BE/IMYNHON A0 TbICAYHOM NPOLEHTa.
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KonnmuecTBo NpUHATBIX B Te4eHWe nepmoaa GopmMMpoBaHMA 3aNMCU NAKETOB AJIMHOMN OT
64 no 1518 6ailT BKAOUYUTENBHO, MMEIOLLMX HEBEPHYIO KOHTPObHYIO CYMMYy nbo C

CRC Align , o
LenbiM ymuciom baiT (oWwmbKM NPOBEPKU KOHTPObHOM cymmbl — FCS), nnbo ¢ Heue-
NbIM Yyncnom 6aiT (owmnbKM BbipaBHMBaHUA — Alignment).

Collisions OueHKa Konnyectsa KoNNM3ni Ha JaHHoOM Ethernet cermeHTe B TeueHne nepunoga dop-

MUPOBAHNA 3aMunUCK.

Undersize Pkts

KoinuecTBo NpuHATLIX B TeYeHWe neprosa GOpMMPOBaHUA 3annCK NaKeToB AJIMHOM
MeHblle 64 6anT (Uckaoyas ¢pelrimoBble BUTbI, HO BK/IOYas GUTbI KOHTPO/bHOWM
CYMMbl), HO B OCTa/IbHOM MNPaBUIbHO CHOPMUPOBAHHDIX.

Oversize Pkts

KonnyecTBo NpUHATLIX B TeYeHUe neprosa GopmMMpoBaHUA 3anNmncu NakeTos AJMHOWM
6onbwe 1518 6aiT (MckNouvan PperimoBblie BUTLI, HO BKAOYAA BUTbl KOHTPO/IbHOM
CYMMbI), HO B OCTa/lbHOM NPaBUIbHO CHOPMMUPOBAHHbIX.

KonnyectBo NpuHATLIX B TeYeHUe neproaa GopmMmMpoBaHUA 3anmncu NakeTos AJMHOWM
MeHblwe 64 6aiT (UcKNoYas ¢peimoBble BUTbI, HO BKIOYAA OGUTbI KOHTPOJIBHOM

Fragments CYMMbl), UMEIOLMX HEBEPHYIO KOHTPOJbHYIO CyMMy MBO C uenbiM yucaom bawt
(ownbKM NpoBEPKU KOHTPONbHOW cymmbl — FCS), ambo ¢ Heuenbim ynciom 6aut
(owmnbKM BbipaBHUBaHUA — Alignment).
Konnyectso NpuHATLIX B TeYeHWe neprosa GopmMMpoBaHMA 3anNmncK NakeTos AJMHOWM
6osbwe 1518 6alT (McKntouan dpeimoBble BUTbLI, HO BKIOYAA BUTbI KOHTPO/bHOM

Jabbers CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPOJIbHYIO Cymmy AnMbO € LenbiM Ynciaom 6ait
(oWwKMBKM NpoBepPKM KOHTPONbHOM cymmbl — FCS), n1Mbo c Heuenbim ynuciom 6anT
(owmnbKM BbipaBHUBaHUA — Alignment).

Dropped KonnyecTso 3a4eTeKTUPOBaHHbIX COBbITUIA, KOraa NakeTbl 6blM OTOPOLLEHbI B TEYEHUE

nepvoaa GopmMMpoBaHMna 3anuncu.

- HOKaBaTbCBOAHyK)Ta6ﬂMuyCMFHaﬂOBTPEBOFMZ

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnnua 210 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLWNI 3anncCb
(0]]D] OID KOHTpOAUPYyEMO NepeMeHHO
Owner Monb3oBatenb, CO34aBLUMIA 3aMUCh.

= [loKa3aTb KOHdUIypaLuto aBapuitHbIX COBLITUI C MHAEKCOM 1:

console# show rmon alarm I

Alarm 1

Interval:

Sample Type:
Startup Alarm:
Rising Threshold:

0ID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

delta
rising

8700000
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Falling Threshold: 78
Rising Event: 1
Falling Event: 1
Owner: CLI

Tabanuya 211 — OnucaHne pe3ynbTaTos

Mapamemp OnucaHue

(0]]D] OID KOHTPONUPYEMOI NepeMeHHON.

3HayeHue nepemeHHOMN Ha NocaegHeM KOHTPObHOM UHTepBane. Ecan meTog otbopa
nepemeHHbIx absolute — 10 370 abcontoTHOE 3HAUYEHUE NnepemeHHOW, ecnm delta — To
pasHULLA MEXAY 3HAYEHUAMM NepeMEHHOM B KOHLLE M B HaYane KOHTPOJIbHOTO MHTep-
Bana.

Last Sample Value

MHTepBan B CeKyHAax, B Te4eHMe KOTOPOro AaHHble 0T6MpalOTCFI MU CPaBHMBAKOTCA C

Interval . M
BEPXHEN U HUXKHEW rpaHnLaMMU.

MeTog, oT60opa yKasaHHbIX MePEMEHHbIX U NoACYETa 3HAYEHUA ANA CPAaBHEHUA C rpa-
Huuamu. MeTtog, absolute — abcontoTHoe 3HaYeHWe BbIGPAHHON NepemeHHoMN byaeT
CPaBHEHO C rpaHuLEel Ha KOHLe nccieayeMoro uHTepeana. Metog delta — 3HaueHue
BblbpaHHOW NepemMeHHOM Npu nociegHem oTbope 6yAeT BbIUTEHO M3 TEKYLLETO 3HaYe-
HWA, M pa3HMLa ByaeT cpaBHEHa C rpaHMLaMM (PasHMLA MeXAY 3HAYEHUAMM NepemeH-
HO B KOHLE M B Ha4ya/ie KOHTPOIbHOTO MHTepBana).

Sample Type

MHCTPYKUMA ANns reHepaumm cobbITUA Ha NePBOM KOHTPO/IbHOM MHTepBane. Onpese-
NAeT NpaBuaa reHepauuun aBapuitHbix CobbITUIA ANA NEPBOrO KOHTPOLHOTO UHTEPBaa
nyTem cpaBHEHWA OTOOPAHHOW NepemeHHON ¢ 04HOM, AMH6O 06enmu rpaHnLaMK.
rising — reHepupoBaTb €ANHUYHOE aBapuiiHOe CObbLITUE MO BOCXOAALLEW TPaHWUUE,
€C/N 3Ha4YeHMe 0TobpaHHOM NepemeHHOM Ha NePBOM KOHTPOJIbHOM UHTepBane 60/1b-
Wwem NMbo paBHOM 3TOM rpaHuLe.

Startup Alarm falling — reHepupoBaTb egMHMYHOE aBapuiiHOe CObbITME MO HUCXOAALLEN TPaHULLE,
ecnn 3HayeHue oTobpaHHOW NepemMeHHOW Ha MNepBOM KOHTPOJIbHOM WHTepBaje
MeHbLUe NMB0 paBHO 3TOW rpaHULE.

rising-falling — reHepupoBaTtb eaMHUYHOE aBapuitHoe cobbiTe No BoCXxoaALen u/uam
HUCXOAALWLEN rpaHMLe, eciv 3HauyeHue OToBbpaHHOM nepeMeHHOW Ha MepBOM KOH-
TPOAbHOM MHTepBane 6onblue NGO PpaBHO BOCXoAALLEN rpaHuLLEe, U/MAN meHblue MM6o
paBHO HUCXOAALLEN rPaHuLLE.

3HayeHMe BocxogAwen rpaHuubl. Korga 3HayeHwe oTOOpaHHON MepemMeHHOM Ha
npeablaywem KOHTPObHOM MHTepBasie 6bi10 MeHbLle AaHHOM rPaHULbl, @ Ha TEKY-
LLeM KOHTPO/JIbHOM WMHTepBasie H6osbliem b0 PaBHOM 3HAYEHMIO FPaHWUbl, TOraa
eauHWYHOe cobbIThe reHepupyeTca.

Rising Threshold

3HayeHue HucxoaAallen rpaHuupl. Koraa 3HadeHue oTobpaHHON MnepemeHHOon Ha
npeablaywem KOHTPO/IbHOM MHTepBase 6b10 6o/blue AaHHOW rPaHuLbl, @ Ha TeKy-
LEM KOHTPOJIbHOM MHTEPBae MeHblUe MB0 PaBHO 3HAYEHUIO FPaHNLLbl, Toraa eam-
HUYHOE cobbITME reHepupyeTcs.

Falling Threshold

Rising Event NHAeKc cobbITUA NCNONb3YIOLLErocs, KOraa BOCXoAALLas rpaHnLa nepeceyeHa.
Falling Event MHAeKc cobbITUA NCNONb3YIOLWErocs, Koraa HUCXoAAlLan rpaHnLa nepeceyeHa.
Owner Monb3oBaTenb, CO34aBLUNIA 3aMMUCh.

= [lokasaTtb Tabamuy cobbITnin yaaneHHoro MoHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48
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Tabnnua 212 — OnucaHue pesynbTaTos

Mapamemp OnucaHue

Index NHAEKC, YHUKANBbHO MAEHTUDMLMPYIOLWMIA COObITUE.

Description KommeHTapuit, onvcbiBalowmin cobbiTue.
Tun yBeAOMAEHUA, FEHEPUPYEMOTO YCTPOMCTBOM MO 3TOMY COBbITUIO:
none — He reHepMpoOBaTb YBEAOM/IEHUA,

Type log — reHepupoBaTb 3anuch B Tabauue,
trap — otcbinate SNMP trap,
log-trap — reHepupoBaTb 3anuch B Tabauue n otcbinate SNMP trap.

Community Ctpoka coobuectea SNMP ana nepecbiniku trap.

Owner Monb3oBaTesb, CO34aBLIMI COObITUE.

Last time sent Bpema u gata reHepupoBaHuA nocnegHero cobbitna. Ecam He 6bIN10 creHepuMpoBaHO
cobbITUI, TO 3TO 3HaYeHUe byaeT paBHO HyAHO.

MNMokasaTtb Tabauuy 3anucelt yaganeHHoro moHmtopmHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

Tabnumua 213 — OnucaHune pesybTaToB

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYHOLLMIA 3anuChb.
Description KommeHTapuii, onucbiBalowmin cobbiTue.
Time Bpemsa co3gaHuna 3anucu.

5.21.6 Cnucku docmyna ACL dna ynpaeneHus ycmpolicmeom

MporpammHoe obecrnevyeHne KOMMYTATOPOB MO3BOAAET paspelwunTb AMbO orpaHMuuTb AO0CTYN K
yNpaBAEHMIO YCTPONCTBOM Yepes onpesesnieHHble NopTbl uau rpynnbl VLAN. [1nA 3TOM Lenm co3aatoTca CrncKu
poctyna (Access Control List, ACL) ana ynpasneHus.

’ ACL per VLAN pa6oTaeT TONbKO B pexkume «acl-sqing»

KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUIypaumm:

console (config) #
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Tabnuua 214 — KomaHabl pexkmma rnobanbHon KoHpuUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aeiicmeue

management access-list
name

no management access-list
name

name: (1..32) cumBona

Co3paeT CNUCOK A0CTyna Ana ynpasaeHua. Bxoa B pexxmm
KOH$MrypaLmm cnnucka foctyna ansa ynpasaeHus.

YaanseT cnUMCcoK AOCTyna A4S YNpaBieHus.

management access-class
{console-only | name}

no management ac-
cess-class

name: (1..32) cumBona

OrpaHM4YMBaeT ynpasieHne yCTPOMCTBOM MO onpeaesieHHOMY
cnucKy goctyna (access list). AKTUBMpPYET yKa3aHHbIM CIMCOK
nocTyna.

- console-only — ynpasneHue ycTpoicTBOM AOCTYMHO TO/IBKO C
KOHCONW.

OTMeHsET orpaHUYeHue Ha ynpassieHue yCTPOMCTBOM No
onpegeneHHoOMy CNUCKy gocTyna (access list).

KomaHObI pexcuma KoHgu2ypayuu crnucka docmyna 0718 ynpasaeHus

BunAa 3anpoca KOMaHAHOM CTPOKM B pexnume KOHPUrypaumm cnncka gocTtyna gnsa ynpaBaeHus:

console (config) # management access-list eltex manag
console (config-macl)#

Tabnuua 215 — KomaHabl pexkmma KoHPUrypaumm cnucka goctyna gnsa ynpasiaeHun

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

permit [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service ] [ace-
priority index]

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

3afaeT paspeluatoLiee yca0BmMe 415 yNpaBasioLLero cnucka
poctyna.

- service — Tun goctyna.

- index — npuopwuTeT Npasuna.

deny [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

3asaeT 3anpeLatoLLee ycA0BME 419 YNPaBAAOLLErO CNKUCKa
Aoctyna.

- service — Tvn goctyna,

- index — npuopuTeT Npasuna.
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deny ip-source
{ipv4_address |
ibv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

remove ace-priority index index: (1..65535)

Yoanutb ycnosue U3 cnmcka gocTyna.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexunma Privileged EXEC:

console#

Tabanua 216 — KomaHgbl pexkuma Privileged EXEC

3HayeHue/3HayeHue
no yMmoa4aHuo

KomaHda

Aelicmeue

show management access-

list [name] name: (1..32) cumBona

MokasbiBaeT cnucku goctyna (access list) ans ynpasnenus.

show management ac-
cess-class

MokasbiBaeT MHPOPMaLMIO 06 aKTUBHBIX CMCKAX AOCTynNa
(access list) gna ynpasneHums.

5.21.7 Hacmpolika docmyna

5.21.7.1 Telnet, SSH, HTTP u FTP

[JaHHble KOMaHAbl nNpegHa3HaveHbl

ana

HacTPOMKM CepBepoB AOCTyna Ana ynpaeaeHus

KommyTaTtopom. MNoaaepxka cepsepos TELNET n SSH KommyTaTopom No3BOAAET yAa/IEHHO NOAKAOYATLCA K

HeMy AN MOHUTOPUHIA U KOHOUTYpaumu.

KomaHObI pexcuma 2a06an6Hol KoOHpuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnnua 217 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHda

Aelicmeue

ip telnet server
Mo ymonuanuio Telnet
cepBep BK/OYEH

no ip telnet server

Pa3peluaeT yaaneHHoe KOHGUrypupoBaHMe yCTpoMCTBa Yepes
Telnet.

3anpelyaeT yaaneHHoe KOHGUIypupoBaHue yCTpoiicTea Yepes
Telnet.
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ip ssh server

no ip ssh server

Mo ymonyanumio SSH
cepBep OTK/IHOYEH

PaspewaeT yaaneHHoe KOHPUIyprMpoBaHMe yCTPOMCTBA Yepes
SSH.
[o Tex nop, noKa Kawu ans wudpoBaHUa He creHe-
pupoBaH, SSH-cepBep 6yaeT HaxoAUTbCA B pe3epse.
Mocne reHepauum Kaoua (Mcnosblyemble KOMaHAbI Crypto
key generate rsa u crypto key generate dsa) cepsep nepeit-
AeT B pabouee coctoaHue.

3anpewaeT yaaneHHoe KoHoUrypupoBaHue ycTpoicTea Yepes
SSH.

ip ssh port port_number

no ip ssh port

port_number:
(1..65535)/22

TCP-nopT, ucnonb3yemslii SSH-cepsepom.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan vian_id}

no ip ssh-client source-in-
terface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3apaet uHTepodeic ana SSH-ceccui.

Ypansaet untepoelic.

ipv6 ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan vian_id}

no ipv6 ssh-client
source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3agaet nHTepdeic ana IPvé SSH-ceccui.

Ypansert untepodeiic.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymonuyanutio
ncnosb3oBaHne
ny6anM4HOro Katoya
3anpeLyeHo

Pa3peluaeT Mcnonb3osaHue Ny6ANYHOrO KAloYa ANA BXOAALLMX
SSH-ceccui.

3anpeLaeT UCnosib30BaHUe Ny6ANYHOIO KAtoYa A5 BXOAALLMX
SSH-ceccui.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,

aes192, aes256, arcfour,
none)/paspeLueHbl Bce

aNropuUTMbl, KPOME none

3a4aeT CNUCOK paspeLLeHHbIX aAropuTMoB WnudpoBaHua ana
cepsepa

BoccTaHaBnmBaeT CnmMcok paspeleHHbIX aAropnuTmoB obmeHa
KNKYamMu No YMO/THaHUIO

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal)/
paspeLueHbl Bce MeToApbl

3afaeT CNMCOK paspelleHHbIX MeTO40B 06MeHa KatoYamm ans
cepsepa

BoccTaHaBAMBaeT CNUCOK pa3peLleHHbIX aaropuTMmos obmeHa
KAKYamMu No YMOTHaHUIKO

ip ssh password-auth

no ip ssh password-auth

Mo YMOAN4YaHUIO BKIKOYEHO

BkAtoyeHne pexnma ayTeHTUdPpmKaLum no naponto

OTKAKOYEHME pexknma ayTeHTUdUKaLMM No Naponto

crypto key pubkey-chain
ssh

Mo ymonyaHuio ka4 He
co3faH

Bxog, B pexxnm KoHbUrypauum nybamyHoro Kawova.

crypto key generate dsa

leHepupyeT napy Kntoyelt DSA — yacTHbIM 1 Ny6AMYHBIN ans
SSH-cepsuca.

Ecnu xota 6bl 0AMH U3 Napbl KAKOYell y3Ke co3aaH, To
V cucTema NPeANoKUT nepe3anmcaTtb KA.

crypto key generate rsa

leHepupyeT napy Kntoyelt RSA — yacTHbIN U Ny6AUYHbIN gns
SSH-cepsuca.
V Ecnu xoTa 6bl 0AMH M3 Napbl KAlOuell y3Ke co3AaH, To
cucTema NPeaoKUT nepe3anmcaTtb KA.

crypto key import dsa

encrypted crypto key im-
port dsa

MmnopTtupyet napy Katodeit DSA
- encrypted — B 3awmndposBaHHOM BUAE.

crypto key import rsa

encrypted crypto key im-
port rsa

MmnopTupyet napy Kntoyel RSA
- encrypted — B 3awmndpoBaHHOM BUAE.

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx

229



HELTEX

crypto certificate {1 | 2}
generate

leHepupyeT SSL-cepTndukar.

ip http server

no ip http server

Mo ymonuyaHuto HTTP-
cepBep BKAOYEH

PaspeluaeT yaaneHHoe KOHGUIyprupoBaHue yCTpoicTea yepes
web.

3anpeLaeT yaaneHHoe KoHPUrypmposaHme yCTPOMCTBa Yepes
web.

ip http port port

no ip http port

1..65535/80

3apaet nopt HTTP-cepBepa.

BoccTaHaBnmBaeT 3HayeHue no YMONYaHULO.

ip http secure-server

no ip http secure-server

Mo ymonyanuio HTTPS-
cepBep BbIK/OYeH

Bkntoyaet HTTPS-cepsep.

Bbikntouaet HTTPS-cepsep.

ip http timeout-policy sec-
onds [http-only | https-
only]

no ip http timeout-policy

seconds: (0..86400)/600

3agaet TalimayT HTTP-ceccum.

BocctaHaBnmBaeT 3HavYeHMe No YMOYAHMUIO.

ip https certificate {1 | 2}

OnpeaensneT akTUBHbIW HTTPS-cepTudmKar.

no ip https certificate —/ BoccTaHaBnMBaeT 3HavyeHMe No YMOIYAHMUIO.
crypto certificate {1 | 2} FeHepupyeT SSL-cepTuduKar.
generate
crypto certificate {1 | 2} im- _ MmnopTtupyeT SSL-cepTUdUKaAT, HA3HAUEHHbIN LLEHTPOM
port ceptudmrKaumn.
no crypto certificate {1 | 2} BoccTtaHaBamnBaeT SSL-cepTMdMKaT N0 yMOAYaHMIO ANA
yKa3aHHoro ceptudmkara.
V Knioum, creHepupoBaHHble KOmaHaamu crypto key generate rsa u crypto key generate dsa,
COXPAHAIOTCA B 3aKPbITOM 418 noib3oBaTena ¢paine KoHpuUrypauum.

KomaHObI pexcuma KoHgu2ypayuu nybau4Ho20 Kayd

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUrypaummn nybanyHoro Katoua:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnnua 218 — KomaHgbl pexuma KoHPUrypaumm nybaiM4yHoro Katoya

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

user-key username {rsa |
dsa}

no user-key username

username: (1..48)
CMMBO/I0B

Bxog, B peXXum cosaaHua MHAMBUAYANbHOTO Ny6AnYHOro
KNtoya.

- rsa — co3gaTb RSA-Kkntovy;

- dsa — co3patb DSA-kntou.

Yaanset ny6anyHbIN KAoY AAA onpegeneHHoro
nosb3osaTens.

Bupg 3anpoca KOMaHAHOﬁ CTPOKU B pexXXnume co3aaHna nHanBmnayasabHOro I'IV6I'IVI‘-IHOFO K/Ao4a:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #
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Tabnmua 219 — KomaHapl pexuma co3gaHna MHANMBMUAYaAbHOro Ny6AMYHOro Kaoua

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
key-string _ CosaaeT ny6nMUHbIN KAtoY ANns onpeaeneHHoro
nonb3oBaTens.
key-string row key_string Co3pgaeT ny6ANYHbIN KoY AN onpeaeneHHoro

nonb3oBaTeNA. BBOA, K/0Ya OCyLLEeCcTBAAETCA NOCTPOYHO.

- key_string — 4acTb Kntova.
[na Toro uTo6bl CUCTEMA NOHANA, YTO K/IOY BBe-
AEeH NMOJHOCTbIO, He06X0AMMO BBECTU KOMaHAY
key-string row 6e3 cumsosios.

KomaHObi pexcuma EXEC

KomaHgbl faHHOTO pa3aena AOCTYMNHbI TO/IbKO A/1A NPUBUAETMPOBAHHbIX MOb30BATENEN.
Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#

Tabnunua 220 — KomaHab! pexkuma EXEC

Komanoa 3Ha4yeHue/3HayeHue Leiicmeue
o yMO/AYAHUIO
show ip ssh Moka3biBaeT KoHoUrypaumio SSH-cepBepa, a TakKe aKTUBHble
o Bxogawme SSH-ceccuu.
show crypto key pub- username: (1..48) MoKa3sbiBaeT Ny6anyHble SSH-K4KM, COXpaHeHHble Ha
key-chain ssh [username CMMBOJIOB. KoMmyTaTope.
username] [fingerprint Mo ymonyaHuto - username — UMA YAANEHHOIO KNNEHTA;
{bubble-babble | hex}] OTMNeYaToK K/toya B - bubble-babble — oTneuaTok Kntoya B Koge Bubble Babble;
LeCTHaALaTEPUYHOM - hex — oTneyaToK K/toya B LWECTHAALATEPUYHOM KoZe.
dopmare.
show crypto key mypubkey Moka3sbiBaeT Ny6anyHble Katoum SSH-kommyTaTopa.
[rsa | dsa] o
show crypto certificate [1 | _ OTobpakaeT SSL-cepTuduKaTol ana HTTPS-cesepa.
2]

[pumepbl 8bINOAHEHUS KOMAHO

BkatounTb cepsep SSH Ha KommyTaTope. PaspewnTb Ucnonb3oBaHue Ny6anYHbIX Katodeid. Co3aatb RSA-
KN4 ans nonb3oatens eltex:

console# configure

console (config)# ip ssh server

console (config)# ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTINRWPWIAl4kpgIwI9GBRoONZQZxJHKCKL6TrM1Q+ZNXEZS
kvHG+QusIZ/76ILmFT34v7u7ChFAE+Vu4GREfpSwoQUvV35LqdJk67I0U/zfwO11gkTwml 75QR9gH
ujS6KwGN2QWXgh3ub8gDjTSgqmuSn/WA051DX2TExQWu081icglk02LYciz+Z4TrEU/ 9FIxwP1VQO
Jc+KBXUR0juNg5nFYsY0ZCkON/W9a/tnkmlshRE7Di71+w3fNiOA6wO044t6+AINEICBCCALAYCFEF6
zMzaTlwefWwX6f+Rmt5nhhgdAtN/40Jfcel66DgVX1gWmNzNRADYDvSzg01lDnwCAC8Qh
Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9
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5.21.7.2 KomaHObI KOHGu2ypayuu mepmuHana

KomaHapl KOHPUIypaLunmn TepMmuHana cayKat A58 HaCTPOMKM MapamMeTpoB JIOKa/IbHOM U yaaNeHHOM

KOHCO/U.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 221 — KomaHgbl pexnuma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

line {console | telnet | ssh}

BXOJ, B pe3KMM COOTBETCTBYIOLLEro TepMMHaNa (noKanbHas
KOHCO/b, yAaneHHas KoHconb — Telnet uau yaaneHHas
3aLMLWEHHasA KOHCONb — SSH).

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bua 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypaunm TepMmmnHana:

console# configure
console (config)# line {console |
console (config-line) #

telnet |

ssh}

Tabnnua 222 — KomaHabl pexkuma KoOHPUrypauum TepMmuHana

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

speed bps
P p bps: (2400, 9600,

19200, 38400, 57600,

YcTaHaBAMBAET CKOPOCTb AOCTYNA MO JIOKaNbHOM KOHCO/U
(KomaHZa AOCTYNHA TONBbKO B peXXUme KoHoUrypaumm
IOKaNIbHOM KOHCO/N).

no autobaud

115200)/115200 604,
no speed YcTaHaBAWBAET 3HAaYEHMe MO YMONYAHMIO.
autobaud BK/ItoYaeT aBTOMAaTUYECKOEe onpeaesieHe CKOPoCTU A0CTyna
Mo N0KaNbHOW KOHCONM (KOMaHAa AOCTYMHA TONbKO B pexnme
—/BKAIOYEHO KOHdUrypaLmm NOKaNbHOW KOHCOAN).

BbIkntoyaeT aBTOMaTMyeCcKoe onpeaeneHme CKopocTn JocTyna
Mo SIOKa/IbHOM KOHCON.

exec-timeout minutes

[seconds] minutes: (0..65535)/10

MUH;
seconds: (0..59)/0 cek

no exec-timeout

3a4aeT MHTepBas, B TE4EHUE KOTOPOTO CUCTEMA OXKMUaAeT
BBOJa Nonb3osaTena. Ecan B Te4eHme AaHHOrNo MHTepBana
nonb3oBaTe/ib HUYEro He BBOAUT, TO KOHCONb OTK/IKOYaeTCA.

YcTaHaBAMBaeT 3HAYeHWe no YMOANYaHULO.

KomaHOobi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnuua 223 — KomaHabl pexkmma EXEC

3Ha4yeHue/3HayeHue
o ymon4aHuro

show line [console | telnet MoKa3blBaeT NnapameTpbl TepMUHANa.
| ssh]

KomaHoa Aelicmeue

5.21.7.3 Y0aneHHsili 3anyck komaHd nocpedcmseom SSH

®yHKLMA NO3BOAAET yAANEHHO OCYLLLECTBUTb BbINOJIHEHME KOMaHA, Ha KOMMYTaTope Yepes ceccuto SSH.
Ons paboTbl AaHHON PYHKUMN HeobBXoaMMO, YTOObI HA KOMMyTaTope 6bin BKAtoYeH SSH-cepBep (KomaHAa ip
ssh server B rno6anbHOM pexxnme KOHPUIypnpoBaHus).
HuKe nokasaH npumep UCnonb3oBaHMA GYHKLMM yAANEHHOTO 3aMyCKa KomaHza yepes SSH.
BbInoAHUTL KOMaHAy show clock ana KommyTtaTtopa c IP-agpecom 192.168.1.239:

username@username-system:~$ ssh -1 admin 192.168.1.239 "show clock"
admin@192.168.1.239's password:

*10:12:59 UTC Jun 10 2019

No time source

Time from Browser is disabled

KomaHgpl, Tpebylowme noarsepaeHus (Hanpumep: write, reload v ap.), »xayt sBoga noarsep-

KAEHUI U TONbKO NOTOM coeguHeHue SSH paspbiBaerca.

5.22 XypHan aBapui, npotokon SYSLOG

CuctemHsble KYpPHa/bl NO3BONAOT BECTU UCTOPUIO CO6bITMl7I, npousoweawunx Ha YCTF)OIZCTBE, a TaKXe
KOHTPO/INPOBATb nNpounsoweguine cobbiTnA B peasibHOM BpemeHu. B }ypHan 3aHocATcA cobbITMA CEMU TUNOB:
LIDEBBbI‘-IaI‘;IHbIe, CUrHanbl TpEBOrn, KpUTUYECKME WU HEe KpUtnyeckue OLLIM6KM, npeaynpexaeHwus,
yBeagomneHums, VIHd)OpMaLl,MOHHbIe M OTNnago4Hble.

KomaHObI pexcuma 2a06anabHol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 224 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue rno

KomaHoa Aelicmeue
YMOMYAHUIO
logging on BK/tOYaET perncTpaLmio 0TAag0uHbIX COOBLLEHNI 1
coobueHnin 06 ownbKax.
no logging on BbIK/IlOYAET PerncTpaumio 0TAag04HbIX COobLLEeHMI K

—/perucTpaums BroYeHa | coobLueHmit 06 owmnbKax.
Mpu BbIKNOUEHHOW perncTpaumm oTaagouHble co-
V obuweHuna n coobweHns 06 ownbkax 6yayt nepe-
AaBaTbCA HAa KOHCOb.
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logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

no logging host
{ip_address | host}

host: (1..158) cumBon0B;
port: (1..65535)/514;

level: (cm. Tabnaunuy 226);

facility: (local0..7)/local7;
text: (1..64) cumonos

BK/toYaeT nepesady aBapunHbIX M OTNAA0UHbIX COOBLLEHMIA
Ha yganeHHbl SYSLOG cepsep.

- ip_address— IPv4 nnun IPv6-agpec SYSLOG-cepBepa;

- host — ceteBoe ums SYSLOG-cepsepa;

- port — Homep NopTa A1a nepeaayn coobLeHui no
npotokony SYSLOG;

- level — ypoBeHb Ba)KHOCTU COOBLLEHMIA, NepeaaBaembIX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepeaaBaemas B COOBLLEHNAX;

- text — onuncaHue SYSLOG-cepBepa.

YpanaeT BbI6paHHbIN cepBep M3 CMMCKa UCNOb3yeMblX
SYSLOG-cepBeposB.

logging console [/evel]

no logging console

level: (cm. Tabnnuy
226)/informational

Bk/toYaeT nepesayy aBapuUnHbIX UAN OTAALOUHbIX
co06LLeHNI BbIBPaHHOTO YPOBHA BaXKHOCTU HA KOHCO/b.

BbIKk/ItoYaeT nepeaady aBapuMHbIX UAN OTAAA0UYHbIX
COO0BLLEHMI Ha KOHCO/b.

logging buffered [sever-
ity_level]

no logging buffered

severity_level: (cm.
Tabavuy
226)/informational

Bk/to4aeT nepeaady aBapunHbIX UAN OTA3A0UHbIX
Cco06LLeHMI BbIBPAHHOTO YPOBHA BaXKHOCTU BO BHYTPEHHUI
bydep.

BbIk/tovaeT nepenayvy aBapuiHbIX UM OTNAA04HbIX
Cco0bLLEHMI BO BHYTPEHHUI bydep.

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3meHseT KoNnyecTso coobLeHnit, 3aNoOMMHAEMbIX BO
BHYTpeHHeMm bydepe. HoBoe 3HaueHue pazmepa bydepa
NPUMEHUTCA Noc/ie NepesarpysKku ycTpoicTsa.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

logging file [level]

level: (cm. Tabnnuy 226)

Bk/toyaeT nepesayy aBapuUnHbIX UAN OTAAL0UHbIX
Cco0b6LLeHMI BbIBPAaHHOTO YPOBHA BaXKHOCTU B dalin KypHana.

no logging file /errors BbIk/toyaeT nepenayvy aBapuiHbIX UM OTNAL04HbIX
coobuieHunii B dpalin KypHana.
aaa logging login 3aHOCUTb B XKypHasbl CObLITUA ayTeHTUDUKaL MK,
aBTOpU3aumMm 1 yyeTa (AAA).
- - —/BK/IIOYEHO
no aaa logging login He 3aHOCUTb B XKypHabl cObbITUA ayTeHTUGMKauum,
aBTOpU3aLMK 1 yyeTa (AAA).
logging events BK/ItOYaeT perncTpaumio U3SmeHeHnn cTatyca MHTepdeincos B
spanning-tree STP.
port-state-change
—/BKNIOYEHO

no logging events
spanning-tree
port-state-change

OTK/OYaeT perncTpaLmio U3MeHeHUA cTaTyca MHTepdeiicos B
STP.

logging events
spanning-tree
topology-change

no logging events
spanning-tree
topology-change

— /BbIKAOYEHO

BKAtouyaeT perncrpaumio MUsmeHeHnin Tonoaormm 8 STP.

OTKAtOYaeT perncTpaumio uUsmeHeHnin Tonosiorum 8 STP.

logging events
spanning-tree root-
bridge-change

no logging events
spanning-tree root-
bridge-change

— /BbIKOYEHO

BKAtOYaeT perncTpaumio cMeHbl root bridge.

BbIKAtoYaeT perncrpaumio cMmeHbl root bridge.

logging cli-commands

no logging cli-commands

—/OTKAIO4YEHO

BkntouvaeT nornposaHue BBeaeHHbIx B CLI KomaHa,.

OTK/lOYaeT IorMpoBaHue BBedeHHbIX B CLI KomaHa,

file-system logging
{copy | delete-rename}

no file-system logging
{copy | delete-rename}

Mo ymonyaHuio
perucTpauma BKOYEHa

BkAtoyaeT pernctpaunto cobbiTnin Gbannosoi cuctemsl.

- COpy — perucTpaumsa coobLieHui, CBA3aHHbIX C onepaLusamm
KonupoBaHusa ¢aiinos;

- delete-rename — pernctpauma coobLLEHWN, CBA3AHHbIX C
yaaneHmem Gpainnoe 1 nepeMmeHoBaHMEM OnepaLuii.

BbIKk/tOYaeT perncrpaumio cobbitnii GpainosBol cuctemol.
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management logging
deny

no management logging
deny

Mo ymon4yaHuio
perncTpauma BkaYeHa

BktouaeT perncrpaumio cobbiTuii 0 3anperte focTyna K
ynpaB/ieHN0 KOMMYTaTOPOM.

BbIK/ItOYaET perucrpaumio cobbiTuii 0 3anpete gocTyna K
yrpas/ieHUI0 KOMMYTaTOPOM.

logging aggregation on

no logging aggregation on

—/OTKNIOUYEHO

BKAtoyaeT KOHTPOIb arperaymm syslog-coobuieHni.

OTKAloYaeT arperaymio syslog-coobuieHuit.

logging aggregation
aging-time sec

no logging aggregation
aging-time

sec: (15..3600)/300 cekyHa,

YcTaHaBAMBaET BPeMA XpaHeHUs CrpynnupoBaHHbIX syslog-
coobLLeHMA.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

logging service cpu-rate-
limits traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpvé-
snooping, igmp-snooping,
mld-snooping, sflow, log-
deny-aces, vrrp)/—

BK/tOYaET KOHTPO/b OrPaHMYEHMUA CKOPOCTU BXOAALLMX
dpelimoB ana onpeneneHHoro TMna TpaduKa.

OTKANtoYaeT ormposaHme.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

—/HeT

3apgaeT napameTp, KOTOPbIN ByAeT MCNob30BaTbCA B
KayecTse naeHTMdMKaTopa XocTa B syslog-coobuieHunsx.

Mcnonb3oBaTtb 3HaYeHME MO YMONYAHUIO.

logging source-interface
{gigabitethernet gi _port |
tengigabitethernet

te port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan
vian_id}

no logging source-
interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonb3osaTh IP-agpec ykazaHHOro nHtepdeica B Kayectse
MCTOYHMKA B IP-nakeTax npotokona SYSLOG.

Mcnonb3osaTh IP-agpec ucxoaauero nHtepdeliica.

logging source-interface-
ipv6 {gigabitethernet
gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan
vlan_id}

no logging source-
interface-ipv6

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonb3osaTh IPv6-agpec yKazaHHOro uHTepdelica B
KayecTse UCTOYHMKA B IP-nakeTax npoTokona SYSLOG.

Mcnonb3osatb IPv6-aapec ucxogailero nHtepoeiica.

system dry-contacts
enable [initial-state state]
cause alarm

no system dry-contacts
enable

state: (nc-com/no-com)
/BbIK/IOYEHO

Bk/toyaeT paboTy nepek/ItodeHUA CYXMX KOHTAKTOB Mpu
BO3HMKHOBEHWM aBapUIMHOro cobbITUA.
- state — NONOXKeHWe KOHTAKTOB, KOTOpble GUKCUPYIOT
aBapwio.
TonbKo gna ycrpoiicte MES3508, MES3508P u
MES3510P.

Bk/toyaeT paboTy nepektoyeHmsa CyXMx KOHTAKTOB Npu
BO3HMKHOBEHMM aBapuitHOro cobbITus.

alarms event erps ring-
protection

no alarms events erps
ring-protection

— /BbIK/OYEHO

Bk/toyaeT nepek/loveHMe CyXMX KOHTAKTOB Mo cobbITuio
pa3pbiBa Ko/bLA erps.
TonbKo gna ycrpoiicte MES3508, MES3508P u
MES3510P.

BbIK/tOYAET NEPeKIIYEHME CYyXMX KOHTAKTOB Mo CObbITUIO
pa3pbiBa Ko/bLa erps.
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alarms events poe usage-
threshold-exceeded

no alarms events poe
usage-threshold-
exceeded

— /BbIKOYEHO

BK/lOYaeT nepekntoYeHne Cyxmx KOHTAKTOB MO CO6bITUIO

HencnpaBHOCTM POE-KOHTpOIepa UK ero neperpysku.
Tonbko gna ycrpoiicte MES3508, MES3508P u
MES3510P.

BbIKNtOYaET NEpPEKIOUYEHNE CYXMX KOHTAKTOB NO COObLITUIO
HeucnpasHoCcTH POE.

alarms events power-

supply [power-supply]
not-present

no alarms events power-

supply [power-supply]
not-present

power-supply:
(1..2)/BbIKNIOYEHO

BktoyaeT paboTy nepeKkntoHeHUsA CyXMX KOHTaKTOB Npu OT-
KAtoueHUn 610Ka NUTaHuA.
TonbKo ana ycrpoiicts MES3508, MES3508P u
MES3510P.

BbIKk/toYaeT paboTy NepekatoYeHNsa CyXMX KOHTAKTOB Npu
oTKAtouYeHUM 610Ka NUTaHmS.

alarms events sensors
critical-temperature

no alarms events sensors
critical-temperature

— /BbIK/OYEHO

BkatoyaeT paboTy NepekNtovyeHMAa CyxMx KOHTAKTOB Npw
BO3HUKHOBEHUM KPUTUYECKOM TemnepaTypbl Ha Temnepa-
TYPHbIX AATYMKaX.
Tonbko gna ycrpoiicte MES3508, MES3508P u
MES3510P.

BbIk/Ito4aeT paboTy NepekItoUeHNA CYXMX KOHTAKTOB Mpu
BO3HMKHOBEHUM KPUTUUYECKOM TemnepaTypbl Ha
TemnepaTypHbIX AaTYMKaX.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnunua 225 — KomaHabl pexxuma KoHpurypaumm nHtepdeiica

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

alarms events link-status
[status]

no alarms events link-status
[status]

status: (up/down)
/BbIKNIOYEHO

BkAtovaeT paboTy nepek/oyeHma CyXmMX KOHTaKTOB npu
M3MeHeHWM onepaTMBHOro cTatyca uHTepdeiica.
Tonbko pna ycrpoiicte MES3508, MES3508P wm
MES3510P.

BbiKktoyaeT paboTy nepeknoueHrs CyXMX KOHTAKTOB Npu
M3MEHEHWUW ONEepPaTMBHOIO cTaTyca UHTepdelica

Kaxkpoe cooblieHne nmeeT CBOIN ypoBeHb BaXKHOCTK; B Tabauue 226 npuseaeHbl TUMbl COOBLLEHUI B

nopagke y6bIBaHVIFI MX BaXXHOCTWU.

Tabnuua 226 — Tunbl Ba*KHOCTN COOBLLLEHWUI

Tun saxcHocmu coobuwieHuli

OnucaHue

YpesBblyaiHble (emergencies)

HenpaBW/bHO.

B cucteme npounsowwna Kputnyeckas OLLIVI6Ka, CUcTema Mmoxet paGOTaTb

CurHanbl Tpesoru (alerts)

H606X0,EI,MMO HemegneHHoe BMmellaTesibCTBO B CUCTEMY.

KpuTtnueckue (critical)

B cnucteme npounsowna Kputuyeckan owmnbKa.

OwwunbouHble (errors)

B cucteme npounsowna owmnbKa.

MpeaynpexaeHua (warnings)

MpeaynpexaeHune, HeaBapuitHoe cooblueHue.

YBegomneHnus (notifications)

YBegomseHne cuctemMbl, HeasapuitHoe coobLieHue.

MHbopmaumoHHble (informationa

1) MHbOopMaLMOHHbIE COOBLLEHNA CUCTEMDI.

236

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

OtnagouHble (debugging)

OTnagouHble coobLLeHNA, NPeAOoCTaBAAIOT N01b30BaTEN0 MHPOPMaLUIO
AN KOPPEKTHOM HAaCTPOMKM CUCTEMDI.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHONM CTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 227 — KomaHga pexuma Privileged EXEC ana npocmoTpa daiina KypHana U aBapumnHbIX COObITUI

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

clear logging

Ypanset Bce coobLeHns 3 BHyTpeHHero bydepa.

clear logging file

Ypansaer Bce coobuieHnsa us paina xKypHana.

show logging file

OTOb6parkaeT COCTOAHME KypPHaNa, aBapuitHble U OTNAL0UHbIE
cooblueHus, 3anncaHHble B paline KypHana.

show logging

OTObparkaeT COCTOsHME }KYPHANa, aBapuiiHble U OTNaL04YHblE
cooblLeHus, 3anncaHHble BO BHYTpeHHem bydepe.

show syslog-servers

OtobparkaeT HAaCTPOIMKM ANA yaanEHHbIX syslog-cepsepos.

show alarms

OTobparkaeT BClo MHOOpMaUuto 06 aBapuIAHbIX COBLITUAX.
Tonbko Aana ycrpoicte MES3508, MES3508P u
MES3510P.

system dry-contacts [dry-
status]

dry-status:
(lock/unlock/toggle)
Junlock

MepekntoyaeT pexrMmbl paboTbl CyXMX KOHTAKTOB:
- lock — nepekntoyeHne cyxmx KOHTAaKTOB MPOUCXOAMUT NO
cobbITHIO aBapuy;
- unlock — no cobbITMIO aBapumM Cyxme KOHTaKTbl He byayT
nepekovaTcs;
- toggle — NpUHyAUTENbHAA CMeHa NePeKNOUYEHUA CYXMX
KOHTQAKTOB.
Tonbko pna ycrpoiicte MES3508, MES3508P u
MES3510P.

show system dry-contacts

OTobparkaeT TeKyLLME HAaCTPOMKMN CYyXMX KOHTAKTOB.
TonbKo gns ycrpoiicte MES3508, MES3508P m
MES3510P.

[pumepbl UC016308AHUA KOMAHO

- BkntounTb perncrpaumio OLINBOYHBIX COO6LLI,€HMl71 Ha KOHCONU:

console# configure

console (config)# logging on
console (config)# logging console errors

= OuuncTuTb daiin KypHana:

console# clear logging file

Clear Logging File

ly/n] y
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5.23 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

®YHKLMA 3epKaIMPOBaHNA NOPTOB NpegHa3HaYeHa 415 KOHTPOA ceTeBoro TpadurKa nyTem nepecbiiku
KOMWIA BXOAALLMX U/UAN UCXOAALLMX MAKETOB C OAHOMO MM HECKOIbKMX KOHTPOAMPYEMBIX MOPTOB Ha OAMH

KOHTPOAMPYHOLWMIA NOPT.

' MNpu 3epKanupoBaHuu 6onee ogHoro ¢usmyeckoro MHTepdeica BO3MONKHbI notepu TpaduKa.
o OTcyTCTBME NOTEPb rAaPaHTUPYETCA TONIbKO NPU 3epKaZiIMpoBaHUN 04HOro ¢pusnyeckoro uHtepdeiica

K KoHTpoMpyolemy NopTy NPUMEHAIOTCA CaeaytowWwme orpaHuYeHnA:
— TopT He MoKeT BbITb KOHTPOIMPYHOLUM U KOHTPOIMPYEMbBIM MOPTOM OAHOBPEMEHHO;
— TopT He MoKeT BbITb YIEHOM rpPynMbl NOPTOB;
—  IP-uHTepdenc fonkeH OTCyTCTBOBATL 415 3TOTO NOPTa;
— NpoTtokon GVRP gonkeH 6bITb BbIKAOYEH Ha 3TOM MOpPTY.

K KOHTpO/IMpYeMbIM MOPTamM NPUMEHAIOTCA CAeaytowme orpaHUYeHus:
—  TOopT HE MOXKET HbITb KOHTPOIMPYIOWMM U KOHTPOMPYEMbIM NOPTOM OAHOBPEMEHHO.

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbUrypaumm:

console (config) #

Tabnunua 228 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

port monitor mode
{monitor-only | network}

no port monitor mode

—/monitor-only

3apaeT pexkum paboTbl NopTa

- monitor-only — ¢pelimbl, nocTynatowme Ha nopT, oTbpacbiBa-
oTCH;

- network — nosBosifeT BecTM 06MeH AaHHbIMU.

Bo3Bpau.|,aeT 3Ha4YeHune No ymonyaHuio.

port monitor remote vian
vlan_id [cos priority] [tx | rx]

no port monitor remote vian
vlan_id

vlan_id: (1..4094);
priority: (0..7)/0

HasHaueHune VLAN ans yaaneHHoro moHutopuHra (RSPAN), B
KOTopyto 6yAyT NomeLLaTbcs NakeTbl C KOHTPOMPYEMBbIX
UHTepdencos.

Yaanernne VLAN gna yaaneHHOro MOHUTOPUHTA.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if)#

.‘

[aHHble KOMaHAbI He/b3A BbIMOJIHATL B peXKume KoHduUrypaumum guanasoHa uHtepdeii-
cos Ethernet.
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Tabnnua 229 — KomaHAabl AOCTYMHbIE B peXume KoHpurypauum nHtepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

port monitor {remote | gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port} [rx | tx]

no port monitor {remote |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port '}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Bk/toYaeT PYHKLMIO MOHUTOPUHIA HAa HAacCTPaMBaEMOM
nHTepoerice. JaHHbli nHTepdeinc byaeT KOHTPOMPYHOLWMM NOPTOM
[A/191 YKa3aHHOro B KOMaH/e KOHTPO/IMPYeMOro nopTa.
- gi_port, te_port, fo_port — KOHTpoANpPyeMbIii NoOpT;
- X — KONMPOBaTb MaKeTbl NPUHATbIE KOHTPOIMPYEMbIM NOPTOM;
- tX — KOMMpPOBaTb NAKeTbl, NepeAaHHble KOHTPOIMPYEMbIM
nopTom;
Mpu OTCYTCTBMM NapameTpa rx/tx ¢ KOHTPOAUPYEMOTO NopTa
KOMMPYIOTCA BCE NaKeTbI.
DYHKLMUA MOHUTOPUHIA MOKeT 6bITb HACTPOEHA Ha ABYX
noprax ogHOBPEMEHHO

Bbik/toYaeT GYHKLMIO MOHUTOPUHIA HA HAacCTPaMBaemMmom
uHTepdelice.

port monitor vlan vian_id

no port monitor vlan
vlan_id

vlan_id: (1..4094)

BKAOYaeT GyHKLUMIO MOHUTOPUHIA HA HAaCTPanBaeMoM
nHTepderice. [laHHbI UHTEpdeNC ByaeT KOHTPOAUPYHOLLMM NOPTOM
ONA yKasaHHo VLAN.
MopT MOHMTOPUHIA He AO/MKEH NPUHAANENKATb K
V HacTpansaemoit VLAN.

71 MoHutopuHr VLAN MO3KeT 6biTb BKNIOYEH MLIb B TOM
cayyae, ec/iM B CUCTeMe HacTPoeHo He 6onee oaHoOro
KOHTpO/MpYyloLero nopra.

/|  Ecnv KoHTponupyiowwmii NopT HacTpoeH paHee, TO TONbKO
3TOT NOPT MOKET 6bITb UCNO/Ib30BAH AN MOHUTOPUHTA
VLAN.

Ypanaet ykasaHHyto VLAN 13 MOHUTOPUHTra.

port monitor remote

no port monitor remote

BKAtoYaeT pyHKUMIO yaaneHHoro moHmTopuHra (RSPAN) Ha
HacTpanBaeMom UHTepoelice.

BblKntoYaeT GyHKLMIO yAaneHHOro MoHuUTopuHra (RSPAN) Ha
HacTpanBaeMom UHTepdelice.

KomaHOowbl pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxnume EXEC umeet cneayrowmii Bua;

console>

Tabnnua 230 — KomaHapbl, AocTynHble B pexume EXEC

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4YaHuro

Aelicmeue

show ports monitor

BbIBOAUT MHOOPMALLMIO NO KOHTPOAMPYIOLLMM U KOHTPOIMPYEMbIM
nopram.
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[Tpumepbl 8bINOAHEHUA KOMAHO

= YctaHosuTb 13 Ethernet nHTepdeic KoHTpoaunpytowmm ans 18 nHtepdeiica Ethernet. Becb Tpadumk
¢ 18 nntepdeiica nepenaBaTb Ha 13.

console# configure
console (config)# interface tengigabitethernet 1/0/13
console (config-if)# port monitor tengigabitethernet 1,/0/18

=  BbIBECTU MHOOPMALMIO MO KOHTPOAMPYIOLWMM Y KOHTROIMPYEMbIM NOPTaM.

console# show ports monitor

RX: VLAN 5,
TX: VLAN 5,

tel/0/18

Port monitor mode: monitor-only
RSPAN configuration

user priority O

user priority 0

Source Port Destination Port Type

tel/0/13 RX, TX

Status RSPAN

notReady Disabled

5.24 ®dyHKuua sFlow

sFlow — TEXHO/10IMnA, No03BONAOWAA OCYWeCTBNATb MOHUTOPUHT Tpad)MKa B NMAKETHbIX CeTAX nepeaayn
AadHHbIX NyTEM YacTUYHOM BbI60pKM TpachKa ana I'IOC!'IELI,YI'OLLI,EVI MHKancynauunnm B cneuunasibHbie COO6|J.I,EHMF|,
nepegasaemble Ha cepBep c6opa CTaTUCTUKMWN.

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME rN106anbHOM KOHPUIypaLmm:

console (config) #

Tabnnua 231 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dress | ipv6_address |

byte]

sflow receiver id {ipv4_ad-

ipv6z_address | url} [port
port] [max-datagram-size

no sflow receiver id

id: (1..8);
port: (1.. 5535)/6343;
byte: nonoxutenbHoe
uenoe uncno/1400;
¢dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xe XX,
dopmat
ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumBonios

3apaeT agpec cepsepa cbopa ctatucTmkm sflow.

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — pomeHHoe MMA X0oCTa;

- port — Homep nopTa;

- byte — MaKCMMabHOE KOAMYecTBO BalT, KOTOPOE MOKET BbITb
OTMpaBaeHo B OAMH NaKeT AaHHbIX.

Ypansaet agpec cepsepa cbopa ctatnctmku sflow
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sflow receiver {source-in-
terface | source-interface-
ipv6} {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel | group | loopback
loopback_id | vlan vlan_id |
oob}

no sflow receiver source-in-
terface

vlan_id: (1..4094)
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..48)

3apaeT uHTepdelic ycTpoiicTea, IP-agpec Kotoporo 6yaeT ncnosnb-
30BaTbCA MO YMONYAHUIO B KayecTBe ajpeca UCTOYHMKA cbopa
CTaTUCTUKM.

Yaansaer agHoe 3adaHune nHtepdeliica, ¢ agpeca Kotoporo byaet
OTNPaBAATLCA CTaTUCTUKA sflow

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console# configure
console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if)#

fortygigabitethernet fo port}

Tabnunua 232 — KomaHabl pexkuma KoHpurypaumm uHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue

no ymosn4aHuro

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (0..8);
bytes: (20..256)/128
6anT

3afaeT CpeHIo CKOPOCTb BbIOOPKM NakeToB. MTorosas CKOpPOCTb
BbIGOPKM cumTaeTcs Kak 1/rate*current_speed (current_speed —
TEKyLLan CpeaHAs CKOPOCTb).

- rate — cpefHAA CKOPOCTb BbIGOPKM NAKETOB;

- id — Homep sflow-cepBepa;

- bytes — maKkcMMasibHOe Koam4yecTso H6aliT, Kotopoe byaet
CKOMNMPOBaHO U3 06pasLa nakeTa.

OTKNIOYaET CYETYMKM BbIOOPKM Ha NopTy.

sflow counters-sampling
sec id

no sflow counters-sampling

sec: (15..86400)
CEeKYHZ;
id: (0..8)

Onpegenser MaKCUMasbHbIM MHTEPBAA MEXAY YCMeLWHbIMM
BbI6OPKaMM MaKeToB.

- Sec — MaKCMMa/ibHbIi MHTEPBaN MeXAy BblIGOPKaMU B CEKYHAAX.
- id — Homep sflow-cepBepa (3apgaeTcs komaHaoit sflow receiver 8
rnobanbHoOm pexkmme KoHdUrypauum).

OTKNIOYaET CYETYMKM BbIOOPKM Ha NopTy.

KomaHObI pexcuma EXEC

3anpoc KomaHAHOM CTPOKK B pexkume EXEC umeet cneayrowwimii Bua;

console>

Tabnunua 233 — KomaHabl, AocTynHble B pexume EXEC

KomaHda

3Ha4yeHue/3HayeHue

no ymon4aHuro

Aeilicmeue

show sflow configuration
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

BbiBOAMT HacTpoiku sflow.
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clear sflow statistics [giga- Ounwaet ctatncTnky sFlow. Ecnm nHtepdelic He yKasaH,
bitethernet gi_port | tengi- KOMaHAa OUYMLLAET BCE CYETUMKM CTATUCTMKM SFlow.
gabitethernet te_port | for-
tygigabitethernet fo_port]

show sflow statistics [giga- OTobparkaeT cTaTUCTMKY sFlow.
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port]

[pumepbl 861N0AHEHUA KOMAHO

= YcrtaHosuTb IP-agpec 10.0.80.1 cepsepa 1 ana cbopa ctatuctukm sflow. na ethernet-untepdeiicos
te1/0/1-te1/0/24 ycTtaHOBUTL CPEAHIO CKOPOCTb BbIBOPKK nakeTtos — 10240 K6UT/c M MakcMab-
HbIW MHTEPBAN MeXAY ycnelwHbiMM BbibopKkamu naketos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range)# sflow flow-sampling 10240 1
console (config-if)# sflow counters-sampling 240 1

5.25 ®YHKUMU AMArHOCTUKU PU3NUYECKOro YPOBHA

CeTeBble KOMMYyTaTOpbl COAEPXKAT annapaTHble WM NpPOorpaMMHble cpeacTBa ANA  OAMArHOCTUKU
dU3NYECKMX MHTEPPENCOB M IMHUI CBA3M. B NnepeyeHb TECTUPYEMBIX NapaMeTPOB BXOAAT CAeaytowme:

OnAa anekTpnyecknx nHtepdencos:
— [AJ/IMHa Kabens;
—  paccTosiHMe A0 MecTa HEeMCNPaBHOCTM — 0bpbIBa UM 3aMblKaHWMA.

Ona ontnyeckmx nHtepdeicos 1G 1 10 G:
— napameTpbl MUTAHUSA — HaNpPAXKEHWE U TOK;

— BbIXOAHaA oNTU4YeCKaA MOLWHOCTb,
— ONTU4YeCKaa MOLWHOCTb Ha npuneme.

5.25.1 AlJuazHocmuka medHoz20 Kabens

KomaHObI pexcuma EXEC

3anpoc KoMaHAHOW CTPOKK B pexxkmnme EXEC nmeeT cneayowmin Bua;

console>

Tabnvua 234 — KomaHabl ANArHOCTUKM MeaHoro Kabens

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoan4YaHuto

test cable-diagnostics tdr BbINoNHAET BUPTyasibHOE TECTUPOBaHUE Kabens ANnsa yKazaHHOro
[all | interface gigabitether- gi_port: (1..8/0/1..48) | wHTepdeiica.
net gi_port] - all — gna Bcex uHTepdelicos
show cable-diagnostics tdr OTobparkaeT pesybTaTbl NOCAEAHEr0 BUPTYaSIbHOTO TECTUPOBAHUSA
[interface gigabitethernet gi_port: (1..8/0/1..48) kabena ans ykasaHHoro nHTepdeica.
gi_port]
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test cable-diagnostics tdr- BbINo/HAET BUPTYasibHOE TeCTUPOBaHWE Kabens ¢ HU3KoM
fast [all | interface giga- gi_port: (1..8/0/1..48) TOYHOCTbIO A/1A YKa3aHHOro nHTepdeliica.
bitethernet gi_port ] - all — pnsa Bcex uHTepdelicos

OTO6parkaeT NPeAnoNOKUTENbHYIO A/IMHY Kabens, NOAK/IYEHHOro

K YKasaHHOMY MHTepdeiicy (eciM Homep NopTa He 3a4aH, To

show cable-diagnostics ca- . KOMaHZa BbINOAHAETCA A1 BCEX MOPTOB).

ble-length [interface giga- gi_port: (1..8/0/1..48) WHTepdeiic gomKeH 6biTb aKTMBHbIM U paboTaTb B

bitethernet gi_port] V pexume 1000M6uT/c nam 100M6uTt/c. AnarHocTuka
noaAepKuBaeTca TO/IbKO Ha MHTepdelicax

GigabitEthernet.

[Mpumepsbl 8bIMNOAHEHUA KOMAHO:

= [lpoTectnposatb nopT gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

5324#test cable-diagnostics tdr interface gi0/1

Cable on port gil/0/1 is good

5.25.2 fluaezHocmuKka onmu4yecKko2o mpaHcueepa

®PYyHKUMA OMArHOCTMKU TMO3BOJIAET OLEHUTb TeKyllee COCTOsIHUE ONTUYECKOro TpaHcuBepa U
ONTUYECKOU NHUU CBA3MW.

Bo3moXeH aBTOMaTUYECKNIM KOHTPO/1b COCTOAHWNA IMHUI CBA3K. 1A 3TOr0 KOMMYTATOP NEPUOANYECKM
onpallnBaeT napameTpbl OMNTUYECKMX WHTEPdENCOB W CPaBHMBAET WX C MOPOrOBbIMM 3HAYEHUAMM,
3afaHHbIMM MPOU3BOAUTENAMU TpaHcueepoB. [lpu BbixoAe MapameTpoB 3a AONyCTUMble npeaesbl
KommyTaTop GopMuMpyeT NpeaynpexaatoLine 1 asapuiiHble coobLLeHMUS.

KomaHOobi pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexxkmnme EXEC nmeeT cneayowmin Bua;

console>

Tabanua 235 — KomaHga ANarHoCTMKM ONTUYECKOro TPaHCMBepa

3HayeHue/3Ha4yeHuUe .
KomaHoa / Aelicmeue
no ymon4aHuro

show fiber-ports opti- OTobparkaeT pe3ynbTaTbl ANAarHOCTUKM ONTUYECKOTO TPaHCUBEpa.
cal-transceiver [detailed]
[interface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

[pumep 8binosHEHUS KOMAHObI:

swl# show fiber-ports optical-transceiver interfaceFortygigabitEthernet
1/0/1

Port Temp Voltage Current Output Input LOS Transceiver
Power Power Type
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fol/0/1

Temp

Voltage
Current
Output Power
Input Power
LOS

OK

N/A - Not Available,

OK OK
OK
OK

OK

N/S OK No Fiber
OK No
OK No
OK No

- Internally measured transceiver temperature
- Internally measured supply voltage

- Measured TX bias current

- Measured TX output power in milliWatts/dBm

- Measured RX received power in milliWatts/dBm
- Loss of signal

N/S - Not Supported, W - Warning,

E - Error

Tabnunua 236 — MapameTpbl ANArHOCTUKM ONTUYECKOTo TpaHcMBepa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpsaxeHne nuTaHuA TpaHcMBepa.
Current OTKNOHEeHWe TOKa Ha nepejaye.
Output Power BbixogHaa MOLWHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MNoTepA curHana.

3HayeHnA pe3ybTaToB ANATHOCTUKMU:

— N/A — HepocTynHo,
— N/S — He noapepskunsaetcs.

5.25.3 fluazHocmuka uHOuUKayuu uHmepdgelicos

KomaHOb1 pexcuma EXEC

3anpoc KoMaHAHOW CTPOKK B pexxknme EXEC nmeet cneayowmin Bua;

console>

Tabanua 237 — KomaHgbl ANarHOCTUKM MHAMKAUMM UHTepdelicoB

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

test led port mode { force-
on | force-off |force-blink
| default [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-

bitethernet fo_port | all]}

gi_port: (1..8/0/1);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
/default all

BKtOUNTL HEOBXOAMMBIN peXUM paboTbl MHAMKaAUUKN MHTepdeica
- force-off — BbIKNOYEH;
- force-on — ropuT NOCTOAHHO;
- force-blink — muranue;
- default — pexum paboTbl CBETOBOW MHAMKALMM NOPTOB,
OMWCaHHbIN B NyHKTE 2.4.4;

V Tonbko gna ycrpoiicte MES5324.

show led port mode [giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet
fo_port]

OT06pa3znTb MHPOPMALLUIO O pexRMMe PaboTbl UHAMKALMM HA
UHTepodeiice.
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5.26 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHus o6 ypoBHe obcnykmBaHua B IP-ceTax) — TEXHOMOrMA aKTUBHOTO MOHWTOPWHTA,
MCNOb3YOLWAACA AN U3MEPEHMA MapameTpoB BbICTPOAENCTBMA KOMMbIOTEPHBIX CETEM M KAyecTBa nepesaym
OAHHbIX. AKTUBHbIA MOHUTOPUHT NpeacTaBafeT coboi NPOAOKUTENBHYIO UUMKAMYECKYIO FreHepaunio Tpadumka,
cbop nHbopmMaumMmM 0 ero NPOXOXKAEHUM NO CETU U BeAeHME CTaTUCTUKK.

Ha gaHHbIA MOMEHT M3MeEPEHME NAPAMETPOB CETU MOMKET OCYLLECTBAATLCA C UCMOb30BaHME NPOTOKOAA
ICMP.

Mpu Kaxkgom BbinoaHeHUn onepauumn ICMP Echo yctpolicteo otnpasasaeT ICMP Echo request coobuieHne
Ha aZpec Ha3Ha4vyeHusn, oXuaaeT noaydyeHns coobueHmns ICMP Echo reply B Te4eHUM 3agaHHOrO MHTEpPBasia Bpe-
MEHMU.

C ogHom IP SLA onepaumeit MOXKHO cBA3aTb HECKOJIbKO 06beKkToB TRACK. CocTtosaHMe ob6bekTa TRACK un3-
MEHSAETCA B MOMEHT M3MeHeHUuA coctoAaHuA [P SLA onepaummn, nmbo ¢ 3aaaHHON 3a4€PKKOM.

MpU N3MEHEHUM COCTOSIHMA TPEKa BO3MOXKHO BbINONHEHME MAKPOKOMaHZA,. MaKpoKoMaHAbl BbIMNOHS-
IOTCS B peXkume rn06asibHOro KoOHPUrypuposaHusa. [as BbiNo/SIHEHUA KOMaHA, pexmuma privileged EXEC KomaHapl
HeobxoaMMO AONONHUTL NpedmKcom do. KomaHabl co3gaHua Habopa MmakpoKomaHg, npuseaeHbl B Tabanye 38.

Ona ncnonbzosaHua GyHKUMK IP SLA HeobXx0A4MMO BbINOAHUTL Caeaytolime AeUCTBUA:

— CospgaTb onepauuio icmp-echo 1 ckoHpUrypupoBsaTb eé.

— 3anyctutb BbIMOJIHEHME OMNepaLymu.

— CospaTtb TRACK 06beKT, CBA3aHHbIN C KOHKpeTHOW IP SLA onepaumelt U cCKoHbUrypmupoBaTb ero.

— [pn HeobxogMMOCTM, CO34aTb MAKPOCHI, BbINOAHAEMbIE MPU U3MEHEHUU COCTOAHMA OODBEKTA
TRACK.

— TpocmoTpeTb CTAaTUCTUKY, MPU HEODXOAMMOCTH, OYUCTUTD ee.

—  [pn HeobxoANMMOCTU, MPEKPATUTb BbINONHEHWE ONEpaLLUN.

KomaHObI pexcuma 2a06asnab6Hol KOHgu2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #

Tabnuua 238 — KomaHapl pexkruma rnobanbHom KoHbUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymoa4yaHuro

ip sla operation MepexonuT B peXxum KoHpuUrypuposaHus IP SLA onepauuu

- operation — HOmep onepauuu.

no ip sla operation Ypanset IP SLA onepauumio.

- operation — HOMep onepauuu.

- life — Bpems, B Te4eHWe KOTOPOTro onepaunsa ByaeT BbINOAHATHCA.
- start-time — Bpemsa 3anycka.

3anyckaeT Ha BbinosHeHue |IP SLA onepauumto.

- operation — HOMep onepauuu.

- life — Bpems, B Te4eHWe KOTOPOTro onepaunsa ByaeT BbINOAHATLCA.
- start-time — Bpema 3anycka.

operation: (1..64)

ip sla schedule operation life

. R ] tion: (1..64);
life start-time start-time operation: ( )

life: (forever);
start-time: (now)

no ip sla schedule operation Mpekpaluaet sbinosHeHue IP SLA onepauuu.
- operation — HOMep onepauuy.
track object ip sla operation Co3gaeTt TRACK 06beKT, KOTOpbIN byAeT oTcexKkmnsaTtb coctosiHme P
state object: (1..64); SLA onepauuu.
operation: (1..64) - object — Homep TRACK obbekTa.

- operation — Homep IP SLA onepauuu.
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no track object ip sla Yaansetr TRACK 06bekT.
- object — Homep TRACK o6bekTa.

logging events ip sla opera- BKAtoyaeT BbIBOA CO0bLWEHMIT 06 M3MeHeHMM cTaTyca IP SLA onepa-

—/BKAIOYEHO

tion-state-change .
no logging events ip sla oper- BbIKk/toyaeT BbIBOZ co0bLLEHMI 06 M3MeHeHUM cTaTyca IP SLA one-
ation-state-change pauum.
logging events ip sla track- BKntoyaeT BbIBOA, COOBLLEHUI 06 M3MEHEHUM CTaTyca TPeKa.
gging p — /BKNIOYEHOD 4 Ly ycaTp

state-change

no logging events ip sla track- BbIKNtoYaeT BbIBOA, COObLWEHMI 06 M3MEHEHUM CTaTyCa TPeKa.
state-change

Tabnnua 239 — KomaHgbl pexxuma cosgaHus onepaumit IP SLA

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
o ymMon4yaHuio
icmp-echo {A.B.C.D [ host } MepexoguT B pexxmm KoHourypmuposaHma ICMP ECHO one-
[source-ip A.B.C.D] host: (1..158) paumu.
C1mBoO/I0B -A.B.C.D — IPv4-apgpec y3na cetu;
- host — pomeHHOe 1MsA y3na ceTu.

KomaHObI pexcuma KoHguypuposaHusa IP SLA ICMP ECHO onepauyuu

Buna 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypuposaHuma IP SLA ICMP ECHO:
console (config-ip-sla-icmp-echo) #

Tabanuya 240 — KomaHabl pexknuma KoHpurypuposaHuma onepauymm ICMP Echo

3HayeHue/3Ha4yeHue no .
KomaHoa / Aeiicmeue
YMOAYAHUIO

YcraHaBauBaeT YactoTy nostopeHua ICMP ECHO onepauuu.

frequency secs
- Secs — 4acToTa, B CEeKyHAax.

secs: (10..500)/10 cek
YcTaHaBAMBAEeT — 3HAYeHWe  YacToTbl  MOBTOPEHW Mo

no frequency YMONYaHUIO

YcTaHaBAMBaeT A/MHY TalkimayTa, No MUCTEYEHUMM KOTOPOro,
ecnn He npuwen ICMP-oTeeT, onepaums byaeT cyuTaTbeA
msecs: (50..5000)/2000 mc | HeyAa4yHOW.

- msecs — TaMayT, B MUININCEKYHOAX.

no timeout YcTaHaBAMBaET 3HaYeHWe TalmayTa No YMOYAHUIO.
YcTaHOBUTL KoiMyecTBo 6aiiT, nepesasaembix 8 ICMP-nakeTe
B KauecTBe AaHHbIX (payload).

- bytes — Konn4yecTso 6alT.

timeout msecs

request-data-size bytes bytes: (28..1472)/28 6aiit

no request-data-size YCTaHOBWTb 3HAa4YEeHWe KoNNYecTBa 6aiT N0 yMOAYaHUIO.
' Ona HopmanbHoro BbinonHeHua onepauun ICMP Echo pekomeHayeTtca ycTaHaBAMBaTb
e 3HauyeHue YacToTbl BbIMO/IHEHUA onepauun 6oabliMM, Yem 3HAYUEeHUe TalimayTa onepa-
uuu.

KomaHObI pexcuma KoHguU2ypuposaHUa mpeKa

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma KoOHGUryprupoBaHua Tpeka:

console (config-track) #

246 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx



DHELTEX

Tabnunua 241 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHoa 3HayeHue Aelicmeue
delay {up secs down secs | YcTaHaBNMBaeT 3a4ePXKKY ANAa cMmeHbl coctoaHna TRACK
up secs | down secs} obbeKTa, Npu nameHeHun coctosHusa IP SLA onepaumu.

- secs — 3aQepKa, B CEKyHAaX.
- up — 3a4epKKa U3MEHEHUA COCTOAHUA, NPU MPU USMEHEHUU
onepauum B coctosHmue OK;

- down — 3agep)KKa M3MEHEHWUA COCTOAHMA, MPU U3MEHEHMM
onepauum B coctoaHue Error.

no delay [up] [down] YaanaeT 3agepiKKy.

secs: (1..180)/0

KomaHOwbl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:
console#

Tabnunua 242 — KomaHgb! pexuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue
show ip sla operation OTobparkaeT MHOOPMALMIO O HAcTpoeHHbIX [P SLA
[operation] operation: (1..64) onepaumsax.
- operation — HOMep onepauun.
show track [object] OTobparkaeT nHboOpMaumio o HacTpoeHHbix TRACK
object: (1..64) obbeKTax.
- object — Homep 0b6beKTa.
clear ip sla counters . O6HynseT cuetumkun IP SLA onepauuu.
[operation] operation: (1..64) - operation — HOMep onepayuun.

Mpumep HACTPOMKMK, NpefHaA3HAYEHHON ANA KOHTPOAA y3na cetn ¢ agpecom 10.9.2.65 ¢ otnpasKomn
icmp 3anpoca Kaxable 20 cekyHA, BpeMeHeM OTBETA Ha icmp 3anpoc He npesbiwatowmum 500 mc 1 pasmepom
OaHHbIX 92 6aiTa; 3agepKKa cmeHbl coctossHnAa TRACK ob6bekTa — 3 ceKkyHAbl; NPU U3MEHEHMUU COCTOAHUSA
TRAC ob6beKTa BbinoaHATCA Makpocbl TEST_DOWN u TEST_UP:

console# configure
console (config) # interface vlan I

console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if) # exit

console (config) # macro name TEST DOWN track 1 state down
Enter macro commands one per line. End with the character '@'.
int gil/0/11

no shutdown

@

console (confiqg) #

console (config) # macro name TEST UP track 1 state up

Enter macro commands one per line. End with the character '@'.
int gil/0/11

shutdown

@

console (config) #

console (config) # ip sla 1

console (config-ip-sla)# icmp-echo 10.9.2.65
console (config-ip-sla-icmp-echo) # timeout 500
console (config-ip-sla-icmp-echo)# frequency 20
console (config-ip-sla-icmp-echo)

console (config-ip-sla-icmp-echo)

request-data-size 92
exit

#
#
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console (config-ip-sla)# exit

console (config)# ip sla schedule 1 life forever start-time now
console (config) # track 1 ip sla 1 state

console (config-track) # delay up 3 down 3

console (config-track)# exit

console (config)# exit

console#

Mpumep BbIBOAA CTaTUCTMKK ans onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: 0

roe

— Operation state — TeKylee COCTOAHUE Onepaunu:
= scheduled — onepauusa BbINOHAETCS;
= pending — BbINOJIHEHME ONEpaLMM OCTaHOBNEHO.
— Operation return code — Kop, 3aBepLUEHUs NOC/eAHEN BbINOJIHEHHOM onepauumu:
=  OK — ycnewHoe 3aBepLueHne npeablayLlei onepaymm;
= Frror — HeypayHoe 3aBepLueHne nocneaHer nonbiTKM U3MepeHus.
— Operation Success counter — KONWMYECTBO YCNELIHO 3aKOHYEHHbIX Onepauuii.
— Operation Failure counter — KONMYeCTBO HEYAAYHO 3aKOHUYEHHbIX ONepaLuit.
— ICMP Echo Request counter — Konn4ecTBO NPOBeAEHHbIX 3aMyCKOB onepauymu.
— ICMP Echo Request counter — KONM4ecTBO Noay4YeHHbIX oTBeToB Ha ICMP 3anpoc.

ICMP Error counter — CYETUYMK, OTODPArKaloLLNIA KOJIMYECTBO U3MEPUTE/IbHbIX OMNepauuini, 3aKOHYNB-

LLIMXCA C COOTBETCTBYIOLMM KOA0M OLLIMBKN.

5.27 dnekTponutaHue no amHuam Ethernet (PoE)

Moaenv KommyTaTopoB ¢ cydpurkcom ‘P’ B 0603HaueHUM NOAAEPHKNBAIOT SINEKTPONUTAHME YCTPOCTB
no nvHum Ethernet B cooTBeTcTBUM C pekomeHaaumnamu IEEE 802.3af (PoE) u IEEE 802.3at (PoE+) no Tuny pac-

NMUHOBKMK A.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumumu:

console (config) #
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Tabnunua 243 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HayeHue/ 3Ha4yeHue no .
KomaHoa Aelicmeue
YMOAYAHUIO
power inline limit-mode {port | BbIbop pexrMma orpaHMYeHUA MOLLHOCTH
class} 3N1EKTPONUTAHUA:
- port —orpaHWyeHune ycTaHaBNMBAETCA Ha OCHOBaHWUMU
—/class AAMUHUCTPATMBHbIX MAPaMETPOB NopTa;
- class — orpaHuyeHue ycTaHaBAMBaETCA HAa OCHOBAHUM
Knacca NoAK/IYeHHOro yCTpoincTea
no power inline limit-mode Bo3BpaluaeT 3HaYeHMe No yMO4YaHMIO
power inline restart auto BkntounTtb aBToMaTuyecknin pectapt PoE B cnyyae
oTKAoYeHusa PoE-KoHTpoanepa.
no power inline restart auto —/BKI04EHO YCTaHOBUTb 3Ha4YeHne No ymonyaHuo. OTKAIOYUTD
aBTomaTtuyeckuin pectapt PoE B cnyyae oTkatoueHus PoE-
KOHTpOANEpa.
power inline usage-threshold YcTaHaBAMBAET NOpor noTpebaaemoit MOLLHOCTH, NpK
percent KoTopom dopmmupyeTcsa MHGopmaLMoHHoe coobLieHmne
percent: (1..99)/35 (snmp trap) o npeBbilweHMU Nopora.
no power inline usage-threshold BoccTtaHaBnvBaeT 3HaYeHMe Nopora N0 YMOYaHMIo.
power inline traps enable PaspeleHune dopmupoBaHmne MHPOPMaLMOHHbIX
— /BbIK/IOYEHO coobuieHunii ghs nogcuctemnbl PoE.
no power inline traps enable Bo3BpaluaeT HaCTPOMKM K NapameTpam No YMOAYaHMIO.
power inline inrush test disable BKkntoyaeT npoBepkKy inrush-Toka.
no power inline inrush test —/BKNtOYEHO OTK/tOYaeT NpoBepKy inrush-Toka.
disable
power inline disable OTkntoyaet ncnosnbsoBaHue PoE.
Hactpoiika BCTynuT B cMny TONbKO nocne
—/Beikniouero V nepesarpysku yCTPOMUCTBa.
no power inline disable BkntouyaeT ncnonbsosaHme PoE.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexnume KoHPurypaumnm nHtepdelica Ethernet:

console# configure
console (config)# interface gigabitethernet gi port
console (config-if) #
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Tabnunua 244 — KomaHabl pexkuma KoHpurypaumnm nHtepdelrica Ethernet

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

KomaHoa Aelicmeue

power inline {auto | never} KomaHgaa ynpasnseT paboToit npoTokona obHapyxeHua PoE-
[time-range range_name] YCTPOWCTB Ha UHTepdelice.

-auto — paspelaer paboTy NpoToKona obHapyxeHua PoE-
YCTPOWCTB Ha MHTepdeiice 1 BKIOYAET NoAaYy 3/1eKTponuTa-
HUA HA UHTepdeEliC;

-never — 3anpeluaeT paboTy NnpoToKona obHapyKeHusa PoE-
YCTPOWCTB Ha UHTepdelice U OTKOYAET Nogauvy 3eKTponuTa-
HUA;

range_name : (1..32)
CUMBOA;
—/auto

-time-range — BpemeHHOW UHTEepPBa, B TeYEHME KOTOPOro
nuTaHue byaeT NnoaaBaTbcA Ha MHTepdENC.

power inline powered-device [obaenaeT nponsBosbHOEe onvcaHue PoE-ycTpoiictea gns
pd_type pd_type:(1..24) NOMOLLM B aAMUHUCTPUPOBAHUKN 060pYA0BaHUA.

no power inline CYMBOJIOB/HE 33aHO Ypanaet paHee 3agaHHoe onucaHue PoE-ycTpoiicTsa.
powered-device

power inline priority {critical | 3agaét npuopuTeT nHTepdeiica PoE npu ynpaBaeHUU anek-
high | low} TponUTaHWeM.

- critical — ycTtaHaBnMBaeT HaMBbLICLUIMIA NPUOPUTET SNEKTPO-
NMUTaHUA. DNEKTPONUTAHME NOPTOB C TaKUM NpUopUTETOM BY-
AeT NpeKpalLaTbca B NOCAEAHIO o4Yepesb Npu neperpyske
cuctembl PoE;

- high — ycTaHaBAnBaeT BbICOKMI NPUOPUTET 3N1EKTpONUTa-
HUA;

- low — ycTaHaBAMBAET HU3KUI NPUOPUTET INEKTPONUTAHUA.

—/low

no power inline priority BoccraHaBnnBaeT NpuopuTET MO YMOTYAHUIO.

ower inline limit power HasHavaeT npegen MoLWHOCTN 3EeKTPONUTAHUA ANA
P P power: (0..30000)/30000 pea . P A
BblbpaHHOro nopTa.

mBT
no power inline limit BocctaHaBAMBaeT npesen MOLWHOCTM N0 YMOYAHUIO.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnuua 245 — Komanapl pexkmuma Privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHoa Aelicmeue

show power inline [giga-
bitethernet gi_port | unit
unit_id]

OTobparkaeT COCTOAHUE INEKTPONUTAHUA UHTEPDENCOB,
noAafepXK1BatoLWwmx nuTaHne no nnHumn PoE.
- unit_id — Homep 1OHWUTA B CTeKe.

gi_port: (1..8/0/1..8);
unit_id : (1..8)

show power inline con-
sumption [gigabitethernet
gi_port | unit unit_id]

OTobparkaeT xapaKTePUCTUKM NOTPebaeHna moLLHocTH PoE-
MHTepdencoB yCTPOMCTBA.
- unit_id — Homep OHWUTA B CTeKe.

gi_port: (1..8/0/1..8);
unit_id : (1..8)

show power inline version OTobparkaeT Bepcuto NporpaMmHoro obecneyeHus
KOHTpoAnnepa noacucrembl PoOE.

[pumepsi 8biM0AHEHUS KOMAHO

= [lOKa3aTb COCTOSIHME 3/IEKTPONUTAHUA BCeX MHTepdENCoB yCTPOWCTBA:

console# show power inline

| Power-1limit mode: Class based
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Usage threshold: 95%
Trap: Disable
Legacy Mode: Disable
Inrush Test: Disable
SW Version: 22.172.3
Unit Module Nominal Consumed Temp (C)
Power (W) Power (W)
1 MES2308P 240 219 (91%) 85
12-port 1G
Managed
Switch with
8 POE+ ports
2 MES2308P 240 0 (0%) 42
12-port 1G
Managed
Switch with
8 POE+ ports

Interface Admin Oper Power (W) Class Device Priority

gil/o0/1 Auto On 31.800 4 low

gil/0/2 Auto On 31.800 4 low

gil/0/3 Auto On 31.0 4 low

gil/0/4 Auto Oon 31.400 4 low

gil/0/5 Auto On 31.500 4 low

gil/0/6 Auto On 31.0 4 low

gil/o0/7 Auto On 31.600 4 low

gil/0/8 Auto Fault 0.0 0 low
MNMoKa3aTb COCTOAHME 3/1EKTPONMUTaHMA BbIBPAHHOrO MHTepdeica:

console# show power inline gil/0/1

Interface Admin Oper Power (W) Class Device Priority

gil/0/1 Auto Searching 0.0 0 low

Port Status: Port is off. Detection is in process

Port standard: 802.3AT

Admin power limit (for port power-limit mode): 30.0 watts

Time range:

Operational power limit: 30.0 watts

Spare pair: Disabled

Negotiated power: 0 watts (None)

Current (mA) : 0

Voltage (V) : .0

0
Overload Counter: 0
Short Counter: 0
Denied Counter: 0
Absent Counter: 0
Invalid Signature Counter: 0

OnucaHue oTobparkaemMbix NapaMeTpPoB 3EKTPONUTAHUA NPUBEAEHO B Tabauue 246.

Tabnunua 246 — MapameTpbl CTaTyca 3/1€KTPONMTaHMA

Nominal Power HoMMHanbHaA MOLWHOCTb UCTOYHMKA NUTaHUA noacuctembl PoE.

Consumed Power M3mepeHHoe 3HaYeHne NoTpebnsemoit MOLLHOCTM.

Usage Threshold MoporoBoe 3HayeHne NoTpebaaemol MOLLHOCTH, NPK KOTopom dopmMmupyeTcs MHbop-
MaLMOHHOe cooblueHne (snmp trap) o NpeBbiWeHUn nopora.

Traps OTob6parkaeT paspelieHme popmupoBaHme MHPOPMaLMOHHbIX COOBLLEHNIA.
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Port O603HayeHue nHTepderica KommyTaTopa.

Admin AZLMUWHUCTPATUBHOE COCTOAHMWE 3/1IeKTPONUTAHMA NopTa. Bo3MOKHble 3HavyeHua —
auto u never.

Priority MpuopuTeT ynpaBaeHNs 3NeKTPONMTaHMEM NopTa. Bo3mokHble 3HayeHua — critical,
high, low.

Oper OnepaTUBHOE COCTOAHUE 3/IEKTPONUTAHMA NopTa. BO3MOXKHbIe 3HaveHunsA:

Off — nuTaHWe nopTa BbIKAOYEHO aAMUHUCTPATUBHO;

Searching — nuTaHWe NopTa BKAKOYEHO, OXKMAAHME NoAKNoYeHUA POE-ycTponcTBa;
On — NWTaHWe NopTa BKAOYEHO W eCTb NpUcoeanHeHHoe PoE-ycTpoicTeo;

Fault — aBapusa nuTaHus nopTta. POE-yCTPOMCTBO 3anpocuao MOLLHOCTb 6onbluyto,
YyeM AOCTYNHO UAM notpebnseman POE-yCcTPOMCTBOM MOLLHOCTb MPeBbiCMNA 3adaH-
HbIV Npeaen.

Port standard Knaccndukaumsa nogKknoyeHHoro yctpoictesa B cootsetcTeum ¢ IEEE 802.3af, IEEE
802.3at.

Overload Counter CyeTumK KOIMYEeCTBa Cy4aeB NeperpysKm no 3N1eKTPONUTaHUIO.

Short Counter CYeTYMK cay4aeB KOPOTKOrO 3aMblKaHUA.

Denied Counter CyeTymK cnyyaeB OTKa3a B NOAaYe INeKTPONUTaHuA.

Absent Counter CyeTunk cnyyaeB MNpPEKPaLLEeHMA SNEeKTPOMUTAHMA M3-33 OTK/IOYEHUA MUTAEMOrO
yCTpOWMCTBa.

Invalid Signature CyeTumk oWwmMboK KnaccudurKkaumm noaknoHeHHbIx PoE-ycTpoiicTs.

Counter

5.28 dyHKuuu obecneueHns 6esonacHoCcTH

5.28.1 ®yHKyuu obecnevyeHus 3auumeol NOpmMoe

C uenbto NoBblWeHMA 6e30MaCHOCTM B KOMMYTATOPE CYLLLECTBYET BO3MOMXKHOCTb HAaCTPOUTb Kako-1nbo
NopT TaK, YToObl AOCTYN K KOMMYTATOPY Yepes 3TOT NOPT NPeAOCTaBAANCA TO/IbKO 3a4aHHbIM YCTPOMUCTBAM.
®OyHKLUMA 3aWMTbl MOPTOB OCHOBaHa Ha onpeaeneHnn MAC-agpecoB, KOTOpbIM paspellaetca goctyn. MAC-
afpeca Moryt 6biTb HACTPOEHbl BPYYHYK MAM U3y4veHbl KOMMYyTaTopom. locne usyveHna HeobxoaMMbIX
agpecoB MopT cnepyet 3abNOKMPOBATb, 3aLLMUTMB €ro OT NOCTYNJIEHUA NAKeTOB C HeusyyeHHbimu MAC-
agpecamu. Taknm obpasom, Korga 3ab10KMPOBAHHbIM NOPT NoayyaeT nakeT, ¥ MAC-aapec CTOYHMKA NaKeTa
He CBA3aH C 3TUM NOPTOM, aKTUBU3IUPYETCA MeXaHU3M 3allnTbl, B 3aBUCMMOCTU OT KOTOPOro MoryTt ObITb
NPUHATbI Ceayowme Mepbl: HECAHKLMOHUPOBAHHbIE MaKeTbl, NOCTyMNaloLlWmMe Ha 3ab/10KMPOBAHHbIIA NOPT,
nepecblnatotca, oTbpacbiBatoTca, MO0 e NopT, MPUHABLLMIA NaKeT, oTKAoYaeTca. OyHKUMA 6e30nacHOCTM
Locked Port nossonsetr coxpaHUTb CMKUCOK M3y4veHHbix MAC-agpecoB B daitne KoHoUrypaumm, Takum
06pa3om, STOT CMUCOK MOXKHO BOCCTAHOBWUTb NMOC/Ie Nepe3arpy3Ku yCTpomncTaa.

/ CyuwiecTtByeTt orpaHuyeHue Ha koamdectso MAC-agpecoB, KOTOpOe MOXKET U3Y4YUTb NOPT,
MUCNONb3YIOLWMIT GYHKLMIO 3L UTDI.

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnel nopmos

Bua 3anpoca KoMaHAHOW CTPOKK B pexkmme KoHpurypaummn nutepdeica Ethernet, nntepdeitca rpynnoi
NopTOB:

console (config-if)#
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Tabnunua 247 — KomaHabl pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl uHtepdelicos

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

port security

no port security

—/BbIK/OYEHO

BrkntovaeT GyHKLUMIO 3aWwmMTbl Ha MHTepdeice. baokupyet
bYHKLUMIO M3yYeHMA HOBbIX aApecoB AnA HTepdeica. MakeTbl
€ HensyyeHHbIMM MAC-aapecamm UCTOYHMKA OoTBpacbiBatoTCA.
KomaHpaa aHanornyHa komaHae port security discard.

OTKAtoYaeT GYHKUMIO 3aLWMTbl Ha nHTepdelice.

port security max num [voice]

no port security max

num: (0..65536)/1

3a/iaeT MaKCMMa IbHOE KOIMYECTBO aiPECOB, KOTOPOE MOXKET
U3y4nTb NOpT. Mpu 3Tom 13 obLLero NMMUTa aapecos
BbIYMTAETCA IMMUT apecoB B voice vian.

- voice — ycTaHaBAMBaET MAaKCMMa/IbHOE KOJIMYECTBO afpecos,
KOTOpOe MOXKeT bbITb U3yyeHo B voice-vlan.

JiumuT agpecos B voice-vlan He MoXKeT npeBbilaTh 06 Mt
JSIMMUT.

YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYAHUIO.

port security routed se-
cure-address mac_address

no port security routed se-
cure-address mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

YcTaHaBAuBaeT 3aWwmLLeHHbIi MAC-agpec.

Ypanaet sawmweHHbii MAC-agpec.

port security {forward |
discard | discard-shut-
down | discard-shutdown-
vlan} [trap freq]

freq: (1..1000000) cek

BktouaeT pyHKUMIO 3aLLmMTbl HA UHTepdelice. BaokupyeT
DYHKLMIO U3y4yeHMA HOBbIX afpecos Ans UHTepdelica.

- forward — nakeTbl ¢ HensyyeHHbIMM MAC-agpecamm uc-
TOYHWKa NepecblnaloTcA.

- discard — nakeTbl ¢ HensyyeHHbIMM MAC-aapecamu uc-
TOYHMKa OTHpacbIBalOTCA.

- discard-shutdown — nakeTbl ¢ HensyyeHHbIMM MAC-
afjpecaMu UCTOYHMKa OT6pacbIBalOTCA, MOPT OTK/IOYaeTCA.
- discard-shutdown-vlan — nakeTbl ¢ HeMsyyeHHbiMM MAC-
afpecamu UCTOYHMKA oTbpacbiBatoTca. MopT yganaeTca us
cooTsetcTaytowein(nx) VLAN. BosspaT nopta 8o VLAN
ocylLecTBaseTca KomaHgoh set interface active.

- freq — YacToTa reHepupyemMbix coobLeHUI npoTokona SNMP
trap Npu NOCTyN/AeHNU HECAHKLMOHNPOBAHHbIX NMaKeToB.

port security trap freq

freq: (1..1000000) cek

3aZaeT YacToOTy reHepupyembix coobLLeHnt npoTokona SNMP
trap npu nocTynaeHnn HecaHKLMOHUPOBAHHbIX MaKeToB.

port security mode {secure
{permanent | delete-on-
reset} | max-addresses |
lock}

no port security mode

—/lock

3agaeT pexum orpaHuyeHunsa nsydyeHna MAC-agpecos ana
HacTpanBaemoro nHTepodeiica.

- max-addresses — yaanser Tekylme AMHAIMUYECKN
M3y4yeHHble apeca, CBA3aHHble C UHTepdelicom. Pa3pelueHo
U3y4yeHne MaKkCMMaibHOro KOIM4YecTBa afpecoB Ha NopTy.
[oBTOpHOE N3yyYeHMe N CTapeHre paspeLLeHbl.

- lock — coxpaHsAeT B KOHOUIypaumio TeKyLLME ANHAMUYECKU
M3yyeHHble aapeca, CBA3aHHbIe C UHTepdelicom v 3anpeLyaeT
obyyeHne HOBbIM agpecam U CTapeHue yiKe U3yYeHHbIX
agpecos.

- secure — HacTpauBaeT CTaTUYeCKoe OrpaHNYeHne n3yyeHumn
MAC-agpecoB Ha nopTy.

- permanent — gaHHbIi MAC-agpec coxpaHuTca B Tabauue
Oae nocne nepesarpyskn ycTponcTea.

- delete-on-reset — gaHHbIN agpec yaanuTca nocne
nepesarpysKku ycTponcTaa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.
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KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console>

Tabnunua 248 — KomaHab! pexkuma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMoaA4YaHUuto
show ports security {giga- MoKa3biBaeT HaCTPOMKM PYHKLUMKN BesonacHOCTM Ha
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48); BblI6paHHOM MHTEpdElice
gabitethernet te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group | detailed}
show ports security ad- MoKka3blBaeT TeKylMe AUHaMUYeCKMe agpeca And
dresses {gigabitethernet gi_port: (1..8/0/1..48); 3a6/10KMPOBaHHbIX NOPTOB.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)
channel group | detailed}
set interface active {giga- AKTUBU3UPYET NHTepPdEIC, OTKAOUYEHHDbIN GYHKLMEN 3aWmThbI
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48); nopTta (KomaHAa JOCTyNHA TONbKO ANA NPUBUAETMPOBAHHOTO
gabitethernet te_port | te_port: (1..8/0/1..24); nosb3osaTens).
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}
show ports security status — MoKa3blBaeT TEKYLLMI CTAaTyC BCex MHTepdeicos.

[pumepbl 8b1N0AHEHUS KOMAHO

= Braountb PpyHKLMIO 3almTbl HA 15 nHTepdeice Ethernet. YcTaHOBUTL OrpaHuyYeHme Ha M3yyYeHue
agpecos — 1 agpec. MNocne nsyveHns MAC-agpeca 3a610KknMpoBaTb GYHKUMIO M3YHEHUA HOBbIX aj-
pecoB Ans uHTepoderica ¢ Lenbto oTbpocnTb NakeTbl ¢ HensydeHHbIMM MAC-agpecammn MCTOYHMKA.
CoxpaHuTb B $ain U3yyeHHbI agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
console (config-if) # port security max I

console (config-if)# port security

= [loaKNUYNTb KAMEHTA K NopTy 1 nsyumntb MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock
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5.28.2 lMpoeepka nodauHHOCMU KaueHma Ha ocHose nopma (cmaHdapm 802.1x)

5.28.2.1 baszosas nposepKa nodsauHHocmMu

AyTeHTUdMKaLMA Ha OCHOoBe CTaHaapTa 802.1x obecnevmBaeT NPOBEPKY NOAJANMHHOCTU NONb30BATENEN
KOMMYyTaTOpa Yepe3 BHELWHMUI CepBEpP Ha OCHOBE MOPTa, K KOTOPOMY MOAKAOYEH KAMEHT. TONbKO
ayTeHTUPULMpPOBaAHHbIE M aBTOPWM30BAHHbIE MOJ/1b30BaTE/IN CMOTYT NepefaBaTb M NMPUHUMATb AaHHblE.
MpoBepKa NoA/IMHHOCTU NOAb30BaTeel NopToB BbiNnoaHsAeTca cepepom RADIUS nocpeactsom npoTokona
EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabnmua 249 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMmoa4YaHuro

dotlx system-auth-control BkntoyaeT pexkum ayteHTudukaumm 802.1X Ha KOMmyTaTope.
no dotlx system-auth-con- —/BbIKAOYEHO BbIKNtoYaeT pexkum ayTeHTuouKaumm 802.1X Ha KommyTaTope.
trol
aaa authentication dotl1x 3afaeT O4AMH MKW ABA MEeToAa NPOBEPKU NOAJIMHHOCTH,
default {none | radius} aBTopuM3aumn 1 yyeta (AAA), 4N NCNOIb30BaHUA Ha
[none | radius] nHTepodeincax IEEE 802.1X.

- none — He BbINOJIHATL ayTeHTUOUKaLMIO;
- radius — ncnonb3osaTb cnucok RADIUS-cepsepoB ans
—/radius ayTeHTMdMKaLMM Nob30BaTeNs.
Bropoii meTos ayTeHTUdUKaALuMKM mucnonblyerca
V TONIbKO B C/ly4ae, ecau No nepBomy ayTeHTUdUKauma
6blna HeycneLwHoMn.

no aaa authentication YcTaHaB/MBaeT 3HaYeHMe No YMOAYaHMIO.
dotlx default

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

/ MpoTtokon EAP (Extensible Authentication Protocol) BbinonHser 3agaum ana ayteH-
TMOUKALUM YAANEHHOTO KNMEHTa, NPU 3TOM onpeaensia MexaHusm ayTeHTudukKa-
Lun.
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Tabnunua 250 — KomaHabl pexkuma KoHdpurypaumnm nHtepdelrica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

—/force-authorized;

HacTpausaet ayteHTudUKaumio 802.1X Ha nHtepdeiice.
PaspeluaeT py4HOM KOHTPOJIb 338 COCTOAHMEM aBTOPU3aL MU
nopra.

- auto — ncnonbsosatb 802.1X oA UsMeHeHMA COCTOAHUA
KMEHTa MeX4y aBTOPU30BaHHbIM U HEABTOPU30BAHHbIM;

- force-authorized — Bbikntouaet ayteHTUdMKaumio 802.1X Ha
uHTepdelice. MopT nepexoanT B aBTOPU30BAHHOE COCTOAHUE
6e3 ayTeHTUGUKauuu;

time: (1..32) .
- force-unauthorized — nepesoanT NOpT B HEABTOPMN30BaHHOE
cocToAHune. UrHopupytoTcs BCe NOMbITKN ayTeHTUdUKaLUm
KAWEHTa, KOMMYTaTop He NpeaoCcTaBaseT CepBumC
ayTeHTUdMKaLMKM A8 3TOro NopTa;
- time — vHTepBan BpemeHuU. Ecv AaHHbIM napameTp He
onpegeneH, To NOPT He aBTOPM30BaH.
no dotlx port-control YcTaHaBAMBaeT 3Ha4YeHMe NO YMONYAHUIO.
dotlx reauthentication —/nepuoanyeckune BkntoyaeT nepnoanyeckne NoBTOPHbIE NPOBEPKU
NMOBTOPHbIE NPOBEPKM NOA/IMHHOCTM (NnepeayTeHTUMKALMIO) KANEHTA.
no dotlx reauthentication NOAMHHOCTN BbIKntOYaeT nepmoamnyeckme NOBTOPHbIE NPOBEPKM
BbIK/IIOYEHbI NoA/IMHHOCTU (NepeayTeHTUdUKALMIO) KANEHTa.
dotlx timeout reauth-pe- . YcTaHaBAMBAET NEPUOL, MEKAY NMOBTOPHbIMWU NPOBEPKAMM
riod period period: NoA/IMHHOCTY.
- (300..4294967295)/
no dotlx timeout 3600 cek YcTaHaBAMBaET 3HAYeHME MO YMONYAHUIO.

reauth-period

dotlx timeout quiet-period
period

no dotlx timeout quiet-pe-
riod

period: (10..65535)/60
ceK

YcTaHaBAMBAET NepMos, B TEHEHNE KOTOPOro KOMMYTaTop
OCTaeTCA B COCTOAHUM MOJIMaHUA NOC/e HeyAauyHOM NPOBEPKU
NOA/IMHHOCTY.

B TeueHMe nepnmosa MoYaHUA KOMMYTATOP HE MPUHUMAET U
HE MHULMMPYET HUKAKUX ayTEHTUPUKALMOHHbIX COOBLLEHNN.

YcTaHaBAMBaeT 3HaYeHWe No YMONYaHuo

dotlx timeout tx-period pe-
riod

no dotlx timeout tx-period

period: (30..65535)/30
ceK

YcTaHaBAMBaET Nepuos, B Te4eHME KOTOPOro KOMMYTaTop
0XKMAaeT OTBET Ha 3anpoc Mbo naeHTudMKaumio no
npotokony EAP oT KnneHTa, nepes NOBTOPHOM OTNPaBKOM
3anpoca.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YcTaHaBAnBaeT MakCMManbHOE YNCNO MOMbITOK nepeaaymn
3anpocoB NpoToKosa EAP-knneHTy nepes HOBbIM 3aMyCKOM
npotwecca NpoBepKu NOAANHHOCTHU.

YcTaHaBAMBaeT 3HAYeHMe no YMONYaHULO.

dotlx timeout
supp-timeout period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAuBaeT nepuMoa MexKay NoBTOPHbIMK Nepesayvamu
3anpocos npoTokona EAP-knneHTy.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

dotlx timeout
server-timeout period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAMBaeT nepuos, B Te4eHne KOTOPOro KOMMyTaTop
OXWUOaeT oTBeTa OT cepsepa ayTeHTMd)VIKaLLVIVI.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

dotlx timeout silence-pe-
riod period

no dotlx timeout si-
lence-period

period: (60..65535)
ceK/He 3aaHo

YcraHaBAuBsaet nepnog spemeHn HeakKTUBHOCTU K/IMEHTa, No
NncTeyeHne KoToporo KANEHT CTAaHOBUTCA HEABTOPU3OBAHHbIM.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnnua 251 — KomaHgb! pexxkuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda

Aelicmeue

dotlx re-authenticate [gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Bpy4Hyto ocyLLecTBAAET NOBTOPHYO NPOBEPKY NOAJMHHOCTH
YKa3aHHOro nopTta B KOMaHAe, 1Mbo Bcex NopTos.,
noaaepxusatowmx 802.1X.

show dot1x interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MokasbiBaeT coctosiHme 802.1X ana KommyTtatopa mbo ans
yKa3aHHOro uHtepdelrica.

username: (1..160)
C“MBO/I0B

show dotlx users
[username username]

MoKa3bIBaeT aKTUBHbIX ayTEHTUULMPOBAHHbIX
nonb3oBatenen 802.1X KommyTaTtopa.

show dot1x statistics inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MokasbiBaeT cTaTUCTUKy no 802.1X anaA Bbi6paHHOro
nHTepoelica.

[pumepbl 8bINOAHEHUS KOMAHO

= BKAKOUUTDb pexum ayteHTudmKaumm 802.1x Ha KommyTtaTtope. Mcnonb3osatb RADIUS-cepsep anA
NPOBEPKMN MOAJIMHHOCTU KNMEHTOB Ha nHTepdeitcax IEEE 802.1X. Ana 8 nHtepdeitica Ethernet uc-

Nosib30BaTb pPeXMm ayTeHTUdMKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

= [lokasaTtb cocToaHMe 802.1x ana KommyTtaTopa, 4na 8 uHtepdeiica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled
Authenticating Servers: Radius
Unauthenticated VLANs:

tel/0/8

Host mode: multi-host

Port Administrated Status: auto
Guest VLAN: disabled

Open access: disabled

Server timeout: 30 sec

* Port is down or not present
Reauthentication is disabled

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

Port Operational Status: unauthorized*
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Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec

Interfaces 802.1X-Based Parameters
Tx period: 30 sec

Supplicant timeout: 30 sec

Max req: 2
Authentication success: 0
Authentication fails: 0

Tabnnua 252 — OnuncaHMe pe3yNbTaToB BbIMO/IHEHMA KOMaHA,

Mapamemp OnucaHue
Port Homep noprta.
Admin mode Pexxum ayteHTuduraumm 802.1X: Force-auth, Force-unauth, Auto.
OnepaumnoHHbIN PeXMm NopTa: aBTOPU30BAHHDBIN, HEABTOPU30BaAHHbIW, IMBO BbIKAIO-
Oper mode pay, p p p , p )

yeHHbIi (Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayteHTUdMKALUN.

Reauth Period

Mepuoa mexkay NOBTOPHBLIMW NPOBEPKAMKU NOAJAUHHOCTU.

Mma nonb3osaTens npu ucnosbzosaHmm 802.1X. Ecan nopT aBTOpM30BaH, To oTobpa-

Username KaeTca MMA Tekyllero nonb3osaTtens. Ecav nopt He aBTopm3oBaH, TO oTobpakaeTca
UMA NocneaHero ycnewHo aBTOPpM30BaHHOroO NO/Ib30BaTeNA Ha NOPTY.
Quiet period MNepuoa, B Te4eHME KOTOPOro KOMMYTATOP OCTAETCA B COCTOAHUN MOAYAHUA NOCAEe He-
P YO,3a4YHOM NPOBEPKU NOAJIMHHOCTH.
Tx period Mepunopg, B TeUEeHME KOTOPOro KOMMYTATOP OXKMAAET OTBET Ha 3anpoc mbo naeHTnduU-
Kauuio no npotoKony EAP oT KaneHTa, nepes NOBTOPHOM OTNPaBKOW 3anpoca.
Max req MaKcnmanbHoe YnMcno NOonbITOK Nepegayn 3anpocosB nNpotokona EAP knueHTy nepep,

HOBbIM 3aMyCKOM npouecca npoBepkn NOANINHHOCTU.

Supplicant timeout

MNepuoa mexay NOBTOPHbIMKU NepeaavyaMu 3anpocoB NPoToKoaa EAP knneHTy.

Server timeout

Mepuoa, B Te4eHMEe KOTOPOro KOMMYTATOP OXWAAET OTBETA OT cepBepa ayTeHTUdUKa-
L.

Session Time

Bpems NoaK/IoYeHns Nonb3oBaTeNs K yCTPOMCTBY.

Mac address

MAC-agpec nonb3soarens.

Authentication
Method

MeTog ayTeHTUdUKALMM YCTAaHOBAEHHOM Ceccum.

Termination Cause

MpuynHa 3aKpbITUA ceccum.

Tekywee 3HayeHUe aBTomaTta COCTOSIHUM onpeaenntena No4/IMHHOCTU U BbIXOAHOTO

State o

ABTOMATA COCTOAHUN.
Authentication o .
success KonmuecTso nonyyeHHbIx coobLieHmin 06 ycnewHoi ayTeHTMdUKaumMm oT cepeepa.
Authentication fails KoimyecTBo nonyyeHHbIX COOBLLEHMI O HeyCNeLHOW ayTeHTUGUKaLMM OT cepBepa.
VLAN pynna VLAN Ha3HayeHHaA nonb3oBaTento.
Filter ID NaeHTudumkaTop rpynnbl GuabTpaLmun.

= [lokasaTtb cTaTUCTUKY no 802.1x ans uHtepdelica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx:
EapolFramesTx:
EapolStartFramesRx: 1

12

EapolLogoffFramesRx: 1
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EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3

EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EaplengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnmua 253 — OnuncaHue pesynbTaToB BbINOJHEHMA KOMaHA,

Mapamemp OnucaHue

KonnuecTBo KOpPEKTHbIX MakeToB ntoboro tTuna npotokona EAPOL (Extensible Au-
EapolFramesRx thentication Protocol over LAN), NpuHATbIX AaHHbIM OnNpeaenuTenem noa/IMHHO-

cTw.

KonnyectBo KoppeKTHbIX naketos stoboro tuna npotokosna EAPOL, nepenaHHbIX
EapolFramesTx PP P PeA

LAHHbIM onpeaenntTenem NogJMHHOCTU.

Konunuectso naketoB Start npotokona EAPOL, npuHATbLIX AaHHbIM onpeaenutenem
EapolStartFramesRx P P A PEA

NoA/IMHHOCTW.

Konunyectso naketos Logoff npotokona EAPOL, npuHATbIX AaHHbIM onpeaennTe-
EapolLogoffFramesRx g P P A PEA

nem NoASIMHHOCTH.

Konnuyectso naketoB Resp/Id npoTokona EAPOL, NpuHATbLIX AaHHbIM onpeaennTe-
EapolRespldFramesRx p/id np P A PEA

Nem NoANIMHHOCTH.

Konunyectso naketos oteBetoB (Kpome Resp/ld) npotokona EAPOL, NpuHATLIX AaH-
EapolRespFramesRx (kp p/id) np P A

HbIM onpeaennTenem nNoaAMHHOCTU.

Konnuyectso naketos Resp/ld npoTtokona EAPOL, nepeaaHHbIX AaHHbIM onpeaenu-
EapolReqldFramesTx p/id np PeA A PEA

Tenem NoA/IMHHOCTU.

Konunyectso naketos 3anpocoB (Kpome Resp/ld) npoTtokona EAPOL, nepeaaHHbIX
EapolReqFramesTx P (kp p/id) np PEA

AaHHbIM onpeaenntenem NnoAIMHHOCTU.

Konnyectso naketos npoTokosa EAPOL ¢ Hepacno3HaHHbIM TUNOM, NPUHATbIX AaH-

InvalidEapolFramesRx
HbIM onpeaenuTenem NoAJMHHOCTY.

Konnyectso nakeToB npoTokosa EAPOL ¢ HEKOPPEKTHON ANVHOWN, NPUHATLIX AaH-

EaplLengthErrorFramesRx
HbIM onpegenutenem NoOAANHHOCTU.

Bepcus npoTokosa EAPOL, npuHATas B camom nocnefHem Ha AaHHbIA MOMEHT na-

LastEapolFrameVersion
KeTe.

MAC-ap,pec MUCTOYHUKa, I'IpVIHﬂTbIVI B CamMmOM nocnegHem Ha ,Cl,aHHbIle MOMEHT Na-

LastEapolFrameSource
KeTe.

5.28.2.2 PacwupeHHasA nposepKa nodauHHOCmMu

PacwupeHHble HacTpolikm dotlx No3BOAAIOT NPOBOAMTL NPOBEPKY MOAJAMHHOCTU AN HECKOJNbKMX
K/MEHTOB, NOAK/IOYEHHbIX K NopTy. CyLlecTByeT ABa BapuvaHTa ayTeHTUPMKaLMKU: NepBbli, Koraa NpoBepKa
NOAJIMHHOCTM Ha OCHOBE MOpPTa TpebyeT ayTeHTUPUKALMM TOJIbKO OLHOTO KAMEHTA, YTObbI AOCTYN K cucTeme
MMenn Bce KaumeHTbl (pexum Multiple hosts), BTopoii, Koraa npoBepka MNOAJAMHHOCTU TpebyeT
ayTeHTMOUMKALMM BCEX MOAKIIOYEHHbIX K MOPTY KAMeHToB (pexunm Multiple sessions). Ecan nopT B pexunme
Multiple hosts He npoxoauT ayTeHTUOUKALMIO, TO BCEM NOAKAHOHYEHHbIM XOCTaM ByAeT 0TKasaHo B AOCTYynNe K
pecypcam ceTu.
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM B pexXkume rnobanbHoi KoHGUrypaumu:
console (config) #

Tabanua 254 — KomaHgbl pexnuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

dotlx traps authentication
success [802.1x | mac |
web]

no dotlx traps authentica-
tion success

— /BbIKAOYEHO

PaspeluaeT oTnpasKy trap-coobLUeHuMI, Koraa KAMEHT yCnewHo
NpPOXoAuT ayTeHTUUKALMIO.

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

dotlx traps authentication
failure [802.1x | mac |
web]

no dotlx traps authentica-
tion failure

— /BbIK/IIOYEHO

PaspelwaeT oTnpasKy trap-coobLEeHNI, KOTAa KAWEHT He NpoLen
ayTeHTUdUKaLMIO.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

dotlx traps authentication
quiet

no dotlx traps authentica-
tion quiet

— /BbIKOYEHO

BK/toYaeT oTnpaBKy trap-coobLieHuii Npu NpesblweHnn
nosib3oBaTeNeM MaKCUMasIbHO 4OMYCTUMOrO KOIMYeCcTBa
6e3ycneLuHbIX NOMbITOK ayTeHTUdUKALMK.

YcTaHaBAWBaeT 3HaYeHUe Mo YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabnunua 255 — KomaHabl pexkuma KoHdpurypaumm nHtepdeliica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx host-mode
{multi-host | single-host |
multi-sessions}

—/multi-host

PaspeluaeT HafMuMe 04HOr0/HECKObKUX KNNEHTOB Ha
aBTopm3oBaHHOM nopty 802.1X.

- multi-host — HeckoNbKO KNNEHTOB;

- single-host — oguH KAneHT;

- multi-sessions — Hecko/bKoO ceccuit.

dotlx violation-mode {re-
strict | protect | shut-
down} [trap freq]

no dotlx single-host-viola-
tion

—/protect;
freq: (1..1000000)/1 cek

3afaeT aelicTene, KOTopoe HeoHXo0ANMMO BbINONHUTL, KOrAa
ycTpoicteo, MAC-agapec KoToporo oTanyaertca or MAC-agpeca
K/IMEHTA, OCYLLEeCTBAAET NOMbITKY A0CTyNa K MHTepdeiicy.
- restrict — nakeTbl ¢ MAC-agpecom, oTamnyHbim oT MAC-aapeca
KAMEeHTa, NepecblNatoTca, NPy 3TOM agpec UCTOYHUKA He
nsyyaercs;
- protect — naketbl c MAC-agpecom, oTandHbiMm oT MAC-agpeca
KNMeHTa, oTbpacbiBatoTCs;

- shutdown — nopTt BbikAtoYaeTca, naketsl ¢ MAC-agpecom,
oTAnyHbIM oT MAC-agpeca KaveHTa, oTbpacbiBatoTcs;

- freq — YacToTa reHepupyembix coobLeHuit npoTokona SNMP
trap npu NOCTyN/ieHNN HeCaHKLMOHNPOBAHHbIX NMaKeToB.

V KomaHpga npumeHseTca TonbKo B pexkume single-host.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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dotlx authentication
[mac | 802.1x | web]

no dotlx authentication

— /BbIKAOYEHO

BkntouaeT ayTeHTUDMKaLMIO
- mac — BK/Il0YaeT ayTeHTUPMKALMIO, OCHOBAHHYH Ha MAC-
agpecax;
- 802.1x — BK/ItOYaET ayTeHTUPMKaLMIO, OCHOBaHHYIO Ha 802.1x;
- web -BkntoyaeT mexaHn3am web-based ayteHTUdPMKaLmm
’ | - He po/MmKHO 6bITb cTaTMUECcKMX npuBa3ok MAC-agpe-
. COB.
- ®YHKLUMA NOBTOPHOWU ayTEHTUDUKALUN J0NKHA BbITb BKAIO-
YyeHa.

BbIk/toyaeT ayTeHTUdMKaLMio, OCHOBaHHY Ha MAC-agpecax
nonb3osaTesnei.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3aaeT MaKCMMasibHOE KOIMYECTBO XOCTOB MPOLUEALLIMX
ayTeHTUdMKaLMio.

Bo3Bpaluaer 3HaYeHMe No YMOI4aHUIO.

dotlx max-login-attempts
num

no dotlx max-login-at-
tempts

num: (0, 3..10)/0

3ajaeT KOANYeCTBO HeyAauHbIX MOMbITOK BBOAA /IOTMHA, Noc/e
KOTOPbIX KMEHT BIOKUpyeTCS.
0 — 6eCcKOHEeYHOE YMCI0 NOMbITOK

Bo3BpaliaeT 3HaueHMe No YMOAYaHUIO.

dotlx radius-attributes fil-
ter-id

no dotlx radius-attributes
filter-id

— /BbIKOYEHO

BK/OYNTBL NPOBEPKY NOANMHHOCTM, OCHOBaHHY0 Ha ACL/
Ha3HauuTb QoS-Policy.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

dotlx radius-attributes
vlan {reject | static}

no dotlx radius-attributes
vlan

— /BbIK/OYEHO

BkntoyaeT 0b6paboTky onumu Tunnel-Private-Group-ID (81) B
coobuweHmnax RADIUS-cepsepa.

BbikntoyaeT 06paboTky onumm Tunnel-Private-Group-ID (81) B
coobuweHmnax RADIUS-cepsepa.

dotlx radius-attributes
vendor-specific data-filter

no dotlx radius-attributes
vendor-specific data-filter

— /BbIKOYEHO

BKAOUMTb PYHKLMIO AMHamMYecKoro aobasneHuns ACL Ha nopT
yepes coobueHns ot RADIUS-cepsepa.

BbIKNOUNTL GYHKUMIO ANMHaMMYecKoro gobasneHuma ACL Ha nopT
yepes coobueHns ot RADIUS-cepsepa.

KomaHObI pexcuma KoHguaypuposaHusa VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B pexknume KoHPurypmposaHus nHtepoerica VLAN:

console (config-if) #

Tabnunua 256 — KomaHabl pexkuma KoHpurypmuposaHua nHtepoeica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

HAelicmeue

dotlx guest-vian

no dotlx guest-vian

Mo ymonuyanuio VLAN
HeonpegeneHa Kak
roctesas

Onpegenset roctesyto VLAN.

OTKpbIBaeT HeaBTOPM30BaHHbLIM NOb30BaTENAM UHTEpdElica
poctyn K roctesol VLAN. Ecam rocteBas VLAN onpegeneHa u
paspelleHa, NopT byaeT aBTOMATUYECKU NPUCOEAUHATLCA K Hel,
Korga He aBTOPM30BaH, M NOKMUAATb, KOrAa nponaeT
aBTOpM3aUMto. YToBbI MCNONBL30BaTb AAHHbIN GYHKLUMOHAA, NOPT
He A0NXKeH BbITb CTaTUYECKUM YneHom roctesoli VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:
console#

Tabnuua 257 — KomaHapl pexkmma Privileged EXEC

3HaveHue/3HayeHue .
KomaHoa / Aelicmeue
no yMmoA4aHuo

show dotlx interface HacTpo#ikm npotokona 802.1x Ha uHTepdelice (KomaHaa
{gigabitethernet gi_port | [OCTYMNHA TO/IbKO A1A NPUBUIETMPOBAHHOIO NOJ1b30BaTENSA).
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

show dot1x detailed — MoKa3blBaeT pacluMpeHHble HacTPOMKM NpoTokona 802.1x.
show dot1x users MoKa3blBaeT aBTOPU30BAHHbBIX K/IMEHTOB.
username: CTpOKa
[username]
show dot1x locked clients MoKa3blBaeT HEABTOPU30BaAHHbIX KIMEHTOB, 3a6/I0KMPOBAHHbIX
- no Tanm-ayTy.
show dot1x statistics MokasbiBaeT cTaTUCTUKY 802.1X Ha UHTepdeiicax.
interface {gigabitethernet
gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port: (1..8/0/1..24);
te_port | fo_port: (1..8/0/1..4)
fortygigabitethernet

fo_port | oob}

5.28.2.3 Hacmpolika akmusHo20 ceaHca KnueHma (CoA)

RADIUS CoA (Change of Authorization) — aTo ¢yHKUMSA, KOTOpaa no3sonseT cepepy RADIUS HacTpouTb
aKTUBHbIN CeaHC KNNEHTA, paHee ayTeHTUPULMPOBAHHOIO Ha OCHOBe cTaHaapTa 802.1x. O6paboTka coobleHui
CoA-Request npoucxoaut B cootBeTcTBuM ¢ RFC 5176. O6pabaTbiBatoTca coobuueHus, npuweawmve Ha UDP-nopt
3799 oT cepBepoB, 3a4aHHbIX KOMaHAOW radius-server hosts 1 ¢ Knto4yom, 3a4aHHbIM KOMaHaoM radius-server
key. Ana naeHTUPUKaLMmM ceaHca KameHTa ucnonb3ytotca RADIUS atpubyTel User-Name vnu Acct-Session-Id. Ana
HACTPOMKM ceaHca KnneHTa nogaepxusatotrca RADIUS-aTpubyTtel Tunnel-Private-Group-Id, Filter-Id, Eltex-Data-
Filter, Eltex-Data-Filter-Name.

KomaHObI pexcuma 2n06anbHol KOHpu2ypauuu

Bua, 3anpoca KOMaHAHOM CTPOKM pexRmMma rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnnua 258 — KomaHgb! pexkuma rnobanbHoin KoHdUrypaumm

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymon4yaHuro
aaa authorization dynamic BKAtoYaeT GpYyHKLMIO HACTPOMKM aKTUBHOIO ceaHca KaneHTa (CoA).
radius
— —/BbIK/IOYEHO -
no aaa authorization BbIkntouaeT GyHKLMIO HACTPOMKM aKTMBHOTO ceaHca KaneHTa (CoA).
dynamic
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5.28.3 Hacmpolika ¢pyHkyuu MAC Address Notification

®dyHKuma MAC Address Notification nossonser oTcnexunsaTb NOABNEHME N UCHE3HOBEHNE AaKTUBHOIO
obopynoBaHMA Ha CETU NYyTEM COXPaHeHUA nctopmm usydyeHma MAC-agpecos. Mpn 06HapyReHUN U3MEHEHWI
B cocTaBe nsyyeHHbix MAC-afpecoB KOMMYTaTOp COXpaHAaeT MHpopmaumio B Tabnmue 1 nsselaet 06 aTom ¢
nomoLbto coobuieHmit npotokona SNMP. OyHKLMA MMeeT HacTpanBaemble NapameTpbl — raybuHa Uctopmm
0 cOBbITUAX U MUHMMANBHBIN MHTEpPBaN oTNpPaBKkK coobueHnin. Cepsmuc MAC Address Notification oTkatoueH
MO YMOJIYaHUIO U MOXKET BbITb HaCTPOEH BbIBOPOYHO A/1A OTAENbHbLIX MOPTOB KOMMYyTaTOpa.

KomaHObI pexxcuma 2a06aa6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUmMe r106anbHON KOHPUrypaumm:

console (config) #

Tabanua 259 — KomaHgb! pexknuma rnobanbHoi KoHdUrypaumm

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmon4aHuo

Aelicmeue

mac address-table notifica-
tion change

no mac address-table noti-
fication change

—/BbIK/IlOYEHA

KomaHaa npeaHasHayeHa ans rnobanbHOro ynpasaeHus
¢dyHKumen MAC notification. KomaHaa paspelaeT pernctpaumio
cobbiTnit nobasneHuns n yganeHus MAC-agpecos B/u3 Tabauy,
KOMMYTATOpa 1 OTNPaBKY yBEAOM/IEHUA O COOLITUAX.

[na paboTbl GyHKLUM HEOBXOANMO [ONONHUTENBHO pa3peLaTh
reHepaLmio yBegOMIEHUI Ha MHTepdEelcax (CMm. HUXKE).

BbikntouaeT pyHKumMo MAC notification rnobanbHo 1 oTmeHaeT
COOTBETCTBYHOLLME HACTPOMKM Ha BCeX MHTepdeicax.

mac address-table notifica-
tion flapping

BKAOUUTbL GYHKLMIO 06HapyxKeHna dpaannuHra MAC-agpecos.

no mac address-table notifi- /ekniouena BbIkntounTb GyHKUMIO 0BHapyKeHuA dnannmuHra MAC-agpecos.
cation flapping
mac address-table notifica- MaKcrMManbHbI1 MPOMENKYTOK BPEMEHWU MeX Ay OTNpaBKamm
tion change interval value SNMP-yBegomneHuin. Ecnvm 3HayeHue MHTepBasa BPEMEHWN PAaBHO
0, To reHepaLma yBEAOMIEHUIN U COXPaHEHWe CObbITUIA B UCTOPUIO
byAeT oCyLWecTBAATLCA HEMEANEHHO MO Mepe BOSHUKHOBEHUA
value: cobbITUIM 06 M3MeHeHUn cocTosHMA Tabanupbl MAC-agpecos. Ecam

no mac address-table noti-
fication change interval

(0..4294967295)/1

3Ha4YeHMe NHTepBana BpemeHun 6osble 0, TO yCTpoicTBO byaeT
HaKananeaTb cobbITUA 06 N3MEHEHMU cCOCTOAHUA TabanLbl MAC-
afipecoB B TEYEHWE 3TOro BPEMEHM, A 3aTem OTNPaBAATb
yBegomneHusa npotokona SNMP 1 coxpaHATb cOBbITUA B UCTOPUU.

BocctaHaBnmBaeT 3HavyeHue no YMONYaHULO.

mac address-table notifica-
tion change history value

no mac address-table noti-
fication change history

value: (0..500)/1

KomaHza 3aaeT makcmasibHOe KoIMyYecTBo cobbiTuii 06
M3MeHeHnn coctosaHua Tabanubl MAC-agpecos, KoTopoe
COXpaHAeTca B UCTOpUM. ECiM yCcTaHOBAEH pasmep UCTOPUM
paBHbI 0, TO cOBbITUA He coxpaHsatoTcA. Mpu NnepenoaHeHUm
6ydepa uctopun HoBoe cobbITUE NOMELLAETCA HAa MECTO CaMOro
cTaporo.

BoccTaHaBimMBaeT 3HavyeHMe No YMOTHAHUIO.

snmp-server enable traps
mac-notification change

—/BbIK/IIOYEHO

KomaHga npegHasHavyeHa Ana BkaoYeHua otnpaskn SNMIP-
yBeAomeHnn 06 n3meHeHnn coctoaHna Tabanubl MAC-aapecos.
[lna oTKNIOYEeHNUA Ucnonb3yeTca oTpuLaTeNbHaa Gopma KOMaHAbI.
Ecnv oTnpaBska yBeAOMNEHUIA BKAOYEHA, TO YCTPOMCTBO byaeT
MHPOPMMPOBATL O COBLITUAX COObLLEHUAMM NPoTOKONAa SNMP 1
COXPaHATb COOTBETCTBYIOLLME COOLITUA B UCTOpMU. Eciv oTnpaBKa
SNMP-yBeOMNEHWI BbIKIOYEHA, TO YCTPOMUCTBO ByAeT TONbKO
COXPaHATb COBbITUA B UCTOPUN.
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no snmp-server enable
traps mac-notification
change

OTkAtoyaeT otnpasky SNMP-yBegomneHuii 06 usmeHeHum
cocTosiHua Tabaunubl MAC-aapecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable
traps mac-notification flap-
ping

—/BKAtOYEHa

BKkntounTb oTnpaBKy Tpanos o dnannuHre MAC-agpecos.

OTKNOYUTL OTNPaBKy Tpanos o dnannuHre MAC-agpecos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnnua 260 — KomaHab! pexkuma KoHdurypaumm nntepdeliica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

snmp trap mac-notification
change [added | removed]

no snmp trap mac-notifica-
tion change

—/BbIK/IOYEHA

BK/tOUEeHWe reHepaLmu yBeAOMIEHUI Ha Kaxaom nHTepdeiice o
cobbITMAX U3MeHeHua cocToaHna MAC-agpecos. OTaeNbHO
MOXHO pa3peLlnTb reHepaLmio yBeAOMIeHW TONbKO 06
nsydyeHnn MAC-agpecos, 1M60 TONbKO 06 MX yaaneHuu.

OTKNIOYEHUNE FreHepaLMn yBeAOMIEHUI Ha MHTepdeiice.

KomaHOb1 pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnunua 261 — KomaHgbl pexuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoa4YaHuo

Aeiicmeue

show mac address-table
notification change history
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

OTobparkeHue Bcex yBefoMAeHn 06 MU3MeHeHUN COCTOAHUA
MAC-agpecoB, COXpaHEHHbIX B UCTOPUN.

show mac address-table
notification change statis-
tics

OTobparkeHne CTaTUCTUKM cepBumca: 0bLLLee KOMYECTBO COOLITUN
06 nsyyeHnn MAC-agpecos, obuiee Konn4ecTso cobbiTmii 06
yaaneHun MAC-agpecos, obLiee KOMYecTBO OTNPaBAEHHbIX
SNMP-coobuieHui.

[Tpumepbl UCNoaAb308aHUS KOMAHO

®" B npumepe NOKa3aHO Kak HacTpouTb nepepgady coobuieHmnin SNMP MAC Notification Ha cepsep ¢
aapecom 172.16.1.5. Mpun HacTpolike 3agaeTca obuiee paspelleHne paboTbl cepBuca, HacTpa-
MBAETCA MMHMMA/IbHbIN MHTEPBAN OTNPABKM COOBLLEHUN, 3a4aeTca pasMep UCTOPUM COBLITUIN K
HaCTpamMBaeTCsA CEPBUC HA BbIOBpaHHOM MOpPTY.

console (config)# snmp-server host 172.16.1.5 traps private
console (config) # snmp-server enable traps mac-notification change
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console (config)
console (config)
console (config) # mac address-table notification change history 100

( mac address-table notification change
(
(

console (config) # interface gigabitethernet 0/7
(
(
(

mac address-table notification change interval 60

#
#

console (config-if) # snmp trap mac-notification change
console (config-if) # exit
console (confiqg) #

5.28.4 Konmpone npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBo NpoToKo, NO3BONSIOWMIA KIMEHTY NO 3anpocy
nony4yaTtb IP-agpec n apyrve Tpebyemble napameTpbl, Heobxoanmble gna paboTbl B ceTn TCP/IP.

MpoTokon DHCP moeT NCno/1b30BaTbCA 3/10YyMblILUAEHHUKAMU A5 COBEPLUEHUA aTaK Ha YCTPOICTBO,
KaK CO CTOPOHbI K/IneHTa, 3actasnAaa DHCP-cepBep BblAaTb BCe AOCTYMNHbIE aApeca, Tak U CO CTOPOHbI cepsepa,
nyTem ero nogmeHbl. [porpammHoe obecrneyeHme KOMMYTaToOpa NO3BOIAET 06ecneymnTb 3aWmUTy YCTPOMUCTBA
OT aTak ¢ ucnosab3oBaHnem npotokoaa DHCP, ana yero npumeHaeTca GyHKUMA KOHTpoAA npoTokona DHCP —
DHCP snooping.

YcTponcTteo cnocobHo oTcnexkmnaTb nosasneHne DHCP-cepBepoB B ceTH, paspeLlas UX UCMONb30BaHUE
TOJIbKO Ha «A0BEPEHHbIX» UHTepdencax, a TakKe KOHTPOAMPOBaTb AOCTYyN KameHToB K DHCP-cepsepam no
Tabnuue COOTBETCTBUMNA.

Onuus 82 npotokona DHCP (option 82) ucnonb3ayerca ans toro, Yytobbl nponHdopmuposats DHCP-
cepsep 0 Tom, OT Kakoro DHCP-peTpaHcaaTopa (Relay Agent) u yepes Kakoi ero nopt 6bia Noay4YeH 3anpoc.
MpumeHseTca ana ycTaHOBNEHMA COOTBETCTBMI IP-agpecoB M NOPTOB KOMMYTATOPA, a TaKKe 41a 3alnTbl OT
aTak ¢ ucnonb3osaHmem npoTtokona DHCP. Onuwus 82 npeactaBaset coboi fONOAHUTENbHYIO MHPOPMALIMIO
(vma ycTpoiicTBa, HoMep nopTa), AobaBASEMYI0 KOMMYTAaTOPOM, KOTOPbIN paboTaeT B pexkmme DHCP Relay
areHTa, B Buae DHCP-3anpoca, npuHATOro oT KAneHTa. Ha ocHoBaHuu gaHHo onunn, DHCP-cepBep Bblgenaet
IP-appec (ananasoH IP-agpecoB) n gpyrve napameTpbl NOpTy KOMMyTaTopa. Moayuyms Heobxoanmble gaHHbIE
oT cepBepa, DHCP Relay areHT Bblaensaet IP-agpec KNMeHTy, a Tak:Ke nepefaet emy Apyrne Heobxoammble
napameTpsbl.

Onuma dopmupyeTca ¢ ydeTom npuopuTeTa (B nopaaKe yMeHbLUeHUA): HacTPoiKM uHTepdelica Ethernet >
HacTpoliku nHTepodeiica VLAN - HacTpomKu pexmnma rnobanbHOro KOHPUrypmpoBaHuUA.

Tabnunua 262 — dopmart nonet onuum 82

Mone lMepedaesaemas uHghopmayus

Mma xocTa ycTpolicTea.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnegHnin 6aT — Homep NOpPTa, K KOTOPOMY MOAK/IIOYEHO YCTPOMCTBO, OTNPABAA-
towee dhcp-3anpoc.

Enterprise number — 0089c1

MAC-agpec ycTponcTsa.

Circuit ID

Remote agent ID

’ ‘ DAnAa ucnonb3oBaHua onuum 82 Ha YCTPOMCTBE A0MKHA 6bITb BKAOYeHA PyHKuma DHCP

N relay areHTa. Ana BkatoueHus DHCP relay areHTa ucnonb3syerca komaHaa IP dhcp relay
enable B pexxume rnobanbHoii KOHGUrypauum (CM. COOTBETCTBYIOLUIA pa3aen AOKYMeH-
Tayum).
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DOnAa KoppekTHOI paboTtbl ¢pyHKUuM DHCP Snooping Bce ucnonbdyembie DHCP-cepBepbl
BONXKHbI 6bITb NOAK/NIOYEHDbI K «A0BEPEHHbIM» NOPTaM KommyTaTopa. [ns aobasneHus
nopTa B CNUCOK «A0BEepPEeHHbIX» ncnonblyerca KomaHga IP dhcp snooping trust B pexxume
KOHoUrypauuu uHtepdeiica. Ana obecneyeHns 6e3onacHOCTM BCe OCTaJibHble NOPTbI
KOMMYTaTOpa A0/KHbI 6bITb «Heg0BepPeHHbIMU Y.

S

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabanua 263 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

ip dhcp snooping

no ip dhcp snooping

—/BbIK/IOYEHO

BkntoyaeT KOHTpoIb NpoTokona DHCP nytem BegeHua Tabaunupl
DHCP snooping 1 0TNpaBKK KAMEHTCKMX LUMPOKOBELLATE/IbHbIX
DHCP-3anpocoB Ha «40BepeHHblie» NOPThI.

BbikntoyaeT KOHTPOIb NpoToKoia DHCP.

ip dhcp snooping vlan
vlan_id

no ip dhcp snooping vlan
vlan_id

vlan_id:
(1..4094)/BbiKNtO4EHO

PaspeluaeT KOHTpob NpoToKosia DHCP B npeaenax ykasaHHoOM
VLAN.

3anpewaeT KOHTPoAb NpoTokona DHCP B npeaenax ykasaHHOM
VLAN.

ip dhcp snooping
information option
allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonyaHuio npuem
DHCP-nakeToB ¢ onuueit
82 OT «HEeHaAeXHbIX»
nopToB 3anpeLueH

PaspewaeT npuHmMmaTth DHCP-nakeTbl € onumeit 82 ot
«HEHaAEeXHbIX» NOPTOB.

3anpewaet npuHnmatb DHCP-nakeTsbl c onuuen 82 oT
«HEHaAEeXHbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonuyanutio
BepuUPMKaLmMa BKAOYEHA

BkntoyaeT BepuduKkaumo MAC-agpeca knmeHTa u MAC-agpeca
MCTOYHMKa, npuHAToro B DHCP-nakeTe Ha «Heg0BEpPEHHbIX»
noprax.

BbikntoyaeT Bepudukaumnio MAC-agpeca knameHTa 1 MAC-agpeca
MCTOYHMKa, NnpuHAToro B DHCP-nakeTe Ha «Heg0BEpPEHHbIX»
noprax.

ip dhcp snooping database

no ip dhcp snooping
database

PesepBHbIii dpain He
ncnonbsyerca

PaspelwaeT ucnonb3osaHue pesepsHoro daina (6asbl) KOHTpoONA
npotokona DHCP.

3anpeLyaeT Ucnosib3oBaHMe pe3epBHOro ¢alina (6asbl) KOHTPOAA
npotokona DHCP.

ip dhcp snooping port-
down action clear

no ip dhcp snooping port-
down action

—/BbIK/IIOYEHO

Mo3sBonaet ounctutb Tabanuy DHCP snooping npu nageHun
nHTepodelica.

3anpewaeT o4nCcTKy Tabanusl DHCP snooping npu nageHnn
nHTepodelica.

ip dhcp information option

no ip dhcp information
option

—/BbIK/IIOYEHO

PaspeluaeT ycTpoiicTBy AobaBneHue onummn 82 npu pabote
npotokona DHCP.

3anpelyaet yctponcTey gobasneHune onunm 82 npu pabote
npotokona DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..32)
CMMBOJIOB

YcTaHoBKa ngeHtuoukatopa Access Node ID onumm 82.

YcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.

ip dhcp information option
format-type remote-id
remote_id

remote_id: (1..128)
cMMBONOB/—

YcTaHOBKa ngeHtuouKkatopa Remote agentID onunn 82.
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no ip dhcp information
option format-type
remote-id

YcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

format: (sp, sv, pv, spv,
bin,);
delimiter: (.,;#)/npo6en

no ip dhcp information
option format-type option

HacTpoiika popmarta DHCP onuuum 82.

dopmar:

- Sp — HOMep c/I0Ta U NOPTa;

- sv — Homep cnoTa u VLAN;

- pv — Homep nopTta u VLAN;

- Spv — Homep cnoTa, nopTa un VLAN;

- bin — 6uHapHbI dpopmart: VLAN, cioT, nopT;

- user-defined — ¢opmat onpegensertca nonb3osatenem. Mpu
onpegeneHnn UCNoNb3yTCA creaytowme WabnoHbl:
%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: ANMHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopta (3HaveHue nons ifTable::ifType B
WeCcTHaALATEPUYHOM BUAE);

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;
%U: HOMep HUTA;

%S: HOMep CNoTa;

%n: HOMep nopTa (Kak Ha IMLEBON NaHenu);

%i: ifindex nopta;

%V: naeHtTnduratop VLAN;

%C: maK-agpec knumeHTa B popmate H-H-H-H-H-H;
%a: IP appec cuctemol B dopmate A.B.C.D;

%%: OAMHOYHbIN CMMBOA %.

YcTaHOBKa 3HaY€HUA N0 YMOYaHUIO.

ip dhcp information option
suboption type {tr101 |
custom}

—/tr101

no ip dhcp information
option suboption type

YcTaHoBKa popmata onumm 82.

- tr101 — ycraHaBauBaeT ¢popmat onuum 82 cornacHo
CUMHTaAKCUCYy, NPUHATOMY B pekomeHgaunax TR-101 s
cooTBeTCTBUM ¢ GOPMATOM, KOTOPLIN NpuBeaeH B Tabauue 264 —
dopmat nonew onumm 82 cornacHo pekomeHgaumam TR-101;

- custom — ycTaHaBAnBaeT GopmaT onumm 82 B COOTBETCTBUM C
dopmaTtom, KoTopbIV NpUBeLeH B Tabaunue 265.

YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.

ip dhcp route {connected |
static}

no ip dhcp route

PaspeluaeT ycTpoicTBY cO34aBaTh 3anuch B Tabaunue
MapLUpyTU3aLmMM C Mackol /32 gnsa Kaxgoro IP-agpeca
noay4yeHHoro kaneHtom ot DHCP-cepsepa.
3anucu B Tabavue MaplpyTnsaLmm aBTOMaTUYeCKU yAanAatoTca
npw UCTeYeHUU CPpOoKa apeHAabl IP-agpecos.
— connected — mapLUpyT cO3aeTcA KakK NOAKNOYEHHDBIN;
— static — mMapLUpyT co3AaeTcA KaK CTaTUYeCKUi.

| ®yHKuuMA paboTaeT ToNbKO Npu BAtoueHHbIx DHCP

Snooping u DHCP Relay.

3anpeLyaeT yCTpOMCTBY CO34aBaTh 3anNuch B Tabanue
MapLpyTU3aunmn gna Kaxaoro IP-agpeca nonyyeHHoro ot DHCP-
cepsepa.

Tabnnua 264 — dopmat nonet onuum 82 cornacHo pekomeHgaumam TR-101

lone

lNepedasaemasn uHgpopmayus

Circuit ID

Mmsa xocTa yCcTponcTea.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>
MocneaHuin 6aitT — HoMep NOpPTa, K KOTOPOMY MOAK/IIOYEHO YCTPOCTBO, OTNPaBAIo-

wee 3anpoc DHCP.

Remote agent ID

Enterprise number — 0089c1

MAC-agpec ycTponcTaa.
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Tabnuua 265 — ®opmat noneit onumm 82 perknma custom

VLAN (2 6aiiTa)
Homep moayns (1 6awiT)
Homep noprta (1 6aliT)

Mone lMepedasaemas uHgpopmayusa
OnvHa (1 6aiT)
Tun Circuit ID
Circuit ID Bnuwia (1 Gaitr)

Remote agent ID

OnvHa (1 6aiT)

Tun Remote ID (1 6aiT)
OnvHa (1 6aiT)
MAC-agpec KommyTatopa

KomaHObl pexcuma KoHgpuaypauuu uHmepgelica (QuanazoHa uHmepgeticos) Ethernet, uHmepdgpelica

epyrnnel nopmos

BuA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

NnopToB:

console (config-if) #

Tabnvua 266 — KomaHabl pexkmma KoHpurypaumm nHtepdeiica Ethernet, rpynnel nHtepdeiicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

BkntoyaeT KOHTpob NnpoTokona DHCP B npegenax
MHTepodeiica.

BbIKntoYaeT KOHTPOJIb NpoToKkona DHCP B npeaenax
nHTepoelica.

ip dhcp snooping trust

no ip dhcp snooping trust

Mo ymonyanuio
MHTepoeic He aBnseTcs
[0BEPEHHbIM

[obasnaeT nHTepdeinc B CNUCOK «A0BEPEHHbIX» MpPU
MNCMNONb30BaHUN KOHTPOIA NpoTokona DHCP. DHCP-Tpaduk
«[0BEpPEeHHOro» uHTepdelica cumtaetcs 6e30nacHbIM U He
KOHTpO/IMpyeTcA.

Ypansaer uHtepdeinc us cnnucka « 40BEPEHHbIX» Npwu
MCNob30BaHMM KOHTpOAA npotokoaa DHCP.

ip dhcp snooping limit clients
value

no ip dhcp snooping limit cli-
ents

value: (1..2048)/He 3apaH

YCcTaHOBUTb npeagenbHoe KONNYeCTBO NOAKNKYEHHbIX
KNNEHTOB.

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

ip dhcp information option
[global]

—/global

Pa3pewaeT ycTpoicTy fobasneHve onuun 82 Ha
nHTepderice npu paboTte npoTokona DHCP.

- global — gobasnexue onumn 82 onpeaensercs
HacTpovikamu Ha nHTepdeice VLAN.

no ip dhcp information option

3anpewaeT ycTpoicTey gobasneHne onummn 82 Ans AaHHOTO
MHTepdeiica npu pabote npoTokosa DHCP.

ip dhcp information option
format-type access-node-id

node_id: (1..32)

YcTaHoBKa naeHTMdmKaTopa access-node_id onuum 82 Ha
nHTEpdelice.

format-type circuit-id cir-
cuit_id

(1..63) cumsonos/—

node. id cMmMBON0OB/—

no ip dhcp information option YcTaHOBKa 3HaYeHMA N0 YMOHYaHUIO.

format-type access-node-id

ip dhcp information option circuit id: YctaHasameaeT cneumodunyHbii Circuit-id Ha nHTepdelice.

no ip dhcp information option
format-type circuit-id

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.
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ip dhcp information option
format-type remote-id re-
mote_id

remote_id:

(1..63) cumsonos/—

YctaHasaueaet cneumduyHbii Remote-id Ha nHTepdeiice.

no ip dhcp information option
format-type remote-id

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

format: (sp, sv, pv, spv, %p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;
bin, user-defined); %P: ANMHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1;
delimiter: (.,;#)/npo6en %t: TN nopTa (3HayeHue nons ifTable::ifType B

HacTpoiika popmata DHCP onuum 82 Ha nHtepdeiice.
dopmar:

- Sp — HOMep C/10Ta M NOPTa;

- sv — Homep cnoTta n VLAN;

- pv — Homep nopta u VLAN;

- Spv — Homep cnoTa, nopTa n VLAN;

- bin — 6uHapHbIl popmar: VLAN, cnoT, noprt;

- user-defined — dopmat onpegensertca nonbL3oBaTesIEM.
Mpw onpeaeneHnmn NCNoNb3yOTCA cneaytolime WabnoHbl:
%h: hostname;

LecTHaAuaTeEPMYHOM BUAE);

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;
%U: HOMep IHUTA;

%S: HOMep CNoTa;

%n: HoMep nopTa (Kak Ha INLEeBO NaHenu);

%i: ifindex nopTa;

%v: naeHtnduratop VLAN;

%c: Mak-agpec KaneHTa B popmate H-H-H-H-H-H;
%a: IP agpec cuctemol B popmate A.B.C.D.

no ip dhcp information option
format-type option

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip dhcp information option
suboption-type {global | tr101
| custom}

—/global

Hactpoika dopmata onuum 82 Ha nHTepdeiice.

- global — ¢popmat onuun onpegenserca HacTpoMkamm
onumu Ha uHTepderice VLAN;

- tr101 — yctaHaBAuBaeT ¢popmat onuum 82 cornacHo
CMHTaKCUCY, NPUHATOMY B peKomeHaaumax TR-101 s
COOTBETCTBUM C GOPMATOM, KOTOPbIN NpUBeAEH B Tabaunue
264;

- custom — ycTaHasauBaeT Gopmat onumn 82 B
COOTBETCTBMM C GOPMATOM, KOTOPbIN NpUBEAEH B Tabaunue
265.

no ip dhcp information option
suboption-type

YcTaHOBKa 3Ha4YeHnAa no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHPUrypuposaHma nHtepoeica VLAN:

console (config-if) #

Tabnunua 267 — KomaHabl pexxuma KoHpurypuposaHma nHtepoeica VLAN

Komanda 3HayeHue/3HayeHue no
YMOAYAHUIO

Aeilicmeue

ip dhcp information op-
tion [global]

—/global

no ip dhcp information
option

PaspewaeT ycTpoicTey fobasneHuve onunm 82 Ha nHTepdeice
npwv pabote npotokona DHCP.

- global — gobasneHue onumn 82 onpeaensiercs
rnobanbHbIMM HACTPOMKaMK.

3anpewaeT ycTpoicTay fobasneHue onuun 82 gna AaHHOIO
VLAN npwu paboTe npoTtokona DHCP.
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ip dhcp information op- YcTaHOBKa naeHtMounKatopa access-node_id onumn 82 ana
tion format-type access- paHHoro VLAN.

node-id node_id node_id: (1..32)

no ip dhcp information CMMBO/I0B/— YCcTaHOBKa 3HAY€HUA NO YMOHAHUIO.

option format-type ac-
cess-node-id

ip dhcp information op- YcTaHoBKa naeHTudunkatTopa remote_id onuun 82 ana
tion format-type remote- paHHoro VLAN.

id remote_id: (1..32)

no ip dhcp information CMMBO/I0B/— YCTaHOBKa 3HAYEHUA NO YMOHAHUIO.

option format-type re-

mote-id

ip dhcp information op- Hactpowika ¢opmata DHCP onumm 82 ans gaHHoro VLAN.
tion format-type option dopmar:

format [delimiter delim- - Sp — HOMep C/I0Ta U NopTa;

iter] - sV — Homep cnoTa u VLAN;

- pv — Homep nopta u VLAN;

- Spv — Homep cnoTa, nopta u VLAN;

- bin — 6uHapHbI popmaT: VLAN, cnoT, nopT;

- user-defined — dopmat onpeaenserca nonb3osatenem. Mpu
onpegeneHnm NCNob3yoTca cneaytowme WabnoHol:

%h: hostname;

%p: KOPOTKOE UMsA nopTa, Hanpumep gil/0/1;

%P: AnMHHOE MMA nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMN nopTa (3HaueHue nonsa ifTable::ifType B
LWecTHaALaTeEPUYHOM BUAE);

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;

%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H;

%U: HOMep IOHUTA;

%S: HOMmep C/0Ta;

%n: HoMep nopTa (KaKk Ha MLEeBoi NaHenn);

%i: ifindex nopra;

%v: ngeHtndukaTtop VLAN;

%C: MaK-agpec KnveHTta B popmate H-H-H-H-H-H;

%a: IP agpec cuctembl B popmate A.B.C.D.

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npo6en

no ip dhcp information YcTaHOBKa 3Ha4YeHMA MO YMOAYaHMIO.

option format-type op-

tion

ip dhcp information op- HacTtpoiika dopmata onuum 82 gna pgaHHoro VLAN.

tion suboption-type - global — ¢dopmat onumm onpepensetca rnobanbHbIMK
{global | tr101 | custom} HacTpoWKamu;

- tr101 — yctaHaBnuBaeT popmat onuum 82 cornacHo
CUHTAKCUCy, NPUHATOMY B pekomeHgaumax TR-101 8
—/global COOTBETCTBUM C GOPMATOM, KOTOPbIN NpuBeaeH B Tabauue
264;

- custom — ycTaHaB/ivMBaeT popmaT onumm 82 B COOTBETCTBUM
¢ dopmaTtom, KOTopbIii NpuBeaeH B Tabnuue 265.

no ip dhcp information YCTaHOBKa 3HAYEHUA NO YMOTHAHUIO.
option suboption-type

KomaHObl pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOoKK perkmma Privileged EXEC:

console#
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Tabnmua 268 — KomaHabl pexkmma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
o ymon4aHuro
ip dhcp snooping binding [ob6asnset B baiin (6asy) KoHTpona npotokona DHCP
mac_address vian_id cootseTcTBMe MAC-agpeca kaneHTa, rpynne VLAN m IP-agpecy
ip_address {gigabitethernet ANA YKa3aHHOro uHTepodelica.
gi_port | [aHHan 3anucb byaeT feicTBUTEIbHA B TEUEHWE YKa3aHHOTO B
tengigabitethernet gi_port: (1..8/0/1..48); | KOMaHAe BPEMEHM KU3HM 3aNNUCK, €C/IN KIMEHT He OTNPaBUT
te_port | te_port: (1..8/0/1..24); | 3anpoc Ha DHCP-cepsep Ha obHOBneHMe. Talimep 0bHynAeTca
fortygigabitethernet fo_port: (1..8/0/1..4); | B C/y4ae Nosy4eHWUs OT KAMEHTa 3anpoca Ha obHoBAeHKe
fo_port | port-channel group: (1..48); (komaHaa focTyNHA TONBKO A1 NPUBUIETMPOBAHHOIO
group} expiry {seconds | seconds: nonb3osaTens).
infinite} (10..4294967295) cek | - seconds — BPEMA }KM3HW 3aNUCK;
- infinity — Bpems »XM3HW 3aNUCK He OrpaHMYeHo.
no ip dhcp snooping Ypanset us ¢anna (6asbl) KOHTPOAA NpoToKosa DHCP
binding mac_address cooTsetcTBMe MAC-aapeca kaneHTa u rpynnbl VLAN.
vlan_id
clear ip dhcp snooping OuuwaeTt daiin (6asy) KoHTpons npotokona DHCP nau
database {mac-address oTAenbHyo 3anuck B daiine(base) koHTpons DHCP.
mac_address} {vlan vlan} gi_port: (1..8/0/1..48);
{gigabitethernet gi _port | te_port: (1..8/0/1..24);
tengigabitethernet fo_port: (1..8/0/1..4);
te port | group: (1..48);
fortygigabitethernet vlan: (1..4094)
fo_port | port-channel
group}

KomaHOobl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabanua 269 — KomaHgb! pexkmuma EXEC

3HaveHue/3Ha4yeHue »
Komanda / Aelicmeue
no ymoa4aHuro

show ip dhcp information . MokasbiBaeT nHGopmaumo 06 ucnonb3osaHuu onumm 82
option npoTtokona DHCP.
show ip dhcp snooping Moka3sblBaeT KOHOUTypauuio GYHKLUKM KOHTPOA NPOTOKOANA
imnathanetol oot g por 110148, | O
. gogrt | te_port: (1..8/0/1..24);

P L fo_port: (1..8/0/1..4);
fortygigabitethernet roup: (1..48)
fo_port | port-channel group: {L..
group]
show ip dhcp snooping MoKa3blBaeT cooTBETCTBMA U3 paina (6asbl) KOHTpoONA
binding [mac-address npoTtokona DHCP.
mac_address] [lp-addrerss gi_port: (1..8/0/1..48);
ip_address ] [vlan vian_id]
[gigabitethernet gi_port | te_port: (1..8/0/1..24);

o .. — fo_port: (1..8/0/1..4);
tengigabitethernet
te_port | group: (1..48);

— id: (1..
fortygigabitethernet vian_id: (1..404)
fo_port | port-channel
group]
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[Tpumepbl 8bINOAHEHUA KOMAHO

= Paspewwntb ncnonbzosaHmne DHCP onunm 82 8 10 VLAN:

console# configure

console (config)# ip dhcp snooping

console (config) # ip dhcp snooping vlan 10

console (config) # ip dhcp information option
console (config)# interface gigabitethernet 1/0/24
console (config) # ip dhcp snooping trust

= [lokasaTb BCe COOTBETCTBUS U3 TabanLbl KOHTpOAA NpoTokona DHCP:

console# show ip dhcp snooping binding

5.28.5 3awuma IP-adpeca knueuma (IP source Guard)

dyHKUMA 3awmThl IP-agpeca (IP Source Guard) npeaHa3sHaveHa ans duabTpauum Tpaduka, NPUHATOrO
¢ nHTepdeiica, Ha ocHoBaHMK Tabnubl cooTBeTcTBMM DHCP snooping 1 ctatnyecknx cootsetctanit IP Source
Guard. Takum obpasom, IP Source Guard nossosiaeT 6opoTbca ¢ nogmeHol IP-agpecos B nakeTax.

/ MocKkonbKky PyHKUUA KOHTpoNA 3awmTtbl IP-agpeca ucnonbayeT Tabaunubl COOTBETCTBUM
DHCP snooping, MmeeTr CMbIC1 MUCNOAb30BaTb AAHHYK (YHKUUIO, nNpeaBapuUTe/IbHO
HacTpous u Bkatouns DHCP snooping.

V dyHKuumio 3awuTbl IP-agpeca (IP Source Guard) Heo6xoaMMO BKAOUUTB rN06anbHO U ANA
uHTepdeiica.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KOHOUrypaumm:
console (config) #

Tabnunua 270 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuro

ip source-guard BkAtovaeT GpyHKUMIO 3aWwmThl IP-agpeca KAMeHTa 415 BCero

KOomMmyTaTopa.
- — /BbIKAOYEHO

no ip source-guard BbIKktoYaeT GpyHKLMIO 3awuThl IP-agpeca KAMeHTa Ans BCero
KOomMmyTaTopa.

ip source-guard binding Co3paHue cTaTUYeCcKoW 3anmcK B Tabanue COOTBETCTBUA

mac_address vlan_id ip_ad- mexay IP-agpecom KnmneHTa, ero MAC-agpecom 1 rpynno

dress {gigabitethernet gi_port: (1..8/0/1..48); VLAN gns ykasaHHOro B KomaHze nHTepdeiica.

gi_port | tengigabitether- te_port: (1..8/0/1..24);

net te_port | fortygiga- fo_port: (1..8/0/1..4);

bitethernet fo_port | port- group: (1..48);

channel group} vlan_id: (1..4094).

no ip source-guard binding YpaneHue ctaTuyeckon 3anmcu B Tabamue cCooTBETCTBMA.

mac_address vian_id

ip source-guard tcam re- 3afaer YacToTy 06palleHnsa yCTPOMCTBA K BHYTPEHHUM

tries-freq {seconds | never} pecypcam C Lenbto 3anncy B NamaTb HEaKTUBHBIX 3aLLMLLEHHbIX

seconds: (10..600)/60 cek | IP-aapecos.

- never — 3anpeLLaeT 3anucb B NamaTb HEAKTUBHbIX
3awmweHHbIX IP-agpecos.
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no ip source-guard tcam
retries-freq

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHduUrypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console (config-if)#

Tabnnua 271 — KomaHab! pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl uHTepdelicos

KomaHda

3HayeHue/3HayeHue
10 yMon4aHuio

Aelicmeue

ip source-guard [vlan
{vlan-id}]

no ip source-guard [vlan
{vian-id}]

— /BbIK/IOYEHO

BkntoyaeT dyHKUMIO 3awmThl IP-agpeca KimMeHTa ana
HacTpanBaemoro nHTepodeiica.
- vlan — onuuoHanbHO ANA oTAeNbHbIX vian.

BbIKk/toYaeT GyHKLMIO 3awmThl IP-agpeca KaveHTa ana
HacTpanBaemoro nHTepodeiica.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:

console#

Tabnnuya 272 — KomaHgb! pexkmma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aeiicmeue

ip source-guard tcam locate

BpyuHyto 3anycKaeT npouecc obpalleHns ycTpoicTea K

BHYTPEHHUM pecypCam C LeNnbto 3annucu B NamMATb HEAKTUBHbIX

3awWmLeHHbIX IP-agpecos. KomaHga foCTynHa TObKO AN
NPUBMIETMPOBAHHOTO MOJIb30BaTENS.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 273 — KomaHabl pexkmuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show ip source-guard con-
figuration [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

yCTpoOWMcTBa.

KomaHgza oTobpaskaeT HacTpoKy GpyHKUMM 3awmThbl IP-
appeca Ha 3afiaHHOM, Inbo Ha Bcex MHTepdencax
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show ip source-guard sta- KomaHaa otobpaskaet cratyc dyHKLMM 3awmThl IP-agpeca
tus [mac-address mac_ad-
dress] [ip-address ip_ad-
dress ] [vlan vian_id] [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

ONA yKasaHHoro uHtepdelica, IP-agpeca, MAC-agpeca unm

gi_port: (1..8/0/1..48); rpynnb! VLAN.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

show ip source-guard inac- KomaHgza oTobpaskaeT He akTMBHble IP-agpeca oTnpasuTens.
tive

[pumepbl 8bINOAHEHUS KOMAHO

MoKas3aTb HacTPOMKy PYHKUMM 3awwmuThl IP-aapeca ans Bcex MHTepdeincos:

console# show ip source-guard configuration

IP source guard is globally enabled.

Interface State
te0/4 Enabled
te0/21 Enabled
te0/22 Enabled

BKNOUMTb GyHKUMIO 3awmThl IP-agpeca ana ¢dunbTpaummn TpadrKa Ha OCHOBaHUKM Tabauubl COOTBET-
ctBuin DHCP snooping u ctatudeckux cootseTcTBuid IP Source Guard. Co3gaTb CTaTUYECKYHO 3annch B
Tabnuue cooTseTcTBMA AnA uHTepoderica Ethernet 12: IP-agpec knveHta — 192.168.16.14, ero MAC-
agpec — 00:60:70:4A:AB:AF. UHTepdelic B 3-i1 rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
tengigabitethernet 1/0/12

5.28.6 KoHmponb npomokona ARP (ARP Inspection)

®yHKUMA KOHTpona npoTokosia ARP (ARP Inspection) npeaHasHayeHa AN 3aWuTbl OT aTak C

ucnosb3oBaHvem npotokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpaduka). KoHTposb
npotokosa ARP ocyliecTBAseTcA Ha OCHOBE CTaTUYecKMx cooTBeTcTBuit IP- 1 MAC-agpecoB, 3agaHHbIX 4nA
rpynnbl VLAN.

]

MopT, cCKoOHPUrypUpoBaHHbIA «HepoBepeHHbIM» ana GpyHKuun ARP Inspection, ponkeH

e TaK}Ke 6bITb «HepgoBepeHHbIM» ana ¢pyHKuun DHCP snooping nam coorserctene MAC-aa-
peca u IP-apgpeca gna 3Toro Nnopra A0NXKHO 6biTb CKOHQUIYPUPOBAHO CTaTUYECKU. UHaue
BAAHHbIV NOPT He byaeT oTBeyaTb Ha 3anpocbl ARP.
V [Ona HeHapEXHbIX NOPTOB BbINONHAIOTCA NPOBEPKU cooTBeTcTBUiM IP- 1 MAC-aapecos.
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KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (config) #

Tabanua 274 — KomaHgbl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

ip arp inspection

no ip arp inspection

Mo ymonyaHuto GbyHKUMA
BbIK/tOYEHA

BK/toYaeT KOHTpob NpoTokona ARP (dpyHKumto ARP
Inspection).

BbIKk/Il0YaeT KOHTPOb NpoTokona ARP (pyHKumMio ARP
Inspection).

ip arp inspection vlan
vlan_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094);
Mo ymonyaHuio GyHKumA
BbIK/lOYEHa

PaspelaeT npoBepKy npoTokona ARP, ocHOBaHHyt Ha 6ase
cooTBeTcTBMir DHCP snooping, B BbibpaHHoM rpynne VLAN.

3anpelaeT nposepky npoTtokosna ARP, ocHoBaHHyto Ha 6a3e
cooTBeTcTBuit DHCP snooping, B BbibpaHHOM rpynne VLAN.

ip arp inspection validate

no ip arp inspection vali-
date

MpepocTtaBnseT cneunduyHble NPOBEPKN ANA KOHTPOANA
npotokona ARP.

MAC-agpec uctodHuka: na ARP-3anpocos n oteeTos
npoeepAeTca cooteeTcTBMe MAC-aapeca B 3aronoeke Ethernet
MAC-agpecy NCTOYHUKA B COA4EPKMMOM NpoToKosa ARP.
MAC-agpec Ha3HavyeHuA: [ina ARP-oTBeTOB NpoBsepsaeTca
cooTBeTcTBMe MAC-aapeca B 3aronoeke Ethernet MAC-agpecy
Ha3Ha4YeHUA B CoOAepPKMMOM npoTokona ARP.

IP-agpec: MNposepaetca cogepxmmoe ARP-nakeTa Ha Hanmuune
HeKoppeKTHbIX IP-agpecos.

3anpewaet cneumduryHbIe NPOBEPKU AR KOHTPOAA
npotokona ARP.

ip arp inspection list create
name

no ip arp inspection list
create name

name: (1..32) cumBona

1. Co3pgaHue cnmcKa ctatuyecknx ARP-cooTBeTcTBUMNA.
2. Bxog, B pexxum KoHourypaumm ARP-CrIMCKOB.

YpaneHue cnucka ctatmyecknx ARP-cooTBeTCTBUNA.

ip arp inspection list assign
vlan_id

no ip arp inspection list as-
sign vian_id

vlan_id: (1..4094)

HasHavaeT cnucok ctatnyecknx ARP-cooTseTcTBui ann
yKasaHHon VLAN.

OTMeHseT Ha3HayYeHMe CnMcKa cTaTuyeckux ARP-cooTBeTcTBMIA
o8 ykasaHHou VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection log-
ging interval

seconds: (0..86400)/5 cek

3a43eT MMHUMANbHbIN MHTEPBAN MEXAY COOBLWEHNAMM,
copepKalmmm nHpopmaumio npotokona ARP,
nepeaaBaembiMu B KypHan.

- 3HayeHue 0 yKasbIBaeT Ha TO, YTo coobuweHua byayT
reHepuMpoBaTbCA He3aMeaNTENbHO;

- infinite — He reHepnpoBaTb COOOLLEHWUI B XKYpHanN.

YcTaHaBAMBaeT 3HAYeHWe no YMOANYaHULO.

KomaHOwb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnel nopmos

Bupa 3anpoca KoMaHAHOW CTPOKK B pexkmme KoHpurypaummn nutepdeica Ethernet, nntepdeitca rpynnoi
NopTOB:

console (config-if)#
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Tabnunua 275 — KomaHabl pexkuma KoHpurypauum nntepdeliica Ethernet, rpynnel uHtepdelicos

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo ymonyaHuio
MHTepdelc He aBnaeTca
[0BEepeHHbIM

[obaBnser nHTepdeic B CNUCOK «LOBEPEHHBIX» NPU
MCMNo/Ib30BaHUM KOHTPOAs nNpoTokoaa ARP. ARP-Tpaduk
«40BEPEHHOTO» UHTEpdelica cunTaeTca 6e30NacHbIM U He
KOHTpOAIMpyeTCA.

YaanaeT uHteppeinc n3 cnucka «4oBepeHHbIX» Npu
MCNONb30BaHUWN KOHTPONA NpoToKoaa ARP.

ip arp inspection limit rate
rate

no ip arp inspection trust
limit rate

rate:(0..2048)/0 pps

HacTpouTb orpaHuyYeHue CKOPOCTU Pa3peLLeHHbIX arp-nakeTos
B pps.

YLanuTb orpaHUYeHMe CKOPOCTU 418 Pa3peLLeHHbIX arp-
nakeTos.

KomaHObI pexcuma KoHgu2ypayuu ARP-criuckos

Bupg, 3anpoca KOMaHAHOW CTPOKU B pexkume KoHdurypaumm ARP-cnUCKOB:

console# configure

console (config)# ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 276 — KomaHabl pexruma KoHpurypaumm ARP-cnuckos

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-ad-
dress mac_address

[obaenaeT cTaTnyeckoe cooTsetcTeume IP- 1 MAC-agpecos.

Ypanaet ctatuyeckoe cootsetcteme IP- 1 MAC-agpecos.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:

console#

Tabnuua 277 — Komanapl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip arp inspection [gi-
gabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MNMoKasbiBaeT KOHOUIypauuio GyHKLMM KOHTPOAS MPOTOKOA
ARP Inspection Ha Bbi6paHHOM MHTEPdeiice/Bcex
MHTepdercax.

show ip arp inspection list

MoKasblBaeT CNUCKKN CTaTMYecKMx cooTeeTcTeumi IP- u MAC-
aapecoB (KOMaHAa JOCTYMHA TOIbKO ANA NPUBUAETMPOBAHHOIO
nonb3osaTens).

show ip arp inspection sta-
tistics [vlan vian_id]

vlan_id: (1..4094)

MoKa3bIBaeT CTaTUCTUKY 419 CAeAYHOWMX TUMNOB NaKeTos,
KoTopble 6bln 06paboTaHbl Npu nomoLm GyHKuMm ARP:
- nepefaHHble naketbl (forwarded);

- noTepsiHHble nakeTbl (dropped);

- owmnbku B IP/MAC (IP/MAC Failures).
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clear ip arp inspection sta-
tistics [vlan vian_id]

vian_id: (1..4094) OuunwaeT CTaTUCTUKY KOHTpOAA npoTokona ARP Inspection.

[pumepbl 8bINOAHEHUS KOMAHO

= BKAOUYUTb KOHTPOJIb NPOTOKOoNa ARP 1 106aBnUTb B CNUCOK spisok cTaTnyeckoe cootseTcTBme: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HasHauuTb cnucok spisok ctatnuyeckux ARP-
cootBetcTBui ans VLAN 11:

console# configure

console (config)# ip arp inspection list create spisok

console (config-ARP-list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-1list)# exit

console (config) # ip arp inspection list assign 11 spisok

= [lokasaTb CNMCKM CTaTUUYeCcKux cooteeTcTeui IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.28.7 ®dyHkyuoHan First Hop Security

MakeT ¢dyHKUMI First Hop Security BkntoyaeT B ceba aHanusatop DHCPv6-naketos, IPv6 Source Guard, ND
Inspection n RA Guard. [laHHbI Habop GYHKUMI NpegHasHavyeH ana obecneyeHns KOHTPoAA U punbTpaumm IPve
TpaduKa B ceTu.

AHanunzatop DHCPv6 naketoB nossonser gobasnAatb coceneint B Tabanuy npmeasok IPv6 binding table npu
nony4yeHuun agpeca no DHCP, a TaKkKe no3sonseT 60poTbea ¢ HegoepeHHbIMU DHCPV6 cepeepamu.

IPv6 Source Guard no3BonsieT yCTPONCTBY OTKAOHATb TPAaPUK, €CM OH UCXOAUT OT agpeca, KOTOpbI He co-
XxpaHeH B IPv6 binding table. Tabanua npusasok coceaent IPv6 binding table, nogkntouyeHHbIX K ycTpoONCTBY, CO-
3[aeTcA M3 TaKUX UCTOYHMKOB MHPOPMALIMK, KaK OTCNEKMBaHME MO NPOTOKONY 0bHapyxKeHua coceaeit (NDP).

C nomoupto pyHKummn ND Inspection KommyTaTop npoBepseT coobueHus NS (Neighbor Solicitation) n NA
(Neighbor Advertisement) 1 coxpaHsiet ux B IPv6 binding table. Ha ocHoBaHUU TabanLbl KOMMyTaTOp OTGpachI-
BaeT tobble nogaensHble coobweHna NS / NA.

®dyHKumoHan RA Guard no3sosseT 610KMPOBATb MAN OTKIOHATb HEXKenaTesibHble UM NOCTOPOHHME CO06-
weHus Router Advertisement (RA), noctynatowue Ha KOMMyTaToOp OT MapLIpyTU3aTopa.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHGUrypaumm:

console (config) #

Tabnnua 278 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymon4aHuio
ipv6 neighbor binding pol- Co3aaTb NONUTUKY NPUBA3KK cocegelt (neighbor binding) n
icy policy_name policy_name: (1..32) NepeinTn B pexum eé KoHbUIypMpoBaHus.
no ipv6 neighbor binding cMmBoOa Y8anuTb NONUTUKY NPUBA3KK coceseit.
policy policy_name
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ipv6 first hop security log-
ging packet drop

no ipv6 first hop security
logging packet drop

— /BbIKOYEHO

AKTUBMPYET IOTMPOBaHUE APONa NAaKeToB Npu HECOOTBECTBUM
noanTUKam 6esonacHocTy cy*6 RA Guard, ND Inspection,
DHCPv6 Guard u IPv6 Source Guard.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

ipv6 source guard policy
policy_name

no ipv6 source guard policy
policy_name

policy_name: (1..32)
cumBona

Co3paTtb nonnTuKy Source Guard v nepeinTn B pexmum eé
KOHOUIypUpPOBaHUA.

Ypansaet nonutuky Source Guard.

KomaHObI pexcuma KoHgu2ypayuu noaumuKu npussasku cocedell

BuAa 3anpoca KoOMaHAHOM CTPOKK:

console (config-nbr-binding) #

Tabnuua 279 — KomaHabl pexuma NoJUTUKN NPUBA3KN coceaen

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

logging binding enable

logging binding disable

— /BbIK/IIOYEHO

Bk/itouaeT ormposaHune aobasnerus/yaanequs IPv6 s tabaumuy
NPVBA3KK coceael.

BbIkntovyaeT nornposaHue aobasneHuna/yaanerqus IPv6 B
Tabmuy NpuBA3KKM coceaen.

max-entries {interface-
limit | vlan-limit | mac-
limit} {/imit | disable}

no max-entries

limit:
(0..65535)/0TKNtO4EHO

OnpeaennTb MakCUManbHOE KOIMYECTBO 3anuceit B Tabaumue
NpWBA3KK coceaelt.

interface-limit — onpegenute AumuT gns nHtepdeiica,
vlan-limit — onpegenute numut VLAN,

mac-limit — onpegenntb AumuT MAC-agpecos,

disable — paspewnTb MakcMManbHOE KONNMYECTBO 3anucen.
MaKcumanbHoe 3HaveHue = 4294967294.

YCTaHOBUTb 3HaYeHue no YMO4aHMUIO.

address-config {dhcp | any
| stateless}

no address-config

—/address-config

BKntounTb fob6aBneHme 3anmcen B Tabanuy nNpuBsA3KM cocesen
Ha OCHOBAHMUMU:

dhcp — naketa DHCPv6 Reply. Mpu atom Bce Link-local IPv6-
afpeca BHOCATCA B Tab/MLy NPUBA3KM coceaein No yMONYaHUI0
B pe3yabTaTte aHanmnsa ICMPv6-nakeTos,

any — no6asnaTb Bce agpeca,

stateless — Ha ocHoBe IPv6 RA coobuieHunin.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypauuu noaumuku Source Guard

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-nbr-srcgrd) #

Tabnnua 280 — KomaHabl pexxuma ipvé Source Guard noAnUTUKM

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

trusted-port

no trusted-port

— /BbIKOYEHO

OnpeaenvTb AOBEPEHHbIV NOPT. JaHHaA NOAUTUKA
HaBeLWMBAETCA HA NOPT, Ha KOTOPOM He [,0/13KHa NPUMEHATLCA
noanTuKa Source Guard.

YCTaHOBUTb 3HaYeHue no YMON4aHUIO
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuA 3anpoca KoOMaHAHOM CTPOKM pexxmnma KoHourypaumm nHtepoeica VLAN:
console (config-if)#

Tabnnua 281 — KomaHgbl pexkuma KoHurypaunm nHtepoeiica VLAN

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymoa4aHuro
ipv6 first hop security BkntoyaeTt ICMPv6 n DHCPV6 snooping Bo vian.
- . - —/BbIK/IOYEHO -
no ipvé6 first hop security Bbikntouaet ICMPv6 n DHCPv6 snooping Bo vlan.
ipv6 neighbor binding Bk/sitovaeT NpuBAsKy cocenelt u gobasneHue 3anunceii B Tabauuy.

—/BbIK/IOYEHO

no ipv6 neighbor binding BbIkNtoYaeT NpmBA3Ky coceselt n gobasneHue 3anucen B Tabamuy.

ipv6 source guard BkntoyaeT IPv6 Source Guard.
no ipv6 source guard —/Bbiknio4eHo Bbikntouaet IPv6 Source Guard.

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 282 — KomaHgb! pexkmuma EXEC

3HayeHue/3HayeHue
no yMmoa4aHuo

KomaHda Aelicmeue

OT06pa3nTb HacTponkmM PyHKLMI IPV6 First Hop Security.

show ipv6 first hop security

show ipv6 source guard _ OT06pasunTb cocTosiHMe dyHKUMM IPV6 source guard.
show ipv6 neighbor binding _ OT06pasunTb TabAULy NPUBA3OK coceaent.
table

5.29 ®dyHkumm DHCP Relay nocpegHuka

5.29.1 ®yHkyuu DHCP Relay dns IPv4

KommyTtatopbl noaaep:kusatoT pyHKunm DHCP Relay areHTta. 3apgadeit DHCP Relay areHTa siBnsetcs
nepeaaya DHCP-naKkeToB OT KAMeHTa K cepBepy 1 obpaTHO B cnydae, ecnm DHCP-cepBep HaxoauTca B 0gHOM
CeTu, a KANeHT B Apyroi. [lpyroi dyHKLMel apasaeTca obasneHne gononHuTenbHblx onuuii 8 DHCP-3anpocs!
KnneHTa (Hanpumep, onuum 82).

MpuHumn pabotol DHCP Relay areHTa Ha KOmMMyTaTope: KOMMyTaTop NPUHMMAET oT KaneHTa DHCP-
3anpochbl, NepeaaeT 3TV 3anNpPocbl CEPBEPY OT MMEHMU KAMEHTA (OCTaBAsAA B 3anpoce onuuu ¢ Tpebyembimu
KAMEHTOM NapameTpamu W, B 3aBUCMMOCTU OT KOHUrypaumm, fobaensas ceou onumu). Moayyns oTeeT oT
cepBepa, KOMMyTaToOp NepeaaeT ero KJANeHTy.
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KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoOM KOHOUIypaumm:
console (config) #

Tabanua 283 — KomaHgbl pexknuma rnobanbHoi KoHdurypaumm

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue

no yMmoaYaHuro
ip dhcp relay enable Mo yMoNuYaHuMIo areHT BkntoueHune pyHkuni DHCP Relay areHTa Ha KommyTaTope.
no ip dhcp relay enable BbIK/IIOYEH BbikntoueHne ¢pyHKumMii DHCP Relay areHTa Ha KommyTaTope.
ip dhcp relay address ip_ad- vlan_id: (1..4094) 3apaét IP-agpec gocrtynHoro DHCP-cepsepa ana DHCP Relay
dress [vlan vian_id] Moxket areHTa.
no ip dhcp relay address V 6bITb 338aHO | Ypanset IP-agpec U3 cnvcka DHCP-cepsepos s DHCP Relay
[ip_address] A0 BOCbMU areHTa.

cepBepos B BUAe

AnanasoHa uau

nepeyncneHnem.
ip dhcp relay information HacTpoiika popmata DHCP onuum 82.
option format-type option dopmar:
format [delimiter delimiter] - SV — Homep csioTa un VLAN;

format: (sp, sv, pv, - pv — Homep nopta n VLAN;

Sp\{' tfm); - Spv — HOomep cnoTa, nopta u VLAN;
delimiter: - bin — 6uHapHbIli popmart: VLAN, cnor, nopr.
- - (.,;#)/npoben

no ip dhcp relay infor- YcTaHOBKa 3HaY€HMA N0 YMOJYaHUIO.

mation option format-type

option

ip dhcp relay information 3agaeT naeHTUduKaTop remote-id .

option format-type remote-

id word word: (1..63) cumeo-

no ip dhcp relay infor- nos Ypansaet ugeHtndukatop remote-id.

mation option format-type

remote-id

ip dhcp relay information YCcTaHOBKa CTPOKU MAEHTUPMKALMKM YCTPOMCTBa AOCTYNa.

option format-type ac- word: (1..48) cumeo-

cess-node-id word nos/
: - naeHTuduKaTop =
no ip dhcp relay infor- o BOCCTaHOBWTbL HAaCTPOMKM MO YMONYAHUIO.
) . YCTPOWCTBA He
mation option format-type
. Ha3HauyeH.

access-node-id
ip dhcp relay information HacTtpoiika ¢opmata onuum 82.
option suboption-type - tr101 — yctaHaBAuBaeT Gopmat onuumn 82 cornacHoO CUHTaKCUCY,
{tr101 | custom} NPUHATOMY B pekomeHaaumax TR-101 (cm. Tabnuuy 264);

- custom — ycTtaHasauBaeT GopmaT onumm 82 B COOTBETCTBUM C

—/tr101

dopmaTom, NpmBeseHHOM B Tabanue 265.
no ip dhcp relay infor- Bo3BpalyaeT 3Ha4yeHMe No YyMOHAHUIO.
mation option suboption-
type
ip dhcp relay source-port Mcnonb3oBaTh B KaUecTBe MCTOYHWKA 3a4aHHbIn UDP-nopr.
port Port: (0..65535)/67
no ip dhcp relay source- BOCCTaHOBUTb HAaCTPOMKM MO YMONYAHUIO.
port

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B perxnume KoHdurypaumm nutepdeica VLAN:

console# configure
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console (config) # interface vlan vlan id
console (config-if) #

Tabnuua 284 — KomaHabl pexmma KoHpurypaumm nHtepoeiica VLAN, nHtepoelica Ethernet

3HayeHue/3Ha4eHue »
KomaHda / Aeiicmeue
no yMoa4YaHUuto
ip dhcp relay enable BkntoueHune PpyHKumi DHCP Relay areHTa Ha HacTpanBaemom
Mo ymon4YaHWio areHT MHTepodeiice.
no ip dhcp relay enable BbIK/IO4EH BobikntoueHue ¢yHKumuin DHCP Relay areHTa Ha HacTpavBaemom
MHTepodeiice.
KomaHOb! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#
Tabnunua 285 — KomaHab! pexkuma EXEC
3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
o yMOAYAHUIO
show ip dhcp relay OTobparkaeT KoHOUIrypaunio HacTpoeHHo M dyHKumMmn DHCP
— Relay areHTa 4ns KommyTtaTopa U OTAE/bHO ANA MHTEPdENcos,
a TaK¥Ke CMMCOK A0CTYMHbIX CEPBEPOB.

[pumepbl 8bINOAHEHUS KOMAHO

= [lokasaTtb cocTonaHue pyHKumMmn DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.29.2 ®yHKyuu DHCP Relay 0ns IPv6 u Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP relay gns npotokona IPv4 KoMmmyTaTop MOMKET BbINOJIHATL GYHKLMWU NOCPeaHUNKa ann
DHCPv6. [laHHbIl PyHKUMOHAN peanm3oBaH B Buae nosHosecHoro DHCPv6 Relay Agent m Lightweight DHCPv6
Relay Agent cornacHo RFC6221.

®yHKuMA LDRA no3sonAeT BCTaBUTb B KAneHTckme DHCPv6-nakeTbl onumn 18 n 37, He nsmeHaa ¢opmat
naketa. MNonHoBecHbit DHCPv6 Relay no3eonsaet ocyuwectenste nepegadyy DHCPv6-nakeToB OT KAMEHTa K
cepBepy 1 obpaTHO B caydae, ecnn DHCPv6-cepBep HaxoauTca B O4HOM CETU, @ KNWEHT B gpyroi. dpyroi
dyHKUMel naBnAaetca gobasneHve onumn 18 m 37 B DHCPv6-3anpocbl KaueHTta. MMpuHumMn paboThbl
nonHosecHoro DHCPv6 Relay areHTa Ha KOMMyTaTope: KOMMYTaTop NPUHMMaeT oT KaneHTa DHCP-3anpocsl,
nepegaer 3TM 3anNpocbl cepBepy OT MMEHU KIMEHTA (OCTaBasA B 3aNpoce onuum ¢ TpebyembiMn KANEHTOM
napameTpamu M, B 3aBUCMMOCTM OT KOHdurypaumm, aobasnsa csom onummu). Monyums oTBeT OT cepsepa,
KOMMyTaTop nepefaeT ero KANeHTy.
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KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KoMaHAHOM CTPOKM pexmnma rnobanbHOro KOHPUrypmposaHma:

console (config) #

Tabnnua 286 — KomaHab! pexkuma rnobasbHOro KOHGUrypmpoBaHus

KomaHoa

3HayeHue/ 3HayeHue
no ymon4aHuro

Aeiicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YkasbiBaeT agpec DHCP-cepBepa nan HacTpamsaeT
nexogAaWwmMn nHTepoeic.

Ypanset agpec DHCP-cepsepa nau ucxogawmii nHtepodeiic.

ipv6 dhcp information option
format-type interface-id word

no ipv6 dhcp information op-
tion format-type interface-id

word: (1..63) cumsonos

3agaeT naeHTUdPMKaTop nopta (onuma 18)

YpanseT nugeHtudukaTop nopra

ipv6 dhcp information option
format-type remote-id word

no ipv6 dhcp information op-
tion format-type remote-id

word: (1..63) cumBonos

3agaet naeHtnodukaTop remote-id (onyua 37)

Ypansaet ugeHtuodukatop remote-id.

lvp6 dhcp guard policy word

no ipv6 dhcp guard policy
word

word: (1..32) cumBonos

Co3gaét nonntuky DHCPv6 Relay, BxoauT B pexum eé
KOHPUryprpoBaHus.

Ypansaet nonntuky DHCPv6 Relay.

ipv6 dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

Preference: (0..255)

HacTpanBaeT MMHUMANbHYIO U MaKCUMabHYIO FPaHULLy oS
preference, otnpasnsaemoro B Advertise dhcpv6 coobieHnn
oT cepBepa KaneHTy. Advertise dhcpvé coobleHnma ¢
BbIXOAALWMMM 3a rpaHuLy preference byayt oTbpoLueHbl.

YaanaetT MUHUMaNbHYO U MaKCUMabHYIO rpaHuLy Ans
preference.

KomaHObI pexcuma KoHgu2ypuposaHua noaumuxku DHCPv6 Relay

BuAa 3anpoca KOMaHAHOWM CTPOKM:

console (config-dhcp-guard) #

Tabnnua 287 — KomaHgb! pexmuma KoHpurypuposaHua noantukn DHCPv6 Relay

KomaHda

3HauyeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

device-role {client | server}

no device-role

word: (1..63)
CMMBOJIOB

3afaéT posib NOPTa, K KOTOPOMY NPUBA3aHa NOAUTUKA. MopT
MOKeT 6bITb 0603HaYeH KaK LLOBEPEHHbIN — B CTOPOHY
cepBepa M Kak Hef0BepPeHHbI — B CTOPOHY KAMEHTa.

Ypanaet ponb NopTa, K KOTOPOMY NpUBA3aHA NONUTUKA.
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match reply disable OTKNOYUTbL NPOBEPKY BblAAHHbIX CEPBEPOM a4 PECOB B

nosy4YeHHbIX coobeHnsax DHCPv6

—/BbIK/OYEHO

no match reply BK/OUMTbL NPOBEPKY BblAAHHbIX CEPBEPOM a4 PECOB B

nosy4yeHHbIx coobuieHnax DHCPv6

HacTpouTtb pMAbTPaLMIo BbIAAHHbIX CEPBEPOM AAPECOB B
nosyyeHHbIx coobueHnax DHCPv6 cornacHo prefix-list

match reply prefix-list word
word: (1..32)
CMMBOJI0B

OTKNOUNUTD GUNBTPALMIO BbILAHHBIX CEPBEPOM aAPECOB B
nosnyyeHHbIx coobueHnax DHCPv6 cornacHo prefix-list

no match reply

match server address disable OTKNOYUTBL NPOBEPKY agpeca cepBepa B NOYYEHHbIX

coobueHuax DHCPv6

—/BbIK/OYEHO

no match server address BkAOUMTbL NPOBEPKY afpeca cepsepa cepBepom afpecos B

nosy4yeHHbIx coobuieHnax DHCPv6

match server address prefix-list
word

HacTpouts ¢puabTpaLumio agpeca cepsepa B NoAyYEHHbIX
word: (1..32) coobuieHunax DHCPv6 cornacHo prefix-list

CMMBO/10B

no match server address OTKNOUUTB GUALTPALMIO afpeca cepBepa B NOYYEHHbIX

coobuieHunax DHCPv6 cornacHo prefix-list

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKMU:

console (config-if) #

Tabnvua 288 — KomaHabl pexkmuma KoHPurypuposaHusa nHrtepdeica Ethernet

KomaHda

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YkasbiBaeT agpec DHCP-cepBepa nan HacTpamsaeT
nexogAawmn nHtepoeic.

Ypanset agpec DHCP-cepsepa uau ucxoaawmin uHtepoeiic.

ipv6 dhcp relay information
option format-type interface-
id word

no ipv6 dhcp relay information
option format-type inter-
face-id

word: (1..63) cumBonos

3afaet naeHTndmKaTop nopta (onumsa 18)

BoccTtaHaBnAuBaeT 3HaYeHMeE MO YMONYAHUIO.

ipv6 dhcp relay information
option format-type remote-id
word

no ipv6 dhcp relay information
option format-type remote-id

word: (1..63) cumsonos

3apaeT naeHtuomkatop remote-id (onumsa 37)

BoccTaHaBivMBaeT 3HavYeHMe No YMOTHAHUIO.

ipv6 dhcp guard attach-policy
word [vlan vian_id]

no ipv6 dhcp guard attach-pol-
icy word

word: (1..32) cumsonoB
vlan_id: (1..4094)

3apaeT naeHtudukatTop remote-id (onumsa 37)

BoccTaHaBimMBaeT 3HavYeHMe No YMOTHAHUIO.

ipvé dhcp guard preference
minimum preference maxi-
mum preference

Preference: (0..255)

HacTpanBaeT MUHUMA/IbHYIO M MaKCMMa/bHYIO rpaHuLy ais
preference, otnpasnsemoro B Advertise dhcpv6 coobuieHmm
oT cepBepa KauneHTy. Advertise dhcpvb coobieHnmus ¢
BbIXOAAWMMM 3a rpaHuuy preference 6yayT oT6poLLEHDI.
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no ipv6 dhcp guard preference
minimum maximum prefer-
ence

Yaanser MUHUMabHYIO U MaKCUMaJIbHYHO rpaHuLy Ans
preference.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgetica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabanua 289 — KomaHgbl pexuma KoHpurypuposaHua nHtepoeica VLAN

3HayeHue/ 3HayeHue
no yMmoA4aHuo

KomaHda Aeiicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vlan_id }

YKasbiBaeT agpec DHCP-cepsepa nnu Hactpansaet
nexogawmn nHtepdeic.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);

group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

Ypanset agpec DHCP-cepBepa nau ucxogawmii uHtepdeiic.

ipv6 dhcp relay information
option format-type interface-
id word

3agaet naeHtndukaTop nopta (onumsa 18)

" " - word: (1..63) cumBosioB
no ipv6 dhcp relay information

option format-type inter-
face-id

BoccraHaBnnBaeT 3HaYeHMeE MO YMONYAHUIO.

ipv6 dhcp relay information
option format-type remote-id
word

3apaet naeHtnodukatop remote-id (onuua 37)

word: (1..63) cumBonos

no ipv6 dhcp relay information
option format-type remote-id

BoccTaHaBnAuBaeT 3HaYeHMe Mo YMONYAHUIO.

ipv6 dhcp guard [attach-policy 3apaeT naeHtTupmkatTop remote-id (onumsa 37)

word]

no ipv6 dhcp guard [attach-
policy word]

word: (1..32) cumBonos
vlan_id: (1..4094)

BoccTaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

ipv6 dhcp Idra

—/BbIK/IOYEHO

Bkntoyaet Lightweight DHCPv6 Relay Agent (LDRA).

no ipv6 dhcp Idra BksitouaeT Lightweight DHCPv6 Relay Agent (LDRA).

ipv6 first hop security [attach-
policy word]

PaspewaeTt paboty pyHKuumii DHCPV6 guard, Relay, LDRA,
ICMPv6, DHCPv6.

- - - —/BbIK/IOYEHO
no ipveé first hop security [at-

tach-policy word]

3anpeuwaeT paboty ¢pyHKLMn DHCPV6 guard, Relay, LDRA,
ICMPv6, DHCPv6.

Mpumep HacTporkn DHCPv6 LDRA:

console#

console# configure

console (config) # ipvé dhcp guard policy DHCP RELAY TRUST
console (config-dhcp-guard) # device-role server

console (config-dhcp-guard) # exit

console (config) # !

console (config) # interface gigabitethernet 1,/0/12
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console (config-if) # ipv6é dhcp relay information option format-type
interface-id Gil2

console (config-if) # ipvé dhcp relay information option format-type remote-id
MES2324
console
console
console
console
console
console
console
console
console
console

config-if) # exit

config) # !

config)# interface gigabitethernet 1/0/24

config-if)# ipv6é dhcp guard attach-policy DHCP RELAY TRUST
config-if) # exit

config) # !

config) # interface vlan I

config-if)# ipv6é dhcp ldra

config-if)# ipvé dhcp guard

config-if)# ipvé first hop security

o e

5.30 KoHpwurypauua PPPoE Intermediate Agent

®dyHKuMA PPPOE IA peanvsoBaHa B COOTBETCTBUM C TpeboBaHuAMKU aokymeHTa DSL Forum TR-101 um
npegHasHavyeHa 41a UCNOJ/Ib30BAHUA HA KOMMYyTaTopax, paboTatowmx Ha ypoBHe A0CTyna.

®PyHKUMA No3BONSET AONOAHATL NakeTbl PPPOE Discovery nHpopmaument, xapaktepusytowen nHtep-
deinc goctyna. 3To HeOb6X0ANMMO ANA UAEHTUPMKALMM MOJIb30BaTENIbCKOTO MHTepdeica Ha cepBepe AoCTyna
(BRAS, Broadband Remote Access Server). YnpasneHune nepexsaTtom n o6paboTkoit naketos PPPoE Active Dis-
covery ocyLuecTBaseTca rnobasbHO A5 BCEro YyCTPOMCTBA M BbIBOPOYHO A/1A KaXKA0ro MHTepdeica.

Peanunsaums ¢yHKUMM PPPOE IA npegocTaBnseT 4ONOAHUTE/IbHbIE BO3MOMKHOCTN KOHTPOS COOBLLEHN
NPOTOKO/1a NyTeM Ha3HaYeHUs AOBEPEHHbIX MHTEPdENCOB.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pexxmnma rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnnua 290 — KomaHabl pexuma rnobanbHom KoHduUrypaumm

3HayeHue/3HayeHue

KomaHoa Aelicmeue
o ymMoA4aHuro
pppoe intermediate-agent PaspewunTtb paboty PPPoOE Intermediate Agent.
no pppoe intermedi- —/OTKAIOYEH 3anpetutb paboty PPPOE Intermediate Agent.
ate-agent
pppoe intermediate-agent YCTaHOBUTb IMMUT BPEMEHU HEaKTUBHOCTM NO/Ib30BaTeNs.

timeout seconds
- - seconds :(0..600)/300 -
no pppoe intermedi- BoCCTaHOBWTbL HAaCTPOMKM MO YMOAYAHMIO.

ate-agent timeout
pppoe intermediate-agent

YcTaHOBKa CTPOKM MaeHTUbMKaLmMK yCTpoiicTBa focTyna.

. word: (1..48
format-type access-node-id ( )
word cumsona/
. . naeHtTnduKatop —
no pppoe intermedi- . BOCCTaHOBMTb HAaCTPOMKM MO YMO/TYAHMUIO.
YCTpOIiCTBa He
ate-agent format-type ac- HasHaeH
cess-node-id )
pppoe intermediate-agent YcTaHOBKa TekcTa cooblieHua 06 olmbke npesbilieHWa pas-
format-type generic-er- word: (1..128) mepa naketa (MTU), otnpasnaemoro PPPoE IA 8 PADO wam
ror-message word ) C”MBO“a/PPP_OE PADS nakeTax.
Discover packet is too /. Ecnum cooblyeHne coaepxnT cumeonbl npobena, ero
large to process. Heo6X0AMMO 3aKNI0UMTb B KaBbIUKM.

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx 285




HELTEX

no pppoe intermedi-
ate-agent format-type ge-
neric-error-message

BoccTaHoBUTL HaCTpOlZKVI NoO YMO/THaHUIO.

pppoe intermediate-agent
format-type option {sp | sv
| pv | spv | user-defined}
delimeter [.,:#/ ]

no pppoe intermedi-
ate-agent format-type op-
tion

—/ycTaHoBneH
dopmart B
cooTtBeTcTBUM ¢ TR-101:
slot / port : vlan;

HacTtpoiika Habopa napameTpoB 1 pasgenmTens Mexay HUMK,
KOTOpble UCNO/b3YtoTcA AN GopMUpPOoBaHUA Nogonumm circuit -id.
B KOmaHAe MCnonb3yoTcs cneaytowme ycnoBHble 0603HaueHnn:
-sp — slot + port

-sv — slot + vlan

- pv — port +vlan

- spv — slot + port + vlan

- user-defined — dopmat onpeaenserca nonb3osatenem. Mpu
onpegeneHnm UCNonb3yoTca cneaytowme WwabnoHbl:

%h: hostname;

%p: KOpPOTKOEe UmA nopTa, Hanpumep gil/0/1;

%P: ANMHHOE UMA NopTa, Hanpumep, gigabitethernet 1/0/1;

%t: TMN nopTa (3HauyeHue nons ifTable::ifType B
LWecTHaALuaTeEPUYHOM BUAE);

%m: MAC-agpec nopta B ¢popmaTte H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;

%U: HOMep HHUTA;

%S: HOMmep CNoTa;

%n: HoMep NopTa (KaKk Ha IMLEeBoW NaHenn);

%i: ifindex nopTa;

%v: naeHtnduraTtop VLAN.

%c: MAC-agpec aboHEHTCKOro YCTPOMCTBa;

%alvlan_id]: IP-agpec nHtepdeiica VLAN. Ecam vlan_id He yka3saH,
To noacrtasnsaetca IP-agpec uHtepderica default vlian. Ecam IP-
agpec He HalaeH, noactasnaetca agpec 0.0.0.0.

BoccTaHoBUTL HaCTpOVIKM NO YMO/ZIHaHUIO.

pppoe intermediate-agent
format-type remote-id re-
mote_id

no pppoe intermedi-
ate-agent format-type re-
mote-id

remote_id: (1..128)
CUMBOIOB

HasHauyeHue naeHtuduKatopa remote-id, nobasnsemoro Kom-
MYTaTopOM r106asbHoO.

BoccraHaBnuBaer HaCTpOVIKy NO YMO/ZIHaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHOUrypaumm nHtepdeica:

console (config-if) #

Tabnnua 291 — KomaHabl pexkuma KoHourypaumm uHtepdeica Ethernet, rpynnel noptos

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

pppoe intermediate-agent

no pppoe intermedi-
ate-agent

—/3anpet

PaspeweHue paboTbl PPPOE Intermediate Agent Ha
nHTepdelice.

3anpeT paboTbl PPPOE Intermediate Agent Ha nHTepdeiice.

pppoe intermediate-agent
format-type circuit-id cir-
cuit_id

no pppoe intermedi-
ate-agent format-type cir-
cuit-id

circuit_id: (1..63)
CMMBOJIOB

HasHaueHune npgeHtndukartopa circuit-id, sobasnsemoro
KoMMyTaTopom. MaeHTudUKaTop, 3a4aHHbIM B KOMaHAE,
NONHOCTbIO NepeonpeaenseT NAEHTUGUKATOP, BbIUUCAAEMbIN
Ha ocHoBe rnobanbHbIx NapameTpos access-node-id n
option/delimeter.

BoccTaHaBnMBaeT HAaCTPOWKY Ha OCHOBE r106anbHbIX
napametpos access-node-id u option/delimeter.
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DHELTEX

pppoe intermediate-agent
format-type remote-id re-
mote_id

no pppoe intermedi-
ate-agent format-type re-
mote-id

remote_id: (1..63)
cumsonos/MAC-agpec
KoMMyTaTopa.

HasHaueHune naeHtndukaTopa remote-id, gobasnaemoro
KommyTaTopom. NaeHTnduKaTop A0NKeEH BbITh
CKOHUryprMpoBaH Ha BCcex UHTepdelicax KoMmMmyTaTopa, rae
paboTaeT PPPOE IA.

BoccTaHaB/MBAET HACTPOMKY MO YMONYaHUIO.

pppoe intermediate-agent
trust

no pppoe intermedi-
ate-agent trust

—/He asnsaeTca
[l0BEPEHHbIM.

YnpasneHue pexumom gosepus K nHtepodeicy. KomaHaa
nobasnaeT MHTepdenc K CNUCKY J0BEPEHHbIX.
NHTepdelicbl, K KoTopbiM NnogKkntoveHbl PPPoE-cepsepbl,
HaCTpamBatOTCA KaK foBepeHHble. MHTepdelcbl, K KoTopbiM
NOAKNIOYEHbI NO/Ib30BaTeNN, HAaCTPaMUBAOTCA KakK
HefOBEPEHHbIE.

BoccTaHaBAuBaeT 3Ha4YeHMeE N0 YMOAYAHMUIO.

pppoe intermediate-agent
vendor-tag strip

no pppoe intermedi-
ate-agent vendor-tag strip

— /BbIKAOYEH

PaspeweHue yaanenus vendor-specific onuumn n3 naketos
PADO, PADS, PADT nepepg, 0TNpaBKoOM UX B CTOPOHY
nonb3osatens. PyHKLMA yaaneHNa MOKeT bbiTb UCNO/Ib30BaHa
TONbKO Ha UHTepdelice, Ha KOTOPOM paspelleHa pabota PPPoE
IA 1 KoTopbIl ABNAETCA A0BepPeHHbIM NHTepdelicom. Obbl4HO
dYHKUMA yaaneHusa HacTpansaeTca Ha nHTepodeiice,
obpaleHHom B cTopoHy PPPoE-cepsepa.

BbikntoyaeT pexxum yganeHums.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:

console#

Tabnunua 292 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show pppoe intermedi-
ate-agent info [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTobpaxkeHune HacTpoek PPPoE Intermediate Agent. Echm B
KOMaHZe ABHO He 334aH nHTepdeic, To KoMaHaa BbINOHAETCA
0N Bcex nHTepdelicos, rae paspeweHa pabota PPPoE IA n Bcex
[,0BEPEHHbIX NOPTOB.

show pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTobparkeHue cTaTUCTMKKM paboTbl PPPOE Intermediate Agent.
Ecnun B KomaHAe He 3afaH ABHO UHTepdelic, To KoMmaHaa
BbINONIHAETCA ANA BCeX MHTepdelicos ¢ paspelueHHbIM PPPOE |A
BCEX [,0OBEPEHHbIX MOPTOB.

clear pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OumncTKa CcTaTUCTMKK paboTbl PPPOE Intermediate Agent. Echv B
KOMaHZe He 3aJiaH ABHO MHTepdelic, TO KoMmaHAa BbINOSHAETCA
b5 BCcex MHTepdelicos ¢ paspelueHHbiM PPPOE IA 1 Bcex
[0BEPEHHbIX MOPTOB.

show pppoe intermedi-
ate-agent sessions [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTobparkeHne BCeX 3aperncTpUpPOBaHHbIX KNIMEHTCKUX CECCUTA.
Ecnu B KOMaHze He 3af,aH ABHO UHTepdelic, To oTobparkatoTea Bce
Ceccuu ¢ COpTUPOBKOI No UHTepdeicam.
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clear pppoe intermedi-

dress]

ate-agent sessions [mac-ad-

mac address: (H.H.H
van H:H:H:H:H:H nan
H-H-H-H-H-H)

3aKprBaeT K/NIMEHTCKYIO ceccuio. Ecnm He ykasaH mac address, TO
BCe ceccumnm.

5.31 KoHdwurypaumua DHCP-cepBepa

DHCP-cepBep ocyLLecTBAAET LEeHTPaM30BaHHOE yrnpaBieHne CEeTeBbIMM agpecaMmn U COOTBETCTBYIO-
LWMMW KOHPUTYPALLMOHHBIMK NapaMeTpamm, aBTOMATUYECKN NPEeLOCTaBAAA UX KNMEeHTaM. DTO NO3BOJIAET U3-
6exKaTb Py4YHOW HAaCTPOMKMN YCTPOICTB CETU U YMEHbLUIAET KOIMYECTBO OLLNOOK.

Ethernet-kommyTaTopbl MoryT paboTtaTb Kak DHCP-KnueHT (nonyyeHmne cobereseHHoro IP-aapeca ot cep-
Bepa DHCP), Tak 1 Kak DHCP-cepBep. BoamokHa ogHoBpemeHHas pabota DHCP-cepeepa n DHCP-relay.

KomaHObI pexxcuma 2a0b6an6Hol KOHgpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXnmMa rnobanbHoOM KOHGUIypauum:

console (config) #

Tabanua 293 — KomaHgb! pexknuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

ip dhcp server

no ip dhcp server

—/BbIK/IOYEHO

BkntoyeHune dpyHKunn DHCP-cepBepa Ha KommyTaTope.
l Mepep sBkntoueHnem DHCP-cepBepa
. npepaBapuUTeNbHO A,0/XKHbl 6bITb OTKAOUEHbI DHCP-
KnneHTbl Bo Bcex VLAN. B TOM Uncie BKAIOYEHHDI
no ymonyaHuto DHCP-knuneHT 8o VLAN 1.

BbikntoueHue ¢yHKUMn DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool host name

no ip dhcp pool host name

name: (1..32) cumBonos

Bxog, B pexxum KoHbUrypaumm ctatuyeckux agpecos DHCP-
cepsepa.

Ypanser koHourypaumto DHCP-knveHTa ¢ 3a4aHHbIM
MMEHEM.

ip dhcp pool network
name

name

no ip dhcp pool network

name: (1..32) cumBonos

Bxog, B pexxum koHburypauumn DHCP-nyna agpecos DHCP-
cepsepa.
- name — umsa DHCP-nyna agpecos.
MakcumanbHo gonyctumoe Konndecrso DHCP pool
. YKas3aHo B Tabnuue 9.

Ypanaetr DHCP-nyn ¢ 3agaHHbIM UMEHEM.

low_address [high_ad-
dress]

ip dhcp excluded-address

dress low_address
[high_address]

no ip dhcp excluded-ad-

YKa3sbiBaeT IP-agpeca, Kotopble DHCP-cepsep He byaeT
Ha3HavaTb gna DHCP-knneHTOB.

- low-address — HayanbHbIl IP-agpec AManasoHa;

- high-address — KoHeu4HbIN IP-agpec ananasoHa.

YpaneHue IP-agpeca u3 cnnucka UCKAOYEHUI ANA Ha3HAYeHun
ero DHCP-knneHTtam.

ip dhcp ping enable

no ip dhcp ping enable

—/BbIK/IOYEHA

BkntounTb nepegaydy ICMP-3anpocoB Ha HasHavyaembli |P-
afpec, 4Tobbl NPOBEPUTL 3aHATOCTb agpeca, Npexae Yem oH
6ynet HazHayeH DHCP-knneHTy.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.

ip dhcp ping count number

no ip dhcp ping count

number: (1..10)/2

Onpepenaet KonnyecTso otnpasnaembix ICMP-3anpocos.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip dhcp ping timeout time

time: (300..1000)/500 mc

OnpegaenseT TalimayT, B TeyeHue KoToporo DHCP-cepBep
OXKMJaeT OTBET C agpeca, Ha KoTopblit nonyyeH ICMP-3anpoc.
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| no ip dhcp ping timeout | | YCTaHOBWTb 3HAYEHME MO YMOHAHUIO. |

KomaHObI pexcuma KoHgu2ypayuu cmamu4yeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOWN CTPOKM B pexxnume KOHPUrypaumm ctatmyeckmx agpecos DHCP-cepsepa:

console# configure
console (config) # ip dhcp pool host name
console (config-dhcp) #

Tabnnua 294 — KomaHgbl pexuma KoHpurypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

address ip_address {mask |
prefix_length} {client-iden-
tifier id | hardware-ad-
dress mac_address}

no address

PyyHoe pe3sepsuposaHue IP-agpecos gna DHCP-knuneHTa.

- ip_address — IP-aapec, KoTopblit ByaeT conocTaBneH ¢
dU3NYECKMM aapeCcoM KNEHTa;

- mask/prefix_length — macka noacetv/anvHa npedukca;

- id — dusnyeckuit agpec (MaeHTMPUKaTOP) ceTeBol KapTbl;
- mac_address — MAC-agpec.

Ypanaet 3apesepsupoBaHHble IP-agpeca.

client-name name

no client-name

name: (1..32) cumBosioB

Onpepgenset uma DHCP-knneHTa.

Ypanaet uma DHCP-knueHTa.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHdurypauumu nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool network name
console (config-dhcp) #

Tabnnua 295 — KomaHgbl pexxuma KoHpurypaumm

KomaHoa

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

address {network_num-
ber | low low_address high
high_address} {mask | pre-
fix_length}

no address

YcTaHaBAMBaeT HOMep NOACETM U MACKy NOACETU ANA nyna
appecos DHCP-cepsepa.

- network_number — IP-agpec Homepa noAceT;

- low_address — HavanbHbIN IP-agpec grMana3oHa afpecos;
- high_address — KoHeuHbIl IP-agpec Anana3oHa aapecos.
- mask/prefix_length — macka nogcetn/ganHa npedukca.

Ypansaet koHourypaunio DHCP - nyna agpecos

lease {days [hours
[minutes]] | infinite}

no lease

—/1 peHb

Bpemsa apeHabl IP-aapeca, KOTOpbI HazHavyeH oT DHCP.
- infinite — Bpema apeHAbl He OrpPaHNYEHO;

- days — KONNYecTBo gHEW;

- hours — KonnyecTBO Yacos;

- minutes — KONMYECTBO MUHYT.

YCTaHOBUTb 3HaYeHMEe N0 YMOHYAHWUIO.

ping enable

no ping enable

—/BbIKNOYEHA

BkntounTb nepeaavy ICMP-3anpocoB Ha Ha3Havaembll IP-
afpec, 4Tobbl NPOBEPUTL 3aHATOCTL aApeca, Npexae Yem OH
6yaeT HazHayeH DHCP-KnueHTy.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.
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KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-dhcp) #

Tabnnua 296 — KomaHgbl pexuma KoHpurypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeiicmeue

default-router ip_ad-
dress_list

no default-router

Mo ymonuyaHuto cnmucok
MapLIpyTU3aTOPOB He
onpegeneH.

Onpegenaer CNMCOK MapLIpyTU3aTOPOB MO YMOIYAHUIO An

DHCP-knueHTa:

- ip_address_list — cnucok IP-aapecoB MapLupyTM3aTOPOB.,

MOXET CoAepKaTb A0 8 3anunceit, pasaeneHHbix npobesom.
' IP-agpec maplupyTM3aTopa AonXKeH 6bITb B TOM e
o NOACETH, YTO U KAINEHT.

YcTaHaBAMBaeT 3HaAYeHue no YMONYaHULO.

dns-server ip_address_list

no dns-server

Mo ymonyaHuio cnncok
DNS-cepBepoB He
onpegeneH.

OnpepaenaeT cnncok DNS-cepBepoB, AOCTYNHbIX ANA
KknmneHTos DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepsepos, moeT
cofepyKaTb 0 8 3anucei, pasaeneHHbIx npobenom.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

domain-name domain

no domain-name

domain: (1..32) cumsonos

Onpegenaet gomeHHoe umsa ana DHCP-knneHToB.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonuyaHuio cnmucok
WINS-cepBepoB He
onpeaeneH.

Onpepaenaet cnncok WINS-cepsepoB, AOCTYMHbIX ANA
KknuneHTtoB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepos,
MOKET COAEePKaTb A0 8 3anuceli, pasaeneHHbix npobenom.

YcTaHaBAUBaeT 3HaYeHUe No YMONAYAHUIO.

netbios-node-type {b-node
| p-node | m-node | h-
node}

no netbios-node-type

Mo ymonyaHuto TMn y3na
NetBIOS He onpegeneH.

Onpegenset mn y3na NetBIOS Microsoft ana knveHTos
DHCP:

- b-node — WnpoKoBeELLATENbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUHMPOBAHHbIN;

- h-node — rMbpunaHbLIN.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

next-server ip_address

no next-server

Mcnonb3yetca anAa ykasaHua DHCP-kaneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro AONKEH BbITb
NoJly4YeH 3arpy3ouHbli dpann.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3yetca anAa ykaszaHua DHCP-kaneHTy umsa cepsepa, €
KOTOPOro A0/1KeH BbITb NONYYEH 3arpy304Hbli dain.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

bootfile filename

no bootfile

filename: (1..128)
CMMBO/IOB

YKasbiBaeT uMaA paiina, MCNob3yemoro ANsA HavyanbHoM
3arpy3ku DHCP-knueHTa.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

time-server ip_address_list

no time-server

Mo YMON4YaHUIO CNNCOK
cepBepoB He onpegeneH.

OnpegfensaeT CNMCOK CepBepoB BPeMeHM, AOCTYMHbIX AN1A
knneHtos DHCP.

- ip_address_list — cnucok IP-agpecoB cepBepoB BPeMEHM,
MOXET CoAepKaTb A0 8 3anuceit, pasaeneHHbix npobesom.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}} [de-
scription desc]

code: (0..255);
bool_val: (true, false);
int_val: (0..4294967295);
ascii_string: (1..160)
CUMBO/IOB;
desc: (1..160) cumBosioB

Hactpansaet onuuu DHCP-cepsepa.

- code — kog onumm DHCP-cepBepa;

- bool_val — noruyeckoe 3HayeHMue;

- integer — uenoe NoNOXNTeNbHOE YNCNO;
- ascii_string — cTpoka B popmarte ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoKa B 16-om dopmarte;
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| no option code | Ynansaet onuyun ana DHCP-cepsepa. |

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKM pexnma Privileged EXEC:

console#

Tabnunua 297 — KomaHgb! pexuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmesue

clear ip dhcp binding
{ip_address | *}

YaaneHue 3anuceit ns Tabanubl cooTBETCTBUA GU3NYECKUX
aApecos 1 aapecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HasHayeHHbIi DHCP-cepsepom;
- ¥ — yaanuTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHoUrypaumm DHCP-cepeepa.

show ip dhcp excluded-ad-
dresses

MpocmoTp IP-appecos, koTopbie DHCP-cepsep He byaeT
Ha3sHa4vaTb Ana DHCP-knneHTOB.

show ip dhcp pool host

MpocmoTp KOHOUIypaumm ansa ctatmyecknx agpecos DHCP-

[in_address | name] name: (1..32) cepsepa:
CMMBO/OB - ip_address — IP-appec KANeHTa;
- name — nma DHCP-nyna agpecos.
show ip dhcp pool network name: (1..32) MpocmoTp KoHbUrypauumn DHCP-nyna agpecos DHCP-cepsepa:
[name] CMMBONOB - name — nma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address]

MpocmoTp IP-agpecos, KOTOpble COMOCTaBAEHbI C
dU3NYECKMMU apecaMu KJIMEHTOB, a TaK XKe BPeMs apeHasbl,
cnocob HasHavyeHunna u coctosHue IP-agpecos.

show ip dhcp server statis-
tics

MpocmoTp ctatnctukmn DHCP-cepsepa.

show ip dhcp allocated

MpocmoTp akTMBHbLIX IP-agpecos, BblaaHHbIX DHCP-cepsepom.

[pumepbl 8bINOAHEHUS KOMAHO

= Hactpoutb DHCP-nyn ¢ umeHem test n ykasatb gna DHCP-KAneHTOB: uma gomeHa — test.ru, wnios

no ymonyaHuto — 192.168.45.1 n DNS-cepsep — 192.168.45.112.

console#

console# configure

console (config)# ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp) # dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

—_ — — —
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v/

5.32 KoHdwurypauma ACL (cnucku KoHTpona aoctyna)

ACL (Access Control List — cnucoK KoHTpons agocTyna) — Tabnuua, KoTopasa onpeaenseT npasuia
dnnbTpaumm BXoAALLero U ucxogAawero Tpaduka Ha OCHOBAHMM MepenaBaembiX B MaKeTax NPOTOKOJIOB,
TCP/UDP noprtos, IP-agpecos nan MAC-agpecos.

ACL-cnucku Ha 6ase IPv6, IPv4 1 MAC-agpecoB He A0/KHbl MMeTb OAUHAKOBble Ha3Ba-

IPv6- 1 IPv4-cnucku moryT pabotaTtb BMecTe Ha ogHOM ¢pusnueckom uHtepdeice. CNUCok
ACL Ha 6a3e MAC-agpecauum He MOXKeT coBmeLLaTbca co cnuckom IPv6. lBa cnucka oam-

HaKOBOro TMNa He MoryT paboTaTb BMecTe Ha MHTepdeiice.

KomaHgbl Ana co3faHua W pefakTMpoBaHWsA cnvckoB ACL AOCTYMHbI B peume rnobanbHoM
KOHUrypaumum.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUrypauumn nmeet Bug;

console (config) #

Tabnnua 298 — KomaHabl Ana co3aaHmna n KoHourypaumm cnuckos ACL

KomaHoa

3HayeHue/3HayeHue
no yMmon4YaHuo

Aelicmeue

ip access-list access_list
{deny | permit} {any |
ip_address [ip_ad-
dress_mask]}

no ip access-list access_list

ip access-list extended ac-
cess_list

no ip access-list extended
access_list

ipv6 access-list access_list
{deny | permit} {any |
ibv6_address [ipv6_ad-
dress_prefix]}

no ipv6 access-list ac-
cess_list

ipv6 access-list extended
access_list

no ipv6 access-list ex-
tended access_list

mac access-list extended
access_list

access_list: (0..32)
cumBoNa

CospaHune ctaHaapTHoro cnucka ACL.

- deny — 3anpeTuTb NPOXOXKAEHME NAKETOB C YKa3aHHbIMMU
napameTpamu;

- permit — paspewunTb NPOXOXKAEHME NAKETOB C
YKa3aHHbIMM NapameTpamm.

YpanuTb cTaHOapTHbIN cnncok ACL.

Co3paHne HOBOro pacwmnpeHHoro cnucka ACL ana
aapecaunu IPv4 1 Bxopa, B pexkum ero KoHourypauum (ecnm
CMUCOK C A@aHHbIM UMEHEM €eLLle He co3aH), IMbo BXxos B
PEeXMM KOHPUIypaL MM paHee CO34aHHOTO CMUCKA.

YpaneHue pacwmpeHHoro cnucka ACL ana agpecauum IPv4.

CospaHne HoBOro cTaHgapTHoro cnucka ACL gna agpecaumm
IPv6.

- deny — 3anpeTuTb NPOXOXKAEHME NAKETOB C YKa3aHHbIMU
napameTpamu;

- permit — paspewunTb NPOXOXKAEHME NAKETOB C
YyKa3aHHbIMW NapameTpamu.

YpaneHue ctaHgapTHoro cnncka ACL ana agpecauumm IPv6.

Co3paaHune HOBOrO pacluMpeHHoro cnucka ACL gas
aspecauuu IPV6 1 BXoZA B peXnM ero KoHdurypaumm (ecnm
CMUCOK C A@aHHbIM UMEHEM eLLle He co3AaH), IMbo BXos B
pexmMm KoHOUrypaumm paHee CO34aHHOIO CNncKa.

YpaneHue pacwupeHHoro cnucka ACL ana agpecauum IPv6.

Co3paHue HoBoro cnmcka ACL Ha 6ase MAC-agpecaumm u
BXOZ, B PEXUM €ro KoHoUrypaumm (ecam cnmcok ¢ gaHHbIM
MMEHeM eLLe He CO34aH), MB0 BXOA, B peXUM
KOHPUrypaLmm paHee CO34aHHONO CMCKa.
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no mac access-list ex- Yaanenue cnucka ACL Ha 6a3e MAC-agpecaumu.

tended access_list

access-list configuration YcTaHaBauBaeT pexxum KoHourypuposaHua ACL.

mode {default | commit} - default — ACL M0XXHO pefakTMpoBaTb TOIbKO TOrAa, Koraa
OH He NPMBA3aH HU K OAHOMY U3 MHTepdeiicos. HacTpoiku

— /default npasun ACL npumeHATCcA HemeaIeHHO.

- commit — ACL MOXXHO pefiakTMpOBaTb, KOrAa OH NpuBA3aH
K pusnueckomy unm VLAN untepdericy. UsmeHeHun
BCTYNalOT B CUY NOC/IE BbINONHEHWUA KOMaHAbl access-list
commit.

access-list commit — MNpumeHaeT nsmeHeHna Bo scex ACL-cnuckax.

access-list commit {ac- access_list: (0..32) MpuMmeHAeT M3MeHeHus B onpegeneHHom ACL-cnucke.

cess_list} cMmBOAa

access-lists statistics { port BkntoyeHume cTtaTucTmkm cnmckos ACL

| vlan} - port — TonbKo ana cnnuckos ACL, npmBA3aHHbIX K
dusmyeckum nHTepdencam;
- vlan — TonbKo ansa cnuckos ACL, NpuBA3aHHbIX K
nHTepdeiicam VLAN.

— /BbIKAOYEHO /'  [Ana kommyTtaTtopos cepun MES23xx BO3MOXKHO
BK/IlOYEHMe CTaTUCTUKMU cnuckos ACL,
NPUBA3AHHbIX TONbKO K GU3NUECKUM NopTam

WU TONbKO K uHTepdeiticam VLAN.

no access-lists statistics { BbIkntoyeHme ctaTucTmkm cnnckos ACL.

port | vlan}

time-range time_name Bxog B pexxum KoHourypaumm time-range n onpegeneHuve

time_name: (0..32) BPEMEHHbIX MHTePBaIoB A/1A CNUCKa AoCTyna.
cumBona - time_name — vima npoduns HacTpoek time-range.
no time-range time_name YpaneHue 3agaHHol KoHdUrypauum time-range.

Ona Toro u4tobbl aKTMBM3MpOBaTb cnucok ACL, HeobxoguMmo cBsizaTb €ro C WHTepdeicom.
NHTepdeiicom, CNob3YIOLLMM CNIMCOK, MOXKeT BbiTb 60 nHTepdeiic Ethernet, nnbo rpynna nopTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepapelica Ethernet, VLAN, epynnsl nopmos

KomaHgHan cTpoKa B pexkmme KoHourypaumm nitepdeiica Ethernet, VLAN, rpynnbl NOpTOB UMEET BUA;:

console (config-if) #

Tabanua 299 — KomaHga HasHadeHua cnncka ACL-uHTepdelicy

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
service-acl {input | out- B HacTpolikax onpeaenéHHoro pusnyeckoro nHTepderica
put} access_list KOMaHAa NpMBA3bIBAET YKa3aHHbIN CMINCOK K AaHHOMY
nHTEpodelicy.
access_list: (0..32) J! Npussaska K uutepdeiicy VLAN BO3MOXKHa TONIbKO
cumsona V ANA HanpaBaeHua input.
no service-acl {input | YaaneHue cnucka c nHtepdeiica.
output}

KomaHOb! pexcuma Privileged EXEC

KomaHaHan cTpoka B perkume Privileged EXEC nmeet Bua:

console#
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Tabnnua 300 — KomaHabl Ana npocmoTpa cnnckos ACL

KomaHda

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

show access-lists [ac-
cess_list]

show access-lists
time-range-active [ac-
cess_list]

access_list: (0..32)
cuMmBoOsia

MokasaTtb cnuckn ACL, co3gaHHble Ha KOMMmyTaTope.

MokasaTtb cnuckn ACL, co3gaHHble Ha KOMMmyTaTope, KoTopble B
HacToALLee BpeMa ABNAAIOTCA aKTUBHbIMMU.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

MokasaTtb cnunckm ACL, HazHauYeHHble HTepdelicam.

clear access-lists counters
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

O6HYNNTb BCe cyeTumkm cnuckos ACL, 1Mo cHeTYnKM gna CNUCKOB
ACL 3apgaHHoOro nHtepdelica.

show interfaces access-lists
trapped packets [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MNoKa3aTb CYETYMKM CMUCKOB AocTtyna.

clear access-lists statistics

OumncTUTb CTaTUCTMKY cnuckos ACL.

show access-lists candi-
date-config

MokasbiBaeT coctoAaHMe Bcex ACL-cnMcKoB nocae BbINONHEHUA
KOMaHAbl access-list commit.

show access-lists candi-
date-config {access_list}

access_list: (0..32)
cumBona

MNMoka3biBaeT coctoiHne onpegeneHHoro ACL-cnucka nocne
BbINO/IHEHUA KOMaHAbl access-list commit.

show candidate-config ac-
cess-list

MokasbiBaeT, Kak byayT sbirnagets ACL-cnucku B show running-
config nocne BbINOHEHMA KOMAHAbI access-list commit.

KomaHOowbi pexcuma EXEC

KomaHgaHan cTpoka B pexkume EXEC umeet supa;

console#

Tabanua 301 — KomaHgb! 4na npocmoTpa cnnckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show time-range
[time_name]

MoKasbiBaeT KOHdUrypaumio time-range
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5.32.1 Kongpuzypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBedeHbl 3HAYEHMA U OMUCAHMA OCHOBHbIX MAapPameTpoB, UCMOJIb3yeMbIX B
cocTaBe KOMaHA, HacTpolku cnmckoB ACL, ocHoBaHHbIX Ha agpecaumn IPv4. Co3paHue n BXOZ B PEXUM
pefakTupoBaHmnA cnnckoB ACL, oCHOBaHHbIX Ha aapecaumn IPv4, ocywecTBaaeTca No KOMaHAe: ip access-—
list extended access-l1ist. Hanpumep, gns cosgaHus cnucka ACL nog HassaHvem EltexAL
Heob6X04MMO BbINOJHUTL CNeayoLmMe KOMaHOb!:

console#

console# configure
console (config)# ip access-list extended EltexAL
console (config-ip-al) #

Tabnnua 302 — OcHOBHbIE NApPaMeTpPbl, UCMO/Ib3yeMble B KOMaHAAX

MNapamemp 3HayeHue Aelicmesue
permit [Oeiicteue ‘paspewwnTs’ Co3pgaet paspelatouee npasuno ¢uabTpaumm B cnncke ACL.
deny [ewncTtaue ‘3anpetuts’ Co3pgaet 3anpewatowee npasuno uabtpaumm B cnucke ACL.
protocol Mone npegHasHavyeHo A41A YKa3aHMA NPOToKoNa (Mam Bcex
NPOTOKON0B), Ha OCHOBE KOTOPOro ByAeT ocyLiecTBAseTcA
dunbTpayma. Npu BbiIbope NPOTOKO/Ia BO3MOXKHbI C/iegyroLine
NboToKon BapuaHTbl: icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6,
P ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf,
ipinip, pim, 12tp, isis, ipip, 1Mb60 YMcnoBoe 3HaYeHME NPOTOKONA, B
AvanasoHe (0 - 255).
[Ons cootBeTcTBUA IOO6OMY NPOTOKONY UCNOAb3yeTcA 3Ha4YeHue IP.
source AJpec UCTOYHMKA Onpepgenset IP-agpec NCTOYHUKA NaKeTa.

source_wildcard

Macka agpeca NCTOYHUKA

buToBasa macka, npumeHsaemas K IP-agpecy NCTOYHMKA NaKeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HeobxoaAMMO
WUrHOPMpPOBaTb. B 3HaUeHWA UTHOPUPYEMbIX BUTOB A0/1XKHbI ObITb
3anucaHbl eanHUUBI. Hanpumep, ncnonb3ysa Macky, MOXKHO
onpeaennTb gna npasmna unbTpaumm IP-cetb. Ytobbl 06aBUTL B
npasuao punbtpaumm IP-cetb 195.165.0.0, Heob6xoaMMO 3a43aTb
3HayeHue macku 0.0.255.255, To ecTb cornacHoO AaHHOM Macke
nocnegHue 16 6ut IP-agpeca 6yayT UrHopupoBaTbCs.

destination

Appec HasHayeHuA

Onpepenser IP-agpec HasHayeHMA NakeTa.

destination_wildcard

Macka agpeca
Ha3HayeHuA

ButoBaa macka, npumeHsiemas K IP-agpecy HasHayeHUs nakera.
Macka onpegenset 6utsbl IP-agpeca, KoTopble HeobXxoaMMO
WUrHOPUPOBaTb. B 3HaYEHUA UTHOPUPYEMbIX BUTOB A0/KHbI 6bITb
3anucaHbl eanHULbI. Macka MCMob3yeTca aHaN0rMYHO Macke
source_wildcard.

KoHOUrypauum time-range

vlan NpeHtndukatop Vlan Onpegenset Vlan, gna KoToporo 6ygeTt NpUMeHATLCA NPaBuo.

dscp None DSCP & 3aronoske L3 Onpep,enﬂevT 3HayeHue DSCP-nons diffserv. Bo3amoxHble Kogbl
coobuieHunit nona dscp: (0 - 63).

precedence Mpuoputet IP Onpegenset npuoputet IP-Tpaduka: (0-7).

time_name Mma npoduna OnpepenseT KOHPUrypaL MO BPEMEHHbIX MHTEPBA/IOB.
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icmp_type

Tun coobuweHnin npotokona ICMP, ncnonbayemblt ana
dunbTpaymmn ICMP-nakeToB. Bo3aMoXHble TUNbl cO0bLEHMI Nons
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-
advertisement, router-solicitation, time-exceeded, parameter-
problem, timestamp, timestamp-reply, information-request,
information-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply,
domain_name-request, domain_name-reply, skip, photuris, nnéo
4YMCNOBOE 3HaYeHMe T1na cooblieHuns, B gmanasoHe (0 - 255).

icmp_code

Koz coobuieHnsn
npotokona ICMP

Kog coobuweHunin npotokona ICMP, ncnonbsyemblit ana
dunbTpaymmn ICMP-nakeToB. BoamoxKHble Koabl cO0bLWEHMI nons
icmp_code: (0 - 255).

igmp_type

Tun coobuweHun
npotokona IGMP

Tun coobuweHnin npoTokona IGMP, ucnonbsyemblit gns
dunbTpaymm naketos IGMP. Bo3amoxkHble TUNbl coobLweHnin nons
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nMbo YncnoBoe 3HayeHne
TMna coobuieHus, B ananasoHe (0 - 255).

destination_port

UDP/TCP-nopt
Ha3Ha4veHnAa

source_port

UDP/TCP-nopT MCTOYHUKA

Bo3morKHble 3HaueHua nona TCP-nopra: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ons UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JIn6o uncnosoe 3HayeHue (0 - 65535).

list_of_flags

®dnarn npotokona TCP

Ecnun ans ycnosua dunbtpauum dnar 4oaKeH 6biTb yCTaHOB/EH, TO
nepes HUM CTaBUTCA 3HAK «+», €CN He LO/KeH 6biTb YCTaHOB/EH,
TO «-». BO3MOXXHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu ncnonbszosaHmm
HECKOJIbKMX $GNaros B ycnosuu puabTpaunm, dnarv oobeanHstoTca
B OZHY CTPOKy 6e3 npobenos, Hanpumep: +fin-ack.

disable_port

OTKAtOYEeHMe nopTa

BbIkNtoYaeT NopT, C KOTOPOro 6bl1 MPUHAT NakKeT,
YO,0BNETBOPAOLWMI yCI0BUAM Nt060M U3 KoMaHZ 3anpeTa deny, B
cocTaBe KOTOpoit 6b110 onuncaHo none.

log_input

OTnpaska coobLeHuni

BKkntoyaeT oTnpaBKy MHPOPMALMOHHBIX COOBLLEHWIA B
CMCTEMHbIM XKYPHA NPWU NONYYEHUM NAKeTa, KOTOPbIN
COOTBETCTBYET 3aMunCH.

offset_list_name

HanmeHoBaHMe cnucka
wabnoHOB Nonb3oBaTens

3a/aeT Ucnosib3oBaHMe CNucKa WabaoHoB Noab3oBaTeNA
ONA pacno3HaBaHWA NakeTos. [nA Kagoro cnucka ACL
MOMKET ObITb OnpeaeieH CBoM CNMUCOK LWab/I0HOB.

ace-priority

MpuopuTeT 3anucu

MHAeKc 3aaaeT NoNoXKeHue Npasuia B CNUCKE U ero
npuopuTeTr. Yem meHbLIe MHAEKC — TeM NpuoputeTHee
npasuno. uanasoH 40NYCTUMbIX 3HaYEHMI
(1..2147483647). 3HaueHMe NHAEKCA AONXKHO bbITb
YHUKaAbHbIM B paMKax CrvcKa npasma B ogHom ACL.
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/ Ona Bbibopa Bcero gnanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonbsyerca

napamertp «any».

/ Mocne Toro Kak xota 6bl ogHa 3anucb ao6asneHa B cnucok ACL, nochegHeit no ymonvyaHuio
Bpo6asnaetca 3anucb deny any any any, KoTopas 03HauyaeT UTHOPUPOBaHME BCEX NAKETOB,

He yaosneTsopsatowmx ycnosmam ACL.

Tabnnua 303 — KomaHabl, ucnonb3yemble ana Hactpoiikn ACL-cnnckoB Ha ocHoBe IP-agpecaunmn

KomaHda

Aeiicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp | prece-
dence precedence] [time-range time_name] [ace-priority
index]

[ob6aBnser paspeLuatoLLyto 3anucb GUAbTPaLMM AN NPOTOKOAA.
lMaKeTbl, OTBEYalOLLMeE yCNoBUAM 3anucK, ByayT obpabaTbiBaTbeA
KOMMYTaTOPOM.

no permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp | prece-
dence precedence] [time-range time_name]

YanseT co3gaHHy paHee 3anuch.

permit ip {any | source_mac source_mac_wildcard}

{any | destination_mac destination_mac_wildcard}

{any | source_ip source_ip_wildcard} {any | destina-
tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name] [ace priority in-
dex]

[obasnsaeT paspeLlatoyto 3anmcb GuUabTPaLMmn 418 NPOTOKONA
IP. MakeTbl, 0TBEYalOWME YCAOBMAM 3anucu, byayT
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit ip {any | source_mac source_mac_wildcard}
{any | destination_mac destination_mac_wildcard}

{any | source_ip source_ip_wildcard} {any | destina-
tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name]

Yaanser co3gaHHylo paHee 3anmch.

permit icmp {any | source source_wildcard}{any | desti-
nation destination_wildcard} {any | icmp_type}{any |
icmp_code} [dscp dscp | ip-precedence precedence]
[time-range time_name] [ace-priority index] [offset-list
offset_list_name] [vlan vian_id]

[obasnsaeT paspeLlatoLyto 3anmcb GuUabTPaLMmM 418 NPOTOKONA
ICMP. MakKeTbl, OTBEYAIOLLME YCIOBUAM 3anucu, byayt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence prece-
dence] [time-range time_name] [offset-list off-
set_list_name] [vlan vian_id]

YpanaeT co34aHHYI0 paHee 3anuce.

permit igmp {any | source source_wildcard} {any | desti-
nation destination_wildcard} [igmp_type] [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[obasnsaeT paspeLlatoLyto 3anmcb GuUabTPaLMmn 418 NPOTOKONA
IGMP. MakeTbl, OTBEYAIOLLME YCOBUAM 3anucK, byayt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

YpanaeT co3gaHHyo paHee 3anuncob.

permit tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[obasnaeT paspeLlatoLyto 3anmcb GUAbTPaL MK 418 NPOTOKONA
TCP. MakeTbl, OTBEYAOLME YCIOBUAM 3anucu, byayT
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

Ypanaet co3pgaHHyo paHee 3anuchb.
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permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[obasnaeT paspeLlatoLyto 3anmcb GuUabTPaLMmn 415 NpoToKoa
UDP. NakeTbl, 0OTBEYatOLME YCNOBMAM 3anucu, byayTt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

YanseT co3faHHyH paHee 3anuch.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[JobasnaeT 3anpeLyatoLLyto 3anucb pUAbTPaLMM ANA NPOTOKOAA.
MaKeTbl, OTBEYAIOLLME YCAOBUAM 3anucK, ByayT 610KMpoBaTLCA
KommyTaTopom. Mpu ncnonb3osaHum Kntovesoro cnosa disable-
port pusnyecknin MHTepdEenc, NPUHABLUNI TaKoW NaKeT, byaeT
BbIK/OYeH. Mpu ncnonbsoBaHMK Katoyesoro ciosa log-input
6yAeT oTNpaB/eHO coobLLeHMe B CUCTEMHBIV KypHan.

no deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

YanseT co3faHHyH paHee 3anuch.

deny ip {any | source_ip source_ip_wildcard} {any | des-
tination_ip destination_ip_wildcard} [dscp dscp | prece-
dence precedence] [time-range range_name] [disa-
ble-port | log-input] [ace-priority index]

[JobasnsaeT 3anpewatoLLyto 3anmcb GUAbTPaL MK 418 NPOTOKOA
IP. MakeTbl, 0TBEYalOWME YCAOBMAM 3anucu, byayT
6710KMpPOBaTLCA KOMMYTATOPOM. PK UCNOIB30BAHUM K/THOYEBOTO
cnosa disable-port dpusnuecknin nnTepdeinc, NpMHABLINIA TaKoM
nakeT, byaeT BblK/AtoYeH. Mpy MCNoNb30BaHWUM KAKOYEBOTO C10BA
log-input 6yaeT oTnpaBieHo coobLLEHME B CUCTEMHDIN KypHa.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name] [disa-
ble-port | log-input]

Yaanser co3gaHHylo paHee 3anmch.

deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[JobasnseT 3anpeLatoLLyto 3anmcb GUAbTpaL MM 418 NPOTOKOA
ICMP. MakKeTbl, OTBEYAOLLME YCIOBUAM 3anucK, byayt
6710KMpPOBaTLCA KOMMYTATOPOM. [PK UCNOIB30BAHUK K/THOYEBOTO
cnosa disable-port dpusnuecknin nnTepdeinc, NpMHABLINIA TaKoM
nakeT, byaeT BblK/AtoYeH. Mpy MCNoNb30BaHWUM KAKOYEBOTO C10BA
log-input 6yaeT oTnpaBneHo coobLLeHNE B CUCTEMHBII KYPHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YpanaeT co34aHHYI0 paHee 3anuce.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[obasnseT 3anpeLatoLLyto 3anmcb GUAbTPaL MK 418 NPOTOKOA
IGMP. MakKeTbl, 0TBEYalOLLME YCOBUAM 3anucK, byayt
6710KMPOBATLCA KOMMYTATOPOM. MPU MCNOL30BAHUM K/HOYEBOTO
cnosa disable-port dbusnuecknin uHTepdeinc, NpUHABLIKIA TaKoM
nakeT, byaeT BbIkAtoYeH. Mpy CNoNb30BaHWUM KOYEBOTO C/10Ba
log-input 6yaeT oTnpaBneHo coobLLeHNE B CUCTEMHBII KYPHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

YpanaeT co34aHHYI0 paHee 3anuce.

deny tcp {any | source source_wildcard}{any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[JobasnaeT 3anpeLyaoLLyto 3anncb GuUAbTPaLLMK ANA NPOTOKONA
TCP. MakeTbl, OTBEYAIOLLME YCAOBUAM 3anucK, byayT
6/10KMPOBATHCA KOMMYTATOPOM. MPU UCMONB30BAHWUM K/HOYEBOTO
cnosa disable-port dusnyecknii nHTepdelic, NPUHABLLMIA TaKoM
nakert, 6yAeT Bbik/atoYeH. [py NCNoAb30BaHUM KOYEBOTO C0BA
log-input 6yaeT oTnpaBneHo coobLLEHNE B CUCTEMHBIIN KYPHa.

no deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanaet co3pgaHHyo paHee 3anuchb.
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deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[JobasnseT 3anpeLyatoLLyto 3anucb GuUAbTPaLMM AN NPOTOKONA
UDP. NakeTbl, OTBEYatOLME YCNOBMAM 3anucu, byayt
6/10KMPOBATLCA KOMMYTATOPOM. [1PU UCMONB30BAHWUM K/HOYEBOTO
cnosa disable-port dpusnuecknin nnTepdeinc, NpMHABLIKIA TaKoM
nakert, 6yAeT BbIK/AOYEH. [pY MCNONb30BAHUM K/IOUEBOTO C/10Ba
log-input 6yaeT oTNpaBneHO cOOBLLEHME B CUCTEMHbIN XKYPHaI.

no deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

Yaanaer co3faHHyIo paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co34aéT cnucok WwabnoHoB Nosb3oBaTena ¢c umeHem name. Uma
MOKET BK/ItoYaTb OT 1 0 32 cumBOIOB. B 0gHOM KOMaHAe MOXKeT
copepKaTbCs 40 TPMHAALATH WAbAOHOB B 3aBUCUMOCTM OT
BbIGPAHHOrO peXmnma HaCTPOIMKKM CNUCKOB AO0CTyNa (KomaHAaa set
system mode), BKtoYalOLWMX Caeaytolme napameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOKHble 3HAaYeHUA:

I3 — Hayano cmelleHmMA ¢ Hayana IP-3aro10BKa;

14 — Hayano cmelleHus ¢ KoHua IP-3arosioBKa.

- offset — cmeleHne baliTa faHHbIX B Npeaenax nakeTa.
ba3oBoe cmelleHe NpUHUMaETCA 33 HaYano oTcYeTa;

- mask — macka. B aHann3e nakeTa NPUHMMALOT y4acTUe TOIbKO
Te paspaabl bakiTa, ANA KOTOPbIX B COOTBETCTBYIOLLMX pPa3psaaax
MacKku 3agaHa ‘1’;

- value — nckomoe 3HayeHue.

no offset-list offset_list name

YanseT co3gaHHbIN paHee CMMCOK.

access-list commit

MpumeHaeT nameHeHuna B ACL-cnucke.

5.32.2 Konopuzypayusa ACL Ha 6a3e IPv6

B AaHHOM pa3sgene npuBefeHbl 3HAYEHMSA U OMMCAHMA OCHOBHbIX MapameTpoB, MCMNO/b3yeMbIX B
cocTaBe KOMaHA, HacTpoiiku cnnckos ACL, ocHoBaHHbIX Ha agpecaunun IPve.

Co3gaHve M BXog4, B pexuMM pefakTMposBaHuA cnvckoB ACL, OCHOBaHHbIX Ha agpecaumn IPv6,
OCyLLeCTBAAETCA N0 KOMaHAe: ipv6 access-list access-1ist. Hanpumep, gna cosganua cnmcka ACL
nog, HassaHMem MESipv6 He06X0AMMO BbINOAHUTbL CleAytoLwmMe KOMaHAbI:

console#

console# configure
console (config)# ipv6é access-list extended MESipvé
console (config-ipve-al) #

Tabanuya 304 — OcHOBHbIE NApPaMeTpPbl, UCMOIb3yeMble B KOMaHAAX

Mapamemp 3HauyeHue Aeilicmsue
permit [JelicTBue paspelunTb Cosfaet paspelatolee npasuno ¢punbTpaumm B cnucke ACL.
deny [JelicTBue 3anpeTuTb Cospaet 3anpelatoliee npasuao dunbTpaumm B cnncke ACL.
protocol Mone npeaHasHayeHo ANA YKasaHWA NPOTOKoNa (Mu Bcex

MpoTtokon

NPOTOKO/I0B), Ha OCHOBE KOTOPOTro ByZeT ocyLLecTBAAETCA
dunbTpaums. Mpu BbiIbope NPOTOKOA BO3MOXKHbI CeaytoLme
BapuaHTbl: icmp, tcp, udp, 1Mbo YncnoBoe 3HaYEHNE NPOTOKONA
— icmp (58), tcp (6), udp (17).

[na cootBeTcTBUA N1OBOMY NPOTOKONY UCNONb3YyeTCA 3HaYeHNe
IPv6.

source_prefix/length

A,a,pec oTnpasuUTenAa n ero

Onpegenset IPv6-aapec n annHy npedpukca cetu (0-128)

ANViHa (konmyecTBO CTaplUNX BUT afpeca) UCTOUHMKA NaKeTa.
destination_prefix/length Appec HazHa4yeHua u ero Onpegenset IPv6-aapec n annHy npedukca cet (0-128)
ANvHa (konuuecTBo cTaplnx 6BUT agpeca) Ha3HaYEHUA NaKeTa.
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npotokona ICMP

dscp MNone DSCP B 3aronoBske Onpegaenset 3HayeHue DSCP-nons diffserv. BoamoxHble Kogpl
L3 coobueHunit nons dscp: (0 - 63).
precedence Mpwuoputer IP Onpegaenset npuoputeT IP-Tpaduka: (0 - 7).
time_name Mma npoduna OnpegaenseT KOHPUrypaLMIO BPEMEHHbIX MUHTEPBA/IOB.
KOHOUrypaumm time-range
icmp_type Ucnonbsyetca ana ¢punbtpaumm ICMP-nakeToB. Bo3moXKHble
TUMbI Y YUCIOBbIE 3HAYEHUA COObLLEHNI Nona icmp_type:
destination-unreachable (1), packet-too-big (2), time-exceeded
Tun coobuieHnn
npoTokona ICMP (3), parameter-problem (4), echo-request (128), echo-reply
(129), mld-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement
(134), nd-ns (135), nd-na (136).
icmp_code Koz coobuueHuii Ucnonbsyetca ana ¢punbtpaunm ICMP-nakeToB. Bo3moXKHble

3HayeHua nons (0 - 255).

destination_port

UDP/TCP-nopt
Ha3Ha4vyeHuA

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3morKHble 3HaueHua nona TCP-noprta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7),
finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc
(194), klogin (543), kshell (544), lpd (515), nntp (119), pop2
(109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-
ds (49), talk (517), telnet (23), time (37), uucp (117), whois (43),
www (80);

Ons UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).

JInbo uncnosoe 3HaveHue (0 - 65535).

list_of_flags Ecnu gns ycnosua dunbTpaumm dnar 4oKeH bbiTb YCTaHOBAEH,
O mporoKora TCP | e omae sapreies oraros: rorg sack
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.
disable-port BbIKNtOYaeT NopT, C KOTOPOro HbIN NPUHAT NAKeT,
OTKNtoYeHMe nopTa YO,0BNETBOPAOLWMIA ycnoBUAM Ntob60M U3 KomaHz 3anpeTa deny,
B COCTaBe KOTOpOM, 6bI10 onncaHo none.
log-input BktoyaeT oTnpaBky MHGOPMALMOHHBIX COOBLLEHUI B
OTnpasKa coobLieHuit CMCTEMHbIN }KYPHa/ NPW NOAYYEHMM NaKeTa, KOTOPbIN
COOTBETCTBYET 3anucu.
ace-priority MHAaeKc npasuia B Tabavue, YeM MeHblUe MHAEKC —
TemM NpuopuTeTHee NPaBmIo. JJManasoH AONYCTUMbIX
MHaekc npasuna 3HayeHuin (1..2147483647). 3HaueHne UHIEKCA
OOJ/IKHO 6bITb YHMKaZIbHbIM B paMKax CrMCKa NpaBua B
oaHom ACL.
V Ona Bbibopa Bcero gnanasoHa napameTpos, Kpome dscp u IP-precedence ucnonb3syerca
napamertp «any».
V‘ MNocne Toro, Kak xota 6bl ogHa 3anucb gobaeneHa B cnucok ACL, nochegHUMM B CNUCOK
pob6asnaloTca 3anucu
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any
[Be nepBble U3 HUX pa3peLlaloT NOUCK cocegHuX IPv6-ycTpoOMCTB C NOMOLLbIO NPOTOKONA
ICMPv6, a nocneaHsas O3Ha4YaeT UTHOPUPOBAHUE BCEX NMAKETOB, He YA0BAETBOPAIOLLMX
ycnosuam ACL.
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Tabnumua 305 — KomaHabl, ucnosbayemole ans Hactpokm ACL cnuckos Ha ocHoBe IPv6-agpecauum

KomaHoa

Aeilicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[ob6asnseT paspeluatoLLyio 3anucb GpuabTpaLum ans
npoTokona. MakeTbl, OTBEYAlOLLME YCNOBUAM 3anucu, byayT
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

YpanseT cosfaHHyo paHee 3anuch.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[ob6aBnaeT paspeLuatoLlyto 3anucb puabTpaumum ana
npoTokona ICMP. NakeTbl, OTBEYaOLMNE YCOBUAM 3annCH,
6yayT 06pabaTbiBaTLCA KOMMYTAaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

Ypanser co3gaHHyo paHee 3anuch.

permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[obasnseT paspeluatoLyto 3anuceb puabTpaumm ana
npotokona TCP. MNakeTbl, 0OTBEYaOLWMe YCIOBUAM 3aNUCH,
byayT o6pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit tcp {any | source prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

YpanseT cosgaHHyo paHee 3anuch.

permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[obasnseT paspeluatoLyto 3anuce puabTpaumum ana
npoTokona UDP. MakeTbl, 0TBeYatoLLMe yCN0BUAM 3aNunCH,
6yayT 06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit udp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

Ypanaet co3faHHyo paHee 3anuchb.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obasnseT 3anpeLLaoLyto 3anmcb GuabTpaunmn ana
npoTokona. MakeTbl, 0OTBEYatoLMe YCNOBUAM 3anuncK, byayT
6710KMPOBaTLCA KOMMYTAaTOPOM. MpK UCNOABb30BaHUK
Kntoyesoro cnosa disable-port pusnuecknin nHTepdeic,
NPUHABLUWIA TaKoW NakeT, byaeT BbikAtoueH. Mpu
MCNoNb30BaHMK Katouesoro ciosa log-input 6yaer
OTNPaBAEHO COOBLIEHNE B CUCTEMHDIN KypHan.

no deny protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

Ypanaert co3gaHHYO paHee 3anuchb.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

Job6asnaeT 3anpewatoLLyto 3anucb puabTpaumm gaa
npoTtokona ICMP. NakeTbl, OTBEYalOLLNE YCAOBUAM 3annCH,
b6yayT 610KMpPOBATLCA KOMMYTATOPOM. NpK McNoNb30BaHUMK
Kntoyesoro cnosa disable-port pusnuecknin MHTepdeiic,
NPUHABLUWIA TaKoW NakeT, byaeT BbikAtoueH. Mpu
MCNONb30BaHWUM KNtoyeBoro cnosa log-input 6yaet
OTNPaBAEHO COOBLEHME B CUCTEMHDIN KYpHa.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Ypanaet CO34aHHYIO paHee 3anucb.
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deny tcp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obasnseT 3anpeLyatoLyto 3anucb GUnbTPaLUM AN
npotokona TCP. NakeTbl, 0OTBEYaKOLWMe YCIOBUAM 3aMNUCH,
6yayT 610KMpPOBaTLCA KOMMYTAaTOPOM. [PK NCNONBL30BAHUK
kntoyesoro cnosa disable-port dpusnyecknin nHtepoeiic,
NPUHABLUWIA TaKoW NakeT, byaeT BbikaoueH. Mpu
MCNo/1b30BaHMK KtoueBoro ciosa log-input 6yaer
OTNPaBNEHO COObLLEHNE B CUCTEMHDIN KYPHA.

no deny tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YpanseT co3gaHHylo paHee 3anuchb.

deny udp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

JobasnaeT 3anpewatoLLyto 3anucb puabTpaumm gaa
npotokona UDP. MakeTbl, oTBeYatoLWme ycnoBMAM 3anncu,
6yayT 610KMPOBATLCA KOMMYTATOPOM. MpPKU MCNOb30BaHUK
kntoyesoro cnosa disable-port dpusnyecknin nHtepoeiic,
NPWHABLUNI TaKoW NaKeT, byaeT BbikAYeH. Mpu
MCNONb30BaHWMM KAtoYeBoro cnosa log-input 6yaet
OTNpPaBAEHO COObLEHME B CUCTEMHDIN KypHa.

no deny udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YpanseT co3faHHyo paHee 3anuch.

offset-list offset_list_name {offset_base offset mask value}

Co34aéT cnUcok WabsI0HOB N0L30BaTENA C UMEHEM hame.
Mma moxeT BkatoYaTb oT 1 4o 32 cumBonoB. B oaHoM
KOMaHZAE MOKET coAepKaTbCsA A0 TPMHAALATU LWabnoHOB B
3aBMCMMOCTM OT BbIBPAHHOTO PEXMMA HACTPOMKM CMUCKOB
pocTtyna (komaHaa set system mode), BKAHOYAOLWMX
cnepyolmMe napameTpbi:

- offset_base — 6a3oBoe cmelleHMe. BO3MOXKHbIE 3HAaUYEHUA:
I3 — Hayano cmeleHus ¢ Havana IPv6-3aronoBKa;

14 — Hauyano cmeleHUsA ¢ KoHua IPv6-3arosioBKa.

- offset — cmeleHue H6aliTa faHHbIX B Npeaenax nakera.
ba3oBoe cmelleHne NPUHUMAETCA 33 Ha4aslo OTCYEeTa;

- mask — macka. B aHanuse naketa NpMHMMAIOT yyYacTue
TO/IbKO Te pa3pagbl 6aiTa, 417 KOTOPbIX B COOTBETCTBYIOLLMX
pa3paaax Mmacku 3agaHa ‘1’;

- value — UCKOMOE 3HauyeHue.

no offset-list offset_list_name

Ypanaet CO3,EI,aHHbIl71 paHee CNUCOK.

access-list commit

MpumeHaeT nameHeHna 8 ACL-cnucke.

5.32.3 Konepuzypayusa ACL Ha 6a3e MAC

B paHHOM pasaene npueeneHbl 3Ha4eHUA U OMNUCAaHUA OCHOBHbIX MapaMeTpoB, MUCMO/Ib3yeMblX B

cocTaBe KOMaHA HacTpoiKkm cnnckos ACL, ocHoBaHHbIX Ha MAC-agpecaumu.

CospgaHue M BXoh4 B pexXum pepaktupoBaHua cnuckoB ACL, ocHoBaHHbix Ha MAC-agpecauumm,
ocyluLecTBaAeTCA MO KomaHge: mac access-list extended

co3gaHuA cnucka ACL nog HaszBaHMem MESmac Heob6xoAMMO BbINOHUTD CAEAYHOLLME KOMAHAbI:

console#
console# configure

console (config) # mac access-list extended MESmac

console (config-mac-al) #
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Tabnmua 306 — OcHOBHble NapaMeTpbl, UCNO/Ib3YEMblE B KOMaHAaX

Mapamemp 3HayeHue Aelicmeue
permit [eWcTBre paspewmnTb Co3paet paspewatouiee npasuno ¢punbTpaymm B cnmcke ACL.
deny [JelicTBme 3anpetutb Co3paet 3anpewatouee npasuno ¢uabtpaumm B cnncke ACL.
source Apapec oTnpasutens Onpegenaer MAC-agpec UCTOYHUKA NaKeTa.
source_wildcard Macka onpegenset 6utbl MAC-agpeca, KoTopble He0b6xo41MMO

UIrHOPUPOBaTb. B 3HaUeHUA MTHOPMPYEMBIX BUTOB A,0/1XKHbI ObITb
3anucaHbl eAnHULbI. Hanpumep, Ncnonb3ys Macky, MOXKHO
buToBasa macka, onpeaenuTb ANa npasuna puabTpaumm ananasoHa MAC-
npumeHsaeman Kk MAC- aapecos. Y1o6bl go6aBuTb B Npasuio ¢punbTpaumm sce MAC-
afpecy UCTOYHMKA NakeTa aapeca, HaumHatowwmeca Ha 00:00:02:AA.xx.xx, Heob6xoaMMO
3a4aTb 3HayeHne macku 0.0.0.0.FF.FF, To ecTb, cornacHo gaHHoOM
macke, nocnegHue 32 6uta MAC-agpeca 6yayT He BaXKHbl oA

aHanu3a.
destination Appec HasHavyeHnA Onpegenaer MAC-agpec HazHaYeHUA NakeTa.
destination_wildcard ButoBasa macka, Macka onpegenset 6utol MAC-agpeca, KoTopblie He06Xxo4MMO
npumeHsemas K MAC- UIrHOPUPOBaTb. B 3HaUeHWUA UTHOPUPYEMBIX BUTOB A,0/1XKHbI ObITb
apecy HasHayeHuA 3anucaHbl eguMHULbl. Macka Ucnonb3yeTcs aHanorMYHO Macke
nakeTta source_wildcard.
vilan_id vlan_id: (0..4095) MoaceTtb VLAN dunbTpyembix NakeToB.
cos cos: (0..7) Knacc obcnykumsaHusa (CoS) duabTpyembix NaKeTOB.
cos_wildcard Macka onpegensnet 6utbl CoS, KoTopble Heob6xoaNMMO
WUrHOPUPOBaTb. B 3HaYeHUA UTHOPUPYEMBIX BUTOB A,0/1XHbI BbITb
BbutoBas macka, 3anucaHbl eanHULBl. Hanpumep, 4Tobbl MCNOb30BaTL B NpaBu/ie
npumeHaemas K Knaccy dunbTpaumm CoS 6 n 7, Heobxoanmo B none CoS ykasatb
obcnyxusanus (CoS) 3HavyeHue 6, "nbo 7, a B NoNe Macku 3HadyeHue 1 (7 B 4BOMYHOM
dUNbTPYEMbIX NaKeTOB npeacTtasneHnn — 111, 1 - 001, nonyyaercs, 4To nocaegHuin 6uT,
6yAeT UrHopmpoBaTbea, To ecTb CoS moskeT 6biTb 60 110 (6),
nmbo 111 (7)).
eth_type Ethernet TMN GpUAbTPYyEMbIX NAaKETOB B LWECTHAALATEPUYHOMN
eth_type: (0..0xFFFF)
3anucu.
disable-port BbIKNtOYaAET NOPT, C KOTOPOro BbI1 NPUHAT NaKeT,
- YZA0B/IETBOPAIOLMIA YCIOBUAM KOMaHAbI 3anpeTa deny.
log-input BK/OYaeT OTNpaBKy MHPOPMALMOHHBIX COObLEeHNI B
OTnpaBka coobLeHuni CUCTEMHbIN XKYPHaA NpY NOAyYEHUU NaKeTa, KOTOPbIN
COOTBETCTBYET 3anucu.
time_name Nma npoduna OnpegenseT KOHPUIypaL Mo BpeMEHHbIX UHTEPBA/IOB.

KOHdUrypaumm time-range

offset_list_name 3apaeT ncnonb3oBaHMe CNMcKa WabnoHoB Nonb3oBaTens ANA
pacrnosHaBaHua nakeToB. Jas kaxaoro cnmcka ACL moxkeT 6bITb

onpegenieH CBOM CNMUCOK WabaoHOB.

MobaliToBoE cmelLeHne
OT K/IIOYEBOW TOYKM

ace-priority MHaekc npasuna B TabamLe, YeM MeHbLLE MHAEKC — TEM
npuoputeTHee Npasuao. [lnanasoH AONYCTUMbIX 3HaYEHU M
(1..2147483647). 3HayeHUe MHAEKCA JOMKHO BbITb YHUKANbHBIM
B pamKax cnucka npasua B ogHom ACL.

MHAaekc npasuna

/ Ona ebibopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence ucnonb3yerca
napameTtp «any».

/ Mocne Toro Kak xora 6bl ogHa 3anucb gobasneHa B cnucok ACL, nochegHeit no ymonua-
Huio aobasBnserca 3anucb deny any any, KOTopas 03Ha4yaeT UrHOPUPOBaHUE BCEX NAKEeTOoB,
He yaosaeTsopaowmx ycnosmam ACL.
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Tabnmua 307 — KomaHabl, ucnosbayemble ans Hactponkm ACL-cnuckos Ha ocHoBe MAC-agpecaunm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name]
[ace-priority index] [offset-list offset_list_ name]

[obasnsaet paspelatolyto 3anucb puabTpaumu. MakeTsl,
oTBevatoLme ycnosuam sanmcu, byayT obpabatbiBaTbea
KOMMYTaToOpOM.

no permit {any | source source-wildcard} {any | desti-
nation destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [off-
set-list offset_list_name]

Yaanaer co3faHHy paHee 3anuce.

deny {any | source source-wildcard}{any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wild-
card] [eth_type] [time-range time_name] [disable-port
| log-input] [ace-priorityindex] [offset-list off-
set_list_name]

[LobasnaeT 3anpewatoLyto 3anmcb GuabTpaumu. NakeTsbl,
oTBeyvaloLme ycnosuam 3anucu, byayt 610KkmMpoBaTtbea
KommyTaTopom. Mpun MCNONb30BaHMM KNIOYEBOTO C10BA
disable-port, dpusnyecknin nHTepdeic, NpUHABLLMI TaKoN
nakeT, byAeT BbIK/IOYEH.

Mpw ncnonbsoBaHUM KatodeBoro ciosa log-input 6ypet
OTNPaBAEHO COOBLEHNE B CUCTEMHDIV KypHa.

no deny {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [dis-
able-port | log-input] [offset-list offset_list name]

Yaansert co3gaHHylo paHee 3anmch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3aaéT cnucok WwabnoHoB Nob3oBaTeNA C UMEHEM name.
Mma moxkeT BKAto4aTb oT 1 Ao 32 cMmBON0B. B 0AHOM KomaHae
MOXET COAEPMKATLCA A0 TPUHALLATM WabJOHOB B 3aBUCMMOCTU
OT BbIBPAHHOTO PeXXMMa HaCTPOMKM CMMUCKOB A0CTyNa (KomaHaa
set system mode), BK/loYalOLWMX Cneaylowme napameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOKHble 3HaYeHuUA:
12 — Hayano cmeuleHma ot EtherType;
outer-tag — Hayano cmeleHuns ot STAG;
inner-tag — Havyano cmeweHus ot CTAG;
src-mac — Havano cmelteHma ¢ MAC-agpeca UCTOYHUKA;
dst-mac — Havano cmeweHuns c MAC-agpeca HasHayYeHus.
- offset — cmelLeHne 6aiTa AaHHbIX B NpeAenax nakeTa.
ba3oBoe cmeLleHMe NPUHUMAETCA 33 Ha4yaslo OTCYEeTa;
- mask — macka. B aHanuse naketa NnpUHMMalOT yyactue
TO/IbKO Te pa3pAaabl 6aiTa, ANA KOTOPbIX B COOTBETCTBYIOLLMX
paspagax Macku 3agaHa ‘1’;
- value — CKOMOE 3HauyeHue.

no offset-list offset_list_name

YaanseT co3gaHHbIi paHee CMMCOK.

access-list commit

MNpumeHsaet nsmeHernna B ACL-cnucke.

5.33 KoHwurypauma 3awmutbl oT DoS-ataK

[aHHbIV KNacc KomaHg no3sosAeT 610KMPOBaTb HEKOTOPbIE PAcNPOCTPaHeHHble Knaccbl DoS-aTak.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUrypauumn nmeet Bua;

console (config) #
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Tabnunua 308 — KomaHAabl A8 HACTPOMKM 3aWmTbl oT DoS-aTak

KomaHoa

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

security-suite deny
martian-addresses
[reserved] {add | remove}
ip_address

ip_address: ip-agpec

3anpewaet npoxoxaeHne G¢permMoB ¢ HefoNyCTUMbIMU
(«mapcraHckummn») IP-agpecamu nctodHmKa (loopback,
broadcast, multicast).

security-suite deny syn-fin

no security-suite deny syn-
fin

—/BKAIOYEHO

OT6pacbiBaeT nakeTbl tCp C 04HOBPEMEHHO YCTaHOBIEHHbIMMU
SYN- 1 FIN- dnaramu.

BbIk/toYaeT GYHKLMIO OTOPACbIBAHUA NAKETOB tcp €
oAHOBpeMeHHO ycTaHoBneHHbIMU SYN- 1 FIN- dnaramm.

security-suite dos protect
{add | remove}
{stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpelyaeTt/paspellaeT NPOXOKAEHME ONpeseneHHbIX TUNoB
TpaduKa, XapaKTepHbIX A5 BPEAOHOCHbIX NPOrpamm:

- stacheldraht — oT6pacbiBaeT TCP-nakeTbl C NOPTOM UCTOYHUKA
paBHbiM 16660;

- invasor-trojan — otbpacbiBaeT TCP-naKeTbl ¢ NOpTOM
Ha3Ha4vyeHunA paBHbiM 2140 n nopToM UCTOYHUKa 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl ¢ nopTom
Ha3HayeHuA 31337 1 nopTom UCTOYHMKa paBHbiMm 1024,

security-suite enable
[global-rules-only]

no security-suite enable

— /BbIK/IOYEHO

Bk/toyaeT Knacc KomaHg security-suite.
- global-rules-only — oTkntouaet knacc KomaHg, security-suite Ha
nHTepoercax.
V He BauseT Ha paboTy KomaHab! security-suite deny syn-
fin.

OTKAKOYaeT Knacc KOMaHA, security-suite.

security-suite syn
protection mode {block |
report | disabled}

no security-suite syn
protection mode

—/block

HacTtpansaet pexxkum 3awmtbl oT SYN-aTak:

- block — otbpacbiBaeT npegHasHaueHHble yCTpOUCTBY tep-
naKeTbl C ycTaHOB/IeHHbIM dpiarom SYN 1 popmupyet
npeaynpexaatouee coobuieHune;

- report — dopmupyeT npeaynpexkaatoee coobLieHne npu
npuxoae npeaHasHaYeHHOro yCTPOMCTBY tcp-nakeTa ¢
YCTaHOB/IEHHbIM d1Iarom syn;

- disable — oTkntovaet 3awumTy.

HacTpanBaeT pexkmm no yMoa4aHuIo.

security-suite syn
protection recovery sec

no security-suite syn
protection recovery

sec: (10..600) / 60

OnpeaensaeT MHTepBas, N0 UCTEYEHUM KOTOPOro byaeT
pa3ba0KMpoBaH paHee 3a610KMPOBAHHbLIN UCTOYHUK SYN-aTaku.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

security-suite syn
protection threshold rate

no security-suite syn
protection threshold

rate: (20..200) / 80

OnpepaenseT CKOPOCTb (KOIMYECTBO NAKETOB B CEKYHAY) OT
KOHKPETHOro UCTOYHMKA, NPU KOTOPOM 3TOT UCTOYHUK ByaeT
NOEHTUOULMPOBAH KaK aTaKyoLWmA.

YcTaHaBAMBaeT 3HAYeHWe no YMOANYaHULO.

security-suite syn
protection statistics

no security-suite syn
protection statistics

— /BbIK/OYEHO

BkntouaeT BegeHue ctatuctnkm SYN-aTak.

BbikntoyaeT BeaeHue ctaTUCTUKKM SYN-aTak.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi mopmos

KomaHZHas CcTpoka B perkume KoHoUrypauumn nHTepdeiica Ethernet, rpynnsi NopToB MmeeT BUA;:

console (config-if)#
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Tabnnua 309 — KomaHaa KoHpuUrypauum 3awmtbl ot DoS-aTak ana uHtepdeincos

KomaHda

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aelicmeue

security-suite deny {frag-

| remove} {any | ip_ad-
dress [mask]}

mented | icmp | syn} {add

ip_address: IP-agpec;
mask: macka B dpopmate
IP-appeca unu npedukca

no security-suite deny

{fragmented | icmp | syn}

Co3pgaeT npaBmo, 3anpeLlatoLLee NpoxoxaeHue Tpaduka,
COOTBETCTBYIOLLLETO KPUTEPUAM.

- fragmented — dparmeHTUpPOBaHHbIE NAKETbI

-icmp — ICMP-Tpadmk

- syn — syn-naketbl

Yaansert 3anpelyatouiee npasumio.

security-suite dos syn-at-

[mask]}

tack rate {any | ip_address

rate: (199..2000) nakeTtos
B CEKYHAY;

no security-suite dos
syn-attack {any | ip_ad-
dress [mask]}

ip_address: — IP-aapec;
mask: macka B popmarte
IP-appeca unu npedukca

3a/aeT Nopor syn-3anpocoB Ha onpeagefieHHbli IP-
afpec/ceTb, NPy NPeBbILEHUU KOTOPOTro AnLLHNE Gpembl
byayT oTbpackiBaTbhCA.

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 310 — KomaHga pexxkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show security-suite
configuration

OTobparkaeT HaCTPOMKM 3awmTbl OT DoS-aTak

show security-suite syn
protection
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTobparkaeT HAacTPOIMKKM 3awmTbl oT SYN-aTak 1 onepaTuBHoOe
cocToAHue nHTepdencos.

show security-suite syn
protection statistics
[detailed] [source-ip
ip_address | interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
groupj]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTobparkaeT HACTPOMKM CTAaTUCTUKM 3aLLmTbl OT SYN-aTaK u
MHPOPMaLMIO 06 MCTOUHUKAX aTaKK.

- detailed — oTobparkaeT LONONHUTENBHYIO MHPOPMaLUIO 06
WUCTOYHMKE aTaKu;

- source-ip — oTobpakaeT MHOOPMaLMIO ANA YKA3aHHOTO ip
agpeca UCTOYHWMKaA;

- interface — oTo6pakaeT MHGOpPMaLMIO o5 YKa3aHHOTO
nHTepoeiica.

V B cTraTucTUKe coxpaHaeTca uHpopmaumsa o 512
nocneaHUX UCTOYHMKAX aTak.

clear security-suite syn
protection statistics

OunLaeT CTaTUCTUKY 06 MCTOYHMKax SYN-aTak.
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5.34 KauectBo 06cnyusaHma — QoS

Mo ymon4aHMIo Ha BCeX MOPTAaX KOMMYTATOPaA MCNOb3YeTCA OpraHM3aLma oyepeam NnakeTos No MeToay
FIFO: nepBbIi npuwen — nepsbli ywén (First In — First Out). Bo Bpems MHTEHCMBHOW Nepegayn Tpaduka npu
NCNo/sIb30BaHMM A4AaHHOrO MeToZa MOTYT BO3SHUKHYTb NPo6.1eMbl, MOCKO/IbKY YCTPOMCTBOM MTHOPUPYHOTCA BCE
nakeTbl, He Bolweawmne B bydpep ovyepean FIFO, n cooTBETCTBEHHO TepAOTCA 6e3B0O3BpaTHO. PellaeT AaHHyto
npobsemy MeToZ, OpraHu3yloWwmnii oyepegu no npuoputety Tpadumka. MexaHmnsm QoS (Quality of service —
KayecTBO 0OC/Y»KMBaHUSA), Peann3oBaHHbIM B KOMMYTAaTOpax, NO3BOAET OPraHM30BaTb BOCEMb oyepenen

NPUOPUTETA NAaKeTOB B 3aBUCUMOCTU OT TUMa NepeaaBaemMbiX AaHHbIX.

5.34.1 Hacmpoiika QoS

KomaHObI pexxcuma 2a06an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 311 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip tx-dscp value

no ip tx-dscp

value: (0..64)/56

YcTtaHaBaumBaeT 3HavyeHue nona DSCP ana IP-nakeTos,
dopMUpPyEMbIX LLEHTPAIbHbIM NPOL,ECCOPOM.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 tx-user-priority value

no ipv6 tx-user-priority

value: (0..7)/7

YcTaHaBnunBaeT 3HaveHue nona DSCP gna naketos, bopmupyembix
LLeHTPaIbHbIM MPOLLECCOPOM.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ip tx-user-priority value

no ip tx-user-priority

value: (0..7)/7

YcTaHaBMBaeT 3HayeHne nonasa CoS Ans TerMpoBaHHbIX MAKeToB.,
bopmMUpyeMbIX LLeHTPaIbHbIM NPOLECCOPOM.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

gos [basic | advanced
[ports-trusted |
ports-not-trusted]]

—/basic

Pa3pewaet KommyTaTopy ncnosb3osaTb QOS.

- basic — 6a308blIi1 pexkum QoS;

- advanced — paclmpeHHbI pexxum KoHdurypaumm QoS,
BKNIOYAIOLLMI NONHBIM NepeveHb KOMaHZA HacTporikmn QoS;

- ports-trusted — B laHHOM NoApeXKMMe NaKeTbl HANPaBAAOTCA B
BbIXOAHYIO o4yepesb Ha OCHOBAaHUM NO/EN B 3TUX NaKeTax;

- ports-not-trusted — B faHHOM NoApeXxnme BCe NaKeTbl
HanNpPaBAAIOTCA B HY/IEBYHO BbIXOAHYIO o4epeab N0 YMONYaHUIO, ANA
OTNpaBKu B Apyrve oyepeam Tpebyercs HasHa4YaTb Ha BXOAHOM
nMHTepoeric cTpaternio Knaccudumrkaumm Tpaduka (policy-map).

qos advanced-mode trust
{cos | dscp | cos-dscp}

no qos advanced-mode
trust

—/oTKAtO4eH

YCTaHOBUTb METOA A0BEPUA Ha NOpTax Npu paboTe B pexxmme
paclwmpeHHoro KoHourypauum QoS u nogpexunme ports-trusted.

- c0s — nopT AosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopT aosepsAeT 3HaveHuto DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT posepaet o06oum yposHAM, ogHako DSCP nmeet
npuoputet Hag 802.1p.

YcTaHaBAnBaeT MeTo/, N0 YMOHAHUIO.
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class-map
class_map_name [match-
all | match-any]

no class-map
class_map_name

class_map_name:
(1..32) cumsonos;
Mo ymon4yaHuo
ncnosb3yeTca onuua
match-all

1. Co3faeT cnucok KpuTepmes Knaccudurkauumn Tpadumka.

2. BXoamT B peXMM pelaKTUPOBaHNUA CNMCKa KpUTepres

KnaccuouKkaumm Tpaduka.

- match-all — Bce Kp1TepUM JaHHOTO cNWCKa AOXKHbI ObITb

BbINOJIHEHDI;

- match-any — oauH, nt0601 KpUtepuii 4aHHOTO CNUCKA AOKEH

6bITb BbINOHEH.

V‘ B cnucke KputepuesB moxeT 6bITb 0AHO MAKM ABa npa-
Buna. Ecnn npasuna aBa, n 06a OHM yKa3bIBalOT Ha pas-

Hble TMnbl ACL (IP, MAC), To KnaccuduKauma 6yaer ocyuiecrs-

NATbCA NO NEPBOMY B CNMCKE BEPHOMY NpaBuay.

V [eicTByeT TONIbKO ANA pexuma qos advanced

Ypanset cnucok KpuTtepues Knaccudurkaumm Tpadumka.

policy-map pol-
icy_map_name

no policy-map pol-
icy_map_name

policy_map_name:
(1..32) cumBonos

1. Co3paet cTpatervto Knaccupukaumm tpaduka.
2. BXoAWT B peXXUM pefakTUPOBaHWA CTpaTernm Knaccuopukaumm
TpadukKa.
| B oaHOM HanpaBneHMM NoAAEPKUBAETCA TO/IbKO OAHA
V cTpaTerua Knaccudukauum Tpadumka.
Mo ymonuaHuio policy-map ycraHasnausaetr DSCP = 0
ana IP-naketos u CoS = 0 AnA TerMpoBaHHbIX NAaKeTOB.

V JeiicTByeT TONbKO ANA pexxmuma gos advanced.

YpanseT npaBuao Knaccuoukaumm Tpaduka.

qos aggregate-policer ag-
gregate_policer_name
committed_rate_kbps ex-
cess_burst_byte [ex-
ceed-action {drop | po-
liced-dscp-transmit}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_nam
e: (1..32) cumsona;
committed_rate_kbps:
(3..57982058) k6UT/C;
excess_burst_byte:
(3000..19173960) 6anT

Onpepenset WabsoH HACTPOEK, KOTOPbIN NO3BOSAET OFPAHNYUTD

Nnosocy NPONYCKaHUA KaHaia U B TO Ke Bpems rapaHTMpoBaTb

onpeaeneHHy CKOpoCTb Nepesaym AaHHbIX.

Mpwn paboTe c NoNOCOM NPONYCKaHWUA UCMONb3YETCA aAroPUTM

MapPKUPOBaAHHOM «KOP3MHbI». 3a43a4elt anropuTma sBaseTca

NPUHATUE PELLEHUSA: NepeaaTb NaKeT UAN OTOPOCUTb.

MapameTpamu anropuTma ABAAKOTCA CKOPOCTb nocTynaeHus (CIR)

MapKepoB B «KOP3UHY» N 06BEM (CBS) «KOpP3UHbI».

- committed-rate-kbps — cpepHee 3HauYeHWe ckopocTu TpaduKa.

[aHHasA CKopOCTb rapaHTMpyeTcsA Npu nepegave HbopmaLuu;

- committed-burst-byte — pa3mep caepK1BatoLero nopora 8

baiiTax;

- drop — nakeT 6ygeT oT6poLIEH, KOrAa «KOP3NHa» NepenosIHUTCS;

- policed-dscp-transmit — npu nepenosHeHUN KKOP3UHDLI»

3Ha4yeHue DSCP byaet nepeonpeseneHo.

V‘ Henb3a yaanutb WwabnoH HaCTPOEK, eciu OH UCMONb3Y-
etca B cTpaterum policy map, nepeps ypaneHuem cne-

AyeT yAanuTb HasHauyeHue wabnoHa crpaterum: no police

aggregate aggregate-policer-name.

V‘ [elicTByeT TONbKO ANA pexkuma qos advanced.

Ypansaet wabsoH HAaCTPOEK PeryIMpoBaHmMs CKOPOCTU KaHaa.
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DHELTEX

qos aggregate-policer ag-
gregate_policer_name pps
committed_rate_pps ex-
cess_burst_packet [ex-
ceed-action {drop | po-
liced-dscp-transmit}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:(
125..19531250)

excess_burst_packet:(1..

19531250)

OnpegaenseT WwWabnoH HacTpoek, KOTOPbI NO3BONAET

OrPaHUYUTb MONOCY NPOMNYCKAHWA KaHaNa U B TO }Ke Bpems

rapaHTMpoBaTb ONpeseNeHHY CKOPOCTb Nepeaaym AaHHbIX.

Mpw paboTe c N0NI0COM NPONYCKaHWUA UCMONb3YETCA aAroPUTM

MapKUPOBaHHOM «KOP3MHbI». 3a4a4elt anroputma ABAfeTCA

NPUHATUE PeLleHuns: NnepeaaTh NAKeT UM OTOPOCUTD.

MapameTpamu anropuTma ABAAKTCA CKOPOCTb NOCTYNEHUA

(CIR) mapKkepoB B «KOp3MHY» 1 06BEM (CBS) «KOp3UHbBI».

- committed_rate_pps — cpefHee 3HaYeHME CKOPOCTH TpaduKa

B pps. [laHHasa CKOpPOCTb rapaHTUpyeTca Npu nepegade

MHbopMaLmm;

- excess_burst_packet — pasmep caep’KMBaoLEero nopora B

nakerax;

- drop — nakeTt 6yaeT oT6pOLIEH, KOraa «Kop3uHa»

nepenosiHUTCS;

- policed-dscp-transmit — npv nepenosiHeHUU «KOP3UHbI»

3HayeHue DSCP byaeTt nepeonpeneneHo.

V Henb3s yaanutb WwWabnoH HacTpoeK, ecim OH UCNOoJb3y-
eTcAa B cTpaterum policy map, nepes yaaneHuem cne-

AyeT yAanuTb Ha3HauyeHue wabnoHa crpaterum: no police

aggregate aggregate-policer-name.

V JeiicTByeT TONbKO ANA pexxmma gos advanced.

Ypansaet waboH HAaCTPOEK PeryIMpoBaHmMs CKOPOCTU KaHaa.

Wrr-queue cos-map
queue_id cos1...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayeHua CoS no
YMONYaHUo ana
oyepepnen:
CoS =1 — ouepeab 2
CoS =2 — oyvepeapb 3
CoS=0— ovepegp 1
CoS =3 — o4yepeapb 6
CoS=4 — ovepegb 5
CoS =5 — ouepeapb 8
CoS =6 — ouepeap 8
CoS=7 — ovepenb 7

Onpegenset 3HaueHun CoS ana oyepeaeit ncxogalero Tpaduka.

YcTaHaBAMBaeT 3HaYeHUA NO YMOIYAHUIO.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonuaHuio sec
KaXKaoi ouyepeam paseH
1

MpucBanBaeT BEC UCXOOALLMM OYEPEAAM, UCTIONb3YEMBII
mexaHuamom WRR (Weighted Round Robin — BecoBoit mexaHusm
pacnpeaeneHus HarpysKku).

YcTaHaBAMBaeT 3HAYEHUE MO YMOIHAHUIO.

priority-queue out
num-of-queues
number_of _queues

no priority-queue out
num-of-queues

number_of_queues:
(0..8)

Mo ymonyaHuto Bce
ouepeam
obpabaTbiBatoTCA No
anropuTtmy «strict
priority».

3a4aeT KONNYECTBO NPUOPUTETHBIX oYepeaei.
Ana npuoputeTHoii ouepean Bec WRR 6ygeTt urHopm-
posaTtbca.
Ecnn 3apaetca otanyHoe ot «0» 3HayeHue N, To ctapuue N ove-
pepeii 6yayT npuoputeTHbiMU (He 6yayT yuactsoBatb B WRR).
Mpumep:
0: BCe oYepeAun paBHONPABHbI;
1: cemb mnaawmx ovyepegeii yuyacteytotr B WRR, 8-as He yuyacr-
ByeT;
2: wecTb mnaawmux oyepeaei yyacrsytor B WRR, 7, 8 He yyacr-
BYIOT.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

qos wrr-queue wrtd

no qos wrr-queue wrtd

Mo ymonyanmnio WRTD
BbIK/NHOYEHO

Bkntoyaet WRTD (Weighted Random Tail Drop) Becosoit

MexXaHW3M yaaneHna NakeTos U3 ouepesei.

V M3meHeHUa BCTYNAT B CUAY MNOC/Ae nepesarpysku
ycTpoiicTBa.

Bbikntovaet WRTD.

gos map enable {cos-dscp
| dscp-cos}

Mcnonb3oBaTth 3afaHHy0 Tabavuy NepemMapKMpoBKU AN foBe-
PEeHHbIX NOPTOB KOMMYTaTOpA.
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no qos map enable
{cos-dscp | dscp-cos}

He ucnonb3oBatb TabauLy nepemapkupoBKy.

qos map dscp-mutation
in_dscp to out_dscp

no qos map dscp-
mutation [in_dscp]

in_dscp: (0..63),
out_dscp: (0..63)

Mo ymonuyaHuto KapTta
U3MEeHeHU aBnaeTca
nycToli, To ecTb
3HayeHua DSCP gna Bcex
BXOAALLMX NaKeToB
OCTalOTCA HEM3MEHHbBIMM

3anonHaeT Tabanuy nepemapknposku DSCP. [na BxogAaLwmX na-
KEeTOB C YKa3aHHbIMK 3HavyeHnAMM DSCP 3aaaeT HOBble 3Ha4YeHus
DSCP.
- in-dscp — onpeaenset ao 8 sHauyeHuit DSCP, 3HayeHuA pasge-
NATCA 3HaKom npobena.
- out-dscp — onpepensaeT Ao 8 HOBbIx 3HaueHnn DSCP, 3HaueHuUs
pasaenstoTca 3Hakom npobena.

V‘ [leiicTBYeT TONbKO ANA pexuma qos basic.

YcTaHaBAMBaeT 3HaYeHUA NO YMOAYAHUIO.

qos map dscp-dp dscp_list
todp

no qos map dscp-dp
[dscp_list]

dscp_list: (0..63)
dp: (0..2)
Mo ymonuaHuto Bce
naKkeTbl UMmetoT
npuoputet cbpoca dp=0

CTaBuT B coOTBETCTBME 3HaYeHunto DSCP npnoputet otbpoca (yem
Bblle YMCI0BOE 3HAaYeHMe NPUOPUTETA, TEM HUMXKE BEPOATHOCTb
TOro, YTO NakeT byaeT oTOpPOLLEH; B Nepsyto oyepenb oTbpacbiBa-
OTCA NaKeTbl ¢ NpuopuTeTom cbpoca 0, 3aTem 1, 3aTem 2).
- dscp_list — onpepensaetr Ao 8 3HadeHnit DSCP, 3HauyeHus
pasaenatoTcs 3Hakom npobena.

V‘ [DeicTByeT TONIbKO ANA pexuma gos advanced.

YcTaHaBAMBaeT 3HAYeHUA No YMONYaHUIO.

qos map dscp-cos
dscp_list to cos

no qos map dscp-cos
[dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHaeT Tabamuy nepemapknposku DSCP. 3ameHsAeT 3HaYeHne
DSCP Ha CoS.

BepHyTbCA K 3HaYEHMAM MO YMONYAHUIO.

gos map cos-dscp cos to
dscp_list

no qos map cos-dscp [cos]

dscp_list: (0..63);
cos: (0..7)

3anonHaeT Tabanuy nepemapkmMpoBku CoS. 3ameHseT 3HayeHne
CoS Ha DSCP.

BepHyTbCA K 3HaYeHMAM MO YMONYAHUIO.

qos map policed-dscp
dscp_list to
dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down:
(0..63)

Mo ymonyaHuio Tabamua
NOBTOPHOW MAaPKMUPOBKM
ABNAETCA NYCTOM, TO eCcTb
3HayeHua DSCP gna Bcex
BXOAALLMX MAKETOB
OCTAOTCA HEU3MEHHbIMU

3anonHaeT Tabanuy nepemapkmposku DSCP. [na Bxoaawmx na-
KeTOB C yKa3aHHbIMM 3HaYeHnAmMM DSCP 3apaeT HOBOe 3HaveHue
DSCP.

- dscp_list — onpegenset o 8 3HayeHuit DSCP, 3HaYeHus pasge-
NATCA 3HaKom npobena.

- dscp_mark_down — onpepenseT HoBoe 3HayeHue dscp.

V' [eiicTByeT TONbKO ANA pexuma qos advanced.

YcTaHaBAMBaeT 3HaYEHUE MO YMOHAHUIO.

qos map dscp-queue
dscp_list to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HayeHus no
YMONYAHMIO:
DSCP: (0-7), ouepeab 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepeap
3
DSCP: (24-31), ouepenb
4
DSCP: (32-39), ouepeap
5
DSCP: (40-47), ouepeap
6
DSCP: (48-55), ouepeapb
7
DSCP: (56-63), ouepeapb
8

YcTaHaBAMBaeT COOTBETCTBME Mexay 3HadeHnamum DSCP Bxoaa-
LLMX NAKETOB 1 oYepeaaMu.

- dscp_list — onpegenset o 8 3HayeHuit DSCP, 3HaYeHus pasge-
nATcA 3Hakom npobena.

YcTaHaBAMBaeT 3HAYeHUA No YMOAN4YaHUIO
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DHELTEX

qos trust {cos | dscp |
cos-dscp}

no qos trust

—/dscp

YcTaHaBAMBaET peMM AoBepua KommyTaTtopa B 6asoBom pe-
*unme QoS (CoS mnm DSCP).
- €OS — YCTaHaB/AMBAET KAAcCUPUKALMIO BXOAALLMX MAKETOB NO
3HaveHuam CoS. [nA HeTerMpoBaHHbIX NAKeTOB MCMOJb3yeTca
3HauveHue CoS No ymonyaHuio;
- dscp — ycTaHaBAMBaeT KNaccuPUKaLmio BXOAALLMX MAKeTOB No
3HavyeHuam DSCP.
- cos-dscp — yCTaHaBAMBAET KNacCUPMKaLMIO BXOAALLMX NMaKETOB
no 3HadyeHuam DSCP gna IP-naketoB 1 no 3HavyeHnam CoS ans He
IP-nakeToB.

V‘ [elicTBYeT TONbKO AN peXuma qos basic.

YcTaHaBAMBAET 3HA4YeHUA No YMO4YaHUIO.

qos dscp-mutation

no qos dscp-mutation

Mo3BoNSET NPUMEHUTb TabnLY U3MEHEHWUI dsCp K COBOKYMHOCTK
dscp-f0BepeHHbIX NOPTOB. Mcnoib3oBaHMe TabanLbl U3MEHEHU
Mo3Bo/IAET Nepesanuncatb 3HadeHua dscp B IP-nakeTax Ha HOBble
3HauYeHuA.
V‘ MNpumeHnTb Tabnuuy usmeHeHuii DSCP BO3MOXKHO
TO/IbKO ANA BXOAALLEro TpaduKa AOBEPEHHbIX NOPTOB.

V [DeicTByeT TONIbKO ANA pexuma qos basic.

OTMeHsAeT UCN0Nb30BaHWE KapTbl U3MeHeHuI dscp.

gos map dscp-mutation
in_dscp to out_dscp

in_dscp: (0..63);
out_dscp: (0..63)

Mo ymonyaHuio KapTta
N3MEeHeHWU sBnsaeTca
NnycTou, To ecTb
3HauveHunAa DSCP gns Bcex
BXOOALLMX MAKETOB
OCTalOTCA HEM3MEHHbIMM

3anonHaeT Tabanuy nepemapkmposkn DSCP. [nsa BxoaAawmx na-
KeTOB C YKa3aHHbIMK 3HavyeHnAMKM DSCP 3aaaeT HOBble 3HaYeHuA
DSCP.

- in-dscp — onpepensaeT go 8 3HayeHui DSCP, 3HaueHus pasge-
NATCA 3HaKom npobena.

- out-dscp — onpegenseT oo 8 HOBbIX 3HaYeHui DSCP, 3HayeHuA
pasaenatoTca 3Hakom npobena.

V [eicTByeT TONIbKO ANA pexuma qos basic.

no qos map dscp-muta-
tion [in_dscp]

YcTaHaBAMBaeT 3HaYeHUsA no YMOYaHUIO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058)
K6KnT/C;
burst: (3000..19173960)
6anT/128 KbanT

YcTaHaB/MBaET OrpaHUYeHMe CKOPOCTU ANsA BXxoasLLero Tpaduka
Ans 3agaHHoi VLAN.

-vlan_id — Homep VLAN:

- rate — cpefHAA ckopocTb Tpaduka (CIR);

- burst — pa3mep caep:kuBatoLLero nopora (orpaHvyeHue
cKopocTK) B BaitTax.

CHMMaEeT orpaHnyeHne CKOPOCTM BXoaALLero TpadumKa.

rate-limit vlan vian_id pps
rate_pps burst_packet

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate_pps: (125..
19531250) pps

burst_pps: (1..19531250
)packet

YcTaHaB/MBaET OrpaHUYeHMe CKOPOCTU ANsA BXxoasLLero Tpaduka
ona 3agaHHoi VLAN.

-vlan_id — Homep VLAN:

- rate_pps — KONIMYECTBO NAKETOB B CEKYHAY.

- burst_packet — pasmep caepuBatoLero nopora (orpaHuyeHue
CKOPOCTHM) B MaKeTax.

CHMMaET orpaHnyeHne CKOPOCTM BXOAALLEro TpaduKa.

qos tail-drop mirror-limit
{rx | tx} limit

no qos tail-drop mirror-
limit {rx | tx}

limit: (0..7000)/3500

HacTtpoiika pacnpegeneHus pecypcos bydepa Ans CKONMPOBAHHbIX
NaKeToB B KOHTPO/IMPYHOLLMIA NOPT

- IX — CKOMWPOBAHHbIE NaKeTbl, MPUHATbIE KOHTPONNPYEMbBIM
nopTom;

- tX — CKONUpPOBaHHble NaKeTbl, NepegaHHble KOHTPOAUPYEMbIM
nopTom.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.
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HELTEX

traffic-limiter mode {kbps YcTaHaBAMBaET pexkum paboTbl orpaHnYeHuns Tpaduka.
| pps} - kbps — orpaHuyeHne BXxoaAWMX KUIOOUT B CEKYHAY;
- pPpS — OrpaHUYeHue BXOLALLMX MAKETOB B CEKYHAY;
[aHHaA KomaHAa U3meHseT pexxum pabotbl ans
V cnepyowero pyHKUMoHana: storm-control, rate-limit,
/kbps rate-limit vlan, police, qos aggregate-policer.
V Bbl6paHHbIi peXxum A0NKEeH COOTBETCTBOBaTb
HacTpoiiKam orpaHu4YeHUs TpaduKa MHaye orpaHnYeHuns
TpaduKa He npousoiiget. Hanpumep: KomaHga storm-control
unicast kbps He 6yaeT orpaHMumnBaTb TpaduK, ecnv BBeAEHA
KomaHpaa traffic-limiter mode pps.

KomaHObI pexcuma pedakmuposaHUA CIUCKA Kpumepues Kaaccugukayuu mpaguka

BM,D, 3anpoca KOMaHAHOVI CTPOKU peXnMma peaaktTmpoBaHUA CNUCKa KpUTeEpUEB I-(I'IaCCMq)MKaLI,MM
Tpaduka:
console# configure

console (config)# class-map class-map-name [match-all | match-any]
console (config-cmap) #

Tabnuua 312 — KomaHabl pexkMma peaakTMpoBaHMA CNMCKa KpUtepmes Knaccudumrkaumm Tpadmka

3HayeHue/3HayeHue .
KomaHoa Aelicmeue

o ymon4aHuio
match access-group [obasnsaeT kputepunin kKnaccudurkaunm Tpaduka. Onpegenset
acl_name npasuaa ¢punbTpaumum Tpaduka no cnmucky ACL gaa

Knaccudukaumm.
acl_name: (1..32) ¢ .,u'
DeiicTByeT TONbKO ANA pexxuma qos advanced.
CMMBOJI0B v

no match access-group Ypanaet KpuTepuii Knaccudpmkaumm Tpaduka.
acl_name

KomaHObI pexcuma pedarmuposaHus cmpameauu Kadccugukayuu mpaguka

BuAa 3anpoca KomaHAHOWM CTPOKM peXxmnma peaakTMpoBaHMA cTpaTernmn kKnaccudumkaumm tpadmka:
console# configure
console (config)# policy-map policy-map-name

console (config-pmap) #

Tabanua 313 — KomaHgbl pexkuma pegakTMpoBaHus cTpaTernm Knaccudurkaumm Tpadpuka

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
no ymoa4YaHuro
class class_map_name [ac- OnpepaensieT NpaBuao KnaccuduKaLmm Tpaduka U BXoauT B
cess-group acl_name] peXMM KOHPUrypaLmm npasmaa Knaccupukaumm — policy-map

class.
- acl_name — onpepgenseT npasuaa ¢punbTpaunm Tpadmka no
cnucky ACL gna knaccudurkaumm. Mpum co3gaHum HOBOTo Npasuaa

class_map_name: (1..32)
KnaccudmKaumm onumMoHanbHbIN NapameTp access-group

CMMBOOB;
acl_name: (1..32) obszateneH.
CUMBONOB [Lina Toro utobbl UCNONb30BaTb HACTPOIKK cTpaTermn policy-

V map ana uHtepdeiica, ucnonb3yiite KOMaHAY service-
policy B pexkxume KoHpuUrypaumum nitepdeiica.

V [eicTByeT TONIbKO ANA pexuma gos advanced.
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Ypansaet npasuno knaccudukauum Tpadmka class-map us
ctpateruu policy-map.

no class class_map_name

KomaHObI pexcuma KoHgu2ypayuu npasuna Kaaccugpukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoOHUrypaLmm npaBuaa KnaccupuKkaumm:

console# configure

console (confiqg)# policy-map policy-map-name
console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnunua 314 — KomaHab! pexuma KoHPUrypauum npasuia Knaccudurkaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

trust

no trust

M0 yMOAYaHUIO pPeXKUM
[OBEpusA He YCTaHOB/EH

Onpegenser pexnum L0oBepua K onpegeneHHoMy Tmny Tpaduka
COrnacHo rnobasbHOMY Pexumy foBepus.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

set {dscp new_dscp | queue
queue_id | cos new_cos |
vlan vian_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YcTaHaBAnBaeT HOBble 3Ha4yeHua ana IP-nakeTta.
V KomaHpa set sBnserca B3ammouckalovatowei ¢
KOMaHAoi trust ana oaHoi M Toii Ke cTpaTterum
policy-map.

V Crpaterum policy-map, ucnonb3symowme KOMmaHAabl
set, trust uam umerowmii Knaccudpurkaumo ACL,

Ha3HaualoTCA TONIbKO ANA UCXOAALUUX MHTEPDEICoB.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

Ypanaet HoBble 3Ha4YeHUA gna IP-nakeTa.

redirect {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

no redirect

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

HanpaenseT nakeTbl, yA0BAETBOPAOLLME NPABUIY
KnaccuouKaumm Tpadmka, B yKasaHHbIM NopT.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

police commit-
ted_rate_kbps commit-
ted_burst_byte [exceed-ac-
tion {drop | policed-dscp-
transmit}]

committed_rate_kbps:
(3..12582912) kbuT/c;
committed_burst_byte:
(3000..19173960) 6aiiT;
aggregate_policer_name:
(1..32) cumBonos

M03BONISET OrPaHNYUTL NONOCY NPOMNYCKAHUA KaHaNa U B TO XKe
BPems rapaHTMPOBaTh ONpeseNeHHy CKOPOCTb nepeaayn
JaHHbIX.

Mpu paboTe ¢ N0NI0COM NPONYCKAHMA UCNO/b3YETCA aTOPUTM
MapKMPOBAHHOMN «KOP3UHbI». 3aaYelt aAropmuTMa aBAseTcs
NPUHATHE peLleHns: nepefaTb NakeT Uam oTbpocuTs.
MapameTpamu anroputma AaBAAKOTCA CKOPOCTb NOCTYNIEHUA
(CIR) mapKepoB B «KOP3UHY» U 06bEM (CBS) «KOP3UHBbI».

- committed_rate_kbps — cpeHee 3HaYeHWNE CKOPOCTH
TpaduKa. [laHHasA CKOPOCTb rapaHTUPYeTCA Npu Nepeaaye
nHbopmaLmu;

- committed_burst_byte — pa3mep cAepKMBatoLLEro nopora B
baliTax;

- drop — naket 6ygeT oTOpoLEH, KOrga KKOpP3nHa»
nepenoHuTCs;

- policed-dscp-transmit — npu nepenoaHEeHUN KKOP3UHbIY,
3HayeHune DSCP bypeT nepeonpegeneHo.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.
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police aggregate
aggregate_policer_name

HasHauaet npasuny knaccuduraumm Tpaduka wabnoH
HaCTPOEK, KOTOPbIV NO3BOAAET OrPAHUYUTL NOOCY
NPONycKaHWA KaHania v B TO Ke BPEMA rapaHTMpPOBaTb
onpeaesieHHyo CKOPOCTb Nepeaayun AaHHbIX.

/  Deiicteyet TonbKo AR pexknuma qos advanced.

committed_rate_pps burst-
packet} [exceed-action
{drop | policed-dscp-
transmit}]

no police

committed_rate_pps: (125..

19531250) pps;

committed_burst_packet:

(1.. 19531250) packet;
aggregate_policer_name:
(1..32) cumBonos

no police Ypanset wabnoH HaCTPOEK PeryIMpoBaHUA CKOPOCTU KaHana
u3 npasuna knaccudukaumm Tpadumka.
police pps Mo3BonAET OrpaHNYUTL NONOCY NPOMYCKAHMA KaHana u B TO

»Ke Bpems rapaHTMpoBaThb onpeaesieHHY CKOpoCTb
nepeaayv AaHHbIX.

Mpu paboTe c NoNoCol NPONyCcKaHUA UCNOb3yeTcA
ANITOPUTM MAPKMPOBAHHOM KKOP3UHbI». 3adaven
aNropuTMa ABNAETCA NPUHATUE peLleHmMA: NepeaaTtb NakeTt
UM oTOPOCUTL. MapameTpamm anropuTMa ABAAIOTCA
ckopocTb noctynneHus (CIR) MapKepoB B «KOP3UHY» 1
06bEM (CBS) «KOp3UHBI».

- committed_rate_pps — cpefHee 3HaYeHWe CKOpPoCTH
TpaduKa B pps. [laHHaA CKOPOCTb rapaHTUpyeTca npu
nepegaye uHpopmauum;

- committed_burst_packet — pasmep caeprKuUBatoLWEro
nopora B NaKeTBax;

- drop — naket byaeT oTOpOLIEH, KOrAa KKOP3UHA»
nepenoJiHUTCS;

- policed-dscp-transmit — npu nepenosHeHUM «KOP3UHbI»,
3HavyeHue DSCP byaert nepeonpeseneHo.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

YpanaeT wabnoH HacTpoeK pery/IMpoBaHnUa CKOPOCTU
KaHana u3 npasunia Knaccuoukaumm Tpadumka.

KomaHObI pexcuma KoHgu2ypayuu npoguns qos tail-drop

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHpurypaumm npoduna gos tail-drop:

console# configure
console (config)# gos tail-drop profile profile id
console (config-tdprofile) #

V 3HaueHUs AMMUTOB, 6IN3KUX K MAaKCUMaAJIbHbIM, MO}KHO MCNO/Ib30BaTb, TO/IbKO €C/IN pacluMpeHue
AmmuTtos npoduna ao 400-1500 He nomoraeT n36aBUTbLCA OT 4PONOB B BbIXOAHbIX o4Yepeanx.

Tabanua 315 — KomaHgb! pexkuma KoHdurypaumnm npoduns qos tail-drop

no port-limit

limit: (0..5902)/88

MES5324:
limit: (0..7640)/108

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymon4aHuro
port-limit /imit MES23/33/35xx: 3agatb pasamep NakeTHOro pasgensaemoro nyna ana nopra.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

queue queue_id [limit
limit] [without-sharing |
with-sharing]

no queue queue_id

MES23/33/35xx:
limit: (0..5902)/18

MES5324:
limit: (0..7640)/10

queue_id: (1..8)

MN3MeHWUTb NapameTpbl ouepesm:

- queue_id — Homep ouepeau;

- limit — KoNM4YeCcTBO NaKeTOB B o4Yepeau;

- without-sharing — 3anpetuTb gocTyn K obwemy nyny;
- with-sharing — paspewuTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.
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Mpumep Hacmpoliku tail-drop profile u Ha3HayeHue e2o Ha nopm:

Co3pgaHue tail-drop profile:

console (config)# gos tail-drop profile 2

console (config-tdprofile)# queue 1 limit 400
console (config-tdprofile)# queue 2 limit 400
console (config-tdprofile)# queue 3 limit 400
console (config-tdprofile)# queue 4 limit 400
console (config-tdprofile)# queue 5 limit 400
console (config-tdprofile)# queue 6 limit 400
console (config-tdprofile)# queue 7 limit 400
console (config-tdprofile)# queue 8 limit 400
console (config-tdprofile)# port-limit 400

Ha3sHaueHwue tail-drop profile Ha nopT:

console (config) # interface Gigabit Ethernet 1/0/1
console (config-tdprofile)# qos tail-drop profile 2

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi nopmos

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepoeiica Ethernet, rpynnel nopTos:

console (config-if)#

Tabnuua 316 — KomaHabl pexkuma KoHourypaumm nHtepdeica Ethernet, rpynnel noptos

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
Mo ymMoa4YaHuto
service-policy {input | HasHauaeT nHTepdeiicy cTpatermto Knaccupmkaumm Tpaduka.
output} policy_map_name - deny-any — oT6pocuTb TpaduK, He Nonagatowmii nog aencramne
[default-action {deny-any | NONUTHKMK;

policy_map_name:

ermit-an
p yi (1..32) cumsonos

- permit-any — pa3pewmnTb NpoxoxaeHue Tpaduka, He
nonagatowero noj AencTBme NOANTUKN.

no service-policy {input | YaansaeT ctpateruio Knaccudukaumm tpaduka ¢ nHTepdeitca.
output}

traffic-shape YcTaHaBAMBaET OrpaHUYeHme CKOPOCTU ANA ncxogaiuero Tpaduka
committed_rate yepes uHTepodeic.

committed_rate:
(64..1000000) k6UT/C;

committed_burst:
(4096..16762902) 6aiit

[committed_burst] - committed_rate — cpefHAA CKOPOCTb TpaduKa, KBUT/C;
- committed_burst — pasmep cAeprKMBatoLLEero nopora

(orpaHuuyeHue ckopocTu) B HanTax.

no traffic-shape CHMMaET orpaHUYeHne CKOPOCTU UCXoaALLero TpaduKa yepes
UHTepodelic.

traffic-shape queue YcTaHaBAMBAET OrpaHUYEHME CKOPOCTM TpadumKa yepes

queue_id committed_rate queue_id: (0..8); nHTepdelc gns ncxoaailei ovepegm.

[committed_burst] committed_rate: - committed_rate — cpefHAA CKOPOCTb TpaduKa, K6UT/C;
(36..1000000) kbUT/C; - committed_burst — pa3mep cAeprKMBatoLero nopora

committed_burst: (orpaHuuyeHmne ckopocTu) B HaiTax.

no traffic-shape queue (4096..16769020) 6aiit CHMMaEeT orpaHMYeHmne CKOpPOCTH TpaduKa Yepes nHTepdeic ans

queue_id ncxopsLLen oyepeam.

qos trust [cos | dscp | BktoyaeT 6a30Bblii MexaHM3M qos ANa nHTepdeiica.

cos-dscp] - €0s — nopT gosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopt gosepseT 3HauyeHuto DSCP B IPv4/IPv6-nakeTax;

—/BKnioueHo - cos-dscp — nopT gosepsaeT o6oMm ypoBHAM, ogHako DSCP
nmeet npuopuTteT Hazg 802.1p.
no qos trust BblKkntoyaeT 6a30BbIi MeXaHW3M qos ANs UHTepdelica.
rate-limit rate [burst burst] YcTaHaBAMBaAET OrpaHUYeHme CKOPOCTU ANA BXOAALLEro Tpaduka.
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no rate-limit

rate: (64..10000000)
KbuT/C;
burst: (3000..19173960)
6anT/128 KbanT

CHUMaET orpaHuYeHue CKopPoCTU BxoasaLLero Tpaduka.

rate-limit pps rate_pps
[burst burst_packet]

no rate-limit

rate_pps:(125..

19531250)pps

burst_pps:(1..
19531250)packet

YcTaHaBAWBAET OrpaHUYeHMe CKOPOCTU AN BXxoasaulero Tpaduka
B pps.

CHUMaET orpaHuYeHune CKopPoCTH BxoasaLero Tpaduka.

qos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YcTaHaBAuBaeT 3HayYeHume CoS no ymonyaHuio ana nopta (CoS,
NPUMEeHsAEeMbI 419 BCEro HETErMpoBaHHOIo Tpaduka,
npoxoaaluero Yyepes nHtepdeiic).

YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Vian

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdurypaumm nHtepdelica Vlan:

console (config-if) #

Tabnunua 317 — KomaHabl pexkmuma KoHpurypaumum nHtepdeliica Vlan

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

qoOs Cos egress cos

NO (Os Cos egress

cos: (0..7)/0

YcTaHaBAMBaET 3HaYeHWe napameTpa nona npmoputeta 802.1p
AR UCXOAALLEro TerMPOBAHHOIO TpaduKa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnumua 318 — Komanapl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
o yMmon4aHuo

Aeiicmeue

show qos

MNokasbiBaeT pexkmm QOS, HAaCTPOEHHbIW Ha ycTpolicTee. B
6a30BOM peXKMMe NMOKa3blBaEeT «10BEPEHHbIN» pexkum (trust
mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cumBona

Moka3blBaeT CNUCKK Kputepmes Knaccudurkaumm Tpaduka.
/ [elicTByeT TONbKO ANA pexuma qos advanced.

show policy-map [pol-
icy_map_name]

policy_map_name:
(1..32) cumBona

Moka3sblBaeT NpaBmna Knaccuoukaumm Tpaduka.
/| DeiictByet TONbKO ANA pexuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumBona

MoKa3bIiBaeT HACTPOMKN CpeaHel CKOPOCTU U OrPaHUYEHUA
NoAoCbl NPONYCKAaHUA ANA NPaBuUA KnaccuduKaumm TpadumKa.
/ [eiicTByeT TONbKO AN pexxuma qos advanced.
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show qos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MNokasbiBaeT QoS-napameTpbl Ana nHTepdeica.

- vlan_id — Homep VLAN;

- gi_port — Homep nHTepdelicos Ethernet gl;

- te_port — Homep nHTepoeincos Ethernet XG1-XG24;

- fo_port — Homep uHTepdericos Ethernet XLG1-XLG4;

- group — HOMep rpynmnbl NOPTOB;

- buffers — HacTpolikun bydepa gns ouepesneint nHTepdeiica;

- queueing — anroputm obpaboTkm ouepegeit (WRR nam EF),
Bec gna WRR-ouepegeit, Knaccobl 06Cny»KMBaHMA ana odepesen
n npuopwutet gna EF;

- policers — ckoHOUryprpoBaHHbIe cTpaTernu Knaccuobukalmm
TpaduKa gns nHTepdelica;

- shapers — orpaHuuyeHue ckopocTn Ana ucxogaliero Tpaduka.

show gos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation]

Moka3sbiBaeT MHGOPMaLLMIO O 3aMeHe MoJiei B NaKeTax,
mncnonb3yemoix QOS.

- dscp-queue — Tabanua cootsetcTeua DSCP 1 oyepeseit;

- dscp-dp — Tabauua coorsetcTBMA meTok DSCP v npuopuTteTa
cbpoca (DP);

- policed-dscp — Tabanua nepemapkuposku DSCP;

- dscp-mutation — Tabaunua nsmeHeHuns DSCP-to-DSCP.

show qos tail-drop

MpocmoTp napameTpos tail-drop.

show qos tail-drop
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port ]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MpocmoTp tail-drop nHdopmaumm No KOHKPETHOMY MOPTY (BCEM
noptam).

show qos tail-drop unit
unit_id

unit_id: (1..8)

MpocmoTp tail-drop MHGOpMaLMM NO KOHKPETHOMY YCTPOMNCTBY
B CTEKe.

show ip tx-priority

MpocmoTp MHPOPMaUUM 0 MapKMpOBKe TpaduKa,
bopMUpPYyEMOrO LLeHTPaIbHbIM NPOLLECCOPOM.

[pumepbl 8bINOAHEHUS KOMAHO

= BkawounTb pexkum QoS advanced. Pacnpegenntb Tpadumk no odepesam, naketbl ¢ DSCP 12 B nepsyto
oyepeab, naketbl ¢ DSCP 16 Bo BTOpYt0. Bocbmasa ovepeab — npuoputeTHada. Co3aaTb cTpaTerunto
Knaccudmraumm Tpadmka no cnucky ACL, paspeluarowemy nepegady TCP-naketos ¢ DSCP 12 1 16 u
OrpaHNUYMNBAIOLLYIO CKOPOCTb — cpeaHAa ckopocTb 1000 K6uT/c, nopor orpaHudeHmsa 200000 6aitr.
Mcnonb3oBaTb AaHHYHO cTpaTernio Ha uHTepdelicax Ethernet 14 u 16.

console#

console# configure

console (config)# ip access-list tcp ena

console (config-ip-al)# permit tcp any any dscp 12

console (config-ip-al)# permit tcp any any dscp 16

console (config-ip-al)# exit

console (config)# gos advanced

console (config) # gqos map dscp-queue 12 to I

console (config)# gos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I

console (config)# policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c) # exit

console (config-pmap) # exit

console (config) # interface tengigabitethernet 1,/0/14
console (config-if)# service-policy input
console (config-if) # exit
console (config) # interface tengigabitethernet 1/0/16
console (config-if)# service-policy input
console (config-if) # exit
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console (config) #

5.34.2 Cmamucmuka QoS

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BunA 3anpoca KOMaHAHOWN CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnnua 319 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm.

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

qos statistics aggregate-po-
licer aggregate_po-
licer_name

no qos statistics aggre-
gate-policer aggregate_po-
licer_name

aggregate_policer_name:
(1..32) cumBonos;
Mo ymonuanuio QoS-
CTaTUCTUKA OTK/IHOYEHA

BkatoyaeT QOS-CTaTUCTMKY NO OrpaHUYEHMIO NONOC
NponycKaHus.

OTkntovaeT QOS-CTaTUCTMKY NO OrpaHUYEHU0 NON0C
NponycKaHus.

qos statistics queues set
{queue | all}{dp | all} {gi-
gabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | all}

no qos statistics queues set

set: (1..2);
queue: (1..8);
dp: (high, low);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
3HayeHne No YMOIYaHWUIO:
set 1: Bce npmnopwuTeTsl, BCe
ouepesm, BbICOKUM
npuopuTteT cbpoca.
set 2: Bce NpuopuTeThbI, BCE
oyepeam, HU3KUM
npuopwuTet cbpoca.

BkntoyaeT QOS -CTaTUCTUKY ANA BbIXOAHbIX ovepeaei.
- set — onpepenset Habop cYETYMKOB;

- queue — onpegenseT NCXOAALLYIO ovepesb;

- dp — onpepaenset npuopuTeT cbpoca.

OTktovaeT QOS-CTaTUCTMKY A/1A BbIXOAHbIX O4Yepeaen.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, 2pynnsl nopmos

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHourypaumm uHtepoderica Ethernet, rpynnel nopros:

console (config-if) #

Tabanua 320 — KomaHabl pexkuma KoHourypaumm uHtepdeica Ethernet.

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

BkntoyaeT c6op QOS-CTaTUCTMKM Ha MHTepdeiice.

- policy-map_name — cTpaTerus Knaccuourkaumm Tpaduka;
- class_map_name — cnuCcOK KpuTepmes Kaaccudukaumm
TpaduKa.

qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumBonos;
class_map_name: (1..32)
CUMBOJIOB;

Mo ymonyaHuto cbop OTkAtoyaeT cbop QOS-CTaTUCTMKMU Ha MHTepdeiice.
QoS-cTaTUCTMKKN

OTKNHOYeEH

no gos statistics policer
policy_map_name
class_map_name

KomaHOobi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnumua 321 — KomaHabl pexkmma EXEC

3HaveHue/ 3HaueHue ”

KomaHoa / Aelicmeue
no yMmoa4YaHuro

clear qos statistics — OuniaeT cTaTucTMKy QOS.

show qos statistics - MoKa3biBaeT cTaTUCTMKY QOS.

5.35 KoH}urypauma npoToKoN0B MapLupyTM3aLum

5.35.1 KoHdpueypayua cmamuyeckoli mapwpymu3sayuu

CTaTnyecKkaa MapLpyTM3auus — BUA MapLpyTU3aLmMm, Npu KOTOPOM MapLLIPYTbl YKa3bliBalOTCA B ABHOM
BMAE NPU KOHPUIypaLmM mappyTM3aTopa. Bca maplupyTusaumsa npmu 3TOM NpoucxoamT 6es yyacTusa Kakux-
NM60 NPOTOKO/I0B MapLLPYTU3aLMM.

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMmMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabanua 322 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/ 3HayeHue Neiicmeue
no yMoaYaHuro
ip route prefix {mask | pre- CosaaeT cTaTUyecKoe NpaBMa0 MapLpyTU3aumm.
fix_length} {gateway [met- - prefix — ceTb HazHa4yeHuA (Hanpumep, 172.7.0.0);
ric distance] |name name] - mask — macka cetu (B popmaTe feCATUYHOM CUCTEMDbI
| reject-route} ncuncneHus);
- prefix_length — npeduKc Mmacku ceTu (KONNYeCcTBO eAnHUL, B
macke);
prefix_length: (0..32); - gateway — W03 ANA JOCTYNA K CETU Ha3HaYeHus;
distance (1..255)/1 - distance — Bec mapLipyTa;
-name — UMA MapLIpyTa;
- reject-route — 3anpeLLaeT MapLpyTU3aLMIO K CETU Ha3HaAYeHun
yepes Bce LUO3bI.
no ip route prefix {mask | Ypanaer npaBuio U3 Tabanubl CTaTUMECKOW MapLUpyTU3aLmu.
prefix_length} {gateway |
reject-route}

KomaHOobi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#
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Tabnunua 323 — KomaHabl pexkuma EXEC

Komanda 3HavyeHue/ 3HayeHue Leiicmeue
no ymoa4YaHuro

show ip route [connected | MokasbiBaeT TabavLy MapLIpyTU3aL MK, YA0BAETBOPAIOLLYHO

static | address ip_address 334aHHbIM KpUTEPUAM.

[mask | prefix_length] - connected — NoAKNOYEHHbIA MapLIPYT, TO €CTb MapLUPYT, B3ATbIN

[longer-prefixes]] — C HENoCpeACTBEHHO NOAK/IOUYEHHOTO U QYHKUMOHUPYIOLLETO
MHTepoeica;
- static — cTaTuyeckumii mapLpyT, NponucaHHbIi B Tabanue
MapLLpyTU3aLUH.

[pumep 8b1M101HEHUA KOMAHObI

= [lokasaTb Tabavuy mapLpyTusaumm:

console# show ip route

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabnunua 324 — OnucaHue pesybTaTta BbIMNOSHEHMA KOMaHAbI

Mone OnucaHue
MoKa3bIBaeT NPOUCXOXKAEHME MApLIpYTa:
c C — Connected (MapwpyT B3AT U3 HENOCPEACTBEHHO NOAKAOYEHHOTO N GYHKLMOHK-
pytowero nHtepodeiica),
S — Static (cTaTMyecknit MapLUpyT, NPONMUCaHHbIN B TabaMLe MapLupyTM3aLmm).
10.9.1.0/24 Apapec ceTu.
MepBoe 3HayeHMe B CKOBKax — agMWHWUCTPATUBHAA AMCTaHUMA (cTeneHb AoBepus
[5/2] MapLUpyTU3aToOpPy, YEM YUCAO Bbille, TEM MEHblUe A0BEepuUe K MUCTOYHMKY), BTOpoe
4yncno — MeTpPUKa MapLipyTa.
via 10.0.1.2 Onpegensiet IP-agpec cnepylowero maplupyTM3aTopa, 4Yepes KoTopblii NpoxoguT
o MapLUpyT A0 ceTu.
00:39:08 OnpeaenseTt Bpema nocnegHero 06HOBAEHMA MapLpyTa (4acbl, MMHYTbI, CEKYHAbI)
Vlan 1 Onpegaenset nHTepoeiic, Yepes KOTOPbIM NPOXOAUT MAPLIPYT A0 CETU.

5.35.2 Hacmpolika npomokKona RIP

MpoTtokon RIP (aHrn. Routing Information Protocol) — BHYTPeHHWI NPOTOKOA, KOTOPbIN No3BonseT
MapLLpyTM3aTopam AUHAMUYECKM OOHOBAATb MapLIpyTHYO MHPOpMaLMIO, MoayyYas ee OT COCeAHMUX
MapLLpyTU3aTOPOB. ITO OYEHb NPOCTOM NPOTOKOA, OCHOBAHHbIN HA NPUMEHEHUW OUCTAHUMOHHOMO BEKTOPA
MapLpyTmnsaummn. Kak AucTaHUMOHHO-BEKTOPHbINM npoTokos, RIP nepuvoanyeckn nocblnaet obHoBAEHMSA
MeXay coceaamu, CcTpos, TakMm 06pasom, TOMOMOIMIO CeTU. B KaKaom OOGHOBNEHWW nepepaeTcs
MHbOpMaLMA O AMUCTAaHUMKM [0 BCeX CeTel Ha CoCeaHWU MaplipyTusatop. KommyTtaTtop noaaeprkmsaeT
npotokon RIP Bepcum 2.
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BuAa 3anpoca KoOMaHAHON CTPOKM B pexume rnobanbHo KoHGUrypaumu:

console (config) #

Tabanua 325 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aeiicmeue

router rip

no router rip

Bxopg, B pexxum KoHourypaumm npotokona RIP.

YpaneHnue rnobanbHoi KoHUrypauum npotokona RIP.

KomaHObI pexcuma KoHgu2ypayuu npomokosa RIP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #

Tabnunua 326 — KomaHabl pexmuma KoHpurypauum npotokona RIP

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

default-metric [metric]

no default-metric

metric: (1..15)/1

YcTaHaBAMBAET 3HAYEHWE METPUKU, C KOTOpoW ByayT
QHOHCMPOBATLCA MaPLLPYTbI, NOJYYEHHbIE APYTVMM
NPOTOKONaMM MapLupyTM3auuu. bes napamerpa yctaHasimsaer
3HaYeHWe No YMONYaHHIO.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

network A.B.C.D

A.B.C.D: IP-agpec

YctaHaeauBaet IP-agpec nHtepdeliica, Kotopblt byaet
Yy4acTBOBaTb B MPOLECCe MaPLLPYTU3ALMN.

no redistribute ospf [id]

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name: (1..32)

no network A.B.C.D nHTepdeiica Ypanset IP-aapec nHtepdeliica, KoTopbli byaeT yyacTBoBaThb B
npovlecce MapLpyTU3aLmu.
redistribute {static | con- PaspelaeT aHOHCUpoOBaHME MmappyToB Yyepes RIP.
nected } [metric transpar- - 6e3 napameTpoB — 03HayaeT, 4To ByAeT UCNOb30BaATHLCA
ent] default-metric npn aHOHCMpPOBaHMM MapLLPYTOB;
- metric transparent — o3HayvaeT, 4To byZeT NCNo/Ib30BaTHCA
- METPUKA U3 TabaunLbl MapLLpyTU3aLuu.
no redistribute {static | 3anpeLaeT aHOHCUPOBAHME CTAaTUYECKMX MapLupyToB Yepes RIP.
connected} [metric trans- - metric transparent — 3anpeLaeT UCNONb30BaTb METPUKY U3
parent] TabAnubl MapLLpyTU3aLUK.
redistribute ospf [id] [met- Pa3pewaeT aHoHcupoBaHue OSPF mapwpyToBs Yepes RIP.
ric metric | match type | - id — naeHTMdmKaTop npouecca OSPF;
route-map id: (1-65536) - type — npon3BoAUTb aHOHCMPOBAHME TONbKO A/1A YKa3aHHbIX
route_map_name] metric: (1..15, Tunos OSPF mapLupyTos;

- route-map_name — NPOU3BOAMUTb aHOHCUPOBaHUeE
MapLIpyTOB nocsae ux GuabTpaLmm Yepes yKasaHHyto route-
map;

be3 napameTpos 3anpeLtaeT aHOHcMpoBaHne mappyTtos OSPF

transparent)/1

[metric metric | match type CMmBO/1a yepes RIP. B cnyyae ykasaHua napameTpa BO3BpaLLaeT ero
| route-map AedonTHoe 3HayeHue.

route_map_name]

redistribute bgp metric Pa3spewaet aHoHcupoBaHme BGP mapwpyTos yepes RIP.
metric | transparent . - metric — 3Ha4YeHne MeTPUKU AN UMNOPTUPYEMBbIX

! I P ] metric: (1..15, P A PTMRY

MapLIpyTOB;
- metric transparent — o3HauaeT, 4To 6yAeT Ucnoab30BaTbCA
MeTpUKa 13 TabanLbl MapLIpyTU3aLLMK.
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no redistribute bgp metric
[metric | transparent]

be3 napameTpoB 3anpeLLaeT aHOHCMpOBaHWe mappyTos BGP
yepes RIP. B cnyyae ykasaHWA napameTpa BO3BpaLLLAET ero
nedonTHoe 3HaYeHue.

redistribute isis [/evel]
[match match] [metric
metric] [transparent]

no redistribute isis [/evel]
[match match] [metric
metric] [transparent]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Paspelaet aHoHcupoBaHue IS-IS mapwpyTos yepes RIP.
- level — ycTaHOBUTb, U3 KaKoro ypoBHs IS-IS 6yayT
AHOHCMPOBATbCA MAPLLPYThI;

- match — npoun3BoAWTb aHOHCUPOBAHME TONbKO ANA
YKa3aHHbIX TMNos IS-IS mapwpyTos.

be3 napameTpoB 3anpeLLaeT aHOHCMPOBaHUE MapLpyTos IS-IS
yepes RIP. B cnyyae ykasaHua napameTpa BO3BpaLLaeT ero
nedonTHoe 3HaueHue.

shutdown / BbIkAtOYatoT Npouecc mapwpyTtusaummn no npotokony RIP.
—/BKNtOYEHO
no shutdown BkatoyatoT npouecc mapLupyTtusauum no npotokony RIP.
passive-interface OTKNOYUTL OOHOBNEHNA MapLIPYTU3ALMK.
—/BKNOYEHO

no passive-interface

BKHOUMTL OBHOBAEHWUA MapLUPYTU3aLUW.

default-information origi-
nate

no default-information
originate

—/MapLipyT He
reHepupyercs

FeHepMpoBaTb MapLLPYT MO YMONYAHUIO

BoccTaHOBUTL 3HaYeHMe NO YMOYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabanua 327 — KomaHgbl pexxuma KoHpurypaunmn nntepoelica IP

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmon4aHuo

Aelicmeue

ip rip shutdown

no ip rip shutdown

—/BK/IIOYEHO

BbIK/tOYaOT Npouecc mapLpytusauum no npotokony RIP Ha
AaHHOM nHTepdeiice.

BkntoyatoT npouecc mappytusaumm no npotokony RIP Ha
AaHHOM nHTepdeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymonuyaHutio
oTnpaBKa 0bHOBNEHMI
BKNIOYEHA

BbIKntoyaeT oTnpaBKy 06HOBAEHWI Ha nHTepdeiice.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[obasnseT cmelLeHne K MeTpuKe.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

ip rip default-information
originate metric

no ip rip default-infor-
mation originate

metric: (1..15)/1;
Mo ymonuyaHutio
dYHKLMA OTKAOYEHA

YcTaHaBAMBaeT METPUKY A1A MApLIPYTa MO YMONYAHUIO
TpaHcaupyemoro yepes RIP.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication
mode

Mo ymonyanuio
ayTeHTUdMKaumA
OTKNtOYEHa.

BkntoyaeT ayTeHTUOUKaumio B RIP 1 onpeaenseT ee Tun:
- text — ayTeHTUMKALMA OTKPLITbIM TEKCTOM;
- md5 — ayteHTUdMKauumn MD5.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip rip authentication
key-chain key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
CMMBOJIOB

OnpepensieT Habop KAtoYel, KOTOPbI MOXKET UCMNONb30BaTHCA
4NA ayTeHTUdMKauuu.,

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
CUMBOIOB

Onpe,qenﬂeT KN4 onA ayTeHTMd)VIKa LN OTKPbITbIM TEKCTOM.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CUMBOJI0B

YcTaHaBAunBaeT cTaHaapTHbIl IP ACL ana dunbTpaumm
AHOHCMPYEMbIX MApLUPYTOB.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.
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KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 328 — KomaHgb! pexuma privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show ip rip [database | MpocmoTp nHdopmaumm o RIP-maplipyTmsaumu:
statistics | peers] - database — nHdpopmauma o HacTpolikax RIP;
o - statistics — cTaTUCTMUYECKME faHHbIE;
- peers — MHMOPMALMA y4aCTHUKA CETU.

[pumepbl UC0/16308AHUS KOMAHO

BkatoumTb npoToko RIP ana noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeHTU-
dumkaumto MD5 yepes Habop Kntouelt mykeys:

console#

console# configure

console (config) # router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if)# ip rip authentication key-chain mykeys

— e~ o~ —~

5.35.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKON AUHAMWYECKOM MapLIpyTM3aLUumM, OCHOBaHHbIN Ha TEXHO-
JIOrMM OTC/IeXKMBaHMA COCTOAHMUA KaHana (link-state technology) 1 ucnonbayowmii Ana HaxoXKAEHUs KpaTyan-
wero Nyt anroputm Oenkctpbl. Mpotokon OSPF npeacTtaBaseT coboli NpoTOKON BHYTpeHHero wito3a (IGP).
MpoTokon OSPF pacnpocTpaHAeT MHPOPMALMIO O AOCTYMHbIX MapLUIpPyTax MeXay MapLipyTU3aTopamm o4HOM
aBTOHOMHOW CUCTEMBI.

YcTpoWcTBO NoanepKMBaeT 04HOBPEMEHHYHO PAabOTy HECKO/IbKMX HE3aBUCMMbIX SK3EMMSPOB NpoLec-
coB OSPF. Hactpolika napameTpos ak3emnnspa OSPF npoussogmMTca nyTem yKasaHUA naeHTMdUKaTopa K-
semnaapa (process_id).

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua 3anpoca KoMaHAHOW CTPOKMU B pexkume rnobanbHon KoHUrypauuu:
console (config) #

Tabnnua 329 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HaveHue/3Ha4yeHue o
KomaHda / Aeilicmeue
no yMo/a4YaHUro
router ospf [process_id] BkatoyaeT mapwpyTmsaumio no npotokony OSPF.
process_id: (1..65535)/1 3apaeT naeHTUOUKaTOp npouecca.
no router ospf [process_id] BblkntovaeT mapLupyTtusaumio no npotokoay OSPF.
ipvé r.outer ospf [pro- process._id: (1..65535)/1 BkatovaeT mappyTtusaumio no npotokony OSPFv3.
cess_id] 3apaeT naeHtTndmMKaTOp Npouecca.
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no ipvé6 router ospf [pro-
cess_id]

BbikntoyaeT mapwpyTtunsaunio no npotokoay OSPFv3.

ipv6 distance ospf {in-
ter-as | intra-as} distance

no ipvé6 distance ospf {in-

ter-as | intra-as}

distance: (1..255)

3agaeT a4MUHUCTPATUBHYIO ANCTaHUMIO ana mapwpyTtos OSPF,
OSPFv3.

- inter-as — AnA BHELWHNX aBTOHOMHbIX CUCTEM

- intra-as — BHYTpW aBTOHOMHOW cUCTEMDbI

Bo3Bpallaer 3HaYeHMs No yMOYaHuIo.

KomaHOb! pexcuma npouyecca OSPF

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHdurypaumm npouecca OSPF:

console(router_ospf_process)#
console (ipvé router ospf process)#

Tabnmua 330 — KomaHabl pexkmuma KoHpurypaumm npouecca OSPF

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

[Oevictene

redistribute connected
[metric metric] [route-map
name] [subnets]

no redistribute connected
[metric metric] [route-map
name] [subnets]

metric: (1..65535);
name: (1..255) cumBonos

PaspelwaeT aHoHCHpoBaHUWe connected mapwpyTos:

- metric — 3HauyeHUe METPUKMU NS UMNOPTUPYEMbIX MapLL-
pyToB;

- name — “MA NOAUTUKM UMMNOPTa, NO3BOAAIOLWEN GUABTPO-
BaTb M BHOCUTb U3MEHEHUS B UMMNOPTUPYEMbIE MaPLLPYTbI;

- subnets — no3sonser UMNopTMpOBaTL NOACETH.

bes napameTpoB 3anpeLyaeT aHOHCMpoBaHUMe connected
MapLpyToB. B ciyyae ykasaHuA napameTtpa BO3BpaLLaeT ero
3HaYeHMe Mo YMOUAHMUIO.

redistribute static [metric
metric] [route-map name]
[subnets]

no redistribute static [met-
ric metric ] [route-map
name] [subnets]

metric: (1..65535);
name: (1..255) cumBonos

MmnopT ctatnyecknx mapwpytos B OSPF.

- metric — yCTaHaB/NMBaET 3HAYEHME METPUKM AS1A UMMOPTU-
pyeMbiXx MapLLIpyTOB;

-name — NPUMEHAET NOJINTUKY MMMOPTA, MO3BO/AOLLYIO
dUNbTPOBATL M BHOCUTb W3MEHEHWA B WMMMNOPTUPYemble
MapLIpPyTbl;

- subnets — no3BonAeT MMNOPTUPOBATb NOACETH.

be3 napameTpos 3anpeLLaeT UMNOPT CTaTUYECKUX MapLLPYTOB B
OSPF. B cnyyae yKa3aHWA napameTpa BO3BpallLaeT ero
3HaYeHMe No YMOHAHUIO.

redistribute ospf id
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map namel]
[match {internal | external-
1 | external-2}] [subnets]

id: (1..65535);
metric: (1..65535);
name: (0..32) cumBona.

MmnopT mapwpyTtos 13 npouecca OSPF B npouecc OSPF:

- nssa-only — ycTtaHaB/iMBaeT 3HayeHMe nssa-only ansa Bcex
MMMNOPTUPYEMBIX MAPLUPYTOB;

- metric-type type-1 — umnopTupyeT c nomeTkon Kak OSPF
external 1;

- metric-type type-2 umnopTtupyeT c nomeTKon Kak OSPF
external 2;

- match internal — umnopTupyeT mapwpyTbl B Npeaenax area;
- match external-1 — umnopTupyet maplpyTbl Tuna OSPF
external 1;

- match external-2 — nmnoptupyet mapwpyTbl TMNa OSPF
external 2;

- subnets — no3BonseT MMNOPTUPOBATL NOACETYH;

- name — NPUMEHAET yKa3aHHY0 NOJIMTUKY MMMNOPTAa,
no3BOAAOLWYI0 GUABTPOBATb M BHOCUTb USMEHEHUA B
MMMOPTUPYEMbIE MAPLLIPYTbI;

- metric — ycTaHaB/NMBaeT 3HaYEeHNE METPUKM ANA
MMMNOPTUPYEMbBIX MaPLLPYTOB.
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no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map name]
[match {internal | external-
1 | external-2}] [subnets]

be3 napameTpos 3anpeLLaeT MMNOPT MapLLPYTOB M3 NpoLiecca
OSPF B npouecc OSPF. B cnyyae ykaszaHma napameTpa
BO3BpaLLAET ero 3Ha4YeHne No yMOAYaHuIo.

redistribute rip [metric
metric] [route-map name]
[subnets]

no redistribute rip [metric
metric] [route-map name]
[subnets]

metric: (1..65535);
name: (1..255) cumBona

MmnopT mapwpyTtos u3 RIP 8 OSPF.

- metric — 3HaYeHMe MeTPUKKU ANA UMMOPTUPYEMbIX MapLL-
pyTOB;

- name — “MA NOAUTUKM MMMNOPTa, No3BosAtoLWweln GUbTPo-
BaTb M BHOCUTb U3MEHEHWUA B UMNOPTUPYEMbIE MAPLLPYTbI;

- subnets — no3BonAeT MMNOPTUPOBATL NOACETH.

be3 napameTpos 3anpeLaeT MMNOpPT mapwpyTos 13 RIP B
OSPF. B cnyyae yKa3aHWA NapameTpa BO3BpaLLAeT ero
3HAYEHME NO YMOIHaHUIO.

redistribute isis [/level]
[match match] [metric met-
ric] [filter-list ac/_name]
[subnets]

no redistribute isis [/evel]
[match match] [metric met-
ric] [filter-list ac/_name]
[subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cumBona

MmnopT mapwpyTos 13 IS-IS 8 OSPF.

- level — ycTaHOBUTb U3 KaKoro ypoBHs IS-IS 6yayT
AHOHCMPOBATLCA MAPLIPYTbI;

- match — npon3BoAWTb aHOHCMPOBAHME TONbKO ANA
YKa3aHHbIX TUNOB IS-IS mapwpyTos;

- metric — 3Ha4YeHWe MeTPMKU ANA UMNOPTUPYEMbIX
MapLUpyTOB;

- acl_name — vms ctaHgapTtHoro IP ACL, KoTopblii bygeT
MCMob30BaH 1A GUALTPALMN UMNOPTUPYEMbIX MapLIPYTOB.
- subnets — nNo3BonsAeT UMNOPTMPOBATL NOACETU.

bes napameTpos 3anpeluaeT UMNOPT MapLpyTos 13 IS-IS B
OSPF. B cnyyae yka3zaHWA NnapameTpa BO3BpaLLaeT ero
3HaYeHMe NOo YMOHaHUIO.

redistribute bgp [metric
metric] [route-map name]
[filter-list acl_name] [sub-
nets])

metric: (1-65535);
name: (1..255) cumBona;
acl_name: (1..32)

MmnopT mapwpyTtos u3 BGP 8 OSPF.

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLpyToB;

- name — “MA NOAUTUKN MMMOPTA, NO3BOIAIOLLEN
dUNbTPOBATb M BHOCUTb MU3MEHEHWA B UMNOPTUPYEMbIE
MapLpyTbl;

- acl_name — nms ctaHgapTHoro IP ACL, KoTopbiv bygeT
MCMNoab30BaH Ana GUALTPALMU MMNOPTUPYEMbIX MapLIPYTOB.

cumeona - subnets — nossonser uMNopTMpoBaTL NOACETU.
no redistribute bgp [metric bes napameTpos 3anpeLyaeT MMNOPT MapLpyTos 13 BGP B
metric] [route-map name] OSPF. B cnyyae yKasaHuA napameTpa BO3BPaLLAEeT ero
[filter-list acl_name] [sub- 3HaYeHWe No YMOUAHMUIO.
nets])
compatible rfc1583 Jenabled BkntoyaeT coBmecTnumocTb ¢ RFC 1583 (Tonibko ana IPv4).

no compatible rfc1583

BbikntoyaeTt coemectumocTtb ¢ RFC 1583.

router-id A.B.C.D

no router-id A.B.C.D

A.B.C.D: ngeHtuopukaTtop
MaplupyTU3aTopa B
dopmarte IPvd-agpeca

YcTaHaBAMBaET MAEHTUPUKATOP MapLIPYTU3aTOPa, KOTOPbIN
YHWUKaNbHO naeHTUMLMPYET MapLipyTM3aTop B Npeaenax
0AHOWN aBTOHOMHOM CUCTEMBI.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

network ip_addr area
A.B.C.D [shutdown]

no network ip addr

ip_addr: A.B.C.D

BkAtounTb (0TKAOUKTL) 3K3emnaap OSPF Ha IP-uHTepdelice
(ana IPv4).

Yaanset IP-agpec nHtepdeiica.

default-metric metric

no default-metric

metric: (1..65535)

YcraHaBnausaeT meTpmky OSPF-mapupyTa.

OTKANtoYeHME GYHKLMK.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub

A.B.C.D: uaeHtTndukatop
MaplupyTusaTopa B
dopmarte IPv4-agpeca

YcTaHaBAMBAET AN YKa3aHHOM 30Hbl TUN stub. 30Ha —
COBOKYMHOCTb CeTel U MapLUpyTU3aTOPOB, UMEIOLLUX OAUH U
TOT e naeHTMdUnKaTop.

- no-summary — He OTnNpPaBAATb MHGOPMaLMIO O
CYMMMPOBAHHbIX BHELLHUX MapLUpyTax.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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area A.B.C.D nssa [no-sum-
mary] [translator-stabil-
ity-interval interval] [trans-
lator-role {always | candi-
date}]

no area A.B.C.D nssa

A.B.C.D: naeHTndukatop
MapLipyT13aTopa B
dopmarte IPv4-agpeca;
interval: uenoe
NONOXKUTENIBHOE YNCNO;

YcTaHaBAMBaAET AN YKa3aHHOM 30HbI TMn NSSA.

- no-summary — He NPMHUMaTb MHGOPMaLMIO O
CYMMUPOBAHHbIX BHELWHUX MappyTax BHYTPb NSSA-30HbI;
- interval — onpepenseT NPOMEKYTOK BpEMEHM (B cek), B
TeYyeHne KoToporo TpaHCAATOp byAeT BbINOAHATL CBOU
dYHKLMM NoC/e TOro, Kak 06HaPYXKUT, YTO TPAHCAATOPOM CTa
APYrol rpaHUYHbIV MapLIpyTM3aTop.

- translator-role — onpegenset, Kakum obpasom Ha
MapupyTusaTope byaet GyHKLUMOHUPOBATL PEKUM
TpaHcaaTopa (TpaHcnauum Type-7 LSA B Type-5 LSA):

- always — B npuHyANTENBHOM NOCTOAHHOM PEXKUME;

- candidate — B pexxnme yyacTua B BbiIbopax TpaHcaATopa.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

no area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D: ngeHtuopukaTtop
MaplupyTU3aTopa B
dopmarte IPvi-agpeca;
secs: (1..65535) cekyHA;
word: (1..256) cumonos

Co3paHue BUPTYasIbHOTO COEAMHEHNA MEXKAY OCHOBHOM U
APYrMMU yaaneHHbIMW 061acTAMM, KOTOPbIE UMEIOT MeXKAY
HUMM 0bnacTu.

- hello-interval — ykasaTtb hello-nHtepsan;

- retransmit-interval — yka3saTb MHTepBan meay NOBTOPHbIMM
nepegadamu;

- transmit-delay — yKkasaTb Bpems 3agepKu;

- dead-interval — ykasaTb dead-uHtepBan;

- null — 6e3 ayTeHTUOUKauuK;

- message-digest — ayTeHTUdMKaLMA C WUNDpPOBAHUNEM;

- word — napo/ib gna ayTeHTUUKALMU.

YoanseT BUpTyanbHOe coeguHeHmne.

area A.B.C.D default-cost
cost

no area A.B.C.D default-
cost

A.B.C.D: naeHTndukatop
MapLipyTU3aTopa B
dopmare IPv4-appeca;
cost: uenoe
NONOXKUTENIbHOE YNCIO

YcTaHaBAMBAET 3HAaYeHME CTOMMOCTM CYMMapHOro MapLupyTa,
ncnosibsyemoro ans stub- u NSSA-30H (gns IPv4).

YcTaHaBAMBaEeT 3HAYEHWe no YMONYaHULO.

area A.B.C.D authentication
[message-digest]

no area A.B.C.D authentica-
tion [message-digest]

A.B.C.D: uaeHtTndukatop
MapLIpyTU3aTopa B
dopmare IPv4-agpeca;
—/BbIK/IIOYEHO

BkntoyaeT ayTeHTUDMKaUUIO gns Bcex MHTepdelicoB JaHHOM
30HbI (gNnA IPv4):
- message-digest — ¢ wnudposaHmem MD5.

OTKAtOYaeT ayTeHTUDMKaLMIO.

area A.B.C.D range net-
work_address mask [adver-
tise | not-advertise]

no area A.B.C.D range net-
work_address mask

A.B.C.D: uaeHtTndukatop
MapLIpyTU3aTopa B
dopmare IPv4-agpeca;
network_address:
A.B.C.D;
mask: E.F.G.H

Co3paeT cymmapHbIii MapLIpyT Ha rpaHuLe 30HbI (ans IPv4).
- advertise — aHOHCMpPOBaTb CO34aHHbIN MApLIPYT;
- not-advertise — He aHOHCMPOBATb CO3AaHHbIV MapLUPYT.

YaanaeT cyMMapHbI MapLUpyT.

area A.B.C.D filter-list prefix
prefix_list in

no area A.B.C.D filter-list
prefix prefix_list in

A.B.C.D: ngeHtuopukaTtop
MapLipyTU3aTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)
cumBona

YcTaHaBauBaeT GUALTP Ha MapLLPYTbl, aHOHCUpPYeMble B
YKa3aHHYt0 30HY U3 gpyrux 30H (ans IPv4).

Yaanset GuabTp Ha MapLLIPyYTbl, aHOHCUPYEMbIE B YKa3aHHYIO
30HY M3 ApYrux 30H (ansa IPv4).

area A.B.C.D filter-list prefix
prefix_list out

no area A.B.C.D filter-list
prefix prefix_list out

A.B.C.D: uaeHTndukatop
MaplupyTu3aTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)
cumsona

YcTaHaBAnBaeT GUALTP Ha MapLIPYTbl, aHOHCUpPYyEMble U3
YyKa3aHHOW 30HbI B gpyrue 30HbI (a1a IPv4).

Ypanaer GUAbTP Ha MapLpyTbl, aHOHCUPYEMbIE U3 YKa3aHHOWM
30HbI B Apyrue 30Hbl (ans IPv4).

area A.B.C.D shutdown

OTtkntouvaet npouecc OSPF anA 30HbI.
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no area A.B.C.D shutdown

A.B.C.D: uaeHtndukatop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
—/BKAIOYEHO

Bkatouaet npouecc OSPF gns 30HbI.

shutdown

no shutdown

—/BKAIOYEHO

OTkntoyaet npouecc OSPF.

Bkatouaet npouecc OSPF.

summary-address
ipv4_addr mask [not-adver-
tise]

no summary-address
ip_addr mask [not-adver-
tise]

—/BbIK/IOYEHO

BKOUYUTE CYMMUPOBaHWE MapLLPYTOB ipv4, KoTopble bblin
nony4yeHbl OSPF 13 apyrmx npoToKonos.
not-advertise — npocymmunpoBaTb, HO He aHOHCMPOBaTb.

OTKNOYUTD CYMMapM3aLmMio MapLIpPyTOB.

summary-prefix ipv6 [not-
advertise]

summary-prefix ipv6 [not-
advertise]

—/BbIK/OYEHO

BKOUYUTE CYMMUPOBaAHWE MapLLPYTOB ipv6, KoTopble bblin
nony4yeHbl OSPF 13 apyrmux npoToKonos.
not-advertise — npocymmunpoBaTtb, HO He aHOHCMPOBaTb.

OTKNOYUTD CYMMapM3aLmMi0 MapLIPYTOB.

timers spf delay delay

delay: (0..600000)/5000

YcTaHaBAMBAET BE/IMUUHY 3a4EPHKKN, NPOM3BOSUMON Nepes,
oyepeaHbIM nocnegosaTesibHbiM pacyeTom SPF.

no timers spf delay me YcTaHaBAMBaeT 3Ha4YeHMe N0 YMONYAHUIO.
timers Isa throttle min_in- 3a43éT BpeMeHHble napameTpbl LSA-TpoTTAnHra. TpOTTAUHT
terval hold_interval max_in- LEeNCTBYET TONbKO Ha LSA, MICTOYHMKOM KOTOPbIX ABNAETCA
terval JIOKaNbHOE YCTPOMCTBO.
- min_interval — MUHUManbHbIN BPeMEHHOM UHTEPBaN MeXAay
min_interval: ABYMA NocsefoBaTeIbHO OTNPABAAIWMMUCA OANHAKOBbIMU
(0..60000)/5000 mc; LSA.
hold_interval: - hold_interval — nHTepBan, onpeaenaloWwmin TekyLee Bpems
(0..60000)/0 mc; 3ageprKKu. C Kaxaow HoBoW nocnegoBaTenbHom LSA atoT
max_interval: WHTEpPBa YMHOMAETCA Ha [1Ba, NOKa HE AOCTUTHET 3HaYeHUs

no timers Isa throttle

(0..60000)/0 mc

max_interval.

- max_interval — makcMManbHbIi BpEMEHHOM MHTepBan
MeXay ABYMsA NOoCNef0BaTe/IbHO OTNPABAAOWMMUCA
oAuHaKoBbiMmu LSA.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

timers Isa arrival min_arri-
val

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YCcTaHaBAMBAET MUHUMAJIbHbIN BPEMEHHOMN MHTepBan, ¢
KOTOpPbIM MapLupyTM3aTop obpabaTtbiBaeT NpuHUMaemble LSA.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

KomaHObI pexcuma KoHguypayuu uHmepaelica IP

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #

Tabnunua 331 — KomaHab! pexkuma KoHdpurypaumnm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeilicmeue

ip ospf shutdown

BbikntovaeT mapwpyTtunsaunto no npotokony OSPF Ha
nHTEpdelice.

- —/BKAKOYEHO
no ip ospf shutdown BkntoyaeT mapLlupyTtunsaymto no npotokony OSPF Ha
nHTEpdelice.
ip ospf network {broadcast Bbibpatb TMN ceTu:
| point-to-point} - broadcast — wrpoKoBeLaTeNbHaA CeTb C MHOXKECTBEHHbIM
—/broadcast LOCTyrnom;

no ip ospf network

- point-to-point — ceTb «TOYKa-TOYKa».

YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYaHUIO.
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ip ospf authentication
[key-chain key_chain |
null | message-digest]

no ip ospf authentication
[keychain]

key_chain: (1..32)
CMMBOJI0B;
Mo ymon4yaHuio
ayTeHTUdUKaLmA
OTK/IlOYeHa

BkntouaeT ayteHTUOMKaumto B8 OSPF u onpenensaet ee tun. bes
YKa3aHWA napameTpos 6yAeT UCNo/b30BaTbCA ayTeHTUdUKaLmA
C MOMOLLBIO0 NapoiA, 334aHHOMO OTKPbITbIM TEKCTOM.

- keychain — BKkntouaeT ucnonb3osBaHWe Habopa Katoueln.
PaboTaeT B cBA3Ke C pexxnmom message-digest.

- key_chain — nma Habopa Kntouei, Co34aHHOTr0 KOMaHAOoM
keychain;

- null — He ncnonb3oBaTb ayTEHTUPUKALMIO;

- message-digest — ayteHTuduMKauma MD5 c ncnonb3osaHue
Habopa Kntovel.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.

ip ospf authentication-key
key

no ip ospf authentica-
tion-key

key: (1..8) cumBonos

HasHauaeT naponb gna ayteHTUdMKaLUm coceaelt, LOCTYNHbIX
yepes Tekywmin nHtepdeiic. Maposb, yKazaHHbIA TaKUM
obpasom, byaeT BHeApPEH B 3ar0/I0BOK KaX40ro yXo4ALEero B
3Ty ceTb NnakeTa OSPF B KauecTBe Kato4a ayTeHTUGUKALUMN.

Ypaanaet naponb.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YcTaHaBANBaAET METPUKY COCTOAHWUA KaHasa, KoTopas ABaseTcs
YCNOBHbIM NOKa3aTtesieM ""cTOMMOCTU" NepecbiIKK AaHHbIX NO
KaHany.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

ip ospf dead-interval {in-
terval | minimal}

no ip ospf dead-interval

interval: (1..65535)
CEeKyHS;
minimal — 1cek

YcTaHaBAMBaET MHTEPBaA BPEMEHM B CEKYHAAX, NO UCTEYEHUN
KOTOporo coces, 6yLAeT cUMTaTbCA HEAKTUBHbIM. ITOT UHTEPBaAN
[0/KeH 6bITb KpaTHbIM 3HadeHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHtepsanam otnpasku hello-naketos.

YcTaHaBAUBaeT 3HaYeHUe Mo YMOAYAHUIO.

ip ospf hello-interval inter-
val

interval: (1..65535)/10

YcTaHaBAMBAET MHTEPBA/ BPEMEHM B CEKYHAAX, MO UCTEYEHUMN
KOTOPOro mapLipyTu3aTop oTnpasnaseT cneayowmii hello-naker

CeKyHA, ¢ nHTepdeiica.
no ip ospf hello-interval YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO.
ip ospf mtu-ignore OTKntoveHne nposepkn MTU.
no ip ospf mtu-ignore —/enabled YcTaHaBAMBAET 3HAYEHME MO YMOJIYAHUIO.
ip ospf passive-interface 3anpewaeT IP-uHTepdeincy 06MeHMBaTLCA MPOTOKOIbHbLIMU
CO0BLWEHMAMM C COCeaAAMM Yepes yKa3aHHbIM GU3NYECKUit
—/disabled nHTepodeiic.

no ip ospf passive-inter-
face

PaspelwaeT IP-uHTepdeiicy 06MeHnBaTHCA NPOTOKONbHbIMMU
COO0bLLEHNAMM C cOCeaAMMU.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

YcTaHaBAMBaAET NPUOPUTET MApPLLPYTU3ATOPa, KOTOPbIM
ucnonbsyetca ans sbibopa DR v BDR.

YcTaHaBAMBaeT 3HAYeHKWe no YMONYaHULO.

ip ospf retransmit-interval
interval

no ip ospf retransmit-inter-
val

interval: (1..65535)/5
CEKYHA,

BkntoyaeT ayteHTUPMKaLuuto 8 OSPF n onpepenset ee tmn:

- text — ayTeHTUdMKaLNA OTKPbITbIM TEKCTOM;

- key_chain — vima Habopa Kntoyel, co3gaHHOro KomaHaou key
chain.

YcTaHaBAMBaeT 3HAYeHWe no YMOYaHUIO.

ip ospf transmit-delay de-
lay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YcraHaBAuBsaet npumepHoe Bpema B CeKyHAaAX, HeO6X0,CI|MMOG
AnAa nepegadn naketa CoOCToOAHUA KaHana.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

328

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

Tabnunua 332 — KomaHabl pexkuma KoHpurypauum nHtepdeliica Ethernet, VLAN

KomaHoa

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmesue

ipv6 ospf shutdown

no ipv6 ospf shutdown

—/BKAIOYEHO

BbikntoyaeT mapwpyTtusaunio no npotokony OSPFv3 Ha
uHTepdelice.

BKAtoyaeT mapLpytusaumto no npotokony OSPFv3 Ha
uHTepdelice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: ngeHtudukaTop
MapLupyT1saTopa B
dopmarte IPv4-agpeca

BkntoumTb (oTKAOUMTL) OSPF npouecc gns onpegeneHHon
30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YcTaHaBNMBaeT METPUKY COCTOAHWUA KaHana, KoTopas ABNAETCA
YCNOBHbIM NOKa3aTenem "cTOMMOCTU" NepecblikM AaHHbIX NO
KaHany.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

ipv6 ospf dead-interval in-
terval

no ipv6 ospf dead-interval

interval: (1..65535)
CeKyHA,

YcTaHaBAWBAET UHTEPBA BPEMEHM B CEKYHAAX, MO UCTEYEHUN
KOTOpoOro coces, 6yLAeT cUMTaTbCA HEAKTUBHbIM. ITOT MHTEPBaAN
[0/KeH 6bITb KpaTHbIM 3HadeHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepBanam otnpasku hello-nakeTos.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

ipv6 ospf hello-interval in-
terval

interval: (1..65535)/10

YcTaHaBAMBAET MHTEPBA/ BPEMEHM B CEKYHAAX, MO UCTEYEHUN
KOTOPOro mapLipyTusaTop oTnpasaset cneayowmii hello-naker

CeKyHA, ¢ nHTepdeiica.
no ipv6 ospf hello-interval YcTaHaBAMBaeT 3HAYEHUE MO YMONYAHUIO.
ipv6 ospf mtu-ignore . OTKkntoueHne nposepkn MTU.
—/disabled

no ipv6 ospf mtu-ignore

YcTaHaBAMBaeT 3HAYeHue no YMON4YaHUIO.

ipv6 ospf neighbor 3agaet IPv6 agpec coceaa.

{ipv6_address}

ipv6 ospf neighbor - Ypanset IPv6 agpec coceaa.

{ipv6_address}

ipv6 ospf priority priority YcTaHaBAMBAET NPUOPUTET MapLLPYTM3aTOpPa, KOTOPbIM

no ipv6 ospf priority

priority: (0..255)/1

ucnonbsyetca ans sbibopa DR v BDR.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

ipv6 ospf retransmit-inter-
val interval

no ipv6 ospf retransmit-in-
terval

interval: (1..65535)/5
CEKYHA,

YcTaHaBAMBaeT UHTEPBaN BPEMEHU B CEKYHAAX, MO UCTEYEHUU
KOTOPOro MapLupyTU3aTop NOBTOPHO OTNPABMUT NaKeT, Ha
KOTOprVI He noay4ynn noarsepxaeHna o nosyv4yeHuu
(Hanpumep, Database Description naket uaum Link State Request
naKetbl).

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.

ipv6 ospf transmit-delay
delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YcTaHaBAuBaeT npumepHoe BpemA B CeKyHAaX, H606X0,CI|MMOG
AnAa nepegadyn naketa COCTOAHUA KaHana.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

KomaHOwbl pexcuma privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume privileged EXEC:

console#

Tabnunua 333 — KomaHabl pexkuma privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show {ip | ipv6} ospf [pro-
cess_id]

process_id: (1..65536)

OTobpaxkaeT KoHoUrypaumm OSPF.
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show {ip | ipv6} ospf [pro-
cess_id] neighbor

process_id: (1..65536)

OTobpaxkaeT nHbopmaumm 06 OSPF-coceanx.

show ip ospf [process_id]
neighbor A.B.C.D

process_id: (1..65536);
A.B.C.D: IP-agpec cocega

OTobpaxkaeT nHdopmaumm 06 OSPF-coceae ¢ yKasaHHbIM
afpecom.

show {ip | ipv6} ospf [pro-
cess_id] interface

process_id: (1..65536)

OTobparkaeT KoHoUrypaumm scex OSPF-nHTepdeiicos.

show {ip | ipv6} ospf [pro-
cess_id] interface {giga-
bitethernet gi_port | tengi-

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

OTobparkaeT KoHOUrypaunm KoHKkpeTHoro OSPF-uHTepdelica.

fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16)

gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | tunnel tunnel_id}

show {ip | ipv6} ospf [pro- OTobparkaeT cocTonaHue 6a3bl AaHHbIX NpoTokona OSPF.
cess_id] database [router |
summary | as-summary]
show {ip | ipv6} ospf vir-
tuallinks [process_id]

process_id: (1..65535)

OTO6parkaeT NapameTpbl U TEKyLLEe COCTOAHME BUPTYaNbHbIX

process_id: (1..65535)
JIMHKOB.

5.35.4 Hacmpolika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoTOKOA rpaHWYHOrO WA03a) ABASETCA NPOTOKOAOM MapLLpyTU3a-
UMK Mexay aBTOHOMHbIMK cuctemamum (AS). OcHoBHOM ¢yHKUMel BGP-cuctembl aBnseTcs obmeH nHpopma-
LUMen o 4OCTYNHOCTM CeTel ¢ Apyrumm cuctemamm BGP. UHpopmaLma o AOCTYNHOCTU CeTEM BKAOYAET CMIUCOK
aBTOHOMHbIX cucTeM (AS), yepes KoTopble NPoXoauT 3Ta MHGopMaLMA.

BGP ABnaeTcAa NpOTOKOOM NPUKNALHOIO YPOBHSA N GYHKLUMOHMPYET NOBEPX NPOTOKO1A TPAHCMOPTHOTO
yposHA TCP (nopT 179). Nocne ycTaHOBKM coeauHeHMA nepeaaérca nHdopmaumsa obo Bcex mapLipyTax, npea-
Ha3HaYeHHbIX 41A 3KcnopTa. B AanbHelwem nepefaérca ToNbKo MHPopmauma 06 usmeHeHMAxX B Tabaunuax
MapLLpyTU3aLUN.

KomaHObI pexcuma 2a06an6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOWM CTPOKU B pexxume rnobanbHoli KoHUrypaumm:
console (config) #

Tabanua 334 — KomaHgb! pexkuma rnobanbHoi KoHdurypaumm

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

BkatoyaeT mapLupyTtmsaumio no npotokony BGP.
3apaeT naeHTudunKaTop AS 1 NepexoauT B pexum eé
KOHPUryprpoBaHus.

router bgp [as_plain_id_|
as_dot _id]

as_plain_id: - as_plain_id — naeHTMomKaTop aBTOHOMHOM CUCTEMBI,
(1..4294967295)/1 MCMNONb3yeMbI MapLIPYTU33aTOPOM NPU YCTAaHOBNEHWUM
as_dot_id: coceficTBa 1 0bMeHe MapLUPYTHON MHPOpMaLmein.

-as_dot_id — ngeHTMdunKaTop aBTOHOMHOM cucTeMbI B 32-
6uTHOM PpopmaTe

(1.0..65535.65535)

OctaHasnusaeT BGP-mapuwpyTtunsaTop, yaanaeT BClo
KOHUrypaumio npoTokosa BGP.

no router bgp
[as_plain_id_| as_dot_id]
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KomaHObI pexcuma KoHgu2ypayuu AS

Bug 3anpoca KOMaHAHOM CTPOKU B pexkume KoHpurypaumm AS:

console (router-bgp) #

Tabanua 335 — KomaHgbl pexxuma KoHdurypaumm AS

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

bgp router-id ip_add

no bgp router-id

3apaTtb naeHTuduKaTop BGP-maplupyTtusatopa.

Ypanutb naeHtudukatop BGP-mapwpyTtusaTopa.

bgp asnotation dot

3apenicTByeT cuctemy o6o3HayeHne Homepos AS B popmaTe

—/asplain asdot.
no bgp asnotation YcTaHaBAMBaeT 3HaYeHNe No YMONYAHUIO
bgp client-to-client reflec- BK/touaeT nepecobisiKy MapLIpyToB, nNoay4YeHHbix oT reflector-
gp — /BKAIOYEHOD p Yy MapLlpyTos, Yy

tion

KnAneHTa, apyrum BGP-cocegam.

no bgp client-to-client re-
flection

BbIKkntoYaeT nepecbliky MapLUpyToB, NoayyYeHHbIx oT reflector-
KnveHTa, apyrum BGP-cocepam.

bgp cluster-id ip_add

3apaéT naeHTndmKaTop Knactepa BGP-mapwpyTtusaTopa.
B cnyuae, ecnn naeHTudMKaTop Knacrepa He
V HACTpoeH, B KauecTBe ngeHtudpukatopa byaer
MUCNoNb30BaTbCA rNo6anbHbIA naeHTUGUKaTOop BGP-
mapLupyTMsaropa.

no bgp cluster-id

Ypanutb naeHtudukatop knactepa BGP-mapwpytmsaTtopa

bgp transport path-mtu-
discovery

BKkntouaeT npoueaypy Path MTU Discovery ans
aBTOmaTuyeckoro onpegenexHma Maximum Segment Size npu
ycTtaHoBneHun TCP-coeauHeHna mexay coceaamu.
BknroueHue Path MTU Discovery Ha npouecce
V BK/IIOYAET ero Ha Bcex coceasx.

no bgp transport path-
mtu-discovery

YcTaHaBAMBaEeT 3HAYeHue no YMOA4YaHUIO

shutdown

no shutdown

—/no shutdown

AAMWHUCTPATUBHO BbIKAOYaEeT NpoToKkoa BGP, He yaanasa ero
KOHOUrypaumto.
370 peiicTBue BeYET 3a co60M pa3pbiB BCEX ceccuii ¢
V BGP-cocegammu 1 o4UCTKY Tab1Lbl MapLUPpYTUM3aLMn
npotokona BGP.

BKkntounTb paboty AS.

neighbor ip_add

no neighbor ip_add

3apatb IP-agpec ana BGP-cocena nnm nepentu B pexum
KOHMrypMpoBaHUSA CYLLECTBYIOLWErO cocesa.

Ypanutb IP-agpec gpna BGP-coceaa

peer-group name

no peer-group name

name: (0..32) cumBona

Cospaet Peer-rpynny
- name — MmsA rpynnbl

Ypanaet co3gaHHyto Peer-rpynny

address-family ipv4
{unicast | multicast}

no address-family ipv4
{unicast | multicast}

—/unicast

YKasbisaet Tun IPv4 Address Family n nepesoguTt KommyTaTtop B
peXKmMm KoHpurypaumm cootsetcTeytowein Address Family.

BbikntoyaeT cooTBeTcTBYOWYO Address-Family

KomaHObI pexcuma KoHguaypauyuu Address-Family

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume KoHpurypaumnm Address-Family:

console (router-bgp-af) #
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Tabnunua 336 — KomaHabl pexkuma KoHdurypaumm Address-Family

KomaHda

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

network ip_add [mask
mask ]

no network ip_add [mask
mask ]

3apaeT noaceTb, KOTOpasa aHoHcupyeTca BGP-coceaam.
- ip-add — appec noacetu.
- mask — macka nogcetu.
Ecnn macka He yKasaHa, N0 yMO/l4aHUIO OHa 3ajaeTca
V K/1acCOBbIM METOA0M agpecaLmu.
mask — macka IP-nogcetn unm gavHa npedukca.

YaanaeT aHOHC JaHHOM noaceTu.
- ip-add — appec noacetu.
- mask — macka noacetu.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-4294967295);
name: (0..32) cumBona

PaspeluaeT aHoHCHpoBaHWe connected-mapLupyToB.

- metric — 3HayeHue aTpnbyTa MED, KOoTOpOe 6yaeT npucBoeHo
MMNOPTUPOBAHHbIM MapLUpyTam.

- name — Ha3BaHue access-list, KoTopbIv byaeT NnpumeHeH K
MapLLpyTam.

3anpeLaeT aHOHCKMpoBaHWe connected-mapLupyTos.

redistribute rip [metric
metric | filter-list name]

no redistribute rip

metric: (1-4294967295);
name: (0..32) cumBona

MmnopTtupyet mapupytsl RIP B BGP.

- metric — 3HayeHune aTpnbyTa MED, KOTOpOE bYyAeT NPUCBOEHO
MMMNOPTUPOBAHHBIM MapLLpPyTaM.

- name — Ha3BaHuWe access-list, KoTopbIv byaeT NpUMeHeH K
MapLipyTam.

3anpeLwaeT UMNOPT MapLIPYTOB M3 NpoTokona RIP.

redistribute static [metric
metric | filter-list name]

no redistribute static

metric: (1-4294967295);
name: (0..32) cumBona

PaspeluaeT aHOHCMpPOBaHME CTaTUHECKUX MapPLLIPYTOB.

- metric — 3HauyeHue aTpnbyTa MED, KOoTOpoe byaeT npucBoeHo
MMMNOPTUPOBAHHbIM MapLLpyTam.

- name — Ha3BaHue access-list, KoTopbIv byaeT NnpumeHeH K
MapLLpyTam.

3anpeLLaeT aHOHCMPOBaHME CTAaTUYECKMX MapLLPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

no redistribute ospf

id: (1..65535);
metric: (1-4294967295);
type: (internal, external-

1, external-2); name:
(1..32) cumBonos;
mtype: (type-1, type-2);
name: (0..32) cumBona

MmnopTtupyet mapwpytbl OSPF 8 BGP.

- id — naeHTndukaTop npouecca OSPF.

- metric — 3HayeHue aTpubyTa MED, KOoTOpoe byaeT NpucBoeHo
MMNOPTUPOBAHHBIM MApPLLpPYTaMm.

- type — TN OSPF-mapLpyToB, aHOHCcMpyemblx B BGP.

- name — Ha3BaHue access-list, KoTopbIv byaeT NpUMeHeH K
MapLUpyTam.

- mtype — TN meTpuku Ex1 nnm Ex2

3anpewaeT MMMNOPT MapLLpPyTOB M3 npoTokona OSPF.

redistribute isis [level]
[match match] [metric
metric] [filter-list
acl_name]

no redistribute isis

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cMmBoAa

MmnopT mapwpyTtos 13 IS-IS B BGP.

- level — ycTaHOBUTb U3 KaKoro ypoBHs IS-IS 6yayT
AHOHCMPOBATLCA MAPLLPYTbI;

- match — npoun3BoANTb AaHOHCMPOBAHME TONbKO ANA
YKa3aHHbIX TMNoB IS-IS mapwpyTos;

- metric — 3Ha4YeHWe MEeTPUKM ANA UMINOPTUPYEMbIX
MapLpyToB;

- acl_name — nms ctaHgapTHoro IP ACL, KoTopbiit byaeT
MCMNoNb30BaH ANa GUALTPALMN UMNOPTUPYEMbIX MapLIPYTOB.

3anpelaeT MMNOPT MapLLPYTOB M3 NpoToKoAa IS-IS.
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DHELTEX

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bua 3anpoca KOMaHAHOM CTPOKU B pexkume KoHpurypaumm BGP-coceaa:
console (router-bgp-nbr) #

Tabanua 337 — KomaHab! pexmma KoHpurypaumm BGP-coceaa

3HayeHue/3HaveHue no
YMOAYAHUIO

maximum-prefix value BksitouaeT orpaHMyeHne KoanyecTsa NpMHUMaEeMbIX

[threshold percent | hold- MapuwpyToB oT BGP-cocepa.

timer second | action type ] - value — MaKcMmanbHOe KONNYEeCTBO NPUHUMAEMBbIX

MapLIpyTOB.

- percent — NPOLEHT OT MaKCMMaJIbHOTO KOJIMYECTBa

MapLpyTOB, NO AOCTUKEHMUM KOTOPOro OTNPaBAseTcA

npeaynpesKaeHue.

- second — BpeMeHHOW NPOMEXKYTOK (B cekyHAaax), no

NCTEYEHMIO KOTOPOTO MPOUCXOLUT NepenoaKatoueHne, ecnm

ceccus bbina pasopBaHa U3-3a NPEBbLILLEHUA KOIMYECTBA

MapLIpyTOB.

- type — Ha3HavaeT AeincTBue BbINOSHAEMOE NPU JOCTUNKEHUN

MaKCMMaNnbHOrO 3HaYeHUA — Pa3pblB ceCCUM <restart> nnu

OoTnpaBKa npeaynpexaeHusa <warning-only>.

KomaHda Aelicmeue

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

no maximum-prefix BbIkntoYaeT orpaHnYeHne KoanyecTsa NPUHUMaEMbIX
mapuwpyTtos ot BGP-coceaa.

advertisement-interval 3a43ET BpeMeHHble UHTepBabl.

adv_sec withdraw with_sec - adv-sec — MUHUMaNbHbIA MHTEPBAN MEXAY OTNPABKOM
UPDATE coobuieHni1 04HOro U TOrO e MapLupyTa.

- with-sec — MWUHWManNbHbIN UHTEPBAN MeXay
QHOHCUPOBaAHMEM MapLIpyTa U ero nocaeayowmm ae-
QHOHCUPOBaHNEM.

MpumeyaHue:

- advertisement-interval gonkeH 6bITb HoMbLIE MAKN paBeH
withdraw-interval.

- MapuwpyTbl, KOTOpble J0/KHbI 6bITb aHOHCMPOBAHbI
coceaHum BGP-mapuipytusatopam, pacnpeaenatorca no
Heckonbknm UPDATE-coobuweHnam. Mexay oTnpaBKon 3TUX
UPDATE-coobLeHM BblAEPKUBAETCA CNYyYalHbIN BpeEMEHHOM
WHTepBa/l TaKMM 06pa3om, 4Tobbl obLee Bpemsa Mexay
06HOBNEHMEM MaPLUPYTOB B JIOKaNbHOM Tabauue BGP u
oTnpasKow nocnegHero UPDATE-coobLieHUs He NpeBblllano
advertisement-interval unu as-origination-interval B cnyyae
OTNPaBKM JIOKaNbHbIX (MapLpyTbl U3 OKanbHOM AS)
MapuwpyToB B eBGP-coeamHeHnn. Takum 06pasom, Kaxaplii U3
MapLpPyTOB MOXKET UMETb CIY4alHYO BENNYMHY 3a4ePrKKU
QHOHCUPOBAHMA.

- ToyHoCTb paboTbl Taimepos advertisement-interval,
withdraw-interval u as-origination-interval 3aBucut ot
MaKCMMaNbHOTroO 3HaYeHUA Nto60oro U3 aTUX TPEX TaliMepos,
HacTpoeHHbIX Ha BGP-mapLlupyTnsatope (yuuTbiBatoTcs
Talimepsbl, HAaCTpoeHHble ans Bcex BGP-cocepeit). Bce 3HaueHun
TaliMepoB aHOHCUPOBAHMA U Ae-aHOHCMPOBAHUA MapLLPYTOB,
CKOHOUIYpMPOBaHHbIX HA YCTPOWCTBE, AUCKPETUIUPYIOTCA
nHTepsanom B 1/255 oT HanboNbLLEro HACTPOEHHOrO
3HayeHun. YBeMyeHne MakCMManbHOro 3HaveHus byaet
NPUBOAUTD K YBEIMYEHMIO HYAaCTOTbl AUCKPETM3aL MM TalMepoB
W, COOTBETCTBEHHO, K MOHWUKEHWIO TOYHOCTU UX PaboTbl.

adv-sec: (0-65535)/30
CeKkyHa;
with-sec: (0-65535)/30
CeKyHA,

no advertisement-interval YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKyHA,

3aaéT BpeMeHHOM MHTepBan mexay otnpaskoit UPDATE
coO0bLLEHNIT OAHOTO M TOTO ¥Ke MapLIpyTa, UCMO/b3yeTca AnA
QHOHCA I0KasIbHbIX (MapLpyTbl U3 NOKanbHOW AS) mapLipyToB
eBGP coceaam.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3aaéT BpeMeHHOM MHTEPBas, NO UCTEYEHWNIO KOTOPOTO
BO306HOBASAETCA NOMbITKa co3aath BGP-ceccuio ¢ cocepom.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

next-hop-self

no next-hop-self

— /BbIKAIOYEHO

BkAtoyaeT noameHy 3HadeHus atpnbyta NEXT_HOP Ha
JIOKaNbHbIV agpec mapLupyTusaTopa.

OTKAOYUTL NogMeHy aTpmubyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot_id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3a4aéT Homep aBTOHOMHOW CUCTEMbI, B KOTOPOI HaxoamTcA
BGP-cocea. YcTaHOBNEHME cOCeACTBA HEBO3MOXKHO, NOKA
coceay He HazHayeH Homep AS.
970 peiicTBME BIEUYET pPaspbiB CECCUM C COCEA0M U
V OYMCTKY BCEX NPUHATbBIX OT HEro MapLUpPYTOB.

Ypanute naeHTMPUKATOp coceiHelt aBTOHOMHOM CUCTEMDI.

timers holdtime keepalive

no timers

holdtime: (O | 3-
65535)/90 cekyHz;
keepalive: (0-21845)/30
CeKyHA,

3a4a€T BpemMeHHble MHTepBabl.

- holdtime — ecnu B TeyeHue 3TOro BpemeHu He byaeT
npuHaTo keepalive-coobuieHune, To coeanHeHWe ¢ cocefom
cbpacbiBaeTcs.

- keepalive — vHTepBan mexay otnpaskoi keepalive-
coobuieHnn.

MpumeyaHue:

3HauyeHus holdtime n keepalive gonKHbI 6bITb NMM60 06a paBHbI
HyA1t0, NMM60 06a Bonblue HyAA.

holdtime ponxeH 6biTb 60nblWeE AK paseH keepalive.

- Ecnm 6bin BbibpaH Talimep hold, KoTopblt HAaCTPOEH Ha
JIOKaIbHOM MapLLpYTM3aToOpPe, TO UCMO/b3YETCA TOKasibHOe
3HayeHue Tarimepa keepalive;

- Ecnm 6b1n BbIbpaH Talimep hold, KoTopbI HACTPOEH Ha
COCeHEM MapLUPYTU3aTOPE M 3HAYEHME JIOKANIbHO
HacTpoeHHoro Talimepa keepalive meHbLe yem 1/3
BblbpaHHoro Taimepa hold, To ncnonb3yercsa nokanbHoe
3HayeHue Taimepa keepalive;

- Ecnm 6bin BbibpaH Tamep hold, KoTopbI HacTpoeH Ha
cocefHEM MapLUpyTU3aTope U 3HAYEHUE IOKANIbHO
HacTpoeHHoro Talimepa keepalive 6osble yem 1/3
BblbpaHHOro Talimepa hold, To ucnonblyerca yenoe uncno,
KOTOpoe MeHbLie yem 1/3 BbibpaHHOro Taimepa hold.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4a€ET BpeMeHHOM MHTePBan yAep:KaHua coceaa B COCTOAHUM
Idle nocne Toro, Kak oH 6bln cHpOLLEH B 3TO COCTOAHME. 3a 3TOT
WHTepBa BCe MOMbITKM NepeycTaHOBUTb COeAMHEHUE C
coceaom ByayT OTKAOHEHbI.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0 cekyHa

3aaéT BpeMeHHOW MHTepBan MexAay ycTaHoskol TCP-
coegmHeHus u otnpasKoi nepsoro OPEN-coobuweHus.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

shutdown

no shutdown

—/no shutdown

AAMUHUCTPATMBHO BbIK/OYaeT ceccuio ¢ BGP-cocepom m
OYMLLAET NMPUHATbIE OT HETO MApPLLUPYTLI, HE YAANAA ero
KOHbUrypaumu.

AOMMWHUCTPATUBHO BKAOYaET ceccuio ¢ BGP-cocepom.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4);

HasHauaeT uHtepdeiic, KoTopblil 6yaeT NCNoNb30BaH B
KayecTBe UCXOAALLEro NPy CoeMHEeHUN C COCEL0M.

FortygigabitEthernet ) )
fo_port Port-Channel group group: (1..48);
Loopback /oopback Vlan loopback: (1-64);
PO p vlan-id: (1-4094)
vlan_id ]
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no update-source

OTMEHSAET PyYHYO HACTPOMKY UCXOAALLErO MHTepdeica,
BK/IOYAET aBTOMATUYECKUit Bbibop nHTepdelica

route-reflector-client [
meshed ]

no route-reflector-client

—/disabled

HasHauntb BGP-cocena Route-Reflector kaneHtom.
- meshed — napameTp BbICTaBAETCA €CN UCNOAb3YeTcA mesh-
Tononorua. Mpu nony4yeHnn oT Takoro KameHTta BGP-
MapLIPYTOB OHW He ByAyT NepecblNaTbCs APYTUM KNNEHTAM.
BGP-mapuwpyTtusatop sasnserca route-reflector'om,
V ecnu xoTa 6bl 04MH ero cocef, CKOHGUIypMpoBaH Kak
route-reflector kaueHr.

YcTaHaBAMBaET 3Ha4YeHWe No YMOANYaHUIO

soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

—/disabled

KomaHgaa coxpaHsAeT NoiyYyeHHble OT cocea MapLupyThl B
oTAenbHol obaacTu namat. MeTog, No3BosAeT NPUMEHUTb
BXOAALLYIO NOAUTUKY "route-map in" gna cocepa 6e3 cbpoca
COCeACTBa M 3aMpoca MapLIpyTOB.

V Mo ymonuyaHuio pabotaetr mexaHusm Route Refresh.

OTKAOUYUTb MEXAHM3M COXPaHEHMA MapLLIPYTOB

prefix-list name {in | out }

no prefix-list name {in |
out}

name: (0..32) cumBona

- name — HasBaHwue IP prefix-list, KoTopbIit ByaeT npumeHeH
K aHOHCMPYEMbIM MAN NPUHUMAEMbIM MapLIPyTaM.

OtsasaThb IP prefix-list

peer-group name

no peer-group

name: (0..32) cumBona

- name — vmsa Peer-rpynnbl, KoTopasa OyaeT NnpumeHeHa K

cocegay.
V HacTtpoiiku Ha Peer-rpynne umetot 6onee Bbico-
KU NPUOPUTET, YeM HACTPOIKU HAa camom cocepe.

YpanuTb cocea us rpynnbi

address-family ipv4 {
unicast | multicast }

YKkasbiBaet Tvn IPv4 Address Family u nepesoauTt KommyTa-
TOp B pexum KoHdpurypauum cootsetcTBytowel address

—/unicast family ans storo BGP-coceaa
no address-family ipv4 { BbiktounTtb cooTsetcTaytoLyto IPv4 Address-Family
unicast | multicast }
transport path-mtu-discov- BkntounTb npoueaypy Path MTU Discovery ans BGP-cocena
er
L —/disabled

no transport path-mtu-dis-
covery

Bbikntountb npoueaypy Path MTU Discovery ana BGP-
cocepa

fall-over bfd

no fall-over bfd

— /BbIK/OYEHO

Bkntountb npoTtokon BFD Ha cocepe.

BbikntounTb npoTtokon BFD Ha cocepe.

KomaHObI pexcuma KoHguypayuu Address Family BGP-coceda

BuA 3anpoca KoMaHAHOM CTPOKM B pexxunume KoHpurypaumnm Address Family BGP-coceza:

console (router-bgp-nbr-af) #
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Tabnunua 338 — KomaHabl pexkuma KoHpurypaumum Address Family BGP-cocena

KomaHda

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);

second: (30-86400); type:

(restart, warning-only)

BK/toYaeT orpaHUYeHne KomMYecTsa NPMHMMaeMbIX MapLpyToB
ot BGP-cocepa.

- value — MaKcMmanbHOE KONMYECTBO NPUHUMAEMbIX
MapLIpyTOB.

- percent — NPOUEHT OT MAaKCMMANbHOIO KOIMYECTBA
MapLUPYyTOB, NO AOCTUKEHUM KOTOPOro OTNPAaBAAETCA
npegynpexaeHue.

- second — BpeMeHHOM NPOMEKYTOK (B CEKYHAAX), NO
NCTEYEHUIO KOTOPOTro NMPOUCXOAMUT NepenoaKaoueHne, ecnm
ceccun bblna pasopBaHa M3-3a NPEBbILEHMA KOAUYECTBA
MapLIpyTOB.

- type — Ha3HavaeT AeicTBME BbIMOAHAEMOE NPU LOCTUMKEHUN
MaKCMMaNbHOro 3HAaYeHUA — PaspbiB ceccum <restart> nau
OTNpaBKa NpeaynpexaeHuns <warning-only>.

BbIK/tOYaeT orpaHMyeHne KoanyecTsa NPUHNUMaeMbIxX
mapuwpyTtos oT BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

3a8aéT BpemeHHble MHTepBasbl.

- adv-sec — MMHUMa bHbIM MHTEPBAT MEXAY OTNPaBKOW
UPDATE coobLeHnit o4HOTo U TOro e MapLupyTa.

- with-sec — MMHUMaNbHbIN MHTEPBAN MeXAY aHOHCUMPOBAHUEM
MapLUpyTa U ero nocneayroWwmnm ae-aHOHCUPOBAHUEM.
Mpumeyarue:

- advertisement-interval gonkeH 6bITb 60nblUE MK paBeH
withdraw-interval.

- MapLpyTbl, KOTOpPblE A0/KHbI 6bITb aHOHCUPOBaHbI COCEAHUM
BGP-mapwpyTtnsatopam, pacnpeaensatorca No HECKONbKUM
UPDATE-coobuweHunam. Mexay otnpaskoi 3tux UPDATE-
COO0b6LLEHUI BblAEPKMBAETCA C/IyYaliHbIA BDEMEHHOW UHTEpPBa
TakuM 0bpa3om, 4Tobbl 0bLee Bpems mexay 06HoBAEHUEM
MapLUPYTOB B JIOKasbHOM Tabauue BGP u otnpaskow
nocnegHero UPDATE-coobuieHuns He NpeBbILLano
advertisement-interval unu as-origination-interval B cnyyae
OTNPaBKM NIOKA/bHbIX (MapLwpyTbl U3 NOKaNbHOW AS) MapLipyToB
B eBGP-coeanHeHnn. Takum 06pa3om, Kaxkablii U3 MapLupyToB
MOXKET MMETb CIyYalHYH BENNUYMHY 33a4€PKKM aHOHCUPOBaHUSA.
- TouHocTb paboTbl Talimepos advertisement-interval, withdraw-
interval u as-origination-interval 3aBUCUT OT MakCHManbHOro
3HayeHuA N6Oro 13 ITUX TPEX TaMMepPOB, HACTPOEHHbIX Ha
BGP-mapLpyTm3aTope (y4uTbiBalOTCA TaiMepbl, HACTPOEHHbIE
Aana Bcex BGP-cocegeit). Bce 3HayeHun Talimepos
QHOHCUPOBAHWA M Ae-aHOHCMPOBAHNA MapLUPYTOB,
CKOHPUIypUpPOBaHHbIX HA YCTPOWCTBE, AUCKPETU3NPYIOTCA
MHTEpBasiom B 1/255 0T HanbobLIEro HACTPOEHHOTO 3HAYEHUs.
YBennyeHne MakcMmanbHOro 3HavyeHusa byaet npuBoauTb K
YBE/IMYEHMIO YacTOTbl AUCKPETU3ALUU TANMEPOB U,
COOTBETCTBEHHO, K MOHUMKEHWNIO TOYHOCTU X PaboTbl.

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKyHA,

3apaéT BpemeHHO nHTepBan mexay oTnpaskoii UPDATE
coobLEeHNA OAHOTO M TOTO e MapLLpyTa, MCNob3yeTca ANA
QHOHCA /IOKaNbHbIX (MapLIPYTbl U3 TOKaNbHOM AS) MapLIpyToB
eBGP cocepam.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.

route-map name {in |
out}

name: (0..32) cumBona

- name — “MA NOAUTUKM route-map, KoTopas byaet npume-
HeHa K cocegy B aaHHoi Address Family. Mo3sonset punbTpo-
BaTb ¥ BHOCWUTb U3MEHEHWUA B aHOHCUPYeMble U NPUHMMAaE-
Mbl€ MapLLpPYTbI.
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no route-map name {in | YaaneHve nonnTuKKM ¢ aaHHol Address Family
out}
next-hop-self Bk/itovaeT nogmeHy 3HaveHus atpubyta NEXT_HOP Ha
—/BKOYEHO JIOKaNbHbIM agpec mapLipytTusatopa.
no next-hop-self OTKAYUTL NogmeHy aTpubyTta NEXT_HOP.
route-reflector-client [ HasHauuTb BGP-cocena Route-Reflector knnentom.
meshed ] - meshed — napameTp BbicTaBseTca ecnu nucnonblyercs mesh-
Tononorua. Npu noayvyeHnn oT Takoro KameHTa BGP-mapwpyTtos
—/disabled OHWU He 6y,a,yT nepecbiNaTbCa APYrMm KaneHTam.
BGP-mapwpyTtusarop ssnserca route-reflector'om,
V ecnu xoTA 6bl 0aUH ero coces CKOHPUIYPUPOBAH KaK
route-reflector KnueHr.
no route-reflector-client YcTaHaBAMBaeT 3Ha4YeHMe No YMOAYaHUIO

KomaHObI pexcuma KoHguaypayuu Peer-2pynn

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHPurypauum Peer-rpynn:
console (router-bgp-nbrgrp) #

Tabnuua 339 — KomaHabl pexkmuma KoHpurypaumm Peer-rpynn

3Ha4yeHue/3HayeHue
no ymon4aHuro

maximum-prefix value BKtoyaeT orpaHMyYeHne KoanyecTsa NpMHUMaeMbIX MapLIpyTOB
[threshold percent | hold- oT BGP-cocepa.
timer second | action type ] - value — maKkcMmanibHOe KONNYEeCTBO NPUHUMAEMbIX
MapLIpyTOB.
- percent — NPOLEHT OT MAKCMMAIbHOTrO KOJIMYECTBA
MapLUpPYTOB, MO AOCTUXEHUN KOTOPOrO OTNpPaBAAeTCA

value: (0-4294967295); npegynpexaeHue.

percent: (0-100); - second — BpeMeHHOWN NPOMEKYTOK (B cekyHAax), no

second: (30-86400); type: MCTEYEHUIO KOTOPOTo MNPOUCXOANT NepenoaKatoyeHne, ecim

(restart, warning-only) ceccua 6bina pasopBaHa M3-3a NPEBbILLEHMA KOAUYECTBA
MapLIpyTOB.
- type — HasHavaeT AelcTBUE BbINOHAEMOE NPU SOCTUKEHUN
MaKCMMaNbHOro 3HAaYEHUA — PaspblB ceccum <restart> nau
oTnpaBKa npeaynpexaeHuns <warning-only>.

KomaHda Aelicmeue

no maximum-prefix BbIkntoYaeT orpaHUYeHne Koam4ecTsa NMPMHUMAEMbIX
mapuwpyTtos oT BGP-cocepa.
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advertisement-interval 3a4aéT BpeMeHHble UHTepBabl.

adv_sec withdraw with_sec - adv-sec — MMHUMa bHbIW MHTEPBAJT MEXKAY OTNPaBKOW
UPDATE coobLeHnit o4HOro 1 TOro e MapLupyTa.

- With-sec — MUHUMANbHbIN UHTEPBAN MEXKAY
QHOHCUPOBaHWEM MapLLPYTa U ero NocaeayoLwmm ae-
aHOHCUPOBaHMEM.

MpumeyaHue:

- advertisement-interval gonkeH 6bITb 60nbLIE MK paBeH
withdraw-interval.

- MapuwpyTbl, KOTOpPblE A0MKHbI 6bITb aHOHCMPOBaHbI COCEAHUM
BGP-mapLpyTM3aTopam, pacnpesenatoTca N0 HECKOJIbKUM
UPDATE-coobuweHunam. Mexay otnpaskoi 3tux UPDATE-
COODBLLEHNI BbIAEPKMBAETCA CYYaNHbIN BPEeMEHHOM MHTepBan
Taknm 06pasom, 4Tobbl obLiee Bpems mexay obHoBneHEeM
MapLIPYTOB B JIOKanbHOM Tabauue BGP u otnpaskoi
nocnegHero UPDATE-coobLeHns He NpeBbILLano
advertisement-interval nnu as-origination-interval B ciyyae
OTNPAaBKM IOKasIbHbIX (MapLpyTbl U3 NOKaNbHOW AS)
MmapLpyToB B eBGP-coeanHeHnn. Takum o0b6pasom, Kaxabl us
MapLUPYTOB MOXKET UMETb C/TYHYaMHYO BENNYMHY 334EPHKKU
QHOHCUPOBAHWA.

- TouHoCTb paboTbl Talimepos advertisement-interval,
withdraw-interval u as-origination-interval 3aBucut ot
MaKCUMANbHOIO 3HaYeHUs N06Oro U3 aTUX TPEX TalkMepos,
HaCTpPoeHHbIX Ha BGP-mapLlupyTusaTope (yuuTbiBatoTCA
TalMepsbl, HaCTpoeHHble ana Bcex BGP-coceaelt). Bce 3HaueHus
TarkMepoB aHOHCUPOBAHUA U Ae-aHOHCUPOBAHUA MApPLLPYTOB,
CKOHPUIypUpPOBaHHbIX HA YCTPOWCTBE, ANCKPETU3NPYIOTCA
MHTepBasom B 1/255 oT Hanbo/iblIero HaCTPOEHHOTO 3HAYEeHUA.
YBennyeHne MakcMmasibHOro 3HauyeHusa byaet NpuBoOaUTb K
YBE/IMYEHMIO YacTOTbl AUCKPETU3ALUN TaNMeEPOB U,
COOTBETCTBEHHO, K MOHUMKEHWNIO TOYHOCTU X PaboTbl.

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

no advertisement-interval YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

as-origination-interval 3a4aéT BpeMeHHOM UHTepBaa mexay otnpaskoint UPDATE

seconds CO06LIEHNI 0AHOMO M TOTO e MapLLpyTa, UCNo/b3yeTca Ans

seconds: (0-65535)/15 . A pLpy o v A
aHOHCA NI0KaNbHbIX (MapLpyTbl U3 NOKaNbHOM AS) MapLLpyTOB

CEeKyH
YHA eBGP cocepgam.

no as-origination-interval YcTaHaBAMBaEeT 3HAYEHUE MO YMOHAHUIO.

connect-retry-interval 3a4,aéT BpeMeHHOM MHTEePBaAJI, MO UCTEYEHMIO KOTOPOTO

seconds: (1-65535)/120

seconds BO306HOBAETCA NOMbITKA co34aTb BGP-ceccuto ¢ cocenom.
no connect-retry-interval CeRYHA YcTaHaBMBaEeT 3HaYEHWE N0 YMONYAHMIO.
next-hop-self BkntoyaeT nogmeHy 3HaveHus aTpubyta NEXT_HOP Ha
—/BbIK/IIOYEHO NOKaNbHbIN agpec MmapLipyTusaTopa.
no next-hop-self OTKAOYMTL NnogmeHy aTpubyta NEXT_HOP.
remote-as [as_plain_id_| 3a4aéT HoMep aBTOHOMHOW CUCTEMbI, B KOTOPOM HaxoamTcA
as_dot _id] as_plain_id: BGP-cocepn. YcTaHOB/IeHME COCEACTBA HEBO3MOXKHO, MOKa
(1..4294967295)/1 cocepy He Ha3zHavyeH Homep AS.
as_dot_id: 970 feiicTBMe BNEUYET Pa3pbiB CECCUU C COCEL0M U
(1.0..65_535._65535) V OUUCTKY BCEX NPUHATLIX OT HEFrO MapLLPYTOB.
no remote-as YAanutb naeHTMOMKaTop cocefHelt aBTOHOMHOW CUCTEMbI.
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timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 ceryHa;
keepalive: (0-21845)/30
CEeKYHA

3a4aéT BpemeHHble MHTepBasbl.

- holdtime — ecnu B Te4eHWe 3TOTO BPEMEHU He ByAeT NPUHATO
keepalive-coobuieHne, To coeguHeHne c coceaom
cbpacbiBaeTca.

- keepalive — nHTepBan mexay otnpasKoi keepalive-
CO0b6LLEeHNIA.

MpumeyaHue:

3HauyeHus holdtime u keepalive gonxHbI 6bITb NM60 06a paBHbI
HyAt0, 1M60 06a BonbLue HyNsA.

holdtime gonxeH 6biTb 6onblue UK paBeH keepalive.

- Ecnv 6bin BbIGpaH Talimep hold, KoTopbiii HAaCTPOEH Ha
NIOKaNbHOM MapLLPYTM3aToOpeE, TO UCNO/b3YETCA NOKasbHOe
3HayeHue Talimepa keepalive;

- Ecnm 6bin BbibpaH Tamep hold, KoTopbiit HacTpoeH Ha
cocegHEM MapLUpyTU3aTOpe M 3HAYEHWUE IOKANbHO
HacTpoeHHoro Talimepa keepalive meHblue yem 1/3
BblbpaHHOro Tarimepa hold, To ucnonb3lyeTtcs NokanbHoe
3HayeHue Talimepa keepalive;

- Ecnv 6bin BbIGpaH Talimep hold, KoTopbIli HAaCTPOEH Ha
cocegHEM MapLIpyTU3aTOpe M 3HAYEHWUE IOKANbHO
HacTpoeHHoro Talimepa keepalive 6osblie yem 1/3 Bbi6paHHOrO
Tanmepa hold, To ncnonbsyeTca Lenoe YMCI0, KOTOPOE MeHbLLE
yem 1/3 BbibpaHHOro Tarimepa hold.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3a4,aET BpeMeHHOM UHTEePBaJ YAEPrKaHUA cocena B COCTOSHUM
Idle nocne Toro, KaKk oH 6bin cOpoLIEH B 3TO COCTOAHME. 3a 3TOT
WMHTEPBas BCE MOMbITKA NepPeycTaHOBUTbL COeanHeHme C
coce,om 6yayT OTKNOHEHbI.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CEeKYHA,

3a4aéT BpeMeHHOM MHTepBan mexay yctaHoBKol TCP-
coeanHeHuns n otnpasKkol nepsoro OPEN-coobLeHus.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

shutdown

no shutdown

—/no shutdown

AOMUHUCTPATUBHO BbIKAKOYAET ceccnm co Bcemn BGP-
cocefaMM, BXOAALLMMU B COCTaB peer-rpynnbl, U o4nwaet
NPUHATbIE OT HUX MAPLLPYTbI, HE YAANAA UX KOHOUTYpaUnK.

B KoHbUrypauuio Kaxaoro cocesia, BXOAALLEro B peer-rpynny, 8
KOHTEKCT (router-bgp-nbr) gobasnserca komaHga shutdown.

AOMUHUCTPATUBHO BKAKOYAET ceccum co Bcemn BGP-cocegamu,
BXOAALMMM B COCTAB peer-rpynnbl. Yaansaer KomaHay
shutdown 13 KoHGUrypaunm Kaxaoro cocesia, BXOAALLErO B
peer-rpynny.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

HasHavaeT uHtepdelic, KoTopbiii byaeT cnoNb30oBaH B
KayecTBe MCXOAALLEro NPU COeAMHEHMM C COCEA0M.

FortygigabitEthernet
YE's fo_port(1..8/0/1..4);
fo_port Port-Channel group 11 48):
Loopback /oopback Vlan group: (1..48);
vian_id ] loopback: (1-64);
= vlan-id: (1-4094) > >
no update-source OTMeHAET PYYHY0 HAaCTPOWKY ucxoasLero nHtepdeiica,
BK/IKOYaeT aBTOMATMYeCKuii BbiIbop nHTepdelica
route-reflector-client [ HasHauutb BGP-cocena Route-Reflector knneHtom.
meshed ] - meshed — napameTp BbicTaBseTcsa ecnun nucnonblyercs mesh-
Tononorua. Npu Nofy4eHnn oT Takoro KaveHTa BGP-mapLupytos
—/disabled OHW He byayT NepecbiNaTbCa APYrMM KANEHTAM.

no route-reflector-client

BGP-mapwpytusartop asaserca route-reflector'om,
V ecnu xoTA 6bl OAUH ero cocef, CKOHGUTYPMpPOBaH Kak
route-reflector kameHr.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO
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soft-reconfiguration in-
bound

—/disabled

no soft-reconfiguration in-
bound

KomaHza coxpaHAeT noayyYeHHble OT cocesa MapLipyTbl B
oTAenbHol obnactn namaTv. MeTtoa No3BonseT NPUMEHUTb
BXOZALLYO NOAUTKKY "route-map in" ana coceana 6e3 cbpoca
coCeACcTBa U 3aNpoca MapLLpPyTOB.

V Mo ymonuaHuio pabortaetr mexaHusm Route Refresh.

OTKNIOUYUTb MEXAHU3M COXPaHEHWA MapLIPYyTOB

prefix-list name {in | out }

- . name: (0..32) cumBona
no prefix-list name { in |

out}

- name — Has3BaHwue IP prefix-list, KoTopbIli byaeT NpUMeHeH K
aHOHCMPYEMbIM WM NMPUHUMAEMbIM MapLIPyTaM.

OtBasaThb IP prefix-list

fall-over bfd
no fall-over bfd

—/BbIK/IOYEHO

Bknatountb npoTokon BFD Ha peer-rpynne.

BbIkntounTb npoTokon BFD Ha peer-rpynne.

KomaHOb1 pexcuma privileged EXEC

Bce kKomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJIb30BaTeNA.

BuAa 3anpoca KoMaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnnua 340 — KomaHgb! pexuma privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

clear ip bgp [ip_add]

MNepeycTtaHaBAnBaeT coeguHeHna ¢ BGP-cocegamm, oumwan
NPUHATLIE OT HUX MapPLIPYTbI.

- ip-address — agpec cocegHero BGP-cnuKepa, ¢ KoTopbim by-
[eT nepeycTtaHOB/IEHA CECCUS.

show ip bgp [ip_add]

OT06pa3zuTb Tabnunuy BGP-mapupyTos (Loc-RIB).
- ip-add — npeduKc nogceTn HasHauYeHUs, No KoTopomy byaeT
oTobpaxkeHa noapobHas MHGOPMaLMA O MapLIpyTax 4O Heé.

show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]

OT06pasnTb MHPOPMaLMIO O HACTPOEHHbIX BGP-coceasx.

- ip-add — aapec coceaHero BGP-cnunkepa, no kotopomy 6y-
AeT oTdunbTpoBaHa nHbopmaLms.

- detail — oTo6pasunTb NoapPobHYIO NHPOPMaLUIO.

- advertised-routes — 0T06pas3unTb TabauLy MapLLPYTOB,
aHOHCMPOBaHHbIX cOCeay.
- received-routes — 0T06pasuTb TabauLy NpPUHMMaEMbIX

MapLUPYTOB A0 MPUMEHEHUA K HUM BXOAALLEN NONNTUKK

show ip bgp peer-group
name

OT10bpa3unTb co3gaHHble Peer-rpynmnbl U UX HACTPOMKM.
- name — 0T06Pa3nTb HACTPOMKM rPynMbl C UMEHEM name

show ip bgp peer-group
name neighbors

OT06pasunTb COCTOALLMX B peer-rpynne cocesem

340
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5.35.5 Hacmpoiika npomokona IS-IS

IS-IS (intermediate system to intermediate system) — NpOTOKON ANHAMMYECKON MapLUpyTU3aLLMK, OC-
HOBaHHbIN Ha TEXHOJIOTMWN OTCNEKUBAHUA COCTOAHUA KaHana (link-state technology) n ncnonbsytowmin ans
HAxXOMAEHWUs KpaTyanwero nyTy anroputm LenKcTtpbl. MpoToKkon IS-IS npeacTtasnaet coboit NPOTOKOA BHYT-
peHHero wnto3a (IGP). Mpotokon IS-IS pacnpocTpaHAeT MHPOPMALUMIO O AOCTYMNHbIX MapLLIPyTax MeXAay MapLu-
pyTM3aTopamMu O4HOM aBTOHOMHOM CUCTEMBI.

KomaHObI pexcuma 2a06anbHoU KOHpuU2ypauuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHOM KOHPUTYpaLLMK:

console (config) #

Tabnunua 341 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HaveHue/3HaveHue no Neiicmeue
YMOAYAHUIO
router isis 3anyckaert IS-IS mapwpyTrsaTop. BxoauT B pexxmm KoHdurypa-
—/ISIS mapuipyTtunsatop umn npotokona IS-IS.
no router isis OTKNIOYEeH OctaHaBnuBaeT IS-IS mapwpyTtnsatop. Yaanaet KoHourypauuo
npotokona IS-IS.

KomaHObI pexcuma KoHgu2ypauyuu npomokona IS-1S

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KoHuUrypaumm npotokona IS-IS:
console (router—-isis) #

Tabnnua 342 — KomaHabl pexkuma KoHpurypaumm npotoKkona IS-1S

3Ha4yeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
address-family ipva B MepexoguT B pexkum KoHpurypaumm Address-Family.
unicast
authentication key word 3a4aTtb KoY ayTeHTMdUKaLMKM B BUAE TeKcTa. Mcnonb3y-
[level] etca ans ayteHTuduKaumm LSP, CSNP, PSNP PDU. JaHHan

HaCTpoiKa UrHOPUPYETCA eCAn ANA ayTeHTUOUKALUK yKa-

3aHa key-chain.
word: (1..20) cumBonos;

level: (level-1, level-2)/level-1-2 | - WOrd — Kntod B TeKCTOBOM BUAE;
- level — ypoBeHb IS-IS, AnA KOTOPOro MpPUMEHUTCA
HacTpoMKa.

no authentication key Yaanaer KAy ayTeHTUbUKaumm.

3agaet K4 ayTeHTUdMKauumM B 3awmMbpoBaHHOM Buae
(Hanpumep, naponb B 3aWMPPOBAHHOM  BUAE,
CKOMUPOBAHHBIN C APYroro ycTpoicTaa). Mcnonbayetca ans
ayTeHTMdMKauum LSP, CSNP, PSNP PDU. [laHHasA HacTpoliKa

authentication key en-
crypted encryptedword
[levell

encryptedword: (1..128) UrHopupyeTca ecam ansa ayteHTUdMKaumm ykasaHa key-
CMMBOJIOB; chain.
level: (level-1, level-2)/level-1-2 | - encryptedword — kntou B 3aWMPpPOBaHHOM BUAE;
- level — vyposeHb IS-IS, Ana KoToporo npuMMeHUTCs
HaCTpoWKa.

Ypansaer knod ayTeHTUOMKaumu.

no authentication key
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authentication key-chain
word [level]

no authentication key-
chain

word: (1..32) cumeona;
level: (level-1, level-2)/level-1-2

3apaTb MMA CBA3KM KAtoveW, KoTopasa byaeT Mcnosb3o-
BaTbCA ANA ayTeHTUdUKaumm LSP, CSNP, PSNP PDU.

- word — UMsA CBA3KMU KNtouen;

- level — vypoBeHb IS-IS, AnAa KoToporo RpUMeHUTCA
HaCTpoMKa.

OTKNIOYAET PerMM MCMOAb30BaHMA CBA3KM Kitouel ana
ayTeHTUdUKaLmu.

authentication mode
{text | md5} [level]

no authentication mode

level: (level-1, level-2)/level-1-
2;
Mo ymonuyanutio
ayTeHTUdMKaLMA OTK/IOYEHa.

BkntoyaeT ayteHTUOMKaumto B IS-IS n onpepnenset ee tun:
- text — ayTeHTUdMKALMA OTKPLITHIM TEKCTOM;

- md5 — ayTeHTUdUKauma MD5;

- level — yposeHb IS-IS, gna KoToporo npumeHUTCA
HaCTpoMKa.

YcTaHaBAMBaET 3HauYeHWe No YMONYaHUIO.

hostname dynamic

BKAOUNTL NoAAEPKKY AMHamMYecKmx hostname.

—/BKAIOYEHO
. BbIKNOUNTL NOAAEPIKKY AMHAMUYECKUX hostname.
no hostname dynamic
. 3agaeT TMN maplupyTusaTopa B IS-IS gomeHe:
is-type {level-1 | level-2- vael 1 Bcepsszy 0, e“i BUA C . a 3a
- -1 — nmoaencTemns TMMM MapLIpyTM3a-
only |level-1-2} A APy pupy
TOpPamMM NPOUCXOAAT Ha 1 ypoBHeE;
- level-2-only — Bce B3aMmogencTeua ¢ Apyrumu mapLipy-
—/level-1-2 TU3aTOPamMM NPOUCXOAAT Ha 2 YPOBHE;

no is-type

- level-1-2 — ycTpoiicTBO NoaaepXMBaeT B3aMMOLENCTBUA
0601xX ypoBHe.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

Isp-buff-size size

no Isp-buff-size

size (512-9000)/1500 6aiit

YcTaHaBAMBaEeT MaKCMMaibHO BO3MOXKHbIA pasmep OT-
npasnsembix LSP n SNP. 3HaueHwue Isp buffer size He
O0J/IXKHO NpeBbIWwaTh 3Ha4YeHune pdu buffer size.

YcTaHaBAMBaeT 3HaYeHUe No YMONYAHUIO.

Isp-gen-interval second [
level ]

no Isp-gen-interval

second: (1-65535000)/30000
MUANNCEKYHA;
level: (level-1, level-2)/level-1-2

3aaéT MUHUMabHbIN MHTEPBA B MC, MEXAY reHepa-
uunen ogHoM 1 Toi e LSP.

- second — 3HayeHWe MHTepBasa B MUAINCEKYHAAX, NO
nctedyeHnn Kotoporo LSP moxkeT 6bITb 3aHOBO CreHepupo-
BaHO.

- level — ypoBeHb A48 KOTOPOro NPUMEHMM AAHHbIN UH-
TepBan. ECAn He yKasblBaTb, MHTEPBAN MPUMEHUTCA K
060MM YPOBHAM.

YcTaHaBAUBaeT 3HaYeHUe No YMOAYAHUIO.

Isp-refresh-interval sec-
ond

no Isp-refresh-interval

second: (1-65235)/900 cekyHA;

3aaéT MAKCMMAbHbIN MHTEPBAN B CEKYHAaX, MeXAay re-
Hepaumen LSP.
- second — 3HayeHWe MHTepBana B CEKyHAax, NO ucTeve-
HWK KoToporo LSP byaet 3aHOBO creHepMpoBaHo.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

max-Isp-lifetime second

3agaeT Bpemsa KnsHu LSP.

3HayeHue [OMKHO bbiTb X0TA Hbl Ha 300 cekyHA 6onblue,
yem Isp-refresh-interval.

- second — 3HayeHWe B CEKYHAAX.
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metric-style style [level]

no metric-style

style: (narrow, wide,
both)/both

level: (level-1, level-2)/level-1-2

3a4aeT UCNoNb3yeMbIN CTUb METPUKM.

- narrow — MoaaepKMBaTh TONbKO CTaHAAPTHYIO (Y3KYy10)
METPUKY.

-wide — MNoaaepKunBaTb TO/IbKO PaCLLUMPEHHYIO METPUKY.
- both — MNoaaepxuBatb 06a CTUNA METPUKN.

- level — YpoBeHb AN KOTOPOro NPMMEHUM YKa3aHHbIM
CTUAb METPUKKU. ECNKn He yKasbiBaTb, METPUKA
NPUMEHUTCA K 060MM YPOBHAM.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

net XX XXXX.XXXX. XX

no net

YcTaHaBnAvMBaeT Tak HasbiBaembit NET (Network Entity
Title) agpec — yHUKaNbHbIN MAEHTUDUKATOP MapLIPyTM3a-
TOpa B Npegenax IS-IS gomeHa. Mpwu 3anncu NET ncnonbsy-
eTcA WeCcTHaAUaTUPUYHAA CUCTEMA CHUCNEHUA.

YpansaeT uaeHTMdMKaTop MapLupyTmsaTopa.

shutdown

no shutdown

—/BKNOYEHO

OTkntovaet npouecc ISIS.

Bkntoyaet npouecc ISIS.

spf interval maximum-
wait second

no spf interval maxi-
mum-wait

second: (0-4294967295)/5000

YcTaHaB/MBaET UHTEPBaA/ MEXAy ABYMA MocnefoBaTe/lb-
HbIMM NepecyeTamu anropmuTma SPF B MUAUCEKYHAAX.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spf threshold restart-
limit number

no spf threshold restart-
limit

number: (1-4294967295)/10

YcTaHaBAMBAET CKONbKO pa3 anroputm SPF moskeT 6bITb
npepsaH obHoBneHMem LSDB.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spf threshold updates-re-
start number

no spf threshold up-
dates-restart

number: (1-
4294967295)/4294967295

3apaeT Konuyectso obHoBeHMI LSDB, npu KoTopbix anro-
puTm SPF ocTaHaBaMBaeTCA U nepe3anycKaeTca

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

spf threshold updates-
start number

no spf threshold up-
dates-start

no max-Isp-lifetime

number: (1-
4294967295)/4294967295

Konunuyectso o6HoBneHu LSDB, Heobxoamnmoe ana Hemegs-
NeHHOro 3anycka anroputma SPF (spf interval maximum-
wait npu 3Tom UrHopupyercs).

YcTaHaBAMBaEeT 3HAYEHNE MO YMONYAHUIO.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHpuaypauuu Address-Family

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm Address-Family:

console (router—-isis—-af)#

Ethernet-kommymamopel cepuli MES23xx, MES33xx, MES35xx, MES53xx

343



HELTEX

Tabnunua 343 — KomaHabl pexkuma KoHdurypaumm Address-Family

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

PaspelwaeT umnopT connected mapLipyToB:

- level — ypoBeHb IS-IS, B KOTOpbI ByAeT BbINOAHATLCA
nepepacnpegeneHme MapLpyTos;

- type — YCTaHOBWUTb MMMOPTUPYEMbBIM MAPLLIPYTam TUM
MEeTPUKHU;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLIpyTOB;

- name — umaA cTaHgapTHoro IP ACL, KoTopsbiii byaet
MCMob30BaH ANa GUAbTPALMN UMNOPTUPYEMbIX MapLIPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIM (narrow) CTuab
METPUKU, BCe 3HAaYEHMA METPUKKM bonblie 63 byayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpeLLaeT UMNopT connected mapLupyTos B
IS-IS. B cnyyae ykasaHuA napameTpa BO3BpaLLaeT ero
nedonTHoe 3HaueHue.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

PaspelsaeT MMnNopT cTaTUYECKNX MapLupyTos B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATLCA
nepepacnpegeseHve MapLpyTos;

- type — ycTaHOBUTb UMMNOPTUPYEMbBIM MApLUPYTam TUN
METPUKM;

- metric — 3Ha4YeHWe METPUKUN A1 UMMNOPTUPYEMbIX
MapLLpyTOB;

- name — umaA ctaHgapTHoro IP ACL, KoTopsbiii byaet
MCMNo/ib30BaH Ana GUAbTPaLUM UMNOPTUPYEMbBIX MapLLPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIN (narrow) CTuab
METPUKU, BCe 3HAYEHMA MEeTPUKKM bosblie 63 byayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpeLiaeT MMMNOPT CTAaTUYECKMX MapLLPYTOB B
IS-IS. B cnyyae yka3aHua napameTpa BO3BpaLLaeT ero
AedonTHoe 3HaYeHue.

redistribute rip [level /evel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

Paspelwaet umnopt mapwpytos u3 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbI ByAeT BbINOAHATLCA
nepepacnpegeneHve MapLpyTos;

- type — YCTaHOBUTb MMNOPTUPYEMbIM MApPLIPYTaM TUM
MEeTPUKMY;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLIpyTOB;

- name — umaA cTaHgapTHoro IP ACL, KoTopbii byaet
MCNoNb30BaH AN GUABTPALLUM UMNOPTUPYEMbIX MaPLLPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIN (narrow) cTub
METPUKU, BCe 3HAaYEHMA MeTPUKKM bonblie 63 byayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpeLtaet umnopT mapwpyTtos 13 RIP B IS-IS.
B cnyyae ykasaHua napameTpa Bo3BpalLaeT ero AeponTHoe
3HauyeHue.
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redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumsona.

Paspewaet umnopt mapwpytos u3s BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIl ByAeT BbINOAHATLCA
nepepacnpegeneHve MapLpyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLIPYTam TUN
MEeTPUKHU;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLipyToB;

- name — umaA cTaHgapTHoro IP ACL, KoTopsbiii byaet
MCMNoab30BaH Ana GUALTPALMU UMNOPTUPYEMbIX MapLIPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIM (narrow) CTuab
METPUKU, BCe 3HAYEHMA MeTPUKKM bosblie 63 byayT yKasaHbl B
TLV Kak 63.

be3 napameTpoBs 3anpeLtaetT UMNopT mappyTos 13 BGP B IS-IS.
B cnyyae ykasaHuA napameTpa Bo3BpalyaeT ero gedpontHoe
3HauyeHue.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

no redistribute ospf [id]
[level level] [metric-type
type] [match match] [met-
ric metric] [filter-list name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal, external);
match:(internal, external-
1, external-2);
metric: (1-16777215);
name: (1-32) cumBona.

Paspewaet umnopt mapwpytos u3 OSPF B IS-IS.

- id — naeHTndukaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOPbIN ByAeT BbINONHATLCA
nepepacnpegeseHve MapLpyTos;

- type — ycTaHOBUTb UMMNOPTUPYEMbBIM MApLUPYTaM TUN
METPUKY;

- match — Tun mapwpyTta OSPF, nognexawmii umnopTy.

- metric — 3Ha4YeHNEe METPUKU A1 UMMNOPTUPYEMbIX
MapLUpyTOB;

- name — umaA ctaHgapTHoro IP ACL, KoTopsbiii byaet
MCMob30BaH 1A GUALTPALMN UMNOPTUPYEMbIX MapLIPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIN (narrow) CTuab
MEeTPUKU, BCe 3HaYeHMA MeTpUKK 6onblie 63 6yayT yKasaHbl B
TLV Kak 63.

be3 napameTtpoBs 3anpeLtaet umnopt mapwpyTtos u3 OSPF B IS-
IS. B cnyyae yKasaHuMA napameTpa BO3BpallaeT ero gepontHoe
3HayeHue.

KomaHObI pexcuma KoHguaypayuu uHmepgelica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOM CTPOKMU:

console (config-if) #

Tabnuua 344 — Komanapl pexkuma KoHpurypaumm nntepdeliica Ethernet, VLAN

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

HAeilicmeue

ip router isis

no ip router isis

— /BbIKOYEHO

BkntovaeT NpoToKON maplupyTm3aumm IS-IS Ha Tekylem nHTep-
delice.

BbiKkntoyaeT NpoToKon mapLlupyTmsaumm IS-IS Ha TekyLem nHTep-
delice.

isis authentication key
word [level]

no isis authentication key

word: (1..20) cumeonos;
level: (level-1, level-
2)/level-1-2

3apaTb K4 ayTeHTUOMKaLMK B BMAE TeKcTa. Mcnosb3ytoTca
ona ayteHTuoukaumm HELLO PDU. [laHHan HacTpoiKa UrHopu-
pyeTcs ecnun ana ayteHTudMKaumm ykasaH key-chain.

- word — KN4 B TEKCTOBOM Bnae;

- level — yposeHs IS-IS

Yaansaer Kty ayTeHTUdUKaLmu.
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isis authentication key en-
crypted encryptedword
[level]

no isis authentication key

encryptedword: (1..128)
CMMBO/10B;
level: (level-1, level-
2)/level-1-2

3apaeT KAty ayTeHTUdUKaUUK B 3alindpoBaHHOM BUaE
(Hanpumep, naponb B 3aWwMdpPOBAHHOM BUAE, CKOMMPOBAHHLIN C
Apyroro yctpoicTea). Mcnonb3ytotes ana ayteHTuounkaumm HELLO
PDU. laHHas HacTpoWKa UTHOPUPYETCA ecu ANs ayTeHTUPUKALUK
yKasaH key-chain.

- encryptedword — Kntod B 3alIMPPOBAHHOM BUAE.

YoansaeT ka4 ayTeHTUdMKaumuu.,

isis authentication key-
chain word [level]

no isis authentication key-
chain

word: (1..32) cumBona;
level: (level-1, level-
2)/level-1-2

3apaTb MMA CBA3KKU KAtoyel, KoTopas byaeT Mcnosib3oBaTbeA
ons ayteHTudukaumm HELLO PDU.
- word — VMS CBSI3KM KNKOYEN.

OTKNIOYAET PeXMM UCNONb30BAHUA CBA3KM K/OYeW AN1A ayTeH-
TMdUKaumu.

isis authentication mode

level: (level-1, level-

BkntouaeT ayteHTUOMKaymio B HELLO PDU Ha TeKywem uHTep-
delice M onpeaenset ee TMN:

{text | md5} [level] 2)/level-1-2;
- text — ayTeHTMdMKALMA OTKPLITBIM TEKCTOM;
Mo ymon4yaHuio
- md5 — ayteHTUdUMKauma MD5.
ayTeHTMdUKaumA
. R YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
no isis authentication mode OTK/OYEeHa.
s YKasbIBaeT, COCeACTBA KaKOro yPOBHA MOXKHO $OpMMPOBaTb Ha
isis circuit-type {level-1 | ! 'a‘, yp bopmup
naHHOM nHTepdelice.
level-2-only |level-1-2}
—/level-1-2

no isis circuit-type

YcTaHaBAWBaeT 3HaYeHUe No YMONAYAHUIO.

isis metric metric [level]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-
2)/level-1-2

YcTaHaBAMBAET METPUKY A8 AaHHOTo HTepdeiica.

- metric — 3Ha4YeHWe MeTpUKK. Ecnn rnobanbHO BKAKOYEH CTaH-
OApTHbIA (Narrow) CTUAb METPUKW, BCE 3HAYEHUA METPUKM
6onblue 63 byayT ykasaHbl B TLV KakK 63.

- level — yposeHs IS-1S, dna komopozo 6ydem npumeHamosca
Mempuka.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

isis passive-interface

—/NaccuBHbIN peXxnum

MepeBoAnT MHTepdeic B NACCMBHbLIN pexkUM. B aTom pexunme
nHTepderic He oTnpaBaseT U He npuHUmaet HELLO PDU.

.. - OTK/toueH YcTaHaBAMBAET 3HAYEHMWE MO YMONYAHUIO.
no isis passive-interface
. . . . YcTaHaBAMBaeT TMN MHTepdeiica point-to-point.
isis network point-to-point
—/broadcast YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.

no isis network point-to-
point

isis hello-padding value

no isis hello-padding

value: (disable, enable,
adaptive)/enable

YcTaHaBAMBaET pexkMm paboTbl NnagauHra hello-coobueHuii.
- disable — oTKAOUMTbL NaaaMHT Bo Bcex coobuieHuax hello;

- enable — BKOUUTL afANHT BO BCex coobuieHusx hello;

- adaptive — BKAOUYWUTb NaAAMHT L0 YCTAHOB/AIEHMA COCEACTBA.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

isis pdu-buff-size size

no isis pdu-buff-size

size (512-9000)/1500
6ant

YctaHasnusaeT pasmep hello PDU. 3HauyeHue pdu-buff-size
A0MKHO 6bITb 60/bLIe 3HaUYeHuUA Isp-buff-size.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypauuu uHmepaetica Loopback:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #
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Tabnunua 345 — KomaHabl pexxuma KoHdurypaumm nutepoeiica Loopback

3HayeHue/3Ha4yeHue
no ymon4YaHuro

KomaHda

Aeilicmeue

ip router isis

— /BbIKOYEHO
no ip router isis

BKkatoyaeT NpoToKoN mapwpyTtrsaumm IS-IS Ha Tekywem uHTep-
delice.

BbIkAtOYaeT NPOTOKON MapLpyTM3aunm IS-IS Ha TekyLem nHTep-
delice.

isis circuit-type {level-1 |

level-2-only |level-1-2} —/level-1-2

no isis circuit-type

YKasbIBaeT, COCEACTBA KaKoro yPOBHA MOXHO GOpPMMPOBaTh Ha
LaHHOM nHTepdelice.

YcTaHaBAMBaET 3HaUYeHWe No YMON4YaHUIO.

isis metric metric [level]

metric: (1-16777215)/10;
level: (level-1, level-
2)/level-1-2

no isis metric

YcTaHaBAMBaET METPUKY ANA JaHHOTo UHTepdelica.

- metric — 3HaYeHne MeTpPUKK. Ecn rnobanbHO BKAKOYEH CTaH-
AApPTHBIA (narrow) CTUAb METPUKKM, BCE 3HAYEHUA METPUKM
b6onblue 63 6yayT ykasaHbl B TLV Kak 63.

- level — yposeHs IS-1S, dna komopozo 6ydem npumeHamsca
Mempuka.

YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYAHUIO.

isis passive-interface .
—/NaccuBHbIN peXxnum

OTKNHOYEH

no isis passive-interface

MepeBoAnT UHTepdENC B NMACCUBHBIN peXMUM. B sTOM pexume
nHTepderc He oTnpaBaseT 1 He npuHUmaet HELLO PDU.

YcTaHaBAUBaeT 3HaYeHUe No YMOAYAHUIO.

KomaHObl pexcuma privileged EXEC

Bug 3anpoca KOMaHAHOM CTPOKMU MMEET BUA,:
console#

Tabnunua 346 — KomaHgbl pexuma privileged EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show isis database [/evel]
level: (level-1, level-2)

OTobparkaeT 6asy AaHHbIX TONONOMMKU NPoTOKoAa IS-IS.

- level — yKa3blBaeT ypoBeHb NpoToKoAa IS-IS, 6a3y AaHHbIX KO-
TOpOro Heob6xoaMMo 0TobpPasuUTh.

show isis hostname

OTobparkaeT n3BecTHble cooTBeTcTBUA SystemID u Hostname

show isis interfaces [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OTobparkaeT MHbopmaLmio 06 nHTepdeiicax, y4acTBYOLLUX B
IS-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback loopback|
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OTobparkaeT HGOPMaLMIO O coceaax.

- detail — ncnonb3oBaHWe faHHOrO NapameTpa Nossonser
0T06pa3unTb AeTasbHY0 MHGOPMALMIO O Coceanx.
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clear isis CHpocuTb BCE COCEACTBA M OYUCTUTL TabANLLY MapLIpyTU3aLLMm
IS-IS.

5.35.6 Hacmpoiika Route-Map

MprmeHeHWe route-map No3BoAAET U3MEHATb aTPUOYTbI Y AaHOHCUPYEMbBIX U NPUHUMAEMbIX MAPLLPYTOB
BGP.

KomaHObI pexcuma 2a06anbHoU KOHpuU2ypauuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHon KoHduUrypaumm:

console (config) #

Tabnuua 347 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoaYaHuro
route-map name [ section_id ] Cospaet 3anuce route-map.
[ permit | deny ] MepeBoANT KOMaHAHYIO CTPOKY B PEXKMUM KOHOUTYPUPOBAHMUSA
route-map.
name: (0.32) cumsona; - nam.e —'HaaaaHme route-map. )
section_id: (1.. - secthn_ld — HOMep 3anuncu B 3TON route-map.
4294967295). - permit — NpMMeHUTb set KoMaHAbl K MapLLpyTam,
- deny — oT6pOCUTb MapLLpPYTbI.
V MakcumanbHoe Konuyectso route-map = 32
(BKntouana ceKuumn ogHoro route-map).
no route-map name [ Yaanutb route-map
section_id ] [ permit | deny ] - section_id — ypanaet 3anucb ¢ Homepom section_id.

KomaHObI pexcuma KoHGU2ypayuu cekyuu route-map

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexnume KOHPUrypaLumm cekumm route-map:
console (config-route-map) #

Tabnnua 348 — KomaHab! pexkruma KoOHPUrypaumm cekumm route-map

3HayeHue/3HayeHue

Aeiicmeue
1o yMmon4aHuwo

KomaHda

continue section_id [ and ] 3azaTb HOMep c/eayoLLel CeKumm route-map, Kotopas byaer

NPUMEHEHa K MapLUpyTam, Noc/ie NPUMEHEeHWA TeKyLLen.

- and — yKasbliBaeT, 4To match ycTtaHoBKM B 3TOM route-map

O0/1XHbI 6bITb Nornyeckn obbeanHeHbl (AND) ¢ match

YyCTaHOBKaMM B route-map, 0603HaueHHbIX NapameTpom

section_id: (1.. section_id.

4294967295). Co3paHue uenoyek route-map (6e3 napamerpa and)
V BO3MOXXHO, €C/IM TUN route-map BbiCTaBAEH B permit.

/! Ecnv npum co3paHum Lenoykm NpumMeHseTca napamerp
and, To Bce set yCTaHOBKM A0/Hbl HAXOAUTbLCA B
nocneaHeu CeKUUM 3TOM LeNOYKK.

no continue CbpacbiBaeT yCTaHOBKY
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match ip [ address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) cumBona

3apaet cootBetcTBue prefix-list u agpeca mapwpyTa.
- address — cooTBetcTBMe prefix-list n ip agpeca mapwpyTa.
- next-hop — cootsetcTBue prefix-list n next-hop ip agpeca
MapuwpyTa.
- route-source — cootseTcTBue prefix-list u ip agpeca
MCTOYHMKa MapLupyTa.
Y106blI HEe OT6pacbiBaIUCb OCTa/NbHble MapLUPYTbl, He
V yKasaHHble B prefix-list, Heo6xoauMmo co3gatb nycrou
route-map M npuBA3aTb ero K TeKywemy uepes
continue.

C6paCbIBBET cooTBeTCTBUE

match local-preference
value

no match local-preference

value: (1.. 4294967295).

3afaeT cooTBETCTBME MapLipyTa ¢ aTpubytom local-preference.

C6paCbIBBET cooTBeTCTBUE

match metric value

no match metric

value: (1.. 4294967295).

3ajaeT cooTBETCTBME MapLIpyTa ¢ aTpubyTom metric.

CbpacbiBaeT cOOTBETCTBUE

match origin [ igp |egp |
incomplete ]

no match origin

3afaeT coOTBETCTBME MapLUpyTa C aTpuMbyToMm origin.

- igp — MapLupyT 6611 NONYYEH U3 MPOTOKOA BHYTPEHHEN
MapLupyTM3aumum (Hanpumep KomaHaoi network)

- egp — MapLpyT Hbln Bbly4eH No npoTokoay EGP.

- incomplete — mapwwpyT 6bi Bbly4eH KaKUM-TO MHbIM 06pa3om
(Hanpumep komaHgoit redistribute)

C6paCbIBaeT cooTBeTcTBUE

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[0o6aBuTb K MapwpyTty aTpnbyt AS_PATHLIMIT.

Hynesoe 3HaueHWe orpaHMYMBaeT aHOHCMPOBAHWNE SIOKANbHO
CcreHepMpoBaHHbIX MapLIPYTOB, TONbKO Mexay iBGP coceaamu
(He 6yayT BuAHLI ans eBGP).

3HauyeHue 6onbuie 0 o3HayaeT, uyTo ecan AS_PATH aTpubyt
nmeert 6osbwe AS-HomepoBs, Yem 3HavyeHne AS_PATHLIMIT, To
HY»KHO ero oTbpocuTb Npu Bbixoae B eBGP.

CbpacbiBaet path-limit

set as-path prepend
as_number

as_number: (1-

[ob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS Homepa.

4294967295)
no set as-path prepend CbpacbiBaeT gobasneHue K AS-Path
set as-path prepend local- [ob6asuTb K atpmnbyTy AS-Path value Homepos Local AS (Ha
as value BbIxoA, eBGP cocepny).

value: (0-10) A AY)

no set as-path prepend lo-
cal-as

CbpacbiBaeT gobasneHue K AS-Path

set as-path remove
as_number

no set as-path remove

as_number: (0..127)
cumBoNa

Ypanutb 13 atpnbyta AS-Path ykasaHHyto AS

C6pacbiBaeT yaaneHve

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpnbyT mapLpyTa.
- ip_address — IP-agpec next-hop

CbpacbliBaeT ycTaHOBKY aTpmbyTa next-hop

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHOBUTL 3HayeHue aTpubyTa local-preference.

CbpacbiBaeT ycTaHOBKY aTpmbyTa local-preference.

set metric value

no set metric

value: (1-4294967295)

YCTaHOBUTb 3HaYeHue aTpubyTa metric.

CbpacbiBaeT ycTaHOBKY aTpubyTa metric.

set next-hop-peer

no set next-hop-peer

—/aTpnbyT He
yCTaHOBJIEH

YcTaHOBWUTb 3HaYeHue aTpubyTa next-hop, Kak agpec coceaa.

CbpacbiBaeT yCcTaHOBKY aTpmbyTa
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set origin [ igp |egp | in- YcTaHOBUTL 3HaYeHue aTpubyTa origin.

complete ] - igp — MapLpyT 6bIN NOMYYEH M3 NPOTOKO/1A BHYTPEHHEMN
MapLupyT13auum (Hanpumep KomaHzow network)

— - egp — MapLIpyT 6b1A1 BblyYeH No npoTokony EGP.

- incomplete — mapLpyT 6b11 Bbly4eH KaKUM-TO UHbIM 06pasom
(Hanpumep KomaHaoi redistribute)

no set origin CbpacbiBaeT ycTaHOBKY aTpubyTa origin.

set weight value YCTaHOBUTbL 3HayeHue aTpubyTa weight.
- value: (1-4294967295) -

no set weight CbpacbiBaeT yCTaHOBKY aTpubyTta weight.

KomaHOb1 pexcuma privileged EXEC

Bce komaHabl AOCTYyNHbI ANA NPUBUNETNMPOBAHHOIO NOJ1b30BaTeNA.

BunAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnnua 349 — KomaHgb! pexxuma privileged EXEC

3HayeHue/3HayeHue "
KomaHoa / Aelicmeue
o ymon4aHuro
show route-ma name MpocmoTp MHPOPMaLUMM O CO34aHHbIX route-map.
Pl ] name: (0..32) cumBona P P vH$opmay A P
-name — UMAa route-map.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpeticos Ethernet, VLAN, uHmepdgelica 2pynnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B perkmme KoHpurypauum nutepoeicos Ethernet, VLAN, nHtepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabanua 350 — KomaHgb! pexxuma koHdurypaumm nutepoeiica Ethernet, VLAN, nHtepdeiica rpynnbl NnopToB

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymon4aHuo
ip policy route-map name MpUMeHWTb route-map ¢ UMeHem name Ana 3a4aHHOro
name: (0..32) cumBona nHTepdeiica.
no ip policy route-map Ypanutb route-map ¢ nHTepdeica.

5.35.7 Hacmpolika Prefix-List

Prefix-n1cTbl N03B0NAOT GUALTPOBATL MPUHUMAEMBIE U aHOHCHMPYEMbIe MapPLLPYTbl NPOTOKON0B AUHaMMYe-
CKOM MapLupyTU3aLmm.

KomaHObI pexcuma 2no0banbHol KOHgpu2ypauuu

Bua 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHoM KoHduUrypaumm:

console (config) #
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Tabnmua 351 — KomaHabl pexkmma rnobanbHoM KoHPUrypaumm

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

KomaHoa

Aelicmeue

ip prefix-list list-name [seq
seq_value] [description
text] {deny | permit}
ip_address [mask] [ge
ge_value] [le le_value]

list-name: (1..32);
seq_value: (1..
4294967294);

text: (0..80) cumBona;

ge_value: (1..32);
le_value: (1..32)

no ip prefix-list list-name [
seq seq_value]

Cosparb Prefix-list.
- permit — paspelaioLee fgencTeme Ana mapLipyTta
- deny — 3anpeuatouiee aencrame gna maplipyTta
- list-name — uma cospasaemoro prefix-aucra
- seq_value — Homep 3anucK B cnucke npeduKcos
- text — onucaHune cnncka npeduKcos
- ge_value — cooTBeTcTBUE ANIMHE NpeduKca, PaBHOM Un
6onbluei, Yem HacTpoeHHas g/nHa npedurKca
- le_value — cooTBeTcTBME A/IMHE NpeduKca, KOTopaa paBHa
WM MEeHbLLE HAaCTPOEHHOM A/INHbI NpeduKca.
V Ecnu He HaWIOCb HM OA4HOrO COOTBETCTBUA, TO ByaeT
npumeHeHa HeABHaA NO/IMTMKA NO ymoayaHuio deny
any.

Ypanutb co3aaHHbil Prefix-List.

KomaHObI pexcuma privileged EXEC

Bce KomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJIb30BaTeNA.

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 352 — KomaHgb! pexuma privileged EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show ip prefix-list [name] name: (0..32) cumsona

MNpocmoTp nHPopmaumm o co3garHbix prefix-list.
- name — nma prefix-list.

5.35.8 Hacmpolika cesasku Knro4eli

CBA3Ka K/o4Yell nossBonseT co3gaTb Habop naponei (Kntouyeit) ¢ nocneayowein BO3MOXKHOCTbIO
HACTPOMNKM BPEMEHW AENCTBUA KaxKaoro napons. Co3gaHHble Naposiv MOryT MCNONb30BaTbCs NPoToKoaamu RIP,

OSPF, IS-IS pns ayTeHTUdUMKaLmK.

KomaHObI pexcuma 2a06aabHoU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe rN106anbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 353 — KomaHgb! pexkuma rnobanbHoin KoHdUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aeiicmeue

key chain word word: (1.32)

cumBsona/—

no key chain word

Co3paeT CBA3KY K/ouel ¢ UmeHem word U BXOAUT B PEXKMM KOH-
durypaumm cBsaskm Kaouen.

Ypanaet cBA3KY KNtoyel ¢ umeHem word.
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KomaHObI pexcuma KoHgu2ypauuu c8sa3Ku Karyel

BunA 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypaLmm CBA3KN Katoyei:

console (config-keychain) #

Tabnnua 354 — KomaHabl pexkmma KOHPUrypaumum cBA3KM Kawoue

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro
key key_id CospaeT Kkt ¢ naeHTUPmMKkatopom key_id n BXoauT B peXMm KOH-
key_id: (1..255)/— durypaumum Knrova.
no key key_id Ypansaet Knwou ¢ naeHtudmkatopom key _id.

KomaHObI pexcuma KoHgu2ypayuu Kar4da

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMmMe KOHdUrypaLummn Katoua:

console (config-keychain-key) #

[aHHbIA peXXnum LOCTYNEH M3 PerKMMA KOHPUIypaLnmn CBA3KK KAtOYEN U nNpegHasHavyeH gas 3afaHua
CaMOoro KJ/to4a 1 ero napameTpos.

Tabnuua 355 — KomaHabl pexkmma KoHPUrypaumm Katoda

no send-lifetime

Komanda 3HayeHue/3HaYyeHue Leiicmeue
o ymMmon4aHuro
key-string word word: (1..16) 3apaeT 3Ha4YeHue Katova.
no key-string cumBonos/— YanseT 3HauyeHue Katoua.
encrypted key-string 3apaeT 3HayeHMe Ktoya B 3awndpoBaHHOM BUIE.
encryptedword - encryptedword — 3awmnpoBaHHbIM Napoab (Hanpumep, Napob
encryptedword/— B 3alLUMPPOBAHHOM BUAE, CKONUPOBAHHbIW C APYroro
YCTPOICTBA).
no encrypted key-string YpanaeT 3HayeHune Kaova.
accept-lifetime time_to_start 3a/aeT BPemaA KU3HU KoYa, B TeYeHWe KOTOPOro KoY byaeT
{time_to_stop | duration | AeNCTBUTENIEH A/1A CBEPKM C K/HOYOM B MPUHMMAEMbIX
infinite} coobuieHunax.
- time_to_start — Bpems 1 faTta Hayana AelCTBUSA Karova.
3apaetca B popmate hh:mm:ss month day year
V—/Bcer,u,a - time_to_stop — Bpems v AaTa NpeKkpaLleHna AeicTBMA KNKoua.
fdeicTBuTeNneH
3apaetca B popmate hh:mm:ss month day year
- duration — 3apaeT NPOAOIKUTENBHOCTD AEACTBUA KNtOYa B
CeKyHaax
- infinite — ycTaHaBnMBaeT 6eCKOHEYHOe BpeMaA AeWCTBUA KtoYa
no accept-lifetime YOanuTb BPEMA KMU3HW KatoYa
send-lifetime time_to_start 3a/aeT Bpems KU3HU KoYa, B TEYEHMEe KOTOPOro K/toY byaeT
{time_to_stop | duration | LEeNcTBUTENEH ANA OTMNPABKM COOBLLEHWN.
infinite} - time_to_start — Bpems 1 faTta Hayana AelCTBUSA Kawova.
3apaetca B popmate hh:mm:ss month day year.
—/Bcerga - time_to_stop — Bpems v AaTa npeKkpaLleHna AeiCcTBMA Kntoua.
nenctemTeneH 3apaetca B bopmate hh:mm:ss month day year.

- duration — 3apaeT NPOAO/IKUTENBHOCTb AEWCTBUA KAtOYa B
CeKyHAax.
- infinite — ycTaHaBnMBaeT 6eCKoHeYHOe Bpems AeUCTBUA Ktoua.

Ypanutb Bpema XU3HU KNko4va.

/ Ecnm B KaKOW-TO MOMEHT BpeMeHU Cpa3y HeCKOJIbKO KAatoueit ByayT aBAATbCA AeicTBUTENb-
HbIMM, TO GAKTUUYECKU UCNONb30BaTbCA ByAeT KAoU C HAMMEHbLUUM MAEHTUPUKATOPOM.
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KomaHOwbi pexcuma privileged EXEC

Bua 3anpoca KOMaHAHOM CTPOKU MMEET BUA,:
console#

Tabnnua 356 — KomaHgb! pexuma privileged EXEC

3HaveHue/3HavyeHue "
KomaHoa / Aelicmeue
no ymon4aHuro
show key chain word word: (1..32) OTobparkaeT MHGOPMaLMIO O CBA3KE KAKYEN C UMEHEM
cumsona/— word.

[pumepbl 8bINOAHEHUS KOMAHO

Co3pgaTtb CBA3KY KNtoYen ¢ uMeHeM namel U NOMecTUTb B Heé ABa Kntoya. Ha kntove key 2 HaCTpouTb
BPEMEHHOVI MHTEpBaAa, B TEHYEHNE KOTOPOIro 3TOT K/JHOY MOXKET 6bITb MCMO/Ib30BaAH AnAa CBepKu C KAK4om B
NPUHATbLIX NaKeTax.

console (config) # key chain namel

console (config-keychain) # key 1

console (config-keychain-key) # key-string testkeyl

console (config-keychain-key) # exit

console (config-keychain) # key 2

console (config-keychain-key) # key-string testkey?

console (config-keychain-key) # accept-lifetime 12:00:00 feb 20 2020 12:00:00
mar 20 2020

MNMokasaTb MHGOPMaLNIO O CO34aHHOM CBA3KE K/toYe:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9nRggddPOa7W304gfrNBeGhigRuwwpbmWCy6o9nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GIJwHBL6UXZYyWVPzbqZ/6fI0OF3h3NBO6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.35.9 banaHcuposKka Hazpy3Ku Equal-Cost Multi-Path (ECMP)

banaHcuposka Harpy3skun ECMP nossondeTt nepepaBaTb MaKeTbl OAHOMY MOAYYATENO MO HECKONBKUM
«Ay4WnMm mappytamy». JaHHbii GyHKUMOHAN NpegHa3HavyeH ana pacnpegeneHna Harpyskm u onTummnsawmm
NpPonycKHOM cnocobHocTn ceT. ECMP moxkeT paboTaTb Kak Co CTaTU4ECKMMM MapLLpyTaMu, TaK U C MPOTOKO-
NlaMu AnHamMu4yeckor mapuwpyTtmsaumm RIP, OSPF, BGP.

KomaHObI pexcuma 2nobanbHol KoOHpu2ypauuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasibHon KoHduUrypaumm:

console (config) #
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Tabnuua 357 — KomaHabl pexkmma rnobanbHon KoHpUrypaumm

3Ha4yeHue/3HayeHue
o ymon4YaHuro

KomaHoa Aelicmeue

ip maximum-paths maxi-
mum_paths

3afaTb MaKCMManbHOE KOJIMYECTBO NyTel, KOTopble MOTyT BbITh
yCcTaHoB/eHbl B FIB anA Kaxkaoro mapupyTra.
HacTpoliika BCTynuT B cUly TO/IbKO NOCAe COXPaHeHUs
KOHUrypaumm U nepesarpysku ycrpoiicrsa.

maximum_paths:
(1..64)/1

no ip maximum-paths

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

5.35.10 Hacmpolika Virtual Router Redundancy Protocol (VRRP)

Mpotokon VRRP npegHasHayeH ana pesepsnpoBaHMA MapLLPyTU3aTOPOB, BbIMOAHAIOLWMX PO/Ib LW/IHO3a
Nno ymosyaHuio. 3To gocturaetca nyTém obbeamHeHus IP-uHTepdelicoB rpynnbl MapLLIpPyTU3aTOPOB B OAMNH
BMPTYasIbHbIA, KOTOPbIN ByAeT MCNoAb30BaTbCA KaK LWJI3 NO YMOAYAHUIO 4S8 KOMMbOTEpPoB B ceTu. Ha
KaHa/IbHOM YpOBHe pe3epBupyemble nHTepdencol nmetoT MAC-agpec 00:00:5E:00:01:XX, rae XX — Homep
rpynnbl VRRP (VRID).

TonbKo 0AMH M3 GU3UMYECKMX MapLUPYTM3AaTOPOB MOMKET BbINOAHATbL MapLIpyTU3aumio Tpaduka Ha
BupTyanbHom IP-uHTepdeiice (VRRP master), ocTasbHble MapLpyTM3aTopbl B rpynne npegHasHayveHbl Ans
pesepsuposaHusa (VRRP backup). Bbibop VRRP master nponcxoaut B cootsetctBumn ¢ RFC 5798. Ecam Terywmin
master CcTaHOBMTCA HeAOCTYMHbIM — BblbOp master'a nosTopsaeTcA. HauBbiCWKA NPUOPUTET UMeeT
MapLLpyTM3aTop ¢ cobcTBeHHbIM IP-agpecom, COBMafaloWMM ¢ BUPTYasbHbIM. B caydae gocTynHOCTU OH
Bcerga ctaHoBuTca VRRP master. MakcmmanbHoe konnvectso VRRP-npoueccos — 50.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpeticos Ethernet, VLAN, uHmepdgelica 2pynnsl nopmos

Buna 3anpoca KOMaHAHOM CTPOKM B perKMme KoHpUrypauum nHtepoeiicos Ethernet, VLAN, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 358 — KomaHabl pexkuma KoHdurypaumm nutepoeiica Ethernet, VLAN, nHtepdeiica rpynnbi NopToB

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
no ymosa4aHuro
vrrp vrid description text vrid: (1..255); [obasneHne onucaHua ueam unm ncnonb3osanma gna VRRP
: __ text: (1..160 CUMBONOB). MapLUpyTM3aTopa ¢ nageHTudmKaTopom vrid.
no vrrp vrid description YpaneHnune onncanma VRRP-mapwpyTusaTopa.
vrrp vrid ip ip_address OnpegeneHune IP-agpeca VRRP-mapwpyTtnsatopa
no vrrp vrid ip [ip_address] Ypanenwue IP-agpeca VRRP ¢ maplpyTtnsatopa. Ecam B kKauectse
vrid: (1..255) napametpa He yKasaH IP-agpec, To yaanartca sce IP-agpeca
BMPTYa/IbHOTO MapLIpyTU3aTopa, BCAeACTBUE Yero yaannuTca u cam
BMPTYa/ibHbI MapLLpyTU3aTop vrid Ha AaHHOM YCTPOMCTBe.
vrrp vrid preempt BkAtoYeHUe pexnma, Nnpu KotTopom backup-mapLpytusatop ¢
6onee BbICOKMM NpMopuTeTOM ByaeT NbiTaTbCA NepexsaTuTb Ha
ceba posib master y TekyLero master-mapLupyTmsatopa c 6onee
vrid: (1..255); HU3KUM MPUOPUTETOM.
Mo ymon4yaHuio MapupyTusaTtop, KoTopblii ABAAETCA BAagenbuem IP-
BKIOYEHO V aApeca maplupyTusatopa, 6yaeT nepexsartbiBaTb Ha
cebs ponb master He3aBMCMMO OT HAaCTPOEK AAHHOM
KOMaHpAbl.
no vrrp vrid preempt YCcTaHOBKa 3Ha4YeHMA N0 YMONYAHMIO.
vrrp vrid priority priority vrid: (1..255); HasHayeHune npuoputeta VRRP-mapwpyTtnsatopa.
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no vrrp vrid priority

priority: (1..254);
Mo ymonyanuio: 255 ana
Bnagensua IP-agpeca, 100
ONA OCTaNbHbIX

YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.

vrrp vrid shutdown vrid: (1..255); BbikntoyeHne VRRP npoToKosa Ha AaHHOM MHTepodeiice.

no vrrp vrid shutdown Mo ymonyaHuio: BkntoueHune VRRP npoToKona Ha gaHHOM uHTepdelice.
BbIKNIOYEH

vrrp vrid source-ip ip_ad- Onpegenexue peanbHoro VRRP-agpeca, koTopblii byaeT

dress vrid: (1..255); ncnosib3oBaTbeA B KavecTtse IP-agpeca otnpasutens gna VRRP-

no vrrp vrid source-ip

Mo ymonuanuto: 0.0.0.0

COO0bLLEHMIA.

YCTaHOBKa 3HAY€HUA N0 YMOAYAHUIO.

vrrp vrid timers advertise
{seconds | msec millisec-
onds}

no vrrp vrid timers adver-
tise [msec]

seconds: (1..40);
milliseconds: (50..40950);
Mo ymonyaHuio: 1 cek

OnpegeneHne HTepBasa Mexay aHoHCaMKn master-
MmapLupyTnsaTopa. Ecnm nHtepsan 3afaH B MUNZIMCEKYHAAX, TO
NPOUCXOAUT OKPYrAeHne BHM3 A0 bankKaliwei cekyHabl gna VRRP
Version 2 n fo 6nKanwnx coTbix gonen cekyHapl (10
munnucekyHa) ana VRRP Version 3.

YCcTaHOBKa 3HAYeHUA N0 YMONYAHUIO.

vrrp vrid version {2 | 3 |
2&3}

no vrrp vrid version

OnpegeneHune nogaepxusaemoit sepcum VRRP npotokona.

- 2 — nopaepxuaetca VRRPv2, onpeseneHHbit 8 RFC3768.
Monyyaemble VRRPV3 coobuieHna oTbpacbkiBatoTca
mapuwpyTtusatopom. OTnpasnaoTca Tonbko VRRPvV2 aHOHCbI.

-3 — nopaepxuaetca VRRPv3, onpeaeneHHbin B RFC5798, 6e3
cosmectumocTu ¢ VRRPv2 (8.4, RFC5798). Monyyaembie VRRPv2
coobuieHmns oTbpacbiBatoTCA MmapLpyTusatopom. OTnpasastoTCa
TonbKo VRRPV3 aHOHCHI.

- 2&3 — nopaepxusaetca VRRPv3, onpegeneHHbin B RFC5798 ¢
obpaTHOI coBmecTuMocTbto ¢ VRRPv2. Monyyaembie VRRPv2
coobueHmna obpabaTbiBatoTCA MapLpyTM3aTopom. OTnpasaAoTcaA
VRRPv2 1 VRRPV3 aHOHCbI.

MNopaepskunsaetcsa Tonbko VRRP Bepcun 3. Pexknmbl 2 1 2&3 6yayT
nopaep:meatbcs B byaylwmx sepcusx Mo.

YcTaHOBKa 3HAaY€HUA NO YMOYAHUIO.

KomaHOwbl pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMNHbI A4 NPUBUAETMPOBAHHOTO NO/b30BaTENSA.

Bua 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabanua 359 — KomaHgbl pexkuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

terface {gigabitethernet
net te_port | fortygiga-

channel group | vlan
vlan_id}]

show vrrp [all | brief | in-
gi_port | tengigabitether-

bitethernet fo_port | port-

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MpocmoTp KpaTKol nnu getanbHon MHGOpMaL MK ANs BCEX UK
OAHOro0 HaCTPOEHHOro BMPTYabHOro mappytmnsatopa VRRP.

- all — npocmoTp MHPOPMaLUMK O BCEX BUPTYasIbHbIX
MapLUPYTU3aTOPaX, BK/KOUYAN OTK/OYEHHbIE;

- brief — npocmoTp KpaTkoi MHbOPMaALMK O BCEX BUPTYaANbHbIX
MapLIpyTU3aTOpPaXx.
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[Tpumepbl 8bINOAHEHUA KOMAHO

=  Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3oBaTb 3TOT aApec B KaYecTBe agpeca BUPTyasb-
HOro mapLpyTmsaTopa. Bkatounts VRRP-npoToKkon Ha uHtepoeiice VLAN.

console (config-vlan)# interface vlan 10
console (config-if)# ip address 10.10.10.1/24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if)# no vrrp 1 shutdown

= [locmoTpeTb KoHPUrypaumio VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0(default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.35.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)

MpoTtokon BFD no3BonsieT 6bICTPo 06HaPYKUTb HEMCMPABHOCTU IMHKOB. BFD morkeT paboTaTb KakK co CTa-
TUYECKMMM MApLUPYTaMM, TaK U C MPOTOKOAAMM ANHaMUYecKon mapupytmsaumm RIP, OSPF, BGP.
B Tekywwen Bepcun MO peannsosBaHa paboTa ToAbKO € NpoToKonom BGP.

KomaHObI pexcuma 2a06aabHoU KOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOW CTPOKM B pexxume rnobasbHoM KoHduUrypaumm:
console (config) #

Tabnnua 360 — KomaHabl pexkuma rnobanbHoMn KoHduUrypaumm

3HaveHue/3Ha4eHue ”
KomaHoa / Aelicmeue
o YyMOAYAHUIO
bfd neighbor ip_addr [in- 3apatb BFD-cocepa.
terval int ] [min-rx min] - int — MMHUManNbHLIN MHTEPBAA Nepesayn ana obHapyKeHua
[multiplier mult_num] . OLIMNBKY;
int: (150..1000)/150 . . .
. - min — MUHUMaNbHbIA UHTEPBAN NPUEMa A7 0OHapPYKeHUA
min: (150..1000)/150
OLUMBKM.
mult_num: (1..255)/3
- mult_num — Konn4yecTBo NOTEPAHHbLIX MAKETOB A0 pPa3pblBa
ceccum
no bfd neighbor ip_addr YCTaHOBWTb 3HaYeHMEe N0 YMOYAHMIO.

KomaHOb! pexcuma privileged EXEC

Bce KomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJb30BaTeNA.
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Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:
console#

Tabanua 361 — KomaHgbl pexkuma privileged EXEC

3HayeHue/3Ha4yeHue »
KomaHoa / Aelicmeue
no ymon4aHuro
show ip bfd neighbors MpocmoTp MHPopmaLmmn 06 akTMBHbIX BFD-coceasx
[ip_addr] [detail]

5.35.12 nNpotokon GRE

GRE (Generic Routing Encapsulation) — npoToKo/ TyHHe/NMpPOBaHMA ceTeBbiX NakeToB. Ero ocHoBHoe
Ha3HaYeHMe — WHKancyaauus MakeToB CeTeBOro ypoBHs ceteBoi mogenn OSI| B IP-nakeTtbl. GRE moxer
ncnonb3oBatbca ana opranHmsaumm VPN Ha 3-m yposHe mogenn OSI. B KommyTtaTtopax MES peanmsoBaHbl
CTaTnyeckme Heynpasasemble GRE-TYHHENN, TO eCTb TYHHENN CO34aK0TCA BPYYHYIO MyTEM KOHPUTYpUPOBaHMA
Ha JIOKaNIbHOM M yAaneHHOM Yy3nax. [lapamMeTpbl TYHHeNs ANA KaKAOW M3 CTOPOH AONXKHbl ObiTb
B3aMMOCOI/1TACOBaHHbIMM WM NEPEHOCUMbIE AAHHblE He ByayT AeKancyMpPoBaTbCA NAPTHEPOM.

« MpoTtokon GRE nogaepxusaerca Ha mogenax cepumn MES33xx, MES35xx nu MES5324.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pernume rnobasibHoM KoHbUrypaumm:
console (config) #

Tabnnua 362 — KomaHabl pexkuma rnobanbHoin KoHduUrypaumm

3HavyeHue/3HavyeHue .
KomaHda / HAelicmeue
no ymoa4aHuro
interface Tunnel tunnel_id tunnel_id: (1..16) Co3paeT HTepdenc TyHHens.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica myHHens

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KOHOUrypaLmm nHtepderica TyHHens:
console (config-tunnel) #

Tabnnua 363 — KomaHab! pexkmuma KoHpurypaumum nHtepderica TyHHenn

3Ha4yeHue/3HayeHue

Aeilicmeue
10 yMon4YaHuo

KomaHoa

tunnel mode gre ip / 3apaet Tmn TyHHenAa GRE ¢ ncnonbsosaHuem IPv4.,
—/BbIK/OYEHO

no tunnel mode gre ip Ypansaer TyHHeNb.

HasHauvaert IP-agpec nnv nntepdelic, Kotopolii byaer
MCNONb30BaTLCA B KAaYeCTBe aapeca oTnpaBuTeNna BHewwHero IP-
3aronoska GRE TyHHens.

tunnel source {ipv4_address
| gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| port-channel group | tun-
nel tunnel_id | vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)
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no tunnel source Ypansaert IP-agpec otnpasutens.

tunnel destination {_URL_ | HasHauaert IP-agpec nonyyatensa (KoHUA TyHHenNs).
ibv4_address} —

no tunnel destination Ypanaet IP-agpec nonyyatens.

ip address ipv4_address YctaHasnusaeT IP-agpec nntepdeiica TyHHens. C

MCNO/Ib30BaHMEM 3TOrO aZpeca KOMMYTATop AOCTyNeH Yepes
— TYHHeNb. MOXeT MCN0b30BaTbCA B KayecTse W33 Ha
yZAaNEHHOM YCTPOMCTBE NPYU MapLIPYTU3aLLMMU B TYHHEb.

no ip address Ypanset IP-agpec nHtepdeiica TyHHens

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 364 — KomaHab! pexkuma EXEC

3HayeHue/3Ha4eHue "
KomaHoa / Aelicmeue
0 yMon4YaHuio
show ip tunnel [tunnel-id] tunnel_id: (1..16) OTobparkaeT MHPOPMALUIO TYHHENS.
how ip interf | - Z
show |p.mter ace tunne tunnel_id: (1..16) OTobparkaeT MHOopmaumio 06 IP-uHTepdelice TyHHeNA.
tunnel_id
show interfaces tunnel tunnel-id tunnel_id: (1..16) OTobparkaeT Hpopmauuio HTepdeica TyHHens.

[pumep Hacmpoliku myHHensa

Co3gaHue TYHHENA w" HaCTpOﬁKa CTaTU4eCKOro Mmapuwpyta A4gna ceTy, HaXOAﬂMEﬁCﬂ Ha
HpOTMBOHOﬂOHHOﬁCTOpOHETYHHEHE

. B KayecTBe IOKANbHOro aapeca gna TyHHena ucnonb3yetca IP-agpec 192.168.1.1;
= B KayecTse yaaneHHoro agpeca gna TyHHena ucnonbsyetca IP-agpec 192.168.1.2;
. IP-aapec TyHHeNs Ha IoKanbHoM cTopoHe 172.16.0.1/30;

= CeTb Ha MPOTMBOMNOJ/IOXKHOW CTOPOHe TyHHens 10.10.1.0/24

console (config)# wvlan database

console (config-vlan)# wvlan 301

console (config-vlan) # exit

console (config)# interface tengigabitethernet 1/0/1
console (config-if)# switchport mode trunk

console (config-if) # switchport trunk allowed vlan add 301
console (config-if)# exit

console (config) # interface vlan 301

console (config-if)# ip address 192.168.1.1/24

console (config-if)# exit

console (config) # interface Tunnel 1

console (config-tunnel) # Tunnel mode gre ip

console (config-tunnel)# Tunnel source 192.168.1.1
console (config-tunnel)# Tunnel destination 192.168.1.2
console (config-tunnel)# ip address 172.16.0.1/30
console (config-tunnel) # exit

console (config)# ip route 10.10.1.0/24 Tunnel 1

V Ha BcTpeyHoM ycTpoiicTBe HE06X0AMMO BbINOAHUTL B3aMMOCOINaCOBaHHbIE HAaCTPOMKHK.
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHtio Startup ncnonb3yerTca onAa BbINONHEHUA CneUnanbHbIX Npoueanyp, TakKMX Kak BOCCTaHOB/EHUE
3aBOACKUX HAaCTPOEK N BOCCTAaHOBIEHNE NAPONA.

[nsa Bxoaa B MeHio Startup HeobxogMMo NpepBaTb 3arpy3Ky HaxkaTvem Knasulumn <Esc> unu <Enter> B
TeYeHWe NepBbiX ABYX CEKYHA Noc/e NOoABAEHMS COOBLLEeHUA aBTO3arpysku (N0 OKOHYAHMM BbIMOJHEHWA
npoueaypbl POST).

Startup Menu
] Restore Factory Defaults
] Boot password
] Password Recovery Procedure
]  Image menu
5] Back
Enter your choice or press 'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuUTe Knasuwy <5>, 1nbo <Esc>.
’ ' Ecam B TeueHue 15 ceKyHA (3HauyeHMe NO yMOYaHUIO) He BbIGPAH HU OAUH U3 MYHKTOB
N MEHI0, TO 3arpy3sKa yCTPOMCTBa NPOAO/MKUTCA. BpemMsa 0XXMAaHUA MOXKHO YBE/IMUYUTD C NO-

MOLW b0 KOMaHA KOHCO/IU.

Tabnumua 356 — OnuncaHue meHto Startup

Ne HassaHue OnucaHue
Restore Factory Defaults [aHHas npoueaypa MCnonb3yeTca AAa yAaneHUs KoHpurypaumu ycTpoMCTBa.
<1> BocctaHoBneHue BoccTaHOBNEHME KOHOUIYPALLMM MO YMOIYAHUIO.
33aBOJCKMX HaCTpoeK
Boot password [aHHas npoueaypa UCNoNb3yeTca 4/ YCTaHOBKU/yAaieHMa Napoas Ha Havab-
<2> YcTaHoBKa / yAaneHve Naponsa | Hblid 3arpysymk.

Ha HayaNbHbIN 3arpysyuk

[aHHasa npoueaypa Mcnonb3yetcs A1A BOCCTAHOBAEHMA YTPAuYEHHOro naposs,
OHa NO3BO/IAET NOAK/MOUMTLCA K YCTPOMCTBY 63 napos.

Password Recovery [na BOCCTaHOBNEHMA NAPONA HAXKATb KAABULLY <2>, NPW NOC/eAYIOWEM NOAKNIO-
<3> Procedure YEeHWUU K YCTPOMCTBY Naponb byaeT NpoOUrHopMpoBaH.
BocctaHoBneHne napons Current password will be ignored!

[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====

[JaHHas npoueaypa ucnonb3yetcs Ana Bbibopa akTMeBHoro ¢aitna cucremHoro
no.

Ecnv He BblbpaH HOBbIN 3arpyKeHHbI ain cuctemHoro MO aKTUBHbBIM, TO
YCTPOWCTBO BbINONHWUT 3arpy3Ky C UCMOJ/Ib30BaHMEM TeKyLLLero akTuBHOro obpasa
Image menu

[1] Show current image — npocmoTp AaHHbIX 0 Bepcuax MO Ha ycTpoicTee

[2] Set currentimage — BbI6op akTMBHOrO ¢aitna cucremHoro MO

Image menu
<4> Bbibop akTMBHOrO daiina
cuctemHoro MO

[3] Back
<5> Back [na BbIXOoAa U3 MEHIO W 3arpy3KKM YCTPOMCTBA HaxkMuTe Knasulwy <Enter>, nnbo
Bbixog, 13 meHto <Esc>.
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.‘

6.2 O6HOBNEeHMe nporpammHoro obecneyeHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLueH U HAacCTPOeH Ha KOMMbloTepe, € KoToporo byaer 3a-
rpy>Katbca nporpammHoe obecneueHue. CepBep A0KEH UMETb paspeLleHne Ha YTeHue
daiinos HauanbHoOro 3arpysumka u/wam cucremHoro NO. KomnbloTep ¢ 3anyL,eHHbIM
TFTP-cepBepom fonKeH 6biTb A0CTYNEH ANA KOMMYTaTOpPa (MOXXHO NPOKOHTPOAMPOBATD,
BbINOJIHUB Ha KOMMmyTaTope KomaHay ping A.B.C.D, rae A.B.C.D — IP-agpec Komnblo-
Tepa).

' ‘ O6HoBNEHME nporpammHOro obecneyeHna MOXKET OCYLLECTBAATLCA TONbKO NPUBUAEIU-
-

KOTO
cne,
no.

.‘

POBAHHbIM NOJib30BaTe/1IeM.

6.2.1 O6HosnEHUE cucmeMHO20 NPo2pPaMmmHo20 obecnevyeHusn
3arpyska yCTpPOWMCTBa OCyLWecTBAseTcs M3 daliiia CUCTEMHOro nporpammHoro obecnedvenua (MO),

pbii XpaHuTca Bo Gnaw-namaty. Mpu o6HOBNEHUM HOBbIM ¢ain cuctemHoro MO coxpaHseTca B
ManbHO BblaeneHHOM 06nacTn namaTK. Mpu 3arpy3Ke yCTPOMCTBO 3aMyCKaeT aKTUBHbIN $aiia CUCTEMHOO

Ecan Homep yCTPOMCTBA He 3a4aH, aHHaA KOMaHAa NpUMeEHAETCA K BegyLemy ycTpoun-
cTay.

[na npocmoTpa TeKylleln BepCUMM CUCTEMHOIO NporpaMmHoro obecneyeHus, paboTatowero Ha

ycTpoiicTee, BBeguTe kKomaHay show version:

console# show version

Active-image: flash://system/images/ mes3300-403.ros
Version: 4.0.3 B
Commit: 25503143
MD5 Digest: 6£3757fab5b6ae3d20418e4d20a68c4c
Date: 03-Jun-2016
Time: 19:54:26
Inactive-image: flash://system/images/mes3300-404.ros
Version: 4.0.4
Commit: 16738956
MD5 Digest: d907f3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

Mpoueaypa ob6HoBNeHMA MO:

CKonnpoBaTb HOBbIN ¢ain nporpammHoro obecrnedyeHma Ha YCTPOWCTBO B BblAeseHHY0 06aacTb na-

MHTM.¢OpMaTKOMaHAHZ

boot system tftp://tftp_ip_address/[directory/|filename

anMepBHﬂOﬂHeHMHKOMaHAHZ

console# boot system tftp://10.10.10.1/mes5324-401.ros

26-Feb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/mes5324-401.ros destination URL flash://
system/images/mes5324-401.ros
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26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas Bepcua nporpaMmHoro obecneyeHuns cTaHeT akTUBHOM MocC/e nepesarpyskm KommyTaTopa.

[na npocmoTpa AaHHbIX O BEPCUAX NPOrpamMmMHOro obecrneyeHns U UX akTUBHOCTM BBeAUTE KOMaHAOy
show bootvar:

console# show bootvar

Active-image: flash://system/images/mes5324-401.ros
Version: 4.0.1
MD5 Digest: 0534f43d80df854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ mes5324-401.ros
Version: 4.0.1
MD5 Digest: b66£fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTteepanTe NepesarpysKy BBOAOM ‘y’.
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NPUNOXEHUE A. MPUMEPbI MIPUMEHEHUA U KOHOUTYPALUU YCTPOMUCTBA

HacTpoiiKa npoToKosa MHOXeCTBa CBA3YyOWMX aepeBbes (MSTP)

MpoTtokon MSTP no3BoAAeT CTPOUTb MHOXECTBO CBA3YIOWMX AepeBbeB AN otaenbHbix rpynn VLAN Ha
KOMMYTaTOpPax JIOKaIbHOM CeTu, YT No3BoaseT 6anaHcMpoBaTb HarpysKy. a8 NpoCcToTbl PACCMOTPUM CAyyal
C TPEMA KOMMYTaTOpPaMK, 06 BEANHEHHBIMM B KOJIbLLEBYHO TOMOIOTUIO.

Myctb vlan 10, 20, 30 o6beaunHsaoTCA B nepBom 3ksemnnape MSTP, vilan 40, 50, 60 06beanHAOTCS BO
BTOPOM 3K3emnaspe. Heobxoammo, utobbl Tpadmk VLAN-o 10, 20, 30 mexagy MepBbiM M BTOPbIM
KOMMyTaTOpammM nepegasanca Hanpamyto, a Tpadmk VLAN-oB 40, 50, 60 nepenaBanca TpaH3UTOM 4yepes
KommyTaTop 3. KommyTaTop 2 HasHauyMm KOpHEBbIM A/1A BHyTpeHHero ceasytowero aepesa (IST — Internal
Spanning Tree) B KOTOpPOM nepegaeTcs cay»kebHaa nHbopmaumsa. KommyTaTopbl 06beAUHAIOTCA B KOJbLO,
ncnosib3ys noptol tel u te2. Huke npuBeaeHa cxema, M306parkatoLasn JOrMYecKyto TONOI0TUIO CETH.

VLAN 10,20,30 naaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHa4YeHbl Ha akseMnnap 2

xommyTarop 1 KoMmmyrarop 3

3707 NOPT NepeckbinaeT Tpadmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ansA akzemnnapa 1

3JT0T NOPT NnepeckinaeT Tpaduk
Ans axaemnnsapa 1 u GnokmMpyer
Tpaduk Ana akzemnnapa 2

KOoMMmyTaTop 2

PucyHok A.1 — HacTpoika NpoToKo/1a MHOXeCTBa CBA3YHOLLUX AepeBbeB

Korga oayH M3 KOMMYTaTOpPOB BbIXOAMT M3 CTPOs, IMH60 0b6pbiBAaeTCA KaHan, MHOMECTBO AepeBbeB
MSTP nepectpanBaeTca, 4TO NO3BOAAET MUHUMU3NPOBATL NOCAEACTBUA aBapun. Huxe npmseaeH npouecc
KOHUrypaumm KommyTtaTopos. 18 6os1ee BbICTPOM HACTPOMKM CO34aeTCs 06NN KOHOUIYPALMOHHDIN LWab-
JIOH, KOTOPbIN 3arpyxaeTca Ha TFTP-cepBep 1 ncnosib3yeTcs BNOCAeACTBMM A1 HACTPOMKM BCEX KOMMYTATO-
poB.

1. CospgaHue wabnoHa 1 KOHOUTypaLMA NepBOro KOMMYTAaTOPa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if)# exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2
console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
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console (config-if) # exit

console (config) # spanning-tree mst configuration

console (config-mst)# name sandbox

console (config-mst)# instance 1 vlan 10,20,30

console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit

console# copy running-config tftp://10.10.10.1/mstp.conf

HacTpoiiKa selective-qinqg

Jobasnerue SVLAN

MpuBeAeHHbIN 34ecb Npumep KoHPUrypaumm KommyTaTopa AeMOHCTPUPYET KaK A06aBasTb METKy

SVLAN 20 ko Bcemy Bxogawemy Tpaduky 3a uckntodeHmem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTAx nepenayn AaHHbIX 4OBOJIbHO YaCTO BO3HUKAIOT 334a4u, cBA3aHHble ¢ nogmeHol VLAN (Hanpu-
Mep, 419 KOMMYTaTOPOB YPOBHS AOCTYNa CYLLEeCcTBYeT TUNOBaA KOHPUIypaLma, HO NONb30BaTE/IbCKUIN TPadUK,
VOIP 1 Tpaduk ansa ynpasneHusa TpebyeTca nepenasaTb B pasHbix VLAN Ha pasnnyHbIX HanpasaeHusx). B atom
cnyyae 6b1n10 6bl yA06HO BOCNob30BaThCA PyHKUMel noameHbl CVLAN gna 3ameHbl TMNM3MpPOoBaHHbIX VLAN
Ha VLAN gna tpebyemoro HanpasnaeHua. Huxe npuBeseHa KOHOUIypauua KOMMYTaTopa, B KOTOPOM OCy-
wecrenserca noameHa VLAN 100, 101 1 102 Ha 200, 201 1 202. O6paTHaa noaMeHa A0XKHaA OCYLLECTBAATLCA

Ha 3TOM Xe UHTepdeice:

console# show running-config

vlan database
vlan 200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
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selective-ging list egress override vlan 102 ingress vlan 202

selective-ging list ingress override vlan 200 ingress vlan 100

selective-ging list ingress override vlan 201 ingress vlan 101

selective-ging list ingress override vlan 202 ingress vlan 102
exit!end

Hactpoitka multicast-TV VLAN

dyHKUMAa «Multicast-TV VLAN» naeT BO3MOXHOCTb MCNO/1b30BaTh 415 Nepeaadym MHOroaapecHoro Tpa-
¢unKa ogHy VLAN B ceT onepaTtopa M AOCTaBAATb 3TOT TPAadUK NONb30BATENAM AAXKe B TOM C/1ly4ae, €CM OHU
He aBnatoTca YyneHamm aton VLAN. C nomouwbio ¢yHKUmMKM «Multicast-TV VLAN» mMoXKeT ObiTb COKpalleHa
Harpyska Ha ceTb omepaTopa 3a CYeT OTCYTCTBUA Ay6AMPOBAHUA MHOTroaApPECHbIX AaHHbIX, Hanpumep, nNpu
npegocrasaeHun ycnyrm IPTV.

Cxema npumeHeHusa GyHKUUKM NpeanofaraeT, YTo NopTbl Nosib30BaTeNnen paboTatoT B peXXnume «access»
nnun «customer» U npuHagnexat K ntoboi VLAN 3a uckntodeHnem multicast-tv VLAN. MNonb3oBaTtenn nmerot
BO3MOKHOCTb TOJIbKO MOJIly4aTb MHOroaapecHbin Tpaduk ns multicast-tv VLAN 1 He moryT nepeaaBaTb AaH-
Hble B 3ToM VLAN. Kpome TOoro, B KOMMyTaTope A0/IXKEH ObiTb HACTPOEH NOPT-UCTOYHMK multicast-Tpaduka,
KOTOPbIM A0/KeH bbITb y4acTHMKOM multicast-tv VLAN.

Mpumep HacTPOIKK ANA NOpTa B pexkume paboTbl access

1. BkAouUUTb GMABTPALMIO MHOTOAAPECHbIX AAHHbIX:

console (config)# bridge multicast filtering

2. Hactpoutb VLAN nonbsoateneii (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpasnenus (VID
1200):

console (config)# wvlan database
console (config-vlan)# wvlan 100-124,1000,1200
console (config-vlan) # exit

3. HacTtpoutb nopTbl NoAb30BaTeNEN:

console (config) # interface range tel/0/10-24

console (config-if)# switchport mode access

console (config-if)# switchport access vlan 100

console (config-if)# switchport access multicast-tv vlan 1000
console (config-if) # bridge multicast unregistered filtering
console (config-if)# exit

4. HactpouTb uplink-nopT, pa3pelwms nepeaady MmHoroagpecHoro TpaduKa, TpadumKka nosb3osaTenei u
ynpasneHue:

console (config)# interface tel/0/1

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100-124,1000,1200
console (config-if)# exit

5. Hactpoutb IGMP snooping rnobanbHo 1 Ha uHTepdelicax, A406aBUTb NPUBA3KY rpynn:
console (config)# ip igmp snooping

console (config)# ip igmp snooping vlan 1000
console (config) # ip igmp snooping vlan 1000 querier
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console (config

( )# ip igmp snooping vlan 100
console (config)

( )

( )

#

# ip igmp snooping vlan 101
console (config) #
console (config) #

ip igmp snooping vlan 102
ip igmp snooping vlan 103

console (config) # ip igmp snooping vlan 124
Hactpoutb nHTEpdeic ynpasaeHua:

console (config) # interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit

Mpumep HacTPOIKM ANA NOpTa B peXkume customer

l£|,aHHbIl\;1 TN NOAKNHYEHNA MOXKET 6bITb UCNONb30BaAH Aana Toro, yTobbI NOMEYaTb NO/Ib30BaTE/IbCKUE

IGMP-report’bl onpegeneHHbix VLAN (CVLAN) oTaenbHbiMU BHEWHUMK meTKamu (SVLAN).

1.

BKNtOUNTb PUABTPALMIO MHOTOAAPECHbIX SAHHbIX:

console (config)# bridge multicast filtering

Hactpoutb VLAN nonb3osatenei (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpasneHus
(VID 1200):

console (config)# wvlan database
console (config-vlan)# wvlan 100,1000-1001,1200
console (config-vlan)# exit

HactpouTb nopT nosib3oBartens:

console (config) # interface tel/0/1

console (config-if)# switchport mode customer

console (config-if)# switchport customer vlan 100

console (config-if) # switchport customer multicast-tv vlan add 1000,1001
( ) #

console (config-if exit

HactpouTb uplink-nopT, paspewwns nepeaadyy MHoroagpecHoro Tpadpuka, Tpaduka nonbosartenei u
ynpasneHue:

console (config) # interface tel/0/10

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100,1000-1001,1200
console (config-if) # exit

Hactpoutb IGMP snooping rnobanbHo 1 Ha MHTepdencax, 406aBUTb NPaBMIa MAapPKUPOBKM NO/b30Ba-
Tenbckux IGMP-report’os:

console (config
console (config
console (config
console (config

# ip igmp snooping

# ip igmp snooping vlan 100

# ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
# ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001

)
)
)
)
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6. HacTpouTb UHTepdelic ynpaBaeHus:

console (config) # interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit
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NPUNOXEHUE B. KOHCONbHbIN KABE/b

D@ Q| W 6

6) () () (9

RJ-45 DB-9

PucyHok B.1 — MopgKntoyeHne KOHCoNbHOTo Kabens
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NMPUNOXEHUE B. NOAAEPKUBAEMbIE SHAYEHUA ETHERTYPE

Tabnnua B.1 — MNopgaeprkmBaemble 3Ha4yeHua EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a Ox882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846

368 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx




DHELTEX

NMPUNOKEHUE T. OMNCAHUE NMPOLIECCOB KOMMYTATOPA

Tabnumua .1 — OnuncaHue NpoLeccoB KoMmmyTaTopa

Uma npo-
OnucaHue npouecca

uecca

3SMA Aging ana IP-multicast

3SWF Mepepayva nakeToB MeXAy YPOBHEM 2 1 CETEBbLIM YPOBHEM

3SWQ MporpammHasn ob6paboTtka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n ob6paboTtka metogos AAA

AATT Cumynatop AAA ana nposepkn metonos AAA

ARPG Peanunsaumna npotokona ARP

B_RS YnpaBneHue nepesarpysKon yCTPONUCTB B CTEKE

BFD Peannsauna npotokona BFD

BOXM [ononHuTenbHble AeNCTBUA B CTEKe (NoayYeHWe CBEAEHWNIN O CTEKE, UHAMKauMA, 0bMeH
coobueHunsmu, cmeHa Unit ID)

BOXS O6paboTKa KOMaHA COCToAHMA cTeKa: aobasneHne Master/Slave, nsyyeHune Tononoruu,
obHoBneHue Bepcum MO Begomoro ycTpoiicTea (slave)
Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard,

BRGS .
PPPoOE Intermediate Agent
Bridge Management: EAPS, STP, onepauuu c FDB (nob6asneHue, yaaneHue 3anuceit), aep-

BRMN KanupoBaHue, KoHourypauma noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP
multicast, OAM

BSNC ABTOMAT CUHXPOHU3aALMN BEAYLLETO U BEAOMOIO YCTPOWCTB B CTEKE

BTPC KnueHt BOOTP

CDB_ KonnposaHune KoHOUIrypaLMOHHbIX $pannos

CEAU OuuncTka oyepeam cobbiTuii Address Update

CFM Peannsaums Ethernet CFM

CNLD 3arpyska/sbirpyska KoHourypaumm

COPY YnpasneHue KonnpoeaHuem pannos

CPUM MoHUuTOpUHr 3arpy3km CPU

CPUT Ytnnuzauma CPU

D_LM Link Manager — oTcnerMBaHWe COCTOAHUA CTEK-/IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c dalinoBoi cuctemoin

DFST PacnpepeneHHas dainosas cuctema (DFS). UcnonbayeTtcsa B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep 1 Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nosnyyeHue MHPOPMaLMK C yaaneHHbIX oHUTOB (Bepcua MO, uptime,
YCTaHOBKa aKTMBHOro obpasa N0)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKa cobbITUIA OT yaaNeHHbIX OHUTOB 06 U3MEHEHUM COCTOSIHUA BEH-

DSPT TUNATOPOB, UCTOYHUKOB NUTAHMA, TEPMOLATYNKOB, SFP-TpaHcuBepos. MNonyyeHne coob-
LLLEHMI OT yAaNeHHbIX oHUTOB 06 nx Bepcum MO, cepuitHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application
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ECHO Mpotokon ECHO

EPOE PoE (B3aMmogelicTBme c Nonb3oBaTeNem)

ESTC NlornposBaHue cobbiTii 0 npeBbilleHMn noporos Tpaduka Ha CPU (cpu input-rate
detailed)

EVAP TRX Training — aBTOMaTmnyeckasa HacTpolika napameTpos SERDES

EVAU Ob6paboTKa cobbiTnin Address Update, HUKHUIA ypoBeHb, Nepeaaya Bbllle

EVFB Onpoc coctoaHua SFP

EVLC O6paboTKa cobbITUIN O CMEHEe COCTOAHMA NopTa, HUKHNI YPOBEHb, Nepeaaya Bbille

EVRT RX Training

EVRX O6paboTKa cobbiTnit Npuéma naketa M3 Kommytatopa B CPU, HUKHUIN ypoBeEHb, Nepe-
[aya nakeTa Ha ypOBEHb 2

EVTX O6paboTKa cobbITMIA OKOHYAHMA OTNPaBKK NakeTa M3 CPU B KOMMYTaTOpP, HUXKHWUI ypO-
BEHb

exRX O6paboTKa BbIXx0Aa NAKETOB C HUKHETO YPOBHSA 2

FFTT YnpaBneHue Tabanuein mapLupyTmsaumm 1 MmapLipyTmnsauma nakeTos

FHSF IPv6 First Hop Security (O6paboTka TanmepoB)

FHSS MpunnoxxeHuna IPv6 First Hop Security

FLNK Flex Link

GOAH Peanunsaumns web-cepsepa GoAhead

GRN_ Peanunsaumns Green Ethernet

HCLT MonyyeHne n 06paboTka KOMaHA, HaCTPOIMKM YCTPOMCTBA HUKHENO YPOBHA

HCPT PoE (B3aMmopaencTesmne C KOHTPONNEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTaTop

HOST OcHOBHOW host-nNoToOK, X0N10CTOM X0A,

HSCS Stack Config — HacTpoiika GyHKLMN KOMMYyTaTOpPa Ha YAaNeHHOM IOHUTE

HSES Stack Events — o6paboTtKka cobbiTuii link changed, address update ¢ yaaneHHbIX OHUTOB
Ha macTepe

HSEU O6paboTKa cobbITMN CTEKa

ICMP Peanunsauna npotokona ICMP

I0TG YnpasneHne TepmnHanaMmu BBO4a-BblBOAA

IOTM YnpasneHne TepmnHanamun BBo4a-BblBOAA

IOUR YnpasneHne TepmnHanaMmu BBo4a-BblBOAA

IP6C Cyétumkn IPv4 n IPv6

IP6L Mpuém n oTnpasKa IPv6-nakeTos

IP6EM MapuwpyTtusauma IPv4 u IPv6

IP6R MNpuém n oTnpasKa IPv6-nakeTos

IPAT YnpasneHue 6a30i gaHHbIX IP-agpecos

IPG_ O6paboTKa nepexBayeHHbIX GparMeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHasa 3agayva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpyTtmsaumnen n IGMP Proxy

IT60

IT61
3apaun ana paboTbl C NpepbiBaHUAMMU

IT64

IT99

V11 3agaya gns paboTbl ¢ BUPTYaAIbHbIMM NPEPbIBAHUAMMU

L2HU MNMepepayva nakeToB Ha ypoBeHb 3

L2PS O6paboTKa cobbITUIN CMEHbI COCTOAHUA/HACTPOEK MHTepdENcoB 1 nepeaaya coobLieHNi
3aperncTpupoBaHHbIM Cy*Kbam

L2UT Ytunusauus noptos (show interfaces utilization)

LACP MeHepyep LAG n LACP
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LBDR Peannsaums ¢yHKumnm Loopback Detection

LBDT Otnpaska naketoB Loopback Detection

LTMR Obuwan 3aaaya Ana BCex TalimepoB

MACT O6paboTKa cobbiTMa 06 oKoHYaHUU aeicteus B FDB (aging MAC-aapecos)

MEMV MOHWUTOPUHT YyTUAU3ALLMM ONEPATUBHOM NaMATH

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABToTecTbl

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBunpoBaHue KoHbUrypaumoHHoro daina B sSHeproHe3aBUCMMOMN NaMATH

MSCm MeHeasKep ans paboTbl C TEPMUHANIBHBIMU CECCUAMM

MSRP Mepenaya cobbITUIM B CTEKE NO/Ib30BATE/NILCKMM 3a4a4am

MSSS MpocnywunsaHue IP-cokeTos

MUXT OTCnenBaHNEe U3MEHEHWNIM CTPYKTYPbI CTEKa

NACT BupTyanbHoe TecTupoBaHue Kabens (VCT)

NBBT N-Base

NINP PaboTa c kKombo-nopTamu

NSCT HacTpoiKka orpaHuyeHunA ckopocTu nepexeaTa naketoB Ha CPU, BegeHme cTaTUCTMKM NO
nepexBayeHHbIM NakeTam

NSFP OTcnerkmnBaHue cobbITUiA, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypoBHe

NSTM Storm Control

NTPL Mepunoanyeckan reHepauma curHana ana onpoca tabauy MAC, VLAN, nopToB, My/ibTUKa-
CTa, MapLwpyTU3aLmm, NpMopmUTU3aLmnm

NTST [obaBneHune 1 yaaneHve OHUTOB B CTeKe, COPOC Ha AedONT COCTOAHMA IOHUTA, Ha ceTe-
BOM ypPOBHe

NVCT BcnomoraTenbHadA 3agadva ana VCT. 3anycK Tecta v oTc/exKMBaHWe N3MEHEHMWA COCTOAHNA
nopra.

OBSR 3apa4a 4N1A OTCAeXMBAHMA U yBeAOMIEHUS 06 U3MEHEHMAX cneuMdUUYecKMX NapameTpoB
nHTepdelicos, Heobxoanmbix ansa LLDP, CDP u gpyrMx npoTOKONOB.

PLCR O6paboTKa CObLITUIN CMEHbI COCTOSIHUA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUIN CMEHbI COCTOSIHUS NOPTOB

PNGA Peanusauuns ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHt Remote CLI

Egtg Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT Poantenbckuin Tack gns Bcex 3a4ay

RPTS Routing protocol

SCLC OTtcnexunsaHue coctoaHma OOB-nopTa

SCPT ABTOOOHOBNEHWNE M aBTOKOHDUIYpaLmsA

SCRX MonyyeHue Tpaduka c OOB-nopTa

SEAU MonyyeHue cobbitnit Address Update, HUXHWUI ypoBEHb

SELC MonyyeHue cobbITNII O CMEHe COCTOAHUA NOPTA, HUKHWUI YPOBEHb

SERT OTcnerkmnBaHue cobbITUIA Ha NOPTY 4NA Ha4vana npoueaypbl RX Training

SERX MonyyeHune cobbiTnit Npuéma naketa 3 KommyTtaTtopa B CPU, HUKHWI ypoBEHb

SETX MonyyeHne cobbITUI OKOHYAHUA OTNPaBKM NakeTa 3 CPU B KOMMYTaTOpP, HUKHUIA ypo-
BEHb
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SEMG sFlow Manager — obpaboTKka cobbiTuit nsmeHeHua IP-agpeca, CLI/SNMP 3anpocos, Tain-
MeposB

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD basa gaHHbIXx SNA

SNAE Ob6paboTKa cobbiTnin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIX SNA B M3Y

SNMP Peanusauna npotokona SNMP

SNPR SNMP Proxy

SNTP Peanusauna npotokona SNTP

SOCK YnpasneHue paboToii cokeToB

SQIN HacTpoiika Selective QinQ

SSIM Slave To Master — nepegaya coobleHNN C BEAOMOro ycTpoicTBa (slave) Ha Beayliee
(master)

SSHP Cepsep SSH — HacTpoiika, 06paboTka KOMaH4, Tamep

SSHU Cepsep SSH — npoTokon

SSLP Peannsauua SSL

SSTC JNlorvpoBaHue cobbiTMn O NpeBblleHUN noporos Tpaduka Ha CPU (cpu input-rate
detailed)

STMB O6paboTtka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccma yepes VLAN

STSC CLI-ceccma yepes VLAN

STSD CLI-ceccma yepes VLAN

STSE CLI-ceccma yepes VLAN

STSF CLI-ceccma yepes VLAN

STUT MOHUTOPUHT yTUAu3aumm daew-namaTm

SW2M O6paboTKa cobbiTnit Address Update ot FDB, 610KMpoBKa nopTa NpyY BO3HUKHOBEHUMU
OWMBOK Ha NopTy

SYLG BbiBOA, cO0bLEHNI B syslog

TBI_ Tabnunua BpemeHHbIX npomekyTkos ans ACL

TCPP Peanunsauna npotokona TCP

TFTP Peanusauna npotokona TFTP

TMNG YnpasneHne npuoputeTamm 3agay

TNSL Knnent TELNET

TNSR Cepsep TELNET

TRCE Peannsauunsa traceroute

TRIG 3anyck gevicteua B FDB (aging MAC-agpecos)

TRMT YnpasneHue IOHUTaMU B CTEKE C NOALEPHKKOM TPaH3aKL M

TRNS File Transfer — konupoBaHue daitnos mexay oHUTamu cTeka (MO)

UDPR UDP Relay

UNQt O6paboTKa nnatpopmo3aBUCUMbIX COObITUI

URGN O6paboTKa KpUTUYECKUX COBbITUIA (Hanpumep, Nnepesarpysku)

UTST Moacucrema HOHUT-TECTOB

VPCB VPC (pabota ¢ MAC-Tabnuueit)

VPCM VPC (ocHOBHOW npouecc)

VRRP Peanunsauna npotokona VRRP

WBAM Web-based Autentification

WBSO B3anmopgencraune c web-KaneHTamm, HUXKHUNA YPOBEHb

WBSR YnpasneHue u Taimepbl web-cepsepa
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WNTT

NMoaaneprka NAT gna WBA

XMOD

Peannsaums npotokona X-modem
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TEXHUYECKAA NOALEPXKKA

[na  nonydyeHMs TeXHUYECKOM KOHCynbTauuMM NO  BOMPOCAM  3Kcnjayataumm obopyaoBaHua
000 «MpeanpuaTtne «3IJITEKC» Bbl MoXKeTe 06paTTbCs B CepBUCHbIN LEHTP KOMNAHUK:
dopma obpaTtHOM cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha odumumanbHOM cavite KOMMNAHMU Bbl MOMKETE HAWTU TEXHUYECKYIO AOKYMEHTALMIO M NpPOrpammHoe
obecneuenune ana npoaykumm 000 «Mpeanpustne «/ITEKC», 06paTtnTbea K 6ase 3HaHWUN, OCTaBUTb UHTEPaAK-
TMBHYHO 3aABKY UM NMPOKOHCY/IbTUPOBATLCA Y UHKeHepoB CepBUCHOTO LLeHTPa Ha TeEXHMYeckom dopyme:

OduumanbHbIn catT KomnaHuu: https://eltex-co.ru/

TexHunueckuii popym: https://eltex-co.ru/forum

ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads

374 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MIES35xx, MES53xx
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